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FOREWORD

This history traces more than 40 years of
active service by Marine Fighter Attack Squadron 115. Since its
commissioning in July 1943, the squadron has evolved from a group
of wartime beginners in SNJ-4 planes to today's front-line
professionals in their F/A-18 Hornets. These decades have seen
VMFA-115 on active service in the Southwest Pacific, the
Philippines, China, Japan, Okinawa, Taiwan, Western Europe, the
Caribbean, the Mediterranean, and on both coasts of the United
States.

Data for the history were drawn principally
from primary sources: command diaries and chronologies; muster
rolls; published historical works; and recollections of the Marines
involved.

Captain John C. Chapin earned a bachelor of
arts degree with honors in history from Yale University in 1942 and
was commissioned later that year. He served as a rifle platoon
leader in the 24th Marines, 4th Marine Division, and was wounded in
action during assault landings on Roi-Namur and Saipan.

Transferred to duty at the Historical
Division, Headquarters, Marine Corps, he wrote the first official
histories of the 4th and 5th Marine Divisions. Moving to Reserve
status at the end of World War II, he earned a master's degree in
history at George Washington University with a thesis on "The
Marine Occupation of Haiti, 1915-1922,"

Now a captain in retired status, he has
devoted major portions of three years as a volunteer at the Marine
Corps Historical Center to writing this history.

The history provides an informative overview
of the development and employment of this squadron over a span of
nearly five decades. The History and Museums Division welcomes any
comments on the narrative and additional information or
illustrations which might enhance a future edition.

E. H. SIMMONS

Brigadier General, U.S. Marine Corps
(Retired)

Director of Marine Corps History and
Museums
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PREFACE

This volume offers an operational narrative
account of one of the Marine Corps' best-known fighter squadrons.
Holder of three Presidential Unit Citations and three times awarded
the Hanson Trophy, VMFA-115 has built a distinguished career since
1943. It has played a prominent role in every national conflict
from World War II to the Vietnam War, and has served in nearly
every part of the globe. While this history deals with a particular
squadron, it exemplifies the service of many other Marine
fighter-attack squadrons.

I must express deep appreciation to many
members of the professional staff of the History and Museums
Division who were unfailingly helpful in research, editing, and
explanation of arcane aviation terminology. In particular, I was
greatly helped by Majors Frank M. Batha, Jr., and Arthur F. Elzy;
Mr. Jack Shulimson; Mrs. Joyce E. Bonnett, Mrs. Regina H. Strother,
and Dr. V. Keith Fleming, Jr.

I also would like to thank those who were so
helpful in providing photographs and comments on drafts. A complete
list appears in Appendix G.

Finally, I must acknowledge with gratitude
the grant from the Marine Corps Historical Foundation towards the
writing of this history.

JOHN C. CHAPIN

Captain, U.S. Marine Corps Reserve
(Retired)
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A History of Marine Fighter Attack Squadron
115

Formation and Pacific Action

The first year of World War II in the Pacific
Ocean, starting with Pearl Harbor and the intense air battles
following the Guadalcanal landing, dramatized the crucial need for
additional Marine fighter squadrons. The pilots and planes in these
harrowing early days had given a superb account of themselves, but,
with a long war against a tenacious enemy in prospect, there simply
were not enough air resources in existence. Accordingly, a rapid
build-up got underway at Marine air bases in the United States.
From this surge came the creation of a squadron that was to have a
long and dramatic record in Marine aviation history.

On 29 June 1943, Marine Fleet Air, West
Coast, issued General Order Number 29-43, which directed the
formation at Marine Corps Air Station (MCAS), Santa Barbara,
California, of a new fighter squadron, and Marine Fighting Squadron
115 (VMF-115) was born as a component of Marine Base Defense
Aircraft Group 42 on 1 July 1943. On that date Major John S.
MacLaughlin, Jr., assumed command of seven officers and 127
enlisted men.1 The aircraft total was four SNJ-4s: simple,
low-wing, two-seat trainers. First developed in 1935, they had a
Pratt and Whitney 550-horsepower engine that gave them a top speed
of 205 miles per hour, a very modest beginning for a squadron which
would progress to fighters capable of a record-breaking 750 miles
per hour within 13 years.

During the month additional personnel were
joined to bring the squadron strength up to 14 officers, 184
enlisted men, and 16 airplanes.* A moment of great anticipation
occurred when the young pilots, new to the Marine Corps, met their
next commanding officer on 17 July. He was Major Joseph J. Foss,
already a legend as the Marine Corps' leading ace and a recipient
of the Medal of Honor for shooting down 26 Japanese planes at
Guadalcanal. Now his job was to whip a raw squadron into shape for
combat in the Pacific.**

* These were a mix of SNJs and 9 FM-1s, the
General Motors version of the F4F-4 Wildcat, a real fighter plane
with 318 miles per. hour speed.

** This led to a colloquial title for the
squadron, "Joe's Jokers." See Appendix E for a whimsical,
unofficial insignia of the period.

On 31 July the squadron acquired its first
Corsairs, the gull-wing fighter that was to serve the Marine Corps
ably for so many years. Both the F4U-1, built by Vought, and the
FG-1, built by Goodyear, were received. These planes had
2,000-horsepower Pratt and Whitney engines that achieved a top
speed of 417 miles per hour and reached a ceiling of 36,900 feet.
Armament consisted of six .50-caliber machine guns.

For seven months the squadron concentrated on
training for overseas combat duty. Although its war diaries
repeated over and over the phrase, "routine operations," the
training was rigorous, and there were numerous crashes caused by
both pilot error and mechanical failure.

On 8 February 1944, flights were secured and
final preparations for departure began. All hands moved to Naval
Air Station (NAS), San Diego on 12 February and boarded the
seaplane tender USS Pocomoke (AV-9). The squadron left San Diego on
13 February for overseas duty as part of Marine Aircraft, South
Pacific. Arriving at Turtle Bay, Espiritu Santo, New Hebrides
Islands, on 4 March, VMF-115 began normal flight training
operations soon after debarkation. Again there were crashes on
landings and takeoffs, with First Lieutenant Jack W. Aldrich killed
on 20 March "from breathing flames and gas fumes."2

A month later, it was time to move again.
Personnel for the ground echelon left Guadalcanal on 14 and 16
April on board LST-488 and a transport, the USS George Clymer
(AP-57). They arrived at Emirau, St. Matthias Islands, on 20 April.
Meanwhile, after a combat check of its aircraft, the flight echelon
departed Espiritu Santo on 18 April en route to Piva Yoke,
Bougainville, British Solomon Islands. The next day the squadron
was assigned to Marine Aircraft Group 12 (MAG-12). Then on 2 May
Major Foss led the flight echelon to Emirau, with operations there
beginning the following day.

The squadron's missions were varied: escort
for SCAT (South Pacific Combat Air Transport) flights, patrol boat
cover, dawn and dusk combat air patrols, visual reconnaissance
search for life rafts or distress signals, strafing attacks on
Japanese warehouses and barges, strip alert for possible "bogies,"
"Dumbo" (a PBY rescue plane) escort, bomber escort, and truck
reconnaissance. Missions ranged over many areas: Green Island, New
Hanover, Byron Strait, Kavieng, Djual Island, Balgai air strip,
Rabaul, and New Ireland.

The perils of low-level strafing were
illustrated when, on 20 May, one of the pilots "flew too low and
hit an upper limb of a small tree, damaging cowl and flaps ....
plane at this time was hit by light AA [Antiaircraft fire] just aft
of the cockpit." The plane, however, made it safely back to base*
On 22 May the pilot was not as lucky; AA fire hit the plane of
First Lieutenant Percy M. Hall, Jr., causing it to crash and
explode on New Ireland.

* The F4U Corsair strafing tactics were to
start the turns at 8,000 feet and pull out at 25 feet.

Misfortune continued when two days later the
engine of First Lieutenant Kenneth L. Myers' plane failed on a test
flight and he drowned after crash landing in the ocean.

During the busy month of May 1944, VMF-115
had a distinguished visitor, Colonel Charles A. Lindbergh, USAAF.
He was making a tour of the South Pacific area as a "noncombat"
consultant, analyzing the Corsair in action.** However, during the
period 26-30 May he flew four missions with the squadron.

** Colonel Lindbergh assisted greatly in the
conversion of the F4U to a fighter- bomber.

Describing one of these flights, he later
wrote:

Kavieng looked like an am hill when [
approached in my fighter-bomber.... I feel the stick's vibration in
my hand, and the pedals against my feet. My thumb has the power of
TNT and my finger controls six machine guns.... Minute circles on
the ground warn of enemy antiaircraft cannon .... We have come to
toss five-hundred pound bombs at humans down below .... We drop our
dive brakes, purge our wing tanks, brighten gun sights .... I pull
into a wing, over putting the sun behind my back, and nose steeply
to the dive .... My controls tighten, the altimeter needle touches
ten thousand feet, air howls, wings tremble .... Fifty-five hundred
feet. NOW. My thumb presses, my arm pulls back, I kick right rudder
toward the sea, reverse bank to throw off enemy ack-ack, reverse
again, and look down to check my marksmanship.3

On 31 May VMF-115 was relieved from duty at
Emirau, having completed 136 combat missions from 471 individual
flights during the month. This action was followed by a welcome
respite for the flight echelon: "health and recreation" for a week
in Sydney, Australia. After that the squadron had a period with no
flight operations except the ferrying of 20 FG-1A planes from
Espiritu Santo to Bougainville. By 24 July, however, the flight and
ground echelons were reunited at Emirau and operations recommenced
the next day. The missions concentrated on bombing runs at Kavieng
and Rabaul, using both 500- and 1000-pound bombs. Major personnel
shifts occurred with new pilots coming in and taking area
familiarization flights to replace those who had transferred. At
this time VMF-115 had 49 officers and 249 enlisted men, 15 F4Us and
5 FG-1As.

August saw a continuation of the daily
bombing runs to Rabaul and Kavieng. Antiaircraft fire varied from
light to heavy, and often bombing "results were unobserved." On 12
August AA fire hit the oil line of one plane, forcing a water
landing. The pilot was uninjured and was picked up by a "Dumbo"
within 10 minutes.

The next month saw a change in command. Major
Foss had suffered recurrent attacks of malaria and needed to return
to the United States for treatment.* Therefore, on 21 September,
Major John H. King, Jr., the squadron executive officer, took over
as commanding officer. Hours flown during the month rose to 1,009.
3. There were more personnel shifts, and another week of health and
recreation in Australia for the veterans. This was only a brief
interlude, however, and then it was "back to work."

* Moving from active duty to reserve status
in December 1945, Major Foss resigned from the Marine Corps in
September 1946 and joined the Air National Guard in South Dakota.
There he rose to [he rank of brigadier general and entered
politics, serving as governor from 1954-58. In I960 he was named
Commissioner of the American football League week of health and
recreation in Australia for the veterans. This was only a brief
interlude, however, and then it was "back to work."

On 12 September the Corsair piloted by First
Lieutenant Robert J. Larsen was hit by AA fire during a strafing
run. He made a successful water landing and was picked up uninjured
by a "Dumbo" in five minutes. Again, on 29 September, a similar
rescue took place for First Lieutenant Paul K. McKinney.

There was more the next month. Taking off for
a barge strike on 5 October, First Lieutenant August Dannehl's
plane crashed when a tire blew out. The aircraft was a total wreck,
but he was uninjured. Two days later First Lieutenant Donald L.
Olson's Corsair was hit over New Ireland. He bailed out and was
rescued by PT boats.

October saw another squadron ferrying
operation, as pilots made flights to Guadalcanal to bring back
planes with wing tanks. New pilots also joined VMF-115, were put
through familiarization naming, and were soon carrying their share
of sorties.

Daily bombing and strafing missions over
Kavieng, "Dumbo" and SCAT escort, and dog-fighting practice
continued in November. On 9 November Second Lieutenant Derry W.
Ferguson's engine stalled, forcing a water landing in which he
drowned. A similar engine failure on 18 November caused Second
Lieutenant Theodore E. Crampton to make a crash landing on Emirau,
and he died as a result of burns.

Philippine Combat

For some time Major General Ralph J.
Mitchell, Commanding General, 1st Marine Aircraft Wing (1st MAW),
had been pressing hard to get the wing a fighting assignment in the
Philippine Islands where, on 20 October 1944, the main landings at
Leyte Island had taken place. "The dangerous lack of airpower was
felt more and more as the campaign progressed."1 Naturally the
Marine Corps felt it could help meet this need, but the key to
Marine air involvement proved to be Admiral William F. Halsey, USN,
whose Third Fleet had played a prominent role in the battle for
Leyte Gulf on 23-26 October. As he later wrote:

I had under my command in the South Pacific a
Marine Air Group which had proved its versatility in everything
from fighting to blasting enemy vessels. I knew that the group was
now under MacArthur's command, and I knew, too, without
understanding why, that when Kenney was not keeping it idle, he was
assigning it to missions fat below its capacity. Kinkaid's
complaint of insufficient air cover prompted me to take a step
which was more than a liberty; to a man of meaner spirit than
MacArthur's it would have seemed an impertinence. I called these
Marines to his attention. He ordered them forward, and within 24
hours of their arrival, they had justified my recommendation.2

Thus, in late November, the four squadrons of
MAG-12 (VMFs-115, -211, -218, and -313) were alerted to move to
Tacloban Airfield on Leyte.3

The change from the operations at Emirau
started on 2 December when VMF-115 began its move to Leyte, a
distance of 1,957 miles from Emirau via Hollandia and Peleliu.4
Arriving the next day at Tadoban, it found that conditions there
were still very primitive. The muddy strip had practically no
operative taxiways or parking facilities; it was overcrowded and
conducting operations was difficult even in good weather.5
Accordingly, the squadron moved seven miles south to the field at
Tanauan, where an airstrip of Marston mat had been laid over the
sand, and on 5 December it commenced operations. Ordered to cover a
naval task group east of Leyte, VMF-115 arrived on station just as
several Japanese "Zekes" attacked the ships.* First Lieutenant
Johnny D. Lindley, the flight leader, spotted one "Zeke" that had
just finished a run on a ship. Nosing over from about 13,000 feet,
he fired on the plane until it began to smoke and went out of
control. (The squadron's first kill was later confirmed by an Army
P-38.)

Other missions included bombing attacks on
the Masbate airfield, on Japanese installations at San Isidro Bay,
and on enemy convoys, as well as escort sorties to cover patrol
boats, "Dumbos", supply drops, and protection for the U.S. Army
landings at Ormoc and Mindoro. There was also a brief stay at the
San Jose strip for the missions on Mindoro.

Another squadron air victory came on 20
December when First Lieutenant Norman W. Gourley and Second
Lieutenant Marion B. Collin, while on an attack mission against a
Japanese bivouac area at San Isidro, shot down a "Dinah".** (This
was a memorable month for Lieutenant Gourley, because on 29
December the landing gear of his plane collapsed while he was
landing, and, although he was unhurt, his plane was completely
destroyed.)***

On 11 December the squadron had a busy day.
Together with VMF-211, VMF-218, and VMF-313, it was ordered to
attack an enemy ship convoy off Panay.

* The "Zeke" was a Mitsubishi 1940-type
low-wing monoplane fighter, originally called a "Zero."

** The "Dinah" was a very fast, two-engine
reconnaissance plane.

*** Lieutenant Gourley later rose to the rank
of major general.

When sighted, glide bombing attacks were made
and serious damage was inflicted on a 10,000-ton Japanese AK with
one 1,000-pound bomb. Simultaneously, First Lieutenant William J.
Rainalter engaged a covering "Oscar" and shot it down.****
Lieutenant Rainalter's plane was subsequently hit by AA fire and he
was forced to bail out over Sambulawan. Fortunately, he was rescued
by friendly natives who guided him to a guerilla
headquarters.*****

**** The squadron's war diary noted that the
"Oscar was unable to outmaneuver [our] own aircraft." The "Oscar"
was a Nakajima single-engine fighter.

***** His trip back to American lines took
three days and required a cross-country trek, then a barge trip,
followed by a ride in a truck, and concluded with a flight in a
light plane back to Tacloban.

In the afternoon, VMF-115 returned to the
attack again. Captain Rolfe F. Blanchard, who led the strike, told
the story:

. . . preparations were made, in
collaboration with Army Air Force operations, to launch a strike.
It was decided that the strike would be composed of about 30 F-40's
carrying 500 instantaneous fuzed bombs and 28 F4U's carrying 1000
4-5 second delay bombs. The Army flight was to strike first, by
dive bombing, and we were to follow with a masthead attack. A joint
briefing was held for all pilots, Army and Marine, and thoroughly
briefed by [Captain] Roger Haber-man [VMF-211, acting group
operations officer], A second briefing was held for Marine Pilots
in which detailed tactics were laid out. The plan was to strike at
masthead level in three waves spaced far enough apart to allow the
preceding wave's bombs to detonate safely. . . .

When the ships were sighted (there was a
broken layer of cumulus between 6-7,000 feet) the Army started
peeling off in groups of 2 and 3 planes and dove from 10,000 to
about 5,000, released bombs and pulled back through the overcast.
They accomplished nothing except to make interesting splashes in
the water and wake up the Japs. AA immediately became very intense.
As the last Army bombs were falling our Corsairs were in position
and coming in fast and low. The Japs never saw us coming until we
started to shoot (we received no fire until past the screening
destroyers) 6

A total of six hits were scored in masthead
runs on two troop ships which sank, and there was a near miss which
slightly damaged one destroyer****** In the attack, Second
Lieutenant Michael A. Gudor was jumped by two "Zekes" after he had
earlier shot down one. He described the action as follows:

. , . Two Zekes at the same altitude turned
towards me so I turned into them for the book says—"In a head-on
run a Jap plane will either turn aside or blow up." Evidently this
Jap hadn't read the book For he kept coming. We were closing fast
prop to prop. All my six 50 cal. guns were going and pieces were
flying off the Zeke's cowling. At the last possible instant! nosed
my Corsair violently down The Zeke passed over and sheared off half
of the rudder and left stabilizer, i immediately had my hands full
.... I dove for the ocean but at 400 knots the plane vibrated like
it would fall apart. Also, the oil pressure went down to zero and
the propeller froze stock still. At 800 feet altitude I leveled the
plane and bailed out into the sea. During the night the convoy we
had hit was burning and the explosions rent the air about 10 miles
to the southeast of me. The next day about 5 p.m. a beautiful Navy
PBY set down on the sea and picked me up. 7

****** These results are from VMF-115, WWII
War Diary, 11 Dec44. Since they come from the eyewitness accounts
of the pilots who made the attacks, these tallies seem more
probable than those listed in Marine Aviation in the Philippines
(HistDiv, HQMC, Washington, 1951), p. 36. This latter source only
lists "a direct hit on a larger freighter" and "two hits on another
freighter. . . leaving the ship listing and burning."

(Lieutenant Gudor had another close call
later in the month; while landing on 27 December, his tire blew out
and his plane went off the runway and flipped over on its back. It
was demolished, but he was unhurt.)

The following day, 12 December, three planes
of VMF-115 (along with four from VMF-218) went after two Japanese
destroyers and a transport ship off Panay. Three hits were scored
by VMF-115 pilots on the lead destroyer, the Uzuki, and it exploded
and sank.*

* The destroyer's name is not given in the
VMF-115 war diary and is taken from Sherrod, History, p. 280. It
was also called the Yuzuki.

Then on 18 December, while on beachhead
patrol at Mindoro, First Lieutenant Edward A. Hammers caught up
with an "Oscar" and shot it down. Five days later First Lieutenant
Richard W. Cline, coming down from 23,000 feet over Golo Island,
attacked a "Zeke" and sent it smoking into the sea.

It had been a busy and difficult, yet
fruitful, month for VMF-115. Operating 5 F4U-1s, 4 F4U-1Ds, and 13
FG-1As, the squadron lost 11 planes in December. Total flight hours
rose sharply, to 1,810.3, and, for the first time, VMF-115 was
credited with destroying enemy planes, chalking up four and
one-half kills.** Recognition came in the form of War Department
General Order Number 123 (dated 18 October 1946):

The Marine Fighter Squadrons 115, 211, 218
and 313 are cited for outstanding performance of duty in action in
the Philippine Islands from 2 to 15 December 1944. During this
period, at a critical stage in the operations on Leyte, first
battleground in the campaign to liberate the Philippines, these
Marines fighter squad tons not only carried out their primary
mission of providing aerial covet, but also gave close support to
our ground troops and intercepted large and heavily escorted enemy
convoys ... The gallantry and fighting spirit of the Marine pilots
and the skill and tireless fidelity to duty of the ground
personnel, who so well carried out then arduous task of maintaining
and servicing the aircraft under the worst possible conditions,
constituted a major contribution to the success of the Leyte
operations and initial American victory in the Philippines. The
achievements of the Marine Fighter Squadrons 115, 211, 218 and 313
are in keeping with the highest traditions of the armed forces of
the United States.8

** October flight hours had totalled only
919.7 and November's total was 1,220.

The year 1945 opened quietly for the
squadron. No enemy planes or ships were destroyed, but there were
1,555.2 hours flown and 432 combat missions in January. Missions
covered a wide range of assignments; bivouac strafing, patrols,
convoy cover, airstrip bombing, reconnaissance of Luzon Island, air
cover for U.S. Fleet units, truck and barge attacks, escort for
C-47s, and "Dumbos," etc.***

*** The squadron's war diary contained an
interesting note revealing the primitive methods used for timing
bomb releases. Flying between 50 and 100 feet at 300 knots, the
pilot would release his napalm bombs "when the bottom side of the
cowling passed over the aiming point"

Even in a quiet period such as this, there
were operational losses and damage to five planes. Two incidents
occurred on 3 January. First Lieutenant Glen E. McCall had his
engine stall on takeoff and crash at the end of the strip. The
plane exploded and he was severely burned. The same day, while
covering a convoy southwest of Leyte, a fire broke out in the
cockpit of the Corsair piloted by First Lieutenant Ivan Harrison,
Jr., and he was forced to bail out. A destroyer picked him up soon
after he entered the water.

One day, 6 January, was profitable in
strafing Angeles Field on Luzon Island. There, a flight from
VMF-115 caught seven Japanese planes on the ground and left them
all burning.

During February, 402 combat missions and
1,116.3 total hours were flown, most of which were for ground
support or escort flights over Cebu, with some sorties using napalm
bombs. A number of new pilots joined the squadron, as veterans were
rotated back to the United States.

On 13 February, the squadron assisted native
guerrillas in their battle against the Japanese. Two VMF-115
pilots, on landing at Tuburan, Cebu Island, were asked by a
guerilla leader to strafe targets he would point out from a C-47.
Accordingly, the Corsairs hit buildings at Lugo, Llihan, and
Tabogon. They left all structures burning, in which a total 600
Japanese soldiers were reportedly quartered.

A unique mission occurred on 23 February.
Major Eldon H. Railsback, executive officer of VMF-115; First
Lieutenant Paul Chambers; Second Lieutenant Robert O. Bunce; and
Second Lieutenant Charles B. Collin spotted two small Japanese
submarines on the surface while on a bombing and strafing mission
at Cebu City. Missing the submarines on their first attack, they
returned to base and received permission to go back on a second
try. Fully rearmed, they attacked in runs at a 20-25 foot altitude,
skip-bombing their 1,000-pound bombs. One submarine was hit,
"probably [the] first submarine sunk by [a] Corsair," the squadron
war diary noted. 9

The next day, on a sortie to bomb Japanese AA
positions near the airstrip at Cebu City, the plane of Second Lieu
tenant John E. Dixon was hit. His report gave a firsthand
account:

When advised by a wingman that my Corsair was
smoking, I looked at my oil pressure. It read zero. The plane began
to stall. I suppose 1 had been hit somewhere by Jap 12.7's. I
ascertained that all switches were on so that the plane would blow
up on crashing, and promptly prepared to bail out. To prevent
banging my leg on the tail assembly, I grasped the trailing edge of
my right wing, suspended myself from there by my hands, and from
the cockpit by my toes, and pushed myself down. The tail assembly
went a good six feet over my head. I bailed out at 1200 feet, and
the chute opened at 500 feet. The wind blew me from my position
over Jap lines 100 yards into guerilla territory. I landed among
bamboo trees and dangled twelve feet above the ground. The straps
unfastened easily, and I dropped to the ground and tan like hell
toward the guerrilla lines, while the other three Corsairs
continued strafing the enemy, keeping them down. Unarmed volunteer
guards (guerrillas) met me and escorted me to guerilla
headquarters.11

Lieutenant Dixon returned to the squadron
four days later.

The squadron focused its attention in March
on covering the landings at Zamboanga, Mindanao. On 7 March the
engine stalled on Second Lieutenant William H. Foster's Corsair
while he was airborne halfway between Cebu and Leyte. He bailed out
and was picked up by a native boat in 15 minutes, afterward
returning safely to the squadron.

The next day Major Railsback caught a "Tojo"
near the San Roquc airdrome and shot it down in flames.*

* "Tojo" was a Nakajima single-engine
fighter.

U.S. Eighth Army headquarters decided that
the next use of MAG-12 would be in the far western part of Mindanao
Island, as part of the Victor IV operation. Thus, on 10 March, some
planes of VMF-115 temporarily operated out of the guerilla-held
Dipolog airfield, while a naval bombardment at Zamboanga prepared
the way for the Army's 4lst Division which was landing there. This
same day the assault troops went ashore with the San Roque airfield
as a key objective. The next day the advance echelon of VMF-115
began unloading and landing operations. One of their first acts was
to rename the strip Moret Field, in honor of a Marine aviator
killed earlier in the South Pacific.**

** Lieutenant Colonel Paul Moret had died
from a crash at sea near New Caledonia on 8 June 1943.

An important mission at this time was
assisting the Filipino guerrillas whenever possible. Thus, on 13-14
March, when the Japanese were advancing on guerrilla headquarters
at Tuburan, Cebu, squadron strafing attacks were used to delay them
for 18 hours, thereby saving the strip for American use.

On 14 March, Major Railsback flew the first
Corsair to land at Zamboanga.11 This same day the squadron lost
another pilot. First Lieutenant Jonathon S. Schnorf was on a flight
covering a C-47 bound for Peleliu. The two aircraft entered a cloud
bank together, but when the C-47 emerged a half hour later,
Lieutenant Schnorfs plane was missing. Search planes could find no
trace of him. The next day the rear and advance echelons of VMF-115
were reunited at their new base on Zamboanga.

Then, on 22 March, while on a bombing run
near Zamboanga, the engine of Second Lieutenant Marion B. Cooper's
plane cut out at 150 feet of altitude. The aircraft crashed in the
trees, exploded, and burst into flames. He died instantly.

One of the most unusual air-ground tactics
used during the entire Zamboanga operation was employed on 27 March
near guerrilla-held Dipolog airstrip. In answer to a request from
the American officer in charge of the guerrillas. Major Donald H.
Wills, AUS, a division of four VMF-115 Corsairs (led by Captain
Rolfe F. Blanchard) was dispatched to Dipolog. About 150 Japanese
troops, armed with knee mortars, a light machine gun, and automatic
rifles, had advanced to within 16 kilometers of Dipolog. They were
well-seasoned troops who had been moved into the area from
Zamboanga about five weeks earlier. Major Wills felt that an air
strike might boost the Filipino guerrillas' morale and damage the
enemy at the same time. Control of the strike by normal means was
impossible because there were no maps or photographs of any kind
available, no method for marking targets, and no means of
communication with the troops. But VMF-115 ingenuity found a way.
Into the cockpit of a Marine Corsair climbed Major Wills, who was
thoroughly familiar with the enemy positions; after him climbed the
smallest of the Marine pilots in the division. First Lieutenant
Winfield S. Sharpe. Both men squeezed into the narrow confines of
the cockpit, with Sharpe sitting on Wills' lap. Soon afterward,
with the major pointing out targets to the pilot. Lieutenant
Sharpe's Corsair led a four-plane division in six strafing passes
over the enemy's positions. The enemy area was thoroughly strafed,
and the Japanese were compelled to withdraw.12

VMF-115 had proved its mettle in a wide range
of support missions during the period 3 December 1944 to 9 March
1?45. It had been an important part of MAG-12's Philippine
operations, and for its participation it shared in the subsequent
award of a Presidential Unit Citation to MAG-12. Referring to the
accurate antiaircraft fire and intense aerial opposition the Marine
.squadrons encountered, the citation praised the heroism of the
pilots in supporting guerilla units and inflicting severe losses on
the Japanese*

With the Zamboanga area secured, the 41st
Division was ordered to strike deep into the Sulu Archipelago,
landing at Sanga Sanga Island and nearby Bongao Island on 2 April,
with planes from VMF-115 providing air cover. Second Lieutenant Roy
H.

McDonald, Jr., was on combat air patrol over
Bongao on 2 April when he was forced to crash land at sea, but
after only 35 minutes in his rubber raft he was picked up, unhurt,
by a patrol boat.

The next day First Lieutenant Paul Chambers
made an emergency landing on the Sanga Sanga airstrip, making his
the first U.S. combat plane to arrive there.

On 4 April, four planes of VMF-115, found
"one of the lushest targets of the Mindanao campaign to date."
First Lieutenant Horace D. Dawson and Second Lieutenant Russell
Olsen shot up at least 10 Japanese trucks, cars, and other
motorized vehicles near Valencia. Meanwhile, First Lieutenant Dwain
A. Hoops and Second Lieutenant Dennis Byrd were knocking out at
least 29 more vehicles.

Starting on 9 April the squadron furnished
cover for the Jolo landings. The best target came, however, on a
flight to cover SBDs attacking Buayan Airfield. There, on 12 April,
squadron Corsairs caught five camouflaged Japanese planes on the
ground and destroyed them all.

For the second time, the squadron was forced
to list one of its pilots as "missing in action." Second Lieutenant
George A. Coshal disappeared on a ferrying flight on 15 April from
Leyte to Zamboanga, and no trace was found.

During the latter part of April, VMF-115
supported the Dumaguete invasion of Negros Island which had been
launched on 29 March by the 40th Division in a shore-to-shore
operation from Panay. Also during the month, there were numerous
personnel transfers, with old pilots leaving and new ones reporting
in for duty. Eight pilots spent 26-30 April at Malabang on Mindanao
standing scramble alert, but no enemy contacts were made there. The
squadron totaled 1,489.9 flight hours and 472 combat missions in
April, using its 14 FG-1As, 4 F4U-1s, and 4 FG-1Ds.*

* The D model was modified for use as a
fighter-bomber with a long-range tank and two 1,000-pound bombs or
eight 5-inch rockets under the wings.

Operations in May illustrated the kind of
administrative problems that can arise in combat zones. On 4 May
the squadron received orders to submit, in the future, two distinct
mission reports. The first, with the usual combat information,
would go on to higher headquarters. The second, with complaints and
recommendations, would go no further than the group operations
officer. This order was the result of a sharply worded mission
report received the day before, in which one of VMF-115's pilots
had noted: "The night fighter relief was late arriving on station,
causing Sigma 6 to leave station 25 minutes late, and land at base
well after dark without night landing equipment .... Pilots
recommend that night fighter relief take off earlier and that
marker lights be posted on the end of the runway."

One mission (on 7 May) had good, observable
results in ground support when napalm bombs knocked out pillboxes
and two tanks in the Davao area. This same day, in an attack at
Tigatto, napalm bombs were put down directly on top of the Japanese
naval headquarters there and blanketed the building in flames.

New ordnance made its appearance in the
squadron at this time, and from 10 May onwards there are, for the
first time, repeated references in the war diary to practice rocket
firing. More of the new Corsairs (Model D) also became available
for VMF-115 to use (19 May).

The last important landing in the Philippines
was made by the Army's 108th Regimental Combat Team at Macalajar in
northern Mindanao on 10 May. The squadron supported it by combat
air patrols and convoy escort missions.

A napalm bombing mission to Kibawe, Mindanao,
on 12 May brought a happy report from the local controller: "Very
good job . . . all bombs on dug-in positions ... the Japs were
sizzling . . . hope you can come back again."

There were of course, many difficulties in
operations. A mission was sent out on 13 May to bomb near Davao,
but the pilots had no maps of the target area and therefore had to
make a switch in targets on the spot. Another continuing problem
was the frequent number of dud bombs delivered on target that
failed to explode. There were also repeated reports of bombs that
"hung" or "delayed in releasing," or "would not release," causing
them to miss the target.

On a mission to bomb the Kibawe area on 23
May, the Corsair of Second Lieutenant Daniel Bradley was seen
trailing smoke, possibly from AA fire. He headed for the Libby
airstrip on Mindanao, but his plane burst into flames at 1,000 feet
of altitude- Pulling up, Lieutenant Bradley started to bail out.
His parachute hung up briefly on the vertical stabilizer, but came
loose finally between 150 and 500 feet. When he hit the ground, the
airdrome ambulances raced up the assist him. They found him with
second degree burns, but he recovered from his injuries and
returned to duty with the squadron.

During the last week of May, VMF-115
encountered problems with the local Army fighter directors. Poor
radio communications and lack of target assignments from the
directors caused the squadron's pilots to waste their fuel and
jettison their bombs at sea- The difficulties in coordination were
graphically illustrated in one report:

. . . airborne to strike Japanese targets
around Davao. The Army SAP [Supervisory Airplane Pilot] again
failed assignment of a definite target, although pilots had been
briefed to drop their bombs on a storage area on the Davao River.
Pilots prepared to strike this target. The artillery directing
plane, an L-5, was called and asked to order artillery fire to
cease, so the bombing run could be made. The pilots then attempted
to make the bombing run, but artillery fire began blossoming below
very suddenly, so planes headed for Davao Gulf. After orbiting for
over an hour and vainly attempting to have the Army SAP assign a
target, the pilots went low on fuel and had to jettison all their
bombs .... 12

On 26 May the squadron suffered another pilot
missing in action. Major Richard F. Harrison's plane, while on a
ground attack mission near Mintal, started to smoke, possibly from
AA fire, at 100 feet of altitude, and then struck the trees. At
this point the other pilots in the flight lost sight of him and
could find no trace while circling the area, which was in Japanese
hands*

* Major Harrison's body was recovered at
Tagakpan in August 1946.

A change of command took place on 30 May when
Major King was succeeded by Major John S. Payne as commanding
officer. As the month ended, the squadron totaled its work: 1,586.3
hours flown and 486 combat missions.

Air control problems continued in June, with
various missions aborted when Army fighter directors were unable to
designate targets or could not be contacted. These were, however,
minor irritations compared to the jinx-filled mission on 14 June.
On that day 11 pilots were scheduled to take off for a strike at
Guadalupe, Mindanao. The problems began even before takeoff. There
were no belly tanks, and the weather was bad; then Major Payne
briefed all pilots on fuel conservation after finding the planes'
gas tanks had not been topped off. Also, there were numerous delays
on take-off, as other planes circled, landed, and parked on the
field. Finally, more rockets had to be brought so that the planes
were fully armed.

Once airborne, there was difficulty in
contacting the L-5 for target directions. Next, First Lieutenant
Victor D. Butts' engine began to run rough and eat up fuel. Then it
quit entirely. With no power, he went for a wheels-up landing in a
field. Barely clearing the surrounding trees, he came in at 80
knots and, about 50 miles from Malabang, skidded safely to a stop.
Forty-five minutes later, a band of eight guerrillas emerged from
the trees. They then escorted him on a six-hour march through
knee-deep mud to Sugud. From there he travelled by Army truck and a
Cub plane to Malabang, finally flying back to Zamboanga the next
day.

Meanwhile, Lieutenant Butts' wingmen were
encountering a series of problems. They were running on reserve gas
tanks; there was a solid overcast that prevented identification of
ground position; differing vectors (or none) were given on their
radios; when they found a landing scrip they were not sure if it
was in Japanese hands.

By now, gas tanks were down to the final few
gallons. Second Lieutenant Lawrence W. Lawson, Jr., picked out a
narrow, winding road near Buge as his best chance. Four hours and
15 minutes after takeoff he came in with flaps down full and wheels
up, skidding until his right wing hit a tree. Happily, he got out
of the plane with no injuries.

The same circumstance befell First Lieu
tenant John D. Stith. Out of gas, he came in for a belly landing at
Bugos, hit a ridge in the ground and his plane went over on its
nose. The location happened to be an Army supply dump, so he was
given first aid for a cut on his forehead. It was then that he
found out that a short but serviceable strip had been completed the
day before just a few hundred yards from his crash landing. The
following day a PBY brought him back to Zamboanga,

Second Lieutenant Bernard Kramer was also in
trouble. Thick clouds separated him from the rest of the flight;
poorly charted mountains (rising to 9,200 feet) were all around
him; the terrain below was blotted out; his fuel was now very low;
and he could not turn on his emergency IFF. Finally he sighted a
ship near Dipolog and headed for it. Rocking his wings violently,
he circled the ship and put down in the water 100 yards from it. He
immediately climbed out from the cockpit and inflated his Mae West.
A small boat from the ship brought him aboard unhurt. It was the
USS Bootes (AK-99), an ammunition cargo ship, and the crew,
including the captain, welcomed him by stripping him of all his
flight gear for souvenirs. After this reception, he was passed on
to a PC (submarine chaser), then to a LCI (Landing Craft,
Infantry), and finally to a R4D (the Douglas Skytrain version of
the civilian DC-3). This flight took him first to Peleliu, then to
Tacloban, and back to Zamboanga at last.

While all of these crash landings were taking
place, Major Payne had radioed the remaining pilots who were in
contact with him to "Stick with me and I'll get you there." Only
one plane was able to stay with him as he found the way to the
strip at Malabang. Slowly, other planes staggered in, one with 11
gallons of gas left, having flown the last 55 minutes on 39
gallons. It had been a nerve wracking day!

The rest of June was quieter. Bombing and
strafing runs, using 1,000-pound bombs, napalm, and rockets, hit a
wide variety of targets on Mindanao. VMF-115 totaled 937.9 hours
flown and 353 combat missions for the month. For the first time the
squadron's war diary listed individual air-to-ground kill totals: 3
for Major Payne, 1 for Lieutenant Gudor, and 12 for Captain Harold
E. Segal.

Again, VMF-115 was included in a citation.
For the period 10 March to 30 June 1945 MAGs-12, -24 and -32 and
all assigned squadrons received a Navy Unit Commendation.* There
was also an award of the Army's Distinguished Unit Badge to MAG-12,
as well as a Philippine Republic Presidential Unit Citation which
included VMF-115.

* For full text of citation, see Appendix
D.

July was a busy month. Even though effective
Japanese resistance in the Philippines was at an end, VMF-115 flew
a total of 1,136.8 hours and 393 combat missions. The principal
focus was a series of preinvasion sorties over Sarangani. Bad
weather grounded or aborted in the air several days' worth of
missions.

Lieutenant Lawson, after his difficult
experiences in June, died from bums in a crash on 17 July. His
wingman. Lieutenant Kramer, did not see his plane go down but
observed a tower of smoke near the Del Monte airstrip. Landing
there, Lieutenant Kramer went to the crash site. The plane had been
completely demolished, and its parts were strewn for a distance of
a half-mile. The body was returned to Zamboanga and buried
there.

Squadron activity subsided in August. While
hostilities ceased on 16 August, fighter cover and scramble alert
missions were flown up to the end of the month. Total hours flown
fell to 863.3 with 264 combat missions.

On 14 August Second Lieutenant James L.
Glessner, Jr., was airborne as fighter cover when his engine lost
power. He ditched the plane at sea about 25 miles from his base,
inflated his life-raft, and 20 minutes later a native boat picked
him up, uninjured, for return to base. Four days later, 18 August,
the squadron received a new commanding officer, Major Thomas M.
Coles.**

With the war over, VMF-115 remained at
Zamboanga. September and the first three weeks of October saw a
spate of major personnel transfers, practice in acrobatics and
low-altitude dummy gunnery runs, health and recreation trips to New
Guinea, fuel consumption tests, and familiarization flights for new
pilots. On 8 September the squadron traded in its FG-1Ds for
F4U-4s, and all pilots made test flights in their new
planes.***

** Strangely, there is no mention of this
change of command (not of the end of hostilities) in the VMF-115
war diary, but it is noted in the VMF-115 muster rolls (RefSec,
Hist&MusDiv, HQMC).

*** The new R2800-18W engine with 100 more
horsepower gave this model a top speed of 446 miles per hour and a
ceiling of 41,500 feet.

A Move to China

A whole new chapter for VMF115 opened on 21
October. On this day 26 officers and 19 enlisted men, comprising
the forward echelon, left for North China via the Laoag Airfield on
Luzon. The next day they staged out of Chimu Field on Okinawa.
While at Laoag, Second Lieutenant Robert W. Colbert landed his
plane, and as it was still rolling out on the runway, it burst into
flames. He jumped out, escaping with minor burns, but the plane was
totally destroyed.

The same day, 22 October, First Lieutenant
Charles M. Jackson became separated from the rest of his flight
during heavy weather en route to Okinawa. Two destroyers on the
route were notified and began a search. No trace of him was
found.*

* There was an official finding of death by
the Secretary of the Navy on 23 October 1946.

The next stage of the squadron's movement
came on 24 October with a flight to Tsingtao, China. The following
day 22 aircraft arrived at their final destination. West Field,
Peiping. On 30-31 October the tear echelon sailed from Zamboanga
aboard the attack cargo ship USS Hydrus (AKA-29) and the attack
transport ship USS Sheridan (APA-51). A lengthy voyage took it to
Samar Island, then to Manila Bay, then to Buckner Bay, Okinawa, and
finally to Ta-Ku Bar in the Gulf of Chihli, Hopeh Province, North
China. Upon arrival there, after some delays, they moved by train
to Peiping. Thus, by 21 November, the entire squadron was reunited:
63 officers, 247 enlisted men, and 22 F4U-4s.

The setting into which they moved was
confusing and dangerous, for the Nationalist and Communist armies
were locked in a struggle for the future control of China. MAG-12
was sent in as part of the III Marine Amphibious Corps whose
primary mission was to supervise the surrender and repatriation of
the 630,000 Japanese troops and civilians in North China.1 This
assignment was quickly complicated when Communist troops began an
irregular pattern of ambushes, small firefights, and harassment
along the vital railroad running from Taku to Tientsin to
Peiping.

Such were the circumstances in which VMF-115
began operations at Peiping on 1 November. The squadron war diary
called this first mission "the initial Chin Huang Tao [Chinwangtao]
Show of Strength Patrol." These patrols continued throughout
November, and the squadron also participated in a celebration of
the 170th anniversary of the Marine Corps on 10 November. MAG-12
staged an air show over Tientsin, and 16 planes from VMF-115 took
part in it.

On 8 December there was a similar "sky
parade" over Peiping, Tientsin, and Ta-Ku. The rest of the month
saw a continuation of patrols to Chinwangtao and the Peiping "25
mile area," all uneventful. For the month the squadron totaled 269
flight hours and 157 individual flights*

In January 1946 flight activity increased,
although the patrols were routinely the same. One exception
occurred on 5 January when a Peiping reconnaissance patrol was
believed to have been fired on by small arms near Liang-Hsiang.

Major Coles' tour of duty as commanding
officer came to an end on 8 March, and for the next two months
Captain Fred J, Gilhuly served as acting commanding officer.
Colonel Gilhuly later recalled this period:

I remember how difficult it was to keep the
planes in commission. Early in 1946 cold weather caused problems in
starring the engines. We had to drain the oil and heat the oil
before putting it back in the engine. Engine heaters alone didn't
do the job. In the spring of 1946 dust was a problem. I think we
changed engines with less than 100 hours. "Tech reps" from
Pratt-Whitney and Chance Vought were helpful in that they came up
with an air filter for the engines

Maintenance was further complicated by the
lack of trained personnel. Everyone was demobilized and sent
home.

. . . our main mission was keeping two to
four planes each up on the Peiping and Tientsin recon as well as
the railroad on Chinwangtao patrol.** 2

On 1 April VMF-115 was reassigned to MAG-24,
and Major John E, Reynolds took over as commanding officer on 15
May.

During this time the squadron flew regular
reconnaissance and "show of strength" patrols to keep check on
Chinese troop movements and to discourage attacks on American lives
and property.

When an emergency situation arose in Tsingtao
in early June 1946, the squadron was ordered there on a standby
alert to protect United States interests in the event of an attack
by Chinese Communist forces.

* These figures were reconstructed as well as
possible after a disastrous fire on 9 December destroyed all
operation records.

** In Colonel Gilhuly's comments he notes the
death (not recorded in the squadron's war diary) of Second
Lieutenant Arthur A. Roark, whose plane crashed and burned on 23
April 1946 near the airfield.

After three weeks of this duty, the squadron
was relieved by VMF-218 on 2 July, The 1st Marine Division put on
an Independence Day celebration featuring three formation passes
over Tientsin on4July, and 11 planes from VMF-115 participated with
two other squadrons.

From 13 August to 4 September, there was
another tour of standby alert in Tientsin for six planes and eight
pilots from the squadron, but no hostile action was encountered.
Then, on 17 August, Major Harry B. Hooper came on board as
commanding officer.

On 10 October, 23 planes from VMF-115 left
Nan Yuan Airfield, Peiping, to participate in a fleet problem at
Tsingtao in Shantung Province. The exercise consisted of numerous
interceptions of opposing aircraft and simulated strikes on
opposing fleets for five days. One of these was a single strike led
by Major Hooper on 14 October, which "even the air operation people
of the fleet admitted was a very successful one. We evaded their
combat air patrol, arrived directly over the fleet unopposed, and
made simulated bombing and strafing runs on the ships that caused
them much confusion and havoc among their personnel with low-level
attacks."3

Inspections of VMF-115 were conducted 19-20
October by Major General Field Harris and General A. A. Vandegrift,
Commandant of the Marine Corps. November saw the completion of the
squadron's Tsingtao alerts, and still another commanding officer,
Lieutenant Colonel Gordon H. Knott, reported on 7 November.
December brought good news on Christmas Eve: the squadron was
moving to Hawaii.

In evaluating the China deployment of
VMF-115, Colonel Hooper later made this comparison between the
relative personnel stability of wartime and the frequent turnovers
in peacetime:

From May 1943 until October 1944 I was
fortunate in being able to form, train, and take [a| squadron
overseas as its CO, an association with basically the same enlisted
men and officers that lasted 18 months. We all knew each other and
the capabilities of everyone. We were a well-coordinated and highly
efficient team. . . .

During the China rout, VMF-115 was trying
cooperate with about 20 experienced NCOs and about 90 two-year new
enlistees. This was brought about by the post-World War II
discharge point system and could not be blamed on anyone. But to
say that the squadron was at that time a fighting team would be
stretching things. In November 1946 the Table of Organization for a
VMF was changed and called for a lieutenant colonel as CO.
Lieutenant Colonel Knott was assigned to the squadron as CO. and I
moved back to become XO. The squadron went through another shuffle
in the next month, and many of us with short China tours were
transferred into . . . other units in the MAG, so that those with
longer China tours could go back to the States with VMF-115. We
were fortunate in that the tense situation in China at that time
did not develop into a shooting situation, because our squadrons
were not really ready in my opinion.3

Hawaiian and Stateside Duty

During the last week of December 1946 the
first and second flight echelons of the squadron left for Shanghai,
and on 30 December VMF-115 was reassigned to MAG-15. Starting 1
January 1947, the third flight echelon and ground echelon also
moved by stages to Hawaii, where they arrived over the period 23
January to 8 February.

After settling in at MCAS Ewa, the squadron
began a normal peacetime training routine, a principal focus of
which was participation in Pacific Fleet problems. Describing one
such exercise which took place on 10 March, Colonel Knott later
recalled:

VMF-115 was assigned to the Air Force for
island defense. We decided to hit the "enemy" task force at dawn.
By having two flights, each consisting of two divisions of Corsairs
led by one F7F night-fighter, we felt the two night fighters could
lead 16 Corsairs to the earlier by radar. The first division's
night-fighter made radar contact with the "enemy" carrier about 45
minutes before dawn, which gave the Corsairs time to attack as
planned. They arrived over the "enemy" carrier just in time to
"shoot down" the "enemy" planes taking off.

Later, at the critique of the exercise, the
carrier air group commander publicly stated: "The Marines really
caught us with our pants down."

The second flight never reached the carrier
as they hit a freak frontal action which blew the formation
apart.1

Unfortunately, First Lieutenant Evan L.
Selsor disappeared at sea during this flight. An extensive search
revealed no trace of him. Other training consisted of tactics,
gunnery, instrument and night flying, with some air spotting for
naval gunfire support.

There was a "surprising" increase in the
availability of both planes and pilots during May. This enabled the
squadron to run up a total of 1,120 flight hours that month, more
than 500 hours higher than its best month in North China. The
highlight of operations for the month occurred when, on 26 May,
VMF115 took part in a three-squadron, 44-plane aerial parade over
Honolulu.

Flight hours in June remained high, and the
pilots were able to gain extensive experience with SCAR
(sub-caliber aircraft rocket) and HVAR (high-velocity aerial
rocket) ordnance delivery. Also during the month the squadron
received a new commanding officer, when, on 9 June, Major Thomas O
Bales relieved Lieutenant Colonel Knott. His tour of duty was
short, however, for he was relieved on 1 August by Lieutenant
Colonel Monfurd K. Peyton.

For the next two years, VMF-115 remained at
Ewa, and the squadron's workdays were filled with intensive
training. Added to previously described operations were flights
emphasizing group tactics, all-weather training, search and rescue,
GCI (ground-controlled interception), "combat" air patrols, night
strikes, carrier qualifications, navigation, and a continuing
series of joint exercises with Army, Navy, and Air Force units.

The squadron's war diary provided an
excellent example of how the unit conducted close-air-support
training while in Hawaii. The tactical air control center (TACC)
was simulated by group operations, using a VHF radio set up for
communications, and an R4D transport plane orbiting in the target
area simulated the tactical air direction center (TADC). A pilot in
an F4U-4 Corsair orbiting near the target acted as the tactical air
controller (TAC).*

* The TACC was the principal air operations
center for controlling all aircraft in tactical air operations. The
TADC was an air operations center under the TACC which directed
aircraft functions of the tactical air center. The TAC was an
officer in an airplane who coordinated close air support.

After a thorough briefing by the intelligence
officer on the target area, which was the island of Kahoolawe for
all Marine dose-air-support missions in Hawaii, the flight leader
briefed the flight on tactics to be employed, ordnance loads, and
communications procedure. After the briefing, the flight would take
off, and the leader would check in with the TACC, giving pertinent
information such as the number of planes, ordnance being carried by
the flight, etc. Arriving in the target area the flight leader
would come up on the TADC net, reporting the number of aircraft,
ammunition loads, and the flight's position (normally an assigned
orbit point). The TADC would call the TAC and assign a mission for
the flight, giving grid coordinates, type of target, ammunition to
be used, and the target priority. The TAC repeated the information
back to the TADC to ensure no errors had been made, and the flight
leader would "Roger" for the transmission, indicating that he also
understood the mission assigned. After locating the target by
referring to his grid map, the flight leader carried out the
prescribed attack on order from the TAC. In many cases the TAC
would mark the target with a rocket or a miniature smoke bomb. The
flight normally carried out six to eight close-air-support missions
within an hour, after which they were cleared by the TADC to return
to base. En route to home the flight leader reported to the TACC
before landing, and immediately after landing the flight was
debriefed by the intelligence officer.

The policy of the squadron for most
close-air-support flights called for a lead change after each
mission was completed. This afforded most of the pilots an
opportunity to develop their map reading, radio procedures, and
tactical leadership skills in a very realistic combat simulation
exercise.

Occasionally there were accidents and
casualties. On 16 February 1948, First Lieutenant George L.
Westerman was killed while participating in a practice dive bombing
attack, when he failed to pull out of a dive and his plane struck
the water and disintegrated. On 15 April, First Lieutenant Parks J.
Stallings experienced total engine failure on a routine training
flight and he was forced to ditch his Corsair 12 miles at sea.
Fortunately, he escaped injury and was picked up 35 minutes later
by a Navy crash boat. Another engine failure occurred on 18 May,
while First Lieutenant Robert R. Van Dalsem was practicing
simulated carrier landings. He crashed in the trees at the edge of
the field. Although the plane was demolished, he escaped with minor
lacerations and burned legs. The squadron was not so lucky in
another major accident On 7 July, First Lieutenant John D.
Petterborg lost his life in a crash while attempting a carrier
landing.

Major James A. Feeley took over as commanding
officer on 11 May.* He prepared VMF-115 for its next training
exercise, which began when the flight echelon embarked on the
escort carrier USS Kendova (CVE-114) on 7 August and sailed for the
Midway Islands. Upon arrival there, 24 squadron aircraft were
catapulted from the Kendova for a month's training stint on the
island, and then recovered by the Kendova for their return to
Ewa.**

* Major Feeley was later a brigadier general
and assistant wing commander, 3d MAW.

** While F4Us do not need catapults, they
were used in this instance

A big shift in the life of VMF-115 occurred
on 20 February 1949 when preparations began for a change of
station. Aircraft preservation work to prevent saltwater corrosion
was the order of the day. Then on 28 February a new commanding
officer, Major Richard R. Amerine, took charge. On 12 March all of
the squadron's planes were flown to Ford Island in Pearl Harbor and
loaded on the carrier USS Boxer (CV-21) the next day. The squadron
sailed on 15 March and arrived at North Island, San Diego,
California, on 22 March. A little over a week later, on 30 March,
VMF-115 began an air and ground movement of the squadron to the
Marine Corps Air Station at Edenton, North Carolina. By 1 April the
flight echelon, consisting of pilots and 24 Corsairs, had arrived,
and it was joined three days later by the ground echelon which came
by train.

At MCAS Edenton the squadron remained
assigned to MAG-15, although part of the 2d Marine Air Wing now
rather than under Air FMFPac. Training was started at the new base,
but there were difficulties with maintenance due to shortages of
spare parts. When such problems arose, it brought into sharp focus
the crucial role that the ground crews played in the effective
functioning of the squadron.

The squadron was redesignated Marine Fighter
Squadron 115 on 1 August 1949, and a dramatic new chapter Opened on
16 September when its full complement of F9F-2 Panther jets was
delivered. The Grumman Panther had a Pratt and Whitney J-42 engine
which produced 5,570 pounds of thrust. It was armed with four 20mm
nose-mounted cannons and could carry external ordnance in the form
of 5-inch rockets, 500-pound bombs, and napalm pods. With a top
speed of 600 miles per hour and a service ceiling of over 50,000
feet, this single-place fighter was capable of functioning both as
a carrier and as a land-based aircraft? This acquisition made
VMF-115 the first fully jet-equipped squadron in the Marine
Corps.

The transition to jets was not easy. This was
dramatically illustrated when the very first F9F-2 arrived earlier
(22 July), As Colonel John B. Mass, Jr., later recalled:

[It] was flown in by a Navy ferry pilot. He
delivered the aircraft to the squadron, along with the operating
handbooks, and he was picked up about thirty minutes later by a
SNB. None of the pilots in 115 had ever flown a jet. The squadron
had no flight equipment, such as jet hard hats, and there was no
simulator for the Panther at Edenton.

The squadron commander, Major Amerine,
checked out a football helmet from Special Services and had the
squadron avionics section fashion it with a head set and fittings
For an oxygen mask. Then the pilots read the pilot's handbook
pertaining to flight operations of the aircraft, and we were ready
to fly. The MAG-15 executive officer. Lieutenant Colonel Boyd O.
Whitney, flew the aircraft first. He was followed by Major Amerine
and then I, as executive officer of the squadron, flew the
aircraft. Then the squadron operations officer. Major Herbert
Gomes, flew the plane

On his landing approach, the aircraft had
excessive speed on the downwind leg of the pattern, so Major Gomes
pulled the throttle back to idle. Turning onto the base leg and
into the final, his speed was still too fast and the throttle
remained at idle. At between four or five hundred feet above the
ground, and in a nose high attitude, the aircraft began to settle a
little so Major Gomes added some power. The plane continued to
settle and full power was added, and the engine finally wound up to
full power about the time the aircraft settled into the ground,
about three hundred feet short of the runway. The plane was badly
damaged but Major Gomes was unhurt.

Having never flown jets. Major Gomes, as well
as the other pilots in the squadron, were not aware of the time
required to get power on a jet engine after the throttle was
advanced Most of us thought power would be instantaneous as it was
with a reciprocating engine.

From then on all pilots at Edenton assigned
to a jet squadron had to go to Cherry Point for check out sessions
with the jet squadrons based at that air station.3

Thus several detachments of pilots were sent
to MCAS Cherry Point, North Carolina, for transitional
familiarization flights with VMF-122 in the FH Phantom, the Marine
Corps' first operational jet aircraft, and then the new
Panthers.

The vital part ground crews played in a
squadron's operations was again underscored when the Panthers
experienced a series of unexpected maintenance difficulties. The
problems stemmed mainly from shortages of spare parts, lack of
proper ground support equipment, and the malfunctioning of
equipment which was on hand. However, through dint of many hours of
extra work by the squadron's engineering department, VMF-115
managed to do "a certain amount of flying." 4

Due to a delay in the arrival of critical
spare parts, all flying was secured in the last week of January
1950. In order to get the needed parts in time for the squadron's
imminent departure for a major training exercise in the Caribbean,
Operation Portrex, a plane was flown to the Grumman aircraft plant
at Long Island, New York, to pick them up.

On 31 January the advance echelon of VMF-115
left Naval Operating Base, Norfolk, Virginia, on the USS Clarke
County (LST-601) to assist Marine Service Squadron 15 in preparing
a camp site at the Naval Station, Roosevelt Roads, Puerto Rica They
were followed on 9 February by the flight echelon. The flight
echelon's intermediate stop was Miami, Florida, but that night
found 16 of the 24 planes in Jacksonville, Florida, while the other
eight made it to Miami.

The second leg of the trip was from Miami to
Guantanamo Bay, Cuba, aided by the homing signal from a
Consolidated flying boat PBY stationed midway along the route. The
last leg was to Roosevelt Roads, where, after arrival, the squadron
embarked on an intense ordnance and fighter tactics training
period.

During these exercises the F9F2 proved to be
"a very rugged aircraft and could out-maneuver all the opposing
aircraft."5 This evaluation was well demonstrated when a flight of
F-84s attacked the field and were in turn attacked by two of the
squadron's F9Fs.* As the F-84s formed a Lufberry circle, one of the
VMF-115 pilots flew into its center and proceeded "to shoot them
down one by one."5 Simulated attacks by jets against Ramey AFB were
never intercepted, and GCI-directed attacks by the Panthers against
propeller-driven fleet aircraft caused mote "planes shot down" than
the umpires' tables had space for.

* The F-84 was powered by the Wright J-65
engine with 7,200 pounds thrust, giving it a speed of 650 miles per
hour and a 45,000 foot ceiling.

After this successful exercise, the flight
echelon left Puerto Rico on 8 March. It was followed by the ground
echelon which sailed for Norfolk on 15 March aboard the USS Whitley
(AKA-91), an attack cargo ship; the transport USS Butner (AP-113);
and the USS Cheboygan County (LST-533).

On its return to North Carolina, VMF-115 was
transferred from MCAS Edenton to MCAS Cherry Point on 1 April.
Three days later the squadron temporarily deployed once again to
NAS Patuxent River, Maryland, in order to put on an air show for
the Sixth Joint Civilian Orientation Conference at Quantico,
Virginia, During the show, 90 percent of the rockets fired were on
target, as the new jets demonstrated their proficiency as
close-air-support planes.

An operational readiness inspection on 17 May
again produced 90 percent hits, and the squadron's overall
readiness to perform any mission was rated "Excellent."

There were other shows and demonstrations in
various southern cities during May, and while returning from one of
these, First Lieutenant William E. Register was killed on 21 May,
when his plane went down from unknown causes. The grand finale to
the squadron's air show activity occurred when it gave a
demonstration on 17 June of close air support on fortified
positions for the President and Joint Chiefs of Staff.

The second half of 1950 saw a continuation of
widely varied activities for VMF-115. These were designed to
increase the squadron's skills in support of its primary missions
which were formally defined as:

(1) Establish and maintain local air
superiority by destroying enemy aircraft threatening our
forces.

(2) Interdict enemy air bases and surface
communications.

(3) Provide air support for amphibious or
land operations.

A secondary mission of the squadron was to
augment or replace naval air units aboard aircraft carriers. 6

A change of command echelon took place on 14
August when VMF-115 was reassigned from MAG-15 (which was
transferring to EI Toro) to MAG-11. On 11 October, 23 planes took
off for Miami, while the remainder of the squadron was airlifted in
transports from VMR-153 and VMR-252. From there the entire squadron
moved by air to NAS Guantanamo. At Guantanamo a severe tropical
storm damaged the strip, requiring that the planes be secured. This
forced cancellation of the scheduled carrier landing practice. On
23 October the runway was partially repaired and the squadron
returned to Cherry Point, where on 27 October Lieutenant Colonel
Robert G. Owens, Jr., assumed command of the unit.*

* Lieutenant Colonel Owens later served as a
major general, commanding the 3d MAW and then the 1st MAW.

The next month marked a historic moment for
VMF-115 when it became the first Marine jet fighter squadron to
qualify onboard a carrier. On 20 November, the carrier USS
Roosevelt (CV-42) was 50 miles off the coast of Norfolk, Virginia,
and 18 pilots qualified without incident. This was followed by the
entire squadron embarking for a six-day cruise on the carrier,
another first for a Marine jet squadron.

While on the Roosevelt, the squadron
practiced additional landings, flew daily tactical exercises with
the three Navy jet squadrons on board, and stood CAP over the ship.
These flights were often made in winds of gale force with low
ceilings.

Returning to Cherry Point on 30 November, the
squadron secured all flying in preparation for the 11 December
visit of the Inspector General of the Marine Corps.

The last half of 1950 saw a 75 percent
turnover in the squadron's pilots. At the close of the year the
unit's strength stood at 28 officers (including one from the U.S.
Air Force) and 210 enlisted men, with 23 F9F-2Bs assigned. Flight
hours for the six months totaled 1,979.0.

The year 1951 began with a combined
air-defense — close-air-support exercise with the 2d MAW at Brown's
Island, a target area east of Jacksonville, North Carolina. Later
that month, on 25 January, a ferrying flight to Rhode Island for
new fuel cells resulted in the crash and death of Second Lieutenant
Carl W. Seppala.

During the following months, the squadron
continued its pattern of training and demonstrations. Pilots went
to the Naval Gunfire Spotter's School and the Close Air Support
School; there was practice in a low-pressure chamber; test firing
of 20mm gun* to improve output; and participation in amphibious
exercises, aerial parades, and "static displays" of the F9F.

On 28 May the squadron shipped out again for
Roosevelt Roads. Puerto Rico, where, during the month of June, it
carried out training in simulated instrument flying, aerial
gunnery, bombing, Strafing, rocket firing (HVARs and SCARs), close
air support, and combat air patrols. This intensive activity
resulted in the squadron breaking the record of flight hours logged
in a single month by any Navy or Marine Corps jet squadron, when
2308 flight hours were chalked up in 1305 flights.

Departing from Roosevelt Roads on 3 July, the
planes returned to Cherry Point and immediately began field carrier
landing practice. This was followed by a move on 27 July to Quonset
Point, Rhode Island, to participate in carrier qualification and
fleet exercises aboard the U.S. carrier Tarawa (CV-40).

As operations got underway on 31 July, the
squadron lost Captain Raymond E. Gorton when his plane hit the
water after being catapulted off the flight deck. The exercise
ended on 10 August and all hands returned to Cherry Point, where
VMF-115 received the first of the new F9F-4s. The increased
performance of this model over the earlier Panthers was
attributable to the Allison J33-AC6 engine. On 18 August, the
squadron participated in a ground parade and review in honor of
Major General Thomas J. Cushman, who, during the ceremony,
presented a letter of commendation to VMF-115 for efficiency during
the first half of the calendar year 1951.

On 24 August Lieutenant Colonel Thomas M.
Coles moved up from executive officer to commanding officer. This
was his second such tour; he had commanded the squadron six years
earlier in China.

The pattern of close-air-support exercises,
aerial parades, demonstrations, rocket and gunnery qualifications,
and dive-bombing practice continued into the fall. Although VMF-115
was not committed as a squadron to participate in the Puerto Rican
exercises during September-November, six of its pilots were
assigned to VMF-223 on temporary orders co accompany that unit to
the Caribbean for the duration of the maneuvers.

Representatives of the Bureaus of Ordnance
and Aeronautics visited the squadron on 7-8 September to experiment
with a new type of aircraft gun lubricant. High-altitude gunnery
flights were flown and it was found that the new type lubricant did
not congeal as rapidly as the one formerly used. As a result of
this finding, the new lubricant was immediately dispatched to Korea
for use in combat by aircraft assigned to that theater of
operations.

During the early part of November, the
squadron took pan in the Joint Civilian Orientation Conference.
Besides various static displays, two close-air-support
demonstrations were conducted on separate target areas. The first
consisted of an amphibious assault of company strength against a
fortified position, coordinated with squadron aircraft making
simulated bombing and strafing runs on the landing beach, pill
boxes, and ridgeline. The second was conducted at the Quantico
impact area where live ordnance was used. For its role in the
demonstrations, the squadron received a letter of commendation from
Lieutenant General Franklin A. Hart, Commandant of the Marine Corps
Schools.

Then on 23 November, the squadron was alerted
to prepare for overseas movement in January. The war in Korea,
which had finally called VMF-115, had begun a year and a half
earlier.

On 27 June 1950, eight divisions of the North
Korean People's Army had invaded South Korea. This was answered in
part by the mobilizations of the 1st Marine Division (1st MatDiv)
and the 1st MAW. By 3 August Marine air had made its first strike
against the enemy with eight carrier Corsairs. Gradually, the 1st
MAW built up to full operational strength, but it became obvious
that additional squadrons would be needed. With its training now
completed and the Korean front stabilized, VMF-115 was ready for
its forthcoming combat assignment.

Just at this crucial time, the squadron was
forced to curtail sharply its flight operations. Mechanical
problems had surfaced in the Allison engines of the F9F-4s, and
they had to be grounded in December. Six F9F-2s from the 2d MAW
were used until 29 December when the reworked engines were
delivered back to VMF-115.

Korean Combat

All hands went on a seven-day work schedule,
and, on 15 January 1952, the squadron was detached from MAG-11 and
left by train for the West Coast. It arrived at NAS San Diego,
California, on 19 January. Fortified for the rigors of the Korean
winter by a brief period of cold-weather survival training at Camp
Pickel Meadows, California, VMF-115 sailed from San Diego aboard
the carrier USS Bataan (CVL-29) on 27 January.

For the period 15 January to 10 February,
while en-route to Japan, the squadron was attached to Air FMFPac,
but on 11 February it became part of the 1st MAW when it docked at
Yokosuka Naval Base. On 20 February, with its ground equipment en
route to Korea on LSTs and its planes at Itami Air Base in Japan,
VMF-115 was transferred to MAG-33.

On 15 February an advance echelon was sent to
K-3 Airfield, near Pohang, Korea, to begin camp construction, and
on 26 February the squadron's first eight planes made the flight to
K-3. After combat familiarization flights with VMF-311, a squadron
well drilled on missions there, VMF-115 sorties began on 29
February.

The month of March found the squadron gaining
rapidly in expertise as the sortie totals rose, and on 18 March its
last echelon of pilots and men arrived at K-3 from Itami. During
this period missions were flown under the umbrella of VMF-311
operations, and by the end of the month, VMF-115 was flying about
50 percent of the sorties assigned to both units.

There were, however, numerous ordnance
problems in firing ammunition. A field-fix was devised to drain the
hydraulic fluid from the gun-chargers into a reservoir and this
solved that problem. Bomb loads increased from six 250-pound bombs
to 500-pound and 1,000-pound bombs, fuzed for detonation from
instantaneous to six-hour delay.

There was also a problem in maintaining 10
aircraft for the advance echelon in Korea while aircraft and engine
checks were made by the rear echelon in Japan. This was solved by
having pilots in Japan fly aircraft just out of check to Korea to
replace aircraft ready to go into check.

The daily sorties concentrated on
interdiction bombing and strafing of rail cuts, road cuts, trucks,
bunkers, bridges, boats, and railroad cars. On 3 March the first
series of flights to test and evaluate the new Navy 2.75-inch
"Mighty Mouse" rocket under actual combat conditions began.

There were, of course, the usual dangers of
war. Lieutenant Colonel Coles took off on 12 March on a solo
strike. Later he remembered the flight:

Our mission was 10 bomb a rail line and
continue in a high speed strafing run straight ahead on a highly
concentrated anti-aircraft position. The shell 1 took in the nose
of my aircraft, from the curvature of the souvenir pieces of that
shell that I still have, was more like an 80 to 90mm size and did
more damage than a 37mm shell could have done. It blew off the nose
section of the plane back to the firewall. The four guns were
shaped like pretzels. One moment I was traveling in excess of 500
mph and the next I was going 180 mph as if I had hit a brick wall.
It took me about 3 hours (seemed like) to make a 180 degree turn
for home and outrun the mass of tracers and big, black, and
horrible fiery red exploding fireworks ... Not too much later, I
landed on a mud front line supply strip about 3 miles inside our
own lines. As 1 turned off the runway I ran out of fuel.1

On 26 March, Second Lieutenant Gordon M.
Hughes was killed in a midair collision, the squadron's first loss
in Korea. Additionally, Captain Harry O. Taylor, also involved in
the collision, lost control of his plane and was forced to eject.
He fell into friendly hands on the ground and was able to return to
the squadron.

On 1 April, the Commanding General, Fifth Air
Force, declared the squadron fully operational, and it commenced
independent operations. Interdiction, reconnaissance,
search-and-rescue, close-air-support, combat air patrol,
photo-escort, and ferry flights filled the month. Tactics in
bombing runs on rail cuts were altered by having each pilot
"shallow out" his dive to about 20 degrees just before reaching the
release point. This precluded a high "G" pullout and prevented
mushing into a bomb blast while improving accuracy. These missions
gave the squadron a real sense of confidence and, on 14 April, it
voted to adopt the nickname "The Able Eagles."

The squadron suffered its second combat
casualty on 20 April, when the plane of Second Lieutenant John S.
Morgan was shot down while conducting a napalm attack. This tragedy
was followed on 23 April by the death of Captain Robert W. Shirley.
Just after takeoff he reported an explosion in his cockpit and
complete power failure at 2,500 feet. Attempting to make a dead
stick landing at the field, he crashed short of the runway. The
cause was determined to be a failure of the engine compressor.
Since this was the fourth instance of such a malfunction within two
months, all squadron F9F4s were grounded by MAG-33 on 23 April.

This pause in activity allowed the squadron
to hold intelligence briefings, improve its living area, and
organize a ground defense. It also received visits by Brigadier
General Clayton C. Jerome, Commanding General, 1st MAW; Lieutenant
General Franklin A, Hart, Commanding General, FMFPac; and General
Holland M. Smith (Retired).

With the engine problem still unresolved,
VMF-115 began exchanging its F9F-4s for F9F-2s on 12 May by
ferrying planes to and from NAS Atsugi, Japan. This permitted the
resumption of combat operations on 21 May, and for the first time
the squadron began using the ATAR (Antitank Aircraft Rocket)
ordnance.

The squadron's engineering department had its
hands full, because the 16 F9F-2s were received in "exceptionally
poor" shape: they found tools in the plenum chambers, air lines
missing, seats improperly adjusted so emergency ejection would have
been impossible, etc. However, on 11 June eight more F9F-2s were
received in excellent condition from VF-52 and VF-111, which were
returning to the United States.

The squadron executive officer, Major John W.
Zuber, served a two-week stint as acting commanding officer from 20
May until succeeded by Lieutenant Colonel Robert C. Armstead on 6
June,

Another fatality occurred on 14 June. The
plane of Captain Howard D. Campbell, Jr., blew up shortly after
takeoff when the VT- [variable timed] fused 260-pound fragmentation
bombs he carried exploded. Damage from the blast caused his wingman
to bail out.

This tragic event was the subject of widely
divergent opinions as to the causes. The VMF-115 command diary
reported that, following an investigation by MAG-33, "the decision
was made that VT-fused bombs would not be hung on the Mark 55 bomb
racks due to an unsatisfactory forward arming wire solenoid.
Further use of this type fuse was also decided against until a more
positive system is devised to prevent the arming of the bomb while
on the aircraft during flight."2

The command diary of MAG-33 gives a somewhat
different impression. It notes that "the other ten aircraft [of
VMF-115] were forced to jettison their 260 pound fragmentation
bombs when they became armed in flight. One bomb exploded 500 feet
below the aircraft." It then goes on to say: "VMF-115 ran into some
ordnance difficulties with VT's. After thorough investigations, it
was found that proper safety precautions were not being followed,
which has been corrected."

There were strong emotions among the pilots
of VMF-311, which accompanied VMF-115 on this flak suppression
mission against the airfields east of Pyongyang. Recalling this
mission afterwards, Brigadier General Henry W. Hise dated the
flight 15 June and judged it the "hairiest flight that we flew
during the period". He went on to give these details:

We were carrying VT-fused bombs for the first
time in Korea. VMF-311 was the lead element of the flight and
VMF-115 had the last 12 to 16 aircraft. Each of us was armed with
four bombs. You could look out at the wing and see each bomb's nose
and fuse. We had the flight joined and were just passing through
about 8,000 feet when 1 heard someone in the VMF-115 sections state
that (Captain Howard D. Campbell] had just blown up. His wingman's
jet received major damage from the blast and [he] was forced to
bail out. [Soon] the news sunk in on me that Campbell's VT fuses
had malfunctioned and killed him. .

We then went on to Pyongyang. Alt the i 11
planes made the (tip OK. Some of the 115 pilots who had seen
Campbell explode went out 10 sea and jettisoned. It was about a 45
minute ride to Pyongyang and they were long minutes. . . .

Investigation revealed that the 311 pilots
were not in any danger. Our bombs and fuses had been properly
installed.

The ordnance crew of 115 had improperly
installed the arming wires. The mission was a real exercise in
decision-making and tension.3

Another member of VMF-311 on this tragic
mission also has vivid memories of that day. Based on notes made at
the time, Colonel John M. Verdi wrote:

Twenty-seven minutes after Lead was airborne,
a transmission came over the air ... .

"Easter fifteen-One, this is sixteen-two ....
Sixteen one just blew up."

Riding wing on eleven-one (Hise), I felt a
moment of unbelief, then a cold grip at the heart. I began to
sweat. So did many others.

"Sixteen-three, following the wreckage down .
. . ,"

"Sixteen-two. this is fifteen-one. Is your
airplane OK?"

"I may have picked up fragments . . .
engine's running rough."

"Roger, go back to K-3 Get rid of your
ordnance in the jettison area."

"Let's get rid of these damned things
NOW!"

"All my division, jettison bombs and return
to base!"

Back at K-3. debriefing was a subdued affair.
An undercurrent of questions and answers among the assembled pilots
received priority of attention.

"H D. Campbell? Is that right?"

"500-pounder . . not a chance!"

"Biggest piece was a wing panel."

"Just a big flash , . . ,"

"What about his wingman?"

"Couldn't control the aircraft after he got
feet wet."

"What did he do?"

"Ejected over the bay. Fishing boat picked
him up."

"Chopper brought him in . . he's OK, injured
but OK."

"Two airplanes and a pilot ..."

"They were using one wire and no retainer
plate."

"What?" 4

Two more planes were lost in June, although
no casualties resulted, and during the period 23-24 June, VMF-115
joined VMF-311 in a major fire attack on a power complex at the
Chosin Reservoir. Although antiaircraft fire on the missions was
intense, the intended targets were thoroughly destroyed. This was
the first time F9Fs had been massed for a strike of this type.
Although the Panthers carried smaller payloads than the Corsairs
and Skyraiders of MAG-12, their superb bombing results put to rest
the doubts, held by some in the 1st MAW, about the jet's attack
capability.5

A maximum surge effort of strike sorties on
11 July produced "the most outstanding day of operations" since
VMF-115 had arrived in Korea. 6 In three successive raids on the
North Korean capital, Pyongyang, the squadron dropped 124 bombs
totalling 54,000 pounds, and 3,817 rounds of 20mm ammunition were
expended in strafing attacks. On 16 July, Major Wallace G. Wethe
assumed temporary command of the squadron for a month.

An additional capability for the F9F-2 was
devised by VMF-115 while in the field: the use of wing-mounted
tanks for laying smoke screens.

The VMF-115 command diary for August provided
a comprehensive listing of its missions:

The tasks of the squadron are to be prepared
to provide adequate close air support through ability to deliver
accurate dive bombing attacks, accurate glide bombing attacks,
accurate rocket attacks and accurate strafing attacks; to be
prepared to provide adequate air defense by ability to intercept
and destroy all attacking enemy aircraft; to be prepared to assist
in defending against enemy surface attack; to be prepared to
operate from either a land base or carrier base; to be prepared to
support offensive action by delivery of coordinated attacks against
ship and land targets and delivery of attacks against the enemy's
air forces; ... to be prepared to provide anti-submarine defense as
directed; to be prepared to provide spotting for naval gunfire and
shore artillery as directed; and to be prepared to furnish visual
aerial reconnaissance.

A strike on 4 August brought the war home in
a personal way to the enemy's hierarchy. Four squadron F9Fs
napalmed and strafed the private quarters of the Chinese Communist
Force's general officers, resulting in its complete destruction
with 10 or more other buildings left burning.

On 17 August, Hurricane Condition One went
into effect as 100-knot winds threatened. All planes and gear were
secured in preparation. After experiencing some 40- to 50-knot
gusts, however, flights were resumed two days later.

The squadron received a new commanding
officer on 18 August when Lieutenant Colonel Royce W. Coin relieved
Major Wethe.

VMF-115 bombing missions during August were
in support of the 1st Marine Division; the 2d, 3d, 7th, and 25th
Army Divisions; the U.S. IX and X Corps; the 2d ROK Corps; the 6th,
7th, and 9th ROK Divisions; and the 1st British Commonwealth
Division.

Another major strike against Pyongyang took
place on 29 August. Three successive missions (with VMF-311 and
MAG-33) plastered the Munitions Bureau, the Ministry of Finance,
and a locomotive repair shop with 73,000 pounds of bombs despite
intense antiaircraft fire.

August also had squadron personnel preparing
F9F-4 planes in Japan to replace the F9F-2s being used in Korea. In
spite of diversions from equipment shortages and adverse weather,
the squadron broke all of its previous Korean monthly operational
records, running up a total of 705 combat sorties and 1,256 combat
hours.

The following month saw a continuation of
bombing and strafing missions in support of various United Nations
ground units, but 10 September marked a black day for the squadron.
A sortie of 22 planes hit enemy troop concentrations near Sariwon.
Completing the strike, the flight was redirected to K-2 airfield at
Taegu because of bad weather at the K-3 home base. Suddenly, fog
enveloped K-2, reducing visibility to zero. Accordingly, 16 of the
Panthers headed for K-3 and made safe landings there, but the
remaining six planes, flying in formation in poor weather, crashed
into the side of a 4,000-foot mountain while descending towards
K-2. Killed were Majors Raymond E. DeMers and Donald F. Givens,
First Lieutenant Alvin R. Bourgeois, and Second Lieutenants John W.
Hill, Jr., Carl R. Lafleur, and Richard L. Roth.7

On 28 September, Lieutenant Colonel John B.
Maas, Jr. (who had served as squadron executive officer two years
earlier in Edenton), relieved Lieutenant Colonel Coin as commanding
officer. In the following months VMF-115 continued flying daily
combat missions as well as familiarization flights for newly
arrived replacement pilots. The typical mix of squadron aircraft
was 9 F9F-2S and 15 F9F-4s during this period.

Then the cold, harsh Korean winter set in.
All hands were issued thermal boots and other cold-weather gear,
and special lubricants were used to winterize the guns and
feeders.

On 3 December, VMF-115 lost another pilot.
Second Lieutenant Donald F. Cottle, Sr., was last seen in a steep
dive at low altitude over a target near Saigon (Korea), but a later
search of the area revealed nothing. The rest of the squadron
pilots maintained a heavy operational tempo, resulting in a new
squadron monthly record of 726 sorties.

The beginning of 1953 brought two more
casualties to the squadron. On 15 January, Captain William A.
Higgins' plane was hit by antiaircraft fire over Sinanju, and he
crashed in the water. His body was never found. Four days later,
Captain Hershel F. Herbert, Jr., lost part of the right wing from
his F9F-4 while in a diving attack run. His aircraft exploded on
impact with the ground, and a visual reconnaissance of the area by
other planes in the flight failed to turn up any further
information.

On 1 February, VMF-115 received another new
commanding officer with the arrival of Lieutenant Colonel Stoddard
G. Cortelyou. During the month, installation of new bomb racks
(Aero 14Bs) was begun, which increased significantly the ordnance
loads that could be carried. The new racks allowed a plane to carry
either six 500-pound bombs, or two 1000-pound bombs combined with
two 500-pound bombs, or four 90-gallon napalm tanks.

A flight on 26 March encountered two MiG-15s.
One of the MiGs made a single pass at the Panthers, but no damage
was inflicted.

On 27-28 March, VMF-115 launched a series of
sorties with VMF-311 in support of the 5th Marines as they
struggled up the muddy slopes in their fight for Outpost Vegas. By
the end of the second day, with this intensive direct support, the
5th Marines had captured Vegas. The air-ground team had knocked out
the 358th CCF Regiment without any loss of aircraft.* 8

* This brought a message of commendation from
the commanding general of the 1st Marine Division to the 1st MAW
and its six participating squadrons.

The busy month ended with a new commanding
officer, Lieutenant Colonel Joe L. Warren, coming on board on 31
March.

April found the Able Eagles with more
commitments than ever. Following a series of strikes in direct
support of the 1st Marine Division in the Carson-Elko area, the
squadron undertook a variety of interdiction missions on enemy
supplies and shelters. On 17 April, there was maximum surge effort
by MAG-33 and MAG-12 in support of the U.S. Army's 7th and 3d
Infantry Divisions. While VMF-311 pounded one flank of the
attacking enemy, VMF-115 poured its firepower into the other flank.
From 0455 to 1835 hours, mission after mission was constantly
flown. During this long day, "the jet squadron sorties record was
broken [114] and 127.2 tons of bombs were expended." 9

On 18 April the squadron was visited by the
Assistant Secretary of the Navy for Air, Daniel Floberg, who was
escorted by Major General Vernon E. Megee, commanding general of
the 1st MAW.

On 28 April, VMF-115 received 18 new F9F-5
Panther jets. The F9F-5s were powered by the Pratt and Whitney
J48-P engine with 6,250 pounds of thrust. They had a top speed of
579 miles per hour, and a ceiling of 42,800 feet.

VMF-115's flight activity for the month of
April had been heavy, and both the 1,392.2 combat hours and 839
combat sorties were new records for the squadron.

A change of pace from the daily
close-air-support and interdiction missions occurred on 13 May,
when the squadron joined VMF-311 in providing air defense for a
practice landing exercise of RCT-5. 10

Fierce ground battles again flared up in the
Elko-Carson-Vegas area, and VMF-115 and VMF-311 once more teamed up
for heavy joint strikes on 29-30 May in support of the U.S. Army's
25th Division." The traditional "fog of war" was well illustrated
by repeated evaluations in the squadron command diary, such as:
"unaccessed damage due to smoke" and "enemy position located at
unknown coordinates."

The squadron continued its aircraft turnover
during May, as all of its F9F-2s and most of its F9F-4s were
replaced by F9F-5s.

On 5 June Lieutenant Colonel Lynn H. Stewart
joined the squadron as commanding officer. His tour of duty got off
to a lively start when, less than two weeks later, his Panther
crashed due to a flameout while landing at K-3. Fortunately, he
emerged unhurt.

The squadron, although busy with combat
missions, was proud to share in the honor when South Korean
President Rhee presented the 1st MAW its second Korean Presidential
Unit Citation on 12 June.*

At this time of the war, some of the pilots
from VMF-115 were on temporary exchange duty with the Fifth Air
Force, One such Marine was Major John E Bolt, who had six "Zeroes"
to his credit from World War II, and had already logged 89 Panther
missions in Korea, Assigned to the 51st Fighter Interception Wing
with its F86s, he shot down, in less than two months, his fifth and
sixth MiG-15s on 11 July, to become the war's only Marine jet
ace.12 His achievement was the highlight in a series of MiG-15
kills recorded by VMF-115 pilots while on exchange duty. Starting
with Major Roy L. Reed on 7 and 12 April, there then had been a
score by Major Bolt on 16 May; another by Captain Harvey L. Jensen
on 18 May; others by Major Bolt on 22, 24, and 30 June; and finally
on 20 July, two for Major Thomas M. Sellers (who was killed when
later shot down in the same dogfight).13

Meanwhile the squadron continued with its
daily routine of bombing missions in June, giving close air support
to a variety of U.S. Army and ROK divisions. Antiaircraft fire was
often reported as "intense and accurate", and 10 of the squadron's
planes were damaged by enemy fire during the month.

During this period, the Fifth Air Force freed
VMF-115 from its normal missions on the central and eastern fronts,
in order to permit the squadron to support the 1st Marine Division,
Accordingly, combined strikes with VMF-311 were launched on 14 July
in support of the 7th Marines. A total of 20 Panthers unloaded 34
tons of bombs and rockets from dawn to sunset.14 The same scenario
was repeated during the period 21-25 July as the Chinese mounted
strong attacks against the 1st and 7th Marines in the Boulder City
sector.15 Because of bad weather, many of these were MPQ (ground
radar-controlled bombing) flights.**

* See Appendix D for full citation.

** The MPQ-2 and MPQ-14 in use represented a
crucial techno, logical advance in permitting all-weather bombing.
It was the predecessor of the TPQ-10 that would later see heavy
service in Vietnam,

The squadron also regularly undertook
reconnaissance, interdiction, close-air-support, and
combat-air-patrol missions. For interdiction sorties, VMF-115 was
using 500-lb. General purpose bombs fuzed for instantaneous nose
and non-delay tail release at 19-20,000 foot altitudes. These were
unusually high altitudes for ordnance delivery, but were flown to
avoid the intense enemy antiaircraft fire.

When Korean operations ended for the squadron
on 27 July, the Able Eagles had rung up a total of 9,250 combat
sorties and logged more than 15,350 combat hours *

* The crucial role chat 1st MAW had played in
Korea was recognized when it was awarded the Navy Unit
Commendation, As one of the wing's most active squadrons, VMF-115
shared in this honor. See Appendix D for the full citation.

With the end of the war, VMF-115 began a
training program to keep its pilots and ground crews in a high
state of combat readiness. Throughout the fall and into the winter
months, on a daily basis, VMF-115 scheduled bombing runs using
miniature MK-23 practice bombs, combat air patrols, reconnaissance,
familiarization, and instrument flights. In addition, there were
flights scheduled by the Joint Operations Command for practice
fighter-escort and close-air-support missions, as well as night
searchlight bombing and offensive-defensive air-to-air tactics.

A major rotation of personnel took place,
with experienced pilots and senior NCOs leaving and regular
enlisted replacement drafts coming on board. Lieutenant Colonel
James E. Johnson served as acting commanding officer for Lieutenant
Colonel Stewart during the period 1-28 September, and then took
command in his own right on 5 October.

The start of 1954 brought many alerts for the
squadron due to increased tensions associated with North Korean
prisoner of war releases in the Pohang area. On 20 and 22 January,
all available aircraft were deployed temporarily to NAS Atsugi,
Japan, and there the pilots stood by in a severe snowstorm on
one-hour alert in case hostilities broke out again. On 26 and 27
January the planes were sent back to K-3, but flying was held to a
minimum so that all aircraft would be in a ready material
condition. The tedium of the times was reflected by command diary
entries like, "Another month had gone by in DEAR OLD HAPPY KOREA",
or "Another month closer to home."

On 8 February, the squadron lost one of its
new pilots when Second Lieutenant Stephen T. Ford crashed into the
side of a mountain near Andong, while on a search mission for a
missing Marine pilot.

Lieutenant Colonel Robert O. White assumed
the duties of commanding officer on 1 March. During the month, a
high level of aircraft availability enabled the squadron to fly
more than at any time since the end of hostilities: 1,295.5 hours
with 880 individual sorties.

On 29 March MAG-33 took part in an air
defense problem, and VMF-115 launched 28 combat air patrols,
intercepting "everything from light monoplanes to F-84s".

The squadron began a new mission in April:
fighter escort for F2H Banshees flying photographic missions north
of the demarcation line. (These flights were restricted to an area
at least three miles out to sea so as to avoid breaking the truce
agreement.}

On 22 April Lieutenant Colonel White's F9F-5
ran out of fuel as he was about to land, and he crashed a half mile
short of K-3, The plane was totally destroyed, but he temporarily
resumed his duties after only six days in the hospital. On 23 May
Lieutenant Colonel White had to return to the hospital, and on 6
June, Lieutenant Colonel Dean S. Hartley, Jr., moved up from his
assignment as squadron executive officer to take command for a
month.

Bad weather in June and July cut heavily into
flight operations. It caused the cancellation of air missions
planned for MarLEx IV, an amphibious training exercise scheduled
for 16 June, and for a fire power demonstration at K-13 slated for
27 July.

Squadron strength during this period stood at
40 officers and 183 enlisted with 23 F9F-5s assigned.

On 14 July, Major William I. Taylor became
the newest VMF-115 commanding officer. The routine of flight checks
and familiarization flights for new pilots, combat air patrols, and
training sorties continued, and on 26 August the Able Eagles were
honored by a visit from General Lemuel C. Sheppard, Commandant of
the Marine Corps.

The latter part of 1954 brought extremely
cold weather and a series of accidents as new pilots continued to
join the squadron. Second lieutenant Eugene R. LaPreese was killed
on 19 October during a close-air-support mission, and on 27
December First Lieutenant John M. Pels was lost on a routine
instrument flight.

Winter weather continued to be a severe
problem as 1955 began, and only about half of the 28 aircraft
assigned to the squadron were "up" for flying. When
tactics-training flights were not possible due to the weather,
pilots maintained their proficiency with instrument flying. On 30
January, during one of these foul-weather flights. First Lieutenant
Jimmie D, Lester failed to return to base during a heavy snowstorm.
No trace was found of him.**

** On 28 March lieutenant Lester was declared
dead.

As spring 1955 finally arrived, preparations
began for the squadron's long-awaited move out of Korea. Flight
operations ended on 11 April, and on 17 April an advance echelon of
the squadron left their old familiar base at K-3 for USNS Iwakuni,
Japan. The main body of the squadron embarked on transport planes
at Yongil-man airfield (K-3) on 27 April. The Korean tour of the
Able Eagles had ended.

Looking at the frequent rotation of
commanding officers during these years, Colonel Harry B. Hooper
later observed:

Squadrons make up a fighting team, and,
without some stability at the top, I do not believe that it can
become an efficient team getting the most out of the assigned
personnel and equipment. The record of VMF-115 shows that, in the
39-month period from 20 May 1952 to 31 August 1955, there were 13
COs plus two mote that were "acting" COs. Not counting the
"actings" this meant that the average tout of the CO was three
months. This was during a wartime setting .... I realize that there
are many factors that come into play in the assignment of COs and
personnel to squadrons. But in hindsight it seems that more
consideration should have been given to providing greater stability
in the squadron leadership.18

Back to the States

Most of VMF-115 boarded the carrier USS
Princeton (CVS-37) on 13 May 1955 for return to the United States.
They were followed by a rear echelon on 24 May on board the attack
transport USS Shelby (APA-105). Arriving at San Diego on 21 May,
the squadron moved immediately to MCAS El Toro, Santa Ana,
California, and operational control of the unit was changed to
MAG-33, AirFMFPac.

There were many turnovers in personnel as the
squadron began peacetime training. On 17 July Major James T. Pearce
took over as the interim commanding officer, and served until 31
August. He was succeeded by Lieutenant Colonel John S. Flickinger
on 1 September.

The squadron's echelon attachment was changed
again on 15 September when it became part of the 3d MAW. Training
continued at a steady pace into 1956, with gunnery contests
designed to create a healthy intersquadron rivalry.

Much excitement was generated on 20 April
when Lieutenant Colonel Flickinger flew in the first Douglas F4D
Skyray (not to be confused with the McDonnell F4B Phantom II) from
the Naval Air Test Center, Patuxent River, Maryland. VMF-115 was
the first Marine squadron to receive the new plane called "the
hottest thing on wheels." The F4D was indeed a big step forward in
performance. Its J-57 engine, with a new type of afterburner and a
modified delta wing, enabled it to get airborne quicker than other
jets and operate at extremely high altitudes (55,000 feet ceiling).
It was, in fact, the first carrier aircraft in its normal combat
configuration to hold the world's speed record.* 1 In addition, the
radar in the new plane was a major improvement over the F9F-5s. It
provided a certain amount of all-weather capability, as well as
enabling the pilot to conduct air-to-air intercepts from the
cockpit while relying less on GCI (Ground Control Intercept).

Unfortunately, as is common with a new plane,
there were problems with the F4D — the most significant of which
were a balky fuel transfer system, compressor stalls, and
structural weaknesses in the wing stores.2 A crash caused by an
engine flameout during a landing approach killed Lieutenant Colonel
Flickinger on 8 May.3 The squadron's executive officer, Major
Leslie E. Brown, took charge until 18 June, when Lieutenant Colonel
Ralph H. Spanjer became commanding officer.**

On 18 July, while at 40,000 feet, the engine
in Major Joseph O. Lynch's F4D began to run extremely rough. When
the fire warning light came on, he secured the engine and was left
to choose either an ejection or a "dead stick" landing. Picking the
latter option, he was able to get the plane safely back to base -
the first time this had been done by a F4D pilot in an operational
squadron.4 With severe maintenance problems such as these, the
structural faults led to periods in the latter half of 1956 when
all F4Ds (nicknamed "Fords") were grounded.

In August, VMF-115 left El Toro for a
training period at MCAAS Mojave, California.5 Problems with the F4D
continued and while at Mojave one of the squadron pilots was forced
to bail out.6 These crises led to a unique solution. When Major
General Marion L. Dawson, Commanding General, 3d MAW, flew in to
Mojave on 7 September to see what VMF-115 was doing about the F4D,
he found a lineup of Skyrays corn down to their basic structure
with crews of mechanics working on them. Some 150 modifications
were found to be necessary, a precedent-setting field overhaul for
a squadron to make on a new plane.7

Commenting later on this, Lieutenant General
Leslie E. Brown noted:

The field modification project at Mojave
turned out to be. I think, the largest such project ever to be
undertaken by a Marine squadron before or since. Actually, the
planes should have been returned to the factory for a job of that
size. But—what a great tribute to 115's engineering crew. Of
course, we had lots of factory help. 8

* This was 752.9 miles per hour over a
three-kilometer course on 3 October 1953.

** Major Brown, while in Korea, was the
first Marine to fly a jet In combat, and later became a lieutenant
general. Lieutenant Colonel Spanjer later became a major
general.

Problems continued, however, with theJ-57
engine, and Lieutenant Colonel Spanjer had a close call in early
November, when his engine fire indicator light came on, and the
cockpit was filled with smoke at 15,000 feet. Seeing jet fuel
spraying over the side of his plane, he shut down the engine and
made a deadstick landing.* 9

On 20 November, after three months at Mojave,
the squadron returned to El Toro with the nickname "Desert Rats".
Greeted by General Dawson, the squadron's maintenance personnel
were presented a certificate of appreciation from the Douglas
Aircraft Company for their "outstanding record" in accomplishing
the many field modifications ahead of schedule.10

On 31 December 1956 the squadron's
designation was changed to VMF(AW)-115, marking its capability to
carry out its missions in all weather conditions." Analyzing the
development of the aircraft which led up to the all-weather
designation, Colonel Stoddard G. Cortelyou later commented:

* Lieutenant Colonel Spanjer's nickname was
"Smoke." and Lieutenant General Brown later recalled the humorous
side of this emergency:

As a matter of fact, when "Smoke" Spanjer
called into the base (ready room) radio to report trouble (several
of us were listening), the squadron duty officer (and the squadron
L50) asked what the problem was. Spanjer replied that he "had smoke
in the cockpit." The duty officer . . . said "We know who's flying
the plane —what's the problem?" It was good for many good
laughs.

There was an interesting difference of
opinion on the design of the all-weather fighter within the
Navy/Marine Corps family during the early 1950s. The Marine
position . . . was that it should be twin-engine and two-place so
that it could operate over hostile areas and beyond effective
surface radar coverage with high survivability. The Navy view . . .
was that it should be lightweight and controlled by surface radar
to reduce complexity and give high performance. This was a natural
development, due to the difference in characteristics of the
critical area of the Navy Task Force and the Marine Corps
beach-head which had to be defended. The results were the F3D-1 and
the F4H-1 (F-4B) in the Marine concept, and the F3H-1 and the F4D-1
(F-6A) in the Navy concept. When the F-6As did not work out too
well as a carrier aircraft, they were given to the Marine
squadrons-like the early Corsairs of World War II. 12

The end of the year also brought the squadron
an AirFMFPac Safety Award for the fourth quarter of 1956 for
completing 405 flight hours without an accident. 13

VMF(AW)-115 went on another deployment to
Mojave on 23 January 1957. There, in "sunny California,"
temperatures dropped to 12 degrees and snow fell. Nevertheless,
pilots and crews followed an intensive schedule, racking up a total
of 1,028.8 flight hours in only 22 flying days with an average of
13 planes available—a new record for the F4D.** All pilots
qualified in flight under instrument conditions and mastered the
techniques for flameout approaches. (The F4D was, however,
restricted from flameout approaches when it first went to the Fleet
because of the stall/drag characteristics of its delta wing.)14 On
14 February the squadron returned to El Toro.15

** This achievement brought a message of
congratulations from the Commandant of the Marine Corps.

A new commanding officer took charge on 1
June, Lieutenant Colonel Harold A. Langstaff, Jr. 16

During the Mojave deployment and after its
return to El Toro, VMF(AW)-115 continued to suffer additional
crashes. As a result of the high rate of aircraft accidents in
early F4D-1 squadrons, the Skyrays were once again grounded in
December 1957 for further modifications to the pylons, fuel cells,
and afterburners.17

From November 1957 through January 1958 the
squadron deployed 32 men to NAS El Centro, California, to
experiment with high-altitude, radar-controlled, air-to-air rocket
firing. They worked in conjunction with the ground intercept
facilities at Vincent AFB, Yuma, Arizona* Large metal darts were
towed as dummy targets on an 8,000-foot cable, and the Skyrays made
attacks with live rockets.

* This is the present site of MCAS Yuma.

At the same time, squadron pilots began
testing a new type of partial-pressure flight suit for the high
altitude mission of the F4D. Skintight, with a "spaceman helmet,"
it was designed to inflate automatically between 40,000 and 45,000
feet,** When tests proved successful, the new suit was issued as
regulation gear, making VMF(AW)-115 the only Navy or Marine
squadron on the West Coast so equipped.18

** Two of the pilots doing the testing. First
Lieutenant Michael Mura and First Lieutenant Henry C. Ivy, Jr.,
would later return to VMF (AW) 115 as commanding officers in 1970
and 19'2, respectively.

The squadron then began standing down from
its tour at El Toro and preparing for new duty overseas. On 11
February 1958 all hands deployed to NAS North Island, San Diego,
where they embarked on the utility aircraft carrier USS Windham Bay
(CVU92), bound for Japan. At the same time, operational control
shifted from MAG-33, 3d MAW. to MAG-11. 1st MAW.***

*** Although VMF (AW)-115 took its own F4Ds
with it on this particular deployment, it should be noted that
Marine Corps aviation was often using at this time a
"transplacement" system. This allowed the personnel of a squadron
to move quickly to a new base and simply pick up the planes of a
squadron that had previously been there. It was a good system for
guaranteeing combat readiness through equipment stability, a
forerunner of the Unit Deployment Program of today.

Japan-U.S. Shuttle

The squadron arrived at NAS Atsugi, Japan, on
1 March 1958 and disembarked with 27 officers and 174 enlisted
men,1 Replacing VMF-334, all hands began training once more. At
this time VMF(AW)-115 was assigned an all-weather fighter intercept
task in the Japanese Defense Organization. All its pilots had to
undergo a four-day ground school in the Air Defense Program at
Tachikawa AFB. In the air the F4D fulfilled its role during night
and all-weather patrols by intercepting a number of Russian
aircraft.2

In the late summer of 1958, tensions in the
Far East increased greatly. On 28 August, Communist Chinese shore
batteries in Amoy Bay opened up on the Kin-men (Big and Little
Quemoy) Islands. As the daily volume of shelling rose to 50,000
rounds and Communist fighter planes attacked Nationalist planes
over the Formosa Strait, it appeared that an attempt to seize the
islands was imminent. This would have been the logical prelude to
full-scale attacks on Taiwan.3

Faced with this possibility, the commander of
the U.S. Seventh Fleet ordered MAG-11 to move from NAS Atsugi to
Taiwan on 29 August. 4 Its missions were to provide land-based air
defense for the Seventh Fleet's Attack Carrier Striking Force and
to augment the air defense forces of Taiwan. Demonstrating the
mobility and readiness for which they were trained, the three
fighter squadrons of MAG-11 moved out immediately. On 31 August
VMF-323 had 12 of its 18 FJ-4s on Taiwan. On 2 September the ground
echelon of VMF(AW)-115 departed NAS Atsugi and sailed from USNB
Yokosuka on board the USS Windham County (LST-1170). Flying out its
planes from Atsugi on 5 September, the squadron had its F4Ds at
their destination by 6 September.5

The planes were based at Pingtung North
Airfield, a site arrived at only after arduous negotiations with
Chinese and U.S. Air Force senior officers.****

**** The F4Ds required a minimum of 8,000
feet of runway, and the U.S. Air Force liaison officers appear to
have tried to force MAG-11 to use fields with runways that were too
short.

MAG-11 air operations began on 4 September,
less than a week after receiving the order to mount out. The
Windham County arrived on 8 September with the rest of VMF(AW)-ll5,
and by 11 September (after two days lost due to a typhoon) MAG-11,
more than 1,000 miles from its home base, was fully operational.
Marines saw this as a glaring contrast to U.S. Air force readiness
capabilities; the Air Force F86 squadron arrived at a completely
equipped field eight days before the Marine F4Ds, and it was not
ready for full operations until 12 days after the F4Ds were. 6

Upon arrival at Pingtung, squadron personnel
had to erect tents for living and working facilities, while trying
to maintain flight operations. Morale of all personnel was a major
problem, due to what were perceived as unsatisfactory living and
working conditions. Weather conditions resulted in regular use of
the portable arresting gear on the runway. There were daily
incidents occurring between the Marines and the civilian population
surrounding the base. Supplies, such as liquid oxygen, had to be
flown in by MAG-11 twice a week from the Philippines, Competition
between the two F4D squadrons, however, was a real driver in
maintaining operational performance. 7

VMF(AW)-115 immediately began night cover
flights to support the supply of the off-shore islands. On numerous
occasions squadron pilots had Chinese Communist aircraft close
enough to permit a lock-on with their airborne fire control radar,
but standing orders were, "Do not engage."8 A Marine author later
described a typical mission:

Two F4Ds were airborne over Taiwan at dawn on
one occasion, having scrambled to a threat call of thirty-two MiGs
orbiting Quemoy Island. Reaching their "perch" altitude of 50,000
feet, the Skyray pilots knew it would certainly be a one-sided
fight, but their mixed bag of four 20-mm cannon and two Sidewinder
missiles apiece gave them some measure of confidence. Flying to
within twenty-five miles of Quemoy, the Marine aviators spotted the
MiGs' contrails but, to their consternation and disappointment, the
quarry turned back towards the mainland, the chance of a kill
immediately gone.8

The squadron also participated in MAG-11's
24-hour air-defense alert, furnishing planes and pilots for two
aircraft on five-minute standby, two on 15-minute, and all others
on one-hour notice. For September the squadron posted a total of
524.6 flight hours, with 116 percent utilization of available
aircraft. 9

On 6 October a ceasefire was declared and the
barrier patrols ended. VMF(AW)-115 had helped the group provide
half of the American air defense of Taiwan.10 It had carried out
these night- and all-weather-patrol missions off the China coast in
such a skillful way that it continuously earned plaudits from some
of the most experienced air-defense controllers in the world, those
operators at the GCI station on Makung in the Pescadores
Islands.11

* As the official report said; "It took a
lot of self-discipline on the part of the pilots not to squeeze off
those Sidewinders."

Standing by in case the crisis flared up
again, the squadron carried on a normal flight training syllabus
while remaining at Pingtung North through early 1959, but by late
February it began packing up its gear in preparation for departure.
Breaking into two groups, on 5 and 14 March the unit's F4Ds were
flown from Pingtung North to Atsugi.12 On 14 March, the remainder
of the squadron moved to Kaohsiung where it embarked on the USS
Plumas County (LST-1083), arriving back at Atsugi via Yokosuka,
Japan, on 22 March 1959. 13 It was not to be a long stay.

The "Silver Eagles" (as the men now called
themselves) of VMF(AW)-115 ended their 14-month tour in the Far
East in May 1959, when the squadron was "cadred" as part of a
"transplacement." Nearly all the personnel were reassigned to other
units, and a small nucleus of officers and men took the squadron
records to MCAS Cherry Point, North Carolina, to flesh out
VMF(AW)-115 once again into a full-scale squadron. Their Skyrays
remained at Atsugi and were taken over by the replacement squadron,
VMF(AW)-531. 14

So it was that on 4 May 1959 the squadron was
once more reassigned, this time to MAG-24, 2d MAW, AirFMFLant, and
a new commanding officer took charge at the start of this tour of
duty: Lieutenant Colonel Howard J. Finn, who had taken over on 3
May.* Once at Cherry Point, the small cadre of VMF(AW)-115
personnel "reactivated" the squadron, forming it around a sub-unit
of VMF(AW)-114.

* Lieutenant Colonel Finn was an ace in World
War II with six confirmed kills.

By mid-May the squadron was well settled at
its new base. A new commanding officer. Major Robert S. Hemstad,
formerly executive officer, took charge on 9 August, but, amidst
the training, the problem of flameouts continued. In September one
pilot had to eject (safely), and again in October another engine
quit cold at 12,000 feet over the base. The pilot, Second
Lieutenant Conrad Heinzerling, was just able to bring his F4D in
for a dead-stick landing.15

A much lighter side of a pilot's life was
illustrated in November. Four of the squadron's pilots had to make
a navigational training flight to Floyd Bennett Field, Long Island,
New York. While there they were "asked" by the group commander,
responding to a request from New York, to escort four young ladies
visiting from abroad for an evening on the town.16

A much more typical assignment came in
February 1960. The squadron - 207 strong - moved to NAS Key West,
Florida, and was in full operation in less than four days. At Key
West the work day began at 0330 when "night owl" flight line crews
started preflight maintenance on all aircraft. Flight operations
began at 0600 and ran continuously until 1800. It was a month of
air-to-air weapons training, which included practice with 2.75-inch
rockers, Sidewinders, radar-controlled intercepts, and target-tow
missions. In 24 flying days the Silver Eagles logged 926.2 hours in
the air.17

Returning to Cherry Point on 3 March, the
squadron began in April still another phase of its training: the
annual carrier and short field landing exercise.** This featured
practice in bringing in the 20.000-pound F4Ds at 130 knots and
hooking onto an arresting cable for a stop.18

** This kind of exercise was a prelude that
led to Marine Corps experimentation with SATS (Short Airfield for
Tactical Support). The first operational test of a complete
expeditionary jet airstrip had been made in March 1960 by 1st MAW
on Taiwan. A test site was later opened at Bogue Field near MCAS
Cherry Point in January 1962. The training and equipment from this
series of tests were to serve Marine squadrons well in the Vietnam
War.

As a harbinger of the forthcoming deployment
to Japan, Lieutenant Colonel Hemstad was detached to the 1st MAW,
and Major George J. Collins became acting commanding officer of the
squadron on 29 April. He served at Cherry Point as preparations for
departure were made, with Lieutenant Colonel Hemstad resuming
command on 18 June in Japan.19

All of the unit's hard work paid off in May
in a surprise ceremony honoring VMF(AW)-115. The squadron was
presented a Navy "E" award for excellence in a Competitive
Evaluation Exercise, using air-to-air weapons during its Florida
tour in February.

The awards ceremony represented a sort of
"graduation" event for the squadron at Cherry Point, because
shortly thereafter its deployment to Japan began. Starting on 9
June squadron personnel began a series of individual transfers
which moved them to NAS Atsugi, Japan, from Travis Air Force Base,
California, via Hickham Air Force Base, Hawaii. As pilots and
enlisted men arrived at Atsugi during the period of 9-25 June, some
were assigned to VMF(AW)-531, the companion all-weather fighter
squadron there, while others formed the nucleus for a rebuilt
VMF(AW)-115. On 18 June the squadron was reassigned to MAG-11, 1st
MAW, and between 30 June and 21 July personnel strength escalated
from 43 to 203. 20

During the following year of duty at Atsugi,
VMF(AW)-115 maintained its combat readiness through an ongoing
training schedule. This included field carrier landing practice
(FCLP) in September, a deployment to Naha, Okinawa, and carrier
qualifications on the carrier USS Hancock (CVA-19). An informal
account of the remainder of the squadron's stay in the Far East is
provided by the Silver Eagles' Cruise Book:

The hot pad and more [raining filled October,
then suddenly we were off again in November Half of the squadron
moved to Ping Tung, Taiwan, where we helped the Chinese
Nationalists in an exercise by being "the bad guys." For some, it
was the first tactical operation in the field complete with pup
tents, C rations, and the daily water wagon. But life "in the
field" improved as we moved into big tents and the mess hall. The
nightly hot shower, movies, cold beer, and the daily supply of
watermelon, all added up to make things more pleasant. The Chinese,
loo, added to the enjoyment of our stay with demonstrations by the
Thunder Tigers flight demonstration team, a truckload of
watermelon, and finally a professional stage show.

Back to Atsugi for the remainder of our stay,
[and| the training continued Small deployments became monthly
occurrences as detachments went to Naha, Iwakuni, and Itazuki for
demonstrations and training.

Christmas away from home and family was rough
for most, but the spirit of Christmas did not escape the squadron.
An orphanage was found in need of many things that we were
fortunate to have and could provide. A party for the children
complete with Santa, presents, hot dogs, and ice cream brightened
the season for all of us. The relationship did not end with the
party, but continued throughout the remainder of our tout, and it
is hoped that it will continue for many in the years to come.

With the arrival of 1961 the training of
VMF(AW)-115 continued apace. The Cruise Book describes its
activities:

February found the Hancock up in Japanese
waters. so the squadron had mote FCLP and out to the boat for
requalification. Good weather, a good ship, good crews, good
planes, and good flying, and in sot hours all pilots requalled.
Another "Well done" to all hands.

March and April were months of tension as all
eyes were on Southeast Asia. VMFA(AW)-115 was ready and able, but
the training continued as usual.* New twists here and there to
further our readiness and abilities were tried, tested, and some
adopted right up to the time of our relief and return to CONUS.

* Even routine training had its price. On 24
April 1961 First Lieutenant John L. H. Mason, Jr., was killed when
his plane crashed on a practice field.

In looking back, the squadron has come a long
way from that 128 hours in May 1959 to our final 600 hours plus,
every month. The pilots and maintenance crews are a highly trained
and efficient team which has performed any and all assigned tasks
well, as the record so proudly shows.

On 30 June 196l the squadron was transferred
out of MAG-11, marking a return to Cherry Point. After arriving at
Cherry Point on 1 July 1961, VMF(AW)-115 was reassigned to MAG-24,
2d MAW, AirFMFLant, and, on 5 July, it received a new commanding
officer, Lieutenant Colonel John N. Swartley.21 ** Lieutenant
Colonel Swartley's job was to take the squadron's "flag" and
rebuild it, because only three pilots and 26 enlisted men were
assigned to the Silver Eagles upon their return to their former
home base.

** Lieutenant Colonel Hemstad, who had been
promoted on 1 March I960, had equalled the record of Lieutenant
Colonel Lang-staff for longest tenure as squadron commanding
officer, almost two years.

A flow of new personnel soon enabled the
squadron to begin its training for all-weather, high-altitude
interception and close-air-support missions in their Skyrays—now
called the F-6A. Another commanding officer, Lieutenant Colonel
William L. Atwater, took over on 1 September.22 As a change from
routine training, the squadron participated in the Aerospace
Exposition in St. Joseph, Missouri, 14-15 October.23

On 19 February 1962, 28 officers and 144
enlisted men went on board the carrier USS Independence (CVA 62)
for two weeks of carrier landing qualifications in preparation for
an aircraft carrier deployment to the Mediterranean area in April.
During 103 flight hours, 20 pilots logged 246 day and 114 night
landings.24

It was back to the Independence again on 19
April. Boarding the carrier at Norfolk, the squadron began a
five-month tour of duty providing air support missions for the
Sixth Fleet, Sorties were flown off the coasts of Libya, France,
Italy, and Greece, where, in 56 operating days, VMF(AW)-115 made a
total of 905 landings and set two records. The first record set was
for the number of arrested landings made by a jet squadron in a
one-month period (300 in June), and the second record was for the
lowest percentage of "bolters" (planes missing the arresting gear
upon landing) of any jet squadron during the cruise. On 27 August
VMF(AW)-115's deployment ended, and it returned home to Cherry
Point.25

On 8 September, a change in command took
place, with Lieutenant Colonel Jerry B. Smith taking charge.28 This
was soon followed by the eruption of the October Cuban missile
crisis. The United States had photographed Russian and Cuban
attempts to install ballistic missiles on the island, and President
Kennedy ordered an alert for the military, with the threat of a
full blockade. Lieutenant Colonel Smith brought the Silver Eagles
to a high state of readiness, and on 5 December the squadron pilots
flew to NAS Leeward Point, Guantanamo Bay, Cuba, followed by most
of the ground personnel in transport planes. There they remained on
alert to ensure that the agreement to dismantle the missile sites
was carried out.27

Colonel Charles V. V. Smillie, Jr.,
remembered those days well:

When VMF(AW)-115 returned to Cherry Point
from the Independence cruise, large scale transfers greatly reduced
the squadron's combat capability. This has long been a normal
procedure for squadrons returning from a Mediterranean/Far East
deployment.

At the time 115 was designated to deploy to
NAS Leeward Point, only a small percentage of assigned pilots were
combat qualified, with many new "nuggets" waiting for their FAM-1
in the Skyray. The problem was resolved by reassignments of pilots
returning to CONUS from a Far East tour with VMF(AW)-531 in early
November. When 115 arrived at Leeward Point it had essentially
three groups of pilots: The "old 115" pilots from the "Med Cruise,"
"531" pilots recently returned from Atsugi, Japan, and the "new
heads," just starting to FAM the F-6A. However, 115 quickly melded
into an effective force with an extremely successful
deployment.

All aircraft arrived in Cuba by 6 December
and first CAPs were flown 7 December. While in Cuba the vast
majority of the squadron's efforts were directed in support of the
"Missile Crisis"; nevertheless, limited training of new pilots
continued in an effort to bring them up to combat-ready
status.28

The advent of 1963 found the squadron
involved in a new endeavor. An amphibious exercise, Phibu-LEx 1-63,
got underway on 8 January, and VMF(AW)-115 was directed to furnish
simulated ground support for participating units from the 2d Marine
Division.29 Landings for the exercise took place at Vieques, Puerto
Rico, on 17 January, and a week later the squadron began its return
to Cherry Point by air.30

Colonel Smillie commented again:

Phibulex 1-63 was an interesting exercise in
that 115 deployed a part of its force to Puerto Rico—in effect a
deployment within a deployment. It was a welcome relief to the
Cuban routine and provided an excellent training opportunity.

The return from Roosevelt Roads to Leeward
Point was marred when a Skyray was lost due to an engine fire on
takeoff. The F-6A crashed in a sugarcane field while its pilot,
Captain Charles V. V. Smillie, Jr., ejected safely and landed
nearby.31

On 10 May, the squadron welcomed a new
commanding officer, Lieutenant Colonel Don W. Gal-breaith.32 Under
Lieutenant Colonel Galbreaith the squadron began accepting the
McDonnell F-4B Phantom II in September.* This represented the dawn
of an era for the squadron which would last more than 20 years. The
new Phantom was a fighter-attack aircraft with the capability to
fly twice the speed of sound. Powered by two J79-GE-8B turbojets
with 17,000 pounds of thrust each, the F-4B had a speed of 1,485
miles per hour and a ceiling of 62,000 feet. It could carry 16,000
pounds of ordnance.

* Pursuant to a Bureau of Weapons instruction
of 18Sep62, a major redesignation of U.S. military aircraft took
place. The F4H-1, for example, became the F-4B.

The Phantom also brought something else
wholly new to the pilots of VMF(AW)-ll5: another man on board the
plane. This was an NFO (Naval Flight Officer) who served as a
bombardier-navigator and radar intercept officer (RIO). He had a
critical role to play, for the air-to-air radar of the F-4Bs
enabled them to locate, track, and destroy an enemy plane without
even seeing it visually, using their Sidewinder missiles and 20mm
cannons.

To reflect its new dual capabilities, the
squadron was redesignated Marine Fighter Attack Squadron 115
(VMFA-115) on 1 January 1964.** As the second Phantom unit in 2d
MAW, the Silver Eagles continued a regular pattern of training
during 1964, familiarizing themselves with their new
aircraft.33

** VMFA-115 was the last active-duty
operational squadron in the naval service to give up its Skyrays,
when its last F-6A was flown to Arizona for storage in March
1964.

In addition to phasing out the F-4Ds (which
had been redesignated F-6As) and transitioning to the F-4Bs, the
squadron was required to train for, and adopt, a new computerized
maintenance management program. This was the Naval/Marine aviation
adaptation of the Air Force 66-1 program which had been developed
by the Strategic Air Command.3'

Lieutenant Colonel Clement T. Corcoran became
commanding officer of VMFA-115 on 22 May and served until 20
December, when he was relieved by Lieutenant Colonel Clyde R.
Jarrett. 35 ***

*** As a captain in Korea in June 1952, he
had parachuted from his stricken plane on his 59th mission.

The beginning of 1965 saw VMFA-115
undertaking another new training experience. Departing Cherry Point
on 16 January, the squadron made a 2,000-mile deployment to MCAS
Yuma, Arizona. On the way to Yuma it conducted a 400-mile low-level
navigation exercise and a mid-air refueling evolution. Once at
Yuma, the focus shifted to rocket, strafing, and bombing practice
on the station's gunnery ranges, where VMFA-115 became the first
East Coast Marine F-4B squadron to complete this air-to-ground
ordnance training.**** Stopping by to observe the squadron at work
was Brigadier General George S. Bowman, Jr., commanding general of
the 2d MAW.

**** VMFA-115 pioneered the Yuma deployment
for 2d MAW squadrons, a training opportunity which the wing has
since honed to a precise art and made an indispensable part of its
unit readiness training.

On 12 February the squadron returned to
Cherry Point, putting a final polish on its operational skills for
four more months.38 Starting with the departure of 26 officers on
12 May, the squadron began another deployment to the Far East.
Reassembling at El Toro, the main body was flown out on 30 June
1965, once again bound for japan.37

Vietnam Combat

On 5 July 1965, VMFA-115 relieved VMFA-531,
taking over its equipment and aircraft following the latter's
return from a deployment in Vietnam.* At NAS Atsugi, the Silver
Eagles were assigned on 7 July as part of MAG-13. The month was
spent flying familiarization hops in the Phantom II planes. In
mid-July the unit moved to MCAS Iwakuni, with a squadron strength
of 45 officers and 254 enlisted men. At Iwakuni, ground training,
air operations, and a physical fitness program were instituted with
an eye toward the squadron's expected movement to combat in
Vietnam.

* There were only seven VMFA squadrons
deployed by the Marine Corps in 1965.

For the next two months intensive training
was conducted in jungle and sea survival, night radar intercept
flights, advanced tactics and inflight refueling, Ground defense
tactics and intelligence briefings on Vietnam were also
included.

Earlier in 1965 President Johnson had made
the decision to commit a Marine brigade to protect the air base at
Da Nang, Vietnam, from Communist attack, and on 8 March the 9th
Marine Expeditionary Brigade (9th MEB) was ordered to land. In
order to provide the 9th MEB with the airpower normally integral to
a Marine air-ground task force (MAGTF), VMFA-531 was ordered to
Vietnam on 11 April.1

As the scale of combat grew steadily larger
in Vietnam, the buildup of Marine air continued, and by fall it
became time for the Silver Eagles to take their turn.

On 30 September an advance echelon departed
by air for Da Nang, in accordance with Squadron Operation Plan
1-65. In this movement the squadron was supported by VMFA-531 and
by Marine Aerial Transport Refueler Squadron 152 (VMGR-152). On 8
October, VMFA-115 began moving its air elements to Da Nang via NAS
Cubi Point, Republic of the Philippines, and on 10 October it was
transferred to MAG-11 Following its arrival at Da Nang Air Base on
14 October, it replaced VMFA-513 the next day in MAG-H's line-up of
squadrons. The first three days were spent mainly on indoctrination
briefings to prepare for combat missions in Vietnam. Then, in
tandem with VMFA-542, the Silver Eagles began a variety of daily
sorties. These were marred by a tragic accident on 26 October when
two of the squadron's F-4Bs crashed into the side of Monkey
Mountain near Da Nang, Captain William J. Tebow, First Lieutenants
John B. McHale and William R. Gendebien, and Chief Warrant Officer
John R. Petty, Jr., were all killed.2

In November the squadron flew, with VMFA-542,
missions such as interdiction, landing zone preparation, helo
escort, and close air support for the III Marine Amphibious Force
around Da Nang, For 12 days in December VMFA-115 focused on close
air support for Operation Harvest Moon.* For another two weeks
VMFA-115 aircraft and crews manned the Da Nang "hot pad" on a
24-hour basis, with a five-minute reaction time.

* Harvest Moon was the operation name for a
thrust into the Phouc Ha Valley by ARVN and Marine units. VMFA-115
and VMFA-323 together logged 327 flight hours in 205 sorties,
unloading 215 tons of bombs and 628 rockets.

Late in December, in accordance with a 1st
MAW policy in force at the time which called for rotating squadrons
approximately every three months, preparations began for returning
VMFA-115 to MCAS Iwakuni, The advance echelon left on 31 December
1965, and the remainder of the squadron moved during the first half
of January 1966.** In a period of less than three months, the
squadron had flown 1,690 hours during 1,413 sorties, and had used
more than 1,300 tons of ordnance against the Viet Cong.3

** Operational control of VMFA-115 reverted
to MAG-13 on 1 January 1966.

On 23 February 1966 Lieutenant Colonel Dean
C. Macho assumed command of the recently returned squadron, and
activities in February and March concentrated on tactical training.
The squadron's average monthly strength was 312, including 46
officers. On 28 February an advance echelon of the squadron left
Iwakuni for a four-week deployment to Naha, Okinawa. The actual
Naha training period began on 6 March, and included day and night
delivery of conventional ordnance, helicopter and reconnaissance
escort, day and night air-to-air refueling, advanced fighter
tactics, and a Sparrow III missile shoot.

As April opened the squadron prepared to
return to Vietnam. In accordance with Squadron Operation Order
2-66, an advance echelon left Iwakuni for Da Nang on 4 April 1966,
and a week later the remainder of the unit followed.

Some idea of the complexity of these
rotational transfers may be gained from the fact that the operation
order, with annexes, required 37 pages and involved coordination
with VMFA-314, VMGR-152, Naha Airbase, MAG-11, and VMFA-323. The
order covered such diverse items as snake bites, enemy
capabilities, air refueling, radio frequencies, motor scooters,
tobacco supplies, religious services, and a wide variety of other
subjects.

The movement took 10 days, beginning on 4
April and ending with VMFA-U5's formal relief of VMFA-314 on 14
April. The next day the squadron reported operational control to
MAG-11, and by the end of April it had flown 434.9 hours of combat
missions.

The squadron experienced more losses in May.
First Lieutenant Richard H. Royer and Second Lieutenant John D.
Kramer were killed in an aircraft accident while returning from a
combat mission. By the end of the month a heavy series of mission
requests had resulted in 603.3 hours of combat missions and the
destruction or damaging of a large number of enemy structures,
bridges, trucks, and boats.

In May a series of Vietnamese governmental
crises created a situation that stunted American combat activities.
Starting with the relief of the Vietnamese commander in the
Marine's I Corps area, there had been a near-total breakdown in the
stability of the RVN government. The so-called "Struggle Movement"
had erupted, and confrontations between it and the government
severely challenged the security of Marine bases, with Da Nang
itself threatened by civil war. The effect of all this turmoil on
the squadron was that, in order to protect its aircraft, the unit
was forced to deploy them to Ubon Airbase, Thailand, for a few
days.

The crisis passed, and in June combat hours
rose to 654.7. Missions included flight support in the Steel Tiger,
Blue Blazer, and Tiger Hound zones.*

* Steel Tiger was a program started early in
1965 to reduce the flow of enemy men and material through southern
Laos. Tiger Hound, similarly, comprised airstrikes in Laos directed
by USAF small observation aircraft.

Action became more intense in July, and
combat hours reached 990.5. The squadron's command chronology
listed two major achievements: "total flight hours in a month for
the F-4B in a combat zone", 1,001.7; and a "Marine F-4B" total
"ordnance dropped" of 935.78 tons. (An individual F-4B carried
about 5000 pounds of bombs.)4

On 8 August Major Larry R. VanDeusen, former
executive officer of VMFA-314, took command of the squadron. A
Silver Eagles highlight in August's operations was a count of 242
Viet Cong confirmed "kills." The squadron's command chronology
recorded this as "easily the highest figure attained by this unit
in either of its two combat tours."

Combat hours declined from the July highs,
but in the last four months of 1966 the squadron still carried out
a very wide range of missions. Using TPQ radar course direction
frequently, VMFA-115 struck in the Tally Ho, Tiger Hound, Red
Blazer, Steel Tiger, and Fire Cracker Zones. The TPQ missions were
vital to American air tactics for they permitted strikes against
the enemy on a continuing basis, regardless of weather or time of
day. Thus a very high percentage of ordnance delivered by
fixed-wing aircraft in Vietnam was under TPQ control.*

* The TPQ 10, Radar Course Direction Central,
provided radar computer guidance of attack aircraft to an ordnance
drop point at which bombs could be released "automatically," though
they usually were released by the pilot on command of the Air
Support Radar Team (ASRT) controller. In Korea the MPQ was
used.

The squadron also continued helo escort,
close air support, landing zone preparation, interdiction,
reconnaissance, and rescue Combined Action Platoon, Careful tallies
were recorded each month for results, known as bomb damage
assessments (BDAs), in terms of the destruction of structures,
roads, bridges, sampans, caves, motor vehicles, and troops. At the
end of 10 months of operations, the Silver Eagles had logged over
6,000 flight hours.5

The start of 1967 saw a new commanding
officer for VMFA-115 when Major Guy R. Campo took charge on 24
January. The following month the squadron began practice in aerial
refueling, in preparation for its departure from Vietnam. The
practice was necessary because the unit planned to make a nonstop
flight back to MCAS Iwakuni. On 15 February the long flight
commenced, and the refueling evolution took place over Okinawa
using Marine KC-130 tankers. Upon arriving in Japan VMFA-115 was
assigned to MAG-15, 9th Marine Amphibious Brigade (9th MAB), Fleet
Marine Force Pacific (FMFPac).** The unit's ground elements came by
Air Force transport and the entire squadron was at MCAS Iwakuni on
21 February.

** In 1966 1st Marine Aircraft Wing (Rear)
had been disestablished, and MAG-15 took over responsibility for
all Marine aviation assets in the Western Pacific not actually
operating in Vietnam.

Throughout the next three months a series of
indoctrination meetings for officers and staff NCOs were held by
MAG-15. Familiarization flights were completed by new pilots and
technical training for maintenance crews was continuous, except for
frequent periods of bad weather and some parts shortages. Aircraft
assigned at this time totaled 15. As part of its preparation for
the next combat tour, the squadron deployed nine aircraft to Naha,
Okinawa, on 18 March. VMGR-152 ferried in 10 officers and 120
enlisted men to take advantage of the Okinawan bombing range
facilities and to conduct missile shoots. While on Okinawa VMFA-115
also supported two ground exercises, Beach Baron I and Hill Top
VII.

By 3 May all hands were back at Iwakuni and
squadron personnel strength was up to 362, including 46 officers.
Immediately, the now-familiar steps got underway for redeployment,
and on 14 and 15 May the flight echelon of VMFA-115 moved to Chu
Lai, Vietnam. The flight was staged through Cubi Point, with
air-to-air refueling from Marine KC-130 tankers over Okinawa. The
remainder of the squadron was delayed when its airlift was
cancelled by the U.S. Air Force, and it was not until 22 May that
the entire squadron reassembled. Nevertheless, operational control
was assumed by MAG-13 on 15 May, and the squadron commenced combat
missions that same day. By the end of the month, 369.5 flight hours
had been recorded.***

*** VMFA-115 was awarded a Certificate of
Commendation by the Commanding General, 1st MAW, for its
accomplishments during the period 15 May 1967-1 June 1967. It was
also included in the award of a Presidential Unit Citation to 1st
MAW for the period May 1965-September 1967. See Appendix D for
details.

The rest of 1967 found the squadron heavily
engaged in carrying out air support missions for ground forces. The
squadron's command chronologies for the months August through
December showed it provided support for an impressive list of
operations: Kingfisher, Benton, Cumberland, Cochise, Beacon Guide,
Beacon Torch, Ardmore, Freemont, Dragon Head, Stockton, Neutralize,
Fortress Sentry, Shelbyville, Wheeler, Ballistic Charge, Dragon
Fire, Swift, Formation Leader, Osceola, Wallowa, the A Shau Valley
winter campaign, Kentucky, Lancaster, Essex, roster, Knox, Granite,
Fortress Ridge, Citrus, Kent, Headshed, Lamson, and Shock Four—a
total of 33 operations in all.

Two changes in command took place during the
period. Lieutenant Colonel Kenny C. Palmer relieved Lieutenant
Colonel Campo on 28 July, and Lieutenant Colonel Palmer was in turn
relieved on 5 October 1967 by Lieutenant Colonel Richard E.
Carey.****

**** Lieutenant Colonel Carey later attained
the grade of lieutenant general.

Operational hazards were illustrated by the
loss in September of two aircraft at sea, one as a result of enemy
ground fire and the other as a result of mechanical
malfunction.***** While there were two major injuries during the
ejections, no deaths resulted from these incidents. Three other
planes received extensive battle damage.

***** One of the aircraft lost at sea was
piloted by Lieutenant Colonel Palmer and was hit by ground fire in
North Vietnam. He and his RIO ejected at sea just below the DMZ. He
was taken by the "Jolly Green Giant" rescue helicopter to 1st MAW
headquarters at Da Nang and created quite a stir when he walked
through the door there, soaking wet. His RIO. Major Charles
Cohaskie, had been lifted on board a Navy frigate because of back
injuries.

Sorties ranged from the I Corps area through
the DMZ into the southern panhandle of North Vietnam. By now some
of the officers had passed the 200-mission mark. Combat hours per
month for the squadron reached a high of 721.3 during August, and,
despite the monsoon weather which occurs in the late fall, never
fell below 500 hours per month. This level of activity was only
possible because of the utilization of the ASRT and the TPQ-10.

The squadron celebrated Christmas Day by
scrambling two aircraft from the "hot pad" on a priority
close-air-support mission northwest of Dong Ha. The flight dropped
fragmentation bombs and napalm within 50 meters of friendly troops
during marginal weather, and as a result of the flight's accurate
ordnance delivery, a beleaguered reconnaissance team was
successfully extracted.9

January of 1968 saw another change of
command, when Lieutenant Colonel Gerald W. Vaughan took charge on
17 January. This month also brought a visit by General Leonard F.
Chapman, Commandant of the Marine Corps, and Major General Norman
G. Anderson, Commanding General, 1st Marine Aircraft Wing.

January was also the month the Viet Cong
launched their devastating Tet Offensive, and on 31 January about
25 122mm rockets hit Chu Lai.7 Fortunately, only one Marine in
VMFA-115 was wounded.

The squadron's Command Chronology described a
typical sortie during this period:

Fingerprint 25 [a Marine forward air
controller in an 01 Bird Dog} directed the flight against a North
Vietnamese Army (NVA) command post and antiaircraft site. The
flight encountered intense ,50-cal machine gun and 12.75mm/37mm
fire. The flight delivered their MK-117s on target and destroyed
two antiaircraft positions, a probable three .50-cal machine gun
positions, and had three KBA confirmed . . . ,9

Details of other missions during January
included the usual listing of damage to enemy personnel and
installations, plus "one pig destroyed."

The following month saw the inauguration of a
squadron civil affairs program in a hamlet about four miles from
Chu Lai. The squadron's goals were to upgrade the hamlet sanitary
facilities, improve roads, clean out wells, install water pumps,
partition a new dispensary, and conduct medical civic action
patrols (Med Caps) which often treated over 100 patients.

By this time several pilots in the Silver
Eagles were passing the 300-mission mark, and the squadron's
monthly reports showed numerous Air Medals being awarded, as well
as recommendations to higher authorities for Bronze Stars, Navy
Commendation Medals, Vietnamese Crosses of Gallantry, Distinguished
Flying Crosses, Single Mission Air Medals, Navy Achievement Medals,
and Purple Hearts.

Throughout the spring and summer, squadron
efforts continued at a high level, with monthly operations
averaging 600-700 combat flight hours. The command chronologies for
these months covered a wide range of activities that characterized
the life of 300 diverse men responsible for maintaining and
operating complex, multimillion dollar machines in a combat zone
far from home.

* VMFA-115 participated in the award of a
Navy Unit Commendation to MAG-13 for the period September 1967 to
April 1968. See Appendix D for citation.

To ensure the effective functioning of the
squadron, the commanding officer used a staff made up of an
executive officer, an operations officer, an administrative
officer, an intelligence officer, a logistics officer, an aviation
safety officer, and two maintenance officers. This staff and some
250 enlisted Marines were all directed towards meeting the
squadron's basic mission: put a pilot in the air for whatever
sortie was needed in support of the ground troops.

The squadron continued to pile up very
impressive mission totals, but at a price. On 13 July, Captain John
C. Hurst and First Lieutenant Leonard A, Bird were killed in action
when their aircraft was observed bursting into fire and crashing
while flying a close-air-support mission near Khe Sanh.9

The next month saw a variety of events. On 13
August, Major John I. Hudson, squadron executive officer, moved up
to become VMFA-115's commanding officer.** Soon after, the squadron
was visited by Major General Paul J. Fontana, Deputy Commanding
General, FMFPac. On 22 August two men were wounded as a result of
an enemy rocket attack. A briefing team from the Marine Tactical
Air Direction Center (TADC) also visited the squadron in August to
discuss the inherent dangers involved in the control of aircraft in
I Corps airspace by two separate controlling agencies, the Marines'
TADC (call sign "Vice Squad") and the Air Force's Control and
Reporting Center at Da Nang (call sign "Panama").10 This was a
grassroots example of problems associated with the ongoing debate
in higher echelons regarding the "single management" issue relating
to command and control of Marine fixed-wing aircraft.***

** Major Hudson attained the rank of
lieutenant general in 1988.

*** "Single management" referred to the
delegation of ultimate mission control to the Fifth Air Force.

Even during combat, ground training was an
ongoing requirement, and squadron personnel were sent to such
locations as the Jungle Escape and Survival Training Course in the
Philippines; Sea Survival School in Japan (later moved to Okinawa);
Forward Air Controller School at Okinawa; Noncommissioned Officer
Leadership School; Corrosion Control Course; Nuclear, Biological,
and Chemical Warfare School; KY 28 (secure voice radio equipment)
School; and the H-7 Rocket Ejection Seat School.

Along with the serious business of war, there
were also some diversions for the men of the squadron. Rest and
recreation (R&R) leave permitted personnel to visit Australia,
Malaysia, Thailand, Formosa, Hong Kong, and Hawaii, and the new
MAG-13 post exchange (replacing the old one destroyed in a rocket
attack) featured good buys on eagerly sought stereo equipment. Red
Cross workers came for visits, and an Enlisted Mens' Club was
available for use at the end of the day.

On 21 September, Captain Robert F. Conley,
Jr., and First Lieutenant Steven R. Major were killed when their
aircraft crashed, apparently hit by enemy fire while flying on a
close-air-support mission near Phu Bai ****

**** Captain Conley was the son of Brigadier
General Robert F. Conley.

A listing in the squadron's command
chronology of the ground units that were supported in October shows
the effect even one Marine air unit can have on the overall ground
effort. For example, the units supported by VMFA-115 during October
included: 1st Reconnaissance Battalion; 7th Marines; 11th Marines;
24th Marines; 26th Marines; Task Force Hotel; Americal Division;
ROK Marines; and the 51st ARVN Regiment.

On 8 October Captain Joseph W. Jones III and
Captain Daniel J. Coonon were killed in a crash as a result of
enemy action while on a close-air-support mission near Da Nang.
*

* Captain Coonon had been shot down earlier
near Khe Sanh and successfully ejected along with his pilot, Major
Jay N. Bibler.

During October the squadron's on-hand
aircraft strength rose to 16 with the return of planes that had
been undergoing modifications in Japan. These improvements included
the new H-7 rocket seat with ground ejection capability, and the
incorporation of utility hydraulics for the flight control system.
New survival radios for aircrewmen were also distributed.

Later in the month VMFA-115 was visited by
Lieutenant General Lewis W. Walt, Assistant Commandant of the
Marine Corps; Lieutenant General Herman Nickerson, Jr., Deputy
Chief of Staff, HQMC; Lieutenant General Robert E. Cushman, Jr.,
CG, III Marine Amphibious Force; and Major General Charles J.
Quilter, CG, 1st MAW.

The latter part of 1968 saw Lieutenant
Colonel Robert R. Norton assume command of the squadron on 28
November. Combat flight hours rose dramatically from 411.0 in
November to 739.7 in December, and close air support continued for
a variety of Marine, Army, and ARVN ground forces.**

** These missions included support for the
1st Marines (Reinforced) in Operation Meade River, 20 November - 9
December 1968, and VMFA-115 was included in the Presidential Unit
Citation later awarded. See Appendix D.

The difficulty of some of the missions was
illustrated by a quote from the December command chronology: "The
flight, working under a 2,200 foot ceiling in mountainous terrain
with friendly troops 150 meters from the target and ground fire in
the area, destroyed eight structures in a fortified village
..."

Hazardous duty such as this brought
casualties. On 17 November 1968, Captain Paul D. Derby and First
Lieutenant Thomas A, Reich were killed while on a close-air-support
mission southwest of Chu Lai, and on 21 December, Lance Corporal
Thomas E. Novak was killed during an enemy rocket attack which
caused many casualties among MAG-13 personnel.

The variety of VMFA-115 missions continued
into the early months of 1969. There were B-52 escort missions,
BARCAPs (Barrier Combat Air Patrol) off the coast of North Vietnam,
Commando Hunt and Steel Tiger sorties, and multiple operations in
which ground forces were provided close air support. (For example,
15 operations were supported in March and 16 in April). First
Lieutenant Daniel J. Minahan was killed during an air strike
southwest of the Hue-Phu Bai area on 22 January.

Typical of the close air support being
furnished to ground forces was an attack mission on an
enemy-controlled hill that friendly troops were preparing to
assault. With the friendly troops in close contact (50 meters), the
VMFA-115 flight accurately delivered 12 500-pound bombs, 3
500-pound, fire bombs, and 20mm rounds on the target, forcing the
NVA to flee their dug-in positions."

On 11 May, First Lieutenant William C. Ryan,
Jr., a RIO, was killed during an airstrike in support of Task Force
Alpha, when his F-4B was hit by ground fire, went out of control,
and crashed. His pilot, Captain Gary L. Bain, was rescued despite
suffering a broken arm and leg.

Lieutenant Colonel Edwin C. Paige, Jr., newly
promoted from major and previously serving as executive officer,
took over as commanding officer of the squadron on 2 July. Through
the summer the combat flight hours remained high, and several
officers passed the 400-mission mark. A close-in bombing mission in
support of Operation Idaho Canyon brought a commendation from the
commanding general of the 3d Marine Division. Precision strikes
became the pattern as targets were called in as close as 30 meters
to friendly troops.

Casualties continued to occur. On 19 August
First Lieutenant James R. Bohlig and Captain Richard T. Morrissey
were lost at sea while returning from a night bombing mission,

Air operations were severely curtailed during
the first two weeks of October as record amounts of rain fell
throughout I Corps. At the same time, the inter-service support and
geographical range of Marine air operations were well illustrated
by the squadron's 29 BARCAP (Barrier Combat Air Patrol) missions
over the Gulf of Tonkin in support of the Seventh Fleet, and its 17
bomber-escort missions over Laos in support of the Seventh Air
Force.

On 1 January 1970, Lieutenant Colonel Paige
completed his tour of duty in West Pac, and Lieutenant Colonel
Donald P. Bowen, who had been executive officer, took command of
VMFA-115. Moving quickly into combat, Lieutenant Colonel Bowen,
together with his RIO, Chief Warrant Officer-2 John C. Bardon, flew
a total of 5 5 sorties during the first month of his command.
Confirmed damage and enemy casualties for these flights alone
included 23 KBMA (Killed by Marine Air). Another officer, Captain
"T" J. Stanford, was noted for "flying his 1,000th hour in the back
seat of the F-4 aircraft."

Illustrating the pressures of this period,
lieutenant Colonel Bowen commented:

This pace of operations reflected the overall
level of combat action engaged in by VMFA-115 and other MAG-11
units and personnel at Chu Lai. The maintenance and support
Marines, the ordnance and fuel handlers, the messmen, the postal
clerks, the chaplains and medics, and the aircrews worked around
the clock, seven days a week. It was routine for F-4s to return
from BARCAP missions over "Yankee Station" in the South China Sea
to make arrested landings just before dawn (usually in rain), to be
followed shortly thereafter by other F-4s launching from the Alert
Pad for interdiction missions or close air support of ground
forces.

This intensive rate often continued through
the day and night under primitive conditions. There were
insufficient hangars for the aircraft, the roads on the base were
largely unpaved and all logistics resupply was by air or ship,
since the land routes to Da Nang were not sufficiently secure to
permit vehicle traffic, even in convoys. Additionally, there was
the ever-present threat (often carried out) of enemy mortar and
rocket attacks. Fortunately, there was respite in the form of good
"chow" served in the screened and tin-roofed mess hall, and beer
and movies at the bamboo and thatch-roofed officer, NCO, and
enlisted clubs. Also, every six months or so, squadron Marines
could expect to be granted leave in the form of a short R&R in
Hong Kong, the Philippines, or even Hawaii.12

The following month the important topic of
aviation safety was given full recognition. Major General George S.
Bowman, Jr., Deputy Commanding General, III MAP, and Colonel Thomas
E. Murphree, Commanding Officer of MAG-13, were on hand on 23
February when VMFA-115 completed 10,000 accident-free flight hours,
all of which had been achieved while deployed in Vietnam. The
squadrons command chronology noted that the unit was on its third
tour of duty in Vietnam, which included more than 45 months in
country. This marked the Silver Eagles as the longest-tenured
Marine fighter squadron in the Republic of Vietnam. The squadron
had amassed 8,133 combat sorties and had delivered 15,782 tons of
ordnance.13 In 1969 alone, it had supported over 40 major ground
operations.

Early March saw Lieutenant Colonel Bowen
complete his tour of duty. After two months at the helm, he turned
command of the squadron over to Lieutenant Colonel John V. Cox on 2
March.*

* Lieutenant Colonel Cox was promoted to
major genera] in 1981.

In April VMFA-115 established a new squadron
record for Vietnam of 721 sorties. This translated into a daily
average of 44 tons of ordnance expended, a month's total of 733-2
combat flight hours, involvement in six major ground operations,
and support for 14 different units.

On 21 May, VMFA-115 flew its 30,000th combat
hour in Vietnam, and Major Ronald E. Heald, squadron executive
officer, passed the 900-mission mark. (A Meritorious Unit Citation
was later awarded to VMFA-115 for its outstanding performance
during the period 10 November 1968 to 20 May 1970. It was also
included, for the period 21 May - 1 June 1970, in a Navy Unit
Commendation awarded to MAG-13.)**

** See Appendix D.

A change in commanding officers occurred on
22 July, when Lieutenant Colonel Michael Mura took charge. Major
changes were also the pattern among the other officers, with
numerous departures of "old hands" and arrivals of replacements, as
the squadron prepared to leave Chu Lai, and reductions began in
Marine aviation in Vietnam.

The following month VMFA-115 closed a chapter
in its history when it flew its last mission for MAG-13 on 23
August 1970. As an integral part of the group, it had achieved
impressive operational totals: 28,118 total sorties, 31,549-6
combat hours, and 33,238.7 total hours. 14

The next day Lieutenant Colonel Mura led the
first echelon of the squadron to Da Nang, where it joined MAG-11,
and, in just the last week of August, supported 11 different ground
operations.

While the combat hours for VMFA-115 dropped
to 330 in September, the squadron again supported 11 different
ground operations, and personnel strength was up to 51 officers and
300 enlisted men. The inclusion of daily flight schedules in the
squadron's command chronology gave some additional insights into
the enormous range of derails that must be covered in the combat
operations of a Marine fighter attack squadron. (See adjoining
illustration.)

An unfortunate accident occurred on 2
September to mar the squadron's safety record. An F-4B was
destroyed by a fire that became uncontrollable when the available
fire extinguisher did not work. The fire caused an explosion which
resulted in the deaths of three men and the wounding of numerous
others.

In October there was a significant increase
in the number of air-to-air missions. A total of 83 were flown, of
which 43 were M1GCAP (MiG Combat Air Patrols), while the remainder
were BARCAPs. This comprised 35 percent of the combat sorties for
the month. The total for VMFA-115 air intercept missions more than
doubled the following month to 177, while only two ground
operations were supported.

The squadron lost another plane on 17
December. While flying with VMFA-115, Colonel Albert C. Pommerenk,
the commanding officer of MAG-11, and his RIO, Major Noel E.
Douglas, S-4 of the squadron, ran into serious trouble.*** The
official report gave some details that illustrated the emergencies
which could occur on any sortie:

At 0900H pilot pulled off target in known
high threat area .... At 0903H port fire warning light illuminated.
Pilot retarded throttle to idle, but light remained on. Pilot
reported ... oil low light on. Engine was then secured. Two muffled
explosions were heard. At 0904H the flight controls froze and
aircraft began uncontrollable roll to the left. Crew ejected
successfully. Suspect aircraft hit by ground fire. Loss due to
direct enemy action.15

With the start of 1971, planning in the
squadron began to focus on the conclusion of its third tour of
Vietnam duty, and on 22 February the Silver Eagles stood down from
combat operations. The VMFA-115 command chronology listed with some
pride its Vietnam totals since October 1965: 34,468 combat hours;
30,086 combat sorties; and 58,310 tons of ordnance delivered.16

*** Colonel Pommerenk was later promoted to
brigadier general.

By 1 March the squadron was reduced to 31
officers

* * * * * * * * * * * *

2015 Worldwide Threat Assessment of the
U.S. Intelligence Community


Senate Armed Services Committee

James R. Clapper

Director of National Intelligence

February 26, 2015


INTRODUCTION

Chairman McCain, Ranking Member Reed, Members
of the Committee, thank you for the invitation to offer the United
States Intelligence Community's 2015 assessment of threats to US
national security. My statement reflects the collective insights of
the Intelligence Community's extraordinary men and women, whom I am
privileged and honored to lead. We in the Intelligence Community
are committed every day to provide the nuanced, multidisciplinary
intelligence that policymakers, warfighters, and domestic law
enforcement personnel need to protect American lives and America's
interests anywhere in the world. Information available as of
February 13, 2015 was used in the preparation of this
assessment.

* * * * * * * * * * * *

GLOBAL THREATS

Cyber * Counterintelligence * Terrorism *
Weapons of Mass Destruction and Proliferation * Space and
Counterspace * Transnational Organized Crime * Economics and
Natural Resources * Human Security

REGIONAL THREATS

Middle East and North Africa * Iraq * Syria *
Islamic State of Iraq and the Levant * Iran * Libya * Yemen *
Lebanon * Egypt * Tunisia * Europe * Turkey * Key Partners * Russia
and Eurasia * Russia * Ukraine, Moldova, and Belarus * The Caucasus
and Central Asia * East Asia * China * North Korea * South Asia *
Afghanistan * Pakistan * India * Sub-Saharan Africa * West Africa *
Sudan * South Sudan * Nigeria * Somalia * Lord's Resistance Army *
Central African Republic * The Sahel * Latin America and the
Caribbean * Cuba * Central America * Venezuela * Haiti

* * * * * * * * * * * *

GLOBAL THREATS

CYBER

Strategic Assessment

Cyber threats to US national and economic
security are increasing in frequency, scale, sophistication, and
severity of impact. The ranges of cyber threat actors, methods of
attack, targeted systems, and victims are also expanding. Overall,
the unclassified information and communication technology (ICT)
networks that support US Government, military, commercial, and
social activities remain vulnerable to espionage and/or disruption.
However, the likelihood of a catastrophic attack from any
particular actor is remote at this time. Rather than a "Cyber
Armageddon" scenario that debilitates the entire US infrastructure,
we envision something different. We foresee an ongoing series of
low-to-moderate level cyber attacks from a variety of sources over
time, which will impose cumulative costs on US economic
competitiveness and national security.

• A growing number of computer forensic
studies by industry experts strongly suggest that several
nations—including Iran and North Korea—have undertaker offensive
cyber operations against private sector targets to support their
economic and foreign policy objectives, at times concurrent with
political crises.

Risk. Despite ever-improving network
defenses, the diverse possibilities for remote hacking intrusions,
supply chain operations to insert compromised hardware or software,
and malevolent activities by human insiders will hold nearly all
ICT systems at risk for years to come. In short, the cyber threat
cannot be eliminated; rather, cyber risk must be managed. Moreover,
the risk calculus employed by some private sector entities does not
adequately account for foreign cyber threats or the systemic
interdependencies between different critical infrastructure
sectors.

Costs. During 2014, we saw an increase
in the scale and scope of reporting on malevolent cyber activity
that can be measured by the amount of corporate data stolen or
deleted, personally identifiable information (Pll) compromised, or
remediation costs incurred by US victims. For example:

• After the 2012-13 distributed denial of
service (DDOS) attacks on the US financial sector, JPMorgan Chase
(JPMorgan) announced plans for annual cyber security expenditures
of S250 million by the end of 2014. After the company suffered a
hacking intrusion in 2014, JPMorgan's CEO said he would probably
double JPMorgan's annual computer security budget within the next
five years.

• The 2014 data breach at Home Depot exposed
information from 56 million credit/debit cards and 53 million
customer email addresses. Home Depot estimated :he cost of the
breach to be $62 million.

• In 2014, unauthorized computer intrusions
were detected on the networks of the Office of Personnel Management
(OPM) as well as its contractors, US Investigations Services (USIS)
and KeyPoint Government Solutions. The two contractors were
involved in processing sensitive PI I related to national security
clearances for Federal Government employees.

• In August 2014, the US company, Community
Health Systems, informed the Securities and Exchange Commission
that it believed hackers "originating from China" had stolen Pll on
4.5 million individuals.

Attribution. Although cyber operators
can infiltrate or disrupt targeted ICT networks, most can no longer
assume that their activities will remain undetected. Nor can they
assume that if detected, they will be able to conceal their
identities. Governmental and private sector security professionals
have made significant advances in detecting and attributing cyber
intrusions.

• In May 2014, the US Department of Justice
indicted five officers from China's Peoples' Liberation Army on
charges of hacking US companies.

• In December 2014, computer security experts
reported that members of an Iranian organization were responsible
for computer operations targeting US military, transportation,
public utility, and other critical infrastructure networks.

Deterrence. Numerous actors remain
undeterred from conducting economic cyber espionage or perpetrating
cyber attacks. The absence of universally accepted and enforceable
norms of behavior in cyberspace has contributed to this situation.
The motivation to conduct cyber attacks and cyber espionage will
probably remain strong because of the relative ease of these
operations and the gains they bring to the perpetrators. The result
is a cyber environment in which multiple actors continue to test
their adversaries' technical capabilities, political resolve, and
thresholds. The muted response by most victims to cyber attacks has
created a permissive environment in which low-level attacks can be
used as a coercive tool short of war, with relatively low risk of
retaliation Additionally, even when a cyber attack can be
attributed to a specific actor, the forensic attribution often
requires a significant amount of time to complete. Long delays
between the cyber attack and determination of attribution likewise
reinforce a permissive environment.

Threat Actors

Politically motivated cyber attacks are now a
growing reality, and foreign actors are reconnoitering and
developing access to US critical infrastructure systems, which
night be quickly exploited for disruption if an adversary's intent
became hostile. In addition, those conducting cyber espionage are
targeting US government, military, and commercial networks on a
daily basis. These threats come from a range of actors, including:
(1) nation states with highly sophisticated cyber programs (such as
Russia or China), (2) nations with lesser technical capabilities
but possibly more disruptive intent (such as Iran or North Korea),
(3) profit-motivated criminals, and (4) ideologically motivated
hackers or extremists. Distinguishing between state and non-state
actors within the same country is often difficult—especially when
those varied actors actively collaborate, tacitly cooperate,
condone criminal activity that only harms foreign victims, or
utilize similar cyber tools.

Russia. Russia's Ministry of Defense
is establishing its own cyber command, which—according to senior
Russian military officials—will be responsible for conducting
offensive cyber activities, including propaganda operations and
inserting malware into enemy command and control systems. Russia's
armed forces are also establishing a specialized branch for
computer network operations.

• Computer security studies assert that
unspecified Russian cyber actors are developing means to access
industrial control systems (ICS) remotely. These systems manage
critical infrastructures such as electric power grids, urban
mass-transit systems, air-traffic control, and oil and gas
distribution networks. These unspecified Russian actors have
successfully compromised the product supply chains of three ICS
vendors so that customers download exploitative malware directly
from the vendors' websites along with routine software updates,
according to private sector cyber security experts.

China. Chinese economic espionage
against US companies remains a significant issue. The "advanced
persistent threat" activities continue despite detailed private
sector reports, public indictments, and US demarches, according to
a computer security study. China is an advanced cyber actor;
however, Chinese hackers often use less sophisticated cyber tools
to access targets. Improved cyber defenses would require hackers to
use more sophisticated skills and make China's economic espionage
more costly and difficult to conduct.

Iran. Iran very likely values its
cyber program as one of many tools for carrying out asymmetric but
proportional retaliation against political foes, as well as a
sophisticated means of collecting intelligence. Iranian actors have
been implicated in the 2012-13 DDOS attacks against US financial
institutions and in the February 2014 cyber attack on the Las Vegas
Sands casino company.

North Korea. North Korea is another
state actor that uses its cyber capabilities for political
objectives. The North Korean Government was responsible for the
November 2014 cyber attack on Sony Pictures Entertainment (SPE),
which stole corporate information and introduced hard drive erasing
malware into the company's network infrastructure, according to the
FBI. This attack coincided with the planned release of a SPE
feature film satire that depicted the planned assassination of the
North Korean president.

Terrorists. Terrorist groups will
continue to experiment with hacking, which could serve as the
foundation for developing more advanced capabilities. Terrorist
sympathizers will probably conduct low-level cyber attacks on
behalf of terrorist groups and attract attention of the media,
which might exaggerate the capabilities and threat posed by these
actors.

Integrity of Information

Most of the public discussion regarding cyber
threats has focused on the confidentiality and availability of
information; cyber espionage undermines confidentiality, whereas
denial-of-service operations and data-deletion attacks undermine
availability. In the future, however, */e might also see more cyber
operations that will change or manipulate electronic information in
order to compromise its integrity (i.e. accuracy and reliability)
instead of deleting it or disrupting access to it. Decisionmaking
by senior government officials (civilian and military), corporate
executives, investors, or others will be impaired if they cannot
trust the information they are receiving.

• Successful cyber operations targeting the
integrity of information would need to overcome any
institutionalized checks and balances designed to prevent the
manipulation of data, for example, market monitoring and clearing
functions in the financial sector.

COUNTERINTELLIGENCE

We assess that the leading state intelligence
threats to US interests in 2015 will continue to be Russia and
China, based on their capabilities, intent, and broad operational
scopes. Other states in South Asia, the Near East, and East Asia
will pose increasingly sophisticated local and regional
intelligence threats to US interests. For example, Iran's
intelligence and security services continue to view the United
States as a primary threat and have stated publicly that they
monitor and counter US activities in the region.

Penetrating the US national decisionmaking
apparatus and Intelligence Community will remain primary objectives
for foreign intelligence entities. Additionally, the targeting of
national security information and proprietary information from US
companies and research institutions dealing with defense, energy,
finance, dual-use technology, and other areas will be a persistent
threat to US interests.

Non-state entities, including transnational
organized criminals and terrorists, will continue to employ human,
technical, and cyber intelligence capabilities that present a
significant counterintelligence challenge. Like state intelligence
services, these non-state entities recruit sources and perform
physical and technical surveillance to facilitate their illegal
activities and avoid detection and capture.

The internationalization of critical US
supply chains and service infrastructure, including for the ICT,
civil infrastructure, and national security sectors, increases the
potential for subversion. This threat includes individuals, small
groups of "hacktivists," commercial firms, and state intelligence
services.

Trusted insiders who disclose sensitive US
Government information without authorization will remain a
significant threat in 2015. The technical sophistication and
availability of information technology that can be used for
nefarious purposes exacerbates this threat.

TERRORISM

Sunni violent extremists are gaining momentum
and the number of Sunni violent extremist groups, members, and safe
havens is greater than at any other point in history. These groups
challenge local and regional governance and threaten US allies,
partners, and interests. The threat to key US allies and partners
will probably increase, but the extent of the increase will depend
on the level of success that Sunni violent extremists achieve in
seizing and holding territory whether or not attacks on local
regimes and calls for retaliation against the West are accepted by
their key audiences, and the durability of the US-led coalition in
Iraq and Syria.

Sunni violent extremists have taken advantage
of fragile or unstable Muslim-majority countries to make
territorial advances, seen in Syria and Iraq, and will probably
continue to do so. They also contribute to regime instability and
internal conflict by engaging in high levels of violence. Most will
be unable to seize and hold territory on a large scale, however, as
long as local, regional, and international support and resources
are available and dedicated to halting their progress. The increase
in the number of Sunni violent extremist groups also will probably
be balanced by a lack of cohesion and authoritative leadership.
Although the January 2015 attacks against Charlie Hebdo in Paris is
a reminder of the threat to the West, most groups place a higher
priority on local concerns than on a tacking the so-called far
enemy—the United States and the West—as advocated by core al-
Qa'ida.

Differences in ideology and tactics will
foster competition among some of these groups, particularly if a
unifying figure or group does not emerge. In some cases,
groups—even if hostile to each other— will ally against common
enemies. For example, some Sunni violent extremists will probably
gain support from like-minded insurgent or anti-regime groups or
within disaffected or disenfranchised communities because they
share the goal of radical regime change.

Although most homegrown violent extremists
(HVEs) will probably continue to aspire to travel overseas,
particularly to Syria and Iraq, they will probably remain the most
likely Sunni violent extremist threat to the US homeland because of
their immediate and direct access. Same might have been inspired by
calls by the Islamic State of Iraq and the Levant (ISIL) in late
September for individual jihadists in the West to retaliate for
US-led airstrikes on ISIL. Attacks by lone actors are among the
most difficult to warn about because they offer few or no
signatures.

If ISIL were to substantially increase the
priority it places on attacking the West rather than fighting to
maintain and expand territorial control, then the group's access to
radicalized Westerners who have fought in Syria and Iraq would
provide a pool of operatives who potentially have access to the
United States and other Western countries. Since the conflict began
in 2011, more than 20,000 foreign fighters—at least 3,400 of whom
are Westerners—have gone to Syria from more than 90 countries.

WEAPONS OF MASS DESTRUCTION AND
PROLIFERATION

Nation-states' efforts to develop or acquire
weapons of mass destruction (WMD), their delivery systems, or their
underlying technologies constitute a major threat to the security
of the United States, its deployed troops, and allies. Syrian
regime use of chemical weapons against the opposition further
demonstrates that the threat of WMD is real. The time when only a
few states had access to the most dangerous technologies is past.
Biological and chemical materials and technologies, almost always
dual-use, move easily in the globalized economy, as do personnel
with the scientific expertise to design and use them. The latest
discoveries in the life sciences also diffuse rapidly around the
globe.

Iran Preserving Nuclear Weapons Option

We continue to assess that Iran's overarching
strategic goals of enhancing its security, prestige, and regional
influence have led it to pursue capabilities to meet its civilian
goals and give it the ability to build missile-deliverable nuclear
weapons, if it chooses to do so. We do not know whether Iran will
eventually decide to build nuclear weapons.

We also continue to assess that Iran does not
face any insurmountable technical barriers to producing a nuclear
weapon, making Iran's political will the central issue. However,
Iranian implementation of the Joint Plan of Action (JPOA) has at
least temporarily inhibited further progress in its uranium
enrichment and plutonium production capabilities and effectively
eliminated Iran's stockpile of 20 percent enriched uranium. The
agreement has also enhanced the transparency of Iran's nuclear
activities, mainly through improved International Atomic Energy
Agency (IAEA) access and earlier warning of any effort to make
material for nuclear weapons using its safeguarded facilities.

We judge that Tehran would choose ballistic
missiles as its preferred method of delivering nuclear weapons, if
it builds them. Iran's ballistic missiles are inherently capable of
delivering WMD, and Tehran already has the largest inventory of
ballistic missiles in the Middle East. Iran's progress on space
launch vehicles—along with its desire to deter the United States
and its allies—provides Tehran with the means and motivation to
develop longer-range missiles, including intercontinental ballistic
missiles (ICBMs).

North Korea Developing WMD-Applicable
Capabilities

North Korea's nuclear weapons and missile
programs pose a serious threat to the United States and to the
security environment in East Asia. North Korea's export of
ballistic missiles and associated materials to several countries,
including Iran and Syria, and its assistance? to Syria's
construction of a nuclear reactor, destroyed in 2007, illustrate
its willingness to proliferate dangerous technologies.

In 2013, following North Korea's third
nuclear test, Pyongyang announced its intention to "refurbish and
restart" its nuclear facilities, to include the uranium enrichment
facility at Yongbyon, and to restart its graphite-moderated
plutonium production reactor that was shut down in 2007. We assess
that North Korea has followed through on its announcement by
expanding its Yongbyon enrichment facility and restarting the
reactor.

North Korea has also expanded the size and
sophistication of its ballistic missile forces, ranging from
close-range ballistic missiles to ICBMs, while continuing to
conduct test launches. In 2014, North Korea launched an
unprecedented number of ballistic missiles.

Pyongyang is committed to developing a
long-range, nuclear-armed missile that is capable of posing a
direct threat to the United States and has publicly displayed its
<N08 road-mobile ICBM twice. We assess that North Korea has
already taken initial steps toward fielding this system, although
the system has not been flight-tested.

Because of deficiencies in their conventional
military forces, North Korean leaders are focused on developing
missile and WMD capabilities, particularly building nuclear
weapons. Although North Korean state media regularly carries
official statements on North Korea's justification for building
nuclear weapons and threatening to use them as a defensive or
retaliatory measure, we do not know the details of Pyongyang's
nuclear doctrine or employment concepts. We have long assessed
that, in Pyongyang's view, its nuclear capabilities are intended
for deterrence, international prestige, and coercive diplomacy.

China's Expanding Nuclear Forces

The People's Liberation Army's (PLA's) Second
Artillery Force continues to modernize its nuclear missile force by
adding more survivable road-mobile systems and enhancing its
silo-based systems. This new generation of missiles is intended to
ensure the viability of China's strategic deterrent by providing a
second strike capability. In addition, the PLA Navy continues to
develop the JL-2 submarine-launched ballistic missile (SLBM) and
might produce additional JIN-class nuclear-powered ballistic
missile submarines. The JIN-class submarines, armed with JL-2
SLBMs, will give the PLA Navy its first long-range, sea-based
nuclear capability. We assess that the Navy will soon conduct its
first nuclear deterrence patrols.

Russia's New Intermediate-Range Cruise
Missile

Russia has developed a new cruise missile
that the United States has declared to be in violation of the
Intermediate-Range Nuclear Forces (INF) Treaty. In 2013, Sergei
Ivanov, a senior Russian administration official, commented in an
interview how the world had changed since the time the INF Treaty
was signed 1987 and noted that Russia was "developing appropriate
weapons systems" in light of the proliferation of intermediate- and
shorter-range ballistic missile technologies around the world.
Similarly, as far back as 2007, Ivanov publicly announced that
Russia had tested a ground-launched cruise missile for its Iskander
weapon system, whose range complied with the INF Treaty "for now."
The development of a cruise missile that is inconsistent with INF,
combined with these statements about INF, calls into question
Russia's commitment to this treaty.

WMD Security in Syria

In June 2014, Syria's declared CW stockpile
was removed for destruction by the international community. The
most hazardous chemical agents were destroyed aboard the MV CAPE
RAY as of August 2014. The United States and its allies continue to
work closely with the Organization for the Prohibition of Chemical
Weapons (OPCW) to verify the completeness and accuracy of Syria's
Chemical Weapons Convention (CWC) declaration. We judge that Syria,
despite signing the treaty, has used chemicals as a means of
warfare since accession to the CWC in 2013. Furthermore, the OPCW
continues to investigate allegations of chlorine use in Syria.

SPACE AND COUNTERSPACE

Threats to US space systems and services will
increase during 2015 and beyond as potential adversaries pursue
disruptive and destructive counterspace capabilities. Chinese and
Russian military leaders understand the unique information
advantages afforded by space systems and services and are
developing capabilities to deny access in a conflict. Chinese
military writings highlight the need to interfere with, damage, and
destroy reconnaissance, navigation and communication satellites.
China has satellite jamming capabilities and is pursuing
antisatellite systems. In July 2014, China conducted a
nondestructive antisatellite missile test. China conducted a
previous destructive test of the system in 2007, which created
long-lived space debris. Russia's 2010 Military Doctrine emphasizes
space defense as a vital component of its national defense. Russian
leaders openly assert that the Russian armed forces have
antisatellite weapons and conduct antisatellite research. Russia
has satellite jammers and is pursuing antisatellite systems.

TRANSNATIONAL ORGANIZED CRIME

Transnational Organized Crime (TOC) is a
global, persistent threat to our communities at home and our
interests abroad. Savvy, profit-driven criminal networks traffic in
drugs, persons, wildlife, and weapons; corrode security and
governance; undermine legitimate economic activity and the rule of
law; cost economies important revenue; and undercut US development
efforts.

Drug Trafficking

Drug trafficking will remain a major TOC
threat to the United States. Mexico is the largest foreign producer
of US-bound marijuana, methamphetamines, and heroin, and the
conduit for the overwhelming majority of US-bound cocaine from
South America. The drug trade also undermines US interests abroad,
eroding stability in parts of Africa and Latin America; Afghanistan
accounts for 80 percent of the world's opium production. Weak
Central American states will continue to be the primary transit
area for the majority of US-bound cocaine. The Caribbean is
becoming an increasingly important secondary transit area for US-
and European-bound cocaine. In 2013, the world's capacity to
produce heroin reached the second highest level in nearly 20 years,
increasing the likelihood that the drug will remain accessible and
inexpensive in consumer markets in the United States, where
heroin-related deaths have surged since 2007. New psychoactive
substances (NPS), including synthetic cannabinoids and synthetic
cathinones, pose an emerging and rapidly growing global public
health threat. Since 2009, US law enforcement officials have
encountered more than 240 synthetic compounds. Worldwide, 348 new
psychoactive substances had been identified, exceeding the number
of 234 illicit substances under international controls.

Criminals Profiting from Global
Instability

Transnational criminal organizations will
continue to exploit opportunities in ongoing conflicts to
destabilize societies, economies, and governance. Regional unrest,
population displacements, endemic corruption, and political turmoil
will provide openings that criminals will exploit for profit and to
improve their standing relative to other power brokers.

Corruption

Corruption facilitates transnational
organized crime and vice versa. Both phenomena exacerbate other
threats to local, regional, and international security. Corruption
exists at some level in all countries; however, the symbiotic
relationship between government officials and TOC networks is
particularly pernicious in some countries. One example is Russia,
where the nexus among organized crime, state actors, and business
blurs the distinction between state policy and private gain.

Human Trafficking

Human trafficking remains both a human rights
concern and a challenge to international security. Trafficking in
persons has become a lucrative source of revenue - estimated to
produce tens of billions of dollars annually. Human traffickers
leverage corrupt officials, porous borders, and lax enforcement to
ply their illicit trade. This exploitation of human lives for
profit continues to occur in every country in the world -
undermining the rule of law and corroding legitimate institutions
of government and commerce.

Wildlife Trafficking

Illicit trade in wildlife, timber, and marine
resources endangers the environment, threatens rule of law and
border security in fragile regions, and destabilizes communities
that depend on wildlife for biodiversity and ecotourism. Increased
demand for ivory and rhino horn in Asia has triggered unprecedented
increases in poaching in Africa. Criminal elements, often in
collusion with corrupt government officials or security forces, are
involved in poaching and movement of ivory and rhino horn across
Africa. Poaching presents significant security challenges for
militaries and police forces in African nations, which often are
outgunned by poachers and their allies. Illegal, unreported, and
unregulated fishing threatens food security and the preservation of
marine resources. It often occurs concurrently with forced labor in
the fishing industry.

Theft of Cultural Properties, Artifacts, and
Antiquities

Although the theft and trafficking of
cultural heritage and art are traditions as old as the cultures
they represent, transnational organized criminals are acquiring,
transporting, and selling valuable cultural property and art more
swiftly, easily, and stealthily. These criminals operate on a
global scale without regard for laws, borders, nationalities or the
significance of the treasures they smuggle.

ECONOMICS AND NATURAL RESOURCES

The global economy continues to adjust to and
recover from the global financial crisis that began in 2008;
economic growth since that period is lagging behind that of the
previous decade. Resumption of sustained growth has been elusive
for many of the world's largest economies, particularly in European
countries and Japan. The prospect of diminished or forestalled
recoveries in these developed economies as well as disappointing
growth in key developing countries has contributed to a
readjustment of energy and commodity markets.

Energy and Commodities

Energy prices experienced sharp declines
during the second half of 2014. Diminishing global growth
prospects, OPEC's decision to maintain its output levels, rapid
increases in unconventional oil production in Canada and the United
States, and the partial resumption of some previously sidelined
output in Libya and elsewhere helped drive down prices by more than
half since July, the first substantial decline since 2008-09.
Lower-priced oil and gas will give a boost to the global economy,
with benefits enjoyed by importers more than outweighing the costs
to exporters.

Macroeconomic Stability

Extraordinary monetary policy or
"quantitative easing" has helped revive growth in the United States
since the global financial crisis. However, this recovery and the
prospect of higher returns in the United States will probably
continue to draw investment capital from the rest of the world,
where weak growth has left interest rates depressed.

Global output improved slightly in 2014 but
continued to lag the growth rates seen before 2008. Since 2008, the
worldwide GDP growth rate has averaged about 3.2 percent, well
below its 20-year, pre-GFC average of 3.9 percent. Looking ahead,
prospects for slowing economic growth in Europe and China do not
bode well for the global economic environment.

Economic growth has been inconsistent among
developed and developing economies alike. Outside of the largest
economies—the United States, the EU, and China—economic growth
largely stagnated worldwide in 2014, slowing to 2.1 percent. As a
result, the difference in growth rates of developing countries and
developed countries continued to narrow—to 2.6 percentage points.
This gap, smallest in more than a decade, underscores the continued
weakness in emerging markets, whose previously much-higher average
growth rates helped drive global growth.

HUMAN SECURITY

Critical Trends Converging

Several trends are converging that will
probably increase the frequency of shocks to human security in
2015. Emerging infectious diseases and deficiencies in
international state preparedness to address them remain a threat,
exemplified by the epidemic spread of the Ebola virus in West
Africa. Extremes in weather combined with public policies that
affect food and water supplies will probably exacerbate
humanitarian crises. Many states and international institutions
will look to the United States in 2015 for leadership to address
human security issues, particularly environment and global health,
as well as those caused by poor or abusive governance.

Global trends in governance are negative and
portend growing instability. Poor and abusive governance threatens
the security and rights of individuals and civil society in many
countries throughout the world. The overall risk for mass
atrocities—driven in part by increasing social mobilization,
violent conflict, and a diminishing quality of governance—is
growing. Incidents of religious persecution also are on the rise.
Legal restrictions on NGOs and the press, particularly those that
expose government shortcomings or lobby for reforms, will probably
continue.

Infectious Disease Continues To Threaten
Human Security Worldwide

Infectious diseases are among the foremost
health security threats. A more crowded and interconnected world is
increasing the opportunities for human and animal diseases to
emerge and spread globally. This has been demonstrated by the
emergence of Ebola in West Africa on an unprecedented scale. In
addition, military conflicts and displacement of populations with
loss of basic infrastructure can lead to spread of disease. Climate
change can also lead to changes in the distribution of vectors for
diseases.

• The Ebola outbreak, which began in late
2013 in a remote area of Guinea, quickly spread into neighboring
Liberia and Sierra Leone and then into dense urban transportation
hubs, where it began spreading out of control. Gaps in disease
surveillance and reporting, limited health care resources, and
other factors contributed to the outpacing of the international
community's response in West Africa. Isolated Ebola cases appeared
outside of the most affected countries—notably in Spain and the
United States—and the disease will almost certainly continue in
2015 to threaten regional economic stability, security, and
governance.

• Antimicrobial drug resistance is
increasingly threatening global health security. Seventy percent of
known bacteria have acquired resistance to at least one antibiotic
that is used to treat infections, threatening a return to the
pre-antibiotic era. Multidrug-resistant tuberculosis has emerged in
China, India, Russia, and elsewhere. During the next twenty years
antimicrobial drug-resistant pathogens will probably continue to
increase in number and geographic scope, worsening health outcomes,
straining public health budgets, and harming US interests
throughout the world.

• MERS, a novel virus from the same family as
SARS, emerged in 2012 in Saudi Arabia. Isolated cases migrated to
Southeast Asia, Europe, and the United States. Cases of highly
pathogenic influenza are also continuing to appear in different
regions of the world. HIV/AIDS and malaria, although trending
downward, remain global health priorities. In 2013, 2.1 million
people were newly infected with HIV and 584,000 were killed by
malaria, according to the World Health Organization. Diarrheal
diseases like cholera continue to take the lives of 800,000
children annually.

• The world's population remains vulnerable
to infectious diseases because anticipating which pathogen might
spread from animals to humans or if a human virus will take a more
virulent form is nearly impossible. For example, if a highly
pathogenic avian influenza virus like H7N9 were to become easily
transmissible among humans, the outcome could be far more
disruptive than the great influenza pandemic of 1918. It could lead
to global economic losses, the unseating of governments, and
disturbance of geopolitical alliances.

Extreme Weather Exacerbating Risks to Global
Food and Water Security

Extreme weather, climate change, and public
policies that affect food and water supplies will probably create
or exacerbate humanitarian crises and instability risks. Globally
averaged surface temperature rose approximately 0.8 degrees Celsius
(about 1.4 degrees Fahrenheit) from 1951 to 2014; 2014 was warmest
on earth since recordkeeping began. This rise in temperature has
probably caused an increase in the intensity and frequency of both
heavy precipitation and prolonged heat waves and has changed the
spread of certain diseases. This trend will probably continue.
Demographic and development trends that concentrate people in
cities—often along coasts—will compound and amplify the impact of
extreme weather and climate change on populations. Countries whose
key systems - food, water, energy, shelter, transportation, and
medical - are resilient will be better able to avoid significant
economic and human losses from extreme weather.

• Global food supplies will probably be
adequate for 2015 but are becoming increasingly fragile in Africa,
the Middle East, and South Asia. The risks of worsening food
insecurity in regions of strategic importance to the United States
will increase because of threats to local food availability, lower
purchasing power, and counterproductive government policies. Price
shocks will result if extreme weather or disease patterns
significantly reduce food production in multiple areas of the
world, especially in key exporting countries.

• Risks to freshwater supplies—due to
shortages, poor quality, floods, and climate change—are growing.
These problems hinder the ability of countries to produce food and
generate energy, potentially undermining global food markets and
hobbling economic growth. Combined with demographic and economic
development pressures, such problems will particularly hinder the
efforts of North Africa, the Middle East, and South Asia to cope
with their water problems. Lack of adequate water might be a
destabilizing factor in countries that lack the management
mechanisms, financial resources, political will, or technical
ability to solve their internal water problems.

• Some states are heavily dependent on river
water controlled by upstream nations. When upstream water
infrastructure development threatens downstream access to water,
states might attempt to exert pressure on their neighbors to
preserve their water interests. Such pressure might be applied in
international forums and also includes pressing investors,
nongovernmental organizations, and donor countries to support or
halt water infrastructure projects. Some countries will almost
certainly construct and support major water projects. Over the
longer term, wealthier developing countries will also probably face
increasing water-related social disruptions. Developing countries,
however, are almost certainly capable of addressing water problems
without risk of state failure. Terrorist organizations might also
increasingly seek to control or degrade water infrastructure to
gain revenue or influence populations.

Increase in Global Instability Risk

Global political instability risks will
remain high in 2015 and beyond. Mass atrocities, sectarian or
religious violence, and curtailed NGO activities will all continue
to increase these risks. Declining economic conditions are
contributing to risk of instability or internal conflict.

• Roughly half of the world's countries not
already experiencing or recovering from instability are in the
"most risk" and "significant risk" categories for
regime-threatening and violent instability through 2015.

• Overall international will and capability
to prevent or mitigate mass atrocities will probably diminish in
2015 owing to reductions in government budgets and spending.

• In 2014, about two dozen countries
increased restrictions on NGOs. Approximately another dozen also
plan to do so in 2015, according to the International Center for
Nonprofit Law.

REGIONAL THREATS

MIDDLE EAST AND NORTH AFRICA

Iraq

Over six months into the coalition campaign
against the Islamic State of Iraq and the Levant (ISIL), the
frontlines against the group in Iraq have largely stabilized; no
side is able to muster the resources necessary to attain its
territorial ambitions. The Iraqi Security Forces (ISF), Peshmerga,
Shia militants, and a few tribal allies—bolstered by air and
artillery strikes, weapons, and advice from the United States, Arab
and Western allies, and Iran—have prevented ISIL from gaining large
swaths of additional territory.

Sectarian conflict in mixed Shia-Sunni areas
in and around Baghdad that can undermine progress against ISIL is
growing. ISF and Shia militants are conducting a campaign of
retribution killings and forced displacement of Sunni civilians in
several areas contested by Sunni militants.

Since taking office, Prime Minister al-Abadi
has taken steps to change the ethno-sectarian tone in Baghdad,
including engaging Sunni tribal leaders and reaching a tentative
oil agreement with the Kurdistan Regional Government. However, the
ethnosectarian nature of security operations and persistent
distrust among Iraqi leaders risk undermining Abadi's nascent
political progress.

Syria

The Syrian regime made consistent gains in
2014 in parts of western Syria that it considers key, retaking
ground in eastern Damascus, Horns, and Latakia; it is close to
surrounding Aleppo city. The regime will require years to reassert
significant control over the country.

• The bulk of the opposition in the north is
fighting on three fronts—against the regime, the
al-Qa'ida-affiliated Nusrah Front, and ISIL. The opposition in the
south has made steady gains in areas that the regime has not made a
priority and where ISIL has only a limited presence.

The stability of Syria's neighbors is at risk
due to the country's prolonged conflict, which will strain regional
economies forced to absorb millions of refugees. The conflict will
also encourage regional sectarianism and continue to incubate
extremist groups that will use Syria as a launching pad for attacks
across the Middle East.

• The Syrian conflict is also putting huge
economic and resource strains on countries in the region primarily
due to the nearly 4 million refugees fleeing the conflict. Most of
the refugees have fled to neighboring states. More than 620,000 are
in Jordan; almost 1.6 million are in Turkey; almost 1.2 million are
in Lebanon; and more than 240,000 are in Iraq. These states have
requested additional international support to manage the
influx.

Islamic State of Iraq and the Levant

In an attempt to strengthen its self-declared
caliphate, ISIL probably plans to conduct operations against
regional allies, Western facilities, and personnel in the Middle
East; it has already executed Western and Japanese hostages as well
as a Jordanian Air Force pilot. ISIL leader Abu Bakr al-Baghdadi
outlined the group's ambitious external goals, including the
expansion of the caliphate into the Arabian Peninsula and North
Africa and attacks against Western, regional, and Shia interests,
according to a public statement in November 2014.

• In September 2014, ISIL publicly called on
all Sunnis to retaliate for US-led airstrikes in Iraq and Syria,
advocating the targeting of law enforcement and other government
officials using any means available. Individuals from Europe and
North America who have trained and fought with ISIL can return home
and conduct attacks either on their own or on ISIL's behalf. The
French citizen arrested in May 2014 for a shooting at a Jewish
museum in Brussels had returned from fighting, probably with ISIL
in Syria, and was wrapped in a flag with ISIL inscriptions when he
was apprehended. We do not know whether he acted at ISIL's
behest.

Iran

The Islamic Republic of Iran is an ongoing
threat to US national interests because of its support to the Asad
regime in Syria, promulgation of anti-Israeli policies, development
of advanced military capabilities, and pursuit of its nuclear
program. President Ruhani—a longstanding member of the regime
establishment—will not depart from Iran's national security
objectives of protecting the regime and enhancing Iranian influence
abroad, even while attempting different approaches to achieve these
goals. He requires Supreme Leader Khamenei's support to continue
engagement with the West, moderate foreign policy, and ease social
restrictions within Iran.

Iran possesses a substantial inventory of
theater ballistic missiles capable of reaching as far as some areas
of southeastern Europe. Tehran is developing increasingly
sophisticated missiles and improving the range and accuracy of its
other missile systems. Iran is also acquiring advanced naval and
aerospace capabilities, including naval mines, small but capable
submarines, coastal defense cruise missile batteries, attack craft,
anti-ship missiles, and armed unmanned aerial vehicles.

In Iraq and Syria, Iran seeks to preserve
friendly governments, protect Shia interests, defeat Sunni
extremists, and marginalize US influence. The rise of ISIL has
prompted Iran to devote more resources to blunting Sunni extremist
advances that threaten Iran's regional allies and interests. Iran's
security services have provided robust military support to Baghdad
and Damascus, including arms, advisers, funding, and direct combat
support. Both conflicts have allowed Iran to gain valuable
on-the-ground experience in counterinsurgency operations. Iranian
assistance; has been instrumental in expanding the capabilities of
Shia militants in Iraq. The ISIL threat has also reduced Iraqi
resistance to integrating those militants, with Iranian help, into
the Iraqi Security Forces, but Iran has uneven control over these
groups.

Despite Iran's intentions to dampen
sectarianism, build responsive partners, and deescalate tensions
with Saudi Arabia, Iranian leaders—particularly within the security
services—are pursuing policies with negative secondary consequences
for regional stability and potentially for Iran. Iran's actions to
protect and empower Shia communities are fueling growing fears and
sectarian responses.

Libya

We assess that Libya will remain volatile in
2015. Political polarization and broadening militia violence have
pushed Libya into a civil war. Nearly four years since the
evolution that toppled Qadhafi, rival governments have emerged,
leaving the country with no clear legitimate political authority or
credible security forces. Militias aligned with the rival
governments continue to vie for dominance in Tripoli and
Benghazi.

• In Benghazi, fighting that began in May
2014 is ongoing between forces aligned with former General Khalifa
Hater's Operation Dignity forces and Ansar al-Sharia (AAS) and
allied groups. In Tripoli, the Libya Dawn militias have driven
their Zintani militia rivals out of the city, but fighting
continues southwest of Tripoli.

• UN efforts to facilitate a negotiated
resolution between Libya's rival governments have shown limited
momentum but as of early February 2015 have not made tangible
progress toward a unity government or a durable cease-fire.

Extremists and terrorists from
al-Qa'ida-affiliated and allied groups are using Libya's permissive
security environment as a safe haven to plot attacks, including
against Western interests in Libya and the region. ISIL also has
declared the country part of its caliphate, and ISIL-aligned
extremists are trying to institute sharia in parts of the
country.

Yemen

The Huthis have emerged as the most powerful
group in Yemen since taking Sanaa last fall and are poised to
dominate the political process after President's Hadi's resignation
and their dissolution of the government. The group, however,
continues to face resistance as it expands toward the south and
east. Southern Yemeni leaders have been alarmed by the Huthi's
consolidation of control in Sanaa and are poised to oppose further
Huthi expansion south. Al-Qa'ida in the Arabian Peninsula (AQAP)
has taken advantage of many Sunni tribes' opposition to Huthi
expansion to gain recruits to fight against the Huthis.

Chronic and severe economic and humanitarian
problems, exacerbated by repeated pipeline attacks and the Huthis'
push to reinstate costly fuel subsidies, will continue to undercut
government control and legitimacy. Yemen will probably continue
pressuring donor nations to make good on aid pledges while
negotiating with tribes outside of Sanaa's control to keep oil
exports flowing.

Huthi ascendency in Yemen has increased
Iran's influence as well.

Lebanon

Lebanon continues to struggle with spillover
from the Syrian conflict, including periodic sectarian violence:
terrorist attacks: and the economic, political, and sectarian
strain associated with refugees.

• Lebanon faces growing threats from
terrorist groups, including the al-Nusrah Front and ISIL. Sunni
extremists are trying to establish networks in Lebanon and nave
increased attacks against Lebanese army and Hizballah positions
along the Lebanese-Syrian border. Lebanon potentially faces a
protracted conflict in northern and eastern parts of the country
from extremist groups seeking to seize Lebanese territory,
supplies, and hostages.

• The presence of over one million mostly
Sunni Syrian refugees in Lebanon, which has a population of only
4.1 million, has significantly altered Lebanon's sectarian
demographics and is a continuing burden on the Lebanese economy. In
October 2014, the cabinet further tightened entry restrictions to
allow only "extreme humanitarian cases" into the country. Arrivals
have declined 75 to 90 percent since August, most recently due in
part to the new restrictions.

Egypt

Egyptian officials have announced that
legislative elections will start in March 2015 and that voting will
be staggered in phases over seven weeks. Egypt faces a persistent
threat of terrorist and militant violence that is directed
primarily at the state security forces both in the Sinai Peninsula
and mainland Egypt. Since mid-2013, Sinai-based terrorist group
Ansar Bayt al-Maqdis (ABM)—affiliated since November with ISIL—has
claimed responsibility for some of the most sophisticated and
deadly attacks against Egyptian security forces in decades.

Tunisia

Tunisia has transitioned to a permanent
democratic government. Beji Caid Essebsi was elected President in
the presidential runoff election in December 2014. In January 2015,
Essebsi's political party Nidaa Tounes selected former Interior
Minister Essid to become Prime Minister.

• In early February, Prime Minister Habib
Essid formed a broad-based coalition government, led by Nidaa
Tounes. which included Islamist party al-Nahda and several smaller
parties. The new government almost certainly recognizes Tunisia's
economic and security challenges.

The permanent government will inherit one of
the highest youth unemployment rates in the world, a high budget
deficit, and decreasing Foreign Direct Investment and balance of
payments. It will struggle to meet public expectations for swift
economic progress.

EUROPE

Turkey

Turkey will remain a critical partner in a
wide range of US security policy priorities, including anti-ISIL
and broader counterterrorism efforts. Joint US-Turkish efforts to
stem instability in Iraq and Syria share the same goals but employ
different approaches, increasing tension in the bilateral
relationship. Turkish President Erdogan and leaders of the ruling
Justice and Development Party (AKP) are focused on the general
elections, which are scheduled to be held in June 2015

• Ankara will be more inclined to support the
anti-ISIL coalition if the coalition agrees to focus efforts
against Asad, including setting up an internationally guaranteed
buffer zone in Syria.

• Turkey is concerned that the Kurdish
Democratic Union (PYD)—a group it believes is affiliated with the
Kurdistan People's Congress (KGK/former PKK)—will gain
international legitimacy.

Key Partners

The Transatlantic partnership remains vital
as the United State:, works with European leaders to maintain a
concerted response to Russia's action in Ukraine and to other
security challenges on the European continent and beyond. Europeans
are working to address fiscal challenges and encourage economic
growth while maintaining and strengthening financial
governance.

• The Transatlantic Trade and Investment
Partnership has the potential to help generate economic growth for
both the United States and Europe, reinforce the transatlantic
link, and address public concerns about data privacy and food and
health standards.

RUSSIA AND EURASIA

Russia

The Ukrainian crisis has profoundly affected
Russia's relations with the West and will have far-reaching effects
on Russia's domestic politics, economic development, and foreign
policy.

President Vladimir Putin enjoys some of his
highest domestic approval ratings in all his years in office. An
intense state media propaganda campaign has stoked Russians'
perception that Putin righted a historical wrong in orchestrating
Russia's seizure of Crimea and reasserted Russia's great-power
interests against a hostile West.

At the same time, the crisis in Ukraine has
exacerbated preexisting domestic problems in Russia. The fall of
former Ukrainian President Viktor Yanukovych's government in
February 2014 has almost certainly deepened the Kremlin's concerns
over the dangers of mass demonstrations and has intensified the
Kremlin's efforts to defuse what it sees as potential catalysts for
protests in Russia.

Russia's economy was in decline even before
the crisis began. Growth stagnated in 2014 due to declining oil
prices, large capital outflows, and a sharply declining ruble. In
addition, economic sanctions cut off some Russian firms from
Western financing. These factors have increased the real and
perceived risks of doing business in Russia, raised the overall
cost of international credit, and will probably drive Russia into
recession in 2015.

Moscow is pushing for greater regional
integration, pressing neighboring states to follow the example of
Belarus and Kazakhstan and join the Moscow-led Eurasian Economic
Union. The Kremlin is also cultivating its relationship with China,
seeking to maintain some influence in Europe and emphasizing
multilateral forums to counter what Moscow views as US
unilateralism. These trends were already present in Russian
diplomacy, but the Ukrainian crisis has almost certainly lent
emphasis to these policies.

Russia is taking information warfare to a new
level, working to fan anti-US and anti-Western sentiment both
within Russia and globally. Russian state-controlled media publish
false and misleading information in an effort to discredit the
West, undercut consensus on Russia, and build sympathy for Russian
positions.

In Ukraine, Russia has demonstrated its
willingness to covertly use military and paramilitary forces in a
neighboring state—a development that raises anxieties in states
along Russia's periphery. Future Russian deployments and force
posture changes will probably be designed to maximize their
diplomatic and public impact in Europe. Russian military officials
have announced plans to conduct more "out-of-area" air and naval
deployments, to include greater activity in the Caribbean and
Mediterranean Seas.

Moscow has made headway in modernizing its
nuclear and conventional forces, improving its training and joint
operational proficiency, modernizing its military doctrine to
integrate new methods of warfare, and developing long-range,
precision-strike capabilities. Despite its economic difficulties,
Moscow is committed to modernizing its military.

Ukraine, Moldova, and Belarus

Ukraine faces a daunting array of problems
after nearly a year of conflict with Russia and its proxies in
eastern Ukraine. At the same time, the crisis has fostered a sense
of national identity and unity. Public opinion has shifted heavily
in favor of pursuing integration with the EU while views of Russia
have become sharply negative. Moreover, for the first time, a
narrow majority of the population supports NATO membership.

Negotiations over the status of the
separatist-held territory in eastern Ukraine will almost certainly
be difficult and protracted. Russia has supplied substantial
quantities of heavy weapons to strengthen the separatists' forces
and covertly supports them with its own troops, both within Ukraine
and from across the border. More importantly, Moscow has
demonstrated that it is willing to intervene directly to prevent
the separatists from being defeated on the battlefield. Further
fighting is likely in 2015.

Ukraine's dire economic situation presents no
less a challenge to Kyiv than the conflict in the east. Ukraine
will be highly dependent on substantial outside financial
assistance for years to come.

In Moldova, the narrow victory of pro-EU
parties in the latest parliamentary elections suggests that Moldova
will push ahead with its European integration agenda. However,
Chisinau still faces numerous challenges in seeking to overcome
economic difficulties, entrenched corruption, and Moscow's
displeasure with Moldova's rejection of closer integration with
Russia. Any progress on resolving the political status of the
ethnic-Russian separatist region of Transnistria is unlikely.

On 1 January 2015, Belarus became, along with
Kazakhstan, a founding member of the Eurasian Economic Union (EEU),
a regional integration project that Moscow eventually plans to
transform into a Eurasian Union as a counterpart to the EU.
President Lukashenko has tread carefully in regard to the Ukrainian
crisis, declining to recognize Russia's seizure of Crimea, but
agreeing nevertheless to deepen military cooperation with
Moscow.

The Caucasus and Central Asia

In Georgia, progress is unlikely on the core
disputes between Tbilisi and Moscow, including Georgia's NATO
aspirations and the status of the occupied territories of Abkhazia
and South Ossetia. Tensions with Russia will remain high, and we
assess that Moscow will press Tbilisi to abandon closer EU and NATO
ties.

Armenia and Azerbaijan saw an increase in
2014 of ceasefire violations and a record number of casualties
along the Line of Contact (LOC), which separates ethnic Armenian
and Azerbaijani forces near the separatist region of
Nagorno-Karabakh. The increased violence highlights how the close
proximity of opposing military forces continues to pose a risk of
miscalculation and unintended escalation. Prospects for a peaceful
resolution in the foreseeable future are dim.

Central Asian states remain concerned about
regional instability in light of a reduced Coalition presence in
Afghanistan. Although they have long been alarmed about the
activities of Central Asian militant groups operating in
Afghanistan and Pakistan, they are increasingly worried about the
threat posed by the return of the small but growing number of their
nationals who have traveled to Syria to join violent Islamist
extremist groups. On the whole, however, the Central Asian states
will probably face more acute risks of instability in 2015 from
internal issues such as unclear political succession plans, weak
economies, ethnic tensions, and political repression—any of which
could produce a crisis with little warning.

EAST ASIA

China

China will continue to pursue an active
foreign policy—especially within the Asia Pacific—bolstered by
increasing capabilities and its firm stance on East and South China
Sea territorial disputes with rival claimants. The chances for
sustained tensions will persist bees use competing claimants will
probably pursue actions—including energy exploration—that others
perceive as infringing on their sovereignty. China will probably
seek to expand its economic role and outreach in the region,
pursuing broader acceptance of its economic initiatives, including
the Asia Infrastructure Investment Bank. Although China remains
focused on regional issues, it will seek a greater voice on major
international issues and in making new international rules.

Notwithstanding this external agenda, Chinese
leaders will focus primarily on addressing domestic concerns. The
Chinese Communist Party leadership under President Xi Jinping
announced an ambitious agenda of legal reforms in late 2014 that
built on its previous agenda of ambitious economic reforms—all
aimed at improving government efficiency and accountability and
strengthening the control of the Communist Party. The difficulty of
implementing these reforms and bureaucratic resistance to them
create the possibility of rising internal frictions as the agenda
moves forward. Beijing will also remain concerned about the
potential for domestic unrest or terrorist acts in Xinjiang and
Tibet, which might lead to renewed human rights abuses. Following
months of pro-democracy protests in late 2014, Chinese leaders will
monitor closely political developments in Hong Kong for signs of
instability.

North Korea

Three years after taking the helm of North
Korea, Kim Jong Un has further solidified his position as unitary
leader and final decision authority through purges, executions, and
leadership shuffles. Kim was absent from public view for 40 days in
late 2014, leading to widespread foreign media speculation about
his health and the regime's stability. The focus on Kim's health's
a reminder that the regime's stability might hinge on Kim's
personal status. Kim has no clearly identified successor and is
inclined to prevent the emergence of a clear "number two" who could
consolidate power in his absence. Kim and the regime have publicly
emphasized his focus on improving the country's troubled economy
and the livelihood of the North Korean people while maintaining the
tenets of a command economy. He has codified this approach via his
dual-track policy of economic development and advancement of
nuclear weapons. (Information on North Korea's nuclear weapons
program and intentions can be found above in the section on WMD and
Proliferation.) Despite renewed efforts at diplomatic outreach, Kim
continues to challenge the international community with provocative
and threatening behavior in pursuit of his goals, as prominently
demonstrated in the November 2014 cyber attack on Sony.

SOUTH ASIA

Afghanistan

President Ashraf Ghani and Chief Executive
Officer Abdullah Abdullah secured Parliament's approval of the
Bilateral Security Agreement and NATO Status of Forces Agreement
prior to the NATO Ministerial in December 2014. Despite the 12
January announcement of the r cabinet nominees, Ghani and Abdullah
have yet to win legislative approval for all of those nominated or
resolve the final details of their shared political powers derived
from their national unity government agreement. Resolving these
issues will require continued international engagement and
support.

International financial aid remains the most
important external determinant of the Kabul government's strength.
However, the slow economic recovery from the global financial
crisis has created fiscal challenges for many of Afghanistan's
primary donors, particularly in Europe and Japan. These economic
hurdles at home have reduced donors' enthusiasm and capacity to
provide Afghanistan additional long-term financial aid above levels
pledged through 2017 and reaffirmed in 2014 at the London
Conference and NATO Wales Summit.

The Afghan National Security Forces (ANSF)
prevented the Taliban from achieving a decisive military advantage
in 2014. The ANSF, however, will require continued international
security sector support and funding to stave off an increasingly
aggressive Taliban insurgency through 2015. The ANSF, with the help
of anti-Taliban powerbrokers and international funding, will
probably maintain control of most major population centers.
However, the forces will most likely cede control of some rural
areas. Without international funding, the ANSF will probably not
remain a cohesive or viable force.

The Taliban will probably remain largely
cohesive under the leadership of Mullah Omar and sustain its
countrywide campaign to take territory in outlying areas and
steadily reassert influence over significant portions of the
Pashtun countryside, positioning itself for greater territorial
gains in 2015. Reliant on Afghanistan's opiate trade as a key
domestic source of funding, the Taliban will be able to exploit
increasing opium poppy cultivation and potential heroin production
for ready revenue. The Taliban has publicly touted the end of the
mission of the International Security and Assistance Force (ISAF)
and coalition drawdown as a sign of its inevitable victory,
reinforcing its commitment to returning to power.

Pakistan

Pakistan will probably continue to implement
some economic reforms and target anti-Pakistan militants and their
activities.

• Prime Minister Sharif's promises to address
economic, energy, and security issues almost certainly fell short
of high public expectations. Furthermore, his standing weakened
when he reportedly asked the Army to step in and handle opposition
protests in late 2014.

• We assess that Islamabad will approve some
additional economic reforms in 2015. Undertaking future economic
and energy reforms will be more challenging and will probably face
greater political and popular opposition.

• The Pakistan Government will probably focus
in 2015 on diminishing the capabilities of the Tehrik-i-Taliban
(TTP), which claimed the attack on a school in December - leaving
over 100 children dead.

We judge that Pakistan will aim to establish
positive rapport with the new Afghan Government, but longstanding
distrust and unresolved disputes between the countries will prevent
substantial progress.

• Pakistan's provision of safe haven to
Lashkar-e Tayyiba will probably continue to be a key irritant in
relations with India.

India

Prime Minister Narendra Modi's decisive
leadership style, combined with the 2014 election of an absolute
majority in the lower house of Parliament of his Bharatiya Janata
Party (BJP), will enable more decisive Indian decisionmaking on
domestic and foreign policy. Although India has a long-standing
position that it maintain an independent policy, Modi will probably
seek to work more closely with the United States on security,
terrorism, and economic issues.

India wants to maintain a stable peace with
Pakistan but views Pakistan as a direct terrorism threat and a
regional source of instability.

India is concerned about the stability of
Afghanistan and its own presence there following the drawdown of
international forces and is looking for options to blunt the
influence of Pakistani-supported groups and ensure that Afghanistan
does not revert to a haven for anti-Indian militants.

Indian leaders will almost certainly pursue
stronger economic ties with China that support the government's
economic agenda of closing the trade gap and attracting investment
in infrastructure. New Delhi's concern over perceived Chinese
aggressiveness along he disputed border and in the Indian Ocean is
probably growing in light of border incidents and the visit of a
Chinese submarine to Sri Lanka in 2014.

SUB-SAHARAN AFRICA

Sub-Saharan Africa will face political and
security challenges in 2015 including numerous presidential
elections, ongoing insurgencies, and continuing intrastate
conflict. The ongoing Ebola virus epidemic will undoubtedly
challenge both Western African nations and the larger international
community in trying to contain the virus' spread and counter
economic degradation in fragile West African nations. Stability in
South Sudan, Nigeria, Somalia, and the Central African Republic
(CAR) will almost certainly remain tenuous throughout 2015.

West Africa

The Ebola virus will persist throughout West
Africa in 2015, posing a significant threat to the economic
viability and consequently the stability of the region. The
continued drain on resources and unprecedented need for medical
personnel will strain governments and economies in Liberia, Sierra
Leone, and Guinea—the three worst-affected countries. Sustained
financial and materiel assistance from the international community,
continued domestic support for the governments' anti-Ebola efforts,
and community engagement to change local misperceptions about the
disease's cause, treatment options, and burial practices will
remain critical to slowing the epidemic. Economic growth in the
outbreak zone has already slowed and will continue to slow during
2015, straining budgets and probably increasing dependence on
international donor aid. A prolonged or severe outbreak that
continues well into 2015 might prompt Guinea to delay Presidential
elections, increasing the possibility of election-related violence.
Military and security services in the key outbreak countries will
probably successfully contain isolated unrest and local hostility
toward Ebola-response personnel.

Sudan

Khartoum will almost certainly confront a
range of challenges, including continued insurgencies in the
periphery, public dissatisfaction over continued economic decline,
and potential protests surrounding its April 2015 elections.
Sudanese economic conditions since South Sudan's independence in
2011 continue to deteriorate. Such conditions, including rising
prices on staple goods, fuel opposition to the Sudanese
Government.

South Sudan

Clashes between opposition forces and the
Sudan People's Liberation Army (SPLA) will almost certainly
increase during the dry season—which lasts from November to
April—undermining ongoing peace talks and putting tenuous
humanitarian gains at risk. Peace talks between Juba and opposition
elements will probably remain slow-going.

Nigeria

Instability in Nigeria will probably increase
in 2015, given contentious elections delayed until March and April,
plummeting oil revenue, and the military's inability to check Boko
Haram's ascendancy in the northeast. The election will occasion
violence, with prospects for protests in the months following the
election. In addition, militants might remobilize in the Niger Del
a and attack the oil industry. Boko Haram will probably continue to
solidify control over its self-declared Islamic state in
northeastern Nigeria and expand its terror campaign in neighboring
Nigerian states, Cameroon, Niger, and Chad. Abuja's reliance on oil
exports for revenue will almost certainly ensure that Nigeria
remains vulnerable to fluctuations in the global oil market in
2015. Declining oil prices will probably squeeze government
revenues and drain currency reserves. Abuja's overtaxed security
forces will have e limited ability to anticipate and preempt
threats.

Somalia

In Somalia, al-Shabaab is conducting
asymmetric attacks against government facilities and Western
targets in and around Mogadishu. The credibility and effectiveness
of the young Somali Government will be further threatened by
persistent political infighting; ill-equipped government
institutions; and pervasive technical, political, and
administrative shortfalls.

Lord's Resistance Army

The Lord's Resistance Army (LRA), even in its
weakened state, probably has the ability to regenerate if
counter-LRA operations are reduced. The LRA continues to display
great agility in its geographic areas of operation and in the
operational security of its activities.

Central African Republic

Despite the presence of international
peacekeeping forces, the risk of continued ethno-religious clashes
between Christians and Muslims throughout the country, including in
the capital, remains high.

The Sahel

Governments in Africa's Sahel
region—particularly Chad, Niger, Mali, and Mauritania—will remain
at risk of terrorist attacks and possible internal conflict.
Al-Qa'ida in the Lands of the Islamic Maghreb (AQIM) and affiliated
groups are committed to continuing their terrorist activity in the
Sahel, including against Western interests. They will probably seek
to increase the frequency and scale of attacks in northern Mali.
Sahelien militaries will struggle to handle a wide array of
security threats.

LATIN AMERICA AND THE CARIBBEAN

Cuba

Cuban President Raul Castro's focus will
almost certainly be preparing the country for the eventual end of
the Castro era and maintaining tight political control. He is
cautiously implementing economic and leadership reforms and
released dozens of political prisoners in early January. Cuba's
principal interest in normalizing relations with the United States
is probably linked to its recognition of the need to ease
discontent over dismal living conditions and poor economic
prospects. The slow rollout of economic reforms and a fall in
nickel output cut GDP growth to 1.2 percent in 2014. Crucial
components of the economic reform program—reducing the state role
in the economy and opening up a few opportunities for
self-employment—will probably produce numerous, short-term economic
dislocations before gradually increasing productivity and jobs.

Cuba's population of 11 million has been
declining since about 2005 because of falling birthrates and
emigration. Cuban migrant arrivals at the US southwest border rose
from 10,400 in FY12 to 17,300 in FY14. Maritime arrivals and
interdictions will probably increase in 2015 because of rumors that
if the two countries normalize relations, the United States would
change immigration policies that allow Cubans who reach the United
States to obtain status.

Central America

Weak institutions, poor economic prospects,
and the growing strength of criminal gangs will probably limit the
ability of the governments of Central America's northern tier—El
Salvador, Guatemala, and Honduras—to improve rule of law, job
opportunities, and citizen security, which will probably continue
to fuel immigration to the United States in 2015. Fractured
legislatures, political challenges, and entrenched business
interests will probably slow agreement on raising soma of the
lowest tax collection rates in the world or adopting economic and
social policies that would help -educe the high rates of poverty
that spur migration to the United States. About 25 percent of El
Salvador's population has emigrated during the past two decades,
mostly to the United States, because of lack of economic
opportunities and widespread insecurity. El Salvador's economy has
experienced the lowest economic growth rates in the region for
eight consecutive years. Guatemala's weak fiscal position will
undermine efforts to ameliorate extreme poverty, particularly in
rural areas. About 1.6 million Guatemalans reside in the United
States and send about $5.5 billion in remittances back home each
year. Honduras, one of the hemisphere's poorest countries, is
struggling to make headway against ineffective, corrupt
institutions. Honduras has the world's highest rate of homicides
per capita, despite a repotted modest decline in 2014, and criminal
gangs are forcibly recruiting youth and extorting businesses and
individuals.

Venezuela

Like most oil-exporting nations, Venezuela is
experiencing the economic consequences of policy choices and the
decline in global oil prices. Oil accounts for about 95 percent of
Venezuelan export earnings and 45 percent of government revenue.
Caracas will face a strained fiscal environment in 2015 along with
rising inflation and shortages of essential goods.

Legislative elections are slated to occur by
the end of 2015; voters will be concerned about public security,
the economy, and political rights. President Nicolas Madura
appointed a presidential commission to review the country's police
system and recommend reforms after the high-profile murder of a
national assembly deputy and a violent law enforcement
confrontation in October 2014 with a radical, armed group known as
a colectivo.

Haiti

Political tensions between Haitian President
Martelly and his opponents will probably flare during 2015 and
might undermine preparations for overdue local and parliamentary
elections as well as for the vote for a new president in November
2015. Haiti will need substantial technical and financial support
from the international community to organize and hold elections.
Some violent protests are probable and might become more intense or
widespread if political opponents believe that electoral
preparations favor Martelly's party or allies.

* * * * * * * * * * * *

 DIA Director Worldwide Threat
Assessment

Armed Services Committee

United States Senate

Vincent R. Stewart

Lieutenant General, U.S. Marine Corps

Director, Defense Intelligence Agency

Information available as of February 20,
2015 was used in the preparation of this assessment

* * * * * * * * * * * *


INTRODUCTION

Iraq and Afghanistan Terrorism * Al-Qa'ida in
the Arabian Peninsula (AQAP) * Al-Qa'ida in Lands of the Islamic
Maghreb (AQIM) * Al-Nusrah Front * Khorasan Group * Islamic
Revolutionary Guard Corps-Qods Force (IRGC-QF) * Boko Haram

REGIONAL THREATS

Russia * East Asia * China * North Korea *
Middle East and North Africa * Iran * Syria * Libya * Egypt * Yemen
* South Asia * Pakistan * India * Africa * Somalia * Nigeria *
Latin America * Mexico * Colombia * Venezuela * Honduras, El
Salvador, and Guatemala

GLOBAL THREATS

U.S. Space Systems and Services * Cyber *
Proliferation of WMD and Ballistic Missiles * Proliferation of
Advanced Conventional Weapons * Infectious Diseases * Foreign
Intelligence & Insider Threats

* * * * * * * * * * * *


INTRODUCTION

Chairman McCain, Ranking Member Reed, and
Members of the Committee, thank you for the invitation to provide
the Defense Intelligence Agency's (DIA) assessment of the global
security environment and to address the threats facing the nation.
A confluence of global political, military, social, and
technological developments, taken in aggregate, have created
security challenges more diverse and complex than those we have
experienced in our lifetimes.

Our challenges range from highly capable,
near-peer competitors to empowered individuals and the concomitant
reduction in our own capacity will make those challenges all the
more stressing on our defense and intelligence establishments. This
strategic environment will be with us for some time, and the
threat's increasing scope, volatility, and complexity will be the
"new normal."

The 16,500 men and women of DIA stationed
around the globe are confronting this rapidly evolving defense
landscape head-on, and leading the Intelligence Community (IC) in
providing unique defense intelligence from the strategic to the
tactical level to deliver a decision advantage to warfighters,
defense planners, the defense acquisition community, and
policymakers. The men and women - both uniformed and civilian - of
your DIA know they have a vital responsibility to the American
people and take great pride in their work. I am privileged to serve
with them and present their analysis to you. My hope is that this
hearing will help the nation - through the important oversight role
of Congress - to better understand the diversity of the global
challenges we face and to support this committee in developing
possible responses to these threats. Thank you for your confidence
and support.

I will begin first with an assessment of
Iraq, followed by Afghanistan, where the Department of Defense
(DoD), DIA, the IC, and our Coalition partners are on the front
lines, actively supporting military operations against threats from
the Islamic State of Iraq and the Levant (ISIL), al-Qa'ida, and the
Taliban. I will then transition to a selected group of violent
extremist organizations, and conclude with other regional
challenges and global threats.

IRAQ AND AFGHANISTAN

ISIL's resurgence since the withdrawal of
U.S. forces from Iraq in 2011 was vividly displayed by the group's
rapid advance across much of northern and western Iraq last spring.
Since that time, Coalition airstrikes have removed a number of ISIL
senior leaders and degraded the group's ability to operate openly
in Iraq and Syria. We expect ISIL to continue entrenching itself
and consolidating gains in Sunni areas of Iraq and Syria while also
fighting for territory outside those areas. We also expect ISIL to
continue limited offensive operations, such as the group's recent
operations in Syria and Anbar province of Iraq. Seizing and holding
Shia and Kurdish-populated areas of Iraq have been, and will
continue to be difficult for ISIL in 2015. ISIL's ability to govern
the areas it has captured in Iraq and Syria, and its ability to
keep the support - or at least acquiescence - of the Sunni
population will be key indicators of the success or failure of the
self-declared "Islamic state." With affiliates in Algeria, Egypt,
and Libya, the group is beginning to assemble a growing
international footprint that includes ungoverned and under-governed
areas. Similarly, the flow of foreign fighters into, and out of,
Syria and Iraq - many of whom are aligned with ISIL- is
troubling.

Defeats of Iraqi Security Forces (ISF) and
the collapse of multiple army divisions highlight large-scale
institutional deficiencies within the ISF. Several of the more
concerning deficiencies include poor logistics and endemic
corruption that has bred ineffective commanders and led to poor
morale. Force generation efforts will be complicated by a lack of
experienced and qualified soldiers. Local and tribal pro-government
forces suffer from similar supply and manning shortages.

The ISF remains unable to defend against
external threats or sustain conventional military operations
against internal challenges without foreign assistance. Iraq is
diversifying its defense acquisitions through numerous foreign
military sales including with Russia and other non-U.S. suppliers
to overcome equipment shortfalls and capability gaps. These
decisions are reducing ISF interoperability.

Turning to Afghanistan, the still-developing
Afghan National Security Forces (ANSF) remain stalemated with the
Taliban-led insurgency. In 2015, we expect the ANSF to maintain
stability and security in Kabul and key urban areas while retaining
freedom of movement on major highways. However, the Taliban, al-
Qa'ida, and their extremist allies will likely seek to exploit the
reduced Coalition presence by pressuring ANSF units in rural areas,
conducting high profile attacks in major population centers, and
expanding their safe havens.

ANSF will remain reliant on Coalition
enablers for air, intelligence, and maintenance support. As NATO
and our allies carry out their scheduled drawdown, the ANSF will
struggle to effectively replace these lost enablers, deal with
interoperability challenges between the army and police, and
address persistent maintenance and logistical issues.

The Afghan National Army (ANA) is the most
proficient security institution in Afghanistan, and has shown the
capacity to plan and conduct multi-corps operations in high-threat
areas. However, the ANA will continue to struggle with permanently
denying the insurgents freedom of movement in rural areas, and will
remain constrained by its stretched airlift and logistical
capacity. High attrition also continues to plague the force, which
has struggled to keep its numbers near full capacity.

The Afghan National Police (ANP) provide
sufficient presence and security within urban centers and
provincial and district hubs, but remain vulnerable in controlling
high-threat, rural areas. ANP challenges include manpower
shortages, inadequate training, attrition, logistics shortfalls,
and the corrosive influence of corruption. These factors have
diminished the effectiveness of the ANP and undermined its popular
image.

In 2014, the Afghan Air Force (AAF) improved
its support to ground operations, significantly increasing the
number of casualty evacuation missions and forward deployments of
Mi-17 transport helicopters and Mi-35 gunships into contested
areas. Despite these improvements, the AAF is not a reliable source
of close air support and still struggles with recruiting qualified
pilots and technicians.

The development of ANSF capabilities in 2015
will be critical as the insurgency will again attempt to increase
its influence in rural areas, operate in larger formations, and
continue to test security forces by temporarily seizing a number of
vulnerable rural Afghan checkpoints and district centers. This will
include increased high profile attacks, particularly in Kabul,
where the Taliban seeks to undermine perceptions of Afghan
security. The Taliban will probably sustain the capability to
propagate a rural-based insurgency that can project intermittent
attacks in urban areas through at least 2018.

TERRORISM

Al-Qa'ida core is now focused on physical
survival following battlefield losses. At the same time, the group
is trying to retain its status as the vanguard of the global
extremist movement, being eclipsed now by ISIL's rising global
prominence and powerful competition for adherents. Al-Qa'ida core
in Pakistan continues to retain the loyalty of its global
affiliates in Yemen, Somalia, North Africa, Syria, and South
Asia.

Despite ongoing counterterrorism (CT)
pressure and competition from ISIL, al-Qa'ida will likely retain a
transnational attack capability, and will likely try to expand its
limited presence in eastern Afghanistan as Western CT operations
there decline. Beyond core al-Qa'ida, I would like to highlight for
the committee a handful of other violent extremist groups that are
of particular concern to DIA.

Al-Qa'ida in the Arabian Peninsula (AQAP)
remains committed to attacking the West, probably by targeting
commercial aviation with innovative explosives, and will leverage
instability in Yemen to its advantage.

Al-Qa'ida in Lands of the Islamic Maghreb
(AQIM) recently increased efforts to expand its operating areas
across North and West Africa by working with, and through, other
regional terrorist groups. AQIM almost certainly continues to plan
attacks and kidnapping operations against U.S. allies in the
region.

As part of the larger al-Qa'ida network, we
are concerned about the support al-Nusrah Front provides to
transnational terrorist attack plotting against U.S. and Western
interests.

The Khorasan Group is a cadre of experienced
al-Qa'ida operatives that works closely with al-Nusrah Front.
Although coalition airstrikes have killed a number of senior
Khorasan Group members, the group almost certainly will maintain
the intent to continue plotting against Western interests unless
completely destroyed.

Islamic Revolutionary Guard Corps-Qods Force
(IRGC-QF) and Lebanese Hizballah are instruments of Iran's foreign
policy and its ability to project power in Iraq, Syria, and beyond.
Hizballah continues to support the Syrian regime, pro-regime
militants and Iraqi Shia militants in Syria. Hizballah trainers and
advisors in Iraq assist Iranian and Iraqi Shia militias fighting
Sunni extremists there. Select Iraqi Shia militant groups also
warned of their willingness to fight U.S. forces returning to
Iraq.

Boko Haram's (BH) offensive in northeastern
Nigeria, largely against the Nigerian government, includes near
daily attacks. If continued, BH's successes could grow into a
significant regional crisis with implications outside northwest
Africa.

REGIONAL THREATS RUSSIA

Russia has made significant progress
modernizing its nuclear and conventional forces, improving its
training and joint operational proficiency, modernizing its
military doctrine to integrate new methods of warfare, and
developing long range precision strike capabilities. Despite its
economic difficulties, Moscow is fully committed to modernizing
both nuclear and conventional forces. At the same time, Russian
forces have conducted exercises and a record number of out-of-area
air and naval operations. We expect these to continue this year to
include greater activity in the Caribbean and Mediterranean
Seas.

In 2014, Moscow moved to shape events in
Ukraine, employing its improved military capabilities to create a
long-term conflict in Ukraine's Donetsk and Luhansk regions. All
indications are that Moscow will continue to employ a mix of
military and nonmilitary pressure against Kyiv this year, to
include the use of propaganda and information operations,
cyberspace operations, covert agents, regular military personnel
operating as "volunteers," mercenaries, arms transfers to the
separatists, and the threat of military intervention. These actions
are consistent with Russia's new military doctrine Moscow affirmed
its intent to improve the military's capability to control the
Russian Arctic region, stressing the area's current and future
strategic and economic importance.

In December Moscow announced the activation
of a Joint Service Command (OSK) North, highlighting the importance
of the Arctic to Russian leaders.

Russia will continue to place the highest
priority on the maintenance of a robust and capable arsenal of
strategic nuclear weapons. Priorities for the strategic nuclear
forces include the modernization of its road-mobile
intercontinental ballistic missiles (ICBMs) and upgrades to
strategic forces' command and control facilities. In the next year,
Russia will field more road-mobile SS-27 Mod-2 ICBMs with multiple
independently targetable re-entry vehicles. It also will continue
development of the RS-26 ballistic missile, the Dolgorukiy
ballistic missile submarine, its SS-N-32 Bulava submarine-launched
ballistic missile, and next-generation air-and ground-launched
cruise missiles.

EAST ASIA

China's People's Liberation Army (PLA) is
building a modern military capable of defending China's "core
interests" of preserving its political system, protecting
territorial integrity and sovereignty (China views these to include
Taiwan and other contested claims to land and water), and ensuring
sustainable economic and social development.

The PLA remains focused on transforming the
army into a fully mechanized force. The PLA is converting its
divisions into brigades to increase lethality and improve combat
capabilities. China's national-level training focus has been on
brigade-level exercises that stress unit combat mission
capabilities under realistic conditions, long distance mobility,
and command and control. We expect these trends to continue.

The PLA Navy continues to expand its
operational and deployment areas. China's first aircraft carrier,
commissioned in late 2012, will not reach its full potential until
it acquires a fully operational fixed-wing air regiment, but we
expect the navy will make progress toward its goal this year.

The South China Sea (SCS) remains a potential
flashpoint. Overlapping claims among China, Vietnam, the
Philippines, Malaysia, Taiwan, and Brunei- exacerbated by
large-scale construction or major steps to militarize or expand law
enforcement- has increased tensions among claimants. This has
prompted an increase in defense acquisition, to include submarine
capabilities, in some of these countries.

In 2014, China twice deployed submarines to
the Indian Ocean. The submarines probably conducted area
familiarization to form a baseline for increasing China's power
projection. China continues production of JIN-class nuclear-powered
ballistic missile submarines and submarine-launched ballistic
missiles. We expect China to conduct its first nuclear deterrence
patrols this year.

The PLA Air Force (PLAAF) is approaching
modernization on a scale unprecedented in its history. China now
has two stealth fighter programs - the third and fourth J-20
prototypes, which conducted their first flights in March and July
2014. Further PLAAF developments are anticipated.

China's nuclear arsenal currently consists of
50-60 ICBMs. China is adding more survivable road-mobile systems,
enhancing its silo-based systems, and developing a sea-based
nuclear deterrent. They are also augmenting more than 1,200
conventional short-range ballistic missiles deployed opposite
Taiwan with a limited but growing number of conventionally armed,
medium-range ballistic missiles, including the DF-16, which will
improve China's ability to strike regional targets. China continues
to deploy growing numbers of the DF-21D antiship ballistic missile
and is developing a tiered ballistic missile defense system, having
successfully tested the upper-tier capability on two occasions.

The Democratic People's Republic of Korea's
(DPRK) primary goals are preserving the control of the Kim family
regime, improving its poor economy, and deterring attack by
improving its strategic and conventional military capabilities.
Pyongyang maintains that nuclear and ballistic missile capabilities
are essential to ensure its sovereignty.

The DPRK continues to prioritize maintaining
the readiness of its large, forward-deployed forces. While
Pyongyang is stressing increased realism in military training,
exercises still appear to do little more than maintain basic
competencies. Because of its conventional military deficiencies,
the DPRK is also concentrating on improving its deterrence
capabilities, especially its nuclear technology and ballistic
missile forces.

We believe the DPRK continues to develop its
nuclear weapons and missile programs which pose a serious threat to
the U.S. and regional allies. We remain concerned that the DPRK
will conduct a nuclear test in the future. Following the United
Nations' (U.N.) condemnation of its human rights record in November
2014, Pyongyang indicated it would "not refrain any further from
conducting a nuclear test." This followed a statement in March 2014
wherein North Korea's Foreign Ministry warned it "would not rule
out a new form of nuclear test."

Pyongyang is also making efforts to expand
and modernize its deployed close-, short-, medium-, and
intermediate-range systems. It seeks to develop longer-range
ballistic missiles capable of delivering nuclear weapons to the
U.S., and continues efforts to bring its KN08 road-mobile ICBM to
operational capacity. In 2015, North Korea will continue improving
the combat proficiency of its deployed ballistic missile force, and
will work to improve missile designs to boost overall capability.
Pyongyang likely will launch additional ballistic missiles as part
of its training and research and development process. We remain
concerned by North Korea's illicit proliferation activities and
attempts to evade U.N. sanctions.

MIDDLE EAST AND NORTH AFRICA

The Islamic Republic of Iran continues to
threaten U.S. strategic interests in the Middle East. Iran's
actions and policies are designed to further its goal of becoming
the dominant regional power, as well as enhance its strategic
depth.

Tehran views the U.S. as its most capable
adversary and has fashioned its military strategy and doctrine
accordingly. Iran's military posture is primarily defensive and is
designed to deter an attack, survive an initial attack if
deterrence fails, and retaliate against its aggressor to force a
diplomatic resolution. Iran's numerous underground facilities have
helped reduce its military vulnerabilities. We do not anticipate
any changes to this posture in 2015.

We continue to assess Iran's goal is to
develop capabilities that will allow it to build
missile-deliverable nuclear weapons, should a decision be made to
do so. The regime faces no insurmountable technical barriers to
producing a nuclear weapon, making Iran's political will the
central issue.

Iran's overall defense strategy relies on a
substantial inventory of theater ballistic missiles capable of
reaching as far as southeastern Europe. Iran continues to develop
more sophisticated missiles, and is improving the range and
accuracy of its current missile systems. Iran publicly stated that
it intends to launch a space-launch vehicle as early as this year
capable of ICBM ranges, if configured as such.

Iran is also steadily improving its military
capabilities. The navy is developing faster, more lethal surface
vessels, growing its submarine force, expanding its cruise missile
defense capabilities, and increasing its presence in international
waters. The navy aspires to travel as far as the Atlantic
Ocean.

Iran is laboring to modernize its air and air
defense forces under the weight of international sanctions. Each
year, Iran unveils what it claims are state-of-the-art,
Iranian-made systems, including surface-to-air missiles (SAMs),
radars, and unmanned aerial vehicles. It continues to seek an
advanced long-range SAM.

We assess the conflict in Syria is trending
in the Asad regime's favor, which holds the military advantage in
Aleppo - Syria's largest city. In 2015, we anticipate the regime's
strategy will be to encircle Aleppo, cut opposition supply lines,
and besiege the opposition. Hizballah and Iran, Damascus' key
allies in its fight against the opposition, continue to provide
training, advice, and extensive logistical support to the Syrian
government and its supporters. Despite the regime's military
advantage - particularly in firepower and air superiority - it will
continue to struggle and be unable to decisively defeat the
opposition in 2015.

In Libya, political instability and ongoing
militia violence have worsened over the year, exacerbating
conditions that have already made Libya an attractive terrorist
safe haven. ISIL has increased its presence and influence in Libya,
particularly in Darnah, where it has begun establishing Islamic
institutions. Without a unified government and capable military,
there is limited possibility of stability in the near-term.

As Egypt prepares for parliamentary elections
this spring, its leaders are facing numerous security concerns
driven by regional unrest and several major terrorist attacks in
2014. Egyptian security forces face frequent attacks in Sinai and
the Nile Valley despite suppressing most of the political unrest
last year. Egyptians have also been attacked from and within Libyan
territory. Egypt has responded to these attacks by increasing its
CT campaign in Sinai and tightening security on the Gaza and Libya
borders to reduce militant and arms flow into Egypt. Egypt has also
responded to attacks on its citizens in Libya with airstrikes and
has called on the international coalition fighting ISIL to include
Libya in the fight. The upcoming year will likely see Egyptian
security forces stressed by internal terrorist activities and
efforts to manage instability in Libya.

In Yemen, instability has increased since the
Huthis, a northern Zaydi Shia group with Iranian ties, captured the
Presidential Palace in mid-January and attained senior positions in
nearly all key Yemeni government and security institutions. Current
conditions are providing AQAP operational space. Meanwhile, Yemen's
neighbors are increasingly concerned about instability spilling
across their borders, potentially spreading another humanitarian
crisis in the region.

SOUTH ASIA

Pakistan Army ground operations in North
Waziristan Agency (NWA) have cleared antistate militants from most
population centers, and we expect the military will continue
targeting remaining militant strongholds in 2015. The December 2014
Tehrik-e Taliban Pakistan (TTP) Peshawar attack against the
army-run school that killed more than 140 people, mostly children,
spurred the government and military to implement a national action
plan against terrorism, including the establishment of military
courts.

Despite ongoing military operations, Pakistan
will continue to face internal security threats from militant,
sectarian, and separatist groups and remains concerned about ISIL
outreach and propaganda in South Asia.

India is in the midst of a major military
modernization effort to address problems with its aging equipment
and to better posture itself to defend against both Pakistan and
China. New Delhi is working to address impediments to
modernization, such as its cumbersome procurement process, budget
constraints, and an inefficient domestic defense industry. India's
relationship with Pakistan remains strained, marked by periodic
skirmishes on or near the Line of Control that separates Indian and
Pakistani Kashmir, resulting in the highest number of civilian
casualties since 2003. Occasional unofficial Track-II dialogue
resulted in little progress in resolving bilateral disputes.

New Delhi and Beijing maintain limited
military-to-military engagement and continue to discuss their
longstanding border dispute, despite occasional altercations
between troops patrolling the border. India's concern over
increased Chinese activity in South Asia has pushed New Delhi to
base advanced fighter aircraft and to raise additional ground
forces opposite the China border.

India continues to conduct periodic tests of
its nuclear-capable missiles to enhance and verify missile
reliability and capabilities. India will continue developing an
ICBM, the Agni-VI, which will reportedly carry multiple warheads,
and is working on the development of several variants of a
submarine-launched ballistic missile.

AFRICA

Security conditions in Somalia improved in
2014 as progress was made against al-Shabaab, but challenges
remain. The African Union Mission in Somalia (AMISOM) and the
Somali National Army (SNA) conducted two rounds of offensive
operations, liberating several al-Shabaab-held towns in
south-central Somalia, including the lucrative port city of
Baraawe. Somali militia participated in these operations, but
remains unable to maintain control of cleared areas due to a number
of factors, including endemic corruption and underlying clan
tensions. Mogadishu's focus on governance and force integration
efforts should help decrease prospects for instability as regional
administrations evolve during the next year.

Nigeria's presidential election, now
scheduled for 28 March to allow for additional security measures,
will probably be the closest and most contentious since civilian
rule was restored in 1999. Violence throughout the election - and
probably thereafter - will stretch security and military forces
thin. The military leadership - often focused on advancing private
gain over strategic imperatives - has failed to properly resource
and train troops. Nigeria recently acquired new weapons systems,
but troops lack the training and motivation to effectively employ
them. This instability is likely to lead to massive population
displacements, more civilian deaths and kidnappings, growing
extremist safe havens, and refugee spillover into neighboring
countries.

LATIN AMERICA

In Latin America, transnational threats such
as drug- and arms- trafficking and special interest alien transit,
coupled with porous borders, have increased insecurity and
challenged stability and prosperity. Moreover, outside actors are
increasingly seeking to challenge the U.S. as the defense partner
of choice in the region.

Mexico remains the principal transit country
for U.S.-bound cocaine, and the primary foreign supplier of
methamphetamine, heroin, and marijuana to the U. S. Civilian and
military security force pressure on all major drug trafficking
groups has likely contributed to the decline in drug-related
homicides.

The Colombian government has made significant
progress reducing cocaine production. While no longer the top
cocaine producer globally, it remains the principal supplier of
cocaine to the U.S. Drug profits fund insurgent and illegal armed
groups, which increasingly work directly with Mexican drug
cartels.

Venezuelan President Nicolas Maduro has not
resolved the factors that contributed to nationwide anti-government
protests in 2014, including a poor economy, shortages of basic
goods, unchecked violent crime, and the government's authoritarian
tactics against the political opposition. We anticipate student
organizations and the political opposition will stage protests in
the months leading up to 2015 legislative elections. Military
leaders have remained loyal and will continue to quell
anti-government protests. We anticipate security forces
occasionally will use heavy-handed tactics to restore order.

In Honduras, El Salvador, and Guatemala,
violence levels tied to gang, drug, and criminal activity remain
amongst the highest in the world.

GLOBAL THREATS

The threat to U.S. space systems and services
will increase as potential adversaries pursue disruptive and
destructive counterspace capabilities. Rapidly evolving commercial
space technology will support the global pursuit of enhanced space
and counterspace capabilities that may narrow the technological gap
with the U.S.

Chinese and Russian military leaders
understand the unique information advantages afforded by space
systems and are developing capabilities to deny U.S. use of space
in the event of a conflict. Chinese military writings specifically
highlight the need to interfere with, damage, and destroy
reconnaissance, navigation, and communication satellites. China has
satellite jamming capabilities and is pursuing other antisatellite
systems. In July 2014, China conducted a non-destructive
antisatellite missile test. A previous destructive test with this
same system in 2007 created long-lived space debris.

Russia's military doctrine emphasizes space
defense as a vital component of its national defense. Russian
leaders openly assert that the Russian armed forces have
antisatellite weapons and conduct antisatellite research.

The global cyber threat environment presents
numerous persistent challenges to the security and integrity of DoD
networks and information. Threat actors now demonstrate an
increased ability and willingness to conduct aggressive cyberspace
operations—including both service disruptions and espionage—against
U.S. and allied defense information networks. Similarly, we note
with increasing concern recent destructive cyber actions against
U.S. private-sector networks demonstrating capabilities that could
hold U.S. government and defense networks at risk.

For 2015, we expect espionage against U.S.
government defense and defense contractor networks to continue
largely unabated, while destructive network attack capabilities
continue to develop and proliferate worldwide. We are also
concerned about the threat to the integrity of U.S. defense
procurement networks posed by supply chain vulnerabilities from
counterfeit and sub-quality components.

Threat actors increasingly are willing to
incorporate cyber options into regional and global power projection
capabilities. The absence of universally accepted and enforceable
norms of behavior in cyberspace contributes to this situation. In
response, states worldwide are forming "cyber command"
organizations and developing national capabilities. Similarly,
cyberspace operations are playing increasingly important roles in
regional conflicts—for example, in eastern Ukraine—where online
network disruptions, espionage, disinformation and propaganda
activities are now integral to the conflict.

Iran and North Korea now consider disruptive
and destructive cyberspace operations a valid instrument of
statecraft, including during what the U.S. considers peacetime.
These states likely view cyberspace operations as an effective
means of imposing costs on their adversaries while limiting the
likelihood of damaging reprisals.

Non-state actors often express the desire to
conduct malicious cyber attacks, but likely lack the capability to
conduct high-level cyber operations. However, non-state actors,
such as Hizballah, AQAP, and ISIL will continue during the next
year to effectively use the Internet for communication, propaganda,
fundraising and recruitment.

The proliferation and potential use of
weapons of mass destruction (WMD) and ballistic missiles is a grave
and enduring threat. Securing nuclear weapons, materials, and the
scientific capabilities to develop chemical and biological weapons
is a worldwide imperative. The time when only a few states had
access to the most dangerous technologies is past, and the use of
chemicals in Syria further demonstrates the threat of WMD is real.
China will continue to be a source of dual-use WMD-applicable
goods, equipment, and materials to countries of concern, like Iran,
North Korea, and Syria. North Korea is among the world's leading
suppliers of ballistic missiles and related technologies and,
despite the adoption of U.N. Security Council resolutions, the DPRK
continues proliferating weapons-related materiel. Russia, China,
Iran, and North Korea engage in national-level military denial and
deception programs that include the use of underground facilities
to conceal and protect WMDs, and command, control, and other
strategic assets and functions.

The proliferation of advanced conventional
weapons, especially air defense systems and antiship cruise
missiles, is a military issue of growing concern. Russian exports
of these arms, including the SA-17, SA-22, SA-20 SAM systems and
the SS-N-26 Yakhont supersonic antiship cruise missile is
particularly troubling. Russia has exported several of these
systems to countries of concern, including the SA-17 to Venezuela,
and the SA-17, SA-22 and Yakhont to Syria. The 300-kilometer-range
Yakhont poses a major threat to U.S. naval operations particularly
in the eastern Mediterranean. There are no signs these sales will
abate in 2015. If Russia was to sell the SA-20 to Iran, it would
significantly increase Iranian military capabilities.

Infectious diseases are emerging as a global
health concern. The Ebola epidemic in West Africa is the most
visible reminder that health issues can suddenly materialize from
anywhere and threaten American lives and interests. Our ability to
mitigate and control health threats before they impact the U. S.
relies on early warning, despite the absence of precise indicators
of when and where new diseases will emerge. Pandemic warning likely
will become more challenging and complex in 2015.

Finally, foreign intelligence threats from
Russian, Chinese, and Cuban intelligence services continue to be a
challenge. Trusted insiders who disclose sensitive U.S. information
for nefarious purposes will also remain a significant threat in
2015. The technical sophistication of this insider threat
exacerbates the challenge.

* * * * * * * * * * * *
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Madame Chairwoman, Senator Reed, members of
the Committee. Thank you for your essential and enduring support
for our men and women in uniform and the opportunity to address
this distinguished body and to offer my perspective on current
threats to national security, American Foreign Policy and National
Defense topics.

There are certainly many areas of concern
around the world and we see the most spectacular and troubling
highlighted regularly in the media. I believe that a coherent
national security strategy requires a long term focus with well
thought out objectives. We should resist reactive responses and
attempts to find near term fixes for pop up issues which arise
continuously and compete for attention with what we should
determine are higher priority interests.

In surveying the worldscape today, I would
suggest that we focus on where we, as a nation, want to be in the
future. My vote would be for improving world security and stability
with more people around the world enjoying a better life in
conditions of their choosing, with responsible elected leaders
providing good governance and respect for human dignity. This
scenario, clearly in our better national interest, is not going to
happen without lots of hard work, informed and guided by an
effective national security strategy.

The United States government has provided,
and must continue to provide; leadership, good example and active
political, economic and military security assistance in working
toward these desired objectives.

The fundamental prerequisite for any
successful national security strategy is a sound and strong
domestic foundation. Our credibility in the world is based on the
example of our actions and how people perceive we might act in
current and future situations. It is fair to wonder if people in
other parts of the world take us seriously when they observe
partisan political bickering preclude agreement on fundamental
issues like national operating budgets or cyber policies, and
seemingly ever changing policies and priorities.

Our military capability is an essential
element of national power but only one of many key tools which
include diplomacy, development, economic, financial and political
and certainly, moral leadership. We face tough choices ahead, about
when, where and if to engage our forces. We also face tough choices
about capabilities and what to acquire. We cannot afford
everything.

As we contemplate myriad challenges to world
stability and U.S. security, we should first acknowledge,
distasteful as it might be, the reality that nuclear weapons, and
aspirations for them, continue to proliferate. In this regard, it
is discouraging to note that after more than two decades of nuclear
counterproliferation progress, fueled in large measure by the
Nunn-Lugar initiative, Russian-U.S. cooperation appears to have
ground to a halt in the wake of dangerous Russian bad behavior.

U.S. strategy for dealing with the potential
use of these weapons of mass destruction has been our heretofore
successful National Strategic Deterrent Force. But the critical
components of this force have been aging without significant
upgrade. Modernization of the force, particularly the survivability
of the sea based deterrent, should be a top priority consideration
for us to remain credible in deterring worst case scenarios.

In my view, one of our most important
strategic interests, with huge implications for national security
and the stability of the vast Asia-Pacific region, is our long term
relationship with China. Mutually beneficial in many respects, it
has other dimensions, notably in the areas of cyber security,
military expansion and regional disputes with neighboring
countries, which are a cause for concern and need to be
addressed.

A key focal point of this hearing is conflict
in the Middle East and the spread of violent extremism in the
region, and from it, to other places in the world. The Middle East,
an area of high interest to us for many reasons, continues to be
buffeted by challenges which have vexed years of U.S. attempts to
improve stability in the area. Nonetheless, we should continue to
engage in the region, using all aspects of national power, but with
the understanding that we are not likely to be successful by
mandating U.S. solutions. People in the region are sooner or later
going to have to step up and address the issues which torment and
divide them. We can and should assist but we are not going to
resolve their problems.

Some recommendations for addressing the
current challenge from the so called Daesh in Iraq and Syria
include; (1) Recognition that success in Iraq will rest on the
ability of the new government of Haider al Abadi to convince the
majority of his countrymen, particularly the Sunni minority, that
they will get a fair shake going forward. Absent this political
foundation, nothing we do will be effective in the long term. (2)
Getting Islamic leaders, the elites of the Arab countries, to
actively counter the extremist ideology and cut funding to Daesh
and other extremists. In a positive note here, I would highlight
recent remarks by Egyptian leader Abdel al Sisi. And (3) Continue
U.S. military efforts to work closely with the Iraqi military to
enhance capabilities, increase combat effectiveness and support
them with training, airpower and SOF as required to defeat Daesh
and reclaim areas overrun last summer. Simultaneously pressing
Daesh rear areas in Syria to degrade and deny their ability to
expand or sustain operations in Iraq. No single one of these
actions will defeat the threat. All need to occur.

Combating violent extremism worldwide will be
a long term effort requiring close cooperation with allies and
willing nations, especially in areas of intelligence sharing and
U.S. military training and assistance for less capable
colleagues.

In summary, strategic coherence in foreign
policy and national security would benefit from strong, credible
and consistent domestic policies and actions to return this great
nation to the position of exemplary leadership it earned and
enjoyed not that long ago. Building on this position of domestic
strength, a thoughtful, focused and collaborative strategy
formulation process to agree on a relatively few high priority
national security goals and objectives should set us on a fair
course.

At the international level, active engagement
using all aspects of national power underpinned with a strong
forward presence by U.S. military forces, with credible
capabilities, is our best deterrent and response to security
threats.

Thank you. I will be pleased to address
specific questions you may have.

* * * * * * * * * * * *

National Security
Strategy

 February 2015

The White House

Washington

Today, the United States is stronger and
better positioned to seize the opportunities of a still new century
and safeguard our interests against the risks of an insecure
world.

America's growing economic strength is the
foundation of our national security and a critical source of our
influence abroad. Since the Great Recession, we have created nearly
11 million new jobs during the longest private sector job growth in
our history. Unemployment has fallen to its lowest level in 6
years. We are now the world leader in oil and gas production. We
continue to set the pace for science, technology, and innovation in
the global economy.

We also benefit from a young and growing
workforce, and a resilient and diversified economy. The
entrepreneurial spirit of our workers and businesses undergirds our
economic edge. Our higher education system is the finest in the
world, drawing more of the best students globally every year. We
continue to attract immigrants from every corner of the world who
renew our country with their energy and entrepreneurial
talents.

Globally, we have moved beyond the large
ground wars in Iraq and Afghanistan that defined so much of
American foreign policy over the past decade. Compared to the
nearly 180,000 troops we had in Iraq and Afghanistan when I took
office, we now have fewer than 15,000 deployed in those countries.
We possess a military whose might, technology, and geostrategic
reach is unrivaled in human history. We have renewed our alliances
from Europe to Asia.

Now, at this pivotal moment, we continue to
face serious challenges to our national security, even as we are
working to shape the opportunities of tomorrow. Violent extremism
and an evolving terrorist threat raise a persistent risk of attacks
on America and our allies. Escalating challenges to cybersecurity,
aggression by Russia, the accelerating impacts of climate change,
and the outbreak of infectious diseases all give rise to anxieties
about global security. We must be clear-eyed about these and other
challenges and recognize the United States has a unique capability
to mobilize and lead the international community to meet them.

Any successful strategy to ensure the safety
of the American people and advance our national security interests
must begin with an undeniable truth—America must lead. Strong and
sustained American leadership is essential to a rules-based
international order that promotes global security and prosperity as
well as the dignity and human rights of all peoples. The question
is never whether America should lead, but how we lead.

Abroad, we are demonstrating that while we
will act unilaterally against threats to our core interests, we are
stronger when we mobilize collective action. That is why we are
leading international coalitions to confront the acute challenges
posed by aggression, terrorism, and disease. We are leading over 60
partners in a global campaign to degrade and ultimately defeat the
Islamic State of Iraq and the Levant (ISIL) in Iraq and Syria,
including by working to disrupt the flow of foreign fighters to
those countries, while keeping pressure on al-Qa'ida. We are
leading a global effort to stop the deadly spread of the Ebola
virus at its source. In lockstep with our European allies, we are
enforcing tough sanctions on Russia to impose costs and deter
future aggression.

Even as we meet these pressing challenges, we
are pursuing historic opportunities. Our rebalance to Asia and the
Pacific is yielding deeper ties with a more diverse set of allies
and partners. When complete, the Trans-Pacific Partnership will
generate trade and investment opportunities—and create high-quality
jobs at home—across a region that represents more than 40 percent
of global trade. We are primed to unlock the potential of our
relationship with India. The scope of our cooperation with China is
unprecedented, even as we remain alert to China's military
modernization and reject any role for intimidation in resolving
territorial disputes. We are deepening our investment in Africa,
accelerating access to energy, health, and food security in a
rapidly rising region. Our opening to Cuba will enhance our
engagement in our own hemisphere, where there are enormous
opportunities to consolidate gains in pursuit of peace, prosperity,
democracy, and energy security.

Globally, we are committed to advancing the
Prague Agenda, including by stopping the spread of nuclear weapons
and securing nuclear materials. We are currently testing whether it
is possible to achieve a comprehensive resolution to assure the
international community that Iran's nuclear program is peaceful,
while the Joint Plan of Action has halted the progress of Iran's
program. We are building on our own energy security—and the
ground-breaking commitment we made with China to reduce greenhouse
gas emissions—to cement an international consensus on arresting
climate change. We are shaping global standards for cybersecurity
and building international capacity to disrupt and investigate
cyber threats. We are playing a leading role in defining the
international community's post-2015 agenda for eliminating extreme
poverty and promoting sustainable development while prioritizing
women and youth.

Underpinning it all, we are upholding our
enduring commitment to the advancement of democracy and human
rights and building new coalitions to combat corruption and to
support open governments and open societies. In doing so, we are
working to support democratic transitions, while also reaching out
to the drivers of change in this century: young people and
entrepreneurs.

Finally, I believe that America leads best
when we draw upon our hopes rather than our fears. To succeed, we
must draw upon the power of our example—that means viewing our
commitment to our values and the rule of law as a strength, and not
an inconvenience. That is why I have worked to ensure that America
has the capabilities we need to respond to threats abroad, while
acting in line with our values—prohibiting the use of torture;
embracing constraints on our use of new technologies like drones;
and upholding our commitment to privacy and civil liberties. These
actions are a part of our resilience at home and a source of our
influence abroad.

On all these fronts, America leads from a
position of strength. But, this does not mean we can or should
attempt to dictate the trajectory of all unfolding events around
the world. As powerful as we are and will remain, our resources and
influence are not infinite. And in a complex world, many of the
security problems we face do not lend themselves to quick and easy
fixes. The United States will always defend our interests and
uphold our commitments to allies and partners. But, we have to make
hard choices among many competing priorities, and we must always
resist the over-reach that comes when we make decisions based upon
fear. Moreover, we must recognize that a smart national security
strategy does not rely solely on military power. Indeed, in the
long-term, our efforts to work with other countries to counter the
ideology and root causes of violent extremism will be more
important than our capacity to remove terrorists from the
battlefield.

The challenges we face require strategic
patience and persistence. They require us to take our
responsibilities seriously and make the smart investments in the
foundations of our national power. Therefore, I will continue to
pursue a comprehensive agenda that draws on all elements of our
national strength, that is attuned to the strategic risks and
opportunities we face, and that is guided by the principles and
priorities set out in this strategy. Moreover, I will continue to
insist on budgets that safeguard our strength and work with the
Congress to end sequestration, which undercuts our national
security.

This is an ambitious agenda, and not
everything will be completed during my Presidency. But I believe
this is an achievable agenda, especially if we proceed with
confidence and if we restore the bipartisan center that has been a
pillar of strength for American foreign policy in decades past. As
Americans, we will always have our differences, but what unites us
is the national consensus that American global leadership remains
indispensable. We embrace our exceptional role and responsibilities
at a time when our unique contributions and capabilities are needed
most, and when the choices we make today can mean greater security
and prosperity for our Nation for decades to come.

Barack Obama
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I. Introduction

In a young century, opportunities for America
abound, but risks to our security remain. This new National
Security Strategy positions the United States to safeguard our
national interests through strong and sustainable leadership. It
sets out the principles and priorities to guide the use of American
power and influence in the world. It advances a model of American
leadership rooted in the foundation of America's economic and
technological strength and the values of the American people. It
redoubles our commitment to allies and partners and welcomes the
constructive contributions of responsible rising powers. It signals
our resolve and readiness to deter and, if necessary, defeat
potential adversaries. It affirms America's leadership role within
a rules-based international order that works best through empowered
citizens, responsible states, and effective regional and
international organizations. And it serves as a compass for how
this Administration, in partnership with the Congress, will lead
the world through a shifting security landscape toward a more
durable peace and a new prosperity.

This strategy builds on the progress of the
last 6 years, in which our active leadership has helped the world
recover from a global economic crisis and respond to an array of
emerging challenges. Our progress includes strengthening an
unrivaled alliance system, underpinned by our enduring partnership
with Europe, while investing in nascent multilateral forums like
the G-20 and East Asia Summit. We brought most of our troops home
after more than a decade of honorable service in two wars while
adapting our counterterrorism strategy for an evolving terrorist
threat. We led a multinational coalition to support the Afghan
government to take responsibility for the security of their
country, while supporting Afghanistan's first peaceful, democratic
transition of power. The United States led the international
response to natural disasters, including the earthquake in Haiti,
the earthquake and tsunami in Japan, and the typhoon in the
Philippines to save lives, prevent greater damage, and support
efforts to rebuild. We led international efforts to stop the
proliferation of nuclear weapons, including by building an
unprecedented international sanctions regime to hold Iran
responsible for failing to meet its international obligations,
while pursuing a diplomatic effort that has already stopped the
progress of Iran's nuclear program and rolled it back in key
respects. We are rebalancing toward Asia and the Pacific while
seeking new opportunities for partnership and investment in Africa
and the Americas, where we have spurred greater agriculture and
energy-related investments than ever before. And at home and
abroad, we are taking concerted action to confront the dangers
posed by climate change and to strengthen our energy security.

Still, there is no shortage of challenges
that demand continued American leadership. The potential
proliferation of weapons of mass destruction, particularly nuclear
weapons, poses a grave risk. Even as we have decimated al-Qa'ida's
core leadership, more diffuse networks of al-Qa'ida, ISIL, and
affiliated groups threaten U.S. citizens, interests, allies, and
partners. Violent extremists exploit upheaval across the Middle
East and North Africa. Fragile and conflict-affected states
incubate and spawn infectious disease, illicit weapons and drug
smugglers, and destabilizing refugee flows. Too often, failures in
governance and endemic corruption hold back the potential of rising
regions. The danger of disruptive and even destructive cyber-attack
is growing, and the risk of another global economic slowdown
remains. The international community's ability to respond
effectively to these and other risks is helped or hindered by the
behaviors of major powers. Where progress has been most profound,
it is due to the steadfastness of our allies and the cooperation of
other emerging powers.

These complex times have made clear the power
and centrality of America's indispensable leadership in the world.
We mobilized and are leading global efforts to impose costs to
counter Russian aggression, to degrade and ultimately defeat ISIL,
to squelch the Ebola virus at its source, to stop the spread of
nuclear weapons materials, and to turn the corner on global carbon
emissions. A strong consensus endures across our political spectrum
that the question is not whether America will lead, but how we will
lead into the future.

First and foremost, we will lead with
purpose. American leadership is a global force for good, but it
is grounded in our enduring national interests as outlined in the
2010 National Security Strategy:

• The security of the United States, its
citizens, and U.S. allies and partners;

• A strong, innovative, and growing U.S.
economy in an open international economic system that promotes
opportunity and prosperity;

• Respect for universal values at home and
around the world; and

• A rules-based international order advanced
by U.S. leadership that promotes peace, security, and opportunity
through stronger cooperation to meet global challenges.

Especially in a changing global environment,
these national interests will continue to guide all we do in the
world. To advance these interests most effectively, we must pursue
a comprehensive national security agenda, allocate resources
accordingly, and work with the Congress to end sequestration. Even
so, our resources will never be limitless. Policy tradeoffs and
hard choices will need to be made. In such instances, we will
prioritize efforts that address the top strategic risks to our
interests:

• Catastrophic attack on the U.S. homeland or
critical infrastructure;

• Threats or attacks against U.S. citizens
abroad and our allies;

• Global economic crisis or widespread
economic slowdown;

• Proliferation and/or use of weapons of mass
destruction;

• Severe global infectious disease
outbreaks;

• Climate change;

• Major energy market disruptions; and

• Significant security consequences
associated with weak or failing states (including mass atrocities,
regional spillover, and transnational organized crime).

We will seize strategic opportunities to
shape the economic order and cultivate new relationships with
emerging economic powers and countries newly committed to peaceful
democratic change. We will also capitalize on the potential to end
extreme poverty and build upon our comparative advantages in
innovation, science and technology, entrepreneurship, and greater
energy security.

We will lead with strength. After a
difficult decade, America is growing stronger every day. The U.S.
economy remains the most dynamic and resilient on Earth. We have
rebounded from a global recession by creating more jobs in the
United States than in all other advanced economies combined. Our
military might is unrivaled. Yet, American exceptionalism is not
rooted solely in the strength of our arms or economy. Above all, it
is the product of our founding values, including the rule of law
and universal rights, as well as the grit, talent, and diversity of
the American people.

In the last 6 years alone, we arrested the
worst financial crisis since the Great Depression and catalyzed a
new era of economic growth. We increased our competitive edge and
leadership in education, energy, science and technology, research
and development, and healthcare. We achieved an energy
transformation in North America. We are fortifying our critical
infrastructure against all hazards, especially cyber espionage and
attack. And we are working hard to safeguard our civil liberties
while advancing our security.

America's strategic fundamentals are strong
but should not be taken for granted. We must be innovative and
judicious in how we use our resources to build up our national
power. Going forward, we will strengthen our foundation by growing
our economy, modernizing our defense, upholding our values,
enhancing the resilience of our homeland, and promoting talent and
diversity in our national security workforce.

We will lead by example. The strength
of our institutions and our respect for the rule of law sets an
example for democratic governance. When we uphold our values at
home, we are better able to promote them in the world. This means
safeguarding the civil rights and liberties of our citizens while
increasing transparency and accountability. It also means holding
ourselves to international norms and standards that we expect other
nations to uphold, and admitting when we do not. We must also
demonstrate our ability to forge diverse partnerships across our
political spectrum. Many achievements of recent years were made
possible by Democrats and Republicans; Federal, state and local
governments; and the public and private sectors working together.
But, we face continued challenges, including political dysfunction
in Washington that undermines national unity, stifles bipartisan
cooperation, and ultimately erodes the perception and strength of
our leadership abroad. American leadership is always most powerful
when we are able to forge common ground at home around key national
priorities.

We will lead with capable partners. In
an interconnected world, there are no global problems that can be
solved without the United States, and few that can be solved by the
United States alone. American leadership remains essential for
mobilizing collective action to address global risks and seize
strategic opportunities. Our closest partners and allies will
remain the cornerstone of our international engagement. Yet, we
will continuously expand the scope of cooperation to encompass
other state partners, non-state and private actors, and
international institutions—particularly the United Nations (U.N.),
international financial institutions, and key regional
organizations. These partnerships can deliver essential capacity to
share the burdens of maintaining global security and prosperity and
to uphold the norms that govern responsible international behavior.
At the same time, we and our partners must make the reforms and
investments needed to make sure we can work more effectively with
each other while growing the ranks of responsible, capable states.
The United States is safer and stronger when fewer people face
destitution, when our trading partners are flourishing, and when
societies are freer.

We will lead with all the instruments of
U.S. power. Our influence is greatest when we combine all our
strategic advantages. Our military will remain ready to defend our
enduring national interests while providing essential leverage for
our diplomacy. The use of force is not, however, the only tool at
our disposal, and it is not the principal means of U.S. engagement
abroad, nor always the most effective for the challenges we face.
Rather, our first line of action is principled and clear-eyed
diplomacy, combined with the central role of development in the
forward defense and promotion of America's interests. We will
continue pursuing measures to enhance the security of our diplomats
and development professionals to ensure they can fulfill their
responsibilities safely in high-risk environments. We will also
leverage a strong and well-regulated economy to promote trade and
investment while protecting the international financial system from
abuse. Targeted economic sanctions will remain an effective tool
for imposing costs on irresponsible actors and helping to dismantle
criminal and terrorist networks. All our tools are made more
effective by the skill of our intelligence professionals and the
quality of intelligence they collect, analyze, and produce.
Finally, we will apply our distinct advantages in law enforcement,
science and technology, and people-to-people relationships to
maximize the strategic effects of our national power.

We will lead with a long-term
perspective. Around the world, there are historic transitions
underway that will unfold over decades. This strategy positions
America to influence their trajectories, seize the opportunities
they create, and manage the risks they present. Five recent
transitions, in particular, have significantly changed the security
landscape, including since our last strategy in 2010.

First, power among states is more dynamic.
The increasing use of the G-20 on global economic matters reflects
an evolution in economic power, as does the rise of Asia, Latin
America, and Africa. As the balance of economic power changes, so
do expectations about influence over international affairs.
Shifting power dynamics create both opportunities and risks for
cooperation, as some states have been more willing than others to
assume responsibilities commensurate with their greater economic
capacity. In particular, India's potential, China's rise, and
Russia's aggression all significantly impact the future of major
power relations.

Second, power is shifting below and beyond
the nation-state. Governments once able to operate with few checks
and balances are increasingly expected to be more accountable to
sub-state and non-state actors—from mayors of mega-cities and
leaders in private industry to a more empowered civil society. They
are also contending with citizens enabled by technology, youth as a
majority in many societies, and a growing global middle class with
higher expectations for governance and economic opportunity. While
largely positive, these trends can foster violent non-state actors
and foment instability—especially in fragile states where
governance is weak or has broken down—or invite backlash by
authoritarian regimes determined to preserve the power of the
state.

Third, the increasing interdependence of the
global economy and rapid pace of technological change are linking
individuals, groups, and governments in unprecedented ways. This
enables and incentivizes new forms of cooperation to establish
dynamic security networks, expand international trade and
investment, and transform global communications. It also creates
shared vulnerabilities, as interconnected systems and sectors are
susceptible to the threats of climate change, malicious cyber
activity, pandemic diseases, and transnational terrorism and
crime.

Fourth, a struggle for power is underway
among and within many states of the Middle East and North Africa.
This is a generational struggle in the aftermath of the 2003 Iraq
war and 2011 Arab uprisings, which will redefine the region as well
as relationships among communities and between citizens and their
governments. This process will continue to be combustible,
especially in societies where religious extremists take root, or
rulers reject democratic reforms, exploit their economies, and
crush civil society.

Fifth, the global energy market has changed
dramatically. The United States is now the world's largest natural
gas and oil producer. Our dependence on foreign oil is at a 20-year
low—and declining—and we are leading a new clean energy economy.
While production in the Middle East and elsewhere remains vitally
important for the global market, increased U.S. production is
helping keep markets well-supplied and prices conducive to economic
growth. On the other hand, energy security concerns have been
exacerbated by European dependence on Russian natural gas and the
willingness of Russia to use energy for political ends. At the same
time, developing countries now consume more energy than developed
ones, which is altering energy flows and changing consumer
relationships.

Today's strategic environment is fluid. Just
as the United States helped shape the course of events in the last
century, so must we influence their trajectory today by evolving
the way we exercise American leadership. This strategy outlines
priorities based on a realistic assessment of the risks to our
enduring national interests and the opportunities for advancing
them. This strategy eschews orienting our entire foreign policy
around a single threat or region. It establishes instead a
diversified and balanced set of priorities appropriate for the
world's leading global power with interests in every part of an
increasingly interconnected world.

II. Security

The United States government has no greater
responsibility than protecting the American people. Yet, our
obligations do not end at our borders. We embrace our
responsibilities for underwriting international security because it
serves our interests, upholds our commitments to allies and
partners, and addresses threats that are truly global. There is no
substitute for American leadership whether in the face of
aggression, in the cause of universal values, or in the service of
a more secure America. Fulfilling our responsibilities depends on a
strong defense and secure homeland. It also requires a global
security posture in which our unique capabilities are employed
within diverse international coalitions and in support of local
partners. Such a shift is possible after a period of prolonged
combat. Six years ago, there were roughly 180,000 U.S. troops in
Iraq and Afghanistan. Today, there are fewer than 15,000. This
transition has dramatically reduced U.S. casualties and allows us
to realign our forces and resources to meet an evolving set of
threats while securing our strategic objectives.

In so doing, we will prioritize collective
action to meet the persistent threat posed by terrorism today,
especially from al-Qa'ida, ISIL, and their affiliates. In addition
to acting decisively to defeat direct threats, we will focus on
building the capacity of others to prevent the causes and
consequences of conflict to include countering extreme and
dangerous ideologies. Keeping nuclear materials from terrorists and
preventing the proliferation of nuclear weapons remains a high
priority, as does mobilizing the international community to meet
the urgent challenges posed by climate change and infectious
disease. Collective action is needed to assure access to the shared
spaces—cyber, space, air, and oceans—where the dangerous behaviors
of some threaten us all.

Our allies will remain central to all these
efforts. The North Atlantic Treaty Organization (NATO) is the
world's preeminent multilateral alliance, reinforced by the
historic close ties we have with the United Kingdom, France,
Germany, Italy, and Canada. NATO is stronger and more cohesive than
at any point in its history, especially due to contributions of the
Nordic countries and newer members like Poland and the Baltic
countries. Our alliances in Asia underwrite security and enable
prosperity throughout Asia and the Pacific. We will continue to
modernize these essential bilateral alliances while enhancing the
security ties among our allies. Japan, South Korea, and Australia,
as well as our close partner in New Zealand, remain the model for
interoperability while we reinvigorate our ties to the Philippines
and preserve our ties to Thailand. And our allies and partners in
other regions, including our security partnership and
people-to-people ties with Israel, are essential to advancing our
interests.

Strengthen Our National Defense

A strong military is the bedrock of our
national security. During over a decade of war, the All-Volunteer
Force has answered our Nation's call. To maintain our military edge
and readiness, we will continue to insist on reforms and necessary
investment in our military forces and their families. Our military
will remain ready to deter and defeat threats to the homeland,
including against missile, cyber, and terrorist attacks, while
mitigating the effects of potential attacks and natural disasters.
Our military is postured globally to protect our citizens and
interests, preserve regional stability, render humanitarian
assistance and disaster relief, and build the capacity of our
partners to join with us in meeting security challenges.

U.S. forces will continue to defend the
homeland, conduct global counterterrorism operations, assure
allies, and deter aggression through forward presence and
engagement. If deterrence fails, U.S. forces will be ready to
project power globally to defeat and deny aggression in multiple
theaters.

As we modernize, we will apply the lessons of
past drawdowns. Although our military will be smaller, it must
remain dominant in every domain. With the Congress, we must end
sequestration and enact critical reforms to build a versatile and
responsive force prepared for a more diverse set of contingencies.
We will protect our investment in foundational capabilities like
the nuclear deterrent, and we will grow our investment in crucial
capabilities like cyber; space; and intelligence, surveillance, and
reconnaissance. We will safeguard our science and technology base
to keep our edge in the capabilities needed to prevail against any
adversary. Above all, we will take care of our people. We will
recruit and retain the best talent while developing leaders
committed to an ethical and expert profession of arms. We will
honor our sacred trust with Veterans and the families and
communities that support them, making sure those who have served
have the benefits, education, and opportunities they have
earned.

We will be principled and selective in the
use of force. The use of force should not be our first choice, but
it will sometimes be the necessary choice. The United States will
use military force, unilaterally if necessary, when our enduring
interests demand it: when our people are threatened; when our
livelihoods are at stake; and when the security of our allies is in
danger. In these circumstances, we prefer to act with allies and
partners. The threshold for military action is higher when our
interests are not directly threatened. In such cases, we will seek
to mobilize allies and partners to share the burden and achieve
lasting outcomes. In all cases, the decision to use force must
reflect a clear mandate and feasible objectives, and we must ensure
our actions are effective, just, and consistent with the rule of
law. It should be based on a serious appreciation for the risk to
our mission, our global responsibilities, and the opportunity costs
at home and abroad. Whenever and wherever we use force, we will do
so in a way that reflects our values and strengthens our
legitimacy.

Reinforce Homeland Security

Our homeland is more secure. But, we must
continue to learn and adapt to evolving threats and hazards. We are
better able to guard against terrorism—the core responsibility of
homeland security—as well as illicit networks and other threats and
hazards due to improved information sharing, aviation and border
security, and international cooperation. We have emphasized
community-based efforts and local law enforcement programs to
counter homegrown violent extremism and protect vulnerable
individuals from extremist ideologies that could lead them to join
conflicts overseas or carry out attacks here at home. Through
risk-based approaches, we have countered terrorism and
transnational organized crime in ways that enhance commerce,
travel, and tourism and, most fundamentally, preserve our civil
liberties. We are more responsive and resilient when prevention
fails or disaster strikes as witnessed with the Boston Marathon
bombings and Hurricane Sandy.

The essential services that underpin American
society must remain secure and functioning in the face of diverse
threats and hazards. Therefore, we take a Whole of Community
approach, bringing together all elements of our
society—individuals, local communities, the private and non-profit
sectors, faith-based organizations, and all levels of government—to
make sure America is resilient in the face of adversity.

We are working with the owners and operators
of our Nation's critical cyber and physical infrastructure across
every sector—financial, energy, transportation, health, information
technology, and more—to decrease vulnerabilities and increase
resilience. We are partnering with states and local communities to
better plan for, absorb, recover from, and adapt to adverse events
brought about by the compounding effects of climate change. We will
also continue to enhance pandemic preparedness at home and address
the threat arising from new drug-resistant microbes and biological
agents.

Combat the Persistent Threat of
Terrorism

The threat of catastrophic attacks against
our homeland by terrorists has diminished but still persists. An
array of terrorist threats has gained traction in areas of
instability, limited opportunity, and broken governance. Our
adversaries are not confined to a distinct country or region.
Instead, they range from South Asia through the Middle East and
into Africa. They include globally oriented groups like al-Qa'ida
and its affiliates, as well as a growing number of regionally
focused and globally connected groups— many with an al-Qa'ida
pedigree like ISIL, which could pose a threat to the homeland.

We have drawn from the experience of the last
decade and put in place substantial changes to our efforts to
combat terrorism, while preserving and strengthening important
tools that have been developed since 9/11. Specifically, we shifted
away from a model of fighting costly, large-scale ground wars in
Iraq and Afghanistan in which the United States—particularly our
military—bore an enormous burden. Instead, we are now pursuing a
more sustainable approach that prioritizes targeted
counterterrorism operations, collective action with responsible
partners, and increased efforts to prevent the growth of violent
extremism and radicalization that drives increased threats. Our
leadership will remain essential to disrupting the unprecedented
flow of foreign terrorist fighters to and from conflict zones. We
will work to address the underlying conditions that can help foster
violent extremism such as poverty, inequality, and repression. This
means supporting alternatives to extremist messaging and greater
economic opportunities for women and disaffected youth. We will
help build the capacity of the most vulnerable states and
communities to defeat terrorists locally. Working with the
Congress, we will train and equip local partners and provide
operational support to gain ground against terrorist groups. This
will include efforts to better fuse and share information and
technology as well as to support more inclusive and accountable
governance.

In all our efforts, we aim to draw a stark
contrast between what we stand for and the heinous deeds of
terrorists. We reject the lie that America and its allies are at
war with Islam. We will continue to act lawfully. Outside of areas
of active hostilities, we endeavor to detain, interrogate, and
prosecute terrorists through law enforcement. However, when there
is a continuing, imminent threat, and when capture or other actions
to disrupt the threat are not feasible, we will not hesitate to
take decisive action. We will always do so legally, discriminately,
proportionally, and bound by strict accountability and strong
oversight. The United States—not our adversaries—will define the
nature and scope of this struggle, lest it define us.

Our counterterrorism approach is at work with
several states, including Somalia, Afghanistan and Iraq. In
Afghanistan, we have ended our combat mission and transitioned to a
dramatically smaller force focused on the goal of a sovereign and
stable partner in Afghanistan that is not a safe haven for
international terrorists. This has been made possible by the
extraordinary sacrifices of our U.S. military, civilians throughout
the interagency, and our international partners. They delivered
justice to Osama bin Laden and significantly degraded al-Qa'ida's
core leadership. They helped increase life expectancy, access to
education, and opportunities for women and girls. Going forward, we
will work with partners to carry out a limited counterterrorism
mission against the remnants of core al-Qa'ida and maintain our
support to the Afghan National Security Forces (ANSF). We are
working with NATO and our other partners to train, advise, and
assist the ANSF as a new government takes responsibility for the
security and well-being of Afghanistan's citizens. We will continue
to help improve governance that expands opportunity for all
Afghans, including women and girls. We will also work with the
countries of the region, including Pakistan, to mitigate the threat
from terrorism and to support a viable peace and reconciliation
process to end the violence in Afghanistan and improve regional
stability.

We have undertaken a comprehensive effort to
degrade and ultimately defeat ISIL. We will continue to support
Iraq as it seeks to free itself from sectarian conflict and the
scourge of extremists. Our support is tied to the government's
willingness to govern effectively and inclusively and to ensure
ISIL cannot sustain a safe haven on Iraqi territory. This requires
professional and accountable Iraqi Security Forces that can
overcome sectarian divides and protect all Iraqi citizens. It also
requires international support, which is why we are leading an
unprecedented international coalition to work with the Iraqi
government and strengthen its military to regain sovereignty.
Joined by our allies and partners, including multiple countries in
the region, we employed our unique military capabilities to arrest
ISIL's advance and to degrade their capabilities in both Iraq and
Syria. At the same time, we are working with our partners to train
and equip a moderate Syrian opposition to provide a counterweight
to the terrorists and the brutality of the Assad regime. Yet, the
only lasting solution to Syria's civil war remains political—an
inclusive political transition that responds to the legitimate
aspirations of all Syrian citizens.

Build Capacity to Prevent Conflict

We will strengthen U.S. and international
capacity to prevent conflict among and within states. In the realm
of inter-state conflict, Russia's violation of Ukraine's
sovereignty and territorial integrity—as well as its belligerent
stance toward other neighboring countries—endangers international
norms that have largely been taken for granted since the end of the
Cold War. Meanwhile, North Korean provocation and tensions in the
East and South China Seas are reminders of the risks of escalation.
American diplomacy and leadership, backed by a strong military,
remain essential to deterring future acts of inter-state aggression
and provocation by reaffirming our security commitments to allies
and partners, investing in their capabilities to withstand
coercion, imposing costs on those who threaten their neighbors or
violate fundamental international norms, and embedding our actions
within wider regional strategies.

Within states, the nexus of weak governance
and widespread grievance allows extremism to take root, violent
non-state actors to rise up, and conflict to overtake state
structures. To meet these challenges, we will continue to work with
partners and through multilateral organizations to address the root
causes of conflict before they erupt and to contain and resolve
them when they do. We prefer to partner with those fragile states
that have a genuine political commitment to establishing legitimate
governance and providing for their people. The focus of our efforts
will be on proven areas of need and impact, such as inclusive
politics, enabling effective and equitable service delivery,
reforming security and rule of law sectors, combating corruption
and organized crime, and promoting economic opportunity,
particularly among youth and women. We will continue to lead the
effort to ensure women serve as mediators of conflict and in
peacebuilding efforts, and they are protected from gender-based
violence.

We will continue to bolster the capacity of
the U.N. and regional organizations to help resolve disputes, build
resilience to crises and shocks, strengthen governance, end extreme
poverty, and increase prosperity, so that fragile states can
provide for the basic needs of their citizens and can avoid being
vulnerable hosts for extremism and terrorism. We will meet our
financial commitments to the U.N., press for reforms to strengthen
peacekeeping, and encourage more contributions from advanced
militaries. We will strengthen the operational capacity of regional
organizations like the African Union (AU) and broaden the ranks of
capable troop-contributing countries, including through the African
Peacekeeping Rapid Response Partnership, which will help African
countries rapidly deploy to emerging crises.

Prevent the Spread and Use of Weapons of
Mass Destruction

No threat poses as grave a danger to our
security and well-being as the potential use of nuclear weapons and
materials by irresponsible states or terrorists. We therefore seek
the peace and security of a world without nuclear weapons. As long
as nuclear weapons exist, the United States must invest the
resources necessary to maintain—without testing—a safe, secure, and
effective nuclear deterrent that preserves strategic stability.
However, reducing the threat requires us to constantly reinforce
the basic bargain of the Nuclear Non-Proliferation Treaty, which
commits nuclear weapons states to reduce their stockpiles while
non-nuclear weapons states remain committed to using nuclear energy
only for peaceful purposes. For our part, we are reducing the role
and number of nuclear weapons through New START and our own
strategy. We will continue to push for the entry into force of
important multilateral agreements like the Comprehensive Nuclear
Test-Ban Treaty and the various regional nuclear weapons-free zone
protocols, as well as the creation of a Fissile Material Cut-Off
Treaty.

Vigilance is required to stop countries and
non-state actors from developing or acquiring nuclear, chemical, or
biological weapons, or the materials to build them. The Nuclear
Security Summit process has catalyzed a global effort to lock down
vulnerable nuclear materials and institutionalize nuclear security
best practices. Our commitment to the denuclearization of the
Korean Peninsula is rooted in the profound risks posed by North
Korean weapons development and proliferation. Our efforts to remove
and destroy chemical weapons in Libya and Syria reflect our
leadership in implementation and progress toward universalization
of the Chemical Weapons Convention.

We have made clear Iran must meet its
international obligations and demonstrate its nuclear program is
entirely peaceful. Our sanctions regime has demonstrated that the
international community can— and will—hold accountable those
nations that do not meet their obligations, while also opening up a
space for a diplomatic resolution. Having reached a first step
arrangement that stops the progress of Iran's nuclear program in
exchange for limited relief, our preference is to achieve a
comprehensive and verifiable deal that assures Iran's nuclear
program is solely for peaceful purposes. This is the best way to
advance our interests, strengthen the global nonproliferation
regime, and enable Iran to access peaceful nuclear energy. However,
we retain all options to achieve the objective of preventing Iran
from producing a nuclear weapon.

Confront Climate Change

Climate change is an urgent and growing
threat to our national security, contributing to increased natural
disasters, refugee flows, and conflicts over basic resources like
food and water. The present day effects of climate change are being
felt from the Arctic to the Midwest. Increased sea levels and storm
surges threaten coastal regions, infrastructure, and property. In
turn, the global economy suffers, compounding the growing costs of
preparing and restoring infrastructure.

America is leading efforts at home and with
the international community to confront this challenge. Over the
last 6 years, U.S. emissions have declined by a larger total
magnitude than those of any other country. Through our Climate
Action Plan and related executive actions, we will go further with
a goal of reducing greenhouse gas emissions by 26 to 28 percent of
2005 levels by 2025. Working with U.S. states and private
utilities, we will set the first-ever standards to cut the amount
of carbon pollution our power plants emit into the air. We are also
working to strengthen resilience and address vulnerabilities to
climate impacts.

These domestic efforts contribute to our
international leadership. Building on the progress made in
Copenhagen and in ensuing negotiations, we are working toward an
ambitious new global climate change agreement to shape standards
for prevention, preparedness, and response over the next decade. As
the world's two largest emitters, the United States and China
reached a landmark agreement to take significant action to reduce
carbon pollution. The substantial contribution we have pledged to
the Green Climate Fund will help the most vulnerable developing
nations deal with climate change, reduce their carbon pollution,
and invest in clean energy. More than 100 countries have also
joined with us to reduce greenhouse gases under the Montreal
Protocol—the same agreement the world used successfully to phase
out ozone-depleting chemicals. We are partnering with African
entrepreneurs to launch clean energy projects and helping farmers
practice climate-smart agriculture and plant more durable crops. We
are also driving collective action to reduce methane emissions from
pipelines and to launch a free trade agreement for environmental
goods.

Assure Access to Shared Spaces

The world is connected by shared
spaces—cyber, space, air, and oceans—that enable the free flow of
people, goods, services, and ideas. They are the arteries of the
global economy and civil society, and access is at risk due to
increased competition and provocative behaviors. Therefore, we will
continue to promote rules for responsible behavior while making
sure we have the capabilities to assure access to these shared
spaces.

Cybersecurity

As the birthplace of the Internet, the United
States has a special responsibility to lead a networked world.
Prosperity and security increasingly depend on an open,
interoperable, secure, and reliable Internet. Our economy, safety,
and health are linked through a networked infrastructure that is
targeted by malicious government, criminal, and individual actors
who try to avoid attribution. Drawing on the voluntary
cybersecurity framework, we are securing Federal networks and
working with the private sector, civil society, and other
stakeholders to strengthen the security and resilience of U.S.
critical infrastructure. We will continue to work with the Congress
to pursue a legislative framework that ensures high standards. We
will defend ourselves, consistent with U.S. and international law,
against cyber attacks and impose costs on malicious cyber actors,
including through prosecution of illegal cyber activity. We will
assist other countries to develop laws that enable strong action
against threats that originate from their infrastructure. Globally,
cybersecurity requires that long-standing norms of international
behavior—to include protection of intellectual property, online
freedom, and respect for civilian infrastructure—be upheld, and the
Internet be managed as a shared responsibility between states and
the private sector with civil society and Internet users as key
stakeholders.

Space Security

Space systems allow the world to navigate and
communicate with confidence to save lives, conduct commerce, and
better understand the human race, our planet, and the depths of the
universe. As countries increasingly derive benefits from space, we
must join together to deal with threats posed by those who may wish
to deny the peaceful use of outer space. We are expanding our
international space cooperation activities in all sectors,
promoting transparency and confidence-building measures such as an
International Code of Conduct on Outer Space Activities, and
expanding partnerships with the private sector in support of
missions and capabilities previously claimed by governments alone.
We will also develop technologies and tactics to deter and defeat
efforts to attack our space systems; enable indications, warning,
and attributions of such attacks; and enhance the resiliency of
critical U.S. space capabilities.

Air and Maritime Security

The United States has an enduring interest in
freedom of navigation and overflight as well as the safety and
sustainability of the air and maritime environments. We will
therefore maintain the capability to ensure the free flow of
commerce, to respond quickly to those in need, and to deter those
who might contemplate aggression. We insist on safe and responsible
behaviors in the sky and at sea. We reject illegal and aggressive
claims to airspace and in the maritime domain and condemn
deliberate attacks on commercial passenger traffic. On territorial
disputes, particularly in Asia, we denounce coercion and assertive
behaviors that threaten escalation. We encourage open channels of
dialogue to resolve disputes peacefully in accordance with
international law. We also support the early conclusion of an
effective code of conduct for the South China Sea between China and
the Association of Southeast Asian States (ASEAN). America's
ability to press for the observance of established customary
international law reflected in the U.N. Convention on the Law of
the Sea will be enhanced if the Senate provides its advice and
consent—the ongoing failure to ratify this Treaty undermines our
national interest in a rules-based international order. Finally, we
seek to build on the unprecedented international cooperation of the
last few years, especially in the Arctic as well as in combatting
piracy off the Horn of Africa and drug-smuggling in the Caribbean
Sea and across Southeast Asia.

Increase Global Health Security

The spread of infectious diseases constitute
a growing risk. The Ebola epidemic in West Africa highlights the
danger of a raging virus. The spread of new microbes or viruses,
the rise and spread of drug resistance, and the deliberate release
of pathogens all represent threats that are exacerbated by the
globalization of travel, food production and supply, and medical
products. Despite important scientific, technological, and
organizational accomplishments, most countries have not yet
achieved international core competencies for health security, and
many lack sufficient capacity to prevent, detect, or respond to
disease outbreaks.

America is the world leader in fighting
pandemics, including HIV/AIDS, and in improving global health
security. At home, we are strengthening our ability to prevent
outbreaks and ensure sufficient capacity to respond rapidly and
manage biological incidents. As an exemplar of a modern and
responsive public health system, we will accelerate our work with
partners through the Global Health Security Agenda in pursuit of a
world that is safer and more secure from infectious disease. We
will save lives by strengthening regulatory frameworks for food
safety and developing a global system to prevent avoidable
epidemics, detect and report disease outbreaks in real time, and
respond more rapidly and effectively. Finally, we will continue to
lead efforts to combat the rise of antibiotic resistant
bacteria.

III. Prosperity

Our economy is the largest, most open, and
innovative in the world. Our leadership has also helped usher in a
new era of unparalleled global prosperity. Sustaining our
leadership depends on shaping an emerging global economic order
that continues to reflect our interests and values. Despite its
success, our rules-based system is now competing against
alternative, less-open models. Moreover, the American consumer
cannot sustain global demand—growth must be more balanced. To meet
this challenge, we must be strategic in the use of our economic
strength to set new rules of the road, strengthen our partnerships,
and promote inclusive development.

Through our trade and investment policies, we
will shape globalization so that it is working for American
workers. By leveraging our improved economic and energy position,
we will strengthen the global financial system and advance
high-standard trade deals. We will ensure tomorrow's global trading
system is consistent with our interests and values by seeking to
establish and enforce rules through international institutions and
regional initiatives and by addressing emerging challenges like
state-owned enterprises and digital protectionism. U.S. markets and
educational opportunities will help the next generation of global
entrepreneurs sustain momentum in growing a global middle class. To
prevent conflict and promote human dignity, we will also pursue
policies that eradicate extreme poverty and reduce inequality.

Put Our Economy to Work

The American economy is an engine for global
economic growth and a source of stability for the international
system. In addition to being a key measure of power and influence
in its own right, it underwrites our military strength and
diplomatic influence. A strong economy, combined with a prominent
U.S. presence in the global financial system, creates opportunities
to advance our security.

To ensure our economic competitiveness, we
are investing in a new foundation for sustained economic growth
that creates good jobs and rising incomes. Because knowledge is the
currency of today's global economy, we must keep expanding access
to early childhood and affordable higher education. The further
acceleration of our manufacturing revolution will create the next
generation of high technology manufacturing jobs. Immigration
reform that combines smart and effective enforcement of the law
with a pathway to citizenship for those who earn it remains an
imperative. We will deliver quality, affordable healthcare to more
and more Americans. We will also support job creation, strengthen
the middle class, and spur economic growth by opening markets and
leveling the playing field for American workers and businesses
abroad. Jobs will also grow as we expand our work with trading
partners to eliminate barriers to the full deployment of U.S.
innovation in the digital space. These efforts are complemented by
more modern and reliable infrastructure that ensures safety and
enables growth.

In addition to the positive benefits of trade
and commerce, a strong and well-regulated economy positions the
United States to lead international efforts to promote financial
transparency and prevent the global financial system from being
abused by transnational criminal and terrorist organizations to
engage in, or launder the proceeds of illegal activity. We will
continue to work within the Financial Action Task Force, the G-20,
and other fora to enlist all nations in the fight to protect the
integrity of the global financial system.

Advance Our Energy Security

The United States is now the world leader in
oil and gas production. America's energy revival is not only good
for growth, it offers new buffers against the coercive use of
energy by some and new opportunities for helping others transition
to low-carbon economies. American oil production has increased
dramatically, impacting global markets. Imports have decreased
substantially, reducing the funds we send overseas. Consumption has
declined, reducing our vulnerability to global supply disruption
and price shocks. However, we still have a significant stake in the
energy security of our allies in Europe and elsewhere. Seismic
shifts in supply and demand are underway across the globe.
Increasing global access to reliable and affordable energy is one
of the most powerful ways to support social and economic
development and to help build new markets for U.S. technology and
investment.

The challenges faced by Ukrainian and
European dependence on Russian energy supplies puts a spotlight on
the need for an expanded view of energy security that recognizes
the collective needs of the United States, our allies, and trading
partners as well as the importance of competitive energy markets.
Therefore, we must promote diversification of energy fuels,
sources, and routes, as well as encourage indigenous sources of
energy supply. Greater energy security and independence within the
Americas is central to these efforts. We will also stay engaged
with global suppliers and our partners to reduce the potential for
energy-related conflict in places like the Arctic and Asia. Our
energy security will be further enhanced by living up to
commitments made in the Rome Declaration and through our
all-of-the-above energy strategy for a low-carbon world. We will
continue to develop American fossil resources while becoming a more
efficient country that develops cleaner, alternative fuels and
vehicles. We are demonstrating that America can and will lead the
global economy while reducing our emissions.

Lead in Science, Technology, and
Innovation

Scientific discovery and technological
innovation empower American leadership with a competitive edge that
secures our military advantage, propels our economy, and improves
the human condition. Sustaining that edge requires robust Federal
investments in basic and applied research. We must also strengthen
science, technology, engineering, and mathematics (STEM) education
to produce tomorrow's discoverers, inventors, entrepreneurs, and
high-skills workforce. Our commitment remains strong to preparation
and compensation for STEM teachers, broadband connectivity and
high-tech educational tools for schools, programs that inspire and
provide opportunities for girls and underrepresented minorities,
and support for innovation in STEM teaching and inclusion in higher
education. We will also keep our edge by opening our national labs
to more commercial partnerships while tapping research and
development in the private sector, including a wide range of
start-ups and firms at the leading edge of America's innovation
economy.

Shape the Global Economic Order

We have recovered from the global economic
crisis, but much remains to be done to shape the emerging economic
order to avoid future crises. We have responsibilities at home to
continue to improve our banking practices and forge ahead with
regulatory reform, even as we press others to align with our robust
standards. In addition to securing our immediate economic
interests, we must drive the inclusive economic growth that creates
demand for American exports. We will protect the free movement of
information and work to prevent the risky behavior that led to the
recent crisis, while addressing resurgent economic forces, from
state capitalism to market-distorting free-riding.

American leadership is central to
strengthening global finance rules and making sure they are
consistent and transparent. We will work through the G-20 to
reinforce the core architecture of the international financial and
economic system, including the World Trade Organization, to ensure
it is positioned to foster both stability and growth. We remain
committed to governance reforms for these same institutions,
including the World Bank and the International Monetary Fund, to
make them more effective and representative. In so doing, we seek
to ensure institutions reinforce, rather than undermine, an
effective global financial system.

We believe trade agreements have economic and
strategic benefits for the United States. We will therefore work
with the Congress to achieve bipartisan renewal of Trade Promotion
Authority and to advance a trade agenda that brings jobs to our
shores, increases standards of living, strengthens our partners and
allies, and promotes stability in critical regions. The United
States has one of the most open economies in the world. Our tariffs
are low, and we do not use regulation to discriminate against
foreign goods. The same is not true throughout the world, which is
why our trade agenda is focused on lowering tariffs on American
products, breaking down barriers to our goods and services, and
setting higher standards to level the playing field for American
workers and firms.

Through the Trans-Pacific Partnership (TPP)
and Transatlantic Trade and Investment Partnership (T-TIP), we are
setting the world's highest standards for labor rights and
environmental protection, while removing barriers to U.S. exports
and putting the United States at the center of a free trade zone
covering two-thirds of the global economy. Our goal is to use this
position, along with our highly skilled workforce, strong rule of
law, and abundant supply of affordable energy, to make America the
production platform of choice and the premier investment
destination. In addition to these major regional agreements, we
will work to achieve groundbreaking agreements to liberalize trade
in services, information technology, and environmental goods—areas
where the United States is a global leader in innovation. And we
will make it easier for businesses of all sizes to expand their
reach by improving supply chains and regulatory cooperation.

All countries will benefit when we open
markets further, extend and enhance tools such as the African
Growth and Opportunity Act (AGOA), and reduce inefficiencies in the
global trading system through trade facilitation improvements. And
through our development initiatives—such as Power Africa, Trade
Africa, Feed the Future, and the Open Government Partnership—we
will continue to work closely with governments, the private sector,
and civil society to foster inclusive economic growth, reduce
corruption, and build capacity at the local level. Investment in
critical infrastructure and security will facilitate trade among
countries, especially for developing and emerging economies.

End Extreme Poverty

We have an historic opportunity to end
extreme poverty within a generation and put our societies on a path
of shared and sustained prosperity. In so doing, we will foster
export markets for U.S. businesses, improve investment
opportunities, and decrease the need for costly military
interventions. Growth in the global economy has lifted hundreds of
millions out of extreme poverty. We have already made significant
progress guided in part through global consensus and mobilization
around the Millennium Development Goals. The world cut the
percentage of people living in extreme poverty in half between 1990
and 2010. In that period, nearly 800 million people rose above the
international poverty line. By 2012, child deaths were down almost
50 percent since 1990. Twenty-nine countries registered as
low-income in 2000 have today achieved middle-income status, and
private capital and domestic resources far outstrip donor
assistance as the primary means for financing development. Trends
in economic growth also signal what is possible; sub-Saharan Africa
has averaged an aggregate annual growth rate of over 5 percent for
the last decade despite the disruptions of the world financial
crisis.

We are now working with many partners to put
ending extreme poverty at the center of a new global sustainable
development agenda that will mobilize action for the next 15 years.
We will press for transformative investments in areas like women's
equality and empowerment, education, sustainable energy, and
governance. We will use trade and investment to harness job-rich
economic growth. We will concentrate on the clear need for country
ownership and political commitment and reinforce the linkage
between social and economic development. We will lead the effort to
marshal diverse resources and broad coalitions to advance the
imperative of accountable, democratic governance.

We will use our leadership to promote a model
of financing that leverages billions in investment from the private
sector and draws on America's scientific, technological, and
entrepreneurial strengths to take to scale proven solutions in
partnership with governments, business, and civil society. And we
will leverage our leadership in promoting food security, enhancing
resilience, modernizing rural agriculture, reducing the
vulnerability of the poor, and eliminating preventable child and
maternal deaths as we drive progress toward an AIDS-free
generation.

IV. Values

To lead effectively in a world experiencing
significant political change, the United States must live our
values at home while promoting universal values abroad. From the
Middle East to Ukraine to Southeast Asia to the Americas, citizens
are more empowered in seeking greater freedoms and accountable
institutions. But these demands have often produced an equal and
opposite reaction from backers of discredited authoritarian orders,
resulting in crackdowns and conflict. Many of the threats to our
security in recent years arose from efforts by authoritarian states
to oppose democratic forces—from the crisis caused by Russian
aggression in Ukraine to the rise of ISIL within the Syrian civil
war. By the same token, many of our greatest opportunities stem
from advances for liberty and rule of law—from sub-Saharan Africa
to Eastern Europe to Burma.

Defending democracy and human rights is
related to every enduring national interest. It aligns us with the
aspirations of ordinary people throughout the world. We know from
our own history people must lead their own struggles for freedom if
those struggles are to succeed. But America is also uniquely
situated—and routinely expected—to support peaceful democratic
change. We will continue mobilizing international support to
strengthen and expand global norms of human rights. We will support
women, youth, civil society, journalists, and entrepreneurs as
drivers of change. We will continue to insist that governments
uphold their human rights obligations, speak out against repression
wherever it occurs, and work to prevent, and, if necessary, respond
to mass atrocities.

Our closest allies in these efforts will be,
as they always have, other democratic states. But, even where our
strategic interests require us to engage governments that do not
share all our values, we will continue to speak out clearly for
human rights and human dignity in our public and private diplomacy.
Any support we might provide will be balanced with an awareness of
the costs of repressive policies for our own security interests and
the democratic values by which we live. Because our human rights
advocacy will be most effective when we work in concert with a wide
range of partners, we are building coalitions with civil society,
religious leaders, businesses, other governments, and international
organizations. We will also work to ensure people enjoy the same
rights—and security—online as they are entitled to enjoy offline by
opposing efforts to restrict information and punish speech.

Live Our Values

Our values are a source of strength and
security, and our ability to promote our values abroad is directly
tied to our willingness to abide by them at home. In recent years,
questions about America's post-9/11 security policies have often
been exploited by our adversaries, while testing our commitment to
civil liberties and the rule of law at home. For the sake of our
security and our leadership in the world, it is essential we hold
ourselves to the highest possible standard, even as we do what is
necessary to secure our people.

To that end, we strengthened our commitment
against torture and have prohibited so-called enhanced
interrogation techniques that were contrary to American values,
while implementing stronger safeguards for the humane treatment of
detainees. We have transferred many detainees from Guantanamo Bay,
and we are working with the Congress to remove the remaining
restrictions on detainee transfers so that we can finally close it.
Where prosecution is an option, we will bring terrorists to justice
through both civilian and, when appropriate, reformed military
commission proceedings that incorporate fundamental due process and
other protections essential to the effective administration of
justice.

Our vital intelligence activities are also
being reformed to preserve the capabilities needed to secure our
interests while continuing to respect privacy and curb the
potential for abuse. We are increasing transparency so the public
can be confident our surveillance activities are consistent with
the rule of law and governed by effective oversight. We have not
and will not collect signals intelligence to suppress criticism or
dissent or to afford a competitive advantage to U.S. companies.
Safeguards currently in place governing how we retain and share
intelligence are being extended to protect personal information
regardless of nationality.

Advance Equality

American values are reflective of the
universal values we champion all around the world—including the
freedoms of speech, worship, and peaceful assembly; the ability to
choose leaders democratically; and the right to due process and
equal administration of justice. We will be a champion for
communities that are too frequently vulnerable to violence, abuse,
and neglect—such as ethnic and religious minorities; people with
disabilities; Lesbian, Gay, Bisexual, and Transgender (LGBT)
individuals; displaced persons; and migrant workers.

Recognizing that no society will succeed if
it does not draw on the potential of all its people, we are
pressing for the political and economic participation of women and
girls—who are too often denied their inalienable rights and face
substantial barriers to opportunity in too many places. Our efforts
include helping girls everywhere get the education they need to
participate fully in the economy and realize their potential. We
are focused on reducing the scourge of violence against women
around the globe by providing support for affected populations and
enhancing efforts to improve judicial systems so perpetrators are
held accountable.

Support Emerging Democracies

The United States will concentrate attention
and resources to help countries consolidate their gains and move
toward more democratic and representative systems of governance.
Our focus is on supporting countries that are moving in the right
direction—whether it is the peaceful transitions of power we see in
sub-Saharan Africa; the movement toward constitutional democracy in
Tunisia; or the opening taking place in Burma. In each instance, we
are creating incentives for positive reform and disincentives for
backsliding.

The road from demanding rights in the square
to building institutions that guarantee them is long and hard. In
the last quarter century, parts of Eastern Europe, Latin America,
Africa, and East Asia have consolidated transitions to democracy,
but not without setbacks. The popular uprisings that began in the
Arab world took place in a region with weaker democratic
traditions, powerful authoritarian elites, sectarian tensions, and
active violent extremist elements, so it is not surprising setbacks
have thus far outnumbered triumphs. Yet, change is inevitable in
the Middle East and North Africa, as it is in all places where the
illusion of stability is artificially maintained by silencing
dissent.

But the direction of that change is not
predetermined. We will therefore continue to look for ways to
support the success and ease the difficulties of democratic
transitions through responsible assistance, investment and trade,
and by supporting political, economic, and security reforms. We
will continue to push for reforms in authoritarian countries not
currently undergoing wholesale transitions. Good governance is also
predicated on strengthening the state-society relationship. When
citizens have a voice in the decisionmaking that affects them,
governments make better decisions and citizens are better able to
participate, innovate, and contribute.

The corrosive effects of corruption must be
overcome. While information sharing allows us to identify corrupt
officials more easily, globalization has also made it easier for
corrupt officials to hide the proceeds of corruption abroad,
increasing the need for strong and consistent implementation of the
international standards on combating illicit finance. The United
States is leading the way in promoting adherence to standards of
accountable and transparent governance, including through
initiatives like the Open Government Partnership. We will utilize a
broad range of tools to recover assets stolen by corrupt officials
and make it harder for criminals to hide, launder, and benefit from
illegal proceeds. Our leadership toward governance that is more
open, responsible, and accountable makes clear that democracy can
deliver better government and development for ordinary people.

Empower Civil Society and Young Leaders

Democracy depends on more than elections, or
even government institutions. Through civil society, citizens come
together to hold their leaders accountable and address challenges.
Civil society organizations often drive innovations and develop new
ideas and approaches to solve social, economic, and political
problems that governments can apply on a larger scale. Moreover, by
giving people peaceful avenues to advance their interests and
express their convictions, a free and flourishing civil society
contributes to stability and helps to counter violent
extremism.

Still, civil society and individual activists
face challenges in many parts of the world. As technology empowers
individuals and nongovernmental groups to mobilize around a wide
array of issues—from countering corruption and advancing the rule
of law to environmental activism—political elites in authoritarian
states, and even in some with more democratic traditions, are
acting to restrict space for civil society. Restrictions are often
seen through new laws and regulations that deny groups the foreign
funding they depend on to operate, that criminalize groups of
people like the LGBT community, or deny political opposition groups
the freedom to assemble in peaceful protest. The United States is
countering this trend by providing direct support for civil society
and by advocating rollback of laws and regulations that undermine
citizens' rights. We are also supporting technologies that expand
access to information, enable freedom of expression, and connect
civil society groups in this fight around the world.

More than 50 percent of the world's people
are under 30 years old. Many struggle to make a life in countries
with broken governance. We are taking the initiative to build
relationships with the world's young people, identifying future
leaders in government, business, and civil society and connecting
them to one another and to the skills they need to thrive. We have
established new programs of exchange among young Americans and
young people from Africa to Southeast Asia, building off the
successes of the International Visitor and Young African Leaders
initiatives. We are fostering increased education exchanges in our
hemisphere. And we are catalyzing economic growth and innovation
within societies by lifting up and promoting entrepreneurship.

Prevent Mass Atrocities

The mass killing of civilians is an affront
to our common humanity and a threat to our common security. It
destabilizes countries and regions, pushes refugees across borders,
and creates grievances that extremists exploit. We have a strong
interest in leading an international response to genocide and mass
atrocities when they arise, recognizing options are more extensive
and less costly when we act preventively before situations reach
crisis proportions. We know the risk of mass atrocities escalates
when citizens are denied basic rights and freedoms, are unable to
hold accountable the institutions of government, or face
unrelenting poverty and conflict. We affirm our support for the
international consensus that governments have the responsibility to
protect civilians from mass atrocities and that this responsibility
passes to the broader international community when those
governments manifestly fail to protect their populations. We will
work with the international community to prevent and call to
account those responsible for the worst human rights abuses,
including through support to the International Criminal Court,
consistent with U.S. law and our commitment to protecting our
personnel. Moreover, we will continue to mobilize allies and
partners to strengthen our collective efforts to prevent and
respond to mass atrocities using all our instruments of national
power.

V. International Order

We have an opportunity—and obligation—to lead
the way in reinforcing, shaping, and where appropriate, creating
the rules, norms, and institutions that are the foundation for
peace, security, prosperity, and the protection of human rights in
the 21st century. The modern-day international system currently
relies heavily on an international legal architecture, economic and
political institutions, as well as alliances and partnerships the
United States and other like-minded nations established after World
War II. Sustained by robust American leadership, this system has
served us well for 70 years, facilitating international
cooperation, burden sharing, and accountability. It carried us
through the Cold War and ushered in a wave of democratization. It
reduced barriers to trade, expanded free markets, and enabled
advances in human dignity and prosperity.

But, the system has never been perfect, and
aspects of it are increasingly challenged. We have seen too many
cases where a failure to marshal the will and resources for
collective action has led to inaction. The U.N. and other
multilateral institutions are stressed by, among other things,
resource demands, competing imperatives among member states, and
the need for reform across a range of policy and administrative
areas. Despite these undeniable strains, the vast majority of
states do not want to replace the system we have. Rather, they look
to America for the leadership needed to both fortify it and help it
evolve to meet the wide range of challenges described throughout
this strategy.

The United States will continue to make the
development of sustainable solutions in all of these areas a
foreign policy priority and devote diplomatic and other resources
accordingly. We will continue to embrace the post-World War II
legal architecture—from the U.N. Charter to the multilateral
treaties that govern the conduct of war, respect for human rights,
nonproliferation, and many other topics of global concern—as
essential to the ordering of a just and peaceful world, where
nations live peacefully within their borders, and all men and women
have the opportunity to reach their potential. We will lead by
example in fulfilling our responsibilities within this
architecture, demonstrating to the world it is possible to protect
security consistent with robust values. We will work vigorously
both within the U.N. and other multilateral institutions, and with
member states, to strengthen and modernize capacities—from
peacekeeping to humanitarian relief—so they endure to provide
protection, stability, and support for future generations.

At the same time, we will exact an
appropriate cost on transgressors. Targeted economic sanctions
remain an effective tool for imposing costs on those irresponsible
actors whose military aggression, illicit proliferation, or
unprovoked violence threaten both international rules and norms and
the peace they were designed to preserve. We will pursue
multilateral sanctions, including through the U.N., whenever
possible, but will act alone, if necessary. Our sanctions will
continue to be carefully designed and tailored to achieve clear
aims while minimizing any unintended consequences for other
economic actors, the global economy, and civilian populations.

In many cases, our use of targeted sanctions
and other coercive measures are meant not only to uphold
international norms, but to deter severe threats to stability and
order at the regional level. We are not allowing the transgressors
to define our regional strategies on the basis of the immediate
threats they present. Rather, we are advancing a longer-term
affirmative agenda in each of the regions, which prioritizes
reinvigorating alliances with long-standing friends, making
investments in new partnerships with emerging democratic powers
with whom our interests are increasingly aligned, and continuing to
support the development of capable, inclusive regional institutions
to help enforce common international rules.

Advance Our Rebalance to Asia and the
Pacific

The United States has been and will remain a
Pacific power. Over the next 5 years, nearly half of all growth
outside the United States is expected to come from Asia. That said,
the security dynamics of the region—including contested maritime
territorial claims and a provocative North Korea—risk escalation
and conflict. American leadership will remain essential to shaping
the region's long-term trajectory to enhance stability and
security, facilitate trade and commerce through an open and
transparent system, and ensure respect for universal rights and
freedoms.

To realize this vision, we are diversifying
our security relationships in Asia as well as our defense posture
and presence. We are modernizing our alliances with Japan, South
Korea, Australia, and the Philippines and enhancing the
interactions among them to ensure they are fully capable of
responding to regional and global challenges. We are committed to
strengthening regional institutions such as ASEAN, the East Asia
Summit, and Asia-Pacific Economic Cooperation to reinforce shared
rules and norms, forge collective responses to shared challenges,
and help ensure peaceful resolution of disputes. We are also
working with our Asian partners to promote more open and
transparent economies and regional support for international
economic norms that are vital to maintaining it as an engine for
global economic growth. The TPP is central to this effort.

As we have done since World War II, the
United States will continue to support the advance of security,
development, and democracy in Asia and the Pacific. This is an
important focus of the deepening partnerships we are building in
Southeast Asia including with Vietnam, Indonesia, and Malaysia. We
will uphold our treaty obligations to South Korea, Japan, the
Philippines, and Thailand, while encouraging the latter to return
quickly to democracy. We will support the people of Burma to deepen
and sustain reforms, including democratic consolidation and
national reconciliation.

The United States welcomes the rise of a
stable, peaceful, and prosperous China. We seek to develop a
constructive relationship with China that delivers benefits for our
two peoples and promotes security and prosperity in Asia and around
the world. We seek cooperation on shared regional and global
challenges such as climate change, public health, economic growth,
and the denuclearization of the Korean Peninsula. While there will
be competition, we reject the inevitability of confrontation. At
the same time, we will manage competition from a position of
strength while insisting that China uphold international rules and
norms on issues ranging from maritime security to trade and human
rights. We will closely monitor China's military modernization and
expanding presence in Asia, while seeking ways to reduce the risk
of misunderstanding or miscalculation. On cybersecurity, we will
take necessary actions to protect our businesses and defend our
networks against cyber-theft of trade secrets for commercial gain
whether by private actors or the Chinese government.

In South Asia, we continue to strengthen our
strategic and economic partnership with India. As the world's
largest democracies, we share inherent values and mutual interests
that form the cornerstone of our cooperation, particularly in the
areas of security, energy, and the environment. We support India's
role as a regional provider of security and its expanded
participation in critical regional institutions. We see a strategic
convergence with India's Act East policy and our continued
implementation of the rebalance to Asia and the Pacific. At the
same time, we will continue to work with both India and Pakistan to
promote strategic stability, combat terrorism, and advance regional
economic integration in South and Central Asia.

Strengthen Our Enduring Alliance with
Europe

The United States maintains a profound
commitment to a Europe that is free, whole, and at peace. A strong
Europe is our indispensable partner, including for tackling global
security challenges, promoting prosperity, and upholding
international norms. Our work with Europe leverages our strong and
historic bilateral relationships throughout the continent. We will
steadfastly support the aspirations of countries in the Balkans and
Eastern Europe toward European and Euro-Atlantic integration,
continue to transform our relationship with Turkey, and enhance
ties with countries in the Caucasus while encouraging resolution of
regional conflict.

NATO is the strongest alliance the world has
ever known and is the hub of an expanding global security network.
Our Article 5 commitment to the collective defense of all NATO
Members is ironclad, as is our commitment to ensuring the Alliance
remains ready and capable for crisis response and cooperative
security. We will continue to deepen our relationship with the
European Union (EU), which has helped to promote peace and
prosperity across the region, and deepen NATO-EU ties to enhance
transatlantic security. To build on the millions of jobs supported
by transatlantic trade, we support a pro-growth agenda in Europe to
strengthen and broaden the region's recovery, and we seek an
ambitious T-TIP to boost exports, support jobs, and raise global
standards for trade.

Russia's aggression in Ukraine makes clear
that European security and the international rules and norms
against territorial aggression cannot be taken for granted. In
response, we have led an international effort to support the
Ukrainian people as they choose their own future and develop their
democracy and economy. We are reassuring our allies by backing our
security commitments and increasing responsiveness through training
and exercises, as well as a dynamic presence in Central and Eastern
Europe to deter further Russian aggression. This will include
working with Europe to improve its energy security in both the
short and long term. We will support partners such as Georgia,
Moldova, and Ukraine so they can better work alongside the United
States and NATO, as well as provide for their own defense.

And we will continue to impose significant
costs on Russia through sanctions and other means while countering
Moscow's deceptive propaganda with the unvarnished truth. We will
deter Russian aggression, remain alert to its strategic
capabilities, and help our allies and partners resist Russian
coercion over the long term, if necessary. At the same time, we
will keep the door open to greater collaboration with Russia in
areas of common interests, should it choose a different path—a path
of peaceful cooperation that respects the sovereignty and
democratic development of neighboring states.

Seek Stability and Peace in the Middle East
and North Africa

In the Middle East, we will dismantle
terrorist networks that threaten our people, confront external
aggression against our allies and partners, ensure the free flow of
energy from the region to the world, and prevent the development,
proliferation, or use of weapons of mass destruction. At the same
time, we remain committed to a vision of the Middle East that is
peaceful and prosperous, where democracy takes root and human
rights are upheld. Sadly, this is not the case today, and nowhere
is the violence more tragic and destabilizing than in the sectarian
conflict from Beirut to Baghdad, which has given rise to new
terrorist groups such as ISIL.

Resolving these connected conflicts, and
enabling long-term stability in the region, requires more than the
use and presence of American military forces. For one, it requires
partners who can defend themselves. We are therefore investing in
the ability of Israel, Jordan, and our Gulf partners to deter
aggression while maintaining our unwavering commitment to Israel's
security, including its Qualitative Military Edge. We are working
with the Iraqi government to resolve Sunni grievances through more
inclusive and responsive governance. With our partners in the
region and around the world, we are leading a comprehensive
counterterrorism strategy to degrade and ultimately defeat ISIL. At
the same time, we will continue to pursue a lasting political
solution to the devastating conflict in Syria.

Stability and peace in the Middle East and
North Africa also requires reducing the underlying causes of
conflict. America will therefore continue to work with allies and
partners toward a comprehensive agreement with Iran that resolves
the world's concerns with the Iranian nuclear program. We remain
committed to ending the Israeli-Palestinian conflict through a
two-state solution that ensures Israel's security and Palestine's
viability. We will support efforts to deescalate sectarian tensions
and violence between Shi'a and Sunni communities throughout the
region. We will help countries in transition make political and
economic reforms and build state capacity to maintain security, law
and order, and respect for universal rights. In this respect, we
seek a stable Yemen that undertakes difficult structural reforms
and confronts an active threat from al-Qa'ida and other rebels. We
will work with Tunisia to further progress on building democratic
institutions and strengthening its economy. We will work with the
U.N. and our Arab and European partners in an effort to help
stabilize Libya and reduce the threat posed by lawless militias and
extremists. And we will maintain strategic cooperation with Egypt
to enable it to respond to shared security threats, while
broadening our partnership and encouraging progress toward
restoration of democratic institutions.

Invest in Africa's Future

Africa is rising. Many countries in Africa
are making steady progress in growing their economies, improving
democratic governance and rule of law, and supporting human rights
and basic freedoms. Urbanization and a burgeoning youth population
are changing the region's demographics, and young people are
increasingly making their voices heard. But there are still many
countries where the transition to democracy is uneven and slow with
some leaders clinging to power. Corruption is endemic and public
health systems are broken in too many places. And too many
governments are responding to the expansion of civil society and
free press by passing laws and adopting policies that erode that
progress. Ongoing conflicts in Sudan, South Sudan, the Democratic
Republic of the Congo, and the Central African Republic, as well as
violent extremists fighting governments in Somalia, Nigeria, and
across the Sahel all pose threats to innocent civilians, regional
stability, and our national security.

For decades, American engagement with Africa
was defined by aid to help Africans reduce insecurity, famine, and
disease. In contrast, the partnerships we are forging today, and
will expand in the coming years, aim to build upon the aspirations
of Africans. Through our Power Africa Initiative, we aim to double
access to power in sub-Saharan Africa. We will increase trade and
business ties, generating export-driven growth through initiatives
like Trade Africa and AGOA. We will continue to support U.S.
companies to deepen investment in what can be the world's next
major center of global growth, including through the Doing Business
in Africa campaign. Moreover, we are investing in tomorrow's
leaders—the young entrepreneurs, innovators, civic leaders, and
public servants who will shape the continent's future. We are
strengthening civilian and military institutions through our
Security Governance Initiative, and working to advance human rights
and eliminate corruption. We are deepening our security
partnerships with African countries and institutions, exemplified
by our partnerships with the U.N. and AU in Mali and Somalia. Such
efforts will help to resolve conflicts, strengthen African
peacekeeping capacity, and counter transnational security threats
while respecting human rights and the rule of law.

Our investment in nutrition and agricultural
capacity will continue, reducing hunger through initiatives such as
Feed the Future. We will keep working with partners to reduce
deaths from Ebola, HIV/AIDS, malaria, and tuberculosis across
Africa through such initiatives as the President's Emergency Plan
for AIDS Relief and the Global Health Security Agenda. The Ebola
epidemic in 2014 serves as a stark reminder of the threat posed by
infectious disease and the imperative of global collective action
to meet it. American leadership has proven essential to bringing to
bear the international community to contain recent crises while
building public health capacity to prevent future ones.

Deepen Economic and Security Cooperation in
the Americas

We will continue to advance a Western
Hemisphere that is prosperous, secure, democratic, and plays a
greater global role. In the region as a whole, the number of people
in the middle class has surpassed the number of people living in
poverty for the first time in history, and the hemisphere is
increasingly important to global energy supplies. These gains,
however, are put at risk by weak institutions, high crime rates,
powerful organized crime groups, an illicit drug trade, lingering
economic disparity, and inadequate education and health
systems.

To meet these challenges, we are working with
Canada and Mexico to enhance our collective economic
competitiveness while advancing prosperity in our hemisphere. With
Chile, Peru, Mexico, and Canada, we are setting new global trade
standards as we grow a strong contingent of countries in the
Americas that favor open trading systems to include TPP. We seek to
advance our economic partnership with Brazil, as it works to
preserve gains in reducing poverty and deliver the higher standards
of public services expected by the middle class.

We are also championing a strong and
effective inter-American human rights and rule of law system. We
are expanding our collaboration across the Americas to support
democratic consolidation and increase public-private partnerships
in education, sustainable development, access to electricity,
climate resilience, and countering transnational organized
crime.

Such collaboration is especially important in
vulnerable countries like Guatemala, El Salvador, and Honduras,
where government institutions are threatened by criminal
syndicates. Migration surges involving unaccompanied children
across our southern border is one major consequence of weak
institutions and violence. American leadership, in partnership with
these countries and with the support of their neighbors, remains
essential to arresting the slide backwards and to creating steady
improvements in economic growth and democratic governance.
Likewise, we remain committed to helping rebuild Haiti and to put
it and our other Caribbean neighbors on a path to sustainable
development.

We will support the resolution of
longstanding regional conflicts, particularly Colombia's conclusion
of a peace accord with the Revolutionary Armed Forces of Colombia.
Overall, we have deepened our strategic partnership with Colombia,
which is a key contributor to international peace and security.
Equally, we stand by the citizens of countries where the full
exercise of democracy is at risk, such as Venezuela. Though a few
countries in the region remain trapped in old ideological debates,
we will keep working with all governments that are interested in
cooperating with us in practical ways to reinforce the principles
enumerated in the Inter-American Democratic Charter. As part of our
effort to promote a fully democratic hemisphere, we will advance
our new opening to Cuba in a way that most effectively promotes the
ability of the Cuban people to determine their future freely.

VI. Conclusion

This National Security Strategy provides a
vision for strengthening and sustaining American leadership in this
still young century. It clarifies the purpose and promise of
American power. It aims to advance our interests and values with
initiative and from a position of strength. We will deter and
defeat any adversary that threatens our national security and that
of our allies. We confidently welcome the peaceful rise of other
countries as partners to share the burdens for maintaining a more
peaceful and prosperous world. We will continue to collaborate with
established and emerging powers to promote our shared security and
defend our common humanity, even as we compete with them in
economic and other realms. We will uphold and refresh the
international rules and norms that set the parameters for such
collaboration and competition. We will do all of this and more with
confidence that the international system whose creation we led in
the aftermath of World War II will continue to serve America and
the world well. This is an ambitious, but achievable agenda,
especially if we continue to restore the bipartisan center that has
been a pillar of strength for American foreign policy in decades
past. America has greater capacity to adapt and recover from
setbacks than any other country. A core element of our strength is
our unity and our certainty that American leadership in this
century, like the last, remains indispensable.

* * * * * * * * * * * *

Remarks by National Security Advisor
Susan Rice on the 2015 National Security
Strategy

 Good afternoon, everyone. Thank you,
Strobe, for your kind words and to everyone at Brookings. This was
my home for six peaceful years. I miss it. Looking around the room,
I see many friends who challenged and encouraged me — and who
continue to generate some of the best ideas for America’s foreign
policy. So, I’m very pleased to be here.

This morning, President Obama released his
2015 National Security Strategy. Fundamentally, it’s a strategy to
strengthen the foundations of America’s power—political, economic,
and military—and to sustain American leadership in this new century
so that we can surmount the challenges of today and capture the
opportunities of tomorrow.

Our strategy is guided by the same four
enduring national interests we laid out in the 2010 National
Security Strategy – security, prosperity, values, and a rules-based
international order. Our interests are enduring, but in many
respects, 2015 is a whole new ballgame. Much has changed in the
last five years.

As a nation, we are stronger than we’ve been
in a long time. Since President Obama took office, we arrested the
worst financial crisis and repaired the biggest collapse in world
trade since the Great Depression. In 2010, unemployment in the
United States was almost 10 percent. Today, businesses have added
more than 11 million new jobs, and unemployment is down to 5.7
percent. In 2010, our deficit topped $1 trillion; today, we’ve cut
that in half, to less than $500 billion. Our kids are graduating at
higher rates, and millions more Americans have healthcare. We’ve
unlocked a domestic energy boom that has made us the world’s number
one producer of oil and gas, strengthening our energy security –
with huge ripple effects for global oil markets and geopolitics.
We’ve brought home almost 170,000 American troops, responsibly
ending two long and costly ground wars and re-purposing our
military strength so we can better respond to emerging threats and
crises. The diversity and creativity of the American people
continue to be a wellspring of American power—driving innovations
that are revolutionizing everything from the way we hail a cab to
the way we treat disease. By fortifying our foundational strengths,
America is in a better position to confront current crises and
seize the opportunities of this new century.

Yet, few know better than we the complexity
of the challenges that America faces. Every day, I start my morning
with a briefing that covers the most sobering threats and the
difficult problems we confront around the world. These include the
fall-out from the Arab uprisings, Russian aggression, Ebola, cyber
attacks, and a more diffuse terrorist threat.

But, too often, what’s missing here in
Washington is a sense of perspective. Yes, there’s a lot going on.
Still, while the dangers we face may be more numerous and varied,
they are not of the existential nature we confronted during World
War II or the Cold War. We can’t afford to be buffeted by alarmism
and an instantaneous news cycle. We must continue to do the hard
work of leading a complex and rapidly evolving world, of seizing
opportunities, and of winning the future for our children.

Strong and sustained American leadership
remains essential, as ever. Think for a minute where the world
would be today without decisive U.S. leadership. Ebola would be
spreading throughout West Africa and likely to far corners of the
world. Instead, America galvanized the world to roll back this
horrible disease. Without us, Russia would be suffering no cost for
its actions in Ukraine. Instead, the ruble is in a free fall, and
Russia is paying dearly for flaunting the rules. Without us, there
would be no military campaign or sixty countries countering ISIL’s
advance. There would be no prospect for a global deal on climate
change; no pressure for Iran to be at the negotiating table; and,
no potential for trade that meets a higher standard for our workers
and businesses.

Nonetheless, there is a loud debate in
Washington about American leadership in the 21st century. But the
issue is not simply when we should have started arming Syrian
rebels or whether we should provide lethal weapons to Ukraine. It
is about the nature of U.S. leadership for the future. With this
national security strategy, we stake out a much larger role for
America in shaping our world, while anticipating the challenges to
come.

Before I go through the elements of this
strategy, I want to note how our approach may differ from what
others may recommend. We believe in the importance of economic
growth, but we insist upon investing in the foundations of American
power: education and health care; clean energy and basic research.
We will always act to defend our country and its people, but we aim
to avoid sending many thousands of ground forces into combat in
hostile lands. We have renewed our core alliances, while also
building partnerships with emerging powers and neglected regions.
We are committed to fighting terrorism and stopping the spread of
nuclear weapons, even as we rally the world to meet the threats of
tomorrow—malicious cyber actors and deadly pandemics; climate
change and competition in space. We focus – every day – on the
crises in the Middle East and Ukraine, but we are simultaneously
rebalancing to the regions that will do more to determine the
course of the 21st century—East Asia and India, Sub-Saharan Africa
and the Americas.

So, with that in mind, let me outline the
four ways we are advancing our core interests.

The first element of our strategy is to
secure the U.S., our citizens, our allies and partners through a
dynamic global security posture in which we employ our unique
capabilities, forge diverse coalitions, and support local partners.
This approach builds on a more secure homeland and a national
defense that is second to none. President Obama is committed to
maintaining the best trained, best equipped, and best led military
force the world has ever known, while honoring our promises to
service members, veterans, and their families. To ensure success,
we call on Congress to support responsible investments in our
national security, including by ending sequestration.

To counter today’s threats, we’re
implementing a comprehensive counter-terrorism approach that takes
account of how the enemy has evolved. As al-Qa’ida core has been
decimated, we’ve seen the diffusion of the threat – to al-Qa’ida
affiliates, ISIL, local militias, and home-grown violent
extremists. This diffusion may for now reduce the risk of a
spectacular attack like 9/11, but it raises the probability of the
types of attacks that we’ve seen in Boston and Ottawa, Sydney and
Paris. To meet this morphing challenge, we are combining our
decisive military capabilities with local partnerships, with the
financial tools to choke off funding, and the international reach
of our law-enforcement and intelligence agencies. We’re
strengthening the capacity of weak states to govern their territory
and provide for their citizens, while countering the corrosive
ideology of violent extremism. Fighting terrorism is a long-term
struggle. There will be setbacks, and there are no
one-size-fits-all solutions. We have to work across multiple lines
of effort in diverse contexts to be effective.

To degrade and ultimately defeat ISIL, we
assembled a broad coalition that is confronting this scourge from
all angles—from training Iraqi security forces and supporting the
moderate Syrian opposition to encouraging political reforms in Iraq
that foster greater inclusion. Together, we’ve taken out thousands
of ISIL’s fighters; destroyed nearly 200 oil and gas facilities
that fund their terror; and pushed them out of territory, including
areas around Baghdad, Sinjar, and the Mosul Dam. Just last week,
ISIL conceded defeat in their months-long siege of Kobane. And with
the world united in condemnation of its horrific executions, ISIL
should know that their barbarism only fortifies the world’s
collective resolve.

Our counter-terrorism strategy is still at
work in Afghanistan, where we ended our combat mission as planned.
Now, we are focused on supporting a sovereign and stable
Afghanistan that will not be a safe haven for al-Qa’ida terrorists.
Even as we help develop Afghan security forces, we will continue to
keep pressure on al-Qa’ida through a capable counterterrorism
mission.

American leadership remains essential not
only to tackling today’s threats but also to addressing the global
challenges that will define the nature of security for our children
and grandchildren. And here, too, we have to lead with our heads,
enlisting partners to work alongside us.

American leadership is addressing the danger
of nuclear proliferation. No threat poses as grave a risk to our
security as the potential use of nuclear weapons. That is why we
continue to secure nuclear material and strengthen international
norms against the use of all weapons of mass destruction, moving us
closer to achieving the peace and security of a world without
nuclear weapons.

American leadership rallied the world to
toughen sanctions against Iran. Through diplomacy and sustained
economic pressure, we’ve halted the progress of Iran’s nuclear
program and rolled it back in key respects. Now, we must give
diplomacy a chance to finish the job. If diplomacy fails, it will
not be for lack of good faith by America or the P5+1. And then, if
necessary, we would be stronger in leading our partners to dial up
the pressure and in making sure Iran does not obtain a nuclear
weapon.

American leadership is addressing the dangers
of pandemic disease. Our agenda to improve global health security
doesn’t end with Ebola. It strengthens the capacity of states and
international institutions to prevent, detect, and respond to
future outbreaks, before they become deadly epidemics.

American leadership is addressing the very
real threat of climate change. The science is clear. The impacts of
climate change will only worsen over time—even longer droughts,
more severe storms, more forced migration. So we’re making smart
decisions today that will pay off for generations, like our
ground-breaking climate commitment with China that will limit both
our nations’ greenhouse gases and bend down the global emissions
curve.

American leadership is also addressing the
pressing need for enhanced cyber-security. As more of the world
comes online, we’re leading an international effort to define the
rules for how states engage with one another in cyberspace, while
ensuring the Internet remains a powerful tool to drive future
advances. At the same time, we are committing new resources to
bolster the security of U.S. critical infrastructure, government
networks, and other systems against cyber threats.

Second, we will expand prosperity by using
our renewed economic strength—our resurgent economy and improved
energy security—to bolster the global financial system, advance an
open international economic order, and reduce inequality and
poverty.

With the world’s top universities, premier
research facilities, and a culture of entrepreneurship, America
already has the keys that will drive our knowledge economy through
the coming century. And, with critical investments in technology
and innovation, we’ll keep sharpening our technological edge to
keep the American economy at the forefront of innovation.

We’re opening more markets to American
businesses, workers, and farmers while forging trade agreements
that set high standards for fair wages, safe workplaces, and
environmental protections. And, to make sure new trade and growth
benefit people around the world, we’ll continue to pursue a
sustainable development agenda, grounded in our commitment to end
extreme poverty.

We’ll work with Congress to pass Trade
Promotion Authority so we can finalize the Trans-Pacific
Partnership, thus securing a free trade agreement with many of the
world’s fastest-growing economies. We’re working to make rapid
progress with the European Union on the Transatlantic Trade and
Investment Partnership, expanding what is already the largest
trading relationship in the world. And, we are committed to
renewing and enhancing the African Growth and Opportunity Act to
further deepen our investment in that promising region.

Africa is primed to become a major center of
global growth. We’ve ramped up our commitments across the
continent, including through the President’s Power Africa
initiative to connect millions more people to reliable electricity.
Through Feed the Future, we’re helping farmers plant better crops
and raise their incomes, while also improving the food security of
the region. And last August, for the first time ever, President
Obama hosted some 50 African leaders to chart ways our nations will
do more together and seize opportunities for U.S. businesses to
invest in Africa’s future.

Third, at a time when citizens in every
region are demanding greater freedom and more accountability from
their governments, our strategy is to defend democracy and human
rights, combat corruption, promote open government, and stand with
civil society. We do so by living our values at home, growing the
ranks of capable democratic states, and defending universal rights.
We’ll help countries in transition—like Burma, Tunisia, and Sri
Lanka—become more open, more democratic, and more inclusive
societies. We’ll support established democracies that are in danger
of backsliding. We’ll empower citizens and NGOs in places where
they are under attack.

At the same time, President Obama has
deepened our commitment to promoting that basic American value:
equality. We believe everyone should be able to speak their minds
and practice their faith freely. We believe all girls deserve the
very same opportunities as boys. We believe that all humans are
created equal and are worthy of the same love and respect—including
our lesbian, gay, bisexual, and transgender brothers and sisters.
These beliefs are fundamental to who we are.

Advancing equality is both morally right and
smart strategy. If we reduce disparities, which can lead to
instability and violence, we increase our shared security. Reams of
empirical evidence demonstrate how countries do better—across every
metric—when they tap the talents of all their people. So, we
champion the rights of vulnerable communities—those targeted by
abuse or excluded from society—and counter escalating cycles of
hatred that can spark violence. Mass killings threaten our common
security and diminish our shared humanity, so we affirm that
governments have a responsibility to protect civilians. We’ll
continue to lead global efforts to prevent atrocities and hold
accountable those who commit the worst abuses.

We’re also reaching out to populations that
America can ill-afford to neglect. With more than half the world
under the age of 30, our strategy invests in and empowers young
people through educational exchanges and entrepreneurship. Our
Young Leaders initiatives in Africa and Southeast Asia identify and
mentor the next generation of talent to grasp opportunity.

And, because we seek to lead by example,
we’ll keep working to make our own laws more inclusive, to sustain
our prohibitions against torture, to protect civil liberties and
privacy, and to improve transparency on issues like electronic
surveillance. We’ve reduced the population of Guantanamo by nearly
half, and while there are tough challenges ahead, we mean to keep
going until we finish the job.

Finally, our strategy leverages American
leadership to uphold the liberal international order, which has
served the world well for 70 years, by reinforcing rules-of-the
road and strengthening and diversifying our alliances and
partnerships in every region of the world.

Russia’s aggression against Ukraine is a
heinous and deadly affront to long-standing international law and
norms. In lock-step with our European allies, we have built a
coalition of partners around the world to impose steep political
and economic costs on Russia, in contrast to its cost-free invasion
of Georgia. And, we will continue to turn up the pressure, unless
Russia decisively reverses course. At the same time, we’re
providing vital economic support to help the Ukrainian people write
a better future for their country, and we are strengthening our
enduring alliance with Europe—by reassuring our allies in Eastern
Europe and investing in modernizing NATO to meet emerging
threats.

As we update the existing international
system, our strategy is to enhance our focus on regions that will
shape the century ahead, starting with the Asia-Pacific. Our
rebalance is deepening longstanding alliances and forging new
partnerships to expand cooperation. We’re investing in ASEAN, the
East Asia Summit, and the Pacific Islands Forum to strengthen their
capacity to enforce regional norms, respond to crises like natural
disasters, and resolve disputes peacefully, so that the Asia
Pacific remains a region of dynamic growth and opportunity.

With China, we’re building a constructive
relationship that expands practical cooperation across a wide
spectrum of issues from global health to non-proliferation, even as
we confront real differences over human rights, cyber-enabled
economic espionage, and the use of coercion to advance territorial
claims. President Obama’s recent trip to India strengthened another
critical partnership that will deliver economic and security
benefits for both our nations and the broader region, and help lift
up the lives of more than a billion people. In furtherance of our
relationships throughout the region, I’m pleased to announce today
that we have invited Prime Minister Abe of Japan and President Xi
of China for state visits, and we look forward to welcoming other
Asian leaders to the White House this year—including President Park
of South Korea and President Widodo of Indonesia.

At the same time, we seek a Middle East
that’s more secure, prosperous, and where democracy can take root.
That’s the ultimate vision we’re working toward with partners
throughout the region. We’ll continuously strengthen the unique
bonds that unite the peoples of Israel and America. Our commitment
to Israel’s security remains enduring and unshakeable. We refuse to
give up on a peaceful resolution to the conflict between Israelis
and Palestinians. We’ll keep investing in the ability of our Gulf
partners, like Saudi Arabia and the UAE, to deter aggression, even
as we deepen our cooperation on regional challenges. Since Libya,
Syria, and Yemen confront persistent violence and instability,
we’ll protect our people, work with partners to shrink terrorist
safe havens, and support those working to achieve political and
social reform.

To be sure, the region’s challenges are many,
including: a generational transformation; citizens’ legitimate
demands for political and economic reform; sectarian, ethnic, and
tribal tensions; and Iran’s destabilizing influence. But, we’ll
keep leading international efforts to reduce insecurity and,
drawing on all sources of our influence—not just our military—we
will work to foster progress that endures.

Closer to home, Latin America and the
Caribbean is a region that’s experienced rapid growth, with a large
and growing middle class, vibrant democracies, and still untapped
potential. It’s grappling with challenges like transnational crime
and trafficking that have serious implications for our own
security. Thanks in part to our opening with Cuba, which turns the
page on 50 years of fruitless policy, we have new opportunities to
strengthen our partnership with our neighbors. We’re investing
particularly in Central America to improve governance and citizen
safety to address some of the root causes of mass migrations, like
we saw last summer.

Across a range of issues, with an array of
partners, the United States is proudly shouldering the
responsibilities of global leadership. As President Obama made
clear during his State of the Union address: “The question is not
whether America leads in the world, but how.” The answer is: we are
pursuing an ambitious, yet achievable agenda, worthy of a great
power. The President’s Budget directly supports his strategy. Our
national security leadership is united around this shared vision
and agenda. And, we are eager to work with Congress to restore the
vital bi-partisan center to U.S. foreign policy.

Our unparalleled leadership is grounded in
America’s enduring strengths and guided by a clear sense of
purpose. We approach challenges using all levers of our
power—vigorous diplomacy, broad-based development, economic
leverage, our technological advantages, the talent and diversity of
our people, and, when needed, our military might. We rally partners
to enact sustainable solutions when challenges arise. We strive to
set the highest standards by our own example. And, we lead with our
eyes fixed firmly on the future, alert to opportunities to make the
world safer and increasingly just.

President Obama has two years left in his
term—and two years is plenty of time. This national security
strategy is a blueprint for what we intend to get done over the
next two years – from degrading ISIL and opposing Russian
aggression, to leaving behind a world that can more effectively
meet the dangers of climate change and disease, cyber threats, and
extreme poverty.

If we run through the tape, America will be
better and more sustainably positioned to continue leading – on the
issues, and in the regions, that will shape our future.

One thing I can guarantee you: President
Obama is going to leave everything on the field, and so will the
rest of us. The challenges ahead will surely continue to be many
and great. Progress won’t be quick or linear. But, we are committed
to seizing the future that lies beyond the crisis of the day and to
pursuing a vision of the world as it can and should be.

That’s our strategy for sustaining the
leadership that future generations deserve. Anything less would not
be worthy of the American people or of our great nation.

* * * * * * * * * * * *
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Mr. Chairman, ranking minority and members of
this distinguished committee, thank you for inviting me to testify
on such a critical issue as America's global security challenges.
Am honored to be here today with General Jim Mattis and Admiral Fox
Fallon, both highly respected military leaders who I have known for
years.

The U.S. is confronting emerging security
challenges on a scale it has not seen since the rise of the Soviet
Union to superpower status following WWII, with radical Islam
morphing into a global jihad, Iran seeking regional hegemony and
revisionist powers capable of employing, in varying degrees of
sophistication, disruptive methods of war that will severely test
the U.S. military's traditional methods of projecting and
sustaining power abroad. Given U.S. defense budget projections, the
U.S. will have to confront these challenges without its long
standing decided advantage in the scale of resources it is able to
devote to the competition. Indeed the Budget Control Act (BCA), or
sequestration, is not only irresponsible, in the face of emerging
challenges, it is downright reckless.

Let me briefly outline the major security
challenges and what can be done about them.

1. RADICAL ISLAM

As much as Nazism and communism both
geopolitical movements, ideologically driven, were the major
security challenges of the 20th century, radical Islam is the major
security challenge of our generation. Nazism was defeated by
overwhelming brute force and communism was defeated by better
ideas. Radical Islam will take a combination of force and better
ideas to ultimately add it to the trash heap of unrealized and
unfulfilled ideological movements.

Radical Islam as I am defining it for today's
discussion consists of 3 distinct movements, who share a radical
fundamentalist ideology, use jihad or terror to achieve objectives
yet compete with each other for influence and power.

First, the Shia based, Iranian sponsored
radical Islamist movement that began in 1979 with the formation of
the Islamic State of Iran. In 1980 Iran declared the U.S. as a
strategic enemy and its goal is to drive the U.S. out of the
region, achieve regional hegemony and destroy the state of Israel.
It uses proxies, primarily, as the world's number one state
sponsoring terrorism. Beginning in the early 1980's it began jihad
against the U.S. by bombing the Marine barracks, the U.S. Embassy
and the U.S. Embassy Annex in Lebanon, the U.S. Embassy in Kuwait,
the AF barracks , Khobar Towers in Saudi Arabia and attacking the
U.S. military in Iraq using Shia militias trained in Iran with
advanced IEDs developed by Iranian engineers. To date, the result
is, U.S. troops left Lebanon, Saudi Arabia and Iraq while Iran has
direct influence and some control over Beirut, Lebanon, Gaza,
Damascus, Syria, Baghdad, Iraq and now Sana'a, Yemen (as you can
see on the map.)

Is there any doubt that Iran, is on the march
and is systematically moving toward their regional hegemonic
objectives. Iran has armed Hezbollah and Hamas with thousands of
rockets and missiles in order to attack Israel, has propped up the
Assad regime with Quds force advisors and fighters plus tons of
military supplies, was the first to come to the assistance of the
beleaguered Iraq government after the ISIS invasion and today has
hundreds of Quds force advisors on the ground in Iraq , backing
Iranian trained Shia militias, with Qasem Soleimani, the head of
the Quds force, a frequent visitor and now using the Houthis, has
managed to topple the Yemen government, an ally in the fight
against Al Qaeda.

The Iranian strategy of using proxies to
conduct jihad and to launch conventional military attacks while
propping up countries it desires to influence is a winning
strategy. Despite 30 years of proxy attacks against American
interests in the region and an almost 10 year kidnapping campaign
in the 80's resulting in the death of CIA station chief Buckley not
a single American president, republican or democrat has ever
countered.

Iran also has been on a 20 year journey to
acquire nuclear weapons, simply because they know it guarantees
preservation of the regime and makes them along with their partners
the dominant power in the region thereby capable of expanding their
control and influence. Add to this their ballistic missile delivery
system and Iran is not only a threat to the region but to Europe as
well, and as they increase missile range, eventually a threat to
the U.S.

- Second , the Al Qaeda (AQ), Sunni based
movement, declared war on the U.S. in the early 90's, desires to
drive the U.S. out of the region, dominate all Muslim lands, and as
the most ambitious radical Islamist movement, eventually achieve
world domination. The U.S. has a 20 year history with AQ who began
its jihad in the early 90's with the attack on the WTC, U.S.
Embassies in Kenya and Tanzania, the USS Cole, the 9/11 attacks and
a number of planned attacks since 9/11 that were either thwarted or
bungled. As you can see on the map, AQ and its affiliates, exceeds
Iran in beginning to dominate multiple countries. AQ has grown
fourfold in the last 5 years. Unable to project power out of the
region due to US drone attacks, in Pakistan, AQ central franchised
out to AQAP in Yemen, by providing some key leaders, the
responsibility to conduct out of region attacks e.g. in the U.S.
and Paris, France. No one is suggesting that the red on that map is
under the direct control and influence of AQ central. They are not.
But what binds them together is a shared and common ideology using
jihad to accomplish their political objective, which is the
overthrow of their host governments.

Third, the Islamic State of Iraq and al-Sham
(ISIS) is an outgrowth from Al Qaeda in Iraq which was defeated in
Iraq by 2009. Conducting assessment visits for GEN Petraeus many
times in Iraq, on one occasion in late 2008 I was shown a number of
AQ message intercepts where AQ admitted defeat and was advising AQ
central not to send any more "brothers" because it is "over." In
2011 the U.S. unplugged its sophisticated intelligence capability,
and pulled out the CT force whose main task was to hunt down AQ
leaders. A week after the last troops left, General Caslen, then
U.S. commander indicated, the first suicide bomb in over 6 months
went off in Baghdad. And so it began the beginnings of ISIS as a
terrorist organization in Iraq, moved into Syria in 2012, and began
seizing towns and villages from the Syria/Iraq border all the way
to western Syria from Aleppo to Damascus. We tracked this by day
and by week at the Institute for the Study of War (ISW) providing
briefings to CIA, DIA, CJCS, DOS, congressional intelligence
committees and to members of this committee.

After many terrorist attacks and
assassinations in Mosul and Anbar province in 2013 to set the
conditions for follow on operations, ISIS launched a conventional
attack back into Iraq beginning in 2014 with the seizure of Falujah
and culminating in the seizure of Mosul and many other towns and
villages.

- Why Are We Failing: Is it possible to look
at the map and claim that U.S. policy and strategy is working or
that "AQ is on the run." It is unmistakable that our policies have
failed and the unequivocal explanation is U.S. policy has focused
on disengaging from the Middle East. The Arab Spring, a strategic
surprise, began in 2010 in a region where democracy does not exist
in the Arab world, as the people in the streets were seeking
political reform, social justice and economic opportunity. No one
was in the streets advocating radical Islam or jihad but the
radical Islamists saw political upheaval as an opportunity to gain
control and influence. Meanwhile the U.S. in terms of policy
emphasis was conducting the so called "pivot" to the east. We
failed to see the Arab Spring as a U.S. opportunity to influence
political reform and social justice. The radicals filled that
vacuum as the Arab Spring became an accelerant for them. As such
ISIS reemerged in Iraq, then Syria, after U.S. troops pulled out,
the White House announced a similar pullout of all troops in
Afghanistan. In Libya, the moderate regime, friendly to the U.S.,
that replaced Qaddafi requested assistance to form an effective
security force to safeguard the government and protect the people
from the armed militant groups. We refused and the radical
Islamists (AAS) tried to kill the UK Ambassador, burned down the
U.S. consulate and killed Ambassador Stephens, and, now, the
country is being taken over by the radical Islamists, forcing the
shutdown of the U.S. Embassy. In Syria, in 2010, moderate rebels
(now, the FSA) had the initial momentum against the Assad regime,
many believed the regime was about to fall. Then Iran, Hezbollah
and the Russians assisted the Assad regime thereby forcing the FSA
to request arms and training assistance. They never requested any
U.S. "boots on the ground" or even, at the time, any use of air
power. As late as the summer of 2012 Director Petraeus, Secretaries
Clinton and Panetta and General Dempsey recommended we assist the
FSA, who the CIA vetted. The President of the United States refused
and ISIS and other radical groups to include AQ moved into Syria
while the Assad regime was systematically killing 200,000 Syrians
and displacing more than 13 million from their homes, a human
catastrophe by any definition. Even after the Assad regime used
chemical weapons (CW) to kill Syrians by the thousands, thereby
crossing the infamous U.S. "red line," the U.S. failed to engage.
Our allies in the region lost confidence in U.S. leadership and
question, to this day, U.S. resolve. U.S. policy makers chose to
ignore the very harsh realities of the rise of radical Islam. In my
view, we became paralyzed by the fear of adverse consequences in
the Middle East after fighting two wars. Moreover, as we sit here
this morning in the face of radical Islam, US policy makers will
not only accurately name the movement as radical Islam , we further
choose not to define it, nor explain its ideology and most
critical, we have no comprehensive strategy to stop it or defeat
it. We are reduced to a very piecemeal effort using drones in Yemen
and Pakistan, a vital tactic but not a strategy and air power in
Iraq and Syria , while assisting an indigenous ground force. This
approach almost certainly guarantees we will be incrementally
engaged against one radical group after another, with no end in
sight.

- What Can Be Done: To stop and defeat a
global radical Islamist movement and Iranian regional hegemony
requires a broad, long term, comprehensive strategic approach with
strategic objectives both near and long term supporting the
strategy. We should be informed by the successful defeat and
collapse of another ideology, communism. World leaders understood
how formidable the communist, Soviet threat was to the world order
and formed political and military alliances i.e., NATO and SEATO to
counter it. The power and influence of countries working together
against a common enemy is the preferred way to achieve a
comprehensive and synergistic outcome. Forming political and
military alliances or using a combination of existing alliances
offers the opportunity by member nations to develop a comprehensive
strategy to discuss and set goals for necessary political and
social reforms, and to share intelligence, technology, equipment
and training. The alliance is mostly about supporting countries in
the region to make internal changes and to assist comprehensively
in countering radical Islam. This is not about major military
intervention by the U.S., it is about assisting alliance members
with training their counter-terrorism force and their conventional
military in counterinsurgency and yes conducting U.S. CT operations
as required. While killing and capturing terrorists is key, so is
the strategy to organize an alliance wide effort to undermine the
radical Islamist ideology, to counter its narrative, to counter
recruiting and to target outside financing.

- ISIS/ AQ/ Iran in Iraq/ Syria: The ISIS
advance is stalled in Iraq due to effective air power with modest
gains in retaking lost territory. However, a successful counter
offensive to retake Mosul and Anbar province is a very real
challenge. No one knows for certain how the indigenous force
consisting of IA, Peshmerga, Sunni tribes and Shia militia will
perform. The U.S. should plan now to have U.S./coalition advisors
accompany front line troops with the added capability to call in
air strikes. Direct action SOFs both ground and air should assist
by targeting ISIS leaders. U.S. and coalition combat brigades
should be designated for deployment and moved to Kuwait to be ready
for employment if the counter offensive stalls or is defeated.

The Syria policy is a failure. There is wide
disagreement in DOD, DOS, and the NSC over the current Syrian
policy. ISIS is continuing to advance throughout Syria and is
gaining ground, taking new territory. The plans for training and
assisting the FSA, is not robust enough, 5,000 in one year, and
permitting Assad to continue to bomb the FSA faster than new
members are trained makes no sense. The U.S. should heed the advice
of Saudi Arabia, the UAE, Jordan and Turkey to establish a No Fly
Zone (NFZ) to shut down Assad's air power and a buffer zone to
protect refugees.

ISIS, AQ and Iran are competing in Iraq and
Syria. Their competition raises the stakes for all of them. They do
not cancel each other out. They make each other stronger and induce
them to act with greater impunity. Their competition risks
hijacking the internal struggles within Iraq and Syria. The longer
these wars go on, the better off they will do. Their struggle will
also raise the stakes for Saudi Arabia and disrupt the regional
balance of power in the Middle East.

The wars in Iraq and Syria cannot be
contained. ISIS and AQ are trying to bring them to Europe. Not just
through terrorist attacks, but through polarizing identity. They
are deliberately working to radicalize sympathizers. Providing
security against terrorism and stopping radicalization is a rising
challenge for our European allies, and, fortunately, less for the
U.S. This is a war of ideas, but it is also a war in which military
might matters. These groups have laid down stakes in Iraq and
Syria. They will be very hard to lose without tipping the region
into a sectarian war. The barriers to their entry have to hold.

We are living through a time when the
regional refugee crisis is out of control. 13 million Syrians
displaced. That's well over 60% of Syria's pre-war population
displaced or killed. Iraq is on the rise with 3 million Iraqis
internally displaced as of late 2014. This is not a stable system,
and the chaos favors these three groups.

- Iran : The long term goal for any alliance
should be Iran's regime change or a collapse of the existing
government framework, similar to the collapse of the Soviet Union.
And the reason is clear; Iran's stated regional hegemonic
objectives are incongruous with the peace, prosperity and stability
of the Middle East.

Iran cannot be permitted to acquire a nuclear
weapon or a threshold capability allowing rapid nuclear
development. Sadly, we are already about there! Congress should do
2 things now in reference to Iran. 1) authorize increased sanctions
now with automatic implementation if talks are extended or fail 2)
legislate ratification of any deal by the Senate.

- Afghanistan: The political situation in
Afghanistan has improved considerably with the reform leadership of
Ashraf Ghani but the security situation remains at risk. While the
security situation in the South is relatively stable with some
exceptions, the situation in the East is not satisfactory. The
problem is the area generally from Kabul to the Pakistan border
which is the domain of the Haqqani network (HQN). Because the White
House provided 25% less surge forces than requested and then pulled
the surge forces out prematurely, these forces were never applied
to the East as they were, successfully, in the South. As such HQN
has not been rooted out of their support zones and safe areas in
Afghanistan. This is a serious problem for the ANSF. It follows
that the ANSF needs the funding to support its current troop levels
of 352K and much needed U.S. and coalition troops to conduct CT and
to advise, train and assist the ANSF beyond 2016. All we
accomplished will be at risk, as it was in Iraq, if the troops are
pulled out not based on the conditions on the ground. How can we
not learn the obvious and painful lesson from Iraq ?

2. SECURITY CHALLENGES POSED BY REVISIONIST
EUROASIAN NATIONS i.e. RUSSIA AND CHINA

- Russia: In Europe, Russia's recent behavior
suggests that its 2008 military campaign against Georgia was not an
aberration but rather an initial effort to overturn the prevailing
regional order. By seizing the Crimea, supporting trumped up rebel
forces in eastern Ukraine and engaging in military deployments that
directly threaten its Baltic neighbors, Moscow has made it clear
that it does not accept the political map of post- Cold War Europe.
I believe we need to realistically conclude that Moscow is also
willing to challenge the very existence of NATO.

- What Can Be Done: Given the dramatic drop
in oil prices, Russia is beginning to suffer economically and is
likely heading toward a recession if not already there. Additional
tough sanctions should be put back on the table to coerce Russia to
stop the Ukraine aggression. It is a disgrace that once again we
have refused to assist a people being oppressed when all they asked
for is the weapons to fight; that policy decision which the White
House states could lead to an escalation in the conflict, makes no
sense. We should robustly arm and assist Ukraine. Additionally,
NATO military presence should be significantly shifted to the
Baltics and Eastern Europe with plans for permanent bases. A clear
signal of Article 5 intent must be sent to Moscow. These actions
will strengthen our diplomatic efforts which to date have
failed.

- China: China's continuing economic growth
has fueled a major conventional military buildup that is beginning
to shift the local balance of power in its favor. As a result
Beijing has been emboldened to act more assertively toward its
neighbors, especially in expanding its territorial claims, which
include not only Taiwan, but also most of the South China sea
islands and Japan's Senkaku Islands. China has embarked on a
strategy of regional domination at the expense of U.S. interests,
as a pacific nation, and decades of partnership with allied
countries in the region.

- What Can Be Done: Develop a regional
strategy with our allies to counter China's desire for dominant
control and influence. Recognize that China's military strategy to
defeat U.S. reliance on military information networks which they
believe alone may defeat the U.S. militarily and their exploding
precision strike capability threatens surface and naval forces,
forward staging bases, and air and sea ports of debarkation. The
U.S. no longer enjoys the commanding position in the precision
strike regime that it occupied in the two decades following the
Cold War. We should stress test U.S. regional military defense to
counter China's threat and recognize that a change in regional
defense strategy is likely.

3. SEQUESTRATION:

It must be repealed and reasonable resources
restored to meet the emerging security challenges. All the services
have a need to capitalize their investment accounts and to maintain
readiness which is rapidly eroding.

In conclusion, given the emerging security
challenges and limited resources, the need for well-crafted
regional defense strategies in an overall integrated defense
strategy and posture is clear. Yet this is not what we do. What we
do is the QDR, every four years, which is largely driven by process
and far too focused on the budget.

Thank you and I look forward to your
questions.

* * * * * * * * * * * *
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Thanks for that nice introduction, Cam.

A year and a half ago, in July 2013, I gave a
speech here about Privacy, Technology and National Security. It was
just about a month after classified documents stolen by Edward
Snowden began appearing in the press, at a time when people in the
United States and around the world were raising questions about the
legality and wisdom of our signals intelligence activities. My
speech had several purposes.

First, I wanted to set out the legal
framework under which we conduct signals intelligence and the
extensive oversight of that activity by all three branches of
Government. Second, I wanted to explain how we protect both privacy
and national security in a changing technology and security
environment, and in particular how we protect privacy through
robust restrictions on the use we can make of the data we collect.
Third, I wanted to demystify and correct misimpressions about the
two programs that had been the subject of the leaks, and to commit
the Intelligence Community to greater transparency going
forward.

I began by noting the huge amount of private
information that we all expose today, through social media,
e-commerce, and so on. But I acknowledged that government access to
the same information worries us more – with good reason – because
of what the government could do with that information. So I
suggested we should address that problem directly.

And in fact, I said, we can and do protect
both privacy and national security by a regime that not only puts
limits on collection but also restricts access to, and use of, the
data we collect based on factors such as the sensitivity of the
data, the volume of the collection, how it was collected, and the
reason for which it was collected, and that backs up those
restrictions with technological and human controls and
auditing.

This approach has largely been effective. The
information that has come out since my speech, both licitly and
illicitly, has validated my statement then: While there have been
technological challenges and human error in our current signals
intelligence activities, there has been no systematic abuse or
misuse akin to the very real illegalities and abuses of the 1960s
and 1970s.

Well, you may have noticed that my speech did
not entirely put the public concerns to rest. Questions have
continued to be asked, and we’ve continued to address them.

In particular, just over a year ago,
President Obama gave a speech about surveillance reform, and issued
Presidential Policy Directive 28. The President reaffirmed the
critical importance of signals intelligence activity to protect our
national security and that of our allies against terrorism and
other threats. But he took note of the concerns that had been
raised and directed a number of reforms to “give the American
people greater confidence that their rights are being protected,
even as our intelligence and law enforcement agencies maintain the
tools they need to keep us safe,” as well as to provide “ordinary
citizens in other countries … confidence that the United States
respects their privacy too.”

The Intelligence Community has spent the year
since the President’s speech implementing the reforms he set out,
as well as many of the recommendations of the Privacy and Civil
Liberties Oversight Board (or PCLOB) and the President’s Review
Group on Intelligence and Communications Technologies.

And I’d note in passing that the PCLOB last
week issued a report finding that we have made substantial progress
towards implementing the great majority of its recommendations.
We’ve consulted with privacy groups, industry, Congress and foreign
partners.

In particular, we have a robust ongoing
dialogue with our European allies and partners about privacy and
data protection. We’ve participated in a wide variety of public
events at which reform proposals have been discussed and debated.
And yesterday the ODNI released a report detailing the concrete
steps we have taken so far, along with the actual agency policies
that implement some of those reforms.

What I want to do today is drill down on what
we have done in the last year, and in particular explain how we
have responded to some of the concerns that have been raised in the
last year and a half.

Let me begin by laying out some premises that
I think are commonly agreed upon and that should frame how we think
about signals intelligence. The first is that we still need to
conduct signals intelligence activities. As the President said in
his speech last year, “the challenges posed by threats like
terrorism and proliferation and cyber-attacks are not going away
any time soon.” If anything, as recent events show, they are
growing. Signals intelligence activities play an indispensable role
in how we learn about and protect against these threats.

Second, to be effective, our signals
intelligence activities have to take account of the changing
technological and communications environment. Fifty years ago, we
could more easily isolate the communications of our target: the
paradigm of electronic surveillance then was two alligator clips on
the target’s telephone line. Today, digital communications are all
mingled together and traverse the globe. The communications of our
adversaries are not separate and easily identified streams, but are
part of an ocean of irrelevant conversations, and that creates new
challenges for us.

Third, it’s critical to keep in mind that
signals intelligence – like all foreign intelligence – is
fundamentally different from electronic surveillance for law
enforcement purposes. In the typical law enforcement context, a
crime has been or is being committed, and the goal is to gather
evidence about that particular crime. Intelligence, on the other
hand, is often an effort to find out what is going to happen, so
that we can prevent it from happening, or to keep policy-makers
informed. This means that we cannot limit our signals intelligence
activities only to targeted collection against specific individuals
whom we have already identified. We have to try to uncover threats
or adversaries of which we may as yet be unaware, such as hackers
seeking to penetrate our systems, or potential terrorists, or
people supplying nuclear materials to proliferators. Or we may
simply be seeking information to support the nation’s leadership in
the service of other important foreign policy interests.

Fourth, we can also agree that – in part
because of these considerations – signals intelligence activities
can present special challenges to privacy and civil liberties. The
capacity to listen in on private conversations or read online
communications, if not properly limited and constrained, could
impinge upon legitimate privacy interests, and could be misused for
improper purposes.

Finally, as the President also said, “for our
intelligence community to be effective over the long haul, we must
maintain the trust of the American people, and people around the
world.” So although we must continue to conduct signals
intelligence activities to protect our national security, we need
to do so in a way that is consistent with our values, that treats
all people with dignity and respect, that takes account of the
concerns that people have with the potential intrusiveness of these
activities, and that provides reassurance to the public that they
are conducted within appropriate limits and oversight.

So with these premises, let me address some
of the concerns that people have raised about our signals
intelligence activities.

Transparency

I want to start with the issue of
transparency, both because it is something I care about deeply and
because our commitment to transparency is what enables me to
explain the other changes we have made. One of the biggest
challenges that we have faced in responding to the events of the
past year and a half is that to a great extent our intelligence
activities have to be kept secret.

The public does not know everything that is
done in its name – and that has to be so. If we reveal too much
about our intelligence activities we will compromise the capability
of those activities to protect the nation. And I want to reiterate
what I have said before – while there have been significant
benefits from the recent public debate, the leaks have
unquestionably caused damage to our national security, damage whose
full extent we will not know for years. We have seen public
postings clearly referencing the disclosures, such as an extremist
who advised others to stop using a particular communications
platform because the company that provided it, which had been
discussed in the leaked documents, was “part of NSA.”

And yet the Intelligence Community, from the
Director of National Intelligence on down, recognizes that with
secrecy inevitably come both suspicion and the possibility of
abuse. I and many others in the Intelligence Community firmly
believe that there would have been less public outcry from the
leaks of the last year and a half if we had been more transparent
about our activities beforehand. Indeed, as we have been able to
release more information, it has helped to allay some of the
mistaken impressions people have had about our intelligence
activities.

And so we have committed ourselves to
disclosing more information about our signals intelligence
activities, when the public interest in disclosure outweighs the
risk to national security from disclosure:

We have declassified thousands of pages of
court filings, opinions, procedures, compliance reports,
congressional notifications and other documents.

We have released summary statistics about our
use of surveillance authorities, and have authorized providers to
release aggregate information as well.

Representatives of the Intelligence Community
have appeared in numerous public forums – such as this one.

We’ve also changed the way we disclose
information to enable greater public access, by establishing
IContheRecord, a tumblr account where we post declassified
documents, official statements, and other materials.

Finally, we have developed and issued
principles of transparency to apply to our intelligence activities
going forward.

The transparency process will never move as
quickly as we would like. Public interest declassification requires
a meticulous review to ensure that we don’t inadvertently release
information that needs to remain classified, and we have limited
resources to devote to the task. The same people who review
documents for discretionary declassification also have to review
thousands of documents implicated by FOIA requests with judicial
deadlines – and all this on top of their “day job” of actually
working to keep us safe. But we recognize the importance of this
task and are committed to continued greater transparency.

In general, our transparency efforts have
focused, and will continue to focus, on enhancing the public’s
overall understanding of the Intelligence Community’s mission and
how we accomplish that mission, while continuing to protect
specific targets of surveillance, specific means by which we
conduct surveillance, specific partnerships and specific
intelligence we gather. It’s particularly important that we give
the public greater insight into the laws and policies we operate
under and how we interpret those authorities, into the limits we
impose upon our activities, and into our oversight and compliance
regime. I hope that our efforts at transparency will continue to
demonstrate to the American people and the rest of the world that
our signals intelligence activities are not arbitrary and are
conducted responsibly and pursuant to law.

Limitations on Surveillance

One persistent but mistaken charge in the
wake of the leaks has been that our signals intelligence activity
is overly broad, that it is not adequately overseen and is subject
to abuse – in short, that NSA “collects whatever it wants.” This is
and always has been a myth, but in addition to greater transparency
we have taken a number of concrete steps to reassure the public
that we conduct signals intelligence activity only within the scope
of our legal authorities and applicable policy limits.

To begin with, in PPD-28 the President set
out a number of important general principles that govern our
signals intelligence activity:

The collection of signals intelligence must
be authorized by statute or Presidential authorization, and must be
conducted in accordance with the Constitution and law.

Privacy and civil liberties must be integral
considerations in planning signals intelligence activities.

Signals intelligence will be collected only
when there is a valid foreign intelligence or counterintelligence
purpose.

We will not conduct signals intelligence
activities for the purpose of suppressing criticism or dissent.

We will not use signals intelligence to
disadvantage people based on their ethnicity, race, gender, sexual
orientation or religion.

We will not use signals intelligence to
afford a competitive commercial advantage to U.S. companies and
business sectors.

Our signals intelligence activity must always
be as tailored as feasible, taking into account the availability of
other sources of information.

The President also directed that we set up
processes to ensure that we adhere to these restrictions, and that
we have appropriate policy review of our signals intelligence
collection. I want to spend a little time now talking about what
these processes are – how we try to ensure that signals
intelligence is only collected in appropriate circumstances. And
you’ll forgive me if I get a bit down into the weeds on this, but I
think this is important for people to understand.

To begin with, neither NSA nor any other
intelligence agency decides on its own what to collect. Each year
the President sets the nation’s highest priorities for foreign
intelligence collection after an extensive, formal interagency
process. Moreover, as a result of PPD-28, the rest of our
intelligence priorities are now also reviewed and approved through
a high-level interagency policy process. Overall, this process
ensures that all of our intelligence priorities are set by senior
policy-makers who are in the best position to identify our foreign
intelligence requirements, and that those policy-makers take into
account not only the potential value of the intelligence collection
but also the risks of that collection, including the risks to
privacy, national economic interests and foreign relations.

The DNI then translates these priorities into
the National Intelligence Priorities Framework, or NIPF. Our
Intelligence Community Directive about the NIPF, ICD 204, which
incorporates the requirements of PPD-28, is publicly available on
our web site. And while the NIPF itself is classified, much of it
is reflected annually in the DNI’s unclassified Worldwide Threat
Assessment.

But the priorities in the NIPF are at a
fairly high level of generality. They include topics such as the
pursuit of nuclear and ballistic missile capabilities by particular
foreign adversaries, the effects of drug cartel corruption in
Mexico, and human rights abuses in specific countries. And they
apply not just to signals intelligence, but to all intelligence
activities. So how do the priorities in the NIPF get translated
into actual signals intelligence collection?

The organization that is responsible for
doing this is called the National Signals Intelligence Committee,
or SIGCOM. (We have acronyms for everything). It operates under the
auspices of the Director of the NSA, who is designated by Executive
Order 12333 as what we call the functional manager for signals
intelligence, responsible for overseeing and coordinating signals
intelligence across the Intelligence Community under the oversight
of the Secretary of Defense and the DNI. The SIGCOM has
representatives from all elements of the community and, as we fully
implement PPD-28, also will have full representation from other
departments and agencies with a policy interest in signals
intelligence.

All departments and agencies that are
consumers of intelligence submit their requests for collection to
the SIGCOM. The SIGCOM reviews those requests, ensures that they
are consistent with the NIPF, and assigns them priorities using
criteria such as:

Can SIGINT provide useful information in this
case? Perhaps imagery or human sources are better or more
cost-effective sources of information to address the
requirement.

How critical is this information need? If it
is a high priority in the NIPF, it will most often be a high SIGINT
priority.

What type of SIGINT could be used? NSA
collects three types of signals intelligence: collection against
foreign weapons systems (known as FISINT), foreign communications
(known as COMINT), and other foreign electronic signals such as
radar (known as ELINT).

Is the collection as tailored as feasible?
Should there be time, focus, or other limitations?

And our signals intelligence requirements
process also requires explicit consideration of other factors,
namely:

Is the target of the collection, or the
methodology used to collect, particularly sensitive? If so, it will
require review by senior policy makers.

Will the collection present an unwarranted
risk to privacy and civil liberties, regardless of nationality?
And…

Are additional dissemination and retention
safeguards necessary to protect privacy or national security
interests?

Finally, at the end of the process, a limited
number of trained NSA personnel take the priorities validated by
the SIGCOM and research and identify specific selection terms, such
as telephone numbers or email addresses, that are expected to
collect foreign intelligence responsive to these priorities. Any
selector must be reviewed and approved by two persons before it is
entered into NSA’s collection systems. Even then, however, whether
and when actual collection takes place will depend in part on
additional considerations such as the availability of appropriate
collection resources. And, of course, when collection is conducted
pursuant to the Foreign Intelligence Surveillance Act, NSA and
other agencies must follow additional restrictions approved by the
court.

So that’s how we ensure that signals
intelligence collection targets reflect valid and important foreign
intelligence needs. But, as is typically the case with our signals
intelligence activities, we don’t just set rules and processes at
the front end; we also have mechanisms to ensure that we are
complying with those rules and processes.

Cabinet officials are required to validate
their SIGINT requirements each year.

NSA checks signals intelligence targets
throughout the collection process to determine if they are actually
providing valuable foreign intelligence responsive to the
priorities, and will stop collection against targets that are not.
In addition, all selection terms are reviewed by supervisors
annually.

Based on a recommendation from the
President’s Review Group, the DNI has established a new mechanism
to monitor the collection and dissemination of signals intelligence
that is particularly sensitive because of the nature of the target
or the means of collection, to ensure that it is consistent with
the determinations of policy-makers.

Finally, ODNI annually reviews the IC’s
allocation of resources against the NIPF priorities and the
intelligence mission as a whole. This review includes assessments
of the value of all types of intelligence collection, including
SIGINT, and looks both backward – how successful have we been in
achieving our goals? – and forward – what will we need in the
future? – and helps ensure that our SIGINT resources are applied to
the most important national priorities.

The point I want to make with this perhaps
excessively detailed description is that the Intelligence Community
does not decide on its own which conversations to listen to, nor
does it try to collect everything. Its activities are focused on
priorities set by policymakers, through a process that involves
input from across the government, and that is overseen both within
NSA and by the ODNI and Department of Defense. The processes put in
place by PPD-28, which are described in the report we issued
yesterday, have further strengthened this oversight to ensure that
our signals intelligence activities are conducted for appropriate
foreign intelligence purposes and with full consideration of the
risks of collection as well as the benefits.

Bulk Collection

One of the principal concerns that has been
raised both here and abroad is with bulk collection. Bulk
collection is not the same thing as bulky collection; even a
narrowly targeted collection program can collect a great deal of
data. Rather, bulk collection generally refers to collection that
is not targeted by the use of terms such as a person’s phone number
or email address.

We do bulk collection for a number of
reasons, although like all of our intelligence activities it must
always be for a valid foreign intelligence or counterintelligence
purpose. In some circumstances, it may not be technically possible
to target a specific person or selector. In other circumstances, we
need to have a pool of relevant data to review as circumstances
arise, data which might not otherwise be available because, for
example, it would have been deleted or overwritten. In particular,
we can use metadata that we collect in bulk to help identify
targets for more intrusive surveillance. But because bulk
collection is not targeted, it often involves the collection of
information that is ultimately not of foreign intelligence value
along with information that is, and it is therefore important that
we regulate it appropriately.

We’ve taken a number of steps to provide
appropriate and transparent limits on our bulk collection
activities. First, agency procedures governing signals intelligence
now explicitly provide that collection should be targeted, rather
than bulk, whenever practicable. Second, the President in PPD-28
required that when we do collect signals intelligence in bulk we
can only use it for one of six enumerated purposes, which I can
paraphrase as countering espionage and other threats from foreign
powers, counterterrorism, counter-proliferation, cybersecurity,
protecting our forces, and combating transnational criminal
threats. We can’t take information collected in bulk and trawl
through it for any reason we please; we have to be able to confirm
that we are using it for one of the six specified purposes.
Agencies that have access to signals intelligence collected in bulk
have incorporated these limitations in procedures governing their
use of signals intelligence, which we released yesterday. This is
not a meaningless step; it means that violations of those
restrictions are subject to oversight and significant violations
must be reported to the DNI.

Third, in PPD-28 the President directed my
boss, the Director of National Intelligence, to study whether there
were software-based solutions that could eliminate the need for
bulk collection. The DNI commissioned a study from the National
Academy of Sciences, which was conducted by a team of independent
experts. They issued their report a few weeks ago, and it is
publicly available. To summarize, they concluded that to the extent
the goal of bulk collection is, as I said a moment ago, to enable
us to look backwards when we discover new facts – for example to
see if a terrorist arrested overseas has ever been in contact with
people in the US – there are no software-based solutions available
today that could accomplish that goal, but that we could explore
ways to use technology to provide more effective limits and
controls on the uses we make of bulk data and to more effectively
target collection. I’ll return to technology a bit later in my
remarks. To be clear, this report doesn’t purport to settle whether
bulk collection is a good idea, or whether it is valuable; it
simply concludes that present technology doesn’t allow other, less
intrusive ways of accomplishing the same goals we can achieve with
bulk collection.

Finally, the President directed specific
steps to address concerns about the bulk collection of telephone
metadata pursuant to FISA Court order under Section 215 of the USA
PATRIOT Act. You’ll recall that this was the program set up to fix
a gap identified in the wake of 9/11, to provide a tool that can
identify potential domestic confederates of foreign terrorists. I
won’t explain in detail this program and the extensive controls it
operates under, because by now most of you are familiar with it,
but there is a wealth of information about it available at
IContheRecord.

Some have claimed that this program is
illegal or unconstitutional, though the vast majority of judges who
have considered it to date have determined that it is lawful.
People have also claimed that the program is useless because they
say it’s never stopped a terrorist plot. While we have provided
examples where the program has proved valuable, I don’t happen to
think that the number of plots foiled is the only metric to assess
it; it’s more like an insurance policy, which provides valuable
protection even though you may never have to file a claim. And
because the program involves only metadata about communications and
is subject to strict limitations and controls, the privacy concerns
that it raises, while not non-existent, are far less substantial
than if we were collecting the full content of those
communications.

Even so, the President recognized the public
concerns about this program and ordered that several steps be taken
immediately to limit it. In particular, except in emergency
situations NSA must now obtain the FISA court’s advance agreement
that there is a reasonable articulable suspicion that a number
being used to query the database is associated with specific
foreign terrorist organizations. And the results that an analyst
actually gets back from a query are now limited to numbers in
direct contact with the query number and numbers in contact with
those numbers – what we call “two hops” instead of three, as it
used to be.

Longer term, the President directed us to
find a way to preserve the essential capabilities of this program
without having the government hold the metadata in bulk. In
furtherance of this direction, we worked extensively with Congress,
on a bipartisan basis, and with privacy and civil liberties groups,
on the USA FREEDOM Act. This was not a perfect bill. It went
further than some proponents of national security would wish, and
it did not go as far as some advocacy groups would wish. But it was
the product of a series of compromises, and if enacted it would
have accomplished the President’s goal: it would have prohibited
bulk collection under Section 215 and several other authorities,
while authorizing a new mechanism that – based on
telecommunications providers’ current practice in retaining
telephone metadata – would have preserved the essential
capabilities of the existing program. Having invested a great deal
of time in those negotiations, I was personally disappointed that
the Senate failed by two votes to advance this bill, and with
Section 215 sunsetting on June 1 of this year, I hope that the
Congress acts expeditiously to pass the USA FREEDOM Act or another
bill that accomplishes the President’s goal.

Incidental Collection

A second set of concerns centered around the
other program that was leaked, collection under Section 702 of the
Foreign Intelligence Surveillance Act. Section 702 enables us to
target non-U.S. persons located outside of the United States for
foreign intelligence purposes with the compelled assistance of
domestic communications service providers. Contrary to some claims,
this is not bulk collection; all of the collection is based on
identifiers, such as telephone numbers or email addresses, that we
have reason to believe are being used by non-U.S. persons abroad to
communicate or receive foreign intelligence information. Again,
there is ample information about this program and how it operates
on IContheRecord.

Unlike the bulk telephone metadata program,
no one really disagrees that Section 702 is an effective and
important source of foreign intelligence information. Rather, the
concerns about this statute, at least within the United States,
have to do with the fact that even when we are targeting non-U.S.
persons we are inevitably going to collect the communications of
U.S. persons, either because U.S. persons are talking to the
foreign targets, or, in some limited circumstances, because we
cannot technically separate the communications we are looking for
from others. This is called “incidental” collection because we
aren’t targeting the U.S. persons, and I want to emphasize that
when Congress passed Section 702 it fully understood that
incidental collection would occur.

Some of this incidental collection may be
important foreign intelligence information. To pick the most
obvious example, if a foreign terrorist who we are targeting under
Section 702 is giving instructions to a confederate in the U.S., we
need to be able to identify that communication and follow up – even
if we weren’t targeting the U.S. person herself. But people have
asked: What are we allowed to do with communications that aren’t of
foreign intelligence value but may be, for example, evidence of a
crime? And to what extent should we be allowed to rummage through
the database of communications we collect to look for
communications of U.S. persons?

Part of the problem was that the general
public didn’t know what the rules governing our activities under
Section 702 were. And so we have declassified and released the CIA,
FBI and NSA procedures for minimizing the collection, retention and
dissemination of information about U.S. persons under Section
702.

But to address these concerns further, the
President in his speech directed the Attorney General and the DNI
to “institute reforms that place additional restrictions on
government’s ability to retain, search, and use in criminal cases,
communications between Americans and foreign citizens incidentally
collected under Section 702.” We are doing so. First, as the PCLOB
recommended, agencies have new restrictions on their ability to
look through 702 collection for information about U.S. persons. The
agencies’ various rules are described in the report we issued
yesterday. It’s important to note that different agencies in the
Intelligence Community have been charged by Congress and the
President with focusing on different intelligence activities. For
example, NSA focuses on signals intelligence; CIA collects
primarily human intelligence; and FBI has a domestic law
enforcement focus. Because these agencies’ missions are different,
their internal governance and their IT systems have developed
differently from one another, and so the specifics of their
procedures differ somewhat. But they will all ensure that
information about U.S. persons incidentally collected pursuant to
Section 702 is only made available to analysts and agents when
appropriate.

Second, we have reaffirmed that intelligence
agencies must delete communications acquired pursuant to Section
702 that are to, from or about U.S. persons if the communications
are determined to be of no foreign intelligence value, and we have
strengthened oversight of this requirement. Third, the Government
will use information acquired under Section 702 as evidence against
a person in a criminal case only in cases related to national
security or for certain other enumerated serious crimes, and only
when the Attorney General approves. In short, we have taken
concrete steps to ensure that there are limits on our ability to
identify and use information about U.S. persons that we
incidentally collect under Section 702.

In his as delivered remarks, Mr. Litt went on
to describe the “enumerated serious crimes” for which the
Government will use information acquired under Section 702 as
evidence against a person:

Under the new policy, in addition to any
other limitations imposed by applicable law, including FISA, any
communication to or from, or information about, a U.S. person
acquired under Section 702 of FISA shall not be introduced as
evidence against that U.S. person in any criminal proceeding except
(1) with the prior approval of the Attorney General and (2) in (A)
criminal proceedings related to national security (such as
terrorism, proliferation, espionage, or cybersecurity) or (B) other
prosecutions of crimes involving (i) death; (ii) kidnapping; (iii)
substantial bodily harm; (iv) conduct that constitutes a criminal
offense that is a specified offense against a minor as defined in
42 USC 16911; (v) incapacitation or destruction of critical
infrastructure as defined in 42 USC 5195c(e); (vi) cybersecurity;
(vii) transnational crimes; (or (vii) human trafficking.

Protection for Non-U.S. Persons

But one refrain that we often hear from some
of our foreign partners is that our rules are focused only on
protecting Americans, and that we ignore the legitimate privacy
interests of other persons around the world. The fact that we have
strong protections for the rights of our citizens is hardly
surprising, and I’m not going to apologize for it. Indeed, the
legal regimes of most if not all nations afford greater protection
to their own citizens or residents than to foreigners abroad.
Nonetheless, it was never true that the Intelligence Community had
a sort of “open season” to spy on foreigners around the world; we
have always been required to limit our activities to valid
intelligence purposes, as I outlined above.

However, the President recognized that, given
the power and scope of our signals intelligence activities, we need
to do more to reassure the world that we treat “all persons … with
dignity and respect, regardless of their nationality and where they
might reside,” and that we provide appropriate protection for the
“legitimate privacy interests [of all persons] in the handling of
their personal information.” And so Section 4 of PPD-28, which I
think is an extraordinarily significant step, requires that we have
express limits on the retention and dissemination of personal
information about non-U.S. persons collected by signals
intelligence, comparable to the limits we have for U.S. persons.
These rules are incorporated into the agency procedures that we
released yesterday, and into another publicly available
Intelligence Community Directive, ICD 203, governing analytic
standards in reporting.

With respect to retention, we now have
explicit rules that require that personal information about
non-U.S. persons that we collect through SIGINT must generally be
deleted after five years unless comparable information about a U.S.
person could be retained. And we have likewise prohibited the
dissemination of personal information about non-U.S. persons unless
comparable information about U.S. persons could be disseminated. In
particular, “SIGINT information about the routine activities of a
foreign person” would not be considered foreign intelligence that
could be disseminated by virtue of that fact alone unless it is
otherwise responsive to an authorized foreign intelligence
requirement.

This last point in particular is, in my
opinion, a big deal. Over the last year and a half, in defending
our signals intelligence activity, we have repeatedly said that we
protect personal information because we only disseminate valid
foreign intelligence information. But many have expressed concerns
that our limitations on dissemination are neither transparent nor
enforceable. Moreover, people have noted that the definition of
“foreign intelligence” includes information about “the
capabilities, intentions, or activities of … foreign persons,” and
have therefore questioned whether the foreign intelligence
requirement imposed any meaningful limits to protect the privacy of
foreign persons. The new procedures address this concern, by making
clear that just because an IC officer has signals intelligence
information about a foreign person doesn’t mean she can disseminate
it as foreign intelligence, unless there is some other basis to
consider it foreign intelligence information.

In short, for the first time, we have
instituted express and transparent requirements to take account of
the privacy of people outside our nation in how we conduct some of
our intelligence activities. These new protections are, I think, a
demonstration of our nation’s enduring commitment to respecting the
personal privacy and human dignity of citizens of all
countries.

Other Activities/Going Forward

There is much more that we have done but I am
running short of time. The Administration has endorsed changes to
the operation of the Foreign Intelligence Surveillance Court that
were contained in the USA FREEDOM Act, not because the court is a
rubber stamp as some charged – the documents we have released make
clear that it is not – but in order to reassure the public. These
include creation of a panel of lawyers who can advocate for privacy
interests in appropriate cases, and continued declassification and
release of significant court opinions. We are taking steps to limit
the length of time that secrecy that can be imposed on recipients
of National Security letters. We are continuing to implement rules
to protect Intelligence Community whistleblowers who report through
proper channels. These steps are discussed more fully in the
materials we released yesterday.

So where do we go from here? The President
has directed that we report again in one year. In the interim, we
will continue to implement the reforms that the President directed
in PPD-28 and his speech. We will declassify and release more
information, we will continue to institutionalize transparency, and
we will continue our public dialogue on these issues. We will work
with Congress to secure passage of the USA FREEDOM Act or something
like it.

And I hope that we will be able to work
together with industry to help us find better solutions to protect
both privacy and national security. One of the many ways in which
Snowden’s leaks have damaged our national security is by driving a
wedge between the government and providers and technology
companies, so that some companies that formerly recognized that
protecting our nation was a valuable and important public service
now feel compelled to stand in opposition. I don’t think that is
healthy, because I think that American companies have a huge amount
to contribute to how we protect both privacy and national
security.

When people talk about technology and
surveillance, they tend to talk either about how technology has
enabled the Intelligence Community to do all sorts of scary things,
or about how technology can protect you from the scary things that
the Intelligence Community can do. But there’s a third role that
technology can play, and that is to provide protections and
restrictions on the national security apparatus that can assure
Americans, and people around the world, that we are respecting the
appropriate limits on intelligence activities, while still
protecting national security. This is where the genius and
capabilities of American technology companies can provide
invaluable assistance.

In this regard, I’d like to point you to the
National Academy of Sciences report that I mentioned earlier. The
last section of their report identified a number of areas where
technology could help us target signals intelligence collection
more effectively, and provide more robust, transparent and
effective protections for privacy, including enforcing limitations
on the use of data we collect. One challenge they mentioned is the
spread of encryption, and in my view this is an important area
where we should look to the private sector to provide solutions.
And I should emphasize that I am speaking for myself here.

Encryption is a critical tool to protect
privacy, to facilitate commerce, and to provide security, and the
United States supports its use. At the same time, the increasing
use of encryption that cannot be decrypted when we have the lawful
authority to collect information risks allowing criminals,
terrorists, hackers and other threats to escape detection. As
President Obama recently said, “[i]f we get into a situation in
which the technologies do not allow us at all to track someone that
we’re confident is a terrorist …that’s a problem.” I’m not a
cryptographer, but I am an optimist: I believe that if our
businesses and academics put their mind to it, they will find a
solution that does not compromise the integrity of encryption
technology but that enables both encryption to protect privacy and
decryption under lawful authority to protect national security.

So with that plea for help, let me stop and
take your questions.

* * * * * * * * * * * *
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Chairman McCain, Ranking Member Reed,
distinguished Senators of this committee, thank you for the
opportunity to testify. I request that my statement be accepted for
the record.

During my active duty years I testified many
times before this committee and gained the highest regard for the
manner in which you carried out your role. I also recall with
gratitude your support for our armed forces through good times and
bad and I'm honored to return here today.

I commend the committee for holding these
hearings. As former Secretary of State George Shultz has commented,
the world is awash in change. The international order, so
painstakingly put together by the greatest generation coming home
from mankind's bloodiest conflict, is under increasing stress. It
was created with elements we take for granted: the United Nations,
NATO, the Marshall Plan, Bretton Woods and more. The constructed
order reflected the wisdom of those who recognized no nation lived
as an island and we needed new ways to deal with challenges that
for better or worse impacted all nations. Like it or not, today we
are part of this larger world and must carry out our part. We
cannot wait for problems to arrive here or it will be too late;
rather we must remain strongly engaged in this complex world.

The international order built on the state
system is not self-sustaining. It demands tending by an America
that leads wisely, standing unapologetically for the freedoms each
of us in this room have enjoyed. The hearing today addresses the
need for America to adapt to changing circumstances, to come out
now from its reactive crouch and to take a firm strategic stance in
defense of our values. While we recognize that we owe future
generations the same freedoms we enjoy, the challenge lies in how
to carry out our responsibility. For certain we have lived too long
now in a strategy-free mode.

To do so America needs a refreshed national
strategy. The Congress can play a key role in crafting a coherent
strategy with bi-partisan support. Doing so requires us to look
beyond events currently consuming the executive branch. There is an
urgent need to stop reacting to each immediate vexing issue in
isolation. Such response often creates unanticipated second order
effects and more problems for us. The Senate Armed Services
Committee is uniquely placed in our system of government to guide,
oversee and ensure that we act strategically and morally, using
America's ability to inspire as well as its ability to intimidate
to ensure freedom for future generations. I suggest that the best
way to cut to the essence of these issues and to help you in
crafting America's response to a rapidly changing security
environment is to ask the right questions. If I were in your shoes
these are some that I would ask:

What are the key threats to our vital
interests?


- The intelligence community should delineate
and provide an initial prioritization of those threats for your
consideration. By rigorously defining the problems we face you will
enable a more intelligent and focused use of the resources
allocated for national defense.

Is our intelligence community fit for its
expanding purpose? -Today we have less of a military shock absorber
to take surprise in stride, and fewer forward-deployed military
forces overseas to act as sentinels. Accordingly we need more early
warning. Working with the intell committee you should question if
we are adequately funding the intell agencies to reduce the chance
of our defenses being caught flat-footed. We know that the
"foreseeable future" is not foreseeable; your review must
incorporate unpredictability, recognizing risk while avoiding
gambling with our nation's security.

Incorporating the broadest issues in your
assessments, you should consider what we must do if the national
debt is assessed to be the biggest national security threat we
face?

- As President Eisenhower noted, the
foundation of military strength is our economic strength. In a few
short years paying interest on our debt will be a bigger bill than
what we pay for defense. Much of that interest money is destined to
leave America for overseas. If we refuse to reduce our debt/pay
down our deficit, what is the impact on national security for
future generations who will inherit this irresponsible debt and the
taxes to service it? No nation in history has maintained its
military power if it failed to keep its fiscal house in order.

How do you urgently halt the damage caused
by sequestration?

-No foe in the field can wreck such havoc on
our security that mindless sequestration is achieving. Congress
passed it because it was viewed as so injurious that it would force
wise choices. It has failed and today we use arithmetic vice sound
thinking to run our government, despite emerging enemy threats.
This committee must lead the effort to repeal the sequestration
that is costing military readiness and long term capability while
sapping troop morale. Without predictability in budget matters no
strategy can be implemented by your military leaders. Your
immediate leadership is needed to avert further damage.

In our approach to the world we must be
willing to ask strategic questions. In the Middle East where our
influence is at its lowest point in four decades we see a region
erupting in crises. We need a new security architecture for the
Mid-East built on sound policy, one that permits us to take our own
side in this fight. Crafting such a policy starts with asking a
fundamental question and then others:

Is political Islam in our best interest? If
not what is our policy to support the countervailing forces?

- Violent terrorists cannot be permitted to
take refuge behind false religious garb and leave us unwilling to
define this threat with the clarity it deserves. -We have potential
allies around the world and in the Middle East who will rally to us
but we have not been clear about where we stand in defining or
dealing with the growing violent jihadist terrorist threat.

Iran is a special case that must be dealt
with as a threat to regional stability, nuclear and otherwise. I
believe that you should question the value of Congress adding new
sanctions while international negotiations are ongoing, vice having
them ready should the negotiations for preventing their nuclear
weapons capability and stringent monitoring break down. Further
question now if we have the right policies in place when Iran
creates more mischief in Lebanon, Iraq, Bahrain, Yemen, Saudi
Arabia and elsewhere in the region, recognizing that regional
counterweights like Egypt, Saudi Arabia, the United Arab Emirates
and the rest of the Gulf Cooperation Council can reinforce us if
they understand our policies, clarify our foreign policy goals
beyond Iran's nuclear weapons program.

In Afghanistan we need to consider if we're
asking for the same outcome there as we saw last summer in Iraq if
we pull out all our troops on the Administration's proposed
timeline. Echoing the military advice given on the same issue in
Iraq, gains achieved at great cost against our enemy in Afghanistan
are reversible. We should recognize that we may not want this fight
but the barbarity of an enemy that kills women and children and has
refused to break with Al Qaeda needs to be fought.

More broadly, is the U.S. military being
developed to fight across the spectrum of combat?

- Knowing that enemies always move against
perceived weakness, our forces must be capable of missions from
nuclear deterrence to counter-insurgency and everything in between,
now including the pervasive cyber domain. While surprise is always
a factor, this committee can ensure that we have the fewest big
regrets when the next surprise occurs. We don't want or need a
military that is at the same time dominant and irrelevant, so you
must sort this out and deny funding for bases or capabilities no
longer needed.

The nuclear stockpile must be tended to and
fundamental questions must be asked and answered:

- We must clearly establish the role of our
nuclear weapons: do they serve solely to deter nuclear war? If so
we should say so, and the resulting clarity will help to determine
the number we need.

- Is it time to reduce the Triad to a Diad,
removing the land-based missiles? This would reduce the false alarm
danger.

- Could we re-energize the arms control
effort by only counting warheads vice launchers?

- Was the Russian test violating the INF
treaty simply a blunder or a change in policy, and what is our
appropriate response?

The reduced size of our military drives the
need to ask other questions:

Our military is uniquely capable and the
envy of the world, but are we resourcing it to ensure we have the
highest quality troops, the best equipment and the toughest
training?

- With a smaller military comes the need for
troops kept at the top of their game. When we next put them in
harm's way it must be the enemy's longest day and worst day. Tiered
readiness with a smaller force must be closely scrutinized to
ensure we aren't merely hollowing out the force. While
sequestration is the nearest threat to this national treasure that
is the U.S. military, sustaining it as the world's best when
smaller will need your critical oversight.

Are the Navy and our expeditionary forces
receiving the support they need in a world where America's naval
role is more pronounced because we have fewer forces posted
overseas?

- With the cutbacks to the Army and Air Force
and fewer forces around the world, military aspects of our strategy
will inevitably become more naval in character. This will provide
decision time for political leaders considering employment of
additional forms of military power. Your resourcing of our naval
and expeditionary forces will need to take this development into
account. Because we will need to swiftly move ready forces to act
against nascent threats, nipping them in the bud, the agility to
reassure friends and temper adversary activities will be critical
to America's effectiveness for keeping a stable and prosperous
world. Today I question if our shipbuilding budget is sufficient,
especially in light of the situation in the South China Sea.

- While our efforts in the Pacific to keep
positive relations with China are well and good, these efforts must
be paralleled by a policy to build the counterbalance if China
continues to expand its bullying role in the South China Sea and
elsewhere. That counterbalance must deny China veto power over
territorial, security and economic conditions in the Pacific,
building support for our diplomatic efforts to maintain stability
and economic prosperity so critical to our economy.

In light of worldwide challenges to the
international order we are nonetheless shrinking our military. Are
we adjusting our strategy and taking into account a reduced role
for that shrunken military?

- Strategy connects ends, ways and means.
With less military available, we must reduce our appetite for using
it. Connecting the dots is appropriate for this committee. Absent
growing our military, there must come a time when moral outrage,
serious humanitarian plight, or lesser threats cannot be militarily
addressed. Prioritization is needed if we are to remain capable of
the most critical mission for which we have a military: to fight on
short notice and defend the country. In this regard we must
recognize we should not and need not carry this military burden
solely on our own:

Does our strategy and associated military
planning take into account our nation's increased need for
allies?

- The need for stronger alliances comes more
sharply into focus as we shrink the military. No nation can do on
its own all that is necessary for its security. Further, history
reminds us that countries with allies generally defeat those
without. A capable U.S. military, reinforcing our political will to
lead from the front, is the bedrock on which we draw together those
nations that stand with us against threats to the international
order. Our strategy must adapt to and accommodate this reality. As
Churchill intimated, the only thing harder than fighting with
allies is fighting without them. This committee should track
closely an increased military capability to work with allies, the
NATO alliance being foremost but not our sole focus. We must also
enlist non-traditional partners where we have common foes or common
interests.

- In reference to NATO and in light of the
Russian violations of international borders, we must ask if the
Alliance's efforts have adjusted to the unfortunate and dangerous
mode the Russian leadership has slipped into?

- With regard to tightening the bond between
our smaller military and those we may need at our side in future
fights, the convoluted foreign military sales system needs your
challenge. Hopefully it can be put in order before we drive more
potential partners to equip themselves with foreign equipment, a
move that makes it harder to achieve needed interoperability with
our allies and undercuts America's industrial base. Currently the
system fails to reach its potential to support our foreign
policy.

As we attempt to restore stability to the
state system and international order, a critical question will be,
Is America good for its word? -When we make clear our position or
give our word about something, our friends (and even our foes) must
recognize that we are good for it. Otherwise dangerous
miscalculations can occur. This means that the military instrument
must be fit for purpose and that once a political position is
taken, our position is backed up by a capable military making clear
that we will stand on our word.

When the decision is made to employ our
forces in combat, the committee should ask if the military is being
employed with the proper authority. I believe you should examine
answers to fundamental questions like the following:

- Are the political objectives clearly
defined and achievable? Murky or quixotic political end states can
condemn us to entering wars we don't know how to end. Notifying the
enemy in advance of our withdrawal dates or reassuring the enemy
that we will not use certain capabilities like our ground forces
should be avoided. Such announcements do not take the place of
mature, well-defined end-states, nor do they contribute to ending
wars as rapidly as possible on favorable terms.

- Is the theater of war itself sufficient for
effective prosecution? We have witnessed safe havens prolonging
war. If the defined theater of war is insufficient, the plan itself
needs to be challenged to determine feasibility of its success or
the need for its modification.

- Is the authority for detaining prisoners of
war (POs) appropriate for the enemy and type war that we are
fighting? We have observed the perplexing lack of detainee policy
that has resulted in the return of released prisoners to the
battlefield. We should not engage in another fight without
resolving this issue up front, treating hostile forces, in fact, as
hostile.

- Are America's diplomatic, economic and
other assets aligned to the war aims, with the intent of ending the
conflict as rapidly as possible? We have experienced the military
alone trying achieve tasks outside its expertise. When we take the
serious decision to fight, we must bring to bear all our nation's
resources. You should question how the diplomatic and development
efforts will be employed to build momentum for victory and our
nation's strategy needs that integration.

Finally the culture of our military and its
rules are designed to bring about battlefield success in the most
atavistic environment on earth. No matter how laudable in terms of
a progressive country's instincts, this committee needs to consider
carefully any proposed changes to military rules, traditions and
standards that bring non-combat emphasis to combat units. There is
a great difference between military service in dangerous
circumstances and serving in a combat unit whose role is to search
out and kill the enemy at close quarters. This committee has a
responsibility for imposing reason over impulse when proposed
changes could reduce the combat capability of our forces at the
point of contact with the enemy.

Ultimately we need the foresight of this
committee, acting in its sentinel and oversight role, to draw us
out of the reactive stance we've fallen into and chart a strategic
way ahead. Our national security strategy needs your bipartisan
direction. In some cases you may need to change our processes for
developing an integrated national strategy, because mixing capable
people and their good ideas with bad processes results in the bad
processes defeating good peoples' ideas nine times out of ten. This
is an urgent matter, because in an interconnected age when
opportunistic adversaries can work in tandem to destroy stability
and prosperity, our country needs to regain its strategic footing.
We need to bring clarity to our efforts before we lose the
confidence of the American people and the support of our potential
allies. This committee can play an essential strategic role in this
regard.

* * * * * * * * * * * *
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Chairman McCain and Ranking Member Reed,
thank you for this opportunity to appear before you and other
members of this distinguished Committee to discuss the final report
of the 2014 Quadrennial Defense Review (QDR) National Defense
Panel.

As you know, the 2014 QDR National Defense
Panel, which included 2 appointees of the Secretary of Defense and
8 appointees of Congress, and was facilitated by the United States
Institute of Peace, had been asked to submit a written assessment
of the QDR. We are here today as the designated representative of
the co-chairs, former Secretary of Defense William J. Perry and
General (Retired) John P Abizaid, to discuss with you the Panel's
report which was released on July 31, 2014.

Mr. Chairman, our panel observed recent
events across the globe — from the rise of the Islamic State,
Russia's invasion of Ukraine, war between Hamas and Israel, violent
confrontations and air strikes in Libya, and continued tensions on
the Korean Peninsula and in the East and South China seas — and was
reminded that the United States faces perhaps the most complex and
volatile security environment since World War II.

This realization has led to repeated calls
for U.S. leadership to sustain the rules-based international order
that underpins U.S. security and prosperity. But scant attention
has been paid to ensuring that we have a robust and ready military,
able to deter would-be aggressors, reassure allies and ensure that
any president, current or future, has the options he or she will
need in an increasingly dangerous world.

The National Defense Panel concluded in its
recent report that the Budget Control Act of 2011 was a "serious
strategic misstep" that has dangerously tied the hands of the
Pentagon leadership, forcing across-the-board "sequestration" cuts
in defense spending and subjecting the nation to accumulating
strategic risk. The commission's report concluded that, without
budgetary relief, the U.S. armed forces soon will be at high risk
of not being able to accomplish the national defense strategy. The
panel also believes if the United States returns to
sequestration-level cuts in Fiscal Year 2016, we will face
significant risks across the board, and may have to reassess our
defense strategy.

The provisions of the Budget Control Act and
sequestration have already precipitated a readiness crisis within
our armed forces, with only a handful of Army brigades ready for
crisis response, Air Force pilots unable to fly sufficient hours to
keep up their skills and Navy ships unable to provide critical U.S.
security presence in key regions. We also understand that the
Department has reported that if sequestration returns in Fiscal
Year 2016, the Navy would be unable to support its current force of
11 carriers. And we note with grave concern the statement Dr.
Ashton Carter, the nominee for secretary of defense, made at his
hearing when he noted that sequestration threatens DoD
modernization and that in turn would threaten our Asia-Pacific
rebalance strategy. Although last year's congressional budget deal
has granted some temporary relief, the return to sequestration in
fiscal 2016 and beyond would result in a hollow force reminiscent
of the late 1970s.

The U.S. military is an indispensable
instrument underpinning the diplomatic, economic and intelligence
elements of our national power: It keeps key trade routes open,
maintains stability in vital regions such as the Persian Gulf and
sustains alliances that serve U.S. and global interests.

That's why the National Defense Panel urged —
and we reiterate today — that Congress and the president repeal the
Budget Control Act immediately, end the threat of sequestration and
return, at a minimum, to funding levels proposed by then-Defense
Secretary Robert Gates in his fiscal 2012 budget. That budget
called for modest nominal-dollar increases in defense spending
through the remainder of the decade to stabilize the defense
program.

The report argues that, to meet the
increasing challenges of the deteriorating international security
environment, the U.S. military must be able to deter or stop
aggression in multiple theaters, not just one, even when engaged in
a large-scale war. This requires urgently addressing the size and
shape of our armed forces so they can protect and advance our
interests globally and provide the war-fighting capabilities
necessary to underwrite the credibility of the United States'
leadership and national security strategy. But under sequestration,
our forces would have to accept a much higher level of risk in
order to implement our current strategies.

Whether confronting the threat of the Islamic
State or reassuring allies in Asia, the president must have
options, and the Defense Department needs the flexibility to
provide the best alternatives that secure our interests. In
particular, the Pentagon needs relief from the budget cuts of the
past few years and from limitations on its authority to make
judicious cuts where they are most needed and least harmful to our
security. This would allow further savings through modest cuts to
the rate of growth in already generous military compensation and
benefits, further reforms in the acquisition of equipment and
materiel, elimination of an estimated 20 percent excess in military
infrastructure such as bases, and reductions in overhead and the
burgeoning civilian and contractor defense workforce.

These savings and additional budgetary
resources must go toward investment in critical capabilities, such
as long-range strikes, armed unmanned aviation, intelligence
surveillance and reconnaissance, undersea warfare, directed energy,
cybersecurity and others that will safeguard our continued military
superiority.

The threat of sequester was never meant to be
carried out. It was supposed to be a "sword of Damocles" ensuring
that lawmakers would reach an agreement on ways to cut the federal
deficit. Those efforts failed, putting the defense budget on the
chopping block and holding our nation's security hostage at a
particularly dangerous moment in world affairs. As we enter another
presidential election cycle, our nation's leaders will need to
examine the National Defense Panel report and explain to voters how
they intend to address its recommendations. The stakes could not be
higher.

Mr. Chairman, thank you for the opportunity
to appear before you today. We welcome your questions and input
regarding the 2014 Quadrennial Defense Review National Defense
Panel.

* * * * * * * * * * * *
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Chairman Sessions, Ranking Member Donnelly
and Members of the Subcommittee on Strategic Forces, thank you for
the invitation to testify on regional nuclear capabilities and
their impact on U.S. security. I will focus my attention today on a
segment of the Asian nuclear space, namely China, India, and
Pakistan, their strategic interactions, and the impact of their
nuclear weapons modernization on each other and on the United
States. The nuclear weapon programs in these three countries are
worthy of attention because they are active, expanding, and
diversifying at a time when the overall global trend remains a
continuing contraction of nuclear inventories. As requested by you,
Mr. Chairman, my testimony will explore why this is the case and
what challenges ensue from such expansion.

China

Unlike India and Pakistan, China is formally
a nuclear weapon state under the nuclear Non-Proliferation Treaty
(NPT). China is also a major nuclear power possessing advanced,
repeatedly tested, and diverse nuclear weapons designs, diverse
delivery systems, and a centralized command and control network
that is intended to ensure that the leadership of the Chinese
Communist Party can exercise effective command of the country's
nuclear weaponry.

In contrast to the United States and the
former Soviet Union, China historically maintained a small nuclear
force consisting primarily of land-based missiles whose warheads
were stored separately, with the delivery vehicles maintained
routinely in un-alerted status in silos or caves. This relatively
relaxed posture was viewed as sufficient to protect Chinese
security during the Cold War because Beijing believed that the
positive externalities of mutual U.S.-Soviet nuclear deterrence
bestowed on China sufficient protection. Because even a small
number of survivable nuclear weapons capable of reaching an
adversary's homeland could wreak unacceptable damage, Chinese
leaders sought to maintain relatively modest forces that through a
combination of opacity, sheltering, and sometimes limited mobility,
could survive the remote contingencies of direct nuclear attack at
a time when these dangers were limited principally by the political
constraints of strong bipolar competition.

With the ending of the Cold War and with the
progressive rise of Chinese power, Beijing— whether it publicly
admits it or not—has come to view the United States as its
principal strategic competitor. Given China's recognition of the
sophistication of U.S. nuclear and conventional forces in the face
of Beijing's desire to reclaim the strategic primacy it once
enjoyed in Asia, Chinese nuclear modernization became inevitable.
This modernization, which consists principally of efforts to
increase the survivability of its nuclear deterrent in the face of
what it perceives to be a formidable U.S. nuclear threat
supplemented by other major regional dangers from Russia, India,
and other prospective nuclear powers, has taken the following form:
the deployment of new land-based solid-fueled ballistic missiles of
varying ranges (to include intercontinental-range ballistic
missiles); ballistic missile submarines with weapons capable of
reaching the continental United States; new highly survivable
nuclear weapon storage sites; and a robust national command and
control system that incorporates a resilient, dedicated nuclear
command and control segment.

The number of nuclear warheads in the Chinese
arsenal has also progressively increased as the nuclear delivery
systems have been augmented, but there still significant
uncertainties about the existence and the number of nuclear gravity
bombs and tactical nuclear weapons in the Chinese arsenal. The
total size of the Chinese nuclear weapons inventory today is widely
believed to consist of some 250 nuclear warheads, but the accuracy
of these or any other numbers is debatable. China has a substantial
fissile material stockpile consisting of some 16 metric tons of
highly enriched uranium and some 1.8 metric tons of weapon-grade
plutonium, so there are no practical constraints on its ability to
produce an arsenal of any size it chooses. Given the choices China
makes in regard to delivery systems, it could deploy anywhere up to
an additional 150 warheads over the next ten years.

At arsenal levels of such size, the Chinese
nuclear force will be oriented fundamentally towards deterring
nuclear use (or the threat of use) against China by maintaining a
survivable retaliatory capacity during conflicts with any
nuclear-armed state and by maintaining the capacity for escalation
dominance vis-a-vis weaker nuclear adversaries. Toward these ends,
China will continue to reiterate its "no first use" nuclear policy,
though what that doctrine means precisely is unclear.

China today views the United States as its
principal active nuclear and conventional threat, followed by India
in the nuclear realm. Russia remains a latent nuclear threat and
although it was historically an important driver of Chinese nuclear
planning, Russia has receded considerably in Chinese calculations
today. North Korea, Taiwan, and Japan remain longer-term sources of
strategic uncertainty for Beijing, with nuclear threats remaining a
current or prospective challenge in all three cases. The most
pressing practical contingencies involving Chinese nuclear use in
the prospective future, however, involve employment against U.S.
forces to forestall defeat or signal a willingness to risk further
escalation in the context of a successful U.S. intervention in a
Taiwan crisis or in another crisis of similar magnitude in East
Asia (for example, on behalf of Japan), and the use of tactical (or
other) nuclear weapons in a conflict with India.

India

The rivalry between China and India since
their birth as modern states after the Second World War created the
preconditions for a nuclear rivalry between them—a competition that
was inflamed when China first tested nuclear weapons in 1964 driven
by its antagonism to the United States and its emerging split with
the Soviet Union. The first Chinese nuclear test, coming two years
after India's defeat in the 1962 Sino-Indian conflict, precipitated
the Indian nuclear weapons program, which in turn first
demonstrated its capacity in 1974. Despite the supposed Chinese
disdain of India, Beijing began to systematically target India with
nuclear weapons after the latter's first nuclear test, and sometime
in the late-1980s transferred a nuclear weapon design and fissile
material to Pakistan, at least in part as a strategy of containing
India. New Delhi responded to the Chinese challenge with additional
nuclear tests in 1998, declared itself to be a nuclear weapon
state, and began to overtly develop its nuclear deterrent
since—aimed at both China and Pakistan.

India today is believed to possess an arsenal
of some 100 nuclear weapons, though this figure is highly
uncertain. The country is thought to have produced close to 600
kilograms of weapons-grade plutonium, though it is unclear whether
all this material has been machined into warheads. India can
produce extremely large quantities of weapons-grade plutonium,
should it chose to use its power reactors currently outside of
safeguards for this purpose. To date, however, there is no evidence
that India has embarked on any crash program to enlarge its nuclear
arsenal, despite its having the technical capacity to do so. If
India persists in producing about 5-6 nuclear weapons annually (as
it is believed to have done since 1998), the India nuclear
deterrent would consist of some less than 200 nuclear weapons by
2025— assuming the public assessments of its current inventory are
correct. These weapons will be deployed aboard primarily mobile,
solid-fueled, ballistic missiles of up to intermediate range,
though these will be supplemented by a limited number of legacy
gravity weapons and a small but growing number of sea-launched
ballistic missiles. All Indian nuclear weapons currently are
maintained routinely in de-mated condition, though whether this
posture will persist after the four ballistic missile submarines
are eventually inducted into its arsenal is unclear.

The heart of India's current nuclear
modernization program, which is centered on developing and
inducting mobile, sold-fueled intermediate-range ballistic
missiles, deploying ballistic missile submarines, developing a
ballistic missile defense system, building weapon storage and
integration sites, and completing its command and control network,
is aimed principally at refurbishing its deterrence capability
vis-a-vis China. The threats emerging from Pakistan are
significant, but Indian policy makers judge that their current
deterrent against Islamabad as generally adequate. The deterrence
gap versus China, however, is considerable and it will not be
bridged until India acquires the capacity to range the Chinese
heartland with missiles of adequate reach.

Even when the effort to reach this goal is
completed—an endeavor that will continue well beyond 2025—it is
likely that New Delhi will persist with its currently relaxed
nuclear posture so long as current trends in Sino-Indian and
Indo-Pakistani relations persist. This posture is predicated on the
requirement of a "minimum" deterrent (whose numerical size is not
publicly known) and a strict "no first use" policy (which is likely
to subsist durably because of India's general conventional military
superiority over Pakistan and its still substantial, though
decaying, operational military superiority over China along their
disputed border). As long as these conditions obtain, there is
little incentive for India to violate its "no first use" policy,
which is oriented fundamentally towards deterring nuclear attack
(or threats of attack) emerging from Pakistan and China.

Pakistan

The contrast between India and Pakistan on
"no first use" could not be greater. Unlike India, which is both
stronger than Pakistan and no pushover where China is concerned,
Pakistan is a weak state that is unfortunately growing even weaker
as a result of its awful strategic choices. Pakistan's security
competition with India, which dates back to the creation of the two
countries as independent states, is multi-dimensional in nature and
involves territorial, religious, and power-political dimensions.
These grievances have combined in unhelpful ways to make Pakistan
the anti-status quo power in the Indian subcontinent. Having fought
four unsuccessful wars with India in an effort to secure its
strategic aims, Pakistan switched to a dangerous and provocative
strategy in the last decades of the 20th century—a strategy of
supporting terrorist groups aimed at enervating India through "a
thousand cuts," even as Pakistan began to feverishly expand its
nuclear arsenal in an effort to prevent New Delhi from retaliating
with conventional forces.

The post-2001-02 shift in Indian policy,
which holds out the threat of conventional retaliation to
Pakistani-supported terrorist attacks (despite the overarching
presence of nuclear weapons in the subcontinent), has only deepened
Pakistan's dependence on nuclear weapons further, resulting in an
acceleration of its weapons program. Today, the Pakistan arsenal
includes both gravity weapons and ballistic missiles of up to
medium range as well as cruise missiles, glide bombs, and a
plethora of new and diverse tactical nuclear weapons. The Pakistani
nuclear arsenal is judged by many reputable scholars to consist of
some 90-110 weapons, though at the current pace of growth the force
could easily expand to over three times that number within a
decade.

Pakistan's strategic weaponry is believed to
be deployed in de-mated condition routinely in peacetime. Whether
that posture will apply to the newer tactical systems is unclear.
Pakistan's nuclear doctrine, unlike India or China's, is centered
fundamentally on first use, and it is oriented primarily towards
defeating India's conventional superiority in the event of
conflict. Although Pakistan's nuclear forces are intended, strictly
speaking, for deterrence and not war fighting, Islamabad's emerging
tactical capabilities could inadvertently push Pakistan towards the
latter.

The external dangers of deterrence breakdown,
which could precipitate the catastrophe of Pakistani nuclear use
against India, are complemented by internal dangers as well.
Pakistan's internal fissures, it is often feared, could bleed into
its armed forces, resulting in risks to the security of its nuclear
weaponry. Although the Pakistani military has made enormous
investments in enhancing nuclear security (aided by the United
States) in recent years, fears about the loss or compromise of its
nuclear weaponry because of domestic dangers still persist—and not
unreasonably so.

Taking Stock

When all three states are synoptically
considered, therefore, the following contingencies remain the most
pressing from the viewpoint of U.S. strategic interests for the
reasons adduced below:

1) Chinese use or threats of use of nuclear
weaponry to deter U.S. military intervention on behalf of Taiwan or
other American allies in Asia.

Of the three nuclear weapons states that are
the subject of this testimony, only China conceives of its nuclear
arsenal as having direct utility for deterring U.S. military
operations directed against its interests at various locations
along the Asian rimland. Any contingency that brings U.S. forces in
confrontation with China would represent a dangerous predicament
and would require both local conventional and overall nuclear
superiority for political and military success. Any failure on this
score could not only precipitate immediate operational reverses
that would frustrate the realization of U.S. political aims, but it
could lead over time to the erosion of the U.S. alliance system in
East Asia, the future acquisition of nuclear weapons by current
American allies, and the eventual loss of American primacy in the
Indo-Pacific. For all these reasons, preparing seriously to ensure
success in this contingency should remain at the top of American
strategic priorities. The recent innovations centered around the
"AirSea Battle" concept indicate that the Pentagon has taken the
emerging Chinese threats to the U.S. ability to aid its East Asian
allies seriously, though it is unclear whether force planning for
nuclear escalation vis-a-vis China has been adequately integrated
into the current war plans. If this lacuna is real, it could prove
costly in the context of a conflict—and could undermine the
confidence of the allies in the viability of the U.S. nuclear
umbrella.

2) Pakistani "use" of nuclear weapons as
cover to support continued terrorist attacks against India.

Although this contingency derives from
Pakistan's ability to exploit the deterrence capability inherent in
its nuclear reserves for revisionist ends—and represents the
dominant threat levied by the Pakistani military against India now
for some three decades—it embodies the most likely route to nuclear
deterrence breakdown in South Asia. Neither Indian nor U.S. nuclear
capabilities are directly useful in defeating this threat, but U.S.
and international political pressure on Pakistan, which has been
employed episodically, might offer a means of mitigating its worst
dangers. The most likely antidote that could alter such Pakistani
behavior, however, would be the rising costs of terrorist blowback
within Pakistan—which is, unfortunately, an expensive way of
getting Pakistan to change course.

3) Pakistani nuclear use against India or
against Indian military forces in the context of Indian retaliation
against Pakistani-supported terrorist attacks against India.

This contingency arises if India decides to
retaliate against Pakistan through the large scale use of military
force for punitive purposes. Any significant employment of Indian
military force obviously carries the risk of a Pakistani nuclear
response, which is why Indian leaders have shied away from
exercising major conventional war options that require especially
the large scale use of land forces. Should India contemplate major
military operations, however, it is likely that the United States
would intervene, but mainly through energetic diplomacy as it did
in 2001-02 and again in 2008. It is unlikely that the United States
would choose to intervene militarily to prevent either conflict
escalation or nuclear weapons employment for a host of operational
reasons, though some kinds of trans- or post-conflict assistance
might be feasible: in such circumstances, the most important U.S.
capabilities that would be relevant would be intelligence,
surveillance and reconnaissance (ISR) assets, capabilities required
for noncombatant evacuation operations, and Nuclear Emergency and
Support Teams (NEST) and other assets essential for post-detonation
assistance and recovery (if nuclear use has occurred). Because of
the large numbers of U.S. citizens normally resident or traveling
in India, and the complexity of evacuation operations in a nuclear
environment, this scenario can be more stressing than is commonly
realized. The most useful U.S. contribution towards preventing a
Pakistani use of nuclear weapons in such a scenario—and the Indian
nuclear retribution that would result thereafter—would be to press
Pakistan to exit the terrorism business or risk being left alone
(or, even worse, the object of international sanction) if a major
Indian military response ensues in the aftermath of any pernicious
terrorist attack. Other than this, there is little that the United
States can do to preserve deterrence stability between two
asymmetrically-sized states where the gap in power promises to
become even wider tomorrow than it is today.

4) Pakistani loss of control over nuclear
assets in the context of conventional military operations against
India OR a compromise of nuclear security in peacetime in
Pakistan.

This scenario, which has been discussed
considerably in recent years both in India and in the United
States, would also be highly complex in the demands it places on
the U.S. military, depending on the details of the contingency.
U.S. ISR elements, special operations forces, and other quick
reaction capabilities would be highly relevant in such a
contingency—as would close coordination with the government of
Pakistan and its armed forces. The United States has already aided
Pakistan significantly in regards to nuclear weapons protection,
but there are obvious limits to further assistance beyond a point,
not least because of the deep-rooted Pakistani fears about the
United States seeking access and information about the location of
Pakistan's nuclear weaponry.

5) Chinese or Indian nuclear coercion
against the other in the context of a border crisis OR in the
limiting case, the actual use of nuclear weapons to stave off
battlefield defeat.

This last contingency, admittedly remote
today, would put a high premium on U.S. ISR assets as well as,
obviously, active U.S. diplomacy. At the present, it is unlikely
that the United States would find itself involved in such a
conflict except as a concerned bystander, but if this situation
were to change as U.S.-Indian ties grow deeper over time, U.S.
conventional and nuclear forces might acquire new roles for
extended deterrence and reassurance with respect to India. Until
then, however, U.S. ISR capabilities and diplomacy would represent
the instruments most relevant to coping with such a scenario.

Implications for the United States

The broad range of nuclear challenges arising
from a consideration of the problems involving China, India and
Pakistan suggest several important conclusions as far as U.S.
strategic forces are concerned.

First, U.S. nuclear forces will continue to
remain the ultimate backstop where American national security is
concerned. The notion that these forces will become irrelevant any
time soon, or that their abolition can be contemplated, is a
dangerous fantasy. Eliminating nuclear weapons globally must
instead take a backseat to protecting U.S. nuclear dominance and
maintaining the effectiveness of the U.S. nuclear deterrent over
the long term.

Second, the progressive growth of Chinese,
Indian, and Pakistani nuclear forces over the next ten years—and
the likelihood of further proliferation elsewhere in years to
come-implies that any further reduction of U.S. nuclear forces
beyond the New Start treaty ought to be eschewed. Given the
complexity of the emerging nuclear environment—a world that is best
described as asymmetric nuclear multipolarity—the United States
must seek to maintain the requisite superiority of the total force
that permits it to achieve conventional success in regional
contingencies while preserving the advantages currently enjoyed by
U.S. nuclear forces. Given the onerous U.S. extended deterrence
commitments in Europe and Asia, American nuclear parity with Russia
must not diminish to a point where parity with China slinks into
reach.

Third, the United States must think seriously
about the threat of nuclear deterrence breakdown in Asia as a time
when the continent will host many nuclear powers whose arsenals
vary in capacity, architecture and doctrine. The desire to reduce
the salience of nuclear weaponry in global politics is estimable.
That means that U.S. nuclear weapons ought not to be brandished
unnecessarily. However, it does not imply forgetting that U.S.
nuclear weapons are still essential for deterring not only nuclear
attacks (or the threats thereof) on the United States and its
allies but also major conventional attacks as well, while still
remaining useful as tactical warfighting instruments in certain
specific, admittedly limited, contingencies where conventional
weapons currently remain ineffective. As a general rule, therefore,
the desire to reduce the salience of nuclear weapons in world
politics should not extend to devaluing the utility of nuclear
weapons for deterrence because these instruments will continue to
remain the ultima ratio in an environment that
only promises more, not less, proliferation.

* * * * * * * * * * * *
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Mr. Chairman, members of the subcommittee, it
is an honor to testify before you. I have worked on
nuclear-weapons-related issues since 1982, first with a focus on
the Soviet Union, then, after 1992, on India, Pakistan and Iran. I
have written extensively on each of these countries' nuclear
programs and policies. Over the past ten years I also have analyzed
nuclear dynamics in Northeast Asia, particularly Chinese and
Japanese perspectives on them.

Because time here is short and the range of
topics you have asked my colleagues and me to address is extensive,
I concentrate my testimony on what I think are some cutting-edge
strategic challenges in Northeast Asia and South Asia that need to
be more creatively addressed by U.S. policy-makers. These are
problems to which no one has tidy, feasible solutions - that is,
solutions that would change to our complete satisfaction the
military capabilities and behaviors we want other states to change,
and thereby significantly reduce risks of conflict that could
escalate to the use of nuclear weapons. This is largely because the
other states involved have different interests and objectives than
the U.S. does and will search for ways to pursue them. Knowing that
they cannot compete directly and symmetrically with U.S.
conventional and strategic forces, these states will often seek to
develop and apply asymmetric capabilities and strategies to balance
U.S. power. This is especially true of two of the states under
consideration - the DPRK and China - whose governments fear the
U.S. seeks ultimately to displace them. The challenge, then, for
the U.S. and these states is to achieve tolerable stability, avoid
escalatory warfare, and establish ways of getting along through
political-diplomatic processes backed by balances of power.

I have divided my testimony into five key
points that describe the regional dynamics at play and suggest
priority policies the U.S. could pursue to mitigate instabilities
and risks of nuclear escalation.

1. Complex causal dynamics drive the threat
perceptions and nuclear requirements and policies of states in
Northeast Asia and South Asia.

This is an analytic and conceptual point that
must be recognized if the U.S. and others are to devise policies
and deploy capabilities that will improve security and ameliorate
instability in these two inter-related regions. Setting North Korea
to the side for a moment, it may help to conceptualize the
Northeast Asian and South Asian nuclear "system" in the form of two
strategic triangles that are connected by a common node, which is
China. The following diagram represents this idea.

The first triangle includes the U.S., Russia
and China. Each of these state's nuclear requirements and policies
(as well as non-nuclear instruments of force, deterrence and
coercion) affects and is affected by the other two states. For
example, the U.S. has long seen Russia as a benchmark for
determining U.S. nuclear posture and policy, and recently has
factored China more heavily into policy calculations, including
regarding strategic conventional weapons, cyberwarfare
capabilities, and ballistic missile defenses. China in turn
calculates its strategic military requirements and options by
reference to current and potential threats that it perceives
emanating from the U.S., and to a lesser extent from Russia.

The second triangle includes China, India and
Pakistan. India seeks strategic capabilities to deter major
aggression from China and from Pakistan today and in the future.
Many of the delivery systems and nuclear warhead capabilities India
seeks are intended to increase its capacity to deter China, whose
current and future capabilities in turn are driven in large part by
perceptions of threat from the U.S. Pakistan then seeks nuclear and
other capabilities to balance what it perceives India to be
acquiring. Many Indian analysts perceive that China is assisting
Pakistan's strategic acquisitions, so India seeks not only to
balance China, but also to balance the gains Pakistan may achieve
in cooperation with China. For its part, Pakistan increasingly
perceives the U.S. and India to be cooperating in buttressing
Indian military capabilities with which Pakistan must contend.

From the perspective of the United States,
the main takeaway from this depiction of the strategic force
dynamics involving these states is that policies, capabilities, and
operational plans we develop to affect one of these states may
cause others also to react in turn.

For example, a former commander of India's
strategic forces recently explained to me that "what the U.S. does
to extend deterrence to its allies in East Asia affects China which
then acts in ways that challenge India. The Chinese note and build
up capability, strategy and philosophy to deal with what the U.S.
is doing. The Chinese have deployed large numbers of conventionally
armed ballistic missiles and cyber capabilities and anti-satellite
weapons to deny U.S. forces access into areas sensitive to them,
primarily around Taiwan. Those capabilities could be used against
India, too."

Pakistanis constantly assert that the
so-called U.S.-India nuclear deal could significantly boost India's
stockpile of fissile material that could be used to build up its
nuclear forces. Similarly, they say, potential U.S. cooperation
with India on ballistic missile defenses could require Pakistan to
further increase the numbers and diversity of its missile armory
and nuclear warhead inventory.

Of course, much the same could be said about
China's cooperation with Pakistan and Russia's cooperation with
India. This is not to suggest that the U.S. and these other states
should desist from all such policies and activities. Rather, the
point is that these policies and activities are inter-related more
than is commonly recognized. If strategic instability is going to
be redressed in Northeast and South Asia, each state, including the
U.S. must be more willing than they heretofore have been to
acknowledge and address how their own capabilities and actions
affect the others. Among other things, this means that prospective
policies must be considered in a regional context, not merely a
bilateral one.

2. Regarding China, the most fundamental
challenge for U.S. policy is to engage Beijing in tempering several
forms of security dilemmas and affirming that neither state will
initiate the use of force to change the territorial status quo in
Northeast and South Asia.

In John Herz's famous words (at least amongst
wonks), the security dilemma is "A structural notion in which the
self-help attempts of states to look after their security needs
tend, regardless of intention, to lead to rising insecurity for
others as each interprets its own measures as defensive and
measures of others as potentially threatening."

The U.S. and China confront security dilemmas
of their own making in at least three domains.

One pertains to concerns of the U.S. and its
protectorates - most acutely Taiwan and Japan -that China may use
its growing economic and military power to coerce them in
territorial and political disputes. China, for its part, has
countervailing concerns that the U.S. and its allies may seek to
apply military power to advance their preferred positions vis a vis
China, particularly in case of a crisis over the political
evolution of Taiwan as it relates to China. (China has a deeper
concern that the U.S. seeks to subvert its political order and
foster democratization. It is difficult for the U.S. to convince
Chinese leaders that while we desire political change in their
country we do not intend to use our military capabilities and
policies to bring this change about). The famous "three
communiques" issued by the U.S. and China between 1979 and August
1982 1 created a modus vivendi on these questions related to
Taiwan, but both countries remain wary that it could be fragile.
Each side in this security dilemma builds military power, and, in
the U.S. case occasionally sells arms to Taiwan. Each also
sometimes makes political declarations intended to preserve its
defensive positions, but which the other side may interpret as
expressions of intent to change the status quo.

A second security dilemma arises from each
side's build-up of non-nuclear forces -conventionally-armed
ballistic missiles, naval and air forces, ballistic missile
defenses, and cyberwarfare capabilities - which each justifies as
means to defend against the presumed offensive intentions of the
other. This dynamic creates arms race instability, whether of a
symmetric or asymmetric nature. For example, China for years has
steadily augmented its arsenal of conventionally-armed ballistic
missiles and anti-satellite weaponry to offset the United States'
superior naval power projection capabilities. The United States'
ongoing ballistic missile defense program can be seen as an effort
to maintain a long-standing asymmetric advantage in the nuclear
domain, and as a way to offset China's build-up of conventionally
armed ballistic missiles. Both states, led by the U.S., are
developing conventional prompt-strike weapons. Additionally, the
U.S. and China both are engaged in a cyberweapon arms race, with
China trying to catch up to the U.S.

A third security dilemma exists in the domain
of nuclear policy. China fears that the U.S. seeks to acquire means
to negate its nuclear deterrent, through some combination of
offensive nuclear forces, future hypersonic conventionally-armed
missiles, ballistic missile defenses, and cyberwarfare
capabilities.

China is assessed to possess approximately
250 nuclear warheads. It is assessed to deploy between 50-75
ballistic missiles capable of carrying nuclear weapons to the
United States, and another approximately 60 intermediate range
ballistic missiles suited for use against India, Japan or Taiwan.
By comparison the United States' operationally deploys 2,200
nuclear weapons. China is estimated to possess an additional 16
tonnes of highly-enriched uranium and 1.8 tonnes of non-civilian
separated plutonium, compared to the United States' stockpile of
604 tonnes and 87 tonnes, respectively. The U.S. and its proteges
fear that China may someday add dramatically to its nuclear forces
in ways that would undermine - along with conventional anti-access
area-denial capabilities - the American deterrent extended to
Taiwan and Japan. Each side in this competition does not adequately
acknowledge how its own actions drive the other to take the actions
that it sees as threatening.

To deal with these challenges, the U.S. does
not need more or different nuclear forces than it already possesses
and plans to possess after implementation of the New Start Treaty
with Russia. In terms of capabilities, the greater imperative is to
acquire and/or deploy non-nuclear instruments to preserve the
United States' capacity to quickly defend its protectorates against
and to deter Chinese actions to initiate changes in the territorial
status quo in the region. Such potential Chinese actions are very
unlikely to involve its nuclear forces, and it is thus in the U.S.
interest to counter with strong, symmetrical conventional
capabilities.

A more immediately pressing need is to
motivate Chinese leaders to join the U.S. and, where appropriate
its allies, in articulating and authenticating policies that would
reassure all sides in these security dilemmas that they will not
initiate the use of force to change the territorial or political
status quo or to otherwise coerce each other. To this end, it will
be necessary for Chinese officials to understand the concept of the
security dilemma and recognize how their words and deeds sometimes
exacerbate it.

With regard to nuclear policy, the key
dilemma concerns first-use of nuclear weapons. Retaliatory use of
nuclear weapons is a comparatively straightforward proposition; the
destabilizing factor is the prospect that the U.S. or China would
initiate attacks -- by nuclear, conventional, or cyber means -- on
the other's nuclear deterrent forces and/or their command and
control systems. The U.S. would be wise to overcome its politically
motivated reluctance to assure China that it will not seek to
negate China's nuclear deterrent. Washington should do this out of
recognition that mutual nuclear vulnerability is a fact of 21st
century life with China, and attempting to negate this fact through
a combination of new offensive and defensive systems would not
succeed at a cost that the U.S. would find acceptable to itself.
The language authored by a 2009 Council on Relations Task Force on
U.S. Nuclear Policy chaired by William Perry and Brent Scowcroft
could be a model: "mutual vulnerability with China - like mutual
vulnerability with Russia - is not a policy choice to be embraced
or rejected, but rather a strategic fact to be managed with
priority on strategic stability.'"

For its part, China should be motivated to
reciprocate constructively by clarifying that as long as U.S.
policies and military capabilities reflect this assurance China
will not significantly increase its nuclear weapon arsenal and
threaten to use force to alter the territorial status quo and/or
resolve "the Taiwan question."

Such declarations of fundamental policy would
not preclude the U.S., China, or other states from modernizing and
bolstering their strategic offensive and defensive capabilities,
but they would provide a framework within which each party could
explain to the other how its actions are not inconsistent with
fundamentally defensive intentions and assurances. This would be
constructive on its own terms, and could eventually create
conditions for possible negotiation of arms limitations.

3. One of the most complicated challenges
facing U.S. policy-makers today is to reassure Japan that the U.S.
has the resolve and capabilities to defend it against armed attack
from China or any other state.

Extended deterrence is never easy to provide
or depend upon. The protege often will fear that its protector will
abandon it. At other times, the protege may fear that the protector
will entrap it in a war that the protege would otherwise seek to
avoid. The guarantor, on the other hand, must convince the protege
as well as the adversary that the guarantor will put its soldiers
and citizens and treasury at risk in order to defend another. This
is especially problematic insofar as the protege may itself act in
ways that instigate a potential conflict, raising legitimate
questions about whether the guarantor should or would invite the
costs of coming to its defense in such a situation.

Extended deterrence is often conflated with
extended nuclear deterrence. While it may be tempting to believe
that the potential use of nuclear weapons always strengthens
extended deterrence, the issue is problematic. Potential use of
nuclear weapons in an escalating conflict can indeed strengthen the
potency of the guarantor's deterrent against a potential aggressor.
But the very destructiveness that this portends also can weaken the
resolve of the guarantor state's population (should we trade Los
Angeles for Taipei?) as well as the protege's population (if the
U.S. uses nuclear weapons on China, China will respond first by
targeting nuclear weapons at Japan). These possible reactions may
tempt a potential aggressor into thinking that the mere threat of
aggression that could escalate to nuclear use can split an
alliance, or demonstrate the guarantor's weak resolve, constituting
a bluff that may be called.

On the other hand, if the guarantor's resolve
is unquestioned in the face of a countervailing nuclear threat,
nuclear moral hazards may be created. Like a finance company whose
managers believe that the government will bail them out if they
face ruinous losses, the protege may take unwise risks in its
policies toward its adversary, feeling that the nuclear threat
proffered by the guarantor will deter the adversary from reacting
forcefully. The protege also may under-invest in non-nuclear
defensive capabilities that would otherwise obviate the need to
resort to nuclear threats to deter the adversary, like a bank that
does not maintain conservative levels of reserves to cover its
commitments.

This sort of hazard has long affected the
United States' relations with its NATO allies, most of whom do not
meet their commitments to devote two percent of their GDP to
defense. Japan, too, has not always carried its full share of the
defense burden with the United States. Its defense spending
declined between 2002 and the arrival of the new Abe government in
2013. Now Japan is pursuing plans for an increase in procurement of
major systems, and the U.S. and Japan have intensified exercises
and other cooperative activities to solidify defense in the East
China Sea. Still, the national government in Tokyo has not
successfully overcome local governments' reluctance to cooperate in
relocating U.S. military bases on Okinawa. It is common in
Washington to hear complaints that an administration is not doing
enough to reassure Japan of the United States' commitment to defend
it; it is less common to hear of even private congressional
remonstrances to Japanese officials that they should do more to
buttress the alliance materially and diplomatically (vis a vis
Japan's neighbors). A careful complementarity is required to match
increases in defense preparedness with political and diplomatic
sensitivity to the concerns this can cause in states that
experienced Japanese aggression in the 1930s.

These considerations can be applied to the
issue that currently poses the greatest risk of potential conflict
involving Japan and China, and implicating the U.S. as Japan's
protector.

There is a cluster of islands and rock
outcroppings in the East China Sea that Japan calls the Senkaku
Islands and China calls the Diaoyu Islands. Japan incorporated the
islands under the administration of Okinawa, in January 1895,
during the first Sino-Japanese War. The U.S. took control of these
outcroppings as a result of World War II, and returned them to
Japanese control in 1972. China disputes Japan's right to
sovereignty over these islands. The U.S. does not offer a judgment
on the disputed claims to sovereignty, but says that the islands
fall within the territory the U.S. is obligated by treaty to help
Japan defend. The Japanese government in late 2012 bought the
islands from a private owner, explaining that it did so to prevent
the nationalist governor of Tokyo from acquiring and developing
them. Reflecting the logic of security dilemmas, China intensified
its contestation over the issue, and deployed naval vessels and
aircraft around and over the islands in order to manifest its claim
and pressure Japan to proceed carefully. A non-trivial risk now
appears that either state could act physically to change the status
quo on or around these islands, and/or that the naval vessels or
aircraft could collide, as happened with a Chinese fishing vessel
and a Japanese Coast Guard ship in 2010. Such collisions could
create a severe crisis that the highly nationalistic Chinese and
Japanese governments could find difficult to de-escalate.

Were such a crisis to occur when China and
Japan are led by strength-projecting nationalistic figures, the
U.S. would face excruciatingly complex challenges. The first
priority would be to resolve the crisis diplomatically. But this
could be very difficult to do, depending on the circumstances.
Japan and China would dispute whose actors and actions were to
blame for the precipitating action. If the U.S. did not take its
ally Japan's side, whatever the merits of the case, some faction in
Washington would decry the abandonment of an ally. And, if Japan
were at fault and the U.S. did not acknowledge this for
political-diplomatic reasons, China would become even more
determined to press its claims on this dispute and others that
involve U.S. allies. If evidence held that China was at fault, the
political-diplomatic position of the U.S. would be simpler, but
then the U.S. and Japan would likely find themselves in a
potentially escalating conflict with China.

In either case, to augment diplomacy and
strengthen deterrence, and to prevail in case diplomacy fails, the
U.S. and Japan would need to have the conventional military means
to prevent China from creating new "facts on the ground," for
example by physically taking control of the islands. Failure to
ensure this initial defense could create a situation where the U.S.
and Japan would feel compelled to fight China to reverse its gain.
Such a conflict could escalate and expand to a wider naval battle
or blockade contest as each leadership would feel its credibility
and political survival at stake. Were the U.S. and Japan not
prevailing, someone in Washington or Tokyo would at least raise the
prospect that the conflict could escalate to the use of nuclear
weapons. After all, that's how nuclear deterrence is supposed to
work. Yet, would even implying a nuclear threat be advisable and
therefore credible? Would and should the United States be willing
to risk nuclear war over uninhabited rocks in East Asia that 99
percent of the American people have never heard of and could not
find on a map? Recall, the issue here would be first-use of nuclear
weapons: if China, despite its commitment and force posture of
no-first-use, took steps signaling that it would break the nuclear
taboo, U.S. recourse to retaliatory nuclear weapons reasonably
would be on the table. But threatening to initiate the use of
nuclear weapons in conflict that erupted over these disputed
outcroppings - no matter how far it escalated -- would constitute a
profound over-reaction.

Japanese leaders and citizens may not
appreciate this analysis. They may prefer to over-rely on the magic
of nuclear deterrence. But statesmanship requires realism, dealing
with facts and assessing strategic risks. Japan and the United
States must recognize the imperative of developing and deploying
diplomacy and conventional military power to prevent efforts by
anyone to forcibly change the status quo surrounding this
territorial dispute. The combination of clear commitments not to
upset the status quo and demonstrable non-nuclear means to prevent
anyone else from physically changing it constitutes the strongest
possible extended deterrent, for it reaffirms a fundamentally
defensive posture that augments national and international
resolve.

The current and projected nuclear arsenal of
the United States is more than sufficient to perform the physical
requirements of extending nuclear deterrence to Japan against
China. Nor is it evident that "strengthening" U.S. declaratory
policy regarding the use of nuclear weapons would enhance (and not
otherwise undermine) the feasibility and durability of the extended
nuclear deterrent.

4. North Korea will not in the foreseeable
future agree to relinquish all of its nuclear weapons and related
capabilities. The near-term imperative should be to negotiate
constraints on the buildup of DPRK nuclear capabilities and
enforceable commitments not to transfer them to others.

Japanese and South Korean leaders are
politically and psychologically unprepared to negotiate anything
less than complete DPRK disarmament, for complex reasons. This in
turn intensifies political pressures on any American administration
not to deviate from this stated objective. This motivates North
Korea to demand an exorbitant price for cooperation, which its
interlocutors doubt the DPRK will fully implement in any case.

A more realistic alternative would be to
bargain for incremental steps by the DPRK to stop increasing its
nuclear stockpile and to eschew proliferation of nuclear materials
and know-how to other actors. These forms of restraint by the DPRK
could be more achievable at a lower price than the DPRK seeks for
the illusory objective of total nuclear disarmament.

Acknowledging that DPRK will retain some
nuclear weapons for the foreseeable future offends our sense of
virtue, as does embarking on what amounts to a protection-racket
arrangement to pay the DPRK for not damaging the neighborhood. But
the perfect may be the enemy of the somewhat tolerable here: by
acknowledging that the DPRK would retain a limited nuclear
capability to satisfy its regime's need to deter U.S. and other
efforts to displace it, the U.S. and other negotiating parties
would strengthen their leverage to obtain North Korean cooperation
in mitigating its other threatening behaviors. Arguably, this is
the best outcome that might be achieved today.

For such an adjustment in negotiating
objectives to be sustainable, the U.S., Japan, South Korea, China
and Russia would need to devise a formula that would affirm their
ultimate goal to be the creation of a regional security environment
free of nuclear weapons on the Korean Peninsula. Such a goal is
necessary to satisfy the political-psychological needs of South
Korea

and Japan. Yet, the prospect of freeing the
Korean Peninsula of all nuclear weapons and (still to be defined)
supporting infrastructure would be more realistic after the
relevant parties had incrementally built mutual confidence by
stopping the expansion of North Korea's nuclear arsenal and
infrastructure and authenticating that the DPRK was not
transferring weapons, material, and know-how to others.

In terms of U.S. nuclear force requirements
and posture, the nuclear threat posed by the DPRK is a
lesser-included challenge that can be more than adequately covered
by nuclear (and non-nuclear) forces that the U.S. will retain as
part of its larger requirement to deter Russia and China.

5. India and Pakistan will continue to
augment their nuclear arsenals. The imperatives now are to prevent
another major terrorist attack from Pakistan against India and
reduce the risks of escalation to nuclear war.

South Asia is the most likely place nuclear
weapons could be detonated in the foreseeable future. This risk
derives from the unusual dynamic of the India-Pakistan competition.
The next major terrorist attack in India, emanating from Pakistan,
may trigger an Indian conventional military riposte that could in
turn prompt Pakistan to use battlefield nuclear weapons to repel an
Indian incursion. India, for its part, has declared that it would
inflict massive retaliation in response to any nuclear use against
its territory or troops. Obviously, this threatening dynamic
-whereby terrorism may prompt conventional conflict which may
prompt nuclear war -challenges Indian and Pakistan policy-makers.
India and Pakistan both tend to downplay or dismiss the potential
for escalation, but our own history of close nuclear calls should
make U.S. officials more alert to these dangers. The U.S. is the
only outside power that could intervene diplomatically and
forcefully to de-escalate a crisis.

India, is believed to possess approximately
90-110 nuclear weapons. It plans to deliver them via aircraft
and/or a growing fleet of ballistic and perhaps cruise missiles.
Available information suggests it keeps the nuclear bombs and
warheads separate from their aircraft and missile delivery systems.
With a historically entrenched doctrine of No First Use, and a
strict insistence on civilian control over nuclear policy, India
plans to mate weapons and delivery systems only when the need for
their potential use appears imminent. While India retains
significant quantities of plutonium outside of civilian control,
which it conceivably could use to dramatically expand its nuclear
arsenal, India thus far rejects ideas of nuclear war-fighting and
corresponding development of a large nuclear arsenal, much as China
does.

Pakistan is estimated to have 100-120 nuclear
weapons, with a continually growing capacity to produce plutonium
and highly-enriched uranium to expand this arsenal if it chooses
to. Pakistan continues to add new missile delivery capabilities to
its arsenal. Most noteworthy has been the development of the NASR
60-kilometre range missile, which Pakistan projects as a
battlefield weapon to deter Indian ground-force incursions into its
territory. Pakistan proffers the threat of initiating nuclear use
if and when it would be necessary to defeat what it would perceive
as Indian aggression from land, air and/or sea.

India faces two inter-related strategic
challenges vis a vis Pakistan: to compel Pakistani authorities to
curtail the operations of anti-Indian terrorists; and to deter
Pakistan from engaging in escalatory warfare if and when India
responds violently to a terrorist attack. The new prime minister of
India, Narendra Modi came to power with a reputation for strong
action, which he and his supporters juxtapose to the perceived
weakness of his predecessors. Indeed, Modi's government recently
unleashed the Indian Army to retaliate with disproportionate force
against traditional Pakistani artillery shelling across the
disputed Line of Control in Kashmir. Senior advisors to the prime
minister have said that there should be little doubt he will
respond forcefully if India is attacked again by terrorists
associated with Pakistan.

The questions are, what strategy (or
strategies) and capabilities would be feasible and effective to
enable India to motivate Pakistan's security establishment to
demobilize anti-India terrorist groups? If terrorist attacks cannot
be prevented, how can India respond to them in ways that minimize
risks of escalation that would be unfavorable to India?

Since the major Indo-Pak crisis of 2001-2002
following a terrorist attack on India's parliament building,
Indians have debated options ranging from Army-centric ground
thrusts into Pakistan, precision air strikes, covert operations,
and non-kinetic efforts to isolate and sanction Pakistan.

Clearly, some actions that could most
probably satisfy one of India's multiple domestic and bilateral
objectives would lessen the chances of achieving others. For
example, satisfying the desire to punish Pakistan could be achieved
by a relatively wide range of military actions and international
economic sanctions. But the more destructive of possible military
actions could raise the overall scale and costs of the conflict to
levels disproportionate to the harm done by the initial attack on
India, and invite unwelcome international responses. For example, a
successful ground campaign into Pakistan would be most likely to
prompt Pakistan to use battlefield nuclear weapons to stop Indian
forces and compel them to leave Pakistani territory.

No theories in the existing international
literature or in other states' practices offer guidance regarding
how India could most effectively proceed here. Studies of
strategies and tactics to deter and defeat terrorism have not
addressed situations when the major antagonists possess nuclear
weapons. Theories and case studies of nuclear deterrence and
escalation management in a nuclearized environment have not
involved cases where terrorists with unclear relationships to one
of the state antagonists are the instigators of aggression and the
"unitary rational actor" model may not apply. The Indo-Pak
competition features both sets of challenges with the added
complication that third states - primarily the U.S. and China -
also figure heavily in the calculations of decision-makers.

All of this has implications for U.S.
policy-makers. Historically and today, the U.S. has not planned for
its nuclear forces to serve deterring or war-fighting roles against
Pakistan and/or India. Thus, South Asian scenarios do not figure in
calculating the adequacy of U.S. nuclear forces.

However, there are possible scenarios in
which the U.S. could become directly implicated in nuclear crises
with Pakistan and/or between India and Pakistan. Pakistan fears
that the U.S. in

certain circumstances might conduct military
operations to capture or otherwise neutralize Pakistan's nuclear
forces and fissile materials. Indeed, one of the most telling
Pakistani reactions to the U.S. raid that killed Osama Bin Laden
was to intensify efforts to hide and secure their nuclear assets.
Some of these protective steps could be welcome insofar as they
also could help secure Pakistan's nuclear assets against possible
efforts by militant non-state actors or rebelling military units to
capture them. This scenario - radicals in Pakistan acquiring
nuclear weapons and/or fissile materials - has alarmed successive
U.S. administrations. Given fears of nuclear terrorism, it would be
reasonable for relevant U.S. government actors to aspire to have
the precise intelligence and capabilities required to, in a crisis,
locate Pakistan's nuclear assets and seek to remove or disable
them. Whether the U.S. has the requisite capabilities cannot be
gleaned from public sources, but the task would be extremely
daunting given the number of Pakistan's nuclear weapons, the volume
of its fissile material, and their dispersal to well-hidden and
defended facilities.

In any case, while some Pakistani authorities
might welcome a successful U.S. operation during an internal
Pakistani crisis to keep the country's nuclear weapon capabilities
from falling into the hands of anti-state groups, the possibility
of such an operation would generally be seen as deeply threatening
to Pakistan. Few would be confident that the U.S. would only
intervene when it might be welcomed; all would worry that the U.S.
might intervene in a very different scenario in which Pakistan was
embroiled in a conflict with India. Indeed, the worst nightmare for
Pakistani strategic planners is a combined U.S.-Indian effort to
negate, or at least degrade, their nuclear deterrent.

This may seem far-fetched today, and I am
unaware of scholarly or official analyses of such a possibility.
However, I think the following questions suggest that it would
behoove the U.S. government to work discreetly on this problem. If
India and Pakistan become embroiled in a major military conflict
following a major terrorist attack on India attributed to Pakistan,
and the U.S. detects Pakistan to be readying nuclear forces for
use, should the U.S. intervene to prevent the use of nuclear
weapons?

Consider that the U.S. and India are now
self-proclaimed strategic partners, and many thousands of Americans
live in India or regularly visit it, reflecting ever-increasing
U.S. commercial investments and interests in India. Consider also
the large and prominent Indian-American community who feel
passionately about their native home and participate ever more
actively in American politics. If nuclear weapons were being
readied for use, with a real prospect of escalation to nuclear war
between India and Pakistan, would U.S. leaders feel they should
simply stand back and watch? If, God forbid, nuclear weapons were
detonated and Americans were among the casualties, would not
Congress demand an inquiry to learn "what did the president know
and when did he know it, and why did he or she not act to try to
prevent it?" Would there not be an expectation that the government
had done contingency planning for such an emergency, given how long
Pakistan and India have had nuclear weapons and how central the
U.S. has been in resolving earlier crises between them?

Members of Congress are much better
positioned to answer these questions than I am. But I would wager
that there is some prospect that U.S. leaders would at least be
expected to have prepared for such a contingency, even if the
preparations concluded there was little that could be done
physically to prevent it.

Indeed, we should assume that Pakistani
military strategists are thinking of scenarios in which the U.S.
might alone, or in cooperation with India, intervene in a looming
nuclear conflict to stay Pakistan's hand. In this case, Pakistani
planners will be considering whether and how they could deter the
U.S. from such intervention. Of course, inviting war, possibly
nuclear war, with the United States would be a terrible risk. But
in a scenario in which Pakistani military leaders were considering
nuclear war with India already, and the U.S. was seen to be denying
this recourse to a perceived existential necessity, this could be a
risk that they could be willing to threaten to run.

I close by suggesting that, as in the earlier
discussion concerning Northeast Asia, the nuclear challenges in
South Asia will not be redressed by more or newer U.S. nuclear
weapons or changes in U.S. nuclear doctrine. There is no evidence
to the contrary. The most immediately pressing objective of U.S.
policy should be to apply vigorous, creative diplomatic and
political energy to prevent another crisis between India and
Pakistan, and if one cannot be prevented, to enhance the
preparation of Indian, Pakistani and American officials to manage
it with minimal escalation.

1 The third communique, in August 1982,
states in part: "The United States Government attached great
importance to its relations with China, and reiterates that it has
no intention of infringing on Chinese sovereignty and territorial
integrity, or interfering in China's internal affairs, or pursuing
a policy of ''Two Chinas'' or ''one China, one Taiwan.'' The United
States Government understands and appreciates the Chinese policy of
striving for a peaceful resolution of the Taiwan question as
indicated in China's Message to Compatriots in Taiwan issued on
Jan. 1, 1979, and the nine-point proposal put forward by China on
Sept. 30, 1981."
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Chairman Sessions, Ranking Member Donnelly,
members of the committee, thank you for inviting me to participate
in this important hearing. I am pleased to be here alongside my
distinguished colleagues Andrew Krepinevich, George Perkovich, and
Ashley Tellis.

I would like to commend the committee for
initiating this timely discussion of regional nuclear dynamics. I
have worked on nuclear issues both in and out of government for
over a decade and, as a professor at Georgetown University and a
senior fellow at the Atlantic Council, I have focused increasingly
on Russian nuclear capabilities and strategy and its implications
for the United States and NATO.1 It is this subject on which I have
been invited to speak today.

I will begin with Russia's nuclear
capabilities. Along with the United States, Russia is one of the
world's foremost nuclear powers. At the strategic level, it
possesses a triad of nuclear bombers, intercontinental ballistic
missiles (ICBMs), and submarines.2 Under the New START Treaty,
signed in 2010, Russia has committed to deploying no more than
1,550 strategic nuclear warheads by 2018.3

Russia has made the thoroughgoing
modernization of its nuclear forces and the development of new
nuclear capabilities a national priority even under difficult
economic circumstances.4 Russia is updating its bomber fleet, which
will carry a new precision-strike, long-range, nuclear-armed cruise
missile. A new generation of nuclear submarines is set to enter
service and they are designed to deliver a new, more advanced
submarine-launched ballistic missile (SLBM), intended to penetrate
enemy missile defenses. Moscow is also developing new silo-based
and road-mobile ICBMs capable of carrying warheads with multiple
independently-targetable reentry vehicles (MIRVs), also designed to
defeat enemy defenses.

In addition, Russia has tested a new
intermediate-range, ground-launched cruise missile (GLCM).5 This
development is of particular concern because it is in violation of
Russia's commitments under the 1987 Intermediate Range Nuclear
Forces (INF) Treaty, the only arms control treaty ever to eliminate
an entire class of nuclear weapons.6 In addition, Russia's RS-26
ballistic missile, although tested at longer ranges, can be
operated at intermediate range, providing a technical circumvention
of the INF Treaty.

In addition to its strategic forces, Russia
retains an arsenal of around 2,000 tactical nuclear weapons for
battlefield use.7 This arsenal includes nuclear-armed: torpedoes,
depth charges, short-range surface-to-surface missiles,
air-to-surface missiles and bombs, and surface-to-air missiles for
use in air defense. Although Russia has not publicized plans to
modernize its tactical nuclear forces, it is possible that Russia
is also upgrading some of these systems as it modernizes its
strategic forces.

Turning next to Russian strategy and
doctrine, it is important to emphasize that, unlike the United
States, since the end of the Cold War, Russia has moved nuclear
weapons toward the center of its national security strategy and
military doctrine. In the past, Moscow maintained a nuclear "no
first use" doctrine, but this policy was abandoned in the year
2000. Since the early 2000s, Russian strategists have promoted the
idea of "de-escalatory" nuclear strikes.8 According to this
"escalate to de-escalate" concept, Moscow will threaten, or, if
necessary, carry out, limited nuclear strikes early in a
conventional conflict in order to force an opponent to sue for
peace on terms favorable to Moscow.9 Russia's 2000 military
doctrine stated that nuclear strikes might be conducted in any
situation "critical to the national security" of the Russian
Federation.10 The more expansive language about nuclear preemption
was excluded from Russia's most recent public documents, but the
idea remains firmly engrained in Russian thinking and some
speculate that the language remains in classified annexes.11

At least as telling as public documents,
however, are how military forces actually plan and exercise. Nearly
all of Russia's major military drills over the past decade have
concluded with simulated nuclear strikes.12 Moreover, President
Putin himself has personally overseen such nuclear exercises.13

In some ways, it is not surprising that
Russia, as the conventionally inferior power in relation to the
United States and NATO, would consider the use of nuclear weapons
early in a conventional war, as this is essentially the reverse of
NATO strategy during the Cold War when it faced a conventionally
superior Soviet Union. Nevertheless, Russia's nuclear capabilities
and strategy pose a serious threat to the United States and should
be a cause of concern.

This brings me to my next major subject, the
possibility of nuclear escalation. For years, Western analysts
assumed that Russia's heavy reliance on nuclear weapons was
envisaged in the context of a defensive war, but recent events have
shown that these tactics can also be employed as part of an
offensive campaign. The ongoing conflict in Ukraine is very much a
nuclear crisis.14 Throughout the crisis, President Putin and other
high-ranking officials have repeatedly issued thinly-veiled nuclear
threats. Moreover, these threats are backed up by explicit
brandishing of Russia's nuclear forces at a level we have not seen
since the end of the Cold War. Russia has also reserved the right
to deploy nuclear weapons in Crimea and Kaliningrad.15 The message
is clear: the West must not interfere in Russia's invasion of
Ukraine lest things escalate to catastrophic levels.

If the conflict in Ukraine were to escalate
or President Putin were to rerun his playbook of hybrid warfare
from Ukraine against a NATO member, the United States could find
itself in direct military confrontation with Russia. In the event
of such a conflict, Russia will likely issue nuclear threats in a
bid to force NATO capitulation and, if on the losing end of a
conventional conflict, Moscow may conduct a limited nuclear strike
in an effort to "de-escalate" the conflict.

I will conclude with a discussion of the
implications of these developments for U.S. nuclear strategy and
posture. So long as nuclear weapons retain such a prominent place
in Russian force structure, procurement priorities, doctrine, and
political rhetoric, it remains an important deterrence mission for
the United States and NATO to retain a policy of, and a serious
capability for, nuclear deterrence as a potential instrument for
dealing with the remote but calamitous contingency of a military
confrontation with Russia.

At a minimum, U.S. nuclear deterrence
doctrine needs to be clear and firm that any use of nuclear weapons
against the United States or an ally would result in a nuclear
counterstrike. In addition, the United States should leave on the
table the possibility of a nuclear response to a strictly
conventional Russian assault against a NATO ally. The reason for
not foregoing this option is not that an early nuclear response
would be necessary or automatic, but rather because there is no
reason to assure Russia that this would not happen. Moreover, the
possibility of nuclear response to nonnuclear attack has a critical
assurance element as NATO's easternmost neighbors would prefer that
any potential Russian attack be deterred by the threat of nuclear
strike, rather than needing to wait for a costly and lengthy
conventional war of liberation.

To make these threats credible, the United
States must field a sufficiently large, flexible, and resilient
nuclear force, including capable nuclear delivery systems and
supporting infrastructure. I, therefore, urge this body to fully
fund the much-needed modernization of this country's nuclear forces
and infrastructure as planned.

In addition, the United States should upgrade
its homeland and theater ballistic and cruise missile defense
systems. While missile defenses could not meaningfully blunt a
large-scale Russian attack, an upgraded system could better provide
a defense against, and thus complicate Russian calculations for, a
more limited strike on the United States or its allies.

At the sub-strategic level, the United States
must seek to negate Russia's overwhelming battlefield nuclear
advantage as this is a major contributing causes to Russia's belief
that it can achieve escalation dominance through a limited nuclear
strike. Ideally, this would be done through arms control
negotiations, but the Russians have refused to discuss the
reduction of their tactical nuclear weapons and striking an
agreement under current conditions would be extremely
challenging.

The United States must make sure, therefore,
that it has a credible response to any Russian battlefield use of
nuclear weapons and it is not at all clear that it does at
present.16 The yields of strategic warheads may be too large for a
credible response to a tactical strike and their use would risk
escalation to a catastrophic, strategic nuclear exchange. The B61
gravity bombs in Western Europe are out of range of potential
conflict zones in the East without redeployment and/or refueling,
and the aircraft on which they are delivered would be highly
vulnerable to Russian air defenses. American B-52H bombers and
nuclear-armed ALCMs are based in the United States, reducing their
utility for deterrence and assurance missions in Europe.

The United States should, therefore, consider
additional options to deter Russian nuclear aggression, assure
regional allies, and if necessary, respond to a limited Russian
nuclear strike. The options could include: placing lower-yield
nuclear warheads on SLBMs and ICBMs, training European crews to
participate in NATO nuclear strike missions, forward basing B61
gravity bombs in Eastern Europe, rotationally basing B-52 bombers
and nuclear air-launched cruise missiles in Europe, and developing
a new sea-launched cruise missile, or designating the planned
long-range standoff weapon (LRSO) for delivery by both air and
sea.

The United States must also convince Russia
to return to compliance with the INF Treaty and, if that fails, to
prevent Russia from gaining a military advantage from its
violation. Washington should, therefore, study the development of
new GLCMs and their deployment to Europe. It should also consider
the deployment of cruise missile defenses in Europe to defend
against Russian nuclear aggression.

Following through on some of these proposals
would reverse longstanding U.S. and NATO policy of reducing
reliance on nuclear weapons as an objective in and of itself. This
policy was justifiable so long as Russia remained cooperative, but
given increased Russian nuclear aggression, we no longer have the
luxury of reducing reliance on nuclear weapons for its own sake and
arguably never did.

Some of these proposals, if adopted, would
also run counter to promises made to Russia in the NATO-Russia
Founding Act of 1997, but Putin has already violated key provisions
of this act, including the commitment to refrain "from the threat
or use of force against ... any other state, its sovereignty,
territorial integrity or political independence in any manner."17
It would be foolish for the United States to be constrained from
taking action necessary for its national security by a document
that Russia routinely ignores.

I know this Committee will help ensure the
maintenance of the strong American nuclear forces that have
undergirded international peace and security for nearly seventy
years.

Thank you again for the opportunity to be
here today. I look forward to your questions.
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Mr. Chairman, Senator Donnelly, Members of
the Committee, thank you for inviting me to appear before you today
to present my thoughts on the implications of growing regional
nuclear capabilities for U.S. security. As requested, I will focus
my remarks on the situation in the Middle East over the next
decade. 1

U.S. SECURITY OBJECTIVES IN THE MIDDLE
EAST

The United States arguably has three
overriding security objectives in the Middle East. First, we have
to eliminate sanctuaries for fanatical cults like ISIS from which
they could mount catastrophic attacks against the U.S. homeland in
the future. Second, we want to maintain access to the global
economy's principal energy source. Third, we want to prevent the
spread of nuclear weapons in the region, particularly to Iran,
whose hostility to the United States and its partners in the region
has persisted over thirty-five years since the Khomeini revolution
in 1979.

These objectives cannot be viewed in
isolation. For example, should ISIS solidify its gains in the
region, it could not only generate an ability to mount larger-scale
terrorist attacks beyond the region, but also destabilize local oil
and gas producing states.

Armed with nuclear weapons, Iran could prove
an even more aggressive supporter of terrorism than it has been to
date. Moreover, it could also be emboldened to increase its efforts
to subvert the governments of regional U.S. partners. Over time a
nuclear-armed Iran could threaten vast devastation to the region's
oil and gas economic infrastructure, as well as to U.S. and allied
military forces operating in the Middle East. Should Iran develop
an intercontinental ballistic missile and reduce the size of its
nuclear warhead, it could also pose a direct threat to the U.S.
homeland.2

As I will elaborate upon presently, a
nuclear-armed Iran could create a structurally unstable nuclear
balance with the region's only current (albeit undeclared) nuclear
power, Israel. The balance would likely become even less stable
should other states in the region follow Iran's path. With this in
mind, my testimony first provides an overview of current Israeli
and Iranian capabilities, both in terms of weaponry and delivery
systems. Second, it offers some observations on the nuclear
doctrine both Israel and Iran might adopt. This is followed by my
assessment of the prospective characteristics of a nuclear
competition between Israel and Iran, and those of a prospective
"n-player" competition should Iran's acquisition of nuclear weapons
lead other states in the region to follow suit. My testimony
concludes with some thoughts on what this means for the United
States, to include the strategic choices we confront.

CURRENT CAPABILITIES AND DOCTRINE
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Israel

Motivation, Arsenal and Delivery Systems

Israel began seeking nuclear weapons not long
after its formation. As a small country with a small population
surrounded by hostile, larger neighbors, Israel's leaders felt they
could not count on being able to defeat their enemies in a
conventional conflict. Nuclear weapons represented a way to offset
a prospective inferiority in conventional forces. The Holocaust
also had a substantial impact on the thinking of Israeli leaders of
that time (as it still does), and there is a determination that
such an abomination should never be allowed to happen again.4

Although Israel has been a nuclear power for
nearly half a century, it follows a policy of "nuclear opacity."
Under this policy, Israel does not admit to having nuclear weapons.
As a result, no publically available official statements exist
regarding Israel's nuclear doctrine.

Reliable and accurate information about
Israel's nuclear arsenal is also difficult to obtain given its
highly secretive status. Nevertheless, credible reports generally
estimate Israel possesses enough weapons-grade plutonium for one
hundred to two hundred nuclear warheads. Some estimates place
Israel's arsenal as high as three hundred nuclear warheads,
composed primarily of two-stage thermonuclear devices.5

Most of Israel's nuclear weapons are believed
to be in unassembled mode, with "fully functional weapons" capable
of being constructed "in a matter of days."6 Israel is assessed to
possess a "triad" of delivery systems that includes nuclear-capable
F-16I fighters, road-mobile Jericho ballistic missiles with
estimated ranges of 1,800-3,000 miles (depending on the variant),7
and five German-built diesel-powered Dolphin-class submarines (with
one more on order).8

Doctrine

Israeli national security decision-makers
since the late 1960s have conceived Israel's nuclear arsenal solely
as a deterrent against existential threats, and not as war-fighting
instruments or means of coercion. 9 Israel's nuclear doctrine
likely remains one of "defensive last resort," with procedural
safeguards in place to minimize the risk of accidental or
unauthorized use.10

That said, due to its lack of strategic depth
and small population, Israeli military doctrine has emphasized
preemption, preventive action, and fighting on enemy territory. How
this would translate to nuclear doctrine against a regional power
with nuclear weapons remains to be seen. To date the Israeli
Defense Force (IDF) has relied on its conventional superiority to
defeat its adversaries, with nuclear weapons assuming the role of
"weapons of last resort" to be employed only if the country's very
existence were at risk. Should Iran acquire nuclear weapons and
Israel judge that such capabilities pose an existential threat, the
IDF's nuclear forces could assume a substantially greater role in
the country's defense planning.

Command and Control: Authority

Command authority for the use of nuclear
weapons almost certainly rests with the prime minister. However,
specific lines of authority are not known.11 One report states
"Israel has an elaborate civilian-controlled [command-and-control]
C2 system, which requires three layers of approval to be
activated."12 The one instance where there is publically available
information on Israeli considerations of nuclear weapons use
involves the 1973 Yom Kippur War. The accounts make it clear that
the final decision was then Prime Minister Golda Meir's.13

Command and Control: Early Warning

Israel has advanced, networked
command-and-control systems that are linked by satellite, fiber,
and radio communications. Some command-and-control centers, such as
the Israeli Air Force's operational command bunker in Tel Aviv, are
believed to be hardened to withstand nuclear attack.14

Israel has an extensive early warning system
that is integrated with its ballistic missile defenses. Its Elta
Green Pine early warning and fire control radar for the Arrow
antimissile system can track targets out to 500 km. The
U.S.-controlled AN/TPY-2 radar deployed to Israel has a detection
range of over 4,500 km against ballistic missiles and can detect a
launch from Iran within seconds. However, the U.S. controls this
facility and shares the information it provides with Israel at its
discretion. The Israeli military does operate its own
reconnaissance satellites, some of which may be able to provide
early warning, and it has modern airborne early warning and control
aircraft.15

Iran

Motivation and Delivery Systems

Iran's rationale for seeking nuclear weapons
has several possible elements, none of which preclude the others.
One is regime preservation in the face of a hostile superpower in
the form of the United States, a nuclear-armed enemy in Israel,
Sunni Arab rival states, and a neighbor, Turkey, which aspires to
expand its influence in the region. Yet Iran could also seek
nuclear weapons to support its revisionist goal of reordering the
regional geopolitical order with itself at the head, bolstering the
regime's sagging domestic legitimacy. Nuclear weapons could enable
Tehran to increase its efforts to coerce other states and to expand
its support for proxies with less fear of reprisals.

At least initially, Iranian nuclear weapons
are likely to rely on a simple design. Such a device would resemble
first-generation implosion devices and have a low yield of around
20 kt (slightly more than the Trinity test shot conducted by the
United States on July 16, 1945) and a weight of about 1,000 kg (or
2,200 pounds). 16 According to some estimates, Iran probably has
enough low-enriched uranium to make seven such weapons upon further
enrichment, and it could enrich enough additional material for one
bomb every two months. Should Iran's supreme leader give
authorization, it could likely convert sufficient low-enriched
uranium to high-enriched uranium and assemble a bomb within a year.
17

What can be stated with a high degree of
confidence is that, in addition to its efforts to produce plutonium
and enrich uranium to weapons-grade levels, Iran has also been
purchasing or developing and fielding delivery systems that would
likely comprise part of an overall nuclear force posture. Principal
among these capabilities are its ballistic missiles. It seems
unlikely, however, that Iran has the financial means, requisite
technology, or sufficient skilled manpower to field, man, and
maintain a state-of-the art early warning and command and control
network of the kind required to deal effectively with the highly
compressed warning times associated with an Israeli ballistic
missile nuclear attack.

Based on Tehran's recent and ongoing military
efforts, an initial Iranian nuclear force would probably rely
heavily on road-mobile ballistic missiles, such as the Shahab 3, as
the principal form of delivering nuclear weapons to targets in
Israel.18 At least some of Iran's ballistic missiles are placed in
underground silos. Others are kept on transporter/erector launchers
(TELs) concealed in caves and bunkers.19 It is unlikely that Iran
has the ability to produce a warhead small enough to fit on a
cruise missile. Since Iran's existing missile forces do not appear
accurate enough to destroy hardened or buried targets (e.g.,
missile silos),20 Tehran's initial nuclear weapons would likely be
targeted against "soft" counterforce (e.g., unhardened naval and
air bases) and especially countervalue (e.g., population and
economic infrastructure) targets. It would also appear likely that,
at least initially, Israel would be the primary and perhaps
exclusive target of Iran's nuclear forces, although targets in
Saudi Arabia and other Gulf states, as well as U.S. military bases
in the region could also be placed at risk.

Doctrine

Given Tehran's repeated declarations that it
is not developing nuclear weapons, there is nothing in the public
domain in the way of an official statement as to what its nuclear
doctrine might be.

Command and Control: Authority

There is little information on Iranian
command and control systems, let alone on what a prospective
Iranian nuclear command and control system might look like. There
are reports of Iran recently fielding indigenously produced
tactical command and control systems that can integrate command and
control centers and early warning, air defense, and missile strike
systems. These could be linked via fiber/wired and wireless
connections to multi-layered communications networks that provide
short-, medium-, and long-range encrypted communications. Iran also
has a network of underground command and control facilities.21

Command and Control: Early Warning

Iran's early warning system appears incapable
of providing reliable detection of low-observable aircraft;
however, it is assessed to be effective against fourth generation
fighters. Most notably, three long-range early warning radars have
been constructed in the past few years—two Ghadir radars with 1,000
km ranges and one Sepehr radar with a 3,000 km range. They provide
360-degree coverage of the entire country and significant coverage
of the region. Tehran claims these radars can detect and identify
aircraft, cruise missiles, ballistic missiles, and low-altitude
satellites. There is an additional network of twenty-four
shorter-range early warning radars located throughout the country.
22 Assuming these capabilities function "as advertised," Iran could
have warning of a ballistic missile strike or non-stealthy cruise
missile strike.

REGIONAL RESPONSE: IMPLICATIONS OF A NUCLEAR
ARMED IRAN

A Bipolar Nuclear Balance

Should Iran acquire a nuclear capability, any
assumption that mutual deterrence and strategic stability could be
established between Iran and Israel along the lines of that which
characterized the U.S.-Soviet Cold War competition should be viewed
with skepticism. Based on the historical record of the Cold War and
the circumstances in which Iran and Israel would find themselves, a
nuclear competition between them will not necessarily curb
risk-taking. There are several instances during the Cold War where
one protagonist greatly miscalculated the other's willingness to
take such risks. 23 Moreover, there is no compelling evidence that
Iranian and Israeli leaders have a clear sense of how the other
side calculates cost, benefit, and risk—the factors that form the
basis of a deterrent posture. Nor does it seem likely at this point
that they would engage in confidence-building measures to promote
such an understanding if Iran were to field a nuclear weapons
capability.

Israel's lack of strategic depth presents it
with an enduring and supreme vulnerability, fundamentally different
the vast territorial depth enjoyed by both the United States and
Soviet Union during the Cold War. In terms of a nuclear strike,
Israel has been described as a "one-bomb" country. While this may
be an overstatement, a few nuclear detonations over cities like Tel
Aviv and Haifa would represent the end of Israel as a viable state.
Of course, in the event of such an attack Iran could count on being
subjected to a devastating Israeli nuclear counterstrike. Thus Iran
in principle would be deterred from initiating a nuclear conflict.
Again, however, it is not clear how Iran's leaders would view
nuclear weapons use. For example, former Iranian president Hashemi
Rafsanjani argued that, "One nuclear bomb inside Israel will
destroy everything, [but Israel's retaliation] . . . will only harm
the Islamic world. It is not irrational to contemplate such an
eventuality." 24

Considering its inability to absorb even a
limited nuclear attack of a half dozen or so warheads and the
limitations of ballistic missile defenses, Israel will likely seek
to maintain as long as possible the option of executing a decisive,
preemptive nuclear attack against Iran's nuclear arsenal if it
believes an attack is imminent. Israeli leaders recognize that a
first strike against Iran would likely be met with universal
condemnation from the international community. Nevertheless, if the
very survival of the state of Israel were at stake, then the costs
of failing to execute a first strike would likely be viewed as far
exceeding the benefits of exercising restraint. Accordingly,
Israeli decision-makers will have strong incentives to pursue a
counterforce capability in addition to a countervalue ("assured
destruction") capability. Yet Iran's mobile missile launchers would
very likely present significant challenges to Israeli efforts at
counterforce targeting. The Israelis' problems could be further
compounded if the Iranians hide some missiles in underground
shelters, or acquire the technology to deploy nuclear-tipped cruise
missiles at sea. As Iran's nuclear arsenal becomes more survivable
through their growing numbers and/or diversification of delivery
systems, the challenges associated with Israel maintaining a
preemptive nuclear posture would only worsen.

Even assuming both Israel and a nuclear-armed
Iran would seek to avoid nuclear use, geographic realities combined
with missile speed may conspire to undermine their efforts.
Ballistic missile flight times between the two countries are so
short that even advanced early warning and command and control
systems are likely to be inadequate to enable their leaders to have
confidence that they can confirm the attack, decide upon an
appropriate response, and issue the commands for executing the
response. The problem may not be acute in the course of day-to-day
or steady state activities; however, in the event of a crisis,
these factors may create an incentive to strike first.

The short warning times could pressure both
sides to adopt a heightened alert status, especially in a crisis.
Israel could choose to do so in order to preserve the option of
launching a decisive pre-emptive first strike, while Iran would do
so to avoid becoming the victim of such an attack. To the extent
either side seeks to resolve the problem by placing its forces on a
hair-trigger alert or extending nuclear release authority to lower
commands, the risk of accidental launch or miscalculation would
inevitably increase, especially during a crisis.

The prospects for avoiding nuclear use might
be enhanced if, over time, both Israel and Iran fielded secure
second-strike forces capable of inflicting assured destruction.25
Yet even after both the United States and the Soviet Union
accumulated vast numbers of nuclear weapons during the Cold War,
fears continued to persist on both sides regarding their
vulnerability to a disarming first strike.

An "N-State" Nuclear Competition?

It is possible—perhaps even likely—that
Iran's acquisition of a nuclear capability would not only produce a
nuclear competition with Israel, but also prompt other states in
the region to acquire nuclear weapons, creating a multipolar, or
"n-state," nuclear competition. While the path toward a nuclear
capability has historically been long and arduous, this may not be
the case in the wake of Iran's ascension to nuclear power status.
Such a shock to the nonproliferation regime could, in fact,
precipitate its collapse. Saudi Arabia might exercise what some
believe to be a standing option to acquire nuclear weapons from
Pakistan or base Pakistani nuclear weapons on its territory with
Riyadh exercising de facto control.26 Or nuclear proliferation
might occur on an accelerated schedule, with designs, components,
and even fissile material—everything but an assembled warhead
itself—being provided on an "installment plan" in a market where
the barriers to transfer have all but collapsed.27

Despite the uncertainties regarding which
path the region will follow toward a multipolar nuclear competition
once Iran achieves nuclear-armed status, several things seem clear.
First, even if Saudi Arabia, Turkey, and/or Egypt were to follow
Iran into the nuclear club, over the near-term, Israel would likely
to maintain a dominant position in which its nuclear arsenal and
capabilities far outstrip those of its neighbors. Absent a
large-scale transfer of nuclear weapons from an established nuclear
power to a regional nuclear aspirant, for perhaps a decade or so
Israel's arsenal would likely far exceed the combined arsenals of
all other nuclear powers in the region both in terms of the numbers
of nuclear weapons and their respective yields. While Israel might
lose its formidable advantage over time, early on it will likely
maintain a very robust preventive strike capability as well as an
assured destruction capability, especially considering that its
rivals will also likely lack effective air and missile defenses,
early warning, and command and control systems. Yet Tel Aviv would
also confront the hard reality that still more countries in the
region will have the ability, even with only a handful of nuclear
weapons, to inflict devastating damage on the Israeli people and
their economy.

A "Nuclear Great Game"

Some declared and undeclared nuclear powers,
as well as non-nuclear powers that nevertheless have capable
civilian nuclear enterprises outside the Middle East, might have
strong incentives to assist states in the region seeking to create
or enhance their nuclear posture. The region possesses the world's
greatest concentration of oil and natural gas, which are critical
to global economic growth. The region is a key geostrategic
location, with several maritime trade chokepoints such as the Suez
Canal, Strait of Hormuz, and Bab el-Mandeb. Given their dependence
on oil and natural gas to fuel their economies, the major powers of
the developed and developing world have strong incentives to seek
access to and influence in that region. In a proliferated Middle
East, this could be achieved in a number of ways, to include
assisting local states' efforts to develop a nuclear weapons
program, enhancing their existing nuclear forces, and/or providing
competing nuclear security guarantees, any of which could further
destabilize the region.

This could result in a latter-day "Nuclear
Great Game" where states external to the region compete for power
and influence within it. In such an environment there could be many
potential suppliers of nuclear weapons-related technology. Not all
extra-regional suppliers would necessarily have a strong interest
in regional stability. Major oil and gas exporters outside the
region, Russia in particular, could potentially benefit from the
corresponding increase in oil and gas prices that would accompany
instability. Thus Moscow may be far less concerned about the
consequences of its actions on regional stability.28

Among the technologies and capabilities that
are likely to be in highest demand by new nuclear powers in the
region are those related to warhead miniaturization and precision
guidance, missile defenses, and various forms of intelligence
(e.g., early warning; rival force development), while thermonuclear
weapons, MIRV technology, depressed trajectory ballistic missiles,
and missile-carrying submarines are apt to be accorded lesser
priority.

Even those states with an interest in
stability may not act in their own best interests. States have been
prone to act in ways that value narrow, short-term interests at the
expense of more important long-term interests.29 For example,
states like Pakistan or North Korea that are financially strapped
may act primarily out of an immediate need for revenue and discount
heavily the longer-term consequences of their actions on regional
stability and even their own long-term security. Nor can China be
counted upon to exercise restraint, given its history of enabling
nuclear programs in North Korea and Pakistan.30

Perhaps most worrisome from Washington's
perspective, the opportunities for other powers to displace its
influence could increase dramatically if the United States (and
perhaps its allies as well) were to withhold military support for
nuclear-armed states in an effort to shore up the NPT regime.
Should these efforts fail the United States could end up in the
worst of both worlds: failing to achieve its nonproliferation goals
while also losing influence with regional nuclear powers to
extra-regional rivals.

The "N-State " Competition and Crisis
Stability

In a Middle Eastern "n-player" competition,
all nuclear powers would be challenged to establish an "assured
destruction" capability against all the other regional nuclear
powers—another Cold War desideratum—given their relatively modest
economies. An "assured destruction" capability in an "n-state"
competition would require that each state have weapons sufficient
to survive an initial attack by all potential rivals and still be
able to devastate the countries of all potential attackers. It
would also require that the source of the attack be reliably
identified. This may prove difficult given likely limitations on
these states' ability to field advanced early warning systems. For
example, would Saudi Arabia be able to determine with confidence
the perpetrator of a ballistic missile launched from a location
along the Iranian-Turkish border? The origin of any cruise missile
launched from a sea-based platform? Even assuming a state could
identify the source (or sources) of an attack, could its command
and control systems survive the attack sufficiently intact to
execute a retaliatory strike? A decapitation strike could preclude
an "assured destruction" retaliatory strike even if sufficient
weapons survive to execute one.

This, in turn, raises the possibility of a
"catalytic" war—one that is initiated between two states by a third
party. Given a proliferated Middle East as described here, the
chances that a regime would incorrectly attribute the source of an
attack cannot be easily dismissed. To the extent cyber weapons
could be employed to introduce false information into a state's
decision-making process, the risks of catalytic war only
increase.

Further complicating matters, the early
warning requirement following a proliferation cascade could be
multidirectional, and at some point perhaps 360 degrees, especially
if multiple nuclear rivals deploy a portion of their nuclear forces
at sea. Early warning requirements would be stressed even further
if an adjacent state (e.g., Saudi Arabia in the case of Iran) were
to acquire nuclear weapons. In this case warning times would be
even more compressed than in an Israeli-Iranian competition. Owing
to its proximity to Iran, Saudi Arabia, for example, could have
less than five minutes to react to a suspected Iranian ballistic
missile attack no matter how advanced its early warning and command
and control systems.

As noted earlier, regardless of what
assumptions are made with respect to a regional nuclear power's
early warning system, given the short ballistic missile flight
times, it seems likely that preserving command and control of the
state's nuclear forces while under attack will prove challenging.
States might be tempted to adopt a launch-on-warning posture, but
this requires both early warning and a highly responsive command
and control system. Should a state determine that it will not be
able to launch-on-warning and instead attempt to "ride-out" a
nuclear first strike and retaliate, it would still need its command
and control system to function effectively in the wake of the
nuclear attack. Absent a highly resilient command and control
system, a state's ability to launch a retaliatory nuclear strike
may require nuclear release authority to be diffused to lower-level
commanders. But again, absent an effective early warning system it
may not be possible to determine the attack source with confidence
in a region with multiple nuclear powers.

Finally, a state could forego a prompt
counterstrike in favor of responding days or even weeks following
an attack. In theory there is no reason why a nuclear counterstrike
would have to be prompt if it were focused solely on punishing the
attacker through strikes on counter-value targets. Following this
line of reasoning, a regime could hide its nuclear weapons and
launchers, recover them in the days following an attack, and launch
its retaliatory blow once its surviving nuclear forces had been
reconstituted.

While this "buried bomb" posture might be
appealing in the abstract, there are significant potential
drawbacks that must be addressed. First, the country adopting this
posture would have to be able to identify the source of the attack.
Second, depending upon the attacker's nuclear arsenal, a time delay
may enable a follow-on strike. Third, there would always be a risk
that the buried bombs would be located and destroyed in the initial
attack or in the follow-on strike. Fourth, the nuclear weapons
might even be physically seized by the attacker's conventional or
special operations forces following the first strike during what
would almost certainly be a period of widespread disorder in the
state that had been attacked. Fifth, a coherent command and control
system would need to be maintained, not only during the minutes or
hours immediately following an attack, but also for days or weeks.
Failing that, the state's leadership would likely have to devolve
nuclear release authority to lower commands. While this could
enhance the prospects of a successful buried bomb retaliatory
strike, it would almost certainly increase the risks of an
unauthorized or accidental use of nuclear weapons.

SOME IMPLICATIONS FOR U.S. POLICY AND FORCE
POSTURE

Given the current state of Iran's nuclear
program, the immense resources Iran's leaders have invested in it,
the great lengths to which they have gone to deceive the
international community regarding their nuclear program, and the
substantial advantages that would accrue to Tehran from possessing
nuclear weapons, it seems unlikely that anything short of the
threat or use of force would deflect the current regime from its
objective. Even if the United States and Iran concluded an
agreement on Iran's nuclear program in the coming days or weeks, it
seems unlikely to alter Tehran's ultimate aim.

If so, these circumstances would leave the
United States and its security partners with two basic strategic
choices: compel the Tehran regime through the threat or the use of
force to abandon its nuclear weapons program, or prepare to live
with whatever nuclear posture Iran chooses to adopt, which could
range from a "short sprint" to a nuclear capability; an opaque
nuclear posture similar to Israel's; or a declared nuclear
capability such as North Korea's or Pakistan's.

I will focus my remarks here on the
challenges associated with a nuclear-armed Iran. First, I offer
some suggestions as to the kind of analyses we might want to do to
help insure that we make the best of what is likely to be a
difficult situation. Second, I present some thoughts as to what the
character of a nuclear competition in the Middle East might imply
for U.S. security policy and strategic force posture.

Before proceeding, however, I want to make
clear that crafting a well-designed U.S. policy, strategy, and
associated force posture in the wake of Iran becoming a
nuclear-armed state would be a formidable task, requiring
persistent, focused intellectual effort by skilled strategists, as
well as execution by highly skilled diplomats and military
leaders.

Determining the appropriate U.S. policy,
strategy, and military posture in this regard might be usefully
informed by assessments of the following issues:

• Developing as best an understanding as
possible regarding how Israel and the region's prospective nuclear
powers view nuclear weapons, to include the conditions under which
they might be employed and how their decision-makers tend to view
costs, benefits, and risks (e.g., What do they value most, such as
regime survival? What do most fear? How risk tolerant/risk averse
are they? Do their worldviews match ours? Etc.)

• Identifying and evaluating a set of
scenarios that address the prospective immediate and long-term
consequences of a U.S./allied use of force to preclude Iran from
acquiring nuclear weapons.

• Identifying and evaluating a set of
scenarios that address a regional bipolar nuclear competition
between Israel and Iran, to include potential crisis situations as
well as a steady state, long-term competition to include the
second-order effects on the region (such as an expanded use of
proxy warfare by Tehran).

• Identifying and evaluating a set of
scenarios that address the prospective emergence of an "n-state"
nuclear competition in the region, to include potential crisis
situations as well as a steady state, long-term competition to
include the second-order effects on the region (such as in the
event external major powers engage in a "Nuclear Great Game" for
influence in the region).

• Undertaking an assessment of the
implications of these prospective futures for U.S. security
interests in the region, as well as our force posture and
associated capabilities.

In structuring the kinds of assessments and
planning scenarios described above, consideration should be given
to a range of key factors shaping the nuclear competition, to
include the dynamics of "n-player" competitions, the progressive
blurring of the "firebreak" between nuclear and advanced
conventional weaponry, and geography, to name a but a few.

The U.S. Nuclear Arsenal and Extended
Deterrence

Should Iran acquire a nuclear capability, the
United States might look to stretch its nuclear umbrella over
friendly states in the Middle East in order to enhance their sense
of security and reduce their incentive to obtain their own nuclear
weapons. This would likely raise familiar issues regarding the size
and composition of the U.S. nuclear arsenal, as well as
Washington's credibility.

Let's take the last issue first. During the
Cold War, America's NATO allies questioned whether Washington would
risk a Soviet nuclear attack on Chicago by retaliating for a Soviet
nuclear attack on Bonn. In the event of a nuclear-armed Iran, one
might suspect Saudi leaders challenging Washington's willingness to
order a nuclear response against Tehran should Riyadh be the target
of an Iranian nuclear-tipped missile—particularly if Iran had
acquired an ability to strike the United States.

The U.S. ability to assure those countries to
which it proposes to offer extended deterrence may also depend to a
significant extent on the mix of nuclear weapons in its arsenal.
While many other nuclear powers—China and Russia in particular—are
investing in advanced nuclear designs, to include weapons with very
low yields and more focused effects, the United States has chosen
to limit its nuclear weapons inventory to weapons designed during
the Cold War. By limiting the range of nuclear response options
available to the president, this posture may run a significant risk
of weakening the U.S. ability to deter its enemies as well as the
credibility of U.S. extended deterrence guarantees to allies and
partners.

Given the dramatic reductions in the U.S.
nuclear arsenal since the Cold War, questions might also arise as
to how thinly America's nuclear umbrella is stretched. New START
provides the United States parity with Russia in numbers of
strategic nuclear weapons. Moscow, however, has not sought to
extend nuclear guarantees to other states, while the United States
has done so with its European allies, and other allies such as
Japan and South Korea—presumably to counter any threat that might
be posed by China and/or North Korea. When the United States had
thousands of nuclear weapons, one might discount the matter. With
the New START commitment to reduce the arsenal size to 1,550, and
with the administration floating proposals to reduce the number
further to 1,000, one can understand why those offered shelter
under the U.S. nuclear umbrella are beginning to wonder if it
leaks. Put another way, the United States has nuclear parity with
Russia, but it is also committed to defend allies and partners
against nuclear threats posed by China, North Korea, and,
prospectively, Iran as well.

Thank you again for the opportunity to share
my thoughts on these important issues. I will be happy to respond
to any questions you might have to the best of my ability during
the discussion period.

About the Center for Strategic and Budgetary
Assessments

The Center for Strategic and Budgetary
Assessments (CSBA) is an independent, nonpartisan policy research
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about national security strategy and investment options. CSBA's
goal is to enable policymakers to make informed decisions on
matters of strategy, security policy and resource allocation. CSBA
provides timely, impartial and insightful analyses to senior
decision makers in the executive and legislative branches, as well
as to the media and the broader national security community. CSBA
encourages thoughtful participation in the development of national
security strategy and policy, and in the allocation of scarce human
and capital resources. CSBA's analysis and outreach focus on key
questions related to existing and emerging threats to US national
security. Meeting these challenges will require transforming the
national security establishment, and we are devoted to helping
achieve this end.
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New Intelligence Agency Established
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The National Counterintelligence and Security
Center (NCSC) debuts Monday as the U.S. intelligence community
seeks to stay ahead of the aggressive evolution of complicated
espionage, cyber and security threats.

The NCSC will now become the parent
organization of the Office of the National Counterintelligence
Executive (ONCIX), which was created by the Counterintelligence
Enhancement Act of 2002 to carry out counterintelligence and
security responsibilities for the Director of National
Intelligence.
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Thank you, Tony [Tyler, IATA Director General
and CEO] for that kind introduction. I've been told I'm the first
person to represent the Intelligence Community speaking at AVSEC
World, and that's probably a precedent we should have set a long
time ago. Since this is my first time speaking publicly with IATA
at all, I really appreciate you extending this invitation.

This is a propitious time to be talking about
the intersection of intelligence and aviation, in light of current
world events and in light of historical perspectives. I can't find
a citation for the precise day of the very first use of an airplane
for intelligence purposes, but it's almost certainly 100 years ago,
near the start of World War I, probably within a month or two of
today.

For decades before that first reconnaissance
flight, field commanders had employed tethered balloons to get a
bird's eye view and to scout out enemy positions. It's the
historical version of UAVs. But it was 1914 when planes were first
used on the battlefield.

That was just 11 years after the Wright
brothers first demonstrated that 3-axis controls could make
controlled flight possible, and so aviation was a dangerous
business, but that first recon flight in 1914 gave a glorious
freedom to see the full scope of the battlefield and to move freely
across battle lines.

I remember it fondly. [laughter]

Of course, the connections between the worlds
of intelligence and aviation have changed a lot in 100 years. We in
the U.S. Intelligence Community still use aviation for surveillance
and reconnaissance of course, but aviation has grown into a huge,
and hugely important, industry.

We pulled the numbers as of a few months ago.
Globally, there are 47 million flights each year with 3.3 billion
passengers, about the population of China and India combined; and
48 million tons of cargo, valued at 5.3 trillion (with a "T")
dollars. That's a few hundred million larger than the GDP of Japan,
which is behind only the U.S. and China. And civil aviation is
critical for global supply chain networks commerce and tourism. So
it's critical to everyone's economy.

So, over the past few decades, because of its
massive scale and importance, the civil aviation world has
increasingly crossed paths with my world of intelligence, as we try
to see, hear, or sniff out threats to the safe and legal use of air
travel, which is so critical to the world. And, of course, both of
our worlds changed forever 13 years ago with the terrorist attacks
here in the United States.

I don't know how many people here have read
the 9/11 Commission Report, but it's worth reading, or reading
again, when you get a chance. It opens with the story of people
going to work in New York and Arlington, Virginia, and with Mohamed
Atta and his terror cell getting on a plane in Portland, Maine.

It tells what happened that day and how we
responded, and it analyzes the missed opportunities the
Intelligence Community had to perhaps keep the terrorist attacks
from happening. The 9/11 commissioners graphically describe the
intelligence picture for the summer before the attacks with the
phrase, "the system was blinking red."

I want to read a passage that I think nails
the problems we had as a community. The commissioners wrote, "The
agencies cooperated, some of the time. But even such cooperation as
there was is not the same as joint action. When agencies cooperate,
one defines the problem and seeks help with it. When they act
jointly, the problem and options for action are defined differently
from the start. Individuals from different backgrounds come
together in analyzing a case and planning how to manage it."

Ten years ago, to correct that fault in the
Intelligence Community, Congress and the President created the
position of the Director of National Intelligence, which I now
occupy and have for the past four years. And it feels like it.

Part of my statutory job description
designates me as the President's senior intelligence advisor, and
another part says I control the national intelligence budget, which
by the way has not gotten a pass from sequestration either. But I
believe the third duty of the DNI is the most critical, bridging
that "joint action" gap that the 9/11 Commission identified.

And that responsibility goes way beyond just
getting the intelligence agencies to talk to one another. It's
about helping them to recognize the cultural strengths and
capabilities that each of the 17 Intelligence Community elements
brings to the table and then getting them to think as a community,
bringing our best and most appropriate community resources to bear
against our toughest community problems.

That's what I've referred to as "intelligence
integration," and it's been my theme for the past four years,
because I believe that's what the 9/11 Commission had in mind and
what was instantiated in law by the Intelligence Reform and
Terrorism Prevention Act of 2004. I believe it's the prerequisite
to reaching the 9/11 Commission's goal that we act jointly as an
integrated Intelligence Community.

That's integration "horizontally," across
agency lines, with each agency on equal footing and stature. But I
also believe we have to work toward "vertical" integration from
federal to state, and to local, tribal, and territorial governments
and their law-enforcement to other government agencies, like the
FAA & TSA, and also to industry partners, like many here.

That's why I'm here this morning, and that's
why I designated Tina Gabbrielli as my de facto national
intelligence manager for aviation, dedicated support staff,
reporting directly to me on threats to aviation. She is responsible
for planning and integrating intelligence on aviation threats, both
horizontally and vertically. She and her staff regularly engage
people in this room and others in civil aviation to include
equipment manufacturers, airlines, cargo carriers, general
aviation, airports, technology firms and elements of leadership,
security, and critical infrastructure.

In September, working with the private
sector, we stood up an air domain intelligence-integration and
analysis fusion cell at TSA, where analysts and security
professionals from both the public and private sector, including
manufacturers, airlines, and airports, can voluntarily share threat
information and intelligence, and we hope to grow this
capability.

The cell has been invaluable in helping to
sort information on the current Ebola crisis, and we think it will
continue to get stronger and better as it integrates with other
government and private sector participants. Tina will be speaking
later today, and she'll get into more details on our initiatives to
partner more closely with you and to address the threats we've
identified together.

Tony asked me to talk about those threats
today, and that's certainly something that falls into my job jar.
Every spring for the past four years, and I'll be doing it again
this spring, I've made the rounds on Capitol Hill, testifying in
open sessions to our various Congressional oversight committees
about our assessments of worldwide threats.

Talking to Congress about classified matters
in televised sessions is one of my favorite things to do,
[laughter], right up there with a root canal, or folding fitted
sheets. [laughter] But it's good to be as transparent with the
public as we can. That's been my major takeaway of the past
year-and-a-half of the extensive public discussions about the
Intelligence Community.

The best way to deal with misconceptions that
have resulted from the leaks, I believe, is, to the extent we can,
to increase transparency. And I think it surprises some people that
we also focus on threats that aren't terrorists, particularly in
the aviation sphere. That's why, a year-and-a-half ago, we really
made news with the Intelligence Community's threat assessment, when
"cyber" bumped "terrorism" off the top of our list of threats.

Every year, I've told Congress that we're
facing the most diverse array of threats I've seen in all my years
in the intelligence business. That line has morphed from "my almost
50 years in the intelligence business," to "my 50 years," to "my
more than 50 years in the intelligence business." [laughter] And
I'll keep doing that till I'm done.

That line continues to be true, because the
threats have grown substantially more diverse every year, so much
so that this year I had to go back to the Hill in the late summer
to give a mid-year threat update.

That diversity of threats continues to grow,
across the board, for global regions and intelligence functions.
And in the civil aviation world, the threats, as all of you know
painfully well, are myriad. That includes both "threats to"
aviation and threats "enabled by" aviation.

We're spending more and more time with that
second category. Everyone here knows illicit logistics networks are
a global industry, and that nation-states, corporations, criminal
organizations, terrorist networks, and individuals use the global
air transport system to move money and goods illegally.

That can be anything from weapons of mass
destruction to counterfeit and contraband goods, and even people.
Some are looking to evade international sanctions. And some are
trafficking in narcotics and human beings. These are all national,
and global, security threats.

And very recently, we've had to think about
Ebola as a security issue. I've spent more time and energy on Ebola
than most people would think a DNI would. It's not the sort of
thing we spy on, but nevertheless there are intelligence
implications of Ebola as well. It's got our attention. It is
indeed, as the President has said, a national security issue. And
we're very open to working with you to find solutions to prevent a
West African epidemic from turning into a global pandemic.

So the scope of threats "enabled by" air
travel has shifted and grown, and so has the scope of "threats to"
aviation. That conversation, of course, starts with terrorism.

We all know civil aviation is a reoccurring
target for terrorist groups, because of the size and scope of the
aviation industry, the dependence of the global economy on
aviation, and the significant and dramatic effects a successful
attack on civil aviation can have on world psyche.

While there had been terrorist attacks of
aviation for many years, most notably the Libyan bombing of Pan Am
Flight 103 over Lockerbie, Scotland, they were at their most
coordinated and destructive, of course, on September 11, 2001. And
the threat really isn't diminishing. It's spreading globally and it
is morphing into more and more so-called "franchises" several of
which have great aspirations for attacking civil aviation.

In the past 13 years as we have significantly
degraded al Qaida's ability to coordinate attacks, we've seen
potential terrorists try a variety of tactics, including hiding
explosives in their shoes, underwear, and air cargo and also
attempting to explode car bombs outside airports.

Al Qaida in the Arabian Peninsula, AQAP, has
tried to attack airliners and air cargo flights three times, in
2009, 2010, and 2012. And as has been recently reported, the
Khorasan Group in Syria would like to strike at civil air
targets.

Those threats are frightening enough, but
we've seen a number of trends that make the terrorist threat more
dangerous and harder to defend against. First and foremost, the
more than 16,000 foreign fighters who gravitated to Syria are now
returning to their countries of origin, including in the West.
They've picked up dangerous skills and radicalization, both at the
same time.

Recently, a man named Abdifatah Ahmed
traveled to Syria to join ISIL. He is a former Minneapolis aircraft
cleaner and refueler - with about 10 years working behind the
scenes in airport operations. So we find it frightening to imagine
how terrorist groups could take advantage of expertise people like
him could bring to the group.

And the thought of malicious insiders now
working in the industry is even scarier. These are potential
lone-wolf terrorists who have, not only knowledge about how to
conduct an attack, but also access to planes, aviation systems, and
airport secured areas.

We're also concerned with advances with, and
globalization of, technology. Aviation IT systems are as vulnerable
to cyber theft and attack as any others.

We're also concerned with advances in UAVs
and their proliferation in the hands of bad guys.

Developments in the fields of plastics and
non-metallic explosives will challenge existing security screening
capabilities.

And it's less exotic, but shoulder-launched
surface to air missiles have proven deadly. We've seen more than 50
deliberate attacks on civilian planes with those missiles, mostly
in Africa and Asia, and mostly just after takeoff. Thirty of those
have resulted in 1,000 civilian deaths.

So the terrorist threat has not diminished
and is not diminishing, and the intelligence and aviation
communities have other threats to contend with besides
terrorism.

The recent shoot down of Malaysian Airlines
Flight 17 over Ukraine showed that threats to civilian aviation are
not limited to terrorists bringing down aircraft on takeoff, when
planes are most vulnerable, with whatever technology they can
scrape together. We have to be concerned that nation states with
sophisticated surface to air weapon systems can threaten aircraft
at cruising altitude.

The downing of MH-17 felt very personal for
me. It stirred up some emotions from three decades ago when I was
one of two Air Force Colonels who led the investigation into the
Soviet Union intercepting and shooting down Korean Airlines Flight
007 over the Sea of Japan.

It's a curious and interesting aspect of
reaching geezerdom, and I've got one foot in assisted living at
this point [laughter], but I tend to dwell on history. And I see a
lot of similarities between the two incidents. I've seen similar
global outrage, and I've seen efforts by the Russians to spin and
obfuscate what happened, just as the Soviets did 31 years ago. That
includes fabricating imagery to convey another story.

And so this has also conjured up memories of
how hard it was to reconstruct what happened to KAL-007. It took us
months to piece things together well enough to draw preliminary
conclusions.

That's the one huge difference between what
happened in 1983 and what happened this year. The U.S. Intelligence
Community is much more capable now. We have National Technical
Means sources that we didn't have then. We have social media, which
is huge for intelligence purposes, and open source intelligence
that didn't exist then.

There are new and powerful capabilities in
all of the Intelligence Community agencies and components. And
we've integrated in ways we simply weren't, even a few years ago.
We learned tough lessons about integration from 9/11.

So as a result of the Intelligence
Community's transformation of the past decade we had a very good
idea of what happened to Malaysia Airlines Flight 17 within
hours.

Of course, some people want us to be more
transparent, to lay out everything we know. And while we're
definitely headed in the direction of more transparency, we also
have to protect our intelligence sources and methods, our sensitive
tradecraft, so we can keep using them. In other words, transparency
is great, but a double-edged sword. Our adversaries go to school on
us.

I also have to note that the Intelligence
Community has neither the eyes nor ears of God, as some people
ascribe to us. And I think people really saw that with respect to
the unfortunate loss of Malaysian Airlines Flight 370.

And many people want us to be faster -
instantaneous - and we're working toward that too. But I remember
my days in Vietnam, when automation was acetate, grease pencil, and
two corporals. [laughter]

We've come a long way as a Community since
then, and since 2001. And the work of intelligence integration is
still going on. I think of it as a perpetual journey, not a
destination. That's something the civil aviation community knows a
lot about. And our journey going forward is going to include
working more closely with you.

This industry is critical to the global
economy. It promotes commerce, travel, and freedom of movement
around the world. So you aren't going to shut down to avoid
threats.

Charles Lindbergh once said, "If one took no
chances, one would not fly at all. Safety lies in the judgment of
the chances one takes."

I believe that's the flight path our
perpetual journey follows, helping each other assess and understand
the world of aviation, its threats and its opportunities, and in
working toward making good judgments in the choices we make and
chances we take.

Thank you again for inviting me to speak this
morning. I hope the rest of this conference is productive. And I
hope the partnership of the U.S. Intelligence Community with the
international civil aviation community continues to grow in depth
and strength going forward.

Thanks for having me here and for
listening.

* * * * * * * * * * * *
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It's great to be here after fighting the snow
traffic in Washington to get to the airport, and then flying
here.

I want to thank Father McShane [Fordham
University President Joseph M. McShane], for that kind
introduction. You have some truly remarkable speakers and panels
this week, and I'm humbled that you invited me to speak. Thanks for
having me.

Later this morning, in fact right after me -
I'm serving as the warm-up act for FBI Director Jim Comey. He
really is the senior expert on the investigative side of
cybersecurity. And tomorrow, CYBERCOM Commander and NSA Director
Admiral Mike Rogers is speaking, and he's the senior expert on how
cybersecurity ops actually happen.

You have three-and-a-half days filled with
cyber experts, from government, the academic world, and industry.
So in the interests of truth in advertising, I'm not an expert on
cyber. I guess that's a way of saying I'm going to refer technical
questions to the real experts here.

So, I was trying to think through what my
contribution to this conference could possibly be. Well, I recently
traveled to North Korea (and back, happily). So I thought I'd talk
about that. [delayed laughter]

Yes, that's a joke. [laughter] I learned from
Father McShane that this crowd needs cuing. [laughter,
applause]

I'll talk about that and how it applies to
this week's conversation about cyber, given the Sony hack.

The first question I always get about the
trip is: "Why you?" As in, "Why on earth would we send the DNI, the
director of national intelligence, especially this DNI, on a
diplomatic mission to get two American citizens who were imprisoned
in North Korea?"

Why would they send me? The truth is, the
mission had been in the works for quite a while. North Korea wanted
an active member of the National Security Council and a cabinet
level official to come and to bring a letter from President
Obama.

The White House knows I've had a long history
of working Korean issues, since I served as chief of intelligence
for U.S. Forces in Korea in the mid-'80s. So the White House put my
name forward to the DPRK, the Democratic People's Republic of Korea
as they call themselves, government in Pyongyang. And I think we
were all surprised, to include me, when they agreed. That's how and
why I was picked to go.

Actually, I thought the New York Times had a
better explanation: Clapper is "Gruff, blunt-speaking and seen by
many as a throwback to the Cold War." [laughter]

"An unlikely diplomat, but perfect for the
North Koreans." [laughter]

That's the nicest thing the New York Times
has ever written about me. [laughter, applause]

So I want to talk about a few experiences
from that trip, and how some insight from the trip could play into
our discussion about cyber. But first, for those who may not be
familiar with the director of national intelligence, I thought I'd
spend a couple of minutes on that.

Later this spring, my office will be
celebrating our tenth anniversary of our standup in April of 2005.
Our establishment came from shortfalls perceived by the 9/11
Commission. The assertion was that the intelligence agencies
weren't sharing information with each other and were incapable of
"acting jointly."

So ten years ago, Congress and the President
created the position of the DNI, which I now occupy and have for
the past four-and-a-half years, and it feels like it's been at
least four-and-a-half years.

That was a joke too. [laughter]

Part of my statutory job description
designates me as the President's senior, but by no means exclusive,
intelligence advisor. We have many, many experts on
intelligence.

Another part of the law says I manage the
national intelligence budget, which, by the way, has not gotten a
pass, as some people seem to think, from the Balanced Budget Act
and sequestration.

But I believe the third duty of the DNI is
the most critical, which is bridging that "joint action" gap that
the 9/11 Commission identified.

And that responsibility goes way, way beyond
just getting the intelligence agencies to talk to one another. It's
about helping them to recognize the cultural strengths and
capabilities that each of the 17 Intelligence Community elements
brings to the table and then getting them to think as a community.
It's about the intelligence culture, bringing our best and most
appropriate community resources to bear against our toughest
national security problems.

That's what I've referred to as "intelligence
integration." It's been my theme, my shtick, my mantra, for the
past four-and-a-half years, because I believe that's what the 9/11
Commission had in mind. And that was instantiated in law by the
Intelligence Reform and Terrorism Prevention Act of 2004 that
created my position - a seriously flawed piece of legislation, as
most legislation is.

Intelligence integration is the prerequisite
to reaching the 9/11 Commission's goal that we act jointly as an
Intelligence Community. That means integration horizontally, across
agency lines, with each agency on equal footing and stature. I'm
speaking of the Central Intelligence Agency, the National Security
Agency, the National Reconnaissance Office, etc.

But I also believe we have to work toward
vertical integration from federal to state and local governments,
and also to commercial partners, like many here. So that's
primarily why I'm here today; to take advantage of a great
opportunity to encourage intelligence, law enforcement, homeland
security, state and locals, and private industry to work together,
to the fullest extent we can, on this difficult cyber problem.

But, I'm also here to promote transparency.
That's the big lesson I've learned from the past few years of
unauthorized leaks. We've got to preserve and protect our
tradecraft, the special skills and capabilities that let us do our
work. At the same time, we need to talk to the American public more
about other things, the things we can talk about.

So with that long preamble, I want to jump
into the things we need to talk about as part of an ongoing cyber
conversation. From an intelligence standpoint, that conversation
starts with the cyber threat, of course.

Every spring for the past four years, I've
made the rounds on Capitol Hill, testifying in open sessions to our
various Congressional oversight committees, about our assessments
of worldwide threats. Talking to Congress in the open about
classified matters and dancing around many issues, in televised
sessions, while trying to protect intelligence tradecraft, is one
of my favorite things to do. [laughter]

Right up there with getting a root canal or
folding fitted sheets. [laughter and applause]

But I'll be doing it again, starting in just
a few weeks, because it's important to be open and transparent with
the issues we can discuss, even though for me as a career
intelligence guy, it's almost genetically antithetical to be
transparent.

Each of the past four years, I've told
Congress that we're facing the most diverse array of threats I've
seen in all my years in the intelligence business. That line has
morphed from "my almost 50 years in the intelligence business," to
"my 50 years," to "my more than 50 years in the intelligence
business," because the threats have grown substantially more
diverse every year - so much so that in 2014, I had to go back to
the Hill in the late summer to give a mid-year threat update.

At the threat hearings two years ago, we made
news when "cyber" bumped "terrorism" off the top of our list of
threats. That was the first time since 9/11. But that
top-of-the-list cyber threat doesn't mean what a lot of people
think it means. Although we must be prepared for a large-scale
strike - a "Cyber Pearl Harbor" scenario or "Cyber 9/11," (Big
scary things like that get play in the media), our reality is that
we've been living with a constant barrage of cyber attacks for some
time now.

And those attacks are not monolithic.
Different cyber actors have different capabilities and different
goals when conducting operations in Cyberspace. Russia for example,
has a broad range of highly sophisticated technical and human
intelligence capabilities. Moscow's focus goes beyond just taking
advantage of common vulnerabilities that can be fixed with a
software patch, and in the event of a military conflict or
geo-political crisis with Russia, some U.S. critical infrastructure
networks will be at risk.

So the Russian cyber threat is much more
sophisticated than the others and we've seen that Iran and North
Korea are now unpredictable and aggressive cyber actors who aren't
afraid to undertake offensive cyber operations against private
sector targets. But we hear a lot more public discussion of the
Chinese, because they, and now the North Koreans, are much noisier.
China has been robbing our industrial base blind, largely with
vulnerabilities that are easy to guard against or to simply fix.
And that's one of the places where we can talk about a government
and industry partnership.

Now, I recognize that banks and retail stores
aren't about to turn their systems over to the FBI and Department
of Homeland Security to look for cracks in their cyber firewall,
but we can definitely help each other carry out our respective
roles. So I want to lay out three things that the private sector
can do today that will protect them from the vast majority of
attacks, from the Chinese and elsewhere.

One: Patch IT software obsessively. Most
Chinese cyber intrusions are through well-known vulnerabilities
that can be fixed with patches already available.

Two: Segment your data. A single breach
shouldn't give attackers access to an entire network infrastructure
and a mother lode of proprietary data.

If you've seen James Cameron's movie,
Titanic, and I guess statistically, everyone here has seen it six
times [laughter], you'll remember the forensic reconstruction of
the sinking - how the ship had segmented bulkheads, so that if the
hull was breached, the flooding would stay isolated to just one
section, and the ship would stay afloat.

But the forensic analysis in the film showed
that the bulkheads didn't go high enough, and so the water spilled
over the top of each section into the next section until the entire
ship was flooded. So we tell the private sector: Don't let that
happen to your data. Make sure a single breach won't sink your
entire company, your entire enterprise.

And Three: Pay attention to the threat
bulletins that DHS and FBI put out. This is the easiest and least
intrusive way for industry and government to partner on cyber.
We're already warning about the intrusions that are taking place
against U.S. businesses and advising the private sector about how
to protect itself. So please take necessary measures and encourage
your customers, partners, and contacts to pay attention to those
bulletins, and let the Bureau know when an intrusion or attack
happens, so that the FBI can do its part and help.

So those are the three free pieces of advice
our cyber professionals are out proselytizing. I'm sure those are
things everyone here already knows, but there's a good reason I'm
saying them again: because bad cyber actors are using precisely
those avenues to steal our lunch every day. The Chinese in
particular are cleaning us out, because we know we're supposed to
do those simple things, and yet we don't do them.

And, if there's a fourth commandment, it's
this: Teach folks what spear phishing looks like. So many times,
the Chinese and others get access to our systems just by pretending
to be someone else and then asking for access, and someone gives it
to them.

In national defense, few things turn heads
like seeing your aviation system flying over the skies of a foreign
nation with a different flag on its tail, or finding out that an
adversary is already working to counter your expensive,
cutting-edge capabilities that haven't been released yet. And in
the private sector there are few things more dispiriting to
corporate health and morale and corporate wealth than seeing
proprietary products show up on a foreign market a month before
product-launch at a tenth of the price.

That's China's primary motivation: to catch
up to and then surpass Western industrial and defense capabilities
and to eventually pass by the U.S. economy.

The Chinese are focused on those goals;
whereas the recent cyber attack from North Korea, which by the way
is the most serious cyber attack ever made against U.S. interests
with potentially hundreds-of-millions of dollars and counting in
damages, was driven by an entirely different philosophy.

So, back to the weekend trip I took, which
was exactly two months ago today. We flew into Pyongyang, the
capital city, on Friday evening, the seventh of November. And the
first thing that struck me was just how dark the city and airport
were, just completely dark. We damaged a tire on the plane while
taxiing in the dark, because of the poor construction of the
taxiways and runways at Sunan airport.

Then, when I saw the city on Saturday, I was
expecting to see drab clothes and lack of modern tools, people
walking to get around, people sweeping and doing similar, mundane,
labor-intensive jobs. And those expectations were met, from what I
saw of Pyongyang. But I was also struck by how impassive everyone
was. They didn't show any emotion. They didn't stop to greet each
other, didn't nod hello, and we didn't see anyone conversing or
laughing. They were just going about their business, going wherever
they were going. It was almost automaton like. It was eerie.

And the plight of the citizens of Pyongyang
stood in solemn contrast to the dinner I had the previous night,
Friday the seventh, an elaborate 12-course Korean meal. Having
spent time in Korea, I consider myself somewhat a connoisseur of
Korean food, and that was one of the best Korean meals I've ever
had. Unfortunately, the company was not pleasurable.

My dinner host was General Kim, the four-star
general in charge of the Reconnaissance General Bureau, the RGB,
the organization later responsible for overseeing the attack
against Sony. The RGB is an amalgam of special operations and
intelligence resources. They do overseas collection,
reconnaissance, and importantly, cyber operations.

General Kim claimed to me that he was my
North Korean counterpart. He was just a couple years younger than
I, and we had to communicate through a translator, a North Korean
who spoke flawless English but with a British accent that was
pretty strange. [laughter]

General Kim spent most of the meal berating
me about American aggression and what terrible people we were. He
said that North Korea was under siege by its closest neighbors, who
were supported, aided, and abetted by the United States. He got
louder and louder, and he kept leaning toward me, pointing his
finger at my chest and saying that U.S. and South Korean exercises
were a provocation to war.

And not being a diplomat, my reaction was to
lean back across the table, point my finger at his chest,
[laughter] and respond that shelling South Korean islands wasn't
the most diplomatic course of action they could have taken either.
[laughter] This kind of connoted the entire evening's conversation.
[laughter and applause]

But of course, my purpose was to secure the
release of our two citizens. So at one point, my executive
assistant suggested I take a head break to let things cool off,
which I did.

I guess I have to give the New York Times
credit, "Gruff and blunt-speaking" aren't too far off. [laughter]
I'm not sure I was "perfect for the North Koreans," though.

At the end of the evening, I presented
General Kim with a letter from President Obama. The letter didn't
say much, except to designate me as his envoy, and that releasing
our two citizens would be viewed as a positive gesture.

Saturday, the next day, was nerve wracking.
We weren't sure, (I wasn't at least), whether we were going to get
our two citizens back or not. So we stayed around the state
guesthouse all morning.

About 11:00 in the morning, Saturday, an
emissary from the minister of state security showed up to announce
that the DPRK government had demoted me. They no longer considered
me the President's envoy, and accordingly, they couldn't guarantee
my safety and security in the city of Pyongyang. He said the
citizens of Pyongyang were aware and my purpose was to secure the
release of our two "criminals."

Thanks. [laughter]

So we waited around and waited around. It's
not like you can hail a cab and go ride around.

We were under their control.

About 3:00 that afternoon, this same emissary
from the minister of state security came back and said: You've got
20 minutes to hustle together your luggage and check out of this
place. We're leaving.

We went in the vehicles to downtown
Pyongyang, and we were ushered into a conference room there, and
sat through an interesting "amnesty-granting ceremony," I guess I'd
call it, in which the minister of state security read a
proclamation from Kim Jong Un, the Supreme Leader .

That was the first time I'd seen our two
citizens, who were still in their prison garb. They were turned
over to us. We got them a change of clothes, out to the vehicles,
and back to the airport. I can't recall a time when an aircraft
with "United States of America" emblazoned across it ever looked as
good. [laughter]

The next day, really our second Saturday
after we crossed the date line, we landed at McChord Air Force
Base, near Seattle. I went up to the cockpit and watched the two
family reunions, which were very gratifying and very emotional, and
at that moment, it was all worth it to me.

Okay, I want to bring this story back to
cyber. I think it's important to note that the general I had dinner
with that first night, General Kim, is the director of the RGB.
He's the guy who ultimately would have to okay the cyber attack
against Sony, and he really is illustrative of the people we're
dealing with in the cyber realm in North Korea.

All of that vitriol he spewed in my direction
over dinner was real. They really do believe that they're
constantly under siege from all directions. Painting us as an enemy
that's about to invade their country any day now is one of the
chief propaganda elements that's held North Korea together for the
past 60 years. And they are deadly serious about affronts to the
Supreme Leader, whom they consider to be a deity.

I watched The Interview over the weekend, and
it's obvious to me that the North Koreans don't have a sense of
humor. [laughter and applause]

The DPRK is a family-owned country. It's been
that way ever since it was founded in the '40s. And there's no room
for dissent, not when the favorite management technique of their
leader is public executions. It's "super effective" as a management
tool. [laughter]

Behind all of this, North Korea wants to be
recognized as a world power. They see nuclear weapons as their
insurance policy and ticket to survival, and the rest of their
society, including their conventional military forces, suffers for
it. But cyber is a powerful new realm for them, where they believe
they can exert maximum influence at minimum cost, and this recent
episode with Sony has shown that they can get recognition for their
cyber capabilities.

That's why we have to push back. If they get
global recognition at a low cost with no consequence, they'll do it
again, and keep doing it again until we push back. And of course
others will follow suit.

So, here in the United States, the role of
the Intelligence Community is to put all of those factors in
context, to give our national leaders the intelligence they need,
everything that figures into their calculus to make good decisions
about how to respond, and we have to do that without
oversimplifying the situation and while acknowledging the things we
don't know.

Despite what some people think, the
Intelligence Community doesn't have the eyes and ears of God. We're
not omniscient. A closed society like North Korea is a really hard
target for intelligence, and they're just one small piece of the
cyber-threat puzzle, which includes actors that aren't
nation-states. We see indications that some terrorist organizations
are very interested in developing offensive cyber capabilities, and
that cybercriminals are using a growing black market to sell cyber
tools with little regard for whose hands they fall into.

Taken all together, cyber poses an incredibly
complex set of threats, because criminals, and "hacktivist"
collectives like Anonymous, are all thrown in together with
aggressors like North Korea and Iran, and with the Russians and
Chinese, who could do real damage if they are so inclined. Each of
those actors has different capabilities and different objectives
when they engage in Cyberspace, and all them of operate on the same
Internet.

It makes me long for the halcyon days of the
Cold War, when the world essentially had two large, mutually
exclusive communications networks. One belonged to the United
States, dominated by the United States and our Allies, and the
other was dominated by the Soviets and theirs. So we could be
reasonably sure that if we were listening to someone on the Soviet
network, that person was not a U.S. citizen.

Today, the internet and telecommunications
networks are all interconnected and global, and much of the
technology the infrastructure relies on comes from the U.S. Our
task, as an Intelligence Community, is to find the bad actors and
to distinguish a terrorist sending directions on how to build a
bomb or how to defeat TSA procedures, from someone sending their
granddaughter a recipe for apple pie.

So we're not just looking for a needle in a
haystack. We're looking for thousands of needles scattered over
acres and acres of haystacks.

It's our job to provide insight into the
nature of cyber intrusions and give warnings where we can, and that
job is extremely difficult in the absence of international norms
and standards. We're, to borrow a legal phrase, developing "a body
of case law" to define what constitutes a cyberwar, or act of cyber
terrorism, or cyber vandalism, or cybercrime. And we're learning as
we go, just as everyone else is.

And through it all, the IC holds civil
liberties and privacy as a top priority. We're going to make
mistakes, (and some of those have been exposed), a small percentage
of the time. We're going to accidentally intercept someone's
grandma's apple pie recipe. But we've shown that when we do, as
soon as we realize our mistake, we get rid of that information, and
we report ourselves to the bodies that conduct oversight, in all
three branches of the government. That's important to me,
personally, because, by the way, I'm an American citizen, and I
care about my civil liberties and privacy too.

Beyond that, when we can do so without
compromising our tradecraft, we've been transparent with the public
about our mistakes. So we've published about 5,000 pages of
previously classified documents on our Tumblr website: "IC on the
Record," many of which are pretty critical of our mistakes,
including classified court documents that show the FISA court, (the
Foreign Intelligence Surveillance Act court that oversees sensitive
surveillance programs), is not a so-called "rubber stamp.

Two years ago, I didn't know what a "Tumblr"
was. Two weeks ago, Tumblr featured our site, the IC's site, as one
of a select few "Big in 2014" sites for their end of year review.
We were right up there with "L'il Bub." [laughter]

Another joke. [laughter] Sorry, I said I'll
try to give you warning. [laughter]

I'm here to tell you, sharing the stage with
a famous cat - on the internet - that's how you know you've
arrived. [laughter and applause]

That, and traveling to North Korea.

So let me end with that point, and I think we
have some time for some questions.

Thanks.

* * * * * * * * * * * *
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Foreword

I've often said publicly that we are facing
the most diverse set of threats I've seen in my 50 years in the
intelligence business. That's true. It's also true, however, that
we are better organized to face these threats than we were 13 years
ago. We have strengthened and integrated our Intelligence Community
(IC) in the decade since 9/11, supported by the National
Intelligence Strategy (NIS).

This, the third iteration of the NIS, is our
guide forward for the next four years to better serve the needs of
our customers, to make informed decisions on national security
issues, and ultimately, to make our nation more secure. We face
significant changes in the domestic and global environment and must
be ready to meet 21st century challenges and to recognize emerging
opportunities. This guidance is designed to propel our mission and
align our objectives with national strategies. The NIS provides an
opportunity to communicate national priority objectives to our
workforce, partners, and customers—from the policy maker, to the
warfighter, to the first responder, to our fellow citizens.

To navigate today's turbulent and complex
strategic environment, we must: (1) Execute our mission smartly and
identify ways to better leverage the substantive work of our
partners and potential partners; (2) Continue to integrate,
transform, and strengthen the IC's support to national security;
(3) Protect privacy and civil liberties and adhere to the
Principles of Professional Ethics for the IC; and (4) Adapt to
changing needs and resources and innovate to provide unique
anticipatory and strategic intelligence.

We have seen a great deal of success in
integrating intelligence in the five years since our most recent
NIS, with both high-profile operational achievements and
significant enterprise improvements. Together, we must build on our
successes and mitigate risks, guided by this updated strategy. We
must continue to evolve as an integrated Community, advance our
capabilities in technology and tradecraft, and push for
improvements in both mission and enterprise management, through
initiatives such as the IC Information Technology Enterprise.

We have crucial work before us. Senior
policymakers depend on us to enable them to make wise national
security decisions and Americans count on us to help protect the
nation from attack, while increasing transparency and protecting
their privacy and civil liberties. We must provide the best
intelligence possible to support these objectives; doing so is a
collective responsibility of all of our dedicated IC professionals
and, together with our partners, we will realize our vision.

Thank you for your dedication to our mission
and to the security of our fellow citizens as we continue this
journey together.

James R. Clapper

Director of National Intelligence

Purpose

In support of the National Security Strategy,
which sets forth national security priorities, the National
Intelligence Strategy (NIS) provides the IC with the mission
direction of the Director of National Intelligence (DNI) for the
next four to five years. IC activities must be consistent with, and
responsive to, national security priorities and must comply with
the Constitution, applicable statutes, and Congressional oversight
requirements. The NIS should be read along with the National
Intelligence Priorities Framework and Unifying Intelligence
Strategies to inform and guide mission, as well as planning,
programming, and budgeting activities.

Organizational Framework

The NIS has four main components, described
as follows: (1) the Strategic Environment section portrays the
global national security milieu; (2) the Mission Objective section
describes key mission priorities and expected outcomes; (3) the
Enterprise Objective section describes resource and capability
outcomes needed to enable mission success; and (4) the Implementing
the Strategy section provides broad organizational guidance to meet
the NIS's requirements.

Our success as a Community is measured as
much by our defense of America's values as it is by the execution
of our intelligence mission. What follows is a succinct depiction
of the IC's Mission and Vision, which serves as the foundation for
the Mission and Enterprise Objectives. Fundamental to all of these
elements are the Principles of Professional Ethics for the IC.

IC Mission

Provide timely, insightful, objective, and
relevant intelligence to inform decisions on national security
issues and events.

IC Vision

A nation made more secure by a fully
integrated, agile, resilient, and innovative Intelligence Community
that exemplifies America's values.

Mission Objectives

Strategic Intelligence

Anticipatory Intelligence

Current Operations

Cyber Intelligence

Counterterrorism

Counterproliferation

Counterintelligence

Enterprise Objectives

Integrated Mission Management

Integrated Enterprise Management

Information Sharing and Safeguarding

Innovation

Our People

Our Partners

Principles of Professional Ethics for the
Intelligence Community

As members of the intelligence profession, we
conduct ourselves in accordance with certain basic principles.
These principles are stated below, and reflect the standard of
ethical conduct expected of all Intelligence Community personnel,
regardless of individual role or agency affiliation. Many of these
principles are also reflected in other documents that we look to
for guidance, such as statements of core values, and the Code of
Conduct: Principles of Ethical Conduct for Government Officers and
Employees; it is nonetheless important for the Intelligence
Community to set forth in a single statement the fundamental
ethical principles that unite us and distinguish us as intelligence
professionals.

MISSION. We serve the American people, and
understand that our mission requires selfless dedication to the
security of our nation.

TRUTH. We seek the truth; speak truth to
power; and obtain, analyze, and provide intelligence
objectively.

LAWFULNESS. We support and defend the
Constitution, and comply with the laws of the United States,
ensuring that we carry out our mission in a manner that respects
privacy, civil liberties, and human rights obligations.

INTEGRITY. We demonstrate integrity in our
conduct, mindful that all our actions, whether public or not,
should reflect positively on the Intelligence Community at
large.

STEWARDSHIP. We are responsible stewards of
the public trust; we use intelligence authorities and resources
prudently, protect intelligence sources and methods diligently,
report wrongdoing through appropriate channels; and remain
accountable to ourselves, our oversight institutions, and through
those institutions, ultimately to the American people.

EXCELLENCE. We seek to improve our
performance and our craft continuously, share information
responsibly, collaborate with our colleagues, and demonstrate
innovation and agility when meeting new challenges.

DIVERSITY. We embrace the diversity of our
nation, promote diversity and inclusion in our workforce, and
encourage diversity in our thinking.

Strategic Environment

The United States faces a complex and
evolving security environment with extremely dangerous, pervasive,
and elusive threats. The IC remains focused on the missions of
cyber intelligence, counterterrorism, counterproliferation,
counterintelligence, and on the threats posed by state and
non-state actors challenging U.S. national security and interests
worldwide.

Key nation states continue to pursue agendas
that challenge U.S. interests. China has an interest in a stable
East Asia, but remains opaque about its strategic intentions and is
of concern due to its military modernization. Russia is likely to
continue to reassert power and influence in ways that undermine
U.S. interests, but may be willing to work with the United States
on important high priority security issues, when interests
converge. The IC spotlight remains on North Korea's pursuit of
nuclear and ballistic missile capabilities and its international
intransigence. Iran's nuclear efforts remain a key concern, in
addition to its missile programs, support for terrorism, regime
dynamics, and other developing military capabilities. The potential
for greater instability in the Middle East and North Africa will
require continued IC vigilance. Finally, continued IC vigilance
will be required to maintain global coverage of conflicts as they
arise and potentially threaten U.S. interests.

Violent extremist groups and transnational
criminal networks threaten U.S. security and challenge the U.S.
both in the homeland and abroad. Al-Qa'ida, its affiliates, and
adherents, continue to plot against U.S. and Western interests, and
seek to use weapons of mass destruction if possible. The actions of
transnational criminal organizations have the potential to corrupt
and destabilize governments, markets, and entire geographic
regions. The IC will increasingly serve homeland security as well
as military and foreign policy objectives.

Domestic Environment. The IC faces
fiscal challenges as the U.S. Government operates under tightened
budgets. We must meet our mission needs in innovative ways and
sustain our core competencies with fewer resources. Likewise, our
customers and partners will also grapple with resource challenges.
While such constraints will require the IC to accept and balance
risks, addressing these challenges presents additional
opportunities to enhance partnerships, information sharing, and
outreach.

The U.S. will continue to face threats of
unauthorized disclosures from insiders and others that compromise
intelligence sources, methods, capabilities, and activities, and
may impact international and domestic political dynamics. These
disclosures can degrade our ability to conduct intelligence
missions and damage our national security.

Global Environment. Global power is
becoming more diffuse. New alignments and informal networks—outside
of traditional power blocs and national governments— will
increasingly have significant impact in economic, social, and
political affairs. Resolving complex security challenges will
require the IC's attention to a broader array of actors. Private,
public, governmental, commercial, and ideological players will
become increasingly influential, both regionally and virtually. The
projected rise of a global middle class and its growing
expectations will fuel economic and political change. Some states
and international institutions will be challenged to govern or
operate effectively.

Many governments will face challenges to meet
even the basic needs of their people as they confront demographic
change, resource constraints, effects of climate change, and risks
of global infectious disease outbreaks. These effects are threat
multipliers that will aggravate stressors abroad such as poverty,
environmental degradation, political instability, and social
tensions—conditions that can enable terrorist activity and other
forms of violence. The risk of conflict and mass atrocities may
increase.

Small, local actions can have
disproportionate and enduring effects. Groups can form, advocate,
and achieve goals—for political, social, and economic change—all
without central leadership. Identifying, understanding, and
evaluating such movements will be both a continuing challenge and
an opportunity for the IC.

Technology. Technology is constantly
advancing, bringing benefits and challenges. Technological
developments hold enormous potential for dramatic improvements in
individual health, employment, labor productivity, global
communications, and investment.

Technology will continue to be a catalyst for
the rapid emergence of changes difficult to anticipate or prepare
for; these forces can test the strength of governments and
potentially jeopardize U.S. citizens and interests overseas.
Technological advances also create the potential for increased
systemic fragility as foreign governments and non-state actors
attempt to leverage new and evolving technologies to press their
interests.

Natural Resources. Competition for
scarce resources, such as food, water, or energy, will likely
increase tensions within and between states and could lead to more
localized or regional conflicts, or exacerbate government
instability. In contrast, prospective resource opportunities beyond
U.S. borders and the potential for the U.S. to meet anticipated
fossil fuel requirements through domestic production are likely to
alter dramatically the global energy market and change the dynamics
between the U.S. and other oil producing nations.

Introduction to Mission Objectives

The seven Mission Objectives broadly describe
the priority outputs needed to deliver timely, insightful,
objective, and relevant intelligence to our customers. Intelligence
includes foreign intelligence and counterintelligence. The Mission
Objectives are designed to address the totality of regional and
functional issues facing the IC; their prioritization is
communicated to the IC through the National Intelligence Priorities
Framework.

IC Customers

• The President

• National Security Council

• Heads of Departments and Agencies of the
Executive Branch

• Chairman of the Joint Chiefs of Staff and
senior military commanders

• Congress

• Others as the DNI determines
appropriate

Source: National Security Act of 1947,
as amended

Three Mission Objectives refer to
foundational intelligence missions the IC must accomplish,
regardless of threat or topic:

• Strategic Intelligence—inform and enrich
understanding of enduring national security issues;

• Anticipatory Intelligence—detect, identify,
and warn of emerging issues and discontinuities;

• Current Operations—support ongoing actions
and sensitive intelligence operations.

Four Mission Objectives identify the primary
topical missions the IC must accomplish:

• Cyber Intelligence—provide intelligence on
cyber threats;

• Counterterrorism—understand and counter
those involved in terrorism and related activities;

• Counterproliferation—counter the threat and
proliferation of weapons of mass destruction;

• Counterintelligence—thwart efforts of
foreign intelligence entities.

1

Strategic Intelligence: Provide strategic
intelligence on enduring issues to enrich understanding and enable
decision advantage.

Strategic intelligence is the process and
product of developing deep context, knowledge, and understanding to
support national security decision-making.

The foundation for strategic intelligence is
in understanding the histories, languages, and cultures of nations
and non-state entities, their key leaders and opponents, their
objectives and concerns, as well as natural resources, technology,
and transnational issues. The IC masters vital national
intelligence issues through research, knowledge development,
outreach, and tradecraft in order to provide deep context for a
wide variety of policy and strategy communities.

To meet this objective, the IC will:

• Deepen understanding of the strategic
environment to enable IC customers to pursue national security,
mission- and issue-specific goals;

• Access and assess foreign capabilities,
activities, and intentions to provide IC customers with greater
insight and certainty;

• Provide in-depth and contextual objective
analysis and expertise to support U.S. national security policy and
strategy.

2

Anticipatory Intelligence: Sense,
anticipate, and warn of emerging conditions, trends, threats, and
opportunities that may require a rapid shift in national security
posture, priorities, or emphasis.

Anticipatory intelligence is the product of
intelligence collection and analysis focused on trends, events, and
changing conditions to identify and characterize potential or
imminent discontinuities, significant events, substantial
opportunities, or threats to U.S. national interests.

The complexity, scale, and pace of changes in
the strategic environment will test the IC's ability to deliver
insightful and actionable intelligence with the fidelity, scope,
and speed required to mitigate threats and exploit opportunities.
The IC will expand its use of quantitative analytic methods, while
reinforcing long-standing qualitative methods, especially those
that encourage new perspectives and challenge long-standing
assumptions. With evolving intelligence requirements, anticipatory
intelligence is critical for efficient IC resource allocation. The
IC will improve its ability to foresee, forecast, and alert the
analytic community of potential issues of concern and convey early
warning to national security customers to provide them with the
best possible opportunity for action.

To meet this objective, the IC will:

• Create capabilities for dynamic
horizon-scanning and discovery to assess changing and emerging
conditions and issues that can affect U.S. national security;

• Deepen understanding of conditions, issues,
and trends to detect subtle shifts and assess their potential
trajectories, and forecast the impact on U.S. national security
thus generating opportunities to alert or warn;

• Develop integrated capabilities to create
alerts within the IC and to provide timely and relevant warning to
our customers.

3

Current Operations: Provide timely
intelligence support to achieve operational and national security
goals.

Intelligence support to current operations,
whether collection, analysis, counterintelligence, or intelligence
operations, occurs in almost all IC organizations and cuts across
almost every topic addressed by the IC. Intelligence support to
current operations is characterized by the immediacy of the support
provided. In addition to being responsive, this support also shapes
future operations and investigations.

The IC will adapt to evolving operational
requirements, maintain the robust support customers expect, and
further enhance capabilities. As the IC facilitates
whole-of-government efforts to take action against terrorists and
transnational organized crime, address cyber threats, and respond
to emerging crises—from geo-political to humanitarian—it will also
need to support policy imperatives such as the rebalance to the
Asia-Pacific region and transition of the allied mission in
Afghanistan. Faced with a wide spectrum of operations in support of
military, diplomatic, and homeland security activities, the IC will
prioritize its efforts and mitigate risk, operate in denied areas,
balance forward presence with robust reach-back, and provide
operational resiliency to more fully integrate intelligence with
operations.

To meet this objective, the IC will:

• Provide actionable, timely, and agile
intelligence support to achieve and maintain operational decision
advantage;

• Integrate and collaborate with diverse
partners to maximize the effectiveness and reach of intelligence
capabilities in support of operations;

• Conduct sensitive intelligence operations
to support effective national security action.

4

Cyber Intelligence: Detect and understand
cyber threats to inform and enable national security decision
making, cybersecurity, and cyber effects operations.

Cyber intelligence is the collection,
processing, analysis, and dissemination of information from all
sources of intelligence on foreign actors' cyber programs,
intentions, capabilities, research and development, tactics, and
operational activities and indicators; their impact or potential
effects on national security, information systems, infrastructure,
and data; and network characterization, or insight into the
components, structures, use, and vulnerabilities of foreign
information systems.

State and non-state actors use digital
technologies to achieve economic and military advantage, foment
instability, increase control over content in cyberspace, and
achieve other strategic goals—often faster than our ability to
understand the security implications and mitigate potential risks.
To advance national objectives, customers increasingly rely upon
the IC to provide timely, actionable intelligence and deeper
insights into current and potential cyber threats and intentions.
The IC also provides needed expertise to defend U.S. Government
networks along with other critical communications networks and
national infrastructure. To be more effective, the IC will evolve
its cyber capabilities, including our ability to attribute attacks.
The IC will focus on identifying trends and providing the context
to improve our customers' understanding of threats,
vulnerabilities, and impact.

To meet this objective, the IC will:

• Increase our awareness and understanding of
key foreign cyber threat actors— including their intentions,
capabilities, and operations—to meet the growing number and
complexity of cyber-related requirements;

• Expand tailored production and
dissemination of actionable cyber intelligence to support the
defense of vital information networks and critical
infrastructure;

• Expand our ability to enable cyber effects
operations to protect the nation and support U.S. national
interests.

5

Counterterrorism: Identify, understand,
monitor, and disrupt state and non-state actors engaged in
terrorism-related activities that may harm the United States, its
people, interests, and allies.

The dynamic and diverse nature of the
terrorist threat will continue to challenge the U.S. and our
interests and will require continued emphasis on targeting,
collection, and analysis. The IC supports the national
whole-of-government effort to protect the homeland from terrorist
attack, disrupt and degrade terrorists who threaten U.S. interests
abroad, counter the spread of violent extremist ideology that
influences terrorist action, disrupt illicit financial and other
support networks, and build counterterrorism capacity at home and
overseas. Our government and our partners must anticipate, detect,
deny, and disrupt terrorism wherever and however it manifests
against U.S. interests. The IC will continue to monitor this threat
to protect our nation, provide warning and assess the strategic
factors that may enable future terror plots.

To meet this objective, the IC will:

• Conduct innovative analysis that supports
disruption of terrorist actors posing threats to the U.S. and our
interests;

• Provide insight to mitigate the spread of
violent extremist ideology;

• Anticipate new and developing terrorist
threats and explore opportunities to counter them;

• Bolster resiliency and build adaptive
capability to counter terrorism at home and abroad.

6

Counterproliferation: Counter the threat and
proliferation of weapons of mass destruction and their means of
delivery by state and non-state actors.

The intelligence requirements and challenges
related to countering the proliferation of weapons of mass
destruction (WMD) are increasing. The IC will support objectives
for countering the threat and proliferation of WMD and their means
of delivery as well as WMD-related materials, technology, and
expertise. The IC will work with partners inside and outside the
U.S. Government to better understand, detect, and warn on foreign
WMD capabilities, plans, and intentions; thwart WMD acquisition and
employment; and inform U.S. policies and initiatives.

To meet this objective, the IC will:

• Develop capabilities and inform U.S.
policies and efforts to dissuade or prevent states from acquiring
WMD-related technologies, materials, or expertise or from
reconstituting former programs;

• Advance our understanding of established
state WMD programs to inform U.S. counterproliferation decisions,
policies, and efforts to disrupt, roll back, and deter use;

• Support interagency efforts to secure
global stockpiles of weapons of mass destruction and warn of and
prevent the transfer of WMD-related materials, technology, and
expertise to terrorists, extremists, or other non-state actors;

• Improve U.S. capabilities to anticipate and
manage crises and support integrated U.S. Government responses to
mitigate the consequences of WMD use or loss of state control.
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Counterintelligence: Identify, understand,
and mitigate the efforts of foreign intelligence entities to
compromise U.S. economic and national security.

A foreign intelligence entity is any known
or suspected foreign organization, person, or group (public,
private, or government) that conducts intelligence activities to
acquire U.S. information, block or impair U.S. intelligence
collection, unlawfully influence U.S. policy, or disrupt U.S.
systems and programs. The term includes foreign intelligence and
security services and international terrorists.

The U.S. faces persistent and substantial
challenges to its security and prosperity from the intelligence
activities of traditional and non-traditional adversaries. Foreign
intelligence entities relentlessly target the U.S. Government, the
private sector, and academia to acquire national security
information and to gain economic, diplomatic, military, or
technological advantage.

IC elements will identify emerging
technologies that can be leveraged by our adversaries to compromise
classified information and assets, and develop and adopt robust
mitigation strategies. Counterintelligence activities must be
integrated into all steps of the intelligence process.

To meet this objective, the IC will:

• Understand, anticipate, and penetrate
increasingly sophisticated foreign intelligence entity
capabilities;

• Develop and implement capabilities to
detect, deter, and mitigate insider threats;

• Stem the theft and exploitation of critical
U.S. technologies, data, and information;

• Neutralize and/or mitigate adversarial
attempts to exploit U.S. supply chain and acquisition
vulnerabilities.

Introduction to Enterprise Objectives

Accomplishing the seven NIS Mission
Objectives depends on achieving six Enterprise Objectives, which
describe the resources and capabilities that are essential to
fulfilling the Mission Objectives.

Two Enterprise Objectives focus on enterprise
integration while optimizing resource management and decision
making:

• Integrated Mission Management—optimize
capabilities to achieve unity of effort;

• Integrated Enterprise Management— improve
IC integration and interoperability.

Four Enterprise Objectives describe our
strategy to build a solid foundation of key capabilities and
capacity:

• Information Sharing and Safeguarding—
improve collaboration while protecting information;

• Innovation—improve research and
development, tradecraft, and processes;

• Our People—build a more agile, diverse,
inclusive, and expert workforce;

• Our Partners—improve intelligence through
partnership.

The Enterprise Objectives address both
mission and enterprise integration and rest on the Principles of
Professional Ethics for the IC.

1

Integrated Mission Management: Optimize
collection, analysis, and counterintelligence capabilities and
activities across the IC to achieve unity of effort and effect.

Integrated mission management is the
strategic prioritization, coordination, and deconfliction of
intelligence activities to align the interdependent disciplines of
collection, analysis, and counterintelligence.

• Collection activities are responsive to
and inform analytic requirements.

• Analytic activities produce intelligence
judgments, identify intelligence gaps, and provide the basis for
guidance to collectors.

• Counterintelligence activities
complement collection and analytic activities and identify
vulnerabilities of intelligence sources, methods, and
activities.

Effective mission execution requires
flexible, responsive, and resilient efforts to appropriately share
knowledge, information, and capabilities across organizational
boundaries. The IC will increase integration and collaboration
across the Community to meet customer needs efficiently and
effectively. In doing so, the IC will strike a balance between
unity of effort and specialization within each discipline and
function, using the best of each to meet mission requirements.
Intelligence products will be appropriately tailored and classified
at the lowest possible level.

Analytic, collection, and counterintelligence
professionals, supported by coordinated governance, joint
processes, and improved capabilities, will collaboratively work
together to define and solve problems.

To meet this objective, the IC will:

• Leverage cross-IC, multi-disciplinary
expertise and the full range of IC capabilities to jointly define
and anticipate intelligence problems, develop options for action,
and understand tradeoffs for implementing solutions;

• Strengthen and integrate governance bodies
to optimize resources and manage risk;

• Foster joint IC planning, targeting,
tasking, and assessment processes to coordinate intelligence
activities and promote continuous improvement;

• Drive integrated investment decisions and
the delivery of multi-disciplinary, integrated capabilities to
provide optimal solutions for mission success.
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Integrated Enterprise Management: Develop,
implement, and manage IC-oriented approaches to improve integration
and interoperability of IC enabling capabilities.

Integrated enterprise management is the
strategic coordination of IC business practices to optimize
resource management and enterprise business process decision
making.

Effectively managing enterprise resources
enables the IC to fully execute its mission efficiently.
Specifically, the IC will seek solutions that increase efficiencies
in areas such as continuity, security, acquisition and procurement,
finance, facilities, and logistics. IC-wide performance evaluation
and data-driven reviews—aligned to strategy and budgets—will
strengthen performance, enhance oversight and compliance, and lead
to unmodified audit opinions, improved results, and lower costs.
The IC will promote information security, share timely intelligence
with our partners, and educate customers on proper use and handling
of classified information.

To meet this objective, the IC will:

• Advance a personnel security infrastructure
that supports a one-Community approach through continuous
evaluation and common practices and standards accepted across the
IC;

• Pursue acquisition and procurement
strategies and processes across the IC that enhance the
cost-effectiveness and efficiency of procuring common-use products
and services;

• Implement IC enterprise financial
standards, processes, tools, and services that leverage both
government and industry best practices;

• Mature strategy-based performance and
evaluation across the IC to support proactive, balanced, and
informed IC decision making;

• Leverage existing and future IC facilities
and physical infrastructure to support joint-use functionality and
improve energy efficiency;

• Adopt a risk management approach to
continuity of operations efforts to provide an uninterrupted flow
of national intelligence in all circumstances;

• Continue to implement approaches to provide
appropriate transparency, protect privacy and civil liberties, and
enhance oversight and compliance.
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Information Sharing and Safeguarding:
Enhance, integrate, and leverage IC capabilities to improve
collaboration and the discovery, access, retrieval, retention, and
safeguarding of information.

The Intelligence Community Information
Technology Enterprise (IC ITE) transforms agency-centric
information technology to a common enterprise platform where the IC
can easily and securely share technology, information, and
capabilities across the Community.

Mission success depends on the right people
getting the right information at the right time. Improving our
information sharing and safeguarding capabilities, as mutually
reinforcing priorities, requires strengthening our people,
processes, and technologies. The IC will continue to identify and
address information sharing gaps and coordinate efforts to reduce
duplication across the IC Information Technology Enterprise to
yield better results more efficiently.

In addition to recognizing the responsibility
to provide intelligence and the growing demand to make information
available across the IC, the IC will enhance safeguards to protect
information and build trust among partners. An integrated
information sharing environment, dedicated to protecting privacy
and civil liberties, allows the IC to carry out the mission,
protect against external and insider threats, and maintain the
public trust.

To meet this objective, the IC will:

• Consolidate existing and future information
technology requirements into an effective and efficient IC
information technology infrastructure to enable greater IC
integration, information sharing, and safeguarding;

• Provide the IC workforce with discovery and
access to information based on mission need to deliver timely,
tailored, and actionable information;

• Integrate enterprise-wide information, as
appropriate, to enhance discovery, improve correlation, and enable
advanced analytics consistent with protection of privacy and civil
liberties;

• Strengthen and synchronize security and
data protection standards for new and existing intelligence
information systems based on policy-driven interoperable approaches
and attribute-based access to provide a trusted and secure IC-wide
information environment;

• Promote a culture that embodies, supports,
and furthers responsible information sharing respectful of privacy
and civil liberties.
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Innovation: Find and deploy new scientific
discoveries and technologies, nurture innovative thought, and
improve tradecraft and processes to achieve mission advantage.

Innovation begins with a commitment to
research and development as the seed for breakthroughs in science
and technology. In order for innovation to provide results, the IC
will further develop, support, and foster intellectual curiosity
and creative problem solving. The IC must accept that initial
failures may lead to successes and be willing to take calculated
risks for high-value results when a rational basis for the risk is
demonstrated. The IC will leverage innovation wherever it is found,
incorporating scientific breakthroughs and cutting-edge
technologies for mission excellence. The IC will extend innovation
to our daily work by embracing new processes and automation to
streamline the business aspects of intelligence.

To meet this objective, the IC will:

• Conduct and leverage basic research and
maintain core independent research in the most sensitive applied
and social sciences, technologies, and mathematics arenas to
achieve breakthrough results;

• Transition creative ideas and promising
innovations to improve intelligence services and processes across
the IC;

• Strengthen and unleash the innovative
talents of the workforce to accept risk, improve tradecraft, and
embrace new technologies and processes.
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Our People: Build a more agile, diverse,
inclusive, and expert workforce.

Inclusion describes a culture that connects
each employee to the organization; encourages collaboration,
flexibility, and fairness; and leverages diversity of thought
throughout the organization so all individuals can excel in their
contributions to the IC mission.

Workforce planning is a framework addressing
the total workforce balance (civilian, military, and core contract
personnel) to ensure the IC has the right people with the right
skills in the right place at the right time to accomplish the
mission in high-performing teams and organizations.

Diversity considers, in a broad context and
in relation to the mission, all aspects that make individuals
unique and America strong— including race, color, ethnicity,
national origin, gender, age, religion, language, disability,
sexual orientation, gender identity, and heritage.

The IC workforce is united in protecting and
preserving national security, which could not be accomplished
without a talented workforce that embraces the IC's core values and
Principles of Professional Ethics for the IC. To this end, the IC
will continue to attract, develop, engage, and retain a workforce
that possesses both the capabilities necessary to address current
and evolving threats and a strong sense of integrity. Even with
constrained budgets, the IC will make long-term strategic
investments in the workforce to promote agility and mobility
throughout employees' careers. Special emphasis is needed to
recruit, retain, develop, and motivate employees with skills
fundamental to the success of the intelligence mission, including
foreign language, science, technology, engineering, and
mathematics.

The IC needs effective tools for workforce
planning, transformational learning programs, skills assessment and
knowledge sharing, joint duty and other experiential assignment
opportunities, and the resources to encourage and facilitate
work-life balance.

All employees are accountable for cultivating
a performance-driven culture that encourages collaboration,
flexibility, and fairness without the fear of reprisal.

To meet this objective, the IC will:

• Shape a diverse and inclusive workforce
with the skills and capabilities needed now and in the future;

• Provide continuous learning and development
programs based on a mutual commitment between managers and
employees to promote workforce competency, relevance, and
agility;

• Nurture a culture of innovation and agility
that advocates the sharing of ideas and resources adaptable to the
changing environment, and promotes best practices across the
IC;

• Provide a workplace free of discrimination,
harassment, and the fear of reprisal, where all are treated with
dignity and respect and afforded equal opportunity to contribute to
their full potential.
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Our Partners: Strengthen partnerships to
enrich intelligence.

Partners consist of elements working to
protect U.S. security interests, including U.S. military, our
allies, foreign intelligence and security services, other federal
departments and agencies, as well as state, local, tribal
governments, and private sector entities.

The Community's partnerships are fundamental
to our national security. Our partners are force multipliers,
offering access, expertise, capabilities, and perspectives that
enrich our intelligence capacity and help all of us succeed in our
shared mission. The IC will deepen existing partnerships and forge
new relationships to enhance intelligence and inform decisions.

Our approach to strengthening partnerships
will align with broader national policy guidance and harmonize
partner initiatives across the IC through policies, procedures, and
practices that clearly delineate roles, responsibilities, and
authorities. In working with the array of government, foreign,
military, and private sector partners, the IC will remain cognizant
of, and dedicated to, protecting privacy and civil liberties and
maintaining the public trust.

To meet this objective, the IC will:

• Increase shared responsibility with and
among, and incorporate insights from, all partners to advance
intelligence;

• Develop an enterprise approach to
partnership engagement to facilitate coordinated, integrated
outreach;

• Deepen collaboration to enhance
understanding of our partners and to effectively inform decisions
and enable action.

Implementing the Strategy

The IC is an integrated intelligence
enterprise working toward the common vision of a more secure
nation. The NIS provides the overarching framework to accomplish
the mission and achieve the vision. The IC will implement the NIS
consistent with its statutory authorities under Congressional
oversight.

The DNI and IC elements work together in an
integrated fashion to execute the NIS. Functional managers monitor
the health of important intelligence capabilities. Mission managers
examine all facets of collection, analysis, and counterintelligence
against specific areas of concern across missions. Program managers
scrutinize how funds are executed. IC enterprise managers align
support functions to enable each mission. The IC elements recruit,
train, equip, and conduct intelligence missions. Inspectors
General, legal counsel, and privacy and civil liberties officers
ensure proper compliance and oversight.

The Office of the Director of National
Intelligence provides the IC with overarching guidance and
coordination. IC elements execute their missions consistent with
their statutory authorities. Finally, it is the responsibility of
all members of the IC workforce to understand how they contribute
to the IC mission and execute their specific role to the best of
their ability and consistent with the protection of privacy and
civil liberties.

DNI

Serve as Principal Intelligence Advisor.

As principal intelligence advisor to the
President, the DNI must ensure intelligence addresses threats to
national security. The DNI establishes the IC's strategic
priorities and sets forth the enabling capabilities needed for
mission success in the NIS.

Set Strategic Priorities for the IC.
The NIS, in concert with the National Security Strategy and the
National Intelligence Priorities Framework, represents the IC's
mission priorities. The DNI informs Congress of significant
priority realignment and activities.

Align the National Intelligence Program.

The NIS serves as the DNI's mechanism to
align the National Intelligence Program and guide the reporting of
resource expenditures and performance to Congress. Additionally,
the National Intelligence Program is coordinated with the Military
Intelligence Program and the DNI's joint annual planning and
programming guidance for the IC.

IC Elements

Align Strategies, Plans, and Actions.
The mission and enterprise objectives in the NIS shall be
incorporated and cascaded into IC element strategies and plans. IC
elements and functional managers will facilitate an integrated
approach to these objectives to achieve the IC's mission.

Inform Resource Allocation. The NIS
will inform decisions about programs, budgets, policies, and
acquisitions to develop and sustain capabilities. IC elements and
program managers will reflect NIS objectives in their annual
strategic program briefs and will articulate their intentions to
mitigate risks in their annual planning and programming
activities.

Measure Outcomes. The execution of the
NIS objectives requires constant and consistent evaluation. IC
elements will provide information through existing processes to
clearly illustrate how they have performed against NIS objectives
and the IC Priority Goals, which measure progress against enduring
national security issues. Measuring progress against the NIS is
crucial to improving overall IC performance.

Conclusion

The NIS supports intelligence integration and
the IC's mission to provide timely, insightful, objective, and
relevant intelligence to inform decisions on national security
issues and events. The IC must fully reflect the NIS in agency
strategic plans, annual budget requests, and justifications for the
National Intelligence Program. The DNI will assess IC element
proposals, projects, and programs against the objectives of the NIS
to realize the IC's vision of a nation made more secure by a fully
integrated, agile, resilient, and innovative Intelligence Community
that exemplifies America's values.

"The Intelligence Community exists to
provide political and military leaders with the greatest possible
decision advantage. We understand, now more than ever, that the
best way to accomplish our goal is thorough integration of all
national intelligence capabilities."

- James R. Clapper, Director of National
Intelligence

* * * * * * * * * * * *

Office of the Director of National
Intelligence

Data Mining Report for Calendar Year
2013

I. Introduction

The Office of the Director of National
Intelligence (ODNI) provides this report pursuant to Section 804 of
the Implementing Recommendations of the 9/11 Commission Act of2007,
entitled The Federal Agency Data Mining Reporting Act of2007
(Public Law 110-53).

A. Scope

This report covers the activities of all ODNI
components from January 1, 2013 through December 31, 2013. Other
elements of the Intelligence Community (IC) are reporting their
activities to Congress through their own departments or
agencies.

B. Reporting Requirement

The Federal Agency Data Mining Reporting Act
of 2007 (hereafter referred to as the "Data Mining Reporting Act")
requires departments and agencies of the Federal Government engaged
in data mining activities to submit an annual report to Congress.
Under this law, "data mining" is defined as:

"... a program involving pattern-based
queries, searches or other analyses of one or more electronic
databases, where —

(A) a department or agency of the Federal
Government, or a non-Federal entity acting on behalf of the Federal
Government, is conducting the queries, searches, or other analyses
to discover or locate a predictive pattern or anomaly indicative of
terrorist or criminal activity on the part of any individual or
individuals;

(B) the queries, searches, or other analyses
are not subject-based and do not use personal identifiers of a
specific individual, or inputs associated with a specific
individual or group of individuals, to retrieve information from
the database or databases;1 and

(C) the purpose of the queries, searches, or
other analyses is not solely — (i) the detection of fraud, waste,
or abuse in a Government agency or program; or (ii) the security of
a Government computer system." 2

C. Report Content

We continue to look for opportunities to
rework the format of this report for clarity and readability. In
prior reports, we have used Part II to describe those ODNI
programs, if any, that meet reporting requirements of the Data
Mining Reporting Act, and Part III to describe other programs in
the interest of transparency. This year, consistent with the
emphasis on transparency in the IC, we will use Part II to more
broadly describe programs in the interest of transparency, which
may only meet some of the criteria defining "data mining." We will
use Part III of this report to provide updates on programs included
in the prior year's report. We have added a new Part IV of this
report, to provide an overview of the Privacy and Civil Liberties
infrastructure within which ODNI conducts it activities.

II. Newly Reported Activities

This section describes activities that are
responsive to the Data Mining Reporting Act, and errs on the side
of reporting activities in the interest of transparency. This
report includes one newly-reported activity, involving an analytic
technique used by ODNI's National Counterterrorism Center (NCTC) to
narrow the pool of information within NCTC databases that analysts
will assess in response to specific threat reports. As noted above,
this technique does not meet all of the statutorily-defined
criteria for data mining under the Act.

A. NCTC and Threat Reporting.

As the Federal Government's lead in providing
the counterterrorism community with 24/7 counterterrorism
intelligence monitoring, assessments and situational awareness,
NCTC receives intelligence reports relating to terrorism threats,
which it analyzes in order to develop lead information for
operational partners in the counterterrorism community. To support
that effort, NCTC also has access to other agencies' datasets
pursuant to applicable laws, executive orders, guidelines, and
policies. In analyzing such threat reporting and government data,
NCTC analysts employ analytic techniques tailored to the level of
detail known to the government about the threat.

In situations where the government is aware
of specifics about a threat, the corresponding threat reports
received by NCTC will likely include details about the individuals,
relevant dates and locations, modes and routes of travel, etc. NCTC
uses those details to identify specific information about the
threat, including possible actors. For example, NCTC relies to a
great degree on the terrorism information in its Terrorism
Identities Datamart Environment (TIDE), which is its centralized
repository of information about known or suspected international
terrorists (KSTs). It also has access to other government
information about terrorists and terrorist organizations. NCTC uses
threat report details to help it identify the terrorism information
most responsive to the threat. It then correlates that terrorism
information with other pertinent datasets to which NCTC has access.
3 NCTC examines the results in order to identify, analyze, and
provide leads to its partners.

For example, if the threat stream involves
travel by a particular KST to carry out an attack at a particular
location, NCTC identifies terrorism information from its holdings,
and then uses that information to assess travel-related datasets to
identify information about that KST's travel to the location in
question. NCTC then prepares intelligence reports for appropriate
partners based on what it discovers.

Where the government is aware of a threat,
but lacks details, NCTC is less able to tap into existing terrorism
information that might provide leads for analysis and follow-up.
For example, a threat report might warn of a terrorist plot by a
particular group involving travel to a particular region during a
particular timeframe, but lack any specifics on the individuals
involved. In such a case, NCTC could theoretically correlate all
accessible travel-related data with all accessible terrorism
information. However, assuming this was feasible, this approach
would be time-consuming and resource-intensive, and would generate
over-inclusive results, i.e., all instances in which any
terrorism-related record matches any travel-related record. While
the result of that correlation might serve other counterterrorism
purposes, it is not responsive to the specific threat at issue.

B. Narrowing the Data to be Correlated.

When responding to generalized threat
reporting of this sort, NCTC narrows the data to be correlated with
NCTC's terrorism information holdings in order to generate
appropriately-focused results. NCTC does this by deriving limiting
parameters, based in part on analytic assumptions derived from
experience and knowledge about the characteristics of the group or
individuals historically involved in such threats, and about
general terrorist tradecraft (e.g., communications, travel and
counterintelligence). NCTC then applies those parameters to the
data at hand.

For example, a threat report may lack
specifics about how unidentified terrorist plotters will travel to
the identified geographical area to carry out the threatened
attack. In such a case, NCTC narrows the possibilities by filtering
the accessible travel data based upon previously-utilized modes of
travel, or route of travel, or group or individual characteristics
of the potential plotters. The resulting body of data is then
correlated with TIDE and other terrorism information. The resulting
matches, if any, are more likely to yield focused results that can
be analyzed for lead information (i.e., focused on those KSTs with
travel matching the parameters.)

C. Procedures for Protecting Privacy and
Civil Liberties.

When these kinds of analytic parameters are
applied to non-terrorism information, it is important to ensure
that the results themselves are not used as analytic conclusions.
In other words, if information from a travel dataset is identified
based on a travel pattern that fits certain parameters, that
"narrowed-down" travel information should not be used, by itself,
to "predict" whether particular individuals who fit that travel
pattern might be engaged in terrorist activity. NCTC does not use
this technique in that way. Rather, NCTC directly and immediately
correlates such subsets with its existing terrorism holdings.

Analytic determinations are made by trained
NCTC analysts based on the resulting "matches" with terrorism
information already accessible to NCTC - such as TIDE records.
Through this technique, analysts focus only on terrorism
information that NCTC has already identified through other means,
as highlighted, supplemented and prioritized for NCTC analytic
review by virtue of this focused correlation. Authorized and
trained analysts then analyze the results to identify leads,
including information about the identity of individuals with an
apparent nexus to terrorism, to report to counterterrorism partners
in response to the threat reporting. NCTC does not otherwise make
use of the information that is "narrowed down" through the use of
these parameters.

If this technique is applied to U.S.
government datasets obtained or accessed by NCTC pursuant to the
2012 DNI-Attorney General guidelines, NCTC must apply the baseline
safeguards under Section III.C.3(d) of the guidelines in order to
protect the privacy and civil liberties of U.S. Persons (USP) whose
personal information is contained within this data.4 Under the
baseline safeguards, assessment of information in these datasets
must be designed solely to identify information that is reasonably
believed to constitute terrorism information, and to minimize the
review of USP information that does not constitute terrorism
information. Pattern-based assessment is permitted, subject to
appropriate reporting under the Data Mining Reporting Act, but must
comply with the baseline safeguards. Because the narrowing
technique described above is designed solely to narrow the data to
be correlated with NCTC's terrorism information holdings, such as
KST information in TIDE, it is designed to identify terrorism
information. Similarly, because the narrowed-down information is
used only for the purposes of such correlation, with NCTC only
analyzing the resulting matches with existing terrorism
information, the technique is designed to minimize the review of
non-terrorism information by analysts.

NCTC has applied the 2012 DNI-Attorney
General guidelines to non-terrorism and non-U.S. Person datasets,
such as the Department of Homeland Security's Electronic System for
Travel Authorization data. For example, in searching these non-U.S.
Persons datasets (and in accordance with the established baseline
safeguard), analysts are trained to narrowly tailor their queries
to "identify information that is reasonably believed to constitute
terrorism information" and to "minimize the review" of information
about persons that does not constitute terrorism information. This
has both an important privacy protective impact—by reducing the
number of non-terrorist non-U.S. Persons scrutinized in the
analytical process—as well as a practical benefit to the individual
analyst, in that it minimizes the need to review unresponsive or
irrelevant search results.

In addition, as required by the 2012
DNI-Attorney General guidelines, only specially trained, authorized
personnel are permitted to access the information involved in this
process, and their analytic activities on NCTC systems are
monitored, recorded, and audited. If erroneous or outdated data is
identified, it must be corrected, updated, or removed from NCTC
systems as appropriate, and the data provider must be notified of
the error. Determinations regarding permanent retention, use, and
dissemination of USP information are predicated upon an appropriate
assessment that the USP information is reasonably believed to
constitute terrorism information. Disseminations must satisfy the
dissemination requirements of the 2012 guidelines (including any
requirements established by the agency that originally provided the
data to NCTC), as well as the Privacy Act. Once information has
been disseminated by NCTC to its counterterrorism partners, the
information is protected by applicable laws and policies, including
the Privacy Act (for all Federal agencies) and Executive Order (EO)
12333 (for IC elements).

These measures are subject to compliance and
oversight measures at NCTC, as implemented by the NCTC Civil
Liberties and Privacy Officer, NCTC legal counsel, and NCTC
management.

III. Previously Reported Activities

This section provides updates on programs
that were described in last year's report. In the interest of
transparency, certain research programs of the Intelligence
Advanced Research Project Activity (IARPA) were discussed in last
year's report. The mission of IARPA is to invest in
high-risk/high-payoff research programs that have the potential to
provide the United States with an overwhelming intelligence
advantage over its future adversaries. It does not have an
operational mission and it does not deploy technologies directly to
the field. As a scientific research funding organization, IARPA
does not use, nor does it expect to make use of, data mining
technology. IARPA programs are by nature experimental and are
designed to produce new capabilities. The end goal of an IARPA
program is typically a proof-of-concept experiment or prototype of
an entirely new capability. Due to their high-risk research nature,
IARPA programs do not always achieve their end goals, and when they
do, further steps are required to transform the results into real
world applications. Any results from IARPA research programs that
do get incorporated into future operational programs within the IC,
or other parts of the Federal Government, will be subject to
appropriate legal, privacy, civil liberties and policy
safeguards.

A. Knowledge Discovery and Dissemination
(KDD) Program.

The KDD scientific research program is an
IARPA program begun in 2009. A Broad Agency Announcement (BAA) for
KDD was released on December 22, 2009 and KDD research contracts
were awarded in September 2010. The KDD program completed its third
period in November 2013.

The objective of the KDD program is to enable
an analyst to utilize large, complex and varied datasets not seen
previously to produce actionable intelligence in a timely manner.
KDD tackles two significant technical areas: (1) how to quickly
understand the novel data sets so that the contents can be
correctly integrated with data sets that are already in use (this
is termed "alignment"); and (2) how to construct automatic analysis
tools that are able to work effectively across multiple aligned
data sets. KDD research results are evaluated using realistic
challenge problems throughout the program.

In evaluations of research teams prototypes,
the KDD scientific research program utilizes real-world, classified
data sets that are large and complex. KDD research is evaluated in
the context of challenge problems using these data sets. The
challenge problems are not problems that require data mining
technology as defined by the Data Mining Reporting Act. The data
sets used by researchers are highly varied, including, regional
biographic data, incident reports, translated newspaper articles,
etc. The use of all data sets is consistent with all U.S. laws and
regulations.

B. Automated Low-level Analysis and
Description of Diverse Intelligence Video (ALADDIN Video)
Program.

The ALADDIN Video scientific research program
released a BAA in June 2010, and research contracts were awarded in
February 2011. The ALADDIN program completed its third round of
testing in the Fall of 2013.

The objective of the ALADDIN program is to
enable an analyst to query large video data sets to quickly and
reliably locate those video clips that show a specific type of
event. The ALADDIN program is researching technologies designed to
automatically search large numbers of video data files for
analyst-defined events of interest and directing the analyst to
those video data files that are likely to contain occurrences of
those events. ALADDIN's technologies, if successful, will help to
automate a triage process that is mostly performed manually by
analysts at the current time. Although this is not "data mining,"
technologies that result from ALADDIN research could potentially be
applied by operational organizations to support capabilities that
involve pattern recognition.

ALADDIN research addresses three significant
technical areas: (1) High-speed processing of large amounts of
video clips to extract information that can later be used to
support queries about each clip's contents; (2) Generation of
effective queries from small sets of example video clips and a
textual description; and (3) Robust query processing that
identifies the clips of interest and summarizes the rationale for
their selection. ALADDIN research results will be evaluated by
IARPA and the National Institute for Standards and Technology
(NIST).

The ALADDIN program uses video data files in
its research and evaluations that are acquired by NIST for its
annual, international video search technology research program
(TRECVID). TRECVID sponsors public evaluations of video and
multimedia search technologies that are open to worldwide
participation. ALADDIN performers will participate in these
evaluations to demonstrate objective progress in their research.
The data collection used in the TRECVID evaluations are made
available to all participants through an evaluation participation
agreement that stipulates that the TRECVID data is to be used for
research purposes only. The TRECVID data is collected using a
rigorous process that protects privacy.

C. Security and Privacy Assurance (SPAR)
Program.

The SPAR program is a follow-on effort to the
Automatic Privacy Protection (APP) program discussed in the 2009
and 2010 ODNI Data Mining Reports. Neither the SPAR nor APP
programs involve data mining, but the research results from both
programs may enhance security and protect privacy in data mining
activities.

The APP program ended in 2010 after achieving
two goals. First, it developed secure distributed private
information retrieval (PIR) protocols that permit an entity
(Client) to query a cooperating data provider (Server) and retrieve
only the records that match the query without the Server learning
what query was posed or what results were returned. These protocols
are able to add only minimal overheads in computation and
communication for simple queries and databases by using a
cooperating third party who has access only to encrypted data.
Second, APP demonstrated algorithms to determine automatically if
complex queries are in compliance with privacy policies. This
allows a Client's auditor with access to the policy and the query
history to rapidly verify that only authorized queries have been
submitted to the Server.

The SPAR program was launched in 2011 to
build on the successes of APP and explore additional applications
of PIR to realistic IC scenarios. The program completed its first
phase of research in March 2013 and started its second phase of
research in April 2013. SPAR includes research projects in three
technical areas. The first technical area protects security and
privacy for database access. Unlike the simple queries and static
databases of APP, SPAR will investigate protocols that handle
multiple types of complex queries and databases whose records are
frequently created, deleted, or updated. In addition, the protocols
must integrate policy compliance checking with the security and
privacy assurances so that the Server can verify that a query is
compliant with a policy even though the query is never learned. The
second technical area will build on advances in fully-homomorphic
encryption (FHE) schemes to implement PIR without relying on any
third parties. FHE is a recent breakthrough result of thirty years
of cryptographic research, but current schemes are impractical due
to high costs in time and memory. SPAR will attempt to explore
gains in performance by modified FHE schemes that support only the
computations necessary for information retrieval. The third
technical area will investigate applications of PIR to the
specialized information sharing architectures of publish/subscribe,
email/message queues, and outsourced data storage systems.

If successful, the SPAR protocols will enable
the IC to meet the need to access data for classified or sensitive
purposes with strong civil liberties and privacy protections. SPAR
allows the IC to access specific records without having to disclose
classified data and without accessing, learning, ingesting, or
retaining any private information about non-relevant persons. The
technology may enhance cooperative information sharing with the IC
and other parts of the Federal Government, and with the private
sector, by expanding policy options for satisfying security and
privacy concerns when information is shared.

IV. Protection of Privacy and Civil
Liberties.

The ODNI Civil Liberties and Privacy Office
(CLPO) works closely with the ODNI Office of General Counsel, other
ODNI components and with IC elements to ensure appropriate legal,
privacy, and civil liberties safeguards are incorporated into
policies, processes and procedures that support the intelligence
mission. The CLPO is led by the Civil Liberties Protection Officer,
a position established by the Implementing Recommendations of the
9/11 Commission Act of 2007. The duties of this position are set
forth in this Act, and include: "ensuring that the protection of
civil liberties and privacy is appropriately incorporated in the
policies of the ODNI and the IC; overseeing compliance by the ODNI
with legal requirements relating to civil liberties and privacy;
reviewing complaints about potential abuses of privacy and civil
liberties in ODNI programs and activities; and ensuring that
technologies sustain, and do not erode, privacy protections
relating to the use, collection, and other disclosure of personal
information."5 Before any tool or technology could be used in an
operational setting, the use of the tool or technology would need
to be examined pursuant to EO 12333, the Privacy Act, and other
applicable requirements to determine how the tool could be used
consistent with the framework for protecting USP information.

The IC has in place a protective
infrastructure built in principal part on a core set of USP rules
derived from EO 12333. This EO requires each IC element to maintain
procedures, approved by the Attorney General, governing the
collection, retention and dissemination of USP information. These
procedures limit the type of information that may be collected,
retained or disseminated to the categories listed in part 2.3 of
the EO. Each IC element's Attorney General-approved USP guidance is
interpreted, applied, and overseen by that element's Office of
General Counsel, Office of Inspector General, and other compliance
offices as appropriate. Violations are reported to the Intelligence
Oversight Board of the President's Intelligence Advisory Board. In
addition to EO 12333, IC elements are subject to the requirements
of the Privacy Act, which protects information about U.S. citizens
and permanent resident aliens that a government agency maintains
and retrieves by name or unique identifier.

The IC's privacy and civil liberties
protective infrastructure is also bolstered by guidance and
directives issued by the Office of Management and Budget, including
memoranda regarding the reporting of and response to incidents
involving personally identifiable information and the minimization
of Social Security Numbers.

Going forward, the IC will also conform to
policies and procedures relating to protections for all personal
information contained in SIGINT, which are required to be put in
place by Presidential Policy Directive 28 (issued on January 17,
2014).

FOOTNOTES

1 As stated in prior reports, certain
analytic tools and techniques, such as link-analysis tools, rely on
"personal identifiers of a specific individual, or inputs
associated with a specific individual or group of individuals,"
such as a known or suspected terrorist, or other subject of foreign
intelligence interest, and use various methods to uncover links or
relationships between the known subject and potential associates or
other persons with whom that subject has a "link" (a contact or
relationship). Such tools and techniques are not considered to meet
the "data mining" definition of the Act.

2 Section 804(b)(1)(A) of Public Law
110-53.

3 "Overview of NCTC's Data Access as
Authorized by the 2012 Attorney General Guidelines," published by
the National Counterterrorism Center, available at
www.nctc.gov/transparency.html

4 Upon certain findings (for which every data
set acquired by NCTC is reviewed) - such as data that contains
especially sensitive personal information - "Enhanced Safeguards"
may also be applied. NCTC reports annually to the ODNI CLPO, the
ODNI General Counsel and the IC IG on the measures that NCTC is
taking to ensure that USP information in its possession is being
handled appropriately.

5 National Security Act of 1947 [50 U.S.C.
3029].
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Interim Progress Report on Implementing
PPD-28

By Robert Litt and Alexander W. Joel

As the President said in his speech on
January 17, 2014, "the challenges posed by threats like terrorism,
proliferation, and cyber-attacks are not going away any time soon,
and for our intelligence community to be effective over the long
haul, we must maintain the trust of the American people, and people
around the world."

As a part of that effort, the President made
clear that the United States is committed to protecting the
personal information of all people regardless of nationality. This
commitment is reflected in the directions the President gave to the
Intelligence Community on that same day, when he issued
Presidential Policy Directive/PPD-28, Signals Intelligence
Activities.

New Standards for Safeguarding Privacy

PPD-28 reinforces current practices,
establishes new principles, and strengthens oversight, to ensure
that in conducting signals intelligence activities, the United
States takes into account not only the security needs of our nation
and our allies, but also the privacy of people around the
world.

The Intelligence Community already conducts
signals intelligence activities in a carefully controlled manner,
pursuant to the law and subject to layers of oversight, focusing on
important foreign intelligence and national security priorities.
But as the President recognized, "[o]ur efforts will only be
effective if ordinary citizens in other countries have confidence
that the United States respects their privacy too."

To that end, the Intelligence Community has
been working hard to implement PPD-28 within the framework of
existing processes, resources, and capabilities, while ensuring
that mission needs continue to be met.

In particular, PPD-28 directs intelligence
agencies to review and update their policies and processes - and
establish new ones as appropriate - to safeguard personal
information collected through signals intelligence, regardless of
nationality and consistent with our technical capabilities and
operational needs.

Released Today - The PPD-28 Interim
Report

As we work to meet the January 2015 deadline,
PPD-28 called on the Director of National Intelligence to prepare
an interim report on the status of our efforts and to evaluate, in
coordination with the Department of Justice and the rest of the
Intelligence Community, additional retention and dissemination
safeguards.

The DNI's interim report is now being made
available to the public in line with our pledge to share as much
information about sensitive intelligence activities as is possible,
consistent with our national security.

The report is the product of many months of
work within the Intelligence Community and with our partners in the
other parts of the United States Government, and it draws on
conversations agencies have held with outside stakeholders.

Key Privacy Principles for the Intelligence
Community

We encourage you to read the whole report
released today. It articulates key principles for agencies to
incorporate in their policies and procedures, including some which
afford protections that go beyond those explicitly outlined in
PPD-28. These principles include the following:

* Ensuring that privacy and civil liberties
are integral considerations in signals intelligence activities.

* Limiting the use of signals intelligence
collected in bulk to the specific approved purposes set forth in
PPD-28.

* Ensuring that analytic practices and
standards appropriately require that queries of collected signals
intelligence information are duly authorized and focused.

* Ensuring that retention and dissemination
standards for United States person information under Executive
Order 12333 are also applied, where feasible, to all personal
information in signals intelligence, regardless of nationality.

* Clarifying that the Intelligence Community
will not retain or disseminate information as "foreign
intelligence" solely because the information relates to a foreign
person.

* Developing procedures to ensure that
unevaluated signals intelligence is not retained for more than five
years, unless the DNI determines after careful evaluation of
appropriate civil liberties and privacy concerns, that continued
retention is in the national security interests of the United
States.

* Reinforcing and strengthening internal
handling of privacy and civil liberties complaints.

* Reviewing training to ensure that the
workforce understands the responsibility to protect personal
information, regardless of nationality. Successful completion of
this training must be a prerequisite for accessing personal
information in unevaluated signals intelligence.

* Developing oversight and compliance
programs to ensure adherence to PPD-28 and agency procedures, which
could include auditing and periodic reviews by appropriate
oversight and compliance officials of the practices for protecting
personal information contained in signals intelligence and the
agencies' compliance with those procedures.

* Publicly releasing, to the extent
consistent with classification requirements, the procedures
developed pursuant to PPD-28.

In the coming months, we will continue to
work to complete this review. Taken together, these principles make
meaningful progress towards the President's goal of ensuring that
ordinary citizens in other countries have confidence that the
United States respects their privacy, too.

Robert Litt is the General Counsel for
the Office of the Director of National Intelligence.

Alexander W. Joel is the Civil
Liberties Protection Officer for the Office of the Director of
National Intelligence.
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Office of Inspector General of the
Intelligence Community

Evaluation of the Office of the Director of
National Intelligence

Under the Reducing Over-Classification
Act

Report Number INS-2014-002

30 December 2014

UNCLASSIFIED

Executive Summary

Evaluation of the Office of the Director of
National Intelligence

The Intelligence Community Inspector General
(IC IG) conducted this evaluation pursuant to the Reducing
Over-Classification Act (ROCA), Public Law 111-258 (October 7,
2010). The ROCA states, "...the Inspector General of each
department or agency of the United States with an officer or
employee who is authorized to make original classifications, in
consultation with the Information Security Oversight Office, shall
carry out no less than two evaluations of that department or agency
or a component of the department or agency—

(A) to assess whether applicable
classification policies, procedures, rules, and regulations have
been adopted, followed, and effectively administered within such
department, agency, or component; and,

(B) to identify policies, procedures, rules,
regulations, or management practices that may be contributing to
persistent misclassification of material within such department,
agency or component."

IC IG found no instances where classification
was used to conceal violation of law, inefficiency, or
administrative error; prevent embarrassment to a person,
organization, or agency; restrain competition; or prevent or delay
the release of information not requiring protection in the interest
of national security.

IC IG found the Office of the Director of
National Intelligence (ODNI) has adopted all applicable
classification policies, procedures, rules, and regulations.
However, some ODNI procedures and management practices require
refinement to ensure full compliance with, and effective
administration of, the prescribed standards and requirements.
Specifically, IC IG found:

• Original Classification Authority (OCA)
training records, and the business processes used to monitor that
training, require improvement.

• The ODNI OCA program is generally
effective, with built-in redundancy to ensure uniformity and
compliance with Executive Order (E.O.) 13526; however, the number
of authorized ODNI OCAs may be too high compared to other
Intelligence Community elements.

• ODNI compliance with mandatory derivative
classifier training periodicity requirements, records of training,
and the business processes used to monitor training, require
improvement to meet the requirements of E.O. 13526.

• Derivative classifier training and product
quality assurance by supervisors, managers, and production officers
requires improvement.

The focused engagement of the ODNI Chief
Management Officer (CMO), Director Information Management Division,
and other senior leaders throughout ODNI will be needed to ensure
maximum compliance.

The Intelligence Community: Common
Themes

In addition to the evaluation of the ODNI
under ROCA, the Inspector General of the Intelligence Community
directed the IC IG to conduct a review and analysis of the ROCA
reports from the Inspectors General (IG) of five Intelligence
Community (IC) partners - Central Intelligence Agency (CIA),
Defense Intelligence Agency (DIA), National Geospatial-Intelligence
Agency (NGA), National Security Agency (NSA), and National
Reconnaissance Office (NRO) - and the IC IG evaluation of the ODNI
to determine the extent that systemic issues might require the
immediate attention of the Director of National Intelligence (DNI)
on an IC-wide basis.

The IC IG review and analysis identified
three key areas requiring emphasis across the IC enterprise -
training, effective program management, and oversight.
Specifically:

• Training:

* Two IG reports noted that less than half of
their workforce met the recurring biennial training requirement,
while two others noted their organizations did not measure
compliance with this requirement.

* Five of the six IG reports found their
training for derivative classifiers did not adequately prepare
those personnel to make derivative classification decisions.

• Program management:

* All six IG reports noted their
organization's self-inspection program did not fully comply with
the E.O. 13526 requirements.

• Oversight:

* One IG report noted its organization did
not assess appropriate performance metrics as part of its oversight
of the IC classification markings program.

The use of standardized classification and
control markings, part of classification management, are the
primary means by which the IC protects intelligence sources,
methods, and activities. The proper application and use of these
markings enables information sharing while allowing information to
be properly safeguarded from inadvertent or unauthorized
disclosure.

The development of a modular IC-wide
derivative classifier training program could reduce costs and
enhance efficiency. The bulk of the IC derivative classifier
training requirements are derived from common sources: E.O. 13526;
32 Code of Federal Regulations (C.F.R.) § 2001; the Information
Security Oversight Office (ISOO) booklet, Marking Classified
National Security Information; ISOO Notice 2012-01: Requirements
for Derivative Classifier Training; the Intelligence Community
Markings System Register and Manual; Intelligence Community
Directives; and Intelligence Community Policy Guidance.

Overall, effective program management -
including high quality training, self-inspections, and adequate
oversight - requires an increased emphasis across the IC
enterprise.

Table of Contents

Executive Summary

Evaluation of the Office of the Director of
National Intelligence

The Intelligence Community: Common Themes

Results and Recommendations

Finding 1: Intelligence Community Enterprise:
The Office of the Director of National Intelligence oversight of
the Intelligence Community classification management program
requires improvement

Finding 2: Office of the Director of National
Intelligence: The Original Classification Authority training
records, and the business processes used to monitor that training,
requires improvement

Finding 3: Office of the Director of National
Intelligence: The Original Classification Authority Program was
generally effective with built-in redundancy to ensure uniformity
and compliance with E.O. 13526; however, the number of authorized
ODNI OCAs appears greater than the minimum required

Finding 4: Office of the Director of National
Intelligence: Compliance with mandatory derivative classifier
training, maintenance of training records, and the business
processes used to monitor training, requires significant
improvement

Finding 5: Office of the Director of National
Intelligence: Derivative classifier training and product quality
assurance by supervisors, managers, and production officers
requires improvement


Appendix A: Evaluation Scope and
Methodology

Appendix B: Background and Authorities

Appendix C: Definitions

Appendix D: Acronyms

Appendix E: References

Appendix F: ODNI Chief Management Officer
Comments

Results and Recommendations

Finding 1: Intelligence Community
Enterprise: The Office of the Director of National Intelligence
oversight of the Intelligence Community classification management
program requires improvement.

Intelligence Community Directive (ICD) 710,
Classification Control Markings and Management System (June 21,
2013), and its predecessor ICD 710, Classification and Control
Markings System (September 11, 2009), require the heads of
Intelligence Community (IC) elements to certify the training of
their workforce with an annual report to the Director of National
Intelligence through the Office of the National Counterintelligence
Executive (ONCIX). ONCIX prepares that report with IC elements'
input provided in response to an annual ONCIX questionnaire. The
process does not include independent ODNI data validation.

ICD 710 also assigns the Intelligence
Community Chief Information Officer (IC CIO) the responsibility to
"[m]onitor IC element compliance, implementation, and reporting
activities associated with EO 13526 ...requirements."

IC IG reviewed the 2012 ONCIX report "Annual
Report to the Director of National Intelligence on the Use of
Control Markings in the Intelligence Community." A comparison of
that report with the findings from the same time period contained
in the ROCA reports from Inspectors General (IG) of five
Intelligence Community (IC) partners - Central Intelligence Agency
(CIA), Defense Intelligence Agency (DIA), National
Geospatial-Intelligence Agency (NGA), National Security Agency
(NSA), and National Reconnaissance Office (NRO) - and the IC IG
evaluation of the ODNI determined there were significant
differences in the conclusions between the ONCIX report to the DNI
and the IG reports.

According to the Policy Compliance and
Oversight section of the 2012 ONCIX report, "[a]ll IC elements and
OUSD(I) have established self-inspection programs as directed by EO
13526." However, all six IG reports noted their organization's
self-inspection program did not fully comply with the requirements
of E.O. 13526. A review of the 2012 ONCIX questionnaire revealed
that ONCIX asked agencies if they had an organizational program,
but did not ask if that program was in full compliance with the
requirements set forth in E.O. 13526 and 32 Code of Federal
Regulations (C.F.R.) § 2001.

Similarly, according to the Workforce
Training section of the 2012 ONCIX report, "[a]ll IC elements
reported being in compliance with EO 13526. The EO mandates that
persons who apply derivative classification markings receive
training in derivative classification principles, with an emphasis
on avoiding overclassification [sic], at least once every two
years." Two of the IG ROCA reports noted less than half of their
workforce met the recurring biennial training requirement while two
others noted their organizations did not track compliance with this
requirement. Further, five of the six IG reports found their
training for derivative classifiers did not sufficiently prepare
personnel to make accurate derivative classification decisions.
Again, a review of the 2012 ONCIX questionnaire revealed the
question ONCIX posed measured for the presence of an organizational
training requirement, but failed to measure for compliance with
that requirement or assess the quality of the training.

The 2013 ONCIX Control Markings report
questionnaire did not contain most of the questions regarding
Policy Compliance and Oversight, and Workforce Training because
ONCIX personnel reasoned the continued reporting of full compliance
with those questions provided little-to-no actionable information
to ODNI leadership.

IC CIO leverages the Classification Markings
Implementation Working Group to engage on specific agency
classification issues. IC CIO also uses self-inspection reports
from CIA, DIA, NGA, NRO, and NSA to monitor those elements'
compliance with E.O. 13526; however, IC CIO does not use
self-inspection reports from other IC elements for monitoring
because the responses from those cabinet-level departments comingle
intelligence and non-intelligence classification management
data.

Recommendation 1: The ODNI should align the
monitoring authorities and reporting responsibilities for the IC
Classification Management Program under a single office to provide
more effective and efficient oversight. Performance metrics that
office develops should measure workforce compliance and assess the
quality of IC training efforts.

Management Comments: Concur. ODNI management
will review options for consolidating classification monitoring and
reporting responsibilities in one office. That component will be
tasked with providing effective oversight of IC training and
compliance efforts.

Finding 2: Office of the Director of
National Intelligence: The Original Classification Authority
training records, and the business processes used to monitor that
training, require improvement.

IC IG partnered with the Information
Management Division (IMD) within the ODNI Office of the
Intelligence Community Chief Information Officer (IC CIO) to
evaluate ODNI Original Classification Authority (OCA) training
compliance with E.O. 13526, 32 C.F.R. § 2011.70-71, Intelligence
Community Directives, and ODNI Instructions.

OCAs are individuals authorized in writing,
by either the President, the Vice President, or agency heads, or
other officials designated by the President, to originally classify
information. By definition, original classification precedes all
other aspects of the security classification system, including
derivative classification, safeguarding, and declassification. 32
C.F.R. § 2011.70 requires OCAs to receive training in proper
classification and declassification prior to originally classifying
information, and at least once each calendar year thereafter. Both
E.O. 13526 and 32 C.F.R. § 2011.70 require the agency head or
senior agency official to suspend the classification authority of
any OCA who fails to meet this training requirement until such
training has taken place.

ODNI Instruction 10.03, Director of National
Intelligence Delegation of Original Classification Authority (OCA)
(December 3, 2013), ODNI Instruction 80.12, Classification of
Office of Director of National Intelligence Information (October
25, 2010), and ODNI Instruction 80.16, Office of the Director of
National Intelligence Original Classification Authority (May 19,
2014) require that ODNI OCAs receive training prior to originally
classifying information and at least once each successive calendar
year. ODNI Instruction 80.12 § 5.F further states "[p]ersonnel
designated as OCAs will receive mandated training when
designated... "

IC IG reviewed the training records for all
ODNI OCAs who made an original classification decision between
January 2008 and May 2014. In all but one case, OCAs had the
mandated training prior to making an initial original
classification decision. Redundant review processes established
under ODNI Instructions 10.03, 80.12, and 80.16 ensured the one
decision made prior to the responsible OCA completing training was
reviewed by a certified OCA for compliance with E.O. 13526 prior to
being published.

Evaluators found minor discrepancies in the
administration of the ODNI's OCA training program in the following
areas:

• On two occasions, OCAs were given credit
for completing training in both CY 2012 and CY 2013 by completing
their CY 2012 training in early January 2013.

• OCA initial training did not meet the "when
designated" requirement of ODNI Instruction 80.12; however, average
elapsed time between designation and initial training has steadily
dropped since 2012 and now stands at slightly over 70 days.

• Some OCAs were erroneously given credit for
their predecessor's training due to IMD tracking training by
position only, instead of by position and name.

• IMD staff reconstructed some records of OCA
training from the personal records of some Special Assistants due
to a transition between records hosting environments.

Recommendation 2: None. ODNI-initiated
corrective actions for these minor discrepancies were already
underway during this evaluation. Accordingly, we make no specific
corrective recommendations on these points.

Management Comments: All OCA training will
be conducted in a limited period of time to cover the particular
calendar year. This change, in addition to a significant reduction
in the number of OCAs, will greatly improve compliance with
training requirements.

Finding 3: Office of the Director of
National Intelligence: The Original Classification Authority
Program was generally effective with built-in redundancy to ensure
uniformity and compliance with E.O. 13526; however, the number of
authorized ODNI OCAs appears greater than the minimum required.

IC IG found the ODNI Original Classification
Authority program is generally effective with built-in redundancy
to ensure uniformity and compliance with E.O. 13526. Presidential
Order, Original Classification Authority (December 29, 2009),
designated the DNI to classify information originally up to and
including TOP SECRET. The DNI delegated this authority to 24 senior
intelligence officers within the ODNI via ODNI Instruction 10.03,
Director of National Intelligence Delegation of Original
Classification Authority (OCA) (December 3, 2013).

ODNI instructions require advanced
coordination with the Director, Information Management Division
(D/IMD) for all original classification decisions to ensure
uniformity and compliance with E.O. 13526. In the rare event an
emergent, operational circumstance requires an OCA decision and
immediate coordination with the D/IMD is not feasible, the OCA is
required to notify the D/IMD as soon as feasible, but not later
than ten days after making the decision.

E.O. 13526 § 1.3(c)(1) directs "[d]elegations
of original classification authority shall be limited to the
minimum required to administer this order." ODNI Instruction 10.03
further directs the D/IMD to "periodically review the positions
granted OCA for removal if OCA has not been utilized."

Three ODNI OCAs made a total of 45 original
classification decisions between FY 2011 and FY 2013. One was a
major revision to the ODNI Classification guide while 44 were
element classification guides authored by two ODNI components.

Recommendation 3: D/IMD should review
positions granted OCA pursuant to ODNI Instruction 10.03, and in
consultation with the Deputy Director of National Intelligence for
Intelligence Integration and through the Chief Management Officer,
recommend to the DNI adjustments minimizing those positions
delegated OCA. Note: The DNI updated ODNI Instruction 10.03 on
October 31, 2014 in response to this recommendation.

Management Comments: Concur; action
completed. A revised Instruction 10.03 was signed by the DNI on 31
October 2014, reducing the number of ODNI OCAs from 24 to 10.

Finding 4: Office of the Director of
National Intelligence: Compliance with mandatory derivative
classifier training, maintenance of training records, and the
business processes used to monitor training, requires significant
improvement.

32 C.F.R. § 2011.70 requires derivative
classifiers to receive training in proper application of the
derivative classification principles of E.O. 13526 prior to
derivatively classifying information (initial) and at least once
every two calendar years thereafter (recurring). 32 C.F.R. §
2011.71 and ISOO Notice 2012-01: Requirements for Derivative
Classifier Training (December 8, 2011) establish minimum training
content.

ODNI Instruction 80.12, which "applies to all
ODNI components and all categories of ODNI personnel," mandates
training for derivative classifiers, states "[p]ersonnel authorized
to derivatively classify ODNI information will receive basic
classification training within 30 days of arrival (normally as part
of [Entry on Duty] training) as well as mandated refresher
training." ODNI Instruction 80.12 § 6 also directs:

"C. Program Managers who control and
administer programmatic, financial, contractual, and other
resources will:

(1) Ensure that all derivative classifiers,
including contractor personnel, attend training on the proper
classification of information."

Mandatory Initial Training

ODNI removed the 15-minute segment dedicated
to initial derivative classifier training from the Entry on Duty
(EOD) course in late 2012. Instead, in CY 2013 ODNI used two online
courses: the Agency Information Security Course (AISC) and Staying
Out of Trouble on the Internet. Both courses were required on first
login to gain general classified computer access and to meet the
initial derivative classifier training requirement. According to
IMD, completion of the ODNI Classification Management Course
(classroom or web-based training) was also encouraged, but not
required.

IC IG reviewed the EOD derivative classifier
training (prior to its removal), and the AISC and Staying Out of
Trouble on the Internet courses, against the minimum training
requirements described in 32 C.F.R. § 2011.71 and ISOO Notice
2012-01, and found all three inadequate (see table below).

Based on a direct comparison of electronic
training records with EOD attendance records, IC IG was able to
substantiate that only 70 percent of the government employees and
20 percent of the contractor employees who initially reported to
ODNI between January 2012 and April 2014 completed the mandatory
initial classification management training.

Mandatory Recurring Training

ODNI Human Resources (HR) accepted two
courses to fulfill the mandatory recurring derivative classifier
training requirements of E.O. 13526 and 32 C.F.R. § 2011.71 during
FY 2012 and FY 2013:

• ODNI Classification Management Course
(classroom or web-based training)

• CIA Derivative Classification Course -
2013

Compliance with the mandatory recurring
derivative classifier training requirement for the overall ODNI
government workforce was calculated as 44 percent based on a
comparison of the total number of government employee course
completions documented in electronic training records between
January 2012 and April 2014 with the total ODNI government
workforce during the same timeframe.

Two factors, however, mitigate the calculated
low compliance rate:

1. During quality assurance review of the
initial training data, evaluators discovered the Lawson training
system underreported course completion by 4.5 percent. The results
of this report reflect the corrected data.

2. The web-based ODNI Classification
Management Course did not automatically update the employee's
training record, and instead the employee had to print a
certificate and provide it to their component's HR representative
for manual electronic training record entry. This manual process
introduced an unknown number of compliance errors.

Both E.O. 13526 and 32 C.F.R. § 2011.70
require the agency head or senior agency official to suspend the
Derivative Classification Authority of anyone who fails to meet
this training requirement until such training has taken place. None
of the ODNI Instructions emphasize the requirement for suspending
Original or Derivative Classification Authority contained in E.O.
13526 and 32 C.F.R. § 2011.70. IC IG found no instances where ODNI
suspended Original or Derivative Classification Authority for
non-compliance with training requirements.

On June 26, 2014, subsequent to the
evaluation of the electronic training records, but prior to the
publishing of this evaluation, the ODNI CMO directed all ODNI cadre
who had not completed the mandatory derivative classification
course in the past nine months to complete the CIA's online
training module (Derivative Classifier Training 2013 - Web Based
Training) prior to October 1, 2014.

Recommendation 4: ODNI CMO should require
completion of initial derivative classifier training for all
categories of newly reporting employees pursuant to E.O. 13526 and
32 C.F.R. § 2001.

Management Comments: Concur; action
completed. CIO/IMD has resolved this issue by working with MSD to
track all new EODs to ensure that training is completed within ten
days of arrival or CWE access is suspended. This process has been
in place since June 2014.

Finding 5: Office of the Director of
National Intelligence: Derivative classifier training and product
quality assurance by supervisors, managers, and production officers
requires improvement.

32 C.F.R. § 2001.23 Classification marking in
the electronic environment, in implementing E.O. 13526,
specifically requires national security information in the
electronic environment to meet all classification marking
requirements. When it cannot be appropriately marked, 32 C.F.R. §
2001.23(a)(4) requires ".a warning shall be applied to alert users
that the information may not be used as a source for derivative
classification and providing a point of contact and instructions
for users to receive further guidance on the use and classification
of the information."

The IC IG's review of 200 intelligence
products electronically published between January and March 2014 by
the National Counterterrorism Center and National Intelligence
Council, as well as 66 pieces of classified correspondence signed
by senior ODNI officials, found that less than 10 percent were
fully compliant with classification directives contained in E.O.
13526, 32 C.F.R. § 2001, and the Intelligence Community Markings
System Register and Manual (Dec. 31, 2013). Some examples of the
nonconformities with the materials IC IG reviewed included:

• Eight percent of the NCTC products
continued to use the 25X1-Human entry in the classification block.
E.O. 13526 eliminated the use of 25X1-Human when the E.O. was fully
implemented on June 27, 2010. The Information Security Oversight
Office (ISOO) also emphasized this through the issuance of ISOO
Notice 2012-02: Classification Marking Instructions on the Use of
"50X1-HUM" vs. "25X1-human" as a Declassification Instruction
(December 23, 2011).

• Twenty-eight percent of the intelligence
products used the 50-year declassification date when there was no
sensitive human source information to justify the extended period
of classification. E.O. 13526 prohibits the use of 50X1 except for
information that should clearly and demonstrably be expected to
reveal the identity of a confidential human source or a human
intelligence source (50X1-HUM) or key design concepts of weapons of
mass destruction (50X2-WMD).

• Forty percent of the intelligence products
were marked "HCS" vice specifying "HCS-P" (product) or "HCS-O"
(operational). The Intelligence Community Markings System Register
and Manual (December 31, 2013) states "All HCS information is
contained within the O and P compartments; the HCS marking may no
longer be used alone. Legacy information marked HCS must be
remarked HCS-P if reused." However, the Principal Deputy Director
of National Intelligence on May 20, 2014 issued new guidance to the
IC delaying the required implementation of the HCS-P and HCS-O
markings until January 1, 2015.

• Twenty-three percent of the intelligence
products used "Multiple Sources" on the "Declassify On:" line of
the classification block but did not include the listing of source
materials as E.O. 13526 and 32 C.F.R. § 2001 required. Another ten
percent did include a list of source materials, but failed to fully
comply with the content provisions of E.O. 13526 and 32 C.F.R. §
2001. The ODNI Classification Management Self-Inspection Program
report for FY 2013 (November 22, 2013) found a similar percentage
of reviewed documents citing "Multiple Sources" that failed to
provide a list of source documents to support the classification
decision.

• A number of products failed to follow
guidance on portion markings. This included classification of
country names, the names of common chemical compounds, and
individual words (e.g., in one product, the word "Assumptions" was
by itself portion marked S//NF). There were several instances where
identical text was classified at two different classification
levels (i.e., TOP SECRET in one document and SECRET in another) or
two different dissemination caveats (i.e., NOFORN in one document
and Releasable in another), an example of overgrading. 32 C.F.R. §
2001.21 states, "In cases where portions are segmented such as
paragraphs, sub-paragraphs, bullets, and sub-bullets and the
classification level is the same throughout, it is sufficient to
put only one portion marking at the beginning of the main paragraph
or main bullet. If there are different levels of classification
among these segments, then all segments shall be portion marked
separately in order to avoid over-classification of any one
segment. If the information contained in a sub-paragraph or
sub-bullet is a higher level of classification than its parent
paragraph or parent bullet, this does not make the parent paragraph
or parent bullet classified at that same level. Each portion shall
reflect the classification level of that individual portion and not
any other portions."

While the apparently low compliance with the
initial and recurring Derivative Classifier training requirement
identified in Finding 4 may have contributed to a higher error
rate, IC IG also identified another contributing factor - ODNI
mandatory annual training does not fully incorporate the
recommended "annual refresher security education and training"
elements listed under 32 C.F.R. § 2001.71(f) (table below).

IC IG evaluated the current ODNI
Classification Management Course training materials (classroom and
online) to determine if the course was in compliance with the
minimum derivative classifier training criteria established under
E.O. 13526 § 2.1(d); 32 C.F.R. § 2001.71(e) and (f); and ISOO
Notice 2012-01: Requirements for Derivative Classifier Training
(December 8, 2011). IC IG determined the course materials did
comply with the minimum training criteria; however, some areas
requiring improvement may be contributing to the issues noted
above. Those areas are:

• The classroom and online courses were
insufficiently modified between 2012 and 2014 to address issues
identified during the 2013 ODNI annual self-inspection.

• The online course is generic to the IC and
touches on the elements of a classification block; however, it does
not address the specific steps or citations necessary to make a
derivative classification decision using the ODNI classification
guide, nor does it delve into the nuances of those decisions;
and,

• The practical exercises included as part of
the classroom and online courses focused solely on the proper
construction of a security banner.

Subsequent to the evaluation of the online
ODNI Classification Management Course, but prior to the publishing
of this evaluation, the ODNI CMO on June 26, 2014 directed all ODNI
cadre who had not completed the mandatory derivative classification
course in the past nine months to complete the CIA's online
training module (Derivative Classifier Training 2013 - Web Based
Training) prior to October 1, 2014.

Recommendation 5a: ODNI CMO should direct
IMD to enhance the training of derivative classifiers to thoroughly
explain their responsibilities and how to properly apply
classification concepts and markings.

Management Comments: Concur. As noted in the
report, the current courses meet the minimum training requirements,
but IMD will continue to enhance the training based on the feedback
from this report and other sources.

Recommendation 5b: ODNI CMO should direct
supervisors, managers, and production officers to emphasize
classification review as part of their quality assurance
procedures.

Management Comments: Concur. The CMO will
work with IMD to identify ways to emphasize classification review
to supervisors, managers, and production officers.

Recommendation 5c: ODNI CMO should explore
additional strategies to ensure information is systematically
reviewed for overgrading and over-classification.

Management Comments: Concur. We will charge
CIO/IMD with a requirement to develop a continuous education
campaign to inform/sensitize/remind managers that they need to
specifically check for over-classification on intelligence reports
and products that they approve. In addition, we will explore with
other IC elements initiatives they are taking to minimize or
eliminate over-classification, especially given that the limited
classification experts we have are largely dedicated to addressing
the FOIA and other required declassification backlog. It is
important to note that employees make complicated classification
decisions every day, and while it is clear over-classification does
occur, all ODNI documents are reviewed by classification experts
when information is to be released; adjustments are made at that
time, if necessary, to correct over- and underclassification.


Appendix A: Evaluation Scope and
Methodology

Scope

IC IG conducted this evaluation pursuant to
the Reducing Over-Classification Act, Public Law 111-258 (October
7, 2010). The ROCA requires "...the Inspector General of each
department or agency of the United States with an officer or
employee who is authorized to make original classifications, in
consultation with the Information Security Oversight Office, shall
carry out no less than two evaluations of that department or agency
or a component of the department or agency—

(A) to assess whether applicable
classification policies, procedures, rules, and regulations have
been adopted, followed, and effectively administered within such
department, agency, or component; and

(B) to identify policies, procedures, rules,
regulations, or management practices that may be contributing to
persistent misclassification of material within such department,
agency or component."

Additionally, IC IG evaluated the IC ROCA
reports from the Inspectors General (IG) CIA, DIA, NGA, NSA, and
NRO for IC-wide issues.

Methodology

The evaluation team used the Department of
Defense Inspector General authored guide, A Standard User's Guide
for Inspectors General Conducting Evaluations Under Public Law
111-258, the "Reducing Over-Classification Act" (January 22, 2013),
to conduct the evaluation, to ensure our evaluation followed a
consistent methodology to allow for cross-agency analysis.
Evaluators reviewed the following eight areas for compliance with
Executive Orders, regulations, directives, policies, and
procedures:

• Original classification authority;

• General program management
responsibilities;

• Original classification, to include control
markings;

• Derivative classification, to include
control markings;

• Self-inspections;

• Reporting;

• Security education and training; and,

• Intelligence Community cross-cutting
issues, as applicable.

The evaluation team reviewed:

Relevant documents establishing criteria
(Executive Orders, regulations, directives, policies, and
procedures);

Relevant Intelligence Community Directives,
Intelligence Community Policy Guidance, Intelligence Community
Standards, and internal ODNI Instructions;

Original Classification Authority training
records from January 2008 to May 2014;

Staff and contractor derivative classifier
training records from January 2012 to May 2014;

ODNI and component authored or assigned
Security Classification Guides;

Original and derivative classifier training
materials from January 2011 to May 2014;

A judgmental sample of classified
correspondence senior ODNI officials signed;

A judgmental sample of classified
intelligence products the National Counterterrorism Center and
National Intelligence Council produced and electronically
published; and,

ODNI Self-Inspection and SF-311 Reports for
FY 2011 through FY 2013.


Appendix B: Background and Authorities

Background

Executive Order (E.O.) 13526, Classified
National Security Information, December 29, 2009, prescribes a
uniform system for classifying, safeguarding, and declassifying
national security information.

E.O. 13526 also expresses the President's
belief that the Nation's progress depends on the free flow of
information, both within the government and to the American people.
Accordingly, protecting information critical to national security
and demonstrating a commitment to open government through accurate
and accountable application of classification standards and
effective declassification are equally important priorities.

Federal Government organizations that create
or hold classified information are responsible for its proper
management. Classification management includes developing security
classification guides (SCGs) through which Original Classification
Authorities (OCA) provide instructions to derivative classifiers.
These instructions identify elements of information on a specific
subject that must be classified and the classification level and
duration for each element.

Only OCAs may originally classify
information. These are individuals authorized in writing, by either
the President, the Vice President, or agency heads, or other
officials the President designates to originally classify
information. By definition, original classification precedes all
other aspects of the security classification system, including
derivative classification, safeguarding, and declassification.

ODNI Senior Agency Official

Pursuant to E.O. 13526, the Director of
National Intelligence (DNI) designated the Chief Management Officer
(CMO) as the ODNI Senior Agency Official accountable for directing
and administering the program under which ODNI information is
classified, safeguarded, and declassified. The Director,
Information Management Division (IMD), in the Office of the IC
Chief Information Officer (OIC/CIO), supports the CMO in carrying
out these responsibilities. The Director, IMD, serves as the ODNI
focal point for developing and implementing policies and procedures
on the creation, classification, maintenance, use, disposition,
access, review, release, and declassification of all ODNI records.
Additionally, IMD is responsible for classification training.

Original Classification Authority

The Presidential Order, Original
Classification Authority (December 29, 2009), designated the
Director of National Intelligence as one of the officials to
classify information originally as "Top Secret." The DNI, pursuant
to E.O. 13526 § 1.3(c), has further delegated original
classification authority up to and including TOP SECRET to a select
group of 24 senior intelligence officers within the Office of the
Director of National Intelligence through ODNI Instruction 10.03,
Director of National Intelligence Delegation of Original
Classification Authority (OCA) (December 3, 2013). Of note, ODNI
Instruction 10.03 was updated on October 31, 2014 and reduced the
number of ODNI OCAs to ten.

E.O. 13526 and its implementing directive, 32
Code of Federal Regulations (C.F.R.) § 2001, require OCAs to
receive detailed training in the proper classification and
declassification, with an emphasis on the avoidance of
over-classification, prior to originally classifying information,
and at least once each calendar year thereafter. ODNI Instruction
80.12, Classification of Office of Director of National
Intelligence Information (October 25, 2010), further stipulates
OCAs will receive mandated training "when designated." According to
32 C.F.R. § 2001.70, "At a minimum, the training shall cover
classification standards, classification levels, classification
authority, classification categories, duration of classification,
identification and markings, classification prohibitions and
limitations, sanctions, classification challenges, security
classification guides, and information sharing." 32 C.F.R. §
2001.71(c)(3) also directs that "Original classification
authorities who do not receive such mandatory training at least
once within a calendar year shall have their classification
authority suspended until such training has taken place."

Derivative Classification Authority

All ODNI personnel are authorized to apply
derivative classification provided they have a valid need-to-know,
signed a non-disclosure agreement, and received proper training
regarding their responsibilities. Derivative classifiers must
receive training on the proper application principles of E.O. 13526
prior to derivatively classifying information and at least once
every two years thereafter. Information may be derivatively
classified from a source document or documents, or by using a
classification guide.

Classification Challenges

IC marking challenge procedures are detailed
in Attachment 1 to ODNI National Counterintelligence Executive
memorandum, Subject: DNI Guidance for Intelligence Community
Marking Challenge Procedures, NCIX 260-11 (January 18, 2012).
Authorized holders of information (including authorized holders
outside the classifying organization) who, in good faith, believe
that its classification status is improper, are encouraged and
expected to challenge the classification status of information.

Appendix D: Acronyms

AISC Agency Information Security Course
(CIA)

C.F.R. Code of Federal Regulations

CIA Central Intelligence Agency

CMO Chief Management Officer

CY Calendar Year (January 1 through December
31)

DIA Defense Intelligence Agency

DNI Director of National Intelligence

DOD Department of Defense

E.O. Executive Order

EOD Entry on Duty

FCGR Fundamental Classification Guidance
Review

FY Fiscal Year (October 1 through September
30)

GS General Schedule

HCS HUMINT Control System

HCS-O HUMINT Control System - Operations

HCS-P HUMINT Control System - Product

HR Human Resources

HUMINT human intelligence (contraction)

IC Intelligence Community

IC CIO Intelligence Community Chief
Information Officer

ICD Intelligence Community Directive

IC IG Intelligence Community Inspector
General

ICPG Intelligence Community Policy
Guidance

IG Inspector General

IMD Information Management Division

ISOO Information Security Oversight
Office

NCIX National Counterintelligence
Executive

NCTC National Counterterrorism Center

NF NOFORN (abbreviation)

NGA National Geospatial-Intelligence
Agency

NOFORN No Foreign Distribution
(contraction)

NRO National Reconnaissance Office

NSA National Security Agency

OCA Original Classification Authority

ODNI Office of the Director of National
Intelligence

OIC CIO Office of the IC Chief Information
Officer

OIG Office of the Inspector General

ONCIX Office of the National
Counterintelligence Executive

ORCON Originator Controlled (contraction)

OUSD(I) Office of the Under Secretary of
Defense for Intelligence

ROCA Reducing Over-Classification Act

SCG Security Classification Guide

SCI Sensitive Compartmented Information

SF Standard Form

WMD Weapons of Mass Destruction
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Thank you Chairman McCaul, Ranking Member
Thompson, and members of the Committee. I appreciate this
opportunity to be here today to discuss the terrorist threat
against the United States and our efforts to counter it.

As I conclude three years as Director of the
National Counterterrorism Center, I also want to express my deep
appreciation to the Committee for its unflagging support of the men
and women at the National Counterterrorism Center and our
counterterrorism community, as a whole. I am also particularly
pleased to be here today with Secretary of Homeland Security Jeh
Johnson and FBI Director James Comey. DHS and the FBI are two of
our closest partner agencies. Together we are a part of the broader
counterterrorism effort that is more integrated and more
collaborative than ever.

Earlier this summer the 9/11 Commissioners
released their most recent report, and asked national security
leaders to "communicate to the public—in specific terms—what the
threat is, and how it is evolving." Hearings like this provide an
opportunity to continue this dialogue with the public and their
elected representatives.

The Overall Terrorist Threat

In May, the President told the graduating
class of West Point cadets, "For the foreseeable future, the most
direct threat to America at home and abroad remains terrorism." The
9/11 Commissioners agreed, noting in their July report, "the
terrorist threat is evolving, not defeated." From my vantage point
at the National Counterterrorism Center, I would agree. Since we
testified before this committee last year, the terrorist threat has
continued to evolve, becoming more geographically diffuse and
involving a greater diversity of actors.

Overseas, the United States faces an enduring
threat to our interests. We have adopted precautionary measures at
some of our overseas installations. The threat emanates from a
broad geographic area, spanning South Asia, across the Middle East,
and much of North Africa, where terrorist networks have exploited a
lack of governance and lax security.

Here in the United States, last year's attack
against the Boston Marathon highlighted the danger posed by lone
actors and insular groups not directly tied to terrorist
organizations, as well as the difficulty of identifying these types
of plots before they take place. The flow of more than 15,000
foreign fighters to Syria with varying degrees of access to Europe
and the United States heightens our concern, as these individuals
may eventually return to their home countries battle-hardened,
radicalized, and determined to attack us.

In the face of sustained counterterrorism
pressure, core al-Qa'ida has adapted by becoming more decentralized
and is shifting away from large-scale, mass casualty plots like the
attacks of September 11, 2001. Al-Qa'ida has modified its tactics,
encouraging its adherents to adopt simpler attacks that do not
require the same degree of resources, training, and planning.

Instability in the Levant, Middle East, and
across North Africa has accelerated this decentralization of the
al-Qa'ida movement, which is increasingly influenced by local and
regional factors and conditions. This diffusion has also led to the
emergence of new power centers and an increase in threats by
networks of like-minded violent extremists with allegiances to
multiple groups. Ultimately, this less centralized network poses a
more diverse and geographically dispersed threat and is likely to
result in increased low-level attacks against U.S. and European
interests overseas.

Today, I will begin by examining the
terrorist threats to the homeland and then outline the threat to
U.S. interests overseas, including from the Islamic State in Iraq
and the Levant (ISIL). I will then focus the remainder of my
remarks on some of NCTC's efforts to address this complicated
threat picture.

Threat to the Homeland

Starting with the homeland, terrorist groups
continue to target Western aviation. In early July, the United
States and United Kingdom implemented enhanced security measures at
airports with direct flights to the United States, which included
new rules aimed at screening personal electronic devices. This past
winter, we implemented additional security measures for commercial
aviation to address threats to the Sochi Olympics. Although
unrelated, taken together these two instances reflect the fact that
terrorist groups continue to see commercial aviation as a desirable
symbolic target,

Al-Qa'ida in the Arabian Peninsula (AQAP)
remains the al-Qa'ida affiliate most likely to attempt
transnational attacks against the United States. The group's
repeated efforts to conceal explosive devices to destroy aircraft
demonstrate its longstanding interest in targeting Western
aviation. Its three attempted attacks demonstrate the group's
continued pursuit of high-profile attacks against the West, its
awareness of security procedures, and its efforts to adapt.

Despite AQAP's ambitions, homegrown violent
extremists (HVEs) remain the most likely immediate threat to the
homeland. The overall level of HVE activity has been consistent
over the past several years: a handful of uncoordinated and
unsophisticated plots emanating from a pool of up to a few hundred
individuals. Lone actors or insular groups who act autonomously
pose the most serious HVE threat, and we assess HVEs will likely
continue gravitating to simpler plots that do not require advanced
skills, outside training, or communications with others.

The Boston Marathon bombing underscores the
threat from HVEs who are motivated to act violently by themselves
or in small groups. In the months prior to the attack, the Boston
Marathon bombers exhibited few behaviors that law enforcement and
intelligence officers traditionally use to detect readiness to
commit violence. The perceived success of previous lone offender
attacks — combined with al-Qa'ida's and AQAP's propaganda promoting
individual acts of terrorism — is raising the profile of this
tactic.

HVEs make use of an online environment that
is dynamic, evolving, and self-sustaining. This online environment
is likely to play a critical role in the foreseeable future in
radicalizing and mobilizing HVEs towards violence. Despite the
removal of important terrorist leaders during the last several
years, the online outlets continue to reinforce a violent extremist
identity, highlight grievances, and provide HVEs the means to
connect with terrorist groups overseas.

This boundless virtual environment, combined
with terrorists' increasingly sophisticated use of social media,
makes it increasingly difficult to protect our youth from
propaganda. ISIL's online media presence has become increasingly
sophisticated, disseminating timely, high-quality media content
across multiple platforms.

The Islamic State of Iraq and the Levant
(ISIL)

ISIL is a terrorist organization that has
exploited the conflict in Syria and sectarian tensions in Iraq to
entrench itself in both countries. The group's strength, which we
estimate may include more than 30,000 members as well as its
expansionary agenda pose an increasing threat to our regional
allies and to U.S. facilities and personnel in both the Middle East
and the West.

ISIL's goal is to solidify and expand its
control of territory and govern by implementing its violent
interpretation of sharia law. The group aspires to overthrow
governments in the region, govern all the territory that the early
Muslim caliphs controlled, and expand. ISIL's claim to have
re-established the caliphate reflects the group's desire to lead
violent extremists around the world.

ISIL exploited the conflict and chaos in
Syria to expand its operations across the border. The group, with
al-Qaida's approval, established the al-Nusrah Front in late 2011
as a cover for its Syria-based activities but in April 2013,
unilaterally declared its presence in Syria under the ISIL name.
ISIL accelerated its efforts to overthrow the Iraqi government,
seizing control of Fallujah this past January. The group expanded
from its safe haven in Syria and across the border into northern
Iraq, killing thousands of Iraqi Muslims on its way to seizing
Mosul this June.

Along the way, ISIL aggressively recruited
new adherents. In Syria, some joined ISIL to escape Assad's brutal
treatment and oppression of the Syrian people. Others in Iraq
joined out of frustration, marginalized by their own government.
But many joined out of intimidation and fear, forced to choose
either obedience to ISIL or a violent death.

The withdrawal of Iraqi Security Forces
during those initial military engagements has left ISIL with large
swaths of ungoverned territory. The group has established
sanctuaries in Syria and Iraq from where it plans, trains, and
plots terrorist acts with little interference. We assess ISIL's
strength has increased and reflects stronger recruitment this
summer following battlefield successes, the declaration of a
caliphate, and additional intelligence. ISIL's freedom of movement
over the Iraq-Syria border enables the group to easily move members
between Iraq and Syria, which can rapidly change the number of
fighters in either country. ISIL is also drawing some recruits from
the more than 15,000 foreign fighters who have traveled to
Syria.

ISIL's recent victories have provided the
group with a wide array of weapons, equipment, and other resources.
Battlefield successes also have given ISIL an extensive war chest,
which as of early this month probably includes around $1 million
per day in revenues from black-market oil sales, smuggling,
robberies, looting, extortion, and ransom payments for hostages.
While ISIL receives some funding from outside donors, this pales in
comparison to its self-funding through criminal and terrorist
activities.

ISIL has sought to question the legitimacy of
Ayman al-Zawahiri's succession of Usama bin Ladin. While al-Qa'ida
core remains the ideological leader of the global terrorist
movement, its primacy is being challenged by the rise of ISIL whose
territorial gains, increasing access to a large pool of foreign
fighters, and brutal tactics are garnering significantly greater
media attention. We continue to monitor signs of fracturing within
al-Qa'ida's recognized affiliates.

ISIL's safe haven in Syria and Iraq and the
group's access to resources pose an immediate and direct threat to
U.S. personnel and facilities in the region. This includes our
embassy in Baghdad and our consulate in Erbil—and, of course, it
includes the Americans held hostage by ISIL.

But ISIL's threat extends beyond the region,
to the West. This January, ISIL's leader publicly threatened
"direct confrontation" with the U.S., and has repeatedly taunted
Americans, most recently through the execution of two American
journalists who were reporting on the plight of the Syrian people,
and one British aid worker. In Europe, the May 2014 shooting in
Brussels by an ISIL-trained French national and the separate,
earlier arrest of an ISIL-connected individual in France who
possessed several explosive are two examples that demonstrate this
threat, and the overall threat posed by returning foreign
fighters.

In the United States, the FBI has arrested
more than half a dozen individuals seeking to travel from the U.S.
to Syria to join the fighting there, possibly with ISIL. We remain
mindful of the possibility that an ISIL-sympathizer could conduct a
limited, self-directed attack here at home with no warning.

Al-Qa'ida Core and
Afghanistan/Pakistan-based Groups

Turning to core al-Qa'ida and
Afghanistan/Pakistan-based groups, we anticipate that despite core
al-Qa'ida's diminished leadership cadre, remaining members will
continue to pose a threat to Western interests in South Asia and
would attempt to strike the homeland should an opportunity arise.
Al-Qa'ida leader Ayman al-Zawahiri's public efforts to promote
individual acts of violence in the West have increased, as the
Pakistan-based group's own capabilities have diminished.

Despite ISIL's challenge, Zawahiri remains
the recognized leader of the global jihadist movement among
al-Qa'ida affiliates and allies, and the groups continue to defer
to his guidance on critical issues. Since the start of the Arab
unrest in North Africa and the Middle East, Zawahiri and other
members of the group's leadership have directed their focus there,
encouraging cadre and associates to support and take advantage of
the unrest.

Al-Qa'ida in the Indian Subcontinent.
This month, al-Qa'ida announced the establishment of its newest
affiliate, al-Qa'ida in the Indian Subcontinent (AQIS). Al-Qa'ida
used social media and online web forums to make known the existence
of AQIS, which al-Qa'ida said it has worked for more than two years
to create. We assess the creation of AQIS is not a reaction to
al-Qa'ida's split with ISIL, though the timing of the announcement
may be used to bolster al-Qa'ida's standing in the global jihad
movement. AQIS, which is led by Sheikh Asim Umer, has stated
objectives that include violence against the U.S., establishing
Islamic law in South Asia, ending occupation of Muslim lands, and
defending Afghanistan under Mullah Omar's leadership. AQIS on 11
September publicly claimed responsibility for a thwarted September
attack on a Pakistani Naval vessel at the Karachi Naval Dockyard.
The group had planned to use the attack to target a U.S. Navy ship.
AQIS also claimed responsibility for the killing of a senior
Pakistani Inter-Services Intelligence officer earlier this
month.

South Asia-Based Militants. Pakistani
and Afghan militant groups—including Tehrik-e Taliban Pakistan
(TTP), the Haqqani Network, and Lashkar-e Tayyiba (LT)—continue to
pose a direct threat to U.S. interests and our allies in the
region, where these groups probably will remain focused. We
continue to watch for indicators that any of these groups,
networks, or individuals are actively pursuing or have decided to
incorporate operations outside of South Asia as a strategy to
achieve their objectives.

TTP remains a significant threat in Pakistan
despite the ongoing Pakistan military operations in North
Waziristan and leadership changes during the past year. Its claim
of responsibility for the June attack on the Jinnah International
Airport in Karachi that killed about 30 people underscores the
threat the group poses inside the country.

The Haqqani network is one of the most
capable and lethal terrorist groups in Afghanistan and poses a
serious threat to the stability of the Afghan state as we approach
2014 and beyond. Last month, the Department of State listed four
high-ranking Haqqani members— Aziz Haqqani, Khalil Haqqani, Yahya
Haqqani, and Qari Abdul Rauf—on the "Rewards for Justice"
most-wanted list for their involvement in terrorist attacks in
Afghanistan and ties to al-Qa'ida. The Haqqanis have conducted
numerous high-profile attacks against U.S., NATO, Afghan
Government, and other allied nation targets. In October 2013,
Afghan security forces intercepted a truck bomb deployed by the
Haqqanis against Forward Operating Base Goode in the Paktiya
Province. The device, which did not detonate, contained some 61,500
pounds of explosives and constitutes the largest truck bomb ever
recovered in Afghanistan.

Lashkar-e-Tayyiba (LT) remains focused
on its regional goals in South Asia. The group is against improving
relations between India and Pakistan, and its leaders consistently
speak out against India and the United States, accusing both
countries of trying to destabilize Pakistan. LT has attacked
Western interests in South Asia in pursuit of its regional
objectives, as demonstrated by the targeting of hotels frequented
by Westerners during the Mumbai attacks in 2008. LT leaders almost
certainly recognize that an attack on the U.S. would result in
intense international backlash against Pakistan and endanger the
group's safe haven there. However, LT also provides training to
Pakistani and Western militants, some of whom could plot terrorist
attacks in the West without direction from LT leadership.

Al-Qa'ida Affiliates

AQAP. Al-Qa'ida in the Arabian
Peninsula (AQAP) remains the affiliate most likely to attempt
transnational attacks against the United States. AQAP's three
attempted attacks against the United States to date—the airliner
plot of December 2009, an attempted attack against U.S.-bound cargo
planes in October 2010, and an airliner plot in May
2012—demonstrate the group's continued pursuit of high-profile
attacks against the United States. In a propaganda video released
in March, the group's leader threatened the U.S. in a speech to
recruits in Yemen, highlighting AQAP's persistent interest in
targeting the United States.

AQAP also presents a high threat to U.S.
personnel and facilities in Yemen and Saudi Arabia. In response to
credible al-Qa'ida threat reporting in August 2013, the State
Department issued a global travel alert and closed U.S. embassies
in the Middle East and North Africa as part of an effort to take
precautionary steps against such threats. We assess that we at
least temporarily delayed this particular plot, but we continue to
track closely the status of AQAP plotting against our facilities
and personnel in Yemen. AQAP continues to kidnap Westerners in
Yemen and carry out numerous small-scale attacks and large-scale
operations against Yemeni government targets, demonstrating the
range of the group's capabilities. In addition, this past July AQAP
launched its first successful attack in Saudi Arabia since 2009,
underscoring the group's continued focus on operations in the
Kingdom.

Finally, AQAP continues its efforts to
radicalize and mobilize to violence individuals outside Yemen
through the publication of its English-language magazine Inspire.
Following the Boston Marathon bombings, AQAP released a special
edition of the magazine claiming that accused bombers Tamarlan and
Dzhokhar Tsarnaev were "inspired by Inspire,' highlighting the
attack's simple, repeatable nature, and tying it to alleged U.S.
oppression of Muslims worldwide. The most recent Inspire issue in
March—AQAP's twelfth—continued to encourage "lone offender" attacks
in the West, naming specific targets in the United States, United
Kingdom, and France and providing instructions on how to construct
a vehicle-borne improvised explosive device.

Al Nusrah Front. Al-Nusrah Front has
mounted suicide, explosive, and firearms attacks against regime and
security targets across the country; it has also sought to provide
limited public services and governance to the local population in
areas under its control. Several Westerners have joined al-Nusrah
Front, including a few who have perished in suicide operations,
raising concerns capable individuals with extremist contacts and
battlefield experience could return to their home countries to
commit violence. In April 2013, Al-Nusrah Front's leader, Abu
Muhammad al-Jawlani, pledged allegiance to al-Qa'ida leader Ayman
al-Zawahiri, publicly affirming the group's ties to core al-Qa'ida.
Al-Zawahiri named the group al-Qaida's recognized affiliate in the
region later last year, ordering ISIL to return to Iraq.

Al-Shabaab. Al-Shabaab and its foreign
fighter cadre are a potential threat to the U.S. homeland, as some
al-Shabaab leaders have publicly called for transnational attacks
and the group has attracted dozens of U.S. persons—mostly ethnic
Somalis—who have traveled to Somalia since 2006. A recent U.S.
military airstrike killed al-Shabaab's leader, Ahmed Abdi. This
removes a capable leader of the group, but also raises the
possibility of potential retaliatory attacks against our personnel
and facilities in East Africa.

Al-Shabaab is mainly focused on undermining
the Somali Federal Government and combating African Mission in
Somalia (AMISOM) and regional military forces operating in Somalia.
While al-Shabaab's mid-September 2013 attack on the Westgate mall
in Kenya demonstrated that the group continues to plot against
regional and Western targets across East Africa, as part of its
campaign to remove foreign forces aiding the Somali Government.

AQIM and regional allies. Al-Qa'ida in
the Lands of the Islamic Maghreb (AQIM) and its allies remain
focused on local and regional attack plotting, including targeting
Western interests. The groups have shown minimal interest in
targeting the U.S. homeland.

In Mali, the French-led military intervention
has pushed AQIM and its allies from the cities that they once
controlled, but the groups maintain safe haven in the less
populated areas of northern Mali from which they are able to plan
and launch attacks against French and allied forces in the region.
Elsewhere, AQIM is taking advantage of permissive operating
environments across much of North Africa to broaden its reach. We
are concerned that AQIM may be collaborating with local violent
extremists, including Ansar al-Sharia groups in Libya and
Tunisia.

In August of last year, two highly capable
AQIM offshoots, Mokhtar Belmokhtar's al-Mulathamun battalion and
Tawhid Wal Jihad in West Africa, merged to form the new violent
extremist group—al-Murabitun—which will almost certainly seek to
conduct additional high profile attacks against Western interests
across the region. Belmokhtar—the group's external operations
commander—played a leading role in attacks against Western
interests in Northwest Africa in 2013, with his January attack on
an oil facility in In-Amenas, Algeria and double suicide bombings
in Niger in May. Early this year, Belmokhtar relocated from Mali to
Libya to escape counterterrorism pressure, and probably to
collaborate with Ansar al-Sharia (AAS) and other violent extremist
elements in the country to advance his operational goals.

Boko Haram. While Boko Haram is not an
official al-Qa'ida affiliate, the group is waging unprecedented
violence in northeast Nigeria this year and is expanding its reach
into other parts of Nigeria and neighboring states to implement its
harsh version of sharia law and suppress the Nigerian Government
and regional CT pressure. Since late 2012, Boko Haram and its
splinter faction Ansaru have claimed responsibility for five
kidnappings of Westerners, raising their international profile and
highlighting the threat they pose to Western and regional
interests, although Ansaru has not claimed an operation since
February 2013. Boko Haram has kidnapped scores of additional
Nigerians in northeast Nigeria since the kidnapping of 276 school
girls from Chibok, Nigeria in April 2014.

Threat from Shia Groups

Iran and Hizballah remain committed to
defending the Assad regime, including sending billions of dollars
in military and economic aid, training pro-regime and Shia
militants, and deploying their own personnel into the country. Iran
and Hizballah view the Assad regime as a key partner in an "axis of
resistance" against Israel and the West and are prepared to take
major risks to preserve the regime as well as their critical
transshipment routes.

Lebanese Hizballah. In May of last
year, Hizballah publicly admitted that it is fighting for the
Syrian regime and its chief, Hasan Nasrallah, framed the war as an
act of self-defense against Western-backed Sunni violent
extremists. Hizballah continues sending capable fighters for
pro-regime operations and support for a pro-regime militia.
Additionally, Iran and Hizballah are leveraging allied Iraqi Shi'a
militant and terrorist groups to participate in counter-opposition
operations. This active support to the Assad regime is driving
increased Sunni violent extremist attacks and sectarian unrest in
Lebanon.

Beyond its role in Syria, Lebanese Hizballah
remains committed to conducting terrorist activities worldwide and
we remain concerned the group's activities could either endanger or
target U.S. and other Western interests. The group has engaged in
an aggressive terrorist campaign in recent years and continues
attack planning abroad. In April 2014, two Hizballah operatives
were arrested in Thailand and one admitted that they were there to
carry out a bomb attack against Israeli tourists, underscoring the
threat to civilian centers.

Iranian Threat. In addition to its
role in Syria, Iran remains the foremost state sponsor of
terrorism, and works through the Islamic Revolutionary Guard
Corps-Qods Force and Ministry of Intelligence and Security to
support groups that target U.S. and Israeli interests globally. In
March, Israel interdicted a maritime vessel that departed Iran and
was carrying munitions judged to be intended for Gaza-based
Palestinian militants. Iran, largely through Qods Force Commander
Soleimani, has also provided support to Shia militias and the Iraqi
government to combat ISIL in Iraq.

Iran continues to be willing to conduct
terrorist operations against its adversaries. This is demonstrated
by Iran's links to terrorist operations in Azerbaijan, Georgia,
India, and Thailand in 2012. Iran also continues to provide lethal
aid and support the planning and execution of terrorist acts by
other groups, in particular Lebanese Hizballah.

NCTC's Missions and Initiatives

NCTC serves as the primary U.S. government
organization for analyzing and integrating all terrorism
information. Now in our 10th year of service, we are guided by our
mission statement: "Lead our nation's effort to combat terrorism at
home and abroad by analyzing the threat, sharing that information
with our partners, and integrating all instruments of national
power to ensure unity of effort."

Intelligence Integration and Analysis.
NCTC has a unique responsibility for the U.S. government to examine
all international terrorism issues, spanning geographic boundaries
to identify and analyze threat information, regardless of whether
it is collected inside or outside the United States.

Leading the Intelligence Community's
Terrorism Warning Program. NCTC chairs the Interagency
Intelligence Committee on Terrorism (IICT), which is the IC's
terrorism warning body. The IICT - which is comprised of the CIA,
DHS, DIA, FBI, NCTC, NGA, NSA, and DOS - is responsible for the
publication of products that warn of threats against U.S.
personnel, facilities, or interests. The IICT serves several
thousand customers, from senior policymakers, to deployed military
forces and state and local law enforcement entities.

Watchlisting and TIDE. As you know,
this committee and the Congress charged NCTC with maintaining the
U.S. government's central and shared knowledge bank of known and
suspected international terrorists (or KSTs), their contacts, and
their support networks. To manage this workload, NCTC developed a
database called TIDE - the Terrorist Identities Datamart
Environment. Through TIDE, NCTC advances the most complete and
accurate information picture to our partners in support of
terrorism identities analysis, travel screening, and watchlisting
activities.

The Kingfisher Expansion visa
counterterrorism screening process for U.S. visa applicants
successfully launched in June 2013 and provides a secure on-line
vetting platform for FBI, DHS, and the Terrorism Screening Center
to participate in the review of applicants. This process allows for
a more comprehensive and coordinated response back to the State
Department. To date, this program has conducted the review of more
than 11 million visa applications.

In addition, in the last year, NCTC—in
coordination with DHS—deployed the Kingfisher Expansion Electronic
System for Travel Authorization (ESTA) program. NCTC has been
providing screening support on ESTA applicants since 2010, however,
the new interface provides NCTC analysts with a streamlined method
of performing identity resolution on potential matches and provides
a means for matches to be automatically populated into DHS'
National Targeting Center—Passenger's ESTA Hotlist.

Situational Awareness and Support to
Counterterrorism Partners. NCTC—via the NCTC Operations Center
and Joint Counterterrorism Assessment Team (JCAT)—is engaged
24/7/365 as the eyes and ears of the U.S. government's global
counterterrorism situational awareness effort. The Operations
Center uses unique accesses and works with collocated assets,
personnel, and resources from across the Intelligence Community to
identify, track and share key threat reporting streams and
information with appropriate audiences in a timely fashion at a
variety of classification levels.

JCAT complements the Operations Center's
situational awareness efforts by building collaborative ties and
enhancing information flow with our federal, state, tribal, and
local partners through a variety of specialized downgraded products
that can be shared across a much wider audience. Most recently,
NCTC developed a new unclassified magazine, Alliance, which
features counterterrorism articles from FBI, DHS, and NCTC, and
serves our state, local, and tribal customers.

Strategic Operational Planning. NCTC
is charged with conducting strategic operational planning for
counterterrorism activities, integrating all instruments of
national power, including diplomatic, financial, military,
intelligence, homeland security, and law enforcement activities. In
this role, NCTC looks beyond individual department and agency
missions toward the development of a single unified
counterterrorism effort across the federal government.

NCTC develops interagency counterterrorism
plans to help translate high level strategies and policy direction
into coordinated department and agency activities to advance the
President's objectives, for example in confronting ISIL and
al-Qa'ida. These plans address a variety of counterterrorism goals,
including regional issues, the use of weapons of mass destruction
by terrorists, and countering violent extremism. Additionally,
working with our colleagues from DHS, FBI, and other agencies, NCTC
engages with domestic and international partners on initiatives to
improve resiliency, engage communities on countering violent
extremism, and enhance response plans and capabilities in the face
of evolving terrorist threats.

Addressing the Threat from Syria Foreign
Fighters

NCTC draws on these capabilities and
initiatives to address the threat posed by Syrian foreign fighters.
The United States, the European Union— including the United
Kingdom, France, and other member states — and the broader
international community have increasingly expressed concerns about
the greater than 15,000 foreign fighters who could potentially
return to their home countries to participate in or support
terrorist attacks. The UK's Home Secretary announced the terrorist
threat level in the United Kingdom had been raised to severe,
explaining, "The increase in threat level is related to
developments in Syria and Iraq where terrorist groups are planning
attacks against the West. Some of those plots are likely to involve
foreign fighters who have traveled there from the UK and Europe to
take part in those conflicts." This past week, Australia also
raised its threat level from medium to high.

Syria remains the preeminent location for
independent or al-Qa'ida-aligned groups to recruit, train, and
equip a growing number of violent extremists, some of whom we
assess may seek to conduct external attacks. The rate of travelers
into Syria exceeds the rate of travelers who went into
Afghanistan/Pakistan, Iraq, Yemen, or Somalia at any point in the
last ten years.

European governments estimate that more than
2,000 westerners have traveled to join the fight against the Assad
regime, which include more than 500 from Great Britain, 700 from
France, and 400 from Germany. Additionally, more than 100 U.S.
persons from a variety of backgrounds and locations in the United
States have traveled or attempted to travel to Syria.

NCTC, FBI, and DHS are part of a broader U.S.
government and international effort to resolve the identities of
potential violent extremists and identify potential threats
emanating from Syria. Central to this effort is TIDE, which is much
more than a screening database - it is an analytic database. It
feeds the unclassified screening database so that DHS, the State
Department, and other agencies have access to timely and accurate
information about known and suspected terrorists. Initiatives such
as Kingfisher aid in this screening process. As disparate pieces of
information about KSTs are received, trained analysts create new
records in TIDE, most often as the result of a nomination by a
partner agency. The records are updated—or "enhanced"—regularly as
new, related information is included and dated or as unnecessary
information is removed. In all cases, there are several layers of
review before a nomination is accepted into the system. In the case
of U.S. persons, there are at least three layers of review,
including a legal review, to ensure the derogatory information is
sufficient and meets appropriate standards.

To better manage and update the identities of
individuals who have travelled overseas to engage in violence in
Syria and Iraq, we've created a special threat case in TIDE. This
is a special feature in the TIDE system which allows us to focus
efforts on smaller groups of individuals. A threat case links all
known actors, and their personal information, involved in a
particular threat stream or case and makes that information
available to the intelligence, screening, and law enforcement
communities.

NCTC's management of this unique
consolidation of terrorist identities has created a valuable forum
for identifying and sharing information about Syrian foreign
fighters—including ISIL—with community partners. It has better
integrated the community's efforts to identify, enhance, and
expedite the nomination of Syrian foreign fighter records to the
Terrorist Screening Database for placement in U.S. government
screening systems.

Counterterrorism efforts focused on law
enforcement disruptions are critical to mitigating threats. We also
recognize that government alone cannot solve this problem and
interdicting or arresting terrorists is not the full solution.
Well-informed and well-equipped families, communities, and local
institutions represent the best long-term defense against violent
extremism.

To this end, we continue to refine and expand
the preventive side of counterterrorism. Working with DHS, in the
last year NCTC revamped the Community Awareness Briefing (CAB), a
key tool we use to convey information to local communities and
authorities on the terrorist recruitment threat. The CAB now also
includes information on the recruitment efforts of violent
extremist groups based in Syria and Iraq. Additionally, this year
NCTC and DHS developed and implemented a new program - the
Community Resilience Exercise program, designed to improve
communication between law enforcement and communities and to share
ideas on how to counter violent extremism.

Conclusion

Confronting these threats and working with
resolve to prevent another terrorist attack remains the
counterterrorism community's overriding mission. This year, NCTC
celebrates its 10th year in service to the nation, and we remain
focused on continuing to enhance our ability to counter the
terrorist threat in the years ahead.

Chairman McCaul, Ranking Member Thompson, and
members of the Committee, thank you for the opportunity to testify
before you this morning. I look forward to answering your
questions.

* * * * * * * * * * * *
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Thank you Chairman Carper, Ranking Member
Coburn, and members of the Committee for the opportunity to testify
here today so that we might discuss the terrorist threat to the
United States, as well as our efforts to counter it.

NCTC Director Olsen and I don't often testify
in open hearings, and so we see today as an important opportunity
to share our understanding of an evolving, dynamic terrorist threat
with the Committee and with the American public.

Indeed, earlier this summer the 9/11
Commissioners challenged national security leaders to communicate
more regularly with the American public, and we hope to do just
that.

Framing the Threat

As I begin this morning, I'd like to frame
this evolving threat in broad terms that are generally applicable
across the threat landscape.

The threat from terrorist groups is
geographically diffuse, from a diverse array of actors, and it is
proving to be both resilient and adaptive to our counterterrorism
pressures.

The global jihadist movement continues to
increasingly decentralize, both in terms of geography and command
and control.

Geographically, it is no longer generally
confined to the Afghanistan/Pakistan region; it now covers a broad
swath of territory from the Indian Subcontinent, across the Middle
East and the Levant, and throughout northern Africa.

Of greatest concern are those terrorist
groups, such as the Islamic State of Iraq and the Levant—or
ISIL—that have taken a foothold in areas where governments have
been unable to govern and where lax security has allowed these
groups to coalesce, train, and plot.

In terms of command and control, here too we
see decentralization, with the amir of an al-Qa'ida affiliate,
Al-Qa'ida in the Arabian Peninsula, now serving as deputy to
al-Qa'ida leader Ayman al-Zawahiri.

Additionally, al Qa'ida core is encouraging
groups and individuals to act independently in support of the
global movement.

There is no longer an expectation that
regional affiliates will discuss their operational plans with
al-Qa'ida's senior leadership prior to execution.

This diffusion has led to an increase in
threats by networks of like-minded violent extremists with
allegiances to multiple groups.

This evolution is the result of an adaptive
enemy.

Our counterterrorism operations continue to
degrade al-Qa'ida core's ability to lead the global terrorist
movement and to plan sophisticated attacks.

As a result of leaks and disclosures,
including those attributable to Edward Snowden, terrorists now
understand the scope and scale of western collection capabilities
and they are changing the way they communicate, adopting encryption
technologies, shifting accounts, or avoiding electronic
communication altogether—all of which frustrate our
counterterrorism efforts.

In short, we cannot connect the dots if we
cannot collect the dots that matter most.

Mr. Chairman, I'd like to focus on three
specific areas for the remainder of my time—the threat from ISIL,
the threat from AQAP, and the threat from Homegrown Violent
Extremists.

Islamic State of Iraq and the Levant
(ISIL)

The greatest threat to the United States and
its interests from ISIL is inside Iraq, which combined with Syria,
constitutes the group's power center. As we move further from that
base of strength, ISIL's ability to develop and execute a
significant, sophisticated attack diminishes. This is not to say it
doesn't pose a threat outside the region.

Indeed, the arrest in France of an individual
and the subsequent discovery of explosive devices in his
possession, as well as the killing of four individuals at a Jewish
museum in Belgium provides clear evidence of ISIL's ambition to
operate outside the Middle East.

Both of the responsible individuals—who are
in custody—reportedly fought alongside ISIL elements. However,
these examples also demonstrate that ISIL's ability to carry out
complex, significant attacks in the West is currently limited. Left
unchecked, that capability is likely to grow and present a more
direct threat to the Homeland.

With over 2,000 westerners now believed to be
fighting in Syria and Iraq, we assess that the threat to Europe is
more immediate. Nevertheless, the United States is not immune.

Over 100 U.S. persons from a variety of
backgrounds and from across the country have traveled or attempted
to travel to the region, including some who have looked to engage
with ISIL. Most of these individuals are believed to have western
travel documentation that would ease their re-entry, which is why
identifying them is a top priority for the United States and its
allies.

This is why it is so important that the
international community challenge ISIL's regional ambitions now and
work together over time to defeat ISIL. Left unchecked, ISIL poses
an increasing threat to all governments it considers apostate—not
just to the United States or European nations, but also Middle
Eastern, South Asian, and African nations.

Al Qa'ida in the Arabian Peninsula
(AQAP)

Let me now turn to al-Qa'ida in the Arabian
Peninsula. We continue to assess that AQAP remains the al-Qa'ida
affiliate most likely to attempt transnational attacks against the
United States.

The group's repeated efforts to conceal
explosive devices to destroy aircraft demonstrate its continued
pursuit of high-profile attacks against the West, its awareness of
Western security procedures, and its efforts to adapt.

AQAP also presents a high threat to U.S.
personnel and facilities in Yemen and Saudi Arabia. In August of
2013, the State Department issued a global travel alert and closed
U.S. embassies in the Middle East and North Africa as a
precautionary step against such threats. We assess that we at least
temporarily delayed this plot, but we continue to track closely any
information on AQAP plotting against our personnel and
facilities.

The group continues its efforts to radicalize
and mobilize individuals outside Yemen through its Inspire
magazine. The most recent issue—its twelfth—was released in March
and continued to encourage "lone offender" attacks in the West,
naming specific targets in the United States, United Kingdom, and
France.

Homegrown Violent Extremists (HVEs)

Finally, let me say a few words about
Homegrown Violent Extremists. The boundless online virtual
environment, combined with terrorists' increasingly sophisticated
use of social media, makes it increasingly difficult to protect our
youth from messaging designed to radicalize and motivate to action
homegrown violent extremists.

NCTC is working closely with our partners at
DHS, FBI, and DOJ to inform and equip families, communities, and
local institutions who provide our best defense and ability to
counter the narrative of violent extremism. Despite our efforts,
HVEs remain the most likely immediate threat to the homeland.

We expect the overall level of HVE activity
to remain the same over the course of the next year: We would
expect to see a handful of uncoordinated and mostly unsophisticated
plots emanating from a pool of up to a few hundred individuals.

Last year's Boston Marathon bombing
underscores the threat from HVEs who are motivated, often with
little or no warning, to act violently by themselves or in small
groups. As we have discussed with the Committee in the past, these
lone actors or insular groups who act autonomously are the most
difficult to detect or disrupt.

Mr. Chairman, during your April 30th hearing
you noted that "identifying and deterring terrorist plots by lone
wolves" was "extremely challenging," and I think everyone here
would agree with that assessment.

NCTC Efforts to Identify Foreign
Fighters

Let me take one moment to talk about just one
of our efforts at NCTC to counter the array of threats we face, and
that is through identifying it—by putting a face and a name to that
threat wherever possible. Under the law, NCTC is charged with
maintaining the U.S. government's central and shared knowledge bank
of known and suspected terrorists, as well as their contacts and
support networks.

NCTC's Terrorist Identities Datamart
Environment—or TIDE—is our database of known and suspected
international terrorists, and it helps us ensure that all relevant
information about identified individuals—such as Syrian foreign
fighters—is shared with appropriate intelligence, law enforcement,
and screening agencies.

We are relentless in our efforts to ensure
the data in TIDE is accurately entered, and that our records are as
comprehensive as possible. And we are especially mindful of privacy
and civil liberties concerns, particularly with respect to U.S.
persons.

In the case of U.S. persons, any nomination
goes through at least four layers of review— including a legal
review—to ensure the derogatory information is sufficient and meets
established legal standards.

NCTC's management of this unique
consolidation of terrorist identities has created a valuable forum
for identifying and sharing information with community partners,
and has better integrated our collective efforts to identify,
enhance, and expedite the nomination of Syrian foreign fighters for
placement in U.S. government screening systems.

This work greatly increases the chances that
we will be able to disrupt potential terrorist activity by
individuals seeking to return from Syria.

Closing

Members of the Committee, we face an
evolving, decentralized threat from a diffuse set of actors who are
adapting to our countermeasures. This is why the NCTC and its
partners within the Intelligence Community must continue to adapt
to this threat, within the bounds of our existing resources.

We appreciate this committee's continued
support in these efforts, and I would encourage the members to
visit NCTC to see first-hand the breadth of counterterrorism
efforts in which we are engaged.

Thank you again for the opportunity to share
with you—and the American public—our assessment of the current
terrorist threat, and I look forward to answering your
questions.

* * * * * * * * * * * *
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Chairman Feinstein, Vice Chairman Chambliss,
and distinguished members of the Committee we are very pleased to
appear before you to express the Administration's strong support
for the USA Freedom Act, H.R. 3361, as recently passed by the House
of Representatives. The Deputy Attorney General has provided an
in-depth overview of the USA Freedom Act passed by the House last
month, but I wanted to touch on a few key points in my remarks.

Over the past year, the nation has been
engaged in a robust discussion about how the Intelligence Community
uses its authorities to collect critical foreign intelligence in a
manner that protects privacy and civil liberties. We take great
care to ensure the protection of individual privacy and civil
liberties in the conduct of intelligence activities. Nevertheless,
we have continued to examine ways to increase the confidence of our
fellow citizens that their privacy is being protected while at the
same time providing the Intelligence Community with the authorities
it needs to fulfill its mission and responsibilities.

To that end, we have increased our
transparency efforts, and the Director of National Intelligence has
declassified and released thousands of pages of documents about
intelligence collection programs including court decisions, and a
variety of other documents. We're continuing to do so.

These documents demonstrate the commitment of
all three branches of government to ensuring these programs operate
within the law and apply vigorous protections for personal privacy.
It is important to emphasize that although the information released
by the Director of National Intelligence was properly classified
originally.

The DNI declassified it because the public
interest in declassification outweighed the national security
concerns that originally prompted classification. In addition to
declassifying documents, we've already taken significant steps to
allow the public to understand how we use the authorities in FISA,
now and going forward. For example, we are currently working to
finalize a transparency report that will outline on an annual basis
the total number of orders issued under various FISA authorities
and an estimate of the total number of targets affected by those
orders.

Moreover, we recognize that it's important
for companies to be able to reassure their customers about the
limited number of people targeted by orders requiring the companies
to provide information to the government. And so we support the
provisions of the House bill that allow the companies to report
information about the national security legal demands and law
enforcement legal demands that they receive each year. We believe
that this increased transparency provides the public with relevant
information about the use of these legal authorities, while at the
same time, protecting important collection capabilities.

Making adjustments to our intelligence
activities - and, as appropriate, our authorities -is also part of
this effort. For several years, the government has sought - and the
FISA Court has issued - orders under Section 215 of the USA PATRIOT
Act allowing the bulk collection of metadata about telephone calls.
The President has ordered a transition that will end this bulk
collection in a manner that maintains the tools intelligence
agencies need for national security. We are committed to following
this mandate.

The Intelligence Community believes that the
new framework in the USA Freedom Act preserves the capabilities the
Intelligence Community needs without the government holding this
metadata in bulk. The USA Freedom Act would prohibit all bulk
collection of records pursuant to Section 215, the Pen Register
Trap and Trace provision of FISA, and National Security Letter
statutes going forward. Let me repeat that: The Intelligence
Community understands and will adhere to the Bill's prohibitions on
all bulk collection under these authorities.

Moreover, the USA Freedom Act makes other
important changes by further ensuring that individuals' privacy is
appropriately protected without sacrificing operational
effectiveness. To that end, we support the USA Freedom Act as an
effective means of addressing the concerns that have been raised
about the impact of our intelligence collection activities on
privacy while preserving the authorities we need for national
security.

We urge the Committee to give the House bill
serious consideration, as expeditiously as possible, consistent
with this Committee's deliberations. And we are ready to work with
the Senate to clarify any language in the bill as necessary. We
appreciate this committee's leadership and, particularly your
support over the past year in considering issues related to our
intelligence collection activities, and privacy and civil
liberties.

We also appreciate your support for the men
and women working throughout the Intelligence Community to include
those at NSA who remain dedicated to keeping our nation safe and
protecting our privacy, and who have upheld their oath by
conducting themselves in accordance with our nation's laws.

We look forward to answering your
questions.

* * * * * * * * * * * *
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