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Foreword

The challenges and discontinuities introduced by digital information systems are so diverse that no single analogy can properly capture them. However, one apt description may be contained in the observation that, in some important respects, the leaders of American government respond to the problems of cyber technology the same way Americans and their leaders responded to our Western frontier two hundred years ago.

We are excited by what we already have experienced, and believe that future discoveries and exploitations will have immense and transformative effects. At the same time, we are uncertain and conflicted. What is the shape of this new territory? How should it be governed? Must it be insecure for decades to come? How do we reconcile old values, interests, power relationships, and practices with the frontier’s unfamiliar risks, demands, and ways of doing things?

Like our forbearers, we can only partially comprehend and map the unknown. We do so by relying on reports filtering back from scattered settlements and from explorers who tell us, sometimes inaccurately, where some trails lead. With haphazard information, we try to regulate areas that are at least somewhat settled, attempt occasional forays to maintain a modicum of order in some critical areas, and more or less acquiesce to anarchy in the remainder. Barely able to comprehend what will come, we project our hopes and fears onto our mental maps of the future.

American leaders concerned with national security have a particularly strong imperative to develop these maps, but have a deep difficulty in doing so. For all of our professional lives, we have built our security on a foundation of technological innovation that consistently, sometimes exclusively and usually disproportionately, came from initiatives largely directed by the national security establishment. Furthermore, these developments came (again, with some exceptions) at a pace that we could assimilate and control. Now, though the internet famously evolved from DARPA and the semiconductor industry significantly in response to military and NASA needs, we have all become sorcerers’ apprentices: we have little, and sometimes no, control over technology innovation generally, and information technology in particular.

At this frontier, there is a sense that no claims are exclusive, that the pace and direction of development cannot be bounded or well-predicted, that the settlers recognize no special allegiance to us, and that the bounty they produce may make us more, rather than less, vulnerable. Moreover, developments come with a speed that exceeds the ability of many decision-makers to gain familiarity with new developments, the capabilities of bureaucracies to adapt to them, and legislative efforts to respond to them.

To cope with this, we depend even more than our predecessors on explorers—in this realm, we call them “experts.” The following pages are a select group’s reports from the field. They give us slices of perception about a world we only partly comprehend. But those slices begin to map paths and suggest policies.

Of course, these contributors explore only with their minds, while their nineteenth-century predecessors were exposed to great physical risks and discomforts. But since cyber space is not, by and large, physically accessible, what more could we ask? In fact, it takes immense energy, imaginative planning, and meticulous care to build the kit required for this mental expedition. And it requires no small amount of moral courage to put yourself out there, recommending policy paths based on information that is necessarily incomplete and flawed.

I don’t know if what is in these pages will stand the test of time. I do know, though, that however tentative, the maps provided here are among the best we have and provide a basis for building a better future. For that, we are indebted to these authors and privileged to read these pages.

The Honorable Richard J. Danzig

71st Secretary of the Navy, November 1998–January 2001

 

Introduction

Trey Herr and Richard M. Harrison

Computing is built on an architecture of trust. All of us who use computers trust that we will be able to distinguish data from instructions, and content which is malicious from that which is benign. That foundation also supported the creation of the internet itself; the earliest users of the world wide web were members of an academic network who trusted one another because they were also part of many of the same extended social networks.1 Accordingly, the architecture of cybersecurity is built around technical and policy mechanisms that are designed to create trust in people’s identity, access and the integrity of our systems, and the secrecy of our data.

But while trust is key, it is only equal in importance to what we know. How we understand cybersecurity, categorize it, debate it, and learn about it influences our awareness of shared challenges and practical opportunities. For the policy community, what we know may actually be more important than trust because that information shapes the formation of our laws, rules, and regulations.

In recent years, computer systems at the U.S. Department of Defense (DoD) have been hacked by foreign powers, China has carried out extensive efforts to steal digital information from U.S. companies in what has been called “the greatest transfer of wealth in history,” and the number of commercial enterprises victimized by data breaches has increased exponentially. The array of states and criminal organizations that are working daily to target government agencies, companies, and individuals is a growing challenge to existing policies.

A steady drumbeat of computer attacks and infiltrations has laid low organizations across the public and private sectors. Embarrassed adulterers had their personal lives exposed (the Ashley Madison hack), an online password manager firm was penetrated (the Last Pass hack), 22 million federal government officials and contractors with security clearances were compromised (the Office of Personal Management hack), and a portion of a sovereign country’s critical infrastructure was successfully taken offline (power plant disruption in Ukraine). These are just a small sampling of how people, corporations, and governments can be affected by malicious actors in cyberspace.

As the scale of these threats has grown, so too has the interest of the policy community. Beginning in earnest in the mid-1990s, successive congresses and presidential administrations have sought to provide regulatory frameworks for information assurance and to stake out coherent positions on internet security governance and cyber crime issues, often with middling success and occasionally causing overt harm. Efforts to regulate cryptographic software through the use of export controls, for example, created a burden for researchers and vulnerabilities whose effects we still suffer today.

These export rules also provoked questions about whether the laws of nation-states could be applied to the social fabric of a network of geographically separated computers. These efforts have further clashed with industry groups, researchers, and the cultural milieu of security innovation. “Cyberspace consists of transactions, relationships, and thought itself, arrayed like a standing wave in the web of our communications,” wrote John Perry Barlow in 1996, “Ours is a world that is both everywhere and nowhere.”2 This world and the security culture it engendered have come into conflict—at times direct, at others implicit—with public policy and political institutions.

The internet and computing technology has embedded itself in the way we work, live, and play throughout the world. The presence of these technologies has diminished certain human instincts, and transformed the labor necessary to collect and collate information. At the same time, it has magnified other trends, unleashing a powerful creative instinct seen in everything from parody videos on YouTube to cutting-edge data science. Individual’s ability to connect to one another, to gather information about themselves, and to process it has expanded in nonlinear fashion with rapidity that is without historical parallel.

However, this spreading computational capability and connectivity pose a challenge for public policy. How should we address the key security challenges that these technologies engender while preserving the economic and social benefits that they provide? In the next decade, these challenges will be magnified as the Internet of Things (IoT) begins to spread connectivity to devices that were never designed for secure use online, thereby exponentially expanding the number of possible targets for new attacks. Growing, too, are the capabilities of potential adversary states, against whose activities the U.S. government must prioritize the defense of cyberspace—and whose intentions necessitate the formulation of a comprehensive strategy to protect critical national infrastructure and adapt to information as both means and medium of conflict.

Crafting Understanding

The security of the internet and computer systems sits at the intersection of technology and policy. The ability of law enforcement to pursue malicious hackers across borders is predicated upon complex international legal agreements, while the technical failures to protect vulnerable entities (from a Hollywood movie studio to financial institutions on Wall Street) can reverberate across both domestic and international politics. Some of the most important issues confronting policymakers in this arena still lie ahead. It is impossible to reduce interconnectivity or society’s reliance on computing, so it is imperative that we work to better understand this next set of challenges.

Unfortunately, the policymaking community has struggled to keep pace with the depth and diversity of issues, both technical and political, which span the field of cybersecurity. According to a recent Congressional Research Service report, “despite many recommendations made over the past decade, most major legislative provisions relating to cybersecurity had been enacted prior to 2002.”3 Over the course of 2014 and 2015, there were six separate bills related to cybersecurity that were signed into law by the president, but none were transformative in nature or took major steps to address security issues relating to individual users, internet security, military operations, or crime. For example, the debate over information sharing in Congress, which finally ended with a tenuous embrace of liability reforms for private companies that share information with the government, has taken more than eight years and a tremendous expenditure of energy to materialize.

The reasons for the lack of progress, from a public policy perspective, are myriad. Not even the basic nomenclature has been agreed upon. Cybersecurity is an often abused and much misused term that was originally intended to cover security-related issues associated with “cyberspace,” a phrase coined by author William Gibson in the short story “Burning Chrome.”4 It has become the buzzword for a staggeringly diverse array of topics, frustrating for practitioners and interested citizens alike.5 It encompasses a complicated set of policy issues, most of which are motivated not by fantastic technology but by the uncertain integration of internet-enabled activities and actors into existing laws and policies.

Structure of the Book

The complexity of cybersecurity, in other words, comes less from the devices we use than from the people behind them. This book aims to provide a deep understanding of these issues by identifying four interrelated topic clusters, each organized into a separate section, which together address the complexity of cybersecurity policy.

The chapters that follow are intended to play three roles. For those new to these topics, they are intended as a guide to a complex space. In these pages, the authors attempt to explain the critical features of cyberspace and to simplify its essential components, in a sort of primer on many of the key policy issues covered under the expansive umbrella of cybersecurity. For the initiated generalist, sections I to IV provide relevant details, both technical and policy related, as well as references for further reading. For the policymaker and harried staffer, meanwhile, this book should serve as a resource for informed work in crafting public policy. Each of its sixteen different chapters articulates specific policy recommendations—from securing cars and trucks against remote attack to improving the laws that enable the United States to carry out influence operations against the Islamic State and other terrorist groups. Taken together, they constitute an agenda for the first 100 days of the 45th Presidency, and for the 115th Congress.

This book also seeks to highlight new voices with valuable ideas. The authors presented here constitute an intellectual cross-section of cybersecurity. They are lawyers, veterans, members of industry, and academics. They represent universities from across the country, including Stanford, Harvard, and the U.S. Military Academy. They come from policy centers such as the Atlantic Council, the RAND Corporation, the Berkman Center, and New America. They serve in policy positions in both state and federal governments, and have served in the U.S. Army, Air Force, and Navy. Each contributor has been asked to tackle a topic on the frontier of the cybersecurity policy debate. In each chapter, they explain a pressing challenge and highlight potential policy recommendations. Some of these are fresh takes on long debated proposals, such as liability for software vendors and the problem of cyber insurance. Many others address issues on the cutting edge of policy, such as government’s purchase of software vulnerabilities and the question of how best to secure automobiles. The four sections of this book include:

Section I—Securing Data, Devices, and Networks

How do you secure the software and hardware that make up a network, be it an enterprise e-mail system or a power plant? This is the principal question addressed in this section, and a major focus of most cybersecurity professionals in the technical community. The work can be tedious and uncertain; for example, reverse engineering the latest strain of malware. Or it can be simple and repetitive, like making sure users in a system change their passwords every three months. Information assurance includes writing secure software, deploying it safely, and managing it to minimize the risk of compromise. The key principles are Confidentiality (that the information on a computer remains secret), Integrity (that data or a computer system remain accurate and complete), and Availability (that the computer system is ready and able to function when needed).6

When the computer systems of retail giant Target were breached in 2013, malware was able to enter the company’s point of sale systems not because of some “Mission Impossible”-style covert operation but because someone clicked on the wrong attachment. A third-party company which supplied heating and ventilation-control services to Target inadvertently disclosed login credentials to a billing website that sat on Target’s corporate network.7 Using this server as a launch pad, attackers were able to move their code onto point of sale systems around the country. Securing the third-party vendor’s systems, as well as Target’s corporate network, against these sorts of attackers is an information assurance challenge for which there are a broad array of standards and practices. Add to this the problem of building secure software, locating vulnerabilities to fix them in existing software, and managing information technology infrastructure, such as cloud e-mail services, as well as critical infrastructure protection (CIP) and you have a broad spectrum of topics. Chapters in this section discuss the internet-related vulnerabilities of cars and trucks, explore cybersecurity and information sharing at the state and local level, detail the liability of software developers in cyber-attacks, and address the problem of how best to secure industrial control systems.

Section II—Combating Cyber Crime

The Target and Home Depot data breaches were spectacular examples of a long-running effort by criminal groups to steal customer payment information. This game of cat and mouse between retailers and payment processors, on the one hand, and criminal groups on the other has been ongoing since the birth of the retail industry on the internet. The defensive efforts of firms to secure their systems is an information assurance challenge, the sort of issue dealt with in section I, but the incentives for using secure systems and disrupting the activities of their attackers are topics for this section. Importantly, this section does not deal with attacks that cause damage or harm people (a very small fraction of the total). In terms of the total cost of attacks to governments and individuals alike, cyber crime represents a far greater portion of the total than those addressed in section IV.

Cyber crime deals with actors interested in anything short of destructive attacks, including financial fraud and credit card theft or disrupting services for ideological goals (“hacktivism”). From a policy perspective, this section includes the legal basis for law enforcement’s efforts to track and prosecute criminals who operate over the internet, including the Computer Fraud and Abuse Act (CFAA).9 Cyber crime also covers both regulatory and legal action to drive good security practices as well as law enforcement activity to interdict the trade in stolen goods and malicious tools. The chapters in this section explain the importance and potential of data breach notification laws, describe the emerging role of cyber insurance, and evaluate new ways to disrupt the malicious software markets.

Section III—Governing the Security of the Internet

The internet crosses national and jurisdictional boundaries, so to take legal action outside U.S. borders or implement new protocols can require the involvement of other state and nonstate actors.8 This section addresses technical and legal security issues that affect or require the involvement of more than a single country. The topic is distinct from Internet Governance, which deals with managing the internet’s underlying architecture and broader administrative challenges like routing and content control, which are not security issues per se.

The ability to pass information over the internet in a secure manner underpins the modern economy, from online retail to personal banking. Transport Layer Security (TLS) is a protocol that allows computers to create encrypted links over the internet and communicate securely. When a computer connects to an internet service, such as an online bank, the website responds with a certificate containing a cryptographic key, establishing it is indeed the intended bank and not a fraudulent site waiting to steal user’s data. These certificates are issued and verified by a small number of firms, certificate authorities, which have proven vulnerable to compromise. In addition to these certificate authorities, this section deals with the resulting cybersecurity challenges, including lawful hacking and cryptography, designing a more secure system of identity verification for the web, using multistakeholder models for security governance, and countering the proliferation of malicious software.

Section IV—Military Cyber Operations

Military Cyber Operations (MCO) encompass the acquisition and use of cyber capabilities for the strategic, operational, and tactical levels of conflict. This involves operations to find and develop exploits for vulnerabilities in software and the establishment of long-term access to systems in use by potential targets. At the strategic level, this could involve attacks against critical infrastructure such as nuclear weapons refining or heavy industrial facilities,10 while at the operational and tactical levels, military organizations may use cyber capabilities to target enemy logistics networks or air defense systems.11

A well-recognized set of policy issues deals with the development and use of cyber capabilities by states and nonstate actors to injure or kill individuals and destroy data or equipment. This section discusses not only the organizational and budgetary issues involved in U.S. military operations in cyberspace, but also the legal and normative constraints on all states and nonstate actors. An emerging challenge is the question of how governments acquire and use software vulnerabilities. The Stuxnet attack on Iran’s centrifuge facility may be the most prominent example of a cyber weapon in use to date, but the potential for physically destructive attacks has so far remained small, largely because of the complexity involved in crafting the tools required.12

This section encompasses the organizations, policy, and law related to deploying destructive digital or physical effects on target computer systems or defending against such. The chapters found here address the government’s purchase and use of zero-day software vulnerabilities, discuss how to organize and equip the military for both defensive and offensive cyber operations, highlight the negative impacts of overclassification, and detail a new way to think about the use of information in creating influence around the world.

Why This Book Now?

The purpose of this book is to provide an understanding of the foundations of cybersecurity policy, as well as the frontier issues that are now or will soon be at the center of national policy debate. The book taps into the minds of experts across the different fields embedded in cybersecurity to deliver a roadmap for policymakers in the coming decade. It also serves as a primer and potential reference work for corporate leaders, academics, students, and the general public. In an era of systemic cyberinsecurity the challenge is not only to understand the bits and bytes of modern computing and connected devices, but also to grasp the larger political and policy framework within which technological changes are occurring.
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Chapter 1

Understanding Information Assurance

Eric Ormes and Trey Herr

“Information Assurance” is the art and science of securing computer systems and networks against efforts by third parties to disable, intrude, or otherwise impede operations. It is the focus of most “cybersecurity” professionals in the technical community. The principal goals are to maintain an information system’s Confidentiality, the secrecy of information as it is used and stored; Integrity, reliability of data and equipment; and Availability, that a computer system is ready and able to function as needed.1 Information assurance includes writing secure software, deploying it safely, and managing it to minimize the risk of compromise.

The breach experienced by the Target Corporation in 2013 demonstrated that determined opponents are only half of the equation in cybersecurity. In that incident, the company’s point of sale systems were compromised because an employee at a third-party vendor clicked on an attachment, allowing attackers to jump into the Target corporate network and move their code onto merchant systems around the country.2 Securing the third-party vendor’s systems, as well as Target’s corporate network, against these sorts of attackers are information assurance challenges. This chapter describes six relevant domains: network and system security, software vulnerabilities, information sharing, federal security standards, critical infrastructure protection (CIP), and workforce training and qualification.

Network and Information System Defense

Network defense is a key tenet of information assurance. There are two main categories of defensive systems: host based (the defensive mechanism resides on a system to protect it) and network based (the defensive system focuses on looking at network traffic to protect systems).3 Both are deployed utilizing various techniques in order to form a defensive strategy. Here are a few key concepts and ideas:

Defense-in-Depth

This is the overarching strategy employed by most organizations. Conceptually similar to medieval castles, defense-in-depth is composed of multiple defensive rings, from the outermost curtain wall to the inner ward. The strength of the design is the multiple levels of protection and redundancy, all of which must be defeated, bypassed, or neutralized before an attacker can penetrate into the inner sanctum and achieve their objective. While based upon solid concepts, defense-in-depth runs into difficulties in the virtual world, where a new vulnerability might turn even the stoutest fortress into a house of cards overnight. Newer technologies emphasize access controls and the behavior of network traffic and individuals moving in and out of the fortress, rather than relying solely on layered defenses.4

Deception

Using systems that appear genuine, this strategy is based upon trying to hide real network traffic and computers among convincing fakes.5 While this is the epitome of a somewhat criticized practice known as “security through obscurity,” it can provide two important capabilities to the defender, increasing the amount of work required for attackers to find valuable data and raising the possibility that they make a mistake.6 Deception, most often implemented through network and system devices that appear to be real but are without value and can trip up attackers, called honey nets, causes so much confusion for an outside attacker regarding what is real and what is fake that it makes their task exponentially more difficult to execute. These honey nets can also lure the attacker to target fake systems and traffic instead of real ones. Since this is a defender-controlled environment, typically with various forms of detection tools that activate the moment a breach occurs, the attacker will likely tip their hand and reveal his presence. This defensive strategy is one that acknowledges the difficulty of stopping 100 percent of the threats, 100 percent of the time, and relies instead on attackers to fall for a trap and reveal themselves. So long as attackers are willing to take the bait, the strategy can be effective.

Virtualization

A virtual machine is an emulation of a computer system, a digital “replica” of a computer within a real machine, that enables the encapsulation and containment of processes as they run on the host system.7 This means that when a program runs, whether malicious or not, it is only granted access to a set amount of resources and does not interact directly with important system processes. Therefore, it does not matter if a threat reaches the target, as it will be contained within the virtual environment. This means that the virtualized software does not care about what vulnerabilities might be present in the various other applications and programs, because once the virtual process is shut down, the malware is gone as well. This is not a foolproof method, and there are attacks—referred to as Virtual Machine (VM) escape—that could allow a malicious process to try and break out of its container and infect the host system.8 Currently however, many of these attacks are either technically difficult or resource intensive to execute.

Vulnerabilities

In the realm of information assurance, vulnerability management is one of the most important areas for strengthening defenses.9 Yet it generally receives scant attention from organizations working to prevent breaches. Vulnerabilities are the weaknesses that can be exploited by a threat in order to compromise the confidentiality, integrity, or availability of information. They may be purposefully included features or simple bugs in an otherwise functional design. There are three main types of vulnerabilities: physical, human, and system (software or hardware). Physical vulnerabilities can range from susceptibility to Acts of God to poor security at server facilities. People likewise pose a vulnerability to information assurance, either through willful acts as “malicious insiders” or through simple ignorance of security precautions (e.g., by clicking on attachments). There are varying controls that can be put in place to address these issues.

In software, vulnerabilities don’t impede system operation. Instead, they act as a narrow window through which an exploit may be written. For example, a program that expects to retrieve a static image file but fails to check the supplied file type might return an executable software program instead.10 Retrieving the image was intentional, but failing to check the file type allows a third party to execute malicious software. The Love Letter virus of 2000 relied on the fact that Windows 2000 and XP hid known file extensions when parsing file names from the right to the left. The virus, an executable program, thus appeared to be a .txt file, while it actually was a visual basic script (LOVE-LETTER-FOR-YOU.TXT.vbs).11 While this design convention didn’t constitute a “flaw” per se, it was used by third parties to effect unintended operations in the software. Vulnerabilities may also be introduced directly to hardware through compromises in chip design or manufacture somewhere along a supply chain.12 While software developers have incorporated security into their development processes, thousands of vulnerabilities are still found in software every year. Many of these software-based vulnerabilities can be found on NIST’s National Vulnerability Database. In 2014, over 7,900 vulnerabilities were published on the site.13

But despite the high number of vulnerabilities discovered every year, several of which have been rated as having a “Critical” impact to security, many organizations still do not view addressing vulnerabilities on a regular basis as part of their cybersecurity program to prevent breaches. In the Cisco 2015 Annual Security Report, 90 percent of respondents said they feel “confident about their security policies, processes, and procedures.”14 However, less than 50 percent of those polled stated that they utilized vulnerability scanning or patch and configuration management as part of their security programs.15

This is concerning, given data from Hewlett-Packard’s Cyber Risk Report 2015 that states that the top ten vulnerabilities they saw targeted in 2014, accounting for 78 percent of the total observed, were discovered between 2009 and April 2013.16 When considering the lack of emphasis placed on vulnerability scanning or patch and configuration management, it’s not a surprise that 54 percent of Cisco respondents reported they needed “to manage public scrutiny following a security breach.”17

Due to the complexities of software interaction, both with other programs and with hardware, it is impossible to detect all vulnerabilities prior to a piece of software being published. Encouraging the discovery, and disclosure, of vulnerabilities directly to companies can help find and patch flaws before they become used in malicious software. But this requires that vendors maintain clear disclosure policies and a good relationship with researchers and the larger security community. This sort of information can also be shared after attacks, allowing victims to band together and mitigate malicious tools rapidly.

Information Sharing

Information sharing has been a vociferously debated topic within policy circles for the past several years, a debate that has been driven largely by several versions of the Cyber Intelligence Sharing and Protection Act, finally culminating in a 2015 law. There are three possible uses for information sharing. The first is to encourage information flow from the government to private sector actors. In this “information down” scenario, federal intelligence collection and analysis capabilities are made available in some limited fashion to the private sector to improve the latter’s ability to understand and defend against threats. A second use would be to encourage information sharing between organizations, either public or private.18 A third would be to encourage “information up” from private actors to the government. In this third situation, the government acts to improve its own situational awareness of civilian networks by incentivizing private groups and firms to share their respective network activity and suspected malicious traffic.

Information sharing “up” may provide the government with an information assurance advantage, but it is not clear what direct benefit the private sector gains. Information sharing “down” may reinforce a firm’s security capabilities and awareness, but is complicated by the need for clearances to share classified information with companies outside of limited pilot programs such as the Defense Industrial Base Cyber Security and Information Assurance activity.19

Sharing threat information between firms is already common practice in parts of the private sector. One example is the “signatures,” or defining characteristic of new attacks, shared by vendors with users of their antivirus and intrusion detection systems. Another is companies collaborating directly with each other. In early 2015, Facebook announced ThreatExchange, a platform for sharing signatures, URLs, and contextual information about threats with other firms.20 It began as an ad-hoc collaboration between companies to help stop sizable distributed denial of service attacks, and the service has evolved to combine proprietary and open source information feeds into a single data format accessible to members.21 Yet many information assurance experts criticize the focus on information sharing as it provides little direct information assurance benefit; “information sharing allows better and faster bandaids but doesn’t address the core problem,” says Jeff Moss, founder of the DEF CON and Black Hat information security conferences.22

Federal Standards

U.S. government information assurance standards are rooted in the Federal Information Security Management Act of 2002 (FISMA). This was the original source of responsibility for the National Institute of Standards and Technology (NIST) to develop information assurance and risk management standards for the federal government. It resulted in a set of requirements and checklists, which have received varying degrees of criticism since.23 There have been several recent efforts to reform FISMA, including a large provision in the failed 2012 Lieberman/Collins bill (Cybersecurity Act of 2012, S. 2105) and the 2014 Federal Information Security Modernization Act, which successfully implemented reforms to reporting requirements and operational standards.24

Some of the 2014 changes included a shift toward the practices of the NIST Risk Management Framework (RMF).

Risk Management Framework

The RMF is a U.S. government successor to the Defense-specific Information Assurance Certification and Accreditation Process (DIACAP) that first received interim approval in 2006.25 Formally established by the Department of Defense (DoD) in 2014, the RMF serves as a risk assessment and management program for federal organizations and is in the process of being implemented across federal civilian and national security information technology (IT) systems.26 The program’s application to the private sector is enforced for all secure facilities and firms working on government contracts.

The framework is based on a series of NIST Special Publications that lay out a common risk assessment and mitigation process, including a compendium of security controls, applicable based on an information system’s risk category. These Special Publications form the basis for federal organizations to develop information assurance security plan and secure their IT environments. While the controls contained in the NIST documentation undergirding both the RMF and the Cybersecurity Framework are relatively detailed, the risk assessment process associated with their selection and application has evolved from the original FISMA approach but remains largely up to federal agencies to develop themselves.27

HIPAA and HITECH

One of the only major U.S. laws to set and enforce information assurance standards over any particular sector was the Health Insurance Portability and Accountability Act (HIPAA) passed in 1996. It included security requirements for participants and businesses covered by the Act. Its Security Rule contained provisions for administrative, physical, and technical security with rules split between required and suggested.28 Most of the technical standards, even those “required,” are written vaguely, with one example defining the standard for transmission security as a requirement for “technical security measures.”29 Enforcement of these standards was considered loose to nonexistent, and many of the final rules from the Department of Health and Human Services (HHS) did not come into effect till 2003–2006.30

This shifted in 2009 with the passage of the HITECH Act as part of an unrelated stimulus bill. The new law increased the civil penalties HHS could assess, required the notification of affected customers in breaches resulting in the loss of healthcare information, and expanded the application of HIPAA’s Security Rule to businesses associated with covered healthcare entities.31 Enforcement actions increased, although the core standards of the original Security Rule remain relatively nonspecific and penalties have appeared to vary more with changes in HHS leadership than with particular standards requirements for healthcare companies and business partners.32

Varied History of Federal Efforts

This history of federal information assurance standard setting stretches back twenty years, to midway through the Clinton administration, when the protection of critical infrastructure first rose into the national policy spotlight. Three common themes emerged throughout: the lack of specific standards, a dearth of strong enforcement mechanisms, and—where there were detailed standards—no comparable risk assessment or management programs. Until the NIST controls emerged in the mid-2000s, and in some instances afterward, government approaches focused on functional requirements—shying away from specifying the exact nature of the security tool or procedure in favor of a rule that organizations do something to achieve a particular end such as secure internet communications. Few of the standard programs came with compliance mechanisms attached and even where they did apply to the private sector, as with security provisions of the HIPAA, the regulatory body responsible was often reluctant to strictly audit and penalize nonperforming firms.

As with many things, the best information assurance strategy will depend on the context of the threat and the organization being protected. There is no single plan capable of protecting everyone. The golden rule for any organization is that the cost of the defense should not exceed the value of the information being protected. A thorough risk assessment for every organization is the only way to determine what countermeasures are best and how to design a defensive strategy. The key to understanding risk, in other words, is understanding scarce resources.33 No organization or business can protect everything, everywhere, all of the time. Choices have to be made to prioritize some things over others. Identifying which data and systems are most vulnerable or could present catastrophic damage if they are lost or unavailable is critical to assuring information security.

Critical Infrastructure Protection

CIP is the protection of hardware and the specialized software across sixteen sectors, including chemical manufacturing, the financial services industry, and electricity generation. Each of these has been highlighted as “essential services that underpin American society.”34 CIP falls under information assurance as well. For all of its specialized challenges, the basic steps are similar: to isolate and protect key applications from the internet, to remove or patch vulnerabilities in software, and to make sure users don’t break anything. There are differences between the software in your laptop and that used to control industrial systems, but the distinction has begun to shrink as industrial control systems (ICS) start to integrate internet protocol and other more common communications standards.35 For some sectors, standards of protection and practice already exist; for example, companies involved in electrical power generation and transmission operate under security standards developed by the North American Electric Reliability Corporation.36 For others, like financial services, they are still evolving.

There are many challenges in securing each of these diverse sectors, but two particular issues predominate. First, the vast majority of information system assets in each of the sixteen sectors are in private hands, which translates into a diversity of standards and security approaches and resistance to the various federally mandated approaches that have been put forth since the late 1990s. Second, many of these critical infrastructure sectors must secure both traditional IT systems and operational technology (OT). IT systems typically function with widely used software including Adobe Reader or Mozilla’s Firefox browser. Even where more enterprise (organization-wide) applications such as e-mail or network print services are required, the software employed generally has a wide user base. OT software, by contrast, deals with monitoring and control of physical systems and equipment, like ICS.

For software associated with ICS, the design and testing process for patches to vulnerabilities can be cumbersome.37 The embedded nature of ICS makes them difficult to access and modify, while the user base for ICS application is generally much smaller than that of IT systems, leading to niche products with software that is esoteric and difficult to change. Industrial activities often require nearly continuous operation, so taking ICS equipment offline for regular updates and patching is challenging at best.38 ICS software also tends to be designed for long-run use, with equipment lifetimes of fifteen years or more as opposed to IT software which can change substantially in far shorter cycles. Indeed, in its first decade of existence, the Firefox browser evolved through thirty commercial versions. In addition, while the software development community in the commercial IT sector has largely moved to embrace the process of regular patching, along with the responsibilities and overhead costs associated with it, ICS developers and operators still lag behind. This means that patching is not yet a standard feature of ICS software development and use, even though vulnerabilities continue to be discovered in ICS software.39

Workforce Training and Certification

Dealing with these problems requires implementing technical and policy solutions. That, in turn, requires a trained and certified workforce. Developing the skills and education applicable to the field can be a challenge, however. There is a shortage of skilled information assurance professionals, especially for federal work, and disagreements over how to encourage more to enter the workforce as the continually evolving problem area has forced trade-offs between practical experience and technical expertise.40

A 2011 paper from the Cyber Security and Privacy Research Institute at George Washington University found that “the university model does not completely satisfy all cyber security education and training needs [as] traditional undergraduate and graduate programs tend to take several years to complete and . . . [these programs] face difficulties educating students about a rapidly changing field. . . . Academic silos prevent collaboration and integration . . . [as] most academic programs have tended to build their own tools rather than exchange resources with others, and they tend to hold firm ownership over whatever they create.”41 This need for both skills and experience raises the question of whether to emphasize practical experience and “on-the-job” training, like airline pilots, who obtain thousands of hours of flight time in progressively larger aircraft, or to treat information assurance as a certified profession like law, where professional credibility comes from grueling coursework and testing.

A popular approach, which tempers but does not resolve this debate, is the use of certifications. Short class sequences and testing are used in lieu of university-based programs, but often require work experience and annual continuing education as well. Many “purists” in information assurance feel that certifications don’t genuinely show skill level, only that the applicant can pass a test.42 After all, certifications are a business and organizations have a vested interest in making them mandatory for specific jobs. One DoD document, DoD Instruction 8570, requires particular certifications in order for individuals to hold positions like an Information Assurance Manager or an Incident Handler.43 Without these certifications in hand, individuals would be unable to work in any of the identified positions, regardless of previous experience.

But while certifications don’t necessarily prove one’s ability to perform a given task, they do at least show a standardized understanding of the issues covered by the certificate program and so provide an opportunity for nonprofits and many commercial firms, like the SANS Institute, to establish common bases of knowledge. This helps create expectations within the information assurance community and can, for better or worse, provide a rapid means for employers to screen potential candidates.

While there is a hiring crunch for information assurance professionals in the federal workforce, it is possible that the problem will resolve itself. A 2014 RAND Corporation study concluded that much of the labor market shortfall could be explained by the natural lag time for educational institutions to respond to particular market demand. In the case of information assurance, the study suggests: “The difficulty in finding qualified cybersecurity candidates is likely to solve itself, as the supply of [qualified individuals] currently in the educational pipeline increases, and the market reaches a stable, long-run equilibrium.”44 This would be further helped by continued growth in the commercial information assurance labor market.

MAKING POLICY FOR INFORMATION ASSURANCE

Information assurance focuses on ensuring the confidentiality, integrity, and availability of information. It encompasses a cluster of topics, including the defense of information systems and networks against compromise, design of secure software, protection of critical infrastructure, and the challenge of educating and hiring qualified professionals. While not the most headline grabbing, these are bread-and-butter topics for security professionals and constitute the majority of defensive “cybersecurity” activity in organizations on any given day.

The challenge for policymakers is that there is little opportunity for direct intervention. The standards and techniques of network and system security are continually evolving. Federal requirements, like FISMA, can help to create consistent practices, but risk lowering the bar of “minimum acceptable” behavior and may embed inflexible requirements that are quickly outpaced by events. In information assurance, ameliorating vulnerabilities is largely a software design and patch management problem. CIP has benefited from the government’s role as a trusted intermediary, and while it faces many of the same rapidly evolving threats as more conventional IT security, the OT space lags some years behind. As such, it is more likely to benefit from established standards for security behavior.

Workforce training and certification presents an intriguing opportunity for lawmakers. The federal workforce embodies a vast set of standards for education and training. Better defining the information assurance roles required by public sector organizations, and the accompanying knowledge, skills, and abilities that these positions require, could help standardize many training and certification pipelines. Either by using a single organization’s workforce as a model or through some comprehensive review process, standardized roles would serve as a powerful voice in the discussion of how to constitute a professional information assurance labor pool.

CONCLUSION

At the end of the day, there are a variety of strategies for securing systems and networks in use by both public and private organizations. Developing and deploying software free from vulnerabilities, meanwhile, remains an ongoing and still largely unsuccessful struggle. Much of the difficulty in securing critical infrastructure systems is the diversity of private actors who own them and the challenge of patching software used in complex machinery and other OT. Finally, the workforce required to support all of these varied tasks and missions is still smaller than is necessary, in part because of a range of opinions on the best way to train and educate professionals in the field. Information assurance is a highly technical cluster of topics within cybersecurity and an area where many traditional policy tools are likely to have little direct and positive effect. There is much more under cybersecurity, but this chapter serves as an introduction to some of the more technical defensive issues that occupy the day-to-day focus of many organizations.


CHAPTER HIGHLIGHTS

Information Assurance focuses on ensuring the confidentiality, integrity, and availability of information. It encompasses a cluster of topics, including the defense of information systems and networks against compromise, design of secure software, protection of critical infrastructure, and the challenge of educating and hiring qualified professionals.

Strategies Vary. The best information assurance strategy will depend on the context of the threat and the organization being protected. There is no single plan capable of protecting everyone. The golden rule for any organization is that the cost of the defense should not exceed the value of the information being protected. A thorough risk assessment for every organization is the only way to determine what countermeasures are best and how to design a defensive strategy.

Vulnerability Management. In the realm of information assurance, vulnerability management is one of the most important areas for strengthening defenses. Vulnerabilities are the weaknesses that can be exploited by a threat in order to compromise the confidentiality, integrity, or availability of information.

Federal Standards. U.S. government information assurance standards are rooted in the Federal Information Security Management Act of 2002 (FISMA). This was the original source of responsibility for the National Institute of Standards and Technology (NIST) to develop information security and risk management standards for the federal government. It resulted in a set of requirements and checklists, which have received varying degrees of criticism since. There have been several recent efforts to reform FISMA, but none have been very effective.

Critical Infrastructure Protection (CIP) is the protection of hardware and the specialized software that controls it, as well as of information systems that are deemed to be of national importance (such as those used in the financial sector). CIP falls under information assurance as well. For all of its specialized challenges, the basic steps are similar: to isolate and protect key applications from the internet, to remove or patch vulnerabilities in software, and to make sure users don’t break anything.

Workforce Training and Certification. There is a shortage of skilled information assurance professionals, especially for federal work, and disagreements over how to encourage more to enter the workforce as the continually evolving problem area has forced trade-offs between practical experience and technical expertise. Certification programs do not necessarily prove one’s ability, but allow for a standardization of understanding a common base of knowledge.
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Chapter 2

A Path to Collective Security

Information Sharing at the State and Local Level

David Weinstein

Information assurance is a major challenge; attackers are constantly innovating and defenders must take a variety of steps to mitigate this reality, such as investing in security technologies and training employees to raise user awareness of threats. Information sharing, while not a solution by itself, has proven to be a key component of an effective information assurance strategy. Information sharing must take place across different sectors and businesses to effectively combat threats and reduce risk. Attackers are rarely unique to a single industry or line of business. The key to defeating determined threat groups thus becomes moving faster across organizational boundaries to share information than the threats themselves can shift between targets. Sharing information on current and previous incidents between businesses and public sector groups can shorten other defenders’ responses. This in turn forces a costly adaptation on the attacker’s part as they switch targets but find their stock of tools and tricks rapidly depleted by even a single use. Information sharing is the connective tissue that takes information assurance away from a single, siloed activity and links defenders together into a more resilient network.

At its core, the logic of information sharing is straightforward; the observation—or misfortune—of one organization contributes to the security of others. Companies and governments that participate in information sharing communities often weigh the risks of revealing vulnerabilities or suffering reputational harm versus the benefits of gleaning insights into real-time threats. The potential for this collective security is in the information about threats, gleaned from a victim or successful defense, and shared to others.

Translating the logic of information sharing into effective practice, however, demands trust and technological integration—particularly automation. Information sharing communities, usually called Information Sharing and Analysis Centers (ISACs) or Information Sharing and Analysis Organizations (ISAOs), must implement strict protocols for protecting the confidentiality of data contributed by their members. This confidentiality becomes even more important as these groups transition information sharing to standardized automated processes. The goal of automation is to promote widespread awareness of vulnerabilities and threats as close to the point of disclosure as possible. The potential harm is that breaches of confidentiality can happen much faster and thus be more difficult to mitigate. Information being shared through ISACs and ISAOs cannot be personally identifiable or proprietary. Guaranteeing this sort of sensitive information is not disclosed between organizations is an ongoing requirement for effective trust and integration. Instead, information sharing focuses on indicators of compromise, or threat intelligence, which can reveal vulnerabilities in a computer system or means of defeating a particular security control.

Background

In recent years, Congress has spent multiple legislative calendars drafting and amending bills such as the Cybersecurity Information Sharing Act (CISA) to enhance the exchange of threat intelligence between industry and government.1 The motivation behind Capitol Hill’s push for legislation is the recognition that much of the most useful information on cyber threats resides on private sector networks. Nearly 80 percent of America’s critical infrastructure is owned and operated by industry, giving it a front row seat to the greatest threats to the United States.2 This truism was sufficient to garner bipartnership support for the Cybersecurity Act of 2015 and its inclusion in Congress’ end-of-year omnibus bill.

The effective sharing of threat intelligence requires two factors: incentives and institutions. The Cybersecurity Act of 2015 aimed to address concerns over liability associated with sharing information, something industry, including regulated and nonregulated entities, have long called for when sharing with the federal government. These calls became more pronounced in the wake of Edward Snowden’s revelations about ongoing U.S. intelligence collection activities and a string of breaches at federal organizations including the Internal Revenue Service and the Office of Personnel Management. Companies were concerned that, by sharing information with the government, they might reveal network security gaps, which could be used to levy penalties or construct new regulatory regimes. In addition, firms lacked confidence regarding how the data would be handled and to what agencies it would be accessible within the federal government. In practice, organizations tend to exercise caution when sharing information with any external entity if what is shared could reveal existing vulnerabilities in their security posture. The concern is that unintentional release of this information, as the result of a data breach for example, could result in more effective attacks on the organization.

The Cybersecurity Act of 2015 aimed to quell most of the industry’s primary concerns regarding liability protection that led to vigorous support from the U.S. Chamber of Commerce but vehement protestations from many privacy and civil liberties advocates. Companies are given specific procedures to abide by in order to gain the law’s liability protections. The new law also includes granular details on the type of information that can be shared and with whom. These indicators of compromise, technical information illustrating how attackers defeat security controls or exploit vulnerabilities, are the currency of an information sharing program. Central to the law is the role of the National Cybersecurity and Communications Integration Cell (NCCIC) under the Department of Homeland Security (DHS), which will act as the primary interface for sharing information with the federal government.

The law is limited, however, by its focus on sharing with the federal government, with comparatively little emphasis to encourage sharing between private organizations or from the federal government down to companies. While the law establishes the NCCIC as the federal government’s primary information sharing hub, it is likely to be largely ineffective in the absence of other sharing organizations across the public, private, and nonprofit sectors. The fundamental idea behind information sharing is that the observation of one can lead to the security of many. This philosophy poses a conflict for sharing organizations composed of highly competitive members and has only been amplified in recent years as executives and board members in some sectors have invested a great deal of resources in securing their systems to achieve a competitive advantage. Nevertheless, in situations when an entire sector is being targeted by similar threat vector, such as the distributed denial of service (DDoS) attacks against American financial institutions in 2012, the mutual benefit of information sharing is extremely high.3

In February 2015, President Obama signed Executive Order 13691 to promote public-private cooperation on cybersecurity information sharing by calling on the U.S. DHS to encourage the establishment of so-called ISAOs. ISAOs are organized along a common affinity or community of interest based on individuals, industry, geography, or even a particular event. While their standards remain largely undefined, ISAOs are intended to serve as venues for collaboration on threat intelligence and incident response established by a mutually engaged group of willing members.

ISAOs and ISACs

Although related, ISAOs are not necessarily synonymous with ISACs, which are typically organized around a particular industry and loosely governed by a common set of standards. Their governing body, the National Council of ISACs, is composed of twenty-four sector-specific organizations, including the financial sector and the multi-state ISAC (MS-ISAC), which is chartered as the “focal point for cyber threat prevention, protection, response and recovery for the nation’s state, local, tribal and territorial (SLTT) governments.”4 The precise similarities and differences between ISAOs and ISACs remain under scrutiny; however, Executive Order 13691 also mandates the establishment of a Standards Organization to further define the characteristics of an ISAO.

For over a decade, information sharing on threat groups has largely occurred within ISACs aligned with a particular industry vertical such as banking and finance, retail, or internet services and often without government involvement. Certain ISACs, prominently those set up for the financial services industry and electrical utility firms, have built trusted venues for exchanging threat intelligence. These centers are established through common administrative and technical protocols, most of which adhere to standard information security controls around data protection and handling, that preserve anonymity and confidentiality for their members.

ISACs are generally funded by fees from their members which, though often nominal and rarely prohibitive, are necessary to operate and deliver an array of managed security services. One exception to this rule is the MS-ISAC, which is federally funded to assist state and local governments across the country in detecting, analyzing, and sharing threat information with their respective members like businesses, schools, and citizens. Like their private sector counterparts, the MS-ISAC offers monitoring and incident response services, but at a highly subsidized cost. For most state and local governments the MS-ISAC Security Operations Center constitutes the bulk of their information security program, without which they would not have the capacity to monitor their network for security events or respond to incidents. In this respect, most enterprise and agency information assurance professionals at the state and local level rely almost exclusively on the MS-ISAC for supporting services.

Since early 2015, however, some states have begun to decrease their dependence on the MS-ISAC’s services in favor of establishing internal capacity to monitor network traffic, correlate log activity, detect attackers, remediate incidents, and share threat indicators. In many cases, governments with large and federated enterprises are compelled to supplement MS-ISAC’s services with additional capacity in order to deliver high-quality services to each individual agency.

Ill-defined ISAOs, originally established in accordance with Executive Order 13691 and the Cybersecurity Act of 2015, present a unique opportunity to expand information sharing on cyber threats beyond industry-specific silos and across America’s economic sectors and state borders. In this respect state ISAOs can be a useful model for bridging the gap between the federal information sharing institutions, such as the NCCIC, and state and local governments. Moreover, ISAOs operating on a regional basis can scale the services of ISACs for members within a particular geographic jurisdiction.

In Focus: The New Jersey Cybersecurity and Communications Integration Cell

State governments are beginning to experiment with ISAOs, a good example of which is New Jersey, which offers a unique perspective on how to operationalize an ISAO at the state level. On May 20, 2015, the State of New Jersey established the United States’ first state-level Information Sharing and Analysis Organization. Named the New Jersey Cybersecurity and Communications Integration Cell (NJCCIC), the organization is designed to coordinate cyber threat information sharing between the local, state, and federal levels of government, eventually culminating with the DHS’s NCCIC in Arlington, Virginia. The NJCCIC is collocated and fully integrated with the state’s Emergency Operations Center.

The NJCCIC was established as a reaction to the threat intelligence divide between the State of New Jersey and the federal government. The state’s lack of an institutional counterpart to the NCCIC contributed to a deficit of awareness about cyber threats impacting both government and critical infrastructure networks. A secondary motivation was the lack of collaboration between the state and private sector organizations on information assurance issues. There was intense ambiguity throughout New Jersey regarding incident reporting and response for regulated and unregulated entities. Most organizations lack a clear understanding of who to contact in the event of an incident. The NJCCIC was designed to improve coordination between government agencies like law enforcement and emergency management as well as with private sector groups and the DHS. In assessing the value of state-level ISAOs to the U.S. broader cyber threat information sharing regime, it is important to highlight the scope of their activities across three component parts: operations, analysis, and partnerships.

Operations

In New Jersey, the Integration Cell is responsible for monitoring a government agency’s networks for threats and facilitating the exchange of cyber threat intelligence with trusted partners. The scope of the network monitoring spans the entire government enterprise in order to detect and block cyber threats targeting individual agencies. Once vetted, and validated by correlating the data against other sources and ruling out false positives, information about these threats is automatically shared with trusted government and private sector parties using a universal format known as the Structured Threat Information eXpression (STIX). The receiving party, like a major public utility or industry-aligned ISAC, can then consume the intelligence to both scan its networks for the threat and update its security architecture accordingly.

Analysis

The NJCCIC employs full-time intelligence analysts, each with dedicated portfolios organized by sector and threat actor. These analysts work side by side with the NJCCIC’s engineers to link security reporting with other intelligence sources related to known actors and their tactics, techniques, and procedures. This enriched intelligence informs multiple activities such as information assurance policy development, standards development, incident response, patch deployment, public awareness campaigns, training curricula, and the design of more realistic exercises. Moreover, the NJCCIC analysts are well positioned to support criminal investigations based on their understanding of the cyber threat landscape within a particular jurisdiction.

Partnerships

Working with stakeholders across the state, the NJCCIC’s communications, outreach, and engagement strategy is executed by Cyber Liaison Officers, each with dedicated sector-specific portfolios. This component manages all incoming and outgoing communications to include fielding incident reports from across the state and disseminating tailored cybersecurity resources in the form of vulnerability advisories, intelligence analysis, and time-sensitive alerts to the NJCCIC’s over one thousand members. This is one of the larger implications of an ISAO, sharing more than just information – it can become a centerpiece of a region’s repository of knowledge on information assurance issues and best practices.

Benefits of the ISAO Model

One of the primary benefits of establishing ISAOs on a regional basis is the opportunity to engage with ISACs for the benefit of their members within a particular jurisdiction. Most ISACs cater to a specific industry, rather than a single locality, so their membership may be spread across the country. In some cases, such as with Financial Services ISAC, the membership consists of both domestic and international firms. The benefit of this arrangement is that the ISAC enjoys global context for the cyber threat landscape. However, a globally distributed membership can challenge the tailored delivery of services, especially for small- to medium-sized enterprises (SMEs) like community credit unions or local merchants, most of which are limited to a single geographical jurisdiction.

Regional ISAOs, therefore, are well positioned to partner with ISACs on behalf of their members concentrated in a particular region. In New Jersey for example, the NJCCIC reached agreements with the Financial Services ISAC and the National Health ISAC to tailor globally pooled cyber threat information for their New Jersey-based members. Not only are SMEs often ill-equipped to consume the massive quantities of data shared by sector-specific ISACs, they also struggle to make informed decisions based on this information in the absence of clarifying context and additional analytic capacity. State ISAOs can fill this void by filtering the amount of information that is shared and enriching it with relevant analytics and recommendations.

Automated Indicator Sharing

There are multiple ways to govern the relationship between ISACs and ISAOs, but preserving the culture of trust that ISACs have established over the last decade is paramount. For such a construct to be effective over time, ISAOs and ISACs must adopt uniform standards for handing cyber threat information and preserving the anonymity of sources throughout the analysis and exchange process. One of these emerging standards in both real-time and shared awareness is known as automated indicator sharing (AIS). Developed by the DHS, AIS serves as an automated protocol to identify and strip out personal information and limit the period of time information is retained.5 ISACs are increasingly employing AIS along with major corporations and public utilities, making it a useful component for strengthening public-private information sharing partnerships. New Jersey, through the NJCCIC, has already begun using AIS with the federal government as well as the financial and healthcare sector ISACs. Establishing peer-to-peer connections between each party’s servers breaks down the vertical information sharing silos that hinder shared situational awareness and can help widen awareness of valuable state and local incident information.

With the ongoing implementation of the Cybersecurity Act of 2015, it is essential to incorporate state and local governments into the AIS dialogue. Establishing and sustaining the capability to use AIS, especially as it relates to procuring, building, and maintaining the infrastructure, will require financial support from the federal government. One valuable vehicle for this support is the State Homeland Security Grant Program, which can earmark funds for ISAO standards implementation and help support widespread adoption of AIS.

Protecting County- and Municipal-Level Governments

Perhaps the greatest benefit of a state-level ISAO is illustrated by the resources provided for county and municipal governments. If states are poorly equipped to manage the security environment of their existing networks, the situation is even worse for local governments. While local governments are eligible for the MS-ISAC’s network monitoring services, the sheer number of entities outstrips the single ISAC’s capacity to provide services. Multiple regional or state-level ISAO, however, would be well positioned to deliver managed security services, at least in the form of networking monitoring, to county and local governments within their states. Most counties across the United States can barely afford to purchase intrusion prevention systems, a basic information assurance tool to monitor activity on a network and detect malicious traffic. For those that have the technology, managing the ensuing onslaught of logs can be both cost and time prohibitive.

State governments, by contrast, with the proper allocation of human, technical, and fiscal resources, are in a much better position to monitor small localities’ networks for cyber threats. The information gleaned from monitoring county networks can, in turn, be analyzed by the ISAO and then shared to promote broader awareness of local cyber threats. In addition to monitoring for county and local governments, state-level ISAOs should be the primary command and control mechanism for coordinating statewide cyber incident response. Today, state and local governments rely exclusively on the United States Computer Emergency Readiness Team (US-CERT) and the MS-ISAC for incident response services. Most incidents do not rise to a high enough threshold to warrant US-CERT’s intervention, leaving MS-ISAC to manage a portfolio of fifty states and hundreds of municipalities. This is an overwhelming number; incident response is a resource-intensive discipline, making it operationally and fiscally prohibitive for a single ISAC to serve such a broad constituency. An alternative to this single monolithic structure is a federated model with groups organized on a regional basis. In this respect, regional and state ISAOs are well positioned to field incident reports from local, county, and states agencies and both organize response efforts and deploy resources based on the severity of the incident and the resources available.

POLICY RECOMMENDATION

Information sharing should remain a key tenet of national information assurance policies and cybersecurity debate. The years 2015 and 2016 produced encouraging signs for introducing incentives to drive private sector participation. In order to construct a more comprehensive information sharing regime, however, it is critical to address the institutional gap that exists at the state and local level. Most ISACs limit their services to specific sectors and the MS-ISAC, while an invaluable resource for many state and local governments, lacks the resources to scale its services to all interested organizations.

Regional and state-level ISAOs provide an opportunity to bridge the cyber threat intelligence divide between the federal, state, and local governments and enhance cross-sector collaboration within specific jurisdictions. Expanding the number of these organizations would help build information assurance capacity at the levels it is needed most. A logical starting point for regional and state-level ISAOs is State and Major Urban Area Fusion Centers. These centers are existing institutions that are owned and operated by state and local governments, but supported from the federal government through “deployed personnel, training, technical assistance, exercise support, security clearances, connectivity to federal systems, technology, and grant funding.”6 Their primary purpose is to assist state law enforcement and local governments while enhancing threat information sharing from intelligence and national law enforcement bodies.

By integrating regional and state-level ISAOs with the national network for Fusion Centers, state and local governments will benefit from pooled resources and access to existing services and institutional ties that are critical to the operation of an ISAO. Demonstrated in New Jersey, the colocation of law enforcement, emergency management, and homeland security professionals at all levels of government helps to coordinate response efforts and contributes to shared situational awareness. Given that each Fusion Center is unique, ISAOs will likewise enjoy sufficient latitude to develop standards and practices in accordance with state and local norms and privacy expectations. In this respect, each of these ISAOs will benefit from existing public-private partnerships within each jurisdiction.

The integration of regional and state-level ISAOs into the national network of Fusion Centers is not without significant barriers. First and foremost, states and localities continue to struggle in the fight to attract and retain qualified personnel to perform the operational and analytical tasks of an ISAO. In addition, the start-up costs associated with establishing an ISAO, while hardly exorbitant, require prudent and strategic budget forecast in an era of fiscal constraints for state and local governments. Federal assistance is a key component of any ISAO funding strategy, but the initial and sustainment costs must be shared across all levels of government. Finally, because each Fusion Center interacts with the federal government but is owned and operated by state and local entities, there are unique policy issues to consider within each jurisdiction. Chief among these policy considerations is the application of state sunshine laws and the Freedom of Information Act.

The ISAO Standards Organization that was established as part of Executive Order 13691 will serve to assist the reconciliation of some of these challenges, but it will be incumbent upon each ISAO itself to overcome the majority of the relevant organizational and policy challenges. Implementing common standards will demand leadership from the next administration and close engagement with the National Fusion Center Association and the National Governor’s Association to draft a strategy and implementation plan based on identified gaps and established best practices. Thus far, the Standards Organization, through its various working groups, has proven a valuable convening authority for representatives across the various sectors. These exchanges have included ISACs, trade organizations, corporations, and government entities, each benefiting from shared insights and the diverse experience of existing information sharing models. By evaluating different information sharing techniques, privacy policies, organizational structures, and regulatory regimes, the Standards Organization is well positioned to pool lessons learned and apply historical context to the development of future voluntary standards. In this respect, the diversity of the Standard Organization’s composition is critical to its value for state and local governments.

CONCLUSION

Information sharing is not without its challenges but has demonstrated value as part of larger information assurance strategies for organizations of all shapes and sizes. The critical mass of experience and acceptance within local government and law enforcement bodies with information sharing is building, demonstrated by the capable integration and proven benefits of the NJCCIC in New Jersey. Many of the obstacles to expanding similar organizations and providing robust security capacity to new localities are not rooted in technology but policy issues. Shaping the political environment to support regional ISAOs and the security benefits they can bring to state and local governments may be difficult but will prove a worthwhile endeavor.


CHAPTER HIGHLIGHTS

Information Sharing Benefits. Companies and governments that participate in information sharing communities often weigh the risks of revealing vulnerabilities or suffering reputational harm versus the benefits of gleaning insights into real-time threats. The potential for this collective security is in the information about threats, gleaned from a victim or successful defense, and shared to others. Sharing information on current and previous incidents between businesses and public sector groups can shorten other defenders’ responses. Most useful information on cyber threats reside on private sector networks (nearly 80 percent of U.S. critical infrastructure is owned by industry).

Private Sector Sharing Concerns. Organizations tend to exercise caution when sharing information with any external entity if what is shared could reveal existing vulnerabilities in their security posture. The concern is that unintentional release of this information, as the result of a breach, for example, could result in more effective attacks on the organization.

Cybersecurity Act of 2015. Companies are given specific procedures to abide by in order to gain the law’s liability protections and it dictates what information and with whom it can be shared (ex. indicators of compromise, technical information about the attack). Central to the law is the role of the National Cybersecurity and Communications Integration Cell (NCCIC) under the Department of Homeland Security, which will act as the primary interface for sharing information with the federal government.

Executive Order 13691. Promotes public-private cooperation on cybersecurity information sharing by calling on the DHS to encourage the establishment of so-called Information Sharing and Analysis Organizations (ISAO).

ISAO Benefits. One of the primary benefits of establishing ISAOs on a regional basis is the opportunity this presents to interact with Information Sharing Analysis Centers (ISACs) for the benefit of their members within a particular jurisdiction. Most ISACs cater to a particular industry, rather than specific locality, so their membership may be spread across the country. State ISAOs can also filter the amount of information that is shared and enriching it with relevant analytics and recommendations to smaller companies and local governments and be the primary command and control mechanism for coordinating statewide cyber incident response.

Bridging the Divide. Regional and state-level ISAOs provide an opportunity to bridge the cyber threat intelligence divide between the federal, state, and local governments, and enhance cross-sector collaboration within specific jurisdictions. Expanding the number of these organizations would help build information assurance capacity at the levels it is needed most.
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Chapter 3

Protecting Industrial Control Systems in Critical Infrastructure

Robert M. Lee

In 2013 a team of cyber operators working in Iran set out to target U.S. infrastructure. The operation, sanctioned by senior Iranian government members, was a sensitive but important intelligence activity.

Many of the operators relished the opportunity to target U.S. infrastructure. For most of them the story of the Stuxnet worm launched against the Natanz uranium-enrichment facility, a pride and joy of Iran, hung on their minds.1 The authorization to finally target the U.S. infrastructure in response was as exciting as it was nerve wracking. For other members of the team, this was nothing new. The more senior among them knew better than to think espionage and sabotage in the cyber domain was a novel phenomenon. They had all been involved in one way or another in operations dating back to at least the early 2000s and likewise knew many countries carried the same sensitive secrets. The campaign to target U.S. infrastructure was important but not revolutionary. The cyber operators began by targeting energy companies. The men were good hackers but did not know much about industrial control systems (ICS) such as supervisory control and data acquisition (SCADA) networks. These sensitive and often proprietary systems using embedded technologies, operational technology, remained foreign to most. Finding the exact entry points into systems controlling industrial infrastructure could be difficult, and even more challenging was knowing what to do once they obtained access. Therefore, many operators started by targeting the energy companies themselves and their contractors. These networks carried information about the ICS of interest while utilizing more familiar information technology (IT).

However, there were members of the team who understood engineering, control systems, and physical processes. These engineers were paired off with some of the more talented cyber operators and tasked with finding particularly sensitive targets, focused on energy, water, and transportation networks deemed critical infrastructure to the United States. During the operations to compromise these energy companies and steal documents from the contractor networks, one team gained access to the Bowman Dam. The operators spent weeks researching this target. At 245 feet tall and 800 feet wide, the Arthur Bowman Dam in Oregon definitely met the criteria for critical infrastructure in the United States; being able to sabotage it could lead to the loss of thousands of lives. It was precisely what the senior leadership desired in a target. It was an opportunity to gain access to a critical infrastructure system that could provide Iran with political leverage if necessary.

The operators who worked the target were not aware the U.S. Intelligence Community was monitoring the intrusion into the dam. The Iranians also were not aware that the dam they found was actually the Bowman Avenue dam, a much smaller one well below the threshold of critical infrastructure located in Rye, New York, until an article hit the Wall Street Journal in 2015 documenting the entire case.2 To their credit, the media noted that the U.S. responders were initially unaware that the dam was the one in New York as well. After all, remotely learning about ICS networks both as defenders and as attackers can be extremely difficult.

Information Assurance in ICSs

This telling of the dam intrusion story is more fiction than fact. The Iranians did target a U.S. dam in 2013 as the Wall Street Journal revealed in 2015 but the rest of the details are a best guess account of how things might have occurred for the Iranians.3 The substance of the problem remains the same however, demonstrating how difficult it can be to learn about ICS networks whether for offense or defense. The U.S. Department of Justice (DOJ) has since decided to indict Iranian operators involved in the breach.4 The purpose of opening with this story is not to paint a picture of incompetence by adversaries or defenders, but to depict the difficulties associated with the ICS networks that make up U.S. critical, and noncritical but important, infrastructure.

The DOJ has labeled the effort by the Iranian operators an attack. However, not only is this a misuse of the word attack but an attack was never even possible at the Bowman Avenue Dam in New York. The Bowman Avenue Dam is about twenty feet tall and shores up a small waterway. Causing the flood gates to open would have little impact. The Iranians never engaged in offensive operations so the United States would describe the intrusion as Title 50 intelligence operation. Title 50 is the portion of the U.S. Code which covers covert action and intelligence operations while Title 10 deals with traditional military activities. There is an argument that the operation could have been considered Title 10 offensive operations under the context of military preparation of the environment. However, that designation would greatly jeopardize numerous U.S. Intelligence Community operations that operate under Title 50. On their face value these operations concern an adversary but would not accurately be called offense.5

Instead, it is important to note two considerations. Outside the context of the U.S. Code, the Iranian operations targeting the Bowman Avenue Dam were only intelligence gathering. In addition, there was never any possibility for the Iranians, or anyone else, to attack the dam as Bowman Avenue features no control system capable of operating the flood gate remotely by any person or adversary. This small, but vital, distinction underscores challenges in the policy discussions around cyber operations targeting ICS and highlights areas that are crucial for understanding the nature of cyber defense. Technical concepts matter greatly, and these distinctions are essential to better understanding the ICS community and their systems.

This chapter lays out the Sliding Scale of Cyber Security as it applies to ICS networks such as those that run hydroelectric dams, power grids, manufacturing facilities, oil and gas pipelines, oil drilling rigs, and more. Using this Sliding Scale, policymakers and defenders alike can better understand areas for improvement. ICS security differs from IT security in a number of ways; chief among these is that ICS networks operate physical systems such as turbines and assembly lines, demanding different priorities and approaches for security. The loss of human life or significant environmental damage is a possibility when discussing critical infrastructure where ICS is involved. Improving the quality of policy discussions around these systems and the collective understanding of their defense can help encourage investments in key areas to support U.S. national security through the protection of critical infrastructure.

THE SLIDING SCALE OF CYBER SECURITY

The Sliding Scale of “Cyber Security,” hereafter referred to as the “sliding scale,” was created for the purpose of adding nuance to the discussion of cybersecurity, specifically information assurance, by categorizing different types of investments (see figure 3.1). These categories are architecture, passive defense, active defense, intelligence, and offense. Each category has an impact on the other categories or relies upon them in some interconnected way. Likewise, cybersecurity policies developed ultimately strive to impact at least one of the categories as well. Understanding the categories ensures a proper discussion on the topic as well as better informed policies and guidance. The sections below discuss each category as well as a few recent references, models, or events that fall into each as they relate to the ICSs in critical infrastructure.
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Figure 3.1   The Sliding Scale of Cyber Security. Source: Robert M. Lee. “The Sliding Scale of Cyber Security.” The SANS Institute. August 2015, https://www.sans.org/reading-room/whitepapers/analyst/sliding-scale-cyber-security-36240.

Architecture

Architecture refers to “the planning, establishing, and upkeep of systems with security in mind.”6 This category of the sliding scale is where most security issues originate and what the other categories are often attempting to address in their relation to an adversary. For example, a software patch often addresses a vulnerability identified in a piece of software. The industrial control system computer emergency response team (ICS-CERT) at the Department of Homeland Security routinely disseminates advisories on vulnerabilities in ICSs that recommend infrastructure owners patch these systems. Patching them sometimes, but not always, eliminates an adversaries’ ability to take advantage of that vulnerability to gain access to or deny access to that system. Patching and maintaining infrastructure resides in the architecture category of the sliding scale; it is not an act of defense but maintenance to the systems being defended.

The Problem—Resources Spent on Patching Insecure Systems

In IT environments, patching a system often leads to eliminating the vulnerability. However, that isn’t necessarily the case in control systems. Dale Peterson, CEO of ICS security and research firm DigitalBond, has been highlighting the ineffectiveness of patching in ICS for years. In a presentation in 2016, he made a bold claim: “90% of ICS vulnerabilities do not increase risk to the ICS.”7 This might sound controversial, but makes sense for a few different reasons.

Patching systems internal to an ICS is a difficult task. The vendors of these control systems and their software must test and validate the patches before they’re distributed, or else users will void the warranty on their often multimillion dollar systems. Patching is intensive on the end users as well. After the patches are validated; they still must be tested in the specific ICS environment they are being deployed in to avoid unintended effects. This process takes time and even afterward, patching cannot be deployed except during scheduled outages of the ICS. As an example, an electric generation facility may be taken offline for maintenance about once every six months; at that time the patch is applied as late as two to three years after vulnerabilities are identified. This leaves a long time for adversaries to take advantage of the vulnerability.

Patches may also do little to solve the underlying software flaw. In a sampling of vulnerabilities, the security firm DigitalBond found that a number of vendor patches did little more than disable the exploit that had been written for them, rather than fix the underlying vulnerability.8 Vendors would identify the code sample that researchers or adversaries were using to show a vulnerability in their software and design their fix to make sure the exploit would no longer be effective. But these corrections would not fix the flaw in the software itself, leaving adversaries to simply develop new code that could impact the system through the same vulnerability. Even more concerning, when a patch gets issued, only customers of that product are alerted, which is problematic because many vendors are interconnected and the vulnerability may impact other products and firms that never find out. As an example, one security firm identified a vulnerability in a specific software development tool.9 ICS-CERT then issues an advisory for the vulnerability to the company that created the tool. However, many major control system vendors utilized this development tool and the vulnerability impacted all of them. Unfortunately, no advisory was issued to all of those customers and many vendors likely did not even know the vulnerability existed in their infrastructure.

Many adversaries do not need these vulnerabilities to impact ICS but there are some vulnerabilities that are more impactful than others. Internet-connected control systems that have a vulnerability to allow adversaries to directly take over the system are concerning and should be patched immediately. However, many of the vulnerabilities released are nothing an adversary would need or use. As an example, most systems within an ICS are designed so that they can interact fully. If someone using the system requests information, it is made available. If someone knows how to send a command to shut off the system, it will comply. These systems were designed for functionality not security. In some cases, an adversary can achieve their goal just by gaining access to a network; they do not need vulnerabilities in the systems to learn the control process and how to manipulate it, they merely need to use the ICS as it was designed.

Passive Defense

Passive defense can be understood as “systems added to the architecture to provide consistent protection against, or insight into, threats without constant human interaction.”10 Passive defenses are add-ons to the architecture, similar to firewalls, and thus will not be as effective when compared to better designed systems. Ideally, passive defenses should be adaptable placeholders that address security deficiencies, until a more permanent capability can be developed into the architecture. Additionally, the passive defense systems, whether software or hardware, add value but are not expected to expel every intrusion. They do not require constant human interaction, but rather provide visibility and situational awareness into the network, without necessarily blocking any adversary actions.

Passive defenses are tools. They are also the most significant focus of most security discussions including security control frameworks. A number of current standards focus heavily on passive defenses as well as architecture, including the National Institute of Standards and Technology’s (NIST)’s Cybersecurity Framework and the International Society of Automation (ISA)’s ISA99—Industrial Automation and Control Systems Security standards.11 Understanding the role these passive defenses play, their importance but not exclusive relevance, is critical.

The Problem—A Misunderstanding of Community Priorities and the ICS Environment

Technology and security vendors are creating very effective passive defenses. Endpoint security solutions, anti-malware technologies, cyber situational awareness platforms, and next-generation firewalls are commonplace in IT networks. Unfortunately, these technologies are not as commonplace in ICS networks. This is not solely an issue of vendor validation like the patches, or of security culture awareness, although those issues can complicate the matter. Instead, the bigger roadblock to adoption is a misunderstanding of the systems that the passive defenses are meant to protect.

Technology companies are continually utilizing acquisitions of smaller start-ups to bring innovative technologies into their organization. Relying on start-ups can help reduce the risk and cost of internally developing and innovating in large organizations. However, ICS organizations adopt these security technologies at a much slower rate. These operators have to critically examine new security technologies before adopting them into sensitive critical infrastructure networks. Yet, these same security start-ups need to gain customers quickly, raise funds often through venture capital, and continuously satisfy and attract new investors. This creates an underlying tension; many of these start-ups do not deeply understand one vertical in the industry, such as electric versus oil versus gas, let alone the entirety of the ICS industry. Many develop solutions that simply are not effective against the real problems in ICS networks.

As an example, a common current industry trend is the development of security tools that reside on individual computers, end points, and use faster methods to patch systems. As previously discussed, the patching issue is more fundamental to the software life cycle itself than any one technology can fix. Additionally, end point security solutions and next-generation firewalls can help alleviate traditional and untargeted malware but do not prevent a determined threat. For example, when the Iranians attempted to access the Bowman Dam network, a misconfigured system was accessible via the internet. A firewall could have helped address that visibility into the network and identified new connections. But on the system itself, if malware targeted the actual manipulation of controls required to open the sluice gate, if it had been possible, a passive defense alone would not be effective. Once the malicious software made it past the network perimeter, protected by the firewall, it could operate on the ICS network like any other user.

If it had been possible to remotely manipulate the New York dam’s control system, the commands would have been legitimate control system communications. This begs the question; can’t those commands be patterned and blocked against normal activity in the ICS? In fact they can. The problem is that if a passive defense system ever has a false positive, thereby blocking legitimate communications in an ICS, it could be catastrophic for system operation. And all passive defense tools still register false positives, despite marketing materials that state otherwise. Right or wrong, it is a completely different conversation to state that an adversary brought down critical infrastructure that killed people than it is to state that a defensive system the infrastructure owners bought and installed was responsible for a similarly destructive accident. Mistakes in these industries have severe consequences.

Active Defense

An active defense is “the process of analysts monitoring for, responding to, learning from, and applying their knowledge to threats internal to a network.”12 In essence, it is the effort of the human defender to identify and counter an adversary internal to the defender’s network. In the context of critical infrastructure networks this process excels.

Adversaries are not as powerful and all-knowing as they are often portrayed. In ICS networks, intruders must make sense of foreign systems and understand the engineering behind physical equipment and processes in hopes of inflicting sufficient damage. At the same time, ICS networks are smaller and more static, making it less resource intensive for defenders to learn about and safeguard their environment. In short, adversaries have a more difficult time conducting the most concerning types of attacks, whereas defenders have an easier time safeguarding a well-maintained ICS than a traditional IT network.

The Problem—Getting the ICS Ready and Finding and Training the Defenders

One of the biggest challenges with performing an active defense is ensuring that the control system environment can support it. When an active defender needs access to data for review but cannot retrieve it from the network, they are effectively useless. This is a common issue in ICS networks where legacy infrastructure has made little data available to determine when an adversary is in the network. However, this is an area that can be addressed in the architecture phase of the sliding scale. Having access to the environment to determine when an adversary is in the ICS is not important solely for protecting the ICS, but also for determining what happened after the intrusion.

The ICS-CERT released their year in review for 2014 and highlighted that of 245 incidents reported, 94 of them, 38 percent, were of unknown origin.13 In other words, the ICS-CERT and the defenders onsite could not determine how the incident occurred or how the adversary or malware gained access to the network nearly four out of every ten security incidents. That is not a problem of advanced adversaries but instead of a lack of visibility into the ICS network—a shortfall in basic data collection, event logging, and access to information on these control systems. The largest known infection vector in 2014 was spear phishing, where messages with information of specific interest to the target are used to carry infected files or malicious links; 17 percent of the reported instances were a result of spear phishing. These forty-two incidents may represent that the most common infection vector is actually spear phishing. However, most infrastructure sites do not let external e-mails into the ICS network. Users access business networks and traditional IT systems for e-mail. So this metric more than likely indicates poor data, stemming from the lack of visibility into ICS networks. This serves to highlight that the main area for seeing infections in ICS at the moment tends to be business networks connected to the control systems, including e-mail servers and file shares.

The issues of preparing for an active defense are appropriately handled in the architecture category, but the process of executing an active defense as part of the sliding scale still needs attention. After getting the environment ready and using passive defenses to gain visibility while eliminating untargeted malware, defenders have to be prepared for focused adversaries. In fact, it is naïve to assume that a human threat actor is going to be completely stopped by a passive system placed on the network. Only trained and prepared people, operating in an ICS with good architecture and passive defenses, can truly and consistently counter persistent and adaptive adversaries. However, a human versus human engagement requires trained personnel and good intelligence.

Intelligence and Offense

Intelligence is a well-understood process that involves gathering data, developing it into information, and combining that to produce assessments which can help cover gaps in understanding about an issue or adversary. Offense is often understood as the process of disrupting, denying, degrading, deceiving, or destroying a system, its data, or its communication paths. The difference between these two categories is important especially in ICS networks. The United States conducts intelligence operations worldwide but would like to greatly discourage attacks on critical infrastructure.14

The Problem—Mislabeling Activities Encourage Inappropriate Responses

Most incidents identified as a cyber-attack in the media, and in many instances by the security industry and government, are actually espionage efforts. Identifying intelligence operations as attacks places these legitimate activities, conducted by the United States and its allies, into question. In the ICS community, an attack can mean the loss of human life or severe damage to the operating environment. Espionage and the theft of information is concerning, but not an attack; it is an adversary’s intelligence operation. Malicious software in ICS is often untargeted and incidental. This malware may pose slight harm but only accidentally and it should be addressed with changes at the architecture or passive defense stages. An attack is different, causing damage, disruption, or loss of data from manipulating a control system. Attacks on ICS are serious infractions and could potentially rise to an act of armed conflict resulting in significant repercussions for states.

Investing in capabilities that compromise ICS networks or disrupting them can have importance for national security. The ability to cripple an adversary’s infrastructure in the midst of conflict is appealing especially if that infrastructure consists of sites such as integrated air defenses that guard against United States and its allied pilots and munitions. However, the ability to create destructive effects on an opponent’s system is only a small piece of the puzzle. These capabilities don’t contribute directly to improved information assurance of our own systems and so are more limited in their utility for defenders.

RECOMMENDATIONS—MAKE BETTER SYSTEMS AND FOCUS ON TRAINING DEFENDERS

It should be no surprise that many of the control systems used in America were built without security in mind. It is possible to blame the vendors and demand that they develop more secure products. However, vendors would be right to push back and note that two immediate challenges exist. First, when there is a request for proposals to develop new products many customers do not include any desire for security features or specifications for what is needed. This leaves the vendors having to guess as to what security measures may be important. Second, when the vendor does eventually develop more secure products, there is a price increase associated with it that the infrastructure customers often do not want to pay for, so vendors choose different, more insecure, systems. This is a long-standing issue in the community but presents opportunities for influence from policymakers as part of the evolving discussion around ICS security.

Policymakers could try to engage vendors directly, to gather information and understand ideal levers of influence such as tax incentives to develop more secure control systems sold with little to no increase in price. These incentives could also target customers, to drive purchases of better secured systems. The tax code comes with its own limitations; besides being slow to respond to new changes, not all of the affected vendors are U.S. owned or fully understand the problem. Another approach to drive incentives for good investment by vendors and customers is to create procurement requirements for government purchasing. Federal facilities, military infrastructure, and vehicles, and other government uses of control systems could all be subject to requirements for more secure ICS. By influencing bids for contracts of more secure albeit costly systems, vendors would have more direct incentives to develop these products for availability to the civilian infrastructure owners. Although there is no panacea, security technologies can provide improved security in the interim.

The good news is that the industry is already policing itself in the area of security technologies. A solid supply and demand ecosystem and critical valuations of companies and their technologies are beginning to emerge, for the most part, as needed. In this area, policy should be limited to encouraging research activities and funding, similar to the Defense Advanced Research Project Agency (DARPA)’s Rapid Isolation and Characterization Systems (RADICS) Broad Agency Announcement (BAA).15 The RADICS BAA put forth $77 million to invest in technologies useful for ICS security especially focused on the electric grid. This has been well received by the industry so far and can help catalyze improved awareness and responsiveness in security tools.

Other ongoing policy efforts include the Energy Policy Modernization Act of 2015 that addresses physical infrastructure as well as efforts to fund research into forensic tools for ICS networks.16 These efforts to help fund new technologies and reward companies that are performing well are useful but dangerous if taken too far. American’s tax dollars are being used to fund security companies that have to compete against each other, creating an interesting dilemma. A few good efforts to encourage investment into security technologies are useful, but too much investment will create a less competitive market where companies attempting to innovate must compete against government-funded initiatives. The recommendation here is simple: a little influence goes a long way but excessive funding and well-intentioned policy could stymie innovation and disrupt the security ecosystem.

To maximize the investment outcome, policymakers attempting to help influence the security of critical infrastructure should invest in the active defense category of the sliding scale. Trained information assurance personnel, working to defend control systems, can not only help counter adversaries but also help change the security culture at ICS organizations. In the process these trained defenders can also make recommendations for better architecture and passive defense investments to get the various ICS communities into the position to have an effective active defense strategy. Finding and training the right people to be active defenders can be expensive and there are a limited number of personnel who understand ICS security.

A typical SANS Institute course, the leading cybersecurity training provider in the world, costs roughly $5,500 for a five-day training course.17 That, bundled with time away from the office, airfare, and hotel costs can quickly mean a true cost of $10,000–$12,000 for organizations. For organizations that can afford the cost they clearly see value, as thousands of people attend SANS training, including their ICS security courses, each year. But the amount of trained personnel will always pale in comparison to the demand for skilled defenders. One training class for five days is not enough for a professional who needs to attend training on a regular basis to hone their skills and stay ahead of new threats. Organizations are being asked to invest heavily in advanced security training to counter highly capable threats. This is an area where policy could make a significant impact both in expanding access to valuable curricula and in incentivizing the development of new training pipelines.

Policymakers should also consider encouraging cybersecurity training for critical infrastructure personnel. Organizations absorb a portion of the costs as they receive value in newly capable defenders, but legislative and regulatory levers that lower the true cost of training could help to motivate organizations train a greater proportion of their staff. These trained personnel will not only help to counter adversaries and make recommendations along the sliding scale, but also help to change the security culture in the community. There will also be more informed ICS security experts who are able to influence policy discussions and create an intellectual life cycle to support furthering critical infrastructure security.

CONCLUSION

ICSs present a set of challenges to the assumptions underlying information assurance. Policymakers seeking to influence ICS security need to understand the control system operating environment using models like the Sliding Scale of Cyber Security. Utilizing this model, the most effective investments focus on architectural improvements and the active defense category. Designing and integrating more secure systems into critical infrastructure networks will have a positive impact that has the most significant return on investment of any other actions for security. Investing in the training of personnel can ensure that trained defenders are ready to help guide ICS networks, build a broader and better educated security community, and expand the number of individuals ready to identify and counter capable adversaries. The combination of more secure infrastructure and better trained defenders will drive marked improvements in ICS security. Understanding the true scope of the problem facing critical infrastructure security requires trained defenders operating in environments conducive to identifying threats and learning from them. For policymakers, expanding this community and reinforcing secure architectural practices can help improve how we protect control systems and the critical infrastructure that undergirds modern society.


CHAPTER HIGHLIGHTS

Industrial Control System Vulnerabilities. Industrial control systems (ICS) such as supervisory control and data acquisition (SCADA) networks control critical infrastructure including hydroelectric dams, power grids, manufacturing facilities, oil and gas pipelines, oil drilling rigs, and others. Finding the exact entry points into infrastructure is difficult; therefore, operators often first target the networks of associated critical infrastructure companies and their contractors. These networks have information about the ICS of interest while utilizing information technology (IT) more familiar to adversaries.

Sliding Scale of Cyber Security. Created for the purpose of adding nuance to the discussion of cyber Security, specifically information assurance, by categorizing different types of investments. These categories are: architecture—considering security when planning, establishing, and patching systems; passive defense—adding defensive security systems to the architecture without consistent human interaction; active defense—analysts monitoring and responding to threats on the network; intelligence—collecting data/processing data to get useful information; and offense—legal self-defense countermeasures against an enemy.

Architecture. In IT environments, patching a system often leads to eliminating the vulnerability. However, that isn’t necessarily the case in control systems. The patch is often only written to prevent a particular exploit rather than address the vulnerability.

Passive Defense. Add-ons to the architecture, similar to firewalls, thus will not be as effective when compared to better designed systems. Ideally, passive defenses should be adaptable placeholders that address security deficiencies, until a more permanent capability can be developed into the architecture.

Active Defense. One of the biggest challenges with performing an active defense is ensuring that the control system environment can support it. When an active defender needs access to data for review but cannot retrieve it from the network, they are effectively useless. This is a common issue in ICS networks where legacy infrastructure has made little data available to determine when an adversary is in the network.

Intelligence/Offense. The difference between these two categories is important especially in ICS networks. The United States conducts intelligence operations worldwide but would like to greatly discourage attacks on critical infrastructure.

Recommendation. Policymakers should invest in the active defense by training ICS information assurance personnel, who can then recommend better architecture and passive defense investments for ICS facilities.
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Chapter 4

Safer at Any Speed

The Roads Ahead for Automotive Cyber Safety Policy

Joshua Corman and Beau Woods

“Our dependence on connected technology is growing faster than our ability to secure it in areas affecting public safety and human life.”

—iamthecavalry.org1

Failures in technology dependencies of modern automobiles harm public safety and human life. The well-publicized effects of a high-consequence failure would be likely to trigger a crisis of confidence in the stability of key markets and have a material impact on the U.S. economy. While government has resisted legislation and regulation of these technology dependencies, it must still take a role in assuring that the goals of public safety are clearly defined and effectively achieved. This chapter identifies automotive cybersecurity contributions to public safety and human life affecting public trust. It then reviews progress to date. Finally, it frames where government can use policy levers to lead, follow, and stay out of the way.

Modern vehicles are a hybrid of mechanical and cyber technologies. Today, cars roll off assembly lines with dozens of computers and sensors, communicating through wired and wireless signals. These connected technologies aim to improve safety, environmental impact, and performance for consumers as well as increasing comfort and convenience. Failures in the cyber systems that underlie these vehicles could harm public safety and human life (“cyber safety”). Highly publicized effects of high-consequence failures are likely to trigger a crisis of confidence in the stability of key markets with material effect on the American economy. While the government has resisted legislation and regulation around the dependence on these technologies across automotive manufacturers, this chapter suggests there is a narrow role for government to help improve security and lower tolerance for failure.

For a long time, consequences of cybersecurity failure were annoyances, and could be dealt with through purely information assurance. Now that cars are computers on wheels, “bits & bytes” affect “flesh & blood.” Where cybersecurity impacts public safety (“cyber safety”), consequences are measured not in dollars but in deaths. These cyber safety issues merit a higher level of concern than most of those handled under information assurance.

There are clearly delineated areas where the government should lead, follow, and stay out of the way in cyber safety policy. For topics affecting public safety and the public good, regulations provide baseline assurances—outside of the technology realm. The cyber and the physical have collided, necessitating attention and an appropriate response from both the private sector and the government. The consequences of failure will be measured in lives lost from immediate impacts, and sustained harm to public safety and the U.S. economy for years to come.

Cyber Safety on the Real Superhighway

Responsibly securing new vehicles with so many networked technologies is essential. With proper implementation, technology innovation will save lives. Alternatively, failures will lead to loss of life and shatter public confidence in key markets, impacting the broader U.S. economy for years until safer architectures can be designed, developed, and built. All systems fail, therefore connected vehicles need to be designed and equipped to handle failure. At present, these vehicles are not tolerant of failure and vulnerabilities are becoming more evident. Car hacking is now demonstrable and increasing in volume and variety—in March 2016 the FBI issued a public service announcement on the increased risks of remote car hacking.2 Urgency is the watchword.

Resilient systems reduce harm from failure, through preparation and sound engineering. Leveraging the multistakeholder 5 Star Automotive Cyber Safety Framework published by iamthecavalry.org in 2014, this chapter explains the need for automakers to better prepare for failures and improve cars’ resilience against both accidents and adversaries.3 While the private sector is attempting to develop many of the required safety measures over time, some will require incentives, assistance, and coordination, while others are not likely to ever happen effectively without direct intervention from the government. For purposes of this chapter, a “policy failure” is defined as a public automotive cybersecurity incident that triggers a crisis of confidence in the connected vehicles and related markets. The range of impact from such a failure will be partly predicated on who was responsible and to what degree the event affects trust in automakers. For example, there is a substantial difference between an isolated injury caused by an accidental cybersecurity failure in one vehicle affecting only one manufacturer and an attack affecting many vehicles, and most models, from many OEMs.

The Stakes and the Race

In 2014, 32,675 lives were lost in vehicular accidents.4 Of those accidents, 94 percent were due to human error.5 Technology promises to significantly reduce mistakes made by tired, distracted, inexperienced, or impaired drivers. This is one reason the National Highway Traffic Safety Administration (NHTSA) has been so bullish on vehicle-to-vehicle and vehicle-to-infrastructure communications technologies alongside the push toward autonomous and semiautonomous vehicles. Beyond the lives saved, driverless vehicles and technology-assisted traffic flows could significantly cut down on congestion, fuel consumption, and pollution.

Embracing these technologies and integrating them into our daily lives makes trust in their secure design and manufacture critical. This is a precarious moment in history where cars and trucks currently on the market are increasingly prone to failures from accidents and adversaries, but are not yet prepared to handle said failures. Trust in these technologies could translate into tremendous gains in automotive efficiency and safety. Loss of this trust could mean substantial missed opportunities, loss of life, and a crisis of consumer confidence.

Collectively, we’re in a race between the manifestation of cyber safety failures in connected vehicles and our ability to respond. Traditional modes of identifying, investigating, and treating automotive failures assume incidence will be low, conditions consistent, and that triggers will leave evidence. However, failures in cyber safety can spread across a fleet of vulnerable cars within seconds after a single “patient zero” is affected. By comparison, engineering and implementing new cyber safety capabilities can take years. Our physically oriented risk management approach to preventing wide-scale harm is orders of magnitude too slow to deal with this new epidemiological problem. The situation commands decisive and coordinated action between Congress, Executive Branch agencies, such as the NHTSA, insurers, the automotive industry, and other affected stakeholders.

Software and Technology Truths

As previously stated, all systems fail. This is true in physical engineering and is even more prevalent in software development. Across all types of software, the rate of flaws or defects is measured for every 1,000 lines of code (LoC). No amount of engineering effort would find every bug and indeed it wouldn’t be economical to do so.6 It only takes one flaw to create an accident or allow access to an adversary. Therefore, more code translates into more problems. To put this into context, the Windows 7 operating system has just under 40 million LoC, and despite being subject to one of the most mature security programs in the world, it still has to update a dozen or so critical and high-security flaws per month.7 A modern vehicle has over 100 million LoC, but no automotive manufacturer has anywhere near so rigorous or sophisticated a security program.8 Software in connected vehicles is undeniably vulnerable—increasingly so, as ever more features are added. Connectivity dramatically increases software vulnerability exposures to a greater number and variety of interactions—friendly, hostile, and unexpected. Connected vehicle software will fail—and fail often. The prudent response is to be prepared for failure and build in the capacity to tolerate and overcome this failure.

What Changed? Connectivity

The presence of software in vehicles is not new. What is new is the connectivity. There are a growing number and variety of ways to remotely access a vehicle’s computer systems. For a time, the automotive industry took comfort in the fact that hacking a car would require physical access. For some time now, onboard systems have been exposed to remote attacks through varying means and at different ranges (see figure 4.1) through the TPMS (Tire Pressure Monitoring System), 4G LTE Wi-Fi hotspots, and even smart key receivers standard in some vehicles.9 Worse, even “dumb cars” that are not remotely accessible become accessible with the growing number of insurance and aftermarket information collection devices—which enjoy unfettered access to the car’s central network controller and everything it touches.10

Not only are these remote attack vectors growing in theory, increasingly researchers are showing proof-of-concept demonstrations for them.

There’s No Money in Hacking Cars?

Over the course of 2015, a series of demonstrations and increasing engagement with the research community forced the automotive industry to concede that there were avenues for attackers to gain access to vehicles and wreak havoc. This wasn’t enough to trigger action though; it merely shifted automaker rhetoric and rationales for inaction. They moved from denying there was a problem to claiming, “But no one would hurt you.” Even some of the researchers shared this blind spot, echoing “There’s no money in hacking cars.”

Putting aside the point that there are plenty of ways to monetize malicious hacking of vehicles, both arguments against better security are founded on a false assumption that the only motivation for would-be attackers is financial. There are as many motivations for attackers as are found in the human condition. Further, malicious intent is not a prerequisite to harm. In fact, every threat model should start with the adversary known as Murphy (and his famous law, which expects that anything which can go wrong, will). Table 4.1 depicts a few potential real-world examples of automotive hacking. If steps are not taken to address automotive software vulnerabilities in a timely manner then connected vehicles and fleets will be at greater risk.
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Figure 4.1   Vehicle Exposure to Cyber Intrusions

Table 4.1   Sample Automotive Cyber Safety Incidents




	Motivation

	Real-World Example




	Profit—financial

	Ransomware “Pay us a Bitcoin to Start your ambulance”




	Nation-state military/economic/spying

	Disable military convoys or target commercial trucking and harm market confidence




	Ideological and extremist

	Strike fear/indiscriminant harm




	Activist/protest (e.g., Anonymous, LulzSec)

	Disabling public transport




	Curiosity and/or collateral damage

	Accidental/incidental harm




	Murphy

	Failure of safety systems, such as brakes






Why take solace in the assumption that no one would hurt you? A preferable posture is one where few people could hurt you. “On the internet, every sociopath is your next door neighbor” says Dan Geer of In-Q-Tel.11 Once automakers decided to connect cars to the internet, it no longer mattered what most would do; it becomes an issue of what any one person might do. Accidents are a distinct, but no less, critical class of failures. Toyota’s unintended acceleration problems have been plausibly traced to poorly designed and implemented software code.12 Investigations cited several methods by which these weaknesses and flaws could have triggered conditions that lead to death in several cases. Many of the same quality mechanisms that thwart adversaries will also help avoid, identify, analyze, and inoculate against accidental failures.

What are the consequences if an attack on connected vehicles created sudden accidents and trapped dozens in New York’s Lincoln tunnel leading to deaths and injuries? What if a terrorist group such as ISIS claimed credit and threatened similar attacks against other cities in the United States? The automotive industry, Congress, and the Executive Branch would have to consider a range of factors—how many models were affected, how many lives could be lost, what’s the economic impact on the targeted city, how costly is a recall, how quickly can all affected cars be repaired, what happens if Americans stop trusting their cars, what’s the cost to jobs and the economy, and more?

This scenario is currently plausible. Remote manipulation of connected vehicles is both possible and demonstrable. Only adversaries’ willing restraint is preventing such disaster from befalling us—but that is unlikely to last for long. Although all systems fail, not all systems are prepared for failure. Connected automobiles, writ large, lack the foundational capabilities to handle inevitable failures caused by accidents and adversaries. Given the very long lead times in automotive design and manufacturing cycles, waiting for proof of harm leaves everyone at risk and could shatter confidence in significant portions of the U.S. economy.

Five Foundational Cyber Safety Capabilities

In August 2014, iamthecavalry.org published its “Open Letter to Automotive CEOs.”13 The goal was to offer a multistakeholder framework for collaboration and cooperative security in automotive design between the technical security community and manufacturers. “You’re masters of your domain, we’re masters of our domain,” the letter read, “and now that our domains have collided, we will have safer outcomes sooner, if we work together.” In consultation with several stakeholder groups in the ecosystem, the proposed 5 Star Automotive Cyber Safety Framework (see table 4.2) was intended as a starting point for free market innovation. The Framework’s aim is to provide for better security while allowing consumers to make informed and visible risk decisions in their own self-interest and which might unlock insurance incentives.14

Since it was proposed in 2014, conversation has coalesced around “the 5 Stars,” both for and against, making clearer over time what the industry can accomplish on its own and what will be difficult to impossible without mandate, incentives, and/or assistance from government. For instance, two automakers have adopted the capability of third-party collaboration; meanwhile automakers without evidence capture capability regularly claim there is no evidence of car hacking. Following the descriptions, the next section maps where there has been progress, where there hasn’t, and why.

Security by Design (aka “Avoid Failure”)

When a company publicly describes the process it utilizes to ensure that its software is reasonably free of flaws, it demonstrates a commitment to safety. This description need not divulge trade secrets, the goal is to convey confidence to the general public and to allow consumers to make informed choices among market alternatives. Software manufacturers, such as Microsoft and others, make this attestation and could serve as a model for automakers (see figure 4.2).

Table 4.2   5-Star Automotive Cyber Safety Framework




	Formal Language

	Plain Speak (Tell us how you:)




	1. Security by Design

	1. Avoid Failure




	2. Third-Party Collaboration

	2. Take Help Avoiding Failure




	3. Evidence Capture

	3. Capture and Learn from Failure




	4. Security Updates

	4. Respond to Failure




	5. Segmentation and Isolation

	5. Contain and Isolate Failure







Do automakers publish attestations of their Secure Software Development Lifecycle, summarizing design, development, and adversarial resilience testing programs for their products and supply chain?

Plain Speak: Help me compare your security program with others.



Using existing vetted standards, including those from the International Organization for Standardization (ISO), the National Institute of Standards and Technology (NIST), or others in the private sector, would both accelerate an organization’s maturity and ensure more predictable, normalized, comprehensive practices. Structuring well-governed and traceable hardware and software supply chains can enable more defensible products, shorter times to overcome failures, and more agile responses. This is especially true where components are of highly variable quality, security, and origin.
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Figure 4.2   Microsoft Security Development Lifecycle. Source: Michael Howard and Steve Lipner, The security development lifestye: SDL, a process for developing demonstrably more secure software, Microsoft Press, 2006.

Reducing the elective exposure and complexity of a software product minimizes points of vulnerability and attack for adversaries to discover. There is a clear correlation between security and complexity; the longer, larger, and more intricate a system, the greater the potential source of flaws and vulnerabilities.15 And the greater the level of exposure, the greater the “attack surface” of a system. Leveraging common libraries and better design practices can help minimize this sort of flaws and reduces the number of elective components, thereby minimizing the elective attack surface.

Firms should also employ independent adversarial resilience testing, carried out by qualified individuals independent of those who initially designed and implemented a product, to probe it for security holes. These individuals can be internal resources under a different organizational branch or third parties.

Third-Party Collaboration (aka “Take Help Avoiding Failure”)

A collaboration policy that supports positive, productive interaction between the automotive industry and security researchers is a key mechanism to improve security. Researchers should be invited to contribute to automotive safety as willing allies to help discover and address flaws before adversaries and accidents can impact vehicle safety. Such coordinated exchanges are more productive and effective than other alternatives. Automakers who accept reports of vulnerabilities from outside third parties make themselves aware of potential safety flaws before adversaries discover and take advantage of them.

Using existing ISO standards for vendor-side disclosure and internal vulnerability handling (ISO 29147 and ISO 30111) accelerates a manufacturer’s ability to quickly establish a more mature security program and can help ensure predictable, normalized interfaces for researchers and facilitators. After establishing a program and working out processes, positive incentives, such as public recognition or cash rewards, can help shape the volume of submissions and researchers’ focus as desired by the automakers. Several prominent “Hackathon,” “Hall of Fame,” and “Bug Bounty” programs have proven successful and continue to drive iterative improvements.


Do vendors have a published Coordinated Disclosure policy inviting the assistance of third-party researchers acting in good faith?

Plain Speak: Do researchers see a “Welcome Mat” or a “Beware of Dog” sign?



Vulnerability discoverers need an effective means to communicate bug information to vendors. Independent vulnerability disclosure coordinators have normalized the interfaces between affected manufacturers and third-party researchers. These include nonprofit organizations, bug bounty companies, and government agencies. This too can support greater efficiency, effectiveness, and participation.

Evidence Capture (aka “Capture and Learn from Failure”)

Safety investigations drive substantial improvements, and records of electronic systems’ operation provide visibility into root causes of failure that may otherwise remain opaque. These records can plainly show sources of error, be they malfunctions, design defects, human error, or deliberate attack. Those waiting for proof of hacking, electronic sabotage, or software failure will not find evidence without such logging and evidence collection in place. These capabilities will require more effort, over time, than other suggestions, but are central for improving safety in the long term and providing the data to underlie decision-making now and in the future.

Capturing evidence begins with standards about what, and when, data should be recorded. These should conform to existing legal standards of care around the forensics process, for example, maintain records within a chain of evidence. This process will improve the effectiveness of the NHTSA by providing a data dump for connected vehicles similar to “black box” data recorders in airplanes that can facilitate root cause investigations. The benefits of a black box for connected vehicles can be had without violating the privacy expectations of citizens across the complexities of various jurisdictions. Categories such as location data are far less important than internal system operation and recording data inputs and outputs to look for, as an example, malware delivered by an adversary. Debates over the capture of data, including GPS movement tracking or other recording of individuals, can thus be decoupled from safety to avoid unnecessary entanglement. There are nonsecurity and very limited capture of passenger information stored in Event Data Recorders (EDRs) within airbags. These may be the best delivery vehicle to build upon, but ultimately, affected stakeholders will need to gather requirements, set standards, and decide the best means of implementation.


Do manufacturer vehicle systems provide tamper evident, forensically sound logging and evidence capture to facilitate safety investigations?

Plain Speak: If cars are hacked, will you capture evidence and improve your designs and the industry overall—similar to NTSB airplane and train black box recordings?



Security Updates (aka “Respond to Failure”)

Security and functionality flaws must be able to be remediated, in a prompt, reliable, and secure manner. If newly discovered flaws can’t be rapidly corrected, the window of exposure increases and the cost of recall, repair, and restitution can grow significantly. The recent Heart Bleed flaw put hundreds of thousands of devices at risk.16 Without the ability to update software in the field, similar flaws in automobiles could require carmakers to undertake costly factory recalls or accept the associated consequences of perpetual, critical security issues.

While updating is a necessary capability, an insecure update design could facilitate an adversary’s access or trigger accidents. Identical to software vendors, automakers need to employ an authenticity and quality verification mechanism within the software update system that preserves the integrity of updates and prevents digital tampering or unexpected failures.

While it is critical to be able to update a vulnerable system, valuable aspects such as Mean Time To Repair (MTTR) will vary among manufacturers. Service-level agreements can set and track timeline commitments. Further, automakers who commit to, and invest in, improving their MTTR will realize better safety, enabling free market choice to incentivize more rapid repair.

An effective platform for public communication to facilitate transparent and forthright interaction with consumers is crucial for any update process. Decades of experience in the software industry have taught that the best way to ensure security and safety are notification of when and where flaws exist, a description of its severity, and clear instructions on how to remediate. Absence of these may delay remediation and decrease participation rates.


Can automaker’s vehicles be securely updated in a prompt and agile manner?

Plain Speak: If my car is vulnerable, can I update immediately and securely? If not, with a physical recall? Ever?



Segmentation and Isolation (aka “Contain and Isolate Failure”)

If different systems share the same memory, computing, and/or circuitry, as most current generation cars do, then a vulnerability in one component could compromise the reliability of all. Such risks to life and limb are entirely avoidable and merit a higher standard of care. An adversary’s successful attack on an infotainment system or Bluetooth connection should never have the ability to exercise control over critical functions including braking, deploying airbags, or turning the steering wheel.

Systems must be segmented and isolated to prevent small vulnerabilities and failures in one system from impacting others. Key to these processes is establishing air gaps and physical separation to ensure that noncritical systems cannot adversely impact primary, operational, and safety systems. Hacking a car’s stereo should never allow an attacker to engineer a crash. While some manufacturers are planning, discussing, or implementing software-based isolation techniques, methods to circumvent these measures are routinely discovered and demonstrated, so segmentation alone may not be sufficient.

Techniques exist to assure detection of compromises to a system’s integrity. Earlier detection can reduce the total duration and extent of the compromise as well as help drive remediation. In some cases, a “fail safe” or “safe mode” (sometimes called “limp home mode”) can be an automatic fallback safety mechanism. Understanding when a system has been compromised and being able to minimize the risk of adversary activity is critical to building resilience into a connected vehicle’s design. Choices about how to segment and design these “fail safe” modes should be scrutinized with experienced threat analysis as they may introduce new opportunities for adversaries by intentionally reducing functionality.

The potential for harm from the systems embedded in connected vehicles merit increased rigor and a high level of assurance. Third-party review and validation of architecture, implementation, and adversary resilience testing can raise confidence in design processes. Operating system choices, including the use of mandatory access control architectures, which enforce rules on how different processes can interact with systems, further reduce risk.17


Does the manufacturer publish the physical and logical isolation measures they have implemented to separate critical systems from noncritical systems?

Plain Speak: I don’t care if my stereo is hacked—I care that malware can also cut the brakes. Tell me how you separate systems.



Performing well in this space is difficult. Microsoft is among the best in the world, hitting all 5 stars in its market but despite this, the company still has to issue a dozen or so critical or high-value security updates per month. Automotive manufacturers, building even bigger software platforms, have comparatively little experience with information assurance or cybersecurity as well as substantially higher consequences from failure. In many ways, the lack of these five foundational elements has kept policymakers and involved citizens collectively “spinning our wheels” with no mechanism for evidence capture allowing there to be no evidence of a problem. Meanwhile, automotive software is increasingly exposed and vulnerable, with few security improvements on the horizon.

Where Does the Automotive Industry Stand?

The 5 Star Automotive Cyber Safety Framework captured examples of existing investments, as well as aspirational capabilities. Some automakers have already implemented parts of the framework, either independently or because of the document.

Security by Design—Zero

No automakers have made public attestations of their software development cycle or security practices as yet. The Society of Automotive Engineers published a cybersecurity technical design standard in January 2016, which advocates many of the elements of Security by Design.18 This is a positive step forward to build upon and to monitor whether, and how, automakers implement the standard. The newly formed Auto-ISAC has prioritized publishing a voluntary set of best practices, but will allow individual original equipment manufacturers (OEMs) to make “risk-based” decisions on where and how to conform with them. It is unclear if any of these judgments will be shared with consumers.19

Third-Party Collaboration—Only Two, So Far

Shortly after the 5 Star Framework was published, Tesla announced its first coordinated disclosure program. Six months later, the firm added a $1,000 prize, later raised to $10,000.20 In January 2016, General Motors followed suit and announced its own disclosure program.21 Other OEMs are participating and investigating coordinated disclosure via the Commerce Department’s National Telecommunications and Information Administration Safety Working Group. In addition, NHTSA, the Department of Transportation, and 18 automakers signed a pledge in 2016 to work more closely with the security community.22

Evidence Capture—Zero

Automakers are unlikely to independently design and implement a mechanism to capture evidence of failure without a mandate and a standard as the research and development costs of developing a means to capture data would be costly and redundant if developed by each manufacturer, harming the economic competitiveness of the early adopters. Many have expressed if there was a shared burden across all carmakers, it clearly makes sense to do it. To be of use in a “black box” role, such a device would require data collection and design standards which balanced privacy with evidence capture interests and was tolerant of accidents and crashes. Some manufacturers claim to have similar processes in place, but none, when pressed, have plans for court-admissible, forensically sound evidence capture for security relevant data.23

Security Updates—A Handful, but Slow Adoption

Security updates are a lynchpin for responding to failure, allowing manufacturers to rapidly distribute patches for software flaws securely, even over an insecure network to their consumers. Tesla employs secure over-the-air (OTA) updates, some years and models of BMW have it for certain components, and Ford has announced it will adopt OTA as a standard update mechanism.24 Other car manufactures have and will begin to offer some limited OTA updates. As evidenced in 2015, some models of Jeep lack OTA, but have a manual, owner-installed update mechanism through a USB stick in the infotainment system.25 This method is much slower and has low participation rates. There are pure economic incentives to adopt secure OTA updates, as the cost of a recall is significantly reduced—and the brand damage and stigma with routine software updates is very different.26 Some manufacturers and suppliers are resistant so this might be an area in need of new incentives to accelerate adoption.

Segmentation and Isolation—Very Slow Adoption (and not made public)

To the authors’ knowledge, no automakers have made public statements on design practices around segmentation or isolation. Tesla has taken deliberate steps to isolate its infotainment unit from critical systems in the vehicle, by separating cables for different systems cabling (BUSes) and isolating software using virtualization.

Regulatory Climate and Context

The momentum of the federal government in recent years—even within regulatory agencies—has been toward a light touch or even deregulatory approach. Both the Food and Drug Administration (FDA), for medical technology, and the NHTSA, for automotive technology, have been reluctant to stifle innovation regardless of which party controlled Congress or the White House. While there are good reasons to avoid excessive or burdensome regulations, few would argue for nothing at all. Removing requirements for seat belts and kitchen sanitation codes for commercial restaurants, or eliminating safety inspections for commercial airlines are all highly unlikely. In areas affecting public safety and the public good, regulations can provide baseline assurance. This consideration should force a reevalution and rationalization of the balance between “too little” and “too much” legislation or regulation. The following section frames a core set of foundational safety and security capabilities for handling failures in connected vehicles and defines the appropriate role for the federal government.

RECOMMENDATIONS

Establish an Evidence Capture Task Force

While the auto industry may prefer self-regulation, a consistent and effective standard for evidence capture will require the involvement of Congress and the NHTSA. The Cybersecurity Act of 201527 necessitated the formation of the Health and Human Services (HHS) Task Force to improve cybersecurity in healthcare. A similar task force, led by the NHTSA, should be created to design and develop a standard for an automotive “black box.” The resulting device should be implemented across all vehicle types, to be mandated at a later date. The fact that government can introduce unintended consequences doesn’t eliminate the need to act where required. Instead, it should highlight the need for a multistakeholder process to contribute to the design and use of such a “black box.”

The evidentiary capture task force should include participants from NIST, representatives from the automotive industry—especially those with EDR expertise, security researchers, legal and evidentiary experts, privacy advocates, academia, and more.28 It should have a narrow and specific remit focus on the evidence capture problem and should be implemented over 3–6 months. At its conclusion, the task force should submit a report to Congress and a recommended timeline for mandatory inclusion of the capture mechanism in all vehicles or identify incentives to drive widespread voluntary adoption. Most stakeholders will benefit from having a standard and effective evidence capture mechanism, but without centralized design and execution, they may be developed too late or too poorly to avoid unneeded loss of life and damaged confidence in connected vehicles, markets, and desired benefits.

Establish a Cyber Safety Label Task Force

Requiring that automotive manufacturers be transparent with consumers about their security design and safety practices could catalyze and accelerate cyber safety investment and trust in the U.S. automotive industry. Rather than a prescriptive approach from government, labeling provides a mechanism for free market forces to drive better security behavior by manufacturers. Until the industry is able to capture a sufficient corpus of evidence on which designs and defensive measures work best, the goal should not be to mandate or prescribe automaker security, but to mandate they describe the choices and programs they have invested in. This can and should take place in parallel with the evidence capture task force.

Congress should establish a special task force to lead the development of a new label law, similar to the Monroney Labels which detail information about vehicle crash safety and emissions performance. The exact nature of the information on a cyber safety label and its contents should be developed by this task force, with active participation by industry groups. In addition a law will likely be needed to mandate the label’s use and display by manufacturers.

A label provides consumers information about the manufacturers, allowing them to differentiate between high- and low-security automakers when selecting new vehicles—similar to crash ratings and fuel economy information buyers utilize today. This could shift consumers toward newer, more capable vehicles and reduce the number of older, comparatively less safe, vehicles on our roads. Fleet purchasers can also leverage information to evaluate the full cost of ownership, such as downtime for hardware replacement versus manual patches or OTA updates. Labeling would allow insurers to more easily assess the relative risk of different software and manufacturers, for example, patchable versus unpatchable systems. With an informed consumer, the Federal Trade Commission (FTC) will be better poised to tenably execute its responsibilities under the “FTC Act” to protect individuals against deceptive acts or misrepresentation by manufacturers that could lead to harm.29

Incentivize Coordinated Vulnerability Disclosure and Report Handling

While all five capacities of the framework should be considered minimum foundational requirements, Coordinated Disclosure programs drive the security learning curve by enabling the larger security research community to help auto manufacturers find and remediate flaws. Accepting reports of defects from friendlies (researchers, mechanics, hobbyists, and others) allows for more individual bugs and varieties of flaws to be found. Armed with this information, automakers can track trends to inform smart future design choices and hardening in a continuous improvement loop. Without these programs, manufacturers have spent years bearing a false confidence and burning precious time. Over the course of ninety days after GM announced its vulnerability disclosure program, fifty-five reported bugs were resolved, with more fixed every day. Many of these may never have been discovered or previously reported for fear of legal retaliation or being ignored.30

Exclusions to the Digital Millennium Copyright Act (DMCA) coming into effect in October 2016 will reduce legal hurdles to security research and reporting on vehicles.31 With GM as an illustration, receiving dozens of new reports within three days of its program launch, there will likely be a wave of similar security reports to manufacturers.32 If Congress and/or NHTSA prepare automakers in advance of this coming wave, it would substantially increase the likelihood of high trust, high collaboration exchanges, and graceful triage and response.

In combination with evidence capture capabilities, reports from nontechnical experts are also valuable. NHTSA provides the capability for drivers and others to report potential safety issues. These can be difficult for automakers to reproduce, diagnose, and identify root causes, because software failures don’t currently leave evidence in the same manner as physical failures. Disclosure from third parties, including drivers, helps encourage formal evidence capture by automakers—when users report problems, it raises awareness for manufacturers to identify the root cause of failure. With the capability to capture evidence and analyze data from vehicles after these reports, automakers are much more likely to accurately identify the source of the safety problem, or to narrow down for more precise identification in future investigations.

Mandate Cyber Safety Procurement Requirements for Government Fleet Purchasing

The U.S. government acts as a purchaser, not just a regulator, of vehicles. Where mission critical services depend on vulnerable, exposed, automobile systems the government can use its role as buyer to influence the automotive marketplace without added regulation. Law enforcement, emergency response, dignitary protection, homeland defense, and combat operations all pose unique threat and risk scenarios but all represent as yet unexplored possibilities for more secure procurement requirements. If there were mission exposures and/or homeland emergencies affected by compromised connected vehicles, this could prevent vital government missions and services from being reliable.

Exploration of this front has not yet catalyzed changes to procurement requirements. Congress should establish a task force or study to investigate the impact of vulnerability and exposure across the various missions of the federal government. While conversations have taken place between DOT, DHS, and the private sector, there are not, as of yet, cybersecurity requirements built into GSA purchasing guidelines. Irrespective of other advances at the pace of industry, the government can—and should—make tactical risk decisions in its own interest as a consumer who is dependent on these technologies.

SUMMARY OF RECOMMENDATIONS

•Congress should create a task force to define evidence to be captured and a forensically sound mechanism to do so, to support learning from failure.

•Congress should create a task force to design and mandate an automotive cyber safety label, to unlock free market forces.

•Congress should incentivize automakers to develop and implement processes to accept and handle vulnerability reports, to reduce time to identify flaws.

•Congress should require the government use its role as an automobile buyer, to ensure mission effectiveness is not undermined by cybersecurity flaws. A summary of recommendations based on the 5-Star framework is displayed in table 4.3.

Table 4.3   Summary of Recommendations
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CONCLUSION

Cyber threats to the automotive industry are real, despite the lack of acknowledgment and response from automakers. However, it is human nature to wait for failures and then respond. Sometimes the cost of waiting is much higher than the cost of preparing and this is one of those cases. Rewind the clock by a century. Only after the Cuyahoga River in Ohio caught fire (and stayed on fire) for the thirteenth time did the nation act to address pollution. A “river on fire” was required to tip the consciousness into action.33 To avoid a similar fire in this instance, policymakers should work with industry to drive the recommendations embedded here—a standard and implementation process for evidence capture, labels and greater transparency for automakers’ security practices, and support for coordinated vulnerability disclosure across all manufacturers. Though automotive bills have been introduced to Congress and committees that have provisions similar to those proposed here, none have yet met the measure of these recommendations. Each of the three proposals in this chapter stems from a broader, foundational, automotive safety framework. They are the start, not the end goals, of better security practices in a vital American industry that touches nearly all of modern life. Knee-jerk responses are often malformed and introduce unintended consequences. Inadequate preparation for failure can amplify the consequences and the long manufacturing cycles and lifespans of durable goods can prolong response times and exposure windows. Automotive safety has vast opportunities for improvement, and equally immense consequences if not acted upon. Only a combination of public and private action can ensure the auto industry travels down a productive path moving forward, ensuring we are safer, sooner, together.


CHAPTER HIGHLIGHTS

Automotive Cybersecurity. Modern vehicles are a hybrid of mechanical and digital technologies as they have dozens of computers and sensors, communicating through wired and wireless signals. At present, these networked vehicles are not tolerant of failure and vulnerabilities are becoming more evident. Car hacking is now demonstrable and increasing in volume and variety.

Connectivity Leads to Exposure. Previously, hacking a car would require physical access. Now, onboard systems are exposed to remote attacks through the TPMS (Tire Pressure Monitoring System), 4G LTE Wi-fi hotspots, and even smart key receivers in some vehicles. Worse, even “dumb cars” become accessible with the growing number of insurance and aftermarket information collection dongles—which enjoy unfettered access to the central network controller and everything it touches.

5 Star Automotive Cyber Safety Framework. (1) Describe the design and development processes that assure cyber safety; (2) accept reports from third parties of potential safety flaws; (3) adopt a “black box” for automobiles to capture evidence of failures in a forensically sound, privacy preserving manner; (4) have a method for prompt, secure, and agile software updates; and (5) isolate core safety components from other components.

Create Evidence Capture Task Force. Closing the evidence gap requires significant improvements in how data is collected and analyzed regarding computing system behavior in connected vehicles. Congress or the Executive Branch should establish a task force to facilitate design of a standard for Evidence Capture and a mandatory timeline to enforce its use.

Create Cyber Safety Labeling. No mechanism exists for consumers to make themselves aware of cost and safety implications of automakers’ cybersecurity choices. Free market forces are predicated on the visibility of such decision-making criteria. Congress should create a task force to design and mandate a product label that supports informed choice and public trust.

Incentivize Coordinated Vulnerability Disclosure and Handling. Third-party reporting of design and implementation flaws accelerates elimination and mitigation in existing products, and avoidance in future designs. The auto industry has been slow to embrace this idea. Congress or the Executive Branch should establish a task force to define incentives for automakers to establish vulnerability handling programs.

Make Cyber Safety a Government Buying Requirement. Mission critical services must be resilient against attacks, accidents, or other cyber safety failures. The government can use its purchasing power to select vehicles on the basis of their cyber safety capabilities.
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Chapter 5

Bad Code

Exploring Liability in Software Development

Jane Chong

Liability is a no-brainer when it comes to malfunctioning machines embedded with error-ridden software: think cars that accelerate uncontrollably or radiation therapy machines that blast holes through patients.1 But liability for insecure software is a different story. For decades, the idea of holding software vendors financially responsible for the harms that arise from shoddy, easily exploited code has remained just that—an idea. Though frequently renewed and rehashed, the liability debate has stalled so dramatically that it no longer makes sense to engage the topic without examining features of the impasse itself.2

This chapter uses the term “software security” to denote designing, building, testing, deploying, and patching software to reduce vulnerabilities and to ensure the software’s proper function in the face of malicious attack. Not all coding errors are vulnerabilities; vulnerabilities are a subset of software defects—implementation bugs and design flaws—that offer malicious third parties an opportunity to attack a security boundary. They can be introduced at any phase of the software development cycle. Indeed, in the case of design flaws, they can enter the picture before software development ever begins.3

Most security breaches are made possible by vulnerabilities, yet poor-quality software remains the market norm.4 Experts have long attributed this state of affairs not to the technical challenges of producing safer code, formidable though they are, but to social acceptance of software insecurity.5 Despite decades of valiant brainstorming by legal scholars, security experts, and hopeful plaintiffs—and an annual slew of high-profile software security failures—unnecessarily insecure software continues to flood the market and leave end users without legal remedy. Periodically major players in the industry will come together to fund a security initiative of some kind, but these efforts are purely the product of corporate goodwill. 6

This chapter provides a brief overview of the legal and market failures that account for the no-liability status quo. It then turns to a somewhat less conventional explanation for our collective failure to change this status quo: two ideas, that software is special and that secure software is hard, have helped feed resistance to the idea of penalizing manufacturers for their code and have proven powerful in ensuring liability discussions remain largely confined to the theoretical plane.

But to insist that software is by its very nature incompatible with a liability framework is to fundamentally misunderstand what a liability regime needs to look like. Broadly construed, legal liability comes in many possible shapes and sizes. The chapter thus concludes by proposing some concrete examples of starting principles for constructing a liability regime that strikes a balance between industry incentives and end-user needs. The central idea, and ultimate objective, is to reconsider how we think about software development, and to open up a new conversation about the things that our software has yet to be.

The No-Liability Status Quo

There are two major dimensions to the present no-liability status quo. One is a story of legal battles lost. The other is an account of misaligned market forces. Both are key to understanding why insecure software and preventable defects are the norm, not the exception.

Legal Failure

For a while it looked like history would go the other way: early on, scholars predicted that software vendors would eventually be inundated with lawsuits, resulting in “catastrophic” consequences for the industry.7 But the opposite has happened. Fast forward thirty years, and software users, not vendors, bear the costs of insecure software. And it is not for lack of theorizing. Legal and security experts have proposed everything from the creation of new torts, such as the negligent enablement of cyber crime and professional computer malpractice, to the establishment of insurance regimes to pay for the resulting costs to software vendors.8 Most of this has been to little effect.

Once upon a time commentators speculated that the contract-making principles embodied in the Uniform Commercial Code (UCC)—a set of model laws adopted at least in part by all the states to govern commercial transactions—could be used to “pierc[e] the vendor’s boilerplate” and create a legal framework that would equally benefit vendors and users, licensors and licensees.9 One commentator predicted as early as 1985: “The courts have adequate means to protect software vendees from unconscionable contract provisions and the UCC makes requirements for effective disclaimers of warranty clear, so that the UCC will adequately protect software vendees and will not serve as a vehicle for manufacturers to limit their liability.”10 Instead, because the UCC is built on freedom-to-contract principles that assume roughly equal bargaining power between the buyer and the seller, the UCC has served as just that: a liability-limitation vehicle.

End Use License Agreements

Today, just as yesterday, the disgruntled user has two choices when it comes to the mass-market End Use License Agreements (EULAs) bundled with virtually all software products—take it or leave it.11 Software vendors typically shunt all the risks associated with their products onto users through these boilerplate license agreements, which the courts have generally treated as enforceable contracts since the mid-1990s.12

The courts have accepted the fiction that end users are free to accept, reject, or negotiate the terms of the EULAs that accompany the software that they buy.13 Software vendors are, as a result, virtually bulletproof, as they may simply contract away responsibility for the deficiencies of their products with sweeping disclaimers.14 This has prompted one commentator to dub the EULA the “legislative license.”15 In other words, thanks to a long line of court decisions, “the law of the software license has come largely to be defined by each software license itself.”16

Boilerplate license agreements are not the only obstacle for users seeking compensation in contract when a third party exploits the vulnerabilities in their software. Today much application software is free. This bars recovery under contract law (as well as under certain consumer protection statutes) because generally courts will not hold software providers liable for harms brought about for products or services for which users did not offer some form of payment—or what lawyers call “consideration.”17

Negligence

Recognizing the many obstacles to liability within the private-ordering framework, scholars have searched outside of the contract realm for ways to hold software providers accountable for the harms that users sustain as a result of insecure code. In light of the type of oversight being alleged of software vendors who employ poor security practices—failure to develop their software in such a way as to prevent reasonably foreseeable harms to end users—early on, the most logical avenue for a tort action seemed to be a negligence claim. Negligence typically requires establishing four elements: that the software vendor owed the user a duty, that the vendor breached that duty, that the breach caused the user injury, and that harm was caused by the injury to the user as a result of that breach. But each of these elements poses special challenges in the software context.

The difficulties begin with the threshold inquiries. What, exactly, is a software vendor’s duty to the user when it comes to precluding or patching vulnerabilities? And at what point, if any, can vulnerabilities be deemed to rise to the level of a breach of that duty? These questions, though fuzzy, are not impossible to answer. As this chapter will explain, coding is not finger-painting; there are best practices and rules of thumb for building out better, more secure software; conversely, certain coding practices are universally frowned upon and could theoretically form the basis for a negligence claim—for example, failing to use industry standard encryption methods. But in the absence of a legislative or regulatory scheme concretizing what end users may expect of their software providers, courts have been reluctant to make the kinds of technical assessments necessary for creating and enforcing vendor duties.

It has become common for courts to sidestep the duty question altogether in favor of ruling on injury. The injury requirement has proven problematic for user suits of all stripes in cases involving the compromise of sensitive customer data—not just tort actions but also suits brought under consumer protection laws, and not merely where attackers target end users by way of software vulnerabilities but also where hackers target companies actually holding customer data. To start, most jurisdictions have adopted the economic loss doctrine, which prohibits tort recovery for pure economic loss—that is, loss that does not involve personal injury or which flows from damage to the product itself—on the theory that risk allocation for economic losses is best addressed under a contract framework. The doctrine has placed a bar on software tort actions even in cases not involving a malicious third party and where the software defect was alleged to be obvious and easily correctable.18

The economic loss doctrine aside, the nature of the injury inflicted on end users when they suffer the exposure of their personal information is in other, more essential respects an impediment to legal recovery. This is well illustrated by recent trends in corporate data breach litigation, involving damage incurred by consumers not by way of hacks on user software but rather attacks on institutions and companies entrusted with sensitive customer data. For example, in a case involving the physical theft of a life insurance representative’s laptop containing unencrypted customer information, where the plaintiffs feared but had not yet actually suffered identity theft, the D.C. Circuit affirmed the dismissal of the plaintiffs’ negligence and gross negligence claims. The court reasoned that the injury was speculative and that the security expenses the plaintiffs had been forced to incur to guard against the misuse of their data arose not out of any injury but rather anticipation of future injury.19 Cases of this kind are important to the software liability discussion because they highlight how deficient our legal vocabulary is when it comes to even articulating and cognizing security-specific harms.

Finally, even where plaintiffs are able to establish a cognizable security-related injury, they may be unable to prove the requisite causation. This, too, is well illustrated by data breach cases where courts have dismissed the negligence actions of plaintiffs who suffer identity theft in the wake of massive thefts of sensitive company-held customer data for failure to tie the theft to the particular breach in question.20 Tracing an injury to a software vulnerability within a security environment belonging to and maintained by the user poses only more complications.

Market Failure

The seductive centerpiece of the argument against imposing legal liability on software vendors is that security is properly left to market forces. The theory goes that if code creates sufficient hazards for people and businesses, this should generate demand for more secure code, or for patching practices and antivirus products that adequately address security holes. Needlessly imposing liability, on the other hand, will only increase costs, slow development, and stifle innovation.

The problem with this theory—which retains its tenacious grip on the public imagination despite years of evidence to the contrary—is that it assumes end users will push for a solution when in fact we have proven to be active contributors to the problem. Not only are users relatively apathetic about software security, we systematically disregard it in favor of functionality.21 We accept defective software because defective software works most of the time.22 Moreover, so insatiable is our appetite for more and improved features that we have only encouraged the industry’s “fix-it-later” culture.23 Thus software companies look for bugs late in the development process and knowingly package and ship buggy software with impunity, relying on timely release and incremental patching as a primary security strategy.24 Features, and speed to market, effectively trounce security.

These practices spell disaster for end users, who are generally slow in acknowledging vulnerabilities, patch too infrequently, and persist in running outdated software.25 Researchers have found that users are sluggish about deploying security fixes, even in the case of critical vulnerabilities, and that 75 percent of targeted attacks could be prevented through regular patching.26 Indeed, some of the most infamous malware exploited vulnerabilities for which patches were readily available. These include Code Red in 2000, which caused an estimated $1.2 billion in network damage, and SQL Slammer in 2003, an even faster-spreading piece of malware that completely shut down the internet in South Korea and led to outages and slowdowns throughout Asia.27 Secure software development and user security practices exist as linked but separate challenges in the information assurance environment.

On top of everything else, users do not fully absorb the costs of their bad habits, a reality that only exacerbates negative externalities for all members of a highly interconnected cyber ecosystem.28 Unlike the malicious software of yesteryear, which would typically disrupt the operation of the infected machine in a noticeable fashion, modern malware more commonly infects one machine and uses the host to attack another.29 Consider the many high-profile attacks on financial institutions and other corporate entities made possible by user machines co-opted into botnets that are used to launch DDoS attacks unbeknownst to the rightful users.30

According to Bruce Schneier, perhaps the most prominent voice in the long-running call for vendor liability, “If we expect software vendors to reduce features, lengthen development cycles, and invest in secure software development processes, they must be liable for security vulnerabilities in their products.”31 This view is not predicated on the premise that market forces are merely inadequate in effecting the kind of industry-wide changes required for improved security. The idea is that those forces actively push in the opposite direction.

The No-Liability Gridlock

U.S. end users are generally bereft of means for legally recovering from vulnerability-related software harms. And a host of readily identifiable end-user practices help explain why free market forces have not pressured the industry into sweeping self-regulation. But these points do not account for why no fix is in sight, and why the idea of subjecting software to a liability regime provokes such fierce opposition. Underlying that opposition are powerful preconceptions about what software is and whether secure software is viable.

Software Is Special

Software is more than a good or service. Code is a language and a medium. Thus, the argument goes, clumsily imposed liability rules could place significant and unacceptable burdens on software speech and application-level innovation. In her book on the relationship between internet architecture and innovation, Barbara van Schewick offers a description of the nexus between software applications and human potential that could also double as an explanation for the perceived values at stake in the debate over the wisdom of imposing liability for coding defects. She writes:

The importance of innovation in applications goes beyond its role in fostering economic growth. . . . [T]he Internet, as a general-purpose technology . . . creates value by enabling users to do the things they want or need to do. Applications are the tools that let users realize this value. For example, the Internet’s political, social or cultural potential—its potential to improve democratic discourse, to facilitate political organization and action, or to provide a decentralized environment for social and cultural interaction in which anyone can participate—is tightly linked to applications that help individuals, groups or organizations do more things or do them more efficiently, and not just in economic contexts but also in social, cultural, or political contexts.32

Accounts of this kind, of the special social significance of code for social expression and self-determination, do some work in explaining the state of software liability law. Although software liability critics and proponents speak most often in terms of market forces and industry incentives, the increasingly important subtext of this debate is the vaunted status and multidimensional significance of code as a kind of totem for social creativity and technological progress. It is not unusual to muse on whether code is art, and to debate whether Steve Jobs was an artist.33 Little wonder, then, that we are unwilling to impose what many see as a kind of tax on code as embodied in software—a product that we have internalized as the manifestation of innovation and the currency of creativity itself.

Software Security Is Hard

To illustrate the need for a liability regime, liability advocates often draw comparisons between the dangers of software and the dangers of those products for which we have difficulty imagining a no-liability regime—for example, exploding Coke bottles or stroke-inducing painkillers or cars outfitted with faulty ignition switches.34 But to insist that software defects and, say, vehicle defects should be governed by substantively similar legal regimes is to ignore many distinctions relevant to the question of whether liability is warranted and what form it should take. For starters, automobile defects almost invariably risk bodily injury and property damage. In contrast, “software” is a category comprising everything from video games to aircraft navigation systems, and the type and severity of harms arising from software vulnerabilities in those products vary dramatically.

Liability skeptics, for their part, point not only to the uniqueness of software but also to the special challenges of software security as an argument for exempting software programs from traditional liability rules altogether. This argument tends to rely on a narrow conception of what a regulatory regime can achieve but is one worth understanding.35

Gary McGraw, presently Chief Technical Officer at Cigital (and not a liability skeptic), attributes software’s growing security problems to what he has dubbed the “trinity of trouble”: connectivity, extensibility, and complexity.36 To this list, we can add Daniel Geer’s well-known contribution, the problem of software “monoculture.”37 Together, these factors help explain at a systemic level what makes software security difficult to measure, difficult to achieve, and seemingly difficult to penalize.

First, increasing connectivity between computers makes all systems connected to the internet increasingly vulnerable to software-based attacks. The resulting security issues are only exacerbated by the fact that old platforms not originally designed for the internet are pushed online despite not supporting security protocols or standard plug-ins for authentication and authorization.

Second, system extensibility allows for an incrementally evolving system and increasing functionality, but also makes it difficult to keep the constantly adapting system free of software vulnerabilities.38 This flexibility in function gives rise to software uses and conditions which may never have been envisaged by a developer.

Third, software systems are increasing exponentially in complexity, resulting in thousands of bugs in multi-million-line codes and unexpected interactions between individual applications.39 As Fred Brooks pointed out in his famous 1986 paper distinguishing between essential and accidental complexity, some complexity can be eliminated by way of code optimization. But in other respects complexity is an “essential property” of software that comes with unavoidable technical and management difficulties and leads to product flaws.40

Finally, monoculture, or system uniformity, predisposes massive numbers of users to devastating attacks. As Geer has put it, “The security situation is deteriorating, and that deterioration compounds when nearly all computers in the hands of end users rely on a single operating system subject to the same vulnerabilities the world over.”

For all of these reasons, software of nontrivial size and complexity cannot presently be made vulnerability free or even simply catastrophe free. But that does not foreclose the feasibility of a carefully constructed liability scheme. Liability skeptics battle a straw man when they make arguments like this one, from computer security authority Roger Grimes: “If all software is imperfect and carries security bugs, that means that all software vendors—from one-person shops to global conglomerate corporations—would be liable for unintentional mistakes.”41 This conclusion relies on a caricature of liability that ignores the fact that an attempt to systematically hold vendors accountable for vulnerabilities could build in realistic constraints to prevent exposing the industry to crushing liability.

The Many Levers of Liability

Though critics see liability as a kind of nuclear option, proponents understand liability as a multifaceted weapon—a many-levered machine—that could be calibrated to effectively promote the development of more secure software without imposing undue costs on the industry. An effective software liability regime would be one that takes the many unique features of software into account when it comes to designing rules, creating duties, or imposing standards.

Practices That Warrant Regulation or Incur Liability

Classical command-and-control regulation is too restrictive and inflexible to form a viable foundation for a software security regime. And because security must be “baked” into the development life cycle, rather than “bolted on” after deployment, and because even the most carefully considered development process yields vulnerabilities, an effective liability or regulatory regime cannot equate to simple testing or patching requirements; nor can it revolve around penalizing software vendors for the number or severity of vulnerabilities discovered in a given piece of software. Indeed, such absolutes could reveal more about the software’s popularity than its inherent insecurity.

The objective must be to influence vendor design and development choices without unduly restricting them. This balance might be struck by imposing on software vendors certain self-certification or public reporting requirements that make transparent and easily understandable to consumers their adherence to or departure from industry standards and best practices. Best practices, in turn, could constitute an affirmative defense against regulatory fines, and might range from periodic independent security audits to participation in what David Rice, Apple’s global director of security, describes as a ratings system for software security, an analogue to the National Highway Traffic Safety Administration’s rating system for automobile safety.42 This general approach echoes the voluntary programmatic initiatives implemented by the U.S. government in the realm of environmental regulation; these have ranged from requiring firms to set their own environmental objectives, to publicly recognizing firm participation in environmental programs, to identifying and labeling environmentally responsible products for consumers.

As individual end users and businesses migrate to the cloud, there is also an argument to be made for shifting the focus of the interminable liability debate as it applies to client-side software (run on the end-user’s computer) to server-side applications like increasingly popular cloud-based software services (Software as a Service—SaaS).43 Centrally hosted and accessed by users over the internet, SaaS applications are already subject to a variety of federal and state privacy and data management laws and regulations governing online services that collect personal information from users. Such laws impose consequences on vendors for misrepresentation and failure to institute reasonable security measures for maintaining and transmitting user data.44 In addition, entities contracting with cloud vendors have some room to negotiate contractual provisions for risk allocation and mitigation in the event of a security breach. But over the long term, incentivizing secure SaaS product development may require, among other things, the enactment of legislative restrictions on indemnification provisions and other limitations of liability in subscription software agreements.

Fines and Taxes

Holding software providers accountable for their code need not entail exposing them to unlimited private lawsuits. Indeed, a legislative or regulatory regime need not turn on the creation of a private right of action at all.

Government-imposed fines and forfeitures are one obvious alternative. Take the federal legislative and regulatory obligations presently imposed on telecommunications carriers, which are subject to capped forfeiture penalties levied by the Federal Communications Commission under Section 503(b) of the Communications Act in the event that they fail to employ reasonable data security practices to protect consumers’ personal information.45 Most states, too, have enacted legislation that penalizes companies for failing to safeguard sensitive user information. These laws governing responsible third-party data retention and breach disclosure practices offer a useful model for imposing narrowly circumscribed security duties on software providers.

An Indiana law, for instance, requires that the owner of any database containing personal electronic data disclose a security breach to potentially affected consumers but does not require any other affirmative act. The terms of the statute are decidedly limited—it provides the state attorney general enforcement powers but affords affected customers no private right of action against the database owner and imposes no duty to compensate affected individuals for inconvenience or potential credit-related harms in the wake of the breach.46 Similarly, laws or regulations imposing best practices on the software industry could take the form of fines or fees levied by the government rather than individual end users. Requirements could range from the narrow, such as basic patching or government disclosure obligations, to the more substantive and onerous, such as vulnerability assessment and penetration testing procedures.

Taxes are a second means of avoiding the floodgates problem associated with a traditional liability regime. The idea of levying a Pigovian tax on software, which attempts to correct the cost of insecure code to the market, is not so counterintuitive if we accept that all software contains vulnerabilities and generates negative externalities. Rice has analogized vulnerabilities to pollution and called for a tax to encourage the development of safer, “cleaner” software.47 But rather than assessing taxes as a function of the magnitude or severity of vulnerabilities in a particular piece of software, as Rice suggests, they could be assessed against all software vendors (or vendors of a specified size) on a percentage of revenue basis, with deductions available for implementing healthy security practices.

Liable Entities

Not all software providers can or should be subject to liability or regulation. Most notably, imposing liability on contributors to free open source software is an incoherent proposition, one that would jeopardize the progression and availability of collective resources and have problematic First Amendment implications. Whether or not you believe that the process by which open source software evolves actually constitutes its own security mechanism—a view that lost considerable support in the wake of Heartbleed—the fact is that open source software offers users both the cake and the recipe. Users are free to examine the recipe and alter and distribute it at will. By offering users the ability to access and modify the source code, open source software hands off responsibility to users.48

The calculus should change when it comes to proprietary applications, however, as the security of the code does not lie with users but remains instead entirely within the control of a commercial entity. The fact that much proprietary software is “free” should not foreclose liability: a narrowly tailored rule might provide that where users are “paying” for a software product or service with their data, a data breach that is deemed the result of unreasonable security practices could be grounds for government-imposed fines.

Drawing a liability line between open source and proprietary software is not without complications. Consider two forms of proprietary relicensing schemes that make use of open source code. First, companies can buy exceptions to a license governing open source code in order to incorporate the code into their proprietary products without being bound by the license’s ordinary redistribution requirements. Second is the open core model, under which a company may maintain an open source version of their software for free and offer an enhanced, proprietary version for a fee. But mere use of open source software cannot become a liability escape hatch; a commercial vendor’s decision to make use of open source resources should not materially alter its security obligations.

CONCLUSION

The software liability debate has retained its basic shape over the years, but the harms giving rise to the debate have evolved in that time. The earliest software liability discussions focused on embedded software errors that led to physical injury or death.49 With the explosion in cyber crime and cyber-espionage, and rising fears of related terrorism, attention has converged on the vulnerabilities lurking in shoddy code.50 Yet if the decades of paralysis on the liability question are any indication, software vendors will remain free of the repercussions of the vulnerabilities they ship—until, perhaps, the losses and costs shouldered by users materially change. Ultimately, it may take nothing short of our collective transition to the cloud and the dramatic expansion of the “Internet of Things”—and malicious attacks on smart toasters, door locks, automobiles, and pacemakers that result in readily cognizable, physical harm—to bring us full circle and tip the liability scales against software vendors. But we have options beyond the wait-and-see approach and should assess them on their merits, not reject them as a matter of course.


CHAPTER HIGHLIGHTS

Socially Acceptable Bad Code. Most security breaches are made possible by vulnerabilities, yet poor-quality software remains the market norm. Experts have long attributed this state of affairs not to the technical challenges of producing safer code, formidable though they are, but to social acceptance of software insecurity.

End Use License Agreements (EULAs). These contracts have long been bundled with virtually all software products and force users to “take it or leave it.” Software vendors typically shunt all the risks associated with their products onto users through these boilerplate license agreements, which the courts have generally treated as enforceable contracts since the mid-1990s. Software vendors are, as a result, virtually bulletproof, as they may simply contract away responsibility for the deficiencies of their products with sweeping disclaimers. Software users, not vendors, bear the costs of insecure software.

Understanding Negligence. Negligence typically requires establishing four elements: that the software vendor owed the user a duty, that the vendor breached that duty, that the breach caused the user injury, and that harm was caused by the injury to the user as a result of that breach. But each of these elements poses special challenges in the software context.

Market Failure. Not only are users relatively apathetic about software security, we systematically disregard it in favor of functionality. The appetite for more and improved features has encouraged the industry’s “fix-it-later” culture. Thus software companies look for bugs late in the development process and knowingly package and ship buggy software with impunity, relying on timely release and incremental patching as a primary security strategy. Users are sluggish about deploying security fixes, even in the case of critical vulnerabilities (research shows 75 percent of targeted attacks could be prevented through regular patching).

Limiting Liability. The objective must be to influence vendor design and development choices without unduly restricting them. This balance might be struck by imposing on vendors certain self-certification or public reporting requirements that make transparent and easily understandable to consumers their adherence to or departure from industry standards and best practices. Best practices, in turn, could constitute an affirmative defense against regulatory fines, and might range from periodic independent security audits to participation in a ratings system for software security. That said, not all software providers can or should be subject to liability or regulation. Most notably, imposing liability on contributors to free open source software is an incoherent proposition.
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Section II

COMBATING CYBER CRIME

 

Chapter 6

Understanding Cyber Crime

Sasha Romanosky and Trey Herr

Cyber crime covers a wide range of activities that include theft, fraud, and harassment; stealing valuable intellectual property as part of industrial espionage; committing financial fraud and credit card theft; and disrupting internet services for ideological goals (“hacktivism”). The crimes target both firms and consumers, and while they rarely result in physical harm or property damage, there can still be severe consequences.1 For example, many data breaches are caused by criminals hacking into private corporations and government agencies in order to steal personal information. The compromised data may include individuals’ names, addresses, social security numbers, dates of birth, driver’s licenses, passport numbers, credit card numbers, and other financial data. The information can then be used to commit crimes including unemployment fraud, tax fraud, loan fraud, and payment card fraud.2 Individual harms stemming from these breaches include direct financial loss, the burden of increased loan interest rates, denial of utility services, civil suits, or even criminal investigations.3 The resulting costs incurred by firms might include forensic investigations, consumer redress, disclosure fees, and litigation—and sums can reach over $200 million.4

Overall, the chapter frames this complicated topic as a discussion of two markets: one of information assurance, occupied by victims (e.g., firms and consumers), and one of threats, where buyers and sellers of malicious software and stolen information trade their goods.5 Policy solutions that attempt to reduce victim harms and cyber crime address more than just device or network security, they seek to influence the incentives and behaviors of illicit actors and victims through criminal, civil, and administrative law. The motivating question is: how can government interventions affect the incentives of actors in each of these markets in order to reduce losses, and bring about more efficient investment in security?

THE MARKET FOR THREATS

What drives cyber crime? The majority of computer-enabled or -supported crime is financially motivated and is thus the result of a rational cost-benefit analysis on the part of attackers.6 Both the cost of acquiring and implementing malware and the security posture of potential firms can influence target selection by criminal groups. Successful cyber-attacks can therefore be considered a result of mismatched investment in security. Attackers constitute a market for “threat,” counterbalanced with a victim’s market for security. In these markets, there exist two principal goods: malicious software and stolen data.

Goods

Malicious software used by criminals to gain access to a victim’s information systems is composed of three parts, each of which can be developed, bought, and sold independently of each other: a propagation method, exploits, and a payload.7 These different components are exchanged using various transaction types, in some cases rented, while in other cases sold outright.8 One of the most popular means to distribute malware is via phishing e-mails—fake e-mails which appear to be from a legitimate sender and are distributed to a wide audience. These phishing mails can be propagated by large collections of zombie computers called botnets (see Botnet description in figure 6.1). Botnets are usually rented rather than sold, and an individual maintains the machines in each “herd” of computers or small group that continually infects new machines in order to offset lost computers or expand their herd.9

Stolen data comes in an even greater variety of forms; for example, credit card numbers are stolen, bundled, and sold through an ever-evolving mix of illegal underground marketplaces.10 In addition, thieves may use the loot themselves, while in other cases the stolen data is sold to security researchers or to corporations such as banks looking to detect fraudulent accounts.11 These markets for malware and stolen data are supported by several types of actors, described below.

Actors

Criminal organizations vary in size, purpose, and sophistication. Some are focused exclusively on espionage and have developed the means to distribute work internally, with different teams assigned to research and identify future potential targets, passing off their work to others for the development of malicious code, and yet more teams to package and deploy it.12 Other groups, organized along the existing social networks of offline criminal organizations, pursue a wide range of criminal activities, using information obtained to conduct traditional identity theft, extortion, and financial fraud.13
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Figure 6.1   Botnet Diagram

Some groups retain a single function. For example, the process of “carding” (using stolen credit card information to reproduce cards and withdraw funds before the cards or their accounts are frozen) has emerged as a specialty activity in some circles. Small numbers of more knowledgeable “carders” tasked with stealing or otherwise securing credit card information then distribute these to large numbers of money mules (otherwise unknowledgeable low-level individuals spread across regions and countries), who then withdraw funds from ATMs.14 The goal for carder groups is to use purchased credentials to extract as much cash out of these accounts as possible, as quickly as possible, before banks begin to disrupt the process. Several of the largest groups devoted to stealing funds from stolen bank accounts with replicated credit card information are vertically integrated, responsible for every step of the fraud process from theft to withdrawal.15

The market for threats assumes largely financially motivated groups, and does not consider strategically motivated actors who pursue political or military goals without regard for financial benefit. These activities, which may involve attempting to achieve destructive digital or kinetic effects, fall more closely under the military cyber operations topic rather than cyber crime. For financially motivated actors, however, there are established market mechanisms, a means to determine available buyers and sellers, to price the goods themselves, and establish the reputation and some means of transaction between actors.16

Market Dynamics

Much like the market for a used car or a new toaster oven, the market for cyber threat shares several underlying characteristics: trust, reputation, price, and competition. Unlike cars and toasters, however, buying and selling malicious software and stolen data takes place under a necessary veil of secrecy.

As there are few external means to compel buyers to provide payment, or sellers to provide their wares in the event of a fraudulent transaction, reputation plays a pivotal role. Some markets adopt a reviewer process much like Amazon, where other customers can comment on their experience with different malware components. In writing about purchasing freejoiner, a malicious payload that can steal personal data, for example, one such customer commented, “Purchased a freejoiner 2 and left very happy,” while another wrote, “Thank you for a FreeJoiner, is the best program in its class I have ever seen.”17 Some underground websites may compliment these user reviews with site moderators who verify products and transactions to track high-quality sellers and remove scammers. Customer satisfaction matters; sellers of credit card information may offer bonuses if users buy certain quantities or offer freebies to make up for already deactivated accounts.18

Another dynamic to consider is the price of goods within this marketplace. The cost of e-mail account credentials, for example, has fluctuated in the past decade, ranging between $4 and $30 in 2007 and dropping to $0.50 to $10 in 2015.19 This drop in prices may indicate oversupply, a surplus of available accounts, or less demand for e-mail as a means of developing and sustaining attacks. Prices for custom features and revisions are added on top of the initial purchase by sellers who expect repeat business or who are selling a tool to users as part of a service. The “Pinch” malicious payload offers users a means to steal data from targeted systems in a variety of configurations. Though at one point Pinch’s source code was posted online, the tool continued to be updated and sold on a regular basis for up to $30 per user.20

Competition plays a role in the market for threats as well. Where buyers can select between different sellers, the traditional competitive mechanics that decrease price and increase quality come into play, especially for malicious software components. One example is the evolution of SpyEye, a rival to the popular ZeuS malware which has primarily been used to target banking systems for user credentials but now includes a host of other features.21 Early versions of ZeuS were relatively simple, but the emergence of SpyEye at a lower price point in the same forums to target the same customers resulted in a feature arms race between the two payloads, with developers rushing to add more features to each in an effort to attract and maintain customers.22 In 2010, just over a year after SpyEye’s emergence, the two actually merged, with ZeuS folding into its rival’s brand.23

INFLUENCING THE MARKET

There are often two opportunities for policy interventions—ex ante, or before the event, and ex post, after the event. Ex ante opportunities to shape the market for threat rest primarily on altering the market dynamics explained above. While targeting price seems an obvious first step, there are multiple by-products to consider. Attempting to increase the price of malicious software components may make it less attractive for low-skilled attackers to acquire capabilities and could reduce overall demand, but such an increase may also incentivize new sellers to join the market, thereby increasing the variety or sophistication of what is available. For stolen information, there are similarly multiple effects from any action; attempting to increase the price of stolen information may reduce the number of individuals willing to make purchases, but could increase the perceived value of such information, incentivizing more elaborate attempts to steal new credentials and card data.

An alternative approach may be to attack the reputation mechanisms, disrupting the tenuous chains of trust that link buyers and sellers for malicious software and stolen information. For example, law enforcement agents sometimes pose as sellers and falsify reviews, but can also set up alternative markets in an effort to drive users onto a smaller and smaller number of controlled platforms.24 Sowing distrust by seeding outdated or useless credit card or personally identifying information could also help disrupt these criminal markets as buyers are faced with an increasingly uncertain environment in which to spend limited resources.

Operating in a market is difficult, especially when it takes place in a more clandestine context with few mechanisms to enforce transactions or guarantee contracts. The traditional information asymmetry between the seller who holds a good and the buyer who seeks to obtain it is made that much more burdensome as the market for cyber threats is fundamentally a den of thieves. With mechanisms to establish the reputation of, and trust in, buyers as willing agents and sellers as purveying the goods they advertise already fragile, law enforcement activities to disrupt these processes may yield outsize effects.

Ex post options are more common but somewhat more restrictive, focusing on punitive criminal measures for buyers and sellers as well as intermediaries like forum operators who provide a marketplace for these interactions. A conventional alternative to attacking the market for threats directly is to apply penalties to the activities taking place and seek to prosecute buyers and sellers.

The primary legal vehicle for U.S. cyber criminal law enforcement is the Computer Fraud and Abuse Act (CFAA), originally enacted in 1986 and amended several times since.25 The CFAA criminalizes conduct in two general categories: access to computer systems and activities on them. The nine main violations include “exceeding authorized access” to a computer system, trespassing on a government computer, and causing damage by intentional access either recklessly or with negligence.26 There are limitations to the law, however. This includes a running debate within the courts over the definition of “authorized” access where there are at least three competing definitions: (a) behavior taken to bypass existing and clearly evident security measures, (b) any activity, including that by otherwise authorized users, which exceeds the authorized scope of operations on that computer system, and (c) actions taken to obtain access to information in excess of that for which use of the computer system was originally granted.27

THE MARKET FOR SECURITY

There are many forms of government intervention that can be adopted in order to induce companies (and individuals) to invest in an appropriate level of information assurance, and optimize (but not necessarily eliminate) any harms caused by the kinds of criminal activities previously described.

Ex Ante versus Ex Post

As mentioned, two familiar interventions are ex ante safety regulation (mandated standards), and ex post liability.28 Ex ante regulation is considered a heavy-handed prevention mechanism that enforces a minimum standard of care in order to prevent or reduce harm (e.g., fire codes that define wall thickness and materials used in clothing or homes). These standards are useful when the harms are thought to be extreme (i.e., either catastrophic or miniscule) but widely distributed, affecting large numbers of individuals. Obviously, catastrophic harms (e.g., nuclear disasters) are worth preventing through regulation, but so are minor harms that are spread across thousands or millions of individuals. The reason is that the harm to any one individual may be small, but in the aggregate, it may be worth the burden of increased prevention.

Regulation can also be useful when the source of the harm is unknown. For example, in the case of health risks (e.g., pollution) or data breaches, often the offending company may not be known, and so it becomes worthwhile to mandate specific controls to prevent avoidable harms. However, its effectiveness is hampered when the regulated inputs are only loosely correlated with the harmful outputs. For example, mandating two-factor authentication and encryption on Health IT systems may be ineffective if health professionals share login information and remained logged in to applications, resulting in medical identity theft.

Nevertheless, monitoring compliance to a regulation may well be easier for an enforcement agency than estimating the amount of harm caused by a particular event. For example, it may be much easier to verify that a company has implemented basic security controls and passed a security audit than it is to measure the total loss from identity theft. This leads into a separate question of what manner of policy reforms are feasible rather than most effective.

Ex post liability, on the other hand, is meant to allow injured parties to recover any losses through civil litigation. The cost of defending against a lawsuit and the threat of future suits are expected to force companies to internalize any losses, inducing them to increase security prevention measures. Liability, however, becomes ineffective if the harms are either incalculable, unverifiable, or when the injuring party is unknown. Identity theft and privacy harms, for example, often suffer from these limitations; while courts have granted standing for plaintiffs in some cases of credit monitoring, these claims are more frequently dismissed where they argue increased potential risk of identity theft or fear of future harms.29 However, a liability regime has the advantage of allowing firms to manage their information assurance (generally, any prevention measures) on their own, in ways that are most efficient for them. When they do properly bear the cost of their actions, they will naturally seek ways to reduce their total cost of any harmful behavior.30

Data Breach Disclosure Laws

As a result of losses stemming from data breaches, most states in the United States (as well as other countries) have enacted laws that require organizations to notify individuals when personally identifiable information has been lost or stolen. A primary goal of the laws is to empower consumers to take action in order to mitigate losses. A secondary goal is to force firms to internalize more of the cost of a data breach, thereby inducing them to increase their investment in security measures.31

The impact of these laws has yet to be fully examined, but existing research provides mixed conclusions; one study demonstrated an improvement in firm practices, while another found only marginal reduction in the rate of consumer identity theft.32 Critics argue that such laws inflict unnecessary costs for both firms and consumers if indeed firms already bear most of the loss, or when lost data is recovered before it is even accessed.33 Moreover, when the risk of harm is low, unnecessary notification may desensitize individuals, preventing them from acting when a serious threat does exist.34 Further, consumers may be unable to properly respond to breach notifications, as the notices may present a substantial cognitive and psychological barrier to taking action, also causing them to underreact.35 Alternatively, news media and the burgeoning market of identity theft prevention services may breed panic and confusion, causing consumers to overreact by unnecessarily purchasing such products, increasing their expected costs.36

Cyber Insurance

Since the first data breach disclosure law was passed in 2003, thousands of breaches have been publicly disclosed, increasing costs to firms—costs against which they are preferring to insure (see table 6.1 for examples of corporate data breach). What has followed is a powerful and unforeseen consequence of fueling a market for cyber insurance.37

The defining characteristics of cyber insurance are: interdependent security, correlated failure, and information asymmetry. Some of these properties are common to all insurance markets, while others—and their combined effects—are unique to the risks of networked computing systems and cyber-insurance. First, interdependent security reflects the degree to which the security of one computer network is affected by the compromise of another system (the breached system is said to impose a negative externality on the victim). For example, the security of Reagan National Airport in Washington, D.C., may be compromised if luggage from San Francisco International Airport is not properly screened.38 Correlated failures are where a single malicious event causes failures across a host of systems; the loss of power at security monitoring company like ADT could compromise the security of residences in surrounding neighborhoods, for example. Finally, information asymmetry in the context of insurance reflects the familiar moral hazard and adverse selection problems; companies behave in a riskier manner when fully protected from loss and insurance carriers have difficulty differentiating between high- and low-risk clients.

Table 6.1   Data Breach History
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Cyber insurance policies generally cover three categories of loss: first-party losses, regulatory fines and fees, and third-party liability. First-party coverage includes losses stemming from outages or business interruption costs incurred due to a data breach, privacy violation, or security incident. For example, breach notification costs, credit monitoring, public relations, forensic investigations, call center support, business interruption, and in some cases even extortion. Regulatory fines and fees cover sanctions brought by state or federal agencies (e.g., by the FTC or SEC). Third-party liability coverage includes settlements, judgments, and defense costs due to civil litigation. Naturally, these policies also include many exclusions, such as discrimination, criminal, or deliberate acts, patent infringement or violations of trade secrets, or acts of war, invasion, or insurrection.

The data collected by insurance carriers affords them a unique advantage over any other entity—even government agencies—when it comes to assessing the benefits of different information assurance controls and practices. Recall that the critical questions are: which security controls are most effective at reducing risk? Is it better to have a firewall or an intrusion detection system? Is two-factor authentication really better than a single-factor one? If so, by how much, and how much of a discount in premium should a policyholder enjoy? To date, no single firm or government agency has been able to answer these basic, yet fundamental, questions.

Insurance companies are perfectly positioned because they possess the necessary data. Using their security assessment forms, policy and claims data, they can correlate the information assurance controls of an insured entity with loss outcomes. With sufficient data, the carrier could rank order security controls by effectiveness. This would, in effect, determine which information assurance measures are most effective at reducing loss. These answers could be invaluable at driving information assurance research, the market for cyber-insurance, and ultimately the security posture of U.S. critical infrastructure.39

Alternative Policy Devices

Taxes, subsidies, and nudging are additional methods of inducing efficient behavior. Taxes and subsidies are often thought to produce equivalent outcomes whether a policy maker taxes bad behavior or subsidizes good behavior (and in this way, each are considered efficient policies). However, taxes (or any form of sanction) will be less efficient as the cost of applying those sanctions increases. For example, a subsidy can simply be paid to those who comply, while noncompliance must be detected and enforced, which can be costly. Sanctions may be preferred to subsidy if the threat of sanctioning is credible, because the desired behavior is achieved at no cost.40 Some have even suggested a “reversible reward” in which a subsidy is offered for compliance, but then in the event of noncompliance that same reward is used to penalize (perhaps through litigation or other sanction), thereby doubling the incentive mechanism.41

Nudging has become a very popular form of public policy.42 It is a form of choice architecture that specifically exploits (rather than ignores) human cognitive biases in order to achieve outcomes that are thought to be in the best interests of the individual. For example, if students are more likely to fill up on foods that are presented first in a cafeteria lineup, then simply presenting healthier foods before fattening ones should create healthier plates, without eliminating personal choice. Indeed, there is no reason nudging cannot be applied to the private sector for the purpose of appropriate information assurance investment; after all, companies (and government agencies) are run by people.

SECURITY AS INVESTMENT

Information assurance as the means to prevent compromise to a computer or network is fundamentally a question of security investment as firms seek to reduce the likelihood of an attacker stealing sensitive data or disrupting operations. On one hand, underinvestment is less costly, it yields a greater number of successful attacks and is suboptimal as firms lose valuable information and customers over the inability to protect their data and systems. On the other hand, overinvestment can be similarly damaging as companies expend scarce resources with little to no return on improved security. An effort to thwart every single attack is likely impossible as there are no perfectly secure systems, especially given the necessary involvement of human operators. Framing security as an investment, therefore, proposes that the purpose of government intervention is to support a market that encourages companies to find the optimal point between the cost of attacks and benefit of defensive information assurance measures.

Many consumer rights organizations and privacy advocates argue that companies are not spending enough on information assurance. In their eyes, this may be justified by the increasing rates and scale of software vulnerabilities and data breaches. This argument rests on two conditions. First, it assumes that consumers cannot—or should not—take measures to protect their own data and computing devices. Like pedestrians looking to cross a busy roadway, do consumers, themselves, not also bear some responsibility for taking appropriate precautions when browsing the internet, and protecting their personal data? Certainly, there are many circumstances when individuals are harmed through no fault of their own (e.g., theft of one’s personal information from a data breach). However, there are also many situations where individuals are or could be empowered to take measures to protect their data (such as practicing proper browsing habits, the appropriate disclosure of personal information, password hygiene, laptop and data record storage, etc.). And so discussions regarding policies or regulations to force firms to increase cybersecurity should also be balanced with discussions of inducing consumers to take appropriate security and privacy precautions.

The second concern is that the argument that companies do not invest enough implicitly assumes that a world where companies did properly invest would experience zero data breaches or security incidents. Effectively, “appropriate” security, by that argument, implies “absolute” security. But as we have heard many times, perfect security is only achievable with zero utility (i.e., a broken computer is perfectly secure but entirely useless). Therefore, if we recognize that perfect security is neither practical nor efficient, and we instead seek to have both companies and individuals bear some responsibility for their actions, and invest in an efficient level of precaution (i.e., one that balances the incremental costs with incremental benefits), then this would describe a world in which both data breaches and security incidents existed.

The point is simply that the existence of security incidents could, in fact, reflect a state of efficient security investment. Just because we see some volume of data breaches or security incidents does not necessarily imply that companies (or individuals) are not already spending an efficient amount on security. While increased spending may reduce security incidents, that additional cost of investment may be larger than the benefit from that investment. If efficiency is the primary goal, then before we answer the question of “how should we encourage companies to invest more?” we must first ask, “should we encourage companies to invest more?”

While some policymakers may applaud firms for managing information assurance just as with any other kind of risk they face (product, employee, corporate, etc.), there is an important consequence to this action. Namely, that by doing this, firms will (can and should) act in their own best interest. While this behavior is appropriate, these actions may ignore any harms they cause to consumers. That is, when firms cause harms to others but don’t bear the burden of those costs, they act in a manner that is not in society’s best interest.

In sum, the goal of a policymaker should be to optimize—not minimize—security incidents. That is, he or she should seek to balance the cost of a security measure with its benefit. Thus, the existence of data breaches and security incidents does not necessarily imply that companies are not investing in an efficient level of security. In fact, an absence of successful attacks leading to breach would likely imply excessive spending. People, like companies, are self-interested; we make decisions to maximize our returns and so should not expect companies to do otherwise (or begrudge them when they do). The challenge of stymieing cyber crime is finding the point where reasonable security investment yields appreciable returns, and effective information assurance techniques can act to deter most attackers and prevent catastrophic incidents.

CONCLUSION

Structuring a policy response to cyber crime that encourages efficient investment in security and disrupts the market for threats is a difficult proposition, but progress is possible with an approach that recognizes the scarce resources available to both attackers and defenders. An important consideration for policy reform is the role of independent researchers and academics, who play an important function in identifying vulnerabilities and testing the security of information systems. These activities, like penetration testing and vulnerability disclosure, can sometimes appear uncomfortably similar to criminal activity at a high level, so a degree of nuance is required for any legal reforms that may impact their activities. Combating cyber crime requires looking at the whole board, considering the incentives of actors in the market for threats and the market for security by influencing attackers and defenders alike.


CHAPTER HIGHLIGHTS

Defining Cyber Crime. Cyber crime covers a wide range of activities that include theft, fraud, and harassment; stealing valuable intellectual property as part of industrial espionage; committing financial fraud and credit card theft; and disrupting internet services for ideological goals (“hacktivism”). The crimes target both firms and consumers, and while they rarely result in physical harm or property damage, there can still be severe consequences.

Smart Investments. Both the cost of acquiring and implementing malware and the security posture of potential firms can influence target selection by criminal groups. Successful cyber-attacks can therefore be considered a result of mismatched investment in security.

Disrupting Criminal Markets. To combat cyber crime, one approach may be to attack the reputation mechanisms, disrupting the tenuous chains of trust that link buyers and sellers for malicious software and stolen information.

Leveraging Insurers. The data collected by insurance carriers affords them a unique advantage over any other entity—even government agencies—when it comes to assessing the benefits of different information assurance controls and practices.

Shared Responsibility. Discussions regarding policies or regulations to force firms to increase cybersecurity should also be balanced with discussions of inducing consumers to take appropriate security and privacy precautions.

Optimizing Government Intervention. Framing security as an investment proposes that the purpose of government intervention is to support a market that encourages companies to find the optimal point between the cost of attacks and benefit of defensive information assurance measures.
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Chapter 7

Disrupting Malware Markets

Trey Herr and Ryan Ellis

Decoding the structure, participants, and interactions of the malicious software market is imperative to informed policy.1 The key to understanding the behavior of cyber criminal groups is their access and incentives to use malicious tools. The framing and language of the market is a means to describe how groups build, buy, and deploy these tools. It defines the diffusion of capabilities between different organizations over time, the various specializations of participants, and guiding logic of malicious tools and their use as an ecosystem.

This market also has defensively focused participants such as Google and Microsoft who purchase vulnerability information to improve their software before it can be used to develop malicious tools. The interaction of malicious and defensive groups is a focus of recent policy efforts to regulate the spread and use of malware through the Wassenaar Arrangement.2 Malicious software are the tools of the trade in disrupting internet services, stealing personal information, extorting funds from users, and cyber crime of all sorts. For example, Carberp, a malicious software package used to target banks and financial account credentials, is rented to users and combined with other services to target particular organizations. The criminal marketplace described in chapter 6 is a mechanism to derive value from stolen goods as well as to purchase these tools. This market is important because it is a means to transfer capabilities between groups and may enable new attacks as well as the spread of exploits. This chapter covers the full range of potential buyers but emphasizes nonstate groups.

Describing the malware market is a process of explaining who participates in buying and selling these tools and how these transactions take place. Using this structure as a jumping off point to identify opportunities for disruption, this discussion of the malware market becomes a mapping exercise to identify points of systemic weakness. The following sections provide a brief description of malware, outline key market forces, and provide an overview of the participants. In conclusion, the chapter offers several policy recommendations on how best to intervene in the market.

What Is Malware?

Malware are software tools used to gain access to a computer system or network. These are composed of subsidiary malicious software components; describing each briefly helps explain the market because each component can be bought and sold separately. Breaking down malware is similar to differentiating between various types of cars. While a convertible, SUV, and sedan are all automobiles, they also have distinct functions and design of varying levels of interest to consumers.

The automobile metaphor can translate well to malware components; combining engines, wheels, and frames in various combinations creates a wide array of end products. Differentiating between malware components can help explain the resources and skill required to engineer various types of malware and highlight where defensive and malicious market actors are competing to purchase and use the same goods. Each of these components can also be combined differently to create particular services, so distinguishing between individual malware components helps explain the goods of the malicious software marketplace:

1.a propagation method—the method through which malware spreads onto a particular target device;

2.an exploit—code that takes advantage of a particular flaw in order to allow malware to execute some specified action; and

3.a payload—code that defines how the malware will impact the target, payloads can have multiple functions and may be used to communicate remotely with an attacker.3

This Propagation, Exploit, Payload approach is the PrEP framework for malware.4 In it, each component has a different function.

Propagation Method

Malware requires a way to move from its origin into a target. This process, propagation, can take a number of different forms. It may involve broad-scale methods, such as sending a batch of infected e-mails to a huge number of potential targets; or more narrow means, such as loading malware onto a portable thumb drive and dropping it in a parking lot.5 The design of a propagation method can limit the extent of its spread. An e-mail purporting to be from a coworker may contain a compromised attachment which, if opened, will infect your computer. Including relevant details or suggesting the attachment is a document of specific interest could make you more likely to click on the e-mail but others less so. Malware’s propagation can be limited by a number of various other factors, including technical features—some may only work in conjunction with a particular operating system or software version. Propagation may be a long-term and ongoing effort to gain access to target systems. For example, the so-called Equation Group malware, identified by Kaspersky Labs as a state-developed platform, used a number of different methods to try and assure access to a target even after computers had been wiped and reformatted.6

Exploits

Aiding propagation methods are exploits. Exploits are software programs—code—that take advantage of vulnerabilities found in computer software or systems. Exploits leverage these flaws to allow malware to execute particular commands. Vulnerabilities are common; they are present in software, “as a result of faulty program design or implementation.”7 These flaws can also be deliberately introduced by an adversary in order to provide a “backdoor” for later access.8 One of Stuxnet’s propagation methods utilized an exploit in the Windows Print Spool network service to spread itself between computers. From an infected machine, Stuxnet would submit a specially formatted print request to another, uninfected, machine. Instead of supplying data to print, the infected computer would send malicious code, spreading Stuxnet across a network of computers.9 While the vulnerability in this example was in the network print service, an exploit had to be written to take advantage of it for Stuxnet. Discovering vulnerabilities—that is, flaws that can be reliably and usefully exploited—is not trivial. Further developing exploits targeting these flaws for use in malware is an uncertain and potentially expensive process.10 Importantly, exploits are not intrinsically or necessarily malicious but have an array of potential uses. For example, there is cottage industry of companies who conduct mock attacks in order to pinpoint weaknesses in organization’s networks. What distinguishes these penetration testing firms from criminals and state attackers is intent. While both are relying on the latest research and techniques to exploit a vulnerability, penetration testing firms seek to identify workable exploits in order to alert an impacted organization to a pressing concern.

Payload

A payload is the core content of malware, a piece of software designed to achieve some predefined goal, such as deleting data or manipulating hardware to cause physical destruction. A payload can be quite complex, combining diverse elements potentially engineered by multiple people at different points in time.11 Payloads often dictate the identity of malware, such as a keylogger, code targeting banks, or “spyware” intended to gather information and spy on its targets. There is a subtle, but important, distinction between exploit and payload, and failing to distinguish the two can cause some analytic confusion. The two are logically distinct both in sequence and form: exploits are written to take advantage of a particular vulnerability present in target software, while payloads are written to achieve a particular effect. Exploits open the door for malicious code to execute on a target system. The Stuxnet payload was designed to infect industrial control systems running Iranian centrifuges but it was spread using, among other techniques, an exploit manipulating the Windows networking service. While the payload was the package being spread, the exploit was responsible for fooling other computers to accept a print request carrying the malware.

THE MARKET FOR MALWARE

The existence of a market for the exchange, purchase, and sale of malware components is not novel.12 In 1995, Netscape initiated one of the very first bug bounty programs.13 They agreed to offer (modest) cash rewards to anyone who reported a flaw in their new web browser, Netscape Navigator 2.0. Today, bug bounty programs are commonplace. Hundreds of companies operate bounty programs, rewarding researchers who discover flaws in their software or websites.14 Major tech companies—including Google, Apple, Facebook, and Microsoft—operate large and thriving bounty programs. More recently, the Department of Defense (DoD) joined the fray. It announced its own version of a bug bounty program, dubbed “Hack the Pentagon.” Under the pilot program, DoD will pay researchers for bugs impacting its public websites.15

Yet, vendors and website operators are not the only ones purchasing malware components—far from it. Intelligence agencies, military organizations, and criminal groups also purchase malware components. Newly discovered vulnerabilities and novel exploits can aid espionage, sabotage, and law enforcement activity. Zero-days are incredibly useful: they are exploits that take advantage of previously unknown flaws and are difficult to detect or mitigate, allowing them to operate with near impunity.

There are essentially two overlapping markets for malicious software and they are linked together, but each with some analytical distinctions. The “defensive market” is home to software vendors and firms working to obtain software vulnerabilities in order to develop patches. The “offensive market” is home to states and criminal groups, actors purchasing components and services in order to compromise computer systems. There are many common goods between the two—vulnerabilities, for example, are simply information and can be rediscovered by many parties or traded at no marginal cost and provide value to vendors and attackers alike. The “defensive market” buys through different mechanisms, however, with greater transparency through competitions and even some publicly available bug bounty leaderboards. The “offensive market” resembles a more traditional illicit marketplace with highly opaque transactions and a larger role for intermediaries to manage uncertainty and reputation across participants.

Another key difference between the markets relates to the intentions of the actors purchasing the component. In the defensive market, flaws are purchased in order to correct the vulnerabilities. In the offensive market, however, newly discovered flaws and exploits are resources that will be concealed and used to gain access to targeted systems. In the defensive market, vulnerabilities are problems to be solved; in the offensive market, they are resources to be used. These two markets, as discussed below, are entwined: they compete for labor and commodities (malware components, mostly exploits). In many ways, the defensive market is a reaction to, and an attempt to subvert, the perceived dangers introduced by the offensive market.

The growth of demand in the offensive market is troubling. The offensive market for malware, in some ways, enables the proliferation of sophisticated malicious cyber capabilities. The market provides nation-states, criminals, and other powerful tools to conduct espionage, sabotage, and several other criminal activities. The market also enables poorly equipped states to gain access to highly capable espionage malware. While the canonical state threat, including America’s NSA or Israel’s Unit 8200, is generally accorded a high degree of technical capability, other less sophisticated actors, such as the intelligence bodies from the Republic of Sudan and Ethiopia, are able to purchase capabilities they might not otherwise have access to.16 For example, Hacking Team, a prominent Italian company whose internal e-mail system and documentation was leaked onto the web in May 2015, uses a regular stream of new exploits purchased from within this market to support its core malware product called Galileo RCS or Remote Control System. The RCS can be used to spy on a variety of desktop and mobile phone operating systems. Customers can purchase a license to increase the number of computers and phones they collect information from at any given time. Companies, including Hacking Team, even offer training, customization, and maintenance features for more advanced users through this market.

A range of policy interventions to disrupt the market for malware is possible—including the continued support and growth of the defensive market. However, before considering the utility and limitations of different policy approaches, a detailed understanding of the composition and structure of the market is necessary. Previous empirical and theoretical work has examined aspects of pricing, different types of transaction, and other issues linked to market structure.17

Market Forces

Supply

Malware components are products of engineering effort—building a payload or writing an exploit takes time, skill, and with exploits some factor of luck. The vulnerabilities on which exploits depend come from software and must be discovered. These vulnerabilities are information and so may be rediscovered by multiple parties and, once made known to the vendor, can be patched and their value to a potential exploit reduced. There are numerous copies and alternatives available for payloads and propagation methods on the market. There is a tremendous variety in the underground forums where buyers select malware components and related services. Vulnerabilities can be reused by anyone with a capable exploit, but their value decreases the longer time passes after the software flaw was discovered.

The source of supply varies by malware components. The supply of exploits is driven by both flaws in vendor software and the labor and talent of individuals working to discover these flaws. Propagation methods are numerous; an example is the herds of infected computers known as botnets. Marshaling these machines and renting them is a nontrivial process and may depend on the skill and preexisting resources of the seller. Payloads are largely developed by individuals or small groups and may be purchased, captured, or even stolen. The variation in their purpose means that groups with different skill levels may be unsuccessful at adapting the tools of others or creating their own for complex tasks.

Each of these components can be reused and their respective value changes over time. Payloads are designed for a specific purpose so adapting them may take substantial engineering effort, but they retain value even after discovery. This reuse process is made more difficult if the payload in question is well-obfuscated or designed for a particular goal such as Stuxnet, which has seen no apparent reuse or direct copies. By contrast, Zeus, a popular malware family used to target banks and financial institutions, was leaked online in 2011 without cryptographic obfuscation.18 Less than six months later, several new malware families had integrated some or all of the Zeus code and seen sales growth as a result.19

Exploits are fungible: they can be integrated with different malware components and adapted from one tool to another. But they are also highly perishable: their value decreases after use, discovery, and subsequent patching. One of the major espionage platforms discovered in the past several years, Duqu, utilized an exploit in the Windows operating system to escalate privileges on a target machine and enable payload execution.20 Less than a year after the announcement of its discovery, the same exploit was integrated into two major exploit kits and used in attacks against a range of targets.21 Propagation methods vary in how easily they can be repurposed, but their value changes more as a function of access. Larger botnets may be more valuable as they can target victims from a variety of different IP addresses, thereby providing better means to bypass traffic filtering and other defenses.

Payloads, exploits, and propagation methods describe the basic building blocks of malware but the malicious software market also contains more finished goods such as the exploit kit, which combines a variety of exploits and a propagation method.22 The level of skill required to use these finished goods is lower, presenting users with a “plug-and-play” or “malware-as-a-service” type offering.23 With an exploit kit, for example, the customer need only supply a payload to create fully functioning malware. These finished goods may be a complete malicious software package more akin to a financial management dashboard, such as GammaGroup’s FinSpy, a fully capable surveillance package that allows organizations to collect data on and from computing devices including recording video from webcams, logging keystrokes, and reading e-mail content.24

Demand

The determinants of demand in the offensive market are inconsistent. Some groups appear to select targets based on the tools that are available to them, while others find tools to satisfy strong preferences between victims. The implication for groups that focus on the tools available to them is that demand is shaped by the security posture and configuration (e.g., vulnerabilities present and unpatched) in victim firms. Target focus implies a willingness to develop or purchase and modify components to fit the needs of a narrowly defined target set or even a singular firm. Where this latter decision-making process dominates, the defensive capability of the victim may prevent the direct purchase/reuse of a set of malware components from the market, forcing a more extended development process on the part of threat groups. This tool focus translates to victim firm security posture/configuration driving demand where attacks are more opportunistic, but where the potential target is more important than the tool employed, a different calculus reigns. Demand may be more directly influenced by the availability of goods as supply includes both basic malware components (propagation methods, exploits, and payloads) and vendors who assemble components and resell them and even some who offer complete services from malware to managing stolen goods.25

Demand on the defensive side is a mix of rational investment in security by vendors and the politics of disclosure. Programs from software vendors to pay researchers for vulnerability information, so-called bug bounties, were once a controversial idea opposed vehemently by large companies such as Oracle and Microsoft. In the past half-decade however, they have become a fixture for how many firms, including Microsoft, discover and fix flaws in their products. When companies announce new programs, such as General Motors did in early 2016, it can drive researchers to find and disclose new bugs in these products. Providing cash rewards for software vulnerabilities can create greater demand to find the flaws and help direct the supply of vulnerability information to vendors rather than offensive actors.

Intermediaries and Trust

For offensively minded participants, how do you establish trust in a den of thieves? Reputation mechanisms are the devices by which two parties in a transaction establish a basis of trust to guarantee the desired exchange of goods or services for compensation.26 Understanding the potential for fraud, buyers must evaluate the relative quality and character of the good being purchased. Conventional marketplaces have developed a number of reputation and transaction enforcement mechanisms—many centered on civil law and information disclosure. The malware market is no different. It, too, needs to account for information asymmetries and lack of trust.27

In this offensive marketplace, intermediaries serve two functions. They can act as both buyer and seller, aggregating goods and pricing information.28 This allows intermediary firms to sit in between basic component vendors, such as researchers developing exploits, and customers demanding more complete services including fully capable espionage tools. For example, Hacking Team is an intermediary that may participate directly in the market as a buyer in order to expand their wares. The Italian company also functions as a supplier, for at least a portion of the market, to resell more developed products that are intended largely for states, but may also involve some more sophisticated criminal groups. This mix is interesting as some state organizations may be less capable than nonstate actors. These intermediary firms can also help to manage reputations and lower transaction costs, although this function is largely contained to the offensive market. Intermediate firms such as brokers, who negotiate between vulnerability discoverers and buyers, act as trusted middlemen to facilitate sales and guarantee both the functionality of goods (for the buyer) and payment (for the seller). By creating stable relationships between buyers and sellers, intermediaries help manage transactional uncertainty and potentially provide a network for first-time buyers and sellers.

There are also systems relying on a “vouching” protocol, not unlike friend of friend chains in other illicit environments, which allows existing trusted networks to add nodes at the edges by brokering introductions between previously disconnected parties.29 These can be interpersonal, especially among more experienced buyers and sellers, or even institutional, as organizations emerge to facilitate transactions and payment between distrustful parties. Independent crowd-sourced mechanisms, generally managed by websites or forums where many of these transactions occur, appear very similar to the rating and buyer feedback tools found on mainstream e-commerce sites such as Amazon and eBay.30 Users post information about the quality of code and services received, complain about poor customer support, and call out fraudulent transactions or failure to receive the promised product.

In the defensive market, intermediaries may provide information assurance resources and managed security services, or they may directly purchase vulnerabilities. Verisign’s iDefense Vulnerability Contributor Program, for example, purchases vulnerability and exploit information with the intent of disclosing it to vendors after a delay, sometimes substantial, in which subscribers have exclusive access.31 Defensive intermediaries participate in the market by affecting the stock of goods, for example, by disclosing vulnerabilities to vendors publicly, purchasing vulnerability information through bug bounties, or impacting some other market force. There is also a cottage industry of companies that, for a fee, will conduct mock attacks on organizations’ networks to pinpoint weaknesses; these penetration testing firms employ exploits in the same manner as a criminal or state attacker and often have an interest in the latest research in order to be most effective but can purchase exploits more cheaply since they don’t require exclusive access.

Supply-Side Actors—Malware Component and Service Vendors

These are suppliers selling very specific malware components, a payload focused on the extraction of user credentials for example, or services integrating multiple components such as exploit kits. Exploit sales typically originate from small groups or freelancers who have discovered a vulnerability, written basic proof-of-concept code, and made the decision to sell instead of disclose it to the vendor.32 Suppliers in the high end of the market are a highly fragmented ecosystem of skilled individuals who focus on the development and sale of new exploits for well-secured software or high-value targets.33 Companies selling exploits such as ReVuln and Exodus Intelligence generally operate on a subscription service model similar to the cellphone data plan structure; governments and other intermediaries pay a certain amount every year in exchange for a fixed number of exploits. By one estimate, among the whole of the market there are at least half a dozen such firms capable of selling more than 100 new exploits a year to both governments and nonstate actors, with an average list price between $40,000 and $160,000.34

There is little evidence of payload or propagation method sales to governments except as more complete service offerings like the Galileo RCS and associated customer support from intermediaries, although this is likely due in part to the difficulty in observing interactions between states and suppliers. Reputation typically relies on common points of contact and acquired reputation.35 Suppliers at the low end of market are selling both malware components such as payloads and propagation methods and vulnerabilities, although rarely those unknown to the vendor (zero-days).36 These suppliers also offer services such as click fraud, intended to drive visitor traffic through particular ads, and pay-per-install, where threat groups can pay according to the vendor’s success at infecting different users.37 Interaction usually transpires via Internet Relay Chat or through a shifting collection of forums including Agora, Darkode, and Abraxas.

Offensive Buyers

States

State intelligence and military organizations can be highly resourced actors with specific objectives that exist only partly in information security. In the marketplace, they’re most commonly represented by organic law enforcement or intelligence capacity and may be subject to the cultural predilections and shaping behaviors of these institutions. States are capable of employing, and have demonstrated interest in, destructive payloads but also have the human capital and time to develop components internally rather than exclusively through purchase or reuse. The capabilities of certain states are such that their technical superiority moves in advance of the market and their use creates a proliferation challenge—spreading more sophisticated components to other threat actors. Less skilled actors can then try to reengineer these components into their own tools although, again, this is a challenging task depending on the difficulty of deciphering the code obtained.38

Nonstate Actors

This category covers the canonical information security threat—criminal groups, gangs, and malicious individuals—all threat actors who are not states. This cross-section of actors is heterogeneous: they have different motives and capabilities. As such, it is difficult to offer a general, common, decision-making process for these groups. Yet, they almost certainly have access to fewer human or material resources than states. Nonstate actor interactions are rarely overt and unlike states their goals are generally oriented toward financial gain. This category may include organizations with a political or otherwise ideological agenda but the sophistication of the tools employed is typically on the lower end of the spectrum.

Defensive Buyers

Vendors may also be buyers in the market through vulnerability purchase programs. While not purchasing with malicious intent, vendors can impact the incentives of potential suppliers by offering alternatives to existing brokers and buyers. This in turn can reduce the quantity of goods available in the market. These programs take a variety of forms and many reward more than stand-alone vulnerabilities; compensation is also given out for novel attack and defense techniques. Firms such as Google and Facebook organize “bug bounties” (also known as Vulnerability Reward Programs), designed to encourage researchers to disclose vulnerabilities directly in return for prestige and a cash reward. Google, for example, advertises rewards between $100 and $20,000 for information about qualifying vulnerabilities in its software or major services.39 Some companies, including HackerOne and BugCrowd, sit in between organizations and vulnerability researchers, managing these bounty programs for software firms.40 There are also competitions where researchers are given set amounts of time to find vulnerabilities in major commercial software and prove their effectiveness with a rudimentary exploit. In 2015 Pwn2Own, a competition held in Canada, paid out prizes totaling more than $400,000 for vulnerabilities in the Chrome, Safari, Internet Explorer, and Firefox browsers as well as other software.41 Hewlett-Packard planned to sponsor a similar competition in 2016, but reneged after concerns that changes to the Wassenaar Arrangement, an international export control regime, might impose penalties or unmanageable legal costs on the event.42 States may be present in the defensive market, through bug bounty programs such as the one announced by the DoD, but they are still uncommon.

Intervening in the Market

The market represents a means for groups, both offensive and defensive, to gain access to capabilities they might not otherwise. Over time, this sort of exchange has allowed a great deal of specialization in the offensive market, creating potential benefits to criminal groups able to create economies of scale for the development of tools for information theft and fraud. Intervening in this market may prevent the sale or exchange of components necessary for groups to target vulnerable organizations, presenting opportunities for policymakers to disrupt the market for threats. This section highlights two such interventions.

Shrink the Attack Surface: Attack Demand

As discussed previously, some percentage of adversary groups are limited to attacking targets suitable for the tools they have access to. These limits might be financial or related to human capital, but they constrain the potential set of malware these groups can use. For these tool-focused groups, demand is generated by weaknesses in potential targets such as poorly implemented security applications or weakly protected databases. Many of these attacks use vulnerabilities for which patches exist, called N-day (the software flaw has been known to the original vendor for “N” days). To attack demand means incentivizing more secure organizational practices, for example, consistent patching. These best practices might be based on an existing standards body such as the National Institute of Standards and Technology (NIST) Cybersecurity Framework.43

As long as software is complex, it will contain flaws that can be exploited, but improving implementation and making it simpler to be secure can help attack demand for particular types of malware. Adding new functions and complexity allows malware to thrive. So, then, how do we shrink the attack surface? In general, developing methods to encourage secure design and limit unneeded functionality is the optimal solution. How can policy play a constructive role? Transparency regarding the design and capabilities of products allows consumers to make informed choices. Spurring greater investment in processes like the Cyber Independent Testing Lab (CITL), which provides a security rating systems for software products, can help bring market power to bear for consumers to select products they can securely implement.44 In time, this UL may also encourage the design of more secure software, as customers select between vendors. But this is an issue of attacking supply rather than demand.

Drain the Swamp: Reduce Supply

Targeting supply effectively involves making malware costlier—scarce, harder to produce, and more difficult to execute. Despite increasing spending and interest, malware is still relatively simple in terms of its construction. In other words, although software is becoming increasingly complex, in terms of lines of code, malware remains behind the evolutionary curve.45 If the key enabling component for malicious software are vulnerabilities, their source is the insecurity of software. There are legal and regulatory mechanisms to drive more robust incentives for vendors to design more secure products. Chief among these is liability for software vendors, using a framework from civil law to tie financial responsibility for the security of products to their manufacturers.46 Liability, however, will not lead to perfect software. Indeed, flaws will inevitably remain.

Providing cash incentives for researchers can also help encourage them to discover and disclose vulnerabilities in major commercial software packages and common libraries would help drain the pool of flaws available for adversary groups. These funds should be directed at more than simply finding current bugs, attempting to discover new techniques for identifying vulnerabilities and methods of exploitation to push defenders ahead of the offensive cycle. The process is similar to an arms race, an innovation cycle between attacker and defender. Driving more offensive innovation into the defensive market makes it accessible to software vendors for patching and mitigation. These purchases should also include purchasing exploit techniques.47 The same vulnerability can potentially be taken advantage of in a number of ways. Purchasing, and disclosing to software vendors, entire classes of exploit techniques can reduce the number of individual patches necessary.

CONCLUSION

The malware market is a framework to understand how groups buy, build, and use malicious tools—a collection of often disparate communities and online forums rather than a single marketplace. Defensive actors, for example, vendors such as Mozilla, attempting to buy vulnerabilities to patch their products, purchase these goods through very different mechanisms than offensive actors such as state intelligence organizations and criminal groups. Understanding the marketplace is critical to understanding malicious software and its use by states or nonstate groups, as an ecosystem. Exploits, one malware component, have a shelf life as useful goods determined by the rate at which the vulnerabilities they take advantage of are slowly discovered and patched by vendors. Other goods, such as payloads, have no such half-life but vary dramatically in the skills required to engineer them. The market has a set of repeating behaviors that are still not widely understood but two initial recommendations should be considered: (1) attempt to reduce the demand for particular types of malware by improving organizational security practices and (2) attack supply by reducing the availability of vulnerabilities and novel exploit techniques. There are opportunities for the policy community to work with industry to shape the market and, hopefully, reduce its harms on all.


CHAPTER HIGHLIGHTS

Malware. Tools used to gain access to a computer system or network for malicious ends like disrupting internet services, stealing personal information, extorting funds from users, and committing other types of cyber crime. Payloads, exploits, and propagation methods describe the basic building blocks of malware, but the malicious software market also contains more finished goods such as the exploit kit, which combines a variety of exploits and a propagation method. The level of skill required to use these finished goods is lower, presenting users with a “plug-and-play” or “malware-as-a-service” type offering.

Malware Markets. The “defensive market” is home to software vendors and firms working to obtain software vulnerabilities in order to develop patches. The “offensive market” contains most state organizations like intelligence agencies as well as nonstate actors like criminal groups. This offensive market is home to actors who are purchasing components and services in order to compromise computer systems. Vulnerabilities can be rediscovered by many parties or traded at no marginal cost and provide value to vendors and attackers alike. The “defensive market” buys through different mechanisms, however, with greater transparency through competitions and public bug bounty leaderboards. The “offensive market” resembles a more traditional illicit marketplace with highly opaque transactions and a larger role for intermediaries to manage uncertainty.

Offensive Demand. The determinants of demand in the offensive market are inconsistent, as some groups appear to select targets on the basis of the tools available to them, while others find tools to satisfy strong preferences between victims. The implications for tool-focused groups are that demand is shaped by the security posture and configuration (e.g., vulnerabilities present and unpatched) in victim firms. Target focus implies a willingness to develop or purchase and modify components to fit the needs of a narrowly defined target set or even a singular firm.

Recommendations. Incentivize more secure organizational practices (consistent patching), increase transparency regarding the design and capabilities of products (consumers can make informed choices), and spur greater investment in security rating systems for software products. The key enabling component for malicious software is the vulnerability; thus the focus should be on providing incentives for researchers to discover and disclose them.
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Chapter 8

The Computer Fraud and Abuse Act

Structure, Controversies, and Proposals for Reform

Paul Ohm

In 1984, the U.S. Congress enacted the Computer Fraud and Abuse Act (“CFAA”), defining a set of federal crimes directed at computer hacking and other forms of unauthorized access on computers and computer networks.1 Amended nine times since then, today the CFAA is an essential tool used by law enforcement for the investigation, prosecution, and deterrence of computer crime. At the same time, a litany of high-profile and arguably abusive prosecutions have led observers to recommend a significant narrowing of the statute.

This chapter reviews the structure, controversies, and proposals for reform of the CFAA. As currently written, the CFAA is an overbroad statute, one that vests too much prosecutorial discretion in law enforcement. Congress should narrow the CFAA, perhaps by enacting one of the many “Aaron’s Law” proposals from the past two Congresses. At the same time, because we live in a time plagued with cyber insecurity, and because the CFAA plays a role in protecting our security online, the statute should retain its essential, core features.

BASIC STRUCTURE OF CFAA

To clear up one important and frequently repeated misconception: the statute is neither merely a “hacking statute” nor a “computer trespass statute.” It instead defines (at least) seven separate federal crimes, in the seven subsections of 1030(a):

•(a)(1): prohibiting the obtaining of information protected for reasons of national defense or foreign relations.

•(a)(2): broadly prohibiting access “without authorization” to computers. (a)(2)(C) is regarded the most broadly defined crime in the statute and is often characterized as a broad “computer trespass” prohibition.

•(a)(3): prohibiting access to certain U.S. government computers.

•(a)(4): prohibiting using unauthorized access to computers to commit fraud. This provision is often analogized to the mail fraud and wire fraud statutes.

•(a)(5): prohibiting causing damage to computers. The provision most often charged against classic “computer hackers.” Defines three separate crimes that differ in the intent that must be proved and whether the hacker accesses the affected computers or attacks them from afar.

•(a)(6): prohibiting password trafficking. Rarely charged and charged often in conjunction with 18 U.S.C. 1029’s prohibition on trafficking in access control devices.

•(a)(7): prohibiting extortion involving threats to a computer. Rarely charged.

The two subsections that probably are charged most often, and thus receive the most commentary, are (a)(2)(C) (computer trespass) and the three crimes defined in (a)(5) (damage). The base prohibition of (a)(2)(C) is only a misdemeanor, punishable by a maximum of one year in prison. The maximum sentence increases to a five-year felony in cases involving “purposes of commercial advantage or private financial gain,” (c)(2)(B)(i), “in furtherance of any criminal or tortious act,” (c)(2)(B)(ii), or if “the value of the information obtained exceeds $5,000” (c)(2)(B)(iii).

The base prohibition of (a)(5) is a ten-year felony for intentional damage (c)(4)(B), five-year felony for reckless damage (c)(4)(A), or a misdemeanor for all other damage, (c)(4)(G). The felony versions of (a)(5) can be enhanced if any one of six enhancement factors are present, (c)(4)(A)(i), including loss aggregating at least $5,000 in value, physical injury to any person, a threat to public health or safety, or damage involving a computer used in furtherance of justice, national defense, or national security. By statute, both the FBI and the U.S. Secret Service share responsibility for investigating CFAA violations.

KEY CONTROVERSIES

CFAA prosecutions have often led to criticism and debate. Many of these episodes have revolved around attempts to define what “authorization” means in the law. These controversies have come to a head in recent years, most importantly around the prosecution of Aaron Swartz, a prominent young internet developer and activist who took his own life after being indicted under the CFAA for downloading millions of academic articles.2 The death of Swartz focused great attention on potential CFAA reform.3

In addition to focusing on the debate over authorization, this section will also review two other areas of contention over the CFAA. First, it discusses the distorting effect of allowing the CFAA to be enforceable not only through criminal law but through civil lawsuit. Second, it analyzes whether companies should be granted CFAA immunity for “hacking back” against intruders into their networks.

“Authorization”

For every crime defined in the CFAA, culpability depends on prosecutors proving that the defendant acted either “without authorization” or “in excess of authorized access.” Courts and commentators have long struggled with assigning precise meaning to these terms, which essentially remain undefined in the statute.

Code-Based, Contract-Based, and Norms-Based Theories

Professor Orin Kerr has proposed a tripartite approach to defining authorization under the CFAA, a structure that has been cited by many courts.4 CFAA authorization can be defined by reference to code, contract, or norms.

•A code-based authorization is one defined and regulated by software. A password prompt is the paradigmatic example. A person who guesses or steals a password can be said to be “without authorization” to use the system.

•A contract-based authorization is one defined by contract. A user who agrees to use a system but only for a particular purpose might be said to act “in excess of authorized access” if he uses the system for a different purpose.

•A norms-based authorization is one defined by established social norms. Many computer viruses and worms, for example, exploit security software in ways unintended by system architects, which some relevant community (say computer security experts) would consider a breach of social norms. The virus or worm authors might be said to have violated those norms.

Until recently, most commentators agreed that a code-based definition is appropriate and sound, as a matter of both correct statutory interpretation and good public policy. Contract-based authorization has been much more controversial, particularly when the “contract” in question are voluminous website terms of service that are not read by the users they claim to apply to. Norms-based theories have rarely been embraced by courts or commentators, at least until the recent past. All three theories are undergoing reevaluation, in response to recent prosecutions.

Reconsidering the Clarity of Code-Based Lines

Not too long ago, many commentators agreed that code-based theories of authorization were a proper and sound way to define authorization in the CFAA. This agreement has been challenged by the dawning realization by many that the line between code-based and norms-based theories is less bright than it once seemed. Take United States v. Morris for example.5 The famous “Morris Worm” that spurred the first CFAA prosecution involved an exploit of “SENDMAIL,” a low-level protocol still in use today for sending e-mail between systems. The Morris Worm took advantage of a flaw in SENDMAIL implementations to propagate, spreading between computers at a time when systems administrators considered this use to be an abuse of the software, establishing a reasonably clear norms violation. But whether the worm subverted a “code-based” flaw seemed much more difficult to say, nearly devolving into a basically philosophical debate about what it meant for a computer to permit an action. For its part, the Second Circuit, in upholding the conviction of the worm’s author, spoke mostly about social norms, devising a test still cited today that asks whether the software subverted the “intended function” of the code.

Another much more recent prosecution has helped crystallize the latent ambiguity in the code-based theory. In 2012, prosecutors charged John Kane and Andre Nestor for violating the CFAA.6 According to prosecutors, Kane discovered a vulnerability in the software for certain video poker machines. Through a complex and unlikely set of button presses, Kane was able to dramatically increase his cash payouts on these machines, and racked up nearly a half-million dollars in earnings. To CFAA experts, the theory of the case seemed to spotlight a latent problem with code-based theories: in many cases, whether code is “circumvented” or instead “used not as intended” is only in the eye of the beholder.7 The clean clarity of the code-based theory suddenly began to seem quite muddy.

Terms of Service and Lori Drew

Many have criticized the expansive use of contract-based theories of the CFAA, focusing into three, related major objections. First, critics assail the widespread use of boilerplate terms of service for websites. It is one thing to say that a terms of service document might serve as a binding contract, but quite another thing to claim that it somehow delineates the boundaries of criminal culpability. These critics echo a broader critique of boilerplate and clickwrap contracting, pointing to studies of user behavior (almost everybody clicks through) and the dense legalese usually embraced in these documents.8

Second, critics of a broad contract approach to CFAA liability point to absurdities that might result from this theory, given the minor and insignificant contractual terms users supposedly agree to every day. Website contracts supposedly obligate users to use their real names rather than pseudonyms and prohibit children under thirteen from using most major social networking services, even though millions of users violate terms like these each and every day. The problem is that these commonly disregarded minor transgressions become elevated to criminal violations under aggressive contract-based theories of CFAA authorization.

Third, critics argue that a contract-based theory essentially empowers private parties to draw the boundaries of criminal law, a rare and perhaps unprecedented delegation of a quintessentially legislative role to nongovernmental actors.

The prosecution of a woman named Lori Drew rested on contract-based theories of authorization and inspired critiques like those above. Drew allegedly encouraged or helped her teenaged daughter create a MySpace account for a boy who did not exist for the express purpose of harassing her daughter’s classmate, a girl named Megan Meier. After the “boy” showed initial interest in and ultimately rejected Meier, the distraught girl committed suicide. After local Missouri prosecutors decided they could not press charges against Drew, the U.S. Attorney in Los Angeles, the home district for MySpace, brought a CFAA prosecution, premised entirely on a contract-based theory of authorization: Drew’s actions violated several terms of the MySpace Terms of Service, which prohibited among other things, using untruthful information during account registration and harassing other people.

After a jury voted to convict Drew, the district court judge dismissed the case holding that the breach of these inconsequential terms of service could not support a conviction.9 To rule otherwise, the judge reasoned, would render the CFAA unconstitutionally void for vagueness. The U.S. Attorney chose not to appeal. The Ninth Circuit has cut back significantly on the validity of contract-based theories of the CFAA in a case called United States v. Nosal.10 In a sweeping opinion, the Ninth Circuit reversed a conviction against a man for convincing his former coworkers to take data from their employer’s computer network, with the purpose of creating a new firm, all in breach of the man’s contract not to compete. In the opinion, the Ninth Circuit held that “the phrase ‘exceeds authorized access’ . . . does not extend to violations of use restrictions,” as a matter of statutory interpretation and with reference to both the void for vagueness and rule of lenity doctrines.

The Recent Embrace of Norms-Based Theories

Although code-based and contract-based theories have received the great bulk of attention, both from prosecutors and commentators, in the very recent past, academics have begun to shift their attention to norms-based theories of the CFAA. One wonders if litigants and judges might follow the academics, as they have before with this law, and begin to focus on norms. We should hesitate before going too eagerly down this path. The problem with norms-based theories is their inherent lack of standards and concomitant unpredictability. In a recent article, many of the conclusions take on a “know it when you see it” approach to locating and documenting norms.11 As with any similar standard, people will likely disagree not only about what norms a community holds but even about what community is the relevant one for analysis.

The Abuse of Expansive Prosecutorial Discretion: weev and Aaron Swartz

The government sometimes defends the potentially vast scope courts have granted to the meaning of “authorization” in the CFAA by pointing to its own wise exercise of prosecutorial discretion. In a world of limited resources, the argument goes, the government will not investigate much less press charges against those who violate minor terms of service or breach an ambiguous online social norm. It is better to have a criminal hacking statute that overcriminalizes conduct, relying on law enforcement to select the worthy cases from a larger pool, rather than undercriminalize conduct, leaving some blameworthy conduct unpunishable.

CFAA critics respond, in part, by pointing to two recent cases that suggest the need to resist blind deference to prosecutorial discretion. The fact that the government pursued these cases, they say, suggests that the government will not hesitate to use the CFAA in overbroad and aggressive ways, particularly against defendants who espouse unpopular views.

Andrew Auernheimer: “weev”

A case that has served as a rallying cry was the prosecution of Andrew Auernheimer, also known as weev. Prosecutors charged weev under the CFAA for systematically downloading information about the early adopters of iPads from AT&T’s website.12 This information was available on AT&T’s public-facing website, but access required a little intelligent guessing about AT&T’s use of URLs. To many, this case rested on a theory of CFAA authorization entirely premised on norms violations, because any information available on a public website could not be said to be protected by code. After he was convicted and served more than a year in federal prison, the Third Circuit dismissed the case for improper venue and, to date, prosecutors have not brought new charges.

Many saw this case as an overreach. Even though the affected iPad users might have justifiably felt harmed by the public outing of their e-mail addresses and maybe even their “early adopter” purchasing habits, their ire should have been directed at AT&T for designing an insecure website, much more than at weev for exploiting it, so the argument went.

Critics were also suspicious about the government’s motive. Weev is a notorious figure, a self-described “troll” who has engaged in a long string of destructive attacks on vulnerable victims. His infamy was also widely publicized, most notably in a long profile in the New York Times magazine.13 Until the AT&T incident, he had bragged about his exploits with impunity. Many wondered whether the FBI had found a way through the CFAA to finally punish this public menace for his past sins.

Aaron Swartz

But it was the case against Aaron Swartz that truly brought the CFAA to the front of public and Congressional attention, at least for a while. Swartz was a brilliant computer programmer and civic activist who had helped create the real simple syndication (RSS) protocol and founded the website Reddit before the age of twenty.14 Active in movements to challenge what he saw as abuses of copyright law, he launched a secret effort to download millions of academic articles sitting behind the paywall of an academic publishing clearing house known as JSTOR. Many universities negotiate broad site licenses to download articles from JSTOR, and these agreements often permit unrestricted access to users of university networks. Swartz, an employee at Harvard at the time, took advantage of the open MIT network across town to download JSTOR articles.

In many ways, the case against Swartz was far stronger than that against weev. For as soon as MIT and JSTOR detected the bulk download activity, they implemented code-based countermeasures, such as IP and MAC address blocking, many of which were subsequently circumvented by Swartz. The evidentiary case against Swartz was also compelling, particularly because it involved surveillance video showing Swartz entering a network wiring closet to hide a laptop used for the download.

Critics were dismayed, nevertheless, by the prosecution’s choice to pursue Swartz. Importantly, the case struck a nerve because it focused on two paradigmatic institutions for access to knowledge—university campuses and academic publishing—and many sympathized with the idea that “freeing” scientific research was a noble cause, even though it is still today unclear exactly what Swartz intended to do with the downloaded articles. It is also clear that many critics blame prosecutors for Swartz’s decision to commit suicide.15 Many have been critical of what they claim were prosecutors pressing too hard and negotiating too aggressively and hostilely against a relatively young and vulnerable defendant.

Civil Liability

The CFAA has also been criticized for its dual civil-and-criminal nature. The CFAA is not only a criminal law, but also one that provides for civil liability. According to the statute, “Any person who suffers damage or loss by reason of any” of the profited acts in the CFAA may sue for damages and injunctive relief against the violator.16

Since the dawn of the CFAA, numerous civil litigants have sued for relief under this statute. The most common pattern is a lawsuit by a company against a competitor or former employee or both for theft of valuable company information. In fact, most of the important CFAA contract-theory cases involve companies complaining about faithless employees who have departed for a competitor, with trade secrets or other valuable documents in hand. In essence, the CFAA has been treated as a “trade secrets light” cause of action. Critics contend that these cases go far beyond the original intent of the statute and are being used to replace a far more carefully delineated body of trade secrets law.

The problem with these lawsuits, critics contend, is that courts interpret the meaning of a statute with both criminal and civil application consistently across these contexts.17 Thus, a judge in a civil case interpreting the meaning of the words, “without authorization,” will also be creating law for future criminal cases. They often engage in this kind of interpretation, however, without the benefit of briefing by those engaged in criminal prosecution, and sometimes without even appearing to realize that what they are saying may extend to a very different context. Also, because of the rate at which cases are brought, over time civil lawsuits have tended to lead while criminal lawsuits have tended to lag the development of the law. Especially early in the development of the CFAA, much of the early understanding came from short and vaguely reasoned opinion of judges in civil cases.

Hacking Back

A final area of debate around the CFAA is over the legality of what information security experts call “Active Defense,” but what is often known more colloquially as “Hack Back.” The question is whether an information assurance professional charged with defending a corporate or government network is permitted to pursue an unauthorized intruder back to a source computer, perhaps deploying offensive hacking tools and techniques to retrieve stolen data or disable the attack.

The legal problem is that the CFAA provides no textual defense for unauthorized access or damage to a computer in order to practice self-defense. Section 1030(f) allows “any lawfully authorized investigative, protective, or intelligence activity of a law enforcement agency,” so government-deputized hack back may be legal. But law enforcement agencies rarely, if ever, authorize private hack back, so the question remains. Some observers have argued that the CFAA should be interpreted to include a common-law argument for self-defense, drawing analogies to self-defense of the home.18

There are several problems with this reasoning. Most importantly, most active defense methods involve actions that go well beyond the analogies being drawn. No one has yet found a precedent in common law to permit a homeowner to pursue a thief into a house across town, much less across the country. Second, it is far-fetched to believe that in enacting an extremely detailed criminal statute, one which micromanages definitions and actions in excruciating detail, Congress would have left such a broad and fundamental exception subject to common-law development without at least mentioning the possibility.

No court has embraced a hack back defense to the CFAA, and none should. Beyond the legal arguments already advanced, there are practical reasons to fear that such an exception would unnecessarily muddy investigations into what today is considered clearly culpable activity. It would also sanction reckless behavior that could give rise to many innocent victims. At the very least, these issues are the kind of policy considerations that should be debated in Congress rather than in the first instance in the courts.

CONGRESSIONAL ACTION: PAST, PRESENT, AND FUTURE

Congress has amended the CFAA at least nine times since it originally drafted the law. It is fair to say almost every amendment has expanded the scope of conduct covered by the law or increased penalties for violations. This steady drumbeat has been abetted by a tendency by lawmakers to focus on the last failed investigation or court battle and by very effective lobbying by the Department of Justice (DoJ) and its champions on Capitol Hill. The outpouring of grief and activism following the death of Aaron Swartz seemed at least temporarily to breathe life into attempts to narrow the CFAA. Several narrowing proposals were introduced, although the initial wave of attention seems to have died down in the ensuing years.

A History of Expansion Without Contraction

Throughout its history, the CFAA has almost always been expanded and never contracted. Perhaps the most important shift came in 1986, when a relatively narrow CFAA was expanded to cover not only “federal interest computers” but also any “protected computers,” a term that has been given a vast meaning by courts.19 Today, the term is properly understood to apply to any device with a processor that can access the internet, and probably many devices that do not. Congress amended the CFAA again in the USA PATRIOT Act following the September 11th terrorist attacks.20 These amendments extended the CFAA more explicitly than before to application to acts occurring outside the United States if the affected computer “is used in a manner that affects interstate or foreign commerce or communication of the United States.”21 The PATRIOT Act also increased some maximum sentences for certain violations.

Botnets

Many more recent amendments have responded to the rise of so-called botnets, those “zombie armies” of personal computers on the internet under control of a malicious third party and controlled as a group when commanded. Botnets are often used to launch massive distributed denial of service attacks against a single target, disabling web services and denying access to legitimate users. In 2008, at DoJ’s behest, Congress amended the same provisions relating to (a)(5) to declare it a felony to cause “damage affecting 10 or more protected computers during any 1-year period,” without requiring proof of the $5,000 damage threshold.22

Aaron’s Law

At least for a while, reaction to Swartz’s death spurred a vocal push to amend the CFAA, with particular attention on narrowing contract-based theories. Several bills were introduced under the name “Aaron’s Law,” and some of these seemed for a time to have a chance of being enacted. Aaron’s Law was originally introduced in 2013 just months after Swartz’s death and reintroduced in 2015. No version of the bill has been voted on by any Congressional committee to date. The various versions of Aaron’s Law would all attempt to clarify and narrow the meaning of “authorization” by restricting it to “technological or physical measures that are designed to exclude or prevent unauthorized individuals.”23 This would appear to embrace a “code-based” approach to interpreting the CFAA.

One problem with these proposals is that they perhaps have not kept up with the latest debates over the CFAA. Some commentators now think that the way to strike the proper balance between an important law enforcement tool is not to embrace “code-based” solutions but rather to look toward “norms-based” understandings. By referring to “technology or physical measures that are designed to exclude or prevent,” Aaron’s Law might close the door on some norms-based theories.

A potential irony of the Aaron’s Law movement is that the case against Swartz was primarily a code-based case, not a contract-based case. In other words, even under Aaron’s Law, the Justice Department could still have prosecuted Swartz. For this reason, the Electronic Frontier Foundation has proposed at least two other reforms to the CFAA in the wake of Swartz’s death, each tied much more closely to the facts of his case: a reduction in the maximum sentences for many CFAA crimes, and an exception for “tinkerers, security researchers, innovators, and privacy seekers.”24 To date, these proposals have not been incorporated in the “Aaron’s Law” amendments that have been proposed.

Removing the Civil Liability Provision of 1030(g)

Lost amid the attention on shoring up the definition of authorization is another sensible proposal for revision that should be less contentious yet still meaningful. Congress should amend the CFAA to take away a civil right of action. As a tool for civil litigants, the CFAA is an unnecessarily duplicative tool. Most cases that have been litigated have presented obvious trade secrecy causes of action. The only thing added by the CFAA is, perhaps, federal jurisdiction and a lower evidentiary requirement. As described above, many of the distortions in the law have been the product of civil litigants pursuing agendas quite separate from the criminal deterrence at the heart of the original law. The statute would be a more focused, arguably successful statute if stripped of its dual role.

CONCLUSION

At the heart of the CFAA lies a confusing and poorly defined concept—authorization. Prosecutors have frequently overstepped the bounds of sensible discretion in the cases they have chosen to bring that have sought to exploit this vagueness and expand this definition. The DoJ has also pushed too hard to expand the law contributing to the overbreadth and ambiguity. Still, without a major overhaul, the CFAA can be sensibly reformed to constrain its ambiguities. Once amended, the law can serve as an important weapon in the fight against computer crime and as a piece of a broader strategy to bring better security and privacy to the internet and mobile networks.


CHAPTER HIGHLIGHTS

Computer Fraud and Abuse Act (CFAA). In 1984, the U.S. Congress enacted the CFAA, defining a set of federal crimes directed at computer hacking and other forms of unauthorized access to computers and computer networks. Amended nine times since then, today the CFAA is an essential tool used by law enforcement for the investigation, prosecution, and deterrence of computer crime.

CFAA Crime Culpability. For every crime defined in the CFAA, culpability depends on prosecutors proving that the defendant acted either “without authorization” or “in excess of authorized access.” Courts and commentators have long struggled with assigning precise meaning to these terms, which essentially remain undefined in the statute.

Defining CFAA Authorization. A tripartite approach to defining authorization under the CFAA, a structure that has been cited by many courts. CFAA authorization can be defined by reference to code, contract, or norms: (1) code-based authorization is defined and regulated by software (e.g., Password prompt); (2) contract-based authorization is defined by contract (e.g., user agrees to use a system but only for a particular purpose); and (3) norms-based authorization is defined by established social norms (e.g., bypassing security software in ways unintended by system architects).

Embracing Norm-Based Authorization. Although code-based and contract-based theories have received the great bulk of attention, both from prosecutors and commentators, in the very recent past, academics have begun to shift their attention to norms-based theories of the CFAA. Litigators should hesitate before going too eagerly down this path. The problem with norms-based theories is their inherent lack of standards and concomitant unpredictability.

Hacking Back. There is debate around the CFAA over the legality of what information security experts call “Active Defense,” but what is often known more colloquially as “Hack Back.” The question is whether an information assurance professional charged with defending a corporate or government network is permitted to pursue an unauthorized intruder back to a source computer, perhaps deploying offensive hacking tools and techniques to retrieve stolen data or disable the attack. CFAA provides no textual defense for unauthorized access or damage to a computer in order to practice self-defense; however, allowing hack back would also sanction reckless behavior that could give rise to many innocent victims.

Removing Civil Liability. Congress should amend the CFAA to take away a civil right of action. As a tool for civil litigants, the CFAA is unnecessarily duplicative. Most cases that have been litigated presented obvious trade secrecy causes of action. The only thing added by the CFAA is, perhaps, federal jurisdiction and a lower evidentiary requirement.
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Chapter 9

Breach Notification Laws

The Policy and Practice

Sasha Romanosky

This chapter examines data breaches and breach notification laws, discussing the stages of a data breach as well as incentives by firms and consumers with regard to protection of personal information. A data breach is a security incident where personally identifying or otherwise sensitive information is made available to unauthorized third parties, copied, or stolen. The chapter introduces the components of state data breach notification laws and discusses the ways in which they have evolved along with emerging threats. The chapter then considers federal breach notification bills and how they might provide an improvement over state laws. Combining each of these elements, the final section concludes by noting the importance of four key considerations relevant to policy interventions generally and breach notification specifically. The chapter highlights the distinction between security versus privacy, understanding harms, appropriate forms of redress, and potential consequences of these notification laws.

Firm Incentives to Invest in Security

In response to Presidential Executive Order 13636, many federal agencies were tasked with helping to improve the information assurance posture of the nation’s critical infrastructure.1 As part of this effort, the National Institute of Standards and Technology (NIST) developed a comprehensive suite of best practices that eventually became the NIST Cybersecurity Framework.2 While this was, and still is, an important deliverable, there remains a key issue—private sector adoption of these standards and practices. In effect, the Framework answers the question, “how do we improve the protection of information technology (IT) systems and data?” but does not address the question, “why should we improve it?” To be clear, the latter was not NIST’s challenge, yet the problem remains: what incentives exist for firms to improve their information assurance and how do we create better incentives in the market for security?

Consider figure 9.1 that describes distinct stages of a data breach.3 Such a diagram can be useful in order to help identify incentives by relevant stakeholders, and opportunities for policy interventions that may help correct or adjust these incentives. First, conditional on a firm engaging in some level of data protection, it may suffer a data breach (either accidentally by human error, through theft, or cyber-attack). Once a breach has occurred, the firm may become aware of it, either from their own security controls, or alerted by customers, employees, or law enforcement.4 State laws may require the firm to notify affected individuals. Once notified, these individuals may take action (such as enrolling in credit monitoring) to reduce any anticipated harm. And finally, the individual may (or may) not suffer any resulting harm. Of course, avoiding harm is not guaranteed even with reasonable defensive efforts.5

Given the stages of a breach identified by figure 9.1, there are two stages that are most relevant to understanding firm incentives: the first stage (investment in security controls ex ante) and the fifth stage (individual actions taken ex post that seek to reduce loss), discussed next.

Incentivizing Action

One of the key factors driving a firm’s incentive to invest in effective security controls is the cost incurred from a breach. The more costly it could be, the more resources the firm is likely to use to prevent it.6 So what do we know about the cost of a data breach? Recent research, looking at a dataset of over 12,000 cyber events covering data breaches, privacy violations, and phishing attacks over the years 2005–2015, pegged the cost of a breach at less than $200k per event.7 The research analyzed the characteristics of the incidents (such as the cause and types of information compromised), as well as the breach and litigation rates, by industry. This finding differs from some surveys that place the average figure at $6.5 million.8 The difference is explained because of the large variation in losses incurred across incidents. For example, while Target suffered more than $250 million from their breach in 2013, the vast majority of breaches are substantially less costly.9

Consumers play a role as well, by protecting their data, and responding to breach notifications. A 2016 paper surveyed over 2000 individuals within the United States and found that most respondents (77 percent) were very satisfied with firm actions taken postbreach, and that 62 percent of respondents accepted offers of free credit monitoring.10 That is, despite claims and fears of customer attrition, 89 percent of respondents from this survey continued to patronize the firms that had been breached. These findings are both surprising and revealing because from the small amount of available evidence, only a small fraction of consumers accept these offers of free credit monitoring.11 Indeed, in some cases, less than 10 percent of consumers respond.12 The more recent 62 percent figure is encouraging, suggesting that consumers may well be taking the kinds of action that legislators of the breach notification laws intend.
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Figure 9.1   Stages of a Data Breach

One of the primary motivations that firms have for avoiding data breaches is reputational damage (a component of total costs). While this is a very ambiguous term, one interpretation could simply mean lost business.13 When respondents were asked whether they would stop patronizing the company following the breach, only 11 percent said yes. That is, the vast majority of consumers maintained their relationship with the breached firm. Together, these results (modest cost of a breach, and satisfied consumers postnotification) suggest that firms currently have very little incentive to improve their security practices. Based on this review of the stages of a data breach and discussion of the incentives by firms and consumers to mitigate loss, the next chapter examines the primary legal means by which these incidents have been regulated: state-level breach notification.

INTRODUCTION TO BREACH NOTIFICATION LAWS

There are many alternative ways to regulate a firm’s behavior. Ex ante (before the event) regulation seeks to impose minimum standards of care in order to prevent accidents or harm from occurring at all. For example, fire safety and building codes prevent the spread and magnitude of damage in the event of a fire. On the other hand, ex post (after the event) liability simply allows injured parties to seek redress for any harms incurred by an injuring party. While ex ante regulation is useful to prevent widespread or catastrophic harms, ex post liability is useful when both parties (the injurer and injured) are known, and any harm is cognizable or quantifiable.14

A third alternative is information disclosure, which does not address any firm behavior directly, nor provides immediate relief to victims, but instead leverages economic incentives in the market by forcing the firm to disclose the potential for harm to those conceivably affected by an event. This “sunshine effect” drives the firm to improve its practices in order to avoid a costly incident, and empowers victims to take action and mitigate loss.15 However, disclosure works best when the disclosed information is timely, actionable, and consumers are both aware and concerned enough to take action. Nevertheless, such disclosure has been the prominent policy mechanism by which data breaches (and privacy breaches) have been regulated in the United States.

California first adopted a state breach notification law in 2003, while Kentucky was the most recent of forty-seven states to adopt it in 2014.16 In general, these laws require entities that possess personally identifiable information to notify those affected when this data has been improperly disclosed. While there is some variation across state laws, they generally include the following provisions: covered entities (e.g., businesses, persons, and government agencies), covered data (e.g., name, address, and credit card number), trigger for notification, notification method and requirements, exceptions, and penalties.17 This chapter examines these in more detail below, followed by a discussion of evolving trends in the laws.

Entities and Covered Data

The entities covered by these laws may include business, individuals, and government agencies. That is, it is these businesses and agencies which bear the burden of notifying affected parties in the event that personal information in their possession, or licensed to another party, is compromised. Typically, personal information is considered to be first and last name, in addition to another kind of personally identifiable information, such as address, driver’s license or passport number, financial or medical account information. The kinds of data covered by these laws are becoming ever more inclusive.

Trigger Requirements

Some states require notification simply for unauthorized disclosure, which is a relatively low threshold, for example, the loss or theft of a computer that happens to contain personal information. Other states require that there be a reasonable risk of actual harm, which represents a higher threshold for disclosure, for example, such as fraud resulting from theft of information. Importantly, the assessment of the risk of harm, however, is typically left to the firm itself. This distinction in threshold of harm is contentious because it is unclear which approach is most effective in reducing costs for both firms and consumers. Disclosure of all breaches affords consumers an opportunity to mitigate harm. However, this can also lead to consumers becoming desensitized to the notices, causing them to ignore important recommendations (e.g., applying for credit monitoring).18 One compromise that is sometimes used is to assign the higher threshold (e.g., notification only in the case of reasonable risk of identity theft), but then also requires notification to a state agency, such as the state’s attorney general, regardless of the threshold.19

Notification

Typically, state breach disclosure laws require that notification be provided in writing, by phone, or by electronic means, and must be issued as soon as practical and without unreasonable delay of discovery of the breach. Some states even impose additional requirements, requiring that notification occur no longer than thirty (Florida), forty-five (Ohio), or ninety (Connecticut) days from breach detection.20 There is an important tension concerning the timing of these notifications, however. On one hand, individuals may feel, as a matter of principle, that they should be told as soon as possible. Indeed, there is evidence to suggest that people incur less financial loss from identity theft when they are notified sooner.21 On the other hand, it takes time for firms to identify the precise cause and scope of a breach, and so a notification letter sent too quickly may be incorrect or misleading. It is, therefore, an unresolved issue as to what is the optimal time for disclosure.

Exceptions

Some states provide exceptions for disclosure in the event that the covered entity is already required to notify under other state or federal statutes, such as the Gramm-Leach-Bliley Act, or the Health Insurance Portability and Accountability Act that provide their own notification requirements.22 In addition, some states may also provide notification exceptions if the compromised information was encrypted, redacted, or if there is an active law enforcement investigation. The approach with these exceptions is to attempt not to overburden individuals with notices when the risk of potential identity theft is very low, or when it may interfere with law enforcement.

Penalties

Penalties for violations can result in civil fines ranging from hundreds or thousands of dollars per day, up to hundreds of thousands of dollars in cases of extreme delay. For example, in Florida, any entity that violates the statute “is liable for a civil penalty of $1,000 per day up to 30 days following any violation and $50,000 per 30 day period thereafter up to a maximum total of $500,000.”23 In addition, some states provide a private right of action that allows individuals affected by the breach to sue companies for nondisclosure. To be clear, these penalties impose fines only for the act of not properly disclosing a breach, and are not meant to provide relief to affected individuals due to any financial harm. Any injuries alleged by private individuals are redressed through traditional legal methods.24

An important characteristic of these state laws (like many others) is that they apply to covered entities that possess or license information about residents of the state with the enacted law, regardless of where the breach occurred. For example, a firm suffering a breach affecting residents of Pennsylvania must comply with Pennsylvania state law, even if the origin of the breach was a server located in another state. While straightforward, this can be problematic for some firms who must distinguish among affected individuals, by state, in order to determine whom to notify. Indeed, this is a main criticism by firms regarding these state laws—that they incur unnecessary legal costs in order to properly understand, and comply with each state’s law.

Evolution of Data Breach Notification Laws

When initially drafted, these state laws were quite limited with regard to the scope of personal information and entities covered, as well as the form and presentation of the notification. In recent years, however, many states have revised or are planning to revise their existing laws. Indeed, in 2015, thirty-three states introduced revisions to their breach notification laws, which cover a range of issues.25 For example, they expand the definition of covered entities (e.g., government agencies, contractors, and third parties who possess, but do not own the data, and service providers), as well as covered information (i.e., to include fingerprints, voice prints, DNA, e-mail addresses, tax or other identification numbers, electronic signatures, online usernames and passwords, and birth or marriage certificates).26

The format of the actual notification has also been the subject of consumer criticism and therefore innovation by state legislators. For example, California has amended its law to require companies to provide a clear description of the incident, the type of information compromised, and contact information for credit bureaus. In addition, it also amended its law to require that the notice include specific sections and topic areas. Namely, the following headings: “What Happened,” “What Information Was Involved,” “What We Are Doing,” “What You Can Do,” and “For More Information.” The hope is that by clearly enumerating these categories, consumers will be less confused, be able to more readily assess their risk of identity theft, and take appropriate action to reduce any harms. Understanding the most effective way to communicate risks of harm to individuals (in any industry) is an unsolved problem and it is unclear whether there actually exists an optimal format or style of notice. The issue is exacerbated by the problem that the ideal outcome is itself unclear. That is, what is it that we most want to achieve? Is it simply to have each recipient of a notice understand the terms of a letter? Or that they each be able to properly assess their individual risk of harm? Or that whenever free credit monitoring is offered, 100 percent of recipients comply? Or something else?27

Are Breach Notification Laws Effective?

There exists little evidence concerning the effectiveness of state breach notification laws. One research paper examined their effect on consumer-reported identity thefts and the authors found that the notification laws reduced consumer identity theft by 6 percent.28 Is this a good outcome? It is difficult to say, because there is no formal or informal threshold over which one could definitively prove the effectiveness of a state law. Yes, rate of consumer identity theft is one potentially useful measure, but perhaps other measures should be found. In principle, the effect of these notification laws is to force firms to increase their investment in security controls and to encourage consumers to take action to prevent economic harm.29 It is worth noting, however, that these two measures seek to reduce data breaches and consumer harms. Therefore, estimating the effect of breach notification laws directly on actual security incidents may also be a useful exercise.

Unfortunately, however, while adoption of these laws has been increasing since 2003, so have the reported rates of data breaches and privacy violations.30 One possible explanation is that the underlying breach rate has remained constant, but the laws have simply forced the public disclosure of a greater percentage of them. Alternatively, the increased breach rate may be due to more frequent cyber-attacks. The point being that identifying (not to mention measuring) intended and unintended effects of policy interventions can be quite difficult and requires proper empirical analysis.

Could a Federal Breach Notification Law Help?

In addition to state efforts to disclose data breaches, many federal bills have also been written over recent years, with multiple competing bills being introduced in the 114th Congress.31 However, none have yet passed both chambers of the U.S. Congress. The main provisions of the federal bills have generally mirrored those of the state laws (i.e., kinds of covered entities, scope of personal information, form and requirement for notification, etc.). However, there exist a number of important differentiators concerning a federal proposal.

One of the main criticisms with the current set of state laws concerns the many variations among them that force firms to investigate and comply with each state’s unique requirements. A federal law could help by alleviating these unnecessary burdens and costs. However, there are a number of important caveats.

First, whether state law or federal law, these policies only address postbreach activity and therefore do nothing to directly prevent the incident itself.32 In fact, one may argue that a federal statute would simply reduce firm expenses in the event of a breach, thereby reducing their total (ex post) mitigation costs, and ultimately reduce its overall investment in information security. In other words, the less a firm has to spend mitigating the cost of a breach, the less it will invest beforehand to prevent it.

Second, with uniformity of obligations under a federal law comes preemption of state laws. And while the singular statute would certainly ease the burden on firm compliance, the possibility exists that any federal statute would be a much weaker version of any single state law, such as with California, which has one of the most expansive privacy protection laws. For example, a federal law might set the threshold of notification to only those breaches for which a reasonable expectation of harm exists (e.g., such as when the breach is caused by a hack directed at personal information specifically). While some may argue that this is an appropriate trigger (lest consumers be bombarded with excessive notifications and begin ignoring them all), it suffers from the concern that many breaches would go unreported because they are deemed too low a risk. The concern in this is the same as faced by law enforcement and the intelligence community—it is difficult to be sure ahead of time which events will provide critical evidence of systematic patterns of criminal or malicious behavior.

Another concern is that the scope of personal information or covered entities may not adequately reflect the appropriate variety of personal information sufficient to capture the full range of data breaches and privacy violations. For example, the Data Security and Breach Notification Act of 2015 would restrict notification to breaches that pose an actual risk of financial harm.33 While ostensibly useful, financial harm is just one kind of adverse outcome. This approach would ignore other kinds of privacy harms that may occur from the compromise of personal information. The loss or theft of, for example, voting records; HIV status; criminal, medical, employment, and biometric information may well have grave consequences that are not financial at all.

On the other hand, a federal law that does not preempt state laws would create, in effect, yet one more breach notification law that must be followed. And it is difficult to see how this approach could be beneficial for anyone, except possibly in cases where there exists a gap in coverage (e.g., definition of personal information) in all but a few states.

Caution should be taken, however, with adopting a federal statute that preempts state laws in a manner that weakens the overall scope of state laws in regard to the kinds of information affected. If it is true that federal statutes are much slower to evolve to the changing threats of how personal information is collected, used, shared, and consequently hacked, then this suggests that state legislatures are in a better position to drive breach notification laws.

One possible advantage to a federal statute, however, could lie with uniform, national reporting. If a federal law were to require reporting of all breaches (possibly limited to some minimum number of records compromised, but regardless of threshold of harm) to a single agency, then this could provide data which might be used to empirically associate breaches with state-level information security practices and rates of identity theft.

POLICY CONSIDERATIONS

As a policy intervention, information disclosure is an appealing approach. It is a light-handed form of intervention that can be enacted at relatively low cost.34 However, it requires that the information disclosed be informative, actionable, and presented in an effective manner for the target audience. Therefore, in light of the criticisms of these laws and relatively little empirical results showing beneficial outcomes, is there room for improvement?35

Regulate Security or Privacy?

A key issue concerning the protection of personal information is the distinction between security and privacy and how each of those can or should be governed. In the context of this chapter, privacy generally refers to a normative construct or state of mind in how we “feel” private, or feel a loss of privacy when our personal information has been improperly disclosed.36 In effect, one may define privacy as the extent to which one has control over one’s personal information or behaviors, as opposed to security which can be considered an attribute of an IT system and objectively measured and tested. Examples may include whether or not a particular kind of communication is allowed between two computers, or how many forms of authentication are required to gain access to one’s online bank account. The distinction is important for the purpose of composing corporate or public policies (state or federal laws). A corporation may choose and require that no e-mail network traffic should originate from servers other than those specifically designated, or that no computers from a development network should communicate directly with machines on the finance network. These are distinct and configurable rules that can be easily determined, applied, and enforced. The outcomes are deterministic, and firms are likely in the best position to determine which rules should be applied, in which locations, on their networks.

On the other hand, privacy rules are much more difficult to create because it is not clear (or at least consistently clear) which approach is preferred and, therefore, which policy to design. While one policy may be socially optimal, another may be privately optimal, while another may be considered more consumer friendly.37 For example, policies (laws) may be designed to favor the firm and allow them complete access to consumer data, and the ability to innovate using these data (e.g., to offer differential prices based on consumer attributes). On the other hand, a separate law may be designed to favor consumers and prevent firms from collecting consumer information to begin with. However, under which circumstances is one approach better than the other, and by which measures is this to be evaluated?

In addition, privacy matters are famously contextual: the same rule that allows firms to present online ads to social media users may be savored by one user (who really does value the advertisement) and hated by another (because they feel the delivery of advertisements is intrusive).38 Further, while one may approve of sharing medical information (for instance) with one’s doctor, sharing this same information with one’s employer may be objectionable.

Understanding Harms from Data Breaches

When seeking to regulate any harmful activity, of primary importance is understanding the type and magnitude of harm borne by injured parties. Given the previous discussion concerning security versus privacy, the challenges of assessing harm from a data breach become most evident when examining data breach litigation and actual attempts by plaintiffs to seek redress for alleged harms. For example, previous research examined over 200 federal breach lawsuits, and identified almost 90 unique causes of action ranging from tort (negligence and strict liability, trespass to chattels, unjust enrichment), contract, and state and federal statutes.39 This huge variation in legal claims is telling, because it suggests that the legal system is currently ill-equipped to adequately capture the kinds of harms that plaintiffs allege.

But this should not be unexpected. As has been made clear, privacy harms are personal, emotional, and, yes, even financial. They are also highly contextual—the same activity (e.g., data collection or online tracking) by a firm may represent a privacy intrusion for one person, while another person may be entirely unaffected. Further, data breaches may be thought of as being similar to environmental accidents, where any specific injurer may not be known with certainty, and where the harm may only manifest after many years. They are also similar to common fraud, where the loss is immediate and quantifiable, and related to privacy invasions, where the disclosure of personal information is itself the harm (such as with a person’s HIV status). But they are also unlike any of these because the potential risks to individuals from inferences drawn by retailers, employers, insurance companies, or government agencies from the disclosure of disparate pieces of personal information are unpredictable and uncertain.

Providing Redress

While privacy goal of breach notification laws has not been to provide redress to affected individuals, any new legislation that seeks to regulate data breaches (in whatever form that may take) should be mindful of the great degree of variation in harms (as just discussed), and therefore how it addresses any remedies.

For example, while the consequences of data breach involving credit card information may be easily mitigated with credit monitoring or reissuing the compromised payment cards, potential harms from other breaches are not so easily prevented. The data breach by the Office of Personnel and Management involving approximately 25 million records in 2015 is a clear example because included in the compromised files were fingerprints, complete employment, and medical and criminal records, and there is very little that credit monitoring can do to assuage the risks.40 What is even more concerning is that there are no clear means available to mitigate the theft and misuse of this information. This chapter aims to raise awareness of the matter, because it is a significant problem that will likely only increase in time as more, and different kinds of, data is lost and stolen.

An Unintended Consequence?

A final concern that has been raised with breach notification laws (federal or otherwise) is the potential for the laws to stifle corporate innovation.41 One may argue that the more expensive it is for firms to collect and use information about consumers and consumer behavior, the less incentive they have to innovate using this information. Additional costs originate from the burden of notification, as well as first- and third-party expenses incurred as a direct or indirect result of public disclosure of a breach. Innovation come in the form of entirely new services or applications, such as distant familial associations discovered from genetic testing, or social media research uncovering important patterns of sickness or social movements. Or it may come from improved algorithms that better detect the likelihood of purchases, criminal activity, or an individual’s financial risk.

Importantly, despite this suggestion of reduced innovation, it has yet to be empirically shown. This is not to suggest that the effect does not exist, but rather that no rigorous empirical analysis has revealed evidence of it. It is these uncertainties that demonstrate the necessity for additional research on the effects of not just breach notification laws (such as additional outcome measures, or innovation), but also other similar bills that seek to regulate cybersecurity and privacy practices.

CONCLUSION

Data breach notification affords an attractive, yet complicated policy device. On one hand, a law could be implemented at relatively low cost to taxpayers (i.e., it wouldn’t require the burden of enforcing a list of mandatory standards, or incur the social cost of litigation). On the other hand, the details of such a proposal are fraught with difficulties and uncertainties. For example, given the evolving set of attack vectors, and degree to which new kinds of personal information are being collected and used, it is likely necessary to consider that any proposed breach legislation be nimble enough to account for these new trends. Further, it is unclear what should be the optimal time delay for which to notify individuals of a breach. Disclosure too soon risks communicating bad information and jeopardizing law enforcement investigations, while disclosure too late prevents individuals from acting right away to reduce any loss. The trigger threshold of disclosure is also unsettled. Notifying everyone for any event reduces an individual’s ability to differentiate low from high risks, potentially causing them to ignore all notifications. On the other hand, requiring notification only for the most severe breaches prevents potentially useful insight to be drawn from incidents. One potential solution, however, could lie with requiring notification to individuals for the more severe breaches, while requiring notification to a state or federal agency for all breaches. Breach notification is deceptively simple, with minute changes in the manner, timing, and requirements of notification likely to have a substantial impact on any law’s potential efficacy.


CHAPTER HIGHLIGHTS

Data Breach. A security incident where personally identifying or otherwise sensitive information is made available to unauthorized third parties, copied, or stolen.

Motivation to Mitigate Data Breach. A key factor driving a firm’s incentive to invest in effective security controls is the cost incurred from a breach. The costlier it could be, the more resources the firm is likely to use to prevent it. A primary motivation for avoiding data breaches is reputational damage (a component of total costs). Based on the modest cost of breaches, consumer reaction to notifications, and the difficulty in assessing harm, the data suggest that firms currently have very little incentive to improve their security practices.

Regulating Firm Behavior. There are many alternate ways to regulate a firm’s behavior. Ex ante (before the event) regulation seeks to impose minimum standards of care in order to prevent accidents or harm from occurring at all. Ex post (after the event) liability simply allows injured parties to seek redress for any harm incurred by an injuring party. A third alternative is information disclosure, which does not address any firm behavior directly, nor provide immediate relief to victims, but instead leverages economic incentives by forcing the firm to disclose the potential for harm to those conceivably affected by an event.

Data Breach Notification Law. These laws require entities that possess personally identifiable information to notify those affected when this data has been improperly disclosed. While there is some variation across state laws, they generally include the following provisions: covered entities (i.e., businesses, persons, government agencies), covered data (i.e., definition of “personal information”), trigger for notification, notification method and requirements, exceptions, and penalties.

Crossing State Lines. An important characteristic of state laws (like many others) is that they apply to covered entities that possess or license information about residents of the state with the enacted law, regardless of where the breach occurred.

Breach Law Effectiveness. There exists little evidence concerning the effectiveness of state breach notification laws. In principle, the effect of these notification laws is ostensibly to force firms to increase investment in security controls and to encourage consumers to take action to prevent economic harm. One of the main criticisms with the current set of state laws concerns the many variations that force firms to investigate and comply with each state’s unique requirements. A federal law could help by alleviating these unnecessary burdens and costs but might also create a weaker standard.

Policy Intervention. Information disclosure about data breaches is an appealing approach. It is a light-handed form of intervention that can be enacted at relatively low cost. However, it requires that the information disclosed be informative, actionable and presented in an effective manner for the target audience.
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Chapter 10

Cyber Insurance

A Market-Based Approach to Information Assurance

Robert Morgus

Prominent members of the cybersecurity insurance industry believe the market is thriving.1 From the perspective of insurers, this is undoubtedly the case. Estimates suggest that the insurance industry collects around $5 billion in premiums each year, with some estimating that this number could rise to $7 or $8 billion in the near future.2 However, Greg Vernaci, Senior Vice President at AIG, also noted that cybersecurity insurance is “more than just an insurance project” as insurance firms become engaged to help customers mitigate risks to their information technology (IT).3 This is an area for improvement—if structured correctly, the market for cybersecurity insurance holds immense potential to push the adoption of best practices and standards for information assurance.

Buying, building, and maintaining complex information systems generate risk. In the past, companies running these systems have sought to mitigate risk through smart procurement practices and offline alternatives to their digital infrastructure. At the same time, policy and lawmakers have sought to manage the risk to private firms and government organizations by designing light-handed security requirements through regulation and law.4 Smart procurement and policy approaches are potentially useful tools but fail to address the key security vulnerability of most computer systems: people.

The crux of the challenge in developing good security practices comes down to organizational and human behavior. Poor security practices and insufficient investment by the U.S. Office of Personnel Management in their information assurance processes and training are largely responsible for the loss of tens of millions of records.5 Sony was felled via a basic social engineering attack.6 Humans were the weaknesses in the system that threat actors sought to exploit.

Mitigating human foibles and countering insecure organizational behavior is where insurance can play a role, managing risk through more than just technical security standards. There are procedural fixes and policies that seek to address the human-centered cybersecurity vulnerability. Indeed, a suite of security best practices have been developed and promoted by groups and engineering bodies including the Center for Internet Security’s Critical Controls and the Internet Engineering Task Force, respectively. But these standards often go unheeded or are poorly implemented. The root of this problem is not technical, but behavioral, and exists on a large scale. There are a variety of mechanisms to influence social and organizational behavior through public policy including regulation, the tax code, and litigation. This chapter focuses on a market-based solution, insurance premiums, in comparison to two often-used public policy tools: regulation and legislation.

How Does an Insurance Market Drive Good Security Behavior?

Policymakers are quick to gravitate toward regulation, legislation, or executive order for solutions to large problems. However, in the case of incentivizing best practices in information assurance, a market-based solution holds greater potential benefit. Markets may be less susceptible to emotional and cognitive biases than regulation or legislation. Further, markets are complex systems, which grants them a great deal of adaptability, especially in comparison to rigid bureaucracies. Finally, insurance can have the same positive effect as regulation or legislation as a means of driving best practices in security and effective risk management by organizations.

Markets Are Less Susceptible to Cognitive Biases Than Regulation or Legislation

Regulation and legislation rely on the human decision-making of a select few, that is, lawmakers and administrative agency officials. Behavioral economics, the practice of examining the implications of cognitive flaws on human decision-making, illuminates several biases that plague human decision-making.

•The availability bias: reliance on available and recently discovered information, rather than complete information;7

•The hindsight bias: a tendency to overestimate the probability of an improbable event occurring again because it just occurred;

•Confirmation bias: human tendencies to “discount true information contrary to prior beliefs”;

•The optimism bias: a habit of “overestimate[ing] the probability of a good outcome”; and

•Status-quo bias: the irrational tendency to cling to the current state of affairs.

All of these cognitive biases are present in human decision-making about regulation and legislation but they are concentrated in a small number of decision-makers.8 Markets, by contrast, rely on the decisions of many, thus are less susceptible to biases of individual or small group decision-making. As James Cooper argues, regulators (and by extension legislators) “who suffer from these cognitive flaws are likely to commit systematic errors while forming policies.”9 The presence of numerous actions to move the needle means that markets most often regress to the mean, averaging out cognitive biases.

A Market Is a Complex, but Adaptive, System10

Although markets are less susceptible to cognitive biases than legislation or regulation, they are nonetheless more agile in response to fundamental changes to environmental conditions than their more cumbersome government-based counterparts. It is in the interest of insured firms to release, and insurance companies to collect, information about breaches and security postures as both parties share incentives to identify and implement best practices. The market is thus more data driven and adaptive in regulating behavior in comparison to government regulation and legislation.11

In addition to structured data, markets function as a great aggregator of tacit, or local, knowledge held by individual firms. As firms innovate, their products are either imitated by rival firms or countered by internal innovations.12 This is a surefire sign of a complex adaptive system at work, as “in complex adaptive systems the component parts have the ability to change their behavioral repertoire in response to their environment or each other.”13

This is how markets function, but what makes it relevant to cybersecurity insurance as a regulatory tool? Due to misaligned incentives, government agents rarely hold an advantage over private actors in gathering information about private activities.14 Government agencies, lawmakers, and regulators have limited resources with which they are able to gather information. For insurers, on the other hand, information is crucial to business. It is integral to accurately structuring policies, assessing risk across different customers, and vetting claim applications.15 Insurers can also use this information to drive better security behavior within clients, reducing risk, and therefore the potential for a claim. To be clear, insurance should not necessarily be relied upon to create standards, but can sit alongside well-researched and -developed standards to augment and encourage their adoption.

WHAT IS CYBERSECURITY INSURANCE?

Insurance, writ large, is a form of risk transfer that allows companies to shift the liability associated with incidents to a third party, known as an underwriter. Insurance has been used to protect individuals from massive health-related expenses, to cover the liability of toy manufactures, and even to protect the potential future value of an athlete.

Cybersecurity insurance is not radically different. It is specifically designed and targeted insurance offered by a number of mainstream insurance vendors to firms with the aim of helping “mitigate losses from a variety of cyber incidents, including data breaches, business interruption, and network damage.”16 As the U.S. Department of Homeland Security notes, “A robust cybersecurity insurance market could help reduce the number of successful cyber attacks by: (1) promoting the adoption of preventative measures in return for more coverage; and (2) encouraging the implementation of best practices by basing premiums on an insured’s level of self-protection.”17

Finding an effective blend of technical defensive measures and behavioral best practices that are not financially overwhelming remains a challenge for many firms. Where the risk borne from connectivity is difficult to acceptably self-insure, cybersecurity insurance provides a means to transfer risk to insurers who then bear the financial liability for any resulting, covered, incident.

Insuring against breaches and other security incidents has been touted as a way to help identify and enforce good security standards while simultaneously allowing firms to offload liability for major attacks.18 As the cybersecurity community has developed better risk management programs, and in keeping with the steady drumbeat of security incidents at firms of all shapes and sizes, insurance has become a target for security investment.19

Insurance Markets as a Risk Management Lever and Standards Enforcer

Insurance holds the same (or greater) potential as a risk management lever and a standards enforcer than government action through two sticks, coverage requirements and policy exclusions, and two carrots, premiums and policy limits.

On cybersecurity insurance applications, the potential customer is asked a number of standardized questions designed to map current security practices and organizational process. These questions help frame the cost of baseline coverage. This coverage then comes with certain minimum requirements, allowing insurers to become standard setters for firms and organizations seeking coverage. Insurers can then deny coverage should the potential customer not meet the insurer’s standards. A potential precursor to outright denial of applications is the strategic use of policy premiums and limits. A policy premium is the price an insured firm pays the insurer for coverage. A policy limit is the maximum amount an insurer agrees to pay out in the event of an incident. By instituting high premiums and low limits on firms that do not adhere to good security behaviors, insurers can offer the carrot of lower premiums and higher limits for better behavior. In the case of cybersecurity insurance, as firms adopt better IT security controls and practices, premiums can drop and limits can go up. Data from insurance applications helps inform insurers about what security controls firms use.

Policy exclusions can operate with a similar standard-setting purpose. Policy exclusions are clauses written into insuring agreements stipulating certain types of events that are not covered by the insurer. Current common exclusions include events caused by war and terrorism to events that cause physical damage or bodily harm and are outlined in greater detail later in this chapter. Although many policies contain an average of just over twenty-four exclusions, many of these are crafted without information assurance standards and best practices in mind.

By better syncing these practices and standards with exclusions, events caused by nonadherence to best practices or security standards will go uncovered. When these events go uncovered, the liability for such events sits squarely on the insured firm. Without insurance to cover that liability, firms will be penalized financially, encouraging corrective behavior to mitigate and transfer risk.

Transferring risk to an insurer does not cause that risk to vanish. Instead, the insuring firm distributes the risk of one client among a pool of other firms, charging each a fee, or premium, associated with the likelihood of their making a claim for some amount. Selecting terms and financial limits of coverage involves the insurer’s assessment of the likely frequency and severity of potential costly events to their customers ensuring the firm retains a profitable mix of risk types and prices their products accordingly.

Risk Pool

For insurance firms, selecting clients and determining the scope of coverage requires understanding the nature of risk for each applicant company. The goal of an insurance firm is to construct a pool of clients whose collective contribution (in the form of premiums) is equal to or greater than the probable cost of payouts for claims. The mechanics of a risk pool function, in part, because no one party can be sure if they will need to submit a claim, but most will not, thereby providing financially viable coverage to the few claimants and an incentivizing profit to the insurer.

Premiums

For an insurer, the risk of any one client experiencing an incident resulting in a claim is spread among this pool of different customers. Each of these customers contributes funds to the pool in the form of a premium. These can be a flat fee common to all customers or an equitable rate based on the risk profile of each customer. Judging this risk in order to set the price of the premium requires assessing the frequency and severity of the potential losses for each insured in the pool in a given year. This calculation allows firms to adjust premiums based on the risk profile associated with each individual customer—a more computationally intensive but financially advantageous approach for insurers.20

This is not to imply that insurers are happy to simply take on the risk of their insured and let it sit. Indeed, insurers are as interested in risk, and risk management, as their customers. As the same risk mitigation tools and management techniques are being found wanting for businesses, however, they are even more inadequate for the needs of insurance firms. Insurance firms that do not trust their own ability to understand and quantify the risk of current and potential clients will be unlikely to offer many policies that transfer this risk onto themselves. Cybersecurity insurance providers are struggling to assess the risk of organizations being insured and have thus generally been conservative in specifying the conditions under which coverage may be offered.21 This is one possible explanation for low advertised coverage limits, which, to date, have generally not exceeded $100 million.22 For context, coverage limits for general corporate liability insurance often reaches into the billions of dollars.

COVERAGE TYPES

Cyber insurance covers an array of different, and at times overlapping, policy types. The lack of common verbiage from provider to provider means that the actual content of these different policies can overlap. Coverages are broken into first- and third-party types, a distinction common in other insurance areas. First-party coverage involves claims made to the insurer from the insured. This type of insurance is most useful for companies that are users, but not necessarily producers, of technology. Third-party coverage protects people and businesses that produce, monitor, administer, or are otherwise responsible for the technology that caused damage.

To better understand first- versus third-party coverage, think of a homeowner whose roof collapses under the weight of heavy snowfall. Typical homeowner’s insurance covers the damage caused by a severe winter storm. First-party coverage responds to the claim made by an insured directly to the insurance company. Third-party coverage considers claims from the contractors who built the roof or the architects who designed it—if the homeowner sues either of these other groups, both the contractors and architect would need third-party coverage to help cover damages from the suit. Third-party cybersecurity insurance works this same way, offering companies that design, produce, monitor, or administer IT protection from claims by individuals or businesses that use their products or services. Many existing policies offer some combination of first- and third-party coverages.

Many plans do not profess to cover many of the categories outlined below and indeed, no one single plan covers all of them. This first- versus third-party analysis is drawn from a collection of insurance applications and related documentation from U.S. and European markets between 2008 and 2016. While not complete, this sample serves to elucidate important trends in the types of coverage and exclusion in the evolving market for cybersecurity insurance.

First-Party Coverage—Incident Response, Business Interrupt, and Crisis Management

Most of the policies examined for this chapter cover event/incident response costs. The definition provided for event/incident response costs is relatively standardized and includes the costs of investigation, similar to postevent forensics and hiring an outside security consultancy to assess whether the damage can be reversed.23 Notably, 79 percent of plans cover loss associated with restoring stolen, damaged, altered, deleted, or corrupted data while only 50 percent cover the loss associated with restoring systems due to physical damage caused by an incident. The remaining plans, while covering the cost of investigating what happened, do not cover the loss associated with the incident.

Nearly 80 percent of the sampled policies cover losses associated with an event which interrupts service. These interruptions include language covering, “network security wrongful acts,” and similar insurance jargon for what the IT security community often calls a network security failure and includes malicious acts that compromise the confidentiality, integrity, or accessibility of systems.24 A critical determining factor for claims decisions are the context in which a network security failure takes place, whether as a result of an external adversary or accident. Only a small minority of policies cover business interruption due to system failure regardless of whether the failure was caused by a malicious act.25 In the broader context of business interruption coverage, policies are generally voided if the insured does not adhere to certain IT maintenance and security standards.

While many policies include crisis management expenses in incident response coverage, generally covering the cost of deciphering what happened, only a small number include the cost of rebuilding systems. Crisis management additionally tends to provide monetary relief for the insured to seek outside public relations resources to manage, maintain, or restore public confidence in the insured firm.26

Third Party—Data Privacy, eMedia, and Failure to Deliver Service Incidents

Ninety-three percent of plans examined for this chapter include data privacy breach third-party coverage. For data breach coverage, in addition to covering defense/regulatory expenses and damages, some plans also cover the cost of notifying third-party victims of the data breach. Of the plans covering data breaches, 71 percent include the notification cost. One hundred percent of plans covering data privacy incidents include both defense/regulatory expenses and damages. Most insurers define a data breach as the loss, unauthorized alteration, inappropriate publication, or theft of data held by a firm on its computerized system.

Sixty-four percent of surveyed plans cover the defense/regulatory expenses associated with an eMedia wrongful act. An eMedia wrongful act, a term used by many insurers, includes negligence that results in misappropriation of content and infringement of copyrights, or other intellectual properties. Only 57 percent cover the damages due to an eMedia wrongful act. Thirty-eight percent of plans cover defense/regulatory costs and damages incurred from failure by an insured firm to deliver promised services to a third party. As is the case with most business interruption coverage, plans that cover failure to deliver services feature a long list of exceptions. Coverage here is for costs to customers and business partners, rather than the originating firm.

An Area for Expanded Coverage—Physical Damage

Exclusions are clauses in insurance policies that identify specific events not covered by the policy. Notably, an event does not need to be excluded in order for the insurer to claim noncoverage but these generally result in litigation to resolve disputed claims. The policies examined for this chapter ranged from seven to thirty-nine specific exclusions, averaging twenty-four. One of the most common was covering physical damage, an area of increasing interest with the spread of embedded computing systems in devices including home appliances and cars, the rise of the Internet of Things (IoT).

Many cyber insurance policies exclude physical damage. This damage is separate from coverage for IT assets such as servers and computers. Eighty-six percent particularly exclude bodily injury from coverage, while others do not address it directly. Zero percent of policies examined for this chapter explicitly cover these types of damages and may not cover physical damage outside of IT or network assets or bodily injury until something, like continued litigation, forces the issue. Some insurance representatives have claimed that general corporate liability coverage may cover physical damage or injury caused by a cyber-attack, though these claims have yet to be borne out.

This lack of specific coverage is a problem for insurance-seeking firms in sectors where cybersecurity can have an impact on physical safety, for example, healthcare devices, automotive manufacturing, or power generation.27 Incidents at these types of firms have the potential to cause physical damage, injure workers, or undermine confidence.28 Society’s tolerance for negligence on the part of manufacturers in these industries is low as the security of these devices is paramount: “[if] you brick a pacemaker, you brick a human.”29

Secure coding standards exist, and, though they are in a nascent stage, best security practices for firms where cybersecurity and physical safety converge are available or in development.30 Both design and operational security standards are tools that insurers could use to price and manage risk of insured firms. Secure coding standards are a means through which insurers can assess the risk of companies based on their product acquisition and, to mitigate that risk, push firms toward the adoption of more secure technologies. Cyber-physical security best practices are standards around which insurers can price premiums, which can in turn drive adoption.

POLICY RECOMMENDATIONS

The key to achieving any of the broader security benefits of cyber insurance is a large and sophisticated insurance market. The most commonly cited recommendation to drive growth in this market is to create an incident data repository that can help insurance firms gather and share actuarial data supporting their effort to accurately price risk. This chapter makes three more pointed additions, suggesting that policymakers promote growth by recommending that the primary state-level regulatory bodies require coverage types to meet demand, regulate the use of exclusions, and advocate for a definitions repository at the national level to encourage a common language between policies and insurers.

Recommendation 1: Product Regulation to Match Supply with Demand

The presence of a wealth of litigation is often a trigger for firms to seek a way to shift liability and there is a king’s ransom to be found around the areas of privacy, security, and data breach notification. This expansion of litigation could be followed by more widespread demand for insurance policies, but should lead to companies demanding policies that more comprehensively cover their risks. In the United States, insurance regulation occurs primarily at the state level, which means that these regulators are tasked with overseeing several parts of the insurance industry including company and producer licensing, market interactions, and policies themselves.

While regulating insurance firms and ensuring a fair market are important, more relevant for matching insurance policy supply with demand is product regulation. Some current gaps and ambiguities in coverage that insured firms seek, such as the physical damage exception, could be regulated out. However, any product regulation of this type must happen in close consultation with insurers and would require unambiguous mechanisms to prevent significant inflation of premiums. These mechanisms could come in the form of legislative incentives outlined in recommendation 3.

Recommendation 2: Product Regulation to Promote More Effective Exclusions

Rather than focusing exclusions on event perpetrators, policy tools that specify coverage should focus on inadequate or missing controls, thereby excluding coverage for events attributable to a lack of good security practice. Clauses in applications and exclusions sections of policies should be tailored to address behavioral miscues most commonly at the root of incidents: insider threats, weak security controls, and bad patch management.31 Insurers can use these exclusions and application requirements as a means to maximize the broader social benefit of the cyber insurance market.

Insider threats come in intentional and unintentional form. Intentional insider threats are those that stem from employees with malicious intent while those that are unintentional are essentially employee errors. Due to the difficulties of identifying intentional insider threats, it is reasonable for insurers to continue to exercise careful discretion when deciding to cover them. This doesn’t remove insurer’s responsibility to require that their customers are taking basic steps to prevent incidents, including keeping records of their data, controlling access, and maintaining logs to show the chain of custody for important files. The broad category of “weak security controls” includes the absence of identity management, poor plans to securely administer mobile devices, overly complex access permissions, and weak password requirements. To nudge firms toward instituting stronger security controls, insurers can exclude coverage for events that occur in conjunction with weak security controls, while explicitly outlining what controls must be in place on applications and insuring agreements.

Perhaps the most pressing behavioral issue causing cybersecurity vulnerabilities are bad patch management practices. Incrementally, supported software requires update to ensure that found vulnerabilities in that software are protected from exploitation. The 2015 Verizon Data Breach Investigations Report suggests that, “99.9% of exploited vulnerabilities had been compromised more than a year after the associated [common vulnerability exposure] was published.”32 To nudge firms toward better patch management, insurers should exclude incidents from coverage where they resulted from attacks leveraging known exploits for which patches were available but had yet to be applied (within a reasonable time frame).

Recommendation 3: Creation of a Definitions Repository to Normalize Language

Policy and application language, including the use of terms and their definitions across coverage and exclusion previsions, should be normalized across the cyber insurance industry and with the language of information assurance professionals. This harmonization of terms will bring several positive benefits. It will grant organizations’ leadership and security managers greater clarity on what is expected of them from insurance policies. Clear language can contribute to better decision-making, ensure that requirements of insurers can be clearly translated into organizational practice, and clarify disclosure from customers so insurers will better understand the risk pool they are accumulating.

There are two issues at stake here. How can language be harmonized across the different cybersecurity insurers, and how can the language that cybersecurity insurers use be harmonized with the information assurance industry? Creating common terms and language within the cybersecurity insurance industry would require intrastate regulatory cooperation wherein state regulators agree upon a relatively coherent language to describe cybersecurity events and insurance provisions for coverage and exclusion. Such coordination could occur through the National Association of Insurance Regulators, the “standard-setting and regulatory support organization” that is made up of chief insurance regulators from all 50 states plus the District of Columbia and U.S. territories.33

In order to harmonize language between information assurance and cyber insurance, an Insurance Laboratory should be established within the National Institute of Standards and Technology (NIST) to consult with insurers as they formulate policies. Incentives for insurers could help drive participation, potentially tying access to an actuarial database to membership in the Lab. In addition, a cybersecurity insurance definition repository could be constructed which insurers could use to populate their policies with harmonized terms and definitions.

CONCLUSION

There is a broader social welfare that could stem from the cyber insurance industry driving better security practices through regulating organization’s security standards in the short term and providing impetus for more secure software development and hardware design in the future. This latter benefit could mean bringing actual enterprise IT security behavior closer to the prescribed best practices through a shift in liability toward manufacturers. Many of these standards contained in recommendations from the SANS Institute, Institute of Electrical and Electronics Engineers (IEEE), and NIST already exist but have been implemented narrowly or not at all.34 The precursor to leveraging these externalities is a thriving marketplace for insurance with selective use of exclusions and a thorough risk assessment process by insurers. Although the market for cybersecurity insurance certainly exists and is at a relatively mature stage, it nonetheless faces several limitations which prevent it from generating maximum social welfare. Important areas of coverage, such as physical damage, remain poorly covered. Due to a large degree of uncertainty around how to assess the consequences of potential incidents and quantify the cost of risk, coverage limits generally remain low. In addition, risk management mechanisms at the disposal of insurers—namely premiums, conditions, and exclusions—do not yet adequately align with and promote established best practices for the enterprise IT security industry. Risk plays a crucial role in the insurance process. Cybersecurity insurance is a growing yet still somewhat nascent industry where great potential remains. A healthy insurance market may help identify and encourage adoption of security best practices across the private sector, helping to improve the security posture of companies across different industries, both large and small.


CHAPTER HIGHLIGHTS

Cyber Insurance. Insurance, writ large, is a form of risk transfer that allows companies to shift the liability associated with incidents to a third party, known as an underwriter. Cyber insurance aims to help firms “mitigate losses from a variety of cyber incidents, including data breaches, business interruption, and network damage.” As the U.S. Department of Homeland Security notes, “A robust cybersecurity insurance market could help reduce the number of successful cyber attacks by: (1) promoting the adoption of preventative measures in return for more coverage; and (2) encouraging the implementation of best practices by basing premiums on an insured’s level of self-protection.”

Benefits. Information is crucial to business. It is integral to accurately structuring policies, assessing risk across different customers, and vetting claim applications. Insurers can use this information to drive better security behavior within clients, reducing risk, and, therefore, the potential for a claim. Insuring against breaches and other security incidents has been touted as a way to help identify and enforce good security standards while simultaneously allowing firms to offload liability for major attacks.

Challenges. Each cybersecurity policy is linked by a common risk of failure in cybersecurity at a covered firm. Finding an effective blend of technical defensive measures and behavioral best practices that are not financially overwhelming remains a challenge for many firms.

Risk Management Levers. Insurance holds the same (or greater) potential as a risk management lever and a standards enforcer than government action through two sticks, coverage requirements and policy exclusions, and two carrots, premiums and policy limits.

Coverage Types. First-party coverage involves claims made to the insurer from the insured. This type of insurance is most useful for companies that are users, but not necessarily producers, of technology. Third-party coverage protects people and businesses that produce, monitor, administer, or are otherwise responsible for the technology that caused damage.

Recommendations. (1) Attempt to match insurance policy supply with demand by regulating coverage gaps (ensure that insured firms do not have important concerns excluded); (2) regulate products to effectively use exclusions (e.g., excluding coverage for insider threats, weak security controls, or poor patching management) for social benefit; and (3) create common terms and language across the cybersecurity insurance industry to ensure that requirements of insurers can be clearly translated into organizational practice for the insured companies.
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GOVERNING THE SECURITY OF THE INTERNET

 

Chapter 11

Understanding Internet Security Governance

Trey Herr and Heather West

Senator Ted Stevens once infamously described the internet by saying that “it’s not a big truck . . . it’s a series of tubes.”1 Though the simplicity of this analogy drew some mockery at the time, there’s actually a degree of truth to both parts of it.

Secure web transactions can actually be described as an armored truck moving through a dangerous world. When a web browser makes a secure connection to a web server (e.g., a bank), the packets of information that go between the browser and the server are endowed with cryptographic protections that are like the locks on the truck or the ID card the driver carries—they prevent bad actors from reading the data or impersonating the bank.

The internet can also be described as a series of tubes. The name is important: The internet is an “inter-network,” a collection of loosely coordinated networks operated by different people. This means that our armored truck driver has to stop and ask for directions as he goes (“Which network is next closest to where I’m going?”). It’s also important to make sure that the driver receives credible directions from the bank, and not a potential bad actor.

Another aphorism useful in cybersecurity is: “If you build it, they will come.” The security community uses this statement to talk about attacks. An insecure system on the internet is far more vulnerable to attack, because the barriers to entry are so low. In addition, attackers come in far more guises than those presented by Hollywood. Of course, criminals steal passwords and personal information, but governments collect intelligence and suppress dissent, jealous spouses track financial information, and companies engage in elaborate corporate espionage.

However, there’s also a more positive sense to the phrase. When two parties make a secure connection over the internet, they negotiate the specific type of security technology to use. This means that a browser can add support for new technologies (like new encryption methods) and utilize the improved protocol as soon as a web server that also supports the technology is encountered. This dynamic can result in very fast changes in the quality of security applied to the internet. For example, between June 2015 and February 2016, usage of the insecure digital signatures (based on the SHA-1 algorithm) dropped from 70% to less than 2% of web transactions.2 This change means that 40 billion transactions a day became more secure.

A major challenge to creating sound internet policy is the global nature of the internet. At a technical level, the internet works the same way everywhere and companies rely on these correlations to achieve economies of scale and serve a global market. Divergent global policies erode these benefits. The diversity of goals around the world make it a challenge to establish norms around security. When considering internet policies, it’s important to keep a global perspective, both in the sense of establishing consistent global rules that support one global internet, and being cognizant of how a given policy might apply in a different context.

—Richard Barnes, September 2015

Firefox Security Lead at Mozilla

INTERNET SECURITY GOVERNANCE

Internet Security Governance covers the policy challenges that arise from building and governing security in the internet’s architecture and key protocols. It is not a description of security for computers and networks (Information Assurance),3 the pursuit of criminal groups and other threat actors (Cyber Crime),4 or how to manage the negotiated structure and key functions of the internet (Internet Governance). Internet Security Governance is a cluster of defensively oriented technical and legal issues that cross national boundaries and/or involve security of the underlying protocols and hardware that make up the internet. These include international agreements, such as the Wassenaar Arrangement, and the process of drafting, approving, and promulgating security standards for implementation across the internet.

Securing the internet, a fragile network of networks, is a complicated task filled with stopgap solutions that have become de facto permanent out of necessity rather than their provision of ideal security. Perfect security is an impossible dream; people make mistakes and building, as well as implementing, secure software is difficult. This is in addition to the fact that the adversary may be highly capable and can adapt to changing defenses.

However, security that is effective for most parties at most times is possible. To find a focus amid this vast array of issues, we center on encryption—a process used to establish trust and secure data across networks of every stripe and purpose. To be clear, this is only one of many complex topics in the security environment but encryption is critical to commerce and secure communications over the internet. Without it, any information transiting a network would be vulnerable to manipulation or theft by a third party. Using encryption as a focal point, the chapter highlights several elements of Internet security governance including the underlying technology, diversity in national and cultural approaches, and key governance challenges.

Securing the Internet

The internet is a globally interconnected system of computer networks using shared protocols to facilitate communications between billions of devices—computers, servers, sensors, and a multitude of other machines. Each of these is connected to a smaller network—a school, a business, a government, or some other public or private entity. While a single individual runs some of these, others are huge intranets maintained by teams of experts.

Each local network is linked by some set of electronic, wireless, or optical networking technology and protocols. Across these links are delivered multifarious forms of digital information, from the simple HTML webpage, to encrypted e-mail, a “smart” thermostat’s status messages, to highly sophisticated applications rivaling anything found on a single computer. The internet is an all-purposes network of networks connecting diverse arrays of devices and applications, each with different needs but sharing a common dependence on core principles and protocols.

Initially, internet protocols (IPs) didn’t build in security, as all members of a then-experimental network knew each other and it was more important to create a proof of concept than a complete system. The earliest users of the internet were a small collection of academics at schools like Stanford and MIT. As this early academic network grew into the modern commercial internet, the lack of security changed—as it had to. Suddenly the internet was home to services like eBay and Amazon; people were banking online and needed to trust that when they sent their data to a website, it would remain safe. Now, there are hundreds of thousands of interconnected networks and billions of connected people—some of them well intentioned, and others not.5 As a result, a global conversation has begun on how best to build security into or on top of the existing protocols of the internet. A key piece of that security puzzle is the process of encryption.

Encryption

Cryptography affords a measure of security to data in the event it is lost, stolen, or otherwise compromised, employing mathematical operations to convert legible information into digital gibberish. The power of these mathematical techniques to obscure data provides a way to secure not only information moving around the internet but also that stored on individual computers and servers around the world.

There are two places information can be at any given time—in motion or at rest. Data at rest describes the pictures stored on your phone, the document on a computer, or files backed up in the cloud. Data in motion is each of these things as they move around the web, along with a bevy of phone calls, tweets, and e-mails. Encryption provides security against theft or compromise of information and can help guarantee that data hasn’t been tampered with, so that you can trust that a message received from someone hasn’t been faked by an attacker.

For many years, the only way to encrypt data and share it between parties was through use of a shared secret, the key. Much as if you were to invent a secret alphabet you would need to tell your friend how to read it before writing to them, “symmetric encryption” involves exchanging a shared key between two parties who want to communicate in secret, before they can talk.6 This runs the risk that an attacker might steal the key and copy it, allowing them to open the encrypted information as well and thus defeating the purpose.

Along came American cryptologists Whit Diffie and Martin Hellman who, unknowingly extending the work of three British intelligence analysts from the 1970s, developed a way to exchange encrypted data without the use of a shared key.7 Instead of a single key, Diffie and Hellman’s “asymmetric encryption” relies on a pair of keys, one public and one private, used by every person who wants to encrypt and securely exchange data. The two keys, linked mathematically, are used to alternately lock and unlock the same file, allowing one person to encrypt with the recipient’s public key, and send it to be unlocked by the recipient’s private key (see figure 11.1 for a description of public key encryption). This way, the public keys could be shared and known to the world while the private keys remained secret, thus solving the challenge of how to exchange a shared key and avoiding the risk someone might steal and copy it. One of the challenges in implementing encryption across different protocols and standards that make up the internet is the presence of a diversity of stakeholders and networks. Lots of people own the boxes, servers, cabling, and infrastructure which makes up the internet and even more have opinions about the software which runs on top. Getting even a small portion to agree can be a challenge.

Internet Architecture

Historically, the internet did not have a centralized method of governance. Instead, each network within the larger internet (short for internet working) has the ability to set its own policies, while overarching standards are laid out according to an international multistakeholder process, with different meetings and organizations for technical and policy-oriented topics.8 The layout of these networks is defined not by a handful of global elites but rather the networks themselves informally agreeing to interconnect and route traffic between each other. This way, to pass traffic from D.C. to Amsterdam, you don’t have to lay a cable from one city to the other, needing only to find another internet service provider (ISP) or series of them who can carry your data the full distance. This interconnection process might mean the message you are sending to Holland gets routed through multiple different neighboring networks, until it reaches its destination. This kind of agreement actually causes the network to be more robust, creating many more potential routes for data to transit, rather than a nationalized or top-down model for routing.
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Figure 11.1   Public-Key Encryption

At its highest level, the internet is a series of Internet Exchange Points (IXPs) joined by radio, copper cable, and fiber-optic links. These are the physical infrastructures that carry content from ISPs and Content Delivery Networks (CDNs) and determine where that content is routed between networks.9 An ISP is a company that provides internet service, be that to individual homes or whole continents; chains of ISPs form the routing layer for data to move across the web. CDNs are large collections of servers, spread across the globe to distribute content. This makes it possible for companies to serve large amounts of data. An example would be the 24 gigabytes a second Netflix delivers to users during peak hours (1.3 petabytes a day).10 This physical layer is what makes it difficult to argue the internet is an entirely new and unregulated space as the hardware associated with moving bits has to be in or on the ground somewhere. The internet was designed such that there are many routes that traffic can take to get from one point to any other, however; while these IXPs are important, networks do also interconnect outside of them, so ISPs and CDNs are able to connect directly to each other. These connections are multitudinous, with major ISPs and CDNs (some companies play both roles) having thousands of formal and informal, paid and unpaid interconnection agreements. This means that even if one route fails, any point should still be reachable by another link or connection.

The underlying architecture of the internet is not secure but the possibility of security has been present since its inception owing to flexibility in the way technologies are combined and layered. While a wholesale reengineering is unlikely, there are a number of interim solutions which have been developed, refined, and applied to secure the internet. The next section details several attempts to design a more secure content delivery and navigation system for the internet and its users.

Standards and Protocols Evolving for Security

The core protocols of the internet were developed decades ago, in the 1970s and 1980s. Since 1993, new standards and tweaks to old ones have been formalized through the Internet Engineering Task Force (IETF), a nonprofit organization composed of hundreds of technical experts and computer scientists.11 These IETF standards range from highly detailed and technically complex issues to relatively simple language agreements and organizing conventions. The four standards below make up the internet’s basic DNA, each with a core function and purpose in making the internet work.

Transmission Control Protocol/Internet Protocol: The Backbone

One of many standards adopted and updated by IETF, Transmission Control Protocol/Internet Protocol (TCP/IP) plays an important role as the backbone protocols of the internet. Each transaction over the internet is a series of “packets”—that is, a specifically formatted unit of data that is carried over a series of networks. This packet includes control information, user data, and the “payload”—the actual content or message being carried. TCP/IP defines the standard construction and transmission of these packets.

TCP/IP was developed and optimized for reliability, not security, so each lacks authentication and encryption capabilities. The security provided to data in motion by encryption is important for a number of reasons including that it prevents third parties from watching your traffic or manipulating it to, for example, inject in malware or ads. Changing the protocols themselves presents enormous challenges, so instead, in a pattern replicated across many internet security solutions, another protocol was created to secure the existing one.

Secure Socket Layer/Transport Layer Security: Securing the Backbone

Enter the secure socket layer (SSL). Netscape Communications created the original SSL in 1994, when it became apparent that there was no way to securely transfer data across the internet.12 The first specification, version 1.0, was so heavily criticized by the security community for using weak cryptographic algorithms that it was never released for public use. As the protocol matured, it became part of the IETF’s standards-track, engaging the broader technical community in refining and improving it. Through this process, SSL continued to evolve into transport layer security (TLS) in 1999 and through the most recent version, TLS 3.0, which remains in draft form.

SSL/TLS works to protect a user’s data in motion between their computer and a webserver, using a shared symmetric key to establish a secure tunnel between the two. This tunnel both protects the data inside from observation by others on the web, encrypting each packet, and also works to verify to which internet service users are connecting. The protocol uses a public-key system to authenticate that both parties are who they claim to be. When the user connects to a service like Google, the webserver has to present a certificate that the user trusts to authenticate the identity of the service. Establishing that a certificate is trusted relies on a network of Certificate Authorities (CA) who independently act to verify the owners of different websites and services are who they claim to be.13

IPv4 is the version of the IP that has been standard since 1983. However, it is slowly being replaced by a new version, IPv6. This updated standard has introduced the use of both encryption and a means to authenticate (or prove the identity of) between users for all protocols and connections running over IP. The adoption of IPv6 provides a more resilient technical basis than SSL/TLS for secure channels over the insecure internet and is building security at a lower level. Rather than SSL/TLS, which runs on top of IP, IPv6 builds that same secure tunnel functionality in from the start. The standard was formalized by IETF in 1998 but the push for adoption, even though recently picking up speed, has generally been slow, with Google finding just under 10.5 percent of users accessing their service via IPv6 connections as of February 2016.14

Border Gateway Protocol: The Map

The connections between so many different networks over the internet requires that each must use the same protocols, that is, speak the same language. The typical means of communicating information about how to navigate in and between these networks is the Border Gateway Protocol (BGP). BGP acts as a sort of travel guide to different networks using a distributed database of IP locations, essentially maps of the internet and subsidiary networks. BGP updates these lists of routes as networks change shape, accepting newly advertised routes from other routers by default.

While an efficient way to map out and navigate the networks, this implicit trust between BGP routers harkens back to the day when all online players knew each other. There is no mechanism of authenticating whether routes being offered are legitimate so it raises the risk that routing data could be disrupted or manipulated. This routing information is not encrypted and, as a 2006 memo from the IETF emphasized, “There are no mechanisms internal to BGP that protect against attacks that modify, delete, forge, or replay data, any of which has the potential to disrupt overall network routing behavior.”15 BGP’s trust allows for automatic, decentralized, and scalable routing across the internet’s many networks, but also leaves it subject to disruptions by adding or manipulating data in the routing tables.

Securing BGP remains a thorny problem and while several technical proposals have been put forward, discussion and adoption have been virtually nonexistent.16 Incentivizing change is hard and many network owners believe the system is granted some safety by its relative obscurity and that their familiarity with each other will help defend against a new, malicious user. While the protocol’s insecurity looms large, to date, the majority of BGP incidents have been failures of capacity and not-yet-malicious attacks.17

Domain Name Service: The Address Book

The Domain Name System (DNS) serves as the internet’s address book: if I want to connect to “example.com,” where should my packets get sent, and how will they get there? If BGP serves to give computers directions on how to move data across networks, DNS tells them where in the world to go. Every host on the internet has a range of IP numbers from which their content is served. This system was designed from the outset for usability and robustness, but not for secure and authenticated transactions. DNS acts to translate the URL in a browser bar, www.microsoft.com, into an IP address like 65.52.240.200. For most, this translation process happens without our intervention but there is no guarantee that the DNS server translating a URL into an IP address isn’t acting maliciously. While the web is built on DNS, it’s a protocol with one major security flaw: there is no guarantee for the end user that the records received are the records sent from the actual source, which means that responses to DNS queries can be forged or manipulated in transit to redirect browsers to connect to a malicious website, add malicious content to a page, or to route e-mail to an attacker’s computer.

The importance of DNS as a means of efficiently accessing information and applications on web servers meant this posed a serious challenge. Work began as early as 1995 to create a series of extensions to DNS that would provide authentication for each interaction by encrypting them with a particular key.18 This process, called Domain Name System Security Extensions (DNSSEC), authenticates individual DNS server records first by a central server called the DNS root zone, and then through a chain of trust to pass an authenticated record from the root to child zones and down to the recipient. Using this chain of trust,19 DNSSEC can provide authentication of the origin of DNS data and assurance that the content of the DNS transaction has not been manipulated in transit. For a visual representation of the full standard and protocol process see figure 11.2.
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Figure 11.2   Standards and Protocols Mail Service Metaphor

UNDERSTANDING THE CULTURE(S) OF SECURITY GOVERNANCE

What is cybersecurity? Well, that’s part of what this book sets out to explain but there’s tremendous disagreement between different countries on use of the term. More than a cultural gap, these distinctions have taken on political significance as the range of issues between the United States and countries like China and Russia impede the adoption of useful security standards, development of norms, and potentially impact the way the internet is built and operated. Below we highlight several differences between states ranging from issues like law enforcement access to data, stances on encryption, and content filtering.

Russia

Where the United States broadly talks about cybersecurity, Russia uses the term Information Security to connote protection from online threats as well as controls on information and interactions that take place online. Both refer to the same protection of architecture but the Russian phrase also includes law enforcement’s ability to retrieve information about individuals and their affairs. This negatively impacts the freedom for firms to offer, or employ as standard, forms of encryption that are not easily compromised in response to government requests. It also supports data localization policies—the requirements that an internet service firm offering their product in a particular country must also store all user data generated by citizens of that state in the same country. As of 2015, Russia requires firms who collect data on Russian users to store that data in servers in Russia.20 While the law doesn’t affect firms’ ability to transfer the data abroad or share it with other companies, it does impose a political requirement, with technical and legal implications, for all who choose to comply and continue doing business in the country.21

China

The Chinese government has several priorities when it comes to the internet including the maintenance of economic growth, preserving social stability, supporting ongoing and future military activities, and countering the development of international norms which might undermine any of these goals.22 This broad swath of activities is covered under the term information security (信息安全, xinxi anquan), while topics like the protection of computers and networks is considered a subset and referred to as network security (网络安全, wangluo anquan).23 Unlike Russia’s focus on data retention and access by agents of the country, Chinese censors have constructed a remarkably flexible arrangement of filtering, blocking, and surveillance technologies, collectively dubbed the Great Firewall of China.24 The emphasis is on real-time monitoring and “shaping” of discussions to control the flow of information from sources outside the country and about sensitive events or phrases within the country.25 Encryption, especially for data in motion like SSL/TLS, can frustrate these efforts so at different26 points27 Chinese officials have used the Great Firewall to block encrypted connections to networks outside of China. While there are a large number of groups with diverse interests as to how internet security is governed in China, preservation of Chinese Communist Party (CCP) influence and political stability appear to be of paramount importance.28

United States

The United States has been home to much of the innovation and commercial development which brought about the internet’s arrangement of protocols, hardware, and security standards as we know them today. Part of the challenge in governing this array of issues has been for the United States to work with countries that may be suspect of or outwardly hostile to this predominance. While support for an open and secure internet is rhetorically part of U.S. policies, attempts to undermine security standards and the availability of strong encryption tools have provided evidence to some who doubt the sincerity of such a narrative.29 Existing domestic legal protections for free speech have provided a bulwark against censorship and domestic content filtering, but concerns over law enforcement access to data, especially abroad, have generated proposals that may compromise security.30 Table 11.1 provides an information security governance comparison of China, Russia, and the United States.

The Practice of Governing Internet Security

Governing the technical architecture of the internet, across national and cultural boundaries, is a network of responsibilities. In some cases, these are filled by public institutions and clear statutory mandate while others are handled by private companies and informal arrangements. An ongoing challenge for the collective governance of internet security is the array of private owners and nongovernmental standards bodies. Coordination between this multiplicity of stakeholder groups has yielded a diverse and economically empowering system of interconnection and commerce but whose variegated nature and diverse incentives can inhibit widespread adoption of progressive security measures.

Below are three major examples of this governance environment. Each issue impacts a different facet of interstate cooperation and technical coordination. CAs govern the trust network which underpins encryption for data in motion, including the SSL/TLS protocols. MLATs or Mutual Legal Assistance Treaties govern the cooperative investigation and coordinated prosecution of criminals across jurisdictions. The Wassenaar Arrangement is an example of multilateral cooperation attempting to restrict the flow of malicious software to repressive regimes and criminal groups, though with little success.

Table 11.1   Country Information Security Governance Comparison




	Country

	Information Security Goal

	Controversial Measures




	China

	Maintain social stability for regime; influence population

	Conducts filtering, blocking, and surveilling, and restricts information flow to public




	Russia

	Control public information and interactions

	Compels foreign companies to store data on local servers




	United States

	Open and secure internet; against censorship

	Law enforcement wants backdoors to encrypted technologies potentially compromising security






The CAs System

CAs act to certify that internet services using SSL/TLS encryption are communicating in secret and are who they claim to be. The CA system is the network of companies and, in some cases nonprofit groups, that issue, sign, and publicly share digital certificates to certify the owner of a public key (the internet service) by issuing a certificate signed with their private key (the CA). CAs are one of the central trust mechanisms on the internet so any vulnerabilities at the CA level impact a significant portion of the internet’s data in motion that is presumed to be secure.

These CAs figure prominently in the setup of the Public-Key Infrastructure (PKI) on the internet, providing the trusted entity that can authenticate interactions for secure exchange of content. Based on this authentication, browsers and servers can negotiate a symmetric key (as opposed to the asymmetric key used for the certificate authenticating the exchange) to ensure that the content exchanged is safe from both prying eyes and manipulation by malicious third parties. This PKI system has become a truly distributed and global trust mechanism. Each browser manufacturer decides which CAs it considers trusted, and includes a list with the browser (and likely includes the option to add more CAs or even certificates signed by the user’s own organization for an internal network). Because of the role it serves as a trusted list of certificates, a CA compromise means that its customer’s communications may no longer be provably secure.

Law Enforcement: Clarifying Cooperation

MLATs are a mechanism for countries to share information related to ongoing investigations in circumstances where foreign assistance is necessary for a domestic prosecution. They provide a legal basis for international law enforcement activity like extradition and the seizure of assets.31 As crime related to information technology has become a more substantial part of the legal landscape, the language of these documents has struggled to keep up. A key issue is most MLAT’s limited or nonexistent provisions for balancing privacy protections against government interest in data and distinguishing between content and metadata in shared information.32

These sort of ambiguities can impede cooperation between countries whose legal systems differ in their privacy protections. It also imposes a burden on an already limited federal organizational capacity to understand the validity of requests for information and respond appropriately within the framework of U.S. law. The President’s Review Group on Intelligence and Communications Technologies found that requests “appear to average approximately 10 months to fulfill, with some requests taking considerably longer. Non-U.S. governments seeking such records can face a frustrating delay in conducting legitimate investigations.”33 The effect of this is to dissuade the use of MLATs as a means to exchange data between law enforcement groups and prosecutors. And yet providing a clear and responsive channel for international legal information requests is precisely what the MLATs are intended for.

Improving the MLAT process should start with reducing the cost associated with each request to other governments and by U.S. law enforcement bodies by creating a secure digital means to submit and update information. It should also reform the language found in existing agreements through two processes. The first is to clarify the balance of privacy expectations against government interest in information and to introduce technically significant distinctions such as between the content of communications and the metadata related to their address and routing. The second process is to set clear expectations of what the United States will and will not turn over. As a jurisdiction that covers a substantial number of data storage and internet communications services, American firms will be a popular target for data requests from the security and law enforcement services of other countries. A clearly structured and responsive MLAT system will help attenuate (though not remove) the incentive for foreign governments to put into place extraordinary requirements like data localization and dissuade other more exotic and costly legal mechanisms.

Regulating Security Away

One of the venues pursued by nations in trying to structure the security environment is export controls targeting malicious software components. The Wassenaar Arrangement is an international export control regime brought into force in 1996 to cover sophisticated military and dual-use technologies including jet engines and advanced sensors.34 The arrangement does not constitute new law in and of itself, rather it is a standing mechanism to define common expectations among nations and a basis on which to harmonize different domestic laws.35 In 2013, the Arrangement was modified to cover technologies like deep packet inspection tools (DPI) and “intrusion software”—malicious software designed to extract or modify data and system processes.36 Part of the intent behind the change, proposed the French and UK governments, was to deter the sale of surveillance software and technologies to repressive regimes.37

The resulting changes, however, as well as the subsequent rule proposed to harmonize American law with the Arrangement, by the U.S. Department of Commerce, were both written such that they cover both these surveillance products and a range of defensive tools and information. These include software used for penetration testing by defensive security firms like Metasploit Pro, a popular framework developed by H.D. Moore and now maintained by Boston-based information security company Rapid7. There are serious challenges in using export controls as a means to govern internet security, especially when focusing on software code, for which there exists an overwhelming variety of means to exchange ideas and tools across borders.

Leveraging a set of regulations whose original intent was to restrict the flow of products like missile guidance systems and avionics and using U.S. laws which also cover the sale of nuclear energy components and firearms unnecessarily equates a great deal of information security research with deviant behavior. More importantly, the imposition of a large and complicated legal regime on the information security community, whose value has come in great part from the agility to coordinate and collaborate in unexpected ways, may seriously harm efforts to improve internet security in the United States and abroad.38

CONCLUSION

Internet Security Governance covers those security topics that are defensive in nature (e.g., not related to the active interdiction of threats) and are multilateral and/or international in scope. This includes formal interstate relations like the Wassenaar Arrangement and MLAT process as well as private sector-led efforts like the network of CAs underpinning encrypted communications on the web. While the focus of these issues involves global standards, the influence of diverse national value systems and approaches to the topic cannot be underestimated.

Perhaps the most challenging realization is the sheer diversity of stakeholders and priorities involved with the development and adoption of security standards. This process has generated tremendous technical achievements but somewhat fragile institutions whose operation is necessary to a secure and functioning internet. The recommendations contained here are a starting point: to reform the MLAT process to lower response times and clarify expectations and treatment of digital information, to modify the language of and deemphasize export control regulations as a means of controlling security products, and to help industry and technologists reinforce the security of the CA system, maintaining the flexibility and responsiveness of private ownership. Improvement should come carefully and be rooted in the same nonstate organizations and private actors who have been largely responsible for the internet’s achievements thus far.


CHAPTER HIGHLIGHTS

Internet Security Governance. Internet Security Governance is the discussion of defensively oriented technical and legal topics that cross national boundaries and/or involve security of the underlying protocols and hardware that make up the internet.

Securing the Net. The underlying architecture of the internet is not secure, but the possibility of security has been present since its inception owing to flexibility in the way technologies are combined and layered.

Encryption is Key. Encryption is critical to commerce and secure communications over the internet. Without it, any information transiting a network would be vulnerable to manipulation or theft by a third party.

Internet Protocols. The core protocols of the internet were developed decades ago, in the 1970s and 1980s. Since 1993, new standards and tweaks to old ones have been formalized through the Internet Engineering Task Force (IETF), a nonprofit organization consisting of hundreds of technical experts and computer scientists.

Multiple Stakeholders. While the wide variety of stakeholders in the internet has led to a diverse and economically empowering system of interconnection, it can also inhibit widespread adoption of progressive security measures.

Legal Considerations. Imposing a burdensome legal regime on the information security community may seriously harm that community’s ability to improve internet security in the United States and abroad.
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Chapter 12

A Holistic Approach to the Encryption Debate

Aaron Brantly

National security intelligence is based on estimates derived from all-source information run through a rigorous analytical process. While movies and television often portray this intelligence cycle as a single swift movement from a spy’s hidden camera to the panicked faces in the oval office, the reality is far more complex. The intelligence collection and analysis process requires multiple agencies with different technical and human capabilities to work together within the context of domestic and international law. The more accurate and timely the information, the higher the estimated value of the resulting intelligence product to decision-makers. Rarely is a single piece of intelligence alone reliable or accurate enough to obviate the weight of combined all-source intelligence.

Encryption is the process of converting useful information to nearly random data through a series of mathematical operations. It is the means by which to secure data against observation, theft, or corruption. A backdoor in an encryption program compromises this mathematical process to provide a third-party-guaranteed access to unencrypted data at all times. Calls to provide backdoors into encryption on popular software platforms have been described as a means to stave off intelligence failures and circumvent investigative roadblocks. Yet the demand for weakened encryption fails to consider the larger implications that such backdoors would have. The debate often focuses on security versus privacy, the notion that the protection of individual communications should not be of greater value than national security or the needs of law enforcement to solve a crime.

However, this framing of security versus privacy is inaccurate and oversimplifies the importance and reality of encryption as it is currently used. This chapter examines the argument for and against backdoors in encryption and provides intelligence, law enforcement, and policymakers with a potential path forward while highlighting the international dimensions of the issues involved. The debate over encryption necessarily centers on economic, technical, and security questions ranging from user privacy to the systemic security of weapons systems and global markets. The trade-offs are largely political in nature and should be examined with an appreciation of the consequences associated with a deliberate weakening of encryption on individual security (citizens), economic security (businesses, markets, and the economy at large), and the country’s national security.

The argument that backdoors are the only way to provide certain data for investigative and intelligence purposes is a shortsighted and imperfect solution to technological advances largely beyond the control of any single national government. Rather than pushing to weaken encryption standards or implementation, policymakers should focus on improvements to investigative and intelligence collection and analysis techniques. These changes would advance state’s core security interests in a rapidly changing global technical environment and provide long-term solutions to an evolving information security landscape.

A Long-Running Debate

Encryption is not a new concept. As long as the written word has been used to convey information, there has been a recurring search for secure communications. The Chinese, Greeks, Romans, and Egyptians used encrypted messages.1 During the Civil War, code books were used to hide orders and information passing between battlefield commanders.2 Between World Wars I and II, the British broke Japanese and American ciphers to read conversations between diplomats in both countries about ongoing naval negotiations. The British ability to read private communiqués gave them a significant advantage when negotiating fleet size and tonnage.3 During World War II Germany successfully used the Enigma cipher machine to coordinate a campaign of submarine warfare against allied merchant convoys prior to its compromise by scientists including Alan Turing at the famed Bletchley Park.4

Each of these forms of encryption was susceptible to various attacks. The computing machine developed to break the Enigma cipher, called Colossus, became the first programmable electronic computer. During the Cold War period, the advance of computer technology and significant developments in mathematics facilitated an evolution in both encryption and decryption techniques. Many of these methods are based on prime number and pseudo-random number generators. The structural and mathematical vulnerabilities present in historical methods of encryption are increasingly challenging for users and have been replaced by modern mathematical approaches, such as elliptic curves, for increased security and mathematical resistance to attack.5

From World War II until the 1990s, encryption technology was covered under export control law in the United States and a number of other Western nations as a weapons technology. Through the American International Traffic in Arms Regulations (ITAR) and international Coordinating Committee for Multilateral Export Controls (CoCom), the export of encryption technology to the Soviet bloc or general public was strictly controlled. This included journal articles, textbooks, and other materials related to modern cryptography.

Control over encryption began to relax in the early 1990s as businesses pushed to integrate secure technologies into their products in excess of what was allowed by export control laws and privacy advocacy groups pushed back on policies designed to provide guaranteed access to intelligence organizations. In the United States, an agreement between the National Security Agency (NSA) and the Software Publishers Association initially moved cryptography off of export lists designed for weapons technologies and to the Commerce Department with other civilian products with potential military use (so-called “dual use”).6 The trend to relax controls on cryptography began to accelerate with the development of Netscape’s Secure Socket Layer (SSL) encryption. Designed to secure internet communications, SSL uses a combination of public and symmetric-key cryptography with a variety of key sizes.7

Previous limits on these key sizes have been written into U.S. law and, for a time, reciprocated around the world through CoCom.8 A common American symmetric-key cipher, called Digital Encryption Standard (DES), had been limited to 40-bit keys in the 1970s for any software exported outside of the United States even though the theoretical key length was substantially greater and thus much harder to break. This relaxation of encryption controls culminated in 1996 with Executive Order 13026 changing the designation of encryption products and placing them under the Commerce Department jurisdiction permanently.9 Of the more comical aspects of encryption prohibitions, one impacted students who touched on advanced number theory and various forms of encryption mathematics. These students were prohibited from taking their textbooks outside the country or from having foreign students in their classes.10 Although today some encryption technology still remains under regulatory control, the majority does not.

Compromising Communications in the United States: Clipper and CALEA

As encryption has become increasingly widespread, governments have attempted to introduce “backdoor” or other vulnerabilities into systems implementing encryption. Controversial in countries around the world, these efforts have yielded mixed results. Two of the more prominent examples of efforts by the U.S. government to “backdoor” encryption and communications are the Communications Assistance for Law (CALEA) and the Clipper Chip. Both the law and the device pose significant privacy and legal concerns but while CALEA is still active, the Clipper Chip was defunct from the start.

In 1993, the White House and NSA announced the Clipper Chip as a built-in backdoor for telecommunications companies providing voice communication. The device was designed and promoted through interagency working groups and factsheets as well as supported by a National Institute of Standards (NIST) report.11 Clipper was intended to provide a permanent means of access for the U.S. government to the communications of all devices using the chip. The chip had technical flaws, illustrated through security research by computer scientist Matt Blaze.12 Adding to this was substantial public resistance from notable cryptographers and security experts focusing on privacy and ethical issues, as well as the economic concerns that would affect businesses and the actual success of such products in a global market. By 1996, the Clipper Chip proposal and other similar devices were outdated. 13

During the Clipper debate, as an alternative to a permanent technical solution, the law enforcement advocates in Congress passed the CALEA Enforcement Act. The law requires firms who manufacture or purchase telecommunications equipment to establish either a hardware or software backdoor in their devices that allows for law enforcement to listen into communications. Hardware implementations are known as “hard switches,” while software implementations are known as “soft switches.” The type of switch is important as it has ramifications for the volume and type of data that transits a given switch. Soft switches often facilitate more expansive forms of communication than originally outlined in the 1994 law.

CALEA hinders the market potential of U.S. telecommunications providers, reduces incentives to develop certain technologies in the United States, and does not provide a foolproof solution.14 Moreover, there is significant controversy over CALEA’s applicability to internet communications over broadband including a legal challenge from the American Council on Education in 2006 on the constitutionality of CALEA and several lawsuits by the Electronic Frontier Foundation against the Federal Communications Commission. In all cases the courts have ruled in favor of the government. As technology has evolved, the coverage of CALEA remained expansive. Modern CALEA implementations effectively allow for DPI, monitoring every piece of data which passes through an internet switch or router and dramatically expanding the potential content that might be intercepted.15 Debates over encryption and national security must consider the historical context and lessons to be drawn from innovation, economics, and technical complexity.

Encryption as Open Innovation

Encryption at its most basic is mathematics, protecting information with a puzzle difficult to solve without specific information. As soon as one mathematician creates an encryption scheme, another usually attempts to solve it. This fosters a dynamic cycle of innovation that functions best in an open and collaborative ecosystem of intellectual exchange. As the fatal flaws of the Clipper Chip illustrate, the creation of new cryptographic tools within a closed or noncollaborative environment might keep the algorithm secret, but not make it safe. The mathematics of modern encryption is extremely robust and has largely kept pace with advances in computing and Moore’s law, meaning keys can take in excess of a billion years to find and break if designed and implemented properly.16 Novel encryption techniques which are developed without scrutiny by the public and the larger cryptographic community are found time and time again to lack sufficient mathematical rigor or software development quality and thus are vulnerable to compromise. While advances in computational power may threaten existing algorithms and smaller key lengths, they do not minimize the ability for mathematicians to innovate and adapt to a changing technical environment.

Much of the encryption debate centers on the hope that backdoors and other methods of cryptographic tools will provide law enforcement and intelligence agencies with a permanent means to intercept communications between criminals, terrorists, and even potentially state actors. This hope is likely in vain, however. Encryption technology is not isolated to the halls of the NSA—universities, corporations, NGOs, governments, and hobbyists all have access to the fundamental building blocks of cryptography and there is a diverse community of developers and security researchers building new tools around the world daily. While backdoors into encryption like the Clipper Chip might possibly have captured individuals with few options or subject to strict domestic laws, today there are dozens of encryption programs and devices produced globally.17 There is significant evidence that al-Qaeda, ISIS, and other terrorist organizations have either developed or are in the process of developing their own encrypted communications channels.18 Just as mathematicians innovate and adapt to advances in computing power, terrorists and criminals adapt and innovate as well.19 In many ways it was inevitable that encryption would be let out of the bottle. But now that it is out, it is extremely difficult to contain without creating significant negative effects.

The Economics of Encryption

Weakening encryption in any form has significant economic ramifications. In the United States, the impact could be substantial on both companies and their customers. Beyond keeping communications private, encryption plays a critical role in safeguarding the intellectual property upon which much of the modern economy depends—securing financial transactions and personal data like healthcare records. This information is the lifeblood of a modern economy. In 2012, Amazon.com averaged approximately 306 transactions per second or 26 million per day, each of which relied on encryption to ensure the safe transit of data.20 Many uses of encryption are government mandated or encouraged, from the Department of Education to the Department of Health and Human Services. These requirements tend to focus on particular forms of information like educational records and medical histories. A failure to protect data of this nature could lead to increases in fraud, identity theft, discrimination, and more.

The economics of compromising hardware are also challenging. Although historically U.S. technology firms controlled large swaths of the global market in software and computing hardware, this control, and the location of computer hardware manufacturing, has begun to diversify.21 The distribution of global hardware production in particular has created three challenges for direct U.S. manipulation of cryptographic devices. Deliberately introducing flaws would necessitate that devices return to the United States for manipulation or risk having the technologies that alter encryption fall into the hands of potential adversaries if the compromise is conducted abroad. In addition, because the production of technology is conducted globally, manipulating software or hardware would require modifications in existing supply and manufacturing chains. The mandated implementation of a technology like the Clipper Chip would have resulted in a far slower development process and lower profit margins if production had to be shifted to a financially suboptimal location because of the legal requirement. Lastly, if market alternatives were developed, the deliberate weakening of encryption in U.S.-made products would provide a significant market advantage to non-U.S. manufacturers. What foreign state, company, or individual in a crowded market would willingly submit their data to surveillance and potential loss?

State and local initiatives in the United States to deliberately weaken encryption, such as those proposed in New York and California, would create a further fragmented domestic market.22 Individuals who continue to want devices that safeguard their personal information would simply cross state lines to purchase hardware products that allowed secure encryption. Moreover, state laws would be ineffective at preventing online services that leverage encryption from crossing state and international boundaries without significant interference in the basic operation of the internet.

The impact of deliberately weak encryption would also have global ramifications. The revelations of Edward Snowden showed that the application of CALEA and expansive interpretations of other U.S. laws provide law enforcement and intelligence agencies very robust access to global communications. These revelations significantly hindered U.S. firm’s competitiveness abroad and likely led to billions of dollars of lost revenue.23 In turn these losses in revenue prompted companies such as Apple and Google to begin developing products that could circumvent these legal restrictions and requirements. This has raised the ire of various leaders including the Director of the FBI, James Comey, and the Director of the Central Intelligence Agency, John Brennan.24

The net economic benefits of encryption in protecting data across industries greatly outweigh the potential security gain achieved through the deliberate weakening of standards. Yet the economic argument alone is insufficient to dissuade significant debate on the potential introduction of backdoors into encryption implementations. The next section builds on the economic argument by deconstructing the technical arguments associated with law enforcement and intelligence requests to deliberately weaken encryption.

Technical Complexity of Building Secure Code

While the math underpinning cryptography is sound, and community reviewed, the implementation of encryption in software and for digital communications is generally less robust. There are numerous reasons, ranging from economic to the technical, that suggest the deliberate introduction of vulnerabilities into encryption tool and software is more than a faint possibility. For example, general estimates on vulnerabilities in most software indicate that for every one thousand lines of code (LoC) there are between twenty and forty vulnerabilities.25 When software is run through a secure software development lifecycle (SDLC) the number of vulnerabilities drops to three to five. If we assume a program, like the Firefox browser, has 10 million LoC then we should expect it to have roughly 200,000–400,000 potential vulnerabilities. If our Firefox example is manufactured through a rigorous SDLC process, there still remains an estimated 30,000–50,000 bugs, even if many of these are likely to be the same type of bug in different parts of the program.26 While these are rough estimates, the scale of the coding problem remains and the complexities inherent to software development remain. The successful incorporation of encryption into a complex device or application ecosystem complicates its usage and exposes data, through these vulnerabilities, to a large number of potential avenues for compromise.

This underlying complexity makes the successful implementation of cryptography extremely difficult. al-Qaeda’s efforts to build their own encrypted communications tool provide a stark example of this problem. As al-Qaeda attempted to reconstitute itself, avoid intelligence agencies, and build an online communications network, it published instructions for would-be jihadists to communicate using a self-developed encrypted chat program called Asrar Al’Mujahideen.27 The application, first released in 2007, has remained buggy and vulnerable to attack by intelligence organizations. The encryption within the application was reasonable; however, the software wrapped around it continually exposed users to compromise and surveillance. Indeed, over the near decade since its inception, al-Qaeda has updated the software several times but has been so unsuccessful that it has now largely fallen by the wayside. While the fundamental mathematics of cryptography is extremely strong, the implementation of encryption into software is challenging. This reality is underscored by vulnerabilities with the popular software library such as OpenSSL, whose Heartbleed vulnerability was discovered years after the relevant section of code’s creation.28 Intentionally adding vulnerabilities to the development of software is a reasonable means to weaken security for all who use it.

The deliberate introduction of vulnerabilities into software can also have unknown ramifications and provide new vectors for potential attack. Because such vulnerabilities being “placed” in software require additional code to implement, even more potential weaknesses are being introduced. As the rapidly expanding market for malware indicates, there is a strong demand from criminal groups and states for the tools to gain access to potentially useful vulnerabilities.29 The ability to seek out and find deliberately embedded vulnerabilities is likely to get significantly easier if these sorts of mandatory backdoors come into more common use.30 Policymakers and the public are left with a dilemma. There is a genuine national security and often law enforcement need for access to communications content and other encrypted data. There are also strong economic and technological reasons why encryption, manipulated by governments, introduces unnecessary risk into markets and their products.

Putting Together the Puzzle

No matter how much we wish the law enforcement and intelligence agencies functioned like Jack Bauer from 24, the reality is that their work, while extremely necessary, is not so sexy, fast, or simple. Deliberately weakening encryption opens the door for state and nonstate actors to wreak havoc beyond the horrific loss of life in isolated incidents of terrorism or murder. It establishes a legal and policy mechanism with consequences that stretch to the very heart of our national security. This is not a security versus privacy debate, it is debate over temporary security versus systemic security, where one affects limited populations in temporally constrained events, while the other is a widespread degradation of national security. The instinct for policymakers may be to seek easy answers to complex problems but the result is substantial harm to personal, economic, and national security. The debate over the future of encryption in technology requires delicacy and care, lest we risk far greater harm than we sought to protect against.

Access to one device through the deliberate weakening of security is largely unnecessary in the service of larger investigative or intelligence goals where the internet and communications technologies have provided a bevy of new sources of data on threat groups and their behavior. A common theme arises in investigative training and analysis across federal, state, and local law enforcement and intelligence agencies—while some aspects of adversary’s lives remain hidden behind encrypted walls, the vast majority of data associated with their behavior has become increasingly pervasive and available.31 Those who would seek to do harm now typically walk around with homing beacons that function even in the absence of active geolocation settings through the triangulation of cellular towers. They share information through e-mail, applications, social media, metadata, and more in ways that exponentially increase the potential available volume of data.

Most of these “breadcrumbs” are accessible even well after a crime has been committed and the volume of forensic evidence available extends beyond the information captured in a hard drive or phone. It is the chain of personal data generated over years of owning devices and using various services. Has a jihadist ever tweeted a picture with metadata describing their location? Has a criminal ever shared documents with contact data embedded in it or visited a website that logs computer IP addresses? The volume, velocity, and variety of data now available for intelligence officials and law enforcement far exceeds that of any other point in human history. There is a wealth of information to be gleaned from adversary’s use of networked information systems, especially cellphones. Even if a single device is protected by some difficult to defeat locking mechanism, there are a range of other sources of significant information.

Another solution to the broader harm engendered by weakening encryption standards is to systemize and provide rigorous oversight for law enforcement to hack systems and devices of interest. This “lawful hacking” is an approach outlined in a 2014 paper by a group of computer scientists and privacy scholars.32 Rather than enable the general security harm of a weakened standard or compromised telecommunications platform, lawful hacking encourages targeted compromise of laptops, mobile phones, and computer networks using existing vulnerabilities. While the paper doesn’t speak to the activities of the intelligence community, it is likely that similar lessons could be drawn where strong policy guidance can provide a platform for targeted collections operations against software and hardware encryption systems. The failure to consider encryption within the broader investigative process or intelligence cycle is to overlook significant opportunities available to develop good information about targets of investigation and collection. There is no disputing that undermining encryption implementations by various corporations might provide temporary solutions, but it is a broad sword approach which cuts across the public’s core interests.

CONCLUSION

Encryption plays a vital role in governing the security of the internet and connected device. This role will only grow in importance over the coming decades. Moreover, we are at the beginning of a development cycle as society grows increasingly dependent on, and thus must trust, the embedded systems of the Internet of Things (IoT). At the same time, there is a pressing need for open lines of communication, novel investigative techniques, and intelligence collection and analysis processes. What we should be seeking is not a single backdoor to make investigative and intelligence processes easier, but the provision of funds to enable investigators and intelligence agencies to utilize the thousands of vulnerabilities already available on systems. This will preserve an adversarial investigative and intelligence collections process. By focusing on improving the way we gather information, countries can adapt intelligence and law enforcement processes not only to single device and software platforms under the purview of U.S. laws and regulations but the entire future ecosystem of technology spread across the globe. Our collective aim should be security for all.


CHAPTER HIGHLIGHTS

Encryption. Encryption is the process of converting useful information to nearly random data through a series of mathematical operations. It is the means by which to secure data against observation, theft, or corruption.

The Encryption Debate. The debate centers on economic, technical, and security questions ranging from user privacy to the systemic security of weapons systems and global markets. The trade-offs are largely political in nature and should be examined with an appreciation of the consequences associated with a deliberate weakening of encryption on individual (citizens), economic (businesses, markets and the economy at large), and national security.

Government Circumvention of Encryption. As encryption has become increasingly widespread, governments have attempted to introduce “backdoors” or other vulnerabilities into systems implementing encryption. Controversial in countries around the world, these efforts have yielded mixed results. Two of the more prominent examples of efforts by the U.S. government to “back door” encryption and communications are the Communications Assistance for Law (CALEA) and the Clipper Chip. Both the law and the device pose significant privacy and legal concerns, but while CALEA is still active, the Clipper Chip was defunct from the start. In 1993, the White House and National Security Agency (NSA) announced the Clipper Chip as a built-in backdoor for telecommunications companies providing voice communication.

Courts Support CALEA. In all cases the courts have ruled in favor of the government. As technology has evolved, the coverage of CALEA remained expansive. Modern CALEA implementations effectively allow for Deep Packet Inspection (DPI), monitoring every piece of data which passes through an internet switch or router and dramatically expanding the potential content that might be intercepted.

Weak Encryption May Fail. Much of the encryption debate centers on the hope that backdoors and other methods of cryptographic tools will provide law enforcement and intelligence agencies with a permanent means to intercept communications between criminals, terrorists, and even potentially state actors. This hope is likely in vain, however, because there are dozens of encryption programs and devices produced globally. There is significant evidence that al-Qaeda, ISIS, and other terrorist organizations have either developed or are in the process of developing their own encrypted communications channels.

Consequences of Weakening Encryption. Deliberately weakening encryption opens the door for state and nonstate actors to wreak havoc. It establishes a legal and policy mechanism with consequences that stretch to the very heart of our national security. Access to one device through the deliberate weakening of security is largely unnecessary in the service of larger investigative or intelligence goals where the internet and communications technologies have provided a bevy of new sources of data on threat groups and their behavior.
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Chapter 13

Certificate Authorities

Modernizing the Internet’s Chain of Trust

Adrienne Allen

Trust is fundamental to the internet’s operation and growth. Without trust, billions of users would not be able to share or believe information, conduct online transactions, or take part in everyday activities such as logging on to Facebook. Broadly defined, trust is the “psychological state comparing the intention to accept vulnerability based upon positive expectation of the intentions or behavior of another.”1 On the internet, trust takes the form of individual entities accepting vulnerability by entering into a variety of relationships to provide or consume goods and services.

Trust is also globally shifting to become more peer driven. Public relations firm Edelman released its 2016 Trust Barometer in February, noting authority figures that have traditionally held greater power and influence than those lower in the hierarchy have begun to lose influence in favor of the masses. Peers are more inclined to rely on each other’s opinions to guide their actions, instead of consulting those in a higher authority. This “new pyramid of influence” results in a lack of trust, where peer networks determine acceptable terms and conditions, and can influence popular opinion for or against authority figures. Today, the world pays more attention to the behavior of authority figures and systems; they are subject to the influence of the mass of peer networks.

One of the central mechanisms to the internet’s system of trust is the digital certificate, which authenticates the identity of a website or online service, and the network of Certificate Authorities (CAs) that validate these certificates. Users worldwide rely on this system every day to decide whether or not they trust the identity of a certain website, to complete a secure transaction with their bank, file online taxes, or buy goods and services. When CAs function well, they help protect the authenticity of transactions over the internet by working to verify the identity of the parties on either end.

Unfortunately, recent incidents, new vulnerabilities, and improved data indicate that serious flaws in the CA system pose critical risks to the long-term maintenance of internet security. To address the weaknesses in the CA structure, a variety of organizations in industry, academia, government, and the nonprofit world have begun actively working on solutions for rearchitecting the CA system. Recent proposals for improving the system are largely concentrated within the private sector, but there are opportunities for governments to influence activity as well. This chapter first provides an overview of the CA system, and then discusses current risks to internet security in the system today. Concluding, the chapter highlights opportunities for U.S. policy intervention and some near-term actions to support market-based changes.

THE CA SYSTEM

Before discussing some of the central risks in the CA system, this section first provides an overview of the online communications these authorities facilitate. This includes the authentication path, an overview of the structure of CAs, and additional detail on two other key players in the system: registration authorities and browser vendors.

Overview of Web Authentication

A CA is one actor in a web of trust that includes browsers, operating systems or servers, end users, and observers. There are differences between CAs and how their product—certificates—functions. CAs include companies, nonprofits, governments, consortia, and other organizations that supply digital X.509 certificates to facilitate the trusted exchange of data online.2 The fundamental concept behind a digital certificate is trust: How do you know which website’s identity is valid? And by trusting that a certain website is what it claims to be, who else are you implicitly trusting? Instead of manually verifying the identity of each website, the vast majority of web users rely on CAs to do this for them. Importantly, CAs do nothing to evaluate the content of a website or its operators. A CA and its associated certificates act only to verify the identity of a site, a narrow but critical function for the internet.

When a client (such as a web browser) and a server want to communicate, the client has to first decide whether the server is who it represents to be. The client will initiate a request to the server using the Secure Sockets Layer (SSL) protocol, which Netscape devised in 1994 to encrypt the data path between a browser and a server as well as to verify the identity of the server.3 In later years, SSL was standardized and upgraded to become Transport Layer Security (TLS), and fortunately more websites and online services are shifting to use TLS encryption as SSL vulnerabilities become widespread.4

SSL/TLS relies on public-key cryptography, which consists of generating a pair of keys, one public and the other private, between both parties in a communication session. Entities can share their public keys far and wide, but they keep their private keys secure as a guarantor of their identity. One party, Lisa, uses the public key of a second party, Tom, to encrypt a message that Lisa wants to send to Tom. Tom then uses his private key to decrypt the message. Public-key infrastructure (PKI) is the technology that binds a key to a specific entity. PKI also includes the actors that validate and use this structure.

Once the request is initiated between browser and server, the server provides the browser with an SSL/TLS certificate, which includes two components: (1) the server’s public key, and (2) the CA’s digital signature, which is a hash (or a fixed-length number generated from a string of text) of the data signed with the CA’s private key. The browser authenticates the server by checking the CA’s public key against its own list of “trusted root” CAs and using the CA’s public key to decrypt the certificate contents. Once the trusted connection has been established, the browser generates a random number, the “session key,” and sends it to the server. That shared session key, which is also secret, serves as the basis for a secure, encrypted channel for the communication session.

Overview of the Hierarchy

CAs operate within a hierarchy. At the highest level sit the “root” CAs, those that grant all the CAs in the branches extending from them the ability to sign certificates. A root certificate generally signs for intermediary certificates, which then in turn sign for others. As you go along the tree’s branches (and as the power of each certificate decreases), validation requirements also decrease (see figure 13.1 for a visual representation of certificate authority hierarchy). Root CAs therefore have significant power over ever-expanding numbers of subordinate certificates and compromising a root CA can potentially impact millions of subordinate certificates, creating cascading effects throughout the trust hierarchy (see figure 8.2). At the same time, the likelihood of a compromised or bad subordinate CA increases as the number of subordinate CAs proliferate. Root CAs most commonly sign for separate intermediate CAs, allowing for easier revocation of a certificate if the keys associated with a particular intermediate CA are stolen and a degree of compartmentalization so customers can use different CAs for different functions on the web or internal networks.

Browser and operating system vendors automatically install a list of trusted root CAs in software, so that when an end user acquires a product, it comes preprogrammed to trust and allow access to a wide range of valid websites. Certificates of root CAs are automatically stored locally to verify other certificates. If a root verifies and trusts a certain website, then the end user’s software will too. The onus is on the root CAs to continually audit and verify that subordinate CAs are issuing valid certificates to legitimate website owners. This hierarchy can become a web through a process known as cross-certification where two root CAs each issue certificates verifying the other. This allows intermediary and lower CAs within each of the two hierarchies to trust each other’s certificates. The result is a mesh of the two CA trees. This provides resilience to the network as a whole; for example, if the first root CA is removed for whatever reason the second can sign certificates in its place.5 It can also create problems if one of the root CAs is untrustworthy or compromised by an attacker.
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Figure 13.1   Hierarchical Certificate Authority Infrastructure

Enhancing Certificates

Not all certificates are created equal. Extended Validation (EV) certificates provide a stronger level of authentication—High Assurance in certification parlance—that a website belongs to its legal business owner. In order to obtain an EV certificate, a business has to meet the EV Guidelines established by the third-party CA/Browser Forum.6 These guidelines require CAs to include more information about the business that requests and owns the certificate, including the phone number, business address, and certificate requestor. The field of the certificate displays information about the business owner to the web browser and the user and EV certificates allow web browsers to display the website’s name in green in the URL bar. Financial services and other high-traffic websites are the most likely to apply for and buy EV certificates to provide their customers the extra assurance that their data will be handled securely. Global growth of EV certificates has increased significantly since 2009.

The standards published for EV certs have evolved over time but are generally limited to easily supplied identity information. Part of the evaluation process for EV certs is actually confirming the existence of the company through third-party sources. The evaluation isn’t independent, but it does draw on independent entities to verify some of the requirements. The EV form of a certificate is no more an attestation of a site’s relative malicious or benign nature than a regular cert, adding only to the amount of detail used to verify the identity. Importantly, EV certs have somewhat spotty adherence to their data collection requirements and there are some CAs that continue to issue them even after failing public audits.7

Overview of the Market

The market for certificates is complex. First, there is a high barrier to entry for good quality certificates. Technical requirements for creating and managing the products, including certificates and keys, are onerous. A sample of the requirements includes secure archiving of keys, protection of certificate status (e.g., valid or revoked), and accurate tracking of certificate status. At any given point, certificate requests can be approved, rejected, or revoked.

Only a few players dominate the certificate market. According to NetCraft’s 2015 SSL Server Survey, “Three certificate authorities (Symantec, Comodo, GoDaddy) account for three-quarters of all issued certificates on public-facing web servers.”8 These three CAs primarily issue the High Assurance EV certificates. Smaller CAs also abound, supplying cheaper “domain-validated” certificates that come with even fewer security features than their brand name competitors. Domain-validated certificates imply that the owner has some degree of control over the certificate, but not necessarily legal ownership over the site in question.

The CA market is also somewhat dysfunctional. The “buyers” of certificates, including companies and individuals, do not understand as much about the product—digital certificates—as the sellers do. This creates a lack of third-party visibility into what constitutes a good product and a good seller, creating conditions ripe for a market for lemons.9 Browsers, operating systems, and users—the key actors that interact with CAs—automatically defer to the CA to determine who to trust. The burden of proof is on the CA to differentiate good from bad products and also protect itself from compromise or coercion.

THE PROBLEM: CHALLENGES IN THE SYSTEM

The CA system, which was originally the validator of identity on the internet, has revealed some widespread weaknesses. PKI and the CA system are rich fields for academic research and debate, so this chapter does not cover all weaknesses or currently proposed solutions in depth. Instead, the sections below illuminate two of the most significant problems facing the CA system: core structural vulnerabilities that could compromise the security of huge swaths of the internet and the likelihood of government abuse.

Structural Vulnerabilities in the CA System

Internet protocol programming weaknesses came to global attention after Google researchers disclosed the Heartbleed vulnerability in 2014.10 While Heartbleed brought to light some fundamental certificate issues, it also led researchers to examine the SSL/TLS protocol, associated software libraries, and the CA system in greater depth. This section will discuss two of the major structural vulnerabilities in the CA system, the Weakest Link Problem and lack of scalability in certificate revocation.

The Weakest Link Problem

The Weakest Link Problem refers to the ability of one compromised CA to certify any domain on the web, essentially presenting a single point of failure for the entire network of trust.11 If a rogue or compromised CA asserts that a bad website’s identity is genuine, then the vast majority of web browsers will accept the CA’s validation. This allows the user access to the site and potentially makes him or her vulnerable to surveillance or attacks by a malicious third party. The CA structure was originally built to allow a distributed trust model in verifying identities, but the possibility of compromise is a critical flaw. As a result, this flaw significantly decreases any advantage of buying a more expensive EV certificate over buying a cheap one, since all CAs are only as strong as the weakest link in the trust chain.

The Weakest Link Problem is significant, since it allows actors to take advantage of a security loophole. The entities that support trusted transactions are vulnerable to attacks, which undermines trust in the entire system. Some of the most compelling solutions include Accountable Key Infrastructure and DANE, discussed later in this chapter. Previous studies have also suggested instituting widely adopted rating systems to differentiate products, building on regional efforts such as WebTrust and European Telecommunications Standards Institute (ETSI) metrics.

Certificate Revocation

There are also fundamental problems with the certificate life cycle that need to be addressed. The Heartbleed Bug discovered in 2014 illustrates the time requirements and expense of certificate revocation, the process to blacklist a certificate and remove it from software’s trusted list. Heartbleed is a vulnerability in the OpenSSL software library, which provides SSL/TLS protocols to websites like a sort of prefabricated software security package.12 The OpenSSL library’s implementation of TLS included a provision to maintain the same set of keys for a lengthy session, rather than renegotiating them intermittently. This means keeping the connection open, an extension called the “heartbeat,” was flawed. A vulnerability in the heartbeat could allow an attacker to read data in the host server through a “leak” to find the server’s private SSL encryption key. This key validates identity on the web and encrypts traffic. Possessing the private key will allow an attacker to impersonate the server and its owner without being detected. The memory leak involved could also include user names and passwords, content, and other collateral security information.

Heartbleed demonstrated the importance but also challenges behind widespread certificate revocation. The vulnerability left numerous certificates open to theft, requiring CAs to issue hundreds of thousands of replacements at a value of $100 million given the list prices of new certificates and the global scale of replacement.13 Operating system and software makers controlled certificate removal, so as to avoid major disruption in operations. Replacing bad certificates with new ones isn’t enough, however; the old ones must be blacklisted, or revoked, so they are no longer functional. This process of revocation has a much higher cost given the time it takes to identify and blacklist every affected certificate. As a result, some organizations chose to only replace their certificates. In 2014, NetCraft identified organizations as large and diverse as Yahoo and the U.S. Senate’s large file transfer system that had stopped at replacing certificates but had not revoked the bad ones.14 Any of these unrevoked certificates could still be compromised to validate undeserving websites.

Heartbleed also put strain on certificate revocation lists (CRL), the public audit trails that CAs periodically publish and organizations consult to track invalid certificates. CRLs are not comprehensive lists of bad certificates but compile the vast majority of them. Each CA provides a CRL, which browsers and companies can download at any point in time to check which certificates are valid and which are not. Widespread, systemic vulnerabilities including Heartbleed illustrate a major weakness of CRLs; with extensive revocation of certificates across the web, estimates put a revised CRL at over 100 megabytes (MB), a 35 percent increase in size after Heartbleed.15 The bandwidth required to download the new CRL was prohibitive for many organizations and mobile users, especially when taken at a global scale. The internet security and services company CloudFlare estimated that the internet saw “40Gbps [gigabits per second] of net new traffic” from browsers downloading a CRL from CloudFlare’s CA after Heartbleed, potentially adding hundreds of thousands of dollars to the CA’s monthly bill for bandwidth.16 For many CAs, this spike in demand can result in an unintentional denial of service on themselves, in addition to a steep increase in cost.

Online Certificate Status Protocol (OCSP) is an alternative or complement to CRL, allowing a client to consult an OCSP server to determine in real time whether a specific certificate is valid.17 OCSP needs less bandwidth in order to report on certificate status, and the consulting entity needs less memory to cache the CRL.18 OCSP is a more efficient way of checking certificate status, but some OCSP servers also rely on CRL lists and may therefore run into the same timing issues as CRLs. The cost, inconsistency, and lack of education about certificate revocation leave the internet vulnerable to the next disclosure of a systemic vulnerability.

Potential for Government Abuse

Some of the most vivid consequences of the Weakest Link Problem are seen in the potential for compromise by national governments. During the Arab Spring in 2011, a group hacked a CA called DigiNotar in order to release a bad certificate for all Google domains in an incident later dubbed “Operation Black Tulip.”19 The bad certificate allegedly allowed the Iranian government to intercept dissident communications in Gmail during August 2011. Later forensic analysis revealed that hundreds of bad certificates appeared on the web, and other services, including Mozilla and Yahoo, had been compromised as well. DigiNotar’s large market presence meant that certificates all over the world were affected and had to be replaced and revoked.

In 2015, Google discovered unauthorized digital certificates for Google domains on the internet issued by the China Internet Network Information Center (CNNIC) root CA to MCS Holdings, an Egyptian intermediate CA.20 MCS Holdings installed these certificates in software that could then impersonate Google services to intercept user communications through a man-in-the-middle attack. The certificates were ostensibly generated by accident but Google subsequently blacklisted all of CNNIC’s certificates and chided the CA for “[delegating] substantial authority to an organization [MCS Holdings] that was not fit to hold it.”21 As an intermediate CA, MCS Holdings should have only been able to issue certificates for its own domains. Unfortunately, CNNIC’s delegation of its root status to MCS Holdings meant that it had the full capability of a trusted root CA, which enabled it to issue certificates for external domains.22 After conducting more research into the incident, Google announced that the blacklist would continue until CNNIC could implement better “technical and procedural controls,” including Google’s Certificate Transparency (CT) initiative.23

Immediately following Google’s publication of the bad certificates, major browser makers including Mozilla and Microsoft entered into substantive deliberation about blacklisting the certificates. Mozilla blacklisted CNNIC on Firefox, but Microsoft only invalidated MCS Holdings certificates in Internet Explorer, without blacklisting CNNIC as the root CA.24 Apple eventually whitelisted what it deemed to be trusted CNNIC certificates by creating “a mechanism to partially trust a CA by trusting only a set of certificates.”25 The whitelist enabled customers to revoke certain CNNIC certificates not on the list. The diversity in browser manufacturer responses may indicate different perspectives on CNNIC’s responsibility and intentions with the crisis. All of these actions have a tremendous impact on web service, as any blacklist will prevent users from accessing numerous sites normally enabled by the CA.

One of the major problems with this scenario is that CNNIC was listed as a trusted root in major browsers and operating systems at the time, meaning the certificates it issued to MCS Holdings effectively acted as a proxy of this root authority and were automatically trusted. Roots like CNNIC enable other subordinate certificates to operate so if a root is compromised or in this case, if root status is granted to a proxy, then the subordinate certificates are vulnerable to compromise and manipulation. The consequences of this scenario were far less severe than the DigiNotar fallout, but show how easily an unintentional incident can pave the way for deliberate attacks.

Sensitivity toward national governments operating or authorizing bad certificates has heightened in the wake of the Arab Spring as well as the revelations of Edward Snowden. Governments are not consistently trustworthy as CAs, and countries may have the capability to put pressure on commercial CAs to sign for certain domains. Multiple discoveries of governments accidentally enabling or sponsoring compromises of CAs or certificates, such as in the Iran, Egypt, and China examples, are eroding trust in a government’s ability to function as a CA.

PROPOSED SOLUTIONS

A variety of technical revisions have been proposed as a means to alleviate some of the core vulnerabilities of the CA system and potential for manipulation. While these each suggest changes in technology, the process of modifying and implementing each represents a complicated balance of public policy, business, and consumer interests.

Certificate Transparency

One public solution includes Google’s Certificate Transparency, a “public, verifiable, append-only log.”26 CT “requires early disclosure and logging of publicly trusted SSL/TLS certificates,” which in theory should alert the community to inappropriately issued certificates as each action to issue or change a certificate is publicly recorded.27 In the China and Egypt examples discussed in the previous section, the use of CT could have helped to broadly communicate misuse of the fraudulent certificates.

CT can provide better visibility into CA operations, but doesn’t directly prevent a compromise from taking place. Adoption has also proven difficult.28 Google wants to enforce transparency requirements across all types of certificates and has taken steps to encourage use of CT. Websites that have not participated in CT—meaning they have not yet publicly logged new certificates or included a signed time stamp—are no longer able to ensure their user’s URL bar appears green. Usually, having a green URL bar indicates a High Assurance EV certificate, in that the website owner has invested additional funds to prove their identity. Without the green bar, these owners are not seeing the return on their investment in more expensive certificates and security processes.

Domain Name System (DNS) Authentication for Named Entities

Domain Name System (DNS) Authentication for Named Entities (DANE) is a new internet protocol that would perform authentication and fix some of the flaws with CAs.29 With DANE, the owner of a domain name could securely bind part of a TLS certificate to a DNS name, using a security protocol called Domain Name System Security Extensions (DNSSEC) to sign the record and prevent forgery, all without consulting a CA.30 In this scenario, a client could ask a DNS zone operator which certificates are valid for a specific domain; the DNS operator could specify conditions around certificate use as well as around trusted root activity. DNS operators could also maintain a more dynamic status of trusted roots instead of the static CA lists currently baked into browsers and operating systems.

However, DANE would not avoid the single point of failure risk also inherent in CAs. DNS operators could be vulnerable to the same compromises that plague CAs, though the possible impact of a compromised operator would arguably be less than that of a compromised CA. In addition, the domain holder, who controls content in a given domain, differs from the domain operator, a third party that has administrative function for the domain. A domain operator could pose a vulnerability as the middleman between the domain holder and the client.31 DANE implementation would further require widespread, consistent definition of conduct for domain operators as well as oversight by domain holders.

Let’s Encrypt

In addition to changes which address transparency, alternative products are being developed that can supplement the small handful of large firms in the certificate marketplace. Let’s Encrypt is a new CA, first made operational in 2015, developed by a consortium of industry partners through the Internet Security Research Group (ISRG), and now hosted by the Linux Foundation.32 Created to facilitate the spread of TLS-protected communications, Let’s Encrypt offers any organization the opportunity to set up a free server certificate for its domain.

Some of the Let’s Encrypt features include publicly available records of all certificates ever issued, to address transparency concerns, as well as a new and open “protocol for automating the management of domain-validation certificates” currently in development with the Internet Engineering Task Force (IETF).33 Given that Let’s Encrypt only provides domain-validated certificates, it is not in direct competition with the CAs that issue the High Assurance EV certificates. Shortly after the public beta of Let’s Encrypt, Amazon also announced it would be releasing free SSL certificates to Amazon Web Services users.34 The launches of both Let’s Encrypt and Amazon’s new product signal that there will be growing pains but that the market is changing as web sites start to adopt the more secure TLS protocol.

OPPORTUNITIES FOR THE UNITED STATES

The critical focus for U.S. policymakers should be to encourage maximally pervasive and effective use of encryption on the internet. In response to the structural vulnerabilities in the authentication ecosystem and the potential impact of government activity, there are opportunities for the policy community to contribute to constructive change. Central concerns with the CA system include the potential abuse of CAs by governments, as well as the systemic lack of accountability and visibility into this activity. Ultimately, the ability to identify and isolate a bad actor to protect the rest of the system without causing significant collateral harm will increase overall resiliency. The goals for any policymaker, therefore, are to collaborate with civil society and private sector organizations to implement secure technical changes, decrease the required trust of any one node, and improve accountability for and visibility into those nodes. This section outlines three policy proposals that would support these goals.

Define a Global Norm for Government CA Behavior

First, the United States has an opportunity to define a new global norm regarding governments that operate as CAs (the United States included). Many agencies in the U.S. government currently sign for their own domains, and have requested inclusion in list of trusted root CAs maintained by groups such as Mozilla.35 Given the fear that governments will abuse this power, based on past countries’ action compromising certificates and intensified by the recent Snowden revelations, governments should not have the ability to sign for any domain aside from the domains they already own.36 This behavior is detrimental to the new pyramid of influence discussed in the beginning of this chapter, and consequently, the new form of trust. Creating a new global norm for restrained government behavior among and with CAs is overdue.

The United States has the opportunity to recommend this new norm in international forums such as the IETF, International Corporation for Assigned Names and Numbers (ICANN), and other international bodies which administer internet functions. A new norm would establish limits for government action while performing the functions of a CA. Surveillance by nation-states is a timeless, permanent function of intelligence services; however, when governments sign for unauthorized domains, they weaken the system of trust as a whole. Even strategic intelligence gains would come at the prohibitive cost of prompting other actors to sign for unauthorized domains, and promoting more general insecurity in internet security governance around the globe.

Like many other global internet norms, the United States is caught between proposing changes that improve security and maintaining flexibility. However, while there is little direct benefit to the majority of U.S. agencies in expanding their roles as CAs, there is the potential for substantial gains in recommending a limited role for governments worldwide. A norm limiting a government’s ability to sign certificates to only their own domains would have positive benefits for the larger information security governance community as it would define expected behaviors and help limit attacks on this core trust infrastructure. Browser vendors would be able to enforce this policy by rejecting government requests to serve as root CAs, and both governments and browser vendors would have additional clarity about their roles and boundaries of behavior.

Advocate for a Network of Validators

Another opportunity for U.S. policymakers is to enable the network of validators in the CA system and to define global metrics as part of a holistic policy to strengthen internet checks and balances. The role of third-party validators and observers is key to identifying suspicious activity online and drawing attention to encroachments on civil liberties.37 Validators act to monitor and report on the reputation of CAs, allowing actors in the marketplace to choose between high- and low-performing companies. For example, the Electronic Frontier Foundation (EFF) collects certificates across the internet and monitors CA behavior through its SSL Observatory. EFF serves as a third-party or independent validator of certificate behavior, because of its routine reviews of certificates, CA market analysis, and research to propose improvements to the current CA system.38 EFF observations are often after the fact or highlight ongoing threats, but its function of independently identifying risks and issues is key to the checks and balances that keep CAs trustworthy and effective.

The United States can make validators part of its strategy by establishing or encouraging grants for civil society organizations interested in pursuing this role, as well as encouraging private sector partners and third-party organizations in international forums to do the same. Establishing a position in favor of increasing the number and quality of validators can help bolster visibility into authentication, including certificate operations. As each validator grows in maturity, there will also be an opportunity to suggest metrics for CA behavior, possibly building off of those maintained by current evaluation companies like WebTrust, or developed anew such as Duration of Compromise (DoC), which would quantify how long a key has been compromised, and Duration of Unavailability (DoU), which would quantify impact to availability.39 The United States can call for international partners to jointly evaluate and enforce metrics for CAs, incorporate them into grant programs, and encourage internal and external organizations including third-party validators to evaluate CAs based on the metrics and propose new metrics when needed.

Successful use of metrics would include CAs (both government and commercial) and alternatives to CAs, such as DNS zone operators, agreeing to hold themselves to these metrics and publishing information about their performance. Public log-based solutions should disseminate the metrics’ taxonomy for organizations to use when identifying breaches of conduct and alerting the information security community to bad behavior. Relying on a common set of metrics, such as DoC, can also equip CAs and observers to assess and communicate the severity of risk from a particular compromise. Taken alone, validator’s effectiveness is premised on the expectation that customers will respond to publicly available information on their CA’s reputation but this is not always the case.40 Supporting third parties and community-supported metrics would strengthen a peer-networked approach to trust in the internet and create additional levers for pressure on bad actors.

Commission a National Strategy

In recent years, the National Strategy for Trusted Identities in Cyberspace (NSTIC) under NIST has focused on building a new framework for identity management online to usher the United States into a post-password world. The NSTIC began through a public-private partnership focused on developing interoperable standards for identity and is a related trust-focused issue that has implications for the internet. The NSTIC pursued a long-term strategy of partnering with specialized industry groups and customers to pilot various forms of adoption. NSTIC outcomes include defining core principles for an Identity Ecosystem, issuing grants for companies working on innovative, pilot identity solutions, and building a foundation framework for companies to adopt and self-certify through displaying a trust icon.41 One of the key principles of NSTIC is that change must be led and managed by the private sector and that the most effective role for government in this context is as a convener to call on stakeholders, define guiding principles, and strengthen the market as a consumer.

To facilitate similar change in the CA system, the government could sponsor a national strategy for digital authentication, where a joint public-private partnership would focus specifically on evaluating and extending an ecosystem to support current and future proposals. With a bevy of technical solutions but weaknesses to each and a requirement for global change, convening all technical proposals in the same community could help define guiding principles to simplify concurrent efforts and accelerate development through pilot projects. Given that CAs are a global market, the U.S. government can focus primarily on supporting economic change through a coherent national strategy for digital authentication. The market for certificates is already changing with innovative efforts like Let’s Encrypt, which suggests there are opportunities to spur still-nascent competition. Thus far, industry bodies and organizations have independently created technical possibilities, but widespread adoption will require significant change management and education. The U.S. government can play a key role to manage the politics of policy change, helping to cement defining principles and convene a focused multistakeholder group.

CONCLUSION

The trusted network of CAs is critical to the health of cryptographically secure communication and authentication on the internet. However, this global system currently has several core vulnerabilities and potential for abuse which pose major challenges to long-term internet security. Whether accidental or deliberate, national governments are showing up ever more frequently in certificate compromises and the possibility for intentional surveillance on web communications undermines trust in the certificate system. To preserve, and future-proof, internet functionality the United States and the international community must invest in securing authentication mechanisms, despite whatever short-term gains for intelligence gathering might be lost. A spate of solutions developed by the private sector is changing the market for certificates, which is itself slowly expanding to cover nearly 2 percent of websites including all major retail, banking, and e-commerce portals.42 This shift offers policymakers an opportunity to support the growing market by establishing a global norm for government CA operation, providing resources to validators to observe CA behaviors, thereby improving transparency, and developing a national strategy for digital authentication. As communications and influence become more distributed, policymakers should focus on stabilizing this new trust model; each node in the system should be trusted less, and supported more, to form a stronger system of distributed checks and balances and help ensure a more secure future for the internet.


CHAPTER HIGHLIGHTS

Internet Trust. Trust is the “psychological state comparing the intention to accept vulnerability based upon positive expectation of the intentions or behavior of another.” On the internet, trust takes the form of individual entities accepting vulnerability by entering into a variety of relationships to provide or consume goods and services.

Certificate Authorities. One of the central mechanisms to the internet’s system of trust is the digital certificate and the network of certificate authorities (CA) that validate them. Users worldwide rely on this system every day to decide whether or not they trust the identity of a certain website, to complete a secure transaction with their bank, file online taxes, or buy goods and services. When CAs function well, they help protect the authenticity and confidentiality of data transmitted through the internet.

CA Root Hierarchy. A root certificate can sign for intermediary certificates, which then in turn sign for others. As you go down the CA hierarchy (and as the power of each certificate decreases), validation requirements also decrease. If a root verifies and trusts a certain website, then the end user’s software will too. The onus is on the root CAs to continually audit and verify that subordinate CAs are issuing valid certificates to legitimate website owners.

Replacing Compromised CAs. Replacing bad certificates with new ones isn’t enough; the old ones must be blacklisted, or revoked. This process of revocation has a much higher cost, given the time it takes to identify and blacklist every affected certificate. The cost, inconsistency, and lack of education about certificate revocation leave the internet vulnerable.

Protecting Against Government Abuse. Sensitivity toward national governments operating or authorizing bad certificates has heightened. Governments are not consistently trustworthy as CAs, and countries may have the capability to put pressure on commercial CAs to sign for certain domains. Multiple discoveries of governments accidentally enabling or sponsoring compromises of CAs or certificates are eroding trust in a government’s ability to function as a CA.

Bolster Network of Validators. The U.S. government should enable the network of validators in the CA system and define global metrics as part of a holistic policy to strengthen internet checks and balances. The role of third-party validators and observers is key to identifying suspicious activity online and drawing attention to encroachments on civil liberties. The United States can call for international partners to jointly evaluate and enforce metrics for CAs, incorporate them into grant programs, and encourage internal and external organizations, including third-party validators, to evaluate CAs on the basis of the metrics and propose new metrics when needed.
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Chapter 14

Multistakeholder Approaches to Cybersecurity Challenges

Allan Friedman and Jonah F. Hill*

The internet† presents one of the most unique and dynamic environments for public policy and governance. By design, the internet contains few centralized points of control. The few centralized points that do exist historically have been managed not by governments, but through the voluntary engagement by and contributions of companies, organizations, and individual users with a stake in the evolution of the network. This decentralized governance model has proven itself to be an amazingly effective—if at times imperfect—enabler of innovation and growth. By leaving such a wide array of governance decisions to the community of internet stakeholders, and not to national governments or other centralized authorities, the so-called “multistakeholder” model of internet governance has allowed for a degree of coordination and adaptiveness unimaginable in a system with greater top-down control. Given the successes of the “multistakeholder” approach in the global internet governance space, the question before us is this: What lessons might be drawn from the structures and features of global multistakeholder internet governance and applied to cybersecurity?

As the volume of digital commerce and social interaction has grown exponentially, the potential consequences of malicious activity have made security a priority to a wide range of responsible parties, from governments protecting their citizens to companies safeguarding customers. These interests continue to multiply, and sometimes compete. The challenge of coordinating and reaching agreement on these policy approaches and solutions resembles the hurdles of governing the internet itself, and thus presents a promising test case for the kind of multistakeholder approaches developed in the world of internet security governance. This chapter summarizes the history and key concepts of the multistakeholder approach, highlighting both domestic and international dimensions through the lens of a U.S. government agency which has utilized the practice of multistakeholder governance for technology to help further technology policy. We offer several examples of security challenges being addressed by bringing stakeholders together.

The Internet and Multistakeholder Governance

The internet famously has no central government. From its earliest days as a university research project, up to the present day, the internet has been “governed” by a diverse assortment of actors, institutions, and processes. Academics and engineers, telecommunications companies and software developers, hackers, government agencies, and international organizations have all played a role in developing and expanding the network.1 No single actor has the authority to dictate how the internet will develop; no one party decides what rules will govern it.

But at a deeper, and perhaps more philosophical, level the internet has also been shaped by a core set of underlying principles, norms, and values that have acted as guideposts for the internet’s evolution and maturation. These principles are not enshrined in any single document or rulebook; there is no “constitution” for the internet.2 Yet from the earliest days of the network there have been broadly agreed-upon values that have formed the normative basis of both the internet’s technical architecture and the institutions, processes, and rules that manage its standards and critical resources.

The principles vary according to particular organizations or individuals, but broadly they include: 3

•Decentralization (the network topology should be flat and peer-to-peer, and resistant to centralized control);

•Interoperability (the widest range of systems, technologies, and services should be able to send information to, and accept information from, the widest range of other systems, technologies, and services);

•Heterogeneity (a diversity of hardware, software, protocols, applications, information, and individuals should be able to access and benefit from the network);

•Freedom (users should have the greatest possible choice about the applications and services they use and which lawful content they can access, create, or share with others);

•Inclusiveness (the network should be available to all applications, services, technologies, and users without the permission of “gatekeepers” or intermediaries); and

•Resilience (the network should provide and maintain service in the face of faults and challenges to normal operation). 4

Accepting the premise that adherence to these underlying values and principles has been responsible for the internet’s great success and growth over the past decades, the question becomes: What governance mechanisms are best suited to encourage and reinforce these values?

Clearly the answer to that question will depend upon the nature of the governance issue under consideration. There can be no one-size-fits-all answer to the wide range of technical, social, and administrative challenges that arise in the internet context. The management of critical internet resources, the standardization of the internet’s protocols, and the development of online behavioral norms, all require specifically tailored governance solutions. Unique problems require correspondingly unique responses.

Yet it is also clear that policymaking processes incorporating and reflecting the values that have led to the success of the internet are the kinds of processes most likely to generate outcomes consistent with those values. To put it another way, just as democratic systems of governance are the systems most likely to produce democratic outcomes, so too are open and inclusive internet governance processes the approach most likely to produce open and inclusive outcomes.

The Multistakeholder Approach

It is with this commitment to inclusiveness that the United States—alongside like-minded governments, civil society groups, technologists, and industry leaders—has turned to “multistakeholder models, approaches, or processes” as the preferred mode of internet governance. The reasons are many and largely self-evident: similar to the internet itself, multistakeholder approaches are characterized by open participation and decentralized structures. They enable a wide range of stakeholders to participate in the governance process, fostering a free market of opinions and ideas. They are systems best suited to foster an open, inclusive, and innovative network environment, precisely because they themselves are open, inclusive, and innovative.

This is not merely a theoretical exercise. Multistakeholder approaches have repeatedly proven themselves to be better suited to rapidly changing technologies, business practices, and markets than traditional regulatory or legislative models. Complex policy issues often take years to make their way over the regulatory and legislative hurdles found in Washington, Brussels, or Geneva. Many efforts at traditional policymaking end in failure. The few that do reach a conclusion commonly aim to solve a problem that no longer exists, or has been overtaken by newer issues, which need urgently to be addressed.

For this reason, members of the U.S. executive and legislative branches have been resolute in their advocacy for the multistakeholder approach for internet governance. The Obama administration has made support for multistakeholder internet governance a cornerstone of its 2011 International Strategy for Cyberspace, and the U.S. Congress in 2012 declared its unanimous, bipartisan, commitment to “preserve and advance the successful multi-stakeholder model that governs the internet.”5

But what specifically does the term “multistakeholder model” imply? There is no one single conceptualization of what is appropriately viewed as a “multistakeholder model.” There are instead numerous models currently in use today, each with its own unique contours. Few if any of the models currently in use are static. They are constantly evolving to meet the new and yet uncharted governance challenges.6

Accordingly the term “multistakeholder model,” which may imply that there is solely one exclusive model, has fallen out of favor in some circles. Instead, the term, “multistakeholder approach,” or “multistakeholder process” may be better suited to describe the reality that there are multiple ways of conducting a multistakeholder engagement (although, for practicality’s sake, the terms are often used interchangeably). Multistakeholder approaches encompass a range of procedures, formats, resolution mechanisms, communication strategies, and outcomes. In the same way that democratic governments may follow a parliamentary or a presidential system of governance, so too do multistakeholder approaches vary and must be adapted to fit a particular governance question. Certain models lead to decisions, others are merely deliberative; some have established membership criteria, others allow anyone to participate; some models are intended to last decades, others are one-off processes designed to address a specific challenge of the day.

The diversity of multistakeholder approaches is revealed perhaps most comprehensively in a study by the Global Network of Internet and Society Research Centers and the Berkman Center for Internet and Society at Harvard University, entitled “Multistakeholder as Governance Groups: Observations from Case Studies.”7 The report analyzes twelve geographically and topically diverse case studies of internet, as well as non-internet, multistakeholder governance processes, ranging from water resource management in the Volta River Basin in West Africa, to arbitration of disputes within the Bitcoin community. Their research was conducted with an eye toward describing the formation, operation, and critical success factors for multistakeholder governance. Based on their research, the study’s authors unambiguously conclude that “there is no single best-fit model for multistakeholder governance groups that can be applied in all instances.”

Yet despite the efforts to highlight the range of multistakeholder approaches (or even perhaps because of them), there is no agreed-upon definition of “multistakeholder governance.” Laura DeNardis and Mark Raymond have constructed a taxonomy of multistakeholder processes in which different approaches are defined by types of actors involved and the nature of the authority relations between those actors.8 They argue that in order for a process or organization to qualify as multistakeholder, at least two broad categories of actors, such as states, civil society, firms, and intergovernmental organizations, must be involved.

Ultimately, arriving at an agreed-upon definition of multistakeholder governance may be unnecessary. Indeed, it may even be detrimental in that an agreed-upon definition could ossify thinking on how multistakeholder processes can and should function, and thus hamper their evolution and capacity for adaptation to new settings. The advantages of multistakeholder model are found in its flexibility and adaptability, so it benefits the approach to keep it loosely defined, yet sufficiently rooted in key principles to allow it to serve its purposes.

Still, there are undeniably benefits in providing at least a rough outline of a definition. The fact of the matter is that the term “multistakeholder” is often used haphazardly. It has become a bit of a buzzword in governance circles. It may be useful to articulate an outline of a definition that serves both to reinforce the internet’s core values and to protect the term “multistakeholder” from becoming little more than a marketing meme for governance schemes. Toward that end, NTIA might view an “authentic” multistakeholder process as one that,

•Stakeholder-driven: Stakeholders determine the process and decisions, from agenda setting to workflow, rather than simply fulfilling advisory role;

•Openness: Includes and integrates the viewpoints of a diverse range of stakeholders, importantly the viewpoints of those stakeholders who hold specialized expertise applicable to the governance challenge at hand;

•Transparency: Creates an environment of trust, legitimacy, and accountability, most importantly by maintaining a high degree of transparency; and

•Consensus: Produces outcomes (when outcomes are desirable) that are consensus-based, arrived at by compromise, and are a win-win for the greatest number or diversity of stakeholders.

Once again, just as this chapter cautions against treating the principles that have defined the internet’s growth as fixed doctrine, likewise it would be advisable not to view these distinguishing characteristics of multistakeholder process as anything more than current thinking of the day. They are not written in stone but they are reflective of the actual practice of multistakeholder governance, and of the views of various multistakeholder community. We would argue that they represent at least the contours of an ideal multistakeholder process.

Viewing these five characteristics together, it becomes clear why multistakeholder models are so advantageous and how they serve to promote an internet environment consistent with the core internet values listed above (i.e., decentralization, interoperability, heterogeneity, freedom, inclusiveness, and resilience). When utilized well, the multistakeholder approach creates practices and outcomes that are effective, accountable, transparent, expert-driven, and viewed as legitimate by a majority of stakeholders.

Domestic Applications of the Multistakeholder Approach

Multistakeholder governance approaches have historically been employed for the global internet governance functions, such as the management of the Domain Name System and standardization of internet technical protocols. Given its confidence in the multistakeholder approach, the U.S. government in recent years has begun applying it to domestic internet policymaking. One particular champion of this policy approach is the National Telecommunications and Information Administration (NTIA), part of the U.S. Department of Commerce. NTIA has made use of multistakeholder processes to address a range of internet and technology policy questions, from copyright protection, to privacy, and, most recently, to cybersecurity. The agency has found that these processes have successfully brought diverse stakeholders together to identify and promulgate industry best practices and codes of conduct for commercial activity. They have proven themselves an effective means to advance the public interest without the need for conventional regulatory rulemaking, thus sidestepping the risks top-down governance systems often pose to innovation. They help advance domestic technology policy by allowing stakeholders themselves to develop solutions, to agree to the best way forward without the need for a government mandate that will likely be less flexible and slower to evolve.

Indeed, the focus of these domestic multistakeholder initiatives is on fostering shared solutions. Their success rests on the belief of the participants that a shared solution is better than no solution. This follows from the networked world of global internet governance, where a common resolution is vital for interoperativity. In these situations, no single actor can unilaterally determine effective standards or practices for the broader ecosystem, but a large enough determined minority can disrupt gains from collective action by refusing to participate in the community to work for a shared solution. For the internet to function as a global network, all stakeholders must use the same suite of protocols and naming conventions. To ensure that these standards and protocols favor the greatest number of stakeholders it is crucial that decisions are made by consensus and in an open and transparent way so that as many stakeholders are “bought into” the system as possible.

In domestic technology policy, the multistakeholder approach fits similarly well in situations where disparate players can find room to work together better. In game theory terms, these are “coordination games,” where each player would like to work together, but no one wants to take on the full risks of moving toward a collaborative posture, without an understanding that they will have some potential reward for these costs.9 One simple analogy might be a bunch of kids who all want to be in a swimming pool, but no one wants to be the first to jump in. The multistakeholder model allows them to coordinate the count in a fair and open environment. In the policy world, this approach has been applied to questions of copyright, privacy, and cybersecurity.

In the area of copyright, for instance, NTIA has, together with the U.S. Patent and Trademark Office (USPTO), convened a multistakeholder process to improve the operation of Digital Millennium Copyright Act (DMCA). The DMCA has a provision that allows copyright owners to notify web publishers that they are hosting copyrighted content. In exchange for responding to these notices, the law protects publishers from the liability of infringement. As a result, the DMCA forces web publishers and copyright owners to work together, despite the fact that they often see each other as natural adversaries in their business models.

The goal of the DMCA multistakeholder process was to enable better, more efficient, and more productive interactions between these two rival camps in the copyright world. Stakeholders set out to identify best practices and/or to produce voluntary agreements for improving the operation of the notice-and-takedown system, without the need for legislative or regulatory action. Launched in March 2014, the process brought together participants across a wide range of stakeholder communities, from rights holders to individual creators, service providers of different sizes, and consumer and public interest representatives. The meetings considered a broad range of issues, and, in April 2015, adopted a nonbinding set of principles entitled, “Good, Bad and Situational Practices for the DMCA Notice-and-Takedowns,” as well as a standardized copyright infringement notice submission process.10 It was an important step toward improving the operation of the DMCA, which for years had been hampered by ineffective coordination and persistent disagreement between rights-holders and hosting providers.

This approach is useful for privacy as well. NTIA has also organized a series of multistakeholder processes to develop codes of conduct that specify how the White House’s Consumer Privacy Bill of Rights applies in specific business contexts.11 The first of these forums focused on the development of a code of conduct for the commercial use of personal data for applications on mobile devices, such as smartphones.12 Mobile applications pose distinct consumer privacy challenges and the practices surrounding disclosure of consumer data privacy policies for mobile apps had not kept pace with rapid developments in technology and business models. Hundreds of stakeholders participated, including developers of mobile apps, providers of sophisticated interactive services for mobile devices (such as those utilizing HTML5 to access mobile application programming interfaces [APIs]), as well as consumer protection and civil liberties groups. The code of conduct took a year of meetings to draft and not every participant were pleased with the final outcome, but the process enabled industry and civil society groups to make significant progress on an emerging privacy issue for which traditional policymaking and regulatory approaches had been unable to effectively address.

Across all of these various efforts, from copyright, to privacy, to cybersecurity, NTIA has stressed the values behind the multistakeholder approach, working to ensure the processes are stakeholder driven, reflective of input from the broadest array of stakeholders possible, and open to any participant. Critically, all of NTIA’s processes have been highly transparent—with meetings webcast and minutes readily available online—and the outcomes consensus-based and voluntary (i.e., non-binding and non-mandated.).

At the same time, any such process, consistent with the essential characteristics of the multistakeholder model, to remain flexible and to allow each process to adapt to fit the requirements of each unique governance challenge. No two processes have been the same. In the case of the mobile apps, for instance, the code of conduct, while voluntary, can become binding on companies that clearly adopt the code (a commitment that is then enforceable by the Federal Trade Commission). The DMCA process, in contrast, developed a set of principles and a standardized format for notice-and-takedown submissions. These principles were merely meant to provide industry with guidance and best practices. This flexibility of approach, bounded within the core tenets of an “authentic” multistakeholder model, has paid tremendous dividends, helping to create a more innovative, productive, and civically focused technology environment today and into the future.

The Multistakeholder Approach in Security: The Vulnerability Disclosure Example

Just as the multistakeholder approach can be applied to questions of intellectual property protection and digital privacy, there is good reason to believe that it can help address contentious security challenges as well. The cybersecurity challenge is one often characterized by market failures, where potential solutions are available but stakeholders have yet to coalesce around them. Again, the goal is not to dictate a particular solution, but to help stakeholders identify and build a shared vision. When the status quo is increasingly unsustainable, this approach can help identify potential directions and allow stakeholders to crystalize around potential solutions.

A clear example of this is in the disagreements between software vendors and researchers on vulnerability disclosure. There is widespread recognition that information technology systems—from traditional software to popular websites and cloud platforms to embedded devices—will never be completely secure. It is inevitable that vulnerabilities will be discovered, as a key aspect of security research as well as an integral part of the burgeoning security industry. By reporting flaws to the vendors, the bug can be fixed and the software will be more secure as a result.

Unfortunately, this issue of vulnerability disclosure has traditionally been a source of controversy and debate. On one side, many argue that vendors and other organizations responsible for maintaining software don’t always respond quickly, or even at all, to the concerns raised by these discoveries. In some instances, companies have even sued researchers for violating the terms of service and copyright of their products by working to discover the vulnerability.13 This creates a conflict for the researchers who discover a vulnerability. Do they tell no one and hope for the best, or tell the world and expect the company to respond to public pressure to create and issue a patch?

For their part, vendors may not know the best way to respond. Understanding the vulnerability, and developing a fix may be simple, or it may take months. The firm may not feel comfortable explaining the delay to the researcher, especially when the researcher is not aware of just how critical the bug might be. Yet the risks of “full disclosure,” where researchers make the bug information available to the public and the vendor simultaneously, are also significant. This approach can expose countless users to attacks if the vendor is unable to develop, test, and deploy protections or mitigations in time.

This debate has gone on for two decades, and often rests on assumptions each side makes about the other. Vendors can use laws such as the DMCA or the Computer Fraud and Abuse Act (CFAA) to deter researchers who may, in the course of finding a vulnerability, damage other interests, reducing trust across the entire community. Similarly, a small cohort of researchers who flagrantly ignore the interests of vendors can sow distrust, even with those eager to collaborate. All the while, the stakes have been growing. Vulnerabilities are no longer just the domain of advanced software companies. We are heading toward a world where everyone is a software provider or manager: banks run complex websites; retail firms have elaborate back-end systems; the very cars we drive are computers on wheels.

Where can this debate go from here? A precarious, often adversarial relationship could continue—as some firms embrace bug bounties (open calls for researchers to find and receive compensation for discovered software vulnerabilities) as a means of improving their product’s security while others resist and ignore or even seek to prosecute disclosure. Some researchers will try to improve security through collaboration, while others will continue to push for change by publicly naming and shaming bad security practices, even at the risk of collateral damage. Alternatively, if the collateral damage grows too high, one can imagine a crackdown on freelance security research and vulnerability discovery outside of direct vendor control. This move to punish discovery and disclosure would drive the activity underground and may well result in a surge of vulnerabilities available on the malware market.14 Some might argue for a mandate that companies of all shapes and sizes employ a bug bounty program, regardless of whether these organizations are ready or if such a security process would fit. Clearly none of these forced outcomes is desirable.

Hoping to bridge the divide between stakeholders, NTIA has engaged researchers, vendors, and civil society in an ongoing discussion about the core values and virtues of a vulnerability disclosure policy. This process is helping stakeholders to identify what their common challenges are and works with them to address each in turn, instead of establishing a single overarching solution. By bringing different parts of the community together, the multistakeholder initiative seeks to foster empathy, to help different stakeholders understand the motivations and assumptions of each party. This, in turn, fosters trust as a foundational step for collaboration. For vulnerability disclosure, the process’ outcome may take the form of guidance to firms and researchers, helping to diffuse good practices and solutions throughout the security ecosystem. The structure of the process itself helps determine both the outcome and the merits of the outcome.

The keys to generating a positive outcome, and the success of that outcome are, in part, a function of the process itself. As was noted above, the most effective processes rest on the principles of multistakeholder governance developed in the expansion of the internet writ large: openness, consensus, and transparency.

Openness is more than having an open door to the room where conversation is taking place. Facilitators, NTIA in this case, have to take on the burden to seek out participants, particularly from traditionally underrepresented communities. Particular challenges include insufficient awareness of the process, lack of trust in the process or other stakeholders, and a paucity of funds to set up vulnerability management and disclosure programs. For the vulnerability disclosure process, NTIA worked hard to find security researchers, especially those who were independent. It is easier for a government process to attract senior staff from large companies who work well with government officials. Fostering participation from security researchers distrustful of the motives of both government and large corporations requires a dedicated effort to build personal relationships with potential participants.

Consensus is a decision-making tool but also key to moving from discussion to outcome in the multistakeholder approach. Anyone can participate so using basic majority-voting to determine outcomes doesn’t necessarily take into account all interests or the content of previous debate. Rather, consensus can help balance between the dangers of a group being held captive by a particular individual or organization and strict majoritarianism. If a major set of stakeholders objects to a proposal, then the group cannot claim to have consensus.

Transparency forms the foundation of the process by establishing legitimacy through accessible dialogue. Smoke-filled rooms are a recipe for mistrust and discord but being able to point to concerns of different participants that have been addressed helps to bridge different value systems. In practice, this is contingent upon ensuring every stakeholder is able to engage with each other and tracking progress over time as participants weigh-in. NTIA webcasts its meetings, allows remote participation, and publishes working documents, so that those who cannot attend in person because of time or resource constraints can still engage.

One challenge in the vulnerability disclosure process is that the topic covers a wide swath of issues, all of which interact, making conversations difficult to scope. The stakeholders in the on-going process addressed this by forming three subject-specific working groups within the larger multistakeholder process, allowing participants with strong concerns to focus on those particular issues before sharing them out with the broader community. This also helped overcome the sensitivity of regulated companies in an atmosphere where security researchers and policymakers comingled, as working groups could have discussion in smaller, trusted environments. Transparency creates trust and accessibility thereby helping to drive openness and create conditions for consensus.

Security and the Multistakeholder Approach

NTIA by no means has a monopoly on the use of the multistakeholder process to promote security. There are other areas where different stakeholders have been brought together to identify and address security issues. Perhaps the largest process thus far is the Cybersecurity Framework, developed by NTIA’s sister agency in the Department of Commerce, the National Institute for Standards and Technology (NIST).15 In 2013, recognizing the importance of securing U.S. critical infrastructure, President Obama issued Executive Order 13636, “Improving Critical Infrastructure Cybersecurity.”16 This Order directed NIST to work with stakeholders to develop a voluntary framework of “standards, methodologies, procedures, and processes that align policy, business, and technological approaches to address cyber risks.”

This process yielded one of the foundational documents for cybersecurity from the Administration. It was a massive undertaking, with a public review and comment period, and six public workshops. These workshops were held across the country to maximize participation and input. It was large enough that NIST itself held the pen, in contrast to the NTIA approach where stakeholders themselves do all drafting. Still, NIST worked hard to build the legitimacy of the outcome through the process. It gathered feedback, shared drafts and iterated versions for transparency, and traveled and used web tools to ensure openness. The final document, the Cybersecurity Framework, has been used by actors across industries, and was designed to be adapted to a wide range of situations. In 2016, NIST used public comments and more public meetings to ask stakeholders from government, business, and the research community whether and how the Framework should evolve over time.

The use of the multistakeholder approach is not limited to governments. The Online Trust Alliance is an industry membership group of over fifty internet-oriented firms ranging from some of the largest online firms to small start-ups. The organization focuses on fostering trust online through improving privacy and security through developing and fostering best practices in a range of issues. Using collaborative tools, and bringing together their own members from across a range of business interests and technical capabilities, OTA developed an Internet of Things (IoT) Trust Framework for security, privacy, and sustainability in IoT.17 While participants in a membership-driven trade organization developed the document, it still has multiple features of a multistakeholder process. Internally, the OTA working group that developed comprised a broad and diverse set of interests. After its development, OTA has been committed to sharing the Trust Framework, and seeking feedback from stakeholders outside the membership, including other firms, trade groups, and government agencies.

More generally, there are a host of security issues that cannot be resolved through technical innovation alone, and span across multiple organizations, sectors, and stakeholder groups. These issues can benefit from a shared understanding, best practices, or sometimes even just a common, universal definition. With the right language or framework, industry can collaborate across traditional barriers, using the power of the free market to actually resolve the issue at hand. In these instances, the role of the convener is to act as a catalyst.

CONCLUSION

There are limitations and challenges in the multistakeholder approach. The approach doesn’t apply well to every security challenge. Where the problem at hand takes the form of a zero-sum game, the losses of one party translate directly to the gains of another. In these situations, consensus and transparency can only overcome so much embedded self-interest. Engaging a wide array of stakeholders is also less useful when there is a clearly identified set of participants with strong interest in preserving the status quo, or little interest in any outcome that doesn’t wholly conform to their vision. In these instances, not only is consensus difficult, but the initial engagement might even fail.

There are also some policy questions that simply don’t lend themselves to voluntary collective action. While the multistakeholder approach can be more efficient than administrative rulemaking or the legislative process it requires a steady experienced hand in managing personalities and competing agendas. It won’t replace all forms of policymaking, It won’t replace all forms of policymaking, but it has proved itself to be valuable in a diversity of contexts.

Still, given a wide range of security policy challenges, the multistakeholder approach can be a valuable tool in the policymaker’s toolkit. The foundational informality of existing governance mechanisms leaves open the opportunity for a multistakeholder engagement model to overcome resistance to new and more effective security practices and encourage dialogue.

The technical standards community has found ways to work together to develop the technical underpinnings of the digital ecosystem. Further up the stack, policy issues appear to pose a very different kind of problem. While the habitual organization into industry consortia can solve specific challenges, these types of organizations limit the number of participating parties. The history of the internet is one that impacts a broad group of stakeholders and users and so the manner in which a decision is made matters as well as the outcome. For policymaking regarding internet security governance, stakeholders are diffuse enough that existing regulatory and legislative structures may not work. Security is about responding to challenges, and governance of security requires coordinating that response over a wide swath of participants. In specific circumstances, a multistakeholder approach can offer the opportunity for constructive policy development and greater security for all.


CHAPTER HIGHLIGHTS

The Need for Governance. The internet famously has no central government. From its earliest days as university research project, up to the present day, the internet has been “governed” by a diverse assortment of actors, institutions, and processes. Academics and engineers, telecommunications companies and software developers, hackers, government agencies, and international organizations have all played a role in developing and expanding the network. No single authority has the authority to dictate how the internet will develop; no one party decides what rules will govern the net. But at a deeper, and perhaps more philosophical, level, the internet has also been shaped by what might be described as a core set of underlying principles, norms, and values that have acted as guideposts for the internet’s evolution and maturation.

Multistakeholder Approaches encompass a range of procedures, formats, resolution mechanisms, communication strategies, and outcomes. In the same way that democratic governments may follow a parliamentary or a presidential system of governance, so too do multistakeholder approaches vary and must be adapted to fit a particular governance question. They have repeatedly proven themselves to be better suited to rapidly changing technologies, business practices, and markets than traditional regulatory or legislative models.

Vulnerability Disclosure Debate Example. Some firms embrace bug bounties as a means of improving their product’s security, while others resist and ignore or prosecute disclosure. Some researchers will try to improve security through collaboration, while others will continue to push for change by publicly naming and shaming bad security practices, even at the risk of collateral damage. Alternatively, if the collateral damage grows too high, one can imagine a crackdown on freelance security research and vulnerability discovery outside of direct vendor control. This move to punish discovery and disclosure would drive the activity underground and may well result in a surge of vulnerabilities available on the malware market. Utilizing the multistakeholder approach of engaging researchers, vendors, and civil society in an ongoing discussion about the core values and virtues of a vulnerability disclosure policy is crucial.

Keys to Multistakeholder Success. Consensus is a decision-making tool but also key to moving from discussion to outcome in the multistakeholder approach. Anyone can participate so voting such as a direct democracy doesn’t necessarily take into account all interests or the content of previous debate. Rather, consensus can help balance between the dangers of a group being held captive by a particular individual or organization and strict majoritarianism. If a major set of stakeholders objects to a proposal, then the group cannot claim to have consensus. Transparency is another key to the multistakeholder approach for internet security governance, establishing legitimacy through accessible dialogue. Smoke-filled rooms are a recipe for mistrust and discord but being able to point to concerns of different participants that have been addressed helps to bridge different value systems.
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† Both the authors, as a general matter, advocate for the capitalization of the word, “Internet,” but deferred to the editors per their preference. We note, however, that while it may seem trivial to some, capitalization of the word does carry some significance. We believe that the Internet is a proper noun, a single coordinated network system, one unified by shared technical protocols and standards and coordinated through the group of global multistakeholder governance organizations. To leave it lower case, we believe, contradicts the fact that there is only one Internet and empowers those who might wish to fracture the existing Internet into multiple, smaller, “internets.”


Chapter 15

Countering the Proliferation of Malware

Trey Herr and Paul Rosenzweig

International cooperation targeting malicious actors and their tools has so far seen limited success.1 Existing institutional arrangements like the Budapest Convention and Wassenaar Arrangement suffer from the design limitations inherent to harmonization accords but also suffer from the deficit of policy discussion about the explicit goals of what these institutions should hope to achieve. Counter-proliferation of malware, attempting to limit the scale of infections and the sophistication of code, presents the dual challenge of restricting both state and nonstate behavior. Unfortunately, the malware counter-proliferation debate has been improperly framed for an extended period of time, which helps to explain the lack of progress in international cooperation. A broader debate about policy goals was largely short-circuited by the rise of export controls as a flashpoint between policy and technology communities.

Critiquing the limitations of export control could fill a much longer volume so we will only address the most salient points here. This chapter evaluates the most recent attempt at imposing limits on malware, through export controls in the Wassenaar Arrangement, and suggests that there are several common features of the counter-proliferation problem that would be better addressed by a different path forward—supporting vulnerability research and organizing a coherent set of objectives focusing on state or nonstate groups. In addition to highlighting the shortcoming of recent export control-focused efforts, the chapter proposes a framework for discussion of the broader policy goals and suggests a more effective initial approach to target proliferation of malware. It also suggests creating a functional definition of secure software that leads toward a consideration of a better definition of malware.

Background

What Is Malware?

There are a host of different ways to talk about malicious code and categorize their various functions and features—perhaps too many—as competing definitions and naming schemes abound. To focus the discussion, this chapter employs the PrEP framework, which describes all malicious software as a combination of three components: a Propagation method, Exploits, and a Payload.2 Propagation moves malware from its origin to a target, exploits support gaining access to computers and networks, while the payload accomplishes a particular goal like pilfering intellectual property or causing physical damage. A more complete description of malware can be found in Chapter 7 of this book. This PrEP framework is an abstraction from commonly observed features in malicious software and should serve as a conceptual tool rather than a simple definition for direct use by regulatory authorities.

A Market for Malware

The existence of a market-like apparatus for the exchange, purchase, and sale of malware components is not a novel idea.3 Previous work has focused on aspects of the pricing and commoditization process as well as larger economic structure.4 The buyers and sellers are individuals, firms, and even governments.5 Understanding the function of this market is important to evaluating the application of export controls to limit the type of goods offered and the behavior of participants.6 Buyers look across a variety of sources to find commodities and services, and sellers will concentrate expertise into particular products to improve economies of scale.

Specialization has become nearly a de facto standard among sellers, with groups focusing on developing exploits and combining tools for sale to others. One example of this effort is the venerable exploit kit, which combines a propagation method and exploits to allow customers to add their selected payload and begin infecting users quickly.7 The price a state is willing to pay for a certain vulnerability, for example, may set the market for other players, thereby encouraging new suppliers to develop exploits for the vulnerability and potentially price out relatively “friendly” actors like the vendor responsible for the affected software.

The source of many vulnerabilities, and even some associated patches, is a large community of hackers labeled “white hats,” a collective moniker for actors who seek out security flaws for the purpose of fixing them. The white-hat community is composed of researchers who endeavor to find and propose patches for vulnerabilities in proprietary and open source software. Operating in parallel are so-called “black hats” who employ the same skills and techniques to seek out the same vulnerabilities, intending to develop exploits for use in malicious software.

The term hacker has a long history but its original and most widely used form encompasses anyone who modifies or tinkers with hardware and software systems.8 The role of first-generation security collectives, such as the Cambridge based L0pht, in developing a rudimentary code of ethics and norms for hard- and software researchers helps provide a counternarrative to the more freewheeling black and gray hat communities that emerged out of the phone-phreakers like Kevin Mitnick.9 Originally associated with some of the most respected computer engineers and technical entrepreneurs of the twentieth century, the term hacker’s modern usage often inaccurately imparts a purely malicious connotation. Malicious hackers, or “black hats,” are in the minority of a much larger community of developers, tinkerers, and engineers that includes luminaries such as Steve Wozniak and Bill Gates.

White Hat has thus become a common turn of phrase to delineate well-intentioned hackers from the more malign. The good/bad and white/black hat dichotomy can only carry so far; there are a range of other actors who discover vulnerabilities and may alternately choose to sell them to vendors or criminal groups. Part of this decision is motivated by reputation—firms such as HackerOne, which coordinates programs for vendors to pay for identifying vulnerabilities in their software, also maintains a leaderboard where researchers can rank their accomplishments against each other.10 Another factor is money—some individuals may simply sell their discoveries to the highest bidder.

Sophistication

Malicious activity is the natural by-product of technologies that, by default, assume trust between user and information. Stretching back to the design choice that instructions and information be considered the same but differentiated prior to execution, information security has faced a challenge in protecting the majority of users from a malicious minority. There is a recent trend toward more capable malware samples emerging in an otherwise slowly evolving sea of code, often with exotic propagation and compromise capabilities. These more capable samples represent an aberrant spike in an otherwise slow evolution over time.11 According to analysis from information security firms like Symantec and Kaspersky, much of this new code originates with governments. The implication for well-resourced political entities as a more common source of malicious software samples is potentially significant.

Scale

Malware’s propagation has a quality of how broadly it can be distributed. Scale determines the total possible target pool, that is, how many computers and devices from the global population are accessible. Malware which propagates over the internet is likely to be found much farther afield than that spread over compromised storage media. The scale of a compromised web site may be tremendous if the site in question is Google or tiny if it is a GeoCities page. Conventional botnets (a large contingent of compromised computers unbeknownst to their owners) like Kelihos have up to tens of millions of slave machines and present an excellent means of propagating to targets indiscriminately.12 A propagation method that targets all internet-connected computers is thus different from one that targets only users connected to a single university network.

The breadth of malware’s use is also a function of the originating actor’s intent. Criminal groups often target hundreds of thousands of users at once, compensating for a low rate of infection by expanding the size of the total target pool. Intelligence agencies and other state actors have appeared more interested in small set of targets, both to limit the chance of discovery by other parties and to concentrate resources on successful infection of their selected victims. Countering malware built and deployed by these different groups, which represent opposing poles of a continuum rather than distinct categories, requires different responses. So far, efforts have been focused on export controls but lacked the discussion of desired ends and policy tools to achieve them.

A Need to Shape the Debate

Problematically, there has been no evaluation of the efficacy and trade-offs inherent in variously targeting the supply, demand, or use of malicious software. It may be that achieving a reduction in the scale of malware use or restricting its average sophistication may be possible through international coordination of a different sort than legal restrictions on transmission. Indeed, a more complete consideration of the policy tools available to target supply, demand, and use as well as their underlying causes could provide a much healthier array of options for policymakers without the implementation difficulty and costly consequences of export controls.

International Coordination

The rapid digitalization of commerce and other traditionally real-world interactions has given rise to a plethora of new opportunities for crime and fraud. Most malicious groups operate across borders, posing a challenge to existing U.S. law enforcement both for prosecution and for coordination across a wide array of domestic legal arrangements. In Russia there are greater controls on the provision of internet-related services, so fraud presents a more significant challenge for criminal groups owing to the involvement of state firms in some aspects of payment processing and financial transactions. Germany still remains scarred by the legacy of the Stasi, which ran one of the most extensive counterintelligence and surveillance programs in history during the Cold War, and thus yielded more circumspect lingering sensitivities to unbridled state power and strict criminal penalties.13

Budapest

The Budapest Convention on Cybercrime stood as the first international agreement to address internet and computer crime by bringing domestic laws closer into coordination, providing enhanced investigative authorities for international efforts, and building a foundation for policy coordination and cooperation between states. The harmonization object of Budapest centered on investigative powers and enforcement, attempting to reinforce the ability for national law enforcement agencies to target crimes in which the perpetrators, their tools, or ill-gotten gains are located outside of the country originating the legal action. The Convention doesn’t provide particular definitions but does require that signatory states pass laws which criminalize illegal access, illegal interception, system interference, and misuse-of-devices among others. Budapest suffered from inconsistent implementation however and was focused on prosecution of criminal behavior, rather than the interdiction of the malicious tools themselves.

Wassenaar

The Wassenaar Arrangement was born in 1996, out of a desire to revise a Cold War era export control process (CoCom) and integrate former Soviet bloc states.14 The Arrangement is not an enforceable legal regime but rather a harmonization device for member states to coordinate their respective domestic policies and prevent the sort of regulatory arbitrage, relocating business activities to the least restrictive jurisdiction, which can undermine an export control, a particular challenge for information security.15 In December 2013, the UK and French governments successfully instigated a change to include tools and technology associated with malicious software.16 One goal for the new controls was to restrict sales of malware to repressive governments used to monitor journalists and political dissidents. Over years prior, Citizen Lab and Reporters Without Borders had uncovered evidence of products like Gamma Group’s FinSpy and Hacking Team’s Galileo surveillance tools being sold to or used by a variety of states including Egypt, Bahrain, and Pakistan.17

These changes to Wassenaar created a new restricted product, “intrusion software” which referred to tools designed for (1) “the extraction of data or information, from a computer or network capable device, or the modification of system or user data”; or (2) “modification of the standard execution path of a program or process in order to allow the execution of externally provided instructions.” Rather than target these products directly, Wassenaar provided for controls on the software, systems, equipment, components, or technology (specific information including technical data or assistance) used to generate, operate, deliver, or communicate with this “intrusion software.”18 The controls discussed here are a subset of the larger Wassenaar changes which include separate restrictions on IP network surveillance tools intended for the collection and analysis of large volumes of network traffic.

Challenges with Export Controls Used for Counter-proliferation

Neither Budapest nor Wassenaar substantially restricts the diffusion of malicious software. Looking particularly at export controls, Wassenaar also fails to restrict the activities of state organizations responsible for some of the latest malware components, especially exploits.19 One of the major espionage platforms discovered in the past several years, Duqu (malware ostensibly created by the United States and Israel) utilized an exploit in the Windows operating system to escalate privileges on a target machine and enable payload execution.20 Less than a year after the announcement of its discovery, the same exploit was integrated into two major exploit kits and used in attacks against a range of targets.21 This reuse of the originally state-authored package drove renewed interest in sophisticated exploits to the point where Microsoft was forced to include patches relevant to this and related vulnerabilities for more than a year afterward.22

Wassenaar’s controls are written in such a blunt manner as to cover common software engineering and security tools, leading to potential for the same negative effects restrictions on cryptographic tools had on American researchers and companies in the 1980s and 1990s. It isn’t that this definition of “intrusion software” won’t encompass malware but that so much more is swept up at the same time. In the language of the controls, one definition of intrusion software covers any code which is capable of performing a “modification of a standard execution path.” Perhaps intended to cover exploits, this definition would also include patches from a software vendor to improve a user’s security or software plug-ins like Firefox’s Add-ons, which, “interleave externally provided instructions with the main Firefox code logic.”23

As with restrictions on cryptography, export controls on malware not only struggle to achieve their goal of restricting the flow of tools around the world but also create challenges to legitimate users and security research. In security research communities and industry, much of the concern has arisen around the restrictions placed on any “technology” used to create or control intrusion software, which would cover exploits developed to demonstrate a vulnerability and communicate it to a vendor.24 Demonstrated in figure 15.1, this has the effect of truncating the flow of vulnerability information to patches far more than to malware, a substantial chilling effect for the defensive community.

Wassenaar’s language poses the risk of considerable collateral damage in being most effective targeting organizations contributing to software security and standard software development practices. A vulnerability can be used for ill, by malicious actors, or for good to patch and improve software security.25 There are a variety of actors searching daily for new vulnerabilities, contributing to what has become an arms race of sorts between these many researchers and vendors trying to secure their software. Many vulnerabilities are found and resolved by teams housed within giant software vendors like Google, Microsoft, and Adobe. Smaller security firms, academic groups, and independent security researchers play crucial roles however, bringing new vulnerabilities to light through independent audits, hacking competitions, and bug bounty programs.26

International Coordination Can Be Difficult

The use of export controls for counter-proliferation of information products has substantial limitations.27 For both cryptographic tools and malware, one of the key obstacles to successful regulation is the necessity of harmonizing all member states’ restrictions to prevent regulatory arbitrage. The lack of a standard enforcement mechanism as part of Wassenaar reduces the likelihood of overcoming resistance from domestic constituencies.28 The international framework also lacks a rule forbidding undercutting, where one state grants export licenses for a product denied by another.29 There is a provision for notification in these instances but it does not compel corrective action. In addition, while Wassenaar’s membership is greater than that of its predecessors, it still excludes the majority of countries, including information security hubs like Israel.30
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Figure 15.1   Vulnerability Research and Discovery

Stepping back from the Arrangement, any successor multilateral approach has to consider reporting requirements in specific controls, licensing activity, and violations; must include some means of maintaining compliance; and needs to cover all states with current or potential information security research programs. The difficulty in designing an institution along these lines is daunting, from the particular challenges of crafting an agreement with the necessary reporting and compliance mechanisms states will conform with to identifying countries currently or likely to be home to the sort of research and criminal activity of interest. Moreover, even if such an agreement were in place, the internet has provided more than enough capability for individuals involved in producing, reselling, or brokering malware components to live and work almost anywhere, thereby evading the agreement’s controls to some degree.

Moving Forward

Export controls ineffectively focus on the restriction of transmission and distribution but selecting approaches that target one of these different aspects of the malicious software life cycle implies an understanding of the desired outcome to which a policy might be crafted. The first and most important means of moving the debate forward would be to explicitly have a discussion, in the public sphere, about how to limit the sophistication and scale of both state- and nonstate-authored malicious software. Clarifying policymaker’s goals as they relate to these different groups would help winnow the list of possible policy interventions reasonable to achieve them.

Furthermore, different goals including targeting the behavior of states versus criminal organizations, for example, imply different institutional arrangements to drive international cooperation or coordination. Cooperative legal frameworks to prosecute criminal groups or exchange information on their activities would necessitate clarification of domestic cyber crime law and provision for information sharing mechanisms. Targeting the activities of states will require greater buy-in from these groups and a strong means of enforcing whatever restrictions are put in place. Designing these institutions will require a longer conversation about ends and means. Crafting a more particular set of policy priorities for countering malware proliferation would be a valuable process. In the meantime, there are at least two other actions which could help address the scale and sophistication of malware.

Attack the Exploit Pool—Supporting Vulnerability Research

Exploits are not intrinsically malicious and so have limited use as a signal of intent; they have an array of potential applications in the security industry and are a principal means by which software vendors are made aware of holes in their products to be patched. For the majority of criminal groups, it is not necessary to exploit a “zero-day” vulnerability (one that is unknown to the vendor prior to exploitation) to be effective. The majority of incidents reported in 2015 for example were the result of malware leveraging vulnerabilities that were publicly reported and had a patch developed.31 In each case, however, exploits served as a critical enabling component. How best then to limit the sophistication and scale of malicious software?

An alternative to direct restriction of the demand for or use of malware is to target exploits and shrink the supply available for use by criminal organizations and states. The community of information security firms and independent researchers responsible for discovering and disclosing a large portion of vulnerabilities every year labor under uncertain legal frameworks that vary between countries. Provisions of the Digital Millennium Copyright Act (DMCA), for example, can restrict the analysis of vendor’s products required to find and prove the existence of bugs, enabling lawsuits to prevent this discovery and discouraging security research.32 In Belgium, similar laws protecting digital rights management (DRM) systems provide restrictions on the form and content of information that can be disclosed about software systems.33 A temporary exemption to the DMCA was passed in 2015 though it will not come into effect for a period of twelve months.34

While limited changes to existing law are a positive step, potentially more useful would be an effort to further revise these protections for research and, importantly, harmonize their application and interpretation across the international community. Coordination vehicles, like the multistakeholder process run by the Department of Commerce on vulnerability disclosure policies, can drive the development of common standards and syntax. This in turn can help encourage clarity and specificity in new laws protecting positive security research.

Vulnerability research is an international enterprise with a bevy of conferences, academic outlets, and competitions taking place across the world. Encouraging security research, growing the pool of individuals looking to discover and disclose vulnerabilities to vendors, would help shrink the pool of these flaws available to states and criminal groups engaged in malicious activity. Enabling this research through a clear legal framework across states would encourage broader participation and make it easier for vulnerabilities to be disclosed rather than sold on the malicious software market. This in turn will help limit the supply of vulnerabilities available to threat groups.

Defining the Exploit Pool

As our discussion has made clear, the very definition of malware is subject to ambiguities that are incapable of ready resolution. Malware, in the end, is often not recognized until implementation, a circumstance that challenges efforts to control or regulate it directly.

An alternative possibility for consideration is the prospect of taking the contrapositive approach of defining software that is not (or, less ambitiously, is unlikely to be) malicious in nature. This effort focuses not on control of the adverse market but in international cooperation to channel commerce into markets where we can have a higher confidence in the security of the systems components that form part of a supply chain. One further area for exploration would be an effort to define the processes that would be evident in the provision of software within such a chain. While we have not explored the question fully, here are some initial thoughts on characteristics of secure software. Secure software would come with:35

•A published attestation as to the security of its development, including documentation of the design, development, and adversarial resilience testing;

•a coordinated disclosure policy that welcomes outside vulnerability research;

•a tamper-evident, forensically sound logging and evidence capture system to facilitate investigations of failures;

•a capability for prompt and agile repair through updates and patching; and

•a design that segments and isolates, physically and logically, critical functionality from noncritical functionality.

It may well be possible to devise an affirmative method of assessment and certification as to some, or all, of these characteristics. If so, then rather than efforts that are unlikely to succeed in eradicating a market for malware, one could consider the creation of a market in safer software. While this would not directly address the proliferation of malicious tools, it would help combat the hijacking of legitimate vendor’s update pathways or trademarks for the distribution of malware. This approach to reinforce trusted software distribution could further provide a foundation for future efforts focused less on constraining adversaries and more on reducing the value of proliferation by hardening defenses.

CONCLUSION

International cooperation to reduce the spread and sophistication of malware has so far focused on developing cooperative legal tools to target malicious actors and harmonizing export controls to restrict their sale and transmission. Neither of these approaches, through the Budapest Convention and the Wassenaar Arrangement respectively, have seen substantial success. This is due in part to the incomplete attention paid to the incentives for criminal groups to target public and private sector organizations. International agreements have focused on the most difficult challenge of cross-jurisdictional law enforcement activity and restricting the diffusion of malicious tools. This chapter proposes to enhance the legal framework for vulnerability research to encourage growth in the white-hat community, improving the market for their efforts, and for defensive efforts to reinforce the network of verifiably trusted software development and distribution pathways. The counter-proliferation debate envelops an array of issues across U.S. foreign and national security policy. Of equal importance to the recommendations listed here is for the United States to develop a more coherent set of objectives within malware counter-proliferation, rather than continuing to risk different agencies working at cross purposes to little, or even harmful, effect. Differing incentives is an inevitable by-product of coordination across a complex security environment but existing efforts would be measurably improved by a concerted interagency effort to identify and attempt to reconcile clearly divergent priorities. Malware is not developed in a vacuum and restricting its capability or diffusion throughout the world forces us to recognize the humans behind the keyboard and their various incentives. Clarifying policy goals and supporting a vibrant security research community is only the start.


CHAPTER HIGHLIGHTS

Wassenaar Arrangement (1996). The arrangement is not an enforceable legal regime but rather a harmonization device for member states to coordinate their respective domestic export control policies and prevent the sort of regulatory arbitrage, relocating business activities to the least restrictive jurisdiction, which can undermine an export control, a particular challenge for information security.

Wassenaar’s Limitations. Wassenaar’s language poses the risk of considerable collateral damage in being most effective targeting organizations contributing to software security and standard software development practices. A vulnerability can be used for ill, by malicious actors, or for good to patch and improve software security. There are a variety of actors searching daily for new vulnerabilities, contributing to what has become an arms race of sorts between these many researchers and vendors trying to secure their software. Additionally, the lack of a standard enforcement mechanism as part of Wassenaar reduces the likelihood of overcoming resistance from domestic constituencies. The international framework also lacks a rule forbidding undercutting, where one state grants export licenses for a product denied by another. Finally, Wassenaar excludes the majority of countries, including information security hubs like Israel.

Encouraging Public Debate. The most important means of moving the debate on countering malware proliferation forward would be to explicitly have one; to organize a discussion in the public sphere about how to limit the sophistication and scale of both state and nonstate-authored malware.

Improved International Cooperation. Cooperative legal frameworks to prosecute criminal groups or exchange information on their activities would necessitate clarification of domestic cyber crime law and provision for information sharing mechanisms. Targeting the activities of states will require greater buy-in from these groups and a strong means of enforcing whatever restrictions are put in place.

Promoting Security Research. Growing the community of individuals looking to discover and disclose vulnerabilities to vendors would help shrink the pool available to states and criminal groups engaged in compromising computer systems. Enabling this research through a clear legal framework across states would encourage broader participation and make it easier for vulnerabilities to be disclosed rather than sold on the malicious software market.
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Understanding Military Cyber Operations

Trey Herr and Drew Herrick

Today, more than 100 of the world’s militaries have some sort of organization in place for cyber warfare. These organizations’ size, scale, training and budgets all differ, but they all share the same goals: In the words of the U.S. Air Force, the purpose of cyber warfare is “to destroy, deny, degrade, disrupt, [and] deceive,” while at the same time “defending” against the enemy’s use of cyberspace for the very same purpose. Among military planners, it’s known as the “Five D’s plus One.”

Interest in these kinds of operations is exploding within the U.S. military. There is also a broader debate beginning in various militaries as to how such units should be organized. This very shift is underway in China. Spending on cyber warfare became a “top funding priority,” up a reported 20 percent in 2015 alone as a host of new units were created with the responsibility of “preparing attacks on enemy computer networks.”

We won’t just see the stealing or revealing information, but the blocking or changing of information. And, as such, we will see cyber operations shift from the field of espionage to having actual direct effects on the flow of battle. For example, one of the key advantages of the U.S. military has been its global network of command and control, with the Global Positioning System being a key part of the architecture that allows forces to operate with incredible precision. But that dependence points to a key aspect to target. In 2010, a software glitch knocked 10,000 military GPS receivers offline for more than two weeks.

Maybe worse is gaining access to a system not to steal or block information, but to change it. In 2007, through a mix of cyber and electronic means, Israel was able to deceive Syrian air defenses into thinking that their skies were secure, when in fact seven Israeli F-15s were flying overhead on their way to drop bombs on a suspected nuclear site.

Changing information might not just allow physical damage to happen through other means, but even directly cause it. Stuxnet was a piece of software code, allegedly created by U.S. and Israeli intelligence that was used to sabotage Iranian nuclear research facilities. It did so by instructing the industrial control systems to literally damage themselves, all the while telling their human operators that everything was functioning well. Or, we might see “battles of persuasion,” where one’s own weapons are instructed to do something contrary to the owner’s intent. Such changes are not just something that can be caused by outside software sneaking in, but they also come through a hardware hack, where the flaws are literally baked into the systems themselves. The result for the targets would be an experience akin to the first episode of Battlestar Galactica, where the good guys’ aircraft stopped working all at the same moment, opening them up to a devastating attack.

—Dr. Peter Singer, November 2015

Coauthor of Cybersecurity and Cyberwar: What Everyone Needs to Know

EXPLAINING MILITARY CYBER OPERATIONS

What are the role of cybersecurity capabilities in the conduct of war and ongoing security operations? Policymakers, academics, and journalists often think of cybersecurity as a single domain problem—that cyber operations take place solely within their own domain and separate from land, sea, air, or space.1 However, this overlooks the fact that computer systems and networks pervade society and the physical environment, and are present to some degree in all physical environs and across the three levels of war (strategic, operational, and tactical). Modern militaries employ forces in a “joint” manner, combining the specific platforms and technologies of different services to achieve a more effective force. Similarly, kinetic and cyber capabilities can be conceived as part of a broad set of tools available to achieve national security objectives. Thinking of cybersecurity as a limited or separate space, wholly distinct from the other domains of conflict, limits the potential for understanding its strategic utility.2

The term “Military Cyber Operations” covers the acquisition and use of cyber capabilities in the strategic, operational, and tactical realms by states and nonstate actors. It encompasses a broad array of defensive efforts and offensive missions, both on and off the battlefield. This chapter, and larger section, focuses on the development of cyber capabilities, their deployment to defend the United States and allied forces, their use in targeting hostile networks, key relevant legal and diplomatic issues, the budgeting and procurement process involved in each of these areas, and, importantly, the recruitment and training of uniformed personnel to carry out these missions across all five services in the U.S. military. Notably, only a small percentage of cyber operations are offensive and destructive in nature. While incidents like Stuxnet (the malicious software deployed against Iran’s nuclear program) certainly grab headlines, the ongoing challenge of securing organizations against attack is a far more frequent activity.

Military Cyber Operation (MCO) is an umbrella term for the acquisition and use of cyber capabilities at the strategic, operational, and tactical levels of conflict. MCO is not the same as “cyber war.” Cyber war, as usually articulated, focuses on two (or more) combatants exclusively deploying malicious cyber capabilities against the other side’s systems, resulting in death and destruction, in order to achieve a set of explicit political goals.3 This formulation, however, ignores both existing U.S. military doctrine and the manner in which modern forces actually deploy these capabilities.4 In fact, there are potentially good reasons to think that cyber war, when properly defined, won’t actually take place or may constitute an ineffective policy tool.5

Instead of “cyber war,” MCO focuses on cyber conflict or “cyber-enabled warfare,” where capabilities are deployed in conjunction with conventional forces. MCO is further broken up into three categories (see figure 16.1): Department of Defense (DoD) information network operations (DoDIN), defensive cyberspace operations (DCO), and offensive cyberspace operations (OCO).6 DoDIN deals with routine information assurance, such as securing networks, systems administration, patching, and educating individual users.7 DCO focuses on both passive and active defense measures, and usually entails a higher degree of expertise than DoDIN activities (including detecting, analyzing, and mitigating active threats). OCO, although involving a comparatively small sliver of both personnel and resources, is perhaps the most technically challenging aspect of MCO, and involves deploying cyber capabilities to disrupt, deny, degrade, or destroy another actor’s systems. Here, the difference usually focuses on whether the operation is taking place on friendly systems, neutral systems, or on an adversary’s systems.

MCO also includes Intelligence, Surveillance and Reconnaissance (Cyber ISR) activities and Operational Preparation of the Environment (Cyber OPE).8 Cyber-enabled ISR focuses on gathering information on a specific adversary’s systems, including their hard/software configurations, personnel, and operational security. This information is critical for effective targeting, operational planning, and “weaponeering” or preparing capabilities to achieve their desired effects. Cyber OPE, for its part, focuses on access to a target system, and on the means of preparing it for the specific operation. Up-to-date working knowledge of a target system is generally considered a prerequisite for ensuring access for further reconnaissance and follow-on operations.9

Previously in the United States, MCO has been considered distinct from Information Operations (IO), Information War (IW), and Military Information Support Operations (MISO) (formerly known as PSYOP).10 However, the line between these operational forms could well be blurring as the United States engages with opponents wielding information and social media as tools of conflict.11 In fact, recent operations against ISIS seem to bear this out.12 IOs focus on attacking an adversary’s human or automated decision-making, as well as on bolstering that of friendly forces. They focus on diverse areas such as military deception, operations security, and public affairs. In practice, IOs often include elements of cyber operations, but can be broader, encompassing messaging and persuasive efforts governed by separate doctrine and employing a different set of personnel.13 The degree of integration between Cyber, Electronic Warfare (EW), and IO varies among the different U.S. military services. There is an ongoing set of policy discussions that focus on whether there should be deeper doctrinal and organizational integration between Cyber, EW, and IO to facilitate better asset coordination and improve military effectiveness.14 Importantly, in other countries, such as Russia and China, IOs are significantly more integrated with MCO and EW.15
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Figure 16.1   Military Cyber Operations Overview

There is an array of issues that affect the military’s ability to train, equip, and employ cyber capabilities within both offensive and defensive missions alongside conventional forces. MCO demands newly capable talent in uniform, trained to use the same targeting and planning tools as their kinetic counterparts but with an understanding of both wired and wireless networks. Doctrine on everything from the use of force to passive reconnaissance has to be developed in line with the needs and capabilities of individual services and bounded by a coherent legal framework. In addition to understanding how to properly deploy these capabilities, policymakers must also grapple with how to oversee technology procurement and maintenance as part of a range of joint capabilities.

Buy and Build

How does the military build, buy, and train for these sorts of operations? Part of the challenge in acquiring a capability is integrating it into an existing concept of operations. Simply put, how a service wants to fight will shape the way it buys equipment and trains personnel.

Developing Capabilities

Development is the process of writing code to create capabilities. A useful way of thinking about these software tools is the PrEP framework, which defines malicious software as the combination of a propagation method, exploits, and a payload designed to create effects.16 Malware’s three components work in concert, but have substantially different roles. Exploits are critically important; these open the door for a payload but without doing anything directly malicious. Stuxnet, perhaps the most famous piece of malware ever built, was developed by the United States and Israel to damage Iran’s nuclear enrichment program.17 Stuxnet was able to move across the Iranian network because of a vulnerability in the Windows operating system’s print service, sliding from computer to computer until it located those controlling the centrifuges.18 The propagation method spreads the malicious tool, while the payload is written to create some effect on a computer system.

Stuxnet’s payload was a substantial feat of engineering, targeting centrifuges being used to separate different isotopes of uranium in order to obtain pure fissile material. The code was designed to hide in the centrifuge’s programmed logic and carry out the attack without alerting Iranian staff. Building a destructive payload, like the one in Stuxnet, takes time and a fair degree of expertise. The attacker has to know a great deal about the hardware systems in use at a potential target, the software and its version in use, and a great deal about the programming language the targeted software is written in. Once a payload is written, it then has to be tested for reliability under a number of different conditions to ensure that it will properly function.19 Over months, Stuxnet worked to change rotor speeds and valve sequences to slowly degrade the centrifuges, weakening the metal, and causing them to fail much faster than designed.

Vulnerability Acquisition

Acquiring and integrating vulnerabilities into these cyber tools plays a central role in their development. It also creates a serious quandary for the policymaker. On the one hand, many of the targets for offensive action are foreign hard- and software systems. As a result, locating a vulnerability and building an exploit for them will be far less likely to directly impact U.S. citizens. Attacking some of these targets, however, requires compromising common commercial software and less specialized civilian hardware, like routers.20 Finding vulnerabilities in software made by American vendors like Google or Microsoft requires locating security holes in this software and keeping the information secret from these same firms, thus denying them the opportunity to fix the bugs and improve security for average users. This secrecy is necessary; a target’s vulnerability, once patched, is no longer useful. However, this state of affairs engenders a debate about the cost of preserving a capability versus allowing vendors to improve the security of software commonly used by U.S. citizens.

Exploits are a commodity-like component, actively bought and sold on underground markets around the web as well as between private companies, defense contractors, and governments.21 Because an exploit targets a vulnerability in a particular piece of software—for example, Internet Explorer as opposed to Google’s Chrome browser—developing a good one can yield tremendous value, with quoted prices ranging into the hundreds of thousands of dollars.22 Increasingly, companies such as VUPEN and a sizable collection of freelancers are selling newly discovered vulnerabilities and exploits to governments and nonstate actors rather than the original software vendors themselves.

This presents a problem because building and maintaining secure software is critical to cybersecurity. The ability for vendors to discover vulnerabilities and patch them is an important part of building software without bugs potentially of use to attackers. Hidden vulnerabilities retain value for future military use, but also risk discovery by malicious parties who may deploy them against the United States. Vendors are left unaware of the flaws, and thus are unable to secure their code. This also impacts military and government users, because the use of commercial off-the-shelf (COTS) solutions like Amazon Web Services and the Microsoft operating system mean those same unpatched vulnerabilities leave .mil and .gov networks open to attack.

Creating a legal framework for the acquisition of these capabilities requires balancing security against capability. So far, this debate has taken place largely in the classified realm, with interagency wrangling overseen initially by the National Security Agency and now the National Security Council.23 Problematically, this approach emphasizes selective disclosure on a case-by-case basis, rather than the establishment of broad and consistent standards that can build in existing research, procurement law, and oversight mechanisms.24 Part of this ad-hoc arrangement comes from previous trends in recruiting talented information security specialists without a larger education and retention pipeline.

Personnel

The individual military services have the responsibility to organize, train, and equip forces for operational use by the unified-combatant commands.25 This distribution of responsibility is intended to centralize the personnel training and retention pipeline in the services while seating operational control with the unified-combatant commanders.26 How each of the services defines their missions, however, can have a sizable impact on the type of roles they organize for and capabilities they seek to develop. While there are common challenges—assuring the integrity of information systems and conducting defensive cyber operations—the offensive missions and concept of operations each service organizes around is different. Integrating officers, warrant officers, and enlisted personnel trained in each of these respective cultures can pose a challenge to the unified-combatant commands, and to the dedicated U.S. Cyber Command (CYBERCOM), currently part of U.S. Strategic Command (STRATCOM), which is responsible for much of the MCO mission set.27

Another challenge is integrating existing occupational specialties across different service branches. For example, in 2014 the Army created a dedicated Cyber Branch—its first new specialized occupational area since the establishment of the Special Forces in the 1980s.28 The goal of this effort was to integrate individuals dispersed between the Signal Corps and Intelligence branches, as well as to centralize the training and certification pipeline for cyber operations.29 Previously, the Army had split its specialties between network defense and network offense; defensive enlisted personnel were classed as Signal Corps personnel under 25D (Cyber Network Defender), while Military Intelligence housed 35Q, the cryptologic network warfare specialty.30 The demand for trained personnel remains high, as the service components supporting CYBERCOM’s Cyber Mission Forces remain undermanned. But the relevant pipelines are coming online slowly; the Army Cyber School in Fort Gordon Georgia graduated its first class of officers only in August 2015.31

There is a personnel shortfall in existing units, and it will be difficult to train individuals to a high degree and then retain them against highly competitive private sector salaries. However, two mitigating factors exist. First, not all roles are created equal—many defensive and offensive personnel act in a supporting capacity, especially in managing the configuration and security maintenance of networked systems. The level of training and specialization required for these roles defending the DoDIN is different and potentially lower than for the operators developing and deploying capabilities organically within maneuver units on the battlefield or in offensive roles within the Cyber Mission Forces. The variety of skill sets and training requirements will benefit from increased standardization and clarity across the length and breadth of the Defense Department.32 Second, and perhaps equally important, even where trained personnel return to the private sector, the skills and experience they bring with them could help firms enhance their security and potentially avoid some of the challenges facing the public sector. This cross-over effect could be further enhanced with more expansive use of the reserve and National Guard components as a means to retain the ability to mobilize this talent in the event of a national security need.33

Spectrum of Use

As briefly discussed above, MCOs pervade all three levels of war (strategic, operational, and tactical; see table 16.1).34 At the strategic level, the motivating question is how to deploy military forces to defend the homeland and support broad national objectives. The operational level examines how military force is able to achieve the goals of a particular military campaign. Finally, the tactical level focuses on the conduct of individual battles within a campaign. In practice, the difference comes down to a question of scale and what type of forces are involved at any given point. In terms of MCOs, each level of war presents a different set of relevant targets and trade-offs, and requires varying degrees of expertise. Each level also presents distinct challenges to operational planners, personnel engaged at the point of attack, and national policymakers.

Table 16.1   Military Cyber Operations—Levels of War




	Level of War

	Area of Focus

	Example Targets




	Strategic

	Create effects that advance national priorities

	Civilian infrastructure with national security implications as well as military hardware, creating both digital and physical destructive effects




	Operational

	Supports ongoing operations of a particular campaign or theater of conflict

	Adversary’s integrated air defense systems, logistics train, or supporting intelligence collection and analysis chain




	Tactical

	Focuses on individual engagements across the battlefield

	Weapons platforms, systems embedded in vehicles, and command-and-control assets like communication systems






Strategic

Most of the conversations about MCOs tend to focus on the strategic level, where the national assets and capabilities of the military and associated intelligence organizations are at the fore. The primary purpose at this level is to create effects that advance national priorities, above the objectives of a particular battlefield or campaign. Targets at the strategic level may include civilian infrastructure with national security implications as well as military hardware, creating both digital and physical destructive effects. Power production and transmission facilities as well as high-value telecommunications nodes could both be deemed legitimate targets. The scope of potential targets is global, and the larger political context where defensive and offensive cyber operations (DCO and OCO, respectively) take place could impact all countries, either directly or by implication. An important consideration is the role of precedent, where the use of novel techniques, especially in offense, can establish a new baseline for permissible (or tolerable) behavior among allies and opponents.

At this level, capabilities and the chain of command associated with their employment in the United States are closely interlinked by virtue of physical proximity—major headquarters for CYBERCOM and the National Security Agency are just up the road from Washington, D.C. However, there are some important legal separations, based largely on the types of organization involved. The military typically distinguishes between main and supporting elements, that is, the force intended to execute an operation on the target, and another providing additional capabilities or reinforcements. Operational responsibilities can thus end up split between multiple organizations over these main and supporting forces. This can lead to resource imbalance, where the group that owns the expertise dictates the terms and focus of an operation.35 It also creates a complicated set of turf wars which have evolved from “the DoD’s communications and intelligence ‘tribes,’ each [of whom] has developed legacy capabilities and counter-capabilities largely independent of other tribes’ efforts.”36

There are legal distinctions as well. Title 10 of the U.S. Code covers all three military departments (as well as the associated services) and their overt operations, both in peacetime and war. The intelligence community by contrast, including their collection activities, and all covert action, fall under Title 50. This segmentation poses a challenge, because tools used on hostile networks for intelligence gathering can also be employed as a platform to support or even conduct offensive operations. Similarly, espionage activities may also be used to support ongoing defensive and offensive operations, including providing information to attribute the source of compromise or target a response.

At one point, cyber operations may have been considered the domain of the intelligence community, where Title 50 requires a presidential finding prior to the initiation of a covert action.37 The 2011 National Defense Authorization Act (NDAA), however, included a provision (Section 954) which granted the Defense Department authority to conduct offensive operations, “to defend our Nation, Allies and interests” upon the direction of the president.38 Several scholars have interpreted this change as providing authorization for offensive activities by the Defense Department without the explicit acknowledgment of U.S. involvement—a definition verging close to that of covert action. The scope of authorization for these operations may have shifted as well, allowing broader execution orders (EXORDs) that encompass a range of potential responses and obviate the need to obtain a presidential authorization for every particular operation.39

Operational

At the operational level, military forces may focus on an adversary’s integrated air defense systems, logistics networks, or intelligence collection and analysis chain.40 In practice, much of the deployment of capabilities happens at higher echelons that are not in the direct area of the campaign. Relevant parties are able to communicate easily, and friendly systems can be properly secured and supported. This stands in contrast to activities at the tactical level, where operators are often forward deployed and require more mobile capability and flexible deployment options.

The importance of joint operations becomes clear at the operational level. For example, in the case of air defenses, offensive cyber capabilities may be deployed to temporarily disrupt an adversary’s systems in order to allow friendly sorties in the area in support of ground forces, humanitarian supply drops, or even for longer-range cruise missile strikes. Conversely, a cyber capability can be used to temporarily disrupt an adversary’s air defenses so more conventional airstrikes can be conducted on the relevant facilities without concern of retaliatory fire. In 2007, Israeli fighter aircraft struck a half-built nuclear facility in the Syrian desert. The seven planes, a mix of modified F-15 and F-16s, were decidedly unstealthy but were able to slip into and out of Syrian airspace without retaliatory fire or, apparently, detection. The attack, part of Operation Orchard, was likely made possible by Israeli success disabling Syrian air defense networks with a piece of malicious software to blind the systems or display false targets.41

These same tools can help provide information to friendly forces like using Wi-Fi networks in an urban environment to search for the connected devices of insurgents communicating over computers or mobile phones. In 2016, Secretary of Defense Ash Carter testified before Congress that CYBERCOM was planning to launch sustained operations against ISIS’ computer networks and mobile phones.42 Software tools, developed by CYBERCOM, could be used to disable devices and disrupt their operations or to spy on their users and provide their location for air strikes or capture.43

A key policy consideration in structuring the acquisition and use of cyber capabilities is the extent of cooperation with allied forces who may possess different organizational structures and technical or policy capacity. As has been reported, the U.S. military does not habitually share offensive capabilities with military allies.44 In some cases, however, sharing agreements could entail a limited exchange of threat detection or intelligence information.45 On average, offensive cyber interoperability with allies is unlikely to be a high priority, due to obvious concerns over information sensitivity and the high stakes that are involved while defensive missions will likely take precedence. Alliance cooperation can also take place within the larger joint operations framework. For example, U.S. cyber operators may unilaterally deploy a specific capability while allies either separately deploy their own or use conventional forces in a supporting role.

Tactical

At the tactical level, military forces are focusing on smaller units and must consider immediate environmental variables, like the organization of a city’s physical layout and its associated electrical grid or civilian wireless networks. Vulnerabilities exist in potentially new targets like weapon systems and the larger Internet of Things, like vehicles,46 as well as in traditional assets like communications systems.47 On the battlefield, malicious software deployed by a combat unit could be used to target opponent radio networks, disabling receivers or deleting the codes used to encrypt transmissions.

The degree of mobility involved at the tactical level, combined with the smaller target area, presents several different challenges. First, since operators are working in an active combat zone, they are vulnerable to counter fire. Second, there are likely to be more substantial time constraints in combat, with military forces attempting to deliver capabilities in real time during an ongoing engagement. Combined with moving targets and varying distances, this may shrink the window in which a particular vulnerability is effective. Finally, the particular nature of the environment may also make tailoring and testing cyber capabilities more difficult.

On the other hand, tactical cyber mission may have a few important advantages over those at the operational or strategic level. Adversaries may not be attuned to their poor security and hardware vulnerabilities for common devices like radios or command-and-control equipment. Consequently, opponents may mistakenly believe that the tactical level is comparatively less vulnerable than the operational or strategic environment. At the tactical level, close proximity to the target also opens up the opportunity for not just network but also spectrum attacks. Traditionally, cyber capabilities are thought of as network-centric only, accessing an adversary’s system and causing an effect through networked information systems. However, at the tactical level, operators can exploit the electromagnetic spectrum as a means to access, disrupt, or degrade a target’s systems like radios or power generation equipment.48 Friendly forces can even use the electronic spectrum as a delivery mechanism for a cyber capability.49 Finally, close proximity to the battlefield enables forces to more reliably gauge the effectiveness of a capability on a target.

Setting the Rules

MCO is a relatively new strategic arena, and therefore the rules and norms that exist are less developed than in other military and technological contexts, and are subject to greater debate between domestic and international actors. However, as more and more countries formally set up unified cyber commands there will be opportunities to promote domestic norms, at least at the operational and tactical levels. This final section addresses several norms that may potentially govern the strategic, operational, and tactical use of offensive cyber capabilities. The problem of MCO’s “newness” is made even more difficult by the lack of large-scale use of cyber capabilities in conflict—at least to date. This is certainly a positive historical development, but one that exacerbates the lack of precedent, since militaries are reluctant to either promote or contest any particular rule or norm absent an understanding of its operational impact. A separate but related issue is the enforcement question: if international rules and norms are adopted, how can countries ensure that signatories are properly following the agreements? Nevertheless, there are a few areas where ideas have begun to converge.

The UN Group of Governmental Experts

The United Nations Group of Governmental Experts on Information Security (GGE) agreed in July 2015 to a consensus document laying out recommendations for state activity in cyberspace.50 The 2015 document reiterates the importance of confidence building measures but went farther than previous drafts by outlining guidelines for MCOs and critical infrastructure protection.51 It stated specifically that countries should respond to requests for support and refrain from engaging in activity that intentionally damages or impairs critical infrastructure or computer emergency response teams (CERTs). The report goes even further toward applying international legal principles (such as necessity and proportionality) to cyber activity. A slightly expanded successor group has been formed to run through 2016–2017.

The U.S. Department of Defense (DoD) Law of War Manual

The DoD’s Law of War Manual reinforces previous claims that existing laws of war are generally applicable to cyber operations, but leaves open the possibility of changes in the future, by redefining the types of tools classified as weapons for example.52 On the issue of a cyber “act of war,” the manual argues that cyber incidents are not necessarily armed attacks for the purposes of triggering a country’s right to self-defense. Cyber incidents are also “not necessarily ‘attacks’ for the purposes of applying rules on the conduct of operations during hostilities.”53 As well, the manual does not create an obligation for neutral parties to refrain from relaying an actor’s information or data through their own cybersecurity infrastructure. Through these and related claims, the manual largely codifies existing U.S. positions and, importantly, does not create a definition for the use of force.

The Tallinn Manual, Tallinn 2.0, and The Laws of Armed Conflict

The Tallinn Manual on the International Law Applicable to Cyber Warfare54 is the product of a three-year NATO Cooperative Cyber Defense Center of Excellence effort to offer a summary of international law as it applies to ongoing cyber conflict. This manual outlines ninety-five rules that govern international cyber conflict, addressing issues such as sovereignty, state responsibility, the conditions for the onset of war, international humanitarian law, and the law of neutrality. Importantly, the Tallinn Manual focuses on incidents that occur as the use of force and therefore does not directly address issues of cyber crime or espionage. The Tallinn Manual’s key point is that cyber conflict or “cyber warfare” is governed by existing international law, the same international rules that concern other forms of conflict including relevant portions of the UN charter, The Hague Convention of 1899, and the Geneva Convention of 1949.55 Launched in June 2016, Tallinn 2.0 acts as a set of legal definitions and framework to deal with issues below the level of ongoing conflict. This document covers incidents without destructive effect, issues of attribution, and the assignment of responsibility for proxies (groups acting on behalf of countries).56

CONCLUSION

Military Cyber Operations cover the acquisition and use of cyber capabilities at the strategic, operational, and tactical levels of conflict. MCO is properly understood as part of a combined arms approach to warfighting codified in the military doctrines of several countries, including the United States. This casts doubt on the notion of cybersecurity as a single domain issue and militates against the likelihood of a domain-specific “cyber war.” While offensive issues dominate doctrinal and legal discussions, defensive missions have proven to be more frequent and resource-intensive challenges for the military and related organizations. There is also an unresolved set of procurement, personnel, and strategic questions that impact the day-to-day activities of CYBERCOM and the military service—a fact which may undermine U.S. operational effectiveness over time. While the norms of behavior governing MCO are still far from settled, there is at least some consensus over the application of existing international law, rules like proportionality and restraint, especially in reference to civilian targets. The pace of technological change is rapid, but the selection of organizational, planning, and oversight challenges discussed in the following chapters remain persistent. How policy adapts to fit and fulfill the needs of soldiers employing these capabilities on and off the battlefield will help shape the future of the force and impact national security decision-making for decades to come.


CHAPTER HIGHLIGHTS

Military Cyber Operations. Instead of “cyber war,” MCO focuses on cyber conflict, or “cyber-enabled warfare,” in which cyber capabilities are deployed in conjunction with conventional forces as well as independently.

Commercial Software Vulnerabilities. Hidden vulnerabilities in commercial off-the-shelf (COTS) software retain value for future military use, but also risk discovery by malicious parties. This impacts military and government agencies using COTS solutions as those same unpatched vulnerabilities leave .mil and .gov networks open to attack.

Behavior Shapes Precedent. An important consideration is the role of precedent, where the use of novel techniques, especially in offense, can establish a new baseline for permissible (or tolerable) behavior among allies and opponents.

Cyber Interoperability. On average, cyber interoperability with allies will be a challenge for offensive and secretive reconnaissance activities but are ongoing for defensive operations. Alliance cooperation can still take place within the larger joint operations framework.

Understanding and Enforcing Norms. Militaries are reluctant to either promote or contest any particular rule or norm absent an understanding of its operational impact. If international rules and norms are adopted, how can countries ensure that signatories are properly following the agreements?
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Chapter 17

Government Acquisition and Use of Zero-Day Software Vulnerabilities

Mailyn Fidler

The American public started worrying about “zero-day” vulnerabilities—unpatched flaws in software that remain unknown to software vendors and leave users at risk—in April 2014, when computer security experts discovered the dramatically named “Heartbleed” vulnerability. “Heartbleed” was a flaw in software encrypting information transmitted over the internet.1 The bug existed in OpenSSL, an open source cryptographic library used by up to two-thirds of websites to encrypt internet traffic.2 Heartbleed exposed large swaths of data to interception and exploitation. Initially, news stories speculated the U.S. government knew about Heartbleed, and purposely avoided disclosing the vulnerability so it could kept secret for intelligence gathering or other government activities, leaving internet users at risk.3

Although speculation about the U.S. government’s role in the Heartbleed incident seems to have been unfounded, concerns about the U.S. government’s role in discovering, purchasing, and using such software vulnerabilities are real. Edward Snowden’s disclosures indicated the National Security Agency (NSA) uses and purchases zero-days, and the FBI has since revealed its own use and purchase of zero-days.4 The Heartbleed controversy and Snowden’s disclosures about the NSA spurred the U.S. government to detail its oversight process for its use of vulnerabilities.5 These revelations and the U.S. government’s responses have raised further questions about U.S. policy on zero-days. What other agencies—federal or state—use software vulnerabilities, including zero-days? Is oversight of agency discovery, use, purchasing, and disclosure of vulnerabilities adequate? Should the U.S. government take action to stem international availability of zero-days to bad actors, such as repressive regimes? This chapter explores the mechanics of U.S. government purchase and use of software vulnerabilities, discusses current government oversight mechanisms and how they might be improved, and looks at debates about controlling zero-days internationally.

What’s the Problem?

Conflicts Between National Security and Citizen Cybersecurity

The U.S. government’s participation in this market raises concerns because keeping zero-days secret to preserve military, intelligence, or law enforcement capabilities may present conflicts between national security and citizen cybersecurity. According to post-Heartbleed statements by U.S. officials, if the government discovers a zero-day, it has a “bias” toward disclosure.6 Exceptions to this policy exist, providing opportunities for the government to keep vulnerabilities without notifying software vendors. Keeping vulnerabilities secret means other governments or cyber criminals may independently discover or purchase the vulnerability and use it to the detriment of U.S. cybersecurity.7 Furthermore, U.S. nondisclosure of zero-days leaves global users at risk, because undisclosed vulnerabilities affect anyone using widely disseminated software. The use of zero-days is also tied up with larger debates about civil liberties: what tools are appropriate for the government to possess and use in pursuit of security aims?

International Security Ramifications

U.S. government acquisition and use of zero-day vulnerabilities has contributed to the growth of a market that also allows less cyber-capable nations and nonstate actors unfriendly to U.S. interests to improve their cyber capabilities.8 The global nature of this market means that other governments, as well as nonstate actors and criminals, can gain cyber capabilities that could be used against U.S. interests or to violate human rights and civil liberties within their borders.9 Before these vulnerabilities were available on the market, the ability to discover zero-days in-house was largely a boutique capability, the privilege of a few competent governments or those who could hire skilled hackers.10 Nonstate actor access to zero-days is also a national security concern, keeping Eric Rosenbach, Deputy Assistant Secretary of Defense for Cyber Policy, “awake at night.”11 U.S. involvement in purchasing vulnerabilities may also build the vulnerabilities market.12

Concerns that zero-days can contribute to human rights abuses have also emerged. For instance, in April 2014, computer security researchers revealed that a vulnerability in Adobe Flash had been used to target Syrians who visited a government “complaints” website since September 2013.13 This effort appears to have been professionally planned and executed.14 This situation demonstrates that concerns about connections between human rights abuses and zero-days are real. European Union politician Marietje Schaake has advocated regulating trade in such cyber technologies that could be used to abuse human rights.15

The Basics of Vulnerabilities, Exploits, and Zero-Days

What are Vulnerabilities and Exploits?

Software is largely written by people, and people rarely write perfectly secure code. As a result, mistakes are often present in software. A software vulnerability is a flaw in a software program that exposes the program or computer to external manipulation.16 Some flaws are simple mistakes, such as typos or poor and incomplete designs. Other vulnerabilities come from failing to foresee interactions among components of a larger system of software. Still others are failures to protect programs from creative misuse or abuse. The presence of vulnerabilities usually does not affect the normal operation of a software program, but instead provides a narrow window through which the program can be exploited.

A new piece of software written to take advantage of vulnerabilities in software is called an exploit. Exploits take advantage of vulnerabilities to manipulate the target system. One common use of exploits is to grant an outsider access and administrative privileges to the target system. For instance, an exploit may be a very short section of code that would allow an outsider access to a program he or she shouldn’t have, perhaps to a common browser such as Internet Explorer. Once an outsider has access to a system, they can execute other code—for instance, installing a keystroke logger—to accomplish their aims.

Zero-Day Vulnerabilities and N-Day Vulnerabilities

A zero-day vulnerability is a certain kind of software vulnerability—a previously unknown flaw in a computer program. What differentiates a zero-day from other computer vulnerabilities, and what makes it valuable, is that it is unknown to the software’s developers and users. Whomever has knowledge of a zero-day can exploit it from the “zero-th” day of its discovery, until the software vendor or users learn of it and fix it by issuing a patch. The secrecy of zero-days makes them valuable, which adds to the opacity of the market for zero-days and makes them difficult to regulate. Zero-day vulnerabilities are a natural by-product of the coding process and have been found in many programs, including Microsoft, Internet Explorer, Adobe, and Apple products.17 Zero-day vulnerabilities also appear in software running critical infrastructure, such as power plants. For instance, the Stuxnet program allegedly used by the United States to damage Iranian uranium-enrichment centrifuges used four zero-day vulnerabilities.18

A zero-day vulnerability is simply information, making it different from other cyber tools: a zero-day encapsulates the knowledge that X could happen if you do Y. As ReVuln, a zero-day seller, argues, “we don’t sell weapons, we sell information.”19 Other companies sell exploits, new software code, written to take advantage of zero-day vulnerabilities—a zero-day exploit. Although turning a vulnerability into an exploit can be relatively easy, motivations for finding and exploiting them often differ. For instance, cybersecurity researchers have less motivation to turn vulnerabilities into reliable exploits than someone selling or buying zero-days. If someone is only attempting to demonstrate that a vulnerability exists, the ‘proof-of-concept’ exploit necessary to do so can be extremely limited. This distinction between tools and motivations is important to make when analyzing regulatory options for the zero-day vulnerability trade, to ensure regulations target the right actors and actions.20

Once a zero-day is revealed to the public or its maker, it can be called an “N-day,” in reference to it being known and exploitable for “N” number of days before getting fixed, or before most people adopt an available fix. N-days are generally less valuable than zero-days, because some systems may be updated or fixed to prevent the N-day from being used, but they can still be beneficial, especially if a user or system does not update their software frequently or if a solution to the flaw is difficult to create.

The Stuxnet Example: Zero-Day Vulnerabilities and Exploits Working in Tandem

Vulnerabilities and exploits are inextricably linked. Stuxnet, software allegedly built by the U.S. and Israel, took advantage of four zero-day vulnerabilities to spread itself across computer networks, searching for equipment associated with the Iranian nuclear enrichment processes.21 One of the vulnerabilities used in Stuxnet involved a part of the Windows operating system that handles printing. A Stuxnet exploit took advantage of this flaw to spread the malware across the Iranian network by sending these specially formatted printing requests to noninfected machines, which would then infect a new machine with Stuxnet instead of printing something. 22 Both the underlying vulnerability and new code written to take advantage of that vulnerability (the exploit) were necessary to propagate Stuxnet across its targets. The use of zero-days in Stuxnet demonstrates their high value to the U.S. government for offensive cyber operations.

The Market for Zero-Day Vulnerabilities

The NSA likely possesses in-house capabilities for discovering new zero-day vulnerabilities. However, the NSA also purchases zero-day vulnerabilities.23 It is useful to think of zero-day vulnerabilities as being purchased on three different kinds of markets. This “three-market” approach is not the only way of conceptualizing zero-day markets, but it provides a useful simple heuristic for thinking about the market. Other chapters in this volume introduce alternative ways of thinking about the market, including a binary offensive and defensive distinction between actors and their purchasing mechanisms.24

The “white market” encompasses sales of vulnerabilities between zero-day vulnerability hunters and software vendors or third-party clearinghouses.25 Many software companies also offer their own bug bounties, including Facebook, Google, and Microsoft. 26An example of a new third-party clearinghouse is HackerOne, which operates as a middleman between software companies and flaw-finders, orchestrating paid deals.27

The “black market” describes interactions where at least one party has criminal intent, and sales are often conducted freely online or on restricted-access marketplaces.28 Sellers include freelance hackers and organizations.29 Black-market buyers include individual criminals and criminal organizations.30 Some governments may turn to the black market if legitimate sellers refuse them. Interviews with black-market participants reveal that prices are generally elevated on the black market.31

The “gray market” refers to legal trade between vulnerability sellers and government agencies or other noncriminal clients. This set of transactions is designated “gray” because of the controversial but legal aspects of this trade. Potential buyers of gray-market zero-days include private sector clients, brokers reselling vulnerabilities, and governments.32 Private sector clients typically include high-end penetration testing firms, but this customer base is considered much smaller than the government base.33

NSS Labs concluded that “half a dozen boutique [gray-market] exploit providers have the capacity to offer more than 100 exploits per year, resulting in 85 privately known exploits being available on any given day,” at minimum.34 Based on this author’s estimates, total U.S. revenues of publically identifiable zero-day gray-market sellers would be about $10 million.35 The Grugq, a well-known zero-day seller, responded to this author’s estimates. He sized the market at less than $5 million but calls this author’s individual revenue figures for the companies “probably about right.”36 A considerable gap exists between known government purchasing figures and the revenues of identifiable companies, a gap likely attributable to the secret nature of many companies and the opaque role of government contractors as sellers. Although the gray market is the focus of this chapter because it involves government purchasing, it is not necessarily the largest. It is hard to directly compare the size and volume of the three zero-day markets as presented here using publically available data.

Which Government Agencies Use and Purchase Zero-Day Vulnerabilities?

Governments can use zero-days for law enforcement investigations, improving cyber defenses, conducting cyber espionage, and conducting offensive military cyber operations. Internationally, government purchasers of zero-days include at least the following countries: the United States, Israel, Britain, Russia, India, Brazil, Malaysia, Singapore, North Korea, Iran and possibly Canada.37

In the United States, the NSA devoted $25.1 million to “covert purchases of software vulnerabilities” from private vendors during the fiscal year 2013, corresponding to an estimate of 100 to 625 vulnerabilities annually.38 The NSA also likely conducts in-house research and discovery of zero-days. The NSA is tasked with foreign and covert intelligence collection, often from sophisticated targets, and sometimes relies on vulnerabilities and exploits that are comparatively advanced.39

The FBI uses zero-day vulnerabilities, and recent events indicated the FBI has purchased at least one vulnerability—the agency spent up to $1.3 million to acquire a reputed zero-day to access the phone associated with the San Bernadino attacks.40 Beyond this single purchase, the FBI likely lacks sufficient in-house capabilities and probably purchases other vulnerabilities, too.41 The FBI’s budget request for the fiscal year 2017 requests an additional $38.1 million (adding to an existing $31 million) to counter encryption technologies, and experts speculate that some of this budget will be used to purchase zero-day vulnerabilities and exploits.42 The FBI also included a request for an increase of $85.1 million (over a $541.4 million budget) for offensive and defensive cybersecurity measures.43 Reuters reported that the Department of Defense (DoD) and other intelligence agencies participate in the gray market but provided no specifics.44 The Central Intelligence Agency (CIA) is another possible purchaser based on zero-day usefulness to intelligence and the recent creation of a CIA digital directorate.45 Government contractors such as Northrop Grumman, Lockheed Martin, Harris Corporation, and Raytheon are likely buyers, resellers, and discoverers.46

U.S. Zero-Day Policy Debates

Pre-2014 Policy

Little information exists about U.S. government policy toward zero-days pre-2014. Recent documents obtained through Freedom of Information Act (FOIA) requests reveal a 2008 task force discussed the topic and indicate the establishment of a review process in 2010, but the robustness of this process, and the degree to which it was implemented, remain uncertain.47 For instance, Richard Clarke, who advised President Bush on cybersecurity, indicated there was little actual implementation as of 2013: “[t]here is supposed to be some mechanism for deciding how they use the [vulnerability] information, for offense or defense. But there isn’t.”48

The first high-profile recommendations for reform of government use of zero-days came in December 2013, from the presidential panel tasked with proposing reforms in light of the Snowden revelations, the President’s Review Group on Intelligence and Communications Technologies. The panel had access to classified information, and their recommendations suggest that, before 2014, the government probably maintained a default policy of not disclosing discovered or purchased vulnerabilities, stockpiling them instead. 49 These decisions, by default, prioritized national security and intelligence needs over broader cybersecurity. The panel recommended instating an interagency process managed by the National Security Council to review zero-day vulnerability use.50 The panel suggested instituting a default policy of disclosing or patching zero-day vulnerabilities, rather than stockpiling them.51 In rare instances, brief authorization could be granted for high priority intelligence use of zero-days following an interagency review process.52 In his March 2014 confirmation hearings for the position of Director of the NSA and Commander of the U.S. Cyber Command, Vice Admiral Michael Rogers echoed the review group’s language, indicating work was potentially underway to increase disclosure and establish an interagency review process.53

After Heartbleed, Senior Officials Detail U.S. Government Policy

After the Heartbleed controversy, senior Obama administration officials provided more details on U.S. government policy toward vulnerability disclosure. In April 2014, officials indicated that the zero-day review process is “biased toward responsibly disclosing such vulnerabilities.”54 This statement contains ambiguities—what percentage of vulnerabilities does this “bias” indicate? In what circumstances does the government decide not to disclose? The officials further indicated that, “when the National Security Agency discovers major flaws in Internet security” the NSA “should—in most circumstances—reveal them . . . rather than keep them mum so that the flaws can be used.”55 The officials noted President Obama created “a broad exception for ‘a clear national security or law enforcement need,’” a loophole which Sanger indicates will “likely allow the NSA to continue to exploit security flaws both to crack encryption on the Internet and to design cyberweapons.”56

The White House also released a blog post, authored by Michael Daniel, special assistant to the president and cybersecurity coordinator.57 Daniel asserted the Obama administration “re-invigorated our efforts to implement existing policy with respect to disclosing vulnerabilities.”58 Is Daniel suggesting that, previously, existing policy was not implemented with sufficient vigor? Daniel also listed several questions the administration uses when deciding to disclose or stockpile a vulnerability. These considerations included:

•how much risk the vulnerability imposes if unpatched,

•how critical the system in which the vulnerability resides is to internet infrastructure,

•and how likely it is that another party would discover the vulnerability.59

The Vulnerability Equities Process—Information as of January 2016

After the Heartbleed controversy, the Electronic Frontier Foundation (EFF) filed a FOIA request for documents relating to the procedures Daniel mentioned. The second redacted version of the resulting document, released in January 2016, demonstrates the existence of an interagency “vulnerabilities equities process” finalized in 2010 but little else. The full list of agencies participating in the discussions is withheld, although the document indicates that both intelligence and law enforcement agencies participate. The criteria used to decide whether vulnerabilities should be disclosed or stockpiled are also redacted. One of the blacked-out sections contains the process for dealing with vulnerabilities in cryptographic software, a particularly valuable form of vulnerabilities, especially in light of the “Going Dark” debate.60 The review process does not apply retroactively, potentially leaving previously stockpiled vulnerabilities exempt.

In October 2015, the NSA claimed that 91 percent of vulnerabilities sent through this review process have been disclosed, but this statement carries important qualifications.61 The statement only applies to the NSA, to vulnerabilities in products made or used in the United States, and only to vulnerabilities not somehow otherwise exempted from the review process.

U.S. Policy Next Steps

Improved Transparency

Although dating from 2010, the vulnerability equities process has generally “not been implemented to the full degree that it should have been.”62 Few opportunities exist for outside experts or the public to assess (1) the robustness of current policy and (2) the degree to which it has been implemented. Gaining further knowledge about the zero-day review process is a first step toward these aims, and the EFF is currently challenging remaining redactions to the vulnerabilities equities process document. Transparency is an important underlying condition in the public’s ability to ascertain whether the government’s weighing of citizen security and national security is acceptable. Even regular disclosure of aggregate statistics relating to vulnerabilities discovered or purchased and disclosed would be a welcome addition to the public debate.

Questions about the Extent of Oversight

Several aspects of U.S. government policy, as publicly known, deserve improvement. Questions remain about the sufficiency of oversight guidelines. Officials describing current policy indicate the government should, “in most circumstances,” disclose a major flaw in “Internet security.”63 This statement raises two questions. Are vulnerabilities in non-internet software programs, such as the Microsoft programs targeted by Stuxnet, covered by this policy? Questions also exist about whether oversight extends to purchased vulnerabilities as well as vulnerabilities discovered in-house. This possibility is discussed in its own section below. In addition, the process for resolving competing opinions between government agencies about whether to disclose a vulnerability or how to use vulnerabilities deserves further clarification.

Clarity on Vulnerability Disclosure Policies

The criteria used to assess when the U.S. government is allowed to keep vulnerabilities secret should be released in greater detail for public scrutiny. Specifically, experts disagree as to whether the review group’s recommendations have been implemented. Jack Goldsmith, a Harvard Law professor and former government official, argues that the exceptions indicated by the government, “taken together, appear to be quite a lot broader than Recommendation 30 [of the review group].” 64 Specifically, current policy does not seem to presume disclosure by default except in instances of severe national security needs (it notes, for instance, law enforcement needs).65 Peter Swire, a member of the review group, discounts these criticisms, perceiving instead that Recommendation 30 was generally adopted.66 Summing up the confusion, Microsoft’s Scott Charney summarizes U.S. government practice as a policy of “we’ll share [zero-days] unless we don’t.”67 This ambiguity contributes to uncertainty over the adequacy and potential harms of the equities process as currently structured.

Clarity on Oversight of Purchased Vulnerabilities

Existing U.S. government policy may not address government purchase of vulnerabilities, a problematic and inseparable aspect of the zero-day problem. When “the National Security Agency discovers” a vulnerability, its bias should be toward disclosure (emphasis added).68 Does the disclosure bias extend to purchased vulnerabilities? If not, this gap represents a significant loophole. If current disclosure policy only extends to vulnerabilities discovered in-house by government agencies, the U.S. government’s participation in the gray market remains without evident oversight.

However, some argue that government purchasing of vulnerabilities is actually advantageous to cybersecurity, and, as such, should not be regulated—given appropriate oversight, government purchase of vulnerabilities could get vulnerabilities off the market and (mostly) patched.69 Alternatively, purchased vulnerabilities could be more valuable, dangerous, or discoverable by third parties, making lack of oversight even more dangerous to ordinary computer users.70

In addition to ensuring that oversight practices extend to purchased zero-days, the government could also boost transparency of gray-market zero-day prices, improving the balance between white and gray-market incentives. 71 Currently, U.S. government agencies seem to make zero-day purchases without coordination, potentially bidding prices up.72 To address this issue, government agencies could participate in a shared registry of prices. The resulting transparency would hopefully lower prices, benefiting agency budgets and equalizing incentives between white and gray markets.73

Special Considerations for Law Enforcement Use

The presidential review group suggested the government should only keep zero-days secret for “rare instances” of “high priority intelligence collection.”74 With the FBI’s recent admission of its use and purchase of zero-days, questions remain about the appropriateness of zero-day use in law enforcement contexts:

•What systems of oversight exist for law enforcement use of zero-days?

•Does the FBI participate in the interagency vulnerability equities review process?

•What internal controls does the FBI put in place?

•Is the FBI a significant gray-market purchaser?

•Should law enforcement use be subject to the same review process as intelligence vulnerabilities, or should it be subjected to even higher scrutiny?

•What other law enforcement agencies use zero-days?

•Should law enforcement use zero-days at all—indeed, should law enforcement agencies possess hacking powers?

These questions deserve clear policy answers. These questions could also apply to other federal agencies bridging the law enforcement/intelligence divide, such as the Drug Enforcement Agency, which already uses other surveillance software systems, including stingray cellphone tracking devices.75 Last, given the presidential review group’s endorsement of use of vulnerabilities in limited national security instances, law enforcement purchase and use of vulnerabilities may introduce competition between agencies for vulnerability access with a range of effects, including potentially further driving up gray-market prices.

Federal law enforcement use of vulnerabilities may also establish a precedent for vulnerability use by state and local authorities. Historically, what the FBI uses, local sheriffs often end up using. The trickle-down of stingray cellphone interception tools to local and state police exemplifies this phenomenon and has raised concerns about “street-level” surveillance, especially of minority communities.76 Although this question may seem far-fetched at present, the eventual possibility that state (and less likely, local) law enforcement agencies might use zero-days is worth considering. Particularly as law enforcement agencies request hacking powers to counter increased use of encryption, nonfederal law enforcement agencies may feel drawn to these tools. Should these agencies be permitted to use zero-days, or software supporting zero days? How can effective oversight of zero-day use be designed for such agencies, when state and local agencies are varied and decentralized? Should the federal government design codes of conduct for state and local use or regulate their access to zero-days?

International Zero-Day Policy Debates

The zero-day market and its downsides are global, which has resulted in debate about whether, and how, cross-border trade in zero-days should be controlled to prevent bad state or nonstate actors from accessing them. Concerns exist that these actors would use zero-days to violate human rights or threaten U.S. interests. Although no international agreement currently mandates controls on the trade in zero-days, zero-days are often discussed in conjunction with an international agreement controlling the export of dual-use technologies, the Wassenaar Arrangement. In December 2013, the Wassenaar Arrangement, an agreement among forty-one states establishing nonbinding regulations on export of certain dual-use technologies, was revised to include new controls on “intrusion software,” systems of software that could be used for large-scale monitoring and surveillance.77 The Wassenaar Arrangement definition of intrusion software did not explicitly include zero-day vulnerabilities, but the language was dense and caused confusion about the scope of the controls.78

States participating in the Wassenaar Arrangement promise to transpose the arrangement’s controls into national law. The United States issued its draft implementation of the 2013 intrusion software controls in the summer of 2015, after many other states had already implemented the controls. The initial U.S. proposal deviated from the Wassenaar text. Its introduction defined intrusion software explicitly to include some zero-days, and the text of the proposed rule indicated a policy of presumptive denial for products having or supporting zero-day capabilities.79 Civil society and industry quickly voiced concerns that such controls would thwart important computer security research, especially across borders.80 A coalition of software companies and allies formed in response to the U.S. draft rule, arguing that the main Wassenaar intrusion software controls also needed to be renegotiated.81 Experts have offered many suggestions for how the U.S. language could be rewritten to avoid unintended effects on legitimate computer security research.82 Faced with this opposition, the U.S. government indicated in early 2016 that it would seek to renegotiate the relevant language in the Wassenaar Arrangement. Specifically, the U.S. government indicated it would seek to remove language controlling “technology” supporting intrusion software—many argue “technology” is defined too broadly in export control regulations—but maintain controls on the software itself.83 The relevant negotiations will take place in December 2016.84

Regardless of what happens with the Wassenaar Arrangement, U.S. zero-day policy still has international implications. U.S. stockpiling, purchasing, and opaque oversight of zero-day use will encourage other countries to continue to follow suit, worsening existing security concerns about access and use of zero-days by state and nonstate actors. What role do international security concerns play in decisions to disclose or stockpile vulnerabilities during the U.S. vulnerability equities process? Although these vulnerability markets will exist with or without U.S. government participation, American resources and behavior can have a substantial impact on their size and potential for wider harm. If the U.S. is seriously concerned about the international security ramifications of the zero-day trade, it is possible that collective international action to control zero-days, while difficult, may eventually be necessary.85

CONCLUSION

U.S. intelligence and law enforcement agencies discover, use, and purchase zero-days to conduct investigations, improve cyber defense, gather intelligence, and carry out offensive cyber operations. These practices place national security and law enforcement aims above citizen and business cybersecurity and encourage other countries to join a vulnerability race-to-the-bottom. Concerns about the current oversight regime’s robustness and transparency exist, particularly about whether such policies extend to all government agencies, all types of vulnerabilities, and to purchased vulnerabilities. Questions also exist about the appropriateness of and extent of federal and other law enforcement use of zero-days. As countries increasingly consider restricting the cross-border exchange of software that could have negative human rights or security affects, questions and confusion about regulating zero-days have emerged. U.S. domestic practices and policies will likely influence international practices and should be made with an eye toward both the consequences at home and the echoes abroad.


CHAPTER HIGHLIGHTS

Zero-Day Vulnerabilities. A software vulnerability is a flaw in a software program that exposes the program or computer to external manipulation. A zero-day is a vulnerability, which is unknown to the software vendor at the time of use. These unpatched flaws leave users at risk. It is common practice for governments, intelligence agencies, and militaries across the globe to find and keep zero-day vulnerabilities in commonly used software a secret from the respective software vendors so they can exploit the software for espionage, intelligence gathering, or other purposes.

Exploiting Vulnerabilities. A new piece of software written to take advantage of vulnerabilities in other software is called an “exploit.” One common use of exploits is to grant an outsider access and administrative privileges to the target system.

Nondisclosure Disadvantages. Keeping vulnerabilities secret means other governments or cyber criminals may independently discover or purchase the vulnerability and use it to the detriment of U.S. cybersecurity. Furthermore, U.S. nondisclosure of zero-days leaves global users at risk, because undisclosed vulnerabilities affect anyone using globally disseminated software.

Vulnerability Markets. The global nature of the zero-day market means that other governments, as well as nonstate actors and criminals, can easily gain cyber capabilities that could be used against U.S. interests or to violate human rights and civil liberties within their borders. The “white market” encompasses vulnerability sales to help software vendors patch vulnerabilities. The “black market” describes vulnerability sales with criminal intent and the “gray market” describes legal trade between vulnerability sellers and government/noncriminal entities.

Purchasing Pros/Cons. Some argue that government purchasing of vulnerabilities is actually advantageous to cybersecurity, and, as such, should not be regulated—given appropriate oversight, government purchase of vulnerabilities could get vulnerabilities off the market and (mostly) patched. Alternatively, purchased vulnerabilities could be more valuable, dangerous, or discoverable by third parties, making lack of oversight even more dangerous to ordinary computer users.
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Chapter 18

The Joint Cyber Force

Challenges and Opportunities

Jason Rivera, Lauren Boas Hayes, Anastasia Mark, Matthew Russell, and Nathaniel Tisa1

The rise in prominence of cyber-enabled warfare has forced militaries around the world to evolve their existing infrastructure for operations in a new environment. As demonstrated by the emergence of specialized cyber operations forces in the vast majority of significant military organizations, the ability to operate in this quickly evolving space is essential to success in modern conflict.2 In 2009, recognizing the need for a central organization with authority over and responsibility for U.S. military action in cyberspace, the United States government formally created U.S. Cyber Command (CYBERCOM) under the existing Strategic Command (STRATCOM).3 CYBERCOM, is the umbrella organization over the joint cyber force and has primary responsibility to execute cyber operations in defense of the United States’ national security interests.

Developing and effectively deploying cyber operations forces will require continued effort and focused organization in order to mature the nation’s military capacity in cyberspace. The establishment of CYBERCOM has helped to address issues pertaining to the unification of mission efforts and command and control. However, there remain unaddressed offensive and defensive challenges that hinder the ability of the United States to defend against and respond to cyber-attacks. The common theme among these challenges relate to personnel training and retention, infrastructure use, lack of doctrine and legal support, and the ability to effectively carry out cyber operations. This chapter aims to provide a clear understanding of the joint cyber force, current challenges to operational effectiveness, and policy recommendations for Executive branch and Congressional leaders in an effort to reform current military practices for cyber operations.

The Nature of the Joint Cyber Force

For the purpose of this chapter, the term “joint cyber force” should be understood as a collection of units from two or more Department of Defense (DoD) military services. For USCYBERCOM, this functionally means that a four-star general is put in charge of coordinating with senior leaders from each of the armed services to conduct military cyber operations. CYBERCOM, “plans, coordinates, integrates, synchronizes and conducts activities to: direct the operations and defense of specified Department of Defense information networks and; prepare to, and when directed, conduct full-spectrum military cyberspace operations in order to enable actions in all domains, ensure U.S./Allied freedom of action in cyberspace and deny the same to our adversaries.”4 The teams in each branch still operate independently but under the direction of a service senior leader. Their efforts are meant to dovetail with those of the other branches to further the overall objectives of the joint cyber force.

Federal law limits the role active duty military personnel can play on U.S. soil. The Posse Comitatus Act states that the Army and Air Force may not be used to enforce domestic law except in instances expressly authorized by the Constitution or Act of Congress.5 Unlike traditional warfare, cyber-attacks rarely delineate neatly by geography and often times the targeted assets are held by private companies. Protection of private property falls initially to the governor of the state in which the property is physically located, which further serves to complicate jurisdiction within the cyber domain.6

The structure of CYBERCOM, currently a subunified command, is dissimilar from unified-combatant commands that are either geographic or functional in nature like the U.S. Pacific Command (PACOM) or Transportation Command (TRANSCOM). In cyberspace, where operations span across geography and different functions, areas of responsibility are less clear. The legal considerations make it such that, depending on the nature of the attack, CYBERCOM may not have clear authority to respond. In such a case, National Guard units are authorized by state governors to respond to threats to critical infrastructure.7 Under State Active Duty (SAD), National Guard units have much broader authority to conduct incident response (IR) activities and defensive cyber operations. In this context Guard units serve at the front line of cyber defense at the behest of the state governor.8

Organizational Structure of the Joint Cyber Force

Comprehending the organizational structure of the joint cyber force requires understanding how CYBERCOM exercises administrative and operational control. Administrative control can best be understood as the day-to-day exercise of authority over a fighting force covering logistics and support, including provisioning resources and equipment, managing unit readiness, and individual discipline.9 By contrast, operational control is the authority to designate military objectives, give command direction, and execute military strategy. Similar to full unified-combatant commands, CYBERCOM is led by a four-star general officer who exercises both administrative and operational control. Underneath CYBERCOM there are four service component commands, each led by a three-star general (with the exception of the Marine’s two-star commanding officer). The individual service components exercise only administrative control over forces within their purview. This means that the services each independently recruit, provide specialized occupational training, and equip cyber forces with the required materials needed to accomplish the mission but then release these units to CYBERCOM for use in defensive and offensive operations. Figure 18.1 illustrates CYBERCOM’s organizational structure.10

From the perspective of operational control, CYBERCOM executes its mission across three sets of teams: National Mission Teams (NMTs), Cyber Protection Teams (CPTs) and Combat Mission Teams (CMTs). Personnel openings are filled by the four branches and each team is assigned one of three distinct missions. National Mission Teams (NMTs) are tasked with “defending the nation’s critical infrastructure and key resources,” including identifying enemy forces, tracking them, and disrupting their activities against U.S. targets.11 Cyber Protection Teams (CPTs) perform a broader range of defensive measures, including penetration testing and hunting attackers within U.S. military networks. Combat Mission Teams (CMTs) cover offensive cyber operations to include providing “cyber support to military operational and contingency plans” that may be included in broader military campaigns.12
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Figure 18.1   Organization of United States Cyber Command. Source: Special Report: Cyber Strategy,” U.S. Department of Defense, http://www.defense.gov/News/Special-Reports/0415_Cyber-Strategy.

Offense-Defense Paradigm and Cyberspace

Military operations can generally be divided into offensive and defensive mission sets. Within the scope of cyber operations this strict division is often at odds with organizational practice and the unique demands of the cybersecurity environment. There are three defining aspects of cyber-enabled warfare. First, the internet provides a potentially high degree of anonymity to attackers in ways that have rarely been possible in conventional warfare. Second, effective attacks can go undetected for long periods of time. Third, attacks are made possible and can be sustained only because of information about a targeted computer system. This information, be it about human behavior or a specific software vulnerability, is key to gaining and maintaining access to targets.

The separation between offense and defense creates artificial boundaries, as does the stringent definition of what constitutes a cyber-attack. Cyberspace operations are differentiated and defined by Joint Publication 3-12 as follows:

Offensive Cyberspace Operations [“OCO”]. OCO are CO [cyberspace operations] intended to project power by the application of force in or through cyberspace.

Defensive Cyberspace Operations [“DCO”]. DCO are CO intended to defend DoD or other friendly cyberspace. Specifically, they are passive and active cyberspace defense operations to preserve the ability to utilize friendly cyberspace capabilities and protect data, networks, net-centric capabilities, and other designated systems.13

These definitions include a wide breadth of activity, requiring approval at multiple levels in the chain of command. Furthermore, these activities (particularly offensive) may affect resources crossing several geographic combatant commands, requiring further coordination and approval.

Current doctrine and approved operational guidance sometimes hinders joint cyber force operations because it was developed using kinetic operations as a precedent and often does not account for the unique physics of the cyber domain. Defining the scope of a purely offensive or defensive activity can be difficult. For example, computer network defense response actions (CND-RA) are theoretically considered a defensive cyberspace operation. However, this defensive activity could involve the use of offensive tactics such as traversing an opponent’s computer network looking for information. In the process of defending against a distributed denial of service (DDoS) attack, it may behoove a defender to take measures to disrupt their adversary’s capability to perform this DDoS attack. Doing so may require offensive activities designed to disrupt the adversary’s control over their own forces. Does an effective defense constitute solely measures designed to detect, prevent, and stand resilient against an attack? Or does an effective defense also consist of taking the response actions required to defeat the attacker’s actions? This has historically been, and remains, a challenge in the policy world in terms of differentiating offense from defense.

Bifurcating CYBERCOM’s mission and operational organization to map to offensive and defensive teams and authorities presents substantive challenges. For example, under the current team structure, the defensively oriented CPTs are limited in their ability to execute counter-attacks in defense of DoD networks.14 Currently, prohibited activity that hinders such an approach may include disabling opponent’s servers or other infrastructure outside of the United States even where it is being used to actively engage U.S. targets.

CHALLENGES FOR THE JOINT CYBER FORCE

The rise of cyber-enabled warfare has brought dramatic change to the means by which the tools of conflict are acquired and deployed as well as to how war is waged by each of the different branches of the armed services. Each of these organizations faces challenges of agility; each branch is hampered by traditional differentiation in priorities between the branches as well as by legal and regulatory requirements that do not match the quickening tempo of contemporary operations.

Standardizing Acquisition

There are differences in priority and focus between the U.S. military services because each holds a different vision of how forces should be developed and deployed. This contributes to redundant tool and personnel acquisition, and at times reduced interoperability between cyber operational personnel in each of the services. Budgetary pressures play a role in this ongoing dispute. As U.S. expenditures on defense stay steady or decline, each service has attempted to lay claim to an ever larger proportion of the budget devoted to military cyber operations. Budget applications for CYBERCOM have been notoriously vague and hard to pin down throughout the annual appropriations process in part because of these budgetary disputes.15

Adding Interoperability

Differentiation in conventional mission sets between the services has resulted in varied standards for training and technology in preparation for the cyber mission set; this in turn has led to impacts on service technology interoperability. Perhaps the greatest interoperability challenge comes in the form of technology implementation and employment. In the traditional kinetic space, the services are responsible to recruit, train, and equip personnel to fight the specific mission set of that branch. As such, the Army does not maintain a large fleet of ships and airplanes, and the Air Force is not equipped with many armored vehicles. This separation of roles allows for specialization as each branch develops and implements the most effective tool for their needs.

Partly a result of the Goldwater-Nichols reforms of the 1980s and agreements going back to the end of the Army Air Force after World War II, the services have traditionally had differing technology and procurement requirement along with their separate roles in the kinetic domains. This has unfortunately extended into cyberspace. Unlike the difference between an Army tank, an Air Force aircraft, or a Navy ship, cyber capabilities in use by the different services are generally much more homogenous in nature and are often designed for the same strategic purpose. Yet at the moment, the services are engaged in their own separate procurement processes, leading to redundancy and challenges with interoperability. To succeed in the future, the joint cyber force will need to have a universal toolkit that different teams leverage to defend against and defeat adversaries. Leadership of the joint force will need to ensure that these issues are addressed and equalized by creating a baseline standard for the services.

Recruiting and Retaining Personnel

The joint cyber force has challenges finding and retaining qualified personnel. The training requirements for military cyber operations differ from strictly kinetic roles and the military services are still working to adapt to these differences. The Marines and Army have historically prioritized their respective members’ ability to lead and execute ground combat operations, often valuing skills like marksmanship and physical fitness over others. These services can, as a result, sometimes face challenges in finding qualified personnel for highly technical occupations like billets on the CYBERCOM teams. The Air Force and Navy have traditionally placed greater emphasis on the technical skill of their personnel, in part because of the demands of complex systems embedded in combat aircraft and naval vessels. These differences in personnel priorities can lead to interservice asymmetries in terms of standardizing professional military development of cyber operations personnel.

Complimenting this recruitment problem is the challenge of retaining trained personnel. As cyber operations personnel acquire skills and expertise through their military service, it increases their value on the private sector job market. For example, active duty officers commissioned through Reserve Officers’ Training Corps (ROTC) programs involving scholarships commit to four to five years of active duty service. After advanced training in defensive and offensive cyber operations, however, an officer has few years to gain operational experience before this mandatory active duty service period expires. Despite this relative lack of operational experience, these individuals are highly valued by the private sector. From conventional military operations, there are fewer immediate parallels to civilian jobs and so the risk of losing trained and talented personnel to the private sector is a less pressing challenge. One way to account for this could be modeled on how the military deals with highly trained fixed wing and rotary-pilots who are generally locked into extended service commitments in order to protect their substantial training investment from poaching by civilian airlines and aviation services.

The majority of military cyber operations take place remotely, with an extended development and intelligence-gathering pipeline far away from the battlefield. This emphasis on largely remote operations differs from purely conventional warfighting and presents a critical opportunity for the armed forces to recruit and retain a nontraditional type of warfighter, emphasizing, evaluating, and rewarding technical competencies over extensive physical fitness training, marksmanship, and small unit tactical acumen. It is incumbent on leaders to understand the mission-based cultural differences involved in different branches of the armed forces and make efforts to properly incentivize, promote, and compensate these cyber operations personnel to ensure long-term sustainability and retention.

Shaping an Effective Legal Regime to Govern Operations

The legal and regulatory environment surrounding rapidly changing technology can hamper the decision-making process for cyber-enabled warfare. Uncertainty and ambiguity creates challenges for operational commanders who prize clarity in their authority and the ability to respond quickly to developing events. At present, the permissions and authority required to conduct military cyber operations are substantially more restrictive than those for traditional kinetic operations.16 There is a higher level of authority required to conduct an offensive cyber-attack against an adversary’s computer network than for a fighter pilot to drop munitions on an enemy target. There are substantial authority differences between executing defensive cyberspace operations (DCO) and offensive cyberspace operations (OCO). The DCO activities are often preplanned and well defined, and thus the authorities needed for their execution have been worked out in advance.17 OCO, on the other hand, requires authority to be given at a very high level of the chain of command, potentially directly from the White House. Because offensive operations are often executed at a rapid pace, joint force commanders with a mix of kinetic and cyber-enabled alternatives to achieve a specific outcome might deemphasize OCO because the approval process is too rigid and time consuming.

Informing Legislators

Legislators and their staffs often lack sufficient technical expertise, military experience, or time to evaluate the relative merits of competing programs when considering appropriations for military cyber operations or other cybersecurity topics. In 1995, Congress eliminated the in-house Office of Technology Assessment, which provided unbiased technical assessment on regulatory and budgetary legislation to members.18 In 2012 Congress voted against its reestablishment, citing budgetary pressures.19 As a result of the failure to holistically understand investments in military cyber operations, a diverse set of committees hold sway over U.S. cybersecurity funding without a great deal of coordination to identify redundancies and gaps. Committee and subcommittee mission statements reveal that many have overlapping cybersecurity authority.20 This decentralized approach and shortfall in comprehensive understanding has led to generalized difficulty in developing useful legislation, with potentially harmful implications for U.S. national security.

Offensive Challenges

Offensive missions entail a shared use of network technology between the military and the intelligence Community (IC). One of the most critical issues to address is finding a balance between the strategic need to safeguard the sources and methods of U.S. intelligence with the military’s need to achieve combat-oriented objectives. The military and the IC possess fundamentally different approaches and attitudes toward intelligence gathering. Where the military is both a producer and consumer of intelligence, the IC is focused on collection and analysis. The military tends to be more concerned with the implications of cyber-enabled warfare for immediate operational objectives so intelligence is a means to an end: capture/kill missions, seizing tactical objectives, enabling freedom to maneuver, etc. The IC by contrast has a primarily analytic outlook and is focused on safeguarding the technical means of collection, exploring new avenues for exploitation, and publishing reports based on operational and strategic analysis to inform policymakers. This is the core competency of the IC and is crucial for the survivability and long-term health of the United States. The shared, and often competing, dynamic between the military and the IC requires a delicate working relationship with regular information exchange and a shared system of goals and objectives between the two.

At present this sharing of resources creates an environment where combatant commanders know that the information they seek exists, but that due to the sensitivity of the collection method or source, they cannot gain access to it. This can breed hostility and frustration, degrading the working relationship between combatant commands and the IC. The combat commander must understand that in order to continue to obtain this crucial information and data, the sources cannot be compromised, while the IC must understand that timely, accurate, and relevant information allows commanders to engage and destroy the enemy. It is the symbiosis of these two disparate intentions that will create an effective fighting force.

Defensive Challenges

Existing doctrine on defensive operations for kinetic environments is well established, a culmination of lessons learned, trial and error, and military thought that has been codified and well socialized throughout all levels of leadership. That these plans can be detailed at a granular level and maintain their relevance from engagement to engagement is due in part to the fact that conventional warfare evolves more slowly than cyber-enabled warfare. Being both relatively new and undefined, cyber-enabled warfare does not possess well-developed defensive doctrine and often labors under uncertainty over the potential utility and consequences of different capabilities. This has led to two principle defensive challenges: anonymity and the long time horizon of engagements.

Conventional warfare is less impacted by anonymous behavior than cyber-enabled warfare as there are a plethora of detection methods at a nation’s disposal to determine the origin of an attack. Technology makes it possible to determine the precise launch point of a missile and to track it in flight, satellites allow for observation of troop movements, and soldiers can observe the source and direction of enemy gunfire. These methods provide concrete, evidence-based knowledge of not only the means of attack, but its origin as well. Across cyberspace, competent threat actors are able to obfuscate their attacks to create uncertainty about their true location and make it difficult, or at times impossible, for U.S. assets to authenticate the source. While advances have been made in the technical ability to attribute cyber-attacks, the most advanced and dangerous adversaries work tirelessly to ensure some degree of anonymity. Traditional military doctrine falls short in addressing how to respond to an attack of unverifiable origin.

Military cyber operations must also maintain substantially higher degrees of stealth than their conventional counterparts because their success depends on remaining undetected on a target system. Due to the clandestine nature of the mission, these attacks are often not detected in real time and may remain hidden for years.21 For example, Stuxnet was suspected to have initially infected Iranian nuclear enrichment equipment several years prior to discovery, evolving through multiple versions of the weapon. Traditional military doctrine does not provide guidance on how to respond to an attack that occurred months or years in the past. Additionally, even if it is possible to identify the attacker and to discover the attack while it is ongoing, the bounds of a reasonable response have not been defined. There are many questions related to cyber-enabled warfare remain to be answered so that the joint cyber force operates from a definitive and shared set of applicable military doctrine and cybersecurity policy.

RECOMMENDATIONS FOR BUILDING THE JOINT CYBER FORCE

Grappling with the offensive and defensive challenges facing the joint cyber force will require rethinking many of the military’s traditional recruitment, training, and operational planning processes. These changes are best conducted proactively rather than in response to a crisis. The following are several recommendations to drive the expansion and sustainment of a strong cyber defense in the United States.

Clarify Congressional Responsibilities

Congress should consolidate responsibility and oversight for military cyber operations, including defensive missions, into fewer committees. Centralizing consideration of military cyber operations appropriations and oversight under one body would help to build the familiarity and expertise of legislators and their staff with key procurement, operational, and strategic issues over time. As an example—the House Armed Services Committee is currently organized into subcommittees, each with a discrete substantive focus like Seapower, Strategic Forces, and Emerging Threats. Bills that originate in House Armed Services may require input and attention from Science, Space, and Technology, which oversees NIST, as well as review by the Foreign Relations committee. A single authoritative committee for military cyber operations, in the House and Senate each, could help to build the administrative and topical expertise required to imbue the joint cyber force with key resources and compliment them with effective oversight. As commanding officer of CYBERCOM and director of the NSA, Admiral Michael Rogers, noted in recent testimony, “the global movement of threat activity in and through cyberspace blurs the U.S. government’s traditional understanding of how to address domestic and foreign military, criminal and intelligence activities.”22

Promote New Models for Defensive Cyber Operations Participation

Training and retaining highly capable cyber operations personnel is one of the primary challenges facing the military services. In tandem with leadership in the National Guard, the DoD Office of the Under Secretary for Personnel and Readiness should put forth recommendations to develop a permanent investment in a new commission model for trained cybersecurity officers.

There are two compelling alternatives. One model, advocated by Stanford professor Steve Blank, amounts to the creation of a Cyber-ROTC program at universities around the country. Such a program would invite computer science students and those with other relevant skills to enter the military’s cybersecurity ranks directly as a commissioned officer upon graduation in exchange for a four-year scholarship. The program could involve rethinking mandated physical and active duty commitments for participants, an activity critical to resolving the interoperability, staffing, and retention challenges currently facing CYBERCOM. Extending active duty commitments but limiting deployment requirements or streamlining training through integrating cyber missions with ROTC curriculum could serve to extend the length of effective service delivered by each newly trained cyber-operations officer.

A second model amounts to a cyber operations militia. Pioneered by Estonia in 2010 in response to a cyber-attack by Russia, this “Kuberkaitseliit” allows civilians with relevant experience to volunteer for public defense activities, including penetration testing or “red team” activities.23 While the United States lacks a comparable program at the federal level, certain states are pioneering joint civilian-military partnerships. Louisiana recently initiated the Cyber Defense Incident Response Team (C-DIRT), which organizes and trains volunteers from the National Guard with cybersecurity expertise, regardless of their existing assignments.24 Michigan is pioneering a Cyber Civilian Corps (MiC3) in partnership with both National Guard and State Police units that welcomes civilian volunteers from the private sector.25 Both programs present intriguing innovations that seek to mobilize a wealth of U.S. talent against critical cyber threats.

Involve the National Guard

To address issues pertaining to technology interoperability, DoD should activate portions of the National Guard under Title 10, which covers conventional military operations by active duty forces or Title 32, which deals directly with the National Guard, authorities to leverage the expertise resident within the Army and Air Force National Guard components. By consolidating cyber capabilities development for the services within National Guard, the larger joint cyber force will be able to enjoy the cost savings benefits associated with a unified and singular technology development pipeline. The joint cyber force would also benefit from the technical expertise of the National Guard, many of whose cyber operations billets are filled with individuals who serve in cybersecurity positions in the civilian world. The National Guard could thus serve as a sort of testing ground for development of the latest cyber operations capabilities and strategies.

In tandem with a renewed approach to officer recruitment, the military should promote further integration of National Guard units into the active force for military cyber operations. Expanded National Guard funding and capabilities for cyber operations could enable the U.S. military to better retain and utilize experienced personnel as they leave active duty units. This entails bolstering National Guard unit budgets and billeting so they can capture the interest of service members transitioning out of the active force and offer advantageous training exercises to those working in cybersecurity in the private sector after leaving their full-time roles. In this way, the United States military can cultivate a depth of personnel with relevant skillsets that are constantly bolstered with experience and cutting-edge innovations through work in the private sector. Additional resources could help states prioritize cybersecurity by emulating programs like Louisiana’s C-DIRT and Michigan’s MiC3 in conjunction with the National Guard.

CONCLUSION

The United States’ joint cyber force will have a variety of internal and externally imposed challenges to grapple with in the coming decades. Less than twenty years into the twenty-first century, the world has become exposed to the potential power of cyberspace within the national security realm. The use of Stuxnet against Iran and a data breach of the United States’ Office of Personnel Management (OPM) are just two of the most notable cyber incursions from this young century. The world’s strongest military and national security organizations will likely continue to develop and integrate their respective cyber equities, and the United States should not stand idly by. The joint cyber force, through CYBERCOM, faces substantive challenges interacting with a coherent Congressional authority, overcoming issues of technological interoperability and coherent training curricula between services, recruiting and retaining talent, and sharing network operations infrastructure with the IC. To appropriately engage these challenges, U.S. policymakers should leverage the resident expertise and infrastructure present with the National Guard, clarify cyber-related legislative issues by streamlining the organization of Congressional oversight, and promote recruitment and retention by offering new commissioning models and opportunities for service members leaving the active force. By implementing these recommendations, the U.S. policy community can ensure that CYBERCOM is a flexible, quicker moving, and generally more adaptive organization, leaving the joint cyber force well positioned for future operational demands.


CHAPTER HIGHLIGHTS

U.S. Cyber Command (CYBERCOM). Founded in 2009, CYBERCOM was formed under the existing Strategic Command (STRATCOM) and tasked with a broad mandate. CYBERCOM is the umbrella organization over the joint cyber force with primary responsibility to execute cyber operations in defense of U.S. national security interests. The term “joint cyber force” should be understood as a collection of units from two or more Department of Defense (DoD) military services.

CYBERCOM Divisions. CYBERCOM executes its mission across three sets of teams: National Mission Teams (NMTs)—tasked with “defending the nation’s critical infrastructure and key resources”; Cyber Protection Teams (CPTs)—perform defensive measures including penetration testing and hunting attackers within U.S. military networks; and Combat Mission Teams (CMTs)—provide “cyber support to military operational and contingency plans.” Personnel openings are filled by the four branches and each team is assigned one of the three distinct missions.

Joint Cyber Force Challenges. (1) Redundant cyber tool acquisition has led to reduced interoperability; (2) differentiation in conventional mission sets between the services has resulted in varied standards for training and technology; (3) finding and retaining qualified personnel is difficult and training requirements for military cyber operations differ from strictly kinetic roles; (4) the legal and regulatory environment can hamper the decision-making process for cyber-enabled warfare (challenge for operational commanders to respond quickly); and (5) legislators and their staff often lack sufficient technical and military experience and time to evaluate the relative merits of competing cyber-related programs when considering appropriations.

Managing Competing Interests. The military is concerned with cyber-enabled warfare implications for immediate operational objectives; the intelligence community (IC) is focused on safeguarding the technical means of collection, exploring new avenues for exploitation, and informing policymakers. Combat commanders need to understand sources must not be compromised, and the IC must understand that timely, accurate, and relevant information allows commanders to engage and destroy the enemy.

Recommendations. Challenges facing the joint cyber force will require rethinking many of the military’s traditional recruitment, training, and operational planning processes. Options include increasing the role of the National Guard, creating a primary Committee in the House and Senate to handle military cyber issues, and developing new models for cross-training service members across the active force and implementing new programs to strengthen retention.
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Chapter 19

The Practical Impact of Classification Regarding Offensive Cyber Operations

Herbert S. Lin and Taylor Grossman

Cyberspace has become an increasingly important part of global affairs, compelling the U.S. government to sound a loud alarm about the dangers that America must be prepared to face and the importance of defending its systems and networks. At the same time, until recently, the U.S. government has been virtually silent on what it is prepared to do regarding the conduct of offensive operations in cyberspace. If recent trends toward greater openness on this front do not continue (and they may well not), the U.S. government’s long-standing inclination to classify virtually all information about its offensive cyber capabilities and its thinking about how these capabilities should be used will have serious negative consequences for U.S. cyber strategy, tactics, and operations.1

Defensive and Offensive Operations in Cyberspace

In recent years, the U.S. government—and even the Department of Defense—has published a variety of official documents related to cybersecurity.2 Much has been written about the possibility that terrorists or hostile nations could mount damaging attacks against the United States or its interests. Such concerns arise from the fact that the U.S. economy and critical infrastructure depend on reliably functioning, secure computer systems and networks.

Not surprisingly, most of these documents address the defensive side of cybersecurity. Consistent with the public emphasis on cyber defense and common usage of the term, the Oxford English Dictionary defines cybersecurity as “the state of being protected against the criminal or unauthorized use of electronic data, or the measures taken to achieve this,” so even a phrase such as “the defensive side of cybersecurity” is arguably redundant.

There are far fewer documents in the public domain that address the U.S. ability to conduct offensive cyber operations. But, of course, nothing precludes the United States from going on the offensive in cyberspace, that is, from conducting offensive operations by using various cyber capabilities. Indeed, the reality that adversaries may be able to harm U.S. information systems or physical infrastructure through actions conducted in cyberspace, is evidence enough that the United States could take similar action against adversaries and conduct offensive cyber operations against its adversaries.

In very broad strokes, the cyber operations that concern the United States—attacks against U.S. critical infrastructure and military systems, espionage against government and private sector targets to generate information that could be used against U.S. interests—are cyber operations that the United States could carry out against its own adversaries.3

Secrecy and Classification Regarding Offensive Operations in Cyberspace

Unclassified U.S. government discussion of America’s offensive cyber capabilities has been quite limited for many years. Why is this the case? It cannot be because knowledge of offensive cyber operations must be kept secret—the U.S. government has discussed extensively in the press how such operations might be used against American interests. It is also unlikely to be because the techniques and technologies of cyber offense themselves are secret—the broad strokes are largely known to the technical cybersecurity community, and some cases are discussed in great detail in the public domain.

Given the implausibility of these two reasons, one could easily draw the conclusion that what is sensitive and must be classified is the fact of U.S. government interest about such matters, rather than those matters themselves. Indeed, for a long time, the U.S. government did not want to advertise to the world that the nation even had an interest in carrying out offensive cyber operations, and U.S. policy regarding the classification of this interest reached absurd extremes. Michael Hayden, former director of both the NSA and CIA, has noted that as recently as the early 2000s, even the phrase “offensive cyber operations” was classified. Not what it might mean, or what the targets would be, or what technologies would be involved—merely the phrase itself.4

Starting around 2010, evidence of U.S. interest in offensive operations in cyberspace began to emerge. For example, Stuxnet—what was eventually identified as a cyber-attack on Iranian uranium-enrichment centrifuges—first surfaced in the fall of 2010 when malware began to appear in industrial control systems involving Siemens equipment.5 Over the next few years, various sources pointed to the United States and/or Israel as being responsible, and most analysts have concluded that the United States played a major role in the development and deployment of Stuxnet, even though the United States has never formally acknowledged its involvement.

Then, in May 2011, the Obama administration said that “the United States will respond to hostile acts in cyberspace as we would to any other threat to our country. . . . We reserve the right to use all necessary means—diplomatic, informational, military, and economic— . . . in order to defend our Nation, our allies, our partners, and our interests.”6 This statement does not explicitly acknowledge that the United States would conduct offensive cyber activities to defend its interests, but in context, the statement is certainly suggestive. Later, in July 2011, Vice Chair of the Joint Chiefs of Staff James Cartwright complained about the inadequacies of a “purely defensive” approach to cybersecurity, again suggesting that an offensive dimension to cybersecurity might be valuable.7

Despite several pieces of indirect evidence suggesting U.S. interest in offensive aspects of cybersecurity over the years, relevant strategy and doctrine has remained highly classified. However, in April 2015, Secretary of Defense Ashton Carter took a remarkable step—he spoke authoritatively about the use of offensive cyber operations as he unveiled the new Department of Defense (DoD) cyber strategy.8 His speech explicitly noted that one of the DoD missions in the cyber domain is to “provide offensive cyber options that, if directed by the President, can augment our other military systems.”9 The new strategy document instantly became the most open publically available DoD or U.S. government publication regarding the role of offensive options in cyberspace.10

Why Excessive Secrecy About Offensive Cyber Operations Harms U.S. Interests11

Whether this new openness will continue remains to be seen. To provide additional rationale for continuation and expansion of this kind of increased transparency, this paper focuses primarily on how overclassification regarding the offensive cyber capabilities of the United States has a negative impact on strategy, operations, and tactics in cyberspace.

Executive Order 13526 establishes the framework for classification of national security information.12 Such information is classified when “the unauthorized disclosure of the information reasonably could be expected to result in damage to the national security, which includes defense against transnational terrorism, and . . . [it is possible] to identify or describe the damage.”13 Classification is graduated along a sliding scale of importance from Top Secret to Confidential. Materials are classified at the highest level, Top Secret, if they meet the criterion that, if improperly released they “could reasonably be expected to cause exceptionally grave damage [emphasis added] to the national security.”14 The definitions for “secret” and “confidential” substitute the words “serious damage” and “damage,” respectively.

There are, of course, many valid reasons for classifying information. For example, making public what the United States knows about the capabilities and intentions in cyberspace of specific named adversaries may compromise sources and methods of gathering intelligence. Exposing a particular operational program that takes advantage of specific vulnerabilities in adversary systems alerts adversaries to remediate those vulnerabilities—which is one reason the Snowden revelations were so damaging to U.S. security interests. Yet, classification of U.S. thinking about offensive cyber operations goes far beyond such understandable reasons. Classification of essentially all aspects of U.S. interests in offensive cyber operations has become the norm, not the exception, and has hindered important collaboration and discussion within the national security establishment to the detriment of both strategy and tactics.

Impact of Overclassification on Strategy and Policy Formulation

New types of weapons often demand new strategies and doctrine for their use, and cyber weapons are no exception. As the National Research Council noted in 2009,

[t]oday’s state of affairs regarding public discourse on cyber-attack is analogous to the nuclear debate of 50 years ago. At that time, nuclear policy issues were veiled in secrecy, and there was little public debate about them. Herman Kahn’s books (On Thermonuclear War, Thinking the Unthinkable) were the first that addressed in the open literature what it might mean to fight a nuclear war. These seminal pieces did much to raise the public profile of these issues and stimulated an enormous amount of subsequent work outside government that has had a real impact on nuclear policy.15

In short, the cyber-equivalent of Herman Kahn has not yet emerged. Although the destructive potential of cyber weapons has been known in the “geek” world for decades, only in recent years have the military services come to grips with the implications of using such weapons. However, secrecy about these weapons, and how they might be used in offensive cyber operations, has a negative impact on the development of strategy and policy. Michael Hayden wrote:

[d]eveloping policy for cyberops is hampered by excessive secrecy (even for an intelligence veteran). I can think of no other family of weapons so anchored in the espionage services for their development (except perhaps armed drones). And the habitual secrecy of the intelligence services bled over into cyberops in a way that has retarded the development—or at least the policy integration—of digital combat power. It is difficult to develop consensus views on things that are largely unknown or only rarely discussed by a select few.16

The most insidious effect of secrecy about offensive cyber capabilities is that would-be strategists have only a limited (and in many cases an incorrect) understanding of what can and cannot be done through military or intelligence cyber operations. It is an unfortunate reality that to many policymakers, computers and communications technologies are quite foreign. And yet, government policymakers and academic political scientists alike often preface their remarks about cyber strategy or doctrine by saying “I’m not a technical person, but. . . .”17 Because cyber operations are still relatively new, most people within government don’t have significant experience with cyber capabilities. They don’t know what effects are possible, or what intelligence requirements exist for considering a cyber operation. For the most part, they simply don’t understand what a realistic “cyber option” truly entails.

Secrecy and classification potentially reduce the coherence of cyber strategy. Because of the restrictions imposed by a “need to know” environment, individuals in the National Security Agency may be unaware of developments in doctrine occurring in the Office of the Secretary of Defense, and so forth. Key debates surrounding the use of offensive cyber operations for national security purposes may happen in intellectual silos. Without cross-pollination and engagement across agencies, the resulting strategy could easily be inconsistent and possibly deficient.

Overclassification inhibits possible collaboration between the government and independent nongovernment researchers, such as university faculty members. Most scholars work almost exclusively with unclassified sources. While some have ventured into the realm of strategy and doctrine around offensive cyber operations without access to classified materials, the vast majority has found it easier to stay away from the subject matter entirely.18 The result is a deep loss for strategic thought. Academics aren’t necessarily even coming to the wrong conclusions about the development and use of offensive cyber capabilities—as a class, they simply aren’t coming to any conclusions at all. In this regard, the study of strategy regarding offensive cyber capabilities is quite unlike that of the 1950s and 1960s, during which nongovernment researchers such as Bernard Brodie, Herman Kahn, and Thomas Schelling played key roles in developing nuclear strategy.19

Secrecy and classification also make it difficult to engage in unclassified discussions. Guidelines for the protection of classified information force cleared individuals to be certain that cyber-related information they discuss publicly is indeed unclassified—otherwise, they are obligated to treat any material received in classified settings as classified even if the material in question is in fact unclassified. Out of an abundance of caution, many cleared individuals are thus reluctant—even fearful—of discussing any topics remotely related to what has been marked secret. Hypothetical situations are suddenly off limits, even if purely fabricated, because they may bump up against elements of existing cyber capabilities that have been strictly classified. Cyber specialists are often wary of entering a conversation that involves only unclassified information because they’re afraid of what they may let slip.20

Overclassification regarding policy relevant to offensive cyber operations inhibits public exposure and thus increases the likelihood that policy will be formulated with short-term interests foremost in mind. Greater public exposure—or at least discussion within the broader national security community—would shed more light both on the promise and the pitfalls and difficulties of such operations.

As an example that has received considerable public attention, consider the Snowden revelations, starting in 2013, about various classified surveillance programs of the National Security Agency. In large part responding to public concerns about these programs, President Obama said in January 2014,21

Intelligence agencies cannot function without secrecy, which makes their work less subject to public debate. Yet there is an inevitable bias not only within the intelligence community, but among all who are responsible for national security, to collect more information about the world, not less. So in the absence of institutional requirements for regular debate—and oversight that is public, as well as private—the danger of government overreach becomes more acute.

Intelligence gathering and surveillance using cyber means are types of offensive cyber operations, even if they are used by the intelligence community rather than by the Department of Defense. The programs revealed by Snowden were formulated in secret after the 9/11 attacks as part of a large-scale government effort to prevent such attacks from ever happening again. A major irony, of course, is that if the Bush administration had explicitly and openly asked Congress for the authority for these programs in the immediate wake of the attack, it would have been granted that authority, and perhaps the uproar over the Snowden programs and “warrantless surveillance” would have been diminished.

Impact on Operations

As for the operational impact, it is of course true that many details are fragile and sensitive—adversary knowledge of such details could compromise a planned or ongoing operation. The particulars of an ongoing or imminent cyber operation are kept secret for the same reason that troop movements or specific weapons to be used in an engagement are concealed until just before an attack—the more an enemy knows, the better their defense will be.

But secrecy and classification about strategy, doctrine and the general shape and scope of offensive operations also have negative tactical consequences. For example, secrecy and classification mean that in most cases, those responsible for offensive cyber operations can’t talk openly to peers who work in other fields. There is no opportunity for information exchange or professional development when these individuals can’t compare the trade-offs of using offensive cyber capabilities versus using kinetic arms with an artillery officer, or discuss contingency operations with an aviator. Shop talk has been rendered all but impossible. If you are a cyber specialist, your group of relevant professional colleagues has shrunk to those who also work directly in your field.

Overclassification can make it challenging for individuals placed into responsible positions to get up to speed quickly if they do not already have the basic and fundamental background knowledge needed. Because cyber operations are so new, those placed in relevant staff positions or command billets have built their operational experience in other fields. Some aspects of that experience carry over to cyber operations—but others do not. Without routine access to information about offensive cyber operations, these individuals have no reasonable opportunity for exposure to the basic operational issues (because they have no “need to know” in their current duty assignments). Yet, they are expected to be in a position to make sound policy judgments when they fill their cyber operations billets.

On the flip side, those who do not specialize in cyber operations need a general familiarity with them so they can understand and assess what the operational issues associated with the use of offensive cyber capabilities means for the responsibilities of their current positions. Otherwise, service members of other military occupational specialties will be unable to reasonably consider such capabilities in planning an operation when other options—an air campaign, deploying small infantry forces, mobilizing artillery—are much more broadly and deeply understood. Perhaps even more important, should a noncyber specialist encounter a cyber-attack by an enemy, he or she will have a much narrower understanding of how to respond. If under fire, a young Marine lieutenant understands how to call in artillery or close air support. Yet, that person likely has no idea what support would entail in the event of a cyber-attack.

Concerns about how front-line personnel should respond to a tactical cyber incident are accentuated because kinetic conflict is likely to be preceded by the use of cyber weapons. Offensive cyber operations may well be the first indication that kinetic conflict is imminent, a point highlighted in the recent DoD cyber strategy.22 If this is true, the response to a cyber incident—or the appropriate first use of offensive cyber operations—may be the last opportunity to take action to avert the outbreak of wider (possibly kinetic) conflict, a fact that places an even higher premium on taking actions that are well reasoned and fully informed.

These comments are not to suggest that bottom-up ignorance of cyber capabilities are the only source of instability. Indeed, other instabilities arise from the possibility (indeed, under many circumstances, the high probability) that those at the top of the chain of command are not fully informed of activities being conducted at lower levels in the command hierarchy. The operational footprint left by offensive cyber operations is small, a fact that may tend to render such operations less visible to senior decision-makers. Thus, there is a risk that operations that would normally be regarded as routine could lead to misperceptions on the part of the adversary that lead to inadvertent escalation.23 But such risks do not arise from the overclassification of information related to offensive operations in cyberspace.

Moving Forward

When asked about the rationale for the high degrees of classification regarding offensive cyber operations (see table 19.1), many insiders with clearances point to the fact that such operations—in an espionage or intelligence-gathering context—have been part of the National Security Agency’s stock in trade for many years. The NSA, as an organization, has long cultivated a culture of intense silence on matters of data collection, infiltration, and most other operational policies. Because within the NSA resides the vast bulk of U.S. government expertise regarding penetration of adversary computer systems, NSA is of necessity the “go-to” agency within the federal government when such expertise is needed for offensive cyber operations conducted in a military context—and these insiders believe that the culture of secrecy has carried over to discussions of such operations.

A related argument is that official silence about matters related to U.S. offensive cyber operations allegedly reduces the attention that other nations pay to that particular topic, and thus increases the likelihood that adversaries will be lulled into a false sense of security. Thus, they will fail to take actions that might thwart U.S. cyber operations in the future.24

Others have also speculated that against the backdrop of U.S. calls for a free, open, and more secure internet worldwide, public acknowledgment by the U.S. government of its offensive cyber activities, which include cyber-enabled surveillance and intelligence gathering, would lay bare a hypocritical policy on this topic and undercut U.S. influence on the former objective.25 This line of argument further suggests that American activities legitimize comparable activities by other nations, thus increasing the level of cyber insecurity for all.26

Table 19.1   Classification of Offensive Cyber Operations Comparison
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•Publicly acknowledging how much the United States understands adversarial intentions could compromise sources and methods of intelligence gathering

•Adversary knowledge of sensitive details on how the United States conducts cyber operations could have serious operational impact by compromising a planned or ongoing operation

•Official silence about matters related to U.S. offensive cyber operations allegedly reduces the attention that other nations pay to that particular topic, and thus increases the likelihood that adversaries will be lulled into a false sense of security


	
•Hinders important collaboration and discussion within the national security establishment to the detriment of both strategy and tactics

•Would-be strategists have only a limited (and in many cases an incorrect) understanding of what can and cannot be done through military or intelligence cyber operations

•Secrecy and classification potentially reduce the coherence of cyber strategy

•Inhibits possible collaboration between the government and independent nongovernment researchers

•Inhibits public exposure and thus increases the likelihood that policy will be formulated with short-term interests foremost in mind

•Makes it challenging for individuals placed into responsible positions to get up to speed quickly if they do not already have the background knowledge needed







But the United States has long acknowledged and discussed its capabilities, intentions, strategy, objectives, and doctrine when other instruments of military power are concerned. And given how much the United States is willing to discuss offensive cyber operations of various kinds conducted against itself and its own interests (see, for example, those described in endnote 2), one can hardly say that the United States is actively trying to keep the topic of offense in cyberspace quiet. What it does appear to be doing is trying to keep quiet the topic of U.S. offense in cyberspace, and in light of what the Snowden revelations have shown, that seems to be a fool’s errand in the current environment.

Today, policy—and indeed knowledge—regarding U.S. capabilities for and conduct of offensive cyber operations have become so deeply obscured behind classification levels that even within the national security establishment, the level of discourse has been severely hampered. Narrowing the field of people who can draw informed conclusions about offensive cyber operations is virtually certain to result in the slower development of poorer strategy, and by reducing the number of people who can play, the government has placed limits on creative thinking and collaboration. This point has been emphasized by Lt. General Edward Cardon, the head of Army Cyber Command, who said in 2014 that “solutions to difficult problems do not always surface through the chain of command. . . . [T]alent exists at all levels in our organizations, and our soldiers and civilians of all ranks have never failed to amaze me with their ability to innovate and devise incredible solutions to our most difficult problems. . . . [This is] the foundation upon which I have approached my position here at Army Cyber Command.”27

The arguments in favor of greater openness and less classification regarding the offensive side of cyber policy and security are not intended as an indictment of all such classification. Some degree of classification is entirely necessary, especially with regard to specific operations or knowledge related to adversary capabilities and intentions. But a better balance needs to be struck between openness and classification.

How would we know a better balance when we see it? One possible standard to assess this balance is the proposition that policymakers—both in the military and their civilian overseers—need enough knowledge and insight to be able to ask the right questions, even if they don’t know all of the answers. They need to know in general terms what cyber operations can and cannot do, what is needed to prepare for such operations, and how the outcomes of offensive cyber operations, both successful and unsuccessful, might implicate other interests and equities, such as inadvertent conflict escalation. As an illustration of a useful work with this end in mind, the National Academies produced a volume in 2009 that described U.S. policy and technology regarding offensive operations in cyberspace. This volume was based on what could be learned from unclassified sources, derived from first principles of technology, and inferred from existing military thinking about conflict in noncyber domains.28

A second standard is based on the fact that cyberspace has been declared a domain in official DoD doctrine. That declaration suggests that all members of the armed forces—regardless of military specialization (and their civilian policy counterparts)—should know as much about cyber operations as they do other forms of combat: air-to-air, submarine warfare, artillery, armor, and so on. Uniformed service members need a thorough knowledge of their military specialties, but a broad-based knowledge enables them to see how their specialties fit into the larger picture of combat operations. Obtaining that broad base of knowledge is a key element of professional military education (PME), but most PME is derived from unclassified sources, and public domain journals and other widely available materials play a central role in these PME curricula. Thus, PME will fail to provide adequate exposure to cyber operations if relevant materials continue to be excessively classified.

A third standard is open discussion about offense in cyberspace that helps the defensive efforts. An example of such openness is the presentation by Rob Joyce at the January 2016 Usenix Enigma Conference, whose theme is emerging threats and novel attacks. Joyce was (and at the time of this writing is) the head of the NSA’s Tailored Access Operations unit, which is responsible for gaining access to a variety of surveillance targets deemed interesting by the NSA. In a talk entitled “Disrupting Nation State Hackers,” Joyce said “[I am here] to tell you as a nation state exploiter what can you do to defend yourself to make my life hard. . . . Not many people will stand on the stage and have the perspective of an organization that does exploitation and be able to talk to those elements that really would disrupt the nation-state hackers.”29

As offensive cyber operations become more important to the Department of Defense and its subsidiary components and start to play a more central role in national security strategy, it is not at all clear that the secrecy that characterized offensive cyber operations for intelligence is desirable for offensive cyber operations in a military context. We can only hope that the trend toward greater openness about such matters will continue.


CHAPTER HIGHLIGHTS

Overclassification of Offensive Cyber Operations. Unclassified U.S. government discussion of America’s offensive cyber capabilities has been quite limited for many years. For a long time, the U.S. government did not want to advertise to the world that the nation even had an interest in carrying out offensive cyber operations, and U.S. policy regarding the classification of this interest reached absurd extremes.

Rationale for Classification. Exposing a particular operational offensive cyber program that takes advantage of specific vulnerabilities in adversary systems alerts adversaries to remediate those vulnerabilities.

Keeping Coherent Cyber Strategy. Secrecy and classification potentially reduce the coherence of cyber strategy. Because of the restrictions imposed by a “need to know” environment, individuals in the National Security Agency may be unaware of developments in doctrine occurring in the Office of the Secretary of Defense, and so forth. Without cross-pollination and engagement across agencies, the resulting strategy could easily be inconsistent and possibly deficient.

Adoption Across the Services. Military service members who do not specialize in cyber operations need a general familiarity with them so they can understand and assess what the operational use of offensive cyber capabilities means for the responsibilities of their current positions as well as future billets. Otherwise, service members of other military occupational specialties will be unable to reasonably consider such capabilities in planning an operation. Concerns about how front-line personnel should respond to a tactical cyber incident are accentuated because kinetic conflict is likely to be preceded by the use of cyber weapons.

Enabling Discourse. Policymakers (both military and civilian) need to know in general terms what cyber operations can and cannot do, what is needed to prepare for such operations, and how the outcomes of offensive cyber operations, both successful and unsuccessful, might implicate other interests and equities, such as inadvertent conflict escalation.



NOTES

1.	Selected portions of this text are drawn from William A. Owens, Kenneth W. Dam, and Herbert S. Lin, eds., Technology, Policy, Law, and Ethics Regarding U.S. Acquisition and Use of Cyberattack Capabilities (Washington, DC: National Academies Press, 2009), http://www.nap.edu/catalog/12651.

2.	For a sampling of such reports (and perspectives on the topic), see https://www.dhs.gov/cybersecurity-publications; http://www.gsa.gov/portal/content/104639; https://www.hsdl.org/ (search for the term “cybersecurity”); and http://www.gao.gov/key_issues/cybersecurity/issue_summary.

3.	The one exception to this point is that for many years, the United States has abided by a stated policy of not conducting “industrial” espionage—that is, espionage conducted for the purpose of economically benefiting particular private sector companies.

4.	Of course, as a broad statement, it is widely accepted that overclassification of all kinds of government national security information is a problem. The 1994 report Redefining Security found that “the classification system . . . has grown out of control.” (Joint Security Commission, Redefining Security, 1994, available at http://oai.dtic.mil/oai/oai?verb=getRecord&metadataPrefix=html&identifier=ADA390669.) The 9/11 Commission found that overclassification was a threat to national security (National Commission on Terrorist Attacks Upon the U.S., The 9/11 Commission Report: Final report of the National Commission on Terrorist Attacks Upon the United States [2004]). The Public Interest Declassification Board found in 2012 that “present practices for classification and declassification of national security information are outmoded, unsustainable and keep too much information from the public.” (Public Interest Declassification Board, Transforming the Security Classification System 1 [2012], available at http://www.archives.gov/declassification/pidb/recommendations/transforming-classification.pdf.) Nevertheless, overclassification of information about the offensive side of cybersecurity is particularly egregious. An interesting parallel from nuclear history is the fact in the early 1950s, a high-level Q clearance (that granted access to data related to atomic energy) was associated with the term “intercontinental ballistic missile.” See Fred Kaplan, The Wizards of Armageddon, Stanford University Press, Stanford, CA, 1991.
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Chapter 20

Creating Influence through Information

Kat Dransfield, Abraham Wagner, and Rand Waltzman

The United States is struggling to develop coherent national policies and the legal freedom of maneuver necessary to create influence through information. The ongoing crisis in Syria demonstrates consistent failure on the part of defense and intelligence organizations to create favorable security outcomes across the risk spectrum. More specifically, it demonstrates a failure on the part of the security apparatus to understand networked, information-centric organizations and how they exert influence. From transnational groups such as ISIS, to sovereign nations like Russia, to single terrorist actors in Norway, adversaries have outpaced the U.S. security complex in terms of its understanding of, and investment in, the information space.

The U.S. government should establish information as a strategic imperative vital to national security and invest accordingly. Furthermore, our information strategy must be part of a larger integrated national strategy that acknowledges not just the technical but also the political, economic, and psychosocial dimensions of the information environment (IE). In order to do so, several policy changes are needed: (1) revise intelligence oversight and protocols to give government the same rights to analyze public data as nongovernmental organizations and adversaries; (2) establish a cabinet-level information branch within the government to coordinate information efforts beyond the Department of Defense (DoD); (3) create an international legal framework to establish globally recognized operating norms and enforcement tools within the information space; and (4) create risk transfer mechanisms that allow for informational risk transfer with and between the public and private sector.

BACKGROUND

The DoD defines the IE as “the aggregate of individuals, organizations, and systems that collect, process, disseminate, or act on information.”1 Furthermore, the DoD defines “cyberspace” as “a global domain consisting of the interdependent networks of information technology infrastructures and resident data, including the internet, telecommunications networks, computer systems, and embedded processors and controllers.”2 However, the DoD tends to focus on technical specifications and components when describing the information realm without regard for the new sociocultural, political, and economic phenomena they enable.3 The inability to holistically analyze the threat landscape perpetuates an outdated information strategy focused on incremental implementation of expensive fences and features that centralize control, all of which come at the expense of agility, mobility, and flexibility.4 Analog strategies based on consolidating and safeguarding authority and infrastructure have proven futile, particularly against networked, information-centric threats such as ISIS who are willing to accept greater risk in how they operate.
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The Weaponization of the Information Environment

Rand Waltzman5

Both as individuals and collectively, we make decisions and behave in a way that reflects our perception of the world and our interpretation of the information available to us. The creation of the Internet and Social Media (ISM) has resulted in massive changes of scale in time, space and cost of information flows. The diffusion of information is now practically instantaneous across the entire globe. This has resulted in a qualitatively new landscape of influence and persuasion.

ISM provides new ways of constructing realities for actors, audiences and media. It fundamentally challenges the traditional news media’s function as gatekeepers and agenda-setters. The ability to influence is now effectively “democratized,” since any individual or group has the potential to communicate and influence large numbers of others online in a way that would have been prohibitively expensive in the pre-internet era. This landscape is also significantly more quantifiable. Data from ISM can be used to measure the response of individuals as well as crowds to influence efforts, and the impact of those operations on the structure of the social graph. Influence has also become far more concealable. Users may be influenced by information provided to them by anonymous strangers, or even in the simple design of an interface.

The nature of interaction within the information environment (IE) is rapidly evolving and old models are becoming irrelevant faster than we can develop new ones. The resulting uncertainty leaves us exposed to dangerous influences without proper defenses. The IE can be broadly characterized along both technical and psychosocial dimensions. IE security today (often referred to as cybersecurity) is primarily concerned with defense of its purely technical features—for example, defense against denial of service attacks, botnets, massive thefts of IP and other attacks that typically take advantage of security vulnerabilities.

This view alone is too narrow, however. For example, little attention has been paid to defending against incidents like the April 2013 Associated Press Twitter hack, in which a group used (“hijacked”) the news agency’s Twitter account to put out a message reading “Two explosions in the White House and Barack Obama is injured.” 6 The result of this message, with the weight of the Associated Press behind it, was a drop and recovery of roughly $136 billion in equity market value over a period of about 5 minutes. This attack exploited both the technical (hijacking the account) and psychosocial (understanding how the markets would react) features of the IE.

This is an example of cognitive hacking. Key to the successes of these cognitive hacks were the unprecedented speed and the extent to which the essential disinformation could be distributed. Another core element of the success of this effort was their authors’ correct assessment of a cognitive vulnerability of the intended audience—a premise that the audience is already predisposed to accept without too much critical thinking, because it makes a fundamental emotional appeal to existing fears or anxieties. And while the execution of this strategy relies on fundamentally new features of the IE, some of the underlying principles have been known throughout recorded history. Today, the manipulation of our perception of the world is taking place on scales of time, space and intentionality that were previously unimaginable. It is all shaped by the information we receive. And that, precisely, is the source of one of the greatest vulnerabilities we as individuals and as a society must learn to deal with. [image: ]
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Networks

Unlike hierarchical organizations, networks are built around functions rather than authorities and value outcomes over process. The precise configuration and mobilization of individuals, resources, or information within the network may be irrelevant as long as they produce outputs within parameters of acceptable risk. For example, the beliefs of a disenfranchised youth in Paris are unimportant so long as he or she detonates a dirty bomb in a metro anywhere in the world. Networked threats achieve their objectives and maintain their “brands” through a spectrum of acceptable transactions, not by centralizing control or information flows. Similarly, a piece of malicious software launched by a criminal group in China is impervious to traditional forms of political, economic, or military coercion. The malware itself is essentially an ambivalent piece of code with one goal: to infect as many “hosts” or “nodes” as it possibly can. Malware has the capacity to destroy financial markets, and perhaps even fundamentally disrupt national and international systems of government.

The unique qualities of networks and how they are leveraged to construct novel threats requires radically different risk models and investment priorities. Both state and nonstate actors outside of the United States understand this reality and have adopted multidimensional information strategies designed to penetrate existing networks and construct new ones. These information strategies emphasize the nonlinearity of information transfer, the importance of virality, the power of human augmentation, and include significant resource commitments in funding new tools and techniques.

Shortfalls in the U.S. Information Paradigm

By contrast, the U.S. government and DoD’s information ecosystem evolved with no strategic vision in mind. The information ecosystem was built around industrial age principles, most notably the premise that systematically reducing vulnerabilities increases security. In practical terms, this translates into continued application of legacy approaches to networked threats consisting of: reactive broadcast messaging efforts internally and externally, direct targeting of military or militarized adversary assets, and the fortification of cyber fences to achieve security objectives. A system or network is only as valuable as the information contained within. Ponderous broadcast messaging and targeting particular individuals for kinetic elimination is less effective in a network where relationships are peer-to-peer rather than hierarchical. These careful refinements of industrial age warfare and media have difficulty delivering influencing effects which can compete with networked organizations where culture, ideology, infrastructure, and information are experienced proximately. In many cases, the elimination of individual nodes may be imperceptible even to first degree connections. The hacker group “Anonymous” makes this point clear.

Simply building higher digital walls is a futile exercise in spending that overlooks the quantity, diversity, and mutability of threats and leaves investment in information catastrophe response extremely underfunded. The current U.S. funding profile reflects a disproportionate investment in stopping informational threats rather than acknowledging that information vulnerabilities are a quotidian problem requiring management, not prevention. The speed of change outpaces our recognition of problems and adoption of safeguards to respond to them. There is no such thing as a zero-risk environment, so the governing philosophy must be optimized for detection, speed of evolution, and response rather than vulnerability reduction.

However, US government information principles are currently organized and funded around systems and hardware without regard to the data contained within. The DoD builds and uses some of the most advanced sensor technology available, yet they are treated and employed only as extensions of outdated, analog warfighting tactics rather than as key components of warfighting and business strategies. Evidence of this is provided by the fact that we see artificial intelligence applications occurring only at the edges of our organization, such as in underwater and airborne surveillance. Meanwhile, the fact that the Pentagon—the center of the military’s business operation—struggles to automate basic information sharing and apply statistical modeling techniques makes the information crisis apparent. Fear of information compromise combined with a lack of analytic talent and tools leads to the underutilization of data, while the reservoir of data available to adversaries and private sector competitors continues to increase in scope and complexity.

How then should the U.S. government look to apply information against networked adversaries with highly sophisticated information strategies? Most notably, our policy must convey a more inclusive definition of the IE that recognizes the interconnectedness of the data ecosystem. This requires acknowledging that informational threats cannot be segregated along governmental and nongovernmental lines, as the manipulation of information in increasingly networked communities rarely affects a single aspect of social, political, economic, or virtual life.

Integrated Strategies

Russia and China have applied resources on a massive scale to developing and executing a cohesive information strategy. For example, Chinese investment in Silicon Valley companies is an effort to capture emergent technologies. Matched with domestic regional incubator cities (with Beijing focusing on internet services, Shanghai on internet and makerspaces, Shenzhen on electronic hardware, and Chengdu on software, games and culture), and the ability to do agile, iterative production, the Chinese information technology business methodology is both globally pervasive and aligned with its national political agenda and military strategy.

Leaders within the Chinese military proposed a concept of “unrestricted warfare,” a campaign that begins long before any armed conflict is apparent. This “warfare” seeks to disrupt potential enemies using the vulnerabilities of their (real or potential) information systems, without regard for international norms or laws. In addition, “the formulation of comprehensive strategies has enabled linking and consolidation of the modern tools available to the Russian leadership, such as information technologies, modern military forces, and other levers of influence.”14 In the case of Crimea, “the ‘battlefield’ was carefully prepared with the use of political, economic and informational tools.”15 Finally, “The ISIS media network today is always ‘on.’ whether from the organization itself or through its network of supporters. ISIS media has a dynamic strategy, and the general technical quality of production is constantly improving.”16
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8th-Century Ideology and 21st-Century Technology

Abraham R. Wagner

The rising tide of violence from radical extremists, including ISIS and other Islamist groups, presents a new set of challenges to U.S. policymakers. Unlike traditional threats from state actors, ISIS is operating on an increasing number of fronts in the Middle East and continues to make ever greater use of social media to support its operations. Social media has evolved rapidly, bringing a host of benefits as well as new challenges to national security. It is certainly true that this issue area has not escaped the attention of the media, responsible government agencies or the broader research community. Rather, the operative question is why so little has been done to date, and what are the impediments to doing a better job?

For one thing, the research base in this increasingly critical area is relatively limited, both within the U.S. government as well as the scholarly community. For decades, the Intelligence Community (IC) has failed to adequately support what was known as “open source” research, which was traditionally limited to analysis of broadcast and print media. Social media, however, has radically changed this analytical landscape, as new media sources have now become central to the operations of violent extremists. ISIS in particular has worked to employ social media for education and training, including an online guide for mothers on how to raise extremist children. The impact of ISIS use of social media has been enormous especially for the recruitment of fighters and other operatives for ISIS, including through YouTube videos, photos and hashtags as well as dedicated web sites and specialized applications. The organization is now producing “quality horror,” with a measurable impact on the rate of recruitment among foreign fighters as a result.

Looking at the current state of what the U.S. government now calls “countering violent extremism” (CVE) the picture is not encouraging. The Department of Homeland Security now has a “CVE Coordinator” but no serious programs. The State Department has an operational program, but also only very limited funds. Elements of the IC and Defense Department are also involved, and they tend to treat the problem as a “boutique item” with little in terms of actual programs. By all accounts, the United States is losing the battle, and losing it badly. Stopping ISIS use of social media is largely impossible and could be counterproductive. Tracking ISIS use of social media is important, but requires better programs with adequate funding. The United States should focus on several critical areas including automated analysis of the vast amount of information available via social media. Current efforts here are not coordinated, and it would be impossible to recruit, train and pay the number of human analysts required. As well, the method by which ISIS attracts and inspires adherents is still not widely understood, and there are important tools from neuroscience and related fields that could be applied here.

It would be possible to match ISIS in scope, scale and quality, but current efforts simply don’t exist or are grossly inadequate. Adequate funding would help this problem, along with greatly expanding the State Department’s Center for Strategic Counterterrorism Communication. The conflicts in Iraq, Syria and Yemen will continue regardless of what transpires in social media, and the United States cannot seriously impact their outcomes via that medium. At the same time, other threats to the U.S. and Western nations remain uncertain. There are many posts and Tweets in social media promising horrific and deadly attacks, but it is often hard to match real intent and actual capabilities. Critical here is the recruitment and radicalization process, with social media at the heart of the problem.[image: ]
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Adapting to a New Model

State and nonstate actors in other parts of the world clearly view information as a high-value currency that can be created, disseminated, manipulated, hidden, and destroyed in order to achieve long-reaching effects in multiple domains. The Chinese example demonstrates how intellectual property transfer can create tremendous economic influence, while the Russian example demonstrates how disinformation in other domains (financial market data, mass media, etc.) can be used to seize geographic territory. Despite its lack of ethical sophistication, the ISIS organization operates one of the best designed communication networks, complete with media studios that have dwarfed countermessaging efforts by the world’s best-funded State and Defense departments.19

By contrast, the United States continues to invest almost exclusively in a monolithic security apparatus focused on “hard” power. Unfortunately, the current resourcing mechanisms and political process disincentivize investment in and diversification of nonlethal options, to include information manipulation. The desire to preserve the status-quo military-industrial base currently stifles efforts to think more broadly about the construction of information-based influence beyond conventional military and state tools, whereas other state and nonstate actors have been able to establish information as a strategic priority within larger hybridized, public-private strategies. Evidence of this is provided by the regional Shanghai Cooperation Organization, who define “information war” as: “confrontation between two or more states in the information space aimed at damaging information systems, processes and resources, critical and other structures, undermining political, economic and social systems, mass psychologic[al] brainwashing to destabilize society and state, as well as to force the state to taking decisions in the interest of an opposing party.”20 Given that this is the position of our adversaries, the United States should look to adopt a similar definition or risk continued mismatch in the application of its national resources.

Self-Mining as a Key Component of Information Strategy

Improving the efficacy of the U.S. government within the information realm requires one difficult admission: “at this point, all of our adversaries possess a significant asymmetric advantage over us as a result of policy, legal, and organizational constraints that we are subject to and they are not.”21 Most notably, the U.S. government is “subject to suffocating constraints on access to data.”22 Five exabytes of data were created globally before 2003. In 2013, five exabytes of data were being created each day, and Acxiom, the country’s biggest customer data company, was already aggregating data on more than a billion monetary transactions daily over ten years ago.23 Yet the current legal construct and security protocols prevent our government from accessing and leveraging it. Meanwhile, our adversaries as well as domestic private sector competitors maintain full access to the wealth of data about American citizens and interests.

The government void in the data mining space can be traced to a trust gap not shared with the private sector. Studies have shown that users are incredibly willing to hand over their data to private companies.24 However, this trust among users is not replicated in the public sector. High-profile controversies like the disclosures of Edward Snowden and the Patriot Act have challenged whether government can be entrusted with translating its data practices into positive national security outcomes. Rather than attacking the problem of transparency, efficacy, and data stewardship head-on, the government has responded by enforcing increasingly conservative interpretations of its own policies and laws with respect to exploiting public data.

The disadvantage of the current legal constraints and risk aversion are two-fold. The inability to execute data analytics on even a fraction of this ecosystem prevents the government from understanding its own vulnerabilities. In order to plan for informational threats, we must first have a way of mining our data legally to understand what information exists. At present, companies such as Google and Amazon, not to mention adversaries, squelch the government’s knowledge of the American “data footprint.”25 It is alarming but telling that only after the War on Terror began, the DoD became interested in the collection and analysis techniques of the world’s largest customer data company.26 It illustrates that while the private sector has seen opportunity in data exploitation, the government continues to see only risk.

Building an information strategy absent of informational self-knowledge is the equivalent of formulating a city’s tornado response plan without knowing which of its public buildings have basements. To provide an example, federal authorities report that China acquired personally identifying data on 22.1 million U.S. government employees during the OPM hack, and this number grows to a much larger fraction of American citizens when one considers the amount of relational data compromised during the breach.27 This event not only signals a “new normal” in terms of catastrophic data loss, but the inability of data blind governments to execute critical public services and security functions in the twenty-first century. Particularly in the information space, predicting when the next crisis will be or what form it will take is virtually impossible. A key part of serving the public good moving forward will be a robust self-mining program, with both technical and regulatory constraints to preserve constitutional rights while preparing the government to respond.

Establish a Cabinet-Level Information Branch

The United States should consider creating a cabinet-level position to oversee the United States’ information strategy, provide coordination across agencies, and partner with private sector financial industries and tech companies. There is a historical precedent for independent information arms of government dating back as far as the papacy in 1622, with Pope Gregory XV’s establishment of the Office for the Propagation of Faith. Today, countries such as Russia have appointed information czars endowed with the authority and funding to execute national-level information campaigns.28 Alternatively, groups such as ISIS maintain regional information Twitter hubs around which untraceable, ethereal accounts orbit. These Twitter hubs help cohere the global ISIS network by connecting people to resources and information and coordinating major efforts.29 The United States has no similar mechanism that allows it to deliberately yet flexibly exert influence in the information space.

This stands in contrast to the oodles of ink spilled over cybersecurity. The OPM breach highlights the meaninglessness of the distinction between cyber and informational threats. More than being unhelpful, this distinction can actually be harmful, as it informs organizational structures and the distribution of statutory responsibilities. According to the Congressional Research Service, “authorities for U.S. military operations in cyberspace are not currently organized according to the nature of the perceived threat, whether espionage, crime, or war. Instead, authorities are organized according to the domain (.mil, .gov, .com, etc.) in which the activity is taking place, as opposed to its motivations or effects.”30

However, typologizing attempts by adversaries to exert informational influence based on domain is a bit like organizing colors by shape. The domain is a descriptive term, and not necessarily a good predictor of effects, as most informational threats have social, political, and economic consequences in addition to first-order technical or structural repercussions. A lack of shared responsibility and coordination in responding to informational threats ignores the “transcendental properties” of digital information and its ability to inflict multiple forms of damage simultaneously and sometimes over an extended period of time.

Create Unified, Internationally Recognized Legal Frameworks and Enforcement Mechanisms

The laws and norms surrounding the movement of economic goods across geopolitical boundaries are well formed and tested. Unlike other domains, the information space is created, maintained, owned and operated collectively by public and private stakeholders across the globe, and not subject to geopolitical or natural boundaries.31 Simultaneously, the potential harm proposed by massive scale information-based influence is obvious. The ability to generate and manipulate information at little to no cost has become ubiquitous; however, robust legal frameworks governing how state actors, individuals, and institutions interact with the information ecosystem do not yet exist.

The difficulty of assigning attribution to damages created by informational means ensures that the rule of law will be a substantial struggle to impose. This is compounded by the challenge of deriving intent and chains of causation that allow for liability to be fairly and credibly established. For example, a hacker could build malicious software based on knowledge of the present information ecosystem with the goal of achieving a certain outcome. However, the evolving nature of the information ecosystem combined with the ability of others to modify that piece of malware make predicting its effects almost impossible, even for the originating source. This is the “Office Space problem,” where the effects of an activity in the information space are radically altered in scope or nature due to unanticipated design repercussions or changes to the environment. Just like an unforeseen glitch in the protagonist’s plot in the movie Office Space created undesirable outcomes, so too can behaviors in the information space yield unexpected consequences.

To provide another example, research utilizing advanced statistical modeling techniques highlights the challenges of correlating virality with social media message and user traits, even in “simple” networked communities. Anticipating diffusion is difficult, as well as differentiating factors affecting virality from factors affecting influence.32 The multidimensionality of networked communities and complexity of the network’s layers—from the techno-semantic to the psychosocial—ensures that predicting behavioral effects in the information space is a bit like launching a missile without a guidance system—we understand the forces such as gravity that allow us to make general statements about the missile’s trajectory, but will likely rule out low-probability events such as the missile being redirected toward a hospital after striking a bird. The difficulty of equating intent with outcome in the information realm is a problem for the Western legal framework and its Kantian epistemics. An ISIS twitter message intended to have only local or regional impact could conceivably be propagated by third parties (potentially even ISIS’s enemies), making it difficult to determine what consequences for which ISIS would be legally liable.

Even if all of the conditions for prosecution and sentencing could be satisfied, the pluralism of rights frameworks across the globe renders law enforcement almost impossible. For example, while Western European rights frameworks are designed to protect consumers, U.S. law tends to create more favorable outcomes for producers. This applies to the digital space, where the law requires little in terms of transparency by companies such as Facebook that both mine and sell our personal data in order to create advertising revenues. The burden is on consumers to prove excessive harm in how their data was leveraged against them.

We have seen the difficulty American-based companies have had in retrofitting their business activities to meet legal norms in other parts of the world. The ruling on the ability of EU citizens to redact damaging personal information from the web sent huge ripples through news organizations, government regulatory bodies, and American-based technology providers alike.33 The decision models, professional maxims, and equities of each party were in direct conflict with one another. Bits themselves are both ambivalent and infinitely replicable, and it is not until the semantic and network layers that our data is anthropically incorporated. The same sequence of information can be used by two users or information managers in fundamentally incompatible legal, political, and cultural systems. More recently, the repeal of the “Safe Harbor” agreement illustrates the difficulty in defining jurisdictions and lack of a universally recognized “public good.”34 However, the lack of a unified legal framework between the United States and EU understates the scope of the problem; other parts of the world have radically different rights structures that must be incorporated or at least acknowledged in international law surrounding the use of information.

To address the current legal construct, material damages and loss of life are explicitly and thoroughly covered by the Geneva Conventions; it is less clear what, if any, of these standards for international behavior can be generalized to the information space. Article 2(4) of the UN Charter states that “[a]ll Members [of the United Nations] shall refrain in their international relations from the threat or use of force against the territorial integrity or political independence of any state, or in any other manner inconsistent with the Purposes of the United Nations.”35 Even in the seemingly straightforward case of Edward Snowden where the information compromised on a massive scale was property of the U.S. security apparatus, we have seen much international consternation about the way forward. In addition, Russia’s use of propaganda, blackmail and disinformation in the annexation of Crimea arguably constitute a crime, but have been largely unaddressed by the larger international community. The Snowden case and Russian example make it clear that interpreting “the spirit of international law” without making the laws surrounding information transactions more explicit is insufficient.

We will continue to see divergence in acceptable practices and increased harm potential until the U.S. government can help create a global imperative for a unified legal framework. Forcing state and nonstate actors to behave ethically in the information space is the by-product of instrumental and normative legitimation, and for both to occur there must be an internationally recognized legal antecedent. The difficulty in developing such a legal code cannot be understated, as it is not dissimilar from the world climate negotiations, which spanned the better part of twenty years. World climate negotiations were hindered not just by incongruous legal and market paradigms, but by radically different economies and valuations of the environment.36 Conceivably, any attempts to establish an international informational rule of law will be problematized by the multiplicity of information economies in various stages of development across the world. The development of an international order is absolutely vital but a long-term strategic endeavor.

Creating Informational Risk Transfer Mechanisms Between the Public and Private Sector

The September 11, 2001, attacks were an illustration of how a networked, decentralized terrorist organization could inflict tremendous damage on American markets and morale. It demonstrated how an amorphous network could damage the world’s largest economy at virtually no cost. The attacks on New York and Washington, DC, sent the U.S. terrorism insurance market into peril, it was a difficult to forecast low-probability, high-consequence event that lead to huge losses and an insurance pricing crisis. In order to stabilize the market, President George W. Bush signed into law the Terrorism Risk Insurance Act, which made the U.S. government the catastrophic backstop for the insurance market in the event of crisis.37 Shared ownership in the event of catastrophe provided the government and private sector with a common language and protocol for dealing with losses due to terrorism. By providing reinsurance coverage, the government catalyzed a more sophisticated system of managing and spreading terrorism risk.

Information risk and terrorism risk are both unpredictable events that can have devastating and long-lasting consequences at little cost to perpetrators. In both cases, the infraction is likely to be nonattributable or at least nonpunishable. Like terrorism, rules in the information space are largely unenforceable, requiring a much greater focus on management and response rather than prevention and punishment. And like terrorism, “because IT dependency and concomitant insecurities have come so quickly, the United States lacks a shared understanding of acceptable and unacceptable risk and of the proper roles of the federal government and the private sector.”38 Developing ways to commodify and trade informational risk is already underway in the private sector.39 Further, techniques for pricing informational risk will likely include allowing the “crowd of hackers” to exploit applications and systems, thereby exposing vulnerabilities.40 System and information managers will pay a premium for having their weaknesses exposed, which then allow their risk to be traded within an insurance structure.

The commodification of information and cyber risk through an insurance structure in which the U.S. government provided a catastrophic backstop would provide the quantitative framework for governmental and nongovernmental entities to trade and diversify risk. Other countries such as China have recognized the state’s role in fostering an innovation economy,41 realizing that it cannot achieve influence in the twenty-first century without successful, mutually beneficial public-private partnerships.42 The US government would be well-advised to follow suit, and it must be prepared to offer its own information companies something in return. Establishing risk transfer criteria could be the first step in healing the relationship between government and critical information players, particularly in Silicon Valley.

CONCLUSION

Currently, the U.S. government’s approach to information remains perilous compared to its competitors, who have much more flexible, innovative, and decentralized approaches to using information to achieve influence. Both state and nonstate actors have made a strategic decision to incorporate information into their organizational strategies and have resourced them accordingly. As a result, these actors are setting the norms for behavior within the information space, and we are likely to see more, rather than less, instability as more users come online. Between 1995 and 2010, the number of internet-connected people leaped from an estimated 16 million to more than 1.7 billion.43 Simultaneously, the digital connective tissue between individuals continues to grow. Facebook recently announced higher levels of degree centrality between users, trumping established thought about the connectedness of the world population.44 A new set of political, economic, sociocultural, and cognitive dynamics based on digital rather than geographic proximity has been enabled, creating new vulnerabilities as well as new opportunities. If the United States wants to achieve influence, rethinking its approach to information is not optional. From a policy perspective, this could be most effectively addressed by removing barriers to understanding public data, created a dedicated cabinet-level position to manage information, prioritizing the codification of legal behavior in the information space alongside the international community, and creating public-private risk transfer mechanisms. Together, these policies will help ensure the United States has the tools necessary to promote global stability and solve the complex problems of the next information age.


CHAPTER HIGHLIGHTS

Influencing Through Information. Information must be an explicit part of a larger integrated national strategy that acknowledges not just the technical but also the political, economic, and psychosocial dimensions of the information environment.

Overcoming a Legacy Vision. The U.S. government and Department of Defense’s information ecosystem evolved around industrial age principles, most notably the premise that systematically reducing vulnerabilities increases security.

Leveraging Technology. The ability to influence is now democratized, in that any individual or group has the potential to communicate and influence large numbers of others online in a way that would have been prohibitively expensive in the pre-internet era.

Adversarial Advantage. Most of our adversaries possess an enormous asymmetric advantage over us as a result of policy, legal, and organizational constraints regarding data utilization that we are subject to and they are not.

Strategic Social Media. The United States should focus on several critical areas to counter ISIS, including large-scale collection of social media, analytical tool development, understanding the radicalization process, and creating a countervailing social media message.

Forming a National Information Strategy. To create a national information strategy, the following policy changes should be implemented: (1) revise intelligence oversight and protocols to give government the same rights to analyze public data as nongovernmental organizations and adversaries; (2) establish a Cabinet-level information branch within the government to coordinate information efforts beyond the Department of Defense; (3) create an international legal framework to establish globally recognized operating norms and enforcement tools within the information space; and (4) create risk transfer mechanisms that allow for informational risk transfer with and between the public and private sector.
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Concluding Remarks

Trey Herr and Richard M. Harrison

Cybersecurity policy presents an array of both human and technical challenges. The goal of this book has been to present a broad selection of those issues which are, or will soon be, part of the national conversation. We advance no partisan agenda, nor do we advocate for a particular ideological stance in our approach to these topics. Each chapter contained here is limited in its recommendations solely to the subject matter that it covers. Nevertheless, there are common themes stretching across these pages—themes which provide an abstract roadmap of sorts that can help guide public policy among the issue areas of cybersecurity.

These are Public/Private Problems

The federal government has a burgeoning and legitimate interest in the status of information assurance standards and internet security governance, among other policy issues relating to cyberspace. But the majority of connected devices and the preponderance of internet infrastructure rests in private hands. That the principal environment for contemporary military cyber operations in many cases is privately held networks and spectrum represents a similar hurdle. It is equally true, however, that much of the private sector is not able or willing to take on these security challenges, either because of costs or legal restrictions.

A balance needs to be struck between public and private interests, between various actors and stakeholders, and among the many solutions that these actors present to pressing cybersecurity policy challenges. While that balance may well shift, depending on government activity and the role of the private sector in a particular scenario, there must be a shared responsibility between legislators, regulators, justices, and bureaucrats on the one hand, and business leaders, shop owners, and individuals on the other.

Beware Holding a Hammer and Seeing Only Nails

We have a tendency to militarize language in our discussions of cybersecurity. Incidents become attacks, tools become weapons, criminals become attackers, and so forth. One problem with this approach is that it can raise the importance of largely pedestrian events to the level of national security crises, skewing the distribution of resources and attention. The breaches at Target and Home Depot were undertaken by small groups with the intent to steal information and generate financial gain. These sorts of incidents tend to be the norm, rather than the exception. Stuxnet, for all of its innovation and geopolitical impact, was part of a minute minority of the infections, compromises, and security incidents that are reported daily. These incidents, and hundreds of similar ones that occur every year, involve nonstate actors stealing information from or disrupting the business activities of private actors across the country and around the world. These groups and their tools are pursued by law enforcement agencies and, when possible, prosecuted.

By contrast, actions, whether by state or nonstate actors, that attempt to destroy digital information or physical hardware fall into the realm of military cyber operations and can be treated as a national security issue. Breaking things with code is difficult, and requires a great deal of substantive expertise about the target. Writing software to steal keystrokes or credit card information is comparatively easy, which is why it happens far more frequently.

These distinctions are important. How we understand and talk about the world shapes our potential responses to it. There are issues of national security and challenges for law enforcement at play under the broad umbrella of cybersecurity. Accurately describing the adversaries, problems, and practical solutions within each of these disparate camps, and resisting the temptations of alarmism in favor of nuance should be the core underpinnings of our ongoing dialogue.

Education and Transparency

The marketplace is a highly imperfect but tremendously powerful tool for driving the behavior of firms and organizations. A common theme among many of the chapters in this book is the importance of opening up marketplaces, for products or ideas, and allowing their power to shape new strategies and more secure behavior.

Critical to enabling this market power is education and transparency, which are necessary to make consumers in these markets into well-informed decision-makers in their own right. Such education can happen in myriad ways, from labels describing the cyber safety design practices of automakers that allow individuals to compare high- and low-performing companies to breach notifications (which assist consumers in pressuring underperforming firms and create incentives to encourage improvements). Making consumers aware of good security practices and, within each of these markets, creating channels of transparency to ensure that performance information is clearly communicated, is key to success.

Managing the Vulnerability Economy

Across all sectors, irrespective of the domain or industry, connected computing devices are susceptible to exploitation because of flaws and inherent vulnerabilities. The software in our cellphones, cars, and thermostats are all susceptible to compromise, owing to some combination of design error, adversary innovation, and human fallibility. As several of the chapters outline, managing the “vulnerability economy” is an increasingly pervasive challenge—one addressed today in various ways, from the government acquisition and use of zero-days to attempts to curtail the market for malicious software.

The participants in this economy can be either friendly or malicious. Google, the National Security Agency (NSA), and eastern European criminal groups all have interests of one sort of another, and no single proposal will “solve” the vulnerability problem. Our challenge is not to fix vulnerabilities, but to manage how they impact our security against attackers of all types. There are key trade-offs in this management problem; how should we reward researchers who find and disclose bugs to vendors rather than keeping them secret for greater profit? And how should we preserve the capability of national intelligence programs while improving security for citizens and individuals? The stakes, moreover, are set to grow bigger still. Cars are now computers, automakers are software vendors, and, in coming years, if a device can be made to talk over a network, it will undoubtedly do so. The task facing policymakers, then, is to expand corporate policies and government regulations to properly account for and accommodate a growing ecosystem of vulnerabilities and threats.

Long-Term Reform: Embrace Innovation

That the internet has embedded itself into society, into our commerce and our politics, into the devices we depend on. With this increased connectivity comes a need to encourage innovation. Novel ideas about the devices we own, as well as the means by which to secure them, are essential to both economic growth and security. The rationale for increased interconnectedness, despite heightened vulnerability, is productivity and efficiency. Cars with internet connected, “always-on” infotainment system are a convenience and a luxury. They are also increasingly ubiquitous. The fact that they are susceptible to compromise shouldn’t be a call to ban them, but an impetus to secure them. The policy recommendations of these chapters generally encourage new ways to foster security innovation, rather than cripple usability or economic activity.

That is a view supported by history. The story of security in computing and connected devices is one of continual innovation; as defenders improve their techniques and technology, adversaries respond. The goal should be to enhance this cycle in favor of the defense, encouraging new companies and new ideas to come to market, discouraging onerous and static regulatory requirements, and creating a permissive structure for testing and mitigation. To manage the problems of today and tomorrow, it will take a significant research effort, as well as communication and collaboration across an array of disciplines. Academia will play an invaluable role in providing research opportunities, developing new skill sets, and training professionals for the labor market. The private sector will play a significant part as well, encouraging new techniques and innovative methods to address evolving threats. These dynamics, together with better-informed consumers and a more effective workforce, will be crucial for managing and upgrading systems in both the private and public sectors.

Considerations

The issues addressed in this book set the stage for a discussion of how the myriad issues under the umbrella of cybersecurity policy can and should be addressed. Public policy is not a standalone solution for the issues listed here, but it is an essential part of the puzzle nonetheless. This book offers a framework for considering broad reforms across information assurance and cyber safety, cyber crime, internet security governance, and military cyber operations. It prompts us to think about and address key policy challenges as part of an ecosystem of ideas. The issues addressed in these pages will greatly affect the way citizens communicate, as well as the ability of the United States to conduct espionage, trade, and defend critical infrastructure.

How we treat the cybersecurity challenges of today will shape how we experience the future. Perfect security is impossible, but better security is not only feasible; it could be soon within our grasp. Our task is to continue to foster innovation and acknowledge the limitations of both public and private approaches in isolation. For the policymaking community, the watchword must be to “do no harm.” Far too often in the past several decades has public policy imposed new limitations and challenges to security research and innovation. If we simply accept cyber insecurity and labor under the misconception that the natural state of connectivity is vulnerability and exposure, we will reduce the quality of our human experience.

Better policy is needed. But in order to enhance their approaches, policymakers must gain a better understanding of the issues dominating the cyber landscape today: the need to adequately protect data, devices, and networks; the necessity of combatting cyber criminals; proper procedures for governing the security of the internet; and better comprehension of military cyber operations and their role in and national security.

The path forward will not be easy. As we embark on the next information age, this work is not intended to be a solution to the incredibly complex challenge that an ever-interconnected society poses. But it is our attempt to help mitigate some of the threats endemic to this new domain, so that we can better manage our cyber insecurity. 


Glossary

AECA: The Arms Export Control Act, passed in 1976 established the International Traffic in Arms Regulations (ITAR) and the United States Munitions List (USML) administered by the Department of State.

As-a-Service: Software platform or service delivered over the internet rather than hosted locally on a user’s machine.

Availability: Ensuring that authorized parties are able to access information on a computer system when needed.

Black Hat: Malicious actors working with the intent of gaining unauthorized access into and manipulating computer systems and networks.

Border Gateway Protocol (BGP): BGP is the typical means of communicating information about how to navigate in and between so many different networks over the internet; BGP acts as a sort of travel guide to different networks using a distributed database of IP locations, essentially maps of the internet and subsidiary networks.

Botmaster: An individual responsible for the care and feeding of the flock of zombie machines, which make up a botnet.

Botnet: A collection of internet-connected computers under the control or manipulated by a third party, generally used to distribute malware or spam e-mail; can serve as a propagation method.

Breach Notification: Formal notice from a company or other entity to a consumer of the loss of confidentiality of their personal information.

Budapest Convention: This convention on cyber crime is the first international agreement to address internet and computer crime by bringing domestic laws closer into coordination, providing enhanced investigative authorities for international efforts, and building foundation for policy coordination and cooperation between states.

Bug Bounty Program: See VRP.

Certificate Authority (CA): One actor that acts as a key in a chain of trust that includes browsers, operating systems or servers, end users, and observers.

Certificate Revocation Lists (CRL): The public audit trails that CAs periodically publish, and organizations consult, to track invalid certificates.

Confidentiality: The property that information is not made available or disclosed to unauthorized individuals, entities, or processes.

Coordinating Committee for Multilateral Export Controls (CoCom): The export of encryption technology to the Soviet bloc or general public was strictly controlled by this committee.

Combat Mission Team (CMT): CMTs cover offensive cyber operations to include providing, “cyber support to military operational and contingency plans” that may be included in broader military campaigns.

Commercial Off the Shelf (COTS): Soft- or hardware systems purchased directly from a commercial vendor; often used in a military or government procurement context to differentiate from customized solutions or products requiring further research and development.

Communications Assistance for Law Enforcement Act (CALEA): Pub. L. No. 103-414, 108 Stat. 4279, codified at 47 USC 1001-1010); a U.S. wiretapping law passed in 1994 that requires firms who manufacture or purchase telecommunications equipment to establish either a hardware or software backdoor in their devices that allows for law enforcement to conduct surveillance into communications.

Computer Fraud and Abuse Act (CFAA): In 1984, the U.S. Congress enacted the CFAA, defining a set of federal crimes directed at computer hacking and other forms of unauthorized access on computers and computer networks; amended nine times since then, today the CFAA is an essential tool used by law enforcement for the investigation, prosecution, and deterrence of computer crime.

Content Delivery Network (CDN): Collections of servers distributed across the world to store large quantities of content close to areas of high demand.

Critical Infrastructure: One of sixteen sectors in the United States whose assets, systems, and networks, whether physical or virtual, are considered so vital to the United States that their incapacitation or destruction would have a debilitating effect on security, national economic security, national public health or safety, or any combination thereof; defined in PPD-21: Critical Infrastructure Security and Resilience.

Critical Infrastructure Protection (CIP): Covers security standard setting and security control design efforts focused on high-risk commercial facilities or government assets with substantial national security value.

CYBERCOM (U.S. Cyber Command): Organization with operational control of military cyber forces for offensive and defensive cyber operations in defense of U.S. national security interests.

Cyber Crime: Covers both law enforcement and government activity to target adversary groups and criminals as well as regulatory and legislative efforts to incentivize better security practices and reporting by victims; does not address physically destructive incidents.

Cyber Insurance: The provision of insurance coverage for a range of information assurance failures and adversarial events like data breaches; shifts financial liability for the event from a customer to an insurance firm.

Cyber Operational Preparation Environment (Cyber OPE): An offensive cyber operation that focuses on gaining access to, and information about, a target system.

Cyber Protection Team (CPT): CPTs perform a broad range of defensive measures, including penetration testing and hunting attackers within U.S. military networks.

Cyberspace: The DoD defines “cyberspace” as “a global domain consisting of the interdependent networks of information technology infrastructures and resident data, including the internet, telecommunications networks, computer systems, and embedded processors and controllers.”

CVSS (Common Vulnerability Scoring System): Used to “code” vulnerabilities according to their severity and potential for exploitation by a third party.

Data Breach: A security incident where personally identifying or otherwise sensitive information is made available to unauthorized third parties, copied, or stolen.

Deep Packet Inspection: Malicious software designed to extract or modify data and system processes.

Defensive Cyber Operations (DCO): DCO are intended to defend Department of Defense (DoD) or other friendly cyberspace; they are passive and active cyberspace defense operations to preserve the ability to utilize friendly cyberspace capabilities and protect data, networks, net-centric capabilities, and other designated systems.

Department of Defense Information Network (DoDIN): The DoDIN handles routine information assurance. It acts to translate the URL in a browser bar into an IP address.

Digital Encryption Standard (DES): A federal standard encryption algorithm based on the symmetric Lucifer cipher.

Distributed Denial of Service (DDoS): An overwhelming amount of digital traffic pointed at a single device; intended to disrupt or disable a connected device and knock it offline, a DDoS can take place over a number of network protocols including IP.

Domain Name System (DNS): The DNS serves as the internet’s address book, translating plain language URLs (www.google.com) into internet protocol (IP) addresses (74.125.151.254).

Domain Name Service Security Extensions (DNSSEC): This process authenticates individual DNS server records first by a central server called the DNS root zone, and then through a chain of trust to pass an authenticated record from the root to child zones and on down to the recipient; DNSSEC can provide authentication of the origin of DNS data and assurance that the content of the DNS transaction has not been manipulated in transit.

Domain Name System Authentication for Named Entities (DANE): A new internet protocol that would perform authentication and fix some of the flaws with CAs; with DANE, the owner of a domain name could securely bind part of a TLS certificate to a DNS name using the DNSSEC to sign the record and prevent forgery, all without consulting a CA.

Dropper: A malicious payload intended to infect a target machine and then retrieve additional malware from a command-and-control server elsewhere on the internet.

Encryption: Encryption is a process used to establish trust and secure data across networks of every stripe and purpose.

End User License Agreement (EULA): A legal agreement between a software vendor and customer, establishing the latter’s rights for use of the product.

Executive Order 13636: Many federal agencies were tasked with helping to improve the information assurance posture of the nation’s critical infrastructure.

Executive Order 13691: Promotes public-private cooperation on cybersecurity information sharing by calling on the DHS to encourage the establishment of so-called Information Sharing and Analysis Organizations (ISAO).

Exploit: A piece of code, which takes advantage of a flaw or feature in software (a vulnerability) to support the operation of a malicious payload or propagation method.

Exploit kit: Combination of a propagation method, often a compromised web server, and a set of exploits rented as a package or service to distribute malicious payloads.

The Federal Information Security Management Act (FISMA): Passed in 2002, the act establishes a system of basic security controls and impact assessment measures for federal information systems.

Hacking Back: Also known as Active Defense; when an information insurance professional charged with defending a corporate or government agency pursues an unauthorized intruder back to a source computer, perhaps deploying offensive hacking tools and techniques to retrieve stolen data or disable the attack.

Honey Nets: Using systems that appear genuine, this strategy is based upon trying to hide real network traffic and computers among fake versions.

Internet Corporation for Assigned Names and Numbers (ICANN): An international organization responsible for technical maintenance of the Domain Name System’s core servers as well as administration of generic top level domains (GTLD).

Industrial Control Systems (ICS): Systems that control physical devices; this can include critical infrastructure like hydroelectric dams, power grids, manufacturing facilities, oil and gas pipelines, oil drilling rigs and more.

Information Assurance: Protection of an information system’s confidentiality, integrity, and availability.

Information Environment: Defined by the Department of Defense as “the aggregate of individuals, organizations, and systems that collect, process, disseminate, or act on information.”

Information Operations (IO): IO focus on attacking an adversary’s human or automated decision-making, as well as on bolstering that of friendly forces; these focus on diverse areas such as military deception, operations security, public affairs, and often include elements of cyber operations but can be broader, encompassing messaging and persuasive efforts governed by separate doctrine and employing a different set of personnel.

Information Sharing and Analysis Center (ISAC): Nonprofit or government entities which aggregate information about threat actors and security incidents that is then shared with participating members.

Information Sharing and Analysis Organization (ISAO): ISAOs are intended to serve as venues for collaboration on threat intelligence and incident response established by a mutually engaged group of willing members; ISAOs are organized along a common affinity or community of interests based on individuals, industry, geography, or even a particular event.

Integrity: The property of an information system which refers to protecting information from being modified by unauthorized parties.

International Traffic in Arms Regulations (ITAR): The International Traffic in Arms Regulations, established by the Arms Export Control Act (AECA), controls the United States Munitions List and implements relevant regulations in the control for sale or disclosure of sensitive military items.

Internet Exchange Point (IXP): These are the physical infrastructure that carry content from Internet Service Providers (ISPs) and Content Delivery Networks (CDNs) and determine where that content is routed between networks. IXPs are variously joined by radio, copper cable, and fiber-optic links.

Internet Engineering Task Force (IETF): The IETF is a nonprofit group composed of hundreds of technical experts and computer scientists which acts to debate and set standards for internet routing, content delivery, design, and more.

Internet Security Governance: All forms of international collaboration over security issues, including how to maintain a secure and functional internet and cross-national challenges like export controls for malicious software and arrest of foreign nationals.

Internet Service Provider (ISP): An ISP is a company that provides internet service, be that to individual homes or whole continents; chains of ISPs form the routing layer for data to move across the web.

Keylogger: A malicious payload designed to record all inputs from a keyboard as users type passwords and other potentially sensitive information.

Malware: Malicious software, the combination of a propagation method, exploits, and a payload.

Malware Market: A series of online forums and social networks where actors buy, trade, and sell malicious software components and services; includes both offensive and defensive markets.

Military Cyber Operations (MCO): The organizations, policy, and law related to deploying destructive digital or physical effects on target computer systems or defending against such. Covers both defensive and offensive cyber effects operations.

Military Information Support Operations: Actions taken to convince enemy, neutral, and friendly nations and forces to take actions favorable to the United States and its allies.

Mutual Legal Assistance Treaty: MLATs are a mechanism for countries to share information related to ongoing investigations in circumstances where foreign assistance is necessary for a domestic prosecution; they provide a legal basis for international law enforcement activity like extradition and the seizure of assets.

N-Day: A vulnerability or exploit, which has been publicly or partially disclosed sufficient to initiate the patching process; N refers to the number of days since the vulnerability was disclosed.

National Cybersecurity and Communications Integration Cell (NCCIC): The NCCIC acts as the primary interface for sharing information with the federal government.

National Institute of Standards and Technology (NIST): The National Institute of Standards, housed within the Department of Commerce, is responsible for developing standards for technology and measurement including security controls and risk assessment programs for federal information systems; successor to the National Bureau of Standards (NBS).

National Mission Teams (NMT): NMTs are tasked with “defending the nation’s critical infrastructure and key resources,” including identifying enemy forces, tracking them, and disrupting their activities against U.S. targets.

National Strategy for Trusted Identities (NSTIC): The NSTIC began through a public-private partnership focused on developing interoperable standards for identity and is a related trust-focused issue that has implications for the internet; NSTIC outcomes include defining core principles for an Identity Ecosystem, issuing grants for companies working on innovative, pilot identity solutions, and building a foundation framework for companies to adopt and self-certify through displaying a trust icon.

National Telecommunications and Information Administration (NTIA): NTIA is an executive branch agency under the Department of Commerce. It is responsible for advising the president on telecommunications and information policy issues.

Offensive Cyber Operations (OCO): OCO cyberspace operations intended to project power by the application of force in or through cyberspace.

Online Certificate Status Protocol: OCSP is an alternative or complement to Certificate Revocation Lists, allowing a client to consult an OCSP server to determine in real time whether a specific certificate is valid; OCSP needs less bandwidth in order to report on certificate status that certificate revocation lists (CRL) and is a more efficient way of checking certificate status though some OCSP servers also rely on CRL lists

Packet: A specifically formatted unit of data that is carried over a series of networks.

Patch: A software “fix” or workaround developed by (or in some cases supplied by security researchers to) a vendor to correct a software vulnerability; often required for full payout when submitting vulnerabilities at bug bounty competitions.

Patching: The process of developing and issuing a workaround or fix for a vulnerability.

Payload: The component of malware with purpose, designed to achieve some discrete outcome like log keystrokes or create a backdoor; specific types may involve more complex functions like ransomware which will encrypt some or all of a user’s files and demand a financial ransom in exchange for the key.

Penetration Testing: Adversarial security testing; conducting mock attacks and evaluations on organization’s security systems in order to identify and remediate weak points and vulnerabilities in software, hardware, or human processes.

Presidential Policy Directive 21 (PPD-21): PPD-21 identifies sixteen critical infrastructure sectors including chemical manufacturing, the financial services industry, and electricity generation. Each of these has been highlighted as “essential services that underpin American society.”

Propagation Method: A software tool intended to transport malware from one place to another; can range from physical media like USB keys to the purely digital forms like e-mail.

Public-Key Infrastructure (PKI): Public-Key Infrastructure covers the hardware, software, people, and policies necessary to manage a public-key cryptosystem including key management and revocation.

Pwn2Own: A competition held in Canada where researchers were given set amounts of time to find vulnerabilities in major commercial software and prove their effectiveness with a rudimentary exploit.

Reverse Engineering (RE): Analyzing a code sample in order to reconstruct the software’s full functionality and logical structure.

Risk Management Framework (RMF): The Risk Management Framework is a collection of standard controls and risk assessment practices along with the associated implementation and management guidelines for information security in Department of Defense (DoD) and Intelligence Community organizations produced by NIST and the DoD.

Secure Sockets Layer (SSL): Secure Sockets Layer/Transport Layer Security are application layer protocols to create cryptographically secure links between computers over the web.

Supervisory Control and Data Acquisition (SCADA): A type of industrial control system (ICS); according to the Department of Homeland Security “SCADA systems are highly distributed systems used to control geographically dispersed assets, often scattered over thousands of square kilometers, where centralized data acquisition and control are critical to system operation. They are used in distribution systems such as water distribution and wastewater collection systems, oil and gas pipelines, electrical power grids, and railway transportation systems.”

Transport Layer Security (TLS): TLS is an evolution of Secure Sockets Layer and works to secure data in motion between a webserver and a device, creating an encrypted tunnel between the two.

Transmission Control Protocol/Internet Protocol (TCP/IP): The TCP/IP is the backbone of the internet; it defines the standard construction and transmission of packets over the internet.

United States Computer Emergency Readiness Team (US-CERT): US-CERT provides cybersecurity to federal civilian executive branch issues and develops cybersecurity information for other branches and agencies.

USML: The United States Munition List, administered by the State Department, governs the items designated as military articles and restricted under the International Traffic in Arms Regulations (ITAR).

Vendor: A company that makes or sells software or software libraries included in other products; can include nonprofit organizations tasked with maintaining open source libraries like OpenSSL.

Vulnerability: A feature or flaw in a piece of software, which allows for unintended operations to be performed by a third party.

Vulnerability Disclosure: Communicating information about a vulnerability to a software vendor or some other party either privately or in public (“full disclosure”).

Vulnerability Contributor Program (VCP): The VCP purchases vulnerability and exploit information with the intent of disclosing it to vendors after a delay, sometimes substantial, in which subscribers have exclusive access.

Vulnerability Purchase Program (VPP): A vulnerability purchase program is any form of organized purchase of vulnerability information and exploit techniques as through competitions or bug bounties.

Vulnerability Rewards Program (VRP): Firms such as Google and Amazon have designed these programs to encourage researchers to disclose vulnerabilities directly in return for prestige and a cash reward.

Wassenaar Arrangement: A multilateral voluntary export harmonization regime created in 1996 for member states to coordinate their respective domestic export policies.

White Hat: Security researchers wearing the “white hat” and working to defend users and improve information security.

Zero-Day: A vulnerability or exploit that has not been publicly or partially disclosed and so remains unknown to the vendor.


Index

“Aaron’s Law,” 132–33

Abraxas, 114

access without authorization, 124, 125

Accountable Key Infrastructure, 211

active defense, in sliding scale, 34, 37–39, 41, 44n12

Acxiom, 336

Adams, John, 291n10

Adobe Flash, 278

AECA. See Arms Export Control Act

aftermarket information collection devices, 50

Agora, 114

AIS. See automated indicator sharing

allies, cyber interoperability with, 269

Amazon.com, 196

American Council on Education, 194

Anonymous, 332

Apple, 197

Arab Spring, 212–13

architecture, in sliding scale, 34, 34–36

Arms Export Control Act (AECA), 353, 358

Army Cyber Command, 322

Army Cyber School, 266

as-a-service, malware, 111, 353

Ashley Madison hack, xiii

Asrar Al’Mujahideen, 197–98

Associated Press Twitter hack, 331

asymmetric encryption, 176, 177

AT&T, 128–29

Auernheimer, Andrew (weev), 128–29

authentication, CAs and, 206–7

authorization: access without, 124, 125; CFAA and, 124–28, 133; code-based, 125–26, 133; contract-based, 125–27; norms-based, 125, 128

automated indicator sharing (AIS), 25

automation, of information sharing, 19–20

automotive cyber safety: car hacking and, 48, 50, 51, 52, 52–53; Coordinated Disclosure policy for, 62–63; costs of waiting to act on, 64–65; cyber attacks exposure of vehicles and, 50, 51; EDRs for, 57, 61; evidence capture in, 56–57, 60–61; failure of, 47–48; 5 Star Automotive Cyber Safety Framework for, 48, 53, 53–60, 54; government fleet purchasing and, 63–64; importance of, 48; incentivized vulnerability disclosure for, 62–63; labeling for, 62; liability and, 81n1; OTA updates and, 60; policy failure and, 48; policy recommendations for, 61–64, 64; regulatory climate and context for, 60–61; SDL attestation for, 53–55, 54; security by design in, 53–55, 54, 59; security updates in, 57, 60; segmentation and isolation in, 58–60; software failure and, 49–50, 52; terrorism and, 52; third-party collaboration and, 55–56, 59; vehicular accidents reduced with, 49

autonomous vehicles, 49

availability, xvii, 3, 353

availability bias, 156

BAA. See Broad Agency Announcement

backdoors, xvii; Clipper Chip, 193–94; in encryption, 191–92, 197; privacy weakened with, 191; terrorism and, 195

Barlow, John Perry, xiv

Barnes, Richard, 173–74

behavioral economics, 156–57

BGP. See Border Gateway Protocol

“black hat” hackers, 242–43, 253n9, 353

“black market,” for zero-day vulnerabilities, 281

Blaze, Matt, 194

BMW, 60

Border Gateway Protocol (BGP), 179–80, 181, 353

botmaster, 353

botnets, 90, 91, 132, 244, 353

Bowman Avenue Dam intrusion, 32–33, 37

breach notification laws, xviii, 353; challenges facing, 148–49; effectiveness of, 143–44; entities and data covered by, 141; evolution of, 143; ex ante regulation and ex post liability for, 140; exceptions to, 142; federal attempted adoption of, 144–45; harm context for, 147; information disclosure for, 140; innovation protection concerns with, 148; notification in, 141–42; penalties for violations of, 142; policy considerations for, 145–48; privacy compared to security for, 146–47; redress and, 147–48; state adoption of, 140–41; trigger requirements for, 141

Brennan, John, 197

Broad Agency Announcement (BAA), 41

Brodie, Bernard, 317

Budapest Convention on Cybercrime, 241, 245, 251, 353–54

bug bounty programs, 108, 112, 115, 234.

See also Vulnerability Reward Program

BugCrowd, 115

Bush, George W., 340

CALEA. See Communications Assistance for Law

CALEA Enforcement Act, 194

California data breach laws, 140, 143, 144

Carberp, 105

carder groups, in cyber crime, 91

Cardon, Edward, 322

car hacking, 48; detecting, 58; exposure to, 50, 51; motivations of, 50, 52, 52–53; segmentation and isolation combating, 58–60.

See also automotive cyber safety; 5 Star Automotive Cyber Safety Framework

Carter, Ash, 269, 315

Cartwright, James, 315

CAs. See Certificate Authorities

CCP. See Chinese Communist Party

C-DIRT. See Cyber Defense Incident Response Team

CDNs. See Content Delivery Networks

Center for Internet Security’s Critical Controls, 156

Central Intelligence Agency (CIA), 282

Certificate Authorities (CAs), 354; authentication path in, 206–7; Certificate Transparency initiative of Google for, 213–14; challenges facing, 210–13; CRLs and, 211–12, 354; DANE and, 211, 214–15; EV, 208–9; flaws in, 206; global norms for government behavior with, 216–17; government abuse problems facing, 212–13; hierarchy of, 207–8, 208; intermediate, 207–8, 208; Internet Security Governance and system of, 184; Let’s Encrypt and, 215; market for, 209–10; NSTIC and, 218; OCSP and, 212, 360; pinning and, 222n23; PKI and, 184, 207, 360; proposed solutions for, 214–15; root, 207–8, 208; session key and, 207; SSL protocol and, 206–7; structural vulnerabilities in, 210–12; system of, 206–10; TLS and, 207; trust and, 205–6; US opportunities with, 215–18; validator network for, 217–18; Weakest Link Problem and, 210–11

certificate revocation, CAs and, 354

certificate revocation lists (CRLs), 211–12

Certificate Transparency initiative, of Google, 213–14

certification, information assurance and, 10–12

CERTs. See computer emergency response teams

CFAA. See Computer Fraud and Abuse Act

Charney, Scott, 285

China: IE strategy of, 333, 335; Internet Security Governance in, 182, 183; “unrestricted warfare” concept of, 333

China Internet Network Information Center (CNNIC), 212–13

Chinese Communist Party (CCP), 182

CIA. See Central Intelligence Agency

CIP. See Critical Infrastructure Protection

CISA. See Cybersecurity Information Sharing Act

Citizen Lab, 245

civil liability, CFAA and, 130, 133

Clapper, James, 327n24

Clarke, Richard, 282–83

classified information: advantages and disadvantages of, 321; guidelines for protection of, 317–18; interoperability challenges of, 317; OCO and, 314–23, 321; operational impact of overclassification, 318–20; PME challenges with, 322; policy and overclassification, 316–18; Public Interest Declassification Board and, 324n3; reasons for, 316; scale of, 315–16; US harmed by excessive secrecy and, 315–16

Clipper Chip, 193–94

CloudFlare, 212

CMTs. See Combat Mission Teams

CND-RA. See computer network defense response actions

CNNIC. See China Internet Network Information Center

CoCom. See Coordinating Committee for Multilateral Export Controls

code-based authorization, 125–26, 133

Code Red attack, 73

coding errors, liabilities compared to, 69

cognitive biases, 156–57

cognitive hacking, 331

cognitive vulnerabilities, 331

Cold War, 192

Colossus machine, 192

Combat Mission Teams (CMTs), 299–300, 354

Comey, James, 197

commercial off-the-shelf (COTS) solutions, 265, 354

Common Vulnerability Scoring System (CVSS), 355

Communications Act, 78

Communications Assistance for Law (CALEA), 193–94, 354

Comodo, 209

complexity vulnerability, for software security, 76

computer emergency response teams (CERTs), 271

Computer Fraud and Abuse Act (CFAA), xviii, 233, 354; “Aaron’s Law” and, 132–33; Auernheimer and, 128–29; authorization and, 124–28, 133; botnets and, 132; civil liability and, 130, 133; code-based authorization and, 125–26, 133; congressional action on, 131–33; contract-based authorization and, 125–27; controversies of, 124–31; culpability in, 125; “hack back” and, 130–31; history of, 123, 131–33; maximum sentences from, 124; norms-based authorization and, 125, 128; prosecutorial discretion and, 128–30; reforming, 133; structure and subsections of, 123–24; Swartz and, 124–25, 129–30, 132–33; terms of service and, 126–27; USA PATRIOT Act amendments of, 132

computer network defense response actions (CND-RA), 300–301

computing, xiii, xiv

confidentiality, xvi, 3, 354

confirmation bias, 156

Connecticut data breach laws, 141

connectivity vulnerability, software security for, 76

consensus, in NTIA and multistakeholder approach, 235

consumer identity theft, 143

Consumer Privacy Bill of Rights, 231–32

Content Delivery Networks (CDNs), 177, 354

contract-based authorization, 125–27

Coordinated Disclosure policy: for automotive cyber safety, 62–63; of vendors, 55

Coordinating Committee for Multilateral Export Controls (CoCom), 193, 245, 354

copyright policy, NTIA governing, 231

Core Infrastructure Initiative, 82n6

correlated failures, 96

COTS solutions. See commercial off-the-shelf (COTS) solutions

countering violent extremism (CVE), 334

counterproliferation of malware, 241–52; debate over, 251; exploits defined for, 250; exploits targeted for, 249–50; export controls for, 241, 246–48; future goals for, 248–50; international coordination challenges of, 247–48, 251

CPTs. See Cyber Protection Teams

credit card data, stolen, 90–91, 147

Crimea annexation, Russia and, 340

crisis management, cyber insurance and expenses of, 161–62

critical infrastructure, 8–9, 20, 23, 354–55; active defense of, 37–39, 41; adopting new technology into, 37; Bowman Avenue Dam intrusion and, 32–33, 37; cybersecurity training for, 42; legacy challenges in, 38; NMTs defending, 299, 359; Obama’s priority on, 235.

See also industrial control systems

Critical Infrastructure Protection (CIP), xvii, 3, 355; information assurance and, 9–10; investments in, 33.

See also industrial control systems

CRLs. See certificate revocation lists

cryptographic key, xvii

cryptography, 175–76; complexity of, 197–98; regulation of, xiv.

See also encryption

culpability, in CFAA, 125

Cuyahoga River fire, 64

CVE. See countering violent extremism

CVSS. See Common Vulnerability Scoring System

cyber attacks/cyber attackers: information sharing combating, 19; mislabeling, 39; traditional warfare compared to, 298; vehicle exposure to, 50, 51.

See also specific attacks

Cyber Civilian Corps (MiC3), 307

CYBERCOM. See U.S. Cyber Command

cyber crime, 355; actors in, 90–92; botnets in, 90, 91, 132, 244; Budapest Convention on Cybercrime, 241, 245, 251, 353–54; carder groups in, 91; combating, xviii, 100; data breaches disclosure laws and, 95–96, 96; defining, 89; ex ante compared to ex post opportunities in, 93–95, 140; goods in, 90; insurance for, 96–97; market dynamics for, 92–93; security as investment for, 98–100; security market in, 94–100; taxes, subsidies and nudging combating, 97–98; threat market in, 90–94

Cyber Defense Incident Response Team (C-DIRT), 307

cyber insurance, xviii, 96–97, 355; bad patch management and, 165; coverage types in, 160–63; crisis management expenses and, 161–62; cybersecurity best practices incentivized by, 156; data-driven advantages of, 157; definition of, 158; definitions repository to normalize language for, 165; DHS on benefits of, 158; eMedia wrongful act and, 162; first-party coverage in, 161–62; insider threats and, 164; market strength and growth potential for, 155, 166; network security failure and, 162; physical damage coverage lacking in, 162–63; policy exclusions in, 159, 162, 164–65; policy recommendations for, 163–65; premiums in, 160; product regulation to match supply with demand in, 163–64; product regulation to promote more effective exclusions in, 164–65; as risk management leveler, 158–59; risk pool in, 159; social welfare improvements with, 166; third-party coverage in, 162; weak security controls and, 164

Cyber Intelligence, Surveillance and Reconnaissance (Cyber ISR), 261, 262

Cyber Intelligence Sharing and Protection Act, 6

cyber interoperability with allies, 269

Cyber Liaison Officers, 24

Cyber Operational Preparation of Environment (Cyber OPE), 261, 262, 355

cyber operations militia model, 307

Cyber Protection Teams (CPTs), 299–300, 355

Cyber-ROTC model, 307

cyber safety. See automotive cyber safety

cybersecurity: breach notification laws favoring privacy or, 146–47; critical infrastructure workforce training for, 42; culture clashes over, 348; cyber insurance incentivizing best practices in, 156; definition of, 313; education and transparency for, 348–49; incentives to invest in, 137–38, 144, 152n29; innovation embraced for, 349–50; language for, 348; managing vulnerability economy for, 349; multistakeholder approach and, 235–36; national conflicting with personal, 278; policy challenges with, xv, 347–51; public and private interests in, 347–48; sliding scale of, 33–40, 42, 44n12; technical knowledge for policy in, 326n17; terminology of, xv; trust and, xiii; zero-day vulnerabilities disclosure for, 278.

See also sliding scale, of cybersecurity

Cybersecurity Act of 2015, 20–22, 25

Cybersecurity Framework, of NIST, 36, 116, 137–38, 235–36

Cybersecurity Information Sharing Act (CISA), 16n27, 20

cybersecurity insurance. See cyber insurance

cybersecurity policy. See policy

cyberspace, 355; components of, xvi; DoD definition of, 330; International Strategy for Cyberspace, 228.

See also defensive cyberspace operations; Internet; Military Cyber Operations; offensive cyberspace operations

Cyber Underwriters Lab (UL), 116

cyber war, MCO compared to, 261

DANE. See DNS Authentication for Named Entities

Daniel, Michael, 283–84, 326n17

Darkode, 114

DARPA. See Defense Advanced Research Project Agency

data at rest, 176

data breaches, 355; consumer action after, 138–39; cost of, 138; definition of, 137; disclosure laws for, 95–96, 96; harm from, 147; Home Depot network breach, xviii, 348; incentives to invest in security for, 137–38, 144, 152n29; individual harms stemming from, 89; Office of Personnel Management data breach of 2015, xiv, 147–48; reputation damage from, 140; stages of, 138, 139; Target network breach, xvii, xviii, 3, 138, 348.

See also cyber crime

data breach notification laws. See breach notification laws

data in motion, 176

data mining, US challenges with, 336–37

Data Security and Breach Notification Act of 2015, 145

DCO. See defensive cyberspace operations

DDoS attacks. See distributed denial of service (DDoS) attacks

DEA. See Drug Enforcement Agency

DEC. See Digital Equipment Corporation

decentralization, of Internet, 226

deception, 4

Deep Packet Inspection (DPI), 194, 355

Defense Advanced Research Project Agency (DARPA), 41

defense-in-depth, 4

Defense Industrial Base Cyber Security and Information Assurance, 7

Defense-specific Information Assurance Certification and Accreditation Process (DIACAP), 7–8

defensive cyberspace operations (DCO), 262, 355–56; definition of, 261, 300; inadequacies of, 315; OCO authority compared to, 303–4; public writing on, 313; scope of, 300–301

DeNardis, Laura, 229

Department of Commerce, 228

Department of Defense (DoD), xiii, 7–8, 282; certifications of, 11; cyberspace definition of, 330; “Hack the Pentagon” program of, 108; IE challenges of, 332–33; IE definition of, 330; information network of, 261, 262, 356; Law of War Manual of, 271.

See also joint cyber force

Department of Education, 196

Department of Health and Human Services, 196

Department of Homeland Security (DHS), 21, 23; CVE strategy of, 334; on cyber insurance benefits, 158; ICS-CERT of, 34–35, 38

Department of Justice, 32

Department of Transportation, 59

DES. See Digital Encryption Standard

DHS. See Department of Homeland Security

DIACAP. See Defense-specific Information Assurance Certification and Accreditation Process

Diffie, Whit, 176

DigiNotar, 212–13

DigitalBond, 35

Digital Encryption Standard (DES), 193, 356

Digital Equipment Corporation (DEC), 253n9

Digital Millennium Copyright Act (DMCA), 63, 231, 233, 249

digital rights management (DRM), 249

distributed denial of service (DDoS) attacks, 21, 301, 356

DMCA. See Digital Millennium Copyright Act

DNS. See Domain Name System

DNS Authentication for Named Entities (DANE), 211, 214–15, 356

DNSSEC. See Domain Name System Security Extensions

DoC. See Duration of Compromise

DoD. See Department of Defense

DoD information network (DoDIN), 261, 262, 356

Domain Name System (DNS), 180–81, 181, 211, 214–15, 230, 356

Domain Name System Security Extensions (DNSSEC), 180–81, 214, 356

DoU. See Duration of Unavailability

DPI. See Deep Packet Inspection

Drew, Lori, 126–27

driverless vehicles, 49

DRM. See digital rights management

dropper, 356

Drug Enforcement Agency (DEA), 286

Duqu malware, 110–11, 246

Duration of Compromise (DoC), 217

Duration of Unavailability (DoU), 217

Edelman, 205

EDRs. See Event Data Recorders

education: for cybersecurity policy, 348–49; professional military, 322

EFF. See Electronic Frontier Foundation

Electronic Frontier Foundation (EFF), 133, 194, 217

Electronic Warfare (EW), 263

elliptic curves, 192

e-mails, phishing, 90

eMedia wrongful act, 162

encryption: asymmetric, 176, 177; backdoors in, 191–92, 197; CALEA and Clipper Chip for, 193–94; debate over future of, 193, 198–99; definition of, 191; DES for, 193, 356; economics of, 195–97; historical debate over, 192–93; importance of, 200; Internet Security Governance and, 175–76; as open innovation, 195; policy dilemma with, 198; al-Qaeda’s AsrarAl’Mujahideen and, 197–98; SSL, 193; temporary compared to systemic security with, 198–99; terrorism and, 195; in World War II, 192

end point security, 37

End Use License Agreements (EULAs), 71, 356

Energy Policy Modernization Act of 2015, 41

Enigma cipher machine, 192

Equation Group malware, 107

Estonia, 307

EULAs. See End Use License Agreements

European Telecommunications Standards Institute, 211

EV certificates. See Extended Validation (EV) certificates

Event Data Recorders (EDRs), 57, 61

evidence capture, in 5 Star Automotive Cyber Safety Framework, 56–57, 60–61

EW. See Electronic Warfare

ex ante regulation, 93–95, 140

Executive Order 13026, 193

Executive Order 13526, 315

Executive Order 13636, 137, 235, 356

Executive Order 13691, 21, 22, 27–28, 357

Exodus Intelligence, 113

exploit kits, 111, 242, 357

exploits, 357; counterproliferation of malware by defining, 250; counterproliferation of malware by targeting, 249–50; definition of, 279; economic value of, 264; for malware, 106–7, 117, 242; in malware market, 110–11; Stuxnet attack and, 280; zero-day vulnerabilities turned into, 280

export controls: for counterproliferation of malware, 241, 246–48; international coordination challenges of, 247–48; for Internet Security Governance, 185–86; Wassenaar Arrangement limitations for, 246

ex post liability, 93–95, 140

Extended Validation (EV) certificates, 208–9

extensibility vulnerability, software security for, 76

Facebook, 7, 281, 341; bug bounty programs of, 115

“fail safe” mode, 58

FBI. See Federal Bureau of Investigation

FCC. See Federal Communications Commission

FDA. See Food and Drug Administration

Federal Bureau of Investigation (FBI), 282

Federal Communications Commission (FCC), 78, 194

Federal Information Security Management Act of 2002 (FISMA), 7, 12, 357

Federal Trade Commission (FTC), 62, 85n44

FedRAMP, 16n27

financial market transparency, 295n71

fines, for liability, 78–79

FinSpy, 111, 245

Firefox, 10, 15, 174, 197, 213, 246

firewalls, 36, 37

first-party coverage, in cyber insurance, 161–62

first-party losses, cyber insurance for, 97

FISMA. See Federal Information Security Management Act of 2002

5 Star Automotive Cyber Safety Framework, 48; automotive industry’s current standing with, 59–60; evidence capture in, 56–57, 60–61; goals of, 53; overview of, 53; security by design in, 53–55, 54, 59; security updates in, 57, 60; segmentation and isolation in, 58–60; third-party collaboration in, 55–56, 59

Florida data breach laws, 141, 142

FOIA. See Freedom of Information Act

Fontaine, Richard, 327n25

Food and Drug Administration (FDA), 61

Ford, 60

4G LTE Wi-Fi hotspots, 50

France, 291n14

freedom, of Internet, 226

Freedom of Information Act (FOIA), 282

FTC. See Federal Trade Commission

Galileo RCS, 109, 245

GammaGroup, 111, 245

Gates, Bill, 243

Geer, Daniel, 75–76

General Motors, 63

Geneva Conventions, 339

Germany, Internet Security Governance in, 245

Gibson, William, xv

Global Positioning System (GPS), 259

GoDaddy, 209

Goldsmith, Jack, 285

Goldwater-Nichols reforms, 302

Google, 197, 212, 222n23, 264, 281; bug bounty programs of, 115; Certificate Transparency initiative of, 213–14

government fleet purchasing, automotive cyber safety and, 63–64

GPS. See Global Positioning System

Gramm-Leach-Bliley Act, 142

“gray market,” for zero-day vulnerabilities, 281

Greer, Dan, 52

Grimes, Roger, 76

Grugq, 281

“hack back,” 44n12, 130–31, 357.

See also active defense, in sliding scale

HackerOne, 115, 243, 281

hackers: “black hat,” 242–43, 253n9, 353; historical reputation and evolution of, 243; “white hat,” 242–43, 362

hacking: car, 48, 50, 51, 52, 52–53, 58–59; cognitive, 331; high profile international, xiii–xiv; international policing of, xv; “lawful,” 199; phone-phreaking, 253n9

Hacking Team, 109, 112, 245

“Hack the Pentagon” program, of DoD, 108

hacktivism, xviii, 89

“hard switches,” 194

Hayden, Michael, 314, 316–17

Health Insurance Portability and Accountability Act (HIPAA), 8, 142

Heartbleed vulnerability, 79, 82n6, 211–12; government’s role in, 277; policy impact of, 283–84

Hellman, Martin, 176

heterogeneity, of Internet, 226

Hewlett-Packard, 115

hindsight bias, 156

HIPAA. See Health Insurance Portability and Accountability Act

HITECH Act, 8

Home Depot network breach, xviii, 348

honey nets, 4, 357

House Armed Services Committee, 306

human rights abuse, zero-day vulnerabilities and, 278–79

human vulnerabilities, 5

I am The Cavalry, 53.

See also 5 Star Automotive Cyber Safety Framework

IC. See Intelligence Community

ICANN. See Internet Corporation for Assigned Names and Numbers

ICS. See industrial control systems

ICS-CERT. See industrial control system computer emergency response team

iDefense Vulnerability Contributor Program, 113

identity theft, 143; NSTIC combating, 218, 359

IE. See information environment

IEEE. See Institute of Electrical and Electronic Engineers

IETF. See Internet Engineering Task Force

incident response (IR), 298

inclusiveness, of Internet, 226

Industrial Automation and Control Systems Security standards, of ISA, 36

industrial control system computer emergency response team (ICS-CERT), 34–35, 38

industrial control systems (ICS), 9, 357; active defense and, 34, 37–39; architecture and, 34, 34–36; Bowman Avenue Dam intrusion and, 32–33; information assurance in, 32–33, 42; innovative technology challenges for, 36–37; intelligence and offense in, 34, 39–40; IT security compared to, 33; passive defense and, 34, 36–37; patching systems in, 35–37; policy recommendations for, 40–42; spear phishing and, 38; training and preparation for, 38–39, 41–42; vendor challenges with, 40; vulnerabilities and, 10, 35–36

industrial espionage policy, of United States, 324n3

information assurance, 357; challenge of, 19; CIP and, 9–10; federal standards for, 7–9; hiring crunch for professionals in, 11; in ICSs, 32–33, 42; incentives for, 137–38; information sharing and, 6–7, 19; as investment, 98–100; network and information system defense in, 3–5; policy for, 12; principle goals of, xvi–xvii, 3; vulnerability management and, 5–6; workforce training and certification for, 10–12.

See also security market, in cyber crime

information asymmetry, 96–97

information disclosure, for breach notification laws, 140

“information down,” 6

information environment (IE), 357; China’s strategy for, 333, 335; cognitive hacking and, 331; data mining challenges and, 336–37; DoD challenges with, 332–33; DoD definition of, 330; ISIS strategy for, 333–35; networks in, 331–32; risk in, 340–41; Russia’s strategy for, 333, 335; unified, international legislation and law enforcement for, 338–40; US establishment of cabinet-level position for, 337–38; US shortfalls in, 332–33; US strategy for, 329, 335–36, 341–42; weaponization of, 330–31

Information Operations (IOs), 262, 262–63, 357

information sharing: automation of, 19–20; challenges of, 28; cyber attackers combated with, 19; information assurance and, 6–7, 19; ISAOs expanding, 22–23; NJCCIC and, 23–25; policy for, 20–21, 26–28

Information Sharing and Analysis Centers (ISACs), 19–20, 358; AIS and, 25; automotive, 59; funding of, 22; international context of, 24–25; ISAOs compared to, 21–22, 24–25; multi-state, 22, 26–27

Information Sharing and Analysis Organizations (ISAOs), 20, 358; benefits of, 24–26; information sharing expansion with, 22–23; ISACs compared to, 21–22, 24–25; NJCCIC as example of, 23–25; regional and state context of, 25–27; Standards Organization of, 27–28; State and Major Urban Area Fusion Centers of, 27

information system defense, 3–5

information technology (IT), 8, 10; ICS security compared to, 33; patching systems in, 34

“information up,” 6–7

Information War (IW), 262, 262

innovation: breach notification laws and protection concerns with, 148; cybersecurity policy embracing, 349–50; encryption as open, 195; ICS challenges for, 36–37; software security burdens of, 74–75

In-Q-Tel, 52

insider threats, cyber insurance and, 164

Institute of Electrical and Electronic Engineers (IEEE), 166

insurance. See cyber insurance; terrorism insurance

Insurance Laboratory, for NIST, 165

integrity, xvi–xvii, 3, 358

intelligence: national security, 191; offense compared to, 39; in sliding scale, 34, 39–40

Intelligence, Surveillance and Reconnaissance. See Cyber Intelligence, Surveillance and Reconnaissance

Intelligence Community (IC), 304–5

intentional insider threats, 164

interdependent security, 96

intermediaries, in malware market, 112–13

Intermediate CAs, 207–8, 208

International Organization for Standardization (ISO), 54–55

International Society of Automation (ISA), 36

International Strategy for Cyberspace, 228

International Traffic in Arms Regulations (ITAR), 193, 353, 358

Internet: architecture of, 176–78; Barnes on security on, 173–74; centralized points of control on, 225; definition of, 173; governance of, xvii–xviii; growth of global access to, 341; modern life and, xiv; NTIA addressing policy of, 230–32; societal embrace of, 349–50; trust and, 205; underlying principles of, 226.

See also cyberspace; multistakeholder approach, for Internet governance

Internet and Social Media (ISM), 330

Internet Corporation for Assigned Names and Numbers (ICANN), 216, 357

Internet Engineering Task Force (IETF), 156, 178–81, 215, 358

Internet Exchange Points (IXPs), 177, 358

Internet of Things (IoT), xiv; Trust Framework of, 236

Internet protocols (IP), 175, 178.

See also Transmission Control Protocol/Internet Protocol

Internet Security Governance, 358; BGP and, 179–80, 181; CAs system and, 184; challenge of, 174, 186, 237; in China, 182, 183; cultural differences with, 181–86; definition of, 174; DNS and, 180–81, 181; encryption and, 175–76; export controls for, 185–86; in Germany, 245; history of, 176–77; IETF standards and protocols for, 178–81; Internet architecture and, 176–78; law enforcement cooperation for, 184–85; MLATs and, 183–85, 359; practice of, 183–84; in Russia, 182, 183, 244–45; SSL and, 178–79, 181; TCP/IP and, 178, 181, 361; TLS and, xvii, 179, 207, 361; in US, 183, 183.

See also multistakeholder approach, for Internet governance

Internet Security Research Group (ISRG), 215

Internet service provider (ISP), 177, 358

interoperability: with allies, 269; classified information challenges for, 317; of Internet, 226; for joint cyber force, 302

intrusion software, Wassenaar Arrangement and, 245–46

IOs. See Information Operations

IoT. See Internet of Things

IP. See Internet protocols

IR. See incident response

Iran: Bowman Avenue Dam intrusion and, 32–33, 37; Stuxnet attack and, xix, 31, 107–8, 110, 260, 263–64, 280, 314–15

ISA. See International Society of Automation

ISACs. See Information Sharing and Analysis Centers

ISAOs. See Information Sharing and Analysis Organizations

ISIS, 262, 269, 330; IE strategy of, 333–35; Twitter hubs of, 337, 339

ISM. See Internet and Social Media

ISO. See International Organization for Standardization

isolation and segmentation, in 5 Star Automotive Cyber Safety Framework, 58–60

ISP. See Internet service provider

ISR. See Cyber Intelligence, Surveillance and Reconnaissance

ISRG. See Internet Security Research Group

IT. See information technology

ITAR. See International Traffic in Arms Regulations

IW. See Information War

IXPs. See Internet Exchange Points

Jeep, 60

joint cyber force, 297; acquisition standardization for, 301; challenges for, 301–6; congressional responsibilities for, 306–7; cyber operations militia model for, 307; Cyber-ROTC model for, 307; defensive challenges for, 305–6; definition of, 298; informing legislators for, 304; interoperability for, 302; legislation and regulation environment for, 303–4; National Guard involvement for, 307–8; nature of, 298; new defensive models for, 307; offense-defense paradigm and, 300–301, 303–4; offensive challenges for, 304–5; organizational structure of, 298–300, 299; recommendations for building, 306–8; recruiting and retaining personnel for, 302–3.

See also U.S. Cyber Command

Joyce, Rob, 323

JSTOR, 129

Kahn, Herman, 316, 317

Kane, John, 126

Kaspersky Labs, 107, 243

Kelihos, 244

Kentucky data breach laws, 140

Kerr, Orin, 125

keylogger, 108, 358

L0pht, 243

labeling, for automotive cyber safety, 62

Last Past hack, xiii

law enforcement: IE and international, 338–40; Internet Security Governance cooperation with, 184–85; zero-day vulnerability usage considerations for, 286–87

“lawful hacking,” 199

Law of War Manual, of DoD, 271

legal failure, software security and, 70–71

legislation: cognitive biases and, 156–57; IE and international, 338–40; joint cyber force environment for, 303–4; slow pace of, 227.

See also policy; regulations

Let’s Encrypt, 215

liability, software: automotive cyber safety and, 81n1; burdens of, 74–75; CFAA and civil, 130, 133; coding errors compared to, 69; costs of, 73; cyber insurance covering, 97; entities subject to, 79; EULAs and, 71; evolution of debate over, 79–80; ex post, 93–95, 140; fines and taxes for, 78–79; injury and, 72–73; legal failure and, 70–71; market failure and, 73–74; negligence and, 71–73; no-liability gridlock and, 74–76; no-liability status quo and, 70–74; regulations for, 77–78, 116; SaaS and, 77–78; in software development, 69–80; UCC and, 70–71, 82n13.

See also software security

“limp home mode,” 58

lines of code (LoC), 49–50, 197

Love Letter virus, 5

malware, 358; access to, 105; as-a-service, 111, 353; Budapest Convention on Cybercrime and, 241, 245, 251, 353–54; counterproliferation of, 241–52; debate over, 244; definition of, 106, 242; Duqu, 110–11; Equation Group, 107; exploits for, 106–7, 117, 242; international coordination challenges of, 244–46; networks and, 331; payload for, 106–8, 117, 242; propagation method for, 106–7, 242, 244; scale of, 243–44; sophistication of, 243; Wassenaar Arrangement regulations for, 105, 115, 185–86, 241; ZeuS, 92–93.

See also counterproliferation of malware; Wassenaar Arrangement

malware market, 358; attacking demand in, 115–16; “black hat” hackers in, 242–43, 253n9, 353; defensive and offensive, 108–9; defensive buyers in, 115; defining, 105–6; demand forces in, 111–12; exploits in, 110–11; function of, 242; growth of, 109; intermediaries and trust in, 112–13; intervening in, 115–17; nation-states participating in, 109, 114; offensive buyers in, 114; payloads in, 110–11; policy interventions to disrupt, 109–10; propagation in, 110–11; specialization in, 242; supply forces in, 110–11; supply reduction for, 116–17; supply-side actors in, 113–14; vouching protocol in, 112–13; vulnerability values in, 110; “white hat” hackers in, 242–43, 362; zero-day vulnerabilities in, 108, 114

market failure, liability and, 73–74

Marquis-Boire, Morgan, 291n10

McGraw, Gary, 75

MCO. See Military Cyber Operations

MCS Holdings, 212–13

Mean Time To Repair (MTTR), 57

Meier, Megan, 127

Metasploit Pro, 186

MiC3. See Cyber Civilian Corps

Microsoft, 213, 246, 264–65, 281, 285; isolation and segmentation of, 59; SDL of, 54; software security challenges of, 84n39; Windows Print Spool network of, 107

Military Cyber Operations (MCO), 359; changing information in, 259–60; Cyber ISR, 261, 262; Cyber OPE, 261, 262; cyber war compared to, 261; definition of, 260–61; development of capabilities for, 263–64; DoDIN, 261, 262, 356; DoD’s Law of War Manual and, 271; EW and, 263; future policy for, 272; GPS and, 259; integration among branches for, 265–66; international growth of, 259; IOs and, 262, 262–63, 357; IW and, 262, 262; levels of war and, 266–70, 267; MISO and, 262, 262, 359; NDAA and, 268; operational level of war and, 267, 268–69; overview of, xviii–xix; personnel for, 265–66; role of, 260; rules for, 270–72; strategic level of war and, 267, 267–68; tactical level of war and, 267, 269–70; Tallinn Manual on the International Law Applicable to Cyber Warfare for, 271–72; United Nations Group of Governmental Experts on Information Security for, 271; vulnerability acquisition for, 264–65.

See also defensive cyberspace operations; offensive cyberspace operations

Military Information Support Operations (MISO), 262, 262, 359

MISO. See Military Information Support Operations

Mitnick, Kevin, 243, 253n9

MLATs. See Mutual Legal Assistance Treaties

mobile devices, privacy and, 232

monoculture, software security and, 76

Moore’s law, 195

“Morris Worm,” 126

Moss, Jeff, 7

Mozilla, 117, 174, 213, 216

MS-ISAC. See multi-state ISAC

MTTR. See Mean Time To Repair

multistakeholder approach, for Internet governance: advantages of, 237; consensus in, 235; cybersecurity and, 235–36; DMCA and, 231; for DNS management, 230; domestic applications of, 230–32; government advocacy for, 227–28; limitations and challenges of, 236–37; NTIA and, 228–36; openness in, 234–35; OpenStand principles for, 239n3; principles for, 226–27; qualities of, 229–30; reasons for, 227; success of, 225; terminology for, 228–29; transparency in, 232, 235; types of, 228–29; for vulnerability disclosure, 232–35. See also National Telecommunications & Information Administration

multi-state ISAC (MS-ISAC), 22, 26–27

Mutual Legal Assistance Treaties (MLATs), 183–85, 359

MySpace, 127

NASA, 84n39

National Association of Insurance Regulators, 165

National Cybersecurity and Communications Integration Cell (NCCIC), 21, 359

National Defense Authorization Act (NDAA), 268

National Guard, 307–8

National Highway Traffic Safety Administration (NHTSA), 49, 59; evidence capture task force for, 61

National Institute of Standards and Technology (NIST), 7–9, 54–55, 194; Cybersecurity Framework of, 36, 116, 137–38, 235–36; Insurance Laboratory for, 165; NSTIC and, 218

National Mission Teams (NMTs), 299, 359

National Security Agency (NSA), 193, 265, 267, 277; OCO and, 320; secret surveillance of, 327n25; Tailored Access Operations unit of, 323; vulnerabilities equities process and, 284; zero-day vulnerabilities purchased and used by, 280–82

National Security Council, 265

national security intelligence, 191

National Strategy for Trusted Identities in Cyberspace (NSTIC), 218, 359

National Telecommunications & Information Administration (NTIA), 59, 236, 359; consensus in, 235; copyright policy of, 231; flexibility of, 232; Internet policy addressed by, 230–32; multistakeholder qualities defined by, 229–30; multistakeholder terminology of, 228–29; openness in, 234–35; privacy policy of, 231–32; responsibilities of, 228; transparency in, 232, 235.

See also multistakeholder approach, for Internet governance

NCCIC. See National Cybersecurity and Communications Integration Cell

NDAA. See National Defense Authorization Act

N-day vulnerability, 116, 280, 359

negligence, liability and, 71–73

Nestor, Andre, 126

NetCraft, 209, 211, 222n28

Netscape, 108, 178–79, 206

networks: advanced statistical modeling techniques for, 338–39; defense of, 3–5; in IE, 331–32; malware and, 331

network security: cyber insurance and failure of, 162; principles of, xvi–xvii, 3.

See also cybersecurity

New Jersey Cybersecurity and Communications Integration Cell (NJCCIC), 23–25

NHTSA. See National Highway Traffic Safety Administration

NIST. See National Institute of Standards and Technology

NJCCIC. See New Jersey Cybersecurity and Communications Integration Cell

NMTs. See National Mission Teams

no-liability gridlock, 74–76

no-liability status quo, 70–74

norms-based authorization, 125, 128

NSA. See National Security Agency

NSS Labs, 281

NSTIC. See National Strategy for Trusted Identities in Cyberspace

NTIA. See National Telecommunications & Information Administration

nudging, for cyber crime policy, 97–98

Obama, Barack, 21, 227–28, 235, 283, 315, 318

OCO. See offensive cyberspace operations

OCSP. See Online Certificate Status Protocol

OEMs. See original equipment manufacturers

offense: intelligence compared to, 39; in sliding scale, 34, 39–40

offensive cyberspace operations (OCO), 262, 360; DCO authority compared to, 303–4; definition of, 261, 300; NSA and, 320; open discussion on, 323; PME and, 322; public writing on, 313–14; US secrecy and classification of, 314–23, 321

Office for the Propagation of Faith, 337

Office of Personnel Management (OPM), xiv, 147–48, 155, 308

Office of Technology Assessment, 304

Ohio data breach laws, 141

Online Certificate Status Protocol (OCSP), 212, 360

Online Trust Alliance (OTA), 236

OPE. See Cyber Operational Preparation of Environment

openness, in NTIA and multistakeholder approach, 234–35

open source software, 79, 85n48

OpenSSL, 211, 277

OpenStand, 239n3

operational level of war, MCOs and, 267, 268–69

Operational Preparation of Environment. See Cyber Operational Preparation of Environment

operational technology (OT), 10

“Operation Black Tulip,” 212

OPM.See Office of Personnel Management

optimism bias, 157

original equipment manufacturers (OEMs), 59

OT. See operational technology

OTA. See Online Trust Alliance

OTA updates. See over the air (OTA) updates

overclassification. See classified information

over the air (OTA) updates, 60

Pacific Bell, 253n9

Pacific Command (PACOM), 298

packets, 178, 360

PACOM. See Pacific Command

passive defense, in sliding scale, 34, 36–37

passwords, xvi

patching systems, 360; cyber insurance and bad management of, 165; in ICSs, 35–37; in IT, 34

payload, 360; for malware, 106–8, 117, 242; in malware market, 110–11; of Stuxnet attack, 264

penetration testing, 100, 107, 113, 300, 307, 360

Pennsylvania data breach laws, 142

Peterson, Dale, 34–35

phishing: e-mails, 90; spear, 38

phone-phreaking, 253n9

physical damage coverage, cyber insurance lacking, 162–63

physical vulnerabilities, 5

“Pinch” malicious payload, 92

pinning, CAs and, 222n23

PKI. See Public Key Infrastructure

PME. See professional military education

policy: automotive cyber safety and failure in, 48; automotive cyber safety recommendations for, 61–64, 64; for breach notification laws, 145–48; copyright, 231; culture clashes over, 348; cyber insurance recommendations for, 163–65; cybersecurity challenges with, xv, 347–51; education and transparency for, 348–49; encryption dilemma for, 198; Heartbleed vulnerability impact on, 283–84; ICS recommendations for, 40–42; importance and limitations of, 350–51; industrial espionage, of US, 324n3; for information assurance, 12; for information sharing, 20–21, 26–28; innovation embraced for, 349–50; language for, 348; malware market interventions with, 109–10; managing vulnerability economy with, 349; MCO and future, 272; NTIA addressing Internet, 230–32; overclassifications impact on, 316–18; for privacy, 231–32; public and private interests in, 347–48; slow pace of legislation and, 227; struggles with, xv; taxes, subsidies and nudging for cyber crime, 97–98; technical knowledge for cybersecurity, 326n17; zero-day vulnerabilities and pre-2014, 282–83; zero-day vulnerability debates in US over, 282–87; zero-day vulnerability international debates over, 287–89.

See also legislation; regulations

policy exclusions, in cyber insurance, 159, 162, 164–65

Posse Comitatus Act, 298

PPD-21. See Presidential Policy Directive 21

premiums, in cyber insurance, 160

PrEP framework. See exploits; payload; propagation

Presidential Policy Directive 21 (PPD-21), 360

President’s Review Group on Intelligence and Communications Technologies, 185

privacy: backdoors weakening, 191; breach notification laws favoring security or, 146–47; Consumer Privacy Bill of Rights and, 231–32; mobile devices and, 232; NTIA policy on, 231–32

professional military education (PME), 322

propagation, 360; for malware, 106–7, 110, 242, 244; in malware market, 110–11; of Stuxnet attack, 263–64

proprietary software, 79

prosecutorial discretion, CFAA and, 128–30

Public Interest Declassification Board, 324n3

Public Key Infrastructure (PKI), 184, 207, 360

Pwn2Own, 115, 360

al-Qaeda, 197–98

Rapid Isolation and Characterization Systems (RADICS), 41

Raymond, Mark, 229

RCS. See Remote Control System

RE. See reverse engineering

real simple syndication (RSS), 129

regulations: cognitive biases and, 156–57; cyber insurance covering, 97; for cyber insurance to match supply with demand, 163–64; for cyber insurance to promote more effective exclusions, 164–65; ex ante, 93–95, 140; joint cyber force environment for, 303–4; for liability, 77–78, 116; malware and Wassenaar Arrangement for, 105, 115, 185–86, 241.

See also legislation; policy; Wassenaar Arrangement

Remote Control System (RCS), 109

Reporters Without Borders, 245

reputation damage, from data breaches, 140

Reserve Officers’ Training Corps (ROTC), 303, 307

resilience, of Internet, 226

reverse engineering (RE), xvi, 361

revocation, certificate, 211–12

ReVuln, 113, 280

Rice, David, 77–79

risk, in IE, 340–41

risk management, cyber insurance as leveler of, 158–59

Risk Management Framework (RMF), 7–8, 361

risk pool, in cyber insurance, 159

RMF. See Risk Management Framework

Rogers, Michael, 283, 306–7

root CAs, 207–8, 208

Rosenbach, Eric, 278

ROTC. See Reserve Officers’ Training Corps

RSS. See real simple syndication

Russia: Crimea annexation and, 340; IE strategy of, 333, 335; Internet Security Governance in, 182, 183, 244–45

SaaS. See Software as a Service

SAD. See State Active Duty

“safe mode,” 58

SANS Institute, 11, 41, 166

SCADA. See supervisory control and data acquisition

Schaake, Marietje, 279

Schelling, Thomas, 317

Schneier, Bruce, 74, 83n17

SDL. See security development lifecycle

Secure Socket Layer (SSL), 361; CAs and, 206–7; encryption and, 193; Internet Security Governance and, 178–79, 181; OpenSSL, 211, 277

secure software. See software security

security by design, in 5 Star Automotive Cyber Safety Framework, 53–55, 54, 59

security development lifecycle (SDL), 53–55, 54, 197

security market, in cyber crime, 94–100; cyber insurance and, 96–97; data breaches disclosure laws for, 95–96, 96; ex ante compared to ex post in, 94–95, 140; investment in, 98–100; taxes, subsidies and nudging for, 97–98

security updates, in 5 Star Automotive Cyber Safety Framework, 57, 60

segmentation and isolation, in 5 Star Automotive Cyber Safety Framework, 58–60

semiautonomous vehicles, 49

“SENDMAIL,” 126

September 11, 2001 attacks, 340

session key, CAs and, 207

Shanghai Cooperation Organization, 335

Singer, Peter, 259–60

sliding scale, of cybersecurity, 33–40, 42; active defense in, 34, 37–39, 41, 44n12; architecture in, 34, 34–36; categories of investments in, 33, 34; intelligence and offense in, 34, 39–40; passive defense and, 34, 36–37

smart key receivers, 50

Snapchat, 85n44

Snowden, Edward, 20, 196, 213, 277, 318, 327n25, 339–40

social media. See Internet and Social Media

Society of Automotive Engineers, 59

“soft switches,” 194

software: automotive cyber safety and failure of, 49–50, 52; intrusion, 245–46; liability in development of, 69–80; open source, 79, 85n48; proprietary, 79; SDL for, 53–55, 54, 197; security updates for, 57; vehicle connectivity of, 50.

See also liability

Software as a Service (SaaS), 77–78

Software Publishers Association, 193

software security, xvi; challenges of, 69–70, 73–76; complexity vulnerability and, 76; connectivity vulnerability and, 76; costs of, 73–74; definition of, 69; elements of effective, 76–79; entities responsible for, 79; extensibility vulnerability and, 76; injury and, 72–73; innovation burdens of, 74–75; Microsoft’s challenges with, 84n39; monoculture and, 76.

See also liability

Sony hack, 156

spear phishing, ICS and, 38

SpyEye, 92–93

SQL Slammer attack, 73

SSL. See Secure Socket Layer

SSL Server Survey, 209

Standards Organization, of ISAOs, 27–28

State Active Duty (SAD), 298

State and Major Urban Area Fusion Centers, of ISAOs, 27

State Homeland Security Grant Program, 25

status quo bias, 157

Stevens, Ted, 173

STIX. See Structured Threat Information eXpression

Strategic Command (STRATCOM), 297

strategic level of war, MCOs and, 267, 267–68

Structured Threat Information eXpression (STIX), 24

Stuxnet attack, xix, 31, 107–8, 110, 260; exploits and zero-day vulnerabilities in, 280; payload of, 263; propagation of, 263–64; US secrecy with involvement in, 314–15

subsidies, for cyber crime policy, 97–98

supervisory control and data acquisition (SCADA), 31, 361

Swartz, Aaron, 124–25, 129–30, 132–33

Symantec, 209, 243

Syria, 291n14, 329

system uniformity, 76

system vulnerabilities, 5–6

tactical level of war, MCOs and, 267, 269–70

Tailored Access Operations unit, of NSA, 323

Tallinn Manual on the International Law Applicable to Cyber Warfare, 271–72

Target network breach, xvii, xviii, 3, 138, 348

taxes: for cyber crime policy, 97–98; for liability, 78–79

TCP/IP. See Transmission Control Protocol/Internet Protocol

terms of service, CFAA and, 126–27

terrorism: automotive cyber safety and, 52; backdoors and, 195; encryption and, 195; risk of, 340–41; September 11, 2001 attacks, 340.

See also ISIS

terrorism insurance, 340

Terrorism Risk Insurance Act, 340

Tesla, 60

third-party collaboration, in 5 Star Automotive Cyber Safety Framework, 55–56, 59

third-party coverage, in cyber insurance, 162

ThreatExchange, 7

threat market, in cyber crime: actors in, 90–92; dynamics of, 92–93; goods in, 90, 91; influencing, 93–94

Tire Pressure Monitoring System (TPMS), 50

Title 10 intelligence operation, 32, 307–8

Title 32 intelligence operation, 308

Title 50 intelligence operation, 32–33

TLS. See transport layer security

Toyota, 81n1

TPMS. See Tire Pressure Monitoring System

training. See workforce training, information assurance and

TRANSCOM. See Transportation Command

Transmission Control Protocol/Internet Protocol (TCP/IP), 178, 181, 361

transparency: for cybersecurity policy, 348–49; in financial markets, 295n71; in NTIA and multistakeholder approach, 232, 235; for zero-day vulnerabilities review process, 284–85

Transportation Command (TRANSCOM), 298

transport layer security (TLS), xvii, 179, 207, 361

trust: CAs for, 205–6; computing and, xiii; cybersecurity and, xiii; definition of, 205; Internet and, 205; in malware market, 112–13; NSTIC and, 218, 359

Trust Barometer, 205

Trust Framework, of IoT, 236

Turing, Alan, 192

Twitter: Associated Press hack and, 331; ISIS hubs on, 337, 339

UCC. See Uniform Commercial Code

UCITA. See Uniform Computer Information Transactions Act

UL. See Cyber Underwriters Lab

Uniform Commercial Code (UCC), 70–71, 82n13

Uniform Computer Information Transactions Act (UCITA), 82n9

unintentional insider threats, 164

United Nations Charter, 339

United Nations Group of Governmental Experts on Information Security, 271

United States (US): CA opportunities for, 215–18; classified information and excessive secrecy harming, 315–16; CVE strategy of, 334; data mining challenges in, 336–37; IE cabinet-level position for, 337–38; IE shortfalls of, 332–33; IE strategy for, 329, 335–36, 341–42; industrial espionage policy of, 324n3; Internet Security Governance in, 183, 183; secrecy and classification of OCO and, 314–23, 321; secret surveillance of, 327n25; Stuxnet attack and secrecy of, 314–15; zero-day vulnerability policy debates in, 282–87.

See also specific departments

United States Computer Emergency Readiness Team (US-CERT), 26, 361

United States Munitions List (USML), 353, 361

United States v. Morris, 126

United States v. Nosal, 127

“unrestricted warfare,” China’s concept of, 333

USA PATRIOT Act, CFAA amendments with, 132

US-CERT. See United States Computer Emergency Readiness Team

U.S. Cyber Command (CYBERCOM), 265, 267, 355; organizational structure of, 298–300, 299; purpose of, 297.

See also joint cyber force

Usenix Enigma Conference, 323

USML. See United States Munitions List

U.S. Patent and Trademark Office (USPTO), 231

validators, CA network of, 217–18

Vanetta, Natalie, 202n10

vanSchewick, Barbara, 74–75

VCP. See Vulnerability Contributor Program

vehicle-to-infrastructure communications, 49

vehicle-to-vehicle communications, 49

vehicular accidents, automotive cyber safety reducing, 49

vendors, 361; Coordinated Disclosure policy of, 55; ICS challenges for, 40; vulnerability disclosure controversies with, 233–34

Verisign, 113

Verizon Data Breach Investigations Report of 2015, 165

Vernaci, Greg, 155

virtualization, 4–5

Virtual Machine (VM), 5

VM. See Virtual Machine

vouching protocol, in malware market, 112–13

VPP. See Vulnerability Purchase Program

VRP. See Vulnerability Reward Program

vulnerabilities, 361; automotive cyber safety and incentivized disclosure of, 62–63; bug bounty programs for, 108, 112, 115; CAs and structural, 210–12; cognitive, 331; complexity, 76; connectivity, 76; cybersecurity policy managing economy of, 349; definition of, 279; deliberate placement of, 198; extensibility, 76; human, 5; ICS and, 10, 35–36; information assurance and management of, 5–6; malware exploits of, 107; malware market values of, 110; MCO acquisition of, 264–65; monoculture, 76; N-day, 116, 280, 359; physical, 5; research and discovery of, 247, 247, 249–50; system, 5–6; taxes for, 78–79; third-party collaboration exposing and combating, 55–56; vendors and disclosure controversies with, 233–34.

See also Heartbleed vulnerability; zero-day vulnerabilities

vulnerabilities equities process, 284

Vulnerability Contributor Program (VCP), 113, 362

vulnerability disclosure, 56, 361; government purchase problems with, 285–86; incentivizing coordinated, 62–63, 65; multistakeholder approach to, 232–35.

See also Coordinated Disclosure policy

Vulnerability Purchase Program (VPP), 115, 362

Vulnerability Reward Program (VRP), 115.

See also bug bounty programs

VUPEN, 264

Wagner, Abraham R., 334–35

Waltzman, Rand, 330–31

Wassenaar Arrangement, 251, 362; export control limitations of, 246; international enforcement challenges with, 247–48; intrusion software and, 245–46; language limitations in, 246–47; for malware regulation, 105, 115, 185–86, 241; origin and intent of, 245; successor to, 248; zero-day vulnerabilities and, 287–88.

See also malware

Weakest Link Problem, CAs and, 210–11

weak security controls, cyber insurance and, 164

WebTrust, 211, 217

weev. See Auernheimer, Andrew

“white hats” hackers, 242–43, 362

“white market,” for zero-day vulnerabilities, 281

Windows Print Spool network, 107

workforce training: critical infrastructure cybersecurity, 42; for ICS defense, 38–39, 41–42; information assurance and, 10–12

World War II, 192

Wozniak, Steve, 243

Yahoo, 211

zero-day vulnerabilities, 108, 114, 362; cybersecurity and disclosure of, 278; definition of, 279–80; disclosure criteria improvements for, 285; exploits from, 280; FBI use of, 282; government purchase problems with, 285–86; government’s role in, 277–78, 282; human rights abuse and, 278–79; international policy debates over, 287–89; international security ramifications of, 278–79; law enforcement usage considerations for, 286–87; market for, 280–81; N-day vulnerability and, 116, 280, 359; NSA purchase and use of, 280–82; oversight improvements for, 285; pre-2014 policy for, 282–83; Stuxnet attack and, 280; transparency improvements for review of, 284–85; US policy debates over, 282–87; vulnerabilities equities process and, 284; Wassenaar Arrangement and, 287–88.

See also Heartbleed vulnerability

ZeuS malware, 92–93, 110


Contributors

EDITOR BIOGRAPHIES

Richard M. Harrison is the director of operations and defense technology programs at the American Foreign Policy Council (AFPC). He currently serves as the managing editor of AFPC’s Defense Dossier e-journal and as the editor of the Defense Technology Monitor e-bulletin. He also directs a briefing series on Capitol Hill to educate Congressional Staff on defense technology issues affecting U.S. national security. Previously, he worked at Lockheed Martin where he functioned as a systems engineer. He completed his MA in security studies from Georgetown University’s School of Foreign Service and earned a BS in aerospace engineering from Pennsylvania State University.

Trey Herr, PhD, is a fellow with the Belfer Center’s Cyber Security Project at the Harvard Kennedy School. His work focuses on trends in state-developed malicious software, information security risk, and the structure of criminal markets for malware. Trey is also a nonresident fellow with New America’s Cybersecurity Initiative and previously worked with the Department of Defense to develop a risk assessment methodology for information security threats. He holds a PhD and MA in political science from George Washington University and a BS in theater and political science from Northwestern University.

CONTRIBUTOR BIOGRAPHIES

Adrienne Allen is cybersecurity consultant with Slalom Consulting in San Francisco, where she focuses on risk management and cyber incident response planning in critical infrastructure and innovation-space technology organizations. Formerly a lead associate with Booz Allen Hamilton in Washington, DC, she worked closely with the Department of Homeland Security (DHS) and graduated from the University of Virginia and Johns Hopkins University, where she concentrated on internet governance and security policy.

Dr. Aaron Brantly is an assistant professor in the Department of Social Sciences, the Army Cyber Institute, and the Combating Terrorism Center at the United States Military Academy. He has ten years of experience working in international development with a focus on information communications technologies (ICT) innovation and security and holds a PhD in political science with a focus on international relations and comparative politics from the School of Public and International Affairs at the University of Georgia.

Jane Chong is a graduate of Yale Law School. She previously researched national security issues at the Brookings Institution as a Ford Foundation Law School Fellow.

Joshua Corman is a founder of “I am The Cavalry” (iamthecavalry.org) and a director of the Cyber Statecraft Initiative for the Atlantic Council. Corman previously served as a CTO for Sonatype and as a director of security intelligence for Akamai, and played senior research and strategy roles for The 451 Group and IBM Internet Security Systems. He cofounded @RuggedSoftware and @IamTheCavalry to encourage new security approaches in response to the world’s increasing dependence on digital infrastructure. Josh’s unique approach to security in the context of human factors, adversary motivations, and social impact has helped position him as one of the most trusted names in security. He is also serving as an adjunct faculty for Carnegie Mellon’s Heinz College and is on the 2016 HHS Cybersecurity Task Force.

Dr. Ryan Ellis is an assistant professor of communication studies at Northeastern. His research and teaching focus on topics related to communication law and policy, infrastructure politics, and cybersecurity. Prior to joining Northeastern, Ryan held fellowships at the Harvard Kennedy School’s Belfer Center for Science and International Affairs and at Stanford University’s Center for International Security and Cooperation (CISAC). He received a PhD in communication from the University of California, San Diego.

Kat Dransfield holds a BS in English from the U.S. Naval Academy and an MSc in social science of the internet from the University of Oxford. She is FitzGerald Scholar and previously worked as an analyst with the Department of the Navy’s Office of Strategy and Innovation. She has also served as an assistant task officer for the Chief of Naval Operations Executive Panel and as an editorial team leader and contributor to the U.S. Naval Institute Blog.

Mailyn Fidler is a Fellow at the Berkman Klein Center for Internet & Society at Harvard Law School. She has an MPhil in international relations from Oxford University, where she was a Marshall Scholar, and a joint degree from Stanford University in computer science and political science. She has worked with a variety of organizations on tech policy issues. Her academic work on tech policy issues, including software vulnerabilities, has been drawn on by the European Parliament and nongovernmental organizations.

Dr. Allan Friedman is the director of cybersecurity initiatives in the Office of Policy Analysis and Development at the National Telecommunications and Information Administration (NTIA), U.S. Department of Commerce. Prior to joining the federal government, Friedman was a noted cybersecurity and technology policy researcher, with positions at George Washington University, the Brookings Institution, and Harvard University. He has a degree in computer science from Swarthmore College, and a PhD in public policy from Harvard University, and is the coauthor of Cybersecurity and Cyberwar: What Everyone Needs to Know (Oxford University Press, 2014).

Taylor Grossman is a technology analyst at Clark Street Associates, a consulting firm in Palo Alto that works with emerging technology companies. Previously, she was a cyber research associate at the Hoover Institution, Stanford University, where she conducted research in cyber policy and cybersecurity. She has also served on the staff of the Office of the Assistant Secretary of Defense for Public Affairs. Taylor has a BA in political science with distinction and honors in international security studies from Stanford University. Her senior thesis on homeland security warning systems won the Firestone Medal for excellence in undergraduate research.

Lauren Boas Hayes is a cyber threat intelligence professional at Deloitte & Touche LLP who lives in Oakland, California, by way of Washington, DC. She works at the nexus of the public and private sectors to develop cyber threat intelligence programs. She has worked in, and studied, the foreign policy community and seeks to shape U.S. engagement in cyberspace.

Drew Herrick is a political science PhD candidate specializing in international relations and research methods at George Washington University. He is also a non-resident national cybersecurity fellow in the International Security Program at New America. His research primarily focuses on the intersection of international security and technology, especially counter-norm activity, offensive social media operations, and the military value of cyber capabilities (drewherrick.com).

Jonah Force Hill is an internet policy specialist in the Office of International Affairs at the National Telecommunications and Information Administration (NTIA), U.S. Department of Commerce. He works on a range of Internet policy issues, including global data flows, Internet “fragmentation,” and cybersecurity policy. Previously, he served at a San Francisco-based national security consultancy where he advised corporate and public-sector clients on cybersecurity policy and strategy at the U.S. Department of State, and at the Office of the Cybersecurity Coordinator at the White House. He holds an MPP from the Harvard Kennedy School of Government, an MTS from Harvard Divinity School, and a BA from the University of California, Los Angeles.

Robert M. Lee is the CEO of the critical infrastructure cybersecurity company Dragos Security LLC, a SANS Institute course author and researcher, and a PhD candidate at Kings College London. He gained his start in cybersecurity as an Air Force Cyber Warfare Operations Officer in the U.S. Intelligence Community. He may be found on Twitter @RobertMLee.

Dr. Herbert S. Lin is a senior research scholar for cyber policy and security at the Center for International Security and Cooperation and Research Fellow at the Hoover Institution, both at Stanford University. He is one of twelve commissioners selected by the White House and Congressional leadership for the President’s Commission on Enhancing National Cybersecurity. He is also the chief scientist emeritus for the Computer Science and Telecommunications Board, National Research Council (NRC) of the National Academies, and an adjunct senior research scholar and senior fellow in cybersecurity (not in residence) at the Saltzman Institute for War and Peace Studies in the School for International and Public Affairs at Columbia University. Prior to his NRC service, he was a professional staff member and staff scientist for the House Armed Services Committee (1986–1990). He received his doctorate in physics from MIT.

Anastasia Mark is a China specialist at Deloitte & Touche LLP, with a focus on cybersecurity and other issues of national defense. She graduated from Dartmouth College in 2011 with a Bachelor’s degree in political science and government and will graduate from Georgetown University in 2016 with a Master of Arts degree in East Asian Studies.

Robert Morgus is a policy analyst with New America’s Cybersecurity Initiative where his research focuses on policy and other interventions to lessen the number and impact of cybersecurity incidents. His past research has focused on the intersection of cybersecurity and international affairs around incident response, risk management, and international norm development. Morgus has spoken about cybersecurity at a number of international forums, including NATO’s CyCon, the Global Conference on Cyberspace at The Hague, and Cy Fy 2015 in New Delhi, India. His research has been published by the New York Times, Slate, the IEEE, peer-reviewed academic journals, and numerous other national and international media outlets.

Professor Paul Ohm is a professor of law at the Georgetown University Law Center where he specializes in information privacy, computer crime law, intellectual property, and criminal procedure and serves as a faculty director for the Center on Privacy and Technology at Georgetown. Before becoming a professor, he served as an honors program trial attorney in the U.S. Department of Justice’s Computer Crime and Intellectual Property Section, during which time he advised federal law enforcement agents and prosecutors in the enforcement of the Computer Fraud and Abuse Act.

Eric Ormes is a cybersecurity specialist currently working in the private sector. He was previously employed by the U.S. government including service as a United States Air Force Communications and Information Officer.

Jason Rivera is a professionally internationally experienced intelligence, cyber operations, and investigations expert who possesses over nine years innovating at the intersection of security operations and technology. He is a manager at Deloitte & Touche LLP where he specializes in the development of cyber threat intelligence, investigations, and security operations programs for both commercial and federal clients. Prior to Deloitte, Jason served for approximately seven years in the United States Army as an intelligence officer where he attained the rank of Captain and played a variety of roles to include assignments at the National Security Agency and the United States Cyber Command, as well as having served in combat tours overseas.

Sasha Romanosky, PhD, researches topics concerning the economics of security and privacy, national security, applied microeconomics, and law and economics. He is a policy researcher at the RAND Corporation. Sasha holds a PhD in public policy and management from Carnegie Mellon University and a BS in electrical engineering from the University of Calgary, Canada. He was a Microsoft research fellow in the Information Law Institute at New York University and was a security professional for over ten years within the financial and e-commerce industries at companies such as Morgan Stanley and eBay. Sasha is also a coauthor of the Common Vulnerability Scoring System (CVSS), an international standard for scoring computer vulnerabilities.

Paul Rosenzweig is the founder of Red Branch Consulting PLLC, a homeland security consulting company, and a senior advisor to The Chertoff Group. Mr. Rosenzweig formerly served as the deputy assistant secretary for policy in the Department of Homeland Security and is a distinguished visiting fellow at the Homeland Security Studies and Analysis Institute and a professorial lecturer in Law at George Washington University.

Matthew Russell is an experienced cyber intelligence consultant at Deloitte & Touche LLP and a veteran special operations intelligence operator and instructor, specializing in low-visibility, high-risk intelligence collection operations. He is an internationally seasoned expert who specializes in developing programmatic solutions to difficult business and cybersecurity issues. Matt effectively operates in both the federal and commercial lines of business by incorporating and optimizing intelligence collection and analytic activities across diverse client environments.

Nathaniel Tisa is a researcher at Deloitte & Touche LLP and policy advocate focused on the intersection of law, technology, and civil liberties and its implications for national security. He graduated from Georgetown University in 2014 and will enter law school as a JD candidate in Fall 2016.

Dr. Abraham Wagner is a lecturer in law at Columbia Law School and a senior fellow at the Center for Advanced Study on Terrorism. Dr. Wagner holds both PhD and JD degrees and served for over thirty years in various U.S. government posts at the National Security Council, the Intelligence Community, and Department of Defense, including the Defense Advanced Research Projects Agency (DARPA) at the time of the transition to the internet. He has also served on the Defense Science Board and the scientific advisory boards of NSA and CIA. For two years he served as the co-chair of an advisory panel for the Director of Central Intelligence focused on the evolution of cyberspace (Global Information Infrastructure) and requirements for the Intelligence Community.

Dr. Rand Waltzman joined the Software Engineering Institute of Carnegie Mellon University as an associate director of research in May 2015 after a five-year tour as a program manager in the Information Innovation Office of Defense Advanced Research Projects Agency (DARPA). At DARPA, he created and managed the Social Media in Strategic Communications program as well as the Anomaly Detection at Multiple Scales insider threat detection program. Previously, he worked at Lockheed Martin Advanced Technology Laboratories (LM-ATL), the Royal Institute of Technology in Stockholm, University of Maryland, Teknowledge Corporation, and the Applied Physics Laboratory of the University of Washington.

David Weinstein is the Chief Technology Officer (CTO) for the State of New Jersey. He previously served as the state’s first cybersecurity advisor. Prior to returning to his native state of New Jersey, Dave served at the United States Cyber Command at Fort Meade, where his portfolio spanned cyber operations, policy, and planning. In 2014, Dave was recognized by Forbes as a “top cyber policy expert,” and his analysis and commentary has been featured in numerous media and academic publications. Dave is a cybersecurity fellow with New America and an “Influencer” with the Christian Science Monitor’s Security and Privacy project. In 2016, the New Jersey Tech Council awarded Dave the Non-Profit CISO of the Year. Dave holds degrees from Johns Hopkins University Georgetown University’s School of Foreign Service.

Heather West leads public policy for the Americas at Mozilla, the maker of the Firefox browser. She is part policy-to-tech translator, part product consultant, and part long-term Internet strategist. She was recognized as one of the 2014 Forbes 30 Under 30 in law and policy and is a Christian Science Monitor Passcode Influencer. She helped found the public policy team at CloudFlare, a website performance and security company, served as a global and federal privacy and security issue expert on Google’s public policy team, and started her career working on privacy and identity management at the public interest group Center for Democracy and Technology. She holds a dual B.A. in computer science and cognitive science from Wellesley College and is a certified information privacy professional (CIPP/US).

Beau Woods is the deputy director of the Cyber Statecraft Initiative in the Brent Scowcroft on International Security and an active participant in the “I Am The Cavalry” initiative. These activities focus on ensuring the connected technology that can impact life and safety worthy of our trust. Prior to that, Beau spent over a decade in information security, providing strategy, guidance, and advisory. Over the past several years, he has consulted with the private sector, NGOs, U.S. agencies, and legislative staff, and the White House. Beau graduated from the Georgia Institute of Technology with a BS in psychology.

OEBPS/images/F11_002.jpg
Standards and Protocols as a Mail Service

The Transmission Control Protocol is
the mail service. It decides how your data

will be packaged and sent.

The Secure Sockets Layer is the security m

tape on the box that protects your package

trom being stolen or compromised.
The Border Gateway Protocol is the map that
tells the route for how the package will get to

. its destination.

The Domain Name Service is how
you find the coordinates of where

your package will be delivered. It

provides you the street address.





OEBPS/images/F03_001.jpg
Architecture

The

planning,

establishing

, and
upkeep of
systems
with
security in
mind

Passive
Defense

Systems
added to
the
Architectur
e to
provide
reliable
defense or
insight
against
threats
without
consistent
human
interaction

Active
Defense

The
process of
analysts
monitoring
for,
responding
to, and
learning
form
adversaries
internal to
the
network

Intelligence

Collecting
data,
exploiting
it into
informatio
n, and
producing
intelligence

Offense

Legal
counterm
easures
and self-
defense
actions
against an
adversary






OEBPS/images/F16_001.jpg
Department of Defense
Information Network
(DoDIN) — handles routine

information assurance

Independent of MCO
Information Operations
(IO) — attacking enemy
human decision making
Information War (IW) —
broadly employing
messaging and persuasive
tactics

Military Information
Operations (formerly
PSYOPS) — military

deception tactics

Defensive Cyber Operations
(DCO) — focuses on

passive/active defensive

measures

Offensive Cyber
Operations (OCO) —
disrupt, deny, degrade, and

Intelligence, Surveillance,
and Reconnaissance
(Cyber ISR) — focuses on
gathering information on
adversary systems

dest[oy enemy information

systems

Operational Preparation
of the Environment
(Cyber OPE) — focuses

on access to target a

system





OEBPS/images/Infinity_fmt.png





OEBPS/images/tab4-3.jpg
5-Star Capability Private Sector  NHTSA Congress

1. Anticipate and Avoid Failure Lead Assist Follow

2. Take Help Avoiding Failure Assist Assist  Lead (by Incentivizing)

3. Capture and Learn From Failure Assist Assist  Lead by Task Force)
(Auto Black Box)

4. Respond to Failure Lead Assist  Follow

5. Contain and Isolate Failure Lead Assist  Follow






OEBPS/images/tab6-1.jpg
Number of Records

Year Data Breach Compromised __ Estimated Cost to Firm
2003 TIX Companies Inc. 94 million 55 million

2011 Sony Corporation 77 million $15 million

2012 Global Payments Inc. 1.5 million $121.2 million
2013 Target Corporation 70 million $11 million

2014 eBay 145 million $46 million

2014 The Home Depot 56 million $33 million

2014 JP Morgan Chase 76 million $250 million
2015 Anthem Inc. 80 million $100 million

Al findings can be accessed at the US. Securities and Exchange Commission website under Company
Filings. https/www.sec. goviedgarsearchedzar/companysearch html.





OEBPS/images/F15_001.jpg
Vulnerability Research and Discovery

Disclosure Proof .
Of Functional

Concept Exploit

Exploit

Bug-Bounty

Demand Side

Intermediary

Supply Side
Intermediary






OEBPS/images/F18_001.jpg
FEEEEEEEEEEEEENEDR
Defense Intelligence Secretary of E > Intelligence
Agency (DIA) Title 10 Defense + Direct control of Community
. responsibility for
Army Army Cyber » In support of / De%artfment of
Command . provides forces to SIense

| — e AL e
Fleet Cyber Command
ook

Command Detense Intelligence

Agency (DIA)
e __ National Title 50 Mission
arine Corps |.., H

Cyber Command Cyber Security

Command Agency National Geospatial-

Air Force m ok w Intelligence Agency
o Command i (NG4)
EEEEEEEEEEEEEEEEEEEEE i
AFRICOM
e | some |

Iizzi

Central Intelligence
Agency (CIA)

Combat Cyber National
Mission Protection Mission
Teams Teams Teams

-
[

]

]

]
l<.
..
]

]

]

L

Defend the U.S. against

Provide cyber support to military Defend DoD networks, systems, o
’ ’ ’ cyberattacks of significant

operations and contingency plans and information
¢ consequence





OEBPS/images/F04_001.jpg
Vehicle Exposure to Cyber Intrusions

Susceptible Vehicle Component

Tire Pressure Monitoring
Keyless Entry/Remote Start

Bluetooth?
Yards Wi-Fi!
. 3G/4G/5G/LTE Modem"?
Miles ;
Radio Data System
Global Internet

These ranges represent distances in the official specification for the particular
technologies. Through techniques such as targeted antennas and signal strength

boosting, the distance can be amplified 10-100x.

' Both Wi-Fi and 3G/4G/5G/LTE imply Internet connectivity.

?Many of the third-party dongles, such as those used by insurance companies or
rental fleets to capture driving habits, use Bluetooth or 3G/4G/5G/LTE Modem:s.
Also, most vehicles today have connectivity through 3G/4G/5SG/LTE Modem

which may be “always-on” even if the owner has not subscribed, such as

Chrysler UConnect, GM OnStar, Hyundai BlueLink, BMW ConnectedDrive,
etc.






OEBPS/images/F04_002.jpg
PLAN RESPONSE

Core Security Execute Incident
Training Response

DESIGN REQUIREMENTS

Establish Security Requirements

RELEASE

Incident Response Plan

Create Quality Gates/ Bug Bars Final Security Review

Security and Privacy Risk

Assessment

Release Archive

DESIGN VERIFICATION
Establish Design Requirements Dynamic Analysis

Analyze Attack Surface Fuzz Testing Attack

Threat Modeling Surface Review

IMPLEMENT
Use Approved Tools

Deprecate Unsate
Functions

Static Analysis






OEBPS/images/img-331.jpg





OEBPS/images/img-line.jpg





OEBPS/images/F13_001.jpg
Root Certificate
Authority (CA)

5

Intermediate

CA #3 ﬁ

Intermediate

CA #2 %

Intermediate

CA #1 %






OEBPS/images/F09_001.jpg
Firm seeks to

protect data

Data

breach

No breach

occurs

Not Breach
detected detected

Not Breach is
Disclosed disclosed

No actions Individuals
taken take action

No harm Harm
occurs occurs






OEBPS/images/cover.jpg
Haryvard
Busincu
Review

CYBERSECURITY





OEBPS/images/img-line1.jpg





OEBPS/images/F06_001.jpg
I:l Herder: Controls the botnet and uses

it to distribute malware

Command Server: Used to control
the zombie computers in the botnet

Zombie Computers: Computers that
have been compromised

Botnet: Large collection of zombie computers





OEBPS/images/F11_001.jpg
Encryption Decryption
with with

Sender Public Key . Private Key Recipient

Original Encrypted Original

Text Public Text Private Text
Key Key





