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Foreword

 

Frank Hoffman

The late Sir Michael Howard once likened the role of national leaders, those civil and military officials responsible for preparing for future challenges, to that of a ‘sailor navigating by dead reckoning. You have left the terra firma of the last war and are extrapolating from the experiences of that war’. Howard realized that the greater the distance from the last war, the greater the risk in getting this difficult calculation right. He acknowledged the value of small wars along the way to provide a ‘navigational fix’ as military institutions sail into ‘the fog of peace’. These brief flashes reveal if investments and doctrinal changes are on target.1 Piercing that fog is no simple matter. As Colin Gray frequently reminded us there is much uncertainty in the world; instead we face an ‘inescapable opacity’ regarding the future.2

The future is certainly opaque, especially to the historically challenged. There are scholars that claim ‘we are nearing a point of history where it will be possible to say that war as we know it, long thought to be an inevitable part of the human condition, has disappeared’.3 Based on some current trends, that author concluded that ‘massive, organized conflict is now an exceptional feature of human society, and is on the verge of becoming a historical relic’.4 Such a conclusion puts a large body of past human experience into the dustbin with little appreciation for its slim evidentiary foundation.

Instead of hubristic nonsense, policy makers need to be re-educated about why and how today’s international order was established. Peace and order are not the natural state of international affairs, and long periods of relative stability often induce a state of amnesia about prior periods of political disruption and catastrophic violence.5 Orders are not sustained without commitments and collective effort. While history never repeats itself, and analogies often betray critical discontinuities, the search for valuable warnings is warranted. The historian Margaret MacMillan, looking back at the onset of World War I, contended that a well-grounded grasp of the past is needed to enhance our awareness of our vulnerability to human error, catastrophe, and sheer accident. As we look ahead to the future, she argued we must remember that:

The past cannot provide us with clear blueprints for how to act, [but] it offers such a multitude of lessons... if we can see past our blinders and take note of the telling parallels between then and now, the ways in which our world resembles that of a hundred years ago, history does give us valuable warnings.6

Professors Hal Brands and Charles Edel reinforce that insight, urging statesmen to study history and adopt a mindset that appreciates the costly lessons of tragedy. Rather than take order for granted, they worry that some ‘have forgotten what that order is meant to prevent in the first place: the sort of descent into violence and great-power war that has been all too common thought human history’.7

War will remain with us as long as human beings are in charge, and arrange their political and security affairs as nation-states. The weight of history burdens us with its deep continuities when it comes to politics and national security. Change is often abrupt and unpredictable in specific details, but the recurring cycles of tragedy bear close scrutiny and abiding respect. Those charged with advising policy makers or for shaping tomorrow’s forces have a special duty to examine the past and glean its harsh lessons with more than a modicum of rigor and prudence.

One of the clearest lessons is the need to avoid ‘magical thinking’ about technology, and to avoid chasing chimeras like short and painless wars. History reveals the temporary advantage that military relevant technologies confer. Yet, as Oxford’s Rob Johnson has noted, ‘New technologies, from UAV to robotics, and new methods such as cyber denial of service or disruption, do no more to guarantee victory than did the faith in air and sea power in the early twentieth century. The novelty of a technology has never ensured success in its own right…’.8 Such technologies are often laminated upon outmoded tactics or misapplied within the wrong organizational structures. Moreover, they may be countered by equally creative adversaries. In theory, the rifled musket and the machine gun made infantry attacks hopeless. Since long-range bombers would always get through and precisely deliver devastating strikes at the key nodes of modern societies, traditional arms were claimed to be irrelevant. The histories of both World Wars, and our own era of protracted contemporary conflicts, have put paid to such visions.

Another lesson involves rigorous intellectual exploration of the future. As scholars of successful military innovation stress, it is not enough for policy makers and senior military officers to embrace a vision of the next war. In addition to this initial intellectual investment, they must generate creative operational concepts as possible solutions, and then ‘continue to agonize over such visions to discern how those wars might differ from previous conflicts due to changes in military technology and weaponry, national purposes, and the international security environment’.9 Critical thinking and a culture that embraces objective experimentation separates the successful from the complacent.

Sir Lawrence Freedman’s recent scholarship is apropos. There are many ideas about what the future of war may look like. Some of these are informed and merit being taken seriously, others less so. Professor Freedman concludes, ‘they should all, however, be treated skeptically’.10 But if we are to fulfill our role as navigators of future security preparedness, we need to be open minded as well as skeptical. Too complacent and one finds oneself at moments like Gettysburg 1863 or the Somme 1916 or France in 1940, when military commanders faced unpleasant options for which their forces were woefully unprepared. Too much enthusiasm about purportedly disruptive technology and indirect modes of warfare may soon leave our military forces too small and poorly postured to deter an ambitious hegemon willing to apply hard power in a decisive manner.

The time has come for some serious ‘dead reckoning’ from recent events; from Russia’s power grab in Ukraine and its bellicose nuclear exercises and brazen saber rattling, and campaign of assassination. The future can be seen in the present, in places like Syria where Iran and Hezbollah’s have propped up the Assad regime. Likewise, in the Pacific, the future has been exposed by China’s space and missile exercises, its unlawful claims to swathes of the South China Sea, its militarization of lodgments in international waters, and its flaunting of international law and norms. It can also be envisioned by Beijing’s assertive diplomacy, its subjugation of Hong Kong, as well as the PLA’s sizable military buildup across from Taiwan. Howard’s fog of peace is being dissipated, and it is now time to adjust course as the future unfolds.

For these reasons, this wonderful collection of essays is both timely and particularly relevant. The book’s intellectual framework of the kinetic, connected and synthetic offers a useful sextant for today’s navigators as they explore the outlines of possible armed conflict in the coming years. Each of the contributions in this book afford today’s navigators valuable signposts and insights from a diverse set of perspectives and strategic cultures. Policy makers and students of history can avoid the shoals of future crises from these signposts.

Pundits contend that the dynamics of globalization and rampant technological change have unleashed forces we struggle to keep up with, much less envision their significance to security issues. Yet, the terra firma of the past reveals the eternal themes and recurring consequences of security dilemmas, rising and declining powers, repressive regimes with predatory ideologies, and weapons that create entirely new domains of warfare. We recognize the enduring continuities of human agency, uncertainty and friction, and primordial forces. The study of that past, as shown in these pages, is the best guide against dangerous speculation and strategic confusion about the future.


Francis G. Hoffman, National Defense University, Washington DC
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Part I
Introduction
The conduct of war in the 21st century




1 Introduction

Rob Johnson, Tim Sweijs and Martijn Kitzen

The Conduct of War in the 21st Century offers significant changes to the framework of thinking about armed conflict in three respects. First, it updates current thinking on warfighting, weaving together different strands of thought that have emerged in the wake of the conflicts in Afghanistan, Iraq, Libya, and Syria which occurred between 2001 and 2020. Second, it expands upon the conduct of the 21st-century style of war that includes both kinetic and non-kinetic approaches, which is waged both in traditional and in new domains, and which occurs in developed as well as developing polities. Third, it offers new insights into the impact new technologies are having on the conduct of war, including cyber and information, artificial intelligence (AI), unmanned and semi-autonomous systems, satellites, and a new generation of missiles.

This volume is not about the future of war but provides a clear assessment of the lessons that can be derived from the conduct of war in various theatres around the world. The different parts touch on key manifestations of strategy, technology, air power, war from the ground up, law, and decision-making. These salient themes in the execution of contemporary warfare are further explored in chapters that place the relevant developments over the last two decades within the context of the intellectual challenge of thinking about war. The volume thereby examines key dimensions in the conduct of war (the human, the technological, the strategic-operational-tactical, the procedural, and the legal), and shows that our thinking about war, particularly what it is and how it is fought, needs to be updated.

The three cross-cutting key terms around which the volume coheres are Kinetic, Connected, and Synthetic. We examine war as a kinetic activity, applying the original Greek meaning of kinesis as pressure, flow, and force, since electronic warfare, just like its physical equivalent, depends on each of these qualities. We investigate the impact of the connected element of war – between peoples, between ideas, through systems, communications, networks, and even across time. Finally, we examine the extent to which war is synthetic, that is seemingly dominated by artificial and manufactured elements, but with an enduring role of the human.

This volume therefore marks a new departure in the study of contemporary war, in that it concentrates on the solutions that have been advanced in theory and practice to deal with the challenges wars have posed in the first decades of the 21st century. It charts the new agenda that has emerged. It is specifically an inter-disciplinary work, brought together by the common and urgent demands created by armed conflict. It is neither a specialised survey of all technologies, nor a staff college guide to current warfighting, since these professional studies already exist. It does not seek to provide an exhaustive overview of all aspects relevant to the conduct of contemporary war. It is, instead, a problematised selection which offers a framework of thinking in combination with critical analyses of the dominant elements that characterise the conduct of war of the first quarter of the 21st century.

Military professionals and scholars share an interest in how to identify and assess change in armed conflict, and, at war colleges across the Western world, they study with great intensity its ways, that is, the actual conduct of war. They are concerned with legal and ethical considerations, the relative utility of force compared with other instruments of power, and new technologies and their impact on how fighting forces and irregular actors make use of them. In 2010, the Oxford Changing Character of War scholars published a volume with Oxford University Press to examine the character of war in past and present conditions, and what emerged was that, despite some changes in the types of actors and their practices (such as the employment of cyber systems), there were striking continuities.1 In that year, with significant insurgencies against the Western powers and their allies underway, there was perhaps a stronger focus on the violent non-state actor. In the years that followed there were further technological innovations and considerable political and economic changes. These have driven an evolution in the character, if not the nature, of war. At the beginning of the third decade of the 21st century, we are eager to assess what has changed in the conduct of war, and get a better understanding of its emerging characteristics.


A centennial of thinking about the conduct of war

The inspiration for this volume is the work of the inter-war years theorists, between 1919 and 1939, who had begun their deliberations in the aftermath of a significant global war a century ago. They were compelled to reflect on what had occurred but also to consider what lay ahead. Was there a future where international institutions could regulate and even prevent war, or was there the prospect of new and barbaric forms of conflict? They speculated about the impact of new technologies, such as armour, aviation, and wireless communications, and how to harness them. There was widespread concern about the use of poison gas, the prospect of heavy casualties in mechanised land battles, and the widespread destruction of cities by air bombardment. Crucially, these analysts offered a framework of thinking about the conduct of war during a time of considerable political and technological change.

The starting point for this volume, therefore, is J.F.C. ‘Boney’ Fuller, who was, like some of our authors, a military officer, historian of war, strategic thinker, and advocate of new technological solutions. In 1926, he tried to codify the conduct of war based on an analysis of the global armed conflict that had such a significant impact on his generation, and, two years later, he considered the longer term future of warfare.2 In most of his 45 books, written across his career, he believed that the purpose of new technologies and original techniques was to create a psychological effect. Herein lies our first connection with the present, for what we see, especially in terms of new technologies, at first seems to herald some breakthrough or a ‘revolution in military affairs’. Instead, what is striking is that the use of those technologies is still targeted at, and dependent upon, the endurance, skills, and psychological resilience of the human.

Writing in the Interbellum, Fuller was eager to clarify what could be learned, and applied, from the conduct of war in his own time, and his principles, with some modification, remain in use with modern Western armies. He summed up these principles in three groups: Control (the direction of operations and mobility), Pressure (concentration of force, surprise, and offensive action), and Resistance (distributed forces, endurance, and security). Our approach, building on Fuller, therefore advocates the idea that the character of the current conduct in war is kinetic, connected, and synthetic, with humans still at its core. Fuller’s control, pressure, and resistance are applicable to all three of our trinitarian elements. ‘Control’, in the form of direction, leadership, communications, allocation of resources, or an economy of effort, can be found in each of our elements – in the kinetic aspect of operations, in the connected nature of it, and in the synthetic. Ethical and legal norms considered are all elements of control, and feature in debates on the use of automated systems. Equally, for ‘Pressure’, we find characteristics in all three of our elements, including the concentration of force in precision kinetic air strikes, in connected cyber disruption operations, and in coercive policies in the so-called grey zone. ‘Resistance’ appears in all three elements too, in physical kinetic resistance, in connectivity, and in the use of synthetic systems. In other words, we imagine two trinities, one superimposed upon the other, each applicable to the other. We have therefore created a set of three observable characteristics to add to Fuller’s original conception, arguing that, in the context of the early 21st century, the grammar of war is kinetic, connected, and synthetic.

Conceptual clarification of the military-human implications of technological change is a connection with this volume, since the advent of new technologies and systems today has created a degree of confusion and uncertainty. This is reflected not only in debates concerning the rules and regulations guiding legitimate conduct in war in new domains. State actors’ exploitation of an unwillingness to cross the threshold of war, while using violence, disruptive deception, and the speed accorded by information operations, constitutes a serious challenge to the strategic balance. Considerable strategic experimentation of the past decade, both by state and non-state actors, heralded new forms of contestation, including legal and information contexts, that involve state instruments of influence deployed on and off the battlefield. The accelerated battle rhythm of the second decade of the 20th century also spurred the emergence and the adoption of new forms of command and control that seamlessly exploit high tech tools combined with low tech social forms of organisational adaptation.

The other link between Fuller and our work is manifest as a warning. In Fuller’s day, the full potential of the new technologies and the techniques that would optimise them were not embraced by the Western democratic powers but were utilised by their enemies. In Fuller’s case, it was the German armed forces that adopted his ideas.3 It seems clear that a failure to grasp the implications of new technology and the systems that accompany them could profit those who seek to disrupt and defeat the West, and the values the West seeks to uphold, and thus destroy all that was so hard won in the 20th century.

Despite our obsession with the latest technologies and their potential, war is still driven by humans. It is the human dimension that will surely assert itself in war in the near future just as it does in the present. There are plenty of critics of this view. Some technologists and philosophers warn that we may be approaching the end of a period when humans could make the critical decisions, since AI-enabled robotics may have the capacity to replace us. But another way to see this is to remember that humans are a form of technology, that is bio-technology, and it is conceivable that we will see a merging of hardware, software, and human tech, in the same way that humans embraced aviation or mechanisation, creating an almost seamless military instrument in the process. Much of this remains speculation but academic research, as in this volume, can help us navigate these issues based on analyses of how the interaction between human and machines is already reshaping the conduct of war.



Kinetic actors and new strategies: regulars, irregulars, and great powers

The volume reflects on the conflicts of the first two decades of the century. One important element here has been the military role in counterinsurgency and counterterrorism. The ‘global war on terror’ was led by the military, but critics suggest it should perhaps have been intelligence-led, or law- enforcement led (with extraditions and the co-operation of local security forces), or solely by, with, and through local nationals. Direct military intervention by Western armed forces produced protracted insurgencies against perhaps democratically elected, but frail governments fostered by Western powers in Baghdad and Kabul that were unable to establish control over the territories under their nominal dominion. The very small footprint of Western intervention forces in Iraq following the US withdrawal in 2011 meant that there was little to stop abuses of power, prevent armed unrest, or halt the rise of the so-called Islamic State (IS) in 2014. The insurgent movements that sprung up had draconian rules and systems of governance and could only be halted by force. However, it also became clear that local partners of the West had their own agendas, even when they claimed to be battling a common enemy, showing how the use of locals as surrogates for Western military power can sometimes be misplaced. Yet, the notion that governments of the global south, facing insurgency, can always manage alone also proved to be erroneous.

In the short term, it is governance that must be prioritised to defeat insurgency with the grievances that gave rise to the fighting addressed. The transformative change needed to expunge insurgency is a long-term endeavour, a form of ‘nation (re)building’, rather than limited ‘state building’ of institutions. The assistance that can be offered by external powers can take many forms, but the specific military contribution, known collectively as ‘security force assistance’ or ‘security sector reform’, has been shown to be far from straightforward. Moreover, offering assistance in the development of a domestic law enforcement or intelligence service has also proven to be problematic. The second decade of the 21st century saw the progressive internationalisation of intrastate conflicts – a quintupling according to Uppsala’s Conflict Data Programme – in which external actors intervened in local conflicts for more explicit geopolitical objectives, shifting the focus from stabilisation missions to the strategic and moral vagaries involved in war by proxy.4 This volume therefore examines how the dynamics of nation building and counterinsurgency missions of the 2000s have morphed into proxy conflicts in the 2010s and considers how third party – state and non-state – actors vie for influence, with deployed kinetic and non-kinetic instruments, to achieve their political objectives.

The 2010s were characterised by a shift towards interstate ‘Great Powers’ confrontation and the coercion of smaller states. Much would have been recognisable in Fuller’s day, but new tools and contexts made the situation by 2020 extremely volatile. The United States and its Western allies have been driven to protect their interests, while China has been guilty of an over-optimism in its ambitions which was interrupted by the global covid pandemic. Russia’s policies are driven more by anxiety than ambition, while the emerging countries of the global south are driven more by domestic pressures. While kinetic confrontations are rare, because of the risks involved, the major powers have made more extensive use of other tools to further their respective agendas, including cyber, information campaigns, proxy actors, and an arms race in new technologies. There has been some probing of Western resolve and its defensive systems, usually in situations where the West has failed to avoid resolute or clear responses. Yet there is no doubt that, by 2020, there was an evident confrontation with episodes of coercion underway.



Connected: command, control, communications, surveillance, and information

Command, control, communications, computers, intelligence, surveillance, and reconnaissance (C4ISR) capabilities are essential to contemporary war fighting. Surprisingly, some aspects of how technological advances in C4ISR are changing the conduct of conflict, and disrupting tactical and strategic actions, remain understudied. Improvements in C4ISR have, for example, driven negative side effects of strategic compression, that is, the temptation for senior leaders to micromanage tactical activities on the one hand and the tendency to confuse tactical success with strategic effectiveness on the other. Communications and surveillance capabilities have also led to other developments. We have seen the extensive use of remote and persistently deployable, pervasive intelligence, surveillance, and reconnaissance which link higher headquarters to individual vehicles, airframes, vessels, and squads. Deployable systems with full network access across a greater bandwidth, with the ability to exploit granular data, have been increasingly evident in the battlespaces of the 2010s.

Parallel to this development, there has been renewed focus on information warfare and psychological messaging. In strategic terms, information operations are increasingly conducted against civilian populations through greater connectivity. In the battlespace, information warfare can affect the efficiency of command and control, situational awareness, and the morale of military personnel.

When communications, surveillance, connectivity, and information warfare are combined, they breed a more integrated system of sensors, enablers, and effectors. The boundaries between electronic, space, air, land, and sea domains are slowly but steadily broken down to the extent that all actions are simultaneously tactical and strategic, expanding what was known as the ‘operational’ dimension. The most prevalent doctrinal trend has been towards accelerated, multi-domain operations.

This has serious implications for the time available for commands. General James Cartwright, former US Vice Chair of the Joint Staff, predicted that ‘the decision cycle of the future is not going to be minutes … The decision cycle of the future is going to be microseconds’.5 Fears that humans will not keep up with the OODA (Observe, Orient, Decide, Act) loop of decision-making are often repeated.6 The phenomenon has been described as ‘hyper-war’.7 There may be a requirement to devolve command to a far greater extent, to allow subordinates greater license to operate, so as to seize and exploit fleeting opportunities. Still, some tactical events have been conducted at rapid speeds, with negligible effects at the strategic level, and they have not always demanded responses at the same speed from more senior decision-makers. Indeed, tactical events, while moving quickly, can be set in motion to distract an enemy leader who has a preference for interventions in tactical decisions, and this can be subsequently exploited with more strategic actions. Conceptually, these developments imply a significance for control, pressure, resistance, and flow, and these are perhaps most evident in cyber and electromagnetic operations.

Cyber and electromagnetic activity have been used extensively by state actors but also by violent non-state actors because of relatively low entry costs to achieve tactical effects from afar. This has given rise to more persistent cyber skirmishes, not just in a traditional military sphere, but across the fields of security and defence, which have been barely visible to the public eye, as well as meddling in national information domains, which has gained wider public attention.

In the first decades of the century, the priority has been to see where security might be enhanced against espionage, interference, sabotage by malware, as well as malign information campaigns. Where data is the currency of cyber, so criminal enterprises have sometimes linked up with malign state actors, which, in turn, made clear that extending coalitions and partnerships, across sectors (public and private, military and civilian, nationally and internationally) is the way forward. At the same time, the past period also exposed difficulties associated with speedy attribution of cyberattack and information attack as well as challenges related to containment and proportionate response, and the need to further develop 20th-century concepts of deterrence to make them effective in the cyber domain. These issues, including deterrence through the threat of retaliatory action, through attribution, preparation for certain common types of cyberattack, and the rules regulating targeting practices in cyber space in and outside of war, are examined in this volume.



The synthetic: robotics and artificial intelligence

Autonomous sustainment on land, in the sea, and in the air promises greater mobility and less dependence on lines of communication. Over the past two decades the use of robots and autonomous systems has become more prevalent in conflict theatres around the world. Over a hundred states possess military aerial drones for C4SIR purposes, while at least three dozen of them have weaponised remotely piloted air systems for strike purposes.8 For ground manoeuvre, multi-role vehicles for clearance or fighting are being developed, while new variants of robotic counter-IED systems have emerged to defeat a new generation of mines. In protection, new armour and lightweight textiles, protective AAD, and counter UAV are already deployed. The implications are that many systems can be automated, reducing manpower demands in combat forces (although technical ‘tails’ tend to increase), while increasing the mobility and capability of units. Automation also assists in the virtual realm, generating materials, disabling networks, creating new or repairing old networks, enhancing situational awareness, generating deception (especially signals deception), and creating noise to conceal communications through replicating tasks.

It is widely believed that future conventional combat will consist of robotic battles, directed by humans.9 The ability to exploit errors and vulnerabilities in enemy robotics or their command and communications systems will likely also generate precisely the same friction and chance as in previous wars, with episodes of great intensity and destruction followed by periods of stand-off or manoeuvre. Under certain conditions, robotics offer the opportunity to make stealthy insertions, reduce the risk of casualties, conduct persistent monitoring and surveillance. Self-directing underwater and air vehicles, with or without ordnance aboard, can enhance global reach and assist in manoeuvre. Air and ground systems can navigate complex urban terrain while simultaneously monitoring electronic and heat signatures, with greater degrees of accuracy and fidelity. But none of these systems are without technical vulnerabilities. Our volume looks at how unmanned systems and robots have been used in recent battle zones around the world including in the Middle East and North Africa and how they are impacting upon the conduct of war.

Alongside these implications for unmanned systems, the volume also considers how new technologies are reshaping decision cycles. One area of concern that attracts considerable attention is AI. Some see new military opportunities in these assets, while others are more alarmed by its disruption. In simple terms, basic AI is already in service, but strong or adaptive AI remains elusive.10 AI already assists in identification, problem-solving, pattern recognition, and calculations. But intelligence is characterised as being reactive, predictive, and creative. Currently AI can sense and act, so it is reactive, but its predictive and creative capacities remain limited, especially in the battle space.

All technology is, of course, integral as a weapon or enabler in war but there is often a trade-off in its value and use. At the tactical level, there is evident utility in AI in situational awareness, monitoring, control of loitering systems, and analysis of vast data. The enhancement to analysis offered by AI and automation is well-established, and have immediate military applications in intelligence, navigation, targeting, fire control, communications, and transportation. However, humans are still required to provide the close support, or close quarter combat, of ground war, and will retain the decision-making capacity in most situations, even when AI applications can provide guidance. AI will require built-in safeguards to ensure that errors are minimised, and the ethical standards of war will still apply in situations where AI becomes pervasive. That said, some foresee that the introduction of more sophisticated AI will change the conduct of war, through speed of decisions, responsibilities, and ability to discriminate. Overall, the consensus so far is that AI should not be offered the role of judgement and value, unless risks are low, and judgement should be retained by humans. Our volume examines how military AI applications have reshaped OODA loops in recent conflicts, and how military strategists are pondering its future integration for competitive advantage.

It is striking that human decision-making features as prominently for our authors as the fascination with AI. The challenges of command at the operational and tactical level are well known, in classic warfighting or in problematic insurgencies where there are large numbers of civilians with uncertain allegiances or levels of participation in the conflict. At the strategic level there has been a preponderance of theory but strategic practice is a feature of this work, with studies of how decisions are actually made, including under conditions of deep uncertainty where even the fundamental parameters are not known. Contrasting themes reveal fascinating variations in how to assess and manage change and adaptation, and they tell us much about comparative approaches within Western professional military education.



Framing military thought on the conduct of war

In tracking change across the kinetic, the connected, and the synthetic, we should not forget those aspects of war that always assert themselves. Friction intervenes in conflict. Things go wrong, individuals fail, mechanical systems break down, and attrition imposes itself in all operations, leading to culmination. In its fundamental Clausewitzian elements, war consists of reason, passion, and chance, a ‘wonderous’ or ‘remarkable’ trinity in constant tension and therefore prone to unexpected outcomes. Wars involve a variety of actors, each with various agendas or ends which, in conflict, will generate a further set of dynamics. So much of war in the early 20th century would have been recognisable to JFC Fuller: with military personnel grappling with control, pressure, and resistance. In conflicts in the 2000s in Syria, Iraq, Libya, or sub-Saharan Africa, despite the novelty of new and emerging technologies, the elements of the nature of war were present. In Syria and Iraq, for example, the allegiance and the cohesion of the people were important, the political purpose of governance was still extant, and the conflicts were sacralised perhaps even more intensely than those of the 1990s. Did technology determine the outcomes of these conflicts? To some extent it did. Rebels in Syria were overmatched by precise and overwhelming fires, and the belligerents made use of new technological innovations. Yet, on the other hand, resistance to the Syrian regime was not driven by the issue of new technology alone. Few would deny that the human element was still the most significant single aspect of the conflict.

Amongst the comparisons that can be made between war in the industrial age and in the information age, there are several that are conceptually prominent. First, we can observe in particular how, in the past, major powers enjoyed technological supremacy over others, but, periodically, in the conflicts of the early 21st century, there was a degree of parity at the tactical level. Second, in industrial war, information operations were delivered to a well-defined and identifying audience confined to individual states, but in the 21st century the same information was available to a global, critical, and sceptical audience. Third, wars for the people now appear to be wars amongst the people. Where wars were defined by allegiance or identity defined by nation states, with distinct ideologies, regionally defined, we now observe increasingly connected peoples, sharing transnational ideas globally, with mass appeal. Fourth, in industrial conflicts, human-speed decisions were the norm, but today, accelerated decisions through an integrated human-electronic interface are common. Finally, there is an emerging global surveillance array, and global strike, which those in previous eras would have found hard to conceive. Current cyber operations are facilitating espionage, disruption, and surprise, but we are seeing code wars with much greater effects, enhanced deception, and stealth, with significant consequences for civilian governance and state integrity.

What has survived from the past is the power of the cognitive and the emotional element in war – another theme reflected upon in this volume based on considerable progress in the cognitive and emotions sciences of the past two decades. The focus of much thinking about war today, just as in the inter-war years, is the psychological element, as influence, subversion, dissonance, or some more extreme shattering of morale.

One of the challenges for the West is how to manage a major operational setback caused by surprise. This is no idle concern: every major war has begun with a major setback for the Western powers. As the recent past indicates, we can anticipate more technological breakthroughs in the next few decades, in robotics, information technology, AI and cognitive science, and materials. These could be combined to achieve persistent C4ISR, deception, greater tactical speed and accuracy, better protection, and a stronger emphasis on air mobility (as other forms of mobility seem likely to remain relatively unchanged). If, however, enhanced fires and communications outstrip manoeuvre and protection, it could produce periods of stalemate and consequently greater attrition. In terms of expected effects, many predict the further compression of time, leaving less room for decision-making at the tactical level and hence a ‘hyper war’ of dependence on automated systems. Cyberattacks are limited today but it is easy to imagine a much more devastating role for cyber when more and more of the world is connected and dependent on linked systems. Indeed, new forms of connectivity could even promise a Blitzkrieg effect, as enemies are left with slow, human-speed systems. Connectivity also enhances the role of subversion and propaganda, eroding confidence in leaders or authorities.

Military thought from the past shows that, while technological-determinist interpretations of war are common, they are not enough to understand war and its evolution.11 It is easy to refer to new developments in weapons as marking turning points in the conduct of war.12 All too often, however, technological failures are overlooked.13 Humans will also find ways to outwit robotics and AI systems, just as surely as they have taken on apparently superior military forces in the past.14 The singularity of certain technologies or systems can lead to a dangerous over-dependence. For example, advanced air power, whilst influential, did not fulfil the expectations of its advocates as a conflict-winning weapon system on its own, and ‘joint’ operations have invariably been the most effective, hence the American interest in ‘multi-domain battle’. Technologies confer certain advantages, and may even be essential to selected outcomes, but they do not, on their own, constitute a solution in every case. Their combination with other systems (such as communications), personnel (specialists), techniques (such as tactics), and situation (in, for example, the common objective of a coalition, or part of a grand strategy) is a more certain guarantee of success. Above all, a clear set of goals and an adroit strategy remain fundamental.

The solution to so many of these apparently technical challenges is, as the classic authors of military thought have shown, to return to the centrality of the human in war. The human is the motive force and the point of vulnerability. Despite the advocates of a decisive battle in war, brought about through breaking an adversary, physically and morally, such an outcome is rare in practice and often very costly. Today, we might place greater emphasis on compelling an enemy to change his mind. This might be through paralysis, deterrence, disruption or his demoralisation, or might simply be by presenting choices and options, which are themselves shaped, offered, or limited, according to one’s strategic intent.

There are measurable strategic designs to achieve the objective of compelling choice. The most obvious, and perhaps over-used as the luxury of the strong, is escalation, and its consequent focus on annihilation or attrition. An alternative is exhaustion (wearing out through time, resources, willingness, or containment). Another is inflexion (to tilt, to manoeuvre, or to seize an opportunity that changes the parameters for the enemy). Yet another is deception (with false fronts, obscuration, multiple axes), or contradiction (where ambiguity, harassment, and multi-tempo actions are used), or reflexion (where one uses the enemy’s weight against him, or he is drawn in, goaded, or ‘wrong-footed’). There may also be a strategy of persuasion, where allies, partners, and coalitions are formed, diplomacy exercised, and international bodies brought to bear.

To defeat the adversaries of the near future, military forces and their enablers will need to attack the central operating system, namely the mind, just as Fuller already suggested 100 years ago. The routes to do this, and thus compel the target to make a choice which is compliant, can be to induce hesitation or paralysis through fear or confusion; to deter by appealing to an adversary’s risk-calculus; to demoralise by depriving the adversary of information, fuel, or health; or to create options that influence their choices and render them predictable. This volume will reiterate that war is a combination of the human, the physical tools, the environments, and the cognitive frameworks. In its conduct, it remains a kinetic activity, in the sense of both physical force and the flow of information and physical elements. It will certainly be characterised by new synthetic elements – AI, information deception, new materials, and virtual system. Above all, as in the past, war and politics will be about connectivity: human networks, economic networks, and communicative networks. These elements will reappear in different forms in the future of war, but their nature remains extant. They can be tackled together, combined in various ways, or utilised individually to produce significant changes.

The unifying thread for this volume is therefore an intellectual framework for the conduct of war. It is concerned with how military and related actions are carried out and how they are understood. Whereas the kinetic, the connected, and the synthetic function as cross-cutting principles for thinking about war, this book, as aforementioned, is divided into different parts that each deal with a germane theme in the conduct of 21st-century war. To aid the reader, the individual chapters each follow the following format: (1) they state clearly the insight offered by the chapter in an opening paragraph, (2) they lay out the intellectual challenge of thinking about war in the context of the chapter, (3) they examine either the human dimension or the technological dimension, or both, and show how the thinking about war is changing, has changed, or requires change, and (4) they then offer concluding reflections that relate to the conduct of armed conflict to illustrate their specific context.

The chapters that follow are scholarly and authoritative, but not exhaustive or artificially theorised, in order to create an accessible interpretation of the conduct of war. They cohere to address the three most fascinating and disputed ideas which are subject to intense debate at this point in the century: namely, the relative impact of those elements of war which are kinetic, synthetic, and connected.
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2 Strategic underperformance
The West and three decades of war

Frans Osinga


Introduction

War is, alas, a constant in international affairs. A single look at the news reminds us daily of various conflicts and wars around the world, often persisting for decades. On average, there are 14 UN peacekeeping operations in progress annually involving 110,000 people and around 50 other peace operations carried out by regional security organizations. War is never far away. In fact, cloaked in euphemistic labels such as peacekeeping, humanitarian interventions or stabilization operations, the West has been engaged in three decades of war since the ‘outbreak’ of peace on 9 November 1989 (the fall of the Berlin Wall). While often stunningly successful operationally, the West has also been repeatedly surprised by the complex operational dynamics it encountered. Despite military superiority political strategic success has often eluded Western military efforts. It struggled to understand the character of contemporary wars.

This chapter aims to explain this paradox, starting with a sketch of the recent Western strategic history. It canvasses in Part II the variety of reasons explaining this strategic underperformance such as the denial of war resulting from a limited understanding of war and the prevailing European strategic culture. Unfounded optimism in the application of new untested concepts and institutional amnesia in the armed forces also played a significant role. In that, however, there is also a paradox as Part III shows; there has been no lack of scholarly interest in modern war often producing strategically relevant pointers that could have and perhaps should have informed strategy and operational planning at the time. Part IV resolves the paradox of this disconnect. Western militaries have been confronted with an expanding array of mission-types that governments could not have expected. Such defence policy fluidity and continued defence spending reductions, hamper organizational learning. Part V concludes with a retrospective mosaic of five images of contemporary war which serves as a warning for thinking about future war and defence policy. While many defence analysts harp on uncertainty, the past three decades actually contain sufficient information to offer a rather sound and prudent perspective on what, as a minimum, Western militaries can expect and should be prepared for so as to avoid another three decades of strategic underperformance.



Three decades of war: a brief strategic history in three parts

European and US armed forces have been deployed in roughly three dominant strategic contexts, which more or less coincide with three periods: 1990–2001, in which peacekeeping and peace enforcement were central, a period sometimes also referred to as the strategic pause; then 2001–2014, in which the reconstruction of Afghanistan dominated military activities and counter-terrorism became a regular military task; and 2014–2020 where the shock of the Islamic State (IS) and the new assertiveness of Russia forced a rethink.


1990 –2001: peace operations in the Balkans

Almost immediately after the fall of the Berlin Wall, civil war broke out in Yugoslavia. The West reluctantly commenced a peace operation to keep the warring parties apart and to force a truce according to the then current classic Blue Helmet model. This model assumed it concerned a conflict between two states, both with a functioning government, that accepted the presence of the peace force which would retain strict neutrality and was only allowed to use force for self-defence.1 The Blue Helmets therefore had no heavy weapons and any escalation would depend on UN permission to call in air support from Operation Deny Flight. 2

These turned out to be incorrect assumptions. It was a civil war and the warring parties, Serbs, Croats, Bosniaks and Bosnian Serbs, violated temporary truces when it suited them. There was no peace. So-called Safe Areas, a new and ad hoc concept introduced, proved to be extremely vulnerable and Western politicians were not committed to actually defend these. When air support was requested by Blue Helmets and the UN after a long time threatened to carry out symbolic air strikes, UN observers were frequently taken hostage as a counter-measure, immediately neutralizing the UN threat. Only after the horrors of Srebrenica did a willingness to move from peacekeeping to peace enforcement emerged.3

Similar vicious dynamics frustrated NATO in 1998–1999 when it became clear that Milosevic had no intent to end ethnic cleansing in Kosovo. After much diplomatic haggling, NATO countries reached consensus in March 1999 to move to a robust humanitarian intervention in the form of an air offensive, Operation Allied Force. At a tactical level, NATO’s professionalism and military superiority were beyond dispute. But the credibility of NATO and the severity of the attacks were unimpressive. The operation hesitantly started at a low intensity. Strategy was marred by disagreement among NATO member states about the types of targets to be attacked and whether escalation was necessary, and by common concern for risks to aircrew and civilian casualties. The targets that were attacked had little actual political weight with Milosevic. Only when the credibility of NATO itself came into question did political willingness coalesce to escalate, attack more strategically relevant targets, and sustain the operation until Milosevic showed willingness to withdraw his troops from Kosovo.4



2001 –2014: reconstruction of Afghanistan and COIN

In retrospect, the 1990s were just a strategic ‘pause’.5 The horrific attacks on the Twin Towers and the Pentagon on September 11, 2001 shattered the illusion of security in the West. Where the US proclaimed the global war on terror, Europe preferred statebuilding as a strategic military response, arguing fundamentalist groups found sanctuary in weak and failing states.6 This liberal statebuilding model, based on Western societies, aspired to create a ring of ‘well governed’ countries around Europe through the implementation of the rule of law, an effective and representative democratic political system, and the restoration of the security and economy in war torn countries. It called for a joint or ‘comprehensive approach’: the contribution of and cooperation between military units and other governmental organizations and NGOs.

Statebuilding activities, however, got off to a slow start in both Iraq and Afghanistan. In Afghanistan, the Taliban was able to quickly fill the resulting security gap when it became clear that the international force was far too small to exert influence all over Afghanistan. Statebuilding requires security but the increasing threat of Improvised Explosive Devices and ambushes necessitated prioritizing protection of own troops and fighting an assortment of irregular fighters. While successful on a tactical level, these actions also slowed down the pace of reconstruction activities. From 2007 it had to be recognized that NATO faced an insurgency. The answer was a rediscovery of counterinsurgency (COIN), a combat mission, an unwelcome message for politicians in Germany and the Netherlands, for example, and a task Western armed forces were unprepared for: knowledge and expertise in irregular warfare were lacking. Fighting such adaptive opponents was also extremely complex due to the many restrictions imposed on Western units regarding the use of force.7 The mission ended in 2014. Afghanistan is still not stable, witness the frequent bomb attacks there.



2014 : Russia and the rediscovery of collective defence

That year followed a geopolitical shock, the annexation of Crimea by Russia. It was a watershed moment.8 In 2010, the NATO Strategic Concept considered interstate threats near the NATO treaty area very unlikely. Yet, from 2014, the new rivalry with an assertive Russia became the central strategic problem again presenting Europe with three strategic challenges: (1) hybrid warfare, (2) the rediscovery of conventional deterrence and (3) the rediscovery of nuclear strategy.

Hybrid warfare, the Western label for Russian actions during the annexation of Crimea, refers to the orchestrated deployment of subversive activities, psychological warfare, media manipulation, deception activities, cyberattacks and intimidation of politicians. It aims to exert influence without applying overt military force, remaining deliberately below the threshold of violence of the Western concept of war. It is the zone between peace and war. While a time-honoured stratagem, the West had lost sight of it and was also surprised by the impressive military modernization of fighters, tanks, anti-aircraft systems, and surface-to-surface missiles, cyber capabilities and electronic warfare assets coupled with demonstrations of large-scale exercises – ‘snap exercises’ – in which sometimes more than 100,000 troops moved quickly over strategic distances, presenting an intimidating threat to Eastern European NATO member states. The shock was reinforced by the recognition that the credibility of the conventional deterrence of the West, and thus the collective security concept of NATO, was in doubt as Europe had long lost capabilities and expertise for high intensity warfare. This also applied to the nuclear dimension.9 While Russia is prepared for a (limited) nuclear war in Europe there has hardly been any discourse about nuclear deterrence since 1990. As more than one report concluded, NATO does not have an adequate response to a Russian escalation, a sobering observation for the Baltic States.10

If we accept that the three decades of war started with George Bush’s call for striving towards a new and liberal world order in 1990, subsequent interventions, while motivated by laudable humanitarian concerns, can be considered wars for expansion and maintenance of the liberal world order. Undeniably, the three decades’ war saw remarkable tactical military performances, innovative operational concepts, demonstrations of military superiority and an unprecedented ability to reduce the risk not only for Western military personnel but also that of civilian casualties and collateral damage. Moreover, peacekeeping operations generally did alleviate human suffering, after a while and for a while (many wars have flared up after initial peacekeeping success). However, while toppling authoritarian regimes was achieved at remarkable low costs, the aftermaths of such societal upheaval in Iraq and Libya has proven to be catastrophic for the people and the wider region. And interventions in Afghanistan and Iraq have been very costly in financial terms and in lives lost, and have not produced the long-term stability and societal transformation so desired. At the dawn of the third decade of the 21st Century, one must conclude that the Western use of military force underperformed strategically.




Explaining the strategic underperformance

Many explanations for these military-strategic problems have been advanced. First, the exceptional strategic culture that prevailed within Western European societies. The military instrument had lost its value and legitimacy, and, as John Mueller argued, by 1989 major war had become sub-rationally unthinkable in the West. Soft power – the positive effect of globalization, liberalism, international treaties and organizations – was considered more important in the future than hard power. Europe was safe. Only humanitarian operations justified investment in defence.11 Instead of war, these were labelled with terms such as peacekeeping operations, training missions, reconstruction missions, or humanitarian interventions, even though the actual operational dynamics no longer matched these euphemistic labels. War had ‘disappeared’ from the societal frame of reference.12 ‘Europe lives on Venus, America on Mars’, argued Robert Kagan in his acclaimed book Of Paradise and Power, raising a warning finger towards Europe.13

This was an optimistic denial of history indeed and also removed understanding of the strategic logic of the vicious dynamics in which military units entered, and of what Western military units were actually concerned with. And that was waging war in the famous Clausewitzian sense: trying to impose the will on an opponent by military means. Europe’s limited view became apparent in the Balkans and Rwanda, for instance, where ethnic cleansing, political massacres and rapes as a barbaric by-product were not recognized as integral parts of a targeted warfighting strategy of the warring parties. The limited legalistic Western perspective on what war is, when and how it can be waged, by whom and against whom, also blinded many in 2014 during the annexation of Crimea: there was no clash between two armies and hence did not resemble the paradigmatic image of war.

A second factor concerns risk aversion: a central feature of Western strategic culture is the almost obsessive concern about risks to military personnel, but especially for collateral damage and civilian casualties. This is partly because the use of precision weapons in various missions managed to limit these risks to a historically unprecedented low level which as a result became the political and ethical norm and expectation. This in itself is a valuable development. Christopher Coker called the Western way of war ‘Humane Warfare’, because it was accompanied by an unprecedented respect for the law of armed conflict and because the West only waged war over humanitarian interests, or at least could justify an intervention in that way. However, if civilian casualties were to be regretted, this could lead to critical media and political questions about the legitimacy and effectiveness of the operation. Such sensitivity to risks translated into stringent restrictions on the use of force during missions and often an unrealistic emphasis on protecting both forces and civilians.14 Opponents of all kinds, such as Karadzic, Saddam Hussein, Mullah Omar, and Gaddafi, have exploited this sensitivity to the full.

A third factor might be termed strategic fuzziness, namely the denial of war has also been accompanied by neglect of the associated strategic frame of reference, resulting in virtual strategic illiteracy and a decline of strategy.15 Basic principles of military strategic thinking have frequently been ignored or, in any case, have been less prevalent over other considerations. For example, during Operations Deliberate Force and Allied Force, not strategy dictated the plan of attack, but a list of targets that NATO member states could agree on after a consensus seeking political process regardless whether these actually represented politically relevant coercive value.16 In Afghanistan there was no strategy.17 Fighting the Taliban, itself a necessary tactical activity, filled the gap, Hew Strachan concluded.18 This also applied to the concept of the Comprehensive Approach, the 3D approach which took the place of strategy, but was merely an inward-looking organizational concept that had never really proven itself and faltered in implementation because the participating non-military organizations did not necessarily have the same objectives or level of commitment, nor sufficient capabilities, nor the willingness to align their activities with military units.19 As during the various Balkan crises, lack of unity among Western states also affected Operation Unified Protector in 2011 and mounted a serious coherent response towards Russia in 2014.

Fourth, missions often featured ill-defined objectives and mission creep; the mission increased in size, aims and complexity. In the Balkans, Blue Helmets had to initially observe truces, escort convoys, then contain violence, and guard (but not protect) safe areas and, eventually, to force the leaders of the warring parties to the negotiating table. Exactly what success entailed was not always evident or measurable with common military criteria. The utility of force, Rupert Smith argued, is no longer about winning a victory but creating a condition in which a political solution can be sought.20 While true, that offers little guidance to military personnel. In Afghanistan and Iraq, ISAF pursued ‘maximalist’ objectives: the complete redesign and reconstruction of a neo-patrimonial conservative and politically corrupt society that was not Western-oriented and had no tradition of effective state administration according to Western democratic model. Diligent efforts were made to find criteria that could provide insight into the stability of a country, improving the legal system or setting up an accountable governmental structure but how do you measure success if the objective is to rebuild an entire society or a province?21 Moreover, the objectives could differ between contributing member states.22 Merely participating in the mission was the primary political goal for many countries. Finally, the resources made available were often not in line with the objective, size and complexity of a mission. In the Balkans, the UN never got the 36,000 blue helmets needed in the first few years. In Afghanistan it proved difficult to generate sufficient international contributions. COIN and statebuilding missions require a large force and a long breath. Even when ISAF was finally 130,000 strong, this proved insufficient for such a large area against a tenacious and tough Taliban.23 ‘Unwinnable’ as Theo Farrell titled his study on the British deployment in Afghanistan.24

Finally, misperceptions, knowledge gaps and institutional amnesia have been important strategic problems. First, the planning of the initial peace operations in the Balkans erroneously assumed that the civil wars there had strong similarities to previous conflicts in which classical peace operations were conducted. Second, the armed forces and academic institutions had little knowledge of the nature of these civil wars, their motives, their origins and the logic of violence employed by warring parties. Third, there was hardly any knowledge about the dynamics of coercive diplomacy: the question of how, with limited resources, one can credibly impose one’s will on an opponent and force it to make concessions or stop its actions. Fourth, an unfounded optimism about the success of sometimes still untested strategic concepts. The mission in Afghanistan was undertaken without empirical evidence to support the idea that the liberal statebuilding model could be successfully implemented in a fragmented non-Western country.25 Finally, institutional amnesia: knowledge and expertise had been lost on counterinsurgency, and, as became evident in 2014 in many European states, also on high intensity interstate warfare, including nuclear deterrence.



The paradox: a vibrant study of war

The paradox is that there was no shortage of growing insights into strategic issues. Indeed, the study of war flourished, precisely because of the strategic and operational problems that Western armed forces encountered, as a brief and selective sketch of the intellectual landscape will show. Desert Storm inspired a heated debate about the significance of it for the future of Western warfare.26 One camp argued a Revolution in Military Affairs was taking shape. New precision weapons, stealth fighters, cruise missiles, electronic warfare systems, new sensor platforms, all connected by data links, yielded an unprecedentedly effective force capable of defeating Iraq (the world’s fourth army at the time) without incurring major losses. These new technologies led to new operational concepts such as Network Centric Warfare and, what has come to be called, the New American Way of War: the use of precision weapons, optimal use of air superiority and, if possible, avoiding ground troops in direct combat with the opponent.

In academic circles, these new technologies and the Balkan challenges led to a rediscovery of the theory of coercive diplomacy and deterrence.27 How can a leader like Milosevic be forced to accept the demands of the West with only limited use of military force? What political preconditions should be kept in mind? Which target complexes should be threatened or attacked, and how intensively, to exert effective political pressure? What new strategic opportunities did precision weapons offer? And above all, what explained the failures of Western conventional deterrence?28

European analysts doubted Desert Storm’s relevance because such a war no longer seemed likely. Studies instead focused on the role of violence in peace operations and the limits of the classic Blue Helmets model, leading to suggestions for ‘wider peacekeeping’ and ‘robust peacekeeping’ and, after the horrors of Srebrenica and Rwanda, to the development of the peace enforcement concept.29 Critical studies examined to what extent humanitarian interventions could actually end civil wars arguing that controlling violence often seems feasible, provided that UN troops remain in a conflict region for a long time. Tackling the root causes hardly appeared possible. Others advocated intensifying humanitarian interventions. Sovereignty should no longer be an obstacle to intervene when a regime oppresses its own population.30

Other studies focused on the nature of the civil wars, arguing these were ‘New Wars’ that could not be understood from the Western instrumental strategic perspective. New types of warlords were not seeking peace; they exist in a mutual parasitic-symbiotic relationship to continue the local war in order for each to maintain their position of power. War is an end in itself and peace is not desirable. Others discussed whether ‘old hatreds’ were the causes, or economic deprivation. A third category pointed to the instrumental role that ethnicity, religion and nationalism play in civil wars demonstrating how leaders can mobilize religion, ethnicity, myths and symbols to create enemy images and gradually legitimize extreme violence against ‘the other’. For those who participated, the war gave meaning to their existence, turning war into an existential experience and not an instrumental one.31

The horrific attacks of 9/11 inspired a wealth of studies on the apparent new form of catastrophic terrorism, on radicalization processes, the logic of suicide bombings and the role of religion.32 Here, too, studies on Al-Qaeda, the Taliban, Hezbollah and more recently IS show that the Western instrumental perspective on war may partly explain the behaviour of such groups, but also that it is a limited and culturally determined one. The 9/11 attacks, Jurgensmeyer concluded, were the manifestation of an everlasting ‘cosmic’ metaphysical and existential religious battle, or so the perpetrators of the attacks experienced it.33

The Second Lebanon War of 2006, a rude awakening for Israel, also showed the limitations of the traditional categorization of types of wars used by Western academics and military personnel. Hezbollah, a terrorist movement, now featured an arsenal of medium to long range missiles, weapons traditionally not associated with terrorist organizations, and applied tactics of different types of warfare: standard guerrilla tactics but also positional defence of villages, whereby Hezbollah managed to take out Israeli tanks. This mix of terrorist tactics, guerrilla type actions and regular army operations, combined with a sophisticated media organization, inspired Frank Hoffman to call it Hybrid Conflict, drawing attention to this category-breaking aspect.34

Strategic narratives and so-called ‘Virtual War’ – the use of internet and social media – had now become an obvious key front. Hezbollah claimed victory over Israel, not because of military success, but through a targeted media campaign. Elsewhere groups such as the Al-Qaeda, Taliban and IS also boosted the perception of their power through showing social media images of suicide bombers, horrific killings and ambushes on Western troop patrols, all of which were carried out, not because of their immediate tactical military effects, but rather to produce propaganda material.35 By promoting sensational media images, terrorist groups capitalized on the ‘power of failure’: even if attacks missed their primary target they proved they still existed and the government was failing in its counter-terrorist strategy. In response, a flurry of studies and new doctrines suggested counters to such narratives or ways to employ them proactively.36

Right from the start of the mission in Afghanistan there was an intense discussion about the validity of the liberal statebuilding model and its strategic value, with most analysts agreeing that its core assumptions were flawed and building local institutions and bodies that have local legitimacy should take priority, even if they are based on norms and values that are diametrically opposed to those of the West.37 Meanwhile, in response to the strategic and operational problems in Iraq and Afghanistan, classical works on counterinsurgencies were reviewed for their current relevance. Traditional concepts such as hearts and minds campaigns, and clear-hold-build were rediscovered, but also criticized as contemporary insurgencies differed greatly from the groups on which the classical COIN theorists based their work. Insurgents are no longer necessarily intent on taking over the state and no longer was there a dichotomy of a state against one insurgent. Instead, insurgent and terrorist movements are not monolithic organizations and within such movements several groups may compete with one another.38

The problems with counterinsurgency inspired studies into alternatives that could offer a ‘low footprint-low risk’ solution. Counterinsurgency, like statebuilding, is personnel-intensive, requires long-term commitment and is highly dependent on the quality and legitimacy of the host nation’s government. Moreover, it potentially leads to a significant number of casualties among Western military personnel and they are rarely successful.39 The success of Operation Enduring Freedom in 2001 in which the Taliban was ousted by the combination of special forces, air power and local rebels, or proxies, brought proxy warfare into the spotlight. This model has since also been used successfully applied against Gaddafi in 2011 and IS in Iraq yet also critically reviewed as it leaves the fight to the proxy and success depends on to what extent and for how long the interests, objectives, stamina and risk assessments of the Western coalition match those of the proxy forces.40

A second alternative was presented by armed Unmanned Aerial Vehicles (UAVs). Drones allow prolonged surveillance of members of terror movements and insurgents and engage them in so-called targeted killing actions. Beyond the immediate destructive effects, this may also serve as a deterrent. However, fierce critique argued this practice constituted illegitimate ‘extra-judicial killing’ and would lead to the casual use of force because it entailed few risks politically. Moreover, a PlayStation mentality was expected: a drone attack might look like a video game for young drone pilots. War then becomes surreal and moral disengagement and dehumanization occur, explaining, according to critics, the apparently large number of civilian casualties. Subsequent empirical studies demonstrated that many of the initial concerns and criticisms were unjustified. The Red Cross even concluded that carefully deployed drones made it possible in principle to better follow the rules of humanitarian war law than with manned aircraft.41

Finally, Cyberwarfare. This became a dominant topic after the Russian cyberattack on Estonia in 2007, the increasing Chinese cyber activity and the Stuxnet attack on Iran in 2012. Early studies contrasted cyberattack characteristics with those of traditional kinetic attacks with high tech weapons, suggesting cyber weapons are available to all kinds of non-state actors; they are most likely ‘one-shot’ weapons (once used, a defence will be developed quickly) and that effects of cyberattacks are transient. Whether cyberattacks can have strategic effects and whether they can play a role as a deterrent are an ongoing debate. At the same time, cyber warfare will lead to a substantial power shift and a potential threat to the international legal order (see also Chapters 13 and 14).42 Another strand of inquiry questioned to what extent the existing framework of international and humanitarian law of war is sufficient for cyber warfare, while Thomas Rid challenged whether cyberattacks can be considered war in the Clausewitzian sense at all.



Understanding the paradox of strategic underperformance

There is a remarkable paradox: on the one hand problems that can partly be traced back to lacunae in the strategic frame of reference, while on the other hand a parallel blossoming of the study of war producing strategically relevant insights that could and perhaps should have been a source of influence during policy and strategy developments at the time. This paradox has an almost trivial explanation. Thorough academic work takes time and is therefore inevitably reactive. It took several years to rediscover and update knowledge about coercive diplomacy. Revision of peacekeeping doctrines also took years, including the trauma of Srebrenica and Rwanda and the subsequent crisis in UN peacekeeping operations, in which the West was reluctant to set up or participate in UN operations. It also takes a long time for these kinds of new insights to be incorporated into military doctrines, UN manuals, new curricula in university education programs and military courses. It then remains to be seen whether such knowledge can also influence a strategic decision-making process in time.

Studies on institutionalization processes, learning processes and military innovation also suggest that the dissemination and embedding of new insights, doctrines and practices does not always proceed quickly in armed forces, with their strong identity and organizational culture, and their inherent conservative nature regarding ideas that may not yet have demonstrated their merits in practice.43 Moreover, narrow organizational interests and inter-service rivalry, service-specific ongoing investment programs and national political priorities can all act as a filter, downplaying analyses and lessons learned that are perhaps not irrelevant but not in the interest from a specific service’s perspective which is in the middle of a fight for shrinking budgets. Moreover, it can be argued that the most recent war is a unique and one-off case (the fallacy of the significant exception), or that a particular case will not often reoccur for a particular country. Analyses are thus politicized.44

Furthermore, during operations deployed units were forced to engage in continuous and rapid adaptation processes to respond to the tactical situation on the ground which invariably proved different from the initial military and political assessments. This could result in new tactics, rapid introduction of new equipment or requests to adjust Rules of Engagement.45 Units passed on painful experiences, often through informal learning and communication processes. In a force with institutional lessons learned processes and associated organizations such as in the United States (and to some extent also in the United Kingdom), this resulted, with some delay, in excellent new doctrines.46 However, understandably, in the context of ongoing tensions among defence organizations, the institutionalization – internalization – of lessons learned in units has often been problematic, or has been neglected, certainly if no formalized learning processes existed, which was the case in most European armed forces.47

An additional factor has been the fluidity of defence policy and the subsequent rapid pace of change that the armed forces have had to respond to since 1990. The geopolitical scope of their efforts and the variety of mission types only increased. From fully educated in, trained and equipped for AirLand Battle, Follow-on-Forces-Attack and joint warfare in which infantry, armour, artillery and fighter aircraft would coordinate to combat the Red Enemy, to the unarmed Blue Helmet UN missions to keep peace that was not there. From the German plains to African zones of turmoil to alleviate humanitarian needs, from the Atlantic to intercept Russian submarines to combat piracy in the Indian Ocean, to Afghanistan to rebuild the country and suppress a vicious insurgency. And, having just returned from Afghanistan and the skies over Libya and Iraq, it turned out that units had to prepare again for large-scale warfare, including nuclear deterrence. This is just a sampling of the high tempo and scope of strategic and operational changes that Western armed forces have faced, amid ongoing austerity, force reductions, the closure of barracks, headquarters and air bases. After one type of mission or conflict a different type of mission demanded the attention of the same units, with the other type requiring substantially different expertise. That happened in 1990, in 2001 and reoccurred in 2014: now the demand for expertise, training and exercise for COIN missions with a focus on a comprehensive and population centric approach, and non-kinetic influence methods, is less pressing for most European armed forces than regaining expertise in waging large-scale enemy-centric combat.

This has a direct influence on the question which knowledge and expertise will be institutionalized and updated. Moreover, many European member states do not have a national operational headquarter where military strategy is developed; that theme has de facto mostly been delegated to NATO. In various countries there is also no intensive contact between the theoretical academic world, the ministries of defence and foreign affairs and the ‘operators’ within the armed forces. And sometimes, Elliott noticed, those communities talk in different languages; they are separate epistemological communities.48 While these differences are to be expected, the danger lurks of institutional isolationism and institutional amnesia is then to be expected: every organization views the strategic problems from its own limited perspective and from its own organization-specific rationality.



The shadow of the past

While in light of these factors criticism of Western politicians and military commanders must be nuanced, the costly insights and traumas of the three decades of war should not go unheeded as they aided our understanding of contemporary war. Whereas up to 2014, it could be argued that real security risks were far away, Europe, and the West is once again confronted with and surprised by tragic security policy developments nearby: strategic competition, an assertive Russia, the rise of nationalist, right-wing extremist groups and authoritarian governments, all of which risk undermining cohesion within the EU and NATO. At the same time, there is little to suggest that the situation in the Arc of Instability will change substantially and positively in the coming years.49 In that sense the three decades of war offer sufficient information to provide a plausible image of the future Westerns governments and their militaries should be prepared for.50 The future is less uncertain than generally believed to be, or, as Nicholas Taleb stated provocatively, the future is here, the most important parts of it were made long ago.51 It suggests that the variety of types of war and modes of warfare encountered during the past 30 years and captured in the following five images will probably offer a minimum baseline for thinking about the conduct of war in the next decade.

One dominant school of thought sees continuity with wars revolving around vicious actions of violent non-state actors such as IS and criminal organizations, while the distinction between the type of actor is actually meaningless. Sometimes ethnicity or religion is a driver for the struggle, but often it goes hand in hand with the pursuit of economic profit. Their battlefield is increasingly the city, an environment in which it is difficult for Western soldiers to operate.52 There will be ‘durable disorder’. This harps back to van Creveld’s 1989 book The Transformation of War, Kaldor’s New Wars thesis from the 1990s and Hoffman’s Hybrid Conflict concept from 2007. According to McFate, these groups will increasingly be able to inflict damage upon Western countries via cyberattacks, corruption and the use of drones.53 They can easily organize themselves into ‘smart mobs’ via social media. With their barbaric tactics, they will be able to intimidate populations, echoing past visions of the future that warn of expanding anarchism in much of the world.54

Mary Kaldor argued, in light of the above, that Western states must be prepared for intra-state wars, humanitarian crises and corresponding humanitarian operations. Indeed, most analysts expect humanitarian crises to increase in number. Coining this image the ‘liberal peace security culture’, she associates it with effective international organizations such as the OSCE, the EU and the UN. Continuing on the laudable ideals of the 1990s and the concept of Human Security, this cosmopolitan vision sees a future in which wars in failing and fragile states must be resolved and violence curtailed through peacekeeping operations to alleviate humanitarian suffering. To this end, Western armed forces must act de facto as cosmopolitan police units that provide security and stability in villages in order to create space in which to start a peaceful political process.

The third image disagrees with Kaldor, arguing that the future, like the past, is irregular, and militaries will deploy predominantly in a counterinsurgency role, in a multitude of protracted conflicts in unstable regions, using mainly special forces, training of proxy forces, sophisticated surveillance systems capable of long-term observation of areas and armed drones if necessary to perform a precision strike on a few individuals.55 The ambition is not so much to defeat the insurgents or terrorist movements as to curb the risks these groups can present for increasing regional destabilization and/or as a direct threat to Western societies. In that it continues on the Global War on Terror, the so-called Long War, and US operations ongoing in several African countries as well as against IS.56 ‘Surrogate Warfare’, according to Krieg and Rickli: the West tries to exert influence with high technology and minimal physical presence and therefore political risk in conflict areas.57 War as risk management indeed, and certainly immaculate.

The fourth image concerns the renewed geopolitical rivalry between the United States (with Europe at hand), Russia and China. The concept of hybrid threats has recently been supplemented with terms such as ‘new total warfare’, ‘political warfare’ and ‘gray zone warfare’.58 All of these suggest that strategic competition should be viewed as war, in the sense that, just as during the Cold War, strategy concerns a wide range of instruments and activities in various military and especially non-military domains, and second, that in the application of those instruments it can affect various sections of Western societies. Defence requires a so-called whole of society approach to guard against continuous use of non-kinetic actions intent to exert influence such as economic espionage through cyberattacks, economic sanctions and financial warfare, bribery and intimidation of politicians (and liquidation through poisoning if necessary), and financing of militant anti- European political groups in democratic states and even providing these groups with weapons.59 But it is also about gaining influence through ‘cool’ social media, including the distribution of fake news.60 Hackers, troll armies, tech companies, media organizations, banks, research centres, academic institutions and energy suppliers all are actors in this strategic competition. War and peace, concepts categorically distinguished in the West, overlap.61

Finally, contradicting John Mueller, echoing the events since 2014, various authors see a return of large-scale conflict in addition to the ‘Cool War’ just outlined. War in the classical sense, like an armed conflict between two large countries, is no longer considered impossible and less improbable than, for example, in 1999. The damping effect of international institutions is steadily diminishing and the need for authoritarian regimes to pursue aggressive foreign policies for national purposes is increasing, as is their capacity for offensive actions. Small-scale ‘probes’ are expected which will not justify a collective armed response from the West, yet slowly aim to change the status quo and undermine the power position of the West (especially the United States) and test the willingness to commit to serious reprisals. New technologies will be used such as hypersonic missiles, swarms of drones and killer robots. AI will analyse large amounts of data from large numbers of networked commercial and military sensors and satellites.62 All enhance the risk of escalation.63 This vision reflects the ongoing shift in the balance of power, something the COVID-19 crisis is expected to accelerate, with a declining influence of the United States, and thus of the West. The liberal world order is subject to erosion and liberal Western ideas are under discussion, in both non-Western and various Western countries.64 This is not a return to the Cold War, because unlike that period, actors are now actively seeking to disrupt stability. We will enter an interregnum in which ideology will once again play an important role. Fukuyama has been discredited: there is in fact a competitor for Western liberalism: authoritarianism. The question is which international order will win this competition.65



Conclusion: strategic history and the multiple faces of war

Like the past, the future of war is plural and defence policy based on just one particular future scenario is irresponsible.66 As Clausewitz famously argued, war is a many-headed and changeable phenomenon, like a chameleon. In retrospect the West has, arguably, not taken this to heart sufficiently. Not all futures are equally relevant for all countries of course. The future of war looks partly different for the Europeans than for the United States. Yet, if strategic surveys combined with what we know of the past three decades may serve as guidepost, for many Western states the strategic panorama holds a future in which they will continue to be forced to act in a context of sophisticated barbarism, launching peacekeeping operations to resolve humanitarian emergencies, and do so while limiting political risk as much as possible by relying partly on proxies. At the same time, it will have to be alert and proactive in the context of the Cool War, which is part of a strategic competition that also takes place on European territory which also demands taking seriously again the risk of major war and to enhance conventional and nuclear deterrence credibility.

War must regrettably be put back into the Western societal discourse, not to casually consider it as a normal feature of international affairs and wage it with a degree of indifference, but to regain the frame of reference so that we can understand this tragic phenomenon in all its facets and deploy the military instrument strategically, if necessary. Perhaps the intellectual father of War Studies, Sir Michael Howard, was right when he wrote in 2000 that war is the norm while peace is a recent fragile invention and a historical exception.67 War, alas, like in the past, has a bright future.
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Part II
New strategies in the conduct of contemporary warfare




3 Hybrid warfare and counter-coercion

Rob Johnson


Introduction

The West had led in what seemed a new way of war by using their air power and Special Forces to ‘enable’ local militia in the form of Afghan anti-Taliban irregulars (2001), the Kurdish ‘peshmerga’ (2003), and then Libyan rebels (2011) to achieve parallel objectives. The same model was used to assist Iraqi regular armed forces against the so-called Islamic State (2015), although conventional ground forces were required too. In the latter case, Western states had also carefully calibrated information warfare and cyber activities with their use of airpower and ground contingents. This combination simultaneously degraded their enemies’ capabilities, broke their physical grip on a region in high tempo joint operations, and discredited their adversaries’ prestige and authority.

The combination of conventional and unconventional techniques to change the geopolitical landscape occurred at a time when large-scale conventional war seemed unthinkable. The success of the ‘hybrid’ approach in the early 2000s fulfilled the theoretical speculation of the previous decades, including the idea of ‘Unrestricted Warfare’ or ‘4th Generation Warfare’. Russia was particularly alarmed by the phenomenon, believing that events like the Arab Spring (2011) or pro-European unrest in Kiev (2014) were orchestrated by the West as induced ‘colour revolutions.’1 General Valery Gerasimov warned his countrymen of the threat this posed in a celebrated article in 2013.2 That publication seemed to indicate that Russia, eager to restore its military power and international standing, was about to conduct its own hybrid warfare against the West.

Russian actions in the Caucasus in 2008, against Estonia in 2013, and then the illegal annexation of the Crimea by force in 2014, using unidentifiable troops and frequent diplomatic denials, prompted considerable debate in NATO, whose military was but a shadow of its Cold War capability.3 China too seemed more confident in orchestrating a campaign of coercion using economic pressure, naval intimidation using warships disguised as ‘coastguard’, and threats of retaliation in the South China Sea.

Scholars joined the discussions. David Kilcullen explained that the United States was still confident in its conventional military power and saw no need to adapt, which left it ineffective in face of hybrid warfare.4 In 2015, Nadia Schadlow lamented the lack of progress in operational considerations to counter hybrid warfare.5 Concurrently, there was growing concern about the ‘weaponizing’ of other means, particularly information.6 Western states were soon investigating how they might use military force to complement the exercise of power across several domains in situations short of war, to counter hybrid warfare.

This chapter clarifies the term ‘hybrid warfare’ and then considers the changes in the conduct of war that hybrid operations represent. The last section of this brief analysis examines the countering of coercive operations that came under the definition of hybrid in the 2010s, before concluding with some reflections on the changes that have occurred, juxtaposing those with the more familiar characteristics of state coercion and the dilemmas that surround the use of force.



From combined operations to decomposition of cohesion and morale

Observing the tendency of irregular actors to make use of modern technologies, while being mobilised by a reckless, ideological fervour, Frank Hoffman coined the term multi-modal, or hybrid warfare to describe fighting styles without orthodox structures or obedience to the laws of armed conflict.7 After Hoffman, the term developed and was seen as a blend of conventional and unconventional tactics which could be used to further national objectives without crossing a recognised threshold of armed conflict such as NATO’s Article 5.8 In all cases, hybrid warfare focussed on ‘ways’ and ‘means’.

Hoffman subsequently developed a more holistic view of hybrid warfare. He argued that ‘new wars, open source warfare, [post-]modern wars, polymorphic conflict, combinational wars, and Fourth Generation Warfare’ were the antecedent concepts that both informed and stymied the thinking that led to the emergence of the term ‘hybrid warfare’.9 He stated: ‘Hybrid warfare is different because it addresses the difference in “how” the adversary plans to fight’.10 The very hybridity of the types of ways, means, and actors seems to incorporate both state and non-state use of the approach, and therefore more easily conceptualises a variety of tools as combined instruments of state power. These can be used to shape an objective during a time of peace or be used more coercively in times of conflict. Hoffman concludes: ‘[There is an] increased merging … of conflict and war forms. The potential for types of conflict that blur the distinction between war and peace, and combatants and non-combatants, appear to be on the rise’.11 As an operational concept, Hoffman believes these hybrid elements require a level of centralised control. They have to be coordinated and directed to achieve operational synergy, and thus work towards military and political objectives. This implies the existence of a coordinated strategy, which, regardless of the opaque or opportunistic ways and means, suggests very clear ends.

Hoffman took the original idea of blended actors and coordinated effects to include both physical and psychological dimensions of conflict, emphasising the Clausewitzian objective of war: to reduce the ability and the will of an enemy to resist. Therefore, according to Hoffman, in the military sphere, hybrid adversaries use, simultaneously, a mix of conventional forces, conventional and irregular tactics, terrorism, and criminal behaviour to obtain their political objectives. These are directed and coordinated to achieve synergistic effects in the physical and psychological dimensions of conflict.12 He supports this with observations of the coercive effects that can be achieved through non-state armed groups, such as criminal organisations and terrorists, during a time of ‘peace’, that is, under peacetime norms.13 The value of Hoffman’s later insights is that he brings us back from ‘ways’ to the ‘ends’ of war – in this case, to break down the cohesion and resilience of the targeted polity.

For those who find some utility in the concept of hybrid warfare, there are two general schools of thought. The first group believes that while hybrid warfare is a useful concept, it is not new.14 They contend that hybrid warfare is simply the combination of regular and irregular forces on the battlefield; irregulars being defined as militia, guerrillas, insurgents, and terrorists. The U.S. Army TRADOC G-2 expands this list slightly to include:


two or more of the following: military forces, nation-state paramilitary forces (such as internal security forces, police, or border guards), insurgent organizations (movements that primarily rely on subversion and violence to change the status quo), guerrilla units (irregular indigenous forces operating in occupied territory), and criminal organizations (such as gangs, drug cartels, or hackers)



with a heavy emphasis on the use of cyber operations.15

The second school of thought has numerous definitions for what can constitute hybrid warfare. Most of these definitions include conventional and irregular forces but give special categorisation to the operational reach of terrorism, and then include a wide variety of innovative approaches to applying technology and resourcefulness to negate an opponent’s military superiority. This dynamic is considered to be a form of asymmetric warfare.16 Others, within this school of thought, define ‘hybrid’ as the various battlespaces in the information warfare domain, where actors attempt to win influence over the ‘populations in the conflict zone, on the home front, and in the international community’.17 The unifying idea of this second school of thought is the novelty of hybrid warfare and therefore the requirement to develop entirely new responses to it.



Continuities and changes

Hybrid warfare, coercion short of war and periods of confrontation were all common historically, and combined effects were a feature of apparently ‘conventional’ wars.18 But it was anxiety about the eroding of Western dominance in the 2010s that allowed notions of hybrid warfare to flourish. The aggressive posture of Russia in the period after 2008 and the concurrent growth of Chinese military power, particularly China’s insistence on fortifying an island chain in the South China Sea to reinforce its claims to sovereignty, were at the centre of the debate. The virulence and frequency of mass-casualty terrorist attacks against civilians around the world, often fuelled by the violent transnational ideology of militant Islam, merely added to the sense of unease in Western capitals. Commentators regretted the lack of effective counter-measures, claiming that Western states were tied down by legal and ethical constraints, or that the confusing nature of hybrid threats made them almost impossible to check.

In 2010, the U.S. Secretary of Defense, Robert Gates, used the term hybrid warfare in the Quadrennial Defense Review to describe the sophisticated means that both state and non-state actors would employ to mitigate a conventional disadvantage against the United States.19 Under the heading ‘Shifting Operational Landscape’ there were general descriptions of a hybrid threat that included: ‘protracted forms of warfare, use of proxy forces for coercion and intimidation, terrorism and criminality to manipulate the information environment, target energy resources, attack economic vulnerabilities and exploit diplomatic leverage’.20 This description covered a range of ‘means’ that might be employed by an aggressor as well as potential ‘ways’ and targets, but they did not define the actor or connect the potential targets to a coherent strategic intent. Without this framework, hybrid warfare is indistinguishable from other manifestations of irregular, asymmetric, or unconventional operations, and appeared to have no solution. But such a pessimistic view was misplaced. In the decade that followed, there were examples of where hybrid operations were countered, both in military operational terms and strategically.



The conduct of hybrid operations

Various hybrid warfare activities are united by the intent to pursue strategic ends with a degree of force, but not such an overt use of military force that it would cross the threshold of conventional justifications for war and thereby necessitate a military response. Russia’s use of unidentifiable troops, sabotage, assassination, coup de main, the use of proxies (such as Wagner Group and other paramilitaries), and brinkmanship (including overflights of national airspace, or thinly disguised military forces) during its operations in Ukraine’s Crimea and Donbass in 2014 did not, individually, justify the military response of the entirety of the NATO Alliance.

The military aspect of hybrid coercion invariably involves combined or blended political actions with unconventional ‘ways’, including disinformation campaigns, denials or dismissals of support for irregular proxies or psychological pressure. The purpose is to break down the cohesion, willpower, or ability to make decisions of a targeted actor. If this is unsuccessful or requires a final toppling action, then limited but rapid military operations may follow to confront an enemy with a fait accompli. On the other hand, one might see attempts to draw an opponent into a fatal decision, so-called ‘reflexive control’, or a distracting sustained conventional operation in one theatre that opens up opportunities in another location.

The point is that military activities will not appear in isolation. This form of warfare is conducted with a mixture of ‘means’ of which the military may support or periodically lead depending on the effect or leverage desired. Information activities are particularly prominent, seeking to divide, demoralise, or discredit existing authorities. The hybrid-coercive attacker exercises deception, vociferous denials, and spurious accusations, seeking to achieve changes to ‘facts on the ground’ regardless of the debates in international institutions. The combination of approaches, on so many different axes, makes a coherent response seem difficult.

David Kilcullen refers to the doubt and hesitancy to use force in countering hybrid operations as a result of ‘liminal warfare’.21 He reiterates the centrality of psychological preparation and the manipulation of timing. His studies indicate that Russia will then seek to act and conclude an operation before the West can mount a response, and he cites Moscow’s military doctrine to reinforce the point.

Similarly, analysts observe that China favours a notion of a continuous state of war, but one that is not always ‘kinetic’ in nature. The concept of people’s war emphasises the combined use of political and military instruments and use of the ‘Three Warfares’: psychological, informational, and legal manipulation.22 These are used to project psychological pressure, publicise its alleged ‘legal’ arguments, and assert China’s claims to resources and territory, with the military providing intimidation. It is interesting to note that from the outset communist China has made use of deception and the concealment of its forces’ identity without insignia, as in the Korean War. On the other hand, China’s ‘social credit system’ and other forms of domestic control indicate what Beijing fears most – large-scale domestic unrest, which has traditionally been China’s greatest weakness.

The West’s military culture, which was based on ‘conventional’ warfare, risked failure under these conditions. Peacetime rules in situations of evident confrontation and coercion could still potentially jeopardise success and increase hazard, while purporting to reduce it. It is striking how the covid-19 in 2019–2020 underscored the impact of wartime conditions on Western states and exposed its critical vulnerabilities in countering unorthodox threats like bio-warfare. The solution lay in an integrated response, and steps have been taken, across the Western alliance, to address the threats. NATO has established, for example, Centres of Excellence devoted to the study of hybrid warfare and cyber activities. The EU has established principles of security, and NATO member states concluded a Cyber Pledge in 2018 to counter malign activity. A new consciousness developed, heightened by the assertive diplomacy of China during the covid-19 pandemic, of the strategic threat to Western economies and the challenge of their dependence on supply chains or businesses that were at the behest of Beijing’s authoritarian government.

Nevertheless, countering hybrid warfare is not limited to NATO and its partners against Russian or Chinese coercion. In 2006 Hezbollah used hybrid tactics against the Israeli Defence Forces (IDF), and, although it suffered a succession of defeats, it conveyed the impression of success, a point reinforced by Israel’s self-critical appraisal of its own tactical performance. What caught the media’s attention was Hezbollah’s synchronised use of information operations and kinetic attacks.23 It was well equipped with a large number of missiles and rockets, some unmanned aerial vehicles (UAVs), and anti-tank weapon systems. It had studied the Iraqi insurgent operations in Fallujah two years before and arranged urban ambushes along similar lines, co-locating its fighters with civilians as shields. Even though it lost its engagements with the IDF, Hezbollah’s propaganda campaign and media footage made it seem it had inflicted catastrophic losses on Israel and effectively ‘won’ the campaign.24 The messaging played well with the Arab world and persuaded the global media, institutions that are often dependent on readily available visual news feeds.

The IDF rectified the deficiencies in its operations when it fought against Hamas in 2009. The Israelis provided a continuous feed of media-worthy information on ground operations, held journalists in pools away from the battlefront, and synchronised social media releases prior to and after airstrikes. When confronted by mortar teams and fighters who were collocated with civilians, the IDF provided the photographic evidence of Hamas deployments which contravened the Law of Armed Conflict. Military operations were comprehensive, precise, and effective.

In 2015, as a new wave of violence swept out of Syria into Iraq, President Obama claimed that Islamic State (IS) was a new phenomenon, a ‘sort of hybrid of not just the terrorist network, but one with territorial ambitions, and some of the strategy and tactics of an army’, as he put it. Its fighting techniques, influenced by insurgencies in Chechnya and Iraq, combined conventional methods and illegal ones, including chemical weapon attacks and human shields, or devastating, large-scale vehicle-borne improvised explosive devices (VBIEDs) to create terror amongst their enemies. Their propaganda messaging was extensive, if somewhat traditional, inviting foreign fighters to join the movement, while seeking to discredit their adversaries by manipulating the iconography of Islam. IS financing included expropriations, theft, looting, smuggling, kidnapping for ransom, and illegal taxation. Its opposition was eliminated in large numbers, and areas that could mount an effective resistance were ‘ethnically-cleansed’. The unconventional and illegal measures IS used, alongside its desire to acquire and hold territory and impose a militaristic dictatorship, were characterised as hybrid warfare.

The counter-measures included considerable military force reinforcing the point that, while coercive measures can be countered short of war, in actual armed conflict, there can be no escaping the necessity for force.25 IS was defeated by an extensive air interdiction campaign and in ground operations, including dense urban settings, by a combination of air strikes, artillery fire, and armoured assaults with close quarter fighting by regular forces and irregulars. Neighbouring states, the Western Coalition, local groups, and the Syrian and Iraqi governments brought to bear considerable resources against IS. There was disruption of IS financing systems, destruction of smuggling convoys, the shutting down of media outlets, and counter-IS information warfare. In this, local civilians were crucial. The desire to avoid large-scale intervention or anti-Islamic policies coloured Western views about the level of force used, with precision air strikes, and the need to avoid or minimise civilian casualties. It therefore kept the ground commitment to a minimum.



Countering hybrid warfare and coercion after 2014

The Western response to the coercive actors has been strategic, with a clear role for military force. While military escalation might be considered the default response, it has been possible to assert strategic penalties through sanctions, diplomatic condemnation, isolation, and strategic positioning alongside allies and partners, from Finland to Saudi Arabia.26 To ensure rapid reaction and fast deployment, there have been announcements of improvements to interoperability, new equipment programmes, a new emphasis on armour and missile capabilities on land, and new spending objectives to ensure modernisation. Western allies have rehearsed the ability to bring in more force rapidly to threatened zones such as the Baltic and Eastern Europe. The deployment of sufficient military force to signal the West’s intent, without undue costs, creates a deterrent effect. Enhanced capabilities in surveillance, counter-cyber, in airpower, and in readiness of forces to mobilise and roll in within 30 days to any minor localised incursion further combine to deter. Military forces continue to initiate arranging and shaping operations, rehearsing information operations, to disrupt, delay, mislead, and otherwise impose friction. They can, if necessary, interfere with hostile enemy communications. They can deploy fire power showing its readiness for use, including exercises involving nuclear weapons such as the US and UK’s continuous at sea nuclear deterrent (CASND). They examine the most efficient neutralisation of an enemy’s command, control, and communications, the protection of operational security, and confidence-building of one’s own forces and public.

Western operational commanders are anxious to know what opportunities lie in ‘hybrid warfare’ for them in an offensive as well as a defensive setting, and how to overcome the friction for the civil direction of the military instrument under conditions of hybrid coercion or confrontation. Their expeditionary posture, namely their ability to project power across the globe, and effective mobile, heavily armed, and ‘decisive battle’-oriented forces may have seemed to have made it harder to adapt to the new conditions.27 But Western forces are still a powerful, and now more rapidly deployable, adversary to reckon with. The evolution of sophisticated robotic and automated tools may increase the gap between advanced Western forces and their challengers. Nevertheless, this will, in turn, push state and non-state armed actors to develop more clandestine and unconventional methods such as the ones currently described as hybrid or ‘unrestricted’. In other words, this phenomenon is likely to exist for some time.

The verdict on countering hybrid warfare and peacetime coercion is therefore mixed. David Kilcullen believed that hybrid warfare was favoured by states challenging the West because it offered a way to degrade overwhelming Western military power.28 He wrote:


new actors with new technology threaten[ing] new or transfigured ways of war, but the old threats also remain and have to be dealt with in the same time and space, stressing the resources and overloading the systems of western militaries.29



Concentrating on the tactical level, Kilcullen showed that both state and irregular forces employ any variety of weapons and tactics to ‘minimize detection and retaliation’.30

Hybrid warfare to some extent reflects new opportunities in the conduct of war at both the strategic and operational level due to the combined effects of globalisation, connectivity, mass communications that gives access to the world’s population, and the technological innovations of the internet, mobile telephony, and cable and satellite television. It reflects the deliberate choice of a state or non-state actor to utilise the options of asymmetry, limited war, or unconventional means and ways.

In a coercive situation short of war, traditional military forces still have a role that can be significant, but they may also play a secondary role, providing sufficient force at a specific time and place to create the required media or psychological effect. The plausible threat of overwhelming force may be an important component, but conventional military formations are, at times, likely to be the less important element in these situations. Their role may be an enabling one, a deterrent, a facilitator of local actors, a deception, or a rapid reaction force.

Clausewitz’ dictum that war is ‘a continuation of politics, with an admixture of other means’ is often thought to mean that a distinct moment is reached where political and diplomatic activity stops and military operations begin.31 In fact, all war, not just hybrid warfare, is never so clearly demarcated. In countering coercion and hybrid warfare, the military instrument has an important role to play, adding credibility to deterrence, denying options to an adversary, and, ultimately, narrowing their policy choices. In developing a robust strategic response to coercion, the synchronisation of military and other means could provide a significant strategic advantage.



Reflections on the military role in counter-coercion, counter-hybrid operations

Paul Brister described hybrid warfare as a form of limited war for strategic ends:


The aim of military strategy is to create a dilemma for the enemy, and make him choose which objective he will defend, a challenge in the modern era due to the isolation of numerous potential objectives from interdiction by military force.32



The objective is more easily understood as a set of actions that shape a situation, to deny as well as compel choice, but which also create opportunities where, perhaps, military means are not required at all.33 Counter-measures need not be limited by the term ‘warfare’. It can enable one to impose friction and costs on an adversary using coercion to negate their strategic benefit. The objective is to widen one’s own options, whilst limiting an opponent’s. It is the fulfilment of policy, while denying an enemy the achievement of his.

This form of coercion before full scale hostilities would have been recognisable to George Kennan as ‘political warfare’, which described the employment of all the means at a nation’s command, short of war, to achieve its national objectives.34 The conduct of hybrid war, when the fighting has broken out, will invariably make use of political and informational ways and means, or unconventional methods to augment military power. In this sense, much remains unchanged from the past.35 The art of hybrid war continues to demand centralised co-ordination, careful synchronised calibration, and clear political objectives.
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4 Strategies for communicating information and disinformation in war
Managing and exploiting uncertainty in social media

Filippo Tansini and Yakov Ben-Haim


Introduction

States engage in diverse types of strategic public communication during armed conflict or crisis, with various goals and facing a range of uncertainties. We compare two distinct methodologies for designing strategic communications. The first methodology focuses on optimising the outcome of the strategic communications, based on a model of the information environment. The second methodology, based on info-gap decision theory, satisfies outcome requirements and optimises the robustness to uncertainty (rather than optimising the outcome). We identify situations in which one strategy, or the other, is preferable.

Ivana Marková in 2008 wrote: ‘There would be hardly any reason to communicate if there were no tensions, asymmetries or conflicts between interacting parties’.1 From a psychosocial perspective, every conflict motivates communication. For instance, dominating groups may try to reduce internal conflict by identifying external enemies through propaganda. While the fundamental nature of warfare may be constant through history, the character of war has changed over time. Variations in conduct of war can be found in the type of actors involved (asymmetry between contenders as opposed to symmetric conflict of States), in their purpose (economic, ethnic identity, personal, political or religious motives), in conflict localisation and extension (urban low intensity vs. global conflict). Variations in characteristics of war create diverse information landscapes, with new communication needs and opportunities. The modern digital information environment creates what Luciano Floridi defined as our contemporary ‘on-life’.2

Unlike clashes for survival, contemporary war is frequently ‘war of choice’.3 The ‘choice’ for conflict is almost inevitably questionable and becomes disputed regarding its opportunity, quality and legitimacy. Consequently, every actor involved (nation-state, irregular fighter or terror group) struggles to establish a widespread and prevailing narrative over its choice, before, during and after the conflict. Control of the narrative is a critical ambition of every actor involved in contemporary conflicts.

Digital and social media are often used for tactical and strategical information management during conflicts. Indeed, in 2017, ‘Information’ was introduced as a Joint Function in the Doctrine for the Armed Forces of the United States, where its pervasive nature is described through an axiom reminiscent of the basic rules of communication: ‘all military activities produce information’.4 The doctrine argues that, because almost all decision making and behaviour relies on communication, the influence of information will inevitably impact strategic outcomes.5

Information operations are currently described in JP 3-13 as entailing five activities: Computer Network Operations, Psychological Operations, Electronic Warfare, Operations Security and Military Deception. The relationship between information operations and information warfare is explained in a Congressional Research Service report: ‘strategy can be defined as the process of planning to achieve objectives and goals in the national interest. Operations link strategic objectives with tactics, techniques, and procedures. For Information Warfare strategy, that link is Information Operations’.6

The aforementioned field of actions, together with strategic communication, diplomacy, public affairs and civil initiatives, can all be analysed together as different operational sides of a multi-faceted landscape, namely the information environment. This composite horizon is the realm where information warfare (and all its subsequent functional areas) takes place. It could be roughly defined as: who’s saying what to whom, using which medium and gaining what effects.

Information operations in all their manifestations are realised in different real-world scenarios: influencing outcomes of foreign elections, ensuring domestic support for initiating hostilities, degrading internal cohesion among enemy troops, protecting one’s own operational security or deceiving opponents to gain advantage in specific battles. These examples all require quite similar implementation as communication strategies and subsequent management activities. Nonetheless, their diverse complexity exposes each outcome to various degrees of uncertainty.

The complexity of desired outcomes of an information operation is the main independent variable. It actively determines the exposure of objectives to known and unknown degrees of risk. The scale of the outcome varies from tactical to strategic in nature, and uncertainties vary from shallow to deep. Whether and how an information operation should seek the putatively best possible outcome will be the focus of this chapter.



Field of battle, available knowledge and major uncertainties

In NATO Allied Joint Doctrine for Information Operations the bond between information and the contemporary digital revolution is defined as ‘revolutionary’.7 The need for legitimacy pervades every modern conflict, and the media play pivotal roles in shaping the informational landscape and influencing global perceptions. The digital information landscape and social media in particular introduce great uncertainties in the mythopoesis of reasons to fight.

Social media dynamics have deep impact in defining the audience that is interested in a crisis and its perception of time, space and involvement. Collings and Rohozinski identified six characteristics of social media regarding their effects on the established communication field: they are pervasive, ubiquitous, instantaneous, interactive, social and specific, and ‘sticky’.8

Pervasiveness: social media, micro-blogging platforms and discussion boards increase their diffusion among citizens every year in almost every country. Access to them is increasingly performed through mobile and portable devices, making it even more pervasive.

Ubiquity: Time and space become almost meaningless attributes: every action within the (virtual) ‘theatre of operations’ can have instantaneous diffusion and immediate feedback from users located in every country in the world.9

Instantaneousness and interactivity: Social media and new media interact as a near-real-time distributed cycle of content co-creation and diffusion.

Social and specific: Their nature is personal and direct. Along with the described usage routines, they enable the development of new information activities (citizen journalism, activism/hacktivism, blogger and influencer) and the appearance of distinctive information dynamics.10

Stickiness: The joint effects of these five traits create a complex system of information with the emergence of the sixth unexpected quality of stickiness: a specific communicative dynamics regarding citizens’ trustfulness and news consumption:


consumers become participants in the information-making process, following or participating in stories as they develop, which contributes to a positive sense of crowd sourcing and seemingly avoids the perceived bias of old media (where information is thought to be filtered).11



These six features add elements of severe unpredictability and make the digital battlefield unavoidable to anyone wishing to operate within the contemporary information environment.

These doctrines identify stages for implementing information operations to obtain desired outcomes. The common phases are situation awareness, planning and executing, and assessing results of the operation. We now discuss these phases, highlighting known elements, and considering whether or how (explicitly or implicitly) these doctrines deem the social media landscape to be fundamentally uncertain.


Situational awareness

The joint doctrine of the United Kingdom Defence Ministry reduces information operations to minimal terms: it relies on every activity whose primary purpose is influencing the will. This is done by communicating specific themes through messages tailored to defined target audiences.12 This definition implies that Target Audience Analysis (TAA) is the first step towards defining a communication strategy. Similarly, the US and NATO suggest comprehensive analysis of the information environment as composed of basic encyclopaedic information about the crisis area (political, security, economic, social and infrastructure systems) and detailed analysis of the informational landscape: ‘psychological, cultural, and human behavioural attributes affecting the decision-making process’.13 When applying TAA specifically to social media landscapes, one should expect additional media-specific analysis, including: historical trends, content distribution, geographical meta-data on audience provenance, quality analysis of contents, sentiment analysis, outlier performers and detection of influencers.

Despite technological capabilities, parts of the informational horizon remain unavailable to any analysis. Specifically, social media create a hardly predictable complex system of contents, users and real-world events. The D.U.N. (Defence, Uncertainty, and ‘Now Media’) project funded by the English Research Council studies this persistent area of uncertainty, highlighting three specific critical areas:14

 	1 Social media are inherently unpredictable and ever-mutating due to fast-paced flow between users. Consequently, this information environment ‘can (continuously) reconfigure political and public perceptions’.
 



Hence it could be misleading to uncritically employ current or previous analyses in designing new communication strategies. Each configuration in the information landscape is unique and will reconfigure itself suddenly and unexpectedly.

 	2 It is possible to perform detailed analysis on the composition of social media users (demographic, behavioural, psychological, geographical, diversity or consensus of consumer attitudes). In spite of this, ‘recipients and authors of social media remain unpredictable (and essentially unknowable)’.
 



Potential unpredictability of the audience could severely weaken the basis of a communication strategy based on a target-centric approach. The challenge here is twofold. First, acknowledging unpredictability of the informational landscape has obvious direct effects on audience selection, with an equivalent sort of unpredictability of quantity, quality or engagement of involved users. Second, the link between real-world citizens and social media users is hard to define conclusively, especially in its cause-effect relationship.

 	3 Military personnel have the dual nature of internet users and professionals. Their habits online and on social media pose new threats to operation security. Apparently innocuous information could be leveraged to harm or undermine the effectiveness of undertaken actions.
 



During preventive assessment, one’s own attack surface is obviously evaluated. Still, it is essentially unknowable whether personnel successfully adhere to issued guidelines, whether they adopt unexpected ways of communicating on social media, or whether enemies discover unforeseen ways to exploit inevitable information production.

Despite the variety of preliminary analyses of the earlier doctrines, one must stress the presence of an implicit theoretical assumption: the chance to succeed in an information operation is directly proportional to the amount of information available (‘more is better’). This could be schematised as follows: the best available knowledge on target A enables one to perfectly tailor themes and messages B in order to influence A and effectively achieve C. While the general risk of assuming proportional causality between knowledge and desired effects is acknowledged in the discussed doctrines, this syllogism implies another, more subtle, premise: optimising the outcome depends on maximising the amount of available information. This should be considered cautiously in light of deep uncertainty within social media and digital domains.



Planning and executing

The relationship just discussed between objectives, activity planning and execution is explicitly considered by the US JP 3-13. The line connecting operational ends, TAA and message creation is established in a chain reaction of cause and effect:


Mapping the expected change (a theory of change) provides the clear, logical connections between activities and desired outcomes by defining intermediate steps between current situation and desired outcome and establishing points of measurement.15



This route should guarantee both a clear path to desired ends and different indicators to monitor and constantly adjust the execution. In addition, NATO’s Bilateral Strategic Command Information Operations Reference Book describes a detailed roadmap to define strategic communication plans. It sets sequential stages, from a higher political stage down to the operational and executional stage. It follows a standard workflow: starting with assessing the information environment, it follows the definition of information objectives, themes and master messages, target audience and finally sets the actors and coordination required to execute the communication campaign. ‘Themes’ and ‘master messages’ act as guidelines in the strategic communication plan explicitly indicating do and don’ts, weaknesses or convincing points, and are designed according to the nature of the expected target audience. Themes and master messages serve as a directing force between general objectives and final implementation.

Summarising, the activities of planning and execution rely heavily on knowledge available to planners. During these stages he/she is expected to leverage both situational awareness and available assets. Nonetheless, even if an information operation will be executed in the specific domain of digital media and social network, it can still exploit various normative activities including psychological operations, deception, electronic warfare, kinetic actions and computer network operations.

After establishing complete situational awareness of the digital battlefield, the strategist proceeds in designing informational objectives, general themes and master messages. This conceptual chain serves to translate broad strategic objectives into actual messages. Every social media platform or digital arena has specific communicative dynamics and content characteristics that should be taken into account with dedicated resources.

Like these general steps, known information is decisive for successful planning and execution. These phases are nonetheless exposed to various uncertainties: communication planning strategies are ordinarily based on best practices (that may sometimes be ineffective) and execution is exposed to unforeseen instances almost by definition.

More broadly, the problem of translating complex strategical requirements into real-world effects will be easier if one splits the goal into sub-routines and secondary tasks. Each resulting part should be manageable and effectively measurable. However, while local social media communication activities could be perfectly manageable and thoroughly measurable, it should be emphasised that they gain their value only as a functional part of a complex system. That is, controlling one or more social media discussions doesn’t necessarily lead to mastering the overarching narration across the whole information environment.

In response to this unsolved equilibrium, Thomas Elkjer Nissen proposed replacing this top-down communication approach with a more open-ended one.16 A cross-media communication strategy is designed to explicitly exploit uncertainty in social and digital media. That is, the fundamental strategic approach is reversed: disseminate coherent pieces of information through different channels. While themes and master messages will conserve their structural coherence, the messages are diverse and address specific audiences on different platforms. The result is an open-ended strategy, using the aforementioned ‘stickiness’ in order to give each and every targeted user the possibility to interact and construct their own version of the communicated message. Replacing linear storytelling, this promotes a distributed narrative where micro pieces of content are available for further integration, sharing and connecting by users. Obviously, different uncertainties emerge. Co-creation and open-ended narratives mean loosened control over development, reception and diffusion of core-messages and narratives. This could result in either narration backfire or sudden strokes of good luck. Properly adapting messages through different media requires significant effort in developing specific strategies, templates and tones of voice. This could have significant impact on economic costs and organisational effort. Lastly, maintaining internal coherence and overarching consistency could be tougher, especially due to diversity in media employed, potential presence of adversarial activity and finally the interaction of many different operators and messages already occupying the informational landscape.



Assessment

Every communication strategist, once having implemented a plan, asks: how is it performing and is it achieving the desired effect? This raises further questions: what measurements can monitor performance? How to assess the ongoing progress of the campaign? Should one trust chosen key performance indicators and metrics for evaluating the ongoing effectiveness and forecast future tendencies?

According to US JP 3-13 doctrine, assessment never stops; it just changes its purpose, becoming part of an evaluation cycle of the strategy execution. Assessment conducts a comprehensive analysis of different procedures to assess information requirements and data collection. Monitoring capabilities are essential assets, albeit requiring continuous adjustment to dynamically adapt to analysis requirements and to evolution of the information environment. Available data are incomplete by nature and must be supplemented by the strategist’s subjective insights (i.e. intuition, anecdotal evidence, past experience). The goal of monitoring is to reduce uncertainty, but this entails an essential tension: the analyst’s intuition and creativity in elaborating insights from raw data could also become biased by misinterpretation or fallacious opinions.




A communication strategy: outcome optimisation

We now formulate a hypothetical social media communication strategy for a fictional case and implement it in a simple stylised way, demonstrating an outcome-optimisation approach. We consider robust-satisficing later. See Table 4.1.

 Table 4.1 Communication Strategy


	Strategic Objectives





	Situation

	Country X currently involved in a tribal conflict. General Y wants to enter the conflict and affirm his power over the country




	Commander’s objective

	General Y recognised as the main force domestically




	Desired effects

	Being perceived as trustworthy by citizens and potential allies




	

	Being perceived as prevailing by adversaries




	Potential target audience(s)

	Citizens of Country X (friendly, neutral and potential adversary)




	

	Enemies (adversary)




	

	Allies (friendly)




	Potential means for achieving commander’s objective

	Informational assets (i.e. strategic communication, media)




	

	Military forces (i.e. security force assistance, combat operations, military information support operations, public affairs).




	Potential ways (persuasive communications or coercive force)

	Military actions




	

	Social media operation




	Information operations




	Analysing the information environment (situational awareness, establishing baseline)

	Country assessment: political, security, economic, social and infrastructure systems




	

	Target Audience Analysis




	Planning and execution

	Themes




	

	Master messages




	Communication strategies

	Assessing the results of the operation




	

	Ongoing monitoring




	

	TAA monitoring




	

	Relevant themes monitoring






The main objective of General Y is establishing himself as the dominant force within the domestic environment while creating favourable conditions to be exploited during military options. The desired effect has two key themes: trust among domestic public opinion, and public perception of military dominance over adversaries. Analysis of the information environment highlights key issues and vulnerabilities: internal stability and political tensions, broader regional positioning, main cities, cultural and religious communities, internet usage habits. This is achieved by the country assessment and the TAA, and then focusses on two different audiences: domestic citizens (neutral or favourable) and adversaries. The country assessment identifies common values: national pride in response to colonial past, religious belief, desirability of modernisation. TAA involves two assessments. First, defining a baseline of reference: study of social media discussions over key themes (discussion trends, sentiment analysis and influencer involvement that could tell if, where, how and by whom some topics were discussed online). Second, specific analysis of how General Y and key leaders are perceived.

Combining objectives, desired effects and analysis of the information environment leads to the communication strategy. The strategy promotes the themes of trustworthiness and strength in two ‘master messages’: ‘General Y is the future guide for Country X’ and ‘The military capability of General Y is far beyond that of any opponent’. These messages are complementary and allow development of a unique predominant narrative around General Y’s actions. Since the General is trying to convince his fellow countrymen and his adversaries of his strengths, a top-down strategy should express a sense of stability while guaranteeing control of the narration.

Because we are trying to maximise the outcome, we will leverage all information to obtain optimal performance of every indicator. We want to maximise audience exposure to published messages, while maintaining maximal control over narrative creation and content spreading. Consequently, the strategy is pursued through a small number of accounts (one for General Y and one for his movement) operated only on digital platforms that guarantee optimal exposure (according to the data retrieved from the country assessment). The use of one or two accounts concentrates in a small number of places all activity of the targeted audience, maximising the interactions for every published content and thus its visibility due to high expected engagement. Also, for this reason all published content is created only in the native language, thus directly addressing the chosen audience. The campaign is designed with coherent and recognisable graphical identity across the proprietary accounts and different social media, emphasising the active presence of General Y in the informational landscape. There is consistency among contents published on different media so as to maximise the opportunity for different users to see General Y’s messages. Supporters and adversaries will receive tailored messages promoted specifically for the geographical region or features identified in the dedicated TAA. Moreover, illicit assets could be considered when necessary: fake accounts could be used to foster interactions on key contents to demonstrate support and provoke social pressure on unaware citizens; organised teams of provocateurs (so-called ‘trolls’) could be activated against official adversarial profiles to discourage spontaneous support and influence perceptions of adversary leaders.

The ongoing assessment of proprietary channels will supply in-depth analysis of content performance (interactions, sentiment analysis) and of the audiences involved. The analysis of the campaign is used to reiterate successful messages and develop lookalike audiences by modelling potential fan-base features. The hypothesis is that if a group is already involved in something, they could also be interested in messages of another page presenting similar characteristics.

The success of the communication strategy is assessed against the growth of profile indicators (i.e. fan/followers, engagement, trend in spontaneous mentions, sentiment analysis) and the loss of interest for adversarial pages. Once a stable trend compared to the initial baseline is established, the communication strategy evolves, integrating military actions into successful narration of stability and inevitable victory.



A communication strategy: robust-satisficing

The communication strategy outlined previously is predicated on the available information and understanding being basically sound. If that assumption is correct, then top-down centrally controlled communication is a plausible approach. However, if the knowledge is fraught with error, then central control of the message will be founded on fundamental mis-understanding of the situation and the audience; such knowledge cannot be relied on to achieve desired goals. It is one thing to deliberately use mis-information (which may be justified from a utilitarian perspective). This, however, is totally different from deliberately ignoring deep uncertainty about one’s knowledge. Ignorance isn’t a reliable basis for communication strategies. We return to the example of the previous section, and develop a communication strategy based on info-gap decision theory and the concept of robust-satisficing for managing deep uncertainty.17

The info-gap analysis of robustness uses three components: goals, knowledge and uncertainties. These are combined in assessing the robustness (to uncertainty) of a proposed strategy for achieving specified goals. Strategies are then prioritised by their robustness: more robustness is preferred over less robustness. We maximise the robustness to uncertainty, and not the quality of the outcome; the outcome will be satisfactory (though perhaps sub-optimal) over the widest range of surprise.

General Y’s long-range goals are as before: being recognised as the dominant force in country X (prevailing over adversaries and able to assure domestic safety and order) and being trusted by the citizens. It is acknowledged, however, that deep uncertainty in our knowledge requires moderation in the rate at which goals are achieved.

The knowledge is also as before, based on analysing the information environment, tempered by awareness of uncertainty of that knowledge.

We now identify three elements of deep uncertainty in that knowledge. First, General Y is native to country X, and was raised in religious and cultural traditions that are widely observed and revered in his country. However, his career has distanced him from traditional practices, and it is unclear whether the indigenous population, which is largely rural and unexposed to foreign practices, is tolerant of General Y’s secularity. Second, tribal conflict is not new to the region that today constitutes Country X. Historically, tribal conflicts have been resolved by meetings of elders in which compromise is obtained because the current balance of power is offset by recognising that the balance of power will change over time. What is unclear, however, is how much the current tribal conflicts are either subject to historical precedent or are actually instigated and exacerbated by external insurgents who are acting outside the traditional norms of tribal conflict. Finally, the concept of central authority conflicts with the traditional tribal structure of the society. It is highly uncertain that tribal leaders and their followers would accept or even believe centrally controlled and distributed information.

We will consider two alternative communication strategies: the centralised top-down strategy outlined previously, and a dispersed bottom-up strategy that is different in its conception. A strategy is highly robust to uncertainty if it achieves specified goals over a wide range of deviation of reality from our current best understanding. Conversely, a strategy has low robustness, and is highly vulnerable to uncertainty, if even small error in our knowledge can lead to failure of the campaign to achieve specified goals. The top-down strategy has low robustness because realisation of any of the three categories of uncertainty could significantly weaken or undermine the strategy’s success: General Y’s secularity could readily discredit his claim to power; external instigators would not forego tribal conflict for the sake of future coexistence; the idea of central control is anathema to traditional views. The bottom-up strategy, while not guaranteed to succeed, has far greater robustness to uncertainty as now explained.

Our goal is to steadily improve the outcome of the communication campaign (promoting General Y’s image), while recognising that our understanding is deficient. Audience exposure to published messages is achieved through widespread local provision of General Y’s narrative, where possible in a covert or unofficial manner. Sympathetic local actors are encouraged to initiate media dialog through numerous sites and media. What constitutes ‘encouragement’ might not meet all the standards of civil discourse in liberal Western democracies. Also, many sites might be covertly government-owned or supported. However, the appearance, if not always the reality, is of voluntary dispersed dialogue and bottom-up communication, rather than top-down centralisation. Publication in the native language is encouraged, while not excluding foreign language publication, thereby encouraging support by international diaspora communities whose members are not all fluent in the mother tongue. While substantive coherence of the message and graphical similarity of the medium are sought, diversity is also pursued in support of the pluralistic multi-tribal image of grass-roots communication in support of General Y. Messages tailored to distinct communities are nurtured in the communities themselves, avoiding the appearance of an external source of the message. In short, while General Y is front-and-centre in the communication message, the image is of up-welling indigenous tribal support, dispersed widely over the population. General Y is, as it were, more an image or an idea than an independent and autonomous power. While current knowledge is likely wrong in all three categories of uncertainty, the bottom-up communication strategy is largely immune to these uncertainties. General Y is portrayed as realising local aspiration, the preference of tribal leaders, the fruit of local effort, the choice of the people and their tribes.



Reflections

Sometimes uncertainties are adequately managed through a straight-forward top-down strategy. This holds true when the information landscape is fairly well defined and effectively understood, modelled and moulded. For example, in April 2019 General Haftar entered the Libyan conflict by spreading through its social media channels spectacular images of columns of army vehicles filmed with drones. Those videos communicated his message of strength extremely effectively and were immediately shared by all Western news agencies to concisely portray the conflict. Haftar successfully exploited the information environment to create a perception that became a reality, at least temporarily. Through social media with global diffusion, and foreign media eager for direct sources, Haftar established a basic narrative: ‘Haftar is coming and is well equipped and organized’. This situation is characterised by low uncertainty and highly predictable variables. Other situations resemble the hypothetical example of General Y, fraught with deep uncertainty about human behaviour and about complex methods and mechanisms. Such situations are fundamentally obscure and unpredictable. When can uncertainty be managed and when can it not? It is unhelpful to say that ‘deep uncertainty cannot be managed; shallow uncertainty can’. The problem is that the depth of uncertainty is often what we don’t know, like the depth of a muddy pool. If we can confidently specify what is unknown – the precise number of enemy tanks or the degree of our own morale – then innovation, skill and a healthy dose of luck can manage pending surprises. But if the character of the unknowns is itself hidden – innovations not yet achieved, ideological motivations not yet perceived – then preparation for surprise is far more challenging. Deep uncertainty is implausible, impenetrable and potentially very surprising. In short, we often don’t know if we face deep or shallow uncertainty.

Error in designing a communication strategy can result from misjudgement of the depth of uncertainty. ‘The pen is mightier than the sword’, wrote Edward Bulwer-Lytton (1839).18 Similarly, Sun Tzu declared that ‘to subdue the enemy without fighting is the acme of skill’.19 The pen is powerful, but its effectiveness depends on careful planning and close attention to managing uncertainty. Knowledge is power, but erroneous knowledge is deceptive and can lead to precipitous failure. Confidence in the power of one’s knowledge is strengthened by enhancing one’s robustness to surprise, because the substance of the next surprise cannot, by definition, be anticipated.
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5 Control from the ground up
Embedding influence activities in the conduct of war

Rick Breekveldt and Martijn Kitzen


Introduction

Modern conflicts, while being fought locally, might have a far wider and even global impact. Typically, the contemporary conflict environment, or ‘conflict ecosystem’, consists of a wide variety of (internationally) interconnected actors and spill-over effects such as displaced persons and refugees.1 Fall simply used the overarching term ‘doctrine’ for the variegated ideology, religion, belief, socioeconomic, political or other notions these wars are fought for.2 What stands out in all these matters is the centrality of humans and their convictions, attitudes, beliefs, aspirations, norms, emotions and – most importantly – their behaviour. Despite the impact of innovations in areas such as technology and artificial intelligence, modern conflict dynamics will largely evolve as a consequence of actions undertaken in the human domain. Mitigating today’s sophisticated threats, thus, requires us to look beyond the traditional military realm and inherently involves concepts focused on relevant populations.3 Kilcullen, in this regard, devised a theory of competitive control. Based on insights from the fields of counterinsurgency and rebel governance, he argues that when armed actors vie for control over a populace, the actor ‘best able to establish a predictable, consistent, and wide-spectrum normative system of control’ will prevail.4 This chapter explores this argument and proposes multiple alterations for embedding it in modern warfare. While underlining the relevance of a local perspective and human behaviour, we aim to broaden the scope of targeted actors and argue that targeting groups is more relevant than targeting individuals. For this purpose, we adopt the fundamental proposition that a competition for control can be won by altering an existing normative system instead of establishing a new system. This will enable us to build a comprehensive framework for designing influence activities rooted in actual human behaviour – contrary to focusing on attitudes, preferences, or legitimacy.5

Thus, this chapter not only aims to provide an academic analysis of the utility of the theory of competitive control in modern warfare but also presents a guideline for actually operationalising this population-centric approach in the conduct of war. Whereas the first decade of the 21st century saw a return of counterinsurgency and affiliated influence activities during operations in Iraq and Afghanistan, interest in this approach quickly faded away during the 2010s. This was the consequence not only of the lack of success in both wars but also of the renewed emergence of big power competition which acted as a catalyst for a reorientation toward conventional warfare. Yet, as aforementioned, the human domain remained central to the conflicts that were fought over the last decade. State actors like Russia or Iran actively exploited social cleavages in neighbouring countries, while non-state actors such as the Islamic State, Boko Haram and Al Shabab successfully established influence and control over relevant populations. Embedding influence activities in the conduct of war, therefore, is not only highly relevant for modern warfare but also essential for winning the competition for control over the local population in a conflict ecosystem. For this purpose, we will elaborate upon the theory of competitive control and subsequently develop a framework for influence activities. Doing so, however, first requires us to explore the most fundamental aspects of human behaviour and the relevance of the local level under conflict conditions.



The primacy of behaviour and the imperative of the local level

Human interaction and behaviour are central to understanding conflict. The emphasis of conflict studies however lies on attitudes and preferences of relevant populations.6 Whereas behaviour is often influenced by interrelated concepts such as attitudes, values and norms, it is certainly not determined by these factors. Hence, emphasising attitude exclusively is insufficient.7

This is easily understood through the following example of an information operations (IO)-campaign in Afghanistan that aimed to reduce the number of IED-strikes and American deaths.8 Although this effort positively changed the local attitude towards US soldiers by portraying them as friendly people devoted to their family, an increase in IED-strikes nevertheless occurred. This prompted the IO-campaign team to evaluate its methods, which revealed two reasons for the failure. First, it was found that those involved in placing the IEDs were mostly extremists, whose attitude nor behaviour could be changed. Second, and more important, the IO-campaign showed images of soldiers with their families at home, which also depicted the beauty and richness of the United States. The unintended effect of this was that the people involved in producing and transporting IEDs, who were mainly motivated by financial reasons (and therefore more susceptible to the IO-campaign than extremists), stepped up their effort in order to earn money for immigration to the United States. Thus, contrary to the desired effect, the locals involved boosted production and transportation which resulted in an abundance of available IEDs. This contributed directly to an increase in US combat deaths.

This example illustrates an assumption that attitude alone could determine behaviour, while in reality a bias towards attitude might have an adverse effect on the desired change of behaviour. Tatham, Mackay and Rowland, therefore, advocate that behaviour is what matters most in communication efforts and influencing a target audience should be grounded in social and behavioural science.9 The term communication, in this regard, not only concerns verbal communication, but all activities aimed at influencing the behaviour of an actor.

Since behaviour is key, it is relevant to explore this concept further. Clearly, all humans differ. At the individual level, biological, psychological and neurological variations lead to immense differences in outlook and behaviour. This is further augmented by inter alia sociological, geographical and climatological differences at group level. These differentiations will lead to significant variety in behaviour. In addition, different normative standards will lead to a different appreciation of behaviour and actions. In other words, what may be considered unacceptable at a certain place or a certain point in time may be customary and widely accepted at another place or another moment.

Consequently, behaviour should always be understood from a local and temporal perspective. This, however, is more complicated than it seems. Bar-Yam, in this regard, emphasises that the complexity of the human civilisational system, combined with progressive specialisation, blurs our ability to understand society as a whole and only enables us to understand a small portion of our social environment.10 Applied to contemporary conflicts, this insight implies that any attempt to define and understand concepts such as legitimacy and extremism should be understood from a temporal, local behavioural context. This is echoed in the debate on legitimation in both counterinsurgency and rebel governance literature, which stresses that lasting effects can only be obtained by exploiting local patterns of legitimacy.11 The same ‘local logic’ pertains to extremism which can be defined as the level of deviation of the median popular preferences and therefore should also be understood from a local perspective.12 Consequently, influencing behaviour as part of the conduct of war requires the ability to tailor all relevant activities to local circumstances. How to design and implement such an approach?

Discussions on how to enhance popular support through legitimation are often dichotomised in top-down or bottom-up approaches.13 Another way to categorise these approaches as strategies can be provided by the owners of the problem, the internal actors, or by external actors who intervene. In this view, the top-down approach is often supported or conducted by external actors. Typically, the lack of a proper understanding of the situation forms a major problem for the intervening actor. Christia, for instance, describes in detail the continuously shifting ‘intergroup alliances in multiparty conflicts’ in Afghanistan, Iraq and Bosnia. Kitzen refers to the same dynamic of local leaders in contemporary Afghan tribal society.14 These shifting alliances eventually lead to interveners having supported their own foes, and both authors show that these ‘alliances’ are actually based on local leaders’ self-interest and opportunism. ‘Alliance’-labels, therefore, might be hardly useful and probably irrelevant at the local level, and only make sense as part of an ‘externally imposed construct’ – what sociologists and anthropologist term an etic framework.15 This is the opposite of the bottom-up, local, perspective incorporating the view of the problem-owners – better known as ‘emic’ –, which greatly enhances understanding of the local situation.16 Moreover, such an approach also fosters collaboration with the local populace, and allows for identification and achieving of locally attainable goals. However, this is not to say that a local perspective is the solution to all problems. Kilcullen explains the necessity to strike a balance between both an external and internal actor-driven approach: to avoid fetishising external, technocratic, top-down, white-guy-with-clipboard knowledge. At the same time, it also tries to avoid the magical thinking associated with treating local people as the fount of all knowledge and insight. If locals could understand and agree on the problem, let alone fix it, there’d be no need for outside intervention. If outsiders understood and could fix the problem, their interventions wouldn’t be failing so often. Both outsiders and locals need to come together, in defined spheres of expertise and in a defined process, to jointly design approaches to the problem.17

Thus, co-designing an acceptable solution from both internal and external perspectives provides a solution for enhancing popular support and bolstering the position of a local government. This might have far reaching consequences as the local perspective of success, which can only be understood in emic terms, should inform an external actor’s political choices and strategy.18 Bar-Yam supports this as he underlines the necessity of involving people within any complex civilisation-system and stresses the relevance of analysing the complexity and scale of necessary behaviour to counter internal and external challenges.19 In line with the importance of humans in conflict and the primacy of behaviour, both local and political notions of success should not only be defined as measurable, realistic and attainable objectives, but should take account of localised human behaviour.



Competitive control

Building an influencing framework also requires exploring the utility of the theory of competitive control in the conduct of modern war. Kilcullen has based his theory on the work of, among others, Fall, who, debating the Vietnam War, explained that ‘any sound revolutionary warfare operator … most of the time used small-war tactics – not to destroy …, of which they were thoroughly incapable, but to establish a competitive system of control over the population’.20 In this regard, the ‘military aspect’ is only the supporting effort, while the political, administrative and ideological aspects are the primary efforts ‘to the furtherance of an ideology or a political system’. Kilcullen has expanded upon this view of competitive control:


In irregular conflicts …, the local armed actor that a given population perceives as best able to establish a predictable, consistent, and wide-spectrum normative system of control is most likely to dominate that population and its residential areas. Simply put, the idea is that populations respond to a predictable, ordered, normative system that tells them exactly what they need to do, and not do, in order to be safe.21



This theory, however, can be challenged. Most fundamentally, it is criticised for assuming that, in order to compete for control, actors have to ‘establish’ a normative system. We start from this position and note that rather than creating a new normative system, there is already ‘some set of [local] activities’ in place, which forms the actual object of competition.22 Thus, there is no requirement to establish a new system. Actors might instead aim to alter the existing local normative system to their advantage.

The key mechanism underlying the concept of competitive control is the prevalence of predictability and consistency over the content of a rule-set for enforcing the normative system.23 Kilcullen explains that consistently enforcing the publicly known rule-set leads to a perception of safety and ‘allows a normative system to function’. The distance between the preferences of the actors and the policies enacted – and not the ideological position itself – is the issue at stake.24 While rebels have a vested interest in aspiring for their ideal doctrine, they will, if necessary, adopt a pragmatic approach and enact policies closer to civilian preferences to enlarge popular support, making ideological distance a tool to influence a population. The premise here is that it is not merely the ‘doctrinal’ position or distance that matters; it is the enactment of its divergence from the popular median that is most relevant. Yet again, it is tangible behaviour that matters most.

When we seek to study the way behaviour can be influenced as part of the conduct of war, it is also important to stress that ‘control’ should not be mistaken with ‘imposing order through unquestioned dominance’. Instead it boils down to ‘achieving collaboration towards a set of share objectives’.25 Whereas non-state opponents might adopt an approach of establishing control through coercion, Western-type state actors typically favour more persuasive actions such as provision of essential services and effective legislation.26 In both cases, however, control can be understood as the ability to influence the behaviour of the relevant population(s). This offers a first point for expanding this theory as today’s complicated conflicts are typified by the involvement of a myriad of actors, both state and non-state. The question, therefore, is whom exactly to control in order to obtain success in modern warfare.

The primary actors in any conflict ecosystem are the forces of the governing authorities and the challengers who are vying for power, but also the population. Traditionally, the struggle for control is conceptualised as a contest between the former two over the population. As such, this latter category is implicitly denied agency. This, however, is far off from reality as civilians themselves employ different ‘survival strategies’ such as fleeing, passivity, armed neutrality, supporting one actor, periodically switching sides or simultaneously supporting all sides in the contest for control.27 Moreover, people also hold an interest in the level of control of their ‘rulers’, aspire for a degree of self-determination and self-rule and are, for instance, consciously interested in the ‘doctrine’ that governs daily life.28 The struggle for control therefore is a highly dynamic three way affair that also involves the relevant population. These actors, their interrelationship and the context are visualised in Figure 5.1. The ‘control’-dot indicates the level of control per objective an actor aims to achieve. Indeed, all three actors are to some extent capable of influencing the level of control. Considering the population as passive bystanders, therefore, will lead to a flawed understanding. A binary interpretation of the competition for control, thus, ignores the intricacies of the social system as a whole.
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Figure 5.1 Actor/Control Model


It should be noted that the three primary actors in our model each are far from homogeneous. Authorities typically consist of governments and supporting intervening states, populations often reflect the fragmented character of a conflict society and often more than one rebel group is competing for influence. Another, related, feature of the contemporary security environment is that conflicts are rarely isolated events. Instead, contextual factors such as foreign or transnational support frequently form the background of the dynamical contest for control. This is further complicated by the support which comes from different foreign actors and agencies, each of whom may have competing objectives.29 Thus, the modern conflict ecosystem reflects a mosaic of different actors that interact with each other and with external influences. This indicates there is no ‘one level of control’: the extent of control an actor exerts might differ per objective the actor aims to achieve. A government might be able to influence people to register as voters, but may be completely unable to persuade them to provide intelligence on insurgent activities. Therefore, it is necessary to distinguish between different objectives and required level of control, and determine appropriate influence strategies. Without playing down the complexity of modern conflicts, the proposed three-actor model offers a first step for understanding this highly dynamic competition as it can be applied per objective, with the ‘control’-dot (Figure 5.1) visualising the current and desired situation. Our model offers a first indication of which actor(s) should be influenced in order to obtain the sought-after effect.

How to put this into action? First it is important to discuss the question of how exactly influencing works. Human decision making is considered to be ‘rational’, that is, based on a cost-benefit calculus.30 Behavioural studies, like Kahneman, remind us that decisions and choices are affected by different factors and limitations such as time and a sense of crisis.31 These factors affect one’s ability to formulate and execute logical strategies as well as the understanding of actions and the consequent counterreactions of others.32 When applied to modern warfare this may lead to diverging conclusions: either to a simplification bias, with actors expecting logically derived results of another actor’s cost-benefit calculus or to the conviction that targeting behaviour is too difficult and will lead to unpredictable effects.33 Furthermore, there is also the question whether or not all actors in a system are influenceable. Deterrence theory, for instance, considers influencing terrorists troublesome.34 While, indeed, some actors might be so (un)supportive of a doctrine that they will probably not alter their behaviour, the vast majority of people are influenceable (see Figure 5.2). There might be a percentage of ‘irreconcilables’, whose convictions are unalterable and whose behaviour cannot be influenced. These extremes, however, are rare, and even die-hard true believing terrorists are often influenceable.35

[image: Image]
Figure 5.2 Ability to Influence Actors36


An individual’s behaviour is difficult to predict. As a social species, humans in a group are targetable and amendable for change. Defining and distinguishing groups is often oversimplified and as such either irrelevant or incorrect. Complexity theory offers help for overcoming this problem and advances the understanding of relevant groups.37 When a subgroup of a complex system has coordinated behaviour, or simply put, when ‘members’ of a single defined group within the system act in a similar vein when confronted with the same specific impulses, the group has been defined correctly. A well-defined group, therefore, is better understandable and influenceable than an individual.38

It is important to keep the context in mind and analyse a group on the right level. A lack of nuance in dichotomising groups typically leads to incorrect conclusions about peoples’ behaviour. The specific facts on the ground influence the behaviour of the population. For instance, even under the rigid self-proclaimed Islamic State-regime, there were enormous differences in behaviour and survival strategies between fighting age males who recently lost their wives and family and married fighting age males who believed in their ability to keep their relatives safe. This shows the relevance of properly vetting groups and their specifics.39 It also demonstrates that the social spectrum as a whole should be understood in a nuanced and deliberate way. Identifying and segmenting relevant groups, therefore, is a highly difficult process which needs to be done to correctly identify attainable behavioural aims.

To summarise, it is important to note that we have identified three alterations to the theory of competitive control. First, instead of establishing a new normative system of governance, altering the existing system is a more likely approach. Second, we highlight a three-actor model. This means that authorities should include both challenger(s) and population when imposing a normative system, while also considering their own role and (biased) understanding. Third, we found that an actionable approach should focus on changing the visible and tangible behaviour of actors by influencing relevant groups that need to be purposely identified. This of course requires a thorough understanding of local dynamics, which is intimately related to the aforementioned premise of co-design. Let us now discuss a framework for embedding this in the conduct of war.



A framework for embedding influence activities in the conduct of war

Influencing encompasses employing activities that are part of a spectrum varying from persuasion to annihilation for either directly or indirectly addressing relevant actors. In case of a competition for control, contesters apply ‘a range of capabilities across a spectrum from persuasion through administration to coercion, and they are designed by armed actors – owners or proponents of the system – as a mean to corral, control, manipulate, and mobilize a population’.40 However, as mentioned, this first requires actors to understand the problem and those involved and formulate realistic objectives. While a framework is helpful for operationalising this approach, it should be emphasised that any concept is a guide. Yet, this provides utility for realising the desired level of control. In its simplest form our proposed framework encompasses three interrelated stages comprising understand, influence and effect (Figure 5.3).41 This represents a conceptual approach of an actor’s process of influencing the actual outcome of a situation (which can be visualised by repositioning the ‘control-dot’ in Figure 5.1). While these three stages might appear blatantly obvious, influence activities often take place without properly defining the (non-)desired and attainable effects or without an appropriate understanding of the situation.
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Figure 5.3 Proposed Understand, Influence and Effect Framework


The process itself is, of course, debatable and apparent critique on the linear projection of these steps need to be addressed directly, because it depicts a highly simplified concept of reality. The perpetual changing actors, their interests, circumstances, continuous learning, actions and counterreactions will never be reflected by such a simplified process. However, this model provides a clear analytical framework to start with. Let us now first turn to its different stages.

To understand violent conflicts and to help realise solutions etic and top-down perspectives remain relevant. This may include open source analysis and other research conducted by for instance intelligence services and think-tanks. Such research should focus on attainable behavioural change of the population and challengers to achieve the desired solutions. Emic and local-level understanding of the situation are, however, essential to achieve lasting solutions. Micro-level analysis according to anthropological and sociological research protocols helps to understand the emic perspective.42 The outcomes should be broadened by incorporating the insights of local residents, who bring a micro-level understanding of their own environment. This ground truth understanding can be achieved through for instance community policing or deploying special operations forces, who traditionally focus on intelligence-collection and forging local partnerships. Consequently, local and bottom-up perspectives should be coupled – or co-designed – with etic and top-down perspectives which will aid in formulating broader spectrum solutions and will also place these solutions within a wider context.
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Figure 5.4 Influence Spectrum


While not aiming to describe all possibilities for influencing an actor, it should be noted that the suggested approach is most inclusive.43 On the one end of the influence-spectrum (Figure 5.4) one will find consensual strategies such as persuasion, co-optation and cooperation. In the middle, one will find administrative strategies such as legislation, service provision and judicial or legal procedures. On the other end of the spectrum, one will find the threat or use of force, including targeting and decapitation strategies.

There is significant overlap, interrelationship and reciprocity between all these concepts. Furthermore, the activities can be further subdivided as persuasion, for instance, might involve incentives, inducements, reassurances or other positive reinforcement measures. The framework thus incorporates all available influence options and aims to broaden the spectrum of target groups to include segments of the authorities, the challengers and the population. This also opens the way for practices traditionally associated with interstate conflicts to be applied more widely; the broadest possible spectrum of activities should be contemplated to achieve the desired effects. For instance, although coercive diplomacy is developed for state interaction, it should not be dismissed as a feasible strategy against non-state actors.44 Last, all activities should be aimed at influencing the local level, while also incorporated in the political-level strategy. This is distinct from current practice, in which political interests exclusively dictate activities on the ground and sometimes even hamper successful conduct of activities.45

To make the theoretical persuasion-coercion spectrum practically applicable it is relevant to define what the objectives are and how these can be achieved. Conceptions of desired effects matter and too simplistic and externally composed notions such as ‘a safe and secure environment’ or ‘stability’ are problematic in the practical reality on the ground. Kilcullen emphasises an emic perspective, and underlines the necessity of ‘a constant realization that outsiders don’t understand how things work, and therefore need to experiment, test hypotheses, start off small, and seek local context’. Furthermore, when aiming to influence particular actors to achieve desired effects, then there should be methods to understand the efficacy of influencing. Measuring desired and non-desired effects, therefore, should be based on (quantifiable) behavioural outcomes and focus should be less on the current practice of measurement of performance such as measuring how many operations have been conducted or measuring how many insurgents have been killed or detained.

Putting this framework to practice requires integration from the onset of a mission. Hence co-designing is not only instrumental in establishing a profound understanding and identifying the right effects as well as methods for measuring them, it is also highly important for the sake of embedding influence activities in the conduct of war. But how to make sense of such a complicated task and start co-designing?

Understanding the level of control is a first step which can be specified by defining the different ‘avenues’ or ‘lines’ of conflict. Fisher and Mercado propose the use of the United Nations Development Programme’s 16 areas of governance as a starting point for defining the ‘lines of conflict’ and ‘lines of control’, possibly in conjunction with the ‘lines of effort’ as detailed in Field Manual 3-24 Counterinsurgency.46 RAND, in its seminal work Paths to Victory, has conducted a review of nearly 300 factors of influence on 70 counterinsurgency case-studies and, using both qualitative and quantitative analysis, identified the 26 most relevant effects to achieve or avoid for success in counterinsurgency. Using these factors could provide a useful guideline for influence activities designed to fit the local context.47 RAND’s factors are quantifiable, measurable and include various actors in the conflict ecosystem. Refining these factors into desired and non-desired behavioural outcomes can provide a solid starting point for a ‘government’ as this actor’s input for the co-design phase, leading to specific and locally attainable desired outcomes based on actual behaviour.

Dissecting the desired end state into specific and measurable factors will allow for a more nuanced and precise view, and will probably contribute to addressing the problem effectively. This will also improve identification and classification of the extent to which actors have influence over a specific ‘line’ or ‘path’. Key, however, is that this framework merely provides a starting point and that the actual strategy for influencing the behaviour of relevant segments of a society should be devised using a local, context-specific and emic perspective.

Further it is essential to grasp that there is a degree of control, which might differ per specific factor. While binary juxtaposition aids quantitative analysis and simplifies reporting, only qualitative nuance will lead to relevant, measurable and attainable objectives. Formulating these objectives in behavioural terms, such as ‘the local population provides actionable intelligence on rebel activities’, helps quantifying them and doing so will help minimise the risk of mistaking measures of performance with measures of effectiveness. A more encompassing and elaborated framework, as presented in Figure 5.5, takes the abovementioned aspects into account.
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Figure 5.5 Elaborated Understand, Influence and Effect Framework




Conclusion

Humans are central to conflict and as such influencing the behaviour of relevant actors is essential. The theory of competitive control has provided us with a starting ground for embedding influence activities in the conduct of war. In our view, however, three alterations are necessary. First, there is no need to establish a new normative governance system, since there is already a normative system in place which can be altered for establishing control. Second, the scope of targeted actors should be broadened to include authorities, challengers and the population. Third, focus should be on changing actual human behaviour. This can be attained by targeting groups instead of individuals. Relevant groups should be properly defined and understood in the context of the overall conflict ecosystem.

For this approach to succeed it should be tailored to the specific local situation. Co-designing solutions and approaches, incorporating both an etic and emic perspective, combining top-down and bottom-up approaches all function to achieve a shared understanding. This provides an underpinning for defining and conducting influence activities as well as an understanding of how to interpret results and measure success. Such a localised approach also implies that local behavioural objectives, as formulated in the co-design phase, should be incorporated in the political aims of host and intervening states, which requires flexibility in the (political) strategy. In current practice, however, political guidance is rarely adjusted to context-specific results and often dictates actual activities. Instead of rigidly sticking to overarching concepts, including (a perception of) legitimacy, it is important to adapt these concepts in such a way that they are relevant on the local level.

This chapter has presented a framework for embedding influence activities in the conduct of war. The phases understand, influence, and effect offer a clear path for deploying a full spectrum of influence activities on the basis of an appropriate understanding of the conflict ecosystem, its dynamics and the way to influence relevant groups. This, however, should always be tailored to the specific circumstances. Doing so gives the much-needed guidance for obtaining the desired effect(s). The suggested framework, therefore, should be considered a first step for enhancing existing influence activities in the conduct of war. As human behaviour will remain dominant in future conflicts population-centric concepts should be anchored and serve to sharpen thinking on war and peacemaking.
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New technologies and their impact on warfare




6 Humans and hardware
An exploration of blended tactical workflows using John Boyd’s OODA loop

Dave Blair, Joseph O. Chapa, Scott Cuomo and Jules Hurst1


Introduction

In 1939, Antoine de Saint-Exupery, an early commercial aviation pioneer, wrote that, amid the rapid development of aircraft technology, ‘we have perhaps driven men into the service of the machine, instead of building machinery for the service of man’.2 Nearly a century later, we run the risk of committing the same error with artificial intelligence – driving humans into the service of a machine decision cycle instead of building systems to support a human decision cycle. This worry is particularly salient in the military context. Combat brings out the best and the worst in technology – the extreme competitive pressures of the battlefield drive a relentless pursuit of small margins of performance, and those same pressures can drive combatants to compromise judgment and accept unwise risks. Artificial intelligence and machine learning (AI/ML) systems add a layer of complexity to this timeless feature of war: the drive for a marginal advantage over one’s adversary will, as before, lead to the development of systems that are increasingly able to recognize and respond to changes in the battlespace. But because AI/ML system behavior can be unpredictable, the consequences of accepting unwise risks might be even higher than in more traditional cases.

These technologies, like others before them, must be deeply enmeshed with human social sensemaking faculties. Even in terms of pure military efficacy, the value of these analytical tools is intertwined with human cognition – to apply them well, we must understand how humans and hardware should interact to make sense of the world. That is, ‘we,’ the humans that will employ AI/ML technologies, must understand the ‘why’ behind their capabilities and limitations in any given environment, not just when a manufacturer says they will or will not work. Unfortunately, the widely held distinction between an operator ‘in the loop,’ ‘on the loop,’ and ‘out of the loop,’ fails to account for this kind of relationship between human and machine.3 This common conception puts the machine conceptually at the center and the human at the periphery. This conception is fundamentally flawed.

These are not merely academic concerns, nor should their analysis take place in a vacuum. Because we are active duty U.S. military officers, our point of departure for thinking about the employment of these and other systems is the 2018 U.S. National Defense Strategy (NDS). The NDS is grounded in a powerful and clear problem statement.

Eroding U.S. military advantage vis-à-vis China and Russia undermines our ability to deter aggression and coercion in key regions. China and Russia want to undermine regional balances of power and the U.S. alliance and partnership constellation.4

Of all the regions across the globe, the NDS places particular emphasis on the Indo-Pacific’s key maritime littoral regions – for example, the Strait of Malacca, the South China Sea, the Luzon Strait, and areas in and around the Senkaku Islands. The operational problem laid out in the NDS is one in which United States and partner nations will employ relatively small units in relatively small numbers to surveil massive swaths of blue water and littoral regions, while operating below the traditional, Western levels of war.5 AI/ML capabilities are essential to implementing the NDS’s deterrence-by-denial foundation.6

An important part of the solution to this operational problem will likely include systems capable of predictive logistical support, as well as others that can sift through hundreds, if not thousands, of square miles of sensor imagery while identifying adversary behavior. Finally, if a military confrontation with an adversary does become necessary, those small units must operate in degraded or denied regions of the electromagnetic spectrum. Even as we agree that AI/ML systems must play an important role in this renewed era of ‘long-term, strategic competition’, ethical concerns about so-called ‘autonomous weapons’ are important and must also be incorporated into our operating concepts.7

In this chapter, we develop a new conceptual approach to the relationship between humans and AI/ML systems in war by interrogating interactions between correlation and being, between machine learning and human heuristics, and between uncertainty and constraints. Our model centralizes the human decision cycle and imposes constraints on machine inputs. First, in the theoretical section, we begin by establishing a baseline model of human-machine interaction by relating performance to differing levels of complexity. For the near future, humans will outperform machines past a threshold of complexity, and machines will outperform humans in contexts of lesser complexity. We then propose three different lenses through which to view complexity and uncertainty in a combat environment. The first is John Boyd’s Observe, Orient, Decide, Act (OODA) loop, a widely adopted model of tactical decision-making on the battlefield.8 The second is Melanie Mitchell’s account of stability and complexity. In the third instance, we show that both Boyd’s OODA loop and Mitchell’s complexity map onto the dynamic targeting ‘kill chain’ already familiar to many military practitioners. We then propose a model that relates the boundedness of a problem set assigned to the AI/ML system to uncertainty in the relevant phase of the OODA loop, the complexity of the environment, and the kill chain. Finally, we articulate the relationship between effective employment of AI/ML systems and the data logistics that must support them. One way to frame our effort is that we provide a novel account of what ‘meaningful human control’ can mean in the context of AI/ML weapons systems.9

Next, we apply this model to three use cases: ‘tightly bounded’ problems, ‘loosely bounded’ problems, and ‘unbounded’ problems. We then briefly outline two hazard cases to demonstrate the operational and ethical implications of failing to adhere to the model.

In the final section we show that the human-centric model we propose mitigates concerns in techno-social development, ethical employment in combat contexts, and in the strategic environment facing the United States and other Western states.



Theory

In this section, we develop a new conceptual approach to military uses of AI/ML systems. We reject the cybernetic account of the human’s relationship to the machine’s decision loop according to which the human operator is either in, on, or out of the loop. Instead, we propose a human-centric model according to which the human operator dictates the appropriate point of application of AI/ML inputs.


Baseline model: the analytical possibilities frontier

To hypothesize about the ideal-typical relationships between humans and hardware, we build on the widely held view that humans are relatively more effective than hardware when operating at higher levels of complexity. To use the AI-human gaming race as a baseline, consider the increasing complexity from tic-tac-toe, to checkers, to chess, and finally to go. We might bound the race with ‘Calvinball,’ of Calvin and Hobbes fame, in which the only rule is that players must constantly make up new rules. This is a game in which humans are likely to continue to prevail for the foreseeable future.10 By plotting performance against complexity, we translate this intuition into a notional graph (Figure 6.1). This Analytical Possibilities Frontier describes tradeoffs between relatively ‘math-rich’ computing machines and ‘judgment-rich’ humans.11 Sensemaking for both human and machine decays under conditions of increasing complexity, but it decays more rapidly for machines. There is a threshold, therefore, to the left of which machines outperform humans and to the right of which humans outperform machines. For example, an algorithmically empowered airborne sensor might exceed human capacity to count individuals in an area, but it might struggle to recognize hostile intent in the same population – a more complex task better suited to humans.
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Figure 6.1 Performance-Complexity Graph


As technology improves, the hardware curve expands, causing tasks formerly suited to human judgment to become candidates for algorithmic automation. This leads to contestation between the constituencies attached to those judgment-laden tasks and the beneficiaries of automation, which leads to strategies of adoption, accommodation, and opposition between those groups. The tension is resolved in a three-step process: first, the divestiture of algorithmic tasks creates cognitive surplus.12 Second, that surplus is re-invested in expanding the human judgment space, thereby yielding more productivity. Finally, some portion of this surplus is re-invested in maintaining the machines that run the algorithms – and in the case of military technology, in exploiting the weaknesses of the enemy algorithms. As we will show below in the first use case, this phenomenon is not unique to AI/ML and has in fact been a mainstay of decision-making in war for decades. We suggest that the AI/ML discussion is simply one more expansion of this hardware frontier, and one more re-negotiation of workflows in the wake of that expansion. One advantage of our approach, therefore, is that, though it is applicable in the immediate future, it also allows for, and even anticipates, future technological developments.

This baseline model implies that to maximize effectiveness, humans should delegate to machines those ‘math-rich’ tasks for which machines are ideally suited. This leaves open the question of how those tasks should be determined in the combat environment. It is to that question that we turn in the remainder of this section.



John Boyd’s Observe, Orient, Decide, Act loop

John Boyd’s ubiquitous OODA loop still provides value in understanding the relationship between sensing and acting in competitive environments.13 In its simplest form, the loop begins with observation; then transitions to an orientation of the actor to the world and the set of relevant facts and tasks; then to a decision grounded in that orientation; and finally action based on that decision – which changes facts about the world and therefore requires new observation.

In Boyd’s model, first derived from his dogfighting experiences and then later applied to conflict at the operational and strategic levels, two or more players both iterate through this loop to reshape the world to maximize their options and thereby improve their chances of survival. We might therefore imagine Boyd’s model as fundamentally about optionality. In his paper, ‘Destruction and Creation,’ Boyd refers to entropy as a sense of ‘foreclosed options’ – knowledge or actions which have become inaccessible because the cost to access them would outweigh their benefit.14 Accordingly, any contest is conducted across a spectrum of possible futures in which both sides (in a zero-sum game) are expanding their option space and foreclosing that of their opponent, until one player is out of options and forced to accept an undesirable conclusion.

However, there is always a third force at work above and beyond the efforts of the two contestants – chaos. While the OODA loop tries to resolve uncertain environments into frames that enable meaningful action, iterating through the loop itself generates uncertainty, especially in a contest with an adversary doing the same. The level of that uncertainty bounds the speed with which one can iterate through the loop without ‘getting in front of one’s headlights,’ or making decisions with little ability to anticipate their outcomes.

Since the OODA loop itself begins in conditions of relative uncertainty, clarifying with each step toward action, higher environmental levels of uncertainty will affect each step in the loop differently. More complex environments will require more deliberate bounding, more assumptions, and more heuristic thought to tame the problem to the point where action becomes possible.15 This is especially true in the link between observation and orientation. By the time the loop moves from decision to action, most of the uncertainty should have been resolved, and speed becomes the imperative – here, algorithmic approaches should work well.

Therefore, bounding uncertainty and appropriately throttling AI/ML capabilities accordingly is a key to the ethical and effective use of these technologies. We might even imagine the relationship between expectations under uncertainty and freedom of action granted to algorithms in terms of trust – under conditions of greater certainty, we would be comfortable letting an algorithm accelerate human decision cycles.16 This is not dissimilar to the ‘trust’ given to a Sidewinder missile or a sensor in auto-track mode. Under conditions of lesser certainty, ‘trust’ would be lower, and we would subject algorithmic findings to higher degrees of human scrutiny and curation. To determine how to bound problem sets for AI/ML systems, we must first understand the relationship between boundaries, uncertainty, and chaos.



Melanie Mitchell’s complexity theory

If the Analytical Possibilities Frontier describes how humans and hardware perform under various conditions of complexity, and the OODA loop describes how we create and destroy models to tame complexity, then we can intuit that humans and hardware will have different relationships at each stage of this loop as it proceeds from the complex to the simple. We are missing one piece, however: how do we recognize when a system moves from a complex state to a simple one? In other words, what are the boundary conditions for complexity under different states, and what are the transition points between those states? Consider two hypothetical cases. First, an AI/ML system is tasked with identifying a specific object in a highly congested port. Second, the same system is tasked with identifying that object in the open ocean. Melanie Mitchell’s theories of complexity can help to describe the relevant differences between the two cases.17

Mitchell’s work explores how deterministic or tightly bounded systems transition into chaotic or complex spaces. One classic example of this transition is the ‘Reynolds Number’ in aerodynamics which describes the transition of airflow over a surface from ‘laminar flow,’ which is linear and predictable, through a boundary layer, and ultimately to ‘turbulent flow,’ which is unpredictable and chaotic.

These three regions in aerodynamics are analogous to the decision-making space. There is a set of conditions under which we can reasonably predict events; there is another set of conditions under which the predictability of events starts fracturing into stochastic branches; and there is a final set of conditions under which we can bound an area of uncertainty, but cannot make accurate statements about what is happening inside that bounded space.

These three states help us understand the relationship between complex systems and algorithmic prediction functions. Human heuristics are useful for navigating complex, chaotic, bounded spaces; algorithms less so. But algorithms are ideal for navigating deterministic or stochastic spaces. Therefore, the relationship between humans and hardware should be defined by the level of complexity of the problem set, which can be linked in turn back to the steps of the OODA loop. Under deterministic conditions, we know where something will be; under stochastic conditions, we know where something might be amongst finite options; and under chaotic conditions, we know where something is not.



The kill chain

Briefly, one additional lens through which to view the complexity spectrum is the US military’s doctrinal dynamic targeting ‘kill chain’ in which friendly forces ‘find, fix, and finish’ enemy targets.18 The ‘find’ phase is complex and uncertain. Friendly forces might not know exactly what they are looking for or where to look. As forces proceed from ‘find’ to ‘finish,’ the situation becomes less complex and more certain. Throughout the discussion below, we will refer to actions close to the lethal end of the kill chain or far from the lethal end of the kill chain. What we have in mind is, for example, that a system that delivers a kinetic weapon against a target is close to the lethal end, while a high-altitude surveillance system that provides general trend data to analysts and commanders is further from the lethal end of the kill chain.



Data logistics

To consider AI/ML use cases, we need a theory of data logistics – the data management, storage, and communications structures required to train and apply learning algorithms operationally. We situate these data logistics on the feedback cycles of Boyd’s loop, since any sensemaking and especially action will rely upon these capabilities. Ontology structures need to be managed to aggregate the volume of data required to train the AI/ML system and resilient storage and communications are required to manage distributed sensors or deploy capabilities that require reachback. More broadly, an AI/ML strategy must tie into a cloud strategy and a data strategy.19

Without this supporting structure, developers will struggle to classify algorithms into a ‘tightly bounded,’ ‘loosely bounded,’ or ‘unbounded’ taxonomy across environments. Developers must test an algorithm’s reasoning with maximal variance in operating conditions to ensure an algorithm will work equally well across the highest number of circumstances. Current AI/ML algorithms can be extremely brittle. Most algorithms lack a significant ability to generalize outside of the conditions displayed to them in their training data. Even high performance computer vision algorithms display significant performance issues when applied against objects in unusual environments, uncommon orientations, and when algorithmic heuristics are underdeveloped by the depth of their training.20 Algorithms could rapidly drift between being capable of ‘tightly bounded,’ ‘loosely bounded,’ and ‘unbounded’ control paradigms unbeknownst to the user as micro-details in the algorithm’s environment change. Even pixel-level changes to images can severely retard algorithm performance without alerting human operators. To guard against these fluctuations, an algorithm must remain in a continual state of test and development. Like Tesla’s ‘shadow mode,’ military systems might constantly gather data from their current operations and run it against a test algorithm to identify changes in algorithm performance or logic in real time.21 Upon deployment to theater, AI/ML-enabled weapon systems will require an initial, human-led calibration and testing period to screen for environmental turbulence that causes the algorithm to operate in ways that would surprise an operator.

Judicious creation of a data logistics theory will expedite the speed at which algorithms achieve full performance in varied operating environments. We might imagine data logistics in the same way that a WWII army imagined industrial logistics – a disciplined ontology is like interchangeable parts, enabling a supply chain to flow. A unit cut off from cloud storage and flowing data loses algorithmic effectiveness over time. Regardless of form, we place data logistics in the background of this model and view it as a prerequisite to all use cases.




Use cases

In this section, we point to three cases that can be applied at the transitional points between steps on Boyd’s OODA loop. First, tightly bounded problems (Decide/Act) are precise and can be entrusted to extend human agency toward lethal outcomes. Second, loosely bounded problems (Orient/Decide) are marginally precise and must be refined by human thought to adjudicate between stochastic possibilities before causally connected to lethal outcomes. Third, unbounded problems (Observe/Orient) are imprecise and therefore algorithms deployed in this context should be subjected to a high degree of human scrutiny to navigate chaos before the AI/ML recommendations are adopted.


Use case 1: tightly bounded problems

A tightly bounded case is one in which a human can precisely identify the bounds of a problem. In these cases, the system yields a high degree of accuracy and predictability and is therefore worthy of a high degree of trust even though the outcomes are morally and tactically weighty. Using the lens of complexity, this use case maps onto stable systems. Using Boyd as a lens, this use case helps users transition from Decide to Act. On the Analytical Possibility Frontier, this case trends toward the left side of the graph where algorithms generally perform better than humans.

This use case is the most familiar. The classic AIM-9 Sidewinder was entrusted to home in on a target once a human bounded the problem to an infrared signature lock. In paradigmatic Sidewinder employments, the pilot visually identifies the other airborne entity as an enemy aircraft. The human pilot is capable of this ontological categorization as a result of her education, training, and heuristics. Then, based on the correlation between the audible tone provided by the missile system with the physical location of the enemy aircraft, the human pilot ensures that the thermal signature the missile has recognized and locked onto is, in fact, representative of the enemy aircraft. The pilot releases the Sidewinder, which then capitalizes on its speed in this ‘math-rich’ task. The sidewinder then generates a geometric solution to close with the enemy aircraft. All the while, the missile does not ‘know’ that the signature represents an enemy target. It merely tracks and ultimately targets the thermal signature it was assigned.

AI/ML expands on these possibilities. Suppose instead of a simple thermal signature, the AI/ML tracks a high-resolution signature defined by inputs across the EM spectrum (e.g. visual, radar emissions, thermal). The human operator then assigns this multi-spectral signature on top of an entity that the human has classified as a threat. When such a weapon reported a signature lock on the human-designated-and-evaluated entity, the human releases the weapon to destroy the target. For instance, the human operator might assign the system the task of targeting any signature that exhibits all of the following characteristics: it is hot in infrared; with a radar cross section of W; it emits radiation in frequency bands X and Y; and operates within geographically constrained region Z.

One might suggest here that the constraints in the hypothetical case are unreasonable. One concern many have expressed over so-called autonomous weapons is that they will not be so constrained. But it is precisely this concern that we expect our model to assuage. The human operators employ the system close to the lethal end of the kill chain only because the set of possible targets has been constrained and, therefore, uncertainty has been reduced. These are the same kinds of constraints human operators use to identify targets. For example, during the Cold War, NATO forces could reasonably have assumed that a MiG flying over the Fulda Gap from East Germany toward West Germany is hostile by virtue of its being a MiG on that flightpath. The same would have been true of a T-72 main battle tank actually driving across the Gap. A successful AI/ML weapons system employed close to the lethal end of the kill chain must be subjected to similar constraints.



Use case 2: loosely bounded problems

A loosely bounded case is one in which a human can generally define the signature for an entity, but because of some degree of environmental ambiguity or enemy agency is unable conclusively to correlate signature with entity. AI/ML would nominate potential correlations to a human for adjudication, and the human-machine team would be able to sift through information more quickly than the human could on his or her own and more confidently than the hardware could on its own.22

In these cases, the system yields a moderate degree of accuracy and predictability, and can inform weighty outcomes, but requires humans to adjudicate ambiguous cases. Through the complexity lens, these are boundary layer cases in which the system is still discernably operating between several discrete states but does not settle into one clear outcome. In Boyd’s model, this links Orientation and Decision. On the Analytical Possibility Frontier, this case falls near the threshold between human and hardware performance. In this case, the human operator can tell the machine where to look, but not what to look at.

We might imagine a sensor search algorithm that runs at machine speed but that nominates potential targets for human adjudication. As opposed to the tightly bounded case, where we should expect very nearly perfect accuracy (say 99.9+%, using the U.S. military’s ‘Danger Close’ heuristic of 1/1000 incidence of unintended effects), in this case we can imagine a one-in-two, or even one-in-four level of accuracy. These are hypothetical numbers, but they scope a tactical use case where a human deployed their sensor on a rapid search pattern, and confirmed any targets detected. Operators could adjust algorithm sensitivity to reflect environmental conditions, sensor accuracy, or combat intensity. Poor weather might drive someone to accept a higher number of lower probability detections. Conversely, operations in a population-dense urban area might cause users to tune the algorithm to nominate only targets with high probability scores.

Andrew Ilyachinski describes the possibility of camouflage designed to thwart AI – this technique would hamper these tactics by allowing the AI/ML system to report looser correlations.23 Even so, it should allow detections faster than a standard human search pattern, with the human back-stopping the accuracy of the system. In the tightly bounded case, the human bounds the system prior to deploying it on a task. In the loosely bounded case, the human is re-bounding the loosely bounded problem through this curation process. One set of tactical decisions with these sorts of algorithms will be the reporting threshold. If it is too low, it becomes essentially a human scan, as humans will be constantly adjudicating a very large number of reports. If it is too high, the system will miss targets or threats, especially if an enemy is using effective camouflage. One way to describe this loosely bounded application is as a target nomination process according to which the AI/ML system will suggest targets and human operators will choose from among them which targets to action.

A techno-social challenge for these sorts of systems is the possibility of human overconfidence in AI/ML systems – generally referred to as ‘automation bias.’24 To use such a system ethically, humans must be aware of their own analytical limitations and incorporate context and wisdom into their adjudication rather than merely ratifying a machine solution. In loosely bounded applications, humans will require classroom and experiential training to understand algorithmic flaws and to gain confidence in their ability to diagnose them. Lack of user comfort with algorithmic logic could introduce delays that undercut the technological advantage offered by AI/ML empowered decision-making. Overconfidence in algorithmic logic will introduce a permissive environment in which human operators fail to curate nominated targets. But this phenomenon is not unique to AI/ML systems. If human warfighters overestimate the threat or undervalue the moral costs of false positives, they, too, will introduce a permissive environment in which they fail to curate potential targets. Adequate training is the solution in both cases.



Use case 3: unbounded systems

An unbounded system is one in which the human cannot constrain a system to the point at which AI/ML can identify entities or act with any appropriate degree of certainty. This case is primarily about anomaly detection – the AI/ML identifies a correlation which challenges a known model or conclusion, or identifies a correlation in an unexpected location without being able to map that correlation onto a characterized behavior, pattern, or entity. Because the AI/ML system is working on pattern recognition, while humans generally think in terms of narrative and causal chains, the AI/ML system might recognize seemingly inexplicable changes in patterns of behavior that humans might overlook. While the resulting reports would often be endogenous or spurious, in some cases they would be accurate and valuable. In these cases, such a tool helps humans turn a critical eye toward their own cognitive frames and biases.

In the language of complexity, these unmoored correlations exist in chaotic spaces, which is why linear causality (and therefore characterization of intent) cannot map onto them cleanly. For this reason, an unbounded system should not be directly connected to lethal force, but should instead serve as an adjunct to human reasoning. Using Boyd’s language, this case accelerates and refines the relationship between Observation and Orientation. The case exists on the right side of the Analytical Possibilities Frontier. For a hypothetical expectation of accuracy, one out of a hundred or a thousand nominated correlations might be the needle in the haystack, and such a tool would support brainstorming or increase the rigor of an established model. These are the cases in which the operator doesn’t even know where to look yet and the AI/ML system can help the transition from observing the world to orienting toward a particular task or problem set.

We would envision such a use case most relevant to an intelligence analyst looking for an outside-the-box solution the enemy hadn’t considered – an analytical ‘goat path’ around well-set defenses. A program might run Hobbes’ regression, ‘the correlation of all against all’, and find something surprising. Most correlations would likely be endogenous junk, an artifact of chance or circumstance that cannot be changed. But the few that are not junk would be gold.

AI/ML algorithms offer humans opportunities to conduct pattern recognition at scale in unbounded environments. In such scenarios, processing speed and data availability largely replace analyst man-hours as constraints. Geospatial intelligence analysts might use image classification algorithms to search government and commercial satellite coverage of an entire country for weeks, months, or years in search of never-before-seen military equipment. In a more bounded scenario, human analysts might set rules for an algorithm to notify them each time a piece of equipment outside of the algorithm’s ontology appears in an area of importance, e.g. a military base, training area, conflict zone. Alternatively, analysts might ask an algorithm to report on the identification of a specific object class in satellite imagery collected across the planet. Human rights organizations might leverage these same techniques to track refugee flows and locations in a failed state. An NGO could run an algorithm that tracks geolocations of unique dialects or idioms through social media to observe unexpected population movements.

In 1962, human analysts performed the function of anomaly recognition by identifying the Soviet installation of long-range missiles in Cuba, leading eventually to the Cuban Missile Crisis. In the future, AI/ML algorithms will automate this task. Human analysts and scientists will use their area specific knowledge to set rules and bounds and to make requests of algorithms running analysis of nearly unbounded data environments. Human analysts will review algorithmic outputs, focus collection, and explore causal narratives in response to algorithmic observations.

Once again, there is not a direct tactical use case for these sorts of systems. Algorithms running in unbounded environments will consistently nominate ‘anomalies,’ easily explained away by human general intelligence, context, and cultural knowledge – a zebra in New York City appears like an anomaly until the system incorporates the concept of a zoo. These algorithms are too inaccurate to be responsibly employed at the tactical level because users intentionally place them outside of their logical depth. Analysis of these correlations is time-intensive and inappropriate on a dynamic battlefield. These systems are for the analysis cell or the lab.

If we envision AI/ML through the Heideggerian lens of a prosthetic, these technologies should enable us to extend human agency in three important ways. First, physically, by applying an extension of human agency in places where it would otherwise be impossible such as on a missile in terminal guidance; second, temporally, enabling humans to ‘freeze-dry’ decisions to enable machines to enact those decisions at extreme speed such as an AEGIS system countering a high-volume, simultaneous time-on-target attack; or third, analytically, by sifting through a time-prohibitive volume of data or an n-dimensional problem, or by removing algorithmic drudgery from human workflows. Since these three forms of prosthetic ‘extenders’ each have a different relationship to a human ability to ‘call-back’ the action, they should also map onto our use cases – tightly bounded systems to physical extension of human will such as on a missile beyond datalink range; loosely bounded systems to temporal extension, to be used when time is of the essence but with a human still present; and unbounded systems to analytical extension, improving human insights by accelerating data analytics and challenging heuristics.25 However, this is an imperfect map. AI/ML can serve as an analytical extender in tightly bounded cases by allowing humans to divest mindless process and one could argue that temporal and analytical extensions are two instances of the same phenomenon.



Hazard cases

This model suggests at least two ways in which operators might fail to employ AI/ML wisely. In the first kind of error, algorithmic recklessness, users allow an unbounded or loosely bounded system to operate with a high degree of tactical trust to employ lethal force on a battlefield. This evokes the cinematic fears of slap-dash algorithms using lethal force against signatures or behaviors incorrectly classified as hostile. Such a system would likely result in unintended escalation of force or unintended casualties. A desire for the decisive use of force could result in this sort of recklessness, running an algorithm in a complex environment without imposing the requisite constraints.

The opposite hazard case is one in which humans allow an algorithm to provide answers early in the kill chain at an inappropriate level of precision for the conditions and the context. We call this algorithmic abdication. In the Observe and Orient phases of the OODA loop, foreclosing the analytical space too early may accelerate humans toward a clean – but wrong – decision because it is bureaucratically simpler (Figure 6.2).26
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Figure 6.2 Kill Chain Placement-Complexity Graph





Application

Applying this model to the real world generates two important sets of conclusions: one ethical and the other operational. Ethically, the human-centric model for which we argue here disarms some of the ethical concerns that have pervaded the literature. The human-centric model also provides an operational concept to address some of the challenges laid out in the NDS.


Application to ethics

The academic debate over the ethics of AI/ML weapons – often called ‘autonomous weapons’ – is robust and we lack the space to review it all here. In his summary of the field, John Sullins identifies four categories of concerns: responsibility, rights, virtue, and harm. Here we show how our model helps to mitigate concerns about responsibility and rights.27

The responsibility concern was put forward, perhaps most influentially, by Rob Sparrow in 2007. He argued that if weapons systems are capable of selecting their own targets, and those systems err and kill the wrong people, no one – neither the manufacturer, the commander, nor the system itself – is responsible in a meaningful sense.28 In Sparrow’s example, an AI/ML system targets a column of enemy soldiers who are attempting to surrender. The AI/ML recognized the surrender and yet ‘had reasons for’ targeting them. Sparrow suggests that if a human had committed the same action, he would be tried for a war crime. Though there is the same horrific outcome in this case, there is no one who can be held responsible. If one adopts a machine-centric view of AI/ML systems, then Sparrow might be right. The human was ‘out of the loop,’ and therefore the AI/ML system was free to commit an action that, in this case, caused wrongful harm.

In our view, however, the human operator is responsible – based on her classroom and experiential training and certification – for matching the machine’s degree of freedom with context-specific uncertainty. In Sparrow’s case, the AI/ML system is in the ‘Decide/Act’ phase of the OODA loop (and might, in fact, be navigating multiple OODA steps without human intervention). It is close to the lethal end of the kill chain and is in the stochastic region of Mitchell’s complexity spectrum. In our model, the degree of freedom in which the system is operating is not aligned with its position according to the three lenses. A system that is close to the lethal end of the kill chain should be tasked only with tightly bounded problem sets. If the system were bounded in space and time, for example, as in the Sidewinder case, the human operator would be in a position to intervene and accept the soldiers’ surrender.

This is just one example and is not meant to show that the human-machine team will not err. The fog and friction of war will play as significant a role in AI/ML applications as it has in all previous applications. What we suggest here is only that properly bounding the problem with which the AI is tasked ameliorates the responsibility concern.

Sullins’ second category of concern is rights violations. Some have argued that to kill someone by ‘autonomous weapon’ is to disrespect him, and therefore to violate his human dignity.29 U.S. Air Force General Paul Selva, then Vice Chairman of the U.S. Joint Chiefs of Staff, has said that he does not think it is ‘reasonable to put robots in charge of whether we take a human life’ because ‘we take our values to war’.30 If the only conception available is one according to which the human might be ‘out of’ the relevant control loop, then Selva’s concern is well-founded. There are two ways in which the conceptual approach we offer here should assuage this family of concerns. First, we can look at the continuity from systems that have been in use for decades and what we propose. Second, we can look again to the constraints under which the AI/ML system is placed when close to the lethal end of the kill chain.

Previously, we discussed an AIM-9 Sidewinder engagement in which the friendly aircraft engages the enemy aircraft at close, visual range. Now consider a different case that has been applied in the real world since at least since 1991.31 An airborne early warning radar system identifies airborne radar tracks proceeding from enemy territory toward friendly territory. The air battle manager passes those radar tracks to a flight of friendly fighter aircraft that then acquire those tracks with their own aircraft radars. The fighter aircraft employ algorithms to identify the type of aircraft represented by the tracks, and based on that type aircraft identify the tracks as hostile – matching signature to ontology.32 The flight lead then assigns various enemy aircraft tracks to flight members, and while still some 20 miles away and well beyond visual range, the friendly aircraft employ AIM-120 Advanced Medium Range Air-to-Air Missiles (AMRAAMs) against the enemy aircraft. The AIM-120s conduct the intercept using their own internal radar systems, so the friendly aircraft can conduct evasive maneuvers, remaining outside the enemy’s weapons engagement zone.

This case does not involve future technology, but rather existing technology. It is a case of a tightly bounded problem set in which the rudimentary AI system – in this case, the collection of radars, Non-Co-operative Target Recognition (NCTR), and the AMRAAMs – is employed close to the lethal end of the kill chain. Though the pilots chose to release the weapons, the pilots’ decisions were informed entirely by human-developed technological inputs – the radar tracks from enemy territory, the formation of those tracks as depicted on his own radar screen, and the target recognition via NCTR – all from beyond visual range. In an engagement like this one, do the friendly pilots violate the enemy pilot’s sense of dignity? We suspect that even critics will agree that they do not, because in this case, the pilots chose to kill the enemy combatants.

In our human-centric view, the difference between the case as described and a case of an AI/ML system conducting all the phases of that particular kill chain is a difference in degree and not in kind. In our view, the human dignity concern is largely diffused, precisely because the closer the AI/ML system is to the lethal end of the kill chain, the more tightly the human operator will bound the problem set. The human operator will have decided in advance that if the radar track represents this type of aircraft with this bearing, range, and course, the AI/ML system should target it. The human is still, in Selva’s words, ‘in charge of whether we take a human life.’

In general, the conception we propose here mitigates many of the ethical concerns over ‘autonomous weapons’ precisely because we do not understand them to be strictly autonomous. Instead, we treat them as tools in the hands of skilled human operators who must decide how to bound the problem sets to which they are applied – the human operator must decide how autonomous they should be in a given context. The human operator ensures that autonomy tracks reductions in risk. The higher the risk – of error or loss of life – the less autonomy will be granted to the system.



Application to operations

Embracing our call to reverse the algorithmic warfare paradigm away from Weiner’s ‘in-the-loop’ or ‘on-the-loop’ to a human-centric decision cycle is essential, not just to inform the academic discussion, but to inform future combat operations.

The 2018 NDS fundamentally changed how the Pentagon envisions conducting future operations. Traditionally, the United States (and generally speaking, ‘western’ states) implemented a five-phase operational planning construct, which was built around an assumption that the military would have weeks, if not months, to respond to a crisis or crises circumscribed ‘over there,’ hundreds if not thousands of miles from the continental United States. This has changed with the 2018 NDS. The NDS’s four-layered Global Operating Model recognizes that competition with states such as China and Russia is persistent, especially below the level of traditional (Western) armed conflict. The Global Operating Model also appreciates that modern surveillance systems’ capabilities, including those enabled by AI/ML technologies in which China and Russia are already heavily invested, make traditional thinking on mass formation maneuver warfare part of a bygone era. This is because it would both take too long to organize the massed formation(s) for employment and the formation(s) would be targeted throughout the entire process. In addition, the Global Operating Model acknowledges that the U.S. military currently has more than 500 overseas bases and tens of thousands of already forward-deployed forces to employ to help implement the NDS.

Hence, the Global Operating Model’s first layer is the contact layer, in which forces are to ‘expose malign behavior and counter competitor influence’ to help provide decision space for policymakers. The second layer, referred to as the blunt layer, includes combat credible and warfighting-oriented forces present forward to deter, degrade, or deny adversary objectives in conflict. This includes forces specifically designed to deny potential adversary fait accompli strategies in locations such as Taiwan and the Baltics.33

The NDS requires elements of the U.S. military to be persistently postured in key maritime regions outside the Indo-Pacific as well such as the regions in and around the Baltic Sea, Strait of Hormuz, and Bab-el-Mandeb Strait. In other words, the NDS requires the U.S. military to become much more distributable, positioned in and around the world’s contested maritime littoral regions, with capabilities that can sufficiently deter and, if necessary, deny an adversary attack from achieving its objectives.

In the near future, this construct should be applied to platoon- to company-sized formations of Marines, Soldiers, and special operations personnel from all U.S. military services, equipped with and enabled by AI/ML systems such as loitering munitions. These units should also be distributed persistently in five or six locations in and around the Strait of Malacca, as just one example. These forces should operate alongside U.S. treaty ally military units, as well as with strategic partners – with the main goal of maintaining, if not enhancing the defense of the rules-based order. On a day-to-day basis, these forces would use the aforementioned AI/ML-enabled systems to help identify and counter adversary malign behavior. Predicative logistics-focused algorithms would help ensure the distributed forces do not reach their culminating points. AI/ML-enabled command and control systems would help ensure the forces could communicate, as required, in the parts of the electromagnetic spectrum least likely to be impeded by an adversary. And specific to AI/ML-enabled lethal weapons systems, contact layer forces, as well as those prepared to support them from the blunt layer, would be equipped with loitering munitions – surface, sub-surface, and aerial – that can conduct operations within the bounds imposed by the human operator, despite denied regions of the electromagnetic spectrum. AI/ML would form the technological backbone of a command, control, communications, computers, intelligence, surveillance, and reconnaissance (C4ISR) and fires complex capable of dominating key terrain across the Indo-Pacific.

The AI/ML-enabled lethal weapons systems would be designed with defensive purposes in mind, in tightly and loosely bounded scenarios, specifically targeting adversary capabilities required to employ overt military force to overturn the rules-based order. Altogether, these capabilities would enable U.S. forces in the contact and blunt layers to address threats in the expansive Indo-Pacific, at a feasible cost. These forces would also go a long way toward reassuring allies and partners who are currently experiencing, for example, significant coercion and outright bullying efforts by the People’s Liberation Army.




Conclusion

This chapter introduced a typology of AI/ML tactical applications by relating the boundedness of a tactical problem to the responsible assignment of lethal force to that system in the context of the 2018 U.S. National Defense Strategy. Tightly bounded problems allow AI/ML-enabled systems to serve as lethal human proxies, by matching a signature to an entity to a behavior. The human interprets that behavior and those correlations either on the spot, or prior through a database. Loosely bounded systems still have some map between signatures, entities, and behaviors, but deal with more complex environments by referring cases to humans for adjudication. Unbounded systems serve as brainstorming tools by searching for correlations with low context or conceptual maps imposed on those correlations a priori. Humans would then have to determine and test a causal logic, because this technique is inherently endogenous.

This is merely a typology that gives us categories to focus the discussion as we move forward. The harder work of applying these principles will likely need to wait for more direct tactical applications – the technical possibilities will drive more questions as we discover them. But perhaps this model can help us to structure those conversations usefully.

The most important finding in all of these use cases is the relationship between humans and hardware in the context of the contemporary and forecasted future security environment. As always, we should divest ‘station-keeping’ tasks to the hardware to allow the humans to focus on the ‘judgment-laden’ tasks. Let the robots do the math, and let the people do the thinking. By properly managing this relationship within each of these use cases, we can take advantage of useful emergence and unexpected events. We have hitherto misunderstood the fundamental problem in AI/ML as ‘where does the human sit in or on the control loop’? We should rather determine where AI/ML should aid the human decision cycle.

Ultimately, this approach enables a ‘Chaos Imperative’ approach to warfighting, allowing a warfighting culture that focuses on reducing constraints on human possibilities rather than increasing constraints in human control (such as in a liberal democracy vice an authoritarian regime) to operate efficiently at higher levels of environmental complexity than its opponent. An anthropocentric view of AI/ML, rather than a cybernetic view of control systems, makes collaboration, initiative, and risk-taking extremely valuable and advantageous commodities.

While this broad strategic employment concept might sound fairly simple, significant obstacles must be overcome to make it a reality. Perhaps foremost among these obstacles, beyond cultural resistance within the military services, is restructuring the AI/ML debate in the academic literature. What is at stake are not machine decision loops devoid of human inputs, but rather human decision cycles aided by AI/ML systems. Next, the military services will need to overcome the lack of current doctrine, training and certification standards, and crucially training ranges to master force employment integration of these AI/ML-enabled capabilities. Without new doctrine, training and certification standards, and places to conduct the required training, it is all but impossible to determine and then evaluate the human decision-making OODA loops required to maximize employment of these capabilities. Many hurdles remain to integration of AI/ML-enabled capabilities into the U.S. military. How long it will take to complete the majority of this work remains to be seen, but progress can only be made once human and machine interactions are framed appropriately, beyond a pop-culture-driven fear of ‘killer robots.’ We are optimistic though, especially if the scholarly community embraces the proposed paradigm shift described in this chapter.
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7 Cyber countermeasures for democracies at war

Nori Katagiri

Cyber activity is one of the most dynamic forms of warfare and poses a tremendous analytical challenge because ‘cyber war’, if it exists at all, is continuous and never conclusive. Moreover, the technology that drives it grows much faster than humans fathom its implications. It is no surprise that the literature of cybersecurity exposes a void in our understanding. One significant lacuna is the question of how nations, especially democracies, wage cyberwar through countermeasures. This is a critical question because, arguably, democratic nations, with high levels of economic prosperity and social openness, are on the defensive. Defending against and deterring cyber attacks is notoriously hard, giving credence to the widespread perception that superiority lies in the offence in cyberwar. In this context, countermeasures offer democracies a useful means of active defence – defined here as the act of counterattacking directly as a means of discouraging future attacks.

This chapter examines the following three areas. First, it investigates how cyberwar has manifested itself in armed conflict over the past decade. Cyberwar has introduced a new dimension to our understanding of warfare and made our strategic environment more complex. As a new domain somewhere between kinetic and non-kinetic dimensions, cyberwar has made it hard for us to put cybersecurity in the traditional analytical framework of armed conflict. I seek to clarify the problem by investigating the use of countermeasures as a viable strategy of democracies in defending their cyberspace.

Second, this chapter offers an assessment of how cybersecurity has shaped the character of war at the tactical and strategic levels. I show that democracies’ use of countermeasures has complicated the tactical and strategic-level decision-making processes of democracies as they try to secure themselves. The complication stems in large part from a number of constraints that cyber countermeasures impose on democracies.

Third, I draw implications of this analysis for changes and continuities of armed conflict. On the one hand, the arrival of cyberwar has reduced the physical aspect of traditional conflict. New information technology and associated means and methods of delivery have reshaped the conduct of war. On the other hand, I contend that cyberwar has not changed the fundamentally political character of war. While constraints on democratic countries’ use of cyber countermeasures are multi-dimensional – legal, ethical, technical, and strategic – ultimately they can be reduced to a political problem of governance and defence. Both incentives and effects of cyberspace actions remain heavily dependent on the Clausewitzian nature of war as an extension of politics by digital means.

For the purpose of efficiency, I offer minimalist definitions of two key terms – democracy and countermeasures. I use the word democracy in the normative sense to mean a form of liberal democracy with a functional, politically accountable government, rule of law, and free and fair elections, as seen mostly in Western Europe, North America, and parts of East Asia like Japan. I define a countermeasure as a symmetric response to attackers immediately following a verified attack. Countermeasures are an example of active defence strategy, which must be differentiated from passive defence – actions aimed to minimize damage without retaliation. There is an absence of clarity concerning countermeasures in international law, unlike terms which deal with the use of force and armed conflict. This makes it hard to appreciate the utility of international law in this context. It is another reason why it is so difficult for us to analyse cyberwar using the traditional kinetic framework of war. This challenge, however, reflects the political nature of problems among states on the terms of reference. States tend to operate tacitly without definitions.

In the rest of the chapter, the three areas are explored, tackling the question of how democracies fight cyberwar through countermeasures, while highlighting the challenges involved in the process. I suggest that, while countermeasures remain among the most useful means of defending against attacks, democracies continue to struggle to use them effectively. I make this point in three steps. First, I discuss how countermeasures work for democracies. Second, I explore legal, ethical, technical, and strategic challenges they face in using countermeasures. Finally, I draw implications of this analysis for change and continuities of contemporary armed conflict.


How cyber countermeasures work for democracy

Cyberwar has opened a new frontier in the study of warfare and added complexity to the traditional framework of armed conflict. Part of this complexity is the question of whether cyberwar is ‘armed’ conflict or not. It is a tough question, as states and scholars continue to disagree over what cyberwar means precisely. The disagreement comes in part from the lack of definition of terms like ‘use of force’ and ‘armed attack’ in international law. States have agreed to leave them undefined, which means that defining them in cyber contexts is not only hard but impractical. Legal specialists have struggled to define the terms. For instance, the International Group of Experts (IGE), a group specializing in international law applied to cyber operations, spent a few months deliberating the definitional problems before deciding to let states determine the meaning of the terms their way.1 Definitions prove difficult because cyber is not considered an independent sphere of conflict but part of a wider context. That is, strategic analysts tend to see cyberwar as a supplement, rather than an alternative, to the traditional armed conflict. The complimentary aspect of cyberwar is a correct approach to adopt, but it also increases the analytical complexity that security scholars must confront.

The introduction of cyberweapons into international security has created various risks for democracies. Socially tolerant and politically open, they present a number of easy targets for exploitation. One of the major challenges they face is the tension between civil liberty and national security, a delicate balance that underscores many recent policy debates and academic discourse.2 The tension sometimes forces democratic governments to voluntarily restrict the use of force to avoid infringement on pubic rights and escalation with rivals. Among major advanced democracies we witness civil society groups and NGOs promote social awareness on divisive issues like surveillance, censorship, encryption, and privacy invasion. They demand governments act on them and adhere to civil rights. Along with the mainstream mass media, these groups have pressed governments to crack down on digital firms (like Facebook) that are accused of abusing the availability of private information to maximize profit by marketing insecure devices people use to connect through social networks.3 Former Estonian President Tomas Ilves said that ‘Liberal democracies with a free press and free and fair elections are at an asymmetric disadvantage because they can be interfered with – the tools of their democratic and free speech can be used against them’.4

One of the best recommendations for democratic countries to defend their cyberspace is made by analysts at places like The Hague Centre for Strategic Studies (HCSS). Among other things, they find democracies’ civil society and vigilant government operating within dense networks to be a key bulwark against hostile foreign attempts to undermine social cohesion. In this context, they recommend that democracies confront attackers originating in nondemocratic regimes by respecting the rule of law and protecting the liberal order from foreign meddling. They also call on democracies to develop a variety of measures to deal with disinformation campaigns, including defensive, offensive, preventive, reactive, and proactive measures.5 One of such measures that democracies have at their disposal is cyber countermeasures. Indeed, democracies may use them primarily by way of active defence retaliation to destroy and degrade enemy capabilities to fight cyberwar. Primary examples of active defence measures are ‘hack back’ actions that retaliate, ‘honeypots’ of trapping enemy malware for forensic analysis, and ‘dye-packs’, a malware in decoy files that traces attackers.6 These tactics can help introduce false information into adversary networks and generate powerful strategic defences for democracies.

There is no international law that explicitly permits anyone to conduct cyber countermeasures, but there is an emerging norm in favour of them, with some conditions attached.7 There is a hint that states are entitled to make an in-kind response to cyber attacks as long as they give a warning because the ‘attacker’ may have been ‘spoofed’ and used as a conduit by a third party. The IGE, for example, contends that, according to the Tallinn Manuals, governments should be allowed to retaliate on behalf of non-state actors if the attack they have sustained is attributed to a foreign state. However, the proposal comes with a caveat that favours nation-states over non-state actors. The IGE claims that it would not ‘allow’ non-state actors to retaliate for themselves or the governments they may be working with. So it is only states that are ‘authorized’ to carry out countermeasures. The authorization they have, however, becomes a burden on some states because it can make them more likely than non-state actors to be targeted, and, because non-state actors are not allowed to take their own initiatives to retaliate against attackers, states are the ones that face the burden of protecting both themselves and non-state actors they work with (i.e. technology firms that collaborate in government operations). The proposal also gives a somewhat risky impression that concerned non-state actors should only worry about defending themselves when their government collaborators are at greater risk. Further, the way the norms of cyber countermeasures are laid out is complicated. For example, IGE contends that governments should not retaliate against national security proxies that have launched cyber attacks at them (i.e. advanced persistent threat groups) when the attack is not attributed to a foreign state.8 This proposal, too, essentially protects the proxies even if they are the ones that conducted malicious acts. Inadvertently this therefore gives attackers perverse incentives to make more attacks.

These proposals have not been accepted as fully-fledged norms of cyberspace behaviour. Democracies cannot present these arguments to the international community to justify their own measures when these norms are contested. In fact, even some legal scholars are sceptical towards the Tallinn Manuals. Analysis of state reactions to the Manuals shows many were largely unconvinced when they were published. Dan Efrony and Yuval Shany concluded that


there appears to be limited support in state practice for certain key Rules of the Tallinn Manuals, and that it is difficult to ascertain whether states accept the Tallinn Rules and wish them to become authoritative articulations of international law governing cyber operations.



As such, they go on to question ‘the degree to which the Tallinn Rules are universally regarded as an acceptable basis for articulating the norms of international law governing cyber operations’.9 The proposals that norm entrepreneurs make to justify state countermeasures have been violated already, as seen, for instance, in Russia’s alleged attacks on Ukraine and Estonia and the US retaliation on Russia’s Internet Research Agency for its role in the 2016 US elections. Frustratingly, the international community at large will need time before it decides whether it makes sense to accept these proposals.



The challenges of countermeasures

There are many challenges for conducting countermeasures. The most important point is the political nature of problems associated with cyber countermeasures, specifically that the act of countermeasures may generate a set of tactical and strategic challenges, which, in turn, become political problems for democracies. Cyberweapons are being developed and used as a means of achieving the ultimate ends of national security, and these represent a direct threat to the functioning of democracy. This section will show that many of the challenges they face – be they legal, ethical, technical, and strategic – are associated one way or another with the way democracies govern themselves. Like other forms of war, the core of cyberwar remains political in nature.


Legal and ethical challenges

In many countries, cyber countermeasures are tolerated as a matter of policy and often justified from the standpoint of self-defence, but they can face legal challenges. Even if existing international law makes no ban on cyber countermeasures, some democracies would find it hard to adopt international standards in their domestic contexts and launch them at will. Some democracies may deem it illegal and politically too costly to do even basic (but necessary) things like probing operations into target networks because they prompt lawsuits against governments and commercial operatives and jeopardize the reputation of their leadership. If these countermeasures are revealed and subsequently considered illegal, lawmakers will be held accountable. They would be compelled to clarify their stance, face electoral punishment, or be forced to reveal their modus operandi in cyber defence and thus damage national security. All these concerns make it difficult for them to support countermeasures wholeheartedly. In other words, politicians and cyber warriors face the challenge of executing active defence within domestic legal frameworks.

At the same time, democracies are subject to various principles of international law such as distinction, due diligence, and proportionality (see also Chapters 13–16). Under the principle of distinction, states are obligated to choose targets based on differences between combatants and noncombatants and avoid targeting objects like hospitals, transportation, and a whole range of objects that matter to the survival of the innocent.10 Only military objects can be targeted in traditional conflict settings, and such an object is generally considered visible. Of course, it is extremely difficult to distinguish them in cyberspace such as civilian workers who attack democracies on their government’s behalf or private sector employees who do the same. Second, the principle of due diligence posits that states should ensure that their territory is not used as a base for cyber operations that affect other states. It is a critical issue in cyberspace because many attacks transit through multiple platforms that are supposed to be politically neutral. Such attacks raise states’ obligations to prevent the illegal use of their facilities. Of course, these principles themselves are contested among scholars who disagree over whether neutral states should be held accountable, but most democracies seek to comply with the accepted principles.11 Finally, the principle of proportionality posits that active defence retaliation, permissible under customary international law, warrants one that is proportional to the first strike. In cyberspace, the problem is that no law or norm clarifies how to measure proportionality. Lack of clarity over measurement raises the chance that countermeasures would be perceived in different manner than that which the democracies intended. The difference in perception of proportionality, which Farrell and Glaser call the ‘salience gap’, increases the probability of misunderstanding between the attacker and retaliator.12 Misunderstanding over the measurement of proportionality could lead to unintended escalation.

The major ethical challenge democracies are subject to is to settle with the fact that countermeasures often involve what would be seen as some kind of attack function, even when they are used for defensive purposes. A potential portrayal of the democracy as ‘attacker’ may contradict with existing international efforts to use cyberspace peacefully. Countermeasures may also provoke the target to counter-retaliate, aiming at the democracy’s weakest link – the population. This could put innocent people in direct danger and make them fear that they may become the target of future cyber attacks. Consequently, they may demand government scale down the intensity of countermeasures and comply with the principles of international law. This is a critical matter for democracies, because these groups could, in turn, form a critical mass of norm entrepreneurs with increasingly assertive mass media and NGOs. In addition, democratically elected leaders will face checks and balances from other branches of government and close scrutiny from civil groups. There would be sufficient grounds for people to blame a government for an apparently escalatory policy that did not align with existing efforts to use cyberspace peacefully. Put together, these legal and ethical challenges present democracies a set of constraints that are distinct to their regime type. In contrast, undemocratic states like Russia, China, and North Korea would face less of a challenge in this regard. But the challenges democracies face are even more complex than this single theme. Technical and strategic issues represent problems that are considerably deeper.



Technical challenges

There are three technical challenges. The first is the danger of attacking the innocent by mistake. Just as attribution is hard in cyberspace, locating the right target to retaliate against is just as difficult. This is related to the fact that countermeasures are launched through multiple machines. Technically, this means that countermeasures have the chance of both harming the (innocent) machines outside one’s immediate cyberspace and making them part of the operations, raising the question of due diligence. Accurate targeting poses a tremendous challenge for democracies. It requires detailed intelligence as well as scanning and testing of the methods to be used. However, because cyberspace is one of the most guarded national security secrets of any state, getting detailed intelligence requires a high level of training and resources. Further, testing target systems before launching countermeasures is risky because, if detected, it would alert the adversary to the vulnerability and raise the chance of enemy preemption.

Second, use of multiple machines in the process of countermeasures makes it hard for the target to understand the democratic state’s intent. To solve the problem may require the democracy to waive its anonymity, but to do so will not be in its interest because it would reveal its capabilities and allow the target to reverse-engineer the malware it received, pass it to others, and actually use it to attack again. An inability to communicate intent fuels the tension between opponents and feeds into what Ben Buchanan calls the cybersecurity dilemma.13 Because cyberspace is anarchic and intent is hard to read, both sides of a conflict see each other to be aggressive. The dilemma grows because there is nothing that stops them from increasing their capabilities, since it is hard to tell countermeasures from purely defensive operations, and because many believe that offense has an advantage over defence in cyberspace. Anarchy in cyberspace forces democracies to mull attacks but potentially puts them in escalatory cycles that leave them worse off.

Third, countermeasures pose particular difficulties against closed societies.14 Some targets are hard to reach because they are, according to Henry Farrell and Charles Glaser, ‘disconnected from the enemy’s external networks or able to function only on dedicated land networks. Other targets may only be accessible through radio frequency operations’.15 Imagine a cyber operation into North Korea’s networks. North Korea keeps external network connections off its citizens but operates an intranet system of a few ‘webpages’ only elites have access to. Carrying out countermeasures on such systems is hard, because intelligence collection of targets is inaccessible. Only a limited number of specialists could conduct HUMINT, while OSINT is virtually impossible. The technical challenges may sometimes force democracies to ‘rely on errors in operational security practices … insiders that have been compromised, or clandestinely conducted physical operations to create or exploit access points unprotected by the authorities’.16 Democratic states will also continue to face challenges in working with private sector companies that operate in a politically hostile environment. This is because network contractors that would lay cyber infrastructure across societies would hesitate to do so due to the unreliability of network systems and due to the oppressive nature of these regimes. Conversely, it is also possible that people in democratic countries may feel uncomfortable with allowing foreign tech companies associated with undemocratic regimes like China (e.g. Huawei) to build extensive networks there because they fear that sensitive information may be stolen while also undermining their wider national security.17



Strategic challenges

There are three challenges with the strategic use of cyber countermeasures. First, countermeasures require democracies to do a few things prior to launching them, such as drawing a ‘red line’ and warning attackers not to cross it, and clarifying consequences for attackers. If the line is crossed, they must carry out the threats or lose credibility of future actions. This requires democracies to make a firm commitment. It also requires them to invest heavily in cyber defence even before they launch countermeasures. The commitment requires abundant technical human resources, which may deepen the already severe shortage of skilled labour. The US federal government, for instance, has for years not had enough qualified officials to oversee contracts with cybersecurity firms effectively. Shortage of skilled labour weakens oversight and increases the chance of risks like contractor fraud, waste, and abuse.18 In other words, countermeasures require heavy investment into both offensive and defensive cyber capabilities prior to launching them. Yet in democracies, it may be hard to persuade taxpayers to support heavy investment into offence and defence until the country is actually affected severely by hostile cyberactivity.

The second challenge is that of political expediency. Democracies may sometimes be forced to deploy countermeasures even when the intelligence about a target’s culpability, vulnerability, and identity as an attacker is imperfect (as it is most times). After all, countermeasures must be launched in a timely manner for democracy to signal against and discourage future attacks. Yet to do so increases the chance of error, and the cost of such an error can be enormous if the target decides to react in highly aggressive manner. If the democracy hacks back at a wrongly identified actor, it would incur international opprobrium. The mistake would also make the real attacker more emboldened to exploit the lack of assured attribution and retaliation. Aware that democratic nations face the dilemma, attackers would keep attacking.

Finally, countermeasures would generate a problem if they were launched through network contractors whose interests do not neatly cohere with governments. Contrary to public statements otherwise, states have an inherent interest in keeping some distance from network contractors so as to claim plausible deniability whenever necessary. If the distance is too ‘close’, states are more likely to be exposed when they get caught. For example, the Italian cybersecurity firm Hacking Team has over the years proliferated surveillance and decryption tools, communication monitoring devices, and systems that can remotely and secretly activate cameras. In 2015, hackers breached Hacking Team to reveal that it did business with governments in Sudan, Kazakhstan, and Bahrain, a corporate secret.19 Close ties between government and firms were obviously the cause of the revelation. On the other hand, if states operate too ‘far’ from firms, that causes different types of problems. That is, firms become more likely to act independently of states. Some firms may feel so independent that they disobey orders and falsely claim credit for actions. Behavioural issues force government to monitor them, but the firms may refuse government monitoring to protect corporate and client interests.20 This dilemma indicates that states have little control over business decisions these firms make or knowledge about for whom the firms ultimately work.




Conclusion

In concluding the chapter, I revisit the book’s broader theme by drawing implications of this analysis for change and continuities of armed conflict. On the one hand, cybersecurity has posed an analytical problem for scholars to consider cyberwar in the traditional framework of analysis. Cyberwar can be considered kinetic if it generates casualties through physical damage, but it also has nonmaterial dynamics that only occur within and between computer networks. Yet changes are not confined to analysis and scholarship. Cybersecurity has also made more complex the tactical and strategic calculations of democratic leaders. It has multiplied the number of actors involved and contributed to the complication of decision-making process. Accordingly, decision makers in democracies have to confront a larger number of constraints on the conduct of cyberspace. Because IT continues to evolve, this analysis also sets the stage for future research on related topics. Means and methods of cyber countermeasures have increased the obligation of the international community to assess the nature and impact of IT development and generate a set of legal norms to regulate the malicious use of cyber resources. There is no doubt that we will see AI and other deep-learning machines play a greater role in cyberspace operations.

On the other hand, addition of cyber dimensions to warfare has not changed the fundamentally political character of war. There are so many constraints on the use of cyber countermeasures. Democracies must pay close attention to abide by international law and norms when launching countermeasures. They must also leverage the technological edge they have to increase the effectiveness of the methods while minimizing negative impact of the technical challenges they face. Finally, democracies must stay attentive to strategic logic of the use of active defence to ensure that their actions make more rational sense in their cyber environment. These constraints continue to profoundly affect the daily lives of ordinary citizens that democracies have the responsibility of defending against cyber attacks. There remain many questions about the effectiveness of countermeasures chiefly because the effect of cyberspace actions remains heavily dependent on the politics of cybersecurity. The impact of cyberwar on the traditional conceptualization of armed conflict is limited, too, because most cyber attacks do not spill over to other domains, and cross-domain cyber operations are rare. But it is also true that democracies, like other states, seek to use cyber countermeasures as an instrument of statecraft. Countermeasures enable active defence to serve as a strategy of attaining security for liberal regimes with absolute mandate to protect citizenry. In the cyber age, the Clausewitzian war as an extension of politics by other means continues to affect our lives.
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Part IV
War from above




8 Air power 2010–2020
From Helmand to Hypersonics

Johnny Stringer


Introduction

An air power author writing in mid-1991, especially one serving in an air force, would be forgiven for reflecting on the recently fought Gulf War and feeling a sense of achievement and perhaps vindication, as that war had demonstrated to allies, adversaries and competitors just what the fruits of the United States’ Second Offset Strategy could achieve. The key constituent parts – satellite navigation, air- and space-based reconnaissance, extensive and secure communications, miniaturisation, precision weaponry and stealth technology, underpinned by exponential increases in computing power – had been employed by the coalition air component with astonishing effect, allowing a 100 hour land campaign with a fraction of the allied casualties that had been predicted. The No Fly Zones that were established throughout the ‘90s appeared to bear out the idea that the West had pioneered a new way in warfare – a revolution in military affairs even – with air and space power at its core.

The more considered analyst would have seen signs in subsequent air operations over the Balkans and northern and southern Iraq that questioned such confidence. Political and coalition realities and constraints, confused strategic objectives, and the attendant operational challenges had limited or even at times neutered the air instrument. The Kosovo campaign of 1999 might have led some to see it as the zenith of air power; in reality, political pressure and the threat of a land campaign forced Milosevic’s hand too.

Ten years’ later the score card was more mixed: the Taliban had been removed from power after 9/11, Saddam had been deposed (another showcase for sophisticated joint operations) but in Afghanistan and Iraq the Western coalition was fighting bloody and violent insurgencies, with the land environment the main focus for military and politicians leaders. The seemingly swift and relatively bloodless experience of the 1990s had been replaced by drawn out counter-insurgency (COIN) campaigns, slowly leaching public support and political tolerance. Air power had become an almost wholly tactical instrument, supporting others but not making the decisive strategic campaign contributions of the relatively recent past.

The period 2010–2020 has offered fresh insights into the utility and evolving character of air and space power: continued operations in Afghanistan, whilst simultaneously being employed in to protect the Libyan people from Gadhafi and ultimately allow for his overthrow. Having largely left Iraq by 2011, the West returned in 2014 to fight Daesh, conducting air operations over both Iraq and Syria. This chapter explores air power employment over the last decade in these three campaigns, drawing lessons and deductions from some exceptionally challenging operations in deeply complex environments: geographical, political and informational, but also increasingly shaped by the Information Environment, and with multiple audiences, actors and adversaries. The West and its allies are at an inflexion point in the employment and utility of air and space power, and we no longer own nor can dictate all the terms of the debate.



‘The essential glue’

Air and space power are essential to any modern campaign; it would be unthinkable to go to war or to conduct operations without assured access to both domains and thus the possibilities provided by the ‘vertical flank’. It doesn’t follow that they are employed in the same way regardless of the fight, and thus the actual utility of both has seen different expressions over the last ten years. In Afghanistan, the pre-eminence of the land campaign drove the employment of tactical fast jets, the tasking and collection for Intelligence Surveillance and Reconnaissance (ISR) assets and much of the Air Transport fleet’s use too. Both support and attack helicopters provided intimate land support – their raison d’être – to support individual tactical engagements. One could view the Afghan campaign as a series of tactical fights at varying scales, conducted across the country and orchestrated at the regional vice Theatre level. In the United Kingdom, an argument of ‘bayonets versus jets’ or of tying UK fast jets to UK forces (and thus limiting them to being national and not Coalition/Theatre assets) indicated how polarised understanding and advocacy had become. The debate was only finally concluded when analysis showed that UK ground forces, especially its Special Forces, were getting multiples of Coalition air support in return for each UK air asset provided to the Coalition. This approach also ensured that overall response times across Afghanistan were optimised, as well as allowing tasking of the best Coalition asset to each mission. A similar approach to the initial use of UK helicopter assets also risked effectiveness. Indeed, rotary wing lift had become a strategic and political issue by 2009 as a perceived lack of helicopters forced UK troops to undertake risky moves by vehicle or on foot. Once again, putting the UK rotary wing contribution into a coalition ‘pot’ and allowing optimum tasking and asset utilisation (provided by an RAF Joint Aviation Group commander) addressed both the tactical challenge and salved political angst. It was also indicative of how in the space of a few years, an understanding of the best use of air power had been allowed to ebb away.



It’s not just COIN

Much of our employment of air and space power in the last five years would be familiar to crews operating in Gulf War 1 and through the 90s: of note, the junior aircrew in the first half of that decade are now the senior commanders in their respective air forces. There are generations of operators for whom this way in warfare is a comfortable and well-practised default. Although US-led coalitions had to fight for air superiority and ultimately supremacy at points throughout the period from 1991 to 2003 – the period bookended by the two Gulf Wars – the move to COIN operations for the following ten years had both intended and unintended consequences. For the former, an emphasis on Unmanned Aerial Vehicle (UAV) systems (‘drones’) to provide extended overwatch and strike was symptomatic of a move away from the primacy of combat air and fast jets. The then Chief of the USAF was fired in 2008, in part for his continued focus on the threats posed by a revanchist Russia and assertive China, and related support for the F22 fighter programme. It could be countenanced by the perceived needs of the current fight and tactical support down to sections of troops, and permitted by our absolute dominance – indeed, ownership – of the electro-magnetic spectrum (EMS). The Taliban could only contest control of the air by largely rudimentary engagements of helicopters, and the occasional success against aircraft at operating locations – the attack at Camp Bastion in September 2012 being the most notable. Coalition access to air- and space-based reconnaissance assets, satellite communications and Precision Navigation and Timing was unfettered.

In Libya in 2011, early strikes to remove the SAM threat in the north of the country allowed the same approach to be employed, although occasional missile launches were defeated by coalition assets. What was fundamentally different was the de facto primacy of the air component: absent a coalition land component, the land campaign was prosecuted by the local Libyan resistance to Gadhafi – effectively as proxy forces – aided by Coalition Special Operations Forces. The paucity of assets and the size of the operating area proved especially challenging: from the 1000+ missions flown in a 24 hour period during Kosovo in 1999, the UK/French-led coalition could launch around 70–80 missions a day in 2011. No wonder that in the immediate aftermath of the campaign, at a closed door debriefing in London, a senior UK Government advisor opined that he was surprised that the Libyan campaign had taken 223 days ‘when Kosovo took 78, and it was an easier problem’. Respondents were admirably restrained in their responses.

Air primacy over Libya was exercised through the Combined Air Operations Centre (CAOC) at Poggio Renatico in northern Italy under Lt Gen Ralph Jodice USAF. The strategy for the campaign nominally rested with NATO Joint Forces Command Naples, but the approach devised at Poggio set the terms for how the coalition operated. The air component was back to Theatre-level campaigning and employment, rediscovering targeting processes (and challenges) almost wholly absent in Afghanistan and needing to explain to the Coalition’s political class some of the realities attendant in fighting a state, across the state. Three years later, and coincident with the withdrawal of the bulk of UK forces from Afghanistan and a supposed ‘reset’ in our campaigning, the danger posed by Daesh (also known as Islamic State in Iraq and Syria – ISIS) forced the West and its allies to begin another Middle Eastern campaign.



Back to Iraq (and on to Syria)

For the United Kingdom, the air operations over Iraq and, subsequently, Syria would generate the most significant and extended air effort since the Second World War. This campaign is also where a number of those factors, apparent over the last 20 years, have been realised, and where the themes noted earlier, and their trajectories, have come together. Indeed, we might be able to identify likely vectors over the next decade. The cautionary note is not to assume that all will emerge or be sustained, and none are likely to be overly dominant or defining. After all, it was only ten years ago that some confidently asserted that COIN was the future of warfare. However, there are contextual, technological, societal, political and multi-domain aspects that are genuinely different and that have likely longevity and impact, especially on the employment of air and space power.

First, the pervasiveness, breadth and penetration of the Information Environment, now amplified by the post-factual, ‘fake news’ lens through which truth and reality have to emerge, hopefully undistorted. The UK’s doctrine and operating concepts are rooted in the importance of securing and maintaining Information Advantage; the default should now be that kinetic actions underscore information operations and not the other way round. For those measuring air power’s effectiveness (and national contribution) by counting weapons drops – still a factor in 2017 – this requires fundamental recalibration: input-based measures of activity are no substitute for outcomes-focused Measures of Effectiveness and generate often perverse outcomes. It also speaks to what was known in Afghanistan and became one of the accomplishments of the Libyan campaign, with information-led activity integral to our approach of ‘Full Spectrum Targeting’. But it is not yet fully codified, nor should it set activity in only one place on the spectrum: at times, there is still a need to employ precise but significant lethal force to overcome the opponent.

The importance of the Information Environment is matched by that of the Electro-Magnetic Environment and the ability to maintain freedom of manoeuvre across the EMS. Air power is steeped in this (including radar, chaff, jamming and long range communications during the Second World War), but the years in Afghanistan in particular have had a damaging effect on competence and capability. Here, the EMS was ours, and the vital services provided – perhaps most obviously Precision Navigation and Timing and Satellite Communications, and unchallenged air operations of all forms – were seen as almost a ‘free good’ at point of use. They were expensive, but they were ours and we built a way in warfare around them. By late 2015, with the first Russian deployments to Syria, this had changed. Although rows of fast jets would have caught the eye, the most significant Russian capabilities were advanced double digit SAMs, communications and GPS jammers, and a sophisticated Radar and C2 network. Without firing a round or rocket, the deployment altered the operational context for coalition air assets, and generated a new, genuinely strategic set of challenges. This Anti-Access Area Denial (A2AD) umbrella in the eastern Mediterranean covered the key UK air base at Akrotiri and threw its protective bubble over Russian land, air and maritime assets. As noted previously, we knew this was coming – it was an inevitable counter to our way in air warfare prosecuted so successfully over 25 years. Noteworthy too that the imagery – iconography perhaps – of Russian military strikes looked remarkably familiar to that first seen in 1991: the overt emphasis on equivalence masked the reality of Russia’s employment of 90 per cent unguided weapons and the terror bombing of civilians in Aleppo and other cities.



Contextual and campaigning evolution

Societal and political factors have had increasing bearing on the use of air power and on the conditions governing its employment, and on the technologies within the instrument itself. Drones have been a bellwether for this phenomenon, and the UK experience is instructive. The RAF has operated Predator A and B drones (the latter the more advanced and capable Reaper model) since early 2005, but the United Kingdom elected to stay almost silent on their operations for several years. This de facto vacuum was filled by others, stating or insinuating various nefarious or even illegal activities on which they were employed. Belatedly, the curtain was pulled back a little but the United Kingdom remains on the back foot, even when the reality is that drones are effectively conventional aircraft that happens to have a cockpit and crew several thousands miles distant. Political considerations will always inform operational policy, and the codified expression of this – allied to international law and conventions – are national Rules of Engagement (ROE). Syria and Iraq have presented substantial targeting challenges as noted previously; the years of targeting individuals in unoccupied expanses of desert have not fitted military personnel well for the realities of employing precise but lethal force in dense urban environments against opponents for who the people are targets, shelter, revenue and recruits. As the air component Commander during the operations to liberate Mosul and Raqqah, every day posed numerous targeting challenges; keeping senior staff in the United Kingdom informed on these – and how we were overcoming them within the ROE – was ‘vital ground’ in maintaining trust and confidence in our judgement and decision making. The proximity of multiple actors provided further complexity: the battle space in Iraq and especially Syria was and is the most congested, contested, competitive and at times confused that any of us can recall in the last 30 years. The potential for tactical-level errors to have strategic consequences was ever present and required consistently good analysis and judgement, often from relatively junior personnel in the CAOC and from coalition aircrew.

We should also reflect on the realities of campaigning in coalition, viewed from the perspective of the air component. If ROE reflect national policy positions, then it is axiomatic that they will differ across nations although all will be legally compliant: this translates into mission types or target sets that one or more nations might be unwilling or unable to conduct or prosecute, even if they have the professional and technological ability. It is also a truism that the more meaningful the contribution, the greater the level of political and other risks nations must be willing to accept. Once again, tactical limitations can have unforeseen strategic and/or campaign consequences. Commanders must continually review their permissions and delegations to ensure they are appropriate for ever-evolving missions and be willing to argue for refinement if necessary. It may also be that standing ROE have been deliberately limited; the case for unlocking them has to link the tactical requirement and benefit with the oversight that will ensure risks are managed and kept below the agreed threshold. This will almost certainly require high level government and ministerial approval: commanders must possess the advocacy and antennae to operate in this environment too.

Operations against Daesh also provided the best example yet of integrating effects across multiple domains. With air- and space-based assets collecting ever-increasing imagery, signals intelligence and other intelligence data, their centrality to rapid understanding is a given; the ability to fuse this with all source intelligence – including from our cyber operations – is where real and decisive advantage is rooted. Multi-Domain Integration across tactical, operational and strategic levels remains a work in progress and is not yet our default setting, but we have made significant inroads in recent years. The work in late 2016 and early 2017 to understand Daesh’s Vehicle Borne Improvised Explosive Device (VBIED) capability and then target it across the enterprise represents an excellent example of both opportunity and challenge. A conventional approach might have sought to ‘soak’ likely areas of interest with the ISR assets we could muster (but prejudicing other high priority tasks) and have strike assets on call to engage (but tying them geographically and by mission). Instead, patient and imaginative interagency work allowed the coalition to understand how Daesh developed and fielded their VBIED capability – down to what we could call the lines of development – and the CAOC staff then refined its intelligence effort against key nodes. Given the commercially available Chinese drones used by Daesh, alongside those built by their own nascent armaments ‘industry’, this included activity many miles from the battlefield. The challenge, beyond maintaining necessary operational security, included preserving tactical and operational patience across coalition HQs, where early strikes would have failed to achieve the overwhelming effect of coordinated action. The simultaneous strikes conducted in early 2017 were a precursor to a number of other similarly well-integrated actions as the physical ‘Caliphate’ was reduced to its final few square miles.



Regaining our advantage

Much of the above speaks to a ‘democratisation’ of what previously were high end capabilities, the product of expensive and leading edge technology and thus for many years largely the preserve of top tier Western nations, much of it from the United States. Today, traditional competitors have achieved at least near-peer status in almost all areas of air and space power; worryingly, their investment in countering and exploiting the EMS whilst we were focused on violent but relatively unsophisticated COIN campaigns has been well worth the cost. Western nations are playing catch up, rethinking old lessons on resilience and dispersal whilst regaining competence – if not yet competitive advantage – in areas such as hypersonic weapons. Western air power is challenged at both ends of the spectrum too: Daesh drones may have been unsophisticated when compared to a Reaper, but were employed across four of the five core air power roles – intelligence, strike, command and control, and counter-air (when attacking Russian aircraft at Hmeimim Airbase in Syria). As with the cyber domain, the price of entry is now remarkably low, and imagination in employment has a value all of its own. It is also worth reflecting that digital and IT connectivity allowed Daesh to mass produce weaponry to remarkably precise tolerances at multiple sites – from mortar rounds to the stabilising fins for repurposed 40mm grenades, dropped by drones on Iraqi Security Forces and the forces of the Syrian Democratic Front. Daesh drones represented their own air power capability, whilst the raft of commercially available satellite-supplied or enabled information, data and communications made them space power users. Our own technological advances were being used against us. Equally, this provides vulnerabilities for us to exploit and it is entirely reasonable to see as much upside here as downside. If one pulled the key tenets of the last ten years of air and space operations, including capability development and across allies and adversaries, the following key themes are apparent and can be argued to have genuine longevity – we will need to be active and anticipatory if we are to continue to maintain and regain advantage.

We will operate continually and fight episodically; success in the former, and especially in the ‘grey zone’ of sub-threshold and hybrid military activity will limit the latter. How we deploy our air assets as ‘routine business’ will thus need to simultaneously reassure, deter, provide training and force development/experimentation opportunities and be integral to our messaging and our narratives. It is unlikely that their operations will be solely single domain-specific and they will almost certainly need to nest with multiple military, security and other lines of operation. In the recent past, we have at times struggled to maintain the right relationship between the Diplomatic, Information, Military and Economic (DIME) lines of operation: successful military operations can be for nought if they are significantly out of alignment with, or outpacing, actions in these three other key areas. Increasingly, failure to understand and operate with agility within the Information line might be the difference between success and failure. We will also need to strike the right balance between demonstrating capability (as well as resolve) whilst keeping our most advanced capabilities and tactics secret and secure. This will only accelerate the move towards synthetics and the need for high fidelity synthetic environments within which we will train, test and experiment – routinely across multiple domains too. Our actual environments will be increasingly complex – Iraq and Syria are a foretaste of this. Global population growth and competition for resources will fuel much of this through the myriad malign consequences that will flow. We are likely to see urban operations as increasingly common (they were pivotal in both Libya and against Daesh) as population growth in cities continues across the world.

As a result, the nature of command in the air environment will almost certainly change too. Senior air commanders are too comfortable with the tactical and the technological; those who have gained recent operational command experience have been frustrated by the institutional inertia and memory that privileges joint command to those from other components, notably the land environment. The USAF is investing heavily – conceptually, financially and in its people – in Multi-Domain Operations. This, and key enabling elements such as the Combat Cloud, speaks to a step change in how air and space operations are planned, integrated and conducted in the future. This will need commanders with the experience and insights traditionally prized, married with the ability to exploit digitisation in its many forms and to ‘visualise’ courses of action and possible outcomes in ways we have not been able to before. The opportunities of ‘digital twins’ and routine, cross-government and multinational exercising will be a commonplace. We will need to develop our people differently than at present – something the United Kingdom has recognised across its joint Professional Military Education. We will move beyond both the autodidact and professionally curious, whilst the most talented will find his or her career a rich experiential and developmental pathway where air force posts are planned against those in the joint/integrated force and even interagency. Solely being the best tactical operator is not going to cut it, but operational experience and the realities of combat will still have both a premium and a value.

Most importantly, our way in air warfare will need to change, and our developing ways in space and cyber will need to be imaginative and unconventional. Arguably, we should recognise that the ‘Third Offset Strategy’ already exists and is that developed and employed by our adversaries. We have continually developed and refined second offset technologies and their employment; in doing so, much our ‘playbook’ has been studied by others and effective counters developed to limit or neuter our advantage. Some are asymmetric and beyond a ‘counter-force’ solution: Russian and Chinese information operations are now a commonplace – from elections to pandemics – and financial muscle affords influence across multinational fora. All help create a favourable geo-strategic context within which to exercise multiple levers of national power, including the military. The West ‘won’ the Cold War through multiple means, including targeted spending on advanced capabilities that the USSR could not afford to match. We do not have that luxury now; indeed, one could argue that both China and Russia are in a ‘sweetspot’ of technological development, affordability, near/actual peer capability and deployable mass. We will need to think and do differently.



Technologies and tempo

Encouragingly, the main strands of what could represent that new way in air warfare are in either conceptual or actual development. The technologies of the second offset strategy will continue to be developed, because used intelligently they continue to confer relative advantage. If attempting to negate them requires significant and active use of the EMS, then this helps develop our understanding and provides opportunity for both hard and soft counters; some of these means will be from other domains to allow required operations in air and space. As such, the individual domain concepts that we develop will need a unifying purpose at their heart and will – by design – be interoperable and integrated to an extent not seen before. For coalitions and alliances, the trick will be to bring different nations up to the required level routinely, and able to be more sophisticated when required. Sharing information seamlessly across multiple classifications and fusing myriad sources will be essential; harnessing the potential of Artificial Intelligence, Machine Learning and Human Machine Teaming will make sense of the vast data lakes of information, sorting wheat from chaff and allowing human engagement ever further up the value chain. This, in turn, will accelerate and multiply Boyd’s OODA loop in a way that its inventor would have approved. Faster, more accurate understanding will allow swifter, better decision making and – allied to a raft of pan-domain effects and those exercised on the Diplomatic, Information and Economic lines – generate multi-domain tempo that we see infrequently at present. Nor is this wishful thinking: all of these aspects were employed against Daesh in 2017 albeit occasionally, and doubtless elsewhere. More worryingly, they have also been employed at least in part against us too. We will need to leverage the variety of talent and free (not ‘permitted’) thinking across our alliances and partners – a strength of democracies and a weak point for autocracies. And air forces will need to be more focused on the need to engage and shape public and political understanding and debate about emerging technologies. We are rightly bound by higher legal, moral and ethical standards than our opponents and must continue to be; but without engagement and education, we run the risk of investing multi-billions yet having technologies without permissions. One relevant area is Autonomy and the extent to which human approval within a potentially lethal targeting chain is required or provided: Human On or In the Loop is thus not an arcane intellectual talking point, but a fundamental decision for national polities as they look to develop and employ future technologies within their forces.

A more profound question might be whether air and space become – for air, return to – genuinely strategic domains where our actions offer both strategic choice for us and dilemmas for our opponents. From Overy to O’Brien, historians have noted how, in the Second World War, Western air power underpinned and enabled a strategic war fighting concept that avoided heavy attritional land campaigns – as suffered by the Soviets in the east as they finally overwhelmed an equally attrited Wehrmacht. Thereafter, it was used as a continuous campaigning tool and method, whether in its own right or in concert with land and maritime power. In an early example of integrated activity to secure Information Advantage, we might think of the fusion of air and maritime power with ULTRA intercepts from Bletchley Park to win the Battle of the Atlantic. It is then more than a little disappointing that we have allowed our thinking on the air instrument and its strategic utility to atrophy over the last few decades, content to be a supporting junior component to the supposedly more important activity being done by others. We have lost the sense of air power as a political instrument too, just at the time where the strategic context – and the need when continually ‘Operating’ to be able to protect, engage and constrain – places a premium on this attribute.



Final reflections

It would be brave and a little foolish to unthinkingly re-energise the claims made by early air power theorists, but where ambition then outpaced technology, it might be true that it is now our ambition that is in lag. Our air and space operations of the last decade have been at the heart of a Western way in warfare, but an over-emphasis on technology and tactics has often stymied assessment of what strategic purposes air power can service – in short, what it is for and what it allows. The emphasis placed on COIN operations saw the dangers of ‘Main Effort’ becoming sole effort realised, and we are still dealing with the unintended consequences when developing air and space power capabilities that are fitted for an era of persistent competition. However, we have inspiration and example to draw upon over many decades, and from its earliest days air power was seen as a strategic instrument. It continues to offer political choice: the drawn out, Land environment-dominated campaigns in Iraq and Afghanistan generated political risks, whilst both Libya and the campaign against Daesh have highlighted the agility and flexibility of air power, even if political outcomes have been or remain uncertain. Air power has an inherent and innate capacity for integration too, across domains and with the widest array of agencies and organisations: the standard operating procedures that allow complex multinational air operations are the wellspring for this, and the time/speed/distance-crunching potential of both air and space platforms speak to agility and responsiveness. We might usefully reflect on whether we need to reconnect with what this affords at the operational and strategic level, rather than over-concentrating on the technological and tactical as ends in themselves. Our opponents certainly have.
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9 Armed drones, technological momentum, and the character of war

Johannes G. Postma


Introduction

If there is one weapons system that has come to symbolize warfare in the early 21st century, it is the unmanned aircraft or drone.1 From pocket-sized Black Hornets deployed at the platoon level to RQ-4 Global Hawks with the wingspan of a Boeing 737 used for strategic intelligence, drones have secured their place in military arsenals around the world.

Drone proliferation has skyrocketed. Both states and non-state actors increasingly use drones to achieve their military and political objectives. At the turn of the century only a handful of technologically advanced states possessed the capabilities to deploy drones over the horizon to deliver effects on the battlefield. Twenty years later insurgent groups such as Islamic State (IS) and Hezbollah are known to have used drones to drop explosives on their adversaries.

This chapter sets out to answer two questions: first, how has armed drone technology manifested itself in the conduct of war, and second, do armed drones determine the character of warfare or are they merely a new tool for humankind to use. This last question focuses on who or what has agency in this dynamic: humans or the machine? The first section evaluates the use of armed drones during the last two decades and assesses the effects of this new technology on the conduct of war. Extensive empirical data relevant to this subject are hard to come by because many states shroud their armed drone programs in secrecy. The significant proliferation and increased use of armed drones, however, provide a rich evidentiary base to draw on. Armed drone technology is an evolution of the new Western way of war characterized by risk aversion, precision, and the use of air power. Drones create opportunities for decision makers to execute missions that were impossible or very difficult to execute before. Paradoxically, however, the proliferation of drone technology to an increasing number of actors has increased risk on the battlefield to Western military forces, as operators of armed drones, whether advanced military systems or modified consumer drones, can now take to the air to hold their adversary at risk.

Building on these observations, this chapter uses the academic debate on technology and human agency to provide a perspective on the question if the rise of the armed drone is akin to opening Pandora’s box or if the drone genie can still be kept in the bottle. One of the recurring arguments on the part of drone critics is that the development of armed drones will lead to more autonomous systems and a dehumanization of war. They attribute technology with a level of agency that suggests that the technology itself determines its use. Drone advocates, on the other hand, argue that drones are just another tool in the toolkit, not much different from traditional weapons systems, and that humankind will remain in control of how these are deployed.2

This chapter finds middle ground between these determinist and social constructivist schools by using the lens of technological momentum. The theory of technological momentum holds that social factors and human behaviour drive technological development, but that as technological systems grow, they acquire momentum and their external impact becomes more deterministic. The review of drone operations over the last two decades shows these dynamics at play. However, this chapter also demonstrates that, even though drones’ momentum may be growing at a significant rate, opportunities remain for human intervention.



Armed drones and the character of war

There is a degree of reciprocity in the relation between armed drone technology and warfare. Drones are as much shaped by the changing character of war as they shape it. A review of armed drones’ track record over the last 20 years shows that the technology was developed as part of a new way of warfare that gained traction in the late 20th century. This Revolution in Military Affairs (RMA), which took place around technological advances in information processing, communications, precision weapons, stealth, and the use of space assets, created the environment in which unmanned armed aircraft became possible. As drone technology matured and proliferated it reinforced some developments that were set in motion by the RMA, while arguably spurring new changes as well. Three observations stand out in the analysis of how armed drones changed and were changed by the character of war in the last two decades.

First, armed drones have become the posterchild of a type of warfare that is characterized by the minimization of risk incurred by military practitioners and political decision makers in the deployment of military force. This trend goes back to the 1990s when the first drones were used over the Balkans and air power was the weapon of choice to deliver military effects while minimizing the threat to own forces. As a means of ‘virtual war’, ‘immaculate warfare’, or ‘risk transfer warfare’, drones allowed their operators to project military force over vast distances without putting friendly forces in harm’s way.3 As drones were weaponized after the turn of the century, they came to represent an evolution of this new way of war. The successful traits of air power (precision, speed, and reach) were combined with the persistence and low risk to friendly personnel that drones could offer. This new way of war, made possible by armed drone technology, has to a degree removed human interaction from the battlefield as it wages war primarily through technological means. Some academics have expanded this argument to claim that classic warfare in which honour was a key trait has been pushed side by post-heroic warfare in which only calculations of risk and effect matter.4 Other schools of thought point to the growing disconnect between the people who project power and the dynamics on the battlefield itself. Andreas Krieg and Jean-Marc Rickli describe this as surrogate warfare:


Weaponized UAVs (Unmanned Aerial Vehicles) opened a new chapter of warfare in which drones can increasingly be used as surrogates. They allow the transfer of the burden of war to the machine, enabling the military commander to spare the infantryman from operational risk while allowing the policymaker to achieve military objectives discreetly and with plausible deniability.5



The coalition fight against IS in Iraq is an illustration of this surrogate war, as Western states did not deploy massive troop numbers, but instead relied on a combination of human proxies (Iraqi Security Forces and Peshmerga) and technology (armed drones).

The second observation is that armed drone technology has expanded the mission sets that its operators can draw from. Drones’ inherent capabilities provide decision makers with opportunities they did not have before. This leads to what Michael Boyle calls goal displacement:

Drones feed


a process by which an organization enlarges its ambitions and begins to substitute alternative, sometimes more expansive, goals for the ones that it originally had,’ or more straightforward, ‘drones are cheap, so we can throw them at a problem and see what happens’.6



The most telling example of this dynamic is the rise of targeted killings and signature strikes by the United States. As early as 2002, only a year after the MQ-1 became operational in the Afghan theatre, the United States used an MQ-1 in Yemen to target and kill Qaed Salim Sinan al-Harethi, the alleged mastermind behind the bombing of the USS Cole in 2002, in Yemen. This was the first of a long series of targeted killings that spans three US Administrations. Within a decade, drones came to be the ‘only game in town in terms of confronting or trying to disrupt the Al Qaeda leadership’, CIA Director Leon Panetta said in 2009.7 Targeted killings take place outside of recognized theatres of war, far from the battlefields of Afghanistan, Iraq, or Syria. The hotspots for these types of attacks are alleged terrorist safe havens in Pakistan, Yemen, and Somalia. These drone strikes target terrorist leaders who are planning attacks, supporting insurgencies, or engaging in other nefarious activities that pose a threat to the security of troops on the ground in warzones, or to Western societies. Terrorist leaders tend to seek shelter in inaccessible regions or in failed states that, wittingly or unwittingly, offer them protection. Conventional interventions or military action are, therefore, less palatable. Drones offer a solution to this problem; they are the weapon of choice for Washington when it comes to striking these targets without risking friendly lives or jeopardizing US popular support. In the first year of his presidency, President Obama launched more drone strikes than the total number of strikes during both G.W. Bush Administrations.8 The use of drones under President Trump has not shown any signs of decrease. In total, according to the Bureau of Investigative Journalism, the United States executed 968 targeted killings between 2002 and 2020 in Pakistan, Yemen, and Somalia.9

Further goal displacement is noticeable within the covert campaign of targeted killings. In the early 2010s, the Obama Administration issued new targeting guidelines that would stretch the legal boundaries of armed drone use. As the counter-terrorism campaign ramped up, Washington authorized drone attacks on persons whose identity was not known, but whose behaviour or pattern of life suggested terrorist activities. These ‘signature strikes’, as they came to called, widened the aperture for drone operators to attack targets when nefarious behaviour was suspected. According to some analysts, these signature strikes have stretched the targeting guidelines to a point where it has become impossible to justify these under international or US domestic law.10 Targeted killings and signature strikes are examples of goal displacement that was the result of the availability of armed drones. These examples show that the availability of drones changed the way wars were fought as they became a ‘solution looking for a problem’.11

A corollary to this change in warfare is the idea that the threshold for the use of military force has lowered because of the introduction of the armed drone. States, the argument goes, are more likely to start a war as armed drones provide relatively low-risk options to intervene where boots on the ground are unfeasible or politically unacceptable. Walsh and Schulzke argue that ‘the possibility of drones contributing to the overall case for military interventions cannot be disregarded’.12 Michael Boyle concurs:


Drone technology might have brought the United States the capability of continuously monitoring and striking targets remotely, but it also led the United States to lose sight of its goals and drift into a growing number of conflicts worldwide.13



The third observation on the influence of armed drones on the character of war is somewhat paradoxical. Since the end of the Cold War, Western powers have looked at air power as one of the most effective and risk-free tools at their disposal to fight wars far away from home and with minimal risk to friendly lives. Air power was the weapon of choice in the conflicts in Afghanistan and Iraq as it gave coalition powers a technological advantage that terrorist and insurgent groups were unable to counter. Drone technology constitutes a next evolutionary step in this reliance upon air power. This holds an interesting paradox as the proliferation of drone technology has created opportunities for other actors, both state and non-state, to level the playing field to a certain extent and make use of air power instead of being on the receiving end of it.

Insurgent groups have taken to the skies and use drones in their military operations. Houthi rebels used drones to attack Saudi oil facilities in December 2019.14 Groups such as Hezbollah, Al Qaeda, Taliban, and IS are also known to have added drones, armed and unarmed, to their arsenals.15 These drones in the hands of insurgents and terrorists will typically not be as advanced as those operated by state actors; yet, even with limited capabilities, non-state actors can use drones to hold their adversaries’ forces and targets at risk. This dynamic played out during the fight against IS in Iraq and Syria. As a US general remarked:


The most daunting problem was an adaptive enemy who, for a time, enjoyed tactical superiority in the airspace under our conventional air superiority in the form of commercially available drones.16



IS would use consumer drones to guide mortar fire or attach small explosives and drop these over Iraqi and Peshmerga forces. According to Pablo Chovil, drawing from his operational experiences in Iraq, these drone operations by IS had a significant effect on the fighting will and morale of Iraqi forces.

Despite its clear military and technological superiority, the coalition to defeat ISIL [Islamic


State of Iraq and the Levant] in Iraq faltered in the face of devices that a 20-year-old with no formal military experience could easily obtain on Amazon. These cheap and easy-to-use devices, previously little more than toys, herald a democratization of technology on the battlefield that will change the way nations contend with adversaries.17





Do drones shape war?

If drone technology does indeed change warfare by providing low-risk means to project military force and thus makes new types of mission such as targeted killings possible, the question becomes whether drone technology has agency of its own as it continues to gain importance in modern warfare. This section aims to provide a nuanced perspective on the question if armed drones do indeed open Pandora’s Box, or if the genie can be kept in, or put back into, the bottle.

The debate on the role of technology in human history serves as a lens to formulate an answer to this question. Drone critics tend to have a deterministic perspective on the role of drones in dehumanizing war. Drone advocates, on the other hand, use social constructivist arguments to claim that humans will remain in control of the machine. These opposing schools of thought seem irreconcilable at first glance. The rift in this debate, however, can be bridged by using Thomas Hughes’ theory of technological momentum. This theory, which finds a middle ground between technological determinism and the social construction of technology, sufficiently explains the influence of drone technology on the conduct of war, while it points to possibilities for human intervention to reign in the deterministic properties armed drones have acquired over the years.


Technological determinism

Technological determinism considers technology as a driving force behind social change. Technological solutions can solve social problems, and technology itself has agency. This means that the use of technology is determined by the shape and capability of the technology itself, rather than by a conscious social process that utilizes this technology. Robert Heilbroner, a leading technological determinist, captures this in two hypotheses. The first is that there is a ‘determinate sequence of productive technologies for those societies that are interested in originating and applying such a technology’. Heilbroner further argues that ‘the technology of a society imposes a determinate pattern of social relations on that society’.18 In short, technology drives history. Following Heilbroner’s logic, armed drones are a logical evolution of the development of weapon systems that has gone from horses, to tanks, to aircraft, to drones, just as ‘the steam-mill follows the hand-mill not by chance but because it is the next stage in the technical conquest of nature that follows one and only one grand avenue of advance’.19 Taking this logic to its next iteration, drone critics argue that armed drones will lead to increasingly autonomous systems, which will, in turn, cause dehumanization of warfare with far-stretching moral and ethical implications.20

Goal displacement as observed in the targeted killing and signature strike campaigns is a telling example of a deterministic dynamic. To drone critics, there is a clear causal relationship between the availability of drones and the way they are used to execute targeted killings and signature strikes. As Audrey Cronin puts it: ‘The problem for Washington today is that its drone program has taken on a life of its own, to the point where tactics are driving strategy rather than the other way around’.21 Technological determinists would argue that this is a clear example of technological systems determining social change. The availability of drones pushed US Administrations to change the manner in which they target high-value terrorist targets. Drones shaped warfare. Without drones, the argument goes, these leadership strikes would be impossible to execute. Thus, technology shapes strategy, and allowing drone technology to mature unbounded will create further goal displacement or mission creep in future warfare.

Determinists paint a gloomy picture of future warfare as armed drones continue to develop into more autonomous systems. They envision a Pandora’s box that will open and swarms of drones that ‘jointly decide their plan of attack, engage the enemy – and beat the hell out of ‘em of course – all without direct human intervention’.22 These ideas of a dehumanization of war are deeply rooted in the determinist approach to armed drones and form a stark contrast with the school of social constructivism.



Social constructivism

Social construction of technology combines concepts from technology studies and sociology and holds that new technologies are developed, selected, or rejected by social forces. Pinch and Bijker, as two of the leading proponents of this school, argue that ‘the social environment […] shapes the technical characteristics of the artifact’ and that ‘the social groups that constitute the social environment play a critical role in defining and solving the problems that arise during the development of an artifact’.23 Social constructivism, therefore, opposes technological determinism as it posits that social forces create technological change.

Social forces vary in their source. The truncated version of Clausewitz’s paradoxical trinity provides a helpful framework to categorize these.24 Passion, reason, and chance, embodied by people, commander, and government, have all played a role in the rise of armed drones. First of all, as the earlier review has shown, societal pressures to minimize the risk to own forces played a crucial role in the development of unmanned systems. Western societies grew more risk-averse and sought ways to minimize the threat to the military forces they sent to do their bidding, as well as by extension to limit the threat to their society itself. The invention and development of armed drones were initiated and catalysed by these social forces. A similar line of reasoning can be construed for the government leg of the trinity. As Krieg and Rickli argue, political leadership was confronted with a dilemma in these post-modern societies as they still had to deploy military force to far away conflicts while the public appetite for these missions had diminished.25 Drones provided a solution as they offered a risk-free and clean way to fight a war. Finally, armed drones are an ideal weapons system for military commanders, who are always obliged to weigh the expected tactical or strategic effects of a mission against the associated risk to their forces. Any solution that maximizes the military effect while minimizing the risk to friendly lives will be wholeheartedly supported. In the words of Lt gen (ret) David Deptula: ‘The real advantage of unmanned aerial systems is that they allow you to project power without projecting vulnerability’.26

Constructivist drone advocates will further argue that armed drones are logical evolutions of manned platforms that increase effectiveness while minimizing risks. Most of the missions drones perform are identical to what their manned counterparts do. Armed drones are extensively used for traditional missions such as armed overwatch of ground troops or Close Air Support (CAS). Drones are optimized to perform the dull, dirty, and dangerous tasks and do so exceedingly well over modern battlefields due to their persistence, sensor capabilities, and the ability to deliver precision strikes.

Armed drones provide technological answers to the social demands by the people, the government, and military commanders. Core to the social constructivist argument is the concept that technology is shaped by social forces that spark new technologies in order to satisfy social demands to the way wars are fought. Warfare shapes drones. In this reasoning, humans will always be in control of armed drones and the technological system itself has no agency. This puts this school of thought at direct odds with technological determinists.



Technological momentum

The drone debate is characterized by a polarization in which determinist critics and constructivist advocates are divided by irreconcilable differences over who ultimately has agency over the development of armed drones: humans or technology. This has created a stalemate that is unhelpful as we face a future in which drones will undeniably continue to be an important tool on the battlefields and beyond. Therefore, it is important to recast the debate and attempt to find a middle ground which allows for constructive discussions on how armed drone technology can be harnessed, preserving its advantages while mitigating risks.

The theory of technological momentum bridges both schools and provides that middle ground. The theory, by Thomas P. Hughes, posits that all technological change is initiated by societal and cultural input, but that over time as the technology matures, it gains momentum and obtains deterministic properties.27 Furthermore, Hughes argues that it is possible to change the direction of a technological system even when it has gained considerable momentum. ‘[W]e must remind ourselves that technological momentum, like physical momentum, is not irresistible’. 28

Technological momentum grows as systems mature and gain political, economic, and value components. 29 Armed drones score well on all three, and as their momentum increases so will their deterministic properties. Politically, as discussed earlier, armed drones provide a valuable tool to decision makers to project military power while mitigating military and political risks. Drones have become a weapon of choice. Economically, the market for armed drone technology is booming. According to January 2020 statistics gathered by Drone Wars UK, 17 state actors have armed drones in their inventory, and another ten are near to obtaining them. 30 The global military drone market is estimated to grow by at least 30% over the next decade, expanding by $98 billion.31 The widespread use of armed drones on the battlefields and their significant proliferation also add to the value component. Drones are slowly but steadily becoming the new normal for states and non-state actors around the world. This effect is compounded by the significant increase of drones outside of the domain of war and warfare. More people are being exposed to the presence of drones in society. Drones are everywhere, from toy quadcopters flown in backyards to industrial-sized drones used for mapping and ground analysis purposes. This widespread presence of drones has normalized the technology as a whole, which adds to the technological momentum of the system.

These observations suggest an increasing momentum for armed drones, and, following Hughes’ theory, a concurrent increase in their deterministic properties. The theory of technological momentum, however, reminds us that this momentum is not unstoppable and that we are not on a predetermined glideslope towards robot wars. Human intervention through social forces is possible at all times, even though Hughes does argue that changing a system becomes harder as it grows larger. The evidence of attempts to limit armed drones by social pressure is as visible in the last decades as are the cases that show their increasing deterministic properties. As armed drones gained influence and affected the character of war by goal displacement and making risk-free wars possible, the social forces intervening in this development grew stronger.

Human rights organizations and NGOs are the most vocal voices of these social forces. Much of the discussion on the legality and ethical implications of armed drones takes place within the United Nations. Special Rapporteur Ben Emerson wrote an influential report in 2014, in which he called for ‘international consensus on the applicable legal principles’.32 The United Nations Institute for Disarmament Research runs a research program aimed at promoting structured dialogue among states to increase transparency, oversight, and accountability of armed drones.33 NGOs also contribute to efforts to limit the rise of armed drones. PAX, a Netherlands based peace organization actively involved in the drone debate, for example, warns for the expanding proliferation of small and cheap armed drones to state and non-state actors around the globe. Their 2018 report recommends establishing global regulations on the use of armed drones and setting up an export control framework.34

These are just some examples of social forces at work to change the course of armed drones as a technological system. While these and similar reports and debates have not led to significant new international laws and regulations regarding the use of armed drones, they do indicate an expanding global movement that aims to limit the use and proliferation of armed drones. This movement is a social force that cannot be ignored by global actors as they continue to integrate armed drone technology into their militaries. Therefore, the social forces exerted upon armed drones by various actors affect how states develop and use these weapon systems. Technological momentum can be resisted, and Pandora’s box can still be closed.




Conclusion

This succinct analysis of the use of armed drones and the relation between technology and warfare leads to two conclusions. First, armed drones have indeed changed the character of war by creating new opportunities for political leaders as well as military commanders. The possibility to project power over vast distances while minimizing the risk to own forces, as an exponent of the new Western way of war, has led to an increase in the use of armed drones and an expansion of the mission sets these systems are tasked with. This has significantly affected the way military force is brought to bear on, and beyond, the battlefield.

Furthermore, drones have given insurgents and terrorist organizations capabilities to take to the skies and use rudimentary forms of air power to level the playing field against more technologically advanced adversaries. The introduction of armed drones and the wider proliferation of drone technology to disparate actors on the battlefields have thus set in motion a paradoxical dynamic. While drones were developed under social pressures to minimize risk to friendly forces, the exponential proliferation of drone technology has also pushed unprecedented capabilities into the hands of potential adversaries, creating more risk for friendly forces.

Other drawbacks that accompany these changes are also noticeable. Armed drones have been deployed to execute targeted killings and signature strikes, stretching the legal borders of the Laws of Armed Conflict and raising questions of legitimacy. On a more philosophical plane, the rise of armed drones begs the question if this technology has introduced a new post-heroic way of war that is far removed from our paradigmatic images of war involving clear actors with large numbers of troops on distinct battlefields striving for a decisive victory. Are armed drones the harbingers of a new paradigm in warfare, allowing actors to project power by selective violence at continuous low levels of intensity without crossing the Rubicon towards war?

The second conclusion this analysis presents is the reciprocal relation between armed drones and warfare. Armed drones were developed to provide technological solutions to social, political, and military problems. As they matured, however, they gained deterministic properties and started to change the ways wars are fought. Drones, therefore, shape and are shaped by the character of war.

This paraphrase of the theory of technological momentum offers a pragmatic perspective on the correlation between the rise of a new complex technological system and the ever-changing character of warfare. Thus, this perspective finds middle ground in the debate on drones between the critics whose arguments can be nested within the theory of technological determinism on the one hand, and drone advocates who stress the advantages of drones and argue that humankind will maintain agency over their development and use on the other hand. This analysis shows that it is not one or the other, but rather that a reciprocity exists between the technological and the social forces that meet in the complex human interactions during war and conflict.

Approaching the rise of drones through this lens allows for a more nuanced analysis of the role of drones in the modern conduct of war, which reconciles the differences between drone advocates and critics. The technological system of armed drones is undeniably gathering significant momentum and thus gaining deterministic properties. This momentum is not irresistible, however, and the system is still pervious to social forces that can alter its course. It is not technology itself that determines how it is used in wars, now and in the future. Humankind will always maintain leverage over the technological system to change its use and further development.
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Part V
War from the ground up




10 The challenge of territory-governing insurgencies on war and peace strategies

Paula Cristina Roque


When a country is being subverted it is not being outfought; it is being out-administered.

Bernard Fall



Introduction

Many insurgencies hold territory within and across state boundaries today, seeking to define a new nation or society, or to form a new state. Governing territory allows these groups to survive militarily and logistically, through political and social embeddedness. Territory-governing insurgencies, which define the building of parallel states as pivotal to their struggles, are growing in number and pose challenges to national and international policymakers in their efforts to resolve intractable conflicts and build peace. These insurgencies are not new but require a more precise and detailed understanding. In Africa there are Al-Shabaab in Somalia, the Azawad movements in Mali, the Boko Haram factions in Nigeria and the ex-Seleka in the Central African Republic, among others. Elsewhere, the Houthis and Al-Qaeda in the Arabian Peninsula in Yemen, the Taliban in Afghanistan, the Islamic State (IS) in the Levant, and the Kurdish Democratic Union Party (PYD) in Syria, among others, lead sub-national, national or transnational wars aimed at (re)constructing political orders. To provide differentiated responses to these insurgencies, new ways are needed to understand them, so as to develop policies that are fit for purpose.1 In a post Covid-19 world, where sovereignty, government, citizenship and locality will suffer deep transformations, military groups that govern their constituencies will most likely increase and cement their authority.

These insurgencies differ in many aspects, as each is a product of specific local and regional contexts and has distinct conflict drivers. However, they are not a new phenomenon. In Africa several operated in the post-independence era in Mozambique, Angola, Sudan, Ethiopia and Uganda. Elsewhere, in Sri Lanka, Colombia, Palestine, Lebanon insurgencies performed government functions in their territories. Today, groups that govern territory and civilian populations differ widely. Some movements emerged from prior wars while others began on their own. Some are secessionist, while others are reformist. Some are transnational and fed by regional rivalries, while others are locally defined yet active regionally. All carve out constituencies in need of liberation to correct the failings of past liberations. Some mobilise around utopian ideas and outcomes that aim to transform existing social, political and territorial orders, weaving in religious, sectarian, sub-nationalist, anti-imperialist, anti-establishment and revolutionary themes. These insurgencies no longer believe that justice, fairness and power can be harnessed through existing political configurations. They therefore propose to establish new political orders. The impact of such insurgencies and their parallel states on domestic populations disrupts societal cohesion and threatens coexistence between states. When they prove organisationally resilient and ideologically persuasive, with the ability to consolidate constituency support and govern territory effectively, they can render insurgent wars intractable.

Numerous factors favour their continued emergence as well as explain why these insurgencies have survived despite their brutality and shortcomings. These include important shifts at the international and local levels creating a feedback loop of inherent difficulty in deterring their rise. (1) Governance failure and inadequate political systems have led to sub-state nationalism and state fragility. There is a complete lack of confidence of different constituencies in the capacity of their governments to treat them fairly and equally. (2) Ungoverned spaces and peripheral marginalisation have given rise to the revolt from the margins as part of a revolution of frustrated expectations.2 These spaces, where state institutions have limited reach and impact, experience social disengagement.3 Their governments have done little to ensure heterogenous representation. (3) Increasingly the strength of local systems of authority (chiefs and community leaders) is creating sources of power and authority outside the state. They are regulated by their own set of rules and are not an extension of state power. Co-opting and integrating these forms of local power is key for insurgent governance. (4) Identity politics is fusing with ideology to produce an explosive set of ideational tools for mobilisation. Politics is becoming more localised with a ‘tribal pull’ of closed societies integrating dynamics of blood and soil.4 The combination of marginalisation with ethnic, cultural, educational and religious stagnation, and the loss of unifying national visions is feeding new ways of thinking about the future. (5) The bulge of unemployed or disaffected cadres, civil servants and youths, a phenomenon linked to eschewed development priorities, is providing important recruiting grounds within disaffected constituencies searching for new forms of empowerment. (6) The experienced failures of an interconnected world to provide solutions to urgent issues such as rising inequality, refugee crises and climate change have led to solutions being sought outside of multinational fora. This has been a consequence of the rise of big power politics and the proxy warfare dynamics that feed these insurgencies. Finally, (7) these insurgencies are internally sustainable given the ease of communication systems and logistics to supply sanctuary, recruits and funding as a result of globalisation.

These groups are being misdiagnosed by the tendency to define them through their actions, goals and methods employed, or by placing them within the framework of extremism. Understanding them is a first step to devising adequate policies. To do so requires a new framework that studies their internal dynamics in the form of a rebel-system analysis capturing their complexity and separating agency factors from exogenous influences of the conflict-systems within which they function. The rebel-system is an operational paradigm premised on understanding an insurgency as an integrated system. It distinguishes between the internal elements under the direct control of the leadership of insurgent movements (ideology, approach to civilians, leadership and organisation); and the external elements (demographics, government responses, access to resources, external patrons, among other factors) that the insurgent leadership cannot always control.5 Viewing them as a system allows for an understanding of survivability, reproductive and transformative capacities during different stages of war and during peacetime. This kind of analysis aims to provide new perspectives to facilitate dialogue and political solutions in countries where such insurgencies operate.



Parallel states

Parallel states have a few distinguishing features that help an insurgency exercise effective control over a portion of state territory. The states these insurgencies create and govern vary significantly but some dynamics are worth mentioning. The rule of insurgents is over land as much as it is over people. Territorial control is crucial, but it requires inhabitants to populate the space and give rise to the parallel society. Social engineering is just as important as the outlining of a new political order. In addition, society influences the organisation of the state but does not take precedence over it. This differs and produces different challenges if insurgents occupy urban, peri-urban or rural areas with strong social organisation or functioning systems of informal authority. Governance in parallel states is driven by policy, identity, patronage and logistics. Insurgents devise a political program that may or may not reflect key values of its social base even as they employ strategies of patronage to deepen relations with local sources of authority. Governance in this way reveals the most fundamental organisational strengths and logistics capacity of these groups. Their access to resources, capacity to secure and develop different capital (financial, social and human) and their ability to absorb, process and disperse their resources in different areas are a defining structural element of governance.

The conflicts in Syria and Iraq have produced different forms of these insurgencies that have held or currently hold territory. They differ greatly in all the elements of their rebel-system and vary in terms of efficiency in governing their ‘liberated’ areas. IS and the PYD continue to challenge the resolution of these conflicts. IS controlled over 11 million people at its peak in 2014 while the PYD governed over 5 million civilians in Western Syria.6 The PYD is seeking a post-war political solution but is constrained by its external links, a weak ideological base with faltering levels of local legitimacy, and Kurdish rivalries threatening the idea of nationhood. Since the loss of its caliphate in 2016–2017 IS has had to adapt and re-emerge with a different strategy in Syria, Iraq and its provinces abroad. It has experienced mass decapitation of leaders, commanders and administrators and has lost important financial revenue sources. Both have suffered military defeats and lost territory; yet both reveal a level of resilience that will keep them engaged for several years. This section will not produce rebel-system analysis for these two groups but will rather briefly identify some features of their parallel states and governance strategies. The PYD and IS’s governing experiences were pillared on very different organisational and symbolic imperatives. They have distinct theories of operation and therefore require different solutions.

To govern these insurgencies required stability – external and internal – in their territories. External stability relates to the ability to control territory without having to engage in combat from enemy forces to retake liberated areas. Governing in a transitory way under the threat of aerial bombardments changes governance. Internal stability relates to the capacity of these insurgencies to retain internal peace. Unified rule and security are key components of such stability as are access to courts and mechanisms to manage disputes among different communities. Both IS and the PYD carefully developed justice systems to regulate behaviour and mitigate internal conflict. IS ran two police forces, a morality police (al-Hisba) and a regular force (al-Shurta al-Islamiya). Al-Hisba’s authority extended beyond civilians and combatants into keeping senior commanders and emirs in check. The judiciary also focused on correcting IS misconduct.7 In the PYD’s state, the justice system operates ‘peace and consensus committees’ mandated to deliver social justice and act as courts of first instance. At the top of the system is a justice parliament that has representation in each of the cantons and oversees the judicial system, instituting laws and new regulations. Order is maintained via a community police, the Asayis that operate as a civil defence force. These institutions cemented their control and pacified their diverse populations given the either strict and brutal ideology (IS) or their utopian ideology (PYD) both of which were not in line with the values and needs of all those they attempted to govern. Despite this, the provision of order and stability ground their governance.

Civilian populations cannot be controlled at all times. To govern parallel states, elements of consent and authority are crucial even while they balance different degrees of control and coercion. Without service delivery and safety to act as trade-offs for shortcoming in governance and coercion, insurgencies struggle to govern. The PYD has been efficient in the delivery of services, a major source of legitimacy and organisational development, despite its relative isolation with the Turkish blockade and tense relations with the Iraqi Kurdistan Regional Government (KRG). Local level subsistence is regionally specific to each canton and coordinated through councils and sectoral cooperatives. Former state-owned lands have been distributed to the councils and organised into cooperatives, where 75% of property is community owned.8 The healthcare system is coordinated by health assemblies and runs six hospitals in Rojava. Its biggest strength was its organisation and being responsive to particular needs. However, a group as well-funded, centralised and bureaucratised as IS, that held many organisational traits able to respond to civilian needs, faced several challenges. Its healthcare system was one of its worst performing areas. Its refusal to negotiate with international organisations to allow for foreign medical aid and strict rules imposed on female doctors paralysed the healthcare system that was already under strain by lack of medication, faltering electricity and lack of doctors. It did however run a well-planned war economy that had as much as $2 billion in assets, and was directed towards self-sustainability, maximising resources and securing large revenue streams. It imposed several taxes but also subsidised several services.9

Parallel states also in principle function in contrast to the state they oppose. They are embedded in the ideology that governs these groups as they attempt to enact change across society-state and society-society relations. There are symbolic and bureaucratic elements to this. The meteoric rise of IS revealed that, as an institution, the caliphate no longer remained a religious-government authority of the past but was a living idea that captured the imagination of many. It brought together a sense of nostalgic promise to correct the political order that had failed them and restore the just order of Islam.10 It became a vehicle for salvation and a collective religious obligation.11 In this sense the governance project was a carefully designed social and political engineering project. The parallel state of the PYD in Rojava has completely altered the way people govern themselves and relate to the state as an institution. Its political order stands in stark contrast to the Baathist regime in Damascus. Rojava is a concrete example of democratic confederalism that removes the ‘state’ as a necessary entity to govern society. It aims to become a transformative bottom-up governance model for a federated Syria that links society through people’s assemblies, using a secular policy of decentralisation. The movement combines different contradictory nationalist, anti-nationalist, communist and multi-ethnic influences.12 Any contradictions between governing practice and ideology can be corrected via strong propaganda strategies both of which these movements have.

Parallel states are also generally pillared along the organisation of one branch of the insurgency. Groups that have strong administrative branches that operate within the political organ are better placed to govern than groups that use their military hierarchy to structure governance. IS divided the administration of its caliphate into different Wilayats (or statelets) and then sub-divided these into sectors. The governing structure was comprised of two pillars: Sharia administration (courts system, religious police and other law enforcement, education, health, tribal relations, Islamic outreach and Sharia institutes) and Muslim Services (service provision and infrastructure which included water treatment plants and power plants, bakeries and subsidised markets).13. Its structures were aimed at absolute control which together with its millenarian worldview had the objective of curbing any alternative thought, political pluralism and social organisation.14 The PYD governs under the banner of the Movement for a Democratic Society (TEV-DEM), a six-party coalition that oversees the cantonal governance system of the Democratic Autonomous Administration (DAA). The DAA is divided into 22 executive councils equivalent to ministries with representatives at all levels (from the commune to the federate level). Decisions are conveyed up the system by two delegates (a man and a woman) at each level. Local councils include representatives of Kurdish political parties and non-Kurdish communities but are appointed by the PYD that maintains overall decision-making authority.15 Both groups had bureaucratic capacity to govern along political structures that allowed them to separate their military wings from administrative power centres.

Ideology and political programs need to resonate with the values and needs of the people they govern. Both failed to achieve a cross-community following that cemented a wide and diverse constituency. The PYD currently retains control over large portions of Northern Syria and governs Kurdish areas, polyethnic areas where Kurds are a slim majority and areas were Kurds rule over Arab-majority towns. Rojava’s Social Contract stipulates a multi-ethnic confederalist approach; yet many Arab, Syriac and Assyrian leaders and communities participate without adhering to its ideology.16 It has struggled to sustain a political project without complete social adherence across communities, leading to a process of hegemonic control, assimilation and repression. The PYD has failed to harness supporters from non-Kurdish populations and failed to capitalise on the potentially unifying capacity of Kurdish nationalism. IS’s doctrinal rigidity and brutality ostracised its diverse communities failing to create a unifying platform across territories. It has rallied support from small extremist groups across territories but has failed to secure a large civilian following. It did however persuade and indoctrinate supporters in Iraq guaranteeing loyalty even after its territorial demise while influencing the political thought of others that did not adhere to its ideology. Supporters in Mosul, for example, believe in achieving a Sunni Arab homeland governed by Sharia law; these have become non-negotiable scared values.17 These nationalist sentiments may however localise it more and ground its organisation more concretely to specific territories.

Different strategies exist to link civilians to the state project. One important propaganda tool that allows for these insurgencies to alter the way their citizens think of themselves and their future is education. Some groups carefully structure interventions in education, others don’t have that capacity. The PYD has prioritised education as a revolutionary force. The curriculum includes education in Kurdish, Arabic and Syriac. By mid-2014 it had over 900 Kurdish teachers trained to teach Kurdish history, literature, women’s science, democratic nation ideology and the history of assimilation.18 The education system within IS’s caliphate was also a propagation of its vision and an indoctrination tool. Several secular subjects that were considered illegitimate according to Sharia were removed from the curriculum, while group mythology was taught. Both these strategies of education have facilitated the extension of the groups’ ideologies and the creation of supporters that because of their exposure at a young age are a new generation of cadres and combatants.

The manner in which IS and the PYD-YPG managed to control and direct each of these dynamics was a direct result of their leadership structures, ideological strength, organisational complexity and efficiency, and responsive policy towards civilians and their needs. The conflicts they operate in will continue to fluctuate between containment, asymmetric military confrontations and difficult political transitions. These insurgencies have added levels of protractability but have also deeply divided communities, tearing apart the social fabric of their countries, and in the process creating expectations of different political orders to restore the dignity of marginalised communities (even when as insurgents they failed to do so). They place civilians at the centre of this state-building endeavour and change the ways communities govern themselves during war. Any strategy devised to defeat or neutralise such groups will directly impact civilians and human security in greater ways.



Retooling international responses

Conflicts are complex in their causality, regulation and resolution.19 Any negotiation or politico-military strategy begins with an understanding of the actors, their capacity and what they want to achieve. Incorrect explanations of the conflict will lead to dysfunctional conflict resolution processes. In fact, conflicts ‘may be protracted, not necessarily or merely because of their inherent complexities, but because of the ways they have been initially defined, and because of the means employed to manage them’.20 Furthermore, in addressing intractable conflicts several responses can be tailored to address a myriad of issues but without a clear understanding of what these responses add up to.21 The main focus should remain on defining the conflict and its component parts correctly by mapping positions, interests, needs and fears. There is a need to seek (1) political solutions and (2) understand and address the shifts in authority and legitimacy that come from parallel states in differing degrees, which, in turn, creates the need to (3) think differently about the state and the pillars of governance. Responses need to be context-specific and actor specific. Multiple interventions can coexist, but political solutions are necessary at every juncture. Governance arrangements need to focus on sustaining authority and legitimacy in whichever hybrid form they occur. Interventions therefore need to be transformative and focused on what the future will look like for these constituencies.


Political solutions

Several of these insurgencies are deemed as involving violent extremists, foreclosing political solutions for military responses. Long, asymmetrical and divisive wars have in the past experienced military responses to tackle these insurgencies and determine a political settlement. While the use of force may be necessary to stop ethnic cleansing, separate armed groups and ensure humanitarian space, these wars require political solutions that focus on a human security dimension. Insurgencies of this nature build their political legitimacy by creating their own duality and exclusionary identity which military strategies feed. Counterterrorism (CT) and Counterinsurgency (COIN) strategies both generalise the problem, and neither are transformative in the way that conflict transformation requires.22 Labelling a conflict as comprising of violent extremist or terrorist groups risks ‘pushing policy away from politics’ and pursuing policy avenues that will delay resolving the issue.23 Designating groups as terrorists may limit the movements’ options, constraining efforts to de-escalate, shutting down potential avenues for dialogue and releasing them of the responsibility of good governance. It may also feed the notion of victimhood, collective punishment and humiliation that further entrench narratives of war, opposing visions of the future and the justification for continued violence.

Peace processes should therefore not be rendered second to military operations. Extremists and so-called spoilers need to be engaged with, despite the fears that in doing so they provide these groups with legitimacy, may undermine moderate politicians and may allow the space for them to regroup. This may require a conceptual shift by mediators and state actors into what compromises are possible. Some insurgent goals may seem unattainable through negotiations. However, goals shift overtime with engagement. More importantly these groups are locally embedded and grow through insurgent action aimed at exploiting local grievances that can be addressed through diplomatic action and negotiation. A systemic view of insurgencies divides the problem into different parts, corresponding to the component parts of the insurgency and the component parts of the conflict. Understanding how rooted certain insurgencies are with their ‘people’ is important for resolution purposes. Failing to address these specific nuances will most likely leave seeds of insurrection for other cycles of war and new insurgencies to exacerbate. The assessment of ideology provides insights into the groups coherence in translating aspirations into concrete political programs capable of fitting into political reform processes post-war. The systemic approach will allow for an understanding of the leadership’s capacity to keep a command stable through negotiations and sell difficult concessions to their support base, and their reproductive capacity to manage disputes at central and local levels. Organisationally it will allow an assessment of the resilience and experience of the political and administrative organs, shedding light on how each branch generates power and ensures survivability. The strength of the ‘social contract’ with civilian populations and the level of embeddedness with traditional structures of authority will facilitate an understanding of local conditions and layers of legitimacy that need accommodation. A systemic analysis also facilitates an understanding of which elements of these insurgencies have reached a critical mass level where addressing the initial root causes will not resolve these conflicts. By virtue of their development, these groups have generated entirely new factors in need of consideration and resolution.24 Insight into the rebel-system will aid the design of different strategies.25 It will provide an interpretive frame allowing one to identify entry points for appropriate and achievable objectives, which corresponds to Breekveldt and Kitzen’s findings as mentioned in Chapter 5. The format future negotiations may take with these groups will entail an array of tools and strategies. Normative flexibility may be required to seek compromise so that political processes can be infused with ownership, credibility and a sense of fairness. Mediators will need to begin accommodating the contours of hybrid governance in areas with mixed authority and parallel systems. The strengthening of local authority capacity for inclusive and participatory governance is necessary to avoid the reinforcement of power structures that in the past excluded the values, and identities of conflict-affected communities.26 Equipping local leaders, insurgent groups and community organisations with the necessary tools to ‘govern in parallel’ will remain riddled with legal, political and conceptual problems. Nevertheless, new forms of political transformation and state reform at the local level of diverse communities will need to be considered. Some groups may be equipped to provide for reformulated governance, others may not. The rebel-system will help determine those that can and those that can’t.



Rethinking governance

International and regional responses continue to focus on the re-establishment of state authority and returning countries to their pre-war state. Because they have the state as the horizon, these tools are unresponsive to the objectives of insurgencies aiming to dislocate the state and transform political governance. Interventions that involve political and economic responses approach governance with a focus on the central state rather than understanding authority as a complex and multifaceted endeavour. Several large-scale international interventions further apply tested and modular approaches to state-building that disregard national and endogenous processes. Sub-national and local concerns are in these cases addressed through different interventions that ultimately strive to legitimise externality. Building legitimacy of the state by excluding the communities that support these insurgencies is counterintuitive. Co-opting local elites and securing the local population to starve an insurgency of its support base may not be enough to undermine these insurgents. Rather, state-building is a political effort that needs to begin by generating mechanisms of power and authority.27 It is a process of constant negotiation that can neither follow a prescribed path of ‘best international practices’, have a tight timeframe for implementation or be dependent on a static political authority. The new state and its institutions should emerge out of existing social forces, reflecting the interests and values on all sides of the conflict.

The creation and sustainability of hybrid political orders are not a new phenomenon. Political institutions of different natures and authority (customary, religious, civilian and institutional) have been combined with existing available institutions. These have blurred the delineation between the ‘state’ and informal’ institutions as they combine, complement and borrow elements from each other. Hybrid political orders have several components that range from the restructuring of political power, security, to justice, education systems and other services. As a concept, it is neither state-centric, does not presuppose any particular arrangement or determine any level of effectiveness. It is open to dynamic change and does not lend it itself to particular social fields or types of informal/formal interactions. 28 However, hybrid governance arrangements need to begin considering the different forms of authority generated by parallel state-building insurgents. They represent major challenges to different post-conflict policy areas like democratisation, peacebuilding and state-building but nevertheless require new considerations.29 Policies need to become more holistic, multi-layered, inclusive and localised.



Conclusion

Countries, populations and territories that experience the parallel government of these insurgencies go through significant adjustments in the realities of their human and physical geography. Interventions need to take into consideration several factors. First, conflicts need to be correctly defined as do the actors engaged in them by understanding what drives them and what component parts provide reinforcing dynamics of sustained enmity, fear and distrust. Second, engagements of the different sides need to occur at any point regardless of the ripeness of the conflict. The urgency of engagement relates to the human security dimensions of such wars and the timeframe it will take to deescalate the conflict. Third, multiple forms of intervention can coexist including military options but should always be accompanied with integrated and sustained political interventions. These interventions need to be appropriate to the unique aspects of each war. Fourth, talking to extremists on all sides is vitally important. Fifth, context-specific resolution processes need to be prioritised over ‘best -practices’. Existential threats, cultural diversity, differing political ideologies and imagined orders require tailored responses. Governance arrangements that include differing levels of hybridity need to be brought into frameworks for peace negotiations. Lastly, the resolution of these conflicts also needs to be connected to transformative and constructive change processes to counter destructive patterns. The focus is on what the future will look like.

The residual impact of these wars, and the insurgencies fighting them, will place greater pressure on state sovereignty and the responses required of heterogenous nation-states in dealing with their diverse populations. Narrow responses to these insurgencies will only increase the likelihood that their resurgence will become more extreme each time as either violent jihadism, separatist nationalism, reformist sub-nationalism or utopian extremism. Governance will need to take on different forms to adapt to the challenges ahead and the changing environment, which may lead to more localised organic and transnational societies. Analysts and political leaders globally would do well to begin thinking flexibly on how to accommodate such shifts and what they will mean for the international order. The hybridisation of government, where key state functions are transferred to non-state actors, will increasingly challenge this order. Demands for devolution of power and assertive minority demands for control of their resources, political systems and regional engagements will increasingly elevate the local level and certain peripheries to the forefront of politics. Power will as a result be dispersed across borders, unconfined to existing nation-states and increasingly networked to compete with established internationally regulated systems. These insurgencies will not catalyse these shifts but are influencing changes and will benefit from the inability of states to shape outcomes in the international order.
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11 Security force assistance as a preferred form of 21st century warfare
The unconventional becomes the conventional

Jahara Matisek and Ivor Wiltenburg


Introduction

Notions of conventional military warfare, best defined through combined arms manoeuvre, have been the exception rather than the norm in the 21st century. Preoccupying most militaries has been the unconventional military mission of providing security assistance to weak and failing states. Despite substantial resources being committed to such endeavours by the United States, North Atlantic Treaty Organization (NATO) member states, and the European Union, there are very few success stories. The recent surge of security force assistance (SFA) missions by Western states, to train, advise, and assist (TAA) host-nation militaries and militias in weak states, is due to a lack of political willpower. Averse to committing large numbers of forces for fighting insurgencies or terrorists in insecure, instable, and underdeveloped countries, SFA and TAA-type operations are initiated to limit costs and casualties. However, this risk-averse strategy has associated externalities. Special operations forces (SOF), who have historically been tasked with unconventional military duties of indirect action, such as assisting weak state armies and pro-Western rebels, are overstretched. Hence, the ‘unconventional’ duty of SFA is being burden-shifted to conventional military units to alleviate the strain on SOF units constantly deploying to advise foreign forces.

This chapter first sketches the historical context of military assistance (MA) missions, which have been a mainstay of international politics, more so over the last 200 years. Such context clarifies how SFA has become a common tool for responding to state weakness, insurgency, and terrorism. Second, we show how SFA has increasingly become the newly institutionalised way of war for the West. Third, we illustrate the allure and challenges of modern SFA becoming normalised and bureaucratised in the West. However, the SFA mission is a highly personalised and culturally sensitive activity, something conventional military units are not organised or designed to do. This is because weak states have a fragmented political context where state monopoly of violence is contested due to the presence of numerous security actors (e.g. militias, insurgents, terrorists, criminals).1

The paradox inherent with most modern militaries is they have increasingly taken a bureaucratised (i.e. rational-legal) approach to warfare. Such a rigid Weberian approach to unconventional warfare (i.e. SFA) is problematic in a fragile state because the societal and political system lacks bureaucratic institutions and civil war has often personalised the violence. Flexible informal institutions based on traditions and charisma inform the organisation of governance, power, and legitimacy, each emphasising personal relationships.2 In this context, it is near-impossible to successfully implement the current bureaucratic and impersonal approach to SFA, because the logic of politics in a weak/collapsed state is controlled by powerful informal elites that perceive effective bureaucratic institutions as threatening their authority. Despite such failings, this chapter ultimately concludes that SFA is here to stay for the foreseeable future due to its cheapness, low-risk, increasing pressure of great power competition, and the complications associated with state failure (e.g. disruptive refugee flows to Western countries).


The evolution of military assistance

Since the Peloponnesian War, the concept of a stronger state lending military aid, assistance, and training to a weaker state to make their army stronger has been a tool of exercising power. However, industrialisation alongside the rise of colonialism changed the depth and scale of security assistance missions. Much of this originally rested on a colonising power creating a friendly puppet regime with a trustworthy police and loyal army that reflected the values and institutions of the colonising force. Industrial warfare intensified this process in the 19th and 20th century through increased specialisation and bureaucratisation of organisations for efficient warfare. However, during the post-colonial period this hitherto efficient process of co-option could no longer be realised. Nonetheless, the TAA approach to indigenous forces proved to be an indispensable military task, in improving the effectiveness of militias, partisans, and resistance fighters fighting against a common enemy. As these indirect operations were conducted frequently behind enemy lines, it became part of the special operations warfare branch, and as such included in the described tasks of SOF.3

While ‘special military units’ existed prior – there are many documented uses of ‘Special Forces’ being created and employed throughout history – the emergence of modern SOF occurred during the Second World War. The Cold War and various anti-colonial movements led to SOF growing in size and scope, becoming permanent fixtures in the branches of many industrialised armed forces.4 The emergence and increased prevalence of small wars during the Cold War era gave civilians a more predominant role in internal conflicts – instead of the uniformed adversaries Western armies trained for.5 Civil wars are best defined as a ‘struggle against intimate enemies: indeed, against those who should never have been conceived of as enemies at all’.6 Traditional large-scale Western warfare is highly contradictory to such a ‘war amongst the people’, in which granular intelligence and the selective employment of discriminate violence are more effective than overwhelming firepower.7

Doctrine development on how to conduct unconventional warfare began early in the 20th century such as the U.S. Small Wars Manual based on the experience of Marines fighting in the so-called Banana Wars (1898–1934).8 T.E. Lawrence’s emphasis on how to work with local armed groups was similar, but with specific focus on fostering personal relationships.9 Western MA missions, using small units, were especially important in peripheral areas (e.g. Africa, the Arab Peninsula, Asia) during the First World War and Second World War, because the bulk of forces were deployed for conventional military assaults in Europe and Asia.

The end of the Second World War brought a new threat to the West: communism. This new ideological threat – projected by the full weight and force of the Soviet Union – became problematic for the United States and Western Europe. Quite quickly, SOF units and special advisory groups were enlarged to train up anti-communist rebels in various regions and to develop the armed forces in Greece, South Korea, and Turkey.10 As best envisioned by U.S. General James A. Van Fleet in 1954, he saw MA as engaging foreign security challenges cheaply, fielding ‘25 divisions at the cost of one’.11

Needing to defeat an internal communist threat created a subset of unconventional warfare. Doctrinally known as Foreign Internal Defense (FID) in the United States, it was a defining pillar of American efforts in the Vietnam War and elsewhere. In fact, during the Cold War at least 55 documented countries received American military (and/or paramilitary) assistance for the FID mission.12 Similarly, the decolonisation era led to European powers (e.g. United Kingdom, France, the Netherlands, Belgium, Portugal) sometimes waging incredibly brutal counterinsurgencies (e.g. Algeria, Dutch East Indies, Malaya), sometimes with the help of local proxy forces, to only still eventually lose their colonies.13 Even after their independence, European MA efforts continued to former colonies for supporting their fight against local irregulars and garrisoning against communist influence.

After the Cold War ended, the necessity for foreign powers to employ SOF and general MA missions substantially decreased. As a consequence it became readily apparent in the 1990s that many states had only been able to subsist through aid programs from the Western and/or Eastern bloc. Many of these fragile states were dependent on being subsidised by foreign economic assistance and MA.14 This structural change in the international system, combined with numerous unresolved political grievances in weak states, provided the conditions for new forms of civil wars to emerge. As best elucidated by Mary Kaldor, these ‘new wars’ were defined by four principles: (1) violence between networks of state and non-state actors, (2) identity politics driving violence, (3) the pursuit of political control through violent means, and (4) predatory ways of financing internal warfighting.15 Subsequently, many governments collapsed, leading to ungoverned state-less spaces that were exploited by various armed actors, be it for ideological, political, and/or financial gain.

In this environment, Western states attempt to mitigate the effects of these failed states on their own security, enabling local forces to fight for common goals. This effectively externalises the burden of warfare to a local agent, in what has been described as ‘surrogate warfare’.16 In a similar vein, the increased strategic distance between the belligerents by utilising proxies, but also stand-off weapon systems, has led to the use of the ‘remote warfare’ moniker.17 Since 2007, SFA is the most common phrase used, as both the United States and NATO switched to this term to describe the training, advising, and assisting efforts in their respective doctrines.




Emphasising military assistance in the era of terrorism

The terrorist attacks of 9/11 and similarly inspired attacks across Europe after 2001 provided a new imperative for the West to deal with weak states, which was explicitly identified as a national interest in the Bush Administration’s 2002 National Security Strategy and 2003 European Security Strategy.18 The American-led invasions of Afghanistan (2001) and Iraq (2003), and their subsequent insurgencies, brought to the forefront the importance of creating stable and effective host-nation security forces. However, by late 2005 it was clear that American-led training of Afghan and Iraqi security forces was not working as these forces were unable to provide safety, security, or hold their own against insurgents. This was an indictment against the U.S. military and its flawed approach of trying to create new military institutions in these two countries. It also illustrated blindness to the lessons learned from over a century of American MA missions. Thus, the Joint Center for International Security Force Assistance (JCISFA) was created by the Secretary of Defense in April 2006 ‘to develop integrated tactics, techniques, and procedures (TTPs)’ and ‘institutionalize lessons and best practices from SFA operations’ to better assist partner ‘security forces during stability, security, transition, and reconstruction operations’.19

The development of such doctrine and the desire to train up host-nation security forces more efficiently throughout the Middle East and Africa – alongside the operational strain on SOF units – has driven the United States and United Kingdom to create specialised conventional military units to deliver SFA. The biggest advocate, Army Chief of Staff General Mark Milley, spearheaded the creation of six American Security Force Assistance Brigades (SFABs) in 2018.20 Comparably, the British Army 2020 white paper signalled the establishment of a Specialised Infantry Group (SIG) with four Specialised Infantry Battalions (SIBs) dedicated to the mission of SFA.21

Following suit, the NATO Security Force Assistance Centre of Excellence (NATO SFA COE) was established in 2019. The NATO SFA COE is formally tied to supporting the NRDC-ITA (NATO Rapid Deployable Corps – Italy), a multinational fighting force that has increasingly been relied upon to provide SFA, like an SFAB or SIG. These types of conventional units being created to perform SFA reflect a shift towards a 21st-century era of trying to build capable army and police units in weak states. This increasingly points to the preferred low-risk way of war. Indeed, the safety of SFA personnel is regularly put on a premium instead of the success of the operation. For instance, an Italian colonel in 2019 describing how SFA can work best argued that ‘Force Protection is ALWAYS the highest priority [sic]’.22 However, his assessment undermines Clausewitzian notions of SFA being used towards political objectives beneficial to Western governments, further indicating a shift in the preferred way of war for the West.


The Western way of war

One of the first scholars to suggest there being a ‘Way of War’ was Russell Weigley. Looking at the historical American approach to war, Weigley noted how the United States evolved from a strategy of attrition to an annihilation approach. However, when nuclear weapons emerged, Weigley observed how this had radically changed the calculus of war making, because attempting to annihilate an enemy would likely result in mutually assured destruction via a nuclear response.23 Thus, wars in the atomic age became a balancing act of limited war (e.g. unconventional warfare) in trying to pursue political objectives without reaching the tip of nuclear war, nullifying – as Weigley viewed it in Vietnam – the possibility of achieving a decisive victory. Following the failures of Vietnam, U.S. and other Western military leaders purposefully purged the lessons of Vietnam, by investing in technology and firepower, in pursuit of the next conventional war.24

The overwhelming defeat of Iraq in 1991 during the Persian Gulf War, the success of the 78-day air war against Yugoslavia (1999), and the rapid defeats of the armed forces of Afghanistan (2001) and Iraq (2003) provided a new lens in which to believe that a newly efficient way of war existed for the West. Leading the charge was Max Boot, who contended in 2003 that these quick and successful wars were a new way of war because technology had enabled a revolution in military affairs (RMA), whereby precision airstrikes could eliminate most adversary forces with little to no ground troops.25 Stephen Biddle branded this new model of airpower and small SOF teams as the ‘Afghan model’, with ‘indigenous allies’ enabled without deploying large numbers of conventional ground forces.26 However, after spending hundreds of billions of dollars on building and training Afghan and Iraqi security forces, they remain militarily ineffective.27 The United States and allies had essentially created Fabergé Egg armies in Afghanistan and Iraq: expensive, but easily broken by insurgents.28

While there are some perils in discussing a specific Western way of war, much of the literature has trended towards some level of agreements about certain ways of fighting in the West compared to other societies and civilisations. One of the proponents of there being a Western way of war – and it being superior to others – is Victor Davis Hanson. Hanson’s seminal book, Carnage and Culture, pushes back against notions of geography and technology making one military better than another, contending that specific Western cultural traits (e.g. personal freedoms, citizen armies, group discipline with individual initiative encouraged) created effective militaries because they developed distinctive and innovative military cultures not bound to ritual, tradition, and religion.29 This translated into strategies of annihilation for the West, whereas other societies typically pursued war to reach political settlements. The impersonalised Western approach to warfare makes it institutionally effective because of the way it is rationalised: overcoming traditional societal norms that can interfere with combat operations. However, for SFA to be effective, cultural context and personal relations need to be established over the long-term.30 As noted by David Ucko, ‘the U.S. government remains seriously ill-equipped for the task of countering irregular threats… and its problematic search for lower cost and lower risk ways of combating terrorism’ is leading towards a preference for conventional units to conduct SFA missions.31

The creation of American SFABs and the British SIG to conventionally conduct SFA is not a radical idea in the normalisation of this once unconventional military duty. In fact, the NRDC-ITA has performed MA missions to 10 countries since 2001, with SFA only formally being codified into its activities in 2017.32 Moreover, the EU first began SFA missions in 2010 in an attempt to rebuild the security forces of Somalia to support a newly formed government in Mogadishu to repel al-Shabaab. These EU-organised programs, known as European Union Training Missions (EUTMs), first began in Somalia (2010-Present), with other EUTMs providing SFA to the armed forces of Mali (2013-Present) and Central African Republic (2016-Present). Each of these internationalised military interventions into a civil war is a product of the current 21st-century international system, which perceives global interconnectedness as being endangered by a failed state, requiring intervention.33 SFA is increasingly a greater component of trying to bring stability through the imposition of Westernised military institutions and various other forms of bureaucratised institutions that are remarkably different to how elites and citizens informally operate and conduct politics.34 These rationalised attempts at SFA, however, involve ‘trying to impose a merit-based, technologically savvy, equipment-intensive approach onto societies where relationships and social standing have a heavy bearing on organizational behaviour’, which likely means these Western endeavours are dubious to produce effective militaries in their image.35 Still, using SFA as a foreign policy tool is an enticing option for Western governments for various reasons.



The allure of SFA

SFA is appealing for several political reasons. First, it is perceived as a low-risk and economical way of addressing insurgency and terrorism in certain regions, without committing large numbers of troops. Second, the tailored mission scope of SFA may only require a dozen advisors. With small numbers, SFA operations offer a non-militarised narrative of supporting local forces to provide security. Third, SFA enables coalition operations, as supporting local security institutions can be shared amongst coalition partners. Examples include the UN authorised International Security Assistance Force (ISAF) in Afghanistan and the Capacity Building Mission in Iraq (CBMI). Many small states, for the purposes of demonstrating resolve and loyalty to the United States, make meaningful troop contributions to SFA missions.36 In fact, since the end of ISAF in 2014, the NATO-led Resolute Support Mission has transitioned into an explicit SFA mission, averaging about 17,000 troops, of which the United States has provided half the personnel, with 38 countries combining their forces to provide the other half.37

The Obama Administration, believing it would yield benefits to the United States and allies, adopted the doctrinal employment of SFA.38 In 2009, Secretary of Defense Robert Gates stated the United States would use indirect approaches for security challenges wherever possible; building the capacity of partners was as important (or even more so) than U.S. troops doing the actual fighting.39 This policy change was mainly a consequence of the U.S. Army and SOF being operationally strained – resulting in the need to address security challenges in an alternative fashion – in tandem with procuring costly new assets for great power competition. With fewer resources to conduct counterinsurgency (COIN) and counterterrorism (CT) operations across the Middle East and Africa, a transition to SFA was only logical to reduce troop commitments.

The rationale for smaller states is somewhat different. SFA participation allows small states to show support to their hegemonic ally, thereby legitimising foreign military interventions by broadening the international coalition, albeit still at a low-cost in the perception of domestic audiences.40 However, changing perceptions of America’s role in international affairs are making it increasingly difficult for allies to lend support.41 Concerns of being implicated in an open-ended war might lead to some European capitals being suspicious of American-led aims of SFA.42 Yet, for many small states SFA provides a ‘non-combat’ narrative in symbolically supporting internationalised state-building efforts in a weak state. Finally, SFA is perceived as cheap and less risky, both politically as well as physically, and TAA tasks are fungible making it easy for coalitions to adapt when members withdraw advisors.43



The challenges of SFA

With SFA being attractive to many states, successes have been elusive. Besides South Vietnam during the Cold War, on-going SFA efforts in Afghanistan, Iraq, Mali, Somalia, and many others appear to be failures.44 A brief survey of SFA literature indicates several trends such as lack of success due to erroneous policy decisions, an overly technical approach, lack of absorptive capacity by recipients, or the improper, illegal, or immoral use of the received SFA.45 Indeed, providing SFA has shown to have a correlation with coups d’état, increased political violence, and domestic repression.46

Two decades in, the brittle forces of Afghanistan and Iraq have been unable to stand on their own. The ineffective Iraqi army collapsed in 2014 due to bad leadership and sectarian divisions, as evidenced by the easy capture of Mosul by a small group of Islamic State fighters.47 Moreover, the Afghan army has been unable to overcome corruption and ethnic and tribal divisions. This has led to the Taliban controlling more territory in 2020 than they have since 2002. Such systemic issues seem unsolvable for the foreseeable future, making the prospect of ‘winning’ in each country only possible if the U.S.-led international community were to station over 100,000 troops in each country, much like the United States did with post-Second World War Germany, Italy, and Japan. Albeit, the United States was fortunate with these three countries possessing some level of Weberian bureaucratised institutions.

One of the other challenges encountered is a lack of absorptive capacity, with either individuals or institutions. Weak governments – either due to lack of willpower, capacity, and/or incompetence – struggle with integrating SFA. Specifically, many studies identify a partner’s limited absorptive capacity as an obstacle to military effectiveness and institution building.48 An example is the Somali government, which lacks the political willpower and capacity to engage in necessary reforms. No national-level official security force can protect Somalia writ large, as clan politics prevent international attempts at formalising effective institutions in Somalia.49 This suggests a need to engage in a hybrid approach to SFA in these contexts, working towards building upon the localised ways in which authority and power are constructed, focussing more on peacebuilding than military power.50 Creating hybrid security institutions that reflect political realities such as an oligopoly of violence would ensure some modicum of institutionalised buy-in from elites. Attempting to impose a Weberian model that artificially monopolises violence will likely prove more disruptive, undermining stability and hindering a democratic transition.51

A final important factor regarding successful SFA-provision is the mitigation of antagonistic external actors. This occurs when SFA efforts are ‘spoiled’ by third-party actors who attempt to stymie the building up of a host-nation military, by supporting insurgents.52 Furthermore, as the presence of a SFA force does not provide any deterrence due to the lack of integral combat power, a small deployment of trainers to an area influenced by antagonistic third-party actors could be counterproductive as it exposes lightly armed and/or unarmed forces.



The shift from special forces towards conventional troops

SFA-type activities are termed MA in NATO SOF doctrine, as it has been historically a SOF task. Besides special reconnaissance and direct action, MA is indeed one of the main tasks for NATO SOF.53 However, since the interventions in Iraq and Afghanistan, troops from regular infantry battalions have been increasingly tasked to perform SFA. In Afghanistan, conventional coalition forces were used to staff the Operational Mentoring and Liaison Teams, which were attached to Afghan army units. Similar efforts occurred with the CBMI, with conventional troops assigned to Iraqi units. The increased need for senior non-commissioned officers and officers to provide TAA to foreign militaries has resulted in niche units such as Americans SFABs and British SIG. In smaller states, few organisational changes have been made to accommodate for the increased operational need for SFA advisors, but small states have nonetheless contributed significantly to these SFA-type operations by parsing regular units for deployable SFA units.54 These organisational adaptations might indicate that SFA is a new concept, although historical antecedents indicate otherwise.

The former American SOF approach to ‘provide advice, training and assistance to indigenous resistance organizations already in existence’ has changed.55 SFA is not limited to either light infantry or rebel forces; it has broadened to armoured warfare, artillery, and air forces. SOF personnel, although sometimes having prior experiences in these types of regular warfare, are not ideally suited to developing regular formations, because SOF personnel generally lack staff and logistical experience. Thus, regular army personnel find themselves increasingly in an advisory role. Still, for many states providing SFA, these new tasks have not been properly integrated into doctrines or organisational planning. For instance, a Special Inspector General for Afghanistan Reconstruction report indicated that SFABs lacked the necessary personnel to train and deploy properly for their SFA mission in Afghanistan, struggling to advise Afghan units.56 As relayed in an interview with one SFAB officer, the U.S. Army is so (re)focused on conventional warfare that SFABs are treated as an afterthought. SFABs do not receive the necessary support and resources, lacking a broader strategy for providing SFA outside of Afghanistan, such as in Africa, and risk-aversion (i.e. protecting SFAB personnel) limits interaction with the armies they are supposed to train.57



Conclusion

The interventions (and post-stability operations) in Afghanistan and Iraq are failures. Military units providing SFA under risk-averse conditions contradict the fundamentals of the seminal U.S. Army/Marine Corps Counterinsurgency Field Manual, which highlights that ‘ultimate success in COIN is gained by protecting the populace, not the COIN force’.58 This speaks volumes to the various problems of an interloping force conducting COIN/CT operations, while juggling the TAA mission alongside nation- and state-building.

The number of casualties and high costs from the occupations of Afghanistan and Iraq have led Western aversions to large-scale foreign military interventions.59 This sentiment has translated into limited military interventions via SFA. Smaller missions with a distinct focus on an indirect approach involving local security forces have become more common. These TAA missions concentrate on enabling foreign security forces to achieve common security goals, leading to descriptions like ‘surrogate’ or ‘remote’ warfare.

Besides the shift from large interventions to smaller interventions via SFA, another trend is discernible. Although war is elementally a human endeavour, the bureaucratisation and modernisation of warfighting have increasingly made it impersonal. Close quarter combat and war amongst the people – a mainstay of fighting for millennia – is now increasingly considered to be avoided or unconventional. Conversely, conventional warfare has become more ‘distant’ through the increased use of stand-off precision weaponry, long-range direct firing platforms, and drone warfare. As ‘unconventional warfare’ has increased in occurrence since the beginning of the 21st century, epitomised by large counterinsurgencies in Afghanistan and Iraq, but also in Mali, Syria, and Ukraine, SOF units are increasingly stretched thin in providing all aspects of unconventional warfare to contemporary conflicts. This has resulted in conventional military forces filling the SFA gap. Such ad hoc operations have increasingly been institutionalised in the West, with SFABs and the SIG. These trends are indicative of the normalisation and bureaucratisation of SFA as a modern Western way of warfare. Western capitals prefer local proxies to fight bloody battles, such as Mosul (2016–2017), but due to principal-agent issues, SFA recipients are only as loyal to their SFA donor as their alignment of strategic interests. With SFA duties shifting from a SOF prerogative to conventional army duties, unconventional military operations have been mainstreamed.

Overall, the allure of SFA resides with the veneer of a cheap solution to leaders in Western capitals. They can demonstrate a willingness to deal with a security problem ‘over there’ and, at a minimum, provide minimal amounts of resources and military advisors to contain a security problem, without having to solve it. The grander problem lies with leaders in a weak state absorbing SFA and it being operationalised into long-term gains in security, stability, and economic development. In the rare case of SFA working, such as Colombia, success only occurred because political and military leadership had long-term horizons, and strategically absorbed security aid in a way that transformed the state and security institutions to address Fuerzas Armadas Revolucionarias de Colombia (FARC).60

The future dilemma for Western SFA providers is the balancing act. Determining how much SFA should be provided in relation to how much the state will absorb – and not creating dependencies. The other harsh reality for SFA providers is recipient state elites that are reluctant to create formalised institutions, fearing it might threaten their grip on personalised power. Regardless, SFA is a messy process that cannot be overcome through bureaucratised efficiency. Success in SFA is dependent upon influence, enduring partnerships, and convincing partners to make difficult reforms militarily and politically. At some point, with enough domestic political willpower, the recipient state can strengthen institutions to create legitimacy, which can translate into the government being capable of providing safety and security in their own state.
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12 Learning and forgetting counterinsurgency

Martijn van der Vorm


Introduction

In 2011 an air campaign by Western militaries helped in disposing the regime of Muammar Gaddafi in Libya. Ostensibly learning from their experiences in Iraq and Afghanistan not to become embroiled in messy state building campaigns, the intervening powers largely disengaged militarily from Libya. Despite this application of hard earned wisdom, a civil war ensued over the spoils of Libya with serious repercussions for the wider region. Yet again in the 21st century, a Western military intervention yielded adverse strategic effects.1 While this example primarily shows a lack of understanding about the utility of military at the political level, the air campaign over Libya also challenges the ability of the armed forces to retain the knowledge from recent operations. Ironically, academic publications on how armed forces learn during conflict have proliferated tremendously over the last 20 years.2 This can be largely ascribed to Western militaries’ experiences during the large-scale counterinsurgency efforts in Iraq and Afghanistan.3 Initially, the militaries involved were unprepared – conceptually as well as practically – to conduct counterinsurgency operations.4 Prior knowledge on how to conduct counterinsurgency had been forgotten, misremembered or discarded. Arguably, the most well-known example in this regard is the U.S. failure to preserve hard-gained knowledge from Vietnam. In this case the armed forces apparently seemed to purge themselves of the counterinsurgency experiences from that unsuccessful war.5 In the United Kingdom, a similar pattern of strategic amnesia could be observed as the rich experiences of the past were seemingly forgotten by the advent of the 21st century.6 This dynamic of forgetting knowledge from previous experiences meant that Western militaries have to (re)learn how to conduct counterinsurgency operations.

Now that large-scale counterinsurgency campaigns have ended, the interest in the concept of counterinsurgency is, again, in decline. Indeed, the disenchantment with counterinsurgency missions and the broader concept in the West is notable as was apparent in the case of Libya.7 This weariness has led several scholars and officers to argue that Western armed forces are in the process of forgetting the hard-won lessons from Iraq and Afghanistan.8 This would mean a new turn of the recurring cycle of learning, forgetting and relearning counterinsurgency knowledge.

If Western militaries have proven to be adept at learning during recent unsuccessful counterinsurgency campaigns, but discard this knowledge afterwards, this apparent aptitude is nothing more than a consolation prize. This chapter, therefore, hypothesises that the lessons learned from a conflict are perceived and handled differently after the conflict has ended, with a potentially altered strategic environment, then during the conflict itself. While this chapter focuses on learning from counterinsurgency operations, the question of how knowledge is retained after conflict is of course germane for any type of conflict.

The objective of this chapter is to examine the processes of how armed forces learn from irregular conflict. To this end, the chapter is divided into four sections. The first section explores the literature on how militaries learn and change in relation to conflict. The second section examines the process of informal learning in conflict. In the third section the dynamics of more formal organisational learning are explored. The fourth and final section analyses the dynamics of knowledge retention in a new strategic environment. This chapter concludes with an assessment of why transferring knowledge from recent counterinsurgency experiences continues to be difficult in Western armed forces and why this subject provides ample opportunity for additional research.



Learning from conflict

The ability to adapt and learn in war is regarded essential to overcome surprise on the battlefield.9 As war is considered a competition of wills, adversaries of any stripes will seek to adapt in order to gain an advantage in conflict either through committing additional resources, implementing new technologies, trying new concepts or a combination of those elements.10 Evidently, this holds true for all belligerents in war. If one side cannot adapt to the challenges posed by combat and the environment, staving off defeat will become very hard.11 This is not to say that proficiency in learning is a guarantee for success.12

The academic subfield of ‘military innovation studies’ examines how armed forces enact organisational change. It encompasses change in military organisations through the adoption of novel technologies and concepts, reorganisations that are forced on the armed forces by their political or military leadership and drawing lessons from conflicts.13 As such, military innovation studies cannot be regarded solely as a specific and applied element of organisational learning literature. Thus far the diverse manifestations of change in military organisations have precluded the establishment of an overarching theory that explains such change. As a result, military innovation studies have drawn critique for lack of theoretical clarity.14

This critique notwithstanding, the subfield of military innovation studies has distinct redeeming qualities. First of all, it has yielded a wealth of empirical case studies on learning by military organisations. Although a significant portion of these works describe the recent counterinsurgency campaigns in Iraq and Afghanistan, other historical conflicts have also been studied extensively. Second, military innovation studies have classified the various manifestations of change in military organisations that can be the result of learning processes. These manifestations of change include doctrine, organisational structures, military strategy, operations and education and training.15 A third and most salient contribution is the identification of many factors of influence that shape learning processes. Internal factors are organisational culture, leadership and internal learning, and dissemination arrangements. In principle, however, such internal factors are not unique to military organisations.16 External factors such as domestic politics, alliance politics, civil-military relations, strategic culture, defence policy and resources are more specific to the context of military organisations.17 Finally, scholars studying military change have increasingly applied organisational learning theory to their research. Most of this research is concerned with how armed forces learn during conflict.18 In this body of literature, a distinction is made between informal learning that is initiated in, and shared between, deployed units, and adaptations that are facilitated by the wider organisation. The latter iteration corresponds with the notion that lessons must be accepted by the organisations’ leadership in order to be implemented and disseminated throughout the entire organisation. How lessons are retained after conflict is also a subject of study. In most of this research, the manifestation of learning from previous wars is focused on doctrine.19 For a more comprehensive understanding of the military organisational learning process in relation to war, the acquisition, implementation and dissemination of knowledge in conflict should be studied, as well as the subsequent retention of knowledge after the conflict has ended.


Informal learning in conflict

After the short conventional campaigns that toppled the incumbent regimes in Afghanistan and Iraq, Western armed forces were caught flat-footed when full-fledged insurgencies erupted.20 Due to the institutional neglect of counterinsurgency knowledge in Western militaries, the understanding needed to operate in such complex environments had been lost. By and large, units in the field were struggling to understand the operational environment, confront their elusive adversaries and stem the violence.

Invariably, tactical units seek to overcome such challenges on their own initiative. This starts with identifying deficiencies in their current performance. Examples of indicators of deficiencies can be amongst other things, increasing levels of violence in the area of operations, or mounting casualties inflicted by Improvised Explosive Devices (IEDs).21 From the perspective of the troops, these incentives to learn are compelling. Because of the immediate impact of these deficiencies and the high operational pace, units cannot wait for organisational solutions.22 Moreover, due to the typically dispersed nature of operations, local units have the best knowledge of the operational environment. Thus, deployed units and their commanders must be empowered to experiment with battlefield solutions to overcome tactical problems.

To address deficiencies, troops can experiment with tactics, techniques and procedures, adjust their organisation and improvise equipment. During operations, these measures can be tested, evaluated and adjusted. Units in the field routinely evaluate their operations, both to recognise shortfalls and to share best practices within the unit or with adjacent units. This ensures that the cycle of learning and adapting is continuous and dynamic. Ideally, this acquired knowledge is horizontally shared with other units simultaneously in theatre or to subsequent rotations who might encounter similar challenges. This dynamic can occur through informal instruction or publications.23 For example, the first Dutch special forces detachment in Uruzgan in 2006 shared their best practices with the incoming Dutch Battle Group during an informal session. In turn, the special forces had learned most of these lessons from their Australian and American counterparts.24

In this regard, the notion of informal learning does not mean that organisational arrangements are irrelevant. When the military organisation allows individuals, such as unit commanders, sufficient latitude to improvise and adapt, this can instil a culture in which innovative ideas can thrive.25 As a unit cannot draw on additional resources in informal learning, the assets available to the commander shape the range of solutions available to him. A divisional commander like David Petraeus in Mosul in 2003 could draw from extensive resources under his command to pursue a population-centric counterinsurgency strategy rather than conventional clearing operations. By restraining the use of force, emphasising intelligence collection and providing basic services to the population, this approach succeeded in decreasing the levels of violence in the area.26Other organisational arrangements such as the Commander’s Emergency Response Program (CERP), that could be employed at the commander’s discretion, further increase resources that could be used to act on lessons learned during operations.27

An example of informal learning in a smaller unit is that of a U.S. marine battalion in Iraq in 2006 that reinforced its intelligence section from four officers to over 30 analysts to keep abreast of the vast amount of information coming from the field.28 This decision was entirely within the purview of the battalion commander. Yet, he will not have taken this decision lightly as this additional intelligence personnel had to come from within the battalion and therefore could not perform their organic tasks such as conducting patrols.29 While this approach yielded results, it did not lead to augmented intelligence sections within all Marine and Army battalions or brigades. Beyond organisational culture, leadership that is willing to experiment is a crucial factor of influence in informal learning.

Evidently, there are inherent limits to informal learning in conflict. A key constraint of informal learning is that the scope of learning is innately limited to the resources a unit has to its disposal. Another constraint is that without institutional attention towards the learning process, the organisation cannot ensure that the lessons learned are coherent with each other and the organisation’s strategy. Finally, the dissemination of knowledge depends on informal networks. This means that when the experience from past campaigns is not formally incorporated and shared, the acquired knowledge can prove ephemeral.30




Organisational adaptation in conflict

If an armed force as a whole acknowledges deficiencies and accepts proposed solutions, these can be disseminated and implemented in a more coherent and systemic fashion. Implemented adaptations pertain to the theatre of operations and the organisational structures that support the mission. However, the organisational response can be sluggish.

A telling example of the institutional reluctance to act on requests from the field is the glacial process by the U.S. Marine Corps to acquire Mine-Resistant Ambush-Protected Vehicles (MRAPs). When deployed Marine units recognised that the threat of IEDs had grown beyond their own ability to mitigate this challenge through altered procedures, MRAPs were identified as a solution to provide mobility with adequate protection. While the need for MRAPs was identified early on, the procurement was delayed at the institutional level because it would endanger other materiel acquisitions that the U.S. Marine Corps prioritised. In the end, it took two years before the MRAPs were deployed to Iraq.31 Other examples of slow organisational adaptation during conflict include training exercises before deployment. American units continued to train for conventional operations in preparation to their mission in Iraq in 2004.32 Furthermore, an American in-theatre counterinsurgency school for Iraq was only established in 2005.33

Thus, the formal integration of knowledge from the field is typically a lengthy process. First of all, the institution must share the analysis that the identified deficiencies warrant its attention.34 Second, organisational structures must be in place to collect, analyse and distribute knowledge from the field.35 Third, the organisation and the units in theatre can differ in opinion about the best solution for the identified challenges as the example of the procurement of MRAPs shows. Moreover, the allocation of additional budget or manpower to theatre often requires political approval.36 As a result, political considerations can influence (and hinder) the implementation of lessons learned.

The primary example of recent organisational learning in conflict is the publication in 2006 of the American Field Manual on counterinsurgency (FM 3-24) and the subsequent change in strategy for Iraq. As the situation in Iraq deteriorated, the U.S. Army and Marine Corps were driven to review their approach to the war. In other words, the institution as a whole recognised the deficiency in its performance relative to its environment and was open to utilise new knowledge for remedial action.37 Organisational mechanisms for knowledge acquisition and dissemination, in the form of the U.S. Army’s Combined Arms Center (CAC), shifted into high gear to search for solutions to this problem.38 The main product of this effort was the FM 3-24 which offered guidance on the conduct of population-centric counterinsurgency operations. American forces would strive to protect the population and assist in providing basic services instead of focusing solely on targeting elusive insurgents. This doctrinal document was in large part inspired by the informal lessons learned by deployed units.39 The formalisation of these lessons and the publication of an official field manual were crucial steps in organisational learning during conflict. However, these efforts were by no means a guarantee that these lessons would be implemented, especially as there was extensive critique on the counterinsurgency doctrine and its proponents.40

Only when President Bush decided in early 2007 to try salvage the American mission in Iraq, the U.S. military could put the lessons into practice. Concurrently, Bush endorsed the implementation of a population-centric approach as envisioned by FM 3-24. The sponsor of the doctrine, Petraeus, was to oversee its application as commander in Iraq. Critically, Bush signed off on additional troops that were needed to make this strategy work. Whether or not this ‘Surge’ was responsible for the subsequent decrease in violence in Iraq, it is a seminal example of organisational learning in war. The lessons were manifested in new doctrine, strategy, tactics, force preparation and increased troop levels. In addition, this example shows the manifold factors influencing the process: domestic politics, civil-military relations, leadership, available resources, organisational culture, internal politics and institutional arrangements for knowledge production and distribution. All these factors were aligned sufficiently to facilitate the U.S. military’s adaptation to counterinsurgency.

Yet, despite profound efforts from Western armed forces to learn from their experiences in Iraq and Afghanistan, the formal organisational learning processes have been constrained as well. First of all, just like some units and their commanders did not adapt informally to operational challenges, others ignored the knowledge and lessons that were disseminated by the institutions. Commanders in Iraq and Afghanistan defaulted to more conventional approaches, as they felt that population-centric counterinsurgency was incompatible with their units’ regular task and training.41 A second limitation typical to organisational learning in irregular conflict is the endurance of lessons beyond the last conflict. When the strategic context has changed, the hard-won lessons of the previous war are often viewed in a different perspective. The next section will elaborate on the current focusing by Western militaries on great power competition and conventional warfare. Armed forces that only reluctantly adapted to challenges of counterinsurgency campaigns can then revert back to their traditional outlook, thereby discarding the knowledge from past conflicts.



Knowledge retention after conflict

A crucial factor influencing the retention of lessons from previous conflicts is how the contemporary strategic environment is assessed. The success of incorporating lessons and enact other changes in military organisations depends in a large part to the extent these are congruent with political guidance and the threat perception.42 Indeed, with the end of the large-scale commitments in Iraq and Afghanistan, the strategic outlook of most Western states has changed dramatically. Strategic challenges such as countering the Russian Federation, China, Iran and the Islamic State’s aspirations have garnered the attention of Western policy makers. As a result, Western militaries are in the process of recalibrating towards fighting high-intensity conventional wars.4344 According to some observers, the previous emphasis on counterinsurgency missions has led to an erosion of Western combat capabilities.44 In this light, armed forces are reluctant to institutionalise lessons from counterinsurgency campaigns and other missions than conventional combat. Without the operational pressures of massive deployments in such missions, militaries will prioritise preparation for conventional warfare as this is (perceived) to be their core task.45

Concurrently, Western militaries continue to be deployed to intrastate conflicts, albeit in a more limited and indirect role. Current commitments are largely fulfilled by Special Operations Forces (SOF) or through Security Force Assistance (SFA) missions (for an extensive explanation of SFA, see the previous chapter by Matisek and Wiltenburg).46 Moreover, the main strategic incentive for many U.S. allies to participate in the war in Afghanistan was in the first place to be a ‘good ally’.47 Retention of military lessons was therefore not a primary concern after this conflict. In this context, however, the more practical risk of evaporation of counterinsurgency knowledge is palpable. Institutional resources and attention are diverted to other mission types. If this knowledge is not institutionalised, all the formal and informal adaptations in Iraq and Afghanistan will be lost to posterity. Given the continuous involvement of Western militaries in intrastate conflict, this is highly undesirable as the experience of previous counterinsurgency campaigns will hold relevant lessons for future missions.48

Institutionalisation of prior experience is not a normative prescription, in the sense that this is always beneficial to a military organisation. Learning the wrong lessons from the past can be as detrimental to armed forces as not learning at all.49 The applicability of lessons learned must therefore be analysed within the new strategic context and towards potential future threats. Future intrastate conflicts will be different from either the wars in Iraq and Afghanistan. Indeed, these two conflicts had very dissimilar characteristics and lessons from the one could not be implemented blindly to the other.50 However, these recent conflicts should not be regarded as aberrations that have no bearing on future wars.51 After all, due to the neglect of counterinsurgency knowledge before the wars in Iraq and Afghanistan, troops had to relearn these lessons under fire.

An important step for retaining knowledge is internal mission evaluations. By examining the conduct of operations, deficiencies and lessons may be identified. For instance, the U.S. Army has published a thorough, unclassified evaluation of its performance during the war in Iraq, while the British army conducted a classified study of its campaign in Afghanistan.52 This document candidly analyses mistakes by commanders in the preparation of the war, the subsequent occupation and countering a multifaceted insurgency. Such internal scrutiny is essential to identify what worked in the context of a conflict and helps preventing historical myth building.

Thus, to ensure that relevant knowledge is available for future conflicts, it must be consciously stored within the organisational memory. While writing evaluations and doctrine are essential steps in analysing the relevance of lessons, they are insufficient for real institutionalisation. Instead, the lessons should be reflected in the curricula of military academies and command and staff colleges. Furthermore, available knowledge should inspire training scenarios so military personnel can get acquainted with it in controlled environments.53 For instance, the 1 (German/Netherlands) Corps has sought to integrate the ‘comprehensive approach’ into its exercise schedule based on its experiences in Afghanistan. Every year, an exercise by the name ‘Common Effort’ is held, in which interagency partners, international organisations and non-governmental organisations participate. The objective of this exercise is to ensure understanding and knowledge sharing among civilian organisations and armed forces who are invariably confronted with the same security challenges. By training together regularly, these organisations should be able to cooperate better in future conflicts.54

Other manifestations of institutionalisation can be the procurement of new material or the establishment of new organisational structures. An example of the former is the procurement by the Royal Netherlands Air Force of Unmanned Aerial Vehicles (UAVs) of the MQ-9 (Reaper), based on lessons from the Dutch mission in Afghanistan. This acquisition was however repeatedly delayed by lack of budget, despite the operational need of these UAVs. This acquisition also led to the establishment of new organisational elements such as the squadron for the UAVs, as well as a unit that will process and analyse the data collected by the unmanned platforms.55 Another example of new organisational structures based on recent experiences is the establishment of the U.S. Army’s new Security Force Assistance Brigades (SFABs). The purpose of these brigades is to ‘develop the capacity and capability of foreign security forces to facilitate the achievement of US strategic objectives, in coordination with joint, interagency, and multinational forces’. Based on its experiences in Iraq and Afghanistan, the U.S. Army has recognised a deficiency in its performance in training and mentoring local forces. The new SFABs are meant to address this deficiency, in part by specifically selecting and training personnel for conducting SFA missions.56

Cases like these show that some lessons from the recent counterinsurgency campaigns have indeed been acknowledged for use in future conflict. Whether such examples are isolated specks of institutionalisation or an indication that knowledge retention from counterinsurgency campaigns is indeed actively pursued by (some) Western militaries is subject to further research. Most academic observers are sceptical on this matter.57 Beyond the uncertainty of the contemporary strategic environment, other factors can have profound influence on the ability to maintain or implement acquired lessons. Most fundamental, perhaps, is the question of what resources are available to the armed forces. If budgets are tight, organisational structures tasked with knowledge retention and dissemination are often axed in favour of operational needs.58 In addition, when the organisation promotes conventional career paths over specialisations such as counterinsurgency or SFA, such competencies are vulnerable to wither as military personnel will perceive these specialisations as detrimental to their careers.59 The interplay of such organisational and environmental factors makes studying learning after conflict complex, perhaps even more so than learning during conflict. Arguably, this complexity can make studying this strand of learning the most interesting. At the very least however, it must be included in the research on how armed forces learn in relation to conflict.



Conclusion

As the vast body of literature attests, Western armed forces have strived to cope with the operational challenges posed by the counterinsurgency campaigns of the early 21st century. Deployed troops and the wider organisations have tried to use their experiences to enact changes within their doctrines, concepts, procedures, equipment, education and organisational structures to enhance their performance during conflict. Although improvements on the tactical and operational levels of the campaigns have not yielded strategic successes, the ability to learn and adapt has been profound on many occasions. Yet, successful instances of informal and organisational adaptation must not eclipse the retention of these lessons when the conflict has ended. Rather, learning should be regarded as a continuous process that is not truncated by specific conflicts.

This chapter has distinguished between three strands of military learning in relation to conflict. First of all, there is the informal learning by deployed units that seeks to address immediate deficiencies during operations. Second, a more formal strand of learning exists in which the wider organisation provides resources and attention to the learning process within a given conflict. This process can be initiated by the organisational leadership, but can also originate from informal lessons. The third strand is that of learning from the previous conflict. When the strategic environment has changed how is the relevance of knowledge from the last war assessed? How can military organisations ensure that this knowledge is available for future conflicts?

While the strands of informal and formal learning during recent counterinsurgency operations have been studied extensively, the third strand of preserving hard-won knowledge for future conflicts also warrants institutional and academic attention. This research can offer answers to pertinent questions. For instance, what lessons have been institutionalised by Western armed forces and why? What factors influencing the process of learning have the most impact and how do they interact? Are there variations observable between Western states on what lessons they derive from seemingly similar experiences? A final subject for research can be how knowledge retention works in relation to other types of conflict.

Beyond academic relevance, the different strands of learning have a significant bearing on the actual conduct of contemporary warfare. To be sure, deployed units have to show the ability to adapt within any conflict. However, irregular adversaries increasingly have access to knowledge and new technologies. Often, they do not have to overcome organisational barriers to implement new capabilities. Therefore, informal learning must be fostered in Western militaries to expedite their learning cycle in war, for instance by investing in educating personnel to assess the environment, providing leeway to experiment and perhaps even discretionary funds to implement adaptations. Potentially, if the informal learning processes become more empowered, formal learning during conflict could be more focused on the campaign and strategic levels to ensure coherence in the tactical activities towards the strategic objectives. In recent wars, most manifestations of formal learning were centred on acquisition of equipment and disseminating best practices. While the example of the American overhaul of the Iraq campaign in 2006–2007 is germane, it was indeed an exceptional manifestation of formal learning.

Finally, the institutionalisation of knowledge after conflict is important in order to retain it. This requires more than writing it down in arcane tomes of doctrine that are hardly read. In addition, the knowledge should be reflected in education, training and organisational structures. To implement relevant lessons, military organisations must be willing to ask hard questions about their prior performance and challenge institutional norms. Given the propensity of Western states to intervene in intrastate irregular wars, relevant knowledge from recent experience must be available for future conflicts. While learning and adapting is crucial in any war, we must ensure that we have a foundation to build from, based on our extensive experiences in counterinsurgency campaigns. Purging our military institutions of these experiences in irregular warfare ensures that these lessons eventually have to be relearned during operations in future conflicts. Consequently, it will be the deployed service members and the local population that will bear the costs of this recurring strategic amnesia.
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13 Fighting a war without violence: The rules of International Humanitarian Law for military cyber-operations below the threshold of ‘attack’

Bart van den Bosch


Introduction

Future warfare will most likely not follow the cleavages that states and lawmakers traditionally use to regulate and control the seemingly infinite complexity of human societies. Consider the fight against Islamic State that was fought on the territory of Syria and Iraq by a coalition of states. For International Humanitarian Law (IHL) it makes a significant difference whether the conflict is classified as an international or a non-international armed conflict. In an international armed conflict, captured combatants are granted a prisoner of war status, while in a non-international armed conflict fighters might be criminally prosecuted for their engagements. Another example is the so-called ‘war on terror’ which the United States of America launched after the 9–11 attacks in 2001. Initially it was clearly an international armed conflict fought by the United States and its allies against Afghanistan where the Taliban government harboured Al-Qaeda. It became slightly obscured when the Taliban was defeated and even more when the United States decided to expand the ‘war on terror’ outside Afghanistan. Was there still an armed conflict ongoing and if so against whom? From a legal point of view essential questions since IHL is only applicable during an armed conflict.

To make matters even more complex distinctions between a party’s Diplomatic Information Military Economic Financial Information and Legal (DIMEFIL) powers have become increasingly blurred and sometimes even are undefinable.1 Moreover, modern conflicts might involve both public and private entities with very different agendas and who, through modern technology, are capable of projecting their power over time and distance. This decline of ‘natural’ barriers results in a diminishing role for physical borders and complicates the use of territorial-based notions like sovereignty or – more military – control over an area. Because of the consecutive lack of clarity, such conflicts are sometimes referred to as ambiguous or grey zone warfare.2 The ramifications of this emerging reality are being felt by both practitioners and academics. Whereas the latter are engaged in a debate on which paradigm fits this situation best, the former have to deal with uncertainty over which measures to take and what rules to follow. This contribution aims at providing new scholarly insights while simultaneously offering military commanders solutions that can be applied to the conduct of war.

Before analysing conflicts in the grey zone from a legal perspective it is essential to realize that there exists no such a thing as a single set of rules – what is normally referred to as a legal regime – regulating this type of warfare. There are all kind of legal regimes but they are all shaped in accordance with traditional distinctions. There is, for instance, a regime for peace and another for war. There are rules for national issues, but international problems are solved following different rules. From a legal point of view, the different regimes, each with own rules and mostly also with a unique vocabulary, are clearly separated by rigid watersheds. This, however, also implies that the same word or expression can have a specific meaning in a certain regime but a different meaning in another. For instance, attack in ‘armed attack’ as mentioned in article 51 of the Charter of the United Nations has a different meaning and connotation than ‘attack’ in IHL. Consequently, one has to be clear about the meaning of a term in a specific legal regime before even trying to take the discussion up to the level of covering multiple regimes as is the case in grey zone warfare.

A most urgent example, in this regard, is the term cyberattack. For the military fighting a war, the legal paradigm is IHL also known as the Law of Armed Conflict (LOAC). New technologies, especially the development of the cyber domain, have created a number of possibilities to fight a war with lethal but even more with non-lethal means and methods. IHL deals extensively with the former but is ostensibly silent on the latter. This can be explained by the fact that IHL has developed over many years with the twofold purpose of regulating hostilities (including the limitation of permitted methods and means of warfare), and protecting those persons and objects that do not or no longer participate in armed conflicts. To achieve these goals, the main focus has been on the reduction of the horrors of war. This has resulted in a focus on ‘attacks’, a specific category of military operations that is defined as ‘acts of violence against the adversary, whether in offence or in defence’.3 A direct consequence of the focus on attacks is the relative lack of attention for military operations that do not meet the conditions of ‘attack’ as prescribed by IHL.

The rapid development of the cyber domain has rendered both the military and society as a whole increasingly dependent on non-physical elements such as data and computer programs. For armed conflicts this opens up a whole range of possibilities for ‘non-violent’ operations, or operations below the threshold of ‘attack’ as understood by IHL. This urges for a better understanding of what exactly encompasses a cyberattack, and when an operation is staying below this threshold. Furthermore, clarification is needed about the extent and way in which the rules IHL apply to these (cyber)operations not reaching the level of ‘attack’. Although it is generally accepted that IHL is applicable in the cyber domain, the exact implementation of existing rules has been subject of a fierce debate.4 In the case of cyberattacks this has resulted in two main points of view, the so-called permissive and the restrictive school, respectively.5 This chapter introduces a theory that combines both schools by preserving their strong and overcoming their weak points which allows for formulating practical guidelines for implementing IHL in military (cyber)operations below the threshold of attack.6 In addition, this novel theoretic approach towards IHL also offers a new starting point for the discussion on what legal regime or regimes best fit grey zone warfare.



What is a cyberattack below the threshold of ‘attack’?

Before tackling the specific topic of cyberattack, the threshold of ‘attack’ in the traditional military meaning has to be defined explicitly. As indicated earlier, attacks are defined as ‘acts of violence against the adversary, whether in offence or in defence’.7 Many of the IHL rules that are recognized in both treaty and customary law are constructed around the term ‘attacks’. Examples include the prohibition to attack civilians, civilian objects, medical personnel, etc. Almost no rules can be found for military operations that are not ‘attacks’, although it is widely accepted that these operations exist. A reconnaissance operation, an intelligence operation or electronic and psychological warfare are examples of military operations that help to win an armed conflict. These operations could, and should in the author’s opinion, be qualified as ‘methods and means of warfare’. If mentioned operations are planned and executed with the intention of degrading the military capabilities of an opponent during an armed conflict they have the same objective as a physical attack. They are intended to contribute to the successful ending of the armed conflict. Not considering them as ‘methods and means of warfare’ would be a contradictio in terminis.8 Nevertheless, they are not considered ‘attacks’ as defined under IHL.

The key reason why these military operations are not being considered ‘attacks’ is that they are not aimed at, nor result in physical injury or damage.9 Hence, all military activities that do not seek or result in physical consequences per definition take place below the threshold of ‘attack’. This explanation of the threshold of attack on the basis of physical consequences is basically non-contentious when applied to so-called kinetic warfare which is all about physically destroying the opponent. This unambiguity changes when entering the rather murky arena of cyberwarfare. What if you manage to disable an enemy radar station by hacking it and alter some computer program necessary to operate it correctly? Since no physical damage has been done, does such an operation not qualify as an attack? Does it make a difference if the system is disabled for minutes or permanently? Does it make a difference when the radar system is still functioning and is only partially disabled by, for instance, losing its ability to register a certain kind of airplanes?

Two schools of thought have evolved in response to this type of questions. At the basic level, both opposing views agree that only if a military operation qualifies as an ‘attack’ it has to follow the rules that IHL provides for ‘attacks’. Moreover, they also share the implicit assumption that IHL does not prescribe rules for activities that lie below the threshold of attack.10 But what about the differences? First, the permissive school reasons that as long as there is no physical destruction, there has not been an attack.11 The consequence of this rationale is that military operations that do not cause such destruction do not have to follow the constraining rules governing ‘attacks’. This opens up a range of possible objects that can be legally targeted – not attacked – within the regime of IHL, hence the name ‘permissive’. Examples are countless but some of the most notable include websites, social media accounts and bank accounts, all of which are not necessarily related to combatants. It should be noted, therefore, that such objects belonging to relatives, friends and others that can be exploited to reach a specific military goals fall within the outreach of targetable objects.

On the other hand, the restrictive school follows the line of reasoning that it does not matter how an object is disabled, by total or partial destruction, by capture or neutralization.12 Instead it is the result that matters; if an operation renders an object no longer capable of fulfilling the function it was intended to do, that operation qualifies as an ‘attack’. The result is that far more operations have to follow the rules regulating attacks, hence the name ‘restrictive’. In this reasoning any operation against a civilian object is seen as an attack and therefore forbidden. For instance, the temporary shut down of a press website to postpone a message from becoming public for 30 minutes would be considered a forbidden attack and following that reasoning a breach of IHL or in lay terms, a war crime.

The problem with both schools is that the permissive school is generally seen as too permissive while the restrictive school is considered too restrictive. An attempt to find middle ground is the so-called functionality test which is designed to assess the effects of a military operation on the functionality of a targeted (weapon) system. This


appropriately addresses fair criticism that the permissive approach fails to adequately constrain the effects of cyber operations on the civilian population. At the same time, it adds a degree of clarity as to where the threshold of attack lies that is missing in the restrictive approach.13



The problem with this functionality test, however, is that it leaves more or less the same questions unanswered. When is the functionality of a system lost? Does it make a difference if it is only disturbed and is still functioning slower or only partially? Was it an attack if just restarting the system solves the problem?

Despite their differences, both schools agree that there is a generally accepted notion that if a cyber-operation leads to physical consequences, i.e. something is physically broken or someone gets physically hurt, it definitely qualifies as an ‘attack’. Because IHL protects extensively against ‘attacks’ the restrictive school aims at a broad interpretation of ‘attack’ including non-physical damage, while the permissive school seeks to limit the regulating rules by reasoning that operations without physical effects are not ‘attacks’. This points at the fact that a solution for providing more clarity on the exact status of non-kinetic operations lies in enhancing consensus between both schools of thought. Such a solution can be found in abandoning the interpretation that IHL only regulates ‘attacks’ and accept the interpretation that IHL also is applicable to military operations below the threshold of attack. This novel approach takes the heat out of the discussion on where the exact threshold of attack lies, because this is no longer relevant; even when an operation is below the threshold, it still has to fulfil IHL requirements. Thereby the restrictive school’s argument to reject the physical consequences criterion (as whole range of targets would escape the regulatory reach of IHL) is no longer valid because the protective umbrella of IHL also applies below the threshold of ‘attack’. Therefore, there is no longer a need for expanding the definition of attack beyond physical consequences, so the common understanding between the schools that military operations with physical consequences are ‘attacks’ in any case can serve as the threshold for ‘attack’.

The physical consequences criterion has the advantage that it is clear, easy to validate and already well-accepted in kinetic warfare. Additional advantage is that because the unchanged threshold of attack, all military operations (cyber and more traditional operations like psychological or electronic operations) below the threshold of attack can be treated equally when it comes to application of IHL.



Rules in IHL below the threshold of attack

In order to understand how IHL can be applied below the threshold of attack, it is first necessary to have a closer look at the theoretical base of this rather new interpretation. In IHL there is a distinction between attacks and other military operations. This follows directly from the linguistic argument that the main IHL treaties explicitly make a difference between the two and is also supported by the way states explain and practice IHL.14 There is also a general acceptance that those military operations in IHL are, in the same way as attacks, part of the broader concept called ‘warfare’. Both treaty and customary law recognize that the methods and means of warfare are not unlimited and that if there are no specific rules available to a certain situation, there is a legal safety-net most commonly known as the Martens-Clause.15

This clause states that ‘civilians and combatants remain under the protection and authority of the principles of international law derived from established custom, from the principles of humanity and from the dictates of public conscience’.16 This well-established legal safety-net makes that, despite the lack of a set of specific rules, military operations below the threshold of attack when used as a method or means of warfare still have to fulfil the protective principles of IHL. This means that a return to the principles is necessary for applying IHL below the threshold of attack. This is common practice in international law as these principles are recognized as one of its sources.17 These principles ‘provide the normative framework upon which the entire system of rules is based’ and can be used ‘as aids in interpretation and as means to fill gaps and ensure coherence’.18 As stated before one can say that the purpose of IHL is twofold. On the one hand it regulates hostilities, which includes imposing limitations on permitted methods and means of warfare. On the other hand, IHL protects persons that do not or no longer participate in hostilities, as well as objects which do not have a direct military value in armed conflicts. To achieve this twofold purpose, IHL is constructed around two primary principles, military necessity and humanity. These are the two principles of international law that provide protection and authority even when no specific rules are available. IHL defines a balance between those primary principles or in more pragmatic terms, it sets the rules to win a war, while simultaneously reducing the horrors of war. It is important to realize that these principles more often than not point in opposite directions; whereas operations that ignore humanity might prove military very successful, military actions that seek to avoid all human losses would probably never bring military success. This is why the metaphor of a balance is commonly used.

To strike a balance between these primary principles some additional principles have been recognized such as, among others, distinction, proportionality, unnecessary suffering, precautions, limitation and chivalry.19 How these principles relate to each other is not always explained in a clear and unambiguous way. Sometimes the rules regarding precautions, for instance, are said to be the result of distinction and not an independent principle of IHL. Another example concerns the rule that prohibits unnecessary suffering, which is said to follow from the principle of humanity. These different interpretations of whether a principle is independent or derivative from another explains why for instance Van den Boogaard in the next chapter refers to distinction, precautions and proportionality as leading principles. This analysis follows the principles adhered to by the Netherlands, being military necessity, humanity, distinction, proportionality and chivalry, which are ‘generally accepted’ to form the fundamental basis for the whole structure of IHL.20

How do these principles apply to military (cyber-)operations below the threshold of attack, or in other words, (cyber-)operations that do not have physical consequences? To start with, the principle of military necessity can be applied equally to attacks and military operations below the threshold of attack. If there is no military advantage to gain, IHL explicitly forbids these operations.21 The other primary principle, humanity, is a more overarching principle. It serves at the basis and therefore effects the other principles. Balancing military necessity with humanity can be done in the same way as done with attacks. There it results in the so-called proportionality rule meaning that an attack is forbidden when ‘the attack may be expected to cause incidental loss of civilian life, injury to civilians, damage to civilian objects, or a combination thereof, which would be excessive in relation to the concrete and direct military advantage anticipated’.22 The outcome, however, is probably different, because the negative impact on humanity will most likely be less severe for military operations without physical consequences than for attacks with physical injuries and possible deaths. Being killed or physically injured has a bigger impact on someone’s life than not being able to access a Facebook-account for a period of time. The latter most likely has a negative impact on someone’s life which means that when it is caused by a military operation, there has to be a military advantage to balance this negative impact to fulfil the LOAC principles. However, the advantage can be smaller or less direct to be considered as sufficiently counterweigh the negative impact or in balancing terms, the result is that a balance might be found with less military advantage.

Next, the principle of distinction leads to different outcomes when applied to military operations below the threshold of attack. LOAC provides general protection against attacks for both civilian persons and civilian objects. Below the threshold, there are however variations in protection between persons and objects. As far as general protection of the civilian population is concerned, attacks are forbidden. Military operations below the threshold, however, may be directed at the civilian population as long as this population is not exposed to physical dangers arising from military operations.23 For civilian objects, the difference in protection between attacks and other military operations is greater. Civilian objects, with the exception of certain categories, do not enjoy a general protection against military operations. Military operations may not only be directed at civilian objects, civilian objects may also be used for military operations even if this means that they are exposed to the risk of damage or destruction. A practical example may clarify this. A military unit that wants to move from A to B (a military operation below the threshold of attack) needs to cross a river. There is a bridge over that river normally only used for civilian traffic. The unit can use this bridge, even knowing that this use renders the bridge a military objective for the opponent according to the rules of IHL.24 The operation, thereby, deliberately endangers the bridge to possible enemy attack which might result in physical damage or even destruction.

When applying the following principle of proportionality to below threshold operations it is pivotal to distinguish between proportionality as a principle and the so-called proportionality rule in IHL. The latter rule is seen as the codification of the aforementioned balance between military necessity and humanity, and is reserved for attacks. As the key balancing principle between the IHL’s primary principles, however, proportionality might be applied to other military operations as well – as will be shown in the last part of this chapter.

Last, chivalry in IHL has a somewhat different status compared to the other principles. As a principle it can play a legal role in the interpretation of existing rules, for instance in judging whether or not perfidy is prohibited.25 Besides this legal role, it can make a contribution to moral or operational problems.26 In this last sense, the principle of chivalry will not result in binding legal obligations neither for attacks nor for operations below the threshold.

Where does this analysis of the principles of IHL when applied to (cyber-)operations below the threshold of attacks leads us in the absence of specific rules for this kind of operations? Overall, two overarching rules can be identified. The first considers a deliberation with the purpose of balancing the fundamental principles of military necessity and humanity. The other IHL principles play a supporting role in this deliberation. This rule is formulated as follows: the non-physical consequences of a military (cyber-)operation for the civilian population, individual civilians, civilian objects or a combination thereof should not be excessive in relation to the anticipated military advantage. The wording of this rule heavily leans on the earlier mentioned proportionality rule for attacks but the level of military advantage necessary to balance the deliberation is lower.27 For instance indirect or less concrete military advantage like public support for a military operation may also be calculated. Choosing the same kind of wording expresses the resemblance with the proportionality rule for attacks and thereby provides guidance to military commanders and others that have to make this deliberation. The actual application of this deliberation, therefore, benefits from existing training and previous experiences of military commanders with regard to the use of the proportionality rule.28

The second identified rule is the obligation that during planning, preparation and execution of an (cyber-)operation below the threshold of attack ‘everything feasible’ should be done to exclude that the (cyber-)operation will or could have physical consequences. This obligation has the purpose to avoid the possibility that a lawful (cyber-)operation transforms into a (possible) illegal attack. What should be understood by ‘everything feasible’ is depending on all circumstances at the time and should be interpreted in good faith and with common sense, sometimes referred to as the standard of the ‘reasonable military commander’.29 To be able to fulfil this criterion it is obvious that at least the commander should have a clear understanding of the effects the operation will have on the targeted system. A good knowledge of that system, including connections with other systems, working of the system and security levels, is probably always necessary. If time and resources are available, perhaps a simulation of the operation in a laboratory environment is a possibility to lower the risks. If during the planning, preparation or execution of the (cyber-)operation it becomes clear that physical consequences cannot be excluded the operation should be treated as an attack and therefore judged by the more strict rules regarding such an act.

When applied properly, both rules allow parties to the conflict to perform the military missions below the threshold of attack necessary to win the conflict and at the same time respect the regulatory and protective umbrella of IHL. With this certainty the operations below the threshold can become an even more attractive alternative for attacks. These operations should at least be considered when deciding upon a course of action to follow.



Conclusion

Embracing the view that IHL is also applicable below the threshold of attack opens up the possibility to close the gap in the academic debate between the restrictive and the permissive approach to cyber-operations. Two rules can then be identified for cyber-operations below the threshold of attack: a proportionality deliberation and precautions obligation. These two rules provide pragmatic, applicable guidance for military commanders. Applying these rules assures that the cyber-operations fulfil the requirements of IHL both in situations it is clear that an armed conflict exists and in situations where there might be uncertainty over the status of a conflict, the grey zone warfare. The view that IHL is applicable below the threshold of attacks is not necessarily limited to cyber-operations. The identified rules can be applied to all non-destructive military operations like information-campaigns or disturbing operations like jamming. The legal certainty provided by this conclusion can, and probably will for those states that take international law seriously, contribute to the awareness that military operations below the threshold of attack can be a valuable and realistic alternative for attacks.

The ambiguity between peace and war is likely to feature in both current and upcoming conflicts. This legally undefined reality offers opportunities especially for military operations below the threshold of attack. Their appearance, therefore, will most likely increase both in a quantitative and qualitative way. Although IHL is the legal regime for war, being able to apply this regime to military operations that are at the low end of the violence spectrum (or at the high end of the peacetime spectrum) is at least a step forward in legally regulating the undefined but therefore no less realistic situations of grey zone warfare.



Notes

 	1 See for instance NATO, Brussels Summit Declaration (Brussels: NATO, 2018), par.21.


	2 The term grey zone warfare is much-used but has never been defined authoritatively. Hence, some even object the concept because it is unclear and confusing. The reference to grey zone warfare is therefore useful to express unclearness.


	3 ICRC, Additional Protocol I to the Geneva Conventions (API) (Geneva: ICRC, 1977), art. 49 (1).


	4 See for instance Group of Governmental Experts on Developments in the Field of Information and Telecommunications in the Context of Security, Transmits Report A/68/98 (New York: UN, 2013), par. 20. Michael Schmitt ed., Tallinn Manual on the International Law applicable to Cyber Warfare (Cambridge: Cambridge University Press 2013), 5, Jean Marie Henckaert and Louise Doswald-Beck, Customary International Humanitarian Law, Volume I: Rules (Cambridge: Cambridge University Press 2005), xxxvi.


	5 Michael Schmitt, ‘Rewired Warfare: Rethinking the Law of Cyber Attack’, International review of the Red Cross 96:893 (2014), 189–206.


	6 This theory is based upon the author’s PhD research. See Bart van den Bosch, Oorlog voeren zonder geweld (Amsterdam: Amsterdam University, 2019), https://dare.uva.nl/search?identifier=8c79d32a-8568-41a2-a4f0-00df37ca6a87.


	7 ICRC, API, art 49 (1).


	8 ICRC, API, art 35.


	9 A shot which misses, but was aimed with the intention to kill a person thus still qualifies as an ‘attack’.


	10 Schmitt, Tallinn Manual, 59: ‘would potentially escape the regulatory reach of the law of armed conflict’. Kubo Mačák, ‘Military Objectives 2.0: The Case for Interpreting Computer Data as Objects under International Humanitarian Law’, Israel Law Review 48:1 (2015), 78 ‘many targets whose physical equivalents are firmly protected by IHL from enemy combat action would be considered fair game as long as the effects of the attack remain confined to cyberspace’.


	11 The terms ‘permissive’ and ‘restrictive’ were first introduced in Michael Schmitt, ‘Wired Warfare: Computer network attack and jus in bello’, International Review of the Red Cross 84:846 (2002), 365–399. Schmitt himself supports the permissive school.


	12 Most prominent supporter of this school is Knut Dörmann, see Knut Dörmann, ‘Applicability of the Additional Protocols to Computer Network Attacks’, in Karin Bystrom, ed., Proceedings of the International Experts Conference on Computer Network Attacks and the Applicability of International Humanitarian Law (Stockholm: Swedish National Defence College, 2005).


	13 Michael Schmitt, ‘Rewired Warfare’, 189–206.


	14 See for instance ICRC, API, art 51 (1), ‘The civilian population and individual civilians shall enjoy general protection against dangers arising from military operations’ and art 51 (2), ‘The civilian population as such, as well as individual civilians, shall not be the object of attack’ (emphasis by author). Despite the absolute prohibition on attacking the civilian population, these rules are generally interpreted to permit, for example, information operations intended to influence the civilian population for withdrawing support to military forces (with the objective that the military ultimately stop their fighting).


	15 For treaty law see ICRC, API, art 35 (1). The Martens-Clause is named after a Russian diplomat at the Hague Peace Conference of 1899.


	16 ICRC, API, art. 1 (2).


	17 United Nations, Statute of the International Court of Justice (San Francisco, CA: United Nations, 1945), art. 38 (1) c.


	18 Terry Gill, ‘Chivalry: A Principle of the Law of Armed Conflict?’, in Mariëlle Matthee, Brigit Toebes, Marcel Brus, eds., Armed Conflict and International Law: In Search of the Human Face (The Hague: Asser, 2013), 33–51.


	19 ICRC, Handbook on International Rules Governing Military Operations (Geneva: ICRC, 2013), 53, Department of Defense, Law of War Manual (Washington, DC: DoD, 2016), 50, Ministry of Defence, Manual of the Law of Armed conflict (JSP 383) (London: MoD, 2004), 21–23, Chief of Defence Staff, Joint Doctrine Manual Law of Armed Conflict at the Operational and Tactical Levels (Ottawa: National Defence Headquarters, 2001), 2–1.


	20 Koninklijke Landmacht, Handleiding Humanitair Oorlogsrecht (Den Haag: Koninklijke Landmacht, 2005), 30. With some minor differences these principles are accepted by most Western nations like United States, United Kingdom, Canada and also by organisations such as the ICRC and NATO.


	21 Codified in amongst others ICRC, API, art. 48: ‘The parties to the conflict […] shall direct their operations only against military objectives’.


	22 ICRC, API, art 51, 5 (2).


	23 Ibid., art 51, 1.


	24 Ibid., art.52 (2).


	25 Perfidy is defined in ICRC, API, art. 37 as: ‘Acts inviting the confidence of an adversary to lead him to believe that he is entitled to, or obliged to accord, protection under the rule of international law applicable in armed conflict, with the intent to betray that confidence’. The article clarifies that ‘it is prohibited to kill, injure or capture an adversary by resort to perfidy’. The question that remains, however, is whether perfidy that does not lead to ‘kill, injury or capture’ is also prohibited.


	26 An example is the proportionality rule for attacks. The legal obligation is in the application of this rule. The outcome, the commander’s judgement whether or not incidental loss of civilian life, injury to civilians, damage to civilian objects or a combination thereof is excessive in relation to the concrete and direct military advantage, will depend also on moral and operational arguments.


	27 Only military advantage is required vs concrete and direct military advantage. The latter is a higher standard.


	28 Just as with attacks, chivalry can support the reasonable commander while deliberating proportionality.


	29 International Criminal Tribunal for the former Yugoslavia (ICTY), Final Report to the Prosecutor (The Hague, ICTY, 2000), par. 50.
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14 Cyber operations and targeting rules

Raïssa van den Essen


Introduction

Cyber operations have become a reality in contemporary armed conflict.1 NATO member states publicly expressed their need for ‘cyberwarfare capabilities’ in the mid-2000s, but it wasn’t until late 2018 that five such alliance members, the United States, the United Kingdom, Denmark, Estonia, and the Netherlands, announced that they would contribute national cyber forces to NATO missions and operations.2 Aside from such commitments states including the United States, the United Kingdom and Australia have publicly spoken of their use of offensive cyber capabilities against IS.3 Former prime minister Malcolm Turnbull of Australia commented on his country’s use of cyber capabilities in its operations against IS by stating that


(…) they are making a real difference in the military conflict and that all offensive cyber activities in support of the Australian Defence Force and our allies are subject to the same rules of engagement which govern the use of our other military capabilities in Iraq and Syria, such as our F-18 Hornets.4



While his former point seems undeniable, Turnbull’s latter point regarding the manner in which offensive cyber activities are subjected to a certain ruleset has become a topic of discussion among scholars of International Humanitarian Law (IHL). Turnbull’s statement may be understood as implying that all offensive cyber activities are subjected to the same ruleset as other, kinetic, military capabilities. As to IHL, this may be the case for cyber operations which are deemed ‘attacks’ on the basis of their violent (physical) effects, but cyber operations lacking such effects may well fall outside of that ruleset.5

Discussion regarding cyber operations lacking physical effects and the manner in which they may be subjected to the targeting rules of Additional Protocol I to the Geneva Conventions of 1949 (API) has evolved around two main topics. These topics are whether such operations can be considered attacks, and whether data in and of itself can be considered a damageable object.6 The first question is relevant because targeting rules concern activities that are considered attacks in the sense of art. 49 API, acts of violence in offence or defence. The application of various IHL constraints and conditions, which protect the general population, depends upon an operation constituting such an attack. A consequence of classifying cyber operations lacking physical effects as ‘non-attacks’ is the inapplicability of such conditions and restraints. The question regarding the status of data as an object is of pertinence because ‘civilian objects’ are protected under API. If data is not an ‘object’ it cannot be a civilian object and it cannot be protected as such under API’s targeting rules.

In this chapter I contend that the notion of ‘damage’, while having received less attention, is of equal importance in discussing cyber operations and targeting rules. Damage of physical structures is a common visual representation of the outcome of war, but what does this concept mean in regard to cyber operations lacking physical effects?

This chapter first outlines the discussions regarding the interpretation of IHL’s ‘attack’ and ‘object’ in the context of cyber operations. Subsequently it considers ‘damage’, which forms an important element of targeting decisions, in the context of the drafting process of the API. It will be concluded by an appraisal of how different approaches towards the interpretation of attack, objects and damage will influence the understanding of the manner in which targeting rules govern cyber operations.


The interpretation of ‘attack’, ‘object’ and ‘damage’ in cyber operations

May 5, 2019 marked the first time a state publicly described having responded to cyber operations through kinetic force. Escalating violence between Israel and Hamas formed the background against which the Israeli Defence Force (IDF) targeted a building in Gaza, resulting in its partial destruction. What had made this building a military objective, according to the IDF, was its alleged use as a Hamas cyber operatives’ headquarters from which attacks against Israel were directed.7 The operation was explained as having consisted of two parts: the first part was characterised as ‘a cyber defensive operation’ to neutralise the digital threat; the second part consisted of an airstrike on the building. Various questions have been raised about the legality of this attack, the extent to which it was a ‘first of its kind’, and the necessity of the kinetic attack after the successful cyber operation. In relation to the subject matter of this chapter the main question regarding this operation concerns its qualification as an attack in the sense of art. 49 API, in the hypothetical case that the airstrike had not occurred.8

In June 2019 cyber operations were undertaken against Iran by the United States in response to the oil tanker attacks in the Gulf of Oman earlier that month, and the downing of a US drone on June 20th.9 While a kinetic response had been considered, a different route was chosen, namely that of US Cyber Command conducting cyber operations against the Islamic Revolutionary Guard Corps (IRGC) and other targets.10 In this case a question can be posed as to the nature of such a response had it taken place in the context of an armed conflict between the two States; would it have been regarded as an attack in the sense of art. 49 API? What would the military objective of such an attack consist of, and could the generated effects constitute the type of damage referred to in art. 57 API?

Answers to these hypothetical questions depend upon the interpretation of the notions of attack, object and damage as meant in API. In the cased described earlier the outcome of the cyber operations consisted of functional interference. US Cyber Command stated to have disabled Iranian computer systems controlling its rocket and missile launchers, while the IDF spoke of a successful operation that brought an end to the cyber-attacks by Hamas. Whether these effects are considered enough for the operations to constitute an attack in the sense of art. 49 API depends on whether such effects are considered ‘violent’. In the case of Iran, if it was the underlying physical infrastructure that was targeted, the interference in the functionality of that infrastructure could be understood as the damage suffered by an attack while the infrastructure itself would be the military objective. However, if replacing physical parts to regain functionality would not be necessary and the target was of a purely virtual nature, the answer to such questions may be that there was neither an attack nor damage. These different outcomes depend upon the inclusion of data as an object that can be damaged in the interpretation of API’s targeting rules.

The following sections describe how our current understanding of attacks, objects and damage yields different answers depending on the interpretation of the relevant rules, and how this, in turn, can influence targeting decisions in the conduct of contemporary warfare.



The changing nature of ‘attacks’

The interpretation of attack in the sense of art. 49 API is changing. A notion that in the past signified violent actions, then moved to also encompass actions having violent effects, currently appears to be shifting towards a broader spectrum of effects which includes certain cyber operations. An attack in IHL is defined as an act of violence against the adversary, committed in offense or defence.11 The definition of the term cyber-attack presented by the Group of Experts (GoE) in the Tallinn Manual 2.0 closely resembles that and reads, ‘a cyber operation, whether offensive or defensive, that is reasonably expected to cause injury or death to persons or damage or destruction to objects’.12 Acts of violence do not require the release of kinetic force to qualify as such but necessitate violent consequences.13 Attacks on data, foreseeably resulting in injury, death of persons, or damage or destruction of physical objects, thus qualify as attacks that considered those persons or objects as their ‘objects of attack’. 14

A majority of the GoE was of the opinion that interference in functionality would qualify as an attack if restoration of functionality required the replacement of physical components.15 Some of the experts considered such interference to already be present if reinstallation of particular data or the operating system was necessary, while others were of the opinion that loss of usability in itself was enough.16

The International Committee of the Red Cross (ICRC) noted that regardless of the object being disabled by kinetic or cyber means it would regard operations designed to disable, for example, a computer or computer network as an attack that falls within the scope of IHL.17 This position is in line with that which was expressed by France in its declaration on International Law Applicable to Operations in Cyberspace.18 The declaration states that cyber operations may constitute attacks in the sense of art. 49 API if they lead to physical damage or if they render a system inoperative. An attack is also understood to take place if an equal effect is produced to the destruction of computer systems or equipment by alteration or deletion of digital data or digital data flows which render essential services to the functioning of these capacities inactive. In addition, cyber operations causing temporary or reversible effects are considered attacks when intervention is essential through, for example, repairs of the system, replacement of parts or reinstallation of the network to regain the targeted systems functionality.19

The foregoing shows that the understanding of the ‘act of violence’ necessary to constitute an attack in the sense of art. 49 API is changing. Following the interpretation of the GoE the IDF’s cyber operation against Hamas’ cyber operations would not be an attack unless undoing the effects would necessitate the replacement of physical parts. Following the position of France and the ICRC, however, this operation would have been an attack even without the need for physical replacement of parts. US Cyber Command’s operations against Iran, leading to loss of intelligence and necessitating repairs of a critical communication network used by the IRGC, lead to an identical outcome.



Data and the interpretation of ‘objects’

Assuming cyber operations lacking physical effects can constitute attacks, the next relevant question concerns which targets are considered legitimate. A short answer would be ‘all targets that are military objectives’ as civilian objects may not be targeted under IHL. Unfortunately, in the context of cyber operations, that answer does not suffice. To do so it must first become clear what was meant by ‘objects’ and whether data is encapsulated by that notion.

Art. 52 API establishes that civilian objects are all objects which are not military objectives. Paragraph 2 of this article explains military objectives as objects which by their nature, location, purpose or use make an effective contribution to military action and whose total or partial destruction, capture or neutralisation offers a definite military advantage. Accordingly, effective contribution and military advantage are the elements by which an object can be identified as a military objective.20 Following the Tallinn Manual 2.0, attacks on data resulting in damage or destruction are understood to have had the damaged or destroyed physical object as their object of attack. 21 The majority opinion contended that, based on the ICRC Commentary to art. 52 API, the term object is to be understood as something that is visible and tangible. Consequently, data could not constitute a military objective or a civilian object.22 Save for some exceptions, the consequence of this interpretation is that an attack on data in and of itself cannot qualify as an attack in the sense of art. 49 API.

The Manual was found to make use of an irrelevant criterion of tangibility, with Droege arguing that it should not make a difference whether a civilian object is made unserviceable due to physical damage or through interference with its operating system.23 In addition, bypassing data and focussing on the underlying infrastructure was stated to cause practical issues, as data and code are not necessarily tied to a single piece of hardware.24 Multiple instances of an operating system may be run by a single server, not all of which are tied to the military objective in question.25 Civilian computer systems unknowingly involved in a botnet could, for example, create a wide range of intangible virtual assets that qualify as legitimate targets.26

Both the high level of interdependence between civilian and military infrastructure, and the increasing precision with which parts of a system can be targeted resulted in questions regarding the appropriate scope and the precise level at which the military objective should be defined.27 The mere fact that data is intangible was challenged as a justification to preclude it from being considered a military objective if the other criteria of art. 52²API were met.28 Bringing data within the scope of IHL was argued to be in line with an evolutive approach to the interpretation of the military objective. It was also noted that art. 52² API’s test to establish whether something is a military objective seems suitable in its application to data but the interpretation of data as a non-object impedes this substantive assessment.29 Arguments regarding objects’ necessary tangibility and visibility in essence intend to impede an interpretation of the term that goes beyond what was intended by API’s drafters. However, in doing so the practical realities indicated by the criticism on this position are ignored. The increased societal importance of data as well as the intent of API being a treaty of a long duration makes for compelling arguments in favour of an evolutive approach to its interpretation instead of excluding data as a non-object altogether.



The understanding of damage in IHL and its implications for cyber operations

The discussion on whether data is a protected civilian ‘object’ is of importance in regard to targeting decisions as its outcome could influence the extent to which civilian data can become part of cyber operations. Likewise, the understanding of damage will influence the manner in which cyber operations’ effects are appraised against targeting rules. IHL differentiates between combatants and civilians.30 It protects civilian objects against damage and destruction through prohibitions and prescribes precaution to be taken in attack so as to ensure the minimisation of risk for the civilian population and their objects.31 For the effectiveness of such rules it must be clear what is considered as damage. Whether it is constricted to physical damage or includes non-physical effects has direct consequences for the precautions that must be taken in attack and proportionality assessments in cyber targeting decisions.

Different fields of law use different points of reference to perceive damage. Criminal law protects victims of criminal offences against damage that is both material and immaterial in nature, property, health and safety. Civil and administrative law protect against damage of a material or financial kind.

Within IHL’s framework the understanding of damage is based upon different reference points. The first is IHL’s objective of protecting civilians and their property against the violent consequences of conflict. This can be found in the principles of IHL, most notably that of distinction, humanity and proportionality. In addition, IHL’s objective of regulating the means and methods of warfare forms an important factor in the way damage is purposed in this legal framework.

The meaning of damage in IHL can be summarised as the physical harm that impairs the value, usefulness or normal function of an asset. In addition, it is distinct from destruction in that it covers effects that can theoretically be repaired or reversed as against the irreparable effects of destruction. Damage in this sense has been mostly of a physical nature. Damage of a non-physical nature, but within the domain of IHL, has consisted of contamination of an area or of objects in the aftermath of a chemical, biological or nuclear attack.32 Physical damage to civilian objects during an attack on a military objective can be lawful, if it is not excessive in light of the expected military advantage.33 This is an assessment following the rule of proportionality, which specifies that planners and decision makers must refrain from launching attacks that are deemed disproportionate. Art. 571 requires constant care to be taken in the conduct of military operations to spare the civilian population and civilian objects.

Paragraph 2 states that planners and decision makers are to do everything feasible to ensure that targeted objects are indeed lawful targets. All feasible precautions should be taken in the choice of means and methods of attack to avoid or minimise incidental loss of civilian life or injury and damage to civilian objects; attacks that are expected to be disproportionate in its collateral consequences should be avoided. In order to fulfil these requirements, it must be clear what is considered as damage in the context of cyber operations. The GoE considered cyber operations to be damaging when there would be foreseeable damage or destruction of physical objects and when loss of functionality would require replacement of physical components.34

Jensen reviewed several approaches to determination of damage in cyberspace. He commended an approach in which damage encompasses interruptions in functionality which would require the replacement of parts or the restoration of software systems.35 It was stated to include the unique aspects of cyber operations while keeping the legal standard easily understandable for commanders in their proportionality assessments by focussing on functionality.36 This functionality approach differs from that proposed by the majority of the GoE, as it includes restoration of software as well as replacement of physical components. Kilovaty comments on this difference by stating that the approach in the Tallinn Manual misses the point of functionality as a standalone value that is to be protected regardless of physical damage that may or may not be linked to it.37

To effectively provide protection against damage it must be clear what is meant by that notion. In regard to cyber operations the question is whether non-physical effects fall within the term’s scope. Jensen’s functionality approach takes effects into account which interfere with functionality, regardless of the need for physical replacements in order to restore it. Such an approach appears to be in line with the interpretations of France and the ICRC regarding ‘attack’.

The following two sections will present considerations concerning the use of the term damage stemming from the drafting phase of API. They concern the differences between ‘damage’, ‘effects’ and ‘destruction’, thereby arguing in favour of further substantive discussion concerning damage in the context of cyber operations.



Damage vs effects

The term damage was the topic of debate when effects of armed conflict on the environment were discussed while drafting API. Points of discussion were the rationale behind using ‘effects’ instead of ‘damage’ and the lack of substantive discussion regarding the term damage while perspectives on its interpretation diverged. Art. 35 API prohibits the use of methods or means of warfare which are intended to or may be expected to cause widespread, long-term and severe damage to the natural environment.38 This article offers protection to the environment itself against intended or expected damage.39 There are notable differences between the text of this provision and that of a similar provision in the draft Convention on the Prohibition of Military or Any Other Hostile Use of Environmental Modification Techniques (ENMOD) that was the result of the 1975 Conference of the Committee on Disarmament (CCD).40 The ENMOD mentions environmental modification techniques having widespread, long-term or severe effects.41 This terminology differed from that of API as the words used there were ‘long-term’ instead of long-lasting and ‘severe effects’ instead of severe damage. These differences were explained as long-term denoting a period of months or a season, while long-lasting refers to decades.42 The difference between severe effects and severe damage, however, was left largely unexplained. Divergence between the provisions in the draft ENMOD and API was also the consequence of the former being aimed at the effects of geophysical war while the API provision relates to ecological war.43 This explanation was shared by the US representative to the CCD who stated that art. 35 API’s objective was to protect the natural environment against damage which could be inflicted upon it by any weapon, whereas the ENMOD intended to prevent the use of environmental modification techniques as a weapon.44 The use of the term ‘effects’ was clarified by the representatives of the Soviet Union as making it possible to include the prohibition of environmental modification techniques not having a hostile character and not designed to cause destruction, damage or injury but which could lead to unwanted effects nonetheless.45

The drafting history of art. 35 API shows that discussions such as those relating to the ENMOD Convention on the actual meaning of damage are absent. While the elements of time, duration and scope of the affected area were extensively discussed, the use and meaning of the term damage was not.46 However, the Official Records of the Diplomatic Conference on the Reaffirmation and Development of International Humanitarian Law Applicable in Armed Conflicts (Official Records) mention that an alternative formula of causing damage had been formulated, namely; ‘to disturb the stability of the ecosystem’.47 This formula was rejected but it shows that while views may have been convergent regarding its adoption, there were different ideas regarding the threshold by which ‘damage’ was to be understood.

Furthermore, the Working Group reporting to Committee III stated that it recognised that environmental change or disturbances of the ecosystem might be on a very low scale, citing cut down or destroyed trees due to artillery fire as an example, and stating that such short-term damage was not the subject of the prohibition.48 The use of ‘change and disturbances’ is relevant as it may be understood as an indication of the Working Group recognising that such effects, while not meeting the required threshold, were to be understood as a low-level form of damage. Terms were deliberately chosen by the drafters of the ENMOD to extend its scope and include ‘unwanted effects’. While the term ‘damage’ was not substantively discussed, it was understood by way of a threshold that had to be met before consequences would qualify as the type of damage against which API protected. In discussing effects of cyber operations and API’s concept of damage, a threshold which is solely linked to physicality does not seem adequate in light of IHL’s aim of protecting civilians against the dangers of hostilities and the current reality of data-dependency.



Damage vs destruction

The following section shows that the original intent of API’s drafters was for ‘damage’ and ‘destruction’ to designate different thresholds of protection. As to cyber operations such an indication can be of use in interpreting ‘damage’ in a manner that is in line with the original intent of API’s drafters. Art. 51 API offers general protection to the civilian population and individual civilians against dangers arising from military operations and prohibits making them the object of attack, or be subjected to acts or threats of violence that are intended to spread terror among them.49 The term damage in this subsection denotes the detrimental effects of a violent act. This can be inferred from the Commentary to this article which states that the types of attacks considered here are area bombardments and those causing excessive effects in relation to the concrete and direct military advantage anticipated.50 The original text by the ICRC diverged from the final text in that it specifically prohibited the ‘destruction’ of civilian objects.51 Where this was originally ‘incidental loss and destruction’, the final text added ‘injury’ and replaced ‘destruction’ by ‘damage’. The Official Records do not mention how this change in wording came to be, but the replacement of ‘destruction’ by ‘damage’, as well as the insertion of ‘injury’, appears to imply an expansion of the provision’s scope and a lowering of its threshold. During discussions relating to the draft version of art. 51 API the difference in wording was referred to by the representative of Sweden who commented that the text of draft art. 50 (later: art. 57 API) was preferable to that of draft art. 46 (later: art. 51 API) as art. 46 did not mention the ‘damage’ that the civilian population might suffer.52 Draft art. 46 indeed did not mention damage but spoke of ‘causing destruction of civilian objects to an extent that is disproportionate to the direct and substantial military advantage expected’.53 The change in wording, moving from a prohibition of destruction to a prohibition of damage, may be indicative of a threshold change and of the different connotations these notions have in IHL’s framework. Further analysis of such an indication is warranted, in general, and in relation to cyber operations. Clarity regarding the meaning and scope of this notion is a necessary element of interpreting API’s targeting rules in contemporary armed conflict.




Conclusion

The addition of cyber capabilities to states’ offensive and defensive options during conflict has changed the character of war. API originates from a period in which cyber operations and their effects were not yet part of the conduct of hostilities, and in which society’s future dependence on computer networks and systems was unforeseen. The references made by API to attacks, objects and damage could therefore be relegated to exclude effects of cyber operations that lack any physicality. However, they could also be interpreted using a more evolutive approach which includes interferences in functionality as the damaging consequences of an attack that targeted data. International legal discussion on this topic has brought forth different approaches for the interpretation of these notions. Further deliberation as well as state practice will eventually lead to an understanding of the manner in which cyber operations are, or are not, governed by the targeting rules of API.
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15 Contemporary urban warfare
Does international humanitarian law offer solutions?

Jeroen van den Boogaard


Introduction

On 27 March 2019, the Jerusalem Post reported that Hamas blamed the Palestinian Authority for helping the Israel Defense Forces (IDF) to conduct attacks in Gaza. According to the report, Hamas said that calling and texting civilians that their homes were under imminent attack would constitute assistance to the enemy. Reportedly, Hamas spokesman Sami Abu Zuhri said that the alleged phone calls:


reflect the filthy role the Palestinian Authority [PA] played in collaborating with the occupation in the war against our people (…) Palestinian Authority security forces were behind phone calls to Palestinians in the Gaza Strip to leave their homes before they were hit by Israeli airstrikes. The source told the Hamas-affiliated Shehab news agency that the PA’s General Intelligence Force – headed by Majed Faraj – was behind some of the phone calls made to residents and institutions during Monday’s Israeli military strikes, which came in response to the launching of a rocket from the Gaza Strip to the Kfar Saba region….1



At first appearance, this seems to be a typical example of ‘lawfare’: one party to an armed conflict discrediting its opponent by misusing the law, because Hamas frames the phone calls as an illegal act, namely assistance of the enemy.2 A second reading however suggests that the Palestinian Authority was probably complying with the applicable law and its action was aimed at saving civilian lives. If the Palestinian Authority was informed by the IDF that the air strikes were imminent, this seems to comply with the IDF’s legal obligation to do all in its power to warn the authorities, and the obligation of the Palestinian Authority to take necessary precautions to protect the civilian population. These obligations arise from the legal framework that applies specifically to armed conflict: international humanitarian law (IHL).

This chapter aims to explain which solutions IHL offers to enhance the protection of the civilian population in contemporary urban warfare. Armed conflicts during the last decade brought renewed emphasis on urban operations in Gaza, Syria, Iraq and Yemen. The armed conflicts between states and non-state actors, for example the operations against Islamic State (IS) in Iraq and Syria and those between rebel forces and the Syrian government in Aleppo, Homs and other cities mark the return of a classic method of warfare: sieges.3 One by one, cities and towns in Iraq and Syria were encircled and subsequently recaptured from IS or other violent non-state actors. An integral part of siege warfare is close range urban warfare, often supported by extensive use of artillery and air-delivered (precision) munitions. This method of warfare has left many villages, towns and cities in both Syria and Iraq almost completely destroyed. Research conducted by the International Committee of the Red Cross (ICRC) suggests that hostilities in urban areas in Iraq and Syria is eight times more deadly for civilians than warfare in other areas.4 Similarly, since the escalation of the armed conflict in Yemen since 2014, artillery and air strikes killed scores of civilians and the ‘blockade, siege-like tactics, attacks impacting objects essential to the survival of the population and impediments to the delivery of aid deprive the population of necessary items amidst the unprecedented humanitarian crisis’.5

This chapter aims to identify which legal obligations offer solutions for the protection of the civilian population during contemporary urban warfare. In this context, the legal framework applicable to urban warfare is first set out. Subsequently, the framework’s rules concerning precautions in attack are explained, particularly those with regard to warnings. Also, the delicate balance between the feasibility of the precautions in attack in the context of urban warfare is addressed, as well as the dangers of instrumentalisation of IHL obligations as ‘lawfare’, since these two issues impact on how precautions may be successful in reducing the impact of the conduct of war at present and in the near future on the civilian population. The example of the phone calls allegedly made by the Palestinian Authority to civilians in Gaza is revisited in this light in the conclusion.



The legal framework to urban warfare: IHL

IHL aims to regulate the conduct of hostilities by restricting means and methods of warfare and by providing rules protecting those who do not or no longer participate in hostilities. It applies whenever states use armed force against each other and when hostilities of a certain intensity arise between a state and a violent non-state actor (VNSA) or among VNSAs.6 IHL consists of a rich variety of treaty rules as well as rules of customary international law, based on a careful balance between what is militarily necessary on the one hand and the principle of humanity on the other hand. IHL applies equally to both states and other parties to the conflict and to warfare in all dimensions: on the ground, in and from the air, to naval warfare that affects the situation on land and to cyber operations.

When it comes to the conduct of hostilities, including in urban warfare, the relevant IHL rules are based on the principles of distinction, proportionality and precautions.7 These rules are predominantly codified in the 1977 Additional Protocol I to the Geneva Conventions (API) and for the most part also recognised as customary rules. In short, that means that they apply in any type of armed conflict and to all parties involved.

Distinction requires parties to the conflict to direct the fight exclusively towards their opponents. Thus, objects may only be attacked if they constitute a lawful military objective such as the enemy’s fighting positions, weapons systems or soldiers. Objects such as houses, schools or religious objects are protected as civilian objects, but may lose that protection if they are used for military purposes. Military medical personnel, wounded and sick soldiers, detained persons and civilians are protected from direct attack as they take no part in the hostilities. However, in contemporary urban warfare, it is tremendously difficult to distinguish between military objectives and the forces of the enemy on the one hand and civilians and civilian objects on the other hand, due to their close proximity in the urban setting.

Proportionality, as a final check before an attack may be launched, dictates that a planned attack may proceed only where the expected civilian harm may be expected not to be excessive in relation to the anticipated direct military advantage. Thus, the presence of a single civilian in an important military installation may not preclude a lawful attack on that target, even when it is anticipated that the civilian will most likely be killed in the attack. The IHL proportionality rule thus acknowledges that civilians may be affected by attacks against military objectives, but sets a limit to this collateral damage by relating it to the expected military advantage. In practice, applying the proportionality rule is a complicated matter in any situation where it is not clear-cut that the balance between the military advantage and the collateral damage tilts to one side or the other. Contemporary urban environments may make it even more difficult to establish on what side of the equation persons or objects must be included.

From these three, the IHL rules relating to precautions most significantly provide solutions for the protection of the civilian population in the context of urban warfare, because the precautionary obligations aim to avoid or minimise civilian casualties and damage to civilian objects through a series of practical steps, as is illustrated in the following section.8



IHL solutions for urban warfare: precautionary measures

IHL provides for obligations with regard to precautions for both defenders and attackers. Whereas normally the rules apply to any military operation and to the specific situation of attack, whether in offence or defence, some rules are designed particularly for defenders. It is for example their duty to separate military objectives from the civilian population and to remove civilians from the vicinity of military objectives, to the maximum extent feasible.9 How far the civilians must be removed from military objectives is not prescribed, but this may be understood as ‘a point where the defending party would no longer expect civilians to suffer harm as a result of friendly or hostile fire directed against that particular military objective’.10 It should be noted that the defenders must comply with these obligations only to the extent they are in a position to do so. The ICRC commentary to this obligation explains that there is, first, a territorial exception. The obligations are restricted to ‘measures which every Power must take in its own territory in favour of its nationals, or in territory under its control’.11 In order to maximise the protection awarded by this rule, it should already be taken into account in peacetime, because it seems impossible to remove fortified positions and military headquarters and barracks from their location after the armed conflict begins.12

For the precautionary measures with regard to attackers, any military operation must comply with the general obligation to take active measures to protect the civilian population. This is the overarching obligation to take constant care to spare the civilian population, civilians and civilian objects.13 That means in practice that in the planning of an attack, the protection of civilians must be one of the considerations, in addition to other ones, such as how to maximise the effect on the enemy’s military capacities. Furthermore, there is a list of more specific precautions that must be taken with respect to the specific situation of attacks.14

The first of these is the obligation to ensure that the target of the attack is actually a military objective.15 This relates back to the rules with regard to distinction, which provide slightly different rules for identifying objects and persons as military objectives.16 It must be noted that in cases where it is not completely clear whether a certain person is a civilian, it must be assumed that the person is protected from direct attack. As Gillard notes: ‘[t]his presumption of protected status is the starting point, but the required degree of certainty that an intended target is indeed a military objective is unclear’.17 Thus, this rule requires that when the time has come to launch an attack against a target, it is not enough that the object was added to a list of military objectives a couple of weeks ago. It needs to be assessed that the object still qualifies as such. For example, if based on two week old information that a house was used by a VNSA for planning military operations, additional information is required to check whether that is still the case.

The second on the list is the obligation to choose, if feasible, that type of attack, or weapon, or munition, that avoids, or at least minimises, incidental loss of civilian life, injury to civilians or damage to civilian objects. This type of precaution could mean that the timing of an attack is adjusted to a moment where no civilians may be expected to be present on the location of the planned attack, or that the calibre, range or fuse of the used munition is limited to the extent that nearby civilian structures may be expected to remain untouched by its impact. Another example may be ‘pinpoint attacks’ such as the IDF attack killing Hamas leader Ahmed Jabari and his bodyguard while driving in a car through a narrow street in Gaza City in 2012.18 For operations in urban areas, it is especially important that care is taken with regard to the use of certain weapons systems. For example, it would seem that the use of explosive area weapons would in some situations be less suitable for the urban environment and could have severe impact on essential drinking water services.19 This precaution is crucial because it requires the attacker, if feasible, to tweak the possible modes of attack to a point where the protection of the civilian population is optimised in view of the military advantage sought in the planned attack.

There are four more precautions listed: the IHL proportionality rule; the provision that dictates that the precautions must be carried out not only before but also, where feasible, during the attack; the rule that if two military objectives provide an equal military advantage, the one expected to cause the least collateral damage must be chosen as the target; and finally the obligation to warn the civilian population.

The obligation to warn the civilian population is specifically relevant in relation to the situation in Gaza as mentioned in the introduction of this chapter. The rule says that ‘effective warning shall be given of attacks which may affect the civilian population, unless circumstances do not permit’.20 This last part means that the parties do not have an obligation to warn in cases where the element of surprise is crucial to an attack, or when the safety of the attacking forces would be jeopardised by the warning. Obviously, there is no duty to warn the opponent; instead the warning must be aimed at the civilian population. This makes it more practical in case of attacks against objects, rather than persons. In practice, it can be done on close range by using a megaphone or by loudspeakers. On a longer range, warnings may be conveyed by radio broadcasts, by dropping leaflets, by telephone calls or text messages or any other means, as long as it is effective. In relation to the situation in Gaza, it seems that the IDF warned the Palestinian Authority, who, in turn, warned the civilians by calling and texting them. The IDF has developed an extensive system of warning the civilian population, which is not limited to telephone messages but even includes warnings through the launch of small-explosives on the roofs of a military objective, making the message evident that an attack is imminent and civilians need to leave the location immediately.21

The duty of attacking forces to take precautionary measures is not limited to those enumerated specifically in the articles on that topic in API.22 Many other IHL obligations play a direct or indirect role in the protection of civilians through precautionary measures.23 An example is the prohibition to use starvation of the civilian population as a method of warfare as well as the duty of the parties to the conflict to allow impartial humanitarian relief actions to provide the civilian population with food and other supplies essential to their survival. 24 Another example is the obligation of the attacking party to allow the civilian population to leave the area of hostilities. This is certainly a positive development from the legal restraints on siege warfare as it was understood before 1899, when it was ‘not uncommon (…) that civilians were prevented from exiting a besieged area in order to maximise pressure on the defending commander’.25 Nowadays, even though there may be no explicit prohibition to disallow civilians to flee from an area of hostilities, IHL stipulates evacuation as an exception to the prohibition of deportation of the civilian population.26 We have seen this for example at the last major stronghold of IS near the Syrian town of Baghouz in March 2019, after the encirclement of IS was complete. IS was trapped on a small strip of land between the river Euphrates, Syrian Democratic Forces (SDF) and other forces on the other bank of the river. The attacking forces repeatedly halted their operations in order to allow civilians, mostly women and children, to be evacuated from the area, as well as offering IS fighters an opportunity to surrender.27

Examples of indirect precautionary obligations are those concerning the duty to instruct and train military forces in the rules and principles of IHL and perhaps also the duty to include military lawyers in the armed forces.28 Precautionary measures are also taken above and beyond those provided for by the law. Measures outside the realm of the law include restrictions motivated by political motivations, as included in rules of engagement, or as a result of procedures that military forces have put into place in order to harmonise targeting decisions. 29

Nonetheless, a host of reasons remains why the damage in the recaptured cities in Iraq and Syria was so extensive. Most importantly, IS had situated their positions inside the cities, rather than in the area around the cities, and the fighting took place amongst the civilian population. This may be assumed to be a direct violation of the duty to take precautionary measures against the effects of the hostilities. Since recapturing these cities from IS constituted the crucial military advantage in this war, it followed that the main battlefields were in the cities. A similar situation occurred in the Syrian cities that were recaptured from rebel forces by Syrian government forces. However, in the old towns of Iraq and Syria, such as Mosul or Aleppo, streets typically were too narrow for manoeuvre warfare; thus house-to-house warfare supported by close air support was needed to clear the area street by street and house by house.30 For IS specifically is the group that often used powerful car bombs against the approaching troops. Thus, some of the damage in Mosul was the result of violations of the law by IS, using civilians as human shields, or by sending suicide bombers along with fleeing civilians. These suicide bombers would detonate their bomb vests as soon as they reached the opponents forces, killing both them and civilians fleeing for safety.31 This endangered the lives of the civilians not only directly but also indirectly, as it made Iraqi troops suspicious towards fleeing civilians. Also, the IS positions often included underground tunnels; thus attacking these positions required large explosive charges. Furthermore, sometimes there were weapons malfunctions or unexpectedly massive secondary explosions occurred when weapons caches were hit or defensive positions on buildings where explosives were planted.32

It is clear that a war without civilian casualties does not exist when an opponent is entrenched within urban areas. IHL does not require parties to the conflict to avoid any civilian loss or damage. Instead, precautions must be taken, to the extent feasible.



Urban warfare and feasibility: a delicate balance

As mentioned earlier, the term ‘feasibility’ is an important component of the precautionary obligations.33 ‘Feasibility’ may be understood as slightly more restrictive than the term ‘reasonable’.34 It means that the parties to a conflict cannot ‘be required to do the impossible’. Rather, it has been defined as ‘that which is practicable or practically possible, taking into account all the circumstances ruling at the time, including humanitarian and military considerations’.35 In the context of urban warfare this is problematic because military operations and civilians are usually closely co-located. Nonetheless, it is important to note that an attack, or a way of defending a location, can always be executed in multiple different ways and do not always need to be carried out right away, even when this would be more efficient or convenient. For example, dropping a large bomb on a location where multiple military objectives are located may be prohibited if some civilians may be assumed to be present and it is possible to use multiple smaller bombs. But if these types of weapons are unavailable, and it may just be that the air assets present at the scene have already dropped smaller munitions elsewhere, then this precautionary measure is not feasible. It then depends on the outcome of the proportionality analysis whether the attack may proceed or not.

With regard to warning civilians, this is an obligation that is limited by the phrase ‘unless circumstances do not permit’. That means that if it may be expected that warning the civilian population will lead to the failure of the attack, warning the civilian population is not feasible. Thus, if the element of surprise is expected to be crucial, this means that the civilian population cannot be warned.

The term feasibility is basically the assurance that military and operational considerations may be taken into account when military operations are underway, and the restraints perceived by the rules of IHL are not unrealistically focussed on the humanitarian side of the coin. This is a delicate balance. Ignoring either side of the coin leads to unacceptable results either in terms of civilian casualties and collateral damage or losses among the own forces. Both factors may incite escalation of the conflict by either party to the conflict and lead to disregard for the law.



Precautions and lawfare

It may be concluded that IHL provides an adequate set of considerations for the protection of the civilian populations against the dangers of contemporary urban warfare. At first sight, concluding that these are ‘solutions’ seems perhaps incommensurate with the actual civilian casualties and damage to civilian objects in many cities which were retaken from IS in the past years.36 But the IHL rules provide for explicit obligations and prohibitions to take the protection of the civilian into account in urban operations. Ignoring the law inevitably leads to an increase of civilian suffering. It is true that the implementation of these rules in practice may be improved. But contemporary battlefield practice also proves that IHL is successful in protecting civilians. For example, even though the destruction in Mosul would make one think otherwise, many attacks were cancelled based on precautionary measures. However, these stories are typically not featured by the media.

To refer back to the situation in Gaza, it would seem that framing phone calls that warn civilians to run for safety against incoming bombs as ‘assistance to the enemy’ is an irresponsible act which decreases the incentive of the parties to a conflict to adhere to the law.37 The facts do not prove whether Hamas would have welcomed civilian casualties as a useful component of their information operations, blaming and shaming the IDF for causing suffering to the Palestinian civilians, in order to gather support from allies. A Hamas press release as reported by the Jerusalem Post could be labelled as a clear example of what is often referred to as ‘lawfare’.38 If lawfare is understood as the ‘use of law, or exploitation of aspects of a legal system, to achieve tactical or strategic advantages in the context of conflict’ (see also the next chapter), the Hamas press release may then be understood as the misuse of the law to publicly discredit its opponent.39 However, the concept of lawfare has the potential to blur the proper application of the law. Sometimes it may even be argued that lawfare is used as an excuse to circumvent the equal application of the law of armed conflict, to the detriment of the protection of the civilian population. As a result, the use of the concept of lawfare may lead to an escalation of violations of the law. In this case, instead of shaming the Palestinian Authority and the IDF for adhering to their legal obligation to warn the civilian population, the news article should at least have noted that far more than Hamas propaganda this is an example where IHL is making the difference for one of the purposes for which it was designed: the protection of the civilian population. Thus, there is no place for lawfare in armed conflict. Using situations in which the law was clearly followed as an instrument to discredit the opponent must be avoided in order to protect the integrity of the law.



Concluding remarks

The conduct of war in urban areas is difficult and extremely dangerous for the civilian population because of the co-location of the enemy. Feasible precautions in attack, including the duty to warn the civilian population, serve to balance the necessities of battle with the obligation to protect the civilian population. Misusing the law for other purposes such as was done by Hamas may seem advantageous to their cause at first sight, discrediting both the Palestinian Authority and Israeli forces. On the long run, however, violations of the law may have the result of complete escalation of the conflict, precluding chances for sustainable peace and must therefore be avoided. Adherence to and implementation of the rules of IHL during the conduct of war are crucial, even when facing an opponent who clearly does not. This is also true because violations of the opponent do not change the own obligation to follow the rules and commanders may be held criminally responsible for their own acts and those of their subordinates. Furthermore, adherence to the rules is the hallmark of effective forces: raping and looting forces lose discipline and become a liability. Lastly, from an operational point of view, treating the opponent and the local population well is likely to increase the protection of the own forces and also induce the willingness of the opponent to surrender rather than fighting until the last man.

As urbanisation will increase further, it may be expected that urban warfare is here to stay.40 Consequently, troops conducting hostilities at present and in the near future must develop their tactics and procedures to include considerations for protecting the civilian populations in accordance with their precautionary obligations. This may result in challenges to gain military advantage in tactical situations, but it is crucial for strategic purposes because legitimacy in conducting hostilities is ultimately a force-multiplier. Possible lawfare strategies of opponents must thus be countered with strict adherence to the law paired with communication strategies stressing the need to adhere to the law and how that protects the civilian population. The solution to the opponents’ lawfare tactics is thus fully ingrained in the obligation to take precautionary measures.
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16 The conduct of lawfare
The case of the Houthi insurgency in the Yemeni civil war

Sandra de Jongh and Martijn Kitzen


Introduction

Although inter-state conflict is again on the rise, the past two decades have been characterized increasingly by asymmetric conflicts with states fighting insurgencies, and vice versa. This global trend includes a diverse range of conflicts and actors varying from complicated regional insurgencies such as the Islamic State to more traditional insurgencies which occurred in the Philippines. Typically, these actors are military less powerful than the states they are facing; yet they somehow succeed to persevere and sometimes even prevail. It is not surprising, therefore, that there is abundant literature on factors contributing to the success (and failure) of insurgencies. This chapter seeks to contribute to this body of knowledge by exploring a particular strand that over recent years has been repeatedly cited as a possible explanation for the survival of insurgencies in the fight against powerful enemies. The persistence of the Taliban vis-à-vis the United States, and Hamas against Israel, for instance, has been explained by referring to a method employed by such insurgencies to turn their asymmetrical power-status into an advantage. That specific method is lawfare, a concept which encapsulates various means and methods designed to (ab)use the rules and norms inherent to international law as a method of warfare.1 As such, the concept of lawfare offers insight in the way non-state actors use a double standard for strategic purposes: they leverage humanitarian norms and principles enshrined in international law for their own protection, while they exploit the obligations that bind more powerful actors to their own advantage.

In the previous chapter Van den Boogaard argued from a judicial perspective that ‘there is no place for lawfare in armed conflict’. Yet, reality is that lawfare has become endemic to the conduct of modern war. Even state adversaries like China in the South China Sea, Russia in Ukraine, and Iran throughout the Middle East have deployed activities that capitalize Western concern for International Humanitarian Law (IHL).2 As illustrated by Johnson in Chapter 3, both state and non-state actors might use hybrid tactics without adhering to international conventions. Moreover, by deliberately operating in an ambiguous way, they avoid crossing the threshold of what is legally considered an act of war (see also Bart Van den Bosch in Chapter 13). Consequently, Western democracies or alliances ‘with a high regard for international rules and the rule of law’ are facing adversaries that almost continuously seek to exploit this position.3 Indeed, the spread of lawfare is considered a restraint that deters liberal-democratic states to engage in conflicts.4 It should be noted that this factor, among others, has contributed to the rising popularity of ‘remote’ or ‘surrogate warfare’ in which Western countries outsource much of the burdens of warfare to other (local) parties.5 All this especially pertains to irregular wars, such as the fight against violent extremism and conflicts that take place in the ‘grey zone’ between war and peace. In both these types of conflict non-state actors fulfill an important role, either as protagonists or as proxy agents of state adversaries. Hence this analysis focuses on the way non-state opponents seek to employ lawfare in order to gain an advantage in modern warfare.

This chapter applies the concept of lawfare to the Yemeni civil war. The conflict has left the country increasingly fragmented and, despite several offers of de-escalation and peace negotiations, a real political solution to silence the guns is not in sight.6 Even worse, due to the protracted and particularly vicious character of the conflict humanitarian suffering in Yemen has reached unprecedented levels. Civilians continue to bear the brunt of the failure of the warring parties to negotiate a settlement. Reports detailing the various (war) crimes committed by all sides to the conflict are in abundant supply.7 Many such reports cite continued attacks on civilian settlements and infrastructure in general, and protected sites specifically.

Despite the dire situation in Yemen, the main insurgent group, the ‘Ansar Allah militia’ or ‘Houthi insurgency’ seems far from defeated. On the contrary, the group has become increasingly bold in demonstrating its potency, including by launching attacks into the territory of its main adversary, Saudi Arabia. The survival of the group is remarkable in light of the amount of military firepower directed against it. A Saudi-led coalition consisting of Arab countries capable of deploying a significant and well-equipped military force has been fighting the insurgents in support of the internationally recognized Yemeni government under President (in exile) Hadi.8 In addition, this alliance is propped up by the United States, the United Kingdom, and France who have continued to supply advanced weaponry for use in the Yemeni campaign.9 Though the Houthi insurgency itself is also a considerable force – with an estimated strength of circa 180,000–200,000 men, 2.7–3 billion US dollars, and in possession of a considerable arsenal containing missiles and tanks – its capabilities represent but a fraction of those at the disposal of the coalition.10 This is easily illustrated by the fact that Saudi Arabia alone pledged to contribute some 150,000 soldiers and 100 planes at the start of the counterinsurgency campaign.11

The Houthis’ survival, despite the insurgency’s asymmetrical disadvantage, begs the question as to the reasons behind this relative success. This chapter explores whether the group’s success can – at least in part – be explained by the concept of lawfare. Specifically, it seeks to answer the question as to whether the Houthis have deliberately employed a strategy of lawfare in their insurgent campaign and, if so, to what extent this strategy has contributed to its strategic success. To this purpose, this chapter first explores the theoretical foundations of the lawfare concept. It subsequently provides an analysis of the origins and the goals of the Houthi insurgency followed by an assessment of how the Houthi’s use of lawfare has contributed to the group’s cause thus far. The conclusion reflects on the wider relevance of this case study’s findings and offers insights for the conduct of war in today’s world.



Lawfare

In essence lawfare is a concept that can be used to connote both negative and positive uses of the law for achieving military objectives. Some definitions of the concept – indeed – are neutral, and incorporate this dual possibility. Williams, for instance, defines lawfare as the use of law ‘with the intent of securing a political or military advantage over the opposing party’.12 In the majority of cases, however, lawfare is used to depict a more negative undertaking, incorporating into the definition the assumption that lawfare is used for wrongful ends. Goldstein takes such a negative interpretation of lawfare, and has defined it as ‘the wrongful manipulation [or] exploitation of the law to achieve a purpose other than or contrary to that for which the law was originally enacted’.13 Since ‘neutral’ definitions of lawfare do not distinguish between misuse of the law and the normal functioning of the law as intended (namely to place boundaries on military conduct), we opted to use the latter, negative interpretation as the best workable lens for studying the actual application of lawfare in the conduct of war.

The law can be exploited by an adversary to hurt an opponent in various different ways. In its simplest form, lawfare includes casting unfounded accusations as to the illegality of the actions of the other side, damaging the adversary’s legitimacy and exposing him to retaliatory (legal) repercussions.14 Concretely, a party may orchestrate collateral damage or civilian casualties, and succeed in framing the incident to such an extent that the adversary is (falsely) held responsible.15 In a more advanced sense, actors may stage deliberate attempts to induce their adversary to violate the laws of war vis-à-vis themselves and their supporters, including civilians.16 An example of such behavior is the deliberate positioning of militants and their assets among civilian installations and facilities (such as hospitals and schools) which, if attacked, would induce significant civilian casualties. Actors who have been implicated in doing so include the Taliban, who are known to position military assets in the near vicinity of noncombatant facilities such as hospitals or schools protected by IHL. Key motives for this behavior include the deterrence of attacks, and, in the case that attack does follow through, substantial collateral damage that reflects badly upon the United States or other involved coalition partners.17 Another example of a successful strategy involving lawfare is the embedding of Palestinian militants or military assets within civilian installations such as mosques, schools, or hospitals.18 When the Israeli Defense Forces proceed to attack such facilities, it is them who face the consequences of international condemnation and legal inquiries, whereas those actors who deliberately orchestrate such situations are left relatively untouched.19 Lawfare, thereby, might be considered a form of effects-based warfare focusing on the effect created by this particular modus operandi, whereas the means used to obtain such effects are of subordinate importance.

The aforementioned examples all illustrate that lawfare offers a powerful tool to parties – such as insurgencies – who are unable to overpower their adversary militarily, and therefore seek to engage their adversary’s specific vulnerabilities.20 In the case of (intervening) Western democracies, those vulnerabilities predominantly relate to the damaging potential that public opinion may have on political resolve and the continuity of military operations.21 As Eckhardt explains:


Knowing that our society so respects the rule of law that it demands compliance with it, our enemies carefully attack our military plans as illegal and immoral and our execution of those plans as contrary to the law of war.22



These ‘enemies’ are less vulnerable to condemnation and critique when they do so, again by virtue of the asymmetric unbalance which precludes them from being held accountable to the norms and rules of international law that function to condition the behavior of states.23

A successful lawfare campaign can have various (tactical and/or strategic) outcomes (see Table 16.1).24 First of all, a successful lawfare strategy can attain tactical successes inter alia by delegitimizing some (or all) of the opponent’s means and methods of warfare as and thereby deeming them off-limits. Another lawfare-enabled tactical advantage includes deterring adversaries from attacking hideouts or important caches due to the risk of collateral damage.25 At a strategic level the utility of lawfare lies in accomplishing the goal of undermining public support for military campaigns, an indispensable component of the will to conduct and endure military operations – especially in democratic societies where the decision to go to and continue a war is made under severe public scrutiny. Lawfare succeeds in doing so when it makes it appear that a country is engaged in an aggressive and illegitimate military campaign that is in violation of international law.26 More tangibly, the use of lawfare in this way will result in widely publicized collateral damage and civilian casualties. In many cases, the accusations are repeated without thorough legal analysis. Even though such casualties would be the insurgent’s intended result, they reflect detrimentally upon the state-adversary, since he is the one who is held accountable under international law. Indeed, if lawfare is successful, an insurgent manages to portray itself as victim, and the actor as aggressor, which delegitimizes the state’s campaign.27

 Table 16.1 Lawfare Methods and Outcomes


	Approach

	Key Activity

	Tactical Outcomes

	Strategic Outcomes





	Delegitimization

	Orchestrating and framing of (false) accusations

	Restraining an opponent’s means and methods

	Undermining of support and political will




	Deterrence

	Positioning of assets in the vicinity of civilians and noncombat facilities

	Protection of assets Inducement of violations

	Undermining of support and political will








Ansar Allah: the Houthi insurgency

The civil war in Yemen must be understood as the result of an enduring competition within Yemeni society over which actor gets to control the state.28 This power struggle is characterized by deep-rooted political inequalities and divisive patronage relationships with the country’s most potent social forces, the tribes, as key players.29 Regime stability in Yemen has historically suffered from threats to its monopoly on the legitimate use of force, posed by various tribes.30 Under the rule of former President Saleh the tribes in predominantly the northern part of Yemen, representing the middle and lower classes, faced continuous political and socio-economic marginalization. Whereas the southern region prospered, the north remained relatively underdeveloped and people were suffering hardship. Under the leadership of the Houthi family various northern tribes began to resist the state’s discriminatory policy which in 2004 resulted in the first Houthi war.31 This definitely established the Houthi-led northern tribal alliance as an armed insurgency that, from then onwards succeeded in undermining the authority and legitimacy of the national government.32

The Yemeni state effectively crumbled in 2011 when president Saleh was ousted by Vice-President Hadi. The Houthi alliance grasped the opportunity to expel government forces and wrest control over their tribal heartlands in the north. Subsequent efforts to negotiate with and agree upon a transitional agreement of national unity failed. A main source of this failure was the inability to properly address key players’ concerns within the proposed settlement. More specifically, the Houthis felt underrepresented at the negotiations, and feared outcomes – such as federalization – that would diminish the power of their tribe within the northern territories.33 These concerns were reinforced by UN Security Council resolution 2216 (2015), which called for the effective surrender of the Houthis, imploring them to hand back control to the Hadi government.34 Subsequently, Houthi militias took up their weapons again and staged a de facto coup in which they seized the city of Sanaa, dissolved parliament, and forced Hadi to resign.35 Due to their close cooperation with former president Saleh, the insurgency profited from ‘the absorption of entire brigade sets of tanks, artillery, and anti-aircraft weapons’ as well as strategic missiles, coastal defenses, and additional intelligence capabilities in its military apparatus.36 Hadi managed to escape to Saudi Arabia, where he not only found shelter but also encountered the Kingdom’s willingness to intervene in the Yemen civil war on behalf of his government.37 This ushered the start of the Saudi-led invasion after which the conflict ensued in full intensity.

The insurgency’s background demonstrates how the dominant ‘sectarian proxy-war’ frame used to depict Yemen’s conflict by the media is at least a severe simplification and more probably seriously flawed; the Houthis first and foremost are an insurgency vying to secure its interest in the ongoing Yemeni power struggle.38 Indeed, since Houthi grievances originally were of a local and political character, the core of the movement’s political-military strategy rests upon the pursuit of self-determination. Ultimately, their strategic goal is to conclude a favorable political settlement that awards them their desired degree of power and resources.39 Sectarian motives, therefore, have never been at the heart of the insurgency.40 Yet, the Yemeni civil war is almost continuously delineated as a conflict following Islam’s Sunni-Shi’a cleavage, with the Shi’ite Houthis as an Iranian proxy pitched against the predominantly Sunni coalition led by Saudi Arabia. We take the stance, however, that despite abundant support from Iran, the Houthis should not be primarily regarded as an Iranian proxy as they cherish their own independent goals and aspirations regarding political power and control over local resources.41 A UN panel of experts monitoring the arms embargo imposed on Yemen seems to support this view as it has reported limited Iranian involvement, stating that albeit there is little doubt that Iran has provided supplies to the insurgency, the existence of direct financial or military support could not be confirmed.42 Moreover, the Houthis have repeatedly emphasized their pursuit of ending Yemen’s corrupt and ineffective national government and their desire to provide an alternative political solution.43 The current Houthi military influence and territorial disposition thus serve as a leverage to broker these desired outcomes and thus secure substantial political gains. Let us now see to what extent the Houthis have employed lawfare during their campaign and how this has contributed to obtaining the movement’s strategic goals.



The Houthis’ conduct of lawfare: practice and effect

International law, in particular IHL, serves to condition the use of force in order to minimize civilian harm and humanitarian suffering. The Geneva Conventions, for instance, bestow special protections upon designated areas, such as hospitals, schools and places of worship, and obligate parties to, inter alia, do their utmost to minimize the potential for collateral damage when conducting attacks. Violations of the rules and principles of IHL are considered especially egregious, and may often amount to war crimes. In a conflict setting, parties should therefore conduct themselves in an IHL-compliant manner, or risk facing serious consequences. Yet, throughout their military campaign, the Houthis have not shunned away from getting their hands dirty and violating those rules and principles of IHL.

In addition to deliberate attacks on civilian infrastructure and settlements, the Houthis have exploited humanitarian law by using ‘human-shields’: the positioning of military assets and militants within or in the vicinity of protected civilian sites.44 Indeed, more incidents incite suspicions of a recurring pattern whereby the Houthis have purposefully erected military facilities in the vicinity of (protected) civilian sites such as schools, hospitals and detention centers in an effort to deter coalition attacks.45 In case such objects qualify as military objectives, they might lose their protection against attack. In one incident in 2015, for instance, the insurgents had co-located a detention center with a military storage facility for weapons such as anti-aircraft guns. The site was subsequently considered a military objective and targeted by a coalition airstrike on 21 May 2015, killing the 11 detainees who were reportedly there as human shield.46 In another incident Houthi insurgents forced their entry into a medical facility, ordered the majority of the staff to vacate the premises, and pursued to utilize the facility for military purposes from 1 to 7 November 2018.

More recently, various reports have also cited that the insurgents deliberately transferred an estimated number of 400 captives from a detention center to a military facility in Sanaa. This specific facility had been frequently subjected to coalition bombings, and the main purpose of the move of prisoners, therefore, was to deter any new strikes in the future.47 In a particularly infamous incident in September 2019, coalition planes struck a Houthi-managed detention center, killing at least 100 detainees. This invoked strong criticism against the Saudi-led coalition for what was deemed an illegitimate indiscriminate attack on a protected site. However, although the Houthis have always denied using the site as a military facility, various prisoners have since then attested to the fact that the site was used to store weapons.48

These examples indicate that the widespread and recurring use of the practice of ‘hugging’ or exploiting civilian sites for military purposes by the Houthis points at a deliberate pattern. This conclusion has been repeatedly echoed in the annual reports of the UN Panel of Experts on Yemen, which identified sufficient testimony to speak of a purposely crafted strategy of abuse of IHL.49 All in all, these practices leave little doubt that the Houthis have employed lawfare during their campaign. Indeed, in particular IHL has been exploited in a way contrary to its intentions, but to what effect?

Lawfare seems not only to be systematically embedded in the Houthi insurgency’s conduct of war, but it also appears to serve both tactical and strategic purposes. To start with the former, the use of lawfare by the Houthis has bestowed upon the movement’s fighters a certain level of protection by concealing them within humanitarian facilities, thereby establishing a level of deterrence against airstrikes by the Saudi-led coalition, limiting the coalition’s warfare toolbox.50 However, the coalition has repeatedly shown the resolve not to recoil from bombing such protected targets categorically. Even when extensive collateral damage followed – and accusations of disproportional and indistinct attacks ensued – the coalition has continued to strike Houthi military facilities hidden among the population. Nevertheless, while results vary, this widely used Houthi-tactic forced the coalition to carefully consider its targeting process. Arguably, each case in which the Houthis have succeeded in co-opting humanitarian sites without being subjected to attack is testament to the tactical success of their lawfare strategy.

The strategic effect of Houthi lawfare is intertwined with its tactical utility. Emphasizing the innocent victims fallen as a result of coalition operations has turned out to function as a particularly powerful tool of political messaging capable of delegitimizing the (actions of) the Saudi-led alliance as well as its Western supporters.51 Obviously, this narrative has gained traction and is, among others, repeatedly echoed in the collective body of UN reports on Yemen. Even the overall trend in Western media outlets reveals a tendency to focus on the numerous incidents – and their second-order humanitarian effects– whereby civilian installations such as humanitarian shelters, medical facilities, and schools have been targeted by the Saudi-led campaign. The coalition itself has always responded by following the line of argumentation that due to the presence of Houthi fighters or weapons systems all of its actions against civilian sites have been legitimate as they aim to target military objectives in order to diminish the insurgent’s fighting capabilities. Despite this consistent messaging, the coalition has been unsuccessful in reshaping the narrative toward the detriment of the Houthis. On the contrary, as mentioned earlier the Saudi-led alliance bears the brunt of the media, UN and NGO’s accusations in relation to IHL and International Human Rights Law (IHRL) violations. Much less mention, in his regard, is made of Houthi responsibility. As such, this strategic effect of Houthi lawfare taps into a critical vulnerability which also extends to the coalition’s political supporters who have provided financial resources and supplied (sophisticated) arms. Consequently, UN reports as well as civil society groups have repeatedly called upon the United States, the United Kingdom, and France – among others – to halt their support for the coalition’s war effort.

So, how to assess the success of the Houthi lawfare campaign? Ultimately the insurgents fight to secure their strategic goals of political inclusion and resource sharing; the question, therefore, is how the conduct of lawfare has contributed to these goals. As described in the theoretical framework lawfare is successful if the party using it succeeds in presenting its adversary as the aggressor, and itself as the victim. Albeit that the Houthis have succeeded in achieving the former, they have been less successful regarding the latter. The movement itself has also received severe criticism for deliberately attacking civilian infrastructure and for putting civilians in harm’s way, violations for which there is abundant (UN-backed) evidence.52 It seems that targeting civilians – including in airports, villages, and refugee camps – has become a goal by itself rather than an unwanted side effect of the deployed strategy.53 In addition, the insurgents have also gradually increased their attacks on civilian infrastructure in Saudi Arabia.54 In its latest report, the UN Panel of Experts on Yemen, therefore, has explicitly denounced the Houthis as they ‘demonstrated a frequent disrespect for international humanitarian law as applied to the protection of humanitarian relief staff, health-care personnel and health-care infrastructure’.55 This claim is supported by evidence of numerous incidents including the indiscriminate use of explosive weapons such as mortars and artillery shells in densely populated areas, for which the UN Panel was unable to identify military objectives justifying the degree of collateral damage and civilian death toll.56 These accusations are harmful to the insurgency in the long-term, and might jeopardize the prospects at power-sharing as the international community (whose rules and norms have been violated) most probably will play an important role in brokering a peace settlement. As of yet, however, peace negotiations are still ongoing and due to their prominent position in the conflict the Houthis have a clear seat at the table. Nevertheless, Houthi leadership has recently started to demonstrate significant signals of its willingness to de-escalate and reach a political settlement. Reportedly various political prisoners have been released and the frequency of strikes into Saudi(-controlled) territory has been reduced.57 This may indicate that the Houthis feel that their strategic goals are within arms’ reach as they now have gained sufficient leverage to secure commitments leading to a power-sharing arrangement with inclusion of Houthi-affiliated tribes. In order to capitalize on this desired outcome, it is essential to build a reputation of trustworthiness. Consequently, preventing a backfire on their strategic long-term goals requires the Houthis to abandon lawfare practices rather sooner than later.

In the end, this case study has brought to light that the Houthis indeed have repeatedly employed lawfare tactics as part of their campaign in the Yemeni civil war. While the militants clearly have not shied away from violating the rules and principles of international right in general, a particular strong and recurring pattern can be discerned with regard to the exploitation of civilian and protected sites for military purposes. According to our assessment this conduct of lawfare has brought the Houthi movement not only considerable tactical advantages but also strategic-level outcomes, where it triggered rigorous scrutiny of the conduct of the Saudi-led coalition and its (non-)adherence to international law. In this regard, Houthi lawfare has been particularly successful. This success, however, also came at a prize for the insurgents. Whereas theoretically lawfare should also serve to picture weaker parties as victims vis-à-vis more powerful opponents, the Houthis have failed to achieve this. They have accomplished the contrary as they are currently regarded as a party that – at least – has been complicit in one of the world’s worst humanitarian disasters to date. Consequently, the Houthis themselves have been subject of international condemnation for their systematic violations of international humanitarian law. We consider this an – in the eyes of the Houthis – undesired and detrimental strategic effect of tactical lawfare, which potentially holds serious backfiring implications endangering the attainment of the insurgents’ overall strategic goals. Hence, we assess that if Houthi leadership considers the group’s current position sufficiently strong for cutting a deal that could realize their long-wished aims (of power-sharing at the national level and authority over their territories in northern Yemen), it will most probably step down its use of tactical lawfare in order to prove itself a trustworthy partner. Whereas the conduct of lawfare has certainly contributed to Houthi survival and tactical battle field success thus far, more collaborative and moderate behavior is instrumental for consolidating this in strategic success in the form of a durable peace agreement.



Conclusion

As a singular case study this analysis of Houthi warfare holds limited value for drawing more general conclusions. Yet, there are insights can serve to advance the understanding of the utility of lawfare in the conduct of modern war as they offer an avenue for further research. First, the case calls for a better understanding of the relationship between (the lack of) strategic and tactical effects of lawfare. The group’s failure to convey the image of themselves as victims points in a structural direction; does application of lawfare inherently require maintaining the equilibrium between violations of international rules for tactical advantages and effective strategic communication to exploit such acts for strategic gains? A comparative study that digs into this issue might be particularly helpful for designing measures that can mitigate or even thwart an opponent’s use of lawfare. Second, the Houthi case has highlighted that actors who deploy lawfare at a more advanced stage of their campaign might need to transform from vicious violators of international rules and principles into trustworthy partners for settling negotiations. This holds potentially wider complications as it offers a concrete strand for countering lawfare by opponents who pursue goals that can be accommodated in peace agreements. If this is the case, our findings seem to suggest that ultimately reputation management matters more than the use of messy tactical tricks. An enhanced understanding of this dynamic might lead to the adoption of methods that force opponents to adjust their ‘strategic timing’ and abandon the conduct of lawfare at an earlier stage of the conflict as they come to realize that this might jeopardize the attainment of their strategic goals.

Where does this leave us with regard to the impact on the conduct of war? As mentioned in the introduction the spread of lawfare acts as a restraint that is partially responsible for the limited nature of current Western interventions in violent conflicts. From the perspective of liberal democracies, after all, it is pivotal to prevent being portrayed as violators of international law. While this trend is expected to continue into the near future, the insights of this chapter demonstrate that the conduct of lawfare itself is not infallible or without risk to actors deploying the concept. Especially when they fail in effectively victimizing themselves or take their lawfare practices too far – either in extent or time – this might trigger a backlash that obstructs the attainment of strategic goals. Western states, therefore, should not only develop methods for dealing with lawfare, but first and foremost they should play into their strength by exploiting their adherence to international law and norms in the conduct of war. Or to paraphrase Van den Boogaard’s statement from the previous chapter, there is no place for lawfare in armed conflict as far as this concerns contributions that are the result of Western interventions. At the tactical level this might be perceived as a disadvantage as it leads to restrictions with regard to the use of force; yet it bolsters the ability to withstand strategic effects of lawfare as it allows for credibly conveying the message that one strictly acts in accordance with international law. This, however, is easier said than done as it requires much more than investing in effective strategic communication. In the context of modern warfare, it also involves resisting the temptation to counter illegal activities below the threshold of war with similar hybrid tactics. Moreover, it also boils down to successfully impressing this view in (local) allies who might have very different standards. Especially this latter point seems to become more and more urgent as remote and surrogate warfare have become increasingly significant for fighting violent extremism as well as for the global competition for influence. Thus, in order to shield Western interventions against lawfare, all allied actors should adhere to the preponderance of international law in their conduct of war. Any strategy in modern warfare, therefore, should consider and address the salient issues of law(fare) in a specific conflict.
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Introduction

Critics have suggested that there is a ‘crisis’ in the operational dimension.1 Confronted by insurgency, unconventional warfare, overwhelming volumes of data, or the constraints imposed by cautious political leaders under intense media and legal scrutiny, operational commanders face great complexity. Some advocate information operations (IOs) should now take precedence over kinetic actions but the 2010s proved that high-intensity conventional warfare can still occur. The US military solution is for operational commanders to integrate information activities, fully automated weapon systems, robotic logistics tools, and schemes for delivery of fires in Multi-Domain Operations (MDO).2

Operational commanders need to consider a great variety of conditions in armed conflict, from land stabilisation tasks to high speed air or naval combat. Operations also demand ethical and professional judgements about the use of emerging technologies. They need to contemplate how operational principles or practice could change if, for example, commanders would have to place human personnel in the path of danger when their order of battle consists largely of robotic vessels, airframes, and ground mobile weapon and communications platforms. Some things are, of course, perennial and will remain, namely, time constraints, prioritisation, the frictions of organisation, rules of engagement, multiple lines of operation, span of command, and reporting chains. Coalition management, where rules of engagement and national policies are different, still cause problems in co-ordination. Nevertheless, one of the most significant demands on commanders in recent years is integrating networked and information activities in a broader scheme of operations.

This chapter examines how operational command has manifest itself in the first two decades of the 2000s. It assesses the character of the operational dimension, reflecting on continuities and changes for commanders. It examines command and the complexity of the operational environment, command in the information environment, command and emerging technologies, command options in the information environment, decisive and shaping operations, and finally some reflections.



Command and complexity

The reason for the current ‘crisis’ is that the modern form of the operational dimension was designed to resolve a specific problem at a period in history when, on land, mass armies and improved communications were altering warfare profoundly. This epitome of operations, in industrial warfare, lasted well into the twentieth century. Naval operations were being transformed in the same period by developments in communications and the range of fires, but the chief concern was the handling of mass at sea, and its relationship to fire and manoeuvre. For air forces, the balance between manoeuvre in depth, fuel requirements, and the payload of fires or lift required its own doctrinal revolution. IOs were integral to all, but the balance of effect lay in the physical realm.

Since then, operational commanders have been compelled to consider a number of ‘lines of operation’.3 The commander has to incorporate different forces as a joint endeavour, liaise and co-operate with coalition partners, answer to political as well as military oversight, check intentions with legal advisors and political advisors, and sustain the momentum of the entire mission, while being contested by both overt enemies and more ambiguous adversaries. His or her staff will get tired, anxious, and sometimes make mistakes, while superiors will sometimes misunderstand or issue vague instructions which might be designed for interpretation as a ‘broad intent’. Information management remains at the heart of these challenges, but the information environment is beginning to assert itself in new ways, with profound implications for operations.4

There are three areas where problems for commanders in the operational dimension present themselves: (1) greater complexity caused primarily by multiple, information-rich domains, axes, and lines of operation, (2) information and communications overload, and (3) the specific challenges of information and electronic warfare. These elements often overlap.

There are further challenges in the current grammar of war which have a bearing on commanders, including local proxies (such as the use of foreign militias or regular troops, an example being the appearance of Hezbollah units and Iranian troops in the conflicts in Syria and Iraq in 2014–2017); new or reintroduced weapons technologies designed to incapacitate or kill (such as nerve agent in urban operations in Syria, and Improvised Explosive Devices (IEDs) in Iraq); distributed and electronically enabled warfare at the tactical level (which enhances the fluidity of manoeuvre and fires); and the arms race in surveillance, encryption, and cyber-intelligence penetration (which could ‘blind’ an adversary and offer a brief window of opportunity for operational advantage).

It is equally complex when a multitude of different tasks might be required, from operational warfighting to peace-support. These often occur simultaneously, or within a short space of time and place. But complexity is not just in location and environment; it is also in the methods and systems employed. Recent conflicts against irregular actors indicate more ‘distributed’ warfare where the enemy makes greater use of terrorism, a variety of stealthy tools, uses the civilian population as cover or for surveillance tasks, and, with extensive engagement of electronic media, makes maximum use of disinformation as the organ of propaganda and deception. In the conflicts of the 2010s, the enemies of the West had no significant air, counter-surveillance, or e-warfare assets. An adversary with near-peer capabilities would create far more serious difficulties, including greater damage, loss of air supremacy, and more significant attrition. Above all, one might also anticipate a far more sophisticated manipulation of the information environment.



Command and the information environment

Surveillance is a key element in the information age, enabling more precise targeting and a greater abundance of data for both physical and IOs. Improvements in technology have increased dependence on surveillance assets, command systems, and logistics, but also on their distribution. It is striking that irregular forces have often improvised their capability in surveillance, using proprietary hardware and software to create guidance for mortars and missiles, maximised use of surveillance footage for IOs, and made use of cheap drones to conduct Intelligence, Surveillance, and Reconnaissance (ISR) missions or IED strikes.

There is a dynamic ‘arms race’ of capability, countermeasures, and development in surveillance, concealment, and more generally in electronic warfare underway. This appears in the form of cyber and electro-magnetic activities (CEMA), but also as the search for stealth and more comprehensive surveillance. The concepts that are critical in the information space include penetration, protection, purging, (counter)penetration, and pursuit.

Intelligence-led operations and exploitation are critical in operations, where the West’s adversaries operate among local populations and manipulate the aversion to civilian casualties. Even when Western forces observed strict rules of engagement in air operations over Iraq and Syria, groups like Daesh were not above inventing scenarios where, having killed civilians themselves, they claimed, cynically, that these casualties were somehow the result of Western operations.5

Information has been used to mobilise populations, to demoralise an adversary, and to encourage allies and neutrals; it has been used to recruit, to articulate a cause, and to reinvigorate conviction after serious setbacks. Some of the most powerful and memorable examples of information warfare have occurred when nations faced severe adversity. Today, the anxiety is that there is greater oscillation in public sentiment (driven by social media and internet access), concern that information must be delivered to a wider and more diverse audience rather than a clearly defined, national one, and that ‘information operation thresholds’ (where the public tolerance of military action is exhausted resulting in calls for operations to cease) are being lowered.6 Commanders have become familiar with the fickle nature of public sentiment in the information environment.

For operational commanders, there seem to be discernible limits in policy terms that are driven by the broadcast of accidental civilian casualties, by episodes of indiscipline by military personnel, and by local insurgency or terrorism. The anxiety of governments is less about foreign disapproval than domestic criticism by the public or the press. A more serious military and political consideration is the lengths activists are now prepared to go to discredit authorities and conduct disruption. It is clear that all military and government installations will be under a certain level of threat from domestic sabotage, violent protests may engulf law enforcement agencies, and governments will be eager to minimise the level of popular antagonism by diluting policy.

Some military personnel express grudging admiration for Russian IOs, which manipulate the truth, and sell narratives which are blatantly distorted, but which appeal to a public proud of their nation, hungry for news that their country is asserting itself, and which desires success. Yet, the alleged value of multiple messaging, ambiguity, and denial, practised by Russia over Ukraine in 2014, confers only a short-term advantage. The contradictions of Russian IOs have sacrificed strategic credibility in the longer term. It was self-evident that the ‘green gentlemen’ without identifying insignia who seized Crimea by force were Russian military personnel and their success was due to an absence of real resistance.7 In Ukraine’s Donbass, Russia’s proxies were a liability. Moreover, Russian denials that its proxies had shot down civilian flight MH17 were absurdly unconvincing.

As a countermeasure, it would be far better to pursue, through anticipation, foresight, and preparation, a phased approach to IOs. This would match Russian attempts to exploit ambiguity as a substitute, or prelude, for military operations. Synchronisation of effort in the media ‘battlespace’ can be accorded the same emphasis as fires, with the equivalent evaluation and assessment of effect. It can discern which messages are of strategic value and how sources are protected. In the operational dimension, every physical action requires deliberate and prepared information campaigns, with cascading rapid and responsive messaging that makes maximum use of information tactics.



Command and emerging technology

The accelerating development of certain weapons technology (unmanned vehicles, more precise air-delivered ordnance, better co-ordination of sensors and intelligence, and increased volume of fire with greater accuracy than ‘area weapons’ of the past) is well-known. There are likely to be new materials and other synthetic tools, additive manufacturing, and developments in robotics, all of which may have a greater effect on operations in the coming decades, and one can foresee robotic systems being contested by improvised automated systems and other semi-autonomous tools, from air platforms to smart mines, guided munitions, and tracking devices. This will increase the pressure to cross traditional boundaries and ‘silos’ of organisation, to synchronise, centralise, and combine command in the operational dimension. There is a risk, however, that these novel systems will prove a distraction from the more urgent requirements in the conduct of war, and the full integration of physical operations and IOs.

The opportunities of new technology are for more accurate, comprehensive, and precise intelligence of targets; the ability to manoeuvre across domains to bring an appropriate package of effects to bear; and the ability to deploy robotic weapons to confront enemies that would otherwise inflict unacceptable loss of life. Nevertheless, in the information domain, commanders are likely to be asked, repeatedly, prior to and during missions, how a particular use of force is likely to enhance one’s own information advantage or diminish the enemy’s messaging, and the overall effect of the use of force in each scenario.

In counter-insurgency campaigns, commanders found themselves struggling to understand fractured societies. There was an estimation that the population were the centre of gravity and the rather limited way in which planners had discussed only ‘enemy forces’ was transformed into ‘population-centric’ counter-insurgency. More emphasis was placed on understanding the population, or ‘human terrain’ as it was styled. Yet understanding divided populations can take years, especially when they are placed under the extraordinary circumstances of civil war or insurgency and consequently behave differently, move out of their usual areas of habitation, or participate in the conflict. Moreover, the experience of the population in a civil war is invariably one of low-level intimidation, periodic acts of terror, significant ‘hedging’, and decisions based on their ‘human security’ and collusion.8 This raises a significant question about their importance as an apparent centre of gravity in countering insurgencies. The current Western notion of operating by, with, and through locals is sound, laudable, and often effective, but it is not fool proof. Local actors have their agendas and a coincidence of objectives is always conditional and time bound.9 A far more effective method, than understanding who the enemy are, is to assess what they think and believe, and who leads them. The population was ‘the prize’ but the means to get there was information. Information was, perhaps, a more reliable centre of gravity, and was always most effective when targeted at key leaders.

The management of information ought to be treated with at least the same importance as the provision of combat logistics, and, perhaps, today regarded as having parity with combat itself. Treating information as a centre of gravity would have a profound effect on any approach to operations: missions are designed with specific messaging in mind, deception is elevated in importance, targeted actors are more comprehensively ‘shaped’ in order to expose entire networks, and fires are used to develop subsequent information exploitation opportunities. The failure of an enemy to command the information space or be able to ‘read’ the networks will increase their chances of defeat.

Nevertheless, the fighting in Iraq and Syria has not been ‘information-led’, but ‘fires-led’. It would therefore be erroneous to argue that war has been reduced to a battle of algorithms or texts. There is an indication that wars ahead will combine ‘stand-off’ fires, close-quarter battles, and information warfare. The solution is therefore the effective and smooth combination of fires and information, enabled by a mastery of technology.

The key is synchronisation. Instead of linear or even simultaneous approaches to operational design, synchronous activity suggests that it is the blending of consecutive or concurrent actions, in time and space, with the pressures that can be exerted by the environment itself. For Western commanders, synchronisation of fires and information, while making use of the information environment’s nature, is required to achieve effects against the critical points, which might involve multiple, parallel lines of operation by different agencies. It might require some reversible phasing, that is, the ability to move backwards and forwards on a line of operation without loss of purpose, perhaps scaling back on levels of kinetic force to demonstrate the ability to control a particular zone. Plans would obviously need to be inclusive of any operational partners, and very often the organisation to deliver the effect would need to be tailored to the mission, a situation that requires great flexibility and goodwill on all sides. For example, a Special Operation Forces (SOF) presence with a forward air and IO cell, working amongst local forces, with a fully developed sense of the potential offered by an information environment, might be all that is required to achieve an operational effect.10

In the operational dimension, there are still many continuities. In terms of functions, it is still necessary to identify, through a centre of gravity analysis, the critical points; it remains vital to initiate arranging and shaping operations (to disrupt, delay, mislead, and otherwise impose friction), to manoeuvre (including interference with enemy communications), to deploy fires (including ‘information’), and to consider command, including the neutralisation of an enemy’s command, control, and communications.

There are opportunities for commanders in the optimal use of IOs and the full integration of cyber as an offensive asset. The anticipated effects are of impaired communications, navigation, shortages, loss of situational awareness, an absence of energy sources, and impact on policy-makers’ direction and confidence. There may also be tactical effects such as deception, loss of stealth, concealment, and targeting. Being able to impose these problems upon an enemy will continue to confer a useful operational advantage, regardless of the technologies in use.

The essence of CEMA, or ‘netwar’, is deep operations, and responsibility for these is more likely to rest at the theatre and strategic level. However, if it was possible to neutralise or temporarily harness enemy communications and command systems, this advantage would be delegated to operational commanders for exploitation. The most common use of CEMA is likely to be enhancing situational awareness rather than episodes of sabotage, although there is little way of knowing what technologies and coding will emerge in the next few decades to be certain of that. At the very least, commanders will be able to decide whether to exploit the access to enemy systems, or to remain passive and observant, in order to develop the penetration still further.

What troubles operational commanders today is a battlespace that is more technologically demanding, that they are constrained by bureaucracy and political leaders, and with hierarchy in command potentially undermined by new, more democratised media. They are concerned that every action is likely to be scrutinised to a forensic degree. There is still uncertainty about the best way to synchronise IOs and cyber to overcome these problems and achieve the optimum effects in both the physical realm and the information environment. War has long been heading in this direction and the complaints are not new.

The management of greater volumes of data and information increases the demands on headquarters but, at the same time, the dense and highly scrutinised information environment means that thresholds of what is considered tolerable could disrupt and even halt operations. The industrial systems approach invariably used by the West for command and decision-making in a dynamic and fluid information environment seems unfit for all purposes. The acceleration of time caused by more abundant and faster communications presents a fresh range of challenges for the operational commander.



Command options in the information environment

For decades, operational commanders have straddled the need to coordinate multiple entities from a communications hub and the desire to be ‘forward’ to keep in touch with the tactical situation.11 The problem of too much data means that it is imperative that commanders create divisions of labour to manage it all, devolve responsibility while retaining a synchronised matrix of effects, and, given the speed of events, consider automation and brevity to initiate all sequences of action.12

Greater levels of automation are often to be found in analysis and decision-making. Data processing, especially in intelligence, fire control, air operations, surveillance, and logistics, is well established. As human labour becomes more expensive per capita, higher levels of automation are to be expected. This has created ‘human-machine teaming’. To navigate a warship or an aircraft is a combined effort between humans and electronic systems. To launch missiles or ensure the right rations are delivered on time at the right location are the humble results of humans directing algorithms embedded deep within the tools that militaries use.

For many decades technical specialists have become as vital as combat personnel, and the division between them has blurred progressively over time. Commanders will struggle to keep up if they insist on commanding larger formations in great detail – they will need to permit the full spate of data flow, rather than insisting on consultation over minutiae. They need to maintain a field of view and devolve the fight to subordinates.13 Smaller formations in the land environment are the most cohesive and the most flexible, so commanders will feed in resources or deploy a reserve, to a far more distributed, devolved, and disaggregated command system.14

In information warfare and cyber operations, decisive points may be distributed and new centres of gravity will emerge, perhaps as cascading attacks on sources of energy supply on which an entire apparatus of information and networking relies. The requirement to make attacks across whole networks as well as attacking certain nodes will be evident. Surprise and security may be as difficult to achieve at the strategic level as it has always been, but new electronic opportunities for deception seem clear. There will be a much more compelling requirement to operate deep in the enemy’s electronic heartland. Air, maritime, and space still offer the best opportunity to acquire depth, but the electronic and information environment reaches a global constituency all the time.

Regaining the initiative will require an intelligence-led offensive posture, pursuing relentlessly into depth. E-surveillance and signal interdiction are the most promising areas, with rapid reaction forces able to move into neutralise networks, systematically and precisely. It requires the containment, management, or neutralisation of large numbers of mobilised populations who are dependent on e-tools for communications and effects. Control or effective contestation of the e-space is vital.

Senior leaders appear reluctant to delegate responsibility in the command of operations, preferring to retain authority and therefore ultimate accountability.15 In a litigious and social-media saturated world, those in authority seem much more sceptical of ‘initiative’. This, however, is a mistake. The fast-moving information domain lends itself far more to mission command. Subordinates require education in its practice and its limits, but the information environment moves at such a tempo that a controlling approach is certain to be too slow. What is missing is the confidence and knowledge of leaders about the information environment, and, consequently, the willingness to devolve, engage in cyberspace, or in the information (from mainstream to social media) battle space to contest narratives.



Decisive and shaping operations in an informational context

Two elements of operations in the NATO framework now demand consideration for their implications well beyond the battlefield: those that are ‘decisive’ and ‘shaping’. These are often overlapping and can, of course, be mutually supporting. Shaping, the activity required to create the conditions for a decisive action, or perhaps, to set the conditions, the thinking and therefore the actions of actors, is a crucial aspect of operations, which may involve the build-up of resources, information messaging, off-balancing manoeuvres, strikes in depth, cyber disruption, or even the arrangement of forces to reinforce a diplomatic message. There is often reference to fixing an enemy, which can mean either being physically deprived of options or a psychological situation. If an enemy feels they have a limited range of options, they may act prematurely, withdraw, or escalate. Crucially, they can be drawn into predictable lines of action, ready to be interdicted, defeated, or naturalised. This may also be achieved through deception as well as through shaping actions.

Moreover, shaping can just as easily equate to denial. It can mean the prevention of an enemy reaching their operational or strategic objectives. Surprise can be critical in this regard, as it forces the enemy to divert attention, time, and resources to tasks they had not foreseen. Each of these implies actions deep in the enemy’s domains and information space.

The decisive engagements of the past are often the most studied, but they were the culmination of a campaign rather than single events in isolation. They take place, ideally, at the centre of gravity of an enemy, be that a location, a force, a logistical node or other key capabilities, an enemy mission, critical requirements, particular vulnerabilities, a leader or some other dependent fulcrum. In reality, most actions take place over time across an enemy network and resemble attrition. In the current operating environment, which is dependent on electronic communications, navigation, and precision guidance, critical points are more likely to be located deep in their electronic infrastructure. Decisive actions will still be rare but could be achieved by the systemic disruption, slowing, or destruction of nodes and networks. The misstep of an opponent and a fortuitous exploitation could still be enough to cause his critical failure.

Manoeuvre, a concept that offers the opportunity to avoid the consequences of attritional or annihilationist options, will remain important in the e-environment. Manoeuvre involves the ability to blend lethal force and non-lethal actions to shape an enemy’s behaviour, sap their will to resist, and break their cohesion. This is done by changes to momentum, tempo, shock, surprise, and relentless pressure, each of which have options in the information space. The overriding consideration is to seize and retain the initiative so as to dictate events and actions to the enemy. There is a requirement to exploit a situation, where reserves, fresh assets, changed axes, or a sudden surge of tempo can unhinge an enemy’s strength. Sustaining pressure requires careful planning and reconstitution to avoid the effects of culmination.16

Information warfare consists of a full appreciation and exploitation of the information domain as an interactive environment, and actions which shape, strike, and exploit not only enemy actors but some of the infrastructure, cognition, and actions in that information sphere. The information space consists of a variety of actors and elements which are not passive, but active.



Reflections on command in an information age

Since operational art is concerned with command, we should conclude with reflections on leadership in the operational dimension and information environment to evaluate what has changed and what has not. Ultimately, war is fought in the ‘minds of men’, regardless of the tools they use. The mind is subject to physical threats and opportunities, but information is its currency. The traditional observations about command functions and principles still stand despite changes in the character of war, but it is worth noting some new considerations that the information age has highlighted. The speed and tempo of operations mean that it is even to devolve responsibilities. The requirement to rapidly switch axes or domains means a commander must have familiarity with the various arms and branches of their force, including the cyber-electro-magnetic one. But of all the qualities commanders must possess, creativity is likely to be more important than formerly assumed. The operational environment will change rapidly, not least as the enemy adapts, and a commander too wedded to the approaches learned in staff college will rapidly lose touch with a situation. Creativity and devolution take courage, will invite criticism and increase demands, but it is surest way to an adaptive force.

Operations were formerly, and to some extent still are, shaped by the deprivation of the body of the enemy. Imposing burdens upon him were designed to create attrition and reduce his willingness to continue resistance. But the psychological element could be achieved without having to affect the body and the e-environment has offered new routes to that end. The combination of physical and e-enabled measures increases geometrically that effect.

It is clear that operational commanders need to manoeuvre in both physical space and the information environment, using a range of options, from high-intensity combat operations and IOs through to security or support missions, to ‘shape’ particular actors and contribute to certain objectives. By integrating capabilities, selectively or comprehensively, and synchronising actions and blending those with the opportunities afforded by the information domain, commanders will be able to concentrate on the most important aspect – the fulfilment of outcomes.

The savagery and devastation of a new era of weapons systems will demand the attention of military personnel. More importantly, they will need to acknowledge that the public will be the target in future conflict. This will undoubtedly take the form of low-intensity terrorism, mass casualty events, attacks on food security, energy, and information sources. The e-threat will be an increasingly significant part of the operational dimension and associated command problem for the armed forces as well as civilian authorities.

Operational commanders have more opportunities in the e-environment to create effects and to impose psychological and physical burdens on their adversaries. There is the prospect of harnessing the e-advantages of Western personnel, not least in the skill sets of computing, engineering, and analysis. There is the chance to operate in much greater depth than before and to secure advantages over an enemy, often long before the point of physical contact. But synchronised information and physical operations are now the norm.
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18 The emotions of adversarial interaction

Lukas Milevski


Introduction

It has long been acknowledged that the human element of war is a primary source of its enduring nature. With his wondrous trinity, Clausewitz asserted that war is always dominated by the three forces of emotion or passion, reason, and chance, each in varying measure according to the specific circumstance of any particular war. These reflect the constraints of war’s human dimension: we experience emotion; we seek to reason, partly on the basis of emotion; and we act in an environment rife with chance. Clausewitz further stipulated that ‘[o]ur task … is to develop a theory that maintains a balance between these three tendencies, like an object suspended between three magnets’.1 Often, however, the emotional thread in strategy is lost in modern strategic studies scholarship and so theory is unbalanced in favour of emphasising reason and rationality. This is understandable – it is exceedingly difficult to study emotions – but a vital element in strategic theory is missing nonetheless.

Yet even while hampered by the as yet undeveloped state of psychology, Clausewitz repeatedly emphasised the importance of moral factors as well as the mental, including emotional, life of the commander in war. ‘With our slight scientific knowledge we have no business to go further into that obscure field; it is important nonetheless to note the ways in which these various psychological combinations can affect military activity’.2 In the approximately 200 years since Clausewitz, psychology and cognitive sciences have developed substantially. The human mind, while still wondrous and holding many mysteries, is no longer nearly wholly obscured as it was in Clausewitz’s day. Instead, cognitive science and psychology have substantially developed as fields and their insights may be applied to the study of war and strategy. The key to relating this knowledge to strategy, particularly through the Clausewitzian trinity’s frequently but usually superficially invoked emotional side, is understanding adversariality.

Adversariality underpins war. It is the key which starts war, a frame of mind in which interaction with the other party appears to be zero-sum, whether or not it actually is. There is a symmetry to adversariality: if evolving adversariality is one of the initiating phases leading to war, then breaking that adversariality must similarly be one of the early developments leading to peace – the whole point of strategy in practice. In this chapter, the nature of adversarial relationships is explored in terms of both reason and especially emotion. Stress, emotion causation, and emotion consequences, especially fear, anger, and hope, are highlighted as being of particular relevance to developing our emotional understanding of strategy.



On adversariality

Clausewitz defines war as ‘an act of force to compel our enemy to do our will’.3 This elegant definition encompasses war’s three fundamental elements: violence (‘an act of force’), instrumentality (‘to do our will’), and, most important for our purposes, adversariality (‘compel our enemy’). Each element describes a different but necessary aspect of war. Violence and instrumentality have long received attention in the literature, but our understanding of adversariality, despite its definitional centrality to war, is still lacking. Many definitions of strategy tend to focus most on instrumentality, with violence in second place and adversariality distinctly third. Although adversariality is one of the most vital elements of war, one of the eternal threads which relate every war to every other war and define war as a phenomenon, it has hardly been studied and is not well understood.

Clausewitz’s trinity posits that war is always beset by factors


composed of primordial violence, hatred, and enmity, … to be regarded as a blind natural force; of the play of chance and probability within which the creative spirit is free to roam; and of its element of subordination, as an instrument of policy, which makes it subject to reason alone.4



When discussing adversariality as both a frame of mind and a description of mutual interaction between strategic actors one may disregard chance and probability. The standard Western supposition, a Cold War legacy, implies that the remaining two elements of the trinity are at odds: reason exists to control passion in war, to prevent escalation that might conceivably lead to Armageddon. Thus passion is adversarial and reason is instrumental. In Clausewitz’s Timeless Trinity, for example, Colin Fleming adopts this perspective, that passion is equated to hostility, leaving reason free to deal with the difficulties of reconciling politics and policy in war.5

Yet Clausewitz distinguished between two different hostilities: hostile feelings and hostile intentions. Fleming suggests that both belong to passion, redefined simply as hostility.6 This is inapt. Hostile feelings are clearly passionate and emotional, but Clausewitz differentiates between them and intentions:


Essentially combat is an expression of hostile feelings. But in large-scale combat that we call war hostile feelings often have become merely hostile intentions. At any rate there are usually no hostile feelings between individuals. Yet such emotions can never be completely absent from war.7



Clausewitz defines hostile feelings as emotions, but implicitly categorises hostile intentions otherwise, as the product of reason. They represent intentionality about changing the future in the face of an actively resisting enemy and make adversariality as a whole a complex phenomenon to which both passion and reason contribute, albeit not necessarily in the same ways, at the same times, or with the same effects on strategy or the politics surrounding the war.

Adversariality in any particular belligerent context has its own life cycle: a beginning, a middle, and an end, with passion and reason engaged variously throughout the cycle. This cycle is born of politics, the basic context of war, a (usually) deliberate choice to employ armed force and so to practice strategy. The deterioration of any political relationship to the point of war both reflects an increasingly adversarial thread in that relationship and is simultaneously exacerbated by that thread. A characteristic of escalating adversariality is an increasing preference to resolve a political dispute using force, largely through the judgement that no satisfying outcome can be achieved with any means short of violence. Goals appear, rightly or wrongly, to be zero-sum and indivisible, the winner taking all. This is adversarial reasoning in the war’s political context. By introducing violence, adversariality gets locked into the relationship, along purely emotional as well as reasoned trajectories.8 As Clausewitz noted,


[e]ven where there is no national hatred and no animosity to start with, the fighting itself will stir up hostile feelings: violence committed on superior orders will stir up the desire for revenge and retaliation against the perpetrator rather than against the powers that ordered the action.9



This is adversarial feeling, alongside which comes adversarial reasoning in strategy:


So long as I have not overthrown my opponent I am bound to fear that he may overthrow me. Thus I am not in control: he dictates to me as much as I dictate to him…If you want to overcome your enemy you must match your effort against his power of resistance…But the enemy will do the same.10



Despite adversariality’s natural tendency to escalate in war, ultimately the middle of the adversarial life cycle – battles and other engagements harbouring both adversarial feelings and intentions – is meant to bring adversariality to an end. The point of strategy is to employ force to create a situation in which violence, and strategy as such, become unnecessary because the enemy’s adversarial will has been broken and he has acceded to terms of some sort. That it is effectively self-negating when successful is a fundamental irony about strategy. Breaking adversarial will results in the enemy’s changed belief and perception about the apparent zero-sum quality of mutual goals in the belligerents’ relationship: the enemy is now willing to give up part or all of its war goals in return for peace. Just how do the cognitive sciences fit into the understanding of adversariality and the study of strategy in war?



Stress and emotion

Strategists navigating the dynamics of adversarial interaction in war do not just do so rationally but also ‘irrationally’ – emotionally. The main relevant cognitive sciences here relate to emotions as well as to stress. Unfortunately, consistent definitions of emotions have not emerged as researchers have generally preferred formulating operational definitions of emotion over conceptual ones to define their research interests.11 This is particularly the case as an experienced emotional episode may contain many components – cognitive, feeling, motivational, somatic, and motor – and researchers may prefer focusing on any of these components individually or in combination.12 As far as strategy is concerned, the key components are cognitive, feeling, and motivational. Stress is a distinct body of literature within the cognitive sciences, one which had historically, substantially, and unfortunately emerged without reference to or relation with the emotions literature. Unlike emotions, stress has been defined fairly simply: ‘the struggle to adapt to life’ and is the product of a relationship between a person and his or her environment.13 Stress clearly must be present as a dimension of adversariality as the relationship between any strategist and the hostile; reciprocally violent environment of war is difficult to navigate and to manipulate against an independent enemy.

At the heart of both stress and emotion is appraisal, a specific term from emotion sciences which has gained ground to denote a particular cognitive approach to emotion. Appraisal theories are not the only theories of emotion, but they are usually the most relevant for strategy. Appraisal fits the agential orientation of strategy as a concept. ‘The notion underlying appraisal theory is that personal evaluations of events – rather than the situations themselves – are crucially important in both eliciting and differentiating emotions’.14 The act of appraisal by an active agent is key, and is also why emotions and their impact on decisions and behaviour sometimes seem so unrealistic to external observers. Appraisal also means that stress and emotions, in both causation and consequence, are particular to individuals.15 Stephen Rosen’s early attempt at incorporating cognition and neuroscience into the study of war and its termination is expanded below through discussions of stress and of the causation and consequences of emotions.


Stress

Rosen presents a simple thesis of how stress influences strategy: defeat in battle leads to the accumulation of distress among the defeated. Distress


induces a condition very similar, and perhaps identical, to the psychological and physiological state of depression. Depression is defined symptomatically in terms of pessimism about the outcome of one’s actions, lack of energy to perform tasks, and, in extreme cases, a collapse into near complete inaction.16



He suggests that this psychological process begins earliest with both the physical participants of battle and non-civilian elites, and that distress is contagious once it sets into an army. This leads to mass behaviour with which decision-making elites must contend in determining subsequent policy and strategy. One of the major elements Rosen identifies as contributing to distress, the primary reason why it sets in among frontline soldiers first, is uncertainty about the future and the individual’s ability to control the environment. ‘It is the losing side in a war that is subject to stressors in the environment that cannot be predicted or controlled’.17

Rosen’s early thesis suffers from three main shortcomings. First, his focus is on stress with no mention of emotions other than those describing the parallels between distress and depression. This is an unfortunate reflection of the scientific literature itself, in which stress and emotions as concepts have traditionally developed independently of one another.18 Yet stress influences emotions and tends to engender certain emotions over others. Second, his discussion of stressors focuses on battle as an experience, with an overly simple differentiation of battle understood as victory or defeat, excluding how other factors combine with and qualify outcome to determine the meaning of battle.

Third, Rosen focused on a lower level of analysis: that of individuals and groups of soldiers and officers, direct participants of actual battle, rather than strategists and certain policymakers. Clausewitz also worked with this lower level of analysis, as he described the feeling of defeat – which he had directly experienced after the battle of Auerstedt and throughout the ensuing French pursuit of the Prussian army across Prussia itself.

When one is losing, the first thing that strikes one’s imagination, and indeed one’s intellect, is the melting away of numbers. This is followed by a loss of ground... Next comes the break-up of the original line of battle, the confusion of units, and the dangers inherent in the retreat... Then comes the retreat itself, usually begun in darkness, [and] continued through the night. Once that begins, you have to leave stragglers and a mass of exhausted men behind; among them generally the bravest – those who have ventured out farthest or held out longest. The feeling of having been defeated, which on the field of battle had struck only the senior officers, now runs through the ranks down to the very privates.19

Clausewitz described the effect of defeat on the conduct of strategy:


The effect of all this outside the army – on the people and on the government – is a sudden collapse of the most anxious expectations, and a complete crushing of self-confidence. This leaves a vacuum that is filled by a corrosively expanding fear which completes the paralysis.20



Rosen was unable to relate these emotions back to the question of the strategist’s agency; all he could say in concluding that theme is that ‘[t]he behavior of defeated troops in battle is not irrelevant’.21 Although this is true, it remains unsatisfying nonetheless.

Stress is induced by any change in the environment, positive or negative, to which one must adapt, although clearly negative changes tend to create more stress. Scale matters as well: larger changes create more stress.22 Stress emerges when an individual’s resources appear insufficient to allow adaptation to environmental change. Crucially, stress is inherently relational: changes to the environment mean nothing if they are not relevant to individuals within it.


A person is under stress only if what happens defeats or endangers important goal commitment and situational intentions, or violates highly valued expectations. The degree of stress is, in part, linked with how strong these goal commitments are, and partly with beliefs and the expectations they create, which can be realized or violated.23



Although stress may be – and has been – classified in a number of ways, one may suggest three various types of stress.


Harm/loss deals with damage or loss that has already taken place. Threat has to do with harm or loss that has not yet occurred, but is possible or likely in the near future. Challenge consists of the sensibility that, although difficulties stand in the way of gain, they can be overcome with verve, persistence, and self-confidence.24



The act of appraisal is fundamental to stress: appraising changes in the environment and their relationship to oneself, appraising the quality of the changes (as positive or negative), appraising potential responses to the changes (is it possible to adapt to the change or not).

Furthermore, stress may accumulate if stressors in the environment propagate, whether laterally (new stressors appearing) or sequentially (existing stressors are exacerbated or grow in importance and/or proximity), without effective responses. As stress accumulates, that is, as it appears increasingly unlikely that one’s resources or powers are sufficient to manage or adapt to changes in the environment, it becomes more difficult to regulate emotional responses to those or subsequent changes. The various types of stress may engender related emotions, whether fear, anger, hope, relief, depending on specific outcomes or concerns about the future. Increased stress similarly increases the chances of feeling any given relevant stress emotion, and increases the intensity of that emotion.



Emotion causation

Consideration of emotions has been increasingly incorporated into international relations, culminating recently in a strong attempt to begin creating a theory of emotional choice in coercive diplomacy.25 This has also filtered into strategic studies with similar work on the role of emotions in choice and decision-making in strategy, particularly relating to deterrence and war termination.26

Yet focusing on decisions is insufficient for strategic studies, as strategy is inherently more than mere decision-making. Without subsequent tactical, operational, and strategic performance, decision-making alone loses meaning; strategy requires a broader and more flexible understanding of emotion.27 First, emotions must be contextualised in a longer performative process than isolated moments of decision-making. This leads directly to the second point, that emotion causation is equally important to emotion consequence. On-going strategic performance causes emotions in both adversaries, and those emotions have consequences for subsequent performance, which, in turn, causes further emotional reactions. Finally, this longer performative process, in which emotion causation and consequence are equally important, occurs within a specific range of violent and adversarial contexts and circumstances which often inhibit the full range of human emotion. Only some emotions are necessarily relevant to strategy or the strategist, although one must recognise that both context and level of analysis play a part. A strategist seems unlikely to commit to battle merely to bolster pride, but he may commit to battle because he is proud or, conversely, he may not cooperate effectively with a fellow commander in battle because he is (or they both are) too proud to do so.

Unless aiming for complete annihilation and conquest, the strategist inherently seeks to induce a psychological effect in the enemy which involves an emotional dimension. Understanding emotion causation, particularly in the adversarial context of war, is crucial. While myriad theories consider the question of emotion causation, appraisal theories focus on the act of appraisal in causing emotion. This act tends to centre on a few variables. One is goal relevance, or the relevance of a perceived change in the environment to one’s ability to attain a currently held goal. Goal relevance also affects the intensity of emotions. Second is goal congruence, or the degree to which the perceived change in the environment helps or hinders goal attainment. Whereas goal relevance determines whether an emotion is felt, goal congruence determines whether that emotion is positive or negative. Beyond these two fundamental appraisal variables, various appraisal theories focus on a variety of other possible variables, including level of certainty, potential to cope with the change, and the question of another’s agency behind said change.28

Goals are related to another important consideration of appraisal theories: the issue of belief. Goals are held because they are believed to be attainable; if a goal were not attainable, there would be no sense in holding it.29 This suggests that a change in the environment which elicits an emotional response also inherently affects, positively or negatively, one’s beliefs or expectations about goal attainability. An emotional experience may imply an inherent revision of beliefs or expectations, particularly about the attainability of goals.30 Yet this is not necessarily the case, as emotions may prevail despite rational appraisal that there is no meaningful change to the environment.31 For example, one may still fear the height of the tower one has just climbed even while rationally knowing that the tower is architecturally sound and cannot collapse. Emotions may contain a substantial denial component; the person denies perceived reality in favour of a half-perceived, half-emotionally imagined reality. Expectations may be stronger than perceptions of environmental change.

Discussing emotions as inducers of belief revision implies that the need to revise was broadly unexpected. This observation seems not to have been explicitly made in the emotion sciences literature. If one expects an environmental change to revise one’s beliefs, those beliefs have already been revised rather than waiting for the event to occur. Although it is too strong to say that surprise is inherent in any emotion – as one may still feel some emotions even if the situation develops along a desired or anticipated path – it is fair to suggest that the greater the deviation between expectations and results, the stronger the emotional response. This is important when tying emotion causation concretely with battle, which are not emotionally equal. If one engages in battle without serious hope of victory because the circumstances demand it – a rearguard action to cover a retreat, for example – battlefield defeat will not induce substantial negative emotions because defeat was expected and beliefs/expectations were already suitably revised (although it may still increase stress). In the context of strategy, therefore, strategically meaningful emotions seem most likely to occur when the environmental change is unanticipated, a surprise. Then-Commander James B. Stockdale, a prisoner in Hanoi during the Linebacker 2 bombings, observed this firsthand.


Night after night the planes kept coming in—and night after night the SAM’s streaking through the sky were fewer and fewer (the naval blockade worked). The shock was there – the commitment was there – and the enemy’s will was broken. You could see it in every Vietnamese face. They knew they lived through last night, but they also knew that if our forces moved their bomb line over a few thousand yards they wouldn’t live through tonight.32



The North Vietnamese had lived through quite a few US air raids by December 1972 and had become quite blasé about them, but the experience of Linebacker 2 was qualitatively different from any previous bombing campaign. North Vietnamese expectations were not in line with the reality the United States created – and the basis of North Vietnamese fear was surprise. Spurred by surprise and fear, the North Vietnamese returned to the negotiating table. Emotions are generated by unexpected environmental changes and individual appraisals of those changes, including whether they are relevant, positive or negative, and whether the individual can live with, or seeks to deny, those changes.



Emotion consequence

Although written with a focus on international relations decision-making, Markwica’s summary of emotion consequences remains apt and useful for war termination. As discussed, emotions affect both cognition and behaviour. These effects are achieved through each emotion’s own specific ‘appraisal tendencies’ and ‘action tendencies’. Emotional influence on appraisal tendencies suggests that current emotions affect current or near future appraisals, which, in turn, feed into future emotions and emotional change or continuity. Action tendencies determine the likely range of behaviour stemming from a particular emotion. Ultimately, these are only tendencies and individuals do have considerable, albeit incomplete, control over how their emotions affect their subsequent actions. Markwica focused on five emotions in coercive diplomacy: fear, anger, hope, pride, and humiliation.33 Concerning the emotional effects of battle, however, it seems useful to focus on three emotions: hope, fear, anger – which may also be considered part of the more complex emotional state of depression, which also includes anxiety, guilt, and shame. Unlike diplomacy, battle takes place in the adversarial setting of war. Considerations such as offending pride or humiliating the enemy become meaningful once the two sides start talking, but prior to the adversarial will being broken those specific emotions are less relevant.

Fear is a potential emotional reaction to perceived threats. Its appraisal tendencies include: hyper-vigilance towards the environment to detect current as well as potential other threats, which may as a by-product amplify the emotional experience of fear; inhibition of complex cognitive tasks which may interfere with that hyper-vigilance, but which also leads to less mental flexibility; and environment appraisal which stresses the apparently low level of certainty and low ability to control.34 Fear is typically considered to have three main action tendencies: fight, flee, or freeze. These are self-explanatory: if one is afraid of a threat, one may decide to fight it or flee from it. Freezing is slightly ironic as an action tendency because its essence is in not acting – that is, being overwhelmed and cognitively shutting down. In war, at least on the battlefield, ‘[b]iologists and military analysts are now fairly certain that freezing is a more common response than either fighting or fleeing’.35 The individual experience of combat, with threats plausibly emerging in quick succession from many directions, can easily overwhelm one’s senses and cognition, resulting in temporary but effective paralysis. Yet military analysts sometimes add one more response to fear which remains as relevant to the command of armies as to the individual soldier on the battlefield: fussing, or engaging in manageable tasks which do not directly involve engaging the enemy, the source of danger. These are tasks such as assisting crew-served weapons and carrying ammunition: ‘simple jobs that a man can do instead of the really hard job he is supposed to be doing’.36 Unlike the three classic F responses, fussing may be characterised as an oblique denial of the danger; yet it can nonetheless affect strategy and strategic performance.

Anger may arise from any number of potential appraisals, but most relevant for strategy is when another party blocks the achievement of an actor’s goals. The main appraisal tendencies springing from anger include increased confidence in (re)gaining control of a situation; more optimistic risk assessments and minimisation of potential negative futures; and activation of heuristic processing resulting in less attention focused on quality of arguments and more on superficial cues. Anger’s primary action tendency is to confront and attempt to remove or defeat the source of the anger.37 Anger is an important element of depression, which has been described as:


the result of a sense of hopelessness about restoring a worthwhile life following major loss. While being emotional, it is not a single emotion but a complex emotional state, a mixture of several emotions that come and go depending on where one is in the process of grieving and what has happened to produce the loss. The emotions of depression consist of anxiety, anger, guilt and shame. These are the emotions of struggle against one’s fate because we have not yet given up on changing it.38



Besides anger, anxiety is a state of heightened concern regarding an uncertain future; guilt is experienced for transgressing some identified imperative; and shame is felt when one is unable to live up to some identified ideal. Often, guilt is associated with behaviour – guilty of failing to do something expected – while shame is associated with being – being someone who cannot achieve that thing. Guilt is thought to increase empathy with others, whereas shame may result either in the deterioration of social relations as blame for failure is externalised, or, conversely, in self-improving behaviour.39

Unlike fear and anger, hope is a positive emotion which arises from a desire to achieve a particular goal and a belief that achievement is possible. The appraisal tendencies associated with hope involve the facilitation of creative and imaginative instrumental thinking and cognitive flexibility but, more negatively, also a selection bias in perceiving the world in such a way as to sustain hope despite potential contradictory information. The action tendencies associated with hope involve strengthening one’s willpower and energy to act to achieve the desired goal. The selective perception tendency of hope may also feature as an action tendency, as hope may lead to conscious or subconscious information filtering.40 Interestingly, hope is often considered to have a darker undercurrent due to its context and is experienced ‘most often under an unfavorable situation. It is not clear whether hope is more often linked to negative life conditions than to positive ones’.41



Integrating strategy and emotion sciences

The insights gleaned from explorations of stress and the emotions must be properly integrated into Clausewitzian thinking and our understanding of strategic performance. One conclusion which immediately emerges is that Clausewitz basically got it right even by today’s standards of modern cognitive science, albeit without the modern level of detail and awareness. Battle and warfare have, do, and will always stir up emotions on both sides of the battlefield. The unavoidable presence of such emotions will affect, positively or negatively, the difficulty of the strategist’s task of breaking his enemy’s adversarial will.

A strong strategic performance may inspire fear in the enemy, which is the desired emotional effect since most fright responses benefit the strategist. Freezing inhibits the enemy, fleeing weakens him, fussing distracts him. All three ease the strategist’s task, both in the purely physical sense, that the enemy becomes easier to outfight later, and in the cognitive sense, that cracks begin forming in the enemy’s adversarial way of thinking. Thus, instilling fear in the adversary may improve one’s own future strategic performance relative to the enemy. However, fear may also lead to a fighting response, which reinforces the enemy’s adversarial mindset and so increases the difficulty of the strategist’s task.

Anger is usually not a desirable response as it generally leads to redoubled efforts by the opponent to win, unless the enemy’s strategic performance born from anger can be channelled by stratagem in a way which actually disadvantages him. Nonetheless anger psychologically inhibits the strategist’s task of breaking the enemy’s adversarial will. Unless and until anger expends itself or is somehow excised, the effects of strategy on the enemy should perhaps be measured less in terms of psychological consequences and more in terms of physical ones. A possible exception is anger experienced as part of depression, when the adversary already feels that his situation is hopeless and experiences psychological breakdown, but is not willing to abandon efforts to improve his situation.

Hope may be the most strategically nuanced emotion of those discussed, as possibly the most sensitive to the outcomes of strategic performance, but also possibly simultaneously misleading. Hope can also inhibit the strategist’s task of breaking the enemy’s adversarial will. If the strategist himself feels hope, he may begin misinterpreting the facts on the ground to his own ultimate detriment. If the enemy feels hope, it strengthens his adversarial will and makes it harder to break. Even in defeat, if the victor did not do as well as expected or the defeated lost less badly than expected, hope may arise again. (Conversely, despair may similarly arise among battlefield victors – one thinks of King Pyrrhus of Epirus whose three battlefield victories against Rome destroyed his army and along with it his ambitions for defeating Rome.)

Integrating emotion sciences with strategy and particularly with an appreciation of strategic performance can improve our understanding and deserves substantially more development, given the complex and nonlinear relationships between the two fields.




Conclusion

If the human element is truly the font of the most enduring dimensions of war, then one must be interested in the human experience of strategy. Such an interest must begin with an understanding of adversariality and the ways of thinking it both reflects and engenders. These ways of thinking necessarily include both stress and a panoply of emotions. Any strategy, in practice as well as in accounts of it, will always have an emotional aspect, including how it contributes to breaking the adversarial will of the enemy and ultimately to war termination. The emotional focus of strategy devolves onto fear, anger, hope, and onto stress and depression, this last a complex and fluid mixture of anger, fear, anxiety, guilt, and shame. The emotional tales inherent in strategy are myriad but too little understood and explored in a field whose understanding they can only enhance.
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19 Conclusion
Assessing change and continuity in the character of war

Tim Sweijs, Rob Johnson and Martijn Kitzen

Every age has its own kind of war with its own peculiarities. War’s nature may be enduring; its character is prone to change – in each era as well as in each encounter. Ours is a time of considerable, some argue accelerating, societal, economic, political, and technological change. Accelerating or not, this megatrend of change permeates almost all walks of human life: how we live and communicate, how we work and collaborate, how we interact and create, and, to a large degree, how we fight. It thus affects how we prepare, equip, and organise for war as well as how we conduct war. Contemporary war continues to be characterised by the three enduring elements of kinetic activity, connectivity, and the symbiotic relationship between the human and the synthetic. The overarching theme that emerges from the contributions to this volume is the fact that across all three elements there has been considerable change over the past two decades.


The democratisation of kinetic means, traditional and non-traditional

On the kinetic front, a key trend has been the dissipation of power and the democratisation of violence. Put simply, the Davids of this world stand a better chance against the Goliaths. Insurgencies are proving to be remarkably robust confronted with ostensibly superior firepower in various conflict zones around the world. Beyond any doubt, in the past Western armed forces often faced difficulties in the fight against non-state adversaries. Today’s non-state actors, however, prove to be increasingly capable of challenging ostensibly much stronger powers. In the 2010s IS showed how violent groups are able to punch above their initially purported weight. IS’ ruthless exploitation of synthetic and connected elements allowed it to generate kinetic effects at a regional and even global level, greatly enhancing its resilience to withstand external attacks. The perseverance of other groups such as Al-Qaeda, Al-Shabaab, and Boko Haram – which were all targeted in extensive military campaigns – illustrates the levelling of the playing field between violent state and violent non-state actors. In the context of renewed confrontation between major military powers, violent non-state actors also serve as puppets and proxies in increased grey zone competition. Russia’s ties to the Donbass People’s Militia in Eastern Ukraine, Iran’s Quds Force’s orchestration of Hezbollah fighters in Iraq and Syria, Egypt’s – as well as rich Gulf states’ – support for Khalifa Haftar’s Libyan National Army in Libya may well be harbingers of what the 2020s will bring.

This all concurs with a more general trend of a changing balance of power between major and lesser military powers. These now have military capabilities at their disposal that allow them to level the playing field in a way that was unthinkable only a generation ago. Advanced C4ISR as well as military standoff capabilities are no longer the prerogative of Western powers alone. Low and high tech unmanned (weapon) systems are starting to be deployed by many conflict actors in the air and on land. Western military powers may still enjoy tactical military dominance, but Western military supremacy is no longer. Tactical excellence and operational craftmanship notwithstanding, strategic proficiency has been in short supply for an extended period of time now. Political leaders, especially, have performed poorly when it comes to formulating clear but also realistic political objectives, and allocating the required means to achieve these objectives. Other state actors have arguably proven to be more agile and more adept, both in terms of their ability to set coherent strategic objectives, match these with the required means, and to follow through on them, and in terms of their ability to adapt and innovate. A general disinclination prevalent in Western polities to engage with the messy and bloody realities of war based on a declining willingness to fight in postmodern societies has been further fed by close to two decades of few strategic successes in missions that yielded even fewer tangible benefits. This, in combination with steady technological progress in unmanned systems since the early 2000s, has resulted in greater emphasis on a new form of risk management from above and from afar, typically in collaboration with local proxy actors and spearheaded by small contingents of special forces, giving another dimension to the function of security force assistance. Such forms of risk management, variously indicated with terms as remote, surrogate, or liquid warfare, have become more prevalent over the past period amidst increasing geopolitical tensions. They are replacing the emphasis on counterinsurgency (COIN) and stabilisation missions of the aughts. It is far from certain that the valuable lessons learned during these missions will not be forgotten in a repetition of the strategic amnesia of the lessons painstakingly learned from counterinsurgencies in the past.



The exploitation of novel forms of kinesis

Meanwhile, new forms of kinesis – means and ways to exert pressure – have progressively materialised. The global wiring of our world of the past quarter century has paved the way for unprecedented global connectivity, alongside introducing a range of economic and social opportunities but also critical vulnerabilities that soon started to be exploited for malign purposes. The existence of these vulnerabilities was identified by futurists and by military professionals already in the 1990s. The 2000s saw cautious experimentation with incidental, some would say audacious, endeavours in the latter half of that decade. But it was not until the 2010s that these were followed up with more serious large scale development of capabilities, strategies, and tactics deployed in real world operations, which are now taking off. A number of high profile cyber operations on but certainly also off the battlefield with considerable strategic impact showcased to all participants the tactical and strategic effects, if also the risks and limitations, associated with action in this new domain. The deployment of cyber instruments, alone or in combination with kinetic instruments, is now increasingly becoming the norm. For every pundit that argues this is a brave new world, there is a traditionalist arguing precisely the opposite. Be that as it may, international legal scholars and practitioners see themselves forced to reflect on the reinterpretation and possible adjustment of the rules and regulations guiding behaviour in bello, ad bello, and extra bello.



Political warfare in a connected world

The virtual arteries traversing our digitally connected societies have opened up a cloud of new possibilities to exert influence in the information realm. Traditional tricks of the political warfare trade are being applied to great effect, albeit in thoroughly modernised guises. The viral nature of information flows in social networks is exploited by shrewd conflict actors. The battle of the narrative in conflict theatres has given way to the emergence of widespread meddling in societal discourses in peacetime. In hindsight, the CNN effect of the 1990s pales in comparison to the effects of manipulated messages flowing through billions of people’s Facebook or Weibo feeds. The echoes of these social media chambers expose a much more vulnerable cauldron than most political scientists and sociologists anticipated prior to the widespread adoption of these platforms over the past decade. The manipulation of societal discourses is nothing new and has been practiced by Western and non-Western powers alike – long before it started to be amply documented during the Cold War. Its sheer scale and impact, however, have become a pernicious problem that all actors, regardless of their regime type, are grappling with. Military commanders and their political leaders must now, certainly more than before, consider how citizen journalists or hostile state actors report on military operations, and anticipate how information will be faked, tweaked, and manipulated by adversaries. In the early stages of a conflict or confrontation, disinformation is often used to seize the initiative in the battle for the narrative. When a conflict continues for an extended period of time, a general sense of fatigue with a particular cause can creep in. This may result in a wish to move on to other things. Accumulating effects are difficult to differentiate from fatigue with a particular cause, but it is becoming clear that being first with the truth, deploying mass in the scale of messaging, and being determined to see things through can win or lose a key narrative.

The effect of new propagandistic means on the conduct of war itself is certainly non-negligible either. The manipulation of information has become part and parcel of military operations across the globe once again implying that the truth is the first casualty of war. Western and non-Western military organisations have set up entire information manoeuvre units to pro-actively shape the information sphere in recognition of their vital role in compelling adversaries to change their minds. Russia’s endeavours on this front certainly inspired others to copy and imitate. But the success of non-state actors and their ability to rally support, recruit adherents, and attract finance certainly also played a role. Information operations expanded not just the reach of non-state actors in the virtual realm but also their sheer prowess to project power in the physical realm. IS’ rise in the 2010s and its tenacious tenure before it was defeated, at least in its conventional force incarnation, provided concrete corroboration of the risks posed by decentralised, distributed networks.



The impact of legal lawfare

Meanwhile, the term legal lawfare has been coined to describe contemporary conflict behaviour. This represents conceptual over-stretch to some who hold that war in its essence is about the organised use of violence in pursuit of political goals. Yet, the extensive legal corpus guiding the conduct of war, which has been spun since the days of Cicero and has been adjusted but also strengthened especially since the early 20th century, is now used and abused by state and non-state actors, both outside but also within the more traditional notion of war. Outside war, state actors seek to remain below the threshold of war and refrain from declaring war, leading to the pervasiveness of so called hybrid conflict, grey zone confrontation, strategic coercion or, in a more recent designation, liminal warfare. Inside war, there is an increasing salience of conflict actors seeking to gain tactical and strategic advantage over their opponents that try and abide by the laws of war through the positioning of military assets in the proximity of civilian facilities to induce violations and through the framing and distribution of the news of real or fabricated violations through media channels.



Vicious dynamics of renewed great power confrontation

Amid all the confusion about the impact of new domains on war, and heated debate about the analytical value of new nomenclature to capture changes in its character, great power competition and conflict have re-emerged. Starting in the early 2010s, established – (United States), emerging – (China), and resurgent powers (Russia) embarked on large scale military modernisation programmes with other states following suit. These major powers are since prioritising not just the refurbishment of their conventional military capabilities but also seek to gain incremental as well as a punctuated strategic-military edge through investment in potentially more disruptive or enabling technologies, including Artificial Intelligence (AI). They are gearing up for renewed peer competitor conflict with the renewal of their nuclear arsenals, a shift to more aggressive nuclear postures, the development and deployment of a new generation of hypersonic delivery vehicles, and renewed attention to the militarisation of space. Meanwhile, frequent military aerial intrusions of national sovereign airspaces as well as gunboat diplomacy have become a regular recurrence in major powers’ attempts to carve out and reconfirm spheres of influence, which is further driving a vicious cycle of military competition that in the 2010s did not escalate into direct major power conflict.



Incremental change: Machine learning in military operations

On the synthetic front, the explosion of computing power and the development of hardware (coincidentally as a side effect of a booming global gaming industry which spurred progress in graphical processing units’ power) paved the way for rapid advances in machine learning (ML) from 2011 onwards. Military organisations were certainly not amongst the early adaptors, but confronted with the tremendous value created in industries as varied as trading and investment, advertising, and medicine, they started stepping up their efforts in the second half of the 2010s. They formulated plans, allocated considerable budgets, and started experimenting with the integration of ML applications in standing operations including in monitoring and detection, target acquisition, navigation, and logistics. Thus far, this is leading to incremental progress predominantly through the faster processing and analysis of ever greater amounts of information. The constant flow of information through ubiquitous surveillance capabilities is forcing the adaptation of command and control structures. ML has furthermore boosted the navigation abilities of semi-autonomous systems, and has made the enormously complicated and costly logistics required for fielding modern armed forces more efficient. It is, albeit slowly, contributing to shorter OODA loops, along different elements of that chain, and promises to change the economics of force generation in the future.



The role of the synthetic – in reality, not in science fiction

Hyper war remains at the horizon for now, but accelerated war is already a reality. In that sense, the 2010s have shown us glimpses of what AI enabled war can look like. Images of a dystopian future in which robots have taken over remain science fiction for the time being, but early manifestations of AI enabled war are definitely visible. In that vein, All Domain Operations is still a future concept but joint operations, enabled increasingly by more advanced technologies, are integral to contemporary warfare. Similarly, mosaic warfare is still being funded by the Defense Advanced Research Projects Agency (DARPA) as an aspirational concept, but networked and distributed warfare have become a reality. In sum, the aspirations of the 1990s of informationised war materialised in the 2010s, whereas the intelligentised battlefield as envisioned by the Chinese remains an aspiration to be imagineered in the decade(s) to come. Overall, the synthetic – the artificial and the manufactured – has been making further inroads into the ways in which violence is wielded in the pursuit of political objectives both as an enabler and as an effector. The synthetic has only done so, however, as an extension of the human, which continues to give it shape and direction, but the combination of the synthetic and the human is giving birth to new ways of war.1 In other words, while synthetics greatly enhance the ability to deliver pressure, resist threats, and even command, it is the human who remains in control.



The development of new grammars for war

During this period of considerable change, strategists grapple with the adaptation of time tested strategic concepts to the challenges posed by today’s conflict environment, and consider how 19th- and 20th-century strategic concepts such as centre of gravity and deterrence can be tweaked, expanded, and refined to be brought to bear in this domain. The heated debates are not only testament to the explosion of information exchange in a globally connected world. They are also emblematic of the fact that the grammar of war defined as the principles, rules, and procedures that govern the use of force in new domains, as well as how it can contribute to its overarching logic, is being reinvented.

The idea of a logic in war has long been contested, but in our current context, what is discernible is a renewed sense of the utility of armed force in the service of political objectives. E. H. Carr, the British historian, noted that it is always hard to perceive the major shifts in the period in which you are living. The sheer flux of events and changes often obscure the trends, and we are, to cite Hegel, always wise after the event. Many political scientists discern a decline in war which began in 1945, at the same time as many social scientists maintain that violent conflict has seeped down from states into societies. Strategic thinkers, meanwhile, are concerned that major conventional wars may not be obsolete at all, and they see all the indicators of more serious, high-intensity, extremely lethal struggles ahead.

The grammar of war, too, is difficult to nail down to a single essence or character. In the case of extremist groups like IS, its atrocities suggested an inclination for the application of overwhelming and unlimited force. Western militaries, by contrast, relied on air supremacy, aerial surveillance instruments, and precise weapon systems to limit their interventions to the least destructive possible without jeopardising their objectives. Russia and China have adopted different grammars of their own – using force as leverage, intimidation, and the breaking of international norms, including the use of violent proxies. Which of these constitute the grammar or character of the early 21st century? The answer is surely that they all do: war is protean. Its form is certainly significant but so are its purpose and essence which in the end dictate its logic.



Change and continuity in the character of war

In the study of war, scholars tend to focus on the eternal and the constant, whereas futurists and technologists tend to focus on the transformational and the novel. The former tend to be of the opinion that the more changes, the more remains the same. The latter tend to find that radical change is always around the corner. The truth, perhaps, lies somewhere betwixt and between. Many overestimate the impact of the rate of change in the short term, but underestimate it in the longer term. However, when the future finally arrives, they quickly adjust, and accept the state of affairs as normative. This is simply because the many iterations and developments in war’s conduct accumulate into the present. Philosophically, the future that was imagined back in the days of J.F.C. Fuller has happened. He maintained that the conduct of war could be understood as control, pressure, and resistance. Such a broad categorisation allowed him to incorporate a variety of developments, and yet still conceive of how a war could or would be conducted. We can be sure, as Fuller was, that wars will happen in the decades that lie ahead. Wars will be defined by setbacks and successes, by frustrating friction, by human failures, technological breakdowns as well as breakthroughs, and all that thousands of years of human history has informed us is unchanging in war’s nature.

The conclusion of our volume is therefore that we should neither exaggerate the transformational changes in the character of war nor downplay the extent to which elements in the character of war have in fact changed, even if these were largely evolutionary rather than revolutionary. Certainly many aspects remain the same and endure: war continues to be about the organised use of violence in the pursuit of political objectives; it continues to generate the passions and emotions of people of flesh and blood; and it continues to be characterised by uncertainty and friction. The world of war, lest we forget, is expansive and diverse. Polities in different geographical regions find themselves along varying developmental trajectories which shapes why and how they wage their wars. Local level armed conflict over access to water and land in sub Sahara Africa contrasts with the internationalised intrastate conflicts over larger geopolitical interests in the Middle East. These are, in turn, distinct from Russia’s war with Ukraine.

Our volume, we hope, has made clear that, over the past two decades, increased connectivity and the emergence of new synthetic elements have shaped old forms and created new forms of kinesis. This process has fundamentally impacted the way wars – both low tech and high tech and high intensity and low intensity – are fought across the globe. In the context of these three elements our volume shows that war, in the first decades of the 21st century, continues to be a fundamentally political endeavour. Developments along the kinesis-connectivity-synthesis trinity provide a good baseline to understand likely future trajectories in how humans wage future wars.



Note

 	1 This is in line with the etymological origins of the term arms which strays back to the Proto-Indo-German root -Ar, which means ‘to fit together’, suggesting that arms can also be conceptualised as a way of joining the human with the artificial. That, in turn, can be etymologically associated with the roots of synthetic deriving from the Ancient Greek meaning of the term synthetikos (συνθετικός) which stands for a composition based on ‘putting something together’. If nothing else, it illustrates that tools and technology depend on how they are put to use by humans.
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