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Introduction

ROBIN GEIß AND NILS MELZER



A. The Big Picture


As UN Secretary-General António Guterres has poignantly stated: ‘[i]f I had to select one sentence to describe the state of the world, I would say we are in a world in which global challenges are more and more integrated, and the responses are more and more fragmented, and if this is not reversed, it’s a recipe for disaster.’1 Without doubt, the task of understanding the global security environment and delivering the necessary governance responses represents a central challenge of the twenty-first century.

Throughout the world, degraded security environments have produced massive population movements, deepening socio-economic fragility, and inequality. In addition, there are renewed risks of nuclear confrontation, prolonged wars have devastating humanitarian consequences, and terrorism and other forms of transnational crime have destabilized entire societies. This is not to mention increasingly common cybersecurity incidents, which gradually erode the edifice of international peace and security, or the enormous risks associated with pandemics, environmental degradation, and climate change, which are only now beginning to seep into public consciousness. It is no exaggeration to say that, today, humanity faces an existential crisis, and that the survival of humankind and the planet rests on our ability to identify and implement necessary governance responses. On a global scale, the central regulatory framework for such responses is public international law. Now more than ever, it is time to reinvigorate international solidarity, reinforce commitments to international law, and ensure its consistent implementation. It is the purpose of this Handbook to highlight the central role of public international law as part of an effective global security architecture and, in doing so, to make a modest contribution to addressing some of the most pressing legal and policy challenges of our time.


B. The Twenty-First-Century Global Security Environment



1. Globalization of the Security Agenda


Since the turn of the century the global security environment has become increasingly dynamic, complex, and volatile; and the causes, mechanisms, and consequences of national and international (in-)security have become increasingly transnational and global in nature.2 Various powerful dynamics of a geopolitical, demographic, climatic, technological, social, and economic nature have been driving this trend,3 which has now been taken to entirely new levels by the recent outbreak of the COVID-19 pandemic. The convergence of so-called ‘old and new security challenges’, such as the return to power politics, the rise of asymmetric and hybrid warfare, and the emergence of novel threats posed by potent non-State actors, technological innovation, as well as dramatically increased economic, pandemic, and environmental risks, have entailed a veritable globalization of the security agenda.


2. New Actors


The rise of non-State actors has been one of most significant dynamics shaping the global security environment since the end of the Cold War.4 The diffusion of power and anticipated demise of the State associated with the growing influence of non-State actors may, at times, have been exaggerated. But the impact and relevance of a diverse range of non-State actors on global security has been a defining element of the twenty-first-century global security environment. Terrorist organizations, organized armed groups, and transnational organized crime have been a source and driver of insecurity. But States have also outsourced a growing range of security and governance functions to private actors, and transnational corporations and social media companies have accumulated unprecedented power, largely without adequate oversight and accountability as to their adverse impacts on human rights and environmental protection. At the same time, the role and influence of non-governmental organizations (NGOs) in global security governance and politics has continuously grown. And there have been various important shifts towards the ‘humanization’ of international law and global security discourses, expressed in concepts like ‘human security’ and discernible in the evolving and consolidating legal status of individuals in international law.5


3. New Technologies, Interdependencies, and Vulnerabilities


New technologies, in particular, have added layers of uncertainty by triggering a new type of ‘arms race’ across economic, scientific and military fields, and by enabling disruptive power projections on an unprecedented level. An equally powerful driver of the globalized ‘security agenda’, has been the rapid growth of worldwide interdependencies (and corresponding vulnerabilities), not just for the global economy but also for global health and for interconnected, cyber-reliant societies more generally.6 The COVID-19 pandemic, the Huawei 5G debate, and the proliferating ‘trade and currency wars’ are paradigmatic in this regard. In combination with the apparent preparedness of some States to ‘weaponize’ these interdependencies,7 most notably in power struggles between the United States and China, these developments are testament to the pitfalls of globalization and evidence a multipolar and generalized securitization trend across a range of sectors.


4. Institutional and Normative Erosion


At the same time, international institutions, norms, and principles originally established to address global security challenges have themselves come under pressure in the face of dysfunctional power relations, the spread of zero-sum geopolitical strategies, and an ongoing backlash against globalization. Further, there is an increasingly widespread perception that State and Western-centric multilateralist structures have overpromised and underdelivered.8 While power dynamics change and alternative visions of security, cooperation, and global governance emerge, most of them remain underexplored. As became evident at the 2020 Munich Security Conference, the world faces unprecedented global security challenges urgently requiring a coordinated response. Yet, factors such as the decline of US global leadership, the rise of populist movements, and the emergence of an increasingly prominent ideological faultline between liberal democracy and nationalist authoritarianism, Brexit, and the UN Security Council’s failure to end the wars in Syria, Yemen, Libya, and elsewhere, continue to obstruct multilateral and rule-based global governance responses.9 Even amongst traditional allies, there is considerable dissonance, both as to what global security entails and whether it is to be achieved through protectionism or a renewed commitment to multilateralism.10

As a result of these dynamics, there is currently a pervasive sense that global security policies, norms, and institutions are failing to create sustainable security conditions and are increasingly inept in keeping pace with the complex and hyperdynamic environment of the twenty-first century. Ad hoc, palliative, and crisis-driven solutions that may stretch established rules and concepts (or sideline them entirely) too often appear to be the strategy of choice. This, in turn, serves to erode the explanatory power and operative purchase of long-standing legal paradigms and principles. Repeated high-level calls for holistic approaches to tackling today’s threats to global peace and security have so far not sufficiently translated into actionable policies.11

Against the backdrop of these multi-level domain contestations, it is high time for deeper reflection about the role and relevance of public international law in today’s global security environment. The notion of security is mentioned no less than thirty-four times in the Charter of the United Nations (UN Charter) and, therefore, clearly deserves consideration and analysis as a self-standing concept of public international law, not only in terms of a political aspiration but also in terms of individual and collective rights and duties. The challenges, trends, and dynamics sketched out here, have all been the subject of in-depth analysis and debate. Until recently, however, global security received only marginal attention as a self-standing theme in international law and the relationship between global security and international law has remained underexplored.12 In part, this may be due to the fragmented nature of public international law, dealing as it does with security challenges through specifically tailored and partially insulated legal regimes. But it may also be ascribed to the fact that the relationship between global security and international law is as diverse, dynamic, and multifaceted as the concept of global security itself. The historic shift from the maintenance of inter-State peace in the early days of the United Nations towards the promotion of global security more broadly understood was followed, as globalization progressed, by increasingly complex global security governance models across a widening spectrum of sectors. This is reflected in concepts such as economic, environmental, and human security. Further, the relationship between these concepts has constantly evolved and grown in complexity. With the recent outbreak of the COVID-19 pandemic, a ‘black swan event’ of global proportions, we may well have entered yet another phase of accelerated and fundamental transformation, the far-reaching implications of which remain unpredictable at the time of writing. As with every major crisis, the recovery phase will present profound opportunities for visionary and extensive reform, for example for climate-positive recovery, greater inclusivity, and transformations in the global economy, but there is also a genuine risk that responses to the pandemic will consolidate and exacerbate existing inequalities and insecurities. At the present juncture, therefore, we hope that this Handbook may contribute to highlighting and reaffirming the important role of international law in defining, protecting, and transforming the global security architecture on all levels and in all dimensions, not only in the past and the present, but even more so in the future.


C. The Role of International Law in Global Security


There can be no doubt that to address the unprecedented scope, scale, and complexity of today’s global security challenges, the world must act together. Any effective and sustainable global security governance system must therefore be built on the principles of solidarity, trust-building, and cooperation, as well as on certainty, predictability, and accountability. Both formally and substantively, therefore, the establishment and operation of any such system must be regulated by international law as the only universally accepted normative framework. The development and implementation of international law, however, is largely dominated, and often undermined, by some of the very same challenges that corrode the global security environment as a whole: dysfunctional power relations, zero-sum geopolitical strategies, and protectionism. Thus, deprived of their ability to adapt to the evolving security environment, multilateral legal and institutional security architectures still tend to operate based on outdated binary distinctions between peace and war, internal and external security, or public and private spheres. This is compounded by the fact that these architectures are often sectorally or spatially insular, failing to reflect contemporary realities of global transnationalism, interconnectivity, and interdependence.

Even in cases where genuine progress at the normative or institutional level can be found, such progress is not necessarily reflected at the implementation stage. A number of rather paradoxical constellations are testament to this reality. For example, the International Criminal Court’s jurisdiction over the crime of aggression was finally activated in 2018 but at a time when instances of inter-State threats and unilateral uses of military force are rife, and when the fundamental prohibition on the use of force is showing alarming signs of erosion.13 A visionary treaty on the prohibition of nuclear weapons will enter into force in January 2021, while at the same time the nuclear arms control architecture is rapidly falling apart in the face of renewed risks of nuclear confrontation.14 Customary international law developments have closed significant regulatory gaps in the law applicable to non-international armed conflicts but the level of compliance with and enforcement of even the most basic tenets of international humanitarian law in the major armed conflicts of our time is appalling. Last but not least, there has been a notable increase in sophisticated and comprehensive national and international soft law instruments, legal manuals, governmental and non-governmental expert guidance, and norm clarification processes. Such soft law instruments increasingly claim legal precision to the 2nd decimal, whereas in reality even the meaning of legal concepts forming the very basis of the international legal order—such as sovereignty, armed conflict, and self-defence—have (re-)emerged as issues of contestation. As a result of all these trends, while formal international legal regulation has increased in scope and density, its capacity to translate normative aspiration into real-world governance, protection, and enforcement has in all likelihood decreased.

In this context, across the Handbook’s fifty-nine chapters, a number of overarching key dynamics, trends, and contestations have emerged that reflect the various intrinsic and extrinsic pressures and tensions international law is exposed to in the global security environment of the twenty-first century.


1. Exceptionalism, Emergency, and Crisis, and International Law


Narratives of exceptionalism, emergency, and crisis and how they inform the way States have tried to address global security challenges are a recurrent feature of many of the chapters included in this Handbook. In the past, States and other actors have often used politics of fear and securitization, narratives of insecurity, and images of real or perceived threats to broaden the scope of competence of the security apparatus and, in doing so, to solidify their positions and accumulate power. In the course of this process, established legal frameworks have often been stretched beyond recognition, severely undermining democratic processes and the rule of law both domestically and internationally. Well-known cases in point are the counter-terrorism legislation relating to pre-trial detention and bulk surveillance powers introduced in the aftermath of the attacks of 9/11, the proclamation of extended states of emergency in various countries, or the recent decision to ‘suspend’ the right to asylum at the Turkish–Greek border.15 In light of the recent outbreak of the COVID-19 pandemic and the ensuing ‘full-spectrum crisis’ caused by global lockdowns and other measures, but also in view of the even more existential climate crisis, these narratives will only gain in importance in coming years. In this context, and notwithstanding significant push-back reactions from domestic and international courts, the ‘crisis theme’ has widely been exploited to depict specific threats as emergencies temporarily requiring exceptional measures, which were subsequently perpetuated and, eventually, consolidated through legislation. Given the more ubiquitous, complex, and interdependent nature of contemporary security challenges, and the existential risks emerging from pandemic and environmental crises, prospects of major economic and political destabilization and a lasting global backslide on human rights and international peace and security may have become all but inevitable.16


2. Multipolar Securitization and International Law


Since the end of the Cold War, there has been a pronounced rise in the use of varying securitizing narratives in national and international politics. This has resulted in a rich body of scholarship and has prompted increasingly nuanced debate about the social construction of security issues.17 In public international law discourse, the legal implications of the ‘global war on terror’ have for many years dominated debates. Depending on political preference, these debates typically focused on the enabling or constraining function of public international law, as well as the unintended side effects of counter-terrorism for social, economic, and political structures. Whereas States were often quick to invoke international law’s enabling functions, activating its constraining functions was, for the most part, a far more incremental process, driven by courts and civil society in particular. This is reflected in well-known debates and jurisprudence regarding, inter alia: the extraterritorial application of human rights law, due process and review standards applicable to targeted sanctions regimes, the justifiability of mass surveillance programmes, the concept and implications of civilian participation in hostilities, or the protective standards applicable to detainees captured in security operations.

The narrowing of the security agenda in the post-9/11 era has rightly been criticized and has in the meantime been superseded by a set of more diverse, multipolar securitization trends. In particular, the interconnectedness and interdependencies of the modern world and their impact on our natural environment have contributed to an increasing focus on areas such as health, science, resources, the environment, and the economy. The sheer complexity of many contemporary security challenges is, if anything, likely to amplify existing trends towards securitization that will likely be depicted as an ‘inevitable’ necessity. In this regard, contemporary debates about countermeasures taken in response to the COVID-19 pandemic should be seen as a harbinger of things to come.

The challenge for international law will be to engage with these multipolar securitization trends far more proactively and constructively than has been the case so far. In spite of the widely proclaimed objective to design ‘more integrated responses’, based on the complementarity of human rights, development, and security, such slogans have all too often amounted to nothing more than hollow rhetoric. There is a widely shared sentiment that, in reality, the human rights and development agendas were gradually subordinated to the security agenda.18 In light of contemporary securitization trends, across the various sub-fields of public international law, the pressure is mounting to overcome these ideological and artificial divides and to recalibrate international law to the more holistic security governance demands of the twenty-first century.

With the Sustainable Development Goals, an overarching roadmap towards a more humane, sustainable, and just global security governance system already exists. But adjusting current institutional and normative structures with a view to effectively implementing these goals remains a key challenge. At the institutional level, ongoing reforms at the UN aim to break down silo mentalities and artificial barriers between development, peace, and global security.19 At the normative level, prolonged armed conflicts, the so-called ‘forever wars’, increasingly raise questions about the interplay of developmental and humanitarian law regimes and, in particular, the role of economic, social, and cultural human rights in times of armed conflict. Multinational military operations, a model frequently used for specific global security governance tasks, are vested with a diverse range of executive powers raising complex questions about the interoperability of the various intersecting domestic, regional, and international legal regimes.20 Similarly, the poverty–insecurity nexus needs to be better reflected in global security governance designs, and the continuous shrinking of the civic space attests to the urgency of taking the complementarity of human rights and security seriously.21 Lastly, as the European Court of Human Rights rightly lamented in Medvedyev,22 better alignment, coordination, and harmonization is also desirable with regard to sectoral law enforcement regimes dealing with diverse transnational crime phenomena that have direct implications for human rights law.


3. Deformalization, Decentralization, and ‘Decollectivization’


Predictability, transparency, and legal certainty are widely called for in today’s volatile global security environment. Urgent calls from the UN Secretary-General or the G7 for States to clarify their legal positions regarding the application of international law in cyberspace are one such example.23 In practice, however, there seems to be a preference for rapid, pragmatic, and informal responses as challenges arise and evolve case-by-case. It has become clear that the dynamic and integrated multi-actor responses required by increasingly interdependent and complex threat scenarios cannot be generated within traditional settings and formalized decision-making processes. Rather, what responses there have been so far have frequently taken the form of an opaque conglomerate of ad hoc measures, often characterized by self-help, power politics, and national discretion. While ad hoc solutions may usefully complement institutionalized responses, widespread deference to such approaches will circumvent and even corrode established institutional and normative frameworks. Resulting trends towards deformalization and decentralization have been widely analysed in international relations scholarship, typically with a focus on the post-American world order, which has been described as a ‘multiplex world’ or,24 more pessimistically, ‘no one’s world’.25 These trends towards decentralization, deformalization, and devolution are, if anything, likely to be further accelerated by emerging environmental and pandemic risks, which consequently increase the importance of regional and local governance arrangements.

These dynamics are affecting international law in various ways. At the meta-level, they put pressure on debates about the inner and outer limits of treaty interpretation,26 including through subsequent agreements and subsequent State practice,27 the identification of customary international law,28 and the systemic harmonization of interacting legal regimes.29 As mentioned above, stagnating international codification processes have given rise to a proliferation of clarification manuals, soft law instruments, and expert processes within and outside traditional settings. The sheer amount of ‘clarification’ materials being produced could even trigger a second wave of fragmentation, thus increasing ambiguity rather than clarity and certainty. At the same time, on a more optimistic note, newly developed harmonization techniques might eventually enable courts and tribunals not only to contain centrifugal forces but even to better coordinate these developments across various sub-fields, enhancing the effectiveness and legitimacy of international law.30

Until relatively recently, deformalization, decentralization, and ‘decollectivization’ tendencies were perhaps most readily observable with respect to the international law on the use of force. In increasingly stark contrast to the original conception of the collective security regime, unilateral uses of force are becoming the rule rather than the exception.31 The North Atlantic Treaty Organization’s (NATO) intervention in Kosovo 1999, the US–British invasion and occupation of Iraq, Russia’s invasion and annexation of Crimea, the banalization and institutionalization of targeted killings in the wake of the ‘global war on terror’, culminating in the killing of Iranian General Soleimani in Baghdad in 2020, or the controversial 2017 and 2018 missile strikes against Syria, are all pertinent examples of this alarming development. Many States appear to be willing to rely on increasingly expansive interpretations of the right to self-defence or humanitarian intervention and to remain passive in light of overt violations of the prohibition of the use of force, in gross underestimation of the long-term consequences. In our view, States’ continued complacency in the face of repeated and increasingly bold transgressions against the most fundamental principles of the UN Charter severely undermines the stability and reliability of the current global security architecture and may well become part of the ‘recipe for disaster’ about which the UN Secretary-General has warned.

Furthermore, with COVID-19 and climate change, the world is now facing an unexpected full-spectrum crisis. Starting out as what was believed to be a local variation of a seasonal influenza, the COVID-19 pandemic quickly developed into an unprecedented health crisis of global proportions and, within weeks, brought the hyperdynamism of the entire world to a sudden halt, with still unpredictable, potentially devastating consequences for the global economy. Disrupting virtually all aspects of human life on the planet, the COVID-19 pandemic is likely to accelerate many of the trends and dynamics described in this Handbook. While radical uncertainty is likely to persist for as long as the pandemic continues, the initial reactions of many States are less than promising. A far cry from the solidarity and cooperation required to address the challenges of a rapidly spreading global pandemic, the G7 was incapable of agreeing on a text for a joint declaration;32 world leaders chose to polarize and politicize the crisis, cut the funding of a critical multilateral organization such as the World Health Organization (WHO), and impose far-reaching derogations from human rights protections. Unfortunately, therefore, the world is likely to see an acceleration of these corrosive trends, further undermining the stability and integrity of the post-war world order based on a cooperative multilateral system of international peace and security, development, and human rights. Working to reverse these trends will be one of the central challenges in years to come.


4. Hidden Contestation, Ambiguity, and Creeping Indifference


Norm contestation in the widest sense, whether through actual breaches of the law or progressive reinterpretation, has always been an important driver of normative development.33 High-profile contestations by powerful States always entailed a risk of undermining the normative power of international law.34 As long as contestations were articulated openly and recognizable as norm challenges or norm development strategies as part of a diplomatic or judicial dialogue,35 they allowed for, and indeed elicited, counter-contestations with the potential to confirm and consolidate the scope and substance of existing rules. Unfortunately, contemporary forms of norm contestation are often far more obscure and ambiguous and therefore lack the constructive potential inherent in transparent norm contestation. Increasingly, States appear to be pursuing strategies of ambiguity, relying on a hollow rhetoric of law. This entails the invocation of legal concepts in vague or hypothetical terms, on the basis of disputed facts and evidence and typically without any reliable clarification as to the precise legal reasoning on which the actions were based.36 The ensuing ambiguity and the intended impossibility to decipher the exact transgressive scope of such actions tends to paralyse strong and clear counter-reactions and, therefore, fosters an attitude of passivity and creeping indifference, and undermines the credibility of lofty commitments to defend the rules-based international order. Countering such corrosive trends decisively and effectively is an absolute necessity, and no ensuing diplomatic, political, or economic disadvantage outweighs the risk of having to learn the lessons of two World Wars once more the hard way.


D. About this Handbook



1. Aims


The present book aims to provide a comprehensive map of the contemporary international security environment, and to explore the multifaceted relationship between public international law and global security governance. What is the state, role, and relevance of public international law in today’s complex and highly dynamic global security environment? Which concepts of security are anchored in international law and what kind of security is it that international law ultimately helps to promote? Which dimensions of global security transpire from different sectors of public international law? How is the rapidly changing global security environment shaping international law, and how is international law in turn influencing other normative frameworks, as well as security governance models and policy responses to these challenges? Does international law ultimately foster or hinder the establishment and implementation of holistic and integrated responses to the security challenges of the twenty-first century?


2. Structure


To address these overarching questions and provide a bird’s-eye view on how international law relates to global security, the Handbook casts a very wide net, both in terms of the topics and themes it addresses, but equally with regard to the diversity of views and approaches it includes. Thus, Part I of the Handbook explores general questions, trends, and dynamics regarding international law and global security, whereas Parts II and III consider a wide range of specific security challenges and security governance tools in light of the applicable international legal regimes. In the selection of relevant security challenges, Part II of the Handbook follows the Copenhagen School’s classical conceptualization of security, focusing on key security themes and threats that are widely acknowledged as such at the national, regional, and international level. Part III in turn focuses on specific security governance tools in the widest sense, ranging from sanctions, peacekeeping missions, and the use of force to mediation and conflict prevention, as well as surveillance, criminal prosecution, and humanitarian intervention. Part IV provides a comparative perspective on relevant approaches, views, and practices of a select number of particularly influential States and regions—including China, Europe, the Global South, India, Russia, and the US. Finally, Part V considers principal global and regional security mechanisms including institutions such as NATO, the European Union (EU), the Organization for Security and Co-operation in Europe (OSCE), and Interpol, many of which have remained somewhat underscrutinized in their role as security governance actors in international legal scholarship.


3. Methodology and Style


The Handbook includes a plurality of approaches and orientations that reflect the spectrum and diversity of views and methodologies amongst mainstream positivists, critical scholars, and practitioners of international law. Some chapters take a classic, commentary-like and distinctly juridical approach, exploring legal frameworks that regulate a particular field or topic, analysing how these frameworks have evolved, and what their regulatory shortcomings or protective gaps are, or might be, in light of future challenges. Others take a more conceptual and theoretical approach, reflecting on whether a particular legal framework remains suitable to regulate a given topic, how law and politics interact with regard to a thematic field, what the drivers of security-related law-making are, and how global security could be conceptualized in a given field.

A related and recurrent feature throughout this Handbook is the fact that global security remains an extremely broad, relative, and mutable concept, highly influenced by political decisions and prioritization, and inherently elusive and contested. Given that virtually any aspect of international relations can give rise to security challenges, it is only natural that a reasonably comprehensive book on the international law of global security would have to address virtually any aspect of public international law. International law, in turn, is based on a range of similarly frayed, vague, and contested concepts such as sovereignty, people, or the international community. In his opening address to the 74th UN General Assembly in 2019, the Secretary-General of the United Nations affirmed that ‘people have a right to security in all its dimensions’.37 The Handbook’s wide-ranging and inclusive approach should therefore be understood as a way of embracing the ‘fluidity’ surrounding the multidimensional concept of global security and the various ways in which it interrelates with public international law in the twenty-first century.

Comprising fifty-nine chapters, this Handbook certainly aspires to be a comprehensive state-of-the-field compendium, but it does not—and could not—claim to be exhaustive. As the editors of this Handbook, we have aimed to capture key areas, central contestations, as well as broad patterns and transformative dynamics in public international law relevant to, and influenced by, contemporary global security challenges and discourses. Doing so has been an experience not only of professional privilege and academic passion, but also of profound humility. Most painfully, the sheer ubiquity and simultaneous ambiguity of the global security concept had to be balanced against practical and mundane confines of word counts and maximum page numbers. It is no exaggeration to say that, without the moderation patiently but relentlessly imposed by Oxford University Press, we may well have ended up producing an encyclopaedia rather than a handbook.

As a result, certain topics and themes had to be selected at the expense of others, sometimes based on criteria that may justly be deemed arbitrary. Thus, despite the Handbook’s diverse range of topics, and despite the extraordinary wealth of experience and expertise of no less than seventy-eight eminent contributors, all of whom count amongst the finest specialists in their field, we are keenly aware of the limitations inherent in this volume’s purpose and design. It is, however, our hope that by providing the first comprehensive map of this emerging field of inquiry, the Handbook may come to be perceived as a useful starting point for further research in a subject area that is likely to define international relations and international law for generations to come.
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It is our hope that our readers will find valuable insights into how public international law can contribute to the maintenance and promotion of global security and that the Handbook will make a modest contribution to the promotion of the transdisciplinary dialogues that are so urgently needed to address the global security challenges of the twenty-first century. If there is one conclusion we, as editors, can draw both from each individual chapter and the Handbook as a whole, it is that global security, despite all its ambiguities, is not an abstract concept, but that it is about averting individual human suffering and promoting the well-being of humankind and the planet. It is indeed high time to consider what ‘a right to security in all its dimensions’ should entail and how it can be implemented internationally for the benefit of all.
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International Law and Global Security





Chapter 1


The Concept of Security in International Law

Nigel D White and Auden Davies-Bright



A. Introduction


Security is not a fixed concept in international law. It is both maligned and central to the international legal order. Although normative and not just empirical, it is unclear whether the concept of security is a rule of international law, a legal principle, or an extra-legal value and, further, whether it can be truly separated from its companion star—‘peace’ as in ‘peace and security’.

This chapter traces the development of ‘security’ in international legal discourse from State security, to collective security, to human security, to understand whether there has been a change of emphasis or, in fact, a deepening of security. National security focuses on the safety of the nation-State, which necessitates placing national interests over collective interests. According to Nasu, during the Cold War, ‘national security from external military attacks and threats was recognised as the ultimate raison d’être of sovereign states’.1 Collective security marks a transition in that the more national interests become diluted the more centralized a response becomes, and the concept of threats to peace and security is broadened to include events within States that have international repercussions. Furthermore, as noted by Rothwell, the ‘traditional view of security defines it in military terms with the primary focus on state protection from threats to national interests’, but with the end of the Cold War ‘security discourse has expanded beyond the traditional military domain with the proliferation of security agendas, including economic security, environmental security, food security, bio-security, health security and human security’.2

This chapter considers the debates about ‘security’ at a conceptual level, drawing on legal and political literature, and then sets them against developments in practice to see if a conclusion can be drawn on the precise nature and function of ‘security’ in international law. The chapter addresses the question of whether ‘peace’ and ‘security’ are, or should be seen as, norms of international law. This has the potential to bring greater systemic coherence to discussions about normative hierarchies found, for example, in the debates about the supremacy of ‘security’ obligations derived from the UN Charter. The lack of formal legal definition of security signifies that subjective views, particularly inter-subjective understandings of security, have facilitated the breakdown of the State–human security divide. The chapter concludes on the implications for this as security moves from being the primary purpose of international law and institutions to become a primary norm.


B. Current Status of the Debate



1. Peace and Security


‘Peace’ and ‘security’ are often found together in the sense of ‘maintaining or restoring international peace and security’. Whereas ‘peace’ was traditionally conceived as the absence of ‘war’, in the post-Cold War era the UN General Assembly (UNGA) has defined it in a more positive sense so that ‘inter-dependence and co-operation to foster human rights, social and economic development, disarmament, protection of the environment and ecosystems and the improvement of the quality of life for all are indispensable elements for the establishment of peaceful societies’.3

While this is a broad and open-ended definition of ‘peace’, ‘security’ is perhaps even more elusive, and it has not been the subject of formal definition or elaboration by the UN. According to Thakur, ‘the concept of “security” is politically powerful, weakly conceptualised and intensely contested’.4 In general terms ‘security’ is an absence of threats to States, groups, and individuals and implies methods to achieve a condition of security through measures designed to prevent threats from materializing. At the international level those measures include methods of peaceful settlement of disputes that might otherwise lead to threats or breaches of the peace, and more coercive measures such as non-forcible sanctions or the application of military force to combat threats and breaches of the peace.

The work of the Copenhagen School has been influential in shaping the concept of security understood as the absence of existential threats against States, other security actors, peoples, and individuals,5 and reflects the way international law and security have developed in a fluid and inter-subjective way. Despite the continuing strength of national security, the concept of security has not only widened to include non-military threats, such as those arising from food or environmental insecurity, but has also deepened to encompass human security.6 Clear evidence of the widening understanding of security is found in the pivotal post-Cold War UN Security Council (UNSC) summit held in January 1992. The UNSC had hitherto almost exclusively concerned itself with State and military security, but at that summit declared that the ‘absence of war and military conflicts amongst States does not itself ensure international peace and security’. It further stated that ‘non-military sources of instability in the economic, social, humanitarian and ecological fields have become threats to peace and security’.7

The Copenhagen School identifies those objects that are existentially threatened as ‘referent objects’.8 The referent object for security has ‘traditionally been the state and, in a more hidden way, the nation’. This signifies that ‘for a state, survival is about sovereignty, and for a nation, it is about identity’. However, following a constructivist approach ‘securitizing actors can attempt to construct anything as a referent object’.9 Thus, the ‘referent object’ is traditionally the State, although with new security agendas developing all the time, the referent object can be collective concepts such as the environment or regions such as the Antarctic; and this is reflected to some extent in the UNSC’s expansion of the concept of ‘threat to the peace’.10 Although its 1992 Summit statement suggests a very wide conception of security, UNSC practice shows it has used its considerable discretion under Article 39 UN Charter to develop a core understanding of a ‘threat to the peace’ as ‘impending or already initiated armed conflict between States’.11 Krisch has identified an agreed expansion to cover ‘classical security threats’:12 the proliferation of weapons of mass destruction;13 terrorism;14 internal armed conflicts;15 and piracy.16 Krisch then identifies more tentative developments towards threats to human security in the form of: protection of civilians in armed conflict;17 violations of human rights;18 and most controversially violation of democratic principles.19

Due to its inherent inter-subjectivity,20 ‘security’ as a concept poses a considerable challenge in terms of detecting any definite normative or legal meaning, but there is no doubt as to the legal effects of ‘security’. Security considerations often prevail in drafting and implementing laws. In terms of the international legal order, traditionally ‘security’ is not viewed as a legal principle but is seen, along with ‘peace’, as the primary ‘purpose’ of the UN Charter and the organization constituted by it.21 The International Court of Justice (ICJ) declared that ‘the primary place ascribed to international peace and security is natural, since the fulfilment of the other purposes will be dependent upon the attainment of that basic condition’.22

International legal analysis tends to focus on the principles of the UN Charter contained in Article 2, which include the principles applicable to the UN of sovereign equality and non-intervention, and duties upon States, primarily the obligation to settle disputes peacefully and the duty to refrain from the threat or use of force. However, Article 1 is important for international law more broadly because it sets the ‘purposes’, arguably the values that the UN system aims to achieve or uphold.23 It is worth considering Article 1(1) UN Charter in greater detail because it only places security (partly) within the framework of international law by declaring that the maintenance of peace and security can be achieved through the taking of ‘effective measures for the prevention and removal of threats to the peace’, and by bringing ‘about by peaceful means, and in conformity with the principles of justice and international law, adjustment or settlement of international disputes or situations’. Article 1(1) gives the UN the task of pursuing the peaceful settlement of disputes in accordance with international law but, read literally, does not subject UN coercive measures taken to tackle threats to the peace to the same legal framework.

The prospect of UN security action unbound by international law runs like a red thread through the Charter. First, there is the principle that the UN should not intervene in domestic affairs but this does not prejudice action taken by the UNSC under Chapter VII.24 Secondly, the ban on the use of force allows for only two exceptions—self-defence and military action taken to combat threats to, and breaches of, the peace as authorized by the UNSC under Chapter VII.25 The content of the Charter seems to favour ‘security’, especially the collective coercive type found in Chapter VII, over ‘law’.

The achievement of peace and security is the raison d’être for the UN, and the enforcement of international law is secondary to that. However, paragraphs 2, 3, and 4 of Article 1 contain the basis for the development of a much more expansive and balanced legal architecture that could potentially provide a robust framework for security action by placing both the development of self-determination of peoples and the promotion of respect for individual human rights as purposes of the UN, alongside the achievement of peace and security. Within the human rights legal framework developed under the auspices of the Charter,26 freedoms and rights are curtailed by considerations of security, both national and human. In turn, security has also been constrained by human rights. While security was only politically constrained in 1945, it has gradually been shackled by international law.27


2. State Security


Undoubtedly, States are a conceptual reality influencing all aspects of human life and interaction. Despite philosophical and political divergence in perspectives on the origins of the State,28 they all converge on the articulation of the State as being essential and foundational to human existence. Human social and political interaction has given rise to the construct of ‘the State’ and national and international social, political, and legal systems rely on its existence for their foundation, structure, and legitimacy. Consequently, conceptualizations of State security are predicated on the foundational idea that States not only exist as independent entities but are also entities deserving of security—a State must be protected from threats to its existence. This security is of such paramount importance that individuals and communities will sacrifice themselves in its name. However, when discussing State security and the price people will pay for it, what it is that is being protected is a fundamental question rarely confronted, notwithstanding political rhetoric designed to inspire the requisite emotions and loyalties for the sacrifices to be made. This omission arguably exacerbates the lack of clarity around security as a concept and enables it to be utilized as a political tool,29 which is exacerbated by structural inequalities within the international assembly of States.30

The absence of a requirement for external validation in the legal criteria for statehood ostensibly demonstrates that the State is an artificial human construct produced by local human interaction, rather than a naturally occurring phenomenon.31 The requirements of permanent population; defined territory; government; and capacity to enter into relations with other States,32 focus on the internal character, structures, and effectiveness of the State and demonstrate that States have both a concrete and abstract form. The concrete form, the human population and physical landmass, are matters of fact independent of any sociopolitical constructs. The abstract form, the control exercised by a State over its territory through constructed power mechanisms, depends upon the physical aspect for its existence. The abstract form is what fulfils the second half of the Montevideo criteria and enables a State to interact with others. It is de facto dependent on external recognition in order to create and maintain inter-State relations and to assert its existence and sovereignty. It is this aspect of the State that requires security as it is not independent of the physical form and cannot autonomously assert itself—it is not a matter of fact, but rather a sociopolitically constructed reality. As such, maintenance and protection of the abstract form is the primary focus and purpose of State security, and protection of the physical form is a means to an end, rather than the end itself. This means that human lives can be sacrificed in the pursuit of State security.

The concept of sovereignty is essential to understanding State security as it is the assertion of legitimate impenetrability—the claim to independence from external forces. Although the Treaties of Münster and Osnabrück make no explicit reference to sovereignty and the rights it confers, the concept is traditionally seen as arising from the 1648 Peace of Westphalia which effectively recognized the independence of those human collectives existing within the Empire and the sovereign statehood of those committed to Christianity (whether Catholic or Protestant). Those States were not subject to external interference or control, such as that previously exercised by the Holy Roman Empire.33 Modern-day divisions between the Liberal (predominantly Christian heritage) States and the non-Liberal (predominantly Islamic and other non-Christian heritage) demonstrate that perceived legitimacy and practical sovereignty follow adherence to particular values and political structures.34 In the post-9/11 Age of Terrorism, State security is defined mainly, at least from Western perspectives, in terms of protection from Islamic terrorism and the destruction of democracy. What is being secured is the maintenance of the status quo and the measure is the absence of terrorist attacks and the resulting civilian casualties. However, as will be discussed in Section B.4, this measure of security is not sufficient, hence the development of the concept of human security.


3. Collective Security


It has been stated that ‘very generally we can delineate this area of international relations as any collective action designed to defuse situations that endanger the peace and combat threats to, and breaches of, (international) peace’.35 In UN Charter terms, collective security mechanisms can both promote the peaceful settlement of disputes (under Chapter VI) and take coercive measures to combat threats to the peace, breaches of the peace, or acts of aggression (under Chapter VII). The UN was borne out of the alliance that defeated the Axis powers as an executive model with a great deal of centralized sanctioning power put into the hands of the primary organ, the UNSC. The UN Charter appeared so much more constitutionally and institutionally developed and ‘action’-oriented than its predecessor. At the San Francisco Conference, the Soviet delegate stated that one of the characteristics of the UNSC ‘was that actions should be fast and effective’.36 Smaller States agreed on the basis that the Council should protect them from aggression and, moreover, ‘that the interests of great and small powers in peace and security rested fundamentally upon the ability of the great powers to work together’.37

The Charter scheme for collective military action has not fully materialized. While the militarily limited, blue-helmeted peacekeepers have become a symbol of the UN and are under UN command and control, the idea of an army fighting for the UN, providing security by enforcing the peace, has not been realized. The early Cold War hardening of the positions of the superpowers meant that those parts of Chapter VII that envisaged agreements on the provision of forces to the UN, as well as means of controlling such forces through a Military Staff Committee,38 never materialized.39 As a result there is no reliable and deployable UN force capable of regularly confronting aggression and other threats to the peace.

Although peacekeeping realizes UN goals to a certain extent by maintaining an established peace between or within States, the UN collective security system was designed to confront, by coercive military means if necessary, threats to the peace, breaches of the peace and acts of aggression.40 To do this it needs to be able to take military enforcement action against the will of the target State. It follows that there is no contradiction in the UN having or developing both a consensual ‘police’ function (in the form of peacekeeping) and a coercive ‘military’ function (in the shape of peace enforcement). As regards the latter, instead of the envisaged centralized military enforcement model found in Chapter VII, the UN and Member States have shaped a decentralized model of coercive enforcement action. In this model, a Member State or groups of States take coercive military action under UNSC authority to tackle a specified aggressor or a threat to the peace. Being dependent upon contributions from Member States, such a system does not, therefore, guarantee that the most serious ruptures of international peace are met with collective military responses. Even if there are States willing to contribute to a UN authorized coalition, the UN’s lack of effective continuing control over such operations means that the achievement of UN goals is by no means guaranteed. Command and control is delegated to Member States, who together may be part of a regional or defence organization such as the EU or NATO. The only real link between the military operation and the UNSC is the authorizing resolution, which is often open-ended.41 Although States contributing to a coalition have reporting obligations to the UNSC, this does not normally lead to any exertion of continuing control over the operation by the UN. In effect, the coalition sets up its own command and control structure and conducts the military operations within the terms of the authorizing resolution, but at times stretching those terms beyond what appears to be the UNSC’s collective will.42


4. Human Security


At the end of the Cold War, with the apparent victory of Western political and economic ideology,43 the international security discourse moved away from the traditional State-centric approach and refocused on the individual human. With the major existential threat posed by inter-State conflict seemingly neutralized, attention could shift to the threats facing human groups caused by inequitable development and planetary exploitation. The term ‘human security’ was utilized by the UNDP’s 1994 Human Development Report to promote the ‘concern with human life and dignity’44 and framed it in security terms in opposition to territorial security and the elimination of external threats to the State. The emphasis was on the ordinary human person and the insecurities faced by all persons across the globe: ‘Human security means that people can exercise these choices safely and freely [—] and that they can be relatively confident that the opportunities they have today are not totally lost tomorrow.’45

After international failure to adequately address the various crises of the 1980s and 1990s, the concept of human security as a multi- or inter-sectional policy framework offered a fresh approach designed to combine different sectors and focus on the daily reality of people and of those who are actually affected when a State goes into crisis. Individual humans became the referent object within security discourse, reconceptualizing security on the micro level and securitizing the individual. This has arguably had a twofold effect. On the one hand, the individualizing of security harmonizes with human rights discourse as it recognizes and prioritizes human dignity and integrity and the need for humans to be protected; on the other, it presents a threat to State security as it encourages the prioritization of human security, the needs of humans in countering existential threats, over the State. Thus, there is an inherent tension within the meta-security discourse as the security concerns of humans and States are arguably in opposition: the overarching threat to humans is the State (be it through armed conflict, economic development, social policies, environmental mismanagement, etc), and the primary threat to the State (in its abstract form) can only emanate from humans due to the State being a sociopolitical construct that relies on human interaction for its existence. Ultimately, international security discourse and policy may have utilized individual humans as the referent object, but the monopoly on power, the use of force and the subsequent ability to effect security has remained with the State. It is the State that sets the security agenda and allocates resources and it does so with self-preservation as its central purpose.46 For example, human rights protecting the individual from the power of the State can be limited or derogated from in times of ‘public emergency which threaten the life of the nation’, demonstrating that the individual’s ‘right’ to security is contingent upon it being in the State’s security interests to afford security to certain citizens.47

Additionally, the securitization of the individual means that individuals can now be conceptualized as presenting a specific or even general threat to a State and its citizens. This in turn leads to the increased endangerment of individuals at risk from State abuse. Thus, although ‘human security’ was to create freedom from want and fear through the creation and maintenance of equitable global development and relevant normative frameworks addressing ‘insecuritizing’ factors,48 the individualizing of security has arguably increased insecurity for certain persons in the Age of Terror. An example of this is the approach taken by States in addressing the current refugee crisis.49

Persons fleeing the insecurity of their homelands are viewed as a problem and a threat in themselves—State security is prioritized over the pressing human security issues. This is legitimized by State action in the form of UNSC resolutions, which reassert the State as the referent object through the continued securitization of terrorism by calling on States to ensure that refugee status is not ‘abused by the perpetrators, organisers or facilitators of terrorist acts’.50 This allows States to impose restrictions on movement and construct additional barriers for those humans in a position of insecurity and to reframe them as a possible security threat. The receiving States are engaging in fast-tracking, immediately returning refugees or sending them to transit countries.51 Policies such as deportation, detention, and dispersal aim to discourage those seen as ‘undeserving’ or ‘illegitimate’ asylum seekers and refugees. In a reversal of the usual approach of not assuming guilt, the language of the relevant policies, directives, and legislation appear to assume a refugee is ‘bogus’ unless they are able to demonstrate otherwise. Those who are refused official refugee status face a destitute and uncertain future, similar to that of stateless persons.52 After escaping the conflict at home, perceptions of individuals as a potential threat to the host State mean that their insecurity is increased. Humans fleeing conflict and persecution in their homelands are perceived as unwanted ‘others’ threatening the stability and social cohesion of European and other Western States, portrayed as ‘a threat to national security, welfare security and national identity’,53 a threat to the human security of the existing populations as well as a threat to the State. In this way, the human security approach has been commandeered by the State to further its own security agenda.


C. Recent Developments and Contemporary Challenges



1. Counter-terrorism


A central difficulty in the effort to counter the threat of terrorism is that a universally accepted definition of terrorism remains elusive, resulting in an inevitably subjective and State or region-specific response. However, despite the lack of agreement on what exactly is ‘terrorism’, it is accepted that it is a negative concept,54 and its successful securitization has changed the debates around, and conceptualizations of, security. Terrorism is the lens through which many aspects of national and international activities are now being viewed and it has had a unifying effect in the sense that all States are able to identify threats from groups that can be labelled as terrorist. There is thus general consensus that terrorism is a threat that must be countered. This has had an unparalleled impact on the sociopolitical sphere, not least in the development of understandings of State and human security. For example, justice is seen in overt security terms, which undermine individual security factors such as human rights and access to justice.55 This refocusing of State security concerns on the micro level through the concept of human security has led to increased dangers for individuals who are conceptualized as presenting a specific or even general threat to the State and its citizens.56

The individualizing of threats is exemplified in the current existential enemy threatening life and global values, particularly the West—international Islamic terrorism. This threat does not emanate from States, but from people. The enemy is not another State motivated by a conflicting ideology, rather it is other people who are conceptualized as seeking to destroy the everyday lives of ordinary, innocent citizens, breaking with the traditional inter-State security paradigm. Consequently, the appropriate and required response, responding in self-defence to this threat, is also people-centred. In an inversion of human rights, often the most vulnerable people, such as refugees, are seen as dangerous and States use the language of human rights to protect their own interests, often articulated as preserving the human rights of ‘innocent civilians’ (as opposed to potentially guilty ones).57 The current international human rights legal framework, with no overarching legal authority and enforcement, does not adequately protect suspected individuals from abuses of State power when State security is considered to be at stake. The concessions made to States to encourage their buy-in to international human rights instruments allows (certain) States to ultimately wield their power with impunity—the only real deterrent being political fallout.

Interestingly, securitization of terrorism is articulated as a threat in itself, in the same way that disease is discussed as a general threat to human health, as opposed to a tactic used by people with a political agenda. This rhetorical sleight of hand enables governments to incorporate virtually any sociopolitical element that is inconvenient or threatens to disturb the status quo under the banner of terrorism, including ideological and political differences. It also allows a State to reinforce and protect its existence through the framing of certain beliefs and perspectives as being part of the national identity and of others as being wholly incompatible.58 However, terrorism is not something that is capable of being defeated or eradicated in itself, as it is merely a tactic used by those without the coercive power of the State and will be used for as long as it remains effective.59 Given that States have shown an increasing willingness to frame oppositional or alternative perspectives and ideologies as terrorist60 in an effort to maintain the security of the State as it is, this significantly narrows the legitimate sphere in which citizens can operate. Consequently, the protections afforded to the individual from the coercive power of the State, such as human rights law, are subverted and compromised by the anti-terrorism narrative and viewed as a danger to the State and its legitimate citizens. This creates situations of injustice and insecurity for those suspected of terrorist activities or of having a religious or political ideology similar to those who have utilized terrorist tactics.61

In response to citizens travelling abroad to allegedly assist groups defined at home as terrorist, several Western States have enacted denationalization legislation in order to counter the perceived threat presented by these citizens returning home.62 Thus, a person may be stripped of their citizenship on the basis of alleged involvement with groups utilizing the tactic of terrorism, creating a situation of extreme insecurity. In 2015, thirty-three people were deprived of their British citizenship by the Home Secretary after travelling abroad to countries such as Pakistan and Yemen, because it was considered ‘conducive to the public good’.63 This exercise of power was held to be lawful by the European Court of Human Rights.64 The figure reportedly rose to 150 individuals in 2017.65 Initially limited to those with dual citizenship, the power was extended in 2014 to include persons whom the Home Secretary considers to have reasonable eligibility to gain another nationality, although this power has yet to be used.66 Thus, the UK is prepared to render a person stateless, removing the protections of the State from those suspected of terrorism related activities,67 thereby prioritizing State security over human security. Arguably this practice violates, or at least drastically alters, the social contract through the creation of overtly conditional citizenship and of an unequal status between naturalized citizens (with possible eligibility for alternative citizenship) and citizens born in the UK with no ties to another State (and so with no reasonable eligibility for alternative citizenship). A person subject to these powers may appeal the removal of citizenship through an inevitably lengthy and costly appeal process, while being prevented from returning home and having to communicate with lawyers from abroad,68 thereby creating insecurity and raising serious access to justice concerns.


2. Drone Strikes


As discussed above, international law generally frames security as State security, either individually or collectively. Given the general prohibition on the use of force and the global imbalance in terms of military might in favour of the West (namely the USA), threats to State security do not emanate from other States as previously conceptualized, especially after the end of the Second World War. States powerful enough to threaten each other, such as Russia, China, and the USA, have largely adopted methods other than the use of force, such as allegedly influencing the outcome of elections,69 malware or cyberattacks,70 or cultural globalization.71 Although these methods undoubtedly pose a threat to State security, they do not necessarily threaten its civilians or its existence and thus military responses are unlikely to be effective or easy to legitimize. Thus, following the Copenhagen School’s logic, it is important for States to identify a threat that can be easily understood by the citizenry, the robber at the door seeking to take all that is held dear. Those utilizing terrorist tactics fit the bill and so are portrayed and targeted as presenting existential threats to States, despite there being no evidence that this is indeed the case. Terrorism poses a threat to individual humans, the safety and bodily integrity of the victims of shootings, bombings, and other violent acts, but arguably not the State itself.

It could also be argued that certain ideologies, such as those espousing an end to national borders and the establishment of alternative regional or even international modes of governance, pose a threat to statehood as currently understood. Hence governments seek to delegitimize and eradicate certain ideological discourse, through counter-terrorism strategies,72 which may encourage citizen-led movements to alter the status quo. However, an individual person cannot threaten a State’s very existence. Nevertheless, the current articulation of security has had a direct impact on the methods used to protect States from external attack, namely, the targeting of individuals as though they present an existential threat to a State, treating individual humans as States in terms of threat, responsibility, and capacity. Concurrently, since 9/11, State counter-terrorism efforts have consistently shifted the focus to a Minority Report-style ‘pre-crime’ scenario, where State organs seek to anticipate and prevent terrorist incidents from occurring.73 Although prevention is a central tenet of the majority of criminal law systems, the point at which security agents are intervening to counter the terrorist threat is pre-emptive, ‘when the risk of harm is no more than an unspecified threat or propensity as yet uncertain and beyond view’.74 A case in point is the drone strike against Reyaad Khan in Syria by the UK government in 2015.

Reyaad Khan was a UK citizen residing in Syria who was targeted and killed by a remote aircraft operated by UK armed forces on 21 August 2015. Then Prime Minister Cameron explained to the UK House of Commons that the strike had been taken as a self-defence measure and was in accordance with ‘a comprehensive counter-terrorism strategy that seeks to prevent and disrupt plots against this country at every stage’.75 The justification for the pre-emptive fatal strike against an individual outside the territory of the UK, and after the public events that were allegedly targeted had occurred without incident, was the unprecedented threat to State security presented by Islamic terrorism, requiring the UK to take such action in self-defence.76 The legal arguments presented to justify the use of lethal force outside of an armed conflict situation and in violation of human rights law was the international principle of self-defence.77 However, not only does anticipatory self-defence without an imminent threat present legal difficulty at an international level,78 it also violates human rights law, such as the right to life, a fair trial, and individual liberty. The pre-emptive action does not require the establishment of the requisite mens rea or actus reus of the alleged criminal (terrorist) activity.79 The targeting of individuals outside the usual safeguards of criminal or human rights law presents a serious threat to individual security and also to justice. Although this was a departure from previous military action by the UK,80 the precedent it sets is a dangerous one and further reinforces the securitization of terrorism and the expansion of State security.


3. Cybersecurity


Cybersecurity has proven a difficult area to achieve consensus. The issue has been discussed and resolutions have been adopted, primarily in the United Nations General Assembly (UNGA). In 1999, the UNGA adopted a resolution calling upon States to ‘promote at multilateral levels the consideration of existing and potential threats in the field of information security’ and went on to invite States to inform the Secretary-General on the advisability of ‘developing international principles that would enhance the security of global information and telecommunications systems to help to combat information terrorism and criminality’.81 The broad language of this resolution reflects a profound disagreement between the members of the UN, specifically within the permanent members of the UNSC. According to Mary Ellen O’Connell, Russia has promoted a treaty along the lines of the Chemical Weapons Convention to regulate cyberspace, which it viewed as a similar dual use issue: ‘Russia’s proposed treaty would ban a country from secretly embedding malicious codes or circuitry that could be later activated from afar in the event of war.’ The US, however, differed in its approach following the success of the Stuxnet worm cyberattack, which infected computer software controlling centrifuges in an Iranian nuclear plant, thereby damaging or destroying them.82

It is difficult to construct a treaty or other legal regulatory mechanism that governs something as complex and multidimensional as the use of cyberspace. Achieving consensus on something that is both an important modern form of freedom of information and a threat to security is one of the greatest challenges facing the UN. In 2010, the UNGA identified a number of existing and potential threats in the field of information security. It urged States to develop ‘strategies’ to address ‘threats emerging in the field, consistent with the need to preserve the free flow of information’. Intriguingly, the UNGA also considered that the ‘purpose of such strategies could be served through further examination of relevant international concepts aimed at strengthening the security of global information and telecommunications systems’. It went on to invite States to look at the recommendations contained in the Report of the Group of Governmental Experts on Developments in the Field of Information and Telecommunications in the Context of International Security, in particular both the aforementioned ‘concepts’ as well as ‘measures’ that might be taken to strengthen information security.83 Unfortunately, the Report did not develop the ‘concepts’ that might constitute a normative framework to shape the use of cyberspace.84

The responses to the UNGA’s request to States contain some discussion of relevant ‘concepts’. Australia, the US and the UK argued that existing international law was sufficient to provide a framework for protection from information security threats arising from a variety of actors (sovereign equality, the prohibition on the use of force, international humanitarian law, and the jus ad bellum).85 The UN Institute for Disarmament Research has also taken this approach to existing legal frameworks for cyber war. A 2011 report by Melzer on ‘Cyberwarfare and International Law’ is a good example of the continuing restricted framework of the jus ad bellum and the jus in bello. Clearly, these are important areas of law which, as Melzer concludes, mean that ‘the phenomenon of cyberwarfare does not exist in a legal vacuum, but is subject to well established rules and principles’.86 However, such an approach narrowly confines cybersecurity threats to cyberwarfare in a literal sense, when many non-kinetic cyber operations and cybercrimes do not reach that level and yet may still constitute security threats.

One problem is to convert new understandings of security threats into legal concepts, principles, and rules that together will shape a legal regime, the purpose of which is to enable organizations and States, and other security actors, to address such threats. New technologies raise concerns as a cross-cutting issue of security in a number of areas. General principles and specific norms from various specialist areas of international law may be applicable: arms control law, human rights law, international humanitarian law, and international environmental law, to name the most obvious. The Tallinn Manual on the International Law Applicable to Cyber Operations 2.0, prepared by an international group of experts at the invitation of NATO in 2017, is an extensive analysis of all branches of international law relevant to cybersecurity.87 However, when new technologies have been used to destabilize States, such as the 2007 cyberattacks on Estonia’s internet capabilities, specialist legal regimes give way to discussions revolving around general principles of international law, such as non-intervention,88 and sovereignty,89 which can have limited traction in international affairs.

Furthermore, the problem of attribution of such attacks in terms of State responsibility adds to the problems of regulation. The strict rules on attribution of acts of private individuals to States as embodied in Article 8 of the ILC Articles on the Responsibility of States,90 and the ICJ jurisprudence,91 do not assist in inducing States to prevent acts of private individuals that interfere with the security of other States.92 However, greater recognition should be given to the underdeveloped general principle of due diligence in international law, initially proclaimed by the ICJ in the Corfu Channel case when the Court pointed to ‘every State’s obligation not to allow knowingly its territory to be used for acts contrary to the rights of other States’.93 This demonstrates that States have at least some positive obligations to prevent cyberattacks against other States launched from their territories, even if the territorial State is not the perpetrator.94


D. Outlook


It remains the case that security revolves around State security, and the protection of humans and other elements is in service to the protection of the State. It is an overarching norm that guides international relations and law and presents an existential threat to certain human groups and individuals. Thus, there is a tension between the duty of a State to its citizens (the social contract) and its commitment to its own survival, hence the framing of State security threats, such as different ideologies, as being threats to humans, thereby justifying the use of (potentially lethal) State power against its own citizens.

As a normative concept, security pervades the international legal order, and as the primary purpose of the UN it can be enforced through the coercive mechanisms contained therein. This makes security an exceptionally powerful concept and tool, and its subjective nature renders it potentially borderless and inherently dangerous. Inter-subjective agreement is achievable on aspects of it, however the current tension between State security and human security, and the lack of certainty and clarity in the examples discussed above, illustrate that although security is an international legal norm, it falls foul of most if not all of the integral elements of what constitutes a ‘good’ law: clarity, certainty, stability, compatibility with other norms and rules, and non-retroactivity.95 Until some of these elements are remedied by achieving international consensus on the nature, purpose, and limits of security generally and within particular contexts, it will continue to operate as a primary norm that can eclipse or qualify all others, whether general norms such as non-intervention and sovereignty, or specific ones such as human rights laws and those designed to protect refugees.
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Chapter 2


The Global Security Agenda

Securitization of Everything?

Hitoshi Nasu



A. Introduction


The geopolitical, socio-economic condition of the world that surrounds us today differs considerably from the one that our predecessors had to face. So does the global security agenda we are set to address. At the dawn of the United Nations (UN) era, the primary security concern that was universally shared amongst world leaders was, as enshrined in the preamble to its founding instrument, to ‘save succeeding generations from the scourge of war, which twice in our lifetime has brought untold sorrow to mankind’.1 Soon after its establishment, a new security concern hijacked the UN as the Cold War unfolded, which dominated world politics for over forty years, largely due to fears for the potentially catastrophic impact of a nuclear war.2 The end of the Cold War, forty-five years later, was expected to be filled with a sense of euphoria towards world peace, but instead saw an expansion of the global security agenda, with the acknowledgement of a range of ‘non-military sources of instability in the economic, social, humanitarian and ecological fields’.3

Since the end of the Cold War, the global security agenda has not only widened but also deepened, moving the focus of security concerns away from the sovereign State to include other objects such as the environment, social groups, and regional institutions. Critical to this development was the 1994 Human Development Report,4 which introduced the concept of human security into policy discourse and provided a theoretical foundation for various human-centred policy initiatives including, most notably, the ban on anti-personnel landmines,5 the protection of civilians in armed conflict,6 and the ‘responsibility to protect’.7 The rise of terrorism and other transnational threats to the top of the agenda in the aftermath of the 9/11 terrorist attacks in New York added complexity to the global security environment.8 A stream of non-traditional security issues has cascaded through to regional groupings such as the European Union (EU), the African Union (AU), and the Association of Southeast Asian Nations (ASEAN).9

The process of widening and deepening the global security agenda is premised upon the theory of securitization. Since its emergence, this theory has provided a critical perspective to security studies and contemporary debates about security governance. After briefly reviewing the trajectory of the theoretical debate, this chapter examines the institutional practice of securitization, with particular focus on the practices of the UN, EU, AU, and ASEAN as major international and regional security institutions. The understanding of how global and regional policy issues have been securitized in institutional practices is of particular significance to the development of international law because of the ways in which the process of securitization operates within, or interacts with, the existing structure of international law. The role of national security in the process of securitization of a global policy agenda also reveals normative constraint within the framework of international law.


B. Current Status of the Debate: Securitization in Theory


The Copenhagen School theorized the process of securitization as a more extreme version of politicization, by conceptualizing security as a self-referential practice to construct a shared understanding of an existential threat and the collective response to that threat.10 Drawing upon the ‘speech act’ in language theory, the process of securitization involves not only presentation of an issue as an existential threat by a securitizing actor (the securitization move) but also its acceptance by the relevant audience as such.11 The emergence of this theory marked a significant departure from the traditional security studies, with a narrowly confined focus on the security of individual States and military issues, which were considered inadequate in the post-Cold War era.12 The theory has provided an analytical framework for the concept of security, free from any specific object to be secured (such as the State) or a specific type of threat (such as military threats).13

The Copenhagen School defines successful securitization as comprising three components.14 First, it must be argued (though not necessarily agreed upon by others) that a certain issue poses an ‘existential threat’ to a designated referent object such as a sovereign State, a non-State entity, or an institution.15 Secondly, this designation enables legitimizing emergency measures or other steps that would not have been possible had it not taken the form of an ‘existential threat’. Thirdly, such emergency action has effects on inter-unit relations (for example, inter-State relations) by breaking free of conventional rules. According to this view, securitization necessarily entails a violation of existing rules and is aimed to proffer collective justification for their breach,16 inevitably causing tension with the normative foundations and values underlying existing rules. Ole Wæver also warns of political manipulation of securitization, observing that because ‘something is a security problem when the elites declare it to be so’, the elites ‘can easily use it for specific, self-serving purposes [and this] is something that cannot easily be avoided’.17

The theory of securitization, simple as it is, has grown into a complex field of study in itself, particularly with further studies on how securitizing moves are accepted, rejected, or reversed (the process of de-securitization).18 The field has expanded with a variety of theoretical and empirical studies, bringing with them plurality of different perspectives to the theory of securitization.19 The expansion of its scope has raised concerns that the tight conceptual core of the original theory has been trivialized such that everything can be securitized beyond the original narrow conceptual terms.20 In fact, there is no normative limit to the theory of securitization.21 The theory is limited only by its premise that places the survival of collective units and principles—the politics of existential threat—as the defining core of security studies in its original form.22 This fundamental premise of the concept of security militates against any reductionism that human security is sometimes perceived to implicate with the focus on individuals as potential referent objects.23

As a theory to grasp the processes and dynamics of securitization, it is not designed to constitute a normative practice providing ethical and moral grounds for political agendas and actions.24 Nevertheless, the theory is tainted with a normative bias against securitization. Buzan, Wæver, and de Wilde are unequivocal in stating that ‘security should be seen as negative, as a failure to deal with issues as normal politics’.25 The assumption that underpins this normative bias is that securitization necessarily calls for emergency action or special measures with less democratic control and legal constraint, as opposed to politicization that leaves political choice in making policy decisions. This normative aspect of the theory, misrepresented as that may often be,26 poses a methodological problem that drives researchers to focus their study on de-securitization as the optimal long-term option,27 rather than allowing them to explore a variety of different mechanisms and measures, particularly those legally justifiable, to address securitized issues. The distinction between normal and securitized politics has also increasingly become difficult to sustain, with the rise of risk management practices to address non-traditional sources of security threats.28

In addition to the expanded range of threats (from the traditional focus on military threats to non-traditional threats) and referent objects (from the traditional focus on the sovereign State to non-State objects), the process of securitization may also expand the range of options available to address security threats. Free from the normative bias implicated in the original theory, the emphasis of securitized measures may shift the focus away from extra-legal response, to risk regulation, authorization of new powers and mandates, and institutionalization of collective response. Indeed, the expansion of the global security agenda has led to a growing role for a variety of intergovernmental institutions, international expert bodies, domestic government institutions, and even private institutions to address a wider range of contemporary security challenges.29 The practical impact of securitization through the practices of international institutions, as will be discussed below, provides a critical perspective to the normative value of securitization and its limit.


C. Recent Developments and Contemporary Challenges: Securitization in Practice


The process of securitization may take place in a variety of settings. In the practice of international law, this process has often entailed a parallel process of institutional evolution as a means to regularize the response to a newly identified security threat. This section reviews the institutional practice of securitization with the focus on the UN, EU, AU, and ASEAN to see how these international institutions have embraced securitization in their practices and what challenges have confronted them.


1. The United Nations


Born from the ashes of the Second World War, the UN has represented an institutionalized form of collective security for all nations as the means to regulate their behaviour and disputes amongst them,30 with the primary responsibility for the maintenance of international peace and security vested in the UN Security Council (UNSC).31 As such, it was designed, at least originally, to address traditional, military-oriented threats to the maintenance of international peace and security by providing an institutionalized mechanism to protect the territorial integrity and political independence of its Member States in a collective manner. While it remains, to date, the primary security institution of a universal nature, the remit of its activities has expanded as the nature and range of contemporary security threats evolved.

The expansion of the global security agenda was recognized at the UN even during the Cold War, as illustrated by the adoption of UNGA Resolution 38/188 H in 1983, which called for ‘a comprehensive study of concepts of security’.32 The study, carried out by a group of governmental experts under this mandate, defined security broadly as ‘a condition in which States consider that there is no danger of military attack, political pressure or economic coercion, so that they are able to pursue freely their own development and progress’.33 Based on this broad definition of security, the study identified arms race and international diffusion of advanced military technologies as global security threats. It also referred to a wide range of other security threats, stating:

In addition to these worsening military developments, there are serious new challenges to global political and economic problems. The emergence of new centres of political and economic power, resource scarcities, trade deficits, financial debts, over-population and threats posed by natural calamities and environmental degradation have combined to create hitherto unforeseen problems in the period following the Second World War. New actors, new issues, more complicated linkages between old issues all tug at the fabric of international relations. These circumstances challenge the capacity of the international community to adapt to the rapidity of global change and indeed create growing challenges in all aspects of human activities.34

At the end of the Cold War, the UNSC came to share the same view by acknowledging, as noted above, a range of ‘non-military sources of instability’.35

It did not take long before the Council started applying such a broad notion of security to its mandate through practice. In 2000, it discussed the impact of HIV/AIDS on the maintenance of international peace and security,36 setting a precedent for debating a broader security agenda.37 It opened a floodgate to a variety of non-traditional security issues, including terrorism,38 proliferation of weapons of mass destruction,39 food security,40 energy and climate change,41 and drug trafficking.42 However, the expansion of the security agenda was not received without criticism or reluctance on the part of some Member States.

Securitization through Council practice has been subjected to jurisdictional and practical restrictions.43 As an organ with the primary responsibility for the maintenance of international peace and security, the Council is empowered to address any international security threats within its competence. While there is room for different interpretations, Council Members have been vigilant in ensuring that the security agenda falls within the Council’s competence by identifying a direct link to conflict and instability. For instance, UNSC Resolution 1308, adopted on 17 July 2000, emphasizes that ‘the HIV/AIDS pandemic, if unchecked, may pose a risk to stability and security’.44 Likewise, the issue of food security was largely considered in relation to its ‘incontrovertible link’ to conflict and instability.45 On the other hand, the impact of climate change as a potential driver of conflict received a mixed response due to an over-stretch of the Council’s mandate to essentially a development issue.46

The Council’s role as regards a broader global security agenda is also constrained due to its institutional orientation focused on the exercise of collective enforcement powers as the means to address a security threat. The undefined term ‘threat to the peace’ has the potential to expand the range of threats against which the Council is authorized to take enforcement action.47 However, many of the non-traditional security threats have called into question the extent to which the Council can play a useful role beyond raising public awareness or facilitating cooperation.48 The legislative counter-terrorism and non-proliferation measures imposed by the Council are unique in that it employed its collective enforcement powers universally, rather than against any specific State, by requiring all Member States to implement them.49 The adoption of such measures has inevitably been subject to political and practical limitations, as well as legal constraints.50 Its institutional structure, based on the traditional notion of security, poses an inherent limit to the way in which the Council can employ its powers to address a broader global security agenda.


2. The European Union


With the adoption of the 1992 Maastricht Treaty, the EU started emerging as a regional security actor by creating the Common Foreign and Security Policy (CFSP) as one of three intergovernmental pillars of the Treaty on European Union (TEU).51 Predicated upon systematic cooperation between EU Member States rather than on centralized Union competence,52 the CFSP has provided an institutional platform for policy coordination on regional security issues.53 The institutional reform under the 2007 Lisbon Treaty did not change the fundamental characteristics of the CFSP,54 of which the new Common Security and Defence Policy formed an integral part.55

Far from a supranational institution envisaged as the European Defence Community in the early 1950s,56 the Common Security and Defence Policy is an extension of the rudimentary practice of joint action in peacekeeping and police operations.57 The development of this policy and practice emerged from the conceptual framework set by the 2003 European Security Strategy, which for the first time defined the EU’s security environment and challenges.58 The 2003 Strategy identified, as new threats, terrorism, proliferation of weapons of mass destruction, regional conflicts, State failure, and organized crime.59

The exclusion of the CFSP from the centralized Union competences has signalled strong resistance on the part of EU Member States to transfer their decision-making authority on security matters. However, the EU Court has diluted this demarcation of competences in relation to a joint action measure that pursued a number of objectives across different policy areas.60 Within the Liston Treaty framework, the European Commission and the EU Council have expanded their respective role on the security agenda by securitizing matters without prejudice to the demarcation of competences, for example, with the adoption of the 2010 Internal Security Strategy,61 the 2013 Cyber Security Strategy,62 the 2014 Maritime Security Strategy,63 and the 2014 Energy Security Strategy.64 In April 2015, the European Commission issued the European Agenda on Security as a shared plan of action between the Union and Member States, identifying three areas where an effective and coordinated response at European level is required: terrorism, organized crime, and cybercrime.65

Securitization has played a particularly prominent role in the area of border control as the European integration process entailed a parallel development in restrictive migration policy against people from outside the EU.66 In 2004, the Council established the European Agency for the Management of Operational Cooperation at the External Borders of the Member States of the European Union (Frontex) with a view to improving the integrated management of EU external borders.67 Its mandate has subsequently been broadened, with the establishment of the Rapid Border Intervention Teams,68 the European Border Guard Teams,69 and the coordination of border surveillance operations.70 In 2016, the European Border and Coast Guard was established to implement European integrated border management as a shared responsibility between the Union and national authorities.71 Even though these arrangements are not to alter the respective competences of the Union and Member States, the lines of responsibility have been blurred in practice, which has resulted in shifting operational priorities to maritime surveillance and patrols, rather than humanitarian action such as search and rescue at sea.72


3. The African Union


Largely dysfunctional in dealing with contemporary regional security issues and owing to the shift in focus in the 1990s towards regional management of security in Africa,73 the Organisation of African Unity was transformed into the AU in 2000 with the adoption of the Constitutive Act.74 As a regional organization aiming, amongst other things, to promote peace, security, and stability on the African continent,75 the AU has a broad mandate that can accommodate a wide range of security agendas. This is reflected in the variety of common security threats identified in the 2004 Solemn Declaration on a Common African Defence and Security Policy.76

The 2004 Declaration adopts a broad, multidimensional notion of security, which ‘encompasses both the traditional, state-centric, notion of the survival of the State and its protection by military means from external aggression, as well as the non-military notion which is informed by the new international environment and the high incidence of intra-state conflict’.77 On that basis, the Union’s Common Defence and Security Policy addresses, amongst other things: collective defence; small arms and light weapons; peacebuilding and peacekeeping; post-conflict rehabilitation and reconstruction; landmines; child soldiers; weapons of mass destruction; HIV/AIDS; infectious diseases; terrorism; humanitarian issues; and environmental matters.78

Notwithstanding such a broad notion of security adopted by the Union, the mandate of the Peace and Security Council—the primary organ responsible for peace and security in Africa—is confined to the prevention, management, and resolution of conflicts as ‘a collective security and early-warning arrangement to facilitate timely and efficient response to conflict and crisis situations in Africa’.79 Its activities have primarily focused upon conflict management due to capacity constraints and the intensity of conflict in numerous African countries.80 Even though the Peace and Security Council was tasked to harmonize and coordinate counter-terrorism efforts, its work in this area has been limited.81

Of the non-traditional security threats identified in the 2004 Declaration, the prevention and combating of terrorism is the only agenda that drew significant attention for regional cooperation. The AU facilitated regional cooperation, for example, with the adoption of the 2001 Dakar Declaration Against Terrorism,82 the 2002 Plan of Action on the Prevention and Combating of Terrorism,83 and the 2004 Protocol to the OAU Convention on the Prevention and Combating of Terrorism.84 The level of cooperation achieved was not adequate,85 however, as has been evident in the proliferation of terrorism threats on the continent.86 The failure of the Union to engage in sustained regional efforts to address other non-traditional security issues, such as infectious diseases and the trafficking of small arms and light weapons,87 also suggests that it lacks the institutional capacity and resources to address a wide range of regional security issues as envisaged in the 2004 Declaration.


4. The Association of Southeast Asian Nations


As a regional security institution in Southeast Asia, the ASEAN emerged to provide a political platform with a dual function:88 the protection of political stability within each Member State; and the protection of regional stability from external interference at the height of Cold War politics.89 One of the foundational regional norms that underpin this security arrangement is the principle of non-interference in the internal affairs of one another.90 While the precise scope of this principle remains unsettled,91 it is generally understood as prohibiting a broad range of interference, such as criticizing another government’s actions towards its own people,92 which may not necessarily constitute an intervention prohibited under general international law.93 A strict adherence to this principle was prominent in ASEAN’s collective criticism against Vietnam’s military advances in Cambodia to overthrow the Khmer Rouge regime,94 despite the fact that the regime was responsible for mass atrocities during its reign from 1975 to 1979.

After the end of the Cold War, ASEAN’s role on regional security has been gradually redefined to address various transnational security challenges. The 2003 Bali Concord II—a blueprint document for ASEAN’s further regional integration into the ASEAN Community—provides that the ASEAN Security Community, as one of the three pillars of the ASEAN Community, subscribes to ‘the principle of comprehensive security as having broad political, economic, social and cultural aspects’.95 The ASEAN Charter, adopted in 2007 as the new constitutional instrument of the institution, formally incorporates comprehensive security as a regional norm, in accordance with which its Member States are to respond effectively to all forms of threats, transnational crimes and transboundary challenges.96

Under the principle of comprehensive security, ASEAN has been engaging in regional cooperation in select areas of non-traditional security.97 For example, various regional initiatives for cooperation on counter-terrorism culminated in the adoption of the ASEAN Convention on Counter-Terrorism in 2007,98 with its follow-up in the 2009 ASEAN Comprehensive Plan of Action on Counter-Terrorism.99 Cybersecurity is another area where ASEAN has been actively engaging in regional cooperation, as they started seeing comprehensive cybersecurity efforts increasingly vital to the region’s pursuit of enhancing regional cyber capacity, interconnectivity, and infrastructure of information technology.100

These security challenges have not been handled in a uniform manner and ASEAN governments’ domestic approach to each of these issues has varied and is driven by different national interests.101 It is also difficult to make an accurate assessment as to how ASEAN initiatives for regional cooperation on non-traditional security issues have actually influenced domestic decision-making or practices due to the lack of relevant and sufficient information. Nevertheless, it is fair to observe that ASEAN has contributed, to a varying degree, to the securitization of a range of non-traditional security issues and has facilitated the implementation of the region’s collective response, most notably through the adoption of regional plans of action.102


D. National Security and the International Rule of Law: Normative Constraint on Securitization


National security is not precluded from the process of securitization under international law. Indeed, national security can be considered as a reserved matter over which the sovereign State may exercise its exclusive competence, free from external interference under the principle of non-intervention.103 It may also form a ground for an exception to a treaty obligation when it is explicitly referred to as such in a treaty instrument.104 In principle, the meaning of such exception clauses is determined through treaty interpretation and therefore they are not susceptible to securitization. However, the versatility of the national security ground as an exception to treaty obligations depends on how the respective provision is formulated. The use of open, subjective language in a national security exception clause is more likely to be susceptible to securitization,105 compared to closed, enumerated exceptions.106

The process of securitization at the national level has only a limited impact on the global security agenda due to normative constraints under international law. National security, irrespective of its scope or definition, does not provide an independent legal justification under customary international law for violating any of the existing rules of international law.107 A national security issue may form part of an existing legal justification such as the right of self-defence,108 and other circumstances precluding wrongfulness, such as distress and necessity.109 However, as the ICJ acknowledged in Nicaragua, ‘the concept of essential security interests certainly extends beyond the concept of an armed attack’,110 which indicates that only a national security event that amounts to an armed attack could satisfy the requirement for the legitimate exercise of the right of self-defence. Similarly, a national security event that can be relied upon to invoke the plea of distress and necessity is restricted to cases where human life is at stake in the charge of a State official or where an essential interest of the State, its people, or of the international community as a whole is threatened by a grave and imminent peril.111

This does not mean that the process of securitization at the national level cannot contribute to an expansion of the global security agenda. Indeed, as discussed earlier, counter-terrorism has been added to the global security agenda through securitization, as the issue became widely shared amongst the many States represented at the UN and other regional forums. The global public order, established under the UN collective security system, restricts the way in which international peace and security issues are to be addressed and, at the same time, facilitates the collective process of securitization where warranted.112 This system imposes the normative constraint on securitization in that no State can unilaterally change the existing rules of international law by securitizing matters at the national level.


E. Conclusion


There is no doubt that the global security agenda has expanded beyond its narrow remit of ‘sav[ing] succeeding generations from the scourge of war’.113 While the prevention of armed conflicts remains fundamental to the maintenance of international peace and security, the nature and range of contemporary security threats has changed such that a broader range of transnational problems, including terrorism, human trafficking, infectious diseases, piracy and armed robbery at sea, and cyberattacks, have increasingly been characterized as a global security agenda. As has been reviewed in this chapter, the institutional practices of different international institutions (including regional ones) reflect this tendency, but more importantly, also demonstrate various limitations to the effects of securitization, which the theory tends to neglect due to normative bias against securitization.

First, securitization in institutional practices is not free from constraints imposed upon the institutional competence and capacity. The activities of international institutions (including regional institutions) are regulated by general rules of international law,114 which necessarily limit the extent to which, and the way in which, a matter can be securitized on their agenda. The competence of an international institution to deal with any particular security issue is subject to an interpretation of its own constituent instrument. Thus, for example, the World Health Organization was deemed to lack competence to make a request for an International Court of Justice advisory opinion on the legality of the use or threat of nuclear weapons.115 The demarcation of competence between the EU and its Member States has also been a contested ground as the regional security agenda expands into the European integration policy areas.116 The institutional competence to securitize a certain issue may be questioned or rejected internally, as illustrated by the UNSC debate on the impact of climate change.117

Secondly, even in cases of successful securitization within the institutional competence of the international institution, the latter may lack necessary resources to carry it through to implementation. Resource constraint is a significant factor that inhibits the institution from actually taking up the securitized issue for collective action, as has been the case with the AU and, to a varying degree, ASEAN. The expansion of the security agenda adds burden to the international institution and national authorities, although the institution can play a useful role to facilitate cooperation and implementation, for example, with the adoption of a plan of action,118 and to monitor the progress of implementation.

Thirdly, the implementation of any measure adopted to address a security threat must comply with relevant rules of international law that apply to the international institution or its Member States. The notion of national security does not provide an independent justification for violating any of the existing rules of international law, beyond the ones established under customary international law or specifically provided in treaty instruments, and this does not change as a result of securitization of any issue. This means that any expansion of powers to enforce a security measure or any security-based restriction upon the rights granted under the existing rules of international law requires careful consideration regarding its legal implications.

Notwithstanding these limitations, this chapter has also demonstrated that securitization may facilitate an expansion of institutional competence. It could also prompt negotiations for a new treaty or the development of State practice that adjusts or clarifies the substance of an existing rule of customary international law or the interpretation of a particular treaty obligation. Thus, as the global or regional security agenda expands through institutional practices, the interaction of securitization with the body of international law will continue to provide fertile ground for future research and critical analysis of international law.
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Chapter 3


The Transformation of Security Concepts

Beyond the State

Ursula Schroeder



A. Introduction


The global security landscape has been transforming rapidly in the past two decades. While well-known inter-State patterns of conflict and cooperation remain relevant, the character of violent conflict has been changing, and transnational insecurity dynamics are on the rise. These developments increasingly challenge established concepts of global and international security. This chapter discusses to what extent the traditionally State-centric international norms and bodies of law concerning national and international security capture the current global security landscape.

At its core, this body of law governs the use of force between States, sets rules of conduct in violent conflicts, and seeks to maintain international security through collective security arrangements. Today’s security environment, however, diverges considerably from conditions in the ‘ideal-typical’ Westphalian international system and legal order. Security is no longer seen exclusively as a matter of the State; violent conflicts are more often than not intra-State in nature; and collective security arrangements have proven to be mostly ineffective in crisis situations.

Three transformative trends characterize this ‘new status quo’ of the global security order.1 First of all, the State is no longer the only recognized security actor of relevance. An expanding set of actors beyond and below the level of the State is invested in providing security or waging war, and creating other forms of insecurity. In many regions of the world, informal security providers such as civil defence forces, vigilantes, or customary authorities have long been crucial in providing security to citizens—in particular, where State agencies have been either unwilling or unable to do so. Moreover, in many situations commercial security companies, not public institutions, provide security. Security has here become a commodity, bought and sold on the market.

Secondly, (in)security dynamics are no longer exclusively tied to State boundaries. Violent conflicts increasingly stay within or extend across State borders in complex, regional conflict constellations that do not adhere to border limitations, often impacting the civilian population to a disproportionate extent. Here, legal baselines regarding the conduct of hostilities often fail to apply. New forms of warfare increasingly challenge international humanitarian law originally designed to regulate armed conflict between States.2 The increasing acknowledgement of security concerns that transcend the borders of individual States,3 such as global health crises,4 climate change,5 transnational organized crime,6 and terrorism,7 has contributed to the erosion of States’ abilities to provide security to their citizens on their own. The governance of these challenges increasingly requires scaling up to new spatial and territorial arenas beyond the State.8 A third trend concerns not only the spatial scope, but also the speed of current (in)security dynamics. Rapid technological developments, in particular in the field of information and communication technologies, have enhanced the interconnectedness of people on a global scale. The emerging global digital information infrastructure brings with it its own threats and vulnerabilities, as the speed and the pathways of information diffusion have accelerated and broadened.9

This chapter outlines how this new status quo challenges orthodox assumptions in international law about the role of the State in providing security. Tracing the shift of security concepts away from the traditional focus on war and the State in a Westphalian international system, the chapter discusses the evolution of current security concepts in their historical and theoretical context. It then goes on to show how State-based security concepts have slowly made way for broader understandings of security over the past decades. At the same time, it argues that the successive broadening and deepening of security concepts has led to issues of coherence (and lack thereof) and concept stretching in the research field, while leaving crucial dynamics of contemporary security governance underexplored. In its second part, the chapter highlights several challenges posed by the ongoing and rapid transformation of global security dynamics and discusses their implications for international law.


B. A Short History of Security Concepts


In contrast to other major concepts in political and social sciences, the concept of security has received comparatively little research attention, leading to its characterization as a ‘neglected concept’.10 Nevertheless, it is one of the defining concepts of modern life, as it has become the ‘core value of our modern—or rather postmodern—society’.11 A very short intellectual history of security concept formation is therefore crucial to understand changes in the protective practices of States and societies over time. Security, however, is not only a core concept to understand what societies value and how they are willing to protect such values, it is also a highly contested concept whose meanings have changed quite fundamentally over the past decades. In fact, the ‘term “security” covers a range of goals so wide that highly divergent policies can be interpreted as policies of security’.12 In a nutshell, Wolfers’ early formulation conceptualizes security as the ‘protection of values previously acquired’.13 This is still a useful starting point in the current situation, where answers to the crucial questions of ‘who is to be secured?’ and ‘by what means?’ have transformed rapidly and have received increasingly diverse answers.

Conceptualizations of security, similarly to other concepts in social sciences, shift and change meaning in line with political and societal debates, and crucial historical developments. Security debates are, as Williams put it, products of historical, cultural and deeply political legacies.14 These legacies, the following section argues, are quite visible in the different conceptualizations of security of the last decades. Consequently, this chapter will first introduce crucial baseline assumptions about the role of the State, military conflicts and the need for collective security, before proceeding to investigate the place of these assumptions with reference to the broadening and diversification of debates about security concepts in the field of international relations and security studies.


1. International Security, Military Power, and Collective Security


During much of the Cold War, questions of security policy were primarily discussed in terms of military power and Great Power politics. Partially in response to the failure of the multilateral security institutions of the interwar period, in particular the League of Nations, security became narrowly understood as security of the State from external military threats.15 With the State as core player in this perspective, ‘national security’ became an idea that bridged ‘the interests of the state abroad and those of the state at home’.16 During the height of the Cold War, strategic challenges related to the use of nuclear weapons dominated the agenda. Issues of national security were primarily discussed in terms of military power, and in particular nuclear power. Security studies, in this narrow Cold War perspective, were dedicated to ‘the study of the threat, use, and control of military force’.17 Previously, and as late as the mid-1950s, security had been ‘viewed not as the primary goal of all states at all times but rather as one among several values’, while ‘national security was viewed as a goal to be pursued by both nonmilitary and military techniques of statecraft’.18

The international legal debate since the Second World War in some respects mirrors the focus of security studies on the State as the crucial actor and referent object of security, as outlined above. International security law is primarily found in the United Nations (UN) collective security system.19 The collective security system under the UN Charter is designed as a ‘sovereign-centred’20 system that governs the use of force between States and outlines the rules governing the conduct of war (international humanitarian law). Collective security can be defined as ‘a system, regional or global, in which each state in the system accepts that the security of one is the concern of all and agrees to join in a collective response to threats to, and breaches of, the peace’.21 Collective security systems thus provide ‘institutionalized procedures for legalizing collective response’22 to threats to the maintenance of international peace and security. International law in the field of security deals with issues as diverse as the maintenance of international peace and security, the principle of the non-use of force by one State against another as well as with international humanitarian law during violent conflict. Intra-State conflicts are not explicitly encompassed by the UN’s enforcement system under Chapter VII of the UN Charter.

This system of collective security has, however, increasingly come under stress, as it has failed repeatedly to fulfil its mandate and as States have opted more and more frequently to act outside the established collective security framework. In particular, the UN Security Council’s (UNSC) role in maintaining international peace and security has been severely challenged, given the body’s inability to overcome persistent deadlocks, for instance pertaining to the conflict in Syria.23 Academic and policy debates about possible mechanisms to work around the UNSC’s procedural challenges focus on, for instance, a renewed role for the UN General Assembly (UNGA) in authorizing the use of force in exceptional cases via UNGA Resolution 377 (V) (‘Uniting for Peace’ Resolution), as well as on the duty of States to exercise a ‘responsibility to protect’ (R2P) civilian populations in third countries in cases of gross and widespread human rights violations.24 The introduction of a broader conception of collective security into the UNGA’s 2005 ‘In Larger Freedom’ report followed long-standing discussions about the challenges and failures of the collective security system in dealing with widespread human rights abuses and genocide in Rwanda, the Bosnian war, and elsewhere. According to this conceptualization, ‘any event or process that leads to large-scale death or lessening of life chances undermines states as the basic unit of the international system and poses a threat to international security’.25 The outlined developments and debates are part of a larger, global shift to significantly expanded security concepts in the post-Cold War era that will be discussed in the following section.


2. Broader and Deeper Security Concepts


Several undercurrents in the field of security studies have become increasingly dissatisfied with the outlined ‘orthodox’ perspective on security. Given the observable rapid and irreversible processes of transformation in world politics, purely State-centric and military-focused approaches to the study of threats and the provision of security were directly challenged by the actors who expanded understandings of security along several axes. Here, ‘Broadening’ the security agenda refers to the inclusion of a ‘wider range of potential threats, ranging from economic and environmental issues to human rights and migration’, while ‘deepening’ moved the agenda of security studies ‘either down to the level of individual or human security or up to the level of international or global security, with regional and societal security as possible intermediate points’.26

An early focal point for these debates was environmental security. During the 1980s, as exemplified by the report of the Brundtland Commission27 and early studies by Ullmann28 and Tuchman Matthews,29 environmental issues were first discussed as threats to security. The discussion of issues associated with climate change and environmental degradation more generally, such as large-scale droughts, floods or shortages in food supply, as security issues, heralded a starting point for the inclusion of a broader set of threats on security agendas worldwide. This early ‘redefinition of threats’30 moved the debate away from accepted thinking about ‘national security in terms of military threats arising from beyond the borders of one’s own country’.31 Instead of focusing on the survival of the State in the face of possible external attacks, a broader understanding of the relevance of non-military threats emerged, in combination with the insight that security threats could also arise from within a State. Beyond the example of the possible ‘drastic deterioration of environmental quality caused by sources from either within or outside a territorial state’,32 economic vulnerabilities and issues of resource security, global pandemics, and other health crises as well as food and energy issues became seen as possible sources of global insecurity. After the end of the Cold War, the development of these debates picked up pace and broader security concepts spilled over into the security strategies of States and international organizations.

Over time, the narrower security concepts of earlier generations of Cold War scholars gave way to broader security concepts with significantly changed assumptions about the origins of threats and the need for protection. In the latter case, not only the question of who or what can threaten security, but also the question of who or what is to be secured through security policies became pertinent. Moving away from the State as the exclusive ‘referent object’ of security, questions of societal and human security entered the debate, in which the State came to be seen as only one object to be secured amongst many. This expansion of security referent objects also stemmed from empirical discrepancies between the conceptual status of the State as the main provider of security and empirical realities in many regions of the world where the State has often played an ambiguous or outright negative role in the security of its citizens. The notion that State actors are often the source of security problems, rather than the solution to them, has become a commonly accepted proposition.33 In fragile situations, State actors can be the main perpetrators of threats to the security of their own people.34 In light of these findings, a concept of security that remains bound to the level of individual States and military issues became ‘inherently inadequate’.35 Several lines of thinking about how to extend the politics of protection to groups other than States emerged, chief amongst them the concepts of societal and human security.

The notion of societal security is primarily concerned with questions of identity.36 This concept took shape during, and in the aftermath of, the proliferation of ethnonationalist conflicts during the 1990s. It reflects concerns with ideational issues overall and conceptions of society ‘as an object of security in its own right’.37 It can be defined as ‘the defence of a community against a perceived threat to its identity’.38 In ethnonationalist conflicts, as Krause and Williams further outline, ‘competing claims to sovereignty, rather than the competition between existing sovereignties, often provide the source of conflict. What people are attempting to secure is an idea.’39 Societal conceptions of security have become ever more relevant, as research has paid increasing attention to the phenomenon that, in particular but not only in the Global South, State boundaries do not normally coincide with societal boundaries. The primacy of State security has for the longest time led to security concepts that have forgotten to address not only the security concerns of Stateless people and minorities, but also the fact that societal integration functions on both smaller and larger scales than Statehood and sometimes even transcends the spatial dimension altogether.40 As we will see in the remainder of this chapter, societal concepts of security point to community-focused, not State-centric, solutions to security challenges, while avoiding a singular focus on those threats and protective practices primarily concerning the security of individuals.

The latter aspects of security have become known, in the wake of the UN Development Programme’s (UNDP) 1994 Development Report,41 as ‘human security’. A people-centred security concept par excellence, human security promised a necessary emphasis on the well-being of people anywhere on the planet, while shining a light on the many ways in which this security was being challenged. Based on two components, ‘freedom from fear’ and ‘freedom from want’,42 human security brought traditional concerns with threats to survival, the staple of ‘orthodox’ security concepts, together with a broader engagement with sustainable human development. Human security can therefore aptly be defined as a concern ‘with how people live and breathe in a society, how freely they exercise their many choices, how much access they have to market and social opportunities—and whether they live in conflict or in peace’.43

In the late 1990s, the rise of the human security concept led to the adoption of ‘ethical’ or ‘normative’ foreign policies based on humanitarian concerns, as the examples of the Norwegian and Canadian foreign policies showed.44 A crucial departure from established lines of thinking that left the protection of its citizens to the State, human security shifted the emphasis from understanding the security of the State as a black box to the personal security of people ‘in their homes, jobs and communities’,45 as then UN Secretary-General Boutros-Ghali argued. Security, in essence, became an individual good again. While societal security was concerned with the security of a collective, different from the State, human security in a certain sense reverted to earlier ideas of liberal thought and constitutes a ‘rediscovery, of sorts, of…late eighteenth and early nineteenth-century politics’.46


3. New Security Concepts and Their Impact on Policymaking


Current security environments differ considerably from the relatively stable and heavily rules-based conflict patterns of the Cold War. Then, security was defined almost exclusively from the perspectives of the two adversaries in the East–West confrontation. It was military in nature and strongly based on the development of military capacities. Individual and societal concerns did not have a central place in security strategies. Today, security challenges are diverse, often transnational and not necessarily military or State-based in nature. Many old certainties of security policymaking no longer hold: violent conflicts between States have declined, with intra-State conflicts now making up the vast majority of active violent conflicts.47 The increasingly internationalized character of war, namely those armed conflicts in which one or more States have contributed troops to one or both warring States, makes conflicts ‘on average more violent, more difficult to solve, and last longer’.48 Equally worrisome, 2017 was one of the most violent years since the end of the Cold War.49 Dramatic increases in occurrences of non-State violence are also significant. Quite unlike the situation during the Cold War, violence and the use of force is now often non-State in nature and routinely transcends existing State boundaries.

Security responses, in line with these rapid transformations, also vary widely. Tracing the evolution of core security concepts over the past decades, we have seen that conceptualizations of security propagated in current research have changed almost beyond recognition. Security studies is a research field that has lost many of its certainties over the past years and has been in conceptual upheaval ever since.50 At the same time, security policymaking has also become much more fragmented, with a vastly broadened set of issues to deal with and different military and non-military actor sets enlisted in the provision of security. More often than not, national security strategies are now ‘comprehensive’ in scope and integrate both military and a wide variety of non-military aspects into a State’s security policies. In particular, in direct comparison to the narrow security strategies pursued during the height of the Cold War, broader security concepts have become part and parcel of national and international policies.

Within this ‘broadening’ move, the concept of human security has arguably become the most well-known and crucial extension of classical security concepts for the policy world. The policy implications of the human security concept are of particular relevance to the field of international law, as they challenge basic underpinnings of the international legal system in various ways. In itself, the idea of a human-centred approach is not alien to international law, as the latter has evolved to accommodate the principles of equality and non-discrimination, respect for human dignity, and the principle of humanity—all human-centred principles.51 The Ottawa Convention banning landmines,52 the Statute of the International Criminal Court,53 and the Protocol to the Convention on the Rights of the Child,54 are themselves ‘human security treaties’, as Oberleitner has pointed out when arguing that human security concerns are already shaping international legal documents.55 At the same time, human security concepts fundamentally challenge traditional conceptions of security as the sovereign prerogative of States,56 as well as the notion of States as the primary subject of international law. Human security, if taken seriously as a concept, could change the ways in which international law addresses issues of State sovereignty, humanitarian intervention, as well as the place of non-State actors in international law.57 Currently, the UN’s collective security system is still underpinned by a firmly ‘state-centric, military-oriented conception of security’58 and the question remains to what extent this can and will change in the coming years. In particular, the hotly debated issues of humanitarian intervention in the wake of the R2P norm emerging out of the 2001 Report of the International Commission on Intervention and State Sovereignty (ICISS)59 resonate with the concept of human security. Both extend States’ obligations beyond their territorial boundaries and both situate the ends of security policies firmly at the level of individuals made insecure by State or other actors. Human security, in short, is a wide-ranging concept that diverges considerably from orthodox assumptions about security provision. It has the potential to significantly alter debates about how to uphold international peace and security in international law.

Since its arrival on the scene over two decades ago, human security has rapidly become a go-to concept for different policy communities, ranging from development and foreign policies to issues of global health and climate change. The interesting observation here is that the general premise of human security, namely that security provision should centre on human beings, has entered mainstream policy debates, even though the concept of human security itself remains relatively vague. Even more astonishingly, observers show that ‘the language of human security has spread well beyond the policy communities, achieving a level of popular resonance that few would have predicted in the mid-1990s’.60 Despite this intrinsic attractiveness, the concept of human security has attracted its fair share of criticism. In particular, its lack of conceptual coherence and its propensity towards stretching the concept of security to its breaking point have been debated at length. A core criticism reiterated in different ways is that it lacks a precise definition: ‘everyone is for it, but few people have a clear idea of what it means.’61 The existing inclusive or, depending on the observer, vague definitions of human security in fact allow for almost all harm to individuals to be framed as a question of human security. The breadth of the concept allows groups of different political persuasions to appropriate the concept for their own ends, but it also makes it difficult to clearly define what a human security policy would look like in practice.


C. Contemporary Challenges of Security Governance


The broadening and deepening of security concepts outlined above has fundamentally reconfigured more limited and narrow conceptualizations of security during the Cold War. However, these debates were waged and are still anchored primarily in the political and social contexts of the 1990s and early 2000s. Debates and current events have since moved on to reveal more complex patterns of local and global security governance. As will be shown in the following section, the rescaling of security politics, the often both local and global reach of security-related events, and the sometimes rather limited role of formal, State-based forms of security governance call into question core assumptions of international security law.

Security studies and studies of international law share a property that challenges their ability to fully take into account these complex security dynamics: both remain wedded to the State as the core security provider, and to categories of Statehood (control over a fixed territory, the existence of a centralized government, and a monopoly on the legitimate use of violence) that are based firmly on the European experience of State formation. As a research field that is, by birth, an Anglo-American discipline,62 this focus on the Western model of the State and on Western security issues does not come as a surprise. However, the European model of State formation is of only limited relevance for major parts of the non-Western world, as its categories do not adequately capture security governance and insecurity dynamics in the non-West.63 At the same time, faced with globalization-induced challenges, European States themselves are undergoing processes of fundamental transformation. Insights from studies of security provision in the Global South, as well as from research on globalization and from criminology, point us to alternative trajectories of security provision that need to be taken more fully into account.


1. Globalization and the Rescaling of Security Governance


Scholars interested in processes of globalization have developed several lines of thinking to better conceptualize complex patterns of security governance ‘beyond the State’. The starting point is the observation that globalizing processes and the concomitant rise of ‘borderless threats’64 introduce new ‘scalar constellations’65 into traditional equations of security provision. The increasing range and depth of transnational connections, it is argued, needs to be accompanied by ‘a new grammar and spatial imagination about risk and security which is not primarily based on geographical proximity’.66 In a world of transnational organized crime, increasingly internationalized intra-State wars, and global pandemics, the methodological nationalism of earlier studies simply does not capture the range of boundary-transcending challenges and attempts to regulate them. In this context, recent studies have started to grapple with understanding the scope and scale of ongoing transformations of security governance at the global level. Hameiri and Jones focus on the transformation of State apparatuses into multilevel, regional, or global regulatory governance networks.67 They argue that the prevalent focus on the role of ‘new’ security threats is misleading, as they are mostly not all that new. Instead, research should focus on the ways in which the regulation of non-traditional security threats leads to conflicts about the scale—national, regional, or global—at which these issues are governed. A second conceptual framework tackling similar issues is Abrahamsen and Williams’ concept of ‘global security assemblages’,68 which introduces the heuristic of a dual process of State disassembly and (global) reassembly to study processes of security privatization and its impact on global security. What these conceptualizations have in common is a shared concern with contemporary governance patterns that do not adhere to the ‘neat order composed of territorially delineated units, commonly described as the Westphalian order’.69 Instead, this research highlights the networked and cross-cutting character of sometimes fluid and shifting governance arrangements that can include both public and private actors in different constellations.

These findings, however, do not imply that the State is losing all relevance in security provision. Rather, on the contrary, although the State’s functions are transforming, the State is not in full retreat. While privatization and globalization, as Abrahamsen and Williams outline, ‘have empowered private actors, their growth cannot be seen as an automatic diminishment in the power of the state’.70 The increased commercialization of security services has led to a situation where State regulators are joined in transnational security institutions by increasingly well-resourced private security companies that possess the ‘material and ideational capacities to operate on increasingly global scales’.71 Similar transformations in the governance of internal security provision have been characterized as shifts towards ‘liquid security’ from the ‘solid-state technology of criminal justice to the fluid, endlessly mutable operations of the security industry’.72 State structures are here not replaced by private security. Instead, the criminal justice system moves from being the dominant player to one amongst many.73

In short, current research on the governance of global security shows that interlinked processes transform the provision of security at the global level. On the one hand, the boundary-traversing nature of many security challenges has led to the rescaling of security governance to transnational sites beyond the borders of the State. Transnational associations of public and private actors do not replace the State in this analysis but add another layer of complexity to the governance of increasingly difficult to handle security challenges. On the other hand, commercial private security activities ‘ranging from manned guarding and alarm installation, to risk analysis and surveillance, have expanded at a phenomenal rate’.74 Their regulation, and the regulation of commercial security services during the conduct of hostilities, is a task that needs to be tackled at the global level. Here, questions of international law, in particular international humanitarian law, intersect with issues of commercial, non-State security provision. Concept development in the field of security needs to reconcile the expansion of specific forms of non-public, often transnational security provision that can be bought and sold on the market, with the role of State-based international security governance.


2. Local (In)securities and Informal Security Provision


A second dimension of security provision that has not received the share of attention it deserves is the routine provision of security by a variety of informal actors in areas of limited Statehood.75 Area-specific studies and studies of security provision in the Global South have shown time and again that the State is often not the primary provider of security in many areas of the world. The State in this sense is only one actor amongst many.76 Limiting the rights and obligations of security provision to States, as is customary in the Westphalian system of States, therefore, does not sit comfortably with the histories and practices of security provision in many post-colonial States. Dispersed forms of security and justice provision that are tied to local, informal communities have a long history. According to some estimations, up to 80 or 90 per cent of primary security and justice provision in the Global South operates in this way.77 Informal governance arrangements of this type are often highly localized. Security is guaranteed by a heterogeneous set of actors ranging from community protection mechanisms to for-profit commercial services.78 Local protective practices are often most visible in extremely fragile situations. At the same time, security provision can be provided, for instance, by nationally operating non-State armed groups. Often characterized by fragmented, spatially heterogeneous and exclusive forms of protection, these ubiquitous forms of security provision by no means operate fully outside the sphere of the State, as they are bound up with the State in complex ways. A recent study of African States found that States and their security institutions operate alongside a large array of non-State bodies, ‘some violently challenging state authority, others working alongside or co-operating with it’.79 Beyond the Weberian paradigm of States monopolizing the means of violence over time, security arrangements here are characterized by complex interplays between formal and informal security actors and institutions.

To analytically capture this largely overlooked dimension of ‘hybrid’80 security governance, security concepts that focus on the Global South have paid closer attention to what security looks like ‘from below’ or ‘in the vernacular’.81 Based on Bubandt’s conceptualization of ‘vernacular security’,82 these studies analyse the everyday experiences of ordinary citizens to understand how they perceive and cope with security challenges. This perspective adds a welcome layer of empirical analysis to concepts of ‘human security’ that have often remained outside everyday patterns of local insecurities and security provision. For the field of international law, grappling with non-State actors in security provision is not easy, as this phenomenon challenges the established hegemony of State-based security provision head on. However, the deeply rooted interactions between formal and informal security actors and institutions in many parts of the world, briefly described above, are no fringe phenomenon that only affects those States at the margin of the international system of States or those most at risk of high levels of fragility or State collapse. Instead, they make up continuing and vital parts of security provision in large areas of the world. Security concepts that cannot account for these dynamics run the risk of remaining divorced from the empirical realities they seek to capture.


D. Conclusion


This chapter has outlined how rapidly accelerating, complex, and increasingly transnational global security dynamics challenge established ways of understanding security in the fields of International Law and International Relations. In past decades, narrower security concepts based exclusively on the template of the State as a security provider and security referent object were adapted to incorporate a broader range of security issues (‘broadening’) and a larger set of security referent objects (‘deepening’). This chapter has shown, however, that these moves sidestepped a crucial question, namely that of the primary role of the State in security concepts. Given the sometimes limited positive role of State security institutions in large parts of the world, and the rise of commercial security at both the local and global levels, security concepts should take into account these challenges to a State-based order. This chapter argued that paying closer attention to the role of non-State security actors and informal patterns of security provision, in particular (although not exclusively) in the Global South, will contribute to a better understanding of current security dynamics.

Such transformative dynamics are difficult to capture as the international law of global security continues to focus strongly on the role of States in providing security. At the same time, a trend towards the ‘decollectivization’ of security provision, that is, a departure from the collective security institutions of the post-Second World War world, has become visible. These parallel trends, the rise of non-State actors in global security and the increasing informalization of international cooperation outside established multilateral fora, call the carefully constructed intellectual edifice of collective security into question. Security governance at the global level today is a heterogeneous and fragmented field that increasingly depends on fluid actor constellations that include, but are not limited to, formal intergovernmental cooperation in multilateral institutions. Given recent political developments in the transatlantic and European arenas of security cooperation, the future of the current collective security system is uncertain.
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Chapter 4


Transnationalization of Security

Tilmann Altwicker



A. Introduction


‘Security’, in its many guises, is in a process of ‘transnationalization’, namely it is becoming a cross-border issue.1 Thus, in the twenty-first century, the primary examples of sources of ‘insecurity’—such as transnational terrorism, transnational crime, mass migration, cross-border environmental hazards, and problems of energy security—are no longer perceived as ‘domestic affairs’. The ensuing processes of transnationalization are naturally also processes of transnationalization of and by international law.2 The present contribution analyses the transnationalization of security insofar as this process makes use of, or is constrained by, international law.

From these preliminary remarks, it follows that the scope of this chapter is limited in three ways: First, it deals with problems of ‘transnational security’, namely with security problems that are constructed by the relevant actors as cross-border issues. Of course, not all security-relevant risks, threats, and vulnerabilities are transnational. For example, although security-relevant, local gang crime or small-scale environmental harm usually lacks a cross-border dimension. Further, it is important to note that there is no exhaustive list of transnational security problems. Transnational security problems neither reflect an ontological reality (they do not ‘exist’ out there) nor are they merely a subjective perception. Rather, transnational security problems are the product of effective securitization by the relevant actors (such as governments, international organizations, courts, and civil society actors).3 In other words, transnational security problems are best viewed as an open-ended social construction by the relevant actors. Responding to transnational securitization in the twenty-first century, the transboundary nature of the effect of certain risks, threats and vulnerabilities has been made the object of intensified regulatory activity. This condition distinguishes ‘transnational security’ from security problems that are constructed either as predominantly domestic (eg, local handbag thefts) or as predominantly international (eg, international armed conflict) concerns. The present contribution distinguishes between ‘transnational’ and ‘international’ security as follows: While international security relates to inter-State security (traditionally affected by war or international armed conflict), transnational security relates to risks, threats, and vulnerabilities of a non-military nature, such as transnational terrorism (though this is contested), and, more clearly, transnational crime, cybersecurity, and even cross-border environmental hazards and energy security.4 Second, the contribution addresses transnationalization only insofar as it relates to international law. It must be stressed that the phenomenon of transnationalization of security as such is far broader, affecting not only international law but also domestic law (criminal and public law) as well as European Union (EU) law. The domestic and the EU spheres of transnationalization of security, too, must be left aside due to the limited scope of this chapter.5 Third, the contribution is naturally limited to transnationalization of security as a legal process, namely a process in which the relevant actors resort to legal norms. Consequently, the social or ethical dimensions of the transnationalization of security will not be addressed.

The present contribution makes two claims: The first claim concerns the potential of the transnationalization of security and its impact on international law. On the one hand, regulation of typical transnational security issues such as, for example, those concerning foreign terrorist fighters, cybersecurity, and transboundary hazards (including natural disasters and epidemics) has led to new forms of international lawmaking and implementation as well as to the inclusion of new security actors on the international level. The transnationalization of security has fuelled innovative forms of international cooperation and continues to have an impact on the development of international law. On the other hand, the transnationalization of security has sometimes challenged foundational international legal principles, in particular, the international rule of law and international human rights.

The second claim concerns international law as a constraint to the transnationalization of security. While international law seems to be the instrument of choice regarding the regulation of transnational security issues (which naturally affect more than one State), international law is at the same time often ill equipped to function as an efficient problem-solver due to its conceptual and structural peculiarities. Broadly speaking, and in simple terms, it is the ‘State-centredness’ of the international legal order which often impedes efficient transnational problem-solving in the field of security (for example, by insufficiently acknowledging the actor status of transnationally operative private security companies, or by insufficiently capturing cross-border intrusions of the right to privacy of individuals as a violation of general international law). At the same time, it is precisely the ‘State-centredness’ of the international legal order that functions as a natural limit to the transnationalization of security by international law (for example, the principle of territorial integrity prohibiting acts of public authority on the territory of another State as well as any physical interference with the territorial space of other States). Other limitations for the transnationalization of security by international law often derive from foundational principles such as international human rights.

The chapter addresses the following research questions: what is the contribution of international law to the transnationalization of security? How has the transnationalization of security impacted international lawmaking (and implementation)? What international actors (institutions) are the main drivers of the transnationalization of security? Is there sufficient counterbalancing of international lawmaking by international human rights law (IHRL) (such as in UN Counter-terrorism Conventions)? And what are the limitations of transnationalization of security by international law in general?

The contribution is structured as follows. The second section dissects three major framings (perspectives about social reality) used for the transnationalization of security, namely, ‘war’, ‘crime’, and ‘risk’ and their conceptualization in international law.6 The third section discusses the two major challenges faced in the transnationalization of security by international law: the problem of jurisdictional dysfunctionalities under international law and the problem of applying IHRL to transnational security cases. The fourth and final section evaluates the contribution of international law to the process of the transnationalization of security.


B. Current Status of the Debate


In the context of international law, transnationalization of security is, currently, operationalized by relying on three basic framings: ‘war’-framing, ‘crime’-framing, and ‘risk’-framing.7

In international law, ‘war’-framing represents the conventional framing used for securitization. ‘War’-framing was traditionally reserved for inter-State conflicts. However, in recent times, especially after the 9/11 attacks (and ever since), ‘war’-framing has come to be used in other contexts as well.8 For example, it has sometimes been used in respect of fighting transnational organized crime (especially in the fight against drug trafficking): In 1986, a US Commission dealing with cocaine distribution stated that the:

testimony in this record portrays a state of war…a situation in which large, sophisticated organizations, based abroad but with agents and collaborators within our borders, have launched a massive, well-armed and well-financed invasion of our country by sea and air, resulting in thousands of our citizens being killed or disabled.9

‘War’-framing is also more frequently used with respect to cyberspace. There is visible transnational legal securitization regarding cyberwarfare, especially in the Tallinn Manual 2.0 (outlining how the legal rules governing international peace and security apply to cyberspace).10 The most prominent attempt at transnational legal securitization relying on ‘war’-framing is the US-led ‘war on terror’. It must be noted here that the ‘war’ approach to terrorism not only sought to legitimize the use of force against individual perpetrators but also, if not primarily, against other sovereign States believed to harbour terrorists. After having lost its political appeal for some time, this extended understanding of ‘war’ was recently revived in the context of fighting ISIL/Da’esh: Former French President François Hollande is quoted as saying that ‘[w]e are confronted with a group, Daesh, which has declared war on us’.11 The existence of ‘war’ traditionally implies a law of exception and emergency powers.12 In particular, ‘war’-framing is used in the belief that tighter human rights obligations could be avoided.13 In addition, ‘war’-framing allows greater room for manoeuvre than ‘crime’-framing, in particular, by legitimizing the application of the rules governing immunity of State armed forces.14 This is of relevance, for example, in respect of extraterritorial targeted killings where a drone pilot may otherwise ultimately be charged with murder.

In general international law, ‘war’-framing must be compatible with the understanding of international peace and security, the two key concepts of the security architecture established by the UN Charter.15 Under the UN Charter, ‘war’ is the antonym to ‘international peace’.16 The meaning of the concept of ‘international security’ is more complex and multilayered, encompassing also the positive dimension of securing the circumstances conducive to peace.17 In the text of the UN Charter, international peace and security are usually mentioned together and any interpretation must take their systemic connection into account.18 Consequently, in an international legal context, the ‘war’-framing of a threat not only denotes ‘conflict’ or ‘hostilities’, but also an attack on the order of living together, on the accepted principles necessary for maintaining international peace. Transnational terrorism is regularly condemned by the UN Security Council (UNSC) as a threat to ‘peace and security’.19 Unlike transnational terrorism, the other transnational security problems—cybersecurity, organized crime, environmental hazards—are usually not addressed as threats to ‘international peace and security’. Other fields within international law dealing with ‘war’ are international humanitarian law (IHL) and international criminal law. International humanitarian law contains provisions, for example, protecting civilians against acts of terrorism in the context of armed conflict.20 However, IHL, in large part, does not apply to acts of transnational terrorism (or to other transnational security problems).21 In sum, ‘war’-framing is largely inappropriate for transnational security problems, and attempts to alter the international law understanding of ‘war’ in the wake of new transnational security threats have largely been unsuccessful.

Another framing used for transnational legal securitization in the context of international law is ‘crime’ or ‘criminal behaviour’.22 Just like ‘war’-framing, ‘crime’-framing is associated with certain background assumptions. Obviously, the major field responsible for generating background assumptions regarding the ‘crime’-framing of threats is criminal law. First, at a basic level (but leading to intriguingly complex issues beyond the scope of this chapter), one can say that legal ‘crime’-framing presupposes—depending on one’s theory of criminalization—either some kind of public wrong(doing) or causation of harm to some protected legal interest.23 This assumption clearly limits the range of transnational security problems to which ‘crime’-framing may be applied. For example, ‘crime’-framing is of limited use with respect to cross-border energy security or health concerns. Second, ‘crime’-framing of threats assumes that the target of adverse measures, sanctions or punishment is not exchangeable. In other words, it is assumed that there is an identifiable individual who ‘deserves’ criminal sanctioning. As Jens Ohlin and Larry May write, the ‘criminal law enforcement model assumes that the individual perpetrators will not necessarily be replaced by others, so that the key is to capture and prosecute the right individuals’.24 This assumption is increasingly problematic with respect to the particularly pressing transnational threat of terrorism. In many cases, terrorists are replaceable and, therefore, the assumption is violated.25 Third, ‘crime’-framing presupposes that State authorities have the power and, generally, the political will to investigate and prosecute situations involving a transnational threat, or, at least, to cooperate with other States (for example, through mutual legal assistance in criminal matters). In other words, ‘crime’-framing assumes that it is the obligation of the territorial State to take steps against transnational criminal offenders present in their territory. This assumption is seriously called into question in situations in which the transnational threat arises in places with fragile or limited Statehood (such as, for example, Yemen).26 Fourth, with a few exceptions (such as inchoate crime), the crime-framing of transnational threats relates to past conduct. It is, thus, retrospective and repressive. Often, however, transnational security requires prospective cross-border action for which a criminal law-approach is insufficient. Fifth, ‘crime’-framing presupposes that the conduct must in some way or another be ‘harmful’ to society or individuals, although not to such a degree that the survival of the State or parts of the population is threatened when ‘war’-framing would be more appropriate. Again, with respect to some forms of large-scale terrorism (such as ISIL/Da’esh), this assumption has come under pressure.27 Similarly, the assumption may also be violated in the case of States that are severely affected by transnational organized crime.

With respect to transnational terrorism, ‘crime’-framing still seems to dominate present securitizing efforts. For example, the UN counter-terrorism conventions commonly address terrorism within ‘crime’-framing, for instance when referring to terrorist offences28 or criminal acts.29 However, transnational legal securitization using the ‘crime’-framing of terrorism has not been completely successful in the international legal context. For example, a motion to include terrorism amongst the international crimes recognized in the Rome Statute of 1998 was rejected.30 To date, a ‘crime of terrorism’ is neither recognized in international treaty law nor in customary international law (though the latter point is contested).31 While the ‘crime’-framing of terrorism, internationally, seems to meet with opposition, it is the case that most States consider terrorism a serious crime in their domestic legal orders.32

Transnational securitization has given birth to a new field of law: transnational criminal law. The main function of transnational criminal law is to harmonize domestic criminal law. The transnationalization of criminal law has only been recognized in more recent times.33 At the time when Neil Boister, in a path-breaking article published in 2003, established the term ʻtransnational criminal lawʼ, the underlying criminological concept of ʻtransnational crimeʼ had already been in use for a while.34 Indeed, the concept of transnational crime was used as early as the 1975 Fifth UN Congress on the Prevention of Crime and Treatment of Offenders, defining transnational crime—in contrast to international crime—as ‘“ordinary crimes” which are defined by national codes, but which involve (in terms of either the offender or the victim) nationals of different countries, or situations in which the crime takes place over several States’.35 As Boister writes, this understanding of the concept of transnational crime later found its expression in the UN Convention against Transnational Organized Crime (UNTOC).36 The debate on transnational criminal law currently focuses on questions of transnational standard-setting, predominantly concerning the role of human rights, such as the ne bis in idem principle.37

A final framing for transnational security problems is that of ‘risk’.38 In the past decade, the ‘risk’-framing of security threats has received a lot of scholarly attention from various disciplines.39 Generally, risks result from situations, as Jonathan Nask writes, ‘when there are multiple outcomes to which one might be subject. No single outcome will occur with certainty. Rather, each outcome…will arise with a certain probability.’40 In a formal definition, ‘risk’, then, pertains to the ‘probability of a particular event (or hazard) occurring and the consequent severity of the impact of that event’.41 In other words, when there is a ‘risk’, we do not know for sure that the prospective event will materialize but we can state a probability of that event happening and we can assess the potential impact of that event. Thus, in contrast to ‘crime’-framing, which is primarily retrospective and repressive in focus, the focus of ‘risk’-framing lies on prospective and proactive action.

The legal contexts in which the ‘risk’-framing of threats is adopted by securitizers have multiplied.42 Other than in the case of ‘war’ or ‘crime’, given its ubiquitous presence, it seems impossible to name a specific legal field that is primarily responsible for generating background assumptions regarding the legal treatment of ‘risks’.43 For example, in domestic and EU law, framing threats as ‘risks’ has become common in areas as diverse as criminal law,44 disaster law,45 consumer protection law,46 and even constitutional law.47 Also in many fields of international law the turn to the ‘risk’-framing is evident, such as in international environmental law, global health law, and in international investment law, to name a few.48 In the international law context of disaster prevention, the 1993 International Labour Organization (ILO) Prevention of Major Industrial Accidents Convention already speaks of ‘risk management’, ‘emergency planning’ and ‘assessments of hazards’ and thus applies ‘risk’-framing.49 Further, the ‘Sendai Framework for Disaster Risk Reduction’ utilizes ‘risk’-framing.50 Tellingly, the UN Secretary-General stated that this Framework shifts the focus from actual ‘disaster management’ to prospective ‘risk management’.51 It should be noted, however, that these instruments are international soft law and, thus, not formally binding.52 Importantly, the ‘risk’-framing also underlies a multiplicity of international counter-terrorism efforts, such as the Financial Action Task Force (FATF) Recommendations on Counter-Terrorist Financing and some provisions in the Terrorism Financing Convention.53 ‘Risk’-framing is also inherent in the system of individual targeted sanctions by the UNSC. The turn to individualized or ‘targeted’ sanctions commenced with the travel ban and financial restrictions taken against the National Union for the Total Independence of Angola (UNITA) in 1997 and 1998.54 Presently, the sanctions regime on Al-Qaeda and ISIL/Da’esh is the singular example for the use of targeted sanctions in the fight against terrorism.55

The use of ‘risk’-framing for cross-border security problems has given rise to two innovative legal fields: transnational public security law (TPSL) and, albeit still in its infancy, transnational civil security law (TCSL). International law plays a role in both of these fields, but, as already indicated, both are emerging as distinct legal fields. The first field, TPSL, refers to a distinct set of legal norms dealing with problems of cross-border public security.56 However, norms belonging to TPSL do not form a separate legal order or—much less—a system of legal norms. This is excluded because these norms originate from different legal sources. Norms in the domain of TPSL are created both on the State level (such as domestic criminal law norms prohibiting the provision of material support to a foreign terrorist organization) and on the supra-State level (for example international norms requiring the establishment of a system of customer due diligence as a tool to counter-terrorism financing).57 What binds TPSL norms together is not their formal origin but commonalities in a more substantive sense: TPSL norms share the same subject matter (public security), the same scope of application (cross-border contexts), and their underlying regulatory mode (regulatory nature and authoritativeness).58 Transnational Public Security Law norms are, furthermore, established by regional expert networks such as the FATF, which sets transnational standards for combating money laundering and terrorist financing.59 Finally, non-State actors are increasingly involved in transnational standard-setting on issues of security. As early as 2003 there was, for instance, a self-regulation initiative by the Basel Committee on Banking Supervision, the International Association of Insurance Supervisors and the International Organization of Securities Commissions to combat money laundering and the financing of terrorism.60 Furthermore, standard-setting by self-regulation or codes of conduct is emerging in the field of private military and security companies (PMSC) which are becoming increasingly engaged in the provision of transnational security.61 For example, an initiative by Switzerland resulted in an International Code of Conduct (ICoC) for Private Security Service Providers to which, by 2013, 708 globally operating companies had committed themselves.62

The second emerging field, TCSL, presently, is only in its infancy. Transnational Civil Security Law is more comprehensive than TPSL. It encompasses all cross-border non-military risks, threats, and vulnerabilities, including environmental hazards, energy security, nutrition and food security, as well as health security.63 While international and European legal documents still firmly assign the core responsibility to guarantee ‘civil security’ to nation States, there are attempts to create international best practice models, obligations to inform, consult or report on transnational civil security risks, and an increasing transnational harmonization of domestic regulation in the field of civil security.64


C. Recent Developments and Contemporary Challenges


The major cross-cutting and contemporary international law-related challenges in the field of transnational security are: jurisdiction under international law (and, consequently, unilateralization, internationalization, and privatization of transnational security), and the applicability of IHRL in contexts of transnational security.

The first, central challenge relates to jurisdiction. In general, a large number of legal problems surrounding transnational law are, at their core, problems of jurisdiction.65 There is a tension between the territoriality of jurisdiction, entrenched in international law, and the de-territorialization of risks to public and civil security. In particular, the de-territorialization of security risks leads to conflicts with territorial jurisdiction when States are unwilling or unable to use their authority to identify and address cross-border security problems originating from, or located in, their territory. Other States, which consider themselves affected by a risk or threat originating abroad, are prohibited by international law from interfering with foreign territorial space in order to address the security problem. In particular, public authority actions outside a State’s own territory are prohibited by the principle of territorial integrity, contained in Article 2(4) of the UN Charter and contained in various soft law documents.66 The principle demands that all States must respect the territorial boundaries of other States and refrain from entering the other’s territory, airspace, or waters without the consent of the territorial State.67 Traditionally, the jurisdictional challenge arising from the tension between the de-territorialization of public security risks and the territoriality of jurisdiction has been addressed in the form of inter-State problem-solving, namely by international law obligations requiring States to exercise (territorial) jurisdiction, mutual legal assistance, and extradition, as well as informal cooperation. These solutions are ‘traditional’ because they remain within the boundaries of inter-State cooperation.

The limitations of the traditional approach to jurisdiction have triggered three (partially complementary, partially contradictory) developments or shifts: unilateralization, internationalization, and privatization of transnational security. The solution of establishing an international legal framework requiring States to exercise their jurisdiction fails if States are unwilling or unable to exercise their (territorial) jurisdiction. This has propelled unilateral acts by certain States invoking the right to self-defence (such as in the case of extraterritorial targeted killings).68 Other examples are enhanced (unilateral) transnational surveillance and cross-border data access.69

A further response to the problem of jurisdiction can broadly be described as ‘internationalization of transnational security’. This means that cross-border security problems are increasingly brought within the purview of international (and regional) organizations, whose acts sometimes complement, sometimes supersede the unilateral efforts of States. Especially in the field of public security, there has been an increase in transnational security actors and interaction due to Europeanization (such as the EU Rule of Law Mission (EULEX) in Kosovo) and internationalization (including the UN Stabilisation Mission in the Congo (MONUSCO), targeted sanctions against individuals or groups engaged in terrorism, and quasi-legislative counter-terrorism resolutions by the UNSC). For example, the 2014 ‘Operation Onymous’, the largest dark-web takedown so far, involved the cooperation of law enforcement personnel from seventeen countries and several regional and international organizations.70 An important sub-phenomenon is increased bilateral police cooperation (such as cooperation on the basis of bilateral police treaties).71 The problem of jurisdiction does not only concern the jurisdiction to enforce: UNSC quasi-legislation in the field of counter-terrorism has been justified by pointing to the fact that States had been reluctant or too slow in ratifying the necessary international legal instruments.72

Finally, jurisdictional dysfunctionalities under international law have also inspired a recent move towards the privatization of transnational security. While the privatization of security tasks is predominantly taking place in the domestic sphere, it is not limited to it. Private security companies increasingly act transnationally (such as Academi in Iraq). Another example of the increased interaction between the different actors engaged in cross-border action relates to cases in which State law enforcement collaborates with foreign private Internet service providers to collect personal data from one of its users, adding a new layer of complexity to transnational security. The need to better cooperate with non-State actors is especially acute regarding cybersecurity. Significant problems arise regarding matters of cybersecurity due to the volatility of data.73 While a recent UN Study on Cybercrime stated that the ‘vast majority of cases fall within either the territorial or nationality principleʼ, the greatest jurisdictional challenge arises from the problem of unknown, fragmented, or changing data locations.74 In times of cloud computing and linked data, the Internet has become a global information space.75 A significant problem with the traditional approach, which relies on inter-State cooperation (such as mutual assistance) is its formalized, time-consuming procedure. This is why some States are pushing hard for more efficient direct transnational access to data stored by non-State actors.76

A second major challenge concerns the application of international human rights in transnational security cases.77 International human rights law, as it is traditionally conceived, is largely ‘State-centred law’.78 This ‘State-centredness’ is an obstacle in the context of transnational security. International human rights law paradigmatically concerns the bipolar normative relationship between a (non-State) rights-holder and the State as a duty-bearer. Private transnational actors are generally not considered as directly bound by IHRL (although there have been several attempts to extend the range of duty-bearers in the recent past).79 Similarly, international organizations, although they can be bound by international human rights, are commonly not parties to international human rights treaties.80 The lack of transnationalization of IHRL sometimes results in problematic protection gaps (including the inability of IHRL to address instances of transboundary pollution as an IHRL issue).81 In recent times, the literature has pointed to a shift away from this ‘State-centredness’ in some areas of IHRL, especially with regard to the types of duty-bearers in order to address this gap (for instance by discussing the possibility of human rights obligations for transnational corporations and international organizations).82


D. Conclusion


What is the contribution of international law with regard to the transnationalization of security? The central argument defended above was that international law serves the role of both facilitator of, and constraint on, the processes of transnationalization of security. In some cases, an extensive interpretation of international law has enabled new approaches to transnational security. For example, the field of counter-terrorism has given rise to new forms of international lawmaking and inter-State cooperation. Other fields of transnational security, such as the international disaster relief law and the international environmental security law, have recently witnessed sustained international lawmaking efforts. However, international law has unilateral domestic law with transnational effect as its natural competitor in the regulation of transnational security. Thus, in some cases, international law has failed to serve as an effective legal framework to guide and constrain States’ security ambitions. For example, in the context of cross-border surveillance, States have, until recently, been reluctant to submit their activities to an international legal regime.

International law also serves as a constraint to processes of transnationalization of security. Most importantly, the fundamental principles of the international legal order, such as the principles of territorial integrity and sovereignty, set a high argumentative threshold to transnationalization efforts in the field of security. Efforts by some States to dilute the constraining effect of these legal principles, most visibly by advocating a more permissive ‘unwilling or unable’ standard with respect to the right to self-defence against non-State actors, have so far proven to be unsuccessful. Problematically, however, IHRL has so far been unable to exercise its full potential as a constraint to transnationalization efforts in the field of security, mainly because IHRL is still largely State-centred. There are, however, cautious signals that some international actors are willing to give IHRL a transnational interpretation (for example by including direct references to European fundamental rights law in international agreements between the US and the EU).83

The continued relevance of international law in processes of transnationalization of security depends on its problem-solving capacity concerning transnational security issues. In some cases, international power-conferring norms can be given a ‘transnational interpretation’, such as the right to self-defence under Article 51 UN Charter (which can be interpreted as allowing the use of force against war-like acts of non-State actors). In other cases new cross-border competences of security actors can be contemplated (such as in bilateral police treaties). However, successful transnationalization of security does not only depend on the further transnationalization of competences in the field of security, rather it also requires continued counterbalancing by IHRL for legitimacy reasons. The relevance of international law in the field of transnational security thus ultimately depends on its capacity to provide an effective, legitimacy-ensuring framework for the transnationalization of security. In other words, international law must provide a framework within which a reasonable balance between transnational security interests of States and the interests of non-State actors can be found.
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Chapter 5


Gendered Security

Gina Heathcote



A. Introduction


Since the adoption of UN Security Council (UNSC) Resolution 1325 there has been recognition within international institutions that there is a link between women, peace, and security. This chapter examines the links between women, peace, and security in the activities of international institutions, such as the UNSC, and well beyond institutional settings. I draw on a range of feminist approaches to mark a shift towards gender (rather than women) and security and a need for further expansion of the field to acknowledge plural feminist approaches. The latter is demonstrated through an incorporation of indigenous feminisms, an analysis of gendered security at sea, and the impact of the politics of austerity within Western democracies.

I follow Duncanson’s definition of gender as functioning as an individual identity and a symbolic system, that requires attention to the embodied realities of gendered lives and the nexus to larger power relations.1 Approaches to women, peace, and security articulate gender as an individual identity in the sense of responding to women as a named group that experiences discrimination and who can be identified by virtue of a commitment to the gender binary. Within feminist writing such an approach has limited value as it tends to write out women’s diversity or any mode of gender fluid and gender diverse lives, while legal outcomes tend towards liberal feminist framings focused on rights and the individual, the production of quotas for participation and limited means to address heteronormativity.2 Addressing gender as a symbolic system opens gender analysis to deployment in the analysis of systems and structures of meaning as well as institutions.3 Duncanson’s further incorporation of both the embodied modes through which gender is experienced and the relation of gender to other sites of power relations draws from the work of postcolonial and intersectional feminist thinking to challenge the production of gender as monolithic, stagnant, or disconnected from other sites of discrimination and harm. I use Duncanson’s understanding of gender as a symbolic system, invested in the embodied experiences of gendered individuals and intimately connected to adjunct power discourses, to examine the existing regime on women, peace, and security and to analyse potential future framings of gendered security in this chapter.


1. Women, Peace, and Security


Security Council Resolution 1325 (2000) is a thematic UNSC resolution described as a ‘landmark’ in the work of the institution due to its recognition of the potential impact of engaging women in peace and security and the impact of security on women.4 Prior to Resolution 1325, the Council had only made the link between women and security in Resolution 1214 on the situation in Afghanistan and the gender apartheid under Taliban rule in the late 1990s.5 Security Council Resolution 1325 emerged after a speech to the Council from the representative for Bangladesh in March 2000. The Bangladesh representative’s provocation in the Council led to the drafting of Resolution 1325 by key civil society actors, including Women’s International League for Peace and Freedom (WILPF).6 The subsequent text, notably leaving out WILPF’s anti-militarist approach, incorporated four pillars: participation, protection, prevention, and relief and recovery. The resolution has been widely recognized as encompassing a broad vision of the relationship between women, peace, and security and, although subject to persistent critique from various feminist spaces, is credited with changing institutional, local, State, and academic practice.7

In the subsequent two decades, the UNSC has produced nine additional resolutions on women, peace, and security and developed provisions on related gender issues within some situation-specific resolutions, as well as adjunct resolutions on the regulation of sexual exploitation and abuse within UN missions.8 Of those additional nine resolutions, five resolutions—1820 (2008), 1888 (2009), 1960 (2010), 2103 (2013), and 2467 (2019)—focus on conflict-related sexual violence while the remaining four resolutions—1889 (2009), 2122 (2013), 2242 (2015), 2493 (2019)—are closer to the template of the original Resolution 1325 on women, peace, and security, and articulate a general approach.9 Critiques of the resolutions extend from concerns with regard to the overemphasis on conflict-related sexual violence,10 the use of the word ‘gender’ without sufficient recognition of the gendered nature of men’s lives,11 an investment in a heteronormative gender binary across the resolutions,12 and a disciplining role for gender in the resolutions that produce ‘civilizing’ regulations that are imposed on post-conflict States. Civil society actors have questioned the manner in which donor funds have used the language of women, peace, and security such that local feminist needs and agendas have been displaced, as well as the failure of the resolutions to develop an intersectional understanding of the operation of gender in diverse communities.13 For Madhok, there is a need to ‘supplement intersectionality with coloniality’; that is, to see intersectionality as an important feminist analytic tool that should not be severed from the geographic and temporal making and reconstituting of empire.14


2. Addressing Everyday (In)security


The ten resolutions on women, peace, and security have, in many ways, come to dominate international discourse on gendered security. However, despite the wide-ranging nature of the resolutions, the development of the field has been piecemeal and in no way comprehensive in the sense of building robust governance mechanisms for the implementation of change in relation to gendered security. For example, Resolution 2242 includes, in paragraph 5, the requirement that the UNSC itself:

Recognizes the ongoing need for greater integration of resolution 1325 (2000) in its own work in alignment with resolution 2122 (2013), including the need to address challenges linked to the provision of specific information and recommendations on the gender dimensions of situations on the Council’s agenda, to inform and help strengthen the Council’s decisions…15

A quick survey of resolutions immediately after 2242, namely Resolutions 2243 through to 2250, shows limited incorporation of the substance of this provision.16 A reference to conflict-related sexual violence appears in the preamble of Resolution 2243, on the situation in Haiti. In the next three resolutions, Resolution 2244, Resolution 2245, and Resolution 2246, all on the situation in Somalia, no provisions relate to either women or gender. In Resolution 2247, on Bosnia and Herzegovina, there is no reference to women, peace, and security issues, nor in Resolution 2248, on the situation in Burundi or in Resolution 2249, on threats to international peace and security caused by terrorist acts (a response to the terrorist attacks in Paris, France in November 2015). The latter absence is notable, given the additional links made between the Council’s counter-terrorism work and the women, peace, and security agenda in Resolution 2242.

It is only in Resolution 2250, a general resolution on the maintenance of international peace and security and with a thematic focus on youth participation and youth initiatives relevant to security, that there is reference to CEDAW (paragraph 5), women (paragraph 16, amongst a list of groups to be empowered) and conflict-related sexual and gender-based violence (paragraph 7). The latter reference is interesting because it is phrased as follows:

Calls on all parties to armed conflict to take the necessary measures to protect civilians, including those who are youth, from all forms of sexual and gender-based violence.

This is a wider framing of the responsibility of States parties to armed conflict than the women, peace, and security resolutions articulate.17 The use of the phrase ‘take the necessary measures’ does invoke the language usually deployed by the UNSC to frame authorizations of military force under Chapter VII of the UN Charter,18 while the adjunct framing in the context of protecting civilians links to the shift within peacekeeping mandates to broaden the scope of missions through the language of the protection of civilians.19 Furthermore, paragraph 7 of Resolution 2250, although invoking the protection of youth, does address all civilians and articulates a need for protection ‘from all’ forms of sexual and gender-based violence (emphasis added). This is a potentially wide framing of the women, peace, and security focus, which has increasingly narrowed to conflict-related sexual violence, while in Resolution 2250 is inclusive of all forms of sexual and gender-based violence. As such, the failure to incorporate the Council’s directive in Resolution 2242 in the subsequent seven resolutions is then, confusingly, picked up in Resolution 2250, but in a manner ultimately inconsistent with the existing women, peace, and security resolutions because of the link to enforcement action and the potential expansion of the women, peace, and security framework embedded in this resolution.

This short analysis opens up a range of issues that are yet to be tackled or addressed sufficiently within the wider women, peace, and security agenda that I take up in the remainder of this chapter. First, the framing of ‘all forms of sexual and gender-based violence’ in Resolution 2250 is extremely wide. Resolution 2250 seems to be both inclusive of wider feminist analysis of how gendered security norms produce complex forms of insecurity for women within communities and yet exclusive in the tying of gendered security to the production of direct forms of violence against specific gendered bodies. On the one hand, the very failure of the UNSC to address or include any aspects of women, peace, and security in the seven resolutions between Resolution 2242 and Resolution 2250 demonstrates a failure to abide by its own pronouncements in thematic resolutions, such as Resolution 2242. At the same time the framing of paragraph 7 in Resolution 2250 as directed at all parties to an armed conflict ignores the persistent feminist refrain that gendered security moves well beyond the need for militarized modes of security to articulate an understanding of everyday security to produce a transformation away from the status quo.20


3. Intersectional and Postcolonial Feminisms


To think differently about gender and about security in this chapter, I use the women, peace, and security resolutions to deploy Duncanson’s model of gender as a symbolic system. Building on the analysis, above, of the schizophrenic outputs of the UNSC, which both attest to a series of commitments about its own development of gender initiatives in its thematic outputs and limited incorporation into situation-specific outputs, I use postcolonial feminisms to situate gendered security as constrained by the institutional frames it is produced within and through. This forms Section B of the chapter. In Section C, I return to the notion of everyday (in)security to look outside the expected frames of gender security. First, through an analysis of the nexus between sites of knowledge, environmental security, and legacies of colonialism, followed by a framing of security at sea as an additional site where security is imagined in extremely narrow terms to illustrate the necessity of developing intersectional feminist tools within security scholarship. I then examine how gendered insecurity occurs within peacetime States through the twin effects of the policies of neo-liberal States on austerity and the rise of populism. The chapter concludes by asserting that the UNSC has been a limited place for challenging gendered (in)security, not only for its selective action but also through the nexus to militarized security that does little to dislodge forms of everyday gendered insecurity. As such, I assert a postcolonial and intersectional feminism that moves and shifts in new ways to imagine human and environmental security for the future.


B. UNSC Resolution 2467 and Beyond


In this section, I provide a gender analysis of UNSC Resolution 2467 (2019). This resolution was drafted by Germany, who held the presidency of the UNSC in April 2019 and took the role of penholder. The draft proved controversial with Russia, China, and the United States all objecting to elements of the resolution. This was in contrast to previous women, peace, and security resolutions that have tended to pass with unanimous support from States and, via the arria formula,21 receive unqualified endorsement from a wide range of States. Resolution 2467 focuses on conflict-related sexual violence and although it still continued an agenda for supporting punitive measures—sanctions and prosecutions—the draft introduced a reproductive health response to this form of gender-based violence. The draft underwent considerable re-writing before it was agreed to by Member States. In particular, the US objected to and challenged the health provisions in the draft, while China and Russia urged for caution in widening the UNSC’s remit beyond a narrow focus on conflict-related sexual violence in armed conflict and the framing of gender-based violence as potentially incurring sanctions. The interventions of Russia and China are interestingly in tension with earlier language, already endorsed by the Council in Resolution 2250 on youth and security. However, rather than situating my analysis within the text of the resolution itself, in this section I look beyond the resolution to the role of UN institutions in shaping gender law reforms within international law.

Work on sexual and gender-based crimes within international institutions does not sit only within the outputs of the UNSC. As such, a study of gendered security benefits from an analysis of how institutional norms evolve and the different arenas where legal reform has been pursued. Chinkin and Rees describe Resolution 2467 as having enhanced legal value in part because of the cross-institutional parallels between UNSC, International Criminal Court (ICC), and the Committee on the Elimination of Discrimination against Women (CEDAW) outputs.22 Similarly, O’Rourke argues that it is through the cross-institutional development of norms and practices that gender law reform has become an entrenched element of the international legal system with a robust structure for checks and balances across the various institutions.23 In this section, I question what role this continually expansive area of work plays in the eradication of gendered (in)security. In particular, I am interested in the convergence of carceral and punitive feminist agendas that appear to be the constant across international institutions.24 Importantly, a carceral and punitive set of gender law reforms, whether focused on sanctions against States or prosecution of individuals, remains within the format of the institutions it emerges from. As such, attempts to address the gender symbols and structures within those institutions remain unlikely as the punitive legal model dictates not only crisis thinking but a commitment to identifying perpetrators and rogue States rather than forging a model for working in concert.

The CEDAW General Recommendation No 35, on violence against women, provides an interesting example of this cross-institutional development. While wider in scope and drawing on a specific commitment to an intersectional understanding of gender-based harms, the recommendation flags armed conflict as a type of special circumstance that might compound violence against women, referencing General Recommendation No 30 on women in conflict prevention, conflict, and post-conflict situations. Paragraph 42 of Recommendation 35 identifies ‘high rates of criminality and pervasive impunity, which may increase in situations of armed conflict or heightened insecurity’.25 As such, although conflict-related sexual violence only appears in the footnote text of the recommendation, the reference here to crime and impunity implicitly invokes international criminal law where the focus of gender strategies has predominantly developed in relation to sexual violence. From a symbolic perspective, what is invoked and understood across these institutional outputs is gender-based violence and violence against women as channelled through the issue of sexual violence and regulated through a crime control model.

While paragraph 5 of Resolution 2242 calls for greater cross-resolution incorporation of the women, peace, and security framework, and the analysis, above, shows the limited ways in which this has been rolled out, the key space where convergence across institutional activities does emerge remains sexual violence. The commitment of the UNSC, the CEDAW Committee and the International Criminal Court to develop the law on sexual violence, in particular conflict-related sexual violence, therefore requires further scrutiny. A commitment to disrupting gendered (in)security would be specifically concerned with the symbolic elements of these agendas, the way power is configured and how different women’s security is imagined via these legal developments.

Thinking through the way gender is deployed in UNSC Resolution 2467, in conjunction with larger gender law reform, articulates the ongoing imagining of a vulnerable, sexualized female victim and her specific insecurity in conflict and post-conflict situations. While the same institutions build spaces of agency through notions of gender expertise, for elite women in global forums and networks, a two-tiered representation of gender is built into security discourse. The prompt for action is continually configured as a vulnerable woman in economically weak States and those States suffering the impact of armed conflict on their territories. The space for action is imagined as occurring within the institution where the inclusion and expansion of gender advisers and gender experts becomes the solution. The two-tiered model ignores the insecurity of women in the global North and outside of conflict zones while exacerbating forms of victim feminism that are more often imposed and directed towards women in the global south. The CEDAW recommendations attempt, at some level, to disrupt such a thin account of feminist praxis, through the wider focus on violence against women and its larger remit outside of conflict zones, an element of which is the cross-referencing of human rights in the preamble of women, peace, and security resolutions since 2013. However, this post-2013 trend towards incorporating specific links between human rights and the women, peace, and security agenda does more to narrow the former than broaden the latter. Ultimately, a postcolonial feminist analysis of the carceral mode, the global inequalities, and the use of gender as a civilizing tool warrant a feminist agenda that looks beyond existing legal tools.


C. Contemporary Developments


‘One way forward is to refocus international law on issues of structural justice that underpin everyday life.’26

If the institutions of international law are replete with a narrow understanding of gender security, this section inquires as to the potential avenues for a transformative agenda. I introduce three mechanisms for reframing the international institutional approach to gendered (in)security that builds on ‘footholds’ already carved into existing law while attempting to actively think beyond the crisis politics of the UNSC.27 I explore the possibility of feminist and security scholarly commitment to new frames of knowledge that embed and embrace postcolonial feminist accounts and an intersectionality methodology beyond that currently framed in the CEDAW recommendations.28 The three mechanisms are short provocations into an existing system of gendered security that ignores indigenous voices, the complexity of security outside of traditional land-based armed conflict, and the impact of economic policy on the production of gendered insecurity in peacetime States. I have described the section as ‘contemporary developments’ as, although looking outside existing provisions on women, peace, and security, I draw on contemporary feminist writing from a whole host of settings that offer alternatives to the status quo—outside of the existing institutional apparatus.


1. Indigenous Security


‘you stand for power, white people, but we stand for our land and the sea’29

There are many different indigenous knowledge traditions. As a preliminary provocation, I discuss the knowledge traditions of Aboriginal and Torres Strait Islanders in Australia in this section to sample and evidence the types of strategies that allow alternative praxis with regard to gendered security. My argument is not that Aboriginal and Torres Strait Islander peoples hold the (magic) key to a reimagined security, rather that analysis of tradition knowledge can help expose the poverty of existing institutional structures and thus provide a frame for addressing the complexity of insecurity in diverse places.

Aboriginal and Torres Strait Islander peoples understand law as implicated in their larger knowledge structures that incorporate a relation to land, kin, and ancestors.30 As such, the security of individuals is connected to the security of the community, the land, and the continuation of traditions that connect to storytelling and remembering. Across the Australian continent, Aboriginal lore varies amongst the many different groups (nations) that lived on the territory prior to the arrival of the British colony. The creation of the Australian State after colonization and the designation of the land as terra nullius rely on a number of myths to ensure the perception of the territory and property that currently dominates Australian governance structures. Within the origin myths of women, peace, and security, gendered security is imagined as something that is ensured through law and thus largely constitutes part of an agenda for Australian peacekeeping and military missions abroad, in the sense of being a deliverable that accompanies Australian actors overseas rather than an issue of internal concern to the State. Settler colonies, like Australia, thus continue the project of imposing and delivering security elsewhere while denying the insecurity of first nations communities on their own lands and the role of the legal system in consolidating and entrenching insecurity.31 For indigenous feminisms, this requires a linking of land, community, health, spiritual, and environmental (in)security to the existence of the nation State which denies Aboriginal and Torres Strait Islander knowledge as a form of governance.32

In addition, the women, peace, and security structure in the deployment of a narrow range of feminist approaches, largely liberal, radical, and cultural in their modes, limits the potential for an indigenous worldview, let alone multiple indigenous worldviews across first nations peoples, to be incorporated at the level of knowledge production and normative framings.33 On the one hand, this is indicative of a larger challenge with regard to the assumptions about knowledge that construct international institutions, including the UNSC. Nevertheless, this should be of specific concern in the development of responses to gender and security because of the generally widespread feminist commitment to intersectionality.34 This, by definition, asks for a response to gender and security that is plural in the modes of feminism offered as a solution to insecurity and thus inclusive of indigenous feminisms.

Key security concerns within Australian indigenous communities include the specific, deathly insecurity for Aboriginal and Torres Strait Islander women caused by high rates of domestic violence in remote Australian communities and high rates of incarceration for Aboriginal and Torres Strait Islander women across Australia.35 Likewise, environmental insecurity across the continent is addressed by Aboriginal and Torres Strait Islander lore that both cultivates and cares for the environment in a responsible and sustainable manner. For example, while Aboriginal and Torres Strait Islander land management gained increased recognition during the horrific bushfires over the summer of 2019, indigenous practices of controlled (prescribed) burning have previously been identified as a means to reduce emissions while providing increased environmental and human security.36 Aboriginal and Torres Strait Islander knowledge of country seems distant from the UNSC, and from the women, peace, and security agenda, in part because the knowledge sources this stems from are largely untranslatable in the context of an international institution that deploys military violence as the ultimate enforcement mechanism.37 Similarly, contemporary feminist initiatives within global governance are not able to mobilize diverse sites of women’s knowledge that might have a holistic understanding of gendered security: that is, integrated into a worldview that holds environmental security as a necessary element. Drawing on the transcript from the Gumana case, quoted above, this is a knowledge that stands ‘for land and sea’.38 However, even the conjoining of land and sea in security discourse has yet to occur, and certainly not land, sea, and gender as a way of thinking differently about when and where insecurity lies.39


2. Gendered Security at Sea


Picking up on the indigenous relation to both land and sea, a significant silence in women, peace, and security discourse is flagged—that is, analysis of security at sea through a gendered lens. Although naval forces are incorporated into standard security discourse and analysis, thus far there has been little, if any, analysis of how gendered security happens at sea. The oceans have always been an important component of inter-State defence and security, with the naval might of the Dutch and British embedded in the history of international law and colonialism.40

The obvious neglect of gendered insecurity at sea is apparent in contemporary women, peace, and security discourse. For example, human rights abuses at sea amongst fishing communities form a very specifically gendered mode of insecurity. These predominantly male communities have been identified as often operating under conditions of modern slavery, with the inaccessibility of vessels to enforcement bodies and the inaccessibility of land to victims, exacerbating the greed and violence that characterizes large numbers of seafaring communities. Poor mechanisms for the guarantee of labour rights further contribute to the conditions for the large numbers of victims of egregious human rights abuses at sea.41 However, in the absence of direct State regulation of vessels, due to the inept model of registration, and any other form of effective regulation on the high seas, these are vast communities of predominantly men experiencing insecurity in a highly gendered exploitation of labour and via the desire for mobility through labour.

As a gendered security concern, modern slavery at sea raises important questions with respect to how security is understood (via States as victims) and responded to (via military means) and how distinctions between civilians and combatants is gendered, such that a large, global threat to male communities via gross violations of human rights is not perceived as a space of insecurity and not recognized as a specifically gendered form of insecurity. An intersectional feminist analysis might dislodge the fixation on women as the primary victims in the current women, peace, and security framework through a recognition of how intersectional privilege functions. Attention to the intersectional nature of privilege thus allows for recognition and response to how some men abuse and exploit other men and that the dominance of some men (and women) in international institutions is not indicative of a global male privilege but rather an intersectional male privilege.42

At a macro-level, in the post-millennium security environment, new spaces for collective security enforcement mechanisms, new threats, and provocations have emerged at sea. The violence and hostility of rogue actors off the Somali coast led to the authorization by the UNSC of the use of force in Somali territorial waters: a previously unprecedented form of collective security.43 The coastal communities labelled as pirates include both male and female identifying actors, although the response to pirates as male actors remains prevalent.44 Similarly, in other areas where security interests play out at sea, any gendered dimensions have remained suppressed by traditional approaches to security that ignore the existence of the women, peace, and security framework. This would include the UN Interim Force in Lebanon (UNIFIL) enforcement mission in Lebanon which requires a Maritime Task Force to police the territorial waters under a mandate that supports the Lebanese Navy in monitoring its territorial waters, securing the Lebanese coastline and preventing the unauthorized entry of arms or related materials by sea into Lebanon,45 and the North Korean launching of missiles over Japan into the oceans, described as tests and with destinations in the high seas, which have been regarded by the US as hostile acts that subsequently escalated tensions between the two States. In the area of international law on collective security, the existing legal instruments for the most part only encompass the use of force on land and certainly no application of the women, peace, and security framework has been extended to the ocean. The gendered nature, and consequences, of the use of force on land have increasingly gained attention in the period subsequent to UNSC Resolution 1325 on women, peace, and security.46 However, as yet no study of the application of the women, peace, and security resolutions to forces at sea has been undertaken, whether those forces be regular navies in peacetime, peacekeeping operations or enforcement missions, or actions against rogue actors at sea.


3. Gendered Security and Austerity Politics


In this third intervention, I look at an alternative perception of gendered security through a focus on austerity politics within peacetime States, in particular the UK. I argue that there is a need for responses to gender and security that look beyond the spaces of armed conflict to see how gendered insecurity emerges within repressive State agendas in a manner that frames and consolidates other forms of insecurity.

Since 2011, and arguably before, the UK conservative government has endorsed and constructed an economic agenda to implement a policy of austerity, in line with other Western liberal democracies in the early twenty-first century. A key concern of austerity agendas has been the retraction of baseline public services—including funding for health and education—as well as the imposition of increasingly restrictive policy to access State benefits, particularly for non-citizen residents within the State. The gendered consequences of this approach have been well documented and the impact on the delivery of key services to women, including responses to sexual and gender-based crimes, has meant the imposition of dangerous constraints on a previously robust civil society structure supplementing welfare, health, and education.47 Scholars identify the nexus between the withdrawal of services and benefits to women as interlocking with the retraction of State support to disabled residents and to foreign nationals residing in Britain.48 An intersectional feminist analysis not only asks how different types of harms are inflicted on different bodies but how those harms are magnified at the intersection of gender and race, gender and disability, or gender and sexuality.49 Moreover, an intersectional feminist account interrogates how the construction of gendered harms via macro-level decisions intersects and is underpinned by racialized, homophobic and cis-phobic policies as well as the production of ableism as a normalizing force.50

The intersectional construction of power and privilege is as much about the maintenance of the status quo as it is about the embodiment of individual identities.51 Consequently, when assessed and deployed in the international sphere, intersectionality engages a series of provocative questions about gendered security. First, it illustrates how attention to gender in isolation from other sites of insecurity is often used to underpin and maintain privilege, where gender becomes a disciplining tool that imagines and frames gender disadvantage as elsewhere: for example, in conflict and post-conflict spaces. Secondly, and following on from the latter, a gender analysis of security that lacks an intersectional framework in locating gendered insecurity as ‘elsewhere’ to the West ignores how in States, such as the UK, gendered insecurity is felt most severely by racialized communities, in genderqueer and LGBTI lives, and in the intersection with disabled experience of harm and vulnerability. Austerity in the UK is thus a reminder that notions of insecurity cannot be measured or studied away from the everydayness of privilege. Gendered insecurity is global in its manifestations, linked to macro power dynamics—both within and across national contexts.

Not surprisingly, attempts to expand the women, peace, and security agenda beyond conflict and post-conflict settings has seen some pushback from States, as is noted, above, in the Russian and Chinese responses to Germany’s original drafting of Resolution 2467. Despite the potential different agendas prompting China and Russia to act in this way to block this expansion of women, peace, and security, this is a good outcome if it is recalled that UNSC engagement is connected to its enforcement powers under Chapter VII of the UN Charter: military force and measures short of force, such as sanctions. As such, the broadening of UNSC engagement with gendered insecurities need not move outside of conflict or post-conflict spaces: rather, recognition of the intersectional and global power inequalities that play out via gender inequality might be the key to recognizing a need to move beyond militarized and carceral agendas towards challenging and arresting everyday violence. Nevertheless, feminist actors working to lobby States for new resolutions and new provisions within women, peace, and security would do well to question the convergence of Chinese and Russian agendas here. It is likely that the pushback on recognizing the gendered insecurity emerging from an approach to everyday insecurity would draw attention to a range of internal conflicts in which these States are engaged.


D. Conclusion


In 2019, when Germany held the pen for the drafting of UNSC Resolution 2467, thus attesting to a commitment to global reproductive justice, via the Council, national politics within Germany saw a rise in populism, nationalism and far-right political parties. Although by no means a development limited to Germany, the specific agenda of the German far-right group Alternative für Deutschland (‘AfD’), outlined in the party manifesto, is a good example to question the external and internal dissonance on gender politics for States. While Germany juxtaposes itself against the US Trump administration via UNSC Resolution 2467, nationally the electoral gains of AfD demonstrate tolerance of a repressive, racist, homophobic party that directly opposes both women’s rights and gender law reform, including an approach to reproductive justice that is anti-women.52 The nexus between populism, austerity, and racialized violence in Europe becomes a space of increasing insecurity for many and, when understood through the lens of intersectionality, demonstrates how gendered insecurity must be understood as implicated in forms of violence that cannot be addressed by solely looking at women’s lives. Furthermore, military solutions to gendered insecurity are unlikely to reduce patterns of insecurity produced by the rhetoric—and actions—of those committed to violent nationalisms.

The overview of gender and security in this chapter offers a space for rethinking how knowledge on gendered insecurity might be understood. It does not propose that the UNSC, as it currently exists with great power privilege knitted into its operations, be a space for articulating an indigenous feminist understanding of environment, community, and dispossession (although I sometimes wonder what that would look, sound, and seem like) or that the women, peace, and security agenda might be used to end the horrendous labour exploitations at sea, or that austerity practices in States in the global North, such as the UK, might be challenged through an expanded operation of international norms. I use each of these examples, instead, to configure and draw out the limited mechanisms available to feminists who wish to engage with the UNSC to challenge insecurity, as equally as the limitations of the UNSC as a forum to address such issues.

To conclude, this chapter is ultimately a plea for attention to plural feminisms. That is feminisms that operate both inside and outside of the UNSC: indigenous feminisms, environmental feminisms, masculinity studies, political economy feminisms, postcolonial feminisms, intersectional feminisms, and so on; and feminisms that attend to insecurity in peacetime States, conflict States, and post-conflict States but which do not build new sites of colonial interventions and which do not assume gender as a shorthand for women or that gender operates in a single mode. Feminisms that can respond to environmental insecurity, everyday insecurity, and the nexus between violent nationals and violent States need to be recognized and heard. Ultimately, from the perspective of plural feminisms, the UNSC remains a limited place for challenging gendered (in)security, through its select spaces of addressing women, peace, and security and through the persistence of militarized modes of security that are, by definition, unable to address everyday insecurities in peacetime or conflict States. As such, I advocate for postcolonial and intersectional feminisms that move and shift in new ways to imagine human and environmental security for the future. Plural feminisms are open to a diversity of voices and to an understanding of gender relations that could engage the complexity of a diversity of knowledge structures for future responses to gender and security.
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Chapter 6


Accidently Insecure

Peter Hough



A. Introduction


Insecurity surrounds us. Insecurity has always surrounded us. Nevertheless, the law and politics of security generally remain far removed from our everyday lives. States, and particularly their peoples, are threatened in myriad ways yet the political and legal practice of security invariably continues to focus on once grave threats now in decline. Armed conflicts continue to blight the world and render some of us insecure but the lives of the vast majority of people depend much more on being secured against less grand, abstract, and remote threats than a ‘war against terror’. Most insecurities are more ‘mundane’ and close than war or terrorism. They reside in our workplaces, towns, roads, and homes. Insecurity is normal. The process of addressing insecurities needs also to be normalized. Large bodies of Public International Law have evolved in relation to insecurities faced in regards to war, human rights, or environmental change but the accidents that threaten most of us more are barely addressed in international affairs. ‘Security’ in law and politics has long been used as a synonym for military defence in both practice and analysis. Over recent decades some practitioners and analysts have come to embrace the notion that non-military threats like climate change, AIDS, or societal discrimination can also be treated as security matters and so given greater political priority. Accidents, though, are rarely construed as matters of security, even though they represent the biggest source of insecurity for most people across the world. This chapter explores why this is and considers the case for giving greater recognition to accidental insecurity in international law and politics.


B. Accidental Insecurity


Accidents are far removed from the conventional conceptualization of security politics and yet represent a much bigger threat to most people’s lives than those most typical security concerns: war and terrorism. Most of the readers of this chapter are hundreds of times more likely to die in an accident than be killed by a soldier or terrorist, as illustrated in Table 6.1. ‘War / political violence’ is a category collating international war, civil war, terrorism, and human rights abuses and is still dwarfed by accidental deaths. It is also a figure generally in decline with 0.17 million deaths representing less than half the figure for 2001 and considerably less than almost any year in the twentieth century.1 As Table 6.1 indicates, worldwide, only ill health represents a bigger killer than accidents in their various forms (and the bulk of these deaths are the result of old age or ‘natural causes’).



Table 6.1 Top causes of death in the world (in millions) in 20152



	Disease / ill-health
	51.07



	Accidents
	  3.31



	Suicide
	  0.83



	Criminal violence
	  0.41



	War / political violence
	  0.17



	Natural disasters
	  0.02




In spite of this, accidents are very infrequently thought of, and hence acted upon, as matters of security in international political and legal practice. However, structural or mechanical failings not instigated by natural phenomena (like earthquakes) or war represent a major risk to human life throughout the world and one that looks set to continue growing. The absence of direct, deliberate human causation with ‘malice aforethought’, has led to accidents being somewhat tolerated societally and not prioritized (or ‘securitized’) by governments in the same way as other causes of harm. Consequently they are very rarely considered the stuff of ‘high politics’ and generally held to be domestic rather than international legal matters.

However, accidents are not inevitable. They are rooted in contemporary societal practices and are, to a large degree, avoidable through political and legal actions. As such, accidents are actually no more unavoidable than other social systemic problems like war, terrorism, and crime. In addition, accidents are not purely domestic matters. They invariably have underlying socio-economic causes intrinsically linked to the global political and economic systems. With accidents, globalization blurs the traditional domestic–international dichotomy as it is now widely accepted to do for issues such as crime and health. In particular, as for all matters of life and death, with accidents the finger of fate points in familiar directions: towards the poor and the weak. For example, Africans are three times more likely to die in road accidents than Europeans even though they are far less likely to own a car.3 In the US in 2001, the death toll on the roads every 26 days was the equivalent of the unprecedented 9/11 terrorist attacks.4 It is an indication of how the politics of security has become skewed over time that the issue most associated with the discipline is a comparatively minor threat to most people in the world. The average citizen of the world is actually far less threatened by military action from another State or a foreign non-State actor than they are in ways rarely labelled as matters of security. Our insecurities are invariably close to home and familiar.


1. Transport Accidents


Just like the iceberg that sank the Titanic in the world’s most well-known transport disaster, the chief risk to life posed by travelling lies submerged from full appreciation. As illustrated in Table 6.2, road traffic accidents claim well over a million lives per year worldwide, the biggest cause of all deaths apart from disease, and a figure that continues to rise. However, since such deaths occur so regularly and so universally they tend not to attract the sort of attention given to sporadic shipping, rail or air disasters and have for some time been almost uncontroversial. Indeed, Short argues that the scale and predictability of this death toll has served to distort the meaning of the word ‘accident’. These are not accidents in the traditional sense of being unforeseen events since we do expect them and also know that it is the poor who bear the brunt of the carnage.5 The vested interests of the oil industry, car manufacturers and motorists blind us to this hugely clumsy ‘elephant in the room’.

This complacency has, to some extent, begun to change in the Global North as data, showing significant disparities in deaths between countries, has proved that car accidents can be reduced through governmental action. For example, in 2003 the French government initiated a campaign focused on the better enforcement of existing speeding restrictions, which produced an immediate 20 per cent drop in deaths annually.6 Similarly, road deaths in New York in the 2000s were lower than when counting began in the 1920s and have halved in Sweden since 2000 as safety standards and a safety culture have evolved.7 Invariably the most secure motorists drive on roads regulated by the most stringent legislation in the most developed and wealthy States.

Domestic political action on accidents has tended to be more stringent, however, for public rather than private transport. The greater bursts of killing in train, aeroplane, or ferry crashes are more newsworthy and heighten both public anxieties and a governmental sense of responsibility. Statistics show that people in the US are nearly twenty times more likely to die in a car accident than a train crash (and nearly 720 times more likely to die in a motorcycle crash!).8 Americans (and most in the Global North), though, continue to prefer driving to travelling on public transport, even though the latter is markedly safer. However, when we do need to sail or fly, paying a premium to feel safe is largely accepted. Companies offering budget flights in the Global North cut costs in terms of catering and legroom but would never be likely to get away with cutting corners in terms of safety.

Again, however, insuring against public transport accidents is a cost much more likely to be absorbed in countries developed enough to sacrifice some profit for safety. The world’s worst ever transport disaster, in the Philippines in 1987, saw over 4,000 passengers on the Don Paz ferry perish when it burned and sank after a collision. Cutting corners and packing more bodies on a ferry boat pushes up the profits but also, of course, the danger level. It is a similar story with air travel. Global deaths in the 2000s have halved from what they were in the 1970s but much of the remaining toll is attributable to flights with older, less safe aircraft in the Global South.9

The vast majority of maritime disasters today occur domestically in overcrowded ferries in the Global South. Since the sinking of the Don Paz all ferry disasters claiming over 500 lives have been in poor Global South States.10 An annual average of 1,541 people died in ferry disasters between 2000 and 2014, with two-thirds of these deaths occurring in just five countries: Bangladesh, Tanzania, Indonesia, Senegal, and the Philippines.11 Safety on international waters has greatly improved with over a century of regulations making safer the journeys of traders and tourists. Global deaths on cargo ships dropped below 100 in 2014, less than half the annual average in the first decade of the millennium.12 International maritime safety standards centre on the Safety of Life at Sea (SOLAS) Conventions, initiated in 1914 in the wake of the Titanic disaster. Measures declared mandatory for all ships on the high seas included reduced speed limits after the sighting of ice, and lifeboat training for all crewmembers. In 1960, an updated version of SOLAS was then adopted by the UN’s Intergovernmental Maritime Consultancy Organization, which later became the International Maritime Organization (IMO). The IMO, based in London, is today the focal point for a wide array of global maritime safety standards, such as the global Maritime Distress and Safety System, which from 1998 has ensured that any ship in distress can receive assistance even if it does not have a radio.13

Global flight safety standards are much more embryonic than those covering high sea travel. The International Civil Aviation Organization (ICAO), the relevant UN agency, has generally played a technical rather than regulatory role with safety standards left to governments. However, in 2006, in response to rising accident figures in the Global South, the ICAO worked with the airline industry to devise the Global Aviation Safety Roadmap, which seeks to harmonize national and regional safety standards up to Global North standards and share good practice. This roadmap metamorphosed into the Global Aviation Safety Plan, now reviewed every three years by the ICAO, which also produces annual reports detailing levels of State compliance with its standards. Global air standards, though, remain voluntary. Aeroplanes tend to be more ‘national’ than ships, where ownership and crews are frequently quite distinct from where a vessel is operating. As such, international standards, from the perspective of influential States, are deemed less necessary.


2. Structural Accidents


Like transport accidents, disasters due to structural building failures have occurred for as long as construction has been part of human life but have become far more common and dangerous in the industrialized age. Improved safety standards for public buildings in most countries have seen deaths reduced from a highpoint of the latter half of the nineteenth and early part of the twentieth centuries. However, accidents of this form cannot be eliminated altogether in a modern world characterized by crowded urban living and working. It is instructive to note that the Great Fire of London in 1666, which destroyed most of the city, claimed only an estimated five or six lives since escaping low burning buildings was straightforward. Contrast this with the 2017 Grenfell Tower disaster in London in which seventy-one perished in a fire that destroyed one building.14

Building safety might be more obviously a domestic matter than transport safety but here also human insecurities are affected by globalization. Increased levels of migrant labour and tourism make building regulations, fire exits, and safety drills increasingly international matters. This is illustrated by considering the world’s worst ever structural disaster. In 2015, during Hajj, over 2,000 chiefly foreign pilgrims died in a stampede at Mina near Mecca when a bottleneck was created by huge numbers of people arriving from different directions on to a particular street.15 This was not the first major disaster to occur during Hajj. Over 1,400 perished in 1990 due to the collapse of a tunnel and there have been several other incidents before and since this. Over 400 of the pilgrims killed in 2015 were Iranian, which served to further sour relations between Riyadh and Tehran already strained by the Syrian and Yemen Civil Wars and a general Sunni–Shia ‘Cold War’. Tehran considers the disaster to be illustrative of a Saudi neglect of foreign and particularly Shia pilgrims and has called for international management of the event.16 That these disasters have occurred in an oil-rich State also further illustrates that, while it may be accompanied by improved safety standards, economic development is no panacea for security from accidents.


3. Workplace Accidents


Most clearly associated with modern living is industrialization, which is itself associated with far more hazardous forms of employment and production than pre-industrial economic activity. However, like structural disasters, major industrial accidents can be prevented, and the death toll has fallen in countries after undergoing industrialization. Most major disasters of this kind occur in countries in the early stages of industrial revolution and economic development. The world’s worst ever accident, industrial or otherwise, occurred at Bhopal, India in 1984 on a pesticide plant run by the US-based MNC Union Carbide. A leak of 40 tonnes of the highly toxic chemical methyl-isocyanate (MIC), used in the production process, killed between 15,000 and 20,000 people living near the plant. Around 500,000 other people have since suffered from a range of long-term health problems and birth defects.17 As an intermediate chemical (rather than the end product) MIC did not feature on the world’s foremost safety inventory of the time, UNEP’s International Register of Potentially Toxic Chemicals.18 Hence Indian authorities were unaware of its presence in the country and medics had no clear understanding of how to treat survivors. Investigations also proved that safety standards on the plant were weak and that previous fatal accidents had occurred. In particular, standards were far lower than at Union Carbide’s home plant in West Virginia.

An industrial accident the scale of Bhopal has not occurred since 1984 and the notoriety of this disaster has seen the international trade in hazardous chemicals come to be better regulated. The 1998 Rotterdam Convention19 is based on a system that ensures that the prior informed consent of State authorities is gained before importing chemicals like MIC. However, as with transport and structural disasters, the full picture of regular, small-scale accidents at work lies outside of international public and political attention. Twenty years on from Bhopal, the International Labour Organization (ILO) reported that the Indian government had claimed an annual total of 231 work-related fatal accidents, whereas the true figure was nearer 40,000.20

That major work-based disasters were not consigned to the past was confirmed in 2013 with history’s second worst such event, which also doubled up as a structural failure. Over a thousand clothing workers, from several firms, perished in the Savar building collapse in Dhaka, Bangladesh. After the disaster it transpired that extra storeys had been illegally added to the building and workers told to continue operating there despite engineers expressing safety concerns at these extensions.21 Additionally, like Bhopal, it became apparent that Savar was not just a Bangladeshi matter, since many major Western retailers had sourced clothing from this creaking death trap. The notion of a ‘race to the bottom’ by MNCs, highlighted by critics of economic globalization, is given credence by disasters such as at Bhopal and Dhaka.

An added transboundary and global dimension to many workplace accidents comes from the disproportionate number of victims who are migrant labourers. While confirmed figures are not available, reports have suggested a shocking death toll in Qatar, a country with one of the highest proportions of migrant workers and in the spotlight due to a massive construction drive towards hosting the football World Cup in 2022. Over 400 Indian and Nepalese construction workers in Qatar (who make up around half of the total migrant workforce) are believed to have died in both 2013 and 2014.22

As with transport disasters and most forms of insecurity, however, large-scale or high-profile disasters like at Dhaka and Bhopal represent only a small, highly visible, fraction of the full picture. The vast majority of accidents in the workplace are individual or small scale. For example, official State figures acknowledge an annual average death toll of 2,623 between 2005 and 2016 in Chinese coalmines.23 Overall the ILO have estimated that around a third of a million people a year in the world are killed in occupational accidents (including traffic accidents while working).24 If deaths when commuting to or from work and by illness caused at work are included, this figure rises to over 2.3 million.25 As Tapiola from the ILO has observed: ‘If the daily global casualty rate at work would be concentrated in one place, it would be all over the first pages of the world’s newspapers.’26

There is a long history of international law on accidents but the impact of this has been strikingly limited. As far back as 1929 the ILO’s Prevention of Industrial Accidents Recommendation (R31) incorporated a resolution of the previous year’s International Labour Conference that information be collated systematically on accidents and their causes. Numerous recommendations since then culminated in the 1993 Prevention of Major Industrial Accidents Convention.27 Convention No 174 is hardly radical and its measures include calls for plants manufacturing hazardous substances to be located away from residential areas and the notification of residents in the event of a leak. Nevertheless, over twenty years after the Convention had entered into force in 1997, only eighteen States had ratified it.28 Even allowing for the typical slowness of treaty ratification this shows that most governments do not pay much attention to international safety policy. The ratification rate for older ILO Safety Conventions is little better. The 1985 Occupational Health Services Convention, which requires that a State’s occupational health services advise employers and workers on safety had, by 2018, been ratified by only thirty-three of the ILO’s 187 Member States.29 This is particularly telling since, while many developed States can cite the fact that they have more thorough domestic legislation as a basis for not ratifying the Industrial Accidents Convention, the ILO consider that few non-parties to Convention No 161 have equivalent existing laws.30

Global regulation with regards to the use and production of, rather than trade in, hazardous chemicals is less rigorous but has developed over time. A plethora of informal international standards in this area was brought together in 2002 under the Globally Harmonized System of Classification and Labelling of Chemicals (GHS), co-managed by three intergovernmental organizations: the Organization for Economic Cooperation and Development (OECD), the United Nations Committee of Experts on the Transportation of Dangerous Goods (UNCETDG) and the ILO. As well as setting labelling standards, this scheme includes requiring data sheets for workers involved in chemical transport to be provided and sets guidance information for governments on how to implement the scheme. The system began the process of ratification in 2003 and by 2017 had been implemented by seventy-two States. It should be noted, though, that harmonized global standards are becoming more popular due to the fact that they can facilitate trade by levelling the ‘playing field’ rather than because they enhance human security. The advent of the World Trade Organization (WTO) in 1995 has led to more focus on establishing global standards for traded goods in order to determine whether national standards in excess of this can be deemed to be barriers to free trade.

Safety standards for the production of nuclear energy and the transportation of its constituent elements and by-products tend not to be included in general international law on accident prevention. Instead, the responsibility for this lies with the International Atomic Energy Agency (IAEA), set up by the UN in 1957 to coordinate policy on both military and civilian uses of nuclear power. The IAEA has an International Nuclear Safety Advisory Group which has coordinated the establishment of a range of ‘Safety Principles’ and ‘Codes of Practice on the International Transboundary Movement of Radioactive Waste’. Following the 1986 Chernobyl disaster and the end of the Cold War, the most extensive legal instrument on this area was concluded under the auspices of the IAEA: the Convention on Nuclear Safety.31 Its ambit is quite broad, covering issues ranging from the siting and construction of power plants to emergency preparation. Despite its legally binding nature, however, being an ‘international convention’ and not IAEA ‘principles’ or ‘codes of practice’, the obligations contained therein are not particularly robust. According to the IAEA: ‘The Convention is an incentive instrument. It is not designed to ensure fulfilment of obligations by Parties through control and sanction.’32

Hard international law protecting migrant workers exists but the significance of this legal regime is also highly limited. The 1990 International Convention on the Protection of the Rights of All Migrant Workers and Members of Their Families includes an obligation on States of immigration to ensure the ‘security of person’ (Article 16) but this is a notoriously poorly ratified human rights instrument.33 As of 2018 the Convention had fifty-one Parties but none of these were Global North States, rendering it effectively meaningless.


4. Personal Accidents


In addition to those encountered while travelling, working, and congregating in public buildings, people also face a diversity of risks to their lives at home or at leisure. Electrical appliances and cooking facilities characteristic of modern living are further sources of ‘everyday danger’ confronting an ever-increasing proportion of the world’s population. Table 6.2 lists the most prominent causes of accidental death across all of the categories and it is clear that many of these result from personal, domestic activities such as fires caused by deep fat fryers and children drowning in ponds. Again, domestic legislation has served to improve safety in the home in many countries but there is still an observable tendency to accept the possibility of such ‘mundane’ ways to die and the problem is most acute in the developing world.



Table 6.2 The top causes of accidental death (in 2015)34



	Form of accident
	Deaths (000s)




	Road traffic injuries
	1,362



	Falls
	   528



	Drowning
	   324



	‘Mechanical Forces’ (eg guns, tools, suffocation)
	   201



	Fires
	   176



	‘Foreign Body’ (eg. choking)
	   152



	Adverse effects of medical treatment
	   100



	Animals
	     94



	Poisoning
	     86



	Environmental exposure to cold and heat
	     45



	Other non-transport
	   134



	Other transport
	   105



	TOTAL
	3,305




Personal accidents of these forms are as far removed from the conventional image of security politics as is possible but, again, this is misleading. Securing people individually is well established in domestic law and politics and globalization serves to erode the national–international dichotomy. Tourism, business travel and migration make everyday health and safety relevant for all. When abroad we expect that hotel room facilities have been safety-tested and that, outdoors, potentially dangerous stretches of water have been highlighted by warning signs. There is little precedent for personal accidents being addressed at the global level but the World Health Organization (WHO) have begun to do so with drowning, with a 2014 report making recommendations on national water safety plans, particularly with regards to children.35 In recognition of the need to safeguard the security of tourists, the UN World Tourist Organization (UNWTO) in 1999 adopted a Global Code of Ethics for Tourism which includes ensuring a ‘client’s security’ as an obligation of tour companies under Article 6.36 This voluntary code was endorsed by the UN General Assembly (UNGA) in 200137 and the UNWTO have since campaigned for it to be transformed from soft law into an international treaty. This, though, has yet to happen and no hard law exists in regards to personal accidents.


C. Accidents and Risk


Deaths by accident are very much a feature of the modern world. There have, of course, always been accidental deaths but this form of threat to life is closely associated with technological development and has risen in accord with industrialization and the onset of modernity. While aspects of technological development can also be used to mitigate against them, accidental deaths can be viewed as unfortunate by-products of modernity. Health and safety legislation in developed countries has succeeded in reducing the potential hazards associated with transport, industrial production and the use of public buildings but, at the same time, people continue to travel more than ever and the industrial production and transportation of potentially hazardous substances continues to increase.

The inherent risks of modern living prompted sociologists in the 1990s to construct a new way of thinking about both societies and accidents, encapsulated in the term ‘risk society’.38 This paradigm posits that modern (or post-modern) societies have gone beyond thinking of accidents as avoidable and have come to accept them as an inevitability. Hence insecurity becomes normal: a part of life. Most of the conveniences and benefits of modern living come with some associated side effects. The huge toll of fatalities on the road is largely tolerated by societies because of the gains to be had from personal mobility. The most rigorous health and safety legislation could not make working in a modern petrochemical plant or offshore oil platform entirely safe. The workers on such plants are largely aware of this but accept the risk in exchange for monetary reward beyond what they might expect in a safer occupation.

The gamble for an individual in taking on some degree of risk in order to achieve greater rewards than attainable through safe behaviour is, of course, simple to understand and as old as history. What characterizes today’s ‘risk society’ as different from previous generations, though, is the social dimension of risk-taking. Individuals can choose to play it safe by avoiding hazardous forms of transport or employment but may have little choice but to accept the possibility of, say, a radiation leak from their local nuclear power plant. Such an individual may well gain a pay-off from cheaper electricity but would be a largely involuntary participant in the deal and more vulnerable as well as wealthy, whether they like it or not.

From the perspective of society at large, avoiding all risk can be costly and may even increase insecurity. Scientific advances, such as the testing of new medicines, entail risks but also bring major societal benefits. The word ‘security’ derives from the Latin sine cura, meaning ‘without care’. As such it is an elastic term since the ‘cares’ may be major fears or minor frustrations. Complete freedom from care is both impractical and undesirable. Human life that does not have any everyday concerns is unimaginable and a complete absence of risk-taking in society would eliminate much beneficial scientific progress and entertainment from life. However, the fact remains that lives are routinely put at risk in modern industrialized societies in the quest for overall State and societal progress.

The perception of the social dimension of risk, then, is crucial in determining the political demands people make of their authorities, beyond even the ‘real’ risk. Proponents of nuclear energy have long been irritated by the fact that the public in developed countries demand far greater restraints on this activity than other power stations with worse accident rates. An irony of the backlash against nuclear energy since the 2011 Fukushima disaster in Japan is that it has led to a revival of electricity powered by coal, an industry with a far worse track record of both accidents and pollution. In this case, of course, the calculation is complicated by a fear of the unknown, born not only of ignorance but also of a genuine lack of clarity as to the hazard presented by nuclear radiation. In fact, the true risk factor inherent in nuclear energy production can only be assessed by factoring in the implications for future generations in tackling nuclear waste, further exposing the limits of a conventional cost–benefit analysis in a risk society.


D. Accidents and Security


Since the 1990s, both academic and ‘real world’ political discourse has increasingly granted security status to non-military issues in ‘widening’ and ‘deepening’ the agenda of international political priorities. Many governments have ‘widened’ and become receptive to the notion of treating problems like pandemic diseases, environmental degradation, or transnational crime as matters of national security. Hence, we have seen the UN Security Council (UNSC) come to address HIV/AIDS (in 2000) and climate change (in 2007), and the ‘Big 5’ from that high table of realpolitik uniquely cooperate militarily to tackle piracy around the Horn of Africa. A few governments have gone further and ‘deepened’ in security politics by making individuals, rather than the State, the referent object of security. Amongst governments endorsing this concept of human security are those in Canada, Norway, and Japan who have been at the forefront of advocating the prioritization of human rights and safety over national interests in international affairs. This is a theme most prominently taken up in international affairs by the UN Development Programme (UNDP).

The concept of security must change—from an exclusive stress on national security to a much greater stress on people’s security, from security through armaments to security through human development, from territorial to food, employment and environmental security.39

However, security ‘wideners’ and even many human security advocates, while acknowledging that diseases, crime, environmental change, and natural disasters can sometimes be matters of security, are often still reluctant to grant this status to accidents. This reluctance seems to boil down to two objections: (i) There are no military or power politics dimensions inherent in accidents; (ii) Accidents are not deliberate attacks on countries or people.

Security wideners ignore accidents because there is rarely any scope for sending in troops to fight anyone or help clear up in the aftermath. Such thinkers, including some Realists, do accept that non-military issues can become ‘securitized’ and be privileged with ‘national security’ status but these issues are not defined according to the scale of human threat. The tendency has been, on the one hand, to select non-military issues which military forces can help deal with, such as fighting drugs barons abroad or assisting in civil emergency operations. On the other hand, ‘securitization’ has sometimes been granted to external non-military problems on the basis that they have domestic military repercussions. Issues such as AIDS or environmental degradation in distant countries may destabilize regional balances of power and trigger military conflict into which the onlooking government may be drawn or affected in some capacity. The aforementioned UNSC resolutions on AIDS and climate change were very much framed in this context. In most government policy and popular discourse security has become a noun rather than an adjective. Security is assumed to be the military defence of the State, regardless of whether this best enhances the security of its people or not.

A further barrier to the ‘securitization’ of accidents for some is the absence of direct and deliberate human causation. MacFarlane and Foong Khong, while advocating human security, opine that natural disasters and accidents ‘fail the “organized harm” test—tsunami waves, traffic accidents, the spread of viruses and crop failure are usually not organized by individuals to do their victims in’.40 What this reflects is that human security itself is a contested concept with more and less expansive versions having come to be employed in both academic and political discourse. A broader interpretation of human security is often characterized as combining ‘freedom from want’ and ‘freedom from fear’ (from the UNDP definition) in that it considers any issues with direct or indirect life-threatening consequences for individuals to be matters of security. Concerns amongst some advocates of an individual-focused approach to security that ‘existing definitions of human security tend to be extraordinarily expansive and vague’,41 led them to favour a more restricted version based purely on ‘freedom from fear’. This narrow version of human security concentrates on direct and deliberate violent threats, excluding less directly human-caused forms of insecurity like disasters. Recent Canadian governments have been supportive of such an approach in their advocacy of human security as a pragmatic determinant of when specific foreign policy actions—such as taking part in a humanitarian intervention or developing international human rights conventions—should be undertaken. In contrast, the Japanese government’s endorsement of human security has tended to be more in line with the expansive version as favoured by the UNDP and has embraced human vulnerabilities due to poverty and related threats.

For advocates of more expansive human security there is a fatalism in assuming that only direct and deliberate threats to life can be deemed worthy of security status. The non-securitization of accidents makes sense only if you are to assume that the word ‘security’ actually amounts to a synonym for ‘involves the military’ rather than a description of how to make people less insecure. Must we deduce from this line of reasoning that anyone threatened or killed indirectly is not insecure? Are the ‘collateral killings’ of war or insurgency not military or terrorist victims? Accidents are actually no more unavoidable than other social systemic problems like war and crime, and people can be secured against them, at least to some degree.

The human agency argument is flawed on two levels. There is human agency in most accidents. Human failings, whether at the State, corporate or individual level, account for most accidents and, hence, can be addressed in political and legal actions. Indeed, it could be argued that the international community should feel a greater sense of responsibility when it comes to industrial accidents in particular since they have become more functionally connected to these events in enjoying the fruits of this hard labour. The contemporary deaths of Chinese miners or Indian construction workers in the Gulf States building skyscrapers for global banks and football stadia should trouble Western consumers and governments as much as notorious domestic disasters did in the nineteenth and twentieth centuries.

Securing people against such things was a political task accepted by industrialized governments from as far back as the late nineteenth century when ‘social security’ laws began to evolve in response to changing economic and social conditions. The industrialization of Western European and North American States prompted the emergence of laws to protect those put at risk by these social changes based on a blend of compassion and pragmatism. An ideological consensus emerged in the late nineteenth century in support of the notion of State welfarism. The dangers associated with industrial employment and the economic uncertainties of trade prompted the emergence of interventionist liberalism (in place of its previous unfettered free-market version) and also paternal conservatism and the birth of socialism. The development of welfare systems in Western Europe, and to a lesser extent in North America, arose from a blend of altruistic human security concerns and internal State security interests. Germany, under the arch-conservative Bismarck, pioneered the idea of State protection for workers in the 1870s, prompted mainly by the pragmatic realism that reform from above was the best means of preventing revolution from below.42 Bismarck’s aim was not so much human security as State security: maintaining the unity of his newly formed country, which was witnessing some of the earliest manifestations of socialist thought.

There is compelling logic that globalization has now shifted some of this governmental responsibility to protect citizens to a wider level but this has yet to be fully recognized. The International Covenant on Economic and Social Rights,43 setting out basic citizen entitlements, has come to be near-universally ratified but does not explicitly cite a government responsibility to protect people from accidents and has not had the impact of its sister International Covenant on Civil and Political Rights.44 A ‘responsibility to protect’ those imperilled by political violence has been universally acknowledged in the UNGA since the 2005 World Summit Outcome Document,45 so why should there not be such a responsibility for those imperilled by their government’s or host government’s political negligence?

With the inexorable rise of a coherent global economic system, global society is now awakening, albeit slowly, to this need for safety standards. Incidents of workers or residents near industrial plants in the Global South being killed are no longer unfortunate problems unconnected with the relatively safe lives of people in the Global North. Developed world consumers are functionally connected to these systemic failures as never before and are increasingly aware of this fact. The rise in the Global North of ‘fair trade’ products, in which the consumer pays a premium for goods imported from developing countries on the premise that the workers have not been exploited bears testimony to this.

However, global standards on the safety aspects of business and employment are limp when set against comparable standards for facilitating the trade in the produce of this process. The ILO have long-established guidelines on worker safety and the WHO have increased cooperation and good practice on safety standards in transport and social problems like drowning. However, these organizations do not have the same sort of authority in compelling States to protect workers and citizens that the WTO has in compelling them to allow goods they produce or consume into their countries. Hence, we see one reason why many political activists have come to view economic globalization as a dangerous exercise in unfettered liberalism, guided only by the profit motives of the Global North. It is indeed telling that, whereas the idea of freeing up the movement of products, services and money is well established as a global norm, the notion of a free movement of the workers producing such common goods is barely conceivable. The anti-migration turns in the US and UK, illustrated by the election of Trump and ‘Brexit’, make this ever more apparent.

What is needed, though, is not the abandonment of globalization but a more rounded notion of globalization which balances profits with responsibilities as is broadly the norm in the laws of most developed democracies. Such changes are slowly occurring. As with most areas of security, the gradual globalization of democracy and human rights offers some hope for improving personal safety from accidents since more and more people are able to demand action from their governments. In addition, recent evidence points towards the development of something of a ‘union effect’ on safety at the global level. The fact that the unionization of work forces increases human security was highlighted by contrasting safety records in the construction of sports stadia for the 2012 London Olympics (no deaths and a strong union role) with the 2014 Russian winter Olympics at Sochi (sixty deaths and no prominent union role).46 If the Qatari World Cup construction industry (where workers’ rights are effectively non-existent) is compared, the contrast is starker still.47 Some progress in advancing this union effect globally has been made. Following up on pressuring the Bangladeshi government to legalize unions in the aftermath of the 2013 Savar disaster, a campaign by trades unions served to secure the release of Unionists imprisoned on trumped-up charges in 2017. That Unions, rights, and laws save lives has been apparent in Western Europe and North America for over a century and this is slowly coming to be recognized at the global level.

Securing people at work, at home, travelling, or at leisure is for governments and societies, though, more than charity or even duty. A more secure and healthy workforce and society is more productive and contented. Four per cent of global GDP is estimated to be lost to accidents and around this amount was trimmed off the Japanese GDP by the single Fukushima nuclear disaster.48 Exploiting workers and short-changing citizens is only profitable for so long when such people can be shown that there are alternatives. Disillusioned and angry workers have been a factor in nearly all revolutions and welfarism suits both sides of the social contract. Health and safety is the dull stuff of politics and business but it is, nonetheless, ‘life and death’ both for members of society and for governments and this has long been recognized as such in industrialized democracies. Globalization dictates that this can no longer be a purely domestic matter. With accidents, as with many other issues, enhancing human security is not just altruistic; it makes economic and national security sense as well.


E. Conclusion


Insecurity is increasingly multifaceted and ‘normal’. However, the conceptualization of security remains highly specific and abnormal. Over time, security has come to be defined in International Relations solely as a noun rather than an adjective. The human part of a human condition had been lost and the term became synonymous with realpolitik, the interest of the State. The assumption that security is about the military defence of the State is a relic of the Cold War. In some ways this is understandable since the discipline of International Relations (IR), and its sub-discipline, Security Studies, only emerged in the 1930s and was thus very much forged in an era of unprecedented military threats. The total war of the Second World War and the ‘total phoney war’ of the Cold War, whereby whole populations were threatened by State quarrels in ways not previously seen, bound individuals to the fates of their governments like never before.

The scale of the threat posed by nuclear war in the second half of the twentieth century served to weld the security of individual people in many States to that of their governments. The State would assume the responsibility for protecting its citizens and demand their loyalty in return in a strengthened version of the social contract relationship articulated by political philosophers such as Hobbes and Locke from the seventeenth century. Hobbes’ advocacy of the need for the Leviathan (meaning a strong State) to save individuals from the dangerous anarchy that would otherwise result from the pursuit of their own selfish interests was a major influence on thinkers like Morgenthau and the subsequent dominance of Realism in IR.49 In the late twentieth century, anarchy was what characterized the international State system and the dangers came, to a greater extent than ever before, from other States. Hence the Realist approach to IR represented a revival of the Hobbesian understanding that the State was crucial to securing the lives of its citizens in a different guise.

Long before the Realist orthodoxy crystallized, though, political philosophy and State governance in Europe and North America acknowledged that security was also about the protection of individuals, as ‘social security’ came to be accepted as part of the State’s obligations in the social contract by conservatives as well as liberals. Individual security is recognized in democratic States as overriding other values (at least most of the time) as is evidenced by health and safety laws restricting business activities and the whole notion of welfarism and economic and social rights. In global politics, though, issues of life and death frequently are not treated as priorities because they do not coincide with State gain or security. The blinkered pursuit of profit can enrich some but imperil others. If saving others from disaster is seen as an act of charity, rather than political duty, it will only happen infrequently and selectively. Actual threats to people are so far removed from the way in which issues are conventionally ordered on the political agenda by States that IR theory and international political practice needs to find ways of accommodating them or cease to be connected in any meaningful way with human behaviour and needs. Throughout the total war era of the twentieth century a case could be made that the security of individuals was inextricably tied up with that of their States but that era has now passed into history. Today the issues that threaten people’s lives bear such little relation to those issues that dominate the international political agenda that State-centrism is impeding both the study and the practice of that most fundamental of political concerns: securing people. Sending in the building inspectors is less exciting than sending in the troops, but more likely to save our lives.
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Chapter 7


Global Security and Neurophilosophy

Understanding the Human Factor

Nayef Al-Rodhan and Ioana-Maria Puscas



A. Introduction


On 11 January 2007, China launched a ballistic missile from the Xichang Satellite Launch Centre situated in the Sichuan province. The missile was targeted at one of China’s own ageing and non-operational weather satellites, at an altitude of 863 kilometres. This attack (known as ‘direct ascent anti-satellite attack’) completely destroyed the satellite and left around 3,000 pieces of space debris, which are expected to remain in orbit for many decades (at a speed faster than that of a bullet), effectively posing a threat of collision for other objects in Low Earth Orbit (LEO).1 The Chinese anti-satellite (ASAT) test of 2007 is significant not just for the amount of debris it caused. It was an audacious technological achievement: the missile launched from the ground was able to hit a celestial target moving at 17,000 mph (over 27,000 kph).2 Perhaps more critically, the test marked a turning point in the politics of outer space. For decades, the United States enjoyed unrivalled dominance in outer space, and US satellites could circle the Earth without any major challenges. In fact, the US had also carried out a test against a satellite during the Cold War, in 1985, when the ageing Solwind satellite was destroyed at an altitude of 555 kilometres, generating 250 pieces of persistent space debris and 800 to 900 smaller pieces.3 Later, in the early 2000s, US interest in space-based weapons and ASAT capabilities increased again: notably, the US unilaterally withdrew from the Anti-Ballistic Missile Treaty in 2002 and in 2008 it destroyed a non-responsive satellite from its Aegis Sea-based missile defence system.4 In parallel with these developments, in recent decades, the US and the entire mankind started to become profoundly reliant on the Global Positioning System (GPS), which is now indispensable for 14 out of the 16 infrastructure sectors considered critical by the Department of Homeland Security in the US.5

Following the 2007 Chinese test, all the satellites dotting the skies appeared starkly vulnerable. The US became immensely concerned about the potential of its adversaries acquiring advanced capabilities in space and the proposal for the creation of a Space Force in 2018 is largely a reflection of that concern.

In the summer of 2010, new stories emerged about a mysterious computer worm called Stuxnet. The virus had been active for about two years. Stuxnet was a 500-kylobite computer worm that had a particularly destructive capability: rather than simply infiltrating and stealing information from computers, it managed to create destruction in the physical world, more specifically on equipment and installations controlled by the infested computers. The news of the virus emerged first at nuclear facilities in Iran, which in January 2010 started to show unusual behaviour. During a visit by inspectors from the International Atomic Energy Agency at the Natanz uranium enrichment plant, the centrifuges that were used to enrich uranium gas were failing at a worryingly fast rate. The worm, physically inserted via an infected USB flash drive, found the controlling software of the centrifuges and installed itself into it, effectively taking control of the centrifuges, and attacking them in two rounds.6 Stuxnet is amongst the world’s first known digital weapons.

In 2014, Russia annexed Crimea, a process that started in February 2014 with Russian troops entering the peninsula, followed by a regional referendum on 16 March, under Russian coordination, to decide on its future. The vote, clearly in favour of absorption into Russia, was followed by international sanctions. The Crimean crisis was a stark reminder about the return of history and the persistence of geopolitics in the twenty-first century. Crimea enjoyed a large degree of autonomy in Ukraine but Russia’s 300-year-long association with Crimea, which started when the peninsula was incorporated into the Russian Empire under Catherine the Great in 1783, helped Russia legitimize the annexation (‘Russia took back what it naturally belonged to it’).7

These three examples, while in no way painting a full picture of the twenty-first-century security landscape, expose challenges in at least three domains: in outer space, in cyberspace and on land, in ‘territorial politics’. In just a span of a little more than a decade, the world has traversed crises that amalgamate modern, postmodern elements, or both.

Many more types of emerging security threats can be added: climate change and bio-chemical warfare, from rogue States and individuals, spread of right-wing politics, violent xenophobia, and radicalization in new regions of the world. Additionally, the nature of intra-State and inter-State warfare is itself defined by immense complexity. In fact, the model of the troops of two nations in direct confrontation has been rarely seen in the past decades. A list compiled by researchers at University of California listing all the inter-State conflicts in the past two centuries, reveals that only very few such wars took place in recent years: one was the India–Pakistan war of 1999 (the Kargil War), another two examples are the invasions of Afghanistan (2001) and of Iraq (2003).8

Some of the ‘long wars’ today, such as Somalia (at war since 1991), Libya (since 2011), Mali (since 2012), South Sudan, Ukraine (in a frozen or ‘invisible’ conflict since 2014), or even the Democratic Republic of the Congo (at war between 1997 and 2003, but experiencing a resurgence of tensions recently), Syria, and Yemen—display varying complexities along geopolitical, ethnic, ideological, sectarian, economic (resource-related) lines. To make sense of these complexities, we often reach for easy binaries such as ‘Islam vs the West’, established super-powers vs emerging super-powers, or haves against have-nots, functional States vs failed States, or States that accept international norms vs rogue States.9 In reality, none of these explanations can convincingly capture the complexities of the conflicts.

This chapter will attempt to return to the fundamental starting point in political theory: human nature, and in doing so, to go beyond conventional wisdom in International Relations. To understand conflict and to chart a way forward, we must re-examine our understanding of human nature. In doing so, the following section will draw on recent findings from neuroscience. No discipline has been able before to grasp human emotionality, rationality, or morality in neurochemical and neuroanatomical ways simply because the technological means were not available. Today, we are increasingly able to do so, with implications for the theory of human nature, understandings of good governance, and conflict prevention.


B. Neurophilosophy and Global Security


In Leviathan (1651), written during the English Civil War, Thomas Hobbes laid out his political philosophy, which departed from a specific understanding of human nature. In chapter XIII, he writes:

So that in the nature of man, we find three principal causes of quarrel. First, Competition; Secondly, Diffidence; Thirdly, Glory. The first, maketh men invade for Gain; the second, for Safety; and the third, for Reputation. (…) Hereby it is manifest that during the time men live without a common Power to keep them all in awe, they are in that condition which is called Warre; and such a warre as is of every man, against every man (…) And the life of man, solitary, poore, nasty, brutish, and short.10

Jean-Jacques Rousseau, publishing the Social Contract more than a century later, in 1762, believed in the innate goodness of man, and his perfectibility. He famously stated that ‘man is born free and everywhere is in chains’.11 Societies made humans more selfish, although at their core, in the state of nature, they were generous and living in harmony. Rousseau believed that man is naturally peaceful and timid, but becomes a soldier through the coercive pressure of the State.12 Recognizing this inherent dynamic of competition between States (States started wars, not individuals, who normally would not resort to war), he proposed plans for perpetual peace, through federations acting as ‘islands of peace’ where a stable system could be created if the right balance of power existed.

Immanuel Kant developed his idea of perpetual peace in relation to a certain understanding of human nature. In Perpetual Peace (1795) or The Doctrine of Virtue (Part II of the Metaphysics of Morals) from 1797, Kant’s theories on the State and International Relations emerged from his specific understanding of human nature. In Kant’s view, humans had a dual character, ‘negotiating’ between an animal and rational side. The animal nature comes from the fundamental fact that humans are living beings, seeking their preservation, reproduction, personal pleasure and avoidance of pain. However, the rational nature is only specific to humans and it is the quality that allows humans to understand moral laws. Kant contended that, initially, all humans may choose to obey their impulsive sides simply because the temptation to seek pleasure is stronger. Becoming moral is therefore, initially, very hard, but this difficulty can be overcome by developing human reason. In fact, reason would inevitably develop as all natural faculties developed throughout history, but it needed time and experience. Interestingly, Kant believed that a way for reason to emerge and develop was through the antagonism between people: hostility and conflict pushed people to find solutions and thus develop their reason. The ultimate purpose of human existence was to move towards a peaceful society, not to find happiness. Kant believed that if happiness was the higher purpose of humans, nature would not have bestowed them with reason because their natural instincts would have served them well enough in their pursuit of ‘happiness’.13

States, for Kant, followed the same rules as humans: they were moral persons in the international society, just like individuals within States. Kant, like Hobbes, believed men formed States to escape fear because in a state of nature, they were fully able to pursue their wishes, but because everyone was able to do so, there was no guarantee of order and property. However, he recognized that the international society of States in his times was far from perfect and he proposed his vision of a league of States, bound together by their commitment to peace. This league would develop similarly to the way States are formed, through natural forces that will lead to the best possible balance. In this system, it was necessary to develop an international law and international constitution, which must acknowledge and respect all States, weak and strong.14 Kant’s conception of an international society of perpetual peace follows his philosophy of human nature, as ultimately dominated by reason. He wrote:

This guarantee [of Perpetual Peace] is given by no less a power than the great artist nature (natura daedala rerum)15 in whose mechanical course is clearly exhibited a predetermined design to make harmony spring from human discord, even against the will of man.16

The two dominant theories of International Relations (IR), Realism and Idealism/Internationalism, derived their intellectual origins from such contrasting and dichotomous views of human nature. One, exemplified by Thomas Hobbes, was pessimistic both about human nature (described as selfish and confrontational) and States. The other, exemplified by Kant and to some extent Rousseau, believed in an innate perfectibility of humans, of States and the international society, which would evolve towards peace.

Today, a growing body of evidence from neuroscience permits us to re-examine long-held claims about human nature and what it is that truly drives and motivates human behaviour.17 Therefore, what defines ‘man’ now lends itself to more complicated conclusions, which debunk many assumptions about human nature, including the orthodox view about humans as predominantly ‘rational’ beings. In recent decades, these conclusions reached outside of the medical field and started to be explored by philosophers as well, who recognize that the premises of earlier schools of philosophy were speculative. Neurophilosophy, the interdisciplinary field connecting findings from neuroscience and philosophy, is relevant for global security and for understanding what can propel good governance, peace, and security.


1. A Reappraisal of Emotions


An important contribution of neuroscience to political philosophy has been its reappraisal of the centrality of emotions in decision-making, morality, or preferences for political ideologies.

While emotions have often been cast aside as hindrances to sound judgement, emotions have anything but a marginal role in decision-making and cognitive processes. For example, studies of the human amygdala—the most thoroughly studied brain structure involved in emotional processes in the brain—revealed some surprising facts. The amygdala is a subcortical almond-shaped structure in the anterior-temporal lobe and comprises a group of nuclei that are critical in fear-conditioned responses and, because of its connections with the cortex, it has a broader role in the detection of stimuli, including positive stimuli, and other cognitive functions, such as attention and memory.18 Studies on the amygdala showed that it may have a role in modulating the neural circuitry for episodic memory through the amygdala’s modulation of hippocampal consolidation and that psychological arousal results in activation of the beta-adrenergic receptors in the amygdala. The amygdala subsequently modulates hippocampal processing leading to enhanced memory consolidation. Simply put, emotional responses, which are crucial for future survival, are less likely to be forgotten.19

Emotions are also critical to decision-making. A dominant view, with strong roots in Western philosophical tradition, and thinkers such as Plato and Kant, held that emotions were stumbling blocks to rational thought, and as a consequence, to moral decision-making.20 Emotions and reason were therefore seen as ‘dual’ systems. However, studies in recent years have verifiably refuted the claim that the two are separated or in conflict. Antonio Damasio had already hinted at the importance of emotions and feelings in building autobiographical memory and good decision-making, back in the 1990s, when his research led him to work with patients who had brain lesions. These patients were not able to make good decisions although the brain structures responsible for ‘reason’ were unaffected.21

In recent years, more evidence has emerged to support the claim that changing emotions alters decisions (and vice-versa). For example, stress affects decision-making in ways that can be now understood in neuroanatomical terms—with implications for governance.

Stress is a term commonly used nowadays, at times inaccurately. From a neuroscientific perspective, stress manifests through activation of the hypothalamic-pituitary-adrenal (HPA) axis (and sympathetic nervous system arousal, but that is more transient), which leads to a cascade of neuroendocrine changes, notably glucocorticoid release, which in turn affect regions of the brain involved in decision-making. Stress impacts the prefrontal cortex (PFC), which is considered to play a role in goal-direction decisions, and PFC-dependent tasks such as memory. Intense and prolonged stress impairs the hippocampus; however, mild stress can enhance hippocampal functions. Stress also enhances performance on striatal-dependent tasks—the striatum is usually linked to habit-based choices. Chronic stress was shown to impair several brain functions and prevent the good functioning of others: experiments showed that it resulted in neural atrophy of the medial PFC and dorsal medial striatum, a neurocircuit that is involved in goal-oriented actions, as well as hypertrophy of the dorsal lateral striatum, a region known to be responsible for learning new habits.22

Stress therefore incapacitates several regions of the brain and skews the mechanisms involved in making decisions, which, under normal circumstances, would follow different patterns. Other studies have also pointed to the detrimental impact of chronic stress. For example, studies about intertemporal choice revealed that stress is more likely to lead to the tendency to dismiss future rewards in favour of immediate rewards.23 Other studies looked into moral decision-making and revealed that stress reduces the tendency to make utilitarian judgments in personal moral decisions and is thus consistent with the notion of egocentric moral choices.24


2. Neurophilosophy of Human Nature and Implications for Global Security


These studies carry important implications for political philosophy and theories of governance. Chronically stressful situations, such as conflict, deprivation, and any situation that tests an individual’s survival impulse will greatly shape their actions and the degree to which they can make ‘moral’ decisions. There is little evidence in neuroscience to point to innate morality or immorality. While there are species-specific commonalities in our nature, evident in our shared neurochemistry, we are otherwise left to circumstances.

A neurophilosophical understanding of human nature best describes humans as emotional, amoral and egoistic.25 We are deeply emotional beings, and a vast neural circuitry mediates emotions’ modulation of decision-making. Indeed, human experience is to a large extent mediated by emotions. Another defining trait is our amorality, which means that we are not intrinsically good or bad but we can be both at various times and in varying degrees, depending on circumstances. We are, however, not entirely blank slates. A more accurate description would be that of a predisposed tabula rasa, meaning we are born free of preconceptions of good or bad but we are endowed with a set of predispositions for survival encoded by genetics.26 This is a powerful motivator throughout our existence, which is often not even expressed at a conscious level but more like an ‘inbuilt microchip tuning us for survival’.27 That is where our egoism manifests: as a drive for the survival of the self, which is a basic form of egoism.

This neurophilosophical account of human nature has immediate implications for IR theory and policymaking. Because our morality fluctuates depending on the environment, it is crucial to create and foster governance structures that allow the best, moral, sides of human nature to thrive. In other words, if the lowest threshold for survival is hard to attain, humans will do anything to survive, even commit acts seemingly ‘immoral’, or of pre-emptive violence.28

Key to countering this is to foster dignity-based models of governance. Integrating human dignity in governance is the single best predictor of sustainable governance, which in turn is the best predictor of human nature being at its best. The importance of dignity is often rendered starkly obvious in its absence. This can be seen even in the most advanced and prosperous Western democracies, where ample freedoms and liberties coexist with marginalization, discrimination, and alienation. The results are social tensions, the rise of hyper-populist political figures with destabilizing tendencies, and a climate of frustration or political apathy.

Contrary to what Francis Fukuyama professed three decades ago, liberal democracy has not become a universally adopted political system precisely because it did not focus enough on weeding out the sources of disenfranchisement for all of the populace. Rather than the ‘end of history’, what is sorely needed today is a ‘Sustainable History’ model of governance, which places dignity at the centre. What is meant by dignity here is not merely the absence of humiliation but a more inclusive set of human needs, which carefully balance the emotional, amoral and egoistic attributes of human nature. These are: reason, security, human rights, accountability, transparency, justice, opportunity, innovation, inclusiveness.29

The consequences of this transcend domestic politics.30


3. Emotional Amoral Egoism of States


International Relations theorists such as Morgenthau significantly drew from accounts of human nature to make inferences about the character of States in the global arena. For Realists, to cite one example, States were like humans: driven by self-interest and animus dominandi (the desire to dominate), interested in maximizing their powers and resources. The international stage was highly competitive and anarchic as a result. While Realists imbued some ancient philosophical conclusions with a status of timeless truth (eg, Thucydides’ famous line that ‘the strong do as they will and the poor must endure’), which was overly fatalistic, the man–State analogy was methodologically sound and remains valid to date.31 This means that States, too, are emotional, amoral, egoistic actors.

As extensive historical evidence demonstrates, States do not always behave ‘rationally’, and emotions and idiosyncratic factors very often come into play. Nationalism, in fact, is one expression of that subjective emotionality. Another one is strategic culture, which is a concept in strategic studies that matured during the Cold War especially in US policy circles. Jack Snyder had defined it in 1977 as ‘the total sum of ideals, conditional emotional responses and patterns of habitual behaviour that members of the national strategic community have acquired through instruction of imitation and share with each other with regard to […] strategy’.32 The intellectual precursor of this paradigm was to be found in the so-called ‘national character’ studies, during the 1940s and 1950s, when US anthropologists and sociologists were employed to analyse the Axis powers.33

Collective memory and highly emotional narratives about historical episodes continue feeding into visions of national security. China’s ‘century of humiliation’ by Japan and the West created a powerful guide for the country in the following century and decades. To some extent, China’s territorial disputes with Japan, such as over the Senkakus (or Diaoyu, as the islands are known in China) is ultimately of minimal strategic importance and is more a proof of the high emotional value each country attaches to the dispute.34 Similarly, numerous conflicts within the Middle East, and also with outside powers, are strongly rooted in sensitive historical memories, such as the 1917 Balfour Declaration. The latter shaped the relations between the West and the Arab world and even a century later, it continues to be vividly remembered in the Arab world as a token of mistrust towards Western powers.35 Pragmatic national interest, of course, does supersede emotional responses on many occasions, but the importance of accounting for the emotionality of States in global security should not be understated. Just like for humans, a baseline in international politics is survival, and territorial integrity and sovereignty are fundamental guiding posts of any foreign policy. Beyond that, any country’s conduct will oscillate.

States are also amoral in the sense that their moral actions in foreign policy fluctuate depending on circumstances or on leadership. One recent example is how Italy responded to the ongoing humanitarian refugee crisis at its Southern borders—in different ways from other previous governments.


4. Just Power and Transcultural Understanding


The international domain is, however, different from domestic government as there is no centralized overarching power to keep abuses in check. While there are international legal mechanisms to prevent or retaliate for abuses, ranging from economic sanctions to military intervention, a state of anarchy formally remains in global politics because there is no global government. Therefore, while dignity-based governance can decisively stave off the worst of human nature in a domestic setting, the same logic cannot be equally transposed to international governance because the legal mechanisms for enforceability of laws are much weaker.

Nevertheless, once it is acknowledged that States embed ‘emotional, amoral, and egoistic’ features, it is easier to grasp how peace and security can be furthered in the global arena. One way to do so is to promote Just Power. In the century since the US left isolationism and become a hegemonic power in global politics, several conceptions of power have been theorized and entered official rhetoric. Hard, soft, and smart power captured different aspects, eras and expectations in US foreign policy. The most recent of the three, ‘smart power’, was proposed as a concept by a 2006 bi-partisan Commission, which defined it as a skilful and intelligent use of both hard and soft power.36

In today’s interdependent and deeply connected world, the ‘smartness’ of power is not sufficient. Indeed, a fundamental flaw in previous conceptions of power was that they insufficiently accounted for the agency of others, and for the dignity needs of others. Power in the twenty-first century can only be effective if it is smart, as well as just. Justice here is meant in a minimalist sense as fairness and respect for international law. ‘Just Power’ is critical for attracting support and encouraging compliance and legitimacy in international politics.37 Power which manifests itself in dominating ways and is not committed to respecting the individual and collective dignity of others is inherently unsustainable. This new understanding of power goes hand-in-hand with a reform of global institutions, such as the UN. A reformed UN can go a long way in creating a greater sense of fairness in the system, especially if the structural asymmetry which is enshrined in the United Nations Security Council (UNSC) is abandoned, although that remains a distant prospect.38


5. From International to Transcultural Understanding


The notion of collective dignity here also has a security dimension. After 2001, the discourse of divisiveness between the West and Arab-Islamic world has fed fear, mistrust, and insecurity. The theory of a ‘clash of civilizations’, which had lost appeal in previous years, was quickly resurrected and added to State-centric and geopolitical explanations. Moreover, Samuel Huntington, who had proposed the theory, contended that geo-cultural differences are more enduring and more constant than the political ones, and therefore more difficult to resolve. Representations of human history as an account between multiple civilizations in conflict are extremely problematic politically, as well as historically incorrect. Instead, history can be best described according to the ‘Ocean Model of Civilization’, which regards human civilization as an ocean, into which many rivers flow. This is a more judicious account of human civilization because it rightly credits the role and contribution of other geo-cultural domains and thus sees civilization as a cumulative experience built in countless processes of exchanges and interactions.39

This could improve the relations between the West and the Arab-Islamic world. Contrary to the image now normalized in Western consciousness, Europe and the Arab world have a long history of mutual borrowings in areas as diverse as astronomy, medicine, mathematics, legal scholarship, architecture. The story of the rise of the West frequently omits telling this side of the story. According to the canon, this happened organically, autonomously, as Europe left the Dark Ages and moved towards Renaissance, the Scientific Revolution, and the Enlightenment. However, the West built significantly in those centuries on advances from the Arab-Islamic world, just like the latter had built, in its rise, from other cultures.40 Reclaiming this forgotten chapter of commonality and mutual history could go a long way in advancing more transcultural understanding. This is especially needed in a time when the rift between ‘civilizations’ is rendered ever wider by populist leaders with an isolationist bent. This also has implications for global security. In extreme forms, discourses of incompatibility between cultures feed into violent rhetoric on both sides.41


6. Neuroscience of Divisive Politics


Studies in the neuroscience of social cognition and race provide further insight into divisive politics. Cultivating fear towards whoever is part of the ‘out-group’ is distinctly expressed in the brain and plays on ancestral predispositions of regarding the ‘tribe’ or close group as critical to survival. Research showed that the distinction between ‘us’ versus ‘them’ occurs in the prefrontal cortex and further studies revealed activation differences in the brain. When asked to make judgements about people considered ‘similar’, areas in the ventromedial PFC became active, whereas for people considered different, the activation happened in the dorsomedial PFC.42 Different brain regions are therefore deployed in assessing similar or dissimilar people. The bias goes even deeper. fMRI experiments also showed how empathy is created differently: for those we will perceive as outsiders to the group, the ‘mirror neurons’ (usually involved in building empathy) will more likely switch off, thus blocking emotional connections.43

In the 1990s, new studies of race began in the US, using electrophysiological techniques and focusing in great detail on the role of the amygdala. The amygdala, as described in the previous sections, is heavily involved in emotional learning, as well as in the unconscious assessment of threats. Two studies published in Psychological Science (2004)44 and in Nature (2012)45 showed, quite astoundingly, how brain activations shift from one brain region to another, as initial automatic response is met with egalitarian conscious beliefs. A 30-millisecond exposure of black faces led to an automatic activation in the amygdala, while extended exposure of up to 525 milliseconds led to an activation in the PFC and the anterior cingulate cortex, areas associated with inhibition and control, suggesting a tendency to impose upon oneself the societal goals to be unprejudiced and the aspiration now shared by many Americans that any behaviour that condones racial bias is unacceptable.

An optimistic conclusion emerged, however, from these studies, and which strengthened the premise that dignity-based governance is crucial in fostering social harmony. Because the brain is highly malleable, all prejudices can be unlearned, even those that are automatic. Changing the context for social interactions leads to a definitive change of responses in the brain—a conclusion that can be extended to any forms of divisive politics.46 The same can be said about any and all excesses that our nature is inclined to fall into. One of them is power.


7. A Neurochemical Understanding of Power—Implications for Governance


Power is highly addictive and, circumstances allowing, it can devolve into extreme forms of totalitarian control. That is because, if power is addictive, absolute power is intoxicating. The main neurochemical (known today) which is involved in the neural circuitry of power is dopamine, the same neurotransmitter responsible for producing a sense of pleasure. Power creates an addictive high, compelling those in positions of power, at the very least, to maintain it at all costs.

The problem, again, is one of institutions. Leaders in positions of absolute power in systems with weak or no checks and balances will find it much harder to accept any loss of power or any change of status. Sudden withdrawal of power is like an abrupt withdrawal from drugs, which creates uncontrollable cravings. For dictators who enjoyed undisputed reigns in their countries, relinquishing power can never go smoothly and without violence.47 These are some of the extreme neurobehavioural aspects of power addiction, which have been seen throughout history in leaders like Napoleon, Stalin, or Hitler and which manifest through manic behaviour, increased cognitive skills, lack of inhibition, narcissism, impulsiveness, and paranoia.

The same cannot be said, however, of leaders in functional democratic systems. While the temptation to accrue power and maintain it may also be high, the limitations imposed by consolidated institutions curtail ambitions of absolute rule. Moving forward into the twenty-first century, this is a crucial lesson in peacebuilding and regime change. For any political transition to happen effectively, especially in contexts of absolute rule, the change must be gradual. In such contexts, the withdrawal of power must be skilfully managed, so as not to unleash the destructive impulses that accompany unchecked power.


C. A Future Redefined by Technology: ‘Game-Changers’ and Existential Risks


As this chapter attempts to re-energize the debate on human nature in global security, it cannot leave out the inevitable question about the future of human nature in the twenty-first century. A range of technologies under development today already flag some of the existential risks besetting humanity going forward.

First, there are technologies external to us, which promise to change warfare and societies alike. Second, a range of internal technologies will alter our biology, enhancing certain functions or eliminating others.48


1. From Artificial Intelligence Agents to Enhanced Humans


The presence of artificial intelligence (AI) in society and increasingly on the battlefield is on the cusp of becoming the ‘new normal’. Today, advances in robot intelligence are leading, for the first time, to discussions about robots’ ‘rights’ and ‘personhood’, and under which conditions such a status could be considered—a discussion unthinkable just two decades ago. The question, however, is not only one of intelligence but also of morality. No matter how intelligent a machine is, it would need to possess a capacity for moral decision-making. That technology has yet to materialize; although developments with neuromorphic technology, which aims to mimic the human neural architecture of the brain, would mean effectively that a robot could ‘think’ like a human, thus displaying human values.49 Even so, the current pace of development of AI-based systems is enough of a matter of concern. For example, a 2016 study for the JURI Committee of the European Parliament on ‘European Civil Law Rules in Robotics’ stated that:

People will work, cooperate, interact, have fun, live, and perhaps even fall in love, with highly sophisticated machines. Society will need to reconsider humanity’s place in the face of these technologies. (…) The split between past and future societal models will be such that we cannot expect to take the emergence of information technology, the Internet or mobile phones as a starting point for reflection.50

In the domain of security, which is the main focus of this volume, AI is making its way on the battlefield, aiding human-led operations especially in maritime and air power, where human and social skills are less needed compared to domains such as urban warfare.51

But despite ground-breaking advances in weaponry and military technologies, the most unsettling and ultimate frontier of innovation is poised to be within our own bodies. In the military, the striking frailty of the human body is in sharp contrast with the fast development of sophisticated technologies. As Patrick Lin et al write, ‘[a]s impressive as our weapons systems may be…[a] soldier is still vulnerable to a fatal wound delivered by a single 25-cent bullet’.52 In a 2003 Statement, the US Defense Advanced Research Projects Agency (DARPA) noted that fast advances in arms technology meant that humans remained the ‘weakest link’ in the US military. The solution would be found in enhancing soldiers’ minds and bodies by technology.

Human enhancement refers to ‘the use of innovative technologies to augment or enhance human functions and abilities beyond the replacement of dysfunctional cellular groups and organs’.53 Enhancement is different from therapy and restorative medicine as it does not aim to heal or restore lost functions but to enhance healthy abilities above and beyond ‘normal’ levels. The thrust for DARPA’s Bio-revolution, and the ‘Enhanced Human Performance’ project in particular, was motivated by an underlying goal ‘to make the individual warfighter stronger, more alert, more endurant, and better able to heal’.54

The drive for enhancement in the military has a long history, and included anything from alcohol to drugs or psychostimulants. The use of amphetamines skyrocketed during the Second World War and the Vietnam War. Today, a drug more commonly used is Modafinil, which has been proven to sustain wakefulness for up to 40-h periods.55 Another method includes brain stimulation with electricity. Neurostimulation harnesses the functions of certain nerves or brain areas and works by inhibiting or enhancing those functions. For example, stimulation of the PFC can enhance or diminish the tendency to lie (a potentially useful skill for soldiers who are captured and interrogated by the enemy), or encourage compliance with social norms.56 A procedure known as transcranial direct current stimulation (tDCS) was demonstrated to help participants perform better at multitasking and overall vigilance.57 It works by altering the sensitivity of certain brain cells, making them more or less active to something that will stimulate them later. Another method known as transcranial magnetic stimulation (TMS) uses instead the physics of electromagnetism to activate brain cells. Both have effects that can last up to days and cause changes in neurochemistry and neurophysiology.58


2. From Enhancement to Inevitable Transhumanism


The above-cited examples provide a glimpse into the extraordinary potential of technology to alter our physiology and brains, charting a new course for the future of humanity, one in which we will one day be able to take charge of evolution itself.59 This is a very dangerous prospect because of the inevitable negative spillover effects.

In warfare, differences between enhanced and unenhanced soldiers will erode the cohesiveness of troops and put a strain on military values. In addition, they will raise numerous ethical questions and legal conundrums.60 For example, if a soldier is enhanced to withstand extreme levels of pain, how will the notion of torture evolve or be re-evaluated?

In society, enhancements with the help of technology and pharmaceuticals will have profound implications for social cooperation, prompting new forms of inequality between the enhanced and unenhanced, or aggravating existing divides between haves and have-nots, assuming that the wealthier could afford to have access to forms of enhancements to a greater extent than the less privileged. The consequences go deeper: enhancements could reinstate ways of ranking human beings into superior and inferior and it is hard to believe legal and normative efforts could effectively devise ways to counter that.61

The risks are greater down the line. As we gain more and more control over biological processes and are able to manipulate them, it is futile to hope that we will resist the temptation to pursue such interventions. Humans are neuro-chemically pre-programmed to ‘feel good’ and are strongly driven by a set of five motivators called the ‘Neuro P5’: power, profit, pleasure, permanency (understood as the drive to maximize one’s chances of survival), and pride. When one or all of these motivators are boosted by technology, our nature will push us in that direction even if that may be counter-productive for us in the long term. Rather than exerting meaningful control over how we adopt enhancements into our lives, we will in fact continue pursuing them at a galloping pace. This will set us on the course of inevitable transhumanism.62

The existential risks cannot be understated. During millennia of evolution, our species successfully learnt reflexes and habits that have helped us survive and thrive. This also includes negative emotions, such as fear, remorse, guilt, which have been highly educational and have equipped us with tools for social cooperation. While technology may eradicate some of our ‘weaknesses’ and negative feelings, it may do so in the detriment of our ‘humanity’ and the essential aspects that define us as humans.


D. Conclusion


Writing on twenty-first-century security challenges is dauntingly complicated. As the opening lines suggested, threats and challenges come from multiple sources simultaneously: aggressive States and militarism, outer space politics, climate change, transnational crime, cyberwarfare, to name but a few. Finding a thread of commonality amongst these may seem difficult. This chapter delved into findings from neuroscience to reflect on conflict and governance in a more fundamental way: by looking into what drives human nature and what propels good governance at the domestic and international level.

The conventional wisdom that shaped the discourse on IR in the post-Second World War era can be revisited in light of new insights from neuroscience. This is a unique opportunity to reconsider how to improve our governance models, even the most ‘successful’ ones, by ensuring that human dignity is placed at the centre of all policies, as well as how to think about political transitions, regime change, and a sustainable future for all. In light of new advances in enhancement technologies, the kind of future we want to shape for humanity as a whole will be a primary responsibility and challenge for this century and beyond.
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A. Introduction


As the news demonstrates on a nearly daily basis, corruption is a phenomenon, to varying extents, in all societies, from the highly stable, to the highly unstable.1 Corruption, in other words, can hardly be seen as a feature of only insecure societies, emerging from or entering into armed conflict. Yet, some of the world’s most spectacular contemporary corruption scandals have indeed been associated with various forms of global insecurity, whether in the form of impoverished and aggrieved local populations, extreme political instability, or violent uprisings. Moreover, social scientists have been able to show not only a correlation between corruption and insecurity, but also causal relationships, as corruption can contribute to insecurity, and insecurity can also give rise to corruption.

In concluding international and regional anti-corruption treaties, States have shown at least some awareness of these relationships, in particular the role that corruption can play in fostering political and economic instability. Anti-corruption treaties contain provisions on criminalization, enforcement, international cooperation, and prevention, which can be seen as a toolbox and a guide to combating corruption and perhaps, in turn, fostering global security. But these treaties also provide that in some instances, States are free to prioritize national security interests over anti-corruption interests. Fighting corruption and promoting global security may be viewed as competing or complementary initiatives under international law, depending on the circumstances.

This chapter begins in Section B by discussing the term ‘corruption’, which lacks a legal definition and can mean different things to lawyers and to social scientists. The chapter goes on to describe in Section C the various ways in which corruption and insecurity can relate to each other, before detailing the international legal framework concerning corruption in Section D. Finally, Section E touches on one of the challenges facing researchers who study the causes and consequences of corruption, namely the difficulties involved in measuring corruption and the impact of anti-corruption laws.


B. Defining the Term ‘Corruption’


International lawyers and social scientists often do not use the term ‘corruption’ in the same manner, or to refer to the same set of conduct. The meaning of this term therefore merits a few remarks. Within the international legal field, the term ‘corruption’ itself has no legal definition. Numerous international legal instruments that are dedicated to combating corruption, and have ‘corruption’ in their titles, do not define the term.2 In the case of the United Nations Convention against Corruption (UNCAC), the drafters omitted a definition of corruption because they could not agree upon a definition that would be compatible with a range of domestic legal systems and also they did not consider a definition to be necessary.3 Instead, corruption in UNCAC and other anti-corruption treaties represents an umbrella concept, which refers to the various forms of criminal conduct that are defined in the treaty provisions. Because various types of corruption benefit from legal definitions, the absence of an overarching definition of corruption under international law poses no practical problems, and is therefore of relatively little significance. When international lawyers refer to ‘corruption’, they are referring to a set of crimes, including bribery, embezzlement, trading in influence, abuse of functions, and illicit enrichment. Although the term bribery is sometimes used (by lawyers and non-lawyers) as a synonym for corruption, bribery is, in fact, only one form of corruption, albeit the most common form. The term corruption does not, however, encompass money laundering, a form of conduct which is related to, but separate from, corruption. Money laundering refers to the process of obscuring the illegal origins of the proceeds of crime, the source of which may be an act of corruption, or some other crime such as drug trafficking.

Social scientists and non-lawyers generally use the term corruption in ways that are both broader and narrower than the use of this term in the international legal field. These divergences are significant because when lawyers and non-lawyers (eg, social scientists) speak of ‘corruption’, they are often not referring to the same phenomena. According to a widely cited definition, corruption refers to ‘the abuse of entrusted power for private gain’.4 This definition is, however, under-inclusive (when compared with the acts of corruption set out in UNCAC, for example), because it focuses on the passive rather than the active side of corruption.5 This definition easily captures the conduct of the public official who abuses his or her authority by accepting a bribe, for example, but it does not capture the conduct of the private sector official who bribes the public official. Far from abusing his or her authority, the private sector official may be carrying out a company policy concerning bribe payments. An expanded definition that captures both the active and passive sides of corruption would refer to ‘the abuse of entrusted power for private gain or the exercise of improper influence over those entrusted with power’.6

Social scientists also sometimes conceive of corruption in ways that are significantly broader than the forms of corruption that are enumerated in international anti-corruption treaties, and are found in domestic criminal law. Social scientists have, for example, used the term corruption to encompass vote-buying in the context of rigged elections, illegal logging, the extortion of ransoms, and the extortion of rents through monopolistic practices.7 While such conduct may be illegal and may also distort economies and political systems, these phenomena do not necessarily meet the definitions of any of the forms of corruption set out in international anti-corruption treaties. In other words, such conduct may be illegal, but not under domestic anti-corruption laws. Because this chapter approaches the subject of corruption and global security from the perspective of public international law, the term corruption will therefore refer to the various acts of corruption set out in international anti-corruption treaties, in particular UNCAC, which provides the most comprehensive enumeration of corrupt acts.


C. The Relationships between Corruption and Global Security


Corruption and global security relate to each other in a number of ways. Corruption is both a cause of global insecurity, and a consequence of it. In other words, corruption may lead to insecurity, and conversely, insecurity, as in post-conflict societies, may lead to corruption and to greater tolerance of it. In addition, corruption can also be a cause of security or stability, rather than insecurity. A body of social science literature, described in this section, supports all of these relationships. Finally, anti-corruption measures and campaigns may themselves inadvertently cause insecurity. This last possibility will be explored in Section D, concerning the international legal framework, as the relationship between anti-corruption measures and insecurity has not been addressed to a significant extent in the work of social scientists. Anti-corruption treaties, however, specifically address the possibility that anti-corruption measures could give rise to national security threats.


1. Corruption as a Cause of Insecurity


A limited body of social science literature considers how corruption may cause insecurity by creating economic or political grievances amongst a population, which may then express these grievances in a violent or destabilizing manner. Empirical studies published by economists in the mid-to-late 1990s demonstrated that a positive correlation exists between corruption and political instability.8 Since then, social scientists have posited various reasons for the existence of a causal relationship between corruption and insecurity, in particular armed conflict. Corruption can fuel armed conflict by generating both economic and political grievances.9 Economic grievances may stem, for example, from corruption’s negative impact on investment, economic growth, and public spending on health and education.10 By contributing to economic grievances amongst marginalized groups, corruption can reduce the opportunity cost of a violent uprising. In other words, marginalized groups have little to lose by engaging in violent, destabilizing conduct.11

Political grievances may result, for example, from major corruption scandals, which typically involve high-level public officials, such as a head of government, and large sums of money.12 Such ‘grand corruption’ can undermine the legitimacy of the high-level official, his or her ruling party, and/or the government as a whole. Major corruption scandals may foment popular support for political change through peaceful and constitutional methods, but also through violent coups that create political and physical insecurity. Major corruption scandals in Brazil (2014–18), South Korea (2016), and Ukraine (2014) have, for example, contributed to political upheaval in these various corners of the globe. In the case of Ukraine, political upheaval escalated to the violent Euromaidan Revolution.13

The link between corruption and armed conflict can also be explained by reference to the concept of ‘greed’ rather than grievances.14 Greed can motivate violent, destabilizing conduct by marginalized groups in countries where the ruling regime has control over ‘economic rents’. The term ‘economic rents’, when used in the corruption context, refers to the extra amount (such as a bribe) that is paid for something due to an artificial limitation in supply (such as a government-imposed limitation on the number of available licences).15 The risk of political violence may be heightened in States where the most lucrative ‘rents’ are controlled by the State itself, as is typically the case in resource-rich countries.16

A small body of empirical research both supports and challenges these greed- and grievance-based understandings of how corruption gives rise to insecurity. Empirical research supports, in particular, the existence of a causal relationship between corruption and the risk or likelihood of ‘large scale ethnic violence’.17 This line of research is premised on the conception of ethnic conflicts as grievance-based, and the idea that corruption forms an underlying motivation for ethnic violence, not a proximate cause of a particular violent action.18 Corruption creates a way for ethnic groups to influence the political decision-making process, outside of formal political institutions, such as electoral systems or State structures.19 Networks of corruption have an exclusionary effect because they tend to form along ethnic lines, thereby benefiting some ethnic groups over others.20 Members of one ethnic group may, for example, use bribes to influence political decision-making in favour of their ethnic group, to the detriment of other ethnic groups. Corruption can also distort political decision-making by creating an incentive for officials to prioritize expenditures that offer better opportunities for corrupt dealings, such as defence contracts, rather than education or health projects. When some ethnic groups have greater influence over decision-making processes than others, this can give rise to grievances amongst excluded ethnic groups, ultimately leading to ethnic violence.

Another empirical study, however, points in the opposite direction, meaning that social scientists have also shown that corruption can have a stabilizing effect in some circumstances, particularly in oil-rich States.21 While both oil wealth and corruption are associated with a heightened risk of armed conflict, oil’s harmful effect decreases with the level of corruption. Some oil-rich States, such as Saudi Arabia and Gabon, do not face violent opposition even though they engage in political corruption that damages the economy and society.22 This can be explained by the fact that government actors can use income generated from oil wealth to bring about stability in the relationship between the State and society.23 They may misuse oil revenue for the purpose of patronage or clientelism, meaning private payoffs that aim to preserve and expand political power.24 By selectively distributing rents or ‘sharing the spoils’ of oil wealth with some groups, high-level government officials can create supporters who have a stake in the continuation of the existing political order.25 Thus, in some oil-rich countries where State institutions are weak, political corruption may actually reduce the risk of violent uprising.26


2. Insecurity as a Cause of Corruption


Another strand of social science research on the relationship between corruption and global security focuses on how State-building in post-conflict societies creates unique incentives for corruption and breeds greater tolerance of corruption on the part of international actors.27 Social science research based on case studies describes how post-conflict societies are especially susceptible to corruption due to the nature of post-conflict regimes. This susceptibility stems from the presence in post-conflict societies of many of the factors that are associated with corruption in any society, whether post-conflict or peaceful. These factors include ‘poverty, weak institutions, lack of trust in law enforcement, a poorly functioning judiciary, and the marginalization of minority groups’.28

These factors can incentivize corruption in a number of distinct ways.29 First, where infrastructure has been destroyed during a conflict, large infrastructure projects in the post-conflict period can represent prime opportunities for high-level officials to solicit bribes or embezzle funds. Moreover, in a post-conflict environment there may be pressure on governments to pursue reconstruction quickly, without strong financial controls. Secondly, large influxes of emergency or development aid in a post-conflict period represent funds that are separate from internal tax revenues and therefore increase the risk of misappropriation by public officials. Thirdly, organized crime groups may have emerged during the conflict, and may continue to grow in size and power after the conflict, as former combatants join the groups. Corruption is a key tool of organized crime groups, and may facilitate their capacity to undermine law enforcement and effectively merge with State entities.

Recent quantitative empirical research has gone beyond the existing qualitative empirical research, based on case studies and anecdotal evidence, by demonstrating that power-sharing arrangements in post-conflict States increase corruption levels.30 One study focuses on power-sharing arrangements amongst a small circle of government and rebel elites, at the cabinet level of an executive branch. While power-sharing between the government and rebels might be necessary to achieve peace, such power-sharing is also a cause of increased levels of corruption, which can in turn threaten the prospects of maintaining peace in the long term.31 These elites are conceptualized as individuals who will engage in rent-seeking behaviour by using public funds stemming from taxes, natural resources, and foreign aid to generate private income and to secure their power through patronage networks.32 Because power-sharing arrangements tend to be temporary, elites may, in particular, have an incentive to capture as much of the State’s resources as possible, before an elected government replaces the transitional, post-conflict government.33 From a policy perspective, these findings suggest that power-sharing arrangements may bring short-term stability at the end of a conflict, at the cost of heightened levels of corruption and delayed economic development, in the longer term.34


D. The International Legal Framework


Bearing in mind the various relationships between corruption and global security, this section begins by exploring the extent to which States concluded anti-corruption treaties on account of, or in response to, corruption’s role as both a cause and a consequence of insecurity. The following also considers the extent to which anti-corruption treaty law can serve as tools or guides for States and also non-State actors seeking to combat corruption and promote global security. The 2003 UNCAC will be the focus of this analysis, although references will also be made to the Organisation for Economic Co-operation and Development’s (OECD) 1997 Convention on Combating Bribery of Foreign Public Officials in International Business Transactions (OECD Anti-Bribery Convention)35 and the regional treaties that States concluded both before and after UNCAC.36 UNCAC will be the focus of this discussion in part because it is the most comprehensive anti-corruption treaty, as it not only includes provisions on criminalization, enforcement, and international cooperation, which are common features of transnational criminal law treaties, but it also includes more novel provisions concerning prevention of corruption and asset recovery. Moreover, UNCAC enjoys nearly universal participation, with 187 States Parties as of March 2020. UNCAC is therefore arguably the most significant anti-corruption treaty to date, even though many of its provisions impose vague or less than mandatory requirements on States Parties, and its actual impact in practice remains an open question that must be the subject of future research by lawyers and social scientists.


1. Insecurity as a Motivator of Anti-corruption Treaties


States have been motivated to conclude anti-corruption treaties in part because of corruption’s role in creating insecurity. The preambular language in UNCAC and regional anti-corruption treaties shows that the drafters primarily conceived of corruption as a cause of insecurity, rather than the converse, namely, insecurity as a cause of corruption.37 The preambles variously refer to corruption as a threat to the ‘stability and security of societies’,38 to ‘political, economic, social, and cultural stability’,39 and to the ‘stability of democratic institutions’.40 The drafters of the Inter-American Convention further considered that combating corruption is required for representative democracy, which is in turn an essential condition for ‘stability, peace and development’ in the region.41 The references in these treaties to the link between corruption and stability or security are brief and vague, but they nonetheless suggest that the drafters were partly motivated by corruption’s destabilizing consequences. Whether the drafters conceived of a causal link between corruption and insecurity in the form of armed conflict remains unclear. The only significant exception is the 1997 OECD Anti-Bribery Convention, which addresses the bribery of foreign public officials and makes no reference to the link between corruption and security or stability. The drafters of this treaty were instead motivated in good part by concerns about how foreign bribery distorts competition amongst businesses engaged in international business transactions.42 The preamble also describes bribery as conduct that ‘raises serious moral and political concerns’ and ‘undermines good governance and economic development’.43

UNCAC and the Inter-American Convention further acknowledge the link between corruption and other forms of criminal behaviour that are themselves causes of global insecurity. The preambular language of both of these treaties indicates that the drafters were concerned about the links between corruption and organized crime and money laundering, and the drafters of the Inter-American Convention also expressed deep concern about the link between corruption and the proceeds generated by drug trafficking, which undermine and threaten society.44 In general, however, anti-corruption treaties make no reference to other forms of transnational crime that tend to involve corruption and that have destabilizing effects, such as migrant smuggling, human trafficking, and arms trafficking. Each of these three phenomena is addressed in protocols to the 2000 United Nations Convention against Transnational Organized Crime (UNTOC), the treaty that inspired the drafting of UNCAC. Although social science research supports linkages between corruption and other forms of transnational crime, it is perhaps unsurprising that States have addressed these phenomena through the conclusion of distinct instruments that deal with these issues in relative isolation (although UNTOC does contain a provision on bribery).45 Treaties that deal with transnational crimes have been developed in a notably ad hoc manner, and tend to deal relatively separately with various crimes or methods of committing crimes, although newer treaties typically borrow from older treaties.46


2. Criminalization and Enforcement


The criminalization provisions of UNCAC and other anti-corruption treaties are meant to ensure that States Parties’ domestic criminal laws allow them to prosecute a core set of corrupt acts. The enactment and subsequent enforcement of such domestic laws represent fundamental elements of anti-corruption measures and campaigns, alongside policy-based approaches to combating corruption. Yet, scholarship on corruption by social scientists often includes little or no discussion of legal approaches to corruption, and in particular domestic criminal laws.47 The omission of any discussion of laws concerning corruption in most of the social science literature is especially noteworthy given that acts of corruption are criminal offences in virtually every State in the world, thanks in part to international anti-corruption treaties. The international legal approach to corruption is premised on domestic implementation of treaty obligations, and domestic enforcement. Like other transnational criminal law treaties, anti-corruption treaties do not make acts of corruption international crimes, but instead require States Parties to criminalize specific conduct in their domestic legal systems.48

Enforcement therefore takes place at the domestic level, under domestic criminal law, and not at the international level, before international criminal courts or tribunals. Some scholars and anti-corruption activists have advocated for the creation of an international court that could try individuals suspected of acts of corruption. Others have written about the need for an amendment to the Rome Statute of the International Criminal Court to include the crime of corruption, or the possibility of prosecuting corruption as a crime against humanity.49 But at present these ideas are aspirational and present their own problems, as any international court tasked with prosecuting corruption would likely encounter serious challenges related to immunities and the collection of evidence.50 The focus of this chapter therefore remains on how anti-corruption treaties provide for domestic criminalization and enforcement for acts of corruption.

UNCAC requires States Parties to criminalize some, but not all of the forms of corruption set out in Chapter III of the Convention. UNCAC includes the most comprehensive enumeration of corrupt acts, but the treaty’s comprehensiveness comes at the cost of uniformly mandatory obligations on States Parties. During the negotiations, when the delegations disagreed as to what should fall under the umbrella of ‘corruption’, they compromised by making the more controversial forms of corruption ‘semi-mandatory’, meaning that States Parties must only consider criminalizing certain types of corruption. UNCAC’s mandatory criminalization provisions include various forms of bribery (active and passive bribery of national public officials, and active bribery of foreign officials and officials of public international organizations);51 embezzlement, misappropriation or other diversion by a public official;52 money laundering;53 and obstruction of justice.54 All of these forms of corruption had previously been included as mandatory criminalization provisions in other transnational criminal law treaties, including regional anti-corruption treaties, with the result that their inclusion in UNCAC was uncontroversial.55 The drafters of UNCAC could simply lift language from existing treaty provisions.

All of UNCAC’s other criminalization provisions, however, only require States Parties to consider adopting domestic implementing legislation or other measures. These semi-mandatory crimes include the passive bribery of foreign officials and officials of public international organizations;56 trading in influence;57 abuse of functions;58 illicit enrichment;59 and private sector bribery and embezzlement.60 The obligation to consider is an obligation of conduct rather than an obligation of result, and could be satisfied, for example, by a debate in parliament about the adoption of legislation, even if the legislators ultimately decide against it.61 These provisions are semi-mandatory for a range of reasons. The delegations could not reach a consensus regarding the mandatory criminalization of trading in influence, for example, because some States criminalize ‘influence peddling’ by intermediaries, while in other States such conduct would be characterized as lobbying, a legal form of behaviour.62 Another controversial provision is illicit enrichment, which involves the criminalization of a ‘significant increase in the assets of a public official that he or she cannot reasonably explain in relation to his or her income’.63 Many delegations had concerns about the inclusion of illicit enrichment in UNCAC, because they considered that it would conflict with the presumption of innocence, a fundamental principle in domestic legal systems.64 As a result, most States Parties have decided not to criminalize illicit enrichment, especially developed States with advanced legal systems.65 In light of the controversies surrounding some of the criminalization provisions in Chapter III of UNCAC, the crimes set out in in this treaty have to be understood as an exhaustive enumeration of possible forms of corruption, but not a reflection of the types of corruption outlawed in all domestic legal systems.66

UNCAC’s provisions concerning the enforcement of anti-corruption laws address a range of issues concerning the capacity of States Parties to investigate and prosecute natural and legal persons for the acts of corruption that they have criminalized within their legal systems. The provisions on enforcement cover fundamental issues such as liability for legal persons; prosecution, adjudication and sanctions; jurisdiction; and statute of limitations—all issues that other anti-corruption treaties cover as well. The enforcement provisions also include more innovative articles that address cooperation with law enforcement authorities, cooperation between national authorities, and cooperation between national authorities and the private sector. Although UNCAC includes numerous provisions concerning enforcement, it does not address the possibility that anti-corruption prosecutions could themselves be destabilizing from a global security perspective.

This issue has, however, arisen within the context of the OECD Anti-Bribery Convention. Article 5 of the OECD Anti-Bribery Convention requires that domestic investigations and prosecutions of foreign bribery ‘shall not be influenced by considerations of national economic interest, the potential effect upon relations with another State or the identity of the natural or legal persons involved’. Article 5 does not expressly indicate that national security is a factor that domestic enforcement authorities may not take into consideration, but the terms ‘economic interest’ and ‘relations with another State’ arguably encompass national security in some circumstances.67 The term national security may be understood, for example, as referring not only to military and police security, but also to the general social and economic well-being of a State or its ‘economic interests’. Furthermore, the overlap between national security and economic interests may be especially evident in the context of the defence industry, which is one of the most corrupt industries.68 When defence companies based in a ‘home State’ conclude contracts for the sale of weapons systems to ‘host States’, the home State may have a strong economic interest in the success of the deal. Such weapons sales may also promote relations between the home and host States. Allegations of bribery in this context typically involve accusations that a defence company has bribed a public official in the host State in order to obtain or retain a given defence contract. The investigation and prosecution of such a case could give rise to national security concerns if the investigation or prosecution would result in the disclosure of information about the host State’s defence capacities or its national defence strategy.69

The United Kingdom’s Al Yamamah case illustrates another way in which the prosecution of foreign bribery in relation to a defence contract may raise issues of national security.70 In this case, the UK’s criminal investigation threatened the national security interests of the United Kingdom itself, the ‘home State’ in this instance. In 2004, the UK’s Serious Fraud Office (SFO) opened an investigation into bribes paid by the UK defence manufacturer, BAE Systems, to public officials in Saudi Arabia.71 BAE allegedly bribed Saudi officials in the context of a valuable arms contract between the United Kingdom and Saudi Arabia, for which BAE was the main contractor.72 After the Saudi government threatened to withdraw counter-terrorism cooperation with the United Kingdom should the SFO continue to pursue the investigation, the SFO dropped the case in 2006.73 The SFO’s decision to terminate the investigation led to litigation in UK courts, as two public interest groups, Corner House Research and the Campaign Against Arms Trade, brought an application for judicial review of the SFO’s decision. The House of Lords, however, never reached the question of whether the SFO’s decision conflicted with Article 5 of the OECD Anti-Bribery Convention, a provision which had not been incorporated into UK law at this time.74 Instead, the House of Lords held that, as a matter of domestic law, the SFO Director had not exceeded his discretion by deciding that the public interest in pursuing the investigation was outweighed by the public interest in protecting the lives of British citizens.75 This case nevertheless demonstrates the range of ways in which national security interests may arise in the context of anti-corruption proceedings and create dilemmas for prosecutors in their exercise of discretion. Article 5 of the OECD Anti-Bribery Convention arguably precludes prosecutors from terminating investigations or prosecutions on national security grounds, which may fall within the scope of ‘economic interests’ and ‘relations with other States’. UNCAC, however, leaves this issue untouched, with the result that in the enforcement context, many States Parties are free to balance national security interests and anti-corruption interests as they see fit.


3. International Cooperation


In order to ensure that States Parties are able to investigate and prosecute acts of corruption, anti-corruption treaties include provisions on international cooperation, in particular mutual legal assistance and extradition.76 The acts of corruption set out in UNCAC and other anti-corruption treaties may or may not involve transnational conduct that could necessitate international cooperation in the gathering of evidence or the freezing of assets, for example. While the bribery of foreign public officials involves, by definition, conduct that crosses State borders, other forms of corruption are not necessarily transnational in character. But in cases where the alleged perpetrators have engaged in conduct in multiple jurisdictions, treaty provisions on mutual legal assistance may help to facilitate the taking of evidence and many other forms of assistance, including the searches and seizures of assets, the examination of objects and sites, the provision of financial and business records, the identification or tracing of proceeds of crime for evidentiary purposes, and the facilitation of the voluntary appearance of persons in the requesting State Party.77 Corruption cases can also take on a transnational character where the accused or convicted person seeks to evade justice by fleeing to, or remaining in, a foreign jurisdiction, outside of the State conducting the criminal proceedings. In such cases, provisions on extradition facilitate the surrender of an accused or convicted person from the ‘requesting State’ that is conducting the proceedings, to the ‘requested State’ where the accused or convicted person is seeking safe haven.78

The intricacies of UNCAC’s lengthy and detailed provisions on mutual legal assistance and extradition lie beyond the scope of this chapter. But one of the grounds on which States Parties may refuse a request for mutual legal assistance merits brief mention, as it concerns matters of security. If a State Party considers that the execution of a request for assistance ‘is likely to prejudice the sovereignty, security, ordre public or other essential interests’, then it may refuse the request.79 This ground for refusal is not new to UNCAC, but in fact replicates an exception included in earlier treaties, including the European Convention on Mutual Assistance in Criminal Matters, and the 1999 Council of Europe Criminal Law Convention.80 The word ‘may’, rather than ‘shall’ signifies the discretionary character of this provision, which allows but does not require States Parties to refuse mutual legal assistance requests on this ground. The term ‘security’ may be understood as having both external and internal dimensions, meaning that it encompasses both defence by the military against external threats, and police measures directed towards domestic security.81 Requests for mutual legal assistance could conceivably raise security concerns where, for example, the public disclosure of information about the requested State’s national security strategy might result. Like other transnational criminal law treaties, UNCAC allows States Parties to prioritize national security concerns over international cooperation in relation to anti-corruption proceedings.


4. Prevention


The prevention of corruption is of particular relevance for this chapter on corruption and global security, in light of the causal relationship between corruption and insecurity, as discussed above. Given that corruption is an underlying cause of insecurity, legal and policy approaches to the prevention of corruption must be considered by policymakers grappling with the subject of global security. For the most part, anti-corruption treaties do not address prevention.82 This topic is typically omitted from transnational criminal law treaties, which tend to focus on criminalization, enforcement, and international cooperation. UNCAC, by contrast, includes an entire chapter on preventive measures. While these provisions in Chapter II of UNCAC are innovative and wide-ranging, they are also replete with qualifying language and semi-mandatory or non-mandatory language.83 UNCAC’s provisions on prevention address various aspects of the public sector and public administration, including human resources systems for civil servants, codes of conduct for public officials, rules for the conduct of the judiciary and prosecution service, public procurement and the management of public finances, and transparency in public administration. The private sector’s involvement in corruption is the subject of provisions that concern auditing and accounting standards and the prevention of money laundering. Lastly, the chapter includes a provision on the participation of society, including non-governmental organizations and the media, in preventing corruption. Although these provisions on prevention are contained within an anti-corruption treaty, their scope is broader, as they concern many aspects of good governance in general.

The only mention of national security in the chapter on prevention may be found in Article 13, which concerns the prevention of corruption. Society’s participation in the prevention of corruption depends in part on awareness of the existence, causes, and gravity of corruption, as acknowledged in the chapeau of the article. The publication of such information about corruption can, for example, take the form of reports by non-governmental organizations and media reports. Article 13(1)(d) accordingly provides that States Parties should respect, promote, and protect the freedom of society ‘to seek, receive, publish and disseminate information concerning corruption’. This freedom may, however, be subject to certain restrictions, but these ‘shall only be such as are provided for by law and are necessary…for the protection of national security or ordre public or of public health or morals’. An interpretative note included in the travaux préparatoires for UNCAC indicates that Article 13(1)(d) is intended not to modify States Parties’ existing human rights obligations, but to ‘stress’ the human rights obligations already undertaken by States Parties.84 This qualifying language, in fact, replicates the language in the International Covenant on Civil and Political Rights, in the provision on freedom of expression (Article 19(3)).85 The same concerns about the publication of sensitive information about defence capabilities and national security strategies may explain why States Parties included such a qualifier in Article 13, which already includes broad qualifying language in the chapeau (providing that each State Party shall take appropriate measures ‘within its means and in accordance with fundamental principles of its domestic law’). The balance struck in Article 13 between freedom of expression and national security is therefore uncontroversial, when viewed from the perspective of international human rights law. In the anti-corruption context, however, this balance is a particularly sensitive one, in light of the fact that journalists who write about corruption are in practice uniquely vulnerable. According to the Committee to Protect Journalists, for example, nearly a third of all journalists whose murders have been linked to their work since 1992 were reporting on corruption (265 out of 857).86 When viewed from this perspective, Article 13 as a whole does little to specifically address this well-known and very troubling phenomenon.


E. Contemporary Challenges and Outlook


Measuring the impact of international anti-corruption law represents one of the greatest contemporary challenges in the anti-corruption field. As discussed above, social scientists have been able to show that a causal relationship exists between corruption and insecurity. Furthermore, anti-corruption treaties address essential elements of any anti-corruption strategy that States could pursue for the purpose of achieving greater security or dealing with the aftermath of insecurity. Yet, the unanswered question is whether these anti-corruption laws can or have had any measurable impact on levels of corruption and security. Researchers have not demonstrated that these anti-corruption treaties are actually reducing corruption and thereby promoting security. Moreover, the reduction of levels of corruption is not even one of UNCAC’s stated goals. Instead, UNCAC aims in part to promote anti-corruption measures and international cooperation. In other words, the goal is largely the implementation and enforcement of the treaty’s provisions.87

Regardless of UNCAC’s stated goals, measuring the treaty’s impact is a very valid line of research, if very difficult to execute at present. The difficulties stem partly from the fact that data on levels of corruption are, in general, non-existent or unreliable. Perpetrators of corruption go to great lengths to conceal their transactions, and unlike other crimes, such as murder or arson, for example, the existence of corruption may go unreported or undetected, at least for some time. Commentators sometimes reference breathtaking estimates of the yearly cost of corruption or money laundering, but the methodological basis for these figures and the exact source of these estimates is typically unclear. Levels of corruption can, however, be measured indirectly, through proxies such as perceptions of corruption levels amongst the business community, which is the approach taken by Transparency International in its Corruption Perceptions Index.88 Such measures of corruption are relative and indirect, but are currently among the only available data on levels of corruption. Thus, the relative impact of anti-corruption laws on perceptions may be measurable, but the absolute impact on corruption levels remains seemingly out of reach, at least for the time being.

In the meantime, treaty-monitoring bodies have produced a significant body of data about the domestic implementation of these anti-corruption treaties, and, to a lesser extent, the domestic enforcement of anti-corruption laws.89 UNCAC, the OECD Anti-Bribery Convention, the Inter-American Convention against Corruption, and the CoE Criminal Convention all benefit from monitoring bodies which, to varying extents, gather information about compliance and issue recommendations to States Parties about how they should improve their domestic implementation and/or enforcement. These bodies have produced a wealth of information that allows researchers to assess whether States have undertaken necessary law reform, pursued enforcement actions, and engaged in international cooperation. These lines of inquiry do not necessarily allow for any conclusions to be reached about the impact of these treaties, but they do allow for conclusions about levels of compliance. Research on compliance is an essential first step; before researchers can measure whether enforcement actions deter corruption, for example, they must be able to establish whether States are in fact implementing and enforcing their treaty obligations in the first place.

Social scientists and lawyers still have much work to do in understanding the precise relationships between corruption and global security, and how international anti-corruption law operates in practice. Ideally, social scientists and lawyers would do some of this work together. Interdisciplinary collaboration has the potential to yield some insights, for example, into whether States are complying with their international legal obligations under anti-corruption treaties, and if so, to what end. More interdisciplinary work could also help to ensure that when social scientists and lawyers speak of ‘corruption’, they are referring more or less, to the same set of criminal acts. Only with more research about the links between corruption and security and the role of anti-corruption law, will policymakers and lawmakers have the necessary evidentiary basis for designing anti-corruption strategies in the future.
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Chapter 9


Internal Strife and Insurgency

Christian Henderson



A. Introduction


The terms ‘internal strife’ and ‘insurgency’ encompass a range of situations from peaceful and violent protests and demonstrations to rebellions against the government to full-blown armed conflicts. Such situations may either occur entirely between the governmental forces of a State and a non-State armed group (or between two such groups) or, as is more often the case, may be fuelled by third States or even involve them directly.1 The uprisings of the Arab Spring since 2011, in particular the horrifying continuing crisis in Syria, provide a near textbook example of these different conditions of internal strife, and their actual and potential impact upon regional and global security.

Traditionally, international law neither expressly permitted nor prohibited individuals or groups within States to revolt against their government, or against each other,2 nor provided much in the way of rules regulating their actions during the course of such internal strife, leading some to declare the ‘neutrality’ of international law regarding such issues.3 Similarly, it was traditionally the case that ‘[g]overnments faced no limitations on their ability to quell internal uprisings’.4 Today, while international law retains a certain neutrality regarding the right of individuals and groups to rise up against their government (or indeed each other), governments and State officials are no longer permitted to simply resort to forcible measures against individuals and groups within their territory; how they respond to the disruptive and possibly violent actions of these groups is more firmly regulated—and, with that, limited—by international law.

This contribution intends to provide a broad yet concise overview of the international legal frameworks that regulate internal strife and insurgency, with a particular focus on international human rights law (IHRL) and the applicability of the law of armed conflict (LOAC) and the ways that this framework interacts with IHRL. What is more, from a global security perspective, it is the possibility of outside intervention and the attendant frameworks and rules of international law that are arguably most pertinent and controversial. There have been several recent developments potentially impacting the international law governing internal strife and insurgency and the chapter will explore these and some of the recent situations that illustrate them, before concluding.


B. Legal Framework



1. Law Enforcement


Instead of starting with the imposition of obligations upon States, the law enforcement paradigm inversely begins with the rights of individuals under IHRL, with States’ and State officials’ obligations flowing from these.5 In this respect, and with particular relevance to internal strife and insurgency, individuals have the right to life,6 the right to be free from torture,7 the right to liberty and security,8 the freedom of thought and expression,9 the freedom of association,10 and the right to peaceful assembly and protest.11 However, while several human rights are absolute, many others are not. Accordingly, while individuals have an absolute right to not be subjected to torture under any circumstances, there are situations in which either the interruption of a protest—including through forceful means—or even the taking of an individual’s life may be lawful.

These rights are contained in various human rights treaties which state the rights and, if relevant, the strict conditions under which some may be limited or derogated from.12 However, regulation of State actions concerning these rights is encased within the broader law enforcement paradigm, incorporating also ‘softer’ non-binding instruments, including the 1979 Code of Conduct for Law Enforcement Officials and the 1990 Basic Principles on the Use of Force and Firearms by Law Enforcement Officials.13 Generally, this paradigm provides that State officials carrying out law enforcement duties, whether police or military personnel,14 are exceptionally permitted to resort to the use of forcible measures when necessary, in particular where non-forcible measures ‘remain ineffective or without any promise of achieving the intended result’ or legitimate objective,15 and only in a proportionate manner and to the extent strictly required.16 In this context there is special attention given to the use of firearms.17

Even more restrictively, intentionally lethal force, whether or not through the use of firearms, is permitted solely when strictly necessary in order to protect life and less extreme measures are insufficient to restrain or apprehend the suspected offender.18 In gauging whether such action meets this strict standard of necessity, it must be clear that a real and imminent threat to the life of either the law enforcement official concerned or others exists.19 In addition, the use of intentionally lethal force must be strictly unavoidable, with other less-lethal means proving ineffective or without any promise of protecting life. Indeed, the right to life provides that ‘no one shall be arbitrarily deprived of [their] life’.20 And as the right to life is an individual right,21 the necessity and proportionality of the use of lethal force must be assessed against the specific actions of individuals, not groups as a whole. Hence, it is not permissible to shoot with lethal force at a group of people merely because they are participating in a violent riot. Rather, a clear imminent threat posed by each individual targeted must exist.


2. The Conduct of Hostilities Paradigm


There may come a point during internal strife when a transition in the applicable legal frameworks occurs, from law enforcement operations to armed conflict. Given that the doctrine of belligerency and its associated ad hoc regulatory approach is mostly of historical significance today,22 situations of violent and prolonged internal strife or insurgency that begin to challenge the authority of governmental authorities will normally be regulated under the law of non-international armed conflict,23 as found in Common Article 3 (CA3) of the Geneva Conventions and the 1977 Additional Protocol II (AP II), as well as customary international law. There are, however, differences in the applicability of CA3 and AP II, in that while the ‘elementary considerations of humanity’ contained in CA3 apply to all States,24 AP II, which develops and supplements CA3,25 while having a higher threshold of applicability,26 only applies to States that have signed and ratified the Protocol.

This framework specifically does ‘not apply to situations of internal disturbances and tensions, such as riots, isolated and sporadic acts of violence and other acts of a similar nature’27 but instead to protracted hostilities of a particular intensity.28 So while internal strife might at first be governed solely by the law enforcement paradigm, if the severity and gravity of the situation on the ground reaches a certain point it then falls to be regulated by the LOAC. In addition, and connected to the intensity requirement, the armed group(s) involved must be sufficiently organized,29 and any armed hostilities must have a nexus with the armed conflict.30

These vague criteria leave much room for disagreement as to whether they have been met, raising the question of how to assess whether LOAC has come into application. This evaluation is not always easy, as the International Tribunal for the former Yugoslavia has remarked, yet relevant factors include the number, intensity, and duration of individual confrontations, the type of weapons and other military equipment used, the number and calibre of munitions fired, the number of persons and type of forces partaking in the fighting, the number of casualties, the extent of material destruction, and the number of civilians fleeing combat zones.31 In addition, if and when the UN Security Council (UNSC) begins to identify violations of LOAC (as well as to call upon the parties to refrain from violating LOAC), then it can be credibly claimed that the situation and applicable frameworks have shifted. The 2011 uprising in Syria is a pertinent example. While the internal strife began with demonstrations in Daraa, as the situation intensified the UNSC began to refer to violations of LOAC in its resolutions,32 indicating that a shift in applicable legal frameworks had occurred.

However, it is not in fact a case of simply ‘transitioning’ from one framework (IHRL) to another (LOAC), given that IHRL continues to apply during armed conflicts.33 Indeed, the law enforcement paradigm does not cease to apply during armed hostilities, although the way that it is interpreted and applied is altered and LOAC becomes the lex specialis.34 For example, while all individuals have the right at all times to be free from arbitrary deprivation of their lives, during hostilities this must be read in light of the applicable LOAC rules.35 In this respect, while in the context of law enforcement the taking of life is permitted only in exceptional circumstances,36 the taking of life during hostilities depends on the status of the individual concerned either as a combatant (a member of a State’s armed forces) or a member of an armed group to the armed conflict.37 That said, the targeting of individuals may also be determined according to the conduct of the individuals concerned, in that civilians may be exceptionally targeted if and for such time they directly participate in hostilities.38 As such, while no one shall be intentionally or arbitrarily deprived of their life, an intentional killing of a combatant, a member of an armed group, or a civilian directly participating in hostilities will not be deemed to be arbitrary as LOAC permits killing under these circumstances.39

Additionally, while killing under both frameworks is governed by a principle of necessity, in law enforcement the principle of ‘absolute necessity’ restricts force to a last resort and which pursues a legitimate aim, while under LOAC ‘military necessity’ to use force against legitimate targets is presumed. Furthermore, under the law enforcement framework, in gauging proportionality, a balance between the risks posed by an individual and the potential harm to this individual and to bystanders by a particular action is required,40 whereas LOAC proportionality does not apply to legitimate targets of attack and also tolerates more incidental loss of life than the law enforcement paradigm.41

Both frameworks will be relevant when situations of civilian unrest—for example, demonstrations and riots—arise while combat operations against an armed group are taking place,42 something which happened in early 2018 when Israel responded to protests by Gazan civilians while in an armed conflict with Hamas.43 Indeed, ‘the two situations of violence may even intermingle, for instance when fighters are hiding among rioting civilians or demonstrators’.44 In such situations ‘it may become difficult to distinguish fighters from rioting civilians and to identify the relevant applicable paradigm’.45


3. Outside Intervention in Internal Strife


While internal strife predominantly takes place within one State, and in that sense is internal, it may also have external elements, in particular in the form of third States directly or indirectly intervening. In this sense, the framework and rules governing intervention and inter-State use of force become applicable.

States are prohibited from intervening in the internal affairs of other States, that is, they are not permitted to employ coercion against other States so that political, economic, social or cultural choices are no longer made freely.46 Coercion involving the use of force is, in particular, prohibited under Article 2(4) UN Charter and customary international law.47 While self-defence and authorization by the UNSC represent exceptions to this prohibition,48 if a State intervenes in another upon the invitation or consent of that State, for example to help the authorities maintain law and order or conduct hostilities against enemy fighters, then its actions do not engage the prohibition of forcible intervention in the first place.49

A State is an abstract entity and hence the question arises who may invite or give consent to the intervening State.50 Under international law governments may invite outside intervention, while opposition forces or insurgents may not.51 This is not to say that States do not intervene on behalf of opposition groups, but rather that they have not done so on the basis of a legal right to assist such groups.52 Instead, States often deny that they are assisting opposition forces in another State, providing covert indirect support like weapons and training, which was the case for much of the Cold War.53 Such support, while insufficient in itself to constitute an ‘armed attack’, thereby triggering the right to self-defence under Article 51 UN Charter, does nonetheless constitute a use of force under Article 2(4) UN Charter and customary international law.54 Other forms of assistance, such as the provision of non-lethal equipment or the supply of funds, undoubtedly constitute acts of intervention in the internal affairs of the State concerned, but not a use of force.55 In other cases, States have claimed that intervention in support of opposition groups is justified upon the basis of individual or collective self-defence.56

However, it may be that a State, in supporting an opposition group, claims to be intervening in support of the legitimate authorities of the State. This could be through a State installing a new regime, which subsequently extends an invitation to that State to intervene, as occurred with the Soviet Union’s intervention in Afghanistan in 1979.57 Alternatively, it may be claimed that an opposition group has assumed governmental authority through its de facto effective control of the State territory.58 Indeed, effective control is the traditional method of identifying governmental legitimacy. Yet, it may also be claimed that an intervention has taken place upon the basis of an invitation from an opposition group with greater democratic legitimacy than the incumbent regime,59 or upon the invitation of a democratically elected leader that has either been ousted from, or has yet to assume leadership of, a State. However, while the political goals underlying an intervention may include the (re)establishment of democratic government this has ‘not led states to espouse a legal doctrine of “pro-democratic” invasion without UN authority’.60

Alternatively, a State may claim that an opposition group, and the ‘people’ they represent, possess the right of self-determination which justifies intervention in support. During the Cold War, national liberation movements were recognized as having the right to ‘struggle’ for self-determination,61 although it was not clear whether ‘armed struggle’ was permitted. Nonetheless, while all States were urged ‘to provide moral and material assistance to all peoples struggling for their freedom and independence’,62 in declaring that ‘[i]n their actions against, and resistance to,…forcible action in pursuit of the exercise of their right to self-determination, such peoples are entitled to seek and to receive support in accordance with the purposes and principles of the Charter’,63 support involving the direct or indirect use of force would appear to have been excluded, as the Charter makes no provision for the use of force upon this basis. In addition, while no objective definition of a ‘people’ exists for the purposes of the right of self-determination, there also appears to be no ‘support for the right to use force to attain self-determination outside of the context of decolonization or illegal occupation’.64 While those in power—either through effective control or democratic credentials—possess the right to request outside intervention, much will also turn on whether an intervention impedes the realization of self-determination.65

There is, in this respect, notable support for the ‘negative equality’ principle, meaning that if a civil war is in progress—and the outcome of the conflict is unclear—States should refrain from interfering and potentially influencing the outcome one way or the other, on the basis that to do so would negatively impact the right of self-determination.66 During often messy civil wars adherence to this principle avoids the need to identify those with authority to consent or establish that an invitation has been validly given.67 It also avoids escalating internal strife into an international armed conflict.68 Yet, the principle also overlooks the absence of clarity as to what exactly constitutes a ‘civil war’ and whether one exists in the circumstances,69 leaving much to subjective determination. In addition, if the principle only becomes applicable when the intensity of fighting has reached the level of civil war it ‘appears to provide a greater right of self-determination to those with the capabilities to fight’.70 In this respect, given that the negative equality principle is based upon not impeding the right of self-determination it should also arguably be applicable beyond full-blown civil wars to situations of domestic civil and political unrest.71 It has, in any case, arguably not been followed in State practice,72 while an absence of consensus amongst scholars remains.73

Scholars supportive of the negative equality principle also accept, however, that an intervention in support of one side in a civil war can justify a ‘counter-intervention’ in support of the other,74 primarily on the basis that the initial intervention internationalizes the conflict with the negative equality principle thereby losing its relevance. Concerns might be raised regarding the potential abuse of such a principle. Indeed, this was arguably witnessed by the USSR’s intervention in Czechoslovakia in 1968 and Afghanistan in 1979.75 The required degree of prior intervention in order to permit counter-intervention is also unclear.76 If adhered to, this principle could be seen as supporting the principle of self-determination, in that the purpose of a counter-intervention would be to reverse the negative impact of the original intervention. Yet, whether there is a need for proportionality between the prior intervention and the counter-intervention is another issue that remains unclear.77

Finally, it is possible that the purpose of an intervention may affect the way it is viewed legally.78 For example, while an intervention which aims to aid government forces in the context of a civil war, and thus potentially interfere with the right of self-determination, may be unlawful, intervention with the government’s invitation or consent for other purposes, such as fighting terrorism, may be seen as permissible.79 While this can be observed to an extent in State practice,80 identifying and confirming the legitimacy of the proclaimed purpose of intervention will often be problematic.

In the event of intervention, the applicable LOAC framework between opposition fighters and the government will still be that regulating non-international armed conflicts. If the intervening State intervenes on behalf of an opposition force indirectly—through the provision of weapons, funding, training etc—then while this might constitute a use of force against the territorial State the armed conflict will remain one between the governmental and non-governmental forces concerned.81 If, however, the non-governmental forces operate under the effective control of the intervening State or the State intervenes directly with its own armed forces then the framework governing international armed conflicts becomes applicable.82


C. Recent Developments and Contemporary Challenges


There has been no shortage of incidents over recent years that fall within the purview of the topic of this chapter, producing challenges to the legal frameworks and having consequences for both regional and global security. The revolutionary spirit that has spread through Africa and the Middle East since 2011 (the ‘Arab Spring’) led to a wave of peaceful and violent demonstrations, protests and riots and in many cases insurgencies, civil wars, and foreign interventions. While the uprisings in Tunisia, Egypt, and Yemen resulted in the overthrow of the government, in Libya it led to a civil war with an intervention by NATO resulting in the killing of the leader, Muammar Gaddafi, and a regime change.83 This intervention, while arguably conducted to protect civilians,84 exemplifies the longer-term repercussions for internal and regional peace and stability of taking such action without any plans for the aftermath. On the other hand, the uprising in Bahrain was crushed by the government, supported by a direct intervention by several Gulf States,85 while a catastrophic civil war continues to this day in Syria, fuelled by outside intervention by several States, most notably Russia, the US and Qatar. In the early days of the Syrian uprising there was condemnation of violations of IHRL by State agents,86 followed by condemnation of violations of LOAC by both sides,87 demonstrating the transition in applicable legal frameworks.

As further examples, demonstrations of both peaceful and violent nature in reaction to severe austerity measures took place in Greece in 2010–11,88 while in April 2018 a nationwide revolt began against President Ortega in Nicaragua, initially in response to pension reforms. These later swelled into a broader rebellion to remove Ortega from power.89 The violent response of Ortega’s government led to the UN accusing it of ‘a wide range of human rights violations…including extrajudicial killings, torture, arbitrary detentions, and denying the people the right to freedom of expression’.90 Furthermore, the long-standing armed conflict between the Revolutionary Armed Forces of Columbia (FARC) and the government, which commenced in 1964, came to an end in June 2017, with FARC ceasing its activities and disarming under a peace agreement.91 Civil uprisings also took place in Côte d’Ivoire in 2011,92 The Gambia in 2016–17,93 and Zimbabwe in 201894 in response to disputed election results, while several States, for example Mali and Nigeria, have faced severe threats from insurgent Islamist groups.95 While the consequences of these incidents have often remained internal, there are cases where civil unrest has had regional security consequences. In 2014, a series of protests and civil insurrection took place in Venezuela against the economic policies of the government.96 This led to extensive migration to neighbouring States, including Brazil, Columbia, and Ecuador, which has resulted in the deployment of troops in light of security concerns arising from attacks by and against the migrants.97

In addition, and of particular note, Israel’s response to the Great March of Return in Gaza in 2018,98 during which Palestinians in the Gaza Strip demonstrated near the border fence with Israel, presented real challenges and raised questions regarding the appropriate application of the law, in particular the way in which the law enforcement and conduct of hostilities paradigms should interact and operate alongside each other. The rules of engagement of the Israeli Defence Force received particular attention, both in the blogosphere99 and through a challenge brought by 11 NGOs to the Israeli Supreme Court in the Yesh Din case.100

In what was a notable development, Israel asserted that within the LOAC framework, which it claimed applied in this situation, there are two regimes regulating the resort to force: the ‘conduct of hostilities’ paradigm, and the ‘law enforcement’ paradigm. The law enforcement paradigm embedded within LOAC, according to Israel, is ‘inspired by’, but not similar to, the law enforcement regime under IHRL, and applies where demonstrations are organized by a belligerent party, take place in enemy territory, and are used by the belligerent party to further its hostile goals.101 While under the law enforcement framework, as set out above, force is only permitted against individuals who pose an imminent threat to life,102 Israel was of the view that under its LOAC-law enforcement paradigm the ‘threat can be posed by a single individual, or by masses of individuals’ and that force might be resorted to so as to ‘address the threat before it materializes, even if the danger itself is not immediate’.103 In addition, the threat may be to the life of others but also ‘when there is a clear threat to infrastructure’.104 In essence, soldiers were permitted to fire live ammunition at anyone attempting to approach and damage the border fence, even if unarmed and posing no imminent danger.105 Intentional lethal force was permitted against ‘main inciters’, regardless as to whether or not they were directly endangering any lives.106 In this sense, Israel claimed that many of those killed were terrorists with a documented terror background.

On 24 May 2018, the Israeli Supreme Court unanimously rejected the NGOs’ petition.107 The position of the Court on several issues was not overly clear. Although it accepted Israel’s argument that the relevant legal framework was LOAC, implicitly accepting its version of it with a law enforcement paradigm,108 the Court did not clearly specify which paradigm within this framework—conduct of hostilities or law enforcement—covered targeting in the situation in Gaza.

Nonetheless, most controversy has actually arisen in the context of third State intervention. While such interventions have occasionally been justified as humanitarian intervention,109 self-defence,110 or as having received UNSC authorization,111 most often they have been justified upon the basis of an invitation by, or consent of, the host State government. And it is in this context that several recent developments and challenges to the law can be seen.

While identifying the entity with legitimacy to invite or consent to outside intervention has never been clear,112 the traditional criterion of effective control has been challenged in recent interventions. For example, there was widespread acceptance by the international community in 2013 of the legality of French military intervention in support of the Malian government, despite the fact that Islamist rebels controlled much of the north of the country and were gradually moving in on the capital.113 It seems that the validity of consent or invitation has, instead, more often been ascertained on the basis of recognition of the entity concerned having the authority or at least legitimacy to provide such consent. Traditionally, States have not tended to expressly recognize governments, but have rather left this to be implicitly determined in light of the interactions that take place with the entity concerned. More recently there have been examples of express recognition. This has sometimes been done collectively through the UNSC in an attempt to implement an election result. During the 2011 internal strife in Côte d’Ivoire, flowing from a disputed election between Alassane Ouattara and Laurent Gbagbo, the UNSC ‘[u]rge[d] all the Ivorian parties and other stakeholders to respect the will of the people and the election of Allasane Dramane Ouattara as President of the Côte d’Ivoire’.114 Following this there was an intervention by the UN Operation in Côte d’Ivoire (UNOCI) and French armed forces to enforce the election result,115 despite Alassane Ouattara not yet being in office, let alone in effective control of the territory.

Events in The Gambia in 2016–17 provide a further example. The sitting president, Yahya Jemmeh, refused to accept the results of the 2016 presidential elections and leave office, with the president-elect, Adama Barrow, immediately calling for assistance to enforce his electoral win after having been sworn into office.116 His claim was supported by UNSC Resolution 2337.117 Senegalese troops subsequently entered The Gambia as part of an Economic Community of West African States (ECOWAS) intervention.118 On both occasions, while the UNSC did not expressly authorize the intervention, the support provided to the democratically elected leader was apparently sufficient to legitimize the ensuing intervention.

The UNSC has also been seen to support leaders who have been forced into exile, and are therefore no longer in effective control of the territory of the State. For example, President Abdrabbuh Mansour Hadi of Yemen issued an invitation to a Saudi Arabian-led coalition to intervene and oust the Houthi rebels that had forced him into exile in 2015. This invitation received general support and the UNSC ‘took note’ of the request,119 the support arguably being offered upon the basis of Hadi representing the elected president of the country as opposed to being in effective control of it.

Upon the basis of these particular developments it is possible to conclude that ‘broad international recognition of the person inviting outside intervention may effectively compensate to a large extent for the lack of effective control over territory’,120 with it also being inversely true that a general lack of recognition can negatively affect perceptions of the legality of invited interventions. For example, Russia intervened in Crimea in 2014 upon the invitation of President Yanukovych after he had been forced to flee the country and had been replaced by an interim government through an act of the Ukrainian parliament.121 On this occasion, it was argued that ‘any consent [Yanukovych] might have provided for the Russian action is unlikely to have been valid because he was no longer effectively acting as president of Ukraine’,122 and therefore he ‘no longer had authority to represent Ukraine in relation to the use of force’.123 Yet, while the legality of the interventions in Yemen and Crimea are viewed differently, in neither case was the individual concerned able to act effectively as President of their respective countries. As such, while democratic legitimacy has the power to ‘validate an invitation to intervene by a government in exile that controls no territory’,124 the overriding factor appears to be the breadth and extent of the recognition that an individual and their government possesses.

The question arises whether recognition can also validate interventions on behalf of opposition groups or insurgents, if the latter pose a more democratic and stable future than the incumbent, perhaps democratically elected, regime. After the 2011 uprising in Libya, States began to recognize the National Transitional Council as the legitimate government, a recognition that was followed by the supply of arms and non-lethal military equipment and which permitted other measures such as the release of assets held in various States to the opposition forces.125 This all took place while Colonel Gaddafi remained in power and retained effective control over most of the country, leading some to argue that such recognition and subsequent supply of arms was premature and therefore illegal.126 By contrast, in the case of Syria States stopped short of providing full recognition to the Syrian National Council as the legitimate government, instead recognizing it as the ‘legitimate representatives’ of the people in 2012.127 This lack of recognition arguably led to much greater resistance by States to the idea of supplying it with arms and non-lethal assistance. The potential for negative repercussions for regional and global security of such premature recognitions of an opposition group was arguably less in Libya than in Syria, given the collective involvement of the UNSC and the lack of a big power, such as Russia, in support of the Gaddafi regime. In none of these cases, however, did States attempt to develop a standalone right of pro-democratic intervention.

A lack of general adherence to the negative equality principle has also been witnessed. For example, as the internal strife in Syria morphed into a protracted civil war, and while concerns were raised regarding the Russian supply of arms and subsequent deployment of its forces to assist the Assad regime, this was not on the basis that intervention in support of either party during a civil war was unlawful.128 States that went on to support the opposition groups in Syria also did not justify their intervention on the basis of the principle of counter-intervention. Similarly, France’s 2013 intervention in Mali at the request of the government came, and was accepted, after the Tuareg rebels of Le Mouvement national de liberation de l’Azawad (MLNA) had captured and controlled the entire northern part of the State and were less than 300 miles from the capital, although ‘no state raised the “negative equality” principle or spoke in opposition to the French intervention’.129

In practice, when States have intervened they have attempted to convince others that they are not intervening in a civil war, but instead for an alternative purpose. For example, while it might be questioned whether the internal strife had reached the level of a civil war, the Gulf Cooperation Council (GCC) intervened in Bahrain in March 2011 principally on the grounds of ‘contribut[ing] to the maintenance of order and stability’ following an uprising in the State.130 However, it later transpired that ‘[t]he GoB [Government of Bahrain] [had] expressed its concerns about a possible Iranian armed intervention in Bahrain’ and ‘that these concerns were among the principal reasons that it requested the deployment of GCC forces in Bahrain starting on 14 March 2011’.131 Similarly, in intervening in Mali, France denied that it was intervening in the war between the government and the MLNA, but argued that it was instead acting against Islamist terrorist groups.132

The Saudi-led coalition intervention in Yemen—Operation Decisive Storm—that commenced on 26 March 2015 in response to armed activity by the Houthi movement could be seen as an intervention in a civil war on the basis of an invitation by Yemen’s president. Indeed, it was launched to ‘protect the people of Yemen and its legitimate government from a takeover by the Houthis’.133 Yet, in its letter to the UNSC, Saudi Arabia placed clear focus not upon the consent or invitation but on the fact that the Houthi rebels were ‘supported by regional forces’ and ‘had always been a tool of outside forces’ and therefore there had been an act of ‘aggression’ against Yemen.134 While it might, therefore, be argued that the forces intervened against the Houthi rebels, consent to intervene in a civil war was not considered a sufficient justification by itself with Saudi Arabia also claiming counter-intervention, although it is not clear whether, and to what extent, Iran was supporting the Houthi rebels.

A central problem with this ‘purpose-based’ approach to intervention during civil war, however, is identifying and confirming the legitimacy of the proclaimed purpose of the intervention. In Mali, for example, while all three groups that France intervened against had been determined to be of a ‘terrorist’ nature by the UNSC,135 thus lending some legitimacy to the subsequent intervention, during the internal strife in Syria the Syrian government appeared to simply categorize all opposition forces as terrorist, meaning that winning the civil war and fighting terrorism had become indistinguishable.136


D. Outlook


While internal strife and insurgency traditionally remained outside the reach of international law and within States’ domaine réservé, this chapter has attempted to demonstrate that this is no longer the case. Yet, while the law has not remained static and can no longer be said to be entirely neutral on this issue, in an attempt to shift the law further, particularly in the context of large-scale internal strife, proposals have been advanced for more ‘internal’ regulation so as to bring the actions of non-State actors and insurgents within the purview of international legal regulation of both the use of force and armed conflict.137 Yet, the humanitarian imperative upon which proposals for a new framework governing ‘internal jus ad bellum’ and for a more developed internal jus in bello are based—in particular, providing the ‘privilege of belligerency’ to non-State armed groups with the aim of providing greater incentive for compliance with LOAC—has not been accepted without question.138

Yet, what should become clear is that while the basic standards and expectations contained within the rules and principles of the existing frameworks remain strong, their implementation is not straightforward and remains hostage to the subjective whims of those relying on them. In addition, and as the ongoing catastrophe in Syria demonstrates all too vividly, what might begin as peaceful protest can morph swiftly into a civil war and then into what might be described as a regional or even global conflict, with interventions not simply by regional States but by those further afield. The consequences for both regional and global security are heightened from the risks of instability caused through, for example, migration, while outside intervention—as both Syria and Yemen have vividly demonstrated—has the tendency of prolonging civil conflict and, with that, drastically increasing the negative humanitarian consequences.

While commissions of inquiry have in some senses partially filled an accountability gap, enforcement of international law in the context of internal strife remains poor. Despite the emergence of the concepts such as the Responsibility to Protect, the bulwarks of sovereignty and territorial control continue to remain stumbling blocks in ensuring accountability in such crises.
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Chapter 10


International Law and State Failure

Rob McLaughlin



A. Introduction


While each incidence of State failure ‘is taken as a unique event’,1 State failure is not unusual or remarkable for its rarity in the international system, indeed it is for some ‘a structural trait of the contemporary international system’.2 Furthermore, State failure is a multivalent concept, approachable from political, historical, sociological, developmental, economic, and myriad other normative, functional, and thematic perspectives—one recent study of State failure in Africa, for example, prioritized the distorting economy and organization of violence as both an indicia and a consequence.3 This chapter seeks to examine the concept of State failure from the perspective of international law as it concerns the facilitation, regulation, and occasionally the degradation of global security. The key point made is that international law, in this context, is primarily conceptualized as an enabler for security-informed responses to the phenomenon of State failure, and thus has been ‘focused mainly on how to resurrect (…) [failed States], while limiting the number of people harmed’.4 That is, international law approaches State failure from the perspective of restorative legal and institutional facilitation,5 with a structural predilection for a State-centric security framework. This has resulted in the nexus between ‘State failure’ and international law being dominated by two interlinked purposes: (1) promoting the normative continuity of ‘Stateness’6 for failed entities; and (2) managing the transition back to a minimum level of stable ‘Stateness’ with the least harm to the population and the international community.7 That is, international law’s approach to State failure is primarily one of remedy, not of acceptance. This is unsurprising given the empathy in international law and practice, as applied in State failure situations, for continuity in domestic legal arrangements—generally pending revision by the new government—in transitional and decolonization situations.8 It is also evident in the predisposition of domestic courts to seek continuity with applicable pre-strife law when assessing litigation arising out of periods of civil war.9 This chapter will consequently focus upon how international law defines, identifies, and facilitates initial responses to State failure. To this end, this chapter first seeks to evolve a working (and certainly imperfect) definition of ‘State failure’ from an international law perspective. The analysis then examines the adequacy of selected modes and indicators by which international law may recognize State failure. The chapter concludes with a brief comment on how international law generally structures initial responses to State failure.


B. ‘Defining’ State Failure



1. Definitional Approaches


There is no common or traditionally accepted definition of State failure; indeed, the ‘conceptual vagueness’ that surrounds it is ‘reflected in the proliferation of terminologies concerning the phenomenon of state collapse—for example, collapsed state, failed state, fragile state, shadow state, lame Leviathan, weak state’.10 Additionally, there is no clearly demarcated spectrum of State failure, and no attendant set of universal identifiers or milestones. There are certainly attempts to distinguish ‘weak States’ from ‘failed States’,11 just as there are schematic approaches that coalesce around differentiating factors such as ‘ability to broadcast power over (…) sovereign territory’, or the imperfect degree to which a government maintains its ‘monopoly on the legitimate use of violence’.12 However there is no universally accepted categorization scheme that assimilates all such factors, coherently orders them, and then assigns legally meaningful and nuanced degrees of failure.

Arriving at a working definition of ‘State failure’ from an international law perspective thus requires three iterative steps. The first is to determine what ‘State failure’ is not; that is, which elements or concepts, often evident in State failure analysis—and thus potentially fundamental to any definition—are in fact contested or partial, and thus cannot provide a robust definitional foundation. The second step is to then ask what purpose would or could such an international law definition serve, for this will provide some guidance as to the nature of any definition. The final step is to then propose a working definition of ‘State failure’ in the context of international law.


2. The Contested Utility of Certain Concepts in an International Law Definition of State Failure


The first and most fundamental conceptual distinction to be drawn is that State failure is not the same as State extinction; it may be a waypoint on the road to that outcome, but it is not synonymous with State extinction, nor analogous to it. This is important because it means that the criteria in law for identifying a failed State need not necessarily be the same as for State extinction. This is evident in the prevalence of legally significant statements to the effect that a failed State’s ‘Statehood’ has not disappeared.13 Indeed, State extinction is rare—as some analysts have observed, ‘“State death” as a result of external invasion, common before World War II, has almost disappeared since 1945’14—whereas State failure is not. Crawford’s survey of post-1945 State extinctions tallies to eight, of which only three were involuntary,15 and his concept of ‘State extinction’ essentially focuses on the loss or preservation of the ‘legal identity of the state over time’.16 The CIA State Failure Task Force, on the other hand, identified 127 instances of post-1945 State failure.17 The two concepts are thus related, but not identical. Indeed, it is arguable that the legal paraphernalia of State identity and recognition, and of identifying State failure, is in fact premised upon the raison d’être of preserving the particular State in existence as a legal entity, regardless of its current situation and the ‘abeyance’ of its ability to express its sovereignty. As Aust notes, it is the ‘extinction of the international legal personality of a party’ to a treaty that terminates treaty obligations;18 degrees of inability to perform those obligations—from comprehensive incapacity through to sectoral inability—may well indicate State failure, but do not indicate State extinction.

Secondly, State failure is not necessarily synonymous with ‘state collapse’.19 Thürer argues, for example, that the ‘failure’ of ‘Stateness’ is also evident in ‘aggressive, arbitrary, tyrannical or totalitarian’ States—the ‘opposite extreme’ from anarchic or collapsed States,20 albeit in such cases the failed State has ossified or frozen rather than disintegrated. In the 1990s, for example, Helman and Ratner identified at least three categories of ‘failing’ States, each evidencing different degrees and pathologies of failure, in which collapse was a subset but not a defining characteristic.21

This realization of the elastic and contextually determined limits of the concept of ‘failure’ also reveals that there is no causal correlation between a third definitional candidate—legitimacy—and State failure: ‘the history of the modern state is in no small part a history of rulers who are illegitimate.’22 This dismissal of a failure of legitimacy as the defining factor in State failure is not universally agreed, of course,23 but it must be accepted that while the absence of legitimacy may often be connected with State failure, it is not fundamental to it. There are illegitimate governments whose States are not failing; there are failing States whose governments are—at the very least—formally legitimate, even if incapable or overwhelmed. Additionally, the indicia of legitimacy may well differ contextually and culturally, if not legally,24 thus rendering it opaque as a readily and universally acceptable definitional foundation.

The fourth thing which State failure is not, is ‘Etats sans gouvernement’. On one hand, this descriptor is inadequately narrow, argues Thürer, because State failure carries the implication that not only all functions of the State, but also many private functions, have collapsed.25 Alternatively, as Brooks observes, it is too imprecise a description because it is necessary to ‘distinguish between governance structures, which all societies require, and the particular governance structures that have characterized the modern state’.26 That is, failed States often have non-State forms of governance (warlords, criminal gangs, commune, religious) actively expressing their mandates and competing for local priority. Consequently, it is not absence of government that is the issue—indeed, sometimes the challenge is actually a surfeit of competing governance options—but rather the absence of formal State governance. As Chopra noted, while correlating State anarchy or ‘voids’ with ‘the absence of any recognizable state machinery’ has a long and contested history, ‘this polarized disagreement altogether miss[es] the fact that the population continues to exist, that market forces of whatever kind are always at work, and that the social structures of indigenous communities invariably generate sources of political legitimacy according to their own paradigm (…)’.27 That is, absence of ‘government’ is clearly an imperfect indicator or definitional element of State failure. Furthermore, while there may often be ‘governance’ in fact,28 whether international law is doctrinally capable of characterizing that governance as a legally acceptable or definable mode of governance is another matter.

Finally, State failure can be conceived of as the failure of conflict management mechanisms—particularly when manifested as an unacceptable absence of responsible jurisdiction, or the failure of capacity to deconflict jurisdictional rub points with other States.29 This conception is itself open to multifarious taxonomies—an institutional-functional framework,30 and distinguishing between anarchic and phantom States being but two.31 It is not unknown to international law that physical space can be owned by none, however, this is generally accompanied by the caveat that such space is also usable by all. Thus, oceans and (albeit less universally accepted) space32 are often described as components of the common heritage of mankind, but then overlaid with governance regimes to facilitate deconfliction. Similarly, vessels without nationality/stateless vessels are not treated as physical sites in which no jurisdiction applies, but rather are immediately susceptible to the jurisdiction of any boarding State.33 But failed States cannot be thought of, even temporarily, as the common heritage of mankind, for to do so would be to invite ‘governance’ interventions by any or all in the absence of a claims deconfliction architecture such as applies over those components of the oceans that are considered to be common heritage. That is, even the apparently comprehensive failure of a State to evidence any capacity to engage with other States in order to resolve disputes does not mean that it has become juridically unpinned from ‘Statehood’. International law does not readily accommodate reversion to an undefined, porous, form of common heritage for which there is no alternative jurisdictional framework in place (as is the case for the oceans and, to a lesser extent, space).


3. What Purposes Might an International Law Concept of State Failure Serve within the Broader Context of Global Security?


Any attempt at defining State failure—in any disciplinary context—must be sensitive to the admonition that ‘[m]uch ink has been spilled on developing typologies of the forms of state failure, using either the degree of failure or its cause as a criterion’.34 The purposes that an international law definition of State failure might therefore serve within this broader dialogue on State failure thus include to: (1) describe a process; (2) denote an endstate or outcome; (3) delineate a spectrum; or (4) identify constitutive factors. I shall briefly address each before proposing an initial international law-focused definition of State failure.

First, a definition of State failure may be designed to describe a process.35 Thürer, for example, has described how ‘[f]ailing States are invariably the product of a collapse of the power structures providing political support for law and order, a process triggered and accompanied by “anarchic” forms of internal violence’.36 Gordon has emphasized the process of disintegration and ‘survivability’: ‘[t]he common theme is overwhelmed governments that are almost, if not completely, unable to discharge basic governmental functions’,37 accompanied by failure to afford ‘their populations even the most rudimentary standards of living’.38 Consequently, an international law definition of State failure that focused upon describing a process would likely seek to prioritize the legal indicia of ‘weakening’.

A second definitional approach is to denote State failure as an endstate or an outcome. Thürer, again, describes the political and legal consequence of State failure in terms of three interconnected outcome phenomena: geographical and territorial; political; and functional.39 A similar approach is adopted by Milliken and Krause, who ultimately define State failure as ‘a phenomenon that threatens to undermine the modern project of achieving political order’.40 An international law definition of State failure that focuses upon the endstate will, consequently, likely privilege indicia of ‘collapse’.

The third definitional approach is to conceive of State failure as a spectrum, a continuum of circumstances that afflict States with weak institutions.41 Rotberg, for example, distinguishes between weak and failing States,42 observing that a ‘collapsed state is an extreme version of a failed state’.43 This spectrum might range from failed States (such as Somalia), through failing States (such as Libya) through to weak States (such as Afghanistan), allowing for differentiations based upon the degree to which the State is ‘plagued with corruption (…) unable to effectively police their territories (…) not able to prevent abuses by powerful private actors’.44 At the other end of that spectrum is ‘State decay’,45 which is not necessarily State collapse or State failure, although it may be a step towards that characterization.46 The legal work required of this approach to State failure is the emphasis placed upon legal differentiations that nuance complexity and pathology. For example, a strong government may coexist with a weak State precisely because the government actively seeks to ensure institutional weakness to facilitate clientage, patronage, and corruption without fear of State organs interfering with or checking this power—as, for example, with Congo.47 However, such a definition would also be required to accommodate the fact that while some State weakness can be a consequence of the ‘ill will’ of rulers, other incidences of State weakness may arise irrespective of the best intentions of rulers.48

Finally, an international law definition of State failure may seek to describe a linked amalgam of identifying factors, and indeed all three of the other definitional approaches briefly noted above, of necessity leverage such identifying factors or criteria to some degree. One approach, for example, is to privilege the institutional and functional dimensions of State failure.49 The State Failure Task Force, employing a different ‘factoral’ approach, identified three ‘clusters of variables’ (all of which have legal dimensions) that evidence ‘a significant correlation with subsequent state failures: (1) quality of life; (2) openness to international trade; and (3) the level of democracy’.50 Lemay-Hebert’s taxonomy of approaches as either institutional or legitimacy-centric51 certainly emphasizes the definitional predisposition to establish casual or networked linkages between a set of factors and variables.52 Yet other scholars isolate the core State functions fulfilled by stable States, and define failure by their paucity or absence.53 Thus any international law definition that centres upon identifying factors will tend to hinge around legally delineating factor hierarchies, and describe the relationship between these factors and their causal role in State failure. Although it is this tendency that my basic definition ultimately favours, this is but one approach. Other international law definitions will undoubtedly privilege different factors, or indeed prioritize different relationships or hierarchies from within the purposive spectrum.


4. State Failure as a ‘Legal’ Concept


Given the analysis thus far, it is arguable that one approach to constructing an international law definition of ‘State failure’ is to essentialize capacity/effectiveness, expressed as a legal principle,54 as the key definitional attribute. That is, an international law definition ought not to fetishize legitimacy55 for it has been argued that ‘partial democracies, other things being equal, are on average three times more likely to fail’ than either autocracies or full democracies.56 My proposal, therefore, is that the ‘international law essence’ of State failure is defined by the loss of capacity of the State in question, to:



a. Represent, enforce, and apply the perquisites and obligations of sovereignty,57 (including—most importantly—the capacity to mediate conflict and ‘deal with’ disaffection internally),58

b. In compliance with that State’s international obligations.



However, while such an approach certainly emphasizes the failure of the ‘civilising value of the State’59, and prioritizes indicia that challenge the ‘aspiration to viability’60 implicit in ‘Stateness’, it is important to avoid construing failure merely in terms of institutional loss of ‘agency’ and/or loss of control over ‘agents’.61 Such an approach would impose an unnecessarily narrow interpretation of State capacity as constituting ‘willingness and capability of the state apparatus to carry out government policy’,62 because it may indeed be State policy to commit atrocity: Hence the necessary qualifier of State policy being in compliance with international obligations. Additionally, it is important to accept that while sovereignty in any given case of State failure may well be characterizable as a ‘legal fiction’, or subject to radically different historical or regional manifestations,63 it is nevertheless normatively key to legally characterizing capacity and its absence.


C. Recognizing State Failure


The basic international law-focused definition of State failure outlined above leverages three general criteria: capacity; sovereignty; and compliance. These are not unproblematic but their utility as definitional components may be further buttressed by examining two associated matters. The first is to briefly review the most ‘logical’ alternative international law definition of State failure—a ‘reverse Montevideo’ approach. The second is to briefly outline the subsidiary adequacy or otherwise of some of the alternative international law-nuanced indicators or markers that speak to these three general components.


1. State Failure is not Montevideo in Reverse


The iconic modern legal expression of the attributes of ‘Stateness’ is undoubtedly Article 1 of the Montevideo Convention: ‘The state as a person of international law should possess the following qualifications: a. permanent population; b. defined territory; c. government; and d. capacity to enter into relations with the other states.’ Might State failure therefore be legally characterized as ‘reverse Montevideo’? To some extent, the failed State can be conceptualized as the ‘dark’ mirror image of the ‘successful’ State,64 and as Lemay-Hebert explains, ‘[e]very scholarly contribution on statebuilding adopts, whether consciously or unconsciously, a definition of what it intends to reconstruct: a definition of the state’.65 The centrality of the Montevideo definition to ‘Stateness’ cannot be understated: Crawford describes the debate regarding recognition as generally bounded by constitutive or declaratory approaches, but he does so in order to adopt an appropriate interpretive methodology towards the Montevideo criteria.66

While some successful entities do not unquestionably meet all Montevideo requirements and are still considered successful examples of ‘Stateness’ (Taiwan, Vatican City),67 the Vienna Convention on the Law of Treaties (VCLT) Article 2(1) definition of a treaty as ‘between states’68 clearly excludes inchoate entities. This reinforces the idea that international law is focused upon continuity of ‘Stateness’ and does not have a well-developed, encapsulated regime for State failure—except to say it is not State extinction, nor is it recognition law in reverse. This indicates a significant hurdle for any attempt to use a reverse Montevideo approach to identifying a failed State: International law as it interacts with State failure is not equipped to determine the point of regression where a State slides back into a non-State, inchoate entity status, because international law takes as its underpinning normative fundamental that the maintenance of an entity’s persisting ‘Stateness’ or ‘Statehood’ is the first priority, so that it can be recuperated (unless extinguished by incorporation or other affiliation into or with another State). Similarly, as the International Court of Justice has indicated,69 international law is very permissive in terms of identifying individuals, offices, or institutions that might at any given time be said to represent or identify a State for treaty making purposes—this widely cast net is again indicative of the normative bias in international law to seek for and identify continuity of ‘Stateness’, rather than to readily accept or admit its absence or failure. Thus the emphasis in international law is clearly to stress ‘Stateness’ continuity—even if it is contested, or tenuous continuity. To that end, while international law may accept a temporary ‘abeyance’ of ‘Stateness’—such as with transitional administration70—it does not readily contemplate regression to pre-Stateness status, nor does it willingly contemplate State extinction, except in the rarest and most limited circumstances. Thus, State failure in international law cannot be easily characterized as ‘reverse Montevideo’ because the whole enterprise of international law is normatively underpinned by continuities, and normatively opposed to State extinction or regression to a pre- or non-State entity status.


2. Specific Subsidiary Legal Indicia of State Failure?


Given that a ‘reverse Montevideo’ approach is an inadequate basis for identifying instances of State failure, if specific legal indicators are required to add colour and form to the three definitional elements identified above, it is necessary to look more broadly afield. One option is to list a series of structural and political shortfalls—to ‘define the coexistence of civil war, political corruption, lawlessness, economic collapse, disease, ecological disaster, absence of basic infrastructure, and systematic human rights abuse as state failure’.71 Rotberg’s ‘indicia’ of State failure are similarly a mix of categorical and prudential, the ecumenical and the granular: weak or flawed institutions; inability to provide security; primacy of executive over legislative and judicial arms; deteriorating/destroyed infrastructure; slumped or failed privatization (formal or informal) of health and education; privileged economic opportunity; corruption; and so on.72 However, distilling specifically international law-based indicators that may assist in identifying incidents of State failure—that is, factual indicators with a specific international law definition or consequences—is a narrower task. Some possible options include: Implications of the ‘unwilling or unable’ doctrine; evidence of wide-scale human rights law and law of armed conflict (LOAC) violations; withdrawal from international trade and economic regulatory fora, regimes, and norms; and external manifestations of governance failures (whether by design, or as a consequence).

The first possible international law-defined specific marker is the application of the (contested) ‘unwilling or unable’ doctrine73—that is, where a finding is made that a State is unwilling or unable to act against a threat emanating from within its borders, this constitutes an implicit indication of State failure. In many respects this candidate indicator is fundamentally a subset of a yet broader approach to identifying State failure, founded as it is in the assessed inability of a State to enforce the ‘norm of territorial integrity’.74 To this extent, it is arguably an inadequate international law-based indicia, for the inability of a State to take advantage of the territorial integrity norm, or to prevent others from trampling upon the norm with respect to the State in question, is not a good legal marker. This is because this particular norm can be trespassed upon in a wide range of circumstances—armed conflict, occupation, invasion—which do not necessarily indicate State failure as a precondition, rather than a consequence, of transgression of the norm. Employing the unable or unwilling doctrine as a marker thus lacks sufficient fidelity to distinguish—as Milliken and Krause do, for example—between State collapse as a failure of institutions (a formalist approach), and State failure as being fundamentally a consequence of ‘functional failure’ (a consequentialist approach).75 And while it is certainly arguable that the most recent context in which the unwilling or unable doctrine has been applied—Syria76—also arguably evidences a high degree of State failure, the correlation is situational rather than definitive of either context. Taliban-controlled Afghanistan, for example, was a State considered unable (for political, ideological, and other reasons) to act against a threat given succour within its borders,77 but it could hardly be said that it was also on the failed State spectrum in the way that Syria (constituted by truncated and segmented areas of significant, or no, government control), or Libya (evidencing a more comprehensive loss of governmental control and its arrogation by a diverse network of competing non-State groups), were or are on that spectrum.

A second candidate for a clearly international law-informed marker of State failure is evidence of wide-scale human rights law and LOAC violations.78 Again, however, the correlation of State failure with atrocity may be more coincidental than causative—Rotberg, for example, has argued that ‘it is the enduring character of that violence (…) the direction of such violence against the existing government or regime, and the vigorous character of the political or geographical demands for shared power or autonomy that rationalize or justify that violence that identifies the failed state’.79 Similarly, it must also be recognized that a tyrannical State can equally engage in wide-scale atrocity and violations against its own population—as for example has been reported in relation to the DPRK80—without that State being readily characterized as being on the State failure spectrum. This, of course, has implications for the responsibility to protect (R2P) doctrine81 in that, while facilitating a legal path for territorially interventionist responses is often easier in State failure situations—for example, by finding an appropriate, acceptable, and accessible (and sometimes, manufactured) ‘representative’ to authorize what would otherwise be a territorial transgression82—it is much more difficult to overcome the absence of consent (or to manufacture it) in situations of atrocity inside a State that is not considered (yet) to be on the State failure spectrum.

A third candidate for an international law marker is withdrawal from international trade and economic regulatory fora, regimes, and norms. This is perhaps the most reliable international law-specific indicator. The State Failure Task Force, for example, found that

[i]nvolvement in international trade, as measured by trade openness, is associated with a lower risk of state failure in virtually all states and all contexts (…) Interestingly, it appears that it is the involvement in international trade itself, and not the eventual prosperity that such trade provides, that is the key to this effect.83

And while withdrawal from economic and trade processes may merely be a subset of Helman and Ratner’s characterization of a failed State as one ‘utterly incapable of sustaining itself as a member of the international community’,84 or Krasner and Pascual’s observation that ‘the traditional tools of diplomacy—demarches, treaties, dialogue—often have limited sway over actors unconcerned about their international image or legitimacy’,85 it may be that the first signs of incapacity and withdrawal may indeed manifest in the complicated trade and investment context. However, it does not necessarily follow that attempts to keep failing States tied into multilateral trade and investment fora and processes will arrest disintegration—the State Failure Task Force, for example, specifically noted that the record of ‘bilateral and multilateral’ policy and institutional engagement as a way to ‘forestall’ some State failures is at best inconsistent.86

A fourth candidate for an international law-defined indicator is the more amorphous category of governance failures, whether by design or as a consequence of other factors.87 The externally observable deleterious effects of a lack of ‘strong, capable institutions’88 is often emblematized by loss of control of borders—‘when its nominal borders become irrelevant and when one or more groups seek autonomous control within one or more parts of the national territory or, sometimes, even across its borders’.89 Another international law-defined, but contextually under-analysed, potential governance failure indicator is a rise in piracy.90 Hastings, for example, argues that discrete forms of piracy indicate different forms of State failure:

Because they combine a passable transportation infrastructure and a market with a level of enforcement that is enough to discourage long-running hostage dramas, but are inefficient or corrupt enough to encourage pirates to seize ships and cargo, weak States actually are better breeding grounds for sophisticated pirates than failed States are. Conversely, failed States may be havens for criminals and terrorists, but the evidence here suggests that they are not havens for particularly sophisticated criminals and terrorists.91

Hastings thus concludes that different typologies of State failure can in fact create or foster different typologies of piracy:

Proposition 1. The waters in or around failed States are disproportionately characterized by hijackings whose aim is exacting a ransom for the ship or crewmembers without disposing of the ship or its cargo.

Proposition 2. The waters in or around weak States are disproportionately characterized by hijackings whose aim is to seize the ship and cargo themselves.92

Another international law-nuanced governance failure indicator might be the loss of a State’s monopoly on means of organized violence, given that failing States ‘almost universally lack the requirements for successful stabilization’.93 However, while such discrete variables can provide useful and legally nuanced or expressible markers, individually they are neither universal nor fundamental. Nor are they adequately refined in the manner of legal criteria, and collectively they do not constitute a coherent legal ‘test’ for State failure. Thus, given its normative focus on, and endorsement of, ‘Stateness’ continuity—even tenuous, contested, superficial, ‘legal fiction’ continuity—international law is relatively intolerant of State failure as a potential legal ‘regime’. This is almost inevitable given that international law deals with State failure more as a context and a consequence, requiring the application of diverse and multiparty legal rights and obligations, than by offering a single, coherent set of criteria for identifying State failure situations.


D. Legal Responses to State Failure


One of the first definitive international security law responses that individual States may make to situations of State failure is to either buttress the legal fiction of State unity by reaffirming recognition of the ‘government’, or to switch recognition to a different group, declaring that this alternative group now represents the State in question. An example of the latter was the early French recognition of ‘Libya’s rebel leadership in the eastern city of Benghazi’ as the new representative of Libyan sovereignty during that State’s collapse.94 However, a global security-informed response to State failure will often follow once sufficient, and sufficiently powerful, third States have formed a view that a State is on the State failure spectrum, and that a coordinated international response is required.95 When this tipping point is reached, the UN is the first port of call.


1. The United Nations


Given that ‘the collapse of a State anywhere in the world is seen as a matter for the international community, since the international system as a whole is felt to be endangered if one of its members is seen to be no longer functioning’,96 the UN is well positioned as the primary clearing house for initial responses to State failure. To this end, the initial burden generally falls upon the UN Security Council (UNSC), given its primacy in the area of international peace and security.97 In this respect, Thürer98 and others have observed that there are four main pillars to UNSC responses to State failure: recourse to Chapter VII UN Charter; deployment of Peacekeeping Forces (noting, however, the critique that ‘UN peacekeeping limps along, applying partial solutions to complex problems’99); broad mandate interpretation (again, however, noting the ambivalent record of the UN on this count100); and addressing ‘all parties’ to the conflict, including non-State actors.101 These four factors then provide context for the specific type of security response, ranging from peace enforcement and transitional administration, through to less singular assertions of authority and control such as partnership with, and mentoring of, weak local institutions, negotiated and monitored factional power-sharing arrangements, and so on.102

Another option for UN action with respect to State failure could be a revival of the older concept of ‘trusteeship’, although this is an intensely problematic and deeply contested idea. UN Charter Articles 77 and 78, the normative weight afforded the principle of self-determination, and the practical fact that trust status is incompatible with sovereignty (the core attribute of ‘Stateness’),103 must thus moderate any enthusiasm for such revival. It should also be noted that the UN General Assembly (UNGA) holds a residual international peace and security mandate, and has established missions that deal with transition from one governance authority to another (such as with the UN Temporary Executive Authority (UNTEA), transitioning Irian Jaya from Dutch sovereign control to Indonesian sovereignty104) and with truce supervision (as with UN Emergency Force I in the Sinai105). It would thus be incorrect to argue that UNSC engagement points to an appropriately universal and robust State failure marker on the assumption that particular instances of State failure (if on the UN agenda) will always be dealt with by the UNSC. Indeed, the Uniting for Peace Resolution106 remains extant and thus even within the UN system it is not the case that State failure (if it comes before the UN) will only ever be dealt with by the UNSC.


2. Other Legal Responses to State Failure?


Initial third State recognition responses, and initial restorative UN responses are not, however, the only forms of legal response to State failure. It is vital to recall that State failure also resonates in other legal arenas. For example, State failure can have practical consequences for the capacity of the failing entity to fulfil treaty obligations. However, the international community appears to adopt a predominantly ‘business as usual’ approach to such obligations, even to the extent of encouraging States on the State failure spectrum to adopt or enshrine further obligations—as with international encouragement (if not demands) in September 2013 that Syria accede to the 1993 Chemical Weapons Convention.107 Another legal venue in which State failure has significant consequences is in commercial legal relationships—ranging from the consequences of State failure for international contracting and insurance practices (such as with shipping war and piracy insurance108), through to domestic courts dealing with contractual arrangements involving entities domiciled within a failing or failed State. In the British case of Luther v James Sagor and Co (1921),109 for example, the court recognized and applied Bolshevik regulations that had been promulgated after recognition of the collapse of Tsarist authority in Russia, but prior to Britain’s subsequent recognition of the Bolshevik government, regardless of the ambiguity as to the ‘Stateness’ of the Bolshevik entity at the relevant time.


E. Conclusion


There are two fundamental challenges confronting any attempt to formulate an adequate international law ‘definition’ of State failure. The first is the normative bias of international law towards the preservation of ‘Stateness’, reflected in the absence of a coherent approach to regressions in ‘Stateness’ that fall short of State extinction—that is, the exact situation that State failure is concerned with. The second challenge is that State failure can be defined and conceptualized in a multitude of ways: by discipline or theme (for example, in political or legal terms, or with a thematic emphasis on the incidence of violence); by conceptual purpose (scheme, process, endstate); or by indicators of conceptual content (atrocity, and so on). And while thematic and purposive approaches may provide useful—albeit inadequate—foundations for a global security-informed but legally expressed definition of State failure, approaches that focus on indicia such as legitimacy and governance are also problematic—primarily because of their contextual relativity. However, the concepts of sovereignty, capacity, and compliance are arguably fundamental to any security-informed but legally expressed definition of State failure, although they must be assimilated in a way that escapes the legalism implicit in formalist normativity. Consequently, it is my small contribution to the future direction of any debate that the legal indicators of State failure, and indeed any attempt at an international law definition of State failure, should of necessity coalesce around loss of capacity to act as sovereign, not loss of sovereignty per se; that is, State failure as an international law concept should focus upon the ability of the State in question ‘to make sovereignty work’,110 rather than on formal indicia drawn from differently focused doctrines and concepts that are underpinned by international law’s normative predisposition towards emphasizing ‘Stateness’ continuity.
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Chapter 11


Terrorism and the Security Council

Helen Duffy and Larissa van den Herik



A. Introduction


It is generally agreed that terrorism presents a security challenge, but consensus does not extend to how we should understand that challenge and still less to how best to address it. Traditionally terrorism was regulated in international law through specialized treaties.1 However since 9/11, this conventional approach has given way to an unprecedented international response model in which the UN Security Council (UNSC) assumes a central role. Undoubtedly, during this time a vast global counter-terrorism architecture has developed, involving myriad regional and international dimensions, mechanisms, and processes.2 But for two decades, the UNSC has become the dynamo of international counter-terrorism legislation and policy, using its unique role and powers to generate detailed regulation with wide-reaching effect.

This chapter discusses the UNSC’s intense regulatory approach to counter-terrorism and its consequences, including the direct and indirect repercussions for affected individuals, and the broader global security landscape. The main argument is that the expansion of the UNSC’s role has gradually opened up a space of indeterminacy and unaccountability. Two dimensions are explored here: (i) the creation of a quasi-permanent counter-terrorism sanctions regime under Chapter VII and (ii) the Council’s ever-expanding ‘legislative’ activities, amongst others in relation to ‘foreign terrorist fighters’ and incitement or provocation. It exposes underlying tendencies and ulterior effects of the UNSC’s approach, including the expansive reach of undefined or ill-defined phenomena, a reflex of over-criminalization, and the increasing involvement of the private sector, including financial institutions, in the counter-terrorism sphere. The impact on human rights, participative democracy, the shrinking space for civil society, humanitarian assistance and peacebuilders, accountability, and rule of law is profound. The chapter tells a story of uncertain threats and unaccountable actors in counter-terrorism practice and the adverse effects on security in the long run.


B. Terrorism as a General Threat to Peace?


Terrorism has long featured on the international agenda. However, while previously considered a matter of general ‘international concern’, then in some contexts a ‘threat to peace and security’,3 it has now been transformed into what the Council persistently describes as ‘in all forms and manifestations […] one of the most serious threats to peace and security’.4 The number of resolutions repetitively condemning terrorism has increased following the rise of ISIL/Da’esh, also qualifying terrorism as a ‘global and unprecedented threat to international peace and security’.5

However, while there is a certain universality in the perception of terrorism as a threat, and increasingly exorbitant descriptions of its nature,6 consensus remains remarkably frail in relation to its definition and scope. The lack of an internationally accepted definition, and the existence of vastly divergent regional and national definitions, is well known.7 Despite overwhelming expressions of support by States and institutions for defining terrorism and adopting a comprehensive counter-terrorism convention post 9/11, long-lasting controversies8 have continued to impede consensus around the thorny definitional issue.

While there is also little consensus on how to respond to the undefined terrorist threat, UN counter-terrorism practice, including Council resolutions, has increasingly focused on strategies of prevention. This has evolved along several quite distinct, and at times contradictory, strands. One strand, led by the UN Secretary-General’s Office and the UN General Assembly (UNGA), focuses on preventing the causes of, and contributors to, terrorism. Attention to the ‘root causes’ of terrorism peaked in the post-colonial period, but was marginalized during the 1980s, partly because of the perceived danger of justifying terrorism. In this context, the 1994 UNGA Declaration on Measures to Eliminate International Terrorism was seen as a milestone in condemning terrorism unreservedly,9 and the immediate post-9/11 spirit followed this trend. However, aspects of this debate were revisited when the Secretary-General broached the need to consider the link between terrorism and its causes and contributors in his In Larger Freedom report in 2005.10 In Uniting Against Terrorism of the following year, he then called for a comprehensive response to the underlying dynamics and ‘conditions conducive to terrorism’; these included extremist ideologies, violent conflict, poor governance, human rights abuse, discrimination, exclusion, and socio-economic marginalization.11 This comprehensive approach has since been widely endorsed at regional and international level—reflected, for example, in the World Summit Outcome Document,12 and most critically as a pillar of the UN Global Counter-Terrorism Strategy.13 In language that is now commonplace, the Secretary-General and the UNGA recognize ‘that effective counter-terrorism measures and the protection of human rights…[are] complementary and mutually reinforcing’.14 The UNSC has subsequently endorsed the need for ‘measures, pursuant to international law, to address all drivers of violent extremism conducive to terrorism, both internal and external, in a balanced manner as set out in the United Nations Global Counter-Terrorism Strategy’.15

However, tension arises with the other strand of the Council’s approach, which mandates increasingly coercive counter-terrorism measures. Human rights courts and bodies and civil society have frequently criticized the resulting rights violations and the use of counter-terrorism laws and policies to stifle and punish debate and dissent, the defence of human rights, and peace-building initiatives.16 Despite this, the UNSC’s constant determination that terrorism poses a general threat to peace and security has provided the basis for unprecedented measures, including (i) the design of a quasi-permanent sanctions regime under Chapter VII and (ii) intense legislative activities obliging or calling on States to take myriad criminal, administrative, or other measures against a growing range of undefined phenomena. These are discussed in turn in the subsequent sections.


C. A Quasi-permanent Counter-terrorism Sanctions Regime


A central part of the Council’s counter-terrorism arsenal has been the adoption of Chapter VII sanctions regimes, which over time have become quasi-permanent. This section discusses the evolution and transformation of the 1267 UN sanctions regime from its Taliban origins to its current focus on IS/Da’esh and beyond, questioning its status as a quasi-standing Chapter VII counter-terrorism sanctions regime, highlighting the role of private actors in its implementation and questioning its ulterior effects, for example, on development, humanitarian assistance, and peacebuilding.


1. The Evolution of the 1267 Sanctions Regime


The 1267 sanctions regime was established in 1999 as a regular sanctions regime,17 created as a reaction to terrorist attacks in East Africa. Similar to other regimes, it imposed sanctions on elite decision makers exercising de facto control in Afghanistan, namely the Taliban.18 After 9/11, Resolution 1390 reinvigorated the 1267 regime and extended it to address the threat posed by Al-Qaeda. Effectively, Resolution 1390 rendered the 1267 regime unique as it severed geographical ties and turned it into a sanctions regime with global reach.19 This development was facilitated by the UNSC’s generic determination of terrorism as a threat to international peace.

Within a decade, the combined threat that the Taliban and Al-Qaeda posed in 2001 gradually morphed.20 The distinction between the two groups became more predominant than their mutual connections, which made their grouping into one sanctions regime less obvious. Furthermore, with a view to promoting the comprehensive peace process in Afghanistan, the Afghan government requested a more flexible and expedient approach to delisting requests for Taliban members engaged in reconciliation efforts who had severed their ties with Al-Qaeda.21 In light of these developments, the UNSC split the 1267 regime into two separate regimes, one targeting the Taliban as a national movement (the 1988 sanctions regime) and one targeting Al-Qaeda as a global actor (the 1989 sanctions regime).22 Another major turning point came with Resolution 2253,23 which expanded the regime further to cover ISIL/Da’esh.24 The regime was renamed as the ‘1267/1989/2253 ISIL (Da’esh) and Al Qaeda’ sanctions regime. The regime thus targeted quite different groups, including ones that actually opposed each other, and its targeting loop included those that were relatively loosely associated with them, such as the Organization of Al-Qaida in the Islamic Maghreb and others operating in Mali and the Sahel region.25

It has been observed that ‘the current 1267 regime has evolved into the realm of the permanent exception’.26 This permanence may be in tune with an enduring reality of an ongoing terrorist threat, with expanding scope and geographical reach. It is, however, more difficult to shoehorn it into Chapter VII’s exceptional emergency status. For this reason, it has been suggested that a separate body (and not a UNSC sanctions committee) might be more opportune to address this threat.27 Meanwhile, the UNSC has considered further expanding the regime to include targeted sanctions for individuals and entities involved in sexual violence and trafficking in persons in areas affected by armed conflict, thus expanding it beyond counter-terrorism.28


2. The 1267/1989/2253 Regime and its Broader Legacy for the Security Landscape


With the situation in Syria evolving, it remains to be seen what will ultimately happen to the 1267 regime. This notwithstanding, it is worth reflecting on 1267’s legacy and its broader impact on the security landscape through rule of law lenses. Its legacy can be situated in three domains: procedure, practice, and policy.


a. Procedural Fairness: The Ombudsperson as a Legacy or a Memory?


The litigation that the 1267 regime generated—with the Kadi case at the apex—is well known. The EU courts’ judgments propelled institutional reform at UNSC level contributing to the creation of the Ombudsperson, and other procedural improvements concerning listing and review. While the latter improvements radiated to other UN sanctions regimes, extension of the mandate of the Ombudsperson to all UN sanctions regimes was repeatedly blocked. Indeed, when the 1267 regime was split into two separate regimes in 2011, the mandate of the Ombudsperson was restricted to the Al-Qaeda regime.

This political decision to limit the Ombudsperson mandate to Al-Qaeda was plainly at odds with the underlying principle established through litigation—that any listed individual should have a remedy, and a meaningful opportunity to challenge his or her listing. While scholars and litigators have challenged the sufficiency of the Ombudsperson’s role, as a non-judicial process,29 they have so far largely ignored the fact that the review it does provide is connected to one sanctions regime only. Yet the weak institutional embedding of the Ombudsperson within the greater UN bureaucracy and its very limited mandate for a single sanctions regime are fundamentally problematic. After all, once the 1267/1989/2253 sanctions regime ceases to exist, if ever, the institution of the Ombudsperson will fade with it. In its current set-up and through its exclusive linkage to the 1267/1989/2253 regime, the Ombudsperson thus risks eventually becoming a memory rather than an enduring legacy as an inseparable part of UN sanctions regimes.


b. Practice on the Ground: Unintended Consequences and Other Implications of Terrorist Listings


Financial institutions play a central role in counter-terrorism, and this was certainly the case for the 1267/1989/2253 regime where actual implementation depended on their cooperation.30 The different dynamics that inform private implementation as opposed to State implementation, that is, de-risking and overcompliance, have produced serious unintended consequences, many of which remain to be addressed.31 The intense chilling effect of international (terrorist) sanctions, and anti-money-laundering compliance requirements on humanitarian and development assistance and remittances, have been flagged by several actors.32 In an effort to avoid this, it has been suggested that sanctions regimes should include exemptions for humanitarian actors similar to the Somali sanctions regime as standard.33 Additionally, Article 50 of the UN Charter on the effects of Chapter VII measures on third parties could be reconceptualized as extending beyond States to the non-State entities that are adversely impacted by counter-terrorism measures such as charities, diaspora organizations, humanitarian agencies, and development actors.34

Many of the diverse, unintended consequences of terrorist designations have by now been brought to light. The International Peace Institute has indicated how these practices may effectively lead to criminalization of health care and humanitarian aid.35 Referring to UNSC Resolution 2286 on the protection of civilians in armed conflict under international humanitarian law (IHL),36 the paper highlights how, in fact, the counter-terrorism framework largely ignores or pays mere lip service to that body of law.37

A very similar effect has been observed in relation to international and local peace builders. The ‘Building Peace in Permanent War; Terrorist Listing and Conflict Transformation’ report flagged the shrinking space for peace facilitation, inter alia through the possible criminalization of third-party mediation.38 It even argues that the consequences of sanctions and counter-terrorism measures more broadly on peacebuilding may not even be fully unintended, and that terrorist proscription has a profound and transformative impact on conflict resolution resulting in the securitization of peacebuilding.39


c. Policy Consequences of Intensified Use of Sanctions


Beyond the unintended or unforeseen practical and legal consequences of the 1267/1989/2253 sanctions, the UNSC’s intensified use of terrorist listings reflects a greater, notable trend in the international security landscape. As pointed out by de Goede and Sullivan, the 1267/1989/2253 lists are harbingers of the comeback of ‘The List’ as a governance device in security policies.40 They have presented such lists as ‘inscription devices’,41 allowing for the appreciation of specific material, political, and legal effects of the lists. A seemingly technical instrument that assembles and orders information, the list ‘flattens complexity’ and homogenizes what is not homogeneous, thereby blurring ‘collateral realities’.42 Intense political questions become reduced to technical exercises regarding the application of criteria, which are malleable and flexible, to information, which is risk rather than evidence-based.43 The authors also expose the diffusion of agency involved in the formation and operation of lists, arguing that seeing how lists work as ‘novel forms of transnational legal assemblage’ allows for a fundamental rethink of the accountability problems that have arisen.44

The procedural fairness debate so far has also largely ignored the second life of the 1267/1989/2253 counter-terrorism lists, as they are copied and amended by other public and private actors which may continue to use the lists in their risk assessments or otherwise, even after delisting at UNSC level. These dispersed forms of global security governance, also conceptualized in terms of liquid postnational authority,45 require new ideas on how to ensure proper remedies and protection for affected individuals.46 In their absence, the intensified use of listings leaves designated individuals in the ‘shadow site’ of the current security system.47 As such, the use of sanctions as surrogate accountability measures impacts on the international legal order in a truly fundamental manner.


3. Other International Legal Consequences of the 1267/1989/2253 Regime


Notwithstanding serious concerns and adverse impacts, the end of terrorist listings is not in sight. On the contrary, lists are proliferating. The US Magnitsky Act has extended the use of lists to other perceived security threats and foreign policy concerns, and other States are copying these initiatives.48 Moreover, the 1267/1989/2253 listings are taken by some as hard-core facts that certain groups are terrorist without any further scrutiny or care. For instance, in the context of arguments regarding legality of the use of force upon invitation, some scholars maintain that consented use of force in civil war is legal if the purpose is to fight ‘terrorist groups’,49 determined by reference to benchmark of UNSC listings.50 This reliance on UNSC designations as indisputable facts neatly illustrates how the legal implications of terrorist designations extend far beyond the concrete context of a specific sanctions regime. Combined with the previous analysis of practical consequences, it is evident that the UNSC terrorist sanctions regimes have profoundly shaped and transformed the international security landscape, and will continue to do so for some time to come.


D. United Nations Security Council-mandated Anti-terror Measures: Indeterminacy and Implications


United Nationals Security Council Resolution 1373,51 adopted in the aftermath of 9/11 under Chapter VII, mandated States to take a host of action against terrorism. This was described as the Council adopting an ‘unprecedented’, ‘quasi legislative’52 role. On the basis of the ‘threat to international peace and security’, which ‘any act of international terrorism’ was deemed to present,53 States were obliged to, inter alia, limit movement, freeze assets, deny asylum, withhold any forms of services to persons engaged in or facilitating terrorism, criminalize, and punish with suitably severe penalties.54

The Council’s failure to define the terrorism towards which this torrent of coercive measures was directed attracted stern criticism for ‘opening the universal hunting season on terrorism without defining it’.55 The notorious lack of an agreed definition of ‘terrorism’ in international law provided a gap into which States’ own definitions of terrorism and associated threats to the State have readily poured. A wave of legislative, policy, and practical change ensued, in which broad and diverse definitions of terrorism and associated activity were incorporated into domestic law. Exceptional laws, policies and practice were adopted, directed against this exceptional, but ill-defined, threat. The consequences for human rights were dire.56

Since Resolution 1373, the Council’s detailed regulation of counter-terrorism has gathered pace.57 Some things have changed positively in this UNSC practice, while others have got distinctly worse. Positive change can be seen in the language employed in resolutions. One feature of Resolution 1373, which was severely criticized, was the lack of reference to human rights, humanitarian, and refugee law.58 This changed,59 and it gradually became commonplace in Council resolutions,60 like those of the UNGA and other organizations,61 to cite the need for any measures taken to combat terrorism to comply with States’ obligations under international law including international human rights, refugee, and humanitarian law.62 This shift has, however, been criticized as insufficient, lacking in specificity (compared to detailed counter-terrorism measures) and meaningful oversight necessary to give laudable exhortations real effect.63

The key feature of Council resolutions that did not change after 1373 was the definitional deficit. In some ways this is particularly surprising as the UNSC in Resolution 1566 (2006) adopted ‘guidance’ on the core elements of a definition of terrorism, in part in response to evidence of how anti-terrorism resolutions were being used.64 Resolution 1566’s attempt to rein in far-reaching definitions was supported by the work of the former Special Rapporteur who delineated core elements of ‘genuinely terrorist’ conduct (involving serious acts of violence for particular purpose) to which counter-terrorism laws should be directed. However, in subsequent binding resolutions the Council continued to impose new obligations to act against terrorism and associated activity, without even referring to its own ‘guidance’ defining terrorism, or limiting how the target should, and should not, be understood.

Far from curtailing the unruly reach and impact of what pass as ‘counter-terrorism’ measures, the Council’s subsequent practice has compounded the problem. A series of resolutions governing incitement and provocation, ‘foreign terrorist fighters’, and financing of terrorism have vastly expanded the coercive measures mandated by the UNSC, including under Chapter VII, as well as the scope of behaviour covered by them. Directed towards various forms of activity associated with, or deemed supportive, sustaining, or facilitating of the undefined ‘terrorist threat’, these resolutions add multiple layers of indeterminacy to an already murky field.

The result is steadily increasing obligations on States to take an ever-wider range of coercive measures against an ever-broader and less well-defined phenomenon. Two illustrations of this trend and its insidious impact follow.


1. Incitement or Provocation


Promoted by the UK following the ‘7/7’ London bombings, UNSC Resolution 1624 (2005) refers to ‘all acts of terrorism irrespective of their motivation, whenever and by whomsoever committed, as one of the most serious threats to peace and security’, and urges States to take ‘all measures as may be necessary and appropriate and in accordance with their obligations under international law to counter incitement of terrorist acts’.65 The Preamble goes further, expressing grave concern at the serious and growing danger posed by ‘incitement of terrorist acts motivated by extremism and intolerance’ and ‘repudiating…attempts at the justification or glorification (apologie) of terrorist acts’.66 However, neither ‘terrorist acts’, nor ‘incitement’, ‘extremism’, ‘justification’, ‘glorification’, or ‘apologie’ are defined in the resolution, or elsewhere in international law.67

The UN Secretary-General, in his 2008 report on Human Rights and Terrorism sought to limit the scope of the ‘incitement’ in Resolution 1624, offering an approach compatible with human rights law.68 The report draws a bright line between direct incitement to violence on the one hand, and glorification or apologie of past acts on the other, stating unequivocally that while ‘the first may be legally prohibited, the second may not’.69

However, the Secretary-General’s report appears to have done little to curb the much further-reaching effects of Resolution 1624 which has triggered a plethora of regional standards, national laws, and prosecutorial practices directed against myriad forms of expression deemed to constitute direct or ‘indirect’ incitement.70 These include EU responses which refer back to Resolution 1624,71 in particular the EU Directive on Combating Terrorism (2017/541).72 According to the Directive, States must criminalize listed terrorist offences, including public provocation, as well as threats to commit such offences, and preparatory acts, aiding and abetting, inciting or attempting to do so.73 The recital notes explicitly that provocation covers ‘inter alia, the glorification and justification of terrorism or the dissemination of messages or images …including those related to the victims of terrorism, as a way to gather support for terrorist causes or to seriously intimidate the population’.74 While stricter than the UNSC resolution or its Council of Europe contemporary in some respects, this latest transnational iteration broadens out the Council’s approach in other ways, covering anyone who ‘makes available’ in any way (re-posting, lending, distributing) a message or images which might prove ‘dangerous’.75 Ambiguous offences of advocating or making available ‘dangerous messages’ are a far cry from the direct incitement of violent acts of terrorism in the Secretary-General’s report.

Most troubling is practice at the national level. Under the shadow of UNSC mandate, some States have incorporated new forms of ‘indirect incitement’ into hastily passed legislation, while others have subjected pre-existing laws to expansive interpretations.76 The result is a broad spectrum of offences, and prosecutions, based on diverse forms of ‘dangerous’ expression, such as encouragement,77 glorification,78 justification,79 apology,80 possession,81 dissemination or making available prohibited information or materials,82 or professing to be a member of or associated with prohibited organizations.83

The human rights and rule of law implications are multidimensional. Through these measures the Council has mandated an expansive approach to criminal law—a body of law intended to be used exceptionally (ultimo ratio). Its force, and legitimacy, depends on respect for the basic principles of criminal law and human rights. Legality, and particularly stringent (and non-derogable) requirements of nullum crimen sine lege, are undermined by concepts such as encouragement and glorification which—as human rights courts and tribunals have frequently noted—are inherently vague, malleable, and susceptible to abuse. The principle of individual culpability is also at stake. The harm principle and principle of remoteness require a personal proximate link—through conduct and intent—between an individual and harm to a value protected by criminal law. Proportionality requirements ensure that individuals are punished commensurate with their own contribution to that harm. The requirement of restrictive interpretation of the law, where in doubt in favour of the accused, applies (lex stricta). Each of these are jeopardized in a context in which, in some cases, there is no need for the conduct to have created any harm at all, or even to have caused a risk of such harm, and the individual need not have intended to do so,84 yet ‘dissuasive’ and often disproportionate sanctions apply.85

United Nations Security Council Resolution 1624 and its national offshoots have also heavily affected freedom of expression. In line with human rights law, criminalizing expression of opinion is permitted only exceptionally.86 While expression cannot be prohibited on the basis that it is offensive, direct and public incitement to future violence can. However, in practice, broad offences such as aiding and assisting crimes of provocation have delinked the role of the individual from any act of violence or even from the creation of a real risk of such violence. As such, the bright line between legitimate limitations on speech that incites violence, and ‘thought crimes’ risks being gradually erased. As growing evidence of academics, artists, rappers, lawyers, journalists, bloggers, political dissenters, human rights organizers, protesters, environmental activists, indigenous women’s groups, peace activists, and others being labelled ‘propagandists’ and terrorists continues to stream into light, the broader, longer-term implications for democracy become clear.87

Resolution 1624 does not mandate or authorize States to enact broad-reaching crimes of expression or prosecute political dissent, and responsibility lies with implementing States. Cooperating States also have a responsibility to ensure they do not contribute to arbitrary prosecutions that fail to meet international standards.88 It was not unforeseeable, however, in light of experience with prior resolutions such as 1373, that UNSC Resolution 1624 might contribute to the normative toolkit of repressive States. It would be followed by yet more powerful tools in response to the threats posed by ‘foreign terrorist fighters’.


2. ‘Foreign Terrorist Fighters’


In Resolution 2178 (2014), the Council obliged States to take extremely wide-reaching measures to prevent, disrupt, prosecute, and suppress the travel and return of ‘foreign terrorist fighters’ (FTFs). The resolution covers, inter alia, the recruitment, organization, transportation, training, financing, and various other forms of facilitation or support for the FTF phenomenon.

Alarm ensued that we were ‘back to [the] post 9/11 chaos’ of UNSC Res 1373, with grave rights implications.89 But this did not apparently chasten the Council. United Nations Security Council Resolution 2396 (2017) went further, broadening States’ obligations in relation to criminal justice, border security, and cooperation, calling for the creation of ‘watch lists or databases’ of suspect persons and information-sharing between States.90 Resolution 2462 (2019) reached even further, underscoring the need for ‘dissuasive criminal sanctions’.91

United Nations Security Council activity on FTFs since Resolution 2178 has catalysed global normative activity. States have changed legislation, developed policy and introduced a diverse array of measures aimed at preventing and punishing foreign travel and associated threats.92 Key amongst them is burgeoning resort to ‘administrative’ measures—by their nature adopted by the executive without normal political and often judicial oversight—such as citizenship stripping, blocking entry into, or transit through, States including one’s own State, removal of travel documents, house arrest, control orders, and freezing of assets.93 This is supported by increased use of surveillance, special investigative techniques, watch lists and databases, monitoring, and blocking of websites.94

Another striking feature of the FTF landscape is, once again, expansive criminal law. Criminal conduct may consist of travel or attempts to travel, ‘facilitation’, or ‘justification’ of such travel to prohibited areas with a ‘terrorist purpose’, irrespective of the individual’s own intent. Broad approaches to what constitutes recruitment, training, or ‘self-indoctrination’,95 raise questions as to the contribution of individuals to criminal harm. Punishing parental provision of small amounts of money to children abroad as ‘FTF financing’ raises doubts as to criminal culpability, and on the proper use of the criminal law ultima ratio.96 The web of criminality has spun out of control, embracing activity that arguably goes far beyond—and has limited meaningful individual connection to—the violent activity at the heart of international terrorism. The explicit delinking of FTF from any ‘specific terrorist act’ in Resolution 2462 (2019) may further contribute to this trend.

While of course these resolutions follow the trend of explicitly acknowledging that States are obliged to adopt such measures consistently with other obligations,97 a now familiar gap emerges between theory and practice. Long-standing problems associated with the lack of clarity surrounding ‘terrorism’98 are significantly compounded by the novel term ‘foreign terrorist fighters’, each element of which raises challenges in terms of legality, specificity, and foreseeability.99 It is unclear how ‘terrorist organizations’ and entities should be identified, even those which are not apparently limited to those designated or listed on UN or regional terror lists with all the problems associated with those regimes.100 What constitutes a ‘foreigner’, given ambiguity as regards dual nationals or persons with important personal, social, or family links to States beyond formal residence or nationality, is far from clear.101 The reference to ‘fighters’ is also misleading, as the scope of those covered by the provisions goes far beyond those in fighting roles or in any way ‘participating in hostilities’.

The conflation of ‘terrorism’ and armed conflict also runs through Resolution 2178, with potentially insidious implications for IHL. Travel to participate in armed conflict is treated as terrorist fighting, irrespective of whether for example the individual is fighting against terrorist organizations, within the limits of IHL, or the opposite. The need to carefully distinguish terrorism and participation in conflict is increasingly recognized in international and domestic practice.102 As a Belgian court found, ‘if participants in an armed conflict fight in the knowledge that they will in any case be subject to prosecution under common criminal law or under terrorism legislation, there is no incentive to comply with (at least) international humanitarian law’.103 There may also be less incentive to terminate conflicts if IHL’s provisions for amnesties for participation (as opposed to war crimes) are effectively removed.104 Unsurprisingly, FTF resolutions have also raised concerns as to the ability of humanitarian workers, including medical personnel, to provide care in conflict and access areas to provide relief to civilian populations. This compounds the problems highlighted above in relation to the impact of sanctions regimes.

Finally, UNSC resolutions have contributed to greater private actor engagement with the FTF threat in a range of contexts, with uncertain implications. The unwillingness of donors and financial institutions to provide essential funds and services, particularly in situations of armed conflict, has added to concerns that essential humanitarian work is rendered practically impossible.105 The emphasis placed on criminalizing offences related to financing and support of FTFs,106 including through the Internet and social media,107 has led to stringent requirements of prompt removal of online content.108 In September 2018, the President of the European Commission proposed new rules ‘to get terrorist content off the web within one hour’.109 As regards the identification of the amorphous scope and definition of the ‘terrorist content’ that must be removed from the Internet, the EU Commission cites back to the broad-reaching offences contained in Directive (EU) 2017/541 and domestic laws, and to information as to ‘terrorist groups’ identified as such by the EU or the UN.110 Microsoft accordingly uses the UNSC sanctions list to guide an interpretation of ‘terrorist content’ that should be removed from its online services,111 while Google and Facebook both use national US sanctions lists for this purpose.112 This has given rise to ‘exceptional concern’113 as to the chilling impact in practice on private actors, and broad-reaching implications for free speech in light of ‘a growing trend […] of self-regulation efforts among industry actors in response to online terrorist content and activity’.114


E. Conclusion


This chapter has explored a landscape of uncertain threats and unaccountable actors. Systematic acts of violence by terrorist groups have posed a range of threats—to the most basic rights of their victims, to the intensity of conflicts, to international peace and security. It is uncertain, however, whether all acts of terrorist violence constitute such a threat. More doubtful still is whether the vastly disparate array of conduct labelled as ‘terrorism’, ‘extremism’ or associated offences around the world, delinked from acts of violence, can conceivably be considered a threat to international peace and security. The loose and ever more expansive approach to security threats, absent definitions of relevant concepts, has brought a vast and growing range of conduct within the purview of counter-terrorism, much of which should not properly be considered ‘terrorism’ at all, still less be subject to onerous sanctions.

Perceptions of unprecedented threats have, however, given rise to exceptional measures of response. These have, in turn, spread out and been applied to less and less exceptional circumstances, and taken root, gradually becoming embedded as the new normal. A significant contributor has been the ‘shift in counter-terrorism regulation and process’ by the UNSC, the full implications of which deserve greater reflection than has been afforded to date.115

Sanctions regimes that are supposed to be temporary have now become quasi-permanent. Extensions of the criminal law reach further back into the pre-crime era, and further out to embrace an ever-broader range of ‘neutral’ activity that may have been deemed supportive of terrorism, gradually delinking criminal responsibility from terrorist acts of violence. The predominance of ‘administrative measures’ broaden the net, sometimes with comparably serious implications for the rights of those affected but with less due process of law. This chapter has illustrated how gradually, under the cover of UNSC mandate, counter-terrorism practice stretches to embrace a vast array of legitimate activity, from political dissent to artistic expression, journalism, and/or other human rights defenders.

Fundamental questions inevitably follow as to the threats posed by these responses. So far as they impede the work of journalists, lawyers, civil society organizers, educators, and environmental activists, amongst others, they pose a risk to human rights, democracy, and rule of law interlinked with peace and security. So far as sanctions and restrictions on travel and financing interfere with the work of humanitarian organizations, they run counter to the cause of peace and stability. So far as measures undermine IHL properly applicable in conflict, they have potential to disincentivize peace processes.

This complex reality of terrorism, threats, counter-terrorism, and counter-threats has been exposed and acknowledged increasingly. Its importance is reflected in now long-standing recognition at UN level of the centrality of addressing ‘conditions conducive’ to the spread of terrorism and violent extremism. But it does not necessarily correspond with the Council’s practice, or appear to prompt the necessary evaluation of the effectiveness of the Council’s role in addressing and contributing to ‘threats and challenges’.

Problematic features of counterterrorist practice highlighted in this chapter—the lack of definition, exceptionalism and its spreading reach, and a lack of accountability—are hardly unique to the UNSC’s role.116 But they are seriously compounded by the exercise of the Council’s unique powers. The contribution of the Council to multiple dimensions of unaccountability therefore deserves particular attention. This includes, within the Council, political accountability in the process of adoption of these far-reaching resolutions, which has at times been hasty, precluding debate, stakeholder consultation, and the opportunity for much-needed reflection. This has led to calls for ‘a form of a priori human rights review for Security Council resolutions in the counter-terrorism domain that have a quasi-legislative character, and mandate criminal law regulation at the domestic level’.117

In turn, the limits of legal or judicial oversight of Council action are well rehearsed in academic commentary and prompted a flood of judicial practice in relation to sanctions. When this forced at least a measure of accountability, including the introduction of the Ombudsperson position, it is significant that this was not rolled out to other sanctions regimes and that institutional embedding remained weak. Likewise, the Council’s inclusion of language on the need to implement resolutions consistently with human rights obligations, and its adoption of ‘guidance’ on a definition in UNSC Resolution 1566, were apparent responses to criticism. But its failure to put flesh on the bones of those obligations, to even refer to its own definition, and to engage in any meaningful review of the human rights and rule of law implications of implementation of resolutions, suggest a failure to take seriously and follow through on their own standards.118

The implications for the accountability of other actors also deserve reflection. States bear the obligations to implement consistently with human rights and humanitarian and refugee law, yet arguably they too have become less accountable for doing so under the shadow of Council mandate. Political oversight has been curtailed where expedited legislative processes have been employed in capitals around the globe. In substance, the Council has provided a veneer of legitimacy to measures adopted under Chapter VII powers, but where overwhelming evidence has emerged of abuse by States, the Council has not meaningfully engaged to ensure any form of accountability. Human rights courts and bodies have sometimes stepped into the breach, but are under-resourced, slow and poorly placed to act in a timely manner to prevent legislation and policies from acquiring effect. The problematic practice of many States in implementing Council resolutions inevitably mutes their authority and force to exercise pressure on the worst violators.

The various UNSC measures discussed in this chapter have also had implications for the role of private actors in counter-terrorism. Financial institutions, Internet providers and others have a role to play in the much-touted ‘whole of society’ approach to addressing security threats. But they have been required to take a host of measures linked to the implementation of resolutions that require careful balancing of the human rights issues that they are ill-suited to provide, with even less normative frameworks and accountability. This requires a fundamental rethink of how to organize and structure safeguards and accountability mechanisms in this space. Meanwhile other private actors, such as civil society groups, many of whom seek to address the ‘conditions conducive to terrorism’ at the centre of the global counter-terrorism strategy, are targeted and impeded in their work by anti-terrorism laws and practices.

Perhaps the most striking indicator of the accountability deficit, reflected across this chapter, is the resistance to learning lessons and correcting course in the counter-terrorism context. In light of the profound and wide-reaching implications of UNSC activism in this field, and criticism from a range of judicial and other authorities, it is pertinent to ask whether this will influence Council practice in the future. Will it grapple with the complexity of threats and challenges arising from terrorism and from its own responses to it? Or will it continue on the trajectory towards increasingly coercive approaches, towards an expanding range of uncertain threats, in the dubious pursuit of advancing peace and security?
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Chapter 12


Transnational Organized Crime

Pierre Hauck and Sven Peterke



A. Introduction


Since the end of the Cold War, transnational organized crime (TOC) has become a major concern in the international arena. Two main events have fuelled the cross-border spread of organized delinquency in an increasingly interconnected world with old and new criminal opportunities: the collapse of the former Soviet Union and the process of globalization and economic liberalization. While the former played a crucial role in the expansion of criminal networks and activities, the latter has profoundly changed the dynamics and features of illegal markets. As criminal justice systems remain traditionally entrenched in the nation-State, they tend to struggle in facing these challenges.

With the growing recognition that combating TOC requires more effective international cooperation, an impressive international legal regime has been constructed around this subject matter. A good part of this framework consists of so-called ‘suppression conventions’ that oblige States Parties to criminalize certain ‘evils’, to enforce relevant domestic laws, and to cooperate with each other in the persecution of these illegal activities. An often-downplayed problem is that these instruments are ‘rooted in the crime control policies of powerful Western states’,1 supposedly serving as models for other governments. They therefore tend to impose duties that are rather difficult to comply with for States with fragile institutions, often incapable of effectively delivering essential goods, such as safety and security.

Against this background, it is increasingly acknowledged amongst both scholars and practitioners that tackling TOC requires the use of a broader and far more differentiated approach that addresses not only the multiplicity of non-State actors who have links to organized criminal groups (such as rebels and terrorists), but also the promotion of good governance, transparency and professional ethics. The sound implementation of this approach must be seen as pivotal for achieving both global justice and security.

The present chapter can only offer a concise introduction to this complex and highly controversial issue. To confine the analysis solely to the international legal regime relevant to TOC would, however, be of little help in understanding the various pitfalls being associated with it. Thus, this chapter begins by shedding some light on the basic notions of TOC (Section B), before pointing out some of the impacts attributed to this cross-border delinquency and its ties and linkages with other legal and illegal activities and actors (Section C). After a brief sketch of the international legal framework that is in place for countering TOC (Section D), attention is drawn to some of the challenges faced in further developing this regime and making it more effective (Section E).


B. The Notion of Transnational Organized Crime


The term TOC merges two controversial concepts, that is, ‘organized crime’ and ‘transnational crimes’. Although policymakers, law enforcement agents, and many other State and non-State actors today use this term without major reluctance in their agendas, from a juridical perspective, it lacks a precise meaning. Serious doubts therefore exist with regard to considering TOC a concept of international law. Understanding where the two concepts originally come from and how far they have merged is of great help thus in inducing the necessary sense of scepticism on a debate revolving around phenomena whose empirical proof is often difficult, if not impossible.


1. Historical Background


From a historical perspective, organized cross-border deviance is nothing new. Piracy and privateering, slavery, and both the smuggling and trafficking in humans and weapons have been known for centuries.2 These activities were profit-driven, required some degree of sophistication, and routinely involved a collectivity of persons. Yet, the first consistent use of the term ‘organized crime’ appears to have emerged only in 1919, when the Chicago Crime Commission, a civic organization that was created by businessmen, bankers, and lawyers to promote reforms of the criminal justice system perceived as rotten and corrupt, referred to ‘the orderly fashion in which the so-called “criminal class” of an estimated “10,000 professional criminals” in Chicago allegedly could pursue “crime as business”’.3

During the Prohibition Era (1920–1933), the discourse on organized crime shifted towards ‘gangsters and racketeers’, such as Al Capone, accused of heading ‘crime syndicates’ and ‘criminal organizations’.4 After the Second World War, various presidential and congressional committees and working groups were established in the US to publicly deal with some of the underworld’s presumed ‘masterminds’. Many were descendants from Italian immigrants.5 This politically inspired media event ended not only in the formulation of the xenophobic ‘alien conspiracy thesis’,6 namely the notion that the US is controlled by a hierarchically structured criminal organization predominantly composed of ‘Mafiosi’, called the ‘Cosa Nostra’; it also culminated in the creation of the world’s first anti-organized crime legislation.7

These developments soon started to be discussed abroad, first of all in Western Europe. The result of this process was not a general rejection of the discourse on organized crime, although the ‘ethnicity trap’ and ‘conspiracy thesis’ were heavily criticized.8 Rather, its meaning was gradually modified for conceptual purposes, increasingly centring on illegal markets and its supply through loosely connected criminal networks.

The term ‘transnational crime’ has its origins in the debate on transnationalism, transnational actors, and transnational organizations in the theory of international relations. Starting in the early 1970s,9 this debate soon generated efforts with regard to its criminological conceptualization,10 however, without properly distinguishing between transnational, global, or international dimensions. In 1975, the term was taken up by the Fifth UN Congress on Crime Prevention and Treatment of Offenders, where it was primarily used to refer to economic crimes committed by multinational corporations.11 With the end of the Cold War and the collapse of the former Soviet Union, this notion gradually shifted to the cross-border provision of all kinds of illegal products and services as a phenomenon of ‘shadow globalization’.12 It was then the internationalization of the ‘war on drugs’ during the Reagan administration with its focus on the eradication of ‘cartels’ as producers and transporters of narcotic substances, which created a significant overlap of the notions of organized and transnational crime.13 A legal and political hallmark of this process was the adoption of the UN Convention against Illicit Traffic in Narcotic Drugs and Psychotropic Substances in 1988, as further explained below.

The Convention was soon followed by the first UN General Assembly (UNGA) Resolution on ‘International Co-operation in Combating Organized Crime’14 and other regional and universal events, such as the 1994 Naples Conference,15 which consolidated the perception of cross-border delinquency as a ‘new threat’ to the international community, urgently requiring the internationalization of those criminal laws that had allegedly proven effective and useful for its suppression. Ultimately, it was the advent of the quickly negotiated 2000 UN Convention against Transnational Organized Crime (UNTOC)16 that somehow internationally entrenched the use of the term ‘transnational organized crime’.


2. Basic Criminological Notions of Organized Crime


Before looking into this treaty for clarifying the assertion that TOC is not a concept of international law, light needs to be shed on the academic debate on the concept(s) of organized crime. This explains to a significant degree the difficulties in achieving a consensus on how to define TOC, if, at all, desirable and possible.

Amongst criminologists it is today widely accepted that organized crime can be approached conceptually from essentially three angles.17 The first is to centre on organized criminality, which necessarily implies a controversy on which forms of delinquency can and should be considered as sophisticated and serious enough to deserve this label. Obvious candidates are the trafficking in arms, art, drugs, humans, and wildlife species, frequently correlated with a set of enabling acts, such as (the threat of) violence, corruption, and money laundering.18 A second option is to focus on organized criminals, namely to give preference to groups of offenders instead of activities. This is problematic in itself in the absence of individual criminal acts. Other problems with this approach revolve around the question of to what extent it is legitimate and makes sense to include ‘disorganized crime’19 committed by highly informal and relatively short-living non-hierarchical networks20 or by youth and street gangs.21 Evidently, these two notions are not mutually exclusive and can be combined with notions of transnational crime. A third and much broader approach consists of conceptualizing these activities and actors as forms of extra-legal governance based upon the exercise of power and influence through criminal entrepreneurs.22 Independent of the existence of the myriad diverging forms of deviance that can be labelled as TOC, it is this often-unqualified notion that causes considerable discomfort in societies and therefore provokes governments towards interventionist measures. Combined with the idea that organized crime no longer can be ‘kept outside’ and frequently comes from abroad, and that it inflicts serious harm to peoples and their institutions, TOC is seen by States as a threat to sovereignty, in particular, territorial integrity and political independence.


3. Transnational Organized Crime as a Concept of International Law


From the perspective of international law, in a way, the first two approaches have been incorporated into treaties. On the one hand, an internationalization and harmonization of criminal laws has been achieved through the so-called ‘suppression conventions’ which focus on specific transnational crimes. On the other hand, the UNTOC not only obliges its signatories to criminalize the participation in an ‘organized criminal group’ in their domestic legislation,23 but even provides that the use of the term:

shall mean a structured group of three or more persons, existing for a period of time and acting in concert with the aim of committing one or more serious crimes or offences established in accordance with this Convention, in order to obtain, directly or indirectly, a financial or other material benefit.24

Moreover, it proposes that ‘“structured group” shall mean a group that is not randomly formed for the immediate commission of an offence and that does not need to have formally defined roles for its members, continuity of its membership or a developed structure’.25 While representing a minimum consensus that allows for some rudimentary delineations, as, for example, with regard to groups that strive for political change through violent means, the UNTOC neither contains a legal definition of ‘organized crime’ nor of TOC.26 Yet, as detailed below, commonly rebels, insurgents, terrorists, and other parties to a political conflict finance their fight through involvement in benefit-orientated organized crime. Hence, the UNTOC might even apply in such circumstances. Conversely, other international criminal law, such as anti-terrorist conventions, may apply to acts that have been perpetrated by members of drug-trafficking organizations or other criminal networks.


C. Impacts and Linkages


Against this background, it is important to roughly understand the impacts that are attributed to TOC and the potential linkages between the groups involved.


1. Impacts


Due to the manifold legal, institutional, and socio-economic conditions for its flourishing, TOC has a series of direct and indirect impacts on countless actors in both the private and public sphere.27 In most instances these impacts are negative, yet difficult to quantify and qualify. There is often no suitable data available on such secretive practices and structures.

Although it is true that TOC is a pervasive phenomenon, involving perpetrators and victims from all social classes, an important qualification has to be made with regard to those modi operandi that generate profits through the organized exploitation of human beings: the so-called ‘modern forms of slavery’ such as forced labour, debt bondage, domestic servitude, or sex slavery. They are often linked to human trafficking as another multibillion-dollar industry. The hundreds of thousands or even millions of victims of such commercial exploitation belong almost exclusively to marginalized groups. While these crimes must not always be transnational in nature, they can be observed all over the world. Yet it is in the countries of the global South, where the vulnerability for victimization tends to be considerably higher. There, extreme poverty, social inequality and exclusion often go hand in hand with dysfunctional State institutions, incapable or simply unwilling to offer these persons a reasonable degree of protection and resilience.

It is also in fragile and failed States of the global South where the criminal groups involved in TOC tend to be more predatory and violent. The general rule that they avoid the use of violence to not attract the attention of the authorities is often inapplicable, when some of the above-mentioned contributing factors accumulate, particularly if embedded in societies with parochial structures and traditionally low respect for formal rules, or ridden by armed conflicts or the consequences thereof.28 In that sense, the power ‘of organized criminal groups to a large extent depends upon the strength and weakness of the states involved’.29

A case in point is illegal drug markets. The majority of them are relatively peaceful,30 albeit harmful to societies. However, Mexico, Colombia, and many other Latin American countries are nowadays afflicted with outrageous drug-related violence. The worst atrocities are usually confined to those areas whose control is disputed between local gangs or other rivalling actors, the State’s security forces included. Entrenched in the countries’ prison systems or ‘zones of impunity’, yet connected to transnational drug-trafficking organizations, the ruling crime groups may even pay ‘foot soldiers’ for defending their turf against competitors or sporadically intervening law enforcement agencies, often kept away by corruption and threats.31

Interestingly, it is also in these extreme settings where certain positive impacts of TOC are easier to observe. It is less the fact that such illegal structures offer a considerable number of people a variety of jobs and incomes, but rather the often-neglected circumstance that their uncontested rule may have certain stabilizing effects. Through implementing ‘social policies’ in the form of financial assistance for the poorest, promotion of cultural events, etc, and avoiding unforeseeable, arbitrary actions against the obedient local population, they may even achieve greater social acceptance than the State. As in the case of the Italian mafias, territorial crime groups may therefore be viewed as phenomena of parallel governance or even quasi-governmental structures.32 At the same time it must not be ignored that their existence and success are based on forced reciprocity, secured through corruption and other illicit activities which connect these ‘underworld groups’ with the ‘upper world’.33

The long-term impacts of such situations however can be dramatic, destabilizing whole societies and endangering ongoing processes of democratization and development. While the potential of criminal associations to infiltrate the highest levels of politics, public authorities or justice systems may often be overrated, it is the general idea that they have such power and influence that causes fear and horror in the broader public. This ‘moral panic’ is frequently nourished by mass media, pressuring governments to demonstrate their capacity to act through sensationalist coverage of the most shocking crimes. These are fertile grounds for populist ‘law-and-order’ and discriminatory ‘zero tolerance’ politics that do not address the root causes but only ‘militarize’ public security.

Transnational organized crime also affects the efficiency of economic systems and therefore hampers both economic and sustainable development. Amongst others, it distorts free competition and reduces profits, be it directly, through racketeering activities or piracy, or indirectly, through the costs for prevention, repression or the reparation of damages that have been caused. Yet, caution is necessary with regard to general statements on this issue, too. The capacity of criminal enterprises to infiltrate the legal economy and to legitimize their proceeds through money laundering varies considerably from State to State. To that effect, criminal enterprises are, of course, opportunistic and practice ‘forum shopping’.

Finally, the picture would be incomplete if one were to neglect the diverse impacts of TOC on nature. From illegal mining, the unauthorized dumping of toxic materials, to the illicit trafficking of wild flora and fauna,34 these impacts may at times be truly devastating and far more harmful than counterfeit products or other forms of TOC.35


2. Linkages


The linkages between the groups that participate in TOC are as diverse as its impacts. Even before 9/11, States had turned their attention to the obscure interplay between TOC and other illegal non-State actors, especially terrorists and insurgents. There is little doubt that these groups may benefit from cooperative pacts for exchanging illegal goods and services. Indeed, such alliances exist, yet, due to the different objectives these actors pursue, they also pose distinct threats to States and societies. For this reason, the combined suppression of such ‘dirty entanglements’ has traditionally been viewed with great scepticism.36 In the 1990s, this position slowly began to change. In academic writing, an important point of departure was the debate on so-called ‘new wars’, described as involving ‘horizontal coalitions of local militia, break away units from disintegrating states, paramilitary and organized crime groups’.37 The existence of ‘war economies’, in which the ‘greed vs. grievance’ dichotomy is essentially blurred, was increasingly perceived as a logical consequence of the end of the Cold War.38 The chance that certain alliances between terrorist and organized crime groups may translate into processes of external (organizational) or even internal (motivational) convergences became theorized in the so-called ‘crime–terror continuum’.39

After 9/11 the crime–terror nexus became a major issue on the international security agenda. To a great extent, this was due to the interest in countering the financing of terrorism and the conviction that the methods and tools for investigating the origins of these illegal funds would also prove useful for the suppression of drug-trafficking organizations, and vice versa. A merger of the ‘wars’ on terror and drugs into a ‘war on organized crime’ that would also include terrorists was therefore deemed promising.40 In the meantime, research has shown that solid alliances between terrorist and organized crime groups are less common than often assumed.41

Yet it is quite safe to say that TOC ‘can prolong and exacerbate conflict and stability or intensify its impacts on civil populations’.42 It is therefore in the context of conflict or post-conflict situations where TOC is more and more perceived as a threat to international peace and security. Against this backdrop, the UNSC started entering into a series of ‘experiments in international law enforcement’,43 that today go way beyond the targeting of the financial flows that fund terrorists and armed groups.44 For example, it is now routine practice to equip peace operations with a mandate to counter TOC. Ironically, these missions have sometimes fuelled the local demand for certain illegal traffic, such as drugs and sex. Worse, peacekeepers have themselves been involved in organized crime and co-opted individuals with ties to criminal networks. This has not only undermined the already fragile confidence of the local populations in the efforts of the international community, it has also generated a debate on the so-called ‘organized crime-peace operations nexus’.45

As TOC is essentially about money and power, politicians and State representatives are not immune from becoming involved in it. The traditional view is that such figures become corrupted and co-opted by the underworld for (not) taking certain decisions. The fear that drug-trafficking organizations may infiltrate such functional elites has stimulated a dubious debate on the potential emergence of ‘narco-States’.46 However, it has always been a fact, too, that governments not only clandestinely fund criminal groups, but also use them for all sorts of ‘dirty jobs’ abroad and at home. This includes the assassination of government members and opposition leaders, causing internal unrest for destabilizing countries, and making a case for direct and indirect interventions. There is rich evidence for the involvement of many Western governments in drugs and arms smuggling and the funding of insurgents and terrorists. A more systematic debate on this issue was prompted in the late 1980s by famous US-criminologist William Chambliss, who coined the term ‘State organized crime’.47


D. The International Legal Framework


With the growing recognition that the countering of TOC requires more intensive and effective international cooperation, an impressive international legal framework has been created. As it is composed of conventions and soft law documents of universal, regional, sub-regional, pluri- or simply bilateral reach, its systematic presentation48 would exceed the purposes of the present contribution. Rather, the analysis will focus on the global level, where a series of ‘core conventions’ on TOC can be identified: namely the 1988 UN Convention against Illicit Traffic in Narcotic Drugs and Psychotropic Substances (1988 UN Convention),49 the 2000 UNTOC and its three protocols, as well as the 2003 UN Convention against Corruption (UNCAC).50


1. United Nations Core Conventions on Transnational Organized Crime


While the 1988 UN Convention might be viewed as the starting point, this anti-drug-trafficking convention, instead of being the beginning, was rather the culmination of international legal responses to this delinquency, which stimulated the creation of a global drug control regime. Indeed, State practice concerning illicit drug trafficking can already be traced back to the 1912 Hague International Opium Convention51 and most notably to the Geneva Convention of 1936 for the Suppression of the Illicit Traffic in Dangerous Drugs.52 In Article 2 of this Convention, States Parties were required ‘to make the necessary legislative provisions for severely punishing’ acts like ‘(…) possession, offering (for sale), distribution, purchase, sale, delivery (…), brokerage, dispatch (in transit), transport, importation, and exportation of narcotic drugs’. Hence, trafficking in illicit drugs had to be established as a criminal offence at the domestic level, even though this was triggered by an international agreement. Subsequently, there seems to have been a political shift in that the 1961 Single Convention on Narcotic Drugs53 mainly dealt with the legal control of narcotics in terms of administrative law rather than as criminal offences; it nevertheless contains provisions referring to criminal law: Article 4 creates ‘general obligations’ including domestic measures and international cooperation in the execution of the convention. Article 35(a) provides for ‘arrangements at the national level for coordination of preventive and repressive action against the illicit traffic’ and Article 36(1)(a) even stipulates a duty to ensure that all the aforementioned single acts of the 1936 Convention ‘shall be punishable offences when committed intentionally’.54 As such, this convention went beyond its predecessor by introducing provisions on money laundering and by exceeding the process of criminalization of drug trafficking by relating it to an international dimension.

At least since the 1961 Convention, which included explicit international cooperation provisions for the first time, international State practice has moved in a global direction. The main purpose of fulfilling the convention gradually became accompanied by the belief that the fight against drug trafficking could only be successful, when this crime was understood as an international phenomenon. The ratified measures included special provisions aiming at the transgressing character of international trafficking on a domestic scale. This comprehension is reflected in the provisions of the 1988 UN Convention establishing universal jurisdiction in a hitherto unknown understanding: Articles 4 (Jurisdiction), 6 (Extradition), 7 (Mutual Legal Assistance), and 8 (Transfer of Proceedings).55

Since then, developments have not stopped: The UN produced widely accepted resolutions covering illicit drug trafficking as a worldwide problem that need to be implemented through domestic and international strategies.56 Action plans were drawn up and the year 2008 was set as a target date for all States with a view to eliminating illicit trafficking.57

The 2000 UNTOC is designed to be the premier global crime suppression convention in the fight against organized crime.58 But instead of defining TOC, it relies on a double strategy of only criminalizing basic crimes (such as money laundering, corruption, and obstruction of justice59) and membership of an ‘organized criminal group’, whether acting transnationally or not. The importance of the latter condition primarily lies in triggering the convention’s provisions on international cooperation (including joint investigations, extradition, and mutual legal assistance). However, as indicated above, due to its compromise nature and the challenge of grappling with a variety of legal traditions, it ultimately contains rather vague obligations so that the strength of the UNTOC (its flexibility due to its broad scope) is also its weakness because it cannot be used to prescribe to States Parties what to criminalize.60 Another example is the obligation to establish the responsibility of legal persons, such as corporations or labour unions, involved in TOC. Their criminalization stricto sensu for involvement in such delinquency is ‘[s]ubject to the legal principles of the State Party[:] the liability of legal persons may be criminal, civil or administrative’.61 Furthermore, States Parties still have not agreed to a mechanism to review implementation.62 Accordingly, the UNTOC faces the risk of being nothing more than a paper tiger.

Three supplementary protocols, the Protocol to Prevent, Suppress, and Punish Trafficking in Persons (2000),63 the Protocol against the Smuggling of Migrants by Land, Sea, and Air (2000),64 and the Protocol against the Illicit Manufacturing and Trafficking in Firearms, Their Parts and Components, and Ammunition (2001),65 substantiate certain areas which the UNTOC left open. In these individual conventions, the specific misconduct of trafficking, smuggling and manufacturing is spelled out much more precisely. With regard to human trafficking and the smuggling of migrants, it is noteworthy that both documents are seemingly based on a holistic approach that recognizes the importance of preventing these crimes and respecting the rights of those exploited by criminal networks. The measures proposed to deal with the victims of human trafficking are, of course, far more detailed. Yet, they are not compulsory and the distinction introduced in treating smuggling and trafficking of human beings differently is often artificial in practice, because many migrants end up getting trafficked as a consequence of the vulnerability stemming from the fact that they entered another country illegally.66

The 2003 UNCAC contains both mandatory (such as the bribery of, or the embezzlement of, property by a public official) and non-mandatory (trading in influence or abuse of functions) criminal law provisions. These sections do not define the term corruption but circumscribe instead the phenomena by which corruption can appear. Though praised as a ‘major step in the fight against corruption’67 the political will to fully implement this convention is still missing, especially in those countries with a long history of political and grand corruption.68


2. Other Relevant International Regimes and Issues


In addition, TOC is addressed by other international regimes that deal with transnational crimes more generally. Here only a select few can be briefly mentioned.

First, TOC often involves money-laundering activities and hence is subject to the pertinent international regime69 that began evolving from 1989 onwards, when the G-7 commissioned a Financial Action Task Force (FATF) to look at the issue and make recommendations to fight this problem.70 It was supposed to be a temporary task force with the mandate ‘to assess the results of cooperation already undertaken in order to prevent the utilization of the banking system and financial institutions for the purpose of money laundering, and to consider additional preventive efforts in this field, including the adaptation of the legal and regulatory systems so as to enhance multilateral judicial assistance’.71 The FATF’s organizational framework today comprises the FATF, FATF-style Regional Bodies, and a range of international observer institutions that partner with the FATF to support the adoption and implementation of global anti-money laundering and combating terrorism financing (AML/CFT) standards.72 In 2001, money-laundering control became fused with CFT.73 In the wake of all these efforts, the relevant UN conventions set out the framework of the key money-laundering offences in general terms.74 In this area, national and international cooperation is essential as well as the responsibility and engagement of the private (banking) sector.75 Any assessment of whether these strategies have proven effective is difficult to undertake.76

Illegal trade in endangered species of wild fauna and flora also led to the conclusion of a convention, the 1973 Convention on the International Trade in Endangered Species of Wild Fauna and Flora (CITES).77 In reality, there is a glaring gap between those commitments and compliance.78 The ‘pace, level of sophistication and globalized nature of wildlife and forest crime is beyond the capacity of many countries and individual organizations to address’.79 Accordingly, these crimes still pose serious threats to the security, environment, and sustainable development of many countries.80

Transnational organized crime can also take the form of the sale of children, child prostitution, and pornography. The 1989 Convention on the Rights of the Child81 has made a significant contribution to addressing this menace, particularly since the adoption of the 2000 Optional Protocol on the Sale of Children, Child Prostitution, and Child Pornography82 on this subject matter.83 Furthermore, globalized transnational crime can be identified in the shape of crimes against cultural property84 and, of course, in terms of cybercrime.85

Last but not least, attention must be drawn to the fact that TOC affects more established sub-areas of international law, including the international law on the use of force, international humanitarian law, and international human rights law. A case in point is the right to self-defence, the regulation of which by more or less clear-cut criteria, as stipulated in the UN Charter,86 was a historic achievement. Until the terrorist attacks of 9/11 there was solid consensus between States and scholars that this right could not be invoked against such crimes, unless attributable to a State in accordance with the law of international responsibility. This consensus has begun to crumble.87 It is now argued that an armed attack, as the core requirement to trigger the right to self-defence, may be committed by non-State actors, whether qualifying as terrorist or not.88

Moreover, an interface between TOC and international humanitarian law (IHL) is increasingly emerging due to the outlined crime–war nexus and the blurring of traditional paradigms with regard to the categorization of violent actors as belligerents. Even when applying internationally agreed criteria for the determination of a non-State party to an armed conflict, it can no longer be excluded that TOC groups may transform in such a way so as to achieve this legal status that implies both rights and duties.89 In how far this is desirable is, of course, as controversial as the attempts to ‘transnationalize’ international human rights law for including the cross-border conduct of non-State actors by modifying some doctrinal concepts, such as jurisdiction or attribution of conduct, in order to avoid a direct horizontal effect of these obligations.90


E. Contemporary Challenges


The previous section has shown that there is no shortage of international instruments dealing with TOC. Many of them enjoy universal ratification. This is particularly true for the core conventions that have been in force for some time now. Yet it seems that TOC is on the rise. Is this impression correct and is the international community indeed failing in the fight against these ‘dark forces of globalization’? What needs to be improved and what are the latest developments in this respect on the international level?

Due to the lack of consensus of what exactly constitutes TOC and the above-mentioned difficulties to empirically qualify and quantify the myriad phenomena associated with it, it would be hypocritical to suggest that there is an academically satisfying answer to the question whether TOC is flourishing in such a way as to pose a serious threat to global security. Undoubtedly, the trafficking of drugs, human beings, and arms, as well as many other criminal activities, affect almost all States and societies today. Their control through international cooperation therefore is of common interest. This is a mammoth task requiring permanent and sustainable efforts on very different levels of responsibility and intervention.

With regard to the universal level, it is first of all important to appreciate that the international community has reacted to the challenges posed by TOC by setting up a regime of global security governance based on the international instruments described above.91 This regime, which still might be regarded as emerging, has contributed not only to the harmonization of national legislation and the streamlining of cooperation procedures in criminal matters, but also to a more strategic and holistic approach to TOC. Institutionally, it is composed of a net of specialized international organs and organizations, including the UN Office on Drugs and Crime (UNODC). Created in 1997 as the Office for Drug Control and Crime Prevention, the UNODC today plays a key role in the coordination and supervision of the implementation processes of the UN conventions on TOC.92 With its headquarters in Vienna, it closely collaborates with other UN bodies and intergovernmental organizations, such as the Commission on Crime Prevention and Criminal Justice93 (which is its governing body94) or the Enforcement Committee of the World Customs Organization.95 Amongst others, UNODC offers financial and technical assistance to governments and conducts relevant research. Today, it has country, liaison, project, and (sub)regional offices all over the world and operates in more than 150 countries.96

Nevertheless, no international ‘police’ exists with powers to investigate or arrest persons suspected to be involved in TOC, or to search and seize their assets. The main task of the International Criminal Police Organisation founded in 1923, today known as INTERPOL, essentially consists of enhancing international police cooperation through its hi-tech infrastructure of technical and operational support.97 Due to the lack of a truly international law enforcement authority, it is absolutely crucial to continuously collaborate with the respective international organs and organizations for keeping up with the diverse challenges of countering TOC and making global security governance more effective.

It might be stated, however, that the so-called ‘securitization’98 of the discourse on TOC has become a challenge itself. In the last thirty years, the notion that it represents a very serious security threat has been successfully internationalized despite numerous concerns and criticisms.99 As a consequence, almost all regional and universal security organizations have put this issue high on their agendas. It is today taken almost as self-evident that TOC must be treated as a ‘non-traditional’ or ‘soft’ threat to international security, traditionally understood as regarding questions of territory and sovereignty (national security). Although the broadening of the concept of international security is not wrong in essence, in practice it often goes hand in hand with sometimes inaccurate assessments of instances of collective delinquency and armed violence and the promotion of a ‘politics of fear’100 that frequently serve as an effective tool for claiming broader policing powers and more financial and human resources for the security sector.

Of course, many violent conflicts and security crises can only be understood by taking into account the malign actions and effects of TOC. They typically affect so-called ‘failing’ or ‘failed’ States of the Global South more dramatically.101 A significant number is plagued by ‘war economies’ that commonly nourish the most serious forms of TOC. It is therefore coherent that the UNSC, which has the primary responsibility for the maintenance of international peace and security, focuses its attention on the detrimental role of TOC around zones of conflict. One must not forget, however, that there are a great number of States that are not affected by any internationally recognized armed conflict, but nonetheless show extremely high indices of (organized) crime and violence. There, the notion of a ‘war among people’,102 in which armed gangs and criminal networks play the role of ‘public enemies’, is not only a popular but a crucial factor for the framing of questionable law-and-order policies. Pacifying these ‘militarized’ environments is certainly a challenge that requires responses from all relevant levels of authority, including the global level. Whatever their costs and design, such interventions must always be intelligence-driven and based upon a qualified and holistic assessment of the situation in loco, taking into consideration the specific cultural, legal and socio-economic conditions of a country or (sub)region.

From the international perspective, an essential point in this exercise is to respect State sovereignty and to promote the rule of law. This is usually achieved through strictly adhering to the procedures of international cooperation. An important condition for its smooth and relatively speedy functioning is the universal ratification of international conventions. In this respect, much progress has been achieved during the last two decades. Despite this success, there are still some international instruments that have not received universal acceptance, such as the 2001 Protocol against the Illicit Manufacturing and Trafficking of Firearms,103 for example.104 In other areas, such as cyber-criminality, there is no sufficient consensus amongst States to create such instruments so far.105 And even those conventions that have attracted a vast number of States cannot necessarily be considered true success stories: they often lack effective implementation by many States Parties. A case in point is the 1988 UN Convention.106 Now in force for roughly forty years, it has not measured up to the expectations that were placed on it by its framers.

Generally speaking, it is too easy to criticize certain States for being unwilling to comply with their international obligations. The same might be true for pointing to the traditional problems of international cooperation, such as lack of confidence in the other side, language barriers, and obscure national competencies, although these issues are often troublesome realities. Again, the problem is far more complex. For instance, some States with traditionally fragile institutions and problems in securing their national borders, have been pushed by the United States and other Western States into ‘suppression conventions’, without having the necessary resources and capacities to put them into practice.107 They may have hoped to receive financial and technical assistance for slowly solving these deficiencies, but this has never really materialized or has been done without sustainable efforts. Whether this is the fault of a specific government is often difficult to answer. Yet, it seems safe to say that capacity-building is a challenge that must be taken more seriously on the enforcement level. If a country’s law enforcement agencies are overtaxed with relatively simple forms of crime and violence, it cannot be expected that they will successfully confront more sophisticated forms of crime. Long-term solutions that adequately combine preventive and repressive approaches in the light of available resources must therefore be envisaged.


F. Outlook


This chapter has discussed the various forms of TOC as a phenomenon as well as the different ways by which international law is responding to such crimes. It has become clear that the international legal framework has contributed to the fight against TOC to a certain extent. But this analysis has also shown that these international legal measures are facing serious implementation problems. It has been admitted here that TOC may also pose, in extreme cases, a threat to global security, although one has to be very cautious with such a statement.

Transnational organized crime will probably exist as long as mankind lasts and there is no patent remedy for its suppression. However, solely relying on criminal law or international law or any other legal institution would clearly impose exaggerated expectations on the law. Neither global justice nor global security policy can solve this problem alone. The stabilization of weaker States, the consolidation of international cooperation, and real efforts towards achieving a global social policy could prove more effective in order to obviate the incentives and to avoid the reasons to commit TOC. Today, it remains as true as it ever was that, in Franz von Liszt’s words, the best crime policy is good social policy.108
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Chapter 13


Aggression

CLAUS KREß



A. Introduction


The concept of aggression has been gaining prominence since the end of the First World War. In its 1919 report to the Preliminary Peace Conference, the Commission on the Responsibility of the Authors of the War and on Enforcement of Penalties concluded as follows:

The premeditation of a war of aggression, dissimulated under a peaceful pretence, then suddenly declared under false pretexts, is conduct which the public opinion reproves and which history will condemn, but by reason of the purely optional character of the institutions at The Hague for the maintenance of peace…a war of aggression may not be considered as an act directly contrary to positive law, or one which can be successfully brought before a tribunal such as the Commission is authorized to consider under its terms of reference.1

Simultaneously, the Commission placed aggression on the international legal policy agenda and stated: ‘It is desirable that for the future penal sanctions should be provided for such grave outrages against the elementary principles of international law.’2 While the League of Nations Covenant did not include provisions on international ‘penal sanctions’, the concept of aggression was taken up in its Article 10.3

The concept of (external) aggression had, however, not been defined in the Covenant. In the inter-war period, four different approaches to capture the essence of the concept can be discerned. Under the first model, as articulated in the Covenant itself and Article 1 of the 1923 Draft Treaty of Mutual Assistance,4 aggression was linked to the infringement upon two distinct legal rights of States: political independence and territorial integrity. The second model consisted of the juxtaposition of aggression and defence, as, for example, in Article 2 of the 1924 American Draft Treaty of Disarmament and Security.5 Thirdly, aggression was defined as a violation of existing undertakings, including procedural restraints on the waging of war. This was the approach of Article 10 of the 1924 Geneva Protocol for the Pacific Settlement of Disputes.6 Fourthly, the 1933 Soviet Draft Definition7 relied on the priority principle. None of these models, however, proved capable of laying the ground for an international consensus definition. To the contrary, doubts regarding the very idea of defining aggression were raised. Perhaps best remembered is a statement made by the British Foreign Minister Chamberlain in 1927 that to define the aggressor would amount to ‘a trap for the innocent and a signpost for the guilty’.8

This scepticism regarding the definition of aggression prevailed during the drafting of the UN Charter. As a result, apart from not defining it,9 the Charter accords only limited significance to the concept of aggression within the legal regime governing the use of force by States:10 Article 2(4), the prohibition of the threat or use of force, does not include the term ‘aggression’.11 Neither does Article 51 UN Charter.12 This provision recognizes the right of self-defence, which, apart from the collective security system, constitutes the only exception to the Article 2(4) prohibition. In fact, the perception that, in view of the inter-war experience, it would have been difficult to produce a satisfactory consensus definition, was an important consideration in choosing the English term ‘armed attack’ instead of ‘aggression’ in Article 51.13

Article 39, the opening clause of the Charter’s collective security system, contains the term ‘act of aggression’, the existence of which in a given case falls to be determined by the UN Security Council (UNSC).14 Recalling Article 39, the UN General Assembly (UNGA), in 1974, adopted a definition of aggression (1974 Definition of Aggression).15 As the term ‘act of aggression’ is used alongside the terms ‘threat to peace’ and ‘breach of the peace’ in Article 39, the UNSC is not bound to determine the existence of an act of aggression to activate the Charter’s collective security system and authorize the use of force by one or more States in order to maintain or restore international peace and security (see Section B).

In the view of the International Court of Justice (ICJ)16 and the International Law Commission (ILC),17 the prohibition of aggression forms part of customary international law. Here again, though, the distinct legal significance of the concept compared to ‘use of force’ and ‘armed attack’ is of quite limited reach (see Section C). Contrariwise, the concept of aggression has been of considerable importance in the realm of international criminal law stricto sensu18 since the latter’s inception. In both the Nuremberg and Tokyo Tribunals’ judgments, the concept of war of aggression constituted the State conduct element of a crime against peace on which the judges relied in reaching their convictions.19 The UNGA in the Friendly Relations Declaration20 confirmed that ‘a war of aggression constitutes a crime against the peace’, reconfirming this position in the 1974 Definition of Aggression.21 Article 16 of the ILC Draft Code of Crimes against the Peace and Security of Mankind (1996 ILC Draft Code of Crimes),22 substitutes the title ‘crime of aggression’ for ‘crime against peace’ and the concept of aggression for that of war of aggression in order to denote the State conduct element of that crime. The title ‘crime of aggression’ has been retained in the Rome Statute of the International Criminal Court (ICC Statute) and in particular in Article 8 bis, adopted in 2010 and containing the first explicitly articulated definition of the crime in a binding legal document.23


B. Act of Aggression under Article 39 UN Charter



1. The Legal Significance of the Concept of Act of Aggression within the UN Charter Collective Security System


A determination of an act of aggression by the UNSC paves the ground for the activation of the collective security system. If the relevant further conditions are fulfilled, the Council may adopt enforcement measures including the authorization of the use of force by States.24 Given that Article 39 is worded in the alternative though, the determination of an act of aggression by the UNSC is not a necessary condition for the activation of the Charter’s collective security system: The Council may also adopt enforcement measures on the basis of the existence of a threat to the peace or a breach of the peace.


2. ‘Act of Aggression’ as a Legal Concept


Article 39 of the UN Charter grants the UNSC discretion. Even if the Council finds that the conditions for a determination of the commission of an act of aggression are present, it does not have to make such a determination. This is not to say, however, that the UNSC is free to give whatever meaning it wishes to the concept of an act of aggression.25 Whatever the difficulties in construing it, ‘act of aggression’ in Article 39 constitutes an international legal concept26 to which the recognized methods of treaty interpretation, including that due attention is given to the subsequent practice of States, apply.


3. Indications Regarding the Meaning in the UN Charter and the 1974 Definition of Aggression



a. ‘Use of Force by a State’


According to Article 1(1) of the UN Charter an act of aggression involves a breach of the peace. Assuming that the concept of ‘peace’ within the UN Charter means the absence of organized use of force, an act of aggression would necessarily presuppose a use of force. Yet, especially in view of State practice after the end of the Cold War, the definition of ‘peace’ is no longer unchallenged.27 It is therefore not possible to conclude with certainty on the basis of the Charter’s text alone that an act of aggression presupposes a use of force.

Any remaining doubts are dispelled, however, if Articles 1(1) and 39 of the UN Charter are read together with the 1974 Definition of Aggression.28 It has been said that this document ‘does not bind the Security Council at all’,29 which is correct in the sense that the 1974 Definition of Aggression as a UNGA resolution is not binding upon the UNSC. Yet, the 1974 Definition of Aggression was adopted by consensus to provide the UNSC with guidance regarding its power under Article 39 to determine whether an act of aggression has been committed.30 Therefore, it constitutes at the very least a supplementary means of interpretation within the meaning of Article 32 of the Vienna Convention on the Law of Treaties (VCLT)31 regarding the interpretation of the concept of act of aggression in Article 39 of the UN Charter.

The generic definition contained in Article 1 of the 1974 Definition of Aggression closely follows the formulation of Article 2(4) UN Charter,32 while the addition of the word ‘armed’ makes it unambiguous that non-physical coercion is not enough. Furthermore, and other than the non-exhaustive list of examples set out in Article 3, the definition under Article 1 of the 1974 Definition of Aggression is not subject to a different determination by the UNSC in a given case. The 1974 Definition of Aggression has therefore ‘ended the discussion on “economic” and “ideological” aggression’.33 By not reproducing the term ‘threat’, as used in Article 2(4) UN Charter, Article 1 of the 1974 Definition of Aggression makes clear that a threat of force does not amount to an act of aggression. Finally, this provision construes the term ‘act of aggression’ as conduct by a State.34

The international legal term of ‘use of force’ is not free from complexity.35 It does not only imply the use of brute force but also includes the internationally unlawful presence of a State’s military with a hostile intent in another State’s territory. This is evident from the inclusion of invasions, (maritime) blockades, and the unlawful extension of the extra-territorial presence of armed forces originally sent with the agreement of the receiving State, in litterae (a), (c), and (d) in the list of examples of acts of aggression in Article 3 of the 1974 Definition of Aggression. As was already mentioned, (armed) force within the meaning of Article 1 of the 1974 Definition of Aggression refers to a physical effect and therefore excludes, for example, economic coercion. It is not necessary, however, that the physical effect be brought about by the release of kinetic force or the use of a weapon in any technical sense. All that is required is the use of an instrument capable of causing such an effect in a sufficiently direct manner. It is therefore possible for a State to convert a civil aircraft or a computer into an instrument for the use of force within the meaning of Article 1 of the 1974 Definition of Aggression.


b. ‘Against the Sovereignty, Territorial Integrity or Political Independence of Another State, or in any other Manner Inconsistent with the Charter of the United Nations’


As a rule, the prior valid consent of the State directly affected by the use of force negates the existence of a use of force ‘against the sovereignty, territorial integrity or political independence of another State, or in any other manner inconsistent with the Charter of the United Nations’, and by necessary implication the existence of an act of aggression. To the contrary, certain uses of force, which pursue a benign purpose, are not as such excluded from the concept of act of aggression.36


c. ‘In the International Relations’


The prohibition to use of force in Article 2(4) UN Charter only applies in the international relations of States. While not reproduced in Article 1 of the 1974 Definition of Aggression, this part of the provision remains implicit therein. Consequently, the use of force by a State against its own population on its own soil does not constitute an act of aggression.

The paradigmatic case of a use of force by a State in its international relations is one that occurs in the territory of another State. If the sovereign title to a certain piece of territory is disputed between two States, the prohibition in Article 2(4) UN Charter protects the State that exercises de facto control over the territory concerned. Therefore, a State that uses force to settle the dispute and to (re)gain control over the disputed territory violates Article 2(4) UN Charter, even if that State holds the sovereign title to the territory concerned. As a matter of systematic interpretation, this important point of law follows from the interplay of paragraph 4 with paragraph 3 of Article 2 of the UN Charter.37 Subsequent State practice has confirmed this interpretation on several occasions. Paragraph 4 of Principle 1 of the 1970 Friendly Relations Declaration reads as follows:

Every State has the duty to refrain from the threat or use of force to violate the existing international boundaries of another State or as a means of solving international disputes, including territorial disputes and problems concerning frontiers of States (emphasis added).

Both in the Falklands case (1982)38 and the Eritrea–Ethiopia conflict (1998–2000),39 this interpretation of the prohibition of the use of force prevailed.40 Similarly, a State uses force in its international relations and thus within the meaning of Article 2(4) of the UN Charter if it hereby ‘violate[s] international lines of demarcation, such as armistice lines, established by or pursuant to an international agreement to which it is a party or which it is otherwise bound to respect’,41 provided that these lines run between two States.42

State, including the latter’s armed forces or embassies, also concerns the international relations of those two States.43 Such use of force may occur on the high seas as well as in the territory of the State that uses force.

Law enforcement action by a State on its own soil against foreigners does not, however, constitute a use of force in its international relations, irrespective of whether such action is lawful. At the same time, Article 3(d) of the 1974 Definition of Aggression covers the ‘attack by the armed forces of a State on the…marine and air fleets of another State’. This demonstrates that a use of force within the meaning of Article 2(4) UN Charter may be directed against private targets belonging to another State. This raises the question whether a massive lethal attack by a State on its own soil directed against a group of nationals of another State without even the slightest appearance of a law enforcement character constitutes a use of force under Article 2(4) UN Charter so that it might amount to an act of aggression. While it is not inconceivable, as a matter of textual and teleological interpretation, such a broad reading of the prohibition of the use of force in the absence of an appreciable amount of supporting State practice remains controversial. This—in addition to the non-inclusion in Article 3(d) of the 1974 Definition of Aggression of that instance of a use of force—makes the qualification of such conduct as an act of aggression presently very doubtful.


d. Two Forms of an ‘Indirect’ Use of Force


Article 3(f) of the 1974 Definition of Aggression is sometimes referred to as circumscribing a case of ‘indirect’ aggression.44 From the perspective of internal consistency of the list of examples in Article 3, littera f is problematic because it covers State conduct which would be more properly characterized as aid or assistance in the commission of an unlawful use of force by another State within the meaning of Article 16 of the ILC Articles on State Responsibility (ARSIWA) and customary international law.45 The ILC has emphasized that ‘the assisting State is responsible for its own act in deliberately assisting another State to breach an international obligation by which they are both bound’ and that ‘[i]t is not responsible, as such, for the act of the assisted State’.46 Against this backdrop, littera f has to be interpreted narrowly to preserve the highest possible degree of internal consistency within Article 3. The State conduct described in littera f requires, first, that this State place a part of its territory at the disposal of another State. Secondly, this other State must use this territory for the perpetration of an act of aggression. Thirdly, the aggressor State within the meaning of littera f must have allowed the other State to make use of the territory placed at the latter’s disposal for the perpetration of the act of aggression. Regarding the first requirement, it is not necessary that the State place the part of its territory at the disposal of the other State with the intent that this other State may use the territory for an act of aggression. As far as the second requirement is concerned, littera f does not specify the kind of act of aggression to be perpetrated by the other State; hence no restriction exists in that respect. Importantly, littera f describes the third requirement as ‘the action of a State of allowing its territory…to be used…’, instead of referring to the ‘non-prevention of…’ by that State. This choice of words in littera f is meant to indicate that the relevant State conduct comes at least close to some form of active collusion. It follows that the aggressor State within the meaning of littera f must foresee the perpetration of the act of aggression by the other State. Secondly, the non-prevention of the act of aggression of the other State, per se, though perhaps unlawful, does not amount to the State conduct described in littera f. The situation is different only if such non-prevention, under the prevailing circumstances, constitutes implicit permission vis-à-vis the other State to perpetrate the act of aggression. By the same token, a State which has declared its genuine opposition to the aggressive use of its territory but fails to enforce this position vis-à-vis the other State does not ‘allow its territory…to be used…’ and does not therefore commit an act of aggression within the meaning of littera f.

The inclusion of Article 3(g) of the 1974 Definition of Aggression (often referred to as ‘indirect’ aggression)47 was particularly controversial during the negotiations, especially as far as the substantial involvement-limb was concerned. Littera g requires, first, that ‘armed bands, groups, irregulars or mercenaries…carry out acts of armed force against another State of such gravity as to amount to the acts listed above’. Secondly, the aggressor State must have either ‘sent’ such persons or been ‘substantially involved’ in such sending. The categories of persons listed in littera g comprise all those who do not qualify as de jure or de facto organs of a State under Articles 4–6 ARSIWA.48 The use of the term ‘sending’ suggests that those persons must move from the territory of the aggressor State across this State’s border to carry out their acts of armed force. They will either move into the territory of the victim State or to a place where they can carry out acts of armed force against the land, sea, or air forces, or marine and air fleets of another State.49 This also applies in case of the alternative State conduct of substantial involvement. While it is unclear in the English version of littera g whether this substantial involvement must be in the acts of armed force or in the sending, the French version unambiguously refers to the substantial involvement in the sending. The term ‘armed force’ in littera g should be given the same meaning as the term ‘force’ in Article 2(4) UN Charter. The qualification of ‘gravity’ is ambiguous, as the descriptions of the acts of aggression listed in 3(a)–(f) do not invariably imply the need for a certain gravity. Nevertheless, the emphasis on ‘gravity’ in littera (g) is not to be ignored and should be understood to exclude relatively minor incidents.

The ‘sending’ by a State of persons falling under littera g should be interpreted in conformity with the test of attribution under Article 8 ARSIWA. In that context, the ICJ requires effective control over specific acts: a very demanding threshold.50 The unhappily worded51 alternative of the ‘substantial involvement’ of a State ‘in the sending’ should, at the present stage of legal development at least, be confined to the exercise of overall control by the aggressor State over the persons concerned. Overall control was developed by the International Criminal Tribunal for the former Yugoslavia (ICTY) to mean control that goes ‘beyond the mere financing or equipping…and involv[es] also participation in the planning and supervision of military operations’.52 It is controversial whether the overall control test forms part of the customary international law on attribution. If this is answered in the negative,53 the substantial involvement-limb of Article 3(g) of the 1974 Definition of Aggression should best be considered as lex specialis on attribution in the context of the prohibition of the use of force. It is true that the ICJ has so far refrained from elaborating upon the meaning of ‘substantial involvement in the sending’,54 and its case law does not lend support to an interpretation that covers the exercise of overall control. However, to reject such a construction would be tantamount to rendering this alternative of littera g redundant.55 Beyond that, the ordinary meaning of ‘substantial involvement’ is wide enough to cover even the (mere) toleration by a State of acts of armed force carried out by non-State actors from its territory against another State. The negotiations on the resolution lend some support to such a wide interpretation, since ‘substantial involvement’ replaced the proposal to require an ‘open and active participation’ (emphasis added). This interpretation could also be compatible with the State conduct described in littera f if the requirement is added that the State concerned placed part of its territory at the disposal of the violent non-State actors. Yet, for the following three reasons, ‘substantial involvement’ should, at the present stage, not be construed as extending to conduct beyond the exercise of overall control by a State over violent non-State actors. First, on closer inspection, there was no consensus during the negotiations to give the term such a wide meaning.56 Secondly, the ICJ has not so far demonstrated any inclination to adopt such a wide reading.57 Thirdly, the USA’s attempt following the 9/11 attacks to establish a new ‘harbouring doctrine’ of attribution has not met with a degree of approval within the international community sufficient to ascertain the existence of a new customary law rule on attribution—at least in the form of a lex specialis in the context of the prohibition of the use of force.58


e. Instances of a Use of Force Beyond Article 3 of the 1974 Definition of Aggression


According to Article 4 of the 1974 Definition of Aggression the list of acts in Article 3 is non-exhaustive. However, and because Article 4 only refers back to Article 3 (‘the acts enumerated above’), any act of aggression qualified as such by the UNSC should still come within the general definition contained in Article 1 of the resolution.59 It is impossible to come up with a comprehensive list of instances of use of force beyond Article 3, which may qualify as acts of aggression. By way of example, reference may be made to Article 3(d) to illustrate possible ‘unlisted’ instances of an act of aggression. Littera d covers some—but not all—sovereign extra-territorial emanations of the State. It omits, in particular, embassies and consulates. While the ICJ did not use the term ‘aggression’ in the Tehran Hostages case, it repeatedly used the term ‘armed attack’ to label the seizure of the US embassy in Tehran and the hostage-taking of its staff.60


f. The Gravity Requirement


Compared with Article 4, Article 2 ‘opens’ the definition of the concept of ‘act of aggression’ in the opposite direction. This is true for the application of both Article 3, which contains a cross-reference to Article 2, and Article 1. Most importantly, Article 2 explicitly refers to the need for a use of force to be of ‘sufficient gravity’ in order to qualify as an act of aggression. This aligns with the preambular paragraph 5 of the Resolution, which states: ‘aggression is the most serious and dangerous form of the illegal use of force’. The explicit stipulation of a gravity requirement in Article 2 in connection with the preamble is important because such a requirement is not implicit in all instances of possible acts of aggression listed in Article 3. The gravity threshold is not specified any further than by indicating that the sufficient gravity may result either from the act of aggression itself or from the consequences of the act. By making the lack of sufficient gravity only one of ‘other relevant circumstances’, Article 2 opens the definition even further. The lack of a reprehensible (collective) intent underlying the act could be one possible relevant circumstance other than gravity.


g. The Unlawfulness of the Use of Force


A use of force by a State must be internationally unlawful to qualify as an act of aggression under Article 39 UN Charter. While the Charter does not say so explicitly, the 1974 Definition of Aggression contains three compelling indications to that effect: Article 1 requires a use of force ‘inconsistent with the Charter of the United Nations’; Article 2 speaks of a use of force ‘in contravention of the Charter’; and Article 6 states that ‘(n)othing in this Definition shall be construed as in any way enlarging or diminishing the scope of the Charter, including its provisions concerning cases in which the use of force is lawful’. That the unlawfulness of the relevant State conduct is inherent in the concept of ‘act of aggression’ is buttressed by the fact that ‘aggression’ by a State has invariably been understood as implying unlawfulness since the early attempts to define the concept in the 1920s.61

Importantly, Article 6 of the resolution reveals that the attempt made by thirteen non-aligned countries to clarify the conditions under which a use of force is lawful under international law62 remained unsuccessful. In fact, the 1974 Definition of Aggression remains silent regarding the ‘cases in which the use of force is lawful’.63


4. The Practice of the Security Council


The UNSC is the organ with exclusive power to determine the existence of an act of aggression in order to activate the collective security system. The Council’s practice and the reactions by Council Members and other States to this practice therefore constitutes at the very least a supplementary means of interpretation under Article 32 VCLT regarding the interpretation of ‘act of aggression’ in Article 39 UN Charter.

To date, the UNSC has not explicitly referred to the 1974 Definition of Aggression.64 The Council has also been reluctant formally to determine the existence of an act of aggression under Article 39 UN Charter. The Council’s preference to avoid such a determination became particularly clear in the case of Iraq’s invasion of Kuwait, which the Council condemned ‘only’ as a ‘breach of international peace and security’.65 At the same time, the UNSC has repeatedly referred to ‘acts of aggression’ or ‘aggressive acts’ in its resolutions.66 For example, while the Council abstained from determining that Iraq, by invading Kuwait, had committed an act of aggression, it nevertheless condemned Iraq for having perpetrated ‘aggressive acts’ in the form of ‘acts of violence against diplomatic missions and their personnel’ and ‘violations of diplomatic premises and the abduction of personnel enjoying diplomatic immunity and foreign nationals’.67 This latter example reveals that the UNSC will not use the term ‘aggressive’ only in the context of use of force of an extraordinary magnitude or duration. In fact, its practice so far has not shed much further light on the gravity threshold under the 1974 Definition of Aggression.

While the UNSC has predominantly used the terms ‘act of aggression’ and ‘aggressive acts’ in the context of conduct falling within at least one of the categories of Article 3 of the 1974 Definition of Aggression, it appears to have occasionally gone beyond that list.68 Exceptionally, the UNSC has even used this terminology without clearly identifying a State as the author of the relevant use of force.69 Such practice, however, is insufficient for establishing the Council’s intention to deviate from the 1974 Definition of Aggression.


5. The Practice of the General Assembly


Overall, the UNGA has been less reluctant than the UNSC to use the term ‘act of aggression’, while it has also explicitly referred to its 1974 Definition of Aggression.70 It has, for example, declared that ‘Israel’s decision…to impose its laws, jurisdiction and administration on the occupied Syrian Golan Heights constitutes an act of aggression under the provisions of Article 39 of the Charter of the United Nations and General Assembly resolution 3314 (XXIX)’.71 Nonetheless, the UNGA has also not been consistent in its practice. It has, for example, abstained from declaring that the Russian Federation’s use of force in, and annexation of, Crimea in 2014 constituted an act of aggression under Article 39 UN Charter.72 The same is true for Turkey’s Military Operation ‘Peace Spring’ in Syria beginning in 2019.73


6. The International Court of Justice


The ICJ has yet to find a State responsible for committing (an act of) aggression. The Court has also not formulated a definition of ‘(an act of) aggression’. It has, however, repeatedly referred to the 1974 Definition of Aggression to interpret the concept of armed attack within the meaning of Article 51 UN Charter.74 Most importantly, the ICJ, in the Nicaragua case, has devised a gravity threshold for the concept of armed attack, using language conspicuously similar to that of preambular paragraph 5 of the 1974 Definition of Aggression.75 This could suggest that the ICJ, while it has so far—fortunately76—abstained from saying that ‘armed attack’ and ‘act of aggression’ are congruous concepts, believes that the same gravity requirement applies to both. In this context, it should be noted that the Court in the Oil Platforms case said that it did ‘not rule out the possibility that the mining of a single military vessel might be sufficient to bring into play the ‘inherent right of self-defence’.77 This is significantly less stringent than the words ‘most serious and dangerous form of the illegal use of force’ in preambular paragraph 5 of the 1974 Definition of Aggression would prima facie appear to suggest. This would be relevant with respect to ‘act of aggression’, too, assuming that the ICJ wishes to maintain its jurisprudence to adopt the same gravity threshold for ‘armed attack’ and ‘act of aggression’.


7. Conclusion


An act of aggression under Article 39 UN Charter presupposes an unlawful use of force by a State of a certain gravity. While it is difficult at the present stage to specify this gravity requirement, the practice of the UNSC and the ICJ case law would not appear to suggest that the use of force must be of an extraordinary magnitude or duration.


C. Aggression and Aggravated State Responsibility for a Serious Breach of a Peremptory Norm


According to the second sentence of Article 5(2) of the 1974 Definition of Aggression ‘aggression gives rise to international responsibility’, regulated by the customary law of State responsibility for internationally wrongful conduct. An unlawful use of force by a State need not, however, rise to the level of aggression to trigger State responsibility. In fact, the ICJ recognized both in the Nicaragua and the Armed Activities cases that a violation of the prohibition to use force creates an obligation of the offending State to make reparation to the victim.78 Yet, under Article 40 ARSIWA a ‘serious breach by a State of an obligation arising under a peremptory norm of general international law’79 triggers an aggravated regime of State responsibility,80 within which aggression falls.81 Article 41(2) ARSIWA states that ‘(n)o State shall recognize as lawful a situation created by a serious breach within the meaning of article 40, nor render aid or assistance in maintaining that situation’.82 Even these special duties do not, however, articulate legal consequences distinctive of aggression if compared with a use of force not rising to that level. Whenever a territorial acquisition has resulted from a use of force third States have a customary duty not to recognize it. It is then difficult to see how the rendering of aid or assistance in maintaining such acquisition would not amount at least to implicit recognition.83 Yet, under Article 41(1) ARSIWA, aggression also gives rise to a duty of all other States ‘to cooperate to bring to an end through lawful means any serious breach within the meaning of article 40’.84 To concretize this duty is no doubt difficult. Nevertheless, it is worth noting that it constitutes a distinct legal consequence of (an act) of aggression.

According to the ILC, aggression ‘by (its) very nature require(s) an intentional violation on a large scale’.85 However, neither has the Commission specified this gravity requirement any further, nor has it clarified whether it considers ‘aggression’ in the sense of a ‘serious breach by a State of an obligation arising under a peremptory norm of general international law’ and ‘act of aggression’ under Article 39 UN Charter identical. To date, the ICJ has not clarified those matters, either.86 The Court referred to the concept of (act of) aggression in its groundbreaking obiter dictum on obligations erga omnes in the Barcelona Traction case, but without specifying its meaning.87 The ICJ has not so far found that a State has committed (an act of) aggression. In the Armed Activities case, the Court instead found that Uganda’s use of force in the Democratic Republic of the Congo (DRC) constituted a ‘grave violation of the prohibition on the use of force expressed in Article 2, paragraph 4, of the Charter’ due to its ‘magnitude and duration’.88


D. The Crime of Aggression


Since 17 July 2018, the International Criminal Court (ICC) can exercise its jurisdiction over the crime of aggression.89 This date marks the end of a long and thorny journey, which began after the First World War. At the final stage of this journey, which commenced with the Rome Statute negotiations in 1995, two starting points were largely uncontroversial: The crime of aggression requires State conduct in contravention of the prohibition of the use of force and criminalization only extends to the leadership level. A number of other questions had given rise to long enduring controversies. The fundamental political tension underlying all those controversies was the desire of (typically) militarily weaker States for maximum protection from the use of force by foreign States vis-à-vis the fear of (typically) militarily more powerful States that their liberty of action in matters deemed of vital national importance might be curtailed. Hence, a first choice had to be made between various term(s) of reference: ‘war of aggression’, ‘use of force’, ‘armed attack’, ‘act of aggression’, ‘aggression’ or some combination thereof and/or addition thereto. A second and closely related issue concerned whether a generic definition or a list of the relevant forms of State conduct or a combination thereof was more appropriate. Finally, it had to be decided whether the UNSC should be authorized to determine the existence of the State conduct element of the crime.


1. ‘An Act of Aggression which, by its Character, Gravity and Scale, Constitutes a Manifest Violation of the Charter of the United Nations’—The State Conduct Element


Article 8 bis(1) of the ICC Statute defines the crime of aggression as follows:

For the purpose of this Statute, ‘crime of aggression’ means the planning, preparation, initiation or execution, by a person in a position effectively to exercise control over or to direct the political or military action of a State, of an act of aggression which, by its character, gravity and scale, constitutes a manifest violation of the Charter of the United Nations.

The first sentence of Article 8 bis(2) defines the concept of act of aggression for the purpose of paragraph 1 by adopting the language of Article 1 of the 1974 Definition of Aggression. The second sentence of Article 8 bis(2) stipulates that all the acts contained in Article 3 of the 1974 Definition of Aggression shall qualify as an act of aggression within the meaning of the generic definition. Article 8 bis thus chooses the term ‘act of aggression’ as the starting point for the definition of the State conduct element of the crime. The definition of the term ‘act of aggression’ for the purposes of Article 8 bis closely follows that in the 1974 Definition of Aggression. As in the case of the latter’s Article 1, the existence of an act of aggression for the purposes of Article 8 bis requires an unlawful use of force by a State. As in the case of Article 3 of the 1974 Definition of Aggression, the list of instances of acts of aggression in Article 8 bis(2) is non-exhaustive.90 This does not mean that a determination of the UNSC to qualify, in accordance with Article 4 of the 1974 Definition of Aggression, as an act of aggression a certain State conduct, not envisaged by the list, would also bind the ICC. To the contrary, Articles 15 bis(9) and 15 ter(4) of the ICC Statute state that ‘(a) determination of an act of aggression by an organ outside the Court shall be without prejudice to the Court’s findings under this Statute’. The same must hold true with respect to a decision by the UNSC, in accordance with Article 2 of the 1974 Definition of Aggression, not to qualify an unlawful use of force by a State as an act of aggression, ‘in light of other relevant circumstances’. At the same time, there are good reasons in support of the view that the ICC should construe the concept of act of aggression within the meaning of Article 8 bis of the ICC Statute in light of the gravity requirement set by the 1974 Definition of Aggression.91 It is doubtful, however, whether the answer to the question if a certain gravity threshold is implicit already in the very concept of act of aggression is really significant in view of the specific and more demanding gravity requirement posed by Article 8 bis(1) of the ICC Statute. Article 8 bis(1) chooses the concept of act of aggression only as the starting point for the definition of the State conduct element of the crime of aggression. It also requires that the act of aggression must, ‘by its character, gravity and scale, constitute(s) a manifest violation of the Charter of the United Nations’. This threshold clause, the insertion of which was central to reach the consensus, serves a double function.92 In its qualitative dimension (‘manifest by its character’), it aims to exclude from the definition those uses of force that fall in one of the grey areas surrounding the prohibition of the use of force. In its quantitative dimension (‘manifest by its gravity and scale’), it requires a use of force of a certain intensity.93


2. The Quantitative Dimension of the Threshold Requirement


This intensity threshold is higher than the intensity threshold for an armed attack under Article 51 UN Charter.94 The most important consideration95 in support of such a high intensity threshold is that only such a high threshold ensures an interpretation of Article 8 bis of the ICC Statute in conformity with customary international law. The Nuremberg and Tokyo acquis on the State component of crimes against peace chiefly results from Article 6(a) of the 1945 London Charter,96 Article 5(a) of the 1946 Tokyo Charter,97 and Article II(1)(a) of 1945 Control Council Law No. 1098 as applied in the 1946 Nuremberg and 1948 Tokyo Judgments, as well as in the case law under Control Council Law No. 10 subsequent to the Nuremberg Judgment. In the relevant texts, the State conduct element was described by reference to the concept of war of aggression, with the one possible exception of Article II(1)(a) of 1945 Control Council Law No. 10, which, in addition to wars, speaks of ‘invasions’. It is impossible to ascertain a subsequent development of customary international criminal law departing from that standard. A close analysis of the negotiations on the crime of aggression does not support a different conclusion. Clearly, a significant number of States supported a broad definition of the State conduct element of the crime of aggression, perhaps even without any intensity threshold.99 But the USA consistently articulated the view and eventually went on record at the Review Conference in Kampala to state that ‘it is only a war of aggression that is a crime against international peace’.100 The UK did the same in an elaborate statement on 12 June 2000.101

While the overwhelming majority of delegations did not support a reference to the term ‘war’, this does not mean that all of those delegations favoured the absence of an intensity threshold for the unlawful use of force or the formulation of a fairly low intensity threshold. For example, Germany did not attach decisive importance to maintaining the term ‘war’, but insisted on the need to cover only ‘attacks of a particular magnitude and dimension and of a frightening gravity and intensity’.102 This latter approach is in line with that of the ILC, which in Article 16 of its 1996 Draft Code of Crimes does not use the term ‘war’, but nevertheless states in the commentary that the ‘action of a State entails individual responsibility for a crime of aggression only if the conduct of the State is a sufficiently serious violation of the prohibition contained in Article 2, paragraph 4, of the Charter’.103

To properly construe the intensity threshold posed in Article 8 bis(1), one must therefore ascertain what is meant in substance by the concept of war in the context of international criminal law. A first distinction to be observed is that between war in the technical and the material sense, the former requiring (only) a declaration of war and the latter being contingent (only) upon the eruption of comprehensive hostilities.104 In the context of the crime of aggression, the point of reference must be ‘war in the material sense’. There is accordingly no indication that the Nuremberg or Tokyo Tribunals built their case law on the concept of ‘war of aggression’ on the issuance of declarations of war.105 The concept of war in the material sense is not to be confined to full-scale hostilities in accordance with Hersch Lauterpacht’s often-cited definition of war in Oppenheim’s International Law.106 Rather, the concept of material war, as the Tokyo Judgment has confirmed,107 encompasses that of limited war. This includes the use of force, the goal of which ‘may be confined to the defeat of only some segments of the opposing military apparatus; the conquest of certain portions of the opponent’s territory (and no others); or the coercion of the enemy Government to alter a given policy (eg, the Kosovo Air Campaign of 1999)’.108


3. The Qualitative Dimension of the Threshold Requirement


As discussed in Section B.3.g of this chapter, the openly worded reference in Article 6 of the 1974 Definition of Aggression to ‘cases in which the use of force is lawful’ can be read as an implicit acknowledgement of the existence of grey legal areas surrounding those cases. The 1974 Definition of Aggression has done nothing to clarify the law in that respect. Instead, the matter was left to be dealt with by the UNSC on a case-by-case basis. Such an essentially political solution would be inappropriate in the context of international criminal law. On the other hand, there was also no prospect of overcoming the deeply entrenched controversies in the course of the negotiations leading to the adoption of Article 8bis of the ICC Statute. This explains the latter’s requirement that the act of aggression, ‘by its character’, constitutes a manifest violation of the UN Charter. This excludes those instances of use of force from the State conduct element of the definition, the legality of which forms the object of genuine disagreement between reasonable international lawyers. The relevant grey areas include,109 most importantly, the use of force in anticipation of an imminent armed attack, the use of force in response to an armed attack by non-State actors emanating from the territory of another State that is either unwilling or unable to put this armed attack to an end, the use of force to save the life or limb of nationals abroad in a case of imminent danger and as a last resort, and the use of force to defend a civilian population against a widespread or systematic attack on life and limb carried out by that population’s own government.

This last instance, most often referred to as ‘humanitarian intervention’,110 was lurking in the background of the negotiations. As a matter of principle, international criminal law stricto sensu would be subjected to a most delicate tension, if this body of law criminalized the decision made by one or more State leaders at a moment of overwhelming need to use force to stop the commission of crimes under international law in their gravest forms—namely, genocide or a particularly grave form of crimes against humanity. The attempt made by the USA, and supported by other delegations, failed to reach agreement on an Understanding stating explicitly that such use of force is excluded from Article 8 bis(1) of the ICC Statute by virtue of its threshold clause.111 But essentially, such use of force is nevertheless not one that, ‘by its character’, ‘manifestly’ violates the UN Charter. First, such use of force, as the result of the more recent practice of States,112 has entered in a grey legal area. Secondly, the inclusion of such use of force within the definition contained in Article 8 bis(1) of the ICC Statute would create a divorce between this definition and customary international law. By cutting its customary roots, it would thereby oddly situate Article 8 bis(1) outside international criminal law stricto sensu. As was recalled at the outset,113 no consensus on the international legal concept of aggression had emerged before the trials of Nuremberg and Tokyo. Neither of the two judgments articulates an explicit definition of the aggression component of the concept of war of aggression. If one looks at those judgments more closely, the hard core of the Tribunals’ understanding of the aggression component is as follows:

(i) war with the object of the occupation or conquest of the territory of another State or part thereof; (ii) war declared in support of a third party’s war of aggression; and (iii) war with the object of disabling another State’s capacity to provide assistance to (a) third State(s) victim of a war of aggression initiated by the aggressor.114

But on further inspection, the Nuremberg and Tokyo acquis, especially if read against the background of the various attempts to define aggression made in the inter-war period, also provides for considerable and therefore noteworthy potential pointing towards an understanding of the aggression component which extends beyond this core. This may explain why the commentary on Article 16 of the ILC 1996 Draft Code of Crimes, while relying on the Nuremberg precedent, does not confine the latter’s content to the hard core built on the judgments’ description of the adjudicated cases, but more openly requires a ‘sufficiently serious violation of the prohibition contained in Article 2, paragraph 4, of the Charter of the United Nations’.115 This was essentially the starting point for the negotiations on Article 8 bis of the ICC Statute. For, as the foregoing analysis makes clear, the aggression component of the concept of war of aggression had not undergone any appreciable customary development subsequent to Nuremberg and Tokyo up to that point. In particular, the 1974 Definition of Aggression had not only left untouched, by virtue of its Article 6, the controversies surrounding the ‘cases in which the use of force is lawful’, but it had also, by virtue of its Article 2, left open the possibility for the UNSC not to qualify the unlawful use of force as an act of aggression because of ‘other relevant circumstances’, including the absence of a certain animus aggressionis. This means that only the negotiations on Article 8 bis of the ICC Statute and on its threshold requirement can have crystallized a customary law definition of crimes of aggression which includes the use of force to defend a civilian population against a genocidal campaign or other attacks of the most serious nature. These negotiations have indeed, through a year-long exchange of legal positions between States, crystallized customary law regarding the definition of the State conduct element of the crime of aggression, which goes beyond the hard core of the Nuremberg and Tokyo precedent. Most importantly, the State conduct element of the crime of aggression under customary international criminal law no longer requires a collective intent to annex or occupy or to pursue another objective, which is unacceptable to the international community as a whole. The State conduct element of the crime of aggression under customary international criminal law does also not exclude any use of force carried out with the purpose of enforcing an existing international legal obligation. This, however, comes with one important caveat: In view of the clearly recorded opposition by the USA, as supported by a number of other delegations, to the inclusion of the use of force in defence of a civilian population against a genocidal campaign or other attacks of the most serious nature, no customary international law to the contrary has crystallized through the negotiations process.


E. Aggression: An International Legal Concept on the Move Towards Clarification?


The international legal concept of aggression, be it under Article 39 UN Charter, in the context of the customary law regime of aggravated State responsibility, or as a crime of aggression, presupposes an unlawful use of force by a State qualified by a certain seriousness. For the purposes of international criminal law, Article 8 bis of the ICC Statute, in conformity with customary law, requires that the intensity of the use of force reaches the level of a limited war and that the use of force does not fall in one of the grey areas presently surrounding the prohibition of the use of force. Whether this or some other threshold of seriousness applies to the concept of act of aggression in Article 39 UN Charter, and to the concept of aggression in customary law, as restated in Articles 40 and 41 ARSIWA, cannot be stated with certainty at this point of legal development. It is fairly safe to predict that both the UNSC and the ICJ will continue to refrain from qualifying as (an act of) aggression a use of force which falls within one of the grey legal areas surrounding the prohibition of the use of force. Regarding the intensity dimension of the use of force, a further clarification is conceivable in the three following ways through future practice: First, the UNSC could consolidate its previous practice to apply a fairly lenient intensity threshold for an act of aggression similar to that posed by the ICJ for the concept of armed attack. The latter might adopt the same threshold for the concept of aggression under the customary law of State responsibility. Alternatively, the ICJ would not adopt such a fairly lenient threshold in construing the concept of aggression under the customary law of State responsibility, but would rather seek to devise a threshold in line with that contained in Article 8 bis of the ICC Statute and the underlying customary international criminal law. Finally, both the UNSC, in determining acts of aggression under Article 39 of the UN Charter, and the ICJ, in applying the customary law governing State responsibility for aggression, could be inspired by the international criminal law threshold.


F. A Look Ahead


To date, the frequency by which the concept of aggression is referred to in the political discourse stands in sharp contrast to its significance in the international legal practice. Not one single time has the UNSC made the determination that a State has committed an act of aggression under Article 39 UN Charter and not once has the ICJ found that a State has violated the customary law prohibition of aggression. With respect to international criminal law, the findings made by the Nuremberg and Tokyo Tribunals seemed like isolated events no longer resonating today—until the ICC’s jurisdiction over the crime was activated in 2018. While this undoubtedly constitutes a noteworthy change in the landscape of international criminal justice, its practical significance is yet to be seen. Due to political controversies, the ICC’s jurisdiction over the crime of aggression was narrowly defined. It is universal only on the basis of a UNSC referral of the relevant situation. Otherwise, the Court’s jurisdiction is essentially consensual and confined to acts of aggression committed by one State Party against another.116 The recent breakthrough regarding the crime of aggression has therefore been characterized by one observer as being largely devoid of any practical significance, as constituting, ‘by and large (…) an act of symbolic international “legislation”’.117 That said, it is also conceivable that the practice of States and the international community as a whole will shift in the future. Yet questions remain open as to whether and how this would in turn influence the practice of the UNSC in making determinations on the existence of acts of aggression and/or the practice of the ICJ to concretize the idea of aggravated responsibility for State aggression, and as to whether those UN organs will, irrespective of the future evolution in the field of international criminal justice, proceed in new directions in their application of the concept(s) of (act of) aggression. It has been the modest ambition of this chapter to set out with as much conceptual precision as possible the current international legal framework within which future practices may unfold.
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Chapter 14


Armed Conflicts, International Law, and Global Security

Jakob Kellenberger



A. Introduction


The invitation to contribute to this Handbook with a chapter on armed conflict started with the sentence ‘security has become the dominant issue of the 21st century’. While today it is clear that protracted non-international armed conflicts (NIACs) are the prevalent type of armed conflict, international armed conflicts (IACs) seem likely to again become a major threat to global security in the future. This hypothesis is based, amongst other factors, on recent military confrontations involving a number of States in Syria, Russian involvement in Crimea, US tensions with Iran and North Korea, and broader regional tensions in the South China Sea. The present contribution will first provide an overview of the interrelation between armed conflicts and other threats to global security, and will then conduct a selective ‘tour d’horizon’ of armed conflicts currently raging in various geographical regions of the world, before taking a step back to consider the adequacy and effectiveness of the existing international regulatory framework governing armed conflicts in light of the broader challenges facing the contemporary world order.


B. Armed Conflicts in the Broader Global Security Environment


In examining armed conflicts, this chapter adopts the ‘classic’ dichotomy between IACs and NIACs as understood in international humanitarian law (IHL) and relevant international jurisprudence.1 This being said, the author expects that non-State and sub-State actors with access to advanced instruments of war and new methods of destabilization are likely to play an increasingly important role in the future. While not necessarily leading to an escalation of armed conflicts, the resulting confrontations are expected to contribute to a widespread proliferation of violence, insecurity, and instability below the level of full-blown war. Indeed, in recent years, the prevalence of situations of violence other than armed conflict and their social, economic, political, and humanitarian impact has been increasing rapidly, including in the world’s megacities, or in the various contexts affected by the so-called ‘drug wars’.2 In light of the number of people affected by such violent situations, these have to be considered a threat to global security similar to (or perhaps bigger than) armed conflicts. For example, violence in Brazil since 2001 has been reported to have cost more lives than the wars in Iraq and Syria put together; and there are no signs of changing trends in this regard.3 The line between armed conflicts and other situations of violence is increasingly blurred,4 and even countries which refuse to recognize the existence of a NIAC increasingly involve the armed forces in the fight against organized criminals and other armed non-State actors.5

In this chapter, no distinction is made between ‘human’ and ‘State’ security’;6 ‘armed conflicts’7 are assessed as a security threat and compared with other security threats. In analysing the legal framework relevant to armed conflicts from a global security perspective, the UN Charter will be prioritized, given that it is the main legal instrument aiming to maintain international peace and security by regulating (and outlawing) the threat or use of force between States (the jus ad bellum), most notably through key provisions such as Articles 2(4), 2(7), 42, and 51.

In contrast to the rules governing the use of inter-State force, the role played by IHL in relation to global security is less evident. It certainly cannot be denied that IHL can contribute to global security, in that greater respect for its rules in the course of armed conflicts would result in significantly fewer victims and less destruction, and facilitate reconciliation as a consequence.8 Moreover, better protection of civilian infrastructure would greatly help economic and social recovery after an armed conflict. It must be stressed, however, that the aim of IHL remains the regulation and mitigation of armed conflicts, and not their prevention.9 It is widely recognized, thus, that more efforts should be invested in the prevention of armed conflicts. Recognition alone, however, is not sufficient.

As far as international criminal law is concerned, a serious and truly universal fight against impunity for international crimes committed during armed conflicts, resulting in a high likelihood of prosecution, would probably have a preventive effect with regard to serious violations of IHL.10 The world is still far from this utopia, however, and not even the establishment of the International Criminal Court (ICC) changed the fact that, in reality, the impact of criminal law continues to depend mainly on the extent to which alleged war criminals are prosecuted at the national level.11 For as long as the fight against impunity both at the national and the international level is subject to double standards and cannot rely on genuine political commitment, no major contribution of international criminal law to greater respect for IHL can be expected.

While both international and non-international armed conflicts undoubtedly have a significant impact on any security environment, their role should not be examined in isolation, but must always be understood in conjunction with a panoply of other, often related, security threats,12 such as economic and social threats including poverty, the widening gap between rich and poor, infectious diseases,13 and environmental degradation; genocide and other large-scale atrocities;14 nuclear, radiological, chemical and biological weapons;15 terrorism;16 transnational organized crime;17 climate change;18 and large-scale migration.19

Moreover, the broader security impact of armed conflicts can be exacerbated by mass exportation of sophisticated weapons systems to regions of war and high tension, the Gulf region currently being the most prominent example.20 When economic or political interests are at stake, exporting States seem prepared to turn a blind eye to the political regimes and human rights records of destination countries, thus seriously undermining and weakening the authority and credibility of the relevant international legal frameworks.21 As reported by the Stockholm International Peace Research Institute (SIPRI), the volume of international transfers of mayor weapons rose by 10 per cent between 2009 and 2013 and 2014 and 2018. The flow of the arms to the Middle East grew by 87 per cent between 2008 and 2013 and 2014 and 2018.22

According to the World Forum’s 2020 Global Risk Report, four out of the five top global risks by likelihood are climatic and environmental. Cyberattacks are also in the top ten.23 For example, cyberattacks, as distinct from cyberwarfare, are undisputed front runners in any ranking of global risks. Indeed, according to the Swiss Re Institute’s ‘New Emerging Risks Insights’ report, periodic and escalating cyberattacks ‘are already becoming a regular occurrence’, while further novel forms of conflict are expected to arise, including quite possibly also military conflict, even between major powers.24 One need only consider the NIAC in Syria with the military involvement of various global and regional powers on opposing sides, the massive armament of the Gulf States, and the conflict in Yemen, but also the festering tensions between the ‘West’25 and Russia, to spot obvious potential for escalation towards full-blown IACs.

Overall, both IACs and protracted NIACs pose serious risks to global security. With respect to the latter, and although they may seem quite distant in most cases, some of them have the potential to develop into full-blown international conflicts of regional dimension or worse. This is further aggravated by the fact that international actors are increasingly involved in NIACs without assisting to bring the conflict to an early end. Recent and current conflicts in Libya, Yemen, and Syria are some obvious examples.

As rightly observed by the US National Intelligence Council in January 2017,26 ‘the risks of conflicts, including inter-state conflict, will increase during the next two decades because of diverging interests among major powers (…)’.27 Although according to the Council the risk of extensive military clashes between big powers is unlikely, it is today doubtful whether, as asserted, ‘the presence of nuclear and advanced conventional weapons will contribute to deterring full-scale war among major powers, but lower level of security competition will continue or even increase’.28


C. A Selective ‘tour d’horizon’ of Contemporary Armed Conflicts



1. The Near East and the Middle East


The Near East and the Middle East, certainly one of the politically most sensitive regions worldwide, is currently affected by a number of armed conflicts carrying a significant potential for destabilization and escalation on a regional if not global level.

Most notably, at the time of writing, several non-international and international armed conflicts are taking place or have taken place in Syria.29 As a matter of IHL, IAC-qualifications hold true regardless of the fact that Syria has not reacted to the military action taken against it by other States,30 and that some of the relevant attacks were limited to isolated, punitive strikes. Arguably, a military reaction by Syria to the Turkish attacks, particularly on Turkish soil, could even have triggered Article 5 of the NATO Treaty on mutual assistance. The Turkish attacks and partial occupations are violating Article 2(4) of the UN Charter, while following an abusive interpretation of its Article 51. Until the first meting of the so called Constitutional Committee in 2019, there had been no direct talks between representatives of the Syrian Government and representatives of the armed opposition, either in the UN-led process in Geneva or in the Astana process. Russia, Iran, Turkey, the United States, and Hezbollah have all had boots on the ground.

Beyond the Syrian conflict, the Near East and Middle East are marked by protracted armed confrontations ranging from Israel/Palestine all the way to Yemen, rendering this region most vulnerable to international military escalation. Depending on the evolution of highly volatile circumstances on the ground, this may conceivably lead to IACs opposing, for example, Iran and an alliance between the United States, Israel, and possibly Saudi Arabia, or increasing tension between Russia and the United States with the Syrian conflict as a starting point. In light of mounting tensions and complex alliances moving across the region, the incessant supply of the most sophisticated weapons by various States to the parties involved certainly has done nothing to alleviate the risk of escalation. This is further exacerbated by powerful States, such as the US, applying double standards to their relations with regional powers, such as Saudi Arabia, on one hand, and Iran, on the other. The room to manoeuvre for arbitrary double standards would be more limited in a less unipolar world with more checks and balances. To apply double standards when taking decisions on weapons exports in regions of tension or conflict or when adopting sanctions is damaging to the reputation of those taking such decisions. The extraterritorial sanctions’ policy applied by the US is increasingly perceived as an expression of imperialism. This is all the more so when sanctions seem arbitrary and motivated less by values and more by economic and political interests.


2. The South China Sea


The South China Sea is one of the main waterways of global trade. Despite the various competing territorial and maritime claims between China, Vietnam, the Philippines, Taiwan, Malaysia, and Brunei, however, it seems unlikely that any of these disputes could lead to a full-blown armed conflict.31 The Chinese land claim of 1947 certainly adds an additional element of tension to the China–US relations but, unless American interests are affected in a concrete manner, it is unlikely to trigger direct military confrontations.

Although China has ratified the UN Convention on the Law of the Sea (UNCLOS), it has made use of the facultative exceptions of Article 298, which allow for the exclusion of all disputes over sovereignty from the Convention’s dispute settlement system,32 including adjudication by the ICJ. This notwithstanding, the Philippines managed to bring at least some aspects of the dispute before an UNCLOS Annex VII Tribunal through claims of damage to the marine environment.33 China did not participate in the proceedings and fiercely contested their outcome.34 Nonetheless, China’s use of civilian fishing boats, backed up by naval forces, to assert sovereignty claims in the South China Sea has been described as an example of ‘hybrid conflict’, which is neither exceptional nor unprecedented in the history of territorial expansion.35

The uncertain future of the ‘one country, two systems’ model between China and Hong kong and the China-Taiwan relationship are adding to regional uncertainties.


3. Europe


As far as Europe is concerned, the primary focus should be on the current tensions and the potential for future conflict between NATO and the Russian Federation in zones of high relevance to their respective security concerns. Current developments have strayed significantly from the solemn declarations made at the 2002 Rome Summit between NATO Members and Russia when the NATO–Russian Council was established. According to the declaration, ‘NATO member States and Russia will work as equal partners in areas of common interest’.36 It remains unclear whether Russia had received assurances against NATO enlargements during the negotiation process for German Reunification. The first enlargement towards central-eastern Europe (Czech Republic, Hungary, and Poland) took place in 1999, followed by the accession of Bulgaria, Estonia, Latvia, Lithuania, Romania, Slovakia, and Slovenia in 2004. The NATO declaration at the 2008 Bucharest Summit welcomed ‘Ukraine’s and Georgia’s Euro-Atlantic aspiration for membership in NATO’ and ‘agreed…that these countries will become members of NATO’.37 Arguably, this declaration can be seen as a negative turning point in NATO–Russian relations and a trigger for a significantly more assertive military stance by Russia. This became particularly evident in its 2008 invasion of Georgia to prevent the forcible reintegration of South Ossetia, as well as in its invasion and annexation of Crimea and the support of secessionist movements in Eastern Ukraine after the Maidan protests in February 2014. In contrast to this prevalently Western reading, a plausible alternative interpretation of events would be that Russia intervened in Georgia after Georgia’s attempt to reintegrate South Ossetia by force, and that Russia encouraged Crimea’s secession from Ukraine and Crimea’s integration into the Russian Federation and the support of secessionist movements in Eastern Ukraine in response to the Maidan protests and the coup d’état in February 2014. In the view of the author, it is at least conceivable that Russia’s military interventions could have been avoided, had NATO Member States themselves in their expansion plans not been blind to Russian security concerns.

Today, NATO is by far the world’s largest military alliance and is committed to the principle of collective defence. After the dissolution of the Warsaw Pact in 1991, NATO increasingly struggled to justify its continued existence and, in doing so, may have significantly contributed to resurrecting its old enemy, not least through its policy of territorial expansion. Arguably, future perspectives of cooperation and peace in Europe would have been perhaps better served if former Warsaw Pact Members had instead only become, through their EU membership, part of the European Common Security and Defence Policy (CSDP), a policy which itself has, admittedly, some way to go.

Numerous are those who underline Europe’s (meaning mainly the EU’s) dependence on the USA in defence and security matters. This is a fact. This is particularly odd against the background of the EU’s economic power and the combined military capacities of EU Member States. An EU with a real CSDP would rank amongst the three largest military powers of the world with a military budget close to China’s, but still less than one third of the US defence budget 2019. Even without the United Kingdom, the EU ranks third. The time may come to take more seriously the European will to gradually emancipate itself from US dominance, and achieve a more balanced relationship within NATO. Having reviewed the various latent and full-blown armed conflicts taking place in the various world regions, as well as their correlation to other security threats, the analysis will now turn to the applicable legal framework and its relevance to contemporary challenges.


D. The Legal Framework and its Practical Relevance



1. Jus ad bellum


For the purposes of this contribution, a basic distinction should be made between the law on the (non-)use of force (jus ad bellum) and the law on the conduct of hostilities (jus in bello), which has already been considered in Section B above. The former is regulated mainly by the UN Charter, according to which the UN Security Council (UNSC) has the primary responsibility for the maintenance of international peace and security,38 whereas the UN General Assembly (UNGA) has a complementary responsibility under Articles 10, 11, and 14 of the Charter.39

Under Article 2(4) UN Charter ‘all Members shall refrain in their international relations from the threat of use of force against the territorial integrity or political independence of any state, (…)’. In practice, however, this provision does not command much respect. Governments routinely threaten others with force without being accused of violating this article, as illustrated, for example, by the constant exchange of threats between the US and North Korea or the threats made by the USA and Israel against Iran. Moreover, the last two decades have seen a significant erosion of the prohibition of the use of force itself, starting from the initiation of hostilities by NATO States against Yugoslavia without UNSC authorization in 1999, the manifestly unlawful invasion and occupation of Iraq by the United States and the United Kingdom in 2003, to the invasion and annexation of the Crimea by Russia in 2014.40 More recently, in April 2018 reports about the use of chemical weapons by the Syrian Army triggered punitive air attacks by the USA, France, and the United Kingdom in Syria, even before the Organisation for the Prohibition of Chemical Weapons had carried out its investigation. At the same time, the growing de facto tolerance of the international community for the unilateral use of force against States has been accompanied by a clear increase in prima facie unlawful cross-border military operations against non-State actors, such as by the United States in Pakistan, Israel in Lebanon, Colombia in Venezuela, Kenya in Somalia, or Turkey in Syria and Iraq, to name just a few. It is clear that, from a global security perspective, these developments are extremely troubling and may well suggest nothing less than the impending implosion of the entire security edifice of the post-Cold War world order. Indeed, given the fundamental importance of Article 2(4) UN Charter for the contemporary world order, extreme caution should be used not to undermine the predominant consensus as to the very exceptional justifications for the threat or use of force as laid down in the UN Charter.41

Most importantly, apart from situations of armed attacks requiring immediate use of force in self-defence, the UNSC must retain the primary responsibility for the maintenance of international peace and security and the sole authority for authorizing individual or collective use of military force for that purpose. The only area where the existing framework would perhaps require moderate expansion to compensate for blockages within the UNSC is that of humanitarian disasters in line with the principles developed within the responsibility to protect (R2P) framework.42

If the existing rules of the Charter on the threat or use of force are not interpreted soberly, self-defence may soon routinely be used as a mere fig leaf for aggressive interventions and wars of aggression. The duty of States to interpret and execute their international duties in good faith43 means that care must be taken already to avoid the corruption of language. For example, the High-level Panel on Threats, Challenges, and Change proposed in its Report an updated interpretation of Article 51 UN Charter,44 permitting pre-emptive self-defence against an imminent or proximate threat provided the action is proportionate, whereas anticipatory self-defence without imminent threat was not admitted. These interpretations remain controversial, however, and, in the view of this author, with good cause.

The reality is that, under the guise of self-defence, unwarranted military force is increasingly used for the purposes of asserting political influence and preventing unfavourable shifts in regional power balance. Not surprisingly, therefore, such action rarely remains limited to what is necessary or proportionate to address the purported threat and often triggers a prolonged downward spiral marked by an implosion of civilian governance structures and a proliferation of violence. Today, violations of Article 2(4) of the UN Charter rarely entail adverse consequences beyond oral condemnations of different degrees, particularly where the aggressing State can count on support by one of the UNSC Permanent Five Members (P5).

Another argument with potentially far-reaching, harmful effects is that advanced by the UK in relation to the April 2018 airstrikes in Syria.45 According to the UK, the use of force in that case did not violate the relevant Charter framework as the Syrian government had made use of illegal chemical weapons. Such statements are particularly significant as they demonstrate the emerging perception of powerful States that unilateral use of force on their part no longer requires a decision of the UNSC under Chapter VII of the UN Charter, or even a genuine motivation to maintain international peace and security, thus opening the door to wars or acts of aggression labelled as ‘punitive’ or ‘just’. This fundamental erosion of the post-war world order is further exacerbated by the same States’ weapons exports and the violations of IHL resulting from them in various conflicts around the world.

It would seem that this ‘relaxation’ of the UN Charter framework accelerated in parallel to the UNSC’s push towards enlarging its own competences. More specifically, in 1992, the Council widened the concept of ‘threat to international peace and security’ under Chapter VII to encompass large-scale violations of international human rights and humanitarian law, and allow thus for the adoption of measures under Chapter VII.46 Nonetheless, no action was taken during one of the worst civil wars in Africa, in South Sudan. The endorsement of the concept of R2P in the 2005 World Summit Outcome Document has also been viewed as adding an important element to the competences of the UNSC. However, there is pervasive suspicion of R2P by certain States, especially Russia. This can be mainly attributed to the overstepping of the mandate to use force given under UNSC Resolution 1973 (2011) in Operation Unified Protector.47 Despite the fact that UNSC Res 1973 authorized the employment of ‘all necessary measures’ to protect the civilian population, the use of force employed by the coalition of intervening States and the support granted to the Libyan rebels was primarily aimed at overthrowing the Gaddafi regime.48

The foregoing analysis indicates that the rules on the prohibition of the use of force and the authorization of collective military action under Chapter VII of the UN Charter have been frequently breached. NATO Member States, Russia, and other States have repeatedly ignored the rules, while at the same time the United States and Russia remained the undisputed ‘veto masters’.49 The gradual erosion of the rules of the UN Charter, the lacking credibility of allegations coming from all sides, and the use of double standards depending on the interests of powerful States have significantly increased the risk of an impending resurgence of IACs. The increasing tolerance towards violations of Article 2(4) of the UN Charter and of the rules restricting collective action under Chapter VII is further exacerbated by the broadening interpretation of Article 51 governing the use of force in self-defence, which opens the door to additional potential for uncontrolled escalation and destabilization of the contemporary security environment.


2. Jus in bello


The relevant international legal standards for the conduct of hostilities and the protection of persons during armed conflicts are reflected primarily in the Hague Regulations of 1907,50 the four Geneva Conventions of 1949,51 their additional Protocols,52 and the international conventions and other instruments prohibiting or restricting the use of certain weapons.53 The main purpose of IHL is, as mentioned, to protect civilians and other persons who are not, or are no longer, taking a direct part in hostilities, and to regulate the conduct of hostilities, including through the prohibition or restriction of the use of certain weapons.54 As new weapon technologies continue to emerge, additional rules may become necessary to safeguard that new weapons will conform to the core principles of IHL.

From a State security perspective, violations of IHL and international human rights law (IHRL) are sometimes perceived as a lesser threat to global security than violations of the jus ad bellum. In reality, however, especially widespread or systematic violations of IHL and HRL can have a significant destabilizing and escalatory potential, as can be illustrated, most notably, by the current conflicts in Syria and Libya, but also by the fact that a staggering 65 million persons are currently on the move worldwide due to forced displacement. Especially over a longer period of time, such violations may trigger additional wars and make reconciliation at the end of the conflict particularly complicated, if not impossible. Without any doubt, therefore, the devastating impact of armed conflict on the social and economic environment would be much smaller if core humanitarian law principles, such as the rule of distinction between combatants and civilians, and military objectives and civilian property were better respected.

The increasing reluctance of States to conclude legally binding agreements in the area of IHL is striking, particularly given that the law of international responsibility in case of violation of a State’s international obligations has few, if any, tangible consequences.55 Indeed, the International Committee of the Red Cross (ICRC) failed in its attempt to create legally binding or soft law procedures in order to promote compliance with IHL, especially in NIACs, or during efforts to fill the gaps in IHL, applicable mainly to detention of combatants in NIACs.

Unfortunately, the pervasive disrespect of the rules of IHL—in particular of the principles on the conduct of hostilities, such as distinction, proportionality, precaution—is a daily occurrence. The widespread disregard of the principle of proportionality reminds of the times of ‘just war’ when vengeance was considered acceptable. Humanitarian organizations tend to warmly welcome any new agreement that could be assimilated to a humanitarian agreement; in recent times these agreements refer mainly to weapons. However, this obscures the fact that most powerful States have failed to ratify these agreements and, therefore, do not consider themselves bound by them.

Issues relating to nuclear weapons are primarily dealt with in the framework of the Treaty on the Non-Proliferation of Nuclear Weapons (NPT).56 The last NPT review conference in 2015 illustrated that proposals that are not favoured by nuclear powers tend not to be taken forward. Although non-proliferation and nuclear disarmament are the overarching goals of the regime established under the NPT, they are not necessarily pursued in every corner of this world.

Additionally, certain States, which are important exporters or importers of weapons, seem to benefit from the prolongation of armed conflicts and security threats. Similarly, many of those States are not champions of the fight against impunity and, correspondingly, have not ratified the Rome Statute. The world’s biggest military powers, the US, China, and Russia, belong to that group. Amongst Western States themselves there is, however, a remarkable difference between the US on the one hand, and France and the UK on the other, the latter being more willing to be bound by IHL agreements.


3. International Criminal Law


International and national criminal law also constitutes part of the international legal framework relevant to armed conflicts. In principle, the systematic prosecution of war crimes, crimes against humanity, genocide and the crime of aggression, through its deterrent effect, certainly could significantly contribute to improving respect for international humanitarian law, human rights law, and the jus ad bellum and, thereby, contribute to international stability, peace and security.57 However, the less efficient the fight against impunity for international crimes is in actual practice, the weaker the preventive dimension of the rules of national and international criminal law will be. From a global perspective, the fight against impunity still is not systematic enough today; and it certainly is neither broad nor efficient enough to contribute decisively to the prevention of armed conflicts and other major situations of violence, thereby, to global stability and security. Even the establishment of the ICC, which started its work in 2002, brought no major change but, from a historical perspective, certainly is an important step in the right direction, as was the initial recognition of international individual criminal responsibility after the Second World War.

The Rome Statute reminds us of a simple fact: the relevance of international legal instruments depends to a large extent on the States who have ratified them.


4. Human Rights Law


The same holds true for human rights treaties, applicable in times of peace and war, in particular the International Convention on Civilian and Political Rights (ICCPR).58 Especially in the case that the applicability of IHL is contested by a State, human rights law becomes a precious safety network, even though it is not binding upon armed non-State actors, according to the majority view of experts. Moreover, as far as the obligations of States are concerned, the application of human rights law alongside IHL during armed conflicts can offer significant procedural advantages to victims, because human rights treaties generally provide them with direct legal remedies, including individual complaints and entitlements to compensation and redress. Thus, both the European and the Inter-American Human Rights Courts and Commissions have adjudicated numerous individual complaints relating to human rights violations which had occurred during armed conflicts and which also amounted to serious violations of IHL but which, in the absence of a competent international criminal court or tribunal, could not be prosecuted internationally as war crimes.


5. New Technologies


The 2019 Report on the International Humanitarian Law and the challenges of anticipating armed conflicts starts with two challenges in the conduct of hostilities: urbanization of armed conflicts and new technologies of warfare.59 In recent years, cyberspace has posed distinct although not entirely novel challenges to global security. Cyber operations, when used as a means and method of warfare to initiate an armed conflict or during an armed conflict, amount to cyberwarfare. The main regulatory framework on cyber operations is currently the Tallinn Manual on the International Law Applicable to Cyber Warfare.60 The latter encompasses both the jus ad bellum and the jus in bello rules applicable to cyberwarfare. Beyond this, as the UN Group of Governmental Experts in its 2015 report affirmed ‘[i]nternational law, and in particular the Charter of United Nation (jus ad bellum) is applicable’ to cyber operations, along with ‘established legal principles, including, where applicable, the principle of humanity, necessity, proportionality and distinction’.61

For its part, the ICRC had asserted early on, both in public statements and in its discussions with delegates and governments, the applicability of IHL to cyber operations in armed conflicts and it was largely successful in convincing a large part of the international community. The fundamental principles of IHL according to the ICRC, namely the principles of distinction, proportionality, and precaution, are applicable in the conduct of hostilities in the cyberspace. The principle of proportionality is particularly vulnerable in this context. According to art 51(5)(b) AP I:

An attack which may be expected to cause incidental loss of civilian life, injury to civilians, damage to civilian objects, or a combination thereof, which could be excessive in relation to the concrete and direct military advantage anticipated.

In practice, the application of this principle in cyber operations would probably mean that attacks on computer infrastructure and networks used by both the military and the civilian population are prohibited. The ICRC constantly advocates broadening the circle of States that recognize the applicability of IHL to cyberwarfare. The EU, NATO and mostly Western States recognize today such applicability of IHL to cyberwarfare.62 The reports of the ICRC on IHL and the challenges of contemporary conflicts presented to the International Conferences in 2011, 2015, and 2019 set out the reasons behind the ICRC position in quite some detail. A different question that remains to be answered is whether existing rules on the conduct of hostilities are refined enough to deal with cyber operations.

To the challenges posed to IHL by cyber operations, the development of autonomous weapons systems should be added. According to the ICRC, an autonomous weapons system is ‘any system with autonomy in its critical functions. That is, a weapons system that can select (that is, search for or detect, identify, track, select) and attack (namely, use force against, neutralize, damage or destroy) targets without human intervention’.63 However, in order to ensure compliance with core humanitarian law principles, such as distinction, proportionality and precaution in attack, a certain level of human control over attacks is required. In its 2019 Challenges Report, the ICRC stated that it considers there to be an urgent need for agreement on the type and extent of human control necessary in practice to ensure both compliance with IHL and ethic acceptability. As Neil Davison puts it ‘states should now begin to determine where internationally agreed limits must be placed by assessing the type and degree of human control required, in the use of weapons to carry out attacks, to ensure compliance with IHL’.64 From another perspective, the development of autonomous weapons systems may significantly alter the global security landscape beyond IHL. To the extent they can facilitate the waging of war without risking human lives, the political, economic, and social cost of going to war may be lowered, deepening further the asymmetric nature of warfare. New weapon technologies are hence particularly relevant to jus ad bellum as well. The Group of Governmental Experts on Lethal Autonomous Weapons Systems, established in 2016 within the framework of the Convention on Prohibitions or Restrictions on the Use of Certain Conventional Weapons,65 qualified opinions in the last session from 9 to 13 April 2018 as widely divergent.66

Overall, therefore, new weapon technologies are an important issue both under IHL and from a jus ad bellum perspective. Assuming that IHL-related questions are settled in a satisfactory way, the question remains as to what extent new weapon technologies increase the likelihood of wars being triggered or escalated and to what extent they deepen the asymmetric nature of armed conflicts.67 Reflecting on this latter point, the question arises as to what the reaction of belligerents not possessing such advanced weapons will be and how they would seek to compensate for their seemingly weaker military position.


E. Evaluating the Role of International Law


As the foregoing analysis indicates, the international legal frameworks mentioned above have hardly proven effective in preventing armed conflicts or the dramatic humanitarian consequences caused by them. Reflecting on countless images and reports of destroyed cities and civilian casualties, it seems obvious that the applicable international law and the work of the UNSC have not achieved their goal to ‘save succeeding generations from the scourge of war’.68 This notwithstanding, the negative impacts of armed conflicts certainly would have been far worse in the absence, in particular, of the relevant norms of IHL, and the tireless efforts and advocacy carried out by the ICRC and countless other humanitarian stakeholders.69

According to a survey carried out by WIN/Gallup International between June and September 2016, almost half of the people living in countries affected by armed conflict responded that the Geneva Conventions prevent wars from getting worse.70 The broadening and intensification of the dissemination of IHL rules is one of the ICRC’s core policies. The better its rules are known and the more broadly they are accepted and mainstreamed, the higher becomes the reputational and political risk of ignoring them and the less likely are parties to a conflict to claim that they were not aware of the consequences of their actions. Increased efforts are all the more important as proposals for the establishment of mechanisms and procedures aiming at ensuring more effective compliance with the law have not been particularly successful so far.

Serious breaches of IHL could be further decreased if the efforts to prosecute and convict perpetrators intensified both at the national and the international levels. Taking recent developments into consideration, however, this seems to remain a distant prospect.

The fact that an increasing number of States feel less bound today by the jus ad bellum rules of the UN Charter is particularly worrying. Although the rules may not be openly challenged, they are simply not respected or are interpreted in an excessively broad or arbitrary manner, thus paving the way for an emerging customary rule fundamentally undermining the stabilizing and de-escalatory edifice of the Charter. The more violations remain without decisive reaction on the part of the international community, the less respect will eventually be commanded by the relevant rules.71


F. Outlook


As we have seen, armed conflicts continue to constitute one of the main threats to global security on all levels and, therefore, their prevention must be absolutely central to any sustainable global governance system. In light of this observation, current trends towards undermining the preventive and stabilizing legal order of the UN Charter are particularly worrying.

Today, after several decades of relative stability, IACs pose a resurging security risk of global scale. Arguably, the growing global volume of arms trade may serve as a realistic indicator for the crumbling level of confidence worldwide as to the prospect of a peaceful future. In light of these factors, and taking into consideration other key contributors to armed conflict, such as extreme poverty, unbearable socio-economic inequality, and other forms of discrimination, the coming decade is very likely to see an increase in armed conflicts and other situations of violence worldwide.

The achievement of the Sustainable Development Goals (SDGs)72 by 2030 would address many of the most important causes of armed conflict. Indeed, the SDGs may be considered a large-scale conflict prevention programme. At the same time, ongoing armed conflicts and their devastating socio-economic impact may well constitute one of the primary threats to the realization of the SDGs. As declared already in the 2005 World Summit Outcome document, conflict prevention is of paramount importance,73 and significantly more resources have to be invested to that end, especially taking into consideration the enormous difficulties of bringing armed conflicts to an end. To be successful, however, conflict prevention policies often would have to go far beyond responding to official political narratives and address fundamental socio-economic realities, such as discriminatory, exploitative, or otherwise dysfunctional governance systems in the effected contexts. In the short-term, reduction of weapon exports is crucial. In that respect, it is encouraging that various bodies, intergovernmental bodies included, have been examining at an early stage the potential consequences of new weapon technologies.

For its part, IHL faces challenges in promoting compliance with existing rules, in filling the gaps in the existing law, in taking on new initiatives like partnerships in order to promote the respect of IHL, as well as in adjusting to new developments. The rules of IHL need, more than anything else, the unequivocal and consistent support of civil society, not only within States affected by armed conflicts, but worldwide. The Ottawa Convention on the Ban of Anti-Personnel Mines and the Arms Trade Treaty are pertinent examples.74 Additionally, it is crucial to reflect on whether new terms and regulatory instruments are indeed necessary to address new realities, since they may confuse and deflate already existing duties and obligations.75

As the present analysis has illustrated, the post-Second World War order has established an ambitious international legal framework for the elimination of one of the greatest threats to international peace and security: inter-State war. Without any question, therefore, compliance with the UN Charter is key to global, national, and human security. The same holds true for IHL, its central goal being the mitigation of armed conflicts, most notably through the protection of persons who are not, or are no longer, taking a direct part in the hostilities, and through the prohibition or restriction of certain weapons and other means or methods of warfare. For that reason, any violation of these fundamental provisions requires decisive and effective reaction on the part of the international community. Similarly, any complacency with bad faith interpretations of the law, particularly concerning the exceptions to the strict prohibition of force established in the UN Charter, fundamentally undermine the authority of the international legal norms put in place to prevent such armed conflicts after the horrors of the Second World War. Given the exponentially multiplied potential of total destruction and annihilation which States have accumulated in the seven decades that have passed since then, no one ought even to contemplate what the collapse of this essential edifice would mean for the future of global peace and security and, indeed, for the human species as a whole.
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Chapter 15


Contested Territory

Christopher J Borgen



A. Introduction: The Many Geographies of Contested Territory and the Modes of Acquisition


Territorial disputes are perhaps the quintessential problem of public international law. States clashing over borders; empires scrambling for land and encountering the people who already live there; populations struggling to break free from colonial domination; communities trying to separate from States to become new countries. The soil of contested territory is often blood-soaked. Such conflicts are a Gordian knot of geography, sovereignty, and nationality, of history, myth, and economics.1 What role, then, for law, let alone for technical legal distinctions?

In its transformation from the ancient world, through feudalism, and into the Westphalian system of States, territory has been repeatedly reconceptualized and reorganized from an era of frontiers—‘fuzzy’ zones between communities—to a modern world segmented by borders.2 This modern compartmentalization of territory emphasizes the concept of rightful ownership, of title.

Sir Robert Jennings, prior to becoming a judge on the International Court of Justice (ICJ), described title as the ‘vestitive facts which the law recognizes as creating a right’.3 The so-called ‘modes of acquisition’ in the analytical literature are an attempt to explain and classify how territory may be legally acquired and transferred and, thus, disentangle which States have legal title to which territory. Jennings described five of these modes, while concluding that the list must be incomplete:

(1) occupation, viz. of territory which is not under sovereignty of anyone; (2) prescription, by which title flows from an effective possession over a period of time; (3) cession, or the transfer of territory by treaty provision; (4) accession or accretion, where the shape of land is changed by the processes of nature; and finally (5) subjugation or, if you prefer the older terminology, conquest.4

This chapter addresses the theory and practice of territorial contestation, past, present, and possibly future. Section B will sketch the evolution of these modes and other concepts through different eras. The next two sections will then address methods of resolving territorial disputes: Section C will describe political and military responses to territorial contests and Section D will turn to judicial resolution. Section E will focus on the particular role that recognition plays in resolving territorial disputes. Section F will then reconsider the modes of territorial acquisition in light of these historical, methodological, and doctrinal discussions. Section G will look forward to emerging issues of contestation and the closing section will conclude the discussion.


B. Eras of Contestation and Eras of Doctrine


Although territory has been a source of conflict since the dawn of humanity, this chapter focuses on the relation of law to such disputes in the eras since the European expansion across the globe. This is an admittedly Eurocentric narrative because, as imperial powers, the States of Europe defined much of the modern international law of sovereignty and territorial title.

Prior to the so-called ‘Age of Exploration’, conflicting views of territorial dispositions in medieval Europe could be resolved by the Pope or by the Holy Roman Emperor (although there were disagreements as to which had the proper authority).5 By the late 1600s, though, papal demarcations ‘played almost no role’ in the settlement of territorial disputes, except in the relations between the Spanish and Portuguese empires.6

During this period, European powers devised legal doctrines both to support their claims of title to lands already inhabited by indigenous populations and to defend such title against other European powers.7 The act of so-called ‘discovery’ only provided inchoate title that could act as ‘a temporary bar to occupation by another State’.8 A subsequent act of effective occupation and extension of sovereignty was required to perfect title.

Centuries later, in its Western Sahara advisory opinion, the ICJ stated that such lands had not been treated as terrae nullius by European States but rather that in their claims of territorial title those States emphasized agreements with local rulers.9 However, European States took the position that, although the leaders of indigenous populations could transfer land to European States, those populations were not sovereign in the sense understood by international law (as defined by European States) and, thus, agreements with those leaders were not at the same level as treaties amongst European States.10

As for disputes amongst European powers over territory in central Africa, the States in the Berlin Conference of 1884–85 agreed to use effective occupation as a means to resolve territorial disputes.11 However, as there were no definite criteria for effectiveness, the concept was loose in application.12

More generally, European States in the nineteenth and early twentieth centuries saw boundaries ‘as fluid and changing phenomena, a concept clearly stemming from and supported by the incessant ebb and flow of the territorial expansion and contraction of States during that period’.13 Conquest was an important—and accepted—method of territorial reordering.14

However, after the shock of the First World War, the establishment of the League of Nations and the Permanent Court of International Justice (PCIJ) emphasized the peaceful resolution of territorial disputes. Two cases from the inter-war period, one before the PCIJ (Eastern Greenland) and the other before a single arbitrator (Island of Palmas), would become particularly influential in parsing doctrines concerning contested territory.

A quarter-century later, in the years following the Second World War, States further developed the international law and institutions that would respond to a new era of territorial contestation. The UN cemented the legal doctrine that a State could no longer use force as a means to legally acquire territory.15 The evolution of self-determination during the era of decolonization was intertwined with the renewed application of uti possidetis.16 Originally invoked in the nineteenth century in Latin America, uti possidetis stood for the proposition that the pre-existing colonial boundaries would also mark the borders of the newly independent States.17 The ICJ later wrote in Burkina Faso v Mali that uti possidetis:

…is not a special rule which pertains solely to one specific system of international law. It is a general principle which is logically connected with the phenomenon of the obtaining of independence, wherever it occurs.18

The end of the Cold War provided another moment of State formation and doctrinal evolution due to dissolutions of the USSR and of Yugoslavia, as well as other transitions around the world. The territorial implications of self-determination became all the more contentious in situations that did not involve decolonization. The Badinter Commission opinions concerning the break-up of Yugoslavia applied uti possidetis in a non-colonial context.19 The expansion of the doctrine from colonial boundaries to using internal administrative divisions of a predecessor State remains controversial because, although colonial boundaries were ‘external’ claims delimiting sovereignty, administrative demarcations within a State may have been based upon reasons that have no relation to the considerations put into external boundaries.20


C. Non-judicial Responses to Territorial Disputes


Parties have used a variety of means, singly and in combination, in attempts to resolve territorial disputes. This section will consider strategies not involving the use of courts and tribunals and Section D will consider the role of courts and tribunals in interpreting, applying, and formalizing legal rules.


1. Military Action


As previously noted, although conquest had been an important and accepted method of territorial acquisition up through the nineteenth century, it is no longer considered a legally valid means of acquiring title. Nonetheless, States continue to attempt to use force to redistribute territory, such as Libya’s seizure of the Aouzou strip, Iraq’s invasion of Kuwait, and Russia’s annexation of Crimea. While these actions are widely considered illegal, such territorial occupation or redistribution can nonetheless persist for decades. The legal ramifications of illegal situations existing for significant periods will be discussed below.


2. Treaty/Conferences


International agreements have been, and remain, one of the key methods of defining boundaries, ranging from bilateral treaties resolving disputes between two parties to system-defining instruments such as Westphalia21 and the 1919 Versailles Treaty.

Due to their critical position in international security, treaties defining State boundaries are resilient to change. State succession does not end the applicability of a previous boundary treaty.22 Similarly, the International Law Commission’s (ILC) Draft Articles on the Effects of Armed Conflicts on Treaties lists ‘treaties establishing or modifying land and maritime boundaries’ as amongst the treaties which would be presumed to remain in effect during an armed conflict.23


3. Resolution through the UN or other International Organizations


While territorial dispositions until the early twentieth century were often decided by treaties amongst ‘Great Powers’, with the 1919 Treaty of Versailles as perhaps the apotheosis of this practice, today international organizations with global or regional memberships, such as the UN, the Organization for Security and Cooperation in Europe (OSCE), and the Organization for African Unity (OAU), play important roles in resolving territorial conflicts. In addition to formal adjudication through international courts and tribunals, discussed below, international organizations can sponsor mediation, as in the cases of Northern Cyprus, Kosovo, Transnistria, and Nagorno-Karabakh, amongst others.24

The UN Security Council (UNSC) ‘can direct the parties to a boundary dispute to solve it according to certain terms’25 or deter the recognition of an aspirant State or of territorial change between two States. For example, it had declared illegal the attempted secession of Katanga from the Congo and has called upon States not to recognize any Cypriot State other than the Republic of Cyprus.26 More generally, the ICJ found in the Namibia advisory opinion that when the UNSC ‘adopts a decision under Article 25 in accordance with the Charter, it is for member States to comply with that decision, including those members of the Security Council which voted against it and those Members of the United Nations who are not members of the Council’.27

The UNSC can also require the international administration of a particular territory in the wake of a conflict as a step towards resolving questions of status and sovereignty.28 The UNSC has authorized various forms of territorial administration in cases, such as East Timor, Bosnia-Herzegovina, and Kosovo.29 In a study spanning from the years following the First World War to the aftermath of the 2003 Iraq War, Ralph Wilde concluded that, inasmuch as a State has the power to authorize an entity (such as the League of Nations or the UN) to administer part or all of that State’s territory, the administration of the territory by that entity does not imply ‘the enjoyment of sovereignty in the sense of title’.30 However, ‘[t]o say that the exercise of sovereignty as administration did not operate in conjunction with the enjoyment of sovereignty-as-title is not to say that this arrangement did not sometimes play a constitutive role in the legal status of the territory concerned’.31

In addition to, or instead of, UNSC action, the UN General Assembly (UNGA) may pass a non-binding resolution. For example, in the case of Crimea, the UNGA called upon:

all States to desist and refrain from actions aimed at the partial or total disruption of the national unity and territorial integrity of Ukraine, including any attempts to modify Ukraine’s borders through the threat or use of force or other unlawful means…32

In sum, international organizations utilize a variety of tools to address territorial contestation, including overseeing a process of mediation, framing the terms of the settlement, calling on members either to recognize or not recognize an entity or a situation, and providing judicial resolution, such as through the ICJ.


D. Courts, Tribunals, and the Legal Framework for Territorial Contestation


Jennings opined that boundary delimitation ‘is a matter which is perhaps particularly suitable for the settlement of disputes by adjudication or arbitration…’.33 However, as Steven Ratner noted, an ‘overwhelming number of territorial disputes have not been resolved by courts’.34 These views are not actually in opposition—an issue area may lend itself to judicial resolution and yet the majority of these conflicts may be resolved by other means. Yet, this does lead one to reconsider the role of judicial decision-making.

While, theoretically, the modes of acquisition described in Section A should frame the arguments of the parties, tribunals often consider factors including ‘recognition, acquiescence and preclusion; possession and administration; affiliations of inhabitants of the disputed territory; geographical considerations; economic considerations; [and] historical considerations’.35 Ratner observed that ‘[t]he ICJ’s judges themselves have gently traded barbs about whether the Court’s rulings improperly favor political realities over legal principles’.36

Perhaps the most influential single decision regarding the acquisition of territory is Judge Huber’s award as the sole arbitrator in the Island of Palmas arbitration. Judge Huber described the question as a technical legal issue concerning the comparative weight of the evidence of title:

If a dispute arises as to the sovereignty over a portion of territory, it is customary to examine which of the States claiming sovereignty possesses a title—cession, conquest, occupation, etc.—superior to that which the other State may possibly bring against it.37

However, Huber underscored the importance of evidence of effective application of sovereignty, often called ‘effectivités’, because ‘practice, as well as doctrine, recognizes—though under different legal formulae and with certain differences as to the conditions required—that the continuous and peaceful display of territorial sovereignty (peaceful in relation to other States) is as good as a title’.38

The following subsections will consider how courts and tribunals attempt to resolve title based on treaty and on effective application of sovereignty, as well as certain related evidentiary issues.


1. Title, Treaties, and Succession


A State claiming existing title to territory has the initial burden of proof.39 Hugh Thirlway has written that ‘[f]or long-established states, the original territory is practically a “given”; yet even for these there may be neglected boundary problems raising questions of title’.40 A State with title only needs to show that it has not explicitly or tacitly abandoned its claim of title nor acquiesced to the claim of another.41 Reference to a treaty is the most straightforward and possibly the most common support for a claim of title. The treaty may itself convey title or otherwise evidence which State the signatories considered sovereign over a particular area.

Absent a treaty, a State claiming sovereign title to territory may base its claims on State succession, uti possidetis, or effective control.42


2. Title Proven by Effective Displays of Sovereignty


However, the application of evidence of a peaceful display of sovereignty has been the most significant—if not malleable—doctrine applied by tribunals in the resolution of territorial disputes. This doctrinal flexibility was evident in Island of Palmas, where Judge Huber explained that although displays of sovereignty by the Netherlands were only sporadic, given the distance of the island from the Netherlands this was neither surprising nor was it ‘necessary that the display of sovereignty should go back to a very distant period’.43 Rather, he emphasized the importance of notice:

It may suffice that such a display existed in 1898, and had already existed as continuous and peaceful before that date long enough to enable any Power who might have considered herself as possessing sovereignty over the island, or having a claim to sovereignty, to have, according to local conditions, a reasonable possibility for ascertaining the existence of a state of things contrary to her real or alleged rights.44

Evidence of effectivités superseded inchoate title based on discovery.45

With the PCIJ’s subsequent use of effectivités in Eastern Greenland, the doctrine became an important component of the modern jurisprudence of territorial sovereignty.46 In Pulau Ligitan and Pulau Sipadan, the ICJ quoted Eastern Greenland in explaining that:

a claim to sovereignty based not on some particular act or title such as a treaty of cession but merely upon continued display of authority, involves two elements each of which must be shown to exist: the intention and will to act as sovereign, and some actual exercise or display of such authority.47

In Pulau Ligatan/Pulau Sipadan, Indonesia and Malaysia each submitted examples of what they claimed were acts of sovereignty, including acts by the States from which each litigant claimed to have received title. Indonesia gave evidence of Dutch patrols, followed by activities by Indonesia’s Navy and fishing by Indonesian fisherman. Malaysia’s examples of acts of sovereignty included British environmental regulations, the construction of lighthouses by British North Borneo colonial authorities, and then the regulation of tourism by the Malaysian government. In weighing these arguments, the ICJ found that none of the acts cited by Indonesia was of a ‘legislative or regulatory character’.48 By contrast, although the acts referenced by Malaysia were ‘modest in number’, they were nonetheless ‘diverse in character and include legislative, administrative and quasi-judicial acts’ over a ‘considerable period of time and show a pattern revealing an intention to exercise State functions’ with respect to the islands.49

One must also take into account the possibility of ‘historical consolidation’ or ‘prescription’ in which ‘undisturbed continuous possession could under certain conditions produce a title for the possessor, if the possession has lasted for some length of time’.50 In practice, States have been able to annex territory by use of force and then, over time, that acquisition has been effectively recognized by other States.51

However, that process is not just a question of time but of whether or not there has been broad recognition by other States of the territorial change. In some cases, many decades may pass in which effective occupation is still considered illegal and there is no international recognition of the factual change of territorial control.


3. Effectiveness Reconsidered: Self-Determination and Uti Possidetis


Decolonization and secession bring together the right of self-determination with questions of territorial status. Martti Koskenniemi explains that ‘[t]he very claim of self-determination is premised on the assumption that however long, mere possession cannot suffice to justify sovereignty’.52 Numerous territorial disputes before the ICJ were contextualized in some way by colonialism, decolonization, or self-determination.53

State practice shows that a variety of entities have a right of self-determination. Depending on the circumstances, these ‘self-determination units’ include colonies, the total citizenry of a State itself, areas which are ‘non-self-governing’ such that the inhabitants have no say in how they may govern their own lives, or any entity if the parties involved in the dispute agreed that self-determination was an ‘appropriate solution’ for the situation.54

A right of self-determination is not a general right of secession. While there is international support for ‘external self-determination’ in the context of decolonization, whether there is a right of remedial secession outside of the colonial context is highly controversial and not well supported.55

Discussions of self-determination often turn to the issue of whether uti possidetis is in tension with self-determination: whether fidelity to colonial boundaries undercuts the ability of a people to determine their political future, or vice versa. The ICJ reframed the issue and described uti possidetis as supporting the peaceful implementation of decolonization because ‘[i]ts obvious purpose is to prevent the independence and stability of new States being endangered by fratricidal struggles provoked by the challenging of frontiers following the withdrawal of the administering power’.56 Given the artificiality of borders, this conception of uti possidetis in service to self-determination is not without critics, even within the ICJ itself.57

As explained by Enrico Milano, the development of the doctrine of self-determination, as well as jus cogens and erga omnes obligations (such as concerning the use of force) winnowed the breadth of application of effectiveness.58 In regards to self-determination, this is a double-edged sword: while control by a pre-existing State can be undone by a claim of self-determination within the context of decolonization, in other situations effective control of territory by a secessionist entity is not legally dispositive. Outside of decolonization, very few attempted secessions that are contested by the pre-existing State receive support by the international community.59


4. Cartographic Evidence and Critical Dates


In addition to the substantive and interpretational issues set out previously in this section, disputes over territory often include discussions of cartographic evidence and of ‘critical dates’. However, those tools may not actually put the matter to rest.

The ICJ has repeatedly noted that maps, in and of themselves, do not constitute a territorial title, although they can acquire legal force when they become an integral part of an official text.60 Otherwise, ‘maps are only extrinsic evidence of varying reliability or unreliability which may be used, along with other evidence of a circumstantial kind, to establish or reconstitute the real facts’.61

Judicial decision-making also attempts to simplify the tangle of history, myth, economics, culture, and strategic interest by means of bright line rules such as the ‘critical date’, the point after which actions of the parties can no longer affect the resolution of a particular issue in a case.62 However, courts, including the ICJ in Minquiers and Ecrehos, have ‘been reluctant to accept critical date arguments aimed at hampering their discretion to look at the whole of the evidence before coming to a decision’.63


5. Conclusion


While the use of courts and tribunals is an important method of resolving territorial disputes, it is limited. At times, actual conflicts are papered over and left unresolved. Koskenniemi writes:

What happens in dispute-solution is that disputing States’ positions are interpreted so as to lose the conflict between them. Effective possession and general recognition are so interpreted as to point to the same solution. Either both are present or both are absent.64

Steven Ratner concluded that ‘[w]hile tribunals can significantly advance the conflict resolution process, compliance often requires close follow-up by regional actors and, in many cases, renewed negotiations…’.65 Moreover, although boundary cases between States will continue to be an important part of the caseload of international courts and tribunals, other types of territorial contestation are not likely to be presented before tribunals. Conflicts with entities such as ISIL/Da’esh, the Revolutionary Armed Forces of Colombia (FARC) or secessionist groups do not lend themselves to judicialized dispute resolution. Either there is no jurisdiction or the litigants would not want to submit the issues to a tribunal.

Tribunals alone are not enough.


E. Recognition and State Action


In the absence of judicial resolution, questions of territorial control may transform into questions of recognition, either of Statehood or of territorial change. Recognition can be used to try to resolve questions of territorial control by setting forth the view of the recognizing State as to who is sovereign over the territory in question.66 The ‘moment of time at which independent Statehood is attained is unavoidably to be regarded as a root of title to territory’.67 This, however, can impel a strategy of claiming and holding territory as part of a gambit for recognition.

Although States emphasize that recognition in its various forms is primarily a political decision by the recognizing State, it is nonetheless a political decision within a legal framework and with legal effects.68 One part of the legal context of the recognition of Statehood is the Montevideo Convention on the Rights and Duties of States (1933), which describes how ‘the state as a person of international law should possess the following qualifications: (a) permanent population; (b) defined territory; (c) government; and (d) capacity to enter into relations with other States’.69 Although these criteria have become customary international law, they are not the final word in defining what is, or is not, a State but rather supply common terms of discussion.70

Some jurists have argued that ‘effectiveness’, meaning, in the context of Statehood and recognition, the fact of exercising sovereign authority over a certain territory and population, is a better overall test than, or perhaps a summation of, the Montevideo criteria. However, there are limits to the usefulness of the concept of effectiveness and the practice of recognition as means of resolving questions of Statehood or territorial change.

Consider the conflicts over Abkhazia and South Ossetia, which Russia has recognized as independent States. Or Crimea, which Russia recognized as an independent State before signing a so-called treaty of merger, claiming that Crimea was not annexed, but rather chose sovereign merger with Russia.71 Given Russia’s intervention on behalf of the separatists in these regions, the argument that recognition has resolved these situations is not persuasive. According to Article 41(2) of the Articles on the Responsibility of States for Internationally Wrongful Acts (ARSIWA): ‘No State shall recognize as lawful a situation created by a serious breach…[of a legal obligation under a peremptory norm under international law], nor render aid or assistance in maintaining that situation.’72 Thus, a State may be responsible for a wrongful act if it prematurely recognizes an entity as a State or a change in territory that is itself the result of a breach of an international obligation.

Conversely, a State may be responsible for an internationally wrongful act if an entity clearly meets the criteria of Statehood or if a territorial change is clearly legal, and that situation is recognized as such by a substantial majority of the international community, and yet the non-recognizing State ignores the basic obligations with that entity seeking recognition. For example, if a State treated an entity that clearly meets the requirements of Statehood as if it were terra nullius, its acts would likely be broadly viewed as violations of sovereignty.


F. Reconsidering Doctrine


The conceptual toolbox of international lawyers holds more than the modes of conquest, cession by treaty, discovery and occupation, prescription, and accretion. Doctrines of recognition, effectivity, and uti possidetis interact with these classic techniques. The ICJ has tended to intertwine discussions of effectivités with assessments of one or more of the classic modes, in particular whether there was some form of conveyance by treaty. For example, effectivity can support the application of a treaty but it cannot be used to overcome title. When there is no title or title is unclear, then effectiveness may resolve the situation.73 However, the mere fact of effective control will not overcome the prohibition of acquisition via conquest nor will effective control overcome the right of self-determination. Thus, in certain situations, uti possidetis is braided into the analysis.74

Even with this expanded toolkit, the standard view has been that ‘international law has nothing to say on where a particular boundary should be, merely that the boundary is where the parties agree that it is’.75 But the jurisprudence of territorial disputes has changed over time and some scholars now argue that it is in another period of change, going beyond simply an application of where a line is and giving greater thought to where a line should be. Referring to the Permanent Court of Arbitration’s (PCA) Abyei arbitration and the ICJ judgments in Frontier Dispute (Burkina Faso/Niger) and the Temple of Preah Vihear (Request for Interpretation), Michal Saliternik writes:

These decisions look beyond the traditional inter-state perspective to identify the essential interests of the communities living in the border area as well as of other stakeholders that might be affected by the location of the border. The interests identified include collective self-determination, peacemaking, utilization of water resources, protection of pasture rights, and access to heritage sites. Of course, this does not mean that international adjudicators no longer care about the stability of boundaries. However, stability is gradually being transformed from the exclusive determinant of boundary lines into one among several considerations that should be taken into account when delineating boundaries.76

These new perspectives may become part of the panoply of approaches available to advocates, negotiators, judges, and scholars. And, as contestation continues to evolve, the full range of methods will be continually tested, not only by pre-existing problems, but also by new or re-emerging issues. Following are three such challenges: the role of territorial non-State actors; the set of territorial problems that have armed conflict and occupation as a nexus; and the new geography of contestation.


G. (Re-)Emerging Issues and Challenges



1. The Challenge of Territorial Non-State Actors


In addition to the contestation of the territory itself, some situations concern the application of legal regimes when the land is controlled by a non-State actor. Territorial non-State actors have included secessionist entities such as Transnistria and the Turkish Republic of Northern Cyprus, as well as organized armed groups, such as the FARC in Colombia. (And, there can also be overlaps amongst terrorism, gangsterism, and/or secessionism.) ISIL/Da’esh made taking and holding territory a key part of its strategy.77 Regardless of whether or not, at the time of writing, ISIL/Da’esh is on the wane, the concern remains whether it signifies a trend of terrorist organizations emphasizing the acquisition and control of territory. These entities have different goals and strategies than States in ‘classic’ inter-State territorial conflicts.

As secessionist conflicts, in particular, and other struggles with territorial non-State actors are often primarily internal struggles within existing States, the role of international law may be narrower than in an inter-State context. For example, the ICJ in the Kosovo advisory opinion stated that ‘the scope of the principle of territorial integrity is confined to the sphere of relations between States’,78 and, as will be discussed below, the full breadth of the law of armed conflict (LOAC) may not be applicable.


2. Contested Territory, Armed Conflict, and Occupation


Territorial contests are often armed conflicts. The broadest application of LOAC takes place in an armed conflict between two States. In an international armed conflict (IAC) between two signatories of the Geneva Conventions, the full corpus of LOAC based on those conventions is applicable. For a conflict between a State and a non-State actor to rise to the level of a non-international armed conflict (NIAC) requires both a certain level of organization of the non-State actor and intensity of the conflict.79 If a NIAC does exist, then the parties are regulated by Common Article 3 of the Geneva Conventions and, under certain circumstances, including when some territorial control by the non-State actor exists, Additional Protocol II to the Geneva Conventions.80 Any State involved in a NIAC or other conflict also has obligations under human rights law.81 However, if the situation is below the threshold of a NIAC, then it is unlikely that LOAC would apply and a State may approach the situation as a domestic criminal matter.82 Moreover, Additional Protocol I applies to conflicts ‘in which peoples are fighting against colonial domination and alien occupation and against racist régimes in the exercise of their right of self-determination’.83

Regarding the occupation of contested territory by military forces, such belligerent occupation during times of armed conflict is not the same as ‘occupation’ in the sense of modes of acquisition, which refers to a State taking and holding terra nullius and undertaking acts of sovereignty, such as settlement. The Hague Regulations explain that, in the context of an armed conflict, ‘[t]erritory is considered occupied when it is actually placed under the authority of the hostile army’.84 The obligations of the occupier are set out in Geneva Convention IV, relevant sections of the First and Second Additional Protocols to the Geneva Conventions, as well as customary international law.85

The law of armed conflict prohibits a change of title through belligerent occupation.86 However, modern occupants tend not to acknowledge the status of an occupation, in an attempt to give themselves more leeway.87 Situations of long-term occupation lead to questions of whether the result will be a change of title, in which the occupation either becomes an annexation or assisted secession. The lack of widespread recognition of attempted territorial changes in Northern Cyprus, South Ossetia, Abkhazia, and Crimea have underscored the importance of international law as well as the difficulty of enforcing international law to the point of actually resolving the ongoing territorial disputes.


3. Once- and Future Contested Territories: Polar Regions and Celestial Objects


Besides the issues posed by non-State actors and armed conflict, there are new or re-emerging challenges related to certain types of territory.

Both polar regions are re-emerging areas of contestation. The Arctic has received the most attention, due to claims of Arctic States of sub-sea resources. Those disputes are largely based on competing applications of maritime delimitations. This subsection will focus instead on claims over parts of the Antarctic continent.

Argentina, Chile, Britain, France, New Zealand, South Africa, and Norway all made territorial claims on Antarctica, using various modes, in the first half of the twentieth century.88 At the time, Britain, France, and Norway even renewed the use of arguments of title by discovery.89 These claims became dormant with the coming into force of the Antarctic Treaty.90 Antarctica became a region defined by scientific exploration, not economic exploitation. However, Article IV states, in part, that ‘[n]othing contained in the present Treaty shall be interpreted as…a renunciation by any Contracting Party of previously asserted rights of or claims to territorial sovereignty in Antarctica…’.91

The Protocol on Environmental Protection, part of the Antarctic Treaty System, will be reviewed in 2048, possibly opening the way for mining in the Antarctic. Observers are concerned that this will spur renewed territorial claims, with States even using archaeology to try to support arguments of occupation, though such sparse evidence is unlikely to be persuasive.92

Another hypothesized argument is based on ‘sector theory’, in which States would ‘assert a territorial claim along lines of latitude that run directly to the Pole, thereby effectively dividing up the region’.93 However, this theory ‘has never been the subject of final determination by an international court or tribunal, has never been officially relied upon by claimant states to polar lands, and has been subject to widespread critique from commentators’.94

In addition to re-emerging tensions over the polar regions, there are nascent disputes over celestial bodies, such as the Moon, Mars, and asteroids. The Outer Space Treaty states that ‘[o]uter space, including the moon and other celestial bodies, is not subject to national appropriation by claim of sovereignty, by means of use or occupation, or by any other means’.95 However both private companies and States are interested in possibly mining or otherwise using resources found on celestial bodies. The question of whether a private entity or a State may extract resources either for their own use or place them into the stream of commerce is a topic that, at the time of this writing, generates debate across space agencies and private enterprise. The United States and Luxembourg have passed domestic laws in which these governments will recognize the transfer of resources extracted from celestial bodies by private companies organized under their respective laws.96 Other countries might also enact such domestic regulations. Detractors of these initiatives view them as de facto extensions of sovereignty over territory that is the heritage of all humanity. The implications of this regulatory competition remain to be seen.


H. Conclusion


Territory has been, is, and will continue to be, contested. The relevance of law to territorial disputes is about more than the location of title. Territorial contestation implicates a range of legal issues including self-determination, whether and when there are legal obligations of recognition or non-recognition, and the application of LOAC and human rights law.

This diversity of approaches can be expected to continue, if not widen, as what is being contested continues to evolve. Although territorial contestation has been about title to territory, the goals of recent and possible future disputes may be somewhat different. Today, non-State actors seize and hold territory without ever seeking any form of recognition. Tomorrow, States may claim the ability to exploit resources in the Antarctic or on celestial bodies. These are arguments about the use of territory, but not necessarily about title.

Inasmuch as territorial contests are a knot of geography, history, identity, and economics, no single technique can equitably resolve all such claims. But as the disputes continue to evolve, we can expect that the international legal toolbox will continue to expand, as well.
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Chapter 16


Maritime Security

Douglas Guilfoyle



A. Introduction


While maritime security has attracted a substantial literature,1 a satisfactory definition remains elusive.2 Attempts encounter both normative and conceptual problems. Security for whom and from what?3 The concept has certainly expanded beyond traditional military and national security concerns. But where to draw the boundaries remains uncertain. Indeed, authors frequently conclude that it is not capable of being given any unified meaning. Thus, Klein has written that maritime security is a term which, while

widely used and understood in the day-to-day workings of naval and law-enforcement officials, (…) vessel owners and operators, as well as in the academic literature (…) is rarely defined in a categorical way, and instead tends to have a context-specific meaning. (…) the most useful approach (…) is to identify what are commonly perceived as existing or potential threats (…) and [to examine steps taken to address them].4

For example, within the UN, maritime security can encompass: food security and ‘sustainable livelihoods’; protection and ‘sustainable use’ of the marine environment; climate change ‘adaptation and mitigation’; energy security; terrorism, piracy, and other transnational organized crime (including the smuggling of drugs, firearms and migrants); shipboard safety, including the use of armed guards; the vulnerability of submarine communication cables; and radioactive material transportation.5 Such a pragmatic approach can yield useful insights. By its nature, however, it cannot offer a normatively coherent definition. For Bueger, such a ‘laundry list’ approach to maritime security as a collection of responses to a collection of problems renders the term a ‘buzzword’.6 Bueger, however, does not see this as necessarily a bad thing.7 A buzzword allows mobilization of political capital and material resources to address problems, while also papering over differences between interested actors.8 Simply put, use of a common term may give the impression that those involved are discussing the same thing and have the same interests. In Bueger’s analysis, maritime security covers a matrix of issues. The four principal corners of the field are: the marine environment, economic development (the ‘blue economy’), human security, and traditional national security concerns. Individual threats may then be situated. Smuggling of small arms, for example, is likely to fall somewhere along an axis between questions of national and human security; while the threat of pollution sits between environmental and economic security. This matrix approach allows us to map the terrain of maritime security. Even if a final definition is elusive, the contours of the field are knowable. A simplified version of Bueger’s matrix may be represented as follows (Figure 16.1):



[image: display]Figure 16.1 Maritime Security Matrix

Source: Based on Bueger 2015.





The utility of this ‘four-cornered field’ approach9 is that it emphasizes the unified character of the oceans. The law of the sea has always had to balance competing rights and interests in the use of an integrated commons.10 While a threat-based approach to maritime security has tended to generate discrete silos of law and practice, there is increasing interest in questions which cut across them. This chapter will first consider a number of those ‘siloed’ concerns, before turning to common cross-cutting themes or challenges.

The chapter will therefore proceed as follows. First, some basic law of the sea concepts will be reviewed. The modern law of the sea encompasses both functional and zonal approaches: the question of the law applicable to any situation thus involves analysis of both the activity in question and where it is conducted. Several traditional law of the sea enforcement techniques are also being adapted to new challenges. Principal amongst these are the doctrines of port State jurisdiction and hot pursuit. The chapter will then briefly survey a number of challenges in the maritime domain, each of which is considered in more detail in other chapters: crimes of violence (piracy and terrorism); the smuggling of drugs, migrants, and weapons of mass destruction; environmental security; and military activities at sea.

Finally, this chapter will turn to three major themes cutting across these various silos. The first is Maritime Domain Awareness (MDA). If the law of the sea regulates who may do what and where, then a challenge for enforcement is knowing who is doing what and where. National policymakers have often been called ‘sea-blind’, but that blindness is often quite literal in terms of information available about conduct in maritime zones under, or beyond, their jurisdiction. The second theme is the turn to informality. Most new maritime security initiatives do not involve creating new organizations or legal instruments. Responses to collective or regional challenges tend now to occur through informal coalitions.11 This has certain virtues, particularly efficiency and the potential to de-politicize security challenges by making them issues of technical cooperation. Informality can create, however, challenges of its own. These include how to facilitate information flows between partner States, and questions of legal fragmentation and accountability. Finally, the broadening of maritime security brings a wider range of non-State or ‘grey zone’ actors into the picture, including migrants, seafarers, transnational criminals, and hybrid private/State actors such as the Chinese maritime militia.


B. The Law of the Sea and the Sectoral Approach to Maritime Security



1. The Zonal and Functional Approach


International law divides the sea into jurisdictional zones and functional uses, which may overlap. This has consequences for maritime security as the powers available to States depend both upon the nature of the activity and where it is undertaken.

Briefly put, a coastal State is sovereign within its baselines and internal waters, an area effectively equated to land territory. Ocean space seaward of a coastal State’s baselines is divided into: the territorial sea; the contiguous zone; the exclusive economic zone and continental shelf; and the high seas and the seabed area beyond national jurisdiction. In each of these zones coastal States and flag States may exercise varying degrees of sovereignty, sovereign rights, or jurisdiction. At its most basic, the law of the sea involves striking a balance between the different interests in uses of the oceans. The varying apportionment of rights in each zone reflects the legal balance struck. Thus, within the 12 nm territorial sea the coastal State, generally speaking, exercises full sovereignty subject to navigating States’ right of innocent passage.12 Beyond the territorial sea in a contiguous zone (out to 24 nm from a State’s baselines), the coastal State has a limited jurisdiction to prevent or punish infringement of its fiscal, immigration, sanitary and customs laws.13 In the exclusive economic zone (EEZ) (extending up to 200 nm) and in the continental shelf (which may extend still further), the coastal State exercises sovereign rights and jurisdictions over living and non-living resources.14 The high seas constitutes a zone of freedoms beyond national jurisdiction, and its freedoms also apply within the EEZ to the extent they are not incompatible with coastal State rights. The freedoms of the high seas, including freedoms of navigation, fishing, and the right to lay submarine cables, are limited in number and subject to certain legal obligations.15 The deep seabed beyond national jurisdiction is considered the common heritage of all mankind and is supervised by the International Seabed Authority.16 Superimposed upon this zonal approach are regimes dealing with functional uses of ocean space, especially the management of fisheries which straddle zonal boundaries.17

For all of this, the basic structures of the law of the sea would still be recognizable to nineteenth-century scholars. The two principles by which order at sea is maintained remain the regulatory powers of the coastal State and the exclusive jurisdiction of the flag State on the high seas. The latter is something of a misnomer, being an immunity from the enforcement jurisdiction of foreign government vessels rather than a guarantee that no other State may extend its prescriptive jurisdiction to events occurring on board a foreign-flagged vessel.18 Regardless, a flag State bears special responsibility for social, technical, and administrative matters regarding ships flying its flag.19

High-seas enforcement actions are complex. Only a limited number of countries have the capability to conduct maritime law enforcement outside their territorial sea. Further, the exclusive jurisdiction of the flag State knows few exceptions in international law and enforcement action must often rely upon special treaty regimes or obtaining flag-State consent in real time. Malefactors thus have incentive to seek out ‘flags of convenience’, States with limited treaty commitments and inefficient governance. The most useful tool in the maritime security arsenal, therefore, is often port States’ jurisdiction over vessels entering internal waters.20 The doctrines of hot pursuit and constructive presence, which exceptionally extend a coastal State’s enforcement jurisdiction onto the high seas for violations committed within its zones, also provide potentially useful exceptions to flag-State jurisdiction.21

Against this backdrop we can examine maritime security’s ‘silos’: crimes of violence; smuggling drugs, migrants, and weapons of mass destruction (WMD); environmental security; and military activities.


2. Crimes of Violence


A key twentieth- and twenty-first-century maritime security concern has been violence at sea: armed robbery against ships; piracy; and acts covered by so-called ‘suppression’ (or ‘terrorism’) conventions. We may start with piracy. As presently defined, piracy consists of: any act of violence, detention or theft committed on the high seas; by a private vessel against another vessel (the ‘two ships’ requirement); committed for private ends.22 This definition has obvious limitations. First, it does not apply within the territorial sea. Similar offences within territorial waters are therefore commonly called ‘armed robbery against ships’. Secondly, the ‘two ships’ requirement excludes acts of violence committed aboard a single vessel. The classic such incident which could not by definition constitute piracy was the Achille Lauro hijacking, discussed below. Thirdly, how widely or restrictively the ‘private ends’ element should be construed remains controversial.23 A narrow view suggests that any act lacking State sanction is ‘private’. A wider view holds that any subjective political motivation means an act cannot be for ‘private ends’. It is sufficient to note that the trend of judicial and academic authority is towards the narrow view whereby, for example, vigilante violence by environmental protestors may be considered for private ends (either on the theory that the act lacks State sanction, or because a subjective political belief is a matter of private motivation).24 Despite these limitations, the law of piracy has several attractions. Crucially, it forms a rule of customary international law providing permissive universal jurisdiction to all States. While States are not per se obliged to prosecute piracy, they do have a general duty to cooperate in its repression and can exercise universal jurisdiction over offenders.25 Further, piracy is amongst the few exceptions to exclusive flag-State jurisdiction, allowing all States not merely to board and inspect vessels suspected of piracy but to arrest and prosecute suspects.26

The limitations of piracy law as a means for dealing with violent crime at sea were exposed by the Achille Lauro incident.27 This involved members of the Palestinian Liberation Front posing as passengers in order to board an Italian cruise liner and then hijacking it and taking those aboard hostage, resulting in the death of one passenger. Eventually, the safe release of the surviving crew and passengers was negotiated by Egypt which allowed the hostage-takers to disembark, claiming it lacked jurisdiction to detain them. The incident led to the negotiation in 1988 of the Convention for the Suppression of Acts against the Safety of Maritime Navigation (SUA Convention), modelled on earlier conventions dealing with aircraft hijacking. The Convention applies to conduct aboard vessels navigating (or scheduled to navigate) outside any one State’s territorial waters. States Parties are required to criminalize a range of SUA Convention offences which may endanger safe navigation, including seizing control of a ship by violence.28 The Convention also creates a ‘prosecute or extradite’ regime applicable inter partes, meaning that when a person suspected of an SUA offence comes within a Party’s territory it must investigate the case and decide either to: prosecute the alleged offence; or, extradite the suspect to a Party willing to do so.29 The SUA Convention is thus a ‘suppression convention’ designed to repress defined offences. While often called a ‘terrorism convention’, this is misleading. The Convention does not require its covered offences to be committed with a terrorist motive.

While the SUA Convention jurisdictional regime closes several gaps in the law of piracy, it notably: applies only amongst its parties; covers offences with different elements; and confers no right of intervention on the high seas. Nonetheless, it is accepted that certain piratical acts may nonetheless fall within the SUA Convention.30


3. Smuggling of Drugs, Migrants, and Weapons of Mass Destruction


Some 90 per cent of the world’s trade moves by sea.31 The oceans also provide a highway for illicit traffic in goods and services (hereafter ‘trafficking’ or ‘smuggling’). Such trafficking can pose significant challenges for States of transit (not destination). For example, Seychelles’ geographical position ‘makes it an excellent centre for moving illicit drugs’ between Africa and ‘the sub-Indian continent’ and there is a spillover into the local market, especially of heroin, leading to both addiction and HIV infection.32 This can be disastrous for States with small populations.

The key model for intercepting high-seas smuggling has been provided by narcotics interdiction regimes. The critical problem in narcotics interdiction has, unsurprisingly, been the principle of exclusive flag-State jurisdiction. While the UN Convention on the Law of the Sea (UNCLOS) outlines a general duty for States to cooperate in the repression of such traffic,33 it provided no mechanism to seek and receive foreign flag-State consent to high-seas law-enforcement boardings. That defect was remedied by several multilateral treaties, most notably the Vienna Narcotics Convention 1988.34 Under the Convention, Parties agree to criminalize inter alia the production, manufacture, and transportation of certain drugs. Critically, Article 17(3) provides that where a State Party reasonably suspects a vessel on the high seas, flying the flag of another Party, is

engaged in illicit traffic may so notify the flag State, request confirmation of registry and, if confirmed, request authorization from the flag State to take appropriate measures in regard to that vessel [including boarding, searching and other flag-State authorised action].

This basic model of seeking flag-State authorization to board and search a vessel, and even potentially prosecute the crimes discovered aboard, has been replicated in many other treaties, including an extensive network of bilateral interdiction arrangements entered between the United States and neighbouring countries. The same model underpins both the Protocol to the UN Transnational Organised Crime Convention dealing with migrant smuggling35 and the 2005 Protocol to the SUA Convention dealing with the smuggling of biological, chemical nuclear weapons and their precursors (SUA 2005).36 Over time, the new treaties in this field have developed innovative provisions addressing several practical problems. These have included: provisions on ‘reverse hot pursuit’, allowing the pursuit of suspects into a partner State’s territorial sea; increasingly extensive use of ‘safeguard clauses’ governing how an interdiction should be conducted, including questions regarding the use of force;37 and provision for the embarkation of law enforcement officials from a foreign jurisdiction aboard a patrolling coastguard or naval vessel (so-called ‘ship riders’).38

Nonetheless, for all the legal ingenuity in developing these subject-matter-specific regimes, little has been done to make such arrangements interoperable. For example, if a vessel is boarded following flag-State consent given on the basis of a suspicion it was engaged in drug smuggling, but was instead found to be smuggling material related to the proliferation of WMD, complications may arise. In particular, the boarding State might face difficulty in mounting a prosecution under SUA 2005, as it only contemplates a non-flag prosecution following a boarding conducted under SUA 2005 itself.39 There may also be practical questions of mandate: what is a government vessel, tasked with counter-piracy, to do if it encounters migrant smuggling occurring aboard a vessel it boards and inspects?

Finally, one should note that, despite occasional suggestions to the contrary, thus far nothing in this treaty practice indicates a weakening of exclusive flag-State jurisdiction or the emergence of new customary law rules allowing unilateral high-seas boarding and search of suspect vessels. Simply put, all these treaties are premised on the express consent of the flag State. It is hard to argue from such treaties to an emerging right to board without consent, no matter how desirable curtailing exclusive flag-State jurisdiction might appear.


4. Environmental Security


While coastal States have power to act regarding vessel-source pollution in their waters, and while treaties provide for high-seas inspection of fishing vessels, questions of environmental security are most frequently regulated by port State measures. All States have a duty to conserve marine living resources, to manage fisheries in their EEZ to maintain the ‘maximum sustainable yield’, and to cooperate in conserving fish stocks which ‘straddle’ jurisdictional boundaries, including through setting up regional fisheries management organizations (RFMOs) where appropriate.40 These duties, however, can come into tension with the high-seas freedom to fish.41 In respect of fisheries management, the usual concern is illegal, unreported, or unregulated fishing capable of undermining the conservation and management measures (‘measures’) adopted by coastal States or RFMOs.42 While many RFMOs, especially those dealing with tuna, have at-sea boarding and inspection schemes, it is port State enforcement which may be most effective in deterring illegal, unreported, and unregulated (IUU) fishing. Port States may demand verifiable information from fishing vessels confirming that their catch was taken in an RFMO-compliant manner and can otherwise prohibit the landing or transshipment of fish in or through their ports.43 Port States may also deny market access to vessels suspected of fishing in a manner undermining RFMO measures entered on fisheries agency ‘black lists’ (for example, if sighted fishing during a closed season). Such information can be shared amongst port States Parties to an RFMO and, indeed, between RFMOs.44

While IUU vessels can simply sail on to other ports, the ports an RFMO ‘can effectively close’ are usually those ‘nearest the relevant fishing ground’.45 Port State measures can thus ‘widen the circumference of controls, effectively forcing IUU vessels to sail further to unload’, thus decreasing their ‘efficiency and profits’.46 In recognition of this, there has been a substantial push towards concluding port State control instruments as tools of regional fisheries enforcement.

Vessel-source pollution may also threaten maritime security.47 The powers granted to coastal States to deal with pollution reflect a series of compromises between freedom of navigation and coastal protection. For example, in the territorial sea a coastal State may take enforcement action against a vessel suspected of violating its pollution laws where there are ‘clear grounds for believing’ it has committed such a violation.48 However, in the EEZ coastal State powers of detention or arrest only follow from ‘clear objective evidence’ a vessel has committed a violation ‘resulting in a discharge causing [or threatening] major damage’.49 Lesser cases justify only measures of inspection50 with the flag State taking follow-up action. The most effective powers thus remain those of port State control. A port State may act against any vessel voluntarily in port for pollution violations occurring anywhere in its territorial sea or EEZ, or upon request of another coastal State51 and even prevent vessels posing pollution risks from sailing until repaired.52 Measures to control pollution in straits used for international shipping are more problematic, given the principle that transit passage through such straits shall not be impeded. It remains contentious whether a port State may apply and enforce national measures intended to reduce pollution risks in an international strait against vessels subsequently in port.53


5. Military Activities


In the territorial sea, foreign military activities and intelligence gathering ‘to the prejudice of the defence or security of the coastal State’ are plainly illegal.54 Whether such activities may be conducted in the EEZ is contentious. The key question is whether such activities constitute freedoms of the high seas applicable in the EEZ so long as they are exercised with ‘due regard’ for the rights of the coastal State over resource exploration and exploitation.55 In this context, intelligence gathering may take two forms: hydrographic surveying or electronic eavesdropping. The first involves surveys of the seabed which could have navigational/military uses (especially for submarines) or, depending on the type of data gathered, scientific or economic utility. If classed as a navigational activity, arguably such surveys are a high-seas freedom applicable in the EEZ. If, however, information is gathered as part of peaceful scientific research or the information ‘is of direct significance’ for natural resource exploration and exploitation such activities require coastal State consent.56 While military survey data will generally not be released to the scientific community (and indeed the equipment used for navigational surveys tends to be different from other forms of marine research), the distinction between ‘military’ and ‘commercial’ data may largely be one of end-use rather than inherent character.57 Indeed, given the utility of accurate hydrographic charts to a coastal State in exploiting its maritime natural resources, it has become very hard ‘to identify any hydrographic data, including that collected by military surveying ships, which would not have some potential value to the coastal State’ and thus fall within its EEZ jurisdiction.58 Several States, notably China, thus consider that any form of EEZ surveying requires coastal State consent.


C. Contemporary Challenges


Cutting across these various pillars of maritime security are a number of common challenges. These include: Maritime Domain Awareness, the turn to informality in transnational governance, and non-State or ‘grey zone’ actors. Each is considered in turn below.


1. Maritime Domain Awareness


As discussed, exercising jurisdiction over the sea depends upon knowing who is doing what where. Accurate information is crucial. In this context, Maritime Domain Awareness (MDA) means:

The effective understanding of any activity associated with the maritime environment that could impact upon (…) security, safety, economy or [the] environment.59

Early approaches to MDA tended to see the issue as primarily technical. Indeed, often the necessary first step was enhancing coastal States’ capacity to monitor their waters. An International Maritime Organization (IMO) capacity-building project in the Indian Ocean thus achieved notable successes in improving the interoperability of existing infrastructure within a coastal State and then assisting in plugging the gaps. To take Seychelles as an example, considerable improvements in its MDA capacity have been made since 2014 through creating, with international support, an IT platform which can fuse and display readily available sources of data.60 This included information transmitted from vessels via automatic identification systems (AIS) or vessel monitoring systems (VMS), and data exchanged by regional States and international navies through mechanisms such as the Djibouti Code of Conduct (discussed below) and the Maritime Security Centre Horn of Africa. On a bigger scale, the IMO Long-Range Identification and Tracking (LRIT) system established in 2006 set up a data exchange on ship movements.61 Under LRIT, which has force under the Safety of Life at Sea Convention 1974 (SOLAS), coastal States are given access to position data automatically generated by ships every six hours.

Such systems are useful, but those of us without operation experience may overestimate their reliability. Radar systems vary in terms of range, accuracy in measuring target locations, ability to distinguish one type of target from another, and ability to detect the desired type of target amongst ‘echoes’ generated by weather, atmospheric phenomena, and even birds.62 Radar may also have difficulty detecting the small wooden-hulled vessels commonly used in various criminal enterprises. Further, LRIT coverage is limited. It applies only to passenger ships, cargo ships of at least 300 gross tons, and mobile offshore drilling units. By definition, it does not cover cargo or passenger ships under 300 tons, nor fishing vessels, nor small privately owned recreational craft. Yet it is precisely such vessels that may readily be used by ‘smugglers of weapons of mass destruction (WMDs), narcotics, aliens, and other contraband, and other criminals; indeed, ‘[s]mall vessels have also been successfully employed (…) by terrorists to deliver Waterborne Improvised Explosive Devices (WBIEDs)’.63

Realistically, assembling any MDA picture at a national level involves a mix of technological solutions, human-source intelligence, and interagency cooperation. The state-of-the-art approach is to have ‘an MDA centre that fuses data from sensors and human sources through a central database and is staffed with seconded personnel from each maritime agency’.64 On this approach, MDA is a process not an end state, one of creating a ‘culture of cooperation’ between agencies.65 Nonetheless, considerable barriers to sharing information can arise within a single State let alone between States within a region.66 To take one example, within Australia military personnel may lack the right security clearance to view criminal intelligence data.


2. The Turn to Informality in Transnational Governance


Early studies of maritime security in international law tended to focus on formal legal structures, especially multilateral mechanisms including: the Caribbean Area Agreement to combat narcotics trafficking through jurisdiction-sharing measures such as ‘ship riders’ and ‘reverse hot pursuit’; and the Regional Cooperation Agreement on Combating Piracy and Armed Robbery against Ships in Asia (ReCAAP) which established a multilateral information-sharing centre in Singapore.67 Nonetheless, such treaty-law mechanisms have not provided the enduring model some anticipated.68 Instead, there has been a turn to informal mechanisms. This is most apparent in the response to African piracy.

The Somali piracy crisis of 2008–13 prompted experiments in maritime security governance.69 Chief amongst these were the UN-sponsored Contact Group on Piracy off the Coast of Somalia (CGPCS) and the Djibouti Code of Conduct.70 (The Yaoundé Code of Conduct followed in respect of West African maritime crime.) The CGPCS was established in 2009 in response to UNSC Resolution 1851’s call to ‘all States and regional organizations fighting piracy and armed robbery at sea’ off Somalia ‘to establish an international cooperation mechanism’.71 Why was a new forum to coordinate counter-piracy outside UN or IMO auspices thought necessary? All existing organizations had mandates which were over- or under-inclusive, or expertise in only pieces of the problem be it the civilian or commercial, law enforcement, or military aspects. Thus, the CGPCS is

not a UN or an IMO body. It is voluntary cooperation among states and organizations engaged in or with an interest in countering piracy off the coast of Somalia. The participants thus share a clear common goal and the work of the CGPCS has therefore been characterized (…) [by] specific and practical progress (…)72

The CGPCS functions through working groups tackling specific areas of common concern such as operational matters, legal issues, or financial flows. Typically, these working groups meet several times a year and involve representatives from governments, international organizations, and industry groups. While the CGPCS lacks any decision-making authority, it serves as a forum for sharing information and experience. Its working groups are thus more a co-operative forum than a standard-setting body. Such a mechanism clearly falls within Scott and Trubek’s concept of ‘new governance’ which: ‘accepts the possibility of coordinated diversity’ amongst legal systems; ‘brings actors from various levels of government’ together with industry to generate ‘open-ended standards, flexible and revisable guidelines, and other forms of “soft law”’; and does so to ‘support and coordinate’ policy rather than ‘create uniformity’.73

Similarly, the Djibouti Code had its origins in IMO-sponsored meetings in 2008–09. Its goals include facilitating counter-piracy cooperation through establishing ‘a system of national information centers’, criminalizing piracy in national law, and making a common regional commitment to apprehend and prosecute piracy suspects.74 Nonetheless, the Code is non-binding and functions as a coordinating ‘soft law’ instrument.75 Indeed, successful implementation of the Djibouti Code does not require any new binding instruments, but rather closer coordination (and better implementation) of existing commitments. That is, of twenty-one signatories to the Djibouti Code, eighteen are already parties to UNCLOS, the SUA Convention, and the Hostage Taking Convention: the latter two treaties containing extensive provisions potentially applicable to maritime violence coupled with domestic implementation and ‘prosecute or extradite’ obligations.76

Following the containment of Somali piracy, international attention turned (or returned) to the Gulf of Guinea: an area perennially plagued by maritime crime, including ‘piracy, armed robbery at sea, illegal, unreported and unregulated (IUU) fishing, trafficking of all sorts, dumping and other environmental crimes, and oil theft’.77 Such activities were characterized as early as 2007 as ‘undermin[ing] economic activity, hinder[ing] the movement of goods and services, and mak[ing] it difficult for [the littoral] countries to attain their development goals’.78 The regional response which has emerged is the under-examined 2013 Yaoundé Code of Conduct,79 closely modelled on the Djibouti Code. The Yaoundé Code addresses maritime crime as an issue with implications for peace, security, development, and environmental protection requiring a ‘whole-of-government approach’:

This inter-ministerial approach to maritime security is, functionally, a human security approach, as it not only seeks to tackle the physical security matters, but addresses the legal, institutional, economic and societal conditions that can sustainably reduce the impetus for illicit activity.80

Amongst the Gulf of Guinea States, Cameroon, Gabon, São Tomé and Príncipe, and Equatorial Guinea have operationalized the Yaoundé Code under a 2009 Technical Accord supporting collective law-enforcement patrolling of the four States’ combined maritime domain.81

Such informal mechanisms are not unique. European Union joint efforts in the Mediterranean to combat irregular migration and migrant smuggling rely not on formal legal mechanisms set up under the European Border and Coast Guard Agency (Frontex) Directive but on EU Naval Force (NAVFOR): a mission authorized by the UNSC in a manner echoing the response to Somali piracy.82 The result is an ad hoc military deployment rather than an EU border agency coordinated response. This choice appears designed to avoid difficult questions of human rights law and EU principles regarding disembarkation of rescued persons. Similarly, an upsurge in maritime crime and violence in the Sulu-Celebes Sea has resulted in the littoral States, Malaysia, Indonesia, and Philippines, establishing a trilateral information-sharing and cooperative patrolling mechanism,83 and in 2018 the establishment of a UN Office on Drugs and Crime (UNODC)-sponsored Contact Group on Maritime Crime in the Sulu and Celebes Seas.


3. The Rise of Non-State and ‘Grey Zone’ Actors: The Chinese Maritime Militia


In one sense, maritime security has always focused upon non-State actors. The smuggling of drugs and migrants is largely conducted by profit-motivated transnational criminal groups.84 An exception was the idea of ‘States of proliferation concern’ announced by the Proliferation Security Initiative in 2003 as part of its efforts to counter the transfer of WMD precursor technologies to States and non-State groups.85 However, Somali piracy brought international attention back to the harms which could be inflicted by criminal groups at sea; and how such groups could operate as ‘asymmetrical actors’ using relatively unsophisticated technologies to inflict significant costs on world trade and human security, which were difficult to counter with conventional military means.86

A new challenge has arisen in the form of ‘grey zone’ actors whose status as non-State or State-sanctioned is deliberately blurred for strategic ends. US Special Operations Command defines ‘gray zone challenges’ as ‘competitive interaction among and within state and non-state actors’ falling between war and peace paradigms ‘characterized by ambiguity about the nature of the conflict, opacity of the parties involved, or uncertainty about the relevant policy and legal frameworks’.87 Grey zone tactics

are mostly the province of revisionist powers—those actors that seek to modify some aspect of the existing international environment—and the goal is to reap gains (…) normally associated with victory in war.88

The US State Department’s International Security Advisory Board classifies Chinese action in the South China Sea as involving a grey zone strategy, ‘aggressively advancing its disputed maritime claims in the South and East China Seas, by both incremental establishment of “facts on the ground,” [and] by construction and occupation of disputed features’.89 A key tool in pursuing these policies has been the use of a ‘maritime militia’.

The most comprehensive examination of the Chinese maritime militia has been conducted by Kennedy and Erickson.90 The Chinese armed forces consist of several branches including the conventional People’s Liberation Army (and PLA Navy) and a parallel militia, being a reserve force. This reserve force now includes a maritime component. Most militia members are primarily mariners normally ‘working in the civilian economy who are trained and can be mobilised’ in support of PLA Navy or other government action, including defending or advancing Chinese maritime claims, rights, and interests.91 Maritime militia units report to township-level Grassroots People’s Armed Forces Departments. These Departments in turn report to district level authorities in both military and civilian chains of command. Militia units can be called upon to support operations reporting directly to the Navy, Border Security Forces, or the China Coast Guard.92 Thus, the maritime militia also appears to have been involved, for example, in search and rescue operations.

Three emblematic Chinese maritime militia incidents are commonly discussed.93 First, in 2009 the USNS Impeccable was confronted in the South China Sea by five Chinese vessels, including two maritime militia trawlers, during a hydrographic survey. The Chinese vessels engaged in aggressive manoeuvring, almost causing a collision, while attempting to snag the Impeccable’s towed acoustic array sonars. Secondly, in 2012 a Philippines naval surveillance aircraft spotted eight Chinese fishing vessels at anchor inside the contested Scarborough Shoal, and a frigate was dispatched to conduct a fisheries inspection.94 When it attempted to arrest the Chinese vessels, a stand-off ensued with PLA Navy and maritime law-enforcement vessels. This apparently resulted from the Chinese fishing vessels carrying a communications suite fitted as part of a maritime militia unit. They had therefore been able to report their situation directly to a border defence control station which had then involved PLA Navy and maritime law-enforcement vessels. While it does not seem that the fishing vessels were deployed to the Scarborough Shoal as a deliberate provocation, what could have been resolved as a fisheries law-enforcement matter quickly escalated due to the integration of the vessels into Chinese law-enforcement and military communication networks. Thirdly, in 2014 The Haiyang Shiyou 981 (HS981), a semi-submersible oil exploration platform owned by the China national offshore oil corporation, conducted exploration activity 17 nm from Triton Island in the south-western Paracel Islands, claimed by both Vietnam and China.95 When twenty-nine Vietnamese ships moved to evict HS981 from disputed waters, they met resistance from some eighty Chinese vessels including maritime militia vessels. Indeed, a cordon of maritime militia vessels, together with Chinese naval ships, prevented Vietnamese government vessels from approaching the HS981. This incident is taken as demonstrating China’s capacity to rapidly mobilize specially equipped and trained civilian vessels in support of government operations.

The blurred status of the maritime militia arises in part from the uncertainty in any given context as to whether they are operating as a State organ. Kennedy and Ericson suggest that PLA leaders ‘see value’ in this ambiguity:

It offers freedom to act in ways that would otherwise tarnish the PLA’s professional image and heighten escalation risks (…) Having a third sea force that can keep a low profile and engage in deception while remaining subject to PLA command and control thus appears to be an essential motivation for China’s retention of a body that might [otherwise] appear crude and unprofessional.96

It is not always clear whether vessels involved in confrontations are maritime militia units or not. However, the possibility that militia or government vessels may rapidly come to the rescue could embolden nationalistic behaviour and a willingness to confront the coastguard and maritime law enforcement forces of neighbouring States. Notably, there has been a series of clashes between Chinese vessels engaged in illegal fishing and the Republic of Korea Coast Guard. In 2016, a South Korean Coast Guard speedboat sank following a collision with a 100-ton Chinese fishing vessel; 2016 also saw UN-flagged Korean Coast Guard operations against Chinese fishermen operating illegally in the maritime component of the Korean Demilitarized Zone.97 Thus, while there is a literature on the virtue of using civilian coastguards to conduct operations in defence of jurisdictional claims, which could escalate dangerously if conducted by warship,98 the same is not necessarily true of ‘gray zone’ actors. Their lack of discipline or full integration into governmental chains of command inevitably risks escalation.


D. Outlook


The fundamental framework of the law of the sea remains sound and, while perhaps under pressure, is not under existential threat. UNCLOS has proven a widely acceptable treaty precisely because it papered over certain disagreements with constructively ambiguous text.99 It is unsurprising, therefore, that both tensions over differing interpretations remain and that certain anticipated threats to legal order have not materialized. UNCLOS is itself flexible enough to accommodate a degree of change.100 Certainly, there is some risk of escalation over claims in the South China Sea. Much of that risk is, however, contained by China often acting through coastguard, fisheries inspectorate, or ‘maritime militia’ units rather than military vessels. Otherwise, however, the rise of maritime security has occurred within the existing legal framework and without demands for its fundamental revision.

The extent to which this is a good thing is debatable. The real challenges lie in the turn to informal governance and the policy pressure to sequester maritime security measures away from ordinary oversight or interaction with human rights norms. Informality has pragmatic, instrumental benefits. Coalitions spanning governmental, industry, and other actors can come together—often at a level of technical cooperation considered non-political—to engage in governance experiments directed at problems of common concern.101 However, the very contingency of such experiments makes them fragile, and significant effort is required to maintain them.102 There is also the risk that in operating at a purely ‘technical’ level other questions are pushed out of the frame, whether deliberately or otherwise. In the result, the burden of securitization in the maritime domain tends to fall disproportionately on marginal or transnational groups, especially seafarers and irregular migrants,103 and there is a risk that aspects of the law of the sea—such as the duty of rescue—become ‘instrumentalized for security purposes’.104
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Chapter 17


International Disarmament and Arms Control

In the Middle of a Paradigm Shift?

Mirko Sossai



A. Introduction


Disarmament and arms control were envisaged as an integral part of the collective security system set out in the UN Charter, which was designed to ‘save succeeding generations from the scourge of war’.1 Since 1945, disarmament efforts have been geared towards achieving a negotiated reduction in armaments amongst all States as a means to avoid recourse to the use of force in international relations. In practice, however, the maintenance and restoration of international peace and security has required the continued existence of efficient armed forces. As articulated by the UN Security Council (UNSC) in a 2008 Presidential Statement, it remains important to maintain ‘appropriate levels of military expenditure, in order to achieve undiminished security for all at the lowest appropriate level of armaments’.2

Whereas disarmament is related to the reduction (or even the total abolition) of a category of weapons, arms control was developed in the context of nuclear deterrence, which characterized the bipolar confrontation of the United States and the USSR during the Cold War. Given that the goal of arms control conventions was the stabilization of the security environment, such agreements usually included measures such as mutually agreed limitations on certain armaments or freezing their number at a given level. Cooperation, reciprocity, and inclusiveness3 were the major features of an approach that promoted confidence-building amongst States as the most effective tool to prevent ambiguities, doubts and suspicions, and, as a consequence, reduce the risk of surprise or accidental attacks.4 As such, the essential distinction between disarmament and arms control lies in what they seek to achieve.5 This seems to be confirmed by the temporal application of relevant conventions in these areas. To elaborate, since disarmament is the outcome of a broad strategy for peace, as a rule, disarmament treaties tend to apply in perpetuity, and may not be subject to reservations. Conversely, most treaties on arms control are of a limited duration (although they may be indefinitely extended).6

International law on disarmament and arms control is in essence treaty law: hence, this chapter first identifies the distinctive features of the existing legal framework. In the post-Cold War era, the 1993 Chemical Weapons Convention (CWC)7 has been seen as representing the most successful model for subsequent disarmament treaties, including those on antipersonnel landmines and cluster munitions. Such conventions, which also address humanitarian concerns, do not only include prohibitions on the development and production of weapons and a duty to destroy existing stockpiles, but also introduce a comprehensive ban on their use, ‘under any circumstances’. The ban on chemical weapons and the indefinite extension of the Treaty on the Non-Proliferation of Nuclear Weapons (NPT)8 in 1995 seemed to confirm that a legal framework on disarmament and arms control, based on a system of bilateral as well as multilateral treaties, would come to constitute an effective tool to preserve peace and to safeguard humanity in the new century.9 However, since then, changes in the international security architecture have been of such a magnitude that, only a few years later, the question turned to whether the existing regime suffered structural deficits.10

Following that, the chapter focuses on current developments in both international politics and military technology and their impact on international security and arms control efforts. In a post-9/11 world, the concept of counter-proliferation has been utilized to identify all the initiatives taken to ensure that weapons of mass destruction (WMD) do not fall into the hands of terrorist groups or irresponsible governments.11 One of the driving forces behind this drastic change in approach has been the UNSC, particularly through the adoption of quasi-legislative decisions such as Resolution 1540 (2004) on WMD and terrorism, as well as the imposition of targeted sanctions. Moreover, to address the serious concerns raised by the use of chemical weapons in Syria, the UNSC closely cooperated with the Organization for the Prohibition of Chemical Weapons (OPCW) to implement a disarmament programme in that country.12 Although the elimination of stockpiles and production facilities in 2014 should be regarded as a successful process under the difficult circumstances of a complex armed conflict, the UNSC was not able to prevent the use of chemical agents by all parties.

Since 2014, the re-emergence of strategic tensions between the major powers has marked a new period of arms competition.13 The review conferences of both the NPT and CWC have revealed tensions which prevented the emergence of any consensus regarding a final outcome document. Whereas arms control efforts of both the US and Russia have so far been devoted to maintaining the legacy of the Cold War (which ensured a stable military balance and a platform for communications to defuse tensions), recent developments speak to the deterioration of the existing system based on legal and political commitments. The fate of the Intermediate-Range Nuclear Forces (INF) Treaty, the 1987 bilateral agreement on the elimination of intermediate-range and shorter-range missiles, is paradigmatic: the US decided first to suspend its obligations14 and later to withdraw from the treaty,15 due to Russia’s material breach, on the basis of the inadimplenti non est adimplendum principle enshrined in Article 60 of the Vienna Convention on the Law of Treaties (VCLT).16

In addition, the pillars of the arms control architecture in Europe, namely the 1990 Treaty on Conventional Armed Forces in Europe (CFE Treaty)17 and the 1992 Treaty on Open Skies,18 together with the Vienna Document on Confidence and Security-Building Measures (CSBM),19 are at risk. It is not only political and structural challenges which undermine the effectiveness, or indeed the very existence of such a system. Rapid advances in military technology contribute to limit the relevance of the global security system, insofar as the relevant instruments do not cover crucial contemporary capabilities, such as unmanned aerial vehicles (UAVs) and cyberwarfare assets.20 In order to avoid further escalation in the growing military confrontation and the associated risks for the continent, a group of like-minded European countries have launched a structured dialogue within the framework Organization for Security and Cooperation in Europe (OSCE) for the modernization of arms control and confidence-building arrangements.21


B. The Legal Framework


Throughout the twentieth century, victorious States imposed prohibitions or restrictions on armaments in the construction of post-war arrangements as an essential tool to exercise control over the military capabilities of defeated parties. For instance, the 1919 Treaties of Versailles constrained the strength of Germany’s armed forces and established a verification regime, though such restrictions were justified ‘in order to render possible the initiation of a general limitation of armaments of all nations’.22 In 1945, the post-surrender policy vis-à-vis Japan was the disarmament and demilitarization of the country.23

Since the end of the Second World War, a consistent number of peace-time agreements created the current disarmament and arms control framework. Such treaties reflected both the place that armaments regulation had within the UN system and the specific features of the bipolar order during the Cold War. It is not by chance that the preamble of the 1968 NPT establishes a bridge between its obligations and the maintenance of international peace and security, based on the ban on the use of force in international relations under the UN Charter.


1. Disarmament and Arms Control within the UN System


The UN Charter recognizes that a certain relationship exists between the level of armaments and the establishment of international peace and security. The focus, however, is most often on the regulation of arms rather than on disarmament as such.24 The point has been made that the goal of disarmament in the UN framework does not have the central position it had held in the League of Nations Covenant,25 Article 8 of which strongly emphasized that the maintenance of international peace required a reduction in armaments.26 The content of Articles 11 and 26 of the UN Charter reflects the view of the founders of the UN that it was necessary to keep a certain level of armaments for the purposes of the collective security system envisaged in Chapter VII of the Charter. The former entrusts the UN General Assembly (UNGA) with the mandate of formulating general principles, while the latter envisages for the UNSC the task of submitting concrete plans. Although Article 26 has mostly remained a dead letter,27 it has had a fundamental normative influence in giving expression to the principle of ‘least diversion of the world’s human and economic resources’, which links regulation of armaments to socio-economic development issues.28

It follows that the UNGA has a position of monopoly in relation to disarmament matters. Its abundant practice has contributed to successes in specific areas but has also resulted in reduced efficacy of the numerous and often redundant resolutions, due to their lack of clarity and at times less than coherent messages.29 Established by the UNGA as the ‘single multilateral disarmament negotiating forum of the international community’,30 the Conference on Disarmament played an essential role in the drafting of most treaties addressing WMD. After almost two decades in which the body remained in a state of stagnation, attempts have been made to bring it back to substantive discussions: in 2018 the Conference created five subsidiary bodies on its agenda items ‘to work on reaching an understanding on the areas of commonalities by taking into consideration all relevant views and proposals past, present and future; to deepen technical discussions and broaden areas of agreement; and to consider effective measures, including legal instruments for negotiations’.31

It is significant that arms control efforts under the auspices of the UN have also focused on certain conventional weapons with inhumane effects. Two sessions of a UN conference, held in 1979 and 1980, led to the adoption of the Convention on Prohibitions or Restrictions on the Use of Certain Conventional Weapons Which May be Deemed to be Excessively Injurious or to Have Indiscriminate Effects (CCW).32 As a compromise solution, the CCW is an ‘umbrella treaty’, containing itself no substantive provisions, which are instead left to its five protocols. Each of these protocols addresses a category of weapons, combining various elements of international humanitarian law (IHL) and arms control. Ratifying States must become party to at least two of the protocols in existence at the relevant time.33 Interestingly, Article 8 CCW provides for a procedure for the adoption of new protocols at review conferences, requiring consensus amongst parties.34 However, although decision-making by consensus may in principle favour the subsequent ratification of an agreement by the widest possible number of parties, it has often meant the production of drafts which represent the minimum common denominator amongst competing national interests. The unsatisfactory results achieved within the framework of the CCW as to the content of Amended Protocol II35 led a group of like-minded States, with the active support of the International Committee of the Red Cross (ICRC) and civil society actors, to seek an alternative forum in order to negotiate, under different voting procedures, a complete ban on the use of landmines. The 1997 Ottawa Convention was the successful outcome of that initiative.36


2. The Place of Customary International Law


It is commonly agreed that customary international law does not contain disarmament rules prohibiting the development, production, or possession of specific armaments.37 The argument goes that international custom is not well suited for regulating a field where law needs to adapt itself to changing technologies, where the relevant legal rules must be clear and precise, and State implementation needs to be verified through international control.38 Nevertheless, although the International Court of Justice (ICJ) did not decide the issue on the merits,39 the customary nature of the obligation to pursue in good faith and bring to a conclusion negotiations leading to nuclear disarmament played an important role in the applications submitted by the Marshall Islands in the Obligations concerning Negotiations relating to Cessation of the Nuclear Arms Race and to Nuclear Disarmament cases. Legal scholarship appears divided on this issue.40

The point has been made that nuclear disarmament obligations are ‘part of customary international law or at least evolving custom’ and ‘are valid erga omnes, as they affect the international community as a whole rather than a particular State or group of States’.41 Those in disagreement with such arguments have observed that it is difficult to see how Article VI NPT can become customary international law without considering the practice and opinio juris of those States that possess nuclear weapons and to which the provision is primarily addressed.


3. A Typology of International Treaty Obligations


There are many bilateral, regional, and universal international conventions on disarmament and the control of armaments. A classification of the corpus of disarmament and arms control treaties must necessarily take into account different variables: the type of weapon, the scope of the prohibitions, the forum of negotiation, and the number of States Parties.

The first category comprises the substantive obligations related to the elimination or reduction of armaments. Those disarmament treaties, which are aimed at dismantling an entire category of weapons, contain specific prohibitions addressed to the parties as to the development, production, acquisition, stockpiling, retention, transfer, or use of them, and provide for their destruction. Along with the CWC, both the 1997 Ottawa Convention and the 2008 Convention on Cluster Munitions (CCM)42 belong to this category. The terminology ‘never under any circumstances’ affirms the comprehensive approach of the ban: it covers non-international armed conflicts as well as use in acts of reprisal.

In contrast, arms control treaties are usually aimed at setting quantitative restrictions on the numbers of the regulated weapons.43 The 1990 CFE Treaty is an example of arms limitation, as it binds groups of States Parties to reduce five categories of their conventional armaments and military equipment to agreed levels. The same goal of avoiding the alteration of the power balance characterizes the non-proliferation effort, which is aimed at maintaining the status quo by preventing the spread of certain weapons.44

Other treaty obligations fall within the realm of transparency and confidence-building measures. This second category includes exchange of information as well as observation measures, such as the presence of foreign observers, which allow participating States to monitor each other’s military facilities and activities. They do not strictly constitute a disarmament tool as they are not related to a restriction on, or ban of, any type of weapon. Their objective is to translate the prohibition of the threat or use of force in international relations into positive action. The 1992 Open Skies Treaty gives each State Party the right to conduct, and the obligation to accept, short-notice unarmed observation flights over their territory to promote openness of military forces and their activities.45 The duty to provide information also characterizes both the Ottawa Convention and the CCM: their Article 7, significantly titled ‘Transparency Measures’, states that the Parties shall submit annual reports to the UN Secretary-General.

A third typology of obligations is the expression of the preventive approach of certain disarmament treaties vis-à-vis the activities of private individuals and entities. Article IV of the 1972 Biological and Toxin Weapons Convention (BTWC)46 is a paradigmatic example: it contains the explicit duty for a State Party to take any necessary measures to proscribe and prevent the development, production, stockpiling, acquisition, or retention of such weapons, ‘in accordance with its constitutional processes’ and ‘within the territory of such State, under its jurisdiction or under its control anywhere’. Although the treaty does not specify the domestic measures required to give effect to its provisions, the final documents adopted by the review conferences have recognized that the prohibitions under the BTWC require a range of different issues to be addressed at national level, including the criminalization of the prohibited activities, law enforcement measures, and export controls. In particular, States Parties are called upon to adopt legislative, administrative, judicial, and other measures designed to ‘ensure the safety and security of microbial or other biological agents or toxins in laboratories, facilities, and during transportation, to prevent unauthorized access to and removal of such agents or toxins’.47

Finally, an increasingly common feature of disarmament obligations is the inclusion of ‘measures for remediation’, as they are referred to in the report of the UN Secretary-General,48 which cover a range of activities, including explosive ordnance destruction and demining, repair of the natural environment, and assistance to victims and survivors. In particular, Article 5 CCM has represented a major step forward compared to the Ottawa Convention, which was the first breakthrough in victim assistance in treaties governing weapons.49 The provision establishes a link between disarmament and human rights by stating that States Parties, with respect to cluster munitions victims in areas under its jurisdiction or control, shall provide ‘age- and gender-sensitive assistance, including medical care, rehabilitation and psychological support, as well as provide for their social and economic inclusion’.


4. The Nature of Disarmament Obligations and the Impact on Verification


The evolution of disarmament and arms control agreements evidences a shift from bilateralism to community interests in international law. Whereas bilateral arms control agreements are characterized by mutual reduction targets with a view to a reciprocal interchange of benefits, multilateral disarmament treaties have been recognized as containing integral (or interdependent) obligations.50 For instance, as early as 1963 the Partial Test Ban Treaty included duties that ‘are inextricably interrelated, form an indivisible whole’.51

Interestingly, obligations under the NPT reveal a degree of synthesis between the principle of peaceful coexistence in the mutual relations between the two superpowers at that time, and the emerging trends of the protection of certain fundamental values. The regime against the proliferation of nuclear weapons is concerned with the collective interests of the international community as a whole (namely international peace and security), while at the same time dealing with cardinal, particular interests of the major powers.52 There is no doubt that the substantive obligations in this field cannot ‘be brought under a bundle of bilateral relations’; rather, they are ‘dominated by a sort of global reciprocity in the sense that each state disarms because the others do likewise’.53

It follows that ‘[o]ne state’s non-compliance with its obligations under a treaty on arms control or disarmament may fundamentally and negatively affect the security of others’; and conversely ‘continued compliance with such treaty obligations impacts positively on security’.54 As a result, in both cases, ‘credible verification to establish compliance or non-compliance is of major importance’.55 The UNGA, for instance, has recognized that the ultimate objective of ‘general and complete disarmament’ could only be achieved ‘under effective international control’.56 The nature of disarmament obligations has had an impact on the choice of the specific forms and modalities of verification. This in turn individuates those supervisory mechanisms and procedures aimed at ensuring that States Parties are in compliance with the substantive rules of a convention. This having been said, occasionally individual States are given the right to ‘verify through observations the activities of the other State Parties of the Treaty’,57 and multilateral treaties usually provide that each State Party may present a request to a competent verification body to assess the consistency of another Party’s conduct with disarmament obligations or even make a complaint about alleged breaches.58


C. Current Developments



1. Chemical Weapons in Syria between Disarmament and Investigative Mechanisms


Recent disarmament and arms control efforts must be understood within a dynamic between coercion and consent. This is the case of the dismantlement programme regarding Syrian chemical weapons. While the US and its allies emphasized the coercive aspect of the disarmament process, Syria and Russia stressed its consent-based elements, rooted in the principle of State sovereignty. This is certainly due to the unique framework created for the purpose of chemical dismantlement.59

After reports confirmed the use of chemical agents during the civil war, Syria announced its intention to accede to the CWC on 12 September 2013 and, on that same day, the US and Russia reached a political agreement to ensure the elimination of chemical weapons.60 Two weeks later, the OPCW Executive Council adopted a decision on the matter,61 which was subsequently endorsed by UNSC Resolution 2118 (2013). While the CWC constituted the overall legal foundation for subsequent actions, special procedures were nonetheless introduced given the exceptional circumstances in the country. Not only did the Joint UN-OPCW Mission have ‘immediate and unfettered access to and the right to inspect, in discharging their functions, any and all sites’ on the basis of Resolution 2118, but the OPCW decision also provided that it could ‘inspect as soon as possible any other site identified by a State Party as having been involved in the Syrian chemical weapons programme’: an ad hoc procedure that resembled the challenge inspections system under Article IX CWC.

The most relevant deviation from the CWC regime was the decision taken by the UNSC to remove chemical-warfare agents and precursors from the territory of Syria for their destruction outside that country. The operation was then successfully supported by various countries and coordinated with the help of the Joint UN-OPCW Mission.62 In other terms, Resolution 2118 set aside the prohibition of transfer of chemical weapons under the CWC for the specific purpose of disarmament. This might be seen as a further manifestation of the UNSC practice of adapting binding treaty law to a particular situation on an ad hoc basis.63 Beyond relying on Article 103 UN Charter to affirm the hierarchically superior character of a binding resolution over obligations under the CWC, the special procedures adopted for the Syrian chemical disarmament could be better understood within the framework of the bilateral cooperation agreement between the UN and the OPCW.64

Despite progress in dismantling chemical stockpiles and facilities, incidents involving the use of toxic chemicals as a weapon did not cease entirely. The UNSC initially succeeded in establishing an UN–OPCW Joint Investigative Mechanism (JIM), with the mandate ‘to identify to the greatest extent feasible, individuals, entities, groups or governments who were perpetrators, organisers, sponsors or otherwise involved in the use of chemicals as weapons’.65 However, the UNSC was ultimately divided on the issue of accountability: eventually, it failed to renew the mandate of the JIM. In an attempt to fill that vacuum, in April 2018 the Conference of States Parties of the CWC decided on the creation of the Investigation and Identification Team, a new mechanism within the OPCW Technical Secretariat ‘to identify the perpetrators of the use of chemical weapons in the Syrian Arab Republic’.66


2. The Deterioration of the Foundations of Arms Control in Europe


As Cold War tensions appear to re-emerge, there is a concrete risk that the arms control framework that came into effect in the early 1990s is coming to an end. The legal edifice of cooperative security, aimed at avoiding an arms race through mutual confidence and reducing inadvertent escalation of tensions in and around Europe, is collapsing. Its conventional pillars are the CFE Treaty and the Open Skies Treaty. Since the beginning of the twenty-first century, relations between Russia and NATO have deteriorated, leading to mutual accusations of treaty breaches and initiatives aimed at suspending or terminating certain obligations contained therein.67 The rules on suspension and termination of treaties are contained in Articles 54–64 of the 1969 VCLT. Although arms control and disarmament treaties usually include withdrawal clauses, contracting parties may invoke one of the two general grounds that are particularly relevant in this context: the principle inadimplenti non est adimplendum under Article 60 and the rebus sic stantibus clause under Article 62.68

Article IV of the 1963 Partial Test Ban Treaty has represented the model for the withdrawal clauses of most disarmament and arms control treaties.69 Under Article XIX of the CFE Treaty, States have the right to withdraw, subject to a requirement to provide advance notice to all other parties, when supreme interests are jeopardized by extraordinary events related to the subject matter of the treaty. The notion of ‘extraordinary events’ has been intentionally left vague and its interpretation is not easy, given limited practice.70 When announcing its withdrawal from the 1972 Anti-Ballistic Missile Treaty (ABM Treaty) in 2001, the US seemed to combine the standard withdrawal clause with the general ground of rebus sic stantibus, as it also relied on a fundamental change of circumstances (those affecting national security).71

At the time of its adoption in 1990, the CFE Treaty was considered as being at the heart of security policy in Europe, due to the fact that it set limits on the types of conventional equipment that were considered to be the most useful in a surprise attack (such as battle tanks and other armoured vehicles, artillery, helicopters, and combat aircraft), and provided for the regular exchange of military information and the possibility of mutual verification. The CFE Adaptation Agreement, which was concluded in 1999 to reflect changing security realities (in particular NATO enlargement to the East) never entered into force due to the fact that NATO Members decided not to ratify it until Russia would honour its commitment to withdraw its military deployments in Moldova and Georgia. Subsequent reactions were justified by reciprocal allegations of non-compliance: Russia suspended its participation in the CFE Treaty in 2007, while NATO allies announced in 2011 that they would cease carrying out certain procedural obligations (those of information exchange and accepting on-site inspections) with regard to Russia.72 Finally, although remaining a party to the agreement, Russia formally announced it was ‘completely’ suspending its participation in March 2015. While the US presented the suspension as a ‘violation’ of treaty obligations, the government of Russia has never invoked the withdrawal clause but it continues to justify the suspension with a combination of ‘material breach’ and ‘fundamental change’ arguments, claiming that the NATO efforts ‘further change […] the balance of forces in the European region in their favour, including in the direct vicinity of Russia’s borders’.73

More generally, there is no doubt that withdrawal is not a tool at States’ disposal in order to merely absolve themselves from their obligations. Given the essentially auto-interpretive nature of the criteria required for unilateral withdrawal,74 it has been argued that the only limitation would appear to be the universal obligation to perform all treaty obligations in good faith.75 Various proposals have been advanced to make withdrawal more difficult, such as providing the convening of a special Conference of the States Parties upon the announcement of an intent to withdraw; or obliging any State that seeks to withdraw to forfeit the right to retain or to use any of the technology or goods it acquired as a treaty party.76 Finally, some commentators have raised questions relating to the effects of war on disarmament agreements: whether an armed conflict may cause their suspension is not clear. Though the mere fact of the outbreak of a conflict would not be a sufficient reason for withdrawal, a State may invoke a grave breach of the treaty or even the acquisition of the relevant category of weapons by a hostile non-party neighbour.77


3. Arms Trade and Global Security


International arms transfers have increasingly become a concern for the international community. The terms ‘arms trade’ and ‘traffic in arms’ encompass all stages of transfers of weapons and military equipment, including parts, components, and ammunition between States, between non-State entities, or between States and non-State entities.78 Whereas disarmament conventions usually prohibit transfers in absolute terms, as part of the specific aim of eliminating a category of weapons, the object of the 2013 Arms Trade Treaty is both improving the regulation of the international trade in conventional arms and eradicating illicit traffic for the purpose, amongst others, of contributing to international and regional peace and security: therefore, it belongs to the realm of international law of arms control.79

The main challenge for transfer controls is represented by the dual-use nature of items which could be diverted to weapons programmes. As a matter of fact, advances in science (including the convergence of chemistry and biology) might offer opportunities for malevolent exploitation including by non-State actors for terrorist purposes.80 The lack of universal standards for trade controls was one of the reasons for the adoption of Resolution 1540 (2004), which imposes on all UN Member States the obligation ‘[to] establish, develop, review and maintain appropriate effective national export and trans-shipment controls over [WMD-related] items’.81 As part of its task of facilitating the implementation of this resolution, the 1540 Committee developed a matrix in order to organize the information received by Member States.82 Although such a reference tool is not meant to measure State compliance with Resolution 1540, it has nevertheless contributed to setting the standard for an effective export control system, which should include domestic legislation providing for a list of control items and a mechanism of authorizations and licences, industry outreach, and an enforcement system.

An increasing number of States have joined the various informal, voluntary, non-treaty-based arrangements, which are complementary to treaty regimes, to improve the export controls on dual-use materials related to WMD. Whereas the Australia Group covers biological and chemical agents,83 the Zangger Committee and Nuclear Suppliers Group (NSG) establish standards and guidelines governing nuclear transfers.84 Other relevant export control regimes, covering for instance WMD delivery systems, include the Missile Technology Control Regime,85 and the Wassenaar Arrangement on Export Controls for Conventional Arms and Dual-Use Goods and Technologies.86 One of the most pressing challenges facing these export control regimes is represented by their application not only to the transfer of physical items but also to intangible transfers of associated technologies. In particular, participating States fear that the rapid development of additive manufacturing processes, including three-dimensional printing, might pose a serious proliferation risk.87

Despite technological advances, the most commonly available weapons in situations of internal armed conflicts are light and rarely complex, such as handguns, assault rifles like the Kalashnikov, mortars and portable rocket launchers of the RPG-7 type. Over the last decade, there has been increasing awareness of the direct and indirect effects on the civilian population of poorly regulated arms trade and the illicit trafficking of arms.88 The adoption and subsequent entry into force in 2014 of the landmark Arms Trade Treaty (ATT)89 have represented significant steps towards effective regulation of transfers of conventional weapons, for the purposes of contributing to peace and security, reducing human suffering, promoting cooperation, transparency, and responsible action.90

The preamble of this Treaty recognizes ‘the challenges faced by victims of armed conflict and their need for adequate care, rehabilitation and social and economic inclusion’, and recalls that ‘civilians, particularly women and children, account for the vast majority of those affected by armed conflict and armed violence’. The scope of application of the treaty, as defined in Article 2, includes the military equipment categories already covered by the UN Register on Conventional Arms.91 The core of ATT is represented by Articles 6 and 7, which, respectively, establish prohibitions that prevent States Parties from authorizing a transfer in specified circumstances, including arms embargoes sanctioned by the UNSC, and impose upon them a duty to assess whether the transfer of conventional arms would either undermine peace and security or could be used to commit or facilitate a serious violation of IHL and international human rights law (IHRL).92

It is still too early to tell whether the ATT will change State behaviour. A test for the efficacy of arms trade regulations has been the initiative of a group of NGOs that successfully challenged the approval of licences for arms exports to Saudi Arabia before UK courts on the grounds, inter alia, that there was a clear risk that the items might be used in the commission of a serious violation of IHL.93 Still, the impact of the ATT risks being seriously undermined by the position taken by the US administration ‘to take [their] signature back’,94 namely the decision that the US will never ratify the treaty.


4. The Challenge of Emerging Technologies


In addition to political constraints, advances in science and technology also pose a range of risks and challenges for existing disarmament and arms control instruments. Mapping out the implications of new technologies for peace and security requires taking into account the impact of a variety of innovations on warfare.95 There is no doubt that evolutions—particularly in the fields of artificial intelligence (AI), life sciences, and digital technology—enable new military capabilities: particular worry has been expressed with respect to the risks associated to the development of autonomous weapons systems, hypersonic weapons, cyber operations, and the military applications of biotechnology.96

Since 2014, negotiations with respect to the regulation of lethal autonomous weapons systems (LAWS) are being conducted within the framework of the CCW. The positions upheld by the delegations have differed as to whether existing and undisputed rules of IHL and arms control law are able to cope with the challenges arising from LAWS (and to define possible limits) or whether further regulations or clarifications were needed. In this context, the key issue is how to regulate the human–machine interaction, as demonstrated by the debate on the concept of ‘human control’, both as a fail-safe mechanism and as an accountability catalyst.97 Some progress was made in the context of the Group of Governmental Experts (GGE), affirming eleven guiding principles: there is an emerging consensus that ‘[h]uman responsibility for decisions on the use of weapons systems must be retained since accountability cannot be transferred to machines’.98 Should the CCW States Parties reach consensus on the adoption of a new protocol (or, alternatively, on a set of non-binding rules), there would be several options as for its specific content: either introducing a comprehensive ban on the development and use of weapons systems lacking human control or setting positive obligations to safeguard human control in the use of force.

Moreover, there is growing concern with respect to the impact of three specific emerging technologies—additive manufacturing, AI, and robotics—on the development and production of biological weapons and their delivery systems.99 The UNSC has significantly called upon States ‘to take into account developments on the evolving nature of risk of proliferation and rapid advances in science and technology in their implementation of Resolution 1540 (2004)’.100


D. Conclusion


The failure of the CWC States Parties to agree to a final consensus document at the Fourth Review Conference reflected in clear terms the new international tensions which risk undermining the legal framework on disarmament and arms control, developed at the end of the Cold War.101 The main source of disagreement at the conference was the question of accountability for the use of chemical weapons in Syria. In a joint declaration, sixty-five countries called on all States Parties ‘to mobilize and stand firm in defence of the Convention as an essential pillar of the international disarmament and non-proliferation architecture’, urging them ‘to join in a dedicated effort to reinforce the CW [Cold War] regime and to deter all use of chemical weapons’.102

The impression of a divided international community also characterized the unsuccessful outcome of the 2015 NPT review conference. The approval of the Treaty on the Prohibition of Nuclear Weapons (TPNW) in July 2017 has been accompanied by the enthusiasm of the proponents but also by harsh criticism of the nuclear weapons States and their allies. Significantly, the 2017 Nobel Prize has certified the role of NGOs in the adoption of the TPNW. In more general terms, one could easily foresee that civil society organizations will continue to promote transparency in disarmament and arms control, not only as a means to build confidence amongst States but also as an indispensable element of democratic oversight and public scrutiny.

Reciprocal allegations of treaty violations are increasingly eroding the legal architecture of conventional arms control in Europe. However, despite declining relevance of the CFE Treaty, its data exchange and its inspections remain meaningful tools. German attempts to create a dialogue aimed at de-escalating existing tensions between NATO and Russia led to the launch of the OSCE Structured Dialogue on confidence-building, risk reduction, and arms control.103 It is far from certain that this multilateral forum for discussing political and military challenges in Europe will succeed: neither Russia nor the US have so far demonstrated much interest in the negotiations. Nevertheless, there is a clear need for a modernized regime which can also take into account new categories of conventional weapons.

Great expectations exist with regard to the initiative of the UN Secretary-General to launch a new agenda for disarmament. Based on four pillars, the ‘Securing Our Common Future’ report identifies forty practical steps, the implementation of which involves various actors both within and outside the UN system.104
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Chapter 18


Nuclear Non-proliferation and Disarmament under International Law

Masahiko Asada



A. Introduction


Ever since its invention, the nuclear weapon has occupied a special place in the global security order, both militarily and politically, due to its extraordinary destructive power. No other type of weapon has so starkly divided opinion amongst States and people as nuclear weapons. They are seen as both the ultimate guarantor of State security and as weapons of evil. Nevertheless, no one denies (at least openly) the ultimate goal of the total elimination of nuclear weapons.

This picture is further complicated by the fact that nuclear material has both military and civilian uses. From a military perspective, nuclear weapons are the most well-known product of nuclear material. But they are not the only military application of nuclear energy. Non-explosive military use, such as in nuclear-powered aircraft carriers or submarines, is another example. However, nuclear-powered vessels, for example icebreakers, are also used for non-military purposes. Other civilian use of nuclear material includes generating electricity through nuclear reactors. Nuclear material also has medical, agricultural, and other peaceful applications, such as its use in the treatment of cancer.

It is against this complex background that regulating the use of nuclear energy and material has taken place. This chapter traces the history of such attempts and achievements, focusing on nuclear non-proliferation and disarmament, by first assessing such treaties as the Partial Test Ban Treaty (PTBT),1 Treaty on the Non-Proliferation of Nuclear Weapons (NPT),2 Comprehensive Nuclear-Test-Ban Treaty (CTBT)3 and the Treaty on the Prohibition of Nuclear Weapons (TPNW),4 followed by an examination of current challenges taking place in the Democratic People’s Republic of Korea (DPRK) and Iran.


B. Legal Framework



1. Initial Attempts to Control Nuclear Energy for Peaceful Purposes


Attempts to regulate nuclear energy commenced almost immediately after the termination of the Second World War. The UN General Assembly’s (UNGA) very first resolution aimed at dealing with the problems raised by the ‘discovery of atomic energy’. It established an ‘Atomic Energy Commission’ which would inter alia ensure the use of atomic energy solely for peaceful purposes and the elimination of atomic weapons and all other major weapons of mass destruction.5 However, the Commission failed to agree on any meaningful measures due to the different priorities of the US and the USSR when it came to the destruction of existing stocks and the establishment of a control system, as well as the application of the UN Security Council (UNSC) veto in the proposed enforcement mechanism.6 The US proposal regarding international control, outlined in the 1953 ‘Atoms for Peace’ address of President Eisenhower to the UNGA, eventually led to the establishment of the International Atomic Energy Agency (IAEA) in 1957.


2. Partial Test Ban Treaty


Atmospheric nuclear testing in March 1954 caused worldwide public concern. A large thermonuclear hydrogen bomb detonated by the US caused highly radioactive fallout in a large area surrounding the Bikini Atoll in the Pacific Ocean. A Japanese fishing boat, the Daigo Fukuryu Maru, and its crew members were heavily contaminated by it. The following month, Indian Prime Minister Jawaharlal Nehru proposed a ban on nuclear testing.

A series of nuclear tests carried out by the US, the UK, and the USSR in 1957–58 raised widespread concerns about their potential environmental effects. Beginning in November 1958, these three States observed a nuclear test moratorium for nearly three years (until September 1961). However, despite the many proposals for a comprehensive ban on nuclear tests,7 disagreement concerning methods for the verification of the prohibition on underground testing (particularly regarding the number of on-site inspections and of seismic stations to be placed on each State’s territory) prevented the US and the USSR from agreeing on a comprehensive nuclear test ban at that time.8 It was only after the Cuban Missile Crisis of October 1962, and the resulting need for improved relations between the two States, that agreement was eventually reached.9

The PTBT,10 the first major international treaty on nuclear weapons, entered into force in 1963. It prohibits ‘any nuclear weapon test explosion, or any other nuclear explosion’ in the three environments mentioned in the title of the Treaty (Article I, para 1(a)), but does not extend the ban to underground explosions, unless such explosion causes radioactive debris to spread outside the territorial limits of the State where the explosion is conducted (Article I, para 1(b)). This provision indicates that environmental concerns significantly influenced the drafting of the PTBT. India (a State Party) after conducting underground nuclear tests in May 1998, declared that ‘[m]easurements have also confirmed that there was no release of radioactivity into the atmosphere’.11

Because underground tests were excluded from its scope, the PTBT has been criticized as legalizing underground testing. But its practical effect was seen more broadly. While advanced nuclear States like the US, the UK,12 and the USSR could continue to improve their nuclear arsenals by conducting underground tests,13 latecomer nuclear States like France and China would have difficulties in doing so.14 Perhaps for this reason, France and China have not acceded to the PTBT, although both States gave up atmospheric testing through unilateral statements: France in 1975 following the Nuclear Tests cases at the International Court of Justice (ICJ),15 and China several years later as a result of a series of protests by neighbouring and distant States.16 As such, the PTBT has been regarded as a first attempt to prevent the proliferation of nuclear weapons,17 although the extent to which it has really served non-proliferation is questionable. For instance, India and Pakistan, both Parties to the PTBT, successfully conducted their first nuclear tests underground in 1974 and 1998, respectively.


3. Treaty on the Non-proliferation of Nuclear Weapons


In contrast to the PTBT, which aimed at both prevention of pollution from radioactive fallout and non-proliferation of nuclear weapons, the NPT pursues only the latter objective. The idea of the non-proliferation of nuclear weapons is based on the belief that ‘the proliferation of nuclear weapons would seriously enhance the danger of nuclear war’.18

In response to UNGA Res 1665(XVI), negotiations led by the US and the USSR began in 1962, first within the framework of the draft treaties for general and complete disarmament, and from 1965 in the form of independent stand-alone draft treaties. The resulting NPT was signed in 1968 and entered into force in 1970.


a. Basic Obligations under the NPT


The Treaty distinguishes between two categories of States: nuclear-weapon States and non-nuclear-weapon States, imposing different obligations on each. Nuclear-weapon States are under the obligation not to transfer nuclear weapons or other nuclear explosive devices or control over them to any recipient (Article I). Non-nuclear-weapon States are obligated not to receive the transfer of such weapons or explosive devices or control over them and not to manufacture or otherwise acquire such weapons or explosive devices (Article II). While the Treaty places substantial obligations on non-nuclear-weapon States, nuclear-weapon States have, for their part, undertaken to ‘pursue negotiations in good faith on effective measures relating to cessation of the nuclear arms race at an early date and to nuclear disarmament’ (Article VI).

Article IX(3) NPT provides the criteria for distinguishing between nuclear-weapon and non-nuclear-weapon States. A nuclear-weapon State is considered a State ‘which has manufactured and exploded a nuclear weapon or other nuclear explosive device prior to 1 January 1967’. This cut-off date (well before the Treaty’s signing day) must have been chosen in order to avoid a last-minute attempt by any State to manufacture and explode a nuclear weapon so as to qualify as nuclear-weapon States under the Treaty.

A dispute concerning this definition arose following the dissolution of the USSR in 1991, questioning: which republic of the Union was to succeed to the USSR status as a nuclear-weapon State? Although Russia might have seemed the obvious successor, other republics like Kazakhstan based their claim to such status on the aforementioned definition of a nuclear-weapon State and sought to accede to the NPT as such.19 Western States rejected such claims; according to NATO ‘[n]either the mere physical presence of nuclear weapons in these states [former Soviet republics] nor the locus of past Soviet nuclear testing activities constitute grounds for regarding these states as nuclear weapons states under the [NPT]’.20 Although most Soviet nuclear weapon tests had been conducted at the Semipalatinsk Test Site in Kazakhstan, it was not Kazakhstan but the USSR that manufactured and exploded these weapons and, at that time, Kazakhstan was not itself a ‘State’. By December 1994, all former Soviet republics, with the exception of Russia, had acceded to the NPT as non-nuclear-weapon States.21 By November 1996, they had also transferred all nuclear weapons from their territories to Russia for dismantlement.22


b. Verification of the Non-Manufacture Obligation


Under Article III of the NPT, non-nuclear-weapon States Parties have, in relation to their obligation not to manufacture nuclear weapons, undertaken to accept verification measures, called ‘safeguards’, to be conducted by the IAEA. During its first fifteen years, the IAEA produced two major types of safeguards systems, one for NPT Parties (INFCIRC/153: comprehensive safeguards agreements or CSA) and another for non-NPT Parties (INFCIRC/66: item-specific safeguards agreements).23 Both types of agreements are concluded between the non-nuclear-weapon State and the IAEA.

Under the CSA, States Parties undertake to accept safeguards on ‘all source or special fissionable material [ie, nuclear material] in all peaceful nuclear activities’ within their territories ‘for the exclusive purpose of verifying that such material is not diverted to nuclear weapons or other nuclear explosive devices’.24 The basic modality of safeguards is (1) for the State to keep records and provide the IAEA with information concerning nuclear material subject to safeguards as well as operation of the relevant facilities, and (2) for the IAEA to conduct inspections to examine the records and verify that reports provided by the State are consistent with records.25

The effectiveness of such a declaration-reliant CSA system was called into question after the 1991 Gulf War. The IAEA, having conducted on-site inspections under UNSC Resolution 687 (1991), discovered that Iraq had been developing nuclear weapons in undeclared facilities adjacent to its declared facilities.26 The IAEA had not hitherto pronounced Iraq to be in breach of its Safeguards Agreement.27 This situation revealed a major weakness of the safeguards system based on the CSA, in that inspectors may routinely inspect only those facilities that the State has declared, regardless of whether unreported activities may be going on elsewhere.

In response, the IAEA Board of Governors affirmed that the scope of CSA was not limited to verification of the non-diversion of nuclear material actually declared by the State but included verifying the absence of undeclared nuclear material and activities in the State. In other words, the Agency had the right and obligation under the CSA to verify not only that State declarations are ‘correct’ but that they are also ‘complete’.28

Such an interpretation of the CSA is, however, not unanimously shared.29 Undeniably, a State has undertaken under its CSA to accept safeguards on ‘all [nuclear material] in all peaceful nuclear activities’. Hence it would be a violation of the agreement if the State failed to declare any such material. The existence of the ‘special inspection’ system in the CSA, which allows IAEA inspectors to have access to undeclared sites,30 also indicates that the agreements’ scope covers not only declared but also undeclared nuclear material.31 However, the IAEA may verify the absence of undeclared nuclear material only through a special inspection, and the practical threshold for triggering such inspections is very high because of their accusatory overtones.32

Thus, a new, user-friendly legal tool was developed in the form of the Additional Protocol to the CSA, a model of which was adopted by the IAEA Board of Governors in 1997.33 According to the Model Additional Protocol, IAEA inspectors under the ‘complementary access’ system would have access to ‘[a]ny location specified by the Agency…to carry out location-specific environmental sampling’ (Article 5(c))34 without the accusatory connotations which are associated with special inspections. Now that Additional Protocols are in force for as many as 136 States, complementary access seems for practical purposes to have almost displaced the need for special inspections, although some States in which significant nuclear activities occur are still to adopt the Additional Protocol,35 and thus the important deterrent function of the special inspection system has hardly diminished.


c. Duration of the Treaty and its Extension


Unlike most disarmament treaties, the NPT was not concluded as a treaty with unlimited duration, as some of the negotiating States objected to giving up their nuclear ambitions forever at that time.36 As a result, according to Article X(2), twenty-five years after the NPT had entered into force, a conference was to be convened to decide upon its potential extension. The ‘NPT Extension Conference’ was convened in April 1995 in conjunction with the fifth Review Conference of the Treaty. At the time, it was not certain that agreement would be reached for the indefinite extension of the Treaty. This was mainly due to the fact that certain Non-Aligned Movement (NAM) States were dissatisfied with the extent of nuclear disarmament, and because the decision required a majority of all States Parties to the NPT and not of those present and voting.37

As most participating States Parties preferred a consensus decision over a majority decision, attempts were made to accommodate those who were dissatisfied with the lack of progress in nuclear disarmament. Ultimately, the decision on the indefinite extension of the Treaty was adopted without a vote (by consensus) along with two other decisions.38 One of them was the decision entitled ‘Principles and Objectives for Nuclear Non-Proliferation and Disarmament’, which, amongst others, required ‘[t]he completion by the Conference on Disarmament [CD: the single multilateral disarmament negotiating forum] of the negotiations on a universal and internationally and effectively verifiable Comprehensive Nuclear-Test-Ban Treaty no later than 1996’.39


4. Comprehensive Nuclear-Test-Ban Treaty


A comprehensive nuclear test ban has always been a priority in Article VI NPT40 and is also specifically mentioned in its preamble. In January 1991, States Parties to the PTBT held an Amendment Conference to discuss a proposal for two Protocols to the Treaty. Protocol I would prohibit nuclear testing underground or in any other environment; Protocol II would deal with verification of compliance with a comprehensive test ban.41 The Conference did not vote on them, but decided to ‘mandate the President of the Conference to conduct consultations with a view to…resuming the work of the Conference at an appropriate time’,42 which never occurred.

Instead, negotiations on a CTBT started at the CD in 1994 with the NPT Extension Conference scheduled for the following year,43 and the CD finalized the text during its 1996 session.44 Despite the fact that, due to an objection by India, the consensus-governed CD could not ‘adopt’ the final text in its own setting,45 the CTBT was later adopted by the UNGA46 and opened for signature on 24 September 1996.


a. Comprehensive Test Ban


Article I CTBT prohibits ‘any nuclear weapon test explosion or any other nuclear explosion’, without any limitation in terms of environment. On the other hand, the Treaty does not prohibit non-explosive nuclear testing, such as subcritical experiments (namely, nuclear tests involving nuclear material that purposely result in no yield). In fact, the US and other nuclear-weapon States have continued to conduct such tests even after signing the CTBT.47 The Treaty does not cover such tests because of the difficulty involved in their verification.

Although the Treaty has not yet entered into force,48 signatory and ratifying States are arguably bound by such prohibition in light of Article 18 of the Vienna Convention on the Law of Treaties (VCLT),49 which provides that those States are obliged to ‘refrain from acts which would defeat the object and purpose of a treaty’ prior to its entry into force. While the exact content of this obligation is unclear, in the CTBT context it may be argued that it includes carrying out a nuclear test. This is supported by statements made by signatory and ratifying States to that effect,50 and by a UNSC resolution co-sponsored by forty-five States and adopted without a negative vote which recognized that ‘a nuclear-weapon test explosion or any other nuclear explosion would defeat the object and purpose of the CTBT’.51

However, under Article 18(a) VCLT the obligation of the signatory is terminated when it makes ‘its intention clear not to become a party to the treaty’. In 1999, after the Senate rejected ratification of the CTBT, the US sent a letter to several States to reassure them of its intention to ‘continue to act in accordance with its obligations as a signatory under international law’.52 However, it subsequently revised its policy and declared that it ‘will not become a party to [the CTBT]’.53 Following that, it seems to have again revised its policy as, in a 2016 letter to the Senate Foreign Relations Committee Chairman, after referring to Article 18 obligations, Secretary of State John Kerry stated that ‘[a] future Administration could make clear that the United States no longer intends to become a party to the [CTBT], in which case the United States would no longer have such obligations’.54 This illustrates the uncertainty that covers obligations under Article 18 VCLT.55


b. Verification of the Ban


In terms of verification, the CTBT provides for two processes: an international monitoring system (IMS) and an on-site inspection system. While the latter can only be activated after the Treaty enters into force, the former has already been virtually operating within the framework of the Comprehensive Nuclear-Test-Ban Treaty Organization’s (CTBTO) Preparatory Commission (PrepCom). The PrepCom was established by the Text on the Establishment of a Preparatory Commission for the Comprehensive Nuclear-Test-Ban Treaty Organization (PrepCom Text), annexed to a resolution of the CTBT signatories adopted on 19 November 1996.56 When completed, the IMS will be capable of detecting one kiloton of nuclear explosion conducted anywhere in the world. The system will consist of 337 stations to be established in some ninety countries around the world, of which 300 stations (nearly 90 per cent) have been certified by the Commission.57

The legal basis for constructing IMS stations can be found in provisions of the CTBT and the PrepCom Text. Article IV(1) of the Treaty provides that ‘[a]t entry into force of this Treaty, the verification regime shall be capable of meeting the verification requirements of this Treaty’. In order to meet the Treaty’s verification requirements at entry into force, it is logically necessary to start preparations before its entry into force. This is one of the rare examples of substantive treaty provisions having legal force (in addition to procedural provisions such as those on entry into force or reservations) before the treaty’s entry into force.58

However, this provision may not lead directly to such concrete action as the construction or operation of the IMS. The latter has been made possible by paragraphs 13 and 14 of the PrepCom Text, which provides that the PrepCom ‘shall undertake all necessary preparations to ensure the operationalization of the Treaty’s verification regime at entry into force, pursuant to article IV, paragraph 1’, and that the PrepCom ‘shall supervise and coordinate…the development, preparation, technical testing and, pending their formal commissioning, provisional operation as necessary of…the [IMS]’. These provisions may be considered as an authentic interpretation of Article IV CTBT falling under Article 31(2) VCLT. In any case, the IMS has been provisionally operating and has already detected Indian, Pakistani, and North Korean nuclear test explosions.59


5. Nuclear Disarmament



a. ICJ Nuclear Weapons Advisory Opinion


While there should be no doubt concerning the devastating and inhumane effects of nuclear weapons use, different opinions exist on how to address the issue given the importance of nuclear deterrence for many States’ security policies. In its 1996 advisory opinion, the ICJ stated that:

[a] threat or use of nuclear weapons should…be compatible with the requirements…of the principles and rules of international humanitarian law, [and that] the threat or use of nuclear weapons would generally be contrary to…the principles and rules of humanitarian law60

but declared that it

cannot conclude definitively whether the threat or use of nuclear weapons would be lawful or unlawful in an extreme circumstance of self-defence, in which the very survival of a State would be at stake.61

Additionally, the Court found an ‘obligation to pursue in good faith and bring to a conclusion negotiations leading to nuclear disarmament…under strict and effective international control’,62 although no good explanation or justification was given for this conclusion, which diverged from the text of Article VI of the NPT (referring only to an obligation ‘to pursue negotiations in good faith’) and despite the fact that it was offered as an interpretation of that provision.63


b. Treaty on the Prohibition of Nuclear Weapons


The Court’s dictum on nuclear disarmament has provided the basis not only for annual UNGA resolutions on the subject64 but also for a series of ICJ cases instituted in 2014 by the Marshall Islands against nine nuclear-armed States.65 The Court only dealt with the cases against the UK, India, and Pakistan, because of a lack of jurisdiction over the other six States. In its almost identical judgments, the Court dismissed the claims against all three respondents on the ground of ‘the absence of a dispute between the Parties’.66

For its part, the advisory opinion dictum concerning the application of international humanitarian law on nuclear weapons seems to have influenced later developments in nuclear disarmament. The 2010 NPT Review Conference in its Final Document ‘express[ed]…deep concern at the catastrophic humanitarian consequences of any use of nuclear weapons and reaffirm[ed] the need for all States at all times to comply with applicable international law, including international humanitarian law’.67 This statement, as well as a 2011 International Red Cross and Red Crescent Movement resolution, which found it ‘difficult to envisage how any use of nuclear weapons could be compatible with the rules of international humanitarian law’,68 led to the delivery of a Joint Statement by sixteen States in the 2012 Preparatory Committee for the 2015 NPT Review Conference, which declared that: ‘[i]t is of utmost importance that these weapons never be used again, under any circumstances. The only way to guarantee this is the total, irreversible and verifiable elimination of nuclear weapons’.69

After the abortive 2015 NPT Review Conference, the UNGA, in response to the recommendation70 of the Open-Ended Working Group meetings held in 2016,71 decided to convene in 2017 a UN conference ‘to negotiate a legally binding instrument to prohibit nuclear weapons, leading towards their total elimination’.72 On 7 July 2017 the conference adopted a TPNW, the first treaty comprehensively prohibiting nuclear weapons and intended for universal application.73 Under the Treaty, it is prohibited to develop, test, produce, manufacture, otherwise acquire, possess, stockpile, transfer, receive, use, or threaten to use nuclear weapons as well as to assist, encourage, or induce anyone to engage in any prohibited activity, to seek or receive any assistance to engage in any prohibited activity, or to allow stationing, installation, or deployment of nuclear weapons in the State Party’s own territory (Article 1). The Treaty will enter into force ninety days after fifty States ratify it (Article 15, para 1).

No nuclear-armed State or any of their allies (so-called ‘nuclear umbrella States’) has signed the TPNW so far. This seems to be mainly due to the Treaty’s prohibition of the threat of use of nuclear weapons as well as of assistance, encouragement, or inducement of prohibited activity, which conflict with the doctrine of nuclear deterrence. This was also the explanation given by the Netherlands at the 2017 UN conference, the only nuclear umbrella State participating in the negotiations74 in which it cast a negative vote. It declared that ‘[t]he obligations in Article 1 are incompatible with [its] commitments as a NATO state’.75 On top of this, the Netherlands characterized the treaty as ‘in essence, not verifiable’.76 Indeed, the question of verification of nuclear disarmament was postponed to a later stage, as was partly the case with the destruction of nuclear weapons themselves. Nuclear-armed States are allowed, if they so choose, to retain their nuclear weapons even after becoming a party to the Treaty, and are required to destroy such weapons before a deadline to be determined by the States Parties.77 In terms of verification, the Treaty requires such irreversible elimination to be verified by an undetermined ‘competent international authority’.78

Relatedly, it should also be noted that due to the opposition of some NAM States,79 the verification requirement for non-nuclear-armed States Parties has become so moderate as to only be the conclusion or maintenance of CSA (Article 3). This is contrasted with the fact that CSA and Additional Protocol have long been recognized by many States as the ‘(current) verification standard’ for non-nuclear-weapon States Parties to the NPT.80

Additionally, the Netherlands argued that the TPNW placed itself ‘above the NPT’81 and that its review mechanism might overlap with the NPT one. Article 18 TPNW provides that: ‘[t]he implementation of this Treaty shall not prejudice obligations undertaken by States Parties with regard to existing international agreements, to which they are party, where those obligations are consistent with the Treaty’. Even without this provision, however, a State Party both to the NPT and the TPNW must abide by its TPNW obligations, which are stricter than the NPT ones. In other words, the aforementioned provision is not only unnecessary but may also be taken as indicating the TPNW’s somewhat competing position vis-à-vis the NPT, and hence as potentially undermining the NPT process. On the other hand, TPNW proponents argue that the Treaty ‘constitutes an essential contribution…towards the implementation of article VI of the [NPT]’.82

Whichever view is the correct understanding of the relationship between the two treaties, the question arises as to what the influence of the TPNW will be on the international law concerning nuclear weapons, and particularly whether it reflects a development of international law on the matter since the ICJ’s 1996 advisory opinion. In this respect, on the same day that the TPNW was adopted, the three Western nuclear-weapon States issued a statement to the effect that they ‘do not intend to sign, ratify or ever become party to it’ and that they ‘would not accept any claim that this treaty reflects or in any way contributes to the development of customary international law’.83 This, along with similar statements made by the five nuclear-weapon States, India, and Pakistan,84 makes it extremely difficult to conclude that customary international law has developed, or will emerge, to prohibit the threat or use of nuclear weapons. Should such a customary rule emerge, it would not bind these States as persistent objectors.85


C. Current Challenges to the NPT Regime


Despite being a ‘cornerstone of global security’,86 the NPT has faced many challenges. In addition to the unfulfilled Article VI obligation and the unachieved objective of universalization of the Treaty, it presently faces two main challenges: the DPRK and Iran.


1. DPRK


DPRK acceded to the NPT in 1985. It concluded the requisite CSA in early 1992, nearly five years later than the deadline provided in the NPT.87 Moreover, after conducting ad hoc inspections in May 1992 to verify the DPRK’s initial report, the IAEA detected certain inconsistences concerning plutonium production. Faced with a request by the IAEA’s Director General to accept a special inspection, the DPRK rejected the request and declared on 12 March 1993 that it would withdraw from the NPT. Later DPRK ‘suspend[ed]’ the declared withdrawal one day before its effectuation,88 but on 10 January 2003, after the disclosure of the existence of a DPRK nuclear weapons programme based on uranium in October 2002 and ensuing international condemnation, it declared that it would revoke the ‘suspension’ and withdraw from the NPT on the following day. It is not clear whether and, if so, when the DPRK withdrew from the Treaty.89 The most plausible view is that it withdrew from the NPT in 2003.90

Despite efforts by the international community to make the DPRK retract its announced NPT withdrawal and resolve the North Korean nuclear issue, including through the six-party talks amongst China, DPRK, Japan, Republic of Korea, Russia, and the United States between August 2003 and April 2009, the DPRK continued its nuclear weapons development and on 9 October 2006 conducted its first nuclear weapon test. In response, the UNSC adopted Resolution 1718 (2006), demanding that ‘the DPRK not conduct any further nuclear test’ and that it ‘return to the [NPT] and [IAEA] safeguards’, and deciding that it ‘shall abandon all nuclear weapons and existing nuclear programmes in a complete, verifiable and irreversible manner’91 and ‘shall act strictly in accordance with the obligations applicable to parties under the [NPT] and the terms and conditions of its [IAEA] Safeguards Agreement’. The latter decision seems to have been the Council’s fallback demand in case the DPRK refused (as it, in fact, did) to return to the NPT and IAEA safeguards. The Resolution also introduced a set of stringent sanctions. In response to repeated nuclear testing and ballistic missile launches, the sanctions have been strengthened many times by successive UNSC resolutions.92

In order to break the decade-long impasse, US President Donald Trump met with North Korean leader Kim Jong Un in Singapore on 12 June 2018 and signed a Joint Statement, according to which ‘the DPRK commits to work toward complete denuclearization of the Korean Peninsula’.93 While the DPRK has unilaterally suspended its nuclear testing and ballistic missile launch programmes (except for short-range missiles), little progress has been made in the denuclearization of the Korean Peninsula.


2. Iran


In 2002, an Iranian dissident group revealed the existence of two nuclear facilities under construction in Iran, which had not been reported to the IAEA.94 Initially, Iran reacted favourably to the international demand to cooperate with the IAEA by signing and voluntarily implementing the Additional Protocol as well as by voluntarily suspending all uranium enrichment(-related) and reprocessing activities.95 However, it subsequently resumed uranium conversion activity under new President Mahmoud Ahmadinejad in August 2005. In response, the IAEA Board of Governors adopted a resolution, finding that ‘Iran’s many failures and breaches’ of its obligations under the Safeguards Agreement constitute ‘non compliance’.96 Another resolution was adopted in February 2006, reporting to the UNSC the steps that the IAEA Board required Iran to take, as well as all relevant documents and resolutions.97 Shortly afterward, Iran informed the IAEA that all voluntary and non-legally binding measures, including the provisions of the Additional Protocol, would be suspended.98

The UNSC, for its part, adopted Resolution 1696 (2006) ‘[d]emand[ing]’ that ‘Iran shall suspend all enrichment-related and reprocessing activities’ to be verified by the IAEA.99 As the Resolution was adopted ‘under Article 40 of Chapter VII of the Charter of the United Nations in order to make mandatory the suspension required by the IAEA’ and in accordance with Article 103 of the UN Charter, this obligation took precedence over Iran’s rights and obligations under the NPT, including those concerning the peaceful use of nuclear energy. Resolution 1696 (2006) also imposed sanctions, ‘[c]all[ing] upon all States’ to ‘prevent the transfer of any items, materials, goods and technology that could contribute to Iran’s enrichment-related and reprocessing activities and ballistic missile programmes’.100

As a result of the successive strengthening of UN sanctions101 and the autonomous sanctions imposed by the US and the EU, as well as the election of the more moderate President Hassan Rouhani in 2013, negotiations between the so-called E3/EU+3102 and Iran reached a final agreement on a comprehensive solution to the Iranian nuclear issue on 14 July 2015. This so-called Joint Comprehensive Plan of Action (JCPOA)103 has been described as ‘the best possible model of successful diplomacy’.104

According to the JCPOA, Iran is supposed to keep its enrichment capacity of 5060 first-generation centrifuges for ten years, maintain a total enriched uranium stockpile of no more than 300 kg of up to 3.67 per cent enriched uranium hexafluoride for fifteen years,105 not to engage in any spent fuel reprocessing for fifteen years, and to provisionally apply the IAEA Additional Protocol pending ratification.106 Iran has also allowed the IAEA to monitor implementation of the JCPOA measures.107 For their part, the EU, the US, and the UN terminated the sanctions against Iran, as specified in the relevant provisions of the JCPOA and its Annexes II and V.108 Issues arising from the implementation of the JCPOA may be referred to the Joint Commission consisting of the E3/EU+3 and Iran.109

The JCPOA itself is not a legally binding document,110 despite the fact that the UNSC endorsed the JCPOA by Resolution 2231 (2015) and ‘[c]all[ed] upon all Member States’ to ‘take such actions as may be appropriate to support [its] implementation’.111 The decisions dealing with UNSC measures in the Resolution, however, are legally binding as indicated in its preamble referring to Article 25 of the UN Charter.112 The Resolution contains a decision to terminate sanction measures imposed by previous UNSC resolutions and also a decision whereby the terminated measures would be resurrected if a proposal for the termination to persist is rejected by the Council.113 Although no such thing has happened so far, the US under President Trump in May 2018 withdrew from the JCPOA and re-imposed its sanctions on Iran which had been lifted or waived under the JCPOA.114 In response, Iran started to breach commitments under the JCPOA in May 2019, including limitations on uranium enrichment. Shortly after Iran announced the elimination of the last key operational restriction in January 2020, the three European parties to the accord triggered its dispute resolution mechanism to ‘preserve the deal and address Iran’s breaches’.115


D. Conclusion


In March 2020, the NPT celebrated its 50th anniversary. During this fifty-year period, it has been faced with a number of challenges: in 1991, it was confronted with the revelation that a non-nuclear-weapon State Party (Iraq) was developing nuclear weapons; it faced the dissolution of a nuclear-weapon State Party (the USSR) in the same year; and the question of how to extend the Treaty arose in 1995. The resolution of these issues eventually strengthened the NPT regime. Russia alone has continued the USSR nuclear-weapon State status, while the rest of the former Soviet republics all joined the NPT as non-nuclear-weapon States; the NPT was indefinitely extended in 1995; and the Model Additional Protocol strengthening the CSA was adopted in 1997.

The challenges the NPT regime faces today, however, cannot be dealt with adequately by what was achieved in the last century. Very little can be done for the DPRK’s persistence to withdraw from the NPT. The Iranian issue is also difficult to resolve due to the fact that, as long as Iranian activities are claimed to be for peaceful purposes, the NPT regime cannot prohibit them without convincing evidence to the contrary. While sanctions have provisionally assisted in addressing these challenges, both situations are fragile.

When it comes to nuclear disarmament, the adoption of the TPNW in 2017 has been hailed as a great triumph by its proponents. Important stakeholders, however, see it as a source of complication. Growing concern exists in the NPT community that divisions between nuclear-weapon and non-nuclear-weapon States Parties may become exacerbated, making progress in disarmament even more difficult.

Amongst nuclear-weapon States, the notification by the US on 2 February 2019 of its withdrawal from the Intermediate-Range Nuclear Forces Treaty symbolizes the difficulty involved in maintaining the balance of nuclear forces amongst nuclear powers. The only remaining US–Russian nuclear arms control treaty, the New START, is on the verge of termination.

All these developments serve to illustrate how complex and difficult it is to deal with nuclear non-proliferation and disarmament, both of which go to the heart of national and international security.
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Chapter 19


Atrocity Crimes and Large-scale Human Rights Violations

Adama Dieng



A. Introduction


The prevention of conflicts and protection of populations from atrocity crimes and large-scale human rights violations remains a primary responsibility of States. Indeed, in the 2005 World Summit Outcome Document, UN Member States reaffirmed their responsibility to protect populations from genocide, war crimes, ethnic cleansing, and crimes against humanity.1 They committed to assist each other to fulfil this responsibility and to act collectively when States ‘manifestly failed’ to protect their populations from these crimes. This was the first time States committed internationally to protect populations from atrocity crimes.2

In this contribution, I contend that the international community cannot undertake meaningful prevention without respect for human rights and fundamental freedoms universally recognized and guaranteed by the International Bill of Rights and other international and regional instruments.3 If the international community is to achieve sustainable peace, States must reaffirm their commitment to the primacy of human dignity and human rights as reflected in the UN Charter4 and other international and regional human rights instruments. As underscored by the preamble to the Universal Declaration of Human Rights (UDHR), ‘recognition of the inherent dignity and of the equal and inalienable rights of all members of the human family is the foundation of freedom, justice and peace’.5 It is therefore crucial that respect of human rights is put at the heart of prevention of atrocity crimes.


B. Atrocity Crimes and Human Rights Violations


In recognition of the complexities of preventing atrocity crimes, and of the important responsibility of the UN in this regard, the UN Secretary-General pioneered an innovative approach aimed at putting human rights protection at the core of the work of the organization. The ‘Human Rights up Front’ initiative6 is premised on an understanding that serious human rights violations, particularly when targeting a specific group, constitute one key early indicator of the risk of atrocity crimes. Experience has shown that, be it in Syria, Libya, Iraq, or Yemen, failure to address serious human rights violations often presages more serious acts such as atrocity crimes.

The ‘Human Rights up Front’ initiative recognizes the critical role and primary responsibility of Member States to protect their populations from atrocity crimes. The initiative is therefore meant to concretize what is already reflected in the UN Charter, the UDHR, and various UN General Assembly (UNGA) resolutions on the protection of human rights. It reaffirms the centrality of human rights to the objectives of the UN and calls upon the international community to address human rights violations before they escalate and result in the loss of human life. Amongst the key components of the ‘Human Rights up Front’ initiative are improved coordination between the Secretariat and UN offices in the field to strengthen human rights protection capacities, and enhanced engagement with the Member States.7 The Secretary-General’s ‘Human Rights up Front’ initiative complements State and regional initiatives that aim to improve the protection of populations who are at risk of genocide, war crimes, ethnic cleansing, and crimes against humanity. Indeed, the examples of the Central Africa Republic8 and South Sudan,9 have demonstrated that when human rights violations and long-standing grievances remain unaddressed, they can easily lead to violence that may result in the commission of atrocity crimes and large-scale human rights violations.

To address large-scale human rights violations before becoming atrocity crimes, the UN established the Office of the Special Adviser on Prevention of Genocide (Office of the Special Adviser) in 2004.10 This office continues to explore ways to enhance collaboration and coordination with individual States, UN offices in the field, civil society organizations, and others, ensuring that early warning information on the risk of atrocity crimes is shared with relevant stakeholders for timely action.11 Working closely with these institutions has the potential to significantly enhance our collective ability to recognize and respond to risk factors and precursors to atrocity crimes.12 To enhance its understanding of the factors that increase the risk of atrocity crimes, the Office of the Special Adviser has developed a Framework of Analysis for Atrocity Crimes, based on an assessment of historical cases and of international jurisprudence, which sets out and explains the risk factors for genocide, war crimes, and crimes against humanity, as well as the early indicators of risk.13 The Framework is a set of fourteen risk factors with related indicators that can help to identify, in a consistent and systematic manner, the risk of genocide, crimes against humanity, and war crimes in any given situation.

The Framework of Analysis for Atrocity Crimes starts with six risk factors that are common to all crimes, recognizing that when there are the first signs of trouble, it is not necessarily true that a certain type of crime is more likely to occur. For example, before the conflict in South Sudan assumed an ethnic dimension, the tensions were largely political in nature. However, as time passed, and the situation deteriorated, an assessment of specific risk factors associated with each of the crimes clearly pointed to a more specific direction.14

The resolution adopted by the Human Rights Council (HRC) on the prevention of genocide in 2015 made specific reference to the Framework of Analysis for Atrocity Crimes.15 This tool has also been endorsed by the Secretary-General and has been issued as an official UN document.16 It is being used to build the capacity of both UN staff and of the Member States and regional organizations to identify and respond to the risk of atrocity crimes at an early stage. However, it can be argued that risk does not equal inevitability. Even when several risk factors are present, a situation may not necessarily escalate to the point where atrocities are committed.17 This could be due to the absence of a triggering event, such as a contested election or an irregular regime change, or the presence of mitigating elements, such as the activities of a peace operation or the support of regional organizations. The Framework was designed to reflect these considerations and evolving scenarios.

The presence of a strong, representative civil society is also an important mitigating factor for large-scale human rights violations. Experience over time has demonstrated the crucial role that civil society can play in prevention efforts relating to mass atrocity crimes and other large-scale human rights violations.18 They do so through monitoring and reporting on local developments, advocating for action to protect populations and, crucially, holding national governments and the international community to account for their actions and omissions. Further, it can be argued that religious leaders have a special responsibility. In countries such as the Central African Republic, Iraq, or Myanmar, where such leaders have been shown to have influence over a large number of people, these actors can play a key role in fostering a culture of peace and acceptance rather than inflaming a culture of hatred and division.19

Experience from the work of the Office of the Special Adviser has demonstrated that the Framework Analysis noted above, if applied systematically, can assist in assessing concerning signs and sound the alarm both early and more consistently. This means assessing a range of factors related not only to the risk of armed conflict but also to other types of situations that put stress on a State and create an environment conducive to atrocity crimes. This means looking, for example, at the capacities and motivations of potential perpetrators, monitoring the human rights situation, assessing strengths and weaknesses of key State institutions, identifying gaps in societal resilience and sources of mitigation, and anticipating a variety of possible triggers.

It is critical that the international community moves from a reactive to a preventive approach for large-scale human rights violations. Achieving this objective requires readiness to act earlier when the first warning signs appear. Prevention is so much less costly (in all senses, but particularly in terms of human life) and provides many more options for action.20 For example, who knows how different the situation in Syria would have been had the UN Security Council (UNSC) acted early on to prevent human rights violations from escalating into a deadly, complicated civil war? The consequences for the Syrian people and the wider region have been indeed devastating and will be felt for generations, as can already be seen in the massive displacement of persons and the proliferation of terrorist activities in the region.21


C. Legal Framework



1. United Nations and Prevention of Atrocity Crimes


To fulfil the commitment that the atrocities committed during the Second World War would never happen again, and one day before the adoption of the UDHR on 9 December 1948, the UNGA adopted the Convention on the Prevention and Punishment of the Crime of Genocide.22 The adoption of the Convention, while to a large extent symbolic in nature, reaffirmed the gravity of the crime of genocide.23 Further, it demonstrated the commitment of the international community to ensure both the prevention of genocide and the punishment of its perpetrators when it could not be prevented. The importance of this Convention is therefore twofold. First, it defines genocide as a crime under international law,24 regardless of whether it is committed in times of peace or times of war. Secondly, it provides a definition of the elements of genocide, setting out clearly what genocide is and what it is not (at least for the purposes of the Convention).25

The role of the UN in the maintenance of international peace and security is grounded in its Charter. Indeed, the UN Charter is itself premised on the ‘need to rid the world of the scourge of war’.26 As such it can be argued that the UN Charter designates the protection of populations from atrocity crimes as a key function of the Organization. Within the Charter framework, the primary responsibility for maintaining international peace and security lies with the UNSC, under Article 24 and is underpinned by Article 39 of the Charter.27

The text of Article 39 allows for the Council to characterize any situation as constituting a threat to international peace and security—whether in a particular region of the world or within individual States. The Charter neither provides criteria for such determinations nor compels the UNSC to intervene in any particular situation; rather, it leaves decisions as to whether and on what basis to intervene within the prerogative of the Council. Nor does Article 39 specify the mechanisms to be used by the UNSC when intervening. Rather, this is also left to the discretion of the Council (subject, however, to the broad but non-exhaustive parameters set out in Articles 41 and 42). Throughout the years, the Council significantly expanded its interpretation of what may constitute a potential or generic threat to international peace and security, including in this category terrorist acts, the proliferation of weapons of mass destruction, and the proliferation and illicit trafficking of small arms and light weapons, amongst others.28

It is worth noting that the role of the Council in preventing atrocity crimes is not limited to military intervention. Rather, both Chapter VI and Chapter VII of the Charter encompass a wide range of enforcement measures to address possible threats to peace and security that do not necessarily involve military means. For example, the Council can resort to mediation between warring parties, support the good offices of the UN Secretary-General or establish judicial mechanisms in the form of referrals to the International Criminal Court (ICC) or through the creation of international or hybrid criminal tribunals. The latter mechanism can also be undertaken as a deterrence mechanism for future crimes. For example, the Council established criminal tribunals in the former Yugoslavia,29 Rwanda,30 Cambodia,31 and Sierra Leone.32 The latter two, while not directly accountable to the Council, were negotiated by the Secretary-General with the strong support of the Council. Similarly, the UNSC has supported the establishment of peacekeeping missions with strong mandates to protect civilians, after having determined the existence of threats to international peace and security.33 The Council has also supported the establishment of accountability mechanisms for ISIL/Da’esh.34

The UN General Assembly has also made efforts to prevent and protect populations against atrocity crimes. The adoption of the ‘Responsibility to Protect’ doctrine in the 2005 World Summit Outcome Document is one step in that direction. Paragraphs 138–40, which have been recalled in subsequent UNSC resolutions,35 call for national and international action to prevent atrocity crimes and can be considered a positive step in the action of the UNGA and the Council to address the challenge of maintaining international peace and security. One can certainly argue that, since it was the UNGA that stipulated the principle in the World Summit Outcome Document, the Assembly itself maintains a specific responsibility in overseeing the implementation of the principle.

The UN Secretary-General also plays an extremely important role in advancing the Responsibility to Protect, not least in light of his mandate ex Articles 98 and 99 of the Charter.36 Since the adoption of the Document, the Secretary-General has taken measures to ensure that the concept moves from an ideal to a concrete reality, capable of affording requisite protection to those in whose name it was adopted.37 As mentioned above, in 2004 the Secretary-General established the Office of the Special Adviser on the Prevention of Genocide. These efforts of the Secretary-General are an acknowledgement of past failures and an attempt to create a better institutional framework within the organization to prevent and respond to protection needs of populations against atrocity crimes.

In this context, the role of the Secretary-General can be seen as twofold. First, it is to ensure that the principle of Responsibility to Protect is conceptualized within the framework envisaged under the World Summit Outcome Document to protect populations against atrocity crimes. Secondly, the Secretary-General is to engage in preventive diplomacy within the framework of Responsibility to Protect. The Secretary-General has indeed used his good offices to ensure that potential sources of conflict are addressed before they erupt into full-blown conflicts, and to encourage actors to fulfil their protection responsibilities.38 Indeed, amongst the key roles of the Special Adviser is to advise the Secretary-General on the appropriate approach in addressing these challenges.

Nonetheless, in light of the primary responsibility assigned to it by the Charter for the maintenance of international peace and security, it is the UNSC that is inherently best placed to take measures within the Charter framework to address these challenges. It is therefore no surprise that since the adoption of the World Summit Outcome Document, the Council has taken various measures, including the authorization of the use of force in Libya, to protect populations against atrocity crimes.39 The Council has also used other tools, such as sanctions and mediations, and has in some cases referred and supported referral of situations to the ICC, on the grounds that doing so advances the objective of protecting civilians and enhancing international peace. In some cases, including South Sudan,40 Mali,41 and the Central African Republic,42 the Council acted at the request of the affected State. In others, like in the case of the international intervention in Libya in 2011,43 the Council acted against the will of the domestic authorities at the time.


2. Regional Arrangements and Prevention of Atrocity Crimes


As already stated in the introductory part of this chapter, the role of preventing and protecting populations from atrocity crimes cannot be adequately fulfilled by the UN alone. It is this reality that calls for the greater involvement of regional institutions. The role of regional institutions in the maintenance of international peace and security is provided for under Chapter VIII of the Charter. While Chapter VIII authorizes the UNSC to delegate peace enforcement action to regional arrangements, it is important to note that Chapter VIII does not in and of itself delegate such power to regional arrangements.44 Rather, context-specific delegation by the UNSC is needed. Article 53(1) of the Charter in particular provides that

[t]he Security Council shall, where appropriate, utilize such regional arrangements or agencies for enforcement action under its authority. But no enforcement action shall be taken under regional arrangements or by regional agencies without the authorization of the Security Council…45

The World Summit Outcome Document recognizes the key role of regional institutions to prevent and protect civilians from atrocity crimes. While this recognition is not explicit, paragraph 139 of the Outcome Document requires the international community ‘to use appropriate diplomatic, humanitarian and other peaceful means, in accordance with Chapter VIII to protect populations’ on a case-by-case basis and in cooperation with relevant regional organizations. It can therefore be argued that this paragraph fully recognizes the role of regional institutions precisely because Chapter VIII covers the relationship between the UN and regional organizations. In 2011, the Secretary-General, in his annual report to the UNGA on the Responsibility to Protect, provided a detailed explanation of the role of regional and sub-regional arrangements in implementing the responsibility to protect populations from atrocity crimes.46 From the Secretary-General’s perspective, the role of regional institutions is well grounded in the Charter, which recognizes the indispensable role of these institutions in addressing challenges relating to international peace and security.

Indeed, it is because of this recognition of the role of regional institutions in the Charter, that regional and sub-regional institutions have often undertaken measures to protect civilians from atrocity crimes. These measures have included peacekeeping operations, supporting peace processes, and in some cases authorizing military intervention. It is worth noting that these measures have been undertaken within and outside the framework of the Charter.47 Initial academic and independent policy formulations of the Responsibility to Protect seemed to imply that, under certain circumstances, regional organizations might be entitled to resort to the use of force even in the absence of an explicit authorization by the UNSC.48 These arguments built on the recognition that, at least in two instances in the 1990s (the interventions by the Economic Community of West African States Monitoring Group (ECOMOG) and ECOWAS respectively in Sierra Leone and Liberia in 1997), UNSC authorization came after the actual deployment of military troops by a regional organization.49 It has further been argued that actions taken by regional organizations consistent with their mandate in their respective geographical scopes contain sufficient safeguards with respect to the legality and legitimacy of the use of force under international law, even in the absence of prior UNSC authorization.50 From the perspective of this author, as already highlighted above, in the current state of international law, it is extremely hard to assess how these arguments could be reconciled with prevailing interpretations of the provisions of the Charter setting up the UN collective security mechanism.

Despite this state of affairs, it can be argued that the capability of some regional institutions remains far below their potential. While most of them recognize their role in preventing and protecting civilians from atrocity crimes, few can mount effective operations to fulfil this task without international assistance, both financially and technically, especially from members of the UNSC. It is this reality that continues to necessitate the involvement of the UNSC in protecting populations against atrocity crimes.


D. Challenges and Opportunities for the Future


There is a need to recognize that the international community has entered into an era in which the prevention of atrocity crimes constitutes a defining element of responses to crises around the world. The outcome of efforts to prevent and halt these crimes will be determined by the ability of States and international institutions to identify and respond to potential risks before they transform into fully fledged atrocity crimes.

For more than half a century, the UN and regional institutions have witnessed the development of a critical legal and institutional framework to protect human rights and prevent and punish atrocity crimes. However, this framework must evolve to reflect the realities of time. The Genocide Convention adopted seventy years ago is a powerful but imperfect document. In my view, it has two major flaws: lack of clarity regarding the obligation to prevent genocide and lack of enforcement mechanisms.

Regarding the first point, there is very little in the Genocide Convention to explain the type of actions that States should take to comply with the obligation to prevent genocide. Instead, the Convention tends to focus much more on the obligation to punish. The meaning of ‘prevention’ and the obligations it entails must be better defined. Some international tribunals have attempted to do this. The ICJ, in the 2007 Bosnian Genocide case, addressed the responsibility of third-party States to prevent genocide.51 While such efforts are welcome, it is important to clarify the prevention obligations of States to better address the increasing challenges in this regard.

In relation to the second point, while the other key human rights conventions have established monitoring mechanisms, no such mechanism was established under the Genocide Convention and as such there is no systematic way of holding States to account for failure to meet their obligations under the Convention. One option for remedying this gap would be to include questions related to the domestic implementation of the Convention within the peer review mechanism of the Human Rights Council. Further, the question of which groups should be provided protection against potential crimes of genocide was vigorously debated in the process of drafting the Convention. The decision was made that protection should be limited to national, ethnic, racial, and religious groups, based on the fact that these aspects of an individual’s identity are generally fixed. Some academics and activists have challenged what they see as limitations of the Convention and have argued for the expansion of the definition to include other groups that have been targeted on a massive scale, such as political groups. In Argentina, for example, human rights activists have argued that the civilians targeted during Argentina’s ‘dirty war’ constituted a national group.52 On this basis, they contend that the perpetrators of crimes committed during that period should be charged with genocide.53

There are other questions worth raising. I believe that the presence of non-State armed actors continues to pose serious challenges to our ability to prevent atrocity crimes and large-scale human rights violations, especially because the nature and dynamics of conflict have evolved in such a way that most modern conflicts are now intra-State rather than inter-State.54 The status of these groups, their role and the challenge of making them accountable for crimes committed are issues that the international community must address if it is to succeed in prevention efforts. Another challenge is related to how to engage with these groups in a constructive way that will contribute to preventing atrocity crimes and better protect populations, particularly when such groups control territories.55 As the world is constantly changing, new conflict dynamics will emerge, and the methods perpetrators use to achieve their goals will evolve too. It is therefore crucial that strategies and means of responding to these threats and challenges are adapted.

Closely related to the preceding question is that of the increasing role of multinational corporations in conflict-prone areas. In a world of globalization, the presence of commercial actors or companies in locations where atrocity crimes are likely to occur or are ongoing can further contribute to the ability of perpetrators to commit crimes while weakening the institutions of governance through corruption and human rights violations. Such actors can serve as enablers by providing goods, services, or other forms of practical or technical support that help sustain perpetrators. How to make these actors responsible and accountable for their acts is a matter of profound concern.

It is also true that States are also challenged by the need to prevent the incitement of violence without violating the right to freedom of expression and opinion of their people.56 At times, it is difficult to draw a line between an individual’s right to express themselves freely and a State’s responsibility to prevent incitement to violence based on ethnic or religious hatred, which is prohibited under international law and may lead to atrocity crimes. Where can the line be drawn between the enjoyment of fundamental rights and the duty not to abuse these rights? In a world of new technologies that facilitate communication at an unprecedented speed and with an incredible capacity to influence, how should these issues be addressed from a legal perspective? What should be permitted and what should be restricted?57 Again, as the role of technology in the lives of individuals and States proliferates, there is a need for clarification of these issues because they are of profound relevance to prevention efforts.

It is further argued that for effective prevention efforts, those who violate human rights, including those who perpetrate atrocity crimes, should be held accountable. Increasingly both at the international and the national level it is recognized that impunity is not an option, and that whoever commits atrocity crimes must be held to account. With the creation of the permanent ICC and the various ad hoc tribunals, international and national policymakers seem to have finally realized this fact. Despite these modest achievements on accountability for atrocity crimes, however, there is still need to translate the commitment to accountability into actual support for these institutions, which will enable them to discharge their mandates effectively. Their capacity to investigate and prosecute those who commit atrocity crimes, in particular the capacity of the ICC, will depend on the cooperation extended to them to fulfil this role. It is therefore crucial for the international community to provide the necessary support to the ICC and other related institutions established to exercise accountability for atrocity crimes, so that they can effectively perform their functions. In this context, strategic cooperation and accountability between individual nations through mutual legal assistance treaties can facilitate the prosecution of perpetrators of the crimes prosecuted by the Court.58 The treaties, negotiated between individual States, ensure that all evidence and other relevant information relating to potential criminal prosecutions is shared between those States in a timely and forthright manner. This kind of cooperation would significantly contribute to the maintenance and strengthening of the national and international rule of law and human rights.


E. Conclusion


An assessment of historical cases shows that atrocity crimes are most likely to occur in situations of armed conflict. But genocide and crimes against humanity have also occurred outside of conflict situations. This fact underlines the importance of paying attention to, understanding, and reacting to the early warning signs of atrocity crimes. However, the international community, must move beyond early warning alone and insist on early action. Acting early not only increases the likelihood of being able to address a risk before it becomes a crisis, it is also more cost effective than responding once a crisis is ongoing, when the stakes are higher, and the options are fewer.

Ultimately, for an effective prevention strategy, there is a critical need to build the resilience of individual States to these crimes so that the assistance, or intervention, of the international community is not required. National institutions that are responsible for the protection of populations should be strengthened to ensure that they place the rights of the people at the forefront and operate with respect for the rule of law. These institutions should manage diversity constructively so that there is no home for the kind of grievances that create tensions between communities, tensions that can result in threats to peace and security. In short, States must be willing and able to act to protect their populations when a warning is received.

The Office of the Special Adviser on the Prevention of Genocide continues to work closely with the Member States, regional organizations, and other partners to assist efforts to strengthen their preventive capabilities. For example, the Office continues to work closely with States to establish national mechanisms and initiatives aimed at the prevention of genocide, war crimes, and crimes against humanity. Within its limited resources, it continues to champion capacity-building, especially through support for the various initiatives undertaken by civil society organizations in different countries. The Office also conducts sensitization missions and works closely with policymakers to exchange knowledge and bring about change. Prevention is a collective responsibility. The involvement of everyone, whatever their role, will help humanity achieve its goal of a world without genocide and other atrocity crimes.
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Chapter 20


Civilian Protection in Armed Conflict

Cordula Droege and Helen Durham



A. Introduction


Civilians bear the brunt of contemporary armed conflicts. While in the broader historical context the numbers of deaths during conflict have fallen in the last few decades,1 the suffering of civilians in armed conflict is deeply concerning. The conflicts in the Middle East stand out as the most dramatic, with the humanitarian situations in Iraq, Syria, and Yemen amongst the worst in the world. Long-standing conflicts like those in South Sudan or the Democratic Republic of the Congo continue to generate suffering and to hamper development for millions of people. Direct deaths and injuries are only the tip of the iceberg. Indirect effects of conflicts often cause even higher rates of civilian deaths. Unmet medical needs, food insecurity, inadequate shelter, and water contamination have a significant impact upon communities across the globe. They are also clearly connected with the number of people fleeing fighting and violence.2 It is estimated that there are 134.1 million people in need of humanitarian assistance, with the great majority living in countries at war or that have fled war.3 Many contemporary conflicts are part of a conflict spiral, whereby existing or past conflicts engender further conflicts. They are of concern, not only because of the suffering they cause to the affected populations, but also because they create regional poles of instability and affect global security.

Inevitably, all armed conflicts cause suffering for civilians. International humanitarian law (IHL) aims to reduce suffering but as a normative regime it cannot completely address the plight of civilians, which has much broader political, economic, and ideological dimensions. That said, considering that many of the hardships experienced by civilians appear to actually be a direct result of IHL violations, better respect for IHL would indeed lead to better protection for civilians. While contemporary armed conflicts pose a number of challenges to this body of law, the correct application, interpretation, and, where necessary, development of IHL is a valid starting point for increased civilian protection.

This chapter will first offer a brief historical overview of the areas of international law relating to the protection of civilians during times of armed conflict. It will then focus on a number of key challenges facing both the normative regime and the practical application of rules—from denial of civilian status, terrorism, the nature of warfare (asymmetric, urban, and protracted), and the impact of displacement to new technologies.


B. Historical Overview


Even before the adoption of the first IHL treaties, rules to protect certain parts of the population, and cultural and religious objects from warfare, had existed for centuries. In ancient codes, rules and religious ethics, there have always been elements of protective regimes, such as the prohibition to attack non-combatants, destroy crops, or attack religious sites.4 Nevertheless, unlimited war destroying the enemy and civilians alike was regularly an accepted practice in wars.5

The first modern laws of war appeared in the nineteenth century with early legal frameworks mainly concerned with the protection of combatants. Civilian suffering, though widespread during the wars of the nineteenth century and before, was not addressed in many of the formal regulations. An exception was the Lieber Code of the Union Forces during the American Civil War.6 These early rules conceptualized the balance to be found between ‘military necessity’ and ‘humanity’. Today IHL remains fundamentally a balancing act between the two and it is clear that much of the protective value of IHL for civilians depends on how the scales tilt.

The massive civilian suffering in the First World War7 and the coming of age of international humanitarian relief work made it increasingly obvious that legal protection should also cover civilians. From 1921 to 1925, each International Conference of the Red Cross and Red Crescent adopted resolutions inviting the International Committee of the Red Cross (ICRC) to undertake action in this field. In response, a draft treaty covering civilians was adopted at the International Conference of the Red Cross in Tokyo in 1934. However, the Second World War broke out without the treaty having been accepted by States, leaving tens of millions of people without specific protection. In 1949, the Tokyo Draft was reconsidered and formed the basis for discussions, which led to the adoption of the Fourth Geneva Convention. This was the first international treaty to specifically protect civilians in times of international armed conflict (IAC). Further, common Article 3 to the four Geneva Conventions extended the protection for civilians and those hors de combat to those in non-international armed conflicts (NIACs).

The Additional Protocols of 1977 provided a second milestone in the protection of civilians in times of armed conflicts. For the first time, the rules on the conduct of hostilities were enshrined in an international treaty, with the core principles of distinction, proportionality, and precaution forming the cornerstones to spare civilians from the effects of military operations. These rules are also all based on the balance between military necessity and humanity. This has led to a discussion whether IHL should be seen as a permissive regime or a restrictive regime.8 International humanitarian law neither outlaws war, nor forbids the use of force. Rather, it places limits on the conduct of belligerents aiming at reducing (not eradicating) suffering. Thus, at its core, IHL aims at providing for the protection of civilians and, importantly, also civilian objects.

International humanitarian law has also progressed in other ways, especially by banning a number of specific weapons. Increased awareness of civilian suffering, as highlighted by civil society, has encouraged the creation of new norms. The first weapons were banned in response to the suffering endured by soldiers, for example, chemical weapons in 1925 after the use of chlorine gas during the First World War.9 The more recent prohibition of anti-personnel landmines10 is a victory in particular for civilians, who were by far their greatest victim.11 The 2017 Treaty on the Prohibition of Nuclear Weapons12 is another milestone in banning weapons that have the potential to harm civilians in great numbers.

In addition to IHL, international human rights law (IHRL) evolved in the second part of the twentieth century to provide additional protection to individuals, including in times of armed conflict, as was acknowledged for the first time clearly in the 1968 Teheran Declaration.13 The specific vulnerabilities and needs of certain categories of people have also been increasingly recognized. Additional treaties and soft law instruments have addressed specific vulnerabilities, such as for internally displaced people14 or children.15 The UN has also developed a number of mechanisms dedicated to specific sub-issues, in particular the protection of children in armed conflict16 and women.17

Since 1999, with the first report on the protection of civilians by the Secretary-General,18 the UN Security Council (UNSC) has regularly addressed the protection of civilians as a dedicated item on its agenda. The protection of civilians has become a central issue for the UN, with the Rights Up Front initiative seeking to bring the whole UN system together around human rights and the protection of civilians.19 Today, many UN peace operations include a protection of civilians mandate.20 As a result, we now have a rather comprehensive normative framework to protect civilians in times of armed conflict, and a fairly dense landscape of mechanisms.


C. Legal Framework


There are many excellent texts and reference books written on IHL.21 Suffice to say for the purposes of this chapter, IHL can be described as a set of rules that seek to limit the humanitarian consequences of armed conflicts. It protects persons who are not, or are no longer, participating in hostilities and restricts the means and methods of warfare. It is therefore the main source of legal protection of civilians in armed conflict.

International humanitarian law protects civilians through a complex patchwork of rules that have evolved over time, as described above. A first critical set of norms are the rules on the conduct of hostilities—the rules limiting the use of force during fighting. It is based on three cardinal principles: distinction, proportionality, and precautions. The principle of distinction requires that parties distinguish civilian populations and objects from combatants and military objectives, and solely direct their operations against military objectives.22 The principle of proportionality prohibits attacks which cause excessive incidental harm to civilians or civilian objects.23 The principle of precaution obliges belligerents to take all feasible precautions to avoid or minimize incidental harm to civilians.24

Other rules protecting civilians include specifically prohibited methods of warfare, like starvation; specifically protected persons, such as medical and religious personnel; specifically protected objects, like cultural property or the natural environment; the prohibition of certain weapons; and certain fundamental guarantees, including the prohibition of ill-treatment, the requirement of humane conditions of detention, judicial guarantees for trials, and provisions relating to the dead, missing persons, and family reunification. While the law of IACs and NIACs evolved separately, most rules are by now part of customary international law for both types of armed conflict.25 A critical exception, however, is the question of combatant status, which does not exist in NIAC. This has serious repercussions in such conflicts (which form by far the majority of conflicts today) and—by extension—affects the protection of civilians.


D. Recent Developments and Contemporary Challenges


To ensure the legal protection of civilians, the most important factor is that existing IHL is respected and applied in good faith. Yet, contemporary armed conflicts pose a number of challenges to the application and interpretation of IHL. First, there is a hardening of fronts in armed conflicts, in which the very concept of civilian is being challenged. Additionally, many conflicts are asymmetric and create negative spirals of non-compliance. In this space, acts of terrorism and responses to such acts put pressure on key principles of IHL. A second set of issues relate to the changing conflict landscape, including the complexity of conflicts, their protracted nature, and the urbanization of fighting. A third challenge to IHL comes from new technological developments.


1. Denial of Civilian Status and Protection


While in legal terms the international community has agreed on the principle of distinction, in fact, beyond the circle of IHL lawyers, this fundamental principle is far from unquestioned. In every conflict, as popular opinion and political discourse harden towards the enemy, the frailty of the prohibition to target civilians becomes apparent. There is no shortage of comments to the effect that civilians can be attacked when they are in any way associated with ‘terrorists’. Echoing this, there is much discussion amongst philosophers as to whether the absolute prohibition of directly attacking civilians is morally just or allows for exceptions, and this has a bearing also on the ethical thinking of armies.26 Some parties to conflict even fundamentally reject IHL, and deny the very concept of protection of civilians, or the relevance of IHL as a reference framework. In the case of some, IHL violations can even be a propaganda tool. In legal terms, this translates into a long-standing dispute about the definition of the terms ‘civilian’ and ‘direct participation in hostilities’.

The principle of distinction only allows for attacks to be directed against combatants and prohibits attacks against civilians, unless and for such time as they take a direct part in hostilities.27 In IACs, civilians are defined as all those who are not combatants, namely not members of the armed forces of a State member of the armed forces, nor members of irregular armed forces belonging to a State, nor participants in a levée en masse.28 In NIACs, however, combatant status is not foreseen, and there no treaty definition of ‘civilian’ exists. In short, three categories of people are liable to attack: members of a State’s armed forces; members of organized armed groups; and civilians who directly participate in hostilities. No agreement exists as to the definition of these latter two categories.

The ICRC has sought to clarify the concept of civilian in NIAC as all persons who are not members of State armed forces or organized armed groups of a party to a conflict; and defined organized armed groups as consisting only of individuals who have a continuous combat function.29 It has also sought to clarify the concept of direct participation in hostilities. While some States have accepted the ICRC’s definition, others have rejected it, because they feel the definition of civilian is too broad and that of direct participation in hostilities is too narrow, not providing a symmetry between the State armed forces and non-State armed groups (NSAGs), and diminishing the influence that some indirect contributions by civilians can have on the military capacity of the adversary.30

These controversies contribute to the dramatically differing numbers of civilian deaths and casualties that are reported from conflicts. In fact, the numbers not only depend on the factual information available, but also on who counts as a civilian. Political claims of ‘zero civilian casualties’ by some States have to be read in light of this debate and distract from a genuine analysis on the real impact of warfare on civilians in certain contexts.


2. Terrorism and Counter-terrorism


Counter-terrorism discourse has for a long time been one of the main challenges for IHL and IHRL. It was one of the divisive issues over the adoption of the Additional Protocols—which were seen by some States as legitimizing terrorist groups.31 Just as today, most, if not all, counter-terrorism strategies in the 1970s, 1980s and 1990s (from Latin America to Algeria to Sri Lanka) were military and security responses to threats by NSAGs (sometimes operating in disregard of IHL), and relied on a discourse of exceptionalism. Their situation was portrayed as an exceptional and unprecedented fight against terrorists, and therefore allowing for exceptional deviations from the law.32

Counter-terrorism strategies and discourse have intensified since 9/11, national counter-terrorism legislation has proliferated, and the landscape of international mechanisms, especially at UN level, is now extremely dense. This has led to some attempts to question the relevance or application of IHL to these strategies, for instance by denying the existence of armed conflict (redefined as counter-terrorism measures), or by denying protections to certain civilians that are seen as associated with, or part of, ‘terrorist groups’, for example, women and children accompanying Islamic State fighters in Iraq and Syria even if not themselves participating in hostilities.33

The counter-terrorism landscape also reduces the space for humanitarian organizations to reach civilians in need, by criminalizing their engagement and dialogue with NSAGs, banning travel to certain areas where such groups are active, or putting excessive reporting and verification burdens on humanitarian organizations to avoid aid diversion.34 Understandably, States seek to reduce the risk that their support of humanitarian organizations inadvertently props up the military efforts of NSAGs or fuels war economies. However, it has been documented that the net effect of such policies can be counterproductive and, through limiting the activities of humanitarians, can be detrimental to the protection of civilians.35


3. Asymmetric Warfare


Asymmetric warfare refers to conflicts—mostly between States and NSAGs—in which the two opposing sides have unequal military strength. As the weaker side—often, but not always, NSAGs—has little chance to win the war by military means, it might deliberately resort to strategies and tactics that do not comply with IHL, by placing military assets in or amongst civilian structures, taking human shields, launching attacks amongst civilians, or preventing civilians from leaving areas that are under attack. Conversely, the civilian population is at risk of the overwhelming use of force by the stronger military power. The key to protecting civilians in such conflicts is to overcome the disincentives that asymmetric warfare creates for the parties.

The first disincentive is the normative asymmetry inbuilt into NIAC law. While IHL recognizes that both States and NSAGs can be parties to conflicts with ensuing rights and obligations, the so-called equality of belligerents is undermined de facto in NIAC because of the lack of combatant status. While in IACs, members of State armed forces are immune from prosecution for taking part in hostilities and are entitled to prisoner-of-war status, no such immunity is recognized for NSAGs in NIACs. International humanitarian law does not prohibit the criminalization of taking up arms by insurgents.36

Anecdotal evidence attests that this constitutes a disincentive for armed groups to respect IHL because they will be prosecuted (usually for belonging to a terrorist organization) even if they fight according to its rules.37 Several avenues exist to overcome this. Additional Protocol II recognizes this asymmetry and encourages States to provide amnesty at the end of a conflict for the mere participation in hostilities,38 trying to pave a way for reconciliation and peace. Further, there are many other ways to engage with NSAGs about respect for IHL, such as their interest in having the support of the civilian population; their ambition to be ‘respectable’ before the international community; and their own ethical, cultural, or religious references.39

The second challenge is the spiral of negative reciprocity and non-compliance. Much asymmetric warfare results in a high number of civilian casualties ensuing from the use of force by the more militarily powerful party. Those casualties tend to be ‘attributed’ to the enemy under the justification that the enemy ‘held the civilians hostage’.40 States are also increasingly reluctant to put their own troops at risk, and the imperative of ‘force protection’ risks detrimental effects for civilians.41 From a legal perspective, this leads to controversies in particular over the prohibition of indiscriminate attacks and the principle of proportionality.42

No easy answers exist to this dilemma, but clearly both sides need to respect IHL for civilians to be protected. In many cases, the combination of the relative vagueness of principles on the conduct of hostilities (in particular, proportionality) and the difficulties to come by hard facts in the fog of war makes it difficult to assess the legality of the parties’ conduct.

Nonetheless, breaking down the factual and legal issues can lead to concrete measures to better mitigate harm to civilians, especially precautionary measures. For instance, what were the exact rules of engagement? What measures were taken to distinguish civilians from fighters? How much effort was put into intelligence gathering?43 What types of weapons were used? How was direct and indirect incidental civilian harm factored into the attack?

For better compliance with IHL in complex battlefields, much could be gained by more transparency on these questions, exchanges of lessons learnt amongst peers, and use of new technologies not only for better military results but also to better protect civilians.


4. The Complexity of the Battlefield


Contemporary armed conflicts often involve a great number of parties. Armed groups multiply and splinter. Foreign powers intervene in conflicts abroad, frequently through partnered warfare and by resorting to a ‘lighter footprint’ and local proxies.44 Conflicts become regional and ‘globalized’, and new technologies allow for ‘remote’ warfare.45 This creates a number of legal challenges. The first pertains to the classification of such conflicts, with IACs and NIACs overlapping, and the legal regime applicable to specific belligerent relationships is not always easy to determine.46

Secondly, the support by States in its various forms—from transfer of weapons, to training, to joint military and capture operations—leads to complex questions of legal responsibility. Simply put, States will seek to have as much control over their allies and local partners as to have a maximum of military influence over them, but not as much control as would make them parties to the conflict or liable for possible violations committed by their partners. This creates a risk that responsibility for the respect of IHL is diluted. Conversely, it can also be seen as an opportunity by which supporting parties can use their influence to bring their partners to respect IHL. The legal underpinnings of the obligation to use their influence lies in common Article 1 to the Geneva Conventions (and corresponding customary IHL47), which requires States to ‘respect and ensure respect’ for IHL.48

As conflicts and parties morph over time, discussions over the applicability of IHL ratione materiae, loci, and temporis, but also over the legal and moral responsibility of States for their various interventions will remain critical, so that the legal protection of civilians is not undermined by more—and sometimes deliberate—confusion over the law.


5. Urban Warfare


As the world urbanizes, so too do wars. Almost 50 million people are affected by conflict in urban areas.49 Related to the asymmetry mentioned above, retreating into the density of the city is another military tactic of armed groups against the overwhelming military power—especially air power—of the enemy, as it is much easier to move and hide within the cities, and to blend in with the population. It is a common misperception that within urban warfare, the civilian population is an incidental issue. In fact, ‘urban warfare is about civilians. Civilians are a crucial part of the equation: hurting them or protecting them is part of the strategy.’50

A significant reason for the devastating humanitarian consequences of warfare in urban environments is the combination of deaths and injuries and the degradation and destruction of infrastructures through the use of explosive weapons in such populated areas. This often leads to the collapse of vital systems, such as electricity, water, sanitation systems, and roads. The destruction of hospitals and shortages in medical personnel and supplies leads to the collapse of health systems, which can rapidly lead to epidemics.

In urban areas, belligerents tend to still use explosive weapons with a wide area effect, originally designed for open battlefields, such as large bombs or artillery and mortars. This raises a number of legal and policy questions.

First, there are divergent views on whether the use of explosive weapons in populated areas is compatible with the prohibition of indiscriminate attacks and the principle of proportionality. Further questions exist as to whether existing IHL rules sufficiently regulate such use of explosive weapons, or whether it is necessary to clarify their interpretation, develop new standards or rules, or ban (some of) them altogether. These questions are currently debated in the context of a number of initiatives by both civil society and States.51

Some point to the evidence about the devastating effects of such weapons, arguing that their use in populated areas is contrary to IHL, and call for a ban.52 Others observe the high likelihood of indiscriminate effects and consider that despite the absence of an express legal prohibition for specific types of weapons, explosive weapons with a wide impact area should be avoided in densely populated areas.53 However, contrary to the above, some point out that there is no specific prohibition of such weapons in IHL, and military necessity sometimes justifies their use, so that compatibility should be assessed on a case-by-case basis.54

The discussion depends, of course, on how the rules themselves are interpreted. The increase in hostilities conducted in urban environments is putting pressure on well-established IHL norms. To resolve these issues careful analysis is required, which factors in the fast developing capacity of parties to predict the effects of specific military operations and weapons in urban areas.

Beyond the law, and beyond the specific question of explosive weapons, urban warfare puts a renewed focus on the question of how much civilian harm is acceptable even when it is not in itself unlawful. Some instances, such as the operations of the International Security Assistance Force in Afghanistan, have shown that when there is political will, militaries have considerable scope to take measures to reduce the effects of their operations on civilians.55


6. The Protractedness of Armed Conflicts


Decades-long conflicts deplete resources, cause long-term damage to infrastructure, and severely erode the social fabric and the means of resilience of civilians.56 During these long wars, civilians still need to go about their lives, find coping mechanisms, have lucrative employment, and send their children to school.57

International humanitarian law is not necessarily equipped to deal with all the consequences of such long-term armed conflicts. The rules governing the conduct of hostilities will remain just as relevant if and when hostilities break out amongst the warring parties, and the general rules on the protection of civilians too—interpreted, as appropriate, in light of contemporary realities. Moreover, IHL has relatively little to say about many fundamental aspects of life, such as freedom of movement, the right to work, healthcare beyond life-saving, education, and so forth. Human rights and other bodies of law, and soft law standards, will play a greater role.

For example, a lot of attention has been given to the need to save generations of children from simply going without any education.58 The destruction of schools, the storage of weapons in, and the general military use of, schools as well as the targeting of teachers and students, has a devastating impact upon communities and individuals. With education being identified as a humanitarian need, such attacks have consequences for systems of education, in the short and long term depriving the young of a future and societies of potential to develop. Various IHL provisions focus on securing access to education during armed conflict,59 as do human rights provisions.60 Recent policy developments, such as the Safe Schools Declaration,61 are examples of the identification of ‘new needs’ being grappled with by frameworks that complement existing norms that are deemed insufficient.62


7. Displacement


According to UNHCR’s Global Trends report, 68.5 million people were displaced as of the end of 2017. Refugees and asylum seekers fleeing their countries to escape conflict and persecution accounted for 28.5 million of the 68.5 million people. About two-thirds of displaced people, however, are internally displaced persons (40 million).63

Palestinian refugees constitute about one-fifth of the world’s refugees. Of the remaining number, two-thirds come from just five countries: Syria, Afghanistan, South Sudan, Myanmar, and Somalia—in other words, from armed conflict situations. Similarly, the ten largest internally displaced people (IDP) populations are all in countries at war.64

While people move for a range of reasons (political, social, economic), the literature indicates that people flee more because of violence and conflict than any other cause.65 In this respect, it is important to examine the protections provided within IHL and the wider context when reflecting on the massive global challenge of people displaced.

International humanitarian law provides that parties may not deport or forcibly transfer civilians from an occupied territory or order their displacement in NIACs, unless the security of the civilians or imperative military reasons so demands.66 A recent ICRC study demonstrates that many acts of violence, constituting violations of IHL, directly or indirectly trigger displacement. Of course, some civilians would still flee from affected territories even if IHL were fully complied with during a conflict. Nevertheless, ICRC experience shows that disregarding IHL in the choice of weapons or in the methods of warfare impacts upon the patterns of displacement.67 Encouraging compliance with IHL is thus one of several ways to pre-emptively address causes of displacement. Other findings relate to the decisive role respect for IHL plays in supporting humanitarian action, which can prevent displacement and the vital impact it has in creating an environment conducive to repatriation. These considerations are reminders of the wider benefits that respect for IHL can bring.


8. New Technologies


The fourth industrial revolution has brought challenges and solutions that we can only begin to understand. Belligerents, civilians, and humanitarian organizations have all started to use new technologies. It has allowed many civilians to remain better connected with the outside world68 and enabled them to be more involved in influencing humanitarian responses. Humanitarian organizations are increasingly exploring the potential of new technologies to better protect and assist civilians, for instance by providing digital means to help people re-establish contact with relatives. Yet, not everyone is connected and this creates risks for those left behind.

New technologies have always transformed warfare.69 In some instances, this can lead to better respect for IHL.70 Yet, technological development without corresponding considerations regarding the impact on civilians can have devastating consequences. Already during the negotiation process of the Additional Protocols, the drafters identified new technologies as an important consideration for civilian protection.71 The inclusion of Article 36 of Additional Protocol I obliges States to put in place ‘weapon review systems’ to ensure that newly developed technologies can be employed as weapons, means and methods of warfare in conformity with existing IHL.72 This fundamental guarantee is particularly crucial in light of today’s rapid technological developments.

Two rapidly progressing areas are cyberwarfare and autonomous weapons.73 While most cyberattacks are launched outside of armed conflict situations, the use of cyber weapons in conflict is already happening and likely to increase. Cyberattacks on electricity networks or essential services such as water supply and health systems could have extremely serious effects from a humanitarian perspective. Cyberwarfare poses several challenges to civilian protection.74 This is mostly because cyberspace challenges some of the basic premises of IHL, and therefore application of the general rules might be more difficult in practice or controversial in law.75

First, States do not unanimously agree on the application of IHL in cyberspace.76 This is seemingly because some States take the position that accepting the application of IHL in cyberspace amounts to militarization of this space, which should be avoided.77 Yet, from a legal point of view, the trigger for the application of IHL is whether there is an armed conflict (international or non-international). As soon as this is the case, attacks, including cyberattacks, which are launched in the context of the conflict, are governed by IHL.78 However, whether and under what circumstances a cyberattack itself can trigger an armed conflict is a difficult legal question, subject to controversy.79

Secondly, as there is only one cyberspace shared by civilian and military users, its interconnectivity makes the fundamental principle of distinction between military and civilian objects very difficult. The key challenges are to ensure that attacks are directed against military objects only and that constant care is taken to spare the civilian population and civilian objects. Much of the digital infrastructure constitutes ‘dual-use objects’, which may be targeted. But even then, incidental harm to civilian infrastructure—including indirect but foreseeable harm caused by reverberating effects—must be anticipated and taken into account when assessing proportionality.

Besides IHL’s protective role as a ‘legal’ firewall in cyberwarfare, we must also consider whether more clarification of the rules, or stronger, tailor-made rules, are necessary.80 The Tallinn Manual on cyberwarfare goes a long way in clarifying how IHL rules apply to cyberwarfare.81 However, many legal issues remain controversial and in need of further clarification at the international level. In the meantime, the digital industry is coming under pressure more broadly, and Microsoft is calling for a ‘Digital Geneva Convention’.82 Whether enough consensus will be found to advance the protection of civilians and civilian infrastructure in this politically highly divisive field remains to be seen.

In addition to the impressive growth of cyberspace, major innovations have also occurred in the field of artificial intelligence and robotics that have led to progress in the development of autonomous weapon systems. Autonomous weapons are weapon systems with autonomy in their critical functions—that is, weapon systems that can select and attack targets without human intervention.83 Once activated by a human operator, the sensors, software, and weaponry take on the targeting functions that would otherwise be controlled by humans.

Autonomous weapons, like any new weapons, have to be compliant with IHL.84 Some of the critical issues under discussion—many of which derive from the technological uncertainty surrounding these weapons—include the level of autonomy allowed, considering that accountability under international law is traditionally based on a certain level of control and foreseeability.85 Much of the discussion revolves around the level of autonomy permissible or human control necessary, though some of this goes beyond the legal sphere and touches upon ethical issues.86 There are also complex questions around liability regimes that should be applied when such weapons are deployed, as they appear to present—at this stage—a higher risk of failing and degree of unpredictability.87 A number of international processes and initiatives exist, discussing the meaning and possible development of the applicable legal regime.88 As with digital technologies, autonomous technologies are likely to remain the subject of legal, political, and ethical debate for the foreseeable future.


E. Outlook


While this chapter focused on protection of civilians in general, it is important to underline that civilians are not a homogeneous group of persons. In a sense, if civilian protection is to be taken seriously, it must start with the experience of civilians themselves, which varies widely.

International Humanitarian Law is not blind to the different experiences of civilians during armed conflict in light of their diverse identity and power relations.89 Hence, several provisions protect particular categories of civilians such as children and women, the disabled, refugees and other groups with specific needs. Three categories of civilians have—rightly—been the focus of special attention by the international community, and made the subject of further norms and standards: women, children, and displaced persons.

Moreover, greater consideration should be given to the whole range of factors that influence a person’s experience in armed conflict.90 Factors creating singular or interconnected vulnerabilities, including gender, ethnicity, disability, race, religion, and ideological beliefs, need to be examined in a more sophisticated way to ensure that protections provided reflect the specific reality of the individual. For instance, in order to fully grasp the complexity of sexual crimes during armed conflict, one has to have consideration for different forms of human diversity and power relations of the specific situation—and how they affect women, men, girls and boys, or persons with disabilities differently. While women suffer in unacceptable numbers from sexual violence, the use of sexual abuse against men in conflict, in particular detention, needs a deeper examination. Simplistically classifying certain groups of civilians during conflict as exclusively ‘vulnerable’ can overlook capacities for resilience and the creation of some of the solutions to complex problems. Further analysis is necessary to better understand how to reduce chronic poverty and uphold socio-economic developments, during and after conflict and tensions.

Lastly, as the chapter has outlined, the protective value of IHL for civilians depends on several conditions. First, on basic respect for the rules—many of them are relatively clear, and if they were respected, much suffering could be avoided. Secondly, on the interpretation of IHL: how willing are belligerents to give due weight to the protection of civilians in the balance between military necessity and humanity? And, how much will public opinion, in the current climate, drive political leaders to strive towards ever more humanity? And thirdly, on the discussion about lacunae as regards the evolving nature of war—IHL grew over time, from the protection of soldiers, to the protection of civilians, cultural property, treaties on weapons, and numerous complementary standards. It ‘stitches together diverse layers of the legal fabric in a patchwork manner…Patchwork, almost ineluctably, means gaps and lacunas’.91 In the absence of any willingness of States to embark on a holistic review of IHL, it is likely that we will continue to witness more layers of legal fabric or other standards being stitched to the existing ones—on new technologies, on other subjects. In all these efforts, the protection of civilians must be a paramount consideration.
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Chapter 21


Human Trafficking and Slavery

Vladislava Stoyanova



A. Introduction


The engagement of international law with the issues of slavery and human trafficking has not been straightforward and unambiguous. In the past, international law was used to authorize and also justify slavery.1 It was only in the 1950s that all European societies prohibited slave trade.2 In 1926, the first multilateral treaty that obliged its States Parties to prevent and suppress slave trade and ‘bring about, progressively and as soon as possible, the complete abolition of slavery in all its forms’ was signed.3 This convention is still relevant today as it contains the definition of slavery used under international law, as will be explained below. From a contemporary perspective, the most important international legal instruments addressing slavery are the global and regional human rights treaties, all of which incorporate a right not to be subjected to slavery, servitude, or forced labour. The importance of this right will be also reviewed in the present contribution. This right, however, has not been used to address issues of human security. The right not to be subjected to slavery, servitude, and forced labour has remained, in that respect, silent. Rather, since the beginning of the twenty-first century the concept of human trafficking has become the dominant frame for addressing issues of human security.

As regards human trafficking, it is important to observe first that human trafficking was the subject of a separate development in international law that resulted in separate legal instruments. More specifically, in the beginning of the twentieth century, trafficking in women, also referred to as ‘white slavery’,4 became a subject of international lawmaking, due to concerns about the export of prostitutes from Europe to brothels in the colonial empires.5 A series of international treaties was then adopted,6 before being consolidated in 1949 with the adoption of the Convention for the Suppression of Traffic in Persons and the Exploitation of the Prostitution of Others.7 The Convention obliges States Parties to criminalize trafficking for the purpose of prostitution, exploitation of prostitution, and keeping a brothel, all of which were indicative of the fact that the treaty reflected an abolitionist approach to prostitution.8

With the adoption in 2000 of the Protocol to Prevent, Suppress, and Punish Trafficking in Persons, Especially Women and Children (UNTOC Trafficking Protocol),9 which supplements the UN Convention against Transnational Organized Crime (UNTOC),10 human trafficking was explicitly defined in a way that is not limited to prostitution and sexual exploitation. This definition will also be discussed below. For now, it is important to observe the debates surrounding the different approaches to prostitution; the question whether all prostitution is necessarily exploitative animated the drafting of the Trafficking Protocol.11 These debates continue to shape the responses to human trafficking today and the question of who should be a subject of protection.12

The contemporary salience of human trafficking and slavery as subjects of concern finds its roots, however, not so much in concerns about the protection of individuals, but rather in Western States’ concerns for the integrity of their national borders. The adoption of the UNTOC Trafficking Protocol and UN Protocol against the Smuggling of Migrants by Land, Sea, and Air (UNTOC Smuggling Protocol),13 which also supplements UNTOC, was triggered by destination States’ concerns regarding the problem of facilitation and organization of illegal immigration.14 Although human trafficking is intended to refer to abusive processes that might lead to ‘exploitation’ and, accordingly, might not per se include illegal border crossing, on which basis it can also be distinguished from human smuggling, the migration control measures envisioned by the UNTOC Smuggling Protocol are mirrored in the UNTOC Trafficking Protocol.15 Thus, securing the integrity of the destination States’ borders and immigration legislation is effectively the main objective pursued. This immigration control rationale is supplemented with measures intended to facilitate State cooperation in the area of criminal law (such as facilitation of extradition, and police and judicial cooperation between States).16 It is thus the security of the destination States that is at the core of the legal regime. The security of the individuals affected, and their assistance and protection needs, are effectively sidelined. Many of these individuals are asylum seekers who flee violence and insecurity; in the absence of legal migration channels to exercise their right to seek asylum,17 these individuals find themselves blocked in countries of origin and transit.18 To leave these countries, they are willing to risk their lives, including by undertaking dangerous sea crossings.19 There is therefore a clear tension here between State security and individual security.

In light of these dynamics, this chapter will first clarify the applicable international legal framework on human trafficking and slavery. The main tension that permeates this framework concerns the security of the individuals who might be victims of human trafficking and slavery and the security of the borders of their desired States of destination. Given this tension, the last section of the chapter will discuss the main challenges that lie ahead in this area of international law.


B. Legal Framework


The international law instruments of historical relevance in the area of human trafficking have already been mentioned in the introductory section;20 this section will instead focus on the contemporary legal framework. Despite the fact that human rights treaties providing for a right not to be subjected to slavery were adopted prior to the adoption of the UNTOC Trafficking Protocol, this section starts with the human trafficking legal framework. The primary reason for this is that the latter has been the dominant way of framing the contemporary problems surrounding human mobility and exploitation.21


1. The Human Trafficking Legal Framework


Article 3(a) of the UNTOC Trafficking Protocol defines human trafficking as:

the recruitment, transportation, transfer, harbouring or receipt of persons, by means of the threat or use of force or other forms of coercion, of abduction, of fraud, of deception, of the abuse of power or of a position of vulnerability or of the giving or receiving of payments or benefits to achieve the consent of a person having control over another person, for the purpose of exploitation. Exploitation shall include, at a minimum, the exploitation of the prostitution of others or other forms of sexual exploitation, forced labour or services, slavery or practices similar to slavery, servitude or the removal of organs.

A clarification is also added to the definition of human trafficking in the Protocol to the effect that the consent of a victim of trafficking to the intended exploitation shall be irrelevant, where any of these means mentioned in the provision have been used.22

As the definition suggests, human trafficking refers to a process that might or might not lead to exploitation as exploitation only needs to be intended.23 In other words, human trafficking is ‘the international supply chain into exploitation’ rather than a type of exploitation itself.24 In turn, ‘slavery’ is envisaged as an example of exploitative practices; but, ‘exploitation’ itself is left undefined, potentially encompassing a spectrum of exploitative practices. This renders the severity threshold of the definition undetermined and opens up the possibility for expansive interpretations.25 Accordingly, ‘exploitation’ can be interpreted as including any form of engagement with prostitution and, in this sense, any prostitution could be exploitative. More limitative interpretations of ‘exploitation’ are, however, also possible and, indeed, have been endorsed by some States.26 A similar problem arises in the area of labour exploitation, where there is no uniform standard against which to measure whether certain abusive working conditions are sufficiently severe to pass the threshold of ‘exploitation’ for the purposes of the definition of human trafficking and for the purpose of the imposition of criminal law sanctions.27 The same indeterminacy permeates the ‘means’ element of the definition (eg, ‘deception’, ‘abuse of power or of a position of vulnerability’).28 These terms can be an object of more limitative or more expansive interpretations.29 In that respect, Article 5(1) of the UNTOC Trafficking Protocol imposes an obligation upon States to establish human trafficking as a criminal offence at the national level. Once the definition of the crime of human trafficking is transposed to the national level, these definitional difficulties will have to be resolved by national criminal law.30

This definition of ‘human trafficking’ under the UNTOC Trafficking Protocol, including the uncertainties/ambiguities that accompany it, has been transferred to the regional European level.31 The CoE Convention on Action against Trafficking in Human Beings32 and the EU Directive on preventing and combating trafficking in human beings and protection of its victims33 incorporate the same definition of human trafficking.34 In contrast, the South Asia Association for Regional Cooperation Convention on Preventing and Combating the Trafficking in Women and Children for Prostitution adopted in 2002 defines trafficking as ‘the moving, selling or buying of women and children for prostitution within or outside a country for monetary or other considerations with or without the consent of the person subjected to trafficking’.35 This definition is reminiscent of the one contained in the 1949 Convention for the Suppression of Traffic in Persons and the Exploitation of the Prostitution of Others, which was mentioned in the introductory section of this chapter.36

From a definitional perspective, it is important to distinguish human trafficking from human smuggling. The latter is defined in the UNTOC Smuggling Protocol as ‘the procurement, in order to obtain, directly or indirectly, a financial or other material benefit, of the illegal entry of a person into a State Party of which the person is not a national or a permanent resident’.37 Unlike human trafficking, smuggling does not entail coercion or deception of the victim; smuggling is a voluntary act on the part of those smuggled. By contrast, the focus in cases of trafficking is on the abusive migration process and the intended exploitation. Another basis on which to distinguish the two is that the ‘services’ of smugglers end when those smuggled have reached their destination. To the contrary, trafficking results in people being exploited. Additionally, human smuggling entails international movements; it always has a transnational element, whereas human trafficking can take place both within and across national frontiers. Finally, smuggling entails illegal entry into a given State, while entry can both be legal and illegal in the case of trafficking. For example, a victim of human trafficking could have entered the destination country on a valid passport.

Despite these differences, the difficulties in drawing the distinction between the two phenomena must also be highlighted. More specifically, many migrants, including those who could be defined as victims of trafficking, in fact, agree to be transported and expect to be exploited. There could be different degrees of victimization and exploitation during the migration process and once the migrant is in the receiving State. The above-mentioned uncertainties as to the severity thresholds demanded by the international law definition of human trafficking concerning the ‘purpose’ element (namely, exploitation) and the ‘means’ element (namely, ‘abuse of power or of a position of vulnerability’) further contribute to blurring the dichotomy. Given the fact that many migrants who use smuggling services are asylum seekers fleeing their countries and given that they likely have no alternative routes to access the territory of destination States, it is questionable whether we can actually definitively and conclusively say that asylum seekers consent to be smuggled. If they have no other reasonable alternatives but to resort to smuggling services,38 it is questionable whether their consent to smuggling may be considered a valid one. The measures that States have agreed upon to counter human smuggling and human trafficking are very similar (criminalization, cooperation in the area of criminal justice, enhancement border control measures), which arguably further undermines the distinction.

A possible benefit from separating the phenomenon of human smuggling from that of human trafficking could be that once a migrant is identified as a victim of human trafficking, he or she could benefit from certain forms of protection and assistance that are not extended to smuggled migrants. The UNTOC Trafficking Protocol indeed contains provisions addressing the issues of protection of, and assistance to, victims. Article 2(b) indicates in very general terms that one of the objectives of the Protocol is to ‘protect and assist the victims of such trafficking, with full respect of their human rights’. Articles 6 to 8 outline in more concrete terms what this protection and assistance could imply: protecting ‘the privacy and identity of victims of trafficking in persons, including, inter alia, by making legal proceedings relating to such trafficking confidential’, providing victims with information on relevant court and administrative proceedings, ‘appropriate housing’, ‘counselling and information’, ‘medical, psychological and material assistance’, ‘employment, educational and training opportunities’. However, it is important to note that all these provisions are hortatory and fall short of imposing binding legal obligations on States Parties.39

Hence, from another perspective, and given the absence of concrete and robust obligations for the protection of, and assistance to, victims of human trafficking, the value of identifying individuals as such victims, and of separating them from the category of smuggled migrants, may be seriously questioned. This further supports the concern that the engagement with human trafficking, including the drafting of international legal instruments addressing human trafficking, has barely served the interests of the individuals affected, but it has rather been a tool for Western States to enhance the security of their borders.40


2. The Right not to be Subjected to Slavery


As opposed to human trafficking, which has been a prominent issue on the international agenda for almost two decades now (particularly, since the adoption of the UNTOC Trafficking Protocol), and a subject of international lawmaking at both global and regional levels, the right not to be subjected to slavery as enshrined in the International Covenant on Civil and Political Rights (ICCPR)41 Article 8, the European Convention on Human Rights (ECHR)42 Article 4, the American Convention on Human Rights (ACHR)43 Article 6, and the African Charter on Human and Peoples’ Rights (ACHPR)44 Article 5 has remained relatively silent. This is illustrated by the fact that there is comparatively limited engagement with this right by the bodies mandated to monitor and supervise the above-mentioned human rights treaties.45 The UN Human Rights Committee has not so far issued a general comment on Article 8 of the ICCPR and no communication has ever been delivered by the committee concerning circumstances of private exploitation (namely, circumstances where not the State or a State agent, but rather a private party arguably exploits another individual).46 In contrast, the Economic Community of West African States (ECOWAS) Court of Justice has delivered one relevant judgment, in which Niger was found responsible under Article 5 of the ACHPR for the violation of the prohibition of slavery. The case of Hadijatou Mani Koraou v Republic of Niger concerned Niger’s practice of wahiya whereby ‘a young girl, generally a slave [is acquired] to work as a servant as well as a concubine’.47 Overall, the circumstances of Hadijatou Mani Koraou reveal a case of de jure slavery, in which the slave owner sought to vindicate his right of property on the woman before the national courts and the national judge recognized this right, namely the right of property over the woman.48

Similarly, the Inter-American Court of Human Rights (IACtHR) has issued only one judgment where it qualified the factual circumstances as slavery. To reach this conclusion, it utilized the international law definition of slavery under the 1926 Slavery Convention. Article 1(1) of this Convention defines slavery as ‘the status or condition of a person over whom any or all of the powers attaching to the right of ownership are exercised’. The IACtHR applied this definition to the circumstances of the case of Brasil Verde v Brazil.49 This case concerned workers recruited from poor communities and lured to work at a larger farm in Brazil. They were not paid, worked in deplorable conditions under constant supervision without freedom to leave. The Inter-American Court qualified these living and working conditions as slavery. The Court observed that the concept of slavery has evolved since the adoption of the 1926 Slavery Convention, and it is no longer limited to legal ownership of a person. It rather also encompasses situations of control of one person over another; the level of control implies that the victim is deprived of his or her own will, or that his or her personal autonomy is considerably reduced. The Court clarified that ‘powers attaching to the right of ownership’, an expression found in the definition of slavery,

must be understood in the present day as the control exercised over a person that significantly restricts or deprives him of his individual liberty with intent to exploit through the use, management, profit, transfer or disposal of a person. This control is usually obtained and maintained through means such as the violence, deception and/or coercion.50

In contrast to the IACtHR that did not eschew to use the label of slavery in Brasil Verde v Brazil, the European Court of Human Rights (ECtHR) has never defined any factual circumstances as slavery. At the time of writing, the ECtHR has delivered nine judgments under Article 4 of the ECHR.51 With the exception of S M v Croatia, all of them concerned migrants who were victims of severe forms of exploitation. In all of these judgments the factual circumstances were classified as either forced labour, servitude, or human trafficking;52 the concept of slavery was found applicable in none of these cases. In fact, in the case of Siliadin v France, a girl from Togo arrived in France to work for a family under the promise that her immigration status would be regularized but, in practice, became a domestic servant and was subjected to very abusive working conditions. However, in its judgment the Court rejected the contemporary relevance of the concept of slavery as defined in the 1926 Slavery Convention. More specifically, it observed that, according to this definition,

slavery is the status or condition of a person over whom any or all of the powers attaching to the right of ownership are exercised. It [the Court] notes that this definition corresponds to the ‘classic’ meaning of slavery as it was practised for centuries. Although the applicant was, in the instant case, clearly deprived of her personal autonomy, the evidence does not suggest that she was held in slavery in the proper sense, in other words that Mr and Mrs B. exercised a genuine right of legal ownership over her, thus reducing her to the status of an ‘object’.53

This reasoning suggests that the ECtHR seems to interpret the definition of slavery as requiring ownership sanctioned by the legal system. This interpretation, however, is not compatible with the plain wording of the definition of slavery as actually found in the 1926 Slavery Convention, which refers to ‘powers attaching to the right of ownership’. If the Court’s conservative interpretation were to be followed, the concept of slavery would lose its contemporary relevance since no legal system recognizes today the possibility that one human being exercises rights of legal ownership over another or more human beings.

Surprisingly, the ECtHR has used the definition of slavery for the purposes of defining human trafficking. More specifically, in Rantsev v Cyprus and Russia, in which a young Russian woman entered Cyprus on a specific type of visa (an artiste visa) to work as a dancer in clubs and arguably had been exploited in the context of prostitution by her employer, the ECtHR stated,

trafficking in human beings, by its very nature and aim of exploitation, is based on the exercise of powers attaching to the right of ownership. It treats human beings as commodities to be bought and sold and put to forced labour, often for little or no payment, usually in the sex industry but also elsewhere. It implies close surveillance of the activities of victims, whose movements are often circumscribed. It involves the use of violence and threats against victims, who live and work under poor conditions. It is described by Interights and in the explanatory report accompanying the Anti-Trafficking Convention as the modern form of the old worldwide slave trade. The Cypriot Ombudsman referred to sexual exploitation and trafficking taking place ‘under a regime of modern slavery’.54

The conflation of the concepts of human trafficking and slavery and the sidelining of the concept of slavery is a reason for concern since ultimately the minimum threshold for triggering the application of Article 4 of the ECHR is rendered uncertain. The ambiguities that underpin the definition of human trafficking, as mentioned in Section B.1, further exacerbate this uncertainty.55 More specifically, the definition of human trafficking has remained vague as to the minimum severity threshold required in order to determine that a person has been exploited. After Rantsev v Cyprus and Russia, this same uncertainty has been transposed to Article 4 of the ECHR.

From a different perspective, an argument could be made that this conflation and the possible lowering of the minimum threshold for triggering the application of Article 4 of the ECHR, given that ‘exploitation’ might imply a lower severity threshold than ‘exercise of powers attaching to the right of ownership’, is beneficial for individuals. This way it might be easier for them to invoke the protection of this provision and the positive obligations that it generates.56 At the same time, however, we should be wary of any possible negative effects. In particular, when there is no clarity as to what is meant by the terms ‘human trafficking’ and ‘slavery’ and what definitional severity threshold is applied, States can more easily justify their coercive migration control measures with the argument that these are necessary for the purpose of preventing human trafficking and slavery. Coercive measures, including measures of containment and pre-departure controls,57 are more easily legitimized once they are represented as anti-trafficking measures.58 For example, combating human smuggling and human trafficking has been one of the flagships of the ‘external dimension’ of the EU immigration policy of imposing pre-departure controls and containment of migrants in host and transit States.59 At the same time, these types of measures for migration control lead to containment of people in States (such as Libya), where they are subjected to severe forms of human rights law violations,60 including conditions arguably amounting to slavery.61 Thus, ultimately, it is the security, including the border security, of Western States that matters and that is what is actually ensured through such anti-trafficking measures, rather than the security and the protection of the affected individuals.

The aforementioned judgment of the ECtHR in Rantsev v Cyprus and Russia may be used as a concrete illustration of this problem. After suggesting that Rantseva could have been a victim of human trafficking, the ECtHR proceeded to determine whether Cyprus had fulfilled its positive obligations to prevent human trafficking. In particular, from the perspective of States’ positive obligations under Article 4 of the ECHR, the artiste visa regime was found problematic since, in practice, it enabled employers to exercise a high level of control over migrant women who entered the country under this regime. The Court held that,

while an obligation on employers to notify the authorities when an artiste leaves her employment is a legitimate measure to allow the authorities to monitor the compliance of immigrants with their immigration obligations, responsibility for ensuring compliance and for taking steps in cases of non-compliance must remain with the authorities themselves. Measures which encourage cabaret owners and managers to track down missing artistes or in some other way to take personal responsibility for the conduct of artistes are unacceptable in the broader context of trafficking concerns regarding artistes in Cyprus…In the circumstances, the Court concludes that the regime of artiste visas in Cyprus did not afford to Ms Rantseva practical and effective protection against trafficking and exploitation. There has accordingly been a violation of Article 4 in this regard.62

To comply with the judgment of the Court, Cyprus, instead of modifying the conditions within the artiste visa regime so that it empowers migrant women against their employers and provides them with a more secure migration status,63 eliminated the artiste visa regime altogether.64 This way, a lawful channel for migration was eliminated. This situation fits well within the problematic logic that portrays the removal of possibilities for migration as contributing to the reduction of human trafficking.65


C. Contemporary Challenges


One of the most challenging problems relating to human trafficking and slavery concerns human mobility in the context of mass migration. The main objective of countries of destination is to limit such mobility to preserve the integrity of their borders and immigration legislation. This objective is usually pursued by the means of containment, which implies preventing the departure of persons from countries of origin and transit and the development of politics of non-entrée.66 The latter aim at preventing the migrants from accessing the jurisdiction of States of destination67 and thus falling under the protective scope of human rights instruments that these States are bound to observe.68 Destination States have persistently argued that non-entrée policies and policies of containment serve to prevent human trafficking. The purported reasoning behind such assertions is that in light of these policies migrants are prevented from departing from their home States in the first place, and, even if they somehow manage to depart, they stand no chance of entering destination States. Pursuant to this logic, once migrants know that there is no chance of entry, this will act as a deterrent discouraging them from initiating their perilous journeys in the first place.

In developing these policies, States of destination have sought the cooperation of States of origin and transit. Willingness to cooperate by the latter group of States has been secured by, inter alia, the argument that cooperation serves the objective of preventing human trafficking and human exploitation.69 Empirically, however, this is a questionable assumption for the following reasons. Given the protracted international and non-international armed conflicts, the civil wars, and instabilities in many parts of the world, individuals will continue to flee. In light of the absence of lawful channels for migration and in order to reach States of destination so as to be able to claim asylum, individuals will essentially continue to resort to the services of human smugglers,70 which could then easily be transformed into human trafficking. Additionally, taking into consideration the absence of lawful channels for reaching and accessing the territories of States of asylum and that anti-trafficking and anti-smuggling measures block routes, thus pushing migrants to undertake even more dangerous journeys,71 both the risks (including risks to the migrants’ lives) and the fees that migrants have to pay to smugglers are increased.72 This might, in turn, compel migrants to enter into exploitative agreements to secure their transportation (including debt bondage, amongst others), which may amount to human trafficking and slavery. As already mentioned above, it has been widely reported that the situation in States, such as Libya, where migrants are contained, is characterized by severe human rights law violations, including conditions amounting to slavery. Ultimately, affected individuals are left with the stark choice between war and conflict in States of origin, severe human rights violations (including slavery) in transit States and, in the (at times distant) hope of reaching safe shores, entering into exploitative and life-endangering agreements with smugglers or traffickers.


D. Conclusion


In our increasingly securitized, twenty-first-century world, the ‘fight’ against human smuggling and human trafficking has been used by destination States to primarily further their migration control interests and border security. This has happened with little consideration about the well-being of the affected individuals, who are often fleeing situations of extreme violence and instability. Anti-smuggling and anti-trafficking measures have been justified with the argument that they are in the interests of migrants themselves, given that they deter ‘dangerous journeys’ by undercutting the demand for the services of smugglers and traffickers. In reality though, these measures have led to the prevention of movement and the containment of migrants in countries with a record of widespread human rights violations and systemic insecurity. These anti-smuggling and anti-trafficking measures have also practically led to annihilation of the right to asylum since individuals have been prevented from reaching countries of destination and coming into contact with these countries’ authorities. As the analysis in the present contribution has illustrated, today it can hardly be said that the anti-trafficking and, to a lesser extent, the anti-slavery legal framework are used to further the security of individuals. Rather, the interests and security of Western States are put once again front and centre.
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Chapter 22


Institutionalized Inhumanity

From Torture to Assassination

Natasa Mavronicola



A. Introduction


There is, in one sense, nothing more human than the inhuman. Atrocity pervades human history. Individuals and groups have wielded their relative power over other persons in a variety of cruel ways, not least torture and assassination. The legal framework that gradually emerged to counter such abuse reflected a deontic humanity—humanity not as it is, but as it ought to be. This deontic vision of humanity was premised on human dignity, an egalitarian idea according to which every single human person is fundamentally worthy of a certain level of respect. The lines set by the law were meant to serve as a bulwark against the desecration of this deontic humanity. This chapter examines the legal framework on torture and other cruel, inhuman or degrading treatment or punishment and assassination, broadly conceived, and considers some of the main developments in this area. It reflects on key challenges arising or enduring in respect of the relevant law and the deontic humanity that underpins it, challenges at the heart of which are (national, global, or transnational) security structures, or appeals to security: from consequentialist arguments for abandoning the prohibition of torture, to the securitization of (groups of) persons in ways which contradict human dignity.


B. Legal Framework



1. The Prohibition of Torture


Following the unequivocal condemnation of torture and other cruel, inhuman, or degrading treatment or punishment in Article 5 of the Universal Declaration of Human Rights (UDHR), the absolute prohibition of torture and ill-treatment1 has been enshrined in various human rights instruments, such as the International Covenant on Civil and Political Rights (ICCPR)2 Article 7, the European Convention on Human Rights (ECHR)3 Article 3, the American Convention on Human Rights (ACHR)4 Article 5, and the African Charter on Human and Peoples’ Rights (ACHPR)5 Article 5. The prohibition of torture, cruel, humiliating, and degrading treatment is also included in Common Article 3 of the 1949 Geneva Conventions,6 reflecting ‘elementary considerations of humanity’.7 Moreover, torture or ‘[o]ther inhumane acts’, when part of a widespread or systematic practice, amount to crimes against humanity, and during armed conflict to war crimes.8

In addition, a number of instruments elaborating specific safeguards against torture and ill-treatment have emerged out of the imperative to end torture and ill-treatment. With substantial mobilization by civil society in the face of persistent and widespread torture and brutality, in 1975 the UN General Assembly (UNGA) adopted the Declaration on the Protection of All Persons from Being Subjected to Torture and Other Cruel, Inhuman or Degrading Treatment or Punishment, which described torture and ill-treatment as ‘an offence to human dignity’ to be ‘condemned as a denial of the purposes of the Charter of the United Nations’.9 In 1984, the Convention against Torture and Other Cruel, Inhuman, or Degrading Treatment or Punishment (UNCAT) was adopted, which imposes a range of obligations on States, including the criminalization, investigation, and prosecution of allegations of torture,10 the provision of redress and rehabilitation to victims,11 and the adoption of various legislative and practical measures to prevent torture and related ill-treatment.

These instruments are complemented by a rich body of jurisprudence elaborating the substantive scope and demands of the prohibition of torture and ill-treatment in an array of settings,12 as well as a range of relevant soft law instruments, such as the revised United Nations Standard Minimum Rules for the Treatment of Prisoners (Nelson Mandela Rules),13 the Code of Conduct for Law Enforcement Officials (CCLEO),14 the Basic Principles on the Use of Force and Firearms by Law Enforcement Officials (BPUFF),15 and the Istanbul Protocol on the Effective Investigation and Documentation of Torture and Other Cruel, Inhuman or Degrading Treatment or Punishment.16

Several bodies have been established to give effect to the prohibition.17 The implementation of the UNCAT is overseen by the Committee Against Torture (CAT), which also elaborates on the Convention’s demands through general comments.18 The prevention of torture and related ill-treatment is now further facilitated, under the Optional Protocol to the Convention Against Torture of 2002 (OPCAT),19 by the Subcommittee on Prevention of Torture and other Cruel, Inhuman, or Degrading Treatment or Punishment (SPT) and the requirement for States to set up a National Preventive Mechanism (NPM).20 Furthermore, the mandate of the UN Special Rapporteur on torture and other cruel, inhuman, or degrading treatment or punishment (UN Torture Rapporteur), which does not hinge on treaty ratification, has contributed to the fight against torture and ill-treatment and to clarifying the contours of the prohibition since 1985.21

The prohibition of torture and other cruel, inhuman, or degrading treatment or punishment is part of customary international law22 and is considered to be a peremptory norm of international law (jus cogens).23 Furthermore, this prohibition is absolute: it cannot be lawfully infringed or derogated from, even in circumstances of emergency or war.24 As a matter of international law, therefore, even the most (seemingly) compelling security imperative cannot render torture or ill-treatment acceptable. On the level of global governance and, indeed, morality, this position has been defended in the strongest terms by the UN Torture Rapporteur: ‘abhorrent practices such as torture, slavery and genocide have been absolutely prohibited as a matter of universal jus cogens not because they never “work” in practice but because all of them irreparably destroy the humanity and integrity of the victims, the perpetrators and, ultimately, society as a whole’.25

Absoluteness entails an either–or approach—either there has been a breach of the prohibition, which is conclusively unlawful, or there has not. This means that the interpretation through which the content of the prohibition is concretized, which we might label the ‘specification’ of the standard, takes centre stage.26 Specification determines the substantive scope of the absolute prohibition and has implications for a legal standard’s capacity to guide behaviour. It is also an exercise which, unless undertaken in earnest good faith and in pursuit of arriving at and applying a principled understanding of the sorts of wrongs proscribed therein, can operate to displace the prohibition through the ‘back door’.27 As Jeremy Waldron instructively puts it:

We are certainly not permitted to follow…a realist logic proceeding on the basis of modus tollens:



1. If X is inhuman then X is prohibited;

2. But because X is necessary [or widely popular and/or politically advantageous], it is unthinkable that X should be prohibited;
therefore,

3. X cannot be regarded as inhuman.28



The content and demands of the prohibition are continually being specified by the bodies tasked with interpreting and applying it. A degree of fragmentation in the understanding of what amounts to torture or ill-treatment can be observed across different international legal regimes, along several axes, including for example whether State involvement is required for torture to be made out.29 Nonetheless, the UN Torture Rapporteur has distilled the conceptual essence of the wrong of torture as being the deliberate infliction of pain or suffering on a person in someone’s control for a particular purpose.30 Usually, this purpose necessitates such pain or suffering to be experienced in a particularly physically and/or psychologically debilitating manner, in order to subvert the person’s will.31

It is impossible to provide a comprehensive enumeration of the forms that torture and ill-treatment might take, but it is important to recognize that they cover substantial terrain: besides the interrogational torture scenario which may be viewed as paradigmatic (involving the infliction of suffering on someone for the purpose of extracting information from them which they are unwilling to share), torture, cruelty, inhumanity, and degradation can take a vast variety of forms,32 ranging from police violence to detention of disabled persons in settings which are not adequately tailored to their condition, to the denial of access to vital reproductive care.33


2. The Prohibition of Assassination


The twentieth century saw international law coalesce against the arbitrary infliction of irreparable harm, most significantly the taking of life. It saw a proliferation of legal standards and institutional mechanisms aimed at protecting life, with the elaboration of stringent negative and positive obligations emanating from the right to life under human rights law, stringent standards on the legality of use of force, including the use of force between States, and an increasing focus on humanity over military necessity in the law regulating armed conflict.34 Article 3 UDHR provided that ‘[e]veryone has the right to life, liberty and security of person’, and the right to life has subsequently been enshrined in various human rights instruments, such as Article 6 ICCPR, Article 2 ECHR, Article 4 ACHPR, and Article 4 ACHR. The prohibition of murder and extrajudicial execution is also included in Common Article 3 of the Geneva Conventions, reflecting ‘elementary considerations of humanity’.35

Instruments which focus on suppressing particular ways in which human life is destroyed or endangered include the 1948 Convention on the Prevention and Punishment of the Crime of Genocide36 and the 1998 Rome Statute for the International Criminal Court,37 as well as a range of norms of international humanitarian law enshrined in the 1949 Geneva Conventions38 and the 1977 Additional Protocols.39 These instruments are similarly complemented by relevant jurisprudence,40 as well as a range of soft law instruments, such as the Principles on the Effective Prevention and Investigation of Extra-legal, Arbitrary, and Summary Executions,41 CCLEO, BPUFF, and the Minnesota Protocol on the Investigation of Potentially Unlawful Death.42 A range of institutional mechanisms have been established or mobilized to safeguard human life, notably the UN Special Rapporteur on extrajudicial, summary, or arbitrary executions, whose mandate includes all violations of the right to life as guaranteed by international human rights law, and is universal and independent of treaty ratification.43

While the supreme importance of human life has been duly recognized,44 the killing of human persons is not absolutely proscribed at international law.45 Life can be lawfully taken in certain circumstances, which are delimited in distinct ways under different legal paradigms. Leaving aside, for present purposes, the contested issue of the legality of the death penalty,46 even international human rights law, under which the right to life is non-derogable, restricts the prohibition on killing to proscribing the ‘arbitrary’ deprivation of life.47

The discussion here will focus on a particular category of unlawful killing: assassination. Traditionally, ‘assassination’ was associated with politically motivated illegal killings,48 or, in wartime, the targeted killing of a person by treacherous means.49 Today, it is often taken to capture wider circumstances of the unlawful deployment of deliberately lethal force against targeted persons.

Significant efforts have been made to address a particularly cruel practice targeting persons considered to be ‘enemies of the State’ and variations thereof, often culminating in killing: enforced disappearances. The 2006 International Convention for the Protection of All Persons from Enforced Disappearance marked a concerted international mobilization against enforced disappearances, and the prohibition is today considered to have attained jus cogens status.50 Sustained human rights litigation on enforced disappearances has also illuminated an important interconnection between the right to life and the right not to be subjected to torture or ill-treatment, with close relatives of disappeared persons having been found to have been subjected to ill-treatment where the State has forcibly disappeared their loved ones and/or shown callous disregard to their relatives’ plight in the context of their disappearance.51

We must turn to ‘targeted killings’ to be apprised of the contours of contemporary assassination, understood thus as unlawful targeted killing. For this purpose, Nils Melzer’s definition of ‘targeted killing’ will be adopted: ‘the use of lethal force attributable to a subject of international law with the intent, premeditation and deliberation to kill individually selected persons who are not in the physical custody of those targeting them’.52

Targeted killings have gradually transitioned from being seen as illegal, or ‘half-legal’,53 and illegitimate, to being considered a legitimate means of conducting ‘surgical’54 warfare and countering terrorism.55 This legitimation can partly be attributed to a sanitization by terminology: the label ‘targeted killing’ and its grounding in national security or counter-terrorism narratives or attenuated accounts of ‘self-defence’ can serve to distinguish such killings, at least rhetorically, from the traditional understanding of assassinations, which seem more readily to provoke condemnation.56 While the rhetoric of legitimation has grown in the context of the global, or at least hegemonic, securitization of the persons (allegedly) targeted, particularly in the context of counter-terrorism,57 international law itself permits targeted killings only in very narrow circumstances. It is instructive to approach the legality of targeted killings along two axes: under the law enforcement paradigm; and under the conduct of hostilities paradigm.58 The following analysis concerns killings by State agents.

Under the law enforcement paradigm, the use of (potentially) lethal force is only lawful in narrow circumstances, generally where it is no more than absolutely necessary to protect human life or bodily integrity from serious threat. Killings that result from the use of force that exceeds what is absolutely, or strictly, necessary in the circumstances are considered ‘arbitrary’ and therefore unlawful. The term ‘arbitrary’ is found in Article 6 ICCPR, which provides that ‘No one shall be arbitrarily deprived of his life’.59 Explicit reference to the ‘absolute necessity’ test is made in Article 2(2) ECHR. ‘Absolute necessity’ is a demanding standard—it is more stringent than the ‘necessary in a democratic society’ criterion applicable to infringements upon rights such as privacy or freedom of expression.60 It entails that such force can only be used as a last resort—if the threat can be otherwise neutralized then the use of (potentially) lethal force will not be considered lawful.61 The principles applicable to the use of (potentially lethal) force are:

Sufficient legal basis: It must have a legal basis and pursue a lawful purpose.

Necessity: It must only be used when and to the extent it is absolutely necessary to achieve such lawful purpose.

Proportionality: The harm likely to be inflicted by the use of force must not be excessive compared to the benefit of the lawful purpose pursued.

Precaution: All practically possible precautions must be taken to minimize the likelihood of potentially lethal force becoming necessary, and, whenever use of force is strictly unavoidable, to minimize the harm caused.62

The application of these criteria to deliberately lethal force against a specific person or persons translates into a very narrow window of legality: deliberately lethal force can only be used when strictly unavoidable in order to protect human life from unlawful attack.63 This renders unlawful any blanket shoot-to-kill policies,64 as well as targeted killings in circumstances that do not render lethal force indispensable. For example, where the threat is attenuated rather than immediate, or where alternative means of averting such threat can be employed, or if the overall operation was not planned and overseen in such a way as to minimize the use of (potentially) lethal force,65 targeted killings will be unlawful.

Conflict can fundamentally realign the normative framework, bringing to the fore the ‘law of hostilities’.66 The law of hostilities expands the window of legality but nonetheless imposes substantial constraints on targeted killing. Under the law of hostilities, the legality of using force is delineated by the principles of distinction, proportionality, and precaution, with the overarching standard of military necessity being both permissive and restrictive: permissive of action which is indispensable for achieving a legitimate military purpose and simultaneously prohibitive of force which is not indispensable67 to achieve a legitimate military purpose.68 In particular, in order to be lawful under the law of hostilities, a targeted killing must, on Melzer’s sharp distillation of the relevant legal parameters:



• constitute ‘an integral part of the conduct of hostilities’;

• take place in a situation of international or non-international armed conflict;

• be ‘likely to contribute effectively to the achievement of a concrete and direct military advantage without there being an equivalent non-lethal alternative’;

• be ‘directed against an individual not entitled to protection against direct attack’;

• not ‘be expected to inflict incidental death, injury or destruction on persons or objects protected against direct attack’, which would be ‘excessive’ as against the military advantage to be achieved;

• be ‘planned and conducted so as to avoid erroneous targeting, as well as to avoid, and in any event to minimize, the incidental infliction of death, injury and destruction on persons and objects protected against direct attack’;

• be halted ‘when the targeted individual surrenders or otherwise falls hors de combat’;

• ‘not be conducted by undercover forces feigning non-combatant status or otherwise by resort to perfidy’, meaning action which invites the trust of an adversary in respect of the adversary’s entitlement or duty to provide protection under international humanitarian law, carried out with intent to betray that trust; and

• not be conducted by resort to poison or weapons which are prohibited under international humanitarian law.69



This is a formidable set of cumulative criteria for legality, which are often not met in the contemporary practice of counterterrorist targeted killings in particular.70 Targeted killings that do not fulfil these criteria amount to assassinations and are unlawful under international law.

It also bears emphasizing that the law of hostilities does not govern every situation within an armed conflict; rather, it encompasses the rules applicable to the conduct of military operations71 against an adversary by a party to such conflict.72 The law of hostilities only displaces the law enforcement paradigm where armed confrontations amount to ‘hostilities’ within the meaning of international humanitarian law and force is being directed against a legitimate military target, based on the principle of lex specialis generalibus derogat.73 The narrower criteria for the legality of lethal force applicable under the law enforcement paradigm subsist as lex generalis, and capture all residual situations in armed conflict where the use of force is not governed by the law of hostilities.74


C. Recent Developments and Contemporary Challenges



1. Recent Developments


The contours of the prohibition of torture and ill-treatment have, for many years, been a site of fruitful engagement and contestation, which has been conducive to elucidating the wrongs at issue. Research, experience, and mobilization by victims, human rights defenders and other bodies, both in a proactive fashion and in response to bad faith attempts to circumvent the prohibition, have helped illuminate the various forms the wrongs of torture and related ill-treatment can take. For example, psychological or mental suffering, whether inflicted intentionally and purposefully to break a person,75 and/or as an effect of certain, often pervasive, practices such as solitary confinement,76 has received increasing attention. Unfortunately, this process of illumination has often gone hand in hand with the growing ‘refinement’ of techniques to break persons, with many States favouring methods which are more difficult to detect,77 focusing especially on causing psychological anguish, disorientation, or even ‘learned helplessness’, with techniques including mock executions, attacks on personal, religious, and cultural sensibilities, and cumulative methods involving the accumulation of what might otherwise be seen as minor annoyances and humiliations.78

The past decades have seen a growing focus on gender-based violence and on States’ obligations to take measures to prevent and redress it.79 This development has been spearheaded by the valuable critical work of feminist scholars, jurists, and activists who have challenged hegemonically distorted or skewed perceptions of the nature and domains of torture and ill-treatment, and confronted patriarchal norms such as the public–private divide, thus pushing norm-appliers to see torture and ill-treatment ‘beyond the paradigmatic’80 or indeed to shift the paradigms themselves.81 Besides these transformative insights, which take the anti-torture norm beyond the traditional security-centred or securitized domains, there is increasing recognition by relevant international actors that fighting gender-based torture and ill-treatment requires closer linkages and synergies with other legal frameworks, notably those focused on combating discrimination.82

Another domain in which important insights are crystallizing and feeding into (our understanding of) the legal framework on torture and ill-treatment is States’ extra-custodial use of force, which can be understood as the use of force by State agents outside the context of detention. While the key preventive mechanisms such as the SPT, CPT (European Committee on the Prevention of Torture), and NPMs are, in principle, mandated to engage in torture prevention only in places of deprivation of liberty,83 the relevance of the prohibition of torture and ill-treatment to the extra-custodial use of force is confirmed by a body of jurisprudence of international and regional tribunals and other oversight bodies. For example, in Rosendo Cantú et al v Mexico, the Inter-American Court of Human Rights (IACtHR) found that ‘rape may constitute torture even when it (…) takes place outside State facilities’,84 while the CAT has repeatedly highlighted extra-custodial State brutality in its reports.85 In Cestaro v Italy and Bartesaghi Gallo and Others v Italy, the ECtHR found that violence against a number of anti-globalization protestors for the purpose of intimidating, humiliating, or punishing them amounted to torture.86 In 2017, the UN Torture Rapporteur produced a thematic report clarifying the application of the prohibition of torture and ill-treatment to the extra-custodial use of force.87 A key element of the report is the finding that extra-custodial uses of force that do not comply with the standards of legality, necessity, and proportionality will likely amount to proscribed ill-treatment and, in some instances, may amount to torture;88 another is the identification of a duty to regulate and review the development, acquisition, trade, and use of weapons and other means of deploying force,89 including so-called ‘less-lethal’ weapons.90

The normative framework aimed at safeguarding persons from irreparable harm has also seen a renewed and growing impetus towards effective prevention, with prevention-orientated institutional oversight placed at the forefront of the fight against torture and ill-treatment especially. The European Convention for the Prevention of Torture and Inhuman or Degrading Treatment or Punishment,91 for example, has seen the CPT conduct vital preventive work in places of deprivation of liberty over several years.92 The OPCAT has played a decisive role in internationalizing this endeavour,93 with the SPT undertaking preventive oversight in places of custody but also shaping domestic preventive efforts.94 Moreover, the ongoing process of instituting and bolstering effective NPMs in signatory States, if neither universal nor without flaws, has enjoyed a degree of momentum.95 As concerns the right to life, the revised 2016 UN Manual on the Effective Prevention and Investigation of Extra-Legal, Arbitrary, and Summary Executions (the Minnesota Protocol) now constitutes a vital tool towards accountability for unlawful killings. Compliance with its demands not only allows redress to be offered in respect of particular incidents, but can also lead to the identification and implementation of safeguards towards non-recurrence and prevention more broadly.

An important recent development in respect of the right to life is the Human Rights Committee’s General Comment No 36, which clarifies the prohibition of the arbitrary deprivation of life, the duty to protect life, the implications of the right to life in relation to the death penalty, the relationship between the right to life and other rights, and the duties surrounding the development, acquisition, and use of certain technologies and weapons capable of destroying or jeopardizing human life, including autonomous weapons.96 While it does not definitively resolve all contentious matters—for instance, it proceduralizes the question of the legality of autonomous weapons97—it provides a considerably more extensive statement of the law than the previous relevant General Comments.98


2. Contemporary Challenges


While it is impossible to do so comprehensively, the discussion below considers some of the predominant contemporary challenges to the relevant norms.


a. Implementation


The perennial challenge to protecting persons against institutionalized inhumanity is the enduring chasm between rhetorical commitment to the demands of international law and the practical and political will to adhere to them. Many States have not expressly or adequately criminalized torture and lack provisions for the exercise of universal jurisdiction and the pursuit of redress without undue impediments.99 States often fail to guarantee effective investigation, accountability, reparation, and rehabilitation in respect of instances of torture and ill-treatment.100 There are widespread deficiencies in providing victims of torture with rehabilitation services.101 Moreover, in spite of the progressive legal recognition of such harms as falling within the ambit of the anti-torture norm, there are chronic failings across most States in preventing racist and gender-based violence, including through an overhaul of repressive or disempowering legal regimes.102

Furthermore, while experts have highlighted the significance of operational safeguards, such as access to a lawyer and doctor,103 towards preventing torture and ill-treatment, particularly in the first hours of custody,104 such safeguards are too often absent or merely nominal. Their effective operation is often critically undermined by well-founded fear of reprisals,105 delays,106 or other impediments.

Across the world, many States fail to comply with, or actively seek to circumvent or undermine, their non-refoulement duties,107 including through collective expulsion of migrants in irregular situations, through States’ externalization of their borders and procedures, and through extra-territorial ‘pushback’ and ‘pullback’ operations, often in cooperation with other States or non-State actors.108 Recently, both the Torture Rapporteur and the Rapporteur on extrajudicial, summary, or arbitrary executions issued damning condemnations of many States’ practices in respect of migrants in irregular situations, including refugees and asylum seekers, whose plight has been distorted by the securitization of migration,109 and of the resulting humanitarian crisis characterized by widespread unlawful deaths and exposure to torture and ill-treatment suffered by persons worldwide, solely on account of their migration status.110

Finally, the implementation of both the prohibition of torture and ill-treatment and the law in respect of the use of deliberately lethal force against targeted persons is plagued by transparency and accountability gaps, including through the operation of blanket immunities or limitation periods,111 or as a product of the secrecy which particularly characterizes security operations in which such practices often occur.112 What results is a vicious cycle of disregard for the legal framework,113 which jeopardizes the bodily and mental integrity of persons who find themselves on the wrong side of the ‘friend–enemy’ divide that broadly marks this domain.114


b. Interpretation


In the context of counter-terrorism in particular, and notably after 9/11, the notion that torture may be permissible or even necessary in a ‘ticking bomb’ situation has intermittently entered mainstream political and even academic debate, usually involving variations of short-sighted, and often security-driven, consequentialist reasoning, or sheer disregard for the rights of ‘others’.115 The ticking bomb scenario, and an increased preoccupation with security, has exposed a readiness in some quarters to imagine States’ positive obligations, which have been vital in placing effective protection and prevention at the heart of human rights law, as demanding rights-infringing action—even demanding the infliction of torture in order to save lives.116 In relation to the prohibition of torture, this has largely been resisted.117 With the absolute character of the prohibition of torture remaining firm in the face of this debate, other methods have been employed to bypass it, notably through attempts to re-define the terms of the norm itself, or simply through the denial that certain torturous or cruel, inhuman, or degrading practices constitute torture or related ill-treatment. Such manoeuvres have included attempts to narrow the substantive scope of the norm, for example through requiring grave injury or long-term harm in order for torture or other ill-treatment to be established,118 and blunting the inhumanity of coercive interrogation methods through terms such as ‘enhanced interrogation’.119 While such definitional contortions in no way alter the illegality, under international law, of such practices, they continue to be employed to give cruel, inhuman, degrading, or torturous practices the colour of law.

The anti-assassination norm has also been the subject of multiple interpretive manoeuvres, not least efforts to stretch beyond their limit or simply to circumvent the cumulative criteria that render targeted killing lawful. For instance, the twenty-first century has seen a push by the US towards recognizing a ‘third’ category of armed conflict, encompassing the global ‘War on Terror’.120 This has occurred even though there is little basis on which to assert a legal category besides ‘international armed conflict’ and ‘non-international armed conflict’, and every reason to reject such category—which, to boot, was put forward while simultaneously denying the applicability of fundamental tenets of international humanitarian law to the ‘enemies’ involved in such conflict.121 Importantly, there is reason to fear that substantial mobilization towards accommodating contemporary practices of targeted killing within the parameters of international law will have or is having a corrosive effect on the norms themselves and on the deontic humanity that drives them. Christof Heyns and Sarah Knuckey, for example, have warned of the latitude towards evolving targeted killing practices ‘leaving everyone less secure’;122 Jeremy Waldron has highlighted not only the scope for abuse in this expansiveness, but the inherently abusive attitude behind the drive towards greater latitude for ‘murder’;123 and Susanne Krasmann has taken the legal reasoning employed towards accommodating contemporary targeted killing practices to illustrate that nothing is fundamentally ‘unlegalizable’.124


c. Distribution of Protection/Harm


There is, of course, no room for contemplating a ‘healthy’ distribution of assassinations or inflictions of torture or ill-treatment. Nonetheless, insofar as such practices remain, it is imperative to acknowledge who are ultimately the ‘haves’ and the ‘have-nots’ of the entitlement to live free from torture, ill-treatment, or assassination. As Malcolm Evans has observed, ‘[m]ost torture is the result of routine barbarity in systems which just cannot be bothered to address it’.125 The ‘banality’126 of such barbarity has much to do with the positioning of its ‘typical’ victims on the margins of society’s regard. Victims of torture and ill-treatment, for example, tend to experience vulnerability, marginalization, or even dehumanization not only during, but also prior to and subsequent to experiencing such ill-treatment. Former UN Torture Rapporteur Nigel Rodley put it as follows:

[W]hen [torture] is part of an institutional practice (…) the victim is—must be—dehumanized, seen as an object. This is the traditional and inevitable means of considering “the enemy” (…) Whatever the group, its members must be stripped of their inherent dignity as human beings in order to mobilise the rest against them.127

Torture, ill-treatment, and unconstrained ‘liquidation’ is predominantly the fate of persons the value of whose life and dignity has already become demoted, usually not solely in the eyes of the perpetrators, but more systemically. This is not new. Studying practices of torture in ancient republics, Darius Rejali has highlighted that it was inflicted ‘exclusively on noncitizens: slaves, barbarians and foreigners’,128 while Page DuBois has described it as ‘an instrument of demarcation’ which delineated ‘the boundary between slave and free, between the untouchable bodies of free citizens and the torturable bodies of slaves’.129 What is more palpable today, however, is that a process of securitization often underpins and informs this systemic or systematic demotion. As the UN Torture Rapporteur recently observed, the construction of ‘suspect communities’ and concomitant stigmatization, demonization and prejudice ‘tend to create “black holes” of legal protection and are almost invariably accompanied by increasing tolerance of and widespread impunity for torture and ill-treatment’.130

The distribution of violability is at the heart of war and its laws, where torture and assassination often occur, with the rendering of some bodies—‘enemies’ or those in their proximity—more expendable than others. While the international legal framework on assassination has evolved since Grotius posited that ‘by the law of nature but also by the law of nations (…) it is in fact permissible to kill an enemy in any place whatsoever; and it does not matter how many there are who do the deed, or who suffer’,131 a form of dehumanization of the ‘enemy’ arguably remains at its core.132 Importantly, the attenuation of the value of some human lives is augmented in the context of ever more technologically advanced remote warfare,133 and perhaps materializes most strongly in the advent of autonomous weapons, such as unmanned aerial vehicles, and the prospect that the decision to employ lethal force against a person or persons will be left to be determined by a purely algorithmic process.134

Ultimately, the distribution of violence and vulnerability to grave violence is shaped by an array of problematic features of the global and local order.135 The progressive interpretation of the immediately relevant legal standards, such as the anti-torture norm, is not enough to eradicate the incidence of such wrongs against persons rendered vulnerable by a range of structural and systemic factors, not least the securitization of their bodies or very existence. It is necessary to look beyond the immediately relevant legal framework to establish how some ‘bodies’ are invariably placed on the front line of grave violations of bodily integrity and a wider structural and systemic endeavour is needed to address the mechanics of disempowerment, dehumanization, and violence that pervade our societies. In this regard, it is to be hoped that both constructive critique and a progressive (re)interpretation and reshaping of international legal norms can be harnessed to redress the gendered, racialized, and otherwise unjust ways in which the deontic vision of humanity is challenged every day.


D. Outlook


Torture and assassination are two examples of acts that are antithetical to the deontic humanity reflected in the post-Second World War promise of a world order premised on human dignity. The current global landscape, and various ways in which security rhetoric is mobilized therein, offer little cause for complacency in the fight against these wrongs. It is vital for the law to be developed, interpreted, and implemented with renewed vigour in response to challenges old and new, and for sustained efforts to be made to root out inhumanity not only at the level of our force-wielding institutions, but also in the entrenched attitudes, practices, and normative standards which shape our securitized societies and crystallize into untold suffering and irreparable harm for the ‘others’ amongst us.
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Chapter 23


Migration, Displacement, Security, and International Law

Ben Saul



A. Introduction


Despite populist alarmism about mass migration, globally the number of migrants has been fairly constant over the past four decades as a proportion of world population—between 2.8 per cent (in 1980) and 3.4 per cent (in 2017, amounting to 258 million people).1 About two-thirds of international migrants are migrant workers,2 many of whom—uncontroversially—are encouraged and authorized to move by receiving States keen to fill labour shortages and grow their economies. Unsurprisingly, around two-thirds of international migrants reside in high-income economies,3 which also tend to be those most concerned about ‘irregular’ migration and possess the strongest border ‘security’ regimes to counter it. In addition, there are about 28.5 million refugees and asylum seekers—a record high since the Second World War—and 40 million internally displaced persons.4 Most of these are hosted in developing States.

In absolute terms, these global numbers are well within the absorptive capacity of the international community. The ‘crisis’ of displacement is a political and responsibility-shifting one, not one involving a lack of capacity or resources, or any technical difficulty in formulating effective legal rules, coordination mechanisms, or governance institutions. In recent years, irregular migration and forced displacement have become more visible, and moved up the international policy and global cooperation agendas, not so much because of the raw numbers, but because irregular movement has increased to developed States—Europe and North America. In contrast, the ‘warehousing’ for many decades of many millions of displaced persons in developing countries—from Pakistan and Iran to the African Great Lakes to the Thai/Myanmar border—proved unable to animate comparable international concern.

It is very difficult to measure the prevalence of ‘regular’ versus ‘irregular’ migration, not least because States define regularity differently and have very variable capacities to measure it.5 Perhaps a fifth of global migrants are irregular,6 with the phenomenon proliferating since the 1980s, due to factors such as economic and other structural drivers, the increased ease of international travel, and the restriction of regular migration pathways into developed States. It concerns States because they have less capacity to control who is entering their territory, for what purposes, and under what conditions.

States and their populations may accordingly express legitimate (as well as illegitimate) security and other concerns about it. Similar anxieties are expressed about refugees, whose initial flight and onward movements are often unplanned. As Germany’s reception of 1.4 million refugees from Syria from 2015 to 2018 suggests, even very wealthy and stable democracies have struggled to absorb large influxes in a way that is politically sustainable and preserves social cohesion. State attitudes to migration are often bound up in the inflammatory politics of identity, nationalism, and national security, which may result in virulently restrictive tendencies. In the New York Declaration for Refugees and Migrants in 2016, the UN General Assembly (UNGA) duly expressed concern about ‘increasingly xenophobic and racist responses’ to refugees and migrants, including religious stereotyping.7

The relationship between mass migration, security, and international law is not straightforward. The security implications of migration first depend on what type of migration is at issue and what international legal frameworks accordingly apply to it. Migration encompasses many different types of movement—from voluntary to forced, to in-between categories such as ‘economic migration’ driven by poverty, as well as ‘mixed flows’.8 Migration can be individual or involve mass influxes (or ‘large movements’9); internal or transboundary; regular or irregular (or ‘documented’ or ‘undocumented, or ‘lawful’ or ‘unlawful’); and its causes can be human-made, natural, or a combination of both.

The security implications of migration, and the international legal responses to them, also depend on how security is defined—whether as national, international, or ‘human’ security—a highly contested terrain, as the chapters in Part I of this book discuss. Thus, depending on one’s perspective, migrants may be fleeing from conflict (such as the 1.8 million migrants caught up in Libya during the civil war from 201110) or other ‘hard’ security threats such as terrorism; or they may move because of human insecurity risks, such as human rights violations, poverty, environmental degradation, natural disasters, or climate change.

In addition, the transit of migrants may threaten human security, as it may involve loss of life during perilous journeys at sea or during remote land crossings, and exploitative practices such as enslavement or human trafficking. The ‘securitization’ of migration in receiving States can itself be a further source of human insecurity, where stronger border protection forces migrants to take more dangerous and expensive routes and to engage exploitative people smugglers, rendering them vulnerable to loss of life, crime and violence, family separation, or trafficking.11

Further, migrants or displaced persons may themselves occasionally present hard or soft security threats. For example,12 they may be radicalized or recruited for violence in displacement camps. They may infiltrate mass flows of people in order to carry out attacks abroad. Even when settled in a foreign country, individual and structural drivers of violent extremism have led to some migrants (and children born in the receiving country) engaging in terrorism or becoming ‘foreign terrorist fighters’ in conflicts in third countries such as Syria or Iraq. The UN’s International Organization for Migration (IOM), however, cautions that:

the risk is that isolated contemporary incidents, or distant historical examples, are taken out of context and then projected into the future and used as the basis for sweeping generalizations about the threat that large-scale migration and asylum flows may pose to national and regional security. This may in turn inform policy choices.13

Migration and refugee policy accordingly risks being unjustifiably affected by other national or international agendas, such as counter-terrorism or preventing violent extremism.

The ‘securitization’ of displacement has involved a variety of techniques to strengthen immigration control and border protection.14 These include pre-screening; visa requirements; carrier sanctions; ‘upstream’ or extraterritorial controls in countries of origin; country of origin profiling; surveillance (from biometrics to aerial drones) and ‘big data’;15 the building of border ‘walls’; criminalization of irregular movement (as well as smuggling and trafficking); restrictions on due process and independent review; detention; naval interdiction; offshore processing; temporary protection; lower quality protection statuses; ‘safe’ third countries or ‘internal flight’ alternatives; and the use of intelligence, security, and military agencies against the ‘threat’ of migrants. Such techniques have often overshadowed more structural preventive measures, such as conflict prevention and resolution in source countries, addressing the effects of climate change, or adequately supporting human development in developing States.

International legal frameworks in relation to migration generally are relatively underdeveloped,16 including in relation to its security dimensions. Instead, a patchwork of international norms (hard and soft), regimes, and institutions apply to different facets of the migration–security nexus. This chapter focuses on the security dimensions (including terrorism) of international laws governing refugees, complementary human rights protection, and due process in the expulsion of aliens (including disclosure of classified information). Along the way the chapter identifies gaps and challenges evident in the existing regimes, and charts contemporary developments through soft law initiatives.


B. Lack of an International Migration Law Framework Addressing Security Risks


There is no specialized branch of ‘international migration law’,17 including addressing its security dimensions, in large part because States view immigration and border control, and associated security controls, as core attributes of sovereignty. As such, they are reluctant to cede domestic freedom of action to international legal regulation, at least outside of the few integrated supranational communities guaranteeing free movement such as the European Union. Regulation of a State’s population is, indeed, a necessary incident of statehood, and States have long enjoyed a very wide discretion to admit—or refuse to admit—non-citizens.18 Historically, that discretion has not always been exercised restrictively; migration control only became commonplace as recently as the early twentieth century.19

State sovereignty over migration control has been explicitly reaffirmed in recent international policy instruments whose purpose is to encourage greater cooperation—voluntary and non-binding—on irregular migration and displacement, including in the New York Declaration for Refugees and Migrants of 2016 and the Global Compact for Safe, Orderly and Regular Migration 2018.20 The Declaration duly seeks to ‘promote international cooperation on border control and management as an important element of security for States, including issues relating to battling transnational organized crime, terrorism, and illicit trade’.21 It was also accepted that States ‘are entitled to take measures to prevent irregular border crossings’.22 The Global Compact on Migrants likewise identifies potential for greater cooperation on border control, including pre-screening of arriving persons, pre-reporting by carriers of passengers, and use of information and communication technology.23 Paradoxically, greater international cooperation on migration and displacement can strengthen, rather than diminish, sovereign control of borders,24 and unilateral action is not necessarily more effective.

The New York Declaration pointedly qualifies the breadth of State sovereignty over migration by declaring that its exercise is ‘subject to that State’s international obligations’.25 International law structures national discretion in relation to migration in a number of key ways. First, a State’s freedom to refuse admission to or to expel a non-citizen is subject to its obligation not to return (refoule) a person to persecution (under refugee law) or certain other serious harms (under complementary human rights protections). These protections are in turn subject to exhaustively defined security exceptions. The Global Compact on Refugees 2018 duly acknowledges ‘[t]he legitimate security concerns of States’ and affirms that ‘[t]he primary responsibility for safety and security lies with States’, including by applying the refugee exclusion criteria, norms on human trafficking and smuggling, and the duty to separate fighters from refugees in mass displacement situations.26

States enjoy a freer hand in relation to the admission or expulsion of migrants who are not refugees or entitled to complementary protection, including in defining security exclusions. Nonetheless, where a migrant is lawfully present in a foreign State, human rights law guarantees due process in all types of expulsion proceedings (including criminal extradition) (discussed in Section F.1). There are also protections against arbitrary detention of migrants, against inhumane treatment, for family unity and child rights, and in relation to the presence and exit of migrant workers (including irregular ones).27

Beyond these minimum conditions, recent international policy instruments seek to strengthen ‘global governance’ of migration.28 The New York Declaration does so by addressing drivers and structural factors (from poverty to conflict to climate change)29 behind migration; protecting the safety, dignity, and human rights of migrants;30 facilitating opportunities for safe, orderly, and regular migration (including employment creation, labour mobility, circular migration, family reunification, and educational opportunities);31 and encouraging cooperation on returns of irregular migrants.32 In a prevailing context of strong border sovereignty, it is a challenging agenda. Even though the Declaration and the two Compacts are non-binding, aspirational agendas for cooperation, with no hard targets or allocations of responsibility, a significant number of migrant-receiving States have still refused to endorse them—including, for example, the United States, various European countries, and Australia.


C. International Refugee Law


From amongst the disparate patchwork of norms regulating aspects of migration and displacement, international refugee law contains the most explicit and developed regime addressing security concerns. Whereas States are largely free to determine any security grounds for excluding migrants, under international refugee law these are exhaustively defined in relation to refugees. The 1951 Refugee Convention contains three relevant provisions: exclusion for certain serious (mostly criminal) acts under Article 1F; a security exception to non-refoulement (non-return) under Article 33(2); and expulsion of a lawfully resident refugee under Article 32. As will be shown, refugee law contains ample grounds for dealing with security threats, not least because the drafters in 1951 had recent memory of the grave and varied security risks during the Second World War.


1. Exclusion from Refugee Status


Article 1F of the Refugee Convention excludes certain persons from refugee status, such that there is no obligation not to return such persons to persecution (although complementary human rights protection, such as freedom from return to torture, may still apply, discussed below). Article 1F may thus permit a State to refuse entry to a person to its territory, although it will often be necessary to temporarily admit a person to adequately determine their refugee claim, including to investigate whether the exclusion clauses apply.

There are three specific exclusion clauses under Article 1F. Under Article 1F(a), exclusion from refugee protection is required where there are serious reasons for considering that a person has committed a crime against peace, a war crime, or a crime against humanity,33 including where these are committed by terrorist organizations or other violent non-State actors. Under Article 1F(b), refugee status cannot be granted to a person if there are ‘serious reasons’ for considering that ‘he has committed a serious non-political crime outside the country of refuge prior to his admission to that country as a refugee’.34 A crime may be considered ‘serious’ where it is punishable by a ‘very grave’ penalty,35 as for murder, rape, armed robbery, torture, hijacking, or other violent acts.

Article 1F(b) only applies, however, to ‘non-political’ offences, which potentially excludes its application to certain national security crimes—for instance, treason, espionage, subversion, and rebellion. A crime will be regarded as ‘non-political’ when ‘other motives (such as personal reasons or gain)’ predominate.36 Even where an act is politically motivated, however, it may still be treated as non-political if: there is no clear link between the crime and its political objective; the act is disproportionate to its objective;37 the methods used are atrocious or indiscriminate;38 or the political objective is inconsistent with human rights.39 Such tests would cover most terrorist violence and thus exclude perpetrators from refugee protection.40 Article 1F(b) does not, however, automatically exclude all ‘terrorists’ from protection; an assessment must always be made of the contribution made by the individual and its severity.41

Under Article 1(F)(c), refugee status cannot be granted to a person if there are ‘serious reasons’ for considering that ‘he has been guilty of acts contrary to the purposes and principles of the United Nations’.42 This is interpreted restrictively to only be ‘triggered in extreme circumstances by [international] activity which attacks the very basis of the international community’s coexistence’.43 Examples include threats to international security, or serious and sustained violations of human rights by State or de facto State authorities.44 United Nations Security Council (UNSC) resolutions have also deemed terrorist acts to threaten international security,45 although exclusion will depend on the gravity of the act and the person’s individual contribution to it.46 Mere participation in combat47 is not sufficient; nor is mere membership in a violent State or non-State group;48 nor acts of lesser gravity such as providing logistical support (such as false passports)49 or non-military support (including medical care50 or minor financing) to a terrorist group.


2. The Exception to Non-refoulement


Under Article 33(2) of the Refugee Convention, non-refoulement ‘may not…be claimed by a refugee whom there are reasonable grounds for regarding as a danger to the security of the country in which he is, or who, having been convicted by a final judgement of a particularly serious crime, constitutes a danger to the community of that country’. The exception to non-refoulement thus applies to a recognized refugee who may nonetheless be deprived of protection because he or she poses a verifiable future risk to the country of asylum.51

Because of the grave consequence of Article 33(2), namely return to persecution, it must be stringently interpreted. Article 33(2) imposes a high threshold of very serious danger, rather than lesser threats, and which target either national security or the ‘community’ (namely, the safety and well-being of the population as a whole, not ordinary criminal activities).52 Acts which could come within its scope include those endangering the constitution, government, territorial integrity, independence, or the external peace of a country;53 as well as espionage, sabotage, and terrorist acts targeting civilians.54 The alternative threshold, of threats to the community, must be substantiated by a criminal conviction as well as evidence that the person presents an ongoing risk. Due process and standard of proof safeguards also apply.55


3. Expulsion of a Lawfully Resident Refugee


Article 32 of the Refugee Convention provides for the expulsion of a refugee lawfully present in a State’s territory only ‘on grounds of national security or public order’ (Article 32(1)). The main difference from Article 33(2) is that Article 32 is not an exception to non-refoulement and only permits expulsion to a State where the person is not at risk. The threshold for Article 32 is comparable to that under the first limb of Article 33(2), discussed above, and could extend to serious terrorist threats against the State of refuge. It would not, however, extend to ordinary criminal activities that lack any security dimension.56 The drafting record indicates that it should be restrictively interpreted, such that a refugee should only be expelled as a last resort and as the only practicable means of protecting the State’s legitimate security interests.57 Unlike Article 33(2), Article 32 includes explicit due process guarantees in Article 32(2), elements of which may be restricted ‘where compelling reasons of national security’ require.


4. Mass Influxes of Refugees and Security


In principle, the above provisions (Articles 1F, 33(2) and 32) all apply to both individual assessments of refugees as well as mass influxes of refugees. In practice, however, refugee determination in a mass influx situation is often adapted to the realities of the large scale of arrivals. First, refugee status is often granted on wider grounds than a Convention-based fear of persecution, to protect victims of conflict or grave rights violations more generally, including where there are mixed flows of people.58

Secondly, refugee status may be positively recognized on a group basis, due to the impracticality and expense of individual procedures.59 In contrast, denial of protection in mass influx situations may not, however, normally be made on a group basis, but must usually involve an individualized determination according to a fair procedure. Exclusion decisions may have to wait, however, until after the emergency phase of a new influx, when the humanitarian situation has stabilized.60 Once a person is excluded, they should be separated and removed from the refugee camp, while ensuring the safety of refugees and humanitarian personnel.61

Exceptionally, active combatants (or fighters in non-international armed conflict) do not enjoy the presumption of group-based refugee status62 and are thereby excludable on a collective basis. Armed or military activities are incompatible with the civilian and humanitarian character of asylum,63 which host States are obliged to guarantee.64 The United Nations High Commissioner for Refugees (UNHCR) recommends that States should identify, disarm, separate, and intern combatants as early as possible, including through screening at point of arrival.65 In addition, host States should locate refugee camps away from the border, maintain law, order, and security within camps, and prevent the flow of weapons into and recruitment inside camps.66 Family members of combatants should, however, be treated as refugees. Former combatants who have genuinely and permanently renounced military activities may also be entitled to refugee status upon an individual determination in a fair procedure.67 Former child soldiers should enjoy special protection, assistance, and rehabilitation.

Thirdly, protection may be provided on a temporary basis for mass influxes rather than on a permanent basis (as for individual arrivals), subject to a continuing requirement to seek durable solutions (including elsewhere),68 because the scale of mass influxes overwhelms normal absorption capacity. Protection need not, however, be limited to temporary protection, and the duration of protection is relative to the capacity of receiving States vis-à-vis the scale and nature of the influx.69 For example, even when over one million refugees and migrants arrived in Europe from the Syrian crisis and North Africa in 2015, the EU—with a population of 515 million people and an economy of almost US$19 trillion—still did not trigger its Temporary Protection Directive 2001, designed precisely to respond to a mass influx ‘in particular if there is also a risk that the asylum system will be unable to process this influx without adverse effects for its efficient operation’.70


5. Excessive Securitization of Refugees


Despite the comprehensive provisions and procedures discussed above for accommodating any plausible security risks posed by refugees, particularly since 9/11, it has become all too common for States to draw ‘unwarranted linkages’ between refugees and terrorism and to take additional security measures that impair (often unlawfully) access to refugee status.71 The UNHCR has expressed concern that asylum seekers may be victimized by public prejudice and restrictive legal or administrative measures, and that refugee protection may be eroded.72 It has emphasized that ‘[a]ny discussion on security safeguards should start from the assumption that refugees are themselves escaping persecution and violence, including terrorist acts, and are not the perpetrators of such acts’.73 Racism and xenophobia against refugees has also increased.74 The UNHCR further notes that States are required to bring terrorists to justice,75 which may not be fulfilled by excluding a person or expelling them.

In addition to the over-expansive application of Articles 1F, 32 and 33(2) of the Refugee Convention (including based on excessively broad terrorism offences) refugees have been adversely affected by other security measures. These foremost include more restrictive border controls, such as penalties for illegal entry or lack of documentation; discriminatory ethnic or religious profiling; summary processing or rejection at the border; exclusion of families based on ‘no fly lists’; non-confidential data-sharing (even with a country of persecution); and lack of gender sensitivity in immigration enforcement.76 Relatedly, unjustified detention has increased, including mandatory, protracted, or indefinite detention where not necessary or proportionate in the individual’s circumstances, or non-discriminatory.77

Thirdly, violations of non-refoulement have occurred78 including through the use of accelerated procedures or unreliable diplomatic assurances,79 limits on due process, or where expulsion decisions on security grounds lack sufficiently fair procedures.80 Violations of non-refoulement can counterproductively create conditions conducive to terrorism if returnees face socio-economic exclusion and become vulnerable to terrorist recruitment.81 Fourthly, refugees have been returned to ‘extremely volatile security and humanitarian situations’, often affected by counter-terrorism operations, where returnees lack access to humanitarian needs.82 There has, fifthly, been a reduced commitment to the proactive resettlement of refugees from abroad.83 Finally, countering human trafficking has been increasingly linked to counter-terrorism, a policy that securitizes a human rights issue and can result in punishment of victims and even increase trafficking.84


D. Complementary Human Rights Protection


Where persons are not technically refugees at risk of persecution, international human rights law provides ‘complementary’ or ‘subsidiary’ protection against other serious harms.85 The extended principle of non-refoulement protects against return to a country where there is a real and foreseeable risk of torture or cruel, inhuman, or degrading treatment or punishment;86 arbitrary deprivation of life,87 including the application of the death penalty to crimes which are not the ‘most serious’; or the flagrant denial of other fundamental human rights,88 such as the right to a fair trial,89 liberty,90 or freedom of thought, religion, or conscience.91

Unlike under the Refugee Convention, human rights conventions do not articulate express grounds for excluding from protection persons who pose security risks. While freedom from return to torture is absolute, human rights law otherwise permits necessary and proportionate restrictions to be placed on other entitlements to complementary protection. In practice, regional and national laws accordingly include security-based exceptions to complementary protection, which may be modelled or influenced by those in refugee law.

For example, in EU law, a person is excluded from complementary protection if he or she has committed an international crime, a serious crime, or acts contrary to UN purposes or principles92—thus reflecting the substance of Article 1F of the Refugee Convention. Also excluded are those who constitute a danger to the community or security of the host State93—reflecting the exception to non-refoulement under Article 33(2) of the Refugee Convention, although the EU provision technically excludes the person from protection rather than (as under refugee law) still conferring protected status but permitting return to harm. Persons fleeing from punishment for prior crimes committed abroad are also excluded.94


E. Irregular Maritime Arrivals, Law of the Sea, and Offshore Processing


The irregular movement of migrants and refugees at sea has been a challenge for international coordination and protection at least since the exodus of the Indochinese ‘boat people’ after the end of the Vietnam War in 1975. Subsequent maritime flows of people have included Haitians and Cubans to the United States in the 1980s, mixed flows from the Middle East and Asia to Australia in the 1990s and 2000s, Rohingya refugees from Myanmar throughout Asia in the 2000s, and most recently movements from North Africa across the Mediterranean to Europe.

A number of intersecting legal regimes are relevant. Under the international law of the sea, a State’s vessels have a fundamental duty to rescue persons in distress at sea95 and shipmasters must ‘do everything possible, within the capabilities and limitations of the ship, to treat the survivors humanely and to meet their immediate needs’.96 Rescuees must be disembarked at a ‘place of safety’, with minimum further deviation from a ships’ intended course.97 A ‘place of safety’ is not, however, defined, resulting in disputes about where rescuees may be landed. There is some support in State practice that rescuees should normally be disembarked at the next port of call.98 The International Maritime Organization (IMO) Guidelines 2004 suggest that a place of safety is a location where the rescue ends, the person’s life is no longer in danger, their basic human needs (such as food, shelter, and medical needs) can be met, and their onward transport can be arranged.99 Refugees and asylum seekers must not be disembarked in a place where they have a well-founded fear of persecution.100

Vessels carrying asylum seekers sometimes enter into distress because of the unsafe practices of people smugglers who have organized their voyage. While a treaty seeks to suppress the transnational crime of people smuggling, IMO standards additionally encourage States to improve maritime safety by taking steps to eliminate unsafe practices concerning the trafficking or transport of migrants by sea.101

Under international refugee law and human rights law, wherever a State exercises jurisdiction, including on the high seas or at the frontier, the State must not return a refugee or asylum seeker to a country where he or she is at risk of persecution or other serious harm.102 The duty of non-refoulement extends to both direct and indirect return to harm;103 the latter may include maritime transfer to a third country that lacks adequate protection safeguards to prevent onward return to a country of persecution. EU regulations on maritime operations explicitly preclude disembarking or transferring a person in breach of non-refoulement.104

At the procedural level, UNHCR identifies at least three types of ‘on water’ assessment procedures of rescuees: profiling or pre-screening; refugee status (or other protection) determination processing; and temporary protection grants.105 UNHCR argues, however, that full refugee processing on board ships ‘is generally not appropriate’, nor even possible given that minimum standards of reception and fair asylum determination cannot be guaranteed.106 IMO guidelines add that the masters of ships that rescue persons at sea should not participate in asylum processing on board other than to establish the identity, the name, age, gender, health and medical condition, and any special needs of a rescuee.107

Instead, UNHCR recommends that claims for protection should normally be processed in the territory of the intercepting State.108 The IMO recommends that status assessment should be carried out after disembarkation to a place of safety.109 Third-country processing may also be appropriate in exceptional circumstances of responsibility-sharing, as long as it is accompanied by adequate protection safeguards.110


F. Other Human Rights Safeguards on Security Expulsion


Outside the contexts of refugee law and status and complementary protection, there is no duty on a State to admit a non-citizen. As such, the articulation of legal grounds for a refusal—whether based on security or other reasons—is unnecessary under international law. One outermost constraint may be that where a State admits non-citizens, admission may not be refused on prohibited grounds of discrimination under international human rights law.111

Where a person has been lawfully admitted, international law likewise does not stipulate the permissible substantive grounds upon which a non-citizen may be expelled. The issue is left to national law, which may define the circumstances in which security concerns may justify expulsion. International human rights law does, however, regulate certain other aspects of expulsion, including due process, family and child rights, and liberty and detention.


1. Due Process and Review in the Expulsion of Aliens


Article 13 of the ICCPR guarantees due process for non-citizens subject to any form of obligatory112 expulsion, including extradition.113 While it does not regulate the substantive grounds of expulsion, the purpose of Article 13 is to prevent arbitrary expulsions.114 It is modelled on the due process guarantees in Article 32(2) of the Refugee Convention.115 The provision contains four key protections. First, expulsion must be reached ‘in accordance with law’, including substantive and procedural law,116 as interpreted ‘in good faith and in a reasonable manner’, and not abusively, by the national authorities.117

Secondly, under Article 13 a person subject to expulsion ‘shall…be allowed to submit the reasons against his expulsion’, which implies corollary rights to be given notice of the decision118 and to be informed of the case against oneself119 (such as the reasons and evidence upon which the decision is based), so as to enable the person to effectively respond.

Thirdly, Article 13 requires ‘review’ by a ‘competent authority’120 above, and sufficiently independent from, the original decision-maker,121 although it need not be a court.122 The remedy against expulsion must be effective123 in that it is legally binding, not discretionary.124 An appeal must be available prior to a person’s expulsion and expulsion must be suspended pending its determination.125 As the UN International Law Commission’s Draft Articles on the Expulsion of Aliens recognizes, ‘the right to challenge the expulsion decision’126 is ‘well established in international law’.127 Finally, Article 13 provides a right to be represented on appeal.128


2. Due Process and Security


While expulsion decisions must always be reached in accordance with law, Article 13 enables the other three elements of due process in the expulsion of aliens to be adjusted ‘where compelling reasons of national security otherwise require’. The UN Human Rights Committee accepts that a State enjoys a ‘wide discretion’ in the ‘assessment of whether a case presents national security considerations bringing the exception contained in article 13 into play’.129 However, it has found that where a domestic procedure does allow a person to provide limited reasons against his or her expulsion and to receive a degree of review of the case, it would be ‘inappropriate’ to accept that ‘compelling reasons of national security’ existed to exempt the State party from its obligation under Article 13 to provide procedural protections.130 Thus where a procedure has been provided in national security cases, it must still be fair.

In addition, the non-derogable requirement that decisions be ‘in accordance with law’ arguably implies a qualitative dimension to legality, namely the prevention of arbitrariness.131 As the European Court of Human Rights (ECtHR) stated when interpreting a very similar provision,132 protection against arbitrariness requires independent review even of decisions involving national security, with ‘some form of adversarial proceedings before an independent body competent to review the reasons for the decision and relevant evidence, if need be with appropriate procedural limitations on the use of classified information’.133 In a number of national security cases, the ECtHR has found that expulsion decisions were not made ‘in accordance with law’ where the reasons were not disclosed to the person, their lawyer, or an independent body.134 In such cases, where the authorities are in sole possession of the evidence, it is impossible for the affected person to present their case adequately in response to highly generalized allegations.135

Expulsions on security grounds raise difficult questions about the competing interests of the State in ensuring the secrecy of intelligence information and an affected person’s right to receive a fair hearing by seeing, and being able to effectively challenge, the allegations. Even in some democratic States, non-citizens have been expelled with very limited disclosure of the allegations, resulting in a denial of due process, illegal detention, and lack of judicial protection.136 In contrast, the ECtHR has guaranteed a minimum irreducible disclosure of security information, requiring ‘sufficiently specific’ allegations and precluding the State from relying on ‘general assertions’.137


G. Conclusion


Irregular migration and displacement intersect with international, national, and human security considerations, and the applicable international law, in complicated ways. The lack of any comprehensive international law on migration leaves States relatively free to define whom they wish to exclude for security reasons. International due process protections nonetheless apply to the expulsion of aliens, but are restricted to lawfully present aliens (leaving irregular migrants vulnerable) and may be restricted in other (but not all) respects if security requires. The protection of security information also presents special challenges for a fair hearing.

In the case of refugees or persons at risk of other serious harms, the principle of non-refoulement applies. Refugee law still accommodates States’ security concerns, including in mass influx situations, but tightly defines the applicable substantive grounds and procedural protections. Complementary human rights protection is both stronger (in preventing return to torture) and more uncertain (in less prescriptively regulating the grounds and procedures of expulsion). Despite the higher protections for refugees than migrants, since 9/11 refugees and asylum seekers have been increasingly ‘securitized’, including as regards to maritime interdiction and the declining access to, and the quality of, protection. Paradoxically, however, unilateral national responses to the security challenges of irregular migration and displacement can intensify—not diminish—what are inevitably common security challenges in a globalized world.
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Chapter 24


States and Non-State Actors and Human Security

Markos Karavias



A. Introduction


Zygmunt Bauman, in Community: Seeking Safety in an Insecure World, notes that security is a quality, ‘which the world we inhabit is ever less able to offer and ever more reluctant to promise’.1 A fleeting glance at the news headlines validates this gloomy outlook. The number of people fleeing war, persecution, and conflict exceeded 70 million globally in 2018, the highest number recorded by UNHCR in almost seventy years of its operation.2 Inequality has also increased, with sixty-two of the world’s richest people owning as much wealth as half of the world’s population in 2015.3 Climate change continues unabated with the years 2014 to 2018 being the four hottest on record.4 It should perhaps come as no surprise then that there has been a surge of inquiries into security with academics seeking to rethink, redefine, and revise the concept.5

Security operates on a number of levels, from the individual to the global. In this sense, a one-size-fits-all approach is not workable. In its most basic form, according to Kelsen, ‘security is the condition of being protected against, or not exposed to, a danger. It is an objective condition of man which, rightly or wrongly, man assumes to exist.’6 Security thus connotes the protection of an object by minimizing the threat to its survival.7 One could disaggregate security into its components, namely the referent object of protection, the actor of protection, the origin of threat, and the means of protection.8

The key question that emerges is that of the level of analysis. For international lawyers, the first port of call has been the security of the sovereign State, which is only natural considering the centrality of the State in the international legal system. In the aftermath of the Second World War, and in the context of the UN, the ‘collective security’ of States assumed a significance of nearly existential proportions. After all, the UN Charter established a system in which each State ‘accepts that the security of one is the concern of all, and agrees to join in a collective response to threats to, and breaches of, the peace’.9

Still, this State-centred reading of security has come under increasing pressure over the last three decades.10 In 1994, the United Nations Development Programme (UNDP) in its Human Development Report made extensive reference to the concept of ‘human security’. The Report argued for a move ‘from an exclusive stress on territorial security to a much greater stress on people’s security’.11 In this sense, human security encompasses ‘economic security, food security, health security, environmental security, community security, political security’.12 The concept of ‘human security’ was further refined in the Commission on Human Security’s Human Security Now. Therein the Commission made the following key findings. First, that while the State remains ‘the fundamental purveyor of security (…) it often fails to fulfill its security obligations’.13 Secondly, that it is necessary to shift from the security of the State to the security of people, that is, from State security to human security.14 Thirdly, the Commission underscored that ‘human security complements state security, enhances human rights and strengthens human development’.15 Fourth, it upheld the broader reading of the content of security envisaged by the UNDP by referring to threats such as ‘environmental pollution, transnational terrorism, massive population movements (…) such infectious diseases as HIV/AIDS and long-term conditions of oppression and deprivation’.16 And, finally, it affirmed that the State was no longer the sole actor in the context of guaranteeing the security of people, thus foreshadowing the weaving of non-State actors into discussions on human security.17

The revisiting of the concept of ‘security’ came full circle in the oft-discussed UN Secretary-General’s High Level Panel on Threats, Challenges and Change Report, entitled ‘A More Secure World: Our Shared Responsibility’, which set forth as a central challenge ‘to fashion a new and broader understanding…of what collective security means’.18 The need for this broader understanding was said to stem from the fact that the actual threats that the world faces ‘go far beyond States waging aggressive war’.19 They include ‘poverty; infectious disease and environmental degradation; war and violence within States; the spread and possible use of nuclear, radiological, chemical and biological weapons terrorism; and transnational organized crime’.20 According to the Report ‘[t]hese threats emerge from non-state actors as well as States and they threaten human security as well as State security’. 21

The above reports mark fundamental shifts in contemporary thinking on security. First, they highlight that threats to collective or global security are not solely driven by military force. Secondly, they refocus the attention on individuals as the ultimate beneficiaries of any collective—or global, for that matter—system. Finally, they open up the discourse on security beyond States and international organizations by recognizing the potential role of non-State actors in guaranteeing the security of individuals.

This chapter aims to further this thinking on non-State actors in the context of guaranteeing human security. Of course, ‘human security’ as a concept may be seen as methodologically over-inclusive. After all, threats to collective or international security, such as inter-State use of military force, necessarily imperil the security of individuals.22 For the purposes of this chapter, threats to ‘human security’ are understood as threats to the fundamental human rights of individuals. It is posited that international practice has recognized the interlinking—and potential causal—pathways between gross violations of human rights and threats to international peace.23

The chapter starts by discussing the traditional dual role of States, as violators and guarantors of human rights. Security offered by States to individuals within their territory is crucial in terms of attaining security at an international level. Indeed, lack of security within the boundaries of a State can have debilitating effects on regional or international peace. It then examines whether non-State actors can assume a corresponding dual role, looking into the role of multinational enterprises, de facto regimes, and clans through the lens of international human rights and refugee law. Finally, it reframes the category of ‘non-State actors’ more generally and posits that these actors may not be all that detached or different from States in the first place.


B. States and Security in International Law


States are presumed to effectively control portions of territory, and within such territory exercise public authority, assert a monopoly over the legal use of force, and maintain law and order.24 Due to said effective control, States are the prime originators of threat to the well-being of individuals on their territory. Individuals have historically engaged in a struggle against the legal and socio-economic power that the sovereign wields over them. The product of this struggle is human rights rules. Human rights from a historical and normative point of view are concerned with the relations between individuals and power. The internationalization of human rights in the post Second World War era amounted to an effort to create a body of law that stands extraneous to power,25 and is capable of safeguarding the freedoms of individuals against arbitrary State action.26 In the words of European Court of Human Rights (ECtHR) Judge Loucaides, human rights countermand ‘the possibility of imposing the will of the State on any person’.27 At the same time, States on account of their effective control are the prime actors of protection vis-à-vis persons within their territory to the exclusion of other sovereigns. The State then has a dual role in relation to the security of individuals, namely as violator and guarantor.

This duality is captured in contemporary human rights law. Suffice here to make reference to Article 5 of the European Convention on Human Rights (ECHR), which proclaims the right to liberty and security of person.28 On the one hand, the provision routinely applies to situations of deprivation of liberty as a result of coercive action by law enforcement agents of a State.29 On the other hand, States have been held in violation of the same provision when they acquiesce in infringements on a person’s liberty caused by private individuals.30

Parallel to guaranteeing the life and liberty of individuals within the territorial boundaries of a State, namely the security within the State, it is imperative that the security of the State apparatus itself is safeguarded. State security covers the preservation by States of their territory, values, development, and the quality of life of their population from external threat.31 The absence of danger to the integrity of a State emanating from another has been recognized as a precondition for international security. As succinctly put in a UN Group of Experts Report, ‘[i]nternational security is (…) the sum of the security of each and every State (…) international security cannot be reached without full international co-operation’.32 The same point has been made in the African Union Declaration on the Common African Defence and Security Policy, wherein it is proclaimed that ‘the security of one African country is inseparably linked to the security of other African countries and the African continent as a whole’.33 States then emerge on the international level as referent objects of protection, actors of protection, and originators of threat. In refraining from acts endangering international security, States perform a ‘public mission in the interest of international stability’.34


C. Multinational Enterprises as a Threat to Human Security


In an era of globalization, thought to erode State sovereignty and thus the centrality of States on the global plane, it has become trite to refer to multinational enterprises (MNEs)35 as a threat to human rights. Multinational enterprises pose a challenge to sovereign States in three key ways. First, the annual revenue of MNEs such as Walmart or Royal Dutch Shell dwarves that of the majority of States.36 Secondly, and more importantly, MNEs have entered ‘what used to be in many countries “reserved” state businesses in the “public service” fields’,37 such as electricity, gas transports, the operation of prisons, even the conduct of war. Finally, the multinational nature of their conduct clashes with territorially bounded conceptions of sovereignty. Multinational enterprises have the capacity to operate in a number of host countries through subsidiaries, while remaining responsive to the strategic decisions made by the parent company incorporated in the home State. Any proposal that the home State regulate the conduct of the corporation as a whole is bound to meet with criticism from the standpoint of sovereignty and interventionism.38 Conversely, the regulation of corporations by the host State may not always result in guaranteeing corporate responsibility. Host States competing for foreign investment, the argument goes, often lower their domestic standards to attract corporate investors.39 What is more, they may have weak enforcement mechanisms or may lack the capacity or resources to enforce regulatory standards in the first place.40

Indeed, there has been ample documentation of MNEs’ conduct posing a threat to human security. Perhaps the most prominent case is that of Royal Dutch Shell’s operation in Nigeria’s Ogoniland. In this situation, the Nigerian-domiciled Shell Petroleum Development Company acted as shareholder in a consortium with the Nigerian State oil company, namely the Nigerian National Petroleum Company. The purpose of the consortium was to exploit oil reserves in the region of Ogoniland. As a response to the operations of the consortium, a protest group called the Movement for the Survival of the Ogoni People (MOSOP) engaged in a campaign bringing to public attention the nefarious environmental impact of said operations. In response to the protest, the Nigerian military and police forces resorted to attacks on the villages in the area, and nine MOSOP activists were tried by a special tribunal and executed.41

The Ogoni case was brought before domestic and international fora, shedding light on corporate conduct and its interlinking with the host State. The African Commission on Human and Peoples’ Rights was called upon to hear a complaint against Nigeria turning inter alia on the violation of the right to life under Article 4 of the African Charter on Human and Peoples’ Rights.42 The Commission found that the provision had been breached ‘given the widespread violations perpetrated by the Government of Nigeria and by private actors (be it following its clear blessing or not)’.43 Whereas the Commission noted that ‘the intervention of multinational corporations may be a potentially positive force for development if the State and the people concerned are ever mindful of the common good and the sacred rights of individuals and communities’,44 it went on to stress that ‘the Nigerian government has given the green light to private actors, and the oil companies in particular, to devastatingly affect the well-being of the Ogonians’.45

At the same time, the widows of the executed activists sought relief before US domestic courts under the Alien Tort Claims Act, claiming that Royal Dutch Petroleum Co., a subsidiary of Royal Dutch Petroleum domiciled in the United States, aided and abetted the Nigerian Government in committing violations of the law of nations in Nigeria, including the perpetration of extrajudicial killings. According to the Alien Tort Claims Act, ‘district courts shall have original jurisdiction of any civil action by an alien for a tort only, committed in violation of the law of nations or a treaty of the United States’.46 The case reached the US Supreme Court, which was called upon to decide whether a claim under the Alien Tort Statute ‘may reach conduct occurring in the territory of a foreign sovereign’.47 The Court answered the question in the negative, holding that a presumption against extraterritoriality applied to the statute. Justice Roberts, writing for the majority, opined that all the relevant conduct took place outside the US. He continued stating that, even

where the claims touch and concern the territory of the United States, they must do so with sufficient force to displace the presumption against extraterritorial application (…) Corporations are often present in many countries, and it would reach too far to say that mere corporate presence suffices.48

The final act of the Ogoni saga is to play out in the Netherlands, where Esther Kiobel and three other widows of the deceased Ogoni activists sued Royal Dutch Shell. Whereas Shell argued that the jurisdictional requirements to enable the Dutch courts to hear the claim against the Nigerian subsidiary and the Dutch ‘anchor defendant’ had not been met, the District Court of the Hague, on 1 May 2019, allowed the case to go forward. More specifically, the Court granted leave to the claimants to prove that the defendant was involved in bribing witnesses in the trial of the Ogoni activists, as well as that the statements of the witnesses bribed played a role in the detention, arrest, and conviction of the activists.49

One may resort to the Ogoni case to make a number of key remarks vis-à-vis MNEs and the threat they pose to human security. Corporations bring their economic power to bear upon developing States. Still, as accurately noted by Seidl-Hohenveldern as far back as 1977, ‘even a very small State has sovereign powers, which even a powerful transnational corporation does not have’.50 Therefore, it is not so much that MNEs flagrantly act in defiance of fundamental rules of the international legal order. Rather, they do so in the shadow of, or in collusion with, the State. The State, despite its purported demise, retains a key role in guaranteeing human security, not only in its relations with individuals, but also in relations between individuals themselves, as well as individuals and MNEs.51 This role of the State becomes even more accentuated as it chooses to delegate public functions to private entities, such as MNEs, thus giving rise to ‘new fragmented centres of power…[which means that] the individual now perceives authority, repression and alienation in a variety of new bodies, whereas it was only the apparatus of the States which was perceived in the doctrine to exhibit those characteristics’.52 To the extent that threats to human security emanate from MNEs, acting in concert with the State, such threats can only be countered by the State retaining a firm regulatory grip over corporate actors entering the realm of exercising public authority.


D. De facto Regimes, Armed Groups, and Clans as ‘Actors of Protection’


Nonetheless, it is not always the case that non-State actors act in cooperation or in the shadow of the State, as with the MNEs. In the context of internal conflicts, armed opposition groups act in a manner which is antagonistic to the territorial State, seeking to supplant its control over territory. In this context, a different conundrum emerges. International human rights law is traditionally seen as binding States alone.53 Non-state armed groups are then let off the legal hook, in the sense that they cannot be held responsible under international law in respect of human rights abuses. The response to this conundrum follows two parallel tracks. On the one hand, it is argued non-State armed groups in non-international armed conflicts are nonetheless bound by common Article 3 of the Geneva Conventions of 1949, which requires each ‘party’ to a conflict to respect minimum humanitarian obligations, and customary international humanitarian law.54 On the other hand, there have been calls for a paradigm shift in the manner in which the function of international human rights law is perceived. Indeed, it has been put forward that non-State armed groups should be seen as bound by international human rights law, and that this shift is evidenced in international practice.55 More importantly, non-State armed groups have unilaterally committed themselves through the adoption of codes of conduct to baseline obligations under international humanitarian and human rights law, thus recognizing the relevance of these obligations in the context of their operations.56 In this vein, one may ponder whether non-State armed groups do not solely pose a threat to human security, but whether they can amount to actors of protection.

One may address this last point through the lens of international refugee law. International refugee law regulates a complex triangular relationship between the refugee, the State of their nationality, and the State of asylum.57 The refugee, owing to a well-founded fear of persecution for the reasons enumerated in the 1951 Refugee Convention, finds themselves outside the State of their nationality while being unwilling or unable to obtain the protection of this State.58 By crossing the border into a third State, the refugee seeks the protection of the latter. The definition of the ‘refugee’ thus builds on two key concepts; ‘fear of persecution’ and ‘protection of the State of nationality’. These two key concepts are intertwined. The failure of a State to safeguard the security of its nationals constitutes an integral element of a finding on persecution.59

It becomes obvious then that the term ‘protection’ by the State of nationality in Article 1(A)(2) of the 1951 Refugee Convention refers to the protection of human rights normally available to individuals located within their State of origin. As analysed by Fortin,

[p]rotection within the territory is provided through measures and mechanisms designed to establish the rights of the person and at setting up mechanisms to ensure that these can effectively be claimed and exercised, prevent the violation of the person’s rights, and provide remedies where such violations occur. Protection within the territory may, thus, be promotional, preventive or remedial in nature, and implies the existence and effective functioning of administrative and judicial structures, as well as the existence and effective functioning of mechanisms and procedures for the investigation, prosecution and punishment of violations of the person’s rights.60

In case such protection becomes unavailable for an individual, who then opts for flight as the ultimate option of survival, international refugee law comes into play. As the House of Lords noted in Horvath, ‘[t]he general purpose of the [1951 Refugee Convention] is to enable the person who no longer has the benefit of protection against persecution (…) in his own country to turn for protection to the international community’.61 Protection offered to individuals recognized as refugees under the 1951 Refugee Convention, in sum international protection, is considered subsidiary or surrogate in character and is triggered when the protection of the State of nationality is lacking.62

Whereas ‘protection’ in international refugee law can be interpreted to refer to that due by the State of nationality to its nationals or that due to the refugee by the asylum State, domestic courts have inquired into whether the protection can also be offered by non-State ‘actors of protection’.63 This proposition turns the traditional logic inside out. Apart from posing a risk to individuals’ safety, non-State actors may also be thought of as offering protection from persecution. This line of reasoning has a significant implication: if protection is available to the applicant within his or her country of nationality, albeit by a non-State actor in control of territory, then the ‘well-foundedness’ of his or her fear of persecution is vitiated. By implication, the said applicant is not in need of international protection under the 1951 Refugee Convention.64

One of the more interesting—and peculiar for that matter—cases, where courts have held that a non-State actor is in the position to offer protection, has been that of the de facto regime of Somaliland. Once a British protectorate, Somaliland attained independence on 26 June 1960, but was later united with the Trust territory of Somalia, which had gained independence from Italy, with a view to forming a ‘Greater Somalia’. Following the fall of the Somali government in 1991, Somaliland participated briefly in the ensuing intra-clan hostilities before retreating to the former colonial borders and declaring independence.65 Ever since the Declaration of Independence, ‘Somaliland has morphed into a de facto state exhibiting all the quintessential features of a state’ but for recognition by third States.66

In a case turning on the dismissal of an asylum claim of a Somali on account of available ‘protection’ in Somaliland, the UK Immigration Appeal Tribunal held that

[t]he administration in Somaliland operates the main functions of a government and spends a large proportion of its annual budget on security and law and order. Whilst it is not recognized as an independent state…nevertheless there has been appreciation from the United Nations for what they have achieved.67

On the basis of these considerations, the Tribunal held that under the circumstances of the case, there was sufficient protection within Somaliland and dismissed the appeal. The Swiss Asylrekurskommission has followed a similar logic. While recognizing the chaotic situations in the South of Somalia, it has noted the ‘constant progress, especially in terms of stability of institutions and security, in the north of the country, which is made up of Somaliland and Puntland’.68 It therefore has concluded that Somali claimants hailing from Somaliland clans can be reasonably returned to Somaliland and Puntland, unless they belong to vulnerable groups, such as unaccompanied minors, or they do not have a family network to turn to for support in Somaliland.69

Another category of non-State actors found to be able to offer protection equal to that of the State of nationality is clans. The leading case in this respect is DM, in which the UK Asylum and Immigration Tribunal held that majority clans in Somalia can serve as actors of protection. According to the reasoning of the Tribunal:

All that is essential for Refugee Convention…purposes, therefore, is that as a matter of fact an entity within a country or state affords effective protection. Plainly, an entity which relies for its law an [sic] order functions on drug barons or armed militias may be less able to provide effective protection than one which can rely on those functions being performed by properly trained, properly resourced and accountable police or army personnel whose standards of human conduct are exemplary.70

The Tribunal then went on to analyse the operation of clans in Somalia and held that it is beyond dispute that three major clans in Somalia each control a substantial part of its territory. It then held:

we see no logical difficulty with clan militiamen and other majority clan personnel performing quasi-governmental functions being considered as state actors (as opposed to non-state actors)…there will be a continuum of circumstances spanning the state agency/non-state actor divide.71

A similar line of reasoning was adopted by the Federal Court of Canada in Elmi, which concerned the refusal of refugee status to a Somali applicant. The Federal Court allowed the application for judicial review and set aside the initial judgment, finding that it erred in law. Yet, it refused to find an error in law as regards the reliance on behalf of the Immigration and Refugee Board on specialized knowledge. The Board had based its finding on the experience gathered by the Board in dealing with cases on Somalia. Specifically, the Board held that ‘it is one’s clan that is the de facto government and therefore the de facto agent of protection in the various regions controlled by one’s clan; it is the clan that is the social welfare agency in that region’.72

The above analysis from the perspective of refugee law lends credence to the proposition that non-State actors such as de facto regimes, armed groups, and clans may for the purposes of the 1951 Refugee Convention be conceived as actors of protection, thus validating the aforementioned paradigm shift vis-à-vis the manner in which we perceive the relationship between non-State actors and human security.


E. Revisiting Non-State Actors in the Context of Human Security


The role of non-State actors with respect to the security of individuals can be multifaceted, as non-State actors assume a variety of forms and functions. Non-State actors may have a positive role as guarantors of human security or a detrimental one as violators of human rights, just as States do. It is then imperative to revisit and lay bare the concept of ‘non-State’ actors and seek to understand what it is about these actors that differentiates them from States, and to what extent.

Discussions on ‘non-State’ actors have become a key leitmotiv in international legal scholarship ever since the end of the Cold War. At first, international lawyers were overwhelmed by the ‘demise’ or ‘waning’ of the State,73 the basic building block of the international legal order throughout the positivist twentieth century. Subsequently, they sought to come to terms with the advent of the ‘non-State’, understand its workings and examine how it fits within the corsetry of international law.

It has been argued that ‘non-state actors can be any actor on the international plane other than a sovereign state’.74 Still, using a term that does not contain a single positive attribute, leads to an analytical oversimplification. Alston has in this respect spoken of the ‘not-a-cat’ syndrome, whereby his daughter would describe a rabbit, a mouse or a kangaroo as a ‘not-a-cat’.75 The same goes for international lawyers. According to Alston, reference to the ‘non-State’ has the ‘ability to obfuscate any debate’, yet insistence upon defining all actors in terms of what they are not may not stem from ‘language inadequacies’ but may seek to reinforce ‘the assumption that the State is not only the central actor, but also the indispensable and pivotal one around which all the other entities revolve’.76 From an international law point of view, ‘key actors are divided into two categories: states and the rest’.77

Nonetheless, the State is neither the sole entity with the capacity to act on the international plane nor the sole entity bestowed with international legal personality. Today, international organizations and individuals are routinely considered subjects of international law.78 Interestingly, references to ‘non-State’ actors seem to go beyond individuals, who form the backbone of States, and international organizations, whose backbone are States. It is as if the ‘non-State’ label is reserved for those assemblages of individuals, which have not yet been woven into the fabric of contemporary international law.

The traditional, State-centred account of the international legal order builds on a number of fallacies that one needs to dispel prior to engaging in any meaningful discussion of specific non-State actors in the context of human security.

First and foremost, the juxtaposition of States to non-State actors suggests that the latter do not possess the ontological attributes of the former, and therefore the two do not conceptually overlap. In short, an entity is either State or non-State. What appears to set the two apart is effectiveness, on which the traditional criteria of statehood were almost entirely based.79 It is often presumed that what sets States apart from individuals, international organizations, and the rest is the capacity of States to effectively exercise governmental power with respect to some area and population, to the exclusion of the exercise of similar power by another State. This in turn means, as stated above, that the State is the prime guarantor of human security within its boundaries. Conversely, this should mean that non-State actors operate within the territory of a State or across national borders, always presumably finding themselves under the control of one or more sovereign States.

Of course this is not always the case. Or to be more precise, this has rarely been the case. The idea that the globe can be wholly apportioned into swaths of land, over each of which there actually exists effective control by a sovereign State, is fiction. Political scientists have increasingly engaged with the question of ‘areas of limited statehood’, that is ‘areas where central state authorities do not control the territory, do not possess the monopoly over the means of violence, and/or have limited capacities to enforce and implement decisions’.80 Limited statehood is not just limited to ‘failed’ States. On the contrary, many developing and transition States contain such areas.

The lack of a State, or to be more precise, the lack of effective control by a State over given territory does not necessarily give rise to a vacuum, anarchy or chaos: ‘[r]ather, we do find governance—both rule-making and the provision of collective goods—in areas of limited statehood which is both legitimate and effective under certain conditions’.81 This ultimately leads to the contestation of the assumption above, namely that effective control over territory is intrinsically bound with statehood. Groups of individuals other than the State, such as armed groups or even de facto regimes may exercise effective control over territory. Verhoeven has noted with respect to Somalia, the paradigmatic example of State failure, that whereas it resembled a ‘terrifying war zone’ to outsiders, it was in reality a ‘complex mosaic of traditional and imaginative informal mechanisms and pacts [which provided] a reasonable degree of stability’.82

This equally means that the centrality of the State in respect of guaranteeing security is only part of the story. Non-State actors who exercise effective control over territory may be in the position to deliver security to individuals in a measure comparable to that of States:

[B]y creating structures, procedures and norms related to governance provision, violent and criminal non-state actors learn to speak the “language of stateness”. This goal can be especially important to groups with clearly political and governance-based objectives, including secession or government replacement.83

In short, State and non-State entities may not be as radically different as imagined. State and non-State are not mutually exclusive, but form the opposite ends of the spectrum. An entity not constituting a State may still be an entity that could become a State, thus being of considerable significance from the perspective of security.

The State/non-State conundrum can further be read from a functional perspective. International lawyers have deplored the retreat of the State and the assumption by non-State actors of functions closely linked to sovereignty.84 The idea is that the more the non-State expands, the more the State wanes. Private corporations today run prisons, provide health services, wage wars. Non-governmental organizations are instrumental in the running of reception facilities for asylum applicants. Nonetheless, one needs to keep in mind that the increase in the regulatory space occupied by the non-State is not a natural occurrence, but the result of political choices. Thus, the privatization of the provision of public goods is the result of State policies, often deliberated in national parliaments, and proceeding on the basis of national laws. In sum, non-State actors may act as functional extensions of the State. In these cases, the State and the non-state are in a cooperative relationship.

This in turn raises the question of which is the entity responsible for guaranteeing human security in any given context. International legal scholarship has focused entirely on the need to submit non-State actors to international law as a means of guaranteeing respect for the human rights of individuals.85 This logic stems from a belief that non-State actors in their various guises act as autonomous centres of power that need to be restrained, a power which stands above that of the sovereign State. Still, as argued above and as exemplified by the Ogoni case, the power exercised by corporations is often power delegated to them by the sovereign or power to the exercise of which the sovereign has acquiesced. The more the sovereign State delegates powers to non-State actors, such as corporations, the more vigilant it should be towards guaranteeing human security. As the ECtHR has notably held, ‘[t]he State cannot completely absolve itself of its responsibility by delegating its obligations in this sphere to private bodies or individuals’.86


F. Conclusion


Discussions on security have witnessed a widening in terms of actors and a broadening in terms of themes. As such, we have now moved past the traditional analytical frame of the threats to security owing to the use of military force by sovereign States. In the context of human security, the individual, and its fundamental rights, have emerged as referent objects of protection. The actors of protection and actors from the conduct of which the threat originates may be both States and the wide variety of non-State actors. To insist on non-State actors as a uniform set of actors does not make sense analytically. One needs to inquire into the actual configuration of power within which the actor operates. A non-State actor, such as an armed group or a de facto regime, may itself aim to become the territorial State. Conversely, a non-State actor, such as a multinational enterprise, may act as the functional extension of the territorial State, in the sense that the latter has delegated public functions to the former. In both cases, the non-State actor emerges as a source of authority, and thus is in the position to both undermine and uphold human security.
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A. Introduction


Energy is an essential requirement of modern society, and this has given rise to the concept of ‘energy security’, understood as the ‘uninterrupted availability of energy resources at an affordable price’.1 Importantly, according to this definition, the ‘availability’ of energy resources is measured against existing energy demand, and threats to energy security are therefore threats to the supply of enough energy to meet existing energy demand.

Such threats have been addressed in different ways: some through policies focusing on energy supply (such as investment in increased energy supply, diversification of energy sources relied upon, diversification of energy imports); and others on energy demand (including energy efficiency policies and policies aimed at changing consumer behaviour).

It is not always possible to clearly distinguish between domestic and international aspects of energy (in)security, due to the fact that energy security is a function of both (domestic) demand and (domestic and/or international) threats. To put it simply, energy supply depends upon both domestic and international factors (eg, resource availability as opposed to geopolitical stability), which are so interconnected that it is difficult to distinguish where one starts and the other ends. What is clear, however, is that international law plays a fundamental role in addressing many threats to energy security.

This chapter provides an overview of existing threats to energy security and the international legal frameworks that have been established in response. The first section discusses several important challenges to energy security, including an exponential increase in world energy demand, shortages of national oil and gas deposits, the need to reduce dependence on fossil fuel production in order to counteract climate change, along with risks of geopolitical instability. The next section outlines the main domestic and international legal responses to these challenges, focusing on the mechanisms aimed to ensure that the flow of energy remains uninterrupted and at an affordable price as well as on those mechanisms aimed at increasing access to energy resources. The last section concludes the analysis with some observations on how energy security could be enhanced.


B. Challenges to Energy Security



1. World Energy Demand and Fossil Fuel Reserves


Since the Industrial Revolution in the late eighteenth century, economic development and social welfare have been largely built upon the availability and use of fossil fuels (namely coal, oil, and natural gas).

While in the seventeenth century worldwide energy demand was satisfied by firewood, wind power, and hydropower, alongside animal and manpower, the invention and diffusion of the coal-fired steam engine progressively reduced reliance on those forms of energy, which came to be replaced with coal. The expansion in the use of coal was facilitated by abundant and easily recoverable reserves exploited first in England and later in other countries in Europe, such as Germany. From the end of the eighteenth and throughout the nineteenth century, coal became the predominant source of energy in these countries, fuelling their rapid economic development and their military and political ambitions.

With the invention of modern drilling processes for onshore deep oil wells and oil refining techniques in the mid-nineteenth century, oil entered the scene. Refined oil began to be used for the purpose of lighting and increasingly also in internal combustion engines. At the end of the nineteenth century, the oil industry had expanded from Pennsylvania to Texas and California and US oil companies were exporting crude oil to England and Europe, covering one-third of worldwide energy demand. Following this trend, in the 1950s States started exploiting a third kind of fossil fuel, natural gas, which by then, together with coal and oil, covered the majority of global energy demand. At the same time, global energy demand continued to increase exponentially along with significant increases in world economic development. Nuclear energy, the energy released by nuclear fission, was seen by some as the next major source of energy, succeeding coal and oil. However, this prediction only materialized in some specific countries, such as France or Japan, which invested heavily in nuclear energy for reasons of energy security. At the global level, the energy matrix became significantly diversified, including fossil fuels, nuclear energy and [some share of] hydroelectricity. Fossil fuels remained—and still are—the main source of energy for the main energy services, thermal services, transportation, and electricity.

There have long been fears that, as they are finite, hydrocarbon resources are at risk of depletion. This fear found expression in a debate over whether we have reached ‘peak oil’.2 At a worldwide level, it is unclear whether this will happen in the foreseeable future, given that technological development (specifically the shale oil and gas revolution) is constantly redefining the size of domestic reserves. Nonetheless, at the national level, fossil fuel production has decreased substantially in many countries, either due to depletion of local reserves or because it is more economical to import fossil fuels from other countries.

Since the early twentieth century, this has increasingly led to the internationalization of the energy industry. This trend has also been enhanced by other factors, including the possibility of developing fossil fuel reserves located offshore. The Truman Declaration, after the Second World War, asserting jurisdiction over the US continental shelf was a clear manifestation of this enhanced ability to develop offshore fossil fuel resources, and it triggered a race which eventually led to the recognition of States’ sovereign rights over their continental shelves. This has potential for both conflict and cooperation, as jurisdiction over the areas in which these reserves are found has to be delimited and, even when this is possible, the deposits often straddle the continental shelves of several States. The resources underneath the Arctic provide a good example of complexities involved in such processes.

Worldwide energy demand continues to increase. At the same time, there is increasing evidence that the energy matrix is undergoing a profound ‘transformation’ from high- to low-carbon sources, due to the need to combat climate change, shifting public perceptions and, perhaps above all, major changes in the demand for fossil fuels driven by technological change.3 This transformation has deep geopolitical implications, as emphasized by a 2019 Report from the Global Commission on the Geopolitics of the Energy Transformation, chaired by Iceland’s former President, Ólafur Ragnar Grímsson.4 It is important to note, however, that the bulk of international law relating to energy security was built with a different landscape in view, modelled on the causes and consequences of the oil crisis of 1973, when the Arab members of the Organization of the Petroleum Exporting Countries (OPEC) imposed an oil embargo on the United States and other countries supporting Israel in the Yom Kippur War.5 This basic feature must be kept in mind in order to understand the international legal frameworks addressing energy security, which may otherwise appear ill-suited for the ongoing process of energy transformation.


2. Supply-side Threats: Geopolitical Considerations


Energy security is affected by geopolitical considerations in several ways. The most basic one is that energy resources, such as coal, oil, gas, and uranium, are stocks, and they are unevenly distributed around the world amongst energy resource-rich and energy resource-scarce countries.6 Some States, such as Gulf countries or Russia, hold significant reserves of fossil fuels, whereas other States (for example China, India, and Japan) and State organizations (such as the EU) are net importers of some of these resources. Reliance on imports to satisfy domestic energy demand makes these actors dependent upon their international partners. However, these sources of supply can be unstable for several reasons.

First, importers can be put under coercive pressure by exporters. Aside from the 1973 oil embargo, one example in this regard is Ukraine, which imports Russian gas.7 When, in summer 2014, Russia turned off the taps and stopped providing Ukraine with its agreed supply of gas, Ukraine was faced with the threat of gas shortages during a cold winter. The EU, as a major importer of Russian energy resources through Ukraine, played a key role in this situation and brokered a temporary resolution to the crisis.8 The three parties signed a trilateral agreement which led to the resumption of Russian gas exports to Ukraine as well as to the sale of reverse flow volumes of gas from Europe, placed at a more competitive price ($30–40 million cubic metres lower than Russian gas).9

Secondly, downstream energy importers can be vulnerable to political tension between exporters and transit countries. Again, Ukraine serves as an example, because it is not just a consumer of Russian gas, but also a transit country for Russian gas exports to Europe.10 Over the last fifteen years, Europe’s gas supply has been affected by the increasing tension between Ukraine and Russia, exacerbated by the war in Eastern Ukraine and Russia’s annexation of Crimea.11 On three occasions, Russia has interrupted gas supply to Ukraine (in 2006, 2009, and 2014),12 leading to a drop of up to 30 per cent in gas pressure in the pipelines of countries such as Austria, France, Germany, Hungary, Italy, and Poland.13 This has cast doubt on Russia’s reliability as a gas supplier, and has, as a result, led European countries increasingly to turn to other partners, such as Qatar and the United States, who are now major exporters of Liquefied Natural Gas (LNG) worldwide.14 Recently, Germany announced the construction of two LNG terminals through which US LNG could reach the German market and, from there, the European gas market.15

Thirdly, security of imports can also be threatened by factors that are beyond the immediate control of the exporting countries. For example, a crash in oil prices can affect countries whose revenues are highly dependent on oil exports and even lead to the reduction of their production capacity. Indeed, lower revenues may lead to under-investment in production capacity and thereby curtail future export prospects. This can be illustrated by the case of Venezuela, which was the fourth largest producer of crude oil and became a country whose ‘oil exports are headed toward zero’.16

Conflict or political instability in an exporting country can also undermine the energy security of importers. For example, in June 2018, one of the two main Libyan factions, the Libyan National Army, froze oil exports, purportedly in response to corruption in the industry, leading to a sharp increase in global oil prices, with adverse—albeit transitory—effects on EU oil imports.17 Indeed, in some countries, the presence of valuable resources can itself be a ‘curse’ and generate domestic political instability18 when the normal political order breaks down. At its worst, exporting countries can also become subject to sanctions preventing them from exporting their resources, as illustrated by sanctions adopted against Iraq, Iran, and Libya.

It is important to note that the internationalization of energy markets is a double-edged sword. Dependence on foreign resources may create insecurity but the diversification of foreign sources, which is a key dimension of internationalization, can offset such insecurity. This can be illustrated again by reference to Libya’s oil exports in 2018:

Libya’s growing output has…been able to stave off some unexpected production declines—such as the 150,000 barrels per day drop in Iranian production that was offset by Libya’s 100,000 barrels per day jump. Saudi Arabia boasts that its total spare capacity is in excess of 1.3 million barrels per day, but that won’t cover the almost 2 million barrels per day Iran exported in August. With the Trump administration’s Iran sanctions kicking back in November 5, Libya’s importance to the stability of the global oil markets will only increase in importance.19

Besides geopolitical factors, other important factors have a bearing on energy (in)security, as discussed next.


3. Demand-side Threats: Stranded Fossil Fuel Assets and Insufficient Planning


One might think that measures relating to the transition to a low-carbon economy, such as efficiency measures, renewable energy mandates, and the like, could have no adverse impact on energy security. This is because such measures are designed to reduce reliance on foreign stocks of energy resources. This is certainly true to some extent. Efficiency and renewable energy policies adopted as part of efforts to curb climate change can be seen as a means to be less dependent on fossil fuels, either because energy demand is lower (buildings, equipment, and appliances use less energy to perform the same task) or because it is satisfied in another form (such as electricity generated from renewable sources). On closer inspection, however, the energy transformation driven by the need to respond to climate change can have significant adverse effects on energy security, at least if no suitable plan anticipating these effects is put in place.

First, there is now a vast body of climate change law at the international,20 transnational,21 and domestic levels,22 which, if properly enforced, may place limits on the use of fossil fuels. Countries which do not plan for a more diversified energy matrix may face the insecurity arising from ‘transitional risks’, such as the risk of adverse impact on the fossil fuel industry (and other industries exposed to it) resulting from laws and regulations to limit emissions. Such risks may arise both from the economic collapse of the domestic energy industry (thus exposing a country to the risks of importing energy) or from mismatches between energy demand and domestic capacity. There has been much debate about ‘stranded’ fossil fuel resources, namely resources which cannot be extracted and used due to climate change targets.23 The debate typically pits against each other two perspectives, that is, a ‘moralistic’ perspective and a ‘cynical’ perspective, with attempts at bridging the gap between the two by ‘timeframe’ arguments. In short, requiring that fossil fuel resources stay underground in order to comply with climate change legislation (the moralistic view) has been criticized by those who believe that no State, faced with energy shortages, would allow that (the cynical view). In fact, the latter view holds that climate legislation remains vague and its implementation weak. Between these two extremes, some argue that the reasons why fossil fuel reserves can be extracted and used is that the timeframe of climate change policies allows for that, at least transitionally. In this debate, the question of whether fossil fuel resources will remain unused (stranded) or not seems to depend almost entirely on the stringency and enforcement of climate change policies.

Yet, there is a subtler and, in our view, much stronger reason why energy transition policies may have an adverse effect on energy security. As shown by a study published in Nature Climate Change in 2018, existing investments in renewable technologies, energy efficiency, and electric vehicles are already driving a decline in demand for fossil fuels.24 In the scenarios analysed by this study, demand for fossil fuels will peak around 2040, leading to the stranding of fossil fuel assets in high-cost producers, such as Canada, the United States, and Russia. The study argues that this will be the case ‘even if major fossil fuel producers (such as the US) refrain from adopting climate change mitigation policies’.25 If further policies to reach the targets set by the Paris Agreement are also adopted, the decline in demand for fossil fuels is likely to be more sudden and steeper.26 The security of energy supply would then be affected unless policies to avert this scenario are adopted, such as a reduction in the current rates of investment in fossil fuels and, more generally, divestment from them.

Thirdly, climate change can also lead to disruptions in energy supply, and as such to energy insecurity more generally, through a range of extreme weather events which climate change makes much more likely. These include not only hurricanes (also called typhoons or cyclones), with direct impact on the operation of the electric grid, but also heat- (and cold-) waves, which dramatically increase energy consumption and may lead to supply interruptions, as well as slow onset events which may require far more energy to be produced (for example substantial increases in average high temperatures in some regions, which require much more energy to provide thermal services, such as air conditioning).

Both supply- and demand-side threats are well-known and relatively well anticipated. However, as discussed in the following section, whereas the energy transition has led to significant changes at the level of domestic policy, most notably through diversification policies, at the level of international law the main prism through which energy security is approached remains based on fossil fuel stocks.


C. Legal Responses to Energy Security



1. Domestic Approaches


At the domestic level, the main responses to energy security threats have traditionally focused on (a) diversification policies (of energy sources and foreign suppliers) and, more recently, (b) efficiency policies (relating to buildings, equipment and appliances, and vehicles and transport systems). Each of these policies will be discussed in turn.

Regarding diversification, some States have addressed these threats by investing in the production of alternative energy resources, such as nuclear energy. This is the case, for instance, for countries such as France where the production of nuclear energy supports most of its domestic energy demand.27 The decision to invest in nuclear power plants in France pre-dated discussions on climate change and was mainly driven by energy security reasons (reliability of the supply at a low cost).28 Nuclear energy production has been economically beneficial in France, as suggested by a pro-nuclear think tank,29 but the environmental impact of the industry is more controversial.30

Other States have opted to increase their reliance on a more traditional source of energy, namely hydropower, which exploits the water flow of a watercourse, and as such is a renewable source. Hydropower plants are certainly not a panacea. A 2016 study demonstrated that they are responsible for significant greenhouse gas emissions.31 Moreover, the construction of large dams to operate a hydropower plant, besides requiring large investments, can pose serious risks to the health and safety of the people living in their vicinity (such as indigenous communities) and to the environment (including biodiversity of a region). The collapse of a hydroelectric dam in Laos in 2018 provides a concrete reminder of this risk.32 Furthermore, the use of a watercourse to produce hydroelectricity can conflict with other existing (or potential) uses, such as fishing and irrigation, as well as with the interests of downstream and upstream States. There is an extensive body of case law showing that watercourses used for hydropower generation can be a source of conflict, especially at the international level.33 More recently, there has been massive investment in non-hydro renewable energy technologies, such as solar panels and wind turbines. Schemes incentivizing these energy sources are commonplace, with countries from Germany to South Africa, China, and the United States having set targets and established promotion schemes. India and the United States offer two good illustrations. In India, the Electricity Act was amended in 2003 to introduce targets for renewable energy generation and requires the State Electricity Regulatory Commissions to pursue such targets (8 per cent share by 202234) through a system of Renewable Purchase Obligations (RPOs) imposed on utilities under their jurisdictions.35 In the United States, the 1992 Energy Policy Act36 provided tax incentives for facilities producing electricity from renewable sources, such as the ‘Renewable Electricity Production Tax Credit’ (PTC) or the ‘Business Energy Investment Tax Credit’ (ITC). The first provides a tax rebate for part of the electricity produced by renewable facilities whereas the second provides a rebate based on the amounts of investment in new renewable energy facilities. These investments have not yet resulted in a non-hydro renewable energy industry capable of providing the bulk of energy needs. All in all, diversification is about striking a country-specific balance amongst different sources of energy.

With regard to energy efficiency policies, most countries rely on a patchwork of laws to manage the energy transition.37 Importantly, these patchworks are not necessarily coherent, with policies to support both renewable energy and fossil fuels coexisting, sometimes even in the same instrument, as in the United States.38 Energy efficiency is addressed through instruments focusing on buildings, equipment, appliances and vehicles, either separately or in combination. The EU offers a good illustration of how this is handled. In addition to some object-specific instruments, such as the 2010 Energy Performance of Buildings Directive (EPBD),39 the 2017 Energy Labelling Regulation (ELR),40 or the 2009 Clean Vehicles Directive (CVD),41 it adopted a more general instrument in the form of a 2012 Energy Efficiency Directive.42 The latter requires States to set ‘indicative national energy efficiency targets’ in their national plans and pursue them through a range of measures from the energy demand (or ‘use’) and supply sides. Energy use measures43 include requirements in renovation of buildings, public procurement of energy efficient products, services, and buildings, an ‘energy efficiency obligation scheme’ for energy distributors or retail energy sales companies, energy audits, and metering and billing information for end consumers (for them to track their energy consumption more clearly). Energy supply measures44 are organized according to activity segments, namely heating and cooling, as well as transformation, transmission, and distribution.

Domestic energy diversification and efficiency policies are closely connected to international legal frameworks relating to energy security. As discussed in the following section, international law touches upon energy security in various ways, whether directly (such as through establishing a buffer system to address sudden shortages, or creating and securing routes for energy resources and products to move across boundaries) or indirectly (creating the general conditions for investment in energy, joint production, and trade).


2. International Legal Frameworks



a. Direct Response: The International Energy Agency Sharing System


Perhaps the most direct and specific approach to respond to energy security threats in international law was the so-called ‘Sharing System’ of the International Energy Agency (IEA), established in 1974 in response to the oil crisis of October 1973.45 This crisis resulted from the oil embargo instituted by some Arab OPEC members against the United States and other industrialized countries in response to measures adopted by the US government (including offering military support to Israel in the Yom Kippur War). As a result of the embargo, global oil prices quadrupled, rising from $2.90 per barrel to $11.65 per barrel.46 The effects of this crisis were widespread and long lasting. Indeed, the crisis affected energy demand worldwide, by making oil prices remain at unprecedented high levels even after the embargo ended. This very crisis is what prompted the international community to establish an intergovernmental organization such as the IEA, which represents the interests of oil-importing countries to counterbalance the market power wielded by oil-exporting countries acting through OPEC.47

The IEA’s original mission was to devise cooperative strategies to respond to future oil crises or other energy security emergencies.48 The first and foremost strategy developed consisted of requiring IEA member States to hold emergency oil reserves which could be released to the market to respond to oil supply shocks or any other form of oil shortage. These emergency stocks, in the form of government stocks, industry stocks, agency stocks, or a combination thereof, need to be ‘equivalent to at least ninety days of net oil imports’.49 This is the most important condition that acceding States need to fulfil in order to become IEA members.50 The decision on funnelling oil into the market rests with the IEA Secretariat in consultation with the IEA member States, and it is based on an assessment of the impact on the oil market of the emergency in question.51 The potential release of emergency stocks is, however, a short-term measure, as it is not aimed at adjusting the oil price but rather buffering the impact of such an emergency. Further, it is a collective measure involving all IEA members, as each of them is called to contribute proportionately in accordance with its ‘share of total oil consumption among IEA member countries’.52 In addition to the release of oil stocks, there are a number of other measures that members can adopt, such as restraining demand or substituting oil with other energy resources. All of these measures are summarized in Figure 25.1 below.53



[image: display]Figure 25.1 Summary of measures that IEA member countries can adopt to respond to oil shortages





The IEA resorted to this collective mechanism on three occasions, namely (i) before the Gulf War (1991); (ii) after hurricanes Katrina and Rita in the Gulf of Mexico (2005); and (iii) after the Libyan Civil War (2011). Besides oil, the IEA is developing mechanisms to respond to challenges arising in relation to the secure supply of other energy resources, such as natural gas54 and electricity.55


b. Facilitation of Energy Flows: Pipeline Treaties


Another important approach to address energy security is to facilitate the conditions through which energy flows move across boundaries. This can follow two main perspectives, namely the organization of the movement as such (through pipeline agreements) and the underlying liberalization of energy flows (through trade and, to some extent, investment agreements). Here we discuss the first perspective. The second is discussed in the following section.

Pipeline agreements govern the construction and/or operation of pipelines across territorial and/or maritime boundaries. The extent to which these treaties can enhance energy security depends upon two factors: (i) the centralized ownership and operation of the pipeline system, and (ii) the existence of a dispute settlement mechanism.56 Basic models of pipeline treaties where there is no single owner or operator of the pipeline may enable an uninterrupted flow so long as there is no disagreement between the contracting parties.57 In this framework, each owner or operator is responsible, individually, for the construction and operation of the pipeline section under its jurisdiction; issues arise when either the energy-exporting country or the transit country fail to comply with the terms of the treaty.58 In this situation, the energy-importing country, in the absence of a dispute settlement mechanism, can only seek a political resolution, which is often what it hoped to avoid in the first place.59

Conversely, energy security is more effectively achieved by more advanced models of pipeline treaties.60 When the construction and operation of the pipeline is entrusted to a single owner/operator,61 or even to an organ with separate legal personality and financial autonomy, which acts and takes decisions on behalf of the contracting parties,62 the political dimension involved in this activity is less pronounced. The same can be said of dispute settlement mechanisms. If a dispute arises concerning the operation of the pipeline, the parties will be able to bring it before a tribunal. One illustration is provided by the West African Gas Pipeline tribunal, which is composed of five judges (one judge of the highest court from each of the four States Parties, and the fifth judge appointed by the President of the ECOWAS Court of Justice from judges of that court).63 If the exporting country or the transit country fails to comply with the treaty, the energy-importing country can challenge the non-compliant Member State for failure to comply with its transit obligations.64 This amounts, in practice, to the adoption of countermeasures.65

Pipeline agreements usually contain transit obligations. Some are relatively weak. States Parties are required to ‘make every effort to ensure the uninterrupted flow’ of oil or natural gas through the section of the pipeline under their jurisdiction.66 This, by definition, does not guarantee the flow of the resources; it is a mere ‘best endeavours’ obligation.67 In other pipeline agreements, States Parties undertake, instead, an obligation to achieve a certain outcome and, thus, an obligation of result.68 One example is the Baku-Supsa Pipeline Agreement, where States Parties are required not to interrupt or impede the flow of petroleum through the pipelines located under their jurisdiction.69 This is a stronger obligation as the flow of energy resources has to be guaranteed. Non-compliance with this obligation can be challenged by the energy-importing country and the latter can take action against the party in breach.70

There is an important exception to the obligation relating to the transit of oil and gas through pipelines.71 States may interrupt or impede the transit of oil and gas in circumstances where the operation of the facilities may create a threat to public health, safety, property, or the environment.72 In these circumstances, however, the State in whose territory the interruption of flow has taken place must give immediate notice, including notice of any justification to the other contracting party.73 Likewise, the State must also use its best endeavours to eliminate the reasons underlying the interruption and restore the flow at the earliest opportunity.74

One interesting case study of the legal complexities surrounding the laying of pipelines and their operation is provided by the Nord Stream gas pipeline project connecting Russia and Germany, passing entirely through the Baltic Sea.75 Increasing tensions between Ukraine and Russia led to the construction of two lines between 2011 and 2012. Subsequently, a project to double the carrying capacity of Nord Stream was envisaged (Nord Stream 2 or NS2). Construction of these two additional lines is almost complete but it has come under criticism in Europe and in the US.76 The major concerns raised in relation to NS2 relate to Russia’s role as an exporting country. Some European countries and the United States argue that these new lines would increase the strategic role already played by Russia and the giant Russian gas company, Gazprom. In turn, this could threaten Europe’s gas security by making it even more dependent on Russia’s gas exports, and further isolating Ukraine.77 This would also increase Europe’s vulnerability to the Russian supplier Gazprom, which would be the owner/operator of the pipeline.78 In the absence of a pipeline agreement regulating potential energy security issues, the completion and operation of the NS2 pipeline could prove problematic. One possibility would be to have Nord Stream 2 governed by EU law. Germany has opposed this option on the grounds that it would make the project uneconomical and unviable. In early February 2019, however, an understanding was reached amongst EU countries whereby they would allow the project to be completed but brought under the rules (including competition rules) governing the EU internal energy market. In exchange, Germany would remain the lead negotiator of the project.79 In accordance with this approach, (i) Russia would continue exporting gas to Europe via Ukraine, and (ii) Gazprom’s control over the pipeline would be limited.80 EU law rather than ad hoc pipeline treaties would be the controlling framework. What seemed to be an adequate compromise has, however, proved to be insufficient. The completion of the project has recently been slowed down by a set of sanctions approved by US President Trump targeting companies involved in pipe-laying for the construction of NS2. These sanctions, which were adopted on 20 December 2019 by the US Senate as part of their annual defence bill (the National Defense Authorization Act or NDAA),81 had an immediate effect on the finalization of the Nord Stream 2 project. One day after the National Defense Authorization Act became law, one of the companies involved, Allseas, issued a statement announcing that it suspended its Nord Stream 2 pipelaying activities in ‘anticipation of the enactment of the…NDAA’.82 Allseas also declared that it would wind down operations in compliance with the terms of the National Defense Authorization Act83 and wait to receive ‘guidance comprising of the necessary regulatory, technical and environmental clarifications from the relevant US authority’.84 It is too soon to say what long-term consequences these sanctions will have on the completion of the Nord Stream 2 project. There is no doubt, however, that, in the absence of EU countermeasures, they will at best delay completion. These sanctions, which are arguably aimed to protect US national security and Europe’s energy security,85 were labelled by Germany’s Finance Minister Olaf Scholz ‘a severe intervention in German and European internal affairs’.86 This shows that, even when EU law operates as the controlling framework, EU energy security may be endangered or enhanced—depending on whether one adopts the EU or the US interpretation—by exogenous factors such as the sanctions in question.


c. Facilitation of Energy Flows: Setting the Playing Field


Aside from the more operational matters of transit, international law plays an important role in connection with the liberalization of energy markets and, more specifically, market access for energy resources, products and services, and non-discrimination disciplines. Two major multilateral frameworks can be referred to as illustrations: the system of treaties under the aegis of the World Trade Organization (WTO) and the Energy Charter Treaty87 (ECT).

Under the WTO agreements, WTO members may not discriminate against each other in relation to trade in goods, except in some cases by way of import and export duties. The application of non-discrimination standards to energy-related services is more limited, as it is conditioned on the inclusion of a service sector in the schedule of commitments of the relevant country (under the General Agreement on Trade in Services (GATS)). Oil, natural gas, and electricity count as goods for these purposes, whereas the transmission of oil, gas, and electricity count as services.88 WTO energy-importing members can challenge other members by requesting the establishment of a panel, which is in practice automatic, to determine whether the respondent is in violation of its obligations under WTO agreements.89 If the claimant is successful, the respondent WTO member has to comply with the relevant trade disciplines, and if it does not, the claimant is entitled to retaliate by suspending WTO obligations owed to that member.90 One difficulty with this arrangement is that, since many energy-exporting countries do not have diversified economic sectors, it might be difficult for an energy-importing country to find a sector against which it can retaliate.91 It is notable that OPEC members, which are also WTO members, have not been challenged, for example, in relation to their price-stabilization policies that affect exports and appear to be illegal prima facie under WTO law.92 This has been explained partly in terms of political considerations93 and shows that the existence of the WTO dispute settlement mechanism is not necessarily sufficient to guarantee energy security. In addition, WTO rules only apply to WTO members. In the energy sector, this may be problematic since some important energy-producing countries are not WTO members (such as Libya). To some extent, this gap is filled by the ECT, which regulates various energy-related issues for European States as well as former Soviet Union countries. The ECT incorporates WTO rules on trade in goods by reference,94 which apply to non-WTO members.95

The ECT gives its signatories (many of which are energy-importing countries) a tool to enforce compliance with trade-related provisions. Annex D of the ECT deals with trade-related disputes where at least one party is not a WTO member.96 It establishes a mechanism similar to the WTO dispute settlement mechanism, where the complainant, under certain circumstances, can request the Energy Charter Secretariat to establish a panel and adjudicate the matter.97 The ECT panel functions in accordance with rules of procedure ‘as close as possible to those of the GATT [General Agreement on Tariffs and Trade]’ and must take into consideration and be guided by the interpretations given to the GATT by WTO panels.98 As with WTO-related disputes, once the panel report is adopted, if the non-compliant party does not remove the non-compliant measure, the complainant is entitled, subject to a specific procedure, to retaliate bilaterally by suspending trade-related obligations owed to that ECT party.99 The same concerns raised above in relation to countermeasures adopted in response to WTO obligations apply here. Establishing energy partnerships can be a long and complex operation, involving politics, money, as well as infrastructure, and energy-importing countries will consider carefully before endangering an existing relationship with an energy-exporting country.

The WTO system and the ECT also cover questions of transit, although only as a matter of principle rather than in connection with the specific development and operation of pipelines. Article V of GATT 1994 requires WTO members to ensure freedom of transit through the territories of WTO members, and specifies that charges and other regulations applicable to goods in transit must be reasonable and non-discriminatory in terms of the origin of the transit traffic. The ECT follows the same system. Article 7 requires the ECT parties to ‘take the necessary measures to facilitate the transit of energy materials and products’. Whether the reference to ‘facilitation’ makes this obligation weaker than Article V of GATT 1994 is somewhat debated.100 On other points, Article 7 is rather more detailed. In particular, Article 7(6) requires any ECT parties involved in a dispute about transit not to ‘interrupt or reduce…the existing flow of [e]nergy [m]aterials and [p]roducts’ (unless this is permitted by a relevant agreement) but instead to engage in dispute settlement procedures set out in Article 7(7).

In addition to the WTO Agreements and the ECT, numerous Free Trade Agreements (FTAs) contain rules relevant for energy. But the overall logic is comparable. Their focus is to establish a level playing field for the liberalization (within specifically negotiated bounds) of energy resources, products, and services. Liberalization is not directly a response to an energy security threat, but it certainly lays the ground for energy to circulate more freely and, thereby, for energy-importing countries to have facilitated access to it.


D. Concluding Observations


As discussed in this chapter, the international legal framework relevant to energy security considerations is largely focused on the idea of energy as a ‘stock’ (eg, resources of coal, oil, gas, uranium), which is unevenly distributed across countries and thereby creates vulnerabilities for energy-importing countries. This picture may be slowly changing as a result of the energy transformation, namely the increasing role played by renewable energies, particularly non-hydro energies, in the energy matrix. Indeed, such energies rely on ‘flows’ (wind and sunlight) rather than stocks and, as a result, their political configuration is entirely different. This has been recognized in the aforementioned 2019 Report of the Global Commission on the Geopolitics of the Energy Transformation.

This being said, the international legal frameworks governing energy security have certainly not lost their relevance. Fossil fuels remain, at present, the main underlying source of thermal services, transportation, and electricity. Secure and continued access to them remains therefore very important. This is the case even if the redistribution of energy resources implied by the shale oil and gas revolution is taken into account. As a general matter, international law responds to energy security threats by establishing specific collective mechanisms (for instance under the IEA) and by facilitating the flows of energy resources across countries through pipelines and pipeline agreements, as well as through foundational instruments liberalizing energy resources, products, and services.

Over time, as the energy transformation reduces the demand for fossil fuels, the economic and strategic configuration of energy security will likely change, and quite significantly so. Energy security may then become much more a question of access to the relevant technologies to generate it from ‘flow’ sources. Contemporary international law also addresses some aspects of what energy security may become in the future, for example through agreements relating to trade, investment, and intellectual property. As long as energy markets remain internationalized, international law will have a significant role to play.
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Chapter 26


Financial Crises

Jasper Finke



A. Introduction


The possible impacts of financial crises can be devastating. They do not merely affect the financial industry nationally, regionally, or globally. They can create spillover effects to the real economy, thus causing a long-lasting economic downturn, as happened, for example, during the Great Depression that unfolded after the so-called ‘Black Monday’ and ‘Black Tuesday’.1 Prolonged economic recessions or depressions in turn impede the State’s ability to provide public goods. Especially sovereign debt crises force States to reduce public spending, which requires cuts in the public health and education system, a decrease in social welfare benefits generally, lower salaries and pensions for public employees, and fewer public employees. In short, States lose the capacity to act, which may even include the ability to uphold public safety. Both a decline in public safety and higher poverty rates can cause mass migration, which can destabilize neighbouring States or even entire regions. While financial crises do not necessarily have all these consequences, they do have a destructive potential beyond the individual State.

It might therefore be unsurprising that we can observe structural and conceptual similarities in how States respond to situations that are more broadly perceived as security crises and financial crises. This chapter will demonstrate how an ‘emergency mindset’ is present in debates on what role law has played and should play in responding to financial crises. Since modern economic history has experienced many financial crises, two case studies will be used to illustrate the presence of an ‘emergency mindset’ in such situations, which is conceptually similar to traditional security crises: the 2008 global financial crisis and the still unresolved multilevel financial crisis in the Eurozone.2 First, the term ‘emergency mindset’ will be explained in more detail before illustrating how it has shaped not only economic responses but has also influenced the legal perspective on the 2008 Global Financial Crisis and the Eurozone Crisis. In lieu of a conclusion, an outlook will stress the importance for a more phenomenological and less normative approach to financial crises.


B. Emergency Mindset


‘Emergency mindset’ is not a technical or legal term. It is rather used to describe a general framing that influences and informs debates on crises from a legal perspective.3 It establishes the parameters and limits for such debates without indicating or prescribing specific results, even though it affects the arguments that will be heard. In the following, I will briefly explain why an emergency mindset features so prominently in debates on security crises and how the debate, due to the inbuilt biases of this frame, pays too little attention to the transforming power of crises; why it assumes that crises are temporary deviations from normality and that solving a crisis will restore this normality without taking into account what has changed as a consequence of a crisis.


1. Emergency Powers


The perception of crises as temporary deviations from normality is the main reason why concepts of emergency powers figure so prominently in legal debates on crises. Their history is closely connected to the archetypal security crises, that is war, rebellion and, to a lesser extent, riots.4 Traditionally, emergency powers enlarge the power of the executive vis-à-vis other actors, especially the parliament and the judiciary for the duration of the crisis so that the executive can effectively respond to the challenges and restore security and stability.5 With the advent of human rights, a new dimension of emergency powers emerged: the constraint or suspension of individual freedoms.6 Still, their legal or constitutional design varies significantly.

It is possible to distinguish two fundamentally different concepts: models of extra-legality and models of accommodation, especially constitutional accommodation of emergency powers.7 While extra-legality rests on the assumption that law is suspended during times of crisis, either factually because it is disregarded or through a formal act of suspension, most constitutions feature some kind of emergency powers clause.8 At their core all these models have a self-defence hypothesis. A State, like an individual, may take the means necessary to defend itself against its enemies if its existence is at risk.9 Not only do efficiency considerations trump other concerns, it is also assumed that a State must be able to act swiftly and that the executive is best situated to provide such a resolute and prompt response. Whether this requires the (partial) suspension of the legal order or whether this can be dealt with through constitutional emergency provisions, has been, and will continue to be, discussed anew with every major big security crisis. It is therefore not very surprising that the 9/11 terrorist attacks revived the debate on emergency powers and on how these should be designed to avoid abuse.10

Emergency power provisions are, however, not restricted to national constitutions or domestic laws. International treaties also contain provisions that enlarge the power of certain organs in times of crisis. The most prominent examples are the powers of the UN Security Council (UNSC) under Chapter VII of the UN Charter. Their similarity to constitutional emergency powers is striking for several reasons. For one, the Charter has been likened to a constitution, not a domestic, but an international or a global one.11 Secondly, Chapter VII confers very broad powers on an organ that has been described as executive-like.12 And thirdly, apart from the veto power of the P5, there is little constraint on the UNSC’s use of its Chapter VII powers.13


2. Dynamics of Crisis as a Challenge to Law


The ‘emergency mindset’ is pertinent beyond (constitutional) emergency powers. It also manifests itself in the clash between the dynamics that crises trigger and the impact that these dynamics have on law as a static system. To illustrate this relationship, it is helpful to start by stating the obvious: most crises are not legal crises. Instead, law is a tool to implement strategies to combat a crisis, to achieve thus non-legal goals.14 To that end, States either implement new laws or use existing laws as the basis for their crisis response measures.

At the same time, even though crisis response measures take the form of law, they are also frequently perceived as being unlawful. In many cases, it is contested whether the laws that are invoked as the legal basis can actually sustain these measures since this would require a reinterpretation and a usually more expansionist reading of these provisions. This also applies to situations, in which crises response measures are thought to be incompatible with constitutional provisions and human rights. Yet, reinterpretations in light of the new realities stemming from a crisis are always met with considerable scepticism.

In this regard, the debate on the expansionist reading of Chapter VII powers of the UNSC is again very informative. In response to the many security crises and other challenges after the end of the Cold War, these powers have been given a continuously broader understanding. This is why some authors now apply an extra-legality model of emergency powers to conceptualize the legal dynamics that security crises triggered.15 Reinterpretation in response to security crises is, however, not confined to the debate on the Chapter VII powers of the UNSC, but includes also the right to self-defence after the 9/11 terrorist attacks. The proclaimed ‘war on terror’ that followed was also accompanied by attempts to reinterpret central provisions of international humanitarian law. Amongst the most contested questions are the requirements for direct participation of civilians in hostilities16 and the spatial and temporal limits of ‘armed conflict’.17


C. Emergency Mindset in the 2008 Global Financial Crisis and the Eurozone Crisis


This emergency mindset in its different manifestations can also be observed during financial crises. These are also perceived as times of emergency, and are experienced as threats to the stability and security of global financial markets that, if not contained in time, could spread and infect other parts of the economy and cause a comprehensive economic crisis.18 In that respect, we can also observe how the dynamics of a crisis challenge how lawyers conceptualize law’s functioning, turning to concepts of necessity, extra-legality and efficiency to provide legitimacy, even if these measures do not adhere to ‘normal’ standards of legality.19 To illustrate this emergency mindset, it is necessary to provide a brief summary of the events that led to the 2008 Global Financial Crisis and the Eurozone Crisis and highlight some of the responses to it. Given their complexity, this summary remains essentially compact. Still, it is sufficient to illustrate why a security mindset is prevalent also in the legal debates on financial crises and why this mindset is too narrow as it turns a blind eye to the transforming power of such crises.


1. The 2008 Global Financial Crisis


Most crises start long before they are perceived as such. This is also true for the 2008 global financial crisis20 that already began to unfold in 2007 with a crisis in the US subprime housing market.21 Despite all efforts to contain it, the crisis spread, causing a full-blown global financial crisis. Several factors combined were responsible for creating this ‘perfect storm’.22

One major problem was excessive mortgage lending and borrowing that was, at least partially, politically driven. The declared political will to continuously increase homeownership meant that banks had to provide more loans and mortgages at relatively low interest rates. The two governmentally supported banks, Freddie Mac and Fannie Mae, were crucial in finding a solution to the problem.23 They bought and redistributed mortgages through securitization in the form of mortgage backed securities (MBS).24 The mortgages were, however, not pooled and the MBS issued by the banks themselves. Instead, so-called special purpose vehicles (SPV) were created,25 which operate off-balance sheet, meaning that risks associated with these activities are not included in a bank’s balance sheet.26 Nevertheless, if the SPV is about to default, the parent company still faces real economic consequences since it either has to provide equity or accept losses in the liquidation process of the SPV. Before the crisis such a scenario was believed to be very unlikely since MBS combined mortgages of different risk categories and were therefore considered to be exposed to very little risk.27

When defaults due to decreasing housing prices started to rise, insecurity about risk exposure spread throughout the market. The combination of mortgages of different risk categories turned into a means to spread the risk from the sub-prime market to other sectors of the US real estate market since the composition of MBS and thus the amount of sub-prime mortgages was far from transparent.28 Positive ratings that were designed to counteract the lack of transparency could not fulfil this function since they were mistrusted due to lack of transparency themselves. As the exposure to risk was difficult to assess, suspicion grew with regard to the credit standing amongst banks and other financial actors. Banks started to mistrust other banks to such an extent that they were unwilling to lend to them in the short term.29

The extensive use of credit default swaps (CDS) further accelerated the crisis. CDS function as an insurance on bonds,30 and since bond issuers usually do not default, the risk for those who offer CDS seemed to be very limited. Investors in MBS often purchased CDS.31 With the real estate market under pressure, many MBS received lower ratings, which meant that the issuer of the CDS had to provide additional equity as lower ratings indicate higher risks of default. Because of the necessity to provide additional equity, the largest issuer of CDS, the American Insurance Group (AIG), faced bankruptcy in September 2008.32 What had been meant to further eliminate risks for individual investors, turned into a fire accelerant of the crisis, which, due to globalized financial markets, spread throughout the financial markets worldwide.33

Furthermore, the crisis was not restricted to the financial industry. During the crisis, banks decreased their lending activities with an immediate effect on the real economy. In 2009, international trade collapsed to an even larger extent than global economic performance. The 2008 global financial crisis was therefore accompanied and partially succeeded by the Great Recession.34 In response, States had to heavily intervene in the financial markets to prevent key actors that were considered ‘too big to fail’ from collapsing. At the same time, recession caused less tax revenue and higher social spending. Further, the teetering economy put pressure on States to provide economic stimulus packages that strained public spending and thus additional public deficit.


2. The Eurozone Crisis


The Eurozone Crisis is best characterized as a comprehensive banking, sovereign debt, and economic crisis linked to the 2008 global financial crisis with diverse manifestations in Eurozone countries.35 Spain and Ireland, for example, had to address the collapse of their real estate market, which had driven and sustained economic growth for a considerable period of time.36 Banks in these countries faced two problems: as borrowers defaulted on their debt, property that served as a guarantee decreased in value. Bad loans required additional equity, which had to be provided by the State to save banks from bankruptcy and the financial system from collapsing. Thus, Spain and Ireland were exposed to a vicious circle of macroeconomic difficulties, a failing financial system, and rising public debt,37 while unsustainable public and private debt lay at the core of the Greek crisis.38

While the causes of the crisis differ for each affected State, structural problems stemming from the Eurozone’s institutional design also played an important role in prolonging and deepening the Eurozone Crisis. Following the Euro’s introduction as common currency, Member States lost their ability to counteract macroeconomic shocks through an individual expansive monetary policy and increase their economy’s competitiveness through a devaluation of their currency.39 Irrational capital flows since 2002, namely capital flows (especially investments) not supported by fundamental economic data, into Members that were most affected, contributed to the worsening of the crisis.40 These capital flows not only reflected an overly optimistic assessment of the economic situation in these States, they also resulted in very low interest rates within and for these States. The Great Recession put a sudden stop to these capital flows.

In reaction to the crisis, a host of different measures was adopted. When it became evident that first Greece and then Ireland needed financial assistance, the European Commission, the European Central Bank (ECB) and the IMF granted a three-year loan worth €110 billion after the Greek government had committed to a number of austerity measures and economic adjustment programmes.41 These measures, however, were hardly sufficient to contain the crisis. Thus, only a few months later, the European Financial Stability Mechanism and the European Financial Stability Facilities were created as the Euro-rescue fund.42 Together with funds from the IMF they could provide financial support of up to €750 billion. It is important to note that both mechanisms were created as temporary emergency measures to provide financial stability in the Eurozone.43 This emergency rationale changed, however, with the establishment of the European Stability Mechanism (ESM), an intergovernmental organization aiming to act as a permanent firewall for the Eurozone.44 Recipient States of all these funds had to agree to economic adjustment programmes and austerity policies.45

In addition, the ECB played an important role throughout the crisis, providing liquidity when banks became increasingly reluctant to lend to one another, by implementing what it calls ‘non-standard measures’ to enhance credit support, and by introducing programmes such as the Long-Term Refinancing Operation (LTRO) and the Outright Monetary Transactions (OMT).46 To combat at least some of the underlying structural and institutional problems, the European Fiscal Compact was adopted.47 It binds all EU Member States, except the UK and the Czech Republic, and provides stricter rules on budget deficit, government debt-to-GDP ratio, and economic cooperation.48


3. The Use of Emergency Powers in Financial Crisis


The use of emergency powers or exceptional rules can be observed throughout the 2008 Global Financial Crisis and the Eurozone Crisis.


a. Emergency Powers in the USA during the 2008 Global Financial Crisis


The US Federal Reserve System (Fed), for example, committed to lend up to US$200 billion to banks and certain non-bank institutions through the newly created Term Securities Lending Facility in early March 2008, shortly before the investment bank Bear Stearns faced the modern equivalent of a bank run.49 The Fed invoked section 1(3) of the Federal Reserve Act (FRA)50—a provision that applies to ‘unusual and exigent circumstances’, last used in 1934.51 Only a few days after this innovative response to the already developing crisis, the Fed had to rely on section 13(3) FRA again to authorize an emergency credit to Bear Stearns via JP Morgan to prevent its imminent bankruptcy on 14 March 2008.52 Since the decision had to be taken overnight and required the vote of at least five board members, even though two seats were vacant and one board member was unavailable, the Fed used yet another emergency provision (section 11(r)(2) FRA) which allows decisions by fewer than five members if they are taken unanimously and if they are necessary to ‘prevent…serious harm to…stability of the financial system’. A few months later, section 13(3) FRA was again instrumental in rescuing AIG just one day after the bankruptcy of Lehman Brothers on 15 September 2008.

Shortly after AIG’s bailout, then Treasury Secretary Paulson requested Congress to sign into law the Emergency Economic Stabilization Act, which conveyed broad discretionary powers to the executive in order to respond efficiently and swiftly to the not yet contained financial crisis.53 At first, the House of Representatives refused Paulson’s request. After certain amendments improving oversight and accountability, though, and in light of the market crash following the first refusal, the Senate approved the Act and the House reconsidered its original vote.54

The Federal Deposit Insurance Corporation (FDIC) used a different emergency tool. Relying on the Federal Deposit Insurance Act (FDIA), it invoked its powers under the ‘systemic risk exception’. The provision allows the FDIC to implement emergency measures under certain procedural and substantive requirements.55 In October 2008, the provision served as the legal basis for the establishment of the Temporary Liquidity Guarantee Program, issuing liability guarantees that amounted at its peak to more than US$500 billion.56 Even though efficient in containing the crisis, there was considerable doubt whether the FDIC had statutory authority to issue such extensive guarantees,57 even under the exceptional rules of the FDIA, especially since the FDIC lacked direct accountability. This highlights the democratic deficit problem inherent in all concepts of emergency powers since they empower the executive to the detriment of the legislative and the judiciary. It is therefore interesting to note that the Dodd–Frank Wall Street Reform and Consumer Protection Act, which was enacted in response to the 2008 Global Financial Crisis in January 2010, restricted the availability of emergency powers that, at least in the view of some commentators, were crucial to contain that crisis.58 Unsurprisingly, the curtailment of these emergency powers caused concerns that neither the Fed nor the FDIC will now be able to efficiently respond to the next financial crisis.59


b. Emergency Powers during the Eurozone Crisis


Similarly, the EU in its efforts to deal with and contain the Eurozone Crisis utilized emergency provisions or at least an emergency rationale. Of particular importance was Article 122(2) of the Treaty on the Functioning of the European Union (TFEU),60 which allows for financial assistance to a Member State if it is in, or is threatened with, severe difficulties that have been caused by exceptional occurrences beyond its control.61 While there was little doubt that the crisis qualified as an exceptional occurrence,62 the more technical problem was whether the financial problems of individual Member States were indeed beyond their control.63 While this problem could have been resolved with reference to the discretionary powers of EU institutions to interpret and apply the exceptional provision in the absence of previously established case law, the provisions that limit these emergency powers, especially Article 125(1) TFEU—the so-called bailout prohibition—presented a more fundamental problem. In its relevant parts, it states that the EU ‘shall not…assume the commitments’ of any EU Member State. None of the emergency measures provided by the EU or its Members directly assumed any commitments. The individual Member States remained liable for their own debt. However, bilateral loans, guarantees by Members necessary to establish the Euro-rescue fund, and haircuts that affect public debtors can have a similar effect and could thus be qualified as a ‘factual’ assumption of commitments and thus a circumvention of the bailout prohibition.64 The emergency rationale prevailing during the Eurozone Crisis and the fear that a sovereign default within the Eurozone would threaten the existence of the Euro and possibly the EU itself, heavily influenced the discussion on whether Article 125(1) TFEU should be construed narrowly or broadly.

The emergency mindset was also visible in the foundations of the first temporary Euro-rescue fund. A more permanent structure would have required a different legal basis since emergency measures are inherently required to be temporary. As the establishment of the Euro-rescue fund already faced many legal challenges, its temporary character was deemed necessary to provide additional legal justification. At the same time, by amending Article 136(3) TFEU, EU Member States provided the legal basis for a more permanent solution.65

All crises have long-term implications. It is, however, notable that the EU used the Eurozone Crisis and the prevailing emergency rationale to transform initially temporary emergency measures into permanent institutional changes. This is understandable and shows that the crisis revealed deficits in the institutional design of the Eurozone itself that had contributed to causing, worsening, and prolonging the crisis.66 At the same time, there has been considerable unease about this process as it required an unusual amount of legal flexibility. This already indicates that the Eurozone Crisis illustrates how economic and political dynamics clash with the perception of law as a static system that is meant to provide stability and predictability for all participating actors.


4. Legal Dynamics during Financial Crises


Legal stability and predictability require that the meaning of legal provisions remains unaffected from the factual dynamics that any crisis may trigger. At the same time, interpretations adapt to the changing facts and challenges that financial crises pose. Thus, the factual dynamics result in legal dynamics—a phenomenon visible in the US responses to the 2018 global financial crisis and, even more distinctly, in the EU response to the Eurozone Crisis. While the Fed and the FDIA, for example, were able to rely on existing emergency powers, their extensive use was at that point unprecedented.67 The question whether the existing legal provisions supported the emergency measures adopted was seriously raised. Thus, contrary to popular belief, it cannot be said that law was shunted aside in the name of economic necessity,68 even though the emergency rationale influenced the interpretative approach.

The same applies to the Eurozone Crisis, which triggered legal dynamics resulting in what could be considered as reinterpretations of existing legal provisions. This does not only apply to Articles 122(2) and 125 TFEU that were discussed above, albeit briefly. Many of the measures adopted by the ECB, for example, especially the LTRO or the OMT programmes, can be challenged as either not falling within its mandate or as violating Article 123 TFEU, which prohibits monetary financing.69 In addition, no provision exists that would allow the ECB to deviate, at least temporarily, from either its primary responsibility to maintain price stability or the prohibition of monetary financing, even though Article 127(1) TFEU allows some flexibility since it permits the ECB to support the EU’s general economic policies if this does not endanger the price stability objective. It could, of course, be argued that due to the financial and economic crisis the impact of the ECB measures on price stability was different and lesser than in what one might call normal economic times. Still, the ECB itself invoked the rule–exception paradigm that is inherent in the emergency mindset, stressing that it was necessary to take these ‘unconventional’ measures in light of the exceptional economic situation.70

In this context the reference to exceptional rules and circumstances is utilized to provide legitimacy for the ‘unusual’ or ‘unconventional’ measure. Labelling the measure as ‘unusual’ or ‘unconventional’ implies that it will not be used in normal times and is limited to the duration of the crisis. Also, the emergency rationale provides a justification, why changing facts influence the interpretation and application of legal provisions even though legal orthodoxy upholds a top-down approach, according to which facts are not relevant in determining the meaning of law. As this reasoning does not follow the formal rules of legal interpretation, it is little surprise that it was widely criticized. In lack of an alternative explanation, either reference is either made to models of extra-legality or crises are portrayed as times in which the proper function of law is suspended.


D. Outlook


The emergency mindset frames financial crises as exceptional situations to which emergency powers are the paradigmatic response. The exceptional measures adopted in response to crises aim at restoring normality. Due to the binary structure of this conceptual approach, long-term changes tend to be neglected or played down as it is suggested that crises disrupt an otherwise unchanged normality. What is, however, inherent to crises is their transformative power, which has been particularly noticeable in the case of the Eurozone Crisis. In this regard, financial crises are no different than other crises, particularly security crises. They, too, have long-term effects. Most of these effects concern the interpretation of specific legal provisions. Yet, their underlying implications are anything but technical. The interpretative changes concerning the right to self-defence and the spatial and temporal limits of ‘armed conflict’,71 for example, have far-reaching effects since they continuously blur the limits for the use of force and the classification of conflict.

If legal analysis and the design of crisis response measures want to escape the blind spot of the emergency mindset, a more phenomenological approach to crises in general, and financial crises in particular, needs to be developed. Crises should not be understood as times that are fundamentally different to normality, but as times in which change occurs at a much faster pace. It is therefore important to analyse how these changes will in fact transform the normality after the crisis. If the long-term consequences are not addressed, it is likely that a crisis, after some time of perceived calm, will surface again. Thus, the predominant emergency mindset and its focus on short-term and temporary solutions might well be the reason for the next crisis, either because some of the causes of the last crisis are still present or because the adopted crisis response measures created a ‘new normal’ that in itself is considered to constitute another crisis. Due to a new level of intergovernmentalism during the Eurozone Crisis,72 fundamental concerns about the limits of further European integration have been voiced. Thus, the Eurozone Crisis evolved into what could be called a general legitimacy crisis, to which prevailing legitimacy models provide no satisfactory solution.

Again, similar observations can be made with regard to international security crises. While applying Article 51 of the UN Charter to non-State actors appears plausible in light of the 9/11 terrorist attacks, it does little to confine the use of force, which, in turn, may cause the next crisis. Similarly, the UNSC’s smart sanctioning practice, while providing a short-term solution, raises fundamental problems with regard to judicial review and human rights protection—as does the ‘war on terror’ in general. Also, the extensive interpretation of Chapter VII powers upsets the institutional set-up of the UN and thus causes legitimacy concerns that could affect the entire organization. Neither the emergency rationale nor models of extra-legality can offer sufficient explanation with regard to the long-term effects caused by specific crisis response measures as they maintain and even legitimize the existing legal and institutional framework, even though the crisis has created a new and different reality.


Note


The views expressed in this chapter are those of the author and do not necessarily reflect the position of the German Federal Ministry of Justice and Consumer Protection.


1 Whether the financial turmoil that ensued after ‘Black Monday’ caused the Great Depression or whether the financial crisis was itself the result of an initial economic downturn and then prolonged by other factors is contested. While the former reflects conventional wisdom, the latter view is advanced, amongst others, by Milton Friedman/Anna J Schwartz, A Monetary History of the United States, 1967–1960 (Princeton UP 1963) 299ff.

2 While the term ‘Euro-Crisis’ is incorrect insofar as it implies a currency crisis that is characterized by a sharp decline in the currency’s external value, it also misleadingly reduces the crisis to a sovereign debt crisis. While it is undisputed that unsustainable debt is one of the causes and in the Greek case, possibly the main cause, several other factors combined nearly caused the collapse of the Euro currency zone. The institutional design of the Eurozone was one of them. This chapter will thus use the term ‘Eurozone Crisis’ to capture this complex situation; on its causes see, amongst others, Karloo Tuori/Klaus Tuori, The Eurozone Crisis—A Constitutional Analysis (CUP 2014) 3ff, 61ff; Ashoka Mody/Damiano Sandri, ‘The Eurozone Crisis: How Banks and Sovereigns Came to Be Joined at the Hip’ (2012) 27 Economic Policy 199, 212ff; Torben Iversen/David Soskice, ‘A Structural-Institutional Explanation of the Eurozone Crisis’ in Philip Manow et al (eds), Welfare Democracies and Party Politics (OUP 2018) 257.
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Chapter 27


Food Security

Hilal Elver



A. Introduction: Food Insecurity as a Threat to Global Security


In August 2017, the President of the UN Security Council (UNSC) expressed ‘grave concern’ about the unprecedented level of global humanitarian need and the threat of famine facing more than 30 million people in Yemen, Somalia, South Sudan, and north-eastern Nigeria.1 Such widespread, catastrophic hunger should have been an issue of the past; yet, the current food crises engulfing these nations indicate that we still live in a world without peace and stability. In fact, the world we live in is one where mass starvation and famine, or ‘food insecurity’ at its most severe levels, pose an insurmountable threat to global security.

Though ‘food security’ is not a legal concept and does not impose rights or responsibilities, it is a necessary precondition to the full enjoyment of the right to food. The right to food is enshrined in Article 25 of the Universal Declaration of Human Rights (UDHR) as an integral part of the right to an adequate standard of living.2 It is further elaborated as a legally enforceable right, namely a legal entitlement for right holders that is owed by States, the primary duty-bearers, in Article 11 of the International Covenant on Economic, Social and Cultural Rights (ICESCR).3 As this right is indivisible, interrelated, and interdependent with all other fundamental freedoms,4 it is ultimately essential for a secure, safe, and harmonious world.

Global security will therefore remain threatened so long as one billion people go to bed hungry and twice as many experience the triple burden of malnutrition. Even with global food production reaching historic heights, hunger has risen for the third year in a row, affecting 821 million people, and killing more people each year than malaria, tuberculosis, and AIDS combined.5 ‘Hidden hunger’, or micronutrient deficiencies, affects millions of people, including the 151 million children under five who experience stunted growth.6 Conflicts and climate change-induced weather events further intensify human suffering, create unprecedented displacement, including the 68.5 million people who are forcibly displaced, a record high in 70 years.7

It is no exaggeration to say that hunger is by far the most widespread pandemic that the world faces and a major threat to global security and the enjoyment of all human rights. This threat is most severe when access to adequate food is compromised. Food security refers to the state in which ‘all people, at all times, have physical, social and economic access to sufficient, safe and nutritious food that meets their dietary needs and food preferences for an active and healthy life’.8 Further, the Integrated Food Security Phase Classification (IPC) classifies the severity of food insecurity into five distinct categories: minimal,9 stress,10 crisis,11 emergency,12 and famine.13 The latter occurs when food is absolutely inaccessible to an entire population or subgroup of a population, potentially causing death in the short term.

According to the 2019 Global Report on Food Crises, 113 million people in fifty-three countries are currently experiencing food security at the crisis phase (IPC Phase 3) or worse.14 The worst food crises as of 2018 are in Yemen, DRC, Afghanistan, Ethiopia, the Syrian Arab Republic, Sudan, South Sudan, and northern Nigeria, where two-thirds of the total number of people or nearly 72 million people face acute food insecurity. An additional 143 million people in forty-two countries are reportedly living in a ‘stressed’ condition (IPC Phase 2), at risk of a ‘crisis’, or worse. Not only are these countries impacted by food insecurity, but they tend to be embroiled in conflicts that undermine national, regional, and global security.

Together with climate change and economic turbulence, conflict is the main driver of most recent hunger. Along with other factors, such as poor governance, economic slowdown, and natural disasters, food insecurity significantly destabilizes societies and causes tensions that may escalate into conflict. The impacts of conflict extend far beyond physical violence, transforming and often destroying economies, social networks, and household support systems. Conflict also compromises the right to adequate food and nutrition, with 80 per cent of the world’s malnourished population living in conflict, protracted crises, and post-conflict countries.15 Women, youth, and vulnerable groups are disproportionately impacted, as conflicts often reinforce existing inequalities and destabilize social balance. The legacy of conflict outlasts the violence itself, affecting the likelihood of return and success of reintegration and reconciliation long after stability is re-established.16 Conversely, food insecurity might be an early indicator of conflict.

In 2018, three conflict-ridden countries, Yemen, the Democratic Republic of Congo, and Afghanistan, collectively accounted for almost 40 million people experiencing food insecurity at a ‘crisis’ level or worse.17 While the nature of food insecurity in these countries differs greatly, they are all closely related to ongoing conflicts. Yemen has ranked highest amongst the most severe food crises in the Middle East since the onset of its civil war in 2015. The most recent estimates suggest that there are 17 million people living in food insecurity, with 60 per cent of the population in need of urgent assistance, and 8 million people at risk of famine and acute food insecurity.18 Creating stability and security in the region remains a challenge, as pervasive hunger has weakened Yemen’s agricultural production, social fabric, and governing institutions.

The cyclical relationship between food insecurity and conflict has become apparent elsewhere: the Syrian Arab Republic and Iraq similarly have highly food-insecure populations.19 The fragile food security situation in South Sudan was severely compounded by the outbreak of civil war in 2013. In the latter half of 2018, 6.1 million people were in ‘crises’ or worse, including roughly 47,000 people who faced ‘catastrophic’ levels of food insecurity (IPC Phase 5).20 Protracted war between the Nigerian army and the extremist group Boko Haram has forced 50,000 civilians into famine-like conditions in North Nigeria.21 In Somalia, the ongoing presence of the terrorist group Al-Shabaab, as well as prolonged drought and water shortages, has intensified food insecurity since 2017.22

For their part, climate and other natural disasters drove 29 million people into situations of acute food insecurity in 2018.23 More than 80 per cent of natural disasters are weather related while, due to climate change, they are becoming more frequent and intense. On average, there are now 355 disaster events each year, almost double the annual rate of the previous decade. In 2017 alone, extreme weather events, such as prolonged drought, were major triggers of the most severe crises in twenty-three countries with over 39 million food-insecure people in need of urgent assistance.24 In Afghanistan and Myanmar, the heightened risk of acute food insecurity resulted from the combination of conflict and natural disasters. In Africa, nearly 23 million people in twenty countries ‘were acutely food insecure’ as a result of climate-related shocks.25

The impacts of El Niño in the past few years have intensified, severely affecting crop production, livestock, and agricultural livelihoods. Following prolonged droughts and catastrophic floods in 2016, an estimated 12 million people were food insecure in Southern Africa.26 Due to climate change, prolonged and intensified El Niño has severely affected more than 60 million people around the world and led twenty-three countries to appeal for international humanitarian assistance in East and Southern Africa, Central America, the Caribbean, and the Pacific.27 Such ‘frequent and intense weather events will also necessarily complicate the logistics of food distribution during emergencies’.28 Meanwhile, industrialized agricultural practices producing greenhouse gases and the heavy release of carbon dioxide into the atmosphere, may further compromise food security as crops might carry fewer nutrients, like zinc and iron, necessary for combatting malnutrition. These deficiencies will have a greater and more immediate impact on the poorest people.29 According to the World Bank, natural disasters push 26 million people into poverty each year, and over 56 million people in more than twenty countries and territories affected by protracted conflicts are currently suffering from severe undernourishment and emergency levels of food insecurity.30

Even in the face of armed conflict and natural disasters, however, States are legally obligated to overcome hunger and malnutrition and to realize the right to food for all.31 In light of ongoing food crises and rising hunger and malnutrition, it is apparent that States are either unable or unwilling to take the steps necessary to progressively realize the right to food in accordance with this obligation. This contribution demonstrates that severe food insecurity continues to inflict massive casualties, and create and prolong conflicts and states of emergency, despite well-established rules of international law, international humanitarian law (IHL), and international human rights law (IHRL).

In light of all this, this chapter focuses on the international law principles protecting food security with the aim to diffuse emergency situations that create instability, inequality, and unrest, including those resulting from conflicts and natural disasters. The chapter concludes with suggestions for enforcing and enhancing existing laws and for the adoption of a new international convention which will set out clear duties and obligations for States and non-State actors with a view to eliminating food insecurity and preventing violations of the right to food for a safer, more secure world.


B. Legal Framework



1. International Human Rights Law


The right to adequate food is essential to global security and indispensable to the full enjoyment of all other human rights recognized under international law. It is also an unrestricted right regardless of state of emergency and conflict. Article 25 UDHR established the foundation for the right to food as we know it, declaring that ‘everyone has the right to a standard of living adequate for the health and well-being of himself and his family’ and identifying food as an element of this right.32 Without legally binding force, however, the UDHR and its provisions are purely aspirational, although they are often deemed as having achieved the status of customary international law.33

The 1966 ICESCR drew heavily from the UDHR to codify economic, social, and cultural rights, including the right to food. Article 11 ICESCR obligates States to ensure that everyone has the right to an adequate standard of living for himself and his family, including adequate food, clothing, and housing. Article 11 further guarantees the right to be free from hunger and imposes an obligation on States to ensure ‘the satisfaction of, at the very least, [the] minimum essential level’ of this right under all circumstances.34 Irrespective of whether a State is party to the Covenant, freedom from hunger is an accepted part of customary law and is owed to every individual at all times.35

Based on the language of the ICESCR, the right to food has been defined in terms of its critical elements: availability, accessibility, and adequacy as well as sustainability.36 States have an obligation to ‘respect existing access’ to adequate food and to ‘not take any measures that result in preventing such access’ for current and future generations; States have an obligation to protect the right to food by ensuring ‘that enterprises or individuals do not deprive individuals of their access to adequate food’; and States have an obligation to fulfil—both facilitate and provide for—the right to food.37

To date, 169 States have signed and ratified the ICESCR, agreeing to take steps to maximize available resources to progressively achieve the full realization of the right to adequate food, both nationally and internationally. The right to food is perpetually subject to criticism because of its indefinable, undeliverable and non-justiciable nature; however, it is undeniably a fundamental human right. Despite the various global targets and policy documents,38 States have not delivered a zero-hunger result. Nevertheless, this unacceptable outcome does not change the fact that States are the proper duty-bearers and that the right to food is a justiciable entitlement for rights-holders.39

The Committee on Economic, Social and Cultural Rights published General Comment No 12 in 1999 to help explain the right to food in general terms: the right is realized when ‘every man, woman and child, alone or in community with others, has physical and economic access at all times to adequate food or means for its procurement’.40 General Comment No 12 provided principles for identifying corresponding obligations and responsibilities of State and non-State actors in its implementation, and set the foundation for the next phase of advancing the right to food: operationalizing the right at the national level.

In 2000, the UN Commission of Human Rights established a Special Rapporteur on the Right to Food, while the FAO established a Right to Food unit. These two efforts strengthened the basis for alliance between the right to food and the food sovereignty movements.41 Under pressure from civil society, the 2002 World Food Summit tasked the FAO Council with coordinating amongst non-State actors ‘a set of voluntary guidelines to support Member States’ efforts to achieve the progressive realization of the right to adequate food in the context of national food security’. In 2004, the FAO adopted the Voluntary Guidelines to Support the Progressive Realization of the Right to Adequate Food in the Context of National Food Security (Right to Food Guidelines).42

Despite these efforts, the 2007/8 food price crisis following the global financial crisis confirmed that the right to food was far from realized. More specifically, this crisis revealed that the financialization of food systems presented a real danger to food security, especially in developing countries. As a result, in 2009 the Committee on World Food Security (CFS) was reborn as a progressive and inclusive, multistakeholder global policy platform to promote food and nutrition security.43 The reformed CFS went beyond the usual protocol of UN institutions to include both civil society and private sector actors as well as government representatives in the decision-making process.44

Although the ultimate duty to realize the right to food is vested in States, these new partnerships and initiatives have supported a participatory, and inclusive human rights-based approach to food system governance. Promoting food security requires not just strategic policies but corresponding mechanisms for monitoring and accountability. International human rights law provides several mechanisms for monitoring State compliance with human rights obligations, like the Special Procedures of the Human Rights Council, including universal periodic reviews (UPR), and Special Rapporteurs, as well as individual complaint procedures. Still, it is up to States to adhere to IHRL and to create an enabling environment for the progressive realization of the right to food.


2. Protection of the Right to Food during an Emergency


Ensuring the right to food during emergencies requires proactive action by States to not only protect and respect this right, but to also fulfil the normative content of IHRL norms. The obligation to ‘fulfil’ requires States to take affirmative steps to facilitate the capacity of their people to feed themselves. This also requires identifying the most vulnerable segments of the population and ensuring their access to food, and directly supplying food when individuals or groups are unable, for reasons beyond their control, to secure adequate food (such as natural disasters or armed conflict).45 This obligation may warrant the adoption of pre-emptive measures, such as insurance schemes like crop or natural disaster insurance, or other support to victims of disaster.46

States must further protect the right to food from interference by third parties, including armed groups, and refrain from interfering with individuals’ enjoyment of their right, such as withholding food as a political manoeuvre. Consistent with the principle of progressive realization, States cannot simply disregard or postpone their obligation to ensure that adequate food is accessible and available during times of conflict. Rather, States must continue to take deliberate and targeted steps, using all appropriate means to fulfil their obligations. They must also adhere to the prohibition of discrimination, even when taking regressive measures in response to an emergency situation.47

Over recent decades, international humanitarian aid has served an essential role in addressing barriers to the access, adequacy, and availability of food in emergency settings. As described below, the humanitarian legal framework and international assistance is necessary to fill gaps in situations where States are unable or unwilling to meet the needs of their populations. However, it is widely recognized that IHRL applies both in situations of normality and situations of conflict and disaster relief. The ICESCR, in particular, does not contain a derogation clause to suspend State obligations pertaining to the right to food in times of emergency. Rather, it remains, first and foremost, the responsibility of States to take appropriate measures to guarantee the right to food even in contexts of conflict, disaster, and acute food insecurity.48

Obligations of States during an emergency situation are further elaborated in several non-binding human rights instruments, including the Right to Food Guidelines. The Guidelines reiterate that food should never be used as an instrument of political and economic pressure, and that States should seek to provide access to food even in situations of armed conflict.49 Guideline 15 elaborates on the concept of international food aid in times of emergency, regardless of whether the emergency results from human-made conflict or natural disaster. The Framework for Action for Food Security and Nutrition in Protected Crises, which was developed by the CFS and endorsed by FAO’s Member States in October 2015, was the first formulation of a global consensus to mitigate threats to food security and nutrition during protracted crises.50


3. International Humanitarian Law


International humanitarian law (IHL) and IHRL are mutually reinforcing in the protection of the right to food in situations of armed conflict. Unlike IHRL, humanitarian law—set forth in the 1949 Geneva Conventions and the 1977 Additional Protocols51—clearly binds both State and non-State actors, and further obliges conflicting parties to implement the relevant rules immediately and not progressively.

International humanitarian law should, therefore, be treated as a special legal framework in times of armed conflict, protecting peoples’ livelihoods and their access to food.52 While IHL does not mention the ‘right to food’ as such, many of its provisions are intended to prevent food insecurity during armed conflict. For example, it explicitly prohibits purposeful destruction of crops, foodstuffs, wells, and other items essential for the survival of civilians. It also prohibits forced displacement and, importantly, the use of starvation as a weapon of war.53 If prevention fails and malnutrition and hunger become widespread, rules governing humanitarian assistance become applicable, as their primary purpose is the safeguarding of relief undertakings for people in need.


a. Prohibition of Starvation of Civilians as a Method of Warfare


Starvation of civilians as a method of warfare is unconditionally prohibited in international and non-international conflicts.54 Under IHL, States are prohibited from

attack[ing], destroy[ing], remov[ing] or render[ing] useless, for that purpose, objects indispensable to the survival of the civilian population, such as foodstuffs, agricultural areas for the production of foodstuffs, crops, livestock, drinking water installations and supplies and irrigation works.55

As with many provisions of IHL, these prohibitions are generally considered part of customary international law, and are applicable to all types of armed conflict.56 A study by the International Committee of the Red Cross (ICRC) confirmed that humanitarian rules are violated when deprivation of food sources and supplies causes hunger, and when hunger results from denial of access to food in violation of human rights law.57


b. Prohibition of Forced Displacement


Displacement is a major factor contributing to hunger and starvation in times of armed conflict. Forced displacement is prohibited under Article 49 of GC IV and under Article 17 AP II. All possible measures must be taken to ensure that civilians are provided with satisfactory conditions of shelter, hygiene, health, safety, and nutrition and that members of a family are not separated. Unlawful displacement constitutes a war crime under the Rome Statute of the International Criminal Court (Rome Statute) in both international and non-international armed conflict.58


c. Denying or Blocking Humanitarian Assistance


The principles and rules governing humanitarian assistance are fundamental to protecting the right to food in situations of armed conflict. According to UNGA Resolution 46/182, ‘humanitarian assistance must be provided in accordance with the principles of humanity, neutrality and impartiality’.59 Parties to an armed conflict bear the primary duty to meet the needs of the population under their control. If parties to the conflict cannot meet those needs, they must allow and facilitate efforts by impartial humanitarian agencies to provide relief without interference.

States maintain an obligation to address potential food insecurity during armed conflict by ensuring the free flow of humanitarian aid. The GC IV requires States to grant free passage of humanitarian assistance for specific categories of people, such as pregnant women and children, who are particularly vulnerable to hunger and malnutrition, regardless of whether those persons belong to an adversary State or enemy non-State party. Article 70 (l) of AP I extends this requirement to all civilians.

States cannot refuse permission to deliver food, except in exceptional conditions, such as a credible claim of ‘military necessity’. This claim may be invoked only to regulate, not prohibit, humanitarian access, and can only restrict access temporarily and within a specific location. Wilfully impeding relief supplies constitutes a war crime under Article 8, paragraph 2 (b) (xxv) of the Rome Statute.


4. International Criminal Law: Famine as an International Crime


Individual criminal responsibility is fundamental in ensuring accountability for violations of IHRL and IHL. Certain gross violations of IHRL and IHL are regulated under international criminal law, potentially triggering individual criminal responsibility. Article 5 of the Rome Statute provides the most complete and updated definition of relevant international crimes, namely genocide, crimes against humanity, and war crimes.

Under international criminal law, famine becomes a crime if there is sufficient evidence of an intentional or reckless effort to block certain groups from access to food under conditions of conflict or hardship.60 The crime of famine could result from acts of omission, but also from indirect action such as blocking humanitarian assistance, failing to uphold the relevant laws of war or failing to provide international relief systems with the necessary resources in the context of famine conditions.

In recent years the international community seems to be taking steps towards holding States accountable for violations of the right to food during times of war. In 2018, UNSC Resolution 2417 unanimously condemned using hunger as a weapon of war or unlawfully denying humanitarian access to civilians in need of aid, and pointed to the need for early warning, early action and investments in resilience by safeguarding agriculture-based livelihoods. Moreover, the resolution identified a series of actions and measures that can be undertaken to address IHL violations.

However, it is important to acknowledge the gap between what the law prescribes and the feasibility of its implementation, and what steps need to be taken to close this gap. In Afghanistan, the Central African Republic, Iraq, South Sudan, the Syrian Arab Republic, and Yemen, warring factions are undermining food security and the right to food on a daily basis.61 Establishing that crimes of famine have been committed depends upon showing that the actions of those responsible are either intentional or reckless. In that respect, proving specific intent is quite difficult as death from starvation is slow and may result from other contributory factors.62

Formal codification of individual responsibility pertaining to famine and severe food insecurity would clarify the conditions of criminality. At present, legal authority is scattered and fragmented. The coherent formulation of the content of the crime in an authoritative text would significantly contribute to the development of international law in this setting, where the most fundamental human rights are currently subject to massive abuse without the activation of accountability procedures. The establishment of the International Criminal Court (ICC) was an important step forward, but its potential remains unrealized at present. Thus, it is theoretically possible to bring to justice States that allow their populations or those of their adversaries to starve to death during an armed conflict, but the political will to do so is not clearly manifested nor consistently present.63 Recently, the States Parties of the ICC in December 2019 unanimously agreed to amend the Rome Statute to include the intentional starvation of civilians during non-international armed conflicts. This is a step towards enabling the court to redress the heinous practice of starving civilians during internal armed conflicts.64


5. Natural Disaster Response



a. Refining the Human Rights System Approach


Although various UN Charter-based and treaty-based mechanisms address the link between human rights and disasters, the UN human rights system did not address natural disasters in a systematic manner until 2013, when HRC Resolution 22/16 was passed. In the resolution, the Human Rights Council (HRC) called for research on best practices and challenges in the promotion and protection of human rights in post-disaster and post-conflict situations.65 With other branches of law also addressing the impacts of disasters on human rights, the legal landscape remains fragmented and uncertain.

Due to the absence of comprehensive, binding legal mechanisms, discrepancies amongst various interpretations of ‘disaster’, and the increased number of disaster situations worldwide due to climate change, the International Law Commission (ILC) has produced twenty-one Draft Articles on subjects ranging from the role of the affected State in coordinating an international response to the recognition of human rights in the context of natural disasters. These articles explicitly adopt a human rights-based approach, including the affirmation of human dignity, to address vulnerability in emergencies.66

The Draft Articles primarily cover the rights and obligations of States, but also remind the international community of the responsibilities of external actors towards disaster-affected people.67 This position is largely at odds with the international community’s dominant view that disaster relief is based on voluntarism, which often leads to unreliable, politically partisan, and arbitrary results.68


b. Food Assistance and the Role of the International Community


Although the immediate obligation to provide food, water, shelter, and medical aid is the duty of State governments, the international community has the responsibility to help countries in times of disaster. This responsibility is universal, normative, and ethical, and is also essential to sustainable world peace, which can only be achieved when hunger and malnutrition are eliminated. In recent decades, the international humanitarian response system has been essential in reducing the negative effects of conflict and natural disasters on food security in lowering death tolls. The World Food Programme (WFP) estimates that food aid expenditure more than doubled between 2009 and 2016, from US$2.2 billion to US$5.3 billion.69

Due to the recent increase in disasters and conflicts, the humanitarian emergency system is currently experiencing a US$3 billion funding gap, and there are significant challenges in leadership, coordination, functionality, and efficiency. There remains a tendency to earmark food aid for short-term relief operations rather than invest in longer-term agricultural development, social protection programs, and rural infrastructure. Such investments would raise the quality of food security and build resilience in regions vulnerable to climate change and natural disasters. In addition, the humanitarian structure has evolved from fragmentary endeavours and is now composed of a multitude of autonomous entities with separate governance and accountability structures that lack effective, flexible coordination and clear leadership.70


(i) Food Assistance Convention of 2012 and Right to Food Approach


The 2012 Food Assistance Convention is the only legally binding international treaty addressing ‘the food and nutritional needs of the most vulnerable populations’ in emergency situations.71 First enacted in 1967, it has been continuously reformulated over the years; in 2012, the Convention’s title changed from ‘aid’ to ‘assistance’, reflecting a shift towards longer-term development assistance by preventing distortions of local markets and generating benefits for local producers, thereby combining emergency responses with broader food security goals in recipient countries. The Convention also contains an explicit reference to the right to food and draws from the Right to Food Guidelines, consistent with emerging endorsement generally amongst donor States, of a human rights-based approach to food insecurity.72


(ii) World Humanitarian Summit


In May 2016, the first World Humanitarian Summit (WHS) was convened by the UN to develop a more global, accountable, and robust humanitarian system, and to reform the humanitarian aid industry.73 The WHS has been groundbreaking, as it has encouraged more flexible funding, greater local ownership and greater accountability. Agreements were made to use less earmarking, to make greater use of cash transfers, and to raise the ceiling of the Central Emergency Response Fund. Some critics argue, however, that the limits of possible reform have been reached, given the structural limitations of the current humanitarian framework, and condemned the Summit for failing to agree on meaningful structural reform.74


C. Contemporary Challenges to Global Food Security


Despite the various international law regimes and institutions designed to prevent populations from experiencing the most severe forms of food insecurity, new and prolonged conflicts as well as climate change continue to increase hunger and malnutrition and to put the normative framework under strain. From this perspective, the loss of available, adequate, and accessible food is one of the main barriers to achieving food security.

The agricultural sector plays a critical role in promoting the resilience of populations and ensuring secure, stable societies, particularly for rural populations, who rely on farming, livestock and horticulture for sustenance and income. Although the impact may vary in each specific context, as demonstrated in the Introduction, both armed conflict and natural disasters inevitably disrupt food production and distribution, increasing the risks of food insecurity and poverty.


1. Disruption of Agricultural Sector and Deterioration of Sustainable Food Systems (Availability)


During protracted armed conflict and following natural disasters, crops may be destroyed and serious damage may be inflicted on agricultural infrastructure. Farmers may have restricted access to land, may be displaced, or may be forcibly recruited into armed forces or militias. Fisheries and livestock are also vulnerable to shocks. As a result of the conflict in Yemen, the country experienced a 30 per cent decrease in agricultural output and a 70 per cent decrease in fish product in 2016 due to disrupted access to farmland and extension services, and blockades of land, air, and marine ports by armed groups.75

In developing countries, the total percentage of losses and damage absorbed by the agriculture sector following natural disasters is estimated at 22 per cent.76 While crops are susceptible to floods and storms, livestock is usually affected by droughts, and fisheries are often destroyed by storms, hurricanes, and cyclones. During Hurricane Matthew in Haiti (2016) and Hurricane Maria in Puerto Rico (2017), close to 100 per cent of the crops in impacted areas were destroyed, creating immediate food shortages and long-term infrastructural damage.77 Recent droughts in Ethiopia have resulted in a high rate of livestock morbidity and mortality, as well as modification of animals’ migration patterns.78 Similarly, in Malawi, drought induced by El Niño impacted the production of various cereals, including maize, rice, sorghum, and millet, leading to below-average crop productions in 2015 and 2016.79

Climate change has not only intensified these natural disasters, both in terms of their frequency and impact, but has also altered the geography of food production and trade, which has serious ramifications for food security. As a result, climate change is anticipated to force more that 100 million people into extreme poverty by 2030.80

Even after these conflicts and disasters subside, key resources and ecosystems that are vital for sustainable food production may suffer long-term damage. In protracted crises, agricultural assets may be so eroded that households lack the capacity to resume farming activities or lack the resources and equipment. Following a natural disaster, contamination of soil and water may negatively impact food quality, and salinization of water bodies affects the fertility of agricultural lands, which reduces crop yields. Damage to natural buffers, such as forests and mangroves may also increase exposure of certain areas to natural hazards in the future.


2. Economic Deterioration and Physical Barriers (Accessibility)


Disaster and conflict can also create barriers to accessing adequate food, thus perpetuating food insecurity particularly amongst rural and isolated communities. Mass unemployment or loss of income and the breakdown of social services limit the ability to afford adequate food, while currency devaluation, price inflation, market disruptions, and reliance on costly food imports owing to shortages may render basic food items prohibitively expensive. Disasters and fighting may also lead to the destruction of infrastructure and market access points. During armed conflict, warring groups may deliberately undermine the food security of civilians for political or strategic reasons by intentionally targeting markets and ports.

In Yemen, for example, the poverty rate doubled to 62 per cent during ongoing conflict, and three-quarters of all households are experiencing substantially reduced purchasing power.81 Public salaries and social support mechanisms have stalled, and restrictions on movement are further depriving individuals from earning income. Conflict has also created physical barriers to staple food items. Prior to conflict, 90 per cent of Yemen’s staple foods were imported into the country. The creation of a naval blockade, fighting around the port of Aden, and air strikes on the port of Hudayah, however, interfered with imports, causing a loss of food stock and led to alarming price inflation for basic food products.82 The Ministry of Agriculture and Irrigation also found that farms, livestock and irrigation infrastructure, food stores, agriculture markets, and food trucks were amongst identified bombing targets.

In Nigeria, currency devaluation as a result of the scarcity of agricultural produce, aggravated by conflict and the drop in global oil prices, caused food prices almost to double.83 Producers are also struggling to access markets due to the destruction of transportation infrastructure and risk of ambush, and fishers are similarly unable to access water due to military operations and the appropriation of the fishing industry by Boko Haram. Across the Lake Chad region, conflict has led to the closure of some of the largest markets in Africa and disruption of cross-border trade in cattle, dried fish, and agricultural products.84 There are additional reports that Boko Haram denies access to vehicles transporting food aid and steals humanitarian supplies.85 Cyclical droughts and floods have further exacerbated the challenges presented by the conflict.86

Even without armed conflict interfering with access, natural disasters threaten food storage, sale, and distribution. In Pakistan in 2010, intense monsoons induced floods, which affected more than 20 million people and seriously impacted the circulation of food commodities inside the country as both roads and the rail network had been damaged.87 In 2016, El Niño-related drought disturbed the harvest season in Lesotho, leading to low production and food price inflation. Similarly, the drought impacted small-scale farmers in Ethiopia, forcing many to sell off livestock and agricultural assets for short-term relief.88 Such coping strategies have long-term consequences on achieving the right to food.


3. Adequacy


Food in conflict and post-disaster settings may also not satisfy the dietary needs of the affected population, or may not be culturally acceptable and nutritious. Indeed, with limited availability and access, there are often fewer food choices and less dietary diversity in conflict and post-disaster settings. Food may also be unsafe or contaminated, particularly after disasters. Poor sanitation, lack of clean water, destruction of infrastructure and lack of suitable conditions for preparing food create higher risks of mass outbreaks of food-borne diseases. As discussed below, vulnerable populations, including children, may suffer from malnutrition and deficiencies if the only available and accessible food is inadequate to satisfy dietary needs.


4. Populations at Heightened Risk of Food Insecurity


The aforementioned threats to available, accessible, and adequate food tend to have a disproportionate impact on the most disadvantaged and marginalized groups, as threats to global security, such as natural disasters and conflict, often reinforce existing social inequalities. Amongst these groups are elderly persons, persons with disabilities, people living with HIV/AIDS, minorities, women and girls, children, and migrants, including refugees and internally displaced persons. For pastoralists, nomadic peoples, and traditional communities, conflict and disasters disproportionately impact their access to land, fishing, and hunting resources, as well as access to adequate and culturally acceptable foods. Subsistence farmers, peasants, and indigenous peoples are also disproportionately impacted. These populations are often dependent on the least-resilient landscapes, such as hillsides, deserts, and floodplains, and often already suffer from chronic food insecurity, even in times of peace and stability.


D. Conclusion


The interdependence of food insecurity and global insecurity, particularly as a result of armed conflict and natural disasters exasperated by climate change, has become clearer in recent years. Ending conflicts, empowering women, nourishing and educating children, improving rural infrastructure, and reinforcing social safety nets are essential for a resilient, stable, and hunger-free world. Investments in conflict prevention and disaster mitigation and response will help sustain peace, save lives and livelihoods, reduce structural vulnerabilities, and address the root causes of hunger.

Considering the increased hunger and malnutrition in recent years, the current situation of famine in protracted conflict and post-conflict areas, and the lack of political interest and funding to respond to climate change, there is a need for a global convention that gives States and the international community clear legal mandates to prevent famine and protect peoples’ right to adequate food. This protection cannot be reliably achieved on a voluntary basis. If the international community is serious about the imperative character of the right to food and the eradication of serious food insecurity, steps must be taken to encourage the implementation of existing standards and codify and elaborate new international rules.

First, a binding agreement with a human rights-based approach to food security should be put in place to cover essential elements of conflict prevention, prohibitions associated with famine and starvation, and post-conflict rehabilitation of the agricultural sector. International legal standards should be developed that strongly reinforce the norm that deliberate action taken to cause starvation is a war crime or a crime against humanity, and that in the most serious cases these should be referred to the ICC for investigation and prosecution. Formal recognition of famine as a crime will impede the tendency of Governments ‘to hide behind a curtain of natural disasters and state sovereignty to use hunger as a genocidal weapon’.89

Secondly, steps should be taken to maximize local and regional sourcing of food for aid, including increasing developmental assistance for long-term recovery. In times of emergency, simultaneous action across the humanitarian–development nexus is necessary to deliver a hunger-free world in the twenty-first century. In the last ten years, humanitarian assistance and spending needs have grown by around 127 per cent—approximately 40 per cent was directed to the food and agriculture subsectors.90 The surge in humanitarian need, as well as the potential for agricultural development and rural resilience-building to provide a buffer against crises, highlights the need for a new response to food insecurity.

Thirdly, the right investments in agriculture should be made in pre- and post-disaster and post-conflict periods in order to avert or mitigate severe food insecurity. Even at the earliest stages of disaster response, it is crucial to strengthen the resilience of affected communities and to deploy a range of humanitarian, economic, political, and even military tactics. This is only possible with coordinated political and financial commitments by developed countries. Following a conflict, interventions to support peasants, smallholder farmers, and marginal fishers are needed with priority for decommissioned combatants and women. These groups constitute the largest segments of the workforce in current conflict zones, and the capacity of these workers to jump-start their livelihoods could be greatly enhanced by providing them with an understanding of how markets work, facilitating their access to improved production systems, and making their farms more resilient.

Finally, long-term policies that recognize the right to food as a collective right, as well as an individual right, are essential if the international community is to avoid the periodic recurrence of famine and promote greater peace and stability. It is necessary to think holistically about improving food systems, and to provide legal protections for communities to access resources and assets at all times. Only by fully recognizing famine as a complete and enforceable violation of the right to food, and only by achieving a convergence of emergency food aid, food assistance, and development cooperation, will we ensure the security of food and of societies around the world.
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Chapter 28


Humanitarian Relief in Situations of Armed Conflict

Emanuela-Chiara Gillard and Nathalie Weizmann



A. Introduction


In many modern wars, more civilian deaths and suffering occur as a result of humanitarian crises prompted or exacerbated by the conflicts than from actual hostilities. In addition to those who die as a result of lack of food, water, access to medical care, or adequate sanitation, hundreds of thousands are obliged to leave their homes and sources of livelihoods, thereby heightening their vulnerability to a range of attacks, food insecurity, and losing access to basic services.

‘Freedom from want’ is one of the two constituent dimensions of human security articulated by the UN Development Programme (UNDP) in its landmark 1994 ‘Human Development Report’.1 The report breaks down the notion of human security further into seven categories, two of which are particularly relevant to humanitarian relief in situations of armed conflict: food security and health security. Recently, the UN Security Council (UNSC) has addressed this dimension of human security in a thematic resolution drawing a connection between its primary responsibility for the maintenance of international peace and security and its ‘commitment to address conflict-induced food insecurity, including famine, in situations of armed conflict’.2 The UNSC has also indicated that the denial of safe and unimpeded access of humanitarian personnel to civilians in armed conflicts may constitute a threat to international peace and security.3 This suggests that, rather than competing, human security and international security converge when it comes to meeting the needs of civilians in extreme situations.

Without entering here into an analysis of the content and evolution of the notion of ‘human security’, it suffices to note that international humanitarian law (IHL), the body of law applicable in armed conflict that regulates the conduct of hostilities and protects those not or no longer taking direct part in hostilities, includes an important body of rules aimed at ensuring that the basic needs of civilians caught up in conflict are met. While these protections can be considered as a manifestation of the ‘freedom from want’ dimension of human security, it is essential to bear in mind that the relevant rules of IHL are well established, binding on States and, in case of non-international armed conflict, also organized armed groups.

The present contribution consists of two sections. The first outlines the rules of IHL regulating collective humanitarian relief operations, with a particular focus on how they balance the dictates of belligerents’ security interests and civilians’ ‘human security’ needs and entitlements. The second section focuses on one particular way in which a pressing national and international security objective—countering terrorism—interacts with, and adversely impacts, the capacity of humanitarian actors to operate in a principled manner, and thus impairs the human security of populations in need.


B. The Rules of International Humanitarian Law Regulating Collective Humanitarian Relief Operations for Civilians


In situations of armed conflict, the delivery of collective humanitarian relief for civilians in need raises some important and competing security concerns relating to both national security and human security. Humanitarian relief operations have the aim of distributing articles of prime necessity for subsistence and health4 according to need alone.5 Precisely what constitute items essential for survival will depend on the local conditions, and typically include water, food, medical supplies, clothing, bedding, means of shelter, fuel for heating, and objects needed for religious worship.6

Yet, despite the narrowly circumscribed aim of providing civilians in need with items of prime necessity for their subsistence and health, belligerents may have reservations about allowing humanitarian relief operations. They may worry, for instance, that humanitarian relief destined for a population under the control of the enemy may indirectly favour the enemy and enhance the latter’s chances of success,7 or that humanitarian convoys are delivering weapons, not humanitarian assistance.8

As with all of IHL, the specific rules governing humanitarian relief operations in armed conflict aim to strike a balance between competing considerations of humanity and military necessity.9 Humanity has been described as ‘a complex motive in which kindred elements such as kindness, pity, gentleness, generosity, patience, and mercy are present in varying degrees’,10 while military necessity commonly reflects belligerents’ security concerns. It is

the claim that, because of extreme circumstances, security concerns override competing considerations…Though the term military necessity can be used to describe any instance in which political, social, or economic calculations are superseded by reasons of war, it is most commonly employed in situations in which security considerations are said to trump ethical restraints on the conduct of war.11

One expert has explained the balancing act in IHL, as follows:

If military necessity were to prevail completely, belligerent parties would have full freedom of action, with a view to winning a war. If humanitarian considerations were the only guide to the conduct of hostilities, the waging of war would become impossible by dint of the death, injury, and suffering that unavoidably accompany it. The law […] therefore takes a middle road, rendering unto military necessity what is due to it, while protecting and respecting at least a minimal level of humanitarianism even in the midst of hostilities.12

Without defining the terms ‘security’ or ‘military necessity’, IHL, including its body of rules regulating humanitarian relief operations, reflects a compromise between a range of security concerns, from State sovereignty and belligerents’ military interests,13 to people-centred human security interests focused on ‘freedom from want and freedom from fear’,14 aspects of which include food security,15 adequate shelter,16 and security against threats to human dignity.17 While a compromise between security concerns underlies each rule of IHL, at times these concerns also appear explicitly as exceptions that authorize some deviation from the general rule, often with broad discretion when it relates to the security of the State. For instance, in cases of ‘imperative military necessity’ the activities of the relief personnel may be limited or their movements may be temporarily restricted.

This section of the chapter will explore the interplay between competing security concerns—for States and non-State armed groups (whose security considerations are analogous to those of States even if their motivations clash), civilians in need, and humanitarian personnel and assets—within the rules of IHL governing collective relief operations for civilians in armed conflict.


1. Offers to Carry Out Humanitarian Activities


Each State has the responsibility to meet the needs of persons in its territory or under its control.18 In armed conflict, organized armed groups also have the responsibility to meet the needs of civilians under their control when the State has not done so.19 There are times, however, when the relevant parties fail to meet these needs. In such circumstances, humanitarian organizations and other actors can play a key role in the provision of relief to persons in need. States may expressly seek outside help, or impartial humanitarian organizations may offer to carry out assistance activities.

Today, a range of actors—States, as well as international and non-governmental organizations—may offer to carry out humanitarian relief operations in both international and non-international armed conflicts.20 At times, however, belligerents may perceive such offers as an unfriendly act, interference in their internal affairs, or as a way to support or legitimize the enemy. In other words, many of these reservations relate to preserving the State’s sovereignty, that is, its ‘independence and exclusive authority over its territory and those residing upon it’.21 Sovereignty is understood to be a central component of national security,22 which experts have explained as follows: ‘The affinity between sovereignty and national security is…readily evident; indeed, the latter can be viewed, in many respects, as being a simple expansion of the former.’23

For instance, in situations of non-international armed conflict (necessarily involving non-State armed groups), the concern has been expressed as follows:

In a civil war the lawful Government, or that which so styles itself, tends to regard its adversaries as common criminals. This attitude has sometimes led governmental authorities to look upon relief given by the Red Cross to war victims of the other Party to the conflict as indirect aid to those who are guilty. Applications by a foreign Red Cross or by the International Committee of the Red Cross have more than once been treated as unfriendly attempts to interfere in the internal affairs of the country concerned.24

Nevertheless, under international law, an offer of humanitarian relief that is impartial and conducted without adverse distinction is not considered as interference in an armed conflict or an unfriendly act.25 In contrasting humanitarian assistance with paramilitary activities in the case of Military and Paramilitary Activities in and against Nicaragua, the International Court of Justice (ICJ) found that ‘[t]here can be no doubt that the provision of strictly humanitarian aid to persons or forces in another country, whatever their political affiliations or objectives, cannot be considered as unlawful intervention…’26 This is also captured in UN General Assembly (UNGA) Resolution 2675 (XXV), which states, ‘(t)he provision of international relief to civilian populations is in conformity with the humanitarian principles of the Charter of the United Nations, the Universal Declaration of Human Rights and other international instruments in the field of human rights’.27

The position is valid in both international and non-international armed conflict. With respect to international armed conflict, the International Committee of the Red Cross (ICRC) 2016 Commentary to the First Geneva Convention (GC I) states that ‘[w]hen an offer of services is made, it may be regarded neither as an unfriendly act, nor as an unlawful interference in a State’s domestic affairs in general or in the conflict in particular. Nor may it be regarded as recognition of or support to a Party to the conflict.’28 According to the 1987 Commentary to Article 70 of the First Additional Protocol (AP I), the expressions ‘interference in the armed conflict or as unfriendly acts’ entail that ‘the offer or action cannot be seen as a hostile act, let alone as an act of war’.29

As for non-international armed conflict, the 2016 ICRC Commentary to Common Article 3 explains:30

When an offer of services is made, it may be regarded neither as an unfriendly act nor as an unlawful interference in a State’s domestic affairs in general or in the conflict in particular.31 Nor may it be regarded as recognition of or support to a Party to the conflict. Therefore, an offer of services and its implementation may not be prohibited or criminalized, by virtue of legislative or other regulatory acts.32

A recurring concern of States that is specific to non-international armed conflict is that humanitarian offers of services to, and engagement with, organized non-State armed groups will amount to their political legitimization and recognition, thereby interfering with the State’s political aim or enhancing the armed group’s authority. In fact, some armed groups have been perceived as seeking legitimization through their engagement with humanitarian organizations. As explained by Geneva Call, there is a tendency for armed groups to use institutions, commissions, or committees, including those responsible for engagement with humanitarian bodies, for political propaganda purposes.33 In 2015 in eastern Ukraine, the de facto authorities controlling parts of Donetsk and Luhansk introduced an ‘accreditation’ process for humanitarian actors to operate, which some considered to be a political manoeuvre by the de facto authorities to acquire international recognition.34

Concerns about legitimization and recognition arise even though Common Article 3 to the Geneva Convention states that the right of an impartial humanitarian body to offer its services ‘shall not affect the legal status of the Parties to the conflict’. The Commentary of 1952 states:

This clause […] meets the fear—always the same one—that the application of the Convention, even to a very limited extent, in cases of civil war may interfere with the de jure Government’s lawful suppression of the revolt, or that it may confer belligerent status, and consequently increased authority, upon the adverse Party. […] It makes it absolutely clear that the object of the Convention is a purely humanitarian one, that it is in no way concerned with the internal affairs of States, and that it merely ensures respect for the few essential rules of humanity which all civilized nations consider as valid everywhere and under all circumstances and as being above and outside war itself.35

The UNSC has also recognized the importance of humanitarian engagement with all parties to conflict, including armed groups.36


2. State Consent to Humanitarian Relief Operations


Whenever offers of humanitarian relief are made in situations of international armed conflict, consent is required from the State Party in whose territory the humanitarian relief is carried out, as well as from other States Parties if the relief must transit through territory under their effective control, and from other States in whose territory the relief is initiated or must transit.37 This consent requirement aims to protect the concerned State’s sovereignty, an important aspect of its national security.38

On offers of humanitarian relief that are made in non-international armed conflict, Common Article 3 to the Geneva Conventions is silent on the question of consent. This has led to some debate as to whether the consent of the State Party to the conflict in whose territory the humanitarian relief is carried out is required in all cases, or only when the State is exercising effective control over the area in which the relief must transit or is destined. Some experts consider that Common Article 3 allows relief operations by impartial humanitarian bodies as long as the State or non-State Party receiving the offer consents to it and the relief operation does not have to cross the territory controlled by the opposing side. However, if only the consent of a non-State Party were obtained, this would entail an important infringement on the territorial State’s sovereignty.39 Article 18 of Additional Protocol II is more explicit on the question as it requires the consent of the State Party ‘concerned’. Nevertheless, here, too, there is some debate as to whether a State Party should be considered ‘concerned’ under this provision even when it does not have effective control over the territory in which the humanitarian relief operations are intended or transit.

An interpretation that gives due weight to a State’s territorial sovereignty and to its responsibility towards the civilian population is to always require the consent of the State in whose territory the humanitarian relief operations are intended or transit, regardless of its effective control over the area. In any event, as a matter of practice in order to ensure a safe and unimpeded relief operation, the consent of all parties to an armed conflict, including non-State armed groups,40 will be required when the humanitarian relief is intended for or passing through territory under their effective control.41


3. Withholding of Consent


With regard to the question of when consent might be lawfully withheld, a leading commentator on the question has written, ‘[i]n many situations, legitimate military considerations will compete with humanitarian ones. A balancing of different values will then be required which makes it extremely difficult to precisely draw the line between a lawful and an unlawful refusal of consent.’42 While the requirement of consent is rooted in a concern to protect a State’s sovereignty as an element of its national security, this does not imply that the State has absolute and unlimited discretion to refuse the relief operations.

Consent may only be withheld for valid and compelling reasons.43 These can include imperative considerations of military necessity (for example where foreign relief personnel might hamper military operations44), but consent should not be withheld beyond what military necessity demands.45

When the following cumulative conditions are met, a State must not withhold its consent arbitrarily:46 (a) civilians are inadequately provided with essential supplies; (b) the party responsible for meeting their needs does not provide the necessary assistance; and (c) offers of services have been made by actors capable of carrying out relief operations that are exclusively humanitarian and impartial in character, and are conducted without any adverse distinction.47

Consent is withheld arbitrarily if it is withheld in three situations. First, if it is withheld in circumstances that would result in a violation of obligations under international law with respect to the civilian population in question, including obligations under IHL and international human rights law (IHRL).48 For instance, withholding consent to humanitarian relief operations would be arbitrary in situations where the civilian population is inadequately supplied and the State intends to cause, contribute to, or perpetuate starvation.49 The Commentary to the Additional Protocols states:

If the survival of the population is threatened and a humanitarian organization fulfilling the required conditions of impartiality and non-discrimination is able to remedy this situation, relief actions must take place. In fact, they are the only way of combating starvation when local resources have been exhausted. The authorities responsible for safeguarding the population in the whole of the territory of the State cannot refuse such relief without good grounds. Such a refusal would be equivalent to a violation of the rule prohibiting the use of starvation as a method of combat as the population would be left deliberately to die of hunger without any measures being taken.50

The second circumstance is when consent is withheld in violation of the principles of necessity and proportionality, which find expression in IHRL in the context of the right to life and the right to liberty.51 In order not to be arbitrary, withholding of consent must be necessary, no more than necessary, and proportionate to the end sought. For instance, where consent to relief operations is withheld because of imperative considerations of military necessity that go beyond what military necessity demands, such a withholding would violate the principle of necessity.52 Or, as an expert has written, ‘[t]he principle of proportionality may also be helpful […], for instance, to outlaw a refusal where the legitimate military considerations are relatively unimportant, but the suffering of the civilian population particularly poignant’.53

Finally, consent is withheld arbitrarily if it is withheld in a manner that is unreasonable, or that may lead to injustice or lack of predictability, or that is otherwise inappropriate, such as withholding of consent simply because of ‘State sovereignty, the internal legal order, national pride and/or interests, political orientation, the interests of the regime in power, and similar arguments’.54 Another example would be a total failure to provide reasons for withholding consent, giving rise to a lack of predictability and making it impossible to assess the underlying reasons. As the International Law Commission (ILC) has noted in relation to humanitarian assistance in natural disasters, ‘[t]he provision of reasons is fundamental to establishing the good faith of the affected State’s decision to withhold consent. The absence of reasons may act to support an inference that the withholding of consent is arbitrary.’55

Interestingly, upon determining in 2014 that the deteriorating humanitarian situation in Syria constituted a threat to peace and security in the region and recalling the UN Secretary-General’s view that ‘arbitrarily withholding consent for the opening of all relevant border crossings is a violation of international humanitarian law’, the UNSC, for the first time, overrode the requirement of State consent and decided to authorize UN humanitarian agencies and their implementing partners to use routes across conflict lines and certain border crossings in order to ensure that humanitarian assistance reached people in need throughout the country.56 In this instance, human security considerations appear to have outweighed sovereignty and other national security considerations.


4. The Obligation to Allow and Facilitate Passage and to Respect and Protect Personnel and Assets


In any situation of armed conflict, once consent to an offer of humanitarian relief has been obtained, the parties must allow and facilitate rapid and unimpeded passage—over land, water, or by air—of humanitarian relief consignments, equipment, and personnel.57 Measures to allow and facilitate passage can include waiving or simplifying and expediting entry procedures for humanitarian personnel; waiving, reducing, or expediting customs inspection requirements; exemptions from taxes, duties, and fees; simplified procedures for humanitarian organizations to acquire legal personality; issuing permits for the passage of humanitarian relief, equipment, and personnel; ensuring adequate staffing and schedules in order to meet formalities efficiently and expeditiously; and allowing telecommunications equipment to be imported for its exclusive use in humanitarian relief operations, except as required for imperative reasons of security.58 Guidance on the range of legal facilities that States may adopt for both entry and operations can be drawn from the ‘Guidelines for the domestic facilitation and regulation of international disaster relief and initial recovery assistance’, which apply in disasters arising from accident, nature or human activity, but not to armed conflict.59 Non-State armed groups also have structures in place to coordinate, facilitate, and monitor humanitarian action.60

Except in cases of urgent necessity in the interests of the civilian population concerned (and not for military considerations), relief supplies must not be delayed or diverted from their intended destination.61 Delays are permitted if they are necessary to ensure the safe passage of relief and to prevent its loss or destruction when the situation might endanger its safe passage.62 Moreover, it is only in case of ‘imperative military necessity’ that the activities of the relief personnel may be limited or their movements may be temporarily restricted. For instance, movement may be restricted to prevent relief operations from interfering with military operations; this could affect the belligerents’ security but also endanger humanitarian relief personnel.63 This explicit ‘military necessity’ exception is intended to allow the parties ‘to make quick decisions to take into account the development of hostilities’.64 While the commander is afforded a ‘great deal of latitude’, he or she must nevertheless exercise this discretion in good faith.65 Restrictions should not last longer than necessary; they must be temporary, and ‘sound reasons’ must be given to justify prolonging them.66 Here, the parties’ security interests can temporarily override human security concerns.

With the approval of the State on whose territory the humanitarian relief operation is intended, personnel may participate in a humanitarian relief operation, typically for the transportation and distribution of relief consignments. The parties must ensure the freedom of movement of humanitarian personnel that is essential to the exercise of their functions.67 Of course, personnel must behave in a manner consistent with their humanitarian mission and must respect the law and security requirements of the Party in whose territory they are operating.68 These requirements can include routes, schedules, and curfews imposed by the parties, however they must not aim to obstruct relief operations.69

Parties to an armed conflict must respect and protect humanitarian relief personnel during military operations.70 It is prohibited to direct attacks against them. Practice indicates that it is also prohibited to harass, intimidate, or arbitrarily detain them.71 The parties must also respect and protect objects that are used for humanitarian relief operations, such as supplies, installations, material, units, or vehicles; their destruction, misappropriation, and looting are also prohibited.72 Intentionally directing attacks against personnel, installations, material, units, or vehicles involved in a humanitarian assistance mission is considered a war crime in both international and non-international armed conflicts, as long as they are entitled to the protection given to civilians or civilian objects under IHL.73

To protect their security interests, parties to an armed conflict and States in whose territory relief operations are initiated or transit also have the right to prescribe measures of control for the passage of humanitarian relief. They can impose technical arrangements such as the search of consignments to verify that relief consignments are exclusively humanitarian (for example, that they do not contain equipment that could be used for military purposes), the use of prescribed routes at specific times so that relief convoys do not interfere with and are not endangered by military operations, or measures to ensure that medical supplies and equipment comply with health and safety standards.74 Technical arrangements must be applied in good faith, and their nature, extent, and impact must not prevent the rapid delivery of humanitarian relief in a principled manner. Their imposition or effect must not be arbitrary.75 In addition, the parties to an armed conflict may make passage of humanitarian relief consignments conditional on their distribution under the local supervision of an impartial organization or on other measures to ensure that the supplies will reach their intended beneficiaries.76 At times, humanitarian organizations will make their own arrangements to monitor distribution and confirm that relief items reach their intended beneficiaries. This has happened, for instance, in 2018 in Yemen77 and Syria.78

As the ICRC Commentary to Article 70 of Additional Protocol I explains, the right of a State to prescribe technical arrangements is designed to protect security interests, ‘including the military interests of an adverse Party through whose territory, area of control or blockade relief consignments are to pass’. The condition of local supervision is also meant to provide an additional guarantee that relief actions are humanitarian and impartial in character, conducted without any adverse distinction, and with priority to those persons who under IHL are to be afforded privileged treatment or special protection, such as children, expectant mothers, maternity cases, and nursing mothers.79

The regulation of humanitarian access for security reasons is not exclusive to States. As explained by Geneva Call, ‘[j]ust like many recognized governments, the [armed non-State actors (ANSAs)] consulted believe they are entitled to control and regulate humanitarian activities, [for instance] by coordinating the logistical and security conditions for access to be viable’.80 Armed groups have analogous security concerns to those of States, even though they obviously run contrary to them. IHL factors into its rules the security interests of all parties—State and non-State alike. Humanitarian personnel must comply with technical arrangements prescribed by the parties, such as routes, schedules, and curfews.81 If humanitarian personnel exceed the terms of their mission, their assignment may be terminated and they may be compelled to leave the country,82 however this would not necessarily call into question the entire relief operation.83 The ICRC Commentary to Article 71 adds:

[t]he possibility of prosecuting personnel participating in a relief action by the receiving Party is not explicitly excluded. However, it should be avoided as much as possible, in view of the disastrous consequences this could have on the action as a whole. Moreover, it is desirable to provide in the framework of the agreement concerning such action that personnel participating in relief action should enjoy immunity before the courts.84

Despite their obligation to allow and facilitate rapid and unimpeded passage, parties to conflict—States and non-State armed groups alike—often impede humanitarian relief operations, resulting in delayed delivery, decreased effectiveness, increased operational costs, and, ultimately, prolonged suffering of people in need.85 Bureaucratic impediments are reported to be amongst the most severe constraints on humanitarian access.86 They are frequently imposed upon entry into the country, in the form of cumbersome procedures for visas, permits, or the import of supplies. Inside the country, they also take the form of detailed limitations relating to certain locations, amounts and types of relief items, or modes of transportation. Parties might require long notice periods before any movement is allowed. Multiple checkpoints, roadblocks, and searches often delay or impede the movement of relief personnel and items. Restrictions are often imposed in an inconsistent or unpredictable fashion and at multiple levels, ranging from central to local.87

Refusing the passage of humanitarian relief intended for civilians in need, including by deliberately impeding humanitarian relief or restricting the freedom of movement of humanitarian relief personnel, may constitute a violation of the obligation to allow and facilitate rapid and unimpeded passage and of the prohibition of starvation. It may also be a war crime.88 However, it is not so straightforward to determine at what point the effect of constraints, impediments or delays to humanitarian relief operations is of such a nature and extent as to amount to a violation of the obligation to allow and facilitate the rapid and impeded passage of relief consignments, personnel, and equipment. To determine when impediments amount to a violation, the principal factor to consider is the impact of the impediments on the needs of the civilian population:

If they are such as to leave the civilian population as whole, or segments thereof—either in specific locations or particular groups—without essential relief items or specific services for prolonged periods of time, then the party can be considered to have violated the obligation to allow and facilitate rapid and unimpeded passage of relief operations and, therefore, to have unlawfully impeded humanitarian relief operations.89


5. Concluding Reflections on IHL Rules Regulating Collective Humanitarian Relief Operations for Civilians


Through each of its rules governing collective humanitarian relief operations, IHL strikes a compromise between belligerents’ security interests and human security aims. Only in narrow circumstances can the former lawfully restrict the latter: consent to impartial humanitarian relief operations may not be arbitrarily withheld when civilians’ essential needs are not being met; parties may impose measures of control on the passage of humanitarian relief, but these must be applied in good faith, and must not prevent the rapid delivery of impartial relief; belligerents may limit the movement of humanitarian personnel on the grounds of imperative military necessity, but restrictions must be temporary. In extreme cases, as the UNSC has shown, human security can become a matter of international peace and security and outweigh a State’s national security interests.


C. Counter-terrorism Measures and Humanitarian Action


International terrorism is currently one of the greatest threats to many States’ national security, and to international security. In the aftermath of the attacks of 11 September 2001, the UNSC has systematically affirmed that international terrorism constitutes a threat to international peace and security.90 Terrorism does not just pose a threat to States and to the international community. It is also a significant threat to human security, and the response to terrorism has given rise to serious violations of fundamental human rights, IHL, and refugee law.91 While efforts have been made in recent years, particularly at the international level, to ensure that counter-terrorism responses comply with these bodies of law,92 the reality in practice remains that national and international security has taken precedence over considerations of human security—and in so doing has violated binding obligations and fundamental rights.93

Counter-terrorism measures have adversely affected the rights of individuals in numerous ways. The present chapter focuses on one dimension: the impact of such measures on humanitarian action.94 The expression ‘humanitarian action’ is used here to refer to various exclusively humanitarian activities conducted in accordance with the humanitarian principles of impartiality, neutrality, and independence. It is broader in scope than the provision of humanitarian relief discussed in the preceding section.


1. Counter-terrorism Prohibitions on Assistance to Designated Groups


Choking the financing of groups designated as terrorist organizations by the UNSC, regional intergovernmental organizations, or individual States, is a key element of international and national counter-terrorism strategies. As a matter of law, this is achieved by two principal means: financial sanctions against such groups; and criminal counter-terrorism measures that criminalize a range of activities that may provide financial assistance or other forms of material support directly or indirectly to such groups.


a. Sanctions


Financial sanctions can be imposed by intergovernmental organizations like the UN or the EU, or autonomously by individual States. These sanctions are principally asset freezes that impact humanitarian action and usually consist of two elements: an obligation to freeze the assets owned or controlled directly or indirectly by designated groups; and an obligation to ensure that funds, financial assets, or other economic resources are not made available to or for the benefit of designated groups. As elaborated below, it is this second dimension that can be problematic for humanitarian action.


b. Criminal Counter-terrorism Measures


States have assumed numerous obligations to prevent and suppress acts of terrorism under international conventions or pursuant to binding UNSC decisions. In terms of treaties, the 1999 International Convention for the Suppression of the Financing of Terrorism is of particular relevance for humanitarian action. This treaty makes it an offence to provide or collect funds by any means, directly or indirectly, unlawfully and wilfully, with the intention that they should be used, or in the knowledge that they are to be used, in full or in part, in order to carry out an act of terrorism.95

In terms of binding UNSC decisions, landmark Resolution 1373 (2001) was the first in a series of thematic resolutions aimed at strengthening the international community’s counter-terrorism response by requiring Member States to take a number of measures to enhance their legal and institutional ability to prevent and criminalize terrorist activities. Of particular relevance to humanitarian action, Resolution 1373 required States to prevent and suppress the financing of terrorist acts, including by:

[p]rohibit[ing] their nationals or any persons and entities within their territories from making any funds, financial assets or economic resources or financial or other related services available, directly or indirectly, for the benefit of persons who commit or attempt to commit or facilitate or participate in the commission of terrorist acts, of entities owned or controlled, directly or indirectly, by such persons and of persons and entities acting on behalf of or at the direction of such persons.96

The effect of these measures is essentially identical to asset freezes in sanctions. However, unlike sanctions, the regime established by Resolution 1373 does not include a list of designated persons or entities. It is left to States to establish their own lists.

The counter-terrorism framework established by Resolution 1373 is constantly evolving. In 2014, for example, the UNSC adopted Resolution 2178 on ‘foreign terrorist fighters’. Amongst other things this requires Member States to criminalize travel by their nationals ‘who travel or attempt to travel to a State other than their States of residence or nationality…for the purpose of the perpetration, planning, or preparation of, or participation in, terrorist acts, or the providing or receiving of terrorist training’.97 As the areas to which ‘foreign terrorist fighters’ are likely to travel are frequently areas of conflict to which people also travel to conduct humanitarian activities, this provision has led to greater scrutiny by investigators and courts of the activities of staff of humanitarian organizations.


2. The Interplay with Humanitarian Action


The groups designated under sanctions and counter-terrorism measures have frequently included organized armed groups that are parties to armed conflicts and have control over civilian populations in severe need. These include Al Shabaab in Somalia, Al-Qaeda in the Arab Peninsula in Yemen, and Boko Haram in Nigeria—three countries identified as at risk of famine in 2017. Other examples are ISIS in Syria, and Hamas in Gaza.

Problems arise because the prohibited provision of ‘material support’98 has been interpreted extremely broadly. A real risk exists that transactions and activities carried out by humanitarian actors may fall within the scope of the restrictions. These can include incidental payments that humanitarian actors may have to make to designated groups as part of their humanitarian operations; or relief consignments that may be diverted and end up in the hands of the designated groups. More alarmingly, individuals have been listed under UN sanctions for, amongst other things, having provided medical care to members of designated groups, and criminal investigations have been conducted in a number of States on these grounds.99 This is a particularly troubling development as the entitlement of the wounded and sick in armed conflict—including fighters—to receive medical care and the protection of those providing such care is a foundational principle of IHL.


3. The Consequences on Principled Humanitarian Action


The approach States have adopted to give effect in national law to their obligations under counter-terrorism measures is by no means uniform. Some States have followed the language of the 1999 Terrorist Financing Convention more closely and criminalized the provision of resources with the knowledge or intent that they will be used to commit an act of terrorism. Others have taken a broader approach, criminalizing support to a terrorist group more generally. This latter approach is more problematic for humanitarian actors, as the offences are defined broadly enough to capture payments made to designated groups in order to operate, or relief supplies that are diverted to such groups.100 Moreover, States have designated different persons and groups and some have granted their courts extraterritorial jurisdiction over these offences, meaning that more than one State’s laws may be applicable.

These restrictions give rise to an extremely complex legal landscape that humanitarian organizations and their staff must navigate to avoid civil or criminal liability. Concerns about violating the prohibitions have frequently led to over-compliance with the law and have led organizations to place unwarranted limits on humanitarian operations. Some have curtailed their operations in certain areas, despite the existence of severe needs. This opens up humanitarians to allegations of not operating in a principled manner, and may leave people in severe need without assistance.

Until recently, investigations and proceedings against humanitarian organizations and their staff had not been numerous. The adverse impact was described principally as a ‘chilling effect’. However, in the past few years there has been an increase in investigations, frequently against people who provided medical assistance—or claimed to have done so.101 There are a number of possible reasons for this. First, many of the investigations have been brought pursuant to measures aimed at suppressing the phenomenon of ‘foreign fighters’. States are likely to be more vigilant and less willing to accept risks in relation to people who return from areas of fighting who are potentially ‘radicalized’ and perceived as posing a more direct and immediate threat to national security than designated groups based overseas who might be receiving ‘material support’. A second possible reason is that this is a manifestation of the broader and systematic erosion of the protections afforded to the wounded and sick and to those providing medical care.102


4. Banking Sector Restrictions


The problem is aggravated by the fact that it is not just humanitarian actors that must comply with sanctions and counter-terrorism measures. Banks must also do so, freezing the assets of designated individuals and groups, and not providing material support to them, directly or indirectly, including via the humanitarian organizations to whom they provide banking services.

Fears of violating these measures, coupled with a perception—fuelled to a significant degree by the Financial Action Task Force (FATF)—that the ‘not-for profit’ sector as a whole is vulnerable to abuse, the reality that humanitarian organizations are rarely profitable clients, and the ‘derisking’ conducted by banks has led to a significant restriction in the financial services they provide to such organizations.103

Humanitarian actors operating in what banks consider ‘high-risk jurisdictions’, in or near areas where designated groups are based or operate, or faith-based, mainly Muslim, humanitarian organizations have been particularly affected. They are experiencing significant difficulties in accessing the financial services that are crucial to their capacity to fundraise and disburse funds, and thus operate. There has been an increase in regulatory compliance and disclosure requirements, with banks demanding increasingly detailed information about the organizations, their transactions, and their programmes. More damagingly, organizations have been unable to open accounts, receive donations, or transfer funds; have experienced delays or significantly increased charges; or have had their accounts closed.


5. Reducing the Tensions


Normatively, the tensions between sanctions, counter-terrorism measures and humanitarian action can be avoided by including exemptions in sanctions, and exceptions in criminal counter-terrorism measures. Such measures would reduce the risk of liability and provide reassurance to banks.

At present, however, at the UN level only one country-specific sanction regime (Somalia) includes an exemption for humanitarian action.104 There is no substantive justification for this, as the same problems can arise in all contexts where asset freezes have been imposed on designated groups that exercise effective control over people in need. What is required is a concerted effort to raise awareness of the problem and to press for the systematic inclusion of exemptions.105

One might assume that concerns about material support would be less significant in country-specific rather than counter-terrorism sanctions, as terrorism is perceived as posing a more serious threat to international security than groups listed in country-specific sanctions, who may be designated for a range of grounds, and, consequently, that the UNSC would be more amenable to considering exemptions in the former regimes. Interestingly, however, it was the ISIL (Da’esh)/Al-Qaeda sanctions panel of experts that reached out to humanitarian actors for information on the adverse impact of the sanctions. The panel also indicated its concern that asset freezes, and banks’ consequent restriction of services to humanitarian organizations with operations in areas where designated entities are based, have led to resort to informal and unregulated channels to transfer the funds necessary to operate. This makes it more difficult to monitor such funds, and increases the risk of the very abuse the sanctions are trying to prevent.106

As is the case with sanctions, the most effective way of ensuring that assets, or other support that reaches designated groups in the course of humanitarian operations, do not violate criminal counter-terrorism measures would be to include an express exception to this effect in the relevant international or domestic instruments. Neither the 1999 Terrorist Financing Convention nor UNSC Resolution 1373 refer to, let alone exclude, humanitarian action. This is not surprising, as both instruments were adopted before the impact of such measures on humanitarian action was identified. In recent years, the UNGA has started highlighting the potential adverse impact of counter-terrorism measures on humanitarian action107 and has urged States to ensure that such measures ‘do not impede humanitarian and medical activities or engagement with all relevant actors as foreseen by international humanitarian law’.108

The inclusion of these provisions in UNGA resolutions is a positive development, that shows States’ increasing awareness of the potential adverse impact of counter-terrorism measures, and suggests a willingness to begin to address these tensions. However, the resolutions are not binding and to date none of the binding UNSC decisions on counter-terrorism have excluded humanitarian action from counter-terrorism measures.

At present, change is more likely to occur when States adopt legislation implementing their international obligations in domestic law. At this stage, tensions can be addressed in a number of ways. The clearest is inserting express exceptions for humanitarian action in the offences of providing support to designated entities. Such exceptions are rare;109 one of the reasons for this is that many States adopted legislation implementing the 1999 Terrorist Financing Convention and UNSC Resolution 1373 before the potential adverse impact of counter-terrorism measures on humanitarian action was identified, so did not consider the issue. While understandable, this is unfortunate, because amending existing legislation is much more difficult than including exceptions from the outset.110

States have a further opportunity to insert exclusions in existing counter-terrorism legislation when revising it to give effect to new international obligations, such as those under UNSC Resolution 2178 on foreign terrorist fighters. At this juncture, they could either insert a general exception for humanitarian action, or, as a minimum, include one in relation to the new offences.

The UK has taken this approach in the 2019 Counter-Terrorism and Border Security Act. Amongst other things, this implements obligations pursuant to UNSC Resolution 2178 on foreign fighters. The Act introduces a new provision giving the Home Secretary the power to ‘designate’ a country, or region thereof, and making it an offence for UK nationals and residents to enter or remain in this area. The government accepted an amendment to the draft law creating an exception to the offence for those entering or remaining in a designated area for a number of purposes, including ‘providing aid of a humanitarian nature’.111

A second approach is framing counter-terrorism offences narrowly to make it less likely that they would cover support provided in the course of humanitarian action.112

There have also been some positive developments at the EU level. In 2017 a safeguard clause for humanitarian action was included in the preamble to the 2017 EU Directive on Combating Terrorism. This notes that:

The provision of humanitarian activities by impartial humanitarian organisations recognised by international law, including international humanitarian law, do [sic] not fall under the scope of this Directive, while taking into account the case law of the Court of Justice of the European Union.113


6. The Way Forward


In order to reduce the tensions, concerted action is required at the global, EU, and national level. At the global level, and in particular at the UN level, a significant amount of awareness-raising is still necessary to systematically highlight the problem, and to persuade Member States to, equally systematically, include exemptions for humanitarian action in sanctions.114

Much of the attention to date has focused on the UN, however the same problems also arise at the EU level, when the EU adopts sanctions or counter-terrorism measures. Recent developments give cause to believe that EU Member States and institutions are receptive to the challenges faced by humanitarian actors, and are willing to explore ways to reduce the tensions. Sustained engagement should be conducted with policymakers in Brussels to build upon this.

Finally, the same issues need to be tackled with States at the domestic level when they are giving effect to UN and EU measures. By way of example, EU Member States should be encouraged to expressly include the safeguard clause when giving effect to the 2017 EU Directive in domestic law.


7. Concluding Reflections on Counter-terrorism Measures and Humanitarian Action


The adverse impact of counter-terrorism on humanitarian action does not appear to be an intentional undermining of human security, unlike in other areas where counter-terrorism has been used as a justification for the severe curtailing of individual rights and undermining of human security.115 The impact might have been unintended and unexpected, when the issue first came to the fore during the famine in Somalia in 2010, when Al Shabaab, a designated group, was in control of many of the people in severe need. Although, since, the problem has received considerable attention, not enough has been done to address the problem. While States are now occasionally referring to the issue, all too frequently this remains mere lip-service.

Numerous government departments are involved in the adoption of counter-terrorism decisions: ministries of foreign affairs, home affairs, justice, finance, and overseas aid and development.116 Often, these departments are not working on the different dimensions of this issue in a coordinated and coherent manner. Priorities can clash and when decisions need to be taken, national security concerns still prevail over reducing the adverse impact on humanitarian action.


D. Conclusion


In situations of armed conflict, humanitarian relief operations give rise to competing security concerns, ranging from State sovereignty and belligerents’ military interests to civilians’ food and health security. The well-established and binding rules of IHL governing humanitarian relief operations reflect a delicate compromise between these concerns. They aim to ensure that civilians receive articles of prime necessity for their survival while admitting narrow circumstances in which belligerents’ security interests may restrict human security aims. In practice, these interests are in constant tension, such that relief operations are fundamentally a matter of negotiation between those carrying them out and the parties to the conflict.

International and national counter-terrorism measures are frequently also applicable in situations of armed conflict and can pose challenges for humanitarian action. Unless efforts are made to reduce the tensions between counter-terrorism measures and humanitarian action, there is very real risk that, as a matter of practice, the rules of IHL governing relief operations will not come into play. Humanitarian actors may simply be forced to refrain from operating in contexts where the risk of liability is too high, or may effectively be prevented from doing so as banking sector restrictions make it impossible to access funds.

Unless national security and human security interests are properly balanced in both law and practice, principled humanitarian action can be severely compromised, leaving civilians without the essentials they need to survive. In turn, this may, in extreme situations, even pose a threat to international peace and security.
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Chapter 29


Water Security

Pierre Thielbörger



A. Introduction


Water security is a contested normative concept, without clear definitions, meanings, or interpretations.1 Water2 can save a man or kill him. With this in mind, the term ‘water security’ must be understood in two distinct ways: security through water (meaning individuals’ access to water to sustain their lives and livelihoods) and security against water (meaning the absence of water-related threats, both natural and man-made).3 In this way water security is different from food or energy security as these two terms mainly describe reliable access to sufficient supplies to meet basic needs of individuals or groups.4 Contrariwise, not only the absence of water but also its presence can pose a threat, given water’s dual life-generating and destructive qualities.5

The first lens of security through water implies a human rights approach. While security had traditionally been understood as a State-centred concept relating to the national security of State territory in international law, the ideas of environmental security,6 and later of human security,7 entered the international arena in the last few decades and have materially broadened the concept. The concept of water security as security through water is a tool to guarantee certain minimum standards of water for individuals (for drinking, hygiene, and other basic purposes). This aspect of water security is closely related to the idea of a human right to water as derived from, and related to, other human rights such as the right to life (Article 6 of the International Covenant on Civil and Political Rights (ICCPR)),8 an adequate standard of living (including housing and food) (Article 11 International Covenant on Economic Social and Cultural Rights (ICESCR)),9 and the right to the highest attainable standard of health (Article 12 ICESCR). The right to water has extensively occupied international legal scholars over the last decades.10 Nonetheless many questions remain open and the right itself can still be considered ‘new’ in international law.11

The second lens through which water security can be understood is that of security from water. Water can pose essentially two threats. First, given its outstanding political and economic significance, the likelihood of ‘water wars’12 has been discussed in international law and politics for some time. Given its economic value as a resource—some authors refer to water as ‘blue gold’13—many observers contend that future wars would be fought over water, rather than land or other resources, such as oil and gas. Secondly, scientific research has shown that water systems are particularly affected by climate change.14 Not only are we witnessing already rising sea levels posing existential security risks to low-lying coastal regions and islands; we also know that natural disasters such as floods and tsunamis will become more common, both in number and severity.15


B. Legal Frameworks


As with the two conceptions of the term ‘water security’, the applicable legal framework is likewise subdivided into the two categories of security through water and security from water.


1. Security through Water—Legal Framework


In 1994, the Human Development Report defined security as ‘safety from such chronic threats as hunger, disease and repression (…) and protection from sudden and hurtful disruptions in the patterns of daily life—whether in homes, in jobs or in communities’.16 As an extension of this definition, UN Water defines water security as:

[T]he capacity of a population to safeguard sustainable access to adequate quantities of acceptable quality water for sustaining livelihoods, human well-being, and socio-economic development, for ensuring protection against water-borne pollution and water-related disasters, and for preserving ecosystems in a climate of peace and political stability.17


a. The Human Right to Water in International Treaties and Interpretations Thereof


One way to achieve water security in this sense is by means of recognizing a right that grants all individuals a legal claim to water access to realize their basic human needs.

In 1979, the right to water was recognized in Article 14(2)(h) of the Convention on the Elimination of all Forms of Discrimination Against Women18 (CEDAW), which provides that ‘States parties shall (…) ensure to (…) women the right: (…) To enjoy adequate living conditions, particularly in relation to (…) sanitation, (…) and water supply (…)’. Given CEDAW’s very high ratification rate,19 Article 14(2)(h) CEDAW was a milestone for the universal recognition of the right to water. As in many societies women and girls are tasked with fetching water, sometimes from distant sources, recognizing the need for physical accessibility of water for every household is an indispensable condition for guaranteeing women’s and girls’ physical safety.

In 1989, Article 24(2) of the Convention on the Rights of the Child20 (CRC) stated that ‘States Parties shall (…) take appropriate measures (…) to combat disease and malnutrition (…) through, inter alia, the provision of adequate nutritious foods and clean drinking water’. Being the most widely ratified international treaty,21 the CRC plays a key role in not only promoting the right to water for vulnerable groups, but also in paving the way for its future universal recognition.

In 2002, the Committee on Economic Social and Cultural Rights (CESCR) released General Comment No 15 on ‘The Right to Water’. Therein it described the normative content of the right and emphasized that, while not included in the ICESCR explicitly, it must be understood as being derived from the right to an adequate standard of living.22 The experts also saw it as being closely related to the right to the highest attainable standard of health23 and the right to life (without using these rights explicitly as to life as a core right for derivation).24

Despite its non-binding nature, General Comment No 15 is a landmark document in the establishment of the right to water.25 General Comments are generally accepted as authoritative interpretations of the ICESCR,26 and General Comment No 15 was met with broad support from the very beginning, with only few exceptions.27


b. The Human Right to Water as Part of International Customary Law


Political declarations, while not legally binding per se, can certainly reflect customary law, and in particular opinio juris.28 Support for the right has provided substantial opinio juris over recent years, as expressed in many political declarations.

Already in 1977 the Action Plan of the UN Water Conference in Mar del Plata proclaimed for the first time that access to water should be a right, demanding that ‘[a]ll peoples [..] have the right to have access to drinking water in quantities and of a quality equal to their basic needs’.29

In 2000, States committed themselves to a new global partnership to reduce global poverty, setting out eight targets to be achieved by 2015 (the Millennium Development Goals (MDGs)). MDG 7c demanded that by 2015, the proportion of the population without sustainable access to safe drinking water and basic sanitation should have been halved.30 By 2015 significant progress had indeed been achieved with regard to these targets.31

In July 2010, the UN General Assembly adopted a declaration entitled ‘The human right to water and sanitation’,32 in which it declared water and sanitation to be human rights. While UNGA Resolution 64/292 was met with significant reluctance by some States33 (mostly more disgruntled by the drafting process than the substance of the resolution),34 a few months later Human Rights Council (HRC) Resolution 15/9 was accepted without a vote. The HRC therein again emphasized that the right to water derived from other Covenant rights, in particular the right to an adequate standard of living.35

Fifteen years after the MDGs, the UNGA unanimously proclaimed the Sustainable Development Goals (SDGs),36 a collection of seventeen broad and interdependent goals, further specified in 169 targets. SDG 6 demands the availability and sustainable management of water and sanitation for all, subdivided in eight targets and measured against eleven indicators.37 In its latest report in mid-2018,38 the UN was partially optimistic about SDG 6 in light of the fact that the global population using at least basic drinking water services increased by 9 per cent between 2000 and 2015.39

Despite this overwhelmingly strong expression of opinion juris, States and legal academics have in the past been reluctant to accept the right to water as part of customary law, mainly due to incoherent State practice. In the conclusions on its work on the identification of customary international law, the International Law Commission (ILC) has emphasized the importance of both elements of custom, State practice and opinio juris, which are to be ascertained separately.40 However, the International Court of Justice (ICJ) has in the past been rather flexible in identifying norms of customary law. In some cases, it has relied almost exclusively on opinio juris41 and has been less preoccupied with simultaneously showing consistent State practice. There seems to be some flexibility regarding the intensity with which both elements must exist: ‘less’ of the one can be made up for by ‘more’ of the other.42

Such (even if limited) State practice supporting a customary right to water becomes apparent when looking at the monitoring of MDG 7c and SDG 6. Recent monitoring accounts state that the targets with regard to water have been met prematurely or will be met within the envisaged timeframe of the goals.43 This clearly indicates that broadening access to water is a priority in most States’ public policies. Not making efforts in this regard is no longer acceptable State practice within the international community. Together with the abundant opinio juris evidenced through numerous political declarations and treaties over the last forty years, it is at least arguable that the right to water has by now crystallized into a norm of customary international law.44


c. The Normative Content of the Human Right to Water


General Comment No 15 is the best guide when determining the normative content of the right to water. The CESCR drew upon its previous work, as parts of the normative content of the right to water had been previously elaborated in General Comment No 4 (on the right to housing),45 General Comment No 12 (on the right to food)46, and General Comment No 14 (on the right to health).47 After 2002, later General Comments have equally reinforced the existence of a human right to water under the ICESCR.48

As with all economic, social, and cultural rights, States obligations are to respect, protect, and fulfil the human right to water.49 General Comment No 15 summarizes that ‘[t]he human right to water entitles everyone to sufficient, safe, acceptable, physically accessible and affordable water for personal and domestic uses’.50 This essentially leads to the three main requirements of water availability, water quality, and water accessibility (both physical and economic accessibility). These elements of the right in turn explain the right’s origin in different core rights. In other words, if water is not available for drinking and other basic uses, the right to life (Article 6 ICCPR) is at stake; if water is not of the required quality, it endangers consumers’ right to health (Article 12 ICESCR); and if water is out of proportionate physical or financial reach, it jeopardizes the fulfilment of the right to an adequate standard of living (Article 11 ICESCR). Given its basis in both civil and political and socio-economic rights the right to water has been termed a ‘hybrid right’.51


2. Security from Water—Legal Framework


Turning to security from water, water has always been a point of contention between States. This is a highly political topic, hence the coining of the term hydro-politics as a branch of international politics and diplomacy in the late 1970s.52 Hydro-politics in this way deals with inter-State conflict and cooperation in the field of international freshwater sources, such as rivers, lakes, or aquifers.


a. Water Scarcity as a Driver for Armed Conflict?


Water scarcity was perceived in the past as a potential driver for armed conflict. The rather inadequate term ‘water wars’ has been used in the literature and the media alike.53 However, this term is both misleading and superficial as both water scarcity and armed conflict require further specification.

‘Water scarcity’ must be subdivided into different categories to distinguish between the different causes for water shortage. The literature suggests a subdivision into demand-driven water scarcity (typically caused by population growth),54 supply-driven water scarcity (caused by decreasing amounts of the overall available potable water, acerbated by climate change),55 and water scarcity as a result of structural inequality (such as power inequalities between different groups). Armed conflict relating to water scarcity may appear in the form of either scarcity-induced inter-State conflicts or severe intra-State conflict between the State and different social or ethnic groups (or amongst these groups themselves).56

Existing empirical studies show that inter-State water conflicts are the less likely form of violent water conflicts. Most water conflicts take place within States.57 The empirical findings on these intra-State conflicts are not all consistent, however. Some researchers have claimed that aggravating water scarcity, amongst other consequences of climate change, has a direct positive effect on the incidence of civil war;58 other researchers, however, found that resource scarcity had no effect on State failure and civil war.59 Some studies have shown that increased precipitation volatility, including more frequent floods and droughts, has a negative effect on economic development and increases the risk of civil war,60 while other studies found precipitation patterns and water scarcity to have no robust effect on inter-group conflicts such as civil war.61 Some authors even claim the reverse effect, namely that population density combined with renewable resource wealth (including improved access to water) can increase, rather than decrease, the risk of civil war.62

The UN Security Council (UNSC) itself has increasingly considered the effects of climate change as a threat to international peace and security. In 2011, it emphasized the importance of including security implications of climate change, as a possible driver of conflict, in conflict analysis and contextual information.63 In 2017, it highlighted the security risks of water stress vis-à-vis several regions in light of, inter alia, water scarcity, drought, desertification, and land degradation.64 The Council has also recently emphasized water-related security risks for specific countries and regions (mainly on the African continent), such as West Africa and the Sahel region,65 Somalia,66 Sudan,67 and Mali.68 Accordingly, water scarcity is becoming increasingly important for the international security agenda and the UNSC needs to make this an area of priority.69


b. Watercourse Convention


In parallel with the aforementioned UNSC activities, and in order to avoid future water conflicts and expand water cooperation, an increasing number of bilateral and multilateral water agreements have been concluded in the last few decades. According to UN Water and the UN Economic Commission for Europe (UNECE), between the late 1940s and mid-2010s, around 300 international water agreements were concluded.70 Nevertheless, according to the Stockholm International Water Institute (SIWI) around two-thirds of the world’s transboundary rivers are not governed by a cooperative management framework.71

The most general (and relevant) of these treaties is the 1997 UN Convention on the Law of Non-Navigational Uses of International Watercourses (Watercourses Convention).72 It aims to regulate the uses, as well as the conservation, of all transboundary waters above and below the surface.73 Notably, the Convention took almost twenty years to enter into force, due to the lack of the necessary ratifications by States.74 This illustrates further that water, and specifically States’ sovereign rights over water sources within their territory, remains a highly controversial topic. Even today only thirty-six States have ratified the treaty,75 with key actors such as the US, Canada, Russia, and Brazil remaining outside the treaty regime.

For the regulation of inter-State water usages, the treaty relies on two main principles: the principle of equitable use of shared resources (Articles 5 and 6) and the no-harm principle (Article 7). These principles have a long history in international environmental law. For instance, the Trail Smelter arbitration established in the early 1940s that a State may not cause transboundary damage to the environment of another State as ‘under the principles of international law (…) no State has the right to use or permit the use of its territory in such a manner as to cause injury by fumes in or to the territory of another or the properties or persons therein (…)’.76 This principle was re-affirmed in the Stockholm Declaration (Principle 21) and is now reflected in Article 7 of the Watercourse Convention, in relation to transboundary water harm specifically.

Similarly, according to the Lac Lanoux arbitration ‘there does exist a duty of consultation and of bringing into harmony the respective actions of the two States when general interests are involved in matters concerning waters’.77 This essentially means that in the case of shared resources, such as lakes, the use of one State’s sovereign rights shall not result in the deprivation of rights of other States. Article 5 of the Watercourse Convention confirmed this principle. When finding an adequate balance of shared resources, geographical characteristics as well as socio-economic needs in the affected States have to be taken into account under Article 6 of the Convention.


c. Important Regional Treaties and Initiatives on Shared Waters


In the absence of a widely ratified global treaty, regional treaties and initiatives have gained particular importance. In 1816, the Central Commission for the Navigation on the Rhine, which is often referred to as the oldest international organization, was created. This emphasizes that the need for cooperation on shared water resources became apparent early in the history of international relations.

A regional initiative of particular political importance is the 1960 Indus Water Treaty.78 The treaty regulates the use of water from the Indus river and its tributaries: Pakistan is allowed to use the three western (water-rich) rivers, while India may use the three eastern rivers. As India’s intensive use of water contributed to the eastern rivers on Pakistani territory drying up, Pakistan received financial support to supply water from other sources to these lower reaches. Since the treaty’s ratification, there have been no military conflicts between India and Pakistan over the water; most disputes have been settled via legal procedures. The most pertinent case has been the Indus Waters Kishenganga Arbitration.79 The case concerned the Kishenganga Hydro-Electric Project (KHEP) located on the Kishenganga/Neelum River ruling that India, the upstream State, may under the Indus Water Treaty use water from the river for power generation, but that a minimum flow of water in the river must always be maintained for the downstream regions.

Other regional initiatives of particular relevance are the Nile Basin Initiative (NBI),80 an intergovernmental partnership of ten Nile Basin countries established in 1999 to provide a forum for consultation and coordination for the sustainable management and development of the shared water, as well as the 1973 treaty between Brazil and Paraguay, concerning the hydroelectric utilization of the water resources of the Parana River, including the Iguazu region.81

Water-sharing is also particularly crucial in Central Asia,82 and has led to a variety of agreements, such as in the Syr Darya Basin83 between Kazakhstan, Kyrgyzstan, and Uzbekistan, as well as the rivers Chu and Talas between Kazakhstan and Kyrgyzstan.84 Competition for water has often been a source of tensions, particularly between Uzbekistan and its upstream neighbours, but the situation has recently been more relaxed,85 inter alia because of the successful regional water-sharing agreements.


3. Hybrid Matters of Security through and Security from Water


In some instances, the dimensions of security through water and security from water are inextricably linked. This is particularly so in the cases of international humanitarian law (IHL) and international criminal law (ICL), and has also become apparent in the most prominent water-related ICJ cases.


a. Water-related Provisions in International Humanitarian Law


Under Article 54(2) Additional Protocol I (AP I), applicable to international armed conflicts (IACs), it is ‘prohibited to attack, destroy, remove or render useless objects indispensable to the survival of the civilian population, such as (…) drinking water installations and supplies (…)’.86 Protection of these objects is restricted for a select number of cases under Article 54(3) and (4) AP I, when objects are solely used for members of the armed forces or in direct support of military activity and if the civilian population can survive without them.

Additional Protocol II (AP II), applicable to non-international armed conflicts (NIACs), provides in Article 14 that ‘it is (…) prohibited to attack, destroy, remove or render useless (…) objects indispensable to the survival of the civilian population, such as (…) drinking water installations and supplies and irrigation works’.87 There are no restrictions to this rule for AP II comparable to AP I. The norms do not specify whether the water sources themselves (rather than water installations) are indispensable objects in the sense of the norm. This could potentially include lakes, rivers, and even aquifers, which would broaden the protection of water under AP I and AP II extensively,88 and even electricity-generating plants that supply power to water pumping and water purifying installations.89

In IACs, under Article 56(1) AP I, dams and dykes may not be attacked, if such an attack would unleash dangerous forces. This special protection ends according to Article 56(2a) AP I if dams or dykes are used for other than their normal functions in regular, significant, and direct support of military operations, and if the attack is the only way to stop such support. For NIACs, Article 15 AP II states that dams and dykes may not be attacked, even where they are military objectives, if the attack would cause the release of dangerous forces and consequent severe losses in civilian population.

These provisions show that water shall never be used as a target or weapon during IACs or NIACs. International humanitarian law recognizes the vital role of water simultaneously with its tragically great potential as a weapon in warfare.


b. Water-related Provisions in International Criminal Law


The International Criminal Court (ICC) Statute offers several connections to water-related crimes. Genocide can be committed by causing serious harm to members of the group (Article 6(b) ICC Statute) or by deliberately inflicting on the group conditions of life calculated to bring about its physical destruction in whole or in part (Article 6(c) ICC Statute).90 Both alternatives are well imaginable through water deprivation or inflicting a temporary drought on a population.91 The notion of an ecocide, understood as the killing of nature itself,92 has so far remained outside the scope of the ICC Statute.

Article 8(b)(iv) ICC Statute declares a war crime to be inter alia ‘an attack in the knowledge that such attack will (…) [cause] widespread, long-term and severe damage to the natural environment which would be clearly excessive in relation to the concrete and direct overall military advantage anticipated’. This is, in fact, the one provision in which the ICC Statute addresses crimes resulting in environmental damage explicitly.

Crimes against humanity (Article 7 ICC Statute) is the broadest category of crimes under the ICC Statute.93 The definition of ‘widespread or systematic attack directed against any civilian population’ certainly encompasses possible crimes relating to water as target or weapon. Interestingly, in 2016 the Prosecutor announced that it would consider, in the selection of crimes to be submitted to the ICC’s jurisdiction, crimes that were either committed through, or resulting in, the destruction of the environment or the illegal exploitation of natural resources.94 This proposal has been criticized harshly in the literature and by States,95 and in light of the ICC’s ongoing legitimacy crisis,96 it remains to be seen whether the Prosecutor goes through with this ambitious agenda.


c. Disaster Response Law


International humanitarian law and ICL are accompanied by international disaster response law (IDRL), a form of soft law as pronounced by the Red Cross,97 UNGA98 and by the Task Force on Ethical and Legal Issues in Humanitarian Assistance (Mohonk criteria).99 While water is in most cases not mentioned directly, the guidelines provide that where a government is unable or unwilling to provide life-sustaining aid itself, the international community has the right and obligation to protect and provide relief to affected and threatened civilian populations, in conformity with international law principles.100 Such life-sustaining aid is largely understood to encompass water101 as a key component of such help.


d. Settlement of Water Disputes at the International Court of Justice


The ICJ has often had to deal with cases relating to water security, the three most influential of which were Gabčíkovo-Nagymaros,102 Pulp Mills,103 and the Construction of a Road in Costa Rica along the San Juan River.104 The Court emphasized in Gabčíkovo-Nagymaros that the protection of the environment is an ‘essential interest’ of a State and could substantiate a state of environmental necessity (Article 33 of the Articles on the Responsibility of States for Internationally Wrongful Acts).105 The ICJ also stated that, when weighing different values against each other, for instance within a proportionality test, environmental considerations, like the protection of water, can play a particularly important role.106 The ICJ’s findings on environmental impact assessment (EIA) in Pulp Mills are of particular relevance. The Court recognized the need to conduct an EIA as forming part of customary international law, whenever there is risk of pollution with transboundary effects (as is the case with shared watercourses).107 This was upheld in the Construction of a Road case, where the ICJ determined the threshold for (illegal) transboundary harm to be that of ‘significant’ or ‘substantial’ character.108 Furthermore, the ICJ is currently confronted with another prominent water dispute in the pending case between Chile and Bolivia relating to the use of shared waters, in which Chile relies on the Watercourses Convention as part of customary international law (as neither State is party to the Convention).109


C. Recent Developments and Contemporary Challenges


While many important issues and challenges exist with regard to water security, the present analysis will focus on three: the privatization of water; water stress aggravated by climate change, and the global sanitation crisis.


1. Privatization of Water


Water is one of the most financially valuable goods worldwide. Publicly run water services are a noble but naive idea. Engaging the private sector offers access to financial resources otherwise unavailable to States. Such resources can be used for better and faster realization of the human right to water, if sufficiently regulated by State authorities.

Unsurprisingly, investment law has gained importance over the years in water management, particularly in cases of (failed) water privatization. Certain water disputes before investment tribunals have attracted attention since the 1990s. These include Aguas del Tunari110 (dubbed as the ‘water war of Cochabamba’ by the media), Azurix,111 and Aguas del Aconquija112—often with favourable results for investors.113 The most important arbitral awards of the recent past relating to water privatization include Biwater v Tanzania,114 Suez v Argentina,115 Saur v Argentina,116 and Pac Rim Cayman LLC v Republic of El Salvador.117 Whether ICSID (International Centre for Settlement of Investment Disputes) tribunals should refer to human rights as part of the applicable law when addressing water-related investment disputes,118 and to what extent they have done so in the past, remains an open question.119 A case pertinent to water security is Urbaser v Argentina,120 in which the arbitral tribunal directly referred to the right to water121 and also discussed the possibility of holding the investor responsible for a possible human rights violation. Argentina had filed a counterclaim to Urbaser’s original claim, emphasizing the investor’s lack of investment in promoting the human right to water.122

It will be interesting to see whether discussions on the human rights obligations of corporations, currently under review by several UN-led initiatives,123 will also reach the realm of investment arbitration. This pertains to the broader question of interactions between different water-related legal regimes.124


2. Climate Change as Catalyst for Global Water Stress


Climate change will put further strain on a world already in ecological distress. This is particularly pertinent when it comes to water. In the 2018 IPCC report,125 experts emphasized the dramatic climate change-related vulnerability of water systems. The report explicitly warns, inter alia, of the imminence of long-term sea-level rise,126 in particular marine ice sheet instability in Antarctica or loss of the Greenland ice sheet;127 irreversible impacts of climate change on oceanic ecosystems;128 a regional increase in intensity or frequency of droughts;129 the exposure of small islands, low-lying coastal areas, and deltas to rising sea levels and increased saltwater intrusion into freshwater systems;130 increased risks to human health and water supply;131 and overall the climate change-induced increase in water stress.132 It continuously emphasizes the dramatic difference for water security between a 1.5°C versus a 2°C global warming scenario.

Other prominent global reports echo the IPCC’s warning of climate change-induced water-distress in the future. The 2016 edition of the Global Risks Report, published by the World Economic Forum, states that climate change (and the failure to prevent and to adapt) as well as water crises are perceived as two of the three biggest future global challenges, as a large-scale survey of business, academia, civil society, and the public sector representatives has shown.133


3. The Sanitation Gap


Finally, if water features on the international agenda—sanitation does much less so.134 In contrast to water, the international community is clearly failing on sanitation as recent monitoring of the MDGs indicates.135 Apart from the doctrinal question whether water and sanitation should be treated as one or separate human rights,136 the world is indeed facing a sanitation crisis.

This crisis persists for several reasons. Most prominent amongst these is the unease associated with publicly discussing toilets, putting them on the political agenda or raising private funds to improve the realization of the right to sanitation.137 To raise awareness for the topic, the UN declared 2008 as the ‘Year of Sanitation’.138 Former Special Rapporteur, Catarina de Albuquerque, rightly focused on sanitation as one of the first topics during her mandate.139 Nonetheless, the numbers remain depressing: according to most recent estimations, 4.5 billion people lack access to safely managed sanitation and 892 million people still practise open defecation.140 This becomes even more dramatic if one considers that this lack of safe sanitation closely relates to high child mortality rates in developing countries.141 It remains to be seen whether and when the international community will take up this most severe sanitation challenge.


D. Conclusion


The human right to water has been a success story of the last twenty years, a story which other ‘new’ human rights could use as a model.142 Equally, the entry into force in 2014 of the Watercourse Convention gives reason for optimism with regard to the peaceful settlement of inter-State water disputes. Nonetheless, as the foregoing analysis revealed, significant challenges with regard to water security, both in terms of security through water and security from water, remain.

The work does not end with the establishment of a (legally binding) norm—rather, the focus needs to shift. The bare establishment of the human right to water does not stop global thirst; equally, the entry into force of the Watercourse Convention does not mark the end of water conflicts. Academic and political focus now has to shift from fighting for acceptance of the new norms to ensuring their implementation.

With regard to the Watercourse Convention, we are now barely above the necessary number of thirty-five ratifications. Since its entry into force only one new State (Palestine) has acceded to the Convention. The Convention is thus far from being globally accepted and from making the difference that so many observers hope it would make.

Similarly, the numerical improvement vis-à-vis the realization of the right to water has been reached by improving the situation in certain countries (such as China and India), but there has not been a global improvement yet. Additionally, huge disparity exists between realizing access to water in urban and rural areas. The divide has arguably become even greater in recent years as urban populations have disproportionally benefited from the expansion of water services. This is due to the fact that expansion in cities is more profitable than building water services in rural areas.

If water security on a global scale is to be realized, this requires (almost all) States to accept the basic rules on sharing watercourses, as laid down in the Watercourse Convention, and a universal realization of the human right to water expanding beyond a privileged part of the global population.
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A. Introduction


It is almost two centuries since the greenhouse gas problem was signalled and thirty years since negotiations on the climate change problem began in earnest.1 The window for keeping climate change within manageable limits is closing soon; existing policy within the Paris Agreement on Climate Change seems to be on track towards a world where the average temperatures rise by more than 3°C in relation to pre-industrial times, considerably exceeding the considered ‘safe’ limit of 1.5-2°C.2 Although there are ongoing negotiations to accelerate measures to reduce the emissions of greenhouse gases, the delay in taking measures implies that the measures needed to reduce emissions in line with the Paris Agreement will be themselves very drastic.

Successive reports of the Intergovernmental Panel on Climate Change (IPCC) have provided growing evidence of the impacts of climate change—including melting glaciers, melting polar regions, rising sea levels, rising global temperatures, and extreme weather events.3 These impacts can lead to changing precipitation patterns and affect global water and food availability, while putting coastal and river basin regions under considerable pressure. Extreme weather events are increasing in intensity and number and are displacing and killing people and animals. The outbreak of fires in the US, Spain, and more recently in Australia (causing the death of more than 1 billion animals) have left large areas devastated and affected human lives, livelihoods, and property.4 Super storms could even trigger nuclear disasters, through earthquake-like movements and flooding—not least because many nuclear power stations have been built on or near the sea shores.5 Climate change can affect human well-being in terms of access to water, food, energy, and land (especially in coastal areas), as well as in terms of risks to human health.6 Thus, climate change is seen as a driver of all other socio-ecological problems worldwide.7 Climate change is also seen as a risk and threat multiplier,8 as it can exacerbate existing challenges faced by States including the challenge of poor governance institutions and existing poverty. However, climate change policy could potentially be a ‘threat minimizer’ if mitigation and adaptation measures are integrated into the development paradigm.

A key question is—is climate change a security issue? Climate change has been on the political agenda since the 1980s and its security implications have been discussed since the early days. Early on in 1988, climate change was seen as ‘second only to a global nuclear war’.9 In 2009, the UN General Assembly (UNGA) adopted a Resolution on Climate Change and its possible security implications.10 This led to a report prepared by the UN Secretary-General on the subject.11 This report identifies five pathways of reduced security:



(a) Vulnerability: climate change threatens food security and human health, and increases human exposure to extreme events;

(b) Development: if climate change results in slowing down or reversing the development process, this will exacerbate vulnerability and could undermine the capacity of States to maintain stability;

(c) Coping and security: migration, competition over natural resources, and other coping responses of households and communities faced with climate-related threats could increase the risk of domestic conflict as well as have international repercussions;

(d) Statelessness: there are implications for rights, security, and sovereignty of the loss of statehood because of the disappearance of territory;

(e) International conflict: there may be implications for international cooperation from climate change’s impact on shared or undemarcated international resources.’12



Against this background, this chapter addresses the following issue: What is the nature of the security debate raised by the climate change issue and how is this being addressed within scholarly, as well as policy and legal fora? This chapter looks at the different ways in which security has been defined in the literature and its diverse implications for law and policy. The chapter first discusses the current status of the debate, turning then to recent developments and outlooks for the future.


B. Current Status of the Debate



1. Introduction


In assessing whether climate change has security implications, we first need to look at when the nature of the impacts qualifies as having security implications. What does the term ‘security’ mean in law and policy? Does a security definition enhance or aggravate the way in which climate change is addressed? A literature review in preparation for this chapter revealed that the security aspects of climate change are discussed broadly in a wide variety of disciplines and take on a wide variety of meanings. This chapter has therefore chosen not to interpret security in a narrow sense but to reflect on the diverse meanings of security in the literature.

While some divide the security debate into ‘traditional’ (or armed conflict-related) security challenges and non-conventional or human security-related risks,13 others look at security issues in terms of the level at which they manifest themselves—from local to global, and yet others look also at the security implications for ecosystems.14 In trying to make sense of this, this section looks at climate change security challenges in terms of their local dimensions, national dimensions, inter-State dimensions, and global dimensions. Although there are multiple security dimensions that cut across these issues, we focus on migration as a key cross-cutting issue and deal with that separately. Each of these dimensions are explained briefly below.


2. Human Security


The United Nations Development Programme (UNDP) popularized the notion of human security; this gives the problem of climate and environmental impacts a human face.15 Climate change is expected to have a huge impact on lives and livelihoods. Growing heat can lead to premature deaths but also affect agricultural productivity, water and food security, and livelihoods. Coral bleaching can affect fish populations, also affecting food security and livelihoods. In fact, thousands of humans have died prematurely because of the impacts of climate change—the World Health Organization (WHO) calculates this to be at around 150,000 in the period from mid-1970 to 2000.16 The difference between 1.5 and 2°C may mean that several hundred million more people will face extreme poverty and climate impacts and the latest IPCC report expands on the degree to which people may suffer as a consequence. More people will be displaced by rising sea levels.17

An impact on human security can be addressed in legal terms through discussions on human rights and climate change:

Thinking of climate change as a human rights issue can help us see that it is not just a matter of aggregate costs and benefits but of winners and losers—of the powerful few preventing the political system from acting to protect the powerless many. But perhaps even more importantly, treating climate change as a human rights issue simply begins to imbue it with a sense of gravity and moral urgency that communicates to all of us: this is something different; this is an issue that must be understood to stand apart from the normal clatter and noise of day-to-day politics and to demand attention from our best selves.18

Although there has been slow progress to develop the human rights agenda over the last thirty years,19 the UN Human Rights Council has stated that ‘climate change poses an immediate and far-reaching threat to people and communities around the world and has implications for the full enjoyment of human rights’,20 while the United Nations High Commissioner for Human Rights21 recognized growing ‘climate injustice’ for the poor but did not go so far as to say that climate change violated human rights and hence was a breach of legal obligations. The adoption of a resolution on the Human Right to Water and Sanitation in 2010 by the UNGA linked water access to climate change.22 The debate is on whether human rights approaches should be expanded to include a clear recognition of conditions under which human rights are violated by climate change. In the Urgenda case,23 brought against the Netherlands for breach of its duty to reduce Greenhouse Gas emissions, the Court of Appeals of The Hague referred to the European Convention on Human Rights (ECHR) in its judgment, citing the violation of Articles 2 (right to life) and 8 (right to respect for private and family life).24 This judgment has been upheld by the Supreme Court of the Netherlands.25 At the other end of the spectrum—the right to development, and the right to promote sustainable development—are used to discuss the nature of mitigation issues.26 The latest report of the UN Special Rapporteur on Human Rights and the Environment discusses how human rights are violated by climate change and comes with strong recommendations.27


3. National Security and State Survival


National security aggregates the challenges faced by humans within the national context in terms of statistical data and societal trends and climate change is often described in the literature as a challenge for national security.28 This can be in terms of an existential crisis for some States; it can be in terms of the potential for great suffering including violent conflict; and it can be in terms of the security consequences for other States where it borders on inter-State security issues.

For small island States such as Tuvalu and the Maldives, the question of physical survival is serious.29 The potential loss of national territory with resulting statelessness and displacement are critical challenges for these States.30 Although there is an increasing amount of research on the impacts of climate change, the UNGA notes that ‘[t]here is little empirical research on the fourth channel, as it is one that poses truly unprecedented challenges to States and to the international community’.31 A special element of this is the issue of statelessness. If the land where people live disappears, the State in theory ceases to exist. How can stateless people then be addressed? Who can be held responsible for causing such statelessness and who can provide relief to the people who become stateless? In the legal literature, securitization has been linked to possible court cases. The potential for small island States to seek international legal redress has been extensively discussed in the literature but some argue that this may face challenges of causality and responsibility, not least because most States have now ratified the Paris Agreement on Climate Change.32 However, many of these small island States have clearly stated, while ratifying, that such ratification does not imply that other States are exempt from responsibility. For example, the Cook Islands have specified in its declaration upon ratification as follows:

Declaration: The Government of the Cook Islands declares its understanding that acceptance of the Paris Agreement and its application shall in no way constitute a renunciation of any rights under international law concerning State responsibility for the adverse effects of climate change and that no provision in the Paris Agreement can be interpreted as derogating from principles of general international law or any claims or rights concerning compensation due to the impacts of climate change.

The Government of the Cook Islands further declares that, in light of the best available scientific information and assessment on climate change and its impacts, it considers the emissions reduction obligations in the aforesaid Paris Agreement to be inadequate to prevent a global temperature stabilisation level at or above 1.5 degrees Celsius relative to pre-industrial levels and as a consequence, such emissions will have severe implications for our national interests.33

For many other States, the impacts of climate change can exacerbate problems of drought and floods, high temperatures, and have health impacts. About 70 per cent of States who produce a national security report have discussed climate security in their reports.34 About thirty-three States are at risk of political destabilization as a consequence of rising prices of food and about thirty-six States house people who may suffer from lack of access to food and water within the next five years.35 According to some scholars, about half the world population may be at risk of violent conflict:

There are 46 countries—home to 2.7 billion people—in which the effects of climate change interacting with economic, social and political problems will create a high risk of violent conflict. There is a second group of 56 countries where the institutions of government will have great difficulty taking the strain of climate change on top of all their other current challenges.36

Although there is debate as to whether conflicts are driven by climate change alone, one historical study of 8000 conflicts between the years 1400 and 1900 shows that climate change is linked to an increase in conflict especially through the impacts on crops, food prices and access, and relative food scarcity was a key reason for this.37

Such conflict is not only a challenge for the individual State, but can be seen as raising security concerns for other States too. Intelligence agencies in the US are warning their government that ‘[g]lobal environmental and ecological degradation, as well as climate change, are likely to fuel competition for resources, economic distress, and social discontent through 2019 and beyond’.38

One of the international legal and policy solutions to the potential rise of ecological disasters is the law and policy on disaster risk management. At the international level, the UN Office for Disaster Risk Reduction, created in December 1999, ‘works towards the substantial reduction of disaster risk and losses to ensure a sustainable future’.39 At the heart of disaster risk reduction, amongst others, are climate change, displacement, and the collapse of financial systems. More recently, the International Organization for Migration (IOM) became a related organization of the UN, focusing on ‘promoting humane and orderly migration for the benefit of all’.40 Many other UN agencies and organizations are committed to reducing disaster risks.41 The EU increasingly incorporates disaster risk reduction in its development cooperation policies.42


4. Interstate Dimensions: The United Nations Framework Convention on Climate Change versus the Security Council


Apart from the larger consequences for humanity and ecosystems as a whole, climate change will have serious impacts on people within States and on inter-State relations. Since 1990, the climate change problem has been subject to negotiations. These negotiations have been conducted within the auspices of the UNGA and within the regime of the United Nations Framework Convention on Climate Change (UNFCCC). Unlike other international environmental issues, within two years of negotiations a universal Convention on Climate Change was adopted in 1992, which came into force in 1994. The Convention set out a long-term qualitative objective, principles for the allocation of responsibility, targets for industrialized States listed in Annex 1, and mechanisms for implementing the Convention. As the targets were seen as falling short of what was necessary, the Kyoto Protocol was adopted in 1997 with quantified targets for industrialized States listed in Annex B. Although the Kyoto Protocol entered into force significantly later in 2005, its ultimate success was marred as the whole of North America (the US and Canada) did not participate in implementing the targets for the first commitment period (2008–12) in the Protocol, while the follow-up Doha Amendment for the period (2012–20) with quantified targets for States never entered into force. Jubilation regarding the 2015 Paris Agreement may be a little short-sighted, as although the Agreement quantified the long-term objective by specifying that global temperatures should not rise above 2°C and should if possible stay as low as 1.5°C with respect to pre-industrial levels, the US has already notified its withdrawal from the Paris Agreement (on 4 November 2019—withdrawal takes effect a year from the date of notification),43 while the EU has voted in favour of a resolution declaring a climate and environmental emergency (29 November 2019)44 and presented the Green Deal on 11 December 2019 aiming to be climate neutral by 2050.45 The Paris Agreement includes a long-term objective but relies on ambitious Nationally Determined Contributions which some see as vague and voluntary; others, however, argue that the Agreement is legal even if it is weak in enforcement.46 The issue of compensating States for the loss and damage they face may have received greater attention through security framing, but whether it will lead to major change is not clear.47

The Climate Change Convention regime is remarkable in that despite the huge, and sometimes perceived as contradictory, stakes involved in terms of economic, social, and ecological goals, it has been a centralized and active regime bringing 193 States together regularly for three decades. The problem is that the initial idea, that the industrialized States would take the lead in showing the developing world that it was possible to develop without major greenhouse gas emissions, failed as North America has not participated in implementing the quantitative targets and developing States have thus continued to follow a carbon-intensive production process, although many of them have significantly altered their energy production patterns to actively invest in renewables, including China and India. China, for example, is the biggest investing country, having committed US$758 billion between 2010 and mid-2019 to renewable energy; this is more than Europe as a whole, which invested US$698 billion in the same period.48 Costa Rica is expecting that more than 99 per cent of its electricity will be generated from renewables in 2019.49 As a result of growing investments in renewables, the costs of solar photovoltaics and offshore wind went down by 81 per cent and 46 per cent respectively in the past decade.50 Furthermore, ‘a record 167GW of renewable power capacity (excluding large hydro) started production in 2018, up from 160GW in 2017. This made up almost 68% of all the net new generating capacity (fossil fuel, nuclear and renewable) added last year.’51

The problem with the Climate Change Convention and its follow-up Protocols, like all other international treaties, is that it is based on State consent and States can withdraw if they like based on their perception of their own national interest. The regime is subject to the idea of State sovereignty and hence when States feel threatened by the nature of the measures, they can opt out. The idea of not causing harm to other States was not included in the five principles governing the climate change regime and the international law on State responsibility is unable to address the issue of harm caused to others through the emissions of greenhouse gases.52 The progressive development of law seems to have been unable to address issues where there are many emitters, where it is difficult to identify causal links, and where there are complex temporal dimensions.

The recurring question is whether securitizing the issue of climate change and bringing it to the attention of the UN Security Council (UNSC) can somehow bypass State unwillingness to take the climate change problem seriously. Scholars and policymakers have pushed the security agenda, thinking that this may be more influential.53 Since the early days and particularly since 1992, there have been ongoing discussions in the scholarly literature to address climate change within the UNSC.54 In 2007, the UNSC actually dealt with the issue, as a result of a number of factors, including: the leadership role taken on by the United Kingdom, the definition of the issue as a human security issue, and the need for sustainable development and the prevention of conflicts.55 While many industrialized States and small island States have been interested in securing UNSC engagement, other developing States have been sceptical—seeing the UNSC as less democratic than other UN agencies.56 Nevertheless, the UNSC has tabled the climate change issue in 2007, 2011, 2015, 2017—resulting in it adopting resolution 234957—and 2018, by allowing States to discuss this more openly. Resolution 2349 stated that the UNSC:

Recognises the adverse effects of climate change and ecological changes among other factors on the stability of the Region, including through water scarcity, drought, desertification, land degradation, and food insecurity, and emphasises the need for adequate risk assessments and risk management strategies by governments and the United Nations relating to these factors (original emphasis).

However, it remains unclear as to how the UNSC could perhaps address this problem.58 Chapters VI and VII of the UN Charter highlight the different ways in which the UNSC can engage or not in such a discussion and whether such engagement could lead to conflict resolution or binding or non-binding responses.59 Some non-response options are evident in Presidential statements60 and UNSC resolutions.61 Since the UNSC has the primary responsibility to maintain international peace and security under Article 24 of the UN Charter, it arguably has the power to adopt binding measures under Article 39 in combination with Articles 25 and 48(1) of the UN Charter. The obvious problem with this is the veto power of the Permanent Members of the UNSC. To avoid this, the literature suggests that a resolution under Article 39 should be so worded to avoid a veto, but nevertheless provide the gravity of the situation such that it has a strong impact on States even if it is formally non-binding.62 By continuously citing data from IPCC which shows the urgency of the issue, and calling on States to take action without being too specific on what action States should take and thus avoid encroaching on sovereignty—the voting procedure would not be necessary.63

Having gone through the extensive literature on the possible role of the UNSC, it seems to us that the problem of climate change is so important that all UN agencies need to be engaged and to that extent the engagement of the UNSC is important. But we are not convinced that the UNSC is in a position to take appropriate decisions to mitigate the problem or to adapt to it.


5. Planetary Security and Tipping Points


The 2019 Global Environment Outlook-6 defined the already manifested and expected impacts of climate change as a driver of other social, ecological, and economic problems.64 With major impacts on coral reefs, the polar regions, and the oceans, climate change is likely to exacerbate existing problems with ocean fisheries; with rising temperatures and their impacts, planetary security is impacted. Together with other ecological problems, scholars expect that planetary security will be affected and tipping points will be passed.65 On biodiversity loss, the literature sees that we are in the midst of a mass extinction crisis with repercussions on the rest of the world’s life support systems.66 The literature also proposes the notion of ecological security and the need to maintain basic ecosystem functions67 not only so that life on earth is protected but also the future of the human race itself. As a consequence, Future Earth has now set up an Earth Commission to assess how best to stay within planetary boundaries.68


6. Migration (Domestic, Regional, Transboundary, and Global)


A cross-cutting feature of climate security is the issue of displacement and migration. While Norman Myers was one of the first to predict that hundreds of millions of people would be forced to migrate as a consequence of climate change,69 recent literature shows that both slow onset disasters (eg, increasing drought) and fast onset disasters (eg, floods and storms) could lead to major internal and external displacements.70 However, the causality between climate impacts and displacement is not straightforward; displacement may be caused by multiple reasons combined. At the same time, climate change may also entrap people by reducing their ability to move.71 A meta analysis concludes that the literature is diverse in its conclusions regarding whether climate change leads to displacement or not.72 Estimates range from 50 to 350 million by 2050; these estimates focus on displacements where climate change could play a role in exacerbating the existing situation of local people.73 Climate change-related relocations are already taking place in the small island States of Vanuatu, the Federated States of Micronesia, Papua New Guinea, Tuvalu, and the Solomon Islands,74 and in low-lying States like Bangladesh.

From a security perspective, a key issue is whether climate change and its impacts on displacement affect radicalization. Some authors argue that:

[h]ere there is a two-fold risk of radicalisation: first, within communities faced with receiving large numbers of ‘climate refugees’ and secondly, within displaced communities frustrated by the unwillingness of the international community to adequately respond to their plight.75

Migration can enhance conflict by competition, ethnic tensions, distrust, fault lines, and auxiliary problems and it is vital to address these problems before they become too large.76 Environmental change including climate change may exacerbate displacement through extreme weather events that require temporary to permanent relocation; reduced food and water availability that forces people to move; exposure to sea level rise which leads to coastal squeeze; and increased competition over natural resources.77

While the idea of migration as a consequence of climate change was seen as an issue raised by alarmists, many lawyers who were afraid that the term ‘climate refugee’ would be used loosely, began to join the camp of the sceptics.78 According to the IOM definition:

Environmental migrants are persons or groups of persons who, for compelling reasons of sudden or progressive change in the environment that adversely affects their lives or living conditions, are obliged to leave their habitual homes, or choose to do so, either temporarily or permanently, and who move either within their country or abroad.79

Although the issue of migration has been on the global legal agenda for a few decades, international law has not yet progressed to deal with the issue of climate-induced displacement and migration. Climate and environmental refugees are not yet recognized as ‘refugees’ who are entitled to legal protection and recognition of their human rights as such. They are possibly more likely to be treated as ‘economic migrants’.80 However, some States like Sweden and Finland are making provisions for environmental migrants.81

The only instrument to address this issue is the National Adaptation Plans of Action under the climate change regime which requires least-developed States to prepare such Plans and hopefully incorporate elements to address domestic displacement.82 Under the Universal Declaration of Human Rights, ‘everyone has the right to freedom of movement and residence within the borders of each state’83 but displaced people may not have the resources and jobs to finance such moves. And resources to finance such plans remain limited.


7. Inferences


Climate change affects the survival of individuals—especially those who are poor and those who live on marginalized and/or vulnerable lands. In an effort to survive, these people may either suffer, migrate, or engage in conflictive behaviour to gain access to resources. This is the human dimension of climate insecurity. Scaled up to the national level, this can lead to large-scale human suffering, displacement and/or social conflict—which can potentially lead to political destabilization, or even loss of statehood. Scaled up to the international level, this can lead to major transboundary migrations and conflict—which can also aggravate radicalization. Scaled up to the global level, this can imply major damage to global bio-physical systems with a potential risk for global collapse. Much of the literature tries to frame solutions in win-win language where the scholarly literature argues in favour of prevention, adaptation, aid, and peacebuilding in order to address such problems,84 but the bottom line is that the world is facing an intractable problem of unprecedented nature.

While the legal system is struggling to deal with this through a range of policy and legal instruments ranging from human rights law, environmental law, disaster law, and the UNSC, it may be that law in this case is not able to compensate for political unwillingness. This is hence a chicken and egg situation: what comes first, political willingness followed by legal measures or legal measures that require political action?


C. Recent Developments and Contemporary Challenges: Securitization versus Security


In this section, we move beyond the multilevel analysis of different security dimensions to discuss whether climate change should be securitized or not. We also reflect on three ongoing ‘security’ debates: the nexus approach which links climate change to energy security, food security, and water security, amongst others; climate security and financial security—especially in terms of the problem of stranded assets; and climate security and environmental security and its implications for the growth paradigm and hence economic security.

Any risk that is existential, that affects human security, can lead to the securitization of an issue. In general, an issue is considered a high politics issue when it affects the survival of a State in physical or even economic terms. Such high politics issues have always been prioritized over low politics issues (such as the environment), which concern issues of importance, but not necessarily those that are seen as existential. However, many scholars and policymakers have seen climate change as an existential threat and have wanted to thus securitize the issue by discussing it within the UNSC. This is also true for the small island States. Many national scholars and policymakers have also looked at climate security as an issue that needs to be dealt with within the military establishments.85 This is an attempt to securitize the issue. The risk with securitizing an issue is that it can also lead to a suspension of the rule of law. In the context of climate change, this could imply that countries refuse to collaborate on greenhouse gas emission reduction in the international context (eg, withdrawal of the US from the Paris Agreement); it could imply that countries refuse to acknowledge and accept climate refugees with attendant consequences for these migrants (cf global discussions on environmental migrants); and it could imply that countries refuse to share transboundary waters affected by the changing hydrological system and melting glaciers and even threaten or go to war to protect their perceived national interests. When extreme events happen, this often justifies rapid emergency measures—which may themselves create new or reproduce existing injustices within and between States. Within the domestic context, displacement often means that people move to more hospitable land, but the people who live in these areas may not welcome them. How will the needed redistribution at local to global level then be organized—through a legal and just procedure, or in an ad hoc manner? This is, of course, speculation, but given some of the expected impacts of climate change, especially on reduced resources where land is increasingly eroded by a rising sea level, fresh water supplies become increasingly variable, food productivity is affected, and temperatures rise beyond the ability of the body to survive in—this is not unthinkable. We anticipate that many parts of the world will become so hot that people cannot conduct their agricultural practices and survive there. Will this lead to civil conflict? How will this civil conflict manifest itself—will it lead to ethnic violence as some groups protect themselves against others, or to violence between States as some countries protect themselves against others? How will governments choose between whom to protect? How will they deal with the expropriation of land and water rights in order to make life possible for others? Who will they choose for? And are governments more generally easier to trust than the military? Some authors have therefore argued against securitization, stating that treating climate change as an economic and ethical issue is perhaps more important.86

Climate security is closely linked to energy security,87 food security,88 and water security.89 There is a growing debate which links climate change to access to energy and energy security, with access to food and food security, and access to water and water security—at once both broadening the security dimension of climate change in terms of the number of interlinked issues and in terms of the interlinked levels of discussion from local to global level. For example, addressing energy security urgently might mean increasing cheap supplies of energy for poor people, or relying on national supplies of fossil fuel, which would hinder the application and potentially violate the obligations under the Climate Change Convention regime, which requires us to move away from fossil fuels towards renewable energy. The nexus issue becomes all the more important with the adoption of Agenda 2030 and its requirement to meet the seventeen Sustainable Development Goals simultaneously and not some at the cost of others.90 Climate change is mentioned several times in the Sustainable Development Goals, and has its own Goal 13, requiring urgent action to combat climate change and its impacts. There are also goals on energy, water, and food.

Another relevant issue—is the relationship between climate change and financial security. Given that the fossil fuel sector is a five trillion-dollar industry, phasing this industry out is likely to lead to a major disruption to the global economy and to all those whose savings, investments, and lifestyles are built around the fossil fuel industry. The risk of stranded assets can be a huge financial security challenge facing the global community in the near future, not only for rich States but also for the poorer ones who have large quantities of, as yet unexploited, oil and gas reserves.91

A more fundamental debate that is also taking place is the issue of what climate insecurity and environmental insecurity more broadly mean for the ‘growth’ paradigm. Globally, there are two schools of thought on the relationship between climate security and growth. The dominant school argues that climate risks can negate the progress achieved by growth and that:

[a] halt to or significant slowdown of growth caused by climate change could pose a serious security threat to developing countries, not least by worsening poverty and desperation. Growth is seen as important to strengthening resilience, maintaining political stability, increasing the attractiveness of cooperation and providing hope to underprivileged populations.92

Many current reports and governments feel that ‘growth’ is necessary to address climate change and that the problem with climate change is that it undermines ‘growth’. The IPCC also uses scenarios where growth patterns are built into the models.

At the same time, there is a growing movement that argues that the nature of growth has to change radically if it is to be consistent with climate mitigation and environmental problem solving. Climate change is not so much undermining ‘growth’ as human well-being, and the very forces of economic growth are responsible for the problem of climate change. So more growth to address climate change and other environmental problems is an oxymoron. The rise of de-growth or post-growth, and alternative development schools of thought question the current way of life and the dominant neo-liberal capitalist framework. This can have also larger security implications as it threatens the very premise upon which many national and international security frameworks are built.93


D. Outlook


Climate change has brought the world to face an unprecedented problem. It has major existential characteristics—it can affect the life of an individual who lives in a coastal region or a rain dependent farmer; it can affect national security by disrupting the lives, livelihoods, and property of the people and the economy and safety of a nation; it can affect international security by disrupting people’s lives, displacement and migration, and exacerbating conflict over limited resources; and it can affect the security of the planet itself and the various ecosystems that need to function to make life for humans and other species possible. The literature on the security dimensions of climate change addresses the issue of security (namely, the existential nature of the problem) in vastly different ways and promotes a range of policy and legal instruments to address this, ranging from human rights approaches, disaster risk reduction, environmental law, and security law. This is on the impact side. But mitigating climate change is also challenging and can raise existential issues of a different nature—it can affect energy access, it can affect the global financial system, and it calls into question our current ‘growth’ models and possibly the right to (sustainable) development of people and States.94 In this context, we stand by those who argue in favour of addressing the problem democratically and rationally and argue against ‘securitizing’ the debate which risks the suspension of the rule of law in addressing an urgent problem. We are not convinced that engaging the UNSC and national militaries will provide democratic and legitimate approaches to solving the problem of climate change, but recognize that other scholars, and especially many Western governments, think differently on this issue.


1 Joyeeta Gupta, The History of Global Climate Governance (CUP 2014).

2 UNEP, ‘Emissions Gap Report 2019: Global Progress Report on Climate Action’ (26 November 2019) <https://www.unenvironment.org/interactive/emissions-gap-report/2019/> accessed 9 April 2020.

3 Rajendra K Pachauri et al (eds), Climate Change 2014: Synthesis Report (Intergovernmental Panel on Climate Change 2015).

4 Tom Jeffrey et al, ‘2019 Wildfire Risk Report’ (CoreLogic, 2019) <https://www.corelogic.com/downloadable-docs/wildfire-report_0919-01-screen.pdf> accessed 13 December 2019; John Henly, ‘Spain Battles Biggest Wildfires in 20 Years as Heatwave Grips Europe’ (The Guardian, 27 June 2019) <https://www.theguardian.com/world/2019/jun/27/hundreds-of-firefighters-tackle-blaze-in-north-east-spain> accessed 13 December 2019; Jessie Yeung, ‘Australia’s Deadly Wildfires are Showing No Signs of Stopping. Here’s What You Need To Know’ (CNN, 10 January 2020) <https://edition.cnn.com/2020/01/01/australia/australia-fires-explainer-intl-hnk-scli/index.html> accessed 30 November 2020.

5 Frédéric Moreau, ‘Climate Change and Nuclear Risk: The Forthcoming (Un)Natural Disasters’ (Facing Future. Earth) <https://www.facingfuture.earth/climate-change-and-nuclear-risk-the-forthcoming-unnatural-disasters/> accessed 30 November 2020.

6 Paul Ekins et al (eds), Global Environment Outlook—GEO-6: Healthy Planet Healthy People (CUP 2019).

7 ibid.

8 Climate change recognized as ‘threat multiplier’, ‘UN Security Council Debates its Impact on Peace’ (UN News, 25 January 2019) <https://news.un.org/en/story/2019/01/1031322> accessed 22 December 2019; European Council, ‘Paper from the High Representative and the European Commission: Climate Change and International Security’ (14 March 2008) S113/08; Simon Dalby, ‘Climate Change and the Insecurity Frame’ in Shannon O’Lear/Simon Dalby (eds), Reframing Climate Change: Constructing Ecological Geopolitics (Routledge 2015).

9 WMO/UNEP, ‘Statement: The Changing Atmosphere: Implications for Global Security’ (Toronto, June 1988) 292 <http://cmosarchives.ca/History/ChangingAtmosphere1988e.pdf> accessed 20 November 2019.

10 UNGA Res 63/281 (3 June 2009).

11 UNGA ‘Report of the Secretary General: Climate Change and its Possible Security Implications’ (11 September 2009) UN Doc A/64/350 (Secretary-General Report).

12 ibid.

13 Ben Saul, ‘Climate Change, Conflict and Security: International Law Challenges’ (2009) 9 New Zealand Armed Forces Law Review 1.

14 eg Matt McDonald, ‘Climate Change and Security: Towards Ecological Security?’ (2018) 10 International Theory 153.

15 Oscar A Gómez/Des Gasper, Human Security: A Thematic Guidance Note for Regional and National Human Development Report Teams (UNDP, 2013).

16 ‘Climate and Health: Fact Sheet, July 2005’ (WHO, July 2005) <https://www.who.int/globalchange/news/fsclimandhealth/en/> accessed 23 November 2019.

17 Valérie Masson-Delmotte et al (eds), Global Warming of 1.5°C: An IPCC Special Report on the Impacts of Global Warming of 1.5°C above Pre-Industrial Levels and Related Global Greenhouse Gas Emission Pathways, in the Context of Strengthening the Global Response to the Threat of Climate Change, Sustainable Development, and Efforts to Eradicate Poverty (IPCC 2019).

18 Amy Sinden, ‘Climate Change and Human Rights’ (2008) 27 Journal of Land, Resources and Environmental Law 1, 17.

19 Gupta (n 1).

20 HRC Res 7/23, ‘Human Rights and Climate Change’ (28 March 2008) 1.

21 UNGA ‘Annual Report of the United Nations High Commissioner for Human Rights and Reports of the Office of the High Commissioner and the Secretary-General’ (15 January 2009) UN Doc 
A/HRC/10/61.

22 UNGA Res 64/292 (28 July 2010).

23 This case inspired cases in Belgium, Canada, Colombia, France, Germany, Ireland, India, New Zealand, Norway, Pakistan, Switzerland, US, the UK, and against the EU. ‘Global Climate Litigation’ (Urgenda) <https://www.urgenda.nl/en/themas/climate-case/global-climate-litigation/> accessed 5 January 2020; for a mapping of the climate change related litigation: ‘Climate Change Litigation Databases’ (Climatechangechart) <http://climatecasechart.com/> accessed 14 January 2020.

24 Ingrid Leijten, ‘Human Rights v Insufficient Climate Action: The Urgenda Case’ (2019) 37 Netherlands Quarterly of Human Rights 112; Johannes Fahner, ‘Climate Change Before the Courts: Urgenda Ruling Redraws the Boundary between Law and Politics’ (EJIL: Talk!, 16 November 2018) <https://www.ejiltalk.org/climate-change-before-the-courts-urgenda-ruling-redraws-the-boundary-between-law-and-politics/> accessed 14 January 2020.

25 For a comment: André Nollkaemper/Laura Burgers, ‘A New Classic in Climate Change Litigation: The Dutch Supreme Court Case in the Urgenda Litigation’ (EJIL:Talk!, 6 January 2020) <https://www.ejiltalk.org/a-new-classic-in-climate-change-litigation-the-dutch-supreme-court-decision-in-the-urgenda-case/> accessed 14 January 2020; ‘Dutch State to Reduce Greenhouse Gas Emissions by 25% by the End of 2020’ (De Rechtspraakt, 20 December 2019) <https://www.rechtspraak.nl/Organisatie-en-contact/Organisatie/Hoge-Raad-der-Nederlanden/Nieuws/Paginas/Dutch-State-to-reduce-greenhouse-gas-emissions-by-25-by-the-end-of-2020.aspx> accessed 14 January 2020.

26 Joyeeta Gupta/Karin Arts, ‘Achieving the 1.5°C Objective: Just Implementation Through a Right to (Sustainable) Development’ (2018) 18 International Environmental Agreements: Politics, Law and Economics 11.

27 UNEP, ‘Safe Climate: A Report of the Special Rapporteur on Human Rights and the Environment’ (1 October 2019) UN Doc A/74/161.

28 Joshua W Busby, ‘Who Cares About the Weather? Climate Change and US National Security’ (2008) 17 Security Studies 468.

29 Marc Limon, ‘Human Rights and Climate Change: Constructing a case for Political Action’ (2009) 33 Harvard Environmental Law Review 439.

30 Saul (n 13) para 17.

31 Secretary-General Report (n 11) para 20 s 17.

32 Paris Agreement UNTC No 54113, 187.

33 ‘Status of Treaties: Paris Agreement’ (United Nations Treaty Collection) <https://treaties.un.org/Pages/ViewDetails.aspx?src=TREATY&mtdsg_no=XXVII-7-d&chapter=27&clang=_en#EndDec> accessed 18 November 2019.

34 Andrew Holland/Xander Vagg, ‘The Global Security Defense Index on Climate Change: Preliminary Results National Security Perspectives on Climate Change from Around the World’ (American Security Project, 21 March 2013) <https://www.americansecurityproject.org/ASP%20Reports/Ref%200121%20-%20Global%20Security%20Defense%20Index%20P-Results.pdf> accessed 21 December 2019, cited in Shirley V Scott, ‘Implications of Climate Change for the UN Security Council’ (2015) 91 International Affairs 1317.

35 US National Intelligence Council, Global Trends 2025: A Transformed World (US Government Printing Office 2008).

36 Dan Smith/Janani Vivekananda, A Climate of Conflict: The Links between Climate Change, Peace and War (International Alert 2007).

37 David D Zhang et al, ‘Global Climate Change, War, and Population Decline in Recent Human History’ (2007) 104 Proceedings of the National Academy of Sciences of the United States of America 19, 214.

38 Daniel R Coats, ‘Worldwide Threat Assessment of the US Intelligence Community’ (29 January 2019) 23 <https://www.dni.gov/files/ODNI/documents/2019-ATA-SFR---SSCI.pdf> accessed 19 November 2019.

39 ‘About UNDRR’ (UN Disaster Risk Reduction, 2019) <https://www.undrr.org/about-undrr> accessed 28 December 2019.

40 UNGA, ‘Note by the Secretary-General: Agreement concerning the Relationship between the United Nations and the International Organization for Migration’ (8 July 2016) UN Doc A/70/976; ‘About IOM’ (IOM UN Migration) <https://www.iom.int/about-iom> accessed 27 December 2019.

41 Including the: World Meteorological Organization, UNESCO, Food Agricultural Organization, World Food Programme, International Atomic Energy Authority, International Labour Organization, International Telecommunication Union, UN Office for the Coordination of Humanitarian Affairs, Office of the High Commissioner for Human Rights, UN Centre for Regional Development, UN Development Operations Coordination Office, UNDP (Bureau for Crisis Prevention and Recovery), UN Economic Commission for Europe, UN Environment Programme, and many others.

42 eg Commission of the European Union, ‘EU Strategy for Supporting Disaster Risk Reduction in Developing Countries’ (23 February 2009) COM(2009)84final; Commission of the European Union, ‘The EU Approach to Resilience: Learning From Food Security Crises’ (3 October 2010) EC(2012)586final; Commission of the European Union, ‘Action Plan for Resilience in Crisis Prone Countries 2013-2020’ (19 June 2013) SWD(2013)227final.

43 Michael R Pompeo, ‘Press Statement on the US Withdrawal from the Paris Agreement’ (4 November 2019) <https://www.state.gov/on-the-u-s-withdrawal-from-the-paris-agreement/> accessed 30 November 2020.

44 European Parliament, ‘Resolution: Climate and Environmental Emergency’ (28 November 2019) 2019/2930(RSP).

45 Commission of the European Union, ‘The European Green Deal’ (11 December 2019) COM(2019)640final.

46 Daniel Bodansky, ‘The Legal Character of the Paris Agreement’ (2016) 25 Review of European, Comparative and International Environmental Law 142.

47 Francesco Sindico, ‘Climate Change and Security’ (2017) 3 Carbon and Climate Law Review 187.

48 Frankfurt School-UNEP Centre/BNEF, ‘Global Trends in Renewable Energy Investment 2019’ (2019) <https://wedocs.unep.org/bitstream/handle/20.500.11822/29752/GTR2019.pdf?sequence=1&isAllowed=y> accessed 20 January 2020.

49 Instituto Costarricense de Electricidad (Costa Rican Institute of Electricity), ‘Costa Rica Superará 99 % de Generación Eléctrica Renovable en 2019’ (Grupo ICE, 16 December 2019) <https://grupoicecr.com/costa-rica-superara-99-generacion-electrica-renovable-2019/> accessed 20 January 2020.

50 Frankfurt School-UNEP Centre/BNEF (n 48).

51 ibid 20.

52 Florentina Simlinger/Benoit Mayer, ‘Legal Responses to Climate Change Induced Loss and Damage’ in Reinhard Mechler et al (eds), Loss and Damage from Climate Change: Climate Risk Management, Policy and Governance (Springer 2019).

53 Peter H Gleick, ‘Water, Drought, Climate Change, and Conflict in Syria’ (2014) 6 Weather Climate and Society 331; Aryn Baker, ‘How Climate Change is Behind the Surge of Migrants to Europe’ (Time Magazine, 7 September 2015) <https://time.com/4024210/climate-change-migrants/> accessed 28 November 2019.

54 Catherine Tinker, ‘Environmental Security in the United Nations: Not a Matter for the Security Council’ (1992) 59 Tennessee Law Review 787.

55 Francesco Sindico, ‘Climate Change: A Security (Council) Issue?’ (2007) 1 Carbon and Climate Law Review 26.

56 Sindico (n 47).

57 UNSC Res 2349 (2017).

58 Ken Conca et al, ‘Climate Change and the UN Security Council: Bully Pulpit or Bull in a China Shop?’ (2017) 17 Global Environmental Politics 1.

59 Shirley V Scott, ‘Climate Change and Peak Oil as Threats to International Peace and Security: Is it Time for the Security Council to Legislate?’ (2008) 9 Melbourne Journal of International Law 495.

60 UNSC ‘Statement by the President of the Security Council’ (20 July 2011) UN Doc S/PRST/2011/15; UNSC ‘Statement by the President of the Security Council’ (30 January 2018) UN Doc S/PRST/2018/3.

61 UNSC Res 2349 (2017); UNSC Res 2408 (2018).

62 Ash Murphy, ‘The United Nations Security Council and Climate Change: Mapping a Pragmatic Pathway to Intervention’ (2019) 13 Carbon and Climate Law Review 50.

63 ibid.

64 Tariq Banuri et al, ‘Drivers of Environmental Change’ in Paul Ekins et al (eds), Global Environment Outlook—GEO-6: Healthy Planet Healthy People (CUP 2019).

65 Timothy M Lenton et al, ‘Tipping Elements in the Earth’s Climate System’ (2008) 105 Proceedings of the National Academy of Sciences 1786; Johan Rockström et al, ‘A Safe Operating Space for Humanity’ (2009) 461 Nature 472.

66 The Intergovernmental Science-Policy Platform on Biodiversity and Ecosystem Services (IPBES), ‘Summary for Policymakers of the Global Assessment Report on Biodiversity and Ecosystem Services of the Intergovernmental Science-Policy Platform on Biodiversity and Ecosystem Services’ (2019) IPBES/7/10/Add.1 <https://ipbes.net/global-assessment-report-biodiversity-ecosystem-services> accessed 
17 November 2019.

67 McDonald (n 14).

68 ‘Earth Commission: A Compass for Humanity’ (Earth Commission) <https://earthcommission.org/> accessed 9 April 2020.

69 Norman Myers, ‘Environmental Refugees: A Growing Phenomenon of the 21st Century’ (2002) 357 Philosophical Transactions of the Royal Society of London 609; Norman Myers/Jennifer Kent, Environmental Exodus: An Emergent Crisis in the Global Arena (Climate Institute 1995).

70 Michael Berlemann/Max F Steinhardt, ‘Climate Change, Natural Disasters, and Migration—A Survey of the Empirical Evidence’ (2017) 63 CESifo Economic Studies 353.

71 Richard Black et al, ‘The Effect of Environmental Change on Human Migration’ (2011) 21 Global Environmental Change S3.

72 Michel Beine/Lionel Jeusette, ‘A Meta-Analysis of the Literature on Climate Change and Migration’ (2018) CESifo Working Paper No 7417 <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3338771> accessed 30 November 2020.

73 Saul (n 13) para 54.

74 ibid para 57.

75 ibid 7.

76 Rafael Reuveny, ‘Climate Change-Induced Migration and Violent Conflict’ (2007) 26 Political Geography 656; Susan Martin, ‘Climate Change, Migration, and Governance’ (2010) 16 Global Governance 397.

77 Martin (n 76).

78 ibid.

79 IOM, ‘Discussion Note: Migration and the Environment’ (1 November 2007) MC/INF/288, 1–2.

80 Saul (n 13).

81 Martin (n 76).

82 LDC Expert Group, ‘National Adaptation Plans: Technical Guidelines for the National Adaptation Plan Process’ (UNFCCC, December 2012) <https://unfccc.int/files/adaptation/cancun_adaptation_framework/application/pdf/naptechguidelines_eng_high__res.pdf> accessed 8 April 2020.

83 UNGA Res 217(III)A (10 December 1948).

84 Charlotte Collins, ‘Climate Change and Global Security: Planning for Potential Conflict’ (Climate Institute, 25 September 2019) <http://climate.org/climate-change-and-global-security-planning-for-potential-conflict/> accessed 11 December 2019.

85 Saul (n 13).

86 McDonald (n 14); Joyeeta Gupta et al, ‘Water Sovereignty and Security, High Politics and Hard Power: The Dangers of Borrowing Discourses!’ in Claudia Pahl-Wostl et al (eds), Handbook on Water Security (Edward Elgar 2016).

87 Tibisay Morgandi and Jorge E Viñuales, Chapter 25 in this Handbook.

88 Hilal Elver, Chapter 27 in this Handbook.

89 Pierre Thielbörger, Chapter 29 in this Handbook.

90 UNGA Res 70/1 (25 September 2015).

91 Joyeeta Gupta/Kyra Bos, ‘Stranded Assets and Stranded Resources: Implications for Climate Change Mitigation and Global Sustainable Development’ (2019) 56 Energy Research and Social Science 1.

92 Secretary-General Report (n 11).

93 Gabriel E Eckstein, ‘Water Scarcity, Conflict, and Security in a Climate Change World: Challenges and Opportunities for International Law and Policy’ (2009) 27 Wisconsin International Law Journal 409.

94 Gupta/Arts (n 26) 11.








Chapter 31


International Disaster Law

Arnold N Pronto



Introduction


Every year the onset of disasters causes significant harm to large numbers of individuals and damage to property. Natural hazards such as hurricanes, cyclones, tornadoes, tsunamis, earthquakes, wild fires, floods, epidemics, heatwaves, ice storms, prolonged drought, can cause widespread damage and harm. While smaller-scale, localized events might result in less widespread damage, their relative frequency (in relation to major disasters) significantly magnifies their impact over time. Natural hazards are nothing new, especially on a geologically active planet. Conceptually, a natural hazard is not a disaster. The ‘disaster’ is the consequential harm arising from the hazard, whether natural or man-made. Understood as such, the extent of the harm caused is intrinsically linked to the degree of vulnerability of the affected person.1 Historical records are replete with references to disruptive events. What is different today is the exposure to risk.2 As human settlements continue to expand, including into disaster-prone areas, so has the exposure to the risk of harm increased.

The effect of disasters, whether widespread or localized, poses a major threat to human security, as it places significant strain on human support systems. What is more is that disasters invariably have a disproportionately harmful impact on the particularly vulnerable, who typically subsist at the margins of society, usually in harm’s way. For many States, the impact of specific disasters can be measured in terms of setbacks to human development. Economic and social gains can be reversed overnight, sometimes quite literally. Looking back at the period 2005–15, the Sendai Framework for Disaster Risk Reduction 2015–2030 observes that:

disasters have continued to exact a heavy toll and, as a result, the well-being and safety of persons, communities and countries as a whole have been affected…Overall, more than 1.5 billion people have been affected by disasters in various ways, with women, children and people in vulnerable situations disproportionately affected. The total economic loss was more than $1.3 trillion. In addition, between 2008 and 2012, 144 million people were displaced by disasters. Disasters, many of which are exacerbated by climate change and which are increasing in frequency and intensity, significantly impede progress towards sustainable development. Evidence indicates that exposure of persons and assets in all countries has increased faster than vulnerability has decreased, thus generating new risks and a steady rise in disaster-related losses, with a significant economic, social, health, cultural and environmental impact in the short, medium and long term, especially at the local and community levels.3

The impact of a disaster is also a function of the level of the efforts marshalled in anticipation thereof and response thereto. Modern States allocate significant resources to providing relief assistance immediately following the onset of disasters. Be it the immediate need to save lives and rescue the stranded, or to provide shelter, food, and comfort to those affected by a disaster, humanitarian assistance efforts typically require a sustained effort by a range of actors. Increasingly, such activities are also being undertaken at the international level, especially in cases of major disasters with transboundary effects. The imperative to provide aid and assistance is increasingly viewed as a key interest of the international community. The UN devotes significant resources to the coordination of efforts at the international level, aimed at facilitating cooperation in the provision of humanitarian assistance. The organization has also become the central locus for contemplation at the global level on best practices in disaster risk reduction.4 This chapter seeks to describe the outlines of an emerging international disaster law, motivated in large part by a growing awareness of the role law can play in efforts to reduce vulnerability to, and mitigate the impact of, disasters. Such sentiments are, in turn, driven by an appreciation of the potential deleterious consequences for global security arising from the widespread dislocation brought about by major disasters (especially, but not limited to, major disasters of a transboundary nature).


B. Legal Framework



1. Sources


A striking feature of international disaster law is that there exists a significant body of hard-law already in place.5 Research by the International Federation of the Red Cross and Red Crescent Societies (IFRC) and the UN Secretariat in the early 2000s, uncovered hundreds of directly applicable bilateral treaties, as well as a number of multilateral agreements, mostly at the regional level.6 In addition, there exists a penumbra of rules formulated with disasters in mind, located in conventions dealing with broader topics (such as trade, customs regulations etc). Those conventions typically establish exceptions or special dispensations in the event of the occurrence of a disaster. This body of rules is in turn buttressed by a third layer of soft law, emanating from a range of authoritative sources.


a. Treaties


At present, the only global treaty dedicated specifically to disasters is the 1998 Tampere Convention on the Provision of Telecommunication Resources for Disaster Mitigation and Relief Operations (Tampere Convention).7 Although focusing on a specific aspect arising in the context of the immediate recovery and response phase, the convention nonetheless provides useful legal guidance on several core concepts (such as the legal definition of a ‘disaster’).8 A further key multilateral instrument is the 2000 Framework Convention on Civil Defence Assistance,9 which seeks to foster cooperation between national civil defence teams in providing emergency relief and assistance in the wake of a disaster.10

At the regional level, a particularly prominent treaty is the ASEAN Agreement on Disaster Management and Emergency Response, adopted in 2005.11 To a certain extent, the ASEAN treaty reflects the current state of the art in the thinking about disaster law. While covering some traditional aspects of emergency response, the treaty places a strong emphasis on the management and reduction of the risk of disasters.12

In addition, there exist literally dozens of bilateral treaties, throughout the world, establishing mutual cooperation and assistance arrangements between neighbouring States. As in South East Asia and the European Union, some such agreements exist within the broader framework of regional arrangements.13


b. Non-Binding Statements of Principle and Policy


The real ferment in the thinking about disaster law has taken place in the non-binding and policy spheres. There exist numerous non-binding instruments purporting to offer guidance on a variety of aspects of disaster law.14 One of the most prominent, and authoritative, examples of recent guidance is that of the IFRC in its Guidelines for the Facilitation and Regulation of International Disaster Relief and Initial Recovery Assistance,15 adopted in 2007 (the International Disaster Response Laws (IDRL) Guidelines). That instrument contains a number of recommendations aimed primarily at governments to help them prepare their regulatory systems for international disaster response. It reflects the acquis of the IFRC’s extensive experience on the ground in confronting the challenges (including legal) faced by humanitarian assistance actors in offering assistance to States and populations affected by disasters.

In a similar vein, the International Law Commission (ILC) adopted the draft articles on the protection of persons in the event of disasters in 2016.16 The draft articles seek to establish an international legal framework to ‘facilitate the adequate and effective response to disasters and reduction of the risk of disasters, so as to meet the essential needs of the persons concerned, with full respect for their rights’.17

The draft articles are also best understood within the context of broader efforts within the UN. They draw on, inter alia, a seminal resolution adopted by the General Assembly in 1991,18 which established the current policy framework for the organization’s mandate as the global coordination point for emergency humanitarian assistance. The set of Guiding Principles annexed to that resolution also provide a framework for the basic legal parameters within which international disaster law operates today.

To these sources should be added a series of major statements by the international community concerning disaster risk reduction. The most recent, the Sendai Framework for Disaster Risk Reduction 2015–2030,19 was adopted in 2015. The Framework sets an ambitious agenda for disaster risk management throughout the world, with a view to enhancing resilience and reducing vulnerability to the adverse effects of disasters.


2. The Scope of International Disaster Law



a. Ratione materiae


The scope ratione materiae of international disaster law is determined by the legal definition of the concept of ‘disaster’.20 At least two approaches exist. The first, more traditional, conceptualizes a disaster as the occurrence of an event. An example can be found in the definition contained in the draft articles of the ILC:

‘disaster’ means a calamitous event or series of events resulting in widespread loss of life, great human suffering and distress, mass displacement, or large-scale material or environmental damage, thereby seriously disrupting the functioning of society (…)21

There the focus is on causation (‘events resulting in’), linking the required threshold of harm to the occurrence of an event.

The alternative, more contemporary, approach is to focus on the consequence of the onset of an event, so that what constitutes a ‘disaster’ is understood as a function of the exposure to risk. An example is to be found in the IDRL Guidelines, which were inspired by the definition contained in the Tampere Convention:

‘Disaster’ means a serious disruption of the functioning of society, which poses a significant, widespread threat to human life, health, property or the environment, whether arising from accident, nature or human activity, whether developing suddenly or as the result of long-term processes, but excluding armed conflict.22

As such, the occurrence of the event is not as legally significant as the consequential serious disruption of the functioning of society.

Where the emphasis is placed is significant for understanding the range of activities that implicitly fall within the scope of international disaster law. The focus on the occurrence of an event is traditionally associated with response-related activities aimed at initial recovery assistance. Conversely, a definition focusing on the fact of the existence of harm is more permissive of an analysis focused on the exposure to risk. The key insight is that two similar events of comparable magnitude affecting urban areas of comparable density of population may result in significantly different levels of loss, owing to differences in exposure to risk. Seen in such light, international disaster law has a broader scope, covering also risk reduction activities aimed at prevention, preparedness, and mitigation of potential harm.

Equally important are the thresholds of harm envisaged in the definitions, as those trigger the application of international rules. The ILC sought to set a high threshold for the application of the draft articles, of ‘widespread loss of life, great human suffering and distress, mass displacement, or large-scale material or environmental damage, thereby seriously disrupting the functioning of society’. This was done on purpose, both to exclude other types of serious events, such as those arising from serious political or economic crises, as well as to set a high threshold for the triggering of various international legal obligations.

In fact, the high threshold for the application of international rules is also to be understood as being driven by the structure of the rules which proceed from the assumption of the primacy of role of the affected State.23 In the traditional conception of international disaster law, it is only once the national response capacity of the affected State has been overwhelmed that international humanitarian assistance activities (and rules) are triggered.24 The underlying assumption therefore being that this would only be the case in truly calamitous situations. In other words, the high threshold in the definition of ‘disaster’ under international law is in a sense a relic of the traditional structure of the interplay between national and international rules.

However, such considerations continue to evolve in line with the dynamic nature of activities undertaken on the ground. The national response capacities of States vary significantly, with the resultant implication that, in practice, the threshold for the triggering of international assistance fluctuates, sometimes below the intensity threshold recognized by instruments such as the ILC’s draft articles. This is, for example, likely the case when coming to small-scale disasters, whose intensity does not normally meet the international threshold, but whose frequency in aggregate may cause a similar level of serious disruption to the functioning of society. In other words, the definitions of disaster at the international level, to the extent they serve as thresholds for the triggering of assistance, as a matter of law, need to be understood and applied flexibly.

Two further points merit consideration. First, humanitarian assistance provided in the context of armed conflict is, a priori, excluded from the scope ratione materiae of international disaster law (as it typically falls within the scope of international humanitarian law).25 Secondly, it is not uncommon to see the distinction drawn between natural disasters (namely those arising from natural hazards, such as earthquakes and weather-related phenomena) and human caused disasters. However, generally speaking, international disaster law does not draw such a distinction. The emphasis is on the provision of assistance to those in need, regardless of the origin.


b. Ratione personae


The scope ratione personae of international disaster law is at the same time relatively well defined and potentially extensive. The key entity of concern is the State affected by the disaster. It is the actions (or inaction) of the affected State that will trigger the application of international disaster law. Most States have internal processes for the legal ascertainment of the existence of a disaster, for example by means of the issuance of an official declaration. At the level of international law, the affected State has a legal obligation to protect persons on its territory from the effects of the disaster.26 This is the key inflection point within international disaster law around which a number of other rights and obligations are structured.

The counterparts to the affected State are the assisting States. Sometimes the assistance is provided at the bilateral or regional levels. In other cases, typically the more severe, assisting States might act in concert, including under the auspices of an international organization. In such cases, it is common to speak of assistance being provided by, or on behalf of, the international community.27 This depiction, however, does not necessarily change the applicable legal construction. Rights and duties are imposed at the level of assisting States (or international organizations) themselves, not the collective.

There exists a further periphery of States that may be involved in the response to the onset of a disaster. These include, for example, third States from which assistance provided by international organizations, such as the UN, originates. There are transit States through which aid or assistance might be transported. There are States under whose flag assistance by sea is transported. There are States through which monetary assistance intended for disaster relief operations flows, or States from which financial backing (including insurance) for the provision of assistance is secured. There are States of nationality of both legal (such as non-governmental organizations registered in their territories) and natural (such as humanitarian assistance personnel) persons, and which maintain a legal interest in the protection of their nationals. There are also States which participate in cooperative arrangements, for example for the maintenance of early warning systems. There are also States that are parties to regional mutual assistance agreements, which may not be providing direct assistance, but which retain a legal interest in ensuring the implementation of the obligations under the agreement.

International organizations are also extensively involved in the provision of assistance, and bear rights and obligations of their own. The role of the UN is of particular significance, given its central coordination mandate. To these might be added the role played by the Red Cross Movement, and in particular the role of the IFRC. Despite possessing a sui generis character, its level of integration into the existing international framework for the provision of assistance, positions it closer to international organizations, even if not all of the same legal obligations under international law are opposable to it.

Finally, it is a particular hallmark of the field of disaster relief assistance that a significant number of private actors, primarily non-governmental organizations, are involved. The range of their activities varies tremendously. The more institutional such actors typically participate in cooperation arrangements with the UN and other international organizations, or even with States, including directly with affected States. In principle, such entities are subject to the national law of the State in which they are registered and that of the State in whose territory they operate. They are not subjects of international law, and accordingly cannot bear rights and obligations arising from international law. However, in some cases, international organizations such as the UN carry out their humanitarian assistance activities through non-governmental actors, for example by sub-contracting to them aspects of the actions to be undertaken.28 Such circumstances may give rise to questions of the legal attribution of the acts of those private actors to the contracting international organization.29


c. Ratione temporis


The traditional focus on initial recovery and response meant that the overriding concern of the law was the facilitation of assistance in the immediate wake of the onset of a disaster. While this is still largely the case, the scope ratione temporis of international disaster law has been extended backwards to also cover pre-disaster activities aimed at risk reduction. At present, the post-disaster rehabilitation and rebuilding phase has largely been left to other actors and other rules.

It is worth pointing out that the temporal scope is actually quite important for the application of the law in the context of disaster response. For affected States, the onset of a disaster is an unusual occurrence which, inter alia, triggers the operation of an extra-ordinary legal regime, typically establishing exceptions and opt-outs from existing national laws. For the lawyer engaged in this work, therefore, it is important to know precisely when, as a matter of law, the special regime has commenced, and when it terminates. For international actors, the timing of the request for assistance is similarly critical, as it triggers a process, and the consequential rights and obligations under international law.


d. Ratione loci


It goes without saying that the scope ratione loci of international disaster law extends primarily over the area affected by the disaster. At the same time, no specific restriction is placed on the geographic extent of the harm. While truly calamitous events (such as massive hurricanes or significant tsunamis) do, on occasion, have a transboundary component, no such a priori requirement is established. In other words, international disaster law is equally applicable to disasters occurring entirely with the territory of the affected State. It also applies to other geographic areas, including States where assistance originates, and transit States, and States where assistance material destined for a particular disaster is staged.

Furthermore, the geographic scope of the application of the law may be different and even broader when coming to pre-disaster risk reduction activities. For example, the establishment of a tsunami early warning system may span an entire ocean, far from the location of the actual event, were it to happen. Similarly, legal cooperation in prevention and mitigation of harm may extend also to downstream riparian States which may be adversely affected by a flood, or failed dam.


3. General Rules and Principles


Broadly speaking, international disaster law operates at different degrees of generality. There is the set of rules which applies residually at the level of core obligations and rights, or as general principles. Parallel to these is the ‘lawyer’s law’ set of rules and recommendations concerned with the practicalities of ensuring effective and prompt relief.


a. Duty to Cooperate


International disaster law is about international cooperation.30 The legal duty to cooperate in the provision of disaster assistance, and in risk reduction, is central to the effective implementation of international disaster law, and is drawn from principles well known to international law.31 The framework of international legal rules and obligations arising from international disaster law is, accordingly, intended to provide a legal basis for such cooperation. The ILC’s draft articles are organized around this central purpose.

The ILC employed the imperative ‘shall’, in draft Article 7, so as to establish the duty at the level of international law. The obligation is also reflected in a number of instruments concerned with disaster relief, including the ASEAN Declaration for Mutual Assistance on Natural Disasters,32 the Framework Convention on Civil Defence Assistance,33 and the Tampere Convention.34

Draft Article 7 has a three-fold purpose. First, to confirm the existence of a legal obligation. Secondly, to indicate the role of international law. Since the obligation is embedded within international law, international cooperation should be implemented in accordance with international law, which includes with full respect for the sovereignty and territorial integrity of the affected State. Finally, to confirm the entities to whom the obligation is owed, namely other States, the UN, the components of the Red Cross and Red Crescent Movement, as well as ‘other assisting actors’, which are defined as competent intergovernmental organizations, or relevant non-governmental organizations or entities, providing assistance to an affected State with its consent.35

At the same time, the provision has to be understood within the broader structure of the entire draft articles. Since the affected State has the primary duty to protect its population, international assistance in fulfilling such imperative is essentially supportive in character. In other words, the obligation to cooperate is without prejudice to the primary role of the affected State in protecting persons on its territory.36

Cooperation can take many forms. In the context of response, the ILC, in a non-exhaustive manner, identified as typical actions, ‘humanitarian assistance, coordination of international relief actions and communications, and making available relief personnel, equipment and goods, and scientific, medical and technical resources’.37 As regards risk reduction, the main types of cooperation identified are the conducting of risk assessments, the collection and dissemination of risk and past loss information, and the installation and operation of early warning systems.38 All of these are, by nature, context-specific and reflect the prevailing state of the art. It is in the nature of the activities being covered that new forms of assistance may emerge over time.


b. Duty to Reduce Disaster Risk


One of the innovations of the ILC’s draft articles is the recognition, at the level of international law, of an obligation on all States to ‘reduce the risk of disasters by taking appropriate measures, including through legislation and regulations, to prevent, mitigate, and prepare for disasters’.39 As discussed earlier, disaster risk reduction is increasingly a key area of focus for international disaster law.40 Nonetheless, its inclusion within the scope of application of the topic implies an expansion of the types of obligations that arise, and the range of actors that are involved. The consequential obligations are not structured around a binary relationship, between affected State and assisting actor, as in the case of disaster response. The international law obligation is instead directed to each State, individually, to act at the national level. This is without prejudice to the general obligation on all States to cooperate, including with regard to disaster risk reduction.

A key issue of consideration is whether it is feasible to impose such an obligation on all States, regardless of economic development and available capacity. The solution found was to qualify the obligation with the reference to ‘taking appropriate measures’. By ‘appropriate’ the ILC meant not only measures that were relevant in the context of the State in question, but also measures that reflect the respective capacities of States.41 In the words of the ILC, ‘[t]he duty being envisaged is one of conduct and not result; in other words not to completely prevent or mitigate a disaster, but rather to reduce the risk of harm potentially caused thereby’.42


c. Duty to Ensure the Protection of Persons


The legal obligation to ensure the protection of persons at risk of, or affected by, disasters on its territory is the core obligation underlying the raison d’être of the draft articles. In principle, the obligation falls on the affected State.43 It arises primarily as a consequence of sovereignty, as conceptualized under contemporary international law.44 It also emerges from the basic legal obligations binding on States under international human rights law.45 Furthermore, it is commonly reflected in obligations imposed by national law on the State, including, on occasion, at the constitutional level. As such, it imports all the obligations under international human rights law46 and national law implied in the concept of ‘protection’ of persons. In the context of international disaster law, such obligations may extend not only to the protection of life, but also to that of livelihood.

The further implication of such obligation is that the affected State, in turn, has the primary role in directing, controlling, coordinating, and supervising the provision of relief assistance on its territory.47 In the words of the ILC, ‘[t]he primacy of an affected State is (…) grounded in the long-standing recognition in international law that the State is best placed to determine the gravity of an emergency situation and to frame appropriate response policies’.48 It should also be understood as reflecting a basic bargain with the affected State, where on the one hand an obligation to protect is imposed by international law, while on the other, its primacy is expressly recognized by the law. Such primacy is not entirely absolute, since it is subject to the general duty of the affected State to cooperate with other actors. In principle, under international law, the obligation on the State extends to all persons on its territory (or territory under the jurisdiction or control of the State).


d. Duty to Seek External Assistance


The affected State, faced with a disaster which has overwhelmed its national response capacity, has an obligation to reach out to the international community and seek assistance.49 Doing so may in fact be required as a means of fulfilling its obligations under international human rights law. Such recognition of an obligation at the level of international law represents the culmination of the evolution in the thinking about how States may best respond in the wake of a disaster, and what the role of the international community should be. It also reflects an appreciation of the interest the international community retains in addressing the potential threat to broader regional and global security posed by the instability arising following a major disaster.

As formulated in the ILC’s draft articles, the concept of ‘seeking’ assistance ‘implies a broad, negotiated approach to the provision of international aid’.50 The affected State retains the discretion to choose from amongst which offers of assistance, made in response, are the most appropriate to its specific needs.51

As discussed earlier, the notion that international assistance may only be sought when the national response capacity of the affected State has been overwhelmed, is not an absolute requirement. Such a threshold requirement serves only to trigger the legal obligation to seek assistance. It, however, does not preclude the possibility of the affected State seeking external assistance in the context of smaller-scale disasters.52


e. Right to Offer Assistance


The ILC draft articles recognize the right (‘may’) of States, the UN, and other potential assisting actors to ‘offer assistance to the affected State’.53 In the words of the ILC, the provision:

acknowledges the interest of the international community in the protection of persons in the event of disasters, which is to be viewed as complementary to the primary role of the affected State enshrined in draft article 10. It is an expression of the principles of solidarity and cooperation, highlighted in the preamble, which underlie the whole set of draft articles on the topic (…)54

What emerges is an interplay of rights, organized around the process of offer and acceptance.55 So, while the provision recognizes a ‘right’ to offer, it deliberately falls short of proclaiming a legal duty to do so. The prevailing view within the ILC (and the Sixth Committee of the UN General Assembly (UNGA)) was that ‘offers, whether made unilaterally or in response to a request, are essentially voluntary and should not be construed as recognition of the existence of a legal duty to assist’.56 Conversely, an offer of assistance does not establish for the affected State a corresponding obligation to accept it.57


f. Duty to Give Due Consideration to Requests for Assistance


A State, the UN, or other potential assisting actor, which has received a request for assistance from an affected State, is obliged to ‘expeditiously give due consideration to the request and to inform the affected State of its reply’.58 Such procedural obligation was included to mitigate the discretionary nature of the right of the international community to offer assistance. The obligation arises as a matter of international law, for States, the UN and those other potential actors which are subjects of international law. For non-governmental organizations, which cannot incur obligations under international law, the provision should be understood as a recommendation of best practice.

The obligation is triggered by a request from the affected State, which may be presented simply in the form of appeal for (‘seeking’) assistance. For the countervailing obligation to give due consideration to be triggered, there must be a level of specificity in the request for assistance sufficient for the obligation to be opposable to the recipient State, international organization, or other entity.59

As already indicated, there is no duty on the recipients to actually ‘provide’ assistance in response to a request. Nonetheless, when coming to the UN, which it singled out for ‘special mention given the central role it plays in receiving requests for assistance’, as well as other intergovernmental organizations, the ILC felt it necessary to indicate that:

[t]he United Nations and intergovernmental organizations not only are entitled, as mandated by their constituent instruments, but are also encouraged to make offers of assistance to the affected State.60


g. The Role of Consent


Consent provides the legal basis for what are essentially voluntary acts. The consent of international actors to provide assistance is balanced by the consent of the affected State to the provision of such assistance.61 The ILC draft articles clearly proclaim that ‘[t]he provision of external assistance requires the consent of the affected State’.62 Such requirement flows as a consequence of the legal recognition that the affected State retains the primary role in the direction, control, coordination, and supervision of relied assistance.63 This is as much a statement of law as it is a reflection of the practical reality of disaster relief assistance. The vast majority of external assistance provided following the onset of a disaster is done on the basis of the consent of the affected State. In practice, it makes little sense to do otherwise.

Consent establishes legality. Without it, the provision of external assistance may be viewed as a form of unlawful intervention in the internal affairs of the State. Without it, relief goods and personnel present on the territory of the affected State do not, in principle, enjoy the protections and preferential treatment of the international legal regime, which are triggered by the onset of the disaster. Assisting States, international organizations such as the UN,64 and entities such as the IFRC and reputable non-governmental organizations are typically reluctant to provide assistance in the absence of the consent of the affected State.65

However, consent is a flexible concept which may require different reactions in different contexts, usually depending on the internal law and distribution of authority within the affected State.66 It is thus possible for general consent to be sufficient, or in other circumstances for specific consent to specific consignments of relief assistance to be required. Part of the motivating concern for the establishment of international rules and guidance on the provision of relief assistance has been precisely the desire to minimize and streamline internal consent procedures. In principle, however, it is for the affected State to determine such requirements and to specify, in accordance with its laws, which authorities have the legal competency to provide the necessary consent.

Consent does not always have to be express. Consent might also, in some (usually rare) circumstances, be constructed. In the case of overwhelming disasters where the very functioning of central governmental authority has been disrupted, it is not uncommon for international actors to rely on the consent of local authorities at the point of admission into the State, for example. Formal consent may also be provided ex post. It might be conveyed orally, or be given in writing. Consent could also be provided in advance, in the form of an existing agreement. Such legal arrangements are quite common. It is also relatively common for non-international actors, such as non-governmental organizations involved in the provision of relief assistance, to have their own standing arrangements with States. Putting such arrangements into place in advance, particularly in relation to areas prone to natural hazards, is in itself a form of disaster risk reduction.

Consent can be denied. That is, in fact, the point of the requirement, and reflects the underlying voluntarist nature of the process. It is no exaggeration that such guarantee (of the freedom to deny) is of central importance for all States. It flows as a consequence of their assertion of sovereignty, and their expectation that such sovereignty be respected by others.67 Such confidence on the part of affected States is foundational to the success of international disaster law. Suspicions that external assistance is merely foreign intervention in another guise can significantly retard the provision of assistance. Nonetheless, there is an increased awareness in the international community as to the implications of the unfettered application of the requirement of consent, both for the protection of the persons affected and as regards the impact on broader security interests. Contemporary thinking, therefore, has focused on how best to qualify the requirement of consent.

In the view of the ILC, the legal affirmation of the centrality of the affected State’s consent to external assistance is balanced by two legal obligations placed on the affected State. First, the denial of consent has to be valid. It may not be withheld arbitrarily.68 Such qualification proved to be the most controversial provision in the ILC’s draft articles. The ILC sought to attenuate the implications of the prohibition on arbitrary withholding of consent through the second requirement, namely that the affected State shall, whenever possible, make known its decision regarding the offer in a timely manner.69 Such further obligation is both intended to establish a procedural basis for the determination of the valid denial of consent, and to ground the offer and acceptance dynamic in the concept of good faith. An offer of assistance made in good faith gives rise to the legitimate expectation of a good faith response. The lack of such response leads to the inference that the affected State may be acting arbitrarily, in violation of its obligations under international law.70 At the same time, such process is qualified by the phrase ‘whenever possible’. This alludes to the context-driven nature of the assessment taking place, and calls for the evaluation of the circumstances, and for the application of a margin of appreciation.


h. Conditionality


The right to impose conditions on the provision of assistance71 is a further consequence of the primary role attributed to the affected State in the direction, control, coordination, and supervision of relief assistance. All States assert the right to do so. The function of international law in this context, therefore, is to place certain limits on the imposition of conditions. The ILC identified at least three qualifiers:

First, ‘[s]uch conditions shall be in accordance with the (…) draft articles, applicable rules of international law, and the national law of the affected State’.72 This confirms the requirement of a legal basis for the imposition of conditions. It further suggests the applicable legal framework. In referring to both international and national rules, the ILC sought to reflect the subtle interplay between both sets of rules which takes place in practice.

Secondly, ‘[c]onditions shall take into account the identified needs of the persons affected by disasters and the quality of the assistance’.73 Modern international disaster law takes a ‘needs-based’ approach to the provision of humanitarian assistance to persons affected by disasters. This has both positive and negative dimensions. The affected State has to link the conditions it imposes on an assessment of the actual needs of the persons in question, including the special needs of women, children, the elderly, persons with disabilities,74 and vulnerable or disadvantaged persons and groups.75 Conversely, the implication is that the affected State retains the right to assess the nature of the assistance being offered, and to reject unwanted or unneeded assistance, and to determine what and when assistance is appropriate.76

Thirdly, ‘[w]hen formulating conditions, the affected State shall indicate the scope and type of assistance sought’.77 In principle, it is for the affected State to assess and then indicate its needs. While, in practice, this may be undertaken in collaboration with its humanitarian assistance partners, the provision is intended to confirm that the initiative lies with the affected State. What is envisaged is a conversation taking place between the affected State seeking assistance and the assisting actor(s) offering it. The provision was also motivated by a growing concern about the phenomenon of the unsolicited delivery of inappropriate or unnecessary assistance or relief goods. What is expected is that assisting actors would tailor their assistance to that requested by the affected State.


i. Duty to Protect Humanitarian Personnel, Equipment, and Goods


A further key component of contemporary international disaster law is the recognition of the legal obligation on the affected State to ensure the protection of relief personnel and of equipment and goods present in its territory (or territory under its jurisdiction or control).78 As recognition of the legal significance of the consent of affected States is central to their confidence in the process, so too is the protection of the personnel and goods sent by assisting actors key to their participation.

Protection implies, in the negative, protection from the organs of the affected State itself. It also implies a positive duty to protect personnel, equipment, and goods from, for example, the illicit activities of non-State actors.79 In the version contained in the ILC draft articles the duty to protect is qualified by the phrase ‘appropriate measures’, so as to allow a margin of discretion to the affected State in deciding what actions to take.80


j. Duty to Facilitate Assistance


The concurrence of the affected State to receive external assistance triggers a further obligation on it, under international law, namely to facilitate the prompt and effective provision of such assistance.81 Facilitation of external assistance relates primarily to relief personnel, and to equipment and goods.

The core of the obligation is the requirement to ‘take the necessary measures’ with a view to facilitating the ‘prompt and effective’ provision of assistance. The concept of ‘necessary measures’ includes legislative, executive, or administrative measures. This might even extend to temporary non-compliance with national law.82

The obligation is essentially one of conduct, namely to seek to improve existing, or put into place new, procedures and practices that will ensure the effectiveness of the provision of assistance.83 In the context of response following the onset of a disaster, such effectiveness is also a function of the timeliness (‘prompt’) of the provision of assistance.


4. Practical Rules for the Facilitation of Disaster Relief Assistance


International disaster law is also very much about the day-to-day practicalities of disaster relief assistance.84 In fact, the origins of the contemporary work in the area, as exemplified by the IDRL Guidelines, was the realization that law could make a practical difference. Preparedness, as a component of disaster risk reduction, also includes legal preparedness. As just discussed, all States have the duty to put into place the necessary legislative and administrative frameworks to facilitate the prompt and effective provision of assistance. These relate primarily to the provision of legal facilities for entry and operations.

With regard to personnel, facilitation includes, inter alia, the granting of visas and necessary work permits, ideally without cost. Those visas and permits should be renewable locally (i.e. no requirement to leave the territory of the affected State in order to renew the visa). In the immediate period of initial recovery following the onset of a disaster, the requirement of visas and work permits should be waived or their grant should be significantly expedited. Procedures ought to be put into place for the expedited consideration of the temporary recognition of professional qualifications for foreign medical personnel, as well as of drivers’ licences and other types of licences and certificates.85

Freedom of access to and movement in and from the disaster-affected area needs to be ensured.86 This implies, for example, the temporary recognition of foreign car registrations and plates.87 Likewise, permission should be granted, without undue delay, for the speedy passage of land, marine and air vehicles operated by an assisting State, organization, or entity, for the purpose of transporting disaster relief assistance and any applicable fees should be waived.88 Similarly, permission should be granted for overflight, landing, and departure of aircraft. Such aircraft should also be authorized to operate within the territory of the affected State as required for the delivery of assistance.89

The privileges and immunities of humanitarian assistance personnel, where applicable, should likewise be respected and upheld,90 and their legal status should be respected. This would include the recognition of their distinctive emblems and identity cards.91 Assisting entities should, upon entry or as soon as possible thereafter, be granted at least temporary authorization to legally operate on the territory of the affected State so as to enjoy the rights, inter alia, to open bank accounts, enter into contracts and leases, acquire and dispose of property, and initiate legal proceedings, for the purpose of providing disaster relief assistance. Assisting States, organizations and entities should also be granted the right to freely bring the necessary funds and currencies in or out of the affected State through legal means and to obtain legal exchange rates. Assisting States, organizations, and entities should be permitted to legally hire and terminate the contracts of local personnel.92

Concerning equipment and goods, facilitation would include establishing exemptions from all customs duties, taxes, tariffs, or fees; exemptions from all export, transit, or import restrictions; streamlining of documentation requirements for export, transit, and import; and placing no limitations on re-exportation of equipment or unused goods which the assisting State, organization, or entity owns and wishes to retain.93 Inspection requirements should be waived or reduced, and clearance procedures expedited, including outside of business hours. Assisting States, organizations, and entities can themselves facilitate such streamlined procedures by appropriately packing, classifying, and marking disaster relief goods, according to agreed international standards. They should also assume the responsibility for removing or disposing of unwanted and unused goods, particularly if they pose a threat to health or safety, or to the environment.94

Affected States should further waive or expedite the granting of any applicable licences and reduce any other barriers to the use, import, or export of telecommunications and information technology equipment by assisting States, organizations, and entities.95 Likewise, originating, transit and affected States should reduce legal and administrative barriers to the exportation, transit, importation, and re-exportation of medications and medical equipment by assisting States, organizations, and entities, to the extent consistent with public safety and international law.96


C. Conclusion


The impulse to protect persons in need is not new. What is new is the expansion of international law, during the twentieth century, from a law focused on regulating the interactions of States to one increasingly concerned with the plight of individuals. This shift in emphasis has been manifested in the expansion of international rules relating to the protection of human rights, and the minimization of the deleterious impact of armed conflict. By definition those rules apply to the interaction between States and their nationals and other persons on their territory (and sometimes the territories of other States), both in peacetime or in the context of armed conflict—the two classic scenarios in which persons may find themselves in harm’s way. There is, however, a third such scenario, namely that of persons affected by the onset of disasters.

While human rights law and international humanitarian law provide a certain measure of legal coverage, there has been a growing realization that a more specific set of rules, dedicated to the exigencies of disasters, is required to adequately respond to the difficulties that arise. In fact, as has been explained, such insight is not necessarily new. There is ample evidence of States providing, in instruments binding on them as a matter of international law, for specific and typically complex rules on how to regulate international cooperation in response to the onset of disasters. In recent times, this has expanded to cooperation in the pre-disaster phase on measures for disaster risk reduction. What is different is the conceptualization of that body of rules as a distinct field of international law—as international disaster law. The two most prominent recent international statements in the area have emerged from the work of the IFRC and of the ILC. Both have asserted a series of best practices framed within a patchwork of international rules, some drawn from existing general principles or rules but fine-tuned to the special context of disaster risk reduction and response.

Notwithstanding these developments, two general considerations would seem to apply. First, we are by no means at the end of the normative phase in the development of international disaster law. Much work still remains to be done in fleshing out the legal framework, particularly in the relatively new area of disaster risk reduction. Secondly, while the development of a legal framework might, in principle, be a laudable exercise, for a rule, regardless of how carefully crafted, to contribute to the goal of protecting persons it needs to make a discernible difference on the ground. A legal framework that is simply unworkable, or ignored, or treated as merely discretionary, has limited impact. The challenge therefore exists in continuing to seek ways in which the law might prove relevant to the specific needs of persons affected by disasters.
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Chapter 32


Pandemics and Other Health Emergencies

J Benton Heath



A. Introduction


In the early months of 2020, the novel coronavirus now known as COVID-19 spread from China across the globe, infecting nearly 1.5 million people and killing more than 80,000 by early April.1 The outbreak initially met with optimistic forecasts, along with outright denialism and suppression of information.2 But within weeks the initially sunny global outlook gave way to increasingly draconian policies, including travel restrictions, quarantine and isolation measures, and nationwide lockdowns.3 While researchers rushed to develop and test treatments for COVID-19,4 governments scrambled to seize, manufacture, and stockpile necessary supplies like masks and ventilators.5 Eventually, nearly everyone’s life was touched by the virus, as schools, workplaces, and universities shut down,6 hospital systems were overwhelmed,7 and ‘essential’ workers—including grocery store clerks, mail carriers, and warehouse employees—found themselves on the front lines.8 As the pandemic spread, it touched off a global crisis, shaking the foundations of the international economic, political, and legal order.9

At the centre of the international public health response to COVID-19 sits the World Health Organization (WHO). Founded in 1946, the WHO has matured during a time when many feared air travel, mass migration, and the pace of globalization enabled diseases to cross the globe at previously unknown speeds.10 Today, the organization remains ‘the directing and co-ordinating authority on international health work’11 and it administers the International Health Regulations (IHR),12 a binding international agreement that is ‘the key global instrument for the protection against the international spread of disease’.13 The Regulations provide a basis for the WHO to exercise leadership in public health emergencies, and they purport to restrain States from overreacting to health threats with unnecessary restraints on travel, trade, and human rights.14 After years of near-irrelevance, the IHR were thoroughly revised in 2005 and were thereafter touted as establishing an innovative and comprehensive framework for global health security in the twenty-first century.15

Today, the status of the WHO and the IHR is once again in doubt. A series of widely criticized responses to the 2009 global H1N1 pandemic, the 2014 outbreak of Ebola in West Africa, and the COVID-19 pandemic led observers to question whether the organization has the mandate, capacity, expertise, or political independence to address global outbreaks.16 Lack of funding, both for national capacity-building and for global surveillance and response, has raised serious questions about the promise and future of the Regulations and the organization.17 Further, recent years have witnessed an increasing number of institutional competitors—whether the UN, international financial institutions, public–private partnerships, national governments, or private entities—seeking a role in global health security.18 These issues are becoming perennial, with major outbreaks presenting themselves not only as health and security crises, but as existential crises for the health security regime.19

This chapter traces the normative challenges underlying the legal framework for health security. Today’s challenges can be understood as the result of three successive stages of development in global health law.20 First was the securitization of global public health, whereby a diffuse group of international and national health officials, outside experts, and advocates worked to redefine infectious disease outbreaks as a critical national and international security issue.21 Secondly, this concept of global health security was inscribed in law through the 2005 revisions to the IHR, which adopted a governance framework that appeared to be deliberately modelled on domestic emergency powers regimes.22

Thirdly, this development, rather than settling the WHO’s authority in health emergencies, has in turn set off waves of contestation that concerns the nature of global health security and how it should be institutionalized. In this way, the WHO experience provides a crucible for studying the emergence of global security regimes more broadly. Security discourses exist in ambiguous relation to both politics and technical expertise.23 When an issue is treated as a ‘security’ matter, it is, in a sense, hyper-politicized, because security issues are understood to be matters of public imperative, usually requiring intervention by national and increasingly international institutions.24 But, in another sense, security is ‘opposed to politics’ in that security discourses present matters as urgent, existential, and best dealt with decisively by leaders and their expert advisers, without the ‘normal haggling’ of political debate.25 As this chapter shows, this ambiguity destabilizes the claims to normative authority that organizations like the WHO rely on to secure coordination, compliance, and trust, thereby contributing to the waves of contestation we have observed.26 It is hoped that a close investigation of the normative challenges facing institutions like the WHO can identify potential tools for controlling emergency power at the international level and for shoring up emergency authority where it is desirable to do so.27

This chapter’s focus on the Regulations and their emergency powers framework does not—and cannot—represent an exhaustive study of global institutions related to health security. Some observers have noted a ‘significant governance shift’ in public health away from formal organizations, as public and private transnational networks of health professionals, laboratories, and other actors have emerged to monitor and respond to disease outbreaks.28 Recent years have also seen renewed controversy over virus-sharing and access to vaccines, along with the development of new governance frameworks to address these issues.29 The COVID-19 outbreak, moreover, demonstrates that other areas of international and global law—including trade, human rights, environment, and the law of international organizations—are also very much in play during a pandemic.30 Nevertheless, a focus on the IHR and the emergency powers framework is warranted not least because the IHR continue to be ‘the only international rules governing global health security’.31

This chapter proceeds in three further sections. Section B discusses the developments that led to the current controversies surrounding global health governance, focusing on the securitization of infectious disease and the resulting legal developments at the WHO. Section C then sketches three layers of contestation that have emerged since the adoption of the revised IHR. These layers comprise conflicts over governance arrangements within the WHO, conflicts of jurisdiction between the WHO and other institutions, and disagreement about the normative orientation and scope of the WHO’s emergency power. Section D concludes.


B. Emergency Law and Power at the World Health Organization


The emergence of a global regime for health security was a remarkable and historic development for international law.32 At the end of the twentieth century, the international legal framework for controlling infectious diseases was effectively non-existent, and the WHO was largely sidelined when it came to managing disease outbreaks.33 Yet, by 2005, the international community had adopted a comprehensive, universal agreement governing States’ obligations to identify, report, and respond to disease outbreaks. Perhaps even more surprising, the authority to manage a global response to these outbreaks was placed directly and explicitly in the hands of the WHO Secretariat.34

These rapid changes in the global governance of disease outbreaks were made possible in large part by broader efforts to reframe health as a matter of national and international ‘security’. Throughout the 1990s, WHO and national health officials, outside experts, and advocates worked to present infectious disease surveillance and control as a critical global security issue, and to develop legal responses. These efforts ultimately resulted in the adoption by nearly all States of the revised IHR—a new legal framework for global health security.


1. The Securitization of Disease Outbreaks


The revision of the IHR came about during a period when the relationship between public health and security was undergoing a rapid transformation.35 The end of the Cold War had brought about a wave of new thinking about the meaning of ‘national’ and ‘global’ security, and about the security dimensions of traditionally non-military threats, such as environmental degradation, food scarcity, crime, and disease.36

These developments quickly worked their way into international law and institutions. The most striking example is the transformation of the UN Security Council’s (UNSC) mandate to maintain and restore ‘international peace and security’.37 In what is now considered a milestone, the UNSC in January 2000 held a debate on the impact of HIV/AIDS on international peace and security, explicitly linking the two concepts.38 Opening that debate, then-US Vice President Al Gore insisted on a ‘new agenda for world security’, which would address, inter alia, ‘the new pandemics laying waste to whole societies; and the emergence of new strains of old diseases that are horrifyingly resistant to the antibiotics that protected the past three generations’.39

Against this backdrop, officials within the WHO began in 1995 to lay the groundwork for a new set of international regulations to comprehensively address infectious diseases.40 Over the next several years, a team of WHO officials and their allies acted as ‘norm entrepreneurs’, attempting to sell State governments on a concept of global health security that contrasted sharply with earlier visions of both military security and international disease control.41 This included a view of diseases as threats to national and global security, a recognition that States could no longer rely on border barriers and quarantines to keep their populations safe, and an emphasis on the WHO as a central authority in coordinating the response to international health emergencies.42 The revised IHR adopted in 2005 incorporated each of these elements, framing infectious disease as ‘a particular kind of security threat that required a particular kind of cooperative and (…) institutionalized international response’.43


2. Legalizing Global Health Security


This international, institutionalized concept of global health security is reflected in the structure of the new IHR in at least three ways.44 These include the broad scope given to the new regime; the role of State governments that is envisioned in the revised IHR; and the rather elaborate institutional framework established for the exercise of emergency power by the WHO secretariat. That these elements were set out in an international legal instrument binding all WHO members was all the more striking at the time.45


a. Scope: Defining Global Health Security


The 2005 IHR contained relatively few limitations on the types of emergent health threats they could address. Their purpose is to prevent and respond to the ‘international spread of disease’ and to public health risks ‘in ways that are commensurate with and restricted to public health risks, and which avoid unnecessary interference with international traffic and trade’.46

The core subject of these IHR—‘disease’ and ‘public health risks’—are defined broadly. ‘Disease’ means ‘an illness or medical condition, irrespective of origin or source, that presents or could present significant harm to humans’.47 The definition of ‘public health risk’ mirrors this flexibility.48 This is in significant contrast to earlier WHO regulations, which specifically targeted certain diseases such as cholera and smallpox.49 This breadth reflects the uncertainty underlying the global health security frame, which is particularly concerned with emerging pathogens like the 2003 outbreak of Severe Acute Respiratory Syndrome (SARS) that could not have been predicted in advance.50 The effect of this broad scope is to delegate to the WHO secretariat significant discretion to decide when and under what circumstances to declare a health emergency.

Another scoping issue concerns the values that are meant to be protected and promoted in responding to health threats. The above-quoted provision establishes a link between public health threats and the free movement of ‘international traffic and trade’, which is a long-standing concern of the international public health regime.51 Here, however, the relationship between public health measures and international trade is re-conceptualized to incorporate an expectation of rationality in domestic and international regulatory measures, similar to the principles adopted in trade and investment agreements of the 1990s.52 And the IHR espouse other values like human rights and human dignity.53 This has led some commentators to argue that the IHR require ‘balancing’ between trade, health security, and human rights,54 or that ‘the WHO is at least now in part a human rights organization’.55 This mixture of values can pull in opposite directions: as the emphasis on scientific rationality seeks to depoliticize the regulation of disease, the introduction of human rights into this framework brings with it a more ambiguously political dimension.56


b. The Roles and Obligations of States


From the perspective of the revised IHR, States are treated as constituent parts of an internationalized response to public health emergencies. States are expected to monitor health threats, report outbreaks, and then accordingly implement their obligations under the IHR, and they are obligated to build the capacity necessary to meet these expectations. In practice, State compliance with these obligations is uneven at best, and the ability of the WHO to effectively coordinate an international response has also been called into question. But, by design, the IHR envision a hub-and-spoke model, where an international organization coordinates the response to international health emergencies, even if States are the prime movers within their own jurisdictions.57

The IHR require that Member States develop the capacity to ‘detect, assess, notify and report’ potential health emergencies in all areas within their territory and to respond ‘promptly and effectively’.58 Each State must also establish a ‘National Focal Point’ for coordination with the WHO.59 As a result of these provisions, the Regulations reflect a kind of administrative law, with significant implications for how States structure their primary health systems.60

States must notify the WHO of a potential public health emergency in their territory within twenty-four hours.61 In deciding whether to notify, States shall consider a range of factors including the cause of the outbreak, the seriousness of the public health impact, whether the event was unexpected, the risk of international spread, and the risk of States adopting travel or trade restrictions.62 While certain diseases—smallpox, poliomyelitis, SARS, and new subtypes of influenza—must always be notified,63 ‘any event of potential international public health concern, including those of unknown causes or sources’, can constitute an international emergency.64

State compliance with both the capacity-building and notification requirements has been uneven. As to capacity-building, the only mechanism for compliance in the IHR is a horizontal one, whereby States can review each other based on annual reports to the World Health Assembly.65 The IHR also do not impose any specific, binding obligations on States to give funding or technical assistance to countries that may struggle to meet their capacity obligations.66 As of 2016, only one-third of States Parties to the IHR had declared that they meet the core capacity requirements.67

States also have significant incentives to avoid complying with their notification obligations.68 The failure of States to report outbreaks was a significant factor driving the revision of the IHR in 1995.69 Nevertheless, the new IHR contain no mechanism for enforcing the obligation to report potential emergencies, beyond the risk that the WHO decides to declare an emergency in the absence of the affected State’s cooperation.


c. International, Institutional Emergency Power


Once a serious health risk is detected, the WHO Director-General70 must decide whether to declare a public health emergency.71 The IHR use a flexible definition of ‘emergency’.72 The Director-General must consider certain categories of information in deciding whether these criteria are met, including information provided by the affected State, available scientific evidence, and assessments of the risks posed by the disease.73 No particular piece of information is dispositive.

The Director-General is not limited to official State reports when deciding whether to declare a health emergency. This was a critical element of the 2005 reforms, and a transformation from prior practice.74 Prior to the revised Regulations, the WHO’s most notable use of unofficial sources was in 2003, when it relied on information gained from an internet-based early warning system to challenge the Chinese government’s official narrative of events.75 At the time, WHO officials thought of that action, and other measures taken in response to SARS, to be an early ‘roll out’ of the IHR, then in draft form.76 The final revised IHR later imposed some disciplines on this use of non-governmental information: the information must be assessed according to established epidemiological principles; the WHO must consult with, make the information available to, and attempt to obtain verification from, the affected State; and the organization may withhold the source of the information from the affected State ‘only where it is duly justified’.77

The WHO Director-General’s decision whether to declare a public health emergency is ordinarily made in consultation with an ‘Emergency Committee’ selected from a pre-existing ‘roster’ of experts.78 Upon the emergency declaration, the WHO Director-General issues so-called ‘temporary recommendations’ to members, such as proposed health measures relating to travel, medical examination, vaccination, quarantine, and exit screening.79 Recommendations are meant to apply on a ‘time-limited, risk-specific’ basis, and must be calibrated ‘to prevent or reduce the international spread of disease and minimize interference with international traffic’.80 ‘Travel advisories’ issued by the WHO during the SARS crisis, warning individuals to avoid non-essential travel to Toronto, China, and other locations, were the prototypical examples of a temporary recommendation.81 After the 2005 revisions, WHO recommendations have included that Pakistan, Cameroon, and Syria ensure that all residents and long-term visitors receive polio vaccinations;82 that States affected by the 2014 Ebola outbreak declare a national emergency;83 and that States not restrict travel or trade during the H1N1 pandemic of 2009,84 and, more controversially, as COVID-19 was spreading worldwide.85

Although the IHR provide that these recommendations are ‘non-binding advice’,86 they may have substantial legal and practical effects.87 As a legal matter, ‘additional’ emergency health measures that go beyond WHO recommendations shall not be more restrictive of travel or trade, or more invasive to persons, than ‘reasonably available alternatives’.88 If a State’s additional health measures ‘significantly’ interfere with international traffic, the State shall provide the public health rationale and relevant scientific information to the organization, which will share that information with other States Parties.89 The State must also review those measures within three months of their implementation, and must enter into consultations with any State impacted by such measures at the impacted State’s request.90 These provisions suggest a duty to ‘comply or explain’ deviations from WHO recommendations,91 thus complicating the IHR’s suggestion that such recommendations are mere non-binding advice.92

In practice, State implementation of WHO recommendations, and compliance with their obligations regarding ‘additional’ health measures, has also been uneven.93 As with notification and capacity-building, the IHR lack a formal legal mechanism to enforce compliance, relying instead on the same types of horizontal controls, such as reporting and reason-giving requirements.94 They provide for arbitration of disputes thereunder, but only with the agreement of both parties.95 States do retain any rights to challenge burdensome health measures in other fora.96

The practical impacts of WHO recommendations can also be significant and sometimes difficult to control.97 Recommendations by the WHO can impact travel and trade patterns,98 create domestic demand for vaccinations or other public health measures,99 or even have unintended negative consequences for traveller or consumer behaviour.100 States are also free to amplify the legal effects of WHO recommendations, such as by concluding procurement contracts with drug manufacturers that are triggered automatically upon a declaration of emergency by the organization. But this technique can be politically costly, as demonstrated during the ‘swine flu’ crisis of 2009, when some States were unable to cancel contracts for unused doses of flu vaccines.101

In light of these potential effects, the IHR establish a procedure for channelling and checking this emergency power. The Director-General must consult with the aforementioned Emergency Committee of outside experts before issuing any temporary recommendations.102 The committee prepares a report summarizing its deliberations and any advice given to the WHO.103 Although the Director-General makes the final call, the committee’s report is published along with her decision.104 Therefore, if the Director-General disagrees with the Emergency Committee, she must, as a practical matter, either explain her disagreement or change her position to avoid embarrassment. In practice, the committee and the Director-General have frequently avoided potential conflict by speaking with one voice.105 Once the Director-General decides that an emergency has ended, the Regulations provide a mechanism for reviewing the emergency response through the establishment of another body of outside experts.106


C. Challenges to the Health Security Framework


The implementation of the WHO’s emergency powers has come with significant challenges. After initial enthusiasm following the defeat of SARS in 2003, the organization was seen by many critics to have bungled the responses to H1N1 (‘swine flu’), Ebola, and COVID-19.107 The 2014 Ebola outbreak, in particular, spurred a new round of soul-searching within and outside the organization, and at least four independent panels (including a Review Committee) were organized to make recommendations for reforming and reorganizing the international response to disease.108 These criticisms addressed a wide range of issues, including the organization’s inability to ensure compliance with all aspects of the Regulations, and many propose detailed structural reforms. But the criticisms arising out of these events also raise deeper questions about the basic structure of the emergency powers framework.


1. Security between Expertise and Politics: Decision-Making Inside the World Health Organization


The WHO experience in the swine flu, Ebola, COVID-19, and other outbreaks demonstrates the tension between politics and expertise in a newly securitized regime. WHO officials and experts have in the past expressed some discomfort with the political dimensions of the organization’s emergency power.109 It has been observed that the WHO has a ‘technical, normative culture’, and that the organization may be averse to challenging national governments regarding domestic health measures or the extent of a health emergency on their territories.110 The collision of expertise and politics results in policymaking compromises that reflect ‘a conflation of politics and science where both end up getting disfigured’.111

This collision is readily apparent in the frequently controversial decisions by the WHO secretariat on whether to declare a public health emergency. A declaration of emergency is an inherently political exercise that requires broad discretion, but the complexity of such decisions also demands extensive expert advice.112 This duality is reflected in the Regulations’ criteria for declaring a public health emergency, which require consideration of scientific principles, scientific evidence, and expert advice,113 but which ultimately leave the decision to the discretion of the WHO Director-General.114 For a self-consciously technical organization like the WHO, this tension becomes especially problematic when the science points to a rapidly spreading and deadly disease, while extrinsic factors appear to counsel discretion.

In such cases, the WHO has often sought to legitimize its exercise of political discretion by reference to malleable legal criteria, often focusing on the definition of an ‘emergency’ as involving the ‘international spread’ of disease.115 The organization justified its five-month delay in declaring an emergency with respect to the 2014 Ebola outbreak by explaining that it did so only when the disease spread by air travel to Lagos, notwithstanding the fact that Ebola had been circulating amongst a three-country region in Western Africa for some time.116 The definition of ‘international spread’ once again became a flashpoint between the WHO and its critics when Ebola emerged in the Democratic Republic of Congo in 2018.117 The initial decision not to declare an emergency for COVID-19 was again justified in these terms, with some members of the Emergency Committee reportedly arguing in January 2020 that there were not yet any reported cases of human-to-human transmission outside China.118 To many observers, this restraint seemed like undue deference to China, consistent with the WHO’s continued praise for the country’s authoritarian response domestically.119 This perception was only compounded by the fact that actual instances of cross-border spread are not necessary elements of a public health emergency, either in the text of the IHR or in WHO practice.120

In these cases, the resort to unsustainable legal criteria appears to reflect the WHO’s reluctance to be identified as a political, rather than technical, actor. In both the 2014 Ebola outbreak and the COVID-19 pandemic, the WHO’s delay in declaring a global emergency may be explained by a desire to defer to local and regional authorities.121 Such a policy may even be justified, given that an emergency declaration can entail dire and unmanageable economic consequences.122 But there is no principle of deference or subsidiarity amongst the IHR criteria for declaring a health emergency, and exercising such a principle would be difficult to square with the organization’s self-conception as a technical, not political, body.123 The demands of the IHR ‘global health security’ frame thus create a problem for the WHO in nearly every outbreak, as it continues to struggle to reconcile its technical expertise with its irreducibly political role.

The same struggle can be seen in the selection of expert advisers and the procedure for emergency decision-making under the IHR. Initially, members of WHO emergency committees were nearly all public health professionals and scientists, and their work was treated as that of any other expert advisory committee. This meant that emergency committees met in secret—and still do as of this writing—with only limited summaries of their deliberations and decisions made available to the public afterward.124 In making emergency declarations and setting policy, the WHO Director-General and the emergency committees have tended to speak with ‘one voice’, presenting their decisions as emerging from scientific consensus rather than political debate.125 Initially, the WHO even kept secret the identities of emergency committee members, out of concern that the members would be subject to political pressure, ‘potentially compromising their advice’.126 During the H1N1 pandemic, this raised concerns that costly and politically difficult decisions were being made by a cabal of anonymous experts—a perception that became inflamed when it was discovered that some committee members had ties to drug companies.127

The WHO has made halting steps to address some of these issues, but there appears to be some persisting discomfort with the political dimensions of global health security. The organization now publishes upfront the names, affiliations, and any disclosed conflicts of all committee members,128 but meetings of the committees still take place behind closed doors and are subject to only limited disclosures after the fact.129 The WHO has also slowly adjusted the composition of its emergency committees to include experts from outside traditional public health and medical fields, such as anthropology, risk communication, and sustainable development.130 This development suggests some recognition on the WHO’s part that broader political contexts cannot be neatly excised from the day-to-day administration of global health security.131

In 2019, the WHO took a new approach to applying the IHR that arguably represented a dramatic break from the past. When Ebola emerged in the Democratic Republic of the Congo (DRC) in late 2018, the organization quickly convened an emergency committee to consider the outbreak, but repeatedly declined to declare a public health emergency under the Regulations.132 The Emergency Committee and the Director-General both emphasized the severity of the outbreak and made a plea for resources and international cooperation.133 But the committee stated that declaring an emergency would produce ‘no added benefit’ to the response.134 Members feared that an emergency declaration would trigger unnecessary trade and travel restrictions from third States, hampering the response, further damaging affected communities, and likely increasing local resistance to international health workers.135 These fears were not unfounded—prior experience had shown that States suffer disproportionate economic consequences when they report outbreaks, and it was at least plausible that emergency declarations would only exacerbate this problem. Even so, disproportionate trade and travel restrictions are exactly the kinds of measures that WHO emergency powers were supposed to prevent. If the WHO was accepting that an emergency declaration would create those conditions, it was effectively acknowledging that the Regulations were not fit for purpose.136

In taking this approach, the WHO suggested a modest, but potentially transformative, rethinking of the institution’s role in global health security. On the one hand, the WHO was able to recognize and be responsive to the broader political and economic consequences of its decisions.137 The decision not to declare an emergency almost explicitly recognized the limitations of the WHO’s power, as well as the vulnerability of developing countries to harsh trade restrictions, and modulated the organization’s response accordingly. At the same time, the very act of creating an emergency committee created a centralized mechanism for monitoring the outbreak response, evaluating State policies, and providing technical and policy advice, even if not styled as ‘recommendations’ under the Regulations. This approach to ‘managed decentralization’ has the advantage of recognizing the political limitations of the WHO’s role while leveraging its position as the central actor for international public health.138

Unfortunately for the WHO, this approach backfired, drawing intense criticism from public health advocates.139 The organization was accused of ‘playing politics’, and of ‘favouring local protectiveness over global galvanizing’.140 Critics argued that, by premising its decision on the presumed effects on commerce or the relative weakness of the Regulations—rather than on scientific evidence—the Emergency Committee and the Director-General had abused their discretion and acted ultra vires, damaging the WHO’s legitimacy and arguably incurring international responsibility.141 The WHO ultimately relented, declaring a public health emergency in July 2019, despite little change in the facts on the ground.142 If the DRC Ebola outbreak had been a trial run for a reconfigured, more politically sensitive application of the IHR, it was a failure.

This was the State in which the WHO found itself in early 2020, when it was called upon to decide whether COVID-19 constituted another public health emergency. Once again, the WHO has been accused of playing politics, offering undue deference to the government at the centre of the outbreak, and ignoring the scientific evidence.143

This backlash is likely to demand significant rethinking of the WHO’s emergency powers framework and governance structure. Following COVID-19, the organization stands at a crossroads. Some—including this author—have argued that the WHO will have to develop institutional structures that openly acknowledge and respond to the broader political dimensions of disease outbreaks, if the organization is to maintain its role as the central actor for global health security.144 But this is not the only path. Longtime WHO counsel Gian Luca Burci has suggested, instead, that the IHR’s emergency powers framework be revised in favour of a more varied and ‘context-sensitive approach that avoids altogether the fraught concept of emergency’.145 This approach might emphasize the WHO’s ‘softer’ normative functions—such as guidance documents, technical coordination, and so forth—over the more dramatic use of something that looks like emergency power.146


2. International Peace and (Health) Security: Pandemics in the United Nations System


The transformation of the global health security regime also has broader implications for the design of the international system as a whole. In 1996, the International Court of Justice determined that the WHO’s responsibilities, as a ‘specialized agency’ of the United Nations,147 ‘are necessarily restricted to the sphere of public “health” and cannot encroach on the other responsibilities of the United Nations system’, such as the UN’s competence concerning nuclear disarmament.148 It is questionable whether this distinction can be maintained today.149 The developments of the past two decades have created new linkages amongst international institutions, leading at once to new operational challenges and new possibilities for the enforcement of States’ international health obligations.

One consequence has been the proliferation of potential competitors and allies in outbreak preparedness and response.150 In 2014, the UNSC declared Ebola a threat to ‘international peace and security’, activating its powers under Chapter VII and marking the first time it had ever made this declaration for a disease outbreak.151 The UN Secretary-General subsequently activated the first-ever UN emergency health mission—the UN Mission for Ebola Emergency Response (UNMEER)—to provide a ‘singular, UN system-wide approach in responding to Ebola’.152 The mission was credited with bringing high-level political and donor attention to the outbreak, but drew criticism for its own operational response, which bypassed existing organizational frameworks.153

The coordination of these proliferating organizations has become a significant problem in health emergencies. Whereas the response to humanitarian crises is orchestrated through a UN system that engages relevant international agencies and non-governmental organizations,154 there has been no similar structure for outbreak response.155 And the WHO historically has not maintained the capacity to implement an on-the-ground humanitarian-style response to outbreaks, despite having the legal mandate to do so.156 These issues led to severe organizational problems in the Ebola response, with some arguing that ‘the whole response system [was] begging for a McKinsey & Company, or some other troubleshooter, to rush in and problem solve’.157 WHO members have since established a new Health Emergencies Programme to develop operational capabilities and coordinate outbreak response.158

The linkage with the UNSC also creates new—though largely untapped—possibilities for enforcement. Some observers have seen the Council’s power as a means towards increasing compliance with the IHR, including through the threat of UNSC sanctions.159 Others have argued that sanctions would be counter-productive in health emergencies.160 And tying the global health security regime even more closely to the UNSC’s powers under Chapter VII of the UN Charter could further politicize pandemic response and bring even greater legitimacy challenges to these institutions.

Others have sought enforcement mechanisms through cooperation with other international organizations. For example, it has been argued that international financial institutions such as the World Bank and the International Monetary Fund could ‘condition’ certain health-related funding on meeting capacity-building targets or otherwise complying with the IHR.161 And, given the close link between the Regulations and international trade, it may be possible to enforce the regulations indirectly through litigation under the auspices of the World Trade Organization,162 though this remains only a theoretical possibility.


3. What Will Global Health Security Become? Borders, Humanitarianism, Development, Equity


Underlying all of these challenges are lingering questions about the nature of global health security today. The International Sanitary Conferences of the nineteenth century—the forerunners of today’s IHR—were concerned with ensuring ‘Europe’s protection against epidemic diseases of exotic origin’ while minimizing the interference with international commerce.163 It is still unclear whether, and if so, to what extent, the new conception of global health security embodied in the 2005 IHR truly departs from this Western slant.164 And critics argue that the ‘securitization’ of public health steers policy responses towards military solutions, quarantines, and border barriers, which are not conducive to achieving lasting defence against health threats.165 The challenge, then, is to identify a conception of global health security that is capable of weathering these criticisms.

One recently suggested approach is to better integrate a concept of ‘medical humanitarianism’ into the global health security architecture.166 From this perspective, the IHR can be unduly centred on surveillance and protection against cross-border transmission, ultimately working for the benefit of high-income States.167 The response, it is argued, should be to recognize the role that humanitarian actors play in delivering global health security, through day-to-day, ground-level provision of services, and to integrate those organizations into the governance framework for health security.168 On this view, the treatment of the 2014 Ebola outbreak exclusively as an international public health crisis, rather than also as a humanitarian emergency, led to many of the observed operational failures.169 These critics welcome the WHO’s recognition that it must build operational capacity into the global health security framework, but question the organization’s decision to establish a new Health Emergencies Programme rather than to focus on ‘coordinating or strengthening the actors which already exist’.170

Another approach is to reframe global health security to refocus on developing primary health care systems and infrastructure in vulnerable and disadvantaged countries. This approach would recast global health security to focus on security against the ‘structural violence’ of chronically underdeveloped domestic health institutions, which renders States in the Global South significantly more vulnerable to massive and lethal outbreaks.171 One focus of this frame is to reform the rules to ‘provide greater carrots for States to comply voluntarily’ with their capacity-building requirements, including by obliging wealthier States to provide technical assistance, capacity-building, and financing.172

A final question concerns the extent to which States in the Global South will exert their leverage to demand greater control over global health security institutions. In 2006, Indonesia stunned the global health community by announcing that it would not share samples of an avian flu virus unless it received assurances that a vaccine would be available to its citizens, setting off years of political contestation.173 This episode saw Indonesia and its allies leveraging ‘viral sovereignty’ to demand new multilateral frameworks for ensuring open access to vaccines, even as developed countries accused Indonesia of ‘jeopardising global health security’.174 The fallout led to the adoption of the Pandemic Influenza Preparedness framework for virus- and benefit-sharing, a non-binding instrument that applies only to a limited subset of flu viruses.175 It remains unclear how established practices of virus- and benefit-sharing should interact with the 2014 Nagoya Protocol to the Convention on Biodiversity, which affirms State sovereignty over genetic resources and contemplates access and benefit-sharing on the basis of prior, informed consent and mutually agreed terms.176 The tension between these frameworks has the potential to revive debates over viral sovereignty and global health security.177


D. Conclusion


The aftermath of COVID-19 is sure to spark a reconsideration of the international legal regime for responding to health emergencies. In its first few months, the outbreak had already highlighted many of the difficulties with 2005 IHR. China’s underreporting of the virus’s spread once again revealed the WHO’s limited ability to force States to publicize potentially damaging information about infectious diseases. Once the disease’s true threat was realized, the WHO’s advice to avoid restricting travel to essential areas came into tension with States’ domestic policies, highlighting the organization’s limited enforcement capacity in times of crisis. And the perennial tension between politics and expertise has once again emerged in criticism that the WHO was ‘playing politics’ by being unduly deferential to China, culminating most dramatically in the United States’ stated intent to withdraw from the organization in 2021.

Even so, it would be a missed opportunity for these discussions to focus too narrowly on learning lessons from COVID-19. As the foregoing discussion has shown, the global health security regime is already engaged in a long period of adjustment and reconfiguration, especially after successive large-scale Ebola outbreaks in Africa. These outbreaks raised critical questions about the normative foundations of global health security, the structure of the WHO, and its links with other international institutions involved in pandemic response. The COVID-19 outbreak provides a high-profile opportunity to direct resources and energy to reimagining the architecture of global health security, but it remains unclear whether there is political will to address some of the foundational questions identified in this chapter.
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Chapter 33


Wild Fauna and Flora Protection
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A. Introduction


Most of the world’s wildlife is under significant pressure as a result of numerous factors including, for example, natural loss of habitat due to desertification and climate change. However, wildlife’s greatest threat comes from interaction with humans. For a large number of species, ranging from pangolin to elephant, this threat is greatly exacerbated through poaching and the illicit trade in wild fauna and flora, fuelled by an almost insatiable international demand.1 While a number of international legal instruments have been adopted to regulate transnational trade in wild fauna and flora, trade in high-value species persists in significant numbers. Sustainable Development Goal 15, providing for ‘life on land’, specifically requires that biodiversity loss be halted, and target 15.7, under the 2030 Agenda for Sustainable Development, requires that we ‘take urgent action to end poaching and trafficking of protected species of flora and fauna and address both demand and supply of illegal wildlife products’.2

Recently the UN Security Council (UNSC), which bears ‘primary responsibility for the maintenance of international peace and security’,3 has adopted a number of resolutions regarding the security situations in the Democratic Republic of the Congo (DRC), and the Central African Republic (CAR), in which a nexus is recognized between the poaching and associated illicit trade in wild fauna and flora (particularly elephant ivory) and international peace and security. The supply chain of ivory poached in the CAR and DRC is rather complex and provides for a number of entry points from an international law perspective. Traditionally, the broader imperative was the need to preserve biodiversity (the conservation imperative). This imperative is given effect to through a range of measures, including, at the national level, conservation policy and legislative frameworks that provide for conservation management—here the militarization of conservation poses serious questions in the context of international human rights law (IHRL) and international humanitarian law (IHL); and, at the international level, regulation of international trade in wildlife and wildlife products (hereinafter reference to wildlife will include wildlife products). The 1973 Convention on Illegal Trade in Endangered Species of Wild Fauna and Flora (CITES), the apex instrument for the regulation of trade in wild fauna and flora, expressly recognizes that wild fauna and flora ‘are an irreplaceable part of the natural systems of the earth which must be protected for this and the generations to come’.4 Nevertheless, the contemporary international law conservation regime remains largely anthropocentric, as it is premised on the need for sustainable development, with an emphasis on intergenerational equity.5 The Stockholm Declaration provides that fauna and flora ‘must be safeguarded for the benefit of present and future generations’.6 Yet, in the conservation context, the threat to the sustainability of the species remains still a primary consideration.7 As such, issues such as the number of specimens poached, and the deterioration of habitat are of primary importance.

During the past decade, greater emphasis has also been placed on the suppression of transnational crime imperative. In this regard, the focus is on suppressing conduct that amounts to serious crimes, which is transnational in nature, and is perpetrated by an organized criminal group. The nature of the commodity in question is largely immaterial. Now the peace and security imperative has entered the fray, here the emphasis is on taking measures to ensure the maintenance of international peace and security, in terms of the UN Charter. While the conservation imperative directly recognizes the inherent value of the object in question, and indeed, is premised precisely on its conservation, the transnational crime imperative does so only indirectly—the fact that poaching and illicit trade is regarded as a ‘serious crime’ is due, in large part, to the national legislative frameworks established in terms of the conservation imperative. The peace and security imperatives, on the other hand, are not at all premised on the conservation imperative.

This chapter focuses on elephant poaching for purposes of the trade in ivory in the DRC and CAR, as this is the context in which the UNSC has recognized the link between poaching and international peace and security. While this chapter is concerned specifically with the link between the protection of wild fauna and flora and global security, the international legal regime geared towards such protection is most developed in the context of conservation and trade. As such, the subsequent section, dealing with the applicable legal framework, will introduce the broader conservation framework, with particular emphasis on the regime created by CITES. In this section, focus is on wild fauna and flora in the broad sense (that is, not linked to security). Focus then shifts to recent developments and contemporary challenges, focusing specifically on elephant poaching in the DRC and CAR. Finally, the emerging UNSC practice with regard to wild fauna and flora is scrutinized and discussed.


B. Legal Framework


Modern efforts at international regulation of conservation first emerged during the latter parts of the nineteenth century. These were of a fragmented character and were focused on issues, where industry and consumerism impacted on nature and wildlife. Early examples of such international regulation included the water resources in the Rhine and the Danube, and the fur seal trade.8 It was the 1972 Stockholm Declaration that constituted a watershed moment in formalizing a coherent international environmental law and policy framework. A number of significant developments preceded Stockholm, but these formed part of a patchwork of uncoordinated efforts, influenced by disparate and wide-ranging considerations, as they related to particular settings in particular times. While the substance and impact of the Stockholm Declaration goes far beyond the protection of wild fauna and flora, the momentum that had been generated leading up to, and following, the Stockholm Declaration contributed to the recognition that the commodification of wild fauna and flora represented one of the core challenges to their protection. CITES, adopted shortly after, and the licensing scheme it created, is the primary means through which such trade is restricted and regulated on the international plane.

Together with CITES, the Convention for the Protection of the World’s Cultural and Natural Heritage (World Heritage Convention)9 and the Convention on Biological Diversity (Biodiversity Convention)10 form the apex of international law’s protection of wild fauna and flora. The World Heritage Convention is rather unique in that it aims to protect the ‘world heritage of mankind as a whole’, comprising both nature as well as culture.11 In this instrument, the emphasis is very much on intergenerational obligations of conservation. In the context of nature, the focus is not on the protection of specific species or taxa, but instead on ‘natural features’, ‘geological and physiographical formations’, and ‘natural sites’.12 That is to say, the protection is aimed at the environment in which wild fauna and flora are to flourish. The objectives of the Biodiversity Convention are the conservation of biological diversity; the sustainable use of its components; and the fair and equitable sharing of benefits arising from genetic resources.13 The first two objectives are shared in common with CITES. The Biodiversity Convention aims to achieve its goals through wide-ranging measures that depend heavily on influencing planning and policy at the national level.

A number of regional developments are also relevant to the conservation of wild fauna and flora. The African Convention on the Conservation of Nature and Natural Resources (African Convention on Conservation) is of particular relevance to the present contribution, as to date the linkages between illicit exploitation of wild fauna and flora and threats to global security have been limited to the African continent.14 While the African Convention on Conservation was first adopted in 1968, a substantially revised convention was adopted in 2003.15 The Revised African Convention aims to ‘enhance environmental protection’; ‘foster conservation and sustainable use of natural resources’; and ‘harmonize and coordinate policies in these fields’.16 Three principles guide States in achieving these goals: all people have a right to a satisfactory environment favourable to their development; States have an individual and collective duty to ensure the right to development; and States must ensure that developmental and environmental needs are met in a sustainable, fair, and equitable manner.17 Similar to the Biodiversity Convention, the Revised African Convention provides for wide-ranging measures, but does so in a manner that responds to the African context specifically.

The legal framework applicable to wild fauna and flora protection in the context of global security consists of the international law regimes relevant to the conservation and trade in wild fauna and flora, transnational organized crime, and global security. While the World Heritage and Biodiversity Conventions play an important role in the conservation of wild fauna and flora, emphasis is placed on the regulation of trade, as it is precisely the commodification of species that fuels demand, which in turn leads to illicit trade. The CITES regime is augmented by developments in the law on transnational organized crime, facilitating possible criminal prosecution for illicit trade in wildlife.18


1. International Law on Conservation and Trade in Wild Fauna and Flora


The central aim of CITES is to protect certain species of wild fauna and flora from over-exploitation through international trade.19 Technically, CITES regulates trade in specimens, and not in species as such—as regards animals, specimens include the animal (alive or dead), as well as ‘any readily recognizable part or derivative thereof’ (for the purposes of CITES Appendix III the parts or derivatives of the animal have to be expressly included in the appendix).20 Trade includes ‘export, re-export, import and introduction from the sea’.21 Protected species are included in one of three appendices, which, in total, includes approximately 5,600 species of animals and 30,000 species of plants.22 Appendix I is aimed squarely at the protection of species threatened with extinction, which may be affected by trade.23 Trade in such species is authorized only in exceptional circumstances, and as such, Appendix I serves mostly to prohibit trade, and not so much to regulate it. Appendix II includes species which are not currently threatened with extinction, but which may become so threatened should trade not be regulated to avoid utilization incompatible with their survival.24 Finally, through Appendix III CITES created a mechanism for States to self-identify species subject to regulation within the State in question.25 By allowing States to include species in Appendix III, CITES facilitates cooperation amongst States Parties in controlling trade in these species.

CITES regulates trade through a permit scheme. Trade in species listed in appendices I and II requires an export permit, or re-export certificate (where the specimen was previously imported). The conditions for such an export permit, which are applicable to both appendices I and II, are set out in Articles III(2) and IV(2) of the Convention.

Export permits for Appendix I species have the additional requirement that the export State’s management authority be satisfied that an import permit has already been generated for the specimen.26 It is thus primarily the required import permit that distinguishes the trade provisions of Appendix I species from those of Appendix II species. The requirements for an import permit are set out in Article III(3) of the Convention. Those species included in Appendix I are deemed ‘threatened with extinction which are or may be affected by trade’.27 Therefore, the requirement that the import will be certified as being for ‘purposes which are not detrimental to the survival of the species involved’28, together with the exclusion of imports primarily for commercial purposes, severely restricts the lawful trade in Appendix I specimens.

In addition to this more mechanical dimension of the operation of the CITES regime, CITES also provides for a number of State obligations, including: Parties must penalize trade and possession of specimens procured in violation of the Convention;29 provision must be made for the confiscation and return to State of export of such specimens;30 Parties must ensure minimum delays in specimens passing through trade formalities, such as customs procedures;31 Parties must ensure that specimens are properly cared for during transit and holding;32 Parties must maintain records of trade in specimens reflected in each of the three appendices;33 Parties must report annually to the CITES Secretariat on the number and type of permits and certificates granted, and biennially on the legislative, regulatory, and administrative measures that it has taken to enforce the provisions of the Convention.34 States may also provide for internal reimbursement for expenses incurred as a result of the confiscation of a specimen as provided for in the Convention.35 Finally, States Parties are free to adopt legislative measures that are more restrictive in the trade of CITES species than the Convention, and to provide for trade restrictions in respect of species not regulated under CITES. In the latter case, States have the option of including such species in Appendix III.36

The success of CITES depends heavily on the implementation of robust systems at the national level. This is so due to two primary reasons: the day-to-day scientific decision-making is delegated to national authorities, and, as Sand explains:

CITES implementation illustrates a legal phenomenon known as ‘dédoublement fonctionnel’, in the terms coined by Georges Scelle. Rather than imposing a supranational regulatory mechanism of its own, the regime relies on reciprocal recognition of national regulatory decisions, provided that these are made in accordance with mutually agreed standards. It is then left up to designated national ‘Management Authorities’…to operate the system on behalf of the international community.37

The Convention mandates the designation of at least one management and one scientific authority in each State Party, and requires States to enact domestic legislation to give effect to the Convention.38 The CITES Secretariat organizes regular meetings of the Conference of the Parties (CoP) with the purpose of reviewing the implementation of the Convention. At CoP 15 a resolution was adopted mandating the Secretariat to identify Parties who have not implemented sufficient domestic measures to: (1) designate a management and scientific authority; (2) prohibit trade in specimens in violation of the Convention; (3) penalize trade conducted in violation of the Convention; and (4) provide for the confiscation of specimens illegally traded or possessed.39 As of December 2019, of the 183 States Parties, 102 (55.7 per cent) are regarded as meeting all four requirements for effective implementation; 44 (24 per cent) are regarded as meeting one to three of the four requirements for effective implementation; 29 (15.9 per cent) are regarded as not meeting any of the four requirements for effective implementation; and eight States have recently acceded to the Convention, and are not yet included in the statistical analysis.40 Both the DRC and CAR are long-standing Parties to CITES.41 The domestic legislation implementing CITES in the DRC is regarded as being fully compliant with all four requirements;42 on the other hand, the implementing legislation in the CAR is deemed at present not to meet any of the four requirements.43

Although these figures are generally positive, the transnational nature of trade in wild fauna and flora requires that all States relevant to a given transaction, including the State of origin, transit States and the States of destination, have adequate legislation and institutions in place to ensure compliance with the Convention regime. Where one State relevant to the supply chain of a given transaction has a shortcoming in implementation, it compromises the process as a whole. There is no doubt that the insecurity, general breakdown of law and order, and corruption that is rampant in States such as the CAR and Eastern DRC makes for an environment in which criminal networks involved in poaching and illicit wildlife trade thrive. Considering that armed groups often have significant control over areas in which poaching is rife, that they are well armed, and that such groups need to create revenue in order to secure their continued existence, it is not surprising that they may capitalize on such illicit trade. Moreover, the mere implementation of measures does not speak to the effectiveness of those measures.

The CoP has shown a willingness to address compliance issues as they manifest. Recently, much emphasis has been placed on the transnational organized crime dimensions of the illicit trade in wild fauna and flora. To this end, the CoP has facilitated cooperation between States Parties and wildlife law enforcement agencies and developed strategies for border control and investigations.44 Most significantly, in 2010 CITES together with Interpol, the UN Office on Drugs and Crime (UNODC), the World Bank and the World Customs Organization established the International Consortium on Combating Wildlife Crime (ICCWC).45 The ICCWC’s ‘Strategic Programme 2016–2020’ aims to substantially reduce poaching and trafficking in wildlife and forest products through a programme of five focus areas with a number of planned activities and expected outcomes attached to each. These are to:



(1) Provide institutional support and strengthen cooperation and coordination;

(2) Facilitate analysis of national capacity to strengthen law enforcement responses and help guide investment;

(3) Develop or enhance criminal justice and preventive capacity across institutions;

(4) Increase awareness and support for measures to combat wildlife and forest crime;

(5) Expand the use of knowledge, technology, and innovation.46



Beyond this, the UN Convention against Transnational Organized Crime (UNTOC) serves generally to ‘promote cooperation to prevent and combat transnational organized crime more effectively’.47 To achieve this goal, the Convention applies to the prevention, investigation, and prosecution of conduct that amounts to serious crimes (offences punishable by a ‘maximum deprivation of liberty of at least four years’), which are transnational in nature and perpetrated by an organized criminal group (‘a structured group of three or more persons…acting in concert with the aim of committing one or more serious crimes…in order to obtain, directly or indirectly, a financial or other material benefit’).48 As mentioned, CITES requires States to penalize trade that violates the Convention. Such unlawful trade is, by definition, transnational in nature (as CITES regulates international ‘trade’), and is very often perpetrated by organized criminal groups. Traditionally, the international law response to illicit trade in wildlife was largely limited to trade regulation (CITES); however, the emerging regime of transnational organized crime provides for a further layer of protection—the potential criminal prosecution for those responsible for such trade.49 The link between organized crime and illicit trade in wildlife is very well established. Indeed, Interpol suggests that the illicit trade in wildlife is worth up to US$20 billion annually, and ranks among the five most lucrative illicit trades internationally (together with the trade in drugs, small arms, counterfeit goods, and human trafficking).50 Moreover, the UNODC has emphasized the organized criminal nature of illicit trade in wildlife.51 However, law enforcement agencies and prosecutorial authorities have been slow to adopt an organized crime approach to the investigation and prosecution of poaching. For example, in South Africa, the country most affected by rhino poaching internationally, prosecutions have focused almost exclusively on those responsible for the actual poaching, and not on those higher up in the supply chain.52

In conclusion, trade in wild fauna and flora is regulated by a relatively mature regime within international law, which is augmented by a range of international law instruments aimed at nature conservation.


C. Recent Developments and Contemporary Challenges


The notion that matters affecting natural resources and the environment may constitute a threat to peace and security is not novel. Trade in so-called ‘conflict diamonds’, as well as other minerals such as columbite-tantalite, has received widespread attention since the late 1990s. With respect to diamonds, this attention led to the establishment of the famed Kimberley Certification Scheme in 2000. On 17 April 2007, the UNSC first debated the nexus between climate change and international security,53 an issue it has revisited on a number of occasions since.54 In light of this, and considering the long-standing practice of ivory poaching in fragile, often war-torn, African States, fuelled by an increasing international demand, it is perhaps surprising that the UNSC only acknowledged the link between wildlife poaching and international peace and security in 2013. During that year the UNSC condemned ‘the devastation of natural heritage and not[ed] that poaching and trafficking of wildlife are among the factors that fuel the crisis in the CAR’.55

The next section considers the dynamics of poaching and illicit trade in wildlife, specifically in the context of the CAR and the DRC. It is beyond the scope of this contribution to analyse the conflict landscape in these States. The CAR has experienced significant insecurity since 2004 with the start of the CAR Bush War, after which a number of successive armed conflicts have plagued the CAR and the region more generally. For its part, the DRC has experienced significant insecurity, and multiple successive armed conflicts since the end of the Second World War. There are ongoing UN Peace Support Operations in both States: the UN Multidimensional Integrated Stabilisation Mission in the Central African Republic (MINUSCA); and the UN Organisation Stabilisation Mission in the Democratic Republic of the Congo (MONUSCO). Following the discussion of poaching and illicit trade in wildlife in the CAR and DRC, focus will shift to the nexus between poaching and such illicit trade in wildlife and international peace and security.


1. Elephant Poaching in the CAR and DRC


The illicit trade in wildlife encompasses many species, with the most trafficked animal being the pangolin, which is in high-demand for their scales, used both in traditional medicine as well as for ornaments; their meat, which is a delicacy in parts of Asia; and for their leather.56 With regard to trade in wildlife products procured through poaching, the most lucrative trade relates to ivory, rhino horn and lion bones. South East Asia, particularly Vietnam, and China are the largest market for rhino horn and lion bone products, where they are used in a range of traditional medicines and other products.57 Lion bones have no historic role in any specific culture in Asia, but with the increased unavailability of tiger bones, due to intensified conservation measures, and the lack of availability of tigers, as a result of the near extinction of most sub-species of tigers, lion bones are commonly used as a substitute. Despite the fact that both rhino and lion poaching are a significant concern from a conservation perspective, they constitute less of a threat to international peace, as things currently stand; hence, it is ivory trade that is most relevant to the present discussion. It is worth mentioning though that the wild rhino populations of both the DRC and CAR have been completely wiped out due to poaching; indeed, the northern white rhino sub-specie (ceratotherium simum cottoni) that occurred naturally in the DRC and CAR is believed to be extinct in the wild, following the poaching of the last four known wild animals in the Garamba National Park of north-eastern DRC around 2008. While there are currently lion populations in both the CAR and DRC, demand for lion bones is largely met from lions bred in captivity.

Ivory trade has been so devastating that it has been estimated that between 1979 and 1989 half of Africa’s entire elephant population succumbed to poaching.58 In 1989, CITES elevated the protection status of elephant by including the species in Appendix I, thereby introducing an international ban on commercial ivory trade, which came into force in 1990 and showed early results.59 There was a significant lull in elephant poaching for more than a decade following the ban on commercial trade in ivory. However, with increased demand for ivory and its escalated value in Asia, particularly China, fuelled by the buying power of a massively expanding middle class, elephant poaching has again significantly increased during the past decade.60

There are three recognized species of elephant, two of which are found in sub-Saharan Africa: the African Bush Elephant (loxodonta africana) and the African Forrest Elephant (loxodonta cyclotis). In the context of links between international security and poaching, the poaching of forest elephants is particularly relevant. Forrest elephants produce a denser ivory than bush elephants, for which there is a premium in the market place. In a leading study Maisels et al concluded that between 2002 and 2011 the African forest elephant population dwindled by 62 per cent.61 Ninety-five per cent of the DRC forests are now empty of elephants—this is the country believed historically to have held the greatest number of forest elephants.62 Half of the surviving forest elephants are in Gabon, with a fifth in the DRC, and this is while Gabon only represents 13 per cent and the DRC a staggering 62 per cent of the total central African forest area.63

Wasser has pioneered a method through which DNA samples, extracted from elephant dung, have been used to create a geo-profile of elephant DNA mutations across Africa.64 This geo-profile can be used to determine from where ivory originated, after it is seized, through cross-referencing the DNA reference samples with DNA extracted from the tusks. This method also allows for a much better understanding of the supply chain involved in the ivory trade. In a recent study, Wasser et al tested samples of major ivory shipments that had been seized during three periods: 1996–2005; 2006–11; and 2012–14.65 The analysis is based on 1350 reference samples (349 of which are for forest elephant) originating from seventy-one locations across twenty-nine African countries. The 1996–2005 seizures included five consignments of forest elephant ivory, all of which came from eastern DRC.66 For the period 2006–14 six of seven forest elephant consignments originated from the Tri-National Dja-Odzala-Minkébé protected ecosystem (TRIDOM) spanning Cameroon, the Republic of Congo and Gabon and the adjacent Dzanga Sangha Reserve in southwestern CAR; as mentioned elsewhere, the UNSC has specifically referenced poaching and ivory trade emanating from this reserve. Accordingly, forest elephant ivory enters the market that originates from each of the five States in which they occur. This has a range of implications; for example, from a conservation perspective, it means that poaching threatens forest elephant across their range. More pertinent to the present discussion, the shift in poaching numbers from the DRC to TRIDOM raises the question to what extent do non-State armed groups (NSAGs), who engage in poaching, operate across border between these States. While this information is not available, it is evident that such cross-border poaching operations have the potential to seriously threaten peace and security in the region. The borders in question are porous, and mobility, and an ability to operate across borders, is a key characteristic of some NSAGs in the central African region that have been implicated in poaching, for example the Lord’s Resistance Army (LRA).

While Wasser’s data is scientifically accurate, and of immense significance, tests can only be performed on seized consignments. Customs authorities estimate that around 10 per cent of contraband is detected and seized.67 This means that, while no ivory was seized emanating from the DRC after 2005, it is very likely that such ivory still enters the market place in significant quantities. This is supported by the fact that national parks in the DRC with forest elephant populations, particularly the Garamba National Park, which serves frequently as a base for the LRA, remain amongst the places that are most heavily affected by elephant poaching.68


2. Poaching and Illicit Trade in Wildlife as a Threat to International Peace and Security


The suggested nexus between poaching and illicit trade in wildlife and threats to international peace and security occurs in two contexts. First, poaching and illicit trade may fuel regional instability; secondly, it may provide NSAGs with a source of financing. Both these issues were recognized in a 2013 Secretary-General Report to the UNSC, which asserted that the illegal trade in ivory may be a source of funding for armed groups, in particular the LRA, and that:

[p]oaching and its potential linkages to other criminal, even terrorist, activities constitute a grave menace to sustainable peace and security in Central Africa. In this regard, I urge Governments of the subregion to consider the issue of poaching as a major national and subregional security concern requiring their concerted and coordinated action.69

Poaching is an activity for which NSAGs are well placed, as the training, weapons, and tactics required for poaching overlap significantly with those required for guerrilla warfare. Moreover, high-value species occur in the environment in which NSAGs operate both in the CAR and the DRC. However, the underlying evidence linking NSAGs to poaching is often more tentative than may be thought. The militarized nature of weapons and tactics used in poaching is evidenced through the response to poaching—anti-poaching units are routinely armed with military assault rifles, they are increasingly trained in military tactics, and indeed, State armed forces are increasingly deployed as part of anti-poaching operations.70 States are also adopting increasingly sophisticated military equipment for anti-poaching purposes, including manned and unmanned aerial vehicles for surveillance, etc.71 There is a strong body of scholarship critical of the militarization of conservation. Much of the critical literature centres around, as Duffy puts it, the questions ‘…who we are protecting wildlife from, what we are protecting wildlife for and what methods we deem acceptable’.72 While conservation policy is at the periphery of the present discussion, it is important to note that approaching anti-poaching operations from the perspective of peace and security likely results in the further militarization of conservation. The Panel of Experts on the CAR has reported that ‘poaching and wildlife trafficking have provided income to local ex-Séléka forces in the past, especially in the north-east and south-east of the country’,73 and:

Poaching and wildlife trafficking around the Dzanga Sangha Special Reserve…continues. Poachers do not belong to organized armed groups but are rather related to criminal networks…representatives of the CAR local authorities, and in particular internal security forces, are at times supporting, if not actively participating in, such activities.74

On the other hand, the NGO Traffic has produced a compelling, and very detailed report, which concludes that a range of NSAGs, including the LRA and the Janjaweed, are significantly involved in elephant poaching in the Garamba National Park of north-eastern DRC. The evidence suggests that these groups are involved with the actual poaching of the animals, following which they trade the ivory for supplies and funds.75 It was further found that ‘the LRA has put unprecedented pressure on wildlife since they arrived in the Uélé provinces in 2005’.76 Moreover, the extent to which poaching and illicit wildlife trade is a source of financing to terrorist groups is hotly contested. It has been estimated that al-Shabaab secures up to 40 per cent of their ‘base payroll’ through poaching.77 On the other hand, Lawson and Vines note that the link between poaching and terrorist groups is ‘largely unverified by published literature on the illegal wildlife trade’.78

In December 2013, the UNSC formally condemned the devastation of natural heritage and noted ‘that poaching and trafficking of wildlife are among the factors that fuel the crisis in the CAR’.79 Acting under Chapter VII, in Resolution 2127 (2013) it imposed sanctions on the CAR that apply to military arms, equipment, ammunition, and services.80 Amongst the exclusions to the sanction’s regime are small arms and related equipment intended solely for ‘international patrols providing security in the Sangha River Tri-national Protected Area to defend against poaching, smuggling of ivory and arms…’.81 As mentioned, the Sangha River Tri-national Protected Area is one of the hotbeds of supply of forest elephant ivory.

Two months after Resolution 2127 was adopted, the UNSC took another significant step forward. Again, acting within its Chapter VII powers, it mandated Member States to impose travel and transit sanctions, as well as financial sanctions (including freezing of assets and economic resources, and prevention of financing) in respect of ‘individuals and entities designated by the [Sanctions] Committee as…providing support for armed groups or criminal networks through the illicit exploitation of natural resources, including diamonds and wildlife and wildlife products’, in the CAR.82

By imposing sanctions targeting those who support armed groups through the illicit trade in wildlife and wildlife products, the UNSC de facto recognized such illicit trade as a threat to international peace and security.83 This marked a significant development, as Resolution 2127 had merely recognized that poaching and trafficking of wildlife products ‘are among the factors that fuel the crisis in the CAR’. Nonetheless, even at the time, by excluding from the sanctions regime arms and equipment intended for international anti-poaching and smuggling patrols, the UNSC acknowledged the importance of such operations and that they had to not be impacted.

Similar measures were adopted for the DRC. Resolution 2136 recognized the ‘linkage between the illegal exploitation of natural resources, including poaching and illegal trafficking of wildlife, illicit trade in such resources, and the proliferation and trafficking of arms as one of the major factors fuelling and exacerbating conflicts in the Great Lakes region of Africa’.84 The focus on the Great Lakes region, as opposed to focusing on the individual State, is significant in that it brings the issue more squarely into the mandate of the UNSC as one which affects international peace and security. This resolution further called on the DRC and other States in the Great Lakes region to improve control on exports of wildlife and wildlife products through their customs agencies, and to ensure regional cooperation in the suppression of wildlife poaching and trafficking.85 Finally, the resolution extended an existing sanctions regime, including travel and financial sanctions, to apply to ‘individuals or entities supporting armed groups in the DRC through illicit trade of natural resources, including gold or wildlife as well as wildlife products’.86

UNSC Resolution 1373 (2001) requires States to criminalize and prohibit the direct or indirect financing of terror groups and activities.87 Accordingly, where terrorist groups benefit financially from involvement in any part of the ivory supply chain, the relevant States will be duty-bound to take positive action to disrupt such funding.

The recognition of poaching and illicit trade in wildlife as a threat to international peace and security is as much attributable to an evolving understanding by the UNSC of what amounts to such threats as it is to shifts in the dynamics of the illicit wildlife trade. Alvarez has stated that Resolution 2127 (2013) addresses:

not only those who are alleged to have engaged in acts that are themselves threats to the peace but also those who are seen as contributing to such threats…Resolution 2027…connects the dots between threats to the peace and law and order associated with stable governments.88

Similarly, Peters traces the evolution of the UNSC’s understanding of threats to the peace starting with Resolution 688 on Northern Iraq.89 She concludes that while the UNSC has adopted a much more expansive understanding since the end of the Cold War, during which threats to the peace were narrowly construed as inter-State armed conflict, a requirement of a trans-boundary feature remains.90 This is further confirmed by the fact that in the context of the resolutions regarding both the CAR and DRC, the UNSC emphasized the impact of the country situations on regional instability.

While the UNSC sanctions regimes and the CITES regime are premised on significantly different considerations, they have a common goal in combating poaching and illicit trade in wildlife in contexts where they threaten international peace and security. If the effectiveness of CITES, and the law on transnational organized crime, in intercepting consignments in transit or at the State of destination is enhanced, the feasibility of poaching will diminish. On the other hand, if the sanctions regimes put in place by the UNSC more effectively curb poaching and illicit trade at the source of the wildlife product, that would disrupt the supply chain as a whole. It was acknowledged earlier that the regulation of trade through CITES is often compromised by the weakest State (as regards customs processes, etc) in a given supply chain, yet, it is currently unrealistic for trade regulation to be effective in ivory supply States such as the CAR and DRC. The deterioration of law and order in such States and the porous nature of their borders mean that there can be no real confidence in the border control and customs processes relevant to curbing illicit trade. However, the evidence shows that the ivory supply chain is such that consignments pass through a number of intermediary transit States, in attempts to hide the State of origin to avoid suspicion.91 If the customs authorities and other agencies involved in enforcing CITES are better able to identify and seize ivory in transit, and at the point of destination, the feasibility of the trade, and thus of the poaching itself, will be impacted.92 Any approach to the economic analysis of law will conclude that, if, hypothetically, all poached ivory was intercepted, there would be no incentive for poaching and trafficking. Holistically, the supply chain, which begins with the taking of the wildlife product and ends with the end-consumer of the product, is intricate, and proper enforcement of trade restriction in transit and destination States will impact the feasibility of trade, and thus the poaching itself.

The UNSC sanctions regimes regarding poaching in the CAR and DRC, on the other hand, are aimed specifically at the State at hand and the regional level. Primary responsibility for the implementation of the measures adopted rests with government agencies, such as the interior and finance ministries, and customs authorities.93 While the same issues that plague the effectiveness of CITES at the State level will have an impact on the effectiveness of such authorities to implement the sanctions regimes, UN institutions play a much more far-reaching role in State engagement and monitoring on the ground in the CAR and DRC than CITES ever will. Thus, the sanctions regimes’ strength compensates for the weakness of the CITES regime in tackling trade in the source State.


D. Outlook


Global Animal Law (GAL) is an emerging research field in international legal scholarship, aimed at ‘fleshing out a new branch of law and legal research’, providing for effective international regulation in the advancement of animal welfare.94 Poaching and illicit trade in wildlife impact dramatically on animal welfare, and as such, undoubtedly form part of GAL. The GAL project has gained considerable momentum in a short space of time, and may well have significant impact on international law and the protection of wildlife in the near future. However, in the context of lex lata, the corpus of international law that contributes to the suppression of poaching, and associated illicit trade in wildlife, does not consist of an identifiable sub-regime of international law, but instead draws from a range of sub-regimes, including international environmental law, international trade law, transnational criminal law, and now also, global security law and, potentially, the counter-terrorism regime.

Historically, the protection of wildlife occurred in the context of the conservation imperative. The applicable international law, particularly CITES, has resulted in significant protection for wildlife—this is well illustrated by the immediate impact of the 1989 ban on lawful commercial ivory trade. However, the fact that the value of ivory has skyrocketed on the illicit market, largely due to substantial increases in consumer buying power, has driven the global ivory trade underground. Restrictions on lawful trade are not adequate to respond to the growing illicit trade in wildlife. In this regard, there is urgent need for transnational criminal law to play a more significant role in the suppression of poaching and illicit wildlife trade. The recognition of illicit trade in wild fauna and flora as a threat to international peace and security, that is, the peace and security imperative, marks a significant paradigm shift. It is intuitive to suggest that, regardless of the imperative at play, such a patchwork approach may create layers of protection for wildlife—as long as the net result includes the suppression of illicit wildlife trade, conservation will be enhanced (as was indeed argued above). However, it remains vital that conservation of wildlife, as opposed to the human security dimension, not get muffled.

It is fallacious to suggest that any form of suppression of poaching and illicit wildlife trade necessarily furthers the goals of conservation. For example, from a peace and security perspective, the overall reduction of poaching by NSAGs in a given area may be regarded a as a positive outcome, while the protection of highly endangered sub-species may be irrelevant to the peace and security imperative. From a conservation perspective, the protection of sub-species is central to preservation of biodiversity—this is again well illustrated by the recent functional extinction of the northern white rhino, as a consequence of poaching. Classifying poaching and illicit wildlife trade as a threat to peace and security has already very likely led to the further militarization of conservation in some regions, which raises acute IHRL and IHL issues regarding the use of lethal force, etc. This is not to say that the peace and security imperative in regards to poaching and illicit wildlife trade is not an important development—it certainly is. Where factually poaching and illicit wildlife trade does indeed threaten international peace and security, the peace and security architecture provide appropriate response apparatus, including potential coercive measures under the UN Charter, as well as, the inclusion of the suppression of such illicit trade in the mandate of Peace Support Operations. However, it is essential to ensure that no ‘creep’ occurs, in terms of which the responses reserved for threats to peace and security impact upon the broader conservation responses to poaching and wildlife trade, emanating from the conservation imperative. It is equally essential to ensure that the conservation imperative does not get lost in efforts to legitimately suppress poaching in the context of peace and security.

Considering that the UNSC first recognized the nexus between poaching and illicit wildlife trade, and international peace and security recently, and that there is little information on the practical implications of the emerging UNSC practice on poaching and illicit wildlife trade at this stage, there is significant need for further research to be done on a number of issues. These include: the extent of involvement in, and benefit derived from, poaching and illicit wildlife trade by NSAGs, and particularly terrorist groups; the contribution that poaching by NSAGs and terrorist groups makes to the global market; and the extent to which poaching and trade in species other than elephant may threaten international peace and security. There is equally a need for further research on issues such as the legal regulation of anti-poaching operations where these operations are carried out in areas where NSAGs, who are party to an armed conflict, are active in poaching.
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Artificial Intelligence and Robotization

Martina Kunz and Seán Ó Héigeartaigh



A. Introduction


The aim of this chapter is to give an overview of international law governing applications of artificial intelligence and robotics that affect global security, highlighting challenges arising from technological developments and how international regulators are responding to them. Contrary to popular belief, international governing bodies are actively addressing impacts of advances in artificial intelligence and robotics within their remit, such as risks and opportunities from increasingly autonomous transport by air, land, and sea.

First, a few terminological clarifications are in order. ‘Artificial intelligence’ (AI) is an umbrella term including both logic-based, symbolic AI, such as expert systems and theorem provers, as well as data-driven approaches typically called ‘machine learning’ (ML). Within ML, the sub-field of ‘deep learning’,1 which uses neural networks with multiple layers of artificial neurons to learn complex functions, has received significant attention in recent years.2 ‘Artificial general intelligence’ (AGI) denotes a property ascribed to hypothetical future systems, which would have the ability to achieve goals in a wide range of environments.3 This is typically contrasted with ‘narrow’ or ‘specialized’ AI systems built thus far, but the distinction is not clear-cut and more of a spectrum than a binary categorization. As for robotics, the term will be used here in a broad sense as ‘embodied AI’. Thus, AI systems can be purely virtual (eg, algorithmic trading systems or personal digital assistants), whereas robotic systems always have a physical component.

As AI is increasingly applied to all kinds of human activity, no security issue is left untouched. Much of the international law literature thus far has focused on the implications of increasingly autonomous weapons systems. Our contribution instead seeks to cover a broader range of global security risks resulting from large-scale diffuse or concentrated, gradual or sudden, direct or indirect, intentional or unintentional, AI- or robotics-caused harm. While some overlap with other chapters in this volume is unavoidable, we aim to focus on challenges either unique to, or greatly exacerbated by, the development and deployment of AI and robotics applications.

While the hype around AI may see peaks and troughs, as has happened throughout the history of its development, the phenomenal increases in computing power and its affordability suggest that present-day developments are going to continue apace. Moreover, even if scientific progress were to slow down drastically, the technology available today already has major security implications. We consider it important to distinguish between the impacts of current technologies and that of future, more speculative developments. Scholarly, policy, and media debates on the subject often conflate the two, thereby potentially leading to inadequate prioritization of effort while preventing alternative futures from being envisaged and realized. We would be the last to dismiss long-term concerns over emerging technologies. However, when examining and designing legal and policy responses, it is best to consider a range of potential scenarios unfolding over time, taking into account possible interventions and their likely costs and benefits.

Accordingly, the present chapter is divided into two parts: the first and more substantial is concerned with global security governance of contemporary technology, whereas the second briefly considers governance of potential future AGI.


B. Global Security Governance of Contemporary Robotics and Artificial Intelligence



1. Preventing Large-Scale Harms from Robotics


Robotic systems, used for automation of tasks requiring some degree of physical labour and outfitted with ever more complex software, can both intentionally and unintentionally be the cause of disasters on various scales. At the risk of oversimplification, the four main sources of harm are (i) hardware faults, such as exploding batteries, (ii) data-related harm including data corruption, theft, and manipulation, (iii) software malfunction or misuse, including AI software components, and (iv) human operator mistakes or deliberate attacks, such as military drone strikes. The scale of potential harm from a robotic device or system depends on how widely deployed a vulnerable device or system is and how many people and resources could come to harm if a given system were to fail beyond recovery. For instance, if a large fleet of driverless vehicles operating in dense urban environments were to simultaneously suffer from a steering-system failure, many lives would be at risk. Issues relating to data and software across application domains will be discussed in Section B.2 on AI risks.

Lethal and other harms caused by both stationary and mobile robotic systems are not novel4 and are governed by a number of international treaties and technical standards, some of which are under review for amendment or further development. A comprehensive treatment of all existing and emerging international hard and soft law governing robotic applications as diverse as space robots and medical robots, or cleaning robots and military robots, would fill an entire volume. Hence, we will limit the scope of this section to international law governing transborder mobile robotics, with a focus on safety and security risk management.

Mobile robots able to move across borders arguably include highly automated or autonomous aerial, space, ground, surface, and underwater vehicles with or without people or cargo on board and with varying degrees of human oversight during operation. While much of the initial development during the first half of the twentieth century occurred in the military domain, peaceful applications have since taken off, and nowhere more vigorously than in aviation,5 spurring economic growth and globalization. Automation of maritime and road transport is lagging far behind that of aviation but has received considerable financial investment and regulatory attention in recent years. However, with increased global mobility and automation come greater risks, such as cyber-hijacking, or misusing commercial vehicles for terrorism or illicit trafficking of biological, chemical, and radiological weapons. In the civilian domain this has led to stricter international rules and audit mechanisms, whereas in the military domain relevant technology transfer is increasingly restricted, but the international law on development and use of autonomous weapons has not yet been updated, at least not by way of treaty amendment or new legal instruments. The examination of a potential evolution of customary international law is beyond the scope of this contribution.


a. Civil Aircraft Safety and Security


A crucial actor in the phenomenal growth of the aviation industry is the International Civil Aviation Organization (ICAO), a UN specialized agency with a clear focus on safety and security. ICAO’s constitutional treaty, the 1944 Chicago Convention on International Civil Aviation, recognizes in its preamble that while international civil aviation can promote cooperation and peace in the world, ‘its abuse can become a threat to general security’ and coordination is therefore needed to develop it in a ‘safe and orderly manner’.6 The Convention also already contains a provision on ‘pilotless aircraft’, prohibiting its unauthorized entry into the airspace of another contracting party and stipulating that parties shall obviate any danger to civil aviation through appropriate controls.7 More recently, ICAO has amended relevant annexes to the Chicago Convention and has issued various guidance documents in an ongoing process to facilitate the development of a globally harmonized, comprehensive regulatory framework for dealing with drone safety and security, including issues such as identification and tracking, aided by a proposed online global aircraft registration network,8 communication systems for traffic management, and geofencing-like systems to prevent drones from approaching restricted areas such as airports, nuclear facilities, and prisons.9 ICAO has also developed a strong focus on cybersecurity over the past decade, leading, inter alia, to the inclusion of preventive measures relating to cybersecurity in Annex 17 on security,10 compliance with which is audited in the context of ICAO’s Universal Security Audit Programme, which started in the aftermath of the terrorist attacks of 11 September 2001.11

In addition to the comprehensive risk management and capacity-building approach of the Chicago Convention’s annexes and related guidance materials, a number of aviation security treaties and amendments thereto have been adopted under the auspices of ICAO since the 1960s, some of which are directly relevant for preventing and prosecuting transnational aerial robot-enabled crime, such as cyber-hijacking of commercial aircraft and terrorist drone attacks. In particular, the 1970 Hague Convention for the Suppression of Unlawful Seizure of Aircraft12 was amended by a supplementary protocol in 201013 to include the criminalization of remote seizure or exercise of control of an aircraft ‘by any technological means’.14 Moreover, the 1971 Montreal Convention for the Suppression of Unlawful Acts Against the Safety of Civil Aviation15 was replaced by the 2010 Beijing Convention on the Suppression of Unlawful Acts Relating to International Civil Aviation16 in the relations between the parties to both treaties.17 The Beijing Convention builds upon the Montreal Convention but also explicitly recognizes that civil aircraft can be used as a weapon and as a delivery platform for weapons. It thus establishes as an offence the intentional use of a civil aircraft ‘for the purpose of causing death, serious bodily injury, or serious damage to property or the environment’.18 The release or discharge from an aircraft of a biological, chemical, or nuclear weapon, or explosive, radioactive, or similar substances in a manner that is likely to cause harm is also criminalized.19 However, the Montreal Convention will still remain relevant for some time to come, as it enjoys nearly global ratification with 188 parties, whereas the Beijing Convention has only twenty-six parties to date.20


b. Autonomous Shipping and Maritime Security


For waterborne robots, unlike in the air and space domains, the regulatory landscape is more fragmented. The main fault line lies between international maritime law and freshwater law, the former having the benefit of a dedicated UN specialized agency, the International Maritime Organization (IMO), which has taken leadership in monitoring and facilitating treaty implementation, complementing hard law with soft law. Its main focus is on safety and security of shipping as well as the prevention of pollution from ships, and it is currently conducting a regulatory scoping exercise to identify legal barriers and gaps hindering the safe development of remote-controlled, autonomous, or semi-autonomous surface ships.21 The issuance of a circular precluding the operation of autonomous ships in international waters pending the entry into force of an international regulatory framework was considered but did not receive sufficient support.22 Instead, Member States and international organizations were invited to submit proposals for interim guidelines for autonomous shipping trials.23 Some of the outcomes of these regulatory activities may also serve as templates or inspiration to govern the operation of autonomous vessels on international inland waterways.

Pending the widespread commercial deployment of autonomous ships, perhaps the largest robot-related threat to global security from civil waterborne vehicles is as a means of transport for terrorist drone swarms carrying explosives or biological, chemical, or radioactive (‘dirty’) bombs, given that many large cities are situated along coasts or rivers. Hence, it is worth mentioning that the international maritime security regime was considerably strengthened after the 9/11 terrorist attacks. A series of amendments to the annex of the widely ratified International Convention for the Safety of Life at Sea24 were adopted in 2002, including a new chapter XI-2 ‘Special Measures to Enhance Maritime Security’,25 which refers to a comprehensive International Ship and Port Facility Security Code adopted on the same occasion.26 Similar to the aviation domain, the 1988 Convention for the Suppression of Unlawful Acts against the Safety of Maritime Navigation was overhauled to criminalize additional terrorist acts as well as the transport on board a ship of certain dangerous materials, such as biological, chemical, or nuclear weapons or their precursor materials (Article 3bis), or of a fugitive of a treaty crime (Article 3ter), and introduced detailed cooperation and enforcement mechanisms, including ship-boarding and inspection procedures (Article 8bis).27


c. Ground Vehicle Safety and Security


Regarding autonomous ground vehicles, recent amendments to the 1968 Vienna Road Traffic Convention28 allow for vehicle systems that are either in conformity with relevant international legal instruments or which can be overridden or switched off by the driver.29 The amendments entered into force for all parties in 2016 through the tacit acceptance procedure of Article 49 of the Convention.30 Similar amendments were unsuccessfully proposed for the 1949 Geneva Convention on Road Traffic31 in 2015.32 The World Forum for the Harmonization of Vehicle Regulations, hosted by the UN Economic Commission for Europe (UNECE), has been working on automated driving for several years,33 adopting amendments to relevant UN regulations and formalizing its efforts institutionally by setting up a new Working Party on Automated/Autonomous and Connected Vehicles in June 2018, addressing a wide range of issues such as human machine interfaces, cybersecurity, software updates, data storage systems, automatically commanded steering functions, and testing procedures, amongst other issues.34

These standardization and regulatory oversight efforts are all the more pressing from a road safety perspective as vehicles with automated controls have already been involved in fatal crashes.35 Unfortunately, despite UNECE efforts to promote global cooperation, participation in vehicle regulation is nowhere near that seen in the aviation and maritime transport domains, perhaps because the latter benefit from specialized agencies with global reach.


d. Cross-Domain Counter-terrorism and Arms Control


In addition to sector-specific approaches, the global counter-terrorism and arms control regimes are also relevant to the extent that robotic systems such as autonomous aerial, waterborne, or ground vehicles are used in attacks or for illicit trafficking of weapons. In particular, the 1997 Convention for the Suppression of Terrorist Bombings36 covers ‘explosive[s] or other lethal device[s]’ that are delivered, placed, discharged, or detonated in, into, or against ‘a place of public use, a State or government facility, a public transportation system or an infrastructure facility’.37 Notably, this includes a ‘device that is designed, or has the capability, to cause death, serious bodily injury or substantial material damage through the release, dissemination or impact of toxic chemicals, biological agents or toxins or similar substances or radiation or radioactive material’.38 Thus, for example, terrorist use of agricultural drones repurposed to spray toxic chemicals onto crowds would also qualify as an offence under the Convention.

Alongside other treaties relating to terrorism and Weapons of Mass Destruction (WMD), a number of binding UN Security Council (UNSC) resolutions adopted under Chapter VII of the UN Charter are also relevant. Most notable for present purposes are UNSC Res 1373 (2001) on preventing and suppressing terrorist acts, and Res 1540 (2004) on non-proliferation of WMDs and their means of delivery,39 both of which established a committee to monitor and promote implementation with the respective resolution.40 It is in this context of renewed efforts to prevent terrorism and limit State and non-State actors’ access to WMDs that the scope of maritime and aviation security conventions was broadened, both with regard to substantive and procedural provisions.

Of course, some mobile robotic systems fall under conventional arms control regimes and weapons law. States have long used the leeway granted under international treaties to restrict export of security-related technology and have coordinated such actions through voluntary regimes such as the 1987 Missile Technology Control Regime,41 covering, inter alia, drones which are either long range (greater than 300km) or which incorporate an aerosol-dispensing system or mechanism with a capacity greater than 20 litres.42 Another such regime is the 1996 Wassenaar Arrangement,43 which covers a wide range of relevant hardware and software, including both military and civil unmanned aerial and submersible vehicles exceeding certain performance thresholds.44 These non-binding regimes with restricted membership are complemented by the more inclusive 2013 Arms Trade Treaty45 regulating international trade in conventional arms, including unmanned combat aerial vehicles, attack helicopters, warships, and armoured combat vehicles (Article 2(1)). National definitions for all but one category covered by the Treaty are required to be at least as extensive as the descriptions used in the UN Register of Conventional Arms46 at the time of entry into force of the Treaty.47

Apart from trade restrictions and associated reporting requirements, the legality of the development and use of increasingly autonomous military mobile robotics has also been the focus of much attention but has yet to crystallize into international regulatory action. Initial discussions at the international level were stimulated by the reports of two successive Special Rapporteurs on extrajudicial, summary, or arbitrary executions to the UN General Assembly (UNGA) and the Human Rights Council in 2010 and 2013 respectively, focusing on the legal, ethical, and policy implications of emerging lethal robotic technologies used in armed conflicts and law enforcement contexts.48 The parties to the Convention on Conventional Weapons (CCW)49 in turn started holding informal expert meetings in 2014, and at their fifth Review Conference in 2016 decided to establish an open-ended Group of Governmental Experts (GGE) on emerging technologies in the area of lethal autonomous weapons systems (LAWS). The GGE was tasked to explore and agree on possible recommendations on options in the context of the Convention, considering not only the issue of compliance of LAWS with international humanitarian law (IHL) and international human rights law (IHRL), but also potential effects on regional and global security and stability, effects on the threshold for armed conflicts, risk of an arms race, proliferation risks, and risks posed by cyber operations in relation to LAWS.50 While international support for a ban on LAWS is growing, major military powers are still blocking progress towards a new legal instrument, arguing that existing international law is sufficient. Scholarship is split on both the issue of legality of envisaged LAWS under current international law and on the desirability of a ban.51


2. Governing Artificial Intelligence Risks across Application Domains


AI can be used for automating cognitive tasks, either purely virtually or as part of a cyber–physical system, including robotic systems. Even without robotics, some AI systems may directly or indirectly cause lethal harm by providing information52 that humans act upon or by otherwise manipulating (non-robotic) cyber–physical systems.

As for advisory systems causing lethal harm, a rather straightforward example is AI-based fatal medical advice that a suitably trained human would not have given, such as advising a patient with stroke symptoms to stay at home instead of going to the hospital, or recommending lethal combinations of medicines. The reason for the detrimental information output by an AI system in any given case could be an innocent mistake, negligence by the engineers training and testing the application, or an intentional criminal act targeting either a specific individual or any person with certain characteristics such as a particular ethnicity, belief, gender, sexual orientation, or disability. In some cases, deaths may result from AI applications used voluntarily by individuals, whereas in others lethal harm could be caused by AI-based advice acted upon by third parties, including State or non-State actors. Aside from fatalities due to malfunctioning or subverted AI software in otherwise beneficial health and safety-relevant domains, AI may also increasingly be used to identify and select targets for intentional State or non-State killing. More indirectly, the role of commercial AI-based recommender systems in the spread of incitements to terrorism, genocide, ethnic cleansing, and other violent crimes on social media is also a growing concern. Such systems would arguably qualify as causing lethal harm if they were instrumental in recruiting new perpetrators or in securing resources necessary for violent attacks resulting in deaths. By way of example, the Independent International Fact-Finding Mission on Myanmar highlighted the role of hate speech on social media, in particular Facebook, in the atrocities committed in Myanmar.53 The Mission reported a number of cases in which widely circulated inflammatory Facebook posts immediately preceded outbreaks of violence against the Rohingya and called for an independent and thorough examination of the ‘extent to which the spread of messages and rumours on Facebook has increased discrimination and violence in Myanmar’ as the social media giant had unfortunately been ‘unable’ to provide it with country-specific data about the spread of hate speech on its platform.54

Regarding other AI-involving manipulation of cyber-physical systems with potentially lethal consequences, a growing threat category is AI-based cyberattacks compromising the availability or integrity of computer networks critical for the provision of public services such as energy, healthcare, water, telecommunications, and public transport. For instance, even a preventable and relatively easy-to-stop ransomware attack like WannaCry in May 2017 led to five hospitals in the UK being unable to provide emergency care for several days because they were locked out of devices.55

Perhaps the most extreme scenario with present-day technology is AI being misused to spark a nuclear war by launching weapons directly if nuclear control systems were digitized and insufficiently secured, or in combination with social engineering techniques, for instance by using AI to forge a military command or escalate tensions.56

Short of lethality, certain types of AI systems, with or without criminal manipulation, may exacerbate risks of unlawful discrimination and other harms in whichever area they are applied to, including important domains such as criminal justice, education, healthcare, employment, finance, social security, and so forth.57

AI applications are governed by a wealth of international hard and soft law, the introduction of which would require a book-length treatment. Thus, in the following we will focus on two cyber-specific international legal regimes aimed at the prevention of harm across economic sectors by governing (i) AI-based processing of personal data, and (ii) AI as a target and tool for crime. On cybersecurity and cyberwarfare, readers are referred to Chapter 36 of this Handbook for a national and collective security perspective complementary to the human security perspective taken here.


a. Artificial Intelligence-Based Data Processing


A pioneering multilateral treaty in this domain is the 1981 Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data.58 Although concluded under the auspices of the Council of Europe (CoE), it was elaborated in close collaboration with the OECD and is open for accession by non-Member States (Article 23). About half a dozen Latin American and African countries have joined in recent years, leading to a total of fifty-three parties to date.59 While this treaty is usually discussed under the heading of the right to privacy or data protection, it can also be seen as an AI treaty. Indeed, the definition of automatic data processing under the Convention is wide enough to encompass data processing by both symbolic AI and machine learning,60 and personal data defined as ‘any information relating to an identified or identifiable individual’61 includes not only inputs to an AI system but arguably also outputs thereof, such as an inferred personality profile, consumer classification, and behaviour prediction. The object and purpose of the Convention, set forth in Article 1, is to secure ‘respect for [the] rights and fundamental freedoms’ of every individual, ‘and in particular his [or her] right to privacy’, with regard to automatic processing of personal data. Thus, the right to privacy is certainly a key, but by no means the sole, focus of the Convention.

The basic principles enshrined in the Convention include lawfulness, fairness, transparency, and data security of automatic processing.62 Data security obligations as per Article 7 of the Convention include not only guarding against accidental or unauthorized access, destruction, and dissemination of personal data, but also unauthorized alteration thereof, such as attacks causing a modification in an AI system’s decisions, recommendations, or predictions about an individual. With regard to both the input and output of an AI system, subject to certain exceptions and restrictions,63 individuals have the right to obtain a copy of its content ‘in an intelligible form’ (Article 8(b)) and to have it rectified or erased if inaccurate, out of date, not obtained or processed fairly or lawfully, or if the data are inadequate, irrelevant, or excessive in relation to the specified and legitimate purposes for which they are stored, which are to be communicated to the data subject.64 Most notable from a global perspective is that (i) these protections are offered to ‘every individual, whatever his [or her] nationality or residence’ as long as the data processing falls under the jurisdiction of a State party,65 and that (ii) parties have a duty to assist persons living abroad in the exercise of their rights under the domestic law implementing the Convention.66 This includes the right to a remedy if requests for confirmation, communication, rectification, or erasure are not complied with by data controllers (Article 8(d)).

Moreover, the Convention has undergone a modernization process culminating in the adoption of a protocol amending it in May 2018. This introduced further safeguards against negative AI impacts, such as the right of every individual ‘not to be subject to a decision significantly affecting him or her based solely on an automated processing of data without having his or her views taken into consideration’,67 the right to ‘obtain, on request, knowledge of the reasoning underlying data processing where the results of such processing are applied to him or her’,68 and an obligation for data controllers and, where applicable, data processors, to conduct a prior impact assessment of the intended data processing on the rights and fundamental freedoms of data subjects.69 In the EU, the General Data Protection Regulation,70 revised in tandem with the Convention, already implements and amplifies the provisions of the modernized version of the Convention, but entry into force of the amendments to the Convention will be important for their scope to extend to data processing under the jurisdiction of non-EU parties to the Convention.


b. Artificial Intelligence as a Target and Tool for Crime


AI systems, like other information technologies, can simultaneously be a target of, and tool for, criminal activity, both of which are within the scope of a second major international treaty governing AI risks—the 2001 Budapest Convention on Cybercrime,71 also elaborated within the CoE framework with active participation of non-Member States from the outset.72 Thus far, sixty-one States have become party to the Convention, including all but four CoE Member States,73 and the growth rate outside of the CoE area is accelerating. While universal ratification may be unattainable for political reasons, one of the main aims of the treaty is to harmonize domestic substantive and procedural criminal law as a pre-condition for more effective international cooperation given dual criminality requirements.74 As the first and most widely ratified multilateral treaty on cybercrime, it may achieve this aim even without formal global participation, simply by serving as a model instrument.75

AI-targeted crime is covered by Articles 2–6 of the Convention on offences against the confidentiality, integrity, and availability of computer data and systems. ‘[C]omputer system’ is defined in a relatively technology-neutral way as ‘any device or a group of interconnected or related devices, one or more of which, pursuant to a program, performs automatic processing of data’ (Article 1(a)). ‘[C]omputer data’, in turn, is construed broadly as ‘any representation of facts, information or concepts in a form suitable for processing in a computer system, including a program suitable to cause a computer system to perform a function’ (Article 1(b)). AI applications can thus fall under both definitions, depending on whether only the software or also the hardware layer is considered. The hindering of an AI system’s proper functioning could qualify as system interference under Article 5, rather than, or in addition to, data interference under Article 4. Data interference refers to intentional unauthorized ‘damaging, deletion, deterioration, alteration or suppression of computer data’76 (Article 4(1)), and parties may require that the conduct result in serious harm (Article 4(2)). System interference is the intentional ‘serious hindering without right of the functioning of a computer system’, either via data interference as defined in Article 4(1), or by inputting or transmitting computer data, such as in denial-of-service attacks.77 In line with the preventive approach of the Convention, illegal access to computer systems and illegal interception of non-public transmissions of computer data to, from, or within computer systems, including electromagnetic emissions from a computer system carrying computer data, are also to be established as criminal offences subject to certain conditions.78 These provisions have been elucidated by Guidance Notes issued by the Cybercrime Convention Committee in accordance with Article 46(1) in order to facilitate the effective use and implementation of the Convention. Topics covered by Guidance Notes include botnets, phishing, distributed denial-of-service attacks, critical information infrastructure attacks, spam, new forms of malware, and terrorism.79

As for AI as a tool for crime, Article 6 stipulates that the mere production, possession and distribution, or otherwise making available of ‘a device, including a computer program, designed or adapted primarily for the purpose of committing any of the offences established in accordance with Articles 2 through 5’ is to be criminalized under certain conditions (Article 6(1)). The Convention also describes a few specific offences which raise particular challenges or gain new proportions when committed through the use of computer systems, namely computer-related forgery (Article 7), computer-related fraud (Article 8), offences related to child pornography (Article 9), and offences related to infringements of copyright and related rights (Article 10). Other offences considered for inclusion in the Convention were racist and xenophobic threats, insults and propaganda, as well as denial, gross minimization, approval, or justification of genocide or crimes against humanity committed through computer systems. However, these were ultimately relegated to an additional protocol that entered into force less than two years after the Convention.80 Note that all of the offences contained in the Convention require criminal intent that may be difficult to prove. Nonetheless, the data used to train a given machine learning system could be an indicator of the developer’s intent in certain cases. More importantly, most of the procedural provisions of the Convention apply not only to the offences established in accordance with its substantive law section, but also to other criminal offences committed by means of a computer system (Article 14(2)(b)), as well as to the collection of evidence in electronic form of any criminal offence (Article 14(2)(c)). The procedural mechanism of the Convention is being revisited in the context of the drafting process of a second additional protocol to the Convention, which started in 2017 and aims to enhance cooperation against cyberterrorism and clarify the legal framework of transborder data access and direct cooperation with service providers in other jurisdictions, as well as strengthening legal safeguards such as data protection requirements.81

Other regional treaties include the Commonwealth of Independent States’ Agreement on Cooperation in Combating Offences related to Computer Information (2001), the Shanghai Cooperation Organization’s Agreement on Cooperation in the Field of International Information Security (2010), the League of Arab States’ Arab Convention on Combating Information Technology Offences (2010), and the African Union Convention on Cyber Security and Personal Data Protection (2014, not yet in force), but these have a much smaller geographical scope to date.82

Prospects for a global treaty remain slim, but discussions on the merits and scope of a UN instrument resumed with renewed intensity in 2017.83 Pending progress towards a global agreement, the UN Convention on Transnational Organized Crime84 provides a legal basis for global cooperation amongst States not party to a cyber-specific instrument in the many cases where cybercrime activities constitute transnational organized crime. At the law enforcement level, the International Criminal Police Organization supports transnational cybercrime investigations and operations amongst its 192 Member States.85


C. Mitigating Risks from Potential Future Artificial General Intelligence


In addition to concerns surrounding increasingly powerful domain-specific AI, there are also ongoing debates about risks from the development of artificial general intelligence, including the potential that it may threaten the survival of the human species itself.86 Even the best engineers working on the most high-stakes technologies occasionally make mistakes. Moreover, thus far the technology built has not had much autonomy and the negative consequences of human errors have been relatively contained, whereas with AGI this may not be the case. It is still highly uncertain if and when general intelligence comparable to that of humans might be achieved in artificial systems, but taking into account the magnitude of the consequences and a certain degree of inertia and path dependency of international governance, it is worth considering potential risks and mitigation strategies early on.

AGI systems with human-level or super-human capabilities in most cognitive domains could hypothetically exploit existing infrastructure and other resources, develop new technologies, manipulate people, and produce new generations of ever more capable AGI systems.87 Even if the goals of such systems were set by well-intentioned humans, it is conceivable that pursuing these goals could inadvertently have catastrophic consequences and that it may be very difficult to intervene in the process once set in motion.88

A key difficulty in engaging with AGI risks from a policy perspective, as with most emerging or speculative technologies, is uncertainty regarding the development trajectory and timeline. Expert surveys suggest that there is not much disagreement as to whether it is theoretically possible to build AGI, but there is no consensus as to when it could happen, with estimates ranging from the technology being a decade out to centuries away.89 A crucial question in this regard is how much advance notice policymakers will have before the technology becomes an acute global catastrophic risk, namely whether late-stage development will move in slow increments or in sudden leaps. Spending time negotiating a new treaty now if AGI is only developed in a hundred years would be a waste of resources and might even be counterproductive, but neglecting the danger until it is too late would also be irresponsible. Thus, it is a topic well-suited for academic exploration at this point, before the need for a solution arises.

To some extent this work is relevant to current efforts dealing with specialized AI and robotics, even if most of its benefit will accrue in the longer term. For instance, improving cybersecurity is important for both near-term and long-term uses of AI and robotics, and discussions about global inequality and labour displacement might also be usefully informed by a longer-term perspective. Moreover, any progress towards more preventive, effective, and agile global governance is likely to benefit AGI governance, especially if late-stage development occurs rapidly.


D. Outlook


Effective international governance of AI and robotics is certainly a formidable challenge. Applications of these technologies permeate almost every domain of human activity and thus unsurprisingly have an equally wide range of risk profiles, from a discriminatory algorithmic decision causing financial distress to an AI-sparked nuclear war collapsing global civilization. Hence, it is only natural that much of the international regulatory activity takes place in domain-specific fora. Many of these fora coordinate with each other, both within and beyond the UN system, spreading insights and best practices on how to deal with common concerns such as cybersecurity, licensing, monitoring, and reliability, so as to prevent accidents and misuse.

Much of this activity seems to occur below the radar of generalist scholarly, media, and NGO attention thus far, at times leading to an under-recognition of international treaties and other governance mechanisms relevant to AI and robotics given that efforts to ban or curb autonomous weapons systems and cyberwarfare have not yet been successful. Our contribution has attempted to counter this perception by showing how wide-ranging international governance of these technologies is. International regulators are actively engaging with existing and emerging safety and security challenges relating to AI and robotics. Our overview is by no means exhaustive. It merely provides a few pointers for exploring the international regulatory landscape, which will play a critical role in navigating present and future global security challenges from AI and robotization.


1 Yann LeCun et al, ‘Deep Learning’ (2015) 521 Nature 7553, 436.

2 Stuart J Russell/Peter Norvig, Artificial Intelligence: A Modern Approach (3rd edn, Prentice Hall 2016) for a canonical introduction to AI.

3 Shane Legg/Marcus Hutter, ‘Universal Intelligence: A Definition of Machine Intelligence’ (2007) 17 Minds and Machines 391.

4 See eg the case of Robert Williams, a Ford Motor Company factory worker killed by an industrial robot in 1979: Associated Press, ‘Around the Nation: Jury Awards $10 Million In Killing by Robot’ The New York Times (New York, 11 August 1983).

5 For a brief history of aerial robotics, see Robert Mahony et al, ‘Modeling and Control of Aerial Robots’ in Bruno Siciliano/Oussama Khatib (eds), Springer Handbook of Robotics (Springer 2016) 1307–9.

6 Convention on International Civil Aviation 15 UNTS 295 (Chicago Convention), preambular paras 1 and 3. See generally Brian F Havel/Gabriel S Sanchez, ‘The International Law Regime for Aviation Safety and Security’ in Brian F Havel/Gabriel S Sanchez (eds), The Principles and Practice of International Aviation Law (CUP 2014).

7 Chicago Convention (n 6) art 8.

8 ICAO, ‘Implementation’ Annual Report of the Council (2017) <www.icao.int/annual-report-2017/Pages/global-priorities-all-strategic-objectives-nclb-initiatives-implementation.aspx> accessed 30 October 2018. The aircraft registration network aims to include all civil aircraft, from small drones to large airliners.

9 ICAO, ‘Unmanned Aerial System Traffic Management (UTM)’, Annual Report of the Council (2017) <www.icao.int/annual-report-2017/Pages/new-emerging-activities-unmanned-aerial-system-traffic-management.aspx> accessed 30 October 2018.

10 Chicago Convention (n 6) Annex 17 paras 4.9.1 (requiring the identification of critical ICT systems and data used for civil aviation purposes and, in accordance with a risk assessment, the implementation of appropriate measures to protect them from unlawful interference) and 4.9.2 (recommending that the measures implemented include ‘security by design, supply chain security, network separation, and the protection and/or limitation of any remote access capabilities’ as appropriate, depending on the risk assessment).

11 For a recent status update on the Programme and associated targets, see the working paper prepared by the ICAO Secretariat for the Second High-Level Conference on Aviation Security (Montreal, 29–30 November 2018), ‘Status of the Global Aviation Security Plan’ HLCAS/2-WP/3 Rev.1 11/10/18. In a nutshell, as of 21 August 2018 (by which date 180 out of 192 parties had been audited), 116, or 64 per cent of the parties audited had reached or surpassed 65 per cent effective implementation of the critical elements of an effective aviation security system as defined by ICAO.

12 Convention for the Suppression of Unlawful Seizure of Aircraft 860 UNTS 105.

13 Protocol Supplementary to the Convention for the Suppression of Unlawful Seizure of Aircraft (2011) 50 ILM 153 (Beijing Protocol).

14 ibid art 1(1).

15 Convention for the Suppression of Unlawful Acts Against the Safety of Civil Aviation 974 UNTS 177 (Montreal Convention).

16 Convention on the Suppression of Unlawful Acts Relating to International Civil Aviation (2011) 50 ILM 144 (Beijing Convention).

17 ibid art 24(a).

18 ibid art 1(f).

19 ibid art 1(g).

20 Unless otherwise specified, any factual statements in the present chapter regarding numbers of treaty participants and depositary notifications were last updated on 30 October 2018 and were drawn from either the United Nations Treaty Collection (<https://treaties.un.org>) or from the official website of the relevant organization, in this case from ICAO’s ‘Current lists of parties to multilateral air law treaties’ <www.icao.int/secretariat/legal/Lists/Current%20lists%20of%20parties/AllItems.aspx> accessed 20 May 2020.

21 For the initial decision and mandate, see IMO, ‘Report of the Maritime Safety Committee on its Ninety-Eighth Session’ (28 June 2017) Doc MSC 98/23, para 20.2. The target completion date is 2020.

22 IMO, ‘Report of the Maritime Safety Committee on its Ninety-Ninth Session’ (5 June 2018) Doc MSC 99/22, para 5.22.1.

23 ibid para 5.27.2.

24 International Convention for the Safety of Life at Sea 1184 UNTS 278, as amended (SOLAS).

25 ‘Consideration and Adoption of Amendments to the International Convention for the Safety of Life at Sea, 1974’ (12 December 2002) IMO Doc SOLAS/CONF.5/32, Annex, para 7. The amendments were adopted under the tacit acceptance procedure of art VIII of the Convention and entered into force on 1 July 2004.

26 International Code for the Security of Ships and of Port Facilities (17 December 2002) IMO Doc SOLAS/CONF.5/34, Annex 1.

27 Convention for the Suppression of Unlawful Acts against the Safety of Maritime Navigation 1678 UNTS 221, as amended by the Protocol to the Convention for the Suppression of Unlawful Acts against the Safety of Maritime Navigation IMO Doc. LEG/CONF.15/21.

28 Convention on Road Traffic 1042 UNTS 17 (Vienna Road Traffic Convention).

29 ibid, as amended, arts 8(5bis) and 39(1).

30 Vienna Road Traffic Convention depositary notification C.N.529.2015.TREATIES-XI.B.19 (Acceptance of amendments to articles 8 and 39 of the Convention), 6 October 2015.

31 Convention on Road Traffic 125 UNTS 3 (Geneva Road Traffic Convention). This Convention was replaced by the Vienna Road Traffic Convention (n 28) as between the parties to both treaties, but it has ninety-seven parties whereas the Vienna Convention has only seventy-eight.

32 Geneva Road Traffic Convention depositary notification C.N.91.2016.TREATIES-XI.B.1 (Proposal of amendments to articles 8 and 22), 22 March 2016.

33 For a timeline of activities see UNECE, ‘Relevant UNECE Activities on Automated Driving’ <www.unece.org/trans/themes/transtheme-its/selfdriving/automated-driving.html> accessed 30 October 2018.

34 See UNECE, Inland Transport Committee, ‘Report of the Working Party on Automated/Autonomous and Connected Vehicles on its first session’ (23 October 2018) ECE/TRANS/WP.29/GRVA/1.

35 For example, a test drive by Uber Inc. caused a pedestrian fatality in the US State of Arizona in 2018, see National Transportation Safety Board, ‘Preliminary Report Highway HWY18MH010’ (24 May 2018) <www.ntsb.gov/investigations/AccidentReports/Pages/HWY18MH010-prelim.aspx> accessed 30 October 2018.

36 International Convention for the Suppression of Terrorist Bombings 2149 UNTS 256 (Terrorist Bombings Convention).

37 ibid art 2(1). ‘Infrastructure facility’ is defined in art 1(2) as ‘any publicly or privately owned facility providing or distributing services for the benefit of the public, such as water, sewage, energy, fuel or communications’.

38 ibid art 1(3)(b).

39 ‘Means of delivery’ (of WMDs) are defined for the purpose of the resolution as ‘missiles, rockets and other unmanned systems capable of delivering nuclear, chemical, or biological weapons, that are specially designed for such use’. See UNSC Res 1540 (2004) para 1 and fn.

40 See, respectively, UNSC Counter-Terrorism Committee, ‘The United Nations Security Council Counter-Terrorism Committee’ <www.un.org/sc/ctc> accessed 30 October 2018, and 1540 Committee, ‘1540 in Focus’ <www.un.org/en/sc/1540> accessed 30 October 2018.

41 See Missile Technology Control Regime <http://mtcr.info> accessed 30 October 2018.

42 Category II, Item 19.A.3, not including model aircraft specially designed for recreational or competition purposes, see Missile Technology Control Regime, ‘Equipment, Software and Technology Annex’ (22 March 2018) MTCR/TEM/2018/Annex, 75.

43 Wassenaar Arrangement on Export Controls for Conventional Arms and Dual-Use Goods and Technologies <www.wassenaar.org> accessed 30 October 2018.

44 Wassenaar Arrangement (n 43) Public Documents Vol II (December 2017), List of Dual-Use Goods and Technologies, entries 9.A.12.a (UAVs) and 8.A.1.d (unmanned untethered submersible vehicles).

45 Arms Trade Treaty (2013) 52 ILM 988 (ATT).

46 See UN Register of Conventional Arms <www.unroca.org> accessed 30 October 2018.

47 ATT (n 45) art 5(3).

48 UNGA ‘Interim Report of the Special Rapporteur on Extrajudicial, Summary or Arbitrary Executions, Philip Alston’ (23 August 2010) UN Doc A/65/321; UNGA ‘Report of the Special Rapporteur on Extrajudicial, Summary or Arbitrary Executions, Christof Heyns’ (9 April 2013) UN Doc A/HRC/23/47.

49 Convention on Prohibitions or Restrictions on the Use of Certain Conventional Weapons Which May Be Deemed to Be Excessively Injurious or to Have Indiscriminate Effects 1342 UNTS 137 (CCW).

50 Decision 1 of the Fifth Review Conference of the High Contracting Parties to the CCW, see ‘Final Document of the Fifth Review Conference’ (23 December 2016) UN Doc CCW/CONF.V/10, 9; in conjunction with the recommendations contained in ‘Report of the 2016 Informal Meeting of Experts on Lethal Autonomous Weapons Systems (LAWS)’ (10 June 2016) UN Doc CCW/CONF.V/2, Annex.

51 See, generally, Nehal Bhuta et al (eds), Autonomous Weapons Systems: Law, Ethics, Policy (CUP 2016).

52 ‘Information’ is used in a broad sense here, including both structured and unstructured data, such as the estimated coordinates of a person’s location, the classification of a person as criminal, a recommendation to join a terrorist group on a social media platform, a medical diagnosis, or a generated picture, video, text, or audio sequence based on relevant samples which may incite to engage in violence.

53 UNGA ‘Report of the Detailed Findings of the Independent International Fact-Finding Mission on Myanmar’ (17 September 2018) UN Doc A/HRC/39/CRP.2, especially 320–45 (on the issue of hate speech), and 428–9 (recommendations addressed to Facebook and other social media active in Myanmar).

54 ibid 340–3.

55 UK National Audit Office, ‘Investigation: WannaCry Cyber Attack and the NHS’ HC 414 Session 2017–19 (25 April 2018) paras 1.7, 1.8, 1.10, 1.13 <https://www.nao.org.uk/wp-content/uploads/2017/10/Investigation-WannaCry-cyber-attack-and-the-NHS.pdf> accessed 30 October 2018.

56 See description of scenarios and risk assessment in Page O Stoutland/Samantha Pitts-Kiefer, ‘Nuclear Weapons in the New Cyber Age’ Nuclear Threat Initiative (26 September 2018) <www.nti.org/analysis/reports/nuclear-weapons-cyber-age> accessed 30 October 2018.

57 For a general introduction, see Cathy O’Neil, Weapons of Math Destruction: How Big Data Increases Inequality and Threatens Democracy (Crown Books 2016); Andrew Guthrie Ferguson, The Rise of Big Data Policing: Surveillance, Race, and the Future of Law Enforcement (NYU Press 2017). For a recent overview of the implications of AI technologies for human rights in the information environment, see UNGA ‘Report of the Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression’ (29 August 2018) UN Doc A/73/348; and for the impact of AI and robotics on the elderly, see UNGA ‘Report of the Independent Expert on the Enjoyment of All Human Rights by Older Persons’ (21 July 2017) UN Doc A/HRC/36/48, 4–16.

58 Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data 1496 UNTS 65 (Automatic Processing Convention).

59 See CoE, ‘Chart of signatures and ratifications of Treaty 108’ <www.coe.int/en/web/conventions/full-list/-/conventions/treaty/108/signatures> accessed 30 October 2018.

60 Automatic processing as defined in art 2(c) of the Convention includes the ‘carrying out of logical and/or arithmetical operations’ on data by automated means which are the building blocks of AI.

61 Automatic Processing Convention (n 58) art 2(a).

62 ibid arts 5, 7–8.

63 Such as for the protection of national security, public safety, criminal justice, or the rights and freedoms of others, see Automatic Processing Convention (n 58) art 9.

64 ibid art 8(c) in conjunction with art 5–6 as and to the extent implemented in domestic law (‘if these have been processed contrary to the provisions of domestic law giving effect to the basic principles set out in Articles 5 and 6 of this Convention’).

65 ibid art 1.

66 ibid art 14(1) (‘Each Party shall assist any person resident abroad to exercise the rights conferred by its domestic law giving effect to the principles set out in Article 8 of this Convention’).

67 Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data 1496 UNTS 65, as modified by the Protocol amending the Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data ETS No 223 (Modernized Automatic Processing Convention) art 9(1)(a).

68 ibid art 9(1)(c).

69 ibid art 10(2), subject to certain restrictions under the domestic law implementing the Convention in accordance with art 10(4).

70 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) OJ L119/1.

71 Convention on Cybercrime 2296 UNTS 167 (Budapest Convention).

72 In particular Canada, Japan, South Africa, and the USA, all of which are signatories and three of which are parties (South Africa has yet to ratify the Convention).

73 Ireland, San Marino, and Sweden have signed but not yet ratified, and Russia has neither signed nor ratified (as of 1 November 2018).

74 CoE, ‘Explanatory Report to the Convention on Cybercrime’ (23 November 2001) <https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=09000016800cce5b> accessed 11 July 2018 (Budapest Convention Explanatory Report) paras 16 and 33.

75 UNODC, ‘Comprehensive Study on Cybercrime (Draft)’ (2013) 74–6 <https://www.unodc.org/documents/organized-crime/cybercrime/CYBERCRIME_STUDY_210213.pdf> accessed 30 October 2018.

76 The term used in the Convention is ‘without right’, which according to the Explanatory Report was deliberately left open for parties to interpret, but ‘may refer to conduct undertaken without authority (whether legislative, executive, administrative, judicial, contractual or consensual)’. See Budapest Convention Explanatory Report (n 74) para 38.

77 Budapest Convention (n 71) art 5; Budapest Convention Explanatory Report (n 74) para 67.

78 Budapest Convention (n 71) arts 2 and 3 respectively.

79 CoE, ‘Guidance Notes’ (2012) <www.coe.int/en/web/cybercrime/guidance-notes> accessed 30 October 2018.

80 Additional Protocol to the Convention on Cybercrime, Concerning the Criminalization of Acts of a Racist and Xenophobic Nature Committed Through Computer Systems 2466 UNTS 205. As compared to the Convention, this Additional Protocol has only about half the number of parties thus far (thirty-one as of 1 November 2018).

81 CoE Cybercrime Convention Committee (T-CY), ‘Terms of Reference for the Preparation of a Draft 2nd Additional Protocol to the Budapest Convention on Cybercrime’ (9 June 2017) T-CY (2017) 3. Unilateral transborder access to data has been controversial since the negotiation of the Convention and an additional protocol has long been contemplated, but drafting only started in 2017.

82 For an in-depth analysis of both regional and global treaties and non-binding mechanisms see UNODC (n 75) ch 3.

83 See eg ECOSOC, Commission on Crime Prevention and Criminal Justice, ‘Report on the Meeting of the Expert Group to Conduct a Comprehensive Study on Cybercrime’ (13 April 2018) UN Doc E/CN.15/2018/12, paras 1–6, 15–20.

84 United Nations Convention against Transnational Organized Crime 2225 UNTS 209.

85 See INTERPOL, ‘Cybercrime’ <www.interpol.int/Crimes/Cybercrime> accessed 30 October 2018.

86 See, generally, Nick Bostrom, Superintelligence: Paths, Dangers, Strategies (OUP 2014); Murray Shanahan, The Technological Singularity (MIT Press 2015).

87 Bostrom (n 86) 94.

88 Russell/Norvig (n 2) 1036–40.

89 Katja Grace et al, ‘Viewpoint: When Will AI Exceed Human Performance? Evidence From AI Experts’ (2018) 62 Journal of Artificial Intelligence Research 729.








Chapter 35


Biosecurity

James Revill and Anna Roessing



A. Introduction


The term ‘biosecurity’ remains a relatively new addition to the global security lexicon. Moreover, it is a term that has been disparately conceptualized by different actors operating in different contexts. Notwithstanding such conceptual difficulties, biosecurity has become an important topic in twenty-first-century security discourse as multilateral and national security policymaking organs have recognized the potential security-related risks associated with contemporary biotechnology and have sought to mitigate such risks.1

This chapter seeks to elaborate on what is meant by the term biosecurity, what has been achieved in terms of building a biosecurity architecture, and what challenges are faced making this architecture both effective and enduring. The chapter begins by looking at the origins and evolution of the concept of biosecurity, drawing attention to drivers of interest in biosecurity and the linguistic, cultural, and political challenges to cohesively defining this concept. The chapter then proceeds to look at the current status of the biosecurity debate, drawing on examples from the patchwork of biosecurity measures undertaken across the globe to illustrate how this is an area that has made considerable progress over the course of the last two decades.

The chapter proceeds to look at the contemporary and future challenges facing biosecurity, attending to, first, the challenge of homogenizing biosecurity provisions in circumstances where no one-size-fits-all; secondly, the implications of advances in life sciences and biotechnology for building a sustainable and robust biosecurity architecture; and thirdly, the difficulties in quantitative risk-assessment modelling to inform the development of a biosecurity architecture. The chapter concludes by arguing that biosecurity is a work in progress which will become increasingly salient in the global security discourse as life science and biotechnology continues to advance in a changing geostrategic context.


1. Origins and Evolution of Biosecurity


Early references to the term biosecurity in the academic literature began to emerge in the late 1980s and early 1990s. Unlike many contemporary framings of biosecurity, much of the early literature focused on efforts to prevent intrusive pest species and infectious diseases from threatening agriculture, crops, or the environment.2 Around the turn of the century, however, growing concerns over how non-State actors might exploit the ever-advancing capacity of the life sciences for hostile purposes resulted in the fragmentation of conceptualization of what constituted ‘biosecurity’ in the academic literature, as well as the policies of some States. Thus, while a body of academic (and policy) literature continued to conceptualize biosecurity in relation to ‘activities designed to keep out new pests’,3 there emerged a growing body of, primarily Western, literature focused on preventing non-State actors from gaining access to materials and equipment that could be used in support of bioterrorist activities.4

The terrorist attacks of 9/11 and the subsequent anthrax letter attacks in the US can be seen as focusing events that highlighted a pressing need to prevent non-State actors from gaining access to dangerous pathogens.5 The latter series of events, which involved the dissemination of anthrax spores through the US mail system, resulted in the deaths of five individuals and the infection of seventeen others, as well as generated considerable economic damage with the decontamination process alone estimated at costing ‘about $320 million’.6 The event demonstrated how ‘the malicious releases of dangerous pathogens, once unthinkable, ha[d] become a reality’.7 Moreover, it did so at the dawn of what some have labelled the ‘biotechnology revolution’, in which ever greater capacity of the life sciences to manipulate fundamental life processes was being increasingly diffused around the globe.8 The outcome was that bioterrorism became a ‘priority concern of American security policy as a result of the anthrax letters of 2001’.9

Concerns over bioterrorism were further heightened over the coming decade by incidents of what became known as ‘Dual Use Research of Concern’ (DURC); that is ‘research that, based on current understanding, can be reasonably anticipated to provide knowledge, information, products, or technologies that could be directly misapplied to pose a significant threat (…)’.10 Early examples of DURC include: the chemical synthesis of the polio virus in 2002, a step that illustrated how it was theoretically possible for those with hostile intent to acquire dangerous pathogens through chemical synthesis;11 and research on the 1918 flu virus12 which demonstrated the possibility of acquiring pathogens that do not otherwise exist in nature. All these experiments were undertaken for legitimate reasons, yet in each case the nature of the research nonetheless generated concerns because of the potential for hostile exploitation by States or non-State actors (both terrorist and criminal).13


2. Biosecurity Goes Global


The experience with the anthrax letter attacks, combined with concerns over how changes in both the capacity and geography of the life sciences could facilitate bioterrorism, resonated across many countries in the Western world, to the extent that discussion around ‘biosecurity’ as a policy response to concerns over bioterrorism, became salient in the wider international security discourse in the early twenty-first century. This was certainly evident in discussions under the auspices of the 1972 Biological and Toxin Weapons Convention (BTWC). This disarmament treaty addresses national implementation under Article IV; however, the language remains rather vague, with States Parties committing to ‘take any necessary measures to prohibit and prevent the development, production, stockpiling, acquisition or retention’ of biological weapons ‘within the territory of such State, under its jurisdiction or under its control anywhere’.14

Nonetheless, States Parties have sought to attend to biosecurity in response to the growing salience of the perceived threat from bioterrorism through the BTWC. In 2003, States Parties addressed the topic of ‘national mechanisms to establish and maintain the security and oversight of pathogenic microorganisms and toxins’ as part of a new programme of work following the collapse of discussion around a protocol intended to strengthen the BTWC. As Tibor Tóth, the Chair of the first intersessional meeting in 2003, noted, the discussion around biosecurity was, for some States, ‘their first exposure to such a concept’15 and Japan remarked that ‘the number of countries which have taken measures specifically, from the point of view of biosecurity, remains small’.16

The internationalization of measures to respond to concerns over bioterrorism has been leant succour through other mechanisms. For example, measures corresponding closely with some framings of biosecurity were employed through the use of Chapter VII of the Charter of the United Nations, in UN Security Council (UNSC) Resolution 1540 (2004), which obligates UN Member States to inter alia, ‘(…) develop and maintain appropriate effective measures to account for and secure’ material related to biological weapons development.

In addition, the integration of laboratory biosecurity into the third edition of the WHO’s Laboratory Biosafety Manual in 2004 can be seen as further internationalizing biosecurity as a response to concerns over bioterrorism.17

Notably, the manual further includes a definition of ‘Laboratory biosecurity’ as referring to ‘institutional and personal security measures designed to prevent the loss, theft, misuse, diversion (…)’;18 however, this was only one interpretation of biosecurity.


3. Linguistic Difficulties


The promulgation of biosecurity as laboratory biosecurity in the early twenty-first century was not without challenges. One immediate challenge with efforts to promulgate biosecurity more widely across the globe lies in the linguistic barriers that exist outside the English-language realm. In many other languages the distinction between the concepts of biosecurity and biosafety did not exist prior to the early 2000s and subsequent attempts to engineer distinctions have not always proved entirely successful. For example, in the German language the term ‘Biosicherheit’ is used in two senses describing both biosafety and biosecurity concerns and refers to ‘the protection of human life or health, the environment or other important legal interests against unintentional harm caused by working with microorganisms’.19 Similarly, in Spanish, Portuguese, and French the respective terms bioseguridad, biossegurança, and biosécurité do not readily correspond to the emerging Western-led notion of biosecurity.20 Although there have been efforts to engineer distinctions in translations21 it is unclear the extent to which the English distinction between biosafety and biosecurity has resonated in other languages. Certainly in some linguistic context, in cases where a clear distinction is necessary, reference is found to the English terms ‘biosafety’ and ‘biosecurity’.22


4. Contextual Difficulties


In addition to linguistic challenges, it also became apparent that ‘biosecurity does not seem to have a standardized meaning across human, animal and plant health sectors’.23 As Australia remarked in 2003 ‘the FAO use (…) [biosecurity] in terms of securing food supplies (…) within Australian agriculture (…) [biosecurity] also means protecting the country from exotic pests and diseases through quarantine, surveillance and early detection measures’.24

Nor is it necessarily standardized across different national institutions. In the German context ‘Biosicherheit’ is invoked by the Federal Ministry of Defence and the Foreign Office to describe risks resulting from dangerous toxins and pathogens and the threat of their direct misuse,25 whereas the Bernhard-Nocht-Institut for Tropical Medicine (BNITM) associates ‘Biosicherheit’ also with (global) health emergencies, such as the 2016 Ebola crisis.26 Confusion around the concept of ‘biosecurity’ might then arise from the different ways it is used across different institutional and disciplinary contexts.


5. ‘Narrow’ versus ‘Wide’ Biosecurity


Beyond the challenges posed by linguistic and contextual differences lies a more fundamental division over the value of what some saw as a ‘narrow’ approach to biosecurity as akin to the World Health Organization’s (WHO) ‘laboratory biosecurity’, versus a broader approach to biosecurity which addresses deliberate threats from terrorists and naturally occurring biological threats. This difference was clearly articulated by representatives of Indonesia who suggested that ‘biosecurity is not limited to protecting laboratory-based pathogens and toxins from theft (…) [S]uch a narrow strategy has limited value in Indonesia, where dangerous pathogens are not only located in laboratories, but can also be found readily in nature’.27

Indeed, for States relatively untroubled by bioterrorism, but ravaged by natural outbreaks of disease, the narrow approach to biosecurity as a means to prevent terrorists from acquiring pathogens is understandably less of a priority. As was bluntly stated in the BTWC context, ‘in a country such as South Africa the utility of spending $1 million on biosecurity still fails to prevent an individual going into Kruger National Park and digging up anthrax spores’.28 In contrast, for States with a comparatively low burden of infectious disease, but significant concerns over bioterrorism and the spread of high-containment biological laboratories around the world (and the maintenance and personnel management within such laboratories), biosecurity was much more narrowly focused on what the WHO has termed ‘laboratory security’,29 which aims to prevent people from deliberately removing materials from the laboratory for malign usage. For such States, in which pathogenic agents of concern are located primarily within the laboratory, the context is different and, as such, the discourse is logically focused on improving laboratory security. Under such circumstances, biosecurity was considered as being comprised of some variant30 of the following principles of practice: physical security, personnel security, material control and accountability, transfer security, information security, and, underlying in many of the above principles, some form of program management.31 In this context, in the early stages of the twenty-first century at least, definitions of biosecurity were disparately constructed in a manner that, not unreasonably, reflected the differing interests and priorities of States. This may, however, be changing in the wake of natural disease outbreaks, such as the Ebola outbreak in West Africa.


B. Current Status of the Debate


While considerable definitional issues with the notion of biosecurity remain, in the context of international security discourse, the biosecurity-as-laboratory-biosecurity model has largely ‘won out’, with biosecurity becoming hegemonically (re)conceptualized in background materials to the BTWC, indicating that ‘in the setting of the BWC [biological weapons convention], it is most commonly used to refer to mechanisms to establish and maintain the security and oversight of pathogenic microorganisms, toxins and relevant resources’.32

Moreover, this is an area that has seen considerable advances over the course of the twenty-first century, with a number of initiatives developed in support of what can loosely be termed (laboratory) biosecurity governance. Such measures have often been funded by developed States in the EU and G7 Global Partnership.33 Funding from these and other bodies and wider interest in the concept of biosecurity has fed into the development of several components of biosecurity governance. These range from hard measures designed to ensure the physical security of laboratory facilities, to measures focused on particular phases of the life science research life cycle—such as the screening of publications for security sensitive content—to ‘softer’ approaches, including the development and promulgation of biosecurity educational materials and codes of conduct for life scientists. Illustrative examples of some more novel areas of biosecurity activity are outlined below.


1. Education


Over the course of the last decade there has been considerable attention paid to the idea of education and awareness-raising for scientists, with projects undertaken in a range of countries, including Denmark, Morocco, Japan, Pakistan, Switzerland, and the US. Thus, Morocco, for example, has developed a programme of dual-use education, which notably includes a biosecurity and biosafety ‘caravan’, in order to minimize the risks of misuse of life science research as well as minimizing ‘constraints on research through self- or government-imposed censorship’.34 In the UK, the Department of Peace Studies at Bradford University developed an Educational Module Resource for life science lecturers and ‘train the trainer’ programmes which have been used in several countries.35


2. Codes of Conduct


A second element of biosecurity governance is the notion of developing codes of conduct for life scientists. Following a discussion under the BTWC on Codes of Conduct for Life Scientists in 2005, there have been many code-type initiatives. For example, in 2005, the Inter Academy Panel issued a statement on biosecurity which contained a number of principles that represented ‘fundamental issues that should be taken into account when formulating codes of conduct’;36 in 2008, the Netherlands developed a Code of Conduct for Biosecurity intended ‘to prevent life sciences research or its application from directly or indirectly contributing to the development, production or stockpiling of biological weapons’;37 whereas the 2011 European DIYbio Congress produced a Draft DIYbio Code of Ethics which includes the stipulation that ‘Biotechnology must only be used for peaceful purposes’.38


3. Development of Life Science Funding Criteria


A third development is the integration of biosecurity components into the criterion for applying for funding with a view to raising awareness of biosecurity concerns and steering life science research away from unnecessarily risky activities. In 2005, three prominent UK funders of life science research, the Biotechnology and Biological Sciences Research Council (BBSRC), the Medical Research Council (MRC) and the Wellcome Trust (WT), issued a statement that established changes to policies, including the introduction of questions related to biosecurity in funding application forms. More recently, the White House Office of Science and Technology Policy (OSTP) has issued a policy guidance calling for a ‘pre-funding review mechanism for certain research proposals’ dealing with potentially pandemic pathogens.39


4. Publication Screening


The twenty-first century has also seen the emergence of initiatives intended to prevent the proliferation of biosecurity-sensitive information in academic publications. In 2003, leading journal editors issued a joint statement which ‘recognized that on occasion an editor may conclude that the potential harm of publication outweighs the potential societal benefits’ and added that ‘[u]nder such circumstances, the paper should be modified, or not be published’.40 Similarly, the Council of Science Editors has recognized that ‘[i]n rare cases, some information needed to reproduce the experiment should be eliminated or the manuscript itself should not be published’ and, in a 2012 update of a White Paper, argued that ‘[e]ditors should develop guidelines and procedures to allow the scientific evaluation as well as the evaluation of the possible risk of communicating information with dual use potential’.41 This effort represents a laudable step on the part of journal editors to incorporate biosecurity considerations into editorial reviews and, where necessary, modify content to minimize dual-use risks. However, in reality, as discussed subsequently, it has become increasingly difficult to prevent the proliferation of potentially sensitive information.


5. Institutional Risk Assessment


One further measure that has received considerable attention is risk assessment (and mitigation). This has led to the emergence of institutional committees designed to address biosecurity risks of particular research proposals in advance and potentially provide binding recommendations on the design or conduct of dual-use research as well as stipulations for particular biosecurity measures to be employed in any future research programme.42 Such institutions have been established in a number of Western organizations. For example, the University of Chicago has established Institutional Biosafety Committees (IBC) tasked with reviewing research proposals and, where necessary, applying security and safety conditions for biological research on certain pathogenic agents.43


6. Reflections on the Emergence of Biosecurity Governance


While there has been considerable biosecurity-related activity around the globe, there is little consistency between the measures undertaken around the world for different reasons: first, there is little cohesive agreement over exactly what is required of States seeking to build biosecurity while, unlike the sphere of chemical weapons, where the Chemical Weapons Convention has developed matrices of measures for national implementation, exactly what is required to ‘prevent’ biological weapons at the national level is less clear-cut. Secondly, yet still related to the above, biosecurity-related measures remain context specific and dependent upon the local culture, language, and priorities. Indeed, it has become widely accepted that there is no one-size-fits-all approach to biosecurity around the world. Thirdly, such measures have been undertaken with different objectives, a trend that perhaps reflects rather mixed assessments of the nature of the risks posed by biological weapons and the differences in the purpose of some biosecurity measures. As Rappert noted in 2010, with regard to biosecurity education, this has multiple functions, including: as a prerequisite ‘for other security-related activities to be undertaken’; and a deficiency-correcting tool designed to ‘correct’ the ignorance of life scientists in relation to biosecurity risks.44

It is also difficult to determine the extent to which biosecurity governance measures work and there is little empirical evidence of what works (best), with regards to measures such as education and codes. Moreover, this is something very difficult to determine empirically across a range of contexts and cultures.45 Measures to better scrutinize the funding of dual-use research may well have served to raise awareness and minimize some obvious risks. However, it is unclear the extent to which the necessary time and expertise are available to all those reviewing funding bids to do so thoroughly and scrutinize all research proposals for biosecurity issues.

Similarly, although editorial controls have flagged a small number of controversial scientific papers prior to publication, seemingly all have eventually been published, in some cases with only minor modifications. Moreover, it remains difficult to prevent the dissemination of materials at this late stage in the research life cycle for three reasons: (i) by the point of formal publication, information pertaining to research will likely already have been circulated; (ii) because of the lack of time, resources and biosecurity-related expertise of reviewing bodies to identify sensitive content; and (iii) because of the pressure on researchers to publish their results, which makes intervention at this point ‘significantly harder’.46

Furthermore, even the most advanced systems in developed Western States are likely to remain problematic, if experience with biosafety incidents is any guide. In 2014, staff in US labs were accidently exposed to live anthrax as a result of multiple protocol breaches in an episode Ebright described as ‘not an isolated incident, but instead is part of a continuing pattern of biosafety and biosecurity problems at the [US Center for Disease Control]’.47 As the CDC remarked, the lapse showed:

a lack of standard operating procedures, a lack of lab-adequate laboratory oversight, a lack of an approved study plan, use of unapproved sterilization techniques for anthrax, the transfer of material that wasn’t confirmed to be inactive. In fact, the use of anthrax at all for this experiment should not have been done. It was not appropriate.48

Some have argued that underlying these events is a deeper problem with the organizational culture of those working on research in the life sciences and certainly some researchers view biosecurity measures as unnecessary box-ticking exercises that impede progress.49 This is compounded by very different perceptions of the risks and benefits of dual-use biology, something evident in a number of recent scientific developments, as discussed further below.


C. Recent Developments and Contemporary Challenges


Over recent years the convergence of different scientific disciplines ranging from biology and chemistry to engineering, mathematics, as well as computer science, is revolutionizing the life science research. With this process, biology’s focus has moved from solely reading the genetic code of biological systems to rewriting it, thereby transforming cells into small chemical factories. Facilitated by so-called ‘enabling technologies’, such as genome editing and synthetic biology, the human capacity for engineering genomes throughout a wide variety of taxonomies has plausibly enlarged. With the increasing automatization of key laboratory processes and the accumulation and digitization of large DNA sequence databases, access to knowledge and enabling technologies has proliferated around the globe.50 While unquestionably promising great economic, medical, and political benefits, the collective scientific and technological breakthroughs also have raised profound concerns over how they overcome past technological limitations and enable a next generation of more reliable and dangerous biological weapons that could be pursued by States and perhaps even non-State actors.51


1. CRISPR


Of particular note is the emergence of ‘clustered regularly interspaced short palindromic repeats’ or ‘CRISPR’-based systems52 as a method for site-directed genome and base editing used to investigate and manipulate genetic functions and interactions. Often described as ‘gene scissor’, it allows one to deliberately insert or delete DNA sequences and bases at specific genetic loci.53 Although genomic alterations have been possible for many years (for instance, in order to replace defective genes), CRISPR has increased the precision and pace of modifications while also expanding its application to a wide variety of organisms. Since CRISPR-Cas9, other CRISPR-endonucleases systems such as Cpf1 have become a routine and facilitating instrument for research with utilities in numerous medical and agricultural applications.54

Yet while CRISPR is fundamentally widening the possibilities of genetic engineering, it has simultaneously raised profound ethical, legal and biosecurity-related concerns. Significant ethical and legal concerns over CRISPR erupted in late 2018 in response to the controversial ‘CRISPR Babies’ research reportedly conducted by Professor He Jiankui in China.55 More specific to biosecurity is the concern over the dual-use potential of CRISPR as a relatively inexpensive and easy-to-use tool, to facilitate the development of biological weapons—a concern expressed by the then Director of US National Intelligence56 that has been echoed by several scientists.57 Pointing to its enabling misuse by potential terrorists, Bill Gates remarked at the Munich Security Conference in 2016, ‘the next epidemic could originate on the computer screen of a terrorist intent on using genetic engineering to create a synthetic version of the smallpox virus’.58

In reaction to those statements, some members of the scientific community reported more general unease about the transformative nature of the technology,59 accompanied by the rapid and broad distribution of knowledge and resources, as well as the lowering of costs and accelerated pace of scientific developments. Some have also mentioned a general lack of caution over gene-editing’s societal implications ‘for which the alarm about how it could go wrong has largely lagged behind the hype of what good it could achieve’.60

Yet for all the legitimate concern and careful attention there is a need for caution with regard to the hype surrounding CRISPR and the biosecurity implications it presents. The Swiss Defence Laboratory at Spiez for instance reported that ‘from an arms control perspective, the implications [of CRISPR] are probably modest’.61 Other biological arms control experts such as Invernizzi have noted that CRISPR ‘does not enable things previously impossible (…), it rather renders the already possible less cumbersome, less time-consuming and less expensive’, although as he further notes ‘it cannot be excluded that CRISPR will find its way into a biological weapons program’.62


2. Synthetic Biology


Synthetic biology, a field that strives to ‘make the engineering of biology easier and more predictable’63 similarly has become an ideograph for the unease about what specific technologies and applications might enable in the future and how they might shape research trajectories at large. A recent report by the US National Academics of Science, Engineering and Medicine, for instance, noted that it might ‘even expand (…) what is possible in creating new weapons’.64 Due to its ‘de-skilling’ capacities along with the extended online access to large DNA data libraries and the decreasing costs for DNA synthesis, it is regularly claimed to enable a growing range of actors operating outside professional laboratories, including mal-intended individuals. Additionally, synthetic biology has created new pathways to create and synthesize pathogenic viruses ‘from scratch’. This raises concern as it can evade the control of agents through traditional export-control instruments.65 Synthetic biology works in concert with other (technological) trends such as 3D printing that facilitate the international shipment of goods and complicate their control. It indicates a shift in how goods such as virus samples can move between national borders, sometimes in discarding their materiality and transcending to the data points of their genetic code. By implication, control approaches that have been designed in view of the steadiness of materiality itself are experiencing a growing challenge.

Demonstrating the relevance of such concerns, an experiment published in 2018, the de novo synthesis of horsepox virus,66 served as a striking example of both synthetic biology’s potential and the significant biosecurity implications therein.67 Some feared the techniques and acquired knowledge might be transferable or even directly applicable to the re-creation of the horsepox-related smallpox-causing variola virus. By decreasing existing technical barriers, this research was perceived by some as a ‘gamechanger’ for biosecurity that enables the re-creation of smallpox in the future with only ‘little specialized knowledge’ necessary.68

Yet, despite the legitimate concern voiced over such progress and its potential misuse, synthesizing variola and other poxviruses remains a substantial challenge, even for trained scientists, due to the specialized expertise required to conduct this type of research. Some therefore suggested the significance of this experiment rather depends on the degree to which the use of poxviruses as a vector system becomes a routine means of conducting biomedical research, which might increase the danger of its unintentional, accidental release.69 The controversy effectively highlighted still unsolved issues related to biosecurity and the regulation and assessment of dual-use research in heterogeneous national approaches while also scrutinizing the effectiveness of scientific self-governance and self-constraint by the scientific community.


3. Gain-of-Function Research


So-called ‘Gain-of-Function’ (GoF) research is another example that prompted international biosecurity concern following attempts to publish experiments that altered ‘respiratory pathogens with pandemic potential’ using widely available and accessible knowledge and technologies.70 According to the principal investigators, the research was prompted by concerns that naturally occurring mutations in the avian influenza H5N1 virus genome could result in its (increased) transmissibility amongst humans, who in the rare cases of an infection showed a relatively high mortality rate. A particular concern was that the H5N1 virus could acquire the ability to be transmitted by aerosol or respiratory droplet between humans. To investigate a possible airborne transmission of H5N1 viruses, a research team surrounding Ron A. M. Fouchier genetically modified the virus in a ‘Gain-of-Function’ study in ferrets. The modified H5N1 virus acquired the ability to be airborne transmissible in ferrets.71 The publication process of these results, however, spurred a greater controversy over the scope and detail the documentation of steps leading to the airborne H5N1 virus would make publicly accessible. Whereas the scientists claimed their research was in the interest of public health and pandemic preparedness objectives,72 reports of laboratory safety and security lapses highlighted the risks of an accidental release of such a pathogen.73

Moreover, the ensuing public controversy unleashed over GoF raised questions over how to assess the risks and benefits of experiments that potentially create novel, highly virulent pathogens with no existing human immunity.74 Differing views about the value of such research within the scientific community complicated finding a consensus on this issue. As a result, the US National Science Advisory Board for Biosecurity (NSABB) formulated, for the first time, a recommendation to redact a scientific publication to mitigate its misuse potential.

However, the debate about the H5N1 virus studies was as much a substantial question of whether they should have been conducted at all, as about how to engage with their misuse risks, yet both such aspects expanded the NSABB’s (political and legal) mandate.75 The institutional shortcomings in the existing oversight and biosecurity risk management brought forth in the debate, together with growing biosafety concerns over laboratory lapses, resulted in a US Government-initiated one-year deliberative process that also instituted a pause for some experiments involving influenza, SARS, and MERS viruses.76

Equally concerned, the European Commission instructed the European Academies Science Advisory Council (EASAC) to investigate the issue.77 The deliberation process resulted in the development of a policy governing the funding and conduct of future GoF research, with both the US National Institutes of Health and the EASAC concluding on the necessity of a robust assessment and prior special consideration of dangerous experiments in a multidisciplinary review process.78


4. Gene Drive Systems


The discussion on how to evaluate potential environmental, societal, and security risks also extends to ecological engineering systems. In recent years, some of the most contentious debates unfolded in the forum of the Convention on Biological Diversity (CBD) surrounding synthetic biology and so-called ‘gene drive systems’.79 With the help of advances in genome editing, especially CRISPR systems, gene drive systems allow scientists to steer a genetic modification or desirable genetic traits through the population of a sexually reproducing organism over many generations with greater efficiency compared to normal inheritance.80 Its potential application is often thought in the context of global health challenges, for instance, to suppress wild populations of malaria-carrying Anopheles mosquitos via gene drives that ‘drive’ a ‘sterility trait’ through a population.

However, others have sounded a note of caution related to the broad scope of gene drive applications,81 including their uptake for military programs,82 and the uncertainty of tinkering with ecosystems that ‘will likely impact everyone living within the target region’.83 Identifying and addressing potential biosecurity and biosafety risks is even more complicated in those countries and regions in which test fielding and the release of gene drive modified organisms is likely to occur, as the regulatory landscapes are fragmented and scope for public dialogue and engagement more limited.84 Non-governmental organizations such as the ETC Group, therefore, argued for an international research and field test moratorium, as was discussed in the frame of the CBD in 201685 and 2018.86 The Member States eventually rejected such a moratorium, leaving only the rather vague treaty requirements, which call for further risk assessments on a case-by-case basis, precaution in field tests, and consultation with affected local communities and indigenous groups.87

The ‘transboundary movement’ of living genetically modified organisms (LMOs) has also entered the agenda of export-control discussions88 and prompted liability considerations in light of potential adverse effects and damages that such LMOs could cause to humans and the environment. The CBD’s Cartagena Biosafety Protocol, as well as its Supplementary Nagoya-Kuala Lumpur Protocol, can be seen as part of an emerging international regulatory framework that incorporates gene drive applications, although its scope is limited to environmental and biodiversity issues. The supplementary protocol introduces international rules on liability, redress, and actions (‘response measures’) to be taken in case of damages caused by a released LMO89 and may function within international confidence-building measures to support the responsible development and application of modern biotechnology amongst affected communities and innovators. Yet while its formulation includes non-State actors as ‘operators’ of LMOs (Article 2)—and thereby may extend beyond the traditional State-centred governance—activities to implement this treaty are primarily the responsibility of States Parties who are obliged to develop suitable domestic rules and procedures.90 Also, central States for the development of gene drive systems like the US are non-signatory to the CBD91 and are only indirectly affected through potential policies of its trading partners.92


5. ‘DIYBio’ and Biosecurity


Concerns over changes in science and technology are exacerbated by changes in the human geography of the life sciences, including the emergence of actors outside the traditional laboratory system. For example, the emergence of DIY biology or ‘basement biology’ communities is sometimes associated, rather unfairly, with the increasing biosecurity risks posed by ‘rogue actors’.93 While the DIYbio community has grown significantly over the last decade, from one group to more than eighty groups around the world, the attention allotted to DIYbio groups has not always contributed to a nuanced and balanced analysis of either their capabilities or their limitations, with some speculative scenarios about the future conduct of scientific research in professional as well as in DIY laboratories presenting misleading assumptions about such groups and neglecting the importance of human practices and tacit knowledge.94 Such knowledge and skill is acquired by experiences, ‘learning by doing’ as well as professional networks, and is institutionalized in laboratory ‘cultures’. It cannot be easily codified or made available for those operating outside of such networks—for instance, bioterrorists but also DIY scientists.95


6. Biosecurity Risks and Uncertainties


The above experiments provide insights into some of the contemporary biosecurity-related challenges posed by changes in the capacity and geography of life science research. Dealing with such biosecurity challenges in the future will require careful consideration of the risks and benefits in order to develop balanced biosecurity strategies. Unfortunately, existing approaches to risk, particularly those applying quantification and/or ranking mechanisms to risks based on the probability and impact of an event, may be difficult to apply to assess contemporary biosecurity challenges.

This is, in part, because of the limitations in existing datasets. Although reasonable probabilities can be deduced for laboratory accidents and accidental release of such pathogens based on past data, where available, such data is less clear-cut when it comes to bioterrorism. While there are datasets pertaining to the cases of biological terrorism, such datasets often contain considerable gaps and even spin which renders an accurate assessment of the past a poor crystal ball for informing the future. The limitations in reliable data also complicate attempts to validate the underlying arguments guiding a probability estimation.96

Moreover, quantifications of risks cannot ignore the issue of agency and the capacity of terrorist groups; this is difficult to gauge given the hype around technologies, such as CRISPR, and their role in the wider array of technical requirements for developing significant biological weapons. In isolation, such technologies are of limited risk and this points to necessary contextual analysis and the reasonable communication of risks to prevent disproportionate reactions from public and governmental stakeholders.97

Risk assessment is also limited in part because of the considerable uncertainty and complexity surrounding the future of many emerging biotechnologies. For example, as research on gene drives moves towards the development of self-propagating systems that are anticipated to spread autonomously through the target species, there remains the possibility of unintended effects of tinkering with ecosystems, a step that could have profound implications for biosecurity more widely understood. The substantial risk of the unintended spread of a few organisms thereby prevents the conduct of field trials for gathering essential information about their safety and in order to address such concerns.98

The limitations in data and the challenges in dealing with emerging biotechnologies that are of high complexity has led to questions with respect to the suitability of existing risk assessment considerations and methodologies. As was pointed out by the Ad Hoc Technical Expert Group (AHTEG) installed by the Convention of Biological Diversity: ‘existing risk assessment considerations and methodologies might not be sufficient or adequate to assess and evaluate the risks that might arise from organisms containing engineered gene drives due to limited experience and the complexity of the potential impacts on the environment.’99


D. Conclusion and Outlook


Biosecurity remains a relatively new concept that continues to have different meanings depending on the context in which it is being used. As perceptions of biological risk and threats have changed, the concept has evolved over time and with it so have the tools and practices for biosecurity governance.

While there has been considerable biosecurity-related activity around the globe, the existence and concurrent application of various distinct biosecurity and biosafety concepts in international and domestic models constitute a hurdle to the effective overall governance of scientific and technological developments and there is little cohesive agreement amongst States of the specific requirements for building biosecurity. Indeed, the context as well as cultural and linguistic differences inherent to biosecurity prevent a universal one-size-fits-all approach and impede efforts towards international standardization and harmonization processes for the regulation of work with pathogens and toxins, leaving somewhat of a patchwork approach to biosecurity. This is compounded by different objectives and purposes of biosecurity measures as well as limitations in empirical evidence of what works (best), with regards to biosecurity, particularly in relation to self-governance measures, such as education and codes of conduct.

Yet as the discussion on certain scientific experiments in recent years highlights, the power of the life sciences is increasing significantly and with it there is greater scope for accidental and deliberate releases of harmful agents. Although many of these technologies offer little in the way of relative advantage to many terrorist groups seeking to cause harm, some State and non-State actors could decide to exploit developments for hostile purposes. As such there is a need to guard against the hostile exploitation of the life sciences through biosecurity-related provisions designed to ensure life science research is steered towards public goods and away from efforts to weaponize biology.

Efforts, therefore, are needed to develop more globally coherent biosafety and biosecurity standards and overcome the gaps in the existing hotchpotch of national and international regulations that not only increase the risk of accidental releases of dangerous pathogens but also provide room for the intentional misuse of biotechnology. Such a step could serve as a confidence-building measure amongst States that facilitates greater exchange of (dual-use) information, materials, and technologies within the international research community while also creating trust and transparency amongst the different stakeholders and shaping a norm against biological weapons.
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Chapter 36


Cybersecurity and International Law

Michael N Schmitt


At just over two decades old, the international law of cybersecurity remains in a relative state of infancy. This is despite the fact that the period has seen extraordinary advances in cyber capabilities, the exponential growth of societal cyber dependence and a corresponding rise in vulnerabilities to hostile cyber operations.

Indeed, States continue to struggle with such basic issues as sovereignty in cyberspace. In great part, the challenge is that many States are conflicted over the application and interpretation of key aspects of international law in the cyber context. After all, although international law can serve as a normative firewall against hostile cyber operations, the principle of sovereign equality means that protective norms also can act as barriers to a State’s own cyber operations, some of which may be deemed essential to the State, especially with respect to national security. These differences of normative perspective often play out domestically in disagreements between ministries with different roles vis-à-vis cyberspace and internationally between States wielding offensive cyber capability and those that see themselves primarily as victims thereof.

To examine the relationship between cybersecurity and international law, this chapter begins by cataloguing the development of the international law of cyberspace. It then turns to the substantive legal issues, paying particular attention to those matters that presently are the source of contention amongst States. Discussion concludes with the author’s brief thoughts as to the journey ahead.


A. Development of the International Law of Cyber Operations


Attention turned to the relationship between international law and cyber operations only in the late 1990s, well after significant cyber capabilities had been employed. At the international level, the Russian Federation took the lead by introducing a UN General Assembly (UNGA) draft resolution on the subject, which noted that ‘the dissemination and use of information technologies and means affect the interests of the entire international community and that optimum effectiveness is enhanced by broad international cooperation’, and which expressed ‘concern that these technologies and means can potentially be used for purposes that are inconsistent with the objectives of maintaining international stability and security’. No mention was made of international law, although the resolution, which was adopted, tasked States with informing the Secretary-General of their views on ‘developing international principles’ to address the situation.1

At the national level, however, few States were considering how international law applied in this new theatre of conflict. An exception was the United States, for in 1999 the Department of Defense’s General Counsel produced a working paper on the subject that was widely circulated.2 The paper operated from the premise that the existing international law applied to cyber operations; the challenge lay in determining how it did so. It concluded:

If information operations techniques are seen as just another new technology that does not greatly threaten the nations’ interests, no dramatic legal developments may occur. If they are seen as a revolutionary threat to the security of nations and the welfare of their citizens, it will be much more likely that efforts will be made to restrict or prohibit information operations by legal means.3

Paradoxically, the international community today plainly sees hostile cyber operations as a significant threat to their security and their citizens’ welfare, but efforts to legally prohibit or restrict them have borne little fruit.

With the attacks of 9/11 and ensuing wars in Afghanistan and Iraq, government and academic lawyers turned away from cyber matters to counter-terrorism and armed conflict. Nevertheless, in 2003 the UNGA tasked the Secretary-General to bring together government experts to consider cyberthreats and assess cooperative measures to combat them,4 although this first Group of Governmental Experts (GGE) failed to produce a substantive report.5 Of particular importance in the security context was disagreement amongst the States represented over whether to deal with the employment of cyber means for military and national security purposes.6

In 2007, global attention was instantly drawn to the threat posed by hostile cyber operations when NATO member Estonia was targeted by a nationwide distributed denial of service campaign launched from over 175 States, primarily Russia. Although the attacks could not be reliably attributed to Russia, the incident sparked a sea change in perspectives. In particular, the questions of whether the operations violated the UN Charter Article 2(4) prohibition on the use of force and, perhaps, justified action in collective self-defence pursuant to Article 51, came into sharp focus for the international lawyers and governmental decision makers.

The essentiality of forging an understanding of how international law applied to cyber operations was heightened the following year during the international armed conflict between Russia and Georgia. In the lead-up to hostilities and throughout the conflict, cyber operations targeted both government and civilian infrastructure. The issue of how international humanitarian law (IHL) constrained the conduct of hostilities during armed conflict was vividly engaged.

NATO States responded by establishing the Cooperative Cyber Defence Centre of Excellence (CCD COE) in Tallinn, Estonia, that year. The CCD COE quickly launched a major project to assess the international law applicable in cyberspace. An International Group of Experts (IGE) established to explore the subject produced the Tallinn Manual on the International Law Applicable to Cyber Warfare (Tallinn Manual 1.0) in 2013.7 As the work only addressed the jus ad bellum (the law governing resort to force by States) and IHL, in 2014 the CCD COE commissioned a follow-on project to examine peacetime cyber operations. The result was the publication in 2017 of the Tallinn Manual on the International Law Applicable to Cyber Operations (Tallinn Manual 2.0).8

The UN also stepped up efforts to address the now evident cyberthreat. In 2009, a second GGE was established. Although the Secretary-General’s foreword to its 2010 Report observed that ‘we have only begun to develop the norms, laws and modes of cooperation needed for this new information environment’,9 there was no mention of international law in the Report itself.

A follow-on GGE convened in 2011. In its 2013 Report, the group did address international law. Confirming that ‘international law, and in particular the Charter of the United Nations, is applicable and is essential to maintaining peace and stability and promoting an open, secure, peaceful and accessible ICT [information and communications technology] environment’, it highlighted State sovereignty and international human rights law (IHRL), insisted that States not ‘use proxies to commit internationally wrongful acts’, and asserted that States should not allow their territory to be used for hostile cyber operations by non-State actors, a hortatory reference to the norm of due diligence.10 While these legal conclusions and recommendations appear self-evident, the GGE, which included all five permanent members of the UN Security Council (UNSC), finally had begun to consider discrete elements of international law in the cyber context. Seeking to build on this progress, a fourth GGE was quickly established.

International law again occupied a place of prominence in the resulting 2015 Report.11 In addition to reiterating the points made in 2013, this GGE cited the principle of sovereign equality, the duty to attempt peaceful settlement of certain disputes, the prohibition on the threat or use of force, the principle of non-intervention, and the obligation to protect human rights. It also emphasized the jurisdiction States enjoy over cyber infrastructure on their territory. Although it did not use the term ‘self-defence’, the Report ‘noted the inherent right of States to take measures consistent with international law and as recognized in the Charter’, a clear reference to that right. Similarly, the Report highlighted the IHL principles of humanity, necessity, proportionality, and distinction without direct mention of that body of law.

In light of this progress, a fifth GGE convened in 2015.12 Unfortunately, it was unable to achieve further agreement. In particular, Russia and China objected to textual reference to ‘self-defence’ and ‘international humanitarian law’ in the prospective report, despite the fact that the previous report had contemplated their applicability. Additionally, an effort to include text dealing with the right to take countermeasures (actions that would be unlawful but for the fact that they are in response to another State’s unlawful act and designed to put an end to it) failed.

The US expert summed up the view of liberal democracies regarding the inability to achieve consensus:

…I heard repeated assertions on the part of some participants that a discussion of certain bodies of international law, including the jus ad bellum, international humanitarian law, and the law of State responsibility, would be incompatible with the messages the Group should be sending regarding the peaceful settlement of disputes and conflict prevention. That is a false dichotomy that does not withstand scrutiny. A report that discusses the peaceful settlement of disputes and related concepts but omits a discussion of the lawful options States have to respond to malicious cyber activity they face would not only fail to deter States from potentially destabilizing activity, but also fail to send a stabilizing message to the broader community of States that their responses to such malicious cyber activity are constrained by international law.13

Reaction to the Russian and Chinese intransigence came in part through a 2017 G-7 Declaration issued prior to the GGE’s conclusion.14 The Declaration confirmed the applicability of international law, specifically citing IHL and self-defence, and acknowledged the right to take countermeasures, an endorsement of the right that had heretofore not appeared in any multilateral statement.

Regional International Governmental Organizations (IGOs) were active during this period as well. In 2013, the EU issued a Cybersecurity Strategy that confirmed ‘the same laws and norms that apply in other areas of our day-to-day lives apply also in the cyber domain’, specifically singling out IHL and IHRL.15 In 2018, it reconfirmed this view and echoed the position on the use of proxies and due diligence contained in the 2015 GGE Report.16

NATO took a stance on international law’s applicability to cyber operations in its 2014 Wales Summit Declaration.17 The Alliance expressly endorsed the applicability of international law, including IHL, and noted that the ‘impact of [cyber attacks] could be as harmful to modern societies as a conventional attack’. In the latter regard, the Declaration ‘affirm[ed] that cyber defence is part of NATO’s core task of collective defence’, a position reiterated in its 2016 Warsaw Communiqué, in which NATO designated cyberspace a domain of operations.18

Other regions likewise moved towards acceptance of international law’s role in providing stability and security in cyberspace. In 2012, the Organization of American States issued a declaration expressing its commitment to act in compliance with ‘obligations under national and international law, including international human rights law, international humanitarian law, and international refugee law’,19 a commitment reaffirmed three years later.20 In 2018, the leaders of the Association of Southeast Asian Nations released a statement on cybersecurity cooperation that incorporated language from the 2013 and 2015 GGE Reports.21 Similarly, the Commonwealth Heads of Government acknowledged the applicability of international law the same year.22

Of course, not all States see cybersecurity from the same perspective. Liberal democracies reject the need for a broad cyber-specific treaty, preferring to focus on narrower issues, such as cybercrime. In this regard, the Council of Europe adopted the Convention on Cybercrime (Budapest Convention) in 2001;23 a 2006 Protocol addresses racism and xenophobia online.24 Open to accession by non-member States, it seeks harmonization of domestic laws, enhanced investigation techniques, and cross-border cooperation. China, India, and Russia have not acceded to the instrument, partly because they see certain provisions as an intrusion on their sovereignty.

Despite opposition to the Budapest Convention, Russia and China have long taken the position that a treaty regime to govern cyberspace is a better approach than relying on customary law and non-cyber-specific treaties. Accordingly, in 2009 the Shanghai Cooperation Organization (SCO: China, Russia, Kazakhstan, Kyrgyzstan, Tajikistan, Uzbekistan) adopted the Agreement on Cooperation in the Field of International Information Security.25 In a veiled swipe at Western States, the treaty identified the ‘[d]evelopment and use of information weapons, preparation for and waging information war’, the ‘[u]se of the dominant position in the information space to the detriment of interest and security of other States’, and ‘[d]issemination of information harmful to social and political, social and economic systems, as well as spiritual, moral and cultural spheres of other States’, as ‘main threats’.26

In 2011, four of the SCO States, later joined by the remaining two, submitted an International Code of Conduct for Information Security to the UNGA.27 The Code appears to have been designed, in part, to safeguard a State’s control over activities on its territory and preclude external interference by cyber means with that control. For instance, it prohibited ‘use [of] information and communications technologies and information and communications networks to interfere in the internal affairs of other States or with the aim of undermining their political, economic and social stability’ and emphasized the need for ‘protection of…public order [and] public health or morals’.28 Viewed as contrary to the free and open Internet championed by liberal democracies, the Code was never adopted.

However, in December 2019, the UNGA approved a Russian-sponsored and Chinese-supported resolution establishing an expert committee ‘to elaborate a comprehensive international convention on countering the use of information and communications technologies for criminal purposes’.29 The move was opposed by the United States and European countries on the grounds that it could be used to stifle free expression on the Internet, including criticism of the government. Human rights organizations have also expressed concern along the same lines.


B. Unsettled Aspects of the Law


During the preparation of the Tallinn Manuals, it became apparent that existing disagreements over how international law applies in the non-cyber context carry over into the examination of its application to cyber activities. As an example, disagreement over the existence of an ‘unwilling or unable’ test in the law of self-defence also rears its head with respect to cyber armed attacks. These and other international law points of contention apply mutatis mutandis to cyber activities and shall not be considered further. Rather, discussion will zero in on issues that are unique in the cyber context and that represent the greatest challenges for States. It must be cautioned that those set forth below in no way exhaust the field of unsettled issues.30


1. Sovereignty


The most important controversy deals with sovereignty. Sovereignty is a fundamental principle of international law that, as noted in the 1928 Island of Palmas arbitration, ‘signifies independence. Independence in regard to a portion of the globe is the right to exercise therein, to the exclusion of any other State, the functions of a State.’31 This right is complemented by corresponding obligations, the most important being the obligation to respect other States’ sovereignty by, for example, refraining from using force against them or intervening in their internal affairs.

Early on, it was sometimes asserted that cyberspace is a global common, analogous to the high seas and outer space, over which no State could claim sovereignty. This position has been rejected on the basis that cyberspace is territorial in the sense that cyber infrastructure must be located somewhere, as must the persons involved in cyber operations and cyber activities themselves. When in a State, that infrastructure and those persons and activities are subject to the State’s sovereign prerogatives like most other property, persons, and activities therein.

The application of the principle of sovereignty to cyber activities was until recently uncontroversial. For instance, the 2015 GGE Report provided that ‘State sovereignty and international norms and principles that flow from sovereignty apply to the conduct by States of ICT-related activities’.32 Despite agreement over the principle’s applicability, States viewing it from divergent perspectives have come to different conclusions as to its practical application. Authoritarian States see it as a useful shield against information transmitted from abroad into their territory or made available therein from external sources. The paradigmatic example is the so-called Great Firewall of China, a reference to China’s use of legislation and technology to control the Internet domestically, for instance through censorship, by requiring foreign companies to comply with strict domestic regulations, and using technical means to block information from abroad, including Internet tools like Google Search, Facebook and Twitter. 33

Liberal democracies respond that sovereignty is not absolute. For example, in a 2016 speech setting forth US views, former State Department Legal Advisor Brian Egan observed:

Any regulation by a State of matters within its territory, including use of and access to the Internet, must comply with that State’s applicable obligations under international human rights law…The Internet must remain open to the free flow of information and ideas. Restricting the flow of ideas also inhibits spreading the values of understanding and mutual respect that offer one of the most powerful antidotes to the hateful and violent narratives propagated by terrorist groups.34

This approach has been echoed by other influential bodies and individuals. As an illustration, in 2016 the UN Human Rights Council affirmed ‘that the same rights that people have offline must also be protected online, in particular freedom of expression, which is applicable regardless of frontiers and through any media of one’s choice’.35 It also recognized ‘the global and open nature of the Internet as a driving force in accelerating progress towards development’.36

Nevertheless, there was general understanding that sovereignty was not only a principle from which various rights and obligations emanated, but also a binding rule of international law. As set forth in Tallinn Manual 2.0, it held that ‘[a] State must not conduct cyber operations that violate the sovereignty of another State’. Brian Egan correctly noted that the unfinished business was determining ‘[p]recisely when a non-consensual cyber operation violates the sovereignty of another State’.37 Tallinn Manual 2.0 suggests that whether a cyber operation by one State against another violates the latter’s sovereignty depends on the degree of infringement on territorial integrity or whether there had been interference with, or usurpation of, an inherently governmental function, such as elections.38 While the IGE agreed that a violation ensues whenever a State’s remote cyber operation causes damage (including permanent loss of cyber infrastructure functionality) or injury in another State, consensus eluded them over operations not having those consequences. As an example, disagreement existed over causing cyber infrastructure to operate contrary to its intended purpose or destroying data.39

In 2017, the status of sovereignty as a rule of law began to be questioned. The argument that it was merely a principle from which rules such as intervention flowed surfaced in unofficial presentations and writings by several serving and former US government officials.40 The following year the UK Attorney General, Jeremy Wright, announced:

I am not persuaded that we can currently extrapolate from that general principle [of sovereignty] a specific rule or additional prohibition for cyber activity beyond that of a prohibited intervention. The UK Government’s position is therefore that there is no such rule as a matter of current international law.41

In a positive vein, this position opens the door to taking robust measures short of intervention or the use of force to safeguard national security. Yet, it also dramatically lowers the normative firewall against hostile operations conducted into a State’s territory. For instance, intervention requires a coercive intent with respect to a State’s domaine réservé (areas ungoverned by international law and therefore left to the State to regulate, such as choice of government). Many hostile cyber operations are merely malicious, disruptive, or criminal, but lack coercive effect and therefore would not be encompassed in the prohibition. Nor would they likely fall within the scope of the use of force prohibition, which requires grave consequences, such as physical damage.

This reality was illustrated in 2018 when the UK’s National Cyber Security Centre took the position that numerous Russian cyber campaigns had violated international law.42 However, it provided no legal rationale for the assertions and it is questionable that a number of them would hold water absent a rule prohibiting violations of sovereignty.43

Whether other States will follow the British lead remains to be seen. States might take the position that sovereignty, if a rule, poses an unacceptable obstacle to operations they need to conduct in order to safeguard national security, although none has endorsed the UK position openly as of January 2020. Alternatively, States could conclude the better approach is to focus on identifying the optimal threshold for a breach of sovereignty, one affording protection to key activities while permitting a degree of manoeuvre room to conduct their own operations. France and the Netherlands, inter alia, publicly adopted this position in 2019. The French Ministry of Defence took a particularly broad view of sovereignty, suggesting that ‘[a]ny cyberattack against French digital systems or any effects produced on French territory by digital means by a State organ, a person or an entity exercising elements of governmental authority or by a person or persons acting on the instructions of or under the direction or control of a State constitutes a breach of sovereignty’.44

In deciding which track to follow, States would be well advised to consider the response options international law already affords them. Even if a State’s response to unlawful cyber operation would otherwise violate sovereignty or another rule of law, the wrongfulness of that violation will be precluded if the operation qualifies as a countermeasure, is consistent with the plea of necessity, or is an act of self-defence.45 Therefore, the argument that adopting the sovereignty as a rule position leaves a nation defenceless is wrong as a matter of law.


2. Due Diligence


The issue of a rule of due diligence for cyberspace has been under careful consideration since the 2016 ‘Hague Process’ meetings between representatives of the Tallinn Manual 2.0 IGE and State representatives.46 According to the Manual, ‘[a] State must exercise due diligence in not allowing its territory, or territory or cyber infrastructure under its governmental control, to be used for cyber operations that affect the rights of, and produce serious adverse consequences for, other States’.47 To meet this obligation, a State must ‘take all measures that are feasible in the circumstances to put an end’ to such operations.48

The obligation derives from the principle of sovereignty. As noted by the International Court of Justice (ICJ) in Corfu Channel, ‘it is every State’s obligation not to allow knowingly its territory to be used for acts contrary to the rights of other States’.49 Two decades earlier, Judge Huber had similarly observed in Island of Palmas that a State must ‘protect within the territory the rights of other States’.50

The GGE considered the principle in its 2013 Report, noting that ‘States should seek to ensure that their territories are not used by non-State actors for unlawful use of ICTs’.51 This exhortation was repeated in the 2015 Report,52 which added ‘States should not knowingly allow their territory to be used for internationally wrongful acts using ICTs’, which extended its application to hostile cyber operations by States.53 It is significant that the norm was expressed in hortatory (should), rather than binding, verbiage (‘must’), thereby indicating an inability to forge consensus on its obligatory character.

During the Hague Process, some States expressed concern over the burden such an obligation would impose. However, the IGE representatives pointed out that the obligation is subject to key limitations. First, the hostile cyber operation must affect a right of the ‘injured’ State under international law. For instance, if a State makes another State’s classified documents available via a server located in a third State, no right has been violated because States do not enjoy a right to have their confidential materials remain secret. Accordingly, the State where the server is located has no due diligence obligation to stop publication of the documents. By contrast, if a State takes control of cyber infrastructure in another State and uses it to cause damage in a third State, for instance by causing an oil pipeline to burst, the cyber operation would breach sovereignty and possibly be a use of force. In this case, the State in which the server is located bears an obligation to put an end to the operation.

Secondly, the due diligence obligation attaches only when ‘serious adverse consequences’ result from hostile cyber operation. This standard, drawn from international environmental law,54 is of particular importance in the cyber context because it would exclude application of the rule to incidents that cause irritation, inconvenience, or minor disruption. Website defacement and temporary denial of service, as examples, would fall short of this threshold.

The third limitation is that the State concerned need only act to terminate the harmful activity that is emanating from its territory. There is no requirement to take preventive measures. Correspondingly, once the hostile cyber operations have ended, and the State reasonably concludes that they were not part of a continuing campaign from its territory, the due diligence obligation no longer attaches.

To illustrate, States need not monitor cyber activity on or through their territory to identify hostile cyber operations that affect other States, nor need they impose a regulatory framework that serves to preclude such operations, as in the case of mandating cyber hygiene measures. The only time a State must take measures in advance of a hostile cyber operation conducted from or through its territory is when that State knows of the hostile operation, a material step has been taken to conduct it, and execution of the operation is imminent. For instance, if a State intelligence agency has infiltrated a closed online forum and discovered a destructive operation about to be launched against another State, it would need to act to block that operation. But even in such cases, a number of the Tallinn Manual 2.0 experts disagreed with this notion of ‘anticipatory’ due diligence.

Last, the State from or through which the operation is being conducted need only take measures that are feasible in the circumstances. The determination of feasibility may consider such matters as technical, intellectual, financial, and institutional capacity. If remedial means are beyond a State’s reach, it need not act. Moreover, the State need not suffer unreasonably in order to terminate the operation. As an example, if the only way to terminate a hostile cyber operation from a State’s territory is to isolate networks from the Internet, thereby causing self-denial of service with significant financial consequences, doing so is not feasible.

Importantly, the due diligence obligation can open the door to actions by States in response to hostile cyber operations that might not otherwise be available. Take the case of a non-State group that is conducting remote cyber operations from a State sympathetic to its cause but that is not directing or controlling the group’s operations such that they are attributable under law to that State.55 If the State fails to put an end to the operations, as in arresting group members, it is in breach of its due diligence obligation to the target State. The target State may, as a result, take a countermeasure involving cyber operations against the group. Absent the territorial State’s breach, the operations might violate that State’s sovereignty or other legal rule; however, because it qualifies as a countermeasure, the wrongfulness of the responsive operations is precluded as a matter of law.56

The Netherlands and France publicly endorsed the existence of a rule of due diligence in late 2019, while a number of other States have unofficially indicated their support of the obligation. For them, the rule is protective in that it obligates other States to put an end to remote harmful cyber operations in situations where there is no basis in international law for the target State itself to take extraterritorial measures terminating the hostile cyber operations into their territory. Additionally, as explained, the dynamic described in the previous paragraph is appealing to States facing non-State actors operating from sanctuary territory.

Finally, the principle of due diligence to some extent mitigates the problem of attribution. Consider a case in which a remotely conducted hostile cyber operation cannot be reliably attributed but can be geolocated. The State from or through which the operation is being conducted would nevertheless be obligated to put an end to the operation because there is no requirement that the identity of the hostile operation’s initiator be known.


3. Use of Force


The issue of how to apply the use of force rules to cyber operations has been a thorn in the side of States since the applicability of international law to such operations was first considered. The questions are simple. When does a cyber operation breach the prohibition in Article 2(4) of the UN Charter and customary international law and when may a State resort to force in response to cyber operations that rise to the level of an armed attack under Article 51 of the Charter and its customary international law counterpart?

Article 2(4) provides that ‘[a]ll Members [of the United Nations] shall refrain in their international relations from the threat or use of force against the territorial integrity or political independence of any state, or in any other manner inconsistent with the Purposes of the United Nations’. There is widespread agreement that the prohibition applies in the cyber context. For instance, the 2015 GGE Report and the G-7 Declaration cited above confirmed as much. The challenge is determining when a cyber operation qualifies as a ‘use of force’.

It is self-evident that destructive or injurious cyber operations qualify, for it would be incongruous to suggest that a kinetic operation having such consequences would be a use of force but a cyber operation generating similar, or more severe, consequences would not. States are comfortable with this conclusion.57 As an example, in 2012 the then US Department of State Legal Advisor, Harold Koh suggested that cyber operations that ‘(1) trigger[ed] a nuclear plant meltdown; (2) open[ed] a dam above a populated area, causing destruction; or (3) disable[d] air traffic control services, resulting in airplane crashes’ were uses of force.58

Whether cyber operations having non-destructive or non-injurious consequences breach the prohibition is highly unsettled. In this regard, the ICJ concluded in Nicaragua that arming and training guerrilla forces engaged in hostilities against another State is a use of force.59 This suggests by analogy that cyber activities such as providing destructive malware or training insurgents to conduct destructive cyber operations might qualify even though the State’s actions are not themselves destructive or injurious and the insurgent operations are not attributable under law to the State.

No State has, to date, articulated a bright line threshold against which to judge non-destructive cyber operations in the context of the use of force prohibition. The severity of resulting non-physical effects does, however, appear to be one touchstone in making this determination. To illustrate, the UK Ministry of Defence’s Cyber Primer offers ‘a sustained attack against the UK banking system, which could cause severe financial damage to the State leading to a worsening economic security situation for the population’ as an example of a use of cyber force.60 The Netherlands similarly noted in 2019 that ‘it cannot be ruled out that a cyber operation with a very serious financial or economic impact may qualify as a use of force’.61 While these characterizations seem sensible, international consensus on appropriate criteria remains elusive. This is likely driven more by the difficulty of identifying reliable criteria than disagreement over whether non-destructive or non-injurious operations ever can amount to uses of force.

The Tallinn Manual 2.0 IGE was similarly unable to set forth definitive criteria. Instead, it highlighted certain non-exclusive factors that States are likely to consider when assessing whether a cyber operation is a use of force. They include the severity, immediacy, directness, and measurability of the consequences; the operation’s invasiveness; the extent of State involvement in an operation conducted by a non-State actor whose actions are attributable to the State; the prevailing political environment; and whether the operation is military in character. These and other factors are to be considered in concert when assessing a cyber operation and no factor, with the exception of severity, would alone qualify it as a use of force. For instance, a highly invasive, but temporary, denial of service operation against an intelligence agency would not qualify.

In 2019, France adopted the multi-factor approach suggested by the IGE. After confirming that ‘France does not rule out the possibility that a cyber operation without physical effects may also be characterised as a use of force’, a Ministry of the Armies position paper pointed to the relevance of factors such as the origin of the hostile operation, whether it was conducted by the military, the extent of penetration into the targeted system, and the resulting effects.62 The same year, the Netherlands also endorsed the Tallinn Manual’s multi-factored approach to the matter. These are important first steps, but until progress is made in identifying consensus use of force criteria to apply to non-destructive or non-injurious cyber operations, characterization of a particular operation as a use of force will generally be controversial.

The situation with respect to the law of self-defence is only slightly clearer. Article 51 provides that ‘nothing in the present Charter shall impair the inherent right of individual or collective self-defence if an armed attack occurs’. The premise that the right of self-defence applies in the cyber context is indisputable. It would defy logic to assert that a State could suffer widespread destruction or death produced by cyber means, but not enjoy the right of individual or collective self-defence against a State or non-State actor launching the attack.63 Indeed, the 2015 GGE Report emphasized that ‘the Charter applies in its entirety’ vis-à-vis cyber activities and ‘noted the inherent right of States to take measures consistent with international law’.64 Given that the right of self-defence is codified in the Charter, and in light of the fact that the ‘inherent right’ text is lifted from Article 51, no other conclusion is possible. The dilemma lies in identifying the threshold at which a cyber operation qualifies as an ‘armed attack’.

Again, there are no agreed-upon criteria. Most States view the armed attack threshold as higher than that of a use of force, as is the case in the cyber context for both the Netherlands and France. Their conclusions are informed by the ICJ’s description of armed attacks as the ‘most grave forms of the use of force’, although the extent of difference between the thresholds is unclear. Suggesting that the answer lies in the ‘scale and effects’ of the action, the Court has distinguished an armed attack from a ‘mere frontier incident’.65 This distinction is neither very useful in drawing cyber analogies nor uncontroversial.

Some States even reject the premise of differing thresholds. Notably, the US has long held the view that all uses of force equally qualify as armed attacks, including with regard to cyber operations.66 In principle, States adopting this approach might be expected to consider responding with force to hostile cyber operations at a lower level of severity than States that see a gap between the thresholds. In practice, however, the lack of consensus as to where the use of force threshold lies, as well as the absence of express national positions on the matter, means that it will be difficult to predict when any State would believe itself entitled to act in self-defence against a cyber operation.

Unquestionably, a cyber operation resulting in significant death, injury, physical damage, or destruction would be an armed attack. Whether States will be willing to characterize those causing lesser damage or injury—as in the case of a loss of functionality of cyber infrastructure that does not result in significant destructive or injurious knock-on effects, or no damage or injury at all—as an armed attack remains to be seen. It is, however, likely that victim-States would consider some such operations as activating their right to self-defence.

In this regard, Dutch Minister of Defence, Ank Bijleveld has publicly pointed to cyber operations causing ‘serious disruption with long-lasting consequences’. She explained, ‘[f]or instance, if a cyber-attack targets the entire Dutch financials system…or if it prevents the government from carrying out essential tasks such as policing or taxation…it would qualify as an armed attack…and…trigger a state’s right to defend itself even by force’.67 The Minister is the first senior national leader to express a position on the matter. It would seem inevitable that other States will follow the Dutch lead and begin to consider self-defence against cyber operations in the context of the severity of their consequences generally, rather than solely their physical consequences.


4. International Humanitarian Law


The final body of law regarding which significant uncertainty over key issues exists is IHL. As noted earlier, and despite the controversy over inclusion of the term ‘international humanitarian law’ in the aborted 2017 GGE Report, there is little doubt that IHL governs cyber operations during an armed conflict. Nevertheless, myriad issues remain unsettled. Two have drawn the most attention from States as they attempt to translate them into guidance such as military manuals and rules of engagement.

The first is identifying when cyber operations qualify as an ‘attack’ in IHL. This terminological quandary is fundamental because many key IHL prohibitions are framed in terms of attacks. Most important in the cyber context is that set forth in Additional Protocol I, Article 52: ‘Civilian objects shall not be the object of attack or of reprisals.’68 If a cyber operation does not qualify as an attack, the prohibition does not apply even if the target is civilian cyber infrastructure. Other important rules that depend on qualification of the underlying cyber operation as an attack include the prohibitions on indiscriminate attack or those directed at persons or objects enjoying special protection, the rule of proportionality, and the requirement to take precautions to minimize harm to civilians and civilian objects.

Article 49(1) of Additional Protocol I defines attacks as ‘acts of violence against the adversary, whether in offense or in defence’. The notion is universally understood to extend to violence against civilians and civilian objects. Consensus also exists that although cyber operations do not release kinetic force having destructive effect, the definition can be understood as including cyber operations with violent consequences, such as damage to objects or injury of persons. The problematic issue is whether the term encompasses operations’ other consequences.

During the Tallinn Manual 1.0 deliberations, ‘loss of functionality’ was adopted as satisfying the damage criterion.69 Thus, a cyber operation that causes cyber infrastructure to permanently cease working or necessitates repair is an ‘attack’ subject to the prohibitions and limitations on attacks. No consensus could be achieved on whether other effects, like a temporary loss of functionality or causing cyber infrastructure to operate improperly, would so qualify.

France has now embraced the functionality test. But broadly speaking the issue remains unresolved. It is a particularly important dilemma because States sensibly may want to conduct cyber operations not having the aforementioned effects against civilian infrastructure, the paradigmatic example being psychological operations designed to undercut support for the enemy war effort or creating a less hostile environment for friendly force operations. At the same time, though, a high threshold for qualification as an attack leaves key civilian cyber infrastructure and the activities that rely upon it at risk, as in the case of manipulation of a system upon which the national social systems rely.

A related issue is whether data qualifies as an ‘object’ that, if civilian, enjoys protection against attack. If so, alteration or destruction of civilian data would violate IHL. Two schools of thought have emerged.70 The first is that data is not an object because it is intangible and therefore treatment as an object would be contrary to the plain meaning of the word. Irrespective of its legal merit, the approach is unsatisfactory because it permits a party to the conflict to dramatically disrupt civilian life by targeting civilian data without restriction, and therefore runs contrary to IHL’s humanitarian underpinnings. As an example, cyber operations targeting data upon which a nation’s educational system relies would be allowable, even if the operation offered no direct military advantage.

Yet, if data is characterized as an object, most cyber operations directed at civilian infrastructure would be unlawful because they have some effect on data. This would preclude military operations that have been a feature of armed conflict for centuries. Again, the paradigmatic example is psychological operations conducted by cyber means. This interpretation runs counter to the practical military considerations that must also be considered when interpreting IHL.71

Neither of these issues admits of an easy solution, for the approaches set forth above skew the humanitarian considerations—military necessity balance that underpins respect for IHL in one direction or the other. Thus, IHL is one area of international law that merits consideration of new law either by treaty or through State practice combined with opinio juris that matures into customary law over time. Recommendations along these lines are starting to surface as States struggle with such fundamental IHL predicaments.72


C. Quo Vadis?


The question is where the international law of cyber space is headed. As explained, States are making only halting progress in interpreting and developing this body of law. However, they clearly realize the importance of making further progress. Recently, the UN has agreed to not only convene a sixth GGE but also to establish an Open-Ended Working Group in which all States may participate. The first initiative will enjoy the benefit of a smaller size and therefore be more efficient in seeking consensus, whereas the second has the benefit of inclusivity, which is to be valued because of the entire global community’s growing reliance on cyber activities.

Additionally, attempts to forge progress on norms are underway outside the strict confines of the State system. In some cases, States are teaming-up with the private sector and academia. Noteworthy in this regard is the Global Commission on the Stability of Cyberspace and the Paris Call. In some cases, the private sector is going it alone, as in the case of Microsoft’s Digital Geneva Convention and Siemens’ Charter of Trust.

But ultimately, only States make international law, either through treaty action or by engaging in activities that crystallize into customary law. And while academics, non-governmental organizations and others may opine on how the extant international law should be interpreted in the cyber context, only the interpretation by States of that body of law in the cyber context has determinative effect.

As a result, it will be left primarily to States to assess whether prospective interpretations or proposed norms foster or frustrate their national interests. At the macro level, they must reflect their national values and support their broad national interests. And at the operational level, the interpretation or proposed norm in question has to serve as a normative firewall against harmful cyber operations while permitting cyber operations necessary for their national security. The challenge will be, as it has been since the beginning of this journey, that all States are not similarly situated with respect to cyberspace and the activities that occur therein; what they see in cyberspace very much depends on where they stand.
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Chapter 37


Outer Space Security

Steven Freeland and Elise Gruttner



A. Introduction


Since the dawn of the space age, security has been a driving force in the development of technical capabilities in outer space. The launch of the small Soviet space object called Sputnik I in 1957 occurred in the midst of the Cold War, a period when States’ primary focus was on national security. Since that time, security has been the prevailing issue at the core of both State and international space law regimes. Over the last sixty years, the development of space-related technology has been inextricably linked to military capability—both real and perceived. The space race emerged at a time when both the United States and the Soviet Union sought to demonstrate their respective technological strengths.

It has now been more than sixty years since the very beginning of humankind’s undertakings into orbital space.1 Today, space is more accessible and depended upon than ever envisaged. Most military leaders regard space-related technology as an integral element of their strategic battle platform and State security. This is a reflection of the evolving technological nature of armed conflict, which challenges many aspects of international law, including the regulation of warfare. The continuing development and reliance on commercial and military space technology challenges the core principle of the ‘peaceful purposes’ doctrine that underpins the current international legal regulation of outer space. This chapter explores the development of activities in outer space, the regulation of national and global space security and the practical capabilities of leading spacefaring nations. It also highlights some of the critical issues that impact upon security-related concerns for States when it comes to the regulation of armed conflict in outer space. The use of outer space for military purposes gives rise to difficult international law issues relating to use of force. What is not straightforward is precisely how various aspects of these activities are to be regulated at the international level should they transcend outer space and result in armed conflict.

In 2020, the regulation of outer space could not be more topical with regard to global security and international law. We are now engaged in a multitude of space activities far beyond the contemplation of those originally involved at the time of Sputnik. The utilization of space technology now forms a crucial part of everyday society across the globe. Outer space capabilities assist with Earth observation and weather forecasting, which plays an increasingly pivotal role in monitoring climate change and extreme weather events.2 This reliance is illustrated by the reality that the world would cease to function in many respects without constant and unimpeded access to space. Space-based communication services have radically transformed everyday communications, banking, and navigation, allowing the world to be more interconnected than ever before.3 This dependency has been driven both by the growth of the commercialization of outer space, but also its increasingly important strategic, security, and military significance. Government and military officials have acknowledged the indispensable role military capabilities in outer space now have in State security. It is understood that a ‘day without space’4 would represent a national security and commercial catastrophe.

From a security-related perspective, the law will continue to play an integral role in the opportunities and challenges the future uses of outer space offer.5 At its core, international space security, as per the Outer Space Treaty, is concerned with undertaking activities in outer space in a way that is ‘in the interest of maintaining international peace and security and promoting international cooperation and understanding’.6 Unfortunately the United Nations Space Treaties were concluded in relatively general terms and have sometimes been the subject of divergent interpretation as to what they do (and do not) prohibit with regard to issues relating to security.

The role of key international players in this evolving field is vital to the development of the legal regulation of outer space. Leading actors like the US, China, and Russia have all announced and shown significant commitment to developing their outer space capabilities both militarily and scientifically.7 This represents a major challenge in relation to the ongoing development of effective legal principles and the use of outer space during the course of armed conflict.

Ultimately, clarification can only be achieved by multilateral agreement amongst the major stakeholders. Others have called for guidance on this issue of the extent to which international law principles of jus in bello apply to outer space activities8 but, in the end, the engagement of all relevant States, and the conclusion of high level (and preferably binding) accountable instruments, will be the only way to address these uncertainties and the inherent risks associated with them.


B. Legal Framework



1. Principles of the International Regulation of Outer Space


Launched at the height of the Cold War, the Sputnik mission immediately caused concern amongst the international community about the use of outer space for military purposes.9 Suddenly, one of the greatest threats to State and global security was the potential for outer space to become the next theatre of war, operating in a largely unregulated legal environment. The target for space technological prowess at the time was as much motivated by military considerations as a wish to explore and use space for other purposes. The international community had to find a balance between the wishes of the existing two space superpowers and a sense of uncertainty and apprehension on what the future of these military-driven achievements in space may hold.

Shortly after Sputnik, the UN established a new committee to take primary responsibility for the development and codification of the fundamental rules relating to outer space, the UN Committee on the Peaceful Uses of Outer Space (UN COPUOS). An ad hoc Committee on the Peaceful Uses of Outer Space, with eighteen initial Member States, was established in 1958,10 and it subsequently became a permanent body in 1959.11 UN COPUOS is now regarded by many as the principal multilateral body involved in the development of international space law.12

One of the major questions that was put to UN COPUOS was the legal status of outer space.13 Although the Soviet Union had not sought the permission of other States to undertake the Sputnik mission, there were no significant protests asserting that it had infringed on a country’s sovereign territory as it circled the Earth. This confirmed an acknowledgement by States that this new frontier did not possess the elements of sovereignty that had already been well established under the international law principles regulating land, sea, and air space14 and that outer space was to be regarded as being similar to a res communis omnium.15 It was clear that specific international binding rules would be required to address the specific characteristics and legal categorization of outer space.

Since that time, a substantial body of law dealing with various aspects of the use and exploration of outer space has arisen. This includes and is manifested by the UN Space Treaties, UN General Assembly (UNGA) resolutions, bilateral arrangements, determinations by intergovernmental organizations, national legislation, and decisions of national courts.

The UNGA has adopted a number of space-related principles, which include the following:



1. Declaration of Legal Principles Governing the Activities of States in the Exploration and Use of Outer Space;16

2. Principles Governing the Use by States of Artificial Earth Satellites for International Direct Television Broadcasting;17

3. Principles Relating to Remote Sensing of the Earth from Outer Space;18

4. Principles Relevant to the Use of Nuclear Power Sources in Outer Space; and19

5. Declaration on International Cooperation in the Exploration and Use of Outer Space for the Benefit and in the Interest of All States, Taking into Particular Account the Needs of Developing Countries.20



These bolster the application of international law and promote international cooperation and understanding in space activities,21 the dissemination and exchange of information through transnational direct television broadcasting via satellites22 and remote satellite observations of Earth,23 and general standards regulating the safe use of nuclear power sources required for the exploration and use of outer space.24 More recent ‘guidelines’ have also been agreed upon relating to various other important issues, including the problem of space debris.25 Space debris poses a significant risk to operations in outer space as on-orbit collisions can have catastrophic repercussions and lead to further creation of debris. Related to the issue of space debris is the issue of maintaining the integrity of space assets, both in terms of adhering to measures on debris control and mitigation as well as remediation,26 but also by minimizing the possibility that a State would destroy another State’s satellite (and in the process almost certainly create additional space debris).27

The unplanned re-entry of the Chinese space station, Tiangong-1, in April 2018 is one recent example of the practical repercussions of the lack of regulation is this area.28 Moreover, the Kessler Syndrome predicts a scenario in which space debris collisions generate more debris that overtime grows exponentially and creates a cascading effect, which could eventually eliminate humanity’s capacity to utilize Earth’s orbit.29 While this level may never be reached, space debris remains a considerable threat to a nation’s operations in outer space and their national security interests.

In the context of the regulation of the exploration and use of outer space, the aforementioned five sets of principles have largely been considered as constituting ‘soft law’,30 however a number of specific provisions may now represent customary international law. Despite all of these developments, it is clear that the existing legal and regulatory regime has not kept pace with the remarkable technological and commercial progress of space activities in the twenty-first century.


2. Space Security Law



a. International Peace and Security


A number of fundamental legal principles relating to the exploration and use of outer space quickly emerged after 1957 through a combination of practice and discussion within the UNGA. The Outer Space Treaty and the subsequent four treaties that followed are security documents that strive to limit actors’ use of space for activities adverse to peace and security.31 Issues such as the ‘common interest’, ‘freedom’, and ‘non-appropriation’ principles were incorporated into the terms of the UN Space Law Treaties and, in particular, the Outer Space Treaty,32 thus codifying what many commentators believe were existing customary international law principles.33

Article II of the Outer Space Treaty encompasses the non-appropriation principle.34 In general terms, it confirms that outer space (which includes the Moon and other celestial bodies) is not subject to ownership rights and prohibits inter alia any sovereign or territorial claims to outer space. Outer space therefore is not to be regarded as ‘territorial’, a principle that was already well accepted in practice virtually from the commencement of the space race.35 This was an important proactive step designed to protect outer space from the possibility of conflict driven by territorial or colonizing ambitions. In this respect, therefore, Article II represents an important security-related principle for the conduct of space activities, which distinguishes it from territorial security-related concerns. As a result, the thrust of Article II was relatively uncontroversial at the time it was included in the Outer Space Treaty.36

The non-appropriation principle is set out immediately following an elaboration of the common interest and freedom principles set out in Article I. That provision confirms that the exploration and use of outer space is to be undertaken ‘for the benefit and in the interests of all countries’ and freely ‘by all states without discrimination of any kind, on a basis of equality and in accordance with international law’.

Through its Article III, the Outer Space Treaty affirms that activities in space are to be undertaken ‘in accordance with international law’.37 However, the fact that most existing international law at the time and even now has been largely developed for ‘terrestrial’ purposes means that it is not necessarily appropriate or directly applicable in every respect to all space activities. This also applies to the conduct of armed hostilities in and/or through space. Additionally, assessing such applicability must take into account the unique principles that space law presents.

Space capabilities do, however, play an important role in monitoring treaty verification. Specifically, remote sensing capabilities give States a unique mechanism for verification of disarmament agreements.38 Additionally, remote sensing data has been employed by both State and non-State actors to monitor other security-related issues posed, such as human rights obligations, climate change, and humanitarian and disaster relief efforts.39


b. National Security


Current international space law does not prohibit States from enacting and following their own national security regime and targets, provided that they do not impose upon international peace and security or violate their international obligations. This freedom allows nations to advance their military capabilities in outer space. By investing in military space technology, States are striving to protect their own national interest against external threats. As the definition of national security evolves, so does the role of space systems in protecting national security.40 National security issues presented to States include disarmament, protection of space assets in orbit, and the security of space technology from proliferation. Even if States are pre-emptively striving to maintain peace and security in the space domain, this will still accelerate the threat of an arms race in outer space. Ultimately, States will always have their own interests at heart when determining national strategic policy or security balances.


c. Global Security


The interconnected nature of space affairs is both a blessing and a curse. If well managed, the heavy reliance by States on their outer space capabilities for both civilian and military purposes can prove indispensable for global security. However, as States rely on their space systems, they become more vulnerable to various threats. The weaponization of outer space is a global security threat that is demonstrated by the proliferation of anti-satellite weapons, jamming, cyberthreats, kinetic-energy weapons, and laser weapons.41 As individual nations’ space capabilities continue to grow, the risk of escalating an arms race becomes more likely. The increase in individual States’ national security indirectly threatens that of global security.42 While collective security allows States to work collaboratively to combat issues that are a risk to all nations, such as working together to enforce or establish modern international frameworks with an objective of collective security, individual States may seek to improve their own technical capabilities and compete against each other.

As such, the relationship between national security and global security does not go hand in hand, and overemphasis on the former impacts negatively the latter. This can be primarily observed by the steady weaponization of the space domain and the growing arms race in outer space. This impending risk of space warfare once again calls for an international regime that regulates and mitigates this threat. Unless concrete steps are taken to arrest this trend—which will require a significant shift in political will, particularly amongst the major powers—it is likely that space will increasingly be utilized to further the military and strategic aims of specific countries, particularly as military and space technology continues to evolve and develop.43


3. Main Principles Relevant to ‘Military’ Uses of Outer Space


The conventional obligations and restrictions that were codified in the major UN Space Treaties addressed, in part, specific military and weapons-related aspects of space activities. However, they were neither entirely clear nor sufficiently comprehensive to meet all of these challenges. While the Moon and other celestial bodies were to be used ‘exclusively for peaceful purposes’,44 there was no express reference as regards to what one might refer to as ‘void outer space’. While most commentators would subsequently interpret the relevant provisions as prohibiting military space activities in outer space, this was not the practice of the military of those countries that actually had space capabilities.45

With the further technological development since that time, the situation has become increasingly more complex. Just as the major spacefaring nations have been undertaking what might be termed ‘passive’ military activities in outer space for many years, space is increasingly now being used as part of ‘active’ engagement in the conduct of armed conflict.46 Not only is information gathered from outer space—through, for example, the use of remote satellite technology and communications satellites—used to plan military engagement on Earth, but space assets now also direct military activity and represent an integral part of the military hardware of the major powers.47 Increasingly, given the importance of this space-located military infrastructure, the security of the major countries becomes more vulnerable to an ‘attack’ against their space assets. We once again find ourselves facing the possibility that outer space may itself become a theatre of warfare.

By 1961, the UNGA had recommended that international law and the UN Charter should apply to ‘outer space and celestial bodies’.48 The prohibition on the threat and use of force under Article 2(4) of the UN Charter represents a crucial element in the regulation of international relations and has been argued by some commentators as being equally applicable to the use of outer space.49 The sentiments underlying the UN Charter were strengthened further by the restrictions imposed in relation to nuclear weapons and weapons of mass destruction by Article IV of the Outer Space Treaty, although, as has been well documented, this provision in and of itself does not represent a complete restriction on the placement of weapons in outer space, nor of their use.50 From time to time, proposals have been put forward to amend Article IV in order to enhance these restrictions, but these have not been successful.51

As noted, Article IV also provides that ‘[t]he moon and other celestial bodies shall be used by all States Parties to the [Outer Space] Treaty exclusively for peaceful purposes’.52 There is a debate amongst space law commentators whether this is directed against ‘non-military’ or merely ‘non-aggressive’ activities.53 In reality it is undeniable that, in addition to the many commercial, civilian, and scientific uses, outer space has been used for an expanding array of military activities.

If one were to adopt a hard-line pragmatic view, it seems that the ‘non-military/non-aggressive’ debate relating to the peaceful purposes requirement is a redundant argument, even though it represents an extremely important issue of interpretation of the strict principles of international space law. In one sense, this accepts that the militarization of space is a given, even though many international and space lawyers are at pains to admit this. The distinction between the ‘militarization’ and ‘weaponization’ of outer space is necessary to understanding the critical issues of armed conflict in outer space. Militarization refers to the enhancement of capabilities in a conventional setting, for instance the systems of intelligence, surveillance, and communications.54 Alternatively, the physical deployment of weapons in outer space, or in a ground mode that can be used to attack and destroy targets in orbit, represents a weaponization of space.55

Article 51 UN Charter, which confirms the ‘inherent right’ to self-defence, is also applicable to the legal regulation of outer space.56 Under general international law, this right remains subject to express legal limitations, the requirements of necessity, and proportionality.57 Even where the right to self-defence is lawfully exercised, the State so acting will remain subject to the principles of international law. While this is, in theory, uncontroversial, the difficulty is to determine precisely whether (and how) these fundamental principles can be applied to the unique legal and technological context of outer space. This is particularly relevant given that the use of satellite technology already represents an integral part of the military strategy and the conduct of many armed conflicts.58 As this technology continues to develop, national and global security will likely be directed towards a greater incorporation of satellite technology in outer space as part of the course of warfare.


C. Current Challenges



1. Addressing the Risks of ‘Space Warfare’


Since the beginning of the millennium, governments around the world have embarked on policies designed to enhance their domination of the space dimension of military operations. The use of space technology has become ever more sophisticated, as illustrated by the fact that, during the Gulf War in 1990, the military value of space assets for the conduct of warfare was utilized to a significant degree.59 ‘Operation Desert Storm’ is regarded as ‘the first space war’.60 The announcement from the current Trump administration of a plan for a sixth branch of the US military ‘Space Force’ furthers the development of space technology for military uses and escalates the risk of an arms race in space.61 The US is responding to the perceived threat posed by Russia and China, along with nations such as North Korea, to its military capabilities based on its dependence on space.62 As all major powers dedicate more resources towards the militarization of space, this gives rise to resource exploitation and potential attempts by nations to ascertain means to protect themselves against their security weaknesses by denying access to space for others. The European Union has also identified outer space as ‘a key component for its European Defense and Security Policy’63 and China and Russia regard space as a vital part of their military infrastructure.

Ballistic missiles play an increasingly important role in any sophisticated national security structure, and the development of defensive systems ‘is both a result of and additional factor driving’ a global arms race.64 In this complex geopolitical context, several commentators have opined that space warfare is, in fact, inevitable and cannot be avoided.65 If these assertions turn out to reflect reality, various aspects of the laws of war may apply, in addition to international space law rules. It is not at all clear whether, and to what extent, these principles can coexist seamlessly, and what the correct legal position might be in a situation where they might conflict. What appears to be emerging is a divergence of views as to the interplay between the relevant principles that might apply to an armed conflict in space, as between the international laws of space and the existing jus in bello principles.66 The lack of clarity gives rise to a heightened sense of uncertainty and (perceived) threats to security.

An additional complicating factor is the increasing prevalence of ‘dual-use’ satellites. The concept of a dual-use facility or resource—typically a commercial facility or resource that is also utilized by the military—has become a common feature of contemporary technological society.67 This presents particular difficulties for those conducting armed conflict, since an asset that could prima facie be regarded as a legitimate military target on the basis of military objectives might also—even at the same time—be providing civilian/commercial services. It is sometimes very difficult, or indeed impossible, to ‘quarantine’ what is the civilian or commercial aspect of a functioning asset from the military component. Further, military ‘customers’ are now regularly utilizing commercial satellites to undertake military activities.68 In this regard, the language of the international law instruments relating to space has not hampered the increasing utilization of satellite technology for an expanding array of military activities.

Yet, the testing exercise of the destruction by both China and the United States of their satellites highlights the dangers posed by the advent of this technology.69 This, coupled with the ‘dual-use’ nature of satellites makes any attempt to apply the jus in bello principles to a ‘space war’ fraught with difficulty, highlighting the overly simplistic assumptions behind Article III of the Outer Space Treaty.

To continue to rely solely on existing international rules regulating warfare that were developed in a previous technological era, as important as they are, is akin to applying twentieth-century rules to twenty-first-century technology. In the absence of some additional protections, terrestrial international (humanitarian) law will most likely not be completely appropriate to adequately regulate all armed conflict-related contingencies of outer space.70 Consequently, apart from the general rules provided by the lex specialis of space law, there exists considerable uncertainty as to what rules regulate (and thus serve to deter) the use of outer space technology in the conduct of a conflict.

However, there is reluctance amongst the major powers to address this question through the use of binding treaty instruments. A voluntary soft-law approach has been preferred, utilizing transparency and confidence-building measures (TCBMs). A principal TCBM in the area of space security had been the (draft) International Code of Conduct for Outer Space Activities (CoC), which was initially developed as a European initiative but has since become broader in scope.71 Discussions in 2015 intended to facilitate agreement on this instrument failed, with the instrument now not seriously referred to in relevant fora. Another soft-law approach that the international community has endeavoured to regulate is the build-up of weapons in outer space through the Prevention of an Arms Race in Outer Space (PAROS). The PAROS treaty negotiation process was originally raised through a UN established ad hoc committee in 1981, however after pushback from the United States, the committee was dissolved in 1994.72

While there are obvious benefits in developing greater trust between the space powers in issues relating to space security, the danger is that non-binding TCBMs are, for all practical purposes considered as the ‘end game’ on this issue, so that the formalization of binding obligations may never eventuate. At its core, the draft CoC provisions, for example, are merely guidelines or recommendations that do not have the force of law,73 unless they are to be regarded as reflecting rules of customary international law, itself a very difficult assertion to substantiate in the absence of, say, a ruling by the International Court of Justice (ICJ). This approach appears inadequate to meet the complex risks associated with the continued development of space-related weapons.


2. Practical Capabilities of Spacefaring Nations


The modern space age no longer involves just the two major superpowers, but sees a new space race amongst existing and emerging powers. These emerging spacefaring nations are working towards increasing their presence in outer space through both military and scientific explorative avenues.74 Investment of military capabilities in outer space has become a recent priority for many nations around the world, with nations such as China and North Korea rapidly increasing their abilities and joining the ranks with the United States and Russia. The prospect of a global space race reflects the broader geopolitical competition amongst these powers and the changing balance of power from a bipolar system to a multipolar system. This is enhanced by nations such as North Korea building up their space capabilities in an unregulated environment.


a. United States


The US, the superpower that was once one of two spacefaring nations that participated in space exploration and outer space military development, is still ‘maintaining the military high ground’ on the world stage.75 Since the mid-twentieth century, the US has held an unparalleled command of outer space. By leading the world with its outer space capabilities, it has maintained an immeasurable national security advantage. Its approach to strategic warfare has now become heavily reliant upon space capabilities. The US monopoly over surveillance facilities, precision weaponry, information dominance and command of strategic commons are all made possible by its political and financial investment in space. The Trump Administration announcement on establishing a ‘Space Force’ purports to further contribute to safeguarding American interests in the newest war-fighting domain. The Space Force aims to protect the US through the deterrence of malicious activities, improving foundational capabilities and strengthening deterrence and war-fighting options.76

In the unclassified summary of the National Security Space Strategy released in 2011, it was recognized that space was vital to US national security. The domain is utilized by the US for anticipating emerging threats, conducting military operations, projecting power internationally and enabling global economic sustainability.77 The latest national Strategy for Space released by the Trump Administration notes that it is ‘imperative that the United States adapts its policies, doctrine, and capabilities to protect [national] interests’, while the President declared that ‘it is not enough to merely have an American presence in space, we must have American dominance in space’.78 The Space Force has the ultimate goal of accelerating the integration of space capabilities into other war-fighting forces. While the United States retains strategic and tactical dominance over its spacefaring challengers, old adversaries like Russia and rising players such as China compete for technical and strategic superiority in outer space.


b. Russia


Since the triumph of the Sputnik mission, the Soviet Union, and subsequently the Russian Federation has been one of the most powerful actors in outer space. Today, Russia has maintained its technical dominance in space, particularly in space launch technology. The US still uses a Russian rocket engine on the Atlas V, one of the nation’s major space launch systems.79 The Russian Federal Space Agency and the United Rocket and Space Corporation combined in 2015 into the Russian megacorporation known as Roscosmos.80 The end of the United States Space Shuttle schedule in 2011 resulted in Russia being the sole launching State that transports astronauts to and from the International Space Station until only very recently.81 Nonetheless, Russia has not continued to make advancements in its space capabilities the way the Soviet Union once did. Many of its technical assets have deteriorated over time and have not been reinvested in. Despite this, Russia remains a major actor in military space with decades of expertise in space operations. Like the US, Russia acknowledges that the militarization of outer space is a security threat and has reorganized its military forces to account for this progression. The Russian military doctrine approved in 2010 states that ‘the securing of supremacy on land, at sea, and in the air and outer space will become decisive factors in achieving objectives’.82 The legacy of the Soviet Union’s ASAT technology has given Russia a substantial advantage in developing kinetic physical counter-space systems. Russia’s capabilities also boast non-kinetic systems including directed-energy counter-space weapons, ground-based lasers, electronic attack, and cyber capabilities.83


c. China


One of the largest players in space technology, alongside the US and Russia, is China. China’s national space programme and private commercial space companies have set a rigorous plan for their future role in space relations. Other nations are responding to this impending threat and are collaborating on developing their commercial and military capabilities in outer space in response to China’s dominance in the field.

China’s technical capability in space mirrors its surge in global influence over the last thirty years. China launched its first satellite in 1970 and since then has become a major space power.84 The country has successfully crewed space flights, two space stations, lunar orbiters and has a programme to put Chinese ‘taikonauts’ on the Moon in the next fifteen years.85 In 2016, China set a national record of twenty-two launches and completed 2017 with eighteen launches.86 China had the second highest budget dedicated to its space industry in 2018 behind the United States.87 To improve its space capabilities and compete with the US’ progression in the space industry, China is focusing on rapid development and launch of intelligence, surveillance, and reconnaissance satellites, as well as positioning, navigation, and timing satellites.88 This will decrease its reliance on the US GPS constellation for both commercial and military applications.

In 2015, China published its first Defence White Paper on Military Strategy, which emphasized the strategic competition amongst all parties in outer space.89 Highlighting the importance of military dominance in outer space, the People’s Liberation Army has created the Strategic Support Force dedicated to space and cyberspace.90 This strategy and the practical reality it represents contrasts with the White Paper’s underlying intention to advocate for the peaceful uses of outer space, the opposition of weaponization, and the country taking an active role in encouraging international space cooperation.91 China is rapidly making advances in its anti-satellite systems and progressing with its counter-space programme.92 The first ASAT (anti-satellite) weapons test conducted by China occurred in 2005 and has had significant advancement over the last decade. Infamously, in 2007 China carried out a successful ASAT test, destroying its own redundant weather satellite, proving it can target and destroy space systems in low Earth orbit. This test contributed to the dangerous debris that the Draft CoC and the Space Debris Mitigation Guidelines93 are concerned with.


d. North Korea


While North Korea lags far behind the spacefaring leaders, its space and counter-space capabilities are progressing as a result of technological transfers from other countries and the country’s ballistic missile program.94 Despite a comparative lack of resources, it still poses a threat in the realm of non-kinetic forms of attack, such as cyber-attacks, jamming, and spoofing.95 In 2018, reports claimed that North Korea has the intention of launching an advanced reconnaissance satellite with a high-resolution scanning capability that would allow it to transmit information down to the ground for the first time.96 North Korea’s unstable and unknown military capabilities in space elicit a reaction on the international stage that contributes to the brewing international space race.

The culture of increasing each country’s space capabilities for the purpose of national security directly contributes to both the militarization and weaponization of outer space. The need for regulation of this trend is paramount to ensuring global security and thereby no future risk of an armed conflict in outer space.


D. Conclusion—Perspectives on the Way Forward


This discussion highlights that the international regulation of the military uses of outer space warrants very careful and rigorous consideration. Other technological areas that equally pose a threat to global security due to an even greater lack of regulation are the advancements in cyberspace and artificial intelligence. Similar to outer space, these evolving sectors also share the nexus between new technologies and their effect on warfare in the twenty-first century.

Unfortunately with regard to outer space, legal conversations increasingly assert that there is a growing trend that outer space will not only be used to facilitate armed conflict (as it already is), but might ultimately be a theatre of war, despite the efforts of the international community.97 The proliferation of military space assets means that, from a security standpoint, the disabling or destruction of satellites used by another country may be perceived as giving rise to very significant advantages. The issue of the military uses of outer space, and its possible weaponization, represents one of the most politicized and complex issues of our generation.98

It is incumbent on all stakeholders to find a path forward, in order to meet the challenges of the twenty-first century. The existing international regulatory framework, while important, cannot alone stand up to the strains and unknowns that military-related space technology imposes upon us. The framework that was created when humankind first went to outer space is no longer able to keep up with the scientific and military technological developments that exist in the twenty-first century. The current legal framework was born in the political climate of the Cold War, which, at the time, only had a few States with space capabilities.

The twenty-first century has not only brought about new spacefaring, but now companies and individuals have the capacity to utilize space technologies without the confines of a regulated industry. It is imperative that an appropriate and acceptable regulatory regime is established: however, the form and adherence this might take is still unclear. Over time, this regulation may manifest itself through more mandatory soft-law agreements between States. The long-term development of customary international law in relation to space-specific principles however, would create more binding obligations and decrease the current threat that space assets pose to global security. In the short term, States are taking it upon themselves to create national laws that regulate State space technologies. These are however mostly focused upon commercial development as opposed to military uses of outer space. Ultimately, in order to effectively implement laws that govern outer space, this regulation would need to be executed by States themselves to create an international standard on the regulation of outer space. Until this occurs, we must remain conscious of, and continue to hold onto, the fundamental sentiment of ‘humanity’ that underpins space law in order to avoid inconceivable scenarios.
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A. Setting the Scene: A National Security/Surveillance Psychosis in the Post 9/11 World?


The Snowden leaks regarding the existence of mass electronic surveillance programmes operated for ‘national security’ purposes by the US and other States, revealed the impressive extent of bulk-data collection in our ‘digital’ world. According to the leaked information, governmental agencies such as the US National Security Agency or Britain’s Government Communications Headquarters, allegedly monitored millions of individuals and a variety of targets in more than 60 countries.1

Programmes such as ‘Prism’ or ‘Tempora’ were, however, just the tip of the ‘National Security Iceberg’: in the post-9/11 world, we have witnessed a kind of psychosis concerning security policies. And the US is not the only democracy running a strong surveillance programme. Such programmes have also been used in, amongst others, France, Germany, and Britain, the latter having been described as ‘one of the most heavily surveilled countries in the world’.2 Governments often brag about how many terrorist attacks they were able to counter through their surveillance arsenal.

It must be emphasized from the beginning that it is perfectly legitimate and even essential for any legal regime to allow for security exceptions and considerations. Law, including human rights law, cannot regulate every single situation in detail. Both the domestic and international legal orders thus include ‘safety valves’ which allow States to evade the application of a rule in a particular case, or to mitigate its effects, in order to safeguard their own legitimate interests. Consequently, exceptions, reservations, derogations, restrictions, and other similar mechanisms are both necessary and beneficial: they encourage States to accept international obligations and thereby to contribute to the universality of international law, while tempering the excesses of law and allowing the legal system to ‘breathe’. National security is one of the most important legitimate aims used to protect the State and should be given pre-eminence. The right of any State to protect its essential security interests, especially in times of crisis, by employing otherwise unavailable means is a ‘bedrock feature of the international legal system’.3 The possibility to adopt restrictive measures in case of threats to national security (such as the fight against terrorism) is thus an essential component of the legal system and one of those ‘adjustment variables’ that allow international human rights law (IHRL) to accommodate and ascertain its social functions.

The abuse of these mechanisms, however, is also a major threat to the legal order, judicial security, and the rule of law. History has revealed that national security is a concept with significant potential for abuse. Indeed, domestic rulers and security agencies have often used ‘national security’ as a pretext to violate human rights and fundamental freedoms; to monitor political opponents; to conceal embarrassing or illegal behaviour; to bypass investigation by independent and democratic bodies; or to suppress political and social unrest. Extraordinary circumstances, such as those following a terrorist attack, may be used to obtain massive public support in order to limit the application of legal frameworks for the protection of human rights and, therefore, to enable governments to use far-reaching measures legally unavailable in normal circumstances. To convince their population to accept restrictions on human rights, States not only brag about the efficiency of surveillance measures, but also use the ‘nothing to hide’ argument. Even if the intentions of governments within democratic States are honest, the possibility that they may overreact is ever-present.4 This can undermine democratic governance and threaten the effectiveness of international human rights treaties. In France, Christian Estrosi, mayor of Nice, claimed recently that the massive deployment of facial recognition surveillance is an ‘unavoidable means’ to fight ‘all types of barbarism’.5

In a democracy, surveillance must be balanced with public liberties, and especially with privacy. In this context, privacy corresponds to the classical definition proposed by Samuel Warren and Louis Brandeis: ‘the right to be left alone’.6 Surveillance is an intrusion on the intimacy of people, which became more and more sophisticated with the technological evolutions; from protecting people’s houses from unwarranted searches, privacy today has evolved to also regulate the use of CCTV, facial and voice recognition, collection of personal data, etc. A lot of public liberties other than the right to privacy may also be affected by surveillance. Recently, in a report on facial recognition, the EU Fundamental Rights Agency stressed that ‘people may feel uncomfortable going to public places under surveillance’, affirming that if surveillance has a wide scope, it can affect people’s ‘capacity to live a dignified life’.7 Widespread surveillance can also violate people’s ability to exercise their democratic rights, such as freedom of expression and freedom to protest. The recent Chinese surveillance activities during the Hong Kong protests, where protesters were obligated to counter facial recognition surveillance using masks and other means in order to be able to exercise their political rights, is a reminder of such issues. The effect of surveillance on political rights does not happen exclusively in undemocratic States. Many privacy advocates address the ‘chilling effect on [people’s] rights to assemble and to free speech, because people may not want to exercise these rights if it means they will end up on a watchlist’.8

The Snowden revelations have raised public awareness about the potential abuses in cyber-surveillance. They have shown the limits of the ‘trust us to protect you’ argument often used by governments and have sparked a global debate about protection of privacy and the need for enhanced transparency and oversight of intelligence activities. They have also led to several policy changes and legal reforms and an improvement on the overall control and oversight of surveillance in democratic States. For example, the United States introduced the USA Freedom Act, which provided for more checks and balances in the government’s domestic surveillance activities. From this point of view the impact of the Snowden revelations cannot be neglected.

On the other hand, the intrusive government surveillance programmes around the world not only remain largely intact but are also supported by new legal frameworks. Indeed, governments worldwide have enacted new intelligence and surveillance laws providing adequate legal cover to cyber-surveillance activities. As The Guardian, which published the initial Snowden revelations, stated, ‘the principal change on the agenda is granting the intelligence agencies formal licence to continue doing what they were caught doing’.9

It is of course far beyond the scope of this chapter to examine in detail the content of each national surveillance law enacted after the 9/11 terrorist attacks and its compatibility with IHRL. We will focus instead here on the situation in Europe and, more precisely, on the case law of the European Court of Human Rights (ECtHR). This focus on the ECtHR is justified by the fact that the Court was the only one at the international level that has had the opportunity to analyse on numerous occasions relevant domestic laws and to proceed to a balancing of interests in such detail.

We will start with an overview of the case law of the ECtHR in this field (Section B); we will continue with a successive presentation of the three main criteria used by the Court to assess the compatibility of surveillance laws with the European Convention of Human Rights (ECHR) (Section C); and we will end with some thoughts on the way forward (Section D).


B. The European Court of Human Rights and Domestic Surveillance Laws: An Overview


Since its first judgment concerning surveillance laws, in the 1978 Klass v Germany10 case, the ECtHR has developed a solid case law about secret surveillance. This case law now seems to be at a crossroads.

The ECtHR’s consistent position has been that surveillance measures can be essential in the fight against terrorism. In the 2016 Szabó and Vissy v Hungary judgment, for instance, the Court emphasized that ‘it is a natural consequence of the forms taken by present-day terrorism that governments resort to cutting-edge technologies in pre-empting such attacks, including the massive monitoring of communications susceptible to containing indications of impending incidents’.11 On the other hand, it has also constantly emphasized that ‘a system of secret surveillance designed to protect national security entails a risk of undermining or even destroying democracy on the ground of defending it’.12 The big issue at stake, at the moment of drafting this chapter, is how far the ECtHR is ready to go in the direction of controlling bulk surveillance activities and how robust its scrutiny of such laws could be.

Since 2001, the Court has found that the surveillance laws of several countries (including Hungary,13 Russia,14 Romania,15 Bulgaria,16 Moldova,17 and Turkey18) did not meet ECHR requirements. In its important 2016 Szabó judgment19 the Court went even further, considering that the margin of appreciation of States in deploying massive surveillance techniques is limited by a ‘strict necessity’ test. However, two more recent judgments, rendered in 2018 in the Centrum för Rättvisa20 and Big Brother Watch21 cases, caused some doubt in this regard. In these two cases the Court seemed to abandon the ‘strict necessity’ test and endorsed the policy of bulk surveillance as a ‘valuable means’ to protect national security.

These two decisions have been challenged by the applicants and are now pending before the ECtHR Grand Chamber. The Grand Chamber held hearings in these two cases in July 2019,22 with the judgments being expected in 2020. These will be particularly important in understanding the direction of the future case law of the Court on surveillance. At the same time several other important applications are pending in the ECtHR, including that against the Austrian Police Powers Act,23 one challenging the UK Intelligence Services Act,24 and fourteen applications25 challenging the new French Intelligences Laws passed in July 2015 after the Paris terrorist attacks.26

Such surveillance laws raise several issues in relation to the rights guaranteed by the ECHR. Setting aside other rights that might be affected, like freedom of expression or the right to a fair trial, we will focus here on the right to privacy as guaranteed by Article 8 ECHR.

The ECtHR has adopted a very flexible approach on legal standing allowing a great variety of persons to challenge the different surveillance laws. The Court has held that an applicant can claim to be the victim of a violation of the Convention if they fall within the scope of the legislation permitting secret surveillance measures either because they belong to a group of persons targeted by the legislation or because the legislation directly affects everyone and they are potentially at risk of being subjected to such measures.27


C. Criteria Used to Assess the Compatibility of Surveillance Laws with the ECHR


The Court has little difficulty in finding that surveillance laws interfere with the right to privacy contained in Article 8(1). Secret surveillance of an individual can then only be justified under Article 8(2) if the following three criteria are cumulatively met:



•Surveillance must pursue one or more of the ‘legitimate aims’ to which Article 8(2) refers;

•Surveillance must be ‘necessary in a democratic society’ in order to achieve such legitimate aims—which means that a necessity and proportionality test is essential;

•Surveillance must be ‘in accordance with the law’—which means that it must be provided for by domestic law meeting certain quality requirements.



As such, it is necessary to examine how the ECtHR interprets these three criteria.


1. Legitimate Aims that Justify Secret Surveillance


This is the easiest requirement to meet for any surveillance law. Indeed, it has never happened and, as explained below, it might never happen that a surveillance law has been struck down for failure to meet this requirement.

Surveillance activities can be undertaken in pursuance of either the legitimate aims of ‘public safety’ and ‘the prevention of disorder or crime’ or for ‘national security’ reasons. Depending on the situation, surveillance can be targeted (eg, wiretapping of an accused in a drug trafficking case); or untargeted, as may be the case during the first steps of counter-terrorism operations where intelligence agencies use techniques of massive acquisition and examination of a large volume of communications to detect potential threats. While this distinction might be relevant to the two other criteria for assessing the admissibility of restrictions to Article 8, it makes no difference when it comes to the ‘legitimate aim’ criterion.

An interesting issue concerns cases where a domestic surveillance statute provides for legitimate aims other than those mentioned in Article 8(2). The 2015 French surveillance law is a good example. This law identifies in Article 2 the seven legitimate ‘aims to protect’ justifying extrajudicial surveillance:



1. National independence, territorial integrity, and national defence;

2. Major interests in foreign policy, enforcement of European and international commitments of France, and prevention of all forms of foreign interference;

3. Major economic industrial and scientific interests of France;

4. Prevention of terrorism;

5. Prevention of harm to the republican form of institutions; prevention of collective violence likely to cause serious harm to the public order; and actions against the maintenance or reconstitution of dissolved groups;

6. Prevention of organized crime;

7. Fight against the proliferation of weapons of mass destruction.



As stated above, normally, only those aims listed under Article 8(2) of the ECHR can be invoked to justify restrictions to the right to privacy. Arguably the French law goes beyond these legitimate aims by including additional categories such as ‘enforcement of European and international commitments of France’ or ‘major economic industrial and scientific interests’. For this reason, those opposing the 2015 French law have argued that it is too vague and exceeds the objective of the fight against terrorism.28

On the other hand, Article 8(2), and especially the undefined and open-ended concept of ‘national security’,29 is broad enough to authorize an extensive interpretation of the legitimate aims to protect. Indeed, the ECtHR case law confirms this, as States have almost always managed to convince the Court that they were acting in support of a proper legitimate purpose. It would thus be hard to conceive how the French law could be struck down by the Court on this basis.


2. The Battle over ‘Strict Necessity’ and Proportionality


Contrary to the previous requirement (the existence of ‘legitimate aims’), the requirement that surveillance must be ‘necessary in a democratic society’ in order to achieve such legitimate aims is absolutely central to any evaluation of the compatibility of a specific surveillance regime with Article 8 of the ECHR. What is at stake here is how the control of necessity and proportionality of the surveillance measures will be operated and what should be, in this field, the State’s margin of appreciation. As the Court stated in S and Marper, ‘the breadth of this margin varies and depends on a number of factors, including the nature of the Convention right in issue, its importance for the individual, the nature of the interference and the object pursued by the interference’.30 Hence, the ECtHR adopts a case-by-case assessment, considering the tension between two opposite interests: on the one hand, the importance of the legitimate aim served by a specific restrictive measure, and on the other hand the importance of the interference and the specific right affected by such restrictive measure.

It is crucial to understand how the Court performs this delicate act of balancing between the importance of the interference and the importance of the legitimate aim pursued. The following analysis will show why, at the time of the drafting of this chapter (December 2019), we are at a real crossroads in this respect and why the Grand Chamber’s judgments in Centrum för Rättvisa and Big Brother Watch are eagerly expected.

For years the ECtHR had given the impression of recognizing a considerable margin of appreciation in favour of States adopting surveillance measures. This seemed to change in 2016,31 due to several factors, including the more robust necessity and proportionality test proposed by some other European bodies and the impressive technological developments since the Klass and Others case. Such developments have given States cutting-edge surveillance techniques to invade citizens’ privacy and undertake mass surveillance and bulk collection of data in a scale unimaginable a few years ago.

For the Court of Justice of the European Union (CJEU), the indiscriminate and very general nature of the bulk collection and processing of personal data, even if for the purpose of protecting people against serious crimes, entails significant risks for human rights and freedoms and requires that ‘derogations and limitations in relation to the protection of personal data must apply only in so far as is strictly necessary’.32

In the 2015 Schrems decision that invalidated Safe Harbor, the CJEU clearly stated that ‘legislation permitting the public authorities to have access on a generalised basis to the content of electronic communications must be regarded as compromising the essence of the fundamental right to respect for private life, as guaranteed by Article 7 of the Charter’.33

Similarly, the ‘Article 29 Working Party’, which used to bring together the European Data Protection Authorities (and which has become, since the entry into force of the General Data Protection Regulation (GDPR), the ‘European Data Protection Board’ or EDPB), published in December 2017 its first review report on Privacy Shield where it ‘recalled its long-standing position that massive and indiscriminate surveillance of individuals can never be considered as proportionate and strictly necessary in a democratic society, as is required under the protection offered by the applicable fundamental rights’.34

In 2016, the ECtHR gave the impression of following a similar path. In Szabó it condemned Hungary for its legislation on secret anti-terrorist surveillance and noted that ‘both the Court of Justice of the European Union and the United Nations Special Rapporteur require secret surveillance measures to answer to strict necessity—an approach it considers convenient to endorse’.35

An analysis of the Szabó judgment seems to indicate that this ‘strict necessity’ and proportionality control includes several steps. The Court noted that in order for a State to adopt a specific surveillance measure, it must be shown that such a measure ‘is strictly necessary, as a general consideration, for the safeguarding of the democratic institutions and, moreover, if it is strictly necessary, as a particular consideration, for the obtaining of vital intelligence in an individual operation’.36 In the Court’s view, ‘any measure of secret surveillance which does not correspond to these criteria will be prone to abuse by the authorities with formidable technologies at their disposal’.37 If this strict necessity requirement is met, the Court should then weight the consequences of such surveillance measures, which affect ‘the most intimate aspects of citizens’ lives’ and ‘may result in particularly invasive interferences with private life’.38 This ‘threat to privacy must be subjected to very close scrutiny’39 and would also require, logically, an examination of whether less intrusive means might be used in order to achieve the same legitimate aim.40

It is against this background that two different Chambers of the Court examined, in 2018, the compatibility with Article 8 of the Swedish legislation permitting the bulk interception of electronic signals in Sweden for foreign intelligence purposes (Centrum för Rättvisa case41) and the Big Brother Watch and others42 applications, lodged by journalists, individuals, and rights organizations after the Snowden revelations about programmes of surveillance and intelligence-sharing between the USA and the United Kingdom.

In the first case, the Court found that there was no violation of Article 8. In the Big Brother Watch and others cases, the Court condemned the United Kingdom for its mass surveillance programme. This was, however, a ‘pyrrhic victory’ for the NGOs involved,43 as what the Court condemned were mainly certain techniques used by the British intelligence agency, including the fact that, in some respects, the United Kingdom did not match its monitoring system with sufficient safeguards and adequate oversight mechanisms. In reality, in both these cases the Court abandoned the ‘strict necessity’ test and recognized a very wide margin of appreciation in favour of the State adopting surveillance measures. This contrasted with both the position of the CJEU and the EDPB but also its own jurisprudence in Szabó. Far from considering that bulk surveillance cases are subjected to a ‘strict necessity’ test (the term is not even mentioned in the two Chamber judgments) and require a more robust scrutiny, the Court openly accepted the policy of mass surveillance.

Indeed, in Rättvisa, the Chamber stated that ‘the decision to operate a bulk interception regime in order to identify hitherto unknown threats to national security is one which continues to fall within States’ margin of appreciation’.44 In Big Brother Watch, the Court went even further by saying that: ‘It is clear that bulk interception is a valuable means to achieve the legitimate aims pursued, particularly given the current threat level from both global terrorism and serious crime.’45

The Chamber’s conclusion in Big Brother Watch has been challenged by the applicants before the Grand Chamber. The Grand Chamber is invited to give more robust scrutiny to the necessity and proportionality of bulk surveillance and to go back to the ‘strict necessity’ test used by other European bodies and endorsed in Szabó.

The applicants have highlighted that ‘not everything that is useful to a secret intelligence service is permissible in a democratic society. Just because the State can do something, and it is useful in combating crime or other threats, doesn’t mean that it should.’46 They recall, in this respect, that in S and Marper the UK argued that the retention of DNA samples from people who had not been charged or convicted of a criminal offence was of ‘inestimable value’ and produced ‘enormous’ benefits in the fight against crime and terrorism.47 The Grand Chamber nonetheless held that the retention of such profiles was a ‘disproportionate interference’ with those individuals’ private lives.48

It is thus important how the Grand Chamber will deal with these issues. Will the Court go back to Szabó and the ‘strict necessity’ test? Or will the Grand Chamber ignore this test, as did the Chambers in the Rättvisa case and Big Brother Watch, by recognizing a ‘wide margin of appreciation’ in favour of States introducing bulk interception regimes?


3. Thinking about the ‘Quality’ of Surveillance Laws


A third criterion for assessing the compatibility of restrictions with the requirements of Article 8(2) is that surveillance must be ‘in accordance with the law’. This means that it must have some basis in domestic law and that such law must meet certain quality requirements. The Court has explained on several occasions that such law must be ‘accessible’ to the persons concerned and ‘foreseeable as to its effects’.49 In the context of surveillance it is important to have clear, detailed rules, so as to avoid arbitrary interference. The Court has explained that the law must be sufficiently clear to give citizens an adequate indication as to the circumstances in which, and the conditions on which, public authorities are empowered to resort to any such secret measures.50

In the 2006 Weber and Saravia case (in which the applicants had challenged the 1994 German surveillance law) the Court tried to explain what ‘quality’ meant by designing six ‘minimum safeguards’ (the so-called ‘Weber and Saravia safeguards’) ‘that should be set out in statute law in order to avoid abuses of power’.51 Thus, the law must provide a minima:



•The nature of the offences which may give rise to an interception order;

•A definition of the categories of people liable to be monitored;

•A limit on the duration of the surveillance measure;

•The procedure to be followed for examining, using, and storing the data obtained;

•The precautions to be taken when communicating the data to other parties;

•The circumstances in which [the data obtained] may or must be erased.



When assessing the quality of law, the Court always analyses meticulously whether those ‘minimum safeguards’ are present.

Furthermore, in cases where the legislation permitting secret surveillance is itself contested by the applicants (such as in the Big Brother Watch), the Court considers that the lawfulness of the interference is closely related to the question whether the ‘necessity’ test has been complied with. As a consequence, the Court took the habit of examining jointly the ‘in accordance with the law’ and the ‘necessity/proportionality’ requirements. In other terms, the Court examines not only if the ‘minimum safeguards’ are set out in the domestic surveillance statute, but also if they are set out and applied in a satisfactory way in order to meet the necessity/proportionality requirements. While this makes sense and permits to avoid repetitions, the authors of this chapter consider that this practice is not necessarily the most appropriate from a methodological point of view. An examination of the Big Brother Watch judgment, for instance, shows that the mixing of the two criteria creates some confusion and that the assessment of proportionality has been sometimes neglected in favour of the ‘quality of the law’ criterion. In other terms, it seems to us that it is useful to distinguish between, on the one hand, the existence/quality of a surveillance statute law and, on the other hand, its applicability in practice and its capacity to achieve a balanced solution between the interests at stake. It might be better if the Court first assesses if the letter of the law meets the necessary accessibility/foreseeability requirements; and then proceeds to the necessity/proportionality test taking into consideration all the elements, including the application of the law in practice.

In the Big Brother Watch case, however, the applicants did not challenge the mixture between the ‘in accordance with the law’ and the ‘necessity/proportionality’ requirements. Instead, they asked the Court to ‘update’ and ‘enhance’ the ‘Weber and Saravia safeguards’ in the light of the ‘sea change’ that had occurred in the technological field since that case.52

Other courts, such as the CJEU, have considered, in judgments such as Digital Rights Ireland or Tele2/Watson, that the severity of interference with private life rendered possible by today’s technology, required extensive standards of protection. Similarly, the US Supreme Court, in its landmark 2017 Carpenter decision, extended the protections of the Fourth Amendment to ensure that the prohibition on unreasonable searches and seizures remains effective in the modern world. The ECtHR itself, in the Szabó judgment, emphasized that ‘the techniques applied in such monitoring operations have demonstrated a remarkable progress in recent years and reached a level of sophistication which is hardly conceivable for the average citizen’.53

However, in its Big Brother Watch judgment the Chamber rejected the request to ‘update’ the ‘Weber and Saravia safeguards’, saying that:

while the Court does not doubt the impact of modern technology on the intrusiveness of interception, […] it would be wrong automatically to assume that bulk interception constitutes a greater intrusion into the private life of an individual than targeted interception, which by its very nature is more likely to result in the acquisition and examination of a large volume of his or her communications.54

Of course, the Big Brother Watch judgment attempts to strike the right balance between, on the one hand, deferring to national security considerations and endorsing the policy of mass surveillance and, on the other hand, the need to effectively protect human rights, by insisting on a series of conditions and safeguards that States should meet in order to limit the risks of abuse. However, one could note here a certain paradigm shift in the case law of the Court. The endorsement of the policy of mass surveillance seems to lead the Court to ‘adjust’ the conditions and requirements of its own case law not in the direction wished by the applicants but, instead, towards a more flexible and permissive regime. This could be the case, for instance, in relation to the following matters:


a. Notification of the Surveillance Target


In previous judgments, the Court has held that:

the question of subsequent notification of surveillance measures is inextricably linked to the effectiveness of remedies and hence to the existence of effective safeguards against the abuse of monitoring powers, since there is in principle little scope for any recourse by the individual concerned unless the latter is advised of the measures taken without his or her knowledge and thus able to challenge their justification retrospectively…[hence] as soon as notification can be carried out without jeopardizing the purpose of the restriction after the termination of the surveillance measure, information should be provided to the persons concerned.55

The CJEU has also recognized the importance of this safeguard.56 Even more interestingly, the requirement of notice to the data subject (when possible and if necessary with delay so as not to hinder the effectiveness of a criminal investigation) appears as an important safeguard in the E-Evidence draft regulation (concerning access by law enforcement agents to digital evidence).57

In the Big Brother Watch judgment, though, the Court says that the very idea of ​​notification is logically incompatible with a mass surveillance system (which, by definition, is not targeted) and must therefore be discarded.58 This appears a little bit like a short-cut and seems to fail to distinguish between the moment of the initial bulk interception of data and the subsequent storage, processing, and use of information.


b. Objective Evidence of Reasonable Suspicion in Relation to the Persons about Whom Data is Sought


According to the Court, the domestic law must define the categories of people liable to be monitored. This condition is linked to the necessity criterion: a secret surveillance measure must be limited, and the definition of the categories of people liable to be monitored is supposed to prevent States from monitoring all its population.

Indeed, to monitor an individual, law enforcement and intelligence agencies shall normally demonstrate that there is a reasonable suspicion on this individual, or on a category of people that this individual is part of. In order to do so, ‘it is essential to have clear, detailed rules on the subject, especially as the technology available for use is continually becoming more sophisticated’.59 For instance, as regards wiretapping, the Court found that the convention was violated because the domestic law did ‘not elaborate on the degree of reasonableness of the suspicion against a person for the purpose of authorising an interception’.60 In 2015, in Zakharov, the Grand Chamber held that the authorization procedure:

must be capable of verifying the existence of a reasonable suspicion against the person concerned, in particular, whether there are factual indications for suspecting that person of planning, committing or having committed criminal acts or other acts that may give rise to secret surveillance measures, such as, for example, acts endangering national security.61

Similarly, in Szabó it noted the requirement of ‘a sufficient factual basis for the application of secret intelligence gathering measures […] on the basis of an individual suspicion regarding the target person’ as critical for ‘the authorising authority to perform an appropriate proportionality test’.62 The Court sanctioned the Hungarian surveillance regime, because the lack of definition of the categories of people liable to be monitored meant that the surveillance ‘might include […] any person and be interpreted as paving the way for the unlimited surveillance of a large number of citizens’.63

In the Big Brother Watch judgment, though, the Court held that ‘bulk interception is by definition untargeted, and to require “reasonable suspicion” would render the operation of such a scheme impossible’.64 This duplicates the argument previously mentioned concerning notice to the subject of surveillance and indicates, once again, that we have, henceforth, at the ECtHR two separate legal regimes: a ‘classic’ one, for targeted surveillance, where the ‘Weber and Saravia minimum safeguards’ plainly apply; and a second one, designed for mass surveillance, where the previous case law on these criteria should be interpreted in a ‘flexible’, ‘logical’ and ‘realistic’ way. Of course, nobody could challenge the Chamber’s idea that the requirement of ‘reasonable suspicion’ makes little sense prima facie in relation with bulk surveillance. However, once again, the argument has been criticized as failing to make the distinction between two different stages in the surveillance operation: the stage of the initial interception of data (when, logically, there can be no ‘reasonable suspicion’ requirement); and the stage of subsequent processing and examination of intercept material where, according to the applicants, selectors could be applied so that masses of irrelevant data of no legitimate interest should be deleted and the existence of ‘reasonable suspicion’ could sometimes be relevant in the processing of data.65


c. No ex-ante Authorization by an Independent Authority for Mass Surveillance Measures?


The issue of ex-ante authorization is another example of the ‘more flexible’ minimum safeguards recognized by the Big Brother Watch Chamber in relation to bulk surveillance.

In previous judgments (eg, Zakharov66 or Szabó67) the Court held that authorization to conduct surveillance should be given (except in exceptional cases) either by a judge (preferable option) or an administrative authority independent from the executive. This is a procedural requirement intending to avoid abuses and has proved useful in the structuring of intelligence laws in Europe. Moreover, the Court monitors not only the respect of this procedural condition but also whether it is effective: in the case of Zakharov, it condemned Russia because, while ex-ante judicial review was provided by law, the Court considered that this control did not function effectively and therefore did not prevent the risk of abuse.68

It is interesting to note that the procedural requirement of judicial authorization also lies at the heart of both the EU E-Evidence draft regulation (mentioned above), which insists heavily on the requirement that an order for production of transactional and content data ‘may be issued only by a judge, a court or an investigating judge competent in the case concerned’69, and the negotiation mandate given to the European Commission by the EU Council to negotiate an EU/US Agreement on access to digital evidence, which requires the issuance of such orders by ‘judicial authorities’.70

In Big Brother Watch, however, the Court neglects this procedural requirement. It states that while in the United Kingdom the authorization to carry out mass surveillance was given neither by a judge nor by an independent administrative authority, there is no problem because some elements show that there is no abuse by the executive.71

As one of the authors of this chapter has previously observed:

For the Court, then, substance prevails over form. But we might lose in terms of legal certainty and predictability: it is one thing to lay down a clear procedural condition that States should respect—and then check of course whether it works effectively as in the Zakharov case; and it is another to remove this procedural requirement by saying that ‘what is relevant is whether or not there was abuse’. How will the Court evaluate this and according to what criteria? Is there not a risk of a two-speed control? On the one hand there are Eastern European countries (Hungary, Russia, Romania, Croatia, Bulgaria, Moldova, Turkey etc.), whose surveillance laws the Court has found to be in violation of the Convention; and on the other, there are Western countries (Sweden, United Kingdom, possibly France in the future) who could benefit from a more ‘flexible’ evaluation because their democratic systems as such would be a pledge against abuse?72


d. Dealing with Intelligence-Sharing


Big Brother Watch was the first time that the Court has been asked to consider whether an intelligence-sharing regime has complied with the Convention, namely by evaluating the exchange practices between the GCHQ and the National Security Agency (NSA). The Court eventually considered that these practices did not violate the Convention and that the interference with human rights ‘was kept to that which was “necessary in a democratic society”’.73 However, we should notice that the Court is almost exclusively concerned with the question of whether the sharing of information was ‘in accordance with the law’ of the United Kingdom—and devotes only two very brief paragraphs (paras 445–6) to the crucial question of proportionality. This part of the judgment could have been more analytical and the Court could have discussed further the issue of how the intelligence-sharing took place in practice, what were the risks, the issue of prior authorization by an independent authority and that of the effectiveness of controls, safeguards, and remedies.


D. The Way Forward: From Big Brother Watch 2 to New High-tech Cases?


This chapter revealed how much the ECtHR struggles with mass surveillance—and how the Court is trying to adapt itself to this evolving issue. The year 2020 will be important in assessing the Court’s future direction on these issues. The Chambers’ decisions in both Big Brother Watch and Rättvisa have been challenged in front of the Grand Chamber. The judgments of the Grand Chamber in these two cases will be particularly important and will answer many of the questions discussed in this chapter. Moreover, other important judgments are expected, including those concerning the fourteen applications filed against the new French surveillance laws.74

Beyond these cases challenging existing surveillance laws, one could expect that a new generation of cases will progressively arrive at the Court, concerning the use of even more sophisticated technologies for surveillance purposes. While the ‘traditional’ surveillance cases mainly concerned the interception and analysis of communications and metadata (using increasingly cutting-edge technologies), this new generation of cases might concern the use, by States, of facial recognition technologies (FRTs) in order to monitor their own population and detect/arrest more easily terrorists and other criminals. The use of FRTs and biometric data, which are particularly sensitive data, raises extremely important new questions concerning the risks for human rights, including the right to privacy, freedom of association, freedom of expression, prohibition of discrimination and other protections. The French Data Protection Authority (CNIL) tried to raise public awareness on these issues in a recent opinion75 where it highlights the risks stemming from FRTs: the monitoring could occur without the knowledge of the individual; the paradigm of surveillance could shift from targeted surveillance to mass surveillance for the purpose of identifying specific individuals; there are risks of technological biases and failures leading to errors and discrimination and risks of interference with the right to a private life, the right to protest, the freedom of expression and so on. The European Union Agency for Fundamental Rights (FRA) also raised several concerns including in relation to the right to human dignity,76 the lack of accuracy of current FRTs,77 the risk of discriminations,78 and the existence of effective remedies.79

These risks are not just theoretical as shown by the deployment of FRTs for surveillance purposes in some States. China is currently using mass facial recognition surveillance on its own population. Besides the monitoring of the Hong Kong protests,80 facial recognition is also used in the context of daily surveillance, for instance to arrest criminals,81 to monitor the use of communication devices82 or in public transportation.83 The use of facial recognition to identify and profile the Uighurs, a Muslim minority, has also raised serious concerns.84

In Europe, the use of FRTs for surveillance purposes is much more moderate: States are experimenting and beginning to enable their law enforcement agencies to use such technologies at selected events or strategic places (such as train stations).85 There are no pending cases about FRTs at the ECtHR, but some domestic cases are beginning to appear in Europe.

The most emblematic facial recognition case has been examined by the High Court of England and Wales, where police have ‘been the most active in experimenting with live facial recognition technologies’.86 In this case, the South Wales Police used an automated facial recognition device to monitor two events occurring in Cardiff in December 2017 and March 2018. Edward Bridges, a civil liberties campaigner, brought a claim in front of the High Court arguing that he had been submitted without permission to this surveillance on at least two occasions and that this interference into his private life was unlawful.87 The device used by the police collected facial images of people, and then compared these images to a watchlist.88 Once the comparison was done, if there was no match with the watchlist, the facial image was immediately deleted from the automated facial recognition system.89 The High Court applied the ECtHR criteria and concluded that, while there was an interference into the right to a private life, this interference was ‘in accordance with the law’, and was necessary and proportionate to the legitimate aim of national security.90 The Court found in particular that ‘the fact that a technology is new does not mean it is outside the scope of existing regulation, or that it is always necessary to create a bespoke legal framework for it’.91 Edward Bridges appealed this ruling,92 claiming that the use of FRTs in this case constituted ‘disproportionate government surveillance’.93

This case, or other similar cases, might one day arrive in Strasbourg and it will be interesting to see how the ECtHR will deal with these new technological developments. The European Data Protection Supervisor (EDPS) recently suggested that any assessment on the use of FRTs for surveillance purposes should start with a preliminary question: ‘whether—if ever—facial recognition technology can be permitted in a democratic society. If the answer is yes, only then do we turn questions of how and safeguards and accountability to be put in place.’94 In the United States some cities like San Francisco, Oakland, Somerville, and Berkeley have banned the use of FRTs for surveillance purposes by the police95 and Portland is discussing an even more far-reaching measure.96 In Europe, the case law of the ECtHR (and the CJEU, as far as the EU Member States are concerned) could be a very useful starting point in order to assess the compatibility of particularly intrusive new surveillance technologies, such as FRTs, with human rights. The case law of the two courts will unavoidably need to be adjusted to the challenges posed by such new surveillance technologies.


Note
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Chapter 39


Peace Diplomacy and Conflict Prevention

Kimberley N Trapp and Priya Urs



A. Introduction


Boutros Boutros-Ghali’s ‘Agenda for Peace’1 was the first comprehensive UN engagement with conflict prevention and peace following the end of the Cold War, and continues to serve as an important starting point for discussion. The UN Secretary-General divided his agenda into preventive diplomacy, peacemaking and peacekeeping. But given the interconnectedness of global challenges, and the changing face of threats to international peace and security and armed conflict, a comprehensive approach calls for blurring the lines between these temporally defined elements of the architecture of peace. In particular disputes, the toolkit deployed in respect of one aspect of maintaining or securing peace may well be relevant or even critical in respect of another. Flexibility and responsiveness to the particular context is essential. While it remains true that international efforts towards peace and security operate on the sequential conflict cycle paradigm suggested by the Secretary-General, stakeholders increasingly seek to ‘bridge the divides that…beset this discussion, between security and development, between crisis response and capacity building’ in order to ‘encompass our new conception of violence in a variety of environments’.2

This contribution approaches this vast subject area in keeping with its title—prevention (Section B.1) and peace (Section B.2) as the headlines, with diplomacy as a strategy interwoven throughout. That prevention and peace are addressed in different sections, however, should not be understood as suggesting that they are separate, or separable, endeavours. Indeed, the opposite is true—conflict prevention and post-conflict peacebuilding are two sides of the same coin. Section C outlines new developments and challenges, mapping onto the structure of Section B—but without endorsing a linear conflict cycle approach to the maintenance of international peace and security.


B. Legal Framework



1. Conflict Prevention


In his ‘Agenda for Peace’, Boutros Boutros-Ghali defines ‘conflict prevention’ as ‘action to prevent disputes from arising between parties, to prevent existing disputes from escalating into conflicts and to limit the spread of the latter when they occur’.3 This definition—still relevant today—highlights the twin dimensions of conflict prevention: systemic conflict prevention and conflict management.


a. Systemic Conflict Prevention


In terms of systemic conflict prevention, the ‘Agenda for Peace’ definition draws on both a structural approach and a particularized or operational approach. First, systemic conflict prevention should seek to develop the conditions for peaceful coexistence from a structural perspective.4 These depend on the context and nature of the parties to a dispute (particularly, whether the dispute is between States or between States and non-State actors). For inter-State disputes, the legal standards and frameworks for the peaceful settlement of disputes (including the UN Charter obligation of peaceful settlement,5 the potential role of the UN Security Council (UNSC),6 the availability of the International Court of Justice (ICJ),7 and the Secretary-General’s good offices8), and the disarmament and arms control regimes9 are of obvious relevance.

In respect of intra-State and trans-national disputes, systemic prevention focuses on addressing the underlying causes of grievance or the ‘deep drivers of conflict in underlying economic, social, or political conditions, and the patterns and precipitants of escalation that can convert grievances into violent encounters’.10 This dimension of conflict prevention includes promoting respect for human rights, the right to self-determination, the rule of law and good governance; State-building (eg, creating State capacity which adequately provides for human security and development); and fair and equitable resource management and sustainable development strategies.11 These efforts are multifaceted and spread across a number of international, regional, and local organizations, often without coordination or a coherent and systemic prevention strategy. One response to this fragmented approach has been the International Dialogue on Peacebuilding and Statebuilding, working on implementing the ‘New Deal for Engagement in Fragile States’ which seeks to ‘develop and support one national vision and one plan to transition out of fragility’.12 While the UN has long emphasized that principal responsibility for systemic conflict prevention lies with territorial States,13 it also acknowledges the important role it has to play in capacity-building. And there have been some important UN efforts to tackle the fragmented approach to its mandate for conflict prevention.14 Nevertheless, as discussed in Section C.1.a, there is a prevailing focus on crisis intervention over systemic prevention, with recent reports calling for the development of more coherent, coordinated, and effective systemic conflict prevention.15

Of increasing relevance are efforts to address transnational criminal organizations.16 These tend to apply a criminal law enforcement paradigm, but also include obligations of States to prevent the conduct they address, and consequently form part of the conflict prevention narrative.17 Finally, there is increasing recognition of an environmental and climate change dimension to conflict prevention, but still relatively limited engagement between the two processes.18 Some developments in this respect are discussed in Section C.1.a.

The second feature of systemic conflict prevention involves operational prevention efforts focused on a particularized risk of violence—seeking to prevent the outbreak of violence where efforts to address underlying causes have been unsuccessful. Early warning mechanisms (identifying disputes with potential to erupt into violence) have proliferated—some are UN processes focused on particular kinds of violence (such as atrocity crimes),19 regions or States,20 and others are undertaken within regional organizations.21 In addition, there are UN human rights treaty monitoring mechanisms22 and international commissions of inquiry (with mandates from the UN General Assembly (UNGA), UNSC, the Human Rights Council, the Secretary-General and the High Commissioner for Human Rights)23—all of which add layers of information and analysis on potential conflict situations. It has long been said, however, that the conflict prevention challenge ‘is less one of early warning than of early action’.24 With the sources of early warning information ubiquitous, the challenge lies in developing better capacity to use this vast body of information effectively, and for there to be early and concerted action by prevention actors to address identified conflict triggers.25 Where early warning information and analysis is appropriately channelled, it can provide a basis for the UN’s deployment of good offices (eg, Special Envoys), mediation, and peace and development advisers.26


b. Conflict Management


Once a dispute erupts into violence, conflict management and efforts to restore peace (discussed in Section B.2) become the more immediately applicable frameworks—though systemic and structural elements should continue to inform the international community’s engagement. Conflict management seeks to prevent ongoing conflicts from escalating or spreading by denying ‘belligerents the ability to resupply arms, ammunition, and hard currency, combined with humanitarian operations that provide relief for innocent victims’.27 There are a number of standards and legal frameworks relevant to managing and decreasing the severity of conflicts, or protecting civilian victims during military operations. As with systemic conflict prevention, the relevance of a particular standard or framework depends in part on the context and nature of the parties to the conflict.

The newest of these legal frameworks, framed principally in counter-terrorism terms but equally aimed at preventing the escalation of armed conflicts, takes the form of the UNSC Foreign Terrorist Fighters (FTF) regime.28 Acting under Chapter VII, the UNSC required States to prevent and criminalize ‘travel or attempt[ed] travel to a State other than their States of residence or nationality’ for terrorist purposes.29 The UNSC, however, defines FTF not only by reference to terrorism, but also participation in armed conflicts.30 Applied to ‘fighters’ tout court, as participants in foreign armed conflicts, this regime is potentially an important conflict management tool insofar as it prevents the influx of foreign fighters who may intensify ongoing conflict. But it is not without its challenges—particularly its conflation of counter-terrorism and armed conflict management paradigms, as discussed in Section C.1.a.

A significantly older regime, with potential to limit the escalation of armed conflicts and protect civilians from military operations, is Common Article 1 (CA1) to the Geneva Conventions (1949) and Additional Protocol I (1977).31 Under CA1, States Parties ‘undertake to respect and to ensure respect for’ the Conventions. The second part of this provision is understood to extend to third States intervening in non-international armed conflicts, however the scope of their obligations remains obscure. The ICJ in Nicaragua defined this obligation narrowly, suggesting that it prohibits States Parties from ‘encouraging’ breaches of international humanitarian law (IHL) through their support,32 but the law has developed since 1986. On one view, CA1 requires States Parties to ensure respect for IHL by the parties to an armed conflict, wherever and between whomever.33 A more restrictive (and arguably more realistic) interpretation requires States actively supporting one or more of the belligerents in an armed conflict (financially, materially, or technically) to use the influence resulting from their support to encourage them to respect IHL, or to cease providing such support where there is a risk that the recipients will use it to breach IHL.34 This shift from the Nicaragua ‘encouragement’ standard is also reflected in the 2013 Arms Trade Treaty (ATT), which imposes on States Parties exporting arms an obligation to assess inter alia their potential to undermine peace and security and their use in the commission of serious violations of IHL. States Parties must undertake measures to mitigate these risks, and, where the risk is ‘overriding’, are obliged not to export.35 Widespread compliance with the CA1 and ATT obligations would evidently be an important contributor to conflict management, particularly insofar as civilian protection is concerned. The potential of this framework in the conflict management toolkit is discussed further in Section C.1.b.

Following the end of the Cold War and the UNSC’s re-engagement with its primary responsibility to maintain and restore international peace and security, the UNSC has principally engaged in conflict management (as distinguished from prevention) activities.36 Measures in this regard have taken a number of forms, including the imposition of arms embargoes37 or financial sanctions38 to encourage relevant actors to negotiate and to discourage them from activities which further threaten peace or endanger civilians.39 These measures have not gone unchallenged; concerns include the unintended consequences of UNSC measures (eg, in the case of the territorial arms embargo applicable to Bosnia in its conflict with Serbia) and the human rights implications of sanctions regimes. The UNSC has also adopted Article 42 UN Charter enforcement measures in response to conflict, including authorizing force with a view to restoring a State’s sovereignty (eg, following Iraq’s invasion of Kuwait)40 and uses of military force aimed at the protection of civilians as an instantiation of the responsibility to protect doctrine (eg, in the case of the Libyan intervention).41 With the changing nature of armed conflicts, peacekeeping missions—requiring offensive capabilities—are also increasingly deployed where there is no peace to keep, and so the debate about whether Chapter VII enforcement measures are appropriate in respect of conflict prevention (including conflict management) continues in a new context.42 Finally, the UNSC has relied on the logic of deterrence through the creation of international criminal tribunals, most notably in respect of the conflicts in the former Yugoslavia and in Rwanda.43


2. Peace


In many senses, peace processes aimed at resolving violent conflicts are preventive, as they seek to prevent the re-emergence of conflict. Various frameworks address different features of this enterprise: disarmament, demobilization, and reintegration;44 peacekeeping missions (with a view to monitoring ceasefires, disarmament, and disengagement);45 and peacebuilding strategies, which include the markers for systemic conflict prevention.46 Peace is also, of course, its own endeavour—through negotiated settlement of conflict.

In respect of negotiated settlement, the approach must be comprehensive,47 requiring that mediation and facilitation efforts move ‘beyond securing a ceasefire and [focus] on achieving comprehensive settlements, which deal with a broad range of issues such as, inter alia, power-sharing, wealth-sharing, constitutions, justice, human rights and security issues’.48 In this sense, and to the extent that a jus post bellum or lex pacificatoria is emerging,49 the legal standards which may apply are substantive, and mirror, in the post-conflict context, those which inform systemic conflict prevention.50

The practice in respect of negotiated peace agreements is vast,51 and there are success stories. Nevertheless, many peace negotiations continue to operate on the basis of a narrow focus on immediate results, too often excluding relevant stakeholders and failing to properly address the underlying issues which contributed to the conflict. Injecting international criminal justice elements into peace negotiation, as discussed in Section C.2, raises particular challenges. The traditional divide between peacemaking and peacebuilding, operating on the basis of a linear, temporally defined conflict cycle paradigm, continues to inform efforts to secure an agreed peace.52

Peacekeeping operations were defined in ‘Agenda for Peace’ as ‘the deployment of a UN presence in the field, hitherto with the consent of all the parties concerned, normally involving UN military and/or police personnel and frequently civilians as well’.53 Modern peacekeeping missions, however, often have mandates going beyond keeping an agreed or existing peace, and can operate in conflict situations, including asymmetric conflicts where the threat to the mission (and the peace) emanates from non-State actors who are not actively participating in any political settlement of the conflict.54 As a result, the line between traditional peacekeeping and military counter-terrorism missions or Chapter VII enforcement measures is blurred. This potentially endangers the necessary impartiality of peacekeeping operations.55 On the other hand, the High-level Independent Panel on Peace Operations calls for a more nuanced approach to ‘peace-operations’, eschewing the traditional approach to peacekeeping with a view to ‘deliver[ing] more flexibly tailored “right fit” and not “template” missions’ which respond to the particular context of a conflict.56

In respect of peacebuilding, there has been increasing focus on the necessity for sustained engagement in post-conflict States, in keeping with the markers of systemic conflict prevention.57 Peacebuilding is strongly preventive—nurturing peace and structurally addressing conflict triggers, to avoid relapse. In 2005, the UN created the Peace Commission58 with a broad mandate, including a focus on ‘reconstruction and institution-building efforts necessary for recovery from conflict’ in post-conflict States.59 While sustained engagement by the UN in peacebuilding has long been identified as urgently in need of energy and resources,60 moving from a culture of reaction to a culture of prevention, the High-level Independent Panel on Peace Operations reports that such a ‘culture has yet to materialize…[e]xpectations raised at the time of the creation of the Peacebuilding Commission that its focus would encompass prevention have not been met’.61 The challenges to sustained and coordinated peacebuilding activities are well known, including resourcing and a lack of political will in respect of prevention over ‘cure’ (defined narrowly as intervention after a crisis has emerged).62 This is not to understate what has been accomplished, institutionally through the creation of the Peace Commission, and politically in calling attention to the imperative for a change of perspective. But the ‘momentum that carried the process forward up to and including December 2005 was not sustained’.63


C. Developments and Challenges


Faced with constantly evolving threats to international peace and security, and in the absence of a comprehensive or coherent system of conflict prevention,64 international responses to the emergence of conflict are often ad hoc, and legal developments are, as a result, fragmented. Since the Agenda for Peace, systemic conflict prevention has gained traction, with greater attention being paid to the underlying structural causes of conflict. In practice, however, conflict management has remained the key focus of conflict prevention, owing in part to the absence of political will before the emergence of a conflict. As noted above, the armoury of conflict management includes, but is not limited to, measures aimed at coercion, such as the imposition of sanctions, the use of force, and peacekeeping missions. These are discussed in other chapters of Part III of this Handbook. In addition to systemic approaches to prevent the outbreak of conflict, and conflict management tools, the systemic conflict prevention toolkit is equally if not more important in post-conflict situations—to prevent the resurgence of conflict. Expanding peacebuilding mandates, facilitating the disarmament, demobilization and reintegration of combatants, and the lasting resolution of conflicts through participatory peace negotiations all work towards securing enduring peace. The following sections elaborate on some of the recent developments and challenges in respect of conflict prevention and peace processes in achieving these aims.


1. Conflict Prevention



a. Systemic Conflict Prevention


In Chapter 44 of this Handbook, Simon Chesterman discusses the responsibility to protect, noting the inclusion in the 2001 ICISS Report of a section addressing the less discussed ‘responsibility to prevent’.65 The emphasis of the latter is on systemic conflict prevention measures that precede conflict management, reaffirming the commitment in Article 55 UN Charter to ‘the creation of conditions of stability and well-being which are necessary for the peaceful and friendly relations among nations’. The underlying causes identified by the ICISS encompass the broad range of political, economic, and legal considerations discussed in Section A.1.a.66 It, too, recognizes the primary responsibility of States to alleviate the root causes of conflict, with UN and other international support.

The international responsibility to prevent through early assistance is particularly important in preventing conflicts in fragile States, and costs far less than intervention during conflict.67 As the Commission observed, however, States’ resources earmarked for prevention ‘remain dwarfed by the resources devoted…to preparation for war, to warfighting, to coercive intervention, to humanitarian assistance, to the victims of conflict and catastrophe, to post-intervention reconstruction, and to peacekeeping’.68 A lack of political will to carry out the responsibility to prevent,69 combined with the inability to quickly adapt to evolving threats, has limited the effectiveness of the responsibility to prevent framework, and remains a key challenge in respect of the future of the UN architecture. Political will is the answer, but short-termism and populist isolationism remain a feature of the modern political landscape—neither of which lends itself to properly resourcing long-term prevention.

A different ‘resource’ concern is the conflict potential that accompanies the scarcity and management of natural resources, a topic that has been on the agenda of the UNSC in recent years. The strategic use of natural resources as a means of warfare is not new. Water, oil, and extractive industries have been at the heart of several conflicts, with non-State armed groups seeking control of specific industries to finance and fuel conflict.70 On a global scale, the environmental impacts of climate change are also being felt by farming, fishing, and other local communities, and the Intergovernmental Panel on Climate Change is working to identify the impacts of desertification, degradation of land, and food insecurity.71 In this context, the equitable distribution of resources is as much a challenge as availability.

While engagement between peace and climate change processes remains relatively light, there are some important developments in this regard. The Food and Agriculture Organization (FAO) and the World Food Programme (WFP) play an important role in drawing the link between the availability of resources and conflict. Their 2019 Report ‘Monitoring Food Security in Countries with Conflict Situations’ attempts to quantify the impact of ongoing conflicts on food security. In the Democratic Republic of the Congo, for example, they found that 13.1 million people required urgent food, nutrition, and livelihood in 2017–18 alone.72 Ongoing conflict is a key causal factor, resulting in mass displacement, the disruption of farming activities, and limited access to food.73 Recognizing food shortage as a further contributing factor to the conflict and an impediment to its resolution remains a challenge. Ultimately, giving effect to the responsibility to prevent requires an awareness not only of the impact of environmental factors on communities, but also the effectiveness of the institutions they depend on for assistance.74


b. Conflict Management


Non-international armed conflicts pose a particular challenge in terms of both systemic conflict prevention and conflict management strategies. Within the limits of Article 2(7) UN Charter, systemic conflict prevention measures, if any, are undertaken by or with the consent of the territorial State. At the early stages of conflict, a State may be unwilling to accept international assistance, perhaps wary of full-scale intervention or the legitimization of non-State armed groups.75 This is often true of secessionist conflicts, and the absence of international involvement may fuel the conflict rather than resolve it.76

Once the threshold for a non-international armed conflict has been satisfied, conflict management becomes the immediately relevant framework. The limited scope of IHL in non-international armed conflicts is itself a challenge in this regard.77 Nevertheless, IHL provides a framework which protects civilians from the dangers of military operations and prohibits the worst excesses of war. This is, of course, conditioned on compliance. The challenge for conflict management strategies lies in incentivizing belligerents to comply, and these efforts are potentially undermined by the applicability of terrorism suppression regimes. In particular, the criminalization of acts of terrorism pursuant to the Terrorism Suppression Conventions (TSCs) limits the role of IHL as a regime for conflict management. Terrorism is widely recognized as ‘one of the most serious threats to international peace and security’, evidenced by the monitoring and enforcement role of the UNSC.78 However, where States Parties to the TSCs criminalize conduct that is either already addressed in IHL, or where IHL does not otherwise prohibit such conduct, the label of terrorism, combined with the absence of combatant privilege for members of non-State armed groups, leaves little incentive for compliance with IHL.79 The Syrian government’s incorporation of harsher penalties for terrorist offences is a case in point.80 When addressing this regime interaction, incentivizing non-State armed groups to comply with IHL by excluding the application of anti-terrorism legislation could be an important conflict management tool. Indeed, a number of the TSCs do precisely that.81 The FTF phenomenon that characterized the conflict in Syria and Iraq, discussed in Section A.1.b, is a recent manifestation of this problem. Security Council Resolution 2178 (2014)82 conflates terrorism and armed conflict, ignoring the conceptual differences between the applicable legal regimes,83 with the potential to undermine IHL as the governing paradigm for conflict management.

A further recurring challenge for conflict management is the indirect involvement of third States through the provision of funding, weapons, technical, and other support to one or more parties to the conflict. While CA1 of the Geneva Conventions and the ATT contribute to conflict management by imposing obligations on third States to cease supporting belligerents who are endangering civilians, the precise contours of the ‘respect and ensure respect’ obligation in CA1 remain contested,84 and State support to belligerents known to be committing serious IHL breaches continues. State responsibility, in light of the erga omnes nature of the CA1 obligation, might usefully be deployed in this respect. Domestic processes may also be relevant in reviewing the compliance of States with their CA1 and ATT obligations and in holding governments to account for their role in exacerbating foreign armed conflicts.85

A related challenge to effective conflict management is non-compliance with other arms control obligations, including those imposed by the UNSC. Security Council Resolution 1970, adopted unanimously under Chapter VII UN Charter in relation to the conflict in Libya, illustrates the extent of States’ non-compliance. The arms embargo imposed by the UNSC therein required States Parties to ‘take the necessary measures to prevent the direct or indirect supply, sale or transfer’ of weapons to and from Libya.86 The 2017 Final Report of the Panel of Experts on Libya documents a wide range of violations of the arms embargo since 2011, including airstrikes, the provision of arms, military training and technical assistance.87 Where non-compliance with UNSC-imposed arms embargos is the result of P-5 intervention in an armed conflict, the Chapter VII apparatus will not be available to address non-compliance.

In the absence of UNSC Article 41 or Article 42 measures, an important contribution to conflict management has been the ‘third wave’ of fact-finding as a means of documenting serious human rights violations during or after a conflict.88 Historically, the fact-finding mandates of commissions of inquiry were characterized as a means of peaceful dispute settlement, but as noted in Section A.1.a, they may also contribute to conflict prevention by feeding into early warning mechanisms. Increasingly, fact-finding also feeds into accountability mechanisms, potentially encouraging parties to an ongoing conflict to halt IHL and human rights violations.89 A huge step in this direction has been the use of new technologies, in particular social media.90 In the long term, a fact-finding mission may even catalyse institutional change and provide the basis for ‘renewed focus on structures to prevent the recurrence of atrocities’.91 The ability of commissions of inquiry to meet these objectives, however, continues to be hampered by insufficient resources, one-sided mandates, and absence of political will. The Independent International Commission of Inquiry on Syria is only the most recent example, suffering the resignation of Carla Del Ponte, who cited a lack of political will within the UNSC to pursue accountability.92

There is an increasing tendency to perceive fact-finding as a precursor to individual criminal responsibility, and to define fact-finding mandates accordingly.93 The mandate of the International Commission of Inquiry on Darfur serves as a good illustration.94 Indeed, it was upon the Commission’s recommendation that the UNSC referred the situation in Darfur to the International Criminal Court (ICC).95 This focus on after-the-fact accountability has received mixed reviews. While some contend that it sidelines the prevention function of fact-finding,96 others recognize that fact-finding may serve a signalling function to those responsible for the violations while also improving early warning systems in furtherance of the international responsibility to protect.97 While acknowledging their contribution to criminal investigations, effectively pursuing the prevention function of fact-finding requires that mandates are not restricted to the requirements of international criminal law.98 Ensuring that they feed into early warning with a view to prevention, however, is only half the challenge—early warning information and analysis still needs to be put to effective preventive use.


2. Peace


The tension between conflict prevention and accountability is not limited to fact-finding. The competing pulls of peace and justice are discussed extensively post-conflict, particularly in the context of the UNSC’s establishment of the ad hoc tribunals as a means of restoring international peace and security in the former Yugoslavia and in Rwanda. The 2019 peace agreement between the government of the Central African Republic and fourteen armed groups is a current example.99 The negotiation of the agreement took place parallel to the establishment of the Cour Pénale Spéciale, which held its inaugural session on 22 October 2018,100 and also witnessed the transfer of two anti-Balaka leaders to the ICC at the end of that year.101 On the one hand, pursuing international criminal justice ‘may simply result in prolonging a war of civilian atrocities’,102 defeating the prevention function that international criminal justice claims to perform.103 Viewed in the long term, however, accommodating individual criminal responsibility into efforts aimed at preventing the recurrence of conflict may not only promote post-conflict peacebuilding but also gradually erode the culture of impunity that permitted the commission of the violations in the first place.104 Ensuring that international criminal justice aims feed into post-conflict peacebuilding in a way that accounts for the particular context of the conflict and relevant stakeholders, however, remains a challenge.

Another significant development has been the acknowledgement of gender as an element of broader peace processes.105 At least formally, women are recognized as not only victims of conflict but also contributors to conflict prevention, resolution, and post-conflict reconstruction.106 Security Council Resolution 1325 (2000) was the first big step in this direction, emphasizing the need for an increased role for women ‘in the prevention and resolution of conflicts’ and in ‘all efforts for the maintenance and promotion of peace and security’.107 It calls on States to increase the participation of women in decision-making at all institutional levels.108 The UNGA reaffirmed this commitment in its 2005 World Summit Outcome document,109 and subsequent UNSC resolutions and Secretary-General reports attempt to spell out more clearly the forms of participation this may entail. These include, for instance, incorporating the views of local women’s groups into early warning systems and in fact-finding.110 The role of women in ‘people to people’ diplomacy is indeed a vital contribution to local capacity-building as a means of proactively preventing conflict.111

In practice, the implementation of these commitments by States has produced limited results, and, overall, the participation of women in conflict prevention remains low.112 Nevertheless, where governments have expressed the political will to act, consultation with women has helped narrow in on specific causes of conflict. In 2015, for instance, the Afghan government took the initiative to publish an action plan on UNSC Resolution 1325 (2000), which included as a strategic objective the participation of women in drafting peace strategies and policies.113 Its publication catalysed further consultation with Afghan women, leading to the recognition by the Secretary-General in his 2017 report that women serve as ‘a direct link to preventing violent extremism’—a key contributor to violence in Afghanistan and elsewhere.114


D. Conclusion


This chapter has canvassed various measures that comprise the conflict prevention and peace diplomacy architecture as it exists today, including systemic prevention and management as two elements of conflict prevention, as well as efforts aimed at peace. While the major focus of international attention has been on conflict management and resolution, systemic conflict prevention techniques are increasingly sophisticated, and greater recognition of their role in preventing conflict is, at least in some contexts, accompanied by the political will to implement them. Owing to the pervasiveness of current threats to international peace and security, a consolidated effort is warranted, and yet, the importance of adaptability in addressing different kinds of conflicts cannot be overstated. This requires ensuring the availability, adequate resourcing and effective application of various tools for systemic conflict prevention at relevant stages of a conflict.

From an international law perspective, this requires the alignment of applicable legal regimes to effectively further the objectives of conflict prevention and peacebuilding. The patchwork of legal regimes that apply to different kinds of conflicts and to other threats, and the competing interests each represents, pose a challenge to conflict prevention. This is evident from past and ongoing debates about the applicability of anti-terrorism regimes in competition with IHL during non-international armed conflict, but also in the definition of fact-finding mandates, which increasingly take on an accountability-based flavour, as well as in the peace versus justice debates that have come to characterize post-conflict resolution. None of these issues are easy. The challenges they pose, however, are dwarfed by the patent absence of political will to prioritize prevention over crisis intervention. While relevant prevention and peacebuilding stakeholders do extraordinary things with limited resources, progress requires a sea change in perspective: prevention and peacebuilding must not be an afterthought which is ‘underprioritized, underresourced and undertaken only after the guns fall silent’.115
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Chapter 40


International Courts and Tribunals and Violent Conflict

Christian J Tams



A. Introduction: Optimism at Vevey (1872)


It happened 150 years ago, on ‘a fine warm autumn evening in Vevey in the year 1872’, on the shores of Lake Geneva, in the ‘little pension Le Cèdre’. A German lieutenant, von Bleichroden, and his wife share dinner with other guests: a ‘melancholy Frenchman’ grieving over the loss of Alsace-Lorraine, an Englishman, two Russians, a Spanish family and two ladies from Tyrol. Their conversation flows, touching some of the ‘burning questions of the day’: could war be stopped? (It is inevitable, thinks the Spaniard.) Might Alsace-Lorraine become part of a Confederation of European States, neither German nor French? (The Frenchman smiles, but his is ‘the smile of pessimism and despair’.) Could ‘Switzerland [be] the little miniature model after which the Europe of the future will be built up?’ (Von Bleichroden is not sure: he certainly hopes so, but, ‘formerly a pessimist’, he remains scarred by the atrocities of the Franco-German war, during which he ordered the execution of irregular fighters, the francs-tireurs.) Throughout these big debates, the ‘conversation proceeded…quietly and peacefully’—until suddenly, the Englishman receives a telegram, which he reads ‘with visible emotion’. And then the spectacle unfolds:

[T]he dark, steel-blue evening sky was cut through by a streak of light, and above the low-lying Savoy shore there rose a rocket of enormous size. It rose high…; it hung suspended as though it were looking round on the beautiful earth outspread beneath it…before it exploded with a report which took two minutes to reach Vevey. Then there spread out something like a white cloud which assumed a four-cornered rectangular shape, a flag of white fire; a moment after there was another report, and on the white flag appeared a red cross. All the party sprang up and hastened into the veranda. ‘What does that mean?’ exclaimed Herr von Bleichroden, startled. No one could or would answer, for now there rose a whole volley of rockets…and scattered a shower of fire which was reflected in the gigantic mirror of the lake. ‘Ladies and gentlemen!’ said the Englishman, raising his voice, while a waiter placed a tray with filled champagne glasses on the table. ‘Ladies and gentlemen!’ he repeated, ‘this means, according to the telegram which I have just received, that the first International Tribunal at Geneva has finished its work; this means that a war between two nations, or what would have been worse—a war against the future, has been prevented; that a hundred thousand Americans and as many Englishmen have to thank this day that they are alive. The Alabama Question has been settled not to the advantage of America, but of justice, not to the injury of England, but for the good of future generations. Does our Spanish friend still believe that wars are unavoidable? When our French friend smiles again, let him smile with the heart and not with the lips only. And you, my German pessimist friend, do you believe now that the franc-tireur question can be settled without…fusillades, but also only in this way?…To-day, as an Englishman, I ought to feel depressed, but I feel proud on account of my country.…I have a right to be so, for England is the first European Power which has appealed to the verdict of honourable men, instead of to blood and iron. And I wish you all many such defeats as we have had to-day, for that will teach us to be victorious. Raise your glasses, ladies and gentlemen, for the Red Cross, for in this sign we will certainly conquer.’

*  *  *

The little scene appears near the end of one of August Strindberg’s novellas, The German Lieutenant.1 Its emphatic celebration of an arbitral decision (the settlement of the Alabama claims2) offers a useful perspective on key themes of this chapter: the promise of international adjudication and arbitration (‘the verdict of honourable men’ instead of ‘blood and iron’); the need for States to accept intrusive forms of dispute settlement, and their traditional reluctance to do so; the audacity and the naivety of hope—with an internationally minded group sojourning in Switzerland toasting a billion dollar award as a gateway to a better world.

One hundred and fifty years on, the cause endures, and the hope lives on. The Alabama arbitration has become a landmark. States have over time established international courts and tribunals; today, quite frequently they do ‘appeal to the verdict of honorable men [and women]’ to settle disputes. And yet, were Strindberg’s party to meet again today, the Englishman’s optimism would probably be mixed with more than a dose of von Bleichroden’s pessimism: for international courts and tribunals (ICaTs) produce decision upon decision, but hardly ever prevent ‘wars between nations’. Their mandates have been expanded, but typically only cover aspects of violent conflicts. While such aspects are today increasingly submitted to arbitration or adjudication, ‘conflict litigation’ remains controversial and challenges the authority of ICaTs.

The purpose of this chapter is to offer a condensed account of these developments, and to assess the diverse roles of ICaTs in relation to violent conflicts. As will be shown, the significance of arbitration and adjudication over questions of violent conflict has varied over time and forms part of the general history of international dispute resolution. To reveal as much, Section B sketches out the evolving legal framework governing courts and conflicts. On the basis of this general account, Section C zooms in to discuss what aspects of violent conflicts are addressed by ICaTs under contemporary international law and highlights current challenges of ‘conflict litigation’. Section D concludes by asking what Strindberg’s Englishman and his friends would make of developments since their celebration of the Alabama award on that ‘fine warm autumn evening in Vevey in the year 1872’.


B. Courts and Conflicts: The Evolving Legal Framework


The Englishman’s enthusiasm at the time rested on a straightforward proposition. Britain and the US had done what States were meant to do: to settle conflicts not on the basis of blood and iron, on the battlefield—but by accepting the decision of impartial decision makers applying standards of law and justice. Peace, in other words, was sought through arbitration or adjudication. The idea no doubt is powerful, but it is clear that it is a particularly ambitious form of ensuring ‘peace through law’, which requires conflicting parties to be willing, not only to accept legal limits on their conduct, but to entrust sensitive disputes over such limits to an international court or tribunal.

Over time, the appeal of ‘peace through arbitration and adjudication’ (PtAA)3 has varied. For the purposes of a summary account, the complex developments since the Alabama affair are condensed into three sections, which highlight crucial waypoints in the international community’s approach: an idealist vision that viewed ICaTs as central guardians of world peace; a realist turn that saw ICaTs relegated to the margins of international affairs; and the more recent renaissance of international arbitration and adjudication.


1. Grand Schemes: World Courts as Guardians of World Peace?


When von Bleichroden’s party met at Vevey in 1872, PtAA was on the verge of breaking through, at least as an intellectual force. The half-century until the end of the First World War may be seen as its heyday.4 PtAA reflected trust in a rational mode of decision-making based on the power of argument. Compared to alternative visions of transforming world order (world government, disarmament, renunciation of war, etc), it seemed eminently practical and had wide appeal: amongst religious groups, pacifists, workers’ movements—all of which came to embrace the cause. It certainly appealed to international lawyers, organized in new associations, for whom the move towards legal process was an obvious sign of progress. These groupings made for a broad church, but they all shared, in David Caron’s words, a ‘profound and widespread nineteenth-century faith in the peacekeeping ability of an international court’.5 Into the early twentieth century, that faith remained strong: by 1914, as Mark Mazower observes, ‘the campaign for international arbitration’ was ‘probably the single most influential strand of internationalism’.6

For present purposes, the close link between ‘peace’ and ‘adjudication/ arbitration’ is crucial. In the dreams and schemes of activists, as in the mind of Strindberg’s Englishman, ICaTs were to be the central guardians of peace; arbitration and adjudication were considered to be ‘substitutes for war’. Conversely, to substitute for war was their central rationale: in the debates of the nineteenth and early twentieth century, international courts appeared as, in Yuval Shany’s terms, ‘war-prevention tools’.7

That the reality lagged behind such ambitious visions should not come as a surprise. ICaTs could not be dreamed into being, they had to be established by inter-State treaties; their jurisdiction had to be based on consent. The Alabama affair suggested that even great powers might be willing to grant such consent—and just like Strindberg’s Englishman, the PtAA movement celebrated the Alabama precedent as a model. States remained cautious, though, and did not view arbitration or adjudication as a vademecum. Adjudication remained an elusive ideal, as States disagreed on the composition or competence of a permanent international court.8 As for arbitration, attempts to reach agreement on a multilateral treaty requiring the submission of all disputes to ad hoc tribunals proved unsuccessful. And States that, in principle, were willing to accept a duty to submit to arbitration frequently insisted on exceptions for questions of national honour or vital interests.

Yet to emphasize all this is to miss the central aspect: that in the aftermath of the Alabama affair, the PtAA movement seemed firmly on the rise—a rise reflected in the regular conclusion of bilateral (as opposed to multilateral) arbitration treaties; the growing number of cases submitted to arbitration; the increasing use of international commissions to redress reparations claims after violent conflicts; the first serious debates about international courts; and the centrality of binding dispute settlement at the two Hague Conferences of 1899 and 1907. The optimism of Vevey, in other words, was widely shared. Forty years after the Alabama award, Elihu Root, a central figure in the PtAA movement, used his 1912 Nobel Peace Prize lecture to look ahead: ‘[t]he next advance is to pass on from an arbitral tribunal…to a permanent court’, whose establishment deserved ‘the best efforts of those who wish to promote peace’.9 Peace seemed in sight, and courts would be at the centre of the peace project—for Root and others, like Luis Drago, it was but a question of time until the ‘civilization…supported by weapons [was replaced by] a civilization founded on arbitration of justice’.10


2. ‘Realistic Horizons’: International Courts on the Margins


The decision to present Elihu Root with the 1912 Nobel Prize was taken retrospectively, in 1913. Root was to deliver his acceptance speech in September 1914; perhaps ironically, the outbreak of the war prevented this—and it ushered in a new era, in which the ‘realistic horizons’ for international courts shrunk.11 More importantly, the outbreak of the war made Root’s words ring hollow. Arbitration had proved powerless to stop countries from sleepwalking into war, and could not restrain them from fighting it with unprecedented intensity.12 The outbreak of war did not mean the end of law. As has been noted, at least in the official documents of Allied countries, the conflict appeared very much as a ‘war about international law’;13 but its outcome (including the fate of Alsace-Lorraine, which had so concerned von Bleichroden’s party four and a half decades earlier) was determined, not by the ‘verdict of honourable men’, but by ‘blood and iron’.14


a. The ‘Primacy of Politics’: The Inter-War Experience


How did this affect the role of ICaTs in the post-war order? In many ways, debates and developments at the end of the First World War foreshadowed future developments. In the immediate post-war period, the victorious powers sought to have the German Emperor tried, before a ‘special tribunal’ composed of foreign judges.15 Their efforts were abandoned relatively quickly, but they marked a first attempt to use courts for a particular function, viz. to impose criminal sanctions on individuals. Another particular function they did exercise, and not just on paper: building on the examples of earlier claims commissions, States in the post-war period set up mixed arbitral tribunals to scrutinize wartime measures affecting private economic interests. No less than thirty-six (typically bilateral) such tribunals were in operation, rendering a total of 70,000 decisions, covering requisitions, damages, intellectual property rights, and much more.16

None of this commanded much attention at the time; the focus of debates was on a court of general competence. And indeed, with only a little delay, exactly half a century after the Alabama award, a permanent court was becoming a reality.17 Envisaged in the League of Nations Covenant, the Permanent Court of International Justice (PCIJ)—the first ‘world court’—was set up in 1922. Ostensibly, this was ‘the next advance’18 expected by Root, and some observers echoed the optimism voiced fifty years earlier by Strindberg’s Englishman. Root’s long-term ally James Brown Scott was chief amongst them; his editorial in the American Journal encouraged readers to ‘fall upon our knees and thank God that the hope of ages is in process of realization’19—a world court born of a world war. Yet the grand rhetoric could not mask the fact that the World Court now created was to have a rather modest brief: whereas in the earlier debates, ICaTs had played a central role, in the post-war order they occupied the margins of the new ‘peace machinery’.20 The League’s founders were idealist, too, but theirs was not the idealism of Strindberg’s Englishman; they did not primarily rely on arbitration or adjudication, but on collective decision-making within international organizations: not the force of law, but the strength of political action backed by public opinion, was to ensure the League’s success.21

In line with this, the League’s political organs (Council and Assembly) were the key actors of the post-war order, and the PCIJ—just as the various mixed arbitral tribunals doing the groundwork of redressing economic consequences—a useful sidekick. Elihu Root’s assessment of the League Covenant reflected a sense of disappointment: ‘[n]othing has been done to provide for the reestablishment and strengthening of a system of arbitration or judicial decision…We are left with a program which rests the hope of the whole world for future peace in a government of men, and not of laws, following the dictates of expediency, and not of right.’22

Perhaps curiously, then, ‘the next advance’23 came at a price of a setback: plans to vest the World Court with automatic jurisdiction were (unlike in 1907) resisted by all major powers, so consensualism continued to dominate. For the World Court to become involved, States had to submit disputes to it, notably by special agreement, through compromissory clauses identifying particular categories of disputes suitable for adjudication, or by a voluntary commitment under the so-called optional clause. Questions of jurisdiction aside, the Court was embedded in, and limited by, a collective security system that ‘enshrined the primacy of politics over international law institutionally within the powerful organ of the Council’.24 The ambitious vision of a world court guarding peace was giving way to a more sober perspective on the role of adjudication and arbitration.

By and large, this more sober perspective was to dominate the second half-century since the Alabama award, and perhaps it has never really gone away. That peace should be sought through arbitration or adjudication has no doubt remained a postulate, but it never regained the prominence and wide support it had before the First World War.25 The experience of the PCIJ confirmed the new realism: while the Court’s systematic and solid approach to judicial dispute resolution, and its role as an agent of international legal development, are widely (and justly) praised, States made sparing use of the new institution. Even for disputes that could have been submitted to adjudication on the basis of compromissory clauses or the optional clause, and certainly for the major disputes of the day, States relied on other means of dispute settlement (or preferred not to settle). If compared to the hopes of Strindberg’s Englishman, the PCIJ’s figures are indeed sobering: over two decades of active existence, the Court addressed around three disputes per year, and few if any of them could be said to implicate major conflicts. As Ole Spiermann notes, ‘[i]n the political history of the League of Nations, the Permanent Court [was] but a footnote, partly because it did not address the main political issues of the day’.26


b. De-Coupling Adjudication from War Prevention


Perhaps surprisingly, the dramatic upheavals of the Second World War did not immediately affect this general picture. When, following another world war, a new generation of diplomats came to design a new post-war order, they corrected some of the League’s design failures. However, they did not revisit the basic division of roles, between an institutionalized ‘peace machinery’, with ‘primary responsibility for international peace and security’,27 on the one hand, and courts and tribunals on the other. Just as they had been after the First World War, ICaTs were part of the post-war settlement, but not central to it. In one respect, to be sure, their role was upgraded: the victorious powers set up international military tribunals to prosecute leaders of defeated nations for their role in the war—a ‘creative precedent’28 and a move from words to deeds, compared to the settlement after the First World War. By contrast, as regards individual reparations claims, the movement was in the opposite direction, as the economic consequences of the war were primarily redressed through inter-State treaties. While a number of dispute settlement bodies were set up, ‘usage of mixed claims commissions [and mixed arbitral tribunals] declined after World War II’ to the point where ‘this model of dispute settlement appeared to have become extinct’.29

Outside these particular fields, and notwithstanding the ruptures of the Second World War, the picture is one of relative continuity. The UN, too, was to have a world court, but attempts to ‘upgrade’ its role stood no realistic chance of success. The World Court’s ‘second incarnation’, the International Court of Justice (ICJ), was closely modelled on the PCIJ; its jurisdiction remained consent-based (with jurisdiction based on either compromis, compromissory clause, or optional clause), and its link with the UN’s peace and security machinery tenuous.

At least during the first decades of its existence, the role of ICaTs in questions of armed conflict remained limited.30 The impetus of Nuremberg and Tokyo faded in Cold War stagnation. As Claus Kress observes, for decades ‘no real progress was made with respect to international criminal law in general or regarding the codification and enforcement of the crime of aggression in particular’.31 Communist States resisted the principle of binding dispute settlement and were very cautious not to expand the ICJ’s jurisdiction. Many newly independent States shared that scepticism and, in the wake of the South West Africa judgment,32 viewed the ICJ with much reservation. All this affected the role of ICaTs generally, but it applied particularly to sensitive disputes relating to violent conflict, which many States considered ill-suited to judicial assessment. Jurisdictional limitations aside, ‘States remained reluctant to accept international adjudication of their conduct during wartime’.33

Unsurprisingly, many assessments of international courts during the 1950s to the 1970s reflect a growing sense of resignation. ‘At present the Court has very little to do with the enforcement of peace’, noted Lissitzyn in an early work on the ICJ.34 Hersch Lauterpacht (perhaps the twentieth century’s most influential advocate of international adjudication) thought it ‘an exaggeration to assert that the Court has proved to be a significant instrument for maintaining international peace’.35 According to an influential German study, the idea of arbitration as a substitute for war had been ‘completely shipwrecked’.36 In 1971, the World Court seemed as ‘having fallen to perhaps its lowest position of international prestige’.37 The question was not whether it would prevent wars—but whether it would have any role at all in international relations. A century after the Alabama claims, little seemed left of the Englishman’s optimism.


3. An ‘Age of Adjudication’? International Courts Renascent


A further fifty years on, the landscape of ICaTs has been transformed. In the third half-century since Alabama, and notably since the end of the Cold War, the general significance of international adjudication and arbitration has much increased, to the point where international lawyers have begun to speak of an ‘age of adjudication’.38 This age of adjudication is not primarily (this much may be given away) an age of adjudicating violent conflicts; the role of ICaTs in relation to this field requires a nuanced assessment.39 However, the starting point for that assessment is clear: compared to the gloomy assessments cited at the end of the preceding section, international arbitration and adjudication have seen a renaissance. The trend has been described in detail elsewhere,40 but for present purposes the main lines of development can be summarized in three steps.


a. Growth and Diversification of Fora


The most obvious development in dispute resolution over the past half-century is the ‘enormous growth of fora’.41 Beginning in the 1970s, and picking up speed during the 1990s, States have established a whole range of new ICaTs. The number of standing international courts has increased from six at the end of the Cold War to the high 30s today, and many frameworks envisaging binding dispute settlement by ad hoc bodies have been activated.42 As Kingsbury observes, in a number of fields (notably human rights, investment and trade) a ‘[n]ew paradigm of routinized [international] litigation and judicial governance [is] being layered alongside the traditional paradigm of episodic international (inter-state) dispute settlement by international tribunals’.43

Routine litigation, in turn, involves a more inclusive set of actors. While inter-State dispute settlement remains the standard, many of the new institutions have opened up. Individuals are the natural claimants before human rights courts and typically have some role before courts of economic integration. Investment arbitration is driven by investors. Since Nuremberg, the fact that ‘[c]rimes against international law are committed by men, not by abstract entities’44 has meant that criminal justice is imposed on individuals. A look at the quantitative output reflects the speed and extent of change. By 2014, standing international courts ‘ha[d] collectively issued over 37,000 binding legal judgments, more than 90 percent of which were issued since the fall of the Berlin Wall’.45


b. Specialization and Regionalization


The enormous growth and diversification of fora has been facilitated by two interrelated trends, those of specialization and regionalization. When Strindberg’s Englishman, or participants at the Hague Conferences, reflected on arbitration and adjudication, their debates focused on global institutions with potentially unlimited, general jurisdiction.46 Reflecting such a globalist, generalist mindset, the PCIJ and ICJ, just like arbitral tribunals established under the Hague system, could potentially address disputes covering international law in its entirety: all that mattered was for them to be vested with jurisdiction. They remain generalist, but the recent growth of fora has been driven by a very different approach.47 The more recent binding dispute settlement regimes are specialized: particular courts or tribunals are set up to address disputes under a particular treaty, or class of treaties (the Rome Statute; regional economic integration treaties; the African, Inter-American, and European human rights conventions; Bilateral Investment Treaties (BITs); the World Trade Organization (WTO) covered agreements; the UN Convention on the Law of the Sea (UNCLOS) etc), often as an indispensable part of an integrated regime that States wanting to be part of have to accept. Jurisdiction, in other words, is more narrowly defined, but has deepened. Moreover, as many of these deep, but narrow treaties are negotiated by States of geographic proximity, there has also been a move from global towards regional dispute settlement.48

Specialization and regionalization have permitted groups of States to carve out greater room for binding dispute settlement where global or general solutions lack support. At the same time, they have made the landscape of international dispute settlement more diverse: systems of international adjudication and arbitration today are tailor-made to meet the demands of specialized sub-systems and regional audiences. The ‘honourable men [and women]’ to whose ‘verdict’ litigants submit are an increasingly diverse group and function within highly particular social settings.


c. Diverse Islands of Judicialization


These developments have indeed ‘dramatically transformed the field of international dispute settlement’.49 That ICaTs have gained in relevance seems difficult to dispute: according to most plausible parameters (numbers of decisions, their impact on State governance, newspaper coverage, academic interest, etc) they matter a lot more today than at any point since the Alabama award. Judicialization is extremely ‘uneven’50 though. To every particular field that has been judicialized (trade, investment, human rights, etc), one can easily think of three that have not, or not directly (migration, climate change, finance, and most significantly disputes over jus ad bellum and jus in bello). As importantly, in a system based on consent, and relying on specialized regimes, the role of courts and tribunals varies from region to region and State to State. While the overall trend is clear—ICaTs have gained in relevance—the picture is significantly more messy than Strindberg’s Englishman might have expected: many islands of judicialization have emerged in the sea of international relations, but they are of widely diverging size and scope.


C. Litigating Conflicts Today: Status Quo and Current Challenges


Do these islands of judicialization cover matters of conflict and security? Are the existing (and now numerous) ICaTs competent to address the questions that Strindberg’s Englishman wanted them to address? A short response might be along the lines of ‘anything but completely; but partly, and increasingly’.

The ‘anything but completely’ part of the response is straightforward: regimes of arbitration and adjudication remain islands in the sea of dispute settlement, after all, surrounded by water. The remainder of this section expands on the ‘partly, and increasingly’ part. It offers a highly condensed overview of the limited, but gradually expanding, roles of ICaTs in relation to violent conflict. It does so by identifying conflict-related questions that are submitted to binding dispute settlement with some measure of regularity and points to factors affecting the impact of exercises in conflict litigation. As will be shown, the involvement of ICaTs with questions of conflict and security mirrors the messy reality of uneven judicialization described above: there is great diversity, and different courts play very different roles. Seeking to reflect this, the subsequent section distinguishes between three forms of involvement: (1) the purposeful reliance on courts and tribunals to address discrete aspects of violent conflict; (2) increasing attempts to seek ICJ decisions during or after such conflicts; and (3) diverse attempts to have specialist ICaTs address violent conflicts from the particular perspective of their respective mandates. Needless to say, these distinctions are not clear-cut; in fact, particular conflicts have prompted litigation before generalist and specialist ICaTs. However, the distinction hopefully goes some way towards explaining the impact and limits of conflict litigation and it is believed may help structure the still nascent academic debate.


1. Judicialization by Design: Discrete Aspects of Violent Conflicts Entrusted to Binding Settlement


It is clear from the general account offered above that international adjudication and arbitration have largely been de-coupled from the task of war prevention.51 Nevertheless, certain aspects of violent conflicts are today regularly entrusted to binding settlement. This remains exceptional, and the respective mandates of international courts are quite particular. Yet in two fields, something approaching a general pattern has emerged.


a. Binding Resolution of Individual Reparation Claims


The binding resolution of individual claims for reparation is the first example in point. Recent practice seems to reclaim the ‘legacy’ of early claims commissions and/or mixed arbitral tribunals.52 No general reparations claims tribunal has ever been set up; the decision to establish commissions has always been ad hoc (or rather post hoc), taken in the aftermath of a particular crisis, and depending on the political will of the parties involved.53 However, the practice of the last four decades shows a clear trend.

Most commentators view the Iran–US Claims Tribunal—set up to ‘clea[r] away the economic debris following [the] large disruptions of human, economic and political relations’ in US–Iranian relations during 1979–8154—as a pioneer.55 Since then, there has been a (modest but significant) resurgence. Mechanisms to address reparation claims were established in the wake of the second Gulf War (the UNCC)56 and the Eritrea–Ethiopia war of 1998–2000 (the EECC),57 as well as to deal with more limited aspects of the Yugoslav civil war of 1991–95 and the Kosovo war of 1999.58 Belatedly, from the end of the twentieth century onwards, a number of States, including Germany and Austria, also set up commissions to deal with reparations claims of victims of the Holocaust.59

The aggregate effect of these initiatives need not be overstated: far more often than not, the impact of violent conflicts on individuals remains un-remedied. However, reliance on ad hoc bodies established to ‘right wrongs after conflict’60 has clearly increased, and their output is significant.61 As a recent study notes, this ‘creation of a heterogeneous system of claims commissions complements the proliferation of international courts and tribunals as one further option for post-conflict reparations’62—an option that is now regularly on the agenda.


b. Criminal Sanctions for Grave Infractions of International Law


The second example is of more recent vintage; and unlike individual reparation claims, it has attracted an enormous amount of interest: this is the project of international(ized) criminal justice, based on the proposition that individuals responsible for certain grave breaches of international law have to answer for their conduct before a particular type of ICaT.63 Perhaps more so than with reparation claims, the mandate of such courts or tribunals is particular: they scrutinize the conduct of individuals from a very limited angle and with a view to imposing a particular form of (criminal) liability.

The role and record of the various international(ized) criminal courts is controversial. Nearly all of them have been criticized as ineffective or slow, and few of them are immune from the charge of double standards. The International Criminal Court (ICC) in particular seems to bear the weight of the world upon its shoulders. In 2018, the twentieth anniversary of the Rome Statute was celebrated in a rather subdued mood.64 All this is properly explored in specialist contributions, which abound. For present purposes, the main takeaway is that, since the 1990s, the notion that certain infractions of international law should attract criminal sanctions imposed by an international(ized) criminal court has gained momentum. A large majority of the States of the world are prepared to recognize a role of international courts to hold accountable individuals responsible for a narrowly defined set of international crimes—and demands for perpetrators to be held accountable have become part of the ‘arsenal’ of conflict management. This is the most high-profile aspect of violent conflicts to have been judicialized.


2. ‘Oblique Paths’: Conflict Litigation before the World Court


Beyond the two fields just described, the role of ICaTs in relation to violent conflict is more complex. To speak of ‘judicialization by design’ would be an overstatement: as Kingsbury notes, ‘the ICJ’s [and other courts’] route into major security-related issues has in recent decades often been through oblique paths’.65 What is more, jurisdictional strictures have typically limited the impact of judicial pronouncements. Nevertheless, more and more litigants have chosen to explore the ‘oblique paths’.


a. Once Neglected, Now in Regular Use


The case law of the World Court reflects both the limits and increasing appeal of conflict litigation. Since the 1980s, States have, on frequent occasions, brought before the Court questions of violent conflict. Nicaragua’s suit against the United States, intended to end US support for Contra rebels, is widely seen as the beginning of a trend: in two ‘epochal judgments’66 the ICJ affirmed its jurisdiction to scrutinize US conduct and held that this conduct violated the prohibitions against the use of force and intervention.67 This was widely perceived at the time as a remarkable victory of the ‘David versus Goliath’ type.68 At the same time, the case tested, and shook, the Court’s authority:69 the US withdrew from the optional clause system, and it refused to comply with the judgment. Whether this judgment influenced the gradual phasing out of US support for the Contras remains disputed.70

Since Nicaragua, the ICJ has regularly been asked to pronounce on aspects of international conflicts. Its conflict-related cases can broadly be grouped into three71 categories: First, in a range of conflicts applicants have, following the ‘Nicaragua example’, seised the Court while a conflict was ongoing, often requesting interim protection alongside.72 This has, for example, resulted in litigation prompted by Burundi’s, Rwanda’s, and Uganda’s involvement in the Congo wars and Honduras’ involvement in the Nicaraguan civil war; and a range of cases arising from the wars between former Yugoslav Republics during the 1990s, between Serbia/Montenegro and NATO Member States during the Kosovo campaign, between Georgia and Russia during the ‘July war’ of 2008 and more recently between Ukraine and Russia. Secondly, applicants have occasionally instituted proceedings before the Court to challenge particular actions that were considered to escalate an ongoing conflict. Cases brought by Iran against the United States and by Pakistan against India, following attacks on civilian aircraft and on oil platforms, fit this pattern of more limited conflict litigation. Thirdly, on a number of occasions, the Court has been asked to pronounce on the validity of competing territorial claims at a time when violent conflicts had provisionally been contained: cases between Burkina Faso and Mali, Libya and Chad, Nigeria and Cameroon, are examples in point.


b. Varying Degrees of Influence


This briefest of summaries suggests that conflict litigation before the World Court has become a regular feature. However, to focus on the number of proceedings risks ignoring the fact that the Court’s impact on conflict resolution has varied considerably. Jurisdictional strictures are chiefly responsible for this. Unlike in the Nicaragua case, most cases falling into the first and second category mentioned above were brought on the basis of compromissory clauses covering only limited aspects of the conflict. This forced applicants to restrict their claims and, at times, to clutch at jurisdictional straws. It has also affected the character of the proceedings, many of which, notwithstanding their origin in a conflict, have been dominated by debates about procedural matters or detailed argument about discrete technical issues.

To illustrate, in the majority of Iran’s cases against the United States, armed incidents have had to be rationalized as breaches of a bilateral friendship, commerce and navigation (FCN) treaty (the only plausible source of ICJ jurisdiction).73 The Democratic Republic of the Congo (DRC), in the Armed Activities case, portrayed Rwanda’s involvement in the Congo war as breaching various multilateral conventions, amongst them the Constitution of the World Health Organization and the Convention on the Elimination of All Forms of Discrimination against Women.74 Similarly, the case between Bosnia-Herzegovina and Serbia and Montenegro (brought in the middle of the Bosnian war ‘in order to prevent a human catastrophe of dimensions unprecedented since the Second World War’75), eventually turned on technical, arguments about the statehood of Serbia and Montenegro and its membership in the United Nations.76 As regards the merits, the ICJ was limited to looking at the Bosnian war through the prism of the Genocide Convention (this being the only jurisdictional basis): for the purposes of the case, the only question was whether Serbia and Montenegro had breached its obligations regarding genocide. Other atrocities (war crimes, crimes against humanity, human rights violations) were irrelevant: as the Court’s President observed at the time, ‘we had no jurisdiction to make findings in that regard’.77

As this statement indicates, in dealing with conflict-related cases, the Court has approached even dramatic cases (which in the view of applicant States and well-meaning observers may have cried out for some judicial assessment) from a consensualist perspective.78 The careful handling by the Court, coupled with the time requested by parties to prepare their pleadings, has lengthened proceedings, to the point where eventual judgments have turned into retrospective assessments, typically rendered at a time when the conflict had long cooled down, or its character changed.

This does not mean that the Court’s decisions in the cases falling within the first and second category mentioned above have been irrelevant—far from it. But their impact has been different from the one Strindberg’s Englishman foreshadowed at Vevey: ICJ proceedings have been one means of keeping conflicts on the international agenda, for example with a view to facilitating a negotiated or mediated settlement. Merits judgments, if and when rendered, may have vindicated the position of victim States; they have on occasion helped establish a historical record; they have determined the legality of particular acts committed during ongoing conflicts; and have forced parties to spell out their position in legal terms.79 However, the ICJ’s jurisprudence hardly fits the initial idea of arbitration and adjudication as an alternative to war: the Court has ‘at best had mixed results in attempting to end or constrain ongoing armed conflicts’.80

Conversely, where conflicts had been contained, the Court has at times played a decisive role in addressing underlying territorial disputes (the third category of cases mentioned above), thereby paving the way for a settlement. To illustrate, its decisions in the Burkina Faso–Mali and Libya–Chad disputes were complied with promptly81 and are considered to have been ‘important in securing peace’.82 In the high-stake Bakassi dispute, the Court’s judgment83 (largely recognizing Cameroon’s claims to a peninsula occupied by Nigeria) has defined the parameters for all subsequent attempts to solve the dispute.84 Where the Court has been ‘brought into’ a conflict resolution process with the particular task of assessing territorial claims, without urgency, it has been at its most influential.

The overall experience of conflict litigation before the World Court is ambivalent. States, since Nicaragua, have regularly brought violent conflicts before the Court: unlike in the PCIJ’s time, or during the Cold War, these cases comprise a significant part of the Court’s docket. The Court’s role however is typically limited: limited to particular legal aspects that often only tangentially relate to the underlying violent conflict; or limited in time in that the Court is asked to assess the validity of claims to territory once a conflict has been contained already. What is more, claimant States tend to seise the Court while pursuing other avenues alongside: conflict litigation is part of a broader strategy at dispute settlement, which regularly involves the UN’s political organs, regional actors, and traditional inter-State diplomacy. In that sense, the Court often performs a ‘separate but complementary function’, but as Rosenne notes, it typically has ‘an auxiliary or supporting role’.85


3. Linkages and Creeping Jurisdiction: Conflict Litigation before Specialist Courts


When looking beyond reparations claims, international criminal justice and the record of the World Court, the picture becomes fuzzier still. What have other specialist ICaTs had to say on questions of violent conflict? Specialist ICaTs have made at least occasional forays into the terrain of violent conflict. The character and impact of these forays has varied considerably, reflecting the particularities of each individual dispute settlement regime. For the purposes of the present survey, the experience of the more prominent ICaTs can be summarized in two steps.


a. Too Early to Tell: Litigation Based on World Trade Law, Investment Treaties, and the United Nations Convention on the Law of the Sea


In three judicialized fields—international trade, investment, and the law of the sea—experience with conflict litigation has so far remained limited. Early attempts, by Nicaragua and Argentina, to challenge trade sanctions imposed during conflicts of the 1980s (the Falklands war and the Nicaraguan civil war, respectively) under the General Agreement on Tariffs and Trade (GATT) system did not go very far.86 The treatment of investments during Sri Lanka’s civil war prompted the first BIT-based investment case, but that initially remained a relatively isolated episode.87 Early cases based on UNCLOS did see tribunals pronounce on the use of force, but mostly in the course of law enforcement operations of a limited scope.88

Over the course of the last decade, conflict litigation before these specialized ICaTs seems to have gained momentum. The Ukrainian practice is noteworthy: since 2016, Ukraine has challenged trade restrictions imposed by Russia before the WTO and instituted proceedings over a maritime incident in the Kerch strait on the basis of UNCLOS;89 In addition, a number of Ukrainian investors are seeking compensation from Russia for measures taken in Crimea.90 At the WTO, Gulf States have followed suit and brought a string of proceedings challenging restrictive measures adopted in the standoff between Qatar, on the one hand, and Saudi Arabia and its allies on the other.91 This may not be ‘a new era’,92 but perhaps it reflects a trend—of parties to conflicts increasingly petitioning specialist ICaTs in the way they have, since Nicaragua, petitioned the ICJ: as a forum before which aspects of major conflicts can be raised, in the hope that the even limited judicial scrutiny of the respondent’s conduct will further the claimants’ cause.

Whether this new trend will yield tangible results, is too early to tell. Experience so far suggests that much will depend on the proper construction of treaty-based security exceptions. In the WTO context, the Panel in Russia—Traffic in Trade93 recognized that Member States enjoy much discretion in taking measures ‘consider[ed] necessary for the protection of…essential security interests’.94 Should this reading become accepted, it would severely limit the potential for WTO litigation during ‘situation[s] of armed conflict, or latent armed conflict, or of heightened tension or crisis, or of general instability engulfing or surrounding a state’.95 Similar security clauses feature in many investment treaties, but their application to violent conflicts has yet to be tested.96 Under UNCLOS, parties can exempt ‘disputes relating to military measures’ from the mandatory jurisdiction of UNCLOS dispute settlement bodies; while the International Tribunal for the Law of the Sea (ITLOS) in a recent interim decision has adopted a restrictive interpretation of that exception, its approach has been criticized and will certainly not be the last word.97

All this makes it very difficult to predict whether specialist ICaTs will ever play a significant role in relation to violent conflict. Recent practice certainly suggests that States involved in conflicts are exploring specialist litigation as an option; however, based on the ICJ’s (slightly more reliable) experience, one should perhaps not expect WTO, UNCLOS, or investment dispute settlement bodies to play more than ‘an auxiliary or supporting role’.98


b. Many Cases, Unclear Impact: Human Rights Litigation


Of the various specialist institutions, human rights courts are the only ones to have frequently, and over a relevant period, engaged with questions of violent conflict.99 Today, they regularly scrutinize State conduct during such conflicts from the perspective of human rights law, in response to individual and State claims. This has resulted in an amalgamation of human rights and rules of international humanitarian law (IHL) prescribing limits of State conduct during conflict—an amalgamation facilitated by international jurisprudence, which has freed human rights law from two potential shackles. To elaborate, human rights courts, as well as other human rights bodies, have recognized that human rights, while primarily meant to apply in peacetime, remain applicable in armed conflict, and that they are not derogated by special rules of IHL.100

Freed from these shackles, ‘[t]he main human rights bodies created under international law…have all repeatedly been confronted with situations of armed conflict’.101 From their ‘vast jurisprudence’,102 three main propositions would seem to emerge.

First, the reach of human rights protection during armed conflict may depend on the locus of the impugned measure. Human rights remain applicable in principle, but the jurisdiction of human rights courts is typically limited geographically: for measures taken in conflicts outside a State’s territory, some sustained form of control over the human rights victim seems required.103 Secondly, when determining the precise scope of human rights obligations during violent conflict, human rights courts have typically construed human rights obligations in light of applicable rules of IHL. This has resulted in a (challenging) context-specific reading that ‘imports’ considerations developed in the context of armed conflicts into human rights language: human rights have not only transformed discussions about armed conflict, but have also been transformed in the process. Thirdly, the ‘vast jurisprudence’ covers the field very unevenly. Human rights jurisprudence has notably accentuated remedial rights of victims, and emphasized the need for breaches to be investigated. By contrast, the debate about economic and social rights during violent conflict is at an early stage. All this suggests that, as noted by Lubell in 2005, ‘the focus of the arguments [has] now shift[ed] from the question of if human rights law applies during armed conflict to that of how it applies, and to the practical problems encountered in its application’.104

Fifteen years later, these practical problems are far from addressed. In a 2015 study, Oberleitner struck a fairly cautious note: given the ‘uneven…impact’ of human rights decisions, he saw ‘not very strong grounds for positioning human rights bodies as guardians of humanitarian law’.105 If looked at from the comparative angle adopted in the present overview, this may, however, be too cautious a view: of the various specialized ICaTs, those operating in the field of human rights have the most sustained record of scrutinizing State conduct during violent conflict. Their jurisprudence cannot make up for the absence of an international ‘IHL court’, or more generally the deficiencies of the particular systems of ensuring respect for State conduct during violent conflict. However, their involvement can be seen as a ‘second-best…option to ensure respect for humanitarian law’.106


D. Concluding Thoughts


What would von Bleichroden’s party make of developments surveyed in the last sections? In some respects, the ‘quiet and peaceful’ conversation that took place 150 years ago has a modern feel. At enlightened dinner parties, at least those of the progressive–pacifist kind, whether war is inevitable remains a live question. Something more than a ‘Confederation of European States’—a rather fanciful thought in 1872—has come to exist and some indeed view it, as Strindberg’s Englishman anticipated, as a ‘Switzerland writ large’.107

Yet when it comes to the role of ICaTs, von Bleichroden and his guests seem to have got it wrong. What they hoped for has proved illusory; while what has happened, they did not foresee. Nothing in their discussion hints at the massive growth of international arbitration and adjudication: presumably even Strindberg’s Englishman would be amazed by the industrial scale of ‘judgment production’ that characterizes the current era. Conversely, his hope that ICaTs would regularly prevent wars has not materialized. They typically have neither the mandate nor the means to do so; neither States nor guests at dinner parties today view ICaTs as central guardians of world peace: the various ‘wars against the future’ waged in the course of the past 150 years have not led States to rally to the PtAA cause.

Nevertheless, one might hope that Strindberg’s Englishman would see the developments of the last 150 years not just as a betrayal of an ideal, but rather as an adjustment of an initial plan: an adjustment that has seen ICaTs cede the centre stage to other actors and mechanisms of dispute resolution, notably to political organs of collective security organizations which, for a century, have been at the forefront of the international community’s effort to maintain peace and security. But an adjustment that, especially in the past decades, has seen ICaTs perform a number of diverse functions in relation to violent conflicts. They have become fora for (often retrospective) debates about matters of war and peace, tools for mobilizing public opinion and recorders of history; they occasionally impose sanctions on individuals; they regularly enforce individual claims to reparation following major upheavals; and they undertake an often highly detailed scrutiny of particular aspects of State conduct on the basis of conventions containing compromissory clauses—from bilateral FCN treaties to human rights treaties. As the preceding discussion illustrates, these functions are not integrated into any master plan: the overall impression is of ‘bric-à-brac’, not coherent ‘system’.108 But the trend is clear: as Matheson notes, ‘[t]he involvement of international civil tribunals in situations of armed conflict over the past two decades stands in sharp contrast with what came before’.109 If one adds to this observation (focused as it is on ‘civil’ tribunals) the gradual ‘coming of age’ of international criminal justice, then perhaps the picture is not altogether bleak. International courts and tribunals have a lesser role than anticipated by Strindberg’s Englishman, but perform a range of functions and are increasingly asked to scrutinize State conduct during violent conflict.
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Chapter 41


Criminal Prosecution

Fausto Pocar



A. The International Prosecution of International Crimes


Traditionally, in domestic law, criminal prosecution has been regarded as a tool capable of contributing to peaceful and secure governance. Although its role and effectiveness have sometimes been challenged, no State has ever excluded such a tool from its legislation and practice. Under international law, however, recourse to criminal prosecution as a safeguard for maintaining international peace and security is very recent and still limited, and in many respects disputed. This is the case both when international rules are intended to be applied by international jurisdictions and when they are directed at soliciting the exercise of criminal prosecution by domestic courts.

Except for some initiatives to engage the criminal responsibility of the German Kaiser for aggression against Belgium by Germany in the First World War,1 it was only in the aftermath of the Second World War that a need was definitively perceived for international criminal prosecution to contribute to the establishment or maintenance of international peace and security. However, addressing this need implied the acceptance of two ‘firsts’ in international law: on one hand, that individuals and not only States could be personally responsible for the violation of international law, and, on the other hand, that serious violations of international law may entail individual criminal responsibility under international law, irrespective of the criminalization of such behaviour under domestic law. These legal implications explain why, unlike at the domestic level where the range of criminal conduct is frequently rather wide (depending on the public policy of a government), the prudent introduction of criminal prosecution in the international context was accompanied by its restriction to limited categories of serious crimes capable of affecting the whole international community.

With regard to international criminal prosecution, this approach was reflected in the 1945 London Charter of the International Military Tribunal (IMT Charter) and the 1946 Charter of the International Military Tribunal for the Far East,2 which identified the categories of crimes against peace, war crimes, and crimes against humanity as crimes under international law. By identifying these categories of international crimes, the IMT Charter comprised both violations of the jus ad bellum (crimes against peace) and of the jus in bello (war crimes), with the addition of the category of crimes against humanity, provided that they were perpetrated ‘in execution of or in connection with’ any crime within the first two categories.3 Later, domestic criminal prosecution of grave breaches of international humanitarian law was equally invoked in the four 1949 Geneva Conventions (GCs),4 and in the subsequent 1977 Additional Protocol I (AP I).5

A similar approach inspired, almost fifty years later, the drafting by the UN Security Council (UNSC) of the Statute of the International Criminal Tribunal for the Former Yugoslavia (ICTY).6 Although this Statute restricted the scope of international jurisdiction by dropping the category of crimes against peace, it reaffirmed jurisdiction over war crimes committed in international armed conflicts and crimes against humanity committed in armed conflict, whether international or internal. The addition of genocide as an international crime did not represent a proper increase in the scope of international jurisdiction, as the conduct constituting this crime was in fact categorized in the previous instruments under the label of crimes against humanity and was singled out as a specific crime only later, in the Convention on the Prevention and Punishment of the Crime of Genocide (Genocide Convention).7 Equally, the Statute of the International Criminal Tribunal for Rwanda (ICTR) retained the same categories of crimes, but adapted the notion of war crimes to the events in the country concerned, where only a non-international conflict occurred, by introducing a grave breaches regime for violations of Common Article 3 of the GCs and AP II.8

The same categorization has also guided the drafting of the Rome Statute of the International Criminal Court (ICC Statute),9 which expressly provides that the jurisdiction of the Court ‘shall be limited to the most serious crimes of concern to the international community as a whole’, and identifies these crimes as the crime of genocide, crimes against humanity, war crimes and the crime of aggression.10 It has to be mentioned, in this context, that the ICC Statute aims at a complete codification of the crimes that deserve to be submitted to an international jurisdiction, and that the list of the crimes provided therein is far longer and more specific than the list contained in previous documents.11

A catalogue of the categories of crimes regarded as international by nature would not be complete without a reference to the statutes of other criminal courts and tribunals established with international participation.12 Such ad hoc courts and tribunals are generally regarded as mixed or hybrid due to their composition, with chambers consisting of national judges of the country concerned and judges appointed by an international authority. They present different features and cannot be regarded as homogeneous from a legal point of view, and frequently their jurisdiction encompasses the prosecution of individuals for violations of national as well as international law. The scope of their jurisdiction is not uniform and may vary according to the exigencies of each situation. However, except for dealing with domestic crimes, reference is generally made to all, or limited to some, of the categories of international crimes described above. For these reasons, it is not necessary to go more into detail as to the features of these mixed jurisdictions, or domestic jurisdictions with international participation, except to underline that they make a substantial contribution to the application of international criminal law by domestic courts, in line with the general understanding that the implementation of international criminal law should be primarily a matter for domestic rather than for international courts.13

In short, the current notion of international crimes represents a limited development of the principles affirmed after the Second World War and is consolidated in international law, subject to the enlargement of the categories initially identified with the addition of specific new crimes, especially in the ICC Statute. However, while the notion of international crimes and their classification is not substantially disputed in international law, attention must be drawn to the differences that have occurred in their interpretation and application by international courts and tribunals, depending on whether they relied on customary international law or on their statutes. It must be recalled that ad hoc tribunals were created in the aftermath of armed conflict or of a crisis during which the crimes subjected to their jurisdiction had been committed. In light of this, their statutes could not dictate the applicable law, as this would constitute a violation of the general principle of non-retroactivity of criminal law. The lists of crimes contained in their statutes could only be regarded as governing the jurisdiction of the tribunal concerned, while the applicable law had to be drawn from customary international law existing at the time when the crimes had been perpetrated.14 The same approach had to be followed with respect to the principles of individual criminal responsibility, except where a statute, like the ICC Statute, provides for the prosecution of crimes committed subsequent to its entry into force.15 Only in this case may its provisions constitute the materially applicable law in full compliance with the principle of legality.

In this context, given that the ICC Statute does not merely codify customary international law, but also partially develops or restricts it, its adoption has produced some degree of fragmentation of international criminal law, which further impacts on the existing international case law. Paradoxically, such fragmentation is due to the creation of a court which is meant to be universal, thus arguably applying common international legal standards. It will be for the ICC to resolve the possible shortcomings of this fragmentation of the applicable law, by duly taking into account customary international law, as it can do under its statute,16 as well as the abundant international case law based on customary law, with a view to enhancing a dialogue amongst international criminal courts and promoting the development of a consistent and coherent system of international criminal law.17


B. International Crimes and their Connection with an Armed Conflict: War Crimes


Most of the aforementioned international legal instruments established criminal jurisdiction principally with respect to individual responsibility for infringing laws and customs of war or violating humanitarian principles in connection to an armed conflict. Indeed, although they also envisaged crimes against humanity, their international or domestic adjudication was initially provided only when such crimes were connected to an armed conflict or committed in wartime. Furthermore, States have traditionally been inclined to protect their sovereign prerogatives, particularly in terms of public policy and security, and their consequent reluctance to accept international or foreign investigation for purposes of prosecution with respect to events which have occurred on their territory during a domestic armed conflict or in peacetime. This has meant that only those international crimes which had occurred in connection with international armed conflicts had been considered international, and for a long time prevented the adoption of a more liberal approach which would include international crimes committed in non-international armed conflicts or peacetime.18

In this context, it is telling that the grave breaches regime set up in the GCs for serious violations of the obligations laid down in the conventions did not encompass violations of Common Article 3, which is the sole provision dealing with minimum humanitarian requirements in non-international armed conflicts. Even more telling is that no grave breaches regime was introduced in AP II almost thirty years later, notwithstanding the more detailed legislation on non-international armed conflicts provided therein. Therefore, such legal instruments only regarded criminal prosecution as a tool contributing to international security in special circumstances, namely when an international armed conflict required the prosecution of international crimes to establish or restore the rule of law in countries torn by the conflict, aiming at preventing the commission of such crimes in the future.

A similarly prudent approach guided the establishment of the first international criminal tribunal by the UN many years later. As already mentioned, the ICTY Statute entrusted the Tribunal with jurisdiction to adjudicate war crimes, genocide, and crimes against humanity, but mentioned expressly only the grave breaches regime of the GCs19 and some violations of the laws and customs of war that reflected behaviour banned under the 1907 Hague Convention (IV) Respecting the Laws and Customs of War on Land and the Regulations thereto.20 Thus, it explicitly referred only to jurisdiction over war crimes committed in an international armed conflict.

However, the armed conflict in the Balkans was partly international and partly non-international, depending on the area in which belligerent acts took place, especially in Bosnia and Herzegovina where the regular army of the State was also fighting against non-State actors, or different groups of non-State actors were fighting against each other. Given this complexity, the ICTY had to define the scope of its jurisdiction over the war crimes committed in the region, either to restrict the notion of war crimes to violations committed in the situations where the conflict could be characterized as international, or to extend it to all violations of the same kind committed anywhere during the conflict. The ICTY chose the second option following a twofold approach.

On the one hand, it reaffirmed in Tadic21 that a conflict is international not only where the belligerents are different States, but also where there is an internal armed conflict with a foreign State intervening, as held by the International Court of Justice (ICJ) in the Nicaragua case.22 However, it departed from the ICJ’s position that ‘effective control’ of a foreign State over an organized armed group fighting against the State is necessary to transform the internal armed conflict into an international one and to trigger State responsibility. The Tribunal rather held that ‘overall control’ by a foreign government is sufficient to conclude that a conflict is international in nature,23 broadening the notion of an international armed conflict for the purposes of exercising criminal jurisdiction under the GCs and AP I grave breaches regime.

On the other hand, in a previous Tadic decision,24 it interpreted Article 3 of the ICTY Statute—with respect to the clause indicating that the list of the violations contained therein is not exhaustive—as including, amongst the violations of the laws and customs of war, the ‘serious violations’ of Common Article 3 GCs, provided that certain conditions were met as to the gravity of the violation concerned. The Tadic Jurisdiction Decision constituted a ‘breakthrough’ in international humanitarian law and criminal law.25 In explicitly stating that ‘at least with respect to the minimum rules in Common Article 3 CGs, the character of the conflict is irrelevant’,26 it opened the door to going beyond Common Article 3 and concluding that all acts constituting war crimes in international conflicts also constitute war crimes when committed in non-international armed conflicts. It thus unified the regime of war crimes under customary international law, also bearing in mind that the GCs are generally regarded as reflecting customary international law.27 From that decision on, the issue of assessing the nature of the conflict to exercise criminal jurisdiction became less critical in the case law of the ICTY.28

Notwithstanding this jurisprudential development, which is not challenged in international practice, the distinction between war crimes committed in international and non-international armed conflicts continued to be followed in international documents and instruments, including in the Draft Code of Crimes, adopted by the International Law Commission (ILC)29 only a few months later, as well as in the ICC Statute, which did not formally unify the grave breaches regime. Article 20 of the Draft Code of Crimes, however, explicitly recognizes as war crimes the serious violations of international humanitarian law ‘applicable in armed conflicts not of an international character’, as contained in Common Article 3 GCs and Article 4(2) AP II.30 Additionally, with respect to some crimes, it refers to violations of international humanitarian law in general terms, without distinguishing between the two types of conflict.31

Although the negotiations for the ICC Statute relied to a large extent on the Draft Code of Crimes, the Statute demonstrated a more traditional approach to the classification of war crimes in terms of the distinction between international and non-international armed conflicts. After referring to the grave breaches of the GCs32 and describing a long list of other serious violations of the laws and customs applicable in international armed conflicts, within the established framework of international law,33 the ICC Statute considers as war crimes, in the case of a non-international armed conflict, ‘serious violations of article 3 common to the four Geneva Conventions’,34 without mentioning Article 4(2) of AP II. However, a long list of war crimes applicable in non-international armed conflicts was added in the ICC Statute, including most of the provisions in Article 4(2) of AP II.35 This may be surprising in light of the jurisprudential trend towards minimizing the role of conflict characterization in defining war crimes under customary international law. However, the ICC Statute is an international treaty and the contracting States were concerned with adopting precise and exhaustive obligations on which all of them could agree, namely an extension of the GCs’ grave breaches regime to non-international armed conflicts, rather than engaging in an introduction of such a regime for AP II, which does not enjoy the same general international support.36


C. International Crimes Independent from an Armed Conflict: Crimes against Humanity


While the attention of criminal prosecution was initially focused on war crimes and crimes against humanity presenting a link with a conflict, that link was gradually abandoned after the Nuremberg experience. As early as 1948 the Genocide Convention,37 which encompasses conduct that was in fact considered at Nuremberg under the category of crimes against humanity, affirmed that genocide could be committed ‘in time of peace or in time of war’.38 Except for genocide, however, a link with an armed conflict was considered necessary for criminal prosecution of crimes against humanity until the establishment of the ICTY. Although the ICTY Statute gave the tribunal the power to prosecute persons responsible for crimes against humanity ‘when committed in armed conflict, whether international or internal in character’,39 the latter reduced the weight of this nexus, stating that it constituted only a jurisdictional requirement.40 The link with an armed conflict also for jurisdictional purposes had already been omitted in the ICTR Statute, as it was later from the statutes of subsequent international or hybrid tribunals, including the ICC Statute, so that it cannot be regarded any longer as warranted under customary international law.41

In light of this, the common element that qualifies a criminal act as a crime against humanity under international law is its commission as part of a widespread or systematic attack against a civilian population, with knowledge of the attack. This approach is shared by the statutes and the case law of all existing international or hybrid tribunals, but has been sometimes restricted through additional qualifications of the attack, which in any event does not necessarily have to be an armed attack. Thus, the ICTR Statute indicates that the attack must be ‘on national, political, ethnic, racial or religious grounds’.42 The ICC Statute further restricts the scope of the provision by stating that the attack must occur ‘pursuant to or in furtherance of a State or organizational policy to commit such attack’.43 While the first restriction may stem from the consideration that crimes against humanity were committed in the 1994 Rwandan crisis in connection to genocide, the qualification introduced in the ICC Statute has a wider scope and aims to exclude the characterization of criminal acts as crimes against humanity even where they are part of a widespread or systematic attack against a civilian population, should the prosecution not prove that the attack is driven by a State or an organization. This restriction has not been identified by the ad hoc tribunals as required under customary international law, and should be regarded as a limitation introduced by the ICC Statute.

While it is impossible to analyse here all criminal acts that could potentially qualify as crimes against humanity under the aforementioned circumstances, it is worth mentioning ‘genocide’ and ‘persecution’ as typical examples. According to the Genocide Convention, genocide means any of several criminal acts listed in the convention,44 ‘committed with intent to destroy, in whole or in part, a national, ethnical, racial or religious group, as such’.45 The crime is therefore characterized by the special intent to destroy a qualified group, in addition to the general intent to commit the underlying criminal act. Persecution, in turn, means the intentional and severe deprivation of fundamental rights contrary to international law due to the identity of a group on political, racial, national, ethnic, cultural, religious, gender, or other grounds that are universally recognized as impermissible under international law.46 Persecution, too, is therefore characterized by the special intent to target the victim because of his or her belonging to a qualified group. Thus, the special intent element associates the two crimes, although they are distinct because the range of the qualified groups is wider with respect to persecution. These two crimes were the typical offences adjudicated by the ICTY and the ICTR, where genocide was normally referred to in the context of Rwanda and persecution generally captured the situation in the former Yugoslavia, which was characterized by ethnic cleansing.

Despite their significance, or maybe just because of it, the debate is still open as to the precise scope of these two crimes. With respect to genocide, while the 1948 Convention certainly conforms to customary international law, it is unclear whether it currently codifies it entirely.47 With regard to persecution, it is debated whether its underlying act (namely, the denial of a fundamental right) ought to be a crime as such or could be a violation of serious gravity but not necessarily constituting a crime under international law. The IMT Charter had taken the first option by stating that persecution should be punished only if associated with a crime under the statute.48 By contrast, the ICTY Statute left the question open, and the Tribunal consistently expressed itself in favour of the second option, referring to customary international law.49 The ICC Statute reverted to the first option,50 arguably derogating from customary law. However, while a derogation is certainly admissible for purposes of ICC jurisdiction, it may still be challenged whether it has an impact on the construction of the legal elements of the crime concerned.51


D. International and Domestic Prosecution of International Crimes


In considering the classification of crimes under international law and their description, reference has been made primarily to statutes of international and hybrid criminal courts and tribunals. However, domestic courts are also required to exercise criminal jurisdiction over international crimes. In light of international practice—which records the occurrence of high numbers of international crimes—it is evident that internationally established courts cannot be given exclusive jurisdiction over all such crimes, unless this is strictly and narrowly provided.52 A concurrence of international and domestic prosecution is therefore unavoidable, and distribution of competence cannot be based solely on the international or domestic nature of the crimes involved. It is therefore appropriate to consider the principles governing this concurrent jurisdiction under international law.

No common, rigid criteria have been followed in the existing statutes, although current practice seems to assert that international jurisdiction should be exercised only or primarily over high-ranking accused persons or significant cases of collective responsibility, while lower ranking accused persons and less significant cases should be left to domestic adjudication. This approach was evident already in the IMT Charter, which dealt primarily with the high-ranking Nazi leaders, ascribing to the IMT the power to declare that group criminal, leaving it to national, military, or occupation courts to bring individuals to trial for membership thereof. The understanding was that the criminal nature of the group would be considered proved and could not be further questioned.53

By contrast, no such approach inspired the ICTY and ICTR Statutes. They allocated jurisdiction to the respective tribunal over any alleged perpetrator of the crimes listed therein, without restrictions. While recognizing that domestic courts had concurrent jurisdiction over such crimes, they declare the priority of international over domestic jurisdiction, and provide that ‘at any stage of the procedure, the International Tribunal may formally request national courts to defer to the competence of the International Tribunal’.54 Thus, they left it to the ICTY and to the ICTR to decide, even on a case by case basis, on the distribution of their concurrent jurisdiction with domestic courts.55 However, soon it became apparent that the high number of persons indicted and apprehended would not have permitted the two ad hoc tribunals to complete their work within a reasonable time under such circumstances. Thus, upon a recommendation of the UNSC,56 a decision was taken to amend their rules of procedure and evidence to allow them to refer a case to the authorities of a State ‘in whose territory the crime was committed; or in which the accused was arrested; or having jurisdiction and being willing and adequately prepared to accept such a case’. In determining whether a case should be referred to domestic courts, consideration had to be given to ‘the gravity of the crimes charged and the level of responsibility of the accused’.57 Thus, their practice was adapted to the principle that international jurisdiction should be reserved to high rank accused or to significantly serious cases.

The ICC Statute, in turn, seems to follow the same principle.58 However, Article 5 does not deal with the concurring jurisdiction of domestic courts, and may simply indicate that the list therein comprises precisely the most serious international crimes. Furthermore, the rules on admissibility of cases show that the approach followed on concurrent jurisdiction partially diverges from previous practice.59 Under the ICC Statute, as a general rule the Court shall declare a case inadmissible where it is being investigated or prosecuted by a State which has jurisdiction over it, or it has been investigated by a State which has jurisdiction over it and the State has decided not to prosecute the person concerned, unless the State is unwilling or unable genuinely to carry out the investigation or prosecution.60 This approach gives priority to domestic jurisdiction, and is commonly referred to as an application of the principle of complementarity, as declared in the preamble of the Statute.61 In other terms, the ICC has jurisdiction over a crime listed in the ICC Statute only if such a crime is not prosecuted at the national level by the courts of a State which has jurisdiction over it.62

This priority of the domestic jurisdiction is not applicable when a State is unable or unwilling to investigate or prosecute the case. A State is to be regarded as unwilling if the domestic proceedings were undertaken for the purpose of shielding the person concerned from criminal responsibility for crimes within the jurisdiction of the Court. This is also the case when there is an unjustified delay or the domestic proceedings are not being conducted independently or impartially, in a manner which, in the circumstances, is inconsistent with an intent to bring the person concerned to justice.63 A departure from the priority of domestic jurisdiction may also apply where a case has already been adjudicated before a domestic court, but proceedings were conducted with the purpose of shielding the person concerned from criminal responsibility, or in a manner which was inconsistent with an intent to bring that person to justice.64 As to inability, it may depend on a substantial collapse or unavailability of the national judicial system, entailing the impossibility to obtain the accused or the necessary evidence to carry out fair judicial proceedings.65


E. Criminal Prosecution and Maintenance of Peace and Security


The foregoing description of the jurisdiction of international and hybrid criminal courts and tribunals, as well as of the obligations imposed on States parties by the GCs and AP I to exercise jurisdiction over international crimes, have been certainly inspired by humanitarian considerations, particularly in the aftermath of the Second World War and during subsequent conflicts at the end of the twentieth century and the beginning of the twenty-first. However, when new courts and tribunals were established, political considerations led to the selection of the situations which deserved international action according to such a humanitarian approach, but frequently ignored other situations where violations were equally egregious. Furthermore, it has already been pointed out that on most occasions emphasis has been put on war crimes or crimes against humanity connected with an armed conflict. In light of this, it seems clear that the humanitarian inspiration has only been one of the grounds for initiating criminal prosecution. The prevailing approach instead has been to contribute to, through criminal prosecution, maintaining peace and security either during an armed conflict or when hostilities have ceased and a secure environment can be achieved only by doing justice with respect to conduct regarded as seriously criminal under international law.

This approach has been manifest since the decision of the UN to establish the first international criminal tribunal, even if it may be odd that such a decision (the only one where an ad hoc tribunal has been established during an armed conflict) did not contain the conferral of jurisdiction over crimes against peace.66 The UNSC resolution that adopted the ICTY Statute declared in its operative part that the tribunal was established ‘for the sole purpose of prosecuting persons responsible for serious violations of international humanitarian law’,67 thus stressing the merely judicial function of the Court. However, the preamble of the Resolution repeatedly referred to the creation of a judicial body for the purpose of contributing to the restoration and maintenance of international peace and security.68 Admittedly, the UNSC was obliged to adopt such a language because it could only act and impose obligations on Member States under Chapter VII of the UN Charter within its competence to take measures to maintain or restore international peace and security, including measures not involving the use of armed force to give effect to its decisions.69 However, the link to the restoration of peace is also confirmed by the attribution of jurisdiction to the ICTY on violations occurring ‘between 1 January 1991 and a date to be determined by the Security Council upon restoration of peace’.70

The same approach, aiming at building a peaceful and secure environment through the prosecution of heinous crimes, has been largely followed in the establishment of most criminal international courts in the aftermath of international or non-international armed conflicts. Thus, the UNSC resolution adopting the ICTR Statute adopted the same language and expressed the view that criminal prosecution of the persons responsible for serious violations of international humanitarian law would ‘contribute to the process of national reconciliation and to the restoration of peace and security’.71 Similarly, the link between criminal prosecution and international peace and security was expressly mentioned when establishing the Special Court for Sierra Leone, which was created under an agreement between the UN and the Government of Sierra Leone. The UNSC resolution that promoted it recognized that a credible system of justice and accountability for the very serious crimes committed in the country ‘would end impunity and would contribute to the process of national reconciliation and to the restoration and maintenance of peace’.72 Here, too, the achievement of a durable peace appears to be the primary consideration for creating a new jurisdiction as a tool for generating a stable and secure environment with no place for egregious violations of international law.

The ICC Statute refers to peace to a more limited degree by recognizing in general terms that the grave crimes that deeply shock the conscience of humanity ‘threaten the peace, security and well-being of the world’, and affirms that ‘the most serious crimes of concern of the international community as a whole must not go unpunished’ through the creation of ‘an independent permanent International Criminal Court’, thus stressing the primary judicial function of the newly established institution for the purpose of putting an end to impunity and contributing to the prevention of such crimes. That said, the ICC Statute was not drafted with a specific country situation in mind, as was the case with the ad hoc tribunals. Moreover, the Statute is concerned with the prosecution of crimes against humanity also committed in peacetime, irrespective of their connection with an armed conflict, even if the, albeit limited, practice of the Court has mainly dealt so far with situations which were intimately connected with armed conflicts or with post-conflict restoration of peace and security.

The foregoing consideration of the goals to be achieved by international criminal prosecution according to the resolutions and statutes establishing international criminal courts and tribunals, as well as by domestic prosecution of international crimes, especially within the framework of the ICC Statute, posits the question of a precise definition of the mandate of these international judicial institutions. Their mandate appears indeed to pursue two goals at the same time: fighting impunity for serious criminal conduct affecting the international community as a whole, and contributing to maintaining or restoring peace and security. But are these two goals inextricably linked? Is there an automatic cause–effect relationship between the respect for the rule of law and international peace and security, so that the implementation of a mandate to prosecute alleged criminals will in and of itself contribute to international peace and security? In other terms, is the international criminal tribunals’ purpose of bringing about security and stability strictly limited to the impact of its primary judicial function, or does it comprise also other tasks that the tribunals have been entrusted with for achieving that goal?

Generally, there is no doubt, as the UNSC resolutions discussed imply, that the exercise of the judicial function to fight impunity for crimes of concern to the entire international community (including the respect for the rule of law that it pursues) contributes to security and stability in international relations, and should prevent the recurrent commission of such crimes. The issue is, however, to what extent it offers such a contribution. It has often been maintained that international criminal courts and tribunals are mandated to reconcile a civil society torn by a conflict, to provide reparation to victims, and establish or re-establish governance inspired by the rule of law. All these objectives no doubt contribute to the establishment of peace and security. But do these goals fall within the competence of an international tribunal as far as they entail additional activities beyond the strict exercise of its judicial function?

There is no yes or no answer to these questions. A negative answer would result in a too restrictive reading of the role and competence of an international criminal jurisdiction. Certain statements, sometimes made even by members of the international judiciary, that administering justice is the only task of an international criminal court while reconciliation is a matter for the national community and its institutions, appear too radical in tracing a mutually exclusive separation of competence. They neglect the fact that a tribunal, notwithstanding its independence and impartiality, is not an abstract entity, but operates within the social environment under which laws it was established. This applies not only to domestic criminal courts but more importantly to international ones, which are accountable both to the international community which established it and to the domestic community of the State that would have been otherwise competent to prosecute the cases. In this context, it should be recalled that criminal justice cannot be shifted entirely from the domestic to the international level, and that the primary responsibility for prosecution rests with States and their judiciaries. Thus, if international courts are a temporary and objectively limited replacement of domestic jurisdictions, which ultimately bear the primary responsibility for re-establishing the rule of law and restoring security and stability in the national society, they too must contribute to reaching these goals. How far this contribution can go is a matter for each court to assess and may depend on the concrete situation in which the Court is operating. However, this dual accountability of an international court should not be forgotten and the significance of its role in achieving security at the domestic level should not be underestimated.

Nevertheless, it must be recognized that the answer to the question cannot be entirely positive either as the contribution of an international jurisdiction to the above-mentioned goals is limited in several respects. For example, reconciliation requires systematic review of the causes of the conflict or of the authoritarian rule under which criminal acts were perpetrated. Criminal prosecution, especially if exercised by a court established far away from the place of the crime, can hardly contribute to this effectively. First, a criminal court is bound to restrict its consideration to events alleged in the indictments, and its judicial record does not necessarily cover the whole truth of the events. Secondly, it cannot build a collective memory of the events based on an open discussion that may be shared by all individuals in the country or the region concerned; a truth and reconciliation commission is better suited to achieve this goal. In this context, the experience of Sierra Leone, where a truth and reconciliation commission was established alongside the Special Court for Sierra Leone, illustrates the limits of judicial prosecution, notwithstanding its significant results in successfully prosecuting a head of State.73 Finally, providing reparation to victims with respect to mass crimes may perhaps be better served if administered by a special body, like the ICC’s Trust Fund, rather than by criminal prosecution.74


F. The Impact of International Criminal Prosecution in the Countries Concerned


A consideration of the role of international criminal prosecution in contributing to peace, security and stability in countries torn by conflict or by authoritarian rule where mass and widespread crimes have been committed, cannot conclude without addressing the impact of such prosecution on the countries concerned. This is particularly relevant when inquiring how the exercise and the results of criminal prosecution have been perceived by the States concerned as well as by the people living in those countries and affected by the criminal events. A positive perception and acceptance of the role played by an international tribunal, of its performance and its outcomes, may substantially contribute to ensuring security and stability, and greater respect for the law, including by discouraging a recurrent commission of crimes. This should be the case both in the aftermath of and during a conflict. It is clearly impossible to examine here in detail all the situations considered by international justice so far, also because a limited number of studies have been conducted in this respect.75 However, it can easily be affirmed that the impact of criminal prosecution has been controversial, especially in societies that suffered a non-international armed conflict based on ethnic or religious grounds. On the one hand, victims and survivors have welcomed the creation of an international jurisdiction mandated to deal with the crimes committed, and appreciated the efforts made to try the alleged perpetrators. However, they also frequently complained that such efforts have not been sufficient to meet their expectations and repair the violations, that sanctions imposed were too lenient, that some acquittals were not justified, and that international procedures have been too lengthy to bring effective closure to the individuals concerned. On the other hand, groups from which individuals have been investigated and tried frequently do not accept responsibility, or do so only to a limited extent, sometimes even regard the accused and convicted persons as heroes, and frequently claim that the International Court was biased against them for political purposes.

More generally, the establishment of an international criminal tribunal is not easily accepted in the countries concerned, while its location in a foreign country distant from the place of commission of the crimes has been frequently criticized for not allowing sufficient participation of the interested people in the judicial process. This has been even more so for the ICC, despite its permanent nature and its basis in a treaty, that has been voluntarily accepted by States parties, presumably after a ratification process accompanied by at least some public debate. That said, the main criticism of the ICC concerns its prosecutorial policy, described as biased against alleged African perpetrators,76 and to its inefficiency because of its limited judicial activity resulting in only several judgments in more than fifteen years since its inception, a very low number if compared with the performance of the ad hoc tribunals.77

Finally, the question of the impact of criminal prosecution as a deterrent to the commission of grave breaches of international humanitarian and human rights law still cannot receive a clear answer, both as concerns specific situations and more generally in international practice. As to specific situations, the genocide perpetrated in Srebrenica in 1995, notwithstanding the establishment of the ICTY two years earlier, as well as the crimes subsequently committed during the Kosovo war in 1999, may invite a negative response. However, the limited number of cases dealt with by the ICTY during its very first years of activity and the even more limited publicity that they received were probably insufficient to eradicate the culture of impunity deeply rooted in the exercise of power in wartime, leading us thus to reserve final judgment on the matter. The same approach may guide us in considering the value of criminal prosecution as a deterrent tool more generally following the creation of a permanent international jurisdiction like the ICC. The recurrent commission of crimes under international law in recent years, since the adoption of the ICC Statute, needs no detailed description. Here, too, the aforementioned limited number of cases dealt with so far, their concentration in one continent, the unsuccessful referral of situations—even in that continent—by the UNSC to the Court, the failure of the Court to address situations worldwide, are unlikely to deter potential perpetrators from engaging in criminal conduct under international law. Hence, a final assessment of the impact of the ICC as a tool to deter high-ranking officials or other individuals from committing violations should for the time being be reserved, and will only be possible in the light of more consistent international practice in the future.
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Chapter 42


We Who Are Not as Others*

Sanctions and (Global) Security Governance

Antonios Tzanakopoulos



A. Introduction


The concept of security is inextricably linked with the concept of threat. Security is needed to protect from something ‘external’, from some existential threat.1 In that, it is a defining and inherent, if non-legal, characteristic of the State. ‘The fact that every people feels itself threatened by the others gives the state its definite unifying power; it depends upon the instinct of self-preservation of society itself; the latent external crisis enables it to get the upper hand in internal crises.’2 In that, any threats to the status quo are simply externalized and presented as an ‘other’—and security serves to protect from that ‘other’.3 In the context of a self-organizing society based on voluntary cooperation rather than coercion, however, ‘security’ ought to be seen either as attained, or, more likely, as redundant: there ought to be no existential threat to protect from either external or externalized.4

The global outbreak of SARS-CoV-2, the coronavirus that causes the COVID-19 disease, which could be seen as such an external existential threat,5 demonstrates the point. Here the ‘other’ is not some group of people, but a faceless, non-sentient entity: a virus. And yet, even in that context, some States sought to give a face to that non-sentient ‘other’—the face of children, our neighbours, our colleagues, and friends; or in some States the face of refugees and migrants or that of another State constructing the virus or allowing it to spread.6 Everyone became an ‘other’ in the event. Measures to curb the spread of the virus, entailing serious limitations of rights, such as the right of movement, were adopted nationally, not globally, and were voluntarily complied with by large numbers of people around the world. This was a choice, a national choice—a choice which was made against the background of chronic underfunding of public health, a choice combined with the decision by some States not to ‘test, test, test’ as recommended by the World Health Organization (WHO),7 and a choice that some States did not even make. This led Agamben to note, in a piece that provoked strong reactions, that ‘we…accepted without too many problems, solely in the name of a risk that was not possible to specify, limiting to an extent that had never happened before…our freedom of movement’.8

This means that the concept of security in the highly centralized—and exclusive—method of organization that is the State is a sine qua non. In contrast, the loose, decentralized, international community should have no or little need for the concept. What external existential threat is there for the world to protect itself from?9 Global warming and the climate emergency we did well to create for ourselves, as we did in the case of the coronavirus crisis, which, in its iteration was nothing but the result of targeted disinvestment in public health in late capitalism, whether due to privatization or poverty. Neither of those crises can be adequately dealt with by recourse to ‘global security’ measures, by the way. And no such measures were taken in the coronavirus example. Beyond that, and short of asteroids, solar flares, the arrival of locust-like alien species, or the death of our sun (the latter still a few billion years away) the world is not currently under any external threat—it is only under threats from itself, that is, threats of self-destruction.

And yet we treat threats that are internal to (parts of) the world as somehow being external to it and we unite to defeat them through the tools of global security. This is because the international community is primarily an international community of States, no matter what terminological or conceptual gloss we might try to put on it.10 And States as the (prime) members of that community and its lawmakers will naturally project their own unifying characteristic upon that community. National security becomes international (or global) security if only to allow for the use of more effective tools for its attainment—never mind that ‘security’ may in fact be ultimately unattainable precisely because it is meant to be unattainable.11

Law is an obvious tool for ‘security governance’, and ‘sanctions’ are but an inextricable element of law. This chapter thus deals with sanctions as a (global) security governance tool. Section B discusses the terms—the meaning of sanctions and (global) security. Sections C and D trace the historical trajectory in the use of collective and unilateral sanctions in the service of security. Section E concludes. The point that the chapter makes is relatively simple: global security is nothing but national security projected onto the international plane. When a hegemonic concept of security, that is to say, of the existential threats ‘we’ need to protect against, is imposed and accepted,12 for as long as it is accepted, collective sanctions rule supreme, and can be particularly effective.13 When there is fragmentation and antagonism as to what the threats are, when there is no hegemonic national security accepted as synonymous to international security, there is a return to unilateral sanctions and a concomitant sidelining of collective security mechanisms.


B. Terms and Concepts


For the lawyer, a ‘sanction’ is not primarily a tool to govern security,14 but rather one of the necessary elements of a legal rule—that is, if we are to accept the definition of a legal rule as provided by Kelsen, namely a command backed by a coercive sanction.15 Commands backed by coercive sanctions, legal rules, aim to achieve something. It may be difficult to generalize what legal rules aim to achieve; and it may be even more difficult to agree on what they aim to achieve were we to generalize it successfully. But there can be little doubt that overall they aim to achieve some political goal, to secure a particular status quo, to put their subjects into a particular line so as to maintain order.

The political ends that legal rules aim to achieve are basically determined by the dominant mode of production, and essentially refer to the ‘constant reproduction’ of its ‘fundamental relations’.16 Law is part of the superstructure; the base (‘structure’) is the relations of production, and it is this base that determines (and is reflected in) the superstructure.17 In that sense, the proximate function of the sanction is to ensure compliance with a command, but the more distant or remote function is essentially to ‘secure’ that the dominant mode of production remains what it is and continues to operate effectively. To provide security for the system through coercion. To thwart threats to the system.

All this may seem trite to some and, equally, provoke violent objections in others. The point is that understanding sanctions in this manner sheds some light on their function as security tools, and allows for their assessment, both in terms of their unilateral and their collective format in international law. This section now turns to this matter.

*  *  *

In international law, the traditional sanctions before the advent of the UN Charter were, simply put, reprisals and war.18 They were (or ought to have been) legal tools available to each State to attain national security from external threats by enforcing basic rules of the legal order—primarily non-interference. This was before the emergence of any notion of ‘collective’ or global security.

Even the creation of the League of Nations did not alter this structure. The League of Nations Covenant merely subjected war to procedural requirements and put decentralized reprisals under the umbrella of an ‘obligation’ of Member States to take them in the event of violations of the Covenant rules regarding these procedural requirements.19 There was, however, no collective organ to determine the existence of a violation of these requirements, and no collective organ to decide on the reprisals to be adopted. Up to this point the sanctions of international law are simply being put to the service of the national security of each State.

The paradigm shift came in the aftermath of the Second World War with the adoption of the UN Charter. International peace and security became the first purpose of the new organization,20 to be secured through collective action for the removal of ‘threats’ to the peace. Even the organ that in the League of Nations was simply called the ‘Council’ became the ‘Security’ Council, a detail that is important beyond semantics. The International Court of Justice (ICJ) in Certain Expenses proclaimed international peace and security as the ‘natural’ priority in the UN Charter, ‘since the fulfilment of the other purposes will be dependent upon the attainment of that basic condition’.21

First, it must be noted that there is nothing ‘natural’ about this priority at all. International peace and security are made into a primary purpose by those drafting the Charter and designing the UN system because this was their political priority. It is not a natural priority but a political decision and a political priority like any other, and as such it is a child of its time. One could easily imagine food and shelter and work (ie, the well-being of individuals), or the environment (ie, the well-being of the planet), as the basic condition upon which the attainment of international peace and security is dependent.

But the UN was the organization of the victorious allies after a world war. The threats they wanted to guard against were those that had just plunged them into that war. The ‘other’ was there, and was clear, though now defeated. The new organization was meant to ensure that it would not rise again, though of course it could not possibly be foreseen what other ‘others’ may emerge or be constructed. As the product of a wartime alliance, the UN’s principal purpose of international peace and security was understood as security of one alliance of States from the threat posed by another, now defeated, alliance.22 The only problem is, of course, that such a set-up requires two things to function: (a) a coherent alliance characterized by solidarity and consensus; and (b) an enemy (or many).

Sections C and D in this chapter discuss how the set-up actually worked over the many decades that the UN has been in existence. In this section, however, it must still be clarified what the understanding of sanctions in international law ought to be. In pursuit of their principal (if not natural) priority to maintain and restore international peace and security, the drafters of the UN Charter sought, to a considerable extent, to emulate the centralized structure of domestic legal orders with respect to the monopoly of coercion. This had considerable repercussions on the understanding of the traditional coercive sanctions of international law, reprisals and war.

The first move was to emulate domestic legal orders with respect to physical coercion, to wit: war. The UN Charter flat out prohibits States from resorting to the threat or use of force in Article 2(4), and seeks to completely centralize recourse to force to the UN Security Council (UNSC) under Chapter VII. It is the UNSC that has sole23 power to determine the existence of threats to the peace under Article 39,24 and it is the UNSC that has the monopoly of the use of force under Articles 42 et seq (however that may have played out in practice, in view of the lack of Article 43 agreements). What remains for States is a limited power to resort to force unilaterally in cases of self-defence, under Article 51.

The second move was to partially centralize the power to resort to reprisals, or rather what, since 1945, ought to be called countermeasures (and retorsion).25 Countermeasures are breaches of international obligations by one State towards another in response to the latter State’s previous breach of an international obligation injuring the reacting State, and aiming to induce compliance.26 The fact that they are taken in response to such a previous violation precludes their wrongfulness. In that, countermeasures are decentralized reactions to illegality,27 the only means available to States in the decentralized legal order to seek to induce compliance with secondary international obligations of the responsible State, and thus to implement the responsibility of that State and enforce international law. They are thus means of exercising lawful coercion, politely called inducement. Relatedly, acts of retorsion are unfriendly but perfectly lawful acts28 resorted to in order to put pressure on a State with a view to ‘inducing’ it to change its position or policy on some matter. They are meant to signify displeasure, but, being lawful, they can be resorted to at any time and not solely in response to some previous internationally wrongful act by the target State (though they are sometimes referred to as ‘sanctions’ as well, especially by lay people).

Essentially all references to unilateral ‘sanctions’, whether by international lawyers or others, are to be qualified legally: either (a) as lawful (if unfriendly) acts (such as severance of diplomatic relations or trade relations when there is no obligation to maintain such trade relations);29 or (b) as countermeasures (when they are wrongful acts whose wrongfulness is excluded because they qualify as countermeasures); or finally (c) simply as internationally wrongful acts (when they are breaches of international law that cannot be otherwise justified).

The UN Charter preserves the power of States to resort to such measures unilaterally, given that there is no prohibition of any other form of ‘force’ in the UN Charter other than armed force. It does, however, partially centralize the use of retorsions30 and countermeasures in response to threats to the peace: this is what is customarily (though non-technically) called ‘UN sanctions’. They are ‘measures not involving the use of armed force’ adopted by the UNSC in response to a threat to the peace, in accordance with Articles 39 and 41. The taking of such measures constitutes an obligation for all Member States of the UN in accordance with Article 25 of the UN Charter. And being an ‘obligation under the UN Charter’, the obligation to take such measures prevails over obligations of the Member States under ‘other’ international agreements in the event of a conflict, in accordance with Article 103 of the Charter.31

In that sense, Article 41 measures are centralized collective reactions to illegality (the breach of international law in the instance being that an entity is posing a threat to the peace).32 These ‘collective sanctions’ taken by the UNSC have far more coercive potential than decentralized sanctions taken unilaterally by a State. This is because UNSC Article 41 measures are to be implemented by every UN Member State, whereas unilateral measures are obviously only implemented by the State that decides to resort to them. According to the International Law Commission (ILC), the term ‘sanctions’ ought to be reserved for such collective reactions, and the term ‘countermeasures’ (along with retorsion) is to be used for unilateral reactions.33

Sections C and D will survey the use of ‘sanctions’ in governing security as discussed in this section. The use of the term ‘collective or UN sanctions’ is meant to indicate measures not involving the use of armed force under Article 41 UN Charter (or proper ‘sanctions’ as per the ILC), while the term ‘decentralized or unilateral sanctions’ is used to indicate, essentially, countermeasures.


C. The Use of Collective Sanctions (as a Projection of Specific State Interests)


The ‘alliance’ that was the UN at its inception quickly splintered: the advent of the Cold War and the antagonism of the two superpowers, the United States and the Soviet Union, quickly consigned the ‘collective security’ part of the UN Charter to irrelevance, if not quite to the proverbial dustbin of history.34 For almost forty-five years, between 1945 and 1990, the UNSC managed to agree to sanctions only twice, and that with great difficulty and on a matter on which agreement should not have been that hard to procure if the benchmark was as low as basic decency: racial segregation. The UNSC managed to impose sanctions on Rhodesia in 1966,35 and on South Africa in 1977,36 in the aftermath of the Soweto uprising. The Council did not even manage to agree on more stringent mandatory economic sanctions against South Africa, with Resolutions 558 (1984) and 591 (1986) using ambivalent language.

The end of the Cold War and the concomitant collapse of the Soviet Union and the Eastern Block may have signalled to some the ‘end of history’,37 perhaps prematurely. What it certainly did do was to usher in a period of hegemonic consensus, with the United States-led ‘West’ now reigning supreme. In that context, the UNSC became the focal point of security, now ‘collective’ security, and UN sanctions saw unprecedented proliferation.38 The 1990s were called, and rightly so, ‘the sanctions decade’.39 In that decade alone, sanctions were imposed in over a dozen situations involving Iraq,40 the former Yugoslavia,41 Somalia,42 Libya,43 Liberia,44 Haiti,45 Angola,46 Rwanda,47 Sudan,48 Sierra Leone,49 Afghanistan,50 Eritrea and Ethiopia,51 and responding to threats to the peace as diverse as classical invasion and annexation, terrorism, human rights violations, and defence of democracy.52 More sanctions followed in the 2000s, most prominently against North Korea,53 and Iran,54 but also against Lebanon.55

This ought to come as little surprise. At the time when superpower antagonism left little space for ‘consensus’ (meaning, essentially, domination of the interests of one State or bloc of States over all others), everyone just went off and did as they always did: they employed unilateral sanctions (in the guise of either acts of retorsion or countermeasures) whenever there was a ‘security need’ (in the sense of some political objective to deal with a perceived threat), while the UNSC lay dormant. Examples abound: from the UK taking measures against Iran in response to the nationalization of the Anglo-Iranian Oil Company in the 1950s,56 to the US taking measures against Cuba in the 1960s,57 and then Nicaragua,58 amongst others, to the Arab boycott of Israel,59 and other measures.

From amongst the many UN sanctions regimes that were imposed during this period of flourishing of collective sanctions, some examples are discussed here in order to demonstrate three aspects. First, how hegemonic consensus was at work in the UNSC. Secondly, how awesomely powerful UN sanctions can be in such cases. And thirdly, how this awesome power might in fact scare States into reacting to UN sanctions and to seek to reassert their position in a hegemonically homogeneous international environment.

The sanctions imposed on Libya in the aftermath of the Lockerbie incident serve as a glaring example of the hegemonic use of sanctions during the period under discussion. The explosion of a bomb on board a TWA flight out of Heathrow while the aircraft was flying over Lockerbie in Scotland led to the deaths of all passengers and crew. Two Libyan nationals (who were also claimed to be Libyan agents) were accused, primarily by the US and the UK, as being responsible for placing the bomb on the aircraft, and the US and the UK demanded that Libya extradite them. Eventually the two States got the UNSC to demand the handover of the agents, essentially echoing the demand of the US and the UK, and to impose sanctions on Libya in 1992.60 For a number of years Libya, through the mediation of the (then) Organisation of African Unity (OAU) (now African Union), sought to bring this situation to an end, suggesting various arrangements that would lead to the two accused facing justice, but not in the US or the UK, where—to be fair—an unbiased trial would have been about as possible as it would have been in Libya. The recalcitrance of the US and the UK, viz. the UNSC, in agreeing to any of the many proposals, led in June 1998 to a decision by the OAU, at the time counting fifty-three Member States, to stop complying with the UN sanctions with effect from September 1998.61 A few days before the expiry of that deadline, in late August 1998, the suggestion of the OAU for the trial of two suspects by a Scottish court sitting in the Netherlands had been miraculously accepted and the UNSC had provided for the suspension of the sanctions.62

This is not to say that all instances of imposition of UN sanctions during this period were as glaringly one-sided as the Lockerbie debacle. But all of them did reflect primarily the perceived national interest of the US and its allies, many other States being simply unable or too weak to raise serious objections. The sanctions on (and subsequently intervention in) Haiti is yet another example of an essentially US/Western agenda being pushed globally under the guise of defence of democracy,63 especially with the events in Grenada and Panama having taken place within the decade prior to the Haiti situation. The irony and hypocrisy are particularly evident when one considers that a number of shockingly undemocratic States are close allies of those very same States pushing the particular agenda. Already at that early stage commentators were noting the dangers of exclusive Western control of the UNSC, even foreboding a ‘return to the veto-induced paralysis of the Cold War’.64

The terrorist attacks of 9/11 gave new impetus (or at least a new lease of life) to the hegemonic consensus of the 1990s. Terrorism, undefined as it is,65 became the new threat to which the collective security system needed to respond. For the West, it was Islamic terrorism that needed to be targeted by the collective measures, and so it was. The 1267 sanctions regime against Osama Bin Laden, Al-Qaeda, and the Taliban introduced in 1999 was strengthened after the 2001 attacks and is still in operation some twenty years later, though now split into two regimes, one targeting the Taliban and one targeting ISIL/Da’esh.66 A related anti-terrorism regime was introduced by the UNSC in Resolution 1373 (2001).67 These sanctions regimes allowed States to pursue, whether through the UNSC or autonomously, all kinds of objectives that had little to do with fighting terrorism, as discussed below.

As White and Davies-Bright argue in Chapter 1 of this Handbook, terrorism, though lacking a universally accepted definition, has a unifying function: ‘all States can identify threats from groups that can be labelled as terrorist’.68 This, of course, also works the other way around: all States can label as terrorist any groups from which they identify threats (and they do).69 Thus, the ‘general consensus that terrorism is a threat that must be countered’70 comes as little surprise: it is entirely self-serving and almost akin to a blank cheque when viewed against the background of the lack of an accepted definition.71 And as White and Davies-Bright rightly go on to suggest, this means that States ‘securitizing terrorism’ simply include ‘any sociopolitical element that…threatens to disturb the status quo under the banner of terrorism’.72 Given the status quo that is considered protection-worthy, however, and given the identity of those that get to decide it, this is not only unsurprising, but indeed the whole point of ‘(global) security’.

This is evident when considering in particular the 1267 sanctions regime and, to a somewhat lesser extent, the 1373 sanctions regime. Under the 1267/(1988)/1989/2253 regime it is the UNSC, through the relevant Sanctions Committee(s) that identifies persons and entities associated with Osama Bin Laden (until his death), the Taliban, Al-Qaeda, and since 2011 also ISIL/Da’esh, who are then put on a ‘blacklist’, and who are subject to asset freezes, travel bans, and arms embargoes by all Member States of the UN. But the process of putting such an entity on the list was initially completely obscure and based on nefarious evidence besides the will of particular States on the Council (sometimes acting on information provided by other States) that an entity should be subjected to sanctions.73 Needless to say, the motives of States for including entities in the blacklist were not always the purest. To add insult to injury, there was also no process for getting a blacklisted entity removed from the list, up until the establishment of the Office of the Ombudsperson.74

Under the 1373 sanctions regime, UN Member States were made to subject to sanctions similar to those of the 1267 regime any entities associated with terrorism writ large. While the UNSC would not identify the entities to be sanctioned under this regime, it did ‘authorize’ States to do so, allowing them to impose sanctions on various entities without necessarily following the processes required under domestic law for adopting such far-reaching restrictive measures against individuals or legal entities.

After some years of operation, both regimes started coming under attack—though not from State executives, which were not too bothered about wielding such a powerful tool against their enemies, real or imagined, but by domestic (and regional international) courts to which individuals and legal entities subjected to sanctions under these regimes sought recourse. A detailed analysis of the developments that followed has been undertaken elsewhere.75 Suffice it here to say that domestic (and regional international) court decisions such as Kadi in the Court of Justice of the European Union,76 Ahmed in the UK Supreme Court,77 and others, forced States to choose between disobeying the UNSC or forcing it to adopt at least some review mechanisms at the UN level. In other decisions, such as OMPI,78 courts required evidence and guarantees as prescribed in domestic legal orders for those sanctioned under the 1373 regime.

The sanctions practice of the UNSC under the dominance of the United States and its allies during that period was not the only worrying development. It was coupled with the abuse of Council authorizations of the use of force, be it in Haiti or Libya, and with an increased assertion of unilateral power to use force in the name of the international community by the hegemonic powers of the era, be it in Kosovo or Iraq. All this served as an alarm bell for States like Russia and China, who would question the consensus in an organ they could scarcely control, and opt for a return to unilateral action—action that would no longer have any mantle of acting in the name of the international community by virtue of emanating from a collective organ. This would leave every State powerful enough to try to act unilaterally, all the while maintaining that it is fighting against some global threat.


D. The Resurgence of Countermeasures


While a good number of sanctions regimes introduced by the UNSC in the late 1990s and the early to mid-2000s remain in force, there is a notable tapering off of new UN sanctions towards the end of the 2000s and the 2010s. This, as foreshadowed in the last section, was not due to disenchantment with UN sanctions because of any of their inherent features. If anything, collective sanctions are far more effective than unilateral sanctions, even if the latter are taken by a superpower. Rather, the problem was precisely the fact that hegemonic consensus in the UNSC started crumbling right around the mid- to late-2000s, with the resurgence of Russia, the rise of China, and the general crisis of the ‘new world order’ of the early 1990s. These events were also coupled with increasing (legal) challenges to UN sanctions starting in the early to mid-2000s and culminating in the early 2010s, which in fact revealed themselves as an awesomely powerful but ill-regulated tool at the hands of States happy to evade domestic and international legal constraints in taking such far-reaching action.

The natural corollary of the dip in the ability of the UNSC to achieve consensus and to operate effectively in a climate of renewed, and indeed multipolar, antagonism, was of course the resurgence of countermeasures, of unilateral sanctions, which had never really gone away, but had just receded into the background. This is nicely captured in the following excerpt from an article by Cohen and Goldman, pointing out the relevant policy considerations:

The fact that sanctions are a core foreign policy tool has two important implications for the relationship between multilateral and unilateral sanctions. First, different countries will perceive a need to impose sanctions in different situations because they perceive their national security interests differently. Second, even when several countries agree on the need to impose sanctions, they will often differ on the targets, types, and duration of sanctions that need to be imposed. If countries were forced to abandon this tool for use exclusively through a multinational mechanism, they would surrender the flexibility sanctions provide to address different kinds of risks, not to mention an important aspect of sovereignty.79

States may perceive their national security interests differently. But when they are too weak to project them onto the international plane, they just fall into line with what the powerful States consider to be the appropriate security interests. And when the powerful States disagree on that, then the collective sanctioning system is cast aside in favour of everyone pursuing their own interests, globally or regionally. So, indeed, collective and unilateral sanctions exist side-by-side: both in legal reality (as described in Section B) and in actual reality. In actual reality, however, collective sanctions completely overshadow unilateral ones in cases where consensus can be achieved, while unilateral sanctions are resorted to when antagonism and balance of power considerations prevent the use of collective mechanisms.

Russia can be seen as receiving the first wake-up call with the Kosovo intervention in 1999.80 Its strategy of promoting action through the UNSC, by occasionally making painful concessions while it was still reeling from the dissolution of the Soviet Union, worked for it to maintain some disproportionate semblance of power for a while.81 But the moment its interests diverged sharply (or insufferably) from those of the West in a matter of supreme national importance, an intervention in its old back yard against a close ally, it was not taken seriously by its partners in the UNSC: the whole Council was merely circumvented in the end.

Despite Russia’s interest in exercising any influence that it may have in the UNSC, the intervention in Libya authorized by the UNSC in 201182 was yet another nail in the coffin of its (and China’s) consensual approach. The way the use of force, authorized to ‘protect civilians and civilian areas under imminent threat of attack’,83 played out, leading to regime change and the plunging of Libya into chaos to this day, served as an excellent excuse not only for Russia to withhold consensus over Syria,84 but even purportedly to undertake its own unilateral action against Ukraine in Crimea, all the while ‘trolling’ the West. It cannot escape us that the language used by Russia with respect to Crimea is heavily reminiscent of the arguments used by NATO for its intervention in Serbia in 1999 over Kosovo.85

The US and the EU imposed then unilateral sanctions on Russia over Crimea,86 seeing as how the UNSC would not be available for action against a Permanent Member. To the extent that such measures constitute breaches of international obligations owed by the US and the EU (or its Member States) to Russia, they would need to be qualified as countermeasures for the reacting entities to escape international responsibility. And, given that the violation claimed on their part is essentially the invasion and annexation of Crimea, the argument would be that these are countermeasures ‘in the general interest’, that is, countermeasures against the violation of an erga omnes obligation taken by ‘States other than the injured State’ in the sense of Article 48 of the Articles on State Responsibility.87

The resurgence of unilateral sanctions in the face of the loss of consensus in the Council is not solely due to the recalcitrance of Russia and increasingly China. The United States can be seen as taking the same route under President Trump. Its ‘withdrawal’ from the Joint Comprehensive Plan of Action (JCPoA),88 which led to the suspension of UN sanctions against Iran, was swiftly followed by the (re-)imposition of unilateral sanctions against that State. Iran, of course, did challenge a number of these measures as breaches of the 1955 Treaty of Amity between itself and the US before the International Court of Justice.89 But the most problematic part of such unilateral sanctions is, in the practice of the US at least, who is also the State most frequently resorting to significant such sanctions, their purported extraterritorial effects. These extraterritorial sanctions, often branded ‘secondary sanctions’ or ‘secondary boycotts’, aim at universalizing the effects of a sanctions regime by seeking to avoid the flouting of the unilateral sanctions by States and entities not bound by the sanctioning State’s law: in essence, such sanctions regimes aim at emulating the effect that collective sanctions would have.90 This makes it clear that unilateral sanctions can never achieve results similar to collective sanctions without exorbitant claims to jurisdiction. But it also makes it clear that when consensus is not present, powerful States will not shy away from adopting such sanctions in the interests of ‘security’.


E. Conclusion


When there were still (only) two superpowers around, and indeed two with competing and contrasting politico-economic systems, international (peace and) security was just not a ‘thing’—beyond avoiding ‘mutually assured destruction’. The whole debate was about the security of each and every State and the maintenance of its internal status quo. Since the end of the Cold War, however, the concept of international security, and the process of ‘securitization’, has taken off. For a while this operated under the unchallenged dominance of the United States and its allies, all others being (or feeling) too weak to offer anything except occasional (and rather muted) opposition.

Once States like Russia and China started asserting themselves more forcefully in the international scene, the process of securitization did not stop—having been given a mantle of propriety by almost two decades of UN sanctioning practice. What did prove elusive though was any further consensus at the international level, with States now returning to pursuing their own interests through unilateral sanctions, while still purporting to some extent to act in the pursuit of global security from superficially accepted, but in reality ill-defined, threats such as ‘terrorism’. This makes sense: in the vacuum left once again by the UNSC, the powerful appoint themselves as the protectors of all against real or perceived or even imaginary threats.

But despite the recurrence of big power struggles, we have not returned to the same situation that we were in during the Cold War in all respects: while antagonism is back, no real alternative political configuration is on offer. Whatever the differences in the perception of threats to security, we are now operating under an absolutely dominant economic model, prevalent in almost all States even if with local adjustments and minor differences. We are thus witnessing a hegemonic mode of production, with the concomitant ‘pariah-ization’ of the few that do not conform. This allows the national security of each powerful State to lay claim to global radiance, under accepted ‘categories’, such as, primarily, terrorism. Security, national or global, thus becomes nothing other than the security of the current, hegemonic, and ultimately deadly, mode of production. To end, as I began, with a quote: ‘Threat is urgent! Existential! With patience wearing thin. But the danger’s elemental; it’s chaos from within’.91
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United Nations Peacekeeping

A View from the Ground
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A. Introduction


According to the Preamble to the Charter of the United Nations (UN Charter)—the foundational document for all work undertaken by the Organization—‘the Peoples of the United Nations’ were ‘determined to save succeeding generations from the scourge of war’, ‘to reaffirm faith in fundamental human rights’, and ‘to establish conditions under which justice and respect for the obligations arising from treaties and other sources of international law can be maintained’.1 In pursuance of the lofty ideals set out therein, UN Member States pledged to unite their strength ‘to maintain international peace and security’.2 In practice, and in order to live up to this ideal of maintaining international peace and security in a world where conflict is rampant, the UN has had to creatively use the powers granted by its Member States under Chapters VI and VII of the UN Charter. In the early years of its existence, examples of such ‘creative’ action can be seen in the Organization’s response to the conflict between Israel and its neighbouring States in 1948, to the Kashmir crisis in 1949, and the Suez Crisis in 1956.3 Out of the need to deal with situations like these, and to bypass the Cold War paralysis of the UN Security Council (UNSC), the concept of ‘peacekeeping’ was born.4 In doing so, and given that the UN Charter neither contains any legal framework on peacekeeping nor does it envisage the idea of peacekeeping as such, it was very much necessary to ‘think outside the box’. The original, and rather straightforward, idea of peacekeeping was to interpose an unarmed or lightly armed force in between feuding States on the basis of consent and cooperation to create a mutually accepted buffer zone while diplomatic attempts were made to find a solution to the conflict through any of the peaceful means prescribed under Chapter VI of the Charter.5

The first peacekeeping missions authorized by the UNSC were unarmed missions: the United Nations Truce Supervision Organization (UNTSO) in 1948, where unarmed military observers were deployed to supervise the armistice agreement between Israel and neighbouring Arab States, and the United Nations Military Observer Group in India and Pakistan (UNMOGIP) to monitor the conflict in Kashmir in 1949.6 These were followed in 1956 by the first armed peacekeeping operation, the First UN Emergency Force (UNEF I), which was mandated to deal with the Suez Crisis.7 The initial success of these innovative actions encouraged the UN to adopt peacekeeping operations as one of its main tools for the maintenance of international peace and security. Since 1948,

more than 70 peacekeeping operations have been deployed by the UN. Over the years, hundreds of thousands of military personnel, as well as tens of thousands of UN police and other civilians from more than 120 countries have participated in UN peacekeeping operations. More than 3,000 UN peacekeepers from some 120 countries have died while serving under the UN flag.8

In the decades since its creation, peacekeeping has undergone several transformations. The traditional form of peacekeeping, where UN peacekeeping forces consisted of lightly armed troops deployed to serve in a neutral capacity, has evolved into multidimensional operations, largely as a result of the changing dynamics of conflict from inter-State to intra-State conflicts.9 Thus, from traditional peacekeeping, the nomenclature has changed to Peace Support Operations (PSOs) which are multidimensional in nature and scope, ‘encompassing’, in the words of a former United Nations General Assembly (UNGA) President, ‘conflict prevention, peacemaking, post-conflict peace-building, and assistance to the activities of international tribunals in bringing war criminals to justice’.10 Such multidimensional operations include both military and civilian components.11 As UNSC Res 2086 (2013) recognized, ‘peacekeeping ranges from traditional peacekeeping missions, which primarily monitor ceasefire to complex multidimensional operations, which seek to undertake peacekeeping tasks and address root causes of conflict’.12 Additionally, and as a parallel development, the weapons and equipment used by the missions have, by and large, also changed and become more sophisticated.13

There is no doubt that peacekeeping operations have made a positive contribution to global security, for instance, by assisting the restoration of peace in war-torn countries and communities. Nevertheless, there have also been major downsides, with certain operations doing more harm than good.14 Such successes and failures are to be assessed in light of each specific operation, its mandate, and from the perspective of all relevant stakeholders.15 Without exception, however, peacekeeping operations have given rise to a wide range of legal and policy challenges. Examples include the ambiguous legal basis for the use of force by the missions, the quest for accountability for human rights abuses by peacekeepers, and the increasing use of private security companies and other subcontractors.

The purpose of this contribution is to examine the role of UN peacekeeping operations in an extraordinarily complex and rapidly evolving global security environment.16 The chapter focuses in particular on lessons learned from peacekeeping taking place in African countries and its perspective is shaped by the author’s own experience as a Brigade Staff Officer who launched the first Ghanaian troops into the ECOMOG operations (later serving as a Battalion Deputy Commanding Officer) in Liberia, and as Deputy Force Commander of the military component of the United Nations Operation in Côte d’Ivoire (UNOCI). The chapter starts by exposing the applicable legal framework and the role of the UNSC, particularly that of the five Permanent Members (P5) in authorizing peacekeeping operations. It then turns to recent developments in contemporary multidimensional operations and, finally, explores the outcomes of peacekeeping missions in terms of their pacifying but also at times destabilizing role in conflict situations.


B. Legal Framework, the United Nations Security Council, and Power Politics



1. Legal Framework


Although the institution of peacekeeping is not envisaged as such in the UN Charter, a legal and normative framework regulating it has developed through the practice of the relevant UN organs and participating and host States over the course of the past seventy years. Primarily mandated through UNSC resolutions, the basis of most peacekeeping operations is found in Chapters VI and VII of the UN Charter, depending on the circumstances of each case and the wording of the relevant resolutions.17 In that respect, some authors have referred to the legal basis of peacekeeping as ‘Chapter VI-and-a-half’.18 In 1962, in the Certain Expenses advisory opinion, the International Court of Justice (ICJ) recognized that both the UNGA and the UNSC have the competence to authorize the deployment of peacekeeping operations,19 but since the establishment of the UN Temporary Administration (UNTEA) and Security Force (UNSF) in West Irian in 1962 by the UNGA,20 peacekeeping operations have been exclusively constituted by the UNSC.21 Leaving aside authorization, the UN Secretary-General plays a central role in the constitution, overall management, and deployment of peacekeeping operations.22

In fact, it was UN Secretary-General Dag Hammarskjold who, in his appraisal of UNEF I, set out the three fundamental principles that underlie peacekeeping operations: host State consent; impartiality; and use of force only in (personal) self-defence.23 When it comes to the requirement of consent by the host State, strictly speaking, when a peacekeeping operation is authorized under Chapter VII of the UN Charter, consent is not legally required. However, in practice, both for the success of the peacekeeping operation and the safety of the forces themselves, the consent of the host State (and of other main parties to the conflict) is instrumental and the UNSC has customarily sought to obtain it.24 In terms of ‘impartiality’, the principle has been progressively interpreted to mean ‘impartiality in the implementation of the mandate’, given the changing nature of conflicts and the shift from traditional peacekeeping to fully fledged peace operations.25 Finally, the principle of defensive use of force has been expanded over the years, especially in the context of operations that have been tasked to protect civilian populations.26

Beyond these fundamental legal principles and the somewhat nebulous but nevertheless settled constitutional basis of UN peacekeeping, the institution is further regulated by numerous other international agreements and ad hoc arrangements with the host State and Troop Contributing Countries (TCCs), such as the Status of Forces Agreement (SOFA) or the Convention on the Privileges and Immunities of the United Nations.27 Peacekeepers also have to comply with international human rights law, while international humanitarian law is also applicable when they participate in hostilities.28 Additionally, over the years, a host of high-level reports and other documents—with the Brahimi Report being a milestone29—have further developed the applicable normative framework, introduced reforms, and expanded on the legal and policy principles that underlie UN peacekeeping.


2. United Nations Security Council and Power Politics


According to a wise African saying, you cannot bypass the thumb and expect to tie a solid knot. Given that, in most cases, UN peacekeeping operations are mandated by the UNSC, it is necessary to examine how the UNSC operates when it comes to the authorization of peacekeeping missions, giving particular emphasis to the approach of the P5. Amongst the P5, Britain and France once controlled vast empires, and while their former colonies have now regained their independence, close ties remain between the former colonial powers and the formerly colonized States. The remaining three Permanent Members, namely the US, Russia, and China, have significant control over and interest in world affairs due to their size and (over the last decades) increasing economic power. As Nico Krisch has pointed out, the ‘institutionalized privilege’ of the P5 is stronger today than it has ever been, entrenching the ‘Great Power’ status of these States.30 By and large, it is they who shape the outcomes of UN peacekeeping operations anywhere in the world, determining whether a peacekeeping operation will be authorized and constituted in the first place.31 Even plainly in terms of realpolitik, it is inconceivable that the P5 would take decisions which would not in one way or another accommodate their national interests. And this has serious systemic implications for UN peacekeeping as a whole.

In the introduction to his book, UN Peacekeeping in Africa—From the Suez Crisis to the Sudan Conflicts, Adekeye Adebajo cites former UN Secretary-General Boutros Boutros-Ghali who described the dilemma of the UN as follows:

As Secretary-General I was duty-bound to carry out the resolutions of the Security Council to the letter. But as a lifelong student of international law, I lamented this situation, which both disparaged international law and displayed the United Nations not as an organisation of sovereign states equal under the Charter but as a political tool of the major powers.32

And as ‘a political tool of the major powers’, the UN, due to the ambivalent role played by the P5, and its peacekeeping operations have often served only as a palliative; dressing the wound and leaving it festering underneath to resurface years later.

In that, one cannot but agree with Adebajo, according to whom ‘[t]he games that these powers [P5] play…must always be placed at the center of any analysis of UN peacekeeping missions, for it is often these games that help determine the course and outcome of these interventions’.33 The Suez Crisis, which led to the first armed peacekeeping mission UNEF I, authorized by the UNGA and deployed with Egypt’s consent in its territory34 in 1956, cannot be easily separated from the ‘[t]he colonial legacy and continuing interference by the Great Powers in the Middle East’.35 Similarly, ONUC, which was deployed by the UNSC to deal with the Congo Crisis in 196036 came in the aftermath of a Belgian intervention which cooperated to an extent with the pro-Western secessionist forces at the expense of the pro-Soviet government.37

Such power politics have not been evident solely in the context of UN peacekeeping action stricto sensu but, rather, concern enforcement action too, which often precedes (as in Libya) or accompanies peacekeeping operations (as in Somalia). The Second Gulf War is a good illustration of how the P5 have often attempted to use UN institutions as proxy to further their own national interests. The US (and its allies), under the pretext of the presence of weapons of mass destruction (WMDs), tried to use the UN to carry out its own strategic national agenda, which has since greatly destabilized Iraq and the entire region.38 In that case, the UN under the uncompromising leadership of late Secretary-General Kofi Annan refused to give in to those pressures, but this has not necessarily always been the case.

From a different perspective, power politics and veto power often hinder operations where they are most needed, the genocide in Sudan being an illustrative example. According to Brendan January:

In 2004 Colin Powell told the [Senate] committee on foreign affairs that a genocide had been carried out in Darfur, that the Sudanese government and the Janjaweed were responsible, and that the genocide may still be ongoing. Powell stated that having reviewed the evidence which had been compiled by the State Department and having compared it to information which was freely available throughout the international community he came to the conclusion that genocide had been carried out in Darfur.39

This weight of evidence had been preceded by reports of Amnesty International, the International Crisis Group, and humanitarian workers about ‘escalating violence’ and ‘atrocities’ in Darfur.40 However, and until the deployment of a small AU mission (AMIS) in June 2004, the situation was not the subject of any sophisticated or coordinated response.41 According to Lanz,

non-consensual military intervention in Darfur did not occur because Western states had no appetite for another military intervention in a Muslim country one year after the invasion of Iraq…Policymakers and Western activists around the Save Darfur Coalition therefore settled for what they deemed to be the second best option: sending peacekeepers.42

Eventually the AU–UN Hybrid Operation in Darfur was deployed, but with limited success.43

A different issue can be identified in the NATO intervention in Libya with UN authorization under UNSC Resolution 1973 (2011) and on the basis of the Responsibility to Protect (R2P).44 ‘Operation Unified Protector’, which was authorized by the UNSC ‘to protect civilians and civilian populated areas’, soon became a regime-change intervention.45 This conduct, which resulted once again in the estrangement of Russia, China, and many other States,46 has affected the ability of the UNSC to take any meaningful action in Syria, where civilians have been repeatedly attacked and continue to live under the most dire of circumstances.

Of particular significance to African countries is the role played by France, who intervened militarily in its former colonies nineteen times between 1962 and 1995.47 In the process of gaining independence in the 1960s, former colonies were forced to sign bilateral defence treaties with France, agreeing to various degrees of military cooperation and aid, while also depositing between 50 and 65 per cent of their national reserves to the French Treasury as a kind of collateral for the support of the West African CFA franc imposed on them.48 Additionally, the pacte colonial is said to have contained secret clauses that granted France the right to militarily intervene in its former colonies and which were often construed at will to bring those considered erring or recalcitrant back into line.49 Because of international outcry, successive French administrations since Jacques Chirac have sought to distance themselves from this interventionist approach instigated by Françafrique policies. In fact, Sarkozy declared in 2008, during a visit to South Africa, that France would no longer play the role of gendarme in Africa.50 However, France’s disengagement from Africa has not yet materialized to any satisfactory extent, and UN peacekeeping operations have sometimes been caught up in these messy political affairs.

By and large, the P5 have not been considered an honest broker when it comes to using peacekeeping operations as a tool for furthering international peace and security. The Rwandan genocide provides a tragic illustration: the 1994 genocide of the Tutsi minority and moderate Hutus took place with a UN peacekeeping force (UNAMIR) present in the country.51 UNAMIR’s inaction has partly been attributed to its strained resources and reduced personnel following the withdrawal of peacekeepers by Belgium and other TCCs. At the same time, France—a supporter and ally of the majority Hutu government—has been accused of, amongst other actions, enabling the Hutu génocidaires, and for allowing its UNSC-authorized ‘Operation Turquoise’ to be used by them to flee the country.52 Against this background, and keeping in mind the role played by power politics in this field, some recent developments in UN peacekeeping will now be examined.


C. Recent Developments in United Nations Peacekeeping


In an ever-changing world, UN peacekeeping has had to adapt and respond to the changing dynamics of conflict and societal reform, as well as to the multiplication of actors and organizations addressing these at the international level. This has led to a number of developments—with accompanying challenges—which can be grouped into the following four categories.

The first is the changing strategic context of peacekeeping and the emphasis on robust mandates to protect civilians. The dynamics of conflict have shifted from conventional warfare, which was experienced in the two World Wars (and which was essentially inter-State in nature), to asymmetric, low intensity warfare and protracted civil wars which are mostly intra-State in nature.53 These intra-State conflicts have been further complicated by the increasing threat of violent extremism, terrorism, and transnational organized crime, including drug, human, and weapons trafficking.54 This changing nature of conflict has shaped the new environment in which peacekeepers are deployed as well as the structure and composition of UN missions. Most UN missions today, whether in Mali, the Central African Republic (CAR), South Sudan or the Democratic Republic of Congo (DRC), have been deployed in environments in which there is little or no peace to keep and where violent extremism and terrorism pose a major threat to the peace process. This has made the protection of civilians (POC) a major focus of peacekeeping and many missions have a mandate to protect them, in particular when under threat of physical harm.55

To effectively discharge their mandates, such peacekeeping missions are vested with robust powers under Chapter VII UN Charter and are authorized to use ‘all means necessary’ to protect civilians.56 Examples of such missions are the United Nations Stabilization Mission in the Democratic Republic of the Congo (MONUSCO),57 the United Nations Multidimensional Integrated Stabilization Mission in Mali (MINUSMA),58 the United Nations Multidimensional Integrated Stabilization Mission in the Central African Republic (MINUSCA),59 and UNAMID.60 In MONUSCO, for instance, an Intervention Brigade had to be deployed with a robust mandate to carry out offensive operations, either unilaterally or jointly with the Congolese armed forces, to disrupt the activities of the M23, the Democratic Forces for the Liberation of Rwanda (FDLR), the Lord’s Resistance Army (LRA), and all other armed groups in the DRC.61

Secondly, there is increasing demand for accountability for human rights violations. On the one hand, peacekeepers have been scrutinized for engaging in human rights abuses, especially those involved in sexual exploitation and abuse. To that end, a zero tolerance for Sexual Exploitation and Abuse policy has been developed,62 with the UN Secretary-General regularly reporting on the efforts the UN is making towards ensuring protection from sexual exploitation and abuse.63 Such reforms at the UN level have followed extensive criticism of the UN’s activities as well as its lack of accountability due to the privileges and immunities it enjoys.64 On the other hand, warring factions have come under scrutiny with regard to the prohibition of the use of child soldiers in conflict and conflict-related sexual violence (CRSV).65

Thirdly, the current peacekeeping environment involves a number of multiple organizational actors, including regional organizations and bilateral partners, all working together to promote international peace and security.66 In particular, the African Union (AU) and the Economic Community of West African States (ECOWAS) have played an active role in deploying emergency missions in many African countries, such as Côte d’Ivoire and Darfur, while they have also expanded their political missions.67 The EU has also substantially contributed in Africa with a mission currently ongoing in Mali.68 A strategic partnership between the UN and these organizations is crucial: according to Bothe, ‘[t]here are no hard and fast rules on the division of the respective roles of the UN and regional organisations…[t]he resources of the EU or the geographic proximity of regional organisations are important considerations’.69

Finally, due to the complex peacekeeping environments that feature asymmetric and unconventional threats, the UN has deployed technology in the field in order to assist its missions with monitoring efforts.70 In the DRC and Mali, the introduction of unmanned aerial vehicles (UAVs) has had an immediate impact in gathering intelligence for swift response to emerging situations on the ground. GIS data is also being used to help find water sources for missions to limit their dependence on the limited local supply.71 Efforts are also being made to explore alternative sources of energy such as solar panels as well as the introduction of waste water treatment plants to reduce the need for water and the generation of disposable waste.72


D. The Pacifying Role of United Nations Peacekeeping


There is no doubt that after the failure of the League of Nations to prevent the Second World War, the establishment of the UN—‘an organization that reveals great imagination and profound shortcomings’73—with its collective security system and the absolute prohibition of the threat or use of force in international relations under Article 2(4) UN Charter, has come a long way to bring peace and stability worldwide. Indeed, the 1988 award of the Nobel Peace Prize to the UN Peacekeeping Forces is testament to the fact that ‘the Peacekeeping Forces through their efforts have made important contributions towards the realization of one of the fundamental tenets of the United Nations. Thus, the world organization has come to play a more central part in world affairs and has been invested with increasing trust.’74 This pacifying role of UN peacekeeping has many aspects, varies between missions, and has found expressions in the different functions of peacekeeping operations.75 In this section, two key peacekeeping functions will be addressed: conflict resolution and governance strengthening along with security sector reform.


1. Conflict Resolution


To begin with, successful deployment of UN peacekeeping interventions has settled many conflicts, saving thousands of lives as a result. From Cambodia, El Salvador, Guatemala, Mozambique, Namibia to Sierra Leone, Côte d’Ivoire, Timor-Leste, Liberia, and Kosovo, the UN has helped to end conflicts by promoting dialogue and reconciliation amongst warring parties.76 Many of these countries have transitioned to peace and socio-economic development after many years of internal conflict. The UN’s operations in Sierra Leone, for instance, have been hailed as a success due to the role peacekeepers played in successfully implementing the peace agreement after the country’s devastating civil war. Before its closure, the UN Mission in Sierra Leone (UNAMSIL) helped to disarm more than 75,000 ex-combatants, including child soldiers, and destroyed more than 40,000 weapons.77 Similarly, the peaceful transfer of political power from the then incumbent government of Ellen Johnson Sirleaf to an opposition party led by George Weah (a former professional footballer) after the December 2017 elections showed the impact of the UN mission in the country.78 Indeed, unlike previous elections, the 2017 election was solely handled by Liberians themselves with minimal support from the UN. Despite the lack of euphoria regarding the possibilities associated with UN peacekeeping in the early 1990s, the fact that there are currently close to 100,000 UN peacekeepers operating across thirteen different missions indicates that the UN, and in particular the UNSC, continues to see a role for UN peacekeeping in conflict resolution.79


2. Strengthening Governance and Implementing Security Sector Reform


More significantly, military, police, and civilian personnel serving in UN missions have helped to build and reform institutions of governance and security in war-torn countries, and in some instances, have taken over the interim political administration of territories,80 as in the case of Kosovo81 and Timor-Leste.82 Peacekeeping missions have implemented and assisted in the implementation of security sector reforms in post-conflict States, such as Liberia, Rwanda, and Sierra Leone, with respect to the armed forces, the police, and especially the criminal justice system to improve their efficiency and independence. Such reforms of security institutions have in turn helped to prevent relapse into conflict.

More significantly, UN peacekeepers have also, through their peacebuilding interventions, addressed some of the underlying causes of conflict in many of the countries where they have been deployed. In particular, missions have been engaged in minimizing the threats posed by governance issues (such as corruption), political exclusion, and marginalization, as well as socio-economic challenges. In many conflict zones today, like Sudan, South Sudan, and the CAR, the presence of the UN has prevented further violence against civilians and widespread human rights abuses.83


E. The Destabilizing Role of United Nations Peacekeeping


As another African proverb goes, ‘it is the same person who goes for water who is likely to break the water pot’. Despite the successes of the UN, there have been some major failures, too. In many instances, UN peacekeepers have failed to protect civilians in imminent danger:84 Somalia, Rwanda, and the former Yugoslavia in the early 1990s are prominent examples. These setbacks have affected the credibility of the UN. In other cases, UN peacekeeping operations have left in their wake conduct and discipline issues, health and environmental issues, as well as ‘unfinished business’ and lingering controversies. Some of these failings are discussed in the following sections.


1. Conduct and Discipline


Although peacekeepers are expected to adhere to the highest standards of behaviour and conduct in a professional and disciplined manner during missions, plenty of cases of misconduct involving UN peacekeeping personnel have been reported. In the South Sudan, CAR, DRC, and Haiti, UN peacekeepers have been accused of both rape and of paying women (primarily, but also men) and children for sex.85 A report by the UN showed that in the first seven months of 2017 alone at least fifty-five UN peacekeepers were accused of sexual exploitation and abuse of civilians across UN missions around the world.86 Although measures, such as the ‘zero tolerance’ policy, have been put in place, the UN’s reputation for protecting civilians has suffered due to these recurring cases of abuse by peacekeepers, while actual enforcement of accountability is also presently lacking.87


2. Health and Environmental Issues


Even though there are strict standards of health screening before deployment, peacekeepers have been unwitting ‘vectors’ in the spread of disease in their areas of operation. The cholera outbreak in Haiti, which was imported in 2010 by the Nepalese contingent of the UN peacekeeping force sent to stabilize the country after a destructive earthquake, is a prime example.88 The outbreak turned into an epidemic which has devastated the country and has claimed more than 10,000 lives.89

On top of that, UN missions have also been considered responsible for half of the greenhouse gas emissions of the entire UN system.90 According to the International Peace Institute, missions deployed to ‘arid, land-locked countries have considerable resource requirements and can cause significant, if unintended, environmental damage to countries the UN is seeking to assist’.91 United Nations peacekeepers have also on some occasions added stress to the already vulnerable ecosystems of host States as they are often deployed ‘in complex and fragile ecosystems, where resources are scarce and the government is not responsive to the needs of its people’.92


3. Unfinished Business and Lingering Controversies


Earlier in this chapter, reference was made to the fact that while UN peacekeeping has been a force for good, the interference of the P5 in the internal affairs of other States has often tainted peacekeeping missions or excessively complicated the effective discharge of their mandates and functions. This will be illustrated through the representative examples of two conflict-ridden African States, where the contribution of the UN peacekeeping missions to their long-term stability and security (and to those of the region) has been fervently contested: Liberia and Côte d’Ivoire. The analysis will draw from the author’s own experience and involvement in those missions.


a. Liberia


The Liberian crisis has been one of the cases that was left unresolved, only to re-emerge later. When civil war broke out in December 1989, ECOWAS stepped in to halt the carnage inflicted on unarmed civilians, especially West African nationals, through the (hurriedly) assembled Ceasefire Monitoring Group (ECOMOG) comprised of troops from The Gambia, Ghana, Guinea, Nigeria, Mali, and Sierra Leone. ECOMOG forces were, by and large, able to stabilize the situation between 1990 and 1993 until the UN stepped in with the establishment of the UN Observer Mission in Liberia (UNOMIL).93 UNOMIL was in fact the first UN mission established to support an already deployed regional operation.94

In February 1997, after four years on the ground, a joint assessment made by UNOMIL and ECOMOG forces concluded that the country had been sufficiently stabilized and pacified for elections to be held.95 This followed the completion of a rushed disarmament process.96 Elections were held and Charles Taylor, who had projected himself as the most militarily and financially endowed, won them. This proved a pyrrhic victory: barely two years later, in 1999, fighting broke out again amongst the dissatisfied factions who alleged that Charles Taylor had won the elections by intimidating the Liberian electorate. The fighting persisted, turning into a full-blown war from 2000 onwards, until ECOMOG forces landed in Monrovia in September 2003 to a rousing welcome and popular acclaim.97 A new UN mission, the United Nations Mission in Liberia (UNMIL) was established98, heralding the second entry of the Organization into the Liberian crisis. This mission only ended in March 2018 after fifteen years on the ground to ensure that this time peace would endure.

In the run up to the second deployment of ECOMOG/UN operations in Liberia, the present author was appointed as leader of a Joint Verification Team (JVT)99 which was set up following the Comprehensive Peace Agreement (CPA) signed in Accra in June 2003 to monitor the ceasefire agreement. This team was moved from Accra to Freetown in July to await deployment into Liberia but for weeks nothing seemed to be moving. The understanding reached between the UN and ECOWAS was that the UN would use its helicopters to deploy the team if ECOWAS could guarantee an extraction force to stand by to recover the team in case of difficulties. ECOWAS was unable to provide this force. Although it was a great relief when the JVT was eventually moved to Abuja to accompany the hurriedly assembled ECOWAS force in its ‘triumphant re-entry’ into Liberia by air in September 2003, JVT’s function to monitor the ceasefire had by this point been rendered moot.

Having learned their lesson, during their second stay in Liberia, both ECOMOG and UNMIL made sure that comprehensive steps were taken to avoid similar pitfalls.100 Disarmament of factions commenced in December 2003 and ended in October 2004 with more than 100,000 combatants disarmed and demobilized.101 Elections were held on schedule in October (first round) and November (second round) 2005 with UN security protection, ushering in Africa’s first elected female President in the person of Ellen Johnson Sirleaf. A slowly and deliberately executed security sector reform, which saw the creation of a new army, was effected, and the UN finally withdrew in March 2018, hoping for no violent comebacks.102


b. Côte d’Ivoire


The 2011 events in Côte d’Ivoire, taking place at the same time as the intervention by the NATO-led coalition in Libya, caused controversy and raised many legal and policy questions regarding the role of UN peacekeeping operations, the authorization of use of force by the UNSC, and the role played by the P5 (in this case France). The aftermath of the events has left many States and individual observers concerned about key aspects of peacekeeping, particularly its impartiality.103 This (perhaps justified) perception cannot be separated from the role France played in the crisis and the fall from power of the then incumbent President Laurent Gbagbo.

UNOCI was established under UNSC Resolution 1528 (2004) to succeed the UN Mission in Côte d’Ivoire (MINUCI)—a political mission established under UNSC Resolution 1479 (2003) to ‘facilitate the implementation by the Ivorian parties of the Linas-Marcoussis Agreement’ along with a military component to complement ‘the operations of the French forces’104—and the ECOWAS forces in the country.105 UNOCI was dispatched to monitor the ceasefire between the warring parties, supervise disarmament and demobilization, contribute to the protection and promotion of human rights, and support the peace process, including the conduct of free, fair, and transparent elections, amongst others.106

When the time came for the 2010 elections to take place, violence erupted and far-reaching human rights abuses took place.107 The reason for this breakdown was that the two frontrunners, Laurent Gbagbo (then incumbent President) and Alassane Ouattara, and their supporters disagreed on the outcome of the second electoral round held in November 2010.108 UNOCI was implicated in this as the Head of the Mission and the UN Special Representative of the Secretary-General confirmed the results of the Independent Elections Commission, which had declared Ouattara as the winner. The competence of UNOCI to certify the result of the elections was disputed and arguments were voiced that this power belonged to the Constitutional Council instead, which had in fact proclaimed Gbagbo as the winner. However, the international community, including the ECOWAS and the UNSC, recognized Ouattara as the elected President and called for Gbagbo to step down.109

In view of the subsequent violence, UNSC Resolution 1975 authorized ‘UNOCI, while impartially implementing its mandate, to use all necessary means to carry out its mandate to protect civilians under imminent threat of physical violence’.110 In pursuance of their mandate, UNOCI, along with French forces, whose presence predated UNOCI in Côte d’Ivoire, ‘bombarded Gbagbo forces, leading to his eventual defeat and capture’.111 Whether UNOCI’s mandate encompassed the capture and eventual ousting of Gbagbo in favour of Ouattara under UNSC Resolution 1975, and in light of the principle of impartiality of peacekeeping operations, is doubtful. Indeed, many States expressed concerns about the legality of UNOCI’s implication in this operation and its collaboration with the French forces to that end.112 Matters were further complicated by the fact that France was the penholder in the UNSC for the relevant resolutions and ‘was particularly keen to promote robust action’.113 According to Novosseloff, ‘France’s presence and interests left the UN in the back seat both in the mediation…and security areas’.114

Since the 2010–11 events, the security situation in the country, although improved, can hardly be considered stable. In June 2012, seven peacekeepers, two civilians and at least one FRCI (Forces Républicaine de Côte d’Ivoire) soldier were killed in an ambush mounted by Liberian mercenaries and former pro-Gbagbo fighters from the Liberia side of the border.115 The present author’s advice as the outgoing Deputy Force Commander of the military component of UNOCI that the eastern border with Liberia was the one that merited increased police and military presence (and not the western one with Ghana) was not heeded. According to Human Rights Watch (HRW), between July 2011 and 9 June 2012, when the latest incident took place, more than forty people had lost their lives as a result of cross-border incursions from Liberia.116 The situation was most precarious in July 2017, when a mutiny broke out from amongst the ranks of former rebels now serving in the army, demanding bonus payments. According to Amnesty International, at least ten people were killed and dozens wounded in violence in January 2018.117

All this notwithstanding, according to UNOCI’s webpage, it ‘successfully completed its mandate on 30 June 2017’.118 However, the Presidential elections scheduled to take place in October 2020 will be the real test for Côte d’Ivoire’s fragile stability.119 According to HRW, ‘[i]nadequate progress in addressing a longstanding culture of impunity, reforming the security forces, and strengthening rule of law institutions threaten the country’s long-term prospects for peace and development’.120 In more diplomatic terms, during Côte d’Ivoire’s Third Cycle of Universal Periodic Review at the Human Rights Council, amongst the conclusions and recommendations made by the Working Group and other States were the adoption of guarantees safeguarding the independence of the judiciary, investigation of all human rights abuses, especially those committed during 2010 to 2011, and the adoption of measures guaranteeing that the 2020 elections will be held in a credible and transparent manner.121


F. Conclusion


In its quest to safeguard international peace and security—‘to save succeeding generations from the scourge of war’—the UN has faced limitations, but there have also been some notable successes. The Organization, through peacekeeping and other operations, has helped to stabilize a number of war-torn countries and led them to a path of sustainable peace and economic development. Nevertheless, the challenges that confront UN missions are enormous and concerted efforts are required to address them. The issue of sexual exploitation and abuse by peacekeepers has plagued peacekeeping operations; the only way to address this is enhanced training of the participating personnel, accountability for the human rights abuses committed by them, and redress for the victims. Adequate resources and personnel, as well as a clear mandate, are also necessary for the effective protection of civilians from armed groups and for the general effective discharge of the missions’ mandate. Even though today the perception of the disproportionately privileged P5 and their interference in world affairs is still prevalent, the fact remains that peacekeeping is a useful tool of the UN in achieving its goals, and as such it should be strengthened and supported to be able to rapidly adapt to a changing global security landscape.
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Chapter 44


Responsibility to Protect and Humanitarian Intervention

From Apology to Utopia and Back Again

Simon Chesterman



A.Introduction


Despite the title of this chapter, the responsibility to protect (R2P1) was developed precisely as an alternative to humanitarian intervention—the notion that unilateral force can be used to protect human rights in another State. The term was coined by a commission established by the Canadian government after the controversial NATO airstrikes against the former Yugoslavia over its actions in Kosovo in 1999.2 Though humanitarian intervention was the most plausible legal justification for the airstrikes,3 the report avoided that language completely.4 The rhetorical shift was useful, moving debate away from whether ‘kind-hearted gunmen’5 have a right to use force and onto how the causes that might inspire such uses of force can be prevented or handled more peacefully. In the event that prevention and peaceful means fail, R2P does allow for action by the UN Security Council (UNSC) under existing rules. But it neatly dodges the more difficult question—epitomized by the Kosovo case—of what rules should govern a humanitarian crisis when both the State in question and the UNSC are unwilling or unable to act.

The sections that follow first examine the legal framework of humanitarian intervention and how R2P came to be adopted and endorsed by UN Member States in general and the UNSC in particular. The speed with which the language of R2P permeated the UN and the wider global system has been extraordinary, though this has been primarily in the nature of a political rather than a legal transformation. A later section highlights the present challenges faced by R2P, evident in the partially successful operation in Libya and the dismally ineffective response to the ongoing crisis in Syria. A final section makes some tentative projections about the future—in which the language of R2P appears likely to continue its spread, but weariness of intervention on the part of Western States and the rise of Asian States defending a conservative notion of sovereignty will dampen the conversion of words to action.


B.Legal Framework


The use of force generally is discussed by Elizabeth Wilmshurst in Chapter 45 of this Handbook. In brief, under the UN Charter, Member States forswore the right to use force except in two circumstances: when exercising their inherent right of self-defence under Article 51 of the Charter, or where the UNSC authorizes a State or group of States to respond to a threat to international peace and security under Chapter VII.6 Beyond these exceptions, the language agreed by States at the San Francisco conference of 1945 was broad in its scope: ‘All Members shall refrain in their international relations from the threat or use of force against the territorial integrity or political independence of any state, or in any other manner inconsistent with the Purposes of the United Nations.’7

From time to time it has been argued that certain limited uses of force might not contravene this provision. For example, Anthony D’Amato argued that the US invasion of Panama in 1989 was consistent with the UN Charter because ‘the United States did not intend to, and has not, colonialized [sic], annexed or incorporated Panama’.8 As Oscar Schachter archly observed, this demands an Orwellian construction of the terms ‘territorial integrity’ and ‘political independence’.9 It also runs counter to various statements by the UN General Assembly (UNGA) and the International Court of Justice (ICJ) concerning the meaning of non-intervention,10 as well as UNSC practice, which has condemned and declared illegal the unauthorized use of force even when it is ‘temporary’.11 This is consistent with the drafting history of the provision, which, the US delegate to the San Francisco conference (amongst others) emphasized, left ‘no loopholes’.12

The two exceptions to the general prohibition offer case studies of how norms concerning the use of force have a tendency to expand.13 Self-defence, for example, has been invoked in ever-wider circumstances to justify military actions including a pre-emptive strike against a country’s nuclear program14 and in ‘response’ to a failed assassination attempt in a third country,15 as well as against States that allegedly ‘harbour’ terrorists.16

UNSC-authorized actions have expanded even further, mandating actions in Somalia and Haiti in the 1990s that would never have been contemplated by the founders of the UN in 1945 because they would have been seen as matters that were purely ‘domestic’.17 Many such actions by the Council are considered in the same breath as true ‘humanitarian interventions’, but it is important to distinguish between humanitarian crises that have expanded the notion of a ‘threat to international peace and security’ under Chapter VII and the creation of an entirely new justification for the use of force without that authorization.18 (As we shall see, the blurring of that line in cases like Libya gives rise to controversy and may, perversely, undermine the willingness of some States to support humanitarian operations under well-established law.)

A possible loophole is sometimes seen in the role the UNGA played during the Korean War in 1950. At a time when a Soviet veto threatened to block action by the Council, Western States turned to the UNGA and adopted the Uniting for Peace Resolution. In the case of a breach of the peace or act of aggression, measures available to the UNGA are said to include the use of armed force.19 The legality of the UNGA doing more than authorize peacekeeping with the consent of parties is dubious, however. The Uniting for Peace resolution was used with such consent during the Suez crisis in 1956 and in the Congo in 1960, but the procedure subsequently fell into desuetude beyond providing an occasional forum for rhetorical debate.20 In particular, though well-meaning academics suggested that it might have been an appropriate mechanism to invoke during the Kosovo crisis, the Uniting for Peace Resolution appears not to have been seriously contemplated by the States themselves—apparently due to fears that NATO would have been unable to muster the necessary two-thirds majority support of the UN to invoke it.21 The mechanism was floated more recently as a possible means of avoiding UNSC deadlock over Syria—that is, avoiding another Russian veto.22

The only other possible legal basis for action in situations like Kosovo is the argument that a new norm has developed, creating a discrete right of humanitarian intervention. There is no treaty to this effect, but the creation of such norms under customary international law is possible through the evolution of ‘constant and uniform’23 or ‘extensive and virtually uniform’24 State practice when accompanied by the necessary opinio juris—the belief that a practice is legally obligatory, and that instances of inconsistent conduct are treated as breaches of a rule.25 Some writers have argued that there is evidence of both in the case of humanitarian intervention, typically pointing to the Indian action to stop the slaughter in East Pakistan in 1971, Tanzania’s actions against Idi Amin in neighbouring Uganda in 1978–79, and Vietnam’s intervention in Kampuchea in 1978–79.26 In none of these cases, however, were humanitarian concerns invoked as a justification for the use of force. Rather, self-defence was the primary justification offered in each case, with humanitarian (and other) justifications being at best secondary considerations.27

The fact that States continue to rely on traditional justifications—most notably self-defence—undermines arguments that the law has changed. Indeed, it is striking that despite the efforts by some scholars to argue for the existence of a right of humanitarian intervention, States themselves are very reluctant to follow suit28—even in defence of their own actions. This was particularly true in the case of NATO’s intervention in Kosovo. Reluctance appears to have stemmed in part from the dubiousness of the legal argument, but also from the knowledge that if any such right were embraced it might well be used by other States in other situations. These concerns are well founded: when invading and annexing Crimea in 2014, Russian President Vladimir Putin made explicit comparisons with Kosovo in attempting to justify the military action.29

The wariness of establishing precedent was evident in the proceedings brought by the Federal Republic of Yugoslavia against ten NATO members before the ICJ, beginning in 1999. In hearings on provisional measures, only Belgium presented an elaborate legal justification for the action, relying variously on UNSC resolutions, a doctrine of humanitarian intervention (as compatible with Article 2(4) of the UN Charter or based on historical precedent), and the argument of necessity.30 The United States, by contrast, emphasized the importance of UNSC resolutions, and, together with four other delegations (Germany, the Netherlands, Spain, and the United Kingdom) made reference to the existence of a ‘humanitarian catastrophe’.31 Four delegations did not offer any clear legal justification (Canada, France, Italy, and Portugal). The phrase ‘humanitarian catastrophe’ recalled the doctrine of humanitarian intervention, but some care appears to have been taken to avoid invoking the doctrine by name. The formulation was first used by the United Kingdom as one of a number of justifications for the no-fly zones over Iraq, but no legal pedigree had been established beyond this. The Court ultimately ruled against Yugoslavia for technical reasons concerning its jurisdiction, never discussing the merits of the case.32

Reticence about embracing a clear legal position was repeated in two major commissions that investigated the question of humanitarian intervention. The Kosovo Commission, headed by Richard Goldstone, concluded somewhat confusingly (from an international legal perspective) that NATO’s Kosovo intervention was ‘illegal but legitimate’.33 The International Commission on Intervention and State Sovereignty (ICISS), chaired by Gareth Evans and Mohamed Sahnoun, acknowledged that, as a matter of ‘political reality’, it would be impossible to find consensus around any set of proposals for military intervention that acknowledged the validity of any intervention not authorized by the UNSC or the UNGA:

But that may still leave circumstances when the Security Council fails to discharge what this Commission would regard as its responsibility to protect, in a conscience-shocking situation crying out for action. It is a real question in these circumstances where lies the most harm: in the damage to international order if the Security Council is bypassed or in the damage to that order if human beings are slaughtered while the Security Council stands by.34

Key elements of the ICISS report, The Responsibility to Protect, were adopted by the UN World Summit in a 2005 resolution of the UNGA, which acknowledged that a State’s unwillingness or inability to protect its own population from genocide, war crimes, ethnic cleansing, or crimes against humanity may give rise to an international ‘responsibility to protect’. This was limited to peaceful means, however, except in extreme circumstances where the provisions of Chapter VII of the UN Charter may be invoked if the UNSC members agree to act:

Responsibility to protect populations from genocide, war crimes, ethnic cleansing and crimes against humanity

138. Each individual State has the responsibility to protect its populations from genocide, war crimes, ethnic cleansing and crimes against humanity. This responsibility entails the prevention of such crimes, including their incitement, through appropriate and necessary means…

139. The international community, through the United Nations, also has the responsibility to use appropriate diplomatic, humanitarian and other peaceful means, in accordance with Chapters VI and VIII of the Charter, to help to protect populations from genocide, war crimes, ethnic cleansing and crimes against humanity. In this context, we are prepared to take collective action, in a timely and decisive manner, through the Security Council, in accordance with the Charter, including Chapter VII, on a case-by-case basis and in cooperation with relevant regional organizations as appropriate, should peaceful means be inadequate and national authorities are manifestly failing to protect their populations from genocide, war crimes, ethnic cleansing and crimes against humanity.35

The report and the UN Resolution were carefully silent about what happens if the Council does not agree. Subsequent proponents of the doctrine were at pains to emphasize that the use of force is only one aspect of R2P.36 In the World Summit Outcome Document, R2P embraces the responsibility to prevent, to react, and to rebuild. The language routinely now invoked is of pillars: protection by the State (Pillar 1), assistance in prevention by the international community (Pillar 2) and intervention by the UNSC (Pillar 3).37 Given the role ascribed to the Council by the World Summit Outcome Document, the extent to which that body itself embraced the language of R2P was generally seen as crucial to measuring its impact.38

Initial progress was slow. After mentioning R2P in passing in Resolution 1653 (2006) on the Great Lakes Region,39 the text of the World Summit Outcome Document was explicitly reaffirmed by the UNSC in Resolution 1674 (2006) on the protection of civilians in armed conflict40—though this was, once again, a diplomatic agreement on the theory of R2P rather than its application in practice. Subsequent Council endorsement for the next five years was confined to preambular mentions of R2P in resolutions dealing with Darfur in 2006,41 and then a series of resolutions in 2011 on Côte d’Ivoire,42 South Sudan,43 Yemen,44 and Libya.45

It was in Libya that R2P moved from preamble to operational paragraphs, when the Council ‘underscore[d] the Libyan authorities’ responsibility for the protection of its population, including foreign nationals and African migrants’.46 It was also in Libya, arguably, that the invocation of R2P moved from theory to practice. That operation showed the potential of the doctrine to shape debate over an issue—as well as, some said, the limitations of what could be achieved on the ground.


ecent Developments and Contemporary Challenges


R2P has inspired dozens of books, hundreds of articles, a handful of research centres, and at least two specialist journals. Yet its content remains imprecise. It is common to see it hailed variously as a new ‘fully-fledged international norm’,47 an ‘international ethical norm’,48 or an ‘international legitimacy norm’,49 while others dismiss it as a mere slogan or ‘political catchword’.50 Efforts by the UN to flesh out and operationalize its content have taken place through the appointment of a special adviser to the Secretary-General on R2P and the publication of reports annually on the topic since 2009.51 Proponents of R2P point to the Libya and Côte d’Ivoire actions in 2011 as examples of the principle shaping the UNSC’s response and thereby reflecting a new sensibility in global politics.52

In Libya, as mentioned earlier, R2P featured in UNSC resolutions both as preambular and operational text. The willingness of the Council to act was driven in part by the unusually clear manner in which Muammar Gaddafi’s government threatened large numbers of civilians and the unanimity of the international opprobrium that it attracted—importantly including the Arab League, the African Union, and the Organization of the Islamic Conference, condemnation by which was cited in each of the key resolutions. Resolution 1973 (2011) in particular authorized Member States to use all necessary means—that is, use force—‘to protect civilians and civilian populated areas’.53

A similar dynamic was evident in Côte d’Ivoire. Debated in the Council less than two weeks after the Libyan authorization, Resolution 1975 (2011) unanimously reaffirmed that it was Côte d’Ivoire’s responsibility to protect civilians, but also recalled its authorization for the UN Operation in Côte d’Ivoire (UNOCI) ‘to use all necessary means to carry out its mandate to protect civilians under imminent threat of physical violence, within its capabilities and its areas of deployment’.54

Alex Bellamy concludes that these resolutions, adopted with some abstentions but no negative votes, ‘clearly demonstrated the Council’s determination to act on its responsibility to protect populations, including through the use of force when necessary and possible. They signalled a new phase in the Council’s history from which there could be no return.’55 The Secretary-General was no less effusive in his assessment:

In 2011, history took a turn for the better. The responsibility to protect came of age; the principle was tested as never before. The results were uneven, but at the end of the day, tens of thousands of lives were saved. We gave hope to people long oppressed. In Libya, Côte d’Ivoire, South Sudan, Yemen and Syria, by our words and actions, we demonstrated that human protection is a defining purpose of the United Nations in the twenty-first century.56

Yet a closer reading offers a more sceptical interpretation. In both the language of the resolutions and the statements of representatives, the emphasis is clearly on the responsibility of the State in question to protect its population. No reference is made, in particular, to the international community’s residual responsibility when the State fails to act. Resolution 1970 (2011) stressed that it was ‘the Libyan authorities’ responsibility to protect its population’; Resolution 1973 (2011) reiterated that responsibility and reaffirmed that ‘parties to armed conflicts bear the primary responsibility to take all feasible steps to ensure the protection of civilians’. Similarly, Resolution 1975 (2011) on Côte d’Ivoire—though it reiterated the limited mandate to protect civilians—merely reaffirmed the ‘primary responsibility of each State to protect civilians’.

In the language of pillars, the emphasis was clearly on Pillar 1 (protection) and perhaps Pillar 2 (prevention), with Pillar 3 (intervention) looming large but silent in the background. The narrowness of the shared ground was on display when the military action in Libya was perceived by some to have gone far beyond the mere protection of civilians.57

Libya, then, appears to illustrate that R2P can provide supporting language when a State or group of States is willing to lead action against a common foe. Normatively, there is nothing new here: the Council authorizations in the case of Libya followed templates worked out in the course of the 1990s. Indeed, Michael Doyle has argued that R2P should both legitimize such actions and delegitimize exploitative or self-serving ones—acting as a ‘license for and a leash against forcible intervention’.58

A better test is whether R2P encouraged action even when the well of political will was running dry. Here, Syria offers a depressing counterpoint. Despite clearly satisfying any notional threshold for action, the failure to respond meaningfully to the unfolding Syrian crisis can only partly be explained by Russian ties to Assad’s regime. China joined with Russia in vetoing several resolutions, with Libya casting a shadow over these debates insofar as resolutions explicitly renouncing regime change as a goal had been used to achieve exactly that.59 Perhaps of more interest for present purposes is that the States agitating for action tended not to use the language of R2P—either wary of raising the spectre of Libya or, perhaps, because that language tends to be used in support of foreign policy objectives rather than to create those objectives.60 If the latter is true, this would be consistent with the more cynical accounts of humanitarian intervention, which posit that the volume of a State’s outrage at a humanitarian crisis varies directly with its willingness to act in response to that crisis.

Much as triumphalism at R2P’s influence in Libya tended to overstate the case, reports of the death of R2P after Syria were greatly exaggerated.61 Subsequent years saw continued mixed blessings for R2P. Russia and China vetoed at least four resolutions with R2P language over Syria,62 while the Council as a whole was manifestly unable to deal with the crises in Central African Republic, Yemen, and elsewhere.

When States chose to act unilaterally against Syria—as the United States did on its own with airstrikes in 201763 and again together with France and the UK in 201864—the justifications focused on punishing Syria for the use of chemical weapons and deterring future such use.65 The UK published an elaborate legal justification for its role, including a statement that the UK was permitted under international law to take measures to alleviate overwhelming humanitarian suffering:

The legal basis for the use of force is humanitarian intervention, which requires three conditions to be met:



(i) there is convincing evidence, generally accepted by the international community as a whole, of extreme humanitarian distress on a large scale, requiring immediate and urgent relief;

(ii) it must be objectively clear that there is no practicable alternative to the use of force if lives are to be saved; and

(iii) the proposed use of force must be necessary and proportionate to the aim of relief of humanitarian suffering and must be strictly limited in time and in scope to this aim (i.e. the minimum necessary to achieve that end and for no other purpose).66

It was striking that virtually no mention was made of R2P. Germany, for its part, initially supported the air strikes as ‘necessary and appropriate’,67 though a report commissioned by the Bundestag’s Research Service concluded that the air strikes were an ‘armed reprisal cast in the veil of humanitarianism’ and a violation of international law.68

There were also some indications of a more principled opposition to R2P. Although China’s former Minister for Foreign Affairs, Qian Qichen, was a commissioner on the body that came up with the concept of R2P, there are signs that it is rethinking its support. In a 2014 speech on the international rule of law, the current Foreign Minister Wang Yi highlighted some of the ongoing difficulties: ‘Hegemonism, power politics and all forms of “new interventionism” pose a direct challenge to basic principles of international law including respect for sovereignty and territorial integrity and non-interference in other countries’ internal affairs’.69 Though China’s rise sometimes inspires fears that it will seek to establish an alternative model of international order—an ‘Eastphalian’ system,70 for example, opposed to the ‘Westphalian’ one that now dominates—such statements actually appear more consistent with a traditionally conservative approach to sovereignty that dominated for most of the twentieth century.71

The preceding account is consistent with the analysis of the foreign policy of China, Japan, and other States that continue to engage with the debates on R2P—with an eye, however, not to expanding its scope but containing its effects. Bae, Infanzon, and Abbe have termed this partial engagement ‘active in not being active’.72

It is undeniable, however, that R2P has changed the language of diplomacy. In the period up to 2012, for example, the UNSC made reference to R2P in its resolutions a total of a dozen times. In the years 2016 and 2017, it was passing that many resolutions each year that included the language.73 Nevertheless, it is also striking that the vast majority of those resolutions still make no reference to Pillar 3—essentially using R2P as a means of pushing responsibility onto States rather than asserting it for the international community.74 In one sense, this is entirely in keeping with the driving force of R2P from its origins: to emphasize the prevention of future Rwandas, rather than the authorization of future Kosovos. Yet at the same time this has replicated the divisions long seen in arguments about a traditional right of humanitarian intervention, with much academic ink spilt in the face of virtually no practice on the part of States.

In the language of International Relations and drawing on Finnemore and Sikkink’s analytical framework of the ‘norm life-cycle’,75 R2P has clearly emerged as a norm and arguably become embedded at the international level—but it has yet to become internalized in the practice of States.76 The adoption of R2P after Kosovo was, arguably, a final nail in the coffin of absolute sovereignty. Though the UN Charter expressly disavows interference in the domestic jurisdiction of States (except where the UNSC authorizes action), no State today seriously argues that widespread human rights violations or humanitarian suffering do not at least belong on the agenda of the international community. What the international community can and should do in response to such crises remains a subject of intense debate. Responsibility to Protect has sharpened that debate, but it does not provide a clear answer; it shapes the discourse, but it does not yet shape behaviour.


D.Outlook


The rhetorical embrace of R2P by Member States of the UN and its UNSC within the space of two decades of the term being coined is remarkable. Yet there is something utopian about claims that this amounts to a major normative transformation. Such claims are easily contradicted by events—what I once termed the prevalence of ‘inhumanitarian non-intervention’77—and confuse rhetorical support with changed behaviour.78

Although R2P may not create rights or impose legal obligations, it may amount to more than rhetoric if it is understood as a means of determining jurisdiction, as Anne Orford has argued.79 Seen through that lens, the vague formulations embraced by the 2005 World Summit do not invoke ‘responsibility’ in the strict legal sense of an obligation to act in a specific way, but rather in the sense of an allocation of responsibility to respond to a situation. This may be compared to the function played by Article 99 of the UN Charter, which allows the UN Secretary-General to bring to the attention of the UNSC ‘any matter which in his opinion may threaten the maintenance of international peace and security’. It is no coincidence that much of the energy behind the adoption and, now, implementation of R2P has come from the office of the Secretary-General.80 Much like Article 99, the true significance of R2P may not be the creation of new rights or obligations to do ‘the right thing’; rather, it is in making it harder to do the wrong thing or do nothing at all.81
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Chapter 45


The Use of Force

Elizabeth Wilmshurst



A. Introduction


The collective security system established by the UN Charter came on the heels of the failure of the League of Nations. One of the aims of the League had been to ‘achieve international peace and security by the acceptance of obligations not to resort to war’,1 although the Covenant establishing the League included only very limited obligations in that area. Subsequently, in the Kellogg-Briand Pact of 1928, States agreed to renounce war ‘as an instrument of national policy in their relations with each other’. That obligation did not, of course, prevent the outbreak of the Second World War.

The vision of the founders of the UN—‘determined to save succeeding generations from the scourge of war’—was to make the preservation of international peace a collective responsibility and to locate that responsibility in the UN and, in particular, the UN Security Council (UNSC). Not only were States obliged to refrain from the use of force in their international relations, but they would contribute armed forces to the Council when called upon for the purpose of maintaining international peace and security. There would be no resort to armed force except ‘in the common interest’, declared the preamble to the Charter.

The obligation to contribute armed forces was not implemented and that aspect of the Charter is a dead letter. But the framework of the legal regulation of the use of force laid down in the Charter remained.

It was soon, however, being argued that the legal rules were to some extent ‘already obsolescent by the time the Charter came into operation’.2 And on many occasions more recently, including in the debates following the military intervention in Kosovo in 1999, and in Iraq in 2003, doubts were being expressed about the efficacy of the law.3 But: ‘[w]e reaffirm that the relevant provisions of the Charter are sufficient to address the full range of threats to international peace and security’, declared the Heads of State and Government in the 2005 World Summit Outcome Document.4

Those were confident words. Contemporary security threats, however, such as global terrorism and the proliferation of weapons of mass destruction (WMD) continue to give rise to questions about whether the law is indeed ‘sufficient’.

This chapter outlines very briefly the international legal framework and discusses some of the difficulties in interpreting or applying aspects of the law in the context of recent challenges to the international legal order. The chapter considers whether this legal framework is still appropriate to deal with current security threats—threats to the security of the State as well as to the security of individuals—and whether the efficacy of the law is still recognized in the practice of States.


B. Legal Framework


Although the collective security system envisaged by the founders of the UN did not develop in quite the way that they had intended, the provisions of the UN Charter on the use of force remain at the heart of the international legal order. Article 2(4) of the Charter lays down a comprehensive prohibition on ‘the threat or use of force against the territorial integrity or political independence of any State, or in any other manner inconsistent with the Purposes of the United Nations’.

The prohibition is subject to two exceptions. Force may be used, first, if authorized by the UNSC acting under Chapter VII of the Charter and thus in the common interest, as the preamble states. Secondly, under Article 51 of the Charter, force is lawful in the exercise of the ‘inherent right of individual or collective self-defence if an armed attack occurs against a Member of the United Nations, until the Security Council has taken measures necessary to maintain international peace and security’.

There is a further possible exception, which remains controversial: the use of force to avert an overwhelming humanitarian catastrophe (or so-called ‘humanitarian intervention’). While not provided for in the Charter, it is claimed that the right is found in the subsequent practice of States and in customary international law.5

The rules of international law on the use of force (or the jus ad bellum) have been subject to more analysis, critique, and criticism than almost any other branch of international law.6 Nearly every aspect of the law has raised difficulties of interpretation or application. These cannot be dealt with here in anything like a comprehensive manner.7 But a few points on the prohibition and the exceptions to it are in order.


1. The Prohibition of the Use of Force


The prohibition in Article 2(4) applies expressly to States ‘in their international relations’. There is no reference to force used by a government within its own territory and against its own population; indeed, the Charter is notably reticent as to the extent to which the UN may interfere in a State’s internal affairs (Article 2(7)). The protection of human rights, however, including within a State’s own borders, is accepted as one of the concerns of the UN, and a government’s violence against its own people has now become the subject of international collective concern and action.

The nature of the force prohibited in the Charter is generally recognized to be ‘armed force’—not economic or other kinds of coercive measures.8 Nevertheless, the question whether cyber operations by, or attributable to, a State, and causing damage to another State, come within Article 2(4) is the subject of debate. At least in the West, there is increasingly the view that in certain limited circumstances cyber operations may be regarded as an unlawful use of force and, again under certain conditions, may be regarded as an ‘armed attack’ sufficient to trigger the right to use force in self-defence.9

It should be noted that if a State gives its consent to the use of military force on its territory by another State, that does not constitute an exception to the prohibition on the use of force: force with consent does not come within the prohibition. Questions arise, however, where the government giving consent is the constitutionally elected authority but no longer in power, or is in effective control of some but not all of the territory, or is accused of being engaged in widespread and criminal attacks against its own population.10


2. Exceptions to the Prohibition on the Use of Force



a. Self-Defence


It is an ‘armed attack’ that triggers the right of self-defence under Article 51 of the UN Charter. As well as differences of opinion about the threshold of gravity inherent in the term,11 there is a long-standing controversy about whether the armed attack must actually have occurred, or whether there is a right to use force in ‘anticipatory’ self-defence before an attack has started. Another question is whether self-defence is lawful in response to attacks on a State by non-State groups situated in another State. These questions are discussed in Section C.1.

Force used in self-defence must meet the requirements of necessity and proportionality. As mentioned in the frequently cited Caroline correspondence, the act must not be ‘unreasonable or excessive; since the act justified by the necessity of self-defence, must be limited by that necessity, and kept clearly within it’.12 The force used must be necessary for the purpose of defence, not to punish the attacker. As to proportionality, the State’s aims in defending itself should be weighed against the harmful effects of the force taken in self-defence, and the force used should be limited to dealing with the needs of defence.


b. Security Council Authorization


The other exception to Article 2(4) lies in authorization by the UNSC. Under Chapter VII of the Charter, the Council may take action ‘to maintain or restore international peace and security’ upon finding a threat to the peace, a breach of the peace, or an act of aggression. What might be thought to be a simple exception to the prohibition on the use of force produces many problems in practice, not least because of the difficulty of drafting clear UNSC resolutions when Council Members are divided in their policies and intentions. The military intervention in Iraq in 2003, by a US-led coalition, was a notorious example of a few States claiming the authority of UNSC resolutions for their actions in the teeth of protests by much of the rest of the world.13 The 2011 military intervention in Libya also caused controversy, in this case with regard to the extent of the force used in reliance on UNSC Resolution 1973 (2011), which had authorized States to take measures necessary to protect civilians and civilian-populated areas in the context of President Gaddafi’s threats against dissidents in his own population. The outcome of the intervention was the toppling of the government and there was criticism that the intervening forces had acted beyond the mandate given by the UNSC.14 It has to be acknowledged, however, that there may only be a thin line between repulsing government troops from civilian areas, on the one hand, and defeating those troops—leading to the fall of the government—on the other.15

As with self-defence, force authorized by the UNSC should be both necessary and proportionate. The Council should authorize force only if non-forcible measures ‘would be inadequate or have proved to be inadequate’ and if force is ‘necessary to maintain or restore international peace and security’ (Article 43 UN Charter). The force used by the authorized States must be necessary to comply with the Council mandate and proportionate to it.


C. Recent Developments and Contemporary Challenges


Military action taken to counter global terrorism and the proliferation of WMD has presented challenges to international law. This section discusses a few instances where States using force to address these threats have been regarded either as distorting or ignoring the law or, alternatively, applying permissible interpretations of the law so as to enable appropriate measures to be taken.


1. International Terrorism and the Operations against the Islamic State


The main occasion for military counter-terrorism operations in the first decade of the twenty-first century was the threat posed by Al-Qaeda and its affiliates. The so-called ‘war on terror’ raised a number of legal questions, including on the law of self-defence.16 Many of these questions continue to have relevance for the military operations against the next major terrorist threat, which came from the organization known as ISIL/Da’esh.

The acts of violence by ISIL/Da’esh in Iraq and Syria, as well as more widely, have been countered by military operations undertaken in those two countries by other States. The legal justification for the use of force which the intervening States put forward was, in the case of Russia in Syria, and in the case of Western States in Iraq, that the State concerned had consented to the military operations on its territory.17

In the case of Western States in Syria, the justification invoked was, generally, that the operations were necessary in individual or collective self-defence; they were thus the subject of notifications to the UNSC under Article 51 of the UN Charter.18 These operations were not authorized by the UNSC,19 nor did the Syrian government give their consent,20 and the legality of the operations therefore depends upon whether the intervening States were entitled to rely on the right of self-defence.

The operations raise two major points of controversy with regard to the justification of self-defence. First, may armed groups lawfully be targeted in self-defence within a State which is not supporting those armed groups—namely, does the right to self-defence apply in relation to attacks by a non-State armed group which are not attributable to the host State? Secondly, may force be used in expectation of an attack by such an armed group—in anticipatory self-defence—and, if so, what are the conditions for its lawful use?


a. Self-Defence against Non-State Actors?


The international response to the 9/11 attacks in the US indicated support for the view that the right of self-defence encompasses force used against a non-State armed group in another State. Article 51 was in effect interpreted so that the ‘armed attack’ mentioned in that Article included an attack by a non-State actor.21 There is indeed nothing in Article 51 of the Charter to restrict the right of self-defence to armed attacks by States.

Israel’s military operations in Lebanon in 2006 give another example of force used against a non-State group. In the context of ongoing clashes between Hezbollah and the Israel Defense Forces (IDF), Hezbollah attacked an IDF border patrol and villages in northern Israel in July 2006, capturing two soldiers. In response Israel undertook extensive military operations in Lebanon. In its official statements about the armed conflict, Israel first alleged Lebanon’s responsibility for Hezbollah’s actions, but then changed its position and maintained that its operations were directed against Hezbollah and not against Lebanon.22 Criticism at the UN and elsewhere directed against Israel’s actions focused largely on the lack of proportionality in the exercise of Israel’s operations, rather than on the claim to be acting in self-defence against Hezbollah. States’ reactions to the 2006 conflict can be taken therefore as supporting the view that force may be used in self-defence against a non-State actor if it is otherwise within the criteria for self-defence.

There are commentators, however (in support of the less than clear passages in two judgments of the International Court of Justice (ICJ)), who hold the view that self-defence is permissible only against States: if the State concerned is not responsible in any way for the acts of the non-State group, force is not lawful on that State’s territory.23 The negative response of Latin American States to Ecuador’s incursion into Colombia in 2008 against the Revolutionary Armed Forces of Colombia (FARC) supports this view; those States regarded the incursion as a breach of Colombia’s sovereignty.24 More recently, other governments are pushing back against what they see as unjustified interpretations of the Charter in this regard.25

But claims by States to be entitled to defend themselves against groups located in other States are not new.26 And to argue in such circumstances that it is not lawful to act in self-defence against non-State actors in another State may be thought to privilege the sovereignty of the ‘host’ State over the needs of the victims of terrorist activities. The issue is still controversial27 but there is growing recognition that a State has a right of self-defence against non-State groups operating from other States even if those States are not responsible for the actions of the groups.28

As with other uses of force in self-defence, the right is available only in response to actual or imminent armed attacks. And the requirements of necessity and proportionality must be complied with. Force may lawfully be used, therefore, only if it is necessary to do so because the host State does not itself halt and prevent the attacks by the non-State actor, whether because it is unable to do so, or unwilling to do so. This is not a new justification for resorting to force; it is part of the necessity requirement in the use of self-defence.


b. Force Used in Anticipation of an Attack


There is a long-standing division of opinion between those who maintain that an armed attack must have begun or taken place before defensive action is lawful (since Article 51 states ‘if an armed attack occurs’) and those who argue that a State may take defensive action if facing an ‘imminent’ attack.29 It is difficult to see how and why States should wait for the occurrence of an actual attack before taking measures in self-defence, and this is particularly so in relation to the challenges posed by both terrorism and WMD. This ‘anticipatory’ self-defence in relation to specific threats has to be distinguished from so-called ‘preventive’ or ‘pre-emptive’ defence, where a threat has not yet crystallized but might arise at some time in the future.30

For those who accept the justifiability of anticipatory self-defence against an imminent attack, there is a need to take a view on quite what imminence means in this context. That the word does not only have a temporal quality is apparent from practice. It has been described as requiring that ‘any further delay in countering the intended attack will result in the inability of the defending State effectively to defend itself against the attack. In this sense, necessity will determine imminence: it must be necessary to act before it is too late.’31 Factors that may be taken into account in applying the criterion have been suggested as including the gravity of the attack, the capability of the attacker, and the nature of the threat.32

In the context of military counter-terrorism operations, a wider concept of imminence has been proposed. For example, it has been argued that ‘[t]he absence of specific evidence of where an attack will take place or of the precise nature of an attack does not preclude a conclusion that an armed attack is imminent’, for purposes of self-defence.33 But, as one writer had said,

[a]ccommodating the arguments made over the threat of unpredictable terrorism could mean relinquishing the notion of imminence, and allowing for self-defence against vague unknown threats in a manner that renders the concept of self-defence open to unconscionable abuse.34

The discussion of imminent attacks is relevant too to the question of the use of force in relation to WMD. Israel defended its attack on the Osiraq nuclear reactor in Iraq in 1981 as necessary at that time in self-defence, but the response of the members of the UNSC was to condemn it on the ground that there was no imminent threat.35 The question of ‘imminence’ will also be relevant to cyberattacks, if it is accepted that those can amount to armed attacks within the meaning of Article 51.36

The killing of two individuals in a UK drone strike in Syria in 2015—Reyaad Khan and Ruhul Amin, British nationals working for ISIL/Da’esh—is an example of action claimed to be in self-defence against a threat of imminent terrorist attack, which also raises other controversial points of law. The then UK Prime Minister stated that Khan was ‘known to be actively engaged in planning and directing imminent armed attacks against the United Kingdom’ and that the airstrike was ‘a necessary and proportionate exercise of the individual right of self-defence of the United Kingdom’.37 The government’s stated position was that there was no alternative to the drone strike, since ‘there is no Government we can work with; we have no military on the ground to detain those preparing plots; and there was nothing to suggest that Reyaad Khan would ever leave Syria or desist from his desire to murder us at home’.38

The operation illustrates the approach to the law on self-defence taken by the UK and, in varying respects, by an increasing number of Western States in counter-terrorism activities against ISIL/Da’esh. The legality of this operation depended upon the use of force being necessary, in the absence of any possibility of criminal law enforcement measures; it depended upon the threatened actions of an individual being sufficiently severe that they amounted to an ‘armed attack’ in terms of Article 51;39 it required acceptance of the doctrine that self-defence is permissible against an individual in another State in the absence of an armed conflict with that State, and in spite of the fact that that State, Syria, was not complicit in the threatened attacks on the UK and indeed was actively resisting ISIL/Da’esh; and, finally, the legality of the operation required the threatened attacks to be ‘imminent’. In relation to all of these points, international law is not without controversy, as we have seen. And decisions on all these points have to be taken on the basis of information which, of its nature, cannot generally be disclosed to the public.

A more recent illustration of what was termed a counter-terrorism operation was the Turkish offensive into Syria, ‘Operation Peace Spring’, in October 2019. It had as its stated aim ‘to counter the imminent terrorist threat, to ensure Turkey’s border security, to neutralize terrorists starting from along the border regions adjacent to Turkish territory and to liberate Syrians from the tyranny of PKK’s Syrian branch, PKK/PYD/YPG, as well as Deash’ and was said to be ‘ in line with’ the right of self-defence.40 The same international legal questions arise as are discussed above. But while Syria complained of an act of aggression, most other international criticism was focused largely on the serious humanitarian consequences, the increase in the threat from ISIL/Da’esh, and the reports of attacks on civilians; that is, there was scarcely any allegation that the offensive was contrary to the law on the use of force. At the very least, there must be doubt as to whether it was either necessary or proportionate.41


2. Weapons of Mass Destruction and the Air Strikes in Syria of 2017 and 2018


The air strikes discussed here are some of the many instances of the use of force in Syria that raise questions about the efficacy of the jus ad bellum. They provoke discussion as to whether the use of force apparently in the common interest (in order to deter the use of chemical weapons) is becoming legally acceptable in practice, even though undertaken without UNSC authorization.

The air strikes in 2017 and 2018 have to be understood in the context of the earlier use of chemical weapons, including those in Ghouta, near Damascus, in 2013. The use of nerve agents on that occasion was confirmed by the UN mission established by the UN Secretary-General and the Organization for the Prohibition of Chemical Weapons (OPCW). Though Syria and Russia denied Syrian government responsibility, many Western States and the Arab League maintained the contrary. The US, the UK, and France all declared that they would take military action in response.

In the event, the UK Parliament refused to approve a government motion supporting military action, and it became clear that Congress would not support US action. Syria became a party to the Chemical Weapons Convention42 and the UNSC unanimously adopted a resolution which determined that the use of chemical weapons anywhere constituted a threat to international peace and security and called for the implementation of the decision of the OPCW which contains procedures for the expeditious and verifiable destruction of Syria’s chemical weapons.43

But there were subsequent uses of chemical weapons in Syria. On 28 February 2017, a draft resolution sponsored by forty-three States was accordingly introduced in the UNSC.44 The resolution sought to impose economic sanctions on entities and individuals responsible for the use of chemical weapons in Syria, but it was not adopted since Russia and China used their veto.

On 4 April 2017 there was a further chemical attack at the town of Khan Shaykhun; in response, the US launched an air strike against a base of the Syrian armed forces that the US said had been used for the attack. No clear legal justification was put forward by the US.45

In April 2018, in response to the apparent use of chemical weapons in Douma, near Damascus, the US introduced another draft resolution in the UNSC, setting up an ‘Independent Mechanism of Investigation’ in Syria. It was vetoed by Russia. On 14 April 2018, the US, France, and the UK launched air strikes on three sites in Syria. Neither the US nor France put forward any clear legal justification for their actions.46 Only the UK gave an explicit explanation of the legal justification upon which it relied: the exercise of humanitarian intervention.

The responses of other States to the threats of the three States in 2013 and to the airstrikes in 2017, by the US, and in 2018, by the US, the UK, and France, were mixed. The views expressed in the UNSC meeting following the 2018 air strikes were typical of the debate elsewhere and on other occasions: some speakers condemned the strikes as contrary to international law; others said that the strikes were understandable, without commenting on the law; others drew attention to the need to respect the Council’s primary responsibility for the maintenance of peace and security.47 The draft resolution proposed by Russia, which condemned ‘the aggression against the Syrian Arab Republic by the US and its allies in violation of international law and the UN Charter’ received only three votes in favour and thus was not adopted.48

This was a case where many governments supported, or refused to condemn, the air strikes, although most of these did not refer to any claimed legal basis for the strikes. Those opposing the strikes referred to them as unlawful. Indeed, leaving aside the claim of the UK to be acting in humanitarian intervention, it is difficult to find a legal justification for the strikes in the jus ad bellum. There was no authorization by the UNSC, no justification for a claim of self-defence, and Syria had not consented to the strikes. Nor does the need for the enforcement of international obligations, whether contained in UNSC resolutions or within international treaties, give individual States the legal right to use force.

This is not the place to discuss humanitarian intervention.49 With the exception of the UK and perhaps two or three other States, international practice thus far has not supported what might once have been the development of the concept as part of the jus ad bellum. Human rights law, international humanitarian law and international criminal law seem to be the preferred means of protecting a State’s population from their own government.50 But even if there were a recognized humanitarian exception to the prohibition on the use of force, the UK’s reliance on the concept in April 2018 raises new questions. In deciding that there was justification to intervene to meet an overwhelming humanitarian need, the UK government took into account, amongst other things, the deaths of hundreds of thousands of civilians in the conflict in Syria as a whole. That is, the use of force by the UK was not claimed to be justified for the sole purpose of protecting the population from chemical weapons. This approach opens the door to claims that humanitarian intervention is lawful whenever there is humanitarian need because of unlawful deaths in an international or non-international armed conflict.

This is not, of course, the first occasion on which force has been used in response to possession or use of WMD. While the States intervening in Iraq in 2003 sought to justify their action by reference to supposed authorization in UNSC resolutions, their action was publicly explained by the need to ensure compliance by Iraq with its obligations to destroy and report the destruction of all its WMD. The mistaken conviction that Iraq did indeed still possess WMD was the expressed reason for the military operation.

A further instance was the 2007 airstrike by Israel against a nuclear facility in Syria, which at the time went unremarked.51 Israel did not even attempt to put forward a legal basis for its action. Self-defence could scarcely have been available in the absence of any imminent threat.

The air strikes in Syria in 2017 and 2018—and the threats to use force in 2013—are of doubtful legality. The strike by Israel against the nuclear facility in 2007 was unlawful. At the very least, the absence of condemnation by governments which might be expected to respect international law creates the risk that a State wishing to use force to prevent the proliferation of nuclear weapons will believe itself unlikely to meet a negative international response.52


D. Outlook


It should perhaps go without saying that this chapter is written on the assumption that international law does indeed have an influence on governments, generally, and that most liberal democracies, most of the time, accept that it is in their national interest to act in accordance with international law.53 A wider study of the practice of States than is here possible indicates that in most instances governments do make an effort to explain their actions by reference to international law.54 They frequently refer to the law in approving or condemning other governments’ actions. Commentators certainly do so. Even where States’ acts are of questionable legality, to put it no lower, the fact that they attempt to justify their actions by reference to the law can be seen as affirming the law’s validity. As stated by the ICJ, if a State acts contrary to a rule but defends its conduct by reference to that rule, the significance of that attempted justification ‘is to confirm rather than to weaken the rule’.55 And for those who have worked inside government (or at least inside governments of liberal democracies), it is obvious that such attempts at justification are not, usually, cynical but made in the recognition that compliance with international law is in a State’s interests.

Nevertheless, in some of the instances of military operations mentioned in the preceding section, the law was simply not referred to by the States concerned, and in one instance the UK put forward an extended view of humanitarian intervention shared by very few other countries. The obvious question is whether cases such as these indicate that international law is being regarded as ineffective to deal with current threats to States or populations and is therefore being distorted or ignored.

The air strikes in Syria in 2017 and 2018 show the US and France apparently unconcerned with international law, and other States approving the military actions without regard for their legal basis, in the interests of deterring the possession or use of chemical weapons. Commentators, too, have expressed the view that the jus ad bellum is outdated, archaic even, and fails to meet States’ security interests. In the context of the threat posed by WMD, for example, it is said that the law is ‘simply lagging behind the dynamics of technological and geopolitical change’.56

Some of the practice discussed in this chapter, on the other hand, indicates that States, in the interests of taking appropriate measures to counter security threats, have taken the law seriously while adopting pragmatic interpretations of the Charter. The growing acceptance of the permissibility of the use of force against non-State armed groups operating from other States is a good example. Reliance on self-defence as encompassing the use of force against threatened, as well as ongoing, attacks is another.

The law as thus practised is resilient. Interpretations of Charter rules can evolve; the Charter is a living instrument. While some commentators assert that it is not possible to develop interpretations of international law in this area by State practice,57 the States concerned are indeed relying on the law as thus evolved. So are practitioners.58 But caution is needed. Flexible approaches to the law will be used by unfriendly States, not only by allies. And those proposing, and acting upon, developing interpretations of the Charter must be prepared to take into account the judgment of others.

That sometime leaders of powerful States seem to be remarkably unconcerned about either domestic or international law need not be regarded as striking at the heart of the long-enduring law on the use of force. Whether, however, tendencies against multilateralism more generally will damage the core of international law remains to be seen.

The existence of a rules-based international order cannot be taken for granted. It is only comparatively recently that the world has had a universally agreed set of obligations to prohibit the use of force—one of the most significant powers held by a government. The legal framework is vulnerable to attack from a number of directions: from those who do not recognize the influence of international law; from those who would read the law so narrowly as to make it impossible to counter current security threats; and from those who distort the law to allow the use of force in circumstances decided unilaterally by themselves to be in the common interest. Collective action authorized by the UNSC should be the goal. A world from which any notion of collective security has disappeared will be one of global instability.

While interpretations of the law evolve, both to cover existing threats such as those from international terrorism and the proliferation of WMD, and to respond to those of the future, such as in cyberspace, the legal framework laid down by the Charter remains. It may be trite, but meaningful, to recall that the mere fact that international law does not permit the use of force in a particular instance should not of itself lead to the conclusion that the law is inadequate. And respect for a strong body of international law may be the best way to achieve global cooperation in countering security threats.
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A. Introduction


For most of the first four decades since its founding in 1949, the People’s Republic of China (PRC) on a geopolitical level had arguably not been that relevant, neither did it pose a substantial threat, or make any significant contribution to global security. Nonetheless, global security has always been a high priority concern for China, which was highly alert to military threats from, or potential invasions by, the US and the Soviet Union during the Cold War. Since the 1980s, the landscape of global security has transformed and accordingly China has redefined its concept of security, first contending that the risk of global confrontation and, in particular, military threats to China had significantly reduced in the 1980s1 and, secondly, by proposing the New Security Concept in the 1990s.2 Furthermore, China was welcomed internationally for its increasing contribution to international security by, for instance, participating in the UN peacekeeping operations.

In the second decade of the twenty-first century, however, a number of events have occurred which have adversely affected global security. In February 2019, the US decided to suspend its obligations under the 1987 Intermediate-Range Nuclear Forces (INF) Treaty with Russia.3 This had been a cornerstone treaty which not only controlled the arms race between the two parties but also significantly reduced threats to other countries, including China. Shortly after, Russia followed the US by announcing its decision to also suspend the INF Treaty.4 The suspension, and potential termination, of the INF Treaty will allow the US and Russia to develop and deploy intermediate-range missiles, inducing a new arms race between the US, Russia, and other major powers, with resulting negative effects on both China’s security environment and global security more generally.5 It should be noted, however, that, in addition to alleged breaches of the Treaty by both parties, the failure of the INF Treaty to include China, and several other countries with the capability to develop intermediate-range missiles, was a major reason for its suspension.6 Indeed, both the US and Russia have an interest in extending the INF Treaty to bind China and other intermediate-range missile countries.7 More importantly, in its 2017 National Security Strategy, the US for the first time identified China as a ‘revisionist power’, who, by wielding its growing political, economic, and military power, aims to ‘challenge American power, influence, and interests, attempting to erode American security and prosperity’ and ‘shape a world antithetical to U.S. values and interests’.8 According to the 2018 US National Defense Strategy, the ‘long-term, strategic competition’ from China is the central challenge that the US faces.9 For its part, China’s perception of global security is somewhat the reverse. In a 2016 joint statement with Russia, China expressed its concern that there were increasing factors adversely affecting global strategic stability around the world.10 Not explicitly naming the US, China and Russia clearly view the current negative trend as, to a large extent, being created by the US and its allies, who seek to maintain an overwhelming advantage in terms of military technology, especially anti-missile systems.11

In short, the question of how to deal with global security concerns stemming from the rise of China is part of a far-reaching process on how a rising China treats, and is treated in, the international legal order.12 As such, this chapter will address the following issues. First, what is the international security landscape in relation to a rising China? (Section B). Secondly, how has China transformed its traditional conception of sovereignty in order to engage with international security? (Section C). Thirdly, should any new legal regulations be considered to address security threats in relation to a rising China? (Section D). And finally, should legal means exclusively be relied on to address international security? (Section E).


B. The Changing Landscape of Global Security in Relation to a Rising China


At the beginning of the Cold War in 1948, the Chinese Communist Party (CCP), the ruling party of the PRC that had long received direction and support from the Soviet Union, took the decision to ally itself with the Soviet Union. This decision had ‘a profound impact on China’s foreign relations and on the entire world situation’.13 In 1950, US concerns regarding potential communist expansion in East Asia, and Chinese fears of US invasion, led to both sides intervening in the Korean War.14 The intervention of the US and of more than a dozen UN Member States in the Korean War was approved by the UN Security Council (UNSC).15 China effectively found itself in a war not only with the US but also with the UN. As a result, both the US and the UN were perceived as serious threats to Chinese national security.

At the time, the Soviet Union aided China in dealing with security threats by giving substantial support, including economic assistance and transfer of nuclear technology.16 However, such cordial relations between China and the Soviet Union did not last long. As a result of ideological differences and border disputes, the two States began to drift apart in the mid-1950s before the eventual outbreak of military conflicts at the border in the late 1960s, followed by nuclear deterrence.17 This led to a deterioration of China’s security situation. In response, China sought less hostile relations with both the US and the UN in the late 1960s. In 1972, the Shanghai Joint Communiqué between China and the US was issued and the PRC eventually took over the Republic of China’s (ROC) seat at the UN.18

Since the mid-1980s, as East–West tensions significantly reduced while globalization began to speed up, China updated its perception of international security. China thought it possible to postpone, if not completely avoid, a new World War and at the same time development had emerged as a new major issue on the international agenda. Consequently, it formulated a new national strategy, which prioritized economic development, persisting to this day.19 As a result, China substantially reduced its military budget, and the number of military personnel in its armed forces decreased by over one million.20

Since the 1990s, a number of new trends in international relations have emerged. The process of globalization took place at breakneck speed (as can be seen at the global level in the World Trade Organization (WTO) and at the regional level in Asia-Pacific Economic Cooperation (APEC)). Many national and inter-State disputes (eg, ethnic conflicts and border disputes) have also erupted. As a result, the configuration of international security was substantially altered. In light of these trends, China proposed the New Security Concept seeking to establish military trust with several former Soviet Republics which ultimately led to the birth of the Shanghai Cooperation Organization (SCO) and the trust mechanism in Southeast Asia,21 amongst others.

The New Security Concept formed part of the 1997 Joint Declaration with Russia on a Multipolar World and the Establishment of a New International Order.22 The two States argued that:

The cold war is over. The bipolar system has vanished. A positive trend towards a multipolar world is gaining momentum, and relations between major States, including former cold-war adversaries, are changing…The establishment of a peaceful, stable, just and rational new international political and economic order is becoming a pressing need of the times and an imperative of historical development.23

Thus, they advocated establishing ‘a new and universally applicable concept of security’.24 Additionally, perhaps in light of the fact that the US had become the sole superpower, with neither China nor Russia powerful enough to engage it, these two States favoured the UN playing a larger role in maintaining international security.25

China identified four core elements of the New Security Concept: mutual trust, mutual benefit, equality, and coordination. ‘Mutual trust’ requires that States ‘discard the mentality of [the] cold war and power politics and refrain from mutual suspicion and hostility’. ‘Mutual benefit’ requires States to ‘respect each other’s security interests and create conditions for others’ security while ensuring their own security interests with a view to achieving common security’. ‘Equality’ means that all States, big or small, should be treated equally and, in particular, any intervention in other countries’ internal affairs should not be permitted. ‘Coordination’ requires that any disputes and security concerns should be addressed through negotiation and cooperation.26

Generally, in the 1990s China paid more attention to new means of handling security than to a new content of security. The events of 9/11 prompted China to become more sensitive to new modalities of security. In China’s Position Paper on the New Security Concept submitted to the Foreign Ministers Conference of the 2002 ASEAN Regional Forum, China pointed out that

the meaning of the security concept has evolved to be multifold with its contents extending from military and political to economic, science and technology, environment, culture and many other areas and thus States share greater common security interests and are more interdependent on one another for security.27

While reaffirming the diversification of the means to seek security, especially the significance of dialogue and cooperation,28 China stressed economic cooperation as an important feature of lasting security.29

Given that China had rapidly expanded its economic power since the Reforming and Opening-up Policy started in the late 1970s, it was argued in the mid-1980s that China had the potential to become a great power if it could continue its economic momentum.30 Since the mid-1990s, the existing powerful States, such as Russia,31 France,32 and the US,33 have begun to recognize China as a global, or at least a regional, great power. China also reconceptualized its own identity as a State in the late 1990s. For instance, in 1999 the Research Division of China’s Ministry of Foreign Affairs (MFA) used the term ‘responsible power’ to describe China for the first time. It wrote that ‘China steadily stands out its image as a peaceful, cooperative and responsible power’.34 In December 2003, then Premier Wen Jiabo, in a speech delivered at Harvard University, declared that China was ‘a rising power dedicated to peace’ and that it would follow a ‘road to peaceful rise and development’.35 This was the first time that China’s leaders openly accepted the proposition of a ‘peaceful rise’ and used the phrase ‘rising power’.

The change of China’s identity as a State has had a number of implications in terms of security. First, China has been called on to shoulder more international responsibility since the beginning of the twenty-first century. In 2005, then US Deputy Secretary of State Robert B Zoellick, urged China to ‘become a responsible stakeholder in that system’ and stated that ‘China has a responsibility to strengthen the international system that has enabled its success’.36 Further, China has come under huge pressure to act in certain circumstances, such as to wield its significant influence on the Sudanese government to resolve the Darfur crisis at the beginning of the twenty-first century.37 Secondly, as China expands its interests globally, international security is increasingly relevant to Chinese individuals and entities alike. It is widely recognized that the Belt and Road Initiative (BRI) is a grand strategy aimed at expanding Chinese economic and perhaps political influence.38 However, the BRI involves some fragile countries that are plagued by recurring civil unrest. As a consequence, Chinese individuals and entities are exposed to numerous security threats,39 and thus China has been more sensitive to the security situation in these countries. For instance, China seeks to strengthen international security cooperation in areas ‘crucially related to China’s overseas interests’.40 Thirdly, and perhaps more profoundly, a rising China has been assumed by some countries to represent a major source of security threat in itself.

For instance, the US has stated that, in light of its behaviour as a rising power, the belief that China’s ‘integration into the post-war international order would liberalize China’ and lead to a constructive China–US relationship,41 has proven unfounded.42 In contrast, the US has asserted that China has

expanded its power at the expense of the sovereignty of others. China gathers and exploits data on an unrivaled scale and spreads features of its authoritarian system, including corruption and the use of surveillance. It is building the most capable and well-funded military in the world, after our own. Its nuclear arsenal is growing and diversifying. Part of China’s military modernization and economic expansion is due to its access to the U.S. innovation economy, including America’s world-class universities.43

The US is of the view that China ‘compete[s] across political, economic, and military arenas, and use[s] technology and information to accelerate these contests in order to shift regional balances of power in their favor’44 and, in particular, ‘seeks to displace the United States in the Indo-Pacific region, expand the reaches of its State-driven economic model, and reorder the region in its favor’.45 The 2018 US National Defense Strategy also warned that ‘long-term strategic competitions with China’, together with Russia, is the ‘principal priority’ for the US.46 It also views the security environment as unfavourable for it on both non-military and military fronts. On the one hand, it considers that China has ‘increased efforts short of armed conflict by expanding coercion to new fronts, violating principles of sovereignty, exploiting ambiguity, and deliberately blurring the lines between civil and military goals’.47 On the other hand, the US is aware that, ‘[f]or decades [it] has enjoyed uncontested or dominant superiority in every operating domain…[but] [t]oday, every domain is contested—air, land, sea, space, and cyberspace’.48 Similarly, in its written submission before a WTO panel in the US-Tariff Measures on Certain Goods from China case, the US accused China of

a longstanding policy and practice of using governmental interventions, coercion and subterfuge to steal or otherwise improperly acquire intellectual property, trade secrets, technology and confidential business with the aim of advancing Chinese companies and advancing China’s industrial policy goals.49

As such, China has been identified by the US as a ‘revisionist power’ which seeks to ‘challenge American power, influence, and interests, attempting to erode American security and prosperity’ and to ‘shape a world antithetical to U.S. values and interests’.50

The new evaluation of the US of the security relationship with China, together with the growing security concerns that China faces, appears to have alarmed China, thereby apparently inducing more aggressive security policy from China’s part. China recognizes that international strategic competition ‘is on the rise’ which, in particular, is brought about by American new security policy which ‘adopted unilateral policies…provoked and intensified competition among major countries, significantly increased its defense expenditure, [and] pushed for additional capacity in nuclear, outer space, cyber and missile defense’. Additionally, threats, like the cession pursued by the Democratic Progressive Party (DPP) in Taiwan, disputes over territories and, in particular, maritime matters, and the endangering of China’s growing overseas interests, outer space, and cybersecurity, are seen as intensifying.51 Thus, China has taken more aggressive measures, for example, by deploying defensive facilities on the islands and reefs in the South China Sea, conducting patrols in the waters of Diaoyu Islands in the East China Sea,52 conducting air reconnaissance and early warning monitoring of China’s territorial air and air space and carrying out alert patrols, and conducting military training and manoeuvre ‘in real combat conditions’.53

In addition, China is more concerned with new sources and modalities of security threats, in particular with regard to cyberspace. China recognizes that some countries are ‘strengthening a cyber deterrence strategy, aggravating an arms race in cyberspace, and bringing new challenges to global peace’.54 As a response, China views ‘enhanced defense capability in cyberspace [as] an important part of China’s endeavor to modernize its national defense and armed forces, which complies with the strategic guideline of active defense’.55 To this end, China plans to

expedite the development of a cyber force and enhance capabilities in terms of situational awareness, cyber defense, supporting state activities and participating in international cooperation, to prevent major cyber crises, safeguard cyberspace security and maintain national security and social stability.56


C. China’s Conception of Sovereignty and its Approach to Global Security


A major concern in handling security at the international level involves State sovereignty. This has been particularly pertinent in the post-Cold War period given that many security threats do not arise from inter-State conflicts but stem from the domestic affairs of States which, in accordance with Article 2(7) UN Charter,57 are largely within the exclusive jurisdiction of States.

Given the humiliation to which China has been subjected by Western powers since the mid-nineteenth century,58 and attempting to thwart the fears of some countries of a world socialist revolution, which was once assumed as being pursued by socialist China,59 China has always been sensitive to sovereignty. China professes to being ‘a most enthusiastic champion’ of the principle of sovereignty.60 The famous Five Principles of Peaceful Coexistence (Five Principles) were set out for the first time in the preamble of the Agreement between Republic of India and the People’s Republic of China on the Trade and Intercourse between the Tibet Region of China and India in April 1954.61 These Principles include (a) mutual respect for each other’s territorial integrity and sovereignty; (b) mutual non-aggression; (c) mutual non-interference in each other’s internal affairs; (d) equality and mutual benefit; and (e) peaceful coexistence. Taken together, the Five Principles represent the cornerstone of Chinese diplomacy.62

However, as Tieya Wang, a distinguished Chinese international lawyer, has stated, the Chinese approach to sovereignty has been misunderstood by many Western observers. According to Wang, China has never asserted a doctrine of absolute sovereignty.63 Rather, sovereignty is understood by China to be a concept of intersubjectivity. In other words, China requires that other States respect its sovereignty and vice versa.64 Furthermore, China arguably distinguishes sovereignty from the exercise of rights stemming from sovereignty.65 This, consequently, allows China a degree of flexibility regarding issues of sovereignty whenever it deems it to be necessary.

That said, China has in the past provided policy statements, material, and personnel support to armed insurgences across Asia, Africa, Latin America, and Southeast Asia in particular. Such action was taken in the 1960s and 1970s to push back against US military containment and in the hope of achieving a global socialist revolution.66 These activities, to some degree, contravened the principle of non-intervention that China otherwise enthusiastically has advocated.67 This notwithstanding, China, generally speaking, is a strong supporter of the principle of sovereignty. For instance, in 1963, the spokesman of China’s Ministry of Foreign Affairs denied the news appearing in Indian newspapers that China had a plan to establish a naval base in Ceylon (Sri Lanka). The spokesman stated that ‘China consistently opposes the establishment of military bases by any country in other countries and consistently opposes hampering the sovereignty of other countries by any country through economic assistance’.68 This policy has firmly persisted for several decades. In a 1995 White Paper on China’s arms control and disarmament, China reiterated that it ‘will not deploy army and establish military bases in foreign countries’.69

In order to address security concerns relating to the international society, a rising China has begun to soften its traditional conception of sovereignty by participating in or approving international actions, some of which are coercive or against the will of the concerned States. For instance, China’s policy towards humanitarian intervention has become more pragmatic,70 and it has often given approval to UNSC sanctions against States like Iran and North Korea.71 More generally, China has been a major contributor to UN peacekeeping actions.72 Amongst these developments, perhaps the most far-reaching has been China’s changing policy towards humanitarian intervention or Responsibility to Protect (R2P).

There are numerous contentious issues surrounding humanitarian intervention, including its legality, legitimacy, and consequences.73 One thing appears indisputable, however, namely that humanitarian intervention is not consistent with the principle of sovereignty (in particular, the principle of non-intervention) and, in the case of military intervention, the principle of the prohibition of the threat or use of force. These two principles are solemnly established in Article 2 of the UN Charter. Therefore, most of less powerful States are highly critical of humanitarian intervention, and China, like many other developing countries, has nearly always opposed it.74 Likewise, Chinese commentators are always critical of humanitarian intervention. One particular commentator analysing American military actions against the Dominican Republic in April 1965 suggested that the excuses given by the US, such as ‘to protect American lives’, ‘to save the lives of all (Dominican) people’, and ‘to maintain law and order’, were ‘ridiculous’.75

Gross and systematic violations of human rights committed in Rwanda, the former Yugoslavia, and other countries in the 1990s somewhat motivated new perceptions of humanitarian intervention amongst many States. Against those opponents of humanitarian intervention, especially military intervention, Secretary-General Kofi Annan contended that he agreed that the principles of sovereignty and non-interference could ‘offer vital protection to small and weak States’ and humanitarian intervention was ‘a sensitive issue, fraught with political difficulty and not susceptible to easy answers’.76 However, he also raised a serious question, namely: ‘if humanitarian intervention is, indeed, an unacceptable assault on sovereignty, how should we respond to a Rwanda, to a Srebrenica—to gross and systematic violations of human rights that offend every precept of our common humanity?’77

As a response to the ‘Annan Question’, Canada, in September 2000, announced the establishment of an independent International Commission on Intervention and State Sovereignty (ICISS), which was given a mandate to ‘build a broader understanding of the problem of reconciling intervention for human protection purpose and sovereignty’.78 In its 2001 report entitled Responsibility to Protect, the ICISS decided not to use the phrase ‘humanitarian intervention’, but rather to refer to a ‘responsibility to protect’.79

The concept of R2P was then included in the 2005 World Summit Outcome Document. Two important limitations were imposed, however. First, only four circumstances could trigger the application of R2P, namely genocide, war crimes, ethnic cleansing, and crimes against humanity. Most importantly, R2P action could only be authorized in accordance with the UN Charter, including Chapter VII.80 That is, unlike in the ICISS Report, regional organizations and individual States are not allowed to take R2P actions unless authorized so by the UNSC.

China in its 2005 Position Paper on UN Reform, several months ahead of the 2005 World Summit Outcome Document, accepted the concept of R2P. The Position Paper provided that:

[e]ach State shoulders the primary responsibility to protect its own population. However, internal unrest in a country is often caused by complex factors. Prudence is called for in judging a government’s ability and will to protect its citizens. No reckless intervention should be allowed.

When a massive humanitarian crisis occurs, it is the legitimate concern of the international community to ease and defuse the crisis. Any response to such a crisis should strictly conform to the UN Charter and the opinions of the country and the regional organization concerned should be respected. It falls on the Security Council to make the decision in the frame of UN in light of specific circumstances which should lead to a peaceful solution as far as possible. Wherever it involves enforcement actions, there should be more prudence in the consideration of each case.81

The 2005 Position Paper requires that R2P action should be authorized by the UNSC, but it does not impose the same limitation regarding the circumstances triggering R2P as the 2005 World Summit Outcome Document. Rather, it broadly refers to ‘human crisis’. Four reasons could explain China’s hasty approval of a concept proposed by the ICISS, an international non-governmental organization. First, China, as a permanent member of the UNSC, is required to shoulder more responsibilities to prevent and stop humanitarian crises.82 Secondly, as China rises, it seeks to protect its rapidly expanding interests around the world, especially those in fragile countries. Thirdly, R2P allows China to give the green light to UN actions based on humanitarian consideration without explicitly compromising its policy of non-intervention and without accepting humanitarian intervention. The last and perhaps most revealing explanation might be that China did not really have a proper understanding of R2P at that time.

It seems that China subsequently found that the Position Paper went too far. As such, China retreated from this position during the debates on the first UN General Assembly (UNGA) Resolution on R2P in 2009, once again emphasizing sovereignty.83 R2P, China said, remained ‘a concept’ and did not constitute ‘a norm of international law’.84 China contended that ‘the international society can provide assistance, but the protection of citizens [of a State] ultimately depends on the Government of that State’.85 Unlike in the 2005 Position Paper, China stated that only the four circumstances specified in the 2005 World Summit Outcome Document could trigger R2P.86 Furthermore, China warned that the implementation of R2P ‘should not contravene the principle of State sovereignty and the principle of non-interference in the internal affairs of States’, that R2P should not ‘becom[e] a kind of humanitarian intervention’,87 and, in particular, that ‘no States must be allowed to unilaterally implement R2P’.88

While still ambivalent, China’s embracing of the concept of R2P is significant because, as a permanent member of the UNSC, China has the power to veto nearly all initiatives within the UNSC. Indeed, China has vetoed coercive initiatives allegedly aimed to stop humanitarian crises in Sudan,89 Zimbabwe,90 and Syria.91 It should be noted, however, that, at the same time, China supported the UNSC resolutions against Sudan92 and Libya,93 where China has a huge economic interest. Furthermore, China reportedly used economic leverage to press Sudan to change its policy in Darfur, including by discouraging Chinese corporations from investing in Sudan and removing Sudan’s preferred trade status.94 This indicates that China remains alert to concerns that R2P might be abused. As a matter of fact, it complained that the relevant UNSC resolutions on Libya were too broadly interpreted by some countries to justify their undue actions.95 In light of this, China, together with Russia, blocked several coercive attempts against Syria under Chapter VII UN Charter, an act fiercely denounced by several countries including the US.96 China has also opposed humanitarian coercive actions without the approval of the UNSC.97

The establishment of Chinese overseas military bases further exhibits the flexibility of China towards sovereignty when it comes to addressing security concerns. As noted above, overseas military bases had not been part of Chinese foreign policy for decades. However, in 2017 China’s first overseas military base was established in Djibouti. It is reported that a major mandate of the military base is to provide logistical support for China’s participation in maritime escort, peacekeeping actions, and humanitarian assistance, to facilitate military cooperation, military exercises and training, the protection and evacuation of overseas Chinese nationals, and to maintain strategic international routes.98 It is rightly suggested that the Chinese base in Djibouti ‘may be a harbinger of more to come’.99 The establishment of this military base shows that China has significantly increased its willingness and capability to address international security issues.


D. Potential New Legal Regulations to Tackle Security Concerns in Relation to a Rising China


Arguably, the substantial transformation of security concerns in relation to a rising China, examined in Section B, requires new legal regulations. At the same time, China’s more flexible approach to sovereignty, discussed in Section C, presumably means that China may be willing to subject itself to greater legal regulations. Some of the new legal initiatives are likely to be accepted while others appear less likely, if not totally unlikely, to be put into practice.


1. From the Declaration on the Conduct to the Code of Conduct of Parties in the South China Sea


The Asia-Pacific area has been not only a major engine for international prosperity but also a major source of international confrontation. As such, in the late 2010s, the Obama Administration proposed the ‘Asian Pivot’ or ‘Asian Rebalance’ Strategy, a core component of which was to project more political and military power in the Asia-Pacific area to engage a rising China.100 Furthermore, the US, by employing ‘smart power’, has sought to organize its allies and other countries in the Asia-Pacific area to contain some of the more aggressive behaviour of China.101 For its part, it is obvious that China has recognized the Asia-Pacific area as a major source of security disputes. In January 2017, it issued a White Paper on its policy on Asia-Pacific security cooperation,102 which was the first security document concerning this particular area.

Security issues in the Asia-Pacific region in recent years refer particularly to disputes between China and some other countries, including both regional States (like the Philippines) and non-regional States (like the US), in the South China Sea, where China has huge geopolitical, economic, and military interests. In this context, both the freedom of navigation actions carried out by the US,103 and the arbitral proceedings initiated by the Philippines against China concerning the South China Sea104 have posed substantial security threats to China.

In the early 1990s, ASEAN began to consider a legal regime to address such disputes with China and in July 1992 ASEAN issued a Declaration on the South China Sea (the Manila Declaration).105 Although the Manila Declaration merely expressed an intention to resolve disputes through peaceful means, without referring to China at all, China perceived ASEAN as having started to view the maritime issue as a common concern. The Manila Declaration states that all parties concerned, based on the Treaty of Amity and Cooperation in Southeast Asia (TAC), should establish ‘a code of international conduct over the South China Sea’.106 In August 1999, the Philippines proposed a draft code of conduct on behalf of ASEAN. China rejected the draft, but ultimately had to consent to further discussions. In March 2000, China and ASEAN submitted their own drafts for discussion.107 In 2002, ASEAN and China signed the Declaration on the Conduct of Parties in the South China Sea (DoC).108

The DoC is of significance because, first, ASEAN for the first time engaged ‘as one side’ with China on an issue of strategic importance for the rise of China. Secondly, the DoC prescribed that China and ASEAN would negotiate a Code of Conduct (CoC) in the South China Sea,109 which is likely to impose more constraints on Chinese activities in the area. Obviously, the DoC represents a growing number of regional roadblocks and potential problems for China. Furthermore, the Declaration of ASEAN Concord II (2003) aimed to enhance cooperation amongst ASEAN countries on maritime issues. It provides that any maritime issues ‘shall be addressed regionally in holistic, integrated and comprehensive manner. Maritime cooperation between and among ASEAN member countries shall contribute to the evolution of the ASEAN Security Community.’ In 2012, ASEAN senior officials began to draft the CoC with the intention of attaining a common ASEAN position before submitting it to China for discussion.110 In January 2012, the Philippines circulated an informal working draft, but ASEAN members were divided on several articles.111 Although the final deal has not yet been reached, it is believed that the 2016 South China Sea decision, which was unfavourable to China, was instrumental in speeding up the CoC negotiations.112 Importantly, however, neither the DoC nor the future CoC create legally binding obligations on the parties. This partly explains why the DoC failed to prevent the subsequent escalation of the South China Sea disputes.


2. China and the Future Intermediate-Range Nuclear Forces Treaty


As both the Soviet Union and the US developed and deployed intermediate-range and shorter-range missiles in the 1970s, both sides recognized that those missiles carrying nuclear warheads, namely Intermediate-Range Nuclear Forces, risked igniting nuclear war. While continuing to strengthen their INF, the Soviet Union and the US with the support of other NATO countries agreed to negotiate an arrangement concerning INF control. In December 1987, President Reagan and General Secretary Gorbachev signed the INF Treaty.113 The INF Treaty, together with the 1972 Anti-Ballistic Missile Treaty114 and the 1991 Strategic Arms Reduction Treaty, constituted the cornerstone of the nuclear arms control system. Given its meaningful substantive obligations of INF reduction and procedural mechanism of verification,115 the Treaty ‘has played an important role in easing the international relations, moving forward the nuclear disarmament process and safeguarding global strategic balance and stability’.116

In practice, the INF Treaty, both before and after its inception, caused unease amongst some States, including the US itself, which were concerned particularly with the adverse effects on their national defence arising from it.117 This notwithstanding, a major contributing factor to the success of the INF Treaty might have been that, apart from the Soviet Union-led Warsaw Treaty Organization and the US-led NATO, other States such as China were not capable of developing and deploying advanced INF at the time. As noted above, for instance, because of its new State strategy prioritizing economic development after the beginning of the Reforming and Opening-up Policy in the late 1970s, China was neither willing to develop, nor capable of developing, INF that could constitute a meaningful threat to the US.

The situation has changed significantly in the twenty-first century. To cope with growing strategic pressure arising from the enlargement of NATO,118 Russia allegedly began to develop INF again in violation of the Treaty (at least according to the US).119 Additionally, more and more States including North Korea, China, India, and Pakistan, not parties to the INF Treaty, have developed more intermediate-range missiles posing threats to the US and Russia.120

In light of the fact that ‘an ever-greater number of countries are acquiring missile production technologies and adding such missiles to their arsenals’, while the INF Treaty ‘being of unlimited duration, is limiting the actions only of a few States, primarily Russia and the United States’,121 the US and Russia issued a joint statement at the UNGA in October 2007, calling on

all interested countries to discuss the possibility of imparting a global character to this important regime through the renunciation of ground-launched ballistic and cruise missiles with ranges between 500 and 5,500 kilometers, leading to the destruction of any such missiles, and the cessation of associated programs.122

However, INF-producing countries, including China, did not respond positively. The US and Russia subsequently suspended the application of the INF Treaty in early 2019. Thus, the question whether China’s standing outside the INF Treaty was a major factor in the suspension of the Treaty and, more importantly, whether China would be willing to join the INF regulatory regime have attracted much attention. China has firmly rebutted all accusations that the suspension of the INF Treaty should be attributed to it.123 It has expressed its opposition to such suspension, warning that it may trigger a series of adverse consequences and has urged ‘the US and Russia to properly resolve differences through constructive dialogue’.124 At the same time, China has expressed no intention to join the INF Treaty for the time being.125 According to China, its national defence policy justifies the opposition to the multilateralization of the INF Treaty. It has stated that its ‘national defense policy is defensive in its nature’ and that it has ‘been adopting a highly restrained attitude when it comes to developing our military forces’ with ‘no intention to…threaten any other countries’.126 Some Chinese observers have suggested, however, that China’s opposition to the multilateralization of the Treaty might be because China’s strategic security faces threats from countries such as India.127 Thus, it is safe to expect that, as the US and Russia suspended and will potentially revise or terminate the INF, China may be forced to strengthen its nuclear arsenal.


E. Conclusion


In the past decade, whether China could rise in a peaceful manner or, more precisely, whether a rising China would bring about security threats in international society and, especially, the US as the existing hegemonic power, has invited heated debates. At one end of the spectrum is Mearsheimer, who predicted that ‘the result would be an intense security competition between China and its rivals’ and that China and the US ‘are destined to be adversaries as China’s power grows’.128 As illustrated in this chapter, I would like to agree with Buzan who, at the other end of the spectrum, suggested that ‘peaceful rise cannot be accomplished by China alone, but only by China and the rest of international society working together to create the necessary conditions’.129 Truly, China has been continually expanding its military power, with an increasing willingness to show its muscle. This may disable the global security order, which has witnessed time and again the rise and fall of great powers in the past centuries. However, it should be stressed that not only an emerging great power but also the existing hegemonic powers should shoulder the shared responsibility to reshape the global security order.

An important issue is whether international law makes a difference in regulating security risks and potential security confrontations stemming from the rise of China. This author is of the view that China, in engaging with security issues, does take seriously into account the international obligations into which it has entered. China has supported better rule of law on the global security issue. As illustrated above, this is not just confined to rhetoric. China has started a range of efforts, including the negotiation of new rules, which are expected to reduce the security risks and confrontations arising from its rise. On the other hand, since the US, who is much more militarily powerful than China, has identified China as a strategic competitor and has taken, and continued to take, measures to impose security pressure on China, it is not reasonable to require China to make commitments which substantially prejudice China’s security environment. For instance, although the reluctance of China to accede to the INF Treaty damages the viability of that Treaty, the reasons China presented are not totally unsound.
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Chapter 47


Europe

Eleni Methymaki and Asli Ozcelik



A. Introduction


Exploring a region’s role in the development of the international law of global security requires an understanding of what exactly that region entails. Yet, determining what constitutes the region of ‘Europe’ is not a straightforward task. According to palaeontologist Tim Flannery ‘[c]ontemporary Europe is not a continent in any real geographical sense’; rather, ‘Europe is best defined by its rocks. So conceptualised, Europe extends from Ireland in the west to the Caucasus in the east, and from Svalbard in the north to Gibraltar and Syria in the south.’1 He continues, ‘[s]o defined, Turkey is part of Europe, but Israel is not: the rocks of Turkey share a common history with the rest of Europe, while Israel’s rocks originate in Africa’.2 The geographic boundaries of regional organizations in Europe produce equally fuzzy cartographies. Membership of the North Atlantic Treaty Organization (NATO) and the European Union (EU) is open to any ‘European State’,3 yet the founding treaties define neither ‘Europe’ nor ‘European’. Although it remains contested whether Russia, Turkey, Belarus, Moldova, Ukraine, Georgia, Armenia, and Azerbaijan are geographically part of Europe, they are all members of both the Council of Europe (CoE) (except for Belarus) and the Organization for Security and Co-operation in Europe (OSCE), with Turkey being also a NATO member and an EU candidate country. Even when demarcated as such, European geography remains complex, with territorial disputes in Serbia, Moldova, Ukraine, and Georgia, amongst others, ongoing.

The complexity of delineating ‘Europe’ is amplified at the intersection of the ‘geopolitical imaginary’ of Europe with the ‘European identity’4—a crossing that characterizes European approaches to security. In the words of political scientist William Walters:

We cannot point to a place, state or continent called Europe which readily reveals its borders, edges or divisions to an impartial observer. On the contrary…debates about the frontiers of Europe are unavoidably political interventions which interject elements of fixture into the fluid and ambiguous space that is Europe.5

In the political sense, Europe has been associated with the ‘European project’, a political community rooted in the need to advance the security and survival of the nation-State within a framework of ‘European values’ and Euro–Atlantic integration. Of this project, the European Union is only the latest instalment.6 Within this, various ideational factors are at play in determining what constitutes ‘Europe’ and who is to be included and excluded from the European space through state recognition, membership to the EU and NATO,7 and entitlement to the legal protections within the European espace juridique.8 In turn, what constitutes the region of ‘Europe’ shapes the security approaches prevalent in it: security threats are political and social constructs,9 as much accommodating inclusion of ‘us’ as exclusion of the ‘other’.10

With its global security strategy, the EU—with its Member States—has become the dominant actor in articulating a ‘shared vision’ and a blueprint for ‘common action’ for ‘a stronger Europe’.11 The fulfilment of the EU’s internal and external security and ‘strategic autonomy’ requires ‘a truly united and committed Europe’ built on ‘common European interests’, including ‘peace, security, prosperity, democracy and a rules-based global order’.12 As Nanopoulos notes, ‘transformation of the EU’s periphery, reform of the multilateral system, and strategic autonomy are all woven into a project of securing the European physical, ontological, and economic space’.13 Within this European space the referent object for security,14 therefore, is not just the existence of the (super)State itself, but also a mystical idea of ‘European values’ or the ‘European way of living’ that needs to be protected against existential threats. Yet, as the two case studies in this chapter demonstrate, this construction of ‘Europe’ as a referent object often justifies deviations from the purported values of ‘European identity’, including rules-based behaviour, commitment to human rights, and prosperity.15 For example, security practices in the context of border control or extraterritorial uses of force by European States often rub up against the relevant international legal frameworks,16 clashing with Europe’s idea of itself as ‘a self-styled beacon of human rights’17 and promoter of human security.

At the intersection of these complex dynamics, we encounter European States themselves. The place of ‘Europe’ in the global security landscape is often analysed with a focus on the EU or NATO (or both). However, as our discussion in Section B shows, European States’ security approaches are not subsumed under the policies and politics of these organizations.18 In examining the National Security Strategies (NSSs) of nineteen European States we seek to identify the security approaches of European States’ from their national perspectives, inquiring at the same time whether an embryonic ‘European’ security perspective emerges from them. To evaluate whether this is borne out in practice, we then turn (Section C) to two spheres of securitization which, as evident from the NSSs, are perceived as essential to the maintenance of Europe itself: security at its borders and in its wider neighbourhood. In assessing European practices in these two spheres, our objective is to examine how European States have shaped the international law of global security, appraising in the process what that tells us about Europe as an actor of both security and insecurity (Section D).


B. Current Status of the Debate: Security Governance in Europe


Security governance has been significantly ‘Europeanized’ and multilateralized in Europe.19 NATO, the EU (particularly with the emergence of the Common Foreign and Security Policy20), and the OSCE’s comprehensive approach to security dominate the institutional landscape of multilateral security governance in Europe.21 In looser institutional settings, significant sub-regional initiatives include: the Commonwealth of Independent States (ten post-Soviet Republics in Eurasia), Weimar Triangle (Poland, Germany, France), Central European Defence Cooperation (Austria, the Czech Republic, Slovakia, Hungary, Slovenia, and Croatia), Nordic Defence Cooperation (Denmark, Finland, Iceland, Norway, and Sweden), Salzburg Forum (Central Europe: Austria, Bulgaria, Croatia, the Czech Republic, Hungary, Poland, Romania, Slovakia, and Slovenia) and the GUAM Organization for Democracy and Economic Development (Georgia, Ukraine, Azerbaijan, and Moldova).

Despite the existence of such influential actors, European States’ perception of the security challenges they face and the limits of multilateralism have required unilateral and bilateral actions in addition to multilateral cooperation.22 At the bilateral level, this includes arrangements between EU Member States, such as the Franco–German Defence and Security Council,23 and between EU Member States and non-Member States in and beyond Europe. Within Europe, bilateral arrangements between Turkey and the EU,24 Russia and NATO,25 and Russia and the EU26 seek to incorporate the periphery into the core of European security governance. Post-Brexit Europe will likely see various bilateral or mixed treaties between the UK and the EU and/or its Member States.

The security approaches of individual States and unilateral or domestically led actions also remain salient. States are important—if not the dominant—actors in security governance: 80 per cent of defence investment in Europe is still spent nationally.27 Through the politicization28 of security across Europe, national, and even sub-national, foreign, and security perceptions have also shaped the EU’s Global Security Strategy (GSS). For instance, national approaches have driven a shift in emphasis from promoting good governance to building resilience in the European neighbourhood.29 Additionally, national security priorities have led to a securitization agenda shaped at the expense of human security, in legal and policy responses to issues such as migration.30

In light of this, it is necessary to examine the NSSs of European States to ask whether an embryonic European security perspective exists. Since 2000, many governments have adopted security strategy documents, laying down security threats as they perceive them and prescribing strategies and solutions.31 Many European States have also undertaken ‘horizon scanning’ exercises to determine the major challenges to national and global security in the period 2030–45, and the appropriate legal and policy responses.

Such analyses provide insights into national perceptions of security challenges and appropriate responses to them. They also operate as building blocks of what can loosely be described as ‘global security law’, contributing to its shaping, development, and application.32 To this end, we have reviewed the NSSs of nineteen States: Belgium, Bulgaria, Croatia, Denmark, Finland, France, Georgia, Germany, Hungary, Italy, Netherlands, Norway, Poland, Russia, Serbia, Spain, Sweden, Turkey, and the UK. Our selection reflects geographical balance, but is limited by the fact that some States, like Greece, have not adopted an NSS and some, like Ukraine’s,33 are not available in English. The aim of the review is to identify States’ common and diverging approaches towards security and determine whether their strategies reflect an embryonic European perspective in relation to the broadening, deepening and thickening of security,34 and approaches to global security governance.


1. A Comprehensive Approach to Security: Broadening, Deepening, and Thickening


All NSSs adopt a ‘broadened’ and ‘deepened’35 concept of security, extending beyond military security to dimensions of economic, societal, environmental, energy, food, health, and human security. Connectedly, the sources of insecurity have broadened.36 The NSSs explore and address not only security ‘threats’—traditionally associated with military, physical threats—but also security ‘risks’, ‘challenges’ and ‘vulnerabilities’.37 For Germany ‘the range of risks to our security is becoming broader, more diverse, and increasingly unpredictable’, including terrorism, cybertechnology and artificial intelligence, arms proliferation and weapons of mass destruction, climate change, migration, pandemics, resource scarcity, demographic change, inequality, populism, identity politics, nationalism, isolationism, geopolitical transitions, conflicts and fragility, transnational asymmetric threats, and espionage and disinformation. In this respect, such security strategies reflect Beck’s ‘global risk society’:38 ‘unpredictability has become the new normal’.

The comprehensive approach to security is also evidenced in the diversification of the ‘referent objects’ of security, namely those objects that are threatened or challenged. Hungary’s NSS exemplifies this ‘deepening’ of security:

[C]hallenges, risk factors and threats appear on several levels—at individual, community, state, regional and also global level—and have an impact on a wide range of individuals, governmental and non-governmental organisations and trans-national actors.39

Mirroring the broader developments in international relations discourse and international law, European NSSs seemingly adopt a ‘human security’ approach, while also construing the environment, climate, food, or energy as ‘referent objects’ of security. The devil lies, of course, in the detail: most European NSSs, despite references to human rights, conceptualize human security primarily as security of their citizens.40 For its part, the Russian conception of ‘national security’ seems to prioritize State security, with its emphasis on ‘military security’ and the ‘significance of the military and security aspects of international relations’.41 Yet, a broader notion of security, including human security and social security, seems to also underpin its NSS.42

In addition to the ‘broadening’ and ‘deepening’, most NSSs adopt a ‘thickened’ approach to security that reflects a commitment to address security issues holistically, tackling the root causes of insecurity, considering implications for peace, human rights and development, and working towards prevention. Even Denmark and Norway, which have traditionally been sceptical about the EU’s comprehensive approach to security—focusing on military approaches instead,43 today adopt a multifaceted and preventive approach towards global security. For instance, in relation to conflicts, instability, and migration in/from the European neighbourhood, their NSSs emphasize the significance of conflict prevention, sustainable development, and tackling root causes. They further commit to the use of ‘aid, business development, peace and reconciliation diplomacy’ in addition to military contributions.44


2. Globalization of Security


All NSSs reflect a common understanding of security as a global issue requiring global responses. They are based on the acknowledgement that the distinction between intra-State security, associated with ‘law and order’, and inter-State security, associated with deterrence and absence of war, has become blurred and has been replaced with a merged perception of internal and external security.45 The perceived globalization of the sources and consequences of insecurity, according to the NSSs, requires multilateral legal and institutional arrangements on global and regional levels. This is reflected in renewed commitments to international law, the UN, EU, and NATO in all NSSs.

However, there is a significant divide—and driver of insecurity, when it comes to the nature and orientation that these responses should take. For the EU and most of its Member States, the current ‘rules-based international order’ is constructed as a referent object.46 Many NSSs recognize that the centres of power are moving away from Europe, especially with the retreat of the US, its long-time ally.47 Additionally, the need to ‘renew or create appropriate governance and security tools at the bilateral, regional, and global levels’48 is acknowledged. Russia’s NSS, on the other hand, takes an equally global approach, but considers the current order itself as ‘an ever-increasing threat to international security’, due to its ‘NATO-oriented’ nature and ‘domination by developed Western countries in the international community’.49

Furthermore, beyond a perception that global responses are needed, the emphasis is put on regional and sub-regional cooperation for certain security issues. In its 2014 NSS, Poland emphasizes that ‘enhanced cooperation between sub-regions of Europe in the area of security, including defence, will remain favourable from the political and economic perspective’.50 The strategy stresses that sub-regional cooperation cannot replace allied and pan-European solutions but in the field of cybersecurity, for example, it promotes the former at the expense of the existing EU framework.51

All in all, despite certain divergences, the security strategies reveal an embryonic but common security perspective, characterized by a comprehensive approach to security. However, the following analysis of two case studies reveals a chasm between these policy commitments and the pursuance of European States’ security objectives in practice. On the one hand, European approaches to border security and migration illustrate that in seeking to safeguard the security of the European space and States, human security of individuals and commitments under international human rights and refugee law have been sacrificed.52 European States’ practice in pursuing military operations and conflict resolution in neighbouring regions, for its part, reveals divergences between them, particularly in relation to military versus soft approaches to security, and their complex relationship with international law as it stands. All this underpins varied and at times contradictory responses to security threats, risks, and challenges deemed to emerge at the borders of Europe and in the European neighbourhood.


C. Contemporary Challenges



1. European Border Security



a. Migration as a Security Threat


Border security is inextricably linked to the idea of the State.53 Mass migration,54 uncontrolled and/or irregular migration,55 refugee and migration pressures56 and/or flows,57 and illegal migration58 are classified as threats and challenges in European NSSs, embodying European States’ broad conception of security threats.59 Rather than being viewed as a natural state of being, human mobility is perceived as a risk to the security of the State and its citizens, demanding strict management and regulation.60 And this perception is not confined to migration outwith legal channels, but concerns legal migration too.61 Even States such as Germany and France, which in their NSSs present a relatively nuanced approach, highlight migration’s positive aspects only in connection to their own challenges of ageing populations and need for skilled labour.62

For many decades, European States have struggled with (post)colonial migration. Britain’s ‘Windrush Generation’ scandal is one example.63 Such struggles have translated into legal frameworks of inclusion and (mostly) exclusion from the corpus of the nation: at the most basic level, in the ability to acquire citizenship or in the possibility of being denationalized if proven an ‘undeserving’ citizen.64 Securitization does not happen only at the border: European citizenship is ‘an even more brutally patrolled border’.65 The plight of Shamima Begum readily illustrates this: stripped of her British nationality for leaving the UK and joining ISIL/Da’esh when she was 15 years old, she has been left stateless in a camp in northeast Syria, where living conditions would breach Article 3 ECHR,66 and with no option of re-entering the UK. When State security and the security of the nation as a collective comes knocking on the front door, human security of the individual goes out of the window.67 Our understanding of European States’ political and legal reactions to the surge in people crossing Europe’s borders in 2015–16 (and thereafter) has to be informed by this longer history. The language of ‘Europe’s migration/refugee crisis’ cannot be taken at face value. Rather, it needs to be seen as an attempt to justify the intensification of ‘Fortress Europe’68 and the sidelining of international law in the process.


b. State versus Human Security Spectacles at Europe’s Borders: International Law at the Sidelines


Under international law, border and migration control is considered a core aspect of State sovereignty.69 This conception of migration as falling purely within a State’s domestic jurisdiction is, however, fairly recent,70 having materialized in the early twentieth century on racial, war-related, and economic grounds.71According to Chetail, much continental European discourse at the time discussed migration control as an exception to free movement on the basis of the preservation of the State.72 Yet today States are generally considered as having a right to decide when a non-citizen may enter and stay in their territory and under what conditions, to the extent that they have not undertaken treaty obligations73 and are not bound by rules of customary international law to the contrary, such as the obligation of non-refoulement or the right of individuals to seek asylum.74 In that respect, legally and ‘in its essence’, migration is a matter for both domestic and international law.75

In 2015–16, almost 1.5 million people76 crossed the borders of ‘Europe’; more than 1 million77 arriving in Greece through the Eastern Mediterranean route. While lawful arrival remains open for the ‘high-skilled migrant’ (usually meaning from other Global North States), the increasing securitization of migration has meant that such channels have seriously diminished for those seeking international protection or fleeing regions of extreme poverty, environmental degradation, and protracted conflicts.78 As a consequence, most people arriving at Europe’s borders do so ‘irregularly’, faced with situations that endanger human security in multiple ways.79

Much of southern Europe is also the EU’s external border. This is an area where national interests and policies and EU action cannot be easily disentangled:80 individual States, including EU Member States, are in principle free to admit or not admit anyone into their territory,81 but border security and migration control are viewed as strict duties of EU Member States and equally strict conditions for States aspiring to such membership. The increasing role played by the European Border and Coast Guard Agency (Frontex) in policing the EU’s external borders,82 the Common European Asylum System (CEAS), with its infamous Dublin Regulation,83 and the increasing involvement of the European Asylum Support Office (EASO) in processing asylum claims84 are manifestations of this point. The Court of Justice of the European Union (CJEU), in its April 2020 judgment concerning Poland’s, Hungary’s, and the Czech Republic’s failure to comply with relocation decisions of the Council of the EU, held that the internal and external security of individual Member States cannot be called upon unrestrictedly to evade their obligations under EU law.85

Lack of lawful routes to Europe and increased fortification of land borders, ‘through physical obstacles and—often violent—policing’,86 has led to great numbers of people seeking to enter Europe from the Middle East and Africa to undertake deadly boat journeys across the Mediterranean.87 Here, the clash between State and human security at Europe’s borders plays out in three, interrelated, ways. First, the lack of lawful options for departure and arrival has led to an increase in human smuggling and human trafficking.88 Secondly, those who manage to arrive at Europe’s borders in such ‘irregular’ ways face protracted detention and long-term delays in the processing of their applications in often inhuman and degrading conditions.89 The ‘hotspot’ approach to asylum processing and the 2016 EU–Turkey deal are central in this, and both highly detrimental to the human rights and security of people subjected to them.90 Thirdly, to escape their obligations under international human rights and refugee law,91 European States and the EU have increasingly resorted to externalization of migration control: visa restrictions and carrier sanctions,92 alliances with (and funding for) countries such as Turkey and Libya in detaining and containing migrants beyond European territory,93 and pushbacks by Frontex and national coastguards in the Mediterranean ensure that as many people as possible will not make it to their borders and within their jurisdiction in the first place.94 They erode, thus, international legal protection by denying ability to enter and seek asylum.95 In its landmark 2012 judgment in Hirsi Jamaa et al v Italy, the European Court of Human Rights (ECtHR) placed limitations on States Parties’ migration management practices,96 yet there has been for some time an ‘apparent dilution in protection offered’ by the Court with respect to detention standards and, most recently in N.D. and N.T. v Spain, the prohibition of collective expulsion.97

Although international legal developments—such as the adoption of the Global Compacts for Refugees and for Safe, Orderly and Regular Migration98—could signify changes to the management of human mobility,99 at the time of writing the situation at Europe’s borders is appalling. Simultaneously, the virtual collapse of the CEAS has resulted in a re-nationalization of border and migration policies,100 including the closure of internal borders101 and the aforementioned decision of Poland, Hungary, and the Czech Republic to defy decisions taken at EU level for relocation of third-country nationals.102 In 2020, the situation was further exacerbated by Turkey’s instrumentalization of the 2016 EU–Turkey Agreement to pressure the EU into supporting its military operations in Syria.103 This led to another humanitarian ‘crisis’ at the Turkish–Greek border, where refugees were treated by Greek and FRONTEX border guards in a manner that violates international human rights and refugee law, with Greece also temporarily suspending asylum applications.104 This latest ‘crisis’ needs to be again viewed within the broader geopolitical landscape of the region and the turbulent ‘EU–Greece–Turkey triangle’.105 For although European States’ NSSs declare the deepening of security, shifting focus away from the State and towards human security instead, the ‘macabre deathscapes’106 of Europe’s borderlands tell a different story: human security is only possible for as long as the State itself does not feel threatened.


2. Security in the European Neighbourhood



a. Insecurity in the Neighbourhood as a Security Threat


The entanglement of internal and external security also manifests itself in the security interests of European States (and the EU) in Europe’s neighbourhood. The perceived security threats emanating from neighbouring regions range from traditional threats, such as conflicts and terrorism, to ‘soft’ security threats like migration as explored above. As such, securitizing and stabilizing the European neighbourhood has been an essential aspect of Europe’s ontological and existential security.107

Underpinning the creation of the EU’s European Neighbourhood Policy,108 the conviction that security in Europe is dependent upon security near Europe also permeates the European NSSs. The Austrian NSS, for instance, states:

All of the important challenges facing the internal security of Austria possess an international dimension. Austrian security policy, therefore, aims at making a pro-active contribution to the stability and security of problematic [sic] countries of origin and transit, which are relevant to the security of Austria and the EU.109

According to Croatia, the ‘zone of instability’ surrounding Europe stretches ‘from northern Africa, through the Middle East, to the Caucasus and Central Asia’.110 Germany’s NSS further provides that ‘instability in Europe’s neighbourhood…is thus a risk for our security’.111

To mitigate insecurity beyond Europe, European States undertake a variety of actions, multilaterally, through the UN, EU, NATO, and the OSCE, and individually, through transnational law enforcement operations;112 humanitarian and rescue tasks;113 military advice and assistance;114 sanctions;115 peacekeeping;116 support for security sector reform; conflict prevention and resolution; and post-conflict assistance.117 Additional to such traditional tools, state-building and even accession to the EU or NATO also function as security practices. ‘Weak States’ and ‘dysfunctional societies’ are deemed breeding grounds for security threats such as armed conflicts, terrorism, and eventually migration. ‘Governance is securitized’ as ill governance is perceived as a threat to the internal security of neighbourhood States and the external security of Europe.118 The transformation of domestic politico-legal orders, through conflict resolution, aid, or membership conditionality, is employed as a tool to promote ‘good governance’, or at least ‘resilience’, in the neighbourhood.119

European States’ practices in responding to insecurity abroad, especially in their neighbourhood, are significant for mapping the role of ‘Europe’ in the (re-)making of the international law of global security. We confine our analysis to European responses to conflicts, through the use of force and diplomatic conflict resolution, as the termination of such conflicts has been at the core of European States’ security interests, and actions undertaken to pursue them shape jus ad bellum and articulate the relevance of international law to conflict resolution, respectively.


b. Military Operations in the Neighbourhood and jus ad bellum


Protracted violent conflicts within Europe’s geographical proximity, such as in Libya and Syria, and Russia’s military actions and influence in the post-Soviet space, such as in Georgia, Moldova, and Ukraine, have led to extraterritorial uses of force by European States and a surge in military investment. Although wariness towards extensive military intervention abroad in the aftermath of Afghanistan and Iraq still dominates European responses to conflicts in neighbouring regions, the situations in Libya and Syria have prompted military responses and led to troubling consequences both for jus ad bellum and the humanitarian situation on the ground.

Following the failure of the Libyan government to fulfil its primary responsibility to protect its people, the UNSC authorized Member States in Resolution 1973 to use force ‘to enforce compliance with the ban on flights’ and ‘protect civilians and civilian populated areas under threat of attack’.120 Resolution 1970, which preceded it and had demanded immediate cessation of violence, was adopted upon the initiative of France, Germany, and the UK along with the US.121 The ensuing NATO-led multinational military operation in pursuance of Resolution 1973, with France and the UK as the primary contributors, has raised criticism.122 The operation went beyond the mandated use of force and undermined in the process the legitimacy of the R2P doctrine by exacerbating the conflict, contributing to the overthrow of Gaddafi, and seeking regime change in Libya.123

The numerous ISIL/Da’esh-connected terrorist attacks in Belgium, France, Denmark, Turkey, Germany, Sweden, Spain, Russia, and the UK from 2013 onwards have furthered perceptions about the interdependence of internal and external security, and have driven more European States to use force against ISIL/Da’esh in the territory of Syria and elsewhere. Although uses of force have been justified on different legal grounds and against varying backgrounds, a common aspect has been the expansive approach towards jus ad bellum, particularly in relation to the right to self-defence against non-State actors, anticipatory self-defence, humanitarian intervention, and R2P. The only exception to this is Russia’s use of force against ISIL/Da’esh and other UN-designated terrorist groups justified as ‘intervention by invitation’ by the Syrian government.124

The conflict and the associated uses of force in Syria have led to increased support for the use of force against non-State armed groups in the territory of another State without its consent and, to a lesser extent, the ‘unwilling and unable’ test.125 Joining the US-led coalition against ISIL/Da’esh in 2015 following a terrorist attack, Turkey adopted the ‘unwilling and unable’ test to justify its use of force in Syrian territory on the basis of individual and collective self-defence against imminent attacks.126 In a 2017 speech, citing the situations in Iraq and Syria, the UK Attorney-General not only endorsed the ‘unable and unwilling’ test, but also espoused an interpretation of ‘imminence’ in relation to anticipatory self-defence that may pave the way for (unlawful) uses of force employed in the ‘absence of specific evidence of where an attack will take place or of the precise nature of an attack’.127 Other European States developed alternative, yet similarly controversial, accounts: Belgium emphasized that its use of force is ‘directed against the so-called “Islamic State in Iraq and the Levant” and not against the Syrian Arab Republic’,128 while Germany associated its right to use force against ISIS in Syrian territory without government consent with the lack of effective control of the Syrian government over ISIL/Da’esh-occupied territory.129

Whether jus ad bellum and the current collective security architecture are fit for purpose in the face of new security threats has been contested since long before 9/11.130 The recent violent contestations between warring parties in the European neighbourhood, as well as the surge in terrorist acts, have re-sparked the legal controversies over jus ad bellum and led to divergences from the established law. In that, European States have had a central role. Given the essential role of jus ad bellum for ‘the maintenance of an international rules-based order’131 and the uniform commitment of European States to the latter in their NSS in particular and international policies more generally, such departures reveal the contested meanings of the ‘rules-based order’ and international law amongst European States. On top of that, the situations in Libya and Syria readily illustrate how military responses to insecurity may drive further insecurity.132 Beyond extraterritorial use of force, arms transfer to countries engaged in armed conflict further demonstrates how outside States can exacerbate, or become complicit in, conflict-related crimes and insecurity. The UK’s arms export to Saudi Arabia, which may well have been used in the commission of serious violations of international humanitarian law in Yemen, is a case in point.133 These shortcomings and counterproductive consequences of military approaches brings us to the significance of political solutions to (armed) conflicts—an objective which is seemingly pursued both by European States and European regional organizations.


c. International Law and Conflict Resolution: Mediating Normative Ambition and Realpolitik


The US-led ‘War on Terror’ has constricted the diplomatic space for conflict resolution and encouraged hard security approaches to armed conflicts.134 However, with violent and non-violent conflicts in the Balkans, Ukraine, Cyprus, and the Middle East and North Africa (MENA) region, amongst others, conflict resolution, including assistance to transitional justice and peace mediation, has remained a significant field of action and objective for European security. This is especially so for the EU as part of its ambition to become a global security actor. European States self-identify as ‘normative powers’135 in conflict resolution, as do the EU and the OSCE, promoting human security, compliance with international law, rule of law, transitional justice, local ownership, and inclusive conflict resolution processes and outcomes.136 Sweden’s and Norway’s NSSs make particular reference to the Women, Peace and Security agenda and the inclusion of women in conflict resolution.137 Germany’s NSS emphasizes the significance of promoting respect for human rights in conflict States.138

This normative ambition is also evident in the laws, policies, and guidelines adopted by some European States in relation to conflict resolution, peace mediation, and peacebuilding.139 Emphasizing the obligations of States under international law relevant to conflict resolution and transitions, these policy guidelines promote the participation of women, indigenous groups, or other historically excluded groups in official peace negotiations. Furthermore, in line with the ‘thickening’ of security discussed in Section B.1, there is a commitment in all NSSs to holistic and sustainable approaches to conflicts.140 Recognizing ‘the nexus between sustainable development, humanitarian action, [and] peace and security’, the EU has also committed to ensuring that its security objectives are fully aligned with objectives in the fields of development policy, peacebuilding, and conflict prevention.141

Despite these positive developments, two problematic dynamics that characterize European States’ role in (the international law of) global security are also evident in the field of conflict resolution. First, differences in their security approaches and priorities affect the coherence and complementarity of responses to armed conflicts in the neighbourhood. In Libya, different priorities and fragmented actions have undermined each other. The French efforts to facilitate a peace agreement between the warring factions was not welcomed by Italy due to concerns that they might compromise its counter-migration operations.142 Prioritizing counter-migration over conflict resolution, Italy established a bilateral Mission of Assistance and Support with the internationally recognized Libyan authorities for border and migration control.143 The 2020 Berlin Conference on Libya had created some semblance of European unity on the conflict’s resolution, whereby twelve States, including France, Germany, Italy, Russia, and Turkey, committed to ending external interference, implementing the arms embargo established by the UNSC, and promoting a Libyan-led and Libyan-owned political process.144 This consensus, achieved ironically in the absence of the Libyan parties to the conflict,145 seems to have collapsed within four months. Malta has withdrawn its military support to the EUNAVFOR MED Irini, an EU military operation established in the aftermath of the Conference,146 and Turkey has reneged on its commitments by intervening in Libya in support of the Government of National Accord.147 European responses in this case reveal how hard security priorities often clash with conflict resolution efforts that are part of the ‘thickening’ approach to security.

Secondly, practice tends to diverge from normative commitments at times and be, rather, driven by realpolitik. Transitional justice is an area where the clash between normative ambition and the pragmatic requirements of conflict resolution is most evident, particularly in relation to whether criminal accountability for conflict-related crimes can be negotiated away for the sake of a peace settlement. The inclusion of a blanket amnesty provision in the Minsk II Agreement, concluded under the auspices of the OSCE and the Normandy Quartet, is one example of the so-called peace versus justice dilemma.148 In relation to the conflict in Eastern Ukraine, European States have refrained from military intervention and instead employed diplomatic efforts towards the peaceful resolution of the conflict while also adopting sanctions aiming to induce a settlement. It is within this context that the negotiations within the OSCE-led Trilateral Contact Group and the Normandy Quartet, namely Germany, France, Russia, and Ukraine, led to the adoption of the Minsk Agreement (Minsk I), followed by an implementation agreement (Minsk II).149 Under the latter, Ukraine undertook to ‘[e]nsure pardon and amnesty by enacting the law prohibiting the prosecution and punishment of persons in connection with the events that took place in certain areas of the Donetsk and Lugansk regions of Ukraine’.150 The endorsement of the Agreement despite the promise of a seemingly blanket amnesty is at odds with the normative commitments of the OSCE and the European leads, Germany and France, to ensure criminal accountability for conflict-related crimes in transitions and with their interpretation of international law that amnesties for international crimes and serious violations of human rights are outlawed.151 The Agreement was also endorsed by the UNSC without any caveat regarding the scope of the amnesty, although the representatives of two States expressed concern that those responsible for the MH17 attack might benefit from the amnesty.152

Overall, in conflict resolution, many European States, the EU, and the OSCE have led the normativization of the field through the promotion of international law and other transformative ambitions in transitions. The policy developments have been coupled with successful episodes of conflict resolution within Europe itself, the settlement of the dispute between Greece and North Macedonia regarding the latter’s name being a notable example.153 However, the tension between normative ambitions and realpolitik remains challenging for Europe’s role as a crisis manager and global security provider.


D. Outlook


Europe’s approach to global security is conditioned by the ‘European Question’, namely who and what is ‘Europe’?154 Two main consequences follow from this Euro-centric orientation. First, the securitization of migration and of Europe’s relations with its neighbours has expanded the reach of European security governance and its accompanying practices in the European neighbourhood. As such, Europe has emerged as a regional (in)security provider. However, and secondly, reality falls short of Europe’s ambition of becoming a global security actor in the geopolitical security axis, along with the US and China. Almost all NSSs identify the emergence of multipolarity, the retreat of the US in the global order, and the return of geopolitics as security challenges.155 But, as the selection of our case studies and geographic focus of the European States’ practices in these fields attest, Europe’s immediate security objectives and practices have been largely confined to its neighbourhood.

Our analysis reveals that, to meet its ambitions in becoming a global security provider, Europe needs to confront two challenges that do not lend themselves to straightforward solutions. First, despite significant multilateralization and Europeanization, national perspectives remain decisive in the field of security and pose an obstacle to coherent policies and actions. As established in Section B, European NSSs stand for normative convergence on the concept of security and tend to identify security threats in a similar way. However, varying national security priorities lead to contradictory practices and stall legal and policy developments. The way forward does not necessarily rely on complete harmony, and the first required step seems to be the acknowledgement of the diversity amongst European States’ security priorities.

Secondly, Europe is in need of an urgent reflection on its position vis-à-vis international law and ‘global order’. As discussed in Section B.1, European NSSs increasingly refer to human rights norms, the rule of law, and development in and beyond Europe. However, as their sphere of action expands and they face the demands of realpolitik, European States depart from international law. Although in some respects the normative sphere of global security governance has expanded, in certain areas like migration and jus ad bellum the relevant norms of international law have been eroded instead. The practice on the ground, at least in the two case studies examined here, reveals that the security of the (European) State eventually supersedes human security, turning a blind eye to the international legal norms hindering the realization of its objectives.

This dilemma is further deepened by Europe’s often unreflective defence of the ‘rules-based global order’. Many of the NSSs conceptualize the increasing global contestation of the prevailing international and European order as a major security threat for the short and medium term. While upholding international law is a virtue in many respects, the contestation of existing international law and institutional architecture provides also an opportunity to establish a legal and policy framework that is truly conducive to sustainable security for all. Missing this opportunity would pave the way for further insecurity in, at the borders of, and beyond Europe.
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Chapter 48


The Global South and the Law and Governance of Global Security


Towards a Scholarship on the Global Ecology of Insecurities

Alejandro Rodiles



A. Introduction


Conventional international security has centred on inter-State conflict, especially wars and the nuclear menace. During the Cold War this story was practically circumscribed to the two superpowers which determined the bipolar security system with their respective spheres of influence: armed conflicts in the Third World were mostly viewed through the lenses of so-called ‘proxy wars’. The Third World was for a long time relegated to a marginal role within ‘both academic and policy debates about international security’.1

Today, the Global South can no longer be reduced to that peripheral role, because many States from the South have turned into both, major contributors to world security and major sources of transnational insecurity.2 Commentators highlight the predominant role of Ethiopia and Bangladesh as troop contributing countries (TCC) to UN peacebuilding and peacekeeping operations,3 as well as the growth in number and significance of regional and sub-regional alliances.4 Less commented upon is that in a constantly changing global political environment, certain States from the South occupy a pivotal position when it comes to addressing specific security crises; be it due to their regional leadership or because they are otherwise regarded as indispensable brokers in highly complex political and cultural constellations.5 In terms of insecurity, the South is no longer primarily regarded as a bloody theatre of major power confrontation, but as a source of insecurity in and of itself. Political instability, institutional weakness, and other endemic problems of some of these States have turned into primary security concerns at the global level: the ties between so-called fragile and failed States with terrorism, like in Afghanistan or Yemen, piracy off the Horn of Africa, transnational organized crime in some States of Latin America, and protracted internal conflicts, like Syria, are some of the most acute examples. Thus, the ‘rise of the South’ can be considered part and parcel of the changing security landscape of the post-Cold War era, which is being replaced by an interdependent and complex global ecology of insecurities where the separation between ‘first’, ‘second’, and ‘third’ worlds makes little to no sense.

However, the Global South should not be regarded as the avatar of the Third World in a globalized space. If the ‘Global South’ moniker is to make any sense, it is in that it makes clear that our diagnoses (of global security) should not be ‘driven by the confident hubris of teleologies that extract the future seamlessly from the past’, and that therefore our models (of law and governance) should be ‘more attuned at the same time to the intricacies, ambiguities, and paradoxes of the relations between actions and their consequences, and intentions and chance contingencies that sometimes undo them’.6 In the present context, these ‘models’ should be understood as the academic endeavours to explain the practices of rule that are emerging within global security, which are very different from those of classical international security law. Therefore, in Sections B and C, some of the evolving contours of the law and governance of global security will be addressed. As will be argued, there is a growing reliance on ad hoc arrangements which contribute to the decentralization and deformalization of the classical international security architecture centred on treaties and international institutions, most importantly the UN Charter and the UN Security Council (UNSC) (Section B). Also, the merger of security and development is undergoing profound transformations as shown by the ongoing UN peacebuilding review, and by dynamically evolving practices on counter-terrorism focused on resilience-building in communities and amongst ordinary people (Section C). Paradoxically, while these practices are, to a great extent, driven by the growing agency of the South (and of non-State actors), their consequences seem to partly curtail this agency, although in new and uncertain ways. If ‘lawfare’ is understood as the strategic use of law by ‘the weak’ in order to reduce military and other asymmetries through formal principles like sovereign equality,7 then the deformalization and decentralization of international security law signals a retreat of lawfare which affects those who lack the resources for inserting themselves into the multiple nodes of informal networked governance. The concluding section refers to a few studies that trace the trajectories of globally informed and locally applied security practices, paying attention to the aforementioned paradox. It makes the case that this line of research is of the utmost importance for those in the South and North, West and powerful Rest (China and Russia, for example), concerned with the law and governance of today’s global ecology of insecurities.


B. Global Security and the Rising South: Decentralization, Deformalization, and the Retreat of Lawfare



1. From International to Global Security


The marginalization of the Third World in post-war international security studies—a mentality which is still present in many forms today—is actually consistent with a major strand in international relations (IR) theory: systems theory. According to this theory, certain units of the system matter more than others when trying to determine the structure and functioning of the system itself. Applied to international security, the role of nuclear powers and UNSC Permanent Members (P5) is not only more important per se, but also in relation to its explanatory function in how the whole system works.8 While this approach still has some explanatory force in relation to certain instances of the international security system—for example, the composition and functioning of the UNSC which, by definition, centres around the P59—it is hardly sustainable in general terms nowadays. As pointed out by Abrahamsen and Sandor, the fixation on great powers does not only denote intrinsic problems because of its ‘ethnocentric biases’,10 it has also come under strain in a post-Cold War setting, where security is increasingly affected and shaped by other actors, State and non-State alike.11 Others have noted that in a new security environment characterized by complex interdependence, systems theory is seriously questioned, both in its ‘internal logics and its wider stabilizing capacity’.12

These shifting tendencies in IR theory are emblematic for the move from international to global security that this volume addresses. Nobody can question the existence of military powers (above all, the US), as well as of States with considerably more leverage than others. And it is also true that the latter still tend to be mainly located below the ‘Brandt line’—with the great exception of China.13 These differences notwithstanding, accelerated globalization has led to an increasing interdependence in matters ranging from the economy to climate change to pandemics. ‘Complex interdependence’ has only enhanced over the decades since it was articulated by Robert Keohane and Joseph S Nye in the late 1970s,14 and the security field is one of its clearest manifestations. Today, this has become a commonplace across the UN,15 other international organizations,16 and within national security establishments.17


2. Non-Polarity and Global Security à la carte


This tectonic shift is probably best captured by the paradigm of ‘non-polarity’, as explained by Richard Haass.18 Non-polarity not only means the augment of the relative strength of several States from the South, like the BRICS, the diminishing strength of some of the former unquestionable Western powers, like the European permanent members of the UNSC,19 and eventually the loss of dominance of the still most powerful State, the US. That would fit better with the label of ‘multipolarity’, which stands for a different order from the bipolar system and the unipolar moment, but which still reflects a more or less stable redistribution of power, augmented only by a few. As Haass argues, the multipolar representation does not pay sufficient attention to the significance of ‘medium powers’, as the growth of the ‘Gs’ demonstrate, which goes beyond the 20, given the different invitees to each of these summits. More importantly, non-polarity also stands for continuously shifting power constellations in international affairs. A global (dis)order without a centre of gravity, but with several nodes connecting varying actors (State and non-State alike) according to their current strength on the particular issues at hand. This strength should not be reduced to military might, which is more measurable and steadier; it crucially includes political and cultural ‘relevance’.20 Thus, contemporary global security has turned, by necessity, more context-sensitive, and accordingly many States from the South have become ‘indispensable nations’21 for solving this or that crisis, and, on a more permanent basis, for dealing efficiently with long-term security challenges, like terrorism, transnational crime, and the proliferation of weapons of mass destruction (WMD).

Continuously shifting power constellations driven not exclusively by military might but also by political and cultural relevance, translate into the necessity to address global security concerns through flexible mechanisms that ‘augment’ the security architecture centred on the UN and the UNSC in particular.22 Proof of this is the mushrooming, most clearly after 9/11, of regional and sub-regional alliances, global coalitions of the willing, and networks on a variety of security concerns.23 These coalitions are usually led by powerful States, and the US has so far been the principal nation in assembling and shaping them. At the same time, however, they are about bringing together relevant players in a selective, efficiency-driven, and purpose-oriented fashion. This ‘à la carte multilateralism’24 or ‘coalition of the willing approach’25 certainly reproduces old hierarchies, but is also driven by non-polarity and the need to work with the ‘rising South’—as well as with powerful non-State actors (just think of how meaningless efforts would be to combat terrorist propaganda online without the active involvement of Facebook, Twitter, and Google).26 Moreover, coalition-building is not owned by the West; it has turned into a normal way of security cooperation in today’s world. For instance, amongst the five main cooperation areas of the BRICS, security stands out with a strong focus on terrorism and transnational crime, and meetings of the national security advisers of the five countries (NSA) have been routinized. India, Brazil and South Africa, on their part, have created IBSAMAR, a South–South navy coalition which engages in trilateral naval, aircraft, and special forces exercises to foster military interoperability between the three nations.27


3. Decentralization, Deformalization, and the South


Two important and interrelated questions arise from this contemporary global security landscape where the South is more present than ever before: what are the consequences of à la carte security multilateralism (or ‘global security by posse’28) for international law and for the Global South? The short answer to the first comes in the form of two ‘Ds’: decentralization and deformalization. The two Ds, for their part, show that the South can hardly win from such an approach.

The proliferation of informal global security mechanisms decentralizes the international security architecture built after the Second World War, which is mutating into a moving engineering craft. This move from a few treaty-based organs to a regime complex of formal and informal bodies gives rise to an emerging law and governance of global security. The emphasis is no longer on pre-established legal processes leading to valid outcomes, such as resolutions and treaties, but on continuous consultations which flow into an ongoing management of security crises. As noted by Haass, the premium is now on dexterity, not on predictability. Haass argues that consultations are likely to take place in many settings, informal and formal, bilateral and multilateral, general and ad hoc, because ‘many issues are not sufficiently ripe (and may never get there) for negotiations to succeed’. He concludes that ‘[c]onsultations that aim to affect the actions of other governments and their leaders are likely to matter more than negotiations that aim to solve problems’.29 Continuous consultations involve more actors, including from the Global South. ‘Indispensable nations’, as argued above, emerge on demand according to the issues at hand. One might think then that the law and governance of global security contributes to new forms of hybrid collective security, combining the UN Charter system with informal arrangements, thus leading to an expansion of the inner circles of power. An old dream of diplomatic elites in the South may finally come true: perhaps UNSC reform is not that important anymore, given the G20 and the growing web of coalitions on which the UNSC has to rely, and which are well-represented by States below the Brandt line.

But the elites from the Global South should be careful what they wish for. This expansion of decision-making sites is not intended to broaden participation. Quite to the contrary, it operates on a highly selective basis, and because it is spurred mainly by informal mechanisms, it is opaque as opposed to the selectivity of the UNSC, which is rules-based, in the end.30 This apparent legalistic reasoning may sound outdated for the most powerful in the South,31 who can bet more easily on dexterity due to their manifold resources. But for the less powerful as well as for many middle powers which rely on a thin version of the international rule of law, this game may prove to be self-defeating, a sort of self-inflected retreat of lawfare.


C. The South’s Global Insecurities and the New Security–Development Paradigm



1. Protection of Global Public Goods in a Networked Order


The obsoleteness of the separation between ‘different worlds’, according to their economic development status, is nowhere else more pronounced as in the conception of a ‘networked international order’,32 where everything is connected through multiple nodes. While there are stronger hubs and those States and other actors with the power to be linked to several nodes at the same time, in the end, the weakest link can cause major disturbances to the entire network. As observed in international security studies33 and global public goods literature,34 security threats, ranging from terrorism to pandemics, tend to pose the most severe weakest-link problems, where a single action by a single actor can have catastrophic consequences at the global level. Hence, such problems can only be avoided by cooperative efforts of all. This shows, again, that States from the South, including the weakest, cannot be left out of the game. But the emphasis starts shifting here to the negative side of the coin: because of the global interconnectivity of these States, endemic problems related to their structural deficiencies tend to have repercussions far beyond their borders.

This story is not new. It is the Leitmotiv of the well-known merger between security and development, or the securitization of development.35 This fusion was already ingrained in post-Second World War developmental thinking, as explained by Arturo Escobar in relation to the Truman doctrine,36 it gained ground with the shifting reference-object of security from States to individuals, namely with the consolidation of the ‘human security’ agenda in the course of the 1990s,37 and it has been pushed further after 9/11.38

The basic idea is that through the reduction of poverty, the betterment of life conditions, and the improvement of institutional capabilities, risks of instability, violence, and State failure can be mitigated. But beyond the purpose of reducing violence in the South, the ultimate goal is to prevent the spillover of insecurities from these places of ‘limited statehood’39 to the rest of the world, through transnational organized crime, terrorist networks, and in some cases where it is regarded as a national security threat, also migration.40 In accordance with this logic, developing the poorer South has entered the security agenda, both of major Western powers as well as of international organizations.

In the former case, it is worth recalling that during the Reagan administration, the US promoted institution-building programmes in Latin America, which focused on the administration of the justice system.41 This development work was part and parcel of a major US security concern to fight the growing illicit narcotics business. Rule of law assistance of this kind has morphed too easily at times into pure ‘law and order promotion’, fuelling a failed war on drugs in several States of Latin America, most clearly in Colombia and Mexico, but also in Brazil and large parts of Central America.42 By the 1990s, State-building had become a crucial effort of US foreign aid policy.43 Particularly in post-conflict scenarios, it was conceived and deployed as an antidote to State weakness, so that States from the South ‘can exercise a monopoly of the legitimate use of violence within their territories’,44 and take that force away from non-State actors.

Within the UN system, there are two salient conceptual and operative frames which have materialized this merger: security sector reform (SSR) and human security. While both are interrelated, especially in the goal of strengthening or building rule of law institutions which can improve the situation of ordinary people, the former is mostly present in post-conflict scenarios. Thus, it has become a standard component of multidimensional UN peacebuilding operations.45


2. Resilience as Response to Intervention Fatigue


This ambitious, security-driven, development policy has suffered a major setback in recent times, especially with the Iraq war of 2003 and the ongoing war in Afghanistan. The extreme difficulties encountered in successfully stabilizing these countries, according to liberal-democratic templates,46 has bolstered long-standing doubts about the efficiency and legitimacy of State-building. In pragmatic terms, it has led to an intervention fatigue on behalf of Western States.47 This fatigue is noticeable both in military and development interventions. In the first case, mention must be made to the unwillingness or inability of Western powers to intervene during the first years of the now almost decade-long Syrian civil war in order to end this humanitarian tragedy in the Middle East caused by a perverse mixture of local political insurgency, Cold War-style proxy conflict, and post-9/11 perpetual war on terror.48 Perhaps more telling in regard to the relative retreat of Western military interventionism in the Global South, and particularly in Africa, is the growing number of ad hoc military coalitions of the willing that have emerged within the Common African Defence and Security Policy Framework.49 Examples include the Regional Coalition Initiative against the Lord’s Resistance Army (RCI-LRA), in which US troops have taken part alongside those of the Central African Republic, Democratic Republic of Congo and South Sudan, the Multinational Joint Task Force against Boko Haram (MJTF), composed of Benin, Cameroon, Chad, Niger, and Nigeria, and deployed in the Lake Chad basin, and the G5 Sahel Joint Force conformed by Burkina Faso, Chad, Mali, Mauritania, and Niger, which combats several armed groups in the Sahel region.50

As mentioned, intervention fatigue is also very present in relation to development work.51 Intrusive State-building and some more invasive proposals of renewed trusteeships for failing States,52 are being replaced by the new paradigm of ‘inclusive development’. This term is used because of its linkages to the 2030 Sustainable Development Agenda which establishes that ‘[s]ustainable development cannot be realized without peace and security; and peace and security will be at risk without sustainable development’.53 The basic idea, namely that security presupposes the bettering of living conditions, remains, and it is arguably even reinforced by this new paradigm, since sustainability and human security are interrelated. The shifting paradigm rather consists of the underlying assumptions of what is required to achieve development. These no longer correspond to a State-centred view of improving, building, and reconstructing States and their institutions through the donor-recipient financial model and the reform of national laws and regulations. Instead, the real currency of new development work is resilience, that is, the promotion of capabilities of the underdeveloped to cope with underdevelopment.54

Therefore, work needs to be done directly with the affected locales. Building resilient communities, fostering resilience amongst ordinary people (youth, women, mothers, etc), and contributing to the construction of so-called ‘positive resilience’ between people at risk of turning into agents of (global) insecurity and their most proximate authorities (city governments, municipal authorities, local police forces, etc), are the new paths to development and, hence, to a less insecure world. Indeed, the disenchantment with the previous development model is a recurrent theme of critical resilience studies, which argue that the richer North became tired of placing resources in the hands of the (often corrupt) governmental elites of the poorer South who, most of the time, failed to deliver.55 Resilience emerges from this donor fatigue, shifting the paradigms from donors to facilitators, from recipients to the vulnerable, from State-to-State aid and assistance to the promotion of community initiatives. Note that this implies that the new security providers are the very same agents of insecurity.


3. The New Paradigms of Security and Development (According to the 2030 Agenda)


This new approach to development and security is present both in transnational security initiatives, of which the evolution of the Mérida Initiative between Mexico and the US is a prime example,56 as well as in documents and the day-to-day work of multilateral organizations, especially since the adoption of the 2030 Sustainable Development Agenda in 2015. As endorsed by the heads of several international organizations, including the UN Secretary-General, during the World Humanitarian Summit of 2016:

The 2030 Agenda places risk and vulnerability at its core. Managing crisis risks and reducing vulnerability is as much a humanitarian imperative to save lives more effectively as it is a development necessity to ensure progress towards achieving the Sustainable Development Goals (SDGs) for the more than 125 million people affected by humanitarian crises today. This is timely, given that the growing trend of repeated and protracted crises is likely to continue.57

New partnerships for development between the UN, the World Bank and others follow this template of risk management and resilience-building, in order to prevent, manage, and contain conflicts.58 Most fundamentally, however, ‘inclusive development and security’ has been translated into ‘sustaining peace’:59 the building block in the reconstruction of the UN peacebuilding architecture. This ongoing review has been endorsed by twin resolutions of the UN General Assembly (UNGA) and the UNSC,60 and it is closely tied to the SDGs, in particular to SDG 16. Likewise, it is informed by proactive risk prevention, crisis management, and resilience, thus emphasizing the importance of engaging local stakeholders and civil society.61

As mentioned by the UN Secretary-General, a ‘breakthrough in the twin resolutions’ is the emphasis on conflict prevention.62 Thus, sustaining peace contributes to a further blurring of the lines between the different phases (and operations) of the UN’s efforts to maintain international peace and security. The enmeshment of peacemaking, peacekeeping, and peacebuilding is nothing new. Less commented upon, however, is that the contemporary collective security system is also increasingly infused by the ‘inclusive development’ rhetoric and practice. The UNSC not only explicitly reproduces the SDG-16 formula in the context of peacekeeping and peacebuilding,63 it has made it part and parcel of its expansive counter-terrorism work. This goes from the call to Member States to improve living conditions of those population sectors which are particularly vulnerable to be enrolled in terrorist organizations,64 to Chapter VII resolutions on foreign terrorist fighters (FTF) and returning foreign terrorist fighters (RFTF):

a comprehensive approach to the threat posed by foreign terrorist fighters requires addressing the conditions conducive to the spread of terrorism, including by (…) promoting (…) economic development, social cohesion and inclusiveness (…).65

The UNSC has endorsed the Madrid Guiding Principles on FTF of its Counter-Terrorism Committee (CTC),66 which stress the need for inclusive development in order to address the conditions conducive to the spread of terrorism.67 Moreover, the Madrid Principles clearly reflect the logic of proactive involvement through the building of resilience networks amongst those persons most at risk of turning into FTF and returning to their hometowns (in the North), the so-called RFTF.68 Actually, it is in the day-to-day work of the CTC and its powerful body of experts, the Counter-Terrorism Executive Directorate (CTED), where this new face of development is most present, particularly in the mentioned realms of the fight against FTF and RFTF, as well as in the closely related field of countering violent extremism (CVE).69 These fields reflect profound anxieties in the North about insecurities in the South, precisely because the latter circulate so easily today that the spatial categories of North and South are lifted by the global infrastructures of physical and digital communications.70 Accordingly, the CTC has moved, from donor-recipient schemes of State-centred capacity-building and technical assistance in the national implementation of UNSC resolutions, to resilience-building strategies channelled through the direct involvement of local authorities, communities, and people, whereby the role of women and young people excels.71 This happens through a complex amalgam of partnerships with coalitions and networks, like the Global Counter-terrorism Forum (GCTF) and the Abu-Dhabi based Hedayah Centre.72


4. Global Security Crises Management and the Perpetuation of Local Vulnerabilities


It is imperative to ask again how the new security and development merger affects the law on global security, in particular from the perspective of the South. And it is again not difficult to see how these evolutions accelerate the speed of the move from international security law to the law and governance of global security. The SDG-inspired concept of ‘sustaining peace’ is transforming the UN peacebuilding system into a multifaceted risk-management approach that could exponentially expand the scope of the security concept itself.73 A concept of security which evolves too dynamically provides readily available grounds for UNSC elastic determinations under Article 39 UN Charter, a well-known problem which transcends legal questions of permissible interpretations via subsequent practice, posing serious legitimacy problems for the collective security system as a whole, not least due to the distinct vulnerability of the South in this regard.74 ‘Inclusive development’ occupies a mounting role in the global counter-terrorism field, where the idea of building resilience amongst local authorities and ordinary people gains ground in the face of efficient terrorist propaganda and recruitment tactics. CVE has become one of the most prominent sub-fields of counter-terrorism work worldwide,75 and it is mainly about preventing people from being turned into terrorists, especially in the form of RTFT. It is thus a preventative and proactive security practice, which operates under the authoritative umbrella of UN Charter Chapter VII, but in a continuously evolving governance mood that involves the youth, mothers, teachers, and preachers. Like in the case of the rising South, the main consequence of the globalization of the South’s insecurities is less law and more governance. Moreover, it entails a tendency to perpetuate vulnerable life, here and there.76


D. Conclusion: From Contagion to the Global Ecology of Insecurities (and some Notes on Further Readings)


The awareness of ‘the contagion of instability’77 internationalized the Third World’s security predicament, opening the path to the merger of development and security. The securitization of development signified that the Third World as such became an object of security-driven intervention. Today, the situation is similar and dissimilar at the same time. Due to non-polarity, States from the South have become ‘indispensable nations’ in certain constellations, so that the very distinction between ‘first’, ‘second’, and ‘third’ worlds has lost its meaning: the South has gone global. This has led to flexible coalitions around those willing and able to secure global public goods, regardless of whether these partners are from the South or North, the West or the powerful Rest. From a legal perspective, the most important assessment is that these shifting loci of decision-making and cooperation contribute to the decentralization and deformalization of international security law. Less international law and more governance on global security can also be read as a retreat of lawfare, that is, the negative framing of reliance on international law by the less powerful.

The paradoxical global situation of the South is that while it has risen in economic, military, and populational terms, moving from the margins to the central circuits of the international security system, institutional instability and associated violence remain its security predicament. In a networked global (dis)order, complex interconnectedness has intensified to the point where the weakest node can destabilize the whole web. Therefore, the medical metaphor of ‘contagion’ falls short of capturing what is better described as today’s global ecology of insecurities. Top-down intervention and State-centred donor-recipient schemes no longer work—if they ever did. Intervention fatigue is not restricted to legal and illegal uses of force in the South that cost too many lives and money to the North, it is also about the kind of development work that focused on longer-term State-building efforts.

The adaptability of the UN system and of certain national security communities to the contemporary global ecologies of insecurities has been amazing: the security and development merger continues now under the rationale of resilience (proper to ecological thinking, not surprisingly). Resilience-driven security and development has major implications for the actors and temporalities of intervention. The direct involvement of subnational and non-State actors is the new normal in trying to construct the conditions that may prevent or contain violence from spreading (mostly in the form of jihadist terrorism but increasingly so in that of transnational drug cartels). This is sometimes praised as local ownership and the empowerment of ordinary people. But what may represent a partial triumph of those inside the Global South vis-à-vis their corrupt authorities, is also a case in point for the securitization of everyday life. Once education, community and family life, urban planning and public policy, are tied to global and transnational security discourses and initiatives, one can hardly speak about the end of intervention.

Perhaps, the most serious problem for the South is the temporal dimension that comes along with the new security and development paradigm. ‘Sustaining peace’ and ‘resilience-building’ have a strong managerial tone. Handling conflicts and coping with violence supersedes temporal categories of pre-conflict, conflict, and post-conflict. It is more about an ongoing administration of insecurities, and hence of blurring the lines between war and peace. The many situations of chronic violence in the Global South are the prime witness. Of course, these have many different causes, from State failure to global illegal markets to international legal regimes.78 The new paradigm is merely a response to persistent insecurities. But in emphasizing risk management, it bears the risk of resignation to the security predicament of the Global South, which distinguishes itself from that of the Third World only (but crucially) in that it configures a global ecology of insecurities.

Ignoring this is tantamount to insisting on ethnocentric understandings (from the North) about security in an entwined landscape that makes meaningless the spatial and temporal categories construed by that very same ethnocentrism. Studies on the international law of global security, wherever situated, should refocus and take the techniques of governance within the ecology of insecurities seriously. There is no prescription for doing it, due to the rhizomorphic nature of this ecology and the evolving practices of rule. Examples that come to mind are the following.

Nathanael Tilahun Ali demonstrates the perils of proactive global security, concentrating on the perpetuating and silencing dynamics of experimentalist governance methods in counter-terrorism.79 Gavin Sullivan explores the diachronic temporalities of UN sanctions which make legal assessments based on UN Charter law and UNSC practice insufficient.80 He also makes the case that the global security apparatus is better understood through the lenses of assemblage thinking, an analytical tool that has the particular strength of unravelling the ‘symbiotic co-functioning (…) of heterogeneous elements (…) that help to apprehend (rather than flatten) its variegated normative topology’.81 This topology subsumes ordinary social practices into the assemblage of global security law.82

Writing from the theatres of postmodern violence driven by the highly lucrative narcotics business, Pablo Kalmanovitz,83 Alejandro Roemer, and others84 delve into the contradictory and at times even complicit relationship between the law of non-international armed conflict and the failed global war on drugs in Latin America—studies that owe much to Nathaniel Berman’s emblematic piece on the legal construction of war.85 Although not primarily concerned with security, Fleur Johns’ recent work on how current developmental interventions are structured around the ‘here and now’ facilitated by big data, instead of making ‘big plans for the future’,86 are crucial for a proper understanding of the new security and development merger. Helmut Aust’s analysis of the ‘secure city’ shows that the placeholders of global security law have ceased to be States alone, and that models of crime prevention through ‘built environments’ and ‘smart cities’ are mimicked around the globe.87 Zooming into the local life of the global security and development agenda, Luis Eslava and Lina Buchely illustrate the liminality of resilience and the perpetuation of insecurities in Cali,88 a situation that not only replicates in Tijuana and Ciudad Juárez,89 Cairo, and Marrakesh, but also in Brussels, London, and New York, and in every other place in the North, West, and powerful Rest, where a foreign terrorist fighter may eventually return.
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A. Introduction


‘Security’ is an essentially contested concept. Its meaning and scope have been debated in security studies for over five decades.1 The terms ‘national security’ and ‘global security’ have been differently defined using statist, race, gender, and class lenses. ‘National security’ is also disaggregated into ‘external’ and ‘internal’ security.2 External security involves protecting land, air, and sea borders, having an indigenous military production capacity, and possessing the means to deter enemy States and non-State actors. Internal security includes threats to nations’ economic, environmental, societal, and political sectors.3 The individuation of internal security has yielded the idea of ‘human security’, which is concerned not with weapons but rather ‘with human life and dignity’.4

The concept of ‘global security’ has been defined by hegemonic States and powerful organs of international institutions such as the UN Security Council (UNSC). The intensified interdependence between nations in the era of accelerated globalization has also meant that national and global security can be undermined by developments in the world economy.5 Indeed, for developing nations, enhancing national and global security today means, inter alia, the retrieval of critical policy space through a defence of economic sovereignty within a rules-based system in order to pursue an independent and self-reliant path of development so as to achieve for their people the goal of ‘development as freedom’.

The approach of India, as any State, to national and global security is determined by its geography, history, nature, and stage of development.6 A nation’s approach is also shaped by notions of the self. Currently, the idea of a Hindu nation frames the worldview of the political dispensation.7 Political Hinduism or Hindutva represents a form of hyper nationalism with implications for its minorities and oppressed classes. On the other hand, India interprets global security against the backdrop of the problems it encounters in the Asian region, which can be conceptualized as ‘a single security region with several interconnected subregional clusters or complexes’.8 The 1962 Chinese aggression and China’s rapidly modernizing military have critically determined India’s response to global security threats. But it is as part of the South Asian sub-region, a product of amongst other things the partition of British India, that India assigns meaning to global security threats. For example, India’s commitment to the ‘war against terror’ focuses on State-sponsored terrorism emanating from Pakistan. Likewise, India’s response to the global migration crisis is shaped by illegal migration from Bangladesh and inflows of refugees from Sri Lanka and Tibet. Beyond this, there are global security threats that are autonomous from particular national and regional interests that India grapples with, like climate change. These threats are perceived through the lens of a Third World nation.

In the backdrop of these cursory theoretical reflections on national and global security, the chapter proceeds as follows. Section B briefly reviews the general place of international law in India’s conduct of international relations. It touches upon provisions of the Indian Constitution on international law and identifies the reasons why the potential of international law in realizing national security interests is yet to be tapped. Section C surveys India’s response to critical areas of national and global security interests in the matrix of evolving international law. Section D draws a few salient conclusions.


B. Legal Framework: The Role of International Law


The legal framework which guides India’s defence of national security interests is provided on the one hand by the UN Charter principles, as interpreted by the 1970 Friendly Relations Declaration,9 and on the other hand by the Constitution of India.

India has, from its inception as an independent State, been firmly committed to the UN Charter principles, in particular sovereign equality of States, non-intervention, prohibition of use of force, and peaceful settlement of disputes. It is also a party to the principal UN conventions in the areas of peace, human rights, oceans, trade, and the environment.

India’s Constitution embodies a progressive vision of India’s role in the global order. Article 51 of the Directive Principles of State Policy (DPSP), which contains non-binding guidelines for the governance of the country, requires the State to ‘promote international peace and security’, ‘maintain just and honorable relations between nations’, ‘foster respect for international law and treaty obligations in the dealings of organized peoples with one another’ and ‘encourage settlement of international disputes by arbitration’. The significance attached to the implementation of its international obligations is evident in Article 253 of the Constitution, titled ‘Legislation for giving effect to international agreements’, which empowers the Union Parliament to legislate on matters that are exclusively within the domain of individual States. It inter alia states:

…Parliament has power to make any law for the whole or any part of the territory of India for implementing any treaty, agreement or convention with any other country or countries or any decision made at any international conference, association or other body.

This provision has acquired a significance that the framers of the Constitution could not have foreseen. Since contemporary international agreements deal with many critical aspects of a nation’s economic and social policies, Article 253 can significantly erode the powers of the constituent States of the Union. Thus, for instance, although agriculture is an area within the purview of constituent States, the Union can pass legislation to implement international agreements such as the WTO Agreement on Agriculture. The implication of this authorization must be determined in the context of ‘[a]ll legal and constitutional power to conduct foreign relations, declare war, and to sign and ratify treaties [being] with the [Union] Executive’.10 Indian courts have also displayed a progressive vision of the role of international law. For instance, the Supreme Court has invoked international human rights law (IHRL) to constrain the actions of the State and expand the scope of fundamental rights under Part III of the Constitution.11

India recognizes that it ‘has a stake in the norms and standards to be adopted by the global institutions’.12 As a leader of the Third World in the first decades after independence, and today as an emerging power, India has always actively participated in the negotiations of international agreements. A US official who participated in the negotiation of the 123 Agreement with India, part of the Indo–US Civil Nuclear deal, observed that ‘he had never had to explain, discuss and argue about text and language to the degree that he had done with the Indians’.13 Overall, India seeks to be perceived as a good citizen in as much as it abides by foundational principles of international law, implements voluntarily undertaken obligations, and seeks changes only through peaceful means.

Yet political leaders, policymakers and international relations experts in India have rarely considered the role of international law in realizing national or global security interests. But compared to his successors, India’s first Prime Minister Jawaharlal Nehru was more alert to the place of international law, in particular the role of the UN in the world order.14 He was one of the key leaders of the Non-Aligned Movement (NAM), which routinely passed resolutions affirming the basic principles of the UN Charter. That said, even in recent times, India has proactively turned to the International Court of Justice (ICJ), such as in the Jadhav case, to protect its national interests.15 Over the decades it has also attempted to further democratize the UN through, inter alia, expanding the membership of the UNSC.

Nonetheless, international law does not feature prominently in shaping India’s foreign policy. To begin with, there is inadequate understanding of how the exponential expansion of the scope of international law in the era of accelerated globalization bears upon the framing and identification of national security interests. Thus, for instance, a lack of awareness exists regarding the constraints that IHRL imposes on State action. The government is often puzzled by the international community’s critical response to India’s actions when these disregard international norms; a recent example being the case of Rohingya refugees, whom India has sought to deport. The fragmented structure of decision-making on different international law issues such as trade, environment, human rights, which are dealt with by different ministries, also prevents a clear vision concerning international law’s significance in the global order.16 Furthermore, the Legal and Treaties Division of the Ministry of External Affairs, which advises the government on international law matters, is both understaffed and largely ignored on policy matters. Finally, international relations experts tend to ignore international law due to both lack of familiarity and the urge to protect their turf from cognate disciplines.17 There is also the unexamined belief amongst policymakers that international law plays a peripheral role in international politics.


C. Recent Developments and Contemporary Challenges


Any review of recent developments and challenges in India’s engagement with international law and international organizations to realize national security goals amidst global security threats has to take into account a whole range of subjects: the bilateral relations with its South Asian neighbours; the strategic partnership with the US; India’s approach to weapons of mass destruction (WMD); its maritime and water disputes; its support for the ‘global war on terror’; its participation in, and defence of, the liberal economic order; its efforts to further global climate security; its position on refugee and migration issues; its contribution to UN peacekeeping; its attitude towards international Non-Governmental Organizations (NGOs); its coming-to-terms with cyberthreats; and its views on the Responsibility to Protect (R2P) doctrine.


1. India’s Neighbourhood


Some of the most challenging aspects of India’s national security interests relate to its neighbours, in particular to Pakistan’s dogmatic and aggressive approach to Kashmir. India’s legal position on Kashmir is clearly stated in a 1994 resolution of the Indian Parliament, which declared that ‘[t]he State of Jammu and Kashmir has been, is and shall be an integral part of India and any attempts to separate it from the rest of the country will be resisted by all necessary means’.18 Other issues with Pakistan include the sharing of the river Indus, the conflict over Siachen and Sir Creek, Pakistan’s official support of terrorists that have been persistently attacking India, and its failure to provide MFN (most favoured nation) status to Indian businesses and investors (which India granted to Pakistan in 1996).19 It should be noted, however, that both States have taken steps to address some of these issues, for example through negotiations on Siachen and Sir Creek and the Indus Waters Kishenganga Arbitration.20

In so far as China is concerned, India has a long-standing border dispute with it. In 1993, the two countries signed the Agreement on the Maintenance of Peace and Tranquility along the Line of Actual Control in the India–China Border Areas, which ‘formalized in an international treaty a bilateral commitment by India and China to maintain the status quo on the border’.21 This was followed by the 1996 Agreement on Military Confidence-Building Measures. In 2005, the two nations signed an Agreement on the Political Parameters and Guiding Principles for the Settlement of the India–China Boundary Question.22 Finally, in 2013 India and China signed an agreement on border defence cooperation.23 While there have been some face-offs (as, for instance, in Doklam in 2017) the political leadership in both nations has put in place confidence-building measures as any conflict will be costly for each nation.24

With regard to Bangladesh, agreement has been reached on the exchange of certain enclaves. In accordance with the 1974 Land Boundary Agreement (and 2011 Protocol) ‘erstwhile Bangladeshi enclaves in India and 111 erstwhile Indian enclaves in Bangladesh were physically transferred to the other country with effect from the midnight of 31 July 2015’.25 There are, however, ongoing issues in relation to common rivers (fifty-six of them) and illegal migration.


2. Weapons of Mass Destruction


India is not a party to the 1996 Non-Proliferation Treaty (NPT) or the 1996 Comprehensive Nuclear-Test Ban Treaty (CTBT) as it considers these international agreements discriminatory. It has, however, been a consistent proponent of universal nuclear disarmament. This was inter alia evidenced in India’s written submission before the ICJ in the advisory proceedings on the legality of the threat or use of nuclear weapons.26 India argued that the ‘prohibition of the use of a nuclear weapon in an armed conflict is an absolute one, compliance with which is not dependent on corresponding compliance by others but is a requisite in all circumstances’.27 Subsequently, India carried out a nuclear test in 1998. Its position was correspondingly revised in so far as the production and manufacture of nuclear weapons is concerned. It is, however, committed to the ‘no first use’ principle.28 Beyond this, India is a party to a range of conventions regulating chemical, biological, and nuclear weapons.29 After carrying out a second peaceful nuclear explosion in 1998, India was confronted with a US sanctions regime despite the fact that ‘nothing that India had done to build its own nuclear program or to test nuclear weapons flouted international law or India’s commitment to others or its obligations under international law’.30 To end its international isolation, in 2005 India entered into the ‘New Framework for the US–India Defense Relationship’, followed by the 2008 Indo–US Civil Nuclear Deal.31 In 2006, the US passed domestic legislation to enable this.32 Later, the US Congress adopted the United States–India Nuclear Cooperation Approval and Non-proliferation Enhancement Act of 2008. In September 2008, despite India not being party to the NPT, the forty-eight-nation Nuclear Suppliers Group (NSG) granted it a waiver to commence civil nuclear trade. In 2009, India signed a safeguards agreement with the International Atomic Energy Agency (IAEA) regarding ‘the Application of Safeguards to Civilian Nuclear Facilities’, followed by the adoption of the Civil Liability for Nuclear Damage Act. The latter allows the operator to sue the supplier in case there is a technical defect in the plant. In 2016, as a follow up, India ratified the 1997 Convention on Supplementary Compensation for Nuclear Damage.33

The civil nuclear deal brought an end to India’s isolation, which effectively prevented it from carrying out future tests, banned the stockpiling of nuclear fuel, and tied its hands (via the US Hyde Act) in pursuing an independent foreign policy with third countries like Iran. This, and the fact that they were against a strategic alliance with the US, led the Left Parties to withdraw support from the United Progressive Allowance government of the time.34 This notwithstanding, strategic and defence ties between India and the US have grown rapidly in recent years.35 India now has Defense Partner Status with the US.36 This commits the US ‘to facilitate technology sharing with India to a level commensurate with that of its closest allies and partners, and industry collaboration for defence co-production and co-development’.37 This relationship has been in the making for some time. In 2002, India signed the General Security of Military Information Agreement, and in 2016 the Logistics Exchange Memorandum of Agreement, which gives the military establishment of each nation access to each other’s facilities for supplies and repairs. In September 2018, the US and India signed the Communication Compatibility and Security Agreement.38 As another example of the increasingly close relationship between the two States, the US agreed to give India licence-free exports, re-exports, and transfers under License Exception Strategic Trade Authorization.39 The two nations are also set to negotiate an Industrial Security Annex that would allow closer collaboration between their defence industries.40 In the future, India may sign the Basic Exchange and Cooperation Agreement for Geo-Spatial Cooperation. However, concerns have been expressed that all this may lead to India ‘becoming a US acolyte in conflicts not of its choosing’.41


3. The War on Terror


India has contributed actively to the ‘global war on terror’. It is party to all of the principal international anti-terrorism conventions, including the International Convention for the Suppression of Terrorist Bombings and the Convention for the Suppression of Financing of Terrorism.42 In 1996, India tabled the Draft International Convention on Suppression of Terrorism in the UN General Assembly (UNGA), which is still before the Sixth Committee. In 2006, India supported the Global Counter-Terrorism Strategy adopted by the UNGA. It has also been active in the UNSC Counter-Terrorism Committee (CTC) and has enacted measures recommended by institutions like the Financial Action Task Force (FATF), the CTC, and other bodies. In 2013, the FATF concluded that ‘[o]verall, India has reached a satisfactory level of compliance with all of the core and key Recommendations…[c]onsequently, it is recommended that India is removed from the regular follow-up process’.43 At the regional level, India is party to the SAARC Regional Convention on Suppression of Terrorism and the BIMSTEC Convention on Cooperation in Combating International Terrorism, Transnational Organized Crime and Illicit Drug Trafficking.44

At the domestic level it has, over the decades, enacted several anti-terrorism laws. In the wake of the 9/11 attacks, and the 2001 attack to the Indian Parliament, India passed the stringent Prevention of Terrorism Act 2002 (POTA). While the POTA was repealed in 2004, some of its key provisions were included as amendments to the Unlawful Activities (Prevention) Act of 1967.45 Concerns have been raised with respect to the human rights of individuals charged with offences under this and similarly contentious legislation, such as the Armed Forces Special Powers Act (AFSPA).46 This has also found expression in judgments of the Supreme Court.47

Finally, India has also signed extradition treaties with several nations,48 and has passed domestic legislation to meet its international obligations, namely, for example, the 2016 Anti-Hijacking Act.49


4. Maritime Security


In recent years India has striven to become a maritime power.50 Having a coastline of 7,517 kilometres, it has to provide for security in its territorial sea and exclusive economic zone (EEZ). It is currently addressing a range of concerns, including open maritime lanes, maritime terrorism, piracy, gun running, illegal immigration, and maritime smuggling and trafficking. Apart from adopting relevant domestic legislation on these matters, India actively participated in the negotiations for the 1982 UN Convention on the Law of the Sea (UNCLOS).

India has maritime boundaries with Bangladesh, Indonesia, the Maldives, Myanmar, Thailand, Pakistan, and Sri Lanka. It has concluded maritime boundary agreements with Sri Lanka (1974 and 1976), Indonesia (1974), and the Maldives (1976), and Thailand/Indonesia (1977), Sri Lanka, the Maldives and Myanmar (1982). In the Bay of Bengal Arbitration under Annex VII UNCLOS, the Arbitral Tribunal was

…unanimous in identifying the location of the land boundary terminus between Bangladesh and India and in determining the course of the maritime boundary in the territorial sea. By a majority of four votes to one, the Tribunal determined the course of the maritime boundary line between Bangladesh and India in the exclusive economic zone and the continental shelf within and beyond 200 nautical miles.51

The Award gave Bangladesh more of the total sea area of the Bay of Bengal. India’s commitment to the international rule of law was evident in its compliance with the Award.

India’s national security interests extend beyond South Asia to the Indian Ocean and Indo-Pacific regions.52 Increasing concerns over maritime security have led India to pay attention to its economic, political, and military dimensions at both the bilateral and multilateral levels. Thus, for instance, with regard to the South China Sea, it has been reaffirming the need to keep sealanes open and safe for commerce. In the 2018 India–Vietnam Joint Statement, ‘[b]oth sides agreed that it is essential to strengthen cooperation in maritime domain, including…the security of sea lanes…’53 Earlier, the 2018 Delhi Declaration of the ASEAN–India Commemorative Summit reaffirmed ‘the importance of maintaining and promoting peace, stability, maritime safety and security, freedom of navigation and over flight in the region, and other lawful uses of the seas and unimpeded lawful maritime commerce and to promote peaceful resolutions of disputes…’54


5. International Space Law


India’s space programme was launched in the early 1960s. According to Tharoor, India ‘…has long been an effective voice on issues like management of outer space…’55 It is a party to, amongst others, the 1967 Outer Space Treaty, the 1968 Rescue Agreement, and the 1974 Registration Convention and has signed the 1979 Moon Treaty.56 At first, India’s space programme was ‘driven by the social and developmental needs of the country’.57 However, since the beginning of the new century its space programme has undergone change, at least in part because of ‘the reality of growing missile threats in India’s neighbourhood’.58 On 27 March 2019 India successfully carried out an anti-satellite missile test demonstrating ‘its capability to interdict and intercept a satellite in outer space based on complete indigenous technology’.59 Yet India remains committed to the peaceful use of space technology. Its goal is to establish ‘a space regime which ensures the safety of space-based assets, prohibit the deployment of space-based weapons and enable cooperation in dealing with problems such as space debris’.60


6. UN Peacekeeping


India has over the years made a sustained contribution to UN Peacekeeping Forces:61

Out of the total 69 operations launched by the UN from 1948 till 2015, India had participated in 44 operations…As of early 2016, India was the third largest contributor to UN peacekeeping forces, participating in 11 out of the 16 missions, with total strength of 7,886 personnel, comprising 6,840 military, 995 police, and 51 other support personnel.62

This contribution is driven by the need to be perceived as a major power and to evidence its credentials for a permanent seat at the UNSC.63


7. Economic Security


India is keenly aware of both the merits and the downsides of the liberal international order in achieving economic security. However, by and large, India has supported the liberal economic order. It has been active in the Bretton Woods institutions and the WTO, even as it has called for their reform. Additionally, it has effectively used the World Trade Organization (WTO) dispute settlement system.64 India has failed to develop local capacities in the same way as Brazil and China, reflecting a lack of vision of the role of international law in the development process. In recent years, India has also favoured the creation of new development organizations such as the BRICS development and infrastructure banks.65

Its trading and other economic interests are increasingly subject to the global trend of competitive adoption of Free Trade Agreements. But since past agreements have not worked to its advantage, India has refused to join mega-Regional Trade Agreements, such as the Regional Comprehensive Economic Partnership Agreement, for it would mean further tariff cuts on manufactured and agricultural products without compensatory access to the services market of other States. But the fact that, in its absence, China will have a free rein in the region may eventually compel it to become a party.


8. Environmental Security


India has, since the 1972 Stockholm Conference, stressed that global environmental governance should not prevent developing countries from pursuing their development goals. It has consistently maintained that the industrialized world is primarily responsible for the ecological crisis and supported the differential treatment of developing countries. Yet despite the fact that developed nations have not delivered on their promises in the past, India promptly ratified the Paris Climate Agreement. Indeed, in the face of US withdrawal, India has been willing to play a greater role in its implementation.66 Although there is, to date, no climate specific legislation, India has adopted a National Action Plan on Climate Change.67 However, it has a range of domestic laws to deal with growing environmental concerns in the country.


9. Non-Governmental Organizations and Internal Security


India has always been sceptical towards international NGOs (INGOs) working in the country. In 2010 the Foreign Contribution Regulation Act (FCRA) was adopted.68 More recently, the government has decried foreign funding of NGOs that are seen as targeting development projects. In fact, today INGOs, such as Greenpeace India or rights advocacy groups, are often seen as threats to internal security. The UN Special Rapporteur on Rights to Freedom for Peaceful Assembly and Association examined the FCRA and India’s practice in the light of IHRL, and concluded that

…the law could be used to silence any association involved in advocating political, economic, social, environmental or cultural priorities which differ from those espoused by the government of the day. [The] restrictions as defined by the Foreign Contribution Regulation Act (2010) and Rules (2011), do not meet the obligations of the Union of India under international law, standards and principles.69


10. Refugees and Illegal Migration


India has a good record in hosting refugees.70 But the government’s reaction to the arrival of Rohingya refugees in India in 2017 was initially to return them to Myanmar or Bangladesh, as it was unclear on its obligations under IHRL, including international refugee law. It is true that India is not a party to the 1951 UN Convention on Refugee Status. However, it is a member of the UN High Commissioner for Refugees’ Executive Committee. It is also bound by the non-refoulement principle which forms part of customary international law.71 The general position of the Supreme Court on customary international law is that it must be respected unless a contrary parliamentary statute exists. While the 1946 Foreigners Act has been interpreted by the Supreme Court in Louis De Raedt v Union of India to give the executive the absolute right to deport an alien, subject to the principles of natural justice, it does not distinguish between aliens in general and refugees.72 Therefore, it has arguably no bearing upon India’s obligation to respect the principle of non-refoulement.

A critical security issue of the recent decades are illegal migrants from Bangladesh. In Sarbananda Sonowal vs Union of India and Anr (2005) the Supreme Court of India noted that ‘[t]he large-scale influx of illegal Bangladesh immigrants has led to large tracts of sensitive international borders being occupied by foreigners. This has serious implications for internal security.’73 It concluded from the factual record presented to it and a brief survey of the inclusive meaning of the word ‘aggression’ in international law that ‘there can be no manner of doubt that the State of Assam is facing “external aggression and internal disturbance” on account of large scale illegal migration of Bangladeshi nationals’.74 The problem of identifying illegal migrants entered a new phase in 2018 which saw an effort to update the National Register for Citizens (NRC), first created in 1951. The government sought to identify afresh persons who came to India after 25 March 1971, the prescribed cut-off date, and, as such, were to be declared illegal migrants.75 The NRC process was carried out under the supervision of the Supreme Court. Nearly 1.9 million came to be excluded. One keen observer has suggested that the State should consider granting amnesty to all those who fail to make it to the NRC.76 It is worth noting that India is not a party to the 1954 Convention on the Status of Stateless Persons and the 1961 Convention on the Reduction of Statelessness. Hannah Arendt’s oft quoted phrase ‘the right to have rights’, used in the context of stateless peoples, succinctly captures the need to do so.


11. Water Conflicts


In recent decades, the question of transboundary water security has become a priority for India. India is not a party to the 1997 Convention on the Law of Non-Navigational Uses of International Watercourses and it abstained in the UNGA vote on the adoption of the Convention.77 India has, however, endeavoured to reach satisfactory bilateral solutions with its neighbours with regard to shared watercourses. In 1996, it signed the Sharing of the Ganga/Ganges Waters treaty with Bangladesh. The same year a treaty with Nepal was concluded ‘Concerning the Integrated development of the Mahakali River including Sarada Barrage, Tanakpur Barrage and Pancheswar Project’. The Indus Water Treaty with Pakistan was signed in 1960.78 It ‘is the only international water treaty co-signed by a third party. This third party is the World Bank which mediated the original dispute over the Indus basin, and assisted the two parties in reaching an agreement.’79 It is also seen as one of the most successful water treaties. As the World Bank puts it, ‘it has survived frequent tensions, including conflict, and has provided a framework for irrigation and hydropower development for more than half a century’.80 In 2005, its dispute settlement system was tested when the ‘Baglihar question’ was referred by the World Bank under its provisions to a Neutral Expert.81 Both sides accepted the decision of the Neutral Expert. In 2013, following a proceeding instituted by Pakistan under the Indus Water Treaty regarding the Kishenganga Hydroelectric Project (KHEP), the Permanent Court of Arbitration issued its Award. It stated that while ‘India shall release a minimum flow of 9 cumecs into the Kishenganga/Neelum River below the KHEP at all times’ it ‘imposes no further restrictions on the operation of the KHEP’.82

India has ongoing concerns regarding the activities of China on the Brahmaputra river, due to its developmental activities that may impact the flow of waters to India.83 In that respect, there is a perceived lack of transparency and information-sharing on the part of China. However, in June 2018, the two States signed a Memorandum of understanding on the ‘provision of hydrological information of the Brahmaputra river in flood season by China to India’.84


12. Cybersecurity


A broad definition of cybersecurity would include the phenomena of cybercrime, cyber-espionage, cyberterrorism and cyberwarfare. Cybersecurity is particularly important for India for the integrity of its electoral process, commercial transactions, unlawful surveillance, and military conflicts. An important challenge has been to put in place cyber policy, laws, infrastructure and systems to ensure cybersecurity.85 A first attempt at regulating cybersecurity threats was the 2002 Information and Technology Act, while in 2013 India adopted a National Cyber Security Policy, later amended to define the terms ‘cybersecurity’ and ‘cyberterrorism’.86 Its vision is ‘to build a secure and resilient cyberspace for citizens, business, and government’. But unlike the Tallinn Manual, in which complex legal issues were at least to an extent addressed, India has not undertaken such an exercise.87 This is another reflection of India’s absence of engagement with international law.


13. Views on the Responsibility to Protect


Finally, India has been traditionally a strong proponent of the principle of non-intervention to the internal affairs of States and has been extremely reluctant to carve out any exception to this principle. Its 1971 intervention in East Pakistan was not viewed as an instance of humanitarian intervention but as an exercise of the right to self-defence. Its sending of Indian Peacekeeping Forces (IPKF) in 1987 to Sri Lanka was pursuant to an agreement with the Sri Lankan government. But recently there has been a slight change in perspective with respect to the new doctrine of R2P. India abstained on UNSC Res 1973 (2011) which authorized ‘all necessary means’ and called for no-fly zones in Libya.88 It was, however, disturbed by the fact that the mandate of the UNSC was used to bring about regime change. In fact, as a non-permanent member of the UNSC, ‘India played a key role in trying to warn against the consequence of perilous interventions and attempts at regime change in Syria and Libya in the UNSC’.89 However, Western powers had extraneous reasons for intervening in both Libya and Syria, albeit without thinking through the consequences.90 According to Puri, in the case of armed interventions, with or without the approval of the UNSC, ‘[t]he action is undertaken without weighing the pros and cons, or understanding the underlying social and cultural forces and political dynamics at work, based on either an incomplete or a self-serving analysis and disregard of wise counsel’.91 India has, therefore, long called for the expansion of the UNSC to democratize international relations and reflect the geopolitical realities of the twenty-first century.


D. Conclusion and Outlook


In responding to national and global security threats India has been firmly committed to the UN Charter principles and the international rule of law. It is wedded to the principle of peaceful settlement of disputes, including settling long-standing border disputes with its neighbours China and Pakistan. India has also made a key contribution to world peace through its extensive involvement in UN Peacekeeping. A key aspect of India’s domestic and foreign policy has been the fight against terrorism. It has taken the initiative to present the draft of a comprehensive convention on terrorism. Its growing interest concerning maritime security has seen it emphasizing the freedom of navigation, especially in the context of China’s expansion in the South China Sea. India has also been committed, since the early 1990s, to the liberal international economic order. Despite its concerns with the constriction of policy space, it continues to defend the multilateral trading system. It also supports the Climate Change Pact. It has sought to play a greater role in global affairs through becoming a permanent member of the UNSC.

Yet India does not seem to deeply engage with international law as a means to advance vital national security interests. A combination of deep scepticism rooted in tenets of realism, and a lack of familiarity of policymakers with the language and substance of international law, has prevented India from effectively using it to pursue national and global security interests. The fragmentation of decision-making in international law matters has made things worse as it has meant the absence of an integrated vision of the role of international law; the Legal and Treaties Division of the Ministry of External Affairs has been marginalized when it comes to policy decisions. In sum, India has yet to understand the strategy of ‘lawfare’.92 Other than on a rare occasion, such as drafting a comprehensive convention on terrorism, India has not taken the initiative to shape the world of international law doctrines, rules, and practices to advance its national and global security interests. In order to realize its national interests, a reassessment and reimagination of the role of international law is called for, along with suitable changes in relevant structures and processes of decision-making.
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Chapter 50


The Russian Federation

Bakhtiyar Tuzmukhamedov



A. Introduction


Russian, or Soviet, for that matter, doctrine of international law defines international security as constituting:

a specific system of international relations which will only be complied with, should it express mandatory rules of conduct by a state, the latter being nothing other than principles and norms of international law. The principles and norms of international law comprising the system of international security indicate the boundaries of behavior of states, beyond which actions of one state may be detrimental to the security of others.1

This definition echoes Martens’ vision of ‘international intercourse’, the objective of which should be

the arrangement of such a structure of international legal order, which would ensure the peaceful and comprehensive development of nations, conditional on full respect for their national interests.2

The term ‘global security’ is used in Russian official statements interchangeably with ‘international security’, the latter being a preferred option. Sometimes, however, in international settings shades of meaning may be lost in translation, as happened, for example, in the case of the English version of remarks made by the Russian Foreign Minister at the plenary meeting of the 74th session of the UN General Assembly (UNGA). The minister, speaking in Russian, cited the UN Charter’s Russian term ‘vseobshchaya besopasnostˊ’ which corresponds to ‘universal security’ in the English authentic text, whereas it was translated in the Official Records as ‘global security’.3


B. Historical Landmarks


The term ‘international security’ did not enter official parlance in the USSR, the State that preceded the contemporary Russian Federation and of which the latter is the continuator,4 until the Allied Powers’ conferences during the Second World War. Previously, ever since the Decree on Peace (the first executive act of the Government that came to power in post-Imperial Russia on 7 November 1917) the objective had been the attainment of ‘a just or democratic peace’, as a means of containing and ultimately ending the First World War.5 Ironically, the new State, while publicly striving to break away from the legacy of Imperial Russia, borrowed from the latter’s peace and disarmament initiatives which had resulted in The Hague Peace Conferences of 1899 and 1907.6

Subsequently, disarmament and non-aggression were put into focus as means of achieving ‘general peace’. Practical legislative acts included the ratification of the Protocol for the Prohibition of the Use in War of Asphyxiating, Poisonous, or Other Gases, and of Bacteriological Methods of Warfare of 1925,7 which was a treaty additional to the conventions concluded at the Second Hague Peace Conference in 1907, and adherence to the Treaty Providing for the Renunciation of War as an Instrument of National Policy of 19288 (also known as the Kellogg–Briand Pact), along with several other legal instruments and multiple political initiatives on the same and related matters. Even though in 1934 the Soviet Union was admitted to the League of Nations,9 the Covenant of which envisioned what could be perceived as component parts of international peace and security,10 the notion of ‘international security’ had not been incorporated in its entirety into the foreign policy of the USSR. Whether by intention, habit, or otherwise, the official translation of the Covenant into Russian11 seems to have been done from the French authentic text and inherited conspicuous deviations from the English, equally authentic, version. One might wish to compare the first paragraph of the preamble which stated in French as follows: ‘Considérant que, pour développer la coopération entre les nations et pour leur garantir la paix et la sûreté’, while in English it read: ‘In order to promote international co-operation and to achieve international peace and security’. The English text appears to be more internationally oriented than the French version, with the former addressing the promotion of international security, rather than providing guarantees of security of individual nations, as does the latter.

The term ‘international security’ received unequivocal Soviet acceptance at the Tripartite Conference of Allied Powers, which convened from 18 October to 1 November 1943 in Moscow. The Declaration of Four Nations12 on General Security recognized ‘the necessity of…establishing and maintaining international peace and security with the least diversion of the world’s human and economic resources for armaments’13 with the ‘general international organization’ at its core.14 Subsequently, however, attention concentrated on military and political dimensions of international security, ranging from disarmament (partial and, ultimately or ideally, general and complete15) to a variety of confidence and security-building measures, to upholding fundamental purposes and principles of the UN Charter. A doctrinal change seemed to have arrived with the advent, in 1986, of the proposal of a comprehensive system of international peace and security, attributed to, and associated with Mikhail Gorbachev, then Secretary-General of the Central Committee of the Communist Party and ex officio leader of the USSR. The four pillars of the system based on ideas of ‘New Political Thinking’,16 included military, political, economic, and humanitarian dimensions of international security. The proposal had been entertained by the UNGA at two consecutive sessions,17 then it morphed into a ‘comprehensive approach to strengthening international peace and security’18 before fading away.


C. Current Official Doctrine


In the immediate aftermath of the dissolution of the Soviet Union the search for the new identity of Russia as a beneficiary and benefactor of international security was reflected in several seminal statements of contemporary Russian politicians19 and declaratory guidelines approved by the President.20 Russia perceived itself as ‘an equal participant in international relations’,21 ‘aspiring to build amicable mutually beneficial relations with all’,22 and yet a ‘great power’,23 recognizing the expediency of the use of force ‘in strict compliance with the UN Charter and other norms of international law to suppress acts of aggression and other threats to international peace and security’.24 However, even though the sole continuator of the legal personality of the Soviet Union, including as permanent member of the UN Security Council (UNSC), Russia was but a fragment, though the largest, of a major world power, and no match to the latter in terms of economic and industrial capacity, population, and military power, if only except for nuclear weapons. Added to the injury of a traumatic loss of a world power was the insult of humiliating disregard of Russia’s own interests and sensitivities, whether with respect to the expansion of NATO and its air campaign against Yugoslavia,25 or the abrogation by the United States of the Treaty on the Limitation of Anti-Ballistic Missile Systems.26 What was described by an authoritative foreign and defence policy research NGO in Russia27 as ‘voluntary dependence’ on, and ‘reluctant partnership’ with, the United States and other Western nations, which briefly gave way to a ‘moderate alternative’ to Western policies,28 has been replaced in the early 2000s by more assertive Russian approaches to world affairs, and international security in particular.

This transition is evident in several consecutive statements, primarily directed at a foreign audience, made by President Putin at the UN, with his seminal remarks at the Munich Security Conference in 2007 in between. They ranged from calls for ‘peace, stability and prosperity by relying on the entire wealth of cultures and traditions’29 in 2000; to concerns, in the aftermath of the invasion of Iraq, over the need ‘to counter current threats to civilization only by means of collective responses whose legitimacy is not in doubt’30 in 2003; to unite against terrorism that ‘today poses the main threat to human rights and freedoms and to sustainable development of States and peoples’31 in 2005; to warnings that ‘unilateral and frequently illegitimate actions have not resolved any problems. Moreover, they have caused new human tragedies and created new centres of tension’32 in 2007, and ultimately, in 2015, to lashing out at

a single dominating power center [which] emerged in the world after the end of the Cold War. Those who found themselves at the top of that pyramid were tempted to think that if they were so strong and exceptional, they knew better that anyone else what should be done.33

However, a cross-cutting theme recurring in those and other statements has been adherence to, and supremacy of, international law—whether as a pillar of ‘democracy in international relations’,34 or as the most important principle of the UN Charter-based ‘equitable security and just peace’35 that must ‘have a universal character both in the conception and application of its norms’,36 or as a foundation for ‘creating a space of equal and indivisible security that is not for the select few, but for everyone’.37

More insights into official Russian views on international security may be found in several non-normative documents under a variety of denominations: strategy (the National Security Strategy—NSS38), or doctrine (the Military Doctrine—MD39), or concept (the Foreign Policy Concept—FPC40). All current versions were approved under the authority of the President by a respective decree (ukaz), whereas of the documents that preceded them, it was the earlier version of the FPC that had been promulgated by a directive (rasporyazheniye), the legal and political weight of the former being superior to that of the latter. Differences in definitions might reveal shades of meaning and lead to further assumptions about the hierarchy between the three sources. The NSS is defined as

the fundamental document of strategic planning, designating national interests and strategic national priorities of the Russian Federation, domestic and foreign policy objectives, tasks and measures, directed at strengthening of the national security of the Russian Federation and ensuring sustainable long-term development of the country.41

The MD ‘represents a system of officially endorsed views at the preparation for armed defense, and [actual] armed defense of the Russian Federation’.42 As for the FPC, ‘it provides a systemic vision of the basic principles, priority areas, goals and objectives of the foreign policy of the Russian Federation’.43

The NSS defines national security as:

a situation of protection of an individual, society and the state from internal and external threats, which ensures the realization of the constitutional rights and freedoms of citizens of the Russian Federation, dignified the quality and standard of living, sovereignty, independence, integrity of the state and territory, sustainable socio-economic development of the Russian Federation. National security includes the country’s defense and all modes of security envisioned in the Constitution of the Russian Federation and the legislation of the Russian Federation, first and foremost, state, public, information, environmental, economic, transport, energy security, and personal security.44

While the NSS makes only two references to international security per se, in and of themselves they are quite noteworthy, considering that it appears to be the most senior of the three documents. In particular, paragraph 9 states that

in the area of international security Russia maintains its adherence to, primarily, employment of political and legal tools, and mechanisms of diplomacy and peace-making. Resort to armed force for the defense of vital national interests may only be possible, should all other non-violent means prove to be ineffective.

The MD focuses, as should be expected, on military dimensions of international security, identifying ‘consolidation of international security and strategic stability at global and regional levels on the basis of supremacy of international law and, above all else, provisions of the UN Charter’ as one of the principal objectives of ‘military-political cooperation’.45

It is the FPC that suggests, if not a concise definition of international security, but certainly avenues towards enhancing it, which can be clustered as follows:





• Arms control, non-proliferation, including military and dual-purpose technology export restrictions, confidence and security-building measures;

• Information/cybersecurity;

• Use of force within the framework of Article 51 of the UN Charter;

• Peacekeeping;

• Countering terrorism and organized crime;

• Settlement of regional conflicts by collective political and diplomatic means;

• Collective disaster management;

• Regulating of migration through international cooperation;

• Dialogue and partnership between cultures, religions, and civilizations.



The FPC proceeds from ‘shared recognition that human rights, security and sustainable development are closely intertwined’.46 As for the legal dimension, it declares, as one of the primary objectives of foreign policy,

to further promote the efforts to strengthen international peace and ensure global security and stability with a view to establishing a fair and democratic international system that addresses international issues on the basis of collective decision-making, the rule of international law, primarily the provisions of the Charter of the United Nations, as well as equal partnership relations among States, with the central and coordinating role played by the United Nations as the key organization in charge of regulating international relations.47

While all three policy documents make multiple references to international law, it may be worthwhile to observe to what extent their provisions may have been informed by international legal sources or their interpretations. Two other cases may serve as illustrations: legality of the use of nuclear weapons, and the use of force under Article 51 of the UN Charter.

As for the use of nuclear weapons, in the immediate aftermath of the dissolution of the USSR, on 21 December 1991, the four former Soviet republics, namely, Belarus, Kazakhstan, Russia, and Ukraine, on whose territories most of the strategic nuclear weapons and related infrastructure had been deployed, signed the Agreement on the Joint Measures with Respect to Nuclear Weapons.48 By virtue of Article 2 of the Agreement, States Parties reaffirmed the decade-long unilateral commitment of the predecessor State of no first-use of nuclear weapons.49 Whether and in what terms the use of nuclear weapons had been addressed in the Basic Provisions of the Military Doctrine of the Russian Federation, approved by the Decree of the President on 2 November 1993 is unbeknownst to this author since only the Decree comprising three terse paragraphs is publicly available.50 However, experts with first-hand knowledge of the matter opine that, although ‘diluted and rather indefinite’, the Basic Provisions proceeded ‘from the assumption of the feasibility of the use of nuclear weapons by Russia’.51 The 2000 MD was more explicit when it stated that

the Russian Federation reserves the right to use nuclear weapons in response to the use against it and/or its allies of nuclear weapons or other weapons of mass destruction, as well as in response to a large-scale aggression by means of conventional weapons in situations critical for the national security of the Russian Federation.52

The current version of the MD has modified that provision, which now reads:

The Russian Federation reserves the right to use nuclear weapons in response to the use against it and/or its allies of nuclear weapons or other weapons of mass destruction, as well as in response to an aggression by means of conventional weapons when the very existence of the State would be at stake.53

An international jurist cannot but draw a parallel with the conclusion that a divided International Court of Justice (ICJ) reached in the Legality of the Threat or Use of Nuclear Weapons advisory opinion, where it stated that

in view of the current state of international law, and of the elements of fact at its disposal, the Court cannot conclude definitively whether the threat or use of nuclear weapons would be lawful or unlawful in an extreme circumstance of self-defence, in which the very survival of a State would be at stake.54

As to the use of force within the framework of Article 51 of the UN Charter, in 2002 and subsequently, several senior Russian officials joined a discourse, triggered by allegations that armed Chechen insurgents found refuge in neighbouring Georgia where they rested, regrouped, and re-entered Russian territory, as well as by the US President’s remarks regarding readiness ‘for preemptive action when necessary to defend our liberty and to defend our lives’.55 Those officials had been indicating that it might be permissible to use armed force against extraterritorial sources of imminent threat to Russian security, even in the absence of an actual armed attack originating from those sources. Those statements, being made by politicians, senior military commanders, and ultimately by the President, were enthusiastically endorsed by a handful of Russian legal academics.56 The debate eventually boiled down to a reasonable interpretation, apparently not disregarding the views expressed in the Report of the UN High-level Panel on Threats, Challenges and Change, with respect to the contemporary reading of Article 51, and Chapter VII in general, of the UN Charter.57 The FPC indicates that

Russia views Article 51 of the UN Charter as providing an adequate legal basis for the use of force in self-defense that is not subject to revision, including the use of force in the face of threats to peace and security such as international terrorism and the proliferation of weapons of mass destruction.58

However, prudence calls that this general statement be viewed in conjunction with official opinions expressed earlier, in particular that ‘to exercise the right to self-defense a state, in principle, does not need to wait for the negative consequences of an armed attack to take effect. Of pivotal significance is the determination of the moment when an attack begins, hence the right to self-defense arises.’59


D. Domestic Legislation


The term ‘international security’ may be found in several federal laws of the Russian Federation, whether as a stand-alone combination, or as a component of a phrase ‘international peace and security’. For example, the 1995 Federal Law ‘On International Treaties of the Russian Federation’ lists, amongst treaties subject to compulsory ratification, those dealing with ‘matters related to ensuring international peace and security’ (Article 15 (1d)).60 The 1996 Federal Law ‘On Defense’ provides for the authority of the President to ‘negotiate and sign international treaties…on participation of the Armed Forces of the Russian Federation in operations to maintain peace and international security’ (Article 4 (17)).61 A noteworthy amendment introduced in 2009 in the aftermath of a brief armed conflict between Russia and Georgia62 envisages that

to maintain international peace and security and to protect the interests of the Russian Federation and its citizens, elements of the Armed Forces of the Russian Federation may be used beyond the territory of the Russian Federation promptly, in accordance with universally recognized principles and norms of international law, international treaties of the Russian Federation, and the present Federal Law.

(Article 10 (2.1))63

Apparently, not only does the amendment create a certain terminological discrepancy within the body of a single act, it also introduces the condition of ‘promptness’ which implies the bypassing of certain procedures, both domestic and international, in situations when the government, or rather the President as Supreme Commander-in-Chief, deems it necessary to resort to military force.

The 1995 Federal Law ‘On the Procedure for the Provision by the Russian Federation of Military and Civilian Personnel for the Participation in the Activities for the Maintenance and Restoration of International Peace and Security’,64 as the name would suggest, outlines internal procedures to be followed to authorize the provision of military, police, or civilian personnel for peacekeeping or peace enforcement operations, whether formed units (battalions) or individuals (UN police officers, military observers, or experts on mission).65 The 1998 Federal Law ‘On Military Duty and Military Service’ deals with general terms and conditions of assignment to military service with missions for the maintenance and restoration of international peace and security (Articles 43.1 (1), 37 (1a), 38(4), 38 (7)).66 The 2011 Federal Law ‘On Police’ specifically addresses the authority of the President to decide on ‘participation of police officers in activities for the maintenance and restoration of international peace and security’ (Article 2 (2)).67 The 1999 Federal Law ‘On Export Control’ establishes as one of the principles of State policy in that sphere of regulation,

the interaction with international organizations and foreign states in the matters of export control in order to strengthen international security and stability and to prevent proliferation of weapons of mass destruction and means of their delivery.
(Article 5 (2))68

And yet barely any Russian law in force defines international security. Moreover, there is a conspicuous void in the 2002 Federal Constitutional Law69 ‘On Martial Law’70 where it addresses ‘acts of aggression against the Russian Federation’, borrowing heavily from the Definition of Aggression,71 but never referring to international peace and security or international security per se. Neither would the term be found in the 2006 Federal Law ‘On Countering Terrorism’, even though it explicitly provides, in Articles 6 and 8, for the use of armed force against targets outside Russian territory, including on the high seas over the continental shelf under Russian jurisdiction.72


E. Concluding Remarks


The general conclusion that may be drawn from sources having a bearing on Russia’s official position with respect to international security is that the term applies primarily to international security in its military and political dimensions, including the use of force in self-defence or in pursuit of an international mandate, as well as arms control and non-proliferation. Recent developments, reflective of Russia’s assertive approach to its military instrument as means of maintaining security along its periphery, include reinstated military presence in Abkhazia and South Ossetia following their separation from Georgia, and reinstatement of Russia’s jurisdiction over Crimea. The latter was achieved by and large without violence, and with a local drive to secede from Ukraine backed by Russian military presence. Other recent developments include Russia’s military support for the Government of Syria as part of international counter-terrorism efforts.73

It is fair to say that other facets, such as human rights, sustainable development, and environmental protection to name but a few, are also acknowledged. These, however, are more likely to be viewed as autonomous spheres of regulation, adjacent to and intertwined with, international security. Whatever the scope and embrace of international security, according to Russia’s official position it hinges on the rule of international law and its supremacy, drawn from the UN Charter.
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Chapter 51


The United States

Malcolm Jorgensen



A. Introduction


For the United States (US) the ‘international law of global security’ is, in a distinctive sense, synonymous with the entire project of constructing global legal order. Uniquely preponderant power enjoyed since the end of the Second World War has translated into unparalleled US influence over the design and development of international law. United States, preferences thus manifest not merely in specific rules and regimes, but in purposive development of the entire structure of global legal order to favour American security interests. The task of characterizing this complex history is itself deeply political, but advocates have increasingly settled on appeals to variants of a US-led ‘liberal’ or ‘rules-based’ international order, as the claimed foundation for global prosperity and security.1 These accounts gravitate towards an order fixed on key post-Second World War institutions and normative principles, especially as consolidated in the immediate post-Cold War era, which were largely constructed by and designed to underpin American and global security.2 Such formulations remain forensic constructions of an idealized and predominantly Western-led legal order that, even if never fully realized, has claimed ideals of liberal and non-discriminatory rules governing a single coherent legal system.3 The urgency with which its main beneficiaries now seek to define the US-led order arises precisely because of unprecedented challenges created by a combination of rising geopolitical competition, most prominently from China and Russia, security threats by non-State and transnational actors, and by wavering ideological commitments of the US itself. As foundations of the order decline, the particularistic and often contradictory ways in which American national security interests are pursued through law have become ever more apparent behind the veil of the ‘liberal international order’.

Whatever the structure of the global legal order, its function in US national security terms remains to protect ‘the fundamental values and core interests necessary to the continued existence and vitality of the state’.4 The anxiety of advocates for variations of the liberal or rules-based order is thus not that rules will disappear from key domains of global politics, but rather that fragmented and competing bodies of rules will emerge in which rights and obligations of States are incapable of reconciliation within the terms of US-led institutions. A core theme of this chapter is thus the recurrent tension, across a range of security challenges, of the US seeking to sustain universal claims in its vision for international legal order, while simultaneously pursuing competitive security advantages through law. The chapter begins by reflecting on competing US conceptions of the relationship between national security and global order as they evolved across the twentieth century. The focus then turns to three significant trends defining the contemporary field. First are US attitudes towards multilateral institutions and global security, and the ongoing contest between beliefs that they are mutually reinforcing versus beliefs that US security and global institutions sit in zero-sum opposition. Second is the impact of the generational ‘War on Terror’, which has yielded more permissive interpretation and development of laws governing the global use of violence. The final trend is that towards competitive geopolitical interests restructuring international law, which is evident across diverse areas ranging from global economics, to cybersecurity, to the fragmentation of global order into spheres of influence.


B. Current Status of the Debate


Contestation of American claims to the universality of its global order are nothing new, with US–Soviet confrontation throughout the Cold War effectively yielding ‘two systems of international law and two systems of world public order’.5 These divisions were especially conspicuous in the UN system and the UN Security Council (UNSC), which were originally envisioned as the formal rules-based foundations for global security. United States leadership oversaw the realization of President Franklin Roosevelt’s vision of the ‘Four Policemen’6 into a UNSC structure that formalized the US role at the apex of global security as one of five permanent members (P5).7 The almost immediate paralysis of the UNSC due to Cold War divisions did not constrain the US in exercising executive type global functions, however, but merely normalized its use of military power without UNSC authorization.8 The preference for approaching international law via unilateral interpretations was exemplified in the ‘Reagan corollary’ to international law, which made a virtue of the marginalized role of UN institutions in ‘an attempt to pressure the international legal system into changing in a manner beneficial to United States interests’.9 This strategy seemed close to realization in the immediate post-Cold War years, with the US promulgating the unity between its national and global security interests through law. The high-water mark was likely the 1991 Persian Gulf War in which the US reasserted a central UNSC role in forging a ‘new world order—a world where the rule of law, not the law of the jungle, governs the conduct of nations’.10 Yet appearance of consensus quickly declined, as the US met with forceful opposition to its security vision in relation to its many subsequent uses and legal justifications for force without UNSC authorization, including prominently in the 1999 NATO intervention in Kosovo, in Iraq in 2003, and throughout the ongoing Syrian Civil War.11

What has remained consistent across both the Cold War and post-Cold War eras is that debates over the US role in global security law have been persistently prompted by the US itself. United States claims in high-profile cases have systematically sought to achieve new developments in established understanding of the international rules and institutions governing traditional and emerging security threats. American hegemony has not meant control over every legal development but, rather, that the US has become ‘the one against whose ideas regarding the system of international law all others debate’.12 The consequence of global power preponderance is that the US is ‘generally averse to limiting its scope of action via treaty; avoids being constrained by those treaties to which it has adhered; and disregards, when inconvenient, customary international law, confident that its breach will be hailed as a new rule’.13 Under conditions of hegemony legal scholars and practitioners cannot remain silent when the US engages in such conduct, but are obliged to engage in discourse over the changes being sought in global legal order, and the legitimacy and global security implications of the US role in bringing them about.

Continuity in hegemonic incentives does not, however, equate to unity in US conceptions of security through law, which have been systematically contested according to the fortunes of domestic electoral politics, geopolitical pressures, and ideological forces. The contestation is clearly evident in the periodic National Security Strategy (NSS), in which the President fulfils a Congressional mandate to communicate a conception of national security and the strategy for its attainment.14 Evolution of these reports over more than thirty years demonstrates that, whereas they ‘are predominantly convergent on national security ends’, they do in contrast display ‘significant divergence’ regarding the instrumental role of the law.15 A prominent example is the marked shift between the administration of President George W Bush (Bush 43) and its ‘vision of American leadership of coalitions unconstrained by formal international institutions’, towards acceptance by President Barack Obama of the strategic value of adhering to ‘international standards’ prescribed by law.16 Obama’s preface to the NSS 2010 explicitly sets out the strongest version of the perceived positive relationship between upholding a global legal system and American national security:

The rule of law—and our capacity to enforce it—advances our national security and strengthens our leadership…Around the globe, it allows us to hold actors accountable, while supporting both international security and the stability of the global economy. America’s commitment to the rule of law is fundamental to our efforts to build an international order that is capable of confronting the emerging challenges of the 21st century.17

The Trump Administration’s NSS 2017, in contrast, has referred to the value of ‘rules’ primarily in the context of a competition for influence within multilateral forums, and avoids any such general commitment to the ‘rule of law’ as a security ideal at the global level.18 Setting aside the hitherto US consensus on some variation of the liberal international order, the NSS 2017 criticizes continued assumptions that, by relying on such an order, ‘American power would be unchallenged and self-sustaining’.19 In this sense the latest NSS appears to represent a fraught transition between the security orthodoxy and a ‘full-throated commitment to maintaining primacy and unbinding the US from multilateral obligations’.20

The dynamic interplay between alternative US national security conceptions and the development of international law has elicited an array of explanatory frameworks to explain seemingly contradictory policies. Scott interprets variability in US legal policy as the product of a ‘quest for legal security’. This has taken a ‘defensive’ form, in the sense of seeking ‘protection of its domestic political and legal systems from external influence via law’, as well as an ‘offensive’ strategy of influencing the ‘legal and policy choices of other states via law’.21 By identifying these strategies grounded in legal security Scott reveals a ‘remarkable degree of consistency’ beneath apparent contradictions.22 Jorgensen focuses on the causal role of America’s several foreign policy ideologies, which have structured competing beliefs about the relationship between security and law. ‘Illiberal internationalism’, for example, engages international law with a ‘principal focus on national security’ and seeks to develop law as a tool ‘to manage rather than overcome security threats’.23 ‘Liberal internationalism’, in contrast, ‘addresses national security more indirectly, by externalising liberal values into an international legal environment to reinforce global security over the long term’.24 For Meiertöns the pertinent sets of ideas are more explicit and purposive, in the form of the various ‘doctrines of US security policy’ that are generally named after US presidents and well known in foreign policy writings. These doctrines have, in particular, set out political principles that reframe and at times override laws on the use of force in ways seen necessary for US national security.25 Reading the US government’s own shifting accounts of national security from a range of scholarly perspectives confirms the crucial importance of understanding geopolitical and ideological context, which continue to structure responses to the full range of international legal challenges set out below.


C. Recent Developments and Contemporary Challenges



1. Multilateralism and Global Security


Its brief revival as the centrepiece of global security architecture notwithstanding, the post-Cold War fracturing of purpose between the P5 has seen the UNSC revert to a significant constraint on US security policy.26 Frustrations have contributed to US government default on its UN dues, and to various calls for the UN to either submit to US preferences or be ‘irrelevant’,27 or, for a ‘supermajority’ of democratic States to override the positive obligations of the UNSC where it has ‘prevented free nations from keeping faith’ with liberal principles.28 Yet, despite these challenges to legitimacy in times of crisis, the US position remains complicated, with a parallel history in which the US prioritizes UNSC mechanisms in meeting a wide range of ordinary security challenges. These range from implementing State sanctions, such as those against Iran for violating its nuclear non-proliferation obligations, authorizing the deployment of peacekeeping forces, renewing missions in Afghanistan and Iraq, referring matters to the International Criminal Court (ICC), to combatting terrorist organizations.29 Such ambivalence is in no small part a factor of the US position of global dominance, whereby advantages of multilateral cooperation are tempered by a perception that policy goals have no longer ‘seemed to depend so much on reaching agreement with other states and acquiescing in the inevitable compromises that reaching such agreement often requires’.30

The dynamics are nowhere clearer than in the fraught US policy regarding the ICC, heralded by some as ‘the most important institutional innovation since the founding of the United Nations’.31 For ICC advocates a foundational rationale was always that: ‘National security interests of the United States fundamentally concern the creation of a peaceful, liberal democratic, and economically integrated international system that allows America to flourish.’ In this view the ICC promised to ‘improve security for individuals and among states’ by serving as ‘another tool that can be used to promote the behaviours and international system that best suit the United States’.32 Moreover, the ICC was seen as fundamentally ‘linked to U.S. national security in its effect on the legitimacy of U.S. leadership’.33

Understanding conflicted US support and ultimate opposition to joining the ICC, as well as a range of multilateral security initiatives, necessitates an understanding of US views on the causal links between global institutions and US security. The establishment of the UN system was originally envisioned by the US in terms of a strategy for securing a global order capable of complimenting and reinforcing its internal values and institutions. Reversing this logic, US retreat from core multilateral institutions is premised on a competing view that, rather than operating as guardians of US sovereignty, the diverse foreign interests embodied in global institutions pose an existential threat to particularistic US values and institutions, being the ultimate ends of national security policy. In a 2018 speech to the UN General Assembly (UNGA), President Trump defended US withdrawal from the UN Human Rights Council and opposition to the ICC in terms that the US ‘will never surrender America’s sovereignty to an unelected, unaccountable, global bureaucracy’. In contrast to seeking security through global law: ‘America is governed by Americans. We reject the ideology of globalism, and we embrace the doctrine of patriotism.’34 This logic now extends across a range of fields, including in US opposition to the new Global Compact on Migration, since ‘[m]igration should not be governed by an international body unaccountable to our own citizens’, and in US intent to withdraw from both the 2015 Paris Climate Agreement35 and from the World Health Organization (WHO) during the 2020 COVID-19 pandemic.36 It has likewise underpinned US denouncement or withdrawal from various Cold War era agreements, including major arms-control treaties,37 dispute resolution provisions under the 1961 Vienna Convention on Diplomatic Relations,38 and repeated threats to withdraw from NATO.39 Whatever the pitfalls of illiberal and nationalist perceptions, they provide a significant explanation for persistent and vigorous opposition to globalized legal frameworks as a means for achieving security at home.


2. War on Terror


It is doubtless that the US approach to global security law underwent a transformation following the 9/11 terrorist attacks, when US policy turned towards more permissive interpretations of the entire legal framework governing the ‘War on Terror’.40 One consequence of the shock and sense of vulnerability created by the attacks was a desire amongst some policymakers to restructure law in service of an illusory quest for ‘absolute security’.41 Even within the discipline of international law it has been observed that national security law was subsequently elevated to a privileged position, to a degree that now distinguishes the US academy from global counterparts.42 In most orthodox legal accounts, however, the novel dimensions of the War on Terror did not create any legal black hole or ‘limbo’ but, rather, invoked existing rights under ‘criminal law and the law governing peaceful settlement of disputes and resort to armed force’ combined with ‘constraints on how those responses may be executed’ as set out under international human rights and humanitarian law.43 Yet, despite the availability of these legal frameworks, US policy has continued to diverge on the question of whether upholding universal and liberal conceptions of law are a path towards global security, or whether narrow national security imperatives should reshape the field.


a. Use of Force Rules


The distinctive contributions of US practice to global security remain most conspicuous and consequential in the rules governing the use of military force. States are legally entitled to use force only within the framework of the UN Charter, namely in cases of self-defence under Article 51, or when collective action is authorized by the UNSC under Chapter VII.44 As the State with the most opportunities to exercise these powers, the US has, with mixed success, remained at the forefront of defining and developing the boundaries of relevant prohibitions. Most notoriously the US has sought expansive interpretations of the right to self-defence under Article 51, including claims to anticipatory or even pre-emptive self-defence. The so-called ‘Bush Doctrine’ was described by Bush 43 as a new US strategic policy to ‘confront the worst threats before they emerge’.45 The NSS 2002 argued the lawfulness of the doctrine by reference to the modern threat posed by weapons of mass destruction, which required that the US ‘adapt the concept of imminent threat to the capabilities and objectives of today’s adversaries’.46 By removing limitations on self-defence embodied in the legal concept of ‘imminence’,47 the administration sought to develop law into an enabling framework rather than one capable of constraining US policy. That interpretation has unsurprisingly met with almost total rejection for inviting an ‘unraveling of norms on the use of force’.48 The permissive attitude towards global security law was nevertheless evident in US justifications for the 2020 airstrikes in Iraq that killed Iranian General Qassem Soleimani.49 The circumstances failed to meet any generally recognized threshold for the lawful use of force in self-defence—whether against an imminent threat or otherwise.50 Yet the President and other senior officials employed the rhetoric of ‘imminent’ attacks in their public diplomacy, in a manner that cloaked otherwise unlawful actions with the symbols of legal authority.51

The US has similarly sought to extend the law to permit self-defence against non-State actors, which were recast in the context of the War on Terror as the primary threat to US security. American preferences have met with moderate success in this regard, including during the 2001 US military action in Afghanistan, which likely saw a new customary rule develop that sanctioned the use of force against States harbouring terrorists even when an attack did not emanate from the State itself.52 In practice such a legal development benefits only States with power projection capabilities, and thereby has the effect of translating preponderant US political power into ‘de facto exceptionalism’ within the doctrines of international law.53 This precedent facilitated a further prominent example of US rule development in the so-called ‘unwilling or unable’ doctrine, which the US articulated in 2014 to defend the legality of its airstrikes in Syrian territory in the collective defence of Iraq against a non-State actor. In that case the US reasoned that the Assad government had shown itself to be unwilling or unable to prevent its territory being used by the Islamic State group to launch cross-border attacks.54 Although not yet accepted as orthodoxy, the practice has been fortified by sophisticated jurisprudential articulations55 and the explicit or tacit endorsement by a handful of States,56 a fact that, at the very least, has unsettled any consensus against the doctrine.

The US has in parallel sought to reinterpret the scope of UNSC authorizations to use force under Chapter VII, which have been at the heart of the ‘long war with Iraq’, lasting (at least) from 1990 to 2011.57 The legality of airstrikes carried out throughout the 1990s under President Clinton was based in part on implied and revived authorization of UNSC resolutions from the Persian Gulf War,58 which became the explicit justification for the 2003 invasion.59 Then legal adviser to the Department of State William Taft IV argued that America’s use of force in 2003 ‘was and is lawful’.60 Yet, the argument gained little traction outside of the US, with the 2003 invasion seen to represent ‘not simply the exceptional breaking of the rules by a big power, but the beginning of a generally more liberal, or rather permissive, attitude towards the rules regarding the use of force as an instrument of state power’.61

Finally, beyond the War on Terror, there have been arguments for a right to use force beyond the two legally accepted grounds in the UN Charter, through various versions of a ‘humanitarian’ exception as encapsulated in the policy guidance of the so-called Responsibility to Protect (R2P).62 The US resiled from fully articulating such an exception during the 1999 Kosovo intervention, which was spearheaded by the Clinton administration without UNSC authorization to prevent a ‘humanitarian catastrophe’.63 United States’ lawyers presciently recognized that any articulated exception could be weaponized by US adversaries in a range of cases that bore little resemblance to the Kosovo crisis.64 Such proved to be the case when Russia bolstered its legal case for the 2014 annexation of Crimea.65 Nevertheless, leading US lawyers have continued to push for such an exception, with former State Department Legal Adviser Harold Koh arguing that refusal to do so is flawed for exhibiting an ‘absolutist, formalist, textualist, originalist quality’ that cannot be squared with beliefs that ‘international law should serve human purposes’.66 Overall, it can be concluded that, although US claims and practice rarely shift global legal consensus, they have achieved a fracturing of views on the legitimacy and content of international law in each case. The consequence has been to sustain an arguable case for US actions taken in the name of national and global security and in ways that few States are capable of replicating.


b. Laws of War


Amongst the areas of international law that the US has historically proven itself most committed to both complying with, and being seen to comply with, is in the conduct of armed conflict. Yet, as with the use of force, the security imperatives of the War on Terror have led to prominent reconsiderations of the security benefits of a liberal legal regime versus the carving out of exceptions. The Department of Defense Law of War Manual was released in 2015, which, at over 1,200 pages, ‘represents the single most authoritative consolidation of US policy and legal positions regarding the lawful conduct of hostilities’.67 In security terms, the reality of unmatched capacity to project global military power creates strong incentives for the US to increase the efficiency of military power through rules that ensure discipline in the conduct of US personnel, minimize political opposition, and ensure interoperability and reciprocity on the battlefield. Charles Dunlap noted the particular value of the Manual for building a ‘counter-lawfare campaign’ in cases where ‘a technologically inferior opponent attempts to use allegations of violations of the law of war to undermine the public support that democracies so often need to successfully wage war’.68

In seeking to gain an overall understanding of US views from this sprawling document, the Manual’s treatment of the role of ‘specially affected states’ in the development of customary international law is particularly illuminating. United States’ lawyers had previously criticized a comprehensive study by the International Committee of the Red Cross on customary international law in armed conflicts for, amongst other reasons, failing ‘to pay due regard to the practice of specially affected States’.69 The Manual responds that States which have ‘had significant opportunities to develop a carefully considered military doctrine, may be expected to have contributed a greater quantity and quality of State practice relevant to the law of war than States that have not’.70 By adopting this unusually broad interpretation, the Manual ‘seems to be asserting that as the leading military power, and the state perhaps most frequently resorting to the use of force in the modern era, the United States should have the dominant say in establishing the content of the current law of war’.71

Yet, despite these comprehensive aspirations, the years after 9/11 saw a determination within the US government not to apply the Geneva Conventions to detainees who themselves were not ‘living up to the laws of war’.72 Then Secretary of State Condoleezza Rice defended the ‘enhanced’ interrogation of detainees, including through waterboarding, as being ‘consistent with our international obligations and American law’.73 The deep divisions within US national security views were replicated in the US Supreme Court itself, which held in Hamdan v Rumsfeld,74 by majority, that detainees had customary legal rights exercisable against the US government, as codified under Common Article 3 of the 1949 Geneva Conventions.75 Rice’s successor as Secretary of State Hillary Clinton declared: ‘[t]hat America is a nation of laws is one of our great strengths, and the Supreme Court has been clear that the fight against terrorism cannot occur in a “legal black hole”’.76 Nevertheless, the Obama administration faced its own comparable criticisms for defending the legality of targeted killing of enemy combatants using drone technology, which was facilitated by broad rereading of the laws of combat and due process obligations.77 By so doing, the US may have addressed immediate security objectives, but contributed to the trend towards more permissive and unaccountable uses of violence at the global level.78


3. The Return of Geopolitics


United States’ influence extends not only to the content of specific bodies of international law, but also in restructuring the legal order as it operates across geographical domains most critical to American security. Forms of legal fragmentation along geopolitical lines pose a particular challenge to the ideal of a rules-based order and can be expected to increase in significance, both with the rise of regional competitors, and with the decline in US recognition of the security dividends from investing in such order.


a. Geoeconomics


However the ‘rules-based order’ is defined, the global system of economic law with the World Trade Organization (WTO) and its dispute settlement mechanism at its centre are widely recognized as amongst its greatest achievements.79 They (and the Bretton Woods institutions) represent both the fruits of US leadership, and the divergent implications of its competing security interests. The rise in competitive security interests has led to the renewed significance of geoeconomics where, as ‘territorial entities, spatially rather than functionally defined, states cannot follow a commercial logic that would ignore their own boundaries’.80 The NSS 2017 declared that ‘economic security is national security’ and observed that the ‘post-war order’ of global institutions has been eroded by a complacency in which the US has ‘stood by while countries exploited the international institutions we helped to build’.81 Naming specifically China and Russia, the NSS continues that:

These competitions require the United States to rethink the policies of the past two decades—policies based on the assumption that engagement with rivals and their inclusion in international institutions and global commerce would turn them into benign actors and trustworthy partners. For the most part, this premise turned out to be false.82

The associated policy responses have included blocking the filling of Appellate Body vacancies in the WTO to end the effective operation of the dispute settlement system. This obstruction constitutes a direct challenge to the rules-based order and is driven by broader recognition that WTO law increasingly replicates rather than impedes the decline of US dominance relative to competitors.83

The US now leads a global trend towards preferential trade agreements (PTAs), which ostensibly bypass the WTO system, and have been unmistakably pursued to shore up US security relationships. ‘Securitization’ of US foreign economic policy became especially pronounced during the Bush 43 administration, when strategic interests drove the negotiation of PTAs with a range of allies ‘as a way of bolstering or rewarding good partners in the fight against terrorism’.84 The importance of securitized interests highlights the particular strategic incoherence of US rejection of the Trans-Pacific Partnership (TPP), which was touted as a ‘mega-regional trade agreement’ with the potential to realign global economic law in the United States’ favour.85 The TPP was always constructed upon securitized foundations, with former US Defense Secretary Ashton Carter arguing that ‘passing TPP is as important to me as another aircraft carrier’.86 For President Obama the deal was ‘more than just a trade pact; it also has important strategic and geopolitical benefits. TPP is a long-term investment in our shared security and in universal human rights.’87 US withdrawal has assisted in vacating the field for China’s alternative Regional Comprehensive Economic Partnership (RCEP) trade agreement, and thereby contributed to the trend towards geographically fragmented rules-based orders.88


b. Cybersecurity


Many of the assumptions and principles guiding conduct in traditional security domains are now replicated in the new frontiers of global security, including crucially in cyberspace. In 2012 Harold Koh posed the fundamental question: ‘how do we apply old laws of war to new cyber-circumstances, staying faithful to enduring principles, while accounting for changing times and technologies?’89 Koh reaffirmed his well-established position that international law is a complete system and that existing rules and principles, including those governing the use of force, extended by analogy to cover the new terrain.90 In this approach, the US confirmed recognition of the security benefits of being enmeshed within and bolstering a global system of laws that ‘constrain the activity of all countries, including the United States’.91 Nevertheless, the more recent National Cyber Strategy has adapted the pillars of the NSS 2017, turning to more direct recognition of geostrategic challenges and an associated desire to reassert US advantage in a domain hitherto defined by the absence of geographical borders.92

Cybersecurity is no hypothetical exercise in circumstances where Russian interference with the US electoral system and domestic politics has long been identified by the United States’ own intelligence community as a serious and ongoing threat.93 The risk of geopolitical fragmentation became increasingly evident in 2018, however, when the UNGA adopted parallel resolutions on cybersecurity, with one sponsored by Russia and a competing one sponsored by the US and twenty-six other States.94 The latter resolution confirmed that the ‘international rules-based order’ extended into cyberspace, and replicated language already familiar in the maritime domain of safeguarding a ‘free’ and ‘open’ order.95 Russian-backed proposals for a new international cyber convention have been rejected by the US, which has preferred to develop existing norms and rules without ceding its more advanced cyber capabilities.96 In substance, US proposals for ‘defending the rule of law in cyberspace’ remain deeply mindful of prevailing in competition with China, Russia, Iran, and North Korea, who ‘actively work to destabilize the US-led international order, thereby promoting and advancing their own geopolitical interests’.97


c. Spheres of Influence


The structural legal ideal embedded in notions of the liberal international order is that legal rules remain unified and capable of determination within the constraints of a single coherent system. On this point, US policy has been historically contradictory, with the ‘Monroe Doctrine’ long subjecting legal rules to a buffer zone of exceptional rights in the Western hemisphere.98 Although not a legal rule or regime, the claimed right to expel foreign powers from its own hemisphere provided a framework throughout the Cold War for engaging in the kinds of use of force that were ruled illegal in the 1986 Nicaragua case.99 The historical reality of imperialistic US policies led the Obama administration to finally declare in 2013 that the ‘era of the Monroe Doctrine is over’.100 Yet, in recent years, the US has explicitly revived the doctrine to recalibrate the interpretation and role of international law in its foreign policy. In 2019, then National Security Advisor John Bolton defended the legitimacy of possible US intervention in Venezuela by stating: ‘In this administration, we’re not afraid to use the phrase “Monroe Doctrine”…it’s been the objective of presidents going back to Ronald Reagan to have a completely democratic hemisphere.’101

The strategy of fragmenting rules of global order into exclusionary zones of security and geopolitical power now extends beyond the United States’ own backyard into other pivotal regions. These include US decisions to recognize the Golan Heights, acquired from Syria by Israeli military force in 1967, as ‘part of the State of Israel’,102 and to declare that the United States will ‘no longer recognize Israeli settlements [in the West Bank] as per se inconsistent with international law’.103 Yet the security logic underpinning US policy is a double-edged sword, as China now replicates the logic of the Monroe Doctrine in its own backyard of the South China Sea,104 and Russia in border States with Western Europe,105 each enforcing idiosyncratic interpretations of international law to fortify regional security zones. China and Russia increasingly seek to challenge hegemonic conceptions of law, especially as they apply to these regional disputes, and in 2016 released a joint declaration on the ‘Promotion of International Law’ that aimed to articulate alternative political foundations for the international legal system.106 The US has responded to China by appealing to principles of the liberal international order, including upholding ‘a peaceful, prosperous and freer Asia with a free and open regional order defined by the rule of law’.107 Pursuant to its defence of the regional security order, the US has engaged in ‘Freedom of Navigation Operations’ in which it sails military vessels within twelve nautical miles of constructed islands and other maritime features over which China makes excessive claims to a territorial sea.108 Yet what these various US, Chinese and Russian cases have in common are self-judging legal claims that remain incomprehensible in terms of any recognized methods and sources of international law, yet express the effective rules operating within a sphere of geopolitical influence. Together they demonstrate the logic of security imperatives fragmenting the international legal order which, mirroring the logic of geoeconomics, is being restructured to resemble ‘geolegal’ orders in place of the liberal international order.109


D. Outlook


The return of great power competition as a primary security threat to the US, and the associated trend towards geopolitical fragmentation in the international legal order, emerges as amongst the most consequential trends reshaping the international law of global security. The COVID-19 pandemic has concentrated global attention on non-State security threats and has, for some, confirmed the indispensability of internationalized legal frameworks when addressing threats that take no heed of national boundaries.110 Yet, even as the magnitude of the global crisis became clear, foreign ministers from the G7111 were prevented from releasing a joint statement due to US insistence on including the terminology ‘Wuhan virus’ to signal the pandemic’s origins in China.112 Rather than opposing forms of fragmentation, US policy has retreated from defining security in terms of a unified rules-based order and instead reinforces the restructuring of globalized law towards differentiated orders of regional and hemispheric security.

As both global power and conceptions of law fragment, the hitherto US practice of exercising claimed rights and expecting international doctrine to follow will have decreasing power in defining the parameters of global order. Strategy under the Trump administration has expressly disconnected the US role in underwriting global security from the preservation of core national security interests. The ‘trump’ card for the US-led rules-based order was always assumed by its advocates to be the uniquely universal attraction of its values and interests, and their normative superiority and pull for States and citizens alike. That assumption has collapsed with the rotation of the former division between the US and its allies against the rest, to a division between advocates for a unified system of law and the rest—which now cuts through as well as between States. There is not yet confirmation that the turn from commitment to American leadership of the ‘liberal international order’ will crystallize as the new orthodoxy of US global security policy. Polarized domestic responses to the President’s unprecedented pardoning of US soldiers, convicted of war crimes, is only one salient reminder that the nexus between law and security remains deeply contested.113 Nevertheless, the confluence of rising geopolitical competitors with divergent legal conceptions, and conflicted domestic support for the legitimacy and interests of US global leadership, are confirmed forces already recontesting the global security order.
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Chapter 52


The Association of Southeast Asian Nations and Southeast Asia’s Regional Security

Diane A Desierto




The fragmented economies of Southeast Asia (with) each country pursuing its own limited objectives and dissipating its meagre resources in the overlapping or even conflicting endeavours of sister states carry the seeds of weakness in their capacity for growth and the self-perpetuating dependence on the advanced, industrial nations. ASEAN, therefore, could marshal the still untapped potentials of this rich region through more substantial united action.1

Narciso Ramos, Secretary of Foreign Affairs,
Republic of the Philippines, 1997




A. Introduction


The critical role of the Association of Southeast Asian Nations (ASEAN) in the incremental evolution of the concept of Southeast Asian regional security reflectively tracks the organization’s gradual emergence from a loose, pluralist platform for regional cooperation, into a Charter-based intergovernmental organization with dispersed legislative and executive powers, subscribing to international law, international human rights and humanitarian law, and a rules-based multilateral economic and geopolitical system. Section B of this chapter shows how ‘Southeast Asia’ and ASEAN are both strategic post-Cold War constructs that evolved over decades to develop distinct regional strategies fostering peace and security in the region, and contributing to international law and the stability of the region with landmark treaties such as the 1976 Treaty of Amity and Cooperation in Southeast Asia and the construction of a nuclear weapons-free zone. Section C details the initially hesitant and incrementalist path taken by ASEAN Member States in formulating regional security cooperation strategies for siloed regional issues such as transnational crimes and maritime security, amongst others. Section D maps the significant shift from incrementalism to deliberate institutionalization of regional cooperation under the ASEAN Political-Security Community created under the 2008 ASEAN Charter and its broader implications for security governance, dispute settlement, regional security, and peace initiatives for Southeast Asia. This is particularly significant amid fraught cross-border challenges, such as in the land reclamation activities of China in the South China Sea disputes, the Rohingya refugee and migration humanitarian crisis, regional environmental disasters, and dire climate change challenges to this maritime region. Section E concludes with the centrality of consensus (musyawarah—mufakat) to ASEAN regional security decision-making, which tends to cautiously limit the region’s responses against normative overreach, but at the same time generates a set of identifiably distinct Southeast Asian regional security decisions and practices that uniquely contribute to the evolving architecture of the international legal system.


B. Constructing ‘Southeast Asia’ and ASEAN


Geopolitical security initially drove the coinage of the phrase ‘Southeast Asia’, which American and European military and defence strategists after the First World War popularized to delineate a region that was distinct from the dominant Asian hegemons, namely India (in South Asia), China and Japan (in East Asia).2 In the aftermath of decolonization, various political leaders and economic elites continued to embrace the construct of ‘Southeast Asia’ as a region, largely to further national interests and reinforce national identities, asserting distance from entrenched colonial pasts.3 However, notwithstanding its origins in narrower security discourses, it should be clear that Southeast Asia’s regional security challenges are influenced by the region’s complex maritime and terrestrial configuration;4 its deep linguistic, religious, ethnic, and ideological diversity with corresponding normative and cultural pluralisms;5 and the continuously evolving dynamics, inequalities, institutions, and ideologies of governance within and across Southeast Asian States.6 Any conceptualization of regional security for this inherently diverse constellation of States grouped into a construct of ‘Southeast Asia’, would thus understandably reflect continuing tensions between fragmentation and cooperation.7 This is not at all surprising, given that ‘Southeast Asia is a region of vast pluralities’.8

ASEAN emerged within this history of plural ideologies, languages, religions, governance structures, and institutions.9 After the end of three years of undeclared war (Konfrontasi) between Indonesia and Malaysia from 1963 to 1966,10 both countries agreed to join the three other original ASEAN Member States (the Philippines, Singapore, and Thailand) to sign the ASEAN (Bangkok) Declaration on 8 August 1967.11 The five foreign ministers (Indonesia’s Adam Malik, Malaysia’s Tun Abdul Razak, the Philippines’ Narciso Ramos, Singapore’s Sinnathamby Rajaratnam, and Thailand’s Thamat Khoman) who signed the 1967 Bangkok Declaration expansively understood Southeast Asia’s regional security to depend on some degree of political cooperation, as well as shared regional economic development and ensuring social stability.12 The Bangkok Declaration stated the aims and purposes of ASEAN to include, amongst others: ‘accelerat[ing] economic growth, social progress and cultural development in the region through joint endeavours in the spirit of equality and partnership in order to strengthen the foundation for a prosperous and peaceful community of South-East Asian Nations’; as well as ‘promot[ing] regional peace and stability through abiding respect for justice and the rule of law in the relationship among countries of the region and adherence to the principles of the United Nations Charter’.13 The preamble to the Bangkok Declaration stressed that

the countries of Southeast Asia share a primary responsibility for strengthening the economic and social stability of the region and ensuring their peaceful and progressive national development, and that they are determined to ensure their stability and security from external interference in any form or manifestation in order to preserve their national identities in accordance with the ideals and aspirations of their peoples…14

The institutional mechanisms for achieving these strategic and expansive regional security aims were initially modest—an annual foreign ministers’ meeting, with a standing committee to support the work of this annual meeting, plus ad hoc committees and national secretariats that focused on information-sharing and coordination preparatory to such foreign ministers’ meetings.15 This largely coordinative intergovernmental response (and with a very thinly staffed regional organization that was ASEAN) ran consistently with the cautious approaches taken by Southeast Asian States during the Cold War, when the original ASEAN Five (Indonesia, Malaysia, Singapore, the Philippines, and Thailand) overcame security conflicts after the creation of the Malaysian Federation, to thereafter manage post-Cold War regional uncertainties and open conflicts with Vietnam’s invasion of Cambodia.16

However, the first ten years of ASEAN since 1967 were marked by escalating concerns over the deepening Communist threats to Southeast Asia’s fragile regional security:

…During the first four years, nothing of substance was achieved, because much time and effort had to be directed at tearing down the ‘psychological barriers’, i.e. distrust among the member nations. Lee Kuan Yew (Prime Minister of Singapore)…considered the most valuable achievement of the Association to be ‘the understanding and goodwill created at the frequent meetings which helped to lubricate relationships which could otherwise have generated friction’…The creation of mutual trust was necessary before any serious regional efforts could be undertaken. It was not until the neutralization scheme was a common objective in 1971 that some prospects of a common policy stand could be discerned. Since then ASEAN has seemed to pay more attention to economic than to political problems, although both have been on the agenda. Political concerns were mainly triggered by the changing of great power relationships in East Asia, as well as the deteriorating situation in Indochina. ASEAN was ‘shocked’, and Thailand and the Philippines in particular felt ‘betrayed’, by President Nixon’s announcement of his forthcoming visit to Peking in 1971 without consulting or informing the close allies of the U.S. beforehand. Thailand and the Philippines subsequently began to reassess and adjust their policies in line with the new development, deciding to shift from their traditional pro-U.S. policies and seek contacts and start dialogues with the Communist countries…In the 1972 Ministerial Meeting, it was decided ‘to build peaceful relations with China’. There was, however, disagreement on the timing of the rapprochement. Malaysia was keen to break the ice, and established relations in 1974; the Philippines and Thailand followed suit in 1975. Indonesia, however, warned that hasty moves were dangerous, and (Indonesian Foreign Minister) Adam Malik stated bluntly that détente was no guarantee of internal security. Singapore, in view of its geopolitical position and racial considerations, preferred to be the last in the game…

…But the Communist victory in Indochina in April 1975 had a greater impact on ASEAN than Nixon’s decision to withdraw U.S. troops from Vietnam. ASEAN was now more concerned about the political intentions of its new Communist neighbors than it was about a possible American lack of interest in the region. Its immediate response was a mixture of optimism, anxiety, and uncertainty. Malaysia was optimistic because an era of war was over and peace was within sight; it wanted to expand ASEAN membership to include Burma and the Indochinese states. Singapore was cautious and warned that the Vietnamese seizure of vast quantities of military supplies could be a menace to the security of the Association. Thailand was most anxious to seek détente with the Indochinese states during Kukrit’s and Seni Pramoj’s leadership. Indonesia…stressed the determination…to eliminate the remnants of the PKI but added that it would maintain friendship with any government on the basis of noninterference and equality. The Philippines showed restraint, but suggested economic cooperation and, if possible, economic assistance…[T]he Indochina debacle had one positive result: it gave a feeling of urgency which triggered a determination to pull together and respond collectively to the threat posed by the Communists. One could therefore argue that the Bali Summit Meeting of February 1976 and the signing of the Treaty of Amity and Cooperation, as well as the Declaration of Concord and the agreement on four ASEAN industrial projects, could not have been accomplished so soon had it not been for the changes in Indochina.17

The first ASEAN Summit—this time with ASEAN Heads of Government meeting in Bali, Indonesia, from 23–24 February 1976—was the first occasion for ASEAN Member States to review ASEAN activities since the 1967 Bangkok Declaration.18 This first Summit yielded two foundational regional security agreements for ASEAN Member States—the Treaty of Amity and Cooperation (TAC),19 and the Declaration of ASEAN Concord.20 The TAC laid down six fundamental principles central to the ASEAN Member States:

In their relations with one another, the High Contracting Parties shall be guided by the following fundamental principles:



a. Mutual respect for the independence, sovereignty, equality, territorial integrity, and national identity of all nations;

b. The right of every State to lead its national existence free from interference, subversion, or coercion;

c. Non-interference in the internal affairs of one another;

d. Settlement of differences or disputes by peaceful means;

e. Renunciation of the threat or use of force;

f. Effective cooperation amongst themselves.21



ASEAN cooperation on security issues was accordingly framed from the above six principles. Amongst other commitments, the TAC broadly required ‘maintain[ing] regular contacts and consultations with one another on international and regional matters with a view to coordinating their views, actions, and policies’,22 and in turn prohibited ‘participat[ion] in any activity which shall constitute a threat to the political and economic stability, sovereignty, or territorial integrity of another High Contracting Party’.23 The TAC established a High Council as a ‘continuing body…comprising a Representative at ministerial level from each of the High Contracting Parties to take cognizance of the existence of disputes or situations likely to disturb regional peace and harmony’.24 The High Council was not a supranational body that could impose decisions on ASEAN Member States, but rather was limited to recommending ‘appropriate means of [dispute] settlement such as good offices, mediation, inquiry or conciliation…[as well as] appropriate measures for the prevention of a deterioration of the dispute or the situation’.25 The design of such a mechanism in the TAC coincided with the ASEAN Member States’ preferences for thin political and economic cooperation under more ad hoc and horizontal arrangements, given the delicate post-war balance of power in Southeast Asia.26

Amongst ASEAN’s objectives and principles in the Declaration of ASEAN Concord ‘in the pursuit of political stability’,27 ASEAN Member States committed to ‘take active steps for the early establishment of the Zone of Peace, Freedom, and Neutrality (ZOPFAN)’28 as well as to ‘rely exclusively on peaceful processes in the settlement of intra-regional differences’.29 Accordingly, the programme of action adopted in the Declaration of ASEAN Concord to shape ASEAN’s political cooperation entailed setting up Heads of Government meetings, signing the TAC, focusing on the peaceful settlement of intra-regional disputes, examining initial steps for a Zone of Peace, Freedom, and Neutrality (ZOPFAN), exploring the possibility of judicial cooperation amongst ASEAN Member States, and promoting ‘harmonization of views, coordinating positions, and, where possible and desirable, taking common actions’.30 With respect to security cooperation, however, the Declaration of ASEAN Concord narrowly referred to just the ‘continuation of cooperation on a non-ASEAN basis between the member states in accordance with their mutual needs and interests’.31 At the very least, at the inception and subsequent crystallization of ASEAN as an intergovernmental coordinating organization in its first ten years, the concept of regional security for Southeast Asia would still remain driven by national interests, prioritization of political stability, and a refusal to commit to any hard regional governance institution or regional process for defining regional security objectives, assessing regional security situations, or prescribing regional security actions.32


C. Incrementalism in Regional Security Cooperation


Subsequent ASEAN Heads of Government meetings continued the ad hoc approach to regional security. The Second ASEAN Heads of Government Meeting in Kuala Lumpur in 1977 emphasized the creation of a ZOPFAN, while explicitly welcoming the UNSC recommendation to admit Vietnam as part of the UN, since ‘Vietnam would contribute to peace and stability necessary for the progress and prosperity of Southeast Asia’.33 Given parallel political transitions and ongoing conflicts in Southeast Asia unfolding within the Cold War context,34 the Third ASEAN Heads of Government Meeting would not be held until a decade later in Manila, with ASEAN declaring the hope for a ‘new atmosphere of greater cooperation and accommodation between the two superpowers… [to] facilitate the speedy and just resolution of the protracted conflicts and problems in Southeast Asia…’.35 ASEAN’s 1987 Manila Declaration pledged political cooperation for peace and stability in Kampuchea (Indochina), an effective solution for the plight of Indochinese refugees in Southeast Asia, the early realization of a ZOPFAN for Southeast Asia, and the establishment of a Southeast Asia Nuclear Weapon-Free Zone (SEANWFZ).36 The 1992 Singapore Declaration,37 issued during the Fourth ASEAN Heads of Government Meeting, opened accession of the TAC to all countries (especially Vietnam, Laos, and Cambodia),38 declared Heads of State meetings at three-year intervals and the streamlining of ASEAN’s organizational structure through the ASEAN Secretariat, and the Secretary-General of ASEAN conferred an expanded mandate as well as ministerial status.39

The Fifth ASEAN Heads of Government Meeting in Bangkok, Thailand, in 1995 led to the signing of the new Treaty on the Southeast Asia Nuclear Weapon-Free Zone (SEANWFZ Treaty).40 This Treaty prohibits the development, manufacture, acquisition, possession, or control of nuclear weapons, the dumping of radioactive material or wastes in the seas or atmosphere, and permits limited uses of nuclear energy for peaceful purposes, with a control system in place to ensure verification of States Parties’ compliance with all SEANWFZ Treaty obligations.41 Significantly, Southeast Asia’s Nuclear Weapons-Free Zone ‘will not affect port calls, transit and overflights by nuclear-armed vessels and aircraft or innocent passage through archipelagic waters of the zone…[It] is not intended to affect the law of the sea regime of navigation’.42 The SEANWFZ Treaty has been credited for contributing to global nuclear disarmament, improved peacebuilding and confidence-building measures in Southeast Asia, as well as relevance to ongoing counter-terrorism efforts in the region.43

An Informal Heads of Government Meeting in Jakarta in 1996 (held before the next scheduled ASEAN Heads of Government Meeting in 1998) publicly declared ASEAN’s commitment to ‘an ASEAN comprising all ten Southeast Asian countries…Cambodia, Laos, and Myanmar [should] be admitted as Members simultaneously’.44 The ASEAN Member States also considered maritime security issues, and specifically

reaffirmed their commitment to seek an early peaceful solution to the overlapping claims in the South China Sea in accordance with the provisions of the TAC, the ASEAN Declaration on the South China Sea of 1992, as well as international law, including the United Nations Convention on the Law of the Sea of 1982.45

ASEAN also published its ‘ASEAN Vision 2020’, where, by the year 2020, ASEAN envisioned that it shall have

established a peaceful and stable Southeast Asia where each nation is at peace with itself and where the causes for conflict have been eliminated through abiding respect for justice and the rule of law and through the strengthening of national and regional resilience…where territorial and other disputes are resolved by peaceful means… where the ASEAN Regional Forum [is] an established means for confidence-building and preventive diplomacy and for promoting conflict-resolution.46

By the time ASEAN held its 6th Heads of Government Meeting in Ha Noi, Viet Nam in 1998, Cambodia was admitted as the tenth member of ASEAN,47 joining the five original ASEAN Member States, the Sultanate of Brunei Darussalam (which had joined in 1984),48 and fellow Kampuchea/Indochinese countries Viet Nam (which had joined in 1995),49 Laos and Myanmar (which both had joined in 1997).50 The 7th ASEAN Summit hosted by Brunei Darussalam in 2001 yielded the 2001 ASEAN Declaration on Joint Action to Counter-Terrorism,51 articulating an initial regional approach on counter-terrorism that has since been linked with the regularly updated ASEAN Plan of Action to Combat Transnational Crime.52


D. From Incrementalism to a Distinct ASEAN Political-Security Community under the ASEAN Charter


Subsequent ASEAN summits demonstrated the incrementalist approach of ASEAN Member States to reaching gradual agreement on cooperation with respect to a wider array of regional security issues. Maritime security was at the forefront of the 8th ASEAN Summit in Phnom Penh, Cambodia, which produced the 2002 Declaration on the Conduct of Parties in the South China Sea,53 the 2002 Declaration on Terrorism,54 as well as the 2002 Joint Declaration of ASEAN and China on Cooperation in the Field of Non-Traditional Security Issues.55 The 9th ASEAN Summit in Indonesia produced the significant 2003 Declaration of ASEAN Concord II (Bali Concord II), where ASEAN Member States first articulated their decision to create three distinct pillar communities: an ASEAN Security Community, ASEAN Economic Community, and ASEAN Socio-Cultural Community.56 The ASEAN Security Community was envisaged to bring ASEAN’s hitherto incrementalist political and security cooperation under a ‘principle of comprehensive security…having broad political, economic, social, and cultural aspects in consonance with the ASEAN Vision 2020 rather than to a defense pact, military alliance or a joint foreign policy’.57 The 10th ASEAN Summit in Vientiane, Laos, in 2004 produced the first ASEAN Security Community Plan of Action, focusing on political development, norm-shaping and sharing, conflict prevention, and post-conflict peacebuilding.58 Scholars characterized ASEAN’s role in regional security matters as anchored in the exercise of ‘soft power, by remaining a neutral broker among its great power interlocutors and delegitimizing containment and traditional power balancing policies that would aggravate the regional security dilemma’.59

After nearly forty years of forging mutual trust through confidence-building cooperative activities with respect to various economic, political, security, and social issues facing Southeast Asia, the diverse constellation of ten ASEAN Member States were motivated to deepen and formalize their regional cooperative alliance into an intergovernmental organization.60 The 13th ASEAN Summit hosted by Singapore in 2007 led to the signing of the Charter of the Association of Southeast Asian Nations (ASEAN Charter),61 transforming ASEAN from a loose and ad hoc regional cooperation into a denser rules-based intergovernmental organization with international legal personality and specific regional institutions, with the ASEAN Summit able to take specific regional decisions deemed legally obligatory for ASEAN Member States, given the overarching Charter duty of all ASEAN Member States to ‘take all necessary measures, including the enactment of appropriate domestic legislation, to effectively implement the provisions of this Charter and to comply with all obligations of membership’.62 Two years after at the 14th ASEAN Summit in Cha-am, Thailand, ASEAN produced its landmark APSC Blueprint, outlining its three key priorities: (1) a ‘rules-based community of shared values and norms’; (2) a ‘cohesive, peaceful, stable, and resilient region with shared responsibility for comprehensive security’; and (3) a ‘dynamic and outward-looking region in an increasingly integrated and interdependent world’.63 Most crucially, the ASEAN Political-Security Community Blueprint echoed the ASEAN Charter in purposely aiming to


strengthen democracy, enhance good governance and rule of law, and to promote and protect human rights and fundamental freedoms, with due regard to the rights and responsibilities of the Member States of ASEAN, so as to ultimately create a Rules-based community of shared values and norms.64

ASEAN has also continually emphasized that regional security disputes must be resolved and settled peacefully in accordance with international law.65

The ASEAN Political-Security Community (APSC) has since been the pillar community for institutional decision-making on regional security matters,66 ranging from traditional regional security cooperation to emerging regional security issues such as trafficking of persons in Southeast Asia,67 regional health crises,68 environmental threats, disaster resilience, and climate change,69 and cybersecurity cooperation.70 At the time of writing, the APSC includes standing bodies such as the ASEAN Foreign Ministers’ Meeting, the Commission for Southeast Asia Nuclear Weapon-Free Zone (SEANWFZ Commission), the ASEAN Defence Ministers Meeting, the ASEAN Law Ministers Meeting, the ASEAN Ministerial Meeting on Transnational Crime, the ASEAN Ministerial Meeting on Drug Matters, the ASEAN Intergovernmental Commission on Human Rights (AICHR), and the ASEAN Regional Forum. The ASEAN Foreign Ministers’ Meeting remains responsible for political-security cooperation and external relations in ASEAN,71 while the SEANWFZ Commission retains responsibility for the implementation of the SEANWFZ Treaty.72 The ASEAN Defence Ministers Meeting, the Law Ministers Meeting, the Ministerial Meeting on Transnational Crime, and the Ministerial Meeting on Drug Matters implement their respective sectoral responsibilities as defined under the ASEAN Political-Security Community Blueprint, while the AICHR aspires to ensure promotion and protection of human rights in ASEAN but largely according to a strict reading of the AICHR’s Terms of Reference.73

The ASEAN Regional Forum was formally institutionalized in 1994, to foster constructive dialogue and consultation on political and security issues of common interest and concern; and to make significant contributions to efforts towards confidence-building and preventive diplomacy in the Asia-Pacific region.74 The Member States of ASEAN increasingly ‘recognized that despite the end of the Cold War and the imminent US withdrawal from the Philippines, there were now more powers, rather than less, present, and that pressure from those powers was mounting for a forum…ASEAN States decided to claim the process in the hope that they could channel rather than resist the momentum’.75

The ASEAN Regional Forum is composed of all ten ASEAN Member States and ASEAN’s various dialogue partners (Australia, Canada, China, the European Union, India, Japan, South Korea, Russia, New Zealand, the United States, amongst others).76 Where before ASEAN Member States placed more emphasis on undisclosed negotiations and political-security discussions that allowed for face-saving and avoided public embarrassment or perceptions of any political divide within ASEAN, by 1997 the Regional Forum had ‘agreed to move towards preventive diplomacy’. The agreement follows from the recognition of the Regional Forum, quite early on, that ‘preventive diplomacy would be a natural follow-up to confidence-building measures’.77 While the ASEAN Regional Forum fosters a multilateral security dialogue between ASEAN and its dialogue partners, it has been described as itself problematic for addressing regional security needs due to the different threat perceptions, security needs, lingering intraregional conflicts often primarily and preferably addressed by ASEAN Member States through national responses excluding foreign interference, ultimately reducing regional security to ‘regional resilience’:

The concept of regional resilience captures ASEAN’s comprehensive view of security and the different kinds of challenges faced by Southeast Asia. On the other hand, it also conceives regional security as little more than a sum of its parts…in this way, regional resilience makes the explicit link between national strength and regional strength; but it also suggests that regional resilience is achieved largely through the individual efforts of member states…ASEAN’s conception of security is, in other words, a collaborative effort but not necessarily an integrated or centrally co-ordinated one.78

It is ultimately difficult to assess the overall effectiveness of the ASEAN Regional Forum in discharging its core function of facilitating regional security dialogue and promoting cooperation within the multilateral security architecture, given the relative opacity of its meetings, negotiations, and outcomes. The ASEAN Regional Forum stands by the core Charter-based principle of neutrality, and often for this reason treads a delicate line on complex regional disputes, especially those involving maritime security and the overlapping claims of China, Taiwan, and several ASEAN Member States (Vietnam, Philippines, Brunei Darussalam, Indonesia, Malaysia) in the South China Sea.79 The Philippines deviated from the ASEAN collective regional security approach when it initiated and won its own landmark arbitration against China,80 determining the unlawfulness of China’s controversial 9-dash line map, the international responsibility of China for various enforcement actions taken in the South China Sea, as well as the legal characterization of various geographic features in the South China Sea according to the UN Convention on the Law of the Sea (UNCLOS). Given fraught relationships between claimants in the South China Sea, at the time of writing, the 2002 Declaration on Code of Conduct of Parties to the South China Sea has not yet led to an actual Code of Conduct, although as of August 2018 the foreign ministers of ASEAN and China were reported to have adopted a single draft negotiating text for subsequent negotiations on such a Code.81


E. Conclusion: Musyawarah/Mufakat Decision-making under the ASEAN Charter and Future Regional Security


Finally, one cannot visualize regional security decision-making in ASEAN without examining the nature of consensus decision-making within the organization. Since the beginning of ASEAN in 1967, ASEAN Member States have entrenched decision-making practices by consultation and consensus (musyawarah and mufakat):

musyawarah may be viewed as a pre-negotiation stage of ‘intensive informal and discreet discussions that in the end bring out the general consensus of the community’. During this stage, differences can be aired and the possibility of common ground ascertained before the issues are submitted to more formal official meetings…[it] is a form of ‘soft diplomacy as contrasted to saber-rattling, gunboat diplomacy of the colonial and Big Power variety’. Thus, an important aspect of the consensus-building process is the psychological setting of consultations, which must be non-hostile…Sensitive handling of intra-mural differences is a hallmark of consensus building. While parties can debate and disagree on the merit of a particular position behind closed doors, they must refrain from airing these differences in public. Even in situations where ASEAN members find it impossible to arrive at a common position, they must speak and act as though a certain level of unity has been achieved on that particular issue. This means a tendency to play down or give a positive spin to intra-mural differences. A great deal of care must be taken not to isolate or embarrass any individual ASEAN member in international fora…82

Several scholars attribute these particular decision-making practices as having contributed fairly significantly to building and entrenching a ‘culture of peace’83 in Southeast Asia. ASEAN concludes international agreements following this consensus decision-making rule. Its own Rules of Procedure for Conclusion of International Agreements by ASEAN requires all Member States to reach a common position first, before subsequent stages of treaty negotiation and conclusion can be undertaken.84

However, it should be noted that the ASEAN Charter introduced a slightly softer nuance to the consensus decision-making rule. Chapter VII of the ASEAN Charter affirms that ‘as a basic principle, decision-making in ASEAN shall be based on consultation and consensus’, but also stresses that ‘where consensus cannot be achieved, the ASEAN Summit may decide how a specific decision can be made’.85

At the time of writing, these nuanced provisions in the ASEAN Charter have not yet been tested. One can anticipate, however, that the nuanced provisions on consensus decision-making may serve a purpose in case of deadlock amongst ASEAN Member States, especially for any future fraught or polarizing regional security disputes, whether these involve maritime security and overlapping claims in the South China Sea, the human rights situation and regional movement of Rohingya refugees from Myanmar, combatting extremism and transnational terrorism, as well as the resurgence of authoritarian, illiberal, and/or undemocratic governance in some ASEAN Member States and the renewed onslaught against human rights, democracy, and the rule of law in Southeast Asia.86 The more identifiable and authoritative ASEAN Charter-based regional security decisions (premised on the distinct challenges for this maritime and topographic configuration of Southeast Asia) also exemplify and contribute a unique body of practice, usage, norms, and customs articulated jointly by ASEAN members of the ‘Global South’ (middle-income countries such as Malaysia, the Philippines, Indonesia, Thailand, and Vietnam; low-income emerging economies such as Myanmar, Cambodia, and Laos) and ASEAN members of the ‘Global North’ (Singapore and Brunei Darussalam). The proven ability to produce consensus-based regional decisions in over fifty years to date—against a shared reality of inherent ideological, political, religious, economic, social, cultural, linguistic, and geographical diversities and deep pluralisms within ASEAN’s membership—sets ASEAN apart from other regional security organizations such as the European Union, the African Union, and the Organization of American States. While much can be critiqued in regard to ASEAN’s distinct approach to regional security, there is also much to learn from its relative success in containing intra-regional conflicts and steadily building and deepening cooperative regional resilience in economic, social, and political dimensions as Southeast Asia’s long-term strategy for international peace and security.
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chapter 53


The African Union

Security Governance under the African Peace and Security Architecture

Jerusha Asin Owino



A. Introduction: African (In)Security and the APSA


…Africa needs to be protected from external enemies and from internal deviants. There is a crying need in the continent for collective military self-reliance…

—Ali Mazrui, Philosopher, December 19791

…Nevertheless, the unfortunate truth is that Africa today is ill-prepared to adequately respond to current events, because the African Union still has to be made fit for purpose.

—President Paul Kagame, AU Chairperson, January 20172

It is no lie that a mix of armed conflicts, political turbulence, and turmoil has created unrelenting and in some cases irreparably destabilizing ‘crises of habitability’3 on the African continent. Granted, these are neither limited to Africa nor peculiar to the continent, but there is evidence that Africa disproportionately bears the global armed conflict burden.4 The number of conflicts which occur in Africa is above average, seemingly unaffected by annual fluctuations, which have been discernible ever since a reported upsurge in violence in 2014.5 From that point, in 2015, nearly one-third of all global conflicts took place in Africa,6 dipping to a quarter of all conflicts in 2016.7 In 2017, in addition to an increase in conflicts, the highest intensity conflicts were reported to be in sub-Saharan Africa, which surpassed the Middle East as the region most affected by wars with a total of nine full-scale wars.8 In 2018, formidable security crises confronted the African Union’s peace and security mechanisms, with differentiated manifestations in the Central African Republic (CAR), the Democratic Republic of Congo (DRC), Darfur in Sudan, Guinea Bissau, Libya, Mali and the Sahel, Somalia, South Sudan, and the Lake Chad Basin, with instability also being reported in Burundi and Madagascar.9 Perhaps nothing quite captures the magnitude of the human cost of insecurity in the same way that the deaths of ‘tens of thousands of young Africans at sea or their abandonment in the desert, in pursuit of a decent life for which they are prepared to risk everything, because they believe there is no hope at home’10 does.

These theatres of struggle and strife compel an interrogation of the security regime of AU mechanisms mandated to promote peace and stability under the AU: the African Peace and Security Architecture (APSA), established in 2003.11 The APSA finds legal, normative, and institutional expression through a conglomeration of declarations, treaties, protocols, and memoranda of understanding. These, however, belie the fact that alongside conventional security threats, conflict patterns and trends in Africa have not remained static from 2002 but have metastasized owing to the socio-economic and political dynamics in different African countries.12 For instance, the maelstrom in DRC in August 2018—when the tenth outbreak of the Ebola epidemic hit in the midst of conflict—reveals the emergence of multifaceted security threats13 with devastating impact. This particular outbreak is the world’s first such intrusion of a lethal virus entering an active battle zone,14 a fact which exacerbated its spread.15 In the first instance, armed rebel militia took advantage of the outbreak to increase the frequency and intensity of their attacks in the north-eastern city of Beni, the epicentre of the pandemic.16 The treacherous security situation compelled responders to place intervention measures on lockdown. But while they were on lockdown, Ebola was not.17 Secondly, areas occupied by rebels, as the government does not control the entirety of its territory, and therefore designated by the World Health Organization as red zones, were out of reach to the relief agencies. The pervasive conflict situation enabled pockets of mistrust and resistance to the intervention measures based on fears of the government being involved in a conspiracy to spread the virus.18 These multiple crises were further compounded by mass displacement and a humanitarian contingency in North Kivu involving refugees, all happening in the midst of long-delayed and eventually disputed elections.19 On 25 June 2020, the government of the DRC announced that the tenth outbreak of Ebola,20 which had been declared in 2018,21 was officially over.

The situation in the DRC segues to a secondary contextual consideration, which is that the problem of security in Africa is local, regional, and global and should be approached as such, a statement as true in 2018 as it was in 1981.22 While the APSA was crafted under the auspices of the AU, neither the AU nor its regional and international interlocutors in security governance are under any illusion that African (in)security can be addressed independently.23 As a normative, operational, and pragmatic imperative, the APSA functions as an interlocking and hybrid system of security governance,24 in which multiple regional, continental and global actors are integrated in order to leverage their different capacities in managing conflicts.25 Accordingly, the APSA is analysed within this contribution as a security regime complex.26

Last, the development of the APSA has been improvisational and reactive, with the AU having to respond to crises before full maturation of the APSA components.27 To accommodate these situational exigencies, some APSA components have developed in unexpected ways. For instance, the doctrine for the African Standby Force (ASF), was formulated between 2003 to 2008 when the AU was still a neophyte in conducting peace operations28 and was predicated on conflict trends prevailing before the year 2000. Subsequent field experience has shown that this model is vastly unsuited to confront the threat matrix posed by terrorism, violent extremism, and security environments where offensive combat is necessary to stabilize crises.29 While the capacity of the AU and that of its regional organizations and mechanisms has expanded to mount stabilization and counter-terrorism measures either as peace support operations or as part of AU-mandated ‘coalitions of the willing’, none of these operations have effectuated the ASF doctrine, which is unlikely to ever be deployed as designed.30 The ASF doctrine has been eclipsed by the specific conduct of peace support operations within the APSA.31 This has borne significant comparative advantages within the global peace and security framework, enabling a nascent trend where either regionally led and composed forces are used to augment UN peacekeeping forces, such as was the case with the SADC (Southern African Development Community) Force Intervention Brigade in the DRC, or conversely where UN peacekeeping or dedicated support missions are used to support regional forces, as has happened in Somalia and the Sahel region with the AU Mission in Somalia and the G5 Sahel Force respectively.32

Keeping this analytical framework in mind, this contribution proceeds from the premise that in its designation as an instrument for the provision of regional security goods, the APSA is a conduit for global security governance. Its nesting organization, the AU, is accordingly a strategic partner in the global security architecture.33 However, in charting the progression of the APSA, it would be disingenuous to overlook the contemporary realities belaboured at the outset, which have been known to all stakeholders at all material times. Indeed, there appears to be ongoing momentum for institutional reforms at the AU, where there is acknowledgement that the AU ‘is a dysfunctional organisation in which Member States see limited value, global partners find little credibility and…citizens have no trust’.34 Moreover, the AU faces an existential crisis with regard to funding, especially given that as recently as 2016, 98 per cent of its peace and security expenditure is funded by international partners.35 This chapter explores the relationship between the unfurling of the APSA institutions, on the one hand, and Africa’s contemporary security challenges, on the other.

To that end, following this introduction, Section B outlines the historical background of the APSA. Thereafter, the chapter unpacks the dense network of partnerships that operate within the APSA (Section C), while Section D charts the institutional development of the pillars on which the APSA rests. In a similar fashion to African cultural tradition, proverbs are employed as thematic guideposts to link the narrative and support the conclusions posited in the fifth and final section of this contribution.


B. The Backstory to African Solidarity in Strife


If you know the beginning well, the end will not trouble you

—African proverb

Africa’s struggles with peace and security did not begin in the recent past. All continental institutions established as a collective response reveal the security preoccupations marking distinct epochs in Pan-African life. The Organisation of African Unity (OAU) was birthed in 1963 to fight colonialism and to promote unity and solidarity amongst African States.36 It is important to note that the OAU was established as a compromise formula between different factions of States split along two rivalling ideologies on African unity and integration.37 The first group had a strong proclivity for a supranational institution. The second group did not wish to sacrifice individual sovereignty at the altar of African unity. Ultimately, national sovereignty won the day and the OAU was established on the basis of voluntary political and economic cooperation.38

Notwithstanding their views on regional integration, all OAU Member States were presumed to be committed to Pan-African solidarity.39 Solidarity is a communal struggle for social, economic, and political equality and freedom for all persons of African descent.40 The conception of solidarity under the OAU signalled public tolerance and support amongst African leaders that would brook no digressions once a broad continental consensus had been established.41

Because the underlying principles of the OAU were inter-State harmony and solidarity, there were no provisions in the Charter to monitor compliance. This was a profound mistake, which later manifested itself in the unwillingness of members to submit their own disputes to the OAU.42 In fact, the OAU Commission, tasked with reconciliation of disputes, had to remonstrate with members to solve potential and actual conflicts.43 OAU attempts at conflict prevention and management ended badly.44

In 1993, the OAU established a mechanism to anticipate and prevent conflicts, an institutional precursor of the APSA.45 It was however ineffectual and powerless.46 The genocide in Rwanda in 1994 marked a particularly gruesome watershed in the legacy of the OAU’s non-interference policy47 and underscored its inability to meaningfully intervene in a ‘preventable genocide’,48 encumbered by outdated normative frameworks, institutional structures, and operational techniques49 amidst the ‘permissive culture of indifference’.50

With the OAU in terminal decline, and a fresh set of socio-economic, political, and security challenges facing African countries close to the turn of the twentieth century, the Heads of State and Government decided to replace the OAU with the AU in 1999.51 The transformation began in 1999 and culminated with the Durban Summit of 2002 which inaugurated the AU.


C. The Anatomy of the APSA: Partnerships


Umoja ni nguvu, utengano ni udhaifu (Unity is strength, division is weakness)

—Kiswahili Proverb

By definition, a security regime complex references a macro system52 of at least three regimes whose activities are aligned to achieve common goals in the domain of managing security. Within the macro system, there are overlapping memberships in terms of the distinct regimes and all the substantive, normative, and operative interactions generated within the system are potentially problematic.53 The APSA is itself the macro system in which the integrated and interdependent interactions of different actors (themselves comprising security regimes) converge and diverge in relation to their activities in managing African security.

The security regime complex enables an accurate depiction of the hybrid partnerships within the APSA and the division of work in practice. While the provisions of Chapter VIII of the UN Charter dictate a hierarchical relationship between the UN and the AU in much the same way that the PSC Protocol mandates a hierarchical relationship between the AU and the Regional Economic Communities (RECs),54 the operational reality is different. Each actor has capacities which, depending on the circumstances, are leveraged as comparative advantages within the regime complex to respond to crises. This explains why the AU deployed military personnel to stabilize volatile crises in Somalia, the CAR, and Mali, and after a degree of stability and security was attained, the UN took over from the AU operations.55 What the AU lacks in terms of the full multidimensional peacekeeping ability of the UN, it makes up for56 in mobilizing political will and personnel, and what the UN lacks as a first responder it makes up for in terms of providing legitimacy, funding, logistical support to AU operations and, where possible, eventual takeover.57

There are three main APSA partnerships: that between the AU and the RECs, that between the AU and the EU (which has financially underwritten AU peace operations within the framework of the joint AU–EU partnership to support peace and security in Africa), and the third partnership between the AU and the UN.58 Additionally, the AU has leveraged bilateral relationships with States and entities like NATO, China, Russia, Japan, Turkey, and India.59 In certain cases, they do not directly interact with the APSA but opt to buttress the individual capacity of Member States.60

The regime complex does not dissolve the individual character of the actors within it. For this reason, the relationships within the APSA do not function within strict hierarchies,61 as borne by the loosely structured agreements concluded between the AU and the EU62 and the AU and the UN63 on their collaborative partnerships in peace and security. While the interaction between the AU and the UN appears more structured with the 2010 establishment of the UN Office to the African Union (UNOA), the increasing joint and consultative meetings between the UN Security Council (UNSC) and the AU Peace and Security Council (PSC) have so far been informal desk to desk meetings.64 The loose structure of the APSA allows convergence of the sub-regional, regional, and international levels as happened in the case of the SADC Force Intervention Brigade deployed to enhance the UN Stabilization Mission to the DRC (MONUSCO) in 2013. Operating as an example of positive regime convergence, the Force Intervention Brigade was deployed with the mandate to use offensive force to contain the M-23 rebel group with the support of the DRC, the African troop contributing countries from the RECs involved, and the AU, with the authority to use force being provided by the UNSC.65 The loose structure of the APSA also allows regime actors to interact spontaneously in response to particular issues, such as the AU–EU–UN Taskforce created in November 2017 to address the migrant crisis in Libya.

The conundrum of loose structures and the absence of strict hierarchical relationships within the regime complex has predictably occasioned divergence and dissonant behaviour, as witnessed in the fallout between the AU PSC and the UNSC in 2011 over the management of the Libyan crisis and in 2016 between the AU and the EU over the EU’s payments to troops in the AU mission in Somalia.66

In the same vein, the relationship between the AU and the RECs as the nucleus of the regime complex has been particularly fraught. This is because the overlapping memberships within the RECs, all of which have different historic and geographical antecedents in addressing peace and security, compounded by different interregional political dynamics,67 complicates the operation of the operative principles of subsidiarity, complementarity, and comparative advantage in the 2008 AU–REC–RM MOU (African Union–Regional Economic Communities–Regional Mechanisms Memorandum of Understanding).68

While none of these concepts have been delineated in the MOU, subsidiarity would suggest that tasks should be handled at the lowest level at which results can be attained,69 which implies that the AU relies on the RECs as first responders.70 This is not as straightforward as it appears. In the 2015 Burundi crisis, the East African Community (EAC) (which was seized of the crisis) led a half-hearted mediation effort, with the AU in bystander mode unable to insert itself into the mediation.71

Where the REC is competent and marching in lock step with the AU PSC, successful outcomes have followed as, for example, with the crisis that followed the contested Gambian presidential elections in December 2016. In that case, the PSC endorsed the resolve of Economic Community of West African States (ECOWAS) to enforce the election results,72 specifically the decision ‘to use all necessary means’—parlance for ‘use of force’.73 By employing a combination of tactical, diplomatic, and military tools at the REC, AU, and UN levels, the crisis was successfully averted.74

However, subsidiarity cannot have a monolithic application, especially in a context where, within the five AU regions, there are also eight RECs recognized by the AU.75 This means that at any one point, there could be multiple RECs acting on the same security crises.76 In the Malian crisis in 2012, Algeria and Mauritania, key non-ECOWAS neighbours, opposed the ECOWAS peace operation.77 Mali’s position at the crossroads of the Western, Northern, and Central AU regions and the deployment of units belonging to two different RECs presented acute coordination challenges.78 Coupled with the fact that there were divisions within ECOWAS States, the AU stepped in to deploy a peace operation, the African-led International Support Mission in Mali (AFISMA), which was later re-hatted to become the UN-led MINUSMA (The United Nations Multidimensional Integrated Stabilization Mission in Mali).79 In another instance, after a coup d’état in Burkina Faso in 2015, ECOWAS and the AU PSC had different views on how to manage the crisis, with ECOWAS insisting on its pre-eminence under the subsidiarity principle to manage conflict in West Africa.80 As it emerged, four members of the AU PSC, who were also members of ECOWAS, took contradictory decisions, first as members of the PSC and thereafter as ECOWAS members, highlighting the overlapping memberships within the security regime,81 and the potential incompatibility where some RECs consider that their activities in the field of peace and security predate both the APSA and the AU. These examples illustrate the incongruity of a singular model of subsidiarity82 amongst the different RECs and RMs as regime actors within the APSA whose regional dynamics can and do curtail the operation of subsidiarity, and are a concrete subject for AU reform.83


D. Institutional Interventions under the APSA



To loma oki jelo

—Bamongo Proverb

(Night comes on and we rest, thinking that we have reached land. But during the night, a storm bursts upon us and then we discover that we are on a sandbank)

The PSC is the bulwark of the APSA. Its leadership role applies at all stages of the conflict cycle and it is mandated to not only anticipate and prevent conflicts, but to also manage and resolve them.84 In discharging this ambitious mandate, the PSC is supported by the AU Commission (AUC), a Panel of the Wise (POW), a Continental Early Warning System (CEWS), the African Standby Force (ASF), the African Peace Fund (APF),85 the Military Staff Committee,86 and the RECs.87 The institutional pillars of the APSA are the CEWS, the POW, the ASF, and the APF, whose operation is designed to be sequential in terms of conflict prevention, management, and resolution.88 As a fifteen-member-strong entity elected by the Executive Council, the PSC convenes in Addis Ababa at three levels, that of the Permanent Representatives (Ambassadors), the Ministers, and the Heads of State and Government,89 and makes decisions either by consensus or simple majority.90 Structures corresponding to the PSC have been established at the REC level, a robust example being the ECOWAS Mediation and Security Council and similar initiatives at COMESA and CEN-SAD.91

One of the most severe challenges the PSC has faced since its inception in 2003 is its abortive attempt to coercively deploy a protection force in Burundi in the midst of the political crisis in 2015. In December 2015, the PSC, meeting as permanent representatives, invoked 4(h) of the AU Constitutive Act92 and authorized the deployment of a mission (MAPROBU) to prevent deterioration of security in Burundi.93 The demarche demanded that Burundi consent to MAPROBU’s deployment within ninety-six hours or the PSC would recommend that the AU Assembly deploy MAPROBU by force. Unsurprisingly, Bujumbura baulked, PSC resolve cracked, and it was forced to fall back with an equally unprecedented decision to rescind the deployment order in January 2016 by a PSC meeting at the level of heads of States.94 While other dynamics contributed to the derailment, this episode was disastrous for the PSC.95 Its working processes revealed flaws and divisions within it, in addition to being understaffed and unable to develop the statecraft needed within it and the wider AU to ensure successful deployment.96 And while the AUC worked hand in hand with the PSC, there was marginal, if any, interaction with other elements of the APSA, and the AUC is considered to have overreached itself.97 Even though the threat of military intervention was made after violence in Bujumbura intensified, in the absence of any strategic planning or concept of operations or commitment from troop countries,98 it amounted to a risky gamble to compel Bujumbura to negotiate.99 It is uncertain whether this gamble paid off because in 2016, the violence between armed groups tapered off, while civilian targeting scaled up.100 Even worse for the PSC, it was reported at the time that this debacle made it lose impetus and take a backseat in managing crises in favour of regional initiatives.101

This study now proceeds to assess the APSA pillars by reference to the interventions made under early warning systems, diplomacy, mediation, and peace support operations.


1. Early Warning under the Continental Early Warning System


As the early warning component of the APSA, the CEWS provides data for decision makers on crises that are likely to degenerate into full blown conflicts and corresponding policy options.102 The CEWS operates at the AU level with equivalent early warning systems (EWSs) at IGAD, ECOWAS, COMESA, EAC and ECCAS. The SADC EWS is based on intelligence reports.103 ECOWARN and CEWARN are the most advanced EWSs which observe a wide spectrum of conflicts.104 The reports issued under the CEWS generate data which is aggregated and analysed and then transmitted to the AUC Commissioner for Peace and Security, who then briefs the PSC.105

The CEWS has however not been integrated with other pillars of the APSA to enable the anticipated early response by relevant decision makers.106 Reportedly, CEWS staff provided early warning reports on the Mali and Guinea Bissau crises in 2012 but the PSC decided not to take any preventive action.107 In the widely publicized case of the aborted deployment of MAPROBU in Burundi, interlocutors considered that the AU lacked credible situational analysis,108 which explains why the decision to abort the deployment was made partly on grounds of lack of sufficient data and analysis necessary to support the deployment.109 Prima facie, that means that at the political level, military intervention was authorized without the hard data and situation reports that the CEWS was designed to provide.


2. Diplomatic Interventions: The Panel of the Wise


The Panel supports the PSC and the AUC Chairperson in conflict prevention through preventive diplomacy110 but is not formally integrated into AU mediation structures. The Panel is aimed at combining the expertise of African personalities who have contributed to the continental cause of peace and development from each of the five AU regions to engage in preventive diplomacy.111

The Panel’s thematic focus has centred on election processes.112 While the RECS have developed corresponding structures at the regional level,113 in 2013, the AU and the RECs established a Pan-African Network of the Wise (Panwise) to aggregate their joint activities under a single entity.114 In March 2017, the PSC established the Network of African Women for Conflict Prevention and Mediation (Femwise-Africa) within the APSA as a subsidiary mechanism of the AU Panel of the Wise and Panwise,115 as a means of gender mainstreaming whose operationalization is incomplete.116

That notwithstanding, Panwise is being operationalized at a glacial pace and there appears to be minimal interaction between the AU Panel, the PSC, and the AU Chairperson.117 In 2018, the AU Panel decried gaps in its integration with the CEWS which would have otherwise enhanced its work118 and allowed for the early deployment of the Panels before the escalation of conflict, highlighting gaps in integration as intended in the PSC Protocol.


3. Mediation at the African Union and the Regional Economic Communities


The AUC Chairperson has traditionally deployed a medley of special envoys and high-level representatives comprising political heavyweights (predominantly male) to lead AU mediation teams.119 In a bid to structure mediation as more of a technical exercise, in 2016, the AU established the Mediation Support Unit (MSU) to provide material and logistical capacity and expertise.120 Even though the MSU is situated in the Peace and Security Department (PSD), there is ongoing debate on how to make it accessible to the entire AU, as mediation has both pre- and post-conflict elements.121

The mediation capacity at the RECs appears to be stronger in certain regions than others122 based on comparative advantage. ECOWAS, with the support of the AU, deployed robust mediation interventions following the Algiers peace deal regarding Mali and in its much-vaunted response to the crises in Gambia and Guinea Bissau.123 Mediation interventions by other RECs have varying outcomes contingent on conflict dynamics. In that regard, the protracted mediation by IGAD and partners in the South Sudan conflict should be noted. Seized of the conflict since December 2013, IGAD was perceived to have significant comparative advantage because its frontline States had rapport with the parties and strategic interest in stability in South Sudan.124 However, this mediation has been precarious because the warring parties lack any desire for peace125 and have only been compelled to mediate by the double-barrelled threat of AU and UN sanctions. As a result, despite a 2015 peace agreement to resolve the conflict, its subsequent breakdown in 2016 and consequent revitalization in 2018, the peace process has neither staunched the violence, nor resolved the root causes of conflict, and has endured numerous setbacks in communication and consensus between the parties.126 The situation has not been helped by the widespread perception that the interests of IGAD Member States have compromised IGAD’s impartiality.127 To compensate, the mediation format was expanded to include non-IGAD States, namely five AU Member States, the UN, the Troika, the EU, and China as official IGAD Plus128 partners, in many ways recalling the security regime complex. That there is no better alternative to resolving the South Sudanese conflict, other than mediation in an environment where mediation is deeply misaligned, speaks to the complexity of managing conflicts in Africa.129


4. Peace Support Operations under the African Standby Force


Ordinarily, standby denotes all systems go,130 in the sense of pre-identified, trained, and verified military units in barracks awaiting deployment.131 Rapid deployment capability on the other hand refers to units that are on standby readiness and can deploy within 14 days.132

As the peace operations and intervention instrument of the APSA, the ASF comprises multidimensional brigades of military, police, and civilian contingents from each of the AU’s five regions that are on standby in their respective regions of origin and pledge availability to be called up by the AU for deployment in six pre-identified scenarios.133 The development of these brigades was left to three RECs: ECOWAS, SADC, ECCAS,134 and two regional mechanisms, the East African Standby Force (EASF) and the North African Regional Capability (NARC) Standby Forces because East Africa had multiple RECs and North Africa lacks an operational REC.

The ASF standby readiness model was adapted from the UN Standby High-Readiness Brigade initiative and the EU Battle Group concept. The operation of the standby readiness concept within the ASF, similar to its antecedents at the UN and the EU, has faltered.135 This is due to three factors. First, the AU has had to respond to conflict before the ASF was fully operationalized.136 Secondly, the AU has had to deploy stabilization and counter-terrorism measures involving offensive combat operations to match a volatile security environment.137 And, thirdly, AU Member States have been reluctant to deploy their military capacities in high-risk combat operations as part of ASF regional standby arrangements without corresponding strategic interests.138

The operationalization of the ASF has been quite onerous. Following the 2012 coup in Mali, terrorist and criminal armed groups launched offensives which led to the establishment of the African-led AFISMA mission, with UNSC authorization from December 2012. However, logistical and financial constraints and lack of genuine operational capacity delayed AFISMA’s deployment while rebels steadily advanced on Bamako.139 Mali called on France to intervene and restore State authority in an operation that should have been undertaken by African troops under the APSA.140 The subsequent French intervention challenged the operationalization of the ASF, and possibly sounded the death knell for the original ASF concept. In May 2013, as a stopgap measure pending ASF operationalization, the African Capacity for Immediate Response to Crises was established to provide the AU with a Rapid deployment capability. Unlike the ASF, the African Capacity for Immediate Response to Crises is flexible, bypasses the RECs and RMs by its centralization within the AU PSC, is funded by individual Member States, is not premised on traditional peacekeeping concepts, and has a wider range of deployment scenarios.141

While full ASF operationalization was to have been achieved by 31 December 2015, in the Burundi crisis in 2015, the EASF which would have deployed troops as part of MAPROBU to Burundi was not ready142 and, if actually deployed, would have relied on out-of-region troops to generate required numbers.143 In 2017, the ASF was reported to have attained full operational capacity, which has been interpreted as a political decision,144 rather than an objective conclusion based on the findings of the AU team validating the ASF.

Even before the ASF achieved operational capacity, the African Capacity for Immediate Response to Crises (ACIRC) was established to provide the Rapid deployment capability of the ASF with subsequent compensatory measures being ordered to streamline the ASF with the ACIRC. In terms of AU-authorized coalitions, coalitions of countries affected by a crisis with transnational implications for each of the States concerned are mandated by the AU to address the specific threats.145 These coalitions have developed around heightened security threats like terrorism and include the Multinational Joint Task Force dealing with Boko Haram, the Mali G5 Sahel Force to combat drug trafficking, and the LRA-Regional Task Force to deal with the LRA (Lord’s Resistance Army).146 While these represent flexible responses to new security threats, they subtly but deliberately undermine the APSA by lying outside it and are neither led by the AU nor an REC despite being endorsed by the AU.147

In addition, in all AU stabilization operations in the CAR, Mali, and Somalia, the stabilization missions have not received the requisite logistical support, which hindered their ability to effectively deliver on their stabilization mandate, with AMISOM serving as a prime example in this regard.148 Even then, in conducting no less than eight African-led peace operations as at 2016, it is indisputable that the AU and the RECs have proven an enhanced capacity and competence to conduct peace support operations.


5. Financing the African Peace and Security Architecture under the African Union Peace Fund


The APF is a carryover instrument from the OAU and was to all extents and purposes moribund until the AU Assembly pledged in 2015 to fund 25 per cent of the AU peace and security budget by 2020.149 Ninety-eight per cent of the peace and security expenditure of the AU is met by donors, compromising not only the AU’s freedom of action but also ownership of its peace and security agenda.150 This financial dependency has fostered powerlessness in the face of major security crises, most notably the 2011 crisis in Libya during which the AU’s roadmap for a negotiated exit for Muammar Gaddafi was sidelined by international partners.151 The shackling of the operation of the APSA to donor imperatives has led to ‘strategic drift’ from a holistic approach to continental security.152 In July 2016, the AU Assembly decided to introduce a 0.2 per cent universal levy on goods imported to Africa to finance its peace and security operations, which levy was projected to generate $400 million by 2020.153 As at December 2018, US$60 million had reportedly been collected in the Peace Fund, so it appears that the financial ‘emancipation’ of African security154 is still pending.


E. Conclusion


Bí a kò bá tí ì lè kọ́lé, àgọ̣́ là ńpa (If one is yet unable to build a house, one makes a tent)

—Yoruba Proverb

The Pan-African security apparatus predicted by Ali Mazrui came to pass. It is presently embodied in the APSA as a powerful security regime complex which, as any number of APSA impact assessment reports reveal, is an indispensable and effective mechanism in addressing conflict.

However, to tap from Mazrui’s philosophical vein, the APSA partly mirrors the past, present, and potential future of the large and fragmented continent it was designed for. That mirror equally reflects reality and its distortion as a paradox.155 As a result, framing the APSA as a transformative mechanism with the AU reflects this paradox. While the APSA presupposes a strong supranational institution able to override the individual interests of Member States in the service of a regional good, it is structurally nested within an organization that is anything but supranational. The predilection for consensus as the basis for collective decision-making has consistently subordinated continental security imperatives to national interest, a flagrant example of which includes the lack of a sustainable financial framework for peace and security operations.

In addition, while APSA functions as a security regime complex whose interlocking actors at the local, regional, and international level have leveraged their respective competencies in the interests of managing conflict, in the absence of deliberate coordination, the overlapping relationships within the regime complex itself have severally complicated responses to crisis. The partnerships within the regime complex have also created a situation where donor dependency has led to the AU strategically drifting from its own peace and security agenda.

Within the APSA itself, there is ample evidence that the interaction between the respective mechanisms has not always been successful, even though the APSA relies on their interactive harmony.

Against the foregoing factors, the nature of African conflict has not remained static, with the need arising for the AU to respond to an evolving threat matrix. As a result, the development of aspects of the APSA such as the ASF has been eclipsed by events on the ground. In addition, the case of the ad hoc AU-authorized coalitions like the ACIRC, the Multinational Joint Task Force, the Mali-G5 Sahel Force, and the LRA-Regional Task Force, all of which have been established outside the APSA framework, point to non-linear expansion of the APSA. The constant push and pull within and outside APSA creates tremendous tension. It therefore does not constitute the ultimate representation of a collective security apparatus, but a steady work in progress.
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Introduction

Although as originally envisaged, the Community was not set up as a ‘security institution’, the European Union (EU) has always been a ‘security policy project’.1 That dimension of European integration is usually seen in a positive light. Security is here synonymous with peace: the EU is often understood as a ‘peace project’, which put an end to the violence of the European continent, a model that it has endeavoured, and should continue too, to export beyond its borders.2 As the EU developed to encompass explicit competences in the fields traditionally associated with security, including defence, this framing of the European project has continued to play a formative role in understandings of the EU as a security actor by the EU itself3 and third parties alike. European integration and enlargement is often presented as the EU’s greatest contribution to global peace and security,4 while the end of the Cold War and the 9/11 attacks are taken to have triggered a more explicit acknowledgement on the part of the EU of its responsibility in the management of global insecurities.5

But the EU as a security project has also had more negative connotations. From this perspective, the process of European integration was primarily designed to rescue the nation-State,6 appease social conflict, manage the geopolitical antagonism between major powers both within Europe (Germany and France) and in the bloc’s relationship to other centres of power, as well as being a bulwark against communism. Within political science and international relations, ambivalence about the character of European integration has shaped debates about the EU’s international actorness,7 where descriptions of the EU as an imperial power8 or empire,9 came to stand alongside hegemonic understandings of the EU as a civilian, normative,10 or soft power.11 These perspectives suggest that the EU not only operates as a power bloc that is implicated in geopolitical competition and rivalries, but that the character of its project of peace diffusion and security provision requires, at the very least, further exploration.

Ambivalence regarding the EU’s role as a ‘security project’ cannot be divorced from ambivalence for the wider global security order, which lies beyond the scope of this chapter.12 Nonetheless, the notion of ambivalence provides a productive frame through which to approach the EU’s relationship and contribution to the international law of global security,13 for at least three reasons.

First, that relationship oscillates between symbiosis and friction. On the one hand, the EU has been gradually integrated into the global security architecture. In that context, EU law often reflects and internalizes developments at the global level, as well as shapes and develops the international legal regime. On the other hand, the EU, as a power bloc and ‘autonomous’ legal community, also provides a source of conflict with, disassociation from, or destabilization of, global security arrangements. This may be as a result of unilateral action but also due to normative and ideological differences and priorities. We can call this ‘structural ambivalence’.

Secondly, the interaction between EU law and global security law, as well as the substantive contribution of the EU to the law of global security, produces mixed results.

Both osmosis and friction have occasionally advanced the law of international security in productive directions. Yet, the EU has also played a role both in normalizing and internationalizing controversial security practices. We can call this dimension ‘substantive ambivalence’.

Finally, the ambivalence of the EU as a ‘global security provider’ has also explanatory value when it comes to contemporary developments and challenges. The ongoing crisis of the European project, as well as the broader crisis of the global liberal order, have profound implications for the law of global security. But if they tend to suggest a moment of rupture, the concept of ambivalence also brings into focus the continuities between the present conjuncture and the EU’s longer-term relationship and contribution to the law of global security. In that sense, it highlights how the contemporary moment accentuates the contradictions of the EU’s role, rather than fundamentally reshapes it.

Section B uses the notion of ‘ambivalence’ as an organizing concept to explore the legal framework that is most relevant to the EU’s relationship and contribution to the law of global security. Section C then moves on to contemporary challenges and developments. Although the issues raised are by necessity selective rather than exhaustive, this section identifies two key trends that emerge from the EU’s response to the increased ‘questioning’ of the European project and the global liberal order more generally, and that cut across several aspects of global security.


B. Legal Framework



1. EU External Security Law


Today, the core pillar of the EU’s security law through which its contribution to the international law of global security is articulated and mediated is the Common Foreign and Security Policy (CFSP). The CFSP is defined in broad terms, covering ‘all areas of foreign policy and all questions relating to the Union’s security including the progressive framing of a common defence policy that might lead to a common defence’.14 The latter provides the Union with ‘operational capacity drawing on civilian and military assets’15 in fulfilment of an expanded version of the so-called ‘Petersberg tasks’,16 namely ‘joint disarmament operations, humanitarian and rescue tasks, military advice and assistance tasks, conflict prevention and peace-keeping tasks, tasks of combat forces in crisis management, including peace-making and post-conflict stabilization’.17 Since the entry into force of the Treaty of Lisbon, these tasks may also contribute to the fight against terrorism, which can be seen as an expression of the militarization of certain forms of criminal activity.18

Originally developed outside the structures of the EC Treaty under the name ‘European Political Cooperation’, the CFSP was gradually, although never fully, incorporated into ‘mainstream’ EU law. For many, this partial assimilation continues to be a major obstacle to the effectiveness and coherence of the EU as an international security actor. The CFSP remains subject to special rules and procedures, which are located in the Treaty on the European Union (TEU), as opposed to the Treaty on the Functioning of the European Union (TFEU). This includes a relatively limited role for the Court of Justice of the European Union (CJEU), an institution that has played a crucial role not only in the process of European integration, but also in the mediation between EU law and international law.19

Partly because of expanding notions of security at the global level and the Union’s own perception of threats to its security, the EU’s role in global security in reality reaches far beyond the CFSP. Legally, this is reflected and operationalized in two ways: first, in the increased blurring of internal and external security, which are seen as ‘indissolubly linked’.20 This has resulted in a growing externalization21 of the provisions on the so-called ‘area of freedom security and justice’ (AFSJ).22 Notwithstanding the EU’s lack of express external competence in most fields pertaining to the AFSJ, over the years matters of internal security have been taken to require external action, as a necessary complement to internal initiatives.23 This includes cooperation in tackling various forms of cross-border crime, from drug trafficking to corruption, in relation to which the EU has concluded multiple treaties.24 The internal–external security nexus has also resulted in the increased mobilization of CFSP initiatives and Common Security and Defence Policy (CSDP) missions to pursue objectives traditionally attached to the construct of an area of freedom, security, and justice, such as the consolidation of the rule of law and reinforcement of the security sector in third countries.25

Second, there is an increased blurring between security and development and growing securitization of economic aspects of the EU’s external relations. Since the Treaty of Lisbon, the EU has also had an express competence in the field of development cooperation,26 which allows it to adopt legislative measures and conclude international agreements, with a view to eradicating poverty, in line with the wider objective of fostering sustainable development of developing countries and their integration into the world economy.27 In 2003, the first European Security Strategy drew a direct connection between security and development,28 a vision that was fleshed out in the EU 2005 Consensus on Development and more recently in the 2016 Renewed Consensus on Development, on the basis that security is an essential pre-condition for development. Today, development policies are considered key components of the EU’s conflict prevention and peacebuilding strategy29 and are supported by a range of financial instruments.30 Clauses on security matters, moreover, from counter-terrorism to non-proliferation, are now routinely included in development treaties.31 Such longer-term initiatives are typically viewed as a complement to the ‘short-term’ crisis management or stabilization outlook of the CFSP,32 with a particular focus on State-building and the promotion of good governance.

The interconnections between these different aspects of the EU’s security law were deepened by the Treaty of Lisbon. The Treaty for the first time provides a unified list of objectives for the EU’s external relations as a whole,33 although it should be said that this commonality of objectives did not necessarily require or imply the securitization of other aspects of the EU’s external action, which is part of a longer-term trend. This contrasts with the position prior to 2009 where the objectives of the CFSP, the external dimension of internal security, and the security element of development cooperation were scattered across the three pillars that constituted the EU. Institutional links, too, have been enhanced through the creation of the High Representative for Foreign Affairs34 and the European Union External Action Service,35 while the Union has been expressly endowed with legal personality36 and treaty-making powers.37 This constellation is typically seen as both the greatest strength and weakness of the EU as a global security actor, creating opportunities to tackle various dimensions of security and mobilize a variety of instruments,38 but raising issues of coordination and coherence.39


2. Convergence and Integration: EU Security Law as Global Security Law


International law, and particularly the UN Charter, has come to occupy a prominent position in this constellation. EU primary law displays a commitment to the substantive law of global security. Numerous provisions require compliance with international norms. External policies and actions designed to ‘preserve peace, prevent conflicts and strengthen international security’,40 for example, are to be conducted in accordance with relevant principles of international law, while the new obligation of aid and assistance in the event of an armed aggression on one of the Member States is to be discharged in full compliance with Article 51 of the UN Charter on the right to self-defence.41 The observance, development, and promotion of international law also all constitute key Union objectives, particularly in the context of its external action,42 and form part of the Union’s broader aim of advancing peace and security worldwide.43 Economic sanctions, for example, are often adopted to enforce norms of international law, including international human rights law.44

EU external relations law also reflects a commitment to the structures of global security governance. The Treaties task EU institutions with building links with other international organizations and third countries, as part of the wider objective of its external action to support an ‘international system based on stronger multilateral cooperation and good global governance’.45 In that context, the EU is required to pursue multilateral solutions to ‘common problems’ within the framework of the UN and respect the obligations of those Member States who are part of NATO.46

This dual commitment mirrors the EU’s vision of the international, indeed global,47 order, first fleshed out in its 2003 Security Strategy, as (a) a multilateral and distinctively rules-based order, (b) founded on shared universal rules and values, (c) at the apex of which stands the UN, which bears primary responsibility for peace and security, and (d) in which regional initiatives strengthen and complement, rather than undermine, the global regime, including by upholding and developing international law.

The vision that emerges from EU primary law and policy finds various concrete manifestations. The substantive law of global security has been furthered not only through the EU’s formal participation in relevant international treaties or initiatives, such as the Kimberley process, but also through the evolution of EU law and practice to reflect developments in the international law of global security. The inter-connections between internal and external security, as well as the development–security nexus48 are manifestations of this trend. They map onto the post-Cold War move away from negative conceptions of peace focused on military threats, as well as State-centred approaches to security focused on territorial integrity. The embrace of this ‘comprehensive’ approach to security was articulated most clearly in the EU’s first Security Strategy, which identified five key threats to global and European security: terrorism, the proliferation of weapons of mass destruction, regional conflicts, State failure, and organized crime. Cybersecurity, climate change, and border security were added in the 2008 Implementation Report, which also includes a more elaborate discussion of energy security, a concern that has become more vivid in recent years.

Other practices, concepts, or doctrines of international law have been internalized by the EU, even if their precise meaning or content has evolved in different directions.49 This includes the notion of ‘human security’ that first emerged in the development context in the early 1990s and has begun not only to appear in EU policy documents,50 but also to shape academic debate about EU security law and practice.51 It includes the (infamous) responsibility to protect52 doctrine and the shift to a notion of sovereignty as responsibility. The 2008 Implementation Report, for example, emphasized the responsibility of governments for the consequences of their actions and their shared responsibility to protect populations from genocide, war crimes, ethnic cleansing, and crimes against humanity,53 in line with the 2005 World Summit Outcome Document.54 In many areas, EU practice has developed in line with international praxis. Most of the EU’s restrictive measures are so-called ‘smart’ sanctions, targeting specific individuals, entities, and sectors, rather than applying to the population indiscriminately.55 The classic ‘Petersberg tasks’ were expanded to cover conflict prevention and post-conflict stabilization,56 reflecting similar developments in the system of collective security.

At the institutional level, too, there are multiple signs of the EU’s gradual integration into the global security architecture. While the EU is not a member of the UN, for example, the EU’s relationship with the UN has become increasingly formalized, even though the character and degree of formalization has taken different forms. That relationship can also be ad hoc. Notwithstanding ambiguities about the EU’s characterization as a ‘regional organization’ within the meaning of Chapter VIII of the UN Charter, the UNSC has on a number of occasions either welcomed or authorized EU military and civilian missions.57 One example is EUFOR RD Congo, which was deployed between April and November 2006 to support UN peacekeeping efforts in the region during the 2006 elections.58 Another is Operation Artemis, the first to have been authorized under Chapter VII UN Charter.59 A number of missions, moreover, from the EU Police Mission in Bosnia and Herzegovina60 to the European Union Rule of Law Mission (EULEX) in Kosovo, followed in the footsteps of the UN.

But measures to enhance the UN–EU ‘partnership’ can also take a longer-term outlook, such as the Joint Declaration on Crisis Management concluded by both organizations in 2003,61 the EU delegation to the UN, or the ‘upgrading’ of the EU to observer status at the UN General Assembly (UNGA) in 2011.62 In some areas, finally, the EU acts as the de facto medium through which all relevant UN Resolutions are implemented and operationalized. This includes all UN sanctions regimes, as well as quasi-legislative instruments, such as UNSC Resolutions 1373 (2001) and 1540 (2004).63 These formal or informal ties are also embedded in a wider context of material inter-relations. Today, the EU and its Member States are amongst the ‘largest financial contributors to the UN system’,64 including peacekeeping missions and humanitarian activities. The European Commission is reported to have provided around €1.9 billion in support of UN external assistance programmes and projects in 2015 alone. Similar patterns of formal, informal, and material interrelations exist with other regional security organs, particularly NATO65 and the African Union (AU),66 while the transnationalization of threats has resulted in greater awareness of the importance of cooperation with regional organizations on matters such as trafficking or terrorism.67


3. Structural Ambivalence


The EU’s commitment and integration to the law of global security is, however, far from complete or harmonious. From a legal perspective, attention has often focused on the question of norm conflict, as well as the potential for competition and duplication.68 Such concerns are often overstated. For example, the (in)famous Kadi decision,69 in which the CJEU refused to grant immunity to measures intended to implement UN Security Council (UNSC) resolutions, has been portrayed as an act of ‘disobedience’ vis-à-vis the UN.70 In reality, whether Kadi undermined rather than strengthened the global system of blacklisting is debatable. Nevertheless, the EU’s self-professed legal autonomy vis-à-vis the international legal order, if it does not fully reflect the EU’s actual relationship to the global security architecture, still illustrates a number of deeper tensions in the EU’s role in the provision of global security.

As a bloc, the EU remains guided by its own security concerns and priorities.71 This has had at least two implications. First, international cooperation is a means for the EU to safeguard its own ‘values, fundamental interests, security, independence and integrity’,72 but it is not the only one. The 2003 ESS, for example, was implicitly premised on a model of global security based on US hegemony and remained strongly committed to the ‘irreplaceable’ transatlantic relationship, on which the multilateral global order was seen to hang. The EU also increasingly tends to act unilaterally. This is particularly the case in the area of sanctions, where over half of the regimes currently in force in the EU are adopted without a UN mandate, or to supplement existing UN measures. While the UNSC may not have a monopoly over economic coercion, these measures raise considerable issues from the standpoint of international law, particularly the law of countermeasures and the principle of non-intervention.73 From the 1980s to the present day, the Global South has, on multiple occasions, mobilized through the UNGA to express their discontent over unilateral coercion.74 Although they are sometimes taken to bypass inaction by the UNSC,75 and are justified by reference to international law principles or values (in which case they could be seen as complementing rather antagonizing the system of collective security), EU sanctions also tend to fuel tension amongst the P5. Both China and Russia believe such measures undermine, rather than reinforce, multilateral efforts. This is often aggravated by the EU’s tendency to enlist the support of third States for its sanctions regimes, not only encouraging solutions outside the structures of global governance, but also fuelling polarization, as neutrality is often seen as a sign of disloyalty.76

Secondly, this means that global security is often ‘Europeanized’, a phenomenon that manifests itself in at least two ways. On the one hand, alignment with EU interests and values becomes a pre-condition for the EU’s engagement in the management of global insecurity. The Treaties expressly state that the EU shall ‘develop relations and build partnerships with third countries, and international, regional or global organisations which share (emphasis added) the principles referred’ to in Article 21(1) TEU, which includes respect for democracy, the rule of law, respect for human rights and the principles of the UN Charter. Assistance or aid, moreover, has often been contingent upon undertakings of reform,77 even if, on other matters like border control or migration, the EU has been comfortable cooperating with various authoritarian regimes. The exclusionary and punitive implications of this approach were clear in the ESS 2003 Strategy, which somewhat mirrored the ‘Axis of Evil’ rhetoric of the Bush administration. Thus, countries that ‘placed themselves outside the bounds of international society’ should ‘rejoin the international community’ or ‘understand that there is a price to be paid, including in their relationship’ with the EU.

On the other hand, it also means that EU initiatives are often informed by European, rather than global or regional security concerns. The ‘preservation of stability’ as a medium to ensure European security has long informed the EU’s relationship with its neighbours78 and CSDP missions in Africa, for example, often tend to prioritize reforms and initiatives that serve Europe’s security needs.79 In that context, the EU also tends to crystallize a particular division of labour in the provision of global and regional security: despite the EU’s rhetorical commitment to an ‘equal partnership’ and ‘joint responsibility’, Europe continues primarily to serve as a financial provider, committing relatively modest missions on the ground.


4. Substantive Ambivalence


The substantive outcome of these encounters inevitably has been ambivalent. The EU has, on occasions, fostered ‘improvements’ to the international law of global security. In the field of smart sanctions, the Kadi saga, for example, is widely seen to have generated a series of reforms, most notably the creation of the UN Office of the Ombudsperson,80 which enhanced the visibility of the individual in the State-centred structures of the UNSC and the transparency of blacklisting processes.81 It has also helped push important questions up the global security agenda, such as the gendering of peace and security,82 supporting steps to combat violence against women, and promote their participation in peacebuilding.

But the incorporation of the EU into global and transnational security arrangements has also helped to legitimize and normalize controversial security practices. The EU’s comprehensive and integrated approach to security, reflecting changing conceptions of peace and sovereignty at the international level, also enabled increased interventionism in the internal affairs of the developing world and an asymmetrical dilution of the principle of non-intervention. The ‘European security culture’ of ‘prevention, anticipation and early intervention’,83 moreover, facilitated the institutionalization of pre-emption and risk, centred on the incapacitation of threats before they even arise, with significant consequences not only for human rights, but also for traditional conceptions of criminal justice and war. The security–development nexus, finally, not only securitized and transformed peacebuilding processes, but also foregrounds a gradual hierarchization of States, whereupon failed States bear the primary blame and burden for global insecurity.84 Indeed, the EU’s development policy itself was born out of its colonial encounter.85 There are, moreover, both legal and political difficulties with authorizing the deployment of military EU missions outside its own territory, sidelining regional or local initiatives and turning Europe into a global police.86

The EU’s own unilateral practice, moreover, not only generates geopolitical instability, but has also deepened, or directly contributed to the emergence of, controversial aspects of global security law. The former can be illustrated by the field of sanctions, where the EU has often expanded the criteria for blacklisting, loosening the link between the conduct of a particular individual and the existence of a threat to international peace and security,87 undermining, rather than strengthening, the compatibility of blacklisting with the rule of law. The latter can be illustrated by the securitization of migration,88 in which the Europeanization of migration policy, as a means to build and stabilize European identity as well as Europe’s socio-economic and political order, played a crucial role,89 long before the 9/11 attacks or the so-called ‘migration crisis’. The securitization paradigm today has not only strained the EU’s relations with the African continent, which has widely come to be seen as an extension or externalization of the European border, but risks impacting the pursuit of progressive global solutions.90


C. Recent Developments and Contemporary Challenges



1. An Era of ‘Crises’: Between Continuity and Change


Much of the recent developments and challenges are a product of, or have been shaped by, the EU’s own ‘multiple crises’, as well as what has come increasingly to be perceived as a broader crisis of the global liberal order. The former includes the Euro-crisis, what is popularly referred to as a ‘refugee’ or ‘migration’ crisis but which could be more accurately described as a ‘border crisis’, as well as the rise of authoritarian regimes within Europe and Brexit. The latter includes the intensification of geopolitical antagonisms amongst the ‘great powers’, in which the EU is deeply implicated. Tensions with Russia in the Crimea and with the US over the US administration’s decision to withdraw from the Iran Nuclear deal, both of which have triggered various forms of ‘trade wars’ or economic warfare,91 are but two illustrations of the phenomenon.

Readings of the current conjuncture and predictions of its likely future trajectory have differed. For some, the EU’s response to its changing security environment foregrounds a more assertive stance, operationalizing the legal framework introduced by the Treaty of Lisbon and translating the Union’s ‘overall objectives into specific policies and actions’.92 For others, the EU’s own set of crises marks a marginalization of the EU’s role in global security,93 prompted by the sidelining of security concerns in favour of economic policies and a loss of credibility vis-à-vis third countries.

In line with the broader tenor of this chapter, this section argues that the idea of a ‘stronger Europe in a fragile world’,94 a frame that has been used to capture the essence of the EU’s 2016 Global Security Strategy (GSS),95 can best be seen as accentuating the contradictions and ambivalence of the EU’s contribution to global and regional security governance. From a structural perspective, the EU vision of the global security architecture appears on the surface largely unchanged. The GSS 2016 conveys an urgency for reform of global governance structures, including the UNSC, to avoid the erosion of global institutions, but the message is one of deepening, and widening of, global norms and institutions and a renewed commitment to enhancing cooperation with NATO. The idea of a ‘stronger Europe in a fragile order’, however, denotes two shifts in the EU’s approach to global security with implications both for the substantive law of global security and the EU’s position in the global security architecture. One is a more general move towards ‘resilience’, the other is a more explicit push for greater ‘strategic autonomy’, characterized not necessarily by institutional disengagement, but increased militarization and polarization.


2. A ‘Fragile World’: From Security to Stability to Resilience


Already in 2008, the EU’s emphasis had shifted from building ‘security’ in Europe’s neighbours, to building ‘stability’ in Europe and beyond. This linguistic and conceptual turn was closely related to the EU’s understanding of its wider security environment. The concept of ‘security’ that underpinned the 2003 ESS was associated with the EU’s vision of a secure Europe in a ‘better world’, while the emphasis on ‘stability’ in the 2008 Implementation Report followed from the EU’s recognition of the challenges of providing security in a ‘changing world’. The turn to ‘resilience’, a concept which, like human security, was first introduced in the development context,96 is reflective of the perceived ‘fragility’ and ‘vulnerability’ of the contemporary world order and aims to improve the ability of States and societies to reform and recover from crises.97 Beyond Europe and its immediate borders, the responsibility for building resilient States and societies is to be shared with the UN and NATO,98 while greater emphasis is also placed on ‘cooperative regional arrangements’. As such, resilience is not only an organizing concept of the EU’s internal security and its external relations,99 but a central pillar of the EU’s vision of the global security architecture.

While lawyers have tended to approach the GSS as the mere operationalization of the Treaty of Lisbon, the paradigm of ‘resilience’ has been seen as instantiating ‘new CFSP’ that redefines ‘the normative framework’ of the EU’s security policy100 and ‘differs fundamentally from its predecessor’.101 However, if this is usually taken to foreground a more ‘protective and conservative foreign and security policy’102 based on ‘principled pragmatism’, it also appears to entail a number of potentially transformative implications.

First, the shift to resilience marks a deepening, if not totalization of securitization, which is to encompass ‘all individuals and the whole of society’ as well as key infrastructures and public goods, from food, health, or energy, all of which constitute potential sources of vulnerability. It also signifies a deepening of the pre-emptive paradigm from pre-emptive security, which emphasized the suppression of risks and threats, to ‘pre-emptive peace’103 preparedness, and recovery, all of which entail the active building of structures and capabilities designed to enable States and societies to cope with risks and shocks, as well as adapt and transform. Both are reinforced by the EU’s emphasis on the hybridity of contemporary threats, pursuant to which any act or activity—from cyberattacks to the ‘disruption of critical services such as energy supplies or financial services, to the undermining of public trust in government institutions or the deepening of social divisions’104 can constitute a potential security risk.

Secondly, State and social resilience tends to further shift responsibility for security locally,105 and, as a consequence, on the developing world. The development–security continuum and the connections between security and State failure that underpin UN and EU security law alike, already placed much of the blame and burden of global insecurity on the Global South. A similar pattern is observable in the EU’s approach to piracy or smuggling, in the context of which the EU has concluded multiple transfer agreements,106 turning third States into reception, detention or trial centres. But the paradigm of resilience has the potential to generalize that trend, embarking the global security regime upon ever more sweeping exercises of State-building. The ‘State transformation-outsourcing of responsibility’ continuum is particularly pronounced in Africa, but it is also becoming the dominant strategy with regards to origin and transit countries of migrants and refugees.107


3. A ‘Stronger Europe’: Autonomy, Militarization, and Polarization


At the same time as the EU’s vision of global security is based on a world of resilient societies and States, the idea of a ‘Stronger Europe’ entails a reinforcement of the EU’s own ‘strategic autonomy’ and, for that purpose, a turn to more traditional militarized approaches to security. The first priority listed in the GSS 2016 is now not only to promote peace, but to ‘guarantee the security of its citizens and territory’. The European Defence Fund of 2017, the New European Peace Facility of 2018, the Action Plan for Military Mobility of 2018 and the Permanent Structured Cooperation between willing and able Member States, initiated in 2017, are amongst the many initiatives that have begun to put into motion the EU’s vision of greater investment and cooperation in defence matters. These run in parallel to efforts to expand Europe’s defence market.

In that context, the EU has continued to emphasize the importance of ‘working with partners’. The more recent frictions with the Trump administration notwithstanding, Europe’s vision retains a crucial role for NATO, which remains the core framework of collective defence. If anything, the NATO–EU relations appear to be deepening. The Joint Declaration signed in Warsaw in 2016 agreed to enhance cooperation between the two ‘partners’ in seven key areas: (1) hybrid threats; (2) operational cooperation including at sea and on migration; (3) cybersecurity and defence; (4) defence capabilities; (5) defence industry and research; (6) exercises; and (7) support for Eastern and Southern partners’ capacity-building efforts.

But there is now much greater emphasis on building the European arm of the transatlantic relation, enabling Europeans to ‘defend themselves’ building on the new clause of mutual assistance and contributing to the strengthening of the EU as a ‘security community’ and a ‘defence union’. This vision is increasingly articulated as part of a bid for further convergence over sovereign functions, including foreign policy, defence, and the fight against terrorism.108

The question of militarization is not new. But while it deepens the EU’s entanglement in global security governance, its implications for the international law of global security are again ambiguous. First, the EU may state that its ‘higher level of ambition’ in the area of defence is ‘not the beginning of a militarization or an arms race with third countries’.109 But much like the original impetus for a European defence,110 its anxiety over defence matters is linked to a series of increased geopolitical antagonism and instability. The GSS 2016 thus explicitly mentions how the EU has had to deal with ‘super-powers as well as with increasingly fractured identities’.

Secondly, the militarization of the EU takes place in the context of increased dilution of the prohibition on the use of force, expansion—indeed often abuse—of the right to self-defence, wider transformation of the military beyond traditional defence functions, as well as expansion of the notion of ‘threats to the peace’ under Chapter VII of the UN Charter. The creation of the CSDP mission EUNAVFROMed111—also known as Operation Sophia112—and NATO Operation Guardian, as examples of the gradual militarization of migration and border control, offer a grim picture of the likely effects of the emerging global apparatus of militarized policing. Despite the rhetoric of humanitarianism and rescue, these operations are a natural continuation of the securitization of migration. On the ground, they have not only failed to reduce the trafficking and smuggling of migrants, but have also resulted in greater loss of life, a lessening of legal protection (many are returned with little regard for the right of non-refoulement) and a co-optation, rather than vindication of human rights law and discourse.113

Together, these trends also signify increased polarization. The drift towards militarization and more traditional approaches to security is part and parcel of a deepening of the EU’s inward-looking approach. The GSS 2016 is replete with references to protecting ‘our’ citizens, ‘our’ principles, and ‘our’ values. As has been remarked this is a ‘foreign policy based firmly on the needs of the Union itself’.114 In that sense, transformation of the EU’s periphery, reform of the multilateral system, and strategic autonomy are all woven into a project of securing the European physical, ontological, and economic space. Such an approach can itself be a source of global insecurity, whether this is achieved by the continuous underdevelopment that policies centred on transforming Europe’s periphery in accordance with European needs might produce in the Global South, or through the reinforcement of patterns of exclusion115 and ‘othering’ that prevent the pursuit of genuinely global solutions.


D. Outlook


Debates about the role of the EU as security provider often centre around the EU’s relevance, credibility, and effectiveness. Commentators routinely deplore the so-called ‘capability–expectation’ gap,116 the EU’s over-legalistic or ‘process-centred’117 approach to what are essentially political matters, the EU’s utopian optimism or its lack of coherence. Proponents of the EU’s contribution respond with examples where the EU has shown its might and decisively contributed to the delivery of peace and security. Viewed from that angle, the EU’s relationship and contribution to the law of global security tends to emerge as a zero-sum game, where greater EU involvement is synonymous with both deeper integration into the global security architecture and better contribution to multilateral solutions and lesser EU engagement with retreat, irrelevance, or missed opportunity. This, in large part, continues to shape assessments of the current conjuncture.

The picture is, however, more complex. This chapter sought to show that there is a considerable degree of ambivalence about the EU’s contribution to the law of global security, a situation that has been exacerbated by the EU’s existential crisis and developments that destabilize the global liberal order, sometimes from within global security law itself. Ultimately, this chapter could but offer a sketch of some of the issues, but these have to be put within the context of the character and nature of European integration. Linear approaches to the EU’s contribution often rest on a vision of the EU as a peace project, where the assumption is that the EU is necessarily a ‘force for good’. But European integration has always been and remains a project beset with contradictions, which only intensify when these are externalized or projected onto the global arena. In that context, the issue is not only that the EU’s greater entanglement in the law of global security risks co-opting global initiatives for the pursuit of European interests, but that it will push the global security machinery in a direction that entrenches the inequality of the global security order, fuelling, rather than reducing, underdevelopment and insecurity, particularly in the Global South, as well as increasing geopolitical antagonisms.
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Chapter 55


Interpol—The International Criminal Police Organization

Sabine Gless and Helge Elisabeth Zeitler



A. Introduction


The International Criminal Police Organization, or Interpol, is currently the world’s largest international police organization. Founded in 1923 as a private body, it has 194 Member countries as of 2020.1 With near universal participation, it is one of the largest international organizations, second only to the UN. The turbulent history of Interpol can be seen in certain geopolitical controversies of the past, most prominently the Nazi takeover during the Second World War and its subsequent loss of significance during the Cold War. Such events presaged a gradual technical decline during the second half of last century.2 It was only after the 9/11 attacks that Interpol’s technical infrastructure and internal organization were overhauled and it was given a broader mandate to actively participate in the fight against terrorism. With an increasingly visible role in the global security architecture, Interpol is now viewed as an important stakeholder, cooperating closely with key players in the UN system as well as at a regional (eg, with the European Union (EU) and the African Union (AU)) and national levels, significantly influencing the global approach to fighting terrorism and other serious crimes.3

At the same time, Interpol’s function as an ‘apolitical and neutral’ facilitator of cross-border cooperation in criminal matters has been called into question.4 The fact that governments have tried to use ‘Red Notices’ (Interpol’s electronic alert system which assists national law enforcement agencies in locating and arresting persons to be extradited for serious crimes) to arrest political dissidents has caused unease. Today, terror watch listings raise questions of persecutions violating human rights because they appear to be politically motivated or based on ethnicity, such as the pursuit of journalists on charges of terrorism by Turkey5 or ethnic Uighurs in China.6 Similarly, that Russia has pursued internationally investors and businessmen on corruption charges has raised concern.7 Even the use of Interpol channels for solving States’ internal controversies around criminal policy issues, such as prosecuting tax evasion, has triggered debates about Interpol’s mission and neutrality. For example, Red Notices have been issued for bankers wanted for aiding and abetting tax fraud,8 with such practices being particularly controversial where they are used for simple bank debts or business disputes.9

A growing awareness about the potential impact of the vast amounts of data stored on Interpol’s databases, as well as political controversies over membership applications such as Palestine’s in 2017 (approved) and Kosovo’s in 2018 (rejected), have also raised concerns. Other incidents have challenged Interpol’s insistence on neutrality, including the 2018 disappearance of Interpol’s Chinese President (connected to corruption charges), followed by a dispute about a Russian candidate filling the Presidency (who was ultimately not elected because of concerns about Russia’s controversial use of Interpol Notices in the past). Consequently, protecting Interpol’s ability to operate in a neutral manner has increasingly been seen as challenging but also essential for its future success.

There is an increasing understanding internationally that where individual rights are affected, international organizations must either provide for the protection of such rights and for respective remedies within their internal system or do so by other means, which have to include external oversight that goes beyond a general monitoring of activities.10 Interpol has updated its governance methods in light of technological advances and has continued to reform its internal accountability system, akin to the developments of the UN and the EU’s counter-terrorism sanction regimes. Nevertheless, Interpol’s more prominent and self-defined strategic goal of maximizing its role within the global security architecture between 2017 and 2020, which has been implicitly endorsed by the international community, necessitates an even more transparent and strong organizational governance.

This chapter critically examines Interpol’s authority to act and the relevant legal framework. It analyses recent developments and contemporary challenges for Interpol, which has risen from an association of police authorities to an international organization, increasingly engaging in activities that influence global security and can infringe on individual liberties and human rights.


B. Legal Framework


Interpol is vital to the contemporary global security architecture. This is particularly the case because of its quasi-monopoly (at least outside the EU) on secure transnational communications between national law enforcement authorities, including the distribution of requests for national police forces to locate and arrest criminal suspects. This unique position is remarkable, particularly considering Interpol’s relatively vague legal status, and attendant rights and obligations.


1. Interpol’s Legal Status and Framework


Given its current position as the most significant institution for officially disseminating arrest warrants internationally, one might expect an international treaty to govern Interpol’s actions. In reality, however, it is only secondary law, adopted by the Interpol General Assembly (IGA), that provides for its legal basis since its days as a Congress of police officials.11 Even Interpol’s Constitution (see Section B.2) contains, in a strict legal sense, provisions for an association and not for a body of international law. But, in practice, the provisions’ impact is way beyond ‘club rules’ as they determine the functioning of Interpol at all levels. Interpol’s elusive nature by traditional legal classification seems pervasive: for instance, while a membership request has to be submitted by a country, it is the police forces that become members of the organization,12 not the countries themselves—which is different from ‘normal’ international organizations.13 And despite a 2011 Resolution of the IGA requesting its Constitution to be deposited with the UN, as is the case with many other intergovernmental treaties,14 it has not appeared in the UN Treaty Collection so far.15

The prevailing view today is that Interpol is an international organization sui generis.16 Proponents of such a pragmatic approach argue that Interpol ought to have such a status based on its role as a critical partner in cross-border law enforcement for nearly all governments in the world.17 The various international agreements it has concluded, and its self-depiction as a subject of international law without States challenging it, also support this notion. The treatment it is afforded by States and international organizations suggests that Interpol has transformed into an international organization de facto,18 at least following the adoption of the 1956 Constitution and subsequent practice. This classification draws on States’ endorsements, especially regarding privileges and immunities, which are not only part of the Headquarters Agreement between Interpol and France but also appear in other agreements.19

As mentioned, Interpol’s primary legal document is its Constitution, adopted in 1956 by the IGA consisting of representatives of all Members.20 The Constitution lays out Interpol’s mission and defines the broader legal framework, which is then operationalized by other regulations. Over time, however, conflicting goals have been included in the Constitution. For instance, Article 2 promises to ‘ensure and promote the widest possible mutual assistance between all criminal police authorities’, but at the same time restricts such assistance to ‘the limits of the laws existing in the different countries and in the spirit of the Universal Declaration of Human Rights’.21 The Constitution emphasizes Interpol’s neutral function in mutual criminal police assistance, and Article 3 expressly forbids the organization from undertaking ‘any intervention or activities of a political, military, religious or racial character’.22

The application of the Constitution is determined by the IGA, which adopts General Regulations including the Rules of Procedure and Rules on the Processing of Data,23 the Rules on the Control of Information and Access to Interpol’s Files,24 and the Statute of the Commission for the Control of Interpol’s Files (CCF), which establishes a system of remedies for individuals affected by Interpol activity (see Section D.2.b). A large and continuously growing range of international cooperation agreements, including with the UN and its organizations and programmes, various branches of the EU, the AU, the International Criminal Court (ICC) and other international tribunals, make up Interpol’s external legal framework.25

To fully understand Interpol’s legal position, one must also take into consideration its arrangements with its host States. The Headquarters Agreement between Interpol and France regulates the organization’s right to adopt its own procedures and rules while also enjoying the privileges and immunities granted by the host State. Subject to a limited number of exceptions, Interpol enjoys immunity from legal process. Furthermore, specified persons are granted privileges and immunities, including immunity from arrest and detention, immunity from legal process, and the inviolability of all official papers and documents.26 Aside from the Headquarters in Lyon there are six Sub-Regional Bureaus plus liaison offices in Bangkok, Brussels, Addis Ababa, and at the UN, in New York. The agreements with the different host countries include immunity clauses, albeit with some variations. 27


2. Mandate and Modus Operandi


Today, Interpol is largely considered a success due to its ability to fill a gap in cross-border cooperation amongst States who have traditionally defined criminal justice matters as domestic affairs.28 Historically, States have had little authority in cases involving any jurisdiction other than their own, such as pursuing an alleged wrongdoer who has fled their territory. In an increasingly globalized world this traditional approach became increasingly untenable, and domestic law enforcement authorities began to rely on Interpol’s assistance more often, despite its vague legal foundation.


a. Mandate


In line with Article 2 of its Constitution, Interpol works for the ‘prevention and suppression of ordinary law crimes’. This includes all forms of crimes that are not covered by the neutrality clause in Article 3. The scope of this activity continues to be defined, as the example of terrorism demonstrates. Decisions on the interpretation of what does and does not constitute ‘ordinary law crimes’ take the form of IGA resolutions, adopted by simple majority.29 This low threshold for decision-taking and the lack of a requirement for a quorum seem inversely proportional to the far-reaching consequences and the potential impact of similar decisions.30

Interpol currently focuses its activities around three global crime programmes: counter-terrorism, organized and emerging crime, and cybercrime (with a newly established Complex for Innovation in Singapore). It has developed separate strategies for each of them.31


b. Modus Operandi


Interpol is primarily known for fostering information exchange relating to crimes and criminals and for its Red Notices, or requests for location and provisional arrests based on arrest warrants issued by Member States. In recent years, less formal ways of sharing information and analytical work, including intelligence- and data-gathering, have become increasingly important.32

Since 2002, Interpol has been using the Interpol-24/7 (I-24/7) web-based communication system for secure global police communication. This system connects the General Secretary in Lyon with the National Central Bureaus (NCBs) of the national police in all 194 Member countries.33

The I-24/7 is also used for Interpol’s best-known tool, that is, the Notices. There are currently six colour-coded Notices: Red Notices, Blue,34 Green,35 Yellow,36 Black,37 and Orange Notices.38 Red Notices are the most prominent. This is the alert published by Interpol into its databases at the request of an NCB that can be seen by police and immigration authorities globally. Its purpose is to locate a wanted person for extradition based on a valid national arrest warrant. In many States, the Red Notice alone serves as sufficient basis for a provisional arrest. Even if in other countries a domestic arrest warrant in line with national requirements is necessary for any deprivation of liberty, international courts have recognized that the circulation of the Notice alone creates legal effects for the person concerned.39 In practical terms, any individual subject to a Red Notice will have difficultly renting a flat, obtaining a mobile phone, or opening a bank account.

Between 2001 and 2017 the number of Red Notices issued increased from approximately 1,400 to over 13,000. However, this number is exceeded by far by the number of diffusions, which reached over 50,000 in 2017.40

Through this lesser-known and rather informal, but equally impactful, mechanism of diffusions, law enforcement authorities directly inform other authorities about wanted persons.41 While for Red Notices, Interpol has introduced certain ex ante control mechanisms before publishing them, for diffusions, Interpol channels serve a virtual mailbox function alone, and Interpol cannot retract those later deemed inappropriate. Any review or correction of a diffusion is done only after it has been already published online with potentially detrimental effects.42 The CCF had to deal with a number of cases, where countries tried to circumvent Interpol’s control mechanisms using a diffusion after a Red Notice had been rejected.43

With regard to Notices, Interpol gathers data that it enters into specific databases accessible by domestic police authorities and increasingly also a wide range of international partner organizations. This intense cooperation, however, is not safeguarded with closely meshed data protection.44 Interpol’s data processing compliance, for instance, is monitored by different bodies, but the options to implement decisions against the General Secretariat’s will and complaint’s systems remain unclear and weak.45 Such shortcomings raise alarm when Interpol is in charge of huge databases covering suspected terrorists, other data on criminals, fingerprints, facial images, images related to child sex abuse, DNA profiles, lost or stolen travel documents, stolen artwork, and stolen motor vehicles. In 2018 alone, Interpol reported 13 million searches per day and 1.1 million database hits during that year, with 90 per cent of the records and 82 per cent of the searches coming from Europe and the Americas.46


c. Operational Support


Interpol provides also operational police support and intelligence services.47 In 2003, a Command and Coordination Centre (CCC) was created at the General Secretariat to enable the organization to respond to support requests from any Member country faced with a particular security incident, such as a terrorist attack, or having to secure major events. Such support is provided through so-called Incident Response Teams, providing investigative support in criminal investigations but also disaster victim identification support, or teams helping with security arrangements for major international events. Interpol also participates in Joint Investigation Teams comprised of officers from the General Secretariat and Member States that can be dispatched to respond to a crisis. Interpol teams supporting national law enforcement authorities consist of officers who provide investigative and analytical support (excluding coercive techniques) at the scene of an incident in coordination with the General Secretariat.


d. Intelligence- and Data-Gathering


Intelligence gathering, brokering of information, and liaising between national police forces are the backbone of Interpol’s work.48 More recently, Interpol’s major strategies have involved procuring intelligence through digital means: The use of machine learning to detect patterns amongst large data sets has become crucial to modern law enforcement over the last decade.49 To achieve this, access to sufficient quantities of data is necessary and Interpol is particularly well placed in this regard as a broker of information between more than 190 States. In the area of cybercrime, Interpol cooperates with private stakeholders such as network operators or cloud service providers to jointly identify cyberthreats (while also broadening Interpol’s data pool).50 At the same time, Interpol engages in data exchange with various institutions, allowing for access to its databases in exchange for information and data being shared by the other organizations.51 Data mining heralds a significant enhancement in global security and Interpol is a promising partner with its access to large pools of data for optimal results. But it remains unclear how Interpol’s increased engagement in such data processing and intelligence work can be contained by valid accountability mechanisms.


e. Capacity-Building and the Exchange of Expertise


Interpol is central in the exchange of information between national law enforcement services in areas like drug trafficking, smuggling, and terrorism, but also, for example, in environmental crime.52 This is done through the use of the aforementioned informative Notices but also through training and dedicated working groups where law enforcement officials meet and discuss.53 Interpol also supports the capacity of domestic law enforcement agencies, and in particular, developing States, directly on the ground. Typically funded on a project basis, Interpol provides capacity-building and advises developing States on topics such as structuring their national police forces, implementing modern investigation techniques, and strategic approaches to solving crimes.54 This capacity-building includes partnerships with other training institutions but also—more unusually—with non-governmental organizations (NGOs).55


C. Interpol’s Place in the Global Security Architecture


Interpol’s cooperation with global security actors, in particular the UN, especially in the field of counter-terrorism, demonstrates its increasingly important role in the global security architecture.56 While not formally part of the UN system, Interpol is connected to a significant number of entities within it, including those working on counter-terrorism, the UN Office on Drugs and Crime, the UN Environment Program, the Department of Peacekeeping Operations, the Audit Office, and ten different Sanctions Committees.57

Interpol was granted consultative status at the UN as an NGO in 1949. In 1971, the UN granted it special treatment in certain areas due to its crucial role in cross-border law enforcement, although this did not include terrorism.58 In 1975, Interpol was designated an Inter-Governmental Organization to allow its participation in the ECOSOC on a continual basis. Following a 1997 UN General Assembly (UNGA) Resolution, a cooperation agreement was formed, including mutual observer status at the respective General Assemblies of the UN and Interpol. In 2002, Interpol opened its databases to relevant UN bodies and, in 2004, a Special Representative Office was established in New York, followed by a Liaison Office in Vienna in 2018. Numerous UNGA and UN Security Council (UNSC) resolutions59 refer to Interpol’s role and encourage Member States to make use of all the tools provided by Interpol, not just those related to terrorism.

Since 1994, Interpol has cooperated with various international tribunals, including the ICC, in the pursuit of justice for genocide, crimes against humanity, and war crimes. This has led to the arrest of several fugitives, but Interpol’s list of Red Notices still includes twenty-one people alone wanted for crimes against humanity.60 While this cooperation with international courts and tribunals has generally worked well, the IGA expressed in 2010 concerns about the increase in the number of requests from Member States related to genocide, war crimes, and crimes against humanity, raising doubts about possible non-compliance with Article 3 of the Constitution, which excludes political offences from the scope of Notices. It was decided that cooperation with requests submitted by Member States would continue unless these involve someone who is a national of another Member State and that State protested within 30 days.61

Cooperation with other actors in the global and regional security architecture is increasing.62 Already since 2001, Interpol has, for example, a cooperation agreement with Europol, working together in many areas, particularly cybercrime, with a specific secure communication line.63 More recently, a cooperation agreement with the African Police Cooperation Mechanism (Afripol) allows for access to Interpol’s databases.64


D. Legal Issues


Most of the current legal issues concerning Interpol can be traced back to its origins as a private association of police officers that later transformed into a global player in international security. Notably, Interpol has never been subject to a formal system of accountability.


1. General Accountability


In strategic matters, Interpol’s management bodies must answer to the IGA and the Executive Committee, but this internal governance structure is weak.65 The quality and effectiveness of the control over Interpol’s activities is therefore largely dependent upon the quality of the Member States delegations sent to the IGA and those elected to the Executive Committee.66 No system of external accountability exists. This is quite different from the accountability mechanism that exists for other, similar entities. For example, in Europol the European Parliament, with the European Council, exercise budgetary control and the Council decides on strategic priorities around fighting organized crime, taking into account the views of Europol, but leaving the final decisions to the Ministers.67


2. Accountability for Infringements on Individual Rights


The alerts regarding location and provisional arrests issued by Interpol are based on national arrest warrants and information supplied by the NCBs. That said, Interpol is solely competent (and thus responsible) for issuing and maintaining Red Notices. Until 2017, Interpol’s internal accountability system was limited even where Interpol activity significantly affected individual rights, such as, for example, through Red Notices or terrorist warning listings. In such situations its actions could be challenged only via a convoluted system that imposed limited obligations on the States involved, for example, alerts for the need of correction of erroneous information.68 Since 2015, upon both political and NGO pressure,69 a range of reforms has been adopted to enhance internal oversight.


a. Data Protection and an Internal Review System


Interpol has established a data protection regime for information stored in its databases as well as for the publication of Notices.70 In addition to a data protection officer in the Secretariat General, dedicated taskforces composed of lawyers, police, and analysts have been established to review all requests for publication of Notices to avoid clerical errors and breaches of the requirements of Article 2 or 3 of the Constitution.71 However, the exact scope of the review is not made available to the public.

Interpol’s institutional data protection does not affect States’ databases or diffusions that are shared directly through NCBs. On the whole, reform is necessary in order to provide the level of protection commonly found at the domestic level, particularly with regard to full disclosure of personal data and transparency in profiling. Importantly, in this regard, a review of the current data protection rules was launched at the IGA in 2018 to take into account new technical developments and new purposes such as crime prevention.72


b. Remedies Under the Commission for the Control of Interpol’s Files


With the reform of the complaints mechanism and the strengthening of the CCF, today individuals can seek access to, and request correction (or deletion) of, information held about them in Interpol’s systems.73 Since the 2016 reforms, there is a two-tier remedy system where a request for revision of a decision of the CCF is allowed if new facts are discovered within six months.

The composition of the CCF, its independence, and its decision-making process and authority represent a major shift towards a more transparent remedy system able to correct errors by rendering decisions that are binding on Interpol.74 The remedy system provides both legal protection for individuals and preserves Interpol’s judicial immunity.75 As different international courts have found, immunity is only warranted if an alternative internal justice system exists.76

With the introduction of the CCF internal review system, Interpol and France agreed to declare Article 24 of the Headquarters Agreement, which (although in practice was never used) provided for the possibility of arbitration for any disputes between Interpol and a private party, inapplicable to cases where the CCF could be seized.77

While the internal review system is now the exclusive path available to those affected by Notices, it still has certain weaknesses. First, it only works where an individual is aware that he or she is the subject of Interpol activity, which raises the question of how to strengthen other means of compliance monitoring. Even where the CCF receives an individual request, it is limited in its means of action. For instance, it must ask the NCB of the relevant State for permission to disclose whether or not there is any information on file. Only where an individual can demonstrate that there is information on him or her in Interpol’s files can the CCF potentially provide access without the NCB’s authorization.

Such a situation would not likely be the case where someone is on a watch list and cannot determine why, for instance, he or she is rejected when applying for a lease or to open a bank account. Learning about a Blue Notice or Orange Notice is also much more difficult as these Notices primarily operate to provide internal information and intelligence gathering. Additionally, there is little to no scrutiny exercised over the diffusions that are shared directly between NCBs, which can also have a significant impact on an individual. Diffusions are not public, and the issuing country can choose to share them only with selected NCBs. In addition, in practice, CCF’s ever-growing workload due to a significantly increasing volume of data being processed by Interpol and consequently a significant increase in review requests, poses challenges not yet addressed in a satisfactory manner.78


c. Interim Conclusion


The CCF reform has brought significant change but a number of problems remain, particularly around information disclosure and delisting procedures.79 The Council of Europe has called for additional resources, including prioritizing screening mechanisms, in view of the continuously increasing number of Red Notices and NCBs submitting abusive requests.80 In light of these weaknesses in Interpol’s system, it is clear that, at least for Red Notices, additional checks by national authorities prior to acting upon the Notice are necessary to avoid further abuse.


E. Developments and Challenges


Interpol’s recent reforms and regulations are a reflection of its dichotomous nature: while it seeks to efficiently facilitate cross-border cooperation and steer the global fight against crime, it must also comply with emerging legal standards, in particular with regard to a growing demand for accountability and protection of individual rights. The following section assesses Interpol’s mounting role in the global security architecture and possible implications of its increasing influence on the protection of individual rights.


1. Cooperation on Global Security Threats



a. Anti-Terrorism Efforts


The role of Interpol in the global fight against terrorism has changed dramatically since the 9/11 attacks. During the 1970s and 1980s, Interpol played a very limited role in counter-terrorism efforts, primarily due to the strict interpretation by its leadership of the neutrality requirement under Article 3 of its Constitution. Changes in this regard occurred in 1984, when the IGA allowed some engagement in cooperation on terrorism offences.81 However, it was only after 9/11 that States started considering Interpol a necessary contributor to their activities in combating global terrorism. This triggered a willingness to agree on key reforms in the context of the IGA, including expanding the scope of terrorism-related offences excluded from Article 3 (see section E.1.a).82

According to the Global Strategy 2016–20,83 Interpol is focusing its counter-terrorism activities on five areas: identification, travel documents, online activities, financing, and weapons and materials. Four regional counter-terrorism nodes have been established in addition to the Central Counter-Terrorism Node at the Interpol Headquarters.84 Interpol keeps the details of more than 40,000 individuals deemed to be engaging in terrorist activity in a specific database and assimilates information received from a variety of sources, including UN military operations. Interpol’s role has been endorsed by the UNSC,85 and more recently at the G7 and G20 meetings. In October 2018, G7 Interior Ministers called for the implementation of a global law enforcement platform hosted by Interpol to collect and exploit terrorist content, leveraging referrals from industry and national authorities to support investigations and prosecutions.86

Interpol contributes to the implementation of the UN Global Counter-Terrorism Strategy, nowadays through its membership as one of two non-UN entities in the system-wide Global Counter-Terrorism Coordination Compact, to coordinate efforts across the peace and security, humanitarian, human rights, and sustainable development sectors.87 Under a 2017 agreement with the UN Counter-Terrorism Committee Executive Directorate, a strategic action plan with joint objectives and priorities for cooperation was established.

Interpol has also maintained a decade-long cooperation with UN peacekeeping.88 Given the increasingly close relationships between police and military worldwide, especially regarding peacekeeping operations in conflict zones, Interpol has been engaging more frequently with military actors, and for a long time has been promoting more secure and efficient exchanges of information between police, military, and the judiciary.89 For example, in 2018, Interpol concluded an agreement with G5 Sahel, which created a joint, mixed military–police anti-terrorism task force composed of five West African States seeking to establish an institutional framework for regional security cooperation.90 The agreement gives G5 access to Interpol databases. Similarly, through cooperation with NATO and EU military missions,91 Interpol seeks to clarify the role of the military in evidence gathering. This increase in cooperation with military actors creates challenges in defining the limits of Article 3 of the Constitution and in ensuring appropriate rights for those affected by the transmitted intelligence.92


b. Defining and Prioritizing Global Security Threats


The wealth of data available through Interpol’s databases contributes in defining international strategies for global security threats.93 In 2017, the IGA agreed for the first time on seven Global Policing Goals to improve coherence amongst the activities of all countries: countering the threat of terrorism, promoting border integrity, protecting vulnerable communities, securing cyberspace, promoting global integrity, curbing illicit markets, and supporting environmental security and sustainability.94 It remains to be seen whether these goals will have an impact at the national level and how they might interact with other priorities such as those made every four years through the EU Policy Cycle on organized crime.95

Supporting environmental security is one example of Interpol’s burgeoning role in the global security architecture. In light of the fact that Interpol has worked on environmental crime since 1992,96 its IGA has acknowledged the important role of this area of crime for national, regional, and global security.97 While discussions at the UN show increasing awareness of the link between environmental degradation, unsustainable management of natural resources, and peace and stability,98 there is significant resistance, particularly from Russia, around a perceived ‘securitization of environmental policies’ and expansion of the UNSC’s mandate over non-security issues.99 However, demands are increasing on the UN Secretariat to facilitate the Council’s consideration of environment-related security risks when assessing country situations.100 Interpol’s intelligence is poised to play a significant role in helping overcome resistance to the UNSC addressing such issues.

The Strategic Framework 2017–20 also includes goal 4 of ‘maximizing Interpol’s role in the global security architecture’.101 This ambition is illustrated by its commitment to ‘seek to federate the international community around common goals on security, and to strengthen the regional and ground-level delivery of programmes and capabilities to meet those goals [which] may also require strengthening the legal foundations of the Organization for more effective service delivery’.102 Interpol’s leadership ambitions are also reflected in the ‘Dialogue on an effective multilateral policing architecture against global threats’ which brings together on a yearly basis regional police organizations, and aims, amongst other things, at the alignment of strategic priorities.103 In 2018, a new Working Group was established to propose means of strengthening Interpol’s governance structure.104 Unfortunately, despite an explicit request in the resolution of the IGA to make public the reflection paper on this subject,105 neither this paper nor the recommendations under the Interpol 2020 initiative for an organizational reform process106 are currently publicly available, which makes it difficult to ensure a transparent discussion around how to overcome current governance challenges.


2. Halting Abusive Access to Interpol Networks and Political Persecution


As Interpol seeks to integrate law enforcement cooperation worldwide, the organization has become both a tool to further international relations and a source of friction amongst its Members seeking to promote their national interests. As such, the neutrality requirement in Article 3 of the Constitution remains vital.107 Interpol has narrowed its mission to exclude crimes of a political, military, religious, or racial character, but none of these concepts are clearly defined in international law. The ability to refuse extradition or prosecution of a foreign national based on the relevant mutual legal assistance treaties or other applicable conventions remains a powerful diplomatic tool, serving as a political statement or even refuge from an oppressive government. Member States retain this power and, therefore, a warrant transmitted by Interpol triggers only a provisional arrest, which must be followed by formal extradition procedures. These, in turn, trigger all the traditional objections to international mutual legal assistance.108

Remedies can only achieve results where the regulatory basis provides clear objectives. Interpol’s inherently conflicting goals of pledging neutrality while simultaneously seeking to assist all governments and safeguard individuals from political persecution cannot be solved without balancing the interests involved.109 This requires an assessment of Article 3’s explicit embargo on alerts of a political, military, religious, or racial nature. Article 34(3) of the Rules on the Processing of Data provides further details about the criteria to be considered regarding potential breaches of Article 3’s neutrality clause.110

Since Interpol’s inception, the concept of a political crime has undergone two major reformulations. With the adoption of the test of predominance, Interpol took a stance of non-intervention in political cases and insisted on a case-by-case assessment. In 1984, Interpol adopted two resolutions that further developed these principles.111 The location of a political crime, such as an act of terrorism, would be the predominant consideration in deciding whether to cooperate.112 Acts of terrorism committed within a conflict area would be considered political crimes and international cooperation could not be sought. If the terrorist act occurred outside the area of conflict, however, the prohibition on international cooperation could be lifted. Although the concept of national sovereignty remains strong within the Interpol framework, the 1984 resolutions indicate a willingness to recognize terrorism as a transnational concept. Later reforms broadened the definition to include membership in a terrorist organization as a non-political crime.113 Interpol issued a ‘repository of practice’ for the application of Article 3 in an effort to provide guidance to practitioners with respect to the provision’s interpretation but this has not been updated since 2013.114

The ‘test of predominance’115 has made the CCF’s mandate more complex and holistic.116 While today suspected membership in a terrorist organization can trigger a Red Notice, it must still be ascertained that the Notice does not put Interpol’s political neutrality at risk, complies with standard principles of mutual legal assistance (such as the non-refoulement principle, the legal position of asylum seekers, and dual criminality), and does not put an individual at risk of political persecution.117 An initial glance at the narrow interpretation of Article 3 reveals a transformation of terrorist offences from political crimes to ‘alertable crimes’, but also a commitment by Interpol not to assist political persecution by rogue States.118 A more in-depth look, however, makes it apparent that these changes are the consequences of Interpol’s attempt to balance its role as a stakeholder in the global fight against terrorism with its commitment to political neutrality and accountability for particular alerts.119


3. Protection of Individual Rights


By citing its obligation under Article 2 of the Convention to ensure and promote international police cooperation ‘in the spirit of the Universal Declaration of Human Rights’, Interpol stresses its commitment to human rights in the context of cross-border law enforcement.120 One important component of this is compliance with Article 3’s limits on Interpol activity, namely that the Organization is not allowed to assist in cases that pose a risk of political, ethnic, or religious persecution.121

In line with Interpol’s 2015 refugee policy, a Red Notice will be in general withdrawn where status as a recognized asylum seeker or refugee can be confirmed by the country of refuge and the Notice comes from the prosecuting country.122 The sensitivity of the issue is evident as the discussion about misuse of Red Notices did not start with the Turkish government asking for Turkish nationals who were seeking political asylum following the failed 2016 coup d’état or the Red Notices issued by the Chinese government for Uighurs who had received asylum in European countries.123 The language in resolutions from both the UN and the IGA addressing concerns about the risk of abuse of asylum status by perpetrators of terrorist acts rather than the risk of Red Notices being abused against refugees demonstrates the controversial nature of the issue.124 In the policy’s application, the level of scrutiny (such as whether or not information from human rights organizations is considered) remains unclear and the public ‘repertory of practice’ does not clarify this either.

In principle, the importance of respecting human rights has been recognized by Interpol since 1949 when the IGA adopted a resolution condemning ‘all acts of violence or inhuman treatment’, including ‘those contrary to human dignity committed by the police in the exercise of their judicial and criminal police duties’.125 Article 2(a) of Interpol’s Rules on the Processing of Data explicitly states that Interpol will have due respect for the basic rights of individuals when processing data.126 The Organization works to achieve this via CCF’s crucial role in providing a forum for correction or deletion of alerts. Yet, the CCF has itself conceded that compliance with Article 2 is difficult to assess, as it requires distinguishing between a possible breach of individual rights and systemic malfunctions of the human rights system in the country.127

Because States exchange information via Interpol on a voluntary basis, it is essential to maintain trust between Interpol and its Member States, as well as between States themselves, to foster participation in cross-border cooperation. With time, the protection of individual rights will depend on the implementation of new remedies, particularly at the domestic level.128 As long as States are unwilling to disclose all evidence underlying arrest warrants or to provide legal aid to persons who seek to challenge a Red Notice, these hurdles become a great challenge to the protection of international human rights.


F. Outlook


Interpol’s growing importance in the global security architecture has gone far beyond its initial role as communication channel for national law enforcement authorities. Its key position as an information broker has made Interpol a stakeholder in UN and EU counter-terrorism operations and in many other fields. But its operations remain outside regular regimes of checks and balances. Recent reforms shed light on the need for accountability and protection of individual rights in transnational policing. The establishment of an internal remedy system may save Interpol’s privileges and provide some leeway in national jurisdictions. The pledge of neutrality and independence in Interpol’s actions in Article 3 of the Constitution and the promise to comply with the basic principles of mutual legal assistance and to protect individuals from abusive access to its networks add to a more reliable international legal regime. Rogue States may still be tempted to send arrest warrants to Interpol, hoping for little scrutiny and complex correction tools. That is, even if a warrant is not executed, life becomes exceedingly difficult for anyone listed in Interpol’s channels and the process to be delisted is not only lengthy, but also costly.

So long as Interpol remains outside judicial supervision and detached from an institutionalized political framework, it must find a way to resolve the conflict that stems from its traditional role of facilitating cross-border law enforcement and its new commitment to individual rights, and data protection in particular. If it can achieve a sufficient standard of accountability in international law, it will have made an important contribution to modern international rules in the field of international policing.

Having to address this dichotomy between efficient law enforcement support and protection of human rights is not unique to Interpol, but, in it, it is especially difficult because of a weak accountability structure. External pressure to address this conflict in a more effective way has driven recent reforms within Interpol, but more will be required129 if it wishes to preserve the credibility underpinning its rise in importance in the global security architecture since the attacks of 9/11.

Note“In memoriam of James B. Jacobs, a committed advocate of police accountability”.
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Chapter 56


Non-Governmental Organizations

Their Relevance and Impact in the International Law of Global Security

Christina Binder



A. Introduction


Security is a complex concept in today’s ever-complicated world. The traditional State-centric approach to security has been complemented, albeit not replaced, by a more human-oriented aspect. With security threats stemming from both natural and man-made disasters including civil wars, poverty, climate change, and the growing terrorist threats, global security has many dimensions. Each of these endangers the security of individuals, and has given rise to more comprehensive approaches to security.

This broader understanding of global security allows for the increased involvement of non-governmental organizations (NGOs). In the traditional or classic approach, conceptualizing security as conterminous with ‘high politics’, where States hold tight control of information flows, mistrust of civil society is common1 and little space left for NGO and civil society involvement.2 The broadening of security has opened the traditionally State-centric area of ‘high politics’ to new actors. Today, NGOs may participate in the security discourse as increasingly relevant stakeholders, ensuring that a focus on human rights and the common interests of humankind is maintained in security debates.3

This chapter will explore how NGOs have engaged with international law in the field of global security and assess their contribution in developing the international legal regime. It will discuss whether NGOs have shaped relevant international standards, and if so, in what manner; whether they have influenced their implementation and enforcement; what the applicable international legal framework is and whether the ways in which NGOs engage with it have changed in view of the additional human security-related dimensions.

In addressing these questions, the chapter is organized as follows. First, the role of NGOs in global and regional security arrangements will be examined. Following that, their contribution in the field of global security in terms of standard-setting, norm application, and interpretation, as well as with regard to compliance and enforcement will be dealt with in areas where the individual is centre stage: international humanitarian law (IHL), international criminal law, and international human rights law (IHRL). Then, the applicable international legal framework regulating engagement by NGOs will be examined. Finally, the discussion will turn on whether NGO practice has been influenced by the ever-changing global security landscape. The last section concludes.


B. The Role of NGOs in Global and Regional Security Arrangements


The growing role of NGOs in the contemporary security architecture is particularly visible in relation to global and regional security arrangements. Generally, the broader the security concept adhered to by an international organization, the more room is given to NGO involvement. Unsurprisingly then, amongst security-focused organizations, by far the greatest NGO engagement has taken place in the context of the Organization for Security and Co-operation in Europe (OSCE), given its comprehensive security concept with particular emphasis on the human dimension. Non-governmental organizations’ engagement with the OSCE has grown steadily since the end of the Cold War, with a turning point in the mid-1990s alongside the OSCE’s increased institutionalization. Accordingly, considerable leeway is left for NGOs such as Amnesty International (AI) or Human Rights Watch (HRW), which participate in OSCE working groups on an equal footing with governmental delegations.4 Additionally, OSCE field operations of long duration usually reach out to local NGOs in light of their knowledge about the political and social conditions on the ground.5

In comparison, other security-related institutions engage with NGOs far less. The UN Security Council (UNSC), the organ with primary responsibility for the maintenance of international peace and security under Article 24 UN Charter, engages only on an ad hoc and rather sporadic basis with NGOs.6 NGOs enjoy no official status or standing before it. Rather, such organizations tend to lobby the Council membership informally.7 Even though NGO activities in collaboration with the UNSC have intensified since the end of the Cold War, these remain minor and largely informal.8

Similarly, NATO is generally shut to civil society. No institutionalized NGO involvement in NATO policy planning, policymaking or implementation exists.9 The North Atlantic Organization does not give NGOs access to deliberations or even its premises; NGOs are consequently deprived of any opportunity to lobby State representatives or NATO staff directly.10 However, NATO officials meet with selected NGO officials (such as AI, HRW, the International Crisis Group (ICG)) from time to time for informal exchanges of views and other sporadic discussions.11 These types of exchanges have, at least, increased over time. NGOs have also seized the opportunity to liaise when NATO engages in crisis management or post-conflict peacebuilding in situations such as in the former Yugoslavia or Afghanistan.12 This notwithstanding, the role of NGOs in that respect remains insignificant.

Thus, NGO involvement, especially within ‘high-politics’ security-related arrangements such as the UNSC or NATO, is at best nascent, despite a certain trend towards their increasing involvement. This trend corresponds to the growing role of NGOs in various areas of international law in the field of global security.


C. Areas of NGO Engagement with the International Law of Global Security


NGOs are diverse creatures. Scholarship traditionally differentiates between advocacy NGOs, engaging less ‘on the ground’, and functional or operational NGOs, such as humanitarian relief organizations.13 Equally diverse is their role and engagement in various areas of global security. Overall, one may distinguish between their role, first, in the development of international law (standard-setting); secondly, in the judicial application and interpretation of international law (with focus on international criminal law and IHRL); and thirdly, in compliance monitoring and the enforcement of international law, including humanitarian assistance (reconstruction and relief operations) and peace mediation.14 These three functions will be examined in turn with particular focus on the contribution of NGOs in the shaping and development of the international legal framework in the field of global security.


1. Standard-Setting


In the past twenty-five years, NGOs have actively participated in the development of international standards in the field of global security, particularly through engaging in different stages of treaty creation.15 On the one hand, NGOs contribute to agenda-setting and raising awareness regarding the need for binding rules in particular fields through lobbying activities. Pertinent examples here are the campaigns for a ban on anti-personnel landmines, the establishment of an international criminal court, or, currently, the lobbying for the complete ban of fully autonomous weapons.16

Beyond this, NGOs have participated in the negotiations of the respective treaties. For example, the 1998 Rome Conference for the establishment of an International Criminal Court,17 and the drafting of the Anti-Personnel Landmine Convention (Ottawa Convention)18 saw extensive NGO participation, with 236 NGOs being accredited in Rome,19 and more than 1000 participating in the anti-landmine drafting process.20 In these processes, NGOs focused on information, education, and service rather than on advocacy.21 Since they were not entitled to officially speak or participate in the deliberations on the draft text for either the International Criminal Court (ICC) Statute or the Ottawa Convention,22 they engaged in the process informally. They lobbied governments to stick to ‘good positions’ and supported especially smaller delegations with fewer resources, with information and relevant expertise.23 In doing so, NGOs cooperated with each other. For example, the Coalition for the International Criminal Court (CICC) adopted common positions on major points, like the independent prosecutor and the de-politicization of the ICC.24 Likewise, the International Campaign to Ban Landmines (ICBL) aimed to speak with one voice.25 Non-governmental organizations also maintained active media relations; this way, they raised public awareness and kept the ICC and the Ottawa Convention in the news.

Due to their mostly informal participation, the NGOs’ substantive influence on the treaty texts is difficult to measure. Ultimately, NGOs seem to have succeeded in making the treaties stronger from a human security-related perspective. In the case of the ICC, examples of this include the creation of an independent prosecutor; the ICC’s automatic jurisdiction; victim participation; and the ICC Statute’s application to internal armed conflicts.26 With respect to the Ottawa Convention, NGOs seem to have strengthened the text as regards its scope (particularly the definition of landmines) and the rules on international cooperation, implementation, transparency, and monitoring.27 Non-governmental organizations also assisted in making both the Ottawa and the ICC processes more inclusive, in particular with respect to the Global South, especially African governments.28

Furthermore, and following the adoption of the treaties, NGOs have promoted their implementation. The CICC, for example, has launched a campaign to increase ICC Statute ratification.29 Similar pressure is exercised by the ICBL for the Ottawa Convention.30 Today, there are 123 States Parties to the ICC Statute and 164 parties to the Ottawa Convention.31 The relative success of both conventions may be partly attributed to NGOs.

2. Judicial Application and Interpretation

From another footing, NGOs have contributed to the judicial application of international criminal law and IHRL and have shaped the development and interpretation of the relevant norms, especially by helping to initiate cases and by means of amicus curiae submissions.

Generally, NGOs have fostered norm application by advocating amongst relevant stakeholders for the acceptance of the respective institutions. For example, in the field of international criminal law, NGOs have attempted to explain the role of international criminal tribunals to local populations, engaging in relevant outreach activities.32 They have also facilitated the work of these tribunals through the provision of relevant information and support. Operating on the ground, NGOs often witness the crimes committed and possess evidence which is important for their prosecution.33 They may also bring major violations of IHRL and IHL to the attention of international criminal tribunals. This is sometimes done through formal procedures. For example, the Rome Statute allows NGOs to submit communications regarding the commission of international crimes to the Prosecutor.34 In total, more than 10,000 communications have been submitted since the ICC’s establishment.35 While it is quantitatively difficult to assess how many communications came from NGOs, at least in some cases NGOs have had an obvious impact on the opening of preliminary examinations.36

Furthermore, NGOs have documented patterns of human rights violations and have conducted forensic examinations. For example, the Humanitarian Law Documentation Project in Kosovo, a 1999 project of the ICG, accumulated 4,700 records from victims and witnesses and handed them over to the International Criminal Tribunal for the former Yugoslavia (ICTY).37 In the ICC, evidence submitted by NGOs seems to have played a role in the course of preliminary investigations as well as concerning decisions on the admissibility of a case.38 Non-governmental organization support is of particular relevance when States are unwilling to cooperate with international criminal tribunals or when tribunals face other constraints, such as difficulties in accessing the territory where the crimes were committed or when a long time has passed between the commission of crimes and their prosecution. Indeed, especially in the case of the Extraordinary Criminal Chambers in the Courts of Cambodia (ECCC), NGOs substantively supported the gathering of evidence for the Khmer Rouge crimes committed in the 1970s. This proved instrumental, given the ECCC’s limited financial and personnel resources.39

Engaging with human rights institutions, NGOs have contributed to the establishment of State responsibility and the promotion of strong human rights standards in the context of global security. Non-governmental organizations have brought several complaints for alleged human rights violations in the context of counter-terrorism. Recently, NGOs filed cases against the United Kingdom in relation to data protection under the country’s surveillance laws before the European Court of Human Rights (ECtHR).40 Broader litigation options are provided for NGOs in other regional human rights protection systems. While in the European Convention system NGOs must not act on behalf of victims but have to be themselves affected in their rights,41 in the Inter-American or the African system, NGOs may also file complaints on behalf of victims in the form of actio popularis.42 However, relatively little use of such mechanisms has been made so far.

The contribution of NGOs is perhaps most visible from the perspective of the individual, especially in terms of victims’ rights.43 Non-governmental organizations have fostered stronger links between victims, the Prosecutor, and the ICC.44 They have provided victims with support, including psychological, medical, and humanitarian aid; they have organized victim participation in proceedings and reparations; and have trained lawyers to represent victims. The role of NGOs in relation to victims is formally recognized in the ICC Statute. Article 75(3)45 presents a successful avenue for NGOs to make submissions to the ICC on reparations.46 In proceedings before human rights tribunals, NGOs also grant extensive support to victims of human rights violations, amongst others, by providing legal advice and representing victims before the ECtHR. A prominent example of such practice was the representation by lawyers from the Kurdish Human Rights Project of victims in cases against Turkey.47

On top of this, NGOs have shaped the interpretation and application of norms in criminal law and IHRL through amicus curiae briefs. Amicus curiae briefs are a means to provide relevant legal (or factual) information to a tribunal without being party to a case.48 The Rules of Procedure and Evidence (RPE) of international criminal tribunals provide avenues for the submission of such briefs.49 While these rules are not only directed to NGOs but are phrased in more general terms, NGOs have brought amicus curiae on this basis. In 2015, out of the 30 NGO applications to file amicus submissions, the ICC had accepted roughly one-third.50 The ICTY, for its part, even invited amicus briefs in several cases (eg, in Karadzic51), displaying a proactive stance. The Special Court for Sierra Leone (SCSL) and the ECCC also sought assistance from NGOs by means of amicus curiae.52

Most notably, NGOs played a crucial role in the Akayesu case before the International Criminal Tribunal for Rwanda (ICTR), where the Prosecutor amended the indictment to include crimes of sexual violence after an NGO brief had requested so.53 For their part, the SCSL and the ECCC seem to have at times explicitly adopted the conclusions reached by the amici.54 More difficult is to assess the impact of amicus curiae briefs in relation to the ICC and the ICTY.55 Overall, international criminal tribunals seem to have welcomed the input of NGOs especially when it has provided support to their work from a legal or a factual perspective.

Similarly, before human rights tribunals amicus curiae briefs have been crucial in influencing norm application and interpretation. While their acceptance lies in principle in the discretion of the ECtHR and the Inter-American Court of Human Rights, both institutions have been open to amicus curiae by NGOs.56 Sometimes, their interpretation of norms in the field of global security, such as in the case of forced disappearances,57 has been influenced by these. This exemplifies how NGOs have shaped the human rights parameters for State measures adopted in certain areas of global security.


3. Compliance Monitoring and International Law Enforcement


The engagement of NGOs with the enforcement of international law in the area of global security is diverse.58 On the one hand, NGOs push for State compliance by engaging in their traditional advocacy role of naming and shaming, acting as ‘watchdogs’. On the other, they are involved at an operational level, through the provision of humanitarian assistance (including reconstruction and relief operations). From this distinction stems the aforementioned division between advocacy and operational NGOs.59

Organizations such as AI, HRW, or Relief Web are well known for their action in cases of ongoing human rights violations. By publicizing major IHRL and IHL violations, they aim at gathering public support and triggering a reaction against perpetrators and non-compliant States so as to induce a change in their behaviour. Simultaneously, such advocacy raises awareness and draws the attention of the international community to (emerging) conflicts and the human rights violations committed in their context. Ideally, this in turn stimulates (re-)actions by international institutions and other States, such as diplomatic or political pressure, economic sanctions, or even military enforcement action. Examples include, amongst others, the publication by NGOs of information concerning human rights violations in Syria;60 the campaign against ‘blood diamonds’;61 or the denunciation of the humanitarian crisis in the Mediterranean in the context of the growing refugee flows and corresponding migration policies.62

While it is difficult to assess their actual impact on compliance monitoring, publicizing such issues and raising awareness at least ensures that they will not go unnoticed. In doing so, NGOs have a crucial role to play in early warning.63 For example, the OSCE High Commissioner on National Minorities regularly relies on information provided by NGOs when engaging in preventive diplomacy and conflict prevention.64 To what extent NGOs more generally induce a change in behaviour of non-compliant States or relevant (re-)actions by the international community for IHRL and IHL violations is more complex to assess; even where changes in behaviour occur or some action is taken, it would usually be difficult to causally link this back to NGO action. Still, there are certain positive examples, such as the campaign against blood diamonds, through which NGOs seem to have pushed the UNSC to act;65 the NGO campaign in relation to the human rights violations committed by Serbian forces in Kosovo in 1999;66 and the lobbying of the UNSC to take, at least some, action in the Rwandan genocide.67 At the internal or domestic level, naming and shaming has proved particularly fruitful in States with leaders ‘who are sensitive to their international reputation’.68

Of course, there are also other, including more formalized, means, apart from naming and shaming, to draw attention to human rights violations or other issues critical to global security. For example, NGOs play an active role in monitoring and verifying compliance with the Ottawa Convention. As was observed in this regard: ‘(…) the Ban the Landmine Campaign unofficially monitors and verifies the 1997 Landmine Treaty through “citizen verification” with 115 researchers in 85 countries. The campaign reports not only on state compliance with the treaty but even on countries that are not party to the treaty.’69 Non-governmental organizations may also bring human rights violations to the attention of treaty monitoring bodies or the Human Rights Council through shadow reports alongside the State reporting procedure.70 Still, since reporting cycles are long, these mechanisms mainly aim at a mid- or long-term impact, such as changes in the legal and institutional framework of a State. They are thus of only limited relevance in the context of global security where gross human rights violations usually require immediate action.

In addition to their advocacy role, NGOs contribute directly to compliance with, and the enforcement of, international (humanitarian) law through their humanitarian assistance and relief work in conflict zones. Especially operational NGOs, which are involved in programme and policy implementation, are rather active in that respect. They deliver, for example, food and services during conflicts or medical supplies. Examples include the active involvement of Médecins Sans Frontières in providing health care in South Sudan (with more than 1 million consultations in 2017),71 and the distribution of food by the German NGO Welthungerhilfe.72

Further, NGOs participate in post-conflict reconstruction programmes and, increasingly, in peacebuilding activities.73 Organizations such as CARE, Oxfam, World Vision International, Save the Children, the International Rescue Committee, Médecins Sans Frontières, and Catholic Relief Services are crucial actors in this field. These seven NGOs together manage more than 50 per cent of the global humanitarian relief resources.74

The important contribution of NGOs to the reduction of human suffering through relief work in conflict zones and the amount of assistance provided by them is evidenced in concrete figures and in the billions of dollars NGOs handle when performing these tasks.75 What is more, their relevance is illustrated by the fact that they are directly addressed by States and international organizations as partners in the delivery of humanitarian assistance and aid.76 Major donor States like Germany or the United States rely on NGOs for the delivery of humanitarian aid and assistance.77 Even organizations such as NATO liaise with NGOs when engaging in crisis management or post-conflict peacebuilding on the ground.78 Furthermore, the UNSC’s interaction with NGOs has intensified, especially as the Council has expanded its activities in peacekeeping and post-conflict peacebuilding.79 Thus, operational NGOs in particular have a direct role in furthering the compliance with and the enforcement of international law in the field of global security.80

Occasionally, NGOs engage in peace mediation and negotiations.81 However, while there are some examples of NGO involvement in peace negotiations, overall a formal role for NGOs has been rare. 82 Likewise, the impact of their activities in this area is generally mixed. There are some successful examples, such as the talks between the Nigerian government and Biafran rebels in the 1967–70 conflict, which were hosted and facilitated by the Quakers. Still, in other cases such direct involvement in peace negotiations is far less successful.83 Amongst the reasons for the rare and partly unsuccessful formal involvement of NGOs in peace deals is that they ‘often do not have the resources or authority to make agreements stick and are prone to be manipulated by the parties in question’.84 In light of this, their involvement in peace negotiations is often rather indirect: they run mediation and conflict resolution workshops; engage in ‘track two diplomatic efforts’ where influential persons, though non-officials, from both sides are brought together; or further conflict resolution at the grassroots level.85 These efforts notwithstanding, overall, the contribution of NGOs in this appears to be minor. This may, inter alia, be explained by the fact that peace negotiations tend to relate to ‘high-level security’ politics and thus to take place in a State-centred rather than human security-centred area, which accordingly leaves little place for NGOs.


4. Appreciation


The foregoing analysis illustrates the growing engagement of NGOs in an ever-more comprehensive security landscape, where human security has an increasingly prominent place. This is true for all the areas mentioned above, namely standard-setting, norm application and interpretation, and compliance monitoring and enforcement, especially where the rights of individuals are at stake. Notwithstanding NGOs’ increasing engagement in the field of global security, it seems, however, difficult to measure their actual impact on the international legal regime for two reasons: first, due to their diversity, and, secondly, because of their frequently informal means of engagement. What may be safely stated though, is that alongside the expansion of contemporary conceptions of security to encompass human security-related issues, the contribution of NGOs becomes increasingly important. With this in mind, we now turn to the international legal framework that regulates the engagement of NGOs in the field of global security.


D. International Legal Framework


Despite the increased engagement of NGOs in the field of global security, the international legal framework that regulates their activities remains limited. It seems, however, that the so far rudimentary framework is slowly expanding, especially in human security-related fields.86

In many of the areas discussed above, NGO engagement remains unregulated by international law or only limited rights are conferred on NGOs. NGOs usually play an informal role and have a weak position in treaty negotiations. They may be allowed to speak but usually do not have a right to vote or participate in deliberations on the draft treaty text.87 Also naming and shaming, the traditional role of NGOs, remains mainly in the field of international politics, not of international law. Nor does international law say much about humanitarian assistance and relief efforts effectuated by NGOs.88 Even more informal is their role in peace negotiations.

There are more formalized avenues of participation when it comes to the interaction of NGOs with international tribunals, such as in the case of norm application and interpretation. Such avenues provide for submissions (communications, applications, amicus curiae) to international criminal89 as well as to human rights tribunals.90 While these procedures are often not specifically designed for NGOs, they are, as was shown, increasingly relied upon by them. As such, they contribute indirectly to an increasingly rules-based engagement of NGOs in areas of global security which are judicialized and open to litigation. Overall, however, the position of NGOs in international law remains under-regulated.

Within the UN, Article 71 UN Charter opens a formal channel for NGO participation:91 the consultative status of NGOs at the Economic and Social Council (ECOSOC) as specified in Resolution 1996/31.92 Tellingly, the formal status of NGOs in the UN was attached to ECOSOC, whose mandate relates to ‘soft’, human security-related issues, including international economic, social, cultural, educational, health, and related matters (Article 62 UN Charter).93 Conversely, explicit rules for NGO engagement with the work of other UN organs are virtually non-existent.94 Nonetheless, there is increasing recognition of NGOs also by the UNSC in areas where they can make a substantial contribution. At times, the UNSC has called formally on NGOs to support its work, such as in UNSC Resolution 1470 (2003) concerning the national recovery strategy in Sierra Leone.95 In other regional security and defence organizations such as NATO, as discussed, there is usually neither a formal recognition of NGOs nor a formal framework of interaction.

OSCE, being more open to NGO participation, grants them a more established place. In the Charter of Paris, OSCE participating States recognized ‘the major role that non-governmental organizations (…) have played in the achievement of the objectives of the CSCE [Conference for Security and Co-operation in Europe, which was changed on 1 January 1995 to OSCE] (…). These organizations (…) must be involved in an appropriate way in the activities and new structures of the CSCE in order to fulfil their important tasks.’96 Also, the 1992 Helsinki summit document grants NGOs broad (though not unlimited) access to OSCE policymaking and implementation activities.97 The involvement of NGOs in the OSCE is even more extensive and, arguably, more formalized, when it comes to the human dimension, where NGOs are given an increasingly ‘official’ role in the implementation of commitments.98 Thus, security arrangements and institutions employing a comprehensive concept of security such as the OSCE rely on NGOs; in turn this is reflected in the existence of a more detailed international legal framework.

Overall, it seems that the formal involvement of NGOs in the field of global security has been growing. Although the international legal framework still does not grant NGOs a well-established place and their engagement in the area remains largely informal, a trend towards increasing recognition is discernible, especially in fields where NGOs can play a significant role; such are the areas where the individual is centre stage.


E. Recent Developments


The ever-changing concept of security and the many more avenues open for NGO participation in the field are reflected in the working methods, structure, organization, and types of NGOs themselves. At the outset, a remarkable increase in the number of international NGOs can be witnessed. As of 2018, 5,161 NGOs had consultative status with ECOSOC.99 The UN Human Development Report 2003 estimated that 37,000 to 50,000 NGOs were active in the field of development, human rights, and peace and security. The 2003 UN Office for the Coordination of Humanitarian Affairs roster estimated that there were approximately 2,500 NGOs in the humanitarian business while 260 major NGOs engaged in relief efforts.100

Indeed, especially in international humanitarian relief, NGOs play a crucial role. In view of their flexibility and their relative ability to move in and around conflict zones, NGOs have been transformed to operational partners of global and regional security arrangements, take part in UN collective enforcement efforts and collaborate with international organizations more generally.101 Likewise, many States have started to outsource government activities to NGOs in the areas of aid delivery and humanitarian relief.102 Non-governmental organizations (frequently State-funded) train, help, educate, mediate in conflict areas and report on what is happening on the ground. They channel huge amounts of money.103 Changes in NGOs’ working methods and ways of organization are thus particularly noticeable in the humanitarian field: NGOs have become professionalized and have started to act as entrepreneurs. Their (corporate) structures have been compared to small companies.104

But the working methods of advocacy NGOs have also changed. Their increasingly important place within international institutions and in the landscape of global security has led to new forms of cooperation between them. The rise of transnational advocacy networks (TANs) is here pertinent. Non-governmental organizations build global alliances with other international (and national) NGOs. This was noticeable, for example, with the CICC or the ICBL in the context of standard-setting.105 Also, in the more traditional field of naming and shaming, NGOs tend to form coalitions and they engage in large lobbying campaigns as, for example, in the case of blood diamonds.106

As a result of these developments, the traditional distinction between operational and advocacy NGOs decreases.107 In the modern security matrix, the ways different types of NGOs engage with international law often align. For example, humanitarian assistance-focused (namely, operational) NGOs increasingly employ a human rights lens and criticize, if necessary, governmental actions. Recently, Médecins Sans Frontières took an advocacy role by publicly speaking out about the humanitarian crisis suffered by refugees in the Mediterranean in the context of migration control operations.108

Changes are also noticeable in relation to the cooperation between international and local NGOs with new alliances being formed especially in the areas of implementation and enforcement of IHRL, IHL, or criminal law.109 Local NGOs are increasingly recognized as important partners in many respects. First, they provide information for international campaigns, which feeds into the work of international NGOs of naming and shaming and awareness raising. For example, with respect to the conflict in Syria, international NGOs such as AI and HRW relied on information received from local NGOs to then denounce the human rights violations committed.110 Secondly, since States with a locally organized domestic opposition are more vulnerable to transnational advocacy efforts, international NGOs partner with local actors to pressure domestic authorities from ‘above’ and ‘below’.111

There is also increasing cooperation between NGOs and academia. For example, during the negotiations for the ICC Statute, NGOs were supported by LL.M students from NYU. Likewise, for litigation purposes, when acting as amicus curiae, NGOs increasingly join forces with academics. Law clinics and pro bono projects at universities are a useful resource.112 Especially in relation to technical issues where enhanced legal (or other) knowledge is required, collaboration between NGOs and academic institutions seems to be quite fruitful.

More generally, NGO engagement in the field of global security has become increasingly powerful and effective. Working methods and information flows have been professionalized and become more stable. Sometimes, extensive resources are used. A pertinent example is the verification and monitoring in relation to the Ottawa Convention discussed above.113 Furthermore, NGOs explore new ways to engage in interaction and monitoring. They increasingly draw on new technologies such as internet communication and satellite technology in order to detect and publicize major IHRL and IHL violations.114

Finally, the increased openness of international tribunals towards NGOs as regards norm application and enforcement has consequences for NGOs’ working methods and their engagement with international law. Engagement has become more formalized. The traditional means of informal public denunciation (naming and shaming) is increasingly complemented (though by no means replaced) by a growing reliance on other procedures, such as litigation before human rights bodies, communications to international criminal tribunals, or the filing of amicus curiae briefs. Thus, NGOs take up more proceduralized avenues of denunciation.115 At the same time, they lobby for the creation of new (judicial) institutions; as was the case with the ICC. In doing so, NGOs participate in the legalization and institutionalization of the international security landscape which, in turn, has repercussions on their working methods, which become more and more formalized. Overall, the dynamic global security environment has significantly influenced NGOs’ working methods, organization, and forms of engagement with international law.


F. Conclusion and Outlook


Global security, originally limited to State security, has gradually become a more comprehensive concept. The emergence of issues associated with human rights as well as more comprehensive strategies, like post-conflict peacebuilding, opened the international arena for NGO involvement. Non-governmental organizations have plenty to offer and indeed become increasingly engaged. This goes hand in hand with a growing openness towards NGOs on behalf of intergovernmental organizations. Even traditional, ‘high politics’ security arrangements, such as the UNSC and NATO are gradually opening up to NGOs, especially in relation to post-conflict reconstruction. Non-governmental organizations’ involvement is most extensive in the case of the OSCE in light of its inclusive conception of security. This reflects the reality that NGO involvement is directly connected to the concept of security adhered to by the international organization in question and increases in cases where human security is focal.

While NGO engagement with international law in the field of global security still remains mostly informal, a trend towards professionalization and formalization may be noticed, especially in litigation. This holds true more generally: hand in hand with the growing role of NGOs in the international arena goes the formality of their engagement and the increase of applicable international standards. This notwithstanding, development is slow and there are obvious shortcomings, including concerns on NGO accountability.116 While not the focus of this contribution, there is greater need for stronger accountability mechanisms and transparency regarding NGO engagement in the relevant fields.

The activities of NGOs in the field of global security may be measured on the basis of their result and contribution to the field. As shown above, NGOs have advanced especially human security-related fields: they have contributed to strengthening standards and improving their judicial application and interpretation; they have enhanced compliance with international law, especially IHRL, IHL, and international criminal law; finally, they have fostered the work of international institutions in these areas, for example of international criminal and human rights tribunals, as well as of the OSCE, while they have also supported States in the delivery of humanitarian assistance.

Overall, NGOs have contributed to furthering the openness of international law towards the individual in the field of global security, traditionally reserved exclusively for States. As such, the general statement that ‘NGOs make international law more responsive to the needs of the international community’117 holds true when it comes to the field of global security.
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Chapter 57


The North Atlantic Treaty Organization

Steven Hill



A. Introduction


The North Atlantic Treaty Organization (NATO) is a political–military alliance that currently includes thirty Allied Nations.1 NATO Allies deal with a wide range of peace and security issues. NATO also cooperates with a wide range of partners in the broader Euro–Atlantic neighbourhood and across the globe. Currently there are NATO missions, operations, or activities in Afghanistan, Kosovo, the Mediterranean Sea, the Aegean Sea, and Iraq. NATO States are also in the middle of the biggest reinforcement of deterrence and defence since the end of the Cold War.2

NATO’s foundational document is the 1949 North Atlantic Treaty,3 which recently celebrated its seventieth anniversary. There have been commemorative events including a meeting of Ministers of Foreign Affairs in April 2019, a variety of reports and books about the Alliance’s future, and even a legal conference and accompanying volume dedicated to the North Atlantic Treaty and its contribution to the international law of collective security.4 This all culminated in a special meeting of the Heads of State and Government in London in December 2019.5 All of these events have in one way or another sought to assess NATO’s past, present, and future role as a global security actor. International law, and the rule of law more generally, play an important part in this overall picture.


B. NATO as a Global Security Actor


This section aims to describe NATO’s role as a global security actor. To that end, it reviews NATO’s mission and mandate, its institutional structure, and its current priorities. In this section, a brief review of the Treaty’s principal provisions will therefore help illustrate the general international legal framework in which NATO operates, the scope of its activities, and how and where it places the emphasis in its day-to-day work.


1. The North Atlantic Treaty


NATO’s mission and mandate are grounded in the North Atlantic Treaty. The North Atlantic Treaty is short.6 It has only been amended once, when Turkey joined NATO in 1952, to account for the expanded geographical scope of the Alliance’s collective self-defence provision found in the famous Article 5.7 While Article 5 is justifiably famous, it is but one part of a much more comprehensive set of tools available to the Alliance to promote security both within the Alliance and in the international system more generally.

The preamble of the North Atlantic Treaty reaffirms Allies’ commitment to the purposes and principles of the UN Charter and ‘their desire to live in peace with all peoples and all governments’.8 It also describes ‘the principles of democracy, individual liberty and the rule of law’ on which the Alliance is founded.9 In the same spirit as the preamble, Article 1 contains an undertaking, in accordance with the UN Charter, regarding the peaceful settlement of disputes and on the non-recourse to the threat or use of force in any manner inconsistent with the purposes of the UN.10 This shows how NATO is anchored in the system of collective security found in the UN Charter.

Article 2 refers to the need for Allies to ‘contribute toward the further development of peaceful and friendly international relations by strengthening their free institutions, by bringing about a better understanding of the principles upon which these institutions are founded, and by promoting conditions of stability and well-being’.11 This reflects a broad understanding of the building blocks of security, which include strong domestic institutions, civic education, and the socio-economic foundation of peace. This Article also touches on trade and other economic policies as it refers to the need for Allies to ‘seek to eliminate conflict in their international economic policies and […] encourage economic collaboration between any or all of them’.12 Overall, Article 2 suggests that the drafters of the North Atlantic Treaty had a broad conception of security that includes the socio-economic bases for security as well as the notion that the lack of collaboration and coordination in this area may give rise to conflict and instability. This comprehensive approach to security is reflected throughout NATO’s work.

Article 3 is the ‘work horse’ of the North Atlantic Treaty. It describes what NATO Allies do on a day-to-day basis: ‘[In] order more effectively to achieve the objectives of this Treaty, the Parties, separately and jointly, by means of continuous and effective self-help and mutual aid, will maintain and develop their individual and collective capacity to resist armed attack.’13 This system of ‘continuous and effective self-help and mutual aid’ has been at the foundation of the Alliance’s work for the past seventy years and is key to the Allies’ ability to maintain their resilience against the wide range of security threats that are present in the current international environment or that may emerge in the future.

NATO’s work to this end includes the development of mutually agreed doctrine on a wide range of defence-related matters,14 work on common standards on issues from the seemingly simple to the very complex,15 and the design and provision of training programmes on many subjects including international humanitarian law.16 NATO also regularly holds exercises in order to test how agreed plans and procedures work in a complicated multinational environment involving challenging conditions.

As the wording of Article 3 suggests, sometimes NATO activities are done jointly by all Allies or by groups of Allies. But the building up of capacity to resist armed attack is not only a collective enterprise. It also involves individual action in terms of building up and maintaining defence capacity and capabilities. This is where the issue of the amount spent by individual Allies on defence comes into play. In 2014, Allies pledged to spend 2 per cent of GDP on defence by 2024.17 Allies have made considerable progress in implementing this Defence Investment Pledge, with five consecutive years of rising defence investment.18 By the end of 2020, Allies will have added a cumulative total of well over one hundred billion dollars to their defence spending.19 This includes spending on research and major new equipment, ensuring that NATO will be in a good position to deal with emerging security threats in the future.

Moving from the day-to-day process of building up Allied resilience, Articles 4 and 5 deal with more specific situations of threats to the security of Allies or of the international community more generally. Article 4 contains a consultation mechanism that can be used in the case of certain threats against Allies. It reads in part: ‘[t]he Parties will consult together whenever, in the opinion of any of them, the territorial integrity, political independence or security of any of the Parties is threatened.’20 It is worth noting that the Ally that is threatened does not have to be the Ally that requests consultations. Rather, consultations can be ‘whenever, in the opinion of any of them’ there is a threat. Nor is there a geographic limitation, as is the case with Article 5, on the threat. Article 4 has only been used in a handful of cases over the years. The most recent cases have been at the request of Turkey in response to threats from the conflict in Syria and at the request of Poland following Russia’s actions against Ukraine.21 In each case, Allies consulted with each other in a meeting of the North Atlantic Council about the threat.22 While Article 4 remains a tool that is not used frequently, it is a useful part of NATO’s response options to threats.

Article 5 is perhaps the best known of all the articles of the Treaty. It contains NATO’s collective self-defence pact:

The Parties agree that an armed attack against one or more of them in Europe or North America shall be considered an attack against them all and consequently they agree that, if such an armed attack occurs, each of them, in exercise of the right of individual or collective self-defence recognised by Article 51 of the Charter of the United Nations, will assist the Party or Parties so attacked by taking forthwith, individually and in concert with the other Parties, such action as it deems necessary, including the use of armed force, to restore and maintain the security of the North Atlantic area.23

The Article further provides that the armed attack and any action taken in response to it in line with Article 5 is to be immediately reported to the UN Security Council (UNSC).24 Article 6 of the North Atlantic Treaty defines the geographical scope to which Article 5 applies, or in other words, where an armed attack would have to occur in order to fall within the scope of Article 5.25 Finally, Article 11 provides that the North Atlantic Treaty shall be carried out in line with the respective constitutional processes of Allies.26

The first (and so far the only) time that the North Atlantic Council decided to invoke Article 5 of the North Atlantic Treaty was in response to the 9/11 attacks in the US.27 According to the Council’s statement on the day following the attacks,

the North Atlantic Council met again in response to the appalling attacks perpetrated yesterday against the United States. The Council agreed that if it is determined that this attack was directed from abroad against the United States, it shall be regarded as an action covered by Article 5 of the Washington Treaty.28

Adopted by consensus in the Council, this statement formed the legal basis for a number of actions including Operation Active Endeavour, NATO’s counter-terrorism operation in the Mediterranean Sea.29 Aside from its operational impact, the Council’s decision remains of lasting legal significance. It is tangible evidence of State practice in support of the proposition that non-State actors can author an armed attack that triggers the use of force resulting from the inherent right of individual or collective self-defence under international law.

Article 5 remains highly relevant to today’s security environment. It is the cornerstone of NATO’s policy of deterrence. It is as relevant in protecting Allies against armed attacks by traditional means as it is for defending against attacks using newer technologies. For example, in 2014 NATO Heads of State and Government decided that a cyberattack could trigger Article 5.30 This would be decided by the North Atlantic Council on a case-by-case basis. For reasons of deterrence, NATO will not specify the threshold for an armed attack in cyberspace.31 Along the same lines, Heads of State and Government have agreed that cases of hybrid warfare could also trigger Article 5.32


2. Institutional Structure


The North Atlantic Organization has an institutional architecture that reflects its character as a political–military Alliance capable of addressing a wide range of issues that are relevant to global security. Article 9 of the North Atlantic Treaty establishes the North Atlantic Council.33 In line with the principle of civilian control of the military, the Council is the supreme decision-making body in NATO. All Allies are represented on the Council, which meets at the level of Permanent Representatives on a regular basis. There are also meetings of the Council at the level of Ministers of Foreign Affairs and Ministers of Defence, usually two of each meeting each year. Finally, the Council meets at the level of Heads of State and Government approximately every two years. In recent years, these meeting have been more frequent, with meetings of leaders taking place in Brussels in 2017 and 2018, and in London in 2019.

All NATO activities are ultimately based on a decision by the Council. Allies make all decisions in NATO on the basis of consensus.34 There is no voting within NATO bodies. All decisions represent the collective decision of all Allies. In all cases, the Secretary-General chairs the Council. NATO’s International Staff is composed of civilians who support the Secretary-General in this role.

The Council is advised by a Military Committee composed of military representatives as well as an extensive committee structure that covers a wide range of topics from political, operational, and technical viewpoints.35 These committees are staffed by representatives of Allies. NATO has a variety of agencies that cover specialized areas such as procurement and information technology.36 There is also a military structure that includes the two NATO Supreme Allied Commanders as well as the NATO military structure.37

Finally, there are specialized formats that enable interactions between NATO and other States. The NATO–Ukraine Commission and the NATO–Georgia Commission are important ways to interact at the political and practical cooperation levels with those two States and contribute to regional and global security. The NATO–Russia Council remains a forum for dialogue with Russia. There are several meetings a year at the ambassadorial level to discuss a range of concerns. Practical cooperation with Russia has been suspended in response to Russia’s annexation of Crimea in 2014, which NATO considers illegal and illegitimate and will not recognize.38


3. Current Priorities


Just as the North Atlantic Treaty provides a broad and flexible framework for addressing the individual and collective security needs of Allies, NATO has taken a dynamic approach in defining its current priorities in order to reflect the changing global security situation. Indeed, over the course of its history, but particularly since the end of the Cold War, adaptation has been key to enabling NATO to deal with current global security challenges.

The North Atlantic Organization’s conception of global security has evolved over the past decade in response to a changing security environment. At the same time, many themes have remained constant. These include the need for Allies to invest in their defence capabilities in order to meet emerging threats as well as NATO’s approach to dialogue and cooperation with partners. NATO sees itself as having three core tasks: collective defence, crisis management, and cooperative security.39 Collective defence refers broadly to the defence of Allies in line with the collective self-defence provisions of the North Atlantic Treaty. Crisis management largely refers to NATO’s role in the international community’s response to ‘out-of-area’ situations. This includes NATO’s operations in the Western Balkans and Afghanistan as well as maritime operations.40 Cooperative security encompasses NATO’s considerable work with partners such as through the Euro-Atlantic Partnership Council and the Partnership for Peace.41

The North Atlantic Organization sees itself as part of a comprehensive approach by the international community to address global security challenges.42 In its 2011 Comprehensive Approach Action Plan, NATO recognized that different actors contribute to a comprehensive approach based on a shared sense of responsibility, openness, and determination, taking into account their respective strengths, mandates, and roles, as well as their decision-making autonomy.43 The Action Plan, which was last validated in December 2017, sets forth ways in which NATO can contribute to overall efforts by the international community.44 These include not only the planning and conduct of operations, but also lessons learned, training, education, and exercises. Cooperation with external actors is also important. A major focus in recent years has been on cooperation between NATO and the European Union. In July 2016, the two organizations outlined areas for strengthened cooperation in light of common security challenges, including countering hybrid threats, enhancing resilience, defence capacity-building, cyber defence, maritime security, and exercises.45 In December 2016, NATO foreign ministers endorsed a statement to which were annexed forty-two common projects to advance NATO–EU cooperation. A further thirty-two measures were agreed in December 2017.46

One straightforward way of understanding NATO’s current priorities is to analyse the publicly available declarations and other policy documents that Heads of State and Government adopt during their periodic meetings. These documents are a good source of the latest agreed language on the overall global security environment as well as on a wide range of specific global security issues. The North Atlantic Council at the ambassadorial level also adopts statements, from time to time, that are relevant for international law issues.47

The 2018 Brussels Summit Declaration is the latest such high-level declaration. It gives a good snapshot of NATO’s perception of the current security environment, which it characterizes as ‘dangerous, unpredictable, and fluid…with enduring challenges and threats from all strategic directions; from state and non-state actors; from military forces; and from terrorist, cyber, and hybrid attacks’.48

The Declaration goes on to state that ‘Russia’s aggressive actions, including the threat and use of force to attain political goals, challenge the Alliance and are undermining Euro-Atlantic security and the rules-based international order’.49 Reflecting the Alliance’s 360 degree approach to security, the document moves beyond threats from the Alliance’s east to looks to threats from the south:

Instability and continuing crises across the Middle East and North Africa are fueling terrorism. They also contribute to irregular migration and human trafficking. The ongoing crisis in Syria has a direct effect on the stability of the region and the security of the Alliance as a whole.50

Referring to new technologies and techniques of conflict, leaders cite ‘hybrid challenges, including disinformation campaigns and malicious cyber activities’.51 Cyber defence has been a major area of focus for NATO over the past decade.52 In recent years, NATO has developed a strategy to counter hybrid threats as well.53 Finally, the document states that ‘[t]he proliferation of weapons of mass destruction and advanced missile technology also continues to threaten the security of our nations’.54

The description of the current security environment is contained in just one paragraph of the declaration, which totals seventy-nine paragraphs and contains detailed language about how NATO is addressing these challenges and others.55 Future such documents will likely further define NATO’s perspective on what security challenges lie ahead. These could include new technologies such as artificial intelligence and the strategic use of data, coupled with broader geopolitical developments such as China’s role as a world power. These developments are very much on NATO’s agenda at present and will continue to be in the future.

The Declaration also reaffirms NATO’s commitment to its Open Door Policy under Article 10 of the North Atlantic Treaty.56 Terming this Policy as ‘one of the Alliance’s greatest successes’, the Declaration recognized the value that prior rounds of enlargement have had on enhancing NATO’s collective security and the security of the region.57 It once again proclaimed that

NATO’s door is open to all European democracies which share the values of our Alliance, which are willing and able to assume the responsibilities and obligations of membership, which are in a position to further the principles of the Treaty, and whose inclusion can contribute to the security of the North Atlantic area.58


C. NATO and the International Law of Global Security


From the perspective of NATO and its Allies, acting in accordance with international law is a core component of the Alliance’s shared values and the source of its legitimacy. International law is there at the core of NATO’s values and actions. This is not surprising given that the rule of law is listed in the preamble to the North Atlantic Treaty as one of the values that NATO was founded to defend.59

International law matters to NATO in a variety of ways. On the most basic level, international law provides the institutional foundation for NATO’s operations. In addition to the North Atlantic Treaty, several core treaties address NATO’s day-to-day functioning and status within the Allied Nations,60 on the territory of partner States,61 and in specific operations.62 Part of the process of becoming a new Ally involves ensuring that there are no legal obstacles to fully implementing obligations under these treaties, which are an important part of the legal acquis for new Allies.

International law also provides the mandate for NATO’s work in specific contexts. Each NATO operation, mission or activity is based on a decision of the North Atlantic Council. The international legal basis for these actions is identified on a case-by-case basis. For example, NATO’s initial operation in Afghanistan was based on a UNSC resolution.63 Additionally, the current Resolute Support Mission is based on an invitation by Afghanistan as reflected in the 2014 NATO–Afghanistan Status of Forces Agreement.64 In some cases, there may be differing views as to the international legal basis or different interpretations of the international legal principles at stake.

The Alliance has developed a number of techniques for enabling multinational cooperation to occur despite differing legal positions. This is often referred to as ‘legal interoperability’.65 This term refers to the need for Allies to work together in a variety of contexts despite differing legal frameworks applicable to (or interpreted differently by) each Nation.66 As one close observer of NATO operations defined it:

‘[l]egal interoperability’ is understood here as the ability of the forces of two or more nations to operate effectively together in the execution of assigned missions and tasks and with full respect for their legal obligations, notwithstanding the fact that nations concerned have varying legal obligations and varying interpretations of these obligations.67

Another legal adviser with NATO legal experience echoed this definition and emphasized

the ability to have a generally shared single common body of law—as it allows for a critical analysis to focus, compare and identify potential areas of legal divergences and strains and, in turn, assess, for the operational commander, the impact these divergences may have on operational interoperability.68

International law is central to the conduct of NATO’s military activities. All NATO operational documents provide that NATO operations shall be conducted in accordance with international law, including international humanitarian law.69 Here again there is often a need for legal interoperability given differing legal obligations. Finally, NATO also pays close attention to international law compliance in its work in training, advising, and assisting partners.70

The North Atlantic Organization often articulates its strategic goals with respect to security threats in terms of ensuring the return to compliance with international law. For example, over the course of 2018 and 2019, the North Atlantic Council regularly called on Russia to return to compliance with the Intermediate-Range Nuclear Forces (INF) Treaty.71 The Organization also calls on Russia to comply with its international law obligations with respect to the conflict in Ukraine.72

International law is also seen as an enabler of the Alliance’s adaptation to new security challenges. As described above, the broad legal framework in the North Atlantic Treaty provides a flexible set of tools for reacting to threats, ranging from the day-to-day ‘mutual aid and self-help’ of Article 3, through the potential for consultation under Article 4, to the collective defence provisions in Article 6. At the same, a frequent difficulty in achieving consensus decision-making in NATO has to do with different perceptions by Allies of the legal issues at stake when it comes to a particular challenge. The existence of different legal obligations amongst Allies—or different interpretations of those obligations—can make multilateral agreement more difficult. For this reason, international law considerations are included in NATO exercises—through what are frequently referred to as ‘legal injects’—in order to spur, amongst Allies, discussion designed to anticipate potential legal difficulties.

Legal dialogues, or other ways of promoting exchange of legal views amongst Allies, are another common feature of NATO’s work in developing new policies, especially with respect to emerging security challenges, where there might be a perception that the legal framework is in need of clarification. While the general approach in NATO tends to be that international law is well-suited to dealing with current and emerging challenges, the view is often that further clarification is needed about how the existing international legal framework applies to new security challenges. Legal discussions are often seen as part of the process of ‘scoping out’ new challenges and therefore shape the debate around what NATO’s policy response should be.

While international law shapes the way NATO approaches security challenges, the Alliance’s work also matters to the overall trajectory of international law in many of these areas. The North Atlantic Organization has clearly had a role in directly or indirectly shaping the international legal framework in the field of global security.

One important contribution relates to the North Atlantic Council’s historic decision to invoke Article 5 of the North Atlantic Treaty in response to the 9/11 terrorist attacks. As mentioned above, the Council’s decision remains of lasting legal significance. It is tangible evidence of State practice in support of the proposition that non-State actors can be the authors of an armed attack. Such an armed attack could trigger the use of force in inherent right of individual or collective self-defence under international law. This notion has attracted debate even in recent years where non-State actors have been at the forefront of conflict.73 In this sense, the Council’s decision can be seen as a significant contribution by NATO to the development of international law. The decision is also highly relevant to the current security environment. Non-State armed groups are part of the daily landscape of NATO’s operation in Afghanistan, its work on countering piracy off the coast of Somalia, its operations in the Mediterranean, and its contribution to the international community’s fight against ISIL/Da’esh, just to name a few recent NATO activities. The potential role of non-State armed groups in cyberwarfare and the challenges associated with such groups also occupies significant time in Alliance discussions of cyber doctrine and practice. Finally, non-State armed groups loom large in this area of work since Russia’s 2014 annexation of Crimea, especially in adopting a strategy to address the challenges posed by hybrid warfare.

Over the years, NATO has played a role in supporting several significant norm clarification projects, albeit often in indirect ways. Perhaps the best known of these projects has been in the field of cyber through the two Tallinn Manuals on the international law applicable to cyber operations.74 These works have been influential in identifying the legal issues at stake, shaping the debate (at least to a certain extent), and contributing to the incentives for an increasing number of States to make their views known on the applicable legal framework. The two Tallinn Manuals were produced by independent groups of experts in processes conducted under the auspices of the NATO Cooperative Cyber Defense Center of Excellence (CCDCOE) in Tallinn, Estonia. They did not reflect official NATO positions and were not approved by Allies. Some of the positions taken by the majority of the group of experts have ended up being criticized by some NATO Allies. However, they have been influential in shaping international dialogue about the legal framework applicable to cyber operations.

The North Atlantic Organization’s practice has also helped shape the development of some areas of international law related to global security. One of these is NATO’s well-developed practice in the area of the status of visiting forces. As mentioned above, the status of NATO forces is governed by long-standing series of multilateral agreements focused around the NATO Status of Forces Agreement (SOFA).75 Inasmuch as the text of the NATO SOFA has been the model for many other similar agreements, including outside the North Atlantic area, practice under the NATO SOFA can be influential in interpreting these other agreements. The Organization’s practice in other areas has also been cited in reports produced under the auspices of the UN International Law Commission (ILC). For example, reports on ongoing work on the protection of the environment in relation to armed conflict have featured NATO practice as helpful in determining the scope of the obligations of States in the area of environmental protection.76

The North Atlantic Organization will continue to play an important role in the international law of global security in the coming years and decades. As the Heads of State and Government proclaimed in their recent 2019 London Declaration, NATO will engage in a ‘forward-looking reflection process’ as a means of strengthening the underpinnings of the Alliance. Work is ongoing in 2020 as to what this will shape out as, but it almost certainly looks like leveraging NATO’s past experiences to tackle the novel problems of new technologies, increase resilience, and generally strengthen NATO’s defence and deterrence posture. NATO will always adapt to the evolving security environment.


D. Conclusion


The commemorations of the North Atlantic Treaty’s seventieth anniversary over the course of 2019 have pointed to NATO’s enduring role as a key global security institution. The ability to adapt to new global security challenges has been key to the Alliance’s longevity and to its effectiveness in the future. Compliance with international law is at the core of NATO’s values and is part of the rule of law that the Alliance was founded to defend. While achieving consensus amongst Allies can be complicated when there are different legal obligations or interpretations at play, NATO has a good track record in fostering legal interoperability. This ability to operate in a multinational way, despite differing legal frameworks, is forged through an ongoing process of communication amongst Allies and is tested by exercises and joint operations. Promoting communication about—and ultimately more clarity on—the legal aspects of emerging security challenges is seen as important in order to lay the groundwork for NATO policies to deal with these areas. In recent years, this has been the case for cyber and hybrid threats. There will likely be demand for legal discussion within NATO on the wide-ranging military applications of artificial intelligence and the strategic use of data. The Organization’s long-standing practices are both framed by international law and in turn contribute to the evolution of international law in some areas. The North Atlantic Organization, a dynamic global security actor, thus makes a contribution to defending and advancing the international law of global security.
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Chapter 58


The Organization for Security and Co-operation in Europe

Thomas Greminger



A. Introduction


For several decades, the normative framework for European security has been based on the principles and commitments of the Helsinki Final Act, as agreed by consensus amongst the High Representatives of thirty-five States at the Conference on Security and Co-operation in Europe (CSCE) on 1 August 1975. The Helsinki principles and commitments, the result of more than two years of almost unbroken diplomatic negotiations, became the basis for guiding mutual relations amongst the participating States during the Cold War and helped to smooth the process of post-Communist transition. They remain relevant today as the fifty-seven participating States of the Organization for Security and Co-operation in Europe (OSCE) look to return to a rules-based system in order to enhance predictability, trust, and stability.1

This chapter looks at how OSCE principles and commitments have contributed to promoting security and cooperation in Europe. It explores how a political body and the norms articulated by its participating States fit into the framework of international law, and influence or are driven by it. It further looks at the impact that the unclear legal status of the OSCE has, particularly on operational activities.

The following sections analyse the OSCE as a political arrangement, its legal context, its structures, the status of its international legal personality and its impact, the OSCE as a regional arrangement under the UN Charter, and the various dimensions of the OSCE’s work. The final section offers an outlook for the future.


B. The OSCE as a Political Arrangement


The Helsinki Final Act and some of the principal documents adopted thereafter (like the 1990 Charter of Paris for a New Europe2 and the 1999 Charter for European Security3) resemble treaties in certain aspects. They were adopted at solemn diplomatic conferences at the level of Heads of State or Government and in some cases were even signed. However, some of these instruments explicitly specify that they are not eligible for registration under Article 102 of the UN Charter4 and thus may not qualify as treaties or international agreements. In short, OSCE instruments are politically, not legally, binding. The intention of participating States to maintain the OSCE as a political forum was also expressly underscored in the 2006 OSCE Rules of Procedure which provide that its decision-making bodies have authority to take decisions and adopt documents having a politically (and not legally) binding character for all the OSCE participating States.5 That is not necessarily a weakness. As German Chancellor Helmut Schmidt stated in 1975, ‘[t]his Conference created no new international law for Europe. But we have established common rules for the way in which we want to deal with each other and live together in Europe’.6

As discussed below, the idiosyncratic nature of the OSCE has advantages and disadvantages. The Organization’s political character enables it to move quickly, flexibly, and with agility to adapt to changes and respond to crises. However, the lack of consensus to formally recognize its international legal personality can create barriers to operational efficiency.


C. Legal Context of the Organization for Security and Co-operation in Europe



1. Political Mandate and Decisions: Relationship to International Law


The Helsinki process approach has been explained by one commentator as reflecting ‘the assumption that common and comprehensive security is best assured through political consensus rather than legal conditions’.7 Such political commitments can be termed ‘soft-law’ and may lead to law by way of custom or eventual treaty.8 The wide-ranging geographical participation of fifty-seven States, stretching from ‘Vancouver to Vladivostok’,9 and the fact that all decisions are taken by consensus, reflecting the agreed views of participating States,10 give the soft law OSCE decisions and documents particular importance in the emergence or crystallization of opinio juris and the progressive development of international law.11

The ‘Decalogue’ of principles set forth in the Helsinki Final Act can be summarized as follows: (1) sovereign equality; (2) refraining from threat or use of force; (3) inviolability of frontiers; (4) territorial integrity of States; (5) peaceful settlement of disputes; (6) non-intervention in internal affairs; (7) respect for human rights; (8) self-determination of peoples; (9) cooperation amongst States; and (10) good faith fulfilment of obligations under international law. No hierarchy amongst these principles exists, nor can one pick and choose amongst them.12

These ten principles broadly overlap with the purposes and principles established in the UN Charter. But the fact that they were couched in a political document enabled them to be articulated more broadly than they would have been in a treaty, and, as has been argued, enabled the very creation of the CSCE.13 Furthermore, the politically binding nature of the norms does not affect their binding nature as obligations. It simply affects the courses of action available within the OSCE realm to respond to non-compliance, namely, dispute resolution by political means, not legal proceedings.14

After the Helsinki Final Act was adopted, the focus shifted to implementation of the agreed principles and commitments. Work focused on three ‘baskets’ or ‘dimensions’ of security: (1) politico-military; (2) economic and environmental; and (3) the human as well as cross-dimensional aspects of security. The three dimensions are considered to be interlinked as part of the OSCE’s comprehensive approach to security.

Over time, the decisions taken by the CSCE/OSCE participating States to carry out activities in and across these three dimensions resulted in the OSCE’s gradual institutionalization, particularly through the establishment of decision-making bodies, institutions, and specialized units within the Secretariat. This growth was largely ad hoc. Nowhere has ‘the OSCE’ been formally defined. Rather, it acts under the political leadership of one of its participating States, on the basis of decisions taken by consensus by all participating States. Furthermore, it acts through its ‘Executive Structures’, a term explained in the OSCE Rules of Procedure as ‘…specific structures for the implementation of decisions taken and tasks set by the participating States. Such structures include the Secretariat, institutions, field operations, special representatives or other operational instruments of the Organization’.15 Other structures have also been created and further instruments have been concluded within the OSCE sphere.


D. Leadership, Bodies, and Structures


Although the OSCE evolved from a conference into an organization in the early 1990s, it still very much retains its political nature, reflecting the collective views of its fifty-seven participating States. The very use of the term ‘participating’ rather than ‘member’ States suggests the interactive and cooperative nature of the joint venture that these countries have chosen to be part of, for the sake of their national security as well as to improve their relations and contribute to peace in Europe. Decisions are taken on the basis of consensus amongst States that are sovereign equals. As first laid down in the 1973 Final Recommendations of the Helsinki Consultations (The Blue Book), ‘consensus shall be understood to mean the absence of any objection expressed by a Representative and submitted by him (sic) as constituting an obstacle to the taking of the decision in question’. In other words, it is not necessary for everyone to agree as long as nobody disagrees. Still, in an organization spanning the northern hemisphere where States sometimes hold fundamentally opposing views, decision-making can be difficult. Yet once agreement is reached, the weight of the decision is considerable, since it has the unanimous support of all participating States.

The OSCE’s political nature is also reflected in its leadership. Since 1991, the OSCE has had a Chair-in-Office, a function held by a participating State for one year. According to the mandate,16 at the political level the OSCE’s Secretary-General acts as the representative of the Chairperson-in-Office, with a responsibility to publicize OSCE policy and practices and is entitled to make public statements on behalf of the Organization as a whole. He or she also ensures the effective and continuous working contacts with other international organizations and institutions. Administratively, the Secretary-General is the Chief Administrative Officer of the OSCE, responsible for the efficient use of the organization’s resources, and for proper implementation of the financial and staff rules and regulations.

The OSCE has several decision-making bodies. Summits are periodic meetings of Heads of State or Government. Foreign Ministers meet annually as a Ministerial Council. The Chairmanship may also convene informal meetings that do not have a decision-making capacity.17 The Permanent Council is the principal decision-making body for regular political consultations and for governing the Organization’s day-to-day work. There is a fourth decision-making body: the Forum for Security Co-operation (FSC). It is an autonomous decision-making body reviewing the implementation of OSCE commitments and negotiating measures in the fields of arms control and confidence- and security-building (CSBMs).

The OSCE has three main institutions. The Office for Democratic Institutions and Human Rights (ODIHR), established in 1990, is crucial in organizing human dimension meetings, in conducting election observations/assessments and in analysing election standards, in the provision of legislative support, in assisting in the development of democratic institutions and the protection of human rights, as well as in the promotion of tolerance and non-discrimination, and in issues specific to Roma and Sinti communities.18

The High Commissioner on National Minorities (HCNM), established in 1992, provides ‘early warning’ and, as appropriate, ‘early action’ in regard to tensions involving national minority issues which have the potential to develop into a conflict within the OSCE area, affecting peace, stability, or relations between participating States.

The third main OSCE institution is the Representative on Freedom of the Media, established in 1997 to observe relevant media developments in participating States. The Representative provides early warning on violations of freedom of expression and assists participating States by promoting full compliance with OSCE principles and commitments regarding freedom of expression and free media.19

The OSCE’s field operations are amongst its most important assets. Indeed, the vast majority of resources are devoted to the OSCE’s sixteen field operations.20 Being the front line of its work, they give the Organization an active presence in countries that require assistance and are a cooperative vehicle through which political decisions are translated into action.


1. Other Structures and Instruments Concluded within the Organization’s Sphere


In addition to the mandates and activities carried out within the OSCE executive structures, other structures and institutions have been established and instruments concluded within the OSCE sphere:



(a) The OSCE Parliamentary Assembly was established in 1991, in response to the call by Heads of State or Government in the Charter of Paris for a New Europe. It is described in the OSCE Rules of Procedure as ‘an autonomous OSCE body which is composed of members of parliament from the OSCE participating States and maintains close relationships with other OSCE structures, determines its own rules of procedure and working methods’.

(b) The OSCE Court of Conciliation and Arbitration was established by the Convention on Conciliation and Arbitration within the OSCE.21 It entered into force in 1995: thirty-four OSCE participating States had become party to the Convention. However, as yet, the Court has not been seized of a dispute.

(c) Two important treaties in the field of conventional arms control were negotiated in the 1990s. First, the 1990 Treaty on Conventional Armed Forces in Europe (CFE) focused on establishing a military balance at a lower level of armaments between NATO and the then Warsaw Treaty Organization. The dissolution of the Warsaw Pact in 1991 and the emergence of newly independent countries led to the conclusion of the Agreement on Adaptation of the CFE Treaty in 1999. The Adaptation Agreement has not, however, entered into force as it has not been ratified by all CFE States Parties and the CFE is no longer being fully implemented as intended, following the announcement by the Russian Federation in 2007 that it was suspending its implementation.22 Secondly, the Treaty on Open Skies entered into force in 2002. It establishes a regime of unarmed aerial observation flights over the entire territory of its thirty-four States Parties, including flights quotas, notification of points of entry, and the technical details and inspection for sensors, thereby enhancing transparency and openness in military matters. Although these two treaties have membership distinct from the OSCE and are implemented outside its purview, they were intended to form a web of interlocking and mutually reinforcing arms control obligations and commitments, to enhance predictability, transparency, and military stability in Europe, thereby contributing to reducing the risk of conflict.23




E. Status of the Organization’s International Legal Personality and its Impact


While the OSCE is called an organization and operates like one, there is a long-standing debate about whether it possesses international legal personality.24 Although the CSCE was conceived as solely a diplomatic conference in 1975, the decisions of its decision-making bodies to create executive structures with mandates to pursue aims in the three CSCE/OSCE dimensions meant that the OSCE started to act as an organization rather than just a conference of States. One could argue that the OSCE has acquired, de facto, a legal personality.

In 1993, the CSCE Council in Rome recognized that in order to carry out the tasks that were being assigned to its various structures, the CSCE needed legal capacity, privileges, and immunities, including for its officials. Participating States were called upon to provide these through national measures.25 In 2007, consensus was reached at expert level on the text of a Draft Convention on the International Legal Personality, Legal Capacity and Privileges and Immunities of the OSCE. However, this document remains a draft since some participating States argue that a constituent document (Charter) is a legal precondition for such a status to be granted.26 Since 2009, the open-ended Informal Working Group on Strengthening the Legal Framework of the OSCE (IWG) has been continuously endeavouring to identify and secure consensus on a way forward.

The lack of a universally recognized legal personality seriously affects how the OSCE operates, particularly in the field.27 A clear example is the impact on the OSCE’s work in eastern Ukraine. On 21 March 2014, despite major disagreements between key stakeholders, the Permanent Council adopted Decision No 1117 establishing a new OSCE field operation—the Special Monitoring Mission to Ukraine (SMM). In that decision, the Permanent Council tasked the Secretary-General to deploy an advance team within 24 hours. It was essential to quickly negotiate and conclude an agreement to cover the mandate of the SMM which was to monitor and report on the security situation in Ukraine in teams operating 24/7.

The Memorandum of Understanding was signed on 14 April 2014 (providing for provisional application of all its provisions except privileges and immunities), ratified by the Ukrainian Parliament on 29 May 2014, and entered into force on 13 June 2014. Even so, for the first three weeks, the SMM operated with no formal legal status or capacity. For the first twelve weeks, the SMM monitors had no formal privileges or immunities covering their official activities nor the protection of security guarantees by the host country other than the courtesy that may have been extended to them as official visitors. Notwithstanding this, the SMM was still carrying out mandated activities and was exposed to an uncertain degree of liability for any damages caused or suffered by those monitors. The abduction of eight SMM monitors for one month by armed groups brought these concerns very much to the fore.28

The case of the SMM is not unique. Although not as dramatic, similar consequences are experienced routinely in the daily operations of other OSCE executive structures, including the Secretariat, Institutions, and the other field operations. These include, most importantly:



• The need to negotiate the status of the OSCE on an ad hoc basis, with each country hosting a structure, project, event or other official activity, and the lack of leverage by the OSCE in such negotiations; and

• Ad hoc and incomplete legal capacity, privileges, and immunities provided for in the 1993 Rome Council Decision, leaving the OSCE as the object of national legislation and in a weak negotiating position.



Due to the critical need for legal status and privileges and immunities in order for the OSCE to operate effectively and carry out its mandate, the Secretariat is left with no other choice but to pragmatically assert that the OSCE enjoys them on a de facto or customary basis across the OSCE region.29 In doing so, it relies upon the 1949 Reparations for Injuries Advisory Opinion. In that case, the International Court of Justice (ICJ) concluded that in order for the UN to achieve its ends, the attribution of international personality was indispensable.30

Absent any progress in the IWG, a short-term stopgap measure was launched in 2015: the model Standing Arrangement.31 The model Arrangement was proposed to all participating States under the Secretary-General’s executive authority and it recognizes the legal status of the OSCE and its officials in national jurisdictions in a comprehensive and harmonized manner, replacing the patchwork of arrangements across the OSCE region as envisaged by the 1993 Rome Council Decision. In 2017, two States took significant concrete steps to improve the legal status of the OSCE: Austria, by concluding a Headquarters Agreement with the OSCE32 and Poland, by concluding an Arrangement with the OSCE, including provisions to host the OSCE ODIHR in Warsaw.33 At least for those two States, the OSCE is a subject of international law possessing treaty-making capacity. This may represent a shift in the long-standing debate within the OSCE.

In contrast to the ongoing internal debate on the legal status of the OSCE, other international organizations recognize the OSCE’s international legal personality by routinely concluding agreements with it on an equal basis.34 A good example is the OSCE’s relationship with the UN.


F. The OSCE as a Regional Arrangement under the United Nations Charter


The OSCE is the world’s largest regional organization. The organization’s role as a regional arrangement of the UN was recognized in 1992 at the Helsinki Summit, when Heads of State or Government solemnly declared their

understanding that the CSCE is a regional arrangement in the sense of Chapter VIII of the Charter of the United Nations. As such, it provides an important link between European and global security. The rights and responsibilities of the Security Council remain unaffected in their entirety. The CSCE will work together closely with the United Nations especially in preventing and settling conflicts.35

As a regional arrangement, the OSCE is encouraged ‘to make every effort to achieve pacific settlement of local disputes’ before referring them to the UN Security Council (UNSC). This suggests a degree of subsidiarity whereby the OSCE, whenever possible, would deal with issues in its region affecting international peace and security—bearing in mind of course that the UNSC has, pursuant to the UN Charter, ‘primary responsibility’ for establishing and maintaining international peace.

The UN General Assembly (UNGA) has welcomed the CSCE Summit declaration, ‘[s]tressing the need for enhanced cooperation and coordination between the CSCE and the UN’.36 On the basis of Resolution 47/10 the ‘Framework for Cooperation and Coordination between the United Nations Secretariat and the Conference on Security and Cooperation in Europe’ (‘1993 Framework’) was agreed, in 1993.37 That same year the UNGA granted observer status to the CSCE.38

The 1993 Framework further develops the relations between the parties, specifying forms of cooperation to that end, and establishes a relationship of complementarity between the two Organizations.39 A characteristic instance of the complementarity existing between the UN and the OSCE was the inclusion of the OSCE Mission in Kosovo (OMIK) as a component of the UN Mission in Kosovo (UNMIK), under UNSC Resolution 1244 (1999) and OSCE Permanent Council Decision No 305 (1999).


G. The Three Dimensions of the Organization’s Work



1. First Dimension: Politico-Military



a. Conventional Arms Control and Confidence- and Security-building Measures


The Heads of State or Government who signed the 1975 Helsinki Accords, committed themselves to achieve ‘general and complete disarmament under strict and effective international control’,40 undertaking specific commitments established in its ‘Document on Confidence-building Measures and Certain Aspects of Security and Disarmament’. While the initial measures were voluntary in nature, the favourable political climate allowed for the gradual development of these measures, which provide for military transparency and verification measures to foster military predictability and stability.

A key OSCE document on confidence- and security-building measures (CSBMs) is the 2011 Vienna Document (and its earlier versions of 1990, 1992, 1994, and 1999). Other key documents addressing the politico-military aspects of security were consolidated in the 1996 Framework for Arms Control41 which was adopted at the Lisbon Summit.42 The Annex to the Framework listed the ‘agreements’ that constituted ‘a basis for a web of interlocking and mutually reinforcing agreements, essential for building the collective and individual security of the participating States, irrespective of whether or not they are a party or signatory to these agreements’.43 The Framework has been further developed through additional FSC decisions, including the adoption of the 2000 Document on Small Arms and Light Weapons (reissued in 2012) and the 2003 OSCE Document on Stockpiles of Conventional Ammunition (reissued in 2011). However, the failure to modernize the existing instruments as well as perceived non-compliance have resulted in the erosion of the framework of arms control obligations and commitments in the OSCE area, a lack of trust, and ongoing debates on compliance issues.

In this context, in 2016 the Ministerial Council adopted a Declaration, in which the Foreign Ministers of OSCE participating States committed themselves to ‘exploring, inter alia, how the negative developments concerning the conventional arms control and CSBM architecture in Europe can be reversed’.44 They further underlined that ‘strong commitment […] to full implementation and further development of arms control agreements is essential for enhancing military and political stability within the OSCE area’.45

Subsequently, the ‘Structured Dialogue’ process was launched which has been welcomed by Ministers. In 2017 and 2018, it focused its activities on politico-military aspects, including threat perceptions, risk reduction and de-escalation, military doctrines, and military force postures. It is considered one of the few channels of communication between Russia and the West in the polarized environment, and could play an important role in rebuilding trust and cooperation.


b. Early Warning, Conflict Prevention, and Action in the Conflict Cycle


In the 1992 Helsinki Document, participating States agreed ‘to provide for more flexible and active dialogue and better early warning and dispute settlement’ with the aim of improving the CSCE’s capacities for conflict prevention and resolution.46 To that end, a number of provisions were established,47 including the mandate of the High Commissioner on National Minorities (HCNM), who is authorized to formally draw the attention of participating States to potential crisis situations and to engage in preventive diplomacy as required.48

The OSCE has been described as ‘a primary organization for the peaceful settlement of disputes within its region and as a key instrument for early warning, conflict prevention, crisis management and post-conflict rehabilitation’.49 Its toolbox is best described in a landmark 2011 decision entitled ‘Elements of the Conflict Cycle’.50 That decision also added new tools, including a mandate to: develop a systematic early warning capacity; strengthen early action and crisis response capacities; and establish a systematic mediation-support capacity51 (which resulted in the creation of a Mediation Support Team).52 It also gave the Secretary-General a mandate to formally provide participating States with early warning on potential crisis situations. Moreover, it assigned the OSCE Conflict Prevention Centre (CPC) the function of an OSCE-wide early warning focal point.

Furthermore, in the wake of Ministerial Council Decision No. 3/11, the OSCE established a rapid deployment roster of staff as first responders in times of crisis.53 The SMM experience highlights the critical importance of effective response capacities and the OSCE Secretariat’s valuable role in providing broad support to crisis management initiatives implemented on the ground.54

In the early 1990s, it was envisioned that the OSCE could carry out peacekeeping operations.55 In 1994, a High-Level Planning Group was created to plan for the deployment of a peacekeeping operation in relation to the Nagorno-Karabakh conflict. However, such a force has not yet been deployed. While the OSCE has never carried out a classic peacekeeping operation, the evolution of the UN’s approach from peacekeeping to ‘peace operations’ covers a wider spectrum of activities.56 As a result, many of the OSCE’s field activities, principally the Ukraine SMM, could be considered peace operations.57


2. Second Dimension: Economic and Environmental


Within the comprehensive approach to security, the Economic and Environmental Dimension has been, since the very beginning, an integral part of OSCE activities aimed at fostering stability and cooperation amongst participating States. The founders of the Organization recognized that developing cooperation in economic and environmental matters contributes to greater stability, security, and prosperity, and also prevents conflicts and fosters reconstruction.

Over more than forty years, a number of cornerstone documents have been adopted and have set the agenda for the Organization’s engagement in the economic, environmental, and energy fields. A number of Ministerial Council Decisions and other documents have been adopted since. These decisions define both commitments for the participating States and the mandates of the OSCE executive structures. Specifically, the Co-ordinator of OSCE Economic and Environmental Activities (OCEEA), established in 1997, and his Office, is tasked with monitoring both economic and environmental developments, with the aim of alerting participating States of any threat to their security and stability. Moreover, the OCEEA supports participating States to develop and implement policies and projects that promote security and cooperation in the OSCE region. In addition, the OSCE field operations play a crucial role in the implementation of economic and environmental activities in the field and in the identification of needs and requirements at the local level. Increasingly, the OSCE is helping participating States to implement the Sustainable Development Goals.


3. Third Dimension: The Human Dimension


The OSCE’s third dimension is often referred to as the human dimension. The term ‘human dimension’ refers to the commitments made by participating States to ensure full respect for human rights and fundamental freedoms, abide by the rule of law, promote the principles of democracy and, in this regard, build, strengthen, and protect democratic institutions, as well as promote tolerance throughout the OSCE area.

Since the 1975 Helsinki Final Act, a clear link was made between security and human rights.58 The inclusion of human rights commitments within the Helsinki Final Act inspired civil society groups to hold their leaders accountable for the promises that they had made. The commitments and guidelines outlined in the Helsinki Final Act were reviewed and refined in a series of follow-up meetings. This tradition continues in an annual Human Dimension Implementation Meeting held in Warsaw every year.

OSCE human dimension commitments apply to all participating States. The fact that all decisions are made on the basis of consensus means that no participating State can claim that certain commitments do not apply to it. Furthermore, as stated ‘categorically and irrevocably’ in the 1991 Moscow Document and repeated in the 2010 Astana Commemorative Declaration, ‘commitments undertaken in the field of the human dimension are matters of direct and legitimate concern to all participating States and do not belong exclusively to the internal affairs of the State concerned’.59 This suggests a degree of legitimate intrusiveness.

That said, the OSCE is a cooperative security organization. Therefore, the main emphasis is to assist States to live up to their commitments rather than to call them out or isolate them. Where this is insufficient, there are mechanisms like the Vienna or the Moscow Mechanism that oblige participating States to provide information on questions relating to the human dimension or, in the case of the Moscow Mechanism, enable the deployment of missions of experts to help States resolve problems relating to the human dimension.


a. Freedom of the Media


The OSCE participating States consider freedom of expression a fundamental and internationally recognized human right and a basic component of a democratic society. The OSCE Representative on Freedom of the Media is mandated to observe media developments in the participating States and to advocate and promote full compliance with the Organization’s principles and commitments in respect of freedom of expression and free media. Recently in the OSCE, propaganda and disinformation has been a subject of intense discussion, negotiation and policymaking. Safety of journalists has also become a higher priority.


4. Transnational Threats and Cross-Dimensional Issues


In a security environment where threats transcend borders, one of the OSCE’s priorities is to help States prevent and deal with transnational threats like terrorism, organized crime, and cyberthreats. Furthermore, it addresses cross-dimensional issues like human trafficking. And it promotes gender equality.


a. Countering International Terrorism, Enhancing Border Security, and Law Enforcement


Following the 9/11 attacks, counter-terrorism became a central issue in the OSCE. In 2001, the ‘Bucharest Plan of Action for Combating Terrorism’ identified a number of core preventive actions against terrorism to be fostered in the OSCE.60 This Action Plan has been further developed by seven more OSCE decisions, including efforts to foster implementation of UNSC Resolution 1540 (2004) which aims at preventing States from providing any form of support to non-State actors for the proliferation of weapons of mass destruction as well as the 2007 ‘Public–Private Partnership in Countering Terrorism’, jointly sponsored by the Russian Federation and the United States. These decisions, together with fifty other relevant documents and decisions adopted by the OSCE in this field were merged in 2012 into the ‘Consolidated Framework for the Fight against Terrorism’.61

Although the OSCE’s initial steps in the fight against terrorism were perceived as tasks of the security and criminal justice sectors, recent initiatives in countering violent extremism and radicalization that lead to terrorism established a broader, multidimensional approach to OSCE counter-terrorism efforts. In order to prevent terrorists from travelling under false identities or aliases, OSCE’s countering-terrorism and border management activities have included the strengthening of travel documents and identity management as well as the collection and use of passenger data.62 The OSCE has been supporting countries in its region to implement UNSC Resolution 2178 (2014), which mandated all States to collect and analyse Advance Passenger Information (API)63 in order to detect the movement of foreign terrorist fighters who may appear on watch-lists or risk profiles.

At the 2001 Bucharest Ministerial Council, police-related activities were recognized as a key element to assist in maintaining the primacy of law and to promote the development of independent judicial systems, and as an integral part of the OSCE’s efforts in conflict prevention, crisis management, and post-conflict rehabilitation.64 A police-related capacity was set up in the OSCE Secretariat immediately thereafter.65 The focus has been on two main areas: (1) Police development and reform; (2) Addressing threats posed by criminal activity, meaning transnational organized crime, including illicit trafficking in human beings and drugs and cybercrime.66 When implementing its police-related activities, the OSCE supports the full implementation of the UN Convention against Transnational Organized Crime (UNTOC) and the UN Convention Against Corruption.


b. Cybersecurity


The OSCE has been quick to adapt to cyberthreats. In particular, it has adopted sixteen practical cyber/ICT Confidence Building Measures (CBMs), aimed at making cyberspace more predictable, boosting regional cooperation, and building a stable and resilient ‘cyber neighbourhood’. These CBMs contribute to international efforts to defining norms of responsible State behaviour in relation to cyberspace.67

Current efforts by participating States focus on the meaningful implementation of the CBMs, as emphasized through two consecutive Ministerial Council Decisions.68 This means undertaking concrete activities to operationalize individual measures, building up capacities of policymakers who are in the position to integrate CBMs into their State’s cyber diplomacy toolbox as well as enhancing inter-regional efforts on cyber stability.69


c. Combating Trafficking in Human Beings


Following the adoption of the UNTOC70 together with the Protocol to Prevent, Suppress and Punish Trafficking in Persons, especially Women and Children71, the OSCE adopted in 2003, through its MC Decision 2/03, the OSCE Action Plan to Combat Trafficking in Human Beings.72 Complemented by its 2013 Addendum,73 the Action Plan forms the core of the OSCE anti-trafficking commitments, a set of recommendations known as the four ‘Ps’: prevention, prosecution, protection of victims’ rights, and partnerships. In this way, the OSCE helps, at a regional level, to promote international efforts against this modern form of slavery.

The post of Special Representative and Co-ordinator for Combating Trafficking in Human Beings (OSR/CTHB) was established in 2003 within the OSCE Secretariat to promote the implementation of the Organization’s anti-trafficking commitments. In recent years, the Office of the Special Representative placed a special emphasis on addressing trafficking in human beings in crisis situations.74 This includes a wide range of issues such as supporting States in addressing trafficking in human beings along migration routes, raising awareness of the threat facing conflict-affected populations, and exploring the nexus between terrorism and human trafficking.75


d. Promoting Gender Equality


The foundations for gender equality in the OSCE were laid in the 1975 Helsinki Final Act when all participating States committed to respect human rights and fundamental freedoms ‘for all without distinction as to race, sex, language or religion’.76 A real breakthrough with respect to gender equality in the OSCE came with the 1991 Istanbul Summit and the Charter for European Security adopted at the summit, where the Heads of State or Government declared that ‘the full and equal exercise by women of their human rights is essential to achieve a more peaceful, prosperous and democratic OSCE area. We are committed to making equality between men and women an integral part of our policies, both at the level of our States and within the Organization’.77 The 2004 Gender Action Plan is, to date, the most comprehensive OSCE document on gender equality.78 According to the Plan, OSCE executive structures assist participating States in the implementation of six priority areas of gender equality.79 Since 2004, these commitments have been expanded upon and elaborated in more detail through a number of decisions.80


H. Outlook


The OSCE has been variously classified as a permanent pan-European organ,81 or a new form of international organization consisting of a forum for trans-governmental networking, led by Heads of State, which may ripen, or not, into a more traditional organization.82 Most recently, it has been declared a pillar of European security, which lies at the heart of the European security order.83

That order has been seriously shaken in recent years. Indeed, security and cooperation in the OSCE area are arguably at their lowest point since the end of the Cold War. There is a profound lack of trust and constructive dialogue between some States. Furthermore, there is a lack of trust in the ability of governments and multilateral organizations to deal with critical and complex challenges. Many of these threats and challenges are significantly different than those faced by the founders of the CSCE. At the same time, there is an urgent need to go back to a rules-based system and work together through organizations like the OSCE to regulate spaces that require order, address common threats and challenges, reduce risks, and both build and sustain peace.

As has been described in this chapter, on the one hand the OSCE’s political character enables the Organization to be agile, and to respond quickly and creatively to emerging threats and challenges. Despite being of a political character, its principles and commitments provide a normative framework for peaceful relations within and between States. On the other hand, the lack of a clear legal status of the OSCE creates operational challenges, particularly in relation to increasingly complex peace operations in hostile environments. No doubt the debate will continue about whether or not the OSCE needs a constituent legal document, like a charter, to enshrine its legal status or if it should remain as a primarily political inter-governmental organization rooted in shared principles that have been agreed to at the highest level. Until this dilemma is resolved by the participating States, the OSCE will continue its important work, despite the obstacles caused by its unclear legal status, and do its best to help States live up to their commitments.
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Chapter 59


The Role of the United Nations in Shaping Global Security Law

Adam Day and David M Malone



A. Introduction


The UN Charter, negotiated at the close of the Second World War, was designed to protect sovereign powers from aggression and usher in an era of collective security. Though this placed the UN at the centre of global security, the Charter did not envisage that the Organization would legislate or enforce international law. Indeed, the Charter did not originally cast the UN as an ‘international legal person’ entitled to make international law.1 Yet, over the past seventy years, the UN has played a remarkably broad, influential, and sometimes controversial role in the development and enforcement of international law, exploring, and often stretching, the limits of the Charter.

The central contention of this chapter is that the UN has contributed to the international law of global security in three related ways: (1) as a lawmaker, or something very much like it, with the UN Security Council (UNSC) empowered through the Charter to adopt decisions binding on all Member States; (2) as an interpreter of international law, with significant impact on the law of global security; and (3) as an agenda-setter, establishing norms and shaping international responses to new security challenges. In all of these, the role of the UNSC has predominated, particularly in the post-Cold War period when the pace of its engagement and its willingness to intervene in a wide range of settings increased dramatically.2

This does not mean that the UN is always the best or even the appropriate actor when it comes to making, shaping, and enforcing international law. Critics of the ‘hegemonic international law practices’3 of the UNSC, and those who claim that the UN has overstepped its Charter-based authority in the area of global security, are often persuasive.4 And it is worth noting too that today’s—and likely tomorrow’s—security challenges often appear to outstrip the ability of the UN to respond effectively.

This chapter therefore also considers the political limitations of the UN as an actor shaping global law, and the attendant risks this contested role poses to effective management of international peace and security. But, just as it adapted in the post-Cold War period to new conflict dynamics and power constellations, the UN is likely to remain a key player in the global legal order in some respects and will need to calibrate its decisions accordingly, which it has not always done in the past. This is especially important as the future of global security will involve transnational challenges that cannot be effectively addressed outside of the multilateral system.


B. Legal Framework: The UN’s Central Role in the Law of Global Security


The UN Charter is a sort of ‘constitution’ for the world, providing the basic rules of the international system and overriding all other treaty obligations.5 The central intent of the Charter is quite clear: to prohibit the use of force by States other than for self-defence, and establish a system of collective security to defend States from threats to the peace and acts of aggression.6 This notion of collective self-defence is so central to the law of global security it has been called ‘the international community’s right to prevent war’.7 The Charter thus sets up a natural tension between protecting the sovereignty of States as the cornerstone of the Westphalian system, while also granting the international community the right to override sovereignty in the case of a threat to international peace and security.8 Navigating the murky waters between threats to collective security and the sovereignty of States has proven one of the international community’s major security challenges over the past seventy years.

Importantly in this context, the UN Charter did not abolish the positivist international legal order that preceded it. States remain the entities empowered to engage in lawmaking, while the consent-based treaty system remains the major source of international rights and obligations.9 In fact, Article 38(1) of the Statute of the International Court of Justice (ICJ)—generally considered the shorthand for the sources of international law—does not list the resolutions of the UNSC or the UN General Assembly (UNGA) as sources of international law. However, Article 25 of the UN Charter does grant the UNSC the power to make decisions that are binding on all Member States, an authority scholars call its ‘lawmaking’ or ‘legislative’ role.10 As this chapter later discusses, the Council’s capacity to formulate rules which are legally binding on States is not in question, but its legislative role can become contentious when decisions impose binding obligations on all Member States for an undefined period of time or are of an excessively sweeping nature.

Articles 39, 41, and 42 of the UN Charter, taken together, bestow an extraordinary set of powers on the UNSC. Not only is it able to determine the existence of a threat to international peace and security, but it is also given broad scope to determine the appropriate response, up to and including the use of military force. Again, it is worth noting that these rights are beyond those granted to individual Member States, even the five Permanent Members (P5). Moreover, many acts the UNSC can take to enforce its actions under these provisions, such as the imposition of sanctions regimes, some key provisions of peacekeeping operations,11 or the creation of criminal tribunals, have the status of law, binding on all or some Member States.12 This unprecedented award of authority was, according to the drafters of the Charter, necessary to prevent another World War and manage global security crises. However, it also set the stage for the UNSC to play a far more expansive role than mere crisis management.

The UNGA does not have as prominent a role as the UNSC in the peace and security realm, but it has a similar Charter-based right to make recommendations on ‘questions relating to the maintenance of international peace and security’,13 provided the UNSC is not concurrently considering the matter. Moreover, where the UNSC fails to act as required, the UNGA has granted itself, under the famous Uniting for Peace resolution discussed below, the authority to consider the matter and issue recommendations.14 Even strong opponents of this role for the UNGA acknowledge that it bestows a right, in some circumstances, to recommend deployment of military force (with the consent of the States involved) to address international security threats.15

Through the UNGA, the UN also acts as a forum and convenor of treaty-making conferences that contribute to the law of global security.16 For example, treaties on aircraft hijacking,17 terrorist bombings,18 and nuclear terrorism,19 all aimed to fill gaps in international law in response to worrying new security trends. Other treaties, such as the Genocide Convention20 and the Rome Statute of the International Criminal Court,21 were also drafted under the auspices of the UN and have helped shape the international community’s response to security threats. Less clear, however, is the extent to which other UNGA resolutions and declarations may make or shape international law. The Universal Declaration of Human Rights (UDHR),22 for example, began as a non-binding UNGA resolution, its content later codified into treaties and now overwhelmingly considered customary international law.23 Other UNGA declarations, such as on Friendly Relations,24 or resolutions such as the one on the definition of aggression,25 have been subject to scholarly disagreement as to their effect on international law.26 More generally, the role of the UNGA is most clearly obvious through the progressive development and codification of international law in dialogue with the International Law Commission (ILC), and through decades of action on long-standing issues, such as the right to self-determination.

Taken together, the principal roles of the UNSC and UNGA in making international law are: (1) binding UNSC decisions; (2) UNSC or UNGA resolutions interpreting key UN Charter provisions;27 and (3) interpretation of other treaties (such as the 1949 Geneva Conventions on the Laws of War).28 This practice of both the UNGA and UNSC has contributed significantly to the development of customary international law in global security matters,29 though the extent to which it can be said to dictate or reflect opinio juris remains a hotly contested issue in scholarship.30 This chapter concerns itself less with these strictly legal questions around customary international law and focuses more on the influence of the UN in the realm of global security.

The ICJ, as the principal judicial organ of the UN, has in various ways shaped the international law relevant to global security.31 Here, it is worth noting that the Court has touched upon several crucial security-related issues, including inter alia the right of self-defence,32 armed activities on the territory of neighbouring States,33 and the legality of the use of nuclear weapons.34

The UN Secretary-General, though offered no explicit lawmaking role by the Charter, has a broad scope under Articles 97–101 UN Charter to influence global security matters through what Ian Johnstone has called a ‘norm entrepreneur’ role.35 This has included helping define and respond to threats to international peace,36 suggesting limits to UNSC action,37 calling situations to the attention of the UNSC, and generating momentum behind concepts new to international law.38

In sum, the above powers granted to UN organs under the Charter may not have envisaged the UN as a de jure legislator, but they provide wide-ranging opportunities for the Organization to define and even create international law in the global security sphere. In the following section, we explore how the changing character of conflict and shifting geopolitical dynamics provided the UN with ever-increasing legislative, enforcement, and agenda-setting roles.


C. Changing Character of Conflict, and Response


The war-weary powers that drafted the UN Charter in 1945 centred the international legal order around the prohibition of the use of force and the requirement to respond collectively to security threats. At the time, global security risks were seen largely in inter-State terms: great power clashes and the looming threat of nuclear weapons. In the decades that followed, however, several developments prompted evolutions in the way in which the UN responded to peace and security risks. These were the advent and end of the Cold War; the growth of intra-State conflicts or civil wars as a major source of insecurity; the rapid proliferation of varying types of weapons of mass destruction; the post-colonial human rights movement; and, more recently, the rising influence of global terrorist groups.39 Looking more closely at how the UN adapted to these changes, we identify a vital role of the Organization in shaping the law of global security.


1. The Cold War and the Veto


Following close on the heels of the UN’s establishment, the Cold War nearly immediately impacted on the Organization’s ability to engage with global security matters. This was most evident in the UNSC, where the veto-wielding five Permanent Members (P5) frequently prevented action during major international crises.40 Due to this paralysis, from the 1950s through the 1980s, powerful States tended to bypass the world Organization on international security issues, although it was widely recognized after the 1956 Suez crisis as providing a valuable instrument for post-conflict stabilization through peacekeeping.41

While the Cold War was characterized as mostly a period of UNSC inaction, it also opened the door to other UN organs to assert a more prominent role in security matters. The most important of these initiatives was the 1950 Uniting for Peace Resolution, passed by the UNGA in the face of Soviet obstruction of UNSC debates on Korea.42 Effectively, Uniting for Peace empowered the UNGA to consider any threat to the peace if a lack of unity within the UNSC meant it could not exercise its responsibilities under the UN Charter, and further empowered the UNGA to recommend military force in some circumstances.43

Uniting for Peace has been used in a range of different security settings, including the establishment of a peacekeeping mission in the context of the Suez crisis,44 to extend and strengthen existing peacekeeping missions (eg, Korea),45 to condemn armed interventions by States (eg, Afghanistan),46 and to call for ceasefires (eg, Suez).47 The resolution also raised the legal question as to whether the UNGA could itself be a source of authority for the use of force, a question that has yet to be fully answered today. Improved dynamics within the UNSC in the post-Cold War period have caused the UNGA to act less frequently on peace and security matters,48 though as the final section of this chapter suggests, it may be useful to consider whether more inclusive decision-making might address the Council’s shortcomings as a legislator.


2. Post-Cold War: The Security Council as Activist Legislator


The end of the Cold War precipitated a noticeable improvement in the relations amongst the P5 of the UNSC, allowing it to take a far more expansive approach to global security threats.49 Iraq’s 1990 invasion and annexation of Kuwait constituted a watershed moment in this regard, triggering UNSC decisions authorizing the use of force, disarmament of Iraq, protection of Iraqi minorities, and provision of humanitarian assistance.50 This newfound unity amongst the P5 foreshadowed an era of ‘new activism’51 in which the UNSC rapidly increased its pace of work. In just over two years, the UNSC had launched fifteen new peacekeeping operations and adopted nearly 200 resolutions, dramatically redefining what constituted a ‘threat to international peace’ under the UN Charter.52 Its decisions during this period had the effect of indirectly curtailing the use of Article 2(7) to limit intervention in domestic affairs, reshaping the normative and legal framework around the international law of humanitarian intervention, international human rights, the defensive use of force, and weapons of mass destruction, all discussed here.


3. From ‘New Interventionism’ to R2P: The Council’s Role in Internal Wars


Perhaps the most important shift by the UNSC were its decisions on a range of predominantly internal conflicts, which helped erode traditional notions of State sovereignty and set the stage for far more intrusive international interventions. In cases of major humanitarian catastrophes (Somalia, Kosovo, Yugoslavia), systematic violations of human rights (Côte d’Ivoire), or even failed democratic processes (Haiti), the UNSC has influenced the development of international law by interpreting these circumstances as threats to international peace.53 While the UNSC has generally been careful to articulate other factors beyond humanitarian ones or human rights as justifying intervention, such as massive refugee flows and impact beyond the State’s borders, the argument that it has ‘pierced the veil of sovereignty’ appears borne out by the subsequent international interventions in these countries.54

The UNSC decision-making on internal wars contributed in important ways to the development of customary international law. In some cases, UNSC decisions reaffirmed existing norms, such as the frequent invocation of Chapter VII to demand that all conflict parties adhere to international humanitarian law (IHL) and international human rights law (IHRL).55 In others, the UNSC waded into disputed areas where the applicability of international law was less clear, such as its decisions that non-State actors had to abide by peace agreements, or to cease hostilities.56 And in some of its most far-reaching decisions, the Council took an expansive view of the self-defence doctrine, for example concerning the Taliban in Afghanistan.57

But it was the failures of the UNSC that drove the development of one of the most far-reaching recent concepts in international relations, that of responsibility to protect. The tragedies in the Balkans and Rwanda in the early 1990s featured a glaring tension between the sovereignty granted to States under the UN Charter (and the international legal system in general) and the growing practice of the UN to intervene in States where large-scale humanitarian and human rights concerns were present.58 Secretary-General Kofi Annan asked, ‘[i]f humanitarian intervention is, indeed, an unacceptable assault on sovereignty, how should we respond to crises such as the genocide in Rwanda, to a massacre such as that at Srebrenica—in effect to gross and systematic violations of human rights that affect every precept of our common humanity?’59 Responding to this question, the International Commission on Intervention and State Sovereignty concluded that when States fail to protect their populations from major violations of IHL and IHRL, responsibility for such protection shifts to the international community.60

This so-called Responsibility to Protect (R2P) doctrine was subsequently endorsed at the 2005 World Summit Outcome Document,61 though Member States were clear that the doctrine did not create new international law. However, R2P has been invoked in justifying UNSC enforcement action under Chapter VII. In authorizing the deployment of troops to Darfur,62 mandating the use of force to enforce election results in Côte d’Ivoire,63 taking a range of actions in Libya,64 and mandating a new mission in South Sudan,65 the Council referred to the State’s responsibility to protect its own citizens. This falls short of a legislating role by the UN, as in each case the Council did not specifically identify R2P as a legal basis for enforcement, but certainly has demonstrated the strong influence of the UN on the rationales invoked for international interventions in internal conflicts.66


4. Human Rights and International Criminal Law


Inevitably, the UN’s greater intrusion into internal conflict enhanced its role in shaping IHRL and IHL. In some cases, the UNSC itself initiated unprecedented legal developments, such as the creation of international criminal tribunals for the former Yugoslavia and Rwanda.67 In others, the Council established specific legal liability for individual actors, including its decision providing for individual responsibility for violations of IHL in Somalia in 1992.68 These resolutions performed both legislative and judicial functions: they defined what specific acts constituted a violation of international law, and at times overtly identified those responsible for them.69

This notion of international criminal accountability for violations of international law represented an important precursor to the later establishment of the International Criminal Court (ICC). The ICC is not a UN entity per se, but was negotiated under the auspices of the UN and was explicitly linked to the UN by virtue of the UNSC’s right to refer cases to it.70 As such, the Council’s willingness to take binding decisions establishing criminal accountability and to define breaches of international law were both legislative and agenda-setting acts, encouraging and shaping the development of international criminal law.71


5. Defensive Use of Force in an Era of Global Terrorism


If the 1990 Iraqi invasion of Kuwait breathed new life into the UNSC, the 2003 US-led invasion of Iraq, without Council authorization, led many experts to write obituaries for the UN’s role in global security.72 From a legal perspective, the invasion of Iraq directly challenged the UN Charter’s limitation to defensive use of force, all the more so as it followed a failed attempt by several powers to convince the Council to provide authorization for it.73 And the invasion took place at a crucial point in the development of international law, as the dual threats of weapons of mass destruction and global terrorist groups had prompted the major powers to consider stretching, or even overtly breaking with, the well-established ‘just war’ principles of imminent threat and proportional response.74

The response to the 9/11 attacks was particularly important in the context of the doctrine of self-defence. Security Council Resolution 1368 clearly stated that the terrorist attacks constituted an armed attack under Article 51, triggering the right of self-defence of the United States.75 Whether non-State actors could be a target for Article 51 was a highly contested issue prior to UNSC Resolution 1368, and thus the decision constituted a significant expansion of the doctrine beyond purely inter-State actions. The broad set of obligations placed on all Member States by UNSC Res 1368, and the risk that failure to snational practice far more with the US notion of ‘pre-emption’ at the time.76

While the UNSC practice points to the UN’s central role in making and interpreting the laws addressing defensive use of force, this reality begs the question of whether Member States should and do feel bound by it (opinio juris). This is less a strictly legal question and more a normative one, without a satisfactory answer as yet. On the one hand, former President of the ICJ Rosalyn Higgins points compellingly to the 1991 UK/US action against Iraq as evidence that ‘clear UN permission became a matter of deep importance’ to many States wishing to use force.77 Conversely, NATO’s unauthorized intervention in Kosovo in 1999 offers a strong example of willingness to use force outside established legal parameters. Debates concerning the role of opinio juris (including the contentious issue whether failure to protest equals agreement that an action is lawful) are not covered here, though some implications of non-compliance with the law are discussed below.


6. The International Law of Counter-terrorism


The terrorist attacks of 9/11 not only prompted a shift in perspective on the law of self-defence, but also placed the UN in a legislative role with respect to counter-terrorism. Days after the adoption of UNSC Resolution 1368 (2001), the Council passed a second resolution calling for substantive measures to be adopted by Member States, including suppression of terrorist financing, denial of safe haven, and information exchange on terrorist activities.78 Rather than using typical Council language, such as ‘calling on’ or ‘requesting’ Member State actions,79 Resolution 1373 clearly created a legal requirement, deciding that States ‘shall’ implement the measures.

Resolution 1373 created a broad set of international legal obligations to take proactive steps to combat terrorism, making law with international and domestic effect.80 As Paul Szasz noted, this ‘broke new ground’ by using Chapter VII to ‘order all States to take or to refrain from specified actions in a context not limited to disciplining a particular country’.81 This was an especially bold move by the UNSC (some would view it as brazen), as Resolution 1373 drew language directly from the UN Convention Against the Financing of Terrorist Acts, which had not yet been signed or ratified by a large number of Member States.82 The UNSC claim to legislative powers beyond the treaty-based system could not have been much clearer. Resolution 1373 also established a Counter-Terrorism Committee, which subsequently has played a major (though often unpopular) role in helping States implement their 1373 obligations.83

Nevertheless, similar resolutions, including the Council’s response to the July 2005 bombings in London, added to Member State obligations to combat terrorism, also requiring States to take measures to prohibit incitement to commit terrorism.84 And most recently, Resolution 2396 (2017) created obligations for Member States to take affirmative steps, including adoption of criminal legislation, against the fighters returning from the Syria/Iraq conflict theatre.85 These actions by the Council arrogate to itself a clear legislative role and dramatically broadened international legal obligations in the fight against global terrorism.86

Moreover, the poor drafting of sanctions resolutions and the excessively sweeping decisions of the implementing Counter-Terrorism Committee (CTC) were challenged before the Court of Justice of the European Union, which in 2008 found the Council’s decisions arbitrary as applied to individuals, who were denied due process.87 Eventually, many of the individuals earlier targeted by the Committee were ‘delisted’ and thus formally rehabilitated, but the Council’s standing itself has suffered.


7. Containing Weapons of Mass Destruction (WMD)


The centrality of nuclear weapons to the current global order is clear: All P5 Members of the UNSC are nuclear weapons powers, and much of the UN’s effort on non-proliferation over the past seventy years represents an attempt to preserve the current nuclear order. The UN has occasionally played a central role in containing WMD, though its record of success is mixed.

One of the strongest UN responses followed Iraq’s 1990 invasion of Kuwait, during which the UNSC passed a series of resolutions that demanded comprehensive disarmament of Iraq’s WMD, including an intrusive verification mechanism.88 The Council’s fears of Al-Qaeda’s potential acquisition of WMD had previously prompted a 2004 resolution requiring all Member States to take a wide range of counter-proliferation measures, and to adopt national laws to prohibit the development or transport of such weapons.89 Similarly, the 2015 UNSC Resolution on Iran’s nuclear programme created additional legal obligations for Member States and put in place an international monitoring and verification mechanism run by the International Atomic Energy Authority (IAEA).90 In these cases, the UNSC played a lawmaking role, creating new international obligations with force of law, and also an enforcement one, seeking to hold Member States accountable for their obligations under existing treaties.

The dominant legal enforcement measures of the UN with regard to WMD have been sanctions regimes intended to uphold the treaty-based obligations, limit access to weapons technology, and reaffirm the norms around non-proliferation. For instance, following a 2009 nuclear test by North Korea, the UNSC issued a resolution expanding the arms embargo and increasing inspections on vessels bound to and from the country.91 Rather than curb activity, however, this prompted Pyongyang to conduct a series of additional tests and withdraw from the Six Party Talks.92 The Council’s wide-ranging sanctions on Iran for its nuclear programme reflect a concerted attempt to hold the country to its obligations under the Non-Proliferation Treaty (NPT).93

Critics have argued that the Council has been selective and inconsistent in its approach to WMD. For instance, it took no enforcement action following the chemical attacks by Iraq on Iran during the 1984–88 period, when 60,000 people were killed.94 Such critiques also point to the mixed track record of the UN, noting that North Korea formally withdrew from the NPT in 2003, and that Israel, India, and Pakistan were never members.95 The use of chemical weapons by, and in, Syria is another example of limited effectiveness. Nonetheless, looked at across the lifespan of the UN, respect for the widely accepted norms of non-proliferation remains remarkably high, as is the Council’s willingness to move strongly against those States it deems a threat.


D. Critiques of the United Nations’ Role in the Law of Global Security


We have argued above that the UN has developed and influenced the law of global security in a range of settings, and that this role has increased since the end of the Cold War. This is not to suggest, however, that the UNSC is always the best actor, or even always at all appropriately placed, to play such a lawmaking role. It is therefore worth considering briefly the major objections to the UNSC as a lawmaker, before turning to current and future challenges.


1. The Council Undermines the Treaty-based System


While the Council’s lawmaking role may be implicit within the Charter, such a role can be seen as subverting the consent-based international order.96 According to the principle of sovereignty, States are bound only by those obligations to which they have explicitly consented.97 It is often asserted within the UN that all Member States have consented to obey the UNSC by signing the UN Charter, but well-established approaches to treaty interpretation challenge such an open-ended notion. Whenever the Council issues a resolution binding on all Member States, in one sense it works against the State-centric system upon which the UN is founded, and it also invites contestation. In the resolutions that created legal obligations on all Member States to proactively prevent terrorist activities—such as Resolution 1373 (2001)—the objection that the UNSC had taken on an ‘imperial’ role found many adherents and, as noted above, was highly contested by EU courts.98


2. The Council is Not Well Suited to Legislate


Typically, legislatures are institutions designed to deliberate meaningfully and generate thoughtful, representative laws. The UNSC’s need to ‘ensure prompt and effective action’99 appears at odds with this, creating what Ian Johnstone has called a ‘deliberative deficit’ in the Council.100 Indeed, by responding to immediate crises, the UNSC is by design not well equipped to balance long-term implications with short-term imperatives, as a good legislature should. Particularly in the highly charged aftermath of a terrorist attack, a high degree of risk has emerged that the UNSC will take punitive, overbroad, or otherwise myopic decisions.


3. The Council is Not Accountable or Representative


The UNSC is composed of a small group of Member States, incapable of (and typically uninterested in) representing the entire global community. The great powers within the Council are, in their own eyes, at times, empowered to ‘rewrite international law’101 to suit their short-term interests, distorting the international legal system in potentially harmful ways. The US pushing for Council authorization to attack or otherwise counter an undefined set of ‘terrorist groups’ in Resolution 1373,102 for example, has created a global set of legal obligations that affect every Member State, but do not necessarily represent all countries’ interests (nor reflect their capacities) and may well result in inconsistent targeting of groups and individuals. Unlike national legislatures, the UNSC P5, never face an electorate and have no direct accountability to any other authority for these actions.103


4. Major States Do Not Feel Bound by the UN Charter


A final point of critique has been articulated by Michael Glennon who asks, ‘[h]ow can a system indifferent to prominent and massive noncompliance rightly be called a system of law?’104 While Kosovo offers perhaps the most concrete example of major States’ disregard of the collective security system, surprisingly varied and comprehensive State practice demonstrates that States are often willing to use force, despite the clear prohibition in the UN Charter. The Charter did not manage to deter the Iraqi invasion of Kuwait (1990), the US bombing of Sudan and Afghanistan (1998), Ethiopia’s attack on Eritrea (2000), the Soviet invasion of Afghanistan (1979), or well over 100 other examples of use of force in the past seventy years.105 In a domestic setting, widespread violation of the law does not invalidate it; rather, it is considered a high crime rate. But in the international system, where States are only bound by the obligations they willingly enter into, systematic non-compliance, not least by the P5 of the UNSC, creates serious risk for the status of the law itself. And when a major power indicates that it does not feel bound by the Charter when it comes to the non-intervention principle, Glennon argues, this could render the law irrelevant.

Strong counter-arguments to this exist, including those by experts who point to the fairly consistent reduction in war and widespread violence over the past 100 years (albeit registering a recent uptick) as evidence of general compliance with international norms. But the criticism is worth considering as we turn to the future role of the UN in global security law.106


E. The Future of Global Security and the UN


The above arguments suggest that the UN may not be very well designed to legislate and enforce international law to safeguard global security. That structural weakness partly reflects the intent of the big powers in 1945, who drafted the UN Charter to protect their own interests, and partly is the result of decades of inconsistent, often highly politicized practice. Nonetheless, the UN remains a crucial player in the development and maintenance of the law of global security and will almost certainly continue to be for some time. How the Organization will need to evolve to meet current and new challenges is the question to which we now turn.

At just over seventy years of age, the UN appears to be courting a loss of authority on the world stage as it increasingly bickers in a dialogue of the deaf, while murderous conflicts in Syria and Yemen rage. Security Council paralysis, its inability to gain traction in conflict settings like Mali, South Sudan, and the Democratic Republic of the Congo, and a recent erosion of great power relations, together point to a mismatch between today’s challenges and the Organization’s capacities to address them. If indeed we have entered what Richard Haass has called a ‘world in disarray’,107 in which well-established rules have frayed to their breaking point, the UN’s role as a custodian of the international order may seem marginal at best.

The UN’s ability to shape and enforce the international law of global security faces three related challenges. The first emanates from the Organization’s fundamentally inter-State nature. It is poorly suited to develop effective responses to non-State actors like terrorist groups,108 and equally badly designed to address transnational challenges like organized crime. This is in part because the sovereignty principle at the heart of the Charter limits its ability to craft more effective strategies against non-State actors unless States agree to them. As a result, though the UN has played a role in establishing a legal regime to combat key threats such as terrorism, this is principally focused on Member State obligations, rather than directed at the non-State actors involved and their members. How to develop effective legal approaches to the wide range of non-State and transnational actors in today’s world is a quandary for the world body.

A second, related challenge concerns the slow pace of the UN in addressing emerging challenges. Cybersecurity, for example, poses an acute risk to global security and constitutes a top priority for many Member States.109 To date, a universally agreed definition of cybercrime has not yet emerged, nor has a global governance system for cybersecurity yet been defined.110 A similar example is the risk of biologically engineered pandemics, given that the basic tools and knowledge for producing a global epidemic are increasingly available to a growing number of groups and individuals.111 Other emerging risks in the security field involve artificial intelligence, the impact of climate change, and the use of outer space, all of which appear to outstrip the current UN-based frameworks for collective action. How can the UN keep pace with, while also reflecting the will of, its diverse and often divided Member States?

The third challenge is the global order itself. The UN is founded on the notion of collective security and the principle that Member States will act together to prevent threats to the peace. If anything, however, the UN’s inaction on Syria and Yemen points to a ‘decollectivization’ of opinion and action on security issues, where the powerful Member States are too polarized to act in unison. The deepening chill between the US and both Russia and China may well return the UN to its Cold War doldrums, not only limiting its role in the global security realm, but also encouraging the voices of ultra-nationalism and unilateralism to take matters into their own hands. If a critical element for successful lawmaking and enforcement in the past has been UNSC unity, what new approaches are needed for the UN to regain that cohesion today?

These questions point to the fact that, in many respects, the UN today is fragile. Its ability to make or promote global security through effective decision-making is at a low ebb. But in the past, failures have generated innovation and evolution. As described above, the development of international criminal accountability, the R2P doctrine, and the far-reaching legal framework on terrorism all arose from the failures of the international community to prevent major risks from materializing. They also arose out of a concerted effort by major Western powers, particularly in the immediate post-Cold War period, to project liberal democratic institutions across the world. Today, a single Western vision of world order may well be on the wane, and there are strong signs that Western capitals, singly and collectively, are incapable of addressing current trends.

Facing unprecedented challenges by the related phenomena of transnational actors, new technologies, climate change, and intractable internal conflicts, it is more crucial than ever before for the principal powers to develop widely supported multilateral responses. Indeed, these challenges point to the limits of domestic, nationally driven legislation to address global threats, and the need for more effective multilateral global governance. As we have outlined above, the UN is capable of shaping international law, practice, and norms in surprisingly impactful ways. As global security issues become increasingly complex and interrelated—often stretching beyond national boundaries—it is more crucial than ever that the law of global security be driven by multilateral institutions that have positioned themselves as legitimate and effective.
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