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			This innovative series written and edited for librarians by librarians provides authoritative, practical information and guidance on a wide spectrum of library processes and operations. 

			Books in the series are focused, describing practical and innovative solutions to a problem facing today’s librarian and delivering step-by-step guidance for planning, creating, implementing, managing, and evaluating a wide range of services and programs. 

			The books are aimed at beginning and intermediate librarians needing basic instruction/guidance in a specific subject and at experienced librarians who need to gain knowledge in a new area or guidance in implementing a new program/service.
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			Preface

			Modern libraries need technology. From the ILS (integrated library system) that manages inventory and loaning of materials to supporting staff functions via a file server or e-mail service, technology—along with its attendant care and feeding—is necessary to run a modern library. The realities of today, however, are that the people needed to care for that technology are expensive—too expensive for some libraries to afford as full-time staff. With some judicious use of outsourced labor and knowledge, though, even tiny libraries can keep up-to-date, and big libraries can get the help they need to keep up with their most technologically demanding patrons, projects, and programs. No matter what the size of your library or technology staff, this book will help you get outside help to make your technology shine.

			Making libraries and their technology meet the needs of library patrons is one of the major reasons that I wrote this book. After spending more than half my working life providing technological assistance to public library patrons in some form or another, I think that all libraries can provide the kind of technological resources that we often see at only the big libraries. In providing public access to public computer labs, makerspaces, and technological petting zoos, among other “techie” projects, small libraries can be just as forward-thinking and just as able to support their patrons’ needs as the biggest libraries can. This book will help small and rural libraries figure out what their patrons really want; then, with that information under their belts, they can prioritize their budgets and staff time to give those patrons what they need.

			I have been working in library technology for more than fourteen years, several of those as the coordinator or manager of a public library IT (information technology) department and the last as the director of an IT department providing technological consulting for libraries in the northeast Kansas area. My experience has been that no matter how well funded the library, technology know-how is expensive and difficult to obtain and keep in-house. This book will help you supplement your existing technological staff or create a tech staff entirely from outsourced consultants and vendors to better serve your patrons. To do this, I discuss outsourcing every aspect of library technology, from the integrated library system to the e-mail system that your staff uses to security and web design. Included are examples from many kinds of organizations, not just libraries, along with concrete solutions to many of your IT department’s toughest problems.

			[image: ] Organization

			Outsourcing Technology: A Practical Guide for Librarians starts with theory and goes on to practical usage of outsourcing, including real-world examples of outsourcing in action. Chapter 1, “Why Outsource Technology?” includes a discussion on outsourcing, cloud computing and how it is used in outsourcing, and why your library might—or might not—want to outsource some of your technology tasks.

			The second chapter, “Assessing the Library’s Environment,” guides you through how to assess your library’s environment. No outsourcing project will be successful if you do not first know what you need to outsource and what you can do in-house. This chapter gives concrete examples for how to determine what your technology needs are before you begin to outsource anything.

			Outsourcing, by definition, means that you will be dealing with outside consultants, vendors, volunteers, and collaborators of all kinds. Many of them will require contracts and other formal relationship-defining instruments. Chapter 3, “Outsourcing Relationships,” provides you with resources and tips to manage those relationships, both formal and informal.

			Following chapter 3, the book gets into detail about how to deal with outsourcing specific technologies. Chapter 4, “Outsourcing Software,” covers the process of outsourcing software, from e-mail to software that helps run a human resources department. Included is what to consider whenever you outsource software to a third-party vendor.

			Libraries without any IT department or IT staff at all need a way to get tech support from third parties. Many strategies—from the free to the commercially priced—are covered in chapter 5, “Outsourcing Tech Support.”

			In chapter 6, “Outsourcing Web Development and Design,” you will learn about outsourcing your library’s web presence. The chapter covers hosting, design, and development issues and gives resources for libraries that have no web design staff on hand. This chapter’s discussion on CMS (content management system) software is useful for every library—whether there is an IT department available or not.

			Chapter 7, “Outsourcing Tech Training,” covers multiple ways to locate training for your staff. Numerous resources fill the chapter, along with tips on getting training for staff that is budget friendly.

			Chapter 8, “Outsourcing Security,” contains a frank discussion about what you can and cannot outsource. Some security responsibility lies on the shoulders of the users of your library’s computers, but with the tips in this chapter, you can be sure that your staff are doing their part while you find vendors and partners to do the parts that can be outsourced.

			Hiring a consultant can be a daunting process, so chapter 9, “Consultants and Outsourcing IT Knowledge,” contains tips on finding a consultant for IT work that is a good fit for you and your library. Rounding out the chapter are lists of consultants and organizations that can help you find consultants.

			Chapter 10, “Innovative Outsourcing,” deals with a variety of innovative ways to outsource—finding unique and budget-saving ways to outsource. Some of the out-of-the-box ideas include contests, hacking invitations, and crowdsourcing.

			Finally, it is important to learn from the people to whom you outsource your technology. Chapter 11, “Learning from Outsourcing,” offers tips for finding out how they do things, sprinkling throughout ways to implement those processes.

			For the latest on outsourcing and libraries, the library “blogosphere” offers an up-to-the-minute font of information about how to find ways to move your library forward, technologically, without an IT department. I also strongly recommend following the online writing of some of the smartest outsourcers in libraryland—Jenica Rogers and Jezmynne Dene are two that were kind enough to help me with this book—but there are others available to offer inspiration and ideas for you to use in your library. I hope that this book helps you and your organization provide the technology that your patrons need, with a minimal investment in your staff’s time and your organization’s money!
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			Chapter 1

			Why Outsource Technology?

			
				
					In This Chapter

					
							What is outsourcing?

							What is cloud computing?

							How can outsourcing help libraries?

							Are there any downsides to outsourcing technology in libraries?

							Tips on evaluating outsourcing partners

					

				

			

			This chapter starts with a discussion of the definitions of some of the terms used throughout the book so that we are all on the same page. After defining the terms, this chapter gets into the pros and cons of outsourcing technology—why you might or might not want to spend your time and money having other people do certain tasks for you. Finally, the chapter ends with a section on evaluating outsourcing partners—what to look for in a person or organization with whom you will be working very closely for what is often an extended period. Some quick tips on what to look for and how to consider your options finish up the chapter.

			Before getting into the “whys” of outsourcing—what is outsourcing, exactly? For the purposes of this book, outsourcing is just moving functions that have traditionally been the information technology (IT) department’s job to someone else (e.g., running servers full of information; managing hardware and software installs; fixing computers, printers, network appliances, and anything else that plugs into a wall; training folks on the use of computers; keeping up with innovative and useful developments in the technology world). This can be someone in your town or city, or it can be someone in the “cloud”—where you do not actually know where the magic is happening. It does not, necessarily, mean moving IT functions to offshore locations in other countries; it just means that you are moving those functions to “somewhere else” or having those things managed by “someone else”—wherever that somewhere might be and as long as that someone is not an employee of your organization.

			Another “what” to consider is just what constitutes the “tech” that can be outsourced. Technology is a broad term; it encompasses a lot of different hardware, software, and skill sets that can almost entirely be handled outside the organization. Certainly, hardware can be outsourced. Few people actually run the servers that host their websites. Software that can be accessed from a server through a client or through the browser, as well as skills such as web design, programming, and computer repair, can be outsourced. Any of those technologies and skills—and many more, of course—are excellent candidates for outsourcing.

			One of today’s most popular technology trends is cloud computing, which is basically just outsourcing something to a server in the “cloud.” When you choose to put your music in the cloud (i.e., to a server on the Internet)—be it with Apple, Amazon, or Google—all that you are doing is outsourcing the storage of your music to gain some conveniences, such as streaming from anywhere. Few people have music collections so large that a standard desktop computer cannot cope with them, but many find that outsourcing music storage brings with it advantages (streaming, backups, etc.) that they could replicate themselves but simply do not have the time or expertise to do so. Outsourcing, as defined here at least, is just trading off time or expertise for convenience. That usually comes at a cost but often at a reasonable one, often less than doing it in-house, actually.

			[image: ] Pros and Cons of Outsourcing

			Now that you know what outsourcing is, the next step is to learn about why you might want to outsource some of your technology to other people or organizations. There are some definite pros and cons when it comes to outsourcing technology.

			Why Outsource?

			Following are reasons to outsource technology:

			
					Cost savings in infrastructure and staff

					Access to more expensive software than what is otherwise affordable

					Less daily maintenance required

					Fewer headaches (backups, network connectivity) and access to better networks and more redundant connections

					More staff time for library-specific work

			

			Cost savings. Besides not having to buy a new server for new applications with the attendant operating system licenses and everything else that comes with provisioning a new computer/server in your organization, cost savings come from having fewer computers in your buildings. If you are outsourcing a new time sheet application for your HR (human resources) department, you can avoid purchasing a new computer on which to host it, finding a place to put it, using electricity to run the server and the climate control system to keep it from overheating, and finding a place for it in your network. Each of these things will be a cost to your infrastructure. Outsourcing that same application frees up that electrical bill, the server cost, and a staff member’s time to manage that server.

			Access to expensive software. Access to more expensive software than what is otherwise affordable (e.g., SaaS—software as a service) gives small organizations access to expensive software packages that might otherwise be out of reach. A traditional ILS (integrated library system) can be very expensive, while access to a preexisting cloud-based ILS will typically be less expensive than buying the whole thing on your own. Many other software packages are expensive to purchase. Microsoft Office Suite licensing can be quite expensive, but a site license to the Microsoft Office 365 service (which includes cloud-based access to all the same office software that is included in Microsoft Office’s most popular suites) might be a cheaper alternative for your library.

			Less daily maintenance. Less daily maintenance is required. If you are paying for someone else to host your software applications, such as the Microsoft Office 365 service just mentioned, you are also paying for that person to apply updates to both the software and the servers that run it. You are paying for that person to back up your data and test the security of the system to ensure that there are multiple connections into and out of the server farm on which your documents reside. You are not doing any of that; it is all included in the cost of the service. Because of the economies of scale, others can do this much more cheaply for hundreds of servers than you can for a single server in your organization.

			Better network connectivity. Fewer headaches (backups, network connectivity) ties into the daily maintenance issues as well. By outsourcing your software applications, you are paying someone else to manage the headaches of backing up your data, as well as testing those backups. You are paying someone else to wake up at 2 am when the network into the data center or server farm goes down. You are off-loading to someone else headaches not related to your library’s core mission. If you are paying for a service, a provider has a set service level that must be provided to you in return for payment; generally, this means access to better networks and more redundant connections. Even purchase of inexpensive services will provide you with access to many network connections and more bandwidth than what you could possibly afford.

			Freed-up staff time. If your staff are not managing your servers and updating your software and running backups, their time is freed up to work on tasks that are vital to your core mission. This may not be an immediate benefit (see the next section), but in the long run, most outsourcing projects should end up with fewer staff hours needed to manage that which has been outsourced.

			Why Not Outsource?

			Nothing is perfect for everyone in every situation, so, naturally, there are some drawbacks to choosing to outsource your technology:

			
					Loss of control

					More opportunity to lose data, connectivity, and money

					Loss of staff time

			

			Loss of control. If you are outsourcing your software, you have given up the controls. You can no longer decide when to upgrade to the next version or tweak the software to match your needs. The software vendor does both upgrading and configuration; you have very little say in when those upgrades happen or what features are enabled (or disabled) to fit your use of the software. Other parts of the software—the look, perhaps, or the specific functions that are enabled or disabled—are out of your control as well. Many times, to make things easier on themselves, vendors will limit your access to themes and plug-ins (modular programs used to extend the functionality of the software).

			WordPress is an excellent example of this. There are two versions of this blogging software. The first is the WordPress.com version (http://www.wordpress.com), which is hosted and freely available for anyone to use, including libraries, who might want blogs that they do not have to host and maintain themselves. The software is also available in a WordPress.org version (http://www.wordpress.org), which is freely downloadable and completely customizable. The extra work and skills required to make the .org version work is offset by the fact that the .com version limits the themes and plug-ins that an organization can add to its blog. Many people start out with a .com blog but find that it is too limiting and end up finding a way to host its own .org version so that it has more control and can add more features than what are allowed in the .com version. This is but one example of a loss of control that you face when you decide to outsource a software package.

			Loss of data, connectivity, and money. With outsourcing, there is more opportunity to lose data, connectivity, and money. If you are creating documents on the Microsoft Office 365 service and you lose your connection to the Internet, you have just lost all access to your documents. Worse, if the server farm or data center loses all connections to the Internet, you have lost all access to your documents, and you have no idea when that access will be restored. This can mean that you are paying good money for services that you are not actually receiving—access to your library’s documents. Making sure that you go through a thorough evaluation process can help to avoid some of these issues, but when you put your data in someone else’s hands, you are taking the risk that they will lose it.

			Loss of staff time. While gaining staff time to work on other things is a pro for outsourcing, it is not an immediate benefit. Doing a diligent job of evaluating vendors, your environment, and your needs is a time-consuming process. At first, it is going to eat up more time than it saves. Failure to find the right vendor for you can also result in spending more time managing your outsourced project than if you had just kept it in-house. If the outsourcing project is a failure, that too can eat up more staff time than just bringing it in-house and adding it to the other things that you are doing. See the section on learning from failures in chapter 11 for a description of a failed outsourcing project that, in essence, wasted two years of staff time as they attempted to implement the project with their vendor.

			[image: ] Evaluating Outsourcers

			While nothing can really alleviate the issue of losing control of your data when you outsource, the other two cons mentioned can be managed through a well-thought-out process of evaluation. Both your situation and the landscape of vendors and providers needs to be considered, compared, and ultimately meshed into a working relationship between you and your outsourcing partner.

			Every organization that is considering outsourcing its technology will need to select the vendor, collaborative partner, or consultant with which it will work. Most cloud-based outsourcing vendors will give you a chance to participate in a demonstration of their wares—something that you should do with a testing plan in place to make sure that no matter what happens (at least in the foreseeable future), your needs will be met by the vendor.

			A testing plan is nothing more than a series of normal and maybe not-so-normal uses of the software, laid out in a way that you or your vendor (or both) can go through those cases in an orderly way to see if the software will work under normal conditions in your organization. The key for this plan to be useful is that it has to be repeatable. You and your organization must be able to re-create the plan for each and every service that you evaluate so that you can see how each service responds to what you will need from it. Textbox 1.1 shows a sample testing plan for an outsourced e-mail service.

			
				
					Textbox 1.1.

					Testing Plan for Outsourced E-mail

					This plan tests the ability of the e-mail service to provide basic e-mail functions needed for staff to work effectively:

					
							Create a contact group of the project participants (a real plan would have e-mail addresses listed here as well).

							Send an e-mail to all members of the group.

							Each member should respond to every other member.

							E-mail messages sent to this group should be filed together so that they are easily found.This plan is not so specific that it gives how-to instructions for each service being evaluated, but it is specific enough that the project testers can follow the plan and evaluate how well each step is handled by the e-mail services being evaluated.


					

				

			

			Many collaborative partners will work with you to determine the needs that each organization should fill for the other, so use that time to make sure that the fit is right and that the product of the collaboration is what you both need. Sometimes two organizations just do not work together well, for a variety of reasons, but it is best to know that before the project starts, not after you are locked into a contract.

			Consultants and vendors have contracts. Read them through carefully; do not be afraid to add your own clauses and requirements before signing; and review them occasionally to ensure that you and your vendors are both living up to the terms. Contract law is far beyond the scope of this book, but most libraries have some sort of lawyer or firm on call for their legal needs; make use of them. If you do not have a lawyer, outsource your legal needs, and use those resources for review of your contracts and other agreements between you and other outsourcing partners. See chapter 3 for a bit more information about contracting with outsourcing partners.

			Regardless of the technology or skills for which you are considering hiring, there are a few things that any outsourcing project manager needs to consider before embarking on a project:

			
					Stability of the outsourcing partner

					Cost and ROI (return on investment) of the project

					Availability of demo or testing period

					“Fit” with your organization and alignment with your mission

					Customization and ability to modify the service

			

			The stability of the outsourcing partner is important; you want to be sure that you will have the product for which you are paying for a long time. It is frustrating to go through all the work of properly evaluating a service, deciding on it, implementing it, and then finding out that the vendor is closing its doors and that you will have to go through the whole process again. The ROI is just a calculation that you will need to make to determine whether the outsourced project is worth your time and money. If the project will not be cheaper in the long run, you will not get a good return on your investment. Do not forget to include staff time, evaluation periods, and the rest in the calculation of that investment, too. Those outlays can be pretty substantial. Be sure that there is a testing period that you can use to run those test plans mentioned earlier. You need to be sure that the software is going to do what you need once you get it in place in your organization. You also want to be sure that the people with which you will be working will fit in with your staff and will be able to work closely with your organization during the implementation period and during the time that you spend customizing and adjusting the service to fit your needs (see textbox 1.2).

			
				
					Textbox 1.2.

					Outsourcing Partners: Reminders

					While evaluating your potential outsourcing partners, do not forget to . . .

					
							Participate fully in any demonstrations you are offered—use the software or hardware in your normal workflow to make sure that you are going to like the outsourced product.

							Create and use a testing plan so that you are fairly evaluating each potential outsourcing partner on the same criteria.

							Pay attention to the “fit” of the outsourcing partners when you are first meeting them (sometimes organizations just do not work together well).

							Be willing to spend some time with multiple partners before you decide on one; fit that into your project timeline.

					

				

			

			[image: ] Key Points

			Outsourcing involves trusting other people to do work that is beyond the capabilities of your organization or that your organization does not have time to tackle. Knowing what the benefits and drawbacks are to outsourcing work is a huge first step in making the decision to send work out to others to do for you. Some of the main issues to consider include

			
					Understanding what outsourcing is—and is not—and what it can do to help your organization.

					Understanding what cloud computing is and how it can help you outsource many functions in your library

					Knowing what the pros and cons are to outsourcing

					Knowing what to do to evaluate potential outsourcing partners, including taking advantages of demonstration periods, meeting frequently to hammer out details of the project, and determining which one will be the best fit for your organization.

			

			Once you understand these main issues, it then becomes time to consider what you need to do to prepare for an outsourcing project.

			[image: ] Resources

			WordPress: Commercial Version—http://www.wordpress.com. The hosted version of the WordPress blogging and content management system. The base features are free, although there are some add-on services that do cost.

			WordPress: Open-Source Version—http://www.wordpress.org. The open-source freely downloadable version of the WordPress blogging and content management system. This software requires a web-hosting server with PHP and MySQL installed.

		

	
		
			Chapter 2

			Assessing the Library’s Environment

			
				
					In This Chapter

					
							Evaluating the library’s technology

							Assessing technology and project management skills

							Communicating among partners

							Organizing the project

							Managing the project with GTD (Getting Things Done)

							Managing the outsourcing project with software tools

					

				

			

			This chapter does not deal with the concept of outsourcing at all—except to introduce some of the skills that are handy to have when dealing with outsourcing projects. Much of the beginning of the chapter deals with finding out what skills and resources your library already has. Without knowing what kinds of technology, skills, and other tangible and intangible assets your library already possesses, it is difficult to plan for expanding or extending those skills or technologies. This chapter offers some concrete tips on evaluating your library’s environment and technological capabilities, something that really should be done before any conversation about outsourcing happens in your organization. Once you have done the environmental scan and know what you have and what you need, you then need to focus on managing the project itself, and this chapter offers tips on managing projects and communicating with the various partners in it (staff, vendors, volunteers, consultants, etc.). An introduction to the GTD (Getting Things Done) method of project management is next. Finally, the chapter ends on a discussion of the tools that can make managing a project easier for the project manager and the people working on it.

			An outsourcing project is just like any other big undertaking; it has requirements, possible failure points, and risks and rewards just like any other project that you might start at your library. Careful attention to what it is you really need to do, though, can help you stack the odds in favor of a successful project. Some attention to the five questions of journalism (who, what, when, where, and why) will get you started on any project, but going a bit deeper to see details of what technology you use and how you use it will ensure that your project has a much greater chance of success.

			Thomas Henry, quoted in an article on outsourcing IT at community colleges, offered some advice: “The number-one thing is they have to have a clear understanding of what’s needed. They have to define for themselves where they are and where they know they should be” (“Colleges Improve Performance” 2005, 10). Knowing what you have as technology assets—computers, servers, routers, copiers, printers, and so on—is required to know what you need to do. Evaluation of your IT environment will help you know what you have; using proper project management techniques will help you know what you need to do.

			[image: ] Assessing the Library’s Technology Environment

			The first thing to cross off your to-do list when considering an outsourcing project is a thorough evaluation of your current environment. You need to understand what you are doing, for how many staff, and in however many ways you are doing it before you can reasonably expect to successfully replace your in-house product with an outsourced product. A thorough environmental scan using something like the free (but not open-source) Spiceworks (http://www.spiceworks.com) network management software or an inventory of your computers by hand will give you a good idea of what computers and/or servers you have now and what you have installed on each of them. Starting with something like that will give you answers to the following questions about who is using each software package.

			For software projects, ask,

			
					How many staff use the software?

					How much is paid in licensing per staff/computer?

					How do the staff use the software?

					What are your future plans for the software?

			

			For hardware projects, some things to consider are

			
					Space and electrical needs for servers

					How many staff connect to the server

					Total cost of hardware (including yearly licensing fees)

					Staff skills

					Backup plans

					Network connections

			

			If you can detail, in writing and in a document that you can access later, how many computers you have, what those computers are used for (staff workstations, desk machines, patron access machines, kids’ games, etc.), and what is on those computers (operating systems, software packages, etc.), you can make an educated decision regarding what you might need to outsource and what needs to stay in-house. For server-based projects, where you are replacing an actual hardware machine that your library owns and stores in the library with an outsourced product, you might want to know what kind of electrical outlets you will need to run all the servers you currently use, what kind of space and environmental controls (air conditioning, dust filtering, etc.) you will need, and how many people will be connecting to each machine. Knowing exactly what you use now will give you an excellent idea of what kind of service you will require from your outsourcing vendor. Knowing the number of people connecting will give you an idea of the level of service that you need to purchase. Knowing the kind of environmental issues (electrical outlets, air conditioning, etc.) lets you know what size your vendor should be and what you can get rid of or repurpose after the server is gone and has been replaced by a vendor’s machine stored elsewhere. The vendor should be able to support at least as much technology as you currently can.

			Other kinds of information that you will need to gather include your costs for running all the servers needed for the project, the existing skills of your staff, and the robustness of your Internet connection. Costs will include electrical costs, cooling costs, operating system and other software licenses, backup schemes (tape, external hard drive, etc.), and management time—the time that your staff would use to manage the server’s backups, patches, and other maintenance tasks.

			The next consideration is staff skills: What kinds of skills do your staff currently possess? Can they get new skills easily and cheaply? Would you have to hire more staff to maintain more servers? All these questions have financial repercussions, so they should be considered carefully.

			Finally, what kind of Internet access do you have? If you outsource a bandwidth-intensive application—something that creates a lot of traffic while moving data and information from your local computers on your network to a computer out on the cloud—can you support that with your current levels of bandwidth? Is it cheaper to get more bandwidth or host internally? All these questions need to be considered so that you are not surprised by a new outsourcing project that seriously slows down the entire network because the amount of traffic that it generates was not considered.

			[image: ] Tech and Project Management Skills Needed

			A good understanding of the skills that you and/or your existing staff have would be helpful here. If you know what you can and cannot do in-house, you know what needs to be outsourced to other providers (or what training needs to be done, if outsourcing is not an option). In chapter 11, you will get some tips on how to make the most of vendor and consulting outsourcing, so that you can learn from such resources while they are working for you, helping you to avoid having to hire them again!

			You can use any number of IT competencies that are available on the Internet, but one that is particularly helpful is located at WebJunction (http://www.webjunction.org/c/document_library/get_file?folderId=67024497&name=DLFE-16500008.pdf). Competencies are lists of things that staff should know how to do so that they can do their jobs, but competencies can also be used to evaluate staff skills and determine what they can do and what has to be done by someone else. One example at WebJunction is the hardware competency list for IT staff, which includes

			
					Installation and maintenance of computers and peripheral devices (printers, scanners, etc.)

					Understanding, in detail, the functions of the various pieces of hardware

					Ability to perform troubleshooting methods for hardware and peripherals

					Installation and configuration of hardware and peripherals

					Understanding of hardware performance and how individual components and peripherals affect performance

					Knowing the most efficient ways to get technical help

					Ability to isolate, identify, and explain to others what problems are occurring with hardware (Gutsche 2012)

			

			Those competencies from WebJunction give managers and administrators a place to start in evaluating staff skills. Taking all the competencies, going through them, and determining if your staff or you can actually perform these tasks or understand the concepts involved will give you a good starting place to decide if you or your staff are able to take on a new outsourcing project or if you will have to turn to a vendor or consultant to make it happen (see textbox 2.1).

			
				
					Textbox 2.1.

					Using Moodle to Assess Skills

					You can use the open-source Moodle software as a sort of in-house schoolroom for assessing staff competencies. Moodle (http://www.moodle.org) runs on any web server that can run WordPress or Drupal; it uses the same technologies that the most popular content management system packages use. Moodle comes complete with areas in which you can put text, slides, graphics, and videos as “lessons” for your staff to use before they are assessed on their learning. Moodle comes with built-in quiz functions, too. You can create an assessment that will help you learn exactly what your staff do—and do not—know. Quizzes can be built from yes/no, true/false, multiple-choice, matching, and free text answers and, with the exception of the free text answers, can be graded immediately by the Moodle software so that your staff know immediately what they did and did not learn from the lessons that you provide.

					Getting Moodle could be an outsourcing project of its own. If you do not have a web server with the right technologies sitting around handy, you can see if one of your collaborative partners has it available—a consortium, an upstream provider of Internet and other services, or a government agency that you partner with already. If none of your partners has it or is interested in getting it, check out chapter 6 for resources for web hosting outside your library.

				

			

			You are not limited to using just one set of competencies either. Most are released with Creative Commons licensing, so you are free to take several, pick the skills you want for your staff, and mash them up into a single competency document that works for you. You can then design training or hire a trainer and have a clear roadmap of what you and your staff need to learn.

			For automated assessments of your staff’s skills, you can use something like the free account in SurveyMonkey (http://www.surveymonkey.com) or a quiz module that is available for your content management system to host it internally. Drupal (http://www.drupal.org), Joomla (http://www.joomla.org), and WordPress (http://www.wordpress.org) all have many modules that let you create and administer quizzes online. If you do not want to write the tests yourself, you can pay for a company, such as TestCompetence (http://testcompetence.com), to create and administer them.

			If you do choose to create a self-assessment for your staff, make liberal use of Google to help you phrase the questions and select the answers (Textbox 2.2). If you are not a technology whiz, it may be difficult to set up a quiz with answers to questions that you do not know. This is a good time to see if your favorite mailing list or professional organization has someone available who could help you with creating a quiz that will give you a good idea of the skill set that your library staff possess. Once you have done the testing, include the results in the employees’ files somewhere. It also may be useful to revisit the test later to see how or if the employees have improved their skills or learned new ones.

			
				
					Textbox 2.2.

					Self-Assessment of E-Mail Competency

					The Core Competencies document at WebJunction has as the first section under the IT chapter a basic understanding of e-mail. The first part of that—“Associated skills and knowledge: Receives, opens, forwards as needed, or deletes e-mail messages” (Gutsche 2012)—could be tested by a few questions in quiz format:

					
							Which e-mail function does not require you to enter a new e-mail address?

					

					
							Forwarding

							Replying

							Composing

					

					
							In our Gmail web client, you can open an e-mail by

					

					
							Typing “Open” when the e-mail is selected

							Clicking on the subject line

							Right-clicking on the sender’s name

					

					
							What is our web mail URL?

					

					
							_______________

					

					
							Select all that are valid ways to delete an e-mail in Gmail:

					

					
							Select multiple e-mail and press the # key.

							Select multiple e-mail and click the “Archive” button.

							Select multiple e-mail and click the button with the trash can icon.

							Select multiple e-mail and click More → Mute.

					

				

			

			[image: ] Communication Is Key

			Communication in outsourcing is key. Not only do you need to have lines of communication open with vendors to ensure that they understand what you want, but you also need to have lines of communication open with the staff of your organization. The users of the software or service that you are going to be outsourcing will likely be unsettled by the prospect of change. Making sure that they know what is happening and how it affects their workflow is very important at this stage. Most projects are made or broken by the participation of the workforce that the project will be affecting, and keeping folks in the loop and aware of what is going on will help you keep your staff positive and looking forward to the change—or at least not actively fighting against it. Communication, along with involving staff in the outsourcing project, helps to eliminate resistance to change.

			Vendors need to be in your communication loop, too. Create a relationship with a person at your outsourcing vendor who can make things happen for you. If you are going to be implementing a bit of software as a service, make sure that you have sales and tech support phone numbers and e-mail addresses readily available. Most vendors will assign particular people to you to help you through the implementation and usage parts of your project. Make use of them. Ask questions, stay informed about what they are doing, and make sure that you know the deadlines they are working with.

			For low-cost or free vendors, such as Pixlr (http://www.pixlr.com) for image editing, there might not be a person whom you can contact in case of problems on your end. This is a trade-off that you must be willing to make to use those free tools. There will be, however, a community of users that you might be able to access that will be just as helpful. Sometimes the vendor will supply a forum for you to use; other times, there will be a homegrown forum of users out there for you to join that is not vendor supported but might be visited by the vendor occasionally. Find that community and get involved. Answer what questions you can; ask what questions you need to ask. The more you participate in free and open-source vendors’ communities, the more you will get out of services and the more valuable that software will become.

			Communication with staff and administration at your organization requires some diligence. Weekly e-mail or even oral reports to the administration giving project status updates will assure them that things are moving along as planned. For staff, at the beginning of the project at least, communication is not necessarily required as often. Sending out small bulletins or updates is still important, but staff have other work to do and do not need to know the specifics of the outsourcing project quite yet. Starting training and/or demonstrations early, however, can be beneficial. Many people regard any change in their work as scary; they worry that they will not be able to master the new software or get as much work done with the new processes as they currently do. Keeping staff informed of what is coming and giving them a chance to play with the new systems keeps that worry to a minimum.

			Also related to communication with staff is the idea of picking a couple of “champions” for your outsourcing project. Choose a person or two (total for a small library, per department for a larger one) and really sell them on the benefits of the new outsourced system—make them comfortable with the new software/processes, then encourage other staff who have questions or concerns to go to them. Believe it or not, many staff do not believe IT or even technically minded staff members when they say that something will be easier, quicker, or more intuitive to use. Tech staff are generally considered to have a slightly biased view of new technology, so having a staff member in the same department with the same duties allay others’ fears will be incredibly helpful.

			[image: ] Organization and Project Management

			As with any project, keeping organized and paying attention to the details of the outsourcing venture is key. Project management in general is outside the scope of this book, but including some quick tips on keeping track of projects will be helpful for those who do not want to (or have time to) immerse themselves in formal project management training (see textbox 2.3).

			
				
					Textbox 2.3.

					Tips for Managing Projects

					
							Pick a process—any process that works for you, but pick one and use it consistently.

							Create templates, worksheets, and other files that you can use to document your project and your process; keep that library of documents updated and relevant.

							Use a team—brainstorming is an essential part of project planning; you need more than one perspective on tasks, schedules, and risks.

							Set a schedule for team communication and stick with it, even if you do not think that you have anything to say.

							Take time at the end of the project to review the documentation and extract lessons for the next project. Serving cupcakes and cookies during this process makes it easier.

					

				

			

			There are multitudes of project management styles that you can use to make projects happen at your library. You can use something like the Head First PMP book (http://www.worldcat.org/title/head-first-pmp/oclc/72148587) to get up to speed on standard project management principles, or you can read the ePMbook, a free e-book found online (http://www.epmbook.com), or one of any number of project management–focused websites, such as GanttHead (http://www.gantthead.com) or PM Boulevard (http://www.pmboulevard.com). You do not need to become a fully certified project manager to run a good IT project, but knowing a bit about the methods that successful project managers use can help make your projects that much more successful.

			There are project management–focused classes available online, too. As of this writing, Library Juice Academy (http://www.libraryjuiceacademy.org) is offering one a couple of times a year (disclaimer: I teach it), and other library-related vendors are starting to do the same. Many conferences also include sessions on project management that you can attend to at least get the basic framework to help you complete your outsourcing projects successfully.

			GTD for Projects

			One technique that can prove helpful is the GTD method of project management. This comes from David Allen’s (2001) book of the same name, Getting Things Done, and is a less complicated way to handle projects than a full project management process. In the GTD system, Allen says that everything that requires more than a single action to do is a project. In this case, making an appointment with a vendor could be a project: step 1, find the vendor’s phone number; step 2, call the vendor to make the appointment—that is a project in its most basic form. Most IT projects, however, are not quite so simple.

			To run a project in the GTD system, you start with a brainstorming session of everything that needs to be done to get the project started. Write down everything that you can think of, but do not worry about missing anything—you will do this again! Gather your reference material—all the information that you need for the project should be in one place—and file it where you will be able to access it easily. Create a list of tasks required to make the project happen, and identify the very first action required to move the project forward. Put that action on your to-do list—making sure that it is a single action, more “find three vendors to bid on new hardware” and less “get bids on new hardware”—and get it done. As you cross off that action, put the next action required to move the project forward on your to-do list (in the previous example, that would be “send requests for proposals to those three vendors”) and continue in that manner until the project is done.

			Every week or so, make sure that you review the project: add new reference material to your files, cross off actions that have been done, and add new actions that cropped up in the week since your last review or that occurred to you since that first brainstorming session, generally making sure that you know what you need to do over the next week and that you have the tools to do it.

			Tools for Staying on Top of the Project

			GTD is platform agnostic; it can be done using any combination of paper, pen, computer, software, and gadget. Some may work better for you—only trial and error can really tell—but some of the tools that have worked for previous projects are

			
					Remember the Milk (RTM; http://www.rememberthemilk.com)

					Evernote (http://www.evernote.com)

					Google Calendar (http://calendar.google.com)

			

			RTM is a free—or, rather, freemium (i.e., it has a $25/year option for those who want more features and more frequent syncing capabilities)—list-making application that works with every operating system out there. From Windows to Apple and Android to Linux, there is a version of RTM that will work on your device or platform. It is pretty easy to master, and, most important, for many people it is everywhere so that access to lists is nearly universal. It can be used to store “meta-lists” of projects as well as regular to-do lists of actions, and it can be accessed from any computer, smartphone, or tablet so that the information stored in RTM is available everywhere.

			Evernote is more useful, for many people at least, as a reference material storage system. Like RTM, it is available on every device and operating system out there and has a freemium model as well. This is where you can file your reference material for your projects and where everything goes that does not fit into a list. Some people use Evernote exclusively. It does have list-making features available, but some people prefer to use the two together so that they have lists in one place and reference materials in another.

			Last but not least is the free Google Calendar service. This is where you can put the hard due dates for your projects (e.g., grant report dates, hardware changeover dates) and where appointments and general date-related information go. Among these three tools, you can create a full project management system that can use GTD principles to help you get things done.

			Whatever tool you decide to use, sticking to a project management philosophy will help you stay organized and on top of any project, not just outsourcing projects. Tools change, and new ones are made available nearly every week. Find something that works the way that you think and stick with it. Use your personal suite of tools to keep you organized, keep your coworkers and other project partners informed, and keep your projects moving forward to a successful finish.

			[image: ] What to Assess

			Finally, to answer the question of what exactly you should assess in your environment—the answer is, pretty much everything. You need to know your environment pretty well and have a good idea of the hard and soft assets that you have in your organization. You need to be able to quantify the skill levels of your staff and be ready to place them in a team or with a project that suits their skills and, ideally, promotes the acquisition of new skills. You need to make sure that communication avenues are set up early and kept clear and open so that everyone involved can see what is going on at any given moment in the project. You need to use solid processes—some sort of project management procedure—to help ensure the success of your project, and you need to follow those processes in each outsourcing project that you take on.

			While those things are all important, following each and every suggestion made—to the letter—is no guarantee of success. Some projects will fail. That is a universal constant and a fact of life. The best thing that you can do is fail quickly and on a small scale—on a pilot project or a smaller demonstration project. Learn the lessons that you need to know from that failure and start again, trying a slightly different direction based on the lessons from the previous failure. What you should not do is say, “Well, we tried that once and it didn’t work, so we’ll never do that again.” Fail often! You will never learn what your patrons need and what you can give them if you do not try new things with the expectation that some of those new things will fail. Outsourcing some of the parts of your new initiatives will help with the failing in a small and quick manner; if you outsource the work to someone else, you can save yourself some of the time, trouble, and money that might have been lost had you tried the project in-house and failed.

			As you continue with this book, you will find that the suggestions are geared toward your success with various outsourcing projects—but most of the lessons learned and relayed in this book have come from failure of various outsourcing projects. You can learn a lot from successful outsourcing projects—and you will see more than a few while reading this book—but you can learn more from the failures. Lessons learned from those will be included as well. A fairly recent study by a consultant showed that 68 percent of tech-related projects were likely to fail. The reason given was bad business analysis—which, in the case of libraries, translates to bad environment evaluation (Ellis 2009). Not knowing what you really need and what you can reasonably do with the resources you have is a large contributor to failure in projects. While there is nothing wrong with failure, success is better, and learning from other people’s mistakes can help to keep your failure ratio far below the two-thirds’ failures seen by that consulting group.

			[image: ] Key Points

			It is important to use various tools to assess the technology environment in your library. The environment includes both hardware and software assets, as well as the skills that your staff bring to work each day. Some of the tips included in the chapter are as follows:

			
					Use software such as Spiceworks to determine what computers, servers, printers, and other hardware you have on your network.

					Keep a current inventory of all hardware and software you possess for use in technological projects and technology planning.

					Learn and use a method of project planning that will give you a consistent process to follow for each outsourcing project.

					Investigate GTD as a possible project planning model.

					Pick some project management tools that work for you and stick with them.

			

			The next chapter takes you from the technological needs of an outsourcing project to the soft skills that you need to master to make outsourcing work for your library. It continues with tips and information about managing relationships among staff and outsourcers with an eye toward keeping your outsourcing projects successful.
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			Drupal—http://www.drupal.org. A free, open-source content management system.

			ePMBook—http://www.epmbook.com. Another good book that discusses how to manage projects.

			Evernote—http://www.evernote.com. Online note-taking and task management software that is available for every platform in use today.

			GanttHead—http://www.gantthead.com. A site for project managers that includes a number of articles and other resources.

			Google Calendar—http://calendar.google.com. Google’s calendar service, very useful when planning and managing projects in the library.

			Head First PMP—http://www.worldcat.org/title/head-first-pmp/oclc/72148587. Recommended reading for anyone leading projects, this book helps you navigate project management.

			IT Competencies from WebJunction—http://www.webjunction.org/c/document_library/get_file?folderId=67024497&name=DLFE-16500008.pdf. A list of competencies for information technology in libraries, from frontline circulation staff to IT department staff.

			Joomla—http://www.joomla.org. A free content management system.

			Library Juice Academy—http://www.libraryjuiceacademy.org. An online training site that provides classes in many topics (including project management) that relate to libraries and the library world.

			Pixlr—http://www.pixlr.com. A cloud-based graphical editing program.

			Remember the Milk—http://www.rememberthemilk.com (or http://www.rmilk.com). An online task management software that is cloud based and available on nearly every hardware platform in use today.

			Spiceworks—http://www.spiceworks.com. A cloud-based network discovery and asset management tool, something to use instead of the now-defunct Tech Atlas.

			SurveyMonkey—http://www.surveymonkey.com. A cloud-based survey tool that is popular in libraries.

			TestCompetence—http://testcompetence.com. A way to create and deliver tests online and through the cloud.

			WordPress—http://www.wordpress.org. A free and open-source content management system.

		

	
		
			Chapter 3

			Outsourcing Relationships

			
				
					In This Chapter

					
							Creating strong vendor/partner relationships

							Managing outsourced vendor relationships for maximum efficiency and user service

							Evaluating multiple vendors with a matrix

							Managing consultant relationships

							Best practices for managing volunteers

							Evaluating contracts with vendors or consultants

					

				

			

			This chapter covers managing relationships with outsourcing partners. What is first covered is an overview of vendor and partner relationships in the outsourcing project. Then, the special circumstances of vendor relationships are covered, along with an sample matrix to use when evaluating multiple vendors for a project. After that, managing consultant relationships is explored. The next section deals with managing volunteers and includes best practices from libraries all over in managing volunteers and their contributions to your project. Finally, the last section deals with issues that come up frequently when dealing with contracts with vendors and consultants, including points that you need to consider when contracting with any outsourcing partner.

			[image: ] Vendor and Outsourcing Partner Relationships

			When you are outsourcing, you are, by definition, working with an outside party of some kind—whether a consultant, a vendor, or a volunteer. As such, working with people who are not employees of your organization brings its own challenges. Managing relationships with everyone involved in a project can be one of the most difficult parts of that project—just as managing staff can be one of the most difficult parts of a manager’s job. Managing relationships in a project will always be a challenge.

			Most people come into a collaborative, outsourcing-type relationship with good intentions. They fully intend to provide their part of the work on time, on budget, and within quality guidelines. There will be times, however, when something goes wrong and the person with whom you are working is unable to meet his or her side of the deal. This is when laying out the responsibilities of each side, the consequences of shirking those responsibilities, and the agreed-on remedy for that shirking becomes an essential part of a contract. A contract is not an expression of distrust in either party—it is a way to ensure that both parties are “on the same page” and looking at the project in the same way. It is a way to make sure that all expectations for all parties involved are laid out and understood clearly. That being said, this chapter ends with some tips on contracts—when and how to use them and who should be involved in their creation and approval.

			Before getting into the topic of contracts, however, a discussion is in order of the kinds of relationships and expectations that you can have with different sorts of partners (vendors, consultants, volunteers). Because of the different ways in which you will connect with partners, the relationships that you create with them will be distinctive as well. You can expect more from a vendor than you can a volunteer, for example, and you can more precisely lay out a relationship—with all the expectations and requirements up-front—with a consultant than you can either a vendor or a volunteer. Keeping in mind the best way to relate to your various outsourcing partners will help you in creating a successful outsourcing project.

			Vendors

			Vendors are the people from whom you buy goods and services. They can be disinterested links on a web page or full partners in a project, working alongside your team to ensure that your project moves along smoothly and successfully. For the purposes of outsourcing, this book deals only with the kinds of vendors who work alongside you as you plan, purchase, install, and maintain technology in your library. Think of this as a major computer manufacturer’s salesperson who works with you to come up with a quote for a number of new computers, helps you place the order, and provides access to technical support from the company that assists your staff in setting up and maintaining those machines. That is a vendor relationship that you will need to manage.

			Most vendors—the good ones—want to help you. They want to make the ordering and managing of their technology easy for you so that you will spend your money with them. Let them do their jobs! At the first contact, when you are getting quotes and information from various vendors before you make the decision to buy, ask them what kind of hand-holding and support they offer along with the goods they are selling. Ask them if they provide technical support and will have someone available while you are installing, configuring, and deploying your new technology. Make their responses part of your “vendor matrix” that you create to rank and decide on a vendor that will work for you.

			Vendor matrix. A vendor matrix is simply a table that you create at the beginning of your project—perhaps with the help of a consultant, perhaps as a result of talking to a few vendors to get an idea of what is possible for your organization. The matrix lists vendors down the x-axis and features along the y-axis. You then just check off the features that each vendor provides. The sample matrix in table 3.1 shows the simplified requirements for a cloud-hosted server for a fictional library organization.

			
				
					Table 3.1. Sample Vendor Matrix for Cloud-Hosted Server

					
						
							
							
							
							
							
							
							
						
						
							
									
									vendor

								
									
									ram (GB)

								
									
									Hard Disk Space

								
									
									CPU (GHz)

								
									
									Network Transfer (GB/min)

								
									
									Tech support available

								
									
									price/month

								
							

							
									
									1

								
									
									16

								
									
									1 TB

								
									
									2

								
									
									200

								
									
									Yes

								
									
									$450

								
							

							
									
									2

								
									
									16

								
									
									500 GB

								
									
									2

								
									
									150

								
									
									Yes

								
									
									$300

								
							

							
									
									3

								
									
									24

								
									
									500 GB

								
									
									3

								
									
									250

								
									
									Yes

								
									
									$600

								
							

						
					

				

			

			Using a table like this, you can clearly see how the various vendors differ, and you can make a decision based on your priorities. If your major concern is price and you do not really need a high-powered setup, vendor 2 will likely be the one that you look at more closely. If, however, you need serious power, not so much storage space, and expect lots of data transfer between your server and the Internet (i.e., the website you are hosting is popular and serves lots of pages to lots of people every day), then vendor 3 is going to catch your eye—especially if price is not that big of an issue for you.

			Making use of the vendor. Remember that you are paying the vendor that you choose. What you need from it should not be a bother. You are the buyer, and it owes you a certain amount of responsiveness to your needs, based on the fact that you are paying it for not only goods (e.g., computers, an ILS) but most of the time also a service. If you have a question, call your salesperson and ask! That person’s job is to answer your questions and get you comfortable with the purchase so that you choose him or her as your vendor. Even after the sale, if there is any kind of warranty or service contract, make use of it; call to ask them questions. If something bothers you about the system, call or put in a trouble ticket to get it looked at. As the person with the money in this relationship, you have the ability and right to reach out to your vendor (and to your consultant; more on that in the next section) and make demands. It is what you are paying for, really. You can purchase cheap commodity technology with no support and no salesperson in the mix from many places. If you were in a position to do that, however, you would not be reading a book on how to outsource technology—you would have the staff to make the decisions and implement the solutions on hand.

			Even large libraries can make use of the vendor relationship to add extra bodies to IT and technical services departments. For large projects, the addition of several extra brains never hurts and can be a real help to an IT manager who has more than just that one project going on. Small libraries, of course, find vendor relationships important as well. Creating a relationship with a salesperson that allows you to quickly call, ask a question, and get an answer that takes into account your current technological environment (because that salesperson sold you much of that technology) can be a real help to small libraries with no IT staff. Cultivate those relationships—no matter the size of the library at which you work—and make the vendors work for their money by providing you with top-notch help from the outside.

			Consultants

			Consultants are similar to vendors, at least in regard to the relationships that you will have with them. Vendors tend to represent a particular solution—whether hardware, software, or cloud based—while consultants are more flexible and are able to use multiple vendors to help you create a solution that works for your organization. Otherwise, both vendor and consultant are being paid by your library to perform a service, and each needs to be managed in much the same way.

			The normal consulting process consists of the chosen consultant coming in to meet with you and the rest of the staff to ask questions and understand what problems you have that he or she can help solve (note that choosing a consultant is its own project and beyond the scope of this book). You have to give the consultant your time if you want a solution that is tailored for you. A consultant should be able to expect a reasonable amount of time from you to gather information and get a sense of what your culture and workplace are like. Once that part is done, the consultant will then generally provide a presentation—written, oral, or both—on the solution that he or she believes will best work for you. Consultants suggest; you decide. If you disagree with a consultant’s assessment, this is the time to speak up! And you do not need to accept the consultant’s assessment as presented. You paid the consultant to consult, but you have the final decision-making power. You can accept his or her entire assessment or parts of it; you can question it; you can reject it outright.

			Once the solution is decided on, the consultant may do the actual implementation of the technology, or your staff may be expected to implement the solution with varying levels of assistance from that consultant. The amount of help that your consultant will be expected to give you should be laid out explicitly in the contract. The amount of responsibility that you will have for the solution should also be laid out in the contract.

			Often, when the consultant is done, he or she will provide you with a written report explaining the solution and giving you instructions on how to maintain your technology and keep it up-to-date. Few consultants stick around for the day-to-day work of maintaining a solution—although you might be able to get some help after the consulting work is done, if you specify that help in the contract. If your consultant gives you any information at the end of his or her service, keep it. This is going to be your roadmap to maintaining the solution and an invaluable bit of information the next time you need to upgrade or change that technology—you will have a detailed explanation of what happened, what was decided, and how it was implemented. This will go a long way in helping the next set of people who are working with your library’s technology figure out what they need to do for the next version of it.

			All in all, consultants are temporary employees. You should expect some level of reporting and accountability to your organization from that person. Before you decide on a consultant at all, you should know what you expect from the process and have those expectations laid out in the contract. As with a vendor, if consultants do not live up to their end of the contract, dump them and move on, extracting whatever penalties were called for in that contract. Failure happens. Some consultants are better than others at managing projects and juggling schedules, and sometimes you will just make a contract with a dud. Cut your losses early, and start the process over as soon as possible. Hanging on to a failed relationship will just cost both parties more in the long run.

			Volunteers

			Volunteers are a special case in the world of work-life relationships. Because they are representing your library—even in a small way—you want them to be doing things correctly and in the way that your employees would have to. Since you are not paying them, however, it is more difficult to get them to abide by policies and procedures because there is not much that you can do in disciplinary terms—beyond “firing” them—to enforce your rules and regulations. Beyond those issues, there is the fact that many states have rules about unpaid workers and what they can and cannot do, so a lot of libraries find that there is a pretty significant cost to recruiting, choosing, training, and deploying volunteers. They are not purely free labor.

			All that aside, volunteers are a great way for a library to extend its budget and get more work done for not much more money. You can use volunteers as teachers, helpers, technicians, and much more. Volunteers can be regular pillars of your library community, lasting longer than many of your paid staff just because they like the work, the people, and the atmosphere of the library. Some best practices on handling volunteers for any library are included here, as well as some tips from people who have experience in volunteer wrangling and who can provide you with some more information if you choose to outsource some of your technology in this way.

			First are the best practices for managing volunteers who do anything at your library, not just technological tasks:

			
					Create a mission statement or some kind of guidance for your volunteer program.

					Make job descriptions for volunteer positions.

					Recruit volunteers as you would paid employees.

					Screen volunteers carefully—especially if they will be working with or near children.

					Provide new volunteers with orientation and support in their job, as well as recognition for their efforts.

					Know the law when it comes to your volunteers—what you can and cannot ask them to do as unpaid workers.

					Assign a single person or department (if your library is large enough) to manage your volunteer program, and give that person or department support as well.

					Download and read through the Volunteer Involvement in California Libraries Handbook (where many of these tips came from), and use the forms included to manage your volunteer program—http://www.library.ca.gov/lds/getinvolved/docs/F-resources/VolunteerInvolvementInCaliforniaLibraries-BestPractices.pdf.

			

			Other resources on handling volunteers can be found at

			
					Developing and Managing Volunteer Programs—http://managementhelp.org/staffing/volunteers.htm.

					“Library Volunteers: Recruiting, Motivating, Keeping Them,” by Cheryl McHenry, School Library Journal 34, no. 9 (1988): 44–47.

					Effective Practices in Recruiting and Retaining Volunteers: An Adult Literacy Perspective—http://www.floridaliteracy.org/volrecretention.pdf.

			

			[image: ] Contracting with Vendors and Consultants

			The issue of contracting with outside vendors and consultants is one that comes up frequently in outsourcing projects. Many vendors and consultants have contracts that they prefer to use; others want you to supply a contract that they can sign. Either way, it is always a good idea to consider the contract part of the project. The contract can be a big part of managing the risks associated with the project and can be a tool for ensuring that all parties are on the same page before the work of the project begins.

			When you enter into a contract with an outsourcing partner—whether a vendor, a consultant, or even a volunteer—more than just the legal department needs to be in on the contracting details. Of course, you need to have your legal person or people look over the contract, but you also need to have someone review it who understands the business problem that the contract is solving. Without a clear idea of the solution needed, the contract could be legally correct but technically wrong for your library. Staff from the department or departments who will be most affected by the new technology being outsourced should also have a say in how the contract is put together. They should be able to confirm what kind of work needs to be done, even if they cannot do it themselves.

			Also consider making the contract terms as flexible as possible. Technology changes fast, and what is laid out as “best of breed” in the year in which the contract is signed may be old news by the time that the technology is implemented. See the Lessons Learned section in chapter 11 to find an example of what can happen when a contract (in this case, part of a grant) is too specific about the technology to be used in the project. Include everything you need, but do not necessarily include model numbers and specifications. Give you and your partner some wiggle room if something else comes along that is better than the original solution outlined in the contract.

			You should also remember to include termination agreements in the contract. If your vendor does not provide the solution that you contracted for, you should be able to terminate the contract without penalty. If you are not providing your vendor with the information it needs, it should not be subject to contract-breaking penalties either. Give both parties a way out of the contract. Sometimes the world changes midcontract and the solution that you decided was best at the beginning is no longer what your library needs. You need to be flexible and willing to fail the project—according to the terms of the contract—to get the solution that is right for your organization. Include a failure clause in every contract—not because you think that you will fail but to protect both parties “just in case” (see textboxes 3.1 and 3.2).

			
				
					Textbox 3.1.

					Examples of Common Contract Clauses

					Design Professional Group. 2013. “10 ‘Must Have’ Contract Clauses.” XL Group. May. http://resources.xlgroup.com/docs/xldp/riskmgmttools/10_Must_Have_Contract_Clauses.pdf.

					Larson, Aaron. 2003. “Common Contract Clauses.” Expert Law. October. Last reviewed December 2010. http://www.expertlaw.com/library/business/contract_clauses.html.

				

			

			
				
					Textbox 3.2.

					Legal Resources on the Web

					If you do not have access to a lawyer to look over your contracts, you can use legal resources on the web. Some of the better resources are as follows (note that shortened links go to books in WorldCat):

					Burnham, Scott J. 2003. Drafting and Analyzing Contracts: A Guide to the Practical Application of the Principles of Contract Law. 3rd ed. Newark, NJ: LexisNexis. http://bit.ly/16Izj4M.

					Cali Lessons: Contracts. http://www.cali.org/category/cali-topics/1l-first-year-lesson-topics/contracts.

					Classen, H. Ward. 2008. A Practical Guide to Software Licensing for Licensees and Licensors. Chicago: American Bar Association, Section of Business Law. http://bit.ly/17LnTMm.

					Siviglia, Peter. 1993. Commercial Agreements: A Lawyer’s Guide to Drafting and Negotiating. Rochester, NY: Lawyers Cooperative. http://bit.ly/14tNxmR.

					Stark, Tina L. 2007. Drafting Contracts: How and Why Lawyers Do What They Do. New York: Aspen. http://bit.ly/1bs3xMl.

				

			

			Each of these relationships—vendor, consultant, and volunteer—needs to be managed professionally and with an eye to the benefit of both parties. Writing a contract should not be seen as a sign of distrust but rather a sign that everyone is willing to spell out the terms of the relationship clearly and stand by those terms. Use the vendor matrix to evaluate vendors, consultants, and other service providers—and remember that when you are paying for a service, it is not a bad thing to ask the vendor or consultant to provide that service. Be willing to insist that your partners live up to their terms, and be sure that you are able to live up to yours—your relationships will be better for it.

			[image: ] Key Points

			This chapter deals with the idea of working with other people in an outsourcing relationship. When you outsource work to other people or organizations, the trickiest part can be the working relationships that you need to manage as part of the project. Concrete tips on managing those relationships include the following:

			
					Work with vendors to make sure that you learn from them.

					Choose the right vendor for your organization.

					Assign staff to work with consultants who can be present through the whole project, for continuity and to improve working relationships.

					Treat consultants as temporary employees with the same reporting requirements that you ask of your regular employees.

					Know the law when it comes to using volunteers in the library.

					Show your appreciation for your volunteers, even if it is just an occasional pat on the back.

					Understand why a contract is a good idea for both you and your outsourcing partner.

					Bring your legal advisor in to help write or amend any contract that you enter into.

			

			Chapters 1, 2, and 3 deal with generalities that apply to just about every outsourcing project that you will undertake at your library. Chapter 4 starts the main part of the book—detailing how you can go about outsourcing specific tasks at your library.
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			10 “Must Have” Contract Clauses—http://resources.xlgroup.com/docs/xldp/riskmgmttools/10_Must_Have_Contract_Clauses.pdf. Ten clauses that are necessary to ensure that you are protected in an outsourcing contract.

			Cali Lessons: Contracts—http://www.cali.org/category/cali-topics/1l-first-year-lesson-topics/contracts. The open-source law organization Cali has many lessons pertaining to contracts and contract law.

			Common Contract Clauses—http://www.expertlaw.com/library/business/contract_clauses.html. Common clauses in contracts that you should be aware of while negotiating for outsourcing services.

			Developing and Managing Volunteer Programs—http://managementhelp.org/staffing/volunteers.htm. An article on how to manage a volunteer program in a library or other nonprofit.

			Effective Practices in Recruiting and Retaining Volunteers: An Adult Literacy Perspective—http://www.floridaliteracy.org/volrecretention.pdf. How to find and keep volunteers for your library.

			Volunteer Involvement in California Libraries Handbook—http://www.library.ca.gov/lds/getinvolved/docs/F-resources/VolunteerInvolvementInCaliforniaLibraries-BestPractices.pdf. A handbook of how to manage volunteers.
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			This chapter begins with an overview of software outsourcing that many libraries and librarians do already, and it explains the concept of SaaS (software as a service). After that, three kinds of outsourcing are discussed—Google Apps for Domains, ILSs (integrated library systems), and HR (human resources) software—with examples of services that a library can use to off-load some of the work that is not in the library’s mission but is necessary to running an organization. Finally, there is a discussion of using Google Apps for Domains to create reference desk statistics software that uses the cloud-based Google Apps to run.

			Outsourcing software is something that most libraries do already. Many librarians use e-mail, social networks, and various bits of work-related software that are generally hosted outside their buildings, located somewhere in the cloud, and accessed through browsers.

			SaaS—outsourcing software, essentially—is growing due to the availability of cloud-based server options. SaaS is a basic client-server setup, much like thin clients that were popular a few years ago. The client (your computer) is “thin.” It does almost none of the actual work of the software; it just displays the results. The server does the processing and much of the work to make its processing results output onto your thin client machine. Today, most “thin clients” in use with this kind of system are anything but thin; they are workhorses on their own and could very easily run the software locally. The reason why IT departments no longer use the client-server model is not that clients are too underpowered but, rather, the hassles of installing and updating software on multiple computers for staff and the public creates much more work for library IT staff than does a simple connection to a server through the browser.

			Outsourcing software is becoming pretty common, and all the possibilities for outsourcing software in libraries could probably fill a couple of books. This book focuses on a few common options for software outsourcing, but there are many more out there for libraries that want to concentrate on core services and outsource the rest.

			[image: ] Outsourcing E-Mail

			There are many options for libraries that do not want the headaches of running their own e-mail servers. Microsoft Office’s Outlook-based e-mail service, part of the Office 365 service (http://www.microsoft.com/en-us/office365/what-is-office365.aspx), is roughly the same price as Google’s e-mail service (e-mail is only a couple of dollars less per user per month; e-mail with online access to documents and team collaboration tools is a couple of dollars more per user per month—http://www.microsoft.com/en-us/office365/compare-plans.aspx) and can be an easy choice for those who are already using Microsoft Office in the organization. Zoho Office also offers a hosted e-mail plan that is cheaper than Google’s but offers much less in the way of storage space for your e-mail and “extras,” such as cloud document access and team collaboration features (http://www.zoho.com/mail/zohomail-pricing.html). Any of these e-mail providers could work for your organization—depending on what you have already determined that you need from an e-mail host.

			This chapter focuses on Google Apps for Domains (http://www.google.com/apps/intl/en/nonprofit/index.html) e-mail hosting solution because it is increasingly popular with libraries and what many libraries use right now. Some libraries use the Google Apps for Business product because they are not an official nonprofit organization with a 501(c)(3) designation, but many libraries will qualify for an e-rate discount, which can help immensely in paying for any of these hosted e-mail solutions. Another option mentioned in this chapter is the Microsoft 365 product. It is a bit more expensive, but for libraries that need compatibility with Outlook and other MS Office software, it is another option.

			Google Apps for Domains

			Hosting an e-mail service requires special hardware, software, and some fairly advanced technical abilities. A server is needed, and best practices say that it should be the only thing that the server does (though really powerful servers can certainly do more than just manage e-mail, depending on your volume). You will need e-mail server software, which can be anything from the very pricey Exchange server product from Microsoft to a number of free and open-source solutions, such as Postfix for Linux or HmailServer for Windows. Once you have the hardware and the software, though, then you need someone who knows how to administer both hardware and software parts of the solution and someone to monitor, maintain, and manage the server going forward. This includes backups, spam monitoring and spam filter tuning, server patching, and more. For a reasonably experienced system administrator, these are fairly straightforward tasks, but if you are not an experienced system administrator, those could be time-consuming and difficult to work into your current workflow. If you are not an experienced system administrator or do not have one on your staff, finding an e-mail hosting service is quite possibly both work and money saving in the long run.

			When the tech department started looking into hosting e-mail at the Missouri River Regional Library, the server running the MS Exchange server software was reaching the end of its life, and the library was looking for solutions that did not require staff to spend a weekend installing, tuning, configuring, and ironing out problems (the process that the tech staff went through the last time that they had upgraded an e-mail server). The tech staff checked out several solutions but decided on Gmail, since the cost would be similar to the cost of another server, another Windows Server 2003 license, another Exchange Server license, and the various add-ons, such as spam protection, backup software and tapes, and all the other things that go into an e-mail server. Included in that calculation was the value of the technician’s time to the library. She could spend a good deal of time working on setting up and maintaining the Exchange server, or she could outsource the e-mail and work on other things that were much more important to the running of the library (e.g., the online catalog or replacing worn-out computers on staff desks). The tech staff chose to go with Google Apps for Domains (see figure 4.1) and concentrate on the more immediate needs of the library. The library’s administration agreed, and the Missouri River Regional Library made the switch.

			
				
					
						[image: ]
					

					
						Figure 4.1. Google Apps Dashboard.

					

				

			

			In April 2010, Computers in Libraries published my article about the switch and how the Missouri River Regional Library managed its first year with Google Apps (see Hastings 2010). To summarize that article, the switch was pretty easy—creating a spreadsheet and clicking on buttons on a web page were the main skills required—and it went through with very little fuss. As the Missouri River Regional Library began using the service, the tech staff were surprised by some of the features that the staff really enjoyed and other features that the staff had no interest in using. For example, the GTalk status feature became much like an internal Twitter—for instance, two expectant mothers on staff made their announcements via their GTalk statuses—but staff universally disliked this very easy feature for various reasons, including the fact that it was just harder to make the text look exactly right. Google Sites is a website creator, and most people are not familiar with the constraints of typography and formatting on the web—the staff were expecting word processor–like control of their text, and they did not get it. Google Docs was used much more readily than the Google Sites service.

			Other libraries have gone the same route, for their own reasons. Jezmynne Dene, director of the Portneuf District Library (Pocatello, Idaho), offers reasons why she decided to go with the Google Apps product (see textbox 4.1).

			
				
					Textbox 4.1.

					Reasons to Go with the Google Apps Product

					When I first arrived at the Portneuf District Library, there was no formal e-mail system in place. Instead, the staff used personal e-mail addresses for communicating with users and the community, as well as with professional contacts across the state and country. The previous director of the library used the default e-mail account provided by the Internet service provider. Only a few of the staff opted to use their personal e-mail accounts; the majority simply stated that they did not have e-mail nor e-mail access for communication. I decided that we needed something in place that was more professional for the library and its staff. After looking at low-cost and low-maintenance options that were easy to implement and maintain, as we are a small library with no formal IT staff, I chose Google Apps for Education. The criteria of low cost, easy maintenance, and implementation were necessary, as our library does not have any IT professionals and we needed a solution that staff members with little technological expertise could manage.

					I bought a domain for our library and easily implemented the applications by myself. With Google Apps for Education, I was able to provide each staff member with a professional e-mail address for use on behalf of the library and between staff members. Google Apps for Education also allowed us to create groups for workflow, such as a proctoring group for our exam-proctoring service, and groups for sending e-mail to all staff and portions of staff, such as the programming librarians and the senior staff. It was the right answer for us, as it was easy to start, implement, and train.

					—Jezmynne Dene, Director of Portneuf District Library

				

			

			MS Office 365

			Another option for outsourcing e-mail, especially for libraries that are committed to using the Outlook e-mail client, is the Microsoft-hosted e-mail offered through MS Office 365 (http://office.microsoft.com/en-us/business/office-365-small-business-premium-office-online-FX103037625.aspx). As with Google Apps, you get more than just an e-mail address with this product; it comes with the MS Office Suite online versions. What parts of the suite are included is entirely based on what version of MS Office 365 you get; however, the small business version would meet most libraries’ needs. This product costs more than the comparable Google Apps product, but for libraries that are heavily invested in Microsoft software, this could be a good solution for getting both e-mail and some of your software through an outsourced provider.

			As with most other outsourced software, the benefits and the drawbacks are very much present—that is, being able to get immediate access to the latest versions of the software and being unable to customize the software, respectively. For some libraries, that is a deal breaker. For others, it does not matter much at all. This is where knowing your technical environment—what your staff use in the current office software and what will and will not be available in the new software—is important before you decide to switch to an outsourced software provider.

			Zoho and Other E-Mail Products

			While the Google Apps and Microsoft 365 products are the most commonly used in libraries these days, other options are available. The Zoho Office product offers an e-mail service (http://www.zoho.com/mail/) as well as all the standard office productivity software that Google and Microsoft offer. The pricing is comparable, but the company is smaller and less well known, so there are not as many organizations using Zoho as there are using Google Apps or MS 365. That does not mean that it might not be a better fit for your organization, though, so if you are not tied to either Google or Microsoft in other ways, Zoho could be the online office and e-mail suite for you. Other web-based e-mail-hosting services include Rackspace (http://www.rackspace.com/email-hosting/webmail/) and GoDaddy (http://www.godaddy.com/email/email-hosting.aspx). Both services include just e-mail hosting and not the extras that Google, Microsoft, and Zoho all provide.

			[image: ] ILS in the Cloud

			Jason Griffey (2010), head of information technology at the University of Tennessee, Chattanooga, described the OCLC (Online Computer Library Center) Web Scale Management ILS product as “a web-based, collaborative, modern library system that does away with silos of data.” The product that he was referring to is the first real cloud-based ILS: the Web Scale Management service offered by OCLC. Although some of the open-source options, such as Koha or Evergreen, could certainly be cloud based in some installations, they are not intrinsically cloud products. This service gives all the functionality of a traditional ILS without the need to host it at your library. All the features and functions are web based and in the cloud.

			The benefits of a web-scale ILS are numerous. Instead of each library scheduling, managing, and performing upgrades as they are released, the upgrades are applied once, to the cloud server (or servers), and then are available immediately to the library. Instead of a full-time person taking the time to manage and maintain the servers, software, and configuration of an ILS, such an employee can now spend time working on other things in the library. All the server maintenance, all the software maintenance, and much of the configuration of the software are done at the source. Instead of each library using a database of materials that are unique to it but duplicates of what other libraries might have, all the records from various libraries can be combined and duplication among those libraries eliminated. For consortia and other groups of libraries, this can be a huge benefit!

			One such consortium that is using a shared, cloud-hosted instance of the open-source Koha software is the Northeast Kansas Library System, based in Lawrence, Kansas. It contracts with a vendor—in this case, ByWater Solutions (http://www.bywatersolutions.com)—to provide technical support, but the software it is using is free, so the overall cost of the system is less than what is typically paid for a commercial product. The system’s catalog (http://catalog.nexpresslibrary.org) contains the shared resources of more than forty libraries; both public and school libraries are represented. All libraries share resources with one another, so the smallest of the libraries in the system has the same access to materials as the largest. This is made possible by a statewide courier service that runs across the state of Kansas so that holds placed in one area can be filled and delivered quickly to any other area in the consortium. Cataloging is even shared; that is, as libraries search the catalog while adding new materials and they find that the material already exists, all they have to do is add as much to the record. They have to do little original cataloging themselves.

			With a cloud ILS product, all the traditional cataloging work of a library is moved to the cloud—acquisitions, circulation, and subscription/licensing management. Like the open-source catalogs mentioned earlier (Koha and Evergreen), the OCLC cloud catalog is extensible. If you have programming talent in your library, you can write your own programs to extend the functionality of the catalog to do what you need at your library. If you do not have that kind of talent at hand, you can still use the applications developed by libraries that do, or you can contribute funds along with other libraries and consortia to jointly pay for enhancements to the catalog that will benefit you all. This makes the cloud-based OCLC Web Scale Management product or a cloud-hosted Koha or Evergreen installation a good choice for libraries without IT departments of their own, since you can make use of the work of larger libraries with IT staff who can program in-house (see textbox 4.2).

			
				
					Textbox 4.2.

					Don’t Forget About . . . Demo Periods for ILS Software

					The library’s ILS is, by far, the central piece of software in any library. The majority of the library’s business is conducted through this software (checkouts, cataloging, acquisitions, etc.), and finding software that will work with your workflow will be easier on your staff than reconfiguring your workflow to fit your new software. Most cloud-based ILS systems can take some “dummy” data and give you access to their software before you spend the time and money to switch from your current ILS. Take advantage of this, and use that software before you buy it. Make sure that your staff all get a chance to touch it in some way—catalog some materials into the software, add some test patrons, and then check those materials out to them. Find out what happens when real-world scenarios occur (e.g., patrons lose a book; they move and need to change their address; an item goes missing) and if that is going to be something your library can work with. Demonstration periods—not just software demos provided for an hour or two by a salesperson but real time that you can use to get to know the software on your own—are an excellent way to ensure that the software in which you are about to invest a great deal of time and money is the right software for you.

				

			

			[image: ] Outsourcing HR Functions and Reference Software

			While HR is not a core service of a library, managing staff pay and benefits is important to keeping the library running smoothly. Larger libraries may have teams of people in the HR department, but smaller libraries may have to make do with just one person or even part of a person, who does another job the other part of the time. Here, too, outsourcing the software and hardware needed to manage people can take a load off of both the IT staff and the HR staff. Reference software, for example, statistics packages or scheduling help, can also be something that IT has to help choose, purchase, and maintain. Outsourcing HR or reference software can be a way to cut down on the number of servers needed and the number of software packages to be managed.

			HR Software

			One option for HR outsourcing is software such as Asureforce (http://www.asuresoftware.com/products/Asureforce), a time sheet software package that is externally hosted (in the cloud) and available at a reasonable cost. Instead of using a software time sheet that must be installed, updated, and maintained by IT, a library can sign up for the Asureforce service and, after some configuration, use it to manage time sheets and employee pay. As with other outsourced software, the benefits to using outsourced employee time management products is to reduce the amount of software that the IT department must configure and maintain and to make it easier for HR staff to access and use the software. Web-based software such as Asureforce, which is available from any computer with an Internet connection, is thus a good possibility for outsourcing.

			A new option that is just being rolled out as this book is being written is LibStaffer, a web-based staffing and scheduling software from Springshare, the folks who brought us LibGuides and LibChat (http://www.springshare.com). The software allows administration to schedule staff, manage days off, and do most of the tasks of traditional HR software. Another new web-based scheduling option is When I Work (http://www.wheniwork.com). Both these options are fairly new and offer many of the same benefits of traditional HR software (scheduling, vacation management, etc.) without the need to purchase and install software locally. Everything is managed through the browser on a cloud-based server.

			Another option for the HR payroll function that would also be useful for scheduling desk shifts for any desk in the library, not just the reference desk, is Schedule Source’s Teamwork product. The scheduling software that Schedule Source offers gives HR departments a way to manage payroll and employee schedules, and it gives the scheduling supervisors a way to schedule desk shifts—all online through a web browser from any computer with Internet access. Like the Asureforce software mentioned earlier, this software can also manage employees’ time, tracking their leave time as well as their attendance at work and much more.

			Advantages to Outsourcing Software

			Choosing to outsource software may seem like it is a one-for-one trade-off. Either you spend a good deal of money on a software package that you own and pay only for upgrades on a yearly or so basis, or you spend less money each month to rent access to software that you lose if you stop paying that rental fee. There are hidden advantages to software outsourcing, though, that might make those monthly or yearly fees to access that software more palatable.

			Installation time: Most cloud-based software is accessed through a web browser, something that is pretty much standard fare on all modern computers, so there is no other software that needs to be installed to use a web-based outsourced software package.

			Patching and updating time: Web-based software is maintained by the vendor, not you, so you do not have to pay staff to spend time maintaining that software.

			Computer upgrades: If you use web-based software, you can afford to use computers for longer periods because, as long as they run a fairly modern browser, they will run your web-based software, too.

			Reference Services Software

			For reference software, using freely available tools such as Google Apps can give you an easily accessed desk statistics tracker like the one mentioned in the October 2011 issue of Computers in Libraries Magazine (Carter and Ambrosi 2011). Following the directions laid out in that article—notwithstanding any tweaks or changes necessary for your particular needs, of course—will get you a customized and free statistics tracker for your reference desk. First, make the form that Google Apps provides as a front end to its spreadsheet software one of your home tabs on your reference desk computer. Then, the staff can easily update the statistics by going to that tab, clicking on the type of transaction they just performed (answering questions, giving directions, finding a book, etc.), and saving that information into the underlying spreadsheet. That spreadsheet can be opened in Excel and made useful and pretty in all the ways that Excel does so well (averaging totals, producing charts, etc.).

			Figures 4.2 and 4.3 show part of the form and the associated spreadsheet that are created when you follow the directions in the article in Computers in Libraries Magazine (Carter and Ambrosi 2011). You can, of course, change the looks of the form and the structure of the spreadsheet to fit your needs, but if you follow the directions exactly, your desk statistics tracker should look pretty much like these images.
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					Figure 4.2. Gstats Form.
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						Figure 4.3. Gstats Sheet.

					

				

			

			Another reference desk helper that you can outsource uses a chat widget. For patrons who prefer to ask a question quickly via a familiar IM (instant messaging) interface, chatting with the reference desk is a nice feature. Rather than reinventing the wheel and trying to set up a chat widget in-house, using a product such as LibAnswers from Springshare allows you to provide chat service (as well as texting and e-mail reference service, if you like) without having to set everything up yourself. Your library can contract with Springshare to make this available and then use the simple directions, backed up by support technicians from Springshare, to make this service available through your library’s website. This is not free, but it is much easier than trying to put together a solution for your library yourself (see textbox 4.3).

			
				
					Textbox 4.3.

					HR and Reference Desk Software

					Asureforce Time: time card and other HR functions via a web browser (http://www .asuresoftware.com/asure-force).

					Schedule Source: desk scheduling software (http://www.schedulesource.com/).

					Google Apps for Domains: statistics trackers and much more with the powerful forms feature of Google Drive (https://support.google.com/drive/answer/87809?hl=en).

					LibAnswers: e-mail, text, and chat reference services (http://springshare.com/lib answers/).

				

			

			Outsourcing Other Kinds of Software

			Today’s environment of cloud-based software means that if you use a software package, the chances are excellent of there being a cloud-based, web-enabled version of it. Some types of software that are used in libraries on a daily basis include the already-mentioned office software that can be outsourced to Google or a web-based version with Microsoft. Image manipulation software is commonly used in libraries as well. For those kinds of activities, using a web-based option such as Pixlr (http://www.pixlr.com) can save a library a good deal of money in software licenses for expensive packages such as Photoshop and for the heavy-duty computers with lots of power that is required to run that kind of software. Accounting software is moving online with web-based versions of QuickBooks (http://quickbooks.intuit.com/cloud-accounting-software/) or FreshBooks (http://www.freshbooks.com/) to help your business office stay current without worrying about upgrades to software or needing patches or security updates. Just about any function that you can think of that is currently served by desktop, downloaded software can be replaced by a web-based, cloud-friendly version—if not right now, then very soon!

			[image: ] Key Points

			This chapter introduces and explains the idea of outsourcing software—something that many libraries do. It gives examples of outsourced software packages and offers ways to use and manage those packages. This chapter also showcases different options for outsourcing needed software and services for the reference desk—from vendor supplied and managed to in-house written but outside hosted. Some of the main points include the following:

			
					Understanding what software as a service is and how you can use it

					Understanding what Google Apps for Domains and the Microsoft 365 Office product can do for your library

					Learning how to find and use cloud-based software for any of your library’s software needs

			

			Now that you have some of your software off-loaded to an outside vendor or outsourcing partner, you can start to consider outsourcing other things—such as your technical support.
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			[image: ] Resources

			Asureforce HR Software—http://www.asuresoftware.com/products/Asureforce. Online, cloud-based software for HR functions in a library.

			ByWater Solutions—http://www.bywatersolutions.com. The hosting support company for the Koha open-source ILS; it provides cloud hosting and support for libraries.

			FreshBooks—http://www.freshbooks.com. Cloud-only accounting software.

			GoDaddy—http://www.godaddy.com/email/email-hosting.aspx. Hosted e-mail from GoDaddy, a cloud-based provider.

			Google Apps for Domains—http://www.google.com/apps/intl/en/nonprofit/index.html. The Google Apps product for hosted office productivity and cloud e-mail services.

			Google Drive—https://support.google.com/drive/answer/87809?hl=en. Google forms can be used to create a customized reference desk statistics program.

			LibAnswers—http://springshare.com/libanswers/. Cloud-based reference software.

			LibStaffer—http://www.springshare.com. A new program that provides library staffing and HR functions via the cloud.

			Northeast Kansas Library System Catalog (NExpress)—http://catalog.nexpresslibrary.org. The Koha catalog supported by ByWater Solutions.

			Office 365—http://www.microsoft.com/en-us/office365/what-is-office365.aspx. The MS Office cloud-based service, including office productivity software and hosted e-mail.

			Office 365 Outlook—http://office.microsoft.com/en-us/business/office-365-small-business-premium-office-online-FX103037625.aspx. The Office 365 e-mail service.

			Office 365 Plan Comparison—http://www.microsoft.com/en-us/office365/compare-plans.aspx. Comparisons among the various Office 365 plans (small business, enterprise, etc.), useful to determine which one will work for your library.

			Pixlr—http://www.pixlr.com. Cloud-based graphical editing software.

			QuickBooks—http://quickbooks.intuit.com/cloud-accounting-software/. Cloud-based accounting software that works with the desktop version.

			Rackspace—http://www.rackspace.com/email-hosting/webmail/. Hosted e-mail, a cloud-based provider.

			Schedule Source—http://www.schedulesource.com/. A cloud-based scheduling software option.

			When I Work—http://www.wheniwork.com. Another program that offers HR functions, scheduling, and more through the cloud.

			Zoho—http://www.zoho.com/mail/. Zoho’s hosted e-mail service.

		


	
		
			Chapter 5

			Outsourcing Tech Support

			
				
					In This Chapter

					
							Troubleshooting and repairing computers before outsourcing tech support

							Discovering what IT departments do for your library

							Outsourcing to state and local institutional IT departments

							Outsourcing to local consortia

							Outsourcing to Internet service providers and vendors

					

				

			

			This chapter begins with some tips on how to do basic computer troubleshooting yourself—what you can do to avoid having to always send your computers out or bring technicians in to fix them. Following that come the hard facts—computers and technological devices break and refuse to work properly and die completely on a fairly regular basis. Someone has to fix those things that break. That person can be a staff member with skills in IT, or it can be someone that your library brings in from the outside. Since this book is about outsourcing, the chapter deals with whom you can turn to when your computers break and no one on staff can fix them, although it starts with a quick discussion of the kinds of things that you can do to avoid having to outsource tech support in the first place. If that does not work, however, the ability to turn to an “upstream” political entity has advantages—such as an academic library’s school IT department or a public library’s state, county, or city IT department. If one is not available to you, groups to which your library belongs—consortia of other libraries, generally—might have people who can help. Otherwise, the options are to buy service through warrantees and service plans or from local service providers in your area. Sometimes, however, you can get some free help from your ISP (Internet service provider). This chapter discusses each of these options.

			[image: ] Fix It Yourself

			Before helping you out, many of your outsourcing partners will expect you to perform basic troubleshooting steps first. Many times, when calling in for technical help, the first piece of advice that you hear is to reboot your computer (i.e., turn it completely off, keep it off for ten to twenty seconds, turn it back on). Other times, the tech support person will ask what you have done to try to fix the problem yourself. There are some universal troubleshooting tips that you should try before you consider turning to an outside partner to help fix your computers and other technology in your library:

			
					Reboot the machine.

					Check cables—unplug and replug all cables at the back of the machine.

					Capture any error codes or messages presented by the machine.

					Google those error codes or messages to see if the fix is something that you feel comfortable doing yourself.

			

			Following those steps before you call in to your tech support folks—whether they are in-house or outsourced vendors—will save you time and money, since many issues can be fixed pretty quickly by checking cables, rebooting machines, or giving the tech person the exact error message that you are getting from the machine. Other resources for fixing computers yourself can be found in textbox 5.1.

			
				
					Textbox 5.1.

					Resources for Fixing Computers Yourself

					Computer Hope—http://www.computerhope.com/basic.htm. Computer Hope can give you basic troubleshooting advice and tips on fixing problems that crop up occasionally.

					eHow—http://www.ehow.com. eHow provides articles to show you how to do many things with electronic devices. From installing a bit of software to removing a virus from your computer, eHow gives you step-by-step directions for basic computer maintenance tasks.

					Experts Exchange—http://www.experts-exchange.com. This resource is a bit more advanced—if you cannot find the answers that you need in the previous basic resources, Experts Exchange often has answers for the harder problems that arise.

					Fixing My Computer—http://fixingmycomputer.com. Fixing My Computer gives you tips and tricks for fixing common issues with computers, including links to software drivers (small programs that help printers and other peripherals talk to the main computer) and tips for fixing many issues that you may encounter while using your computer.

					Google—http://www.google.com. Enter the error code into Google and see what comes up—it works 95 percent of the time!

					Rosberg, Joe. 2009. “How to Troubleshoot a Computer Problem.” TechRepublic (blog). September 25. http://www.techrepublic.com/blog/helpdesk/how-to-troubleshoot-a-computer-problem/1023. This is a posting that details the steps that you should take to troubleshoot a computer problem—it provides some good advice about what to check and how to determine what the cause of a problem might be.

				

			

			[image: ] Outsourcing IT Department Functions: What Do They Do?

			Computers break. This is a fact of life. Hard drives go bad. A study done by Google (Pinheiro, Wolf-Dietrich, and Barroso 2007) claims that more than 2 percent of hard drives fail within the first three months of use, with most failing at the three-year mark. Whether your hard drives die early (in which case, the warranty will be of great help) or they last five or more years, at some point they will go bad and they will die. Other parts of the computer break as well. Either all of those parts have to be replaced (if you have the local talent to do that), or the whole computer has to be trashed and replaced (difficult to justify with public funds paying for those machines). Somewhere in between those two extremes lies the option of outsourcing.

			Beyond fixing broken computers and nonworking network connections, the IT department also works on planning for the library’s future needs. Most IT departments take into account what is being used today, what the library’s goals and strategic plan are for the future, and the budget to decide what sort of technology will be needed for the library in the coming year or years. This requires some knowledge of technology to make these kinds of predictions. This is where hiring a consultant to do a technology strategic plan or just a technology plan for the library will ultimately be a cost saver.

			By taking the time and money required to create this plan, you can avoid having the library buy technology that will be quickly obsolete or just plain unnecessary in the future. The best consultants will work with your current plans and goals to help you decide what your technology priorities will be for the next few years, and they will lay out a reasonable and doable roadmap to achieve those prioritized goals.

			If you prefer to do a technology plan yourself, a book such as John Burke’s The Neal-Schuman Library Technology Companion (2013) will give you a roadmap to creating a technology plan yourself. Chapter 18 in that book takes you from the planning stages to writing the plan to using it to build your library and your library’s technology, quickly and with little fuss. If you need just a basic “how to” to help you create your tech plan, this book might be all you need. If you prefer to have someone help you get your technology plan in place, however, chapter 9 in this book goes into detail about evaluating and hiring technology consultants; so, if you do not already have a plan for what kinds of projects, goals, and priorities that your technology should be advancing over the next three to five years, head to that chapter to see what you need to do to find a consultant that can help you get there.

			[image: ] State and Local IT Departments

			Some libraries may be part of a city or county organization that has its own IT department, in which case you can make use of its expertise pretty easily. Even if you are not directly connected to the local governmental organization, you might be able to make a friend in the IT department there and pick his or her brain over lunch or during local events. If you can fit it into the budget, this may be a source of local contracting talent, too. Some of the folks in the department may be willing to put in a couple of extra hours a month for some extra cash.

			State libraries are a good source of information and brains to pick, too. Their purpose is to support local libraries, so they should be willing to put you in touch with their IT departments for advice and consultation services, if not actual computer repair services. Other sources of information that you might be able to access are state university departments. They may charge for more than a quick question or two, but they would have people who could give you advice on how to run your IT in your library more efficiently.

			Other departments of academic institutions are a good place to go for help with IT issues, too. Many academic libraries have access to the school’s IT personnel and can get help from them. School libraries often have access to the school’s IT people, and special libraries—corporate libraries, for example—often have IT departments that work for the larger corporation or institution that are available to use. Even if the resources are difficult or expensive to access, the people are generally easier to get to and, for the cost of an occasional lunch, are excellent sounding boards for your computer problems. They may be able to fix an issue that has been bugging you for days over a quick lunchtime conversation.

			[image: ] Consortia

			Many libraries are members of a consortium or even a less formal group of libraries. Those groups are put together to share resources and provide help to member libraries. Make use of them by attending any tech-related training they may offer, or corner their IT people during conferences and other events to get ideas and information from them on your particular IT challenges. Often, the money that you are paying to be a part of the consortium is also paying the salaries of those IT people, so asking them for help is not only appropriate but a good idea most of the time—especially if you do not have an IT person on your staff already.

			Several consortia in Missouri have training sessions that are specifically relevant to their purpose or more general in nature. Often those general training sessions focus on some aspect of technology. One consortium in Missouri—Missouri Library Network Corporation (http://www.mlnc.org)—offers consulting services and workshop training opportunities. In May 2012, it offered workshops on interviewing, an introduction to MARC, a technology-focused online workshop called “What’s Up with Apps?” and an in-person workshop on customer service at the library. Each of those workshops required a small cost to attend (less than $100).

			Few of the workshops offered by the various consortia are completely free. They may require membership in the consortium or a fee to attend, but they are very cost-effective ways to learn about technology and how to use it in your library. They are also great to get sneaky consulting in. Come to any technology class or workshop with questions about actual problems that you are having with your computers and/or technology. It is entirely possible that for the cost of the class and your time, you can fix several issues that are plaguing your library, whether during downtime (breaks, before or after class) or during the class itself. Be sure to make your questions at least a little bit relevant to the class, though, or you just might stump the teacher and get no help at all (see textbox 5.2).

			
				
					Textbox 5.2.

					Don’t Forget About . . . The Internet

					Besides consortia and upstream IT departments, you can also use the Internet to find help. Mailing lists have been around in libraries for many, many years because they provide a useful service. Members can ask questions and get answers quickly from people who have been through the same kinds of situations and encountered the same kinds of problems. There are a ton of mailing lists that cater to libraries and many that cater to information technology in libraries. The following are examples of library-specific mailing lists and places to find them:

					Library of Congress list of library Listservs—http://www.loc.gov/rr/program/bib/libsci/guides.html.

					American Library Association library mailing lists—http://lists.ala.org/sympa.

					Blog post on useful Listservs—http://letterstoayounglibrarian.blogspot.com/2011/06/tapping-collective-wisdom-via-listservs.html.

					State library sites—most have state-specific mailing lists that you can join to discuss issues with statewide libraries.

				

			

			[image: ] ISPs and Vendors

			Purchasing extended warranties from your vendor or using a company that provides good warranties for its equipment is vital if you are without local talent to fix your computers. Buy as much vendor-supplied help as you can afford when you purchase your machines to avoid having to either fix a computer without any help or trash a machine that might just need a little tweak to get it back into service. Often, the vendor will provide standard response times of one to three business day, but you can pay more to get a vendor-contracted tech support person to your organization with the necessary equipment to fix the issue at hand in twenty-four hours or less.

			Reading a warranty offer can be a bit challenging. You want to find a place that offers as close to one-day service as possible. Watch for the warranties that only offer parts, not labor. You may find yourself quickly having to learn how to replace a motherboard because the vendor will send you only a new part, not a technician to actually do the work. Labor-included warranties are generally going to cost you more, but if you can afford it, they can be lifesavers and dramatically increase the working life of your technology (see textbox 5.3).

			
				
					Textbox 5.3.

					Parts and Labor

					Most computer vendors offer some sort of warranty that their computers will not break within a certain period after the sale. Some offer one year; most seem to offer three years as standard; and at least one smaller vendor offers a seven-year warranty standard with its computers (http://www.daktech.com). What you want out of a warranty, at least if you are without a computer tech on hand who can fix your computers for you, is parts and labor included—that is, a warranty that will not only replace broken parts for a period but provide a person to come replace that part in the computer for you. Some vendors will ship you a new machine and ask you to ship the broken one back for them to fix; others will have technicians in your area that they will send to your library to fix the computer at your location. Knowing how your vendor will handle the labor part of the “parts and labor” equation will help you determine whom you want to buy your computers from in the future.

				

			

			[image: ] Internet Service Providers

			ISPs are another source of help, although they are more helpful with network issues and network hardware (routers and switches and other hardware that manages the bits and bytes that run through your network) than with desktop computer hardware issues. Most ISPs do quite a bit to help their customers with network problems and security issues. Many ISPs will offer free security screenings, probing your network to see if there are any vulnerabilities. Take advantage of these as often as you can, because they often come with specific advice on how to close up any holes in your network that can allow bad guys in. The ISP has a vested interest in your system staying safe and free of bad guys and viruses, because if the computers in your library get a particularly nasty infection, they can then infect other customers on the same network, or they can be a staging spot for bad guys to get into other customers’ networks from yours. Go to your ISP’s conferences or vendor demonstrations and ask questions about your network, how to manage it, and how to keep it safe. These providers will want to help, as it is in their best interests (see textbox 5.4).

			
				
					Textbox 5.4.

					Outsourcing Issues

					In a short piece in Computerworld, Valerie Rice (2008) quotes a senior analyst at Gartner as saying that third-party outsourcing is the most cost-effective way to support laptops in the organization. Rice then presents a different view from the Harvard Business School, where the chief information officer of the campus states that it needs to keep IT in-house so that it can keep an eye on computing trends on campus. Other businesses that Rice mentions, however, are outsourcing their technology in different ways—including one that has “badged” third-party employees actually working on-site. The employees are managed and paid by the third-party vendor, but they have offices and spend all their time at their client’s business, providing IT services as outsourcers. While few libraries are large enough to support a full-time outsourced IT person in-house, this could be a good solution for a cluster of smaller libraries—they could share a full-time person, letting the vendor pay the salary and benefits and having the libraries pay the vendor for the IT person’s time. See chapter 11 for more innovative and unusual outsourcing options.

				

			

			Third-party vendors such as computer repair shops and “Geek Squad” services from big retailers such as Best Buy are an option for those organizations that cannot access any other IT help in a timely way. You can also contract with a local repair person to come and spend a few hours a month fixing, tuning, and updating computers at your location. Talking to your neighbors in town, other businesses or local establishments in your area, or other libraries in your region can give you some insight into good repair shops in your area. Often, you will be able to fix a problem on your own through the help of a local IT department or consortium or through a vendor’s warrantee, but if all else fails, making use of local businesses to repair computers can be more cost-effective than tossing old machines and replacing them with new ones.

			[image: ] Key Points

			This chapter discusses the process of finding someone else to fix your broken technology. Of course, the ideal situation is when you can fix your computer issues in-house, so first use the troubleshooting tips at the beginning of the chapter. For issues that you cannot fix yourself, though, you have the option to use someone from your state, county, city, or academic IT department to help you out. Also see if you can call on the members of a consortium to assist you when technology goes bad. Making use of your resources is vital to keeping your technology running smoothly. If you cannot access technical help through any of those methods, you can always try the vendor that sold you the technology; many computers come with warranties and the option to extend them as needed. Other technology vendors might offer service contracts or other ways to give you access to tech support through their companies. ISPs are often a good place to go for tech help because they want to make sure that your technology is not putting their other customers at risk, so they might have a good reason to help you keep your tech running right. Once your tech is running the way that you want, other things to outsource might come to mind—such as web hosting and development, as discussed in the next chapter.
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			American Library Association Library Mailing Lists—http://lists.ala.org/sympa. A list of library Listservs.

			Blog Post on Useful Listservs—http://letterstoayounglibrarian.blogspot.com/2011/06/tapping-collective-wisdom-via-listservs.html. A post by a librarian on how to use a Listserv to get information and help.

			Computer Hope—http://www.computerhope.com/basic.htm. Provides computer help, good for libraries that have no on-staff computer expertise.

			Daktech Computers—http://www.daktech.com. A domestic computer company that provides seven-year warranties, useful if you do not have IT staff but need help fixing your computers.

			eHow—http://www.ehow.com. Another good site for finding answers to computer issues when you do not have an IT staff.

			Experts Exchange—http://www.experts-exchange.com. Another site that will help you fix your computers when you do not have an IT person.

			Fixing My Computer—http://fixingmycomputer.com. Another site that has computer help and tips for people who do not have IT staff.

			Google—http://www.google.com. Entering the error code into the Google search box and following the directions that are almost always found on the first page of results is what most tech staff do—there is no reason why you cannot do it too, if you do not have a tech staff to do it for you!

			How to Troubleshoot a Computer Problem—http://www.techrepublic.com/blog/helpdesk/how-to-troubleshoot-a-computer-problem/1023. Steps to take to logically figure out what is wrong with your computer, useful to pinpoint a problem and reduce the amount of time that you pay an outside tech to work on your machines.

			Library of Congress List of Library Listservs—http://www.loc.gov/rr/program/bib/libsci/guides.html. A list of library-related Listservs that you can use to find answers to your problems.

			Missouri Library Network Corporation—http://www.mlnc.org. A consortium in Missouri that has computer training and tips.

		

	
		
			Chapter 6

			Outsourcing Web Development and Design

			
				
					In This Chapter

					
							Issues with hosting a website

							Website security problems

							Outsourcing web hosting

							Outsourcing website creation

							Outsourcing website maintenance

					

				

			

			This chapter begins with a discussion of what to consider when deciding whether to outsource web hosting, development, and design. It then tackles the idea of outsourcing content creation—something that is very difficult to do. After that, the chapter covers the outsourcing of web hosting, website creation (including development and design), and website maintenance. Finally, the chapter ends with an interview conducted with Jenica Rogers, director of the libraries at SUNY Potsdam, about her experiences using an outside company to create a website.

			[image: ] Terminology

			Web work can be confusing because different people consider different activities when they discuss web development and web design. Sometimes the terms are used interchangeably, too. In this book, web development encompasses the “back end” of web work—finding and securing hosting services, writing the code that makes the pages display, and providing the scripts that give the pages functionality beyond just offering clickable links. Web design, however, refers solely to the processes of making a website easy to navigate and pretty to look at. Website navigation is included with the design of the site’s look because it is not really something that requires any coding skills but is something that requires some knowledge of how to put together information so that it is sensible and easily findable and accessible—something that librarians do very well, actually.

			Other terms that come up during this chapter that might need some explanation have to do with the languages used to create websites. There are three main classes of web languages. The most common and generally easiest to use are markup languages. They do not actually perform any functionality; they just give the browser instructions on how to format the content of the site. HTML, the original markup language of the web, is now in its fifth version (HTML 5) and, at its most fundamental, does nothing more than indicate paragraphs and titles and the semantic structure of the page. CSS, another markup language of the web, tells the browser how to display the content provided in the HTML—what font to render titles in and what color the background of the page should be. Scripting languages, including JavaScript, are closer to full programming languages, although they are limited by the capabilities of the browser in which they run. Rather than just passively describing content, scripting languages provide interactivity and allow websites to move and react to a user in a more interactive way. Finally, the third class of web languages is full programming languages, such as PHP, which runs on the server and does not require any capabilities through the browser or the user’s computer. With PHP and other web programming languages, you can create websites that take information and provide custom results using databases, among many other server-side activities.

			Finally, the terms for server-side requirements are also used in this chapter. Web servers include the Apache web server, Microsoft IIS web server, and many other smaller, less commonly used server software packages. The most common web server in use today is the Apache web server, installed on a Linux server with the PHP programming language and the MySQL database installed (both free and open-source software packages). This setup is called a LAMP installation and is the least expensive and most common option available to you. If you need other functionality—the use of the ASP (Active Server Pages) programming language, for example, you will need to use a Microsoft IIS server, since the ASP language works natively with only that server. Most libraries, however, will find that the LAMP setup is the most cost-effective, with PHP programmers being easier to find and cheaper to hire than ASP programmers and with the use of open-source software throughout the LAMP setup making it a very affordable choice for web hosting (see textbox 6.1).

			
				
					Textbox 6.1.

					Wrangling with Web Acronyms

					HTML, CSS, CMS, PHP, LAMP, ASP, SQL—all these acronyms will be your constant companion while working with websites and website creation/hosting. Each term is unpacked as follows:

					HTML—Hypertext Markup Language. Markup language used to code web pages.

					CSS—Cascading Style Sheets. Markup language used to decorate web pages and set up some layouts (e.g., multicolumn layouts).

					CMS—Content Management System. Software that helps to manage content for a website so that the content and display can be independent of each other; Drupal and WordPress are two of the most commonly used today.

					PHP—Hypertext PreProcessor. The web programming language used to write WordPress, Joomla, Drupal, and other widely used CMS software; also used to create web forms and connections to databases on many sites around the web.

					LAMP—Linux, Apache, MySQL, PHP. A common setup for web servers; all open-source software used on a computer that will be connected to the web and used to serve up information through a web browser.

					ASP—Active Server Pages. A web programming language created by Microsoft that does many of the same things that PHP does; not as commonly used, however.

					SQL—My Structured Query Language. A language used to request information from and put information into a database; the MySQL database is a widely used, open-source database that uses SQL.

				

			

			[image: ] Issues with Hosting a Website

			Web hosting is the most familiar form of outsourcing for most people—the hosting of your website outside your physical library building. Because of bandwidth issues and security issues, most people prefer to pay others to host their sites so that those organizations can deal with the bandwidth and security headaches that come with making a computer deliberately open to the world.

			Most organizations can only dream of having so many visitors to their websites that they cannot handle the traffic, but even a moderately popular library website can put a strain on a library’s Internet connection. Every visitor (including search engines and automated spammers—and maybe even nonautomated spammers) incurs a hit to the web server that hosts a website. The hit can be small for small, text-heavy, nongraphical sites or large for sites with lots of images and scripts. Either way, many libraries need all the bandwidth they can get to supply their staff and their patrons with access to the Internet. Hosting a site can cut into that bandwidth and make everybody’s Internet slow down or become unreliable.

			Security concerns are another issue. Because of the public nature of websites—they are, by definition, open to anyone who wants to visit—it is crucial to make sure that the site and the server on which they live are secured. An unsecured, improperly maintained web server can be an open door into the rest of the library’s network. Chapter 8 talks more about security and outsourcing security for your library.

			Other parts of the website may need to be outsourced as well. Many different languages can be used on the web, from the basic HTML and CSS to JavaScript to PHP (see textbox 6.1). While HTML and CSS are not difficult to learn, they may be hard to master while doing your regular librarian job; furthermore, creating more than a “brochureware” page that does nothing but give information and has no interactivity or advanced functionality requires more skills than just the basics.

			[image: ] Website Navigation and the Home Page

			Putting together a compelling site with information that your patrons want but without a lot of extra information can be challenging, especially if office politics come into play. If everyone insists that his or her information needs to be on the front page, above the scrolling point, and in 16-point colorful type (and in a font that is different from every other department’s chosen font), the mere act of creating a site could be a battlefield. Outsourcing the politics of a website may keep the library’s morale and ability to get things done from being hijacked by political fighting about what goes where. The professional can explain why putting everything on the home page is a bad idea.

			Web navigation is a huge topic and one that has whole books written about it (for an excellent overview of information wrangling for the web, see Information Architecture for the World Wide Web: Designing Large-Scale Web Sites, by Peter Morville and Louis Rosenfeld). In theory, however, your librarians should be your best resource for creating a website that is easily navigable and understandable. However, if office politics gets in the way again, bringing in a professional and outsourcing the information architecture of the site may be the best way to avoid turf battles in the library.

			[image: ] Website Content

			Creating content for the site is something that may not be outsourceable, but putting that content on the site itself could be—depending on the agreement that you have with your web development outsourcer. Some web developers will update and maintain the site for a fee or teach one or two of your staff to do the same, also for a fee. If the vendor will be updating the content, it will require you to provide that content; all it can reasonably do is take your content, adjust it for the web (chunking it across pages or creating new areas or pages of the site in which to put that content), and put it up. You should have your website content ready for your developer before it actually starts the job.

			Even if you choose to have your developer turn the site over to you for updates after it has finished it, putting the responsibility for content on one person can be a problem (unless the site is small and the updates infrequent). Ideally, every staff member in every department will have some website content responsibility. They are the front lines of your service, and the website is another service point, so they should be tasked with coming up with content that is relevant and appropriate for your patrons. Relying on just one person to come up with all the content for a website can be a real issue when they run out of ideas some time in the future.

			However the content is provided and put up, a website that is created and never again touched is arguably less useful than having no website at all, so outsourcing or not, maintenance and updates must be done. Deciding who will do those updates and that maintenance should be decided before the vendor is chosen and, ideally, included in the RFP (see textbox 6.2) that you sent out to various vendors.

			
				
					Textbox 6.2.

					RFP?

					An RFP (request for proposal) is a document that explains exactly what you want from your web development vendor. There are several examples of RFPs on the Internet; some of the best are listed here:

					Lincolnwood Library—http://www.lincolnwoodlibrary.org/pdf/website-RFP-2013 .pdf.

					Niles Library—http://www.nileslibrary.org/bid/Final%20Website%20Redesign%20RFP.pdf.

					TechSoup—http://www.techsoup.org/support/articles-and-how-tos/rfp-library.

					The TechSoup site has some guidelines for what should be included in any RFP, but there are no hard-and-fast rules to writing one. The main thing to remember is that the RFP gives you a chance to really plan your site out. Before you write that RFP, you need to have all your decisions made, your goals in place, and your vision of success in mind, so just going through the process of writing one is a huge benefit, whether it is successful or not in immediately finding you a vendor.

				

			

			[image: ] Finding a Website Host

			There are many web hosts doing business out there at any given time. Finding a host that works for and with you, though, may be more of a challenge. There are, at the time of this writing, several web hosts that work specifically with libraries and librarians. LISHost (http://www.lishost.com) specializes in library hosting, as does the Cherry Hill Company (http://chillco.com/librarysite2). As with any outsourcing project, your first task is discovering what you need—a single page on the web describing your library, giving your hours, and providing an e-mail address for questions versus a multisection, full-featured site with all the bells and whistles. Once you have got an idea of what it is you need, then you can compare various hosting options to decide which will work for your needs in your budget.

			
				
					Textbox 6.3.

					Web Project Path

					Stage 1: Planning—pull together basic website content, consider the functionality that you want on the site, and write an RFP.

					Stage 2: Development—find a vendor, provide it with the content for the site, and meet frequently to discuss issues, such as the theme, the functionality, and the navigation/architecture of the site.

					Stage 3: Testing—start testing early, invite patrons in to see the paper-based plans that you have, invite them in again to see the first versions of the pages as they are created, invite them in yet again to see the website as it is being finished. Testing should happen continuously throughout the web development process.

					Stage 4: Launch—launch the site publicly, let people know that you have a new site, and create bookmarks, flyers, and other promotional materials to let patrons know that it is there and it is new.

					Stage 5: Maintenance—continue adding content, check links on a regular basis, review the information on every page regularly, and remove content that is old or outdated.

					Stage 6: Redesign—after a few months, new ideas and new features will become necessary, so the process of planning for a redesign or redevelopment of the site will start pretty quickly.

				

			

			Determining what you need is a full project on its own. The following outlines some of the information that you will need, although some libraries may need to consider more factors; it depends on your situation. You can also use the website project path in textbox 6.3 for more information and ideas for a whole website project.

			Space—how much content do you have? How many images? What kind of files will you be storing on your site? Most web hosts are pretty generous and give you plenty of space, but if you will be storing huge files for download or lots of images, you may want to be sure that you get enough.

			Bandwidth—how much traffic to the website will the host support before charging you extra? Many hosts offer “unlimited” bandwidth, but some include a certain amount in your monthly fee, and any more traffic than that will cost you more.

			Support—will there be someone available 24/7 to help you if the site goes down? Do you need 24/7 support? What kind of uptime do they promise (i.e., time that the server is “up” and responding to requests, not down for any reason)? What guarantees do you get if their server does not make those uptime targets?

			Server OS—what operating systems do they support? If you have a .NET programmer on staff, but the host only offers Linux servers (which do not support the .NET programming language easily), you might have a problem. Alternatively, if you want to run WordPress or Drupal—both of which require software that runs best on a Linux server—and the host offers only Windows servers, you might have a problem.

			Price—what can you afford? If you find more money in the budget and want more space, traffic, or features, will the host be able to accommodate you?

			For libraries that want to have more than just a simple web page, finding a programmer who can work in the language of your server (e.g., PHP or ASP) is a good idea. You will likely have some talent available locally, but even if you do not, there are many ways to find programmers (check the forums for your particular software—there are often people offering their services right there). Many colleges, both four-year and two-year, have computer classes that teach basic computer programming with JavaScript. Hiring those students to add bells and whistles to your site is a great way to get reasonably priced help and offer some experience to students wanting to practice their trade.

			[image: ] Website Creation

			Most libraries will need to outsource website creation in some way. Unless you have a big-enough library to afford a web team, either the graphical front end will need to be outsourced, or the technical back end will need to be outsourced (or both). You can break website creation into three parts: content of the site, the design of the site, and the building of the site. Of those three, only content is something that you really cannot outsource; everything else can be done by someone else. This section deals primarily with design.

			
				
					Textbox 6.4.

					Don’t Forget About . . . Sources of Content for Your Site

					Your patrons want to know what is going on at your library, so upcoming events are always a good source of content for your website. Other sources include

					
							Events for other nonprofits and groups that you might work with

							Mentions of your library in the media

							Information about displays of books and materials in your library

							Pictures of patrons and staff—anyone who is enjoying the library

							Information about local topics of interest (new construction, high school awards, etc.) and pointers to library materials on those topics

							Staff and patron picks—books, movies, games, and so on

					

				

			

			Website Design

			Graphic design is something that can frequently be outsourced pretty cheaply. Themes are available at every price point, from free to thousands of dollars. By purchasing a theme (or downloading one freely), you are getting the structure and design of your site already done; all you have to do is add your content. Most of the themes that you find these days are fairly customizable, and you may want your staff to do some work with that—uploading custom header images or changing the colors to suit your color scheme—but the work of designing and laying out the site is done for you with a theme.

			Free themes will be pretty common on the web but will result in a site that may look just like someone else’s (or a couple of someone else’s), whereas themes that cost thousands of dollars are generally exclusive. Once you buy that theme, it is never sold to anyone else. Themes work best for sites that are built on a content management system (CMS) of some sort, such as the two most popular at the time of this writing—WordPress and Drupal. Both offer many free themes at places such as Open Source Templates (http://www.opensourcetemplates.org), Open Source Web Design (http://www.oswd .org), or at their respective company websites—WordPress Themes (http://www.word press.org/extend/themes) and Drupal Themes (http://www.drupal.org/project/Themes). Each of those sites will give you multiple themes of varying quality that you can download for free.

			For slightly more professional and slightly more costly themes, there are sites such as Template Monster (http://www.templatemonster.com) for both major CMSs (Drupal and WordPress) or Theme Shark (http://www.themeshark.com) for Drupal. Themes can run from $50 to thousands and will have various features and exclusivity promises to match. To use a theme, you must already have the CMS of your choice installed, but once that is done, both WordPress and Drupal make installing and enabling themes very easy.

			Website Development and Building

			Web development is often completely outsourced to a CMS these days—most large sites do not create static HTML pages any more. One of the most popular CMSs in use at the time of this writing is Drupal. The Drupal project website cites over 630,000 users of the CMS (http://www.drupal.org/about). There are others as well, some mentioned earlier in this book. Joomla and WordPress are both popular content management systems that let you outsource the development of your site’s back end and structure to the CMS itself. Others include commercial CMSs and smaller CMSs, many of which can be found and compared at http://www.cmsmatrix.org.

			[image: ] Website Maintenance

			Any website needs to be maintained. Just putting a site up and leaving it to get stale and out-of-date will make your library look untrustworthy and less than technologically capable. Websites with dead links are a real tipoff that the site is unreliable. While the rate of updates needed will vary from library to library, all libraries need to look through the content on their sites on a regular basis to make sure that it reflects the latest correct information for the public.

			Libraries that advertise public events on their websites need to make sure that the events are indeed happening in the future—that is, that they have not already happened. Patrons who come to a site and still see an event that happened three months ago will start to mistrust your information. For simple websites, a single person can make updates on a regular basis with little training or specialized knowledge required. For more complex sites, you may need to either make a few people responsible for updates or outsource the job to someone else. No matter to whom you outsource the job, you are the only one that can come up with the correct content, so your library staff will still need to be content creators, even if you are outsourcing all the maintenance of the site to someone else.

			Most CMS products will do automatic link checking for you or at least provide a plug-in that will add that functionality to the CMS. If you do not have access to one of those plug-ins, however, you can use a service such as Xenu Link Sleuth (http://home.snafu.de/tilman/xenulink.html) or Screaming Frog SEO Spider Tool (http://www.screamingfrog.co.uk/seo-spider/). For a case study on website outsourcing, see textbox 6.5.

			
				
					Textbox 6.5.

					Website Outsourcing by SUNY Potsdam

					When SUNY Potsdam College Libraries needed a new website (see figure 6.1 for a screenshot), the new director, Jenica Rogers, called in the team of INFLUX (http://www.influx.us) to help with the process of redesigning the site. Aaron Schmidt, Amanda Etches-Johnson, and Nate Hill are librarians who provide user experience and design consulting for libraries around the world. Jenica Rogers called on them for help during her project and was willing to answer some questions via e-mail about the project and how it went.

					[image: ]

					RH: What process did your library go through before deciding to hire INFLUX for your web redesign?

					JR: This was largely an executive decision. We had done three website projects before this, all managed by a librarian with a long commitment to our institution and a committee of library staff. That librarian was retiring; we were planning to hire a new web services librarian; and I was frustrated by what I was seeing in decision-by-committee projects. I wanted to try something new as part of the shift to my (new!) leadership of the libraries. I had seen good things from the team that runs INFLUX and decided that I wanted to give them a shot at putting our project on the right path.

					My intentions were that Aaron and Amanda would come in and help the library staff set and develop a framework for our upcoming redesign and facilitate some exploration of our needs and wants. We’re not always good at parsing out what we need from what we want when we’re mired in the day-to-day of our jobs, so  I thought that external facilitators could probably do a better job than anyone internal of sorting through our discussions on our web services. INFLUX was also contracted to do user interviews to provide us with an anonymized sense of our users’ needs and experiences, which is work that our library staff couldn’t do quickly or easily without learning a new set of best practices and skills.

					The work from INFLUX was then a crash course in “what our library needs and wants” for our new web services librarian when he began, so he was able to hit the ground running with user needs testing and usability studies.

					RH: How much time did your librarians spend with INFLUX during the design process?

					JR: Two working meetings, one half day each. In addition, our user services librarian worked with them extensively by phone and e-mail, as he did the local end of setting up on-site user interviews via Skype.

					RH: What benefits did you get from using an outsourced design firm?

					JR: We were able to adhere to best practices without needing to quickly train a librarian in a new area of work, and we were able to provide an easier start for our new web services librarian because he had INFLUX’s work to lean on and learn from beginning on his first day. The benefit of an external facilitator in a complex conversation was also invaluable; our discussions of what we want from a library website, what we think it needs to do, what we think our users need to do, and so on were a lot smoother and better organized for having Amanda and Aaron facilitate than they would have been had it simply been an internal discussion and brainstorming session. They also produced professional, attractive, and easy-to-use work products that we would never have gotten were we working on our own. Creating user profiles and mapping out website functions are simply not skills that anyone on staff had ever learned or attempted before, and getting that finished product from INFLUX was very useful.

					RH: What problems arose from using an outsourced design firm?

					JR: There’s always a question of whether the work is worth the cost and a question of what a promised work product actually means. Both sides need to be very clear about what they expect they are going to get or give so that there is no confusion at the end of the project. There are also complications when library staff begin to trust and like the design firm staff and start asking, “Can’t we have the consultants do X and Y?” when in-house things get complicated. Unless you are prepared to renegotiate terms with the external firm, the answer must be no.

				

			

			[image: ] Key Points

			Reasons for hosting your website outside your organization include

			
					Security concerns with having an “open” port in your network

					Bandwidth issues from the traffic to and from your site on your network

					The need for programmers and the ability to run the software that those programmers need on your servers

			

			In addition, when outsourcing your website, consider doing the following:

			
					Plan and write an RFP so that your vendor knows exactly what is expected.

					Find a website host that will support the features that you need in your site.

					Find a theme or graphic designer to make your site attractive.

			

			The experience at SUNY Potsdam College Libraries provides a real-life example of outsourcing a website, in this case to INFLUX. Part of keeping your website up-to-date is training your staff on how to create and update content for the web. The next chapter gives you ways to outsource training for your staff and provides you with tools to help your staff learn about lots of other technical topics as well.

			[image: ] Reference

			Morville, Peter, and Louis Rosenfeld. 2006. Information Architecture for the World Wide Web: Designing Large-Scale Web Sites. Sebastapol, CA: O’Reilly Media.

			[image: ] Resources

			Cherry Hill Company—http://chillco.com/librarysite2. A library-specific hosting company that specializes in small library sites.

			CMS Matrix—http://www.cmsmatrix.org. A matrix comparing various content management systems to one another; a really good resource if you need a CMS but are not sure which one is right for you.

			Drupal Themes—http://www.wordpress.org/extend/themes. A collection of free themes for the Drupal content management system.

			INFLUX—http://www.influx.us. A company started by librarians that specializes in user experience design for library websites.

			Lincolnwood Library RFP—http://www.lincolnwoodlibrary.org/pdf/website-RFP-2013.pdf. A sample RFP from the Lincolnwood Library for new website design/development.

			LISHost—http://www.lishost.com. A library-specific hosting company that hosts many library websites and is owned and operated by a librarian.

			Niles Library RFP—http://www.nileslibrary.org/bid/Final%20Website%20Redesign%20RFP.pdf. Another sample RFP for a new website design.

			Open Source Templates—http://www.opensourcetemplates.org. A source for templates for Drupal, WordPress, Joomla, or static HTML sites.

			Open Source Web Design—http://www.oswd.org. Another source for free templates for many different content management systems.

			Screaming Frog SEO Spider Tool—http://www.screamingfrog.co.uk/seo-spider/. Another broken link–finding software program that lives on your local machine.

			TechSoup’s resources and sample RFPs—http://www.techsoup.org/support/articles-and-how-tos/rfp-library. Sample RFPs from TechSoup, includes RFPs for many kinds of projects, not just websites.

			Template Monster—http://www.templatemonster.com. Premium (nonfree) themes for WordPress, Drupal, and Joomla.

			Theme Shark—http://www.themeshark.com. Another premium theme site for WordPress, Drupal, and Joomla.

			WordPress Themes—http://www.wordpress.org/extend/themes. A collection of free themes for the WordPress blogging/content management system.

			Xenu Link Sleuth—http://home.snafu.de/tilman/xenulink.html. A program that you install on your computer that finds broken links on your website.

		

	
		
			Chapter 7

			Outsourcing Tech Training

			
				
					In This Chapter

					
							Why training is so important

							Hiring outside trainers

							Finding free or cheap training online

							Training the trainers

					

				

			

			This chapter tackles the topic of training. Lifelong learning is a goal that many librarians strive for and that many organizations make a priority in their budgets. The chapter helps you find outside trainers to come in and help your staff learn new skills, if that is in your budget; if it is not, it gives you tips on finding free or at least quite cheap training online. If you choose to use your own staff as trainers or if you hire a trainer for your organization, you can still use some outsourced skill building to train those trainers; that can be done to help cut the costs of training for your staff or to supplement your trainer’s skill sets. Finally, the chapter ends with a list of training options for your organization—places where you can go to help you learn new skills and new concepts from experts in those topics.

			[image: ] Importance of Training

			Constant learning is required to be able to keep up with all the techie toys that patrons want to use in and with our libraries. From making e-reader devices download e-book offerings to accessing the online catalog via a mobile phone, there will be times when patrons have questions that your library staff must answer. Finding the time and money to train staff about new devices, new versions of software, or new features in a library’s catalog can be difficult in the best of times. For libraries to offer good customer service and to maintain efficient use of staff time, though, your staff has to keep up with what is going on in the technical world (see textbox 7.1). As with software and hardware maintenance, though, spending part of your day “keeping up” is something else that you can outsource to trainers all across the library and tech world. Let them spend the time learning about new devices and keeping up with trends, and then hire them to share the results of that learning/keeping-up time with you.

			
				
					Textbox 7.1.

					Don’t Forget About . . . Training

					Libraries are all about lifelong learning—they exist to provide learning materials to the citizens they serve! The least that libraries can do is offer some time and space for their staff to continue their education and learn new technologies and concepts to bring back to the library and its patrons. Many people who participated in the Library 2.0 program (discussed later in the chapter) were encouraged to use just an hour a week to participate in the program, and many of those people saw real value in spending that hour on training rather than on their day-to-day jobs. While it may be difficult to schedule every library staff member a full hour a week to devote to just learning new things, it can pay off in a big way for your library.

				

			

			Fortunately, training is a pretty easy thing to outsource to other people. There are many options at many pricing levels for many library needs. Everything is available today—from hiring a professional trainer to come to your library and train your staff on a service or technology to finding a free webinar that staff can attend to improve their skills and learn new ones—you just have to know where to look. Another way that you can at least partially outsource training is by giving your “techiest” staff a chance to go to training sessions, whether by bringing trainers to you or by going to conferences or workshops that will “train the trainers” so that staff can come back and train others in-house. In this way, you can outsource training your library’s trainers while still keeping costs down and making some experts on staff.

			[image: ] Hiring Trainers

			Finding a good trainer may require a bit of digging. You want to find one that fits your budget, knows his or her stuff, and is available when you need one. There are a number of library trainers who can be persuaded to come to your library and teach your staff the skills that they need to provide excellent service to your patrons. One way to find the right one for you is to check online lists and directories, although those may be out-of-date or poorly maintained. Another is to find a group of trainers (e.g., T Is for Training group, http://tisfortraining.wordpress.com/) that has a membership full of people who can help you out.

			Another good source for training and/or trainers might be your local consortium. If you are a member of a group of libraries, there may be opportunities for training provided by that group that you can either travel to attend or host at your library. Even if it does not do formal training throughout the year, going to the local consortium’s conference can give you opportunities to learn new things and find new ways of doing things that might be difficult to discover on your own, in addition to giving you some taste of local trainers and their presentation styles.

			In deciding on the perfect trainer for your situation, you need to consider several things. One is the “fit” of the trainer. If the trainer’s presentation style is contrary to your library’s style (e.g., being overly formal for an informal group training session or vice versa), the message may get lost in the annoyance at the presentation. Attending conferences and webinars can help to discover trainers and speakers who fit your library’s “personality,” but beyond that, word of mouth and a bit of online research can help as well. Another thing to consider is, of course, whether your budget and the trainer’s fees are compatible. Trainers who are more local to your area may cost less in travel and housing fees, so keeping an eye on local talent is always a good idea. If you have more money to spend, getting a nationally known figure to come and speak can increase the amount of respect and attention that your staff give the presentation; it can also give you a more polished and practiced presenter. Most important, you need to consider what it is that your staff need to learn. If the trainer is nationally known as an excellent speaker but knows nothing about what your staff need to learn about, you will waste your money. Finding a speaker who is engaging and fits in with your staff, who is within your budget, and who knows what you need to learn can be a project (see textbox 7.2).

			
				
					Textbox 7.2.

					Checklist for Evaluating Trainers

					Expertise: Do they know what you all need to learn?

					Budget: Can they be hired for what money you have available?

					Fit: Will their presentation style fit with your staff’s learning style?

				

			

			[image: ] Finding Free or Cheap Training Online

			If you cannot afford on-site training and the expenses that come with hiring trainers to come to you, many organizations offer web-based training (e.g., webinars or workshops) that you can attend online. Some of the more popular webinar providers are the American Library Association’s TechSource (http://www.alatechsource.org/workshops) and WebJunction (http://www.webjunction.org/events/webinars), both of which provide webinars throughout the year on a range of tech-related topics at a variety of price points. These training opportunities are handy because they have no travel expenses and require little time off of daily work to attend. Most webinars are interactive and allow questions and discussion from the attendees (see textbox 7.3).

			
				
					Textbox 7.3.

					Government Training Sources

					Library of Congress, Teaching with Primary Sources—includes lots of information on how to use the library’s collections (http://www.loc.gov/teachers/tps/).

					National Library of Medicine Training Center—provides online and offline training for PubMed and other National Library of Medicine databases, for end-user librarians as well as trainers of librarians, in essence offering specific train-the-trainer materials that are valuable for “partial outsourcing,” as mentioned in the chapter.

				

			

			Many associations—local and national—offer training through multiple formats for their members and, for perhaps a larger fee, nonmembers as well. Other options include training given by local consortia, as in the state of Missouri, where a group called the Missouri Library Network Corporation provides training to member libraries throughout the year. Other states have similar groups with similar training opportunities. Textbox 7.4 lists just a selection of association training sites that can provide expert training for your staff on library, technology and other topics.

			
				
					Textbox 7.4.

					Selected List of National and Local Associations

					American Library Association

					E-Learning at the ALA Store—both one-shot workshops and multiweek classes are offered through the ALA store (http://www.alastore.ala.org/SearchResult.aspx?CategoryID=281).

					LITA Online Learning—online training sessions that cover a number of topics related to technology in libraries (http://www.ala.org/lita/learning/online).

					Special Library Association

					Webinars—provide live online training where attendees can ask questions and get answers in real time (http://www.sla.org/learn/webinars/).

					Certificate Programs—longer-form classes on topics from copyright issues to knowledge management (http://www.sla.org/learn/certificate-programs/).

					Medical Library Association

					Online Learning—(http://www.mlanet.org/education/web/).

					Educational Clearinghouse—(http://cech.mlanet.org).

					State Associations

					Kansas Library Association Database Webinars—live sessions that train librarians on the use and features of the database packages that the state provides (http://www.kslib.info/librarians/continuing-education/statewide-database-training.html)

					Nebraska Library Commission, NCompass Live (http://nlc.nebraska.gov/NCompassLive/)—weekly podcast and archives that cover a number of topics of interest to librarians, including a monthly tech topic and special guests nearly every week.

					Just about every other state library also offers educational resources that you can use to help train your staff—just check your state’s website to find them.

				

			

			Virtual conferences, such as the Handheld Librarian (http://www.handheldlibrarian.org) or the Library 2.011 conference (http://www.library20.com/page/2011-conference), are good ways to get conference experiences without the expense of travel. They feature many webinars throughout the scheduled day or two that such conferences last. Many of them are free or cheap and give you a variety of things to learn and discover during the conference. Some even have “lobbies,” where participants can gather to chat about what they are learning—just like hotel lobbies at traditional conferences.

			Beyond online synchronous webinars, which require people to attend at a specific date and time, there are numerous training opportunities through vendor websites as well. From Microsoft’s excellent training videos for Office (http://office.microsoft.com/en-us/training-FX101782702.aspx) to training materials made available through ILS vendors’ websites, there are a number of training opportunities that your staff can use to learn new techniques and technologies. Another source of training materials for staff is the WebJunction training and development site (http://www.webjunction.org/training), which provides training materials for your staff to use to train one another, as well as guidance for self-led library training projects. If outsourcing the training is just not an option, at least you can outsource the training design using this resource.

			Many vendors provide training for their products, and many library partners also have online and easily accessible training available for librarians and library staff. Textbox 7.5 has a selected list of vendors and library partners who provide training.

			
				
					Textbox 7.5.

					Selected List of Vendor and Library Partner Resources

					
							OCLC (Online Computer Library Center) is both a vendor and a partner to many libraries. It has an online learning center at the OCLC Support and Training center, where you can find information about OCLC’s WorldCat service as well as information and training for library-specific functions, such as interlibrary loan (http://www.oclc.org/support/training.en.html).

							WebJunction is a library partner in that it works with libraries to provide a space for training and learning, not only from professionals, but from other librarians in other libraries as well (http://www.webjunction.org).

							ByWater Solutions (a Koha ILS vendor) offers training for librarians and patrons with a series of video tutorials that it makes available at http://bywatersolutions.com/section/tutorial-videos/.

							Sirsi-Dynix Education Services is a collection of courses that give librarians self-paced training opportunities on topics related to the Sirsi-Dynix ILS and can be found at http://www.sirsidynix.com/education-services

							Microsoft offers a huge selection of training videos and other training materials at http://office.microsoft.com/en-us/training-FX101782702.aspx, the Office training site.

							Learning Express Library has a huge database of training materials and videos and practice tests available for a huge number of topics, including general tech topics and software tutorials, at http://www.learnatest.com/lel/. This is a subscription database, but many public libraries subscribe to it already.

					

				

			

			[image: ] Training the Trainers

			Even if you decide to keep your training in-house and have a staff member do much of the training for your organization, you need to train the trainer, and that can also be outsourced (textbox 7.6). Providing a self-paced lesson set, such as the Library 2.0 program (http://plcmcl2-about.blogspot.com) that Helene Blowers created a few years ago (and made publicly copyable and usable), is a way to provide some training for staff without requiring a lot of time to develop training materials by your in-house trainers. WebJunction, mentioned earlier in the chapter, also has ready-to-copy training that can be facilitated locally by staff.

			
				
					Textbox 7.6.

					Training the Trainers

					T Is for Training—http://tisfortraining.wordpress.com/. A group of library trainers that share information and techniques for training library staff.

					American Library Association TechSource Workshops—http://www.alatechsource.org/workshops. Online interactive workshops on tech subjects, including how to create great training and training materials for your staff.

					WebJunction webinars and training materials—http://www.webjunction.org/events/webinars and http://www.webjunction.org/training. Online interactive webinars on tech subjects that your staff can use to help them train one another, as well as freely available and modifiable training materials that other libraries have posted online.

				

			

			Another way to train those who are providing training to your staff is to purchase technologies that your patrons are using (tablet computers, e-readers, etc.) for staff to play with. If you can couple that with training provided by the vendors, you have a way to get some of your staff up to speed on the latest toys; then, they can share that information with the rest of your staff. Sometimes you can even get local vendors (such as a Barnes and Noble trainer) to come to your library and teach your staff and patrons how to use their equipment (such as a Nook e-reader). Partnerships with technology providers (Best Buy, local computer shops, etc.) can give you access to knowledge that your staff can tap to pass it along to other staff members.

			Finally, a good way to share knowledge within your staff is to set up a formal reporting process for conferences. If one staff member attends a conference, that person should be responsible for sharing what she or he learned from this training. Some libraries use blog posts and other written reports to share that information; others have a set time for librarians who have just gone out for training to share what they learned in an oral presentation. Either way, you will be increasing the amount of training that you get with your outsourcing dollars if the folks who received that training are expected to then come back and train the rest of the staff on what they have learned. (See Textbox 7.7)

			
				
					Textbox 7.7.

					Online Conferences: Training without Travel

					HandHeld Librarian—http://www.handheldlibrarian.org/. Virtual conference on mobile technology in libraries.

					Public Library Association Virtual Conference 2012—http://2012.placonference.org/virtualconference. Association offered two days’ worth of conference sessions, 100 percent online, including breakout sessions and networking times where virtual attendees could “chat” without a specific topic being presented.

					Library 2.011—http://www.library20.com/page/2011-conference. Virtual conference on Library 2.0 topics (and beyond) for librarians.

					Library 2.0 Program—http://plcmcl2-about.blogspot.com. Not a conference but an online training opportunity for your staff nonetheless.

				

			

			[image: ] What Next?

			After you have decided on a course of training for your staff, you might be wondering how to get them to actually make use of it. It is important to make sure that they can access the training easily and without having to look too hard for it, to keep the options that they have fresh. The tips included here can help with that:

			
					Create a page on your library’s web or Intranet site that lists training opportunities, such as the ones found in this chapter.

					Update that page regularly with new options.

					Use podcasts and blogs as sources of consistently updated material:

			

			Podcasts to check out: Adventures in Library Instruction (http://adlibinstruction.blogspot.com), Tech Therapy (http://chronicle.com/blogs/techtherapy/), TED Talks (both podcast and video cast versions—http://www.ted.com/talks).

			Blogs to follow: T Is for Training (includes a podcast at http://tisfortraining.wordpress.com) and American Society for Training and Development blogs (including http://www.astd.org/Publications/Blogs/Learning-Technologies-Blog).

			Most of the time, finding a good trainer requires some research and word-of-mouth recommendations. Remember to keep the trainer’s expertise, your budget, and your staff’s learning style in mind when you look for an outsourcer of training for your organization. Other options, beyond the traditional trainer who comes to you, are possible as well. Online webinars, workshops, and virtual conferences can all give you more training for less money when you remove the need to pay for travel. If you choose to do your training in-house, though, you can still outsource the design of the training by using other people’s lessons. They are plentiful on the web, and most of them let you freely copy and use them to fit your organization’s needs.

			[image: ] Key Points

			Training is a constant need for keeping up with technology. Some of the key things to remember when looking for training for your library follow:

			
					Find a trainer that fits your organization—in expertise and training style.

					When going outside your organization to conferences and workshops, be sure to share what you learned with the rest of your staff.

					If you mandate that your staff be lifelong learners, give them the time to attend online training and webinars at work.

			

			Training can come from speakers that come to your library and present information to your staff or from a voice coming from the computer presenting a webinar; it can range from thousands of dollars for a few hours of training to free. Finding training that is both affordable and useful is easier when you make use of the library-related associations to which you and your library belong (such as the American Library Association or your state or local consortium) and when you visit your vendors’ sites to find specific training for software and services. This chapter includes a number of training resources for both end-user staff and in-house trainers to use to expand their skills and their expertise so that they can be more efficient in training librarians and covering many topics without requiring further outsourcing.

			One topic that every staff member should be concerned with is security—keeping your patrons’ data and your private information safe from those who might want to get it. The next chapter discusses the issues surrounding security in libraries and how to outsource at least some of it.

			[image: ] Resources

			Adventures in Library Instruction—http://adlibinstruction.blogspot.com. A podcast on the issues involved with training in libraries.

			American Library Association Workshops—http://www.alatechsource.org/workshops. A series of workshops facilitated by library practitioners on all kinds of library-related topics.

			American Society for Training and Development—http://www.astd.org/Publications/Blogs/Learning-Technologies-Blog. A blog dedicated to training issues, including tips on what to train and pointers to good training content on the web.

			e-Learning at ALA Store—http://www.alastore.ala.org/SearchResult.aspx?CategoryID=281. The e-Learning section of the ALA store includes workshops, e-classes, and seminars.

			HandHeld Librarian—http://www.handheldlibrarian.org. Entirely online conference that is offered for librarians interested in mobile technologies; many speakers from the library world offer their experiences at this conference.

			Learning Express—http://www.learnatest.com/lel. The Learning Express Library, a subscription database that many public libraries carry, has tutorials on many kinds of software, technical topics, and more.

			Library 2.0 Conference—http://www.library20.com/page/2011-conference. Another online conference that happens yearly since 2011 (2.011, 2.012, 2.013 are year designations) and features speakers that deal with Library 2.0 topics.

			Library 2.0 Program—http://plcmcl2-about.blogspot.com. A good source of material for in-house training (outsource the content, insource the training).

			Medical Library Association Educational Clearinghouse—http://cech.mlanet.org. All the classes, on and offline, offered by the association.

			Medical Library Association Online Learning—http://www.mlanet.org/education/web/. The association’s online classes and webinars.

			Microsoft Office Training—http://office.microsoft.com/en-us/training-FX101782702.aspx. Thousands of hands-on tutorials on how to use MS Office products on the task level, perfect for quick refreshers or to learn how to perform a specific task in a specific program.

			NCompass Live—http://nlc.nebraska.gov/NCompassLive/. A weekly podcast with guests from all kinds of libraries talking about accomplishing all kinds of things; includes a monthly “tech” topic as well.

			OCLC Training—http://www.oclc.org/support/training.en.html. Training offered by the OCLC for use with its products.

			Public Library Association Virtual Conference—http://2012.placonference.org/virtualconference. Archived sessions from the virtual conference held by the association in 2012.

			Sirsi-Dynix—http://www.sirsidynix.com/education-services. Training and classes that are related to the Sirsi-Dynix ILS system are offered; lots of good training has been archived here, too.

			Special Libraries Association E-Certificate—http://www.sla.org/learn/certificate-programs/. Groups of webinars and classes that give learners a chance to earn certificates in various library-related topics.

			Special Libraries Association Webinars—http://www.sla.org/learn/webinars. Webinars, current and archived, offered by the association.

			T Is for Training—http://tisfortraining.wordpress.com. A call-in podcast that features library trainers and training topics.

			Tech Therapy—http://chronicle.com/blogs/techtherapy/. A blog about tech issues, including how to train people in tech topics.

			Ted Talks—http://www.ted.com/talks. A series of talks, each averaging twenty minutes, given by world-renowned artists, scientists, and thinkers. Many of the talks are educational and can be used in an in-house training series.

			WebJunction—http://www.webjunction.org. A library partner that provides many opportunities for both synchronous learning through webinars and asynchronous learning through tutorials and other resources held on the WebJunction site.

			WebJunction Training Section—http://www.webjunction.org/training. Materials and tips for training library staff.

			WebJunction Webinars—http://www.webjunction.org/events/webinars. WebJunction has a huge trove of archived webinars, plus current webinars happening every month.

		

	
		
			Chapter 8

			Outsourcing Security

			
				
					In This Chapter

					
							Determining the risk of being hacked at your library

							Outsourcing to your ISP

							Outsourcing to a security vendor

							Creating security policies

							Insourcing security—sometimes you cannot outsource things

					

				

			

			This chapter covers the topic of security at your library. It begins with realizing how attractive a target a library can be, and it continues with steps that you can take to make your library less vulnerable. The chapter covers outsourcing security to your ISP or to a security vendor of some sort, and there is some advice on how to create security policies that will work for your library. Finally, the chapter ends with some advice about how some security issues cannot be outsourced—every staff member has some responsibility for security.

			[image: ] Security Risks in Libraries

			Libraries are not generally thought of as valuable targets for hackers and crackers, but in reality, they are very attractive targets. Many libraries have more storage space than they use, and because they often have access to government Internet providers (city, town, or statewide), they have lots of bandwidth, too. That makes library servers potential targets for people who want to make illegal files (movies and software) available without putting it on their machines, without using their storage space and bandwidth, and without inviting the police to their homes for a talk. It has happened to at least one public library; there is no doubt that it happens to others as well.

			Besides hackers and crackers using our generous storage and bandwidth, a number of others might find library patrons and libraries valuable targets. Viruses, scams, and other e-mail and web page–borne problems are just as much an issue at the library as they are on our home computers. The IT department’s job is to provide a buffer between the bad guys and the library’s network. If you do not have an IT department, however, someone still needs to provide that buffer. You can provide that buffer by installing, configuring, maintaining, and tweaking some sort of firewall, or you can find another solution that will keep the bad guys out while still allowing the good guys to pass through unimpeded.

			Some options are available to you for little or no cost—such as finding a volunteer, using the technical school or trade classes at your local community college, and trading advertising/services with a local computer shop. Professional volunteers could be out there for you to find. Some examples are retirees from the business world who understand computer security, people who might have extra time while their children are occupied and want to give back to the community, or people who just feel that the library is an important resource and are willing to spend a couple of hours a week evaluating and hardening your computer security. If a professional volunteer is not available, check with trade or technical schools in your area. There may be a professor who is willing to give extra credit to students for hours put in at your library to help you secure your network. A slightly more controversial option is to trade services or advertising with local computer shops. For a couple of hours a week of their time, you could offer them a blurb in the newsletter, allow them to put on computer education programs that highlight their shops, or give them sponsorship of various library events. Other options exist as well. Although they will generally be more costly, they might be more effective.

			Before going into the other options, however, a quick discussion is in order about the efficiency of protection versus the ability to access resources—an issue that plagues every IT department everywhere. A big part of IT’s job is to provide security to users on the network. Another big part of IT’s job is to make sure that users can actually use the network as they need to so that they can do their jobs. These two parts collide quite frequently, and often some concessions have to be made somewhere. In general, the folks to whom you are outsourcing your security are not going to be in a position to make those decisions. That is the call of the library’s administration. Communication with your existing IT department, if you have one, and your vendor, consultant, or security provider is crucial to give the library administration the information needed to make those calls. For an example of such a decision-making situation, see the textbox 8.1. If you do not have an IT department, you can use resources such as Amazon’s Best Practices security white paper (http://media.amazonwebservices.com/Whitepaper_Security_Best_Practices_2010.pdf) to get an idea of the industry standards for cloud-computing issues. For other issues, you can turn to mailing lists and other experts found in the “Resources for Security Information for Libraries” textbox later in the chapter.

			
				
					Textbox 8.1.

					When Requirements Collide

					There will be times when the need for security butts up against the need for network access, such as allowing telecommuting staff at your library. To give them access to your internal network, decisions must be made about what kind of holes you are willing to poke into your network to give them external access without giving anyone else access to your resources. While a consultant or vendor can be hired to put a solution in place for you, only you—as the library administrator—can make the decision about how much risk you are willing to take and how much access staff working outside the library should get to internal resources.

				

			

			Many libraries that do not have IT departments will, of course, almost certainly need to outsource some of their security services to either a vendor or a consultant. Many of the options presented in the rest of this chapter are useful for both kinds of libraries but especially useful for smaller libraries with no IT staff at all.

			[image: ] Use Your ISP

			Your Internet service provider (ISP)—the company or organization that provides you with your connection to the Internet—will have a vested interest in keeping your network safe and secure so that you do not infect others on its network. It may be able to provide you with the basic tools and services that you need to keep your library safe from Internet threats.

			Some of the things that your ISP may provide are virus-scanning services, intrusion detection and prevention services, and security audits that occur on a regular basis. If your ISP provides security audits, take them up on it as often as possible. It will scan your network to see if there are open doorways through which a bad guy can slip in. It can also see if there are any known issues with the software that you have on your network (web servers, firewalls, databases that are web facing, etc.), let you know what needs to be done to close up the holes in your network against intruders, and patch your software so that it is protected against known attacks. For intrusion detection, it may be able to periodically review the logs from your network to make sure that everything looks right and that no one is using your network for his or her own purposes. Virus-scanning services probably will not be offered for free, but if you have real problems on your network with viruses and other malware (software used by hackers and crackers to get into a computer or network), it may be worth it to have another layer of protection. Your ISP probably offers this as a service with a set fee structure. See what it will take to get these checks done for you—it will likely be pretty reasonable!

			There are some things that you will need to keep in mind when deciding what kind of security levels you need to implement at your library. Textbox 8.2 includes a checklist of questions to ask to determine what kind of security is necessary for your library.

			
				
					Textbox 8.2.

					Security Checklist 

					Policy

					Is there a security policy in place that someone on staff understands and can enforce throughout the system?

					
							Do all employees understand and acknowledge, in writing, their understanding of the policy?

							Are there confidentiality agreements in place where needed? (If someone has access to personnel or other sensitive data, this may be necessary.)

							Are passwords considered in this policy? Are all standard passwords given out by vendors changed? Is there a password strength requirement for the network?

					

					Physical Security

					
							Are servers and/or network equipment kept behind locked doors (in a way that is not accessible by patrons)?

							Are servers kept “logged off” so that someone cannot just walk up and start using them without a user name and password?

					

					Disaster Recovery

					
							Is there a plan to recover from a natural disaster? Are backups being done and kept off-site? Are disaster and recovery plans kept off-site as well?

							Is there an antivirus solution in place?

							Is the network secured? Can anyone access it remotely? What safeguards are in place for unauthorized access of the network from outside?

							Updates and patches—are they being done on a regular basis?

							Audits—is your network audited for vulnerabilities regularly?

							Computer workstations—do they have appropriate software (antivirus, antimalware, etc.)? Are built-in safeguards being used as well as third-party software (Windows Firewall, Windows Update, User Account Control, Action Center, etc.)?

					

				

			

			[image: ] Finding a Security Vendor

			Many people try to get by with security by obscurity. They figure that they are small and little known and that the bad guys will not notice them, so they do not have to secure their networks. That will not always work, however, so being proactive and finding a vendor that can provide security services for your library is a better plan than relying on security by obscurity. Vendors are out there that will provide network security—a barrier between your network and computers and the outside world. That level of security is adequate, although you will always have some security issues that are best dealt with at the individual computer level (training users not to click on every link that comes in their e-mail, for one). Check out textbox 8.3, which gives you resources for personal security on your network.

			
				
					Textbox 8.3.

					Resources for Security Information for Libraries 

					Infopeople—http://www.infopeople.org/resources/security/. Computer and network security resources; includes sections on computer workstation security, network security, and end-user security.

					Library Network Technology Committee—http://tln.lib.mi.us/committee/tech-comm/files/docs/bestpractice/Backup%20Procedure.pdf and http://tln.lib.mi.us/committee/tech-comm/files/docs/bestpractice/Strong%20Passwords.pdf. Best practices for backup and strong passwords—both are requirements for a secure network!

					Mailing Lists—Sec4Lib, http://sec4lib.wordpress.com/about/, a mailing list focused on security in libraries; Security Basics List, http://seclists.org/basics/, a list that has tips for security for anyone, not just libraries, to help secure one’s system.

				

			

			Network security vendors will sell you the hardware that you need to secure your network and the training and/or configuration of the system that you will need to make it work for you. For an excellent chance at staying secure, you can purchase a product such as the Juniper Networks (http://www.juniper.net/us/en/products-services/security) consulting services and security appliances (hardware that you install or pay Juniper to install on your network to act as a physical barrier between you and the world). Many of its service packages include centrally configured and managed antivirus protection, too. Another vendor is Sourcefire (http://www.sourcefire.com), which is aligned with the Cisco networking company and makes many of the bits of hardware that run the Internet. Like Juniper Networks, it is a full-service consulting company that can determine the best solution for your organization and help you purchase, install, and configure it.

			There are several other vendors in this space, many of which can be found at the Network Firewall Vendors page (http://searchitchannel.techtarget.com/feature/Network-firewall-vendors). Those generally focus on the hardware side of things—selling you a firewall—but most of them also offer consulting and installation services for organizations that do not have IT departments to manage the firewall and other network security hardware themselves.

			Hardware security vendors can sell you software to secure individual computers. This includes antivirus software that is installed on each machine and updated on a regular basis (as opposed to the centrally located antivirus software that you can get directly or from a security vendor, as mentioned earlier) as well as software that protects the hard drive of an individual computer from being changed. Examples of this kind of software are Centurion (http://www.centuriontech.com) and Fortress (http://www.fortressdesktop.com). This software locks the hard drive from accepting any changes to it; no one can write to the drive or permanently install anything to it. Each time that the computer is turned off, the temporary changes that may have been made to the computer—files saved, programs installed, and so on—are wiped clean, and the computer is restored to the state that it was in when you deployed it. This is powerful stuff for public computers, although it is a bit limiting for staff machines, since you cannot save anything at all to the computer and would have to use a file server or cloud service to store all your documents all the time (see textbox 8.4).

			
				
					Textbox 8.4.

					Security Vendors

					Centurion—http://www.centuriontech.com

					Fortress—http://www.fortressdesktop.com

					Juniper Networks—http://www.juniper.net/us/en/products-services/security

					Network Firewall Vendors List—http://searchitchannel.techtarget.com/feature/Network-firewall-vendors

					Sourcefire—http://www.sourcefire.com

				

			

			Consultants are also a good source of security information. From library-land experts—such as Blake Carver (http://www.slideshare.net/nebraskaccess/ncompass-live-it-security-for-libraries-13313878 and lisnews.org/security) or Sem Security (http://www.semsecurity.com/Public%20Library%20Security.htm), a company that offers security consulting to libraries across the United States—to local computer gurus, you can find lots of advice and maybe someone to hire to give your library a security makeover. Chapter 9, which talks about consulting in libraries, has a number of resources that list library-land (and other) consultants, many of whom would also be able to help with your security needs at your library.

			[image: ] Security Policies

			One way to help secure your library against the bad guys is to have a good set of security policies in place. Blake Carver (2011) has a suggested set of policies that make an excellent start to any security policy that your library may decide to enact:

			
					Strictly enforce laws, regulations, policies, and standards, with severe negative consequences as a strong deterrent for those not adhering to the rules.

					Avoid giving access to sensitive and valuable assets to those who have no need to know.

					Monitor access and use by those who do need to know.

					Patch and update the OS and applications on a regular basis.

					Make sure that you are checking the Internet for usernames/passwords for your library—learn the fine art of ego searching (see textbox 8.5).

					Is your domain going to expire? Don’t let squatters get it!

					Design for uncertainty. You do not know how people will attack.

					The biggest threat to everything is people downloading stuff that they should not.

					Default installations are frequently insecure.

					Backups? Is everything backed up, and do you know how to restore?

					Consider application white listing (e.g., AppLocker, McAdee Application Control).

					Include security responsibilities in all job descriptions. (Impossible?)

					Tie security performance into employee performance reviews. (Impossible?)

					Include disciplinary actions for all security incidents. (Impossible?)

					Dedicated staff? At least assign staff to certain areas. (Impossible?)

					At the very least, someone needs to have this as a part-time permanent assignment.

					If possible, take away rights and decisions to save people from themselves and one another.

					Encrypt your valuable data.

					Build in training on a regular basis.

					Separate duties, if you can, to make things more secure.

					Know as much as you can about those you are hiring.

					Do not share admin or root accounts.

					Make it clear which staff members have specific privileges and responsibilities.

					Create and maintain good documentation.

					Make sure user accounts are gone when employees are gone.

					Think like a bad guy and try to see what you can do.Textbox 8.5.
Ego Searching: A Tool for Network Security
One thing that you can do to make sure that your network is secure is to search for yourself using a search engine. Know what information is out there—you could be very surprised by the documents that you think are private that can be found using a Google search. The My Digital Life blog has a great article on using Google to find misconfigured servers and other vulnerabilities (My Digital Life’s Editorial Team 2007).



			

			Security Cannot Always Be Outsourced

			Sometimes, you have to get involved with security in your organization whether you want to or not. Having a basic understanding of what is being done to protect your network is strongly encouraged, just so that you know what is going on and can evaluate the effectiveness of the security being implemented.

			Infopeople (http://infopeople.org/resources/security/) has a great document on the basics of security for computers and libraries on its site. Read this to get an overview of what needs to be done.

			InfoWorld Magazine has a list of ten things to check when looking at what your security person, vendor, or consultant is doing (http://www.infoworld.com/d/security/secure-or-not-10-spot-checks-will-tell-you-197928). Going through those ten things and making sure that they are being done or dealt with is a great way to make sure that your library stays secure.

			The most secure system in the world is only as strong as the people who know the password. No matter how hardened your system is—no matter what kind of sophisticated and expensive security hardware you put into place—all that is required is for someone with the password to be tricked into giving it to the wrong person. As a matter of fact, many hacks start there. The concept of social engineering has been around for years, and it is by far the easiest way for a bad guy to get control of your machines.

			Besides just knowing about how to avoid being socially engineered by the bad guys, your staff will need to keep their eyes open for all kinds of security breaches. One thing to keep an eye out for when opening the computers up in the morning or closing them for the night is extra hardware attached to the computer. Sometimes keyloggers—small bits of hardware that log every keystroke made on a computer (including user names and passwords entered into websites)—can be inserted into a USB port on the back of the computer and run undetected, using the library’s wireless to upload the data they collect for years. If your staff know what is and is not normal for your computers, they will be much more likely to find and remove extra hardware and so improve the security of your computers. Other things that your public services staff should be aware of include people who consistently seem to have problems that require them to reboot the machine (they may be able to hack into the computer during the bootup process) or people who are furtive and look like they are trying to avoid detection (they could be trying to hack into the computer directly). Knowing what is normal and abnormal in both the environment of the computers and the behavior of the computer users is key to keeping things safe in-house.

			The fact that it is easier to socially engineer a way into a computer system is also true for viruses and other malware that someone may try to install on your computers. It is much easier to trick a user into clicking a link and installing the malware than it is to forcibly hack into a computer to put that malware on without the user’s help. It is one reason why scams such as “phishing” are so common. When phishing, the bad guy sends an e-mail that looks like a bank’s or other financial institution’s official e-mail, but it contains a link to the bad guy’s site instead of the bank’s site. If the bad guy can get you to click on that link and enter your banking information into his server, he does not have to attack the very hardened and difficult-to-access bank servers. He now has an “in” to those servers through your account. This is now just as popular a way to get information as the traditional e-mail that fools someone into installing a program that steals information from the user’s computer—in some hacker circles at least.

			Training and constant learning about new ways that the bad guys are trying to get in are the best ways to supplement your firewall, virus scanner, and other computer security tactics. If your staff know not to give out passwords online or not to keep them on sticky notes under the keyboard of their computers (especially in areas that the patrons can access) or how to identify a phishing e-mail, your library will be more secure (see textbox 8.6).

			
				
					Textbox 8.6.

					Don’t Forget About . . . Keeping Security in Mind

					One of the major ways that you can keep your library secure, even without a dedicated IT staff to protect computers, is to consider security in everything you do:

					
							Ask about security levels in software that you purchase or outsource to others.

							Ask about security features in hardware that you implement.

							Make security a standard clause in all contracts that you sign—make sure that your outsourcing vendors and consultants are considering it, too.

							Provide your staff with opportunities to continue their learning about security-related topics; find workshops and webinars that they can attend.

							Find opportunities to bring in experts and security-minded people for staff in-service and learning days.

							Make sure that all of your software is up-to-date and patched well.

					

				

			

			[image: ] Key Points

			Security can never be fully outsourced; there are too many ways that your involvement will be required to just hand off the responsibility of security to someone else. That being said, however, there are some parts of the security effort that you can farm out to other people:

			
					Use your ISP to help you find vulnerable spots in your network.

					Find a security vendor that will help you with the nitty-gritty parts of installing and configuring your hardware.

					Find a consultant that will help you with choosing what kinds of security will work best in your library.

					Come up with and enforce policies that make sense for your staff and patrons.

					Include staff behaviors in those security policies that help to cut down on social engineering weaknesses in your organization.

					Consider training and constant updating of security knowledge a key part of staff development.

			

			Security and keeping your patrons’ data safe are key parts of running a library, and they require the input and participation of every staff, consultant, and volunteer person that has access to your network.

			While there are many other reasons why you might want to hire a consultant—and those are covered in the next chapter—having someone come in and determine your weak spots is a smart use of limited budget dollars.
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			Chapter 9

			Consultants and Outsourcing IT Knowledge

			
				
					In This Chapter

					
							Finding a consultant through professional organizations and local groups

							Making sure that your consultants understand libraries

							Hiring the right consultant for your organization

							Making sure that the consultant you use is the right fit for your staff

					

				

			

			This chapter begins with a discussion of what consultants can do for you and what exactly a consultant is—and how that differs from a vendor or other kind of outsourcer. The chapter then continues with an example of a library consultant from Vermont. Jessamyn West’s consulting work is profiled to give you an idea of what can be possible with the right person in place. After that, the chapter continues with choosing a consultant—including the consultants that come with many technological purchases. Making sure that your vendor’s salespeople (aka vendor consultants) are familiar with and able to navigate the special world of libraries is a must. Even if you go out to find an independent consultant, you still need to be sure that she or he is going to understand libraries and how they work. This chapter gives you some tips on how to do that, and it finishes with a discussion about making sure that your consultant is the right fit for your organization. Even if you get a technically perfect person, the project on which that person is consulting may not be successful if he or she does not fit in with your staff.

			[image: ] What Does a Consultant Do?

			Throughout the book, the text has mentioned consultants—as in “you can get a consultant to help you”—but it has not really gone into detail about how to find one or what to do with one once you have acquired him, her, or them. This chapter goes into a bit more detail about how consultants are used in libraries, and it gives you some pointers on how to go about finding them and what to consider before hiring them. First, what exactly is a consultant, and what should you expect one to do for you?

			A consultant, by definition, is someone who provides expert advice by consulting with you about what you want your organization to do and by coming up with ways in which you can do it. Consultants, for the most part, are not locked into a particular technology or hardware solution—unlike a vendor who sells a certain type of technology—and, as such, can look around at all of the possible technologies and find the one that is right for your organization. A vendor, just by virtue of the fact that he or she is selling a particular technology, is not going to do any kind of work that might send you to a different technology or hardware solution.

			Before you hire a consultant for your library, you need to have a pretty good idea of what you want from that person or group of people. Have a vision of what the successful outcome will be in general, since the consultant will provide the specifics; the person or people you hire will need to know exactly what it is that they can help you do. One thing to remember is what consultants do not do—they do not do day-to-day work for your library. You will never hire a consultant to catalog your backlog of books, though you may hire one to help you streamline your workflow so that your staff can catalog that backlog and get rid of it. Consultants come in and observe your current environment to determine what you need; then, in conjunction with your staff and your organization, they draft a plan for you to follow to get what you need. Your consultant will almost certainly never do the actual work of the project; he or she is just there to help you determine what needs to be done and who is best suited to do it, so that person may be involved in hiring contract workers and other outsourcing partners for you as part of his or her duties.

			Besides knowing what the consultant can do for you, you must also know what you need done (see textbox 9.1). An evaluation of your current technological assets and capabilities is as essential here as it is for any other kind of outsourcing project that you may embark on. If you do not know what exactly you need done, you cannot hire the best people to do the work. Some libraries may need to hire a consultant to do an environmental scan to get the information on technological assets and capabilities before going out to hire another consultant to do the work needed. If you have no access whatsoever to technical know-how in your community or in your network of library consortia, consultants can be lifesavers. They can quickly get your library up to speed and ready for the technological requirements of the modern age (see textbox 9.2).

			
				
					Textbox 9.1.

					Envisioning Success

					More than once in this book, you have been asked to decide what success looks like before you hire someone from the outside to make that successful project happen. The California Digital Library has a great article online (http://www.cdlib.org/cdlinfo/2010/06/16/envisioning-successful-outcomes/) that goes into why you might want to use a technique such as envisioning success for your projects, and it provides concrete steps to take to use the technique. Any time that you embark on a project—whether an outsourcing project or one that is entirely in-house—using this technique can help you plan for a successful outcome.

				

			

			
				
					Textbox 9.2.

					A Consultant and More in Vermont

					You could get lucky and find a librarian like Jessamyn West, who has made a career of being a consultant to small libraries in the Vermont area.

					She is a consulting librarian with several public libraries in Orange County, VT helping them primarily with technology. She also conducts drop-in hours for adults at the Randolph Career and Technical Center’s computer lab, a job she first started as an AmeriCorps volunteer.

					To put it gently, Orange County lags behind when it comes to computer and Internet use. “I’m teaching the same classes here I was teaching in Seattle in 1994,” West said. She can go from answering questions for the Internet savvy at the Ask MetaFilter page to helping the Randolph Garden Club make mailing labels. (Hason 2007)

					Jessamyn was not officially employed by any library in Vermont, but she acted as a consultant as well as a tech trainer and system administrator (she wears many hats at each library she serves) to several that were too small to afford an IT person of their own. The libraries got to access her expertise for less money than what they would need to provide for a full-time employee, and Jessamyn got the freedom to work around her other commitments. Jessamyn spends her consulting time alternating between helping her local libraries manage and improve their technology and helping patrons who have questions—her duties run the gamut from big-picture consulting to answering random technology questions while she is visiting the libraries that she serves.

				

			

			Finding consultants can be challenging in and of itself, however. Tap into your network, and use your contacts in real life and online to find the right consultant for you. Ask around on mailing lists and social networking sites to find out whom others have used and would recommend for your job. Go to conferences and consortium meetings, and ask people there whom they used and whom they would recommend. Use word of mouth to find consultants for any size job. While there are lists of consultants all over the Internet—and some in this book, even—choosing a consultant from a list on a web page is as fraught with unfortunate possibilities as choosing a lawyer from a yellow pages ad.

			There are several companies, organizations, and individuals that provide consulting services for libraries across the country. The organization mentioned earlier in chapter 5, Missouri Library Network Corporation, provides consulting services to libraries across Missouri. It offers consulting services for everything from IT issues to cataloging to strategic and organizational planning. It is not the only organization to do that, either. Idaho’s state library offers a consultant to libraries to give advice and help with technological changes. There are also some individual consultants that work with libraries scattered around the country—there is likely to be one near you. Use the resources in textbox 9.3 to find possible consultants for your organization; then, use your network of other libraries and librarians to get recommendation and reviews for those consultants.

			
				
					Textbox 9.3.

					Library-Specific Consultants

					Pat Wagner, Colorado—does workshops and general consulting for libraries and librarians in conjunction with her organization, Pattern Research.

					Polly Farrington, New York—does consulting with libraries on technical topics, including web development and technical training.

					Richard Harwood, Washington, DC—does consulting with libraries and other community organizations, aiming to connect those organizations with the broader community.

					Robert Burgin, North Carolina—provides automation and other technology consulting for libraries.

					Joan Frye Williams, California—a library consultant and futurist who offers technology and planning consulting services.

				

			

			Other states have similar programs and organizations. A quick Internet search will identify which are close to you and which can offer you the services that you need.

			[image: ] Do Your Consultants Understand Libraries?

			Library associations are a good place to find a library consultant that can work with you. Textbox 9.4 contains some resources that various associations have put together for library services and consultants around the country. If all else fails and there is no library-related consultant that will fit with your library—whether because of cost or personal working styles or whatever reason might come up—there are companies that do technical consulting and advising that are not specifically targeted to libraries. These are reasonable alternatives if they understand the differences between commercial enterprises and libraries. Since most companies want to keep their data private and are in the business of making money, their concerns are different from your average library’s concerns. Libraries are in the business of sharing data, information, and access while not making money. However, libraries hold patron data that are extremely sensitive and need to be as secure as possible. These requirements call for a different mind-set from the one commonly found in the commercial IT world.

			
				
					Textbox 9.4.

					Library Associations: Finding Library Consultants

					American Library Association—http://www.ala.org/tools/libfactsheets/alalibraryfactsheet09. Library products and services factsheet.

					Association of College and Research Libraries—http://www.ala.org/acrl/consulting. Consulting services.

					Association of Specialized and Cooperative Library Agencies—http://ascla.ala .org/blog/tag/library-consultants/. Annotated list of library consultants.

				

			

			The first place to look for nonlibrary consultants would be through partners in the nonprofit world. Consultants that have successfully worked with nonprofits in your area before will be likely to understand both your library and your community. Check with local nonprofits, such as the United Way or a local museum or archive, to see which consultants they have used in the past that they might recommend. Another possible place to find consulting talent that will understand the kinds of constraints and limitations that the library environment can impose is in the realm of government consultants. A resource such as the GovLoop site (http://www.govloop.com), which showcases information for government employees and agencies, might be a good place to start. It has forums just for consultants who want to help government agencies leverage Web 2.0 technologies (http://www.govloop.com/group/govconsultants20) and forums for consultants who work with government agencies to communicate among themselves (http://www.govloop.com/group/consultantscorner), making it a great place for you to find out who is working on the same sort of projects for which you are seeking a consultant.

			You can find commercial IT consultants in the yellow pages or through an Internet search or by requesting referrals from your patrons. Ask to whom they take their technical problems to; you may find the perfect person through word of mouth. This may be the most expensive of the consulting options presented so far, but it is likely to be the most responsive, too. If the computer consultant whom you use is close and being paid the going rate for services, he or she is likely to get your technology issues fixed quickly and without much fuss. A library-land consultant who lives three hours away may be slower to respond to your needs. If you have the money to afford a local consultant and there are no library-specific consultants in your area, make sure that she or he understands the unique challenges that libraries face in regard to data privacy and security.

			[image: ] Hiring the Right Consultant

			There are many sites out there that have great tips on hiring consultants. One that is library specific is an article in Computers in Libraries called “How to Hire the Right Consultant for Your Library” (Cohen and Cohen 2003). In it, Alexander and Elaine Cohen, library consultants themselves, explain what you need to know before hiring a consultant (see textbox 9.5).

			
				
					Textbox 9.5.

					Tips for Hiring a Library Consultant

					Planning is key when hiring an outside consultant to come in and do some consulting for you. Before you ever hire someone, you need to be able to tell one, clearly and concisely, what it is you need and what you expect to get. This is where the process of writing an RFP (request for proposal) for a consultant or outside contractor is vital (see chapter 6 for more on RFPs). It really lets you get your thoughts together, and it provides you with a vehicle to clearly express the needs of your library to potential consultants.

					The RFP should lay out

					
							Your library’s environment—the population of the community, governance structures, and so on

							The background of the project for which you are seeking a consultant

							The background of the staff who will be working on the project—the skills and specialties of each one

							Your vision of success—what you see as the final outcome of the project

					

					Each consultant that you approach should be asked the same questions, just as each candidate for a staff position would be asked the same questions in an interview. Many of your questions will be specific to your project and will be suggested by the planning process that you go through to come up with your RFP. Some general questions to ask consultants include the following:

					
							Do they understand the job? Can they share in your vision of the successful project?

							Are they qualified to do these particular tasks? What kind of experience do they have in similar projects and jobs?

							What methods will they use to do the job? What processes will they follow?

							How will they communicate with library staff and administration? What is their usual communication style?

							What kind of timeline can they commit to for this project? (Cohen and Cohen 2003)

					

				

			

			Once you have narrowed the list of consultants to a few that you would like to see more from, ask for written responses to some of your questions, as well as a personal interview. Consultants have to be able to communicate clearly and effectively. If they cannot communicate with you in the hiring phase, they will not be able to communicate with your staff during the working phase. Ask for and check references, even if someone referred them to you. Get a couple of testimonials before you start the process of contracting with a particular consultant or group of consultants, just to get as wide a view of the skills and working styles of the candidates as possible (see textbox 9.6).

			
				
					Textbox 9.6.

					Don’t Forget About . . . How to Work with a Consultant

					
							Allocate enough time to really vet a consultant before you commit to working with him or her.

							Ask around your network to get referrals and reviews of local consultants.

							Know what you want before you start the hiring process (by writing an RFP or project plan of some sort).

							Treat consultants as employees—they work for you, and they need to be responsive and helpful, just like the staff that you employ at your library.

							Combine jobs—some people can act as consultant and technician both, so if you find someone who can do that for you, consider that a cost- and time-saving option.

					

				

			

			[image: ] Key Points

			Consultants perform a number of tasks for their clients. Finding a consultant that is a good fit for your library can be difficult and may mean ranging far afield of the traditional library consultants. You can find library consultants in many places, using your professional organizations as well as local nonprofits to help you locate the perfect person or organization for you. You now have some tips on how to find consultants outside the library world, including local museums or archives as referrers. Hiring consultants can be a challenge for many libraries—knowing what to look for can be difficult unless your planning process is thorough. The RFP is an excellent tool for clarifying your vision of success and communicating that to potential consultants (see also chapter 6). The process of hiring consultants can be challenging as well. You need to remember to allocate plenty of time to get to know your potential consultants before you commit to working with them over the long term. If hiring someone from the outside is more than what your budget can afford, however, the next chapter will give you some examples and tips on doing outsourcing with creativity instead of cash.
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			California Digital Library, Envisioning Successful Outcomes—http://www.cdlib.org/cdlinfo/2010/06/16/envisioning-successful-outcomes/. Article about planning for success.
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			Chapter 10

			Innovative Outsourcing

			
				
					In This Chapter

					
							Finding creative ways to get work done using outsourcing

							Outsourcing via contests—bookmobile design, logo creation, and hack the OPAC

							Outsourcing via Facebook and the LSW (Library Society of the World)

							Crowdsourcing\ and crowdfunding

							Outsourcing via collaboration with other groups

							Innovating by outsourcing—makerspaces

					

				

			

			For those who have lots of great ideas but not so much money, getting creative and finding innovative ways to outsource your work can be useful. Outsourcing can also be scary and unproductive if not approached correctly. Not all the examples in this chapter are specific to IT challenges, but they can be modified and used in many ways to get you the IT assistance that you need. This chapter begins with a few examples of outsourcing using contests and other gamelike activities—including a virtual hacking invitation—that have worked at various libraries. After that, the chapter continues with tips for finding outsourcing ideas via social media outlets, including Facebook and a library-specific group on FriendFeed. Innovative outsourcing ideas continue in the section on outsourcing via collaboration, and the chapter ends with some ideas for outsourcing to get some help to create a makerspace at your library.

			[image: ] Outsourcing via Contests

			Many libraries hold contests to engage their patrons or get them involved in promotional efforts. Contests actually may lead to situations that provide excellent opportunities to outsource technology, from web design work and graphic design to getting technical advice from teenagers. The following are some real-life examples of how some libraries have turned contests into ways to outsource their technology needs.

			Bookmobile Design

			To find a great design for the new bookmobile that the Missouri River Regional Library was about to purchase, it looked outside the library and to the community at large. Mike Washburn, the outreach manager, started a contest, asking community members to draw a scene on a specially designed sheet of paper and then turn it in to the library when they were done. A library committee was put together for this effort, and it reviewed the entries. The library received almost twenty, giving the committee a nice range of options from which to choose. The winning design (figure 10.1) was then blown up and printed on the side of the bookmobile as it was being outfitted for the library. The winner of the contest got a mention in the local newspaper and a special place of honor in the bookmobile dedication ceremonies. The library got a nice design for the cost of running a contest—that is to say, considerably less than hiring a graphic designer to do the whole thing.

			
				
					
						[image: ]
					

					
						Figure 10.1. Missouri River Regional Library’s Bookmobile, Based on a Design from a Contest Held by the Library.

					

				

			

			The library did not have a graphic designer on staff, so it outsourced the design to the community. This same technique could be used to outsource the design of a website or even the home page of a group of library computers—something that makes the library look good and gets the community involved. Always a good idea!

			What to remember if you choose to do this:

			
					Have a backup plan in case there are no entries or the entries that you do get are not of an acceptable quality.

					Have a lawyer draft the contest rules and regulations so that you will own the rights to the entries.

					Be generous in your praise and promotion of the winner—you could have paid a lot more for that design!

					Do not do this so often that people start to think you are taking advantage of the goodwill of the community in getting free designs.

			

			Library Logo

			In a similar vein to the bookmobile design contest, Manatee County Central Library (http://www.mymanatee.org/home/government/departments/neighborhood-services/library.html) gave away Kindle Fire tablets to the winners of its contest for a new logo and motto (Nielsen 2012). It also drew from its community to get a new look for the library. More than two hundred entries were received. The librarians involved in the contest chose one winner in the logo competition and one in the motto competition, and each received a Kindle Fire tablet. Contests, if the prize is right, can be amazing tools for getting all kinds of help from the community!

			More recently, the Manatee County Central Library was running two more contests in 2013 to celebrate the five hundredth anniversary of Florida (http://www.mymanatee.org/home/government/departments/neighborhood-services/library/VIVA.html). In the first contest, the library was looking for photographs of the county to put into a time capsule. The rules, as linked from the cited page, give full rights of all entries to the library, so it will, at the end of the contest, have a number of photographs of the county that it can use however they choose, either on its website or in the library building itself. While this contest is not specifically for a new logo or web design, it can be useful for coming up with content for displays or to decorate pages on the web.

			Hack the OPAC

			Since Mike Washburn’s idea to hold a contest for the bookmobile’s design was such a success, he decided to try it again when he was put in charge of the OPACs (online public access catalogs) at Missouri River Regional Library. He set up one of the OPACs outside the Teen Zone with a sign that read, “The first person to get to Facebook on this machine wins a 6-pack of your choice of energy drinks (provided you tell Mike W. how you got there).”

			The idea behind this “contest” was to help tighten the security on the OPACs by letting the teens just pound on it, trying hack after hack on the computers, until they got through. Once someone broke through the protection, told Mike how he or she did it, and got the energy drinks, the process would begin again (after Mike closed the hole pointed out to him, of course). While this is as much an ongoing security check as a contest, it is an innovative way to get the community involved in and helping with library technological challenges. It was also considerably cheaper than hiring someone to help with the problem that every library has of providing a computer that can access a single site (the OPAC) without giving folks access to other sites (e.g., Facebook). Mike took the time-tested process of hiring a hacker to protect a computer system and made it enjoyable for the hackers (teens) and useful for the library, too (see textbox 10.1).

			
				
					Textbox 10.1.

					Don’t Forget About . . . How to Make Your Contest a Success

					
							Consult a lawyer to help you draft contest rules and regulation.

							Provide prizes for the contest that are appropriate and that will get contestants excited to participate.

							Reciprocate in social networks—if you ask questions on a particular network or group, be sure to answer some, too.

							Crowdsource your problems intelligently—do not go running to your networks for every little problem or you will exhaust them!

					

				

			

			[image: ] Finding Outsourcing Ideas on Facebook

			Any library with a social networking presence (e.g., Facebook, Twitter, YouTube) can try getting ideas and help from Facebook friends. Many libraries have asked Facebook friends to come up with slogans, sayings, and quotes to put on T-shirts or other marketing materials. While this may be more useful on the marketing side than the technology side, it is a way to get ideas for new technologies, too. For example, use Facebook to find out what kinds of e-readers your patrons have right now so that you can make intelligent decisions about which e-book vendors are right for you. Use Twitter to take an informal poll on how your patrons use your computers that you provide in the library so that you can buy the right kinds of software and peripherals for them. All these are ways to avoid the cost of a consultant and, in a way, to get free help without formal outsourcing.

			Another way to use Facebook or any social network is as an extension of the mailing lists that many librarians already use. Lists such as PubLib (http://listserv.oclc.org/scripts/wa.exe?A0=PUBLIB) provide a forum for questions to be asked and answered via e-mail and are still a viable way to get information about libraries and the technology they use. While many librarians stick with mailing lists, some have migrated to the world of social networking and can be reached only through Facebook or Twitter. Those folks, though, are just as helpful, and asking a question on a social network will likely get you an answer just as fast—if not faster—than via a traditional mailing list.

			One group on Facebook, the ALA Think Tank, is a collection of more than four thousand members (as of the time of this writing) who are in some way connected to libraries and want to socialize and get some ideas for how to manage their work from their peers. One recent thread on the page (https://www.facebook.com/groups/ALAthinkTANK/permalink/522880821118076/) features a librarian asking for new ways to shelve children’s books that may work better than alphabetical order. Another thread on that same group (https://www.facebook.com/groups/206033349481623/permalink/491295334288755/) asks how to manage phone use by patrons who cannot afford their own cell phones, something that comes up on mailing lists quite often.

			Other groups exist: some open, such as the ALA Think Tank; others closed, such as the Kansas Techies group, which includes only people who are managing library technology in Kansas. Searching through Facebook or FriendFeed or Twitter will quickly get you a number of conversations on whatever topic that you need more information or advice on, giving you a chance to outsource your problems to librarians who may have already dealt with and solved the problems that you face. Of course, none of this works unless you contribute; you can be the person to whom some other librarian turns when facing a problem that you have already solved, in effect outsourcing his or her issue to you.

			Most times, skimming the front page of the LSW (Library Society of the World) room on FriendFeed (see textbox 10.2) will show you people who are asking questions of the room that they do not have the staff in place to answer. You can find questions about librarianship, technology, building/staff management, and more, just about every day. The librarians using the LSW room are sometimes outsourcing (looking for someone to provide a service or answer that a question their staff cannot) and sometimes crowdsourcing (looking for a number of answers from a number of people to get an idea of the “lay of the land,” that is, more than a single definitive answer). Either way, turning outward toward social networks to find people who can do particular tasks or answer particular questions is a great way to get a much wider view on a particular problem or project on which you are working.

			
				
					Textbox 10.2.

					LSW on FriendFeed

					FriendFeed, a social networking site that is slightly less popular than Facebook, is still a great place to get information about libraries from librarians. The LSW (Library Society of the World) room, a free-form organization of librarians who gather to help one another out, is a major draw for librarians to the FriendFeed platform (http://friendfeed.com/lsw). As of this writing, there are 970 people who subscribe to the FriendFeed LSW room. This makes for a large and diverse group of librarians, one or two of which probably have the answer you want. As always, be willing to answer what you can as well, but do not hesitate to use a group such as LSW to augment your IT department and get help anytime, day or night.

				

			

			Crowdsourcing is outsourcing to a big group of people, so essentially what you are doing when you are asking a large group of people to help you with a problem is crowdsourcing it. Both the aforementioned contest ideas and the social networking groups in this section are examples of work that has been crowdsourced. Recent ventures, such as Kickstarter, have used crowdsourcing to fund projects that have trouble getting traditional funding. The pebble smartwatch (http://getpebble.com) was a product funded entirely by a crowd of people contributing small amounts ($150 to $300—very small in terms of investing in a new company) in return for the product once it was funded and created. You can use platforms such as Kickstarter, which is geared toward funding actual physical products, or the Indiegogo platform (http://www.indiegogo.com), which raises money for just about anything. Instead of running a donation drive yourself, you can turn to one of these outfits to help you crowdsource your next big project or special event.

			[image: ] Outsourcing via Collaboration

			Another way that you can “half” outsource is to bring in people from other libraries in a collaborative effort. By expanding the pool of talent to other libraries or other organizations in your community, you expand the amount and kind of work that you can do for your library and your community. Many of the projects that you might undertake to improve your library can be useful to other segments of the local community or to other libraries in the area, so it would make sense to invite them to assist you in the project.

			Many times, government offices want to reduce the amount of paperwork that they have to deal with by having citizens fill out forms on the Internet, thereby providing information that is directly inputted into a database. This bypasses the need for government employees to take written information on paper forms and enter it into the database. The problem, of course, is that not all citizens have access to the Internet in their homes. A collaborative project between your library and the city government’s IT people partially outsources this project to the city by setting up and managing a set of computers set aside for government-related tasks, such as filing certain documents, paying for licenses and taxes, and applying for government benefits (e.g., unemployment).

			A recent example of a partially outsourced project between government and libraries is the implementation of health care exchanges in response to the “Obamacare” initiative. While libraries will do what they always do—that is, provide access through their public computers to, in this case, the new health care exchanges—the government will provide both training on the new system and “navigators”—that is, private citizens who can come in and help your patrons decide on the health care plan that is right for them. While your library may provide all the hardware and access, the government will provide someone to help guide folks through the process. At the time of this writing, that project is still in its infancy, but the collaborative outsourcing framework is there: the government outsources access; the library outsources assistance; and the patron gets a full complement of services in the process.

			Other collaborative projects could include inviting in local techies to teach classes at your library, giving them more exposure to the community and you some tech-related programming to offer your patrons. While they are there, they can train library staff to do tech-related tasks, too, in essence outsourcing the technology training that your staff need! Perhaps you could partner with some local nonprofits to produce a conference or seminar for entrepreneurs and businesses in your area that will highlight the kinds of services that each organization can provide to those businesses. In the course of organizing and attending that conference, you will also get some ideas of how to help other nonprofits in your area and how they can help you, too—again getting some outsourced help from the partner organizations by attending the sessions they sponsor and, in turn, giving outsourcing help to them by sponsoring or presenting sessions of your own.

			Sitting down with a pad of paper and a short but defined amount of time (ten to twenty minutes or so) and writing down all the ideas that you can come up with to collaborate on projects and programs with outside entities will pay off. You will come up with a lot of ideas, many not so usable but some that will help you, your patrons, and your community—all in one fell swoop!

			[image: ] Innovating by Outsourcing

			What is becoming popular for libraries to do for patrons is to create a “makerspace” of some sort. Makerspaces are areas where people can use tools, computers, and other expensive items to create just about anything. Makerspaces and three-dimensional printing have come of age at about the same time, partially because three-dimensional printers (printers that create physical objects from plastic or some other material by layering that material in specific shapes) are too expensive for many individual organizations to purchase on their own, but by pooling their money and getting contributors to help offset the costs, they become more reasonable. Many makerspaces include soldering, welding, carpentry, and crafting supplies that the community can use to create do-it-yourself projects.

			For the technologically and financially challenged libraries out there, finding out what you need in order to create that space and then getting the resources together to make it happen can be a challenge and is a great problem to outsource or crowdsource to your community and to social networks to which you belong. One thing to keep in mind is that you can always expand and add. Starting small is a good idea, actually. Until you figure out exactly what your community will use, there is no need to plan, purchase, and install a bunch of expensive equipment that may never get used. Makerspaces can run the gamut from workstations with word-processing software and an attached printer to full-on workshops full of three-dimensional printers, soldering equipment, and the like. If you do not have the room for a dedicated makerspace, that problem can be worked around as well. You can run maker programs that let you do things such as invite your local teens to create a “computer” using a Raspberry Pi board, a case, and some guided help from someone who has done this before (could be a staff member with a gadget-y bent or a community member who is willing to come in and help with the program). An investment of a couple hundred dollars for several boards and cases could give you a long-running program that lets you reuse the materials to create new computers at every program—or you can make the computers available to their makers for the cost of the materials—often less than $50.

			Lawrence Public Library, in Lawrence, Kansas, was doing something similar in the summer of 2013—it has a “Brain Lab: Gizmos and Gadgets” program (see http://www.lawrence.lib.ks.us/news-events/events/brain-lab-gizmos-gadgets/), which gives older teens the opportunity to come to the library and make little electronic gadgets themselves. The library has set up the program and invited tech people from outside the library to come in and lead at least one of the programs. A collaboration between a technically inclined member of your community (i.e., whom you can outsource the leading of the program to) and the teens to do something like this would be a great way to get teens involved in the maker culture. Maker does not have to be technological, either—a maker program can be a class in which the leadership is outsourced to a local yarn or fabric shop owner to get teens or young adults involved in knitting, quilting, or sewing.

			[image: ] Key Points

			As with all endeavors, outsourcing can be done innovatively, especially by libraries that have limited funds or staff time to devote to these projects. Your library can use contests to get community members to design your bookmobile or logo or provide content for your library or website. You can use a contest to encourage teens to hack your computers, then use that information to improve your library’s security. You can also use social networks—Facebook, FriendFeed, or Twitter, to start with—to ask questions and get ideas and input from other librarians for a sort of no-cost outsourced consulting. Other ways to find potential outside leaders for programs and provide training and support for your staff is to collaborate with other organizations. Collaboration gives you access to the outside organization’s staff and lets you provide value by giving them access to your staff. Creating a makerspace or providing maker programs provides even more opportunities for innovative outsourcing. Once you decide how you will outsource your projects, decide how you will capture what you learn from them, because you inevitably do learn something from every project that you undertake. How you capture and use that learning in the future is the subject of the next chapter.

			[image: ] Reference

			Nielsen, J. 2012, July 25. “Winners Named in Library Logo and Motto Contest.” Herald-Tribune. http://www.heraldtribune.com/article/20120725/article/120729768.

			[image: ] Resources

			Brain Lab—http://www.lawrence.lib.ks.us/news-events/events/brain-lab-gizmos-gadgets/. A series of programs put on by the Lawrence, Kansas, public library that brings in experts from the community to help kids learn how to make their own gizmos and gadgets.

			Indiegogo—http://www.indiegogo.com. A platform for nonprofits to use to crowdfund projects.

			LSW (Library Society of the World)—http://friendfeed.com/lsw. A room on the social network FriendFeed that is populated by librarians of all types; a great place to get new ideas and help with your library’s projects.

			Manatee, Florida, Contest—http://www.mymanatee.org/home/government/departments/neighborhood-services/library.html. The Manatee, Florida, public library uses contests to get new ideas for logos and provide content for its website.

			Manatee, Florida, Photo Contest—http://www.mymanatee.org/home/government/departments/neighborhood-services/library/VIVA.html. The contest to get photos and other content for the library and its website.

			Pebble Smartwatch—http://getpebble.com/. An entirely crowdfunded device; an illustration of how libraries might use crowdfunding to help fund their programs and other projects.

			PUBLIB—http://listserv.oclc.org/scripts/wa.exe?A0=PUBLIB. A mailing list used by thousands of public librarians to share ideas, ask and answer questions, and generally share information among themselves.

		

	
		
			Chapter 11

			Learning from Outsourcing

			
				
					In This Chapter

					
							Learning from consultants

							Learning how to manage big projects

							Discovering best practices for working with consultants

							Determining outsourcing trends

							Learning from failure

					

				

			

			One thing that any library can get from an outsourcing project is knowledge. If you pay attention to your consultant, you can learn a lot! From processes—how to do things—to the actual technical skills, consultants can usually be relied on to teach basic skills as they are working, even if it is not exactly intentional on their part. In the first part of this chapter, Jenica Rogers, director of the SUNY Potsdam College Libraries, in Potsdam, New York, talks about how she encouraged her staff to learn from their consultants as they were redesigning their website so that those staff members would have the skills to do just that in the future. Paying attention to consultants, asking questions about what they are doing and how they are doing it and keeping handy the documentation that you get from them will go a long way to making sure that you have to hire a consultant to do a particular job once. After the discussion of consultants, the chapter continues with identifying outsourcing trends—with emphasis on the current trend of crowdsourcing some of your work. Finally, the chapter ends with a discussion of a failed outsourcing project and the lessons learned from that experience.

			[image: ] Learning from Consultants

			Consultants can be teachers, if you pay attention to them while you work with them. They generally have much more experience in the processes of the project for which you have hired them, and picking up on what they do and how they do it can be a great way to teach your staff how to manage big projects on their own.

			Jenica’s goal in bringing in professionals to do the website redesign of her library’s site was not just to get the work done but to learn from the people doing the work. She had her staff helping the consultants, and she paid attention while they were working. Through just making her staff available to them and watching them as they worked, Jenica and her staff learned quite a bit about how to manage a website redesign from top to bottom and, even more noteworthy, learned skills that have nothing to do with website redesign—skills that she and her staff can reuse on other projects in other ways (see textbox 11.1).

			
				
					Textbox 11.1.

					learning from outsourced website

					In the e-mail interview with Jenica Rogers, director of the SUNY Potsdam College Libraries, most of which is presented in chapter 6, she was questioned about what sort of things she and her staff learned from the consultants whom she hired. Her answer is as follows:

					RH: How much (if any) did your staff learn, pick up, or absorb from working with INFLUX?

					JR: I know that I learned quite a bit from watching them facilitate a meeting of my library staff. They had approaches to getting and organizing information that were very different from my own. And our user services librarian learned a lot about conducting interviews from assisting them with that process. This was part of what I hoped would happen—that by watching seasoned professionals do this work, we’d all learn more and be more comfortable with doing things in a different way than we’d attempted in the past. I think it worked.

				

			

			[image: ] Managing Big Projects: Practice with Consultants at MRRL

			At the Missouri River Regional Library (MRRL), the IT department worked with the human resources department to implement a new software suite for HR and the business office to use. MRRL was implementing ABRA software that would be used by the HR department, the assistant director, and the business office to do everything from manage payroll to employee benefits to employee records in one interconnected system. This new software required a development team made up of people from both organizations—MRRL and the ABRA resellers—to work together to make this happen. During the course of the software implementation, the ABRA resellers took charge of the project and, in doing so, gave those staffers working with them at MRRL some insight into how they manage a big project such as this software installation project.

			One of the things that the staff learned was to use an Excel spreadsheet to mark off tasks as they were completed. It was a project management process that the MRRL staff had not been using but that proved quite useful. See figure 11.1 for a sample spreadsheet. This is a basic form of Gantt charting, too (see chapter 2 resources for more information on Gantt charts and where to find software to create them online). Also, the value of regular communication between project partners was shown when each week the IT department and HR department would meet via conference call to discuss what tasks were completed over the course of the previous week and what tasks were to be completed over the course of the next week. Just meeting to go over what had happened and what was expected to happen made sure that everyone was on track and on the same page. These are both examples some of the tricks that the MRRL staff picked up from the ABRA project implementation staff, who do this sort of thing all the time.

			
				
					
						[image: ]
					

					
						Figure 11.1. Sample Project Spreadsheet.

					

				

			

			[image: ] Best Practices: Learning from Consultants

			Some of the things that you can do to make sure that you are getting the most from your consultants that you are hiring include the following:

			
					Put in the contract that one staff member will be working with the consultant—that one person will be able to pick up a lot of knowledge just by working with the consultant!

					Follow your consultant around as much as possible.

					Require written documentation of everything you can think of.

					Ask questions—lots and lots of questions!

					Make sure that you understand how your consultant did what he or she did; get the methods used if possible.

					Make sure that a service-level agreement is in place so that if something happens that you have not learned about yet, the consultant will be required deal with it (a service-level agreement stipulates that the service provider will guarantee a specific level of service; e.g., uptime for a website or response time for a trouble ticket for software).

			

			[image: ] Outsourcing Trends

			One trend that has come up recently is “crowdsourcing.” This is outsourcing but to a crowd of interested volunteers. The use of Facebook to get ideas for computer classes at your library is one form of crowdsourcing. Jeff Howe coined the term crowdsourcing in a Wired magazine article six years ago. His definition of crowdsourcing is as follows: “Crowdsourcing is when a company takes a job that was once performed by employees and outsources it in the form of an open call to a large, undefined group of people, generally using the Internet” (Foster 2012).

			The three types of crowdsourcing that he mentions include some of the outsourcing tips that I have given you in this book—contests, open markets, and microwork. Contests are covered in chapter 10. Open markets get people who are interested in doing small jobs for small compensation—specifically, websites such as oDesk (http://odesk.com) and eLance (http://www.elance.com) let libraries post small jobs for small compensation. Finally, microwork is conceptually similar to the distributed computing projects from SETI@HOME (http://setiathome.ssl.berkeley.edu) that were so popular a few years ago; here, small bits of work are farmed out to many different people in an attempt to get it all done in parallel. The last form of crowdsourcing is probably not something that libraries will be able to do much of, but the first two—contests and open markets—are definitely tools that can be in a library’s toolbox.

			Another form of crowdsourcing, crowdfunding, is mentioned in chapter 10 as well. Outsourcing does not have to be all about getting work done by a single person or group you hire; it can also be about spreading out the work among many people or organizations and getting the work done in an economical and collaborative way.

			While many outsourcing trends may not be particularly relevant to libraries, there were a few outlined in a slideshow from IT Business Edge that libraries will need to be aware of.

			BYOD management—“bring your own device,” the trend of staff members using personal devices (smartphones, laptops, etc.) to do their jobs is being seen all over the country. Outsourcers need to offer device management services that are platform agnostic and that work with Android, iOS, Windows RT, and any other tablet and phone operating system out there. They also need to be able to support those devices by providing apps to interface with their systems

			Managed services—the trend of procuring an outsourced hardware solution that includes management by the outsourcing vendor is another trend that libraries will be interested in. Before you spend your money on your next web host or firewall product, make sure that the services that you need are being provided and that management is being handled by the vendor—if that is what your library needs. If you have someone on staff who can manage an outsourced bit of hardware, however, make sure you are not paying for managed services that you are not using.

			Multiple vendors for a single project—with outsourcing, libraries no longer have to rely on a single vendor to supply all the needs of a particular project. They may purchase the hardware from one vendor, the management of that hardware from another, and the installation and maintenance of the software on that hardware from yet a third vendor; vendor lock-in is becoming less of a problem when projects can be split into modules and each part of the project serviced by the vendor that offers the best value (All 2012).

			While following the trends in IT can be exhausting, learning about what is coming up and how to use those trends to benefit your library can be worthwhile. Make use of those tips in chapter 7 for finding technical training outside your organization and keep up with what is happening in the IT/outsourcing world (see also textbox 11.2).

			
				
					Textbox 11.2.

					Don’t Forget About . . . Lifelong Learning

					Lifelong learning does not just mean going to classes for the rest of your life. Every project that you undertake and every professional whom you hire should be mined for what the project or person can teach you. While undertaking a project, remember to do the following:

					
							Request documentation standards at the beginning—make sure that your vendors or consultants knows what you expect to see from them.

							Follow your professional around and ask questions.

							Look for ways to bring in someone—outsourced or crowdsourced—so that you can learn new skills and get new ideas.

							Offer your own documentation when you do something, even as an internal staff member, because we can all learn from one another.

							Make a “lessons learned” session a tradition after every project, successful or not, and after every venture that your staff undertakes, whether a consultant or vendor was used or not.

					

				

			

			[image: ] Lessons Learned

			Not all lessons learned come from projects that are 100 percent successful. Sometimes, you learn far more from a project that fails. You get a chance to see where you went wrong and correct those issues for the next project. A successful project gives you little or nothing to learn from; a failure gives you a number of lessons that you can use to make your next project stronger and more successful. The following story came from an e-mail conversation with an IT person at a lab, who asked to remain anonymous (as many people who are willing to discuss their failures do).

			At a government research lab, the staff began a fairly large outsourcing project in conjunction with a vendor. The project began with the awarding of a grant for more than $100,000, with the stipulation that the lab would match the funds. The grant timelines were pretty tight, so there was not a lot of time to brainstorm requirements, and some key staff were gone during the grant application process; so, by necessity, the requirements were created by one person with not much input from anyone else.

			All this aside, they find a vendor whose salespeople assure them that they can meet those requirements, without a problem. Other vendors are checked out, and none of them work out for various reasons, so they decide to go with the vendor that can supposedly meet all their needs. Since the U.S. government is involved in the purchasing process, the purchasing takes several months to happen. Eventually, the technology for which they had contracted arrives, and the vendor’s engineer installs it. They immediately start having problems—bugs that never seem to get fixed properly, performance issues, a third-party component that was promised to work with the system but does not, and so on. On top of all of this, the equipment that was specified in the grant took so long to be ordered that some of it was nearly obsolete by the time that it was installed in the lab.

			Personnel changes and new eyes are brought in on the project. The lab informs the vendor that it is ready to take the $200,000 system and send it back for a refund, but it really would like to work together to make the project work as promised. The vendor steps up, honors the contract, and supplies the lab with equipment that actually works and is not about to hit the end of its life.

			This project ended up with a successful solution but at the cost of three people’s time for more than a year and the inability to use the technology during that time. Some of the reasons for the failure are subtle—could the requirements have been refined and perfected if more than one person had worked on them? Could a shorter ordering time frame have alleviated some of the issues with end-of-life equipment being installed, then not supported? While the vendor did take responsibility and replace old and nonworking equipment, it took far too long—could a “failure period” have been written into the contract so that if the solution did not work after a certain period, the vendor would have had to make it good much earlier?

			Each of these options—the planning process, the ordering process, and the contract—has varying levels of changeability. From the given information, the planning process was short; people were out of the office; and it would have been difficult to get the staff to come up with good requirements. But could the boss have collaborated with another department to add another brain and set of eyes to the requirements? Whether that would have helped save the project, it might have helped the staff be more assertive in getting things fixed if they had good requirements that were comprehensive and clear from the beginning. The ordering process, because this is the U.S. government, is probably out of the lab staff’s hands, but knowing that the process can be lengthy should be part of the original planning and quote seeking. That could have helped keep old equipment from being installed, perhaps. Finally, the contract did not have (from what was reported here) a failure clause in it. Projects will fail, and there should be a way to get out of the contract or force the contracting vendor to make things right in the contract itself. See chapter 3 for more information on what to include in a contract with a vendor or outside consultant to help avoid issues like the ones found in this research lab.

			Chris Sweet, of Illinois Wesleyan University, has a slide show online (found at Slideshare—http://www.slideshare.net/christopherasweet/nurturing-failure-acrl) that discusses the culture of failure in libraries and how libraries can use the failures that inevitably happen to strengthen themselves and their staff. Further efforts to get libraries to learn from failures included the “Failcamp” held at the 2010 Internet Librarian conference in Monterey, California. Sarah Houghton’s (2010) write-up of the presentation details what each librarian failed at and how each leveraged that failure to greater success in the next iteration of his or her project. Sometimes what you learn from a failed project is that it is not right for your library or community. That too can be helpful to know!

			[image: ] Key Points

			Any project that you undertake should provide countless learning opportunities. From the experience of working with consultants and contractors on big projects in your library, you should be able to take away a number of lessons learned even if the project is less than completely successful, much like the research lab did in the example given here. You can watch to see how consultants and vendors handle big projects and then use those skills in your own projects after they are gone. You can find out how they approach problems and then add those tools to your toolbox to pull out on future issues in your library. Another tool that you can use is crowdsourcing, or farming out your work to a bunch of people instead of a single consultant or vendor. If done right, crowdsourcing can be a really valuable way to get work done by people who are not your staff. Finally, even failure can teach you something, and being willing to learn from your mistakes and failures means that you are much less likely to make those same mistakes in the future. So, learn from every project, every consultant, and every vendor with whom you come into contact with during your working life. They can all teach you something—even if it is how “not” to do things!
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			eLance—http://www.elance.com. A marketplace for freelancers that libraries can use to find people to do small jobs on an outsourcing basis.

			Open Desk—http://odesk.com. Another open marketplace where outsourcing providers can be found.

			SETI@Home—http://setiathome.ssl.berkeley.edu. An early outsourcing project where SETI (Search for Extraterrestrial Intelligence) divided computing resources among millions of computers and outsourced the analysis of data to the general public.
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