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      Preface

      
         
         
         
      

      
      Internet governance is a challenging area of international relations—charged with
         increasing pressure to simultaneously ensure both the secure operation of the network
         on the one hand, and maximum individual liberties on the other. Yet this difficult
         choice between security and liberty is obviously not a new one; it is intrinsic to
         the information society we live in. The struggle to identify the individual and community
         values that need to be preserved and the ways and means to secure them has accompanied
         the human race since its very beginnings. This strife resulted in the twentieth-century
         introduction of the Universal Declaration of Human Rights, defining those universal
         values and identifying their limits, and inciting the rapid development of treaty-based
         and customary human rights law that followed. All new technological developments—the
         printing press, photography, telephony, radio, and television—modified the very catalogue
         of individual liberties, and required new compromises by state authorities to ensure
         public order and individual freedoms.
      

      
      While to some, like John Perry Barlow, the dawn of the global electronic network sparked
         hopes for a new dominion, uncharted by existing human faults—a new “civilization of
         the Mind in Cyberspace”—lawyers, in particular, have been reluctant to recognize the
         Internet as different from other existing technologies. Referring    disparagingly
         to the emergence of an obsolete “law of the horse,” they claimed that all the necessary
         legal safeguards to ensure secure and free operation of the network were already in
         place—yet time was to prove them dramatically wrong. The unique architecture of the
         global network made the need for a similarly unique model for its “regulation” abundantly
         clear. Traditionally, all media and communication services remained under the executive
         power of national authorities, acting through laws on licenses, distribution of the
         electromagnetic spectrum, use of undersea cables, or press law regulations, which
         were enforced based on the reach of their physically limited territorial dissemination.
         But the reach and structure of the global network challenged this existing order.
         Its layered architecture and distributed management quickly proved state authorities
         unable to enforce their local laws on the global network. The Internet required a
         new model of management, or rather, of “governance”—a term more correctly reflecting
         the strong element of self-regulation and bottom-up organization characteristic of
         the global network. “Internet governance” came onto the international relations agenda
         no sooner than 2003, with the first World Summit on the Information Society organized
         by the International Telecommunications Union, and has been gaining momentum ever
         since, affecting the debates in all areas of national and international legal standards.
         For the last decade, Internet governance has been the most vividly evolving area of
         international relations, and consequently, of international law. It has touched upon
         all the values that are significant to contemporary societies—from individual liberties
         to state security; from the definition of property to the notions of cultural diversity
         and sustainable development; testing the limits of individual creativity, from free
         market to personal data protection—creating more questions than answers. 
      

      
      The present book leads the reader through this difficult evolution with wit and competence.
         Highlighting the turning points of the Internet revolution of the last two decades,
         it makes apt analogies to the lessons from the past. Analyzing the existing proposals
         for solving the Internet governance challenge and the body of international law, it
         resolves to Alexander the Great’s sword—proposing its own, unique solution for cutting
         the Gordian knot that the international community cannot seem to untie. Insightful
         analogies to the international law theory of common spaces provoke the reader to take
         another look at the way the Internet is run. Skillfully combining the  status quo   of general international rules supplemented with human rights and philosophy, the
         author convincingly argues that the international community already has all it needs
         to successfully govern cyberspace, while maintaining its character as the global asylum
         for freedom and creativity. Balleste identifies human rights ideology as the key to
         this cyber-Arcadia, encouraging the reader to carry on the human dignity legacy in
         the twenty-first century. Hopefully, this is the way that the future of the Internet
         will unfold. 
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      Chapter 1

      The Historical Dimension of Technology

      
         
         
         
         
      

      
      
         “You cannot harm one who has dreamed a dream like mine.”[1] 
         

         
         —Brave Buffalo

         
      

      1.1. The Story Begins

      
      This is a story of humanity—a story about human achievement and human development.
         It is a story that advocates the sharing of information and the dissemination of knowledge
         to all corners of the world. It is also a story full of dreams. These dreams originated
         with great thinkers from times past and present. It is also a history of control of
         resources and information, which is a process as old as human civilization. Throughout
         human history, early humans have struggled to control their environment, and an examination
         of history shows that technology has played a crucial role in their success. This
         struggle has continued over the centuries, and today, humanity seeks to improve telecommunications
         technology. This technology is the key for a better future.
      

      
      Looking at the history of the Internet demonstrates a clear timeline that started
         decades ago and continues into the present. The history of the Internet is not a simple
         one. It began with a simple idea from a psychologist, and later evolved and adapted
         into a military tool. In time, it was made available to academia, and then to the
         general public. This book shows how computer engineers, academics, businesses, and
         politicians have interacted while trying to find meaning and purpose within this new
         tool called the Internet. The struggle has centered on Internet governance, or put
         another way, the need to achieve consensus on its future management. Indeed, the management
         of the Internet is a complicated matter. It is not straightforward and most individuals
         are unaware of how this complex process began and how it may improve their lives or
         threaten their future. At present, we still need a new management model to become
         the mechanism for Internet regulation, free from external threats that would interfere
         with the individual user. This new management model would need to be grounded in principles
         that recognize the importance of human beings, along with the agreements that provide
         them with the stability to enjoy the maximum resources available for the development
         of civilization. This balance is at the heart of the controversial—but necessary—issues
         of control of the Internet’s resources.
      

      
      This book, thus, has three goals. The first and single most important goal is to seek
         clarification of, and to deconstruct the powers behind, the administration of the
         Internet and its impact on the rights that humanity holds sacred. The second goal
         is to demonstrate the importance of the individual human being in this debate. Along
         the way, we discover the origins of the Internet, its geo-political structures, the
         fundamentals of human rights, the stakeholders in the debate, the management models
         of Internet governance, while seeking a governance model that aims at benefiting humanity’s
         social process by helping to fulfill the human needs of a civilized world: a true
         social contract. But what is that social contract? If humanity must submit to a particular
         authority, then let it be absolutely clear that this acquiescence or social contract
         must be maintained by a model of governance that protects humanity. Although there
         has been governance from the very beginning of the Internet, today that governance
         exists in a state of development, and has become an exciting area of technology policy
         and international law. The opportunity and legitimacy to participate in governance
         decisions should originate with all participants (the stakeholders), especially those
         that exhibit a special interest and investment in the protection of the Internet.
         This book proposes new administrative models for the Internet—models that are deeply
         rooted in legitimate stakeholder participation. The legitimacy of any model must be
         one where governments find an effective compromise with all other stakeholders —as
         good stewards for the people they govern.
      

      
      The third goal of this book is to acknowledge the long-standing efforts of the Internet
         Corporation for Assigned Names and Numbers (ICANN). Internet governance is a critically
         important realm of policies and practices that have increasingly shaped the development
         of the Internet around the world. In 2005, the Working Group on Internet Governance
         (WGIG) shared with the world a final report that noted a working definition of Internet
         governance. This technical definition states that “Internet governance is the development
         and application by Governments, the private sector and civil society, in their respective
         roles, of shared principles, norms, rules, decision-making procedures, and programs
         that shape the evolution and use of the Internet.” [2]  The Working Group agreed early on that a good Internet governance structure would
         require the involvement of all relevant stakeholders, now found within the working
         process of ICANN: civil society, academics, governments, intergovernmental organizations,
         the technical community and the private sector. Conflicts among governments have precipitated
         a cumbersome and sometimes unnecessarily complex discussion. The interplay between
         governments and other stakeholders has fostered political conflict over the management
         of the Internet. The comprehensive definition presented by the Working Group involves
         a wide area of subjects relating to “shared rule systems” and programs; in other words,
         subjects such as the Internet’s root zone, the Domain Name System, Internet Protocol
         addresses, network interconnection, traffic management, security, information sharing,
         regulation of content, copyright considerations, electronic commerce, cybercrime,
         privacy protection, and technical standards, among others. No doubt very technical,
         and perhaps, even obscure subjects. Yet, it is within these that humanity may gain
         or lose its future.
      

      
      The historical accomplishments of the members of the Working Group, and many other
         stakeholders since their time, constitute a new opportunity that challenges traditional
         notions of the term “governance.” The Oxford English Dictionary Online (OEDO) defines
         governance as “the action or manner of governing; the fact that governs.” Interestingly, the
         OEDO also describes the term as “controlling, directing, or regulating influence;
         control, sway, mastery”; and further, “the manner in which something is governed or
         regulated; method of management, system of regulations.” In all of these variations
         of the definition, the word control permeates as a hidden inference, although it is also clearly stated in the definition.
         The OEDO defines control as “the fact of controlling, or of checking and directing action; the function or
         power of directing and regulating; domination, command, sway”; and secondarily, “restraint,
         check.” The OEDO also lists a form of “regulation” as meaning “adopted by government.”
         The OED definition is, of course, unsuitable to the realm of Internet governance.
         Any participant of the United Nations Internet Governance Forum and the ICANN process
         (to be both discussed later in this book) would quickly notice that the present reality
         is one of shared control or participation among stakeholders, where non-government
         participants also shape and steer the policies that affect the Internet day by day.
      

      
      Any participant in the Internet governance process must recognize that this governance
         works not as a top-down governmental relationship, or an attempt to equate “control”
         with governments, but rather as a bottom-up approach including all participants that
         creates a sustainable relationship among them. This cryptic observation means that
         the process to manage the Internet must flow from the users and creators of the technology,
         and push that process that contains their wishes upward toward the politicians that
         vowed in many cases to represent and serve the people. This management process cannot
         be imposed on people by any government without first consulting the users. Any decision—past,
         present, or future—made without the consent of the people is, without a doubt, illegitimate.
         One will also note that this process must be based on “shared rules systems,” as noted
         by the Working Group, providing an effective mechanism for policy development. These
         policies, however, cannot immediately erase all the variety that exists in national
         governmental practices, because nations also have their own “private rules;” in other
         words, their own disparate interests, and different forms of government.[3] 
      

      
      There are also policy concerns to be found in the threats to freedom of access to
         information, openness, and human rights, dangers that would accompany the over-restrictive
         governance of the Internet resources by governments seeking to abuse their positions
         by instituting repressive policies, or by drafting misguided, paternalistic laws.
         Accordingly, management of the Internet could be to the detriment of the world community.
         While the control of content in the Internet may be considered an important element
         of national standards, the unnecessary disruption of access to information could be
         instituted under deceptive purposes which would constitute a true violation of international
         human rights law. For example, while national and regional cultural practices are
         important, as noted by several governments over the years, these practices alone are
         not enough to justify imposing limitations on access. Knowledge is the engine that
         propels civilization forward. It is a source of democracy and an exterminator of fanatic
         ideologies. It is the government that ultimately must prove that its laws are legitimate,
         demonstrate that it can be a good steward, and show that it is a fair player in the
         Internet governance process. This is why the management of the Internet needs to be
         protected within a meaningful participatory process. The process, however, must gain
         legitimacy by safeguarding the human being, under clear and already established principles
         enshrined in the 1948 United Nations Universal Declaration of Human Rights.
      

      
      Internet governance has centered on the unquestionable fact that an international
         balance of power must exist between the roles of all stakeholders, the global connectivity
         of the Internet, and a prominent and benevolent United States government.[4] This reality brings about new opportunities in management for non-government actors
         such as individuals and the technical/engineering community. It is here where the
         process offers a radical change, with individuals directly enjoying rights under international
         law.[5] Here also lies the key to understanding Internet governance in the context of the
         detrimental effects of excessive censorship.
      

      
      The world community must find a common ground and devise a process of management free
         from future attacks and political uncertainties. For this reason, the governance process
         must begin with the successes found in the formula implemented by the participants
         of the Working Group on Internet Governance, and it must eventually evolve into a
         new legally binding, multistakeholder model designed to manage the policy, technical,
         and operational functioning of the Internet, with the inclusion of all stakeholders.
         The promotion of a new governance model may awaken concerns about long, drawn-out
         debates and past disappointments. This is not necessarily the case. The ultimate message
         is about the internationalization of the role of the U.S. government, and the process
         to achieve this ultimate goal. The message of this book is one that recognizes that
         human rights concepts may be identified within Internet governance as an achievement
         of progression toward a common good. That common good may be found in a message that
         reflects an agreement promoting an open and meaningful access to the Internet.
      

      
      1.2 Early History

      
      Technology is an expression of human creativity. Its history is that of great breakthroughs
         in human ingenuity. The technological marvel known as the Internet belongs to a long
         list of inventions that symbolize the best of humanity. The Internet represents the
         cutting edge of technological sophistication at the beginning of the twenty-first
         century. The transcendent desire of humanity to develop may be understood as an attempt
         to improve the human condition. Sir Walter Scott once stated that “a lawyer without
         history or literature is a mechanic, a mere working mason,” explaining that if those
         individuals had some knowledge of history and literature, they could venture to call
         themselves architects.[6] Today, this sentiment applies to all the disciplines that intersect with knowledge
         dissemination. Just as early humans first braved the technological frontiers of the
         wheel and fire, the electronic cutting edge of present times challenges our imagination
         and our motivation to push toward new frontiers of knowledge.
      

      
      Technological innovations, such as those found in the Great Pyramid of Giza and the
         architectural marvels of the Roman Empire, connect us in one way or another to the
         tradition of human ingenuity. The ruins of Tiahuanaco City in Bolivia provide us with
         a great mystery and, at the same time, another good example of high-level technology
         and techniques that are worthy of praise. Probably built around 10,000 BC, Tiahuanaco
         is recognized by historians as one of the most important forerunners to the Inca Empire
         and its famous city of the High Andes, Machu Picchu. The construction of Machu Picchu
         (Peru) is also a source of awe and wonder, given that today we lack the technology
         to replicate the high-wall construction techniques utilized at the time.
      

      
      The Roman Empire offers some of the most famous examples of ancient technologies,
         some of them later rediscovered with help from antique writings previously available
         in the Library of Alexandria.[7] The Romans mastered road building, moved water through tunnels, and constructed great
         walls with the introduction of arches. The Romans wrote about their technological
         achievements, and today we have access to some of their recorded accomplishments.
         They developed hydraulics, and their prowess with this technology was already known
         in 20 BC, when Vitruvio, a Roman architect, described it in great detail. Vitruvio
         left a particularly ground-breaking legacy of writings and drawings of water supply
         mechanisms and water clocks.[8] Seven hundred years later, the Byzantine Empire continued in the technological tradition
         Rome had begun. The Emperor Constantine I (324–337 AD) replicated these technologies
         in the city of Constantinople.[9] A later emperor, Justinian I (527–565 AD) commissioned the organization of laws,
         especially the Roman law, and managed the construction of the Church of Holy Wisdom.[10] Known today as Hagia Sophia, the sixth-century Byzantine Cathedral is a world historic
         landmark in modern Turkey. These examples from ancient civilizations were signs of
         humanity’s great achievements, and their significance transcends the history of technology.
         They represent a window to humanity’s potential to better itself, and are the precursor
         to the technological innovations of today. The Byzantine Empire’s cultural influence
         inspired the innovations of the Renaissance and later generations.[11] Thirty-nine years after the end of the Byzantine Empire, a maritime explorer named
         Christopher Columbus arrived in the New World.
      

      
      Today, one of the key elements of the defense of human rights relies on the future
         of Internet governance. The dawn of the Internet, and society’s reactions to this
         new technological avenue, has made it increasingly necessary for legal academics and
         policymakers to take account of the effects of technology on society in general. It
         is here that we find the next frontier where humans can seek and discover new ways
         to share knowledge and promote our advancement.
      

      
      At the heart of the Internet’s inner workings lies its physical design, probably the
         most technologically relevant subject of our present time. Equally important is the
         model utilized to rule its existence, its future development, and its ability to provide
         access to information. Our society thrives when it encourages the sharing of information.
         Telecommunications have created a new world of convenience. The Internet, as an avenue
         of communication, is above and beyond any previous form of technological innovation.
         Its infrastructure demonstrates scientific breakthroughs worthy of admiration and
         study. Its power has facilitated an international movement for innovation that now
         connects billions of users, with the potential to connect many more. In the process
         of its development, it has become quite valuable.
      

      
      Against this developmental background, we encounter the governance issue raised by
         stakeholders: how should the Internet, a technologically intricate communication network,
         be managed? With every step forward in technology, the Internet’s power influences
         worldwide society. It must be harnessed for the advancement of human dignity. Scholars
         and policy makers have debated the need to organize a set of rules to govern, or manage,
         the Internet. While some believe that the Internet should be governed in a way that
         fosters its technological potential, others approach this new medium wary of its power
         and dangers. However, human dignity should be the most important consideration in
         approaching Internet governance.
      

      
      In a short time, the Internet has permeated many aspects of our daily lives. Openness, access, security, capacity-building, diversity, and critical internet resources are some of the topics informing the discussion in the meetings of the United Nations
         Internet Governance Forum. The Internet has grown rapidly in terms of users, commercial
         applications, academic research, and governmental action. The desire for equal control
         of the Internet is one of the most challenging and relevant factors in today’s international
         discussions. Internet management should not be detrimental to individuals’ ability
         to connect to the Internet or navigate its millions of Web pages. Its management requires
         an understanding of the framework of the Internet, how it works, and ultimately, who
         controls it. The issue of control is the most controversial theme in Internet governance.
      

      
      As early as 1899, international law was sometimes considered to conflict with the
         interests of nations.[12] There were rules of conduct accepted by nations (governments) while dealing with
         one another, which were properly known as international law. It would be, at this
         point in history, hypocritical and irresponsible to even question the existence, benefits,
         and legitimacy of international law. Yet, today we know that the law of governments
         may interfere with the protection afforded by international law to human beings. What
         must be determined is the relationship between international law, Internet governance,
         governments, and non-government actors. At the heart of this challenge lies a new
         opportunity. The bottom-up stakeholder process allows a new set of participants at
         the “international table,” with the opportunity to share views and offer inspiration
         in what once was the dominion of governments. From the point of view of individual
         Internet users, it is here that the discussion begins and ends.
      

      
      1.3. The Computing World: The Internet Prequel

      
      The Internet owes its existence to the invention of the computer. The need to access,
         store, process, and send information propelled a series of historical events that
         continue to unfold today. The history of computers is so vast, and includes so many
         contributors, that it would be impractical to attempt a full coverage of its events
         in this book. This chapter will instead consider some of the highlights, in order
         to provide a general overview and a path of progression of the historical developments
         that contributed to the transformation of computer science. The events mentioned are
         intended to show a progression of the human story, one deeply rooted in the history
         of science.
      

      
      The origins of the modern computer can be traced to the early calculations made with
         devices such as the abacus some time in the second century BC, although certain signs
         suggest that complex calculation techniques existed hundreds of years earlier.[13]  Around the year 414 AD, shortly after the sack of Rome by the Goths, and before
         the unfortunate destruction of the Library of Alexandria, great works of science could
         be found among its magnificent halls. Many discoveries, once stored in the library’s
         vaults, are now lost forever. A series of catastrophes slowly destroyed the library
         until its end in the middle of the fifth century AD.[14]  History shows us that many technologies “discovered” after the nineteenth century
         had, in fact, already been known for thousands of years. Therefore, whether the age
         of computing began in the nineteenth century or much earlier remains a matter of discussion.
      

      
      The earliest computing devices, Greek and Roman precursors to today’s technology,
         were designed with simple objects such as wood, ropes, water (for water pressure),
         gears, and wheels.[15] Probably one of the most fascinating examples of an ancient computer can be found
         in the story of the Antikythera Mechanism.[16] Professor Derek J. de Solla Price, in his 1959 article of Scientific American wondered whether this ancient computer was a similar copy of one of Archimede’s inventions.
         Could it be said that the original blueprints were lost to the world during the destruction
         of the Library of Alexandria? That is a possibility. Today, the Antikythera Mechanism
         can be found at the National Museum of Greece, in Athens. This analog computer was
         designed to calculate the relative movements of the sun, planets and moon. It is fascinating
         to note that this ancient calculating device is directly related to what is today
         called the “early modern computer age.”
      

      
      Computer technology has assisted with calculation, information organization, and data
         storage. Its journey through the centuries has not been easy. But the end of the Dark
         Ages and the Renaissance brought about new innovations in mathematics and engineering.
         In 1492, when Christopher Columbus sailed to the “New World,” an age of discovery
         and maritime empires began. Great Britain would emerge as one of those empires, and
         its man-of-war vessels would explore the vast reaches of the globe. During that time,
         navigators needed to study and comprehend the heavens. In 1766, the British government
         asked Nevil Maskelyne, the royal astronomer, to produce a set of tables to aid celestial
         navigation. He designed the Nautical Almanac, a new set of calculations organized
         in tables and processed by freelance clerks working for the government (also considered
         “human computers”).[17] The search for a convenient way of processing calculations had begun. Unfortunately,
         the tables and their calculations were plagued by errors.
      

      
      However, these errors eventually enabled the invention of the mechanical computer.
         Along the way humanity experienced an evolution of inventions and the growing international
         need for their application in business and government. This trend was evident around
         1820 when Charles Babbage became interested in the problems with the navigational
         tables. Babbage, considered a pioneer, pushed the boundaries of computer design to
         the furthest limits possible in the nineteenth century. His work on the tables—influenced
         by a project that Napoleon had ordered years earlier for taxation purposes—showed
         that using a mechanical device for calculations could resolve some problems caused
         by human error.[18] Babbage’s efforts produced the “Analytical Engine,” a device with many complicated
         mechanical parts.[19] This innovative approach to computing was an amazing technological feat for that
         time—one that still benefits humanity to this day.
      

      
      Lady Ada Augusta Lovelace (daughter of the poet Lord Byron and called the world’s
         first computer programmer), with Babbage’s approval, later translated a French memoir
         about the “Analytical Engine,” and added her own extensive comments—in essence, operating
         instructions.[20] Inspired by Babbage’s work, other visionaries would attempt to create new devices
         over the next hundred years, while bringing closer the age of the Internet.
      

      
      Across the Atlantic Ocean, by the middle of the nineteenth century, the United States
         was engulfed in a bloody civil war. The end of the war allowed American society to
         begin a process that, eventually, would propel a technological evolution in human
         history. Before the Civil War, the United States Bureau of Census was the only significant
         agency in the country handling information retrieval and compilation.[21] After the war, new developments were made that continued the evolution of computers.
      

      
      An act of Congress in 1790 determined that a census of the population would be required
         every ten years to ascertain where to assign members of the House of Representatives.
         Could this process be somehow automated? In 1880, John S. Billings, director of statistics,
         suggested to a staff member, Herman Hollerith, the possibility of automating the tabulating
         process that normally required almost a decade of human work.[22] Hollerith eventually designed a tabulating machine, and won a government contract
         bid in 1890, while in that same year, the United States Census Bureau began utilizing
         his punch cards and sorting machines to mechanically process the data from the census.[23] Hollerith’s machine was effective, and his company, the Tabulating Machine Company
         (1896), would later evolve into the Computing-Tabulating-Recording Company, which
         in 1924 became the International Business Machines Corporation (IBM).[24] However, up until the 1890s, Hollerith’s mechanical devices were capable of only
         one calculation at a time. Over time, a number of technologies, such as the punch
         card, opened up opportunities for inventors to follow Babbage’s work, producing machines
         that allowed multiple calculations at once.
      

      
      In 1937, Howard Hathaway Aiken designed such a device (with funding provided by Harvard
         University and IBM).[25] This began the age of the analog computer. During the years before World War II,
         analog (mechanical) computers were the technology of choice. Unfortunately, these
         machines needed to be reprogrammed manually constantly while working from one problem
         to the next. Designers’ ideas for the future aimed at designing a computer that could
         handle more than one job at a time.
      

      
      In 1938, important work took place in IBM’s laboratories at Endicott, where the Mark
         I (Automatic Sequence Controlled Calculator) was built under Aiken’s direction. Eventually,
         in May of 1944, it was deployed in service at Cruft Laboratory of Harvard University.[26] 
      

      
      Technology continued to evolve thanks to human ingenuity. Although the use of vacuum
         tube design for computing could be traced back to 1907, it was later discovered that
         this could also be used for “digital” computing. This new technology ushered in the
         dawn of the electronic age. The first electronic computer was the ENIAC (Electronic
         Numerical Integrator and Computer), which contained 18,000 vacuum tubes and could
         perform several tasks at the same time.[27] 
      

      
      In the years that followed, a number of different machines were produced, with steadily
         advancing capabilities. The computer world experienced a rapid evolution during the
         1940s and 1950s, evolving toward the specifications of the digital computers that
         eventually replaced the analog computers. It could be argued that the space program
         accelerated this process, leaving an indelible mark in history with the inclusion
         of computers in the American Gemini spacecraft to allow maneuverability in space independent
         of ground support.[28] 
      

      
      The computing industry designed increasingly sophisticated and well-designed machines,
         and vacuum tubes, as computer parts, were replaced in 1959 by transistors, which were
         cheaper and much more reliable.[29] The continued evolution of computers centered on Jack Kilby’s (of Texas Instruments)
         and Robert Noyce’s (of Fairchild Semiconductor) invention of the integrated circuit,
         allowing the advent of smaller computers.[30] Later, the integrated circuit was replaced by the first microprocessor, Intel’s 4004,
         which arrived in the market in 1971. Intel’s introduction in 1974 of the 8080, a complete
         8-bit computer on one chip, initiated the age of the personal computer.[31] The evolution of microprocessors continued from the 8080 to the more recent and recognizable
         example of the Intel Core i7™.
      

      
      Microsoft made its mark in history in 1975, when Bill Gates and Paul Allen provided
         the first programming language for microcomputers for the MITS Altair 8800.[32]  Eventually, the 1990s brought the dominance of the personal computer and Microsoft’s
         Windows operating systems. Today, millions of computers connect peoples’ homes to
         the Internet on a daily basis, bringing the benefits of the Internet to the user.
         The prominence of the Internet continues to develop rapidly, and today, humanity enjoys
         many benefits of this technology. Users can now download software products produced
         directly for home use, and video games enhance our entertainment. Another instance
         of today’s rapid technological growth is the Windows application software series,
         or operating systems (OS), that enable computers to work properly. Operating systems
         provide the functionality needed by most applications, such as Word or Power Point,
         to link with the computer’s hardware. The OS also enables the computer to connect
         to the Internet.
      

      
      1.4. The Dawn of the Internet

      
      Without a doubt, the arrival of new technologies has influenced changes in human history.
         In fact, various time periods began because of the technological innovations that
         defined them: systemic agriculture (10,000 to 4000 BC), the use of bronze (3000 to
         1200 BC), tools and weapons made of iron (1500 to 600 BC), advances in astronomy,
         mathematics, law, politics, and economics (1500–1700), manufactured goods, improved
         iron and the railroad (1750–1850), developments in communications, space exploration
         and nuclear weapons (circa 1945).[33] Yet, the Internet stands in its own category, and has been particularly defined by
         its subsequent commercialization (circa 1994). Now, at the beginning of the twenty-first
         century, it is evident that, for better or worse, the future of computing and the
         future of human-machine interaction are thoroughly intertwined. The Internet, which
         is at the heart of this interaction, is a vast array of connections: a network of
         networks. The history of this network parallels the history of the United States.
         Beginning around 2001, however, this powerful tool began to benefit from the valuable
         input and collaboration of other nations. Today, the Internet is a network formed
         by millions of servers and computers worldwide, all sharing data with one another.
      

      
      The history of the Internet spans decades of activity by many participants. Most scholars
         define the genesis of the Internet with that of the ARPANET. Yet its story began much
         earlier, and its earlier participants deserve our attention. The idea of the Internet
         originated with a psychologist, Joseph Carl Robnett Licklider, who, in 1960, foresaw
         the utilization of computers as extensions of the human being.[34] His idea accompanied him to his new job in the Advanced Research Projects Agency
         (ARPA), an agency established by President Dwight Eisenhower during the early days
         of the Cold War to serve as a structure for advanced technological development, where
         Licklider organized the “Intergalactic Computer Network:” an alliance of the best
         computer scientists of the time.[35] ARPA would later be renamed DARPA (Defense Advanced Research Projects Agency). Licklider’s
         successor, Ivan Sutherland, hired another key player in the story of the Internet
         in 1965: Robert Taylor, director of the Information Processing Techniques Office (IPTO)
         at ARPA, who had suggested that all computers within his department needed to be connected
         to one another.[36] 
      

      
      The next leap forward came when Paul Baran (in the United States) and Donald Davies
         (in the United Kingdom) separately came up with the concept of packet-switching, a
         system designed to ensure the distribution of information even if part of the network
         was destroyed. The strength of the new system centered on its ability to send pieces
         of any message throughout different paths, and then reassembling them altogether at
         the destination regardless of the path chosen to transmit the data.[37] While in 1959 Leonard Kleinrock created a theoretical background on communication
         networks, it was later that this concept influenced Larry Roberts (while he was in
         charge of one of the first experimental projects on networking to evolve into the
         ARPANET) to inspire the creation of the packet switching network.[38] The problem at the time centered on the unavoidable limitation that computers could
         not talk to one another. This problem would be tackled by Wesley Clark of Washington
         University in St. Louis by suggesting that each computer be connected to an additional
         “minicomputer,” which would then allow communications with other computers; in other
         words, the creation of a transitional system or some kind of “electronic bridge” between
         computers.[39]  While at the Information Processing Techniques Office, Roberts decided to incorporate
         this bridge idea into the ARPANET, calling those minicomputers the Interface Message
         Processors (IMPs).[40] 
      

      
      Ten years after Kleinrock’s theoretical concept, Bolt Beranek and Newman (BBN) developed
         a new system to enable computers to communicate with one another. The manufacturing
         of the Interface Message Processors (IMPs) was headed by Frank Heart, while Stephen
         Crocker at UCLA (first node of the ARPANET) wrote the software that would allow the
         IMPs to communicate with other computers and Professor Leonard Kleinrock researched
         “packet switching” technology.[41] Interestingly, just a year earlier, graduate students at what would become the first
         four hosts of the ARPANET began meeting to discuss the ideas behind this new network,
         and Stephen Crocker offered to keep notes of these meetings for later distribution,
         calling them Requests for Comments (RFC).[42] A practice that began as a simple step, the RFCs would become the standard of communication
         and discussion used by the Internet technical and researcher community.
      

      
      The history of the RFCs is worthy of admiration, and their importance has grown exponentially
         over the years. Dr. Stephen Crocker explained that “when the R.F.C.s were born, there
         wasn’t a World Wide Web.” Even more interestingly, he explained that the early RFCs
         were written before e-mail was invented, “or even before the network was really working,
         so we wrote our visions for the future on paper and sent them around via the postal
         service.”[43] Dr. Crocker described them as the “humble documents” that shaped the Internet’s inner
         workings.
      

      
      While deliberating on and planning the Internet’s underlying technology, in August
         1968, he explained that a handful of graduate students and staff members began meeting
         intermittently and started writing down their thoughts (students and staff members
         from four sites: The University of California, Los Angeles; the Stanford Research
         Institute; the University of California, Santa Barbara; and the University of Utah
         in Salt Lake City). These notes were not intended to deliver official decisions or
         assert authority, and for that reason Dr. Crocker decided to label them “Request for
         Comments.” Croker explained that “instead of authority-based decision-making,” these
         graduate students and staff members relied on a process called “rough consensus and
         running code,” where everyone was welcome to propose ideas and, with enough support,
         to convert those ideas into a design standard. Eventually, there would be more than
         five thousand Request for Comments (RFCs) available online, and today they are maintained
         by the Internet Engineering Task Force (IETF). Eventually, this RFC process would
         also be considered a potential model of internet governance, as will be noted in chapter
         6.
      

      
      The early stages of the Internet experienced another step forward by the success of
         the Interface Message Processors (IMPs). The “electronic bridge” was a success and
         by 1970, UCLA’s host computer, Sigma-7, was connected to its IMP. The project continued
         forward to eventually connect a group of fifteen computers with their respective IMPs
         (with the first three at the Stanford Research Institute (SRI), the University of
         California at Santa Barbara, and the University of Utah).[44] It was a beautiful arrangement: a communication system utilizing packet-switching
         technology connecting the host computers to the IMPs, then creating a connection among
         the IMPs, and then closing the circle of connection back to the respective host computers.
         While the work continued through the decades, now in 1972, e-mail is first made available
         by its inventor Raymond Tomlinson of BBN, introducing that famous “@” sign from computer
         keyboards into Internet history.[45] The following year, Bob Metcalfe and David Boggs at Xerox Palo Alto Research Center
         developed the concept of the local-area network (LAN), which allowed the connection
         of computers within the same building or campus with a new technology called ethernet.[46] 
      

      
      While the IMPs resolved one of the challenges in interconnectivity between computers,
         the Internet as we know it still needed further development. By this time, there were
         several competing “standardized layered protocol suites” being developed for the regularization
         of communication. This meant that engineers were trying to decide what rules would
         be permanently utilized to make the transmission of information between computers
         work. Once ARPA adopted “TCP/IP” as the standard of choice, the users of the ARPANET
         computers could communicate with other users accessing computers on any other TCP/IP
         network. However, history could have had a much different outcome. It is worth noting
         the existence, at that time, of parallel developments in computer networking, which
         were important to early Internet designers. For example, the Internet protocol suite
         utilized today was one of several alternatives that existed in those earlier days.
         Several competing “standardized layered protocol suites” were being developed; all
         based on a paper entitled “Information Flow in Large Communication Networks” by Leonard
         Kleinrock.[47] 
      

      
      The five widely known standards that emerged were these:

      
      
         	
            
            Systems Network Architecture (SNA): used for the interconnection of IBM computers
            

            
         

         
         	
            DECnet: used for the interconnection of DEC computers (Digital Equipment Corporation)
            

            
         

         
         	
            X.25 and X.75: the first proposed standard coordinated by the International Telecommunication Union
            

            
         

         
         	
            Open Systems Interconnection Model (OSI): formalized by the International Organization for Standardization (ISO) to allow
               equipment communication between competing standards[48]  
            

            
         

         
         	
            Transmission Control Protocol/Internet Protocol  (TCP/IP): the adopted standard
            

            
         

         
      

      
      The Transmission Control Protocol/Internet Protocol was introduced by Vinton Cerf
         and Robert Kahn in 1974.[49] While originally the concept only included the TCP standard, another engineer, Jon
         Postel, noted that an additional standard was needed to support the operations expected
         of TCP. The known “TCP version 3” was then transitioned into two standards: TCPv4
         and IPv4 (Transmission Control Protocol version 4 and Internet Protocol version 4).[50] The roles of TCP and now IP were described by the analogy of a dismantled message
         sent by TCP as packets of information, subsequently transferred by IP over the network,
         and then reassembled by TCP at the destination.[51] This permanent rule of information transfer now allows communications over Ethernet,
         DSL, dial-up, optical networks, and practically any other type of transmission method
         to connect to the Internet.[52] 
      

      
      The TCP/IP protocol suite operates on four layers for data transmission: the Network Access Layer (where IP addresses are mapped), Internet Layer (where we find the IP protocols: IPv4 and IPv6), Transport Layer (which provides the data delivery service) and Application Layer (the location of HTTP for web browsing).[53] In the end, probably the most common application for TCP/IP is the Domain Name System
         (DNS).[54] TCP/IP was later used to connect the United States and Europe through the ARPANET
         with a packet satellite network (SATNET).[55] The technique of linking different networks together resulted in the “network of
         networks” that became the Internet. The TCP/IP standard won the day and its success
         was based on two main factors: IP becoming the predominant standard because of its
         reliability to transmit data, and, above all, the addition of this standard to the
         major computer operating systems of the time: UNIX, WindowsNT, and Windows 95.[56] 
      

      
      The Internet and its governance were also influenced by the adoption of the Domain
         Name System (DNS). During the 1970s, the Internet consisted of only a few computers
         connected to the network and managed with a single file (or index), the HOSTS.TXT file, which contained a “name-to-address” mapping scheme for all host computers connected
         to the ARPANET. The file, maintained at the Stanford Research Institute–Network Information
         Center (SRI-NIC), was initially updated once or twice a week, but eventually, the
         process became too cumbersome due to increased traffic and connections happening within
         the ARPANET.[57] Once the ARPANET adopted TCP/IP, the number of network users increased exponentially,
         which did not allow the HOST.TXT to keep up with demand. As a result, a new system
         was needed to maintain the organization of the index.[58] In was at this time that Dr. Paul Mockapetris, of the USC’s Information Sciences
         Institute, wrote JEEVES, the first implementation of the Domain Name System.[59] The system would eventually evolve into the Berkeley Internet Name Domain (or BIND),
         written by Kevin Dunlap.[60] BIND continues to be maintained by the Internet Systems Consortium of Redwood City,
         California.
      

      
      In 1979, ARPA established the Internet Configuration Control Board (by Vinton Cerf)
         to address complex challenges associated with the implementation of TCP/IP, and to
         facilitate the development of compatible software by computer engineers.[61] In September of 1984, the Internet Configuration Control Board (ICCB) ended operations,
         and its work was continued by the Internet Advisory Board (IAB), which included the
         work of Dr. Jon Postel (RFC editor and future director of the Internet Assigned Names
         Authority) and the chairs of newly formed research task forces.[62] Eventually, the IAB transitioned its duties to the Internet Activities Board, which
         by 1989 included two task forces: the Internet Engineering Task Force (IETF) and the
         Internet Research Task Force (IRTF).[63] Subsequently, the Internet Activities Board was reorganized in 1992, becoming an
         advisory body of the Internet Society, and designated with its present name: the Internet
         Architecture Board.[64] It continues to be an advisory and supervisory body of Internet standards.
      

      
      By the late 1980s, the ARPANET’s technology was becoming obsolete, and the National
         Science Foundation took the lead by expanding the Internet’s accessibility to universities,
         and bringing it to the academic sector. The NSF spent $57.9 million expanding the
         NSFNET, establishing high-performance connections for universities at the national
         level, while at the same time decommissioning the ARPANET by 1990.[65] 
      

      
      At this point, Al Gore’s role in the development of the Internet is worth mentioning:
         he was the most influential politician in the U.S. government regarding Internet issues.
         It was reported that Robert Kahn and Vinton Cerf stated that “no other elected official
         . . . made a greater contribution over a longer period of time.”[66] On June of 1992, Congress authorized commercial activity on the Internet.[67] 
      

      
      The 1990s would bring new changes and new opportunities. One of the most notable would
         be noted in RFC number 1591, titled “Domain Name System Structure and Delegation.”
         It was there, in 1994, that Jon Postel delineated guidelines for the structure of
         the names in the Domain Name System—specifically, the procedures for their administration.[68] During this time, the Internet Assigned Numbers Authority (IANA) was the authority
         for IP addresses, domain names, and the entire DNS. Dr. Jon Postel was IANA’s director
         and a highly respected member of the Internet community. His work became memorialized
         in the annals of the Internet’s history—a story that probably began with his involvement
         while he was a graduate student at UCLA, which had contracted for work related to
         the ARPANET.[69]  Postel undertook the maintenance of the list of host names and addresses, as well
         as the list of Requests for Comments (RFCs). Later, Dr. Postel would move from UCLA
         to the Information Sciences Institute at the University of Southern California, where
         he continued to maintain the list of assigned Internet numbers and names under contract
         with DARPA until the list’s expansion required that some administrative aspects be
         delegated to the Stanford Research Institute.[70] Dr. Postel will be remembered above all for his notable publication of technical
         parameters for the operation of the Internet, which eventually became known as the
         Internet Assigned Numbers Authority (IANA). IANA mainly handled the technical coordination
         of key aspects of the Internet’s infrastructure, which would evolve into activities
         managed to this day by ICANN. These activities are now known as the IANA function
         of ICANN. As a key figure in the development of Internet governance, Dr. Postel continued
         at the helm of IANA operations at the University of Southern California.
      

      
      1.5. From Architecture to the Rise of Cyberspace

      
      The Internet’s foundation is the Domain Name System, also known as DNS. The DNS is
         one of the critical sources of power and, ultimately, control over the Internet. Like
         telephone networks, the Internet requires numerical identifiers to connect computers.
         The Internet works by assigning a unique number, the IP (Internet Protocol) address,
         to every computer. IP addresses consist of four blocks of up to three digits each—for
         example, 321.456.189.87—which identify a particular computer. As one computer sends
         information to another, the data is broken down into packets that contain the IP address
         of the recipient.[71] 
      

      
      IP addresses are also used to recall a website located in a server. The ownership
         of a particular domain name and website may be extremely valuable. Only one instance
         of each identifier may exist at once. Only one site, for example, is named government.nl. This type of name is what is popularly known as a “URL,” although this is really
         a term of art. Since the Internet contains millions of addresses, a name-to-address
         translation process is necessary. Otherwise, visitors to a site would be forced to
         remember a series of numbers, as with telephone numbers.
      

      
      The numerical address provides a way of uniquely identifying devices connected to
         the Internet, and it works within a particular domain, which is part of the overall
         DNS, a hierarchical database of information. The DNS is formed by three layers: name space and resource records, name servers, and resolvers.[72] The name space/resource records locate and offer the requested information, the name
         server connects to the information, and the resolver presents the retrieved information
         to the user.[73] Another way of looking at it is by comparing the DNS with an index or directory.
         Once a search for a Web page begins, an IP address is recalled and sent to the user.
         The specifications for DNS functionality are found in RFC 1034 and RFC 1035 of the
         Internet Engineering Task Force. It is important to note that, in 2010, security in
         the DNS began to improve thanks to the DNS Security Extensions (DNSSEC).[74] In essence, DNSSEC adds an authenticated process of origin authentication and integrity
         to the DNS. This process is accomplished by “digital signatures” that utilize a “private
         key” to scramble messages in transit.[75] 
      

      
      IP addresses working within the DNS operate under a subdivision scheme, and an understanding
         of this subdivision clarifies even further the inner workings of the Internet. An
         IP address is always divided in two parts: Top-Level Domain (TLD) and Second-Level
         Domain (SLD). The TLD represents the last section of the domain name, which is its
         most authoritative and most valuable section. Indeed, management of a TLD is very
         lucrative. Furthermore, top level domains can be restricted or unrestricted. Lack
         of restriction allows anyone to register domains in some TLDs. Others, such as .edu, are restricted to a particular group. Some of the unrestricted TLDs are .biz, .com, .info, .net, and .org.
      

      
      On the other hand, the .gov domain is restricted and reserved for the United States government. Only domains
         that belong to the U.S. government can be registered under .gov. The .edu domain is registered only through Educase to educational institutions. Educase was
         granted this authority in October of 2001 by the U.S. Department of Commerce. The
         other subdivision found in IP addresses, SLDs, or second-level domains, represents
         that portion of the IP address that includes the name given by the address’s owner.
         So, for example, in www.itu.int, “itu” is the second-level domain name that belongs
         to the International Telecommunication Union. Second-level domains are a cause of
         extensive litigation, with copyright and trademark infringement being the usual source
         of disputes.
      

      
      There are also country code top-level domains (ccTLDs). New ccTLDs are authorized under the Internet Assigned
         Numbers Authority-IANA function, by authority of ICANN, once they are listed on the
         Codes for the Representation of Names of Countries and their Subdivisions, also known as the ISO 3166–1 list.[76]  The International Standard for Country Codes, also known as ISO 3166, is a geographic standard for coding the names of countries
         and dependent territories.[77] The International Organization for Standardization (ISO), with a secretariat office
         located in Geneva, is a non-governmental organization that develops technical standards
         and works as a network for the national standards institutes of 157 countries.
      

      
      1.6. Internet Hierarchy

      
      The Internet may be illustrated as a tree hierarchy.[78] The pinnacle of that hierarchy (or the top of the tree) is composed of thirteen root servers. From these servers flow the other levels of the tree. The DNS hierarchical functions
         operate with the help of the root zone file. The root zone file is at the very top
         of that hierarchy. In essence, the root name servers publish with authority relying
         on the information contained in the zone file, and communication within the Internet
         is facilitated by the content of the root zone, since it includes the names and IP
         addresses of the authoritative name servers for all top-level domains.[79] Only one government has had authority to make changes to the file: the United States
         of America, via the activities of the Department of Commerce (this could change after
         2015). So the process utilized to make changes to the file becomes of critical importance:
         while the day-to-day operational responsibility resides with VeriSign, there is an
         established three-step process for the authorization of changes.[80] The process begins once a request is sent to ICANN, the manager of the IANA function;
         then, the U.S. Department of Commerce gives the approval for that change, and notifies
         ICANN and VeriSign of the approval.[81] The final step is taken by VeriSign, when it makes the change in the root file (located
         in a hidden “primary” server for security reasons), and then distributes the update
         to the other root name servers.
      

      
      Root servers are operated by twelve organizations referred to as the root server operators. These are the operators (VeriSign operates two of the servers):
      

      
      
         	
            A—VeriSign Global Registry Services

            
         

         
         	
            B—Information Sciences Institute

            
         

         
         	
            C—Cogent Communications

            
         

         
         	
            D—University of Maryland

            
         

         
         	
            E—NASA Ames Research Center

            
         

         
         	
            F—Internet Systems Consortium, Inc.

            
         

         
         	
            G—US DOD Network Information Center

            
         

         
         	
            H—U.S. Army Research Lab

            
         

         
         	
            I—Autonomica/NORDUnet

            
         

         
         	
            J—VeriSign Global Registry Services

            
         

         
         	
            K—RIPE NCC

            
         

         
         	
            L—ICANN

            
         

         
         	
            M—WIDE Project

            
         

         
      

      
      The thirteen root nameservers are identified by the letters A to M. The number of root servers was not increased
         beyond thirteen due to early technical limitations that provided only enough space
         to name thirteen different locations on the network.[82]  Despite this shortcoming, the technology has allowed for the “replication” of servers
         to allow them to exist in multiple locations on different continents, but acting as
         if they all were in the same location. The technique of replicating severs is known
         as anycast. Another reason for the utilization of anycast is the increased need for accessibility
         of authenticated information to assist with worldwide queries. Having multiple servers
         around the world to assist with queries also protects the functioning of the Internet
         in case of cyber attacks or physical damage to the replicated servers.[83] The root servers are under the supervision of ICANN, which operates under a Cooperative
         Research and Development Agreement (CRADA) signed by ICANN and the U.S. Department
         of Commerce. ICANN, in turn, appointed a DNS Root Server System Advisory Committee
         (RSSAC) to give operational, security and integrity advice to the ICANN Board.
      

      
      The next level of the Internet’s hierarchy is composed of the top-level domains servers (TLD), which are administered by registry operators. These operators’ governing authority is accredited by the Internet Corporation for
         Assigned Names and Numbers (ICANN). The operators grant authority to the next level
         of administrators, “registrars,” and this allow registrants (the users) to register
         domain names, obtain internet hosting services, and so on.[84] The registrars’ actions thus provide the services necessary for a client’s server
         to communicate with the TLD server. For example, St. Thomas University in Miami Gardens,
         Florida, owns the domain www.stu.edu. This domain name is connected to the TLD .edu server, which in turns connects to the .stu.edu server.
      

      
      1.7. The World Wide Web

      
      The World Wide Web was created in 1990 by Sir Tim Berners-Lee, Robert Cailliau, and
         others working at the European Organization for Nuclear Research (CERN) in Geneva,
         Switzerland.[85] Since then, Berners-Lee has played an active role in guiding the development of Web
         standards. Dr. Stephen D. Crocker credited the Web’s development to the practices
         of the time, when developers “avoided patents and other restrictions; without any
         financial incentive to control the protocols, it was much easier to reach agreement.”[86] He noted that, without that environment, the Web would not exist: it was the pinnacle
         of openness in technical design, and a culture of open process.
      

      
      The 1990s became the decade of a new technological genesis. In 1991, Mark McCahill
         at the University of Minnesota led the development team of the Internet Gopher, the
         first widely adopted menu-based browser.[87] Two years later, Mark Andreessen and his team from the National Center for Supercomputing
         Applications (NCSA) at the University of Illinois released Mosaic, the first color-graphical
         browser for the Web, an achievement made greater in 1994 by their release of Netscape,
         a more sophisticated and commercial version of the browser (completed after the team
         left NCSA).[88] This type of browser was the precursor to Internet Explorer, Safari, and Firefox.
         By the early 2000s, the Internet and its new partner, the World Wide Web, underwent
         increased commercialization and added new products and services. Knowledge of the
         Internet’s inner workings helped governments, academia, and businesses collaborate
         in its evolution.
      

      
      The study of the origins of the Internet provides scholars and researchers with a
         window into the leadership of the U.S. government and, above all, the ideas and ideals
         of those great creators of the technology. The creators of the Internet, a group of
         graduate students, professors, business members from the private sector, and government
         engineers, did not think of the Internet as being governed, or even as requiring governance;
         rather, they saw it as being coordinated in a collaborative and voluntary fashion.[89] The study of Internet governance thus reveals a historical process of claims that
         demonstrates the lack of a universally accepted system of governance. The process
         of claims and decisions observed over the years serves to elucidate the common interests
         of all stakeholders, and sheds light on the need to make use of Internet governance
         for the benefit of the world society. At all levels of governance, it is appropriate
         to consider the developing conflicts with a detailed evaluation of the situation within
         the world community. Chapter 1 takes note of the imaginative and substantive projects
         of particular thinkers, in the United States and beyond, inspired by one another and
         by their desire to better humanity.
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      Chapter 2

      From the DNS Wars to ICANN

      
         
         
         
         
      

      
      
         “That which we are, we are;

         
         One equal temper of heroic hearts,

         
         Made weak by time and fate, but strong in will

         
         To strive, to seek, to find, and not to yield.”[1]  
         

         
         —Alfred, Lord Tennyson

         
      

      2.1. The Rise of ICANN

      
      The historical legacy of technology is consistent with the realities humanity faces
         today in the use of the Internet, and with the challenges necessary to improve the
         human condition. Because nations, organizations, corporations, and individuals may
         participate in the development of Internet governance policy, each participant becomes
         a part of the final policy, reaffirming its legitimacy. A special “stake” is necessary
         to strengthen the legitimacy of stakeholders’ participation in the management of the
         Internet: the template of a social contract. Indeed, the English philosopher John
         Locke noted that, while human beings are free in their true nature, they seek to join
         “in society with others . . . for the mutual preservation of their lives, liberties
         and estates.” However, while human beings may give up liberty to be part of a legally
         structured society, government’s power over them “can never be supposed to extend
         farther than the common good . . . to govern not by extemporary decrees . . . [but
         instead] to be directed to no other end, but the peace, safety, and public good of
         the people.”[2] This is also the foundation of a fully integrated (multistakeholder) process where
         all interested in the management of the Internet work together for the common good.
         Pondering the evolution of technology reminds Internet users that, with new advances
         in technology, there will be a need to exert control over it. The question is: do
         we need that control? If so, we must ask, who will do the controlling? Policy issues
         pertaining to the Internet, such as privacy, access, and security, center ultimately
         on the larger issue of human dignity. One of the most basic facts about the Internet
         is that whoever controls the Internet also controls the flow of information. The U.S.
         Supreme Court noted that the Internet is a transformative force; a “unique medium
         . . . located in no particular geographical location but available to anyone, anywhere
         in the world, with access,” it provides “a wide variety of communication and information
         retrieval methods.”[3] A notable quality of the early Internet was its relative freedom from direct control
         by national interests and commercial agendas. Today, these national interests and
         commercial agendas constantly besiege the Internet. Unfortunately, they are pulling
         it into a new tug of war that conflicts with the protection of the user and threatens
         its process for internationalization, which has been supervised since the 1990s by
         the stewardship role of the United States.
      

      
      The Internet, an Information and Communication Technology (ICT), has potentially begun to equalize governments, businesses, and civil society
         at the discussion table. The technical aspects of Internet governance, at present,
         remain under the political control of the U.S. government, with administration by
         ICANN and VeriSign, under contract with the U.S. Department of Commerce. Other governments
         have, over the years, argued for the internationalization of Internet governance.
         A new wave of change is approaching as the U.S. government has announced a new transitional
         period to begin in 2015. While academics, NGOs, and international organizations have
         participated in the debate, governments are the known entities which ultimately must
         prove its legitimacy as the good stewards that claim to protect users worldwide. Thus
         far, the U.S. government has always maintained a unique level of involvement in the
         governance process. However, conflict threw the early development of the process into
         disarray. If the Department of Defense was oblivious to what would come, and the National
         Science Foundation might have suspected it, then the Department of Commerce was unmistakably
         aware of it. Humanity must prepare to remind governments that a bordered Internet
         is antithetical to a system that has worked well for many years. A new tug of war
         by governments over the management of the Internet would serve nobody. The Internet
         is a network that has provided invaluable opportunities for economic growth and sociocultural
         change.[4] Looking at the existent Internet could give the impression that it is arranged to
         function merely for convenience (to the satisfaction of all users), partly because
         it has operated in a “highly distributed and heterogeneous architecture comprising
         an array of arrangements that generally were created on a piecemeal, stand-alone basis.”[5] In the beginning, the management of the Internet was not centered in any particular
         institution. There was not a U.S. “Department of the Internet” or a UN “Agency for
         the Internet.” In its place, the Internet has been managed in a distributed manner
         by different institutions, mainly private, which in turn strengthened it—ironically
         a process that originally had little government input. Indeed, if we were to modify
         the present Internet governance process, it would be with the caveat that we must
         first strengthen the bonds that already exist.
      

      
      How the Internet is managed? How the process began? The beginning of the first tug
         of war could probably be traced to the DNS Wars. Once the Internet expanded, administrative duties began to be moved from the U.S.
         Department of Defense to other entities. It is ironic that, during the 1990s—the time
         of the formative stages of Internet governance—most world governments had not paid
         too much attention to the Internet, its technological process, or even the management
         (or control) of their own country code top-level domains.[6]  In fact, as mentioned earlier, there has never been any central agency of any kind
         for the management of the Internet. This state of affairs, in part, along with other
         successive conflicts brought the story back to the DNS Wars.

      
      In chapter 1 of this book, the reader was introduced to the work of Dr. Jon Postel,
         who was the director of the Internet Assigned Numbers Authority (IANA). He once noted
         that “the Internet works because a lot of people cooperate to do things together.”[7] Indeed, that has always been the theme for all successful endeavors for the improvement
         of Internet governance. During the1990s, changes and new opportunities continued the
         evolution of Internet governance. One of the most notable events would be the drafting
         of Request for Comments (RFC) 1591: Domain Name System Structure and Delegation, where, in 1994, Postel delineated administrative guidelines for the structure of
         the names in the Domain Name System.[8] The Internet Assigned Numbers Authority mainly handled the technical coordination
         of key aspects of the Internet’s infrastructure, which evolved into the IANA function
         of ICANN (to be discussed later in this chapter).[9] As a key figure in the development of Internet governance, Dr. Postel managed IANA
         operations while at the University of Southern California. IANA continued with its
         impressive work “as the Internet’s central coordination, allocation, and registration
         body for addresses, names, and protocol parameters.”[10] This was the world of governance for the Internet in its early stages. It was the
         perfect ground for the growth of a new network of worldwide communications.
      

      
      These early beginnings were not totally without controversy. Internet administrative
         duties began to be moved from the Department of Defense to the National Science Foundation,
         which created the Internet Network Information Center (InterNIC) in 1992 to handle
         domain name registrations.[11]  Three subsequent historical events would define the beginning and end of what is
         today referred to as the DNS Wars.[12]  These events were a product of the early days of the Internet:
      

      
      
         	
            
            the first event centered around domain name registrations;

            
         

         
         	
            the second event centered around the commercialization of those domain registrations;
               and
            

            
         

         
         	
            the third and final event, fortunately, was remembered for the ultimate result of
               the establishment of the Internet Corporation for Assigned Names and Numbers (ICANN).
            

            
         

         
      

      
      The registration of domain names was the unavoidable first event of the early days of the Internet, because the new commercialization of the
         Internet became a matter of conflict. In the early days of the .com and .net era, it was important to establish an online presence that would enhance the visibility
         of a business, and this was best accomplished by procuring an appropriate second-level
         domain. In those days of the mid 1990s, registration of names developed on a first
         come, first served basis, and this brought about trademarks disputes between those
         with ownership in a name in the online world with those holding the same time-honored
         name in the real world.[13] In this new online ecosystem, courts found themselves pulled into unprecedented conflicts,
         and unprepared to deal with these novel legal challenges.
      

      
      The second event came to pass around May 1990, when the contract of the Stanford Research Institute
         to administer the root zone file expired. The coordination of the domain name system
         had been supervised under agreements with agencies of the U.S. government, and as
         mentioned above, the Internet had developed with little government intervention. However,
         in 1992, the U.S. Congress began to open the network of the National Science Foundation
         (NSFNET) to the world marketplace, thus bringing it closer to the ambit of commercialization.
         Up until 1993, the National Science Foundation had prohibited commercial use of the
         Internet; however, in that year, the NSF relaxed that rule with a cooperative agreement
         with Network Solutions Inc. (NSI) to register second-level domain names.[14] Under the InterNic agreement, NSI became the exclusive registrar for the .com, .net, and .org TLDs and two years later, in 1995, the NSF discontinued the funding of the NSFNET.[15] In the spring of that year, the Internet traffic moved to “commercial backbones,
         run by telecommunications companies such as SBC and Sprint, and long-time commercial
         internet-working players such as MFS and UUNET.”[16] 
      

      
      The popularity of .com, .net, and .org domain names surged after the invention of commercial browsers, and these domains
         were originally available free of charge (subsidized) with support from the National
         Science Foundation.[17] In late 1995, in response to the high demand for second-level domain names (SLDs),
         the NSF authorized Network Solutions to charge annual fees for registrations (originally
         $50), making Network Solutions the exclusive registry and registrar for generic Top Level Domains until 1998.[18] These events were directly related to the number of trademark disputes that arose
         with the increased number of second-level domains registrations by users. By now,
         Network Solutions had established its “first come, first served” practice in domain
         name registrations, while profiting financially as the sole gTLD registrar.[19] The power of Network Solutions also grew when it became the custodian of the root
         zone (at the time, in the “A” root server); although policy decisions remained with
         IANA.[20] During this time, Internet users would experience the rise of the “dialup” Internet
         Service Providers (ISPs) such as CompuServe, America Online, and Prodigy.[21] Network Solutions’ exclusive status as the only domain name registrar would end in
         1999, with the addition of new registration companies, and would be acquired the following
         year by VeriSign.
      

      
      The end of the DNS Wars was tied to the evolution of further historical debates. This
         period of transition included the establishment of the International Ad Hoc Committee
         (IAHC) that would address the possibility of increasing the number of top level domain
         names.[22] 
      

      
      Shortly before the IAHC’s beginnings, Postel’s prolific contributions to the Internet
         included a proposal (in May of 1996) to introduce fifty new domain name registries,
         and although this concept was rejected by the technical community, the lack of consensus
         on how to proceed with changes and added competition allowed “IANA and the Internet
         Society (ISOC) to organize the International Ad Hoc Committee.[23] Organized in September of 1996, the IAHC was “chaired by Don Heath, President of
         the Internet Society [and included] representatives from the Internet Society, the
         Internet Architecture Board (IAB), IANA, NSF, and several international organizations
         such as the World Intellectual Property Organization (WIPO) and the International
         Telecommunications Union (ITU).”[24] Thus, IAHC was formed to consider the evolving landscape of the Internet (and Postel’s
         proposal), and in the process unveiled a report in February of 1997 proposing the
         introduction of seven new gTLDs, additional registrars, and renaming International
         TLDs (iTLDs) with their present name: generic top level domains (gTLDs).[25] The report also proposed that “policy oversight [be] undertaken in a separate council
         called the Policy Oversight Committee (POC) with seats allocated to specified stakeholder
         groups,” and the creation of a formal arbitration mechanism for resolving domain name
         disputes with trademark holders, in which registrants “would have been required to
         submit to [WIPO] mediation and arbitration.”[26] Before the IAHC disbanded in May of 1997, the U.S. government created an interagency
         group to consider the IAHC proposal, under the leadership of the National Telecommunications
         and Information Administration (NTIA) of the Department of Commerce (DOC).”[27] While the IAHC proposal received some support, the process it used became a matter
         of criticism, being rejected allegedly due to the following:
      

      
      
         	
            
            an aggressive schedule for implementation;

            
         

         
         	
            occurred under the control of the engineering community;

            
         

         
         	
            not sufficiently representative (of various groups of the Internet community);

            
         

         
         	
            imposed unnecessary burdens on trademark holders; and,

            
         

         
         	
            failed to solve competitive problems relevant to Internet users.[28] 
            

            
         

         
      

      
      Later that summer (July 1, 1997), President Clinton, in accordance with his administration’s
         Framework for Global Electronic Commerce, charged the Secretary of Commerce with the privatization of the DNS (by allowing
         competition and internationalization of the management of the Internet), a decision
         that opened the door for the NTIA on January 30, 1998, to introduce for public comment
         A Proposal to Improve the Technical Management of Internet Names and Addresses or Green Paper, suggesting privatization, competition, and internationalization.[29] The Green Paper also embraced the creation of a new “not-for-profit corporation” (managed by a globally
         representative board of directors).[30] Following a review of comments from the Internet community, NTIA submitted the position
         of the U.S. government via the Green Paper, delineating a plan to “improve technical
         management of the Internet Domain Name System (DNS),” and proposing the transfer of
         DNS administration to a private corporation.[31] 
      

      
      The outcome of the events surrounding the Green Paper was a second round of consultations
         within the Internet community, and a second document detailing further the U.S. government’s
         position (June 5, 1998): the White Paper entitled, Management of Internet Names and Addresses.[32] In this document (a transition on internet governance), the U.S. announced its intention
         to enter into an agreement with “a new, not-for-profit corporation” to manage the
         Internet while also supporting a multistakeholder process.[33] The White Paper further noted the following: “the U.S. continues to believe, as do
         most commenters, that neither national governments acting as sovereigns nor intergovernmental
         organizations acting as representatives of governments should participate in management
         of Internet names and addresses.”[34] 
      

      
      Ultimately, the White Paper was supposed to be a signpost toward the eventual withdrawal
         of the U.S. government from Internet management.[35] It should be noted that the White Paper noted Postel’s legacy, the Green Paper, and the IAHC gTLD-MoU.[36] The document signaled the upcoming Memorandums of Understanding between ICANN and
         the U.S. government to be discussed in this chapter. Based on the processes described
         above, the U.S. government would proceed with the following road map:
      

      
      
         	
            
            a new not-for-profit organization established by the private sector;

            
         

         
         	
            an interim board chosen;

            
         

         
         	
            transfer of the IANA functions;

            
         

         
         	
            opening marketplace of registries and registrars; and

            
         

         
         	
            a robust and secure management of the root server system.[37] 
            

            
         

         
      

      
      Thus, the U.S. government seemed inclined to end its past role as policy overseer,
         and transition its management function to a new non-governmental entity. The Green
         paper had noted that the U.S. government should end its management of the Internet
         in a responsible manner. These transitional documents and the events that followed
         brought an end to the DNS Wars. Around this time, the early era of the Internet abruptly
         and sadly came to an end on October 16, 1998, when Dr. Jon Postel died of complications
         following open heart surgery. Dr. Postel shall be remembered for time immemorial as
         a humble genius, one of the founding fathers of the Internet, “protocol tsar,” and
         perhaps the greatest personality in early Internet governance.[38] There was great interest in his work and the work of his visionary colleagues in
         the years that followed. Postel’s private corporation (ICANN) grew to become a respected
         player that would occupy a preeminent place on the world stage.
      

      
      Indeed, ICANN became much more. See Figure 2.1. Its legitimacy now derives from a
         bottom-up multistakeholder process. ICANN is set up with five supporting organizations,
         technical bodies, advisory committees, a nominating committee, the ICANN staff, and
         the board of directors, as described within the ICANN Bylaws.
      

      
      ICANN Organizational Chart.
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      The ICANN Board of Directors includes sixteen voting members and five non-voting liaisons.[39] The Directors are selected as follows:
      

      
      
         	
            
            eight members selected by the Nominating Committee (Seats 1 through 8);

            
         

         
         	
            two members selected by the Address Supporting Organization (Seat 9 and Seat 10);

            
         

         
         	
            two members selected by the Country-Code Names Supporting Organization (Seat 11 and
               Seat 12);
            

            
         

         
         	
            two members selected by the Generic Names Supporting Organization (Seat13 and Seat
               14);
            

            
         

         
         	
            one voting member selected by the At-Large Community (Seat 15); and

            
         

         
         	
            the president ex officio.

            
         

         
      

      
      The non-voting members (liaisons) are selected as follows:

      
      
         
         	
            one appointed by the Governmental Advisory Committee;

            
         

         
         	
            one appointed by the Root Server System Advisory Committee;

            
         

         
         	
            one appointed by the Security and Stability Advisory Committee;

            
         

         
         	
            one appointed by the Technical Liaison Group; and

            
         

         
         	
            one appointed by the Internet Engineering Task Force.

            
         

         
      

      
      The bylaws, articles viii, ix, and x, describe three supporting organizations: the
         Generic Names Supporting Organization (GNSO), the Country Code Names Supporting Organization
         (ccNSO), and the Address Supporting Organization (ASO). The supporting organizations
         help promote the policy development process for the Internet and assign two directors
         to the ICANN Board. Ultimately, their work is in line with the ICANN core value of
         “participation reflecting the functional, geographic, and cultural diversity of the
         Internet at all levels of policy development and decision-making.”[40] For example, the Generic Names Supporting Organization is responsible for policies
         related to the generic top-level domains (gTLDs). Non-commercial users have voting
         power in policy matters within the Generic Names Supporting Organization (and also
         via the selection of Board members). The group has two constituencies: the Non-Commercial
         Users Constituency (NCUC) and the Not-for-Profit Operational Concerns Constituency
         (NPOC).[41] 
      

      
      ICANN has further responsibilities as well. As mentioned earlier, trademarks disputes
         existed between the owners of a name within the online world and those holding the
         same time-honored name in the real world.[42] For this reason, ICANN would adopt a Uniform Domain-Name Dispute-Resolution Policy
         (UDRP), which was developed by the World Intellectual Property Organization (WIPO),
         to determine if a registrar would take the action of canceling, suspending, or transferring
         the domain name under dispute.[43] Courts were too slow to handle the new legal complexities found within the Internet,
         and the Uniform Domain-Name Dispute-Resolution procedures provided a convenient and
         speedy method for resolution, while also allowing the potential opportunity to petition
         a judicial review.[44] 
      

      
      2.2. The MoU between ICANN and the U.S. DoC

      
      On October 2, 1998, Jon Postel submitted to William M. Daley, Secretary of Commerce
         and Ira C. Magaziner a memo titled Management of Internet Names and Addresses, delineating the Interim Board of Directors and a new governance structure as suggested
         by the White Paper.[45] Under this arrangement, the foundation was prepared for the next step in transition,
         in the form of a new agreement named the Memorandum of Understanding between ICANN and the United States Department of Commerce (MoU). This MoU would be amended six times between 1999 and 2003.[46] Since its establishment, ICANN has also gone through several contract MoU-renewals
         with the U.S. Department of Commerce. The events that followed positioned the U.S.
         government as the guardian or steward of the Internet.
      

      
      The MoU (Section I) states that it was set up plainly as “an agreement between the
         U.S. Department of Commerce (DoC) and the Internet Corporation for Assigned Names
         and Numbers,” for the performance by ICANN of stipulated duties for the U.S. government.
         Before the DoC could transition DNS management to the private sector, it would partner
         with ICANN to study the transitional process via the DNS Project intended to “design, develop, and test the mechanisms, methods, and procedures that
         should be in place.”[47] The MoU (Section II.B) notes that under the DNS Project, the duties that ICANN would
         manage would be the following:
      

      
      
         	
            
            policy for the allocation of IP number blocks;

            
         

         
         	
            oversight of the authoritative root server system;

            
         

         
         	
            addition of new top level domains;

            
         

         
         	
            assignment of other Internet technical parameters as needed; and

            
         

         
         	
            other activities necessary to coordinate the specified DNS management functions.

            
         

         
      

      
      The next evolution in the DoC-ICANN relationship materialized in the form of another
         arrangement called the Joint Project Agreement with U.S. Department of Commerce (JPA) of September 29, 2006. The JPA document was not a significant change to the
         duties to be performed by ICANN for the U.S. government.[48] Although the United States continued to support collaboration on coordination and
         management of the Internet, including all stakeholders, the preceding emergence of
         the United Nations World Summit in the Information Society (to be discussed in chapters
         3 and 4) as an international political force drove the U.S. to reexamine its role
         as “trustee” for the Internet.
      

      
      2.3. The AOC replaces the JPA

      
      After three years, on September 30, 2009, the JPA between ICANN and the U.S. government
         ended with the introduction of the new agreement called the Affirmation of Commitments by the United States Department of Commerce and the Internet
            Corporation for Assigned Names and Numbers (Affirmation of Commitments or AoC). This event occurred, for the most part, without
         much media coverage, and was only considered relevant by stakeholders involved in
         the Internet governance discussions. However, this was an event that affected all
         individuals around the world. The bottom line was that ICANN retained a long-term
         relationship with the United States, but with new responsibilities that meant a new
         course of future changes. Although the Affirmation of Commitments was aimed at allowing more participation, it did not refer to the IANA or root zone
         agreements (to be discussed in this chapter). The Affirmation of Commitments (section 9.1) alluded to bringing closer the internationalization of the ICANN model
         of governance.[49] The operation under the AoC was different from previous MoUs and the JPA: ICANN would
         be reviewed “by the community” and it would no longer be subject to a three-year expiration
         term. All prior MoUs and the JPA had a three-year expiration date. Also, the role
         of the Government Advisory Committee was reaffirmed, giving it participation in the
         process of selecting the members of the upcoming review teams. “Volunteer community
         members” or “review teams” would assess the actions undertaken by ICANN, and would
         include the following (as stated in section 9.1):
      

      
      
         	
            
            chair of the GAC;

            
         

         
         	
            chair of the Board of ICANN;

            
         

         
         	
            assistant secretary for communications and information of the DoC;

            
         

         
         	
            representatives of the relevant ICANN Advisory Committees and Supporting Organizations;
               and
            

            
         

         
         	
            independent experts.

            
         

         
      

      
      The review team (also noted in section 9.1) would be selected by “the Chair of the
         GAC (in consultation with GAC members) and the Chair of the Board of ICANN,” and then
         submit recommendations to the Board and make them available for public comment. The
         board was expected to “take action within six months of receipt of the recommendations.”
         However, even before the Affirmation of Commitments (AoC) was officially announced, at least two members of Congress wanted assurances
         that the United States would continue its relationship of authority with ICANN.[50] A week before the JPA’s expiration, ICANN reaffirmed that it would continue to work
         with the NTIA.[51] 
      

      
      The eleven paragraphs of the Affirmation of Commitments created new and interesting
         considerations. The first and third paragraphs observed the long-standing coordinative
         relationship between the DoC and ICANN. The second and fourth paragraphs supported
         the multistakeholder process affirmed by the Department of Commerce, and one “private
         sector led, bottom-up” for coordination on behalf of the global Internet users. While
         paragraph 5 supported internationalized country code top level domain names, paragraph
         6 affirmed the U.S. Department of Commerce’s commitment to “ongoing participation
         in the Governmental Advisory Committee.” In other words, governments also had an avenue
         of active participation in the ICANN policy process, and one that added legitimacy
         to the AoC. While paragraph 7 celebrated the transparency of the new process, paragraph
         8 stated that ICANN was private, and not under “the control of any one entity.” This
         note emphasized the distributed nature of Internet governance. Finally, paragraph
         11 restated that the agreement was “intended to be long-standing,” although it also
         stated that either party (ICANN and/or the U.S.) could leave the agreement at any
         time with 120 days’ notice.
      

      
      2.4. The Contract for the IANA Functions

      
      The Internet Assigned Numbers Authority functions contract of February 2000 has been
         a real source of international conflict because of the U.S. supremacy control over
         the Internet (Contract Between ICANN and the United States Government for Performance of the IANA
            Function). ICANN would perform its duties, under the contract, at no monetary cost to the
         U.S. government.[52] Once a purchase order was issued, ICANN would announce the fees required of third
         parties. At the time the purchase order was presented, the IANA functions were being
         performed under an about-to-expire contract between the Information Sciences Institute
         at the University of Southern California and DARPA. DARPA, under the Teranode Network
         Technology contract (TNT Contract), had granted authority to ISI to operate “IANA as a research project.” As noted
         in chapter 1, the University of Southern California had been involved in these activities
         since 1977 under contractual authority with the Department of Defense. ICANN would
         eventually assume the responsibilities previously held by the Internet Assigned Numbers
         Authority, known informally as the “IANA functions,” in December of 1998. The IANA
         functions include the following:
      

      
      
         	
            
            coordination of the assignment of technical protocol parameters;

            
         

         
         	
            administrative functions associated with root management;

            
         

         
         	
            allocation of address blocs; and

            
         

         
         	
            other services as needed.

            
         

         
      

      
      2.5. The Agreement with VeriSign

      
      The development of the Internet as a commercial entity brought another participant
         to center stage. This participant would also have a significant impact on the Internet.
         As stated earlier, the status of Network Solutions (acquired the following year by
         VeriSign) as the only registrar ended in 1999 with the rise of new registrars in the
         domain-registration market. The agreement, which VeriSign “inherited” from Network
         Solutions (NSI), became a fascinating “list of duties” that has permeated Internet
         operations.[53] The original parties to the contract were the Department of Commerce and Network
         Solutions, Inc. At the very bottom of the agreement, under the title “Miscellaneous,”
         the key provision was left for last: NSI agreed to continue to function as the administrator
         for the primary root server and as root zone administrator. Under the agreement, NSI
         would request written direction from the U.S. government before making or rejecting
         any modifications to the root zone file. Critically, not only would VeriSign inherit
         control of two of the root servers, it would also end up managing the root zone file
         itself. For a while, during a period of strenuous relations with ICANN, the agreement
         with VeriSign was on shaky ground due to litigation.[54] Eventually the conflict was resolved and today ICANN manages the editing of the root
         zone file, while VeriSign manages and maintains the root zone file.
      

      
      The final outcome has been that the U.S. government has continued to have final control
         over the content of the root. This situation has placed the United States government
         in a unique position as the final arbiter over its content. While it is extremely
         unlikely that the United States would take action to remove a nation from the root,
         this possibility has made the United States a target of criticism over the years by
         other governments. In particular, there has always been the suggestion by some governments
         that a multilateral body could do a better job than ICANN. That concept is, of course,
         inaccurate, and not at all a “black and white” matter. There are many shades of gray
         in this debate. Consider that the participatory trait of the multistakeholder process
         in ICANN’s policy development process would have been controversial to policy experts
         fifty years ago, because only governments were considered legitimate participants.
         However, this view was eventually overcome by meaningful dialogue and participation
         during the 2003 United Nations World Summit on the Information Society and the many
         meetings organized by ICANN since 1998.
      

      
      What should we expect from nation-states? Should they behave on behalf of the people,
         as the stewards of their desires? It is possible that the world community is about
         to experience another step by 2015 in the evolution and progress of Internet governance.
         This progress can be achieved because the Internet is a special case that defies traditional
         notions of governance. The multi-participatory process of ICANN promotes open and
         meaningful involvement in the governance of the Internet. The legitimacy to participate
         in policy development decisions originates with all stakeholders (participants), especially
         those that exhibit a special interest and investment in the protection of the Internet.
      

      
      Inclusiveness must be preserved in order for the internet governance ecosystem to
         remain legitimate. Involvement in the process has the potential to offer stakeholders
         an opportunity to influence the selection of strategies made by and for the world
         community. While there is recognition of the singular position of governments within
         international law, it does so simply because the tradition of the “law of nations”
         imposes that long-standing definition. That supremacy is vulnerable to questions of
         accountability. The way the Internet was defined, and subsequently governed, has been
         based on a global participatory process of political and legal evolution.
      

      
      To date, there has been too much emphasis on security and warfare, and there have
         been challenges to the multistakeholder process. The users of the Internet were not
         supposed to be dragged into fears of perceived threats—inexistent dangers, or less
         urgent than presented—unless undeniable security needs can be articulated and precisely
         targeted to the credible threat. A technologically literate civilization recognizes
         its place in history, while accepting the reality that the future will be different
         from the present, largely because of the availability of technology. While technology
         might shape the world that we live in, humanity has the power to shape the values
         of technology. For this reason, regardless of the present agreements that manage the
         Internet, and regardless of their history, lessons should be learned from the revelations
         of large-scale surveillance that have placed the U.S. stewardship in a vulnerable
         position. While there might be criticism of U.S.-centric aspects of Internet governance,
         and the need for a different model, above all, the bottom-up component of the present
         multistakeholder process must not be lost to time. A top-down Internet governance
         model will lose all legitimacy. Should the U.S. government yield authority to another
         entity? Maybe, maybe not. Chapters 6 and 7 of this book will consider this question
         closely.
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       From the WSIS–Geneva to the Civil Society Declaration 

      
         
         
         
         
      

      
      
         “I believe there are more instances of the abridgment of the freedom of the people
               by gradual and silent encroachments of those in power, than by violent and sudden
               usurpations.”   [1]   
         

         
         —James Madison

         
      

      3.1. Toward the WSIS Geneva Phase: From Concept to Reality

      
      The sea has always fascinated humanity. Its expanse and marine life has added to the
         allure and wonder of this last area of the world that still remains mostly unexplored.
         The sea is a challenging environment that continues to test even the most able mariners.
         Indeed, its environment is equal parts beautiful and terrifying. The sea reminds us
         of the policy discussions that have fostered Internet governance. It is fascinating
         to see how the process progressed over the years. Yet it is terrifying that most individuals
         remain oblivious to the relevance of Internet governance, and how it influences their
         daily lives. As a matter of fact, most individuals erroneously assume that “somebody”
         is watching over their online rights. Unfortunately, because human rights always represent
         a secondary consideration in the online world, the rights of the common users are
         under constant threat. This is largely the case because as long as there has been
         an Internet, there have been controversies about its management. The way the Internet
         was defined, and subsequently governed, was based on a global process of political
         and legal conflicts. The international progression of policies is addressed in this
         chapter. However, neither this chapter nor chapter 4 aims at retelling the stories
         of the World Summit on the Information Society (WSIS), or the Working Group on Internet
         Governance (WGIG). Therefore, this chapter will not attempt detailed descriptions
         of these events, which have already been explored in many essays, articles, and books.[2]   Rather, the purpose of this chapter is to provide Internet users with key information
         necessary to tackle the history, challenges, and ramifications of the Internet governance
         debate.
      

      
      Originally a military invention, the Internet became an instant international phenomenon.
         Today, one must be online in order to stay informed and educated. While the Internet
         has the potential to educate and unify humanity, the process of its management requires
         that all users “prefer the hard truth to their dearest illusions.”[3]   Carl Sagan explained that, during the Thirty Years’ War that devastated Europe
         in the seventeenth century, the grave of Johannes Kepler was obliterated. Despite
         persecution, Kepler bravely pursued scientific knowledge that conflicted with his
         own preconceived beliefs. In his book Cosmos, Dr. Sagan explained that, if a marker were to be erected today for Kepler, it might
         read “in homage to his scientific courage, He preferred the hard truth to his dearest
         illusions.” Our dearest illusions of a free, private and open-access Internet have, for all
         practical intents and purposes, vanished. That is the hard truth that we must learn
         to accept. The Internet has come to be understood primarily as a source of financial
         gain and government power. While businesses look for profit, and governments direct
         their resources toward security and surveillance, the everyday user has been left
         at the mercy of both forces. The day-to-day consumer of Internet resources is oblivious
         to these competing interests, and blindly assumes that their online rights are set
         in stone. The truth is that the governance of the Internet is not a “linear” process,
         but rather, has grown from a complex framework of policy and technological interactions
         over decades. It is within this framework that the voice of the individual consumer
         has been lost, although not forever.
      

      
      The controversy began back in the mid 1970s, when the United Nations Education, Scientific
         and Cultural Organization (UNESCO) initiated the unsuccessful New World Information
         and Communication Order (NWICO) to address developing nations’ dissatisfaction over
         the perceived increase in Western control of the global media and their content.[4]   In other words, these nations had the impression that Europe and the United States,
         for example, had better access to media resources. Surprisingly, when these nations
         decided to begin discussions in the NWICO, there was no mention of the Internet.[5]   But this event seemed to be a bad omen of issues to come. Eventually, with the
         advent of the Internet, the subsequent controversial discussions would encompass the
         desire of governments to influence greater regulation over the Internet.
      

      
      The story would have been completely different if non-state actors (participants other
         than governments) had not been allowed to evolve into the multi-participant process
         of today. While it is true that non-governmental organizations (NGOs) and, to some
         degree, businesses have had a long-standing role in the UN system, by the mid 1990s,
         non-state actors began to gain greater recognition as quasi-full partners within the
         system.[6]   Indeed, the role of these groups would increase toward greater participation in
         events involving the governance of the Internet. One of those early events, the World
         Summit on the Information Society (WSIS), was reported to be the largest international
         discussion of information and communication technologies (ICTs) between 1996 and 2006.[7]   The actual summit (2001–2005) incorporated four years of discussions around the
         world involving governments, international organizations, civil society groups, academics,
         and businesses. It must be noted that being part of multi-participation process within
         the United Nations system is not equal to being recognized as a final multi-decision
         maker. Only governments have that exclusive power recognized under international law.
         However, this is not the case within the internet governance field.
      

      
      The end of the Cold War improved the dynamics of world politics, and in this renewed
         atmosphere of world policy, the long-standing UN practice of the World Summit was
         restored: a process that included preparatory and follow-up processes, involving thousands
         of stakeholders, spread out over several years.[8]   In other words, the summit was organized around meetings that tackled issues throughout
         a lengthy process involving discussions with all stakeholders, and culminating in
         landmark documents approved by government officials. The multi-participatory nature
         of the Internet dictated a new norm in which the summit model needed to include other
         contributors beyond governments; therefore, this particular summit was divided in
         two historic parts. The initial part of the process began in 1998 when the International
         Telecommunication Union (ITU), one of the specialized agencies of the United Nations,
         spearheaded the organization of the summit with Resolution 73 of the ITU Plenipotentiary
         Conference. Resolutions are utilized by the United Nations (and its specialized agencies)
         to delineate courses of actions agreeable to the governments involved in particular
         discussions. Resolution 73 marked the beginning of a difficult relationship between
         governments and the other participants (stakeholders), partly because the ITU’s influence
         would begin to decay along with its prospects to control the governance of the Internet.
         Although this agency would continue to participate in and organize some discussions
         on the subject, the ITU’s decline as a powerhouse reflected a shift in practice toward
         an effective governance model for the Internet. This very same controversy would be
         revived again, although without any new developments, at the ITU World Conference
         on International Telecommunications (WCIT) in Dubai in December of 2012.
      

      
      The summit would be difficult, because governments would endeavor to remain at the
         top of the decision-making process. The United Nations via the ITU would reassert
         its presence, but not so much its influence. While Resolution 73 made no reference
         to participants other than the usual governments, Secretary General Kofi Annan would
         call for a full partnership of civil society in the summit; with Mohammed Harbi, a
         senior ITU staff member, also noting the participation of civil society organizations
         (during a workshop in Barcelona in 2000).[9]   The process continued with Resolution 1158 (ITU Council 2000), charging the ITU’s
         secretary general to begin preparations for the summit in 2003. The Council of the
         International Telecommunication Union, at its 2001 session, endorsed (via Resolution
         1179) the secretary general’s proposal for the ITU to hold the summit (World Summit
         on the Information Society or WSIS), and this ITU Council’s decision was adopted by the UN General Assembly, with a
         third resolution: Resolution 56/183 of 2002 (UNGA Resolution 56/183, World Summit
         on the Information Society). These resolutions facilitated the organization of the
         summit, with part one (or the first phase of the WSIS) being held in Geneva (December
         of 2003), and part two (or the second phase of the WSIS) being held in Tunis (November
         of 2005).[10]   Apparently, a decision could not be made between the two hosts and, accordingly,
         the event was divided between both locations.[11]  
      

      
      This summit also made customary another important characteristic: the PrepComs. The preparatory committees, or PrepComs, were organized as regional meetings, and it was there that committees tackled the
         real work for two to three years before each summit phase.[12]   The product of these meetings became four manuscripts and other documents that,
         although peripheral, demonstrated the participatory spirit of all stakeholders. The
         WSIS process was organized with the typical summit organizational structure:
      

      
      
         	
            
            chairperson (or political figure),

            
         

         
         	
            bureau (or ambassadors from the host city),

            
         

         
         	
            secretariat (coordinating staff members),

            
         

         
         	
            sub-committees (group of participants working on documents like the Declaration of
               Principles),
            

            
         

         
         	
            and sub-groups (participants working, for example, on media, security, and access
               to information-related issues).[13]  
            

            
         

         
      

      
      However, before a participant could even join the discussion process, it needed accreditation
         from the Executive Secretariat of the WSIS; permission had to be given by the Department
         of Economic and Social Affairs, NGO Branch, of the Economic and Social Council (ECOSOC).
         For example, all NGOs and civil society participants who did not have consultative status needed accreditation by the United Nations. To obtain the accreditation as participant,
         the United Nations Economic and Social Council (ECOSOC), one of the main organs of
         the UN, required receipt of a formal request and permission to participate (consultative
         status). The summit’s Accreditation and Registration rules noted that requests for
         accreditation would then be evaluated by a Preparatory Committee, with the accreditation
         and registration processes being free, except for the cost of attendance.
      

      
      Still, politics could get in the way of WSIS accreditation process. For example, in
         the case of Human Rights in China (an NGO that promotes freedom of expression and
         advocates for political prisoners) accreditation was refused at the insistence of
         the People’s Republic of China.[14]   The fact that non-governmental organizations and other civil society actors obtained
         inclusion in the WSIS summit process was viewed as significant, because these actors
         could help ensure the transparency and accountability of the process, although it
         seemed that governments retained the power to block a legitimate entity from the process.[15]   Despite the recognition of non-government participants, during the Geneva phase
         (2001–2003), it was reported that various governments objected to their participation,
         offering dubious reasons such as legitimacy of representation, rather than recognizing
         the legitimate issues championed by such groups.[16]   This illegitimate conduct by some governments demonstrated, to a degree, the hypocritical
         state of world politics. There was no doubt that a serious disconnect existed between
         the needs of users of the Internet and the intention of some governments.
      

      
      The summit prepcom-way of summits would be followed, although with some modifications.
         There were three main PrepCom meetings for each phase, and additional regional and
         thematic meetings during both phases. It is unlikely that most nations understood
         the significance of the new Internet governance process back in 2002. While management
         policies were being discussed in the United States, most notably within ICANN, by
         2003, the summit had elevated this discussion to the global stage. The multi-participatory
         (multistakeholder) approach utilized during the summit also redefined how international
         discussions were carried out: it was here that the world community noted the strong
         evolution of non-government participants in Internet governance. This first phase
         led to the creation of two landmark documents, the Declaration of Principles and the
         Plan of Action, in which this summit declared its vision for the future. The discussions
         surrounding  management and control of the Internet became the most controversial
         and visible events on this international stage. The high-level process that would
         follow for the next five years would include meetings that featured intense discussions,
         challenging politics, attempts at diminishing nongovernmental actors, and the subsequent
         downgrading of the ITU’s influence and involvement in the management of the Internet.
         The ITU’s sponsorship of the WSIS evinced, to a degree, a crisis of legitimacy and
         a search for purpose in a process strongly influenced by governments—probably because
         they had realized how the Internet was being managed, and by whom.[17]   The process also demonstrated that civil society and academia were indeed legitimate
         contributors and participants of the process. These events would frame the past trends
         that prepared the stage for an important chronology of international meetings on the
         issue of governance. The process would illustrate the challenges facing participants
         in search of a workable model of governance.
      

      
      3.2. WSIS First Phase

      
       Internet technology forced the international community to tackle issues related to
         world communications. From the beginning, civil society participants had depressingly
         limited expectations for the process.[18]   If the world had come to terms with the Internet, it was because it had created
         opportunities to communicate with, educate, and empower individuals around the world.
         But these highlights were not the driving force of the discussions. Sure, those subjects
         were mentioned, and discussions about them were included. But controversy diluted
         the discussion, because those who championed those benefits were pushed to the periphery,
         having to prove time and again that what was necessary was not hypothetical. The Internet’s
         impact upon society was becoming more powerful than that of any of its technological
         predecessors. Nations continued trying to make sense of its significance, but the
         Internet defied normal attempts at classification. Information became power—thus it
         is not surprising that all governments shared a common desire to control this technology,
         or to redefine its purpose. This became the central issue: the Internet facilitated
         the creation of a “cyberspace commons,” in which members of the world community could
         design and share technological services, or create another area to be conquered, or
         another battlefield in which to wage war. While the goal should have been concentrated
         on achieving proper management and accessibility of information, the discussion degenerated
         more or less into a sovereignty debate.
      

      
      International concerns over access to information are not new. The problems associated
         with human rights, dating back to 1975, were recognized in the “General Declaration
         on the Use of Scientific and Technological Progress in the Interests of Peace for
         the Benefit of Mankind.” This declaration, in paragraph 2 (proclaimed by the General
         Assembly in Resolution 3384, November 10, 1975) explained that nations needed to take
         measures to prevent the use of technological developments that would limit or interfere
         with the enjoyment of human rights.
      

      
      The WSIS discussions eventually began to evolve in the preparatory and regional meetings,
         with a reported total of 11,047 participants representing all stakeholder groups.
         The discussion of Internet governance during the summit meetings demonstrated diverse
         positions, observations, and ideas of the participants. For example, during the preparatory
         meetings, or PrepComs, representatives from some developing nations complained about the management of
         their country code TLDs, while civil society participants took the opportunity to
         clarify misconceptions about policy and its administration.[19]   As time moved on, increasing awareness of the U.S. government’s unilateral control
         over Internet resources aggravated the conflict.[20]  
      

      
      There were other important meetings beyond the PrepComs. These events, or regional meetings, were milestones amid the many months of consultations and negotiations between stakeholders
         that helped to clarify the complex process of managing the Internet and cement the
         foundation of the initial “WSIS Principles on Internet Governance.” The Principles
         were subsequently discussed and adopted in Geneva, and later incorporated into the
         resulting landmark documents. Regional meetings were organized in Africa, Latin America,
         Asia, Europe and North America. These additional events before the Geneva meeting
         of 2003 gave stakeholders an opportunity to take the discussions literally back to
         their homes.
      

      
      In addition to the PrepComs and regional meetings detailed in this chapter, the activities of the first phase
         of the WSIS were additionally enriched by several events, labeled by the WSIS as “other
         events.” These events were divided in two groups: informal meetings on content and
         themes, and additional conferences related to WSIS. These were as follows:
      

      
      
         	
            
            Informal Meeting on Content and Themes, Geneva (September 2002 in Geneva);

            
         

         
         	
            Bishkek-Moscow Sub Regional Conference on the Information Society (September 2002,
               Bishkek, Kyrgyzstan, and October 2002, Moscow, Russia);
            

            
         

         
         	
            Mauritius Conference on Access to ICTs by All (April 2003, Pointe aux Piments, Mauritius);

            
         

         
         	
            First Conference of the Ministers Asia–Pacific (May 2003, Bangkok, Thailand);

            
         

         
         	
            Pan-Arab Regional Conference on WSIS (June 2003, Cairo, Egypt);

            
         

         
         	
            World Information Technology Forum (27–29 August, 2003, Vilnius, Lithuania);

            
         

         
         	
            World Summit of Cities and Local Authorities (December 2003, Lyon, France);

            
         

         
         	
            and, CERN: The Role of Science in the Information Society (December 2003, Geneva,
               Switzerland).
            

            
         

         
      

      
      3.2.1. The PrepComs and Regional Meetings: First Phase

      
      The regional meetings had a key significance: they served as a tool of information.
         While at the beginning the subject of Internet governance had been of minor significance
         for many governments and other stakeholders, these meetings helped to spread the word
         and bring the discussion closer at the local level. They also served to compliment
         the policy discussions that would take place during the preparatory meetings. The
         first regional meeting was organized in Bamako, Mali. The report of the June 2002
         meeting (Report of the Africa Regional Conference for WSIS, Part C, Narrowing the
         Digital Divide, WSIS/PC-1/DOC/7-E) prioritized sustainable development, as reflected
         in its document titled “Cotonou Agreement.”[21]   A multistakeholder group of fifty-one African countries participated in the meeting.[22]  
      

      
      The following month brought the first PrepCom meeting, a historic and significant event. This meeting was intended to establish
         rules and procedures, including the first draft of the overall agenda for the summit.[23]   The July  Report of the committee (PrepCom-1: Report of the First Meeting of the
         Preparatory Committee, WSIS03/PREP-1/11(Rev.1)-E) noted that the discussion process
         began by referencing  Resolution 56/183, in which the General Assembly, via the ITU,
         endorsed the proposal of the World Summit. Indeed, all reports related to the WSIS
         would begin with this reference to Resolution 56/183. The report of the PrepCom-1 emphasized the role of the ITU in assuming leadership in the Executive Secretariat
         and the preparatory process. However, this “procedural” leadership was technically
         immaterial, as time would show. The ITU Secretary-General, Yoshio Utsumi, reported
         the highly active role of all actors in the process (Report on activities leading
         to PrepCom-1, June 26, 2002). The report (paragraph 5) further noted the agenda, and
         the intergovernmental preparatory nature of the summit, with the involvement of other
         stakeholders. Considering the delicacy of this subject, the ITU was thoroughly all-inclusive
         at the beginning of the first WSIS phase, although the language of the report seemed
         to give greater recognition to governments (paragraph 6). This would eventually become
         a source of conflict in discussions over the next five years mainly because a truly
         multistakeholder process was supposed to provide equal participation to all stakeholder
         groups. The insistence of giving governments a superior role would eventually weaken
         the position of the ITU to be recognized as a source for developing the final model
         of Internet governance.
      

      
      The next meeting on the agenda was the meeting in Bucharest, Romania, the last regional
         of 2002. This November meeting, with delegates from fifty-eight nations, created the
         Bucharest Declaration, which made various relevant observations about the rights to
         freedom of expression, freedom to hold opinions, and freedom to receive information
         without limitation by national frontiers.[24]   These observations were controversial, probably due to their direct opposition
         to censorship policies that some oppressive governments had adopted around the world.
      

      
      The Asia-Pacific Regional Conference in January of 2003 marked the beginning of a
         new year, with the attendance of 47 nations, 22 international organizations, 54 business
         sector entities, and 116 NGOs.[25]   Its outcome was the Tokyo Declaration (Asia-Pacific perspective to the WSIS, Report of the Asia-pacific Regional Conference
         for WSIS, section 3) which offered interesting insights into the importance of promoting
         full utilization of the technologies made available via the Internet. Part 2(1)(d)
         of the declaration noted the necessity of education and training. (Access and delivery
         of information would remain at the center of controversy in future discussions up
         to and including the Internet Governance Forum). Shortly thereafter, the next regional
         meeting took place in the Caribbean, also in January of 2003. This multistakeholder
         meeting (Latin America and Caribbean Regional Conference for WSIS, Bávaro, Dominican
         Republic) included about five hundred participants from more than forty nations, and
         resulted in the Bávaro Declaration, which recognized two topics as essential: access
         services and human rights (Bávaro Declaration, Report of the Latin America and Caribbean
         Regional Conference for WSIS, sections 2(c) and 2(d)). The final regional meeting
         before the next PrepCom meeting took place in Western Asia.[26]    The Beirut Declaration, also known under the title “Towards an Information Society
         in Western Asia” (section 5, A Declaration of Principles), noted issues such as illiteracy, women’s participation, job opportunities in the
         regional labor market, and cooperation amongst all stakeholders around the world.
      

      
      As noted earlier, the subject of Internet governance had been of minor significance
         at the beginning of the WSIS process, although it would increase in importance, after
         several discussions around the world, eventually moving into center stage, becoming
         one of the “hot items” during the second preparatory meeting in Geneva (PrepCom-2).[27]   This “hot item” represented a conflict between two camps:[28]  
      

      
      
         	
            
            ICANN supporters: at the time, mainly the United States, the European Union, and private
               industry, which supported a management model that was technical in nature, and included
               a private corporation.
            

            
         

         
         	
            The ITU supporters: led by China, Brazil, South Africa, and India, which envisioned
               the management of the Internet as an activity infused with political implications
               that interfered with their national sovereignty, and thus, required management by
               an intergovernmental organization such as the ITU. Of course, this multilateral perspective
               was plagued by potential conflicts that would become evident toward the culmination
               of the summit’s first phase, and beyond. Multilateral, which is a code word for “only
               governments decide” indicated a desire to leave out of the discussion all other participants
               (stakeholders) such as businesses and academics that had been involved (and have continued
               to be involved) in the development of policies for the management of the Internet.
            

            
         

         
      

      
      After several regional discussions, the United Nations agenda opened the main policy
         discussion with the first preparatory meeting. This meeting or PrepCom-1 set the stage for difficult discussions that would continue for the next four years.
         While PrepCom-1 primed the road for communication among participants, even if it was a controversial
         subject, PrepCom-2 presented ideas that demonstrated the growing importance of the summit process. The
         organization of a Visionary Panel (WSIS PrepCom-2, February 17, 2003) was notable
         because of the observations made by the group. [29]   This panel organized during the second preparatory meeting visualized the whole
         summit process as an opportunity to benefit and improve the lives of human beings.
         Professor Lawrence Lessig, a member of the panel, explained the importance of information
         and communication technologies (ICTs) and the role of Internet governance. He did
         this not by providing technical definitions, or by a detailed analysis of Internet
         governance within national politics, but by providing a pragmatic view of the events
         taking place. Professor Lessig explained that, in a new, technologically advanced
         century, the world was at the threshold of either greatness or stagnation. Lessig
         saw the Internet as a place for innovation and noted technological developments made
         by individuals outside of the United States. As an example, he mentioned one of the
         most important—the invention of the World Wide Web, which had been developed at the
         European Organization for Nuclear Research (CERN).  Lessig agreed with the view of
         property coexisting with the commons of the public domain. In other words, he suggested
         that the Internet provided opportunities for commercial growth while also providing
         greater opportunities for access of information for all users of the Internet. It
         was here, during the PrepCom-2 meeting, that the two most notable documents of the first phase of the summit started
         to take form: a Declaration of Principles and a Plan of Action (“Report of the Second
         Meeting of the Preparatory Committee,” paragraph 34). The drafting of these two documents
         helped to trace the course of future discussions, even if not perfect.
      

      
      While the summit process continued, the organizers had ambitious goals for the meetings
         ahead, but these would prove much more challenging than originally expected. Professors
         Marc Raboy and Normand Landry explained that an intercessional (in-between meeting between PrepCom-2 and PrepCom-3, July 2003) was needed because
         the work was falling behind schedule, afflicted by the maneuvering of governments
         that wanted to diminish the importance of human rights within the Draft Declaration.[30]   Raboy and Landry explained that there were difficult negotiations, in which civil
         society stakeholders noted the unfortunate elimination of proposed language affirming
         human rights, with the conflict degrading further during the PrepCom-3 process.  The proceedings of PrepCom-3 had to be divided in three parts, with all sessions located in Geneva: PrepCom-3A,
         September 15–26, 2003; PrepCom-3B, November 10–14, 2003; and PrepCom-3C, December
         5–6, and December 9, 2003. The three-part organizational process was not accidental.
         Raboy and Landry noted that internal disputes over the language of the Declaration
         of Principles caused unnecessary delays that almost drove this preparatory meeting
         to failure. Such disputes were not new or limited to the WSIS process. Rather, over
         the years, these disputes grew out of the desire of some participants to equate human
         rights to distant hypothetical scenarios, rather than recognizing the real threats
         to humanity when rights were ignored or suppressed by a powerful few.
      

      
      Given that the Internet represented power for governments and financial gain for the
         private sector, the individual user, as a legitimate stakeholder, seemed to be lost
         within their discussions. Raboy and Landry also noted that because governments could
         not reach an agreement, six working groups were set up to agree on the final text
         of the Declaration of Principles: right to communicate, Internet security, Internet
         governance, enabling environment, cultural identity, and media and freedom of expression.[31]   Some civil society members were able to raise awareness about the rights of users.
         It was not an easy process for them. Raboy and Landry described how civil society
         stakeholders encountered limited opportunities for participation, and its members
         were allowed an inadequate amount of time at the beginning of each working group meeting,
         and were not allowed to remain and participate in deliberations—only to be invited
         back at the end to be notified of what was the final decision. Finally, they also
         noted how this unfortunate process had previously been unanimously adopted by governments,
         eventually prompting NGOs and other members of civil society to partly retire from
         the process of negotiation and drafting.
      

      
      
         
         
         
         Phase 1: Relevant Regional and Preparatory Committee
Meetings

         
         African: May 25–30, 2002, Bamako (Mali)
         

         
         PrepCom-1: July 1–5, 2002, Geneva (Switzerland)
         

         
         Pan European: November 7–9, 2002, Bucharest (Romania)
         

         
         Asia-Pacific: January 13–15, 2003, Tokyo (Japan)
         

         
         Latin America and Caribbean: January 29–31, 2003, Bávaro (Dominican Republic)
         

         
         Western Asia: February 4–6, 2003, Beirut (Lebanon)
         

         
         PrepCom-2: February 17–28, 2003, Geneva (Switzerland)
         

         
         Intersessional Meeting: between PrepCom-2 and PrepCom-3: July 15–18, 2003, Paris (France)
         

         
         PrepCom-3: September 15–26, 2003; November 10–14, 2003; December 5–6, 2003; and December 9,
            2003, Geneva (Switzerland)
         

         
      

      
      The First Phase of the WSIS process seemed to disregard the guidance left by Dr. Postel’s
         writings in his Request For Comments #1591, which noted that those in power over the
         Internet were meant “to carry out the necessary responsibilities, and have the ability
         to do an equitable, just, honest, and competent job.” The governmental stakeholders
         may have started with good intentions, but they eventually lost sight of the humanitarian
         needs behind the management of the Internet. Dr. Postel also highlighted in the same
         RFC the significance of responsibilities and service to the community of Internet
         users. These would resonate again, as the WSIS debate began its concluding meeting
         and prepared to begin phase two.
      

      
      3.3. Geneva Meeting: December 10–12, 2003

      
      The First Phase ended in Geneva, although the key policy decisions had already been
         settled beforehand. This final meeting of phase one of the summit was well attended
         by delegates from all stakeholder groups (with about 11,000 attendees representing
         175 countries), and the drafted documents and proposed solutions had already been
         debated and decided in the preparatory meetings.[32]   One fact was clear: the summit was organized as an intergovernmental process, and
         for that reason, the final decisions were ultimately made by governments. The WSIS
         Rules of Procedure only permitted voting rights to governments’ representatives, although
         other stakeholders were allowed to participate as observers. This was not abnormal
         because this is the standard within the United Nations policy development process.
         As mentioned earlier, this multilateral process was inadequate to find all the answers
         needed to arrive at a true model of internet governance.
      

      
      3.3.1. The Declaration of Principles

      
      In Geneva, two documents that had begun to form during the preparatory process were
         unveiled and adopted to prepare the stage for the second phase of the summit and the
         subsequent creation of the Internet Governance Forum. The Report of the Geneva Phase,
         chapter one, revealed two constitutive documents: the Declaration of Principles and
         the Plan of Action. The Declaration was drafted with three sections, labeled A, B,
         and C. Section A, titled “Our Common Vision of the Information Society,” served as
         a preamble to outline the process needed in the future. Section B discussed eleven
         subjects, many of them to be later found in the discussions of the Internet Governance
         Forum (which is discussed in chapter 5 of this book). In particular, these subjects
         (section B2, paragraphs 21–22) recognized that “connectivity” had become a central
         enabling agent for humanity—noting the importance of the broader topics of openness
         and access to information. The third subsection, titled “B3 Access to Information
         and Knowledge” (paragraph 24), mentioned the importance of protecting information
         for future generations, including ideas and knowledge. History has demonstrated that
         merely preserving information is insufficient. The proper development of a civilization
         requires that information be easily accessible to all members of that society.
      

      
      The Declaration of Principles extended the vision of a global society, demonstrating
         that without a clear plan of technological development and management, the WSIS goals
         would fade quickly into the past (section B3, paragraphs 26 and 28). It is in the
         Declaration of Principles that we find the words that would later unravel the greatest
         remaining unresolved controversy: the issue of control over the Internet. Perhaps
         the thirst for such control prevented the process from truly recognizing human rights.
         This error would be noted by civil society in a separate document (later discussed
         in this chapter). As the Declaration delved further into the issue of governance,
         it implied an international management of the Internet within a multilateral process,
         while noting the involvement of the other stakeholder groups (section B6, paragraphs
         48 and 49).
      

      
      In time, the decision to ask the secretary general of the United Nations to set up
         a Working Group on Internet Governance (WGIG), as reflected in paragraph 50 of the
         Declaration, revolutionized the policy development process for the Internet. This
         working group would set the stage for a serious analysis of Internet management models.
         Indeed, the process initiated by the WGIG allowed the full participation of all stakeholders
         (discussed in greater detail in chapter 4 of this book). One final observation about
         the Declaration requires the acknowledgement of its consideration of the use of technologies,
         tempered by respect for human rights and fundamental freedoms (section B10, paragraph
         58).
      

      
      3.3.2. Plan of Action

      
      The document known as the Plan of Action (December 12, 2003) established goals for
         a process of Internet policy development. The document would become a departure point
         and road map for further discussions that would eventually culminate in a subsequent
         document, the Tunis Agenda, being drafted in Phase Two of the summit. During this
         final stage of Phase One, the Plan of Action was not as conceptually far-reaching
         as the Declaration of Principles. Instead, the document’s introduction embodied its
         overall vision, echoing the principles of the Declaration. The Plan noted the importance
         of communication technologies, recognized the existing “digital divide” around the
         world, and acknowledged that sharing information was beneficial for communities (Section
         B, paragraph 4, and section C3, paragraph 10).  In particular, section C6, titled
         “Enabling Environment” discussed the implementation of a working group that would
         develop a working definition for Internet governance and identify relevant public
         policy issues (paragraph 13(b)(i)-(ii)). It is here that the Plan of Action implemented
         the words of the Declaration and prepared the stage for establishing the very important
         Working Group on Internet Governance (WGIG).
      

      
      Still, despite the inspirational goals of the main documents of the First Phase, the
         WSIS process had been stained by “eleventh hour” political discussions over the Declaration’s
         language which forced civil society to refuse to endorse the Declaration, instead
         releasing its own Declaration at the summit.
      

      
      3.4. Civil Society Declaration

      
      The last-minute politics over the text of the Declaration of Principles and Plan of
         Action (including the human rights elements) ultimately resulted in civil society’s
         refusal to endorse the proposed text of the Declaration, setting in motion the conflicts
         that would become the WSIS’s second phase. Civil society decided to offer stronger
         language for the protection of human rights in a document presented immediately before
         the Geneva meeting. On December 11, 2003, civil society representatives announced
         their declaration, titled “Shaping Information Societies for Human Needs,” because
         the process had consistently frustrated the representatives of civil society.[33]   Indeed, the language of this alternative declaration pushed further, calling for
         access to knowledge for societies, while being “free from discrimination, violence
         and hatred.” The civil society group (human rights caucus) included more than forty-five
         organizations and worked for eighteen months (since the first preparatory meetings)
         to ensure that human rights were included in the WSIS process.[34]   The civil society declaration (Shaping Information Societies for Human Needs) would
         become part of the official outcome of the Summit; recognized along with the contributions
         that had been presented by governments. Given the relevance of and need for human
         rights around the world, and possibly because of the actions of civil society, the
         final draft of the WSIS Declaration of Principles eventually highlighted human rights
         in its first five paragraphs. It has always been surprising to observe how easily
         the private sector and governments sideline discussions of human rights. Yet, as it
         is defined in the Universal Declaration of Human Rights, the International Covenant
         on Civil and Political Rights, and the International Covenant on Economic, Social
         and Cultural Rights, human rights are intended to be inalienable (inviolable) for all world citizens. There can be no doubt that the actions of civil
         society had a major impact during the government negotiations. The WSIS Declaration
         of Principles stated the following in article one:
      

      
      
         We, the representatives of the peoples of the world, assembled in Geneva from 10–12
            December 2003 for the first phase of the World Summit on the Information Society,
            declare our common desire and commitment to build a people-centred, inclusive and
            development-oriented Information Society, where everyone can create, access, utilize
            and share information and knowledge, enabling individuals, communities and peoples
            to achieve their full potential in promoting their sustainable development and improving
            their quality of life, premised on the purposes and principles of the Charter of the
            United Nations and respecting fully and upholding the Universal Declaration of Human
            Rights.
         

         
      

      The WSIS Civil Society Human Rights Caucus noted via a communiqué the importance of
         the inclusion of human rights in the Declaration of Principles, but also noted that
         the Plan of Action, was “devoid of any mechanism to advance the human rights agenda.”
         The human rights caucus, supported by the civil society stakeholders, offered an innovative
         and crucial idea. They proposed the establishment of an Independent Commission on
         the Information Society and Human Rights, “composed of highly qualified experts with
         broad geographical representation,” to monitor the development of policy for human
         rights. It is unfortunate that this body of experts was not assembled.
      

      
      As the years passed beyond the WSIS and into the Internet Governance Forum, policies
         to strengthen security would be promoted at the expense of human rights. The Human
         Rights Caucus prophetically noted in the communiqué that “given the tendency in many
         countries . . . to sacrifice human rights in the name of ‘security,’” proper monitoring
         of those rights was needed within the WSIS process. The Caucus made a key observation
         when it stated that the discussions around security needed to pursue actions fully
         compatible with international human rights principles—in particular, the right to
         privacy. The best critique that this group offered via their communiqué, and one that
         sadly has been ignored for many years, is of the tendency to associate Internet governance
         with a “global culture of cyber-security” instead of carrying out human rights obligations.
      

      
      The protection of human dignity requires a reversal or oversight of the power of the
         rulers. This power, at least in democratic societies, is supposed to represent the
         power of the will of the people. Why would a reversal be needed? Simply put, the will
         of the people has become secondary to other, more powerful interests. Should the behaviors
         of governments in matters of Internet governance be allowed to oppose the interests
         of the governed? Should we expect governments to be independent agents, or should
         they behave as the stewards of the will of the people? If our government representatives
         were seen as our tenants or delegates, with revocable positions, perhaps the powers
         of the government would never be abused to the disadvantage of Internet users.[35]   In other words, a workable Internet governance model requires that the decisions
         made in the interest of the users will not betray the public trust.
      

      
      Human rights challenges such as these reflect a profound disconnect between the activities
         of the powerful and the realities faced by the majority of the world’s population.
         A more specific divide between the realities of online citizens and of the elites
         is found in the exclusion of regular users from decisions that affect their daily
         lives. The Internet has the potential to be a democratizing influence, but only if
         the elites are willing to respect human rights. It is for these reasons that governments
         and members of the private sector must take steps to assure users that the decisions
         made for them under the banner of “the public good” are indeed carried out for that
         purpose.
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      Chapter 4

      From the WGIG to WSIS–Tunis

      
         
         
         
         
      

      
      
         “The fiery trial through which we pass, will light us down, in honor or
dishonor, to the latest generation. . . . We shall nobly save, or meanly lose, the last best
               hope of earth.”[1]  
         

         
         —Abraham Lincoln

         
      

      4.1. Introduction: A Second Beginning

      
      The first phase of the WSIS revealed issues with the state of internet governance
         around the world. One of those issues was the tendency to associate internet governance
         with a culture of cyber-security, instead of acknowledging human rights obligations.
         The protection of human dignity has required a reconsideration of rulers’ power. This
         power, at least in democratic societies, is supposed to represent the power of the
         nation; in other words, the power of the will of the people. The will of the people
         has become secondary to other, more powerful interests: those perceived as state-run
         and financially motivated. Should we expect governments to be impartial agents? Should
         they behave on behalf of the people, as the stewards of their will? If our government
         representatives were seen as our tenants or delegates, with immediate revocable positions,
         perhaps the power of government would never be misused to the disservice of Internet
         users.[2]   In other words, a workable Internet governance model would require a long and complex
         process where the user would be at the center of the discussion.
      

      
      The second phase of the WSIS was the next historical chapter of the Internet’s technological
         story. The purpose of this chapter, for practicality’s sake, is not to be all inclusive;
         rather, it aims to provide the novice with the key information necessary to tackle
         the history, challenges, and ramifications of this WSIS phase. Internet governance
         is complex, and there have been many events in its history since the concept began
         to be developed in the 1960s and 1970s, and even more since the Internet’s commercialization
         in 1994.
      

      
      Toward the end of the first phase of the WSIS, participants discovered the power of
         the Internet, and the growing pressure to introduce some form of control over it.
         This pressure originated mainly with governments that wanted to end the stewardship
         role of the United States. However, the U.S. government also had some control over
         it. Indeed, one valuable characteristic of the Internet had been its existence under
         the stewardship of the U.S. government. In chapter 2 of this book, it was noted that
         the U.S. government had begun a process of liberalization from government intervention.
         However, by 2005, this ended with the announcement of the principles from the National
         Telecommunication and Information Administration. As time went on, controversies emerged
         over “human rights, free press, intellectual property, the digital divide, and control
         over the Internet’s infrastructure.”[3]   In particular, China, Cuba, and Vietnam would not support the consideration of
         human rights in the WSIS process, while ICANN’s position and administrative duties
         with regard to the Internet would be equated with the U.S. or Western control.[4]   In addition, civil society was marginalized and the private sector showed little
         interest and participation in the WSIS process.[5]   For these and other reasons, the first phase was plagued by controversy and slow
         progress. However, the process was about to take an interesting turn: a second beginning.
      

      
      4.2. The Working Group on Internet Governance

      
      The WSIS process that began in 2002 was an already politically charged process. One
         of the elements that made the process controversial was the question of which governance
         model was to be followed by the international community, including the future of ICANN.
         Prior to the meetings of the Working Group on Internet Governance (WGIG), the International
         Telecommunication Union (ITU) organized a Workshop on Internet Governance (February
         26–27, 2004) to follow up the first phase of the WSIS.[6]   An ITU Press Release reported that this ITU Geneva workshop was attended by participants
         from governments, the private sector (including root server operators), Regional Internet
         Registries (RIRs), ICANN staff, managers of country code top-level domain names, international
         organizations, and civil society. While it was also reported that there was significant
         support for a working relationship between “different actors,” during this workshop,
         the concept of Internet governance was understood as controversial. The Press Release
         also implied the code word multilateral by noting that some developing countries inferred
         a greater role for the ITU in the policy process. The idea of the ITU having a greater
         role was not accepted completely. While the ITU eventually became host to several
         key events, the idea of having the ITU play the ultimate high-level role in the development
         of policy for the Internet would not have been the best option, for reasons that are
         discussed in chapters 6 and 7 of this book.
      

      
      On November 11, 2004, Secretary General Kofi Annan announced the establishment of
         the Working Group on Internet Governance (WGIG), which would help develop the WSIS
         discussions for the benefit of all stakeholders (Press Release PI/1620). The announcement
         further noted that the Declaration of Principles and the Plan of Action—adopted during
         the first phase of the WSIS—delineated the mandate of the WGIG to “investigate and
         make proposals for action . . . on the governance of the Internet by 2005.” The announcement
         also stated how the final report of the WGIG was to be submitted to the secretary
         general by July 2005 to be shared with participants of the WSIS meeting in Tunis.
         The WGIG was specifically charged to
      

      
      
         	
            
            develop a working definition of Internet governance;

            
         

         
         	
            identify the public policy issues that are relevant to Internet governance;

            
         

         
         	
            develop a common understanding of the respective roles and responsibilities of governments,
               existing intergovernmental and international organizations and other forums as well
               as the private sector and civil society from both developing and developed countries;
               and
            

            
         

         
         	
            prepare a report on the results of this activity to be presented for consideration
               and appropriate action for the second phase of WSIS in Tunis in 2005. (WSIS Plan of
               Action, paragraph 13 (b)(i-iv))
            

            
         

         
      

      
      The worldwide selection process for members to form the WGIG began in early 2004,
         allegedly in an open manner, to encourage wide participation from civil society, governments
         and the private sector.[7]   Markus Kummer—Swiss diplomat and Coordinator of the WGIG—supported an open and
         inclusive selection process, with representatives from roughly one-third of those
         groups.[8]   The Internet Governance Caucus, “the coordinating body of civil society’s nominations
         to the WGIG” (as well as Markus Kummer), made a good-faith effort to create a diverse
         and impartial selection process, with Kummer indicating that participation in the
         WGIG would be based more on internet governance expertise than on an individual’s
         “high-level” position.[9]   This goal was relatively well accomplished, as civil society representatives constituted
         roughly one-third of the membership of the WGIG, with some balance among the various
         regions of the world—though very few women were selected for the group.[10]   The final decision on participation was made by the United Nations. The Working
         Group members (nominated by the secretary general of the United Nations) are listed
         in an appendix to this chapter.
      

      
      The WGIG was historic because it redefined the position of stakeholders beyond the
         customary nation-state, establishing a true multistakeholder process. While the UN
         rules originally accepted only the participation of governments for high-level negotiations,
         this working group broke with that tradition and became the beginning of the new multi-participatory
         process for all stakeholders. True, the multistakeholder process had existed already
         in some weaker form. However, it was here that its existence was solidified in the
         consciousness of the UN-level process, and paved the way for a future of greater participation
         for institutions and individuals to work on equal footing for those around the world
         that governments would not, or were not able to, represent properly. Now that a secretariat
         had been established in July 2004—chaired by Special Advisor Nitin Desai—the WGIG
         output began to translate into much-needed information and expertise on Internet governance,
         at a time when the WSIS process lacked easy answers.[11]    The Working Group met four times between November 2004 and June 2005.
      

      
      While the WGIG operated under considerable time constraints—only for nine months—it
         managed to produce a valuable report, which assisted the final negotiations prior
         to the WSIS Tunis meeting of 2005.[12]   The WGIG’s efforts were significant because they addressed problems that had been
         “deemed too complex to resolve”; indeed, it was too intricate to tackle by governments
         alone.[13]    Its members achieved and exceeded the original expectations. Regardless of how
         their product is criticized or praised, the WGIG had, for the first time, set up a
         multistakeholder model to resolve issues where the model of governments alone had
         previously failed to deliver an answer. It could be argued that there was one implicit
         reason for the work of the Working Group: the issue of control over the Internet.
         It is here, during the WGIG dialogue, that perceptions started to move away from political
         traditions, and into a broader concept of stakeholder collaboration. By bringing other
         stakeholders into the discussion, Markus Kummer’s efforts broke away from previous
         world summit practices and gave way to inclusion and participation of other constituencies.[14]   Thus, the WGIG delivered their first product, a working definition of Internet
         governance, “after an intensive debate which took a good deal of time of two face-to-face
         sessions.”[15]   The members drafted the following working definition:
      

      
      
         Internet governance is the development and application by governments, the private
            sector and civil society, in their respective roles, of shared principles, norms,
            rules, decision-making procedures, and programmes that shape the evolution and use
            of the Internet. (WGIG Report, Part II, paragraph 10).
         

         
      

      The WGIG worked uninfluenced by the Office of the United Nations secretary general,
         and it developed an organized system (thanks to Markus Kummer’s coordinating abilities)
         that allowed outside contributions beyond those from its members, keeping the discussion
         open.[16]   Another WGIG product, albeit more informal, was their Background Report, containing
         a synthesis of their personal observations about their work. As to matters of control,
         the WGIG was clear when it recommended in their Final Report that no particular government
         should have a “pre-eminent role” in international Internet governance.[17]   In the same report (§ V(A)(2)(51)), the WGIG presented four potential models of
         governance for the Internet. Although  none of these models were implemented, they
         served as a seed for many discussions that have continued their work in the years
         since. Above all, some of the elements they suggested would later be found in the
         design structure of the Internet Governance Forum.
      

      
      
         	
            
            Model One conceptualized a system of a Global Internet Council (GIC), consisting of governments
               representing geographical locations, and with involvement of other stakeholders, while
               replacing the role played by the U.S. Department of Commerce (§ V(A)(2)(52)).
            

            
         

         
         	
            Model Two delineated an enhanced role for ICANN’s Governmental Advisory Committee (GAC), a
               global multistakeholder forum, and the equal participation for all stakeholders (§ V(A)(2)(57-60)).
            

            
         

         
         	
             Model Three consisted of an International Internet Council (IIC) to replace the ICANN/IANA functions
               (§ V(A)(2)(62)).
            

            
         

         
         	
            Model Four detailed a Global Internet Policy Council (GIPC), integrated with a forum component, but governments were to have control, while the private sector and civil
               society roles would be reduced to those of mere observers (§ V(A)(2)(68)).
            

            
         

         
      

      
      One of the WGIG members, Carlos Afonso, observed that there were several relevant
         arguments against allowing the UN to take over global Internet management, alleging
         its lack of ability to handle the required management functions.[18]   The WGIG identified three key ingredients necessary to manage the required functions
         of a successful model of Internet governance— transparency, pluralism, and democracy
         in decision making—but in doing so, it built in some form of relationship with the
         UN system.[19]   The WGIG’s four models for global governance were “to be used as reference” in the preparatory discussions
         ending before the final Tunis meeting.[20]   Once it submitted its final report, stakeholders around the world, in turn, submitted
         their comments. The comments demonstrated the division of opinions and ideas on how
         best to undertake the matter of governance. Some of those General Comments are mentioned
         here as examples: [21]  
      

      
      Barbados

      
      The government of Barbados, for example, saw the Internet as significant for all nations,
         and for this reason, stated that its control should not be operated under one government,
         preferring an international body to have that responsibility.
      

      
      European Union

      
      The view of the EU was grounded in the internationalization of Internet governance,
         including management of the root server system. The EU insisted on a cooperative model
         based on a “bottom-up public-private partnership . . . for policy dialogue” to build
         upon existing mechanisms.
      

      
      Israel

      
      Israel noted the historical contributions that engineers and academics had provided
         to the development of the Internet with minimal external influence. The government
         of Israel supported WGIG’s model #2, the forum function, and the inclusion of all stakeholders.
      

      
      Switzerland

      
      Switzerland predicted, correctly, that the issues surrounding Internet governance
         would not be solved by the Tunis meeting in 2005. While it supported the forum function, it preferred that questions of “public policy” be addressed by existing
         institutions.
      

      
      Japan

      
      Japan considered all four models suggested by the WGIG acceptable, and supported the
         forum function.
      

      
      Quebec

      
      The government of Quebec supported the internationalization of Internet governance
         and the forum function, and considered essential the cooperation between all stakeholders.
      

      
      Ghana

      
      Ghana, on behalf of the African Group, supported the idea of the forum function. It suggested that a new body needed to take over the oversight functions
         of the DNS and root server system.
      

      
      Turkey

      
      The government of Turkey preferred a multilateral management process for the root
         zone files and root server system. Turkey also supported the notion of an international
         body controlling the Internet.
      

      
      Egypt

      
      Egypt encouraged the creation of a high-level, multistakeholder board of trustees
         with an international mandate, and supported the participation of all stakeholders.
      

      
      Rwanda

      
      Rwanda encouraged a model of Internet governance that would be inclusive in terms
         of representation and participation for all Internet users.
      

      
      Canada

      
      Canada preferred to maintain the status quo with participation in ICANN through the
         Governmental Advisory Committee. In principle, Canada supported the idea of the forum function. However, Canada did not support the creation of a new treaty organization,
         and acknowledged the vital role played by the United States government in the development
         of the Internet.
      

      
      China

      
      China criticized what they saw as Internet governance monopolized by one state, supported
         a multilateral system, and expressed a preference for governance where all would benefit from the use of the Internet.
      

      
      Arab Group

      
      The Arab Group supported the WGIG’s proposal for a forum function. However, it also suggested that the forum would not be the best place to
         handle Internet questions of policy and supervision.
      

      
      Korea

      
      Korea emphasized sovereignty concerns over the management of country code top level
         domains (ccTLDs), considering them national resources. In principle, Korea supported
         the idea of the WGIG’s proposal for a forum function.
      

      
      Comments on the WGIG’s report were not limited to governments. Stakeholders from civil
         society and international organizations shared their views with the community. They
         gave a voice to the promotion and protection of human rights. Their comments seemed
         to agree with (or perhaps misunderstand) the interests and wishes of governments,
         international organizations, the private sector, and members of civil society around
         the world. They were ultimately a testament to the successful inner workings of the
         WGIG. The most memorable proposal would be the idea of a multistakeholder approach
         to Internet governance via the forum function, but two additional observations could
         be drawn from all contributions. First, those TLDs were centers of political and financial
         power; and second that, in the end, ICANN would have to open its internal process
         for review.
      

      
      Civil Society Internet Governance Caucus

      
      Civil Society Internet Governance Caucus expressed its strong support for the WGIG’s
         process, its multistakeholder approach, and the concept of the forum function to operate directly under the auspices of the United Nations Secretary General.[22]   Furthermore, the caucus noted WGIG’s model two as the most favored by civil society members and as the best starting point for a
         future process. The caucus also supported the notion that control over the Internet
         should not operate under one government, and feared the fragmentation of the Internet.[23]   Indeed, the idea of an alternative DNS materialized in February 2002 with the creation
         of the Open Root Server Network (ORSN).[24]   While the project had been shut down on December of 2008, a signal of ICANN’s control,
         it was once again restarted in June of 2013 after the revelations of Edward Snowden.[25]   The site the Open Root Server Network (General Information) notices that it had
         been operating with thirteen root servers, twelve in Europe and one in the United
         States, with the capability to work either synchronized with ICANN or independently
         if necessary.
      

      
      Internet Governance Project

      
      The Internet Governance Project (IGP), a group of academics with expertise in policy,
         provided a response to the WGIG’s report in which they noted that the “unilateralism
         of the U.S. government in contracting with ICANN and monitoring of changes in the
         root zone file was not consistent with WSIS principles.”[26]   The IGP’s response supported the proposal of a forum function, but conceptualized it instead as a preparatory stage for something else,
         probably a more permanent entity. The IGP also supported the idea of a treaty mechanism,
         similar to the one previously drafted for climate change. The treaty option sounded
         like a good idea, but one that was also incompatible with a true multistakeholder
         outcome. Why is this the case? The reasons are discussed in chapter 7.
      

      
      ISOC

      
      The history of the Internet Society (ISOC) dates back to the days when Internet governance
         was not yet defined. The comments of ISOC about the WGIG’s report was heavily focused
         on policy issues, and maintained that the WGIG’s work should have aimed at challenging
         the status quo.[27]   Although ISOC’s comment seemed to favor a process with less involvement of governments,
         it did not favor any of the models presented in the WGIG’s report beyond the process
         that existed at the time. ISOC believed that the exercise of proposing models should
         not have been one of the aims for the WGIG, including their proposal of a forum function to discuss public policy. ISOC seemed to imply that the forum was a misinterpreted
         endorsement of a much more extensive role for the United Nations. This was a fair
         observation. However, while at the time this view may have seemed a bit harsh, the
         IGF (forum) would not be that influential beyond its first mandate. ISOC comments
         also noted that a “survey of Internet Society members around the world revealed strong
         opposition to all four of the options for increased government oversight of the evolution
         of the Internet.” However, one interesting point of the survey demonstrated that,
         “in comments submitted with the survey, many members stressed that the UN and ISOC
         should be working to reduce government influence over the Internet, particularly in
         those countries where governments [were] attempting to suppress the freedom of expression.”
         The positions of governments would become of great importance in the years ahead.
         Were they representative of the people they served? It is clear that this question
         could not be completely answered in the positive.
      

      
      ICANN

      
      ICANN’s comments praised the WGIG’s report as an important contribution to the WSIS,
         and noted the challenge of achieving a multistakeholder model of governance. ICANN
         agreed with the WGIG’s recommendations on coordination, but still supported the continuation
         of the status quo of internet governance with United States oversight.
      

      
      ALA and IFLA

      
      The organizations representing libraries had a more “user-centered” approach toward
         the WGIG’s report. The American Library Association (ALA), via its Office for Information
         Technology Policy, supported the participation of all stakeholders in the governance
         process.[28]   ALA’s comments noted the impact of the Internet on freedom of expression, and as
         such, pointed out that these rights needed to be preserved as expressed in the Universal
         Declaration of Human Rights and the WSIS Declaration of Principles. The International
         Federation of Library Associations and Institutions (IFLA) endorsed the proposal for
         a forum function.[29]   IFLA’s comments noted favorably the view of WGIG’s model one, but with the inclusion of all stakeholders.
      

      
      United States of America

      
      The U.S. government presented a unique document, “The United States Approach to the
         Internet: Guiding Principles for the UN Working Group on Internet Governance.” In
         these guiding principles the United States of America agreed with the idea of cooperation
         amongst all stakeholders.[30]   The U.S. government called attention to the success of the existing governance
         process, while recognizing the global quality of the Internet, and observing the need
         to enhance collaboration in the “work . . . underway in the global and regional bodies.”
         Furthermore, the United States reacted not only verbally, but also in action. Be it
         a reassertion of national security, a realistic projection, or something else, the
         U.S. government around that time released an official announcement declaring that
         it would maintain control over the DNS. This action would later haunt the United States,
         albeit temporarily, when, in a surprising move, the European Union decided to break
         away from supporting the United States and ICANN.[31]   The announcement was contained in the “U.S. Principles on the Internet’s Domain
         Name and Addressing System” of June 30, 2005, that stated, in part, the following:[32]  
      

      
      
         	
            
            The United States Government intends to preserve the security and stability of the
                  Internet’s Domain Name and Addressing System (DNS). Given the Internet’s importance to the world’s economy . . . the United States . .
               . will therefore maintain its historic role in authorizing changes or modifications
               to the authoritative root zone file.
            

            
         

         
         	
            Governments have legitimate interest in the management of their country code top level
                  domains (ccTLD). The United States recognizes that governments have legitimate public policy and sovereignty
               concerns with respect to the management of their ccTLD. As such, the United States
               is committed to working with the international community to address these concerns.
               . . .
            

            
         

         
         	
            ICANN is the appropriate technical manager of the Internet DNS. The United States continues to support the ongoing work of ICANN . . . [and] will
               continue to provide oversight so that ICANN maintains its focus and meets its core
               technical mission.
            

            
         

         
         	
            Dialogue related to Internet governance should continue in relevant multiple fora.
                  Given the breadth of topics potentially encompassed under the rubric of Internet governance
               there is no one venue to appropriately address the subject in its entirety. [The]
               United States . . . encourage[s] an ongoing dialogue with all stakeholders around
               the world in the various fora.
            

            
         

         
      

      
      4.3. The WSIS Second Phase: The Preparatory Process

      
      Could a conclusion be drawn from the impressive efforts of the members of WGIG? The
         answer has to be in the affirmative. Based on the premise that “no single government
         should have a preeminent role in international Internet governance,” the WGIG presented
         four models of such governance during the Tunis WSIS in 2005. The WGIG recommended
         a further elaboration of the multistakeholder model in some form. But what does that
         mean? This question is very complicated but three rough sub-conclusions help answer
         this question. First, there was already an interest by governments in the control
         over their country code top level domains (ccTLD). In other words, under international
         law, these domains were part of the sovereignty (and security) interests of those
         nations. Second, if a government was already “controlling” its own ccTLD, but that
         control was subject to modifications made in the root by the United States, could
         it be said that sovereignty over its ccTLD was illusory? This question has never been
         fully assessed, and perhaps never will as the United States continues to change its
         policy position. The third conclusion related to how stakeholders favored some of
         the models proposed by the WGIG over the others. In the end, what is most relevant
         is that Model 2 became significant because it first delineated the forum function that gained immediate popularity with many stakeholders.
      

      
      While the first phase concluded with more questions than answers, the activities of
         WGIG became a defining and historic moment. The first phase of the WSIS was, after
         careful consideration, the staging area for further future discussions. While the
         subject of Internet governance was a minor one at the start of the First Meeting of
         the Preparatory Committee (WSIS PrepCom-1), it moved session by session from the periphery
         of the debate to its center, with the subject of Internet governance appearing as
         one of the issues considered at the PrepCom-2, but final agreement was reached by
         the time of PrepCom-3.[33]   Organizers and participants alike decided to wait until the next phase in Tunis.
         In the interim, the issue of Internet governance was tackled by the Working Group
         on Internet Governance (WGIG). From the discussions of WGIG’s Final Report onward,
         the second phase of the World Summit proved more productive, and despite what critics
         may have said, it was a positive step forward. The question of Internet governance
         in the international arena was now a key agenda topic for most, if not all, stakeholders
         around the world. Following the process established during the first phase, there
         would be PrepCom meetings, regional meetings and thematic meetings. These events were organized as part of
         the preparatory process before the final meeting in Tunis.
      

      
      There were other relevant meetings beyond the PrepComs. These events, or regional meetings, represented another milestone amid the many months of consultations and negotiations
         between stakeholders. The consultations and negotiations further clarified this complex
         summit process, and helped cement the foundation of the upcoming landmark documents
         that were subsequently discussed and adopted in Tunis. There were also further important
         meetings beyond the PrepComs and Regional meetings. Like in the first phase, these were regional thematic meetings representing another milestone amid the many months of consultations and negotiations
         between stakeholders. The consultations and negotiations offered further clarification
         beyond the PrepComs and regional meetings. The meetings would help cement the foundation
         of the WSIS Tunis Agenda subsequently adopted in Tunis. These thematic meetings were
         again organized around the world before the final meeting in Tunis. The process that
         transpired during the transition between summit phases was relevant. The thematic
         meetings were a journey of discovery that brought the international community from
         the periphery of knowledge toward a full understanding of the nature of internet governance.
         These were as follows:
      

      
      
         	
            
            The ITU Workshop on Internet Governance (February 26–27, 2004), met to prepare contributions related to the work of the Working
               Group on Internet Governance. (Second Phase, Tunis: Preparatory Process, Outcomes
               of the Regional and Thematic Meetings)
            

            
         

         
         	
            The ITU WSIS Thematic Meeting on Countering Spam (July 7–9, 2004, Geneva) discussed the problems associated with spam, in particular,
               fraudulent activities which threatened public confidence in the Internet. (ITU WSIS
               Thematic Meeting on Countering Spam, Chairman’s Report, CICG, Geneva, July 7–9, 2004)
            

            
         

         
         	
            The  Belarus/UNESCO/UN/UNDP-Information Technologies and Law  meeting (October 28–29, 2004) considered legal aspects of modern information-computer
               technologies, and equal access to legal information. (Second International Scientific
               and Practical Conference, Minsk, Republic of Belarus)
            

            
         

         
         	
            The 2004 Berlin session of the Committee on Data for Science and Technology (CODATA) (ICSU) discussed the role of the international science community in implementing
               the agenda for action. (The 19th International CODATA Conference, Report on the Special
               Session on the World Summit on the Information Society, November, 10, 2004, Berlin,
               Germany)
            

            
         

         
         	
            The Government of the Republic of Azerbaijan and the World Summit Award, jointly organized
               the Global ICT Conference (November 25–28, 2004), discussing the theme of the digital divide and the role of
               governments, economics and education. (CT Conference “Digital Divide and Knowledge
               Economy: Problems and Solutions; Baku Declaration on Digital Divide and Knowledge
               Economy-Baku, Global ICT Conference 2004, November 27, 2004)
            

            
         

         
         	
            The ILO/ITC/OECD/UNCTAD – Economic/Social Implications of ICT event held in Antigua, Guatemala (January 17–19, 2005), encouraged the use of ICTs
               for innovation, to increase productivity, and to fight poverty. (WSIS Thematic Meeting,
               Economic and Social Implications of ICT-ILO/ITC/OECD/UNCTAD, Final Report, January
               17–19, 2005, Antigua, Guatemala)
            

            
         

         
         	
            A group of experts met in Kobe, Japan (WMO-ICT Applications in Natural Disaster Reduction, January 18–22, 2005) to consider the advantages of technology for advanced detection
               and early warning systems to avoid weather disasters. (WSIS Thematic Meeting, ICT
               Applications in Natural Disaster Reduction–WMO, Chairman’s Report, January 21, 2005,
               Kobe, Japan)
            

            
         

         
         	
            The UNESCO-Freedom of Expression in Cyberspace conference discussed the challenges and opportunities of freedom of expression. (Freedom
               of Expression in Cyberspace, Towards Knowledge Societies, UNESCO Thematic Meetings
               for WSIS)
            

            
         

         
         	
            The UNCTAD/OECD/ITU/UIS/UN ICT Task Force-Information Society multistakeholder meeting (Geneva, February 7–9, 2005), met to consolidate the outcomes
               of regional workshops on information society indicators. (WSIS Thematic Meeting on
               “Measuring the Information Society,” Geneva, February 7–9, 2005, Final Conclusions)
            

            
         

         
         	
            The  Canada and UN Permanent Forum on Indigenous Issues  (Ottawa, March 14–18, 2005). See Report of the WSIS Indigenous Thematic Planning
               Conference for Tunisia, WSIS Thematic Meeting Indigenous Peoples in the Information
               Society: Delivering on the Plan of Action, March 17–18, 2005, Ottawa, Canada)
            

            
         

         
         	
            UNESCO-Multilingualism for Cultural Diversity and Participation (Thematic Meeting on Multilingualism for Cultural Diversity and Participation of
               All in Cyberspace, Bamako, Mali, May 6–7, 2005)
            

            
         

         
         	
            UNESCO/Club of Rome-ICT for Capacity-Building, see UNESCO and the Club of Rome-World Conference on “ICT for Capacity-Building:
               Critical Success Factors” May 11–13, 2005, UNESCO Headquarters, Paris, France)
            

            
         

         
         	
            Japan/ITU/UNU-Tokyo Ubiquitous Network Conference  (on access to information), Outline of Results of the “Tokyo Ubiquitous Network
               Conference, Toward the Realization of a Ubiquitous Network Society,” Tokyo, May 16–17,
               2005.
            

            
         

         
         	
            UNESCO-Cultural Diversity in Knowledge Societies, UNESCO’s Three-Day Expert meeting on “Cultural Diversity in Knowledge Societies,”
               St. Petersburg, Russian Federation, May 17–19, 2005.
            

            
         

         
         	
            WIPO-Online Forum on Intellectual Property in the Information Society, see Online Forum on Intellectual Property in the Information Society, World Intellectual
               Property Organization, Geneva, June 1–15, 2005.
            

            
         

         
         	
            Contributory Conference on ICT and Creativity, World Summit Contributory Conference on ICT and Creativity, Government of Austria/World
               Summit Award (WSA), June 2–3, 2005, Vienna, Austria.
            

            
         

         
         	
            UNECE/ECA/ECLAC/ESCAP/ESCWA-Forum on Paperless Trade, Geneva, June 20–21, 2005 (considered a paperless environment). Executive Forum on
               “Paperless Trade in International Supply Chains: Enhancing Efficiency and Security,”
               United Nations Economic Commission for Europe.
            

            
         

         
         	
            Germany -International Policy Dialogue  (Berlin, June 21–22, 2005) considered ICTs and the role of the private sector. (Development
               Policy Forum International Policy Dialogue, “Mainstreaming ICTs for Development: the
               Key Role of the Private Sector”)
            

            
         

         
         	
            Korea (MIC/KADO)/ITU-Multistakeholder Partnerships  (studied the role of multistakeholder partnerships),WSIS Thematic Meeting, Multi-stakeholder
               partnerships for Bridging the Digital Divide, Government of Republic of Korea (MIC/KADO)/ITU
               June 23–24, 2005, Seoul (Korea), Draft Chairman’s Report.
            

            
         

         
         	
            ITU-WSIS Thematic Meeting on Cybersecurity  (considered the potential conflicts surrounding security, data protection, and human
               rights), Chairman’s Report, Version 2.0, ITU-WSIS Thematic Meeting on Cybersecurity,
               ITU Headquarters, Geneva, Switzerland June 28–July 1, 2005.
            

            
         

         
         	
            The Brazilian Chamber of Commerce/ITC - Latin-American e-Business Forum  considered the influence of ICTs in the operation of small- and medium-sized businesses.
               (Message from the e-Business Forum in Latin America, the Role of the Information and
               Communication Technologies for Small and Medium-Size Enterprises, Brazilian Chamber
               of Commerce/ITC - Latin-American e-Business Forum Empowering SME Exporters through
               ICTs, São Paulo, Brazil, November 2–5, 2004.
            

            
         

         
         	
            Kyrgyz Republic/UNECE/UNESCAP/UNDP/UN ICT Task Force: The Bishkek Conference on Information Society and Regional Cooperation produced
               the Bishkek Conclusions, which included a section of five paragraphs on internet governance. (Government
               of the Kyrgyz Republic/UNECE/UNESCAP/UNDP/UN ICT Task Force-Bishkek Conference on
               Information Society and Regional Cooperation in Information and Communication Technologies
               for Development, organized by the Government of the Kyrgyz Republic in cooperation
               with UNECE, UNESCAP, UNDP, and the UN ICT Task Force, Bishkek, Kyrgyzstan, November
               16–18, 2004. (Bishkek Conclusions, Conclusion of the High Level Segment, Bishkek Conference
               on Information Society and Regional Cooperation in Information and Communication Technologies
               for Development, November 16–18, 2004, Bishkek, Kyrgyzstan)
            

            
         

         
         	
            The meeting of the  Government of Morocco/Orbicom- Role and Place of Media,  the Marrakech Declaration (noted the fight against cybercrime, and also noted that regulations about the Internet
               were not to be used to jeopardize freedom of expression and freedom of press), Role
               and Place of Media in the Information Society in Africa and the Arab States - Government
               of Morocco/Orbicom, The Marrakech Declaration, Marrakech, Morocco, November 22–24,
               2004.
            

            
         

         
         	
            Asia-Pacific Telecommunity/ITU-Role of ICT for Disaster Reduction (APT-ITU Joint Meeting on the Role of ICT For Disaster Reduction, Bangkok, Thailand,
               Asia-Pacific Telecommunity APT/ITU, Role of ICT for Disaster Reduction, February 28,
               2005.
            

            
         

         
         	
            Asia Media Summit  (AMS) (broadcasters shared their thoughts on broadcasting, and its relationship to culture,
               freedom of expression, ethics and the role of the UN Asia Media Summit 2005, Promoting
               Peace and Prosperity in a Globalised World (Sucharita S. Eashwar, ed. 2005).
            

            
         

         
         	
            The Forum on Gender and ICTs (Asian Pacific Women’s Information Network /Forum on ICTs – Gender) produced the Seoul-Gyeonggi Declaration on the Equal Participation of Women in the Information
                  Society. Forum on ICTs and Gender for WSIS 2005, Asian Pacific Women’s Information Network
               Center (APWINC)/Korea Agency for Digital Opportunity and Promotion (KADO)/ITU, Seoul-Gyeonggi
               Declaration, June 24–25, 2005, Seoul, Korea.
            

            
         

         
         	
            Greece-The Impact of ICTs on Democracy Development  (human rights, international standards to facilitate development, and the affordability
               of access to ICTs); see, South Eastern Europe Ministerial Conference-Government of
               Greece-Thematic meeting on The Impact of ICTs on Democracy Development, Conclusions,
               Thessaloniki, Greece, June 30–July 1, 2005.
            

            
         

         
         	
            The International Conference on Multistakeholder Diplomacy (Malta /Diplo Foundation/SDC/GKP-Multistakeholder Diplomacy) (multistakeholder diplomacy); see, International Conference on Multistakeholder Diplomacy,
               Malta, Government of Malta/Diplo Foundation/SDC/GKP, February 11–13, 2005.
            

            
         

         
      

      
      4.3.1. The PrepComs and Regional Meetings: Second Phase

      
      The WSIS process continued to develop between the events of the first and second phase.
         During this time, stakeholders continued to assess and discuss the issue of Internet
         governance. Also during this time, the WGIG and its Secretariat reported on their
         work progress. The Geneva PrepCom process had not ended without controversy. During this Tunis phase, the controversy
         continued to generate surprising moments and unexpected headway. The ITU played an
         active role in the summit’s preparations, focusing on activities and issues that were
         relevant to its mandate from the United Nations.[34]   This first gathering in Hammamet, Tunis (PrepCom-1), from June 24 to 26, 2004, served as the point of departure for the next preparatory
         meetings: PrepCom-2, PrepCom-3, and the regional meetings.  PrepCom-1 defined the focus of the second phase as four elements:   [35]   
      

      
      
         	
            
            First, it would be the follow-up implementation of the Declaration of Principles and
               Plan of Action, while considering the reports of the Task Force on Financial Mechanisms
               and the Working Group on Internet Governance.
            

            
         

         
         	
            Second, it would avoid restarting the agreements already reached in the Geneva phase.

            
         

         
         	
            Third, it would produce “a final document or documents, comprising a concise political
               part and an operational part” that would reflect the discussions of the Tunis phase
               and reaffirm the commitments of the Geneva phase.
            

            
         

         
         	
            Finally, the PrepCom process would aim at being “inclusive, efficient, transparent and cost-effective.”
            

            
         

         
      

      
      While civil society began to enjoy meaningful participation in WSIS, supported positively
         by many governments, a new outlook began to develop for a “multistakeholder” process—a
         potential new precedent that needed to continue to hold governments accountable.[36]   While first PrepCom of Phase Two was conflictive, with the first two days being fairly normal, during
         days three and four, it seems that pro-government Tunisian delegates caused a slowdown
         of the process (an assault of sorts to human rights with one main speaker reportedly
         censored on television).[37]   Yet, despite the reported disappointing events, this meeting, and the others to
         follow during Phase 2, would be “far more substantive [in furthering the discussions],
         and going some way to establishing a true dialogue.”[38]   These was the case of the regional meetings.
      

      
       The Damascus regional meeting, Western Asia  Second Regional Preparatory Conference of November 2004, sought
         to develop a “Regional Plan of Action” to delineate events with the support of all
         stakeholders, among them, highlighting concerns over Arabic domain names.[39]   Indeed, the issue of internationalized domain names (IDNs) would become a hot topic
         not only for the WSIS process, but also for ICANN. The next regional meeting at Accra in early February 2005, [40]   called Access: Africa’s Key to an Inclusive Information Society, drew one thousand
         delegates, who discussed the implementation of the WSIS Plan of Action and matters
         of financing, technology development, and accessibility.[41]   The main outcome of the conference was the Accra Commitments.
      

      
      The subsequent final report of the ITU secretary general for PrepCom-2 revealed that preparations for the Tunis Summit had been proceeding properly, and
         announced a number of new financial contributions to support the preparatory activities
         (section E, paragraph 11). The PrepCom-2 meeting in February of 2005 enjoyed a sense of order, thanks to the progress made
         by the WGIG on the issues, becoming “a sort of template that imparted greater structure
         to the larger debates.”[42]   During this preparatory meeting, different civil society thematic caucuses discussed
         matters relevant to governance, while recognizing that civil society needed to consolidate
         its “common positions” to achieve the success enjoyed by civil society during phase
         1.[43]   As the process continued, civil society began to be accepted as a valuable contributor,
         as demonstrated by the government delegations’ requests for the contributions of civil
         society to enhance the overall quality of the documents being drafted in meetings.[44]   Considering that the summit would conclude with a final meeting in Tunis, it was
         important to be reminded that the freedom of expression network, IFEX, had presented
         a report on Tunisia, detailing the government’s grave violations of human rights such
         as blocking websites, police surveillance of e-mails, and regular use of torture.[45]  
      

      
      
         
         
         
         Phase 2: Relevant Preparatory Committee (PrepCom) Meetings

         
         PrepCom-1: June 24–26, 2004, Hammamet (Tunisia) 
         

         
         Western Asia: November 22–23, 2004, Damascus (Syria)
         

         
         Africa: February 2–4, 2005, Accra (Ghana)
         

         
         PrepCom-2: February 17–25, 2005, Geneva (Switzerland)
         

         
         Asia-Pacific: May 31–June 2, 2005, Tehran (The Islamic Republic of Iran)
         

         
         Latin America and the Caribbean: June 8–10, 2005, Rio de Janeiro (Brazil)
         

         
         PrepCom-3: September 19–30, 2005, Geneva (Switzerland), and November 13–15, 2005, Tunis (Tunisia)
         

         
         Final Tunis Meeting: November 16–18, 2005
         

         
      

      
      As the events of the PrepCom-3 meetings were approaching, the Asia-Pacific regional
         meeting of May/June 2005 produced the Tehran Declaration on Building the Information
         Society in Asia and the Pacific, asserting the need for organizations at the international
         and regional levels to engage in “capacity-building, enhancing awareness and dissemination
         of best practices in the areas of Internet governance” (Tehran Declaration, paragraph
         10). Afterward, at the Latin America and Caribbean meeting of June 2005, the  Rio
         de Janeiro Commitment underscored three relevant propositions: the importance of ICTs
         for universal access, the need to strengthen regional cooperation, and human development.
         (Rio De Janeiro Commitment, paragraph 6 and 11).
      

      
      There were also additional sub-regional conferences that further contributed to the
         analysis of policy and concerns of all stakeholders. The Second Bishkek-Moscow Regional
         Conference/Information Society considered topics such as the harmonization of laws
         and the digital divide. Additionally, the Pan-Arab Conference on WSIS-Phase II facilitated
         the efforts noted in the Arab Action Plan, with countries in the region contributing
         to that preparatory stage. (Arab Regional Dialogue, The Pan Arab Conference on WSIS-
         Phase II, League of Arab States, Cairo, May 8–10, 2005).
      

      
      4.3.2. PrepCom-3: The Conflict Highpoint

      
      The debate over the control of the Internet had really heated up by September of 2005.
         The problem dated back to the early days of the first phase of WSIS, and even further
         back to the days of the creation of ICANN. Issues of status, resources, and control
         seemed to have boiled over by the time PrepCom-3 arrived in the agenda of world stakeholders. This phase was divided in two parts:
         Geneva, September 2005, and Tunis, November 2005. The discussion of what would be
         the next step in the governance process was permeating the debate. Although there
         were four different models proposed by the members of WGIG, their Final Report was
         helpful because it prepared the stage for the concept of a potential new entity for
         the governance of the Internet. It is worth repeating the importance of the forum function, a product of the WGIG, as a catalyst for further discussion. One item was clear,
         the ITU would not become the center of policy making for Internet governance.
      

      
      Before the debate could proceed with success, the PrepCom-3 process would first become very contentious. Professor Marc Raboy, Normand Landry
         and Jeremy Shtern noted that this final meeting of the WSIS, which began on September
         19, 2005, was very controversial, particularly because the subjects of Internet governance
         necessitated acknowledging the following items:[46]  
      

      
      
         	
            
            The work was divided between Subcommittee A (for Internet governance discussions),
               and Subcommittee B (to decide on the draft text of the political chapeau, implementation mechanisms, financial mechanisms, and future steps to be taken).
            

            
         

         
         	
            The political chapeau document, also known as the Tunis Commitment, remained highly
               controversial throughout PrepCom-3, “because paragraphs touching on issues related
               to national sovereignty, human rights” and the roles of stakeholders, for example,
               were debated until the very end.
            

            
         

         
         	
            During the debates, ICANN was embroiled in the middle of the differences of opinion
               between the “OECD governments, the private sector and the Internet technical community
               . . . [defending] the status quo [of U.S. oversight] while Brazil, Saudi Arabia, Iran
               and other emerging and developing governments” advocated for an intergovernmental
               (multilateral) form of governance.
            

            
         

         
         	
            To make matters more complicated, once again some members of civil society experienced
               marginalization during the drafting process within “small breakout meetings of government
               representatives . . . thus [undermining their] ability . . . to provide input, and
               hold government delegations accountable.”
            

            
         

         
         	
            Members of the Tunisian government obstructed the ability of civil society members
               to organize.
            

            
         

         
      

      
      During the final days of PrepCom-3 (September 30) the EU submitted a Proposal for
         Addition to Chair’s Paper Sub-Com A Internet Governance. In this seemingly innocuous
         document, the EU challenged “the adequacy of existing institutional arrangements for
         Internet Governance” and proposed adjustments to the governance process.[47]   In reality, this challenge was an indirect rejection of the U.S. backing of ICANN.
         The EU’s document (paragraph 63) delineated a set of principles to be used in a new
         model for international cooperation:
      

      
      
         	
            
            it should not replace existing mechanisms or institutions, but should build on the
               existing structures of Internet Governance, with a special emphasis on the complementarity
               between all the actors involved in this process[;] . . .
            

            
         

         
         	
            this new public-private cooperation model should contribute to the sustainable stability
               and robustness of the Internet by addressing appropriately public policy issues[;]
               . . .
            

            
         

         
         	
            the role of governments in the new cooperation model should be mainly focused on principle
               issues of public policy, excluding any involvement in the day-to-day operations; .
               . .
            

            
         

         
         	
            [it should respect] the architectural principles of the Internet, including the interoperability,
               [and] openness[;] . . .
            

            
         

         
         	
            [it should establish] a “Forum” that would work under a mandate, for a predetermined
               period, and would not address issues dealt with by other organizations. (paragraph
               65)
            

            
         

         
      

      
      The final PrepCom-3 discussions resumed in November 2005, right before the summit
         meeting in Tunis. Immediately prior, the controversy allegedly reached its boiling
         point because of the EU proposal described above, and the subsequent response from
         the U.S. a week later. The response “expressed surprise and consternation at the EU
         proposal, which the State Department and other branches of the Government proceeded
         to publicly denounce.”[48]   The U.S. government moved to try to reach an understanding with its EU partners.
         The most relevant action taken by the United States was a letter sent by Secretary
         of State Condoleezza Rice and the Secretary of Commerce Carlos M. Gutierrez to the
         Secretary of State for Foreign and Commonwealth Affairs Jack Straw (for EU’s presidency).[49]   In the letter, the U.S. cabinet members restated the NTIA’s position on the importance
         of ICANN. The letter also emphasized that
      

      
      
         the success of the Internet lies in its inherently decentralized nature, with the
            most significant growth taking place at the outer edges of the network through innovative
            new applications and services. Burdensome, bureaucratic oversight is out of place
            in an Internet structure that has worked so well for many around the globe.
         

         
      

      During this time, the “United States expressed interest instead in a proposal formulated
         by Argentina that, inter alia, called for the evolution and internationalization of Internet governance through existing
         and future mechanisms, institutions, and forums.”[50]   On November 15, 2005, the European Union released policy memo  05/428  explaining that Internet governance was about understanding the management of a
         key part of the Internet infrastructure—the domain name system and its manager, ICANN.
         The EU’s memo noted that this system was giving “the US government the sole right
         to decide when a new Top Level Domain” would be introduced in the Internet. The memo
         explained that the Internet had become “a strategically vital part of most countries’
         communications infrastructure,” which made it more difficult to have a one-government
         supervision system. The then twenty-five members of the European Union, under the
         United Kingdom’s presidency, recognized in the memo ICANN’s good work, but did not
         believe in the involvement of day-to-day management of the Internet by governments—a
         view they thought that the U.S. administration had once shared with them. On the other
         hand, the EU seemed to be ready to return to the partnership with the United States,
         quoting the words in the memo of EU Commissioner Reding:
      

      
      
         If governments around the world are genuinely committed to a free, stable, and open
            Internet, the Governmental Advisory Committee (GAC) of ICANN could be a suitable body
            to help putting elements of the new cooperation model proposed by us Europeans into
            practice.
         

         
      

      Thus, in the final hours of Phase 2 of the summit, although none of the WGIG models
         were adopted, the participants agreed on the creation of the forum. The new Internet
         Governance Forum would not be given managerial or technical control over the Internet,
         but its first meeting in Greece would move the discussion further toward new horizons
         of multistakeholder understanding.
      

      
       4.3.3. WSIS Tunis Meeting: The Outcome Documents

      
      
         
         
         
         The WSIS outcome documents were these:

         
         
            	
               Declaration of Principles

               
            

            
            	
               Plan of Action

               
            

            
            	
               Tunis Commitment

               
            

            
            	
               Tunis Agenda

               
            

            
         

         
      

      
      The final days of WSIS (November 16–18, 2005) would return the discussion to Tunis.
         The outcome of the Tunis Phase was a twofold achievement, in the form of two landmark
         outcome documents: the Tunis Commitment and the Tunis Agenda for the Information Society.
      

      
      One of  these documents adopted during the final days, the Tunis Commitment, considered
         the original goals incorporated in the Declaration of Principles and Plan of Action
         from phase 1, including the benefits of communication technologies (paragraphs 1,
         2, 5, and 11). This document was more emphatic in its explanation of the need for
         better world literacy, and it asserted that access to information helped to strengthen
         “economic, social and cultural development” (paragraph 10). The document represented
         a significant examination of the WSIS outcome, and it recognized the power of sharing
         information (paragraph 4). Indeed, even today,  the promotion of openness and access
         to information depends not only on technology, but also on the norms and actors in
         the debate—especially governments.[51] This has been particularly applicable to those governments that insist on unwarranted
         censorship and criminalization of legitimate online activities. Although the Tunis
         Commitment focused on the importance of technologies and the need to bridge the digital
         divide, the topic of Internet governance was not absent. The subject and its related
         issues were tied together to the implementation of the next document, the Tunis Agenda
         for the Information Society (paragraphs 7, 34, and 40).
      

      
      The  Tunis Agenda for the Information Society tackled directly the future of Internet
         governance and presented the blueprint of the Internet Governance Forum.[52]   The document represented the emotions and opinions accumulated in all prior PrepCom
         meetings. It noted the need for continued stability and security of the Internet (paragraph
         31). An analysis of governance was also present among observations about technical
         and public policy issues of importance to all stakeholders (paragraph 35). While considering
         the importance of information and knowledge, the drafters further addressed the protection
         of and respect for the provisions of privacy and freedom of expression, as enshrined
         in the Universal Declaration of Human Rights and the Geneva Declaration of Principles
         (paragraph 42). This outcome document, as a matter of law, became a consensus statement.
         In other words, as a matter of procedure, the Tunis Agenda “was adopted without proceeding
         to a formal vote. National governments were not required to manifest positively their
         agreement with the document, but instead the only requirement was not voicing a formal
         objection.”[53]   The document was unanimously adopted on the last day of the summit, November 18,
         2005. A defining aspect of the future governance process would be a challenge to the
         existing mechanisms that the WSIS had decided to protect and preserve. The Tunis Agenda considered perspectives of national sovereignty, and acknowledged the management
         of the Internet as an evolution that would require the participation of all stakeholders
         (paragraph 35). While it is true that it recognized the policy issues of importance
         to governments, it also noted that governments had responsibilities to the world community
         (paragraphs 31, 33, and 35). Thus, a term introduced in the Tunis Agenda that would
         later become a “term of art” or “code word” for further controversy became something
         of a puzzle.
      

      
      The term “Enhanced Cooperation,” which was included in paragraphs of the Tunis Agenda,
         would become a source of controversy. The Tunis Agenda mentioned enhanced cooperation for the first time in paragraph 69, where it states in relevant part, “the need for
         enhanced cooperation in the future, to enable governments, on an equal footing, to
         carry out their roles and responsibilities, in international public policy issues
         pertaining to the Internet, but not in the day-to-day technical and operational matters,
         that do not impact on international public policy issues.” This confusing statement
         acknowledged the need for the participation of governments and their interventions,
         as long as those interventions did not impact on the day-to-day operations of ICANN,
         registries, registrars, and other technical participants. The Tunis Agenda further
         stated, in paragraph 71, that “the process towards enhanced cooperation, to be started
         by the UN Secretary-General . . . will involve all stakeholders in their respective
         roles.” An analysis for an interpretation of this clause probably indicated that governments
         would maintain a preeminent role while all others would be considered mere participants
         with limited input in the final outcome. Thus, the ultimate question inescapably would
         force any participant to consider what would be the next model of governance, and
         one that would replace the U.S. government. At the time of the drafting of this book,
         this issue remained unresolved. However, the U.S. government announced the desire
         to end its stewardship. How then would the future of governance take shape? Perhaps
         an additional consideration was in order: should stakeholders oppose any model of
         governance that conflicted with a human rights-based approach to the Internet?
      

      
      The success of any process required that participants move beyond politics, and seek
         a model of Internet governance that complied with the Tunis Agenda’s call for greater
         cooperation between stakeholders in Internet governance. Just as the EU recognized
         the value of ICANN’s GAC, participants could recognize the value of ICANN’s Generic
         Names Supporting Organization (GNSO) as a true representative of the multistakeholder
         process. There is no doubt that the WSIS process produced positive results in the
         creation of the forum. Paragraph 72 of the Tunis Agenda prepared the stage for the
         IGF. It asked to convene a “meeting of the new forum for multi-stakeholder policy
         dialogue—called the Internet Governance Forum (IGF).” The mandate of the Forum established that it would do the following:
      

      
      
         	
            Discuss public policy issues related to key elements of Internet governance in order
               to foster the sustainability, robustness, security, stability and development of the
               Internet.
            

            
         

         
         	
            Facilitate discourse between bodies dealing with different cross-cutting international
               public policies regarding the Internet and discuss issues that do not fall within
               the scope of any existing body.
            

            
         

         
         	
            Interface with appropriate intergovernmental organizations and other institutions
               on matters under their purview.
            

            
         

         
         	
            Facilitate the exchange of information and best practices, and in this regard make
               full use of the expertise of the academic, scientific and technical communities.
            

            
         

         
         	
            Advise all stakeholders in proposing ways and means to accelerate the availability
               and affordability of the Internet in the developing world.
            

            
         

         
         	
            Strengthen and enhance the engagement of stakeholders in existing and/or future Internet
               governance mechanisms, particularly those from developing countries.
            

            
         

         
         	
            Identify emerging issues, bring them to the attention of the relevant bodies and the
               general public, and, where appropriate, make recommendations.
            

            
         

         
         	
            Contribute to capacity building for Internet governance in developing countries, drawing
               fully on local sources of knowledge and expertise.
            

            
         

         
         	
            Promote and assess, on an ongoing basis, the embodiment of WSIS principles in Internet
               governance processes.
            

            
         

         
         	
            Discuss, inter alia, issues relating to critical Internet resources.
            

            
         

         
         	
            Help to find solutions to the issues arising from the use and misuse of the Internet,
               of particular concern to everyday users.
            

            
         

         
         	
            Publish its proceedings.

            
         

         
      

      
      The IGF mandate continued with an intricate description of its inner workings. The
         work of the Internet Governance Forum would be “multilateral, multistakeholder, democratic
         and transparent,” and to that end, would meet periodically (paragraph 73). The Tunis
         Agenda described the role of the UN secretary general, and noted the eventual review
         of the IGF to determine “the desirability of the continuation of the Forum” after
         its first five-year initial mandate (paragraphs 74, 75, and 76). The Internet Governance
         Forum (to be discussed in greater detail in chapter 5) would convene a conference
         for all participants to discuss the future of internet governance. The conference
         would be once a year for five years. One distinguishing feature of the new forum is
         that its mandate did not allow it to replace existing institutions or to be involved
         in the technical operations of the Internet (paragraph 77). Once again, it meant that
         ICANN, for example, was off limits. In the end,  the United States’ stewardship process
         was preserved at Tunis. It would be fair to say that all stakeholders won, since the
         WGIG’s efforts paved the way for the new Internet Governance Forum. The theme of control
         of the Internet would remain at center stage in the forum and other fora. As a result,
         Internet governance would serve as a reminder that the Internet was an indispensable
         tool for the full enjoyment of human existence.
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      Chapter 5

      The Internet Governance Forum

      
         
         
         
         
      

      
      
         “The Pharisees and the scribes have taken the keys of knowledge and hidden them.”[1]  
         

         
         —The Gospel of Thomas

         
      

      5.1. The Forum Begins

      
      Dignity is an essential ingredient of human well-being. The achievement of that dignity
         realizes the needs and wants of all human beings. Humanity requires the tools and
         knowledge necessary to seek and find the resources for a better life. The quote at
         the beginning of this chapter alludes to sources of information: “the keys of knowledge”
         that have been hidden. What are these keys of knowledge that we must find? The keys may lie in finding a model of governance that recognizes
         that the Internet is a work in progress, which should not succumb to irrational politics
         or repressive national laws. In recent times, this matter has become a concern of
         international politics and law, but its origins stretch back to the early days of
         human civilization. Today, all the conflicts vis-à-vis Internet governance can be
         simplified by understanding, first and foremost, our position in the world, and perhaps
         even in the cosmos.[2] Even in the twenty-first century, interstellar travel largely remains a mystery to
         humanity. Thus, the idea that the Internet is some kind of frontier that has to be
         reached is ultimately flawed. The suggestion that the Internet must be restricted
         by imaginary borders is a flawed vision of some governments. In our day and age, on
         the other hand, there are frontiers that will never be crossed. For example, science
         has shown that the frontiers established by interstellar travel may continue without
         end. Indeed, we measure distances in outer space in billions of light years. When
         compared to that, any notion of borders in the real world dwarfs any notion of geographical
         limits. Planet Earth and our petty conflicts diminish in significance when we consider
         the cosmological expanse, and our unimportant place in it.
      

      
      Any model of governance focused on national frontiers within the Internet only considers
         the negative aspects, focusing too narrowly on the short-term, and failing to resolve
         the greater challenge.[3] On our own planet, the Internet is diminishing the significance of our geographical
         borders—a technological marvel that is not without conflict. While it is much easier
         to just focus on security and militarization (not to say that both are unnecessary),
         the ultimate goal should be the promotion of the benefits owed to humanity. Today,
         the role of participants in relation to Internet policy is in flux. Practically speaking,
         Internet governance now requires that not only governments, but a much wider range
         of stakeholders, need to participate and be considered in the decision-making processes
         of governance. These additional actors usually include non-governmental organizations,
         transnational business entities, and individuals. This wide range of stakeholders
         has an interest in governance befitting the new world, as enshrined in relevant documents
         such as the Charter of the United Nations, the Universal Declaration of Human Rights,
         and the WSIS Tunis Agenda. Regarding Internet governance, some participants have wielded
         specific influence over the evolution of technologies and sought to control them.
         Since the late 1990s, when the Internet became a new tool accessible to a wide range
         of users, these actors, new and some old participants of the process of governance,
         were thrust into the emerging international discussion about the control of the Internet.
         However, one standard has remained the same since the Internet’s early conception
         and delivery: the Universal Declaration of Human Rights that continues to underscore
         the rights and duties significant to the field of Internet governance.  Article 1
         of the Declaration states that “all human beings are born free and equal in dignity
         and rights, and should act towards one another in a spirit of brotherhood.” The Declaration
         and subsequent international human rights documents have aimed at the preservation
         and expansion of individuals’ human rights. One of the greatest challenges of this
         new age of technology is to realize genuine cooperation to maximize human development.
      

      
      In order to live a dignified life, the human person requires freedom and democracy.
         In pursuit of such dignity, it must be remembered that governments play the most important
         role. In other words, can we say that governments are good trustees of the Internet?
         After all, we expect governments to be the equalizers of fairness. Sadly, most individuals
         would doubt it, and there is no doubt that several governments are notoriously repressive.
         The users of the Internet must understand that they are active participants in the
         process. The direction and goals to be achieved can be steered in the correct direction
         when the users become savvy consumers. Internet users cannot assume that all governments
         will always be fair. As John Emerich Edward Dalberg Acton noted, 
      

      
      
         If there is any presumption it is the other way, against the holders of power, increasing
            as the power increases. Historic responsibility has to make up for the want of legal
            responsibility. Power tends to corrupt, and absolute power corrupts absolutely. Great
            men are almost always bad men, even when they exercise influence and not authority,
            still more when you superadd the tendency or the certainty of corruption by authority.
            There is no worse heresy than that the office sanctifies the holder of it.[4]  
         

         
      

      The duty of governments would be scrutinized as debates continued, through the first
         mandate of the Internet Governance Forum and beyond. Looking back to 2006, the essence
         of the forum was demonstrated in the first preparatory consultations concerning its
         establishment and procedural activities. From the beginning, progress was made in
         an atmosphere of cooperation between, and full participation by, all stakeholders.
         Of course, achieving this progress was not an easy task. The secretariat of the Working
         Group on Internet Governance, which had been established by Article 13(b) of the Geneva
         Plan of Action, became the IGF secretariat, under the direction of diplomat Markus
         Kummer. On January 11, 2006, Mr. Kummer announced the initial preparatory consultations
         for the forum (Internet Governance Forum) in Geneva, and invited all stakeholders
         to participate in consultations to be chaired by Mr. Nitin Desai, the Secretary-General’s
         Special Adviser for the World Summit, who assisted the Secretary-General with preparations
         for the forum (IGF).[5]   This set in motion the preparatory process for the inaugural meeting. The intention
         of this and all other preliminary consultations was to discuss the scope of the tasks
         ahead, as well as all aspects of its structural and operational arrangements. During
         this time, a questionnaire, which included issues that had been identified after the
         Tunis Summit, was posted in order to stimulate discussion amongst the interested stakeholders.[6]   The preparatory process for the Athens Meeting involved two consultative meetings,
         both held in Geneva (February 16–17 and May19, 2006).
      

      
      5.2. The IGF Preparations

      
      While this chapter addresses the international progression of the Internet Governance Forum (IGF), it will not retell every event related to the forum. During its eight-year
         history (so far up to 2014), annual reports and documents from various stakeholders
         have thoroughly discussed those events. Instead, this chapter provides key facts—the
         foundational information necessary to understand and tackle the history, structure,
         and ramifications relevant to the process.
      

      
      The work of the IGF can be traced back to the establishment of its Advisory Group. The UN secretary-general’s decision to appoint an advisory group to assist in convening
         the first forum IGF meeting was historic (Press Release SG/A/1006, PI/1717). The designation
         of the Advisory Group would be later changed to the Multistakeholder Advisory Group or (MAG). The press release noted that Mr. Nitin Desai was appointed chairman of
         the MAG, which included forty-six members from all stakeholder groups. By 2009, the
         MAG would count fifty members conducting meetings three times a year (February, May,
         and September) at the Palais des Nations in Geneva. The main task of the MAG, as noted
         by the press release, would be to assist the UN secretary general in organizing the
         IGF. To prepare for the IGF, before the Advisory Group (MAG) met for the first time,
         the UN organized a first round of consultations for the benefit of all participants. The IGF website noted that this round of consultations
         in Geneva began with three hundred participants, representing all stakeholder groups.
      

      
      On March 2, 2006, the spokesman for the secretary general on the Internet Governance
         Forum announced the establishment of a secretariat in Geneva to assist with the convening
         of the IGF. It was announced that the secretariat would be headed by Mr. Markus Kummer,
         who, as mentioned earlier, had been the Executive Coordinator of the Secretariat of
         the WGIG.[7]   The same announcement notified stakeholders that the first meeting of the Forum
         would take place later that year in Athens. This secretariat was to be hosted by the
         United Nations Office at Geneva, and would report to the Executive Office of the Secretary-General
         and the UN Department for Economic and Social Affairs in New York.[8]   The first round of organizational meetings convened in Geneva from February 16
         through 17, 2006.
      

      
      The preparatory process was methodical and detail oriented. This process was not an
         accident. It was a rare moment where disparate participants would try to define or
         redefine the history of the Internet. Organized within several meetings, the preparatory
         process would examine responses to a previously posted questionnaire. The responses
         yielded a synthesis report that would clarify goals and objectives to develop the
         agenda. The bottom line was that the IGF was to foment discussions but had no power
         to establish any type of permanent policy for the Internet.
      

      
      During the preparatory meetings, participants were invited to list the top three policy
         issues that needed to be discussed during the first forum meeting in Athens (IGF Secretariat,
         Background Report, paragraph 4). The Background Report noted that after the consultations,
         a short synthesis paper was published by the IGF secretariat, which presented the
         public policy issues and also included the responses to the above mentioned questionnaire.
         The ten most frequently mentioned public policy issues assembled from the questionnaire’s
         responses and the consultations’ transcripts were these:[9]  
      

      
      
         	
            
            Spam;

            
         

         
         	
            Multilingualism;

            
         

         
         	
            Cybercrime;

            
         

         
         	
            Cybersecurity;

            
         

         
         	
            Privacy and Data Protection;

            
         

         
         	
            Freedom of Expression and Human Rights;

            
         

         
         	
            International Interconnection Costs;

            
         

         
         	
            Bridging the Digital Divide: Access and Policies;

            
         

         
         	
            Bridging the Digital Divide: Financing; and

            
         

         
         	
            Rules for e-commerce, e-business and consumer protection.

            
         

         
      

      
      The subject of control was not one of those issues named directly, but there is no
         doubt that it was ever-present; perhaps tackling it directly at that initial stage
         would have been considered premature. The report acknowledged that there was an emerging
         consensus that the process needed to address the concept of “development,” adding
         access to education, culture, and human rights (paragraphs 5 and 7). The next most
         frequently discussed issues noted by a summary of stakeholders’ written contributions
         were as follows:[10]  
      

      
      
         	
            
            Privacy, protection and their relation to human rights;

            
         

         
         	
            Spam viruses and phishing;

            
         

         
         	
            Freedom of expression and human rights; and

            
         

         
         	
            Management of critical Internet resources.

            
         

         
      

      
      Other related issues noted by the summary that were brought up included policies of
         content control and filtering, and the relationship between intellectual property
         rights and access to knowledge. Human rights concerns over access and openness would
         become controversial propositions later, at the Athens meeting. There was also controversy
         because human rights were not recognized as the norm, and because their inclusion
         would be minimized (intentionally or otherwise) at later meetings. The contributions
         also noted the need for a transparent discussion of the technical aspects of the Internet.
         The topic, also known as critical internet resources, would initially be introduced by the government of Brazil via a written contribution.
         Indeed, Brazil’s contribution pointed to the core of the problem: the potential for,
         or absence of, an appropriate international treaty. On the other hand, whether a treaty
         was the correct option for the management of the Internet remained an open question.
      

      
      The IGF Secretariat Background Report noted that Mr. Nitin Desai would chair a second
         round of consultations on May 19, 2006, and that a total of forty-three contributions
         were submitted by all stakeholder groups, addressing a wide variety of public policy
         issues, as well as the preparations for the inaugural IGF. During the consultation,
         as noted by the transcript of the afternoon session of May 19, 2006, Desai observed
         the need to assist the participation of members residing in developing countries.
         The logistics of the meeting were discussed—in particular, the possibility of a plenary
         discussion—as well as the establishment of working groups to further the discussions.
         Additional online remote access to the discussion was suggested, in order to increase
         worldwide participation.
      

      
      To be sure, there was nothing abnormal about this type of preparations. Given that
         the UN organizes meetings all over the world, and given the costs of hotels and flights,
         participation would be reduced by the monetary resources of the participants. In particular,
         the meeting transcripts also noted a plan behind the geographical locations to be
         selected for all forum meetings: the first five meetings would cover the five regions
         of the UN. In essence, at least one of the IGF meetings would be within a close geographical
         area for most interested participants. It was also noted that the IGF would be held
         once a year, for a period of about five days as previously mandated in the Tunis Agenda.
         Above all, the consultative process enabled the participation of all stakeholders
         groups in preparing for what would be an unusual meeting, given that it would include
         participants beyond government officials. The product of the second consultative meeting
         (as noted in the IGF website) involved a list of panelists and workshops.
      

      
      The consultative meetings were followed by two meetings of the Multistakeholder Advisory Group (MAG). The MAG would be in charge of further administrative duties such as the agenda,
         and met in Geneva from May 22 to 23, and then from September 7 through 8, 2006.[11]   On the other hand, the consultative process was not without controversy. Professor
         Mueller noted in his blog that twenty of the forty MAG members were from governments,
         and suggested that ICANN was overrepresented in that body, since no other organization
         had as many representatives.[12]   Robin Gross, a MAG member, noted that seven members represented civil society,
         and members were announced late, apparently due to “political wrangling” among governments.[13]   The MAG met a second time before the Athens meeting, and went on to submit recommendations
         to the United Nations secretary general, and posted them on the IGF website.
      

      
      5.3. The IGF Make-up

      
      Over the past eight years, the format of the IGF meetings could be broadly divided
         into four segments: main sessions (around twelve total), various workshops, open forums, and dynamic coalitions. Typically, these events have attracted from 1,300 plus to 1,900 plus participants,
         making the IGF a wide-ranging experience. Over the years, there have been countless
         workshops, open forums, and dynamic coalition meetings planned and organized by participants.
      

      
      The annual IGF proceedings published by the United Nations in 2012 explained the practice
         that has been mainly followed in the meetings. First, the Main Sessions are organized by MAG members, and provide opportunities “for productive exchange
         between all stakeholders on policy approaches, challenges, and practical options to
         address them.”[14]   It also explains that these sessions are translated, in real time, into all six
         UN languages, and are managed by “a chair appointed by the host country and one or
         two moderators depending on the topic of discussion.”
      

      
      The proceedings also notes the workshops—as many as 120 throughout the week—including remote participants in subjects such
         as development, security, and finding mechanisms for international participation.
         One of the main objectives of workshops has been to discuss subjects that may be further
         discussed in the main sessions. For example, the annual IGF proceedings of 2012 also delineated the selection criteria
         for the workshops:
      

      
      
         	
            
            Submission of a substantive report on workshops organized in the previous IGF;

            
         

         
         	
            Degree of multistakeholder participation: at least three relevant stakeholders from
               different stakeholder groups needed to be represented in the organization of the workshop;
            

            
         

         
         	
            Developing country support;

            
         

         
         	
            Gender balance;

            
         

         
         	
            Youth Participation;

            
         

         
         	
            Balance of speakers to participant discussion;

            
         

         
         	
            That is, a balance in their interaction;

            
         

         
         	
            Relevance of the workshop to the overall theme of the IGF; and

            
         

         
         	
            Suitability for remote participation: support for online participants.

            
         

         
      

      
      The third segment of the IGF is known as Dynamic Coalitions, organized informally to tackle specific issues by members of various stakeholder
         groups collaborating in the discussions. The requirements for setting up a coalition,
         as explained by their website, in order of priority include the following:[15]  
      

      
      
         
         	
            (Suggested) Organizers first hold a meeting and explain why it is needed.

            
         

         
         	
            (Recommended) To show support of stakeholder groups in its creation.

            
         

         
         	
            (Recommended) To set up a webpage or a blog.

            
         

         
         	
            (Required) To register the dynamic coalition with the IGF secretariat.

            
         

         
         	
            (Required) Organizers submit a written statement describing:

            
            
               
               	
                  The necessity of creating the dynamic coalition,

                  
               

               
               	
                  An Action Plan,

                  
               

               
               	
                  A mailing list,

                  
               

               
               	
                  The contact person, and

                  
               

               
               	
                  Representatives from at least three stakeholder groups.

                  
               

               
            

            
         

         
      

      
      Finally, the fourth segment is the open forum, which is comprised of 90-minute discussion sessions.[16]   The IGF proceeding of 2012 give details about open forums in general, indicating
         their availability to “all major organizations dealing with Internet governance related
         issues . . . to present and discuss their . . . activities during the year and allow
         time for questions during discussions.” A requirement for organizers, noted in the
         IGF site, mandates the drafting of a background paper and a report on the meeting.
      

      
      5.4. IGF Athens: The Inaugural Meeting

      
      The IGF meetings marked the beginning of a long road that inspired hope for the sharing
         of information and technology much needed by humanity.  The end of the World Summit
         in Tunis was a partial triumph, incomplete due to one main issue:  many Internet governance
         questions raised by WSIS remained open and unresolved—in particular, the control of
         the DNS, the future of ICANN, the role of stakeholders, and most important, human
         rights considerations. Nevertheless, the world summit placed those issues on the global
         stage by promoting the forum where all major actors would continue to debate the future
         of governance.
      

      
      The Greek government enabled the continuation of those discussions by offering to
         host the first meeting of the IGF in Athens in 2006. The Greek Minister of Transport
         and Communications, Mr. Michalis Liapis, formed a steering committee to tackle the
         various tasks of organization, and the host government created a website to be linked
         to the official IGF site.[17]   This procedure and format would be followed for all subsequent host countries of
         IFG meetings—the host government would design an informational page for the benefit
         of all participants. The inaugural meeting opened with an address by Yoshio Utsumi,
         Secretary General of the International Telecommunications Union (ITU). With the formation
         of the IGF, the world had tenuously agreed to maintain the existing state of affairs.
         While initially the IGF may have been perceived as a potential platform for opponents
         of the United States, this view undoubtedly failed to account for the future benefits
         that could be accrued from the international cooperation that this type of medium
         would produce. Recognizing the equal footing of all stakeholders was crucial to the
         debate, and became its most necessary quality. Against this background,  the Internet
         governance issue was omnipresent: the administration of a technological marvel, and
         a technologically intricate communication network, needed to assist the promotion
         of human rights and world development.
      

      
      The choice of Greece as a venue for the first meeting was significant and historic,
         even if not all of the historical ramifications were considered at the time. It was
         here that the Greek astronomer Aristarchus had proposed a heliocentric model of the
         solar system, placing the sun, not the earth, at the center of the known universe.[18]   This technological discovery set humanity on a path of discovery that would continue,
         over the centuries, toward the invention of the Internet. Appropriately, the theme
         selected for the Athens meeting was “Internet Governance for Development.” The Background
         Report for this meeting also delineated the subjects of discussion:
      

      
      
         	
            Openness—Freedom of expression, free flow of information, ideas and knowledge;
            

            
         

         
         	
            Security—Creating trust and confidence through collaboration;
            

            
         

         
         	
            Diversity—Promoting multilingualism and local content;
            

            
         

         
         	
            Access—Internet Connectivity: Policy and Cost; and
            

            
         

         
         	
            Capacity-building—a cross-cutting priority.
            

            
         

         
      

      
      The 1,350 registered participants joined the Greek Minister of Transport and Communications,
         Michalis Liapis; the ITU Secretary-General, Yoshio Utsumi; Minister Tarek Kamel of
         Egypt; Viviane Reding, European Commissioner for Information Society and Media; and
         Vinton G. Cerf and Robert E. Kahn, co-designers of the TCP/IP protocol suite.[19]   The Background Report noted that transcriptions of the main sessions were made
         available, and all main sessions were webcast—practices that would continue through
         the subsequent IGF meetings. The Summing-up Report of the IGF revealed that main sessions
         panel participants were followed by a questions and answers session (or comments)
         from the audience, including remote participants. The report explained that discussions
         in the first main session, called “Setting the Scene,” touched on all of the topics
         that would be covered later in the week, with many speakers noting the importance
         of the multistakeholder model. Also noted were speakers commenting on the difficulties
         related to the creation of new technologies and policies required at the beginning
         of a new process. In other words, it delineated the difficulties of expanding the
         Internet services around the world.
      

      
      Paragraph 14 of the Background Report described stakeholders’ prior contributions
         to the IGF meeting had already begun the discussion of the topics being considered
         in Athens. For example, it also described the Council of Europe’s comment about how
         the IGF would help explore and map out unanswered questions regarding the interpretation
         of rights in cyberspace and state responsibility (paragraphs 16 and 20). The contributions
         generally agreed with the importance of development—including the need for increased
         democracy and transparency (paragraph 18). As a result, the participants of the IGF
         would speak in many languages, but would represent only one voice: the voice of the
         future.
      

      
       

      A recurring subject of all IGF meetings has been access. While the main sessions on access have varied over the years since, it began to acquire its unique importance at Athens.
         It is here that the reader of this book will notice an emphasis on two of the major
         topics of the IGF: access and openness. These areas are relevant to human rights. All stakeholders must protect and promote
         such human desires. Security and diversity have also been important themes, and scholars
         of Internet governance should be aware of them. Diversity has been well acknowledged
         over the years, and security continues to be an omnipresent concern in all discussions.
         Access, on the other hand, continues to require more funding to develop the Internet’s
         infrastructure, while openness suffers from neglect and lack of protection, which
         threatens human rights that are constantly violated in various regions of the world.
         The subjects of access and openness require special attention because they symbolize
         the most vulnerable elements of the discussion. Access probably continues to be the
         most important topic discussed at the IGF so far, and it is unfortunate that its analysis
         was eventually merged with that of diversity. While the subjects are related, access
         deserves unique attention. The same can be said of openness (as opposed to censorship)
         and its eventual merging with security. Openness is the closest topic to the issue
         of control—or at least, the one element that stands to challenge the traditional abuses
         of power. Any government or institution that prevents access and openness to information
         directly interferes with human development.
      

      
      The world continues to need some kind of access to the global network. Without a doubt,
         once proper access is provided, openness facilitates the equal and uninhibited availability
         of information. But those who control the Internet have power over access and openness.
         This is an omnipresent consideration, and one that was echoed in the submissions before
         the meeting in Athens; concerns about access would also be considered later, during
         the other sessions in Athens. Many developing countries recognized the Internet as
         the single most important issue to most people, pointing out the five billion people
         that, at that time, still lacked access to the Internet.[20]   The Background Report of the Athens meeting, paragraphs 54 and 56–57, also acknowledges
         some contributions that called on governments to do more regarding financial mechanisms
         to invest in technology, others dealt with the cost of access and delivery of information,
         while emphasizing that access and openness were interconnected concepts. The Athens
         IGF session on access on November 1, 2006, reported by the Summing-up Report, likewise demonstrated a universal
         acceptance that access remained one of the greatest challenges facing the Internet
         community—one noticeable due to the existence of the digital gap, or “divide” between
         those that had proper resources and access to the Internet, and those who lacked those
         capabilities.
      

      
      The transcript of the Athens access session described the challenge as a matter of
         software, technology architectures, capacity building, and its overall value.[21]   Looking at the transcript of that session showed  some speakers raising the topic
         of rural access, since a high proportion of the African population, for example, lived
         in areas without any network access. The same was said of other geographical regions,
         such as rural Latin America, which had no real IT infrastructure. Regarding governments,
         two observations could be made. One speaker talked about governments “doing the right
         thing,” hoping that in the near future, governments would not hinder the Internet
         with unneeded regulations. The brief exchange between moderator Ulysse Gosset and
         Juan Fernandez from Cuba regarding access in Cuba was an interesting one, which served
         as a reminder that governments continued to play a powerful role in the control of
         the Internet. There seemed to be some confusion as to how many citizens in Cuba had
         direct access to an “open” Internet. The question that lingered in Athens was this:
         who should control the Internet? The transcripts of the access session also reminded attendees of the importance of free flow of information and
         ideas, and of the need for the tools necessary to connect to the Internet. Access
         to the Internet was understood to require affordable infrastructure. This session,
         above all, considered policy issues such as power, poverty, and lack of education.
         This certainly evoked the spirit of the first and second phases of the WSIS, evolving
         into a vision of an open and inclusive information society.  Although Internet technology
         connections continued to grow worldwide, worldwide resources for access lagged behind
         in many regions. Thus, the nature of governance’s effects on the Internet continued
         to depend not only on a nation’s technological infrastructure but also on its preexisting
         support of human rights practices. For millions of human beings in the developing
         world, education was not a right, but rather a rare privilege. Governments had a great
         opportunity and obligation to support activities that would benefit their citizens
         who had no access. As a final observation, it is worth considering that the word “development”
         was referred to thirty-five different times during this access session in Athens.[22]   A subject that weighed so heavily on participants’ minds would no doubt be equally
         relevant at the Rio meeting and beyond.
      

      
      The issue of access is absolutely related to openness, yet over the years their analyses seem to have been modified and, to some degree,
         deliberately detached from one another. Governments may claim that their citizens
         enjoy access to the Internet; however, if this access has been censored or blocked,
         then it lacks true value and purpose. Openness of the Internet is another important
         subject of debate at the main sessions of the IGF, and one that is inextricable from
         human dignity. The world at large needs some kind of public access to the global network.
         All stakeholders devoted to a public order of human dignity must admit that, once
         access is provided, openness facilitates the equitable availability of information.
      

      
      The very first openness session of the IGF focused, as expected, on the unrestricted flow of information.
         This would be the only time that the issue was addressed head on.
      

      
      The transcript for the Athens-Openness Session of October 31, 2006, reflected a discussion
         that recognized the Internet as a great tool for the flow of information and freedom
         to share ideas. Looking at the transcripts, it could be argued, indicated that popular
         empowerment could propel considerations about the imposition of greater “policing”
         mechanisms. For this reason, the openness session was entangled in considerations
         about the relationship between national regulation and freedom of expression. As noted
         in the secretariat Summing-up Report, the issue centered on the realizations that
         the Internet operated in a borderless environment. In fact, the preparatory process
         had also considered these topics. Indeed, the Background Report also noted a wide
         acceptance across the previous contributions submitted by stakeholders that the Internet
         had been designed for efficiency, not for control. For this reason, if the Internet
         was going to be useful for the users, then it first had to be operated based on the
         benefits to be provided, and then considerations of policing.
      

      
      The transcript for the openness session documented questions of human rights, in particular
         tackled head on by Steve Ballinger from Amnesty International, who noted the subject
         and its power to expose freedoms under threat from governmental actions, such as unjust
         imprisonment. Ballinger mentioned that IT companies had allegedly, either directly
         or indirectly, colluded with repressive countries—particularly China—and in some cases
         had provided information that led to prosecutions. While it is doubtful that private
         corporations would engage in intentional collusion with repressive governments, Ballinger’s
         words were a wakeup call to corporations. Did corporations have a responsibility,
         either directly or indirectly, to avoid infringements of human rights? The protection
         of human rights should be a matter of responsibility—not just for natural persons,
         but also for those bestowed with legal personality. If corporations claim equal status
         with “people,” and the protections under law available to real humans, then they should
         be bound by the same standards of behavior as real humans. The assertion that corporations
         are people is suspect if this status is used only when it is convenient.
      

      
      This main session on openness undeniably served as a reminder that the enjoyment of
         many civil and political rights requires a minimum level of unrestricted information.
         The Universal Declaration of Human Rights, in article 27(1), states that “everyone
         has the right freely to . . . share in scientific advancement and its benefits.” Similarly,
         the International Covenant on Civil and Political Rights (a treaty signed by most
         countries), in article 19(2), states that “everyone shall have the right to freedom
         of expression; this right shall include freedom to seek, receive and impart information
         and ideas of all kinds, regardless of frontiers . . . through any other media of his
         choice.”
      

      
      The openness session continued with the intervention of Hanne Sophie Greve, who suggested
         that human rights should not just be a matter of civil rights, and that social and
         economic rights were, indeed, human rights as well.[23]   This discussion, in essence, reestablished that any attempt to develop a model
         for the governance of the Internet infused with human dignity would require stakeholders
         to grapple with the obstacles surrounding lack of education and information, unjustified
         arrests and detentions, and considerations about corporate responsibilities to the
         users of the Internet.
      

      
      The session transcript also documents the participation of Fred Tipson, and his explanation
         that Microsoft’s efforts involved optimizing access to information for users and governments.
         Tipson also observed that repression by governments had depressed and constrained
         their own economic opportunities. Another participant, John Hadoulis from Agence France
         Press, addressed Art Reilly from Cisco Systems, inquiring about a sale of software
         and equipment to the Chinese police. The transcript noted that Mr. Reilly was director
         of strategic technology policy at Cisco. He replied that his company’s practice was
         to sell to owners and operators of networks, and that the equipment sold was the same
         in every country around the world. Regardless of whether Cisco sold equipment to the
         Chinese police, this should not be the focus of the discussion. Mr. Reilly noted that
         the products had the capability “to allow the network operator to, in fact, manage
         the network.” The necessary follow-up question was this: how did repressive governments
         manage their networks? Should corporations care? Are corporations exempted from responsibility
         for conducting transactions with entities that violate human rights precepts? The
         transcript recorded Reilly commenting that Cisco was not colluding with any government,
         nor customizing its products to meet any special filtering needs, but that its equipment
         allowed for “security and network management to promote the free flow of information.”
         Was this statement contradictory? Could it be said that, in repressive governments,
         security and the free flow of information have become mutually exclusive? Really,
         the sale of Cisco’s equipment was not in any way abnormal or out of place. Nevertheless,
         it raised questions about what level of consciousness the private sector must maintain.
         Perfectly legal business transactions could get a man unjustly jailed in the Internet
         world. Indeed, there is evidence that governments have utilized technologies to aid
         in repression; for instance, China, Tunisia, Pakistan, and Uzbekistan have actively
         filtered Internet content.[24]   This is also why the separation of access and openness in the debate became a convenient
         tragedy.
      

      
      Catherine Trautmann, a member of the European parliament and former minister of communication
         and culture for France, observed that there are “market laws that are considered of
         more importance than freedom of expression.”[25]   Ms. Trautmann suggested, as noted in the transcript, the following:
      

      
      
         [W]e should condemn all attempts to restrict free expression on the Internet and also
            take up contacts with businesses in order to guarantee [rights], and only cooperate
            with governments that respect access to information and freedom of expression.
         

         
      

      The audience at the session applauded. The exchange recorded by the transcript proved
         that human rights had lacked long-overdue discussions. During this same IFG session,
         Richard Sambrook (director of news for the BBC and vice president of the European
         broadcasting union) had a similar view; he saw a collision of business interests with
         the principles of freedom of expression, explaining that some IT companies had accepted
         “a little progress” as better “than no progress.” Other participants shared their
         ideas—particularly Vinton Cerf, Google’s Chief Internet Evangelist, who explained
         that Google’s practice was one of providing as much information to Chinese users of
         the search engine, even though the Chinese government required a practice of self-censorship.
         On the other hand, the Iranian government’s representative implied that openness needed
         to be “understood” differently based on the laws of different nations. The idea that
         the concept of openness was to be enforced based on different meanings, as dictated
         by particular nations, clearly ignored the Universal Declaration of Human Rights and
         the other worldwide treaties that cemented the protection of international human rights.
      

      
      Eventually, and perhaps unavoidably, China became the center of the discussion at
         the session. The transcripts also shared a peculiar example of the hypocrisy behind
         censorship. For example, during this session, Richard Sambrook also noted that the
         BBC’s news services and shortwave radio programs were being blocked in China.[26]   The Chinese government official present at the session disagreed. Unfortunately,
         the Chinese official had failed to consider that he was working in Geneva, and not
         in mainland China, where the restrictions and censorship were taking place. When he
         stated that there was no government restriction at all on openness, another member
         of the audience shouted, “Come on!” As a matter of fact, as expected, this official
         attempted to reframe the discussion about security and terrorism; a very convenient
         way to deviate the discussion from the obvious. The official opined that legal problems
         related to “criminals” had nothing to do with freedom of expression. What did he mean
         by “criminals”? The Sydney Morning Herald, in the issue of November 1, 2006, commented on this IGF session, noting that China
         employed an estimated 30,000 people to probe websites for “subversive” material, and
         was the leading “jailer of journalists.”
      

      
      Even before the IGF met, the idea of access to knowledge empowering people had been
         seen as a crucial objective for economic development as it was revealed later in paragraph
         23 of the Background Report. The observation that “information knows no natural or
         political boundaries” demonstrates a key concept of Internet governance, if we remember
         that “the content controllers may try to restrict distribution and limit its use to
         their own benefit.”[27]   The same observation can be made of the economic, social, and cultural rights to
         education. As a result, information access is both a human right and an indispensable
         part of participation in the technological developments needed for the full enjoyment
         of our human existence.[28] This concept exists in the spirit of the Universal Declaration of Human Rights, which
         states, in part, that “technical and professional education shall be made generally
         available and higher education shall be equally accessible to all on the basis of
         merit.” Furthermore, the International Covenant on Civil and Political Rights (ICCPR),
         article 19(2), affirms that the right to freedom of expression includes the freedom
         to receive and impart information of all kinds, regardless of frontiers, through any
         media of choice. Moreover, the International Covenant on Economic, Social and Cultural
         Rights (ICESCR), article 13, recognizes everyone’s right to education, which “shall
         be directed to the full development of the human personality and the sense of its
         dignity, and shall strengthen the respect for human rights and fundamental freedoms.”[29]   These legal concepts are not words for diplomats and politicians, but rather the
         foundational standards of human rights for all individuals on the planet, regardless
         of frontiers.  It is here that the IGF comes into play, as it strengthens the overall
         discussion and extends these standards into the online world.  
      

      
      The Summing-up Report by the IGF secretariat explained that the main session on security presented a general view that the growing economic and social importance of the Internet
         raised complex security issues. Also, it noted that appropriate responses to security
         threats depended on the implementation of authentication mechanisms, requiring “best
         practices” and multistakeholder cooperation. This session was another reminder that
         security needed to benefit humanity, not repress it. Views on the subject of diversity varied, but there was strong agreement that the Internet needed to be multilingual.
      

      
      The Summing-up Report also noted the essence of the  emerging issues session, which considered the gap or divide that existed in technological capabilities
         around the world. Participants discussed the impact in developing countries, which
         faced higher costs to develop their infrastructure. Without access to infrastructure,
         societies cannot integrate with the future world. During the meetings, participants
         learned how adequate access to information had become a prerequisite for the enjoyment
         of human rights in the modern society.
      

      
      As a result, what can be said of the first IGF meeting? This meeting proved that a
         multistakeholder forum worked, and its sessions, workshops, and dynamic coalitions
         made positive contributions. The IGF was originally mandated to last five years, as
         stated in the Tunis Agenda. At the end of that period, the UN secretary general would
         evaluate it and consider its renewal. A number of paragraphs of the Tunis Agenda governed
         the IGF, notably paragraph 77, which further limited its mandate by not granting it
         a supervisory function or the ability to replace ICANN or any other institution already
         serving a function to help manage the Internet. Yet, the Forum energized the discussion
         between stakeholders and laid the groundwork for future developments in Internet governance.
         On December 11, 2006, following the inaugural meeting, the secretariat called for
         contributions to assess the Athens meeting.[30]   The stock-taking session took place in Geneva on February 13, 2007. Most participants
         agreed that the IGF was an innovative approach to multistakeholder cooperation, promoted
         an environment for the innovative model of dynamic coalitions, and facilitated thematic
         discussions of cross-cutting issues.
      

      
      
         
         
         
         The IGF discussion themes were these:

         
         
            	
               Access

               
            

            
            	
               Openness

               
            

            
            	
               Security

               
            

            
            	
               Diversity

               
            

            
            	
               Capacity-Building

               
            

            
            	
               Control (inferred)

               
            

            
         

         
      

      
      5.5. IGF Discussion Evolution: 2007–2009

      
      The evolution of the IGF continued for the next four years. Many discussions and meetings
         took place in those years. There are several relevant observations that can be made
         about the overall conversation introduced in this book. The secretary general invited
         all stakeholders to attend the second meeting of the IGF, to be held this time in
         Rio de Janeiro, Brazil.[31]   Following the already established format for the IGF, the first round of open consultations
         took place on February 13, the second on May 23, 2007, and the third on September
         3, 2007; all were held in Geneva. The participants discussed the topics to be considered
         at the second IGF meeting.  They included the four original themes that had been addressed
         in Athens, and added a fifth theme called critical internet resources. The IGF Secretariat Synthesis Paper for the second meeting in Rio de Janeiro, paragraph
         4, explained that the agenda for the second meeting, as in Athens, also included a
         session on emerging issues. Paragraph 6 observed the Council of Europe’s connection
         of Internet governance with the subject of human rights—above all, the right to freedom
         of expression. The Council drew particular attention to its “Convention on the Protection
         of Children against Sexual Exploitation and Sexual Abuse,” which would open for signature
         in October 2007.
      

      
      The government of China noted that the IGF provided a useful platform to share experiences
         and enhance capacity building, and to determine measures for the enhancement of Internet
         security and stability.[32]   China, in their “Comments on the Draft Programme Outline for the Second Meeting,”
         also mentioned the allocation mechanisms for IPv4 addresses, and in accordance with
         the Tunis Agenda, opined that the administration of generic TLDs was significant to
         public policy issues, with a profound impact on every country. This seemingly innocent
         statement was not intended for country code top-level domains, where their observation
         was applicable. Instead China’s statement targeted generic names top-level domains,
         such as .com. In this case, it probably meant that China was promoting greater control to suppress
         and oppress the free flow of information.
      

      
      The IGF Secretariat Synthesis Paper for the second meeting in Rio, paragraph 23, noted
         that the contributors during the preparatory process recognized that 5 billion people
         remained without access to the Internet, making access the single most relevant issue.[33]   They also discussed the power of governments to improve access, alongside private
         institutions. The role and function of the IGF was debated, and most contributions
         highlighted the novel concept of the IGF as a platform for multistakeholder cooperation—as
         exemplified by the multiparticipatory process of Dynamic Coalitions.
      

      
      Although the Advisory Group’s mandate expired once the meeting in Athens ended, the
         mandate of the Advisory Group (or MAG) was renewed to help prepare for the meeting
         in Rio.[34]   The composition of the MAG was augmented by the inclusion of a co-chair who would
         represent the host country.[35]   The Advisory Group would begin its work under the new name, the Multistakeholder
         Advisory Group (MAG), with its renewal in 2008. A United Nations Press Release (PI/1791)
         notified stakeholders that the MAG would have a procedure designed to enhance the
         transparency of the preparatory process and the rotation of its members. The press
         release notified stakeholders that the Advisory Group would be chaired once again
         by Nitin Desai, the Secretary-General’s Special Adviser for Internet Governance, and
         would be co-chaired by Hadil da Rocha Vianna, Director for Scientific and Technological
         Affairs (representing Brazil). Also noted was the MAGs composition, with forty-seven
         members, each serving in their personal capacity. The group met in Geneva on September
         4 and 5, 2007. The group discussed how to improve the transparency of its proceedings,
         and agreed to publicize their agenda and the summary of deliberations.[36]  
      

      
      The government of Brazil hosted the 2007 IGF meeting in Rio de Janeiro from November
         12 to 15, 2007.[37]   Rio was the perfect location for the second gathering of the Internet Governance
         Forum. One of the most notable cities of the South American continent, it hosted the
         only meeting in the “New World” under the original mandate of 2005. The IGF was on
         track, transforming the policy process into the multistakeholder vision delineated
         in the Tunis Agenda. The agenda included the main session subjects, with the new subject
         of critical internet resources added to the original four that had been discussed in Athens: access, openness, diversity, and security. The meeting began on a high note, with all members sharing ideas and observations
         about the task ahead. In fact, the chairing of the main sessions was a multistakeholder
         arrangement, particularly with civil society participants chairing the openness session.
         [38]  
      

      
      The Chairman’s Summary Report of November 2007 and the registration statistics provided
         an overall image of success. In total, eighty-four additional events took place, including
         the main sessions, workshops, dynamic coalition meetings, and open forums. The second
         IGF received 1,363 participants from 109 countries. The access session, chaired by Brazil’s Minister of Communications, Helio Costa, highlighted
         the importance of this subject to many nations.[39]   Once again, the Chairman’s Summary of the meeting acknowledged that governments
         had an important role to play, in cooperation with all other stakeholders. For this
         reason, governments, as a category of powerful stakeholders, would continue to have
         obligations to the open and accessible dissemination of information. Technology companies
         would share in this responsibility. Many more websites would probably be restricted—and
         permanently disabled—if stakeholders around the world did not request and demand their
         human right to express opinions without interference.
      

      
      One of the most important subjects discussed at the IGF over the past five years has
         been openness. Although some stakeholders may disagree, considering security the most imperative, it is openness that must be understood and protected. The Internet
         has been linked with the concept of the Information Society, which has become a symbol for the political, social and technological forces that
         consider technologies necessary for the development of nations. This free flow of
         information for the benefit of humanity is also called openness. Through the World Summit of the Information Society and its four landmark documents,
         the Declaration of Principles, the Plan of Action, the Tunis Commitment and the Tunis Agenda, stakeholders expressed a commitment to promote the ideals of a connected global
         community. These landmark documents were never drafted with the intention of ignoring
         or abandoning considerations of human rights. Rather, they complemented already established
         international instruments. From the very beginning of the preparatory process, many
         contributors had highlighted the importance of openness as one of the key founding
         principles of the Internet. An open Internet has a unique potential to advance human
         development. It is here that the models of Internet governance begin to take shape,
         both at the national level and on the international stage. The models of governance
         are challenged when openness is threatened by governments’ direct interception and
         monitoring of online activities, compromising the confidence of users.
      

      
      The openness session in Rio noted the fundamental freedom of expression and the free flow of information
         delineated in Article 19 of the Universal Declaration of Human Rights, and also in
         paragraph 4 of the Geneva Declaration of Principles, and paragraph 42 of the Tunis
         Agenda.[40]   The Chairman’s Summary of the meeting also acknowledged the observance of human
         rights as necessary not only for governments, but also for businesses and other stakeholders.
         Fortunately, human rights standards were not forgotten; the term “human rights” was
         mentioned over fifty times as recorded in the transcript of the openness session.
         The reason this chapter and, in essence, this entire book focus on Internet governance
         and its connection to human rights was perfectly illustrated by Mr. Nick Dearden from
         Amnesty International. During the session, he postulated that we needed to decide
         how to use the Internet Governance Forum “to collectively commit to these human rights
         standards as the essential basis of the Internet; not as one theme amongst many, but
         as the underlying theme that underpins everything we’re discussing.” He worried that
         Internet filtering could continue to spread rapidly across the world, and that activists
         would increasingly be harassed and imprisoned for their legitimate online activities.
         While acknowledging the dangers of the Internet, he cautioned that “we ensure that
         governments start promoting the Internet in terms of freedom of expression and ensure
         they don’t fall into the trap of seeing dangers everywhere in cyberspace.” His words,
         noted in the transcript, were met with applause. Also during the session, Mark Kelly,
         an international human rights lawyer from Dublin, echoed the importance of freedom
         of expression and its core concept “that the right is inherent in the individual human
         being,” not “something that needs to be given to the individual by a state or by an
         intergovernmental organization. It’s inherent in their humanity.”
      

      
      Unfortunately, the discussions at this session were not as comprehensive as those
         in Athens. The IP Justice Report observed that discussion of human rights was discouraged,
         “and main session organizers walked on egg-shells to avoid offending China or businesses
         fearing that those governments and companies would pull-out of participation in the
         forum.” [41]   The report noted the following: “for IGF to continue as a forum responsive to concerns
         of Internet users, it must include focused discussion on human rights, and specifically
         include the issue of human rights as a main theme for IGF 2008.” The report noted
         with regret that although the governments of Brazil and Italy issued a joint declaration
         to introduce human rights as one of the theme sessions in future IGF Meetings, this
         would not be the case for some time.
      

      
      Prior to the third IGF, the session taking stock of the Brazil meeting, which was designed to review the overall activities of the
         second meeting, not only talked about successes, but also focused on what would become
         a permanent subject of discussion: critical Internet resources.[42]  
      

      
      The Chairman’s Summary reported that this session concluded with a formal invitation
         for the third IGF meeting in India to be organized in December of 2008. Ultimately,
         scholar Brenden Kuerbis posited that the IGF had become a “clearinghouse for knowledge
         acquisition and assessment” of Internet governance.[43]   Kuerbis observed that this notion of a center of knowledge was supported by the
         reported attendance of academics from seventy-four different universities.
      

      
      The third IGF meeting convened in Hyderabad, India, December 3–6, 2008. Over the ages,
         knowledge has historically provided humanity with immeasurable benefits. Technologically
         literate civilizations accept that development may occur only if technologies are
         properly accessible to world communities. As civilization gains greater understanding
         of humanity, it demands greater rights.
      

      
      The United Nations Press Release PI/186 announced that the Hyderabad meeting focused
         on the overall theme of “Internet for all.” The press release also announced that
         participants would gather to explore how the Internet could be utilized in a positive
         manner, and how it could benefit everyone in the world. The third IGF main sessions
         addressed five main themes: reaching the next billion; promoting cyber security and
         trust; managing critical Internet resources; taking stock of the way forward; and
         emerging issues—the Internet of tomorrow. As in prior meetings, there were main sessions and various thematic meetings that
         discussed specific issues. Unfortunately, the subject of human rights was not selected
         as a theme for one of the main sessions, but fortunately the dynamic coalitions set
         the standard for keeping this subject alive.
      

      
      The Synthesis Paper (report), prepared by the IGF Secretariat, paragraph 29, explained
         that during the preparations for the meeting in Hyderabad, several contributors agreed
         that Internet governance needed to be based on freedom of expression and all other
         human rights. The synthesis paper, paragraph 51, mentioned the framework proposal
         of the Council of Europe for openness, security, and privacy. The overall attendance
         of this IGF included 1,280 participants from ninety-four countries (despite some cancellations
         due to the terrorist attacks in Mumbai).[44]   The sessions were organized into thematic days chaired by government representatives
         while journalists or independent experts served as moderators.[45]   The thematic days had the following headings: Reaching the Next Billion; Promoting
         Cyber-Security and Trust; and Managing Critical Internet Resources. On August 22,
         2008, the mandate of the Advisory Group was renewed; once again, Special Adviser for
         Internet Governance, Nitin Desai, was appointed as chair.[46]   By this time, the Multistakeholder Advisory Group had increased its membership
         to fifty members chosen from all stakeholder groups.[47]  
      

      
      The typical main access session was divided in two main themes, “Reaching the Next Billion,” which included
         the sub-topics of “Access and Promoting Cyber-Security and Trust” and “Fostering Security,
         Privacy and Openness.”[48]   The IGF Secretariat’s Synthesis Paper, paragraph 29, noted that during the preparatory
         process, several contributors had suggested that Internet governance needed to be
         managed with human rights considerations.
      

      
      The openness session was no surprise; it was “diluted” to a degree by its combination with the
         subject of security in the same session. Again, while the subjects are related, both
         required their own session; some stakeholders are willing to sacrifice openness in
         the name of more supposedly “needed” security. During the preparatory phase, several
         contributors had emphasized the importance of open access to knowledge in the Internet.[49]   This is why access would have been the better companion subject to openness, since they are not mutually exclusive. During the session, the synthesis report,
         paragraph 47, mentioned that participants discussed the need for balance between government
         regulation of harmful content and the promotion of freedom of expression. In other
         words, surveillance by governments needed to be based on legitimate practices. This
         observation reflected the ongoing and unnecessary tug of war between security initiatives
         and access to information.
      

      
      The openness session started off with the reiteration of the conflict between national security
         and the right to information.[50]   Although some activities on the Internet may be dangerous, and security has been
         of paramount importance, these threats should not excuse censorship of vital information
         and illegal surveillance. Such activities quash the Internet’s potential to free humanity
         from the bonds of ignorance.  Those who seek to control the Internet unintentionally
         reveal their darkest motives. Suppression of information indicates a desire to control
         freedom of expression. Professor J. Kirk Boyd observed that freedom of speech is protected
         by those with strong and open minds.[51]   He explained: “A confident mind will actively seek out ideas that are contrary
         to one’s own thinking because only fools believe their thinking is perfect and cannot
         be improved.” The consequences of governance policies are always relevant. Openness
         should never be perceived as hampering security, because openness is the greater concern.
         Fortunately, the openness session considered several important documents, such as the Universal Declaration
         of Human Rights and the Tunis Agenda’s recognition of freedom to seek information.[52]   A review of the Chairman’s Summary would reveal to the reader that, as in Rio,
         the overall discussion during the session served only to restate generalities, failing
         to directly address issues of freedom of expression. It was a missed opportunity to
         educate stakeholders about their duties about the greater need. One notable indicator
         of the session’s lack of results is that the phrase “human rights” was only mentioned
         five times, as recorded in the transcripts. At the same session in Athens, it had been
         mentioned fifty times. One exception was the team representing the International Federation of Library
         Associations which considered matters of freedom of speech by introducing relevant
         perspectives on several subjects, including the needs of libraries in the electronic
         information society, problems of Internet filtering and censorship, and challenges
         to freedom of information.[53]  
      

      
      As the next meeting approached, the mandate of the Multistakeholder Advisory Group
         was renewed in 2009. This time, a total of fifty-six members, including twenty women
         and eighteen new members, were appointed in their personal capacity from all stakeholder
         groups.[54]   UN Press Release PI/1880 announced that the special adviser for Internet Governance,
         Nitin Desai, returned as group chairman. The Synthesis Paper of the Open Consultations
         of February 2009 noted the words of Secretary General Ban Kimoon, declaring the following
         about the IGF:
      

      
      
         The Forum is modest in its means but not in its aspirations. Its hallmark is multi-stakeholder
            collaboration, based on the exchange of information and the sharing of best practices.
            This new form of international cooperation is both inclusive and egalitarian. And
            it presents governments, the private sector and civil society, including academic
            and technical communities, with the opportunity to work together towards a sustainable,
            robust, secure and stable Internet, as envisioned by the Tunis Agenda for the Information
            Society.
         

         
      

      The fourth IGF was an examination of the prior years, and a consideration of the future.
         Along the way, various groups of stakeholders began searching, gathering, and planning
         to discover the next step toward Internet governance. This element of discovery was
         perceived in the Synthesis   Paper   on the Desirability of Continuing the Forum. The paper considered comments presented by stakeholders, in response to instructions
         delineated in paragraph 76 of the Tunis Agenda.[55]   Paragraph 11 stated that a “considerable majority of responses concluded that the
         IGF had fulfilled its mandate, but there were differences in assessing to what degree
         it had done so.” Nevertheless, most contributors agreed (paragraphs 11–12) that the
         Forum had fully or partially met its mandate, and most contributors supported the
         extension of the Forum beyond 2010. The guardian of the root, VeriSign, noted (paragraph
         15a) that the Forum had become the “premier venue for discussing key elements of Internet
         governance in an open, free and multistakeholder environment.” The synthesis paper,
         paragraph 15(d) commented on the Council of Europe’s crediting the Forum with fostering
         discussion of public policy among stakeholders. The Forum’s workshops and main sessions
         were recognized as having played a significant role in facilitating the exchange of
         information and best practices (paragraph 15(h)). The government of the United States
         of America, paragraph 16, noted that the Forum had proven “to be unique and a valuable
         venue for information sharing and international dialogue on topics critical to global
         economic, social and political development.” By the end of 2009, Internet governance
         was fully ingrained in the overall international policy agenda.
      

      
      The fourth meeting of the IGF was held in Sharm El Sheikh, Egypt, from November 15
         to 19, 2009, focusing on the overall theme of “Internet Governance–Creating Opportunities
         for All.” Participation increased substantially, with 1,800 attendees from 112 countries.[56]   The Chairman’s Summary of the Fourth IGF Meeting described the agenda, once again,
         as the result of previous open consultations held throughout 2009. The summary, page
         3, noted that during the opening session, all speakers emphasized the importance of the Internet as an enabler for
         economic growth, social development, and open multistakeholderism. In other words,
         it was obvious that an open and free internet was beneficial for society. Four main
         themes were discussed during the meeting: Managing Critical Internet Resources, Security,
         Openness and Privacy, Access and Diversity, and Internet Governance in the Light of
         WSIS Principles. The transcripts of the opening session recorded the subject of human
         rights mentioned eight times during the opening session.
      

      
      The session on Managing Critical Internet Resources was chaired by Special Adviser Mr. Nitin Desai, and moderated by Chris Disspain,
         Chief Executive Officer, AU Registry, and Jeanette Hofmann, Senior Researcher from
         the London School of Economics and Political Science/Social Science Research Center,
         Berlin.[57]   The session transcripts recorded the focus of the discussion about the transition
         from IPv4 to IPv6, new TLDs, IDNs, the Affirmation of Commitments, the IANA Functions
         contract, and the activities of ICANN and the United States. Aside from the workshop
         discussions, this was probably the most important session at Sharm El Sheikh. The
         power and control over the Internet resided in the United States, via agreements with
         ICANN and VeriSign. The session required an overview of these agreements.
      

      
      The transcript showed that Paul Wilson from APNIC commented on a potential two-year
         deadline for the diminishing of IPv4 addresses, and a requiring for deployment of
         new IPv6 addresses. Also noted was Raul Echeberria, from the Latin America and Caribbean
         Network Information Centre (LACNIC) Regional Internet Registry, and his comment on
         how the region had prioritized training for the deployment of IPv6.
      

      
      Another highlight of the session was the analysis provided by Rod Beckstrom, former
         chief executive officer and president of ICANN. The transcripts revealed that Mr.
         Beckstrom recognized that the IGF had been a “catalyst and the source of change” for
         the eventual adoption of the Affirmation of Commitments (AoC). As mentioned in chapter
         2, the affirmation document, along with the IANA and VeriSign agreements, formed the
         technical and legal framework that manages critical functions of the Internet. The
         Affirmation of Commitments would grant the representatives from the stakeholder community
         the ability to review some of the work of ICANN and provide recommendations. Looking
         at the transcripts also revealed that Beckstrom addressed international concerns about
         the image of ICANN being under U.S. control, and the need to make it a “truly international
         entity.” He saw the AoC as the answer to these concerns. Whatever the final outcome
         may be in the future, and regardless of what model of Internet governance individuals,
         corporations, or nations may support, the AoC was clearly a step in the right direction.
         Beckstrom reviewed all eleven paragraphs of the  Affirmation with the audience, and some relevant paragraphs are examined here based on the transcripts
         of the session.
      

      
      The first paragraph of the AoC was drafted to institutionalize and memorialize the
         technical coordination of DNS: “names, addresses, DNS that tie the two, and [their]
         publishing.” Beckstrom would mention more than once the long-term nature of the AoC,
         although this was subject to change with a potential (and better) model of Internet
         management. He remarked that the second and fourth paragraphs of the AoC supported
         the multistakeholder model, while paragraph 6 affirmed the U.S. Department of Commerce’s
         commitment to ongoing participation in the Governmental Advisory Committee. In other
         words, governments also had a sphere of influence within the governance structure,
         and one that legitimized in some way the work of ICANN. While paragraph 7 praised
         the clarity of the new process established by the AoC, paragraph 8 emphasized the
         private nature of ICANN.[58]   This observation emphasized the distributed nature of Internet governance, where
         no one entity has total control. Finally, in paragraph 11, Beckstrom explained that
         there was “no end date to the Affirmation of Commitments,” although either party could
         leave the agreement (ICANN and/or the United States) at any time with 120 days’ notice.
      

      
      At Sharm El Sheikh, the topics of security, openness, and privacy were interlinked,
         highlighting the challenge of finding the proper balance between them.[59]   Human rights, it seems, had become somewhat disjointed within Internet governance.
         The idea that human dignity must be protected was not discussed enough, unless it
         was to address matters of cybersecurity. There is no debating that cybercrimes must
         be discussed. All stakeholders agree on this matter. The problem has been the overemphasis
         of the subject to the detriment of real challenges to freedom of expression. It must
         be noted that human dignity is not just “established in international instruments;”
         it is “a term that speaks across national boundaries.”[60]   Unchecked, the Internet may degenerate into fractured areas of national struggles.
         Already, it is accepted that cyberpower is part of the global conversation on Internet
         governance.[61]   Yet, this concept is somewhat ironic, and even sad. The very inference that the
         Internet should be a matter of power and control is incompatible with human dignity.
         Pn the other hand, Professors McDougal and Lasswell would observe that cyberpower
         is related to the fundamental aspirations that humans value. Cyberpower, they would
         say, taken to its logical conclusion, would be shaped and shared by all in a world
         order of human dignity. Cyberpower itself would not be a matter of contradiction.
         Rather, the utmost sharing of cyberpower would be an essential goal of a worldwide
         democracy.
      

      
      The Chairman’s Summary noted that the session of “Security, Openness and Privacy”
         on November 16, 2009, also included a discussion of the use or abuse of data by corporations
         and governments. This somewhat prophetic discussion exemplified the borderless nature
         of the Internet and the problems of abuse and restriction when this nature is put
         in jeopardy. During the session, Mr. Frank La Rue, the U.N. Special Rapporteur on
         the promotion and protection of the right to freedom of opinion and expression, stated
         that security, openness, and privacy were complementary.[62]   Although it was encouraging to see the phrase “human rights” recorded by the transctipts
         twenty times during that session, it was still less discussed than in Athens. Nevertheless,
         Mr. La Rue specifically mentioned the responsibility of the state as the final guarantor
         of human rights:
      

      
      
         Whether it be the protection of children, whether it be the protection of national
            security, or whether it be combating terrorism or combating organized crime[,] . .
            . they should never be used as an excuse to create a mechanism and, in this sense,
            the technology of filtering or of censorship, and specifically in electronic communication.
         

         
      

      Thus, inextricable from the question of Internet governance, as noted earlier, is
         the question of power. Power for the sake of control is not only problematic, but
         infringes upon human rights. This is best illustrated by the tragedy of the caudillos.
         Professor W. Michael Reisman from Yale Law School, in his article “Sovereignty and
         Human Rights in Contemporary International Law,” explains that “caudillos and their
         like appear to be susceptible to a megalomania that identifies their corporeal selves
         with the symbols of the nation and the state. They invoke a ‘sovereignty’ so grandiose
         and capricious . . . it might be supposed to be a deliberate caricature, save for
         the intensity of the sentiments that are mobilized around the symbol itself.”[63]   To put it plainly, actions of control by governments that undermine human rights
         are so capricious that they remind us of a bad comedy, or worse, a nightmare. Professor
         Reisman also noted that the late Yale Law School professor Myres McDougal’s analysis
         of nations explained that, while international legal standards remain concerned with
         the protection of governments, this protection has to be tempered by the people who
         freely express choices about their government. For example, in the same article Reisman
         noted in history the Chinese government’s massacre in Tiananmen Square and the Soviet
         blockade of Lithuania as a disrespect of both accepted human rights standards and
         the human race itself. In each case, each government’s power self-justified the maintenance
         of its own supremacy against the wishes of the people, which, in turn, undermined
         each government’s own legitimacy. Looking at the example of China, Reisman and McDougal
         noted that power as a concept was not meant to become an international mechanism for
         the protection of a select group called “the governments.” While the basis of authority
         or control requires a centralized institution such as a government, the decisional
         power should be accompanied by the protection of democracy for the people. The requirement
         of democratic protection, above all, is at the core of Internet governance. It is
         impossible to disregard the great significance of technology to the development of
         democracies, and for the overall betterment of the world.
      

      
      Finally, the Chairman’s Summary of the “Access and Diversity” session drew on discussions
         of workshops held earlier and it was recognized that access was relevant to knowledge
         and the need for information. It noted issues of infrastructure that were now secondary,
         because advances had been made, in great part because of the availability of mobile
         phones, to provide better access to the Internet in many parts of the world. However,
         during this access session, the subject of “human rights” was not mentioned at all. As the transcripts
         from the sister session showed, the subject of “openness,” so relevant to “access,”
         suffered the same fate.
      

      
      5.6. Vilnius: First Mandate Ends

      
      The fifth meeting of the Internet Governance Forum was held at the LITEXPO in Vilnius,
         from September 14 to 17, 2010, and focused on the theme of IGF 2010–Developing the
         Future Together.[64]   This simple theme had prophetic meaning, because only a true multistakeholder process
         could achieve success in that endeavor.
      

      
      UN Press Release PI/1936 of May 5, 2010, announced that in 2010 the members of the
         Multistakeholder Advisory Group (MAG) had been once again entrusted with assisting
         in the preparations for the annual forum meeting. The press release noted the IGF
         was entering the last year of its five-year mandate, and the MAG was asked to make
         proposals about its own future in case the IGF was renewed for another five years.
         It noted that Nitin Desai was asked to continue as Chairman of this fifth meeting
         which would highlight the accomplishments of the first five-year mandate, galvanize
         the debate of issues, and bring together two thousand participants to consider the
         future.
      

      
      The Chairman’s Summary (Expanded Version) documented that during the IGF opening ceremony,
         the attendees had the honor of being welcomed by Her Excellency, Ms. Dalia Grybauskaite,
         President of the Republic of Lithuania, which noted that Lithuania enjoyed some of
         the highest Internet speeds in the world. The people of Vilnius opened their home
         country in friendship and, in true solidarity, hosted a great IGF. The old city of
         Vilnius served as a living example to participants of how the old could be transformed
         by the new.
      

      
      At the beginning, the opening session would be more about exchanging pleasantries than about targeting issues head
         on. Later came the session on “Managing Critical Internet Resources,” in which there
         was no direct discussion of critical internet resources. The author of this book was
         present at this session. Professor Mueller of Syracuse University and Bertrand de
         La Chapelle, Ambassador for Internet Governance issues in the French Foreign Affairs
         Ministry, reminded the attendees of the reason for the session. The transcripts of
         the session documented the intervention of Bertrand de La Chapelle:
      

      
      
         [A]s long as the discussion on the management of the root server system and the oversight
            if we call it that way, as long as the discussion is framed in the terms of the unilateral
            control of one Government over the critical Internet resource of the Internet, we
            will not be able to have a constructive discussion.
         

         
      

      Along those lines, the transcripts also documented the intervention of Professor Mueller:

      
      
         [T]he IANA contract is an important element of the Internet Governance regime. Because
            it’s coming up for renewal, it is something we should be discussing in this session.
         

         
      

      The Transcript of September 15, 2010, recorded the session on  Access and Diversity. This session, chaired by Mr. Antanas Zabulis, Social Adviser to the Prime Minister
         of the Republic of Lithuania, with the assistance of co-moderators Mr. Nii Quaynor,
         Chairman and Chief Executive Officer, Network Computer Systems, Accra, and Ms. Olga
         Cavalli, Professor, Universidad de Buenos Aires and Director, South School on Internet
         Governance, considered the subject of the information society. The transcripts revealed
         that the session did not initially address the issues at hand; rather, it was limited
         to the same pleasantries that panelists and other high-level participants had exchanged
         during the discussion on critical internet resources earlier in that day. However,
         the “Access and Diversity” session began on a very positive note, and ended even better.
         The transcript noted that the chairman began by stating that global access to the
         Internet required the establishment of Internet access as a basic human right, creating
         obligations and general incentives for governments, international organizations, and
         businesses. As the discussion continued, however, depending on participants’ perspective,
         it seemed that the panelists took the discussion in the direction of managing content,
         without acknowledging the potential detrimental issues related to censorship.
      

      
      Nii Quaynor, as noted in the transcript, brought up the subject of content policies,
         asking, “[D]o some content management policies, whatever purpose, interfere with the
         Internet’s open infrastructure?” This question seemed to allude to the problem of
         censorship. Two of the panelists had notable contributions. Again, a review of the
         transcripts shows that Ms. Manal Ismail, Director of the International Technical Coordination
         Department, National Telecommunications Regulatory Authority of Egypt and Vice-Chair
         of ICANN’s Government Advisory Committee, acknowledged the possibility of blocking
         content, but at the discretion of the end user. What end user was she referring to?
         This needed to be better explained since the blocking of information on the Internet
         usually happens under the direction of governments, and many times is a form of censorship
         that harms the end user. The transcript further noted that Mr. Virat Bhatia, President
         of External Affairs, South Asia for AT&T in Delhi took the discussion in a different
         direction by defining the issues as “intensely local.” Bhatia was of the opinion that
         governments should have the discretion to filter information, countering the discretionary
         power of the users. This view seemed to dismiss altogether any understanding of the
         realities of human rights in the online world, because, an all or nothing approach
         would be an ill-advised view.
      

      
      The use of blocking by governments has proven to be, in many cases, political tactics
         that only hurt the end user. If something needed to be blocked, then it had to be
         defined and explained in a non-arbitrary manner. Mr. Bhatia was quite right when he
         noted that governments should not retain extensive discretionary powers to define
         online rules in a “last minute” basis. The transcripts showed that he had no objection
         to governmental filtering practices, as long as the public was informed ahead of time,
         and they were negotiated and enshrined in law. This was somewhat problematic. What
         kind of bargaining power can the end user of the Internet have against the power of
         a government? It has been shown time and time again that governments tend to filter,
         and in some cases, they violate human rights laws in a process that, although sometimes
         well intentioned, fails to assess the realities of the Internet. A member of the private
         sector, Bhatia seemed comfortable (as reported in the transcript) to define filtering
         activities under, “you may like it or not, but that’s the law.” That, of course, begs
         the question: who makes the law? How, then, do we assess the standard setting for
         these supposedly benign filtering laws, and how do we determine whether they are in
         the users’ best interest? As the “Access” session unfolded, there were interesting
         and valuable contributions by other participants, but all stopped short of making
         the final connection necessary to bring the discussion into the human rights arena:
         to connect the subject of access with openness. For this reason, the author of this book decided to intervene and contribute to
         the discussion:
      

      
      
         NII QUAYNOR: There’s a question from Roy Balleste.

         
         ROY BALLESTE: Good afternoon, I’m Roy Balleste from St. Thomas University in the U.S.
            These comments are my own. I wanted to thank the panelists and the moderators for
            this very informative session. I want to come back for a moment to the issue of access,
            and how that connects to openness. (noted in session transcript)
         

         
I think as has been mentioned before that the end user is the key. Local standards
            have been mentioned and cost cutting agents have been mentioned but the reason underlying
            standards across the world we should consider and there is the Universal Declaration
            of Human Rights, and in particular, the International Covenant on Civil and Political
            Rights. A treaty that most nations of the world have signed and agreed to abide by.
            If we look at access from that perspective, and through the eye of the rights enshrined
            in the treaty then local standards and cost considerations become easier to handle.
            Access without openness really loses its purpose and so looking at these rights is
            very relevant and I just wanted to bring that up to the panel. (noted in session transcript)
         

         
      

      The main standard to be followed within online activities has always been the same:
         international human rights. It was later reported in the overall Chairman’s Summary
         for the entire meeting that, during the closing remarks of the session, Mr. Zabulis
         declared that the subject of “access without openness loses its purpose.” This statement
         also appears in the transcript of the session. In reality, Zabulis restated what the
         author of this book had already stated earlier in that session. No other panelist,
         moderator or participant made this connection during the session.
      

      
      The next day, at the “Security, Openness and Privacy” session, the overall general
         discussion once again diluted the main subject of openness with a discussion of security.
         There were some discussions about the importance of communication and freedom of expression.[65]   It was encouraging that Mr. Frank La Rue, U.N. Special Rapporteur, not only moderated,
         but also brought up the human rights perspective to the overall discussion.[66]  
      

      
       5.7. Transitions: The Second Mandate

      
      The Vilnius meeting had an additional session. An “unofficial” and “informal” meeting
         was scheduled for Wednesday, September 15, at 12:30 p.m., in the LITEXPO main session
         room, to discuss the future of the IGF and the work of the UN Commission on Science
         and Technology for Development. From the beginning, this meeting promised to be very
         important. Government officials from many nations attended, probably because the two-hour
         meeting was relevant to the forum’s future and the overall control of the Internet.
         The meeting was important because a new working group would be organized to assess
         the five-year work of the IGF: the Working Group on Improvements to the Internet Governance
         Forum under the Commission on Science and Technology for Development, a subsidiary
         body of the Economic and Social Council (ECOSOC).[67]   The work of the new working group would be based on resolution 2010/2 of the Economic
         and Social Council, on assessing the progress made and to follow up on the results
         of the World Summit on the Information Society.[68]   By this resolution, ECOSOC invited
      

      
      
          the Chair of the Commission on Science and Technology for Development (CSTD) to establish,
            in an open and inclusive manner, a working group which would seek, compile and review
            inputs from all Member States and all other stakeholders on improvements to the Internet
            Governance Forum (IGF), in line with the mandate set out in the Tunis Agenda, and
            which would report to the Commission at its fourteenth session in 2011 with recommendations,
            as appropriate. This report is to constitute an input from the Commission to the General
            Assembly, through ECOSOC, should the mandate of the IGF be extended.
         

         
      

      The Summary of the Preliminary Consultations on the CSTD Working Group reported that
         the meeting in Vilnius was also important because it counted with the presence of
         many stakeholders to share views and exchange ideas. It also reported that the first
         meetings related to the Working Group would take place on November 24, 2010, and in
         February of 2011 in Geneva. It also noted that this new Working Group—assuming the
         mandate of the IGF was extended—would report its findings at the 14th annual session
         of the Commission on Science and Technology for Development (CSTD), scheduled to take
         place in Geneva in May 2011.
      

      
       Developments continued at Vilnius, and it was very gratifying to see a representative
         from the government of Kenya placing a bid to host the sixth IGF. It was important
         because it reminded attendees of the need to continue the work of the IGF beyond it
         first five-year mandate. The Vilnius Closing Ceremony Transcript recorded that the
         official invitation was announced by Mr. Philip Okundi, chairman of the Board of Directors
         Communications Commission of Kenya. It was a memorable ending to the first five years
         of the forum; an idea born out of discussions within the WGIG.
      

      
      Perhaps there is hope in the future. Despite all the present-day conflicts around
         the world, humanity has a propensity for good. It is impossible to ignore the great
         importance of knowledge for the development of humanity, since great conflicts are
         often rooted in ignorance. How we control or utilize sources of information has defined
         our civilization over the ages. Today, more than ever, access to sources of information
         is a vital necessity. Above all, while new technologies continue to be invented, the
         governance process must remain vigilant and protect what will always be a legal obligation:
         human rights. Therefore, future Internet governance will not be a matter of plain
         optimism, but rather one of cooperation. Nations, institutions and individuals must
         be dedicated to coming together and working for the cause of human dignity. This future
         will need a new “model of governance” that will enhance the functions of ICANN.
      

      
      5.8. Concluding Thoughts

      
      As the reader approaches the last few pages of this chapter, they must reflect on
         the discussions of the WSIS and the future of the IGF. The review of past practices
         of Internet governance and potential new models waiting to be adopted demonstrates
         that, over time, the shared expectations of those seeking agreement on Internet governance
         practices are taking form. Creating a model based in the values of the Human Declaration
         of Human Rights is a tall order. Any new model must preserve the knowledge of the
         past; it could be lost forever without proper cooperation.
      

      
      This is a new age for enlightenment. Access to information and communication technologies
         provides humanity with the potential to contribute to global information, economic
         development, the strengthening of justice and, ultimately, the protection of human
         dignity. It cannot, however, be forgotten that there is a greater purpose behind the
         new models that will be presented by this book. We should challenge our beliefs and
         test our resolve. As stated earlier, there is no doubt that the human person requires
         freedom and democracy to achieve a dignified life.
      

      
      The discussions on the Internet reflect the asymmetrical—but relevant—interplay between
         Internet governance, governmental power, and human rights. These reflect the world
         that we actually experience. How we protect information is crucial to our human existence.
         The challenge that we face is not control or big politics, it is ignorance and fanaticism.
         Greater than the loss of information is the death of enlightenment, the death of human
         dignity. Cyberspace is a marvelous union of science, law, humanity, and technology.
         In this world filled with possibilities, we find all stakeholders in flux, not just
         as the participants in the debate, but as the driving force, and the origin of potentially
         positive results.
      

      
      There would be a second five-year mandate for the IGF, with the sixth meeting taking
         place in Nairobi, Kenya (2011), the seventh in Baku, Azerbaijan (2012), the eighth
         in Bali, Indonesia (2013), the ninth in Istanbul, Turkey (2014), and as of the writing
         in this book, the tenth is expected back in Brazil (2015). The Chairman’s Summary
         of the Eighth Meeting (page 1) noted that it would be organized around the all-encompassing
         theme of Building Bridges— Enhancing Multistakeholder Cooperation for Growth and Sustainable
            Development. In addition, the report summary (page 1) noted that as in Baku (7th IGF), the mostly
         highly represented stakeholder group was civil society. It also reported that the
         meeting included 135 events, with sessions, workshops, open forums, and other meetings
         spanning a four-day period. The report noted the sub-themes that were discussed in
         open sessions, now called focus sessions:
      

      
      
         	
            
            Access and Diversity–(Sustainable Development);

            
         

         
         	
            Openness–(Human rights, Freedom of Expression and Free Flow of Information);

            
         

         
         	
            Security–(Spam, Hacking and Cybercrime);

            
         

         
         	
            Enhanced Cooperation; and

            
         

         
         	
            Principles of Multistakeholder Cooperation and Internet Governance Principles.

            
         

         
      

      
      It was also reported that because of the revelations of “government-led Internet surveillance
         activities,” this IGF included discussions about the protections needed for all online
         users, and considerations of finding a proper balance between national security and
         international human rights. Page 2 of the report noted that the Eighth IGF included
         a new “focused plenary session” dedicated to online human rights. This type of session
         was unfortunately missing from all meetings of the first mandate; the protection of
         the individual user seemed to be some kind of afterthought. While the Internet was
         recognized as a force for innovation (page 16), the report observed that the human
         rights session also recognized it as a source of surveillance tactics, both from governments
         and corporate entities, which triggered a discussion about violations of the right
         to privacy. The significance of this new IGF format has to be highlighted because
         of its recognition of human rights as a primary subject. The focus session on human
         rights began with a preliminary introduction by Markus Kummer, who had chaired the
         preparatory process, and noted that this focus session had been a product of discussions at a working group set up “to discuss possible
         improvements for the IGF, referring to the Working Group on IGF Improvements.[69]   After years of requests, this was a significant improvement, and one that was long
         overdue. This achievement necessitated a further inquiry: whether the IGF would keep
         human rights as a subject of primary discussion for the next meeting. If the violations
         of human rights around the world are not enough incentive to keep this subject in
         the discussion, then how should we judge the future outcome of the IGF’s work? This
         additional question raises, once again, concerns about the position and performance
         of governments as the stewards for the people they profess to represent and protect.
      

      
      
         
         
         
         The most notable IGF stakeholders are these:

         
         
            	
               United States of America

               
            

            
            	
               Council of Europe

               
            

            
            	
               NGOs

               
            

            
            	
               European Union

               
            

            
            	
               Brazil

               
            

            
            	
               India

               
            

            
            	
               Russia

               
            

            
            	
               Intergovernmental Organizations

               
            

            
            	
               Private Sector

               
            

            
            	
               ICANN

               
            

            
            	
               Academics

               
            

            
            	
               Registrars

               
            

            
            	
               Registry Operators

               
            

            
            	
               United Nations

               
            

            
            	
               Regional Internet Registries

               
            

            
            	
               All other governments

               
            

            
         

         
      

      
      The reader of this book should be aware of new developments (or reactions) within
         the Internet governance arena (or, as ICANN now calls it, “the Internet Governance
         Ecosystem.”) One of the many reactions to the news of mass surveillance was the Montevideo
         Statement on the Future of Internet Cooperation. Another was the Global Multistakeholder
         Meeting on Internet Governance to take place in São Paulo, Brazil, commonly known
         as NETmundial. The Montevideo Statement on the Future of Internet Cooperation was
         drafted as a result of discussions in Montevideo, Uruguay, by the leaders of the organizations
         responsible for global coordination of the Internet’s technical infrastructure.[70]   The statement was supported by AFRINIC, ARIN, APNIC, IAB, ICANN, IETF, ISOC, LACNIC,
         RIPE NCC, and W3C. It was a short but extremely significant document that considered
         the future status of the Internet, and identified the Internet and the World Wide
         Web as positive tools for “social and economic development worldwide,” and as systems
         to be governed in the public interest. The statement also noted the importance of
         maintaining one global coherent Internet, while avoiding its fragmentations by governments.
         Indeed, the statement noted strong concern over the weakened trust of Internet users
         globally now that they were aware of the pervasive surveillance. The statement also
         called for “accelerating the globalization of ICANN and IANA functions, towards an
         environment in which all stakeholders, including all governments, participate on an
         equal footing.” The overall group of stakeholders has always included governments
         and the fact that this group was emphasized by name was probably another subtle attempt
         to showcase their greater responsibilities. As the reader will see in subsequent chapters,
         successful Internet governance is not—and should not be—based on equal participation
         alone, but must include a special quality which infuses the process with the protection
         of human rights. To date, none of the models of governance presented so far have included
         in detail this requirement in the process.
      

      
      The Global Multistakeholder Meeting on the Future of Internet Governance took place
         in São Paulo, Brazil, on April 23 and 24, 2014, to craft “internet governance principles
         and [propose] a roadmap for the further evolution of the Internet governance ecosystem.”[71]   Although very exciting prospects surround this event, critics have raised relevant
         concerns, identified by a report from the Council of European National Top Level Domain
         Registries (CENTR): [72]  
      

      
      
         	
            
            The conception of the meeting was top-down: “the announcement came after a meeting
               between Brazil’s President Dilma Rousseff and ICANN’s CEO Fadi Chehadé.”
            

            
         

         
         	
            Would the meeting divert needed resources away from the IGF?

            
         

         
         	
            What would be the meeting’s outcomes—in other words, the product to be presented to
               the global community?
            

            
         

         
         	
            If the meeting develops concrete recommendations on Internet governance issues, then
               what standing (within the governance ecosystem) would such recommendations have?
            

            
         

         
         	
            In view that this meeting was being held outside of the recognized Internet governance
               ecosystem and UN framework, how would the multistakeholder composition of the meeting
               address the full range of needs and views?
            

            
         

         
      

      
      It is too early to predict the final outcome of this meeting. However, two further
         questions can be added to the above list:
      

      
      
         	
            
            What will be the ramifications for the ordinary user of the Internet?

            
         

         
         	
            What will be the U.S. government’s stance in the future? This will be revealed in
               chapter 6.
            

            
         

         
      

      
      One conclusion can already be drawn: the ordinary user was unaware of the meeting’s
         consequences, and far removed from the action. Thus, the ordinary user will have to
         accept, by default, decisions made by stakeholders who one can only hope will protect
         their best interests. There is no doubt that many individuals are unaware of Internet
         governance and all the related activities. Others probably do not care one way or
         the other. This is unfortunate because Internet governance affects all individuals
         on the planet. The CENTR also observed that the widespread online surveillance conducted
         by the U.S. government and some allies “introduced or deepened levels of distrust
         between governments, between civil society and governments, and between civil society
         and Internet-based businesses.”[73]   Nevertheless, the Internet has grown under the stewardship of the U.S. government.
         If the world community begins a process of identifying “something better” for the
         transition of governance, then it will be with the support of the United States.
      

      
      Another preliminary conclusion is that several governments around the world have not
         protected—and will not protect—the ordinary user. However, the idea that governments
         are preeminent entities, free from constraint, is no longer applicable or acceptable,
         with individuals also recognized as objects with legal personality and authority to
         invoke the responsibility of governments and corporations to protect their rights.[74]   All of these principles mean that the individual has a stature that in some cases
         equals governments. While governments may present themselves as protectors of individuals,
         in many cases it has been the opposite. In any case, citizens are supposed to be served
         by the government (at least in true democratic nations) and government officials are
         supposed to answer to voters. There is no doubt that the debate on Internet governance
         will continue well into the future. Governments of the twenty-first century must realize,
         if grudgingly, that the early state supremacy is changing, and that change will continue.
         In the end, it is the protection of human rights that helps the stakeholder to seek
         out that peace that every human being deserves in a dignified life. The legal framework
         of a new governance model may become a tangible solution—a legacy of lasting cooperation
         that supports the goals of a global multistakeholder process of governance.
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      Chapter 6

      A Survey of Models in Governance

      
         
         
         
         
      

      
      
         “The undiscovered country, from whose bourn

         
         No traveler returns, puzzles the will,

         
         And makes us rather bear those ills we have,

         
         Than fly to others that we know not of.”[1]  
         

         
         —Hamlet

         
      

      6.1. Demystifying the Models of Internet Governance

      
      This book has addressed the issue of Internet governance from a singular perspective.
         Rather than beginning a discussion with the usual time period, the later part of the
         1950s, the book has taken an all-encompassing historical introduction, starting in
         antiquity, to first recognize the value of information and the terrible consequences
         of its loss. As noted in chapter 1, the study of the origins of the Internet provided
         us with a view into the achievements of the U.S. government and, above all, the ideas
         and ideals of those creators of that great technology.[2]   The study of Internet governance reveals a historical process of human claims that
         provides some guidance, but due to its uniqueness, that history lacks a universally
         accepted system of management. The process of claims and decisions observed over the
         years has served to clarify the common interests of all participants, and sheds light
         on the need to make use of Internet governance for the benefit of the world society.
         At all levels of the management process, it is appropriate to consider the historical
         past trends with an apodictic evaluation of the situation. Before this book proposes
         what it considers the best possible solution for the overall management of the Internet,
         however, it will take note of the imaginative, ideological, and substantive models
         presented by experts, inspired by one another and by their desire to discover a solution.
         Ultimately, this chapter prepares the stage for a reimagined solution, which avoids
         the influence of political and ideological trends that abound within the international
         community and, in particular, in repressive governments.
      

      
      The previous five chapters have shown that while some members of the world community
         are dissatisfied with the influence of the U.S. government, others tolerate it, and
         yet others support it. There is no agreement on a single model for Internet governance.
         Thus, this survey must assess two main questions. The first is whether the present
         system of governance is the most efficient model for the Internet. While seeking the
         answer to this question, we must remember that the fundamental problem with which
         we have been concerned relates to how we can reconcile human dignity with the governance
         of the Internet. This is the key behind the concerns of academics and scientists,
         who look back at the much simpler days of the Internet and ponder how to recapture
         the positive functionality that existed before 1998 and apply it to our much more
         complex present reality. The task at hand is to consider the reality of the U.S. government’s
         management of the Internet in light of its history and performance, the alternatives,
         the upcoming transition, and the desirability of a new model that may more closely
         approximate the values inherent in human dignity. There are features within the present
         system that are problematic, and that will continue to be the case for some time.
      

      
      The second question to be considered, much simpler and yet much more important, is
         the application of human rights standards to any accepted model for the governance
         of the Internet. The tools necessary to design a better model for the management of
         the Internet exist; however, as we examine the entire political and decisional process,
         we uncover the root of the problem. In other words, we must understand the obstacles
         that prevent the effective invention of alternatives and the deployment of a better
         model.[3]   The goal is not simply criticism of the present system, and this book rejects those
         efforts that seek only to antagonize the U.S. government.
      

      
      The matters of alternatives and the values surrounding human dignity bring the discussion
         back to the original consideration: the efficacy and desirability of continuing the
         present process of management. Is the present system effective? It is composed of
         three main agreements with the U.S. government:  the IANA Functions with ICANN,  the AoC with ICANN, and the root management under the agreement with VeriSign. There are also, of course, the agreements with
         the Regional Internet Registries and the Registrars. The present arrangement of the
         NTIA, ICANN, and VeriSign has worked, and the U.S. government has been praised countless
         times for its good work. However, the realities of today’s Internet are incompatible
         with the goals of repressive governments that endeavor to function as gatekeepers,
         blocking their nationals from viewing content that they find objectionable. There
         is also the issue of unnecessary (and possibly illegal) surveillance activities, and
         the revelations of Edward Snowden that have overshadowed the historical contributions
         and legacy of the United States. Should any model of governance take into account
         whether a government filters out content that it deems counter to its concept of national
         security or morality? What about surveillance? What about data retention? What is
         really necessary? What is too much? Who will decide? This is why the present arrangement
         is under threat. It is a U.S.-run system: one government, overseeing the Internet,
         and influencing all final decisions. The United States of America has an extensive
         protection of freedom of expression in its own constitutional structure, and, via
         the Internet, extends it to the rest of the world. But this oversight is far from
         perfect. Still, while other nations talk about democracy in their governance process,
         they fail to admit to their hypocrisy by repressing their citizens within their own
         borders. A process that would concentrate governance in a few powerful nations, or
         for that matter in governments, would not represent democracy. Over the years, the
         argument has been made that the U.S. government, which oversees a free society, has
         been best equipped to manage the Internet. Others have noted the history, with particular
         attention given to the financial contributions of the U.S. government to the development
         of the technology. If the Internet is to function properly, repressive governments
         must be deprived of access to its control, which is why the control and management
         of the Internet needs to evolve into a truly functional multistakeholder process,
         while keeping in mind the legacy of the U.S. government.
      

      
      6.2. A Survey of Previously Identified Models of Governance

      
      It is absolutely necessary that a workable model of governance be implemented, preferably
         within the next five years. The U.S. government has done a great job, and its efforts
         should be preserved within an enhanced process. Various models have been proposed,
         and this book adds on to that work. While chapter 7 of this book proposes an alternative
         new model, this chapter recognizes those already identified by scholars. These models
         have been presented by distinguished experts such as Rolf Weber, Lawrence B. Solum,
         Avri Doria, and Brenden Kuerbis, while others owed their creation to discussions around
         the International Ad Hoc Committee (IAHC), the Working Group on Internet Governance
         (WGIG), the IBSA Proposal, and the World Council Proposal. All of these models will
         be discussed in this chapter.
      

      
      Any model of governance for the Internet needs to operate within a set of standards
         that has drawn inspiration from its original creators. Looking at Dr. Jon Postel’s
         original observations provides additional clarification. For Dr. Postel, the Internet
         was a clear representation of human ingenuity, and he expected it to be administered
         in trust for the use of all nations willing to participate.[4]   That goal and vision have been present in all the meetings of the ICANN and the
         IGF. However, the potential excessive control over the critical Internet resources
         seemed to weigh heavily on his mind: as he once said in his RFC 1591, “concerns about
         ‘rights’ and ‘ownership’ of domains are inappropriate. It is appropriate to be concerned
         about ‘responsibilities’ and ‘service’ to the community.” Indeed, this is the tall
         order that all stakeholders must follow.
      

      
      6.2.1. The IAHC Proposal

      
      Probably the first attempt to redefine a model of governance can be found in the efforts
         of the International Ad Hoc Committee. As noted in chapter 2, the end of the DNS Wars
         was tied to the evolution of further historical debates. This period of transition
         included the establishment of the International Ad Hoc Committee (IAHC) that addressed
         the possibility of increasing the number of top level domain names.[5]   Organized in September of 1996, the IAHC was “chaired by Don Heath, President of
         the Internet Society [and included] representatives from the Internet Society, the
         Internet Architecture Board (IAB), IANA, NSF, and several international organizations
         such as the World Intellectual Property Organization (WIPO) and the International
         Telecommunications Union (ITU).” Thus, IAHC was formed to consider the evolving landscape
         of the Internet (and Postel’s proposal to add more TLDs), and in the process unveiled
         a report in February of 1997 proposing the introduction of seven new gTLDs, additional
         registrars, and renaming International TLDs (iTLDs) with their present name: generic
         top-level domains (gTLDs). For purposes of the models of internet governance, IAHC
         made two critical observations in their Final Report[6]  :
      

      
      Noted in the Executive Summary:

      
      
         The Internet top level domain space is a public resource and is subject to the public
            trust. Therefore any administration, use and/or evolution of the Internet TLD space
            is a public policy issue and should be carried out in an open and public manner in
            the interests and service of the public. Appropriately, related public policy needs
            to openly balance and represent the interests of the current and future stakeholders
            in the Internet name space.
         

         
      

      Noted in section 1.1 of the IAHC Charter:

      
      
         The Domain Name System (DNS) is an essential component in the Internet’s operational
            infrastructure. Designed for locating machines on the Internet, it maps between their
            human-friendly names and their transport (IP) addresses. Machine names are a series
            of textual fields, representing a registration and lookup hierarchy. Each registry
            in the hierarchy is delegated authority from the registry above. . . . For more than
            ten years the set of TLD registries was stable and sufficient. The recent explosive
            commercialization of the Internet has produced a requirement for enhanced assignment
            procedures. A complicating factor is that the human-friendly quality of domain name
            strings has also made them commercially valuable.
         

         
      

      The ideas left behind by the International Ad Hoc Committee on administration and
         management served as a foundation for all other models of Internet governance.
      

      
      6.2.2. Models of Governance: The WGIG Revisited

      
      In the past, the Working Group on Internet Governance suggested four potential models
         of governance. These models were once part of the historical mainstream of ideas,
         and they are briefly revisited here because they were the product of a multistakeholder
         process that worked splendidly.
      

      
      The first model proposed the creation of a Global Internet Council (GIC) that would include
         stakeholder groups from all regions.[7]   This global council would operate within the United Nations system, replacing the
         U.S. Department of Commerce’s current role. The idea of replacing the U.S. government
         was probably the main cause for the lack of support in this case. The second model proposed support for the status quo, but with a stronger ICANN’s Governmental
         Advisory Committee, and the creation of a forum for multi-stakeholder discussion.
         Other variations also considered the creation of international councils, with differences
         in their functions and their relationship with ICANN. This case did not pass scrutiny
         either, because it would have given too much influence to one stakeholder group. 
         The third model presented the proposal of an International Internet Council (IIC) that would
         assume the ICANN/IANA functions, and its power would not be limited to a single government
         with a preeminent role. The private sector and civil society would provide advice,
         and the GAC would probably be disbanded. This scenario had different problems. The
         idea of replacing ICANN would not have any traction with any of the stakeholder groups,
         except in very rare cases with some governments. That unlikely circumstance has not
         materialized. In addition, at that time, replacing ICANN implied replacing U.S. oversight.
         Finally, disbanding the GAC or diminishing the position of other stakeholder groups
         would be out of the question. The fourth, and final, model proposed a Global Internet Policy Council (GIPC) responsible for
         international Internet-related public policy issues, under the control of governments,
         with the private sector and civil society having limited participation. This model
         would also set up the World Internet Corporation for Assigned Names and Numbers (WICANN)
         to carry on the functions of ICANN. This scenario also diminished the position of
         other stakeholder groups and, therefore, it did not find enough traction. Although,
         in the end, none of the concepts materialized into an accepted model, the WGIG work’s
         main legacy is the benefit of multistakeholder cooperation in propelling a serious
         and meaningful discussion, and that continues to live on today.
      

      
      6.2.3. Model of No Regulation

      
      There may be a few Internet users that cling to quixotic notions of a regulation-free
         cyberspace, totally devoid of laws. This idealism is obviously misplaced, since the
         Internet is already embedded within the world political system. The Internet is now
         the home of educational, commercial, and political activities. The ideals reflected
         in John Perry Barlow’s Declaration of Independence of Cyber Space, acknowledged by
         Professor Rolf Weber, slowly lost their momentum beginning in 1998.[8]   Although regulations affecting the Internet as we know it were, for the most part,
         nonexistent in the early 1990s, all governments today have claimed some control over
         it. Even in the early days, some rules existed, such as the prohibition on commercial
         use prior to 1993.[9]   Ironically, it was the subsequent decision to allow commercial use that changed
         the Internet’s history. Once that happened, complications arose over copyright and
         trademark law. Matters got more complicated when governments discovered the power
         of their country-code top-level domains. This model never had a chance. On the other
         hand, it serves as a reminder that a governance system that only includes governments
         is irrevocably broken, forever. The struggle by governments to extend that historical
         legacy can be perceived in exaggerated notions of security.
      

      
      6.2.4. Model of Self-Regulation

      
      The model of self-regulation identifies the Internet as self-governing, where the
         rules are drafted by the users in goodwill and policed by them independently of any
         government.[10]   Professor Rolf Weber noted that under this model of governance, rules of etiquette
         stand at the center, with the inhabitants of cyberspace deciding how all users should
         behave and also deciding what penalty would be exacted upon those choosing to break
         those rules. Weber explains that this model would make unnecessary the intervention
         of governments. He describes this governance process within two frameworks: the self-regulation by private groups and the supervised self-regulation by governments, introducing a type of code of conduct for the participants.[11]   At the height of the conflict during the first WSIS, the European Union’s cooperation
         model seemed to have alluded to a similar approach, but with a public entity–private
         entity partnership at its center. The European Union advocated a new cooperation model
         that would maintain existing mechanisms of management found in ICANN, while developing
         that process with the inclusion of all stakeholders. Yet the self-regulation model could be considered the beginning of the end of an era in which an ideal existed
         about what governments and corporations would or could do; in essence, to stay away
         from the unnecessary interference that brought an end, as Professor Milton Mueller
         described it, to the “golden days of the bearded wizards” of computer science.[12]   The reader will remember that before 1994, and especially before 1998, the U.S.
         government was not highly involved in the management of the Internet, and most governments
         were unaware of its existence.
      

      
      Professor Lawrence Solum also makes additional observations, noting that this type
         of management was also remembered as the model of cyberspace and spontaneous ordering, or a self-governing realm.[13]   The main concept behind this model, Solum explained, was the requirement that governments
         be barred from involvement in the regulation of the Internet. Solum noted that this
         model had a kind of an inherent nature, in which its regulatory process responded to the very spirit of the Internet. The
         thirteenth century  theologian St. Thomas Aquinas explained centuries ago that this
         inherent nature was an expression of the divine, or how humanity took part in the divine order.[14]   As a result, St. Thomas Aquinas would have identified a divine trait within the
         governance of the Internet. That management process (a type of code), would have to
         be based on the benefits acquired for humanity, and not those for governmental power
         or commercial self-interests.
      

      
      6.2.5. Model of Government Regulation

      
      The model of government regulation supports the idea that matters of regulation and
         management should be reserved to governments. This model is obviously preferred by
         many governments. As mentioned earlier, Dr. Postel did not seem to favor this model,
         and civil society has been critical of a totally governmental approach to the issue
         of governance, recommending instead a multistakeholder approach. In essence, this
         model has been attributed to control by the United States and, within the ICANN process,
         the influence of the Governmental Advisory Committee. It could also be attributed
         to other governments such as Brazil and India, but those belong to their own model
         as the reader will see later in this chapter. At the IGF Vilnius meeting, Rod Beckstrom,
         ICANN’s former president and CEO, praised the framework of a multistakeholder Internet
         governance model.[15]   “If governance were to become the province exclusively of nation-states or captured
         by any other interests, we would lose the foundation of the Internet’s long-term potential
         and transformational value,” he said. Beckstrom acknowledged that decisions about
         the Internet’s future needed to reflect the widest possible range of participants,
         in order to include the wisdom of the entire world community. Ideally, governments
         would agree with these observations, but in reality, that is not the case. Corrupt
         politics, wrangling over control, problems with cybercrimes while adding problems
         with excessive security measures, and unnecessary surveillance have reduced the credibility
         of governments.
      

      
      The government regulation model has also been described by Professor Solum as the
         model of national government and law which supports the idea of an Internet regulated like any other human endeavor—in
         essence, labeling the Internet a real-world object.[16]   However, the Internet is more than a real-world object; it is an intangible environment
         that transcends national borders. If governments pretend to trace a path for primacy
         within the Internet governance process, it is the task of experts within the other
         stakeholder groups to scrutinize carefully the intentions behind that role. For example,
         potential cyberattacks in the name of national security, or notions of cyberpower,
         not only denigrate the ideals behind the Internet governance process, but also diminish
         its benefit for humanity. Another conflict noted by Professor Solum arose when a question
         of content was decided by two different governments utilizing two different sets of
         laws, producing opposite results. The case of Yahoo!, Inc. v. La Ligue Contre Le Racisme et L’Antisemitisme demonstrated one of the difficulties of modeling governance utilizing this approach.[17]   In this case, the French court determined that Yahoo! was violating local laws
         by allowing the display of Nazi symbols and objects in its website, permitting this
         content to be visible within French territory. On the other hand, the U.S. court held
         that enforcement of French law would violate the freedom of expression provision in
         the U.S. Constitution. Neither court had the perfect answer. The U.S. court could
         not force their judgment in France and the same applied in reverse for the French
         court. Subsequently, the U.S. Court of Appeals for the Ninth Circuit would conduct
         a comprehensive analysis of all issues in the case. In the end, the Ninth Circuit
         remanded the case back to the lower (district) court for dismissal. While this could
         have continued in litigation, Yahoo! eventually changed its policy to prohibit the
         offending objects from being visible in France. This somewhat confusing and challenging
         case demonstrated that issues involving the technical aspects of the Internet could
         not be resolved simply by looking to governments for solutions. In this case, Yahoo!,
         a private company, probably made a commercial and financial decision that satisfied
         the circumstances and resolved the problem.
      

      
      6.2.6. Model of Technical Architecture

      
      Another concept that has brought plenty of discussion is the model of technical architecture
         based on the notion that a regulatory process draws its power from the “protocols”
         inherent within the functioning of the Internet. This simply means that the Internet
         could be managed by taking notice of how it was built and how it works. Professor
         Rolf Weber explains that this model has been analyzed under two proposed sub-models:
         lex informatica (introduced by Joel Reidenberg) and code-based regulation (introduced by Lawrence Lessig).[18]   Weber notes that the sub-model of lex informatica is based on the correct realization that the Internet is a borderless network, where
         the rules are based on the technology and the technicians that manage the Internet.
         He also notes that the sub-model of code-based regulation is based, similarly, on the scientific designs of the Internet, but with the addition
         of the influence of government regulations. Thus, if we were to follow this model,
         then we would rely on the engineers, web designers, and manufacturers to identify
         how to make the Internet work, and thus designate a type of technical or engineer’s
         code of conduct applicable to all users. Professor Lawrence Solum also analyzed this
         model by calling it the model of code and Internet architecture, in which governance would be established not by governments but by an Internet’s
         “code or software . . . [that by its nature made] physical location irrelevant.”
      

      
      6.2.7. Model of Market and Economics

      
      The model of market and economics, an approach advanced by Solum, recognizes marketplace forces as one of the fundamental
         drives behind the regulation of the Internet.[19]   Solum explains that this concept is illustrated by the example of Internet services
         that function as products subject to the laws of supply and demand (considering what
         services are needed, by how many individuals, and the available quantity to satisfy
         demand) and its impact for the global Internet community. This commercial aspect noted
         by Solum is similar to the decisions that influenced the actions in the Yahoo! case.
         This model could also be identified in the scarcity of version four of the global
         internet protocol addresses (IPv4). These internet protocol addresses, represented
         by numbers, are directly tied to domain names and the functioning of browsers in the
         users’ computers. The reader of this book will remember that the Internet works by
         assigning a unique number, the IP (Internet Protocol) address, to every computer.
         IP addresses version number four consists of four blocks of up to three digits each,
         for example, 321.456.189.87, which identify a particular computer. As one computer
         sends information to another, the data is broken down into packets that contain the
         IP address of the recipient. IP addresses are also used to recall a website located
         in a server. The ownership of a particular domain name and website may be extremely
         valuable. Only one instance of each identifier may exist at once. Only one site, for
         example, is named  seepuertorico.com. This type of name is what is popularly known as a “URL.” For these reasons, IPv4
         represents the key to the connections of the Internet. Most individuals have been
         oblivious to the scarcity of version four because Internet Service Providers (ISPs)
         have been clever in finding temporary solutions while seeking to transfer users to
         version six of these addresses (known as IPv6). Although some of the IPv4 numbers
         remain available in 2014, the rapid decrease continues. The Regional Internet Registries
         (RIRs), in cooperation with ICANN, have coordinated the management of addresses at
         the global level.[20]   If a resource such as these addresses is scarce, should market forces dictate the
         interests of the global Internet community? How would that scenario be beneficial
         for the regular user of the Internet? One thing is for sure, this is not the best
         model to manage the Internet.
      

      
      6.2.8. The Model of IETF

      
      This model, based on the philosophy of the Internet Engineering Task Force (IETF),
         has important elements that could be incorporated into the overall working model for
         the Internet. Avri Doria, a former member of the Working Group on Internet Governance,
         and a key participant within ICANN, explored the IETF to consider guidelines for the
         Internet Governance Forum.[21]   Although not suggested as an overall model for Internet governance, Doria noticed
         that the IETF had established technical and engineering standards, best practices,
         and informational documents of various kinds. Also noted were four main characteristics:
      

      
      
         	
            
            a process open to any interested person,

            
         

         
         	
            technical competence of the issues relevant to the IETF,

            
         

         
         	
            a volunteer core of participants,

            
         

         
         	
            the process is based on two mottos

            
         

         
      

      
      It was worth considering how these principles, which dated back to the ARPANET project,
         offered a good potential to improve a model of governance.[22]   Avri Doria highlighted the two mottos:
      

      
      
         One:

         
         “We reject kings, presidents and voting.

         
         We believe in rough consensus and running code.”

         
Two:

         
         “Be strict when sending and tolerant when receiving.”

         
      

      While these were mottos designed for the IETF, and considered by Avri Doria for the
         IGF, the same could be taken into account within the overall debate of Internet governance.
         Doria noted that the first motto was based in standards of good governance, and served
         as a reminder of an earlier model for the management of the Internet; one without
         governments. Hence, Doria explained that the IETF was open to all who wished to participate,
         and “no one, not even the leadership, [would] speak with preemptive authority;” a
         reflection of the true essence of any good model of Internet governance.[23]   Regarding the second motto, she saw it as goal intended to create an atmosphere
         where new participants were encouraged to take part in the process, while at the same
         time being mentored by the appropriate institution. In this case, that institution
         could be said to be ICANN, for example; or even at a more defined level, we could
         see this honor to be in the hands of the chairs of every working group and every constituency,
         with the support of ICANN. Utilizing the IETF model, in any good model, no one stakeholder
         group would have any more authority in making a decision than any other.
      

      
      6.2.9. Model of International Institutions

      
      The model of international institutions supports the view that internet governance
         operates within a borderless environment, and hence, the solution requires an international
         treaty. The questions to be considered include what kind of treaty would be needed
         and how much support it could muster. This model contemplates the drafting of an international
         instrument that would establish new guidelines for Internet governance while, hopefully,
         keeping the well-being of humanity at the center. Preferably, all stakeholders would
         have to be in agreement. The model of the international agreement has also been described
         by Professor Solum as the model of the transnational institutions and international organizations, illustrated by two varieties: one organized with an international multilateral organization,
         such as the ITU; or one organized within the standards found in ICANN (or another
         technical transnational institution) with the U.S. stewardship.[24]   Another notable example is the one that draws inspiration from the framework of
         the United Nations Environmental Program (UNEP) as described by Brenden Kuerbis.[25]  
      

      
      Any format within this model could follow many others proposed or drafted over the
         years. Some were proposed within the United Nations systems while others were drafted
         and proposed by well-intentioned and knowledgeable scholars. Unfortunately, these
         treaties lack any real meaning if there is no force to back them up. This is where
         governments step in, hopefully, to enact laws to give them force. Yet, it is a highly
         imperfect system. This particular approach would be problematic, because as noted
         by Professor Weber, the consent of any government to accept rules of international
         law under certain conditions would precisely include a limitation of its “discretionary
         powers” and its “sovereign decision-making process.”[26]   A world of borders by its very nature has created a type of self-imposed selfishness.
         It is depressing to see power at the top corrupted by a few because of financial gain
         or the desire for raw power to advance agendas that make no sense. In the confusion,
         the work of well-meaning individuals from all stakeholder groups begins to blur in
         a gray area where the voice of the individual user becomes the main casualty. Although
         this model would probably find support from some stakeholders, including many governments,
         this book will not support that course of action. Any regulatory activity that involves
         the Internet must be infused by the multistakeholder process. Would this model be
         a good idea? It is unlikely, since it would lack the structural process that the multistakeholder
         process offers via all stakeholder groups.
      

      
      6.2.10. The Model of the Global Commons

      
      Over the years, all models proposed have been based on the politics and laws that
         regulate the behaviors linking users and the Internet. Rather than redefining the
         relationship of users with the Internet, a better solution would be to redefine the
         Internet. This redefinition, in turn, would better recognize the dynamics among all
         actors. The Internet’s vastness and reach, built up with its resources, makes it a
         perfect new candidate of a well-known group of protected environments called the global commons.[27]   Throughout history, humanity has designated regions of valuable resources to be
         protected for the enjoyment of all members of the human race. These regions constitute
         the global commons: Antarctica, the high seas, the atmosphere, and outer space.[28]   These global commons are zones of our planet that belong to no one but can be enjoyed
         by all. The Internet could be redefined as a new global commons, or a virtual common
         space for the benefit of all users of the Internet. It is here, in the concept of
         the global commons, that we may find the beginning of a solution for the governance
         of the Internet.
      

      
      While it could be argued that the atmosphere, in some cases, lies within the independent
         airspace of nations, and within significant control of governments, the true meaning
         of this zone is within its very nature of interest to all nations and, above all,
         to all members of the human race. For this reason, while it may be accurate to say
         that a government controls the airspace above the nation it manages, it would be more
         accurate to say that a nation also controls the trans-boundary air pollution that
         it causes as it travels from its airspace to that of the neighboring nations. It is
         all a matter of proper accountability. Ultimately, the protection of the atmosphere
         becomes a global environmental challenge.[29]   While parallels to the atmosphere may argue for including the Internet as part
         of the global commons, this is not the strongest example or the only argument. In
         fact, this book will not accept control of a resource as the touchstone for its classification
         as a member of the global commons. Rather, the touchstone will simply be the best
         way to improve the lives of all members of the human race. The Internet would then
         be considered a neutral territory free from attempts to control it. This means that
         this virtual environment or cyberspace would acquire the special treatment granted
         to outer space and Antarctica. Chapter 7 will note that Antarctica’s example, especially,
         provides the foundation for a new model of Internet governance.
      

      
      It is important to note that the concept of the global commons is not devoid of control. It is a form of control that protects these environments.
         The key lies in that these zones are protected from some or most claims by governments.
         Participants in the governance process need to distinguish between claims to control
         something permanently and constantly, and claims to exercise only the occasional and
         limited intervention over certain particular events.[30]   The United Nations Convention on the Law of the Sea would later declare the high
         seas open to all nations, whether coastal or land-locked. The convention noted that
         freedom of the high seas would include scientific research. Although the case of the
         high seas is not in total parallel with the case for the Internet, these stated considerations
         are relevant, and help the user understand that there are rules that protect their
         interests.
      

      
      Unfortunately, the example of the high seas suffers from what is called the weakness
         of “scarcity,” that highlights how the freedom of the seas has been gutted by excessive
         claims of property rights.[31]   This scarcity has been tied to the story of the “tragedy of the commons.” The tragedy’s
         story centers in a supposed weakness: that because the commons are open to all, accordingly,
         it becomes subject to individual self-interests.[32]   The tragedy of the commons was introduced for the first time by Garrett Hardin
         to illustrate how resources can be depleted if rules are not set in place. Hardin’s
         example follows cattle owners leading their own cows to a shared pasture where, due
         to the benefits of the field, each owner would eventually send in more cows than the
         field is able to sustain. Hardin explains that the cumulative over-grazing eventually
         degrades and diminishes the grass in the area held in common. Hardin’s observation
         could be extrapolated to the realities of the Internet where governments of the world
         would propel the degradation of cyberspace because each nation would seek to maximize
         gains in an already limited pool of resources—thus, their self-interest would create
         the inescapable tendency toward ruin, brought about by those who originally believed
         in controlling the Internet. This issue demands that a code of conduct be followed
         by members of the world community to protect the benefits inherent in the nature of
         the Internet. Hardin’s tragedy of the commons was revisited in 1996 and reevaluated from the point of view of electronic information
         by D-Lib Magazine.[33]   Looking back at the scenario of the cows, this new analysis suggested that the
         challenge would be to avoid the tragedy of a “cumulative over-grazing.” Is this “overgrazing”
         possible in the Internet? Although Hardin saw in his example a problem brought about
         by a “finite” resource (the grass), the new analysis reminds that there is an overabundance
         of information resources online, even if the infrastructure to manage is limited temporarily.
         This temporary limitation is also surmountable. What this means is that the Internet
         has grown exponentially over the years and continues to grow. The Internet, as a virtual
         and cyber environment (cyberspace) cannot and will not be vulnerable to the limitations
         of the proverbial grass. If we need more, we just need to expand our infrastructural
         backbone. Thus, the tragedy is quickly eliminated when all resources available are
         considered from the point of view of the vastness of the Internet.
      

      
      Could we still witness a tragedy? The tragedy could be precipitated by other means,
         and in different circumstances, but not by the commons. The real tragedy may be precipitated
         by the exclusive treatment of the Internet for power or financial gain, where a few
         control its resources and prevent others from competition. One example is the lack
         of competition between Internet service providers (ISPs). It seems that some “companies
         are preventing local governments from providing an essential service to their citizens
         . . . the public provision of communications services.”[34]   This means that under normal circumstances a city could potentially provide competitive
         high-speed Internet services, but for now it would be prevented from providing it.
         Freeing the market with the introduction of new laws and new service providers would
         benefit the consumer. Given that the Internet is not treated as a commons, the end
         result is a different tragedy. The tragedy is not caused by the lack of resources,
         but rather by purposely limiting access to those resources.
      

      
      The tragedy is also located in the policies of gathering resources designed simply
         to gain a militaristic or oppressive advantage. There is this tendency that national
         claims over the commons can be manipulated or changed as the ability of governments
         increases to exert more claims. This is, of course, a misguided approach, and one
         that fails to see the duties imposed on governments by alleged treaties in force.
         Goodwill is required for a system to protect a common resource, as is clearly illustrated
         by the management of Antarctica. The tragedy of the commons could also learn a lesson
         or two from the cooperative agreement of the library world, where resources and their
         management have coexisted for decades in a system that serves libraries all over the
         planet. Resources, expenses, and management are all shared for the good of the members
         of the cooperative. There is no need to dwell in the tragedy. Certainly, the history
         of Internet governance is plagued with conflicts. Still, while this turn of events
         has been unfortunate, there is still time to avoid this fate for the future model
         of Internet governance. Maybe what is needed is to step away from assertions of sovereignty
         claims for the control of critical Internet resources. There is an element of good
         nestled in the divergent positions taken by governments, and ultimately, by all stakeholders.
         It is this particular trait that needs to be explored for a true working model, in
         which concerns about control become secondary to matters of a higher order.
      

      
      It should be noted that the models previously presented have great merit and display
         similar goals. This book agrees with them—after a fashion. Ultimately, any model of
         Internet governance that succeeds will do so only if it respects human dignity. Indeed,
         human rights operate as the “counterweight to the state’s monopoly on the use of force,”
         which imposes restrictions on the activities of private persons or entities in their
         sovereign exercise.[35]   Nations have responsibility to enforce the obligations delineated in treaties,
         and these obligations are written in detail in all of them. For this reason, Internet
         governance can only be protected if the values already mentioned above enjoy the protection
         that governments are supposed to provide to all users of the Internet. These obligations,
         in particular, impose a duty to safeguard the enjoyment that is born out of open access
         to the Internet. The United Nations Universal Declaration of Human Rights is the additional
         point of departure for a new model of Internet governance in which, as stated in article
         1, “all human beings are born free and equal in dignity and rights.” The future model
         of governance will also rely on various positive human rights guarantees that, in
         one way or another, apply directly to the issue of access and, even more, to the issue
         of control over Internet resources. The United Nations International Covenant on Civil
         and Political Rights (ICCPR) has proclaimed in its preamble that these human rights
         were “derived from the inherent dignity of the human person.” The ICCPR, article 2,
         requires that governments will respect and protect human rights for all individuals
         within their territory. For this reason, a workable model of Internet governance must
         function as a guardian of individual freedoms. Human rights are more than just guarantees
         of individual access to the information on the Internet; these guarantees may also
         strengthen any new chosen model of Internet governance.
      

      
      It should not be surprising that a governance model infused with human dignity should
         be surrounded by positive laws formulated in accordance with the benefits of humanity.
         A world constitutive process that is enshrined only in power, unfortunately, diminishes
         the standards for the protection of human rights found in the international agreements
         already mentioned. Regional agreements also exist that equally defend and demand obligations
         of nations. In the Inter-American human rights system, the American Declaration of
         the Rights and Duties of Man notes that every person has the right to freedom of investigation,
         opinion, expression, and dissemination of ideas, by any medium.[36]   The declaration connects the rights to education to those of the attainment of
         a decent standard of living.[37]   It declares that every person has the right to an education.[38]   Additionally, it emphasizes the right of every person to take part in the cultural
         life of the community and to participate in the benefits that result from intellectual
         progress, especially scientific discoveries.[39]   Undeniably, this applies to the Internet and its developments, and is a principle
         recognized by the documents produced during the WSIS. The Inter-American Court of
         Human Rights and the Inter-American Commission on Human Rights both have stated that
         “although originally adopted as a declaration and not as a legally binding treaty,
         the American Declaration [of the Rights and Duties of Man] is today a source of international
         obligations for all the OAS member States.”[40]   The Inter-American Court also commented on circumstances under which the written
         law is not being enforced by governments. “A remedy which proves illusory because
         of the general conditions prevailing in the country, or even in the particular circumstances
         of a given case, cannot be considered effective.”[41]   The American Convention on Human Rights recognizes the rights of freedom to seek,
         receive, and impart information and ideas of all kinds, regardless of frontiers.[42]   The convention further states that the right of expression may not be restricted
         by indirect methods, such as the abuse of government or private controls, or by any
         other means tending to impede the communication and circulation of ideas.[43]   There are other similar documents applicable to other regions of the world, and
         all derive their wisdom from the UN Universal Declaration of Human Rights.
      

      
      6.2.11. France and the IBSA Joint Statement

      
      The Proposal of the IBSA Joint Statement in itself was not a model, but a retrospective
         look at the governmental model while ignoring the last fifteen years of Internet governance.
         Attached to the previously “code” term of enhanced cooperation, it sought to give
         a preeminent role to governments under the guidance of a document drafted jointly
         by the government representatives of India, Brazil, and South Africa. The IBSA Joint
         Statement was submitted on December 14, 2010, during the open consultations on enhanced
         cooperation at the United Nations in New York.
      

      
      The highlights of the statement began in paragraph 2 with mentioning the interest
         of the three nations, now a coalition, to support multilateralism. Paragraph 3 utilized
         similar language to state the same goals noted in paragraph 2. It was clear that “multilateralism”
         was the key word. Paragraph 4 “utilized” the word democracy without any mention to
         what that meant. Usually, when discussing the Internet, governments have referred
         to control when they mention democracy. In other words, the utilization of the word
         democracy is nothing more than a complaint to note their lack of control over the
         Internet, and possibly their desire to have what the U.S. government inherited by
         history and national effort. Plus, any statement that sets aside ICANN completely,
         or fails to acknowledge the primacy of the multistakeholder process deserves to be
         considered suspect. Paragraph 5 once again noted the desire to acquire the power over
         management while applying concepts of international law not applicable in a governance
         of the Internet, and especially under a model that would only be controlled by governments.
         The same paragraph solidifies the desire of control by utilizing the additional “code”
         words to justify a balancing approach between openness, privacy, and cybersecurity.
         Unfortunately, cyber security has always been the primary goal, although not necessarily
         for the benefit of the main Internet user: the individual. In any case, the private
         sector is better suited for the protection of the consumer they serve, while the government
         is better suited to handle matters of the military.
      

      
      The rest of the document continued to ignore the years of multistakeholder governance.
         Paragraphs 6 and 7 complained about “the absence of an intergovernmental platform
         mandated to systematically discuss” internet governance, although it seemed to ignore
         the discussions at the IGF or the work of ICANN within the Generic Names Supporting
         Organization (GNSO). In any case, while the IGF was mentioned, it did not meet their
         standard, apparently because it could not “make decisions.” But the IGF was never
         meant to make decisions. Given that the UN was not the place to make decisions about
         the governance of the Internet, instead, paragraph 8 insisted on proposing some kind
         of intergovernmental (only governments) working group under the UN to prepare a report
         on the design of an international organization or a new institution. In other words,
         the joint statement advocated possibly giving the UN control over the Internet via
         one of its established agencies, or by setting up a new one, thus guaranteeing that
         this proposal would fail from the moment it was drafted.
      

      
      A final note should be made of this flawed idea. Another misguided and similar proposal
         was suggested by the French Senate in July of 2014.[44]   In his article on the website CircleID, Stéphane Van Gelder reported that a senate
         working group was suggesting the transformation of ICANN into some kind of international
         organization, based in Switzerland. As mentioned above, any statement that sets aside
         the primacy of the multistakeholder process fails to deliver a viable option. Above
         all, this is a model that will not be accepted by the U.S. government as explained
         below, in the final section of this chapter.
      

      
      6.3. The American Legacy

      
      In March of 2014 the U.S. government announced the future transition of its stewardship.
         This meant that the United States would no longer be involved in the management of
         the Internet. A transition would occur in the fall of 2015, or sometime later, contingent
         on conditions delineated by the U.S. Department of Commerce.[45]   The NTIA announcement to transition domain name functions marked another historical
         page in the story of the Internet. The announcement began by noting that this step
         was being taken to “support and enhance the multistakeholder model of Internet policymaking
         and governance . . . [and] to transition key Internet domain name functions to the
         global multistakeholder community.”
      

      
      The NTIA announcement also reminded that the U.S. government had a contract with ICANN
         to manage the Internet Assigned Numbers Authority (IANA) functions and a cooperative
         agreement with Verisign to perform root zone management functions. The NTIA noted
         its responsibilities to date:
      

      
      
         	
            
            Procedural role of administering changes to the root zone file—the database containing
               the lists of names and addresses of all top-level domains.
            

            
         

         
         	
            Serving as the steward of the Domain Name System.

            
         

         
         	
            Although not stated directly, the NTIA would be the “judge” of the transition process.
               Along those lines, the NTIA instructed ICANN to:
            

            
            
               	
                  Convene global stakeholders to develop a proposal to transition the current role played
                     by the NTIA.
                  

                  
               

               
            

         

         
      

      
      The most important section of the NTIA’s announcement, and also one of great historical
         significance, stated that the transition proposal needed to involve a broad community operating with the following conditions:
      

      
      
         	
            
            Support and enhance the multistakeholder model;

            
         

         
         	
            Maintain the security, stability, and resiliency of the Internet DNS;

            
         

         
         	
            Meet the needs and expectations of the global customers and partners of the IANA services;
               [and]
            

            
         

         
         	
            Maintain the openness of the Internet.

            
         

         
         	
            The proposal cannot be one with a government-led or an inter-governmental organization
                  solution.

            
         

         
      

      
      This was of great importance because the U.S. government, before stepping down, would
         not support another government to take over that responsibility and would not support
         something similar to the UN or one of its agencies. All stakeholders would work with
         ICANN to develop the transition proposal. This process began in June of 2014 with
         the establishment of the IANA Stewardship Transition Coordination Group (ICG), responsible
         for the transitional proposal.[46]  
      

      
      The years between 2015 and 2020 should be interesting. A new frontier is about to
         be discovered in the management of cyberspace. If the transition succeeds, it would
         be a success for all users of the Internet. If not, then we will have a crisis of
         control. The Coordination Group (ICG) has a tall order. It must propose a plan that
         will protect the users and not allow that future generations discover an Internet
         controlled by financial interests or political power. While those elements will always
         be present, they should never be at the helm. Interference with communications has
         become a problem in the modern information age, as some governments have blocked access
         to the Internet without regard for the population that they represent. Frank La Rue,
         the UN Special Rapporteur on the Promotion and Protection of the Right to Freedom
         of Opinion and Expression, has noted that governments, in many instances, have restricted
         and manipulated content under the guise of national security.[47]   These activities, La Rue noted, have created a “chilling effect” on the right to
         freedom of opinion and expression, noting the case of arbitrary imprisonment of bloggers
         around the world. The rights to freedom of opinion and expression are the guiding
         lights of a model of Internet governance that transforms simple management into a
         workable social contract for the benefit of humanity.
      

      
      A final observation to be made in this chapter is about the roles of governments.
         The author of this book believes that governments have a very positive role to play
         in the development of Internet governance. But they must realize that in cyberspace,
         they represent only one of the relevant stakeholders. The quote at the beginning of
         this chapter alludes to a new beginning, “the undiscovered country, from whose bourn
         no traveler returns.” What is this undiscovered country that challenges our reality? The answer may lie in finding a model for the governance
         of the Internet that recognizes that management is a work in progress and that it
         should not succumb to irrational politics or repressive national laws. In order to
         make the Internet sustainable and secure, it is necessary to protect it as a common
         resource, drawing from such examples as outer space and Antarctica, governed by appropriate
         standards of international cooperation. These are the standards of an Internet that
         recognizes a world of human dignity.
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      Chapter 7

      Realizing the Future Internet Governance Ecosystem

      
         
         
         
         
      

      
      
         I cannot accept your canon that we are to judge Pope and King unlike other men, with
               a favourable presumption that they did no wrong. If there is any presumption it is
               the other way, against the holders of power, increasing as the power increases. Historic
               responsibility has to make up for the want of legal responsibility. Power tends to
               corrupt, and absolute power corrupts absolutely. Great men are almost always bad men,
               even when they exercise influence and not authority, still more when you superadd
               the tendency or the certainty of corruption by authority. There is no worse heresy
               than that the office sanctifies the holder of it.[1]   
         

         
         —John Emerich Edward Dalberg Acton

         
      

      7.1. Recommendations: In Search of New Models of Governance

      
      This book has covered many events. While some are obscure and perhaps long-forgotten,
         when considered together, they allow us to make sense of Internet governance and its
         effect on our lives. Most individuals have no clear understanding of the “how” and
         “why” of the origins of the Internet. It is also safe to say that even the most knowledgeable
         scholar cannot predict with 100 percent certainty what will constitute the governance
         of the Internet in the future. Scholars may offer their best projections or make well-intentioned
         suggestions, but in the end, there is only one undisputed conclusion: a new working
         model of Internet governance must be guided by decisions made by and for the world
         community, and must promote a clear and effective process to achieve the final goal.
         To many individuals, finding a new model for the governance of the Internet has become
         an endless puzzle. The answer, however, lies in our past, while at the same time focusing
         on the future. Great discoveries were made in history mainly because human beings
         concentrated on a vision—a goal to keep humanity struggling forward.
      

      
      Clearly, many Internet scholars have directly or indirectly alluded to the creation
         of a management process based on a multilateral treaty with governments generating
         all the decisions. Without a doubt, within the international legal arena there is
         no stronger instrument to safeguard an agreement between nations than the formality
         and recognition of a treaty. The multilateral treaty, therefore, is a model of governance
         that will be considered in this chapter, albeit with some additional factors.
      

      
      The Statute of the International Court of Justice lists treaties among its sources
         of international law. This statute was adopted by the United Nations to define and
         determine how governments would interact with one another. This statute or legal code
         noted “treaties” as a major tool to draft international law. Although a treaty is
         the best method to solidify international agreements, it is its innate formality that
         may make it potentially ill-suited for cyberspace. The problem is that treaties can
         only be finalized by government officials. This represents a problem for the Internet
         governance process because it leaves out all other stakeholders from the process.
         The considerations about a new and future Internet governance model are comparable
         to the stories of voyages to South America, seeking El Dorado and the Land of Cinnamon, the search for the mythic land of gold that conquistadores Gonzalo Pizarro and Francisco
         de Orellana would engrave on the souls of many successive adventurers, including the
         explorer Percy Fawcett and his Lost City of Z.[2] 
      

      
      This is not to say that an international legal code (treaty) will surely fail to achieve
         our governance goals. The point is that a treaty may be unnecessary. Successful management
         of the Internet relies on two factors. First, any working model for its governance
         must be true to the multistakeholder process. Second, the model must preserve in some
         form the institutional arrangements of the Internet Corporation for Assigned Names
         and Numbers. In other words, the ICANN’s stakeholder groups, advisory committees and
         the other constituencies must be preserved because they have worked in the past. Any
         attempt to set up something new would face political and technical obstacles. The
         process would become mind-boggling, and unnecessary. Past discussions among scholars
         have considered interoperability, security, access to information, and who should
         manage critical internet resources, while also considering the relationships between
         the U.S. government, ICANN, VeriSign, Regional Internet Registries, power players
         such as Brazil, China, India, South Africa, Russia, and the rest of the world’s stakeholders.
         The present debate builds on that status and adds the view of the Internet as a strategically
         vital tool for all nations, directly affecting economic growth, security, and social
         development. Thus, the Internet must be understood as a computer-generated territory
         to be preserved for humanity, and one that may be governed without the need to devise
         a new treaty.
      

      
      Ultimately, the touchstone of this chapter is the introduction of three additional
         models of Internet governance. The new models require international cooperation to
         succeed. This element—cooperation—is unambiguous and straightforward. It is rooted
         in the language of the Charter of the United Nations, article 1(3) which states as
         its purpose the achievement of international cooperation in the resolution of international
         problems, and in the promotion of respect for human rights and for fundamental freedoms
         for all. It is also rooted in the language of the WSIS Tunis Agenda for the Information
         Society, where the word “cooperation” is utilized thirty-two times. In particular,
         article 86 of the Tunis Agenda supports “strong cooperation within and among regions”
         to support knowledge sharing. These considerations provide context for the following
         two additional governance elements.
      

      
      7.1.1. The American Legacy

      
      The element of cooperation brings the analysis of this book full circle to the present
         model of governance. There is no doubt within the international community that the
         United States has significantly transferred its Internet governance activities to
         the private sector, and has increased participation by national governments and, to
         a degree, all other stakeholders. This has been highly beneficial to the United States
         and to the rest of the world. There is also no doubt that the United States has generally
         been very competent in these activities. Yet, despite all positive outlooks, the fact
         remains that the process has rested ultimately on the political authority of the U.S.
         government via the Department of Commerce. The world has ultimately relied on the
         assurances that America would “supervise” the Internet without affecting the world
         at large. Unfortunately, the Snowden revelations of overbroad surveillance by the
         U.S. government dramatically tarnished the image of America as the “good steward”
         of the Internet. This has been a matter of serious conflict in global governmental
         relations generally. The United States recently announced the future transition of
         its stewardship. This meant that the United States would no longer be involved in
         the management of the Internet. A transition that may occur in the fall of 2015, it
         is contingent on conditions delineated by the U.S. Department of Commerce. The United
         States has a tall order. It must show that it is capable of the necessary stewardship
         to guard this transition, or risk losing its position in the governance of cyberspace.
         Ultimately, a workable model must be sustainable, durable, enforceable, and grounded
         in a bottom-up process involving the participation of all stakeholders with oversight
         over the future of the Internet, and with governments and the private sector accountable
         to the Internet users.
      

      
      7.1.2. The Element of Governmental Interdependence

      
      The management of the Internet has created interdependency among all stakeholders,
         in particular governments, for maintaining the stability of the technology. For this
         reason, any model of the governance of the Internet should contain an interdependent
         obligation, requiring all governments, for example, to demonstrate a particular trait,
         which would be a necessary precondition for the participation in the governance process:
         stewardship. A governance model would also demonstrate concern with security, and
         would acknowledge the inherent dangers of cyberspace. However, this model would take
         an additional step and make governments responsible for forewarning one another about
         potential threats. In other words, nation-states would be required not only to be
         mindful of the protection of their own citizens, but also to share information regarding
         potential threats that may affect the citizens of all other states. This is why examining
         the example of the INTERPOL would be beneficial to any model of governance. Preventing
         dangerous transnational cyber-criminals from undermining the Internet and working
         together would enhance the likelihood of success.[3] The Internet increases the interconnectivity of the world, a global process that
         requires keeping order in cyberspace while simultaneously seeking to fulfill the wants
         and needs of all users to the greatest extent possible.
      

      
      7.2. Beyond the Commons: The Model of the Antarctic Continent

      
      This treaty, signed by several governments to protect Antarctica, provides an example
         of what could be a workable Internet governance model. For this reason, it is important
         to take a closer look at the parallels between that treaty and a new model for Internet
         governance.
      

      
      Chapter 1 of this book noted the mysteries of humanity’s past. Lack of information
         has challenged our civilization to resolve mysteries that began in antiquity. The
         loss of the original Library of Alexandria made the process significantly more difficult.
         Yet it is in this famous library that the Antarctic story begins. For it was here
         that the famous World Map of Piri Reis was stored and studied.[4] This map is fascinating, partly because it seems to depict specific lands of Antarctica
         with precision: the lands of the Princess Martha Coast of Queen Maud Land and the
         Palmer Peninsula. Mysteriously, the map appears to accurately delineate areas of Antarctica
         before it was covered in ice, leaving behind a riddle as to what civilization was
         responsible for its drafting and when it was completed. The map delineates areas of
         Antarctica shown before the icecaps settled on the continent, probably around six
         thousand years ago.
      

      
      There is no doubt that lack of information weakens the fabric of any civilization.
         Without the full records archived in the Library of Alexandria, which are now lost,
         we may never know who prepared the original map. Remote and frozen, Antarctica forms
         some 10 percent of the planet’s surface, but in this continent, which is as cold as
         Mars,[5] a governance process emerged to fit the needs and realities of the present. It is
         in that icy land that we may encounter the core of a new model of Internet governance.
      

      
      The Antarctic Treaty was drafted in good faith and simple cooperation. Akin to Antarctica,
         the Internet could be considered a global resource requiring large-scale protections
         under international law. As mentioned before, the Internet’s vastness and reach would
         make it a perfect addition to the protected locales called the global commons: Antarctica, the high seas, the atmosphere, and outer space.[6] These global commons are those areas on our planet that governments have agreed to
         regulate for the common good of humanity. For example, far away from coastal lands,
         the high seas belong to no one. It is a resource to be shared where government cannot
         dictate policies. While there are some exceptions, for the most part this view is
         accepted and common to all. The same can be said of outer space and the continent
         of Antarctica. Regarding the atmosphere, the environmental damages caused by long-range
         transboundary air pollution have been noticeable for many years.[7] While it could be argued that the atmosphere, in some cases, lies within the sovereign
         airspace of nations, the inherent nature of such common spaces is that they are of
         interest to all nations, and above all, to all members of the human race. While it
         is true that a nation controls the airspace above it, it is also true that a nation
         must control the transboundary air pollution that it sends from its own airspace to
         that of all other nations, ultimately becoming a matter of concern for all humanity.[8] Rather than considering the control over a resource, the touchstone should be the
         manner in which a resource will be managed, and the agreements necessary to define
         that management process.
      

      
      The promoters of the internationalization of the Internet have considered the issues
         surrounding the making of a treaty, within a defined history of complex normative
         standards. This approach would likely be inadequate due to unpredictability of what
         some governments may do if given the opportunity to dictate online policy. This unpredictability
         could be addressed directly by redefining the Internet as a new global commons such
         as Antarctica—for example, by redefining it as a “virtual” environment for the benefit
         of humanity. Conceiving of such a “commons” area could offer a solution to the governance
         of the Internet to be designated a sui generis (Latin for unique) model of governance.
      

      
      Today, the continent of Antarctica remains one of the best examples of international
         cooperation. It has been noted that the Antarctic Treaty System employs language similar
         to the language used in the early UN General Assembly resolutions on outer space and
         the deep seabed.[9] In other words, the language frames the Antarctic continent as a unique area and
         also as a res communis. Defining it as res communis would mean redefining it as an area that provides open access to everyone.[10] Protecting the Internet would require similar (and more) measures to those protecting
         Antarctica’s scientific environment. For example, in both situations, the political
         atmosphere delicately balances the interests of many governments. Due to the nature
         of the Internet, governmental administrative arrangements would remain impractical.
         There would be other participants to consider. Therefore, the concept of a “unique
         area” presents an opportunity to design an overall management process toward the best
         interest of humanity. However, studying the Antarctic Treaty demonstrates that the
         resolution of Internet governance lies beyond the known commons.
      

      
      The Antarctic Treaty originated in an initiative by President Dwight D. Eisenhower
         in May of 1958.[11] The handling of Antarctica was a reflection of the foreign policy of the United States,
         as shaped by domestic considerations, political demands, and the influence of individual
         U.S. foreign policy managers.[12] Those same considerations are necessary when analyzing the Internet. Indeed, the
         same could be said of many other nations involved in decisions regarding Antarctica.
         There, as in the management of the Internet, the domestic sources of political influence
         include the government, environmental interest groups (or for the Internet, the private
         business sector), and the scientific community (including academics).[13] While critics have decried the lack of an appropriate international mechanism for
         the management of the Internet, the solutions offered so far seem to have sought a
         governmental solution, while ignoring the values taught to us by managing Antarctica.
         Beyond the policies and interests of the U.S. government, the process must consider
         the existent relationships between all stakeholders. This is also why a treaty-regime,
         although somewhat suitable, is not the only option to consider. As mentioned in chapter
         1, one of the driving forces of our civilization has been the desire to control the
         environment. In cyberspace, we now see the same dynamic, as all stakeholders interact
         with their virtual environment while seeking to control it. In other words, a new
         model of governance for the Internet will suffice only if it is directly related to
         the fulfillment or non-fulfillment of human needs and desires. In our present age,
         the Internet has lent itself to a global process in which humanity must determine
         whose decisions are authoritative and for what reason. The process must be informed
         by the needs to supply access to the inherently open flow of information that democratic
         societies are meant to protect.
      

      
      The Antarctic Treaty is again illustrative in this process. Signed on December 1,
         1959, and entered into force on June 23, 1961, its drafting proved successful. Article
         I (1) of the treaty begins with a great concept: peaceful purposes. A key provision
         within the same article prohibits any “measure of a military nature” within the area,
         including military maneuvers as well as the testing of any type of weapon. The preferred
         management process is expressed in Article II, which emphasizes the freedom of scientific
         investigation and cooperation. Article III(1)(c) requires that scientific observations
         and results from Antarctica shall be exchanged and made freely available. The primary
         success of the treaty, and its beauty, rests on Article IV(2), which wisely ended
         existing claims of national control and froze new ones. The provision in Article IV(1)(a)(b)
         in no way included a renunciation by any government involved in the management process
         of previously asserted rights or claims to territory within the continent. As a symbol
         of international cooperation, the Antarctic Treaty codified an agreement to disagree on sovereignty claims, allowing the opportunity to shelve disputes, while at the
         same time safeguarding the legal positions taken by governments.[14] The agree to disagree provision could be an example of how to protect old and new claims in future Internet
         governance negotiations.
      

      
      Article VII(1) called for inspections to protect the objectives and observance of
         the provisions of the treaty, via designated observers: nationals of the member governments.
         The notion of the open flow of information is one of the most important aspects in
         the treaty, as found in Article IX, which provides in relevant part that measures
         be taken for:
      

      
      
         	
            Use of Antarctica for peaceful purposes only;

            
         

         
         	
            Facilitation of scientific research in Antarctica;

            
         

         
         	
            Facilitation of international scientific cooperation in Antarctica;

            
         

         
         	
            Facilitation of the exercise of the rights of inspection provided for in Article VII
               of the Treaty;
            

            
         

         
         	
            Questions relating to the exercise of jurisdiction in Antarctica; and

            
         

         
         	
            Preservation and conservation of living resources in Antarctica.

            
         

         
      

      
      These provisions could well be included in templates for a new model of Internet governance.
         They would require that the Internet be designated for peaceful purposes only. The
         new model could also require similar consultative meetings to explore new solutions.
         The ultimate goal would be to create a flexible administrative decision-making system.
      

      
      This template for a management process could also include the latest component added
         to the Antarctic Treaty Regime: the decision to establish a secretariat.[15] The secretariat, operating from Buenos Aires since 2003, has been an administrative
         facilitator of meetings, keeper of records, and drafter of reports.[16] This concept seems malleable enough for the Internet, and in which traditional administrative
         arrangements seem inapplicable. That is why a unique model would be the solution, just as in Antarctica. This specially made governance
         model would avoid traditional political obstacles and would focus instead on practicality.
         There will always be those who, for one reason or another, compartmentalize international
         agreements around the banner of security, control, and military operations, to the
         exclusion of cooperation, scientific development, and human rights. Following the
         example of Antarctica, the Internet could be treated as what it is: a resource for
         the benefit of humanity. A new treaty could be drafted containing several provisions
         to guarantee each stakeholder’s claims, but such arrangement will not come easily,
         and there is no doubt that it would fail to fully represent all non-government stakeholders.
      

      
      Of all the models presented for the management of the Internet, a new specially made and unique model would be the best solution. Inspiration, again, can be gathered
         from Antarctica. International cooperation on the Internet’s management process has
         often been perceived as unachievable—an implausible contradiction between political
         interests that have no reason for coexistence. However, closer examination of some
         of the twentieth and twenty-first centuries’ remarkable successes in international
         relations reveals a positive and fascinating story. Determining the governance of
         the Internet provides a new opportunity for such positive international cooperation.
      

      
      A model of Internet governance, first and foremost, must be practical, both to implement
         and to deploy. In other words, it must be sustainable. It would probably require,
         assuming the treaty option, the need for a two-step process. The first step could
         be the creation of a Working Group, mandated to draft a new declaratory document enumerating
         all the steps needed, and setting forth a road map of activities. Second, this Working
         Group would draft a new treaty, representing the dynamic development of Internet governance
         norms and reflecting the input of all stakeholders moving in a common direction. A
         draft treaty would then be open to comment by all participants, before its submission
         for signature by governments.
      

      
      Based on historical examples, a treaty process of this magnitude would probably take
         over ten years. The ultimate goal would be to avoid any attempt to minimize the institutions
         that already manage the Internet. All stakeholders should retain their opportunity
         and legitimacy to participate in governance decisions, especially those who exhibit
         special interest and investment in the protection of the Internet. Ensuring this would
         require a bottom-up process not readily available in a treaty. What then would be
         better?
      

      
      7.2.1. A New Heritage for Humanity

      
      The Antarctic example is further strengthened if another element is added to the model.
         The concept of the “common heritage of mankind” helps us understand the ownership
         of cyberspace from the point of view of the global community. In 1967, Ambassador
         Arvid Pardo of Malta proposed a new legal definition for the deep sea-bed and ocean
         floor, under which these areas would be considered beyond the limits of governments,
         adding them to the UN list that included the moon, outer space, and other celestial
         bodies.[17] These were now known as the common heritage of mankind.
      

      
      The value of the common heritage concept includes the elements of no-ownership, internationalized management, peaceful
         purposes, preservation for future generations, and sharing of resources.[18]  In fact, history has shown us that ignoring the elements found in the common heritage
         approach can result in tragedy. During the twentieth century, for example, increasing
         needs for resources led governments to extend claims into areas of the seas previously
         protected and considered protected for all humanity.[19] These unfortunate (and potentially unnecessary) activities led to intensive destruction
         of fisheries and reefs, jeopardizing the needs of humanity in order to satisfy those
         of the commercial elites. For a working governance model to succeed, member nations
         must observe and recognize, as they have done with Antarctica, that protecting the
         widest possible sharing of resources benefits all participants. Antarctica is the
         only continent with no single nation in control of the territory. Although there may
         be claims made for resources in the territory, governments have agreed to inactivate
         their claims, while maintaining shared management of the continent.
      

      
      The level of success in Antarctica demonstrates the ability of the international community
         to deal with special situations. Antarctica has been a perfect example of a model
         of governance, with continuous international cooperation. It is here that we find
         the core of the common heritage concept. The need to protect this continental environment
         has been of serious concern for the nations involved. Indeed, the management of Antarctica
         has been given high marks for its success, including the following:[20] 
      

      
      
         	
            
            curtailing military activities in the territory: no nuclear weapons;

            
         

         
         	
            promoting scientific research, cooperation, and the peaceful settlement of disputes;

            
         

         
         	
            by-passing national claims; and

            
         

         
         	
            allowing on-site surprise inspections as a method of monitoring and enforcement.

            
         

         
      

      
      In 1982, Dr. Mahatir Mohamad, the Malaysan Prime Minister, noted that there was “at
         least a strong case for Antarctica to be in one way or another, the common heritage
         of mankind,” acknowledging, in essence, that “practical and legal realities” would
         allow national sensitivities to be swept aside.[21] Because of its special characteristics, Antarctica needed a system that treated it
         as unique. Under this approach, a new level of respect is needed to promote greater opportunities
         for humanity, stepping away from classical governmental claims, and toward recognition
         of a social contract or stewardship on behalf of the global community. Thus, while
         the global trait brings together all stakeholders, the heritage portion considers
         the Internet as an area of collaborative management.
      

      
      The rationale behind the common heritage is the equal management of cyberspace resources
         among nations, while protecting the Internet for the benefit of future generations.
         The process of finding a good model of governance suffers when the process favors
         unconditionally the claims of governments.[22] Thus, successful practical aspects of a new regime would need to be based on established
         practices of international relations that enshrine the values of humanity and the
         benefits of the Internet. These factors were considered in the 1997 United States
         Supreme Court case of Reno v. ACLU, where the High Court recognized the distinctiveness of the Internet as a structure
         that provides “a wide variety of communication and information retrieval methods”
         that constituted a “unique medium—known to its users as cyberspace—located in no particular
         geographical location and available to anyone, anywhere in the world.”[23] From this perspective, the concern to be addressed is not whether stakeholders should
         participate in the governance process, but rather which stakeholders are participating
         in the shaping of Internet governance, and how their participation will shape the
         long-term future.
      

      
      Perhaps the answer will not be found in a process of governance with governments at
         its center. Rather, it may be found in a model that draws inspiration from human rights
         instruments, international law principles, and prior governance proposals, while challenging
         preconceptions and beliefs fixed in attacks about ICANN. Thus, a new model should
         be concerned with issues that detract from human rights, while illuminating the problems
         found in some governments, most of whom firmly reject a human rights–based approach
         to the Internet—particularly authoritarian regimes, which would prefer that a new
         government-based entity replace ICANN.
      

      
      There are powerful players seeking to undermine the Internet, clinging to repressive
         biases that cannot coexist with democratic forms of participation by stakeholders
         seeking to create a new process that benefits from the strengths of the world community.
         Indeed, the present governance process is in a flux that involves developing nations,
         developed nations, the global business community, the global technical community,
         civil society actors, the United States of America, the European Union, Russia, and
         the rising powers of India, South Africa, China, and Brazil. In the end, the decisions
         by governments may necessitate a constant process of review, in which all stakeholders
         dedicate themselves to a working model for the governance of the Internet, detached
         from personal biases, and seeking to identify a process that will protect their common
         interests.[24] 
      

      
      As already mentioned, Antarctica is administered under a special international arrangement.
         The Internet, as a special case, also requires a singular management framework, but
         it should not be attached to any of the bodies within the United Nations system. If
         a new model was to be devised, it would require specialized mechanisms applicable
         to its unique nature. Under this new model, the governance process would not replace ICANN, although
         ICANN could undergo some changes. For example, ICANN could add (beyond the extant
         supporting organizations, advisory committees, board and others) a secretariat, an
         office of cyberspace security, a joint secretariat-UN development office, a Civil
         Society Independent Evaluation Office (CSIEO), and a human rights advisory committee.
         In practice, this would mean that a specially made institution would be molded to accommodate the claims of all stakeholders, while
         preserving the already proven structure of ICANN.
      

      
      The governance process would prohibit any attempt to dismantle the protection of human
         rights with regard to the Internet. It is a fact that although the international community
         has a fundamental interest in guaranteeing freedoms, other compelling interests, such
         as security, may take precedence in some cases. However, the goal of a unique model of governance should be to promote the self-realization of human beings: a
         global standard where the individual Internet user, rather than the government, would
         be at the center. Each nation, of course, would exercise the right to defend its territorial
         integrity, but the governance process, as the late Professor MacDougal from Yale Law
         School suggested, would incorporate access to all things that human beings value:
         power, wealth, enlightenment, affection, well-being, skills, respect, and rectitude.[25] These values mean that in governance power helps to recognize all individuals as persons needing full protection in their interactions
         with other constituencies, working toward community goals, and recognizing the right
         to be part of the process of governance.[26] A model of governance has to consider power as a tool to be utilized to serve people.
         Therefore, a new model would need to include strategies to balance power and promote
         greater participation in the decision-making process for all stakeholders. For this
         reason, the model requires a governance where ICANN remains at its center.
      

      
      A new model would also need to increase the well-being of people around the world by permitting the accessibility of information, including
         all civil, political, social, economic, and cultural rights. The new model would have
         to be aimed at protecting the sanctity of life, thus increasing literacy, technical
         knowledge, and greater participation within the governance process. These conditions
         would also allow enhanced sharing of information. The benefits of this wealth should
         be enjoyed in the common interest, requiring the governance process to make accessible
         this wealth of information to individuals, including the benefits of technology. Thus, this new
         model would facilitate a management process where all resources could be made open
         for use in the common interest of the world community. Any new model must acknowledge
         the needs of the world community with regard to the management of the Internet, in
         order to protect the stability and democratic ideals necessary to allow human beings
         to enjoy the maximum resources available through the Internet.[27] 
      

      
      The necessary knowledge, or the value of skills, is tied to the desire of human beings to control their environment. Thus, a new
         model of governance must aim at facilitating the skills necessary to perform the tasks
         most important to achieve a good model. For example, the Internet requires technical
         coordination, with professionals to maintain its security and stability. The skills value, however, is more encompassing, and suggests that all knowledge shared with
         the world via the Internet in turn enhances the education of the members of the global
         community. Above all, the skills value within the model should promote the spirit
         of the Universal Declaration of Human Rights.
      

      
      How would these proposed structural changes be reflected in the internationalized
         version of ICANN’s organizational chart? Under the new model, a secretariat could be helpful. The secretariat could oversee six regional offices: one regional
         office in every inhabited continent of the world, similar to the arrangement of the
         United Nations Environment Programme and the World Health Organization. Within this
         model, governments could have a permanent delegation at the secretariat headquarters,
         similar to the North Atlantic Treaty Organization.
      

      
      Participation and contribution by the private sector, civil society, and the UN would
         be included in the new model. Although working outside of the United Nations system,
         this governance model would maintain the UN as a partner. A joint secretariat-UN development
         office would have as a primary objective the establishment of a framework for consultation
         and cooperation between the ICANN secretariat and the UN secretariat. In particular,
         it would collaborate with the International Telecommunication Union and the Office
         of the High Commissioner for Human Rights.
      

      
      The Office of Internet Governance Programs would coordinate outreach and educational
         programs—for example, with the Council of Europe, educational institutions and NGOs.
         It would help support ICANN’s yearly meetings. The Office of Cyberspace Security would
         work with governments (GAC) and INTERPOL (supporting the Security and Stability Advisory
         Committee and the Root Server Advisory Committee) to share, seek, and detect threats
         to the security and stability of the services, and offer ideas for enhancements. The
         Civil Society Independent Evaluation Office (CSIEO) would conduct independent evaluations
         of policies and activities, inspired by the format of the Independent Evaluation Office
         of the International Monetary Fund. The CSIEO would have a legitimate voice in governance
         while proving support to ICANN’s Supporting Organizations. The CSIEO could also be
         concerned with the accessibility of information, and would file a yearly report via
         the ICANN secretariat for the CEO and board. Another way to enhance much-needed civil
         society participation could be the establishment of another advisory committee. Finally,
         ICANN could enhance and elevate its legitimacy by adding the very much needed Human
         Rights Advisory Committee (HRAC) to its framework.
      

      
      These structural additions to ICANN would be compatible with the enlightenment value mentioned above. A value related to the collection and dissemination of information
         for the benefit of humanity would have to promote understanding and the ability to
         gather, process, and disseminate knowledge freely for future generations.[28] This knowledge would promote the value of affection by encouraging the freedom to share information between stakeholders, and goodwill
         to coordinate and cooperate among all stakeholders. Within this context, affection
         would be the most visible value within its organizational framework, as it would guarantee
         openness and the availability of resources. This model could provide the opportunity
         to increase freedom of expression as a vital element shaping the process of governance.
      

      
      While Internet-related issues continue to be plagued by politics, stakeholders would
         need to recognize that the Internet needs to be governed with full respect for humans’
         ability to hold opinions, receive them, and share information and ideas without interference
         by governments and regardless of frontiers. This would be a tall order. Respect and
         goodwill would be required by any model of governance aiming to eliminate global restrictions
         on freedom of expression online, as well as any governmental or corporation participants
         in the suppression of human rights. To say or do otherwise would be hypocritical,
         and would set any model of governance on a path toward failure.
      

      
      Any model of governance should be designed to operate within a democratic, multistakeholder
         system, in which all stakeholders are represented and free to discuss and make recommendations.
         Several positive characteristics that were noted within the Antarctic System would
         be relevant and applicable to any potential new model.[29] The elements that offer opportunities for cooperation within a new model include
         (with some modifications from the Antarctic example) the following:
      

      
      
         	
            
            basis in international law;

            
         

         
         	
            exclusion of military activities (except self-defense);

            
         

         
         	
            promotion of scientific and educational endeavors;

            
         

         
         	
            openness to all nations willing to work for that special stake in the outcome;

            
         

         
         	
            no limit in duration;

            
         

         
         	
            disallowance of any claims of control by governments; and

            
         

         
         	
            provision of a mechanism for compliance.

            
         

         
      

      
      The process would be grounded in the ideals of human rights, by placing the highest
         responsibility and duty on governments, while reminding them not to make decisions
         that abuse their power. Thus, a new governance model promotes and protects the human
         person in all endeavors of social interaction.[30] Simply put, the value of respect demands that all stakeholders be given the same level of participation and decision-making
         power in the management of the Internet. This value recognizes the need to assess
         the potential of a well-grounded multistakeholder system. This level of recognition
         with democratic participation has formed the basis for the ICANN’s multiparticipatory
         process. It is impossible to disregard the great significance of knowledge and the
         values inherent in the participation and contributions of the private sector, NGOs,
         and academia. Accordingly, access to the Internet, including its governance, would
         promote the common interests of the world community. By being all-inclusive, a new
         model could guarantee openness and the availability of resources.
      

      
      Finally, the value of rectitude is the all-encompassing value in which governance participants find opportunities
         to promote and develop necessary standards to protect human dignity.[31] These values and the continent of Antarctica provide the best examples of international
         cooperation, and continue to demonstrate the ability of the international community
         to deal with special arrangements. Just as a special stake is required to protect
         the Internet, a similar special stake is required to protect the governance process.
         In the end, to bring this new model of governance to fruition, the process will probably
         require the creation of a coordination committee with representatives from all stakeholder
         groups.
      

      
      7.3. The Roman Model: A Reimagined Solution

      
      Many experts in the field of Internet governance have only reluctantly, in recent
         years, started to grapple with alternative models of governance. They have usually
         focused on what was considered material evidence of internationalization, while automatically
         attacking the present ICANN process of governance. As mentioned before, the Internet’s
         vastness and reach has made it a perfect candidate for membership in the group of
         protected environments called the global commons. The weakness of this approach, unfortunately,
         rests on how this arrangement gives a preeminent role to governments.
      

      
      The promoters of the internationalization of the Internet (governments such as Brazil
         and China) have tended to focus on political procedures reserved only for governments.
         They have been attracted to this approach presumably because they are apprehensive
         about activities outside of governmental influence. As a political matter, however,
         the Internet could be redefined beyond the global commons because the Internet has
         special traits to which all humanity should have access. Accordingly, the Internet
         could be redefined as something more complex than Antarctica—a totally unique entity.
         To determine whether this approach has promise, we must go on a journey, not to a
         fantastical place such as the Land of Cinnamon, but rather to the past in search of the classical age of the Romans.
      

      
      The concept of property and its relationship to the apportionment of resources by
         human beings can be traced back to Roman times.[32] In their legal system we find a list of classifications for property that hold potential
         solutions for the governance of cyberspace. The Internet is what Roman jurists would
         have designated a res (or thing)—in other words, an item that could be assigned monetary value.[33] The Romans classified property as both res in patrimonio and res extra patrimonium.
      

      
      
         	
            
            Res in patrimonio involved things that could be owned and enjoyed by individuals;
            

            
         

         
         	
            Res extra patrimonium involved things that could not be exclusively owned by individuals due to a joint
               right of enjoyment
            

            
         

         
      

      
      For purposes of finding a model of governance for the Internet, the second roman concept,
         res extra patrimonium, is obviously the one to apply because it will not involve the ownership of any individual,
         and instead involves things that are “owned” by more than one person. In essence,
         if we are to apply Roman concepts to the Internet, then individual ownership would
         not work for our purposes. The Internet works under the participatory process of several
         groups (including individuals), and all participation (and ownership) needs to be
         developed within a broader arrangement. Roman law is very helpful, and has been utilized
         by modern legal systems to enrich, clarify, and expand the reach of order and organization
         for the benefit of human civilization.
      

      
      There is another reason that places the concept of res extra partimonium in a unique position to help devise a better model for the Internet. This example
         contains several sub-classifications:
      

      
      
         	
            
            res nullius

            
         

         
         	
            res communis

            
         

         
         	
            res publica

            
         

         
         	
            res universitatis

            
         

         
         	
            res divini juris

            
         

         
      

      
      Two of these sub-classifications provide guidance and a potential option for Internet
         governance. These five categories that belong to res extra partimonium are described below to aid in determining which one is the best for the Internet.
      

      
      
         	
            
            Res nullius: this category does not apply to the Internet environment, because it includes resources
               that have never been in anyone’s ownership—for example, wild animals or a rising island
               in the ocean are owned by no one.
            

            
         

         
         	
            Res divini juris: this category does not apply because it encompasses areas of religious significance,
               such as chapels and altars. The ownership structure of a church would not be a good
               parallel for the Internet.
            

            
         

         
         	
            Res communis: the governance of the Internet, on first impression, seems to be better addressed
               under this category. Res communis refers to resources that Roman law recognizes as meant to be enjoyed by everyone
               and inherently available to all human beings; for example, the air and the sea. This
               category is the legal origin of the global commons previously discussed in this chapter.
               While true that everyone deserves to enjoy the Internet, it would be hard to equate
               the Internet to the air that we breathe. Although an argument could be made that the
               Internet should be seen as a “virtual sea” where no government has control or ownership,
               it is still not the right fit. The Internet does require some form of management.
               Therefore, we must look beyond the commons for something new.
            

            
         

         
         	
            Res publica: this fourth legal category addresses public things that belong to the populous—for example, ownership by all the citizens of Rome. On first impression, this category
               also seems applicable. As a matter of fact, some scholars would argue that the Internet
               should be owned by all citizens of the globe. It could be argued that the Internet
               belongs to the peoples of the world. Though that is an admirable ideal, the Internet
               currently operates under business and governmental standards. While it could be argued
               that these matters should not solely define any future governance model, a pragmatic
               approach is necessary. Within res publica, open spaces, such as public roads, bridges, and ports, are controlled by the government,
               but are enjoyed by all individuals living within the jurisdiction of that government.
               While it may be acceptable to try to define the Internet as a res publica, cyberspace requires a more fine-tuned approach. The Internet should not be considered
               a “public thing,” but better yet, it should be seen as a thing “intended for public
               use.”
            

            
         

         
         	
            Res universitatis: this final category is the key that we need to define a better model for the Internet.
               While the Internet can be defined as a “public thing,” in reality it is a thing “intended
               for public use.” This means that this category is better able to visualize the Internet.
               Res universitatis recognizes property that is intended “for public use,” but that is, by its very nature,
               a “thing” under some degree of control by a particular community or municipality;
               for example, parks and theaters. Thus, this Roman legal category would place the governance
               of the Internet under the control of a designated community for the facilitation of
               public use. Participation in governance of this type of community would be preconditioned
               by a requirement that stakeholders demonstrate, by deeds, their unquestionable interest
               in a workable outcome for the Internet. Those members able to show serious efforts
               over time to benefit humanity would then have a say in that community. For this reason,
               a model of governance for the Internet has to go beyond the res communis and res publica concepts, and search within the res universitatis standard.
            

            
         

         
      

      
      The word universitatis derives its meaning from the word universitas or universe (ūnĭversĭtas;
         ūniuersitās).[34] In this case, the word universe (ūniuersus) rather than referring to the cosmos, refers to a collective or a group
         — or, as mentioned above, a community. It would be hard to argue that the multistakeholder
         model is not a community. In Roman times, res universitatis included a component of governmental authority.[35] However, during the Middle Ages, the concept evolved to encompass ownership of property
         by institutions with traits of governmental authority, such as those seen in guilds,
         monasteries, and merchant groups. This also means that this category does not support
         a model of management by governments. It instead approximates more the rules and regulations
         that you would find guiding a business or university: the by-laws. For purposes of
         the Internet, a model of governance under this category would be managed with five
         important considerations:
      

      
      
         	
            
            The Internet is too large for individual ownership.

            
         

         
         	
            The management of the Internet should not be limited to exclusive control by governments.

            
         

         
         	
            The management of the Internet will be open to joint management by a limited group
               or community.
            

            
         

         
         	
            The legal classification of res universitatis is helpful because it takes an additional step forward, defining the Internet as
               an area of collaborative creativity from which participants seek to remove disruptive
               “troublemakers,” while motivating the members of the community to invest in the common
               infrastructure.
            

            
         

         
         	
            The concept of res  universitatis facilitates shared responsibility for management—not with an unrestricted system
               such as in res communis, but more restricted than the system promulgated under res publica. In other words, some form of structured management is needed for the Internet, and
               some cooperative entity has to be the manager.
            

            
         

         
      

      
      As mentioned earlier, in recent years, many experts in the field of Internet governance
         have only reluctantly started grappling with alternative models of governance. As
         a result, the incongruous relationship between the internationalization of management
         or following the way of ICANN deserves to be analyzed within the five considerations
         mentioned above before the promises of international cooperation can be fully implemented.
         By transfiguring those considerations innate to res universitatis, a possible governance model begins to take form: the ICANN Model.
      

      
      7.4. The ICANN Model or Model of International Custom?

      
      The analysis so far has identified two key ingredients for a successful model of governance.
         The first has already been acknowledged by other scholars while another is presented
         here for the first time. The Internet requires a unique system of governance (sui generis). There is wide consensus in this fact. The second requires the existence of a collaborative
         community with equitable access within its general management framework. Thus, the
         Internet becomes the common denominator of a process guided by the principles of res universitatis: creating a potentially unique model. Could this uniqueness be supported by article 38(b) of the Statute of the International Court of Justice?
         The statute designates international custom as one of its sources of the international legal system. Above all, this statute
         (or code) has established a history of decisions and has been accepted as a tradition
         that spans almost seventy years of legal analysis. This code has been in existence
         since the foundation of the United Nations, and not only scholars but governments
         have learned to rely on that wisdom, even if grudgingly.
      

      
      Should international custom (as defined by the code) be considered an additional factor
         that solidifies the ICANN model of governance? The starting point would be that participation
         in governance in this type of community be preconditioned by a requirement that stakeholders
         demonstrate, by deeds, their unquestionable interest in a workable outcome for the
         Internet.
      

      
      Thus, this inquiry begs another question: how do we safeguard the multistakeholder
         process already present in ICANN? As explained earlier, the use of a treaty is clearly
         based on multilateral agreements that only involve governments. This limitation, ironically,
         makes a treaty inadequate in this case, because it would exclude all other stakeholders
         from the final and relevant decision-making process. To attempt to legitimize and
         equalize the multistakeholder process, once and for all, is to consider that the ICANN
         model may have already become the international standard by default, even if some
         objectors originally did not intend it as the final outcome.
      

      
      The principles of international custom call for the creation of a process, and then, the development of rules to help develop
         that process.[36] Since 1998, ICANN has created a process that has evolved and has become efficient—with
         great future promise, and not protected by a process found in a treaty. The fact that
         ICANN works free from a treaty has been its main advantage. Yet, within the ambit
         of Internet governance, this ICANN model offers the most flexibility without sacrificing
         its multistakeholder nature. A model based on custom, on the other hand, must be based
         on circumstances that can be empirically (observable) verified, with an acquired status
         recognized by rights and obligations.[37] 
      

      
      ICANN has now, for more than fifteen years, operated within an international system
         that has worked. While other stakeholders, such as China, Brazil, and India, may have
         pushed for some kind of multilateral system where governments reign supreme, no human
         endeavor is without imperfections. One way to look at the present practice within
         ICANN is to look at its evolution over the years. It could be argued, then, that the
         ICANN model is an example of practice by consensus, in which all stakeholders, and
         in particular governments, have agreed by at least tacit expression.[38] The ICANN model has continued to define policy for the Internet, the Government Advisory
         Committee has become a place for governmental expression, and ICANN has continued
         to consider all other stakeholders, including individuals, as valuable players in
         the process.
      

      
      While the activities of all governments (and all stakeholders, in the case of Internet
         governance) have been voluntary or involuntary interventions in the governance process,
         rejecting a process cemented in international custom would be to ignore the obvious:
         the existence of a model that has shown the potential to add fairness and greater
         participation, while harmonizing and preserving the inherent nature of the process.[39] What’s more, two elements support the existence of a custom represented by the ICANN Model: a general practice, and a sense of legal obligation within the process.[40] The multistakeholder process within ICANN offers a strong argument for the affirmation
         that both elements do exist. The ICANN Model maintains the elements of res universitatis previously mentioned in this chapter. This model recognizes that the Internet is
         property intended for public use, under some degree of control by a particular community
         of members who demonstrate their unquestionable interest in workable governance. In
         this community, the interventions of the participants in developing a custom is supported
         by historical events.
      

      
      The multistakeholder process already present in ICANN has become a de facto custom-made model of governance. But what about those who may try to argue against the existence
         of this custom? Those entities may already be too late. While international custom
         normally requires the consent of the participant, some scholars have suggested that
         this requirement is not necessarily absolute, due to the following:[41] 
      

      
      
         	
            
            Governments that oppress their citizens may lose their ability to object to a custom,
               because they have, by their own wrongdoing, released their own ability to claim otherwise.
            

            
         

         
         	
            Governments’ obligations to participate in a custom may increase the strength of that
               custom, especially if human rights are involved within the governance process.
            

            
         

         
         	
            Rules of custom may develop rapidly if it involves technology.

            
         

         
         	
            Considerations of human rights in general drive any question of an obligation to recognize
               a custom into the realm of ethics.
            

            
         

         
      

      
      Governments must learn to accept the evolution inherent in the governance of the Internet,
         and refrain from seeking a one-sided “democratic” process within a system that only
         favors governments, while avoiding participating in a recognized multistakeholder
         process. It is too late to reverse the course of history. An attempt to stall that
         process would be a direct contradiction, and most definitely an act of total hypocrisy.
         The principles enshrined in the established process have real implications for the
         life of every human being. It is foreseeable that some governments may resist change,
         and that they may inaccurately portray their practices and standards of behavior through
         voluntary misinformation. Thus, inferences about the practice of governments in the
         field of Internet governance must be based on other sources, such as statements made
         in the course of ICANN negotiations, documents from working groups, participation
         in international events on the subject, general relations with all other stakeholders
         in ICANN, and even whether a government considered it of political value to host an
         ICANN meeting. In the case of Internet governance, it should not matter whether a
         government—or for that matter, whether any stakeholder—is an intentional contributor
         to the creation or modification of a practice already existing within ICANN.
      

      
      Ultimately, the ICANN model points to the necessity of a special “stake” that arguably
         qualifies the stakeholders to participate in decisions on the management and control
         of the Internet. Participation in the decision-making process should be limited to
         those who have a real stake in a positive outcome. The ICANN model does not support
         the view that governments are the main contributors. The model supports the view that
         all stakeholder groups include well-intentioned individuals, and that governments
         have loyal public officials who protect, to the best of their abilities, the interests
         of the nations they represent.
      

      
      A final defining element of the nature of international custom is that we live in
         a world of human beings; thus, we live in an imperfect world. What matters is that
         those customs or practices have now become another element in the overall process
         of Internet governance. Each stakeholder is a participant in the creation of international
         custom—and each can participate in the initiation of changes in that custom and, with
         others, reaffirm its legitimacy. This legitimacy is the precondition for participation
         previously mentioned in this book: the special “stake” that qualifies the stakeholder
         to participate in the Internet governance ecosystem. A caveat must be noted: if ICANN
         were to become an international organization bound by a treaty, that would work against
         its own mulktistakeholder principles, and would possibly be the end of internet governance
         as we know it. In the end, the control of the Internet must exist via decisions that
         are authoritative but not controlling.[42] Any model of Internet governance devoid of international stewardship will fail. The
         goal, therefore, should be governance of cyberspace that involves international stewardship,
         and a social contract that simultaneously promotes human dignity. The margin for error
         is too small. This is a dream that deserves to be protected. Let us work on it together.
      

      
      Notes

      
      
         
            1. John Emerich Edward Dalberg Acton, Historical Essays and Studies, J. N. Figgis and R. V. Laurence, eds. (London: Macmillan, 1907), 504.
               

            

         

         
            2. John Hemming,  The Search for El Dorado (London: Phoenix, 2001). See Buddy Levy, River of Darkness: Francisco Orellana’s Legendary Voyage of Death and Discovery Down
                     the Amazon (New York: Bantam, 2011). See also, David Grann, The Lost City of Z: A Tale of Deadly Obsession in the Amazon (New York: Vintage, 2010).
               

            

         

         
            3. Rutsel Silvestre J. Martha, The Legal Foundations of INTERPOL (Oxford; Portland, OR, 2010), 26–27.
               

            

         

         
            4. Graham Hancock and S. Faiia, Fingerprints of the Gods (London: Mandarin, 1996), 3–6.
               

            

         

         
            5. Living in Antarctica is the closest analogy to living on the surface of Mars due to
                  similar extreme cold temperatures. See “Antarctica to Mars: The Loneliest Job in the
                  World,” BBC, August 8, 2012, available at www.bbc.com/future/story/20120807-the-loneliest-job-in-the-world.
                  See also, John Vogler, The Global Commons: Environmental and Technological Governance (Chichester, West Sussex, England; New York: Wiley, 2000), 73.
               

            

         

         
            6. Susan J. Buck, The Global Commons: An Introduction (Washington, DC: Island, 1998) 1–2.
               

            

         

         
            7. Marvin S. Soroos, The Endangered Atmosphere: Preserving a Global Commons (Columbia, SC: University of South Caroline Press, 1997) 110.
               

            

         

         
            8. Charlotte Kreuter-Kirchhof, “Atmosphere, International Protection,” in The Max Planck Encyclopedia of Public International Law, (Oxford: Oxford University Press, 2011), paras. 8–9, 12–13.
               

            

         

         
            9. Kemal Baslar, The Concept of the Common Heritage of Mankind in International Law (The Hague; Boston: M. Nijhoff), 245.
               

            

         

         
            10. Sudhir K. Chopra, “Antarctica as a Commons Regime: A Conceptual Framework for Cooperation
                  and Coexistence,” in The Antarctic Legal Regime, Christopher C. Joyner and Sudhir K. Chopra, eds.(Dodrecht; Boston: M. Nijhoff, 1988),
                  167.
               

            

         

         
            11. Alfred van der Essen, “The Origin of the Antarctic System,” in International Law for Antarctica, Francesco Francioni and Tullio Scovazzi, eds., (The Hague: Kluwer Law International,
                  1996), 19.
               

            

         

         
            12. Christopher C. Joyner, “The Role of Domestic Politics in Making United States Antarctic
                  Policy,” in Governing the Antarctic: The Effectiveness and Legitimacy of the Antarctic Treaty
                     System, Olav Schram Stokke and David Vidas, eds. (Cambridge; New York: Cambridge University
                  Press, 1996), 409.
               

            

         

         
            13. Ibid., 428.

            

         

         
            14. Davor Vidas, “The Antarctic Treaty System in the International Community: An Overview,”
                  in Governing the Antarctic: The Effectiveness and Legitimacy of the Antarctic Treaty
                     System, Olav Schram Stokke and David Vidas, eds. (Cambridge; New York: Cambridge University
                  Press, 1996), 36–37.
               

            

         

         
            15. Patricia Vigni, “The Secretariat of the Antarctic Treaty: Achievements and Weaknesses
                  Three Years after Its Establishment,” in Antarctica: Legal and Environmental Challenges for the Future, Gillian Triggs and Anna Riddell, eds., (London: British Institute of International
                  and Comparative Law, 2007), 23–24.
               

            

         

         
            16. Patricia Vigni, “The Secretariat of the Antarctic Treaty: Achievements and Weaknesses
                  Three Years after Its Establishment,” in Antarctica: Legal and Environmental Challenges for the Future, Gillian Triggs and Anna Riddell, eds., (London: British Institute of International
                  and Comparative Law, 2007).
               

            

         

         
            17. Ibid.

            

         

         
            18. Nico Schrijver, Sovereignty over Natural Resources (Cambridge: Cambridge University Press, 2008), 220–221.
               

            

         

         
            19. Gayl S. Westerman, The Juridical Bay (New York: Oxford University Press; Oxford: Clarendon, 1987), 14.
               

            

         

         
            20. Chistopher C. Joyner, Governing the Frozen Commons (Columbia: University of South Carloline Press, 1998), 21.
               

            

         

         
            21. Olav Schram Stokke and Davor Vidas, Governing the Antarctic: The Effectiveness and Legitimacy of the Antarctic Treaty
                     System (Cambridge; New York: Cambridge University Press, 1996), 247, 253.
               

            

         

         
            22. Myers S. McDougal, Harold D. Lasswell, and Lung-chu Chen, Human Rights and the World Public Order: The Basic Policies of an International Law of Human Dignity (New Haven, CT: Yale University Press, 1980), 44, 156.
               

            

         

         
            23. Reno v. ACLU, 521 U.S. 844, 850–51; 117 S.Ct. 2329, 2334–2335; 138 L.Ed.2d 874, 851 (1997).
               

            

         

         
            24. See Harold D. Lasswell and Myers S. McDougal, Jurisprudence for a Free Society (New Haven, CT: New Haven Press, 1992), 23, 30–31.
               

            

         

         
            25. McDougal, Lasswell, and Chen, Human Rights and the World Public Order, 7–13, 383–84.
               

            

         

         
            26. Ibid., 383–84, 408, 413.

            

         

         
            27. Myers S. McDougal, Harold D. Lasswell, and James C. Miller, The Interpretation of Agreements and World Public Order: Principles of Content and
                     Procedure (New Haven, CT: Yale University Press, 1967), 3.
               

            

         

         
            28. W. Michael Reisman, “Development and Nation-Building: A Framework for Policy-Oriented
                  Inquiry,” Maine Law Review 60 (2008): 309, 312.
               

            

         

         
            29. Orrego Vicuña, “The Antarctic Treaty System: A Viable Alternative for the Regulation
                  of Resource-Oriented Activities,” in The Antarctic Treaty Regime: Law, Environment and Resources, Gillian D. Triggs, ed., (Cambridge, Cambridgeshire; New York: Cambridge University
                  Press, 1987), 67.
               

            

         

         
            30. McDougal, Lasswell, and Chen, Human Rights and the World Public Order, 7, 381.
               

            

         

         
            31. W. Michael Reisman, “Development and Nation-Building,” 309, 313.

            

         

         
            32. See D. L. Carey Miller, “Property,” in A Companion to Justinian’s Institutes, Ernest Metzger, ed. (Ithaca, NY: Corell University Press, 1998), 42–46.
               

            

         

         
            33. This first Roman Law section on property draws information from the following sources:
                  J.A.C. Thomas, Textbook of Roman Law (Amsterdam; New York: North-Holland, 1976), 125, 127, 129, and 166; and Patrick Mac
                  Chombaich De Colquhoun, A Summary of the Roman Civil Law, book 2, (Littleton, CO: Rothman, 1988), 1–2, 5. See also, Andrew Borkowski, Textbook on Roman Law (London: Blackstone, 1994), 143.
               

            

         

         
            34. Latin Dictionary, Perseus Digital Library, Tufts University, Gregory R. Crane, ed.,
                  available at www.perseus.tufts.edu/hopper/. See also, Oxford Latin Dictionary, Volume
                  II, 2308–2309 P. G. Glare, ed., 2nd ed., 2012).
               

            

         

         
            35. The second Roman Law section draws information from Carol M. Rose, “Romans, Roads,
                  and Romantic Creators: Traditions of Public Property in the Information Age,” in Symposium
                  on the Public Domain, Law and Contemporary Problems 105–108 (2003), 66.
               

            

         

         
            36. Tullio Treves, “Customary International Law,” paragraph 1, in Max Planck Institute for Comparative Public Law and International Law (Heidelberg and Oxford University Press, November 2006).
               

            

         

         
            37. Ibid., ¶ 4.

            

         

         
            38. Michael Byers, Custom, Power and the Power of Rules: International Relations and Customary International
                     Law (Cambridge; New York: Cambridge University Press, 1999), 132.
               

            

         

         
            39. Tullio Treves, “Customary International Law,” paragraph 10, 51.

            

         

         
            40. Mary Ellen O’Connell, “Taking Opinio Juris Seriously, A Classical Approach to International
                  Law on the Use of Force,” in Customary International Law on the Use of Force: A Methodological Approach, Enzo Cannizzaro and Paolo Palchetti, eds. (Leiden; Boston: Nijhoff, 2005), 13.
               

            

         

         
            41. This section includes information from the following sources: John Tasioulas, “Customary
                  International Law and the Quest for Global Justice,” in The Nature of Customary Law: Legal, Historical and Philosophical Perspectives, Amanda Perreau-Saussine and James B. Murphy, eds. (Leiden: Cambridge University
                  Press, 2007), 314, 325. See also, Treves, “Customary International Law,” paragraphs
                  24, 91. See also, Brian D. Lepard, Customary International Law: A New Theory with Practical Applications (Cambridge, UK: New York: Cambridge University Press, 2010), 142–43.
               

            

         

         
            42. Harold D. Lasswell and Myers S. McDougal, Jurisprudence for a Free Society, 30.
               

            

         

      

   
      Bibliography

      
         
         
         
      

      
      Books

      
      Abbate, Janet, Inventing the Internet (Cambridge: MIT, 2000).
      

      
      Acton, John Emerich Edward Dalberg, Historical Essays and Studies. J. N. Figgis and R. V. Laurence, eds. (London: Macmillan, 1907).
      

      
      Aquinas, Thomas, The Summa Theologica of St. Thomas Aquinas, First Part of the Second Part, trans. Fathers of the English Dominican Province
         (Notre Dame, IN; Christian Classics, 1981).
      

      
      Bloom, Harold, Alfred, Lord Tennyson: Comprehensive Research and Study Guide (Broomall, PA: Chelsea, 1999).
      

      
      Borkowski, J. A., Textbook on Roman Law (London: Blackstone, 1994).
      

      
      Boyd, J. Kirk, 2048 Humanity’s Agreement to Live Together: The International Movement for Enforceable
            Human Rights (San Francisco: Berrett-Koehler Publishers, 2010), 57.
      

      
      Buck, Susan J., The Global Commons: An Introduction (Washington, DC: Island, 1998).
      

      
      Byers, Michael, Custom, Power and the Power of Rules: International Relations and Customary International Law (Cambridge; New York: Cambridge University, 1999).
      

      
      Bygrave, Lee A., and John Bing, eds., Internet Governance:  Infrastructure and Institutions (2009).
      

      
      Campbell-Kelly, Martin, et al., Computer: A History of the Information Machine (Boulder, CO: Westview Press, 2nd ed. 2004).
      

      
      Campbell-Kelly, Martin, From Airline Reservations to Sonic the Hedgehog (Cambridge, MA: MIT Press, 2003).
      

      
      Canfora, Luciano, The Vanished Library (Berkley: University of California, 1987), 119–122.
      

      
      Ceruzzi, Paul E., A History of Modern Computing (Cambridge, MA: MIT Press, 2003).
      

      
      Clark, Martin P., Data Networks, IP and the Internet: Protocols, Design and Operation (Hoboken, NJ: Wiley, 2003), 22.
      

      
      Davis, Martin, The Universal Computer: The Road from Liebniz to Turing (Boca Raton, FL: CRC, 2012).
      

      
      De Colquhoun, Patrick Mac Chombaich, A Summary of the Roman Civil Law (Littleton, CO: Rothman, 1988).
      

      
      Duiker, William J., and Jackson J. Spielvogel, World History (New York: Glencoe/
         McGraw-Hill, 2008).
      

      
      Flyverbom, Mikkel, The Power of Networks: Organizing the Global Politics of the Internet (Cheltenham, UK; Northampton, MA: Edward Elgar, 2011).
      

      
      Geels, Frank W., Technological Transitions and System Innovations: A Co-Evolutionary and Socio-Technical
            Analysis (Cheltenham, UK; Northampton, MA: Edward Elgar, 2005), 19.
      

      
      Goldsmith, Jack, and Tim Wu, Who Controls the Internet? Illusions of a Borderless World (New York: Oxford University Press, 2006).
      

      
      Grann, David, The Lost City of Z: A Tale of Deadly Obsession in the Amazon (New York: Vintage, 2010).
      

      
      Gregory, Timothy E., A History of Byzantium (Malden, MA: Blackwell Publishing, 2nd ed.2005).
      

      
      Hafner, Katie, and Matthew Lyon, Where Wizards Stay up Late (New York, NY: Touchstone, 1999).
      

      
      Hafner, Katie, and Matthew Lyon, Where Wizards Stay up Late (New York, NY: Simon & Schuster, 2006).
      

      
      Hancock, Graham, Fingerprints of the Gods (London: Mandarin, 1996).
      

      
      Hemming, John, The Search for El Dorado (London: Phoenix, 2001).
      

      
      Hunt, Craig, TCP/IP Network Administration (Sebastopol, CA: O’Reilly & Associates, 2002).
      

      
      Ifrah, Georges, The Universal History of Computing: From the Abacus to the Quantum Computer (New York: John Wiley, 2001).
      

      
      Joyner, Christopher C., Governing the Frozen Commons (Columbia: University of South Caroline Press, 1998), 21.
      

      
      Kalin, Walter, and Jörg Künzli, The Law of International Human Rights Protection (Oxford, New York: Oxford University Press, 2009).
      

      
      Kozierok, Charles M., The TCP/IP Guide: A Comprehensive, Illustrated Internet Protocols Reference (San Francisco: No Starch Press, 2005).
      

      
      Lasswell, Harold D., and Myers S. McDougal, Jurisprudence for a Free Society (New Haven, CT: New Haven Press, 1992).
      

      
      Lepard, Brian D., Customary International Law: A New Theory with Practical Applications (Cambridge, UK: Cambridge University Press, 2010).
      

      
      Levy, Buddy, River of Darkness: Francisco Orellana’s Legendary Voyage of Death and Discovery Down
            the Amazon (New York: Bantam, 2011).
      

      
      Liu, Cricket, and Paul Albitz, DNS and BIND (Sebastopol, CA: O’Reilly, 2006).
      

      
      Locke, John, Two Treaties of Government (London, Orion Publishing Group/North Clarendon, VT; Tuttle Publishing, 2000).
      

      
      Martha, Rutsel Silvestre J., The Legal Foundations of INTERPOL (Portland, OR: Oxford, 2010), 26–27.
      

      
      Mathiason, John, Internet Governance: The New Frontier of Global Institutions (New York: Routledge, 2009).
      

      
      McDougal, Myers S., and William T. Burke, The Public Order of Oceans (New Haven, CT: Yale University Press, 1962).
      

      
      McDougal, Myers S., Harold D. Lasswell, and Lung-chu Chen, Human Rights and the World Public Order: The Basic Policies of an International Law
            of Human Dignity (New Haven, CT: Yale University Press, 1980).
      

      
      McDougal, Myers S., Harold D. Lasswell, and James C. Miller, The Interpretation of Agreements and World Public Order: Principles of Content and
            Procedure (New Haven, CT: Yale University Press, 1967).
      

      
      McLean, Don, ed. Internet Governance: A Grand Collaboration (New York: United Nations Information and Communication Technologies Task Force,
         2004).
      

      
      Meron, Thedor, The Humanization of International Law (Leiden, Boston: Martinus
         Nijhoff, 2006).
      

      
      Mill, John Stuart, On Liberty (Mineola, NY; Dover Publications, 1859, 2002).
      

      
      National Research Council, Signposts in Cyberspace: The Domain Name System and Internet
         Navigation  (Washington, DC: The National Academies Press, 2005).
      

      
      O’Brien, Frank, The Apollo Guidance Computer: Architecture and Operation (Chichester, West Sussex, England: Praxis, 2010), 4.
      

      
      Ostrom, Elinor, Governing the Commons: The Evolution of Institutions for Collective Action (Cambridge: Cambridge University Press, 2008).
      

      
      Pare, Daniel J., Internet Governance in Transition: Who Is the Master of This Domain? (Lanham, MD: Rowman & Littlefield, 2003).
      

      
      Parsons, Samuel Scott, ed., Justinian, Corpus Juris Civilis. Ams Pr 1988).
      

      
      Raboy, Marc, and Normand Landry, Civil Society, Communication and Global Governance: Issues from the World Summit on
            the Information Society (New York: Peter Lang, 2005).
      

      
      Raboy, Marc, Normand Landry, and Jeremy Shtern, Digital Solidarities: Communication Policy and Multi-stakeholder Global Governance (New York: Peter Lang, 2010).
      

      
      Rojas, Raul, and Ulf Hashagen, eds. The First Computers: History and Architectures, 2002.
      

      
      Sagan, Carl, Cosmos (New York: Random House, 1980).
      

      
      Schrijver, Nico, Sovereignty over Natural Resources (Cambridge: Cambridge University Press, 2008), 220–221.
      

      
      Scott, Sir Walter, Guy Mannering (London: Penguin Classics, 2003), 213.
      

      
      Shakespeare, Hamlet, David Bevington, ed. (New York: Bantam, 1980), 64.
      

      
      Soroos, Marvin S., The Endangered Atmosphere: Preserving a Global Commons (Columbia,
         SC: University of South Carolina Press, 1997), 110.
      

      
      Stallings, William, Data and Computer Communications (Upper Saddle River, NJ; Pearson Education, Inc., 2007).
      

      
      Stokke, Olav Schram, and Davor Vidas, Governing the Antarctic: The Effectiveness and Legitimacy of the Antarctic Treaty
            System (1996).
      

      
      Swedin, Eric G., and David L. Ferro, Computers: The Life Story of a Technology (Baltimore: Johns Hopkins, 2007).
      

      
      Thomas, J. A. C., Textbook of Roman Law (Amsterdam; New York: North-Holland, 1976).
      

      
      Vitruvius, On Architecture, Books VI–X, Frank Granger, trans. (Cambridge, MA; Harvard University Press, 1934,
         1999).
      

      
      Vogler, John, The Global Commons: Environmental and Technological Governance (Chichester, West Sussex, England; New York: Wiley, 2000).
      

      
      Walker, Thomas A., A History of the Law of Nations (Boston: Adamant Media Corp, 1899, 2006 ed.).
      

      
      Wass, Erica Schlesinger, ed., Addressing the World: National Identity and Internet Country Code Domains. (Lanham, MD: Rowman & Littlefield, 2003).
      

      
      Weber, Rolf H., Regulatory Models for the Online World (The Hague; New York: Kluwer Law International; Zurich: Schulthess, 2002), 25.
      

      
      Weber, Rolf H., Shaping Internet Governance: Regulatory Challenges (Berlin: Springer, 2010), 18.
      

      
      Westerman, Gayl S., The Juridical Bay (New York: Oxford University Press, 1987).
      

      
      Yu, Peter K., “The Neverending ccTLD Story,” in Addressing the World: National Identity and Internet Country Code Domains, Erica Schlesinger Wass, ed. (2003).
      

      
      Chapters

      
      Chalmers, Don, and Ryuichi Ida, “On the International Legal Aspects of Human Dignity,”
         in Perspectives on Human Dignity: A Conversation, Jeff Malpas and Norelle Lickiss, eds. (Dordrecht: Springer, 2007), 168.
      

      
      Chopra, Sudhir K., “Antarctica as a Commons Regime: A Conceptual Framework for Cooperation
         and Coexistence,” in The Antarctic Legal Regime, Christopher C. Joyner and Sudhir K. Chopra, eds. (Boston: M. Nijhoff, 1988).
      

      
      Crawford, James, “The System of International Responsibility,” in The Law of International Responsibility, James Crawford, Alain Pellet, and Simon Olleson, eds. (New York: Oxford University
         Press, 2010), 5–7.
      

      
      Desai, Nitin, “Preface,” in Reforming Internet Governance: Perspectives from the Working Group on Internet Governance, William J. Drake, ed. (New York, NY: The United Nations Information and Communication
         Technologies Task Force, 2005), vii.
      

      
      Drake, William J., “Conclusion: Why the WGIG Process Mattered,” in Reforming Internet Governance: Perspectives from the UN Working Group on Internet
            Governance, William J. Drake, ed. (New York, NY: The United Nations Information and Communication
         Technologies Task Force, 2005).
      

      
      Drake, William J., “Introduction: The Distributed Architecture of Network Global Governance,”
         in Governing Global Electronic Networks: International Perspectives on Policy and Power, William J. Drake and Ernest J. Willson III, eds. (Cambridge: MIT Press, 2008), 1.
      

      
      Faris, Robert, and Nart Villeneuve, “Measuring Global Internet Filtering,” in Access Denied: The Practice and Policy of Global Internet Filtering, William J. Drake and Ernest J. Wilson III, eds. (2008).
      

      
      Gould, Mark, “Locating Internet Governance: Lessons from the Standard Process,” in
         Regulating the Global Information Society, Christopher T. Marsden, ed. (New York: Routledge, 2000), 196–97.
      

      
      Jensen, Willy, “Internet Governance: Striking the Appropriate Balance Between all
         Stakeholders,” in  Reforming Internet Governance: Perspectives from the Working Group on Internet Governance, William J. Drake, ed. (New York, NY: The United Nations Information and Communication
         Technologies Task Force, 2005), 45.
      

      
      Joyner, Christopher C., “The Role of Domestic Politics in Making United States Antarctic
         Policy,” in Governing the Antarctic: The Effectiveness and Legitimacy of the Antarctic Treaty
            System, Olav Schram Stokke and David Vidas, eds. (Cambridge; New York: Cambridge
         University Press, 1996), 409.
      

      
      Kleinwachter, Wolfgang, “Beyond ICANN vs. ITU: Will WSIS Open New Territory for Internet Governance?” in Internet Governance: A Grand Collaboration, Don MacLean, ed. (New York: UN Information and Communications Technologies Task
         Force, 2004).
      

      
      Kramer, Franklin D., “Cyberpower and National Security: Policy Recommendations for
         a Strategic Framework,” in Cyberpower and National Security, Franklin D. Kramer, Stuart H. Starr, and Larry K. Wentz, eds., (Washington, DC:
         National Defense University Press, 2009).
      

      
      Kreuter-Kirchhof, Charlotte, “Atmosphere, International Protection,” in Max Planck Encyclopedia of Public International Law (Oxford: Oxford University Press, 2011).
      

      
      Kummer, Markus, “Introduction,” in  Reforming Internet Governance: Perspectives from the Working Group on Internet Governance, The United Nations Information and Communication Technologies Task Force (New York,
         NY: The United Nations Information and Communication Technologies Task Force, 2005),
         1.
      

      
      Miller, D. L. Carey, “Property,” in A Companion to Justinian’s Institutes, Ernest Metzger, ed. (Ithaca, NY: Corell University Press, 1998), 42–46.
      

      
      Mueller, Milton, “The New Global Politics of Internet Governance,” in The Power of Ideas: Internet Governance in a Global Multi-Stakeholder Environment, Wolfgang Kleinwächter (Berlin, Deutschland GmbH, 2007), 216.
      

      
      O’Connell, Mary Ellen, “Taking Opinio Juris Seriously: A Classical Approach to International
         Law on the Use of Force,” in Customary International Law on the Use of Force: A Methodological Approach, Enzo Cannizzaro and Paolo Palchetti, eds. (Leiden, Boston: Nijhoff, 2005), 13.
      

      
      Simcoe, Timothy, “Delay and De Jure Standardization: Exploring the Slowdown in Internet
         Standards Development,” in Standards and Public Policy, Shane Greenstein and Victor Stango, eds. (Cambridge; New York: Cambridge University
         Press, 2007), 264.
      

      
      Solum, Lawrence B., “Models of Internet Governance,” in Internet Governance: Infrastructure and Institutions, Lee A. Bygrave and John Bing, eds., (Oxford: Oxford University Press, 2009).
      

      
      Tasioulas, John, “Customary International Law and the Quest for Global Justice,” in
         The Nature of Customary Law: Legal, Historical and Philosophical Perspectives, Amanda Perreau-Saussine and James Bernard Murphy, eds. (Leiden: Cambridge University
         Press, 2007).
      

      
      Treves, Tullio, “Customary International Law,” in Max Planck Institute for Comparative Public Law and International Law (Heidelberg and Oxford University Press, November 2006).
      

      
      van der Essen, Alfred, “The Origin of the Antarctic System,” in International Law for Antarctica, Francesco Francioni and Tullio Scovazzi eds. (The Hague: Kluwer Law International,1996),
         19.
      

      
      Vicuña, F. Orrego, “The Antarctic Treaty System: A Viable Alternative for the Regulation
         of Resource-Oriented Activities,” in The Antarctic Treaty Regime: Law, Environment and Resources, Gillian D. Triggs, ed., (New York: Cambridge University Press, 1987).
      

      
      Vidas, Davor, “The Antarctic Treaty System in the International Community: An Overview,”
         in Governing the Antarctic: The Effectiveness and Legitimacy of the Antarctic Treaty
            System, Olav Schram Stokke and David Vidas, eds. (New York: Cambridge University
         Press, 1996).
      

      
      Vigni, Patricia, “The Secretariat of the Antarctic Treaty: Achievements and Weaknesses
         Three Years After Its Establishment,” in Antarctica: Legal and Environmental Challenges for the Future, Gillian Triggs and Anna Riddell, eds. (London: British Institute of International
         and Comparative Law, 2007), 23–24.
      

      
      Articles

      
      Aydingün, Sengul, and Mark Rose, “Saving a Fabled Sanctuary: Conservators Struggle
         to Restore Justinian’s Great Church in Istanbul,” Archeology, vol. 56, no. 6 (November/December 2003): 20.
      

      
      Balleste, Roy, “Persuasions and Exhortations: Acknowledging Internet Governance and
         Human Dignity for All,” Syracuse Journal of International Law & Commerce 38 (2011): 249.
      

      
      Balleste, Roy, “Rising toward Apotheosis: The Deconstruction of the WSIS Tunis Agenda
         for the Information Society,” Pittsburgh Journal of Technology Law and Policy 1(2011–2012), 12.
      

      
      Bihani, Sanjay K., with Stuart Hamilton, “Third Meeting of the Internet Governance
         Forum (IGF), Hyderabad, India,” International Federation of Library Associations and
         Institutions, IFLA Journal, vol. 35, no. 1, (March 2009): 59–62.
      

      
      Bridis, Ted, “Internet Pioneer Postel Dies,” Los Angeles Times, at www.isoc.org/postel/lat.shtml.
      

      
      Crocker, Stephen D., “How the Internet Got Its Rules,” Opinion, New York Times, April 6, 2009, www.nytimes.com/2009/04/07/opinion/07crocker.html?_r=1&em.
      

      
      Densmore, Frances, “The Rhythm of the Sioux and Chippewa Music,” Archeological Institute
         of America, Art and Archaeology, vol. 9, no. 2 (February 1920): 64.
      

      
      IFLA, “IFLA Position on Internet Governance,” International Federation of Library Associations
         and Institutions, IFLA Journal, vol. 31, no. 4 (2005): 371.
      

      
      Greek IGF Steering Committee, “Greece Prepares for Inaugural IGF Meeting,” Domain.wire,
         Council on European National Top Level Domain Registries 4, 2006, www.centr.org/main/3655-CTR/version/default/part/AttachmentData/data/Issue%201,%202006.pdf?branch=main&language=default.
      

      
      Hardin, Garrett, “The Tragedy of the Commons,” Science vol. 162, no. 3859 (1968): 1243–48.
      

      
      Klein, Hans, “Understanding WSIS: An Institutional Analysis of the UN World Summit
         on the
      

      
      Information Society” Information Technology and International Development, vol 1, no. 3 (MIT Press, Spring-Summer 2005): 3–13.
      

      
      Kleinwächter, Wolfgang, “Beyond ICANN vs. ITU? How WSIS Tries to Enter the New Territory of Internet Governance,” Gazette, vol. 66, no. 3–4 (2004).
      

      
      Krieger, Diane, “Heavenly Father of the NET,” Innerview, NetWorker, vol. 7, no. 5
         (Summer 1997).
      

      
      Kulesza, Joanna and Roy Balleste, “Signs and Portents in Cyberspace: The Rise of Jus
         Internet as a New Order in International Law,” Fordham Intellectual Property, Media & Entertainment Law Journal 23 (2013): 1320.
      

      
      Litman, Jessica, “The DNS Wars: Trademarks and the Internet Domain Name System,” 4
         J. Small & Emerging Bus. L. 149 (2000).
      

      
      Löwinder, Anne-Marie Eklund, “DNSSEC to Secure DNS,” 1 Domain.Wire 3 (2008), available
         at www.centr.org/domainwire.
      

      
      Macavinta, Courtney, “Postel Eulogized as Humble Genius,” CNET News, November 5, 1998,
         http://news.cnet.com/2100-1023-217586.html.
      

      
      McLaughlin, Lisa, and Victor Pickard, “What Is Bottom-Up about Global Internet Governance?”
         Global Media and Communication 1, no. (2005): 360.
      

      
      Noyes, Andrew, “CANN Seeks to Quell Concerns on the Hill,” CongressDaily, September 30, 2009, www.nextgov.com/nextgov/ng_20090923_5203.php.
      

      
      Pickard, Victor, “Neoliberal Visions and Revisions in Global Communications Policy
         from NWICO to WSIS,” Journal of Communication Inquiry, vol. 31, no. 2 (2007): 118, 127–28, 
      

      
      www.victorpickard.com/upload/Neoliberal%20Visions.pdf.

      
      Raboy, Marc, “The Origins of Civil Society Involvement in the WSIS,” Information Technologies and International Development, vol. 1, nos. 3–4 (Spring/Summer 2004): 95.
      

      
      Rader, Ross, “Perspective: ICANN, VeriSign Make Strange Bedfellows,” CNET News, November
         21, 2005, http://news.cnet.com/ICANN,-VeriSign-make-strange-bedfellows/2010-1032_3-5961566.html.
      

      
      Reisman, W. Michael, “Development and Nation-Building: A Framework for Policy-Oriented
         Inquiry,” Maine Law Review, vol. 60, no. 2 (2008): 309.
      

      
      Reisman, W. Michael, “Sovereignty and Human Rights in Contemporary International Law,”
         American Journal of International Law, vol. 84, no. 4 (1990): 866.
      

      
      Rose, Carol M., “Romans, Roads, and Romantic Creators: Traditions of Public Property
         in the Information Age,” Law and Contemporary Problems (2003): 105–8.
      

      
      Selian Audrey N., and Kenneth Neil Cukier, “The World vs. the Web: The UN’s Politicization
         of the Information Society Report on the World Summit on the Information Society,”
         1(3-4) Information Technologies and International Development, vol. 1, no. 3–4 Spring/Summer 2004, Geneva, December 2003.
      

      
      Seán Ó Siochrú, Will the Real WSIS Please Stand-up? The Historic Encounter of the ‘Information Society’
            and the ‘Communication Society,’ 66 Gazette: The International Journal for Communication Studies 1 (no. 3/4, June/July
         2004).
      

      
      Stéphane Van Gelder, France Wants IGF Replaced by World Internet Council, CircleID, Jul 16, 2014.
      

      
      Vixie, Paul, “Why I Am Participating in the ORSN Project,” CircleID, October 1, 2005,
         available at www.circleid.com/posts/why_i_am_participating_in_the_orsn_project.
      

      
      Wiessner, Siegfried, “The Movement Toward Federalism in Italy: A Policy-Oriented Perspective,”
         15 St. Thomas L. Rev. (2002): 301.
      

      
      Wiggins, Richard, “Al Gore and the Creation of the Internet,” First Monday, available
         at http://firstmonday.org/ojs/index.php/fm/article/view/799/708.
      

      
      Request for Comments (RFCs)

      
      RFC 675

      
      RFC 819

      
      RFC 882

      
      RFC 883

      
      RFC 985

      
      RFC1034

      
      RFC 1035

      
      RFC 1060

      
      RFC 1122

      
      RFC 1123

      
      RFC 1436

      
      RFC 1546

      
      RFC 1591

      
      RFC 3160

      
      RFC 3258

      
      RFC 3935

      
      RFC 4033

      
      RFC 4034

      
      RFC 4035

      
      Cases

      
      Reno v. ACLU, 521 U.S. 844; 117 S.Ct. 2329; 138 L.Ed.2d 874 (1997).
      

      
      Yahoo!, Inc. v. La Ligue Contre Le Racisme et L’Antisemitisme, 547 US 1163, 126 S. Ct. 2332, 164 L. Ed. 2d 841 (2006). (433 F. 3d 1199 [en banc],
         cert. denied)
      

      
      Statutes

      
      15 U.S.C. § 1512

      
      15 U.S.C. § 1525

      
      42 U.S.C. § 1862(g)

      
      47 U.S.C. § 902

      
      U.S. Government Documents

      
      Domain Names: Management of Internet Names and Addresses Amendment 30 to the DOC/VeriSign
         Cooperative Agreement, November 29, 2006, available at www.ntia.doc.gov/ntiahome/domainname/nsi.htm.
      

      
      H.R. 5344, To authorize the National Science Foundation to foster and support the
         development and use of certain computer networks, 102–567, June 16, Committee on Science
         and Technology, Legislative Reports, 102nd Congress, Second Session 1992.
      

      
      Kruger, Lennard G., Internet Domain Names: Background and Policy Issues, CRS Report
         for Congress, Congressional Research Service, December 5, 2013.
      

      
      Letter from Jon Postel, Director, Internet Assigned Numbers Authority, to William
         Daley, Secretary of Commerce, available at www.ntia.doc.gov/ntiahome/domainname/proposals/icann/letter.htm.
      

      
      Memorandum of Understanding between the U.S. Department of Commerce and the Internet
         Corporation for Assigned Names and Numbers, www.ntia.doc.gov/page/1998/memorandum-understanding-between-us-department-commerce-and-internet-corporation-assigned-.
      

      
      Notices, Department of Commerce, National Telecommunications and Information Administration,
         (Docket Number: 980212036-8146-02), Management of Internet Names and Addresses, Wednesday,
         June 10, 1998.
      

      
      NSFNET: A Partnership for High-Speed Networking: Final Report 11–12, 14–15 (1987–1995).

      
      NTIA Announces Intent to Transition Key Internet Domain Name Functions, NTIA, Office
         of Public Affairs, March 14, 2014, available at www.ntia.doc.gov/press-release/2014/ntia-announces-intent-transition-key-internet-domain-name-functions.
      

      
      Presidential Memorandum on Electronic Commerce, 33 Weekly Comp. Presidential Documents
         1006 (July 1, 1997).
      

      
      Proposal to the U.S. Government to Perform the IANA Function, Response to Request
         for Quotation Number 40SBNT067020, February 2, 2000, available at www.icann.org/en/general/iana-proposal-02feb00.htm#IA1.
      

      
      Report from United States General Accounting Office, Office of the General Counsel
         B-284206, Department of Commerce: Relationship with the Internet Corporation for Assigned
         Names and Numbers, July 7, 2000.
      

      
      Robert P. Murphy, General Counsel, Department of Commerce: Relationship with the Internet
         Corporation for Assigned Names and Numbers, B-284206, United States General Accounting
         Office, July 7, 2000. (Letter to Judd Gregg ,Chairman, and Ernest F. Hollings Ranking
         Minority Member, Subcommittee on Commerce, Justice, State, and the Judiciary, Committee
         on Appropriations of the United States Senate; and to Harold Rogers, Chairman, and
         Jose Serrano, Ranking Minority Member, Subcommittee on Commerce, Justice, State, and
         the Judiciary, and Related Agencies, Committee on Appropriations of the House of Representatives).
      

      
      Special Award Conditions, NCR-9218742, Amendment No. 11, October 7: 1998, available
         at www.ntia.doc.gov/ntiahome/domainname/nsi.htm.
      

      
      Statement of Policy, Management of Internet Names and Addresses, (63 Fed. Reg. 31741(1998) (Attachment A).
      

      
      U.S. Principles on the Internet’s Domain Name and Addressing System, National Telecommunications
         and Information Administration, June 30, 2005, www.ntia.doc.gov/other-publication/2005/us-principles-internets-domain-name-and-addressing-system.
      

      
      United States Department of Commerce, Management of Internet Names and Addresses,
         National Telecommunications and Information Administration: Statement of Policy, www.icann.org/general/white-paper-05jun98.htm.
      

      
      United Nations and International Documents

      
      Africa Regional Preparatory Conference, Special Issue: WSIS Accra 2005, PICTA Bulletin, no. 38, United Nations Economic Commission for Africa, November 2005 (Africa: February
         2–4, 2005, Accra, Ghana).
      

      
      American Convention on Human Rights, article 13(1): Freedom of Thought and Expression,
         O.A.S.Treaty Series No. 36, 1144 U.N.T.S. 123, entered into force July 18, 1978, reprinted
         in Basic Documents Pertaining to Human Rights in the Inter-American System, OEA/Ser.L.V/II.82 doc.6 rev.1 at 25 (1992).
      

      
      American Declaration of the Rights and Duties of Man, O.A.S. Res. XXX, article IV,
         adopted by the Ninth International Conference of American States (1948),reprinted
         in Basic Documents Pertaining to Human Rights in the Inter-American System, OEA/Ser.L.V/II.82 doc.6 rev.1 at 17 (1992).
      

      
      Bucharest Declaration, The Bucharest Pan-European Conference In Preparation of the
         World Summit on the Information Society: Towards an Information Society: Principles,
         Strategy and Priorities for Action, November 9, 2002. (See the section titled Vision of an Information Society beneficial to all E-inclusion).

      
      Chairman of Sub-Committee A (Internet Governance), Document: WSIS-05/PC-3/DT-10 (Rev.
         5)-E, Paragraph 10, 15 November 2005.
      

      
      Chairman’s Summary, Fifth Meeting of the Internet Governance Forum (IGF) Vilnius,
         Lithuania, 14–17 September 2010.
      

      
      Chairman’s Summary, Fostering Security, Privacy and Openness (Day 2, December 4, 2008),
         Third Meeting of the Internet Governance Forum, Hyderabad, India, December 3–6, 2008,
         available at www.intgovforum.org/cms/2008-igf-hyderabad.
      

      
      Chairman’s Summary, Fourth Meeting of the Internet Governance Forum, Sharm El Sheikh,
         Egypt, November 15–18, 2009.
      

      
      Chairman’s Summary, Second Meeting of the Internet Governance Forum, Rio de Janeiro,
         November 12–15, 2007, available at http://intgovforum.org/cms/index.php/secondmeeting.
      

      
      Chairman’s Summary, Second Meeting of the Internet Governance Forum, Rio de Janeiro,
         November 12–15, 2007, available at http://intgovforum.org/cms/index.php/secondmeeting.
      

      
      Chairman’s Summary, Security and Openness and Privacy, page 7.

      
      Chairman’s Summary, Taking Stock and the Way Forward, Second Meeting of the Internet
         Governance Forum, Rio de Janeiro, November 12–15, 2007, available at http://intgovforum.org/cms/index.php/secondmeeting.
      

      
      Chairman’s Summary, Third Meeting of the Internet Governance Forum, Hyderabad, India,
         December 3–6, 2008, available at www.intgovforum.org/cms/2008-igf-hyderabad, paragraph
         7.
      

      
      Finished Transcript, Focus Session (Openness): Human Rights, Freedom of Expression,
         Free Flow of Information on the Internet, Eights Internet Governance Forum, Building
         Bridges – Enhancing Multi-Stakeholder Cooperation for Growth and Sustainable Development,
         BALI, October 24, 2013.
      

      
      Frank La Rue, Special Rapporteur on key trends and challenges to the right of all
         individuals to seek, receive and impart information and ideas of all kinds through
         the Internet, Promotion and protection of all human rights, civil, political, economic, social and
            cultural rights, including the right to development, Human Rights Council, U.N. Doc. A/HRC/17/27 (May 16, 2011).
      

      
      Input to the Secretary-General’s report on the system-wide follow-up to WSIS, Commission
         on Science and Technology for Development, Tenth Session, Economic and Social Council,
         21-25 May 2007.
      

      
      Inter-American Commission on Human Rights, Statute of the Inter-American Commission
         on Human Rights, Article 20, O.A.S. Res. 447 (IX-0/79), O.A.S. Off. Rec. OEA/Ser.P/IX.0.2/80,
         Vol. 1 at 88 (1992).
      

      
      International Covenant on Economic, Social and Cultural Rights, GA res. 2200A (XXI),
         21 UN GAOR Supp. (No. 16) at 49, UN Doc. A/6316 (1966); 993 UNTS 3; 6 ILM 368 (1967).
      

      
      Interpretation of the American Declaration of the Rights and Duties of Man within
         the Framework of Article 64 of the American Convention on Human Rights, Advisory Opinion
         OC-10/89, 1989 Inter-Am. Ct. H.R. (ser. A.) No. 10, PP 35-45 (July 14, 1989).
      

      
      People’s Republic of China, Comments on the Draft Programme Outline for the Second
         Meeting of the Internet Governance Forum (IGF), August 27, 2007.
      

      
      Resolution 2010/2 on the “Assessment of the progress made in the implementation of
         and follow-up to the outcomes of the World Summit on the Information Society, Economic
         and Social Council, July 19, 2010.
      

      
      Tunis Agenda for the Information Society, WSIS-05/TUNIS/DOC/6(Rev. 1)-E, November
         18, 2005, available at www.itu.int/wsis/docs2/tunis/off/6rev1.html.
      

      
      Stock-taking Session, Synthesis Paper, IGF Secretariat, The Internet Governance Forum,
         Geneva, February 13, 2007.
      

      
      Reports

      
      Report of the First Meeting of the Preparatory Committee, World Summit on the Information
         Society, WSIS03/PREP-1/11(Rev.1)-E, July 12, 2002, available at www.itu.int/wsis/documents/doc_single.asp?lang=en&id=14.
      

      
      Report of the Second Meeting of the Preparatory Committee, World Summit on the Information
         Society, WSIS/PC-2/12(Rev.1)-E, February 28, 2003, available at www.itu.int/wsis/documents/doc_multi.asp?lang=en&id=400|430.
      

      
      The Role of Information and Communication Technologies in Global Development: Analyses
         and Policy Recommendations (Abdul Basist Haqqani, ed. United Nations Information and
         Communication Technologies Task Force, 2005).
      

      
      Summary by the CSTD Vice Chair of the Preliminary Consultations on the CSTD Working
         Group on IGF, Vilnius, Lithuania, September 16, 2010, www.unctad.org/Templates/Page.asp?intItemID=5681&lang=1.
      

      
      Yoshio Utsumi, Report on Activities leading to The Preparatory Meeting (Pepcom-1 of
         the Tunis Phase of the Summit), High-Level Summit Organizing Committee, Secretary-General,
         International Telecommunication Union, WSIS-II/PC-1/DOC/4-E, June 2, 2004.
      

      
      Internet Resources

      
      “Accra Commitments for WSIS Tunis 2005,” United Nations Economic Commission for Africa,
         November 2005, available at www.itu.int/wsis/docs2/regional/outcome-accra.pdf.
      

      
      “Advisory Group Meeting, Draft Agenda,” Internet Governance Forum, Geneva, September
         4–5, 2007, available at www.intgovforum.org/Agenda.AG.04.09.07.rtf.
      

      
      “Advisory Group to Prepare for Internet Governance Forum Meeting in Rio de Janeiro,”
         Department of Public Information, Press Release, PI/1791, News and Media Division,
         United Nations, New York, 20 August 2007, available at http://www.un.org/News/Press/docs/2007/pi1791.doc.htm.
      

      
      “Affirmation of Commitments by the United States Department of Commerce and the Internet
         Corporation for Assigned Names and Numbers,” ICANN, www.icann.org/en/announcements/announcement-30sep09-en.htm.
      

      
      “Affirmation of Commitments – What it Means,” ICANN, www.icann.org/en/announcements/announcement-30sep09-en.htm.

      
      Afonso, Carlos A., “Internet Governance: A Review in the Context of the WSIS Process,”
         Instituto del Tercer Mundo (ITeM), July 2005, available at http://wsispapers.choike.org//papers/eng/carlos_internet_governance.pdf.
      

      
      African Regional Preparatory Conference, available at www.bisharat.net/Documents/OSS-background-doc.pdf.

      
      “Antarctica to Mars: The Loneliest Job in the World,” BBC, www.bbc.com/future/story/20120807-the-loneliest-job-in-the-world.

      
      “Bamako 2002: African Regional Preparatory Meeting for the World Summit on the Information
         Society,” ICT Focus, June–July 2002, vol. 1, no. 4, www.ictfocus.info/junejuly/bamako2000.htm.
      

      
      Ban Ki-moon, “Message from the Secretary-General, Invitation to the Second Meeting
         of the Internet Governance Forum,” www.intgovforum.org/sg-letter-en_.html.
      

      
      “Biography of Markus Kummer,” www.itu.int/osg/spu/forum/intgov04/bios/kummer-bio.html.

      
      “Brief History of the Internet, A” Architecture Board, www.iab.org/about/history/.

      
      Burch, Sally, “Civil Society Reorganizing around Content,” Report 1 from Geneva WSIS
         2 Prepcom, America Latina en Movimiento/Communication Rights, February 22, 2005, available
         at http://movimientos.org/es/foro_comunicacion/show_text.php3%3Fkey%3D4084.
      

      
      “Bylaws for Internet Corporation for Assigned Names and Numbers: A California Nonprofit
         Public-Benefit Corporation,” http://www.icann.org/en/about/governance/bylaws#XI.
      

      
      Carlos A. Afonso, Internet Governance: A Review in the Context of the WSIS Process, Instituto del Tercer Mundo (ITeM), July 2005, available at http://wsispapers.choike.org//papers/eng/carlos_internet_governance.pdf.
      

      
      Chair of Sub-Committee B of PrepCom-3, “Report on the work of Sub-Committee B,” WSIS-II/PC-3/DOC/12-E, September 30, 2005,
         www.itu.int/wsis/documents/doc_multi.asp?lang=en&id=2131|2306.
      

      
      “Comments of the Internet Society on the Report of the Working Group on Internet Governance,
         The” Executive Summary, August 15, 2005, available at www.internetsociety.org/comments-internet-society-report-working-group-internet-governance.
      

      
      “Communique of Human Rights Caucus,” Human Rights Caucus Assesses WSIS Outcome, Geneva,
         December 12, 2003, available at www.iris.sgdg.org/actions/smsi/hr-wsis/hris-pr-121203-en.html.
      

      
      “Compilation of Comments Received on the Report of the Working Group on Internet Governance
         (WGIG),” Executive Director, WSIS Executive Secretariat, WSIS-II/PC-3/DT/7(Rev. 2)
         E, September 23, 2005, www.itu.int/wsis/documents/doc_multi.asp?lang=en&id=1818|2008.
      

      
      “Contract between ICANN and the United States Government for Performance of the IANA
         Function,” February 9, 2000, www.icann.org/en/general/iana-contract-09feb00.htm
      

      
      “Cotonou Agreement between the European Union and the African, Caribbean and Pacific
         (ACP) States,” available http://ec.europa.eu/europeaid/where/acp/overview/cotonou-agreement/index_en.htm.
      

      
      Crawford, Susan, “Let America’s Cities Provide Broadband to Their Citizens,” Bloomberg
         View, February 14, 2012, available at www.bloombergview.com/articles/2012-02-15/the-case-for-publicly-owned-internet-service-commentary-by-susan-crawford.
      

      
      “Damascus Call: Towards Partnership for Building the Arab Information Society,” Economic
         and Social Commission for Western Asia, Second Regional Preparatory Conference for
         WSIS–Partnership for Building the Arab Information Society, Damascus, November 22–23,
         2004, available at www.itu.int/wsis/docs2/regional/damascus-call.pdf.
      

      
      Department of Public Information, “Mandate of Advisory Group of Internet Governance
         Forum Extended,” Press Release, PI/1829, News and Media Division, New York, April
         30, 2008, available at www.un.org/News/Press/docs/2008/pi1829.doc.htm.
      

      
      Department of Public Information, “Multi stakeholder Advisory Group Renewed to Prepare
         Internet Governance Forum,” Meeting in Sharm El-Sheikh, Egypt, News and Media Division,
         Press Release, PI/1880, New York, May 6, 2009, available at www.un.org/News/Press/docs/2009/pi1880.doc.htm.
      

      
      “Diversity Central to Information Society,” United Nations Educational, Scientific
         and Cultural Organization, http://portal.unesco.org/ci/en/ev.php-URL_ID=7224&URL_DO=DO_TOPIC&URL_SECTION=201.html.
      

      
      Doria, Avri, “The IETF as a Model for the IGF,” Internet Governance Forum, available
         at www.intgovforum.org/contributions/IETF-as-model.pdf.
      

      
      “Dynamic Coalitions,” Internet Governance Forum, available at www.intgovforum.org/cms/dynamiccoalitions.

      
      Economic and Social Commission for Western Asia, Western Asia Preparatory Conference,
         World Summit on the Information Society, Beirut, February 4–6, 2003, available at
         www.escwa.un.org/wsis/conference2/poa.html.
      

      
      (Europe to the rescue of the Internet: democratize the governance of the Internet based
            on the European political and industrial ambition) L’Europe au secours de l’Internet : démocratiser la gouvernance de l’Internet en
         s’appuyant sur une ambition politique et industrielle européenne;
      

      
      Rapport d’information de Mme Catherine MORIN-DESAILLY, fait au nom de la MCI sur la

      
      gouvernance mondiale de l’Internet n° 696 tome I (2013-2014) - 8 juillet 2014, available
         at
      

      
      www.senat.fr/notice-rapport/2013/r13-696-1-notice.html.

      
      “Factsheet: Root Server Attack on 6 February 2007,” ICANN (March 1, 2007).

      
      “Final Report of the International Ad Hoc Committee: Recommendations for Administration
         and Management of gTLDs,” International Ad Hoc Committee, February 4, 1997, http://mailman.apnic.net/mailing-lists/apple/archive/1997/02/msg00008.html.
      

      
      “Final Report of the Resumed Sessions of the Third Meeting of the Preparatory Committee,”
         WSIS, Geneva, November10–14, December 5–6, 9, 2003, Document WSIS/PC-3/DOC/15-E, April
         27, 2004, www.itu.int/dms_pub/itu-s/md/03/wsispc3/doc/S03-WSISPC3-DOC-0015!!PDF-E.pdf.
      

      
      “Follow-up and Possible Arrangements,” Paragraph 5, WSIS-II/PC-3/DT/21-E, September
         30, 2005, available at www.itu.int/wsis/docs2/pc3/working/dt21.html.
      

      
      “Formation of International Ad Hoc Committee (IAHC),” Internet Society, November 11,
         1996, available at www.internetsociety.org/history-timeline/formation-international-ad-hoc-committee-iahc.
      

      
      “Global Multistakeholder Meeting on the Future of Internet Governance, Sao Paulo –
         Update,” available at https://www.icann.org/news/announcement-2014-01-11-en. 
      

      
      “Green Paper,” ICANNWiki, available at http://icannwiki.com/index.php/Green_Paper.

      
      “Green Paper, Improvement of Technical Management of Internet Names and Addresses”;
         Proposed Rule; request for public comment, 63 FR 8825-8833, (Volume 63, Number 34),
         February 20, 1998, Department of Commerce, National Telecommunications and Information
         Administration, 15 CFR Chapter XXIII, Docket No. 980212036-8036-01, available at www.ntia.doc.gov/legacy/ntiahome/domainname/022098fedreg.htm.
      

      
      Hofmann, Jeanette, “IGF’s MAG renewed, governments flex muscles?” IGP Blog, August
         23, 2007, http://blog.internetgovernance.org/blog/_archives/2007/8/23/3178807.html.
      

      
      Hom, Sharon, and Amy Tai, “The Map Is Not the Landscape: Reflections on WSIS 2003,
         The World Summit in Reflection,” Berkman Center for Internet and Society, Harvard
         Law School, available at http://cyber.law.harvard.edu/wsis/Tai.html.
      

      
      “IAB: About,” available at www.iab.org/about/.

      
      “IAHC,” ICANNWiki, available at http://icannwiki.com/index.php/IAHC.

      
      “IANA Functions Stewardship Transition Updates,” www.icann.org/news/announcement-2014-07-16-en.

      
      IANA Press Release, “Remembering Jonathan B. Postel,” www.postel.org/remembrances/iana-pr102098.html.

      
      “IANA: Procedures for Establishing ccTLDs,” www.iana.org/cctld/cctld-establishment-procedures-19mar03.htm.

      
      “ICANN and VeriSign Announce End to Long-Standing Dispute,” October 24, 2005, available
         at www.icann.org/en/announcements/announcement-24oct05.htm.
      

      
      “ICANN and U.S. Department of Commerce Announce New Three-Year Agreement,” www.icann.org/en/news/announcements/announcement-17sep03-en.htm.

      
      “IGF 2012 – Internet Governance for Sustainable Human, Economic and Social Development,”
         The Seventh Meeting of the Internet Governance Forum, Baku, Azerbaijan, November 6–9,
         2012, (Brian Gutterman, ed., 2013) (IGF proceedings published by the United Nations),
         www.intgovforum.org/cms/documents/publications/177-igf-2012-baku-internet-governance-for-sustainable-human-economic-and-social-development?path=.
      

      
      IGF Athens, Access Session transcript, available at www.intgovforum.org/cms/index.php/athensmeeting.

      
      IGF Brazil government site, available at www.igfbrazil2007.br/.

      
      “Information for Registrars and Registrants,” ICANN, www.icann.org/en/resources/registrars.

      
      Internet Assigned Numbers Authority, www.iana.org/.

      
      Internet Governance Forum, www.intgovforum.org/cms/athensmeeting.
      

      
      “Internet Governance Forum: Identifying the Impact,” Diplo, Rio de Janeiro, Brazil,
         2007, www.diplomacy.edu/ig/impact/Meetings/display.asp?Topic=Brazil.
      

      
      “Internet Governance: Quo Vadis? IGP’s Response to the WGIG Report,” Internet Governance
         Project, August 15, 2005, available at /www.itu.int/wsis/docs2/pc3/contributions/misc/IGP-wgig.pdf.
      

      
      “Internet Governance: What Happened in 2013? What Will Happen in 2014?” Council of
         European National Top Level Domain Registries (CENTR), available at https://centr.org/index.php?q=CENTR-Paper-IG_landscape_this_year_and_next.
      

      
      “IP Justice Report on 2007 Internet Governance Forum,” http://ipjustice.org/wp/2007/11/19/2007-igf-rio-wrap-up/.

      
      “IP Justice’s Robin Gross Named to United Nations Internet Governance Forum (IGF)
         Advisory Group,” http://ipjustice.org/WSIS/IGF052206.shtml.
      

      
      “ISO: Overview of the ISO System,” www.iso.org/iso/en/aboutiso/introduction/index.html.

      
      “ISOC Commentary on the Status of the Work of the Working Group on Internet Governance,”
         April 2005, available at www.internetsociety.org/isoc-commentary-status-work-working-group-internet-governance.
      

      
      “Joint Project Agreement (JPA) between the Department of Commerce and the Internet
         Corporation for Assigned Names and Numbers,” September 29, 2006, www.icann.org/general/JPA-29sep06.pdf.
      

      
      Karrenberg, Daniel, “DNS Root Name Servers Explained for Non-Experts,” Internet Society
         (September 2007, Version 2), www.isoc.org/briefings/019/.
      

      
      Kuerbis, Brenden, “An IG Research Home: A Long Term Role for IGF?” Internet Governance
         Project, December 5, 2007, http://blog.internetgovernance.org/blog/_archives/2007/12/5/3393138.html.
      

      
      Kurbalija, Jovan, “World Summit on the Information Society and Development of Internet
         Diplomacy,” Diplo, March 2007, www.diplomacy.edu/resources/general/world-summit-information-society-and-development-internet-diplomacy.
      

      
      Lachance, Janice R., “Transparency and Openness in a Global Economy,” Special Libraries
         Association, www.intgovforum.org/contributions_for_1st_IGF.htm.
      

      
      “Main Outcome of the Asia Pacific Regional Conference for the WSIS,” Ministry of Public
         Management, Home Affairs, Posts and Telecommunications, Japan, www.itu.int/wsis/docs/pc2/opening/ishida-speech.pdf.
      

      
      “Managing Critical Resources,” Transcript, Internet Governance Forum, Sharm El Sheikh,
         Egypt, November 16, 2009, www.intgovforum.org/cms/2009-igf-sharm-el-sheikh.
      

      
      “Mark P. McCahill,” Wikipedia, available at https://en.wikipedia.org/wiki/Mark_McCahill.Memorandum
         of Fred Weingarten, Report on the Working Group on Internet Governance, Office for
         Information Technology Policy, American Library Association, August 1, 2005, available
         at www.ala.org/ala/aboutala/offices/oitp/PDFs/ALASLAmemo.pdf.
      

      
      “Memorandum of Understanding ICANN and the United States Department of Commerce,”
         www.icann.org/en/about/agreements/mou-jpa/icann-mou-25nov98-en.htm.
      

      
      “Montevideo Statement on the Future of Internet Cooperation,” Uruguay, October 7,
         2013, www.icann.org/news/announcement-2013-10-07-en.
      

      
      Mueller, Milton, “A Further Look into ORSN,” CircleID, October 10, 2005, available
         at www.circleid.com/posts/a_further_look_into_orsn/.
      

      
      Mueller, Milton, “ICANN’s New MoU: Old Wine in a New Bottle,” Internet Governance
         Project, September 30, 2006, available www.internetgovernance.org/2006/09/30/icanns-new-mou-old-wine-in-a-new-bottle/.
      

      
      Mueller, Milton, “The Forum MAG: Who Are These People?” ICANN Watch, May 18, 2006,
         www.icannwatch.org/article.pl?sid=06/05/18/226205.
      

      
      Mutasa, Haru, “The WSIS 101: The Story in a Nutshell,” Pre-Conference Workshop on
         Internet Governance in Newspaper of the World Summit on the Information Society, (Le
         quotidien du Sommet Mondial sur la Société de l’Information), Accra, Ghana, February
         2, 2005, available at http://allafrica.com/stories/200502020009.html.
      

      
      NCUC, www.ncuc.org/.

      
      NPOC, www.npoc.org/index.php.

      
      “Number Resources,” Internet Assigned Numbers Authority, www.iana.org/numbers/.

      
      “OECD Input to the United Nations Working Group on Internet Governance,” Directorate
         for Science, Technology and Industry, Committee for Information, Computer and Communications
         Policy, Organisation for Economic Co-operation and Development (Organisation de Coopération
         et de Développement Economiques),DSTI/ICCP(2005)4/FINAL, available at www.oecd.org/dataoecd/34/9/34727842.pdf. 
      

      
      “Open Root Server Network (ORSN),” Wikipedia, http://en.wikipedia.org/wiki/ORSN.
      

      
      “Open Root Server Network,” General Information, Open Root Server Network, www.orsn.org/en/.

      
      Osborne, Brian, “VeriSign ICANN Lawsuit Dismissed,” August 31, 2004, www.geek.com/news/verisign-icann-lawsuit-dismissed-554666/.

      
      Peake, Adam, “Internet governance and the World Summit on the Information Society,”
         Association for Progressive Communications, June 2004, http://rights.apc.org/documents/governance.pdf.
      

      
      “Preliminary Information Note, Second Regional Preparatory Conference for the World
         Summit on the Information Society,” Partnership for building the Arab information
         society, Damascus, November 22–23, 2004, available at www.escwa.un.org/wsis/conference2/infoE.pdf.
      

      
      “Preparatory Process - PrepCom-2, Visionaries Panel, Future of the Information Society,”
         World Summit on the Information Society, www.itu.int/wsis/preparatory/prepcom/pc2/visionaries/index.html.
      

      
      President of PrepCom, “Decision of PrepCom-1,” Part A, WSIS-II/PC-1/DOC/5-E, World
         Summit on the Information Society, June 25, 2005, www.itu.int/wsis/docs2/pc1/doc5.pdf.
      

      
      President of the PrepCom of the Tunis Phase, “Political chapeau-Tunis Commitment:
         Political Chapeau and Operational Plan,” WSIS-II/PC-3/DOC/8-E, 8 August 8, 2005, www.itu.int/wsis/docs2/pc3/off8.pdf.
      

      
      “Pushing and Prodding, Goading and Hand-Holding: Reflection from the Association for
         Progressive Communications (APC) at the Conclusion of the World Summit on the Information
         Society,” www.apc.org/en/system/files/apc_wsis_reflection_0206.pdf.
      

      
      Rader, Ross, “Perspective: ICANN, VeriSign Make Strange Bedfellows,” CNET News, November
         21, 2005, available at https://www.mail-archive.com/infowarrior@g2-forward.org/msg01673.html.
         “Remembering Jonathan B. Postel,” IANA Press Release, October 20, 1998, available
         at www.postel.org/remembrances/iana-pr102098.html.
      

      
      Report of the Working Group on Internet Governance, Château de Bossey, June 2005,
         www.wgig.org/docs/WGIGREPORT.pdf.
      

      
      “Reporter’s Log: Internet Governance Forum,” BBC News Technology, available at http://news.bbc.co.uk/2/hi/technology/6090394.stm.

      
      “Request for Comments,” IETF, www.ietf.org/rfc.html.

      
      “Resources for Country Code Managers,” ICANN, www.icann.org/cctlds/.

      
      “Security, Openness and Privacy,” Transcript of Session, IGF 2010, September 16, 2010,
         available atwww.intgovforum.org/cms/component/content/article/102-transcripts2010/658-sop.
      

      
      “Short Synthesis of Written Contributions and Discussions,” Internet Governance Forum,
         www.intgovforum.org/brief.htm.
      

      
      Souter, David R., “Whose Summit? Whose Information Society? Developing Countries and
         Civil Society at the World Summit on the Information Society,” Association for Progressive Communications 7 (2006).
      

      
      “Statement Attributable to the Spokesman for the Secretary-General on Internet Governance
         Forum,” Secretary General, Office of Spokesperson, New York, March 2, 2006, www.un.org/apps/sg/sgstats.asp?nid=1942.
      

      
      Second Regional Preparatory Conference for the World Summit on the Information Society,
         Partnership for Building the Arab Information Society, Damascus, November 22–23, 2004,
         available at http://portal.unesco.org/ci/en/ev.php-URL_ID=17558&URL_DO=DO_TOPIC&URL_SECTION=201.html.
      

      
      “Shaping Information Societies for Human Needs,” Civil Society Declaration to the
         World Summit of the Information Society, WSIS Civil Society Plenary, Geneva, December
         8, 2003, available at www.itu.int/wsis/docs/geneva/civil-society-declaration.pdf.
      

      
      “Statement of Policy on the Management of Internet Names and Addresses [White Paper],”
         National Telecommunications and Information Administration, United States Department
         of Commerce, Docket Number: 980212036-8146-02, June 5, 1998, www.ntia.doc.gov/federal-register-notice/1998/statement-policy-management-internet-names-and-addresses.
      

      
      “Timeline for the Formulation and Implementation of the Uniform Domain-Name Dispute-Resolution
         Policy,” ICANN, www.icann.org/en/help/dndr/udrp/schedule.
      

      
      “United Nations Establishes Working Group on Internet Governance, Press Release,”
         PI/1620, November 11, 2004, www.un.org/News/Press/docs/2004/pi1620.doc.htm.
      

      
      “United States Approach to the Internet: Guiding Principles for the UN Working Group
         on Internet Governance,” available at www.wgig.org/docs/usa.pdf.
      

      
      Western Asia Preparatory Conference for the WSIS, World Summit on the Information
         Society, available at www.escwa.un.org/wsis/conference/outcome.html.
      

      
      “What Is an Open Forum,” Internet Governance Forum, www.intgovforum.org/cms/component/content/article/121-preparatory-process/1315-open-forums.

      
      “What Is ISO 3166,” International Organization for Standardization, www.iso.org/iso/home/standards/country_codes.htm.

      
      “White Paper,” ICANNWiki, http://icannwiki.com/index.php/White_Paper.

      
      “Working Group on Improvements to the Internet Governance Forum,” Economic and Social
         Council, www.unctad.info/en/CstdWG.
      

      
      “WSIS Stocktaking Process,” www.itu.int/wsis/stocktaking/.
      

      
      Speeches and Addresses

      
      Lincoln, Abraham, “Annual Message to Congress, Concluding Remarks,” Washington, D.C.
         (December 1, 1862).
      

      
      Madison, James, “The Debates in the Convention of the Commonwealth of Virginia,” on
         the Adoption of the Federal Constitution, June 6, 1788, available at Constitution
         Society, www.constitution.org/rc/rat_va_05.htm.
      

      
      Mueller, Milton, “Securing Internet Freedom: Security, Privacy and Global Governance,”
         Inaugural Address of Prof. Dr. Milton Mueller, XS4ALL Professor, Technology University
         of Delft, Information and Communication Technology section, Faculty of Technology,
         Policy and Management, October 17, 2008.
      

      
      Other Materials

      
      Gospel of Thomas (Saying 39).

      
      ICANN, “Factsheet: Root Server Attack on 6 February 2007,” (March 1, 2007), 2.

      
      “Latin Dictionary,” Perseus Digital Library, Tufts University, Gregory R. Crane, ed.,
         available at www.perseus.tufts.edu/hopper/.
      

      
      Oxford Latin Dictionary, Volume II, 2308-2309, P. G. Glare, ed., 2nd ed., (2012).
      

      
      Passos Gil Moreira, Gilberto, Minister of Culture, Federal Government of Brazil and
         Luigi Vimercati, Undersecretary of State for Communications, Government of Italy,
         Joint Declaration on Internet Rights, the Minister of Culture of Brazil and the Undersecretary
         for Communications of Italy, Rio de Janeiro, November 13, 2007.
      

      
      
   
      Index

      
      A

      
         academics,
         1
         , 2
         , 3
         , 4
         , 5
         , 6
         
         
            internet availability in,
            1
            
         

         
         
            as stakeholder in internet governance,
            1
            
         

         
         
            WSIS involvement of,
            1
            
         

         
      

      
      
         Access: Africa’s Key to an Inclusive Information Society,
         1
         
      

      
      
         Accra Commitments,
         1
         
      

      
      
         Address Supporting Organization (ASO),
         1
         
      

      
      
         Advanced Research Projects Agency (ARPA),
         1
         , 2
         
      

      
      
         Advanced Research Projects Agency Network(ARPANET),
         1.1-1.2
         , 2
         , 3
         , 4
         , 5
         , 6
         , 7
         
      

      
      
         Affirmation of Commitments by the United States Department of Commerce and the Internet
            Corporation for Assigned Names and Numbers (AoC),
         1.1-1.2
         , 2
         
         
            description of,
            1
            
         

         
         
            replaces JPA,
            1.1-1.2
            
         

         
      

      
      
         Afonso, Carlos,
         1
         
      

      
      
         Aiken, Howard Hathaway,
         1.1-1.2
         
      

      
      
         ALA. See American Library Association
         
      

      
      
         Alexander the Great,
         1
         
      

      
      
         Allen, Paul,
         1
         
      

      
      
         American Convention on Human Rights,
         1.1-1.2
         
      

      
      
         American Declaration of the Rights and Duties of Man,
         1
         
      

      
      
         American Gemini spacecraft,
         1
         
      

      
      
         American Library Association (ALA),
         1.1-1.2
         
      

      
      
         Amnesty International,
         1
         , 2
         
      

      
      
         analog computer,
         1
         , 2.1-2.2
         
      

      
      
         Analytical Engine,
         1
         
      

      
      
         Andreessen, Mark,
         1
         
      

      
      
         Annan, Kofi,
         1.1-1.2
         , 2
         
      

      
      
         Antarctica,
         1
         , 2
         
         
            global commons of,
            1
            
         

         
         
            international cooperation in,
            1
            
         

         
         
            as res communis,
            1
            
         

         
      

      
      
         Antarctic Treaty System,
         1.1-1.2
         
         
            agree to disagree provision of,
            1
            
         

         
         
            Articles of,
            1.1-1.2
            
         

         
         
            common heritage concept in,
            1.1-1.2
            
         

         
         
            measures of Article IX,
            1.1-1.2
            
         

         
         
            secretariat in,
            1
            
         

         
      

      
      
         Antikythera Mechanism,
         1
         
      

      
      
         anycast technique,
         1
         
      

      
      
         AoC. See Affirmation of Commitments by the United States Department of Commerce and
            the Internet Corporation for Assigned Names and Numbers
         
      

      
      
         Application Layer,
         1
         
      

      
      
         Aquinas, Thomas (saint),
         1
         
      

      
      
         Arab Group, stakeholder comment,
         1.1-1.2
         
      

      
      
         Aristarchus,
         1
         , 2
         
      

      
      
         ARPA. See Advanced Research Projects Agency
         
      

      
      
         ARPANET. See Advanced Research Projects Agency Network
         
      

      
      
         Asia-Pacific Regional Conference,
         1.1-1.2
         
      

      
      
         ASO. See Address Supporting Organization
         
      

      
      
         Athens,
         1.1-1.2
         
      

      
      B

      
         Babbage, Charles,
         1
         , 2
         
      

      
      
         Balleste, Roy,
         1.1-1.2
         
      

      
      
         Ballinger, Steve,
         1
         
      

      
      
         Ban Kimoon,
         1.1-1.2
         
      

      
      
         Baran, Paul,
         1
         
      

      
      
         Barbados, stakeholder comment,
         1.1-1.2
         
      

      
      
         Barlow, John Perry,
         1
         , 2
         
      

      
      
         Bávaro Declaration,
         1
         
      

      
      
         Beckstrom, Rod,
         1.1-1.2
         , 2
         
      

      
      
         Beirut Declaration,
         1
         
      

      
      
         Berkeley Internet Name Domain (BIND),
         1
         
      

      
      
         Berners-Lee, Tim,
         1
         
      

      
      
         Bhatia, Virat,
         1.1-1.2
         
      

      
      
         Billings, John S.,
         1
         
      

      
      
         BIND. See Berkeley Internet Name Domain
         
      

      
      
         BNN. See Bolt, Beranek and Newman
         
      

      
      
         Boggs, David,
         1
         
      

      
      
         Bolt, Beranek and Newman (BNN),
         1
         , 2
         
      

      
      
         Boyd, J. Kirk,
         1
         
      

      
      
         Brave Buffalo,
         1
         , 2
         
      

      
      
         Brazil,
         1
         , 2
         , 3.1-3.2
         , 4
         , 5
         , 6
         
         
            IGF meeting hosted by,
            1
            
         

         
         
            intergovernmental form of governance preferred by,
            1
            , 2
            
         

         
         
            as ITU supporter,
            1
            
         

         
      

      
      
         Bucharest Declaration,
         1
         
      

      
      
         Byzantine Empire,
         1
         
      

      
      C

      
         Cailliau, Robert,
         1
         
      

      
      
         Canada, stakeholder comment,
         1.1-1.2
         
      

      
      
         Cavalli, Olga,
         1
         
      

      
      
         ccNSO. See Country Code Names Supporting Organization
         
      

      
      
         ccTLDs. See country code top-level domains
         
      

      
      
         Census Bureau, U.S.,
         1.1-1.2
         
      

      
      
         CENTR. See Council of European National Top Level Domain Registries
         
      

      
      
         Cerf, Vinton,
         1
         , 2.1-2.2
         , 3
         , 4
         
      

      
      
         Chapelle, Bertrand de la,
         1.1-1.2
         
      

      
      
         Charter of the United Nations,
         1
         , 2
         
      

      
      
         Chehadé, Fadi,
         1
         
      

      
      
         China,
         1
         , 2
         , 3
         
         
            as center of discussion,
            1.1-1.2
            
         

         
         
            Cisco Systems sale to Chinese police,
            1
            
         

         
         
            generic TLDs as public policy issue of,
            1
            
         

         
         
            stakeholder comment,
            1.1-1.2
            
         

         
      

      
      
         Cisco Systems,
         1
         
      

      
      
         civil society groups,
         1
         , 2
         , 3
         , 4
         , 5
         , 6
         , 7
         
         
            accreditation of,
            1.1-1.2
            
         

         
         
            declaration of,
            1.1-1.2
            
         

         
         
            human rights language conflict of,
            1.1-1.2
            , 2
            , 3
            
         

         
         
            limited participation opportunities for,
            1
            
         

         
         
            pushed to periphery in WSIS discussions,
            1
            
         

         
         
            as stakeholder in internet governance,
            1
            
         

         
         
            WGIG’s model two favored by,
            1
            
         

         
         
            WSIS involvement of,
            1
            , 2
            
         

         
         
             See also human rights
            
         

         
      

      
      
         Civil Society Independent Evaluation Office (CSIEO),
         1
         , 2
         
      

      
      
         Civil Society Internet Governance Caucus,
         1.1-1.2
         
      

      
      
         Civil War,
         1
         
      

      
      
         Clark, Wesley,
         1
         
      

      
      
         Clinton, Bill,
         1
         
      

      
      
         code-based regulation,
         1
         
      

      
      
         Cold War,
         1
         , 2
         
      

      
      
         Columbus, Christopher,
         1
         , 2
         
      

      
      
         common heritage concept,
         1
         
         
            core of,
            1.1-1.2
            
         

         
         
            rationale behind,
            1
            
         

         
         
            value of,
            1
            
         

         
      

      
      
         computers
         
         
            early computing devices,
            1
            
         

         
         
            history overview of,
            1.1-1.2
            
         

         
         
            origins of,
            1
            
         

         
         
            rapid evolution of,
            1.1-1.2
            
         

         
         
            vacuum tube design of,
            1
            
         

         
      

      
      
         Computing-Tabulating-Recording Company,
         1
         
      

      
      
         Constantine I (emperor),
         1
         
      

      
      
         Constantinople,
         1
         
      

      
      
         Cooperative Research and Development Agreement (CRADA),
         1
         
      

      
      
         copyright considerations,
         1
         , 2
         , 3
         
      

      
      
         Cosmos (Sagan),
         1
         
      

      
      
         Costa, Helio,
         1
         
      

      
      
         Cotonou Agreement,
         1
         , 2
         
      

      
      
         Council of Europe,
         1
         , 2
         , 3
         , 4
         
      

      
      
         Council of European National Top Level Domain Registries (CENTR),
         1.1-1.2
         
      

      
      
         Country Code Names Supporting Organization (ccNSO),
         1
         
      

      
      
         country code top-level domains (ccTLDs),
         1
         , 2
         , 3
         , 4
         , 5
         , 6
         , 7
         
      

      
      
         Court of Appeals, U. S. (Ninth Circuit),
         1
         
      

      
      
         CRADA. See Cooperative Research and Development Agreement
         
      

      
      
         critical internet resources,
         1
         , 2
         , 3
         , 4
         , 5.1-5.2
         , 6
         
         
            Chapelle and Mueller on,
            1.1-1.2
            
         

         
         
            IGF session on managing,
            1.1-1.2
            
         

         
      

      
      
         Crocker, Stephen D.,
         1
         , 2.1-2.2
         , 3.1-3.2
         
      

      
      
         Cruft Laboratory, Harvard University,
         1
         
      

      
      
         CSIEO. See Civil Society Independent Evaluation Office
         
      

      
      
         CSTD. See UN Commission on Science and Technology for Development
         
      

      
      
         cybercrime,
         1
         , 2
         , 3
         , 4
         , 5
         
      

      
      
         cyberpower,
         1.1-1.2
         , 2
         
      

      
      
         cyber security,
         1
         , 2
         , 3.1-3.2
         , 4
         
      

      
      
         cyberspace,
         1
         , 2
         , 3
         , 4
         , 5
         , 6
         
         
            in model of Self-Regulation,
            1.1-1.2
            
         

         
         
            as regulation free,
            1
            
         

         
         
            rise of,
            1.1-1.2
            
         

         
      

      
      D

      
         Dalberg-Acton, John Emerich Edward,
         1.1-1.2
         , 2
         
      

      
      
         Daley, William M.,
         1
         
      

      
      
         Damascus regional meeting,
         1
         
      

      
      
         Dark Ages,
         1
         
      

      
      
         DARPA. See Defense Advanced Research Projects Agency
         
      

      
      
         data storage,
         1
         
      

      
      
         Davies, Donald,
         1
         
      

      
      
         Dearden, Nick,
         1
         
      

      
      
         DEC. See Digital Equipment Corporation
         
      

      
      
         Declaration of Independence of Cyber Space,
         1
         
      

      
      
         Declaration of Principles,
         1.1-1.2
         , 2
         , 3
         , 4
         , 5
         
         
            creation of,
            1
            
         

         
         
            in Prepcom 2 meeting,
            1
            
         

         
         
            privacy and freedom of expression in,
            1
            
         

         
      

      
      
         DECnet,
         1
         
      

      
      
         Defense Advanced Research Projects Agency (DARPA ),
         1
         , 2
         , 3
         
      

      
      
         Department of Commerce, U.S. (DOC),
         1
         , 2
         , 3
         , 4
         , 5
         , 6
         , 7
         
         
            AoC replaces JPA in,
            1.1-1.2
            , 2.1-2.2
            , 3
            
         

         
         
            MoU between ICANN and,
            1.1-1.2
            
         

         
      

      
      
         Department of Defense, U.S.,
         1.1-1.2
         
      

      
      
         Department of Economic and Social Affairs, UN,
         1
         
      

      
      
         Desai, Nitin,
         1
         , 2
         , 3
         , 4
         , 5
         , 6
         
         
            as MAG chairman,
            1
            
         

         
         
            as Secretary-General’s Special Adviser for the World Summit,
            1
            
         

         
         
            WGIG secretariat chaired by,
            1
            
         

         
      

      
      
         digital computing (computers),
         1.1-1.2
         
      

      
      
         Digital Equipment Corporation (DEC),
         1
         
      

      
      
         Disspain, Chris,
         1
         
      

      
      
         distribution of electromagnetic spectrum,
         1
         
      

      
      
         DNS. See Domain Name System
         
      

      
      
         DNS Root Server System Advisory Committee (RSSAC),
         1
         
      

      
      
         DNS Security Extensions (DNSSEC),
         1
         
      

      
      
         DNS Wars,
         1.1-1.2
         , 2
         
      

      
      
         DOC. See Department of Commerce, U.S.
         
      

      
      
         domain name registration
         
         
            commercialization of,
            1.1-1.2
            
         

         
         
            trademark disputes in,
            1
            , 2
            , 3
            , 4
            , 5
            
         

         
      

      
      
         Domain Name System (DNS),
         1
         , 2.1-2.2
         , 3
         , 4
         , 5
         
         
            control of internet by,
            1
            
         

         
         
            IP addresses in,
            1.1-1.2
            
         

         
         
            privatization of,
            1
            
         

         
         
            statements by U. S. concerning,
            1.1-1.2
            
         

         
         
            three layers of,
            1
            
         

         
      

      
      
         Doria, Avri,
         1
         , 2
         , 3.1-3.2
         
      

      
      
         Dunlap, Kevin,
         1
         
      

      
      
         dynamic coalitions, IGF,
         1.1-1.2
         , 2
         
      

      
      E

      
         Echeberria, Raul,
         1
         
      

      
      
         ECOSOC. See United Nations Economic and Social Council
         
      

      
      
         Educase,
         1
         
      

      
      .

      
         .edu domain,
         1
         
      

      
      E

      
         Egypt
         
         
            fourth meeting of IGF,
            1.1-1.2
            
         

         
         
            stakeholder comment,
            1.1-1.2
            
         

         
      

      
      
         Eisenhower, Dwight D.,
         1
         , 2
         
      

      
      
         electronic bridge,
         1
         , 2
         
      

      
      
         electronic commerce,
         1
         , 2
         
      

      
      
         electronic computer,
         1
         
      

      
      
         Electronic Numerical Integrator and Computer (ENIAC),
         1
         
      

      
      
         e-mail,
         1
         
      

      
      
         enhanced cooperation controversy,
         1
         
      

      
      
         ENIAC. See Electronic Numerical Integrator and Computer
         
      

      
      
         ethernet,
         1
         
      

      
      
         EU. See European Union
         
      

      
      
         European Organization for Nuclear Research (CERN),
         1
         , 2
         
      

      
      
         European Union (EU),
         1
         , 2
         
         
            cooperation model of,
            1
            
         

         
         
            proposal for internet governance by,
            1.1-1.2
            
         

         
         
            stakeholder comment,
            1.1-1.2
            
         

         
         
            against U. S. regarding ICANN,
            1.1-1.2
            
         

         
      

      
      F

      
         Fawcett, Percy,
         1
         
      

      
      
         Fernandez, Juan,
         1
         
      

      
      
         Firefox,
         1
         
      

      
      
         Framework for Global Electronic Commerce,
         1
         
      

      
      
         free flow of information,
         1
         , 2
         , 3
         , 4
         , 5.1-5.2
         
      

      
      G

      
         GAC. See Governmental Advisory Committee
         
      

      
      
         Gates, Bill,
         1
         
      

      
      
         General Declaration on the Use of Scientific and Technological Progress in the Interests
            of Peace for the Benefit of Mankind,
         1
         
      

      
      
         Generic Names Supporting Organization (GNSO),
         1
         , 2
         , 3
         
      

      
      
         generic Top-Level Domain (gTLD),
         1
         , 2
         , 3
         , 4
         , 5
         
      

      
      
         Geneva,
         1.1-1.2
         , 2.1-2.2
         
      

      
      
         Ghana, stakeholder comment,
         1.1-1.2
         
      

      
      
         GIC. See Global Internet Council
         
      

      
      
         GIPC. See Global Internet Policy Council
         
      

      
      
         global electronic network,
         1
         , 2
         
      

      
      
         Global Internet Council (GIC),
         1
         
      

      
      
         Global Internet Policy Council (GIPC),
         1
         
      

      
      
         Global Multistakeholder Meeting on the Future of Internet Governance,
         1.1-1.2
         
      

      
      
         GNSO. See Generic Names Supporting Organization
         
      

      
      
         Gordian knot,
         1
         
      

      
      
         Gore, Al,
         1.1-1.2
         
      

      
      
         Gosset, Ulysse,
         1
         
      

      
      .

      
         .gov domain,
         1
         
      

      
      G

      
         Governmental Advisory Committee (GAC),
         1
         , 2
         , 3
         , 4
         , 5
         
         
            DOC participation in,
            1
            
         

         
         
            ICANN involvement of,
            1
            , 2
            
         

         
      

      
      
         Great Britain,
         1
         
      

      
      
         Great Pyramid of Giza,
         1
         
      

      
      
         Green Paper (Proposal to Improve the Technical Management of Internet Names and Addresses),
         1.1-1.2
         
      

      
      
         Greve, Hanne Sophie,
         1
         
      

      
      
         Gross, Robin,
         1
         
      

      
      
         Grybauskaite, Dalia,
         1
         
      

      
      
         gTLD. See generic Top-Level Domain
         
      

      
      
         Gutierrez, Carlos M.,
         1
         
      

      
      H

      
         Hadoulis, John,
         1
         
      

      
      
         Hagia Sophia (Church of Holy Wisdom ),
         1
         
      

      
      
         Harbi, Mohammed,
         1
         
      

      
      
         Hardin, Garrett,
         1
         
      

      
      
         Heart, Frank,
         1
         
      

      
      
         Heath, Don,
         1
         , 2
         
      

      
      
         Hofmann, Jeanette,
         1
         
      

      
      
         Hollerith, Herman,
         1
         
      

      
      
         HOSTS.TXT file,
         1
         
      

      
      
         House of Representatives,
         1
         
      

      
      
         HRAC. See Human Rights Advisory Committee
         
      

      
      
         human rights
         
         
            education as,
            1
            
         

         
         
            in internet governance,
            1
            , 2
            , 3.1-3.2
            , 4
            , 5
            , 6
            , 7
            , 8.1-8.2
            , 9.1-9.2
            , 10
            , 11.1-11.2
            
         

         
         
            language conflict of civil society groups for,
            1.1-1.2
            , 2
            , 3
            
         

         
      

      
      
         Human Rights Advisory Committee (HRAC),
         1
         
      

      
      
         Human Rights in China,
         1
         
      

      
      I

      
         IAB. See Internet Advisory Board
         
      

      
      
         IAHC. See International Ad Hoc Committee
         
      

      
      
         IANA. See Internet Assigned Numbers Authority
         
      

      
      
         IANA Stewardship Transition Coordination Group (ICG),
         1.1-1.2
         
      

      
      
         IBM. See International Business Machines Corporation
         
      

      
      
         IBSA. See India, Brazil, and South Africa
         
      

      
      
         ICANN. See Internet Corporation for Assigned Names and Numbers
         
      

      
      
         ICCB. See Internet Configuration Control Board
         
      

      
      
         ICCPR. See International Covenant on Civil and Political Rights
         
      

      
      
         ICESCR. See International Covenant on Economic, Social and Cultural Rights
         
      

      
      
         ICG. See IANA Stewardship Transition Coordination Group
         
      

      
      
         ICT. See Information and Communication Technology
         
      

      
      
         IDNs. See internationalized domain names
         
      

      
      
         IETF. See Internet Engineering Task Force
         
      

      
      
         IFEX (freedom of expression network),
         1
         
      

      
      
         IFLA. See International Federation of Library Associations and Institutions
         
      

      
      
         IGF. See Internet Governance Forum
         
      

      
      
         IGP. See Internet Governance Project
         
      

      
      
         IIC. See International Internet Council
         
      

      
      
         IMPs. See Interface Message Processors
         
      

      
      
         Inca Empire, Machu Picchu in,
         1
         
      

      
      
         India, Brazil, and South Africa (IBSA),
         1
         , 2.1-2.2
         
      

      
      
         individual liberties,
         1
         , 2
         
      

      
      
         Information and Communication Technology (ICT),
         1
         , 2
         
      

      
      “

      
         “Information Flow in Large Communication Networks” (Kleinrock),
         1
         
      

      
      I

      
         information organization,
         1
         
      

      
      
         Information Processing Techniques Office (IPTO),
         1
         , 2
         
      

      
      
         Information Sciences Institute (ISI),
         1
         , 2
         , 3
         
      

      
      
         information sharing,
         1
         , 2
         
      

      
      
         integrated circuit,
         1
         
      

      
      
         Intel Core i7™,
         1
         
      

      
      
         Intel’s 4004,
         1
         
      

      
      
         Intel’s 8080,
         1
         
      

      
      
         Inter-American Commission on Human Rights,
         1
         
      

      
      
         Inter-American Court of Human Rights,
         1
         
      

      
      
         Interface Message Processors (IMPs),
         1.1-1.2
         , 2.1-2.2
         
      

      
      
         Intergalactic Computer Network,
         1
         
      

      
      
         intergovernmental organizations,
         1
         , 2
         , 3
         , 4
         
      

      
      
         International Ad Hoc Committee (IAHC),
         1
         , 2
         
         
            critical observations of,
            1.1-1.2
            
         

         
         
            model of Internet governance,
            1.1-1.2
            
         

         
         
            proposal criticism,
            1.1-1.2
            
         

         
         
            proposal of,
            1
            
         

         
      

      
      
         International Business Machines Corporation (IBM),
         1.1-1.2
         , 2
         
      

      
      
         International Covenant on Civil and Political Rights (ICCPR),
         1
         , 2.1-2.2
         , 3
         , 4
         
      

      
      
         International Covenant on Economic, Social and Cultural Rights (ICESCR),
         1
         , 2
         
      

      
      
         International Federation of Library Associations and Institutions (IFLA),
         1.1-1.2
         , 2
         
      

      
      
         International Internet Council (IIC),
         1
         
      

      
      
         internationalized domain names (IDNs),
         1
         , 2
         
      

      
      
         international law,
         1
         , 2
         , 3
         
         
            international custom source of,
            1
            
         

         
         
            theory of common spaces,
            1
            
         

         
         
            treaties as major tool of,
            1.1-1.2
            
         

         
      

      
      
         International Organization for Standardization (ISO),
         1
         , 2
         
      

      
      
         international relations,
         1
         , 2
         , 3
         , 4
         
      

      
      
         International Standard for Country Codes (ISO 3166),
         1
         
      

      
      
         International Telecommunications Union (ITU),
         1
         , 2
         , 3
         , 4
         , 5
         , 6
         
         
            Brazil as supporter of,
            1
            
         

         
         
            other resolutions of,
            1
            
         

         
         
            press release of,
            1.1-1.2
            
         

         
         
            representatives in IAHC,
            1
            
         

         
         
            Resolution 73 of,
            1.1-1.2
            
         

         
         
            SLDs example in,
            1
            
         

         
         
            X.25 and X.75 of,
            1
            
         

         
      

      
      
         Internet,
         1
         , 2
         , 3
         
         
            architecture and rise of cyberspace,
            1.1-1.2
            
         

         
         
            as avenue of telecommunications technology,
            1
            
         

         
         
            cyberspace commons in,
            1
            
         

         
         
            dawn of,
            1.1-1.2
            
         

         
         
            hierarchy of,
            1.1-1.2
            
         

         
         
            history of,
            1
            
         

         
         
            internationalization of,
            1
            , 2
            
         

         
         
            management of (control of resources),
            1
            
         

         
         
            new model of management required by,
            1
            
         

         
         
            Plan of Action policy development in,
            1
            
         

         
         
            Postel as father of,
            1
            
         

         
         
            res universitatis management considerations for,
            1.1-1.2
            
         

         
         
            Roman concepts for,
            1.1-1.2
            
         

         
         
            root zone of,
            1
            , 2
            , 3
            
         

         
         
            as source of financial gain and government power,
            1.1-1.2
            , 2
            , 3.1-3.2
            
         

         
         
            Supreme Court on,
            1
            
         

         
         
            two factors of successful management of,
            1
            
         

         
         
            U. S. as manager of,
            1
            , 2
            
         

         
         
            U. S. political control of,
            1.1-1.2
            , 2
            
         

         
         
            U.S. surveillance of,
            1
            , 2
            , 3
            , 4
            , 5
            
         

         
         
            World Wide Web,
            1
            , 2.1-2.2
            , 3
            
         

         
      

      
      
         Internet Activities Board,
         1
         
      

      
      
         Internet Advisory Board (IAB),
         1
         , 2
         
      

      
      
         Internet Architecture Board,
         1
         , 2
         , 3
         
      

      
      
         Internet Assigned Numbers Authority (IANA),
         1
         , 2
         , 3
         , 4
         , 5
         , 6
         , 7
         
         
            functions of,
            1.1-1.2
            
         

         
         
            Postel’s work in,
            1
            
         

         
      

      
      
         Internet Configuration Control Board (ICCB),
         1
         
      

      
      
         Internet Corporation for Assigned Names and Numbers (ICANN),
         1.1-1.2
         , 2
         , 3
         , 4
         , 5.1-5.2
         , 6
         , 7.1-7.2
         , 8
         , 9
         , 10
         , 11
         , 12
         
         
            AoC of,
            1.1-1.2
            , 2
            
         

         
         
            core value of,
            1
            
         

         
         
            EU against U. S. regarding,
            1.1-1.2
            
         

         
         
            GAC involvement of,
            1
            , 2
            
         

         
         
            international custom and multistakeholder process in,
            1.1-1.2
            
         

         
         
            management duties under MoU,
            1
            , 2.1-2.2
            
         

         
         
            model of internet governance,
            1.1-1.2
            
         

         
         
            MoU between DOC and,
            1.1-1.2
            
         

         
         
            preservation of,
            1
            
         

         
         
            review teams selection and duties in,
            1.1-1.2
            
         

         
         
            rise of,
            1.1-1.2
            
         

         
         
            set-up of,
            1
            , 2.1-2.2
            
         

         
         
            supporting organizations of,
            1
            
         

         
         
            VeriSign agreement with,
            1.1-1.2
            , 2
            
         

         
         
            WGIG’s report comments by,
            1.1-1.2
            
         

         
      

      
      
         Internet Engineering Task Force (IETF),
         1
         , 2
         , 3
         , 4
         
         
            Internet governance model of,
            1.1-1.2
            
         

         
         
            mottos of,
            1.1-1.2
            
         

         
         
            three main principles of,
            1.1-1.2
            
         

         
      

      
      
         Internet Explorer,
         1
         
      

      
      
         Internet filtering,
         1
         , 2
         
      

      
      
         Internet Gopher,
         1
         
      

      
      
         Internet governance,
         1
         
         
            Antarctic treaty relevance to,
            1.1-1.2
            
         

         
         
            bottom-up approach of,
            1
            , 2
            
         

         
         
            common good of,
            1.1-1.2
            
         

         
         
            conflict between two camps in,
            1.1-1.2
            
         

         
         
            cooperation opportunities in new model of,
            1.1-1.2
            
         

         
         
            demystifying models of,
            1.1-1.2
            
         

         
         
            EU proposal for,
            1.1-1.2
            
         

         
         
            future of,
            1.1-1.2
            
         

         
         
            human dignity in,
            1
            , 2
            , 3.1-3.2
            , 4.1-4.2
            , 5
            
         

         
         
            human rights in,
            1
            , 2
            , 3
            , 4
            , 5
            , 6
            , 7.1-7.2
            , 8.1-8.2
            , 9.1-9.2
            , 10
            , 11.1-11.2
            
         

         
         
            ICANN model of,
            1.1-1.2
            
         

         
         
            in international relations agenda,
            1
            
         

         
         
            issue of control in,
            1.1-1.2
            
         

         
         
            ordinary user and,
            1.1-1.2
            
         

         
         
            policy concerns in,
            1.1-1.2
            
         

         
         
            PrepCom 3 controversial items of,
            1.1-1.2
            
         

         
         
            regional thematic meetings on,
            1.1-1.2
            
         

         
         
            relevance of,
            1
            
         

         
         
            Roman model of,
            1.1-1.2
            
         

         
         
            search of new models in,
            1.1-1.2
            , 2.1-2.2
            
         

         
         
            three goals of book,
            1.1-1.2
            
         

         
         
            wide range of stakeholders in,
            1
            
         

         
         
            WSIS discussion of,
            1.1-1.2
            , 2
            
         

         
         
            See also models of Internet governance
            
         

         
      

      
      
         Internet Governance Caucus,
         1
         
      

      
      
         Internet Governance Forum (IGF), UN,
         1
         , 2
         , 3
         , 4
         , 5
         , 6.1-6.2
         
         
            access as subject of,
            1.1-1.2
            , 2
            , 3
            , 4
            
         

         
         
            Athens inaugural meeting of,
            1.1-1.2
            
         

         
         
            content blocking as subject of,
            1.1-1.2
            
         

         
         
            critical internet resources subject in,
            1
            , 2
            , 3
            , 4
            , 5.1-5.2
            , 6.1-6.2
            
         

         
         
            discussion themes of,
            1.1-1.2
            
         

         
         
            dynamic coalitions of,
            1.1-1.2
            , 2
            
         

         
         
            Egypt, fourth meeting of,
            1.1-1.2
            
         

         
         
            emerging issues session of,
            1
            , 2
            
         

         
         
            evolution of discussion in,
            1.1-1.2
            
         

         
         
            four segments of meetings in,
            1.1-1.2
            
         

         
         
            India, third meeting of,
            1.1-1.2
            
         

         
         
            main sessions of,
            1.1-1.2
            
         

         
         
            mandate issues of,
            1.1-1.2
            
         

         
         
            mass surveillance issue in,
            1.1-1.2
            
         

         
         
            notable stakeholders of,
            1.1-1.2
            
         

         
         
            online user protection in,
            1
            
         

         
         
            open forum in,
            1
            
         

         
         
            openness as subject of,
            1.1-1.2
            , 2.1-2.2
            , 3.1-3.2
            
         

         
         
            other issues to discuss in,
            1
            
         

         
         
            preparations for,
            1.1-1.2
            
         

         
         
            public policy issues to discuss in,
            1.1-1.2
            
         

         
         
            Rio de Janeiro meeting of,
            1.1-1.2
            
         

         
         
            second mandate of,
            1.1-1.2
            , 2.1-2.2
            
         

         
         
            security session of,
            1
            
         

         
         
            subjects of discussion in inaugural meeting,
            1.1-1.2
            
         

         
         
            sub-themes of eighth meeting of,
            1.1-1.2
            
         

         
         
            Vilnius, fifth meeting of,
            1.1-1.2
            , 2
            
         

         
         
            workshops of,
            1.1-1.2
            
         

         
      

      
      
         Internet Governance Project (IGP),
         1.1-1.2
         
      

      
      
         Internet Layer,
         1
         
      

      
      
         Internet Network Information Center (InterNIC),
         1
         , 2
         
      

      
      
         Internet Protocol addresses (IP),
         1
         , 2
         
         
            in DNS,
            1.1-1.2
            
         

         
         
            two parts of,
            1
            
         

         
      

      
      
         Internet Research Task Force (IRTF),
         1
         
      

      
      
         Internet Service Providers (ISPs),
         1
         , 2
         , 3
         
      

      
      
         Internet Society (ISOC),
         1
         , 2
         , 3.1-3.2
         , 4
         , 5
         
      

      
      
         Internet Systems Consortium of Redwood City, California,
         1
         
      

      
      
         InterNIC. See Internet Network Information Center
         
      

      
      
         INTERPOL,
         1
         , 2
         
      

      
      
         IP. See Internet Protocol addresses
         
      

      
      
         IPTO. See Information Processing Techniques Office
         
      

      
      
         IPv4,
         1
         , 2
         , 3.1-3.2
         , 4
         
      

      
      
         IPv6,
         1.1-1.2
         , 2
         
      

      
      
         IRTF. See Internet Research Task Force
         
      

      
      
         ISI. See Information Sciences Institute
         
      

      
      
         Ismail, Manal,
         1
         
      

      
      
         ISO. See International Organization for Standardization
         
      

      
      
         ISOC. See Internet Society
         
      

      
      
         ISPs. See Internet Service Providers
         
      

      
      
         Israel, stakeholder comment,
         1.1-1.2
         
      

      
      
         ITU. See International Telecommunications Union
         
      

      
      J

      
         Japan, stakeholder comment,
         1.1-1.2
         
      

      
      
         JEEVES,
         1
         
      

      
      
         Joint Project Agreement with U.S. Department of Commerce (JPA),
         1
         , 2.1-2.2
         
      

      
      
         Justinian I (emperor),
         1
         
      

      
      K

      
         Kahn, Robert,
         1
         , 2.1-2.2
         , 3
         
      

      
      
         Kamel, Tarek,
         1
         
      

      
      
         Kelly, Mark,
         1
         
      

      
      
         Kepler, Johannes,
         1
         
      

      
      
         Kilby, Jack,
         1
         
      

      
      
         Kleinrock, Leonard,
         1
         , 2
         , 3
         
      

      
      
         Korea, stakeholder comment,
         1.1-1.2
         
      

      
      
         Kuerbis, Brenden,
         1
         , 2
         , 3
         
      

      
      
         Kummer, Markus,
         1
         , 2
         , 3
         , 4
         , 5
         
      

      
      L

      
         LAN. See local-area network
         
      

      
      
         Landry, Normand,
         1.1-1.2
         , 2
         
      

      
      
         La Rue, Frank,
         1
         , 2
         , 3
         , 4
         
      

      
      
         Lasswell, Harold D.,
         1.1-1.2
         
      

      
      “

      
         “law of the horse”,
         1
         
      

      
      L

      
         Lessig, Lawrence,
         1
         
      

      
      
         lex informatica,
         1
         
      

      
      
         Liapis, Michalis,
         1
         , 2
         
      

      
      
         Library of Alexandria,
         1
         , 2
         , 3
         , 4.1-4.2
         
      

      
      
         Licklider, Joseph Carl Robnett,
         1
         
      

      
      
         Lincoln, Abraham,
         1
         
      

      
      
         LITEXPO,
         1
         , 2
         
      

      
      
         local-area network (LAN),
         1
         
      

      
      
         Locke, John,
         1
         
      

      
      
         Lovelace, Ada Augusta,
         1
         
      

      
      M

      
         Madison, James,
         1
         
      

      
      
         MAG. See Multistakeholder Advisory Group
         
      

      
      
         Magaziner, Ira C.,
         1
         
      

      
      
         main sessions, IGF,
         1.1-1.2
         
      

      
      
         Mark I,
         1
         
      

      
      
         Maskelyne, Nevil,
         1
         
      

      
      
         McCahill, Mark,
         1
         
      

      
      
         McDougal, Myers S.,
         1.1-1.2
         , 2
         
      

      
      
         mechanical computer,
         1
         
      

      
      
         Memorandum of Understanding between ICANN and the United States Department of Commerce
            (MoU),
         1.1-1.2
         
      

      
      
         Metcalfe, Bob,
         1
         
      

      
      
         MFS Communications,
         1
         
      

      
      
         microprocessor,
         1
         
      

      
      
         Microsoft,
         1
         
      

      
      
         Microsoft’s Windows operating systems,
         1
         
      

      
      
         MITS Altair 8800,
         1
         
      

      
      
         Mockapetris, Paul,
         1
         
      

      
      
         models of Internet governance
         
         
            Antarctic Continent treaty as,
            1.1-1.2
            
         

         
         
            cooperation model of EU,
            1
            
         

         
         
            Global Commons,
            1.1-1.2
            
         

         
         
            governmental interdependence in,
            1
            
         

         
         
            government regulation,
            1.1-1.2
            
         

         
         
            IAHC Proposal,
            1.1-1.2
            
         

         
         
            IBSA Joint Statement,
            1.1-1.2
            
         

         
         
            ICANN,
            1.1-1.2
            
         

         
         
            IETF,
            1.1-1.2
            
         

         
         
            international cooperation in,
            1
            
         

         
         
            International Institutions,
            1.1-1.2
            
         

         
         
            Market and Economics,
            1.1-1.2
            
         

         
         
            No Regulation,
            1.1-1.2
            
         

         
         
            Roman model,
            1.1-1.2
            
         

         
         
            Self-Regulation,
            1.1-1.2
            
         

         
         
            Technical Architecture,
            1.1-1.2
            
         

         
         
            WGIG four potential,
            1.1-1.2
            , 2.1-2.2
            
         

         
      

      
      
         Mohamad, Mahatir,
         1
         
      

      
      
         Montevideo Statement on the Future of Internet Cooperation,
         1
         
      

      
      
         Mosaic,
         1
         
      

      
      
         MoU. See Memorandum of Understanding between ICANN and the United States Department
            of Commerce
         
      

      
      
         Mueller, Milton L.,
         1
         , 2
         , 3.1-3.2
         , 4
         
      

      
      
         multilateral treaty,
         1
         
      

      
      
         Multistakeholder Advisory Group (MAG),
         1
         , 2.1-2.2
         , 3
         , 4
         
         
            main task of,
            1
            
         

         
         
            preparations for Rio de Janeiro meeting,
            1
            
         

         
      

      
      
         multistakeholder process,
         1
         , 2
         , 3
         , 4
         , 5
         , 6
         , 7
         
         
            bottom-up process of,
            1
            
         

         
         
            ICANN international custom and,
            1.1-1.2
            
         

         
         
            of WGIG,
            1.1-1.2
            , 2
            , 3
            , 4
            , 5
            
         

         
      

      
      N

      
         name servers,
         1
         , 2
         
      

      
      
         name space and resource records,
         1
         
      

      
      
         Napoleon,
         1
         
      

      
      
         national authorities,
         1
         
      

      
      
         National Center for Supercomputing Applications (NCSA),
         1
         
      

      
      
         National Museum of Greece, Athens,
         1
         
      

      
      
         National Science Foundation (NSFNET),
         1
         , 2
         , 3
         , 4.1-4.2
         , 5
         
      

      
      
         National Telecommunications and Information Administration (NTIA),
         1
         , 2
         , 3
         , 4
         
         
            Green Paper of,
            1.1-1.2
            
         

         
         
            transition and condition responsibilities of,
            1.1-1.2
            
         

         
      

      
      
         Nautical Almanac,
         1
         
      

      
      
         NCSA. See National Center for Supercomputing Applications
         
      

      
      
         NCUC. See Non-Commercial Users Constituency
         
      

      
      
         Netscape,
         1
         
      

      
      
         Network Access Layer,
         1
         
      

      
      
         network interconnection,
         1
         
      

      
      
         Network Solutions Inc. (NSI),
         1.1-1.2
         
      

      
      
         New World Information and Communication Order (NWICO),
         1
         
      

      
      
         NGOs. See non-governmental organizations
         
      

      
      
         Non-Commercial Users Constituency (NCUC),
         1
         
      

      
      
         non-governmental organizations (NGOs),
         1
         , 2
         
      

      
      
         North Atlantic Treaty Organization,
         1
         
      

      
      
         Not-for-Profit Operational Concerns Constituency (NPOC),
         1
         
      

      
      
         Noyce, Robert,
         1
         
      

      
      
         NPOC. See Not-for-Profit Operational Concerns Constituency
         
      

      
      
         NSFNET. See National Science Foundation
         
      

      
      
         NSI. See Network Solutions Inc.
         
      

      
      
         NTIA. See National Telecommunications and Information Administration
         
      

      
      
         NWICO. See New World Information and Communication Order
         
      

      
      O

      
         OEDO. See Oxford English Dictionary Online
         
      

      
      
         Office of Cyberspace Security,
         1
         
      

      
      
         Office of the High Commissioner for Human Rights,
         1
         
      

      
      
         Okundi, Philip,
         1
         
      

      
      
         open forum, IGF,
         1
         
      

      
      
         Open Root Server Network (ORSN),
         1
         
      

      
      
         Open Systems Interconnection Model (OSI),
         1
         
      

      
      
         operating systems (OS),
         1
         
      

      
      
         Orellana, Francisco de,
         1
         
      

      
      
         ORSN. See Open Root Server Network
         
      

      
      
         OS. See operating systems
         
      

      
      
         OSI. See Open Systems Interconnection Model
         
      

      
      
         Oxford English Dictionary Online (OEDO),
         1
         
      

      
      P

      
         packet-switching,
         1.1-1.2
         
      

      
      
         Pardo, Arvid,
         1
         
      

      
      
         People’s Republic of China,
         1
         
      

      
      
         personal computer,
         1
         
      

      
      
         personal data protection,
         1
         
      

      
      
         photography,
         1
         
      

      
      
         Pizarro, Gonzalo,
         1
         
      

      
      
         Plan of Action,
         1
         , 2
         , 3
         , 4
         , 5
         , 6
         , 7
         
      

      
      
         Policy Oversight Committee (POC),
         1
         
      

      
      
         political chapeau (Tunis Commitment),
         1.1-1.2
         , 2.1-2.2
         , 3
         
      

      
      
         Postel, Jon,
         1
         , 2
         , 3
         , 4
         , 5
         , 6.1-6.2
         , 7
         
         
            on critical Internet resources,
            1.1-1.2
            
         

         
         
            as father of Internet,
            1
            
         

         
         
            work in IANA,
            1
            
         

         
      

      
      
         PrepCom-1,
         1
         , 2
         , 3
         , 4
         , 5.1-5.2
         
      

      
      
         PrepCom-2,
         1
         , 2.1-2.2
         , 3
         , 4
         
      

      
      
         PrepCom-3,
         1.1-1.2
         
      

      
      
         PrepComs (preparatory committees),
         1
         
         
            first meeting as significant event,
            1
            
         

         
         
            first phase of,
            1.1-1.2
            
         

         
         
            list of relevant meetings of phase 1 and 2,
            1.1-1.2
            , 2.1-2.2
            
         

         
         
            organizational structure of,
            1.1-1.2
            
         

         
         
            second phase of,
            1.1-1.2
            
         

         
      

      
      
         press law regulations,
         1
         
      

      
      
         Price, Derek J. de Solla,
         1
         
      

      
      
         printing press,
         1
         
      

      
      
         privacy protection,
         1
         , 2
         , 3
         
      

      
      
         private sector,
         1
         , 2
         , 3
         , 4
         , 5
         , 6
         
      

      
      Q

      
         Quaynor, Nii,
         1.1-1.2
         , 2
         
      

      
      
         Quebec, stakeholder comment,
         1.1-1.2
         
      

      
      R

      
         Raboy, Marc,
         1.1-1.2
         , 2
         
      

      
      
         radio,
         1
         
      

      
      
         Reding, Viviane,
         1
         , 2
         
      

      
      
         Regional Internet Registries (RIRs),
         1
         , 2
         , 3
         , 4
         
      

      
      
         regional meetings,
         1
         , 2
         
         
            first phase of,
            1.1-1.2
            
         

         
         
            key significance of,
            1.1-1.2
            
         

         
         
            list of relevant,
            1.1-1.2
            
         

         
         
            second phase of,
            1.1-1.2
            
         

         
      

      
      
         regional thematic meetings, on internet governance,
         1.1-1.2
         
      

      
      
         registry operators,
         1
         , 2
         
      

      
      
         regulation,
         1
         , 2
         , 3
         , 4
         , 5
         , 6
         
      

      
      
         regulation of content,
         1
         
      

      
      
         Reilly, Art,
         1
         
      

      
      
         Reisman, W. Michael,
         1.1-1.2
         
      

      
      
         Renaissance,
         1
         , 2
         
      

      
      
         Reno v. ACLU,
         1
         
      

      
      
         Requests for Comments (RFC),
         1.1-1.2
         , 2
         , 3
         
      

      
      
         Resolution 56/183,
         1
         
      

      
      
         Resolution 73,
         1.1-1.2
         
      

      
      
         resolvers,
         1
         
      

      
      
         RFC. See Requests for Comments
         
      

      
      
         RFC 1034,
         1
         
      

      
      
         RFC 1035,
         1
         
      

      
      
         RFC number 1591,“Domain Name System Structure and Delegation.”,
         1
         , 2
         , 3.1-3.2
         
      

      
      
         Rice, Condoleezza,
         1
         
      

      
      
         Rio de Janeiro Commitment,
         1.1-1.2
         
      

      
      
         RIRs. See Regional Internet Registries
         
      

      
      
         Roberts, Larry,
         1
         
      

      
      
         Roman Empire,
         1
         
         
            ancient technologies of,
            1.1-1.2
            
         

         
         
            classifications of property,
            1.1-1.2
            
         

         
         
            model of internet governance,
            1.1-1.2
            
         

         
         
            res communis,
            1
            , 2
            , 3
            
         

         
         
            res divini juris,
            1
            , 2
            
         

         
         
            res extra patrimonium sub-classifications,
            1.1-1.2
            
         

         
         
            res nullius,
            1
            , 2
            
         

         
         
            res publica,
            1
            , 2
            
         

         
         
            res universitatis,
            1
            , 2.1-2.2
            
         

         
      

      
      
         root name servers,
         1
         , 2
         
      

      
      
         root servers, twelve organizations operate,
         1.1-1.2
         
      

      
      
         root zone,
         1
         , 2
         , 3
         
      

      
      
         rough consensus and running code,
         1
         
      

      
      
         Rousseff, Dilma,
         1
         
      

      
      
         RSSAC. See DNS Root Server System Advisory Committee
         
      

      
      
         Rwanda, stakeholder comment,
         1.1-1.2
         
      

      
      S

      
         Safari,
         1
         
      

      
      
         Sagan, Carl,
         1
         
      

      
      
         Sambrook, Richard,
         1
         , 2
         
      

      
      
         satellite network (SATNET),
         1
         
      

      
      
         SBC Telecom, Inc.,
         1
         
      

      
      
         Scientific American,
         1
         
      

      
      
         Scott, Walter,
         1
         
      

      
      
         Second-Level Domain (SLD),
         1.1-1.2
         , 2
         
      

      
      
         secure operation of network,
         1
         
      

      
      “

      
         “Shaping Information Societies for Human Needs”,
         1
         
      

      
      S

      
         shared rule systems,
         1
         , 2
         
      

      
      
         Shtern, Jeremy,
         1
         
      

      
      
         Sigma-7,
         1
         
      

      
      
         SLD. See Second-Level Domain
         
      

      
      
         SNA. See Systems Network Architecture
         
      

      
      
         Snowden, Edward,
         1
         , 2
         , 3
         
      

      
      
         social contract,
         1
         , 2
         , 3
         , 4
         , 5
         
      

      
      
         Solum, Lawrence B.,
         1
         , 2
         , 3
         , 4
         , 5
         , 6
         , 7
         
      

      
      “

      
         “Sovereignty and Human Rights in Contemporary International Law” (Reisman),
         1
         
      

      
      S

      
         Sprint,
         1
         
      

      
      
         Stanford Research Institute Network Information Center (SRI-NIC),
         1
         , 2
         , 3
         
      

      
      
         Statute of the International Court of Justice,
         1
         , 2
         
      

      
      
         Straw, Jack,
         1
         
      

      
      
         St. Thomas University, Miami Gardens, Florida,
         1
         
      

      
      
         Supreme Court, U.S.,
         1
         , 2
         
      

      
      
         Sutherland, Ivan,
         1
         
      

      
      
         Switzerland, stakeholder comment,
         1.1-1.2
         
      

      
      
         Sydney Morning Herald,
         1
         
      

      
      
         Systems Network Architecture (SNA),
         1
         
      

      
      T

      
         tabulating machine,
         1
         
      

      
      
         Tabulating Machine Company,
         1
         
      

      
      
         Taylor, Robert,
         1
         
      

      
      
         TCP/IP. See Transmission Control Protocol/Internet Protocol
         
      

      
      
         TCPv4,
         1
         
      

      
      
         technical community,
         1
         , 2
         , 3
         , 4
         
      

      
      
         technical standards,
         1
         , 2
         
      

      
      
         technology, early history of,
         1.1-1.2
         
      

      
      
         Tehran Declaration,
         1
         
      

      
      
         telecommunications technology,
         1
         , 2
         
      

      
      
         telephony,
         1
         
      

      
      
         television,
         1
         
      

      
      
         Tennyson, Alfred,
         1
         
      

      
      
         Teranode Network Technology contract,
         1
         
      

      
      
         Thirty Years War,
         1
         
      

      
      
         Tiahuanaco City, Bolivia,
         1
         
      

      
      
         Tipson, Fred,
         1
         
      

      
      
         TLD. See Top-Level Domain
         
      

      
      
         Tokyo Declaration,
         1.1-1.2
         
      

      
      
         Tomlinson, Raymond,
         1
         
      

      
      
         Top-Level Domain (TLD),
         1
         , 2
         , 3
         , 4
         , 5
         , 6
         , 7
         
      

      
      
         traffic management,
         1
         
      

      
      
         tragedy of the commons,
         1.1-1.2
         
      

      
      
         Transmission Control Protocol/Internet Protocol (TCP/IP),
         1
         , 2.1-2.2
         , 3
         
      

      
      
         transmission methods,
         1
         
      

      
      
         Transport Layer,
         1
         
      

      
      
         Trautmann, Catherine, on free expression,
         1.1-1.2
         
      

      
      
         Tunis Agenda for the Information Society,
         1
         , 2
         , 3
         , 4
         , 5
         , 6
         , 7
         
         
            landmark outcome of,
            1.1-1.2
            
         

         
         
            PrepComs and regional meetings as foundation for,
            1
            
         

         
      

      
      
         Tunis Commitment,
         1.1-1.2
         , 2.1-2.2
         , 3
         
      

      
      
         Turkey, stakeholder comment,
         1.1-1.2
         
      

      
      U

      
         UCLA. See University of California, Los Angeles
         
      

      
      
         UDRP. See Uniform Domain-Name Dispute-Resolution Policy
         
      

      
      
         UN. See United Nations
         
      

      
      
         UN Commission on Science and Technology for Development (CSTD),
         1.1-1.2
         
      

      
      
         under-sea cables,
         1
         
      

      
      
         UNEP. See United Nations Environmental Program
         
      

      
      
         UNESCO. See United Nations Education, Scientific and Cultural Organization
         
      

      
      
         Uniform Domain-Name Dispute-Resolution Policy (UDRP),
         1.1-1.2
         
      

      
      
         United Nations (UN),
         1
         , 2
         , 3
         , 4
         , 5
         , 6
         
      

      
      
         United Nations Convention on the Law of the Sea,
         1
         
      

      
      
         United Nations Economic and Social Council (ECOSOC),
         1
         , 2.1-2.2
         
      

      
      
         United Nations Education, Scientific and Cultural Organization (UNESCO),
         1
         
      

      
      
         United Nations Environmental Program (UNEP),
         1
         , 2
         
      

      
      
         United Nations Internet Governance Forum. See Internet Governance Forum (IGF), UN
         
      

      
      
         United Nations Universal Declaration of Human Rights,
         1
         , 2
         , 3
         , 4
         , 5
         , 6
         , 7
         
         
            freedom of expression in,
            1
            , 2
            
         

         
         
            inalienable rights for world citizens in,
            1
            , 2
            
         

         
         
            management of internet using,
            1
            
         

         
         
            unrestricted information rights in,
            1
            
         

         
      

      
      
         United States (U.S.),
         1
         , 2
         , 3
         
         
            DNS statements by,
            1.1-1.2
            
         

         
         
            elements of road map by,
            1.1-1.2
            
         

         
         
            against EU regarding ICANN,
            1.1-1.2
            
         

         
         
            Internet surveillance by,
            1
            , 2
            , 3
            , 4
            , 5
            
         

         
         
            as manager of Internet,
            1
            , 2
            
         

         
         
            media resources control,
            1
            
         

         
         
            political control of internet by,
            1.1-1.2
            , 2
            
         

         
         
            three main agreements with,
            1
            
         

         
         
            transition of stewardship of,
            1.1-1.2
            
         

         
         
            White Paper of,
            1.1-1.2
            , 2
            
         

         
      

      
      
         University of California, Los Angeles (UCLA),
         1
         , 2
         , 3
         
      

      
      
         University of Illinois,
         1
         
      

      
      
         University of Minnesota,
         1
         
      

      
      
         University of Southern California (USC),
         1
         , 2
         , 3
         
      

      
      
         unrestricted TLDs,
         1
         
      

      
      
         UN Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion
            and Expression,
         1
         , 2
         , 3
         
      

      
      
         URL,
         1
         
      

      
      
         U.S. See United States
         
      

      
      
         USC. See University of Southern California
         
      

      
      “

      
         “U.S. Principles on the Internet’s Domain Name and Addressing System”,
         1.1-1.2
         
      

      
      U

      
         Utsumi, Yoshio,
         1
         , 2
         , 3
         
      

      
      
         UUNET Technologies,
         1
         
      

      
      V

      
         vacuum tube design,
         1
         
      

      
      
         Van Gelder, Stéphane,
         1
         
      

      
      
         VeriSign,
         1
         , 2
         , 3
         , 4
         , 5
         , 6
         
         
            ICANN agreement with,
            1.1-1.2
            , 2
            
         

         
      

      
      
         Vianna, Hadil da Rocha,
         1
         
      

      
      
         Vilnius, Lithuania,
         1.1-1.2
         , 2
         
      

      
      
         Vitruvio,
         1
         
      

      
      W

      
         Washington University, St. Louis,
         1
         
      

      
      
         Weber, Rolf,
         1
         , 2
         , 3
         , 4
         , 5
         
      

      
      
         WGIG. See Working Group on Internet Governance
         
      

      
      
         White Paper (Management of Internet Names and Addresses),
         1.1-1.2
         , 2
         
      

      
      
         WICANN. See World Internet Corporation for Assigned Names and Numbers
         
      

      
      
         Wilson, Paul,
         1
         
      

      
      
         WIPO. See World Intellectual Property Organization
         
      

      
      
         Working Group on Improvements to the Internet Governance Forum,
         1
         , 2
         
      

      
      
         Working Group on Internet Governance (WGIG),
         1
         , 2
         , 3
         , 4
         , 5
         , 6
         , 7
         
         
            Desai as secretariat chair of,
            1
            
         

         
         
            duties of,
            1.1-1.2
            
         

         
         
            formula of,
            1
            
         

         
         
            forum function,
            1.1-1.2
            , 2
            , 3.1-3.2
            , 4
            , 5
            , 6
            
         

         
         
            four models of governance by,
            1.1-1.2
            , 2.1-2.2
            
         

         
         
            internet governance definition by,
            1
            , 2
            
         

         
         
            main legacy of,
            1
            
         

         
         
            member selection process,
            1
            
         

         
         
            members of,
            1.1-1.2
            
         

         
         
            multistakeholder process of,
            1.1-1.2
            , 2
            , 3
            , 4
            , 5
            
         

         
         
            report comments by ALA,
            1.1-1.2
            
         

         
         
            report comments by ICANN,
            1.1-1.2
            
         

         
         
            shared rule systems in,
            1
            , 2
            
         

         
         
            stakeholder comments on report by,
            1.1-1.2
            
         

         
      

      
      
         workshops, IGF,
         1.1-1.2
         
      

      
      
         World Council Proposal,
         1
         
      

      
      
         World Health Organization,
         1
         
      

      
      
         World Intellectual Property Organization (WIPO),
         1
         , 2
         , 3
         
      

      
      
         World Internet Corporation for Assigned Names and Numbers (WICANN),
         1
         
      

      
      
         World Map of Piri Reis,
         1
         
      

      
      
         World Summit on the Information Society (WSIS),
         1
         , 2
         , 3
         
         
            academics involvement in,
            1
            
         

         
         
            Desai as Secretary-General’s Special Adviser for,
            1
            
         

         
         
            discussion of Internet governance in,
            1.1-1.2
            , 2
            
         

         
         
            first phase controversy in,
            1.1-1.2
            
         

         
         
            first phase of,
            1.1-1.2
            
         

         
         
            Geneva meeting of,
            1.1-1.2
            
         

         
         
            Geneva phase concept of,
            1.1-1.2
            
         

         
         
            other events in,
            1.1-1.2
            
         

         
         
            outcome documents of,
            1.1-1.2
            , 2.1-2.2
            
         

         
         
            Resolution 56/183 of,
            1
            
         

         
         
            second phase of,
            1.1-1.2
            
         

         
      

      
      
         World War II,
         1
         
      

      
      
         World Wide Web,
         1
         , 2.1-2.2
         , 3
         
      

      
      
         WSIS. See World Summit on the Information Society
         
      

      
      
         WSIS Civil Society Human Rights Caucus,
         1.1-1.2
         
      

      
      “

      
         “WSIS Principles on Internet Governance”,
         1
         
      

      
      W

      
         WSIS Rules of Procedure,
         1
         
      

      
      X

      
         X.25 and X.75 standard,
         1
         
      

      
      
         Xerox Palo Alto Research Center,
         1
         
      

      
      Y

      
         Yahoo!, Inc. v. La Ligue Contre Le Racisme et L’Antisemitisme,
         1
         
      

      
      Z

      
         Zabulis, Antanas,
         1
         , 2
         
      

      
   
      About the Author

      
         
         
         
      

      
      Roy Balleste is law library director and professor of law at St. Thomas University, in Miami Gardens,
         Florida. He completed his doctorate degree (J.S.D.) in Intercultural Human Rights
         (analyzing internet governance, including its history, actors, institutions and human
         rights considerations). Professor Balleste has concentrated his scholarship in the
         areas of internet governance, human rights, and the relationship between information,
         technology, and people. He teaches internet governance at St. Thomas University School
         of Law. In November 2007, he participated in the Second UN Internet Governance Forum
         in Rio de Janeiro. He also participated in the Fifth UN Internet Governance Forum
         in Vilnius, Lithuania, September 2010. Before attending the meeting in Vilnius, he
         submitted a comment supporting the continuation of the IGF beyond its original five-year
         mandate. Professor Balleste is a member of the Global Internet Governance Academic
         Network (GigaNet) where he served as secretary of the Steering Committee from December
         2010 to December 2012. Balleste is a member of ICANN’s Noncommercial Users Stakeholder
         Group (NCSG) and the Noncommercial Users Constituency (NCUC) of the Generic Names
         Supporting Organization (GNSO). He is a member of the NCUC’s Executive Committee as
         the Representative for North America. His primary focus is on GNSO issues that deal
         with the protection of the user.
      

      
      
   toc_nav.xhtml

      
         
            		Title Page


            		Preface


            		Acknowledgments


            		List of Abbreviations


            		The Historical Dimension of Technology


            		From the DNS Wars to ICANN


            		 From the WSIS–Geneva to the Civil Society Declaration 


            		From the WGIG to WSIS–Tunis


            		The Internet Governance Forum


            		A Survey of Models in Governance


            		Realizing the Future Internet Governance Ecosystem


            		Bibliography


            		Index


            		About the Author


         


      
   

images/16-W01-cover.jpg
INTERNET
GOVERNANCE

mformatlon sl

comvuteg it -g T dneunmu

,!






images/17-logo_tm.tif.png





images/18-F02-001.tif.png





