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      Preface

      
         
         
         
      

      
      Information risk is an important topic at the nexus of risk management and information
         governance, two disciplines with closely aligned objectives. Risk management is responsible
         for identifying, analyzing, and controlling threats to an organization’s assets. Information
         governance supports this responsibility by developing effective strategies, policies,
         and initiatives to identify, assess, and address risks associated with an organization’s
         information assets. The two disciplines have a complementary relationship, and they
         must work together to fulfill their responsibilities.
      

      
      This book is intended for risk managers, information governance specialists, compliance
         officers, attorneys, records managers, data scientists, archivists, librarians, and
         other decision-makers, managers, and analysts who are involved in or need to be aware
         of risk management initiatives related to their organizations’ information assets.
         The book can also be used as a textbook by colleges and universities that offer courses
         in risk management, information governance, or related topics at the graduate or advanced
         undergraduate level. In particular, the book may be useful for a curriculum that combines
         risk management with records management, knowledge management, information science,
         health informatics, information system design, data protection, and other information-related
         subjects.
      

      
      Google Trends, a website that analyzes the popularity of Google searches, shows a
         steady level of worldwide search activity over the past five years for the phrase
         information risk, with most of the searches originating in the United States and United Kingdom. The
         level of search activity is higher and the range of geographic interest is broader
         for the terms information and risk searched together in a Boolean expression rather than as a phrase. For the same period,
         a Google Scholar search for the phrase information risk retrieved approximately 11,500 citations, while a search of the two terms in a Boolean
         expression retrieved over 1.3 million citations. 
      

      
      Google search results suggest that information risk is strongly associated with information
         technology in general and cybersecurity in particular, but information risk is not
         limited to computer data. It encompasses organizational information assets of any
         type in any format, including paper and photographic records as well as digital content
         stored on premises or by cloud service providers. Reflecting this broader view, this
         book discusses risks related to creation, collection, storage, retention, retrieval,
         disclosure, and ownership of information in organizations of all types and sizes.
         Chapter 1 provides an introduction to risk terms and concepts that are essential for
         understanding, assessing, and controlling information risk. Taking a taxonomic approach,
         the remaining chapters identify and categorize threats and discuss vulnerabilities
         and risk responses related to the following topics: 
      

      
      
         	
            
            Chapter 2 deals with risks associated with creation and collection of information,
               including failure to collect information required by laws and regulations; unauthorized
               collection of personal information; illegal collection of nonpublic information; creation
               or collection of information with objectionable, defamatory, or private content; and
               creation or collection of poor-quality information. 
            

         

         
         	
            Chapter 3 discusses loss of information due to natural disasters, malicious human
               actions, accidents, and fire.
            

         

         
         	
            Chapter 4 identifies risks associated with retention and destruction of information,
               including noncompliance with laws and regulations that require retention, preservation,
               or destruction of information; retaining information longer than necessary; destroying
               information that needs to be kept; and media instability and obsolescence problems
               that affect the usability of information.
            

         

         
         	
            Chapter 5 discusses risks associated with information retrieval and disclosure, including
               retrieval failures, metadata mining, noncompliance with laws and regulations that
               mandate information disclosure, failure to prevent unauthorized disclosure of information,
               prohibitions on cross-border transfer of information, and noncompliance with data
               breach notification laws.
            

         

         
         	
            Chapter 6 deals with risks associated with ownership of information, including infringement
               of intellectual property rights, the impact of the work-for-hire doctrine, loss of
               ownership of trade secrets, and data portability laws and regulations that affect
               ownership of personal information.
            

         

      

      
      Each chapter begins with a brief overview that summarizes key risks related to the
         topic at hand, followed by a detailed explanation of each threat, an assessment of
         vulnerabilities that the threat can exploit, and a review of available options to
         address the threat and its associated vulnerabilities. Chapters 2 through 6 are self-contained
         and can be read in any order, but reference is occasionally made to related points
         that are discussed in other chapters. 
      

      
      Individual chapters include extensive endnotes that cite publications to support specific
         points and provide suggestions for further reading about risk related topics. Some
         endnotes also include comments or additional details about matters discussed in the
         text. Links are provided to the full text of cited publications if they are available
         via a reliable web site that is likely to be accessible for the foreseeable future.
         Otherwise, a digital object identifier (DOI) or other persistent identifier is cited
         for a given publication where available. 
      

      
      International standards that provide authoritative guidance about risk management
         are cited at appropriate points in the text, as are laws and regulations that impact
         information risk. The cited standards, which are identified by number and title, are
         issued by the International Organization for Standardization (www.iso.org). The full
         text of a law or regulation can be retrieved by doing a web search based on the title
         or the abbreviated reference, which is cited in a commonly used format.
      

      
      As the endnotes to each chapter indicate, this book draws on a large and growing body
         of ideas from a variety of disciplines, including business process management, insurance,
         law, financial analysis, information science, librarianship, records management, and
         archival administration. While the book’s coverage of risk related topics is supported
         by scholarly research, the treatment is practical rather than theoretical. Risk is
         a pervasive and inevitable aspect of information-related initiatives and activities,
         but it is often underestimated or overlooked. Risk related thinking must be incorporated
         into the planning and implementation process for every project, system, or service
         that creates, collects, stores, retrieves, or discloses information. To support this
         objective, this book focuses on knowledge and recommendations that readers can use
         to heighten risk awareness within their organizations, identify threats and their
         associated consequences, assess vulnerabilities, evaluate risk mitigation options,
         define risk related responsibilities, and align information-related initiatives and
         activities with their organizations’ risk management strategies and policies.
      

      
      
   
      Chapter 1

      Risk Terms and Concepts

      
         
         
         
         
      

      
      As defined in ISO 55000:2014, Asset Management—Overview, Principles, and Terminology, assets are items or entities that have actual or potential value to an organization.
         Risk assessment and control are important components of an organization’s asset-management
         strategy. According to ISO 55002:2018, Asset Management—Management Systems—Guidelines for the Application of ISO 55001, risk management processes must be aligned with and integrated into the design and
         execution of an organization’s asset-management plan. This principle applies to all
         organizational assets, including information assets. For many organizations, strategic
         plans, financial data, product formulations, technical specifications, customer lists,
         supplier data, trade secrets, and other information contained in databases, documents,
         and other records are more valuable than equipment, inventory, and physical assets.[1]   The following sections define and discuss concepts and principles that are relevant
         for identification, assessment, and control of risks that endanger an organization’s
         information assets.
      

      
      Definitions

      
      Risk is a complex concept that does not have a universally accepted definition.[2]   Citing usage from the seventeenth century, the Oxford English Dictionary defines risk as exposure to “the possibility of loss, injury, or other adverse or unwelcome circumstance”
         or “a chance or situation involving such a possibility.” Other dictionary definitions
         likewise equate risk with exposure to danger.[3]   According to ISO Guide 73:2009, Risk Management—Vocabulary, which defines terms used by international risk management standards, risk is “the effect of uncertainty on objectives,” where uncertainty is a “deficiency
         of information” related to a particular matter and the effect is a “deviation from
         the expected.”[4]   The ISO definition notes that risk may have a positive or negative connotation.
         Positive risk creates opportunities. Negative risk undermines an organization’s objective
         and activities. Positive risk is sometimes characterized as speculative risk because
         it involves the possibility of a gain as well as a loss, while negative risk is considered
         pure risk because it only involves the possibility of a loss.[5]   
      

      
      Definitions presented in most academic and business publications emphasize the negative
         aspect of risk.[6]   Reflecting the interdisciplinary nature of risk concepts and a variety of viewpoints,
         risk is variously defined as the possibility of an unfortunate occurrence with potential
         for unwanted, negative consequences;[7] the result of a threat with adverse effects to a vulnerable system;[8] the potential for damage or loss of an asset, which includes anything that has a
         positive value to its owner;[9] an expression of the likelihood that a specific vulnerability will be exploited by
         a defined threat to cause a given consequence;[10] the probability and severity of a future loss, disaster, or other adverse outcome;[11] and a quantitative measure of hazard consequences that can be expressed as conditional
         probabilities of experiencing harm.[12]   
      

      
      Drawing on these definitions, this book defines information risk as a combination of threats, vulnerabilities, and consequences related to creation,
         collection, ownership, retention, retrieval, and disclosure of information. A threat
         is a circumstance, action, or event that poses a danger to an organization’s information
         assets or that otherwise impairs an organization’s ability to achieve information-dependent
         objectives. A vulnerability is a weakness that a threat can exploit to damage or compromise
         an information asset. A consequence is a negative outcome that results when such exploitation
         occurs. Taken together, these risk components address three questions that are implicit
         in all definitions of risk: What can go wrong? What can cause it to go wrong? What
         are the consequences if it does go wrong?[13]   
      

      
      Because future events and outcomes cannot be predicted with complete confidence, uncertainty
         is an inherent characteristic of all threats, vulnerabilities, and consequences. As
         previously cited, uncertainty is a component of the definition of risk presented in ISO Guide 73:2009, but some researchers differentiate risk, where the
         possible outcomes of a situation or event are known, from uncertainty, where the possibilities
         cannot be determined.[14]   The probability of a negative outcome, which is mentioned in some definitions of
         risk, is reflected in the likelihood of occurrence of a given threat and the level of
         an organization’s vulnerability should the threat occur. Probability is sometimes
         expressed as an annualized loss expectancy or another statistical measure derived
         from empirical or historical data that are not readily available for most instances
         of information risk. With few exceptions, probability estimates and management decisions
         related to threats, vulnerabilities, and consequences discussed in this book are based
         on subjective rather than quantitative analysis. The subjective approach, which is
         more common than measurable evaluations in practice, seeks a reasonable assessment
         of the danger to information assets in a given situation. Threats are evaluated and
         prioritized by informed decision-makers who are familiar with specific business processes
         and information assets.[15]   
      

      
      The threats discussed in this book range from low-probability events with a limited
         negative impact to high-impact events with a high probability of occurrence. Reflecting
         the link between information risk and uncertainty, most threats to information assets
         have a variable rate of occurrence and a variable impact on information assets that
         can only be evaluated in specific contexts. Certain extreme threats, such as destructive
         weather, have a low probability of occurrence but can cause massive damage to information
         assets. 
      

      
      Enterprise Risk Management 

      
      As defined in the previously cited ISO Guide 73:2009, risk management consists of
         “coordinated activities to direct and control an organization with regard to risk.”
         The earliest risk management initiatives focused on insurance risks and financial
         risks. Since the 1990s, their scope has broadened to address all types of organizational
         risks.[16]   An organization-wide approach that treats risk management as a component of organizational
         governance and business strategy is termed enterprise risk management (ERM) to differentiate
         it from risk management initiatives of limited scope, such as investment risk management,
         flood risk management, epidemiological risk management, supply chain risk management,
         or cybersecurity risk management.[17]   Because information risk affects all organizational processes, operations, and
         activities, information risk management is an important component of enterprise risk
         management.
      

      
      An ERM framework establishes the foundation and organizational arrangements for developing,
         implementing, and monitoring a risk management program. The most influential risk
         management frameworks are delineated in ISO 31000:2018 (Risk Management—Guidelines) and ISO 31010:2019 (Risk Management—Risk Assessment Techniques) and in the Enterprise Risk Management—Integrated Framework developed by the Committee
         of Sponsoring Organizations (COSO) of the Treadway Commission. As defined by COSO,
         a risk management framework is “designed to identify potential events that may affect
         the entity, and manage risks to be within its risk appetite, to provide reasonable
         assurance regarding the achievement of entity objectives.”[18]   
      

      
      To fulfill its purpose, an ERM framework provides a coordinated set of risk management
         principles, policies, objectives, roles, and processes:
      

      
      
         	
            Risk oversight is widely recognized as the responsibility of an organization’s governing
               body, which must understand and be committed to risk management principles and objectives.[19]   Some organizations have established board-level risk committees that review risk-management
               policies and processes to ensure that they are aligned with the organization’s strategies,
               business objectives, and internal controls.[20]   
            

            
         

         
         	
            An organization’s executive management must approve and articulate a risk management
               program’s objectives; integrate risk awareness into the organization’s strategies
               and operations at every level; and create an environment for effective implementation
               of risk related initiatives.
            

            
         

         
         	
            An ERM framework must assign risk management authority, define risk responsibilities,
               and allocate resources required for development and implementation of a risk management
               program. Since the 1990s, some large organizations have appointed a chief risk officer
               (CRO) to coordinate, direct, and monitor their risk management processes.[21]   Alternatively, risk management responsibility may be assigned to an organization’s
               general counsel, chief financial officer, or other senior executive who works closely
               with internal auditors and a governing board’s audit committee. This is typically
               the case in small and medium-size organizations.
            

            
         

         
         	
            Department heads and other key stakeholders have primary responsibility for managing
               risks related to their operations and activities on a day-to-day basis. They must
               comply with risk management policies; promote risk awareness within their business
               units; and incorporate risk considerations into the planning, prioritization, review,
               and approval process for projects, investments, and other organizational initiatives.
               Project managers must likewise incorporate risk management concepts into every stage
               of their work.
            

            
         

         
         	
            An enterprise risk management program must provide accountability, monitoring, and
               review mechanisms to ensure compliance and respond to changing conditions. In some
               organizations, the internal audit function is responsible for evaluating risk management
               processes for compliance and effectiveness and for preparing audit reports with recommendation
               for corrective actions to address deficiencies to ensure that risks are managed appropriately.
               Because internal audit is concerned with compliance and internal controls, its objectives
               are closely aligned with those of risk management, but its status as an independent
               function increases the likelihood of an objective evaluation of programmatic objectives.[22]  
            

            
         

         
      

      
      Various maturity models are available to help an organization evaluate the current
         status of its enterprise risk management program, identify gaps that must be addressed,
         and track the progress of ongoing improvements.[23]   Designed as self-assessment tools, these maturity models typically define five
         to seven levels that represent a hierarchy of formalization and effectiveness for
         enterprise risk management.[24]   For programs at the lowest level in the hierarchy, formalization is limited or
         nonexistent, risk management objectives and responsibilities are poorly defined, and
         risk management policies and practices, where they exist at all, are developed and
         applied on an ad hoc basis. The highest level is characterized by optimized performance
         based on clearly articulated, well-tested risk management policies and processes with
         a focus on continuous improvement. In a fully developed ERM program, which is more
         likely to exist in textbooks than in practice, risk management is aligned with and
         fully integrated into an organization’s strategic objectives and is a recognized contributor
         to cost containment, client services, and competitive advantage. Intermediate levels
         in the maturity hierarchy represent progressively more effective stages between the
         two extremes. The third level typically represents a functioning risk management program
         with effective leadership and an acceptable but not optimal degree of formalization.
         Stakeholder’s risk management responsibilities are defined and accepted. Risks associated
         with specific business processes, operations, and initiatives are identified, assessed,
         prioritized, and addressed based on agreed-upon criteria. A risk management program’s
         performance improves as it moves up the levels, but the highest level may not be attainable
         in every situation. For some organizations, the third or fourth level in a five-step
         maturity model represents an acceptable balance of formalization, effort, and cost.
      

      
      The effectiveness of risk management is most clearly demonstrated when an adverse
         event is successfully addressed. Otherwise, the business case for risk management
         is based on measurable and intangible benefits that presumably outweigh the cost of
         a risk management program. Frequently cited advantages include improved corporate
         governance, more informed decisions, greater management consensus about risk related
         matters, improved management accountability, better oversight of manager’s risk related
         behavior, reduced fines and penalties for compliance violations, lower legal costs
         for civil litigation and regulatory enforcement actions, and, in rare instances, avoidance
         of criminal prosecution.[25]   A number of empirical studies have examined the impact of risk management programs
         on company valuations, but the evidence is mixed.[26]    Some researchers found higher stock prices and lower volatility for both stock
         prices and earnings for companies that have a risk management program when compared
         to companies in the same industry that do not have such a program. Perhaps a risk
         management program increases the confidence of investors and rating agencies, but
         these research findings are correlations that do not necessary imply causation.
      

      
      Governance, Risk, and Compliance (GRC)

      
      Governance is the system by which an organization is directed and controlled.[27]   Compliance is concerned with an organization’s adherence to applicable laws and
         regulations to avoid civil and criminal liability.[28]   In some organizations, enterprise risk management is aligned with and integrated
         into an organization’s governance and compliance initiatives. This umbrella approach,
         known as a GRC framework, is designed to coordinate risk related initiatives and promote
         sharing of information about enterprise risks across all three functions.[29]   OCEG, a nonprofit organization originally founded as the Open Compliance and Ethics
         Group, equates GRC with “principled performance,” which it defines as the ability
         to “reliably achieve objectives (governance) while addressing uncertainty (risk management)
         and acting with integrity (compliance).”[30]   As discussed in subsequent chapters, compliance violations expose an organization
         to fines, penalties, and other disciplinary actions that are costly, disrupt specific
         business operations, and expose an organization to increased regulatory scrutiny and,
         in extreme cases, criminal prosecution. A GRC capability model developed by OCEG defines
         characteristics that enable an organization to achieve its objectives while addressing
         uncertainty and integrity issues.[31]  
      

      
      In a GRC context, some sources substitute the phrase risk governance for risk management to more closely identify risk related initiatives with corporate governance and,
         in the case of information risk, information governance.[32]   This usage highlights the difference between governance and management. Governance
         is concerned with vision and purpose; management is responsible for operations and
         performance. As defined by the International Risk Governance Council (IRGC), a not-for-profit
         organization dedicated to understanding and managing risks, risk governance is a focused
         aspect of organizational governance. It applies governance concepts to the identification,
         categorization, assessment, management, evaluation, and communication of threats and
         vulnerabilities.[33]   The IRGC has developed a risk governance framework that includes the following
         components:
      

      
      
         	
            
            preassessment to define and clarify a risk related problem;

            
         

         
         	
            appraisal based on a risk’s measurable characteristics, such as the probability of
               occurrence and the financial impact of adverse effects;
            

            
         

         
         	
            evaluation to determine whether a risk is acceptable, tolerable with mitigation, or
               intolerable;
            

            
         

         
         	
            management action to accept, reduce, transfer, or avoid a specific risk; and

            
         

         
         	
            communication to inform stakeholders affected by risk.

            
         

         
      

      
      This risk governance framework enables organizational governance to fulfill its responsibility
         for prudent stewardship of assets, which may be adversely affected by risk.[34]   Risk governance strongly supports organizational governance’s responsibility for
         understanding, assessing, and monitoring internal controls, including policies and
         processes for financial controls and disclosure controls. The COSO framework, which
         was mentioned above, defines internal controls as ongoing tasks and activities that are “designed to provide reasonable assurance
         regarding the achievement of objectives relating to operations, reporting, and compliance.”[35]   As one of the principle components of the COSO framework, risk governance requires
         an organization’s governing body and management to identify and analyze threats and
         vulnerabilities and to take action to mitigate their negative impact. 
      

      
      Risk governance also helps an organization address the so-called “principal-agent
         problem” in which the actions of a department, subsidiary, or other organizational
         unit (the agent) are not aligned with the interests of the organization as a whole
         (the principal).[36]   This lack of alignment can squander assets, obstruct operations, and prevent an
         organization from capitalizing on opportunities. To prevent this from occurring, risk
         governance uses policy and oversight to align local operations and activities with
         enterprise-wide risk strategies and priorities. 
      

      
      As a GRC component, risk governance affects and is affected by other organizational
         governance initiatives, including data governance, information technology governance,
         information security governance, process governance, and project governance. As it
         relates to information risk, risk governance is responsible for identifying, assessing,
         and monitoring the threats and vulnerabilities discussed in this book within the broad
         framework of governance principles that apply to an organization’s information assets.
         Definitions of information governance specifically mention risk as a component. According to ISO/TR 11633-1, Health Informatics—Information Security Management for Remote Maintenance of Medical
            Devices and Medical Information Systems—Part 1: Requirements and Risk Analysis, for example, information governance is the “processes by which an organization obtains
         assurance that the risks to its information, and thereby the operational capabilities
         and integrity of the organization, are effectively identified and managed.”   The
         Sedona Conference, a research and educational institute that focuses on law and policy
         issues, cites information risk as a key issue for information governance. The Information
         Governance Initiative, a cross-disciplinary consortium, defines information governance as “the activities and technologies that organizations employ to maximize the value
         of their information while minimizing associated risks and costs.”[37]   
      

      
      Threats and Vulnerabilities

      
      A coherent risk management framework enables an organization to develop effective
         risk strategies and responses. A risk management process must identify and describe
         threats and consequences, identify and evaluate vulnerabilities, and assess options
         for risk response. Because unrecognized risks cannot be managed, an effective risk
         management process begins with identification of potential threats, which are sometimes
         described as threat agents or risk sources.[38]  
      

      
      A threat agent has the potential to harm organizational assets. Threat agents may
         be internal, such as employee errors, or external, such as destructive weather, civil
         unrest, or computer hackers. Threats may arise from natural or human sources. The
         latter may involve individuals or groups. A threat agent’s actions may be malicious
         or accidental. Where human threat agents are involved, a malicious action is a function
         of the threat agent’s motivation (monetary gain, disruption of business operations,
         political or social agenda, or other reasons to harm a specific asset), capability
         (the knowledge, skill, software tools, or other resources needed to cause damage),
         and opportunity (appropriate access to the asset).[39]  
      

      
      Threats vary in their likelihood of occurrence. Some threat agents are readily identifiable,
         well understood, and predictable within limits; others may arise from extremely unlikely
         events that are not anticipated—so-called “black swans”—or from emerging risk sources
         that were previously unrecognized or underestimated. The probability of a given threat
         must be balanced against the consequences, which may likewise vary in severity from
         negligible to catastrophic. Risk management is generally concerned with monetary consequences
         resulting from lost revenue caused by business disruption or imposition of fines for
         regulatory noncompliance, but noneconomic consequences, such as breach of duty, may
         also be considered.
      

      
      A threat poses no harm in the absence of vulnerability, which is the basis for an
         organization’s risk exposure. As defined by the Open Group, which develops technology
         standards and certifications, vulnerability is the probability that a particular threat
         exceeds an organization’s ability to resist it.[40]   As part of the risk management process, vulnerabilities associated with specific
         threat agents must be identified and assessed. With reference to a given threat agent,
         the key factors for vulnerability assessment are susceptibility (openness to attack
         by the threat agent) and exposure (opportunity for attack by the threat agent). Vulnerability
         assessment may be based on qualitative, quantitative, or hybrid approaches.[41]   Vulnerabilities may be natural or caused by human action or inaction. The latter
         may reflect a lack of required capabilities, such as unqualified staff; defects in
         organizational processes, such as inadequate employee training or supervision; flawed
         system components, such as unreliable software; or external factors, such as an organization’s
         geographical location.
      

      
      Risk Response

      
      Risk response, sometimes termed risk treatment or risk mitigation, is the process
         of reducing, eliminating, or otherwise reacting to threats and their associated vulnerabilities.
         An organization’s risk appetite determines its approach to risk mitigation. As defined
         in the previously cited ISO Guide 73:2009, risk appetite is the amount and type of
         risk an organization is willing to pursue or retain.[42]   The four basic risk responses are acceptance, avoidance, transfer, and limitation:
         
      

      
      
         	
            
            Risk acceptance is based on an informed decision to accept the consequences associated
               with a given threat or vulnerability. It is the only risk mitigation option that does
               not reduce threats or vulnerabilities. Acceptance may be the preferred approach for
               threats with a low probability of occurrence or low level of severity, situations
               where a particular threat or vulnerability cannot be eliminated, or situations where
               the cost of other mitigation options is greater than the adverse economic consequences
               posed by a threat or vulnerability. Risk acceptance criteria define the level of risk
               that an organization is willing to tolerate in a given set of circumstances. Beyond
               that level, other mitigation actions must be taken.[43]  
            

            
         

         
         	
            Risk avoidance is an extreme form of risk aversion, which attempts to reduce uncertainty
               in decision-making. Risk avoidance eliminates an unacceptable threat by discontinuing
               the business operation or activity with which the threat is associated or by restructuring
               the operation or activity to eliminate vulnerabilities. Risk avoidance may also be
               a factor in an organization’s decision not to begin a new initiative that involves
               unacceptable threats or unavoidable vulnerabilities. Risk avoidance based on discontinuation
               is not a viable mitigation strategy for business operations that are mission-critical
               or mandated by laws or regulations, but a business process might be modified to eliminate
               specific vulnerabilities. Where a risky business operation cannot be eliminated, an
               organization might be able to outsource it to shift the risk to a contractor or other
               third party, a mitigation approach that combines risk avoidance and risk transfer.
            

            
         

         
         	
            In risk transfer, an organization or individual deliberately transfers a threat under
               contract to a willing third party, usually an insurance company, which accepts the
               potentially adverse consequences in return for an agreed-upon payment. An insurance
               policy covers monetary damages or financial losses associated with designated risks
               within specified limits. Alternatively, some contracts include an indemnification
               clause or hold-harmless agreement that transfers specified risks to the contracting
               party. These noninsurance risk transfer mechanisms require one contracting party to
               assume certain legal liabilities of the other party, which may purchase insurance
               to cover the contractually agreed risk. A warranty is a form of contractual risk transfer
               that shifts the threat of malfunction, defective workmanship, or other problems to
               the manufacturer or supplier of a product or service.
            

            
         

         
         	
            Risk limitation, the most common mitigation option, involves actions that address
               specific vulnerabilities to minimize the adverse consequences associated with a given
               threat. To prevent vandalism of its buildings, for example, an organization might
               upgrade its alarm system and hire security guards for nighttime hours and on weekends.
               To reduce costly data entry errors, an organization might increase staff training,
               pay more to hire more-skilled personnel, or utilize double-keying of critical data
               values. A risk limitation strategy typically avoids some threats while accepting a
               lower degree of harm for others. This risk mitigation option requires comprehensive
               identification and analysis of both threats and vulnerabilities.
            

            
         

         
      

      
      Taken together, these risk responses will reduce an organization’s exposure to the
         negative consequences of events that would otherwise disrupt its business operations
         and cause financial distress. Risk response can successfully address many threats
         and vulnerabilities, but it may not eliminate them completely. Inherent risk is the
         level of risk before risk response. Residual risk is the level of risk that remains
         after mitigation. The goal of risk response is to attain a tolerable level of residual
         risk for a given operation or activity. 
      

      
      Risk Taxonomy

      
      This book takes a taxonomic approach to information risk. A risk taxonomy is an organized
         categorization of risk events that can have a negative impact on an organization’s
         objectives or operations. As its principle benefit, a risk taxonomy facilitates the
         identification and assessment of threats and vulnerabilities. Taxonomic categorization
         is typically based on a historical review of risk events that have actually occurred,
         supplemented where possible by informed predictions of adverse events that may occur
         in the future. Some risk management software provides preformulated lists of common
         and unusual risks from which an organization can select those that are relevant to
         its operations and activities.
      

      
      Although there is no standard taxonomy of risk, various risk taxonomies have been
         developed for specific purposes and disciplines.[44]   These specialized taxonomies identify and categorize threats and vulnerabilities
         by the activity or discipline to which they relate. Examples include construction
         project risk, manufacturing risk, design risk, workplace safety risk, cybersecurity
         risk, software development risk, and medical treatment risk.[45]   Alternatively, risk may be categorized broadly as business or nonbusiness (personal)
         risk. The latter has been widely studied by psychologists, social scientists, and
         others but is out of scope for this book. 
      

      
      Business risk may be further categorized as financial or general. Financial risk,
         which is out of scope for this book, is concerned with threats and vulnerabilities
         related to monetary assets, securities, interest rates, currency exchange rates, inflation,
         liquidity, and other matters that affect organizational and individual investors.[46]   General business risk includes operational threats and vulnerabilities related
         to an organization’s day-to-day business processes and activities; economic threats
         and vulnerabilities related to changes in economic conditions; legal threats and vulnerabilities
         related to civil litigation or criminal prosecution; compliance threats and vulnerabilities
         related to fines or penalties for regulatory violations; technological threats and
         vulnerabilities related to an organization’s computer systems and networks; and reputational
         threats and vulnerabilities related to defective products, poor customer service,
         dishonest business practices, or other issues. These threats and vulnerabilities apply
         to information risk, which is a type of general business risk. 
      

      
      The risk taxonomy presented in this book identifies twenty-four significant threats
         that can damage or destroy an organization’s information assets or expose the organization
         to negative consequences that directly impact its operations or activities. As discussed
         in the preface, the taxonomy groups threats into five categories: (1) creation and
         collection of information, (2) loss of information, (3) retention of information,
         (4) retrieval and disclosure of information, and (5) ownership of information. Fourteen
         of the twenty-four threats expose an organization to fines or other monetary penalties
         for failure to comply with information-related laws and regulations. Thirteen threats
         expose an organization to civil litigation related to ownership, collection, or disclosure
         of information.
      

      
      Human agents, including employee errors and malicious actions, are involved in twenty-two
         of the twenty-four threats. Many human-induced threats originate from internal risk
         sources, particularly action or inaction by an organization’s own employees. Such
         threats are usually controllable. An appropriate risk response can limit or eliminate
         their destructive potential. Some human-induced threats originate from external risk
         sources, such as technological malfunctions, criminal behavior, and civil unrest.
         These threats are difficult to control. Just two threats are caused by natural threat
         agents, but both have significant destructive potential and are generally uncontrollable.
         One of the threat agents involves meteorological, geological, and hydrological hazards.
         The other involves time-dependent deterioration of media on which information is recorded.
      

      
      Whether they have human or natural causes, threats to an organization’s information
         assets exploit commonly encountered vulnerabilities. The following chapters explain
         the threats listed in the information risk taxonomy and identify over 120 vulnerabilities
         that may affect organizations of all types and sizes. Depending on the circumstances,
         a given vulnerability may result from limited risk awareness, lack of appropriate
         risk policies, risk prone business processes, inadequate training, ineffective supervision,
         poor decision-making, negligence, or other factors that can be successfully addressed.
         In a few cases, vulnerability results from uncontrollable factors, such as an organization’s
         geographic location, political disruption, or unpreventable accidents.
      

      
      Actions that an organization can take to limit risk by addressing specific vulnerabilities
         are recommended for every threat discussed in the following chapters. Risk transfer
         through insurance is possible for about half of the threats, but insurance cannot
         completely eliminate all negative consequences of a given threat. Insurance is not
         available for threats associated with noncompliance with information-related laws
         or regulations. Risk avoidance, within limits, is possible for about half of the threats,
         but complete risk avoidance is rarely possible. Some measure of risk acceptance is
         necessary for threats that are unavoidable or uncontrollable.
      

      
      Summary of Major Points

      
      
         	
            
            Risk is a combination of threats, vulnerabilities, and consequences. Taken together,
               these risk components address three questions that are implicit in all definitions
               of risk: What can go wrong? What can cause it to go wrong? What are the consequences
               if it does go wrong?
            

            
         

         
         	
            An enterprise risk management (ERM) program provides a coherent framework of policies
               and processes that enables an organization to develop effective risk strategies and
               responses. An ERM program assigns risk management authority, defines risk responsibilities,
               and allocates resources required for development and implementation of effective risk
               management.
            

            
         

         
         	
            Risk oversight is widely recognized as the responsibility of an organization’s governing
               body. An organization’s executive management must approve and articulate a risk management
               program’s objectives; integrate risk awareness into the organization’s strategies
               and operations at every level; and create an environment for effective implementation
               of risk related initiatives. Department heads and other key stakeholders have primary
               responsibility for managing risk related to their operations and activities on a day-to-day
               basis.
            

            
         

         
         	
            In some organizations, enterprise risk management is aligned with and integrated into
               an organization’s governance and compliance initiatives. This umbrella approach, known
               as a GRC framework, is designed to coordinate risk related initiatives and promote
               sharing of information about enterprise risks across all three functions.
            

            
         

         
         	
            Because unrecognized risks cannot be managed, an effective risk management process
               begins with identification of threat agents that have the potential to harm organizational
               assets, but threat agents pose no harm in the absence of vulnerability, which is the
               basis for an organization’s risk exposure. Vulnerability is a weakness that a threat
               agent can exploit.
            

            
         

         
         	
            Risk response, sometimes termed risk treatment or risk mitigation, is the process of reducing, eliminating, or otherwise reacting to threats and their
               associated vulnerabilities. The four basic risk responses are acceptance, avoidance,
               transfer, and limitation.
            

            
         

         
         	
            A risk taxonomy is an organized categorization of risk events that can have a negative
               impact on an organization’s objectives or operations. As its principle benefit, a
               risk taxonomy facilitates the identification and assessment of threats and their associated
               vulnerabilities. The risk taxonomy presented in this book identifies twenty-four significant
               threats that can damage or destroy an organization’s information assets or expose
               the organization to negative consequences that directly impact its operations or activities.
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      Chapter 2

      Creation and Collection of Information

      
         
         
         
         
      

      
      In the course of their work, companies, government agencies, and not-for-profit organizations
         create and collect information related to their operations, programs, initiatives,
         activities, transactions, and other matters. This chapter identifies and discusses
         risks associated with the following aspects of information creation and collection:
      

      
      
         
         	
            failure to collect information that is mandated by laws and regulations;

            
         

         
         	
            unauthorized or excessive collection of personal information;

            
         

         
         	
            illegal collection of nonpublic information;

            
         

         
         	
            creation or collection of information with objectionable content;

            
         

         
         	
            creation or collection of information with defamatory or private content; and

            
         

         
         	
            creation or collection of poor quality information.

            
         

         
      

      
      
      As discussed in the following sections, these risks expose an organization to regulatory
         fines and penalties, civil litigation, and, in some cases, criminal prosecution. They
         have a negative impact on planning, decision-making, transaction processing, marketing,
         customer service, and other business operations and activities. They also pose downstream
         risks related to disclosure, use, protection, and retention of information. 
      

      
      The risks listed above are associated with creation or collection of information in
         all formats and media, including databases, digital documents, paper records, photographs,
         and social media content. While they are less widely publicized than some other matters
         discussed in this book, risks associated with creation and collection of information
         have a high probability of occurrence. The risks discussed in the following sections
         are generally unacceptable and, for the most part, unavoidable, but their adverse
         effects can be prevented, limited, or, in some cases, transferred.
      

      
      Mandatory Information Collection

      
      Thousands of laws and regulations mandate the collection of specific information for
         submission to government agencies. These legal mandates are sometimes termed data collection requirements, but they are not limited to computer data. They apply to information in all formats.
         
      

      
      In the United States, the Office of Management and Budget (OMB) estimated that the
         public would spend approximately 11.33 billion person-hours in 2019 responding to
         information-collection requests required by federal regulations.[1]   This total represents an increase of 15.7 percent from the 9.8 billon person-hours
         estimated by OMB in 2009. Of the 2019 estimate, 8.1 billion person-hours—approximately
         70 percent—involved information requested by the Department of the Treasury; over
         99 percent of that information, totaling 8.06 billion person-hours of effort, was
         requested by the Internal Revenue Service. Among other federal agencies, information
         requested by the Department of Health and Human Services accounted for 1.36 billion
         person-hours of effort, information requested by the Securities and Exchange Commission
         accounted for 248 million person-hours, information requested by the Department of
         Transportation accounted for 192 million person-hours, information requested by the
         Environmental Protection Agency accounted for 169 million person-hours, and information
         requested by the Department of Labor accounted for 165 million person-hours. 
      

      
      Federal laws and regulations specify the types of information to be collected about
         specific activities and operations, the government agencies to which the information
         must be reported, and the method and frequency of reporting. Federal laws and regulations
         may also provide severe penalties for failure to collect and submit the required information.
         Among the many examples that might be cited:
      

      
      
         	
            
            31 C.F.R. § 1020.220 requires banks, savings associations, credit unions, and other
               financial institutions to collect and retain sufficient information to identify their
               customers. For individuals, the information to be collected includes the customer’s
               name, date of birth, address, a taxpayer identification number or other numeric identifier,
               and the type, identifying number, and other descriptions of the documents that were
               examined to verify a customer’s identity. For corporations, partnerships, or other
               legal entities, the customer due diligence rule issued by the Financial Crimes Enforcement
               Network (FinCEN) requires financial institutions to collect and verify information
               about all beneficial owners. The civil penalty for noncompliance with these information-collection
               requirements is $25,000 per day for each office, branch, or other place of business
               where a violation occurs.
            

            
         

         
         	
            According to 42 C.F.R. § 438.242, state Medicaid agencies must require their authorized
               managed care organizations to collect and report information about their providers
               and enrollees, including encounter data relating to Medicaid services provided to
               enrollees. As an enforcement mechanism, a state Medicaid agency may penalize managed
               care organizations that fail to comply with this data collection requirement. Depending
               on the circumstances, civil penalties can total 1.5 percent of Medicaid premiums.
               Penalties imposed on a Medicaid managed care organization may flow down to their providers.
               As specified in 42 C.F.R. § 422.310, Medicare Advantage organizations must likewise
               collect encounter data from their providers, subject to civil penalties for noncompliance.
               
            

            
         

         
         	
            As specified in 21 C.F.R. § 312.62, a physician or other qualified clinical investigator
               working for a pharmaceutical company or other sponsor of a drug trial must create
               and collect case report forms, signed consent forms, physicians’ progress notes, nurses’
               notes, and other medical information for each individual to whom an investigational
               drug is administered or who is employed as a control subject in an investigation.
               21 C.F.R. § 812.140 specifies similar requirements for creation and collection of
               information related to clinical trials that involve investigational medical devices.
               Repeated or deliberate noncompliance will result in disqualification of a clinical
               investigator or, in extreme cases, termination of a clinical trial. 
            

            
         

         
         	
            Under the Physician Payments Sunshine Act (42 U.S.C. § 1320a-7h), which is part of
               the Affordable Care Act, manufacturers of drugs, medical devices, and biologicals
               that participate in US federal healthcare programs must collect and report information
               about certain payments and items of value, such as travel and meals, given to physicians
               and teaching hospitals in the United States. As specified in 42 C.F.R. § 403.912,
               noncompliant manufacturers are subject to civil penalties up to $150,000 per year.
            

            
         

         
         	
            According to 41 C.F.R. § 60-741.44, federal government contractors must collect information
               about the number of job applicants with disabilities in a given year, the total number
               of job openings filled, the total number of applicants for all jobs, the number of
               applicants with disabilities hired, and the total number of applicants hired. As specified
               in 41 C.F.R. § 60-741.66, penalties for failure to comply include withholding of payments,
               termination of a contract, and debarment from future contracts.
            

            
         

         
         	
            As specified in 45 C.F.R. § 1356.82 et seq., state government agencies responsible
               for child welfare must collect over four dozen items of personal, demographic, educational,
               and other information about children in foster care. Depending on the circumstances,
               this information is obtained from city or county social services agencies, which may,
               in turn, obtain it from community-based organizations, not-for-profit entities, or
               other foster care providers. According to 45 C.F.R. § 1356.85, the data must be reported
               to the U.S. Department of Health and Human Services in a timely manner, in the correct
               format, and 100-percent error free. Penalties for noncompliance may equal up to 5
               percent of the total funds allocated to the state agency for the development of foster
               care independence programs under Title IV-E of the Social Security Act (42 U.S.C.
               677).
            

            
         

         
         	
            As specified in 42 C.F.R. § Part 40, the U.S. Department of Transportation requires
               data collection and annual reporting related to drug and alcohol testing of employees
               with safety-sensitive duties and applicants for safety-sensitive positions in companies
               and other organizations regulated by federal transportation agencies. Regulated entities
               that fail to comply with data collection and -reporting requirements are subject to
               civil penalties that vary from agency to agency. As an example, the Federal Railroad
               Administration imposes fines of $2,500 to $5,000 per violation for failure to collect
               and submit required data. The Federal Aviation Administration penalizes air carriers
               and commercial operators up to $30,000 per violation for failure to comply with data
               collection and -reporting requirements. The Federal Motor Carrier Safety Administration
               selects a group of motor carriers to report their drug and alcohol testing information
               in a given year. Nonrespondents are subject to a penalty of up to $1,000 per day for
               failure to comply. Motor carriers not selected must collect and retain the testing
               information.
            

            
         

         
      

      
      Additional information-collection requirements apply to industries and activities
         that are regulated at the state level. State insurance regulators, for example, require
         annual collection and reporting of financial and statistical data by insurance companies,
         which are solely chartered and regulated by states. Alternatively, data collection
         requirements specified in state regulations may provide an additional level of oversight
         for federally regulated industries and activities. State banking regulations specify
         information-collection and -reporting requirements that may differ from their federal
         counterparts. In some states, healthcare providers must collect and report information
         about certain diseases, schools must collect and report information about special
         education students, social services agencies must collect and report information about
         children in foster care, nursing homes must collect and report information about mistreatment
         of residents, operators of licensed vessels must collect and report information about
         commercial fishing activity, utility companies must collect and report information
         about customer disconnections, and licensed firearms dealers must collect and report
         information about the theft of firearms in their possession.
      

      
      Laws and regulations that mandate information collection with significant penalties
         for noncompliance are not unique to the United States. Many countries have anti-money-laundering
         and anti-terrorism laws that require collection of customer information. In Canada,
         for example, customer identification rules issued by the Financial Transactions and
         Reports Analysis Centre (FINTRAC) apply to banks, securities dealers, life insurance
         companies, accountants, real estate companies, and other financial services entities.
         Violations are subject to penalties up to $500,000 and imprisonment for up to five
         years. The Australian Transaction Reports and Analysis Center (AUSTRAC) has similar
         requirements for customer identification with significant penalties for noncompliance.
         EU Directive 2015/849, the European Union’s money laundering directive, specifies
         customer due diligence and data collection requirements that member states must transpose
         into national legislation. Penalties for noncompliance can exceed €100,000.
      

      
      Among hundreds of other sector-specific laws that mandate information collection,
         Loi Bertrand, the French version of the Physician Payments Sunshine Act, is more expansive
         than its US counterpart. It requires health products companies to collect and report
         information related to direct and indirect gifts or other benefits to pharmacists,
         nurses, medical students, and healthcare associations as well as to physicians and
         teaching hospitals. Violations are subject to sanctions and fines up to €45,000. According
         to EU Directive 2016/681, air carriers must collect certain passenger information
         for flights between EU member states and other countries. Penalties for noncompliance
         vary with national legislation but may be as high as €50,000. As specified in Regulation
         (EC) No. 223/2999, commonly known as the European Statistical Law, legal entities
         and individuals in EU member states are required to collect and report certain statistical
         data. Penalties for noncompliance, which are defined by national statistical authorities
         in member states, may exceed €2,500 per offense.
      

      
      Vulnerability Assessment

      
      The following vulnerabilities contribute to the risk of noncompliance with information-collection
         mandates specified in laws and regulations:
      

      
      
         	
            
            A regulated entity may not be aware of information-collection requirements. An organization’s
               compliance officer or legal department is typically responsible for identifying laws
               and regulations that affect specific business operations, but some organizations do
               not have in-house compliance expertise. Even for those that do, it can be difficult
               to keep informed about all applicable legal and regulatory requirements, especially
               in multinational and transnational organizations that operate in multiple political
               jurisdictions. 
            

            
         

         
         	
            A regulated entity may not correctly interpret information-collection requirements.
               Laws and regulations can be voluminous, complicated, poorly written, and difficult
               to understand. Amendments may add complexity and confusion. It may be difficult to
               determine the specific types of information that must be collected about specific
               matters.
            

            
         

         
         	
            A regulated entity’s business processes and practices may not be conducive to information
               collection. Information required by laws and regulations may not be maintained in
               a single, easily accessible repository. It may be managed by multiple applications,
               saved in multiple formats, recorded in multiple languages, and scattered in multiple
               locations. If the information is not available in-house, it must be obtained from
               external sources through time-consuming surveys, interviews, or other methods.
            

            
         

         
         	
            Departments and other organizational units responsible for information collection
               may not be able to complete their work in the required timeframe due to lack of clear
               instructions, inadequate staffing, insufficient training, or ineffective supervision.
               The progress of compliance initiatives can be particularly difficult to monitor in
               large enterprises with complex organizational structures and geographically dispersed
               business operations.
            

            
         

         
         	
            Collection efforts may be impeded by missing, damaged, outdated, unreliable, irrelevant,
               and poorly organized information. Inconsistent information from different sources
               can be difficult to integrate. Format conversion can introduce errors that were not
               present in the original sources.
            

            
         

         
      

      
      Risk Response

      
      While federal information-collection requirements are labor-intensive and time-consuming,
         noncompliance can have significant adverse consequences. Risk mitigation options are
         limited. Risk acceptance based on a conscious business decision not to comply fully
         with legal and regulatory requirements is not an effective mitigation strategy. The
         consequences of that approach range from damaging to catastrophic. Fines for failing
         to collect required information can add up for repeated noncompliance, and some regulations
         impose greater penalties for willful violations. Monetary penalties aside, regulatory
         noncompliance exposes an organization to additional risks that can have an adverse
         impact on the organization’s objectives and performance. Noncompliance may raise the
         level of regulatory scrutiny, leading to audits and inspections that can be time-consuming,
         will likely result in high legal costs, and may reveal additional problems that require
         corrective action. In extreme cases, regulatory noncompliance may force an organization
         to suspend specific operations until violations are corrected or to shut down permanently.
         Noncompliance also poses risks to an organization’s reputation, which can damage business
         relationships, erode the confidence of investors and other stakeholders, lead to loss
         of revenue, and make it difficult to recruit and keep qualified employees.
      

      
      Risk avoidance is only possible if the regulated activity that is subject to information
         collection is eliminated. This is not a viable mitigation strategy where the regulated
         activity is a core component of an organization’s business. A bank cannot eliminate
         customers to avoid customer-identification regulations. A managed-care organization
         cannot eliminate providers and enrollees to avoid collecting information about them.
         A clinical investigator cannot stop treating patients in order to avoid collecting
         case report forms and supporting documentation. An airline cannot eliminate pilots
         to avoid collecting drug and alcohol information.
      

      
      Risk transfer through insurance is generally not an option for criminal violations.
         Most insurance policies exclude coverage for civil fines and penalties resulting from
         illegal activity, although insurance coverage may be available for legal fees and
         other costs associated with government investigations and litigation. In some situations,
         risk transfer may be possible (but not necessarily advisable) by increasing prices
         or fees to offset damage resulting from failure to collect required information. Thus,
         a bank might charge a fee for collection of customer information when an account is
         opened, or a managed-care organization might impose a fee on providers and enrollees.
      

      
      A risk limitation plan that directly addresses the vulnerabilities discussed in the
         preceding section is the only viable mitigation strategy for regulatory risks associated
         with information-collection requirements. An effective limitation plan depends on
         thorough preparation and systematic execution to reduce the likelihood of risk events:
      

      
      
         	
            
            An organization’s senior management and key stakeholders must be committed to regulatory
               compliance. They must understand the importance, purpose, and scope of legal requirements
               and authorize the necessary resources for fully compliant information collection.
            

            
         

         
         	
            Ignorance of or confusion about information-collection requirements is not an acceptable
               defense for noncompliance. A qualified organizational unit must be responsible for
               identifying, analyzing, and interpreting laws and regulations, including any amendments
               and supplemental guidance documents, that mandate information collection. This must
               be done for all national and subnational jurisdictions where an organization operates.
               If necessary, external compliance specialists should be hired to supplement internal
               expertise.
            

            
         

         
         	
            Information collection must be a managed initiative. A qualified employee must be
               designated as project manager with full responsibility for planning, organizing, executing,
               and controlling the information-collection process. The project manager must be familiar
               with the business activities and operations to which the information relates. The
               project manager will determine the staffing, technology support, consulting expertise,
               and other resources needed to fulfill the information-collection mandate within the
               required timeframe.
            

            
         

         
         	
            To ensure compliance and achieve a manageable focus, the scope and intended outcome
               of an information-collection initiative must be clearly defined. The specific information
               needed to satisfy legal and regulatory requirements must be determined, and collection
               efforts should be strictly limited to that information. Irrelevant or unnecessary
               information must be excluded.
            

            
         

         
         	
            Databases, document repositories, and other records that may contain required information,
               and their associated business processes, must be identified and evaluated for relevance,
               reliability, accessibility, and usability. To the extent possible, concerns about
               data formats, legacy applications, information stored offsite, and other matters should
               be anticipated, assessed, and addressed.
            

            
         

         
         	
            Organizational units that have relevant information in their custody or under their
               supervisory control must be made aware of regulatory requirements and compliance initiatives.
               Their advice and assistance will be needed to address questions and problems that
               arise during the information-collection process. 
            

            
         

         
         	
            If required information is not available within the organization, a plan and timetable
               must be developed to obtain it from external sources.
            

            
         

         
         	
            Staff assigned to an information-collection initiative must be trained to perform
               the work correctly and completely. Clearly written specifications and operating procedures
               must be prepared for use as training materials. The operating procedures must include
               instructions about problems—such as missing, poorly organized, or unusable data—that
               may arise during the collection process. Staff should be given a due-diligence checklist
               or similar quality-control mechanism to ensure that all information-collection tasks
               have been properly completed.
            

            
         

         
         	
            Project oversight is essential for quality control. Collected information must be
               carefully reviewed for correctness and completeness prior to submission to regulatory
               authorities.
            

            
         

         
      

      
      Collection of Personal Information

      
      Many countries have laws and regulations that restrict or prohibit the collection
         of personal information, which is broadly defined as any information that can be used
         to distinguish or trace an individual’s identity, either by itself or in combination
         with other information.[2]   The individual to whom the information pertains is termed the data subject. A name and unique numeric identifier are obvious examples of information that can
         directly identify a data subject, but there are many other possibilities, including
         a mailing address, email address, telephone number, date of birth, job title, distinctive
         physical characteristics, and information about personally owned property, such as
         vehicle registration numbers. 
      

      
      The General Data Protection Regulation (GDPR) is the most widely cited law governing
         the collection of personal information.[3]   Officially titled Regulation (EU) 2016/679, it became effective in all member states
         of the European Union in May 2018. The GDPR regulates collection of personal information
         about EU citizens, regardless of their place of residence; EU residents who are not
         EU citizens, such as persons with EU work permits and residence permits; and visitors
         to the EU to the extent that they obtain products or services that are provided in
         the EU. According to the GDPR’s data minimization principle, which is articulated
         in Article 5(1), collection of personal information must be limited to the minimum
         amount necessary for a specific, explicit, and legitimate purpose. This restriction
         applies to personal information that is collected directly from a data subject or
         obtained from other sources. 
      

      
      Under Article 13 of the GDPR, a data subject must be informed about the purpose for
         which personal information is being collected, but the data subject does not have
         the option of withholding information that is needed for a valid purpose. According
         to GDPR Recital 60, however, the data subject should be informed of the consequences
         of not providing personal information. Violations of the GDPR’s restrictions on collection
         of personal information are subject to administrative fines and other civil or criminal
         penalties that are specified by national laws. Fines for infringement of GDPR Article
         5, which states general principles for processing of personal data, can range up to
         €20 million or 4 percent of the offending organization’s worldwide revenue for the
         prior financial year. 
      

      
      The GDPR has a broad territorial scope. It applies to organizations that are established
         within an EU member state, whether or not the actual collection of personal information
         takes place in the European Union. It also applies to collection of personal information
         by organizations established elsewhere that provide goods and services to, or monitor
         the behavior of, EU data subjects. Other countries have adopted data protection and
         privacy laws that are based on the GDPR or its predecessor, Directive 95/46/EC of
         the European Parliament. Those national laws prohibit indiscriminate or excessive
         collection of personal information with significant penalties for violations.[4]  
      

      
      While the United States does not have comprehensive data protection or privacy laws,
         limited collection of personal information is one of the Fair Information Practice
         Principles (FIPPS) adopted by federal government agencies.[5]   The FIPPS provide a standard for assessing privacy impacts and developing risk
         mitigation plans. According to the principles, personal information collected by federal
         agencies must be relevant and necessary for a legally authorized purpose.[6]   
      

      
      Sector-specific data protection and privacy legislation typically focuses on unauthorized
         disclosure, but some federal laws restrict the collection of personal information
         by nongovernmental entities in certain circumstances. As an example, the Children’s
         Online Privacy Protection Act (COPPA), which is codified at 15 U.S.C. §§ 6501-6508,
         requires operators of commercial websites and online services to obtain verifiable
         parental consent before collecting personal information from a child under age 13.
         The Federal Trade Commission, which is responsible for enforcement, defines online services broadly to include social networking apps, Internet-enabled location services, voice
         over Internet protocol services, and Internet-of-things devices. Violations of the
         COPPA Rule specified in 16 C.F.R. Part 312 are subject to fines up to $40,000, but
         some settlements have involved larger amounts.[7]  
      

      
      Financial institutions subject to the Financial Services Modernization Act of 1999,
         also known as the Gramm-Leach Bliley Act (GLBA), must comply with data collection
         requirements specified in the Financial Privacy Rule specified in 16 C.F.R. Part 313.
         They must notify consumers periodically about the categories of nonpublic personal
         information they collect from customers. Noncompliance is punishable by fines up to
         $100,000 per violation, and officers and directors of the institution may be personally
         subject to imprisonment for up to five years and fines up to $10,000 per violation.
         
      

      
      Various state laws restrict the collection of personal information about consumers,
         students, and others. Among widely publicized examples: 
      

      
      
         	
            
            The California Consumer Privacy Act of 2018 (Cal. Civ. Code §§ 1798.100 et seq.) requires
               certain businesses to inform consumers about the categories of personal information
               to be collected from them and prohibits the collection of additional categories unless
               the consumer is notified. 
            

            
         

         
         	
            Section 49076.7 of the California Education Code prohibits school districts, county
               education offices, and charter schools from collecting social security numbers or
               the last four digits of social security numbers unless otherwise required by state
               or federal law. Section 53E-9-304 of the Utah Code contains a similar prohibition.
               
            

            
         

         
         	
            According to Section 17852 of the California Welfare and Institutions Code, government
               agencies and hospital districts are prohibited from collecting personal information
               that is not required to assess eligibility or administer public services or programs.
               
            

            
         

         
         	
            According to Fla. Stat. § 1002.222, schools and educational agencies are prohibited
               from collecting information about political affiliations, voting history, religious
               affiliation, or biometric data from a student, parent, or sibling. Laws in other states
               impose similar restrictions. 
            

            
         

         
         	
            A number of states have introduced legislation that prohibits telecommunication and
               information service providers from collecting web browsing history, app usage data,
               geolocation data, and certain other personal information without affirmative consent.
               
            

            
         

         
      

      
      Rather than specifying monetary penalties for violations, these state laws create
         a private right of civil action by an aggrieved data subject. 
      

      
      Vulnerability Assessment

      
      Data minimization is a critical aspect of data protection and privacy legislation,
         but excessive collection of personal information is commonplace in many organizations.
         In the absence of privacy awareness, it is rarely faulted. The following vulnerabilities
         contribute to risk associated with excessive collection of personal information:
      

      
      
         	
            
            When developing job applications, employee information forms, contractor qualification
               forms, college applications, patient intake sheets, opinion surveys, questionnaires,
               website inquiry forms, and other data collection instruments, organizations may solicit
               personal information that is not absolutely necessary for the task at hand. This may
               occur because information requirements associated with a given task have not been
               carefully determined. 
            

            
         

         
         	
            Some personal information may be collected in anticipation of future uses that are
               not clearly defined and may never occur. This is a violation of the GDPR and national
               data protection laws. 
            

            
         

         
         	
            Data minimization requirements are easily misunderstood and misinterpreted. Laws and
               regulations that incorporate data minimization principles rarely specify the types
               of personal information that should not be collected. The GDPR allows data collection
               in the “legitimate interest” of an organization, but appropriate limits can only be
               determined in the context of specific situations. 
            

            
         

         
         	
            Some researchers and data analysts have noted that the data minimization principle
               is incompatible with big data initiatives, which process large data sets to reveal
               patterns, trends, and associations related to personal information.[8]   Data protection and privacy laws generally prohibit such secondary uses, although
               exceptions may be made for scientific, statistical, and historical research subject
               to appropriate safeguards that protect the identity of data subjects. 
            

            
         

         
         	
            Where data minimization is prescribed by data protection and privacy laws, collection
               of unnecessary personal information exposes an organization to monetary penalties.
               Given the GDPR’s broad territorial scope, this risk extends to countries, like the
               United States, that do not have omnibus data protection or privacy legislation. In
               some situations, it can be difficult to determine whether and to what extent an organization
               outside of the European Union is subject to GDPR’s extra-territorial requirements.
            

            
         

         
         	
            Data minimization violations are difficult to conceal. In many cases, the unnecessary
               personal information is collected directly from the data subject, who must be told
               why specific personal information is needed and the consequences of not providing
               it. Where personal information is obtained from an external source, the data subject
               has the right to be told about the categories of information involved. 
            

            
         

         
         	
            Excessive collection of personal information poses downstream risks related to high
               storage costs and unauthorized disclosure, which will be discussed in subsequent chapters.
            

            
         

         
      

      
      Risk Response

      
      Data protection and privacy laws do not prohibit the collection of personal information
         for a valid purpose that is clearly articulated at the time the information is collected.
         The benefits of collecting additional personal information for secondary uses, such
         as big data analysis, must be weighed against potentially negative impacts, taking
         applicable legal restrictions into account. 
      

      
      In the United States and other countries that do not have comprehensive data protection
         or privacy legislation, an organization may choose to accept the risks associated
         with excessive collection of personal information. Given the monetary penalties involved,
         however, risk acceptance is not an effective strategy where laws and regulations restrict
         the collection of personal information. Historically, such restrictions have been
         limited to specific political jurisdictions or industries, but the broad territorial
         scope of the GDPR extends data minimization requirements to many organizations that
         might not otherwise be subject to restrictions on collection of personal information.
         
      

      
      Where data minimization is mandated by laws or regulations, risk avoidance is only
         possible if collection of personal information is discontinued or severely curtailed.
         Whenever personal information is requested from data subjects, excessive collection
         is always a possibility. Personal information obtained from an external source, such
         as a purchased database or a video recording produced by a surveillance camera, is
         highly likely to have content that is unnecessary and possibly illegal for an organization
         to collect. 
      

      
      Risk transfer through insurance is generally not possible for criminal violation of
         data protection or privacy laws. In most countries, insurance policies also exclude
         coverage for fines and penalties for civil infractions of data minimization requirements,
         but insurance coverage may be available for legal fees associated with litigation,
         regulatory investigation, public relations expenses, or the cost to notify or compensate
         data subjects affected by excessive collection of personal information. Insurance
         claims are typically excluded for willful or negligent violations of data minimization
         requirements. 
      

      
      For collection of personal information, the only viable mitigation strategy is a risk
         limitation plan that directly addresses data minimization requirements:
      

      
      
         	
            
            An organization’s top management and key stakeholders must understand and be committed
               to compliance with data protection and privacy laws in general and data minimization
               requirements in particular. 
            

            
         

         
         	
            A qualified organizational unit must be responsible for identifying, analyzing, and
               interpreting data collection laws and regulations, including amendments and supplemental
               guidance documents. This must be done for all national and subnational jurisdictions
               where an organization operates. If necessary, external data protection specialists
               should be hired to supplement internal expertise.
            

            
         

         
         	
            Organizational units and employees involved in the collection of personal information
               must understand the importance, purpose, and scope of data minimization. Taking a
               proactive “privacy by design” approach,[9]   data minimization principles must be built into an organization’s business processes,
               information systems, and technology infrastructure. 
            

            
         

         
         	
            Operational objectives and processing requirements must be carefully defined and explicitly
               articulated when collection of personal information is planned. The organization must
               be able to respond clearly and fully to a data subject’s question about the purpose
               for which specific information is requested.
            

            
         

         
         	
            A compliance officer, privacy officer, or another knowledgeable employee must review
               surveys, questionnaires, web forms, and other data collection instruments to ensure
               that personal information requested is relevant, legally authorized, and necessary
               for the defined purpose. Questionable data elements must be highlighted, evaluated,
               and revised or eliminated as necessary. The review should consider whether the objectives
               of data collection can be achieved without the questionable data elements.
            

            
         

         
         	
            Where personal information is obtained from a source other than the data subject,
               it must be examined to identify and expunge unnecessary content before processing
               begins.
            

            
         

         
         	
            If additional personal information is collected for secondary uses, it must be clearly
               marked as optional. The data subject must not be adversely affected by a refusal to
               provide the requested information. Proposed secondary uses of personal information
               must be reviewed by a compliance officer, privacy officer, or another knowledgeable
               employee to ensure that they are legally permissible.
            

            
         

         
         	
            Where personal information will be used for big data initiatives, scientific research,
               statistical analysis, or similar purposes, an anonymization or pseudonymization process
               must separate personal identifiers from other information. Anonymization irreversibly
               obliterates the identity of a data subject, while pseudonymization is a reversible
               process that substitutes a token for information that might identify a data subject.[10]  
            

            
         

         
      

      
      Data Theft

      
      Data theft is defined as the unauthorized collection of nonpublic information from an organization
         or individual. The phrase is usually applied to hacking of a computer system in order
         to obtain access to confidential information, but it broadly denotes collection of
         information in any format by any means from any unauthorized source. Depending on
         the circumstances, the stolen information may be copied, memorized for transcription
         at a later time, or removed outright from its original location. The information may
         be stolen directly from its owner or obtained from a third party who has obtained
         it legally or illegally. In any case, the information ends up in the possession of
         someone who is not authorized to have it. 
      

      
      If personal information is involved, data theft is sometimes characterized as identity
         theft, which is often perpetrated by individual hackers working alone or in small
         groups with criminal intent. More important for this discussion, personal information
         about a competitor’s customers and employees may be stolen to obtain a business advantage
         rather than for identity fraud. Non-identity theft may involve a competitor’s financial
         reports, strategic plans, marketing plans, new product specifications and formulas,
         unpatented inventions, computer algorithms, business processes, or manufacturing techniques.[11]   Collectively, such nonpublic information is considered a trade secret.
      

      
      Tangentially related to data theft, an organization may obtain trade secrets or other
         proprietary information about a competitor’s business plans through a breach of a
         non-disclosure agreement (NDA) or other restrictive covenant. The information may
         come from a current or former employee of the organization that owns the information,
         from a consultant or contractor who encountered the information during the course
         of their work for the organization, from a job applicant who learned of the information
         during an interview, or from another informant.
      

      
      Various laws impose significant penalties for unlawful collection of trade secrets
         or other nonpublic information. 
      

      
      
         	
            
            Under the Economic Espionage Act of 1996 (18 U.S.C. § 1832), it is illegal to use
               deception to collect proprietary information that a competitor has taken active measures
               to protect where such information collection causes harm to the competitor. Violations
               are punishable by fines up to $5 million for domestic business infractions or $10
               million if a foreign country benefits from the unlawful collection. 
            

            
         

         
         	
            Many states have adopted a version of the Uniform Trade Secrets Act, which prohibits
               the acquisition of trade secrets by improper means. Penalties for violations are specified
               in state laws. Section 499c of the California Penal Code, for example, treats misappropriation
               of trade secrets as a form of larceny, which is punishable by fines up to $5,000 and
               imprisonment for up to one year. In addition to fines and criminal prosecution, unlawful
               collection of trade secrets can lead to costly civil litigation and court-ordered
               payments to the aggrieved party. 
            

            
         

         
         	
            The Defend Trade Secrets Act of 2016 (18 U.S.C. § 1836) and various state laws allow
               the owner of a trade secret to initiate civil actions for misappropriation of nonpublic
               information. In the European Union, comparable recourse is provided by EU Directive
               2016/943, which prohibits unlawful acquisition of trade secrets in EU member states.
               Penalties, which may include fines and imprisonment, are specified by national laws.
            

            
         

         
         	
            Data theft may be committed by an employee, contractor, consultant, intern, volunteer,
               or other workplace participant acting without an organization’s knowledge or approval,
               but the organization is ultimately accountable for stolen information that is maintained
               in its offices or on its computer systems. Under the National Stolen Property Act
               (18 U.S.C. § 2315), it is a federal crime to receive, possess, or store goods valued
               at more than $5,000, but it is not clear whether this statute applies to stolen information.[12]   Other countries have similar laws that criminalize possession of stolen property.[13]   
            

            
         

         
         	
            Several statutes criminalize the possession of stolen information in specific circumstances.
               Under 18 U.S.C. § 641, for example, it is a crime to receive or retain records stolen
               from US government agencies or records made under contract for US government agencies.
               Under the Computer Fraud and Abuse Act (18 U.S.C. § 1030), it is a crime to knowingly
               access or obtain information from a government computer or financial records from
               a financial institution without proper authorization. 
            

            
         

         
         	
            Addressing a variant form of data theft, anti-trust laws prohibit the collection of
               nonpublic information about a competitor’s marketing plans, customers, suppliers,
               prices, discount practices, future product offerings, expansion plans, or other commercially
               sensitive matters. This prohibition applies to direct collection of information from
               any nonpublic source, including a competitor’s customers, employees, former employees,
               consultants, contractors, or informants who may have themselves obtained the information
               by illegal means. The prohibition also applies to the cooperative exchange of non-public
               information between competing companies for purposes of price fixing, limiting production,
               market allocation, bid rigging, or other practices that unreasonably restrain trade.[14]   In the United States, the Sherman Act of 1890 (15 U.S.C. §§ 1 et seq.) imposes
               penalties up to $100 million and ten years in prison for anti-trust violations. Over
               one hundred other countries have laws that prohibit and penalize anti-competitive
               business practices. Examples include the Canadian Competition Act, the Australian
               Competition and Consumer Act 2010, the New Zealand Commerce Act 1986, the Indian Competition
               Act 2002, the Singapore Competition Act, and Article 102 of the Treaty on the Functioning
               of the European Union, which prohibits anti-competitive business practices in EU member
               states. 
            

            
         

         
      

      
      Vulnerability Assessment

      
      An organization might be in possession of nonpublic information that is collected
         from competitors or other external sources. Such information may be obtained without
         an organization’s knowledge or authorization in a variety of ways. The following vulnerabilities
         contribute to risk associated with collection of nonpublic information:
      

      
      
         	
            
            Nonpublic information may be offered unsolicited, and perhaps anonymously, by a disgruntled
               employee or former employee of a competitor as an act of retribution for unfair dismissal
               or perceived mistreatment. Acting without authorization, an employee may receive this
               stolen information and keep it in an organization’s office or computer storage.
            

            
         

         
         	
            As an adjunct to data gathering, market research, and other legal forms of competitive
               intelligence, one or more employees acting with their employer’s authorization may
               engage in industrial espionage to obtain trade secrets, customer records, supplier
               data, marketing plans, bid responses, or other proprietary information from competitors
               in order to obtain a business advantage. This may be accomplished by infiltrating
               a competitor’s computer systems, intercepting text messages, wiretapping telephone
               lines, eavesdropping on a competitor’s conversations, trespassing on the competitor’s
               property to obtain files, bribing a competitor’s employees to provide documents or
               data, posing as a job applicant to learn about a competitor’s business plans, or other
               illegal or unethical means. Information collected by these unauthorized methods may
               be saved in project files, planning files, email messages, or other paper or electronic
               files.
            

            
         

         
         	
            Newly hired employees may have copies of nonpublic documents or data taken from their
               former employers, even though they were forbidden by non-disclosure agreements or
               company policy to take such copies. Employees may bring this proprietary information
               to their new workplace where it is stored in office areas or on computer systems.[15]   
            

            
         

         
         	
            A newly hired employee may have unwritten knowledge of a former employer’s trade secrets,
               proprietary business processes, strategic plans, pricing practices, or other matters.
               This knowledge, which may confer a competitive advantage, is typically covered by
               non-disclosure agreements. Intentionally or inadvertently, the knowledge may be incorporated
               into email messages, reports, spreadsheets, presentations, or other written records
               that the employee creates in the course of assigned duties. These documents will be
               saved in an organization’s office areas or on its computer systems.
            

            
         

         
         	
            Consultants or contractors, who are often hired for their experience with similar
               organizations in a given industry, may draw on confidential reports, data compilations,
               or other information obtained during prior engagements with competitors. Trade secrets
               and other proprietary information from these records may be incorporated, intentionally
               or inadvertently, into work prepared for new clients.   
            

            
         

         
      

      
      Risk Response

      
      Unauthorized collection of nonpublic information can be difficult to monitor. Stolen
         information maintained in an organization’s offices or stored on its computer systems
         without its knowledge or approval can be difficult to detect in the ordinary course
         of business, but it may be discovered during audits, investigations, discovery for
         litigation, or other activities that involve a detailed review of an organization’s
         records. If nonpublic information is found, the organization may be exposed to fines,
         civil litigation, or criminal prosecution. Risk acceptance is a possible mitigation
         strategy in not-for-profit organizations or in noncompetitive industries where data
         theft to obtain a business advantage is unlikely. Risk transfer through insurance
         coverage is generally not possible for risks associated with illegal collection of
         information.
      

      
      In competitive industries, some measure of risk avoidance can be achieved by refusing
         to hire the former employees of competitors, which may deprive the organization of
         needed expertise, or by not giving such employees assignments that draw on information
         obtained in previous employment, which forfeits any experience that the new employee
         brings to the job. Despite their limitations, those risk avoidance practices can be
         included in a risk limitation plan that imposes significant restrictions on unauthorized
         collection of nonpublic information maintained by external entities:
      

      
      
         	
            
            Many organizations have a code of conduct or comparable policy that prohibits illegal
               activities as well as unethical actions that may harm a competitor. Employees must
               understand that this prohibition applies to unauthorized collection of proprietary
               data, confidential documents, and other nonpublic information, either directly or
               through intermediaries. 
            

            
         

         
         	
            An organization’s code of conduct must prohibit verbal or written exchange of nonpublic
               information with competitors. The prohibition must apply to strategic plans, marketing
               plans, customers, suppliers, prices, discount practices, future product offerings,
               expansion plans, or other data or documents that deal with commercially sensitive
               matters.
            

            
         

         
         	
            When hiring a current or former employee of a competitor, an organization must know
               the full scope of the employee’s work for the competitor, including whether and to
               what extent the employee has knowledge of the competitor’s trade secrets, proprietary
               business processes, strategic plans, and other nonpublic information. 
            

            
         

         
         	
            An organization must be aware of any non-disclosure agreements, noncompete clauses,
               nonsolicitation agreements, and other restrictive covenants and legal obligations
               imposed on an employee by a previous employer. The organization should obtain a written
               statement from the employee acknowledging these restrictions.
            

            
         

         
         	
            An organization must obtain a written agreement that an employee will not share or
               use a former employer’s trade secrets or proprietary information for as long as legal
               restrictions are in effect. This agreement is necessary to demonstrate that the organization
               does not tolerate data theft and will not receive stolen information.
            

            
         

         
         	
            Employees must be advised that nonpublic information obtained from former employers,
               competitors, or other external entities is prohibited in the workplace. Such information
               must not be stored in the organization’s offices or saved on its computer systems.
               This prohibition must extend to home offices that are authorized by the organization.
            

            
         

         
         	
            Consultants and contractors must be strongly cautioned against the inclusion of trade
               secrets or other proprietary information in reports, presentations, strategic plans,
               or other materials that they prepare for the organization.
            

            
         

         
      

      
      Objectionable Content

      
      Objectionable content consists of documents, data, messages, social media posts, photographs,
         video recordings, or other materials that contain cruel, insensitive, threatening,
         inflammatory, insulting, obscene, or otherwise offensive statements or graphic depictions
         related to a person’s race, ethnicity, national origin, immigration status, religious
         affiliation, sex, gender identity, sexual orientation, age, health, physical appearance,
         or other characteristics. Employees, consultants, contractors, and other workplace
         participants may create or collect such materials in the course of their assigned
         duties, although such duties would themselves be considered objectionable and possibly
         illegal. More likely, workplace participants may use an organization’s facilities,
         computer systems, equipment, supplies, or other resources to create and collect objectionable
         content that is solely related to their personal affairs. 
      

      
      An organization that allows or tolerates the creation or collection of documents or
         other records with objectionable content may violate laws that prohibit workplace
         harassment as a form of employment discrimination: 
      

      
      
         	
            
            In the United States, Title VII of the Civil Rights Act of 1964 (42 U.S.C. § 2000e-2),
               the Age Discrimination in Employment Act of 1967 (29 U.S.C. §§ 621-634), and the Americans
               with Disabilities Act of 1990 (42 U.S.C. §§ 12101 et seq.) prohibit employment discrimination
               based on race, color, religion, sex, national origin, age, disability, or genetic
               information. Many state and local governments have enacted similar laws.[16]   
            

            
         

         
         	
            Examples of laws that prohibit employment discrimination in other countries include
               the Canadian Human Rights Act (R.S.C, 1985, C. H-6) , the various equality directives
               issued by the European Union, and the Australian Age Discrimination Act 2004, Disability
               Discrimination Act 1992, Racial Discrimination Act 1975, and Sex Discrimination Act
               1984.
            

            
         

         
         	
            While these laws do not specifically reference objectionable content, a harassment
               claim may be supported by the presence of such content in the workplace.[17]   An employee in a protected class can claim that by allowing workplace participants
               to create or collect racist, sexist, homophobic, pornographic, or otherwise objectionable
               content, an organization promotes a hostile work environment—a situation that is sufficiently
               intimidating, offensive, pervasive, and ongoing to affect the terms and conditions
               of employment.[18]   An employer can be held liable for failing to prohibit the creation and collection
               of objectionable content that contributes to a hostile work environment. 
            

            
         

         
         	
            In addition to monetary penalties and litigation costs, employers who tolerate objectionable
               content in the workplace may suffer reputational harm and lose valued employees who
               prefer a more hospitable and ethical work environment. At a minimum, objectionable
               content distracts workers, undermines morale, and degrades productivity.
            

            
         

         
      

      
      Vulnerability Assessment

      
      Workplace harassment is too pervasive to ignore. In a 2017 survey by Harvard Medical
         School, UCLA, and the RAND Corporation, one in five workers reported being recently
         subjected to abusive behavior, humiliation, or unwanted sexual attention from an employer
         or co-worker.[19]   A 2018 survey of five hundred US full-time employees conducted by Wakefield Research
         for Hiscox, a global specialist insurer, found that 35 percent of all workers and
         41 percent of female respondents reported being harassed by a current or former employer.[20]   No work environment or discipline is immune. In a 2014 survey of trainee field
         scientists, 71 percent of women and 41 percent of men reported experiencing sexual
         harassment.[21]   In a 2016 survey of medical clinician-researchers, 30 percent of women reported
         experiencing sexual harassment.[22]  
      

      
      Objectionable content that exposes an organization to charges of workplace harassment
         may be created or collected in any work setting. This risk has a high likelihood of
         occurrence. An employee, consultant, contractor, intern, volunteer, or other workplace
         participant may send or receive an instant message that contains homophobic statements
         or racist epithets, write an email that disparages a co-worker as too old to perform
         effectively, circulate jokes that disparage women or specific ethnic groups, use an
         office computer to download images or videos from pornographic web sites, post suggestive
         photos of a co-worker on a social media site, keep sexually explicit photographs in
         office locations where they might be viewed by others, or otherwise create or collect
         offensive or intimidating materials that could be construed as contributing to a hostile
         workplace. These and other examples of information with objectionable content could
         be scattered in multiple locations. Few organizations rigorously monitor computer
         files, email systems, Internet usage, social media posts, cloud-based servers, mobile
         devices, office files, or archival collections to detect objectionable content. 
      

      
      Risk Response

      
      Acceptance of risky practices for creation and collection of information is not an
         option in the United States and other countries where workplace harassment is prohibited
         by law. An organization must exercise reasonable care to prevent, detect, and promptly
         deal with objectionable content that is created or collected by workplace participants.
         Risk avoidance may be possible in organizations that rely entirely on contractors,
         consultants, and interns rather than employees—an inadvisable business practice that
         may be legally questionable—but some laws extend protection from harassment to nonemployees.[23]   
      

      
      A more effective mitigation strategy combines risk transfer with a risk limitation
         plan. Some measure of risk transfer is possible through employment practices liability
         insurance (EPLI), which provides coverage for various types of employment litigation,
         including workplace harassment. A typical EPLI policy covers the cost of defending
         a lawsuit as well as settlements and judgments, but it will not pay for fines or punitive
         damages. The cost of an EPLI policy depends on the type and organization, the number
         of employees, the amount of total coverage, and risk factors, such as the organization’s
         litigation history and policies and practices that affect employment discrimination
         and workplace harassment. 
      

      
      In litigation, penalties may be reduced or cases dismissed if an employer has taken
         reasonable actions to prevent and correct harassment. As an adjunct to insurance coverage,
         an organization should adopt a risk limitation plan that includes the following components
         related to creation or collection of objectionable content:
      

      
      
         	
            
            An organization’s top management must issue a strong statement that strictly prohibits
               the creation or collection of objectionable content. This statement can be issued
               as a separate policy or included in a code of conduct, employee handbook, or comparable
               document that presents the organization’s core values, ethical principles, and approved
               practices. The statement must include a clear definition of objectionable content.
               The statement must assert the organization’s right to monitor the creation and collection
               of information to detect objectionable content.
            

            
         

         
         	
            Workforce participants must receive training to ensure that they are aware of and
               understand the organization’s policy on objectionable content and workplace harassment.
               Managers must receive appropriate training to enable them to monitor compliance with
               the policy.
            

            
         

         
         	
            The prohibition against creation and collection of objectionable content must be enforced.
               Reports of objectionable content must be investigated promptly, and appropriate corrective
               action must be taken.
            

            
         

         
         	
            Objectionable content may be sent or received through an organization’s email system.
               Creation and collection of such content can be minimized by prohibiting the use of
               an organization’s email system for personal communications. Where employees are allowed
               to use workplace computers, tablets, or smartphones to access personal email accounts,
               downloading of messages or attachments to those devices should be prohibited.
            

            
         

         
         	
            Internet filtering software can identify and block access to web sites that are likely
               to contain objectionable content that might be inadvertently viewed by co-workers
               or downloaded onto workplace computers. 
            

            
         

         
         	
            Surveillance software uses artificial intelligence technology and other methods to
               search an organization’s email and computer files for potentially offensive words
               and images. In some jurisdictions, workplace privacy laws require an organization
               to notify employees in advance about electronic monitoring, but exceptions are typically
               made for suspected misconduct that creates a hostile work environment.
            

            
         

         
      

      
      Defamatory or Private Content

      
      Defamation is a false statement presented as a fact. If a defamatory statement is
         made in writing, it may be libelous. The subject of a libelous statement may be a
         person—such as a co-worker, former employee, or manager—or an organization—a supplier,
         business partner, or competitor, for example. To be considered libelous, the statement
         must be intentionally false and communicated to others with harmful intent. 
      

      
      Most countries have laws that prohibit and penalize libel. While it may be a crime
         in some circumstances, libel is generally considered a civil wrong. Litigation is
         possible if the libeled party’s reputation is damaged by the false statement. If the
         libeled party is a person, the damages may be economic (lost present or future earnings,
         lost business opportunity, or lost employment benefits) or noneconomic (pain and suffering
         in the form of emotional distress, stress-induced illness, or personal humiliation).
         If the libeled party is a business or not-for-profit entity, the damages typically
         involve loss of reputation, which has measurable economic consequences. 
      

      
      Litigation risk is not limited to false statements. It also applies to true statements
         that contain factual information about a person that is not generally known and that
         would damage the person’s reputation if made public. Examples of private content include
         information about a person’s health, criminal background, family troubles, financial
         problems, sexual activity, or other details about the person’s private life. Disclosure
         of such information exposes an organization to civil litigation for “publication of
         private facts,” which is considered an invasion of privacy. The disclosure must be
         made to a large enough group that the private facts become private knowledge. The
         private content must be offensive to a reasonable person of ordinary sensibilities,
         and the facts disclosed must not be of legitimate public interest. Damage claims are
         typically based on loss of reputation or community status.
      

      
      Vulnerability Assessment

      
      The following vulnerabilities expose an organization to risks associated with collection
         of libelous or private information:
      

      
      
         	
            
            The most widely publicized instances of libelous communications or publication of
               private facts have involved publishing and broadcasting companies, but employees and
               other workplace participants in any organization or industry may create email messages,
               reports, social media posts, or other data or documents with libelous or private content.
               
            

            
         

         
         	
            Such content may ultimately be communicated to third parties, but until disclosure
               occurs, creation of defamatory or private information can be very difficult to detect.
               Few organizations rigorously monitor their computer files, email systems, Internet
               usage, social media posts, cloud-based servers, mobile devices, or office files to
               identify libelous or private content, which may be scattered in multiple locations
               and combined with other information that is true and publicly available. 
            

            
         

         
         	
            Collecting defamatory information created by others poses a related litigation risk
               if the information is communicated to others verbally by an employee or other representative
               of the organization that collected it. Verbal disclosure of defamatory information
               is termed slander, even if the defamatory content was collected from others rather than created by
               the person making the disclosure. 
            

            
         

         
         	
            Collection of defamatory information also poses the risk that an employee or other
               representative of an organization might incorporate the defamatory content into a
               written statement, thereby committing libel. The same risks apply to collection of
               data or documents with private content.
            

            
         

         
         	
            In some circumstances, the risk window for litigation is long. While laws that prohibit
               defamation and publication of private facts specify relatively short time periods
               for initiation of litigation, the limitation period begins when the harmful disclosure
               occurs, not when the information was created. If libelous or private content finds
               its way into archival collections, it may not be disclosed for many years after it
               was created, although the risk window for defamation and invasion of privacy claims
               is ultimately limited by the life span of the aggrieved party. 
            

            
         

         
      

      
      Risk Response

      
      Acceptance may be an effective mitigation strategy for litigation risks associated
         with creation or collection of libelous or private content, especially for an organization
         that is confident about the legality of its information-handling practices. Cases
         that allege defamation or disclosure of private information can be difficult for plaintiffs
         to win. Various defenses are available to the accused party. Damages for reputational
         risk may be capped in some jurisdictions, and punitive damages are rarely awarded.
         On the other hand, a lawsuit for defamation or invasion of privacy can involve significant
         legal costs, even if the claim is settled or dismissed at an early stage.
      

      
      In a lawsuit for defamation or invasion of privacy, the aggrieved party must demonstrate
         that harmful content was disclosed to a third party or that private content was made
         publicly available. An email message or reference letter sent to one recipient may
         be enough to damage someone’s reputation, but many cases of libel or invasion of privacy
         involve wider distribution of defamatory or private content. Broad dissemination is
         most likely to involve content that is linked to communication technologies. Email
         messages may be sent to a wide audience, but content submitted to blogs and social
         media sites, which may consist of comments that are hastily written or ill-considered,
         pose the greatest risk. For risk avoidance, an organization can discontinue or sharply
         curtail the submission of content to blogs and social media sites, but that mitigation
         strategy might conflict with marketing campaigns or other publicity initiatives that
         capitalize on a social media presence.
      

      
      Insurance provides a transfer option for litigation risks related to libelous or private
         content. Commercial liability policies typically include coverage for legal expenses
         associated with litigation where the insured party’s false statement or publication
         of private facts was done unknowingly or inadvertently without negligence or recklessness.[24]   Some policies may cover settlement costs, but not punitive damages, up to a specified
         limit. Most policies exclude coverage for defamation of a competitor.
      

      
      Litigation is triggered by harmful communication of libelous or private content, but
         the risk begins when defamatory or private information is created or collected; if
         such content is not created or collected, it cannot be disclosed. The most effective
         mitigation strategy addresses the creation and collection of data or documents with
         problematic content:
      

      
      
         	
            
            By definition, a true statement cannot be defamatory. Creators of email messages,
               social media posts, reference letters, and other communications must thoroughly review
               all factual statements for accuracy and provability. Rumor, innuendo, and speculation
               that might harm the reputation of an individual or organization must be avoided. Any
               statements of opinion must be clearly identified as such.
            

            
         

         
         	
            Email messages, social media posts, correspondence, and other communications must
               be thoroughly reviewed for private information about named individuals. Any information
               about a person’s private life must be avoided in a communication unless it is already
               known to the recipient of the communication. 
            

            
         

         
         	
            Employees and other workplace participants must avoid collecting information that
               contains libelous or private information to minimize the possibility of incorporating
               false statements or private facts into communications. 
            

            
         

         
         	
            An organization must avoid creating detailed reference letters that evaluate a current
               or former employee’s performance. To the extent that they are permitted at all, such
               letters should be limited to verifiable facts.
            

            
         

         
      

      
      Information Quality

      
      Adapting an idea from quality control of manufacturing processes, academic researchers
         and operations management specialists define information quality pragmatically as “fitness for purpose.”[25]   This definition views information as raw material for the production of databases,
         documents, and other records. Fitness for purpose is determined subjectively by the intended user who may be an employee, a customer,
         a healthcare provider, a patient, an attorney, an auditor, a manager, an engineer,
         a researcher, a student, or any other person who needs to access the information for
         a given task. As in manufacturing, the information must satisfy the consumer’s requirements.[26]   Quality is an attribute of information that meets or exceeds the intended consumer’s
         expectations. Measured in this way, information quality is a relative concept.[27]   The same information may be useful for one purpose and unacceptable for another.
         Some disciplines—such as financial auditing, medicine, scientific research, cartography,
         and engineering—set a very high bar for information quality. 
      

      
      Information quality is sometimes equated with data quality. The two concepts are closely
         aligned, but they are not interchangeable. Adapting a general definition presented
         in ISO 9000:2015, Quality Management Systems—Fundamentals and Vocabulary, the ISO 8000-2:2018 standard, Data Quality—Part 2: Vocabulary defines data quality as the “degree to which a set of inherent characteristics of data fulfills requirements,”
         which are defined as needs or expectations that are “stated, generally implied or
         obligatory.” But data quality is typically concerned with database content, while
         the quality concerns discussed in this section apply to information of all types in
         all formats. In this respect, data quality is properly considered a subset of information
         quality. The same quality assessment concepts apply in both cases, but data quality
         initiatives typically focus on identification and correction of errors and inconsistencies
         in database content. Information quality, by contrast, addresses a broader range of
         issues, including objectivity, reliability, precision, and verifiability of information.[28]   
      

      
      Quality information is essential for decision-making, accounting, transaction processing,
         customer service, product development, marketing, and other operations and activities.
         Within the framework of fitness for purpose, academic researchers have identified
         various attributes of quality information:[29] With respect to creation or collection, information must be accurate, complete, up
         to date, relevant, unbiased, appropriately detailed, consistent, and verifiable. Risk
         increases when one or more of these quality attributes are compromised or absent:
         
      

      
      
         	
            
            The adverse consequences of poor-quality information include higher operating costs,
               lower revenue, missed business opportunities, delayed product launches, reduced cash
               flow, slower transaction processing, supply chain disruptions, erroneous product shipments,
               increased product returns, reduced customer satisfaction, tarnished reputation, decreased
               employee productivity, and wasted resources spent detecting and correcting errors.
               
            

            
         

         
         	
            In information-dependent activities, defective content leads to defective work. In
               specialized fields like medical care, epidemiology, social services, food inspection,
               drug testing, environmental protection, civil engineering, and law enforcement, information-quality
               problems can endanger public health, welfare, and safety.
            

            
         

         
         	
            Laws and regulations that mandate the collection of specific information for submission
               to government, as discussed above, also require that the information be accurate and
               complete. This requirement is stated in some cases[30]   and implied in others. Failure to comply exposes an organization to fines and other
               penalties.[31]  
            

            
         

         
         	
            Apart from compliance failures, the adverse economic impact of information-quality
               problems can only be quantified in the context of specific business operations, but
               it can be substantial.   One source cites three proprietary studies of unidentified
               companies that estimate the cost of data quality errors at 8 to 12 percent of revenue.[32]   
            

            
         

         
         	
            The negative effects of poor-quality information can cascade through multiple operations
               and activities. If a company overstates its inventory information, for example, its
               cost of goods sold will be understated, which will cause an overstatement of gross
               profit, net income, and the value of assets. These accounting errors will be carried
               over into financial statements that are consulted by business decision-makers, current
               shareholders, prospective investors, current and prospective business partners, and
               government regulators. When the errors are discovered, the company will be forced
               to restate its earnings, which will damage its reputation. If intentional misinformation
               is suspected, the company may be subject to regulatory investigation and criminal
               prosecution.
            

            
         

         
      

      
      Vulnerability Assessment

      
      Over the last quarter century, published reports have documented the prevalence of
         information-quality problems in a varied range of work environments and disciplines.[33]   In a 2016 survey of two hundred information technology executives in North American
         companies with five hundred or more employees, 81 percent of respondents said that
         their organizations believe their data quality is better than it really is, and 94
         percent said that business value was lost because of poor data quality.[34]   A 2017 summary of data quality measurements by seventy-five executives over a three-year
         period found that 47 percent of newly created records had at least one work-impacting
         error.[35]   In any given organization, it is highly likely that employees, consultants, contractors,
         and other workplace participants are creating or collecting information that is inaccurate,
         obsolete, insufficiently detailed, obtained from unreliable sources, difficult to
         verify, confusing, redundant, irrelevant, or otherwise unfit for its intended purpose.[36]   Unacceptable information quality may result from carelessness, inadequate training,
         misinterpretation, or negligence. 
      

      
      Database records, the focus of data quality concerns, may contain typographical errors
         as well as missing, obsolete, misspelled, inconsistent, or meaningless information
         about an organization’s employees, customers, suppliers, products, inventory, orders,
         accounting transactions, or other matters. Rounded numbers or estimates may be substituted
         for precise values. Errors, duplication, and inconsistencies may be introduced when
         database content is imported from external sources or when application-specific databases
         are merged. Multiple application-specific databases may have different billing addresses,
         shipping addresses, or contact information for the same customer. Complexity increases
         in organizations that maintain information in multiple countries and multiple languages.
         These problems are widely recognized by quality-control specialists, technology managers,
         database administrators, and business unit employees whose work is affected by them.
         
      

      
      The quality of information in reports, email messages, presentations, and other unstructured
         business documents has received less attention than database content, but it is no
         less commonplace or problematic. Business documents may contain unjustified assumptions,
         false statements, inadequately documented claims, speculation presented as fact, quotes
         taken out of context, statistics from unreliable sources, or other misinformation
         that renders the documents unfit for planning, decision-making, or other purposes.
         This misleading content may be incorporated into web pages, social media posts, promotional
         materials, or other publicly available resources. These concerns are not limited to
         textual information. Photographs, video recordings, audio recordings, and other media
         may be altered, incorrectly identified, or presented out of context. Problems of scale,
         formatting, positional accuracy, and age can render geographic information system
         (GIS) data unfit for use, as can intentional alteration to reduce the amount of detail
         in a cartographic data set. Some commercially available GIS datasets intentionally
         include nonexistent streets, phantom towns, or other false information to expose copyright
         violations.
      

      
      Risk Response

      
      Information-quality problems are endemic and inevitable in organizations of all types
         and sizes. All organizations create and collect some information that is unfit for
         its intended purpose. Risk avoidance is not possible. Risk transfer through insurance
         is not an option for most information-quality problems. Errors and omissions coverage
         is typically limited to professionals and technology companies that provide advice
         or services. An effective mitigation strategy must combine risk acceptance with a
         risk limitation plan.
      

      
      Because perfect information is unachievable, acceptance of information-quality problems
         is a necessary component of an organization’s risk mitigation strategy, but there
         are no published standards or guidelines that specify a reasonable percentage of quality
         problems for a given use case. User expectations, the measure of quality, are context-specific.
         Every organization must define acceptable information-quality levels for specific
         types of information and the tasks they support. For a database created for a drug
         trial, for example, a clinical investigator might require a 95 percent quality level
         for patient information that is key-entered from case report forms or imported from
         electronic sources. By contrast, a charitable organization might be satisfied with
         an 85 percent quality level for names, street addresses, and email addresses in a
         purchased mailing list that will be used for donor solicitations, recognizing that
         15 percent of the solicitations will be undeliverable. Acceptable quality levels for
         reports, presentations, web pages, and other documents are more difficult to determine.
         The quality level for a report submitted to a regulatory agency should be as close
         to 100 percent as possible, but a company may be satisfied with a 75 percent or lower
         quality level for an analysis of a competitor’s likely future plans for product development.
         Such an analysis may combine facts with speculation that may be interesting but useless.
         Isolated quality issues related to information from unattributed sources or insufficiently
         detailed content may be inconsequential, but flawed information can have an adverse
         impact on an organization’s strategic plans and business decisions. As noted above,
         reports, web pages, and other documents may contain misinformation that is completely
         unacceptable and unfit for any purpose.
      

      
      As discussed in ISO 9001:2015, Quality Management Systems—Requirements, effective quality management depends on risk based thinking that emphasizes preventive
         actions. According to the widely adopted 1-10-100 rule developed by Total Quality
         Management (TQM) specialists, it costs ten times more to correct a quality problem
         than to prevent it and one hundred times more if the problem is uncorrectable.[37]   In line with this concept, an effective risk mitigation strategy must incorporate
         quality concepts into the information-creation and -collection process: 
      

      
      
         	
            
            Quality-management specialists emphasize the importance of building organizational
               awareness through top management commitment, goal setting, training, and progress
               assessment. Line managers must understand and take responsibility for the quality
               of information created or collected by employees and other workplace participants.
               System planners must work with users to establish attainable quality expectations
               for information-dependent business processes. Workplace participants involved in creation
               or collection of information must receive appropriate training. 
            

            
         

         
         	
            An ongoing audit program must identify information-quality problems, determine their
               causes, and develop improvement plans, but organizations should focus on building
               quality into their information-creation and -collection activities so that problem-correction
               requirements are minimized.
            

            
         

         
         	
            In research, marketing, product development, customer service, program evaluation,
               and other activities, database content is often derived from information obtained
               through questionnaires, surveys, and web forms. These data collection instruments,
               whether self-administered or intended for use by trained staff, must be reviewed for
               reading level, clarity, completeness, and suitability for data tabulation and analysis.
               Questions must be straightforward and designed to elicit responses that will be fit
               for purpose. Instructions must be concise, understandable, and easy to follow. Data
               collection instruments should be pretested on a pilot sample before they are rolled
               out to all respondents.[38]  
            

            
         

         
         	
            Data entry errors can have an adverse impact on a database’s fitness for purpose.
               To address this significant aspect of database quality, data entry procedures and
               expectations should be clearly defined, strictly enforced, and closely monitored.
               Double data entry—in which all data is typed twice, either by the same operator or
               a different one—should be used for mission-critical data values.[39]   Text-to-speech programs can also be used to confirm correct data entry. 
            

            
         

         
         	
            For information exported from external sources or for databases created in the past,
               data cleaning—also known as data cleansing or data scrubbing—can detect and correct
               typographical errors, invalid or inconsistent data values, improperly formatted data
               values, out-of-range values, duplicate data, missing data values, and other quality
               problems in database records. Data warehouses, federated databases, and other decision-support
               technologies that aggregate information from a variety of sources must have an effective
               method of identifying and removing these irregularities. Data cleaning is also important
               for data mining, machine learning, data modeling, and data visualization. Data cleaning
               software tools are available from a number of suppliers. These tools can detect errors,
               inconsistencies, and other anomalies in a given collection of data and make and verify
               corrections, but some remediation work may require manual intervention.[40]  
            

            
         

         
         	
            To address inconsistent and redundant content in application-specific databases, master
               data management (MDM) software creates a master data hub that collects and consolidates
               existing information about a specific matter. A master data hub may contain information
               about customers, products, suppliers, materials, facilities, or employees, for example.
               The master data hub is an authoritative, up-to-date reference resource for information
               that is processed by multiple applications. MDM implementations typically utilize
               data cleaning tools that identify conflicting data, missing data elements, improperly
               formatted data, misspellings, inconsistent abbreviations, and other problems. Some
               MDM software validates data against external information sources, such as a postal
               reference file or a database of standard abbreviations. MDM software can also identify
               and remove duplicate data.
            

            
         

         
         	
            Because quality content begins at the source, collection of information for inclusion
               in reports, email messages, and other documents should be limited to reliable sources.
               The accuracy and completeness of a given source will have a significant impact on
               a document’s fitness for purpose. For information derived from observation, interviews,
               focus groups, or self-administered surveys, the reliability of the persons who provided
               the information should be verified. 
            

            
         

         
         	
            To the extent possible, preference should be given to information that can be confirmed
               by observation, that comes from a reputable source with proven expertise and credibility,
               or that is reported by multiple sources, assuming that all of the sources are trustworthy.
               Decision-makers must verify the reliability of information before using it.
            

            
         

         
      

      
      Summary of Major Points

      
      
         	
            
            Many laws and regulations mandate the collection of specific information for submission
               to government agencies. Failure to comply with these information-collection requirements
               exposes an organization to fines and other penalties.
            

            
         

         
         	
            Many countries have data protection and privacy laws and regulations that restrict
               or prohibit the collection of personal information. Data minimization is the underlying
               principle for these laws and regulations. Collection of personal information must
               be limited to the minimum amount necessary for a specific, explicit, and legitimate
               purpose. Failure to comply with data minimization requirements exposes an organization
               to civil and criminal penalties.
            

            
         

         
         	
            Various laws prohibit unauthorized collection of trade secrets or other nonpublic
               information from competitors or other sources. While such information may be obtained
               without an organization’s knowledge or authorization, its possession is illegal in
               most countries.
            

            
         

         
         	
            An organization that approves or tolerates the creation or collection of documents
               or other records with objectionable content may violate laws that prohibit workplace
               harassment as a form of employment discrimination.
            

            
         

         
         	
            Creation or collection of defamatory or private information exposes an organization
               to significant litigation risks. 
            

            
         

         
         	
            Information must be accurate, complete, up to date, relevant, unbiased, appropriately
               detailed, and verifiable. Risk increases when one or more of these quality attributes
               are compromised or absent. The adverse consequences of poor-quality information include
               higher operating costs, lower revenue, and diminished productivity.
            

            
         

         
      

      
      Notes

      
      
         
            1. Government-wide OMB estimates for active information collections are updated regularly
                  at www.reginfo.gov/public/do/PRAReport?operation=11. Agency-specific estimates are
                  available at www.reginfo.gov/public/do/PRAMain. 
               

            

         

         
            2. This is the definition of personally identifiable information (PII) presented in 2
                  C.F.R. § 200.79, OMB Memorandum M-07-16 issued by the Office of Management and Budget
                  (www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2007/m07-16.pdf), Report
                  GAO-08-343 issued by the Government Accountability Office (www.gao.gov/new.items/d08343.pdf),
                  and other US government sources. ISO /IEC 29100:2011, Information Technology—Security Techniques—Privacy Framework defines personally identifiable information as any information that can be directly or indirectly linked to a PII principal—that
                  is, to a “natural person” to whom the PII relates.
               

            

         

         
            3. The official text of the regulation and its recitals, which provide additional details
                  about the specific requirements, are available at https://gdpr-info.eu. 
               

            

         

         
            4. Examples of publications that survey national privacy and data protection laws include
                  W. Leichter and D. Berman, Global Guide to Data Protection Laws: Understanding Privacy and Compliance Requirements
                     in More than 80 Countries (San Jose, CA: CipherCloud, 2018); G. Greenleaf, Global Privacy Laws 017: 120 National Data Privacy Laws, Including Indonesia and Turkey (Sydney, Australia: University of New South Wales, 2017), https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2993035;
                  G. Greenleaf, Asian Data Privacy Laws: Trade & Human Rights Perspectives (Oxford: Oxford University Press, 2014); L. Bygrave, Data Privacy Law: An International Perspective (Oxford: Oxford University Press, 2014); D. Banisar and S. Davies, “Global Trends
                  in Privacy Protection: an International Survey of Privacy, Data Protection, and Surveillance
                  Laws and Developments,” John Marshall Journal of Information Technology & Privacy Law 18, no. 1 (1999): 1–111, https://repository.jmls.edu/cgi/viewcontent.cgi?article=1174&context=jitpl.
               

            

         

         
            5. The Fair Information Practice Principles were initially proposed by a federal advisory
                  committee in 1973 as the Code of Fair Information Practice, which formed the basis
                  for the Privacy Act of 1974 (5 U.S.C. § 552a). The principles were subsequently expanded
                  for inclusion in the OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data, which were issued by the Organization for Economic Cooperation and Development in
                  1980 (www.oecd.org/internet/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborderflowsofpersonaldata.htm).
               

            

         

         
            6. In keeping with the Fair Information Practice Principles, the USA FREEDOM Act of 2015
                  (Pub. Law 114-23), the successor to the USA PATRIOT Act, limited the National Security
                  Agency’s authority to collect information about private telephone calls, a practice
                  that was revealed in 2013 by Edward J. Snowden, a former intelligence contractor.
                  See Transparency Report: The USA FREEDOM Act Business Records FISA Implementation issued by the NSA Civil Liberties and Privacy Office in January 2016. (www.nsa.gov/Portals/70/documents/about/civil-liberties/reports/UFA_Civil_Liberties_and_Privacy_Report.pdf).
               

            

         

         
            7. In 2013, Hershey’s and Mrs. Fields Original Cookies agreed to civil penalties of $85,000
                  and $100,000, respectively, for collecting children’s personal information without
                  appropriate parental consent. In 2014, Yelp agreed to a civil penalty of $400,000
                  for alleged COPPA violations, while TinyCo, a developer of mobile apps targeted at
                  children, was fined $300,000. In 2019, TikTok, developers of an app for creating and
                  sharing short videos, agreed to pay $5.7 million, the largest civil penalty in a children’s
                  privacy case, to settle accusations that it had failed to obtain parental consent
                  for users under age 13. A study found that many free children’s apps collect personal
                  information in a manner that violates COPPA. See I. Reyes et al., “Won’t Somebody
                  Think of the Children? Examining COPPA Compliance at Scale,” Proceedings on Privacy Enhancing Technologies 2018, no. 3 (2018): 63–83, https://petsymposium.org/2018/files/papers/issue3/popets-2018-0021.pdf.
               

            

         

         
            8. See, for example, N. Richards and W. Hartzog, “Trusting Big Data Research,” DePaul Law Review 66, no. 2 (2017): 579–90, https://via.library.depaul.edu/cgi/viewcontent.cgi?article=4022&context=law-review;
                  I. Rubinstein, “Big Data: The End of Privacy or a New Beginning,” International Data Privacy Laws 3, no. 2 (2013): 74–87, https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2157659;
                  T. Zarsky, “Incompatible: The GDPR in the Age of Big Data,” Seton Hall Law Review 47, no. 4 (2017): 995–1020, https://scholarship.shu.edu/shlr/vol47/iss4/2/; E. Gray
                  and J. Thorpe, “Comparative Effectiveness Research and Big Data: Balancing Potential
                  with Legal and Ethical Considerations,” Journal of Comparative Effectiveness Research 4, no. 1 (2015): 61–74, www.ncbi.nlm.nih.gov/pubmed/25565069. 
               

            

         

         
            9. Privacy by Design (PbD) concepts and principles originated in Canada in the 1990s.
                  See A. Cavoukian, Operationalizing Privacy by Design: A Guide to Implementing Strong Privacy Practices
                     (Toronto: Information and Privacy Commissioner, Ontario, Canada, 2012), www.ontla.on.ca/library/repository/mon/26012/320221.pdf.
               

            

         

         
            10. The significance of these processes for GDPR compliance is discussed in many publications.
                  See, for example, S. Stalla-Bourdillon and A. Knight, “Anonymous Data v. Personal
                  Data—A False Debate: An EU Perspective on Anonymization, Pseudonymization and Personal
                  Data,” Wisconsin International Law Journal 34, no. 2 (2017): 285–322, http://hosted.law.wisc.edu/wordpress/wilj/files/2017/12/Stalla-Bourdillon_Final.pdf;
                  L. Bolognini and C. Bistolfi, “Pseudonymization and Impacts of Big (Personal/Anonymous)
                  Data Processing in the Transition from the Directive 95/46/EC to the New EU General
                  Data Protection Regulation,” Computer Law & Security Review 33, no. 2 (2017): 171–81, www.sciencedirect.com/science/article/pii/S0267364916302151;
                  and M. Hintze, “Viewing the GDPR through a De-Identification Lens: A Tool for Clarification
                  and Compliance,” International Data Privacy Law 8, no. 1 (2018): 86–101, https://academic.oup.com/idpl/article-abstract/8/1/86/4763693?redirectedFrom=fulltext.
               

            

         

         
            11. A Wyoming law deals with an unusual form of data theft. WY Sta. §§ 6-3-414 and 40-27-101
                  prohibits the collection of “resource data” when such collection involves trespassing
                  on private lands, even if the trespass is unintentional or incidental to the collection.
                  Resource data is defined as information relating to land or land use, including agriculture, minerals,
                  geology, history, cultural artifacts, archeology, vegetation, or animal species. The
                  law defines collection broadly to encompass acquisition of information in any form. Violations are punishable
                  by imprisonment for up to one year and fines ranging from $1,000 to $5,000. The owner
                  of the property can also bring a civil action against a trespasser for consequential
                  and economic damages caused by illegal collection of resource data.
               

            

         

         
            12. Conflicting opinions are presented in two widely publicized legal cases involving
                  journalists. In 1969, the U.S. Court of Appeals for the District of Columbia Circuit
                  held that Drew Pearson and Jack Anderson, two popular syndicated columnists, were
                  not liable for receiving office records, letters from constituents, and other nonpublic
                  information about Connecticut Senator Thomas Dodd even though they knew that the information
                  had been stolen by the senator’s staff. On the other hand, Chief Justice Warren Berger’s
                  1971 dissent in the Pentagon Papers case said that the New York Times should be held liable for receiving and publishing stolen property. See K. Middleton
                  et al., The Law of Public Communication: 2017 Update to the Ninth Edition (New York: Routledge, 2017), 202–3.
               

            

         

         
            13. The chairman of Pirelli, a tire manufacturer, was found guilty in 2013 for receiving
                  stolen information when he was the head of Telecom Italia. The information, which
                  was delivered to Telecom Italia’s headquarters on a DVD in a package without a return
                  address, had been stolen in 2004 from a security agency in Brazil that was allegedly
                  spying on Telecom Italia. Even though the defendant immediately turned the information
                  over to Brazilian and Italian judicial authorities, he received a twenty-month suspended
                  jail sentence and was ordered to pay €900,000. In a related development, the former
                  head of security at Telecom Italia received a prison sentence for collecting private
                  information about prominent Italians. For other examples, see S. Becker, “Discovery
                  of Information and Documents from a Litigant’s Former Employees: Synergy and Synthesis
                  of Civil Rules, Ethical Standards, Privilege Doctrines, and Common Law Principles,”
                  Nebraska Law Review 81, no. 3 (2002/2003): 869–1007, https://digitalcommons.unl.edu/cgi/viewcontent.cgi?article=1345&context=nlr.
                  
               

            

         

         
            14. Insider trading laws restrict or prohibit investment decisions that are based on nonpublic
                  information, but such laws are concerned with the use of nonpublic information rather
                  than its collection and possession.
               

            

         

         
            15. In one of the most widely publicized industrial espionage cases, a former General
                  Motors executive was accused of transferring proprietary information to Volkswagen,
                  his new employer, in 1993. He allegedly began collecting the information in anticipation
                  of changing jobs and used Volkswagen’s corporate aircraft to ship seventy boxes of
                  GM documents containing product plans and pricing information from Detroit to Germany,
                  where they were input directly into Volkswagen’s computers. To settle the resulting
                  civil suit, Volkswagen agreed to pay General Motors $100 million and to buy $1 billion
                  of GM parts.
               

            

         

         
            16. As an example, the New York State Human Rights Law §296 prohibits employment discrimination
                  based on age, race, creed, color, national origin, sexual orientation, gender identity
                  or expression, military status, sex, disability, predisposing genetic characteristics,
                  family status, marital status, or domestic violence status. The New York City Human
                  Rights Law (Title 8 of the Administrative Code of the City of New York) contains similar
                  prohibitions.
               

            

         

         
            17. In 1995, Chevron Corporation agreed to pay $2.2 million to settle sexual harassment
                  charges by four employees who were the targets of disparaging sexual comments, offensive
                  jokes, and pornography sent through the company’s email system. (Nardinelli et al v. Chevron, No. 945302, Superior Court, California, 1995). The defendant had an anti-harassment
                  policy that required training for all employees, but compliance was not monitored.
                  In 1998, Morgan Stanley settled a lawsuit filed by two African American employees
                  who claimed they were subject to a hostile work environment after complaining about
                  an internal email that contained racist jokes (Owens et al. v. Morgan Stanley et al., No. 96 Civ. 9747 [DLC], SD NY, settlement Feb. 10, 1998).
               

            

         

         
            18. In 2017, an African American employee sued a New York City hotel for creating a hostile
                  workplace when a co-worker sent a group email with an attached video that contained
                  racial epithets, but the court concluded a single incident of racial harassment was
                  not sufficiently pervasive to constitute a hostile work environment (Cromwell-Gibbs v. Staybridge Suite Times Square, No. 16 CIV. 5169 [KPF], WL 2684063 [S.D.N.Y. June 20, 2017]).
               

            

         

         
            19. N. Maestas et al., How Americans Perceive the Workplace: Results from the American Working Conditions
                     Survey (Santa Monica, CA: RAND Corporation, 2017), https://doi.org/10.7249/RB9972.
               

            

         

         
            20. www.hiscox.com/documents/2018-Hiscox-Workplace-Harassment-Study.pdf.

            

         

         
            21. K. Clancy et al., “Survey of Academic Field Experiences (SAFE): Trainees Report Harassment
                  and Assault,” PLoS ONE 9, no. 7 (2014): e102172, https://doi.org/10.1371/journal.pone.0102172.
               

            

         

         
            22. R. Jagsi et al., “Sexual Harassment and Discrimination Experiences of Academic Medical
                  Faculty,” Journal of the American Medical Association 315, no. 19 (2016): 2120–21, https://jamanetwork.com/journals/jama/fullarticle/2521958?appId=scweb.
               

            

         

         
            23. New York State Human Rights Law, § 296-C, for example, prohibits “unwelcome harassment”
                  that creates “an intimidating, hostile, or offensive working environment” for unpaid
                  interns. According to § 296-D, an organization may be held liable for sexual harassment
                  of contractors, subcontractors, vendors, and consultants if appropriate corrective
                  action is not taken immediately. 
               

            

         

         
            24. Media liability insurance is a specialized type of business liability insurance that
                  covers defamation and invasion of privacy claims against authors, bloggers, publishers,
                  broadcasters, public speakers, advertising agencies, public relations agencies, and
                  other media professionals.
               

            

         

         
            25. ISO 9000:2015, Quality Management Systems—Fundamentals and Vocabulary, defines quality as the degree to which a set of inherent characteristics of an object fulfills requirements.
                  This quality concept applies to both goods and services. See J. Juran, “Attaining
                  Superior Results through Quality,” in Juran’s Quality Handbook: The Complete Guide, 6th ed., ed. J. Juran and J. Defeo (New York: McGraw-Hill, 2010), 5: “To be fit
                  for purpose, every good and service must have the right features to satisfy customer
                  needs and must be delivered with few failures.”
               

            

         

         
            26. This consumer-centric perspective is in keeping with W. Edwards Deming’s quality management
                  dictum that “the consumer is the most import part of the production line.” See J.
                  Orsini, ed., The Essential Deming: Leadership Principles from the Father of Quality Control (New York: McGraw Hill, 2013), 176–78. On the implications of Deming’s approach to
                  total quality management for information quality, see L. English, Information Quality Applied: Best Practices for Improving Business Information, Processes,
                     and Systems (Indianapolis: Wiley Publishing, 2009), 32–41. On the concept of information as a
                  product, see R. Wang et al., “Manage Your Information as a Product,” Sloan Management Review 39, no. 4 (1998), 95–105.
               

            

         

         
            27. Guidelines developed by the Federal Trade Commission for the Data Quality Act, which
                  amended the Paperwork Reduction Act (44 U.S.C. 3501 et seq.), cite usefulness as one
                  of the three essential characteristics of quality information. The other two are objectivity,
                  which means that the information is clear and complete, and integrity, which means
                  that the information has not been corrupted or falsified. The guidelines have been
                  adopted by other agencies. www.ftc.gov/data-quality-act/guidelines-for-ensuring. 
               

            

         

         
            28. In popular speech, the terms information and data have been used interchangeably since the nineteenth century, as evidenced by Sherlock
                  Holmes’s impatient statement in The Adventure of the Copper Beeches: “Data! Data! Data! . . . I can’t make bricks without clay.” The previously cited
                  ISO 8000-2 standard, however, differentiates data, which it defines as a “reinterpretable representation of information in a formalized
                  manner suitable for communication, interpretation, or processing” from information, which it defines as “knowledge concerning objects, such as facts, events, things,
                  processes, or ideas, including concepts, that within a certain context has a particular
                  meaning.” Mirroring the manufacturing analogy noted above, these definitions treat
                  information as processed data. As in manufacturing, quality input is necessary for
                  a satisfactory product. 
               

            

         

         
            29. See, for example, Y. Huh et al., “Data Quality,” Information and Software Technology 32, no. 8 (1990), 559–65, https://doi.org/10.1016/0950-5849(90)90146-I; R. Wang and
                  D. Strong, “Beyond Accuracy: What Data Quality Means to Data Consumers,” Journal of Management Information Systems 12, no. 4 (1996): 5–33, http://mitiq.mit.edu/Documents/Publications/TDQMpub/14_Beyond_Accuracy.pdf;
                  M. Eppler and D. Wittig, “Conceptualizing Information Quality: A Review of Information
                  Quality Frameworks for the Last Ten Years,” in Proceedings of the 2000 International Conference on Information Quality (Cambridge, MA: MIT Information Quality Program, 2000), 83–96, http://mitiq.mit.edu/ICIQ/Documents/IQ%20Conference%202000/Papers/ConceptIQaReviewofIQFramework.pdf;
                  B. Kahn et al., “Information Quality Benchmarks: Product and Service Performance,”
                  Communications of the ACM 45, no. 4 (2002): 184–92, https://dl.acm.org/citation.cfm?doid=505248.506007; L.
                  Pipino et al., “Data Quality Assessment,” Communications of the ACM, 45, no. 4, (2002): 211–18, http://0374288.netsolhost.com/pdf/MIT-pipleewang.pdf;
                  S. Knight and J. Burn, “Developing a Framework for Assessing Information Quality on
                  the World Wide Web,” Informing Science Journal 8 (2005): 159–72, https://doi.org/10.28945/493; R. Nelson et al., “Antecedents of
                  Information and System Quality: An Empirical Examination within the Context of Data
                  Warehousing,” Journal of Management Information Systems 21, no. 4 (2005): 199–235, https://doi.org/10.1080/07421222.2005.11045823, S. Madnick
                  et al., “Overview and Framework for Data and Information Quality Research,” ACM Journal on Data and Information Quality 1, no. 1 (2009): article no. 2, https://dl.acm.org/citation.cfm?doid=1515693.1516680;
                  J. Kandari et al., “Information Quality on the World Wide Web: A Framework to Measure
                  Its Validation,” in IMCIC 2011—Second International Multi-Conference on Complexity, Informatics and Cybernetics,
                     Proceedings, Volume 2 (Winter Garden, FL: International Institution of Informatics and Systematics, 2011),
                  204–9.
               

            

         

         
            30. As specified in 21 C.F.R. 211.194, for example, good manufacturing practices for finished
                  pharmaceuticals require accurate, complete records of all laboratory test processes
                  and data. According to 21 C.F.R. 11.10, pharmaceutical companies must validate the
                  accuracy and completeness of electronic records associated with regulated activities.
                  As specified in 49 C.F.R. 107, subpart D, appendix A, the Pipeline and Hazardous Materials
                  Safety Administration, a unit of the U.S. Department of Transportation, levies fines
                  ranging from $1,200 to $3,700 for inaccurate or incomplete testing records. A study
                  of FDA inspections of clinical trials over a thirty-two-year period found that inadequate
                  or inaccurate records accounted for 27 percent of deficiencies. See S. K. Morgan-Linnell
                  et al., “U.S. Food and Drug Administration Inspections of Clinical Investigators:
                  Overview of Results from 1977 to 2009,” Clinical Cancer Research 20, no. 13 (2014): 3364–70, http://clincancerres.aacrjournals.org/content/early/2014/04/15/1078-0432.CCR-13-3206.
               

            

         

         
            31. As an example, CVS Pharmacy Inc. was fined $535,000 by the Department of Justice in
                  2019 for filing invalid prescriptions for Percocet, a narcotic, in violation of the
                  Controlled Substances Act (www.justice.gov/usao-ri/pr/cvs-pay-535000-filling-invalid-prescriptions).
                  In 2013, CVS agreed to pay $11 million to settle recordkeeping violations involving
                  errors in prescription data and other matters (www.dea.gov/press-releases/2013/04/03/cvs-pay-11-million-settle-civil-penalty-claims-involving-violations-0).
                  
               

            

         

         
            32. T. C. Redman, “The Impact of Poor Data Quality on the Typical Enterprise,” Communications of the ACM 41, no. 2 (1998): 79–82 (February 1998). Recent sources are even more pessimistic.
                  A widely cited survey by Gartner Inc. estimates the average annual cost of poor data
                  quality at $15 million due to poor decision-making, missed opportunities, and reputational
                  losses (S. Moore, “How to Create a Business Case for Data Quality Improvement,” June
                  19, 2018, www.gartner.com/smarterwithgartner/how-to-create-a-business-case-for-data-quality-improvement).
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      Chapter 3

      Loss of Information

      
         
         
         
         
      

      
      Loss of information, sometimes termed data loss, occurs when information is destroyed, damaged, altered, or otherwise rendered unavailable
         or unusable before its useful life has elapsed. Various sources identify and categorize
         threatening events and situations that can damage or destroy information.[1]   International standards recognize prevention of information loss and recovery of
         lost information as essential for business continuity.[2]   Loss of information can have an adverse impact on mission-critical business operations,
         and in extreme circumstances, it threatens an organization’s continued viability.
         In some cases, loss of information with unique content can have a more significant
         effect on an organization’s mission than the loss of physical property, inventory,
         raw materials, and other physical assets, which are often replaceable. Information
         loss can also expose an organization to regulatory fines and penalties for failure
         to comply with legally mandated recordkeeping requirements. Unintentional information
         loss is not an acceptable excuse for failing to have records that are required by
         laws and regulations. For archival agencies, manuscript libraries, and other downstream
         repositories that receive data and documents from external sources, information loss
         by an originating entity affects the future availability of scholarly resources.
      

      
      This chapter identifies and discusses risks associated with four significant threats
         to information:
      

      
      
         	
            
            natural disasters, which are caused by forces beyond human control;

            
         

         
         	
            malicious human actions, including malicious software that destroys or damages information,
               geopolitical events that may damage information in the course of destructive activities,
               vandalism that results in destruction of information, and theft of information;
            

            
         

         
         	
            accidents, which may result from human error or technological malfunction; and

            
         

         
         	
            fire, which is related to and may be the result of other destructive events.

            
         

         
      

      
      

      
      As discussed in the following sections, information loss associated with these threats
         may be intentional or incidental. While some of the threats have a low likelihood
         of occurrence, their consequences for information-dependent operations, activities,
         and initiatives can be devastating. For the most part, the threats listed above are
         uncontrollable, unpredictable, unacceptable and unavoidable, but their adverse effects
         can be limited or transferred. This chapter does not discuss storage-related information
         loss that is attributable to environmental conditions, time-dependent degradation
         of storage media, and file format obsolescence. Those threats will be covered in the
         next chapter. 
      

      
      Natural Disasters

      
      Broadly defined, a natural disaster is a serious adverse event caused by natural forces.[3]   Disasters that threaten information may result from meteorological, geological,
         hydrological, climatological, or extraterrestrial hazards:
      

      
      
         	
            
            The most important and frequently cited meteorological hazards are hurricanes, tropical
               cyclones, nontropical wind storms, tornadoes, ice storms, and hail storms. 
            

            
         

         
         	
            Geological hazards include earthquakes, volcanic eruptions, landslides, rockslides,
               mudslides, snow avalanches, and sinkholes. 
            

            
         

         
         	
            Hydrological hazards include river flooding resulting from sustained rainfall, snow
               melting, or ice melting; tsunamis, which are usually linked to earthquakes or other
               geological events; and storm surges caused by cyclones or nontropical storms.
            

            
         

         
         	
            Climatological hazards include extreme heat, extreme cold, extreme humidity, and drought.

            
         

         
         	
            Biological hazards include insect infestations, molds, fungi, and rodents.

            
         

         
         	
            Extraterrestrial hazards include solar storms and high-velocity impact by asteroids,
               comets, or other extraterrestrial objects in earth-crossing orbits.
            

            
         

         
      

      
      Widely cited scales measure the damage potential of these natural hazards,[4]   while insurance statistics confirm their destructiveness. According to Munich Re
         Group, one of the world’s largest reinsurers, 848 natural disasters accounted for
         approximately $180 billion in global losses in 2018.[5]   For the period from 1960 through 2009, total monetary losses attributable to natural
         disasters exceeded $2 trillion in the United States alone.[6]   
      

      
      The role of natural disasters in destruction of information has been widely recognized
         for decades.[7]   Meteorological, geological, and hydrological hazards, which accounted for over
         93 percent of natural disasters in 2018, threaten information by destroying offices,
         data centers, record storage facilities, and other property where information is housed
         or by damaging electrical transmission lines and disrupting communication networks
         that are necessary to operate computer systems and access information. Windstorms,
         earthquakes, flooding, and other disastrous events can bring accounting, order processing,
         customer service, and other information-dependent business operations to an immediate
         standstill that may last for days, weeks, or longer. Loss of electrical power may
         put computer systems out of service or make cloud-based computer services inaccessible.
         Some business operations may be suspended indefinitely.[8]  
      

      
      Natural disasters can damage or destroy information that is needed to comply with
         legal and regulatory recordkeeping requirements, including preservation orders for
         information considered relevant for litigation, government investigations, or other
         legal proceedings. By destroying information or rendering computer systems inoperable,
         a natural disaster can disrupt transaction processing, customer service, marketing,
         project management, and other business operations. Information that exists in a single
         copy may be lost permanently, in which case an organization may be exposed to litigation
         for failing to properly protect information that is needed by clients, patients, students,
         shareholders, or others. A survey of US companies affected by meteorological, geological,
         and hydrological disasters in 2016 and 2017 found that 96 percent had revenue losses.[9]   Compared to larger organizations, small businesses are less likely to survive a
         natural disaster. According to data collected by the Federal Emergency Management
         Agency and U.S. Department of Labor in 2014, 40 percent of small businesses damaged
         by a hurricane never reopen, and 25 percent will close within one year.[10]   Some small businesses may not qualify for disaster-relief loans because the required
         financial records were destroyed.
      

      
      Compared to meteorological, geological, and hydrological events, the harmful effects
         of climatological hazards on information are less immediate and more difficult to
         quantify, but extreme heat and drought conditions exacerbate wildfires, which can
         destroy buildings and computer systems that store information.[11]   Over a longer timeframe, extreme temperatures and high humidity can adversely affect
         the operation of computer systems and damage paper records and electronic media. Mold,
         fungi, vermin, and other biological hazards pose similar problems that will be discussed
         in chapter 4.[12]   While extraterrestrial hazards are not commonplace, solar storms generate radiation
         and high-energy particles that can cause computer system and network failures. Solar
         storms can also damage communication satellites and terrestrial communication links
         that are essential for transmission of information.[13]   Extraterrestrial objects have collided with the earth but are not known to have
         damaged information.
      

      
      Vulnerability Assessment

      
      An organization’s vulnerability to information loss from a natural disaster depends
         on two factors: the likelihood of occurrence of the disaster, which varies with geography
         and the type of disaster, and the ability to recover the lost information after the
         disaster occurs. The likelihood of occurrence of a given natural disaster in a specific
         location in any given year is based on the disaster’s return period, which is the
         estimated time interval between natural disasters of a given type in that location;
         the shorter the return period, the higher the risk of occurrence.[14]   A natural disaster with a return period of one hundred years, for example, has
         a 1 in 100 (1 percent) chance of occurring in a given location in any given year,
         while a disaster with a return period of ten years in the same location is ten times
         more likely to occur in a given year. 
      

      
      Estimated return periods are based on historical data for a specific location and
         type of disaster, but the average annual frequency of occurrence is not the same as
         probability of occurrence within a given time frame. Statistically, a natural disaster
         with a 100-year return period has a 9.6 percent chance of occurring within a ten-year
         period, a 26 percent chance of occurring within a thirty-year period, and a 39.5 chance
         of occurring within a fifty-year period.[15]   As a complicating factor, natural disasters with long return periods may recur
         at shorter intervals. A destructive storm with a return period of ten years might
         recur multiple times within that time frame, but this does not invalidate the return
         period, which is an average value estimated over a longer span of time. A natural
         disaster with a return period of ten years is unlikely to occur more than ten times
         in a century. A natural disaster with a return period of one hundred years is unlikely
         to occur more than ten times in a millennium.
      

      
      Hurricanes and tropical cyclones pose significant risks for information that is maintained
         in coastal areas. The National Oceanic and Atmospheric Administration estimates return
         periods ranging from five years to fifty years for hurricanes with sustained winds
         of seventy-four miles per hour (category 1) or greater in US coastal locations along
         the Gulf of Mexico and the Atlantic Ocean.[16]   Many government agencies, companies, and not-for-profit organizations store information
         in offices, data centers, and record storage facilities in those areas. The locations
         with the shortest return periods and highest risk of a hurricane measuring category
         1 or greater are along the coast of south Florida and North Carolina, where the chance
         of occurrence in any given year ranges from 14 to 20 percent. The longest return periods
         and lowest risk are for coastal locations along the north Atlantic Ocean from Massachusetts
         to Maine, where the chance of occurrence in any given year is just 2 to 3 percent.
         Return periods are longer and probability estimates are lower for more severe storms.
         For a category 3 hurricane, which is capable of producing devastating damage, return
         periods range from sixteen to eighteen years along the south Florida and North Carolina
         coasts to 170 to 290 years for the upper New England coast.[17]  
      

      
      In the late twentieth century, the Global Seismic Hazard Assessment Program, a United
         Nations initiative, identified the geographic locations that are at greatest risk
         for earthquakes.[18]   Most earthquakes and volcanic eruptions have occurred along the so-called “ring
         of fire,” a horseshoe-shaped area measuring 25,000 miles that stretches along the
         edges of the Pacific Ocean from New Zealand along the eastern edge of Asia then across
         the Aleutian Island through Alaska and down the western coasts of North America and
         South America.[19]   Recurrence periods are difficult to calculate for earthquakes, which can vary in
         intensity and duration.[20]   National seismic hazard maps prepared by the U.S. Geological Survey estimate the
         likelihood of ground shaking events of a given magnitude in a specific US location
         in a given time frame.[21]   The most vulnerable areas for high magnitude earthquakes are the coast of Alaska,
         which is sparsely populated, and the coast of California, which has information-rich
         metropolitan areas. Locations in Oklahoma, Missouri, Arkansas, Tennessee, and other
         parts of the central United States may experience minor ground shaking that can cause
         minor damage. In seismically active areas, earthquake-resistant construction may limit
         damage to information maintained in offices, data centers, record storage facilities,
         and other repositories.
      

      
      Tornadoes occur more frequently than hurricanes and earthquakes, but the estimated
         return period for a given location is longer. In the United States, over 1,200 tornadoes
         of varying intensity occur annually, but many of these measure EF0 or EF1 (minor or
         moderate damage) on the Enhanced Fujita scale. Less than 1 percent have severe damage
         potential, and successive storms in the same location occur at long intervals.[22]   The return period at a given location for a storm measuring EF2 (significant damage)
         or greater in the most tornado-prone parts of the United States is four thousand to
         ten thousand years. For the most destructive tornadoes (EF4 or EF5), the estimated
         return interval is too long to calculate reliably.[23]   While tornadoes might form in any geographic location, most occur in the central
         part of the North America from northern Texas to southern Canada, in the southeastern
         United States, and less commonly in the upper Midwest.[24]   Outside of those areas, the risk of a destructive tornado is low. 
      

      
      Flooding poses significant risks for information that is maintained in ground-floor
         or sub-grade areas in office buildings, data centers, record storage facilities, or
         other structures adjacent to coastlines, rivers, streams, estuaries, harbors, canals,
         or other bodies of water that might overflow their banks. Information stored below
         grade level can also be damaged by surface runoff during periods of heavy rainfall.
         Flood-prone locations—so-called flood plans—are often characterized by the estimated
         time interval between inundations. Widely used numbers range from ten years to five
         hundred years. The Federal Emergency Management Agency has mapped flood zones in all
         US locations. Areas in the 100-year flood plan have a 1 percent annual likelihood
         of flooding with average depths of one to three feet or a 26 percent chance of such
         flooding within a thirty-year period. As with other natural disasters, however, a
         less devastating incident—water seeping into a basement following a heavy rainstorm,
         for example—is more likely to occur than pervasive flooding. 
      

      
      The ability to recover lost information following a natural disaster depends on the
         availability of backup copies. Systematic preparation of backup copies of databases,
         computer files, email messages, and other electronic information is a well-established
         disaster-recovery practice in government agencies, companies, and not-for-profit organizations.
         In some circumstances, backup operations are mandated by government regulations.[25]   An organization can create backup copies by online transmission of information
         to a remote server, which may be operated by the organization itself or by a cloud-based
         service provider. Alternatively, backup copies can be produced at regular intervals
         on magnetic tapes or other physical media, which may be sent to a storage facility
         operated by a commercial provider. 
      

      
      While these backup practices permit recovery of information that is damaged or destroyed
         by natural disasters, vulnerabilities remain in the following areas:
      

      
      
         	
            
            In many organizations, full backup copies produced weekly are supplemented by incremental
               backup copies, which are produced nightly or at other predetermined intervals for
               information that has changed since the last full backup operation. This method allows
               recovery of information up to the point of the last backup operation—at the close
               of business on the previous day, for example—but customer orders, accounting transactions,
               database updates, email messages, and other information that is created, collected,
               or processed between backup intervals will be lost. 
            

            
         

         
         	
            While data backup procedures are well established in large organizations with well-staffed
               information technology units, surveys indicate that small and medium businesses are
               not as diligent about backing up their data.[26]   
            

            
         

         
         	
            Some organizations keep their backup copies on premises or at a nearby location, such
               as a commercial storage facility, for easy access when needed. This practice exposes
               the backup copies to the same natural disasters as the originals.[27]  
            

            
         

         
         	
            While many business operations have been computerized for half a century, government
               agencies, companies, and not-for-profit organizations continue to maintain mission-critical
               information in paper files that are not backed up. Examples include property records,
               birth and death records, court records, legal case files, social welfare files, student
               transcripts, healthcare files, and other older records that predate computerization
               but may still be needed to fulfill legal obligations, support ongoing business operations,
               or protect the rights and interests of property owners, clients, students, patients,
               or other data subjects.
            

            
         

         
      

      
      Risk Response

      
      The meteorological, geological, hydrological, and climatological disasters discussed
         in preceding sections result from natural process that are beyond human control. Acceptance—a
         conscious management decision to take no action to mitigate the risk of information
         loss due to natural disaster—may be a viable strategy for organizations that are located
         in areas where natural hazards are rare or infrequent as measured by the estimated
         return period for a given disaster, but risk acceptance without backup protection
         for mission-critical information is not advisable, given the human-induced threats
         discussed elsewhere in this chapter. As discussed below, backup copies are a necessary
         component of any risk mitigation strategy, but an organization may be willing to accept
         the loss of information that is created, collected, or processed between backup intervals.
      

      
      For an organization located in a disaster-prone area, risk avoidance is only possible
         by relocating the organization’s databases, computer files, email system, paper records,
         and other information resources to an area that is not subject to destructive weather,
         seismic instability, or other natural hazards. Even if such an area could be found,[28]   a mitigation strategy based on geographic relocation may not be practical or possible
         for organizations with established business operations in a hazard-prone area. Relocation
         of mission-critical electronic information may be possible, however, by moving selected
         computer applications from an in-house data center to a cloud-based provider—provided,
         of course, that the cloud-based operation is located in a low-hazard area.
      

      
      Risk transfer through insurance is possible for information loss resulting from natural
         disasters. Some property and casualty insurance policies provide limited coverage
         for recovery or reconstruction of electronic data that is damaged or destroyed by
         specified disasters. Additional coverage can be purchased separately through electronic
         data loss insurance. Insurance coverage is also available, within limits, for business
         losses associated with disruption of computer operations due to natural disaster.
         Property and casualty insurance policies do not cover paper records, but valuable
         papers and records insurance can be purchased for reconstruction or restoration of
         office files, engineering drawings, and other paper documents that are damaged or
         destroyed by natural disasters. A blanket limit is typically specified for restoration
         or reconstruction of replaceable paper records. Coverage for historically significant
         documents and other irreplaceable records is typically based on their appraised value.
         
      

      
      Where an organization maintains information on behalf of others, most commercial liability
         policies specifically exclude destruction of electronic data from property damage
         liability coverage. The exclusion is based on a definition of electronic data as intangible
         property, but electronic data liability coverage can be purchased separately. To be
         covered, damage to electronic data that an organization maintains on behalf of others
         must be accompanied by damage to tangible property—that is, the computers on which
         the data is processed and stored must be damaged or destroyed, which is likely in
         a natural disaster. 
      

      
      Natural disasters cannot be prevented, but their information-related risks can be
         minimized. As noted above, backup copies are an essential component of any mitigation
         strategy for restoration or recovery of lost information due to natural disasters.
         In most organizations, the information technology operation produces backup copies
         of electronic information on a regular schedule. Building on that foundation, an organization
         should consider the following points to further reduce the potential for information
         loss:
      

      
      
         	
            Backup copies must be stored at a sufficient distance from the original information
               so as not to be affected by the same natural disasters. While there is no standard
               for the minimum safe distance, fifty to seventy-five miles offers a reasonable balance
               between protection from the same disasters and accessibility of backup copies when
               needed.[29]   Where backup copies are maintained on servers rather than on magnetic tapes, greater
               distances are feasible. 
            

            
         

         
         	
            Real-time backup, also known as continuous data protection, creates a backup copy
               of every addition, deletion, or other modification to a database, computer file, or
               other electronic information at the time the modification occurs. The backup copy
               is saved on a remote computer, which is presumably sufficiently distant from the computer
               on which the original information is stored.
            

            
         

         
         	
            Mission-critical office records, engineering drawings, and other hardcopy documents
               should be scanned and backup copies of the electronic versions saved in a remote location.
               Microfilming, once the preferred backup method for paper records, has been steadily
               displaced by digitization, which is an easier, less costly reproduction process. In
               many organizations, backup protection for mission-critical paper records is a self-limiting
               problem. Progressive computerization of essential business processes has eliminated
               many paper records. Where they exist at all, newer mission-critical paper records
               are often digitized for electronic storage and online access soon after their creation
               or collection. Older paper records—once considered indispensable— tend to become less
               important as time passes. 
            

            
         

         
      

      
      Malicious Information Loss

      
      Malicious information loss is caused by wrongful acts. Unlike other threats discussed
         in this chapter, the actions that lead to information loss are invariably initiated
         by humans. In most cases, information loss is the wrongful act’s intended outcome.
         Less commonly, information loss is the incidental result of a wrongful act that has
         a different objective—the destruction of property that stores information, for example.
         The most common sources of malicious information loss are malicious software, geopolitical
         risk, vandalism and sabotage, and theft of information.
      

      
      Malicious software exploits security defects in a computer’s operating system or application
         software. Examples of malicious software include computer viruses, computer worms,
         trojan horses, and ransomware. Commonly termed malware, malicious software infiltrates a computer system or network for purposes of disrupting
         computer operations by damaging, destroying, altering, stealing, copying, or interfering
         with information.[30]   The various types of malware are designed to wreak havoc in different ways. A computer
         virus, the most widely publicized type of destructive software, is a self-replicating
         program that attaches itself to a computer’s operating system, applications, or files.
         The virus is executed when an infected application or file is opened by an authorized
         user. By contrast, a computer worm is a standalone, self-replicating program that
         automatically executes itself without human intervention. A worm can spread itself
         quickly throughout a computer network, consuming bandwidth, degrading performance,
         and damaging or destroying information. A trojan horse is a nonreplicating program
         that appears legitimate but contains malicious code that can destroy or steal information.
         A trojan horse may infiltrate a computer system through an infected email attachment
         or content downloaded from a web site. A keylogger is a malicious application that
         collects users’ keystrokes, which may include personal information and sign-on credentials.
         Ransomware is a form of malware that blocks authorized access to an infected computer
         or that threatens to disseminate information that the computer stores unless a ransom
         is paid. Ransomware may enter a computer system through an unsolicited email message
         that includes an infected attachment or a link to a malicious web site or through
         a so-called “malvertisement,” an infected advertisement that is unknowingly incorporated
         into a web site.
      

      
      Broadly defined, geopolitical risk encompasses political acts and tensions that adversely affect international relations
         between sovereign nations.[31]   Aspects of geopolitical risk that may result in information loss include civil
         disorder, armed conflict, and terrorism. As defined in 18 U.S.C. § 232, civil disorder encompasses “any public disturbance involving acts of violence by three or more persons,
         which causes an immediate danger of or results in damage or injury to the property
         or person of another individual.” This definition excludes peaceful demonstrations
         or group protests that are protected by the constitutional right of assembly. Civil
         disorder always involves intentional and aggressive noncompliance with a law or regulation.
         Forms of civil disorder include unlawful assembly, unlawful obstruction, rioting,
         looting, and other disruptive and potentially destructive events within a given political
         jurisdiction. Armed conflict includes declared war or other fighting that involves
         two or more sovereign entities as well as civil war, resistance to alien occupation,
         or resistance to colonial domination, which may be viewed as extreme forms of civil
         disorder in which a sovereign entity fights one or more armed groups within its own
         territory.[32]   Terrorism, a widely publicized form of geopolitical risk, is the use of violence
         or threat of violence for political or ideological objectives.[33]   Definitions presented in 18 U.S.C. § 2331 include “mass destruction” as one of
         the attributes of international and domestic terrorism. Terrorist acts share this
         attribute with armed conflict and civil disorder, but terrorist acts are not committed
         by sovereign entities (although terrorism may be supported by sovereign states). 
      

      
      Vandalism and sabotage are willful destructive acts committed by an individual or
         a small group. Unlike terrorist acts, which may be aimed at people, vandalism and
         sabotage focus on damage to or destruction of property. Vandalism and sabotage differ
         in intent. Sabotage involves premeditated, planned damage or destruction of property
         to achieve a political, strategic, or military objective or benefit. In this respect,
         sabotage and terrorism are closely aligned, but acts of sabotage are designed to harm
         a specific opponent rather than spread fear.[34]   Barring mental illness, vandalism does not have a political, strategic, or ideological
         objective, nor does the perpetrator anticipate specific benefits from his or her destructive
         actions. If vandalism is intended to send a message, it is one of revenge for a perceived
         wrong. Vandalism may be committed by an angry employee, an aggrieved former employee,
         a dissatisfied customer, or another person with a vindictive motive. Tampering, a
         form of either vandalism or sabotage, involves the unauthorized alteration of data
         or documents. This may be accomplished through malicious software or by conventional
         means, such as manually editing documents saved on a shared drive. Information is
         rarely the direct target of other forms of vandalism, which may damage or destroy
         information incidentally in the course of damaging or destroying buildings or other
         property. 
      

      
      Information theft, also termed data theft, is the physical removal of data or documents without the consent of the rightful
         owner and without the intention of returning the information to the owner. Examples
         include the unauthorized removal of financial records from a corporate office, medical
         records from a hospital, student records from a college registrar, backup tapes from
         a storage facility, and historically significant documents from an archival repository.[35]   A broader definition recognizes unauthorized copying as a form of information theft
         that deprives the rightful owner of exclusive use of the information.[36]   Unauthorized copying through computer hacking or by an organization’s own employees
         is the most common form of information theft for electronic data and documents where
         the objective is access to specific content rather than malicious destruction of information.
         Information theft by copying, which leaves the original information in place, is much
         more difficult to detect than outright removal of the information. Whether original
         information or copies are involved, information theft is one of the oldest forms of
         malicious information loss. The motives for widely publicized information thefts have
         ranged from political activism to espionage,[37]   but information theft is typically motivated by other considerations—the elimination
         of embarrassing documents from personnel files, identity theft, or misappropriation
         of proprietary information, for example.[38]   In some cases, employees have stolen personnel records to support discrimination
         claims or other legal actions against their employers.[39]  
      

      
      Vulnerability Assessment

      
      Malicious actions pose significant, widespread, and unpredictable threats to information.
         Depending on the circumstances, statistics suggest that the frequency of malicious
         actions is either on the rise or, after years of increasing, stable at a high level:
      

      
      
         	
            Anti-virus companies encounter tens of thousands of new malware applications daily.[40]   According to AV-TEST, an independent research institute for IT security, there
               were over 900 million malicious and potentially unwanted applications for all operating
               system platforms in 2019, a 100 percent increase in five years.[41]   According to Kapersky Lab, a global cybersecurity company, 30 percent of computers
               were subjected to at least one malware attack in 2018, the latest year for which statistics
               were available.[42]   
            

            
         

         
         	
            Since 1919, there have been more than nine thousand riots, general strikes, and other
               civil disorder events worldwide.[43]   Since colonial times, the United States has experienced thousands of riots and
               protests involving the illegal use of force by aggrieved groups.[44]   Since 2010, there have been at least thirty such incidents, including violent demonstrations
               in Ferguson, Missouri; St. Louis, Missouri; Oakland, California; Portland, Oregon;
               and Charlottesville, Virginia.
            

            
         

         
         	
            The Uppsala Conflict Data Program, which compiles data on organized violence, has
               noted a significant increase in the number and intensity of armed conflict in the
               second decade of the twenty-first century.[45]   At any given time, warfare resulting in death and destruction is ongoing in multiple
               countries. Recent sites of armed conflict include Afghanistan, Iraq, Israel, Kashmir
               (on the border between Pakistan and India), Libya, Niger, Nigeria, Somalia, South
               Sudan, Syria, Ukraine, and Yemen. The destructive impact of armed conflict on the
               world’s archives and libraries is widely recognized and well documented.[46]   Much less information is available about damage to or destruction of business records.
            

            
         

         
         	
            According to the Global Peace Index, global peacefulness and safety and security measures
               have deteriorated since 2008, largely due to terrorism and internal conflict. In 2018,
               104 countries reported increased terrorist activity.[47]   According to the Global Terrorism Database maintained by the National Consortium
               for the Study of Terrorism and Responses to Terrorism (START), there were 1,922 successful
               terrorist acts in the United States between 1970 and 2016. START reported that, despite
               a decrease in terrorist attacks in 2017, “terrorist violence remains extraordinarily
               high compared to historical trends.”[48]  
            

            
         

         
         	
            Identity theft, the fraudulent acquisition of personal information, through computer
               hacking or other unauthorized access, is a leading motivation for information theft.
               According to a report by Javelin Strategy & Research, a digital financial advisory
               firm, there were 16.7 million victims of identity theft in 2017.[49]   Annual identity theft reports submitted to the Federal Trade Commission increased
               by 500 percent from 2001 to 2018.[50]   According to a 2016 survey by the Bureau of Justice Statistics, a unit of the U.S.
               Department of Justice, 10 percent of the US population over age 15 were victims of
               identity theft during the prior twelve months, an increase of 7 percent from 2014.[51]  
            

            
         

         
         	
            Mobile computing and communication devices, which may contain significant business
               information, are more likely to be stolen than their stationary counterparts. According
               to widely cited statistics, a laptop computer is stolen every fifty-three seconds
               in the United States, and one in six users will have a laptop, tablet, or smartphone
               stolen, lost, or damaged within a twelve-month period. Where organizations allow employees
               to use their own mobile devices for business purposes, data and documents are unlikely
               to be protected by encryption, malware detection software, or other security mechanisms.[52]   Because the Health Insurance Portability and Accountability Act (HIPAA) requires
               regulated entities to notify patients about data breaches, thefts of devices and media
               that contain medical records have been widely reported.[53]  
            

            
         

         
         	
            In a 2009 survey of four hundred senior information technology employees in the United
               States and United Kingdom by Cyber-Ark Software, a global security firm, over 40 percent
               of the respondents indicated that they would take financial reports, research and
               development plans, privileged password lists, and other proprietary information with
               them if they were fired. In a 2018 survey by Code42, a data loss protection company,
               of 1,700 business leaders in the United States, United Kingdom, and Germany, 49 percent
               admitted to taking information from their previous employers.   [54]   
            

            
         

         
      

      
      No organization is immune to information loss through malicious actions, but several
         factors may increase an organization’s vulnerability. Organizations in conflict zones
         are obviously vulnerable to information loss from warfare. Civil disorder and terrorism
         are more likely to occur in urban areas than in less populated locations. Malware
         attacks can affect any organization, but industries that maintain confidential personal
         information and data about monetary assets—financial services and healthcare, for
         example—are particularly likely targets. Government agencies and organizations in
         industries such as defense, energy, and information technology are vulnerable to malware
         attacks aimed at data theft. Organizations that utilize outdated computer systems
         and applications may be more vulnerable than those with newer technology components.
      

      
      Risk Response

      
      Malicious actions that damage, destroy, or steal information are unacceptable and
         unavoidable. Available security measures cannot eliminate the risk of information
         loss. An effective mitigation strategy must combine risk transfer with precautionary
         measures that can reduce an organization’s vulnerability to malicious acts.
      

      
      Risk transfer through insurance coverage can provide partial mitigation of information
         loss from malicious causes. Most property and casualty insurance policies exclude
         coverage for damage resulting from hostile acts, including declared or undeclared
         war, civil war, insurrection, other military action, usurpation of power by armed
         groups, civil unrest, and vandalism. War risk policies are available, but they are
         principally intended for ships and aircraft rather than commercial structures. Most
         property and casualty insurance also excludes coverage for losses resulting from terrorist
         acts. Terrorism coverage is available as a special addition to commercial property
         insurance, but some policies exclude loss of electronic data. 
      

      
      Because property and casualty policies are designed to cover physical damage to tangible
         property, they typically exclude information loss resulting from malicious software.
         Cyber insurance policies are available for damage, destruction, corruption, alteration,
         or theft of electronic data caused by a malware attack. These policies cover first-party
         losses, such as the cost of recovering or repairing lost or damaged data that an organization
         owns, as well as third-party losses, such as damage claims resulting from loss of
         customer information, client data, and other electronic data that is maintained by
         an organization but owned by others.[55]   Some policies also reimburse extortion payments associated with ransomware attacks
         that have been reported to law enforcement. Cyber insurance policies may exclude coverage
         for malware attacks initiated by a hostile foreign government or terrorist organization.
         Additional coverage must be purchased for such hostile events.
      

      
      Insurance coverage for malicious destruction of nonelectronic information is more
         difficult to obtain. Most property and casualty policies exclude such information
         losses. Valuable papers and records insurance typically includes an exclusion for
         war and military actions, including civil insurrection and terrorism.
      

      
      As with other threats discussed in this chapter, backup copies stored in a secure
         location are essential for recovery of information that is damaged, destroyed, altered,
         or otherwise harmed by malicious actions, but an effective mitigation strategy must
         emphasize prevention of such actions to the extent possible. While the destructive
         potential of armed conflict, civil unrest, and other geopolitical events can only
         be mitigated by military or diplomatic interventions, precautions and prudent policies
         can limit the likelihood of occurrence and adverse impact of other malicious actions.
         
      

      
      Passwords and other digital identifiers are supposed to prevent unauthorized access
         to computer applications that store electronic information, but malware can defeat
         these protective mechanisms. The following actions, which are widely recommended by
         information security specialists,[56]   can prevent or limit damage, destruction, or alteration of electronic data and
         documents by malicious software:
      

      
      
         	
            
            Many organizations have implemented firewalls, intrusion detection systems, spam-filtering
               software, whitelisting of email addresses, and other security mechanisms to monitor
               and prevent unauthorized access to computer systems and information by external parties.
               To protect against malicious actions by insiders, access to computer applications
               must be strictly controlled based on the principle of least privilege, which restricts
               employees’ access to the minimum information and software functionality necessary
               to perform assigned duties.
            

            
         

         
         	
            Anti-malware software provides a critical line of defense against data loss from viruses,
               worms, trojan horses, and other malicious software. When properly configured, such
               software will detect, quarantine, and alert an organization’s information technology
               organization to the presence of malicious code. Anti-malware software must be kept
               up to date in order to identify new forms of malicious software.
            

            
         

         
         	
            Computer hardware, operating systems, and applications must be kept up to date with
               the latest security patches. Automatic updates should be enabled whenever possible.
               Obsolete software should be removed from servers, desktop computers, and mobile computing
               devices.
            

            
         

         
         	
            Employees must be instructed not to open suspicious emails or to click on suspect
               links or attachments. Where a suspicious email may have a legitimate business purpose,
               the sender should be contacted to confirm that it is safe to open. Employees should
               also be strongly cautioned about installing browser plug-ins, executing macro scripts
               in popular office productivity applications, and accessing unsecured shared files,
               all of which are common vectors for malware penetration and propagation. 
            

            
         

         
         	
            Application whitelisting should be implemented to prevent installation and execution
               of unauthorized programs. Suspicious web sites and file types should be blacklisted.
            

            
         

         
      

      
      Physical security measures are essential to protect nonelectronic information as well
         as electronic data that is stored on magnetic tapes or other offline media:
      

      
      
         	
            
            To prevent vandalism and theft, storage areas for documents and offline data should
               be consolidated in as few locations as possible. Centralized storage areas are easier
               to secure than decentralized ones. A building that includes record storage areas must
               have appropriate perimeter security at all times.
            

            
         

         
         	
            File rooms, record centers, archival repositories, and other storage areas should
               be limited to a single supervised entrance that is locked when unattended. Access
               must be restricted to authorized persons who have specific, verifiable business reasons
               for entering areas where information is stored. To the extent possible, users should
               be supervised while they are in the record storage area, and containers should be
               inspected to detect theft. These precautions should be applied to all users, regardless
               of their position within the organization.[57]   
            

            
         

         
         	
            Janitorial services in record storage areas must be supervised. Record storage areas
               should never be included in building tours.
            

            
         

         
         	
            Circulation control records should be kept for every document, file, or other information
               carrier removed from a storage area. For each transaction, the circulation control
               records should identify the items that were removed, the authorized borrower, the
               time and date of removal, the locations to which the items were taken, and the date
               and time when the items were returned.
            

            
         

         
         	
            It is very difficult to protect information that is maintained in employees’ work
               areas. A clean desk policy, while difficult to enforce, is recommended. Documents
               should not be left unattended on work surfaces or in open view on computer screens.
               All information should be put away and computer applications closed at the end of
               the workday.
            

            
         

         
      

      
      Accidental Information Loss

      
      An accident is an unforeseen or unplanned occurrence that has unintended effects,
         which may include damage, destruction, or other loss of information. Accidental information
         loss can result from human errors or technological malfunctions. Broadly defined,
         human error is the opposite of correct performance of a task or operation, an unintentional mistake.[58]   A technological malfunction is a failure of equipment or software that results
         in loss of information.
      

      
      Human error has long been recognized as a frequent cause of inadvertent destruction
         or loss of useful information.[59]   Examples of human error include but are not limited to:
      

      
      
         	
            
            deleting database records, computer files, or email messages that need to be kept;

            
         

         
         	
            redacting or overwriting modifying portions of documents during editing;

            
         

         
         	
            discarding paper records, photographic negatives, and other physical records that
               need to be kept;
            

            
         

         
         	
            filing paper records or digital documents in the wrong folder;

            
         

         
         	
            assigning misleading or meaningless names to computer files and folders;

            
         

         
         	
            placing paper folders in the wrong filing cabinet or drawer;

            
         

         
         	
            losing mobile devices, data portable storage devices, or paper records that have been
               removed from the workplace;
            

            
         

         
         	
            damaging office documents, engineering drawings, and other paper records through frequent
               or careless handling; and
            

            
         

         
         	
            spilling liquids on paper records.

            
         

         
      

      
      These errors may result from carelessness, fatigue, improper training, defective instructions,
         failure to follow proper procedures, a mismatch of capabilities and requirements,
         or other factors.
      

      
      Technological malfunctions that result in information loss may be due to defective
         or incompatible hardware components, material fatigue, hardware obsolescence, inadequate
         maintenance, power surges, overheating, or physical damage from vibrations, shock,
         environmental contaminants, or water damage from leaking pipes, windows left open
         during a rainstorm, or accidentally activated fire sprinklers. Unsaved information
         will be lost during sudden power outages or an improper computer shutdown. Information
         recorded on magnetic media may be accidentally erased by exposure to magnetic fields.[60]   Damage from equipment malfunction is usually associated with electronic information,
         but it can also apply to paper records; improperly installed shelving can collapse
         and damage paper records, for example, or the automatic feeder of a photocopier or
         fax machine can mangle documents. Software failures are many and varied. Software
         defects that can cause information loss include programming errors, inadequate testing,
         incompatibility with other software, and improper computer shutdowns.[61]  
      

      
      Compared to natural and manmade disasters, which can destroy entire data centers and
         record storage facilities, human errors and technological malfunctions typically affect
         a smaller quantity of information per incident, but the consequences can be significant.
         Human errors may accidentally delete data and documents that must be kept to comply
         with legal and regulatory requirements. Unintentional deletion or modification of
         database records, computer files, email messages, or office documents can expose an
         organization to court-ordered sanctions for failure to preserve information that is
         relevant for litigation, government investigations, or other legal proceedings. Inadvertent
         loss or destruction of specific data or documents can increase the time and effort
         required for transaction processing, accounting, customer service, marketing, project
         management, and other information-dependent business operations. 
      

      
      Vulnerability Assessment

      
      Surveys conducted by business researchers confirm that loss of information through
         human error or technological malfunction has a high likelihood of occurrence in organizations
         of all types and sizes. Among frequently cited examples, a 2010 survey of two thousand
         participants in a variety of organizations in seventeen countries found that 27 percent
         of respondents traced information loss to human error, while 29 percent cited technological
         malfunction as the cause of their most recent information loss.[62]   In a 2014 survey of 453 small and medium-size business in the United States and
         Canada, 79 percent of respondents reported a major information technology failure
         in the previous two years.[63]   According to a 2013 survey of sixty-seven data centers in various industries in
         the United States, human error accounted for 22 percent of unplanned system outages,
         while technology malfunctions, including failure of computing equipment and uninterruptible
         power systems, were responsible for 28 percent.[64]   A 2018 survey of information professionals in 414 companies in the United Kingdom
         found that human error accounted for 26 percent of data losses, while hardware malfunctions
         and software failures accounted for 27 percent and 23 percent, respectively.[65]  
      

      
      In a widely publicized incident, the original digital files for the Pixar film “Toy
         Story 2” were accidentally deleted in 2012 when someone entered an incorrect operating
         system command.[66]   In 2017, a similar error deleted a database maintained by GitLab, the operator
         of an open source code collaboration platform.[67]   Most cases of accidental information loss through human error are less dramatic.
         Ignoring system prompts, an employee fails to save changes before closing a file.
         Significant messages are inadvertently deleted during mailbox cleanup. Office staff
         must hunt through filing cabinets looking for a misplaced folder or through a hard
         disk directory looking for a vaguely named file created by a former employee. Older
         engineering drawings that predate computerized design are torn and faded from years
         of frequent, often careless handling. 
      

      
      The likelihood of technological failure increases as computing devices age. A 2019
         survey of seven hundred business technology buyers found that 57 percent needed to
         upgrade end-of-life equipment,[68]   a leading contributor to technological malfunctions. Annualized failure rates for
         servers range from 5 percent in the first year of operation to 13 percent for a five-year
         old device.[69]   Studies of hard disk reliability indicate annualized failure rates ranging from
         2 percent to 6 percent, with high rates during the initial year due to factory defects
         and after three years of use due to general wear and tear.[70]   Unlike computer hardware, which becomes less reliable over time, software may have
         defects from the time it was developed. Additional defects may be introduced by periodic
         modifications. Software size and complexity increases vulnerability to programming
         errors, system incompatibilities, corruption, and other risks. Small and medium-size
         organizations are more vulnerable to hardware and software malfunction than large
         data centers, which have personnel and expertise to address problems and minimize
         the impact of technology failures. 
      

      
      Risk Response

      
      Because human error and technological malfunction are inevitable, risk avoidance is
         not a realistic mitigation strategy for accidental information loss. An organization
         might conceivably avoid human error by automating the business processes that create,
         collect, store, or retrieve information, but a transition from paper to electronic
         recordkeeping will increase an organization’s exposure to technological failure, which
         may or may not be more controllable than human error.
      

      
      Risk transfer is a mitigation option for accidental loss of electronic information.
         Some property and casualty insurance policies provide coverage for recovery or reconstruction
         of electronic data or documents that are damaged or destroyed by technological failures,
         subject to monetary limits. Additional coverage can be purchased separately through
         electronic data loss insurance, but accidental destruction of electronic information
         by employee actions is usually excluded. Most commercial liability policies specifically
         exclude accidental loss of electronic information that an organization maintains on
         behalf of others. Electronic data liability coverage for such situations can be purchased
         separately. To be covered, however, damage to electronic data must be accompanied
         by damage to tangible property—that is, technological failure must damage the computing
         equipment on which the lost data was processed and stored. Risk transfer is not an
         option for accidental loss of information contained in paper records. Valuable papers
         and records insurance policies usually exclude damages that result from employee errors
         in processing, copying, or handling paper documents. 
      

      
      Human errors and technology failures can be minimized, but they cannot be eliminated.
         An organization must accept some risk of accidental information loss at a level greater
         than zero. An effective risk mitigation plan must focus on reducing human errors and
         technology malfunctions to their irreducible minimum: 
      

      
      
         	
            
            As with other adverse events, backup copies are essential to limit accidental loss
               of information. Regular backup of computer files provides reasonable prospects for
               recovery of databases, digital documents, and other electronic content, but—unless
               real-time backup is implemented—backup copies only permit restoration of lost information
               as of the last backup operation. Training of information workers is necessary to prevent
               loss of information from failure to save work in progress, accidental overwriting
               of computer files, accidental editing of file names, filing digital documents in the
               wrong folder or hard disk directory, and other mistakes that occur between backup
               operations.
            

            
         

         
         	
            Training should focus on procedures and precautions that are likely to prevent accidental
               damage, destruction, or other loss of electronic and nonelectronic information. This
               emphasis on error prevention should be combined with error-management concepts, which
               view human errors as learning opportunities that can ultimately avoid repetition of
               mistakes.[71]  
            

            
         

         
         	
            Mistakes must be accepted as an inevitable part of day-to-day work. Penalizing mistakes
               inhibits open communication, which is essential for effective error management. Error-prevention
               initiatives should concentrate on the business processes in which errors arise, not
               on the employees who made the mistakes. Prevention and correction of human errors
               and technological failures that lead to information loss is ultimately a management
               responsibility.[72]  
            

            
         

         
         	
            Human errors and technological malfunctions that result in information loss must be
               reported as soon as they are detected so that action can be taken to minimize the
               negative impact.[73]  
            

            
         

         
         	
            Computer processing and storage devices should be replaced at regular intervals to
               avoid age-related malfunctions that can damage or destroy information. Computer processing
               and storage devices should be protected against damage from overheating, power surges,
               static electricity, dust, debris, and vibrations.
            

            
         

         
         	
            Information should be processed in a clean, safe environment with appropriate temperature,
               humidity, and ventilation. To eliminate the possibility of damage through spillage,
               liquids should be prohibited in areas where paper or electronic information is handled.
            

            
         

         
      

      
      Fire

      
      As an information risk, fire combines the attributes of threats discussed in preceding
         sections, and it has the same adverse impact. Fire may have an accidental origin in
         human error or technological malfunction. It may result from warfare, civil insurrection,
         terrorism, vandalism, or other malicious actions. It may follow a natural disaster;
         fires sometimes occur in the wake of a hurricane or earthquake, for example. Wildfires,
         which may be caused by lightning strikes, are often categorized as natural disasters,
         but most wildfires are caused by human carelessness, technological malfunctions, or
         arson.[74]   
      

      
      In a typical year, there are about 500,000 nonresidential structure fires in the United
         States. About 24 percent of these fires occur in commercial structures, including
         office buildings, schools, and other buildings that may house information. Apart from
         damage caused by wildfires, most fires in commercial structures originate from cooking
         equipment (about 30 percent), electrical equipment (12 percent), and heating equipment
         (11 percent). These three causes account for about 30 percent of property damage in
         commercial structure fires. Intentional fires account for 10 percent of nonresidential
         fires but 20 percent of property damage.[75]   
      

      
      Property damage—including destruction of records needed for business operations, regulatory
         compliance, historical preservation, and other purposes—is an obvious consequence
         of a building fire.[76]   The temperature in a building fire can exceed 1,700 degrees Fahrenheit. Most paper
         documents maintained in offices or warehouse storage will ignite at 450 to 480 degrees
         Fahrenheit, subject to variations in the composition and density of the paper.[77]   Once ignition occurs, a burning document will be destroyed quickly unless the fire
         is extinguished. Even then, information contained in parts of the document will likely
         be unreadable. Documents not destroyed by fire may be damaged by water from building
         sprinklers or fire hoses. 
      

      
      Compared to paper records, electronic information recorded on magnetic disks and tapes
         can withstand higher temperatures, but they can still be damaged or destroyed by fire.
         Magnetic effects decrease with temperature and will disappear completely at temperatures
         exceeding 1,400 degrees Fahrenheit.[78]   At those high temperatures, information will be erased and unrecoverable. Other
         magnetic media components will be damaged at lower temperatures. Magnetic tape cartridges,
         for example, will begin to melt at 200 degrees Fahrenheit. Hard drives are easily
         damaged by heat. Circuit boards will ignite at low temperatures. Disk platters that
         resist burning will warp. Even if a fire is extinguished quickly, smoke and soot can
         render a hard drive inoperable and information unrecoverable.
      

      
      Vulnerability Assessment

      
      A fire-risk assessment identifies and evaluates fire hazards in specific circumstances.[79]   The assessment is based on two considerations: the probability of occurrence of
         a fire and the magnitude of the consequences should a fire occur. As a cause of information
         loss, a building fire is a highly destructive event with a low probability of occurrence.
         This is especially the case with office buildings, which are rarely destroyed by fire
         despite the presence of cooking appliances, electrical wiring, heating equipment,
         and other significant risk factors.[80]   Office buildings contain combustible paper files as well as computers, monitors,
         printers, and other electrical devices that can start a fire or catch fire that originates
         elsewhere, but office building fires are typically confined to a small area and extinguished
         before extensive information loss occurs. In 2017, the latest year for which statistics
         were available at the time of this writing, none of the large-loss fires in the United
         States involved office buildings or extensive information loss.[81]  
      

      
      Fires in data centers and record storage warehouses, two structures that house large
         quantities of information, have destroyed paper documents and electronic records.
         The most highly publicized examples have involved government and commercial record
         centers that contained large quantities of paper records.[82]   These fires have been few in number but highly destructive. In 1973, a fire in
         a government-operated storage facility in St. Louis destroyed many records of discharged
         military personnel.[83]   Between 1996 and 2015, fires destroyed paper records in commercial storage facilities
         in New Jersey, Pennsylvania, London, Ottawa, Buenos Aires, and New York City. The
         records—which presumably had sufficient legal, operational, or historical value to
         warrant continued retention for a fee—belonged to companies, government agencies,
         hospitals, and other organizations. The fires were widely reported in newspapers,
         on web sites, and in other sources.[84]   While alarming, these record center fires were unusual occurrences. While record
         centers are filled with combustible materials and have high ceilings that encourage
         the rapid propagation of flames, warehouse-type record storage facilities represent
         a very small percentage of structure fires.[85]   Most record storage facilities have never had a fire. While several million boxes
         have been destroyed in record center fires, hundreds of millions of boxes are housed
         in commercial storage facilities at any given time. 
      

      
      In any given year, data center fires outnumber record center fires, but they receive
         less notoriety, possibly because information loss is limited by backup copies, which
         do not exist for most of the paper documents stored in record centers. Even without
         information loss, data center fires can have a significant adverse impact on an organization’s
         business operations. In 2009, a data center fire in Seattle disrupted e-commerce for
         thousands of web sites, and a data center fire in Boston disrupted trading by financial
         services companies. In 2014, there were three data center fires in Iowa within an
         eight-month period. In 2015, fires damaged operational data centers in Milan, Belfast,
         and Baton Rouge, as well as an Amazon data center under construction in Virginia.
         In 2018, a data center fire disrupted Internet connectivity in North Texas. In 2018,
         fire disrupted service at a multitenant data center in Boston, while loud sounds emitted
         by a gas-based fire suppression system destroyed hard drives at a Swedish data center.
         In 2019, fire disrupted banking operations at a data center in Minnesota.[86]   
      

      
      Risk Response

      
      Risk avoidance is not a viable mitigation strategy for fire-related loss of information.
         Fire hazards can be minimized but not completely eliminated in workplaces where information
         is created, collected, stored, or used. Destruction or damage by fire is always a
         possibility for information that is recorded on combustible media. Avoidance strategies
         merely trade one risk for another. An organization can avoid loss of information in
         a record center fire by not sending its inactive records to offsite storage, but that
         will not make the records less combustible in the place where they are kept. Compared
         to on-premises storage in closets, basements, or empty rooms, properly configured
         record centers take greater precautions against fires. Similarly, an organization
         can reduce its vulnerability to business interruption by replacing paper recordkeeping
         with digital processes, but computers and electronic information can be damaged or
         destroyed in a building fire. 
      

      
      Risk transfer through insurance is an important mitigation strategy for information
         loss due to fire. Some property and casualty insurance policies provide limited coverage
         for recovery or reconstruction of records destroyed by fire. A valuable papers and
         records policy is necessary for a major loss. Such policies cover the cost to repair
         or replace paper records that are stored in specified locations, which may include
         a commercial record center as well as an organization’s own business offices.
      

      
      Valuable papers and records insurance is advisable for records stored by commercial
         providers. Contracts for offsite record storage typically provide a nominal payment
         for loss or destruction of records while in the custody of a commercial provider.
         This provision is treated as insurance coverage and is included, at no additional
         cost, in the storage and service rates charged by a record center operator. By signing
         the contract, the customer presumably accepts this amount as sufficient compensation
         for loss. Most contracts further state that the commercial storage provider will not
         be liable for the cost of recreating lost records, for lost profits or revenues, or
         for any other consequential or incidental damages based on tort, contract, or any
         other legal theory unless the loss or damage resulted from the storage provider’s
         failure to exercise reasonable care that would have prevented the loss or damage.
      

      
      Valuable papers and records policies typically exclude electronic information. Electronic
         data loss insurance can be purchased for recovery or reconstruction of electronic
         information that is damaged or destroyed by fire as well as costs associated with
         interruption of computer operations following a fire. Most commercial liability policies
         specifically exclude accidental loss of electronic information that an organization
         maintains on behalf of others. Electronic data liability coverage for such situations
         can be purchased separately. To be covered, damage to electronic data must be accompanied
         by damage to the computing equipment on which the lost data was processed and stored.
         
      

      
      Recognizing the low probability of occurrence for a building fire, an organization
         may be willing to accept a fire risk at a level greater than zero in some circumstances.[87]   Risk acceptance should be supported by prevention measures and precautionary practices
         specified in standards issued by the National Fire Protection Association:[88]  
      

      
      
         	
            
            Backup copies are critical for successful recovery or reconstruction of information
               damaged by fire. Regular backup of computer files provides reasonable prospects for
               recovery of databases, digital documents, and other electronic content. Paper records
               are less likely to have backup copies.
            

            
         

         
         	
            Office buildings, data centers, record storage facilities, and other structures that
               house information must comply fully with applicable fire codes and ordinances, which
               typically mandate heat and smoke detectors, fire alarms connected to a local fire
               department, portable fire extinguishers, standpipes and hoses, and automatic sprinkler
               systems or other fire suppression systems.
            

            
         

         
         	
            Flammable, combustible, and explosive materials must be prohibited in areas where
               information is created, collected, stored, or used.
            

            
         

         
         	
            Prompt detection of flaming fires or smoldering events is the first step in any fire-control
               system. Heat and smoke detectors must be installed in information storage and work
               areas and tested regularly for proper operation. Sensors should be installed to detect
               overheating of power supplies, data cables, and data center components that may run
               hot enough to ignite insulating material.
            

            
         

         
         	
            Boiler rooms, generators, battery chargers, gasoline-powered devices, and related
               equipment must be separated from information storage areas by four-hour firewalls.
            

            
         

         
         	
            Raised flooring in data centers should be inspected for combustible debris and cleaned
               regularly.
            

            
         

         
         	
            Mission-critical information or historically significant archival records should be
               stored in properly constructed fire-resistant vaults and safes, which provide additional
               protection against a total burnout.
            

            
         

         
         	
            Fire and smoke barriers should separate data centers and record storage areas from
               break rooms where coffee makers, microwave ovens, and other electrical appliances
               may be installed.
            

            
         

         
         	
            Data centers, record storage facilities, and other buildings that house information
               should not be located in close proximity to factories, highway ramps, parking structures,
               or other external fire hazards where flammable or combustible materials are present
               or accidents involving fuels are likely to occur. Buildings that store information
               should be located in an area served by a trained fire department.
            

            
         

         
         	
            Electronic information should be stored apart from large quantities of paper records,
               which pose a greater fire hazard.
            

            
         

         
         	
            To prevent arson, access controls, intrusion detection, surveillance systems, and
               other physical security measures should be implemented in data centers and record
               repositories.
            

            
         

         
         	
            Data centers, record storage facilities, and other buildings that house information
               should be inspected periodically by a licensed fire-protection engineer.
            

            
         

         
      

      
      Summary of Major Points

      
      
         	
            
            Information can be damaged or destroyed by natural disasters, malicious actions, accidents,
               or fire. These risks vary in their likelihood of occurrence and their consequences,
               which can range from minimal to devastating.
            

            
         

         
         	
            Compared to other risks, natural disasters have a low likelihood of occurrence, but
               their consequences for information-dependent operations and activities can range from
               disruptive to catastrophic. Insurance coverage is available for recovery or reconstruction
               of information destroyed by a natural disaster. Organizations located in areas where
               natural hazards are rare or infrequent may be willing to accept a low level of risk.
               
            

            
         

         
         	
            Malicious actions pose significant, widespread, and unpredictable threats to information.
               Depending on the circumstances, information loss may be the intended outcome or incidental
               result of a malicious action. Statistics suggest that the frequency of malicious software
               attacks, armed conflict, civil insurrections, vandalism, and information theft is
               either on the rise or, after years of increasing, stable at a high level. Risk transfer
               through insurance coverage can provide partial mitigation of information loss from
               malicious causes.
            

            
         

         
         	
            Malicious software, information theft, human error, and technological malfunctions
               are common and unavoidable risks, but precautionary measures and prudent policies
               can limit their likelihood of occurrence and adverse impact.
            

            
         

         
         	
            Given the low probability of occurrence for a building fire, an organization may be
               willing to accept a fire risk at a level greater than zero provided that fire-prevention
               measures and precautionary practices are implemented. Insurance coverage provides
               compensation, within limits, for recovery or reconstruction of information lost due
               to fire. 
            

            
         

         
         	
            Regardless of cause, the ability to recover lost information depends on the availability
               of backup copies, which are routinely produced for electronic information but are
               less common for paper documents. 
            

            
         

         
      

      
      Notes
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      Chapter 4

      Retention of Information

      
         
         
         
         
      

      
      Retention and destruction of recorded information are critical concerns that must
         be governed by formalized policies and procedures rather than by the discretion of
         individual employees or other custodians of the information. A retention schedule
         identifies information that is maintained by all or part of an organization and specifies
         the period of time that the information is to be kept. Retention schedules are typically
         prepared by record managers or information-governance specialists who work with an
         organization’s legal department, compliance officer, department heads, and other stakeholders
         to ensure that all interests and requirements are addressed. Retention decisions are
         based on a combination of legal, operational, and scholarly criteria. Permanent preservation
         is specified for information of scholarly value. Retention decisions based on legal
         or operational considerations typically apply to nonpermanent information, although
         some information may have long-term operational value that warrants permanent retention.
      

      
      Appropriate retention policies and practices for recorded information are important
         components of an organization’s risk management framework. This chapter identifies
         and discusses the following threats associated with retention and destruction of information:
      

      
      
         	
            
            failure to comply with laws and regulations that specify minimum or maximum retention
               periods for information related to particular matters;
            

            
         

         
         	
            failure to preserve information that is relevant for legal proceedings;

            
         

         
         	
            discarding information that has continuing value (under-retention) or keeping information
               longer than necessary (over-retention); and
            

            
         

         
         	
            media instability and obsolescence, which can render information unusable before its
               retention period elapses.
            

            
         

         
      

      
      These threats apply to organizations of all types and sizes. As discussed in the following
         sections, they can lead to significant adverse consequences, including monetary penalties,
         court-ordered sanctions, and loss of information of operational or scholarly value.
      

      
      Noncompliant Recordkeeping

      
      All countries have laws and regulations that prescribe the period of time that certain
         information must be kept. These laws and regulations, which are collectively characterized
         as recordkeeping requirements, fall into two broad groups: those that specify minimum
         retention periods, which can be exceeded for operational purposes or to preserve records
         of scholarly value, and those that specify maximum retention periods, which mandate
         the destruction of information when the prescribed time period elapses. Laws and regulations
         that specify minimum retention periods are far more numerous than those that require
         destruction of information. Their purpose is to ensure that government agencies will
         have access to information needed to determine an organization’s compliance with laws
         or regulations to which the information relates. Laws and regulations that specify
         maximum retention periods are generally intended to ensure timely disposal of data
         or documents that contain personal information.
      

      
      Certain recordkeeping laws and regulations apply broadly to organizations of all types
         and sizes; others are limited to specific industries or business sectors that are
         subject to regulatory scrutiny. Recordkeeping laws and regulations in the first category
         specify minimum retention requirements for information related to commonly encountered
         business functions and operations.[1]   Widely cited examples include the following:
      

      
      
         	
            All countries have laws and regulations that specify recordkeeping requirements for
               business formation and organizational governance. In the United States, the Model
               Business Corporation Act (MBCA) has been adopted by many states. It specifies permanent
               retention for minutes of all meetings of a company’s shareholders and board of directors
               as well as for records of all resolutions or other actions taken by committees acting
               in place of the board of directors.[2]   The MCBA specifies a three-year period for financial statements and other written
               communications sent to a company’s shareholders. A corporation must keep its articles
               of incorporation, bylaws, and amendments to those documents at its principal office.
               No retention period is specified, but the implication is that business formation records
               must be kept for the life of the organization.   Violations of the MBCA’s recordkeeping
               requirements expose an organization to shareholder litigation and regulatory investigations.
            

            
         

         
         	
            Many countries have accounting laws, tax codes, or other laws and regulations that
               specify minimum retention periods ranging from three years to more than ten years
               for an organization’s financial records, including accounting ledgers, financial statements,
               fiscal audit reports, and supporting documentation, including inventory records, accounts
               payable and receivable records, and correspondence related to accounting transactions.[3]   Failure to comply with these requirements exposes an organization to costly fines
               and time-consuming audits or other investigations. Some laws also mandate retention
               of accounting records at a specified location in the country where business is conducted.
               This is done to ensure the availability of accounting records for tax audits and,
               in the case of corporations and partnerships, inspection of the records by shareholders
               and government regulators.
            

            
         

         
         	
            Many countries have laws and regulations that specify minimum retention periods for
               employment records. In the United States, employers must keep records of each employee’s
               name, address, date of birth, occupation, rate of pay, and weekly compensation for
               a minimum of three years as specified in 29 C.F.R. § 1627.3(a). According to Canada
               Labour Standards Regulations, employers must keep information about hours worked,
               wages, earnings, and other personnel matters related to individual employees for a
               minimum of thirty-six months after termination of employment. To comply with the Fair
               Work Act 2009, Australian employers must retain employee records and pay rosters for
               a minimum of seven years. Additional retention requirements apply to records that
               verify an employee’s eligibility to work in a given country.[4]   Countries that prohibit discriminatory hiring practices require retention of records
               that document the recruitment and selection process for specific job openings. According
               to 29 C.F.R. § 1602.14 and 29 C.F.R. § 1627.3(b), nongovernmental employers in the
               United States must retain hiring records, including employment applications and supporting
               documentation considered in connection with an advertised job opening, for a minimum
               of one year from the date of the personnel action to which the records relate.[5]  
            

            
         

         
         	
            All countries have laws and regulations that specify minimum retention periods for
               records related to import and export of merchandise to and from their customs territory.
               Examples of such records include import and export authorizations, certificates of
               origin, invoices, manifests, bills of lading, customs declarations, customs clearances,
               and claims for refund of taxes, duties, and fees. 19 C.F.R. § 163.4, for example,
               specifies a minimum retention period of five years for most import and export records
               required by U.S. Customs and Border Protection. In Canada, import and export records
               must be retained for six years as specified in the Imported Goods Records Regulations
               and the Exporters’ and Producers’ Records Regulations. In most other countries, the
               retention period for customs records is five years or less.
            

            
         

         
      

      
      Worldwide, thousands of sector-specific laws and regulations mandate minimum retention
         periods for records maintained by particular types of business entities. Banks, credit
         unions, broker-dealers, and other financial services companies must retain information
         about their customers, individual transactions, assets, liabilities, and marketing
         activities. Insurance companies must retain information about policies and claims.
         Hospitals, clinics, physicians’ offices, and other healthcare providers must retain
         information about patients. Pharmacies must retain information about the purchase,
         receipt, dispensing, and disposal of controlled substances. Schools must retain information
         about students. Law firms must retain information about work performed for clients.
         Accounting firms must retain records and work papers related to audits of public companies.
         Drug companies must retain documentation about manufacturing, testing, packaging,
         labeling, and marketing of pharmaceutical products and medical devices. Food companies
         must retain records related to ingredients, manufacturing processes, inspection, labeling,
         and transportation of their products. Manufacturers of certain consumer products must
         maintain manufacturing and sales information. Airlines, railroads, and other transportation
         companies must retain information about their equipment, facilities, authorized operators,
         and maintenance procedures. These sector-specific recordkeeping regulations are not
         limited to companies and not-for-profit organizations. In many countries, government
         agencies must comply with record retention requirements specified by archival authorities.[6]  
      

      
      Some laws and regulations mandate the destruction of information after a designated
         period of time or when a specific event occurs. In some countries, surveillance recordings
         produced by video devices installed in public spaces must be destroyed within thirty
         days or less. Many countries mandate the destruction of information about unsubstantiated
         child abuse investigations, either immediately or after a specified period of time.
         Privacy and data protection laws limit the retention of personal information. As the
         most widely publicized example, the European Commission’s General Data Protection
         Regulation (GDPR), which is discussed in different contexts in other chapters, allows
         a data subject to request the destruction of his or her personal information when
         it is no longer needed for the purpose for which it was originally collected or when
         the data subject withdraws consent for processing.[7]   When so requested, an organization must erase the personal information without
         delay unless certain conditions apply.[8]   This requirement applies broadly to personnel files, payroll databases, tax records,
         workplace health and safety records, customer information, shareholder information,
         student records, patient records, library cardholder records, and many other types
         of data and documents. Exclusions are provided for reasons related to national security,
         national defense, public safety, prosecution of criminal offenses, scientific research,
         and avoidance of ethical breaches by regulated professions. As a complicating factor,
         erasure requests do not override minimum retention periods that are specified in laws
         or regulations.
      

      
      The constitutions of some Latin American countries contain “habeas data” provisions
         that allow data subjects to request destruction of incorrect information about them.[9]   In the United States, which does not have a comprehensive data protection law,
         the right to be forgotten applies to a limited range of personal information. As specified
         in 34 C.F.R. § 300.624, public school districts must destroy personal information
         about special education students at a parent’s request when the information is no
         longer needed to provide educational services to the child. At the state level, the
         California Consumer Privacy Act of 2018 allows a consumer to request the deletion
         of personal information maintained by a business and its service providers when the
         information is no longer needed to complete a transaction or provide goods or services
         to the consumer, subject to specified exceptions.[10]   In most states and localities, criminal case information related to juvenile offenders
         musts be destroyed after a specified period of time if certain conditions are met.
         Some other countries have similar laws.
      

      
      Violation of legally mandated recordkeeping requirements exposes an organization to
         regulatory investigations and compliance audits, which are time-consuming and may
         lead to fines, administrative penalties, or, in rare cases, criminal prosecution.
         In the United States, for example, willful failure to comply with retention requirements
         for employment records covered by the Fair Labor Standards Act is punishable by fines
         and imprisonment as specified in 29 U.S.C. § 216. Among the many industry-specific
         regulations that penalize recordkeeping violations, 19 U.S.C. 1509(g) imposes fines
         up to $100,000 for willful or negligent failure to comply with retention requirements
         for certain customs records. 15 U.S.C. §§ 2614-2615 and 19 C.F.R. § 163.6 impose a
         range of civil and criminal penalties for violation of recordkeeping requirements
         specified in the Toxic Substances Control Act. 43 C.F.R. § 3161 specifies monetary
         assessments, civil penalties, and criminal penalties for violations of recordkeeping
         requirements specified by the Bureau of Land Management’s Oil and Gas program. 10
         C.F.R. § 21.41 prescribes minimum retention periods ranging from five to fifteen years
         for records related to maintenance and inspection of facilities that handle nuclear
         material with criminal penalties for willful noncompliance. The Consumer Financial
         Protection Bureau imposes penalties up to $10,000 for individual actions and $500,000
         for class actions, as specified in 12 C.F.R. § 1002.16, for violations of recordkeeping
         regulations associated with the Equal Credit Opportunity Act.
      

      
      Other countries levy similar sanctions for noncompliance with minimum record retention
         periods. In Canada, for example, the Investment Industry Regulatory Organization imposes
         fines up to $5 million for violations of the five-year retention rule for transaction
         documentation, communications, advertisements, and other records related to investment
         services. In the United Kingdom, the Financial Conduct Authority, which mandates a
         five-year retention period for investment firm records, imposes a graduated range
         of penalties for noncompliance, depending on the seriousness of the violation.
      

      
      Vulnerability Assessment

      
      Recordkeeping noncompliance may be detected during a routine regulatory audit or in
         the course of an investigation of a suspected violation of the laws or regulations
         to which the information pertains.[11]   The following vulnerabilities contribute to the risk of noncompliance with recordkeeping
         requirements specified in laws and regulations:
      

      
      
         	
            
            A regulated entity may not be aware of all applicable recordkeeping requirements.
               An organization’s records manager or information governance specialist, working in
               cooperation with a compliance officer or legal department, is typically responsible
               for identifying laws and regulations that specify minimum retention periods, but some
               organizations do not have in-house records management or compliance expertise. Even
               for those that do, it can be difficult to keep informed about all applicable legal
               and regulatory requirements, especially in multinational and transnational organizations
               that must comply with the laws and regulations of multiple political jurisdictions.
               Many countries have government-sponsored databases of laws, regulations, ordinance,
               directives, and other legal instruments that specify retention requirements, but identification
               of applicable legal mandates requires retrieval expertise and careful examination
               of legal instruments, many of them irrelevant. To identify a dozen relevant laws or
               regulations, hundreds must be located, read, and analyzed.
            

            
         

         
         	
            A regulated entity may not correctly interpret record retention requirements. Recordkeeping
               laws and regulations can be voluminous, complicated, poorly written, and difficult
               to understand. Amendments may add complexity and confusion. It may be difficult to
               determine the specific types of information that must be kept about a given matter.
               Some laws and regulations merely state that certain records must be kept without specifying
               a retention period for them. For multinational and transnational organizations, laws
               and regulations in unfamiliar languages must be translated, which can be difficult
               and may add ambiguity.
            

            
         

         
         	
            Legal and regulatory requirements are presumably reflected in an organization’s record-retention
               schedule, assuming that it has one, but many retention schedules are incomplete, out
               of date, and difficult to use.[12]   Employees may not be able to comply fully with retention requirements due to lack
               of clear instructions, inadequate staffing, insufficient training, or ineffective
               supervision. Record custodians and data stewards in some organizational units may
               not be aware that a retention schedule exists. This is sometimes the case with new
               employees or those who work in satellite locations or home offices. The progress of
               record-retention initiatives can be difficult to monitor in large enterprises with
               complex organizational structures and geographically dispersed business operations.
               In multinational and transnational organizations, an organization’s retention schedule
               may focus on records maintained at a headquarters location, but business operations
               in other countries may be subject to different legal and regulatory requirements.
            

            
         

         
         	
            A regulated entity’s business processes and practices may not be conducive to compliance
               with record-retention laws and regulations. The required information may not be maintained
               in a single repository. It may be managed by multiple applications, saved in multiple
               formats, scattered in multiple locations, and controlled by employees who are not
               aware of an organization’s recordkeeping policies.
            

            
         

         
      

      
      Risk Response

      
      Noncompliant recordkeeping means that information is destroyed before the minimum
         time period specified in laws or regulations has elapsed or that information is kept
         longer than the maximum time period specified in laws or regulations. Risk acceptance,
         risk avoidance, and risk transfer are not viable mitigation strategies for noncompliance.
      

      
      Risk acceptance based on a conscious business decision not to comply fully with legal
         and regulatory recordkeeping requirements is not advisable. Fines for failing to retain
         or destroy information can add up for persistent noncompliance, and some regulations
         impose greater penalties for willful violations. Monetary penalties aside, regulatory
         noncompliance exposes an organization to additional risks that can have an adverse
         impact on the organization’s objectives and performance. Noncompliance with recordkeeping
         requirements may raise the level of regulatory scrutiny, leading to audits and inspections
         that can be time-consuming, will likely raise legal costs, and may reveal additional
         problems that require corrective action. In extreme cases, regulatory authorities
         may force a noncompliant organization to suspend critical business operations until
         violations are corrected. Noncompliance also poses risks to an organization’s reputation,
         which can damage business relationships, erode the confidence of investors and other
         stakeholders, lead to loss of revenue, and make it difficult to recruit and keep qualified
         employees.
      

      
      For risk avoidance, the operation or activity that is subject to recordkeeping laws
         and regulations must be eliminated. This is not a feasible mitigation strategy where
         the regulated activity is a core component of an organization’s business. An organization
         cannot eliminate recruitment of new employees to avoid keeping applicant records and
         job descriptions. A company cannot discontinue accounting operations to avoid retention
         requirements for ledgers, financial reports, and supporting documentation. A bank
         or brokerage firm cannot eliminate customers to avoid recordkeeping requirements.
         A healthcare organization cannot eliminate patients to avoid retaining information
         about them. A pharmaceutical company cannot eliminate new drug products to avoid retention
         requirements for records related to manufacturing, testing, labeling, and marketing.
      

      
      Risk transfer through insurance is generally not an option for regulatory violations.
         Most insurance policies exclude coverage for civil fines and penalties resulting from
         illegal activity, although insurance coverage may be available for legal fees and
         other costs associated with government investigations and litigation.
      

      
      A risk limitation plan that directly addresses the vulnerabilities discussed in the
         preceding section is the only effective mitigation strategy for noncompliant recordkeeping.
         An effective limitation plan will reduce the likelihood of regulatory violations:
      

      
      
         	
            
            An organization’s top management and key stakeholders must be committed to compliance.
               They must understand the importance, purpose, and scope of legal and regulatory requirements
               and authorize the necessary resources for fully compliant recordkeeping in all organizational
               units in every location where the organization operates.
            

            
         

         
         	
            Ignorance of or confusion about recordkeeping requirements is not an acceptable defense
               for noncompliance. A records manager, information governance officer, compliance specialist,
               legal researcher, or another qualified employee must be responsible for identifying,
               analyzing, and interpreting applicable laws and regulations, including any amendments
               and supplemental guidance documents, that mandate retention or destruction of specific
               information. This must be done for all national and subnational jurisdictions where
               an organization operates. If necessary, records management consultants, legal researchers,
               or compliance specialists should be hired to supplement internal expertise.
            

            
         

         
         	
            As the key component in a risk limitation plan, an organization must have a comprehensive,
               up-to-date record-retention schedule that accurately reflects legal and regulatory
               requirements in all locations where the organization operates. The retention schedule
               must be distributed to all departments or other organizational units where records
               are kept. An organization’s records manager, information governance officer, or other
               qualified employee must work closely and cooperatively with departmental stakeholders
               to ensure that recordkeeping requirements are well understood, to address questions
               and concerns raised by record custodians and data stewards, and to ensure that implementation
               issues and problems are appropriately resolved.
            

            
         

         
         	
            In most organizations, individual departments are responsible for implementing the
               retention schedule for data or documents in their custody or under their supervisory
               control. All departmental employees will require a basic understanding of the organization’s
               retention policies and requirements. Appropriate training must be provided to record
               custodians and data stewards. Clearly written specifications and operating procedures
               must be prepared for use as training materials. Organizational units should be given
               a due-diligence checklist or similar quality-control mechanism to ensure that all
               record-retention and -destruction tasks have been properly completed.
            

            
         

         
         	
            Regular or unscheduled audits of selected organization units should be conducted to
               confirm compliance with recordkeeping requirements. Such audits may be performed by
               a records manager, by an information governance officer, or by a compliance-oriented
               organizational unit, such as internal audit or quality assurance. Compliance problems
               and corrective actions should be discussed with departmental stakeholders, with a
               follow-up to confirm compliance. Continuing problems should be referred to executive
               management for resolution.
            

            
         

         
      

      
      Failure to Preserve Evidence

      
      In the absence of a law, regulation, or contractual obligation that specifies recordkeeping
         requirements, an organization can retain or discard information according to its own
         policies, practices, and criteria, which may take the information’s continuing operational
         usefulness or scholarly value into account. As a notable exception, an organization
         involved in a lawsuit, government investigation, arbitration, or other legal proceeding
         has a duty to preserve data or documents, including video and audio recordings, that
         may be relevant for a party’s claims or defenses. This preservation duty encompasses
         relevant information in the organization’s possession as well as information the organization
         has entrusted to agents, experts, attorneys, insurance companies, accountants, cloud-based
         service providers, record storage companies, or other third parties. In the United
         States, the preservation duty is supported by both case law and legal statutes.[13]   Comparable obligations apply in some other countries, including Canada, the United
         Kingdom, Ireland, Australia, and New Zealand.
      

      
      The duty to preserve evidence applies to legal proceedings that are reasonably anticipated
         as well as to those that have been formally initiated. It may be triggered by a written
         threat of legal action, receipt of a demand letter that asserts a legal claim, a formal
         complaint, a notice of regulatory investigation, a subpoena for information, a credible
         verbal threat to sue, a pre-litigation discussion, a workplace accident or injury,
         or another event that may lead to a legal proceeding. Alternatively, a litigant may
         file a motion for a preservation order if destruction of relevant information is feared.
         Regardless of circumstances, organizations involved in legal proceedings are not obligated
         to keep all recorded information in their possession.   The preservation duty is limited
         to data and documents that are or could be relevant for a legal dispute or government
         investigation, but relevance for future lawsuits or investigations is always a possibility
         for certain types of recorded information. Examples include technical reports and
         test results related to product design, manufacturing, and safety; contracts and related
         correspondence that specify terms and conditions that must be fulfilled; performance
         evaluations and other personnel records that document the circumstances in which employees
         were promoted, demoted, or dismissed; and medical records that document a patient’s
         diagnosis and treatment.
      

      
      Risks associated with the preservation duty emerge in the context of pretrial discovery,
         the investigative phase of litigation when the opposing parties can request information
         from one another to help them prepare for trial. Parties involved in legal proceedings
         must comply with such requests fully and in a timely manner. Failure to provide the
         requested information, including potentially incriminating evidence, can have serious
         consequences, particularly if the information was destroyed, lost, damaged, or altered
         without a satisfactory explanation. Such destruction or withholding of information
         can lead to charges of spoliation—the intentional or negligent failure to preserve
         evidence that is relevant for a pending or reasonably foreseeable legal proceeding.[14]   If it is determined that information was destroyed to hamper the opposing party,
         a court may hold the spoliating party accountable by ordering sanctions. At a minimum,
         the court may award attorneys’ fees and costs to the nonspoliating party. Other possibilities
         include a more severe monetary penalty; an adverse inference instruction, in which
         a jury is allowed to infer that the destroyed information was harmful to the party
         that destroyed it; a default judgment that ends the litigation in favor of the opposing
         party; and, in extreme cases, criminal penalties for obstruction of justice. In some
         states, the nonspoliating party can also initiate a negligence claim for monetary
         damages for destruction of evidence that significantly harms its case.
      

      
      Through the end of the twentieth century, spoliation sanctions addressed the failure
         to preserve paper records. In 1984, a federal court issued a default judgment against
         an aircraft manufacturer for intentionally destroying documents that might be harmful
         in product liability litigation.[15]   In 1987, a court issued a default judgment for willful and flagrant destruction
         of documents by a corporate officer who lied about the destruction during his testimony.[16]   In 1989, a court ordered a significant monetary penalty against a chemicals manufacturer
         for destruction of documents in an employment discrimination case.[17]   In 1997, a federal judge imposed a $1 million fine on a large insurance company
         for haphazard and uncoordinated document-retention practices that denied plaintiffs
         potential evidence in a class-action lawsuit.[18]  
      

      
      Twenty-first-century spoliation cases have focused on intentional or negligent destruction
         of electronic information. In a widely cited employment discrimination case heard
         between 2003 and 2005, a court issued an adverse inference instruction and awarded
         the plaintiff reimbursement of costs for an employer’s deliberate destruction of relevant
         information contained in emails and backup tapes.[19]   In a 2003 securities fraud case, a defendant was found to have altered the electronic
         text of a message to conceal illegal stock-trading activity, which led to a prison
         sentence.[20]   In 2009, a court granted an adverse inference instruction for spoliation of evidence
         resulting from failure to preserve voicemail.[21]   In a 2011 dispute, a court imposed a fine and awarded attorneys’ fees against a
         defendant who used a disk-wiping program in violation of a status quo order that prohibited
         destruction of certain electronic documents while litigation was pending.[22]   In a 2011 intellectual property case, a court awarded a default judgment for deliberate
         destruction of information by throwing one laptop off a building and driving a vehicle
         over a second laptop.[23]   In a 2012 antitrust lawsuit, a court fined the defendant because one of its top
         executives had instructed employees to delete emails related to the company’s competitive
         practices.[24]   In 2016, an adverse inference instruction was issued against a medical devices
         company for failing to prevent the destruction of text messages requested by the opposing
         party. That action was ultimately reversed, but the court did allow the parties to
         present evidence to the jury regarding destruction of the text messages and their
         likely relevance.[25]   In a 2016 trademark-infringement case involving intentional alteration of emails
         prior to producing them in response to the defendants’ discovery request, the court
         barred the plaintiffs from using the altered emails, which would have been favorable
         to them. The court also ordered the plaintiff to pay the defendants’ attorney fees
         and court costs.[26]   In the most widely publicized case involving failure to preserve evidence, Arthur
         Andersen LLP, a public accounting firm, was found guilty of obstructing justice in
         2002 for destroying large quantities of paper and electronic records related to its
         audits of Enron Corporation, a utility and services provider engaged in fraudulent
         accounting practices.[27]  
      

      
      Vulnerability Assessment

      
      When legal proceedings are likely, imminent, or ongoing, an organization must identify
         and suspend destruction of relevant information to avoid a spoliation charge. The
         following vulnerabilities increase the risk that an organization will be unable to
         comply with this preservation duty:
      

      
      
         	
            
            An organization may not have an established business process for identifying relevant
               information and for sending a written preservation directive, variously described
               as a legal hold notice or a litigation hold notice, to employees, department heads,
               computer system managers, data stewards, or other employees that may have relevant
               information in their custody or under their supervisory control.
            

            
         

         
         	
            A legal hold notice may be too narrow to satisfy preservation requirements. The organizational
               unit responsible for the preservation process, usually an in-house legal department
               possibly working with external counsel, may fail to identify all possible categories
               of relevant information or likely custodians of relevant data or documents. Relevant
               information that is overlooked may be discarded in the regular course of business
               before its omission is discovered and a revised hold notice is issued.
            

            
         

         
         	
            An organization may fail to anticipate legal proceedings relating to a specific matter
               and, consequently, wait too long to initiate the preservation process, with a resulting
               delay in sending a legal hold notice to employees or departments that are responsible
               for compliance. Depending on the length of the delay, data or documents that contain
               relevant information may be discarded or deleted in the regular course of business
               prior to receipt of the preservation notice.[28]  
            

            
         

         
         	
            The organizational unit responsible for the preservation process may not follow up
               with individual employees or departments that receive a legal hold notice to confirm
               that they have read it, to be sure that they recognize the importance of preserving
               relevant information and understand what is expected of them, to answer questions
               that may arise during implementation, to address issues and concerns that may require
               clarification or modification of the legal hold notice, and to monitor and enforce
               compliance while legal proceedings are ongoing.[29]  
            

            
         

         
         	
            A legal hold may remain in effect for weeks, months, or even years. For legal proceedings
               of long duration, the organizational unit responsible for the preservation process
               may not issue periodic reminders or otherwise reconfirm the continued validity of
               a legal hold notice. New employees, in particular, may not be aware of preservation
               requirements for relevant records that they inherit from their predecessors. Even
               experienced employees may mistakenly assume that longstanding legal matters have been
               resolved and that destruction of data or documents with elapsed retention periods
               can be resumed.
            

            
         

         
         	
            If an organization is involved in parallel litigation, in which a dispute generates
               multiple lawsuits, or in simultaneous lawsuits and government investigations with
               some overlap, a given set of data or documents may be covered by multiple hold notices,
               which can be difficult to coordinate and track. In a large organization, these legal
               proceedings may be handled by different teams of in-house attorneys or external law
               firms who may be geographically dispersed and do not communicate effectively with
               one another. If one of the legal proceedings is resolved and its hold notice rescinded,
               a department may mistakenly discard information that remains subject to legal holds
               for other matters.
            

            
         

         
         	
            An organization’s information-management processes and practices may pose preservation
               challenges. Potentially relevant data and documents may be maintained in multiple
               repositories, managed by multiple applications, saved in multiple formats, and scattered
               in multiple locations. Paper records may be stored in offices or off-premises in warehouse
               locations operated by commercial providers or by an organization itself. Electronic
               information may be saved on an organization’s network servers, in its email system,
               on personal computers, by cloud-based services, on mobile devices, on social media
               platforms, on backup tapes or other offline media stored on premises or offsite, in
               personal email or text-messaging accounts, or even in employees’ homes. In some cases,
               relevant information may be held by an organization’s contractors, agents, business
               partners, or other third parties. Relevant information may also be held by former
               employees over whom the organization has no control and limited influence.
            

            
         

         
         	
            Regardless of its storage location and format, an organization’s information repositories
               may not be organized and indexed in a manner that permits the identification of all
               data or documents that must be preserved. Relevant and irrelevant information may
               be co-mingled within a given data repository or document collection, making it difficult
               to identify information that must be kept and isolate it from information that is
               eligible for disposal. In the case of email, for example, some mailbox owners create
               topical folders that contain messages pertaining to specific projects, events, activities,
               business functions, or other matters, while others leave all messages in their inbox,
               which combines significant business communications with transitory messages, personal
               messages, and unsolicited junk mail.
            

            
         

         
         	
            Rather than collecting and copying relevant information from multiple sources for
               storage in a secure, centralized repository intended exclusively for preservation
               of evidence related to a specific legal proceeding, an organization may leave the
               information in place where it is subject to intentional or accidental deletion, damage,
               or modification.
            

            
         

         
      

      
      Risk Response

      
      Compliance with discovery requests for information in paper or electronic form is
         a time-consuming process. The requested information must be identified, retrieved
         from its storage location, reviewed for relevance and privileged content, copied to
         establish a reliable chain of custody, catalogued and assigned control numbers, and
         submitted to the opposing party in an agreed-upon format. Errors can occur at any
         stage in the process. An incomplete response is possible, which raises the suspicion
         of destruction of evidence that may have helped the opposing party. As discussed in
         preceding sections, an organization’s failure to preserve information that is relevant
         for litigation, government investigations, or other legal proceedings may lead to
         spoliation charges, which can have adverse consequences. Spoliation sanctions have
         increased in recent years and are likely to continue to do so.[30]   Acceptance of spoliation risk is not an advisable mitigation strategy. Risk avoidance
         and risk transfer are possible but have significant limitations. The most effective
         mitigation strategy consists of a risk limitation plan based on a comprehensive legal
         hold process.
      

      
      Risk acceptance may be based on either or both of the following beliefs: (1) destruction
         or alteration of relevant information is unlikely to be detected by a court or government
         investigator unfamiliar with an organization’s recordkeeping practices; (2) if spoliation
         of evidence is somehow detected, it may not be subject to the most severe penalties,
         which are typically reserved for flagrant violations where destruction of relevant
         information is attributable to bad faith rather than ignorance or negligence. It is
         difficult to endorse this risk mitigation strategy. Legal commentators have long acknowledged
         the possibility, even the likelihood, of undetected destruction of relevant information.[31]   In some cases, spoliation was only revealed when a litigant’s employees testified
         that they were instructed by their superiors to destroy relevant information or when
         backup copies showed that relevant data or documents were destroyed despite a preservation
         order.[32]   Given the huge quantity of paper and electronic information that an organization
         creates and maintains and the many locations where information is kept, the chances
         of being detected destroying or concealing relevant information during litigation
         or a government investigation appear to be less than 100 percent, but how much less
         cannot be determined. Even if there is no chance of detection, an in-house attorney
         or external counsel cannot condone a mitigation strategy that accepts spoliation risk,
         because such a strategy represents a serious breach of rules of professional conduct.[33]  
      

      
      Spoliation risks can be avoided by not destroying any information at all. This is
         accomplished by issuing a very broad legal hold when litigation or government investigation
         appears likely. This avoidance strategy will preserve any data or documents that might
         conceivably contain relevant information, but the retention of huge quantities of
         records in anticipation of discovery orders is not practical and introduces its own
         risks. In most situations, a small percentage of an organization’s records have evidentiary
         value.[34]   A broad approach to preservation will require costly storage of many irrelevant
         records, which must be kept until legal proceedings are fully resolved, even if their
         retention periods elapse in the meantime.
      

      
      Further, the needless preservation of large quantities of records can increase the
         time and effort required to respond to discovery requests. The greater the quantity
         of records that must be identified, retrieved, and reviewed for relevance and privilege,
         the longer the process will take. A broad preservation strategy can also give the
         opposing party access to large quantities of email messages, text messages, drafts,
         preliminary reports, meeting notes, and other documents that may contain poorly phrased,
         ill-considered, incomplete, or inaccurate statements, which can be misinterpreted,
         cited out of context, or otherwise used in a potentially damaging manner.[35]   Finally, needless retention of large quantities of data and documents will increase
         an organization’s exposure to third-party preservation orders and discovery requests
         for legal proceedings in which the organization is neither a claimant nor a defendant.
         Such requests can be time-consuming and costly to fulfill for legal matters in which
         an organization has no direct interest.
      

      
      Transfer of spoliation risk to an insurance carrier is possible in a limited set of
         circumstances. Courts have held that a general liability carrier is not required to
         defend an insured party in a spoliation-of-evidence action.[36]   Spoliation insurance is available as enhanced liability coverage for unintentional
         destruction, alteration, or loss of property that serves as material evidence in litigation.
         Such policies protect the insured against third-party claims that allege spoliation
         of evidence. Spoliation insurance is intended for law firms, accounting firms, document
         storage facilities, cloud-based computing services, engineering firms, architectural
         firms, and other organizations that handle evidence entrusted to them by clients or
         other parties.[37]   Spoliation coverage values lost evidence as the adjudicated damages determined
         by a court rather than as its replacement value.
      

      
      Limitation of spoliation risks depends on prompt, decisive preservation action through
         a formal legal hold process that temporarily suspends destruction of data and documents
         that may be relevant for legal proceedings.[38]   Destruction will not resume until all legal matters are fully resolved and the
         legal hold is rescinded. Legal holds are typically issued by an organization’s legal
         department or other legal counsel. The responsible legal team must take the following
         steps to address vulnerabilities that contribute to spoliation risk:
      

      
      
         
         	
            Initiate the legal hold process as soon as an organization becomes aware of a possible
               legal proceeding. This may occur when the organization receives a summons or complaint.
               More likely, however, the legal hold process will be triggered by a pre-litigation
               dispute, repeated inquiries about a particular matter, or other circumstances that
               suggest that legal proceedings can be reasonably anticipated.
            

            
         

         
         	
            Work with business process owners, department heads, the organization’s records manager
               or information governance officer, and other knowledgeable persons to identify the
               types of records to be covered by a legal hold as well as the individual employees
               who are likely to have relevant records in their custody and who must receive a legal
               hold notice. The information technology unit must be consulted to identify computer
               systems that store and process specific information covered by a legal hold notice.
               The legal team responsible for the hold process must become familiar with the purpose
               and scope of these computer systems. Site visits may be needed to examine departmental
               recordkeeping practices.
            

            
         

         
         	
            Issue a written legal hold notice that instructs record custodians and data stewards
               to immediately suspend destruction of data and documents covered by the legal hold
               notice and to cancel or defer any actions, such as software upgrades or replacements,
               that may render relevant records unretrievable or unusable. At a minimum, the hold
               notice must describe the legal matters for which the records are deemed relevant,
               list the types of data and documents that are covered by the legal hold notice, explain
               the organization’s legal obligation to preserve relevant information until the legal
               hold is rescinded, and provide contact information for record custodians and data
               stewards who have questions, need assistance, or want additional information about
               the legal hold.
            

            
         

         
         	
            Request an immediate written acknowledgment from each record custodian or data steward
               who receives the legal hold notice. An escalation letter should be sent to nonrespondents,
               emphasizing the risks associated with noncompliance and requesting immediate acknowledgment
               of the legal hold. If the escalation letter does not elicit a response, the record
               custodian’s supervisor should be contacted.
            

            
         

         
         	
            Communicate directly with record custodians and data stewards to confirm that they
               have read the legal hold notice and understand what is expected of them. This can
               be accomplished through individual interviews, group training sessions, telephone
               calls, or other means. The responsible legal team must maintain continuing communication
               and interaction with record custodians and data stewards as long as the hold is in
               effect.
            

            
         

         
         	
            Issue revised hold notices as warranted. As legal proceedings progress, it may be
               necessary to change the scope of a hold—to add specific types of data or documents
               or to increase the time span for information that must be preserved. Written acknowledgment
               must be obtained from record custodians and data stewards who receive revised hold
               notices.
            

            
         

         
         	
            Issue periodic reminders to record custodians and data stewards to inform them that
               a legal hold remains in effect. Written acknowledgments should be obtained for all
               reminders, with escalation notices sent to nonrespondents. Failure to receive a written
               acknowledgment may indicate issues and concerns, such as a change in record custodians
               or data stewards in a given department. New employees, in particular, will need to
               be informed about legal holds that took effect before they were hired. Some organizations
               establish a compliance portal as a single source for up-to-date information about
               legal holds and required actions.
            

            
         

         
         	
            Coordinate holds for parallel legal proceedings. Before a legal hold is officially
               rescinded and resumption of destruction is authorized, the responsible legal team
               must confirm that data and documents are not subject to ongoing holds for other matters.
            

            
         

         
         	
            Create a secure repository for relevant information. Rather than retaining relevant
               information in place, data or documents that are subject to a legal hold should be
               collected, copied, and transferred into a secure, centralized repository for preservation
               that is under the direct supervision and control of an organization’s legal team.
               Access to the repository should be strictly limited to those directly involved in
               the legal proceedings. This will support a legally acceptable chain of custody and
               greatly decrease the likelihood that relevant information will be intentionally or
               accidentally destroyed, damaged, or altered while a legal hold is in effect.
            

            
         

         
         	
            Document every stage of the legal hold process. The documentation must include information
               about the scope, content, dates, and recipients for each legal hold in sufficient
               detail to demonstrate that the organization has acted in good faith to preserve relevant
               information and has implemented a trustworthy process to fulfill its preservation
               duty.
            

            
         

         
      

      
      Under-Retention and Over-Retention

      
      As discussed in a preceding section, recordkeeping laws and regulations specify minimum
         and maximum retention periods for certain types of information. Where information
         may be needed for litigation or other legal proceedings, minimum retention periods
         are typically based on statutes of limitations, which specify the period of time that
         an organization can sue or be sued for breach of contract, personal injury, property
         damage, or other alleged offenses.[39]   Legal requirements aside, operational retention decisions focus on records that
         are needed for administrative continuity, management planning and decision-making,
         transaction processing, customer service, marketing, and other day-to-day activities.
         Operational retention periods must also address the interests of stakeholder groups,
         including an organization’s owners, governing body, customers, business partners,
         or, in the case of government records, the public. Scholarly retention decisions identify
         records that warrant permanent preservation for research by historians, political
         scientists, sociologists, economists, demographers, and others involved in scholarly
         pursuits. Determination of scholarly value may also consider the interests of genealogists,
         market trend analysts, private investigators, and others who are not necessarily scholars
         but are nonetheless involved in research that requires access to information.
      

      
      Regardless of criteria, retention decisions predict the useful life of the information
         that specific records contain and, in the case of non-permanent records, establish
         a future date when the information can be destroyed. As with any prediction, errors
         can occur. Under-retention—discarding records that have continuing value—and over-retention—retaining
         records longer than necessary—can have significant adverse consequences.
      

      
      As discussed in a preceding section, under-retention can lead to fines and penalties
         for noncompliance with laws and regulations that prescribe minimum retention periods
         for specific information. Short retention periods can also pose problems during the
         discovery phase of litigation when an opposing litigant requests information that
         has been destroyed. In theory, the inability to comply with discovery orders is explainable
         if the requested information was destroyed prior to the start of litigation in conformity
         with an organization’s formalized retention policies and practices, but merely having
         a retention policy is not an ironclad defense against spoliation charges. To be legally
         defensible, an organization’s retention periods must be reasonable for the types of
         information involved and the business operations that the information supports.[40]  
      

      
      Some organizations want to dispose of recorded information as soon as the minimum
         time periods specified in laws and regulations elapse, but that approach can have
         negative operational consequences. Older records may be useful long after the matters
         to which they relate have ended. Closed project files may be consulted when planning
         similar or related projects or when abandoned projects are reactivated. A former employee’s
         personnel records may be consulted to obtain information about prior performance if
         the employee is considered for rehiring. Invoices, purchase orders, and other records
         for completed procurement transactions may be consulted when additional quantities
         of a previously purchased item are required; to identify the supplier, model number,
         or cost of a previously purchased item; or when questions arise about warranty provisions
         for a previously purchased item. Terminated contracts may be useful as models for
         future contracts and agreements with the same party or for similar purposes. Closed
         case files may be consulted when a new case involves the same parties, similar legal
         issues, or similar legal theories. Closed case files may also contain motions, pleadings,
         interrogatories, and other documents that are useful as models when developing similar
         materials for new cases. Test results, quality assurance reports, and other records
         related to products must be retained as long as the products are sold and often longer
         because discontinued products may remain at customer sites for years after being withdrawn
         from the market.
      

      
      In these and other instances, destruction of information with continuing value can
         impede planning and decision-making, disrupt customer service, delay product development,
         and otherwise obstruct business activities. Productivity will suffer as time and labor
         are spent trying to reconstruct lost information. Certain records have continuing
         operational value that warrants multidecade or permanent retention. Examples include
         intellectual property records, student transcripts maintained by academic institutions,
         and deeds, mortgages, birth and death certificates, marriage licenses, and court records
         maintained by government agencies.
      

      
      Pervasive under-retention can also have a negative impact on preservation of information
         of scholarly value. Some records that do not need to be kept for legal reasons and
         that have short-term operational value may contain information that is significant
         for an organization’s own history or for researchers working on scholarly topics.
         In the United States, for example, 29 C.F.R. § 1904.33(a) specifies a five-year retention
         period for reports of workplace injuries and illnesses mandated by the Occupational
         Safety and Health Administration. These records may be consulted when questions or
         concerns arise about an accident or other incident. Their operational value diminishes
         as those issues are resolved, but the records may contain information of interest
         to occupational health researchers, workplace safety analysts, ergonomic specialists,
         labor economists, statisticians, and others interested in the cause, prevention, and
         consequences of workplace accidents and incidents. Similarly, 26 C.F.R. § 1.6001-1
         requires organizations to retain records that establish the income, deductions, and
         credits reported in income tax returns for as long as their contents are relevant
         for tax assessment—usually three years after a return was filed or due but as long
         as six years in some circumstances. Previously filed tax returns have operational
         value for tax planning, when filing an amended return; when property is sold; when
         operating losses, unused deductions, or unused credits from a prior year are carried
         forward; and when tax deductions, depreciation allowances, tax credits, goodwill amortization,
         and other tax benefits are subject to recapture. These situations are typically resolved
         within a limited time frame, but income tax returns have been cited as primary sources
         in scholarly studies by economists, accountants, public policy analysts, historians,
         social scientists, and other researchers.[41]  
      

      
      Over-retention—specifically, the needless retention of inactive records with no continuing
         value—is the problem that brought records management to prominence as a professional
         discipline. The earliest records management initiatives emphasized timely disposal
         of obsolete records in government agencies and large corporations, citing the negative
         impact of over-retention on the cost of federal government operations.[42]   When stored in office buildings, large quantities of inactive paper records occupy
         costly floor space and fill up filing cabinets, forcing the purchase of additional
         record-storage equipment, which will require more space as new records are generated.
         Moving older records from offices to warehouse storage will reduce but not eliminate
         those costs. In-house record storage facilities must be properly constructed, equipped,
         maintained, staffed, supervised, and protected from fire, unauthorized access, and
         other dangers. Commercial record centers are often less expensive to own and operate
         than in-house facilities, but monthly storage charges will add up for records that
         are retained longer than necessary. For records that are sent to a commercial storage
         provider without defined destruction dates, monthly charges will continue indefinitely.
      

      
      The proliferation of databases, digital documents, digitized images, and other electronic
         information requires increasing quantities of computer storage, but—compared to paper
         documents—over-retention of electronic information does not have the same adverse
         impact on storage costs. While the cost to store paper records will continue to increase
         over time, the cost of computer storage has fallen steadily for decades and is likely
         to continue to do so. Documents that originate digitally can be stored on hard drives
         for a small fraction—perhaps 1 percent or less—of the cost to store their paper counterparts.[43]   Even if the cost of storage equipment is increased by a factor of 3 to 8 to account
         for the total cost of ownership,[44]   the storage cost for large quantities of computerized information is a minor concern.
         Nonetheless, no organization wants to squander its computer storage budget on obsolete
         information. While hard drive capacities have increased, so have the storage demands
         of data intensive computer applications, such as geographical information systems,
         digital asset-management systems, and data mining applications that operate on large
         data sets.
      

      
      Storage cost aside, over-retention of electronic information can have an adverse impact
         on computer performance. All computing devices operate most efficiently within certain
         capacity limits. As the volume of saved information increases, the efficient operation
         of servers will be compromised, and backup operations, especially full backups, become
         more difficult to complete in a timely manner. In extreme cases, backup operations,
         which are typically performed at night, may extend into business hours. In addition,
         replacement of computer equipment and software will be complicated by the burdensome
         migration of large quantities of obsolete information. Over-retention can also have
         a negative impact on the performance of computer software. As database size increases,
         response time will increase, and additional memory or processing power may be necessary
         to maintain an acceptable level of performance. With email client software, certain
         operations—such as opening messages, periodic checking for new messages, searching
         for specific messages, and sorting messages—will execute more slowly as the quantity
         of messages increases. With their increased uploading and downloading requirements,
         large attachments can degrade system performance and overwhelm an organization’s networking
         infrastructure.
      

      
      In addition to its operational impact, over-retention can violate laws and regulations
         that establish maximum retention periods for specific information. While some of those
         laws apply to a limited range of situations and information, data minimization requirements
         specified in data protection violations prohibit over-retention by many organizations.
         Since the European Union’s General Data Protection Regulation took effect in May 2018,
         companies that do business in the European Union have been fined for failure to implement
         appropriate retention periods for personal information.[45]  
      

      
      Finally, over-retention can increase the time and effort required to respond to discovery
         orders. Before information is delivered to the requesting party, nonresponsive records
         must be identified and removed. If this is not done, the opposing party may gain access
         to drafts, preliminary reports, notes taken at meetings, and other documents that
         contain inaccurate information or ill-considered statements. This content might be
         misinterpreted, cited out of context, or otherwise presented to the court in a damaging
         manner.
      

      
      Vulnerability Assessment

      
      The following vulnerabilities contribute to the risk of under-retention or over-retention
         of information:
      

      
      
         	
            
            An organization may not be aware of retention requirements contained in recordkeeping
               laws and regulations. A compliance officer or legal department is typically responsible
               for identifying laws and regulations that affect specific business operations, but
               some organizations do not have in-house compliance expertise. Even for those that
               do, it can be difficult to keep informed about all applicable legal and regulatory
               requirements, especially in multinational and transnational organizations that operate
               in multiple political jurisdictions.
            

            
         

         
         	
            An organization’s business processes and practices may not be conducive to compliance
               with retention requirements. Records may be scattered in multiple locations or managed
               by multiple applications. Database applications may lack retention functionality.
            

            
         

         
         	
            Retention policies may not be implemented uniformly across all business units in every
               location where the organization operates. Information pertaining to specific matters
               may be destroyed prematurely by some departments or in some geographic locations and
               kept longer than necessary in other circumstances.
            

            
         

         
         	
            Legal retention decisions are based on fact. Assuming diligent research to identify
               applicable laws and regulations, there is limited scope for error. Operational retention
               decisions, by contrast, depend on the judgment of knowledgeable persons. A fundamental
               records management assumption is that the principal users of information—usually employees
               in the departments or other business units that create and maintain the information—are
               qualified to determine its operational value based on their knowledge of and experience
               with their organization’s business processes, activities, and objectives, but stakeholders
               may disagree about the future business value of specific information. Such disagreements
               may be resolved by over-retention, which some stakeholders may consider less risky
               than under-retention. Information that is retained longer than necessary can be destroyed
               at any future time when no longer needed, but information that is destroyed too soon
               can never be recovered.
            

            
         

         
         	
            Determination of scholarly value, sometimes described as archival appraisal, requires
               specialized knowledge about the scholarly disciplines and research activities for
               which particular records may be useful. Many archivists have advanced academic degrees
               in a subject discipline, such as history or public administration, as well as training
               in archival management or library science. Government agencies, which may be required
               by law to preserve records of scholarly value, have trained archivists on staff, as
               do many universities, cultural institutions, and other not-for-profit organizations.
               While the scholarly potential of business archives has been recognized for decades,[46]   few corporations, partnerships, and other for-profit entities are committed to
               preservation of their records for scholarly research. In the absence of expert guidance,
               permanent retention may be limited to records that document a business’s formation
               and perhaps a few key moments in its history. Other records of scholarly value will
               not be preserved.
            

            
         

         
      

      
      Risk Response

      
      Risks associated with under-retention and over-retention of information cannot be
         avoided. Record retention is not an exact science. Despite diligent legal research
         and in-depth examination of operational and scholarly requirements, the retention
         period selected for a given type of information may be shorter or longer than necessary.
         Legal and regulatory requirements may be misinterpreted. The future operational need
         for specific information cannot be predicted with certainty. Information of scholarly
         value may be overlooked. Under-retention and over-retention can be minimized, but
         they cannot be completely eliminated.
      

      
      Risk transfer through insurance coverage is not a mitigation option for under-retention
         or over-retention of information. An organization cannot purchase insurance coverage
         to mitigate the adverse impact of retaining records longer or shorter than necessary.
         Errors and omissions insurance, which can protect records management consultants and
         others against claims of incorrect retention advice, is available for professional
         liability only.
      

      
      Acceptance of under-retention or over-retention based on a conscious decision not
         to comply fully with minimum or maximum retention periods specified in laws and regulations
         is not advisable. Noncompliance exposes an organization to fines and penalties, but
         acceptance of under-retention and over-retention is a common approach to risk mitigation
         for retention decisions based on scholarly and operational criteria. In the absence
         of an archival program, many businesses and some nongovernmental organizations are
         willing to accept under-retention of information of scholarly value. Where there is
         disagreement about the continued operational value of specific information, decision-makers
         may be willing to accept some degree of over-retention, preferring to err on the side
         of keeping as a safeguard against premature destruction of information that may be
         needed in an uncertain future.
      

      
      Over-retention is an inherent characteristic of so-called “big bucket” schedules,
         a modern approach to retention that groups records in broad categories corresponding
         to an organization’s major activities, business functions, or work processes. All
         records in a given category are assigned the longest retention period required by
         any record in that category. In the process, some records may be retained longer than
         necessary, but this over-retention is accepted in the interest of simplicity. Big
         bucket schedules are typically easier to understand and update than traditional retention
         schedules based on granular lists of records, each with its own retention period.[47]  
      

      
      As part of a risk mitigation strategy, an organization can take the following steps
         to limit under-retention and over-retention of recorded information:
      

      
      
         	
            
            An effective risk limitation strategy begins with legal compliance. A qualified organizational
               unit must be responsible for identifying, analyzing, and interpreting laws and regulations
               that specify minimum and maximum retention periods. This must be done for all national
               and subnational jurisdictions where an organization operates. If necessary, external
               compliance specialists should be hired to supplement internal expertise.
            

            
         

         
         	
            Recordkeeping laws and regulations establish baseline retention periods that set boundaries
               for under-retention and over-retention. Laws and regulations that specify minimum
               retention requirements prohibit under-retention. These minimum retention periods should
               be the starting point for retention decisions. Increases based on operational or scholarly
               criteria must be justified. Laws and regulations that specify maximum retention periods
               cannot be overridden by operational or scholarly considerations. Particular attention
               should be given to compliance with data protection and privacy laws that prohibit
               over-retention of personal information.
            

            
         

         
         	
            Statutes of limitations are useful reference points for retention of information that
               may be relevant for legal proceedings. Organizations are not obligated to retain information
               for the entire time periods specified by statutes of limitations, but it is widely
               considered prudent to do so. Retention decisions based on statutes of limitations
               will prevent under-retention of accounting information, hiring records, personnel
               records, building maintenance records, product safety records, and other data and
               documents that may be needed for civil litigation or government investigations. Retention
               decisions based on applicable statute of limitations can also limit over-retention.
               If information without continuing operational or scholarly value is kept solely to
               support possible legal actions, a retention period that exceeds the applicable statute
               of limitations serves no purpose.
            

            
         

         
         	
            Operational retention periods for specific records are typically negotiated through
               meetings or other consultations with knowledgeable employees who use the records to
               fulfill their assigned work responsibilities. To limit under-retention and over-retention,
               operational retention decisions should be based on the use history of specific types
               of information. The experience of knowledgeable employees, for example, may confirm
               that mechanical and electrical drawings contain information that is essential for
               ongoing building maintenance, that closed contract files are useful for preparation
               of new contracts or contract amendments, or that closed investigative case files for
               security incidents do contain information that is relevant for subsequent investigation
               of similar incidents. On the other hand, the experience of knowledgeable persons may
               indicate that certain records that are being retained because they might be needed
               in the future have not been consulted in many years.
            

            
         

         
         	
            Review of the prevailing retention practices of other organizations can provide a
               useful benchmark for determination of under-retention and over-retention. Many examples
               of retention schedules are available at the web sites of government agencies, academic
               institutions, and other organizations with well-developed records management programs.
            

            
         

         
         	
            Organizations that do not have a formal archival program should consider hiring an
               archival consultant or other expert to help identify data and documents that warrant
               permanent preservation for scholarly research.
            

            
         

         
      

      
      Media Instability and Obsolescence

      
      Information is as usable as the medium on which it is recorded. Like all physical
         objects, information storage media are subject to decay. Instability is caused by
         progressive degradation of an information storage medium’s original physical or chemical
         properties, which may result from characteristics of the medium itself or from damage
         attributable to external conditions and events, such as inappropriate environmental
         conditions, careless handling, or improperly adjusted equipment. The stable life of
         an information storage medium is the period of time that it will remain usable for
         recording of new information or retrieval of previously recorded information. For
         this discussion, the ability to read information recorded on a given medium is more
         important than recording stability. Like the natural and human-induced disasters discussed
         in the preceding chapter, media instability damages recorded information. Unlike the
         sudden devastation caused by violent weather or a building fire, however, media instability
         is the end result of accumulating noncritical defects that ultimately reach a failure
         point. The impact, while less dramatic than mass destruction by a single catastrophic
         event, is nonetheless significant for information-dependent legal compliance, business
         operations, and scholarly research.
      

      
      Stability estimates for information storage media are based on knowledge of the physical
         and chemical properties of a given medium, accelerated aging tests, and, where possible,
         observation of historical media. Taken together, these factors have established reasonable
         estimates of life expectancy for paper, photographic films, and electronic storage
         media:
      

      
      
         	
            The stable life of paper varies inversely with its acidic content. Acid—which may
               be introduced during the papermaking process, absorbed from the environment, or generated
               spontaneously during aging—is the catalyst for chemical reactions that undermine paper’s
               stability.[48]   Paper made from chemical wood pulp or mechanical pulp are acidic and will deteriorate
               over time. The pH values for these papers range from 4.0 to 6.5. By contrast, papers
               manufactured from rag fibers have pH values above 7.0. The pH range for permanent
               papers is 7.5 to 10. Such papers are sometimes described as “acid free.” To be considered
               permanent, paper must include an alkaline reserve that neutralizes acid generated
               from natural aging or atmospheric pollution. According to the ISO 9706:1994 standard,
               Information and Documentation—Paper for Documents—Requirements for Permanence, permanent paper will remain chemically and physically stable over long periods of
               time and “will undergo little or no change in properties that affect its use.”[49]   The ANSI/NISO Z39.48 standard, which focuses on paper for libraries and archives,
               defines permanence as the ability to last “at least several hundred years without significant deterioration
               under normal use and storage conditions.”[50]   ASTM D 3290, Standard Specification for Bond and Ledger Papers for Permanent Records, which has been withdrawn without a replacement but remains useful, cites an estimated
               life expectancy of one thousand years for papers with pH values ranging from 7.5 to
               10.0, one hundred years for paper with pH values ranging from 6.5 to 7.5, and fifty
               years for papers with pH values of 5.5 to 6.5.[51]   A technical report issued by the National Information Standards Organization specifies
               temperature and humidity ranges for paper records intended for permanent preservation.[52]  
            

            
         

         
         	
            Decades of scientific research confirm the chemical and physical stability of photographic
               media.[53]   ISO 18901:2010, Imaging Materials—Processed Silver-Gelatin-Type Black-and-White—Films—Specifications
                  for Stability specifies the stability characteristics of silver-gelatin photographic films, the
               type used in amateur, professional, and microfilm cameras, in motion picture cameras,
               and by medical and nonmedical x-ray devices. The estimated life expectancy is five
               hundred years for silver-gelatin photographic films with polyester base materials,
               the most common type, and one hundred years for older silver-gelatin photographic
               films with cellulose triacetate base materials. In each case, the film must be manufactured,
               processed, and stored in conformity with pertinent standards, including ISO 18911:2010,
               Imaging Materials—Processed Safety Photographic Film—Storage Practices, which specifies the maximum temperature and acceptable relative humidity for extended-term
               (permanent) and medium-term (minimum of ten years) storage.[54]   Other standards specify a life expectancy of one hundred years for nonsilver photographic
               films, which are used primarily for microfilm duplication.[55]  
            

            
         

         
         	
            Magnetic media have dominated data, video, and audio storage since the 1960s. Compared
               to paper and photographic films, magnetic storage media have shorter life spans. Hard
               drives, which currently dominate computer storage, are inherently unstable; information
               recorded on them is continuously vulnerable to damage from hardware malfunctions,
               which become increasingly likely as equipment ages.[56]   Discussion of media stability is most relevant for magnetic tapes, the only removable
               magnetic medium that remains in wide use. Anecdotal evidence based on operational
               experience with older magnetic tapes suggests the possibility of multidecade stability,[57]   but many research reports confirm the time-dependent degradation of magnetic media.[58]   ISO 18923:2000, Imaging Materials—Polyester Base Magnetic Tape—Storage Practices specifies medium-term storage conditions for information to be retained for a minimum
               of ten years and extended-term storage conditions for information of permanent value,
               but that standard does not state or imply that magnetic tapes have permanent keeping
               properties. ISO 18933:2012, Imaging Materials—Magnetic Tape—Care and Handling Practices for Extended Usage, emphasizes precautions necessary to protect magnetic tapes from damage and decay.
               Optical storage offers the potential for longer lifetimes than magnetic media. Various
               manufacturers have claimed lifetime estimates ranging from seventy-five to two hundred
               years, but the increased capacity, improved performance characteristics, and lower
               cost of hard drives have relegated optical disks to niche applications.[59]  
            

            
         

         
      

      
      Whether paper documents, photographic films, or electronic records are involved, media
         instability has a direct impact on retention of information. Risk arises when the
         retention requirement for information is greater than the estimated life span of the
         medium on which the information is recorded. Stability threats are time-dependent.
         Unless a given medium has manufacturing defects, instability risk is low when information
         is initially recorded, but it increases with age. Media deterioration is a significant
         threat to continued readability of information that warrants long retention or permanent
         preservation for operational reasons or scholarly value. Even information that is
         needed for six to ten years after initial recording, a common retention range for
         many business records, may be damaged by media instability. Information to be retained
         for five years or less is generally unaffected.
      

      
      Media instability is not the only limiting factor for long-term retention of electronic
         information and photographic films. While information contained in paper records can
         be read without access to special equipment or computer applications, all electronic
         storage media and certain photographic storage media have significant hardware dependencies
         for viewing and printing or recorded information. Continued access to databases, digital
         documents, and other computer-processible information also depends on the availability
         of compatible software. If compatible equipment or software is not available, a given
         storage medium will be rendered obsolete, and the information it contains will be
         effectively lost.
      

      
      The service life of computer storage equipment is typically shorter than the stable
         life span of media intended for use in such equipment. Hard drives, which do not use
         removable storage media, are usually replaced within three to five years, as previously
         discussed. While magnetic tapes and optical disks may resist deterioration for a decade
         or longer, few magnetic tape or optical disk drives are engineered for a useful life
         longer than ten years, and most will be replaced by new products within a shorter
         time. The replacement models often support higher-capacity recording media than their
         predecessors. To preserve the usability of previously recorded information, successor
         products may offer backward compatibility—that is, they can read media recorded by
         older devices. There is no guarantee, however, that a manufacturer of computer storage
         devices will continue such backward compatibility in all future products. In fact,
         the history of computer storage technology suggests that backward compatibility provides
         a bridge between two or three generations of equipment. Eventually support for older
         storage media is phased out. As an additional complication, backward compatibility
         does little, if anything, to address the readability of discontinued storage media
         for which no replacement products are available.[60]   
      

      
      Unlike computing, microfilm technology is not subject to continuing innovation that
         will render existing information unusable, and microfilm viewing and printing devices
         have long service lives. Libraries, archives, and other organizations often use microfilm
         equipment that was purchased more than ten years ago. These factors suggest that media
         obsolescence is unlikely, but no microfilm viewing or printing device will remain
         in service indefinitely. Never popular with users, microfilm technology has been steadily
         supplanted by electronic document imaging. Rather than replacing their aging microfilm
         equipment, many organizations have digitized their existing microfilm and microfiche
         collections for online retrieval, display, and printing.
      

      
      For databases, digital documents, and other computer-processible information, problems
         of hardware dependence are compounded by software compatibility and file format issues.
         All computer applications are designed to read and process information that is recorded
         in specific file formats. As their default operating mode, most computer applications
         record information in a proprietary file format that is designed to be read and processed
         by that application and, in some cases, by other compatible applications. By contrast,
         information recorded in nonproprietary file formats can be read and processed by multiple
         applications, which may be more widely available than their proprietary counterparts.
         Regardless of file format, software may be released in improved versions that cannot
         read information recorded in predecessor formats. Successive releases of a given application
         may offer backward compatibility with earlier versions, but such backward compatibility
         may not reliably preserve all information recorded in an older file format. In any
         case, backward compatibility is rarely supported in perpetuity. Media that contain
         information recorded in a discontinued file format will ultimately become obsolete.[61]  
      

      
      Vulnerability Assessment

      
      An organization may have one or more of the following vulnerabilities that exposes
         it to retention risks associated with media instability or obsolescence:
      

      
      
         	
            
            Most new information originates in electronic form and much of it is being retained
               that way, usually on hard drives with limited services lives. In some cases, this
               information cannot be converted to other media or new file formats without prohibitively
               high cost or significant loss of functionality.
            

            
         

         
         	
            While permanent paper is widely available, many business documents are created on
               papers with acidic content and shorter life spans. This is often the case, for example,
               with papers used in photocopiers and printers. Documents produced by those devices
               account for a high percentage of all business records.[62]  
            

            
         

         
         	
            International standards specify environmental conditions for long-term or permanent
               preservation of paper and photographic films, but those conditions are only encountered
               in vault-type storage environments where temperature and humidity are tightly controlled.
               If an organization stores permanent paper records or properly processed photographic
               films in an office or a warehouse without proper environmental controls, it does not
               have a complete archival system for permanent preservation of information.[63]  
            

            
         

         
         	
            Magnetic tapes are widely used for backup copies of active information and for offline
               retention of older information that is “archived” from large databases. These magnetic
               tapes are often stored in warehouses where the temperature and humidity do not comply
               with environmental requirements specified in international standards. This poses little
               risk for backup tapes, which are typically replaced at short intervals, but tapes
               that contain archived data will deteriorate over time.
            

            
         

         
         	
            The estimated life span of an electronic medium begins with its manufacturing date,
               not the date that information was recorded on it. In some organizations, information
               with continuing operational value is recorded on recycled backup tapes or other previously
               recorded media with partially elapsed life spans.
            

            
         

         
         	
            Information in paper, photographic, or electronic form can be damaged in use. There
               is no such thing as a stable working copy in any medium. Lifetime estimates apply
               exclusively to storage copies that are referenced as little as possible.
            

            
         

         
         	
            For organizations that retain information on microfilm, it is increasingly difficult
               to find suitable replacements for viewing and printing devices. The selection of available
               microfilm products has decreased steadily since the 1990s, and equipment to display
               or print certain older microfilm formats has been discontinued.
            

            
         

         
      

      
      Risk Response

      
      Risk avoidance is not a practical mitigation option for information loss due to media
         instability or obsolescence. Organizations have no control over the discontinuation
         of hardware or software that can read information recorded on specific storage media
         or in a particular file format. No technology can remain in service indefinitely.
         If enough time passes, any given storage medium or file format will become obsolete.
         Similarly, all information storage media are subject to time-dependent deterioration,
         but the rate of aging differs from one medium to another. Information might be converted
         from a storage medium with limited stability properties and a rapid aging rate—magnetic
         media, for example—to a storage medium, such as paper or microfilm, with more stable
         physical and chemical characteristics and a slower aging rate. At a time when many
         organizations are trying to transition from paper to digital recordkeeping to improve
         the efficiency of information-dependent business operations, there is unlikely to
         be much enthusiasm for a risk mitigation strategy that requires printing or microfilm
         recording of large quantities of data or documents that originate in electronic form
         merely to gain a longevity advantage. As an added complication, conversion from electronic
         to nonelectronic storage to avoid stability or obsolescence risks will likely introduce
         other risks, including high labor and material costs for printing, microfilming, and
         verification of conversion; greater costs to store paper records; high cost to purchase
         microfilm retrieval devices, which are more expensive than computing equipment and
         available from fewer suppliers; and inadvertent omission of information, inadequate
         quality control for paper or microfilm copies, and other conversion errors.
      

      
      Risk transfer is not a mitigation option for loss of information due to media instability
         or obsolescence. Valuable papers and records insurance policies provide coverage for
         documents and photographic films that are damaged or destroyed by natural disasters
         or human-induced catastrophes, such as a destructive storm or a building fire. Their
         terms and conditions do not appear to include loss of information caused by time-dependent
         degradation of paper or photographic media. Valuable papers and records coverage typically
         excludes damage to electronic information. Most policies specifically exclude any
         loss due to electrical or magnetic injury, disturbance, or erasure of magnetic recordings.
         Insurance coverage is not available for loss of information due to media obsolescence.
      

      
      Because time-dependent deterioration or discontinuation of information storage media
         is inevitable, some degree of risk acceptance is necessary or even advisable. Acceptance
         of media instability or obsolescence without further precautions or actions is a viable
         risk mitigation strategy for data and documents that will be retained for five years
         or less. During that time period, deterioration of paper, photographic films, or electronic
         media or discontinuation of compatible equipment or software is unlikely to result
         in information loss. Acceptance is possible but riskier for information that will
         be retained for six to ten years. For information to be retained longer than ten years,
         and for very valuable information that will be retained for a shorter period, a risk
         acceptance strategy must include a data migration process that periodically copies
         information onto new storage media and/or converts information to a new file format
         to ensure continued usability.[64]  
      

      
      Data migration frequency is determined by the stable life expectancy of a given information
         storage medium or by the estimated service life of compatible hardware or software.
         Migration must be completed before the estimated life span or service life elapses.
         For an information storage medium with an estimated stable life of ten years, for
         example, data migration will likely be performed at seven- or eight-year intervals
         to avoid information loss resulting from accumulated defects at the end of the estimated
         life span. Where the anticipated service life of equipment required to read information
         recorded on a given storage medium is five years, data migration will likely be performed
         at three- or four-year intervals. Once the data migration interval is determined,
         the number of required iterations will depend on the retention period for information
         recorded on a given storage medium. If information with a ten-year retention period
         is stored on a medium that requires seven- or eight-year migration intervals, two
         iterations will be required.
      

      
      For information of permanent operational or scholarly value, periodic recopying of
         information onto new storage media is a perpetual obligation that requires a future
         commitment of labor and economic resources of uncertain availability. This criticism
         of data migration is most often associated with electronic information storage media,
         which have relatively short life expectancies, but migration will ultimately be required
         for every information storage medium. In the case of information recorded on permanent
         paper or properly processed photographic film, however, the interval between data
         migrations may be a century or longer, although such media must be inspected periodically
         for changes that may affect usability.
      

      
      To supplement a risk acceptance strategy, an organization should consider the following
         steps to limit information loss resulting from media instability or obsolescence:
      

      
      
         	
            
            Media quality affects media stability. An organization should purchase high-quality
               paper, photographic film, and electronic storage media that conforms to specifications
               presented in international standards. Brand-name storage media from known manufacturers
               are typically subjected to tightly controlled manufacturing and quality control processes.
               Off-brand products may be made from inferior materials.
            

            
         

         
         	
            Prior to use, paper, photographic films, and electronic media should be stored under
               temperature and humidity conditions specified by the manufacturer. These specifications
               are much less stringent than environmental requirements for media that contain recorded
               information.
            

            
         

         
         	
            Previously recorded electronic media may be suitable for backup copies, but they should
               not be used for long-term storage of important information.
            

            
         

         
         	
            To provide the greatest protection against the possibility of defective media, two
               copies should be made of media containing information of long-term or permanent value.
               At least one of the copies should be stored under environmental conditions specified
               in international standards. Where appropriate storage facilities are not available
               in-house, commercial providers offer environmentally controlled vault space.
            

            
         

         
         	
            All information storage media are imperiled by use. Working copies of information
               storage media should be handled with care. Storage copies should be handled as little
               as possible.
            

            
         

         
         	
            Long retention periods will require multiple data migration intervals to maintain
               the usability of recorded information when the life span of a given storage medium
               elapses. To reduce data migration requirements, over-retention should be avoided.
            

            
         

         
         	
            To reduce data migration requirements, information should be saved on media or in
               file formats that are likely to resist obsolescence. Older magnetic tape formats should
               be avoided, for example. To the extent possible, nonproprietary or widely used proprietary
               file formats should be used for digital data and documents. The PDF/A format should
               be considered for digital documents with long retention periods.
            

            
         

         
         	
            To preserve the readability of digital content over time, file conversion software
               and services can accommodate databases, word-processing documents, spreadsheets, presentations,
               document images, digital photographs, computer-aided design files, geo-reference files,
               audio recordings, and video recordings in a wide variety of formats, including many
               formats that are discontinued or rarely encountered.[65]   
            

            
         

         
      

      
      Summary of Major Points

      
      
         	
            
            Many laws and regulations specify minimum retention periods for information related
               to particular matters. A smaller group of laws and regulations mandate the destruction
               of specific information when a prescribed time period elapses. Failure to comply with
               these legally mandated recordkeeping requirements exposes an organization to regulatory
               investigations and compliance audits, which may lead to fines, administrative penalties,
               or, in rare cases, criminal prosecution.
            

            
         

         
         	
            Organizations involved in litigation, government investigations, or other legal proceedings
               have a duty to preserve relevant information. If such information is destroyed, a
               court can impose significant sanctions. Dozens of legal cases confirm these adverse
               consequences. The most effective mitigation strategy consists of a risk limitation
               plan based on a comprehensive legal hold process.
            

            
         

         
         	
            Some organizations want to dispose of recorded information as soon as the minimum
               time periods specified in laws and regulations elapse, but that approach can have
               negative operational consequences. Pervasive under-retention can also have a negative
               impact on preservation of records of scholarly value.
            

            
         

         
         	
            Needless retention of obsolete information increases the cost of recordkeeping, degrades
               the performance of computer applications, increases the time and effort required to
               respond to discovery orders, and can violate laws and regulations that establish maximum
               retention periods for specific information.
            

            
         

         
         	
            Media instability and obsolescence have a direct impact on retention of information.
               Risk arises when the retention period for information is greater than the estimated
               life span of the medium on which the information is recorded or when the information
               can no longer be read by available equipment or software.
            

            
         

         
      

      
      Notes
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                  For more detailed information about recordkeeping requirements in specific countries,
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                  the Companies Law of the People’s Republic of China (www.fdi.gov.cn/1800000121_39_4814_0_7.html),
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                  of historically significant records of nongovernmental entities, a concept that dates
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                  et al., “Flash Reliability in Production: The Expected and the Unexpected,” in FAST ‘16: Proceedings of the 14th USENIX Conference on File and Storage Technologies (Berkeley, CA: USENIX Association, 2016), 67–80, https://www.usenix.org/system/files/conference/fast16/fast16-papers-schroeder.pdf.
                  
               

            

         

         
            57. Some audio and video tapes created decades ago remain playable today, albeit with
                  impaired quality. Computing facilities have likewise successfully retrieved information
                  from magnetic tapes that have been in storage for more than a decade. S. Geller, Care and Handling of Computer Storage Media, NBS Special Publication 500-101 (Washington, DC: National Bureau of Standards, 1983), https://archive.org/details/carehandlingofco5001gell/page/n1,
                  and L. E. Smith et al., Prediction of the Long-Term Stability of Polyester-Based Recording Media (Gaithersburg, MD: National Bureau of Standards, 1986), https://nvlpubs.nist.gov/nistpubs/Legacy/IR/nbsir86-3474.pdf,
                  reported that some magnetic tapes can remain useful for up to twenty years.
               

            

         

         
            58. Computer, video, and audio information recorded on magnetic tapes are vulnerable to
                  accidental erasure by magnetic fields of sufficient strength. Information recorded
                  on magnetic tapes can be damaged by migration of recorded signals from one layer of
                  tape to another. Recorded information is also imperiled by changes in the physical
                  and chemical characteristics of a given tape. The most significant physical changes
                  result from media wear and improper media handling. The physical and chemical characteristics
                  of magnetic media are adversely affected by improper storage environments. Scientific
                  studies have recognized these problems for decades. See W. Saffady, “Stability, Care
                  and Handling of Microforms, Magnetic Media and Optical Disks,” Library Technology Reports 33, no. 6 (1997): 609–751. ISO/TR 17797:2014, Electronic Archiving—Selection of Digital Storage Media for Long Term Preservation, reviews stability problems of magnetic tapes and other electronic media.
               

            

         

         
            59. Environmental conditions for storage of optical disks are presented in ISO 18925:2013,
                  Imaging Materials—Optical Disc Media—Storage Practices. See also ISO 18983:2014, Imaging Materials—Optical Discs—Care and Handling for Extended Storage; ISO/IEC 10995:2011, Information Technology—Digitally Recorded Media for Information Interchange and Storage—Test
                     Method for the Estimation of the Archival Lifetime of Optical Media; ISO 18926:2012, Imaging Materials—Information Stored on Magneto-Optical (MO) Discs—Method for Estimating
                     the Life Expectancy Based on the Effects of Temperature and Relative Humidity; ISO 18927:2013, Imaging Materials—Recordable Compact Disc Systems—Methods for Estimating the Life
                     Expectancy Based on the Effects of Temperature and Relative Humidity; ISO/TR 10255, Document Management Applications—Optical Disk Storage Technology, Management and Standards;
                     ISO/IEC 29121:2018, Information Technology—Digitally Recorded Media for Information Interchange and Storage—Data
                     Migration Method for Optical Disks for Long-Term Data Storage.

            

         

         
            60. For a compendium of obsolete computer storage media, see https://obsoletemedia.org/data.

            

         

         
            61. The many publications that discuss this problem include J. Rothenberg, Ensuring the Longevity of Digital Documents (Santa Monica, CA: RAND, 1999), www.clir.org/wp-content/uploads/sites/6/ensuring.pdf;
                  G. Lawrence et al., Risk Management of Digital Information: A File Format Investigation (Washington, DC: Council on Library and Information Resources, 2000), https://files.eric.ed.gov/fulltext/ED449802.pdf;
                  D. Pearson and C. Webb, “Defining File Format Obsolescence: A Risky Journey,” International Journal of Digital Curation 3, no. 1 (2008): 90–106, https://doi.org/10.2218/ijdc.v3i1.44; R. Graf and S. Gordea,
                  “A Risk Analysis of File Formats for Preservation,” in iPRES 2013: Proceedings of the 10th International Conference on Preservation of Digital
                     Objects (Lisbon: Biblioteca Nacional de Portugal, 2013), 178–92, http://purl.pt/24107/1/iPres2013_PDF/iPres2013-Proceedings.pdf;
                  A. Williamson, “Strategies for Managing Digital Content Formats,” Library Review 54, no. 9 (2005): 508–13, https://doi.org/10.1108/00242530510629515; and C. Arms
                  and C. Fleischhauer, “Digital Formats: Factors for Sustainability, Functionality,
                  and Quality,” in Archiving 2005 Final Program and Proceedings (Springfield, VA: Society for Imaging Science and Technology, 2005), 222–27, http://memory.loc.gov/ammem/techdocs/digform/Formats_IST05_paper.pdf.
               

            

         

         
            62. Archival collections, as well as very old business files maintained by companies,
                  government agencies, or other organizations, may contain photocopies produced on unstable
                  papers by reprographic technologies, such as the dual-spectrum process and the electrofax
                  process, that are no longer in use. The definitive treatment of obsolete copying processes
                  is W. Hawken, Copying Methods Manual (Chicago: American Library Association, 1966), a reference work that is long out
                  of print but still useful for identifying unstable photocopies. See also R. Binkley,
                  Manual on Methods of Reproducing Research Materials: A Survey Made for the Joint Committee
                     on Materials for Research of the Social Science Research Council and the American
                     Council of Learned Societies (Ann Arbor: Edwards Brothers, 1936). 
               

            

         

         
            63. In the early 1960s, microscopic aging spots, termed “redox blemishes” were discovered
                  on silver-gelatin microfilms that had been in storage for two to twenty years. The
                  microfilm had been processed in a manner compatible with prevailing standards for
                  permanence, but the blemishes were caused by improper storage conditions, which led
                  to oxidation of image silver. With acetate-based photographic films, improper storage
                  conditions also contributed to “vinegar syndrome,” a chemical degradation process
                  characterized by a vinegar-like smell. These problems have been discussed in many
                  publications, including C. McCamy and C. Pope, “Current Research on Preservation of
                  Archival Records on Silver-Gelatin Type Microfilm in Roll Form,” Journal of Research of the National Bureau of Standards: A. Physics and Chemistry
                     69A, no. 5 (1965): 385–95, https://nvlpubs.nist.gov/nistpubs/jres/69A/jresv69An5p385_A1b.pdf;
                  C. McCamy et al., “A Survey of Blemishes on Processed Microfilm,” Journal of Research of the National Bureau of Standards: A. Physics and Chemistry
                     73A, no. 1 (1969): 79–99, https://nvlpubs.nist.gov/nistpubs/jres/73A/jresv73An1p79_A1b.pdf;
                  R. Henn and D. Wiest, “Microscopic Spots in Processed Microfilm: Their Nature and
                  Prevention,” Photographic Science and Engineering 7, no. 5 (1963): 253–61; N. Allen et al., “Degradation of Historic Cellulose Triacetate
                  Cinematographic Film: The Vinegar Syndrome,” Polymer Degradation and Stability 19, no. 4 (1987): 379–87, https://doi.org/10.1016/0141-3910(87)90038-3; A. Ram et
                  al., “The Effects and Prevention of the Vinegar Syndrome.” Journal of Imaging Science and Technology 38, no. 3 (1994): 249–61.
               

            

         

         
            64. ISO 13008:2012, Information and Documentation—Digital Records Conversion and Migration Process, defines conversion as a change in file format and migration as the movement of records from one computer platform to another without changing
                  the format. ISO/TR 18492:2005, Long-Term Preservation of Electronic Document-based Information, discusses data migration as an aspect of “media renewal.” According to ISO 14721:2012,
                  Space Data and Information Transfer Systems—Open Archival Information System (OAIS)—Reference
                     Model, digital migration creates a new archival implementation that preserves the full
                  content of information. This definition encompasses bit-to-bit copying of information
                  onto new media of the same type (refreshment) or a different type (replication). For
                  a discussion of data migration in the context of digital preservation, see M. Factor
                  et al., “The Need for Preservation Aware Storage,” ACM SIGOPS Operating Systems Review 41, no. 1 (2007): 19–23, http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.470.7042&rep=rep1&type=pdf.
               

            

         

         
            65. Most file-conversion applications produce target files in a narrower range of widely
                  encountered formats. Common choices are PDF or PDF/A for digital documents, JPG for
                  digital photographs, MP3 for audio recordings, and MP4 for video recording. A database
                  is typically converted into the file format required by a specific database application.
                  This is usually done in the context of a database upgrade or replacement. Full file
                  conversion preserves all content of the original source file, including metadata,
                  embedded objects, hyperlinks, and macros or scripts. This is usually the preferred
                  approach for lifecycle management of digital content. For other purposes, some file-conversion
                  applications can alter a source file—producing a digital images from a word-processing
                  file, converting a color photograph to a grayscale image, or splitting a single PDF
                  file into multiple pages, for example.
               

            

         

      

   
      Chapter 5

      Retrieval and Disclosure of Information

      
         
         
         
         
      

      
      In the course of their work, companies, government agencies, and not-for-profit organizations
         search for and disseminate information about people, organizations, events, initiatives,
         activities, transactions, and other matters. Information retrieval and disclosure
         are ordinary and necessary aspects of most business operations, but they can expose
         an organization to significant risks. This chapter identifies and discusses threats,
         consequences, and risk mitigation options associated with the following aspects of
         information retrieval and disclosure:
      

      
      
         	
            
            failure to retrieve information needed for a given purpose;

            
         

         
         	
            unintended disclosure of information through metadata mining;

            
         

         
         	
            failure to comply with laws and regulations that mandate disclosure of information;

            
         

         
         	
            failure to prevent unauthorized disclosure of information;

            
         

         
         	
            failure to comply with laws and regulations that prohibit cross-border transfer of
               information; and
            

            
         

         
         	
            failure to comply with data breach notification laws and regulations.

            
         

         
      

      
      The risks discussed in this chapter apply to information in all formats in organizations
         of all types and sizes. As discussed in the following sections, they can lead to significant
         adverse consequences, including fines, civil litigation, reputational damage, and
         criminal prosecution. Risks associated with information retrieval and disclosure are
         generally unacceptable. Some of them are unavoidable, but their adverse effects can
         be prevented, limited, or, in some cases, transferred.
      

      
      Information Retrieval Failure

      
      Information retrieval is the process of searching for and obtaining access to data,
         paper records, engineering drawings, word-processing files, spreadsheets, email messages,
         web pages, social media posts, or other information resources. The retrieval process,
         which has been widely studied by librarians and other information specialists, begins
         with an information need for which a search strategy is formulated. The information
         need is driven by the purpose for which the information will be used. The purpose
         may relate to business transactions, administrative tasks, medical care, educational
         services, scientific experiments, legal cases, scholarly research, personal activities,
         or other matters. The desired information may range from simple facts that answer
         straightforward questions to detailed documents that must be carefully studied.[1]  
      

      
      The person who performs a search may be the information seeker or a trained intermediary
         acting on the information seeker’s behalf, which is a common search scenario in scientific,
         medical, and business libraries. The information seeker may provide a precise description
         of desired information—the name and address of the customer who placed a particular
         order, for example, or email messages sent to a particular person on a specified range
         of dates. In more complicated search scenarios, the desired information may be described
         more broadly—customer complaints about reported defects in a specific product, research
         about the effectiveness of a specific medical treatment, knowledgeable opinions about
         the uniqueness of an invention, social media posts related to a particular event,
         and so on. Regardless of topic, the information seeker or intermediary must develop
         a retrieval strategy that determines the search method to be used and the repository
         where the desired information can presumably be found. The information may be located
         by browsing through a collection of data or documents or by searching for specific
         words, phrases, or numeric values in data, documents, and their associated metadata,
         which will be defined more fully later in this chapter. The desired information may
         be found in computer databases or data warehouses; in digital documents saved on cloud-based
         servers, network drives, desktop computers, or mobile devices; in paper records stored
         in file rooms and warehouses; or in other electronic or non-electronic repositories.
         
      

      
      Retrieval failure occurs when the information needed for a given purpose cannot be
         located. Depending on the circumstances, a given search may fail to retrieve any information,
         or it may retrieve information that is irrelevant, insufficient, unreliable, or otherwise
         unable to satisfy the information need. Retrieval failure differs from the information
         losses discussed in chapter 3. The desired information has not been destroyed or damaged;
         it is available but cannot be found. 
      

      
      Retrieval failure occurs for a variety of reasons. The information seeker’s need may
         not be adequately conceptualized or clearly articulated. The information seeker’s
         description of the desired information and the purpose for which it is needed may
         be too general or too detailed. The search strategy, which is essentially an estimate
         of the characteristics of the desired information and the location where it can be
         found, may be faulty. The information seeker may be unfamiliar with available information
         resources and may consequently select the wrong repository to search. The information
         seeker may not systematically search all relevant collections of data or documents.
         Useful information resources may be overlooked. Incorrect search terms may be used.
         The search duration may be too brief to identify all relevant information. The information
         repository may be poorly organized or inadequately indexed. The information itself
         may have typographical errors, misspellings, inaccuracies, inconsistencies, omissions,
         or other defects that prevent reliable retrieval. For retrieval of database records
         and digital documents, search interfaces may be difficult to use. Retrieval procedures
         may require specialized subject knowledge or search skills that an untrained information
         seeker does not possess.
      

      
      Information is useless if it cannot be retrieved when needed. Retrieval failure can
         have significant adverse consequences for an organization’s efficiency and effectiveness:
      

      
      
         	
            Retrieval failure wastes time and effort. A survey by Deloitte and Touche in the 1990s
               found that managers spend an average of three hours per week looking for paper records
               that have been misfiled, mislabeled, or lost.[2]   A 2004 survey of US companies by IDC, a market intelligence advisory company, found
               that knowledge workers spend 3.5 hours per week searching for but not finding information.[3]   A 2012 survey by IDC found that knowledge workers in the United Kingdom, France,
               and Germany spend almost two hours per work searching for but not finding documents.[4]  
            

            
         

         
         	
            Retrieval failure can disrupt transaction processing, customer service, marketing,
               project management, and other information-dependent business operations. If as-built
               drawings cannot be located, an organization will not be able to maintain or repair
               its facilities. If medical test results cannot be located, a hospital or clinic will
               not be able to provide effective patient care. If customer account information cannot
               be located, a financial services company will not be able to answer questions about
               specific transactions. If property appraisal and inspection reports cannot be located,
               a bank will not be able to process mortgage applications. If repair estimates cannot
               be located, an insurance company will not be able to process damage claims. In all
               of these cases, the resulting delays can damage an organization’s reputation, result
               in lost business, or, in some instances, cause harm.
            

            
         

         
         	
            If existing data or documents cannot be located, information may need to be reconstructed
               from other sources or, in extreme cases, recreated from scratch by redoing work. This
               will involve time, effort, and expense, assuming that it can be done at all.
            

            
         

         
         	
            If retrieval failure involves data or documents that are subject to discovery orders
               for litigation or government investigations, an organization will be exposed to fines,
               penalties, or other sanctions for being unable to produce the requested information.[5]   It can be difficult to explain a failure to retrieve data or documents that were
               not destroyed in the regular course of business when their retention periods elapsed.
               Retrieval failure may be misinterpreted as insufficient diligence in responding to
               a discovery request, as a failure to abide by a preservation order, or as an attempt
               to conceal evidence. Where retrieval failure involves data or documents that are needed
               to support an organization’s own claims or defenses, information may be substituted
               from secondary sources, which may not carry the same weight as the data or documents
               that could not be located.
            

            
         

         
      

      
      Vulnerability Assessment

      
      Ideally, a retrieval operation will locate all relevant database records or documents
         without retrieving any irrelevant ones, but that objective is unattainable. Five decades
         of academic research studies acknowledge the high likelihood that a given search will
         fail to retrieve all information that is relevant for a given purpose.[6]   The following commonplace circumstances increase an organization’s vulnerability
         to retrieval failure:
      

      
      
         	
            
            In many organizations, essential information about customers, employees, products,
               financial accounts, and other matters is scattered in multiple databases, which were
               developed in isolation for processing by specific applications. Information maintained
               by these application-specific databases may vary in content and format. Some data
               values may be inaccurate or out-of-date or incomplete—a customer’s address may have
               changed, for example, or customer information may not include a cell phone number
               or email address. Multiple application-specific databases may have different billing
               addresses, shipping addresses, or contact persons for the same customer. A given database
               record may have missing data elements, improperly formatted data, misspellings, inconsistent
               abbreviations, and other problematic content.
            

            
         

         
         	
            While databases, by definition, have a defined structure, document repositories may
               be poorly organized and difficult to search. Shared network drives and file rooms
               may be unsupervised and lack rules for creating and labeling files and folders. In
               the absence of a structured file plan that defines categories into which documents
               will be grouped, topical and chronological folders may be intermingled within a given
               disk directory or filing cabinet. Folders may have vague titles and confusing abbreviations
               that do not accurately identify their contents. Some folders may be labeled with the
               names of former employees. Some disk directories and filing cabinets have a miscellaneous
               folder for documents that do not appear to belong in other folders. Boxes of paper
               records may be sent to warehouse storage without listing their contents. When searching
               for information about a particular matter, these inadequately differentiated folders
               and boxes must be opened and examined to determine whether they are relevant, a time-consuming
               process that may not successfully retrieve desired information. In the absence of
               clear naming guidelines, new folders may be created for documents that might be appropriately
               filed in existing folders, thereby scattering related documents in multiple locations
               that must be individually searched. 
            

            
         

         
         	
            Inadequate indexing is a leading cause of retrieval failures. If information is not
               properly indexed, it will be difficult or impossible to retrieve when needed.[7]   Indexing is based on the premise that the contents of documents or database records
               can be adequately represented by descriptive labels (index values) that serve as searchable
               surrogates. Index values for names, dates, and numeric identifiers may be quickly
               and easily extracted from documents or database records being indexed, but subject
               indexing requires intellectual analysis to determine words or phrases that represent
               the content of a given document or database record. Inaccurate, inconsistent, or limited
               selection of subject terms can render information unretrievable.[8]   Publishing companies, scholarly associations, and other organizations that produce
               bibliographic databases typically hire subject specialists and/or persons with indexing
               training or experience. They may utilize thesauri, lists of subject headings, lists
               of previously used index terms, and other tools that can improve indexing quality.
               In many organizations, however, index terms are selected by the creators or recipients
               of documents, and indexing aids are rarely used.[9]  
            

            
         

         
         	
            With manual indexing, the number of subject terms assigned to a database record or
               document is typically limited to those that represent major concepts. Consequently,
               a retrieval operation may fail to retrieve database records or documents that treat
               a given subject tangentially. This failure is acceptable where the information seeker
               wants highly relevant data or documents that deal with a particular subject, but it
               is a significant shortcoming for patent searches, legal discovery, scholarly research,
               and other situations where the information seeker needs a comprehensive search. Full-text
               indexing, a computerized indexing method, addresses this limitation by automatically
               generating index entries for most of the nouns, verbs, and other significant words
               contained in a database record or document. With full-text indexing, retrieval operations
               can locate database records or documents that treat specific topics peripherally,
               but many irrelevant items, which must be individually examined, are likely to be retrieved.
            

            
         

         
         	
            Retrieval operations respond to information needs, which vary in scope, specificity,
               complexity, and clarity of expression. With a little training, most searchers can
               successfully perform simple retrieval operations based on names, dates, numeric identifiers,
               and other straightforward parameters. More complex information needs involve searches
               for data or documents pertaining to particular subjects, projects, events, transactions,
               or other matters, which may be described in vague terms or otherwise poorly articulated.
               Such information needs can only be addressed by complicated retrieval strategies that
               are prone to failure. They may require searches of multiple information resources
               using commands with Boolean operators, relational expressions, term truncation, wildcard
               symbols, proximity operators, and other functionality that requires training and experience.
               
            

            
         

         
      

      
      Risk Response

      
      Risk transfer is not a viable mitigation strategy for retrieval failure. Insurance
         is not available for adverse business outcomes, reputational damage, or other negative
         impacts that may result from failure to retrieve information. Insurance coverage for
         valuable books and papers is intended for hardcopy records that are destroyed by specified
         perils, such as a building fire or natural disaster. They do not cover documents that
         are undamaged but cannot be located. In any case, such policies typically exclude
         databases, digital documents, and other electronic information. Insurance is available
         as enhanced liability coverage for unintentional destruction, alteration, or loss
         of property that serves as material evidence in litigation. Such policies protect
         the insured against claims that allege spoliation of evidence, as defined in chapter
         4, but it is not clear whether or to what extent spoliation insurance covers data
         or documents that cannot be retrieved. 
      

      
      Risk avoidance is not a mitigation option for retrieval failure. Straightforward retrieval
         operations involving clearly identifiable data or documents—sometimes described as
         “known item” searches—have a high likelihood of success, assuming that the required
         information exists and the correct repository is searched. Some level of retrieval
         failure is unavoidable, however, for information needs that involve complicated subject
         searches or that require comprehensive identification of all relevant data or documents.
         A broad search strategy that emphasizes retrieval of all relevant data or documents
         will necessarily retrieve some irrelevant information, which must be read, evaluated,
         and rejected. In such searches, irrelevant data and documents may vastly outnumber
         relevant information. A narrowly focused search can minimize irrelevant information
         but will likely fail to retrieve all relevant information, possibly missing some data
         or documents that are more useful than those that were retrieved.[10]   When an information need is conceptualized, the information seeker must decide
         which type of retrieval failure (not enough relevant information or too much irrelevant
         information) is acceptable.
      

      
      While information seekers must accept retrieval failure in some situations, procedures
         and technologies can limit the vulnerabilities discussed in the preceding section:
      

      
      
         	
            
            Because the strategy and method for a given retrieval operation are based on an information
               need, the information seeker’s objectives and desired outcome should be clarified
               and assessed before retrieval begins. This is essential where searching will be performed
               by someone other than the information seeker. In particular, the inevitable trade-off
               between relevant and irrelevant retrieval results should be explained to the information
               seeker to encourage realistic expectations about the outcome of a search. As retrieval
               operations progress, the information seeker should be encouraged to reevaluate the
               original information need and make any necessary modifications.
            

            
         

         
         	
            To address retrieval failures resulting from poor data quality, master data management
               is an information technology initiative that creates and maintains a master data hub
               as uniform replacement for application-specific databases.[11]   As discussed in a preceding chapter, the master data hub collects and consolidates
               existing data about specific matters. As part of the consolidation process, data-cleaning
               tools identify conflicting data, missing data elements, improperly formatted data,
               misspellings, inconsistent abbreviations, and other problems that can have a negative
               impact on retrieval operations. The objective is a high-quality information resource
               that will support reliable retrieval.
            

            
         

         
         	
            An organization’s records management procedures and recordkeeping practices should
               emphasize coherent organization of physical and electronic files. Each document repository
               should have a structured file plan that defines topical or other categories into which
               documents will be grouped. Labeling guidelines should be developed for physical and
               electronic folders. In office file rooms, all cabinets, drawers, and shelves should
               be clearly labeled to identify their contents. Boxes of records that are sent to offsite
               storage should be properly inventoried and labeled. To the extent possible, shared
               drives should be purged of obsolete content in order to facilitate retrieval of digital
               documents or other information with continuing value. Alternatively, such information
               should be moved to a managed repository maintained by an electronic content-management
               application or a records management application.
            

            
         

         
         	
            Even with a well-designed file plan in place, time-consuming browsing through folder
               contents may be necessary to identify pertinent documents within a folder. Document
               indexing can address this problem, but an index must be carefully planned and properly
               executed. The identification of appropriate indexing parameters or categories is an
               essential first step. If a document is not indexed by a given parameter, it cannot
               be retrieved by that parameter. Special attention should be given to indexing depth—the
               number of indexing parameters to be utilized for a given document repository. For
               subject retrieval, greater indexing depth facilitates identification of relevant items,
               but it also increases the retrieval of irrelevant items.
            

            
         

         
         	
            Federated search is an enabling technology for any retrieval operation that requires
               comprehensive search functionality. A federated search performs retrieval operations
               on multiple content repositories simultaneously. It simplifies retrieval operations
               by providing a single point of access to dispersed content.[12]   Federated searches can encompass structured or unstructured information. Searchable
               content repositories can be internal or external. Some federated search platforms
               create and maintain a unified index to multiple content sources. Others formulate
               a search query and pass it in an appropriate format to individual content sources,
               which have their own indexes. Access to specific repositories and individual content
               items within a repository is determined by predefined user privileges, which can be
               specified or denied for individuals or groups. 
            

            
         

         
         	
            Predictive coding technology combines linguistic analysis with statistical calculations
               to identify digital documents that are likely to be relevant for a given information
               need. In its most widely publicized use, predictive coding provides an automated alternative
               to manual review of documents for court-order discovery for legal proceedings.[13]   Predictive coding algorithms estimate (predict) the likelihood that a given digital
               document comes within the scope of a discovery order and identify those that appear
               to be relevant, but the technology is not limited to legal documents. It can support
               relevance determinations for a wide range of documents.
            

            
         

         
         	
            Employees and other persons authorized to retrieve data or documents from a database,
               content-management system, file room, or other information repository should be trained
               to perform searches that will satisfy their information needs. For computer-based
               systems, this will involve learning basic commands that initiate retrieval operations
               and, where appropriate, advanced functions that can fine-tune a search. 
            

            
         

         
      

      
      Metadata Mining

      
      According to ISO/IEC 11179-1:2015, Information Technology—Metadata Registries (MDR)—Part 1: Framework, metadata is “data that defines and describes other data.” Other standards and publications
         have adopted similar definitions that characterize metadata as data about data or,
         more broadly, information about information, or, more meaningfully, information about
         an information resource.[14]   Metadata content may describe an information resource’s purpose, technical characteristics,
         structure, or formatting. It may specify who created the resource, who is authorized
         to access it, or who has accessed it in the past. It may indicate how the resource
         can be used, how long it is to be kept, or how it will be preserved.[15]   Metadata may be entered manually or automatically derived from a database, document,
         digital photograph, or other information resource with which it is associated. It
         may be created at the same time as the information resource to which it relates or
         at a later time.
      

      
      Metadata is usually associated with computer databases, digital documents, and other
         electronic information, but it may apply to any information resource in any format.
         Examples of nonelectronic metadata include a label on a file folder, the title block
         of an engineering drawing, and the legend of a graph that indicates the meaning of
         data values. A nonelectronic information resource may have electronic metadata—an
         online library catalog contains metadata pertaining to the books and other items in
         a library’s collection, for example. Less commonly, an electronic information resource
         may have nonelectronic metadata, as when a handwritten or printed list identifies
         persons who are authorized to access a specific database. 
      

      
      Metadata standards have been developed for various types of information resources,
         including bibliographic materials, web content, statistical data, geolocation data,
         and healthcare records.[16]     Where business records are involved, a broad definition of metadata must include deletions, additions, corrections, comments, and other information that
         may be attached to or embedded in databases, word-processing files, spreadsheets,
         digital photographs, and other electronic content. This metadata, which is often hidden
         from view, can pose significant risks if it is unintentionally revealed when documents
         are distributed to or shared with others. For example:
      

      
      
         	
            
            In the United Kingdom in 2003, the prime minister’s office posted an intelligence
               report about Iraq as a word-processing file on the No. 10 Downing Street website without
               removing metadata, which indicated that the report was largely plagiarized from a
               graduate student’s dissertation rather than written by UK intelligence agencies. Portions
               of the report were subsequently quoted by US secretary of state Colin Powell in an
               address to the United Nations.[17]   
            

            
         

         
         	
            In 2005, examination of tracked changes in the word-processing file of an article
               submitted to the New England Journal of Medicine showed that Merck had edited information about cardiovascular risks associated with
               its popular anti-inflammatory drug Vioxx (rofecoxib). In a separate investigation,
               analysis of metadata revealed that manuscripts related to clinical trials of rofecoxib
               were written by unacknowledged authors and subsequently attributed to academically
               affiliated investigators without disclosing financial support from the pharmaceutical
               industry.[18]   
            

            
         

         
         	
            In 2005, a United Nations report on the murder of Rafik Hariri, a former Lebanese
               prime minister, mentioned a plot by unnamed government officials. Metadata revealed
               that the names of the officials had been deleted from the final version even though
               Secretary-General Kofi Annan had promised not to alter the report before submitting
               it to the Security Council.[19]   
            

            
         

         
         	
            In the United States, a suspect in a series of armed robberies in 2011 was convicted
               on the basis of cell phone metadata that indicated he was in the vicinity of the robberies.
               The metadata was obtained under the Stored Communications Act (18 U.S.C. §§ 2701 et
               seq.), which does not require a warrant.[20]   
            

            
         

         
         	
            In 2012, geolocation metadata included in a photograph posted by Vice magazine led to the arrest of John McAfee, a software developer who had fled to Guatemala
               after being named as a person of interest in the murder of his neighbor in Belize.[21]   
            

            
         

         
      

      
      These examples confirm the threat and potentially adverse consequences of “metadata
         mining,” the process of searching through and analyzing metadata to obtain additional
         information from a digital document or other information resource. For mining purposes,
         metadata is itself treated as data. Historians, archivists, librarians, and others
         who work with electronic data and documents have long acknowledged the research value
         of metadata and the importance of preserving it as an information resource. In litigation
         involving objections to proposed destruction of email messages and their associated
         metadata by US government agencies after the messages have been printed for retention,
         the court recognized the importance of preserving metadata about transmission and
         reception of email under the Federal Records Act.[22]  
      

      
      While it can support a variety of research projects and scholarly inquiries, metadata
         mining is widely and controversially associated with extraction of embedded information
         from documents obtained through legal discovery.[23]   The Federal Rules of Civil Procedure, which apply to civil litigation in federal
         courts, do not specifically address the discoverability of metadata, but Rule 34(b)
         gives a requesting party the right to specify the format in which electronically stored
         information will be provided unless the responding party raises a valid objection.[24]   This permits the requesting party to ask for information in native file formats,
         which include metadata, rather than PDF or TIFF versions. 
      

      
      In this context, metadata mining can give an opposing party access to useful information
         that might otherwise be unobtainable. It can identify individuals who created, reviewed,
         edited, or commented on a document. It can uncover deleted passages as well as sections
         that have been cut and pasted from other documents. It can reveal whether a document
         has been backdated or modified to conceal problematic content. According to most legal
         ethics opinions, an attorney who transmits electronic documents in response to a discovery
         request must take reasonable steps to remove metadata that may inadvertently expose
         a client’s secrets and confidences. The same ethical opinions do not prohibit an attorney
         from using embedded metadata in electronic documents received from an opposing party,
         provided the documents were obtained in a lawful and ethical manner.[25]   
      

      
      While metadata mining raises questions and concerns about protection of personal,
         confidential, and privileged information,[26]   it is increasingly recognized as a useful tool that can be a decisive factor in
         litigation. In a 2016 case, metadata on a flash drive indicated that a defendant accused
         of misappropriating proprietary information had retained copies of documents containing
         his former employer’s trade secrets.[27]   In a 2017 case involving whistleblower retaliation, the defendant claimed that
         an employee who revealed a potential violation of federal and state laws was fired
         for poor job performance, but metadata associated with the employee’s most recent
         performance evaluation indicated that it was actually created a month after he was
         terminated.[28]   In a 2018 case, a plaintiff provided copies of digital photographs that she claimed
         depicted the condition of her apartment several days after an allegedly warrantless
         search by the police, but examination of the photographs’ metadata indicated that
         they were taken two years after the incident.[29]   In medical malpractice cases, metadata in electronic medical records can be used
         to profile a physician’s work habits, while metadata associated with medical images
         can be used to track a physician’s viewing of the images.[30]  
      

      
      Vulnerability Assessment

      
      The threats and consequences discussed in preceding sections are not limited to attorneys
         and litigants. Inadvertent exposure of metadata can have a negative impact on any
         organization or person who distributes word-processing files, spreadsheets, digital
         photographs, or other electronic information to others. A consultant’s report may
         contain passages that were cut and pasted from reports prepared for previous clients;
         a contractor’s proposal may include deletions indicating that lower prices were considered
         but rejected; a professor’s manuscript submitted to a scholarly journal may contain
         comments and corrections made by colleagues; a college applicant’s essay may include
         additions or corrections that were made by the student’s parents or friends. The following
         vulnerabilities contribute to risks associated with metadata mining:
      

      
      
         	
            
            Employees may not be aware of metadata that is embedded in the digital documents they
               create. Documents may be shared with others without considering the advisability of
               sharing the embedded metadata, which may be invisible to the user but extractable
               by others.
            

            
         

         
         	
            Some metadata is generated automatically by applications that create word-processing
               files, spreadsheets, and other digital documents. Examples include the name of the
               person who most recently saved a document, the date and time the document was created,
               the date and time the document was most recently modified, and the date and time the
               document was last printed, as well as statistical information about the document’s
               size and grammatical characteristics. Email systems automatically generate metadata
               about a sender’s location, the receiver’s location, and the route that a given message
               traveled. Digital cameras automatically generate metadata about the date and time
               a photograph was created, the device that took the photograph, the camera settings,
               and the geographic coordinates of the location where the photograph was taken.
            

            
         

         
         	
            With many applications that generate digital documents, users have the option of entering
               metadata that may be useful for internal control purposes. Examples include details
               about the document’s originator, keywords, and descriptive comments. When a document
               is shared with others, this metadata may be useful in unintended ways.[31]  
            

            
         

         
         	
            Employees may routinely activate the “track changes” function when creating word-processing
               files, spreadsheets, or other digital documents, thereby generating metadata that
               contains information about additions, deletions, or other editing activity.
            

            
         

         
         	
            When reviewing a document written by another person, an employee may append comments
               intended solely for the author or for other internal reviewers without considering
               how a wider audience might interpret and react to the comments. 
            

            
         

         
         	
            Word-processing files may contain hidden text that is suppressed when a document is
               displayed or printed. Spreadsheets may contain hidden rows, columns, cells, and formulas.
               This is often done for practical reasons—to reduce the size of a printed document
               or to provide an uncluttered document display that excludes some detailed information.
               These hidden elements are easily overlooked when documents are distributed to others,
               but they may include personal or proprietary information that should not be shared.
            

            
         

         
      

      
      Risk Response

      
      Transfer, avoidance, and acceptance are not viable mitigation strategies for risks
         associated with metadata mining. Insurance is not available for adverse legal outcomes,
         reputational damage, or other negative impacts that may result from unintentional
         exposure of metadata. Metadata mining can be avoided by printing or faxing documents
         instead of sharing the digital versions with external parties, but that is not a practical
         alternative for legal discovery or other situations where large quantities of documents
         are involved. Given the adverse consequences of unintended metadata exposure, passive
         acknowledgment that documents may contain problematic metadata is not advisable. For
         documents requested by the opposing party in litigation, such risk acceptance is certainly
         not a permissible approach for an attorney who is obligated to act in a client’s best
         interests. 
      

      
      While embedded metadata can pose significant problems when inadvertently disclosed,
         complete elimination of metadata from digital documents is neither practical nor advisable.
         Basic metadata, such as the name of a document’s author and the date it was created,
         is necessary and useful for document identification and internal control. Information
         about additions, deletions, and other editing activity is necessary to track a document’s
         development and explain its contents. Embedded comments are essential for collaborative
         document production. The only effective mitigation strategy limits risk by minimizing
         or removing metadata from digital documents before sending them as email attachments,
         posting them on a website, or otherwise sharing them with external parties. This process,
         which is described as metadata scrubbing or metadata stripping, can be accomplished
         in several ways:
      

      
      
         	
            
            As a matter of policy, employees should be instructed to minimize the entry of metadata
               when creating a document. The “track changes” function and comment insertion should
               be limited to collaborative document preparation and deactivated otherwise.
            

            
         

         
         	
            To the extent possible, automatic generation of metadata without user involvement
               should be disabled. Location tracking by digital cameras and smartphones, for example,
               should be deactivated unless the geographic information is essential for some purpose.
            

            
         

         
         	
            Word-processing files, spreadsheets, digital photographs, or other digital documents
               can be shared with others in a file format, such as PDF or TIF, that accurately preserves
               a document’s content and appearance but does not include all metadata contained in
               the original source file. In particular, the PDF and TIF formats will not preserve
               additions, deletions, comments, hidden content, or other metadata generated by editing
               operations. This approach to metadata removal is not acceptable, however, for legal
               discovery, where the opposing party requests documents in their native file formats
               and a valid objection cannot be raised.
            

            
         

         
         	
            Metadata can be removed from digital documents by using scrubbing software that may
               be integrated into the application that generated the documents or purchased separately.
               Metadata can be removed when individual documents are shared with external parties.
               Alternatively, metadata scrubbing software can process batches of multiple documents.
               Some scrubbing software can process documents in a wide range of file formats. The
               user selects the specific metadata elements to be removed. If desired, documents can
               be converted to the PDF format following metadata removal. Tools that operate on email
               servers will automatically remove metadata from email attachments before they are
               sent. 
            

            
         

         
         	
            To avoid problems, employees should be trained to use scrubbing tools to remove metadata
               from the final versions of documents in the regular course of business. Note, however,
               that metadata removal is not an option for documents that are considered relevant
               for litigation. Such documents, which are typically subject to a legal hold, must
               be preserved in their original formats because the opposing party may request documents
               with metadata intact. 
            

            
         

         
      

      
      Mandatory Information Disclosure

      
      Many countries have laws and regulations that mandate the disclosure of information
         maintained by government agencies, companies, and not-for-profit organizations. Mandatory
         disclosure applies in the following circumstances:
      

      
      
         	
            
            Freedom-of-information laws mandate public access to information maintained by government
               agencies, subject to exclusions related to criminal law enforcement, national security,
               and foreign intelligence. Under the Freedom of Information Act (5 U.S.C. § 552), the
               public can request information held by US government agencies. State laws require
               disclosure of public records maintained by state and local government agencies. In
               Canada, the Access to Information Act   (R.S.C., 1985, c. A-1) provides public access
               to information held by federal government institutions. Canadian provinces have their
               own laws that cover provincial and local government information. Many other countries
               have freedom-of-information and open-government laws passed or pending.[32]   
            

            
         

         
         	
            Various laws and regulations require disclosure of information to law enforcement,
               regulatory authorities, or other government agencies when certain events occur.[33]   Among the many examples that might be cited, anti-money-laundering and anti-terrorism
               laws and regulations require banks, investment firms, and other financial service
               companies to report suspicious financial transactions. Regulatory authorities require
               publicly traded companies to disclose information about their financial condition
               or certain corporate events. In the United States, federal contractors must report
               overpayments by the government. In many countries, pharmaceutical companies must disclose
               information to regulatory authorities about adverse events that occur during clinical
               trials of unapproved drugs, biological products, and medical devices. To protect public
               health and welfare, healthcare providers and clinical laboratories must disclose information
               related to certain infectious diseases. Many countries have laws that require healthcare
               providers, educators, social workers, caregivers, and others to report suspected maltreatment
               of children, the disabled, the elderly, or other vulnerable persons. 
            

            
         

         
         	
            In many countries, organizations must tell data subjects, on request, about information
               that is collected and maintained about them. In member states of the European Union,
               data subjects have the right to be told about their personal information, as specified
               in Article 15 of the General Data Protection Regulation. Some other countries have
               data protection and privacy laws with similar disclosure mandates. In the United States,
               which does not have omnibus data protection legislation, federal and state laws mandate
               disclosure of personal information to data subjects in specific situations. Healthcare
               providers must disclose medical information to patients. Schools, higher educational
               institutions, and state educational agencies must allow students and their parents
               to inspect and review educational records maintained about them. Consumer credit companies
               must give data subjects information about their credit worthiness. Web site operators
               and online services must tell parents about personal information that is collected
               about their children under age 13.[34]  
            

            
         

         
         	
            Some laws and regulations require organizations to disclose information to the public
               about certain events or activities. These legal requirements differ from mandated
               disclosure in response to specific requests. Many countries have laws that require
               registered companies to disclose certain information about their officers and finances
               to the public.[35]   Some countries have “right to know” laws that mandate disclosure of information
               about health hazards to which the public may be exposed. Workplace right-to-know laws
               require organizations to inform their employees about workplace hazards.[36]   In some countries, property owners, real estate developers, and others who are
               planning commercial or residential construction projects must publicly disclose information
               about the purpose, scope, and characteristics of proposed projects. In some countries,
               government agencies must publicly disclose information about sex offenders.
            

            
         

         
         	
            Many countries have laws that require an organization to disclose information requested
               by government officials for use in a civil or criminal investigation. Most disclosures
               are made in response to a court order that specifies the information to be provided.
               In the United States, for example, the Antitrust Civil Process Act (P.L. 87-664) authorizes
               the U.S. Department of Justice to serve a civil investigative demand on a company
               where an antitrust violation is suspected. Several countries have laws that require
               disclosure of cryptographic keys to law enforcement for forensic investigations or
               evidence in legal proceedings. Similarly, the USA PATRIOT Act (P.L. 107-56) allows
               the Federal Bureau of Investigation to apply for a court order for “books, records,
               papers, documents, and other items” related to investigations of international terrorism.
               
            

            
         

         
      

      
      Noncompliance with mandatory disclosure requirements exposes an organization to fines,
         penalties, civil litigation, and, in extreme cases, criminal prosecution. Violations
         of financial disclosure regulations are closely associated with criminal activity
         and incur the largest penalties.   These violations are among the most significant
         monetary risks discussed in this book. Multimillion-dollar sanctions have been reported.[37]   By contrast, civil penalties for nonfinancial disclosure violations rarely exceed
         several thousand dollars, although some infractions, such as the failure to report
         child abuse when mandated by law, are misdemeanors—or, for repeat violations, felonies—in
         some locations. 
      

      
      Vulnerability Assessment

      
      The following vulnerabilities contribute to the risk of noncompliance with information-disclosure
         mandates specified in laws and regulations:
      

      
      
         	
            
            A regulated entity may not be aware of information-disclosure requirements. An organization’s
               compliance officer or legal department is typically responsible for identifying laws
               and regulations that affect specific business operations, but some organizations do
               not have in-house compliance expertise. Even for those that do, it can be difficult
               to keep informed about all applicable legal and regulatory requirements, especially
               in multinational and transnational organizations that operate in multiple political
               jurisdictions. 
            

            
         

         
         	
            A regulated entity may not correctly interpret information-disclosure requirements.
               Laws and regulations can be voluminous, complicated, poorly written, and confusing.
               It can be difficult to determine the specific types of information that must be disclosed
               about a given matter. This is particularly the case with new disclosure laws and regulations,
               which often require clarification by their originating agencies as issues arise. Amendments
               introduced over time to address specific issues and concerns may add complexity and
               confusion. 
            

            
         

         
         	
            Organizational units responsible for information disclosure may not be able to respond
               to legal and regulatory mandates in the required timeframe due to lack of clear instructions,
               inadequate staffing, insufficient training, or ineffective supervision. The progress
               of compliance initiatives can be particularly difficult to monitor in large enterprises
               with complex organizational structures and geographically dispersed business operations.
            

            
         

         
         	
            Disclosure efforts may be impeded by the retrieval failures discussed in a preceding
               section. Information that is subject to disclosure may be lost, damaged, or otherwise
               difficult to locate in the required time frame. 
            

            
         

         
      

      
      Risk Response

      
      As noted above, failure to comply with information-disclosure requirements can have
         significant adverse consequences. Risk mitigation alternatives are limited. Risk acceptance
         based on a conscious business decision not to comply fully with legal and regulatory
         requirements is not an effective mitigation strategy. Fines and other civil penalties
         can be substantial, and criminal prosecution is possible for some offenses. Regulatory
         noncompliance exposes an organization to additional risks that can have an adverse
         impact on the organization’s objectives and performance. Noncompliance may raise the
         level of regulatory scrutiny, leading to audits and inspections that can be time-consuming.
         Civil actions and criminal prosecution for compliance failure will involve high legal
         costs. Noncompliance also poses risks to an organization’s reputation, which can damage
         business relationships, erode the confidence of investors and other stakeholders,
         lead to loss of revenue, and make it difficult to recruit and keep qualified employees.
      

      
      Risk avoidance is only possible if the regulated activity that is subject to information
         disclosure is eliminated. This is not a viable mitigation strategy where the regulated
         activity is a core component of an organization’s business. A bank cannot eliminate
         customers to avoid compliance with disclosure requirements for suspicious transactions.
         A school cannot stop maintaining educational records in order to avoid disclosure
         requirements for student information. A healthcare provider cannot stop maintaining
         patient records in order to avoid disclosing them when requested. Some disclosure
         mandates, such as providing public records in response to freedom-of-information requests,
         are nonnegotiable.
      

      
      Risk transfer through insurance is generally not an option for criminal violations.
         Most insurance policies exclude coverage for civil fines and penalties resulting from
         illegal activity, although insurance coverage may be available for legal fees and
         other costs associated with government investigations and litigation. 
      

      
      A risk limitation plan that addresses the vulnerabilities discussed in the preceding
         section is the only viable mitigation strategy for regulatory risks associated with
         information-disclosure requirements. An effective limitation plan depends on thorough
         preparation and systematic execution to reduce the likelihood of risk events:
      

      
      
         	
            
            An organization’s top management and key stakeholders must be committed to regulatory
               compliance. They must understand the importance, purpose, and scope of legal requirements
               and authorize the necessary resources for fully compliant information disclosure.
            

            
         

         
         	
            Ignorance of or confusion about information-disclosure requirements is not an acceptable
               defense for noncompliance. A qualified organizational unit must be responsible for
               identifying, analyzing, and interpreting laws and regulations, including any amendments
               and supplemental guidance documents, that mandate information disclosure. This must
               be done for all national and subnational jurisdictions where an organization operates.
               If necessary, external compliance specialists should be hired to supplement internal
               expertise.
            

            
         

         
         	
            Information disclosure must be a managed initiative. A qualified employee must be
               responsible for planning, organizing, executing, and controlling the disclosure process.
               Many government agencies appoint a freedom-of-information officer, for example, who
               has principal responsibility for disclosure requests. The responsible employee must
               be familiar with the business activities and operations to which the information relates.
               The responsible employee will determine the staffing, technology support, consulting
               expertise, and other resources needed to fulfill information disclosure mandates within
               the required timeframe.
            

            
         

         
         	
            To ensure compliance and achieve a manageable focus, the scope and intended outcome
               of an information-disclosure initiative must be clearly defined. The specific information
               needed to satisfy legal requirements must be determined, and disclosure should be
               strictly limited to that information. All information must be carefully reviewed for
               correctness and completeness prior to disclosure. Irrelevant or unnecessary information
               must be excluded.
            

            
         

         
         	
            Databases, document repositories, and other records that may contain required information
               must be identified and evaluated for relevance, reliability, accessibility, and usability.
               To the extent possible, concerns about data formats, legacy applications, information
               stored offsite, and other matters should be anticipated and assessed. Organizational
               units that have relevant information resources in their custody or under their supervisory
               control must be made aware of disclosure requirements. Their advice and assistance
               will be needed to address questions and problems that arise during the disclosure
               process. 
            

            
         

         
         	
            Employees responsible for responding to information-disclosure requests must be trained
               to perform the work correctly and completely. Clearly written specifications and operating
               procedures must be prepared for use as training materials. The operating procedures
               must address problems—such as missing, poorly organized, or unusable information—that
               may arise during the disclosure process. Employees should be given a due-diligence
               checklist or similar quality-control mechanism to ensure that all information-disclosure
               tasks have been properly completed. 
            

            
         

         
      

      
      Unauthorized Information Disclosure

      
      A preceding chapter discussed risks associated with collection and possession of nonpublic
         information, which is broadly defined as information that is not available to the
         general public. The term encompasses personal information about identifiable individuals
         as well as information of a confidential nature about an organization’s strategic
         plans, financial condition, innovations, business operations, and other proprietary
         matters. Many countries have laws and regulations that prohibit disclosure of nonpublic
         information unless appropriate authorization is obtained or other conditions apply.
         Data protection and privacy laws, the most frequently cited examples, prohibit the
         unauthorized disclosure of personal information maintained by companies, government
         agencies, not-for-profit entities, and other organizations: 
      

      
      
         	
            
            According to the General Data Protection Regulation, the most widely publicized data
               protection law, organizations that operate in EU member states must protect personal
               information against unauthorized processing, which is defined broadly to include unauthorized
               disclosure by transmission, dissemination, or other means that make the information
               available. A data subject has the right to object to disclosure of his or her personal
               information in some situations. As discussed in a later section, the GDPR also imposes
               restrictions on cross-border transfer of personal information. 
            

            
         

         
         	
            Some European countries that are not EU member states and several dozen countries
               in Asia, the Middle East, Africa, and Latin America have adopted data protection laws
               that are modeled on the GDPR’s predecessor, Directive 95/46/EC, which included similar
               restrictions on unauthorized disclosure of personal information.[38]   
            

            
         

         
         	
            In the United States, unauthorized disclosure of personal information is prohibited
               by multiple laws and regulations. The Privacy Act of 1974 (5 U.S.C. § 552a) limits
               disclosure of personal information maintained by US government agencies. Privacy laws
               with similar restrictions apply to personal information maintained by state and local
               government agencies.[39]   The federal government and some states have laws and regulations that deal with
               disclosure of specific categories of personal information, including medical information,[40]   customer information maintained by financial institutions,[41]   customer data,[42]   student records,[43]   records that identify library users,[44]   records related to video rentals,[45]   court records,[46]   information about licensed drivers of motor vehicles,[47]   information about children collected by web site operators and online services,[48]   and personal information held by electronic communication providers and remote
               computing service providers.[49]  
            

            
         

         
         	
            In Canada, the Privacy Act regulates the disclosure of personal information by federal
               government agencies, while provincial laws specify privacy-protection requirements
               for government records in their jurisdictions. The Personal Information Protection
               and Electronic Documents Act (PIPEDA) is the Canadian federal law that regulates disclosure
               of personal information by private-sector organizations.[50]   It prohibits disclosure of personal information without the data subject’s knowledge
               or consent, subject to exceptions.[51]   
            

            
         

         
         	
            Like Canada, Australia has a combination of federal and state legislation that regulates
               disclosure of personal information. At the federal level, the Australian Privacy Act
               of 1988 presents privacy principles that apply to commonwealth agencies, certain private-sector
               companies and not-for-profit organizations, and all private healthcare providers.
               The law does not apply to government agencies in Australian states and territories,
               which have their own data protection legislation.[52]  
            

            
         

         
         	
            In New Zealand, the Privacy Act of 1993   applies to all governmental and nongovernmental
               entities. Subject to limited exceptions, its core principles require authorization
               by the data subject for disclosure of personal information.[53]   
            

            
         

         
      

      
      Other laws and regulations prohibit or severely restrict disclosure of nonpersonal
         information of a confidential or sensitive nature in specific situations. The U.S.
         Criminal Code, for example, contains various prohibitions against disclosure of classified
         or dangerous information.[54]   As discussed in other chapters, unauthorized disclosure or other misappropriation
         of trade secrets is prohibited by law in the United States and other countries. Organizations
         often use non-disclosure agreements, which are legally enforceable contracts, to restrict
         the dissemination of strategic plans, competitive intelligence, financial information,
         and other confidential business information that is shared with others. Many countries
         have insider trading laws that prohibit the unauthorized disclosure of nonpublic information
         about the plans or financial condition of a publicly traded company where such disclosure
         could confer a financial advantage related to the purchase or sale of the company’s
         stock. Laws and rules of conduct prohibit certain professions from disclosing nonpersonal
         information they acquire in the course of their work.[55]   In some countries, banks and other financial institutions are prohibited from disclosing
         nonpublic supervisory information unless authorized by regulatory authorities.[56]  
      

      
      Violations of laws and regulations that prohibit unauthorized disclosure of nonpublic
         information expose an organization to fines, penalties, civil litigation, and, in
         extreme cases, criminal prosecution. The most punitive sanctions involve unauthorized
         disclosure of personal information that is protected by data protection and privacy
         laws. Fines are based on the nature of the infringement, the willfulness of the violation,
         actions taken to mitigate the damage to data subjects, and other factors. For intentional
         GDPR violations where there is no attempt to mitigate the damage or cooperate with
         national data protection authorities, fines can total up to €20 million, but even
         fines for lower-level infractions can exceed €1 million. In the United States, penalties
         for unauthorized disclosure of protected health information in violation of the HIPAA
         privacy rule range from $100 to $50,000 per incident up to a maximum of $25,000 to
         $1.5 million per year. Banks and other financial institutions can be fined up to $100,000
         per violation for noncompliance with data protection provisions of the Gramm-Leach-Bliley
         Act. Fines for violations of other US privacy regulations typically range from $1,000
         to $2,500 per incident. 
      

      
      In Canada, fines for noncompliance with PIPEDA’s disclosure prohibitions can reach
         CAD$100,000. In Australia, fines for violations can reach AUS$10 million for serious
         or repeat offenders. In addition to incurring fines, an organization can be sued for
         unauthorized disclosure of nonpublic information, including violations of non-disclosure
         agreements or misappropriation of trade secrets. Violations of criminal code prohibitions
         on unauthorized disclosure of classified or dangerous information are punishable by
         imprisonment.
      

      
      Vulnerability Assessment

      
      All organizations create, collect, and maintain some personal or nonpersonal information
         that is subject to disclosure prohibitions or restrictions. The following vulnerabilities
         contribute to the risk of noncompliance with laws and regulations that prohibit or
         restrict disclosure of nonpublic information:
      

      
      
         	
            
            An organization may not be aware of applicable information-disclosure prohibitions
               or restrictions. An organization’s compliance officer or legal department is typically
               responsible for identifying laws and regulations that affect specific business operations,
               but some organizations do not have in-house compliance expertise. Even for those that
               do, it can be difficult to keep informed about all applicable laws and regulations
               that prohibit or restrict information disclosure, especially in multinational and
               transnational organizations that operate in multiple political jurisdictions. 
            

            
         

         
         	
            A regulated entity may not correctly interpret disclosure prohibitions or restrictions
               for nonpublic information. Laws and regulations can be voluminous, complicated, poorly
               written, and confusing. Some disclosure prohibitions are subject to multiple exceptions
               and exclusions that require expert interpretation. Even then, it can be difficult
               to determine the specific types of information that can and cannot be disclosed about
               a specific matter. This is particularly the case with new laws and regulations, which
               often require clarification by their originating agencies as issues arise. Amendments
               introduced over time to address specific issues and concerns may add complexity and
               confusion. 
            

            
         

         
         	
            Organizational units that maintain personal information may not have systematic business
               processes in place to obtain disclosure authorizations or refusals from data subjects.
            

            
         

         
         	
            Unintentional noncompliance with prohibitions on unauthorized disclosure may be due
               to lack of clear instructions, insufficient training, or ineffective supervision.
               Compliance can be particularly difficult to monitor in large enterprises with complex
               organizational structures and geographically dispersed business operations. 
            

            
         

         
         	
            Unauthorized disclosure is a possible consequence of unauthorized access to nonpublic
               information by employees or external parties, such as computer hackers or other malicious
               actors. 
            

            
         

         
      

      
      Risk Response

      
      Unauthorized disclosure of nonpublic information can have significant adverse consequences,
         but risk mitigation alternatives are limited. Risk acceptance based on a conscious
         business decision not to comply fully with legal and regulatory prohibitions or restrictions
         on disclosure of nonpublic information is not an advisable mitigation strategy. Fines
         and other civil penalties can be substantial, and criminal prosecution is possible
         for some offenses. Regulatory noncompliance exposes an organization to additional
         risks that can have an adverse impact on the organization’s objectives and performance.
         Noncompliance may raise the level of regulatory scrutiny, leading to audits and inspections
         that can be time-consuming. Civil actions and criminal prosecution for compliance
         failure will involve high legal costs. Unauthorized disclosure of nonpublic information
         also poses risks to an organization’s reputation, which can damage business relationships,
         erode the confidence of investors and other stakeholders, lead to loss of revenue,
         and make it difficult to recruit and keep qualified employees.
      

      
      Disclosure of data or documents that contain nonpublic information is an ordinary
         and necessary aspect of many business operations and activities. Where personal information
         is involved, the risk of unauthorized disclosure can be avoided completely by obtaining
         written consent from every data subject, but this may not be practical or possible
         in every situation. For personal information related to ongoing business operations
         and activities, consent could be requested at the time the information is collected,
         but written consent will be difficult or impossible to obtain for disclosure of personal
         information contained in legacy data and documents. Identifying, locating, and contacting
         those data subjects would be a time-consuming and costly undertaking that is unlikely
         to be completely successful.[57]  
      

      
      For nonpersonal information and personal information for which consent cannot be obtained,
         risk avoidance is only possible if all information disclosure is prohibited, which
         is not a viable mitigation strategy, or if operations or activities that involve nonpublic
         information are eliminated, which is not an option where the operations or activities
         are core components of an organization’s business. An insurance company cannot stop
         selling property and casualty coverage to avoid unauthorized disclosure of customer
         information. A school cannot stop enrolling students to avoid unauthorized disclosure
         of personal information contained in educational records. A healthcare provider cannot
         stop creating medical records to avoid unauthorized disclosure of protected health
         information. A pharmaceutical company cannot stop creating laboratory notebooks to
         avoid unauthorized disclosure of trade secrets. A publicly traded company cannot prohibit
         decision-makers’ access to strategic plans and other nonpublic information to avoid
         the possibility that it may be used for insider trading.
      

      
      Risk transfer through data breach insurance can be a viable component of an organization’s
         mitigation plan. If unauthorized disclosure of nonpublic information results from
         an employee’s mistake, technological malfunction, or unauthorized access by malicious
         actors, data breach insurance will cover costs associated with breach notification
         and post-breach crisis management, such as setting up a call center to answer questions
         about the breach and providing credit-monitoring services for affected individuals.[58]   These costs are covered on a no-fault basis. The amount of coverage is determined
         by policy limits. A data breach insurance policy may also cover some costs associated
         with civil litigation, but coverage is generally excluded for civil fines and penalties
         resulting from legal or regulatory noncompliance. Insurance coverage may be available
         for legal fees and other costs associated with government investigations and litigation
         resulting from unauthorized disclosure of nonpublic information. 
      

      
      A risk limitation plan that addresses the vulnerabilities discussed in the preceding
         section is an important component of a mitigation strategy for regulatory risks associated
         with unauthorized disclosure of nonpublic information. An effective limitation plan
         depends on thorough preparation and systematic execution to reduce the likelihood
         of risk events:
      

      
      
         	
            
            An organization’s top management and key stakeholders must be committed to regulatory
               compliance. They must understand the importance, purpose, and scope of legal requirements
               and authorize the necessary resources for effective control of nonpublic information.
            

            
         

         
         	
            Ignorance of or confusion about information-disclosure prohibitions or restrictions
               is not an acceptable defense for noncompliance. A qualified organizational unit must
               be responsible for identifying, analyzing, and interpreting laws and regulations,
               including any amendments and supplemental guidance documents, that prohibit information
               disclosure. This must be done for all national and subnational jurisdictions where
               an organization operates. If necessary, external compliance specialists should be
               hired to supplement internal expertise. To avoid overly broad interpretations of laws
               and regulations, particular attention should be paid to exceptions and exclusions
               that may permit disclosure of nonpublic information in specific circumstances.
            

            
         

         
         	
            Information disclosure must be tightly controlled. A qualified employee must have
               designated responsibility for the disclosure process in each organizational unit that
               creates, collects, or maintains nonpublic information. The responsible employee must
               be familiar with the business activities and operations to which the information relates
               and the applicable legal and regulatory prohibitions and restrictions on disclosure.
               The responsible employee will determine the staffing, technology support, consulting
               expertise, and other resources needed to comply with legal and regulatory requirements.
               
            

            
         

         
         	
            An organization must have an effective process for obtaining and documenting disclosure
               authorizations or refusals from data subjects for every business process, operation,
               or activity that creates, collects, or maintains personal information.
            

            
         

         
         	
            Databases, document-management applications, network drives, cloud-based services,
               mobile devices, file rooms, and other repositories that may contain nonpublic information
               must be identified and evaluated to determine whether and to what extent disclosure
               restrictions apply. The evaluation should encompass nonpublic information maintained
               by legacy applications and inactive records stored in offsite locations. 
            

            
         

         
         	
            Organizational units that have nonpublic information in their custody or under their
               supervisory control must be made aware of disclosure prohibitions. Employees responsible
               for information disclosure must be trained to perform the work correctly and completely.
               Clearly written specifications and operating procedures for obtaining disclosure authorizations
               and releasing information must be prepared for use as training materials. Employees
               should be given a due-diligence checklist or similar quality-control mechanism to
               ensure that all information-disclosure tasks have been properly completed. 
            

            
         

         
         	
            Appropriate security measures must be implemented to prevent unauthorized access to
               databases, document collections, and other repositories that contain nonpublic information.
               
            

            
         

         
      

      
      Cross-Border Data Transfer

      
      Cross-border data transfer is a variant form of information disclosure in which data
         or documents are sent from one political jurisdiction to another for storage, retention,
         processing, or other purposes. Cross-border data transfer may involve data, digital
         documents, or other electronic information that is transferred online, or paper records,
         photographic media, or removable computer media that are transferred physically. In
         most cases, the sending and receiving jurisdictions are sovereign states or self-governing
         dependent territories. 
      

      
      Cross-border transfer of information can occur in any organization, but it is most
         important for multinational and transnational companies and not-for-profit organizations,
         including charities, religious groups, universities, and cultural institutions that
         operate in multiple countries. Such organizations must be able to transfer information
         between countries. Some multinational and transnational organizations want to use
         centralized servers or cloud-based computing services for enterprise-wide information
         sharing. If an organization closes a branch office or field location in a given country,
         it must be able to transfer databases, digital documents, and paper records to a different
         country for retention or to maintain continuity of operations. 
      

      
      Many countries have laws or regulations that prohibit or restrict cross-border data
         transfer in specific circumstances.[59]   Most data protection laws prohibit transfer of personal information to countries
         that lack an adequate level of protection unless the data subject consents to the
         transfer. This prohibition applies to database records, digital documents, or other
         electronic information that may be transferred from a branch office or field location
         in one country to servers operated by an organization’s centralized information technology
         unit or a cloud-based storage provider in another country. The prohibition also applies
         to paper records and other physical storage media, including backup or archival tapes
         that may be transferred to a commercial storage provider or an in-house record-storage
         facility in another country. Exceptions may be made if the transfer is mandated by
         a contract that is in the interest of the data subject, the transfer involves information
         that is publicly available, the transfer is mandated by legal proceedings, or the
         transfer is judged to be in the national interest. 
      

      
      Adequate protection is typically defined as the same level of data protection provided for personal information
         in the originating country. Where personal information originates in a member state
         of the European Union, for example, it can be transferred to any other EU member state
         or to countries that are members of the European Economic Area. As prescribed in the
         General Data Protection Regulation, the European Commission may designate other countries,
         dependent territories, and international organizations that offer an adequate level
         of protection. These adequacy decisions are reviewed at four-year intervals, at which
         time they may be renewed, amended, or suspended. Alternatively, cross-border transfer
         of personal information within a company or group may be based on binding corporate
         rules, which are subject to approval by the European Commission. The binding corporate
         rules must comply with GDPR requirements and provide mechanisms for ensuring compliance.
         Other transfer arrangements are also possible.[60]  
      

      
      Personal information aside, some countries have laws that prohibit the cross-border
         transfer of specific types of information for litigation or investigative purposes.
         These laws, which are collectively described as “blocking statutes,” impede or prevent
         the collection of evidence for use in legal proceedings outside of the country where
         the information is sought. As an example, Article 271 of the Swiss Criminal Code prohibits
         gathering of evidence for legal proceedings by a foreign authority on Swiss territory.
         The French blocking statute (Law no. 80-538) prohibits the disclosure of commercial,
         financial, or technical information for use in legal or administrative proceedings
         outside of France unless the disclosure is ordered by a French court. Similar laws
         in other countries prohibit compliance with foreign discovery orders that may infringe
         on national sovereignty or security.[61]  
      

      
      Many countries have laws and regulations that mandate in-country retention of specific
         types of information, accounting information being the most common example. These
         laws do not generally prohibit cross-border transfer of copies of information. Their
         purpose is to ensure the availability of information that may be needed for tax audits,
         shareholder examination, or other purposes. Some laws allow databases, digital documents,
         and other electronic records to be stored in another country provided that they are
         immediately accessible when requested by government officials or other stakeholders.
         As a variant form of blocking statute, laws in some political jurisdictions prohibit
         the transfer of specific information to other political jurisdictions, including jurisdictions
         in the same country, for storage or other purposes. As an example, the Ontario Business
         Records Protection Act (R.S.O. 1990, c. B.19) prohibits the removal of business records
         from Ontario unless the records are being sent from a branch office or subsidiary
         in Ontario to a head office or parent company located elsewhere. In Quebec, the Business
         Concerns Records Act (CQLR c. D-12) has similar provisions.[62]   These laws apply to copies as well as original records.
      

      
      Noncompliance with legal prohibitions on cross-border transfer of personal information
         are subject to the same sanctions as other violations of data protection laws. Depending
         on the circumstances, large monetary penalties may be imposed. Civil litigation is
         also possible. Noncompliance with a blocking statute is a criminal violation punishable
         by fines or imprisonment.
      

      
      Vulnerability Assessment

      
      The following vulnerabilities can impede compliance with laws and regulations that
         prohibit or restrict cross-border transfer of information:
      

      
      
         	
            
            An organization may not be aware of prohibitions or restrictions on cross-border data
               transfer. While restrictions on transfer of personal information have been widely
               publicized, blocking statutes and laws that mandate in-country retention of information
               are not as well known. An organization’s compliance officer or legal department is
               typically responsible for identifying laws and regulations that affect specific business
               operations, but some organizations do not have in-house compliance expertise. Even
               for those that do, it can be difficult to keep informed about all applicable laws
               and regulations that prohibit or restrict cross-border data transfer in every location
               where an organization operates. 
            

            
         

         
         	
            A regulated entity may not correctly interpret prohibitions or restrictions on cross-border
               data transfer. Some disclosure prohibitions are subject to multiple exceptions and
               exclusions that require expert interpretation and legal advice. This is particularly
               the case with new laws and regulations, which often require clarification by their
               originating agencies as issues arise. Amendments introduced over time to address specific
               issues and concerns may add complexity and confusion. For GDPR compliance, the European
               Commission reviews the data protection status of non-EU countries and may prohibit
               information transfers to a country that was previously considered acceptable. 
            

            
         

         
         	
            An organization may not have systematic business processes in place to obtain written
               consent from data subjects for cross-border transfer of personal information.
            

            
         

         
         	
            Unintentional noncompliance with prohibitions on cross-border data transfer may be
               due to lack of clear instructions, insufficient training, or ineffective supervision.
               An employee who is unaware of applicable prohibitions might send an email attachment
               that contains personal information to a co-worker in another country in violation
               of a data protection law. Similarly, an employee located in a foreign country might
               send data or documents needed for litigation to a company’s US headquarters in violation
               of a blocking statute. Compliance with cross-border prohibitions on information transfer
               can be particularly difficult to monitor in large enterprises with complex organizational
               structures and geographically dispersed business operations. 
            

            
         

         
         	
            Unauthorized cross-border data transfer is a possible consequence of unauthorized
               access to information by employees or external parties, such as computer hackers or
               other malicious actors. 
            

            
         

         
      

      
      Risk Response

      
      Failure to comply with laws and regulations that prohibit or restrict cross-border
         data transfer can have significant adverse consequences. As with unauthorized disclosure
         requirements discussed in the preceding section, risk mitigation options are limited.
         
      

      
      Risk acceptance based on a conscious business decision not to comply fully with legal
         and regulatory prohibitions or restrictions on cross-border data transfer is not an
         advisable mitigation strategy. Fines and other civil penalties can be substantial,
         and criminal prosecution is possible for some offenses. As discussed in preceding
         sections, noncompliance also exposes an organization to regulatory, economic, and
         reputational risks that can have an adverse impact on the organization’s objectives
         and performance.
      

      
      Risk transfer through insurance is generally not an option for criminal violations.
         Most insurance policies exclude coverage for civil fines and penalties resulting from
         illegal activity, although insurance coverage may be available for legal fees and
         other costs associated with government investigations and litigation resulting from
         cross-border transfer of information in violation of a data protection or blocking
         statute.
      

      
      Where personal information is involved, the risk of illegal cross-border data transfer
         can be avoided completely by obtaining written consent from data subjects. Where this
         is not practical or possible, data protection regulations provide various alternative
         arrangements, such as binding corporate rules or privacy agreements, for cross-border
         transfer of information within an organization or to an external entity. No comparable
         arrangements are available for prohibitions imposed by blocking statutes.
      

      
      The following measures can reduce the likelihood of risk events associated with cross-border
         data transfer:
      

      
      
         	
            
            As with all risks discussed in this chapter, an organization’s top management and
               key stakeholders must be committed to regulatory compliance. They must understand
               the importance, purpose, and scope of legal requirements and authorize the necessary
               resources for effective control of nonpublic information.
            

            
         

         
         	
            Ignorance of or confusion about prohibitions or restrictions on cross-border data
               transfer is not an acceptable defense for noncompliance. A qualified organizational
               unit must be responsible for identifying, analyzing, and interpreting laws and regulations,
               including any amendments and supplemental guidance documents, that prohibit such transfers.
               This must be done for all national and subnational jurisdictions where an organization
               operates. If necessary, external compliance specialists should be hired to supplement
               internal expertise. To avoid overly broad interpretations of laws and regulations,
               particular attention should be paid to exceptions and exclusions that may permit disclosure
               of cross-border transfer of information in specific circumstances.
            

            
         

         
         	
            Cross-border transfer of information must be tightly controlled. A qualified employee
               must have designated responsibility for such transfers in each organizational unit.
               The responsible employee must be familiar with the business activities and operations
               to which the information relates and the applicable legal and regulatory prohibitions
               and restrictions on cross-border data transfer. The responsible employee will determine
               the staffing, technology support, consulting expertise, and other resources needed
               to comply with legal and regulatory requirements. 
            

            
         

         
         	
            An organization must have an effective process for obtaining and documenting authorizations
               or refusals from data subjects for cross-border transfer of personal information.
            

            
         

         
         	
            User permissions for databases, document-management applications, network drives,
               cloud-based services, mobile devices, file rooms, and other repositories must be reviewed
               to determine whether and to what extent they violate prohibitions on cross-border
               transfer of information. Employees should be prohibited from accessing data or documents
               that contain personal information when traveling in countries that do not offer an
               acceptable level of data protection.
            

            
         

         
         	
            Employees who communicate or collaborate with co-workers in other countries must be
               given clear guidance about the circumstances in which cross-border transfer of information
               is permissible or prohibited. 
            

            
         

         
         	
            Appropriate security measures must be implemented to prevent unauthorized cross-border
               access to databases, document collections, and other information repositories.
            

            
         

         
      

      
      Data Breach Notification

      
      Broadly defined, a data breach is an accidental or unlawful disclosure of personal
         or confidential information, which may be stolen, viewed, copied, distributed, used,
         altered, or destroyed by an unauthorized person.[63]   Data breaches may involve unauthorized access to databases, digital documents,
         or other electronic information; theft of paper documents, removable storage devices
         and media, or mobile computing devices; or other incidents that involve potential
         misuse of personal information. A data breach may be discovered by a breach-detection
         tool, an employee, a data subject, or a third party, such as a person or organization
         that received personal or confidential information for which a breach is suspected.
         
      

      
      The following discussion is limited to data breaches that involve personal information
         for which breach notification is required by laws and regulations. A data breach could
         involve other types of confidential or sensitive information, including trade secrets,
         proprietary financial data, strategic plans, and information about an organization’s
         critical infrastructure. Those data breaches are not subject to notification requirements.
      

      
      Data protection laws typically require organizations to implement technical and organizational
         measures to safeguard personal information and prevent unauthorized access. When a
         data breach involving personal information occurs, an increasing number of laws and
         regulations mandate formal notification to regulatory authorities and the affected
         data subjects.[64]   For example:
      

      
      
         	
            In the United States, all fifty states, the District of Columbia, Puerto Rico, Guam,
               and the Virgin Islands have enacted data breach notification laws.[65]   These laws apply to all organizations, including government agencies, that operate
               in a given state or territory. They define the events that constitute a data breach
               and specify the timing and acceptable methods for a breach notification. Over the
               last several years, some state laws have broadened the definition of personal information and expanded the number of organizations that are subject to breach notification
               requirements.
            

            
         

         
         	
            At the federal level, various sector-specific laws and regulations include data breach
               notification requirements. As an example, the HIPAA breach notification rule (45 C.F.R.
               §§ 164.400 et seq.) requires covered entities and their business associates to notify
               the affected data subjects and the secretary of health and human services about any
               impermissible use or disclosure that compromises the security or privacy of protected
               health information. Where more than five hundred residents of a state or jurisdiction
               are involved, prominent media outlets must also be notified.[66]   The FTC Health Breach Notification Rule (16 C.F.R. §§ 318 et seq.) specifies requirements
               for non-HIPAA-covered entities that maintain electronic personal health records. 
            

            
         

         
         	
            According to the Interagency Guidelines Establishing Information Security Standards
               (12 C.F.R. Part 225, Appendix F), banks and other financial institutions subject to
               the supervisory authority of the Board of Governors of the Federal Reserve System
               must notify customers about security incidents that involve unauthorized access to
               or use of their personal information, including any combination of components that
               allow someone to access a customer’s account. Federally insured credit unions have
               similar requirements for member notification, as specified in 12 C.F.R. Part 748,
               Appendix A.
            

            
         

         
         	
            In Canada, the Digital Privacy Act (S.C. 2015, c. 32) requires prompt and conspicuous
               notification of data breaches involving unauthorized access to or disclosure of personal
               information where there is “a real risk of significant harm.” Some Canadian provinces
               have laws that require notification for data breaches within their jurisdictions.
            

            
         

         
         	
            Articles 33 and 34 of the General Data Protection Regulation mandate notification
               of data breaches to data subjects and regulatory authorities when a breach “is likely
               to result in a high risk to the rights and freedoms of natural persons.” Notification
               must be made “without undue delay.” 
            

            
         

         
         	
            Several Asian countries have data breach notification requirements that apply to specific
               sectors, such as financial services. Under the South Korean Personal Information Protection
               Act, regulators must be notified about data breaches that involve more than ten thousand
               individuals. In Taiwan, the Personal Information Protection Act specifies that affected
               individuals must be notified about unauthorized disclosure, theft, or other data breaches.
            

            
         

         
         	
            Organizations subject to the Australian Privacy of Act 1988 must report all data breaches
               that may result in serious harm to one or more individuals when remedial action is
               unlikely to address the risk.
            

            
         

         
      

      
      Depending on the location and circumstances, violations of data breach notification
         requirements are subject to fines and civil litigation.[67]   Penalties may be assessed per breach, per violation, per data subject affected,
         or according to some other measure. Well-known organizations have incurred multimillion-dollar
         fines.[68]   In some states, organizations involved in data breaches may be subject to injunctions
         that could restrain their business operations, resulting in a loss of revenue. Criminal
         prosecution is also possible. Equally important, ineffective data breach notification
         can cause significant reputational damage that will impact future business and, for
         publicly traded companies, shareholder value.[69]   
      

      
      Vulnerability Assessment

      
      According to the Privacy Rights Clearinghouse, a not-for-profit organization that
         tracks and analyzes data protection issues, over nine thousand data breaches involving
         over 10 billion records have been publicly reported since 2005.[70]   A 2018 survey conducted for Experian Data Breach Resolution by Ponemon Institute,
         an information technology and data protection research firm, found that only 36 percent
         of businesses are prepared to respond to a data breach.[71]   The following vulnerabilities can impede compliance with data breach notification
         requirements:
      

      
      
         	
            
            An organization’s top management and key stakeholders may not fully understand the
               importance of data breach notification and may not be willing to commit the resources
               necessary for a fully compliant response that will avoid sanctions and minimize reputational
               damage.
            

            
         

         
         	
            Data breach laws and regulations apply to specific political jurisdictions. An organization
               may not be aware of data breach notification requirements in every country, state,
               province, or territory where it operates. An organization’s compliance officer or
               legal department is typically responsible for identifying laws and regulations that
               affect specific business operations, but some organizations do not have in-house compliance
               expertise. Even for those that do, laws and regulations that mandate data breach notifications
               are subject to periodic modification, which makes it difficult to keep informed about
               the latest requirements.
            

            
         

         
         	
            An organization may not correctly interpret data breach notification requirements.
               Some notification laws and regulations are subject to exceptions and exclusions that
               require expert interpretation and legal advice. Amendments may broaden the scope of
               notification requirements, alter the timeframe for response, or make other changes
               that impose new mandates or add complexity and confusion. 
            

            
         

         
         	
            Globally, data breaches are increasingly frequent, but for any given organization,
               they are rare occurrences. When a breach occurs, most organizations are unable to
               draw on previous experience with notification requirements. 
            

            
         

         
         	
            Laws and regulations typically mandate notification soon after a data breach is detected—a
               few days after detection in some cases—but an organization that has not previously
               experienced a data breach may not have a systematic process in place for compliance
               within the required timeframe in all political jurisdictions where a breach may occur.
               
            

            
         

         
         	
            As previously discussed in chapter 3, malicious actors pose significant, widespread,
               and unpredictable threats to information. Many data breaches begin with unauthorized
               access to an organization’s computer systems. Passwords and other digital identifiers
               are supposed to prevent unauthorized access to computer applications that store electronic
               information, but malware can defeat these protective mechanisms. 
            

            
         

         
      

      
      Risk Response

      
      Noncompliance with data breach notification laws will have significant adverse consequences.
         Fines and other civil penalties can be substantial, reputational damage is likely,
         and criminal prosecution is possible for some offenses. Risk avoidance and risk transfer
         are possible in some situations. Risk acceptance based on a conscious business decision
         not to comply fully with notification mandates is not an advisable mitigation strategy.
         
      

      
      Data breach notification requirements are not negotiable. Risk of noncompliance is
         only avoidable if an investigation determines that a given data breach is outside
         the scope of notification mandates. Some laws and regulations exclude smaller organizations
         and waive notification requirements where a reasonable investigation determines that
         a data breach caused no harm to data subjects—if the data breach involved personal
         information that is encrypted, redacted, or otherwise unusable or unreadable, for
         example.[72]   Some laws and regulations include a “good faith” exception for unintentional disclosure
         of personal information to an employee or agent of an organization where the disclosure
         does not result in unauthorized use, disclosure, or retention of the information.
         
      

      
      Some insurance companies offer data breach policies that cover data breach notification
         costs within specified policy limits. A given policy may also cover the cost to retain
         security experts to investigate the breach, public relations consultants to address
         reputational damage following data breach notification, and call center teams to handle
         customer questions following data breach notification. Some policies provide coverage
         for civil litigation resulting from a data breach. As a mitigation option, data breach
         insurance is limited to costs associated with the notification process. It does not
         cover fines, penalties, or other sanctions that may result from noncompliance with
         breach notification requirements.
      

      
      Implemented alone or as an adjunct to insurance coverage, the following actions can
         limit the risk of noncompliance with data breach notification requirements:
      

      
      
         	
            
            An organization’s top management and key stakeholders must be committed to compliance
               with data protection laws in general and data breach notification requirements in
               particular. They must understand the importance, purpose, and scope of notification
               requirements and authorize the necessary resources.
            

            
         

         
         	
            Ignorance of or confusion about breach notification requirements is not an acceptable
               defense for noncompliance. A qualified organizational unit must be responsible for
               identifying, analyzing, and interpreting statutory obligations, including any amendments
               and supplemental guidance documents, that specify, clarify, or interpret data breach
               notification requirements. This must be done for all national and subnational jurisdictions
               where an organization operates. If necessary, external compliance specialists should
               be hired to supplement internal expertise.
            

            
         

         
         	
            Data breach notification must be a managed initiative. A qualified employee at an
               appropriate level of authority must be responsible for planning, organizing, executing,
               controlling, and monitoring the notification process, including any investigations
               and risk assessments that determine whether a given breach causes sufficient harm
               to warrant notification. The responsible employee must be familiar with the type of
               information involved in a given breach, the business activities and operations to
               which the breach relates, and the risks that the breach poses. 
            

            
         

         
         	
            The employee responsible for breach notification should form a response team with
               appropriate experience and expertise. Legal, compliance, security, public relations,
               information technology, records management, and other departmental stakeholders must
               be involved. The project team will determine the staffing, technology support, consulting
               expertise, and other resources needed to fulfill the notification mandate within the
               required timeframe and will oversee the process through completion.
            

            
         

         
         	
            To ensure compliance and achieve a manageable focus, a breach notification’s scope
               and content must be clearly defined. The data subjects and regulatory authorities
               to be notified, the timeframe for response, and the notification method(s) must be
               determined. Notifications to data subjects must clearly explain the nature of the
               breach and the corrective actions or other steps that organization will take to mitigate
               the adverse impact. If media notification is required, public relations staff or crisis
               communication consultants should be involved.[73]  
            

            
         

         
         	
            Staff assigned to a breach notification initiative must be trained to perform the
               work correctly and completely. Written operating procedures must be prepared. Staff
               should be given a due-diligence checklist or similar quality-control mechanism to
               ensure that all notification-related tasks have been properly completed. 
            

            
         

         
      

      
      Summary of Major Points

      
      
         	
            
            Information is useless if it cannot be retrieved when needed. Retrieval failure can
               have adverse consequences for an organization’s efficiency and effectiveness. It wastes
               time and effort, can disrupt information-dependent business operations, and may require
               costly reconstruction of information. Where data or documents are subject to discovery
               orders for litigation or government investigations, retrieval failure exposes an organization
               to fines, penalties, or other sanctions.
            

            
         

         
         	
            Metadata mining is the process of searching through and analyzing metadata to obtain
               additional information from a digital document or other information resource. Inadvertent
               exposure of metadata can have a negative impact on anyone who distributes word-processing
               files, spreadsheets, digital photographs, or other electronic information to others.
               In litigation, metadata mining can give an opposing party unintended access to potentially
               problematic information that might otherwise be unobtainable. 
            

            
         

         
         	
            Many countries have laws and regulations that mandate the disclosure of information
               maintained by government agencies, companies, and not-for-profit organizations. Noncompliance
               with mandatory disclosure requirements exposes an organization to fines, penalties,
               civil litigation, and criminal prosecution. 
            

            
         

         
         	
            Many countries have laws and regulations that prohibit disclosure of nonpublic information
               unless appropriate authorization is obtained or other conditions apply. Violations
               expose an organization to fines, penalties, civil litigation, and criminal prosecution.
               The most punitive sanctions involve unauthorized disclosure of personal information
               that is protected by data protection and privacy laws.
            

            
         

         
         	
            Many countries have laws or regulations that prohibit or restrict cross-border data
               transfer in specific circumstances. Most data protection laws prohibit transfer of
               personal information to countries that lack an adequate level of protection. Some
               countries have blocking statutes that prohibit the cross-border transfer of specific
               types of information for litigation or investigative purposes. 
            

            
         

         
         	
            When a data breach involving personal information occurs, an increasing number of
               laws and regulations mandate formal notification to regulatory authorities and the
               affected data subjects. Violations of data breach notification requirements are subject
               to fines and civil litigation.
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                  et seq.), the most comprehensive and broadly applicable state law that protects consumer
                  information, allows California residents to prohibit sale of their personal information
                  to third parties. It applies to any for-profit entity that does business in California
                  if their annual revenues or data collection activities exceed specified limits.
               

            

         

         
            43. The Family Educational Rights and Privacy Act (20 U.S.C. § 1232g) prohibits unauthorized
                  disclosure of information about students. It requires written permission from students
                  or parents of minor students to release information from educational records to a
                  third party subject to exceptions specified in 34 C.F.R. § 99.31. This disclosure
                  restriction applies to elementary, secondary, and post-secondary educational institutions
                  and agencies that receive funds from any program administered by the U.S. Department
                  of Education. The restriction is limited to information derived from educational records
                  as defined in the law itself and in 34 C.F.R. § 99.3. Such records may be maintained
                  by an educational institution or by an external party, such as cloud-based service
                  provider, on the educational institution’s behalf. Disclosure restrictions do not
                  apply to student information that a school employee may obtain through personal knowledge,
                  observation, or other means. For a summary of FERPA’s major provisions, see J. Feder,
                  The Family Educational Rights and Privacy Act (FERPA): A Legal Overview (Washington, DC: Congressional Research Service, 2013), www.higheredcompliance.org/wp-content/uploads/2018/10/CRS_FERPAOverview_2013_11_19.pdf.
                  Similar disclosure requirements are specified in the Individuals with Disabilities
                  Education Act (20 U.S.C. §§ 1401 et seq.). See K. Surprenant et al., IDEA and FERPA Confidentiality Provisions (Washington, DC: U.S. Department of Education, 2014), www2.ed.gov/policy/gen/guid/ptac/pdf/idea-ferpa.pdf.
               

            

         

         
            44. The American Library Association provides links to state laws related to privacy and
                  confidential library records. www.ala.org/advocacy/privacy/statelaws. In New York
                  State, for example, personal information about library users is considered confidential
                  and can only be disclosed to the extent necessary for library operations, with consent
                  of the data subject, or pursuant to a court order or statute. As specified in NY C.P.L.R.
                  § 4509, confidentiality extends to information related to circulation of library materials,
                  computer database searches, interlibrary loan transactions, reference inquiries, requests
                  for photocopies of library materials, title reserve requests, and use of audiovisual
                  materials, films, or sound recordings.
               

            

         

         
            45. The Video Privacy Protection Act (18 U.S.C. § 2710) was passed in 1988 after the Washington City Paper, an alternative weekly newspaper, published the video rental records of Judge Robert
                  Bork, a Supreme Court nominee. The newspaper obtained the information from a video
                  rental store. The original law prohibited the disclosure of video rental information
                  outside of the ordinary course of business unless written consent was obtained from
                  the data subject at the time of each disclosure. Subsequent amendments, which were
                  supported by Netflix and other entertainment companies, allow disclosure if the data
                  subject provides a blanket written consent. The same provisions apply to video streaming
                  services. 
               

            

         

         
            46. Generally, courts decide what information about their proceedings will be available
                  to the public. The National Center for State Courts has compiled a list of laws relating
                  to privacy and public access to court records. www.ncsc.org/topics/access-and-fairness/privacy-public-access-to-court-records/state-links.aspx.
                  Examples of the many publications that discuss privacy issues related to court records
                  include D. Ardia, “Privacy and Court Records: Online Access and the Loss of Practical
                  Obscurity,” Illinois Law Review 2017, no. 5 (2017): 1387–454, https://pdfs.semanticscholar.org/55c3/1dd28827bfaeb98efabaf345bd5a7a14cc6b.pdf;
                  L. Sudbeck, “Placing Court Records Online: Balancing the Public and Private Interests,”
                  Justice System Journal 27, no. 3 (2006): 268–85, https://cdm16501.contentdm.oclc.org/digital/collection/tech/id/356;
                  A. Conley and A. Datta, “Sustaining Privacy and Open Justice in the Transition to
                  Online Court Records: A Multidisciplinary Inquiry,” Maryland Law Review 71, no. 3, 772–847, https://digitalcommons.law.umaryland.edu/cgi/viewcontent.cgi?article=3504&context=mlr;
                  and P. Winn, “Online Court Records: Balancing Judicial Accountability and Privacy
                  in an Age of Electronic Information,” Washington Law Review 79, no. 1 (2004): 307–321, https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2155282.
                  
               

            

         

         
            47. The Driver’s Privacy Protection Act (18 U.S.C. § 2721) prohibits the disclosure of
                  personal information contained in motor vehicle records maintained by state governments
                  without the consent of the data subject, subject to exceptions. Personal information
                  covered by the restriction includes the individual’s name, address, driver identification
                  number, telephone number, medical or disability information, social security number,
                  and photograph.
               

            

         

         
            48. The Children’s Online Privacy Protection Rule (16 C.F.R. § 312) requires parental
                  consent prior to disclosure of personal information about children under thirteen
                  years of age. See J. Warmund, “Can COPPA Work? An Analysis of the Parental Consent
                  Measures in the Children’s Online Privacy Protection Act,” Fordham Intellectual Property, Media and Entertainment Law Journal 11, no. 1 (2000): 189–216, https://ir.lawnet.fordham.edu/cgi/viewcontent.cgi?referer=www.google.com/&httpsredir=1&article=1212&context=iplj;
                  M. Hersh, “Is COPPA a Cop Out? The Child Online Privacy Protection Act as Proof That
                  Parents, Not Government, Should Be Protecting Children’s Interests on the Internet,”
                  Fordham Urban Law Journal 28, no. 6 (2001): 1831–78, https://ir.lawnet.fordham.edu/cgi/viewcontent.cgi?referer=www.google.com/&httpsredir=1&article=2058&context=ulj;
                  D. Boyd et al., “How the COPPA, as Implemented, Is Misinterpreted by the Public: A
                  Research Perspective,” OSF Preprints, January 5, 2017, https://doi.org/10.31219/osf.io/yrcxk.
               

            

         

         
            49. Under the Electronic Communications Privacy Act of 1986 (18 U.S.C. §§ 2701 et seq.),
                  telecommunication service providers must not intentionally divulge the contents of
                  any communications they transmit unless the originator or addressee consent to the
                  disclosure or certain other conditions apply. For a discussion of the law, see D.
                  Mulligan, “Reasonable Expectations in Electronic Communications: A Critical Perspective
                  on the Electronic Communications Privacy Act,” George Washington Law Review 72, no. 6 (2004): 1557–98, https://scholarship.law.berkeley.edu/cgi/viewcontent.cgi?referer=www.google.com/&httpsredir=1&article=3131&context=facpubs,
                  and O. Kerr, “The Next Generation Communications Privacy Act,” University of Pennsylvania Law Review 162, no. 2 (2014): 373–419, www.jstor.org/stable/24247892.
               

            

         

         
            50. PIPEDA applies to associations, charities, religious groups, advocacy groups, and
                  other not-for-profit organizations to the extent that they engage in commercial activities,
                  such as the sale of membership lists or donor lists. Some Canadian provinces have
                  substantially similar data protection laws take precedence over PIPEDA for disclosure
                  of personal information within their jurisdiction. PIPEDA is the regulatory authority
                  for personal information that flows out of the province or territory to which a given
                  law applies. See L. Austin, “Reviewing PIPEDA: Control, Privacy and the Limits of
                  Fair Information Practices,” Canadian Business Law Journal 44, no. 1 (2006): 21–53, https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1169162.
               

            

         

         
            51. The exceptions permit disclosure of personal information to collect a debt, to comply
                  with a court order, to respond to a request by a government institution that is authorized
                  to obtain the information in relation to national security or legal matters, or to
                  communicate with the data subject’s next of kin, authorized representative, or other
                  person in the event of an emergency. Disclosure restrictions do not apply to information
                  that is produced by a data subject in the course of employment and that is consistent
                  with the purpose for which the information was produced; information that is contained
                  in a witness statement that is necessary for an insurance claim; information that
                  is used for statistical or scholarly purposes, provided that confidentiality is assured
                  and the data subject’s consent cannot be obtained; information that is publicly available;
                  or information that was created more than one hundred years ago or twenty years after
                  the death of the data subject.
               

            

         

         
            52. Examples of state and territorial data protection laws include the Privacy and Personal
                  Information Protection Act 1998 (New South Wales), Information Privacy Act 2009 (Queensland),
                  Privacy and Data Protection Act 2014 (Victoria), Information Privacy Act 2014 (Australian
                  Capital Territory), Information Act 2002 (Northern Territory), and Personal Information
                  Protection Act 2004 (Tasmania). B. Srinivas, A Concise Guide to Various Australian Laws Related to Privacy and Cybersecurity Domains (Bethesda, MD: SANS Institute, 2015), www.sans.org/reading-room/whitepapers/legal/concise-guide-australian-laws-related-privacy-cybersecurity-domains-36072;
                  Privacy Guide: A Guide to Compliance with Privacy Laws in Australia (Melbourne: Justice Connect, 2017), www.nfplaw.org.au/sites/default/files/media/Privacy_Guide_Cth.pdf.
               

            

         

         
            53. See R. Hazell, “Freedom of Information in Australia, Canada and New Zealand,” Public Administration 67, no. 2 (1989): 189–210, https://doi.org/10.1111/j.1467-9299.1989.tb00721.x; E.
                  Rose, “An Examination of the Concern for Information Privacy in the New Zealand Regulatory
                  Context,” Information & Management 43, no. 3 (2006): 322–35, https://doi.org/10.1016/j.im.2005.08.002.
               

            

         

         
            54. 18 U.S.C. § 798 prohibits disclosure of classified information in any manner that
                  imperils national security. According to 18 U.S.C. § 842, it is a federal crime to
                  disclose any information pertaining to the manufacture or use of explosive, destructive
                  devices in connection with a violent crime.
               

            

         

         
            55. Most countries have laws or legal precedents that recognize some form of attorney-client
                  privilege for legal advice. Subject to some exceptions, attorneys cannot disclose
                  any confidential communications related to representation of a current or former client
                  without the client’s informed consent. In limited circumstances, accountants, tax
                  practitioners, and actuaries may be prohibited from voluntarily disclosing a client’s
                  financial or tax-related information without the client’s permission, subject to certain
                  exceptions. In the United States, the Uniform Arbitration Act, which has been enacted
                  by many states, allows an arbitrator to issue a protective order prohibiting the disclosure
                  of specific information.
               

            

         

         
            56. See, for example, 12 C.F.R. 4.37, which prohibits disclosure of reports of examinations,
                  supervisory correspondence, investigatory records, or other nonpublic information
                  created, compiled, or issued by the Office of the Comptroller of the Currency.
               

            

         

         
            57. To balance privacy mandates with the interests of archivists, historians, and biographers,
                  some data protection laws limit the period of protection for personal information.
                  The GDPR, for example, does not apply to the personal information of deceased data
                  subjects, although EU member states may have national laws that extend protection
                  to deceased persons. In Denmark, for example, the GDPR prohibition on unauthorized
                  disclosure of personal information lasts for ten years after the death of the data
                  subject. In Italy, GDPR protection can be extended by an agent acting in the interest
                  of a deceased person or where warranted by family considerations. In the United States,
                  the HIPAA privacy rule prohibits unauthorized release of health information for fifty
                  years after the death of the data subject. In Canada, PIPEDA does not apply to personal
                  information that was created more than one hundred years ago or twenty years after
                  the death of the data subject. Most data protection laws permit anonymization or pseudonymization
                  of personal information of protected data subjects for research purposes. For a discussion
                  of the impact of data protection laws on archival practice, see L. Iacovino and M.
                  Todd, “The Long-Term Preservation of Identifiable Personal Data: A Comparative Archival
                  Perspective on Privacy Regulatory Models in the European Union, Australia, Canada,
                  and the United States,” Archival Science 7, no. 1 (2007): 107–27, https://link.springer.com/article/10.1007/s10502-007-9055-5;
                  P. Henttonen, “Privacy as an Archival Problem and a Solution,” Archival Science 17, no. 3 (2017): 285–303, https://link.springer.com/article/10.1007/s10502-017-9277-0;
                  L. Corti et al., “Confidentiality and Informed Consent: Issues for Consideration in
                  the Preservation of and Provision of Access to Qualitative Data Archives,” Forum: Qualitative Social Research 1, no. 3 (2000): art. 7, http://dx.doi.org/10.17169/fqs-1.3.1024.
               

            

         

         
            58. For a discussion of data breach insurance and related types of coverage, see A. Moss
                  and J. Deni, “A User’s Guide to Data Breach Insurance Coverage,” Risk Management 65, no. 3 (2018): 48–51, www.rmmagazine.com/2018/04/02/a-users-guide-to-data-breach-insurance-coverage;
                  M. Eling and W. Schnell, “What Do We Know about Cyber Risk and Cyber Risk Insurance?”
                  Journal of Risk Finance 17, no. 5 (2016): 474–91, https://doi.org/10.1108/JRF-09-2016-0122; B. Nieuwesteeg
                  et al., “The Law and Economics of Cyber Insurance Contracts: A Case Study,” European Review of Private Law 26, no. 3 (2018): 371–420, http://kluwerlawonline.com/abstract.php?area=Journals&id=ERPL2018027.
               

            

         

         
            59. For an overview of cross-border data transfer, see M. Ferracane, Restrictions on Cross-Border Data Flows: A Taxonomy, ECIPE Working Paper No. 1 (Brussels: European Center for International Political Economy,
                  November 18, 2017), https://ecipe.org/publications/restrictions-to-cross-border-data-flows-a-taxonomy. Restrictions on cross-border transfer of information are separate and distinct from
                  laws and regulations that prohibit the transfer of specific information to foreign
                  nationals who may be resident in the country where the information originates. In
                  the United States, for example, the Arms Export Control Act (22 U.S.C. §§ 2751 et
                  seq.) and the Export Administration Act (50 U.S.C. §§ 2401 et seq.) prohibit dissemination
                  of certain technical data to a foreign national or an agent of a foreign national
                  who is located in the United States. Violations are punishable by fines and imprisonment.
               

            

         

         
            60. Possibilities include international transfer agreements between the European Commission
                  or EU member states and public authorities in non-EU countries; binding corporate
                  rules that comply with GDPR requirements and provide mechanisms for ensuring compliance;
                  codes of conduct that include enforceable commitments to protect personal information;
                  certifications; and model or ad hoc clauses approved by the European Commission. As
                  its name implies, the EU-U.S. Privacy Shield Framework provides a mechanism for transfer
                  of personal information from EU member states to the United States, which does not
                  have a national data protection law. Participating US companies must certify their
                  adherence to GDPR-compliant data protection principles issued by the U.S. Department
                  of Commerce. Compliance is enforced by the Federal Trade Commission and other regulatory
                  bodies. The Privacy Shield Framework also limits access to transferred information
                  by law enforcement and national security agencies in the United States. The Swiss-U.S.
                  Privacy Shield Framework provides a comparable mechanism for transfer of personal
                  information from Switzerland to the United States. For a discussion of these transfer
                  arrangements, see D. Bender and L. Ponemon, “Binding Corporate Rules for Cross-Border
                  Data Transfer,” Rutgers Journal of Law & Urban Policy 3, no. 1 (2006): 154–62, https://heinonline.org/HOL/LandingPage?handle=hein.journals/rutjulp3&div=16&id=&page=;
                  M. Burri, “The Governance of Data and Data Flow in Trade Agreements: The Pitfalls
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                  M. Wugmeister et al., “Global Solution for Cross-Border Data Transfers: Making the
                  Case for Corporate Privacy Rules,” Georgetown Journal of International Law 38, no. 2 (2006): 449–98, http://media.mofo.com/docs/pdf/0801CrossBorder.PDF; L. Kong,
                  “Data Protection and Transborder Data Flow in the European Context,” European Journal of International Law 21, no. 2 (2010): 441–56, https://doi.org/10.1093/ejil/chq025; M. Weiss and K. Archick,
                  U.S.-EU Data Privacy: From Safe Harbor to Privacy Shield (Washington, DC: Congressional Research Service, 2016), https://epic.org/crs/R44257.pdf;
                  W. Voss, “European Union Data Privacy Law Reform: General Data Protection Regulation,
                  Privacy Shield, and the Right to Delisting,” Business Lawyer 72, no. 1 (2016): 221–33, www.researchgate.net/publication/312093729_European_Union_Data_Privacy_Law_Reform_General_Data_Protection_Regulation_Privacy_Shield_and_the_Right_to_Delisting.
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                  Foreign Extraterritorial Measures Act. Publications that provide background information
                  about blocking statutes include K. Alexander, Economic Sanctions (London: Palgrave MacMillan, 2009), esp. 224–57, https://link.springer.com/chapter/10.1057/9780230227286_9;
                  K. Nakata, “The SEC and Foreign Blocking Statutes: Need for a Balanced Approach,”
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                  and V. Curran, “United States Discovery and Foreign Blocking Statutes,” Louisiana Law Review 76, no. 4 (2016): 1142–49; https://digitalcommons.law.lsu.edu/cgi/viewcontent.cgi?article=6583&context=lalrev.
               

            

         

         
            62. These laws were originally designed to counteract the extraterritorial reach of American
                  antitrust legislation, but they also impede discovery of information for litigation
                  initiated in other Canadian provinces. See R. Wisner, “Uniformity, Diversity and Provincial
                  Extraterritoriality: Hunt v. T&N plc,” McGill Law Journal 40, no. 3 (1995): 759–79, www.canlii.org/t/2bj9.
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                  involve information in any format. A study of data breach reports from 2009 to 2016
                  found that the most common type of data breaches in US hospitals involved paper records
                  and photographic films. M. Gabriel et al., “Data Breach Locations, Types, and Associated
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            66. As required by the Health Information Technology for Economic and Clinical Health
                  (HITECH) Act (42 U.S.C. 139w-4(0)(2)), the Department of Health and Human Services
                  posts a list of data breaches that were reported by health care providers, health
                  plans, and health care clearinghouses within the preceding twenty-four months and
                  are currently under investigation by the Office for Civil Rights as well as older
                  breach reports. The listed incidents include unauthorized disclosure, theft, hacking,
                  or other incidents involving paper, photographic, and unencrypted electronic records.
                  See https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf. 
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      Chapter 6

      Ownership of Information

      
         
         
         
         
      
 
      
      Broadly defined, ownership is the legal right to possession of property, which is itself broadly defined as
         something that belongs to someone.[1]   Property may be tangible or intangible. Information has both properties. It can
         be memorized or shared verbally without any tangible manifestation, but it has a physical
         existence and can become someone’s property when it is recorded on paper, photographic,
         or electronic media. This chapter identifies and discusses the following threats to
         ownership of recorded information:
      

      
      
         	
            
            challenges to and infringement of an organization’s intellectual property rights;

            
         

         
         	
            the impact of the work-for-hire doctrine on ownership of information;

            
         

         
         	
            loss of ownership of trade secrets through disclosure; and

            
         

         
         	
            data portability laws and regulations that give data subjects certain ownership rights
               to personal information about them.
            

            
         

         
      

      
      

      
      These threats and their associated vulnerabilities and consequences apply to recorded
         information in all formats and media, including databases, digital documents, paper
         records, photographs, and social media content. As discussed in the following sections,
         threats to ownership of information have a high likelihood of occurrence, but their
         adverse effects can be prevented, limited, or, in some cases, transferred.
      

      
      Intellectual Property Rights

      
      Intellectual property is the product of original thought. The World Intellectual Property
         Organization (WIPO)—a self-funding agency of the United Nations that serves as a global
         forum for intellectual property policies, services, information, and cooperation—defines
         intellectual property as the result of “intellectual activity in the industrial, scientific, literary and
         artistic fields.”[2]   Intellectual property rights are rules and privileges that govern the ownership
         and exploitation of an organization’s intellectual property. As a variant form of
         private property rights, intellectual property rights have the dual purpose of encouraging
         writing, research, invention, artistic expression, and other activities that create
         information while allowing the information’s owner to control and profit from it.
         A creator’s right to benefit from ownership of intellectual property is affirmed in
         Article 27 of the Universal Declaration of Human Rights, which was issued by the United
         Nations General Assembly in 1948.[3]   While original thought, the basis for intellectual property, is intangible, intellectual
         property rights protect their tangible manifestations.[4]  
      

      
      The World Intellectual Property Organization divides intellectual property rights
         into two categories: (1) copyright, which gives the creator of a work the exclusive
         right to reproduce, publish, perform, translate, or adapt it,[5]   and (2) rights that protect industrial property.[6]   The latter includes patents, which grant an exclusive right to commercialize an
         invention; trademarks and trade names, which distinctively identify an organization
         and its products or services; industrial designs, which pertain to the aesthetic or
         ornamental aspects of a product, handicraft, or other item; and geographical indications,
         which distinctively identify products that originate in a specific location.[7]   
      

      
      To serve the public’s interest in the availability of information, intellectual property
         rights are limited in scope and duration. According to the territoriality principle,
         intellectual property rights are only protected by law in the country or region where
         they have been granted.[8]   Intellectual property laws are strongest in countries with well-developed economies
         and a long history of innovation. Certain countries have weak or nonexistent intellectual
         property protection.[9]  
      

      
      Intellectual property rights are also time-limited. The period of protection for specific
         types of intellectual property varies from country to country. The copyright period
         for most works ranges from fifty to one hundred years after the death of the author.
         For works of corporate, anonymous, or pseudonymous authorship, the copyright period
         ranges from fifty to seventy-five years from the date of publication or creation in
         most countries.[10]   Protection periods for industrial property are shorter. In most countries, the
         protection period for patents is twenty years from the date a patent application for
         a given invention was filed, although some countries provide shorter terms of protection
         for certain types of inventions.[11]   Protection periods for industrial designs range from fifteen to twenty-five years
         from the date of the award. Geographical indications are usually protected for a ten-year
         period, which can be renewed indefinitely. In most countries, trademarks are protected
         for a five-year period, which can be renewed indefinitely.
      

      
      An organization’s ownership of intellectual property rights may be threatened by challenges
         or unauthorized use by competitors, collaborators, or other parties:
      

      
      
         	
            
            A patent or industrial design application may be challenged by someone who claims
               to be the actual inventor or a co-inventor. 
            

            
         

         
         	
            The patentability of an invention might be disputed because the invention is not sufficiently
               novel when compared to similar products that are already in existence or not sufficiently
               useful for its intended purpose to qualify for a patent award. The disputing party
               may allege fraud in a patent application, such as failure to disclose the existence
               of inventions with comparable characteristics, incorrect claims, or other intentional
               misrepresentation. These issues can be raised while a patent application is being
               evaluated or, more problematically, after a patent has been issued.[12]   Even if a disputed patent is not invalidated, it may be limited in a way that diminishes
               its value. 
            

            
         

         
         	
            Copyright challenges are less common than patent disputes because copyright protection
               takes effect automatically and immediately when original information is fixed (recorded)
               in tangible form on paper, photographic, or electronic media.[13]   Formal registration is not necessary for copyright protection. Copyright registration
               is not supported in many countries, and it is voluntary in others. National copyright
               offices, where they exist at all, merely record copyright claims. They do not evaluate
               copyright applications.[14]   
            

            
         

         
         	
            Originality is a requirement for copyrightability. The copyright registration process
               does not question the originality of a work submitted for registration, but the originality
               and copyrightability of the work may be challenged in court by someone who claims
               authorship of the work or incorporation of content from a previously copyrighted work.
               
            

            
         

         
         	
            Infringement is a violation of an organization’s intellectual property rights. Copyright
               infringement is the reproduction, publication, adaptation, translation, or performance
               of a work protected by copyright without the permission of the copyright owner, who
               may be the work’s creator or another person or organization to which the copyright
               has been assigned. Patent infringement is the unauthorized production, sale, distribution,
               or other use of a patented invention for commercial purposes while patent protection
               is in effect. Design infringement involves a comparable violation involving the visual
               appearance of a protected industrial design. The more general and broadly useful the
               scope of a patent or industrial design, the greater the number of potential infringers.[15]  
            

            
         

         
         	
            Cloud computing poses challenges for control of an organization’s intellectual property.
               A cloud service provides online access to computer resources for processing, retrieval,
               publication, distribution, retention, or other use of digital content, which is stored
               on servers operated by the cloud service provider.[16]   Depending on the services offered, customers can upload data, documents, images,
               or other content to a cloud platform for storage, retrieval, or distribution.[17]   Alternatively, applications implemented on a cloud platform may be used to create
               digital content.[18]   Ownership rights to cloud content are determined by intellectual property laws
               and contract provisions.[19]   Cloud service providers disavow ownership of digital content that is uploaded to
               their computing platforms or created by customers using their online applications,
               but their terms of service may authorize certain actions that are customarily associated
               with ownership.[20]   All cloud providers require customers to grant them a license to host, store, use,
               and reproduce their intellectual property for purposes of providing services, which
               are rarely specified in detail. Some cloud service providers also require a worldwide
               license that allows them to modify, publish, or create derivative works, such as translations
               and adaptations, from a customer’s intellectual property. In some cases, the license
               to use the customer’s intellectual property remains in effect after the customer stops
               using the cloud service.[21]  
            

            
         

         
         	
            A cloud service provider can delete or deny an organization access to its own intellectual
               property when an account is delinquent, when a customer is suspected of infringing
               or misappropriating another organization’s intellectual property, or for any other
               breach of the provider’s terms of service.[22]   If a cloud service provider ceases operation, customers will have an opportunity
               to download their intellectual property or transfer it to another cloud service, assuming
               they are given prior notice of the provider’s closure, but some providers have closed
               down with very short notice to customers.[23]   In that case, an organization’s intellectual property may be temporarily or permanently
               inaccessible.
            

            
         

         
         	
            The largest cloud service providers operate global networks of data centers. In most
               cases, the cloud service provider determines the storage location for customer content,
               which may be in a foreign country. Storage in a foreign country may expose an organization’s
               content to intellectual property laws that differ from those in the country where
               the content originated. In the worst case, cloud content may be stored in a country
               where intellectual property protection is weak or absent.   Storage in a foreign country
               may also violate laws and regulations that require in-country retention, or prohibit
               cross-border transfer of specific information, as discussed in the preceding chapter.
            

            
         

         
      

      
      Failure to address these threats can have damaging consequences for ownership of intellectual
         property. Governments grant intellectual property rights that apply in specific political
         jurisdictions, but owners of intellectual property are responsible for enforcing their
         rights.[24]   Successful challenges to an organization’s ownership of intellectual property can
         result in invalidation or revocation of patent awards and copyright registrations.
         Legal action is often necessary to protect and enforce intellectual property rights,
         but civil litigation, arbitration, mediation, or other legal proceedings can be time-consuming
         and costly, especially in complicated cases that involve multiple infringements or
         foreign political jurisdictions. According to a 2009 survey commissioned by the American
         Intellectual Property Law Association, average litigation costs for patent infringement
         cases in the United States exceeded $3 million where the amount in dispute was less
         than $25 million and approached $6 million where the amount in dispute exceeded $25
         million.[25]   
      

      
      From an accounting perspective, intellectual property rights protect intangible assets
         with anticipated benefits.[26]   Any threats to those rights can degrade an organization’s financial performance,
         damage its reputation, and harm its competitive position. For some organizations,
         intellectual property is more valuable than real property, physical plant, and equipment,
         the principal forms of tangible property.[27]   In for-profit entities, invalidation or revocation of intellectual property rights
         can have a negative impact on a company’s market valuation. Challenges and infringement
         of intellectual property rights are likely to be closely scrutinized when an organization
         seeks collateral-based financing, during negotiations for joint ventures and strategic
         alliances, and as part of due diligence for mergers and acquisitions. Failure to protect
         and enforce intellectual property rights can also affect an organization’s business
         relationships. If an organization is unable to protect its own copyrights, patents,
         and industrial designs, its business partners, suppliers, and other collaborators
         may be unwilling to grant them licenses to use their intellectual property. 
      

      
      Vulnerability Assessment

      
      According to a 2019 global survey of over 2,300 organizations, 81 percent of respondents
         identified intellectual property issues as among the ten most important risks their
         organizations must address; 28 percent of respondents reported that their organizations
         had experienced a major infringement-related incident involving intellectual property
         within the past two years. Of those incidents, 69 percent involved challenges to the
         organizations’ intellectual property rights.[28]   
      

      
      Infringement of intellectual property rights is pervasive. While the number of infringement
         cases is relatively low in relation to the number of issued patents, copyrights, and
         industrial designs, it is nonetheless substantial. Since 2016, 3,500 to 4,500 patent-infringement
         cases have been filed annually in US district courts.[29]   A 2018 survey found that 37 percent of the software installed on personal computers
         worldwide is unlicensed. In some regions, unlicensed software exceeds 50 percent of
         installations.[30]   
      

      
      The following vulnerabilities increase an organization’s exposure to intellectual
         property threats discussed in the preceding section:
      

      
      
         	
            
            An organization may not have a comprehensive inventory or audit of the intellectual
               property it owns or an up-to-date review and assessment of its protection status.
            

            
         

         
         	
            The exposure period for threats to ownership of intellectual property is measured
               in decades. As previously discussed, copyright ownership is protected for a minimum
               of fifty years. Depending on authorship and the circumstances of creation, copyright
               protection for a given work can remain in effect for more than one hundred years.
               Patents are protected for twenty years from the date an application was filed and
               industrial designs for fifteen to twenty-five years. 
            

            
         

         
         	
            An organization must be familiar with legal requirements for protection and enforcement
               of intellectual property rights in every country where it does business or where the
               protected products may be used. It must also be aware of countries with inadequate
               intellectual property protection. Multinational and transnational entities with large
               portfolios of copyrights and industrial property will typically have in-house expertise
               supplemented by local external counsel to advise about these matters, but small to
               medium-size enterprises may not be aware of applicable intellectual property laws
               and regulations.
            

            
         

         
         	
            Competing companies may engage in research with similar outcomes; the greater the
               amount of innovation in a particular field, the greater the likelihood of competing
               patent claims. Research suggests that competing patent claims are likely to arise
               from inventors working in the same geographic area, the reason being that inventors
               benefit from the exchange of ideas in a given locality.[31]   
            

            
         

         
         	
            Infringement undermines the economic benefits of intellectual property rights, but
               it is difficult to detect. Owners of intellectual property can take legal action against
               infringement, but a comprehensive plan to detect infringers requires an impractical
               and unaffordable allocation of resources. Competitors’ product development, marketing,
               and distribution activities must be monitored. Products that might infringe a copyright,
               patent, or industrial design must be identified and closely scrutinized in every country
               where an organization’s intellectual property rights are protected, but evidence of
               infringement may be difficult to detect in some parts of the world. 
            

            
         

         
         	
            To detect patent infringement, competing products must be purchased and analyzed.
               Technical specifications, marketing materials, and product manuals must be examined.
               Reverse engineering of competing products may be required in some cases. Large corporations
               may be able to do this for key intellectual property in important countries, but systematic
               monitoring of intellectual property rights is beyond the capabilities of most small
               to medium-size organizations. In those organizations, infringements in a given country
               will be detected by chance, if they are detected at all.[32]   
            

            
         

         
         	
            In the United States, the fair use doctrine permits limited reproduction of copyrighted
               material for research, parody, commentary, criticism, and news reporting. A fair use
               determination based on the purpose and character of the use, the nature of the copyrighted
               work, the amount and substantiality of use, and the impact on the copyrighted work’s
               value as specified in 17 U.S.C. § 107.   Because these factors can be difficult to
               interpret, some instances of fair use verge on infringement.[33]   
            

            
         

         
         	
            While most organizations purchase insurance to protect their most valuable physical
               property, a smaller percentage have insurance coverage for their intellectual property.
            

            
         

         
         	
            An organization may not have fully considered the impact of a cloud service provider’s
               terms of service on ownership and control of its content. In particular, the license
               granted to a cloud service provider may give it broad permission to use a customer’s
               intellectual property for purposes that are described vaguely in the provider’s terms
               of service. 
            

            
         

         
      

      
      Risk Response

      
      Given variations in intellectual property laws and the difficulty of detecting infringement
         in every country where an organization’s intellectual property rights might be violated,
         some measure of risk acceptance may be necessary in specific situations. Some organizations
         focus their enforcement initiatives on those countries where their intellectual property
         is most likely to be infringed on or where effective legal mechanisms support enforcement
         actions. 
      

      
      An organization can avoid intellectual property risks associated with cloud computing
         by declining to use cloud services, but that may not be possible for essential computing
         applications that are only available in a cloud environment.[34]   Over the next several years, most organizations are likely to contract with cloud
         service providers for information storage, hosted computer applications, social media
         interactions, email management, and other purposes if they are not already doing so.
         Social media platforms, in particular, are an important component of many organizations’
         public relations and marketing strategies. Some measure of risk acceptance is consequently
         necessary where intellectual property is maintained on cloud platforms.
      

      
      Because they forfeit or reduce the economic benefits of intellectual property protection,
         copyright alternatives are not viable risk avoidance options for most organizations.
         In some countries, the creator of a work can expressly relinquish copyright protection
         or simply ignore infringements, effectively allowing the work to enter the public
         domain, which is the ultimate fate of copyrighted works when the period of protection
         elapses. Proponents argue that this will eliminate significant transaction costs and
         infringement associated with intellectual property rights, but they recognize the
         limitations of this approach.[35]   Open access, which is principally used for online publishing of scientific research
         and other scholarly work, eliminates most copyright restrictions along with subscription
         fees, site licenses, and pay-per-view charges.[36]   As a compromise between the all-rights-reserved approach of copyright protection
         and unrestricted public domain access, a Creative Commons license provides a range
         of copyright alternatives that allow the creator of a work to waive certain restrictions
         on reproduction, distribution, performance, and adaptation, subject to specified terms
         and conditions.[37]   The creator of a work might waive copyright restrictions for noncommercial use,
         for example, or waive copyright restrictions for all but derivative works. 
      

      
      Unlike copyright, intellectual property protection is not automatic for patents and
         industrial designs. To obtain protection, an invention or industrial design must be
         registered with national patent offices and evaluated by trained examiners. Public
         disclosure of the invention or design is an integral aspect of the application process.
         Infringement of a patent or industrial design can be avoided by keeping an invention
         or design a trade secret rather than filing an application for protection, but that
         approach might merely substitute misappropriation for infringement. Ownership risks
         associated with trade secrets are discussed elsewhere in this chapter.
      

      
      As noted above, infringement litigation can be expensive for both the owner and the
         alleged violator of intellectual property rights. Legal costs associated with enforcement
         of an organization’s intellectual property rights are excluded by most commercial
         general liability insurance policies. For transfer of ownership risks posed by infringement
         of intellectual property, abatement insurance, also known as enforcement insurance,
         will reimburse an organization’s legal expenses to enforce a copyright, patent, or
         other intellectual property right, subject to policy limits and deductibles.[38]   Intellectual property abatement insurance allows an owner of intellectual property
         to take aggressive action against infringement. Abatement coverage may also deter
         infringement by putting potential violators on notice that the owner of intellectual
         property intends to enforce its rights. If infringement litigation is initiated, the
         insured party’s claims for legal expenses will only be covered if an enforcement action
         is successful. Policy premiums depend on the amount and type of intellectual property
         involved. An owner of intellectual property may limit coverage to specific patents,
         copyrights, or industrial designs that are likely to be infringed.[39]   Some enforcement policies also provide coverage for loss of value resulting from
         legal claims against a patent, copyright, or other intellectual property. Depending
         on the policy, coverage may include representation that intellectual property rights
         involved in a merger or acquisition transaction are valid.
      

      
      A risk mitigation strategy can combine insurance coverage for high-value intellectual
         property with acceptance for copyrights, patents, and industrial designs that are
         less likely to be infringed. To limit risk through more effective management and control
         of its information assets, an organization should have a comprehensive, up-to-date
         inventory of its intellectual property rights.[40]   Sometimes described as an intellectual property catalog, the inventory serves as
         an authoritative reference source for essential information about each copyright,
         patent, industrial design, or other item in an organization’s portfolio of intellectual
         property. Information to be included in the inventory includes but is not necessarily
         limited to:
      

      
      
         	
            
            the type of intellectual property;

            
         

         
         	
            the responsible organizational unit;

            
         

         
         	
            the name of the author, inventor, or other creator;

            
         

         
         	
            co-ownership agreements;

            
         

         
         	
            the date the intellectual property was created or acquired;

            
         

         
         	
            the method by which the intellectual property rights were obtained (created in-house,
               acquired through a merger, or ordered through a work-for-hire arrangement, for example);
            

            
         

         
         	
            the current protection status;

            
         

         
         	
            the patent number, copyright registration number, or other unique identifier;

            
         

         
         	
            renewals, fee payments, or other actions necessary to maintain protection;

            
         

         
         	
            the countries where protection applies;

            
         

         
         	
            the starting and expiration dates for protection;

            
         

         
         	
            the business value of the property;

            
         

         
         	
            limitations on licensing, use, or distribution;

            
         

         
         	
            an assessment of the property’s vulnerability to infringement;

            
         

         
         	
            information about past or ongoing litigation; and

            
         

         
         	
            information about loans or other financial arrangement for which intellectual property
               serves as collateral. 
            

            
         

         
      

      
      An intellectual property inventory should be reviewed for correctness and completeness
         on a regular schedule or when events, such as changes in statutory or case law or
         an impending merger or acquisition, may impact the protection status, valuation, or
         other characteristics of an organization’s intellectual property.
      

      
      To further limit risk, an intellectual property audit can identify ownership issues
         and concerns that an organization needs to address.[41]   Depending on its objectives, the audit may provide a comprehensive review of an
         organization’s intellectual property rights or an in-depth assessment of specific
         copyrights or industrial property being evaluated for licensing, sale, transfer of
         rights, gaps in protection, or other purposes. In either case, an audit can assess
         the financial value of intellectual property and identify any risk exposure that must
         be addressed, including the risk of infringing another organization’s intellectual
         property rights. An organization’s intellectual property portfolio may be audited
         as part of due diligence for a merger, acquisition, joint venture, divestiture, bankruptcy
         filing, or business closure or for a financial transaction for which intellectual
         property will serve as collateral. 
      

      
      Work for Hire

      
      The work-for-hire doctrine is a provision of copyright law that addresses the ownership
         of information created by an organization’s employees or by others who perform work
         for the organization. As defined in 17 U.S.C. § 101, a “work made for hire” is a work
         prepared by an employee within the scope of his or her employment. Subject to express
         agreement by the parties involved, work for hire also denotes a work that is specially ordered or commissioned by an individual or
         group. To be considered a work for hire, a commissioned work must fall into one of
         the following categories: a contribution to a collective work, a part of a motion
         picture or other audiovisual work, a translation, a supplemental work, a compilation,
         an instructional text, a test, answer material for a test, or an atlas. Commissioned
         works are created by independent contractors rather than employees. In either case,
         the work-for-hire doctrine determines the ownership of information in the context
         of copyright law. 
      

      
      The work-for-hire doctrine is broadly applicable to any original information that
         is created by an organization’s employees or by others on behalf of the organization
         as explained below. Examples of original business information include databases that
         pertain to customers, patients, or students; strategic, analytical, and investigative
         reports; spreadsheets that contain financial and statistical calculations; media releases,
         press kits, brochures, and other promotional materials; transcripts of speeches and
         presentations; drawings and technical specifications for facilities or products; content
         that an organization posts on its public web site; and business forms and standard
         contracts developed by an organization.[42]   
      

      
      Under the work-for-hire doctrine, the designated author of a work for copyright purposes
         is not the person who actually created the work:[43]

      
      
         	
            
            In the most straightforward circumstances, the creator of a database, report, engineering
               drawing, technical specification, photograph, press release, email message, web page,
               or other information is a paid employee of an organization, and the information is
               clearly prepared in the course of the creator’s assigned duties. If an application
               for copyright registration is filed for such information in the United States, the
               employer is named as the author of the work, unless a different authorial designation
               is agreed on in a contract or other written agreement. 
            

            
         

         
         	
            Where a database, document, or other business information is created by a consultant,
               contractor, or other nonemployee hired by an organization, ownership of the information
               is determined by the circumstances in which the work was created and the relationship
               between the parties involved. In the United States, the common law of agency determines
               the relationship between an agent (a consultant or contractor, for example) and a
               principal (the organization that hires the consultant or contractor).[44]   An agent agrees to perform work for a principal, subject to the principal’s control.
               In such cases, the personal interests of the agent are secondary to the principal’s
               interests. A principal-agent relationship exists between an organization and a consultant
               or contractor if the organization that commissioned a database, report, engineering
               drawing, or other information specifies how the information will be created, controls
               the creator’s schedule in producing the work, determines the method of payment and
               tax treatment for the payment, determines whether the consultant or contractor receives
               employee benefits, and is able to assign further projects to the consultant or contractor
               beyond the work in question.[45]   
            

            
         

         
         	
            An organization’s ownership of specific information may be challenged if some or all
               of these factors are absent or subject to interpretation or dispute. This is the case
               with some consulting engagements and contractor relationships. Confusion, legal complications,
               and risk are also possible where information is created by outsourced employees, leased
               employees, temporary employees, part-time employees, paid interns, and other contingent
               workers.[46]   
            

            
         

         
         	
            Application of the work-for-hire doctrine to ownership of information created by certain
               types of employees—such as college professors, artists-in-residence, and certain clergy—is
               subject to dispute.[47]   In charities, religious groups, and other not-for-profit organizations, information
               may be created by unpaid board members, volunteers, or student interns who are neither
               employees nor independent contractors.
            

            
         

         
      

      
      Legislative treatment of work for hire varies from country to country.[48]   The United States, the United Kingdom, Ireland, the Netherlands, Luxembourg, Japan,
         Australia, and some other countries have adopted pro-employer ownership rules, subject
         to some exceptions. In some countries, however, the work-for-hire doctrine is either
         nonexistent or limited in scope. In Germany, Italy, Belgium, Denmark, Spain, Portugal,
         and Greece, for example, the employee or independent contractor who created a work
         is considered its author and owner unless copyright is transferred by written agreement
         to the employer or organization that commissioned the work. France has adopted the
         work-for-hire doctrine for work performed by employees but not by independent contractors.
         
      

      
      Where an organization operates in multiple countries, national copyright laws may
         constrain the organization’s ability to use data or documents prepared by employees,
         consultants, or contractors. In particular, some copyright laws prohibit editing,
         redacting, abridging, or other modification of data or documents without the author’s
         permission. Even where a contractual provision acknowledges that a given work is made
         for hire, the author may retain a moral right to protect the integrity of the work
         by prohibiting its modification by others, including the organization that paid for
         its creation.[49]   As discussed in a preceding section, copyright laws confer both economic rights
         and moral rights. The latter protect the integrity of a work from unauthorized alteration,
         distortion, or mutilation.   
      

      
      As a legal concept, the work-for-hire doctrine addresses ownership of information
         in the context of copyright, but it may have implications for other situations, such
         as ownership of trade secrets or other confidential information that may come up during
         work performed by an independent contractor but that are unrelated to that work.[50]   The work-for-hire doctrine does not apply to patents. Under US patent law, an employer
         has no rights to an employee’s invention except through a written assignment or where
         the employee was specifically hired to create an invention.[51]   In practice, however, these exceptions are customary. If neither exception applies,
         an employer may still acquire a limited “shop right” to use a patent without payment
         to the inventor.[52]  
      

      
      Vulnerability Assessment

      
      The work-for-hire doctrine poses risks for ownership of information in every organization
         that has employees or that commissions the creation of data or documents by independent
         contractors. The following vulnerabilities increase an organization’s risks:
      

      
      
         	
            
            An organization may not be aware of or correctly interpret work for hire rules, or
               the absence of such rules, in every country where it operates or commissions the creation
               of information by independent contractors. An organization’s compliance officer or
               legal department is typically responsible for identifying and interpreting laws and
               regulations that affect specific business operations, but some organizations do not
               have in-house compliance expertise. Even for those that do, it can be difficult to
               keep informed about all applicable legal and regulatory requirements, especially in
               multinational and transnational organizations that operate in multiple political jurisdictions.
               
            

            
         

         
         	
            In the United States, an employer’s ownership of information created by an employee
               in the course of assigned duties is automatic under the work-for-hire doctrine, but
               that is not the case in some other countries. An organization may not have policies
               or clauses in employment contracts that clearly assert its ownership rights for information
               created by employees in every location where the organization operates.
            

            
         

         
         	
            Consultants, contractors, temporary workers supplied by an employment agency, and
               volunteers may not be subject to written agreements that address ownership and assignment
               of copyrights for information they create in the course of their work. In the absence
               of such an agreement, a consultant, contractor, or other nonemployee may claim entitlement
               to the information. This risk is greatest where commissioned work performed by a consultant
               or contractor does not fall into one of the previously listed categories specified
               in 17 U.S.C. § 101. In such situations, ownership of the commissioned work is not
               determined by the work-for-hire doctrine.
            

            
         

         
         	
            Universities, museums, research libraries, and other academic and cultural institutions
               may not have policies that address the ownership of information created by professors,
               visiting professors, guest lecturers, curators, artists in residence, composers in
               residence, writers in residence, and other creative and scholarly workers in the context
               of the work-for-hire doctrine. Churches, synagogues, and other religious institutions
               may not have policies that address ownership of sermons, prayers, musical compositions,
               or other devotional works that clergy or others may prepare for religious services.
            

            
         

         
      

      
      Risk Response

      
      Risk acceptance through forfeiture of ownership claims for information produced by
         an organization’s employees or independent contractors is not an advisable mitigation
         option for issues and concerns related to the work-for-hire doctrine. Risk transfer
         is possible, but it is not an optimal mitigation strategy. A commercial general liability
         policy may provide insurance coverage for some costs related to copyright litigation,
         but covered claims typically relate to infringement of copyright protection rather
         than to ownership disputes based on the work-for-hire doctrine.
      

      
      To limit or avoid risks associated with the work-for-hire doctrine, a mitigation strategy
         should be based on written agreements and policies that affirm an organization’s ownership
         of information created by employees, independent contractors, and others. At a minimum,
         an organization should take the following steps to address the vulnerabilities discussed
         in the preceding section:
      

      
      
         	
            
            An organization should have a written policy that establishes itself as the owner
               of any information that it creates, commissions, receives, or maintains in relation
               to its mission, functions, operations, or activities. The policy should state that
               no employee has any personal or property right to or property interest in such information
               even though he or she may be named as the creator, recipient, or custodian of them.
               The ownership policy should encompass information in all formats and media. 
            

            
         

         
         	
            Employees should be clearly told at the time they are hired that any data, documents,
               or other information they create in the course of their assigned duties will be considered
               work for hire and that all intellectual property rights to the information will be
               vested in the employer. All employment contracts should include a clause to that effect,
               which will be acknowledged in writing by the employee. 
            

            
         

         
         	
            In countries that do not recognize the work-for-hire doctrine, employment contracts
               should include a clause stating that any data, documents, or other information created
               by employees in the course of their assigned duties will be considered the employer’s
               property and that intellectual property rights will be vested in the employer to the
               extent permitted by law.
            

            
         

         
         	
            Contracts and agreements with independent contractors should include a clause stating
               that any data, documents, or other information created as deliverables under the contract
               or agreement are the property of the organization that commissioned the work. The
               clause should further state that all intellectual property rights to the deliverables
               are vested in the organization that commissioned the work, excluding any information
               that is properly considered the intellectual property of the independent contractor
               or another party. The independent contractor must acknowledge these clauses in writing
               before beginning the commissioned work.
            

            
         

         
         	
            Where deliverables created by independent contractors contain information that is
               properly considered the independent contractor’s intellectual property, contracts
               and agreements should include a clause that grants the organization that commissioned
               the work a perpetual, royalty-free license to use such information in connection with
               the deliverables. Where deliverables created by an independent contractor contain
               information that is protected by intellectual property rights, contracts and agreements
               should include a clause that requires the independent contractor to indemnify the
               organization that commissioned the deliverable against any litigation or other legal
               actions alleging infringement of copyright, misappropriation of trade secrets, or
               unauthorized use of proprietary information.
            

            
         

         
         	
            Before they begin work, volunteers, student interns, and other unpaid workers should
               be clearly told that any data, documents, or other information they create in the
               course of their assigned duties will be the property of the organization for which
               the work is performed. Volunteers, student interns, and other unpaid workers should
               be asked to sign a statement that relinquishes any claim to intellectual property
               rights for such information.
            

            
         

         
         	
            Where warranted, an organization should have a policy that specifies exceptions to
               the work-for-hire doctrine for designated categories of employees and types of information.
               A university, for example, may exempt academic writings of professors, even though
               they are required to publish scholarly work as a condition of tenure and promotion.
               Similarly, a church or synagogue may exempt sermons, prayers, or other devotional
               material written by clergy, even though they may be expected to present such material
               at religious services as a condition of employment. Some scientific organizations
               may allow researchers to work on their own projects for a specified number of hours
               per week with the understanding that such projects are exempt from the work-for-hire
               doctrine.
            

            
         

         
      

      
      Trade Secrets

      
      Broadly defined, a trade secret is nonpublic intellectual property that gives an organization
         a competitive advantage or another present or future economic benefit because it involves
         information that is not generally known.[53]   Examples of trade secrets include unpatented inventions, product formulations,
         undisclosed industrial designs, proprietary research methods or manufacturing processes,
         computer code, technical data, and proprietary sales or distribution methods. Trade
         secrets may also include commercial information, such as customer lists, proprietary
         information about customer requirements, pricing information, marketing plans, and
         confidential supplier agreements.[54]   Even information gained through unsuccessful initiatives, such as a failed scientific
         experiment or an unfavorable outcome of a market test for a new product, can be considered
         a trade secret if knowledge of the negative results would be advantageous to a competitor.
         
      

      
      To be considered a trade secret, information must have commercial value, cannot be
         readily ascertainable, and must be protected by reasonable security measures to prevent
         unauthorized access. Examples of reasonable security include locked doors, locked
         file rooms, password protection, network encryption, and non-disclosure agreements.
         A trade secrets is usually recorded on some tangible medium, but this not a requirement.
         Trade secrets are sometimes equated with “know-how,” which is practical knowledge
         that a person acquires through experience. This is the case in the European Union,
         where know-how is considered intellectual property provided that it is secret, substantial,
         and identifiable as such.[55]   In other countries, know-how is widely recognized as an economic asset, but it
         is not necessarily protected by intellectual property rights. As a complicating factor,
         the line between knowledge acquired during employment and knowledge acquired through
         education or prior work experience is not always clear.
      

      
      A previous chapter discussed threats and consequences associated with accidental or
         intentional collection of trade secrets, which are protected by intellectual property
         laws.[56]   This chapter deals with threats to ownership of trade secrets. Most authorities
         include trade secrets in the industrial property category of intellectual property.[57]   Like patents, industrial designs, trademarks, and geographical indications, trade
         secrets have potential commercial value, but they differ from other forms of industrial
         property in one important respect: their property rights are not protected by registration,
         which requires public disclosure of information about the industrial property in return
         for the exclusive right to exploit the property for a prescribed period of time. By
         contrast, trade secret protection is not time-limited, but protection ends when a
         secret is exposed. 
      

      
      Unlike other forms of industrial property, which are subject to a formal registration
         and approval process, protection of trade secrets is automatic and takes effect immediately.
         The owner of a trade secret can stop others from revealing, using, or otherwise misappropriating
         it, but ownership of a secret is threatened by the following actions or events, which
         terminate an organization’s intellectual property rights in the secret:
      

      
      
         	
            A trade secret may be inadvertently disclosed by someone with knowledge of it. Proprietary
               information may be imprudently discussed at a meeting, mistakenly distributed with
               nonconfidential documents, unintentionally left on a desktop, displayed on a computer
               screen in open view, or revealed in an email that is sent to the wrong recipient.
               The trade secret may be inadvertently disclosed by an employee, supplier, contractor,
               intern, or another party who obtained knowledge of the secret in the course of their
               work for the secret’s owner. A trade secret may also be disclosed during pre-trial
               discovery for legal proceedings.[58]   Following such inadvertent disclosure, the trade secret may be shared with others.
            

            
         

         
         	
            A trade secret may be disclosed by a current or former employee, supplier, contractor,
               or intern who acquired knowledge of the secret while employed by the secret’s owner.
               Disclosure may occur during a job interview or in the course of performing work for
               a new employer, even if a non-disclosure agreement is in effect. There is a high risk
               of this occurring. According to the legal doctrine of “inevitable disclosure,” a former
               employee who takes a job with a competitor will eventually reveal a former employer’s
               trade secrets because the new job will require it.[59]   In a widely cited case, a soft drink company asserted that a former employee familiar
               with the company’s sports drinks “cannot help but rely on” the company’s trade secrets
               when making decisions about competing products developed by his new employer. The
               court agreed that the defendant would require “an uncanny ability to compartmentalize
               information” in order to avoid disclosure of his former employer’s trade secrets.[60]   
            

            
         

         
         	
            A trade secret may be stolen by bribing, coercing, or deceiving someone with knowledge
               of the secret or by breaching the electronic or physical security measures that protect
               the secret from disclosure. As previously discussed in chapter 1, data or documents
               that contain trade secrets may be copied, memorized, and then reproduced at a later
               time, or removed outright from their original location by an unauthorized person.[61]   Mobile devices that contain trade secrets may be stolen. A trade secret may be
               stolen directly from its owner or obtained from a third party who acquired it legally
               or illegally. The thief may be an employee, supplier, contractor, or intern; an agent
               of a foreign government or a competitor; or a computer hacker or other external party
               who may be assisted by an insider.[62]   Studies confirm that the guilty party is usually an employee, a business partner,
               or someone else the trade secret owner knows.[63]   In any case, the trade secret ends up in the possession of someone who is not authorized
               to have it. 
            

            
         

         
         	
            If a trade secret is stored on a cloud platform, the cloud service provider may disclose
               it in response to a subpoena, court order, or warrant from a government agency, law
               enforcement, or civil litigant.[64]   According to their terms of service, some cloud providers will notify the customer
               when this occurs, but an organization will not have the opportunity to review the
               content for relevance, privilege, and trade secret status as it would for information
               stored on its own computers. To prevent this from occurring, an organization can delete
               cloud content that contains a trade secret, but the content may not be removed from
               the cloud platform immediately. Delays typically range from 30 to 180 days, during
               which time trade secrets may be exposed to disclosure in response to a legal process
               or other events.[65]   Cloud service providers may retain backup copies of deleted content for an even
               longer period of time.[66]   
            

            
         

         
         	
            A trade secret may be discovered by lawful means. A product, computer program, chemical
               formula, or other object based on a trade secret may be reverse-engineered—that is,
               deconstructed and analyzed to determine how it was created or how it works—by someone
               who purchases the object in the open market. Alternatively, a product or other innovation
               based on a trade secret may be independently invented by someone without knowledge
               of the secret. The innovation may be subsequently patented by the new inventor, which
               will confer intellectual property rights on the patent holder and stop the original
               inventor from using the trade secret. It is also possible that two organizations may
               simultaneously possess the same trade secret, which they developed independently,
               but presumably they would not know it unless one of them discloses the secret.
            

            
         

         
      

      
      Like other forms of intellectual property, trade secrets are intangible assets with
         anticipated benefits. A 2010 survey of senior-level decision-makers estimated that
         trade secrets account for two-thirds of the value of an organization’s intellectual
         property portfolio, but they account for more than 70 percent of value in organizations
         that provide professional, scientific, and technical services.[67]   Estimates of the value of stolen trade secrets range from less than $5 million
         to more than $26 million.[68]   
      

      
      Loss of trade secrets through disclosure can disrupt an organization’s strategic plans,
         degrade its competitive position, damage its reputation, and reduce its market share,
         revenue, and profits. These consequences are reflected in damage awards for misappropriation
         of trade secrets.[69]   In for-profit entities, loss of trade secrets can have a negative impact on a company’s
         market valuation. Misappropriation is likely to be closely scrutinized when an organization
         seeks financing based on trade secrets as collateral, during negotiations for joint
         ventures and strategic alliances, and as part of due diligence for mergers and acquisitions.
         
      

      
      Vulnerability Assessment

      
      Confirming the threats discussed in the preceding section, litigation related to alleged
         misappropriation of trade secrets has increased significantly in recent years.[70]   The following vulnerabilities increase the risk of unauthorized disclosure that
         will terminate an organization’s intellectual property rights to a trade secret:
      

      
      
         	
            
            An organization may not have a comprehensive inventory or audit of its trade secrets
               or an up-to-date review and assessment of their protection status.
            

            
         

         
         	
            Unlike patents and industrial designs, which have a limited threat window defined
               by the period of protection, the exposure period for threats to ownership of trade
               secrets is indefinite.
            

            
         

         
         	
            Extraterritorial enforcement of trade secret protection is complicated. An organization
               must be familiar with applicable legal requirements in every country where it does
               business. Large multinational and transnational entities will typically have in-house
               legal expertise supplemented by local external counsel, but small to medium-size enterprises
               may not be aware of all applicable laws and regulations.
            

            
         

         
         	
            Employees may not understand trade secret concepts and may not know which information
               in their custody or under their supervisory control is considered a trade secret.
               In particular, employees may be unaware of the trade secret status of customer lists,
               supplier lists, price lists, and other nontechnical information that supports business
               transactions rather than research and product development.
            

            
         

         
         	
            Business partners, contractors, suppliers, and others who gain knowledge of an organization’s
               trade secret may not limit access to the secret by their own employees or properly
               inform their employees about restrictions on disclosure of the secret.
            

            
         

         
         	
            Trade secrets may not be reasonably protected by electronic or physical security measures.
               Access to customer lists, supplier information, and other electronic data and documents
               that contain trade secrets may not be strictly limited on a need-to-know basis. Database
               records and digital documents that contain trade secrets may be displayed on computer
               screens in open view. Paper records that contain trade secrets may not be stored in
               locked cabinets or in secure file rooms with tightly controlled access. Business plans,
               technical specifications, research reports, and other paper documents that contain
               trade secrets may be exposed on employees’ desks or in unsupervised work areas.
            

            
         

         
         	
            Non-disclosure agreements may not be signed by all employees, contractors, suppliers,
               business partners, or others who may gain knowledge of an organization’s trade secrets.
               Even if they are, a non-disclosure agreement provides imperfect protection against
               disclosure.[71]   To be legally acceptable, a non-disclosure agreement must not be more restrictive
               than reasonably necessary; it must not prevent an employee or other party from using
               knowledge gained through experience; and it must expire after a specified period of
               time.[72]   Compliance with disclosure restrictions can be difficult to monitor.
            

            
         

         
         	
            Employees, contractors, suppliers, business partners, and others who sign non-disclosure
               agreements may not fully understand the restrictions imposed on them. Long-term employees
               who signed a non-disclosure agreement along with many other forms at the time they
               were hired may not recall doing so.
            

            
         

         
         	
            An organization cannot prevent loss of ownership of a trade secret through reverse-engineering
               or independent invention of a product that is based on the secret.
            

            
         

         
      

      
      Risk Response

      
      Some of the mitigation actions discussed in the preceding section on intellectual
         property rights are relevant for trade secrets; but unlike patents and industrial
         designs, which an organization must disclose as part of the protection process, a
         trade secret is directly threatened by disclosure, which terminates the owner’s intellectual
         property rights. Given the many opportunities for accidental or intentional disclosure
         of a trade secret by former employees, contractors, suppliers, and others, combined
         with the possibility of independent invention or disclosure through reverse engineering,
         some measure of risk acceptance is necessary.
      

      
      The risk of independent invention can be eliminated by seeking patent protection for
         a trade secret that involves an invention or industrial design, but patent awards
         impose a time limit on intellectual property rights that an organization may not consider
         acceptable.[73]   Seeking patent protection for a trade secret will not eliminate violation of an
         organization’s intellectual property rights. It merely substitutes infringement for
         misappropriation as a cause for legal action. As a further limitation, patent protection
         is not possible for customer lists, supplier lists, strategic plans, and other trade
         secrets that are not inventions or may not even be novel.
      

      
      As with other forms of intellectual property, risk transfer is a viable mitigation
         option for misappropriation of trade secrets. As discussed above, abatement insurance,
         also known as enforcement insurance, allows an organization to take aggressive action
         against alleged violation of intellectual property rights. Insurance coverage may
         also deter misappropriation by putting potential violators on notice that the owner
         of a trade secret intends to enforce its intellectual property rights. Abatement insurance
         will reimburse a trade secret owner’s civil litigation expenses, subject to policy
         limits and deductibles, but claims for legal expenses are only covered if an enforcement
         action is successful.
      

      
      To limit risk, an organization should consider the following actions to protect its
         ownership of trade secrets:
      

      
      
         	
            
            An organization must have clear written policies and procedures regarding protection
               of trade secrets. These policies and procedures must be made available by a prominent
               and convenient method to all employees, contractors, suppliers, business partners,
               or others who may gain knowledge of a trade secret during the course of their work.
               The policies and procedures should be reflected in the organization’s code of conduct
               and incorporated into the onboarding process for new employees, contractors, and suppliers.
               
            

            
         

         
         	
            As discussed in a preceding section, an organization should have a comprehensive,
               up-to-date inventory of its intellectual property, including trade secrets. The inventory
               should be reviewed for correctness and completeness on a regular schedule or when
               events, such as changes in statutory or case law or an impending merger or acquisition,
               may impact the protection status, valuation, or other characteristics of trade secrets.
               To further limit risk, periodic audits of trade secrets can confirm their validity
               and identify ownership issues that an organization needs to address.
            

            
         

         
         	
            Department managers should be responsible for ensuring that their employees understand
               protection requirements for trade secrets contained in data or documents in their
               custody.
            

            
         

         
         	
            Non-disclosure agreements must be signed by all employees, contractors, suppliers,
               business partners, and others who may gain knowledge of a trade secret by direct means
               or through second-hand communication about the secret. Non-disclosure agreements should
               be renewed annually or at other periodic intervals. 
            

            
         

         
         	
            Data or documents that contain trade secrets should be clearly identified and marked
               as proprietary or confidential. Access must be limited to employees, contractors,
               suppliers, or others who have a verifiable need to know a trade secret in order to
               perform specific work for the secret’s owner.
            

            
         

         
         	
            Access to data or documents that contain trade secrets must be controlled and monitored
               by electronic and physical security measures, such as password protection, encryption,
               locked cabinets, locked filing areas, sign-in sheets, and log-in lists. In legal actions
               involving alleged misappropriation, courts require implementation of reasonable security
               precautions that prevent unauthorized access to and affirm the value of an organization’s
               trade secrets. The security measures must be more restrictive than those for nonsecret
               information.[74]   An organization must be able to demonstrate that affirmative security measures
               were actually in place at the time a trade secret was misappropriated. Security measures
               must be audited for effectiveness and compliance.
            

            
         

         
         	
            Printing, copying, or other reproduction or distribution of data or documents that
               contain trade secrets must be strictly limited to the minimum number of copies needed
               for a purpose that is approved by the owner of the secret. The copies should be destroyed
               after that purpose is fulfilled.
            

            
         

         
         	
            Employees, contractors, suppliers, business partners, and others should be strongly
               cautioned against discussing trade secrets in meetings, in speaking engagements, at
               trade shows, in written publications, or in other public forums.
            

            
         

         
         	
            Departing employees, contractors, suppliers, and others who may have gained knowledge
               of an organization’s trade secrets must be instructed to delete all confidential or
               proprietary data or documents from their personally owned computers or mobile devices
               and return any confidential or proprietary paper records in their possession, including
               records that employees may maintain in their home offices.[75]   Non-disclosure obligations should be reviewed in exit interviews with departing
               employees and in close-out meetings with contractors, suppliers, and business partners.
            

            
         

         
      

      
      Data Portability

      
      Data portability is the ability to easily transfer information from one computer system
         or service to another computer system or service without being required to reenter
         the data. The transfer might be based on a commonly used data format or on simple,
         straightforward data transformation using commonly available conversion tools.[76]   Broadly defined, data portability can involve any type of data that is transferred
         between computer systems. In the most common scenarios, data is transferred from a
         computer system or service to its replacement or from one computer system to another
         for further processing. Such transfers are initiated for business purposes by the
         organization that maintains the data. Unless the data is being sold, the transferring
         organization’s ownership and control of the data are not threatened. 
      

      
      That is not necessarily the case where personal data is involved. In some countries,
         portability of personal information is regulated by national and regional laws. The
         data transfer process is initiated by the data subject rather than by the data controller—that
         is, the organization that maintains the data. The data controller must give the data
         subject a copy of the requested information in an agreed-upon format. The data subject
         takes possession and ownership of that copy for his or her own purposes, which may
         include transferring all or part of the data to another party for processing or storage.
         In limited circumstances, continued ownership of the requested information by the
         data controller may be affected after the request is fulfilled. 
      

      
      Depending on the circumstances, portability of personal information may be mandated
         by privacy legislation, by computer protection laws, or by healthcare regulations:
      

      
      
         	
            In the European Union, the right to data portability is an aspect of the broader right
               to personal privacy and data protection. According to Article 20 of the General Data
               Protection Regulation, which applies in EU member states, a data subject “shall have
               the right to receive personal data concerning him or her.” According to GDPR Recital
               68, this right is designed to strengthen the data subject’s “control over his or her
               own data,” the implication being that data subjects own the personal information that
               organizations maintain about them.[77]   Upon request, personal information must be provided to the data subject in a structured,
               commonly used machine-readable format. A data portability request must be fulfilled
               “without undue delay,” within one month or not more than three months in complex cases.
               Where feasible, the data subject has the right to request transmission of the data
               directly to another organization. The right to data portability has significant restrictions.
               It is limited to data that the organization obtained from the data subject with his
               or her consent or to data that is necessary for performance of a contract. It does
               not include anonymized data; personal data that an organization obtains by other means,
               such as observation, calculation, or analysis; or data that includes information about
               other data subjects whose rights may be affected by the transfer. As a further limitation,
               data portability is limited to computer-processible information. Paper records that
               contain personal information about a data subject are excluded. A data subject takes
               ownership of personal information provided under the right to data portability, but
               the ownership rights of the organization that provides the data are only affected
               if the data subject exercises the right to be forgotten, which allows a data subject
               to request the destruction of his or her personal information when it is no longer
               needed for the purpose for which it was originally collected. In that case, the organization
               must erase the data in its possession when the transfer is completed.
            

            
         

         
         	
            In some countries, the right to data portability is based on consumer-protection laws.
               Its purpose is to thwart monopolization of personal data by companies that offer consumer
               products and services. In the United Kingdom, for example, the Midata initiative gives
               consumers access to data about their account transactions in a standard file format.
               A consumer can send the transaction data to a comparison provider for competitive
               analysis and recommendations regarding alternative service providers. The initiative
               targets energy companies, banks, insurance companies, credit card issuers, mobile
               phone services, and other service suppliers that have frequent interactions with consumers.[78]   In the United States, the California Consumer Protection Act (Cal. Civ. Code §§
               1798.100 and 1798.130) requires business to provide consumers with their personal
               information for the preceding twelve-month period in a readily usable format that
               can be transmitted to an alternative service supplier. In Australia, amendments to
               the Competition and Consumer Act 2010 introduces a “consumer data right” that enables
               consumers to obtain information about themselves from banks, energy companies, and
               other designated sectors of the Australian economy for use as they see fit.[79]   The right to data portability under consumer laws does not affect a regulated organization’s
               ownership of the information.
            

            
         

         
         	
            The GDPR’s data portability provisions apply to patient information maintained by
               physicians, hospitals, and other healthcare providers in EU member states.[80]   As with nonmedical information, the right to data portability is limited to personal
               data that is obtained from the data subject, either directly or indirectly through
               a medical device, such as a blood pressure monitor. The right to data portability
               does not encompass diagnoses, treatment plans, physicians’ notes, or other data that
               is based on observation or analysis. In the United States, data portability requirements
               for protected health information are specified in the Health Insurance Portability
               and Accountability Act, which gives patients access to their medical records maintained
               by HIPAA-covered entities, subject to limited exclusions.[81]   According to the HIPAA Privacy Rule (45 C.F.R. § 164.524), a HIPAA-covered entity
               must provide the information in the form and format requested by the data subject
               if it is readily producible in that form and format. Otherwise, the information must
               be provided in paper form or in another form agreed to by the covered entity and the
               data subject.[82]   The right to data portability under the HIPAA Privacy Rule does not affect ownership
               of patient data by covered entities, which must retain their copies of medical records
               for minimum time periods specified by state laws.[83]  
            

            
         

         
      

      
      Failure to comply with data portability requirements exposes an organization to fines
         and penalties. Civil penalties for violations of the HIPAA Privacy Rule range from
         $100 to $50,000 depending on the severity and willfulness of the violation. GDPR violations
         are subject to administrative fines levied by data protection authorities in EU member
         states. As specified in GDPR Articles 83 and 84 and Recitals 148 through 152, the
         amounts depend on the nature, gravity, willfulness, and duration of the infringement.
         Maximum penalties can approach €20 million for large-scale violations. Fines for violations
         of the California Consumer Protection Act range from $2,500 per incident for unintentional
         violations or $7,500 per incident for willful noncompliance.
      

      
      Vulnerability Assessment

      
      The following vulnerabilities contribute to risks associated with data portability
         requirements specified in laws and regulations:
      

      
      
         	
            
            An organization may not be aware of its data portability compliance obligations in
               every jurisdiction where it maintains personal data. An organization’s compliance
               officer or legal department is typically responsible for identifying laws and regulations
               that affect specific business operations, but some organizations do not have in-house
               compliance expertise.
            

            
         

         
         	
            An organization may not correctly interpret data portability requirements. In particular,
               the specific personal information to be included in or excluded from a data portability
               request may be difficult to determine. This may result in an incomplete response or
               one that violates the privacy rights of other data subjects who may be identified
               in documents or depicted in photographs that appear to come within the scope of a
               data portability request. Compliance may be impeded by comingling and possible confusion
               of information obtained from a data subject, which is subject to data portability
               requirements, with information derived from observation, calculation, or inference,
               which is exempt. 
            

            
         

         
         	
            An organization’s business processes and practices may not be conducive to fulfillment
               of data portability requests. The requested data may not be maintained in a single,
               easily accessible repository. It may be managed by multiple applications, saved in
               multiple formats, recorded in multiple languages, and scattered in multiple locations.
               Small and medium-size organizations may have difficulty providing data in a format
               requested by a data subject. Format conversions may introduce errors that were not
               present in the original data sources.[84]  
            

            
         

         
         	
            When faced with a large number of data portability requests, an organization may not
               have sufficient staff or technical resources in place to respond within the time period
               prescribed by law.[85]  
            

            
         

         
         	
            An organization’s response to a data portability request may violate other laws by
               inadvertently disclosing a trade secret or infringing another party’s intellectual
               property rights. Personal information about a data subject may be included in a proprietary
               list of customers or in a copyrighted document or photograph. Upon receipt of this
               information, the data subject may transfer it to a different data controller for processing,
               which will further expose it to unauthorized access and use. These issues are not
               addressed in laws that provide a right to data portability. It is not clear that the
               right to data portability takes precedence over trade secret protection or intellectual
               property law. 
            

            
         

         
      

      
      Risk Response

      
      A legal right to data portability is a relatively new concept, and fulfillment of
         data portability requests can be a burdensome addition to an organization’s existing
         operations. Noncompliance can have significant adverse consequences, but risk mitigation
         options are limited:
      

      
      
         	
            
            Risk acceptance based on a conscious business decision not to comply fully with data
               regulatory requirements exposes an organization to costly penalties and possible civil
               litigation.
            

            
         

         
         	
            Complete risk avoidance is only possible if collection and maintenance of personal
               data ceases, which is not a realistic mitigation strategy where such data is critical
               to an organization’s mission or where collection is mandated by laws or regulations.
               A bank is required by law to collect personal data about account holders. A health
               care provider cannot eliminate collection of personal data about patients. A profession
               association cannot eliminate collection of personal data about members. As a form
               of risk avoidance, an organization could dispose of personal data as soon as legal
               and operational retention requirements are satisfied. If personal data has continuing
               research value, it should be anonymized at the earliest opportunity. As noted above,
               anonymized data is not subject to portability requests.
            

            
         

         
         	
            Risk transfer through insurance is generally not an option for criminal violations.
               Most insurance policies exclude coverage for civil fines and penalties resulting from
               illegal activity, although insurance coverage may be available for legal fees and
               other costs associated with government investigations and litigation. 
            

            
         

         
         	
            To limit the risk of noncompliance with data portability requirements, an appropriately
               staffed, properly supervised organizational unit must be responsible for receiving,
               evaluating, and fulfilling data portability requests. Procedures must be established
               to respond to requests within prescribed time limits. Staff assigned to the data portability
               initiative must be trained to perform the work correctly and completely. Knowledgeable
               persons must be consulted when necessary to identify personal data that was obtained
               through observation or inference rather than directly from the data subject who submitted
               the portability request. All responses to data portability requests must be reviewed
               carefully to confirm that trade secrets are not disclosed, intellectual property rights
               are not infringed, and the privacy rights of third parties are not violated. Staff
               should be given a due-diligence checklist or similar quality-control mechanism to
               ensure that all required tasks have been properly completed. Information technology
               involvement is necessary to identify databases and other digital repositories that
               contain the requested data and ensure that it is delivered to the data subject or
               to a designated third party in a compliant format.
            

            
         

         
      

      
      Summary of Major Points

      
      
         	
            
            For some organizations, intellectual property is more valuable than real property,
               physical plant, or equipment, but an organization’s ownership of copyrights, patents,
               industrial designs, and other intellectual property may be threatened by challenges
               or unauthorized use by competitors, collaborators, or other parties. Such threats
               can degrade an organization’s financial performance, damage its reputation, and harm
               its competitive position. 
            

            
         

         
         	
            Infringement of intellectual property rights is pervasive and difficult to detect.
               Litigation to enforce intellectual property rights can be expensive for both the owner
               and the alleged infringer. 
            

            
         

         
         	
            A risk mitigation strategy can combine insurance coverage for high-value intellectual
               property with risk acceptance for copyrights, patents, and industrial designs that
               are less likely to be infringed. An organization can take additional actions to limit
               risk, including inventories and audits of intellectual property to assess its financial
               value and risk exposure.
            

            
         

         
         	
            To limit or avoid risks associated with the work-for-hire doctrine, a mitigation strategy
               should be based on written agreements and policies that affirm an organization’s ownership
               of information produced by employees, independent contractors, and others. 
            

            
         

         
         	
            Loss of trade secrets through disclosure can disrupt an organization’s strategic plans,
               degrade its competitive position, damage its reputation, and reduce its market share,
               revenue, and profits. Unlike patents and industrial designs, which an organization
               must disclose as part of the protection process, a trade secret is directly threatened
               by disclosure. The owner’s intellectual property rights terminate when a trade secret
               becomes generally known. 
            

            
         

         
         	
            Given the many opportunities for accidental or intentional disclosure of a trade secret
               by former employees, contractors, suppliers, and others, combined with the possibility
               of independent invention or disclosure through reverse engineering, some measure of
               risk acceptance is necessary. Enforcement insurance allows an organization to take
               aggressive action against alleged misappropriation of trade secrets. 
            

            
         

         
         	
            Non-disclosure agreements must be signed by all employees, contractors, suppliers,
               business partners, and others who may gain knowledge of a trade secret by direct means
               or through second-hand communication about the secret.
            

            
         

         
         	
            Data portability may be mandated by privacy legislation, by computer-protection laws,
               or by health care regulations. Such laws enable data subjects to take possession and
               ownership of their personal information for their own purposes, which may include
               transferring all or part of the data to another party for processing or storage. Failure
               to comply with data portability requirements exposes an organization to fines and
               penalties. 
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