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Predict and Surveil


Chapter 1


Introduction

Policing Our Digital Traces




“so, we had this body dump.” Sergeant Michaels was sitting across the table from me, reclined in a gray office chair. The homicide case had started with the discovery of a dead body in a remote location near a tourist attraction in Los Angeles County. An automatic license plate reader installed at the location provided the first clues. After determining when the body might have been dumped, then searching readings captured within that time frame, police had narrowed their focus to just three plates: “One plate from Utah, probably not, New Mexico, probably not, Compton, probably yes.” The sergeant ran the plate from Compton, took the name and home address of the registrant, and then ran that information through a law enforcement database called CalGang. The car’s owner was affiliated with a gang—which just so happened to be at war with the victim’s gang. That information was enough to establish probable cause for a search warrant, which in turn allowed the police to go to the suspect’s home, find and search the car for trace evidence, and arrest the suspect. A case that might have taken months of “shoe leather” policing was closed within 48 hours.

We all leave hundreds of digital traces—clues, should it come to that—every day. When we use our cell phone, run an Internet search, or buy something with a credit card, we leave a digital trace. Take a moment to think of all the digital traces you left today. I have already used maps and location services on my cell phone, scanned my parking pass to access a secured garage, read news articles online, scrolled through social media applications, and sent and received e-mails—and it is not even noon. Later, I will buy lunch with my credit card, go to the doctor (who will enter information into my electronic medical record), call and text friends and family, use my smartphone to order a ride share for dinner, and send money to a friend. To participate in modern life is to unwittingly scatter millions of digital traces and data points in our wake.1

From finance to politics, insurance, sports, medicine, and marketing, savvy professionals leverage these vast troves of digital data. Law enforcement is no exception. Even if we have never had any direct contact with the police, our trace data can incriminate or exonerate us, whether through showing that we’re friends with a suspect on Facebook or that we were physically nowhere near a given crime scene. Policing the digital traces of everyday life is now a routine, if inconsistent, element of contemporary law enforcement, because we have collectively provided unprecedented opportunities for surveillance. In addition to using data in the course of investigations, the police increasingly rely on big data and automated systems to decide who, when, and where to police. To varying degrees, we are all subjects of digital surveillance.

The intersection of big data and the overgrown US criminal justice system motivates my work in this book. As many have documented, the scope of criminal justice surveillance—from policing to incarceration—has expanded rapidly over the past half century.2 The penal population began rising in 1972. A 500 percent rise translates to 2.2 million people in prison or jail and over 7.1 million people—just over 3 percent of all adult US residents—under direct criminal justice supervision (on probation, in jail or prison, or on parole) as of 2017.3 And a third of this country’s adult population—over 70 million Americans—has a record on file with criminal justice agencies.4 That is important because, although the rise of “mass incarceration” receives the most attention, no one is incarcerated without first having contact with the police. Police contact is the feeder mechanism into the broader criminal justice system, whether or not you are ever arrested, charged, or convicted. Almost 54 million individuals had face-to-face police contact in 2015 alone.5 Such contacts are both the result and site of production for even more churning data.

Despite its take-up, big data is an ambiguous term that means different things to different people. The most commonly cited technical definition is the “three Vs”—volume, velocity, and variety.6 Big data represents large amounts of information (volume), high-frequency observations and fast data processing (velocity), and comes from a wide range of institutional sensors and involves merging previously separate data sources (variety). In colloquial terms, “big data” roughly corresponds to large amounts of data that are crunched by computers with large computing capacity, and analyzed to find associations people might not otherwise find. Throughout the book, I adopt a definition that incorporates both the technical and popular conceptions. At its core, I argue big data is a data environment made possible by the mass digitization of information7 and associated with the use of advanced analytics, including network analysis and machine learning algorithms. Much like big data, the term “algorithm” has both a technical and a nontechnical meaning. An algorithm is technically a formally specified set of instructions used to analyze data and automate decisions.8 People often analogize algorithms to a recipe. Today, however, people tend to use the term “algorithm” to connote a more general process by which computers make automated, predictive decisions about a dataset.

Fingerprints provide a concrete example of these concepts in the policing context. The fingerprints taken by police used to be collected and stored on paper. Figure 1.1 (left image) shows these hard-copy records stored at the Los Angeles Police Department’s Records and Identification Division at the Police Administration Building (PAB, otherwise known as the LAPD’s Headquarters). Just looking at the boxes of paper files is daunting. Today, fingerprints can be taken remotely, via a digital reader in the field, and then digitally stored and shared. They can be matched using an algorithm that often takes just fractions of a second to analyze millions of prints (right image).
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 Figure 1.1 Paper fingerprint records at Records and Identification Division, LAPD (left), and fingerprint matching algorithm (right)

source: Author’s Photo; figure by David Hallangen



Law enforcement’s adoption of big data is part of a broader shift toward the use of big data and machine-learned decisions throughout the criminal justice system. From surveillance to pretrial determinations and sentencing, big data saturates American criminal justice. It is also the subject of contentious debate in policy, media, legal, regulatory, advocacy, and academic circles. The White House launched the President’s Task Force on 21st Century Policing in 2014 and the (now defunct) Police Data Initiative in 2015, as police departments across the country were taking up predictive policing.9 A profusion of media articles, news stories, podcasts, and blog posts have addressed Minority Report–style policing,10 and prosecutors and defense attorneys have begun to train in new police technologies. Legal scholars and regulators debate the suitability of existing law and regulations to govern police activity in the digital age, while activist and advocacy groups critique machine-learned decisions and technologically mediated surveillance as civil rights violations that discriminate against minority groups. No matter how quickly empirical research emerges, the technological capacities for data-intensive surveillance far outpace scholarship. Consequently, much discourse on the topic is speculative, focusing on the possibilities, good and bad, of new forms of data-based surveillance. We know very little about how big data is actually used by police in practice—and to what consequence.

Moving past hypotheticals and conjecture, this book offers an on-the-ground account of the LAPD’s use of big data and associated surveillance technologies. This agency is undeniably working on the front lines, and it is actively policing with big data. In this account, I take a sociological approach to understanding the kinds of data the LAPD leverages, examining the concrete details of how and why this data is used, and illuminating what happens when data and advanced analytics are at work within institutions and social contexts. Along the way, I will ask: What’s new about how law enforcement agencies are getting and using data? How are the meanings and implications of data contested? What do data sources and their selective use reveal about stratification and inequality, inclusion and exclusion, and claims about objectivity and subjectivity? And what does this all mean for the rule of law in the contemporary United States?

The Social Side of Big Data

Contrary to popular accounts, big data is not objective or less biased than discretionary “human” decision-making. More to the point: big data is fundamentally social.

Algorithms do not transcend the social, but are shaped by the social world in which they are created and used. The activities that generate and the technologies that analyze data are all embedded within social contexts and power structures, so the resulting data are anything but “natural,” detached, or purely descriptive. Rather, people situated in preexisting social, organizational, and institutional contexts decide what data to collect and analyze, about whom, and for what purpose. So, just as individuals carry a range of implicit biases that affect their decisions, algorithms are loaded up with a scaffolding of implicit biases affecting the data they analyze and produce. What data can measure and quantify is not a technical question, but a normative one related to institutional priorities, organizational imperatives, and individual and group preferences. Nor does everyone have an equal ability to collect data, make decisions, construct policies, and intervene in others’ lives based on that data.

Of course, the state has long used data to govern its citizens.11 What is new and important is that the state is relying more heavily on private vendors and platforms to collect, store, share, and analyze data about its citizenry. This privatization is part of a broader neoliberal turn in statecraft, in which we have seen the privatization of services such as welfare,12 education,13 and punishment.14 In turn, privatization has brought the logic of risk—actuarial calculations using proprietary algorithms—to bear in ways that increasingly structure life chances,15 such as whether or not you get a loan, get released on bail, or get hired. The neoliberal shift lowers the state’s accountability, in part, by pointing to the supposedly neutral data wielded by private enterprise.

Just as the state has long used data for governance, there is a long history of police using data to legitimate their function and signal accountability to external constituencies in the face of criticism over discriminatory practices.16 But the growing role of the private sector in collecting and analyzing the growing suite of big data systems and predictive analytics is historically unprecedented. The LAPD is increasingly using data collected by private companies, storing their data on private platforms, and analyzing it using proprietary algorithms. Private vendors can hide behind trade secrecy and nondisclosure agreements, ultimately circumventing typical public-sector transparency requirements and lowering the accountability of the police by making it harder for scholars to study, regulators to regulate, and activists to mobilize for or against specific practices.

It bears repeating: although big data has the potential to reduce inequality and discrimination, as currently used it increases inequality while appearing to be objective. This applies not just to the policing case, but is part of a broader literature on credit, education, journalism, marketing, and insurance, to name a few.17 We see a similar process tailored to the same ground-level processes and contingencies across cases. The policing case is a useful one because it puts the sociological dynamics in stark relief.

Policing via big data is supposed to make law enforcement practices more effective, fair, accountable, and objective—freed from biases of actors and organizations. Big data is, in this way, positioned as a panacea, the answer to constrained resources and claims about police bias and discrimination. However, the unintended consequences of algorithmic systems may be a Trojan Horse: the algorithms positioned as a gift to society actually smuggle in all sorts of biases, assumptions, and drivers of inequality. Existing organizational logics and power dynamics enable the use of—and resistance to—data analytics in policing.

In theory, big data can be used to improve the administration and accountability of justice. It has the potential to be used to reduce persistent inequalities in policing by replacing unparticularized suspicion of racial minorities and human exaggerations of patterns with less biased predictions of risk, and creating digital trails that can be used to police the police. In practice, big data technologies can have disparate impact. They are used in socially patterned, albeit inconsistent, ways with profoundly unequal, though often elusive, implications.

“Techwashing” inequality means appearing to replace subjectivity and legally contestable bias with “objective,” “neutral,” “color-blind” numbers produced through quantification, computation, and automation. In the words of one LAPD captain, it’s “just math.” But fetishizing computation as an objective process obscures the social side of algorithmic decision-making. Individuals’ interpretation of data occurs in preexisting institutional, legal, and social settings, replete with power dynamics that become particularly visible when resistance emerges. For example, when the typical surveillance relationship is inverted and police officers become the subjects of surveillance, they tend to vigorously block, obfuscate, and contest data collection and interpretation.

The potential of big data is widely celebrated.18 Proponents argue it is more objective and can eliminate inequality by stripping discretion from biased front-line actors. But when we actually look at big data on the ground, we see that the use of big data does not replace discretion, but rather displaces discretionary power to earlier, less visible (and less accountable) parts of the policing process. Quantification and computation obscures social processes, and the use of private, proprietary algorithms and platforms renders decision-making maddeningly opaque. The technological tools of police surveillance are far outpacing the laws that regulate them, resulting in a growing mismatch between law on the books and law in action. The legal protections regulating police activity are made anachronistic and ill-suited just as quickly as big data proliferates. Short of radical changes to the law, these new technologies will lead to a dramatic expansion of criminal justice contact and state intrusion into individuals’ lives.

Studying Big Data Policing

In order to understand how police use big data and new surveillance technologies on the ground, I carried out fieldwork over the course of five years—two and a half years of intensive fieldwork between 2013 and 2015, and one follow-up site visit per year from 2016 to 2018. My fieldwork began with exploratory interviews with individuals in federal agencies and technology firms in Washington, DC. As I attended surveillance industry conferences and talked with individuals working in state, federal, and local law enforcement agencies, I learned that these agencies were starting to purchase licenses for analytic platforms originally designed for counterinsurgency efforts in Iraq and Afghanistan. One platform stood out early in my research—a platform designed by Palantir Technologies.

Its name a reference to the “palantíri,” omniscient seeing stones in Tolkien’s Lord of The Rings trilogy, Palantir was founded by Peter Thiel, Alex Karp, Nathan Gettings, Joe Lonsdale, and Stephen Cohen in 2004. It is now one of the premier platforms for compiling and analyzing massive and disparate data by law enforcement and intelligence agencies. Originally intended for use in national defense, Palantir got partial start-up funding from In-Q-Tel, the CIA’s venture capital firm. Palantir’s clients have included federal agencies such as the Central Intelligence Agency (CIA), Federal Bureau of Investigation (FBI), Immigration and Customs Enforcement (ICE), and Department of Homeland Security (DHS); local law enforcement agencies such as the LAPD and New York Police Department (NYPD); and commercial customers such as JPMorgan Chase. It was valued at $20 billion in 2015.19

Just as I was starting to comprehend the migration of such defense technologies to local policing and local and federal agencies’ data-sharing practices, whistleblower Edward Snowden began revealing classified National Security Agency (NSA) documents. The revelations uncovered an extensive NSA-led international mass surveillance apparatus, including warrantless monitoring of American citizens’ phone and Internet communications. Suddenly, there was great national interest in the topic of government surveillance, especially the practices of federal agencies. However, local law enforcement agencies were largely absent from the conversation, despite local police being the ones that most enforce and shape individuals’ everyday lived experiences of the law.20 So that’s where I shifted my focus.

Reaching out to 18 law enforcement agencies to try and figure out which police departments were using which data sources and which analytic platforms, I quickly learned that police departments tended to portray themselves as technically sophisticated when in reality, they were anything but. I was going to have to do my work with one of the “big guns”: the NYPD, Chicago Police Department, or LAPD, all of which seemed among the most technologically advanced. I was particularly interested in the LAPD, because in addition to Palantir Gotham, the company’s government intelligence platform, they were using PredPol, the world’s largest predictive policing software. In the summer of 2013, I moved to Los Angeles to begin my fieldwork.

The LAPD is the third-largest local law enforcement agency in the United States, with 10,008 sworn officers and 3,112 civilian staff (as of 2019).21 The department serves an area of almost 500 square miles and a population of just under four million. The LAPD has 1,650 cars, each equipped with its own laptop. Its four bureaus—Central, South, Valley, and West—are subdivided into 19 geographic areas. There are also two specialized bureaus, Detective and Special Operations.

Over the course of five years, I conducted interviews and observations with 79 individuals and conducted between one and five follow-up interviews with a sub-sample of 32 individuals to follow how certain technologies were disseminated and information was shared throughout the LAPD. Interviewees included sworn officers and civilian employees working in patrol, investigation, and crime analysis, as well as specialized sections and divisions, including Robbery-Homicide, Information Technology, Records and Identification, Fugitive Warrants, Juvenile, Risk Management, Air Support, and the Real-Time Crime Analysis Center (RACR, see Figure 1.2).
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Figure 2.1 Situation Room at the Real-Time Crime Analysis Center (RACR)

source: Author’s Photo



To see how officers deploy data in the field, I conducted observations on ride-alongs in patrol cars and a helicopter. I also shadowed analysts as they worked with data, responded to queries from detectives and supervisors, and proactively trawled the data for investigations and crime analysis.

My on-the-ground methods helped me understand that police departments are not monolithic. Like other organizations, they are replete with understudied heterogeneity. The fact that not all divisions adopted new technologies and started using new data sources at the same time was a source of analytic leverage, allowing me to observe considerable variation in when, whether, and how different big data technologies were taken up. It also meant I could probe how my respondents interpreted and felt about changes to their work as various big data analytics made their debuts across different divisions.

To supplement my research within the LAPD, I interviewed individuals within the Los Angeles County Sheriff’s Department (LASD). LASD is an integral part of the ecosystem of public services in the region: it is the fourth-largest local law enforcement agency in the United States and serves as the hub for a whopping 44 law enforcement agencies. I also conducted interviews at the Joint Regional Intelligence Center (JRIC). JRIC, in Southern California, is a “fusion center.” Fusion centers are multiagency, multidisciplinary surveillance organizations that receive considerable federal funding from the Department of Homeland Security and the Department of Justice.22 After 9/11, 80 federally funded fusion centers, including JRIC, were established across the country. JRIC was designed to enrich Suspicious Activity Reports (SARs)23 and distribute them to appropriate county, state, or federal agencies. Today, its mission has expanded: it is meant to handle “all threats all hazards,” and so JRIC conducts data collection, aggregation, and surveillance in conjunction with other fusion centers. It responds to Requests for Information (RFIs) from agencies across the country, including the DHS, FBI, CIA, and ICE.

In addition to conducting interviews and observations in police stations, cars, and administrative buildings, I tried to spend time where the police spent their time. I would eat meals with officers, hang out in the coffee shops they patronized, and go to sports bars to watch UFC fights with off-duty cops. I also interviewed individuals working at technology companies that designed the analytic platforms used by the LAPD, including Palantir and PredPol.

I supplemented my fieldwork with archival research, digging into law enforcement and military training manuals and surveillance industry literature. Using multiple methods and triangulating across various sources of data provided the analytic leverage necessary to better understand how law enforcement use and contest big data in theory and practice, as well as the ways they interpret and make meaning out of data’s changing role in quotidian police work.

As the sociologists Michèle Lamont and Ann Swidler suggest, “Interviews often entail observation, and ethnography usually entails interviewing.”24 That is to say, there was considerable overlap between my observational, interview, and archival methods. I’d ask officers questions as we drove around the city during my ride-alongs, for instance. By putting my observational and interview data in dialogue with one another, I was able to compare my sources, ask clarifying or interpretive questions about my observational data in interviews, and examine the gaps between what people say they do and what they actually do.25 Asking the same question of different people often yielded different answers—interesting data in and of itself. For example, when I asked a sworn officer in Fugitive Warrants a question about how they use social media data, he responded that it was “law enforcement sensitive” and declined to answer. When I asked the same question of a software engineer, he answered without hesitation.

Over the course of my research, I developed relationships with some of my respondents such that our regular communications (in person when I was in LA, or by phone or e-mail when I was out-of-state) grew less and less structured over time. We became more conversational: I would check in with engineers as I learned about new trends in data analytics, and officers would call if they had an experience during their shift that seemed relevant to my research. Depending on the respondent’s preference, I audio-recorded my formal interviews (about half gave consent for recording) and had them professionally transcribed. Ride-alongs, on the other hand, involved no recording; that would violate privacy, since a recorder would pick up all of the information coming through dispatch as we went about responding to calls for service. It would also be impractical, as ride-alongs could be seven or eight hours long. Instead, I used my iPhone, laptop, or notebook to take notes, and I used a voice memo app to record my thoughts during my seemingly interminable commutes home via crowded LA freeways after a day or night of fieldwork.

Access behind the Blue Wall

One of the first questions I tend to get is how I obtained research access to the LAPD. The “blue wall of silence” is notorious, and it makes it difficult for researchers to secure the degree of access necessary to obtain in-depth qualitative data on day-to-day police practices. Thus, most ethnographies of policing focus on the subjects of police surveillance, rather than the surveilling agents. There are strong theoretical traditions and policy motivations for sociologists to study such structurally disadvantaged populations, but the methodological barriers are a less-discussed and crucial motivator for this choice. Disadvantaged populations have less power to exclude researchers from spending time with them. For example, the urban poor spend more time in public spaces than in private clubs or buildings with literal gatekeepers controlling access. Consequently, with a few notable exceptions,26 privileged groups, organizations, and decision-makers such as the police are understudied, especially in the sociology of crime and punishment.

Among the classic police ethnographies that do exist,27 only a handful of in-depth studies have taken us inside police departments since the rise of data analytics.28 These studies offer important insights about the use of COMPSTAT and crime mapping, but they predate algorithmic policing. Consequently, we know little about how big data policing is exercised in practice, and even less about the contexts of reception.29

To protect my respondents’ anonymity, I cannot describe my entrée in detail. However, in case it is helpful for future researchers, I want to share a couple of methodological points. I gained access to the department by starting high on the LAPD’s organizational chart. Police departments are hierarchical organizations; if I could gain access at a point high in the chain of command, permissions would cascade down the ranks. The first six weeks of snowball sampling was by far the most difficult period of my fieldwork, as it involved a lot of awkward cold calls, ignored e-mails, and loitering around captains’ offices. As time went on, I developed working relationships with individuals throughout the department and the dynamic shifted from struggling to get people to talk to me to having individuals routinely invite me to attend meetings or have conversations.

In the project’s early stages, colleagues urged me to anonymize the department, which would permit me to write more freely. Yet I quickly surmised all the ways anonymity would be prohibitive for my project, particularly the ways it would limit my ability to provide meaningful historical context or specificity. Without identifying the department, I could not speak to the institutional context that catalyzed the adoption of big data analytics, the specifics of the department’s analytic practices and platforms, or other relevant features of the department or city. Therefore, all respondents were told that the department would be identified, but their names would not be. Unless otherwise indicated, all names used throughout this book are pseudonyms. Still, the ranks remain the same, and I do not use any composite characters.

Most of my respondents assumed I knew very little about the everyday realities of police work, and, at the beginning of this project at least, they were correct. I struggled to understand what the dispatchers said over the radio, and I was constantly looking up acronyms and police codes on my phone. Occasionally, I had trouble explaining my presence in the field. In administrative or station settings, my role was usually clear: I was a researcher. My primary contact in any given division would typically spend some time ushering me around for introductions—although they tended to mess up the specifics with surprising regularity. In addition to being accurately presented as a sociologist from Princeton, I was variously introduced as a psychologist from Stanford, a senior from Harvard, and other inaccurate but perhaps not particularly meaningfully different positions. No matter: so long as a higher-up vouched for me, individuals tended not to question my presence in these settings. My social position was murkier on ride-alongs.

On one occasion, after a sergeant had arrested a teenage boy and was talking to the boy’s mother in Spanish, the mother gestured at me sitting in the passenger seat and asked the officer something I could not understand. As we were driving back to the station to book the teenager, the sergeant revealed that she’d asked whether I was his daughter and if it was take your kid to work day. On another ride-along, I was with a sergeant responding to a veteran having a psychotic break in a church parking lot. As the veteran tore the pages from a Bible with his teeth, another officer at the scene strode over to ask if I was the man’s wife.

Most commonly, when I was on ride-alongs, people assumed I was exploring joining the force. At one particularly grim crime scene, a teenager had been shot multiple times. An officer whose tattoos were partially covered by a long-sleeved shirt worn under his uniform, came over to quip: “That’s [division] for ya. You still lookin’ to join?”

The LAPD is clearly not a “typical” police department. In the United States, half of police departments employ fewer than ten officers, and the modal number of crime analysts is zero.30 The LAPD, on the other hand, is an agency on the forefront of data analytics. As the sociologist Robert Zussman writes, “Successful case studies look at extremes, unusual circumstances, and analytically clear examples, all of which are important not because they are representative but because they show a process or a problem in particularly clear relief.”31 Indeed, the LAPD provides a strategic case study for understanding the interplay between technology, law, and social relations. It invests heavily in its data collection, analysis, and deployment capacities, and offers international training sessions on how law enforcement can better harness big data. Practices within this single, if sprawling, department may forecast broader trends that will shape other law enforcement agencies in the coming years.

Additionally, as a case study of policing, the LAPD is among the most extreme, emblematic cases of data wielded in the exercise of state power. No study of policing can separate out the practice from the actor and the institution. It is, necessarily, a study of the police, the institution and arm of the state that operates in high-stakes, sometimes literally life and death, impositions of policy. On the one hand, policing is a site where the state faces sophisticated, oftentimes rigid legal and organizational controls on its decision-making authority (e.g., the Fourth Amendment), but on the other, policing in practice means exercising an immense amount of discretion32 in the application of state power in high-stakes environments. Police are the prototypical “street-level bureaucrat”33; they do not follow a policy of “full enforcement” where they strictly enforce all criminal statutes at all times against all offenders.34 Rather, they are constantly using their judgment—informed by a variety of social factors—as they decide what to do, who to police, how to enforce, and what to record.35 When big data is introduced into the exercise of state power, or the practice of policing, it has the potential to either ossify or upset existing organizational and legal dynamics. Like all social systems, the criminal justice system has all sorts of cracks and fissures. Big data can be thought of as the injection of a new technology, a dye that illuminates the cracks in the system. Big data analytics lay bare issues of classification, suspicion, and inequality in the exercise of state power.

Plan of the Book

The next chapter of this book begins by tracing the history of quantification in policing, from pin maps to predictive algorithms. In this way, we see that data has always been social. Chapter 2 surveys the surveillance landscape, starting with the “scientific turn” in policing in the early 20th century, then moving to the rise of evidence-based policing, the Information Sharing Environment that emerged after the terrorist attacks of 9/11, and the predictive algorithms and big data analytics put to work in modern policing. Historically, the police collected most of the information they use in the course of their daily operations themselves. However, this chapter highlights the growing role of the private sector—for data collection and the provision of analytic platforms—in policing. Both the past and present of policing are highly racialized, and so this chapter also describes how data is positioned as an antidote to racism and bias in policing. The chapter closes with an overview of data use and the technologies at work in the LAPD, providing background information for the rest of the book.

Chapter 3 takes a closer look at what big data policing looks like on the ground. It focuses on the first of two types of surveillance examined in this book—dragnet surveillance, meaning surveillance tools that gather information on everyone, rather than merely those under suspicion. Dragnet surveillance widens and deepens social oversight: it includes a broader swath of people and can follow any single individual across a greater range of institutional settings. Dragnet surveillance is associated with three key transformations in the practice of policing: (1) the shift from query-based to alert-based systems makes it possible to systematically surveil an unprecedentedly large number of people; (2) individuals with no direct police contact are now included in law enforcement systems, lowering the threshold for inclusion in police databases; and (3) institutional data systems are integrated, with police now collecting and using information gleaned from institutions not typically associated with crime control.

Chapter 4 shifts to directed surveillance, or the surveillance of people and places deemed suspicious. Big data has meant a shift from reactive to predictive policing, a useful shorthand for the technologically mediated directed surveillance used by many departments today. I analyze how the LAPD conducts person- and place-based predictive policing, why it adopted different forms of predictive policing, how it uses algorithms to quantify criminal risk, how the police do—and do not—incorporate insights from the algorithms into their work in the field, and how predictive policing serves as a foundation for ongoing intelligence gathering.

Taken together, Chapters 3 and 4 demonstrate that in the case of directed surveillance, the adoption of big data analytics is associated with mere amplifications of prior surveillance practices, but in the case of dragnet surveillance, it is associated with fundamental transformations in police activity. Figure 1.3 depicts the various degrees of transformation associated with the adoption of big data analytics. Each line represents a continuum of surveillance practices, from traditional policing to big data surveillance. The length of the solid lines represents the degree of transformation in surveillance practices associated with the use of big data. This conceptual framework can be applied not only to the LAPD, but also to analyze the continuities and changes within a variety of institutions adopting new data sources and technologies.
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Figure 3.1 Degrees of transformation associated with big data analytics

source: Author; chart by David Hallangen



Though I did not set out to examine police resistance in this study, I was quickly disabused of my assumption that cops would largely embrace the new surveillance and predictive tools being made available to them. In fact, I saw how wrong I was in my very first ride-along. Chapter 5 sheds light on how the police resist and contest big data analytics. Their resistance stems in large part from the proliferation of high-frequency observations and data collection sensors that result in the police themselves coming under increased surveillance. New developments are frequently viewed with suspicion, with officers believing technology is a means of deskilling, entrenching managerial control, devaluing experiential knowledge, and threatening their professional autonomy. Novel tech ultimately serves to reinforce old divisions—such as those between captains and patrol officers—even as it creates new distinctions within the department. Understanding these patterns of contestation underscores how big data is ultimately social. It also gives us a space to consider the extent to which data-based surveillance is—and is not—associated with deeper organizational change.

Chapter 6 discusses the implications of police use of big data analytics for inequality. On the one hand, big data analytics may be a means by which to ameliorate persistent inequalities in policing. Data can be used to “police the police” and replace unparticularized suspicion of racial minorities and human exaggeration of patterns with less biased predictions of risk. On the other hand, data-intensive police surveillance practices are implicated in the reproduction of inequality in at least four ways: by (1) deepening the surveillance of individuals already under suspicion, (2) codifying a secondary surveillance network of individuals with no direct police contact, (3) widening the criminal justice dragnet unequally, and (4) leading people to avoid institutions that collect data and are fundamental to social integration.36 Crucially, as currently implemented, “data-driven” decision-making techwashes, both obscuring and amplifying social inequalities under a patina of objectivity.

Technological change is far outpacing the laws and regulations that govern police use of data, rendering foundational legal constructs anachronistic in the age of big data. Legal scholars have started to debate such issues, but their work is primarily theoretical. Chapter 7 grounds these debates in empirical detail and argues that the law (and its attendant scholarship) is thinking too narrowly about data-based surveillance.

My conclusion reflects on the major lessons I have learned about how big data is fundamentally social and how humans embedded in social institutions are central to the life course of data, from defining the problem to collecting and cleaning the data, selecting and deploying the model, and deciding what to do with data in the field.37 We must find ways to curb institutions’ craving for data, because that hunger too often outpaces our understanding of the intended and unintended consequences of a data binge. I offer guidelines for academics, lawmakers, and community groups regarding how data can be leveraged to promote efficiency, fairness, and accountability in criminal justice reform. I also discuss the future of law enforcement, identify policy and research priorities, and connect my findings on big data surveillance in policing to other sectors, including education, insurance, healthcare, finance, and immigration.


Chapter 2


Policing by Numbers

The Public History and Private Future of Police Data



pirate attacks were top of mind for a pair of shipping company owners, who explained that they were looking for predictive technologies to help protect their cargo, while an investment banker was hoping to find just the right tool to help track his employees. Tech-startup staffers gave demonstrations about their innovative approaches to catching human traffickers and ferreting out terrorists. One guy looked like a cop.

An acquaintance, having heard that I was studying surveillance technologies, had gotten me here: a surveillance industry conference in Washington, DC. I made my way over to the man who stood out: short-sleeved shirt, bulky digital watch, Oakley sunglasses pushed up onto his head, and shoes that landed somewhere between lug-sole boots and cross-trainers. Sure enough, he introduced himself by name, rank, and police department. He wanted, he said, to learn about technology to help “catch bad guys in my city,” and the real innovations weren’t being developed by law enforcement, but by tech startups and national defense. He’d come to DC to see whether there were any new counterinsurgency technologies that might be used in his department.

Our brief conversation hit on two of the key findings I explore in this chapter—that local law enforcement is embracing technological tools initially developed in military contexts, and that police are partnering with private companies to design tools and collect data. As the neoliberal turn has invited the private sector into more and more once-public endeavors, it should be no surprise that organizations like the LAPD are increasingly reliant on private vendors for the data and technology they use as they carry out their daily operations.

In turn, there is a long history of the state using data to legitimate its function. For instance, data has been mobilized across time to make claims about objectivity and efficiency in the face of concerns about, for example, wide policing disparities with regard to race, class, and place.

This chapter traces the role of data in the evolution of policing, then shifts to the unprecedented organizational change that has insinuated the private sector into the LAPD and the current form and function of police work.

From Pin Maps to Predictive Algorithms: The History of Quantification in Policing

The use of data for decision-making in law enforcement is not new: the police have, for instance, used crime-forecasting tools for almost a century, and data in one form or another has long legitimated the function of the American state. So documenting the history of quantification offers a useful corrective to the “disruptive” rhetoric in Silicon Valley around big data fundamentally transforming everything as we know it. The historical perspective suggests that the embrace of big data by police is part of a broader trend toward quantification and algorithmic risk assessment in the criminal justice system.1 What is new and important about the current big data age and organizational form of policing we find ourselves in is the role of private actors in public policing.

The “datafication” of policing began in the early 20th century, alongside efforts to decouple local policing from politics.2 In what scholars call the “Political Era,” policing was characterized by pervasive political corruption and close ties between mayors and chiefs of police. Law enforcement professionals understood that they were lackeys for their mayors’ political machines. Reformers among police leadership tried to insulate departments from direct political control and bring officers under the administrative oversight of central command in what would be dubbed the “Reform” or “Progressive Era.” Their efforts created the hierarchical, bureaucratic structure of policing we know today.3

The professionalization of policing centered on three core ideas: crime control should be police departments’ priority, police should fight crime objectively and free from political influence, and authority within any given police department should be centralized and rationalized.4 The science of policing and criminology—and the data it required—emerged in support of fighting crime “objectively.”

August Vollmer was instrumental in promoting the application of scientific principles to police service, earning him a reputation as the “father of modern law enforcement.” He was the first chief of the Berkeley Police Department, served a short stint as the chief of the LAPD, and was brought into many police departments to train officers in the “scientific approach” to policing. Vollmer’s scientific approach involved leveraging information and communication technologies like signal boxes and telephone kiosks, while developing new strategies for crime control. These included pin mapping, the process by which police would plot out a week’s worth of crime by placing pins on maps, and then qualitatively assess and work to predict crime patterns (see Figure 2.1).5
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Figure 1.2 Crime pin maps at Scotland Yard, 1947

Copyright: Illustrated London News Ltd/Mary Evans



Many of the tactics introduced into policing during the Reform Era were drawn from military practices. Vollmer had extensive personal experience in the military apparatus, working in counterinsurgency efforts in the Philippines, and he drew upon it heavily in designing and implementing police practices in the United States.6 He wrote that principles of “military science,” including information systems, intelligence, strategies, and communications, when correctly applied, could reduce crime and protect communities. The strategic and technological changes Vollmer and other military-minded reformers instituted gave the police greater power to surveil and collect and organize information on civilians. Tracing the history of the militarization of the police, the historian Julilly Kohler-Hausmann notes the following:


[Urban areas’] struggles with state authority were easily interpreted with the same rhetorical devices used for insurgent populations abroad. Thus, it is not surprising that over time, more and more voices called for the state to use the same tools and techniques employed overseas to subdue allegedly dangerous domestic spaces. And so, by the mid-to-late 1960s, domestic law enforcement agencies had begun to interpret the conditions in inner cities as wars and had begun to turn for answers to military training, technology, and terminology.7



This creep of military hardware and organizational structure—from surplus military gear to SWAT teams—received a flurry of attention in the literature about police militarization in the 2010s.8 Yet, as will become apparent later in this chapter, the creep of military software into police operations is both vital to contemporary law enforcement and largely overlooked.

By the 1970s, following over half a century of attempts to reform law enforcement and reduce crime through police professionalization, there was a growing consensus that “nothing works.”9 In the early 1990s, the orthodoxy of “community policing” was ascendant. Under this banner, police attempted to establish closer relationships between officers and the residents on their beat, and they implemented “problem-oriented” policing strategies in which law enforcement and community members jointly attempted to identify and address the root causes of specific crime problems.

Meanwhile, the state tried to become more proactive than reactive via “evidence-based” policing. Partnerships between criminologists and police departments developed ways to use data to track, map, and predict crime and more efficiency deploy limited police resources. Based on the not entirely surprising observation that crimes are not randomly distributed, but spatially concentrated into a few, small geographic areas, “hot spots policing” emerged as a key patrol strategy.10 A series of randomized experiments supported the notion that directed, place-based patrol of microgeographic hot spots could indeed reduce crime.

In 1994, Commissioner William Bratton established COMPSTAT in New York City. COMPSTAT, a management model linking crime and enforcement statistics, is multifaceted: it serves as a crime control strategy, a personnel performance and accountability metric, and a resource management tool. Crime data is collected in real time, then mapped and analyzed in preparation for weekly crime control strategy meetings between police executives and precinct commanders. At those meetings, trends are noted, and precinct commanders are instructed to use their discretion to deploy their resources to improve their weekly, monthly, and yearly crime stats. COMPSTAT spread quickly throughout major American cities in the 1990s and early 2000s.

Then came September 11, 2001. In the years following the terrorist attacks, the 9/11 Commission would describe that day as the result of a series of catastrophic information-sharing failures within the intelligence community. The commission’s report found that various US authorities had relevant information that could have identified the threat and prevented the attacks, but there were no systems in place to share that information across agencies and platforms. The federal government’s response to 9/11, which included congressional acts and new federal data-sharing programs, shaped the legacy of counterterrorism on local policing. Such initiatives include the Information Sharing Environment (ISE), established by the Intelligence Reform and Terrorism Prevention Act of 2004; Secure Communities, a deportation program that relies on integrated databases and partnership among federal, state, and local law enforcement agencies; and Centers for Excellence, Department of Homeland Security–sponsored consortiums of universities conducting research on homeland security issues (jokingly referred to as “Centers for Invasiveness” by a civilian employee working in LAPD’s Information Technology Division). They also included fusion centers.

As described in the previous chapter, fusion centers are surveillance hubs built in the wake of 9/11 where federal, state, and local agencies come together to collect, aggregate, analyze, and share information. There are currently eighty fusion centers across the United States.11 Although their original mission was counterterrorism, there was insufficient terrorist activity to keep fusion center analysts busy, so their mandate quickly broadened to include gathering and sharing information related to “all hazards, all crimes, all threats.”12

SARs, or “Suspicious Activity Reports,” are key conduits into fusion center databases. SARs are tips and leads from law enforcement and civilians, regardless of suspicion of criminal activity. In the era of “see something, say something,” mundane activities like using binoculars, drawing diagrams, or taking pictures or “video footage with no apparent aesthetic value” can be recorded on SARs—and made into fusion center data.13 Along with the SARs, fusion center data comes from criminal justice, public health, financial, motor vehicle, credit, immigration, tax, insurance, property, car rental, postal and shipping, gaming, and utility record sources. It also includes dossiers from third-party data brokers.14

Ultimately, 9/11 catalyzed and accelerated the emphasis on data sharing for the purposes of crime prediction and prevention across local and federal agencies. Through the infusion of federal dollars into efforts to wage the War on Terror, state and local law enforcement agencies gained powerful new resources to collect, analyze, share, and use a wide range of new data. DHS, for example, gave $35 billion in grants to state and local police between 2002 and 2011, $17 billion of which was allocated by one piece of legislation alone: the Homeland Security Act of 2002.15 Local law enforcement agencies came to be viewed by federal agencies as “force multipliers,” well situated to collect intelligence on the front lines of homeland security.16 Officials in often underfunded local agencies recognized that the data they began to collect were, of course, also useful for their local, daily operations, surveillance, and crime control efforts.

Which brings us to the age of “predictive policing,”17 in which the LAPD is a leader. William Bratton, of COMPSTAT fame and the former commissioner of the NYPD, became LA’s chief of police in 2002. Bratton oversaw the process of merging previously disparate information systems to create a more data-based picture of crime in the city. In 2008 he began working with federal agencies to assess the viability of a more predictive approach, and in 2011 the LAPD started using PredPol. This predictive policing software was developed in partnership by Jeff Brantingham, 18 a UCLA anthropologist whose research was partially funded by grants from the Army Research Office, and George Mohler, a computer science professor then at Santa Clara University (now at Purdue).

A decade later, we can see that predictive analytics are used for a wide range of law enforcement–related activities in the LAPD and beyond. These include algorithms to predict when and where future crimes are most likely to occur,19 network models predicting individuals most likely to be involved in gun violence,20 and risk models identifying law enforcement officers most likely to engage in risky behavior.21 Like PredPol, many predictive policing efforts are made possible by federal funds now targeted at improving and expanding law enforcement’s use of technology. For example, the Smart Policing Initiative—a consortium of the Bureau of Justice Assistance, local police departments, and researchers—provides federal funds to more than 30 local law enforcement agencies (including the LAPD) to support new data-driven practices.

The police started using predictive analytics for many of the same reasons as other institutions did—they had the potential to improve efficiency and accountability. From a technical perspective, big data is a means by which the police can become more efficient: it aims at improving prediction, filling analytic gaps, and allocating scarce resources. An institutional perspective22 goes further: law enforcement adopted big data analytics not because there was empirical evidence that it actually improved efficiency, but because there was immense institutional pressure to conform as other institutions began marshaling big data and algorithmic predictions for decision-making. Using predictive analytics and surveillance technologies initially developed in military contexts, for example, could confer a degree of legitimacy upon police departments. Moreover, data-driven policing may provide greater accountability as departments respond to criticisms over discriminatory practices. For example, as I will discuss in more detail later, law enforcement has responded to nationwide movements around police violence, including Black Lives Matter, and their calls for police reform by holding up data-driven policing as a partial antidote. Implicitly, these responses have promoted data as impartial and objective, though, as noted earlier, data are inescapably social.23

Whether the use of big data actually increases efficiency and accountability is a complicated question that will be grappled with throughout this book. For now, I will simply say that big data, predictive policing, and, most recently, “precision policing”—which focuses police resources on what data suggest are the highest-risk individuals and places—are integral parts of recent discourse around police reform.

Regardless of why big data analytics was adopted in the first place, data originally collected for one purpose tends to be “developed, refined and expanded as part of efforts to deal with new problems and situations.”24 The tendency for data or systems initially used for one purpose to be used for another, often unintended or unanticipated purpose, is known as “function creep” and is a fundamental component of the big data landscape. It is so central to organizational behavior that surveillance scholars Mark Andrejevic and Kelly Gates argue that “ ‘function creep’ is not ancillary to the data collection process, it is built into it—the function is the creep.”25

The Role of the Private Sector

Historically, the police have collected most of the information they use themselves, by stopping and questioning people while on patrol, taking notes during calls for service, and conducting interviews in the course of investigations. This information populates the criminal justice databases available to law enforcement: records of citations, collisions, and warrants; county jail data; sex offender registries; gang databases; and so on. However, one of the most transformative features of the digitization of policing is that law enforcement is increasingly securing routine access to a wide range of data from nonpolice databases.26

Referred to as “the biggest industry you’ve never heard of,”27 data brokering is a $200 billion industry.28 Over 4,000 companies29 such as Acxiom, Cambridge Analytica, Epsilon, CoreLogic, Datalogix, PeekYou, LexisNexis Accurint, Spokeo, Zabasearch, and Thomson Reuters CLEAR, collect and aggregate information from public records and private sources, then make these data available to whoever can pay the fee for access. When you buy contact lenses and companies offer you a rebate if you tear off the box top and mail in? That’s a data grab, a means of monetizing your data (more than covering the cost of your “rebate”). So a wide range of companies generates profits not only from their primary business, but also from a secondary business: selling their customers’ information to data brokers.

Pizza chains, consumer health websites, repossession agents, payday lenders, liens, online surveys, warranty registration, rebates, Internet sweepstakes, loyalty-card data from retailers, social media, mortgages, bankruptcies, drivers licenses, professional credentials, charities’ donor lists, magazine subscription lists, public records, Social Security death master files, and credit headers (the identifying information at the top of a credit report that includes name, spouse’s name, address, previous address, Social Security number, and employer)—all these and more are involved in selling your data.30 Yet it is hard to fully understand the scope of the data brokerage industry: even the Federal Trade Commission cannot find out exactly where data brokers obtain their information, because brokerages cite trade secrecy as an excuse to not divulge that information.31

Sometimes third-party data brokers provide law enforcement wholesale access to their data. But that is not the typical model, as scale is becoming a limiting factor with massive datasets, and brokers may consider the datasets proprietary assets. Instead, brokers commonly rely on metered pricing models, which give law enforcement agencies logged access for individual queries. And some data brokers go beyond simply making data available to law enforcement; based on over 1,500 documents obtained by filing FOIA requests with seven data brokers, the privacy scholar Christopher Hoofnagle has shown that some data brokers actually tailor their data for law enforcement agencies.32 In the words of a vice president for DBT Online, a subsidiary of Choice Point (a data broker that was a spinoff of Equifax’s Insurance Services Group),


[A]fter 26 years with the DEA, I retired and joined Database Technologies, Inc. as a Vice President. My goal here is to introduce AutoTrack PLUS to every member of the law enforcement community throughout our nation. . . . To that end, every law enforcement agency is extended an automatic 33% discount on our service.33



As more and more information is digitized, and as personal records are linked across formerly separate institutional boundaries, the scope of data that brokers can make accessible to law enforcement increases exponentially.

In some instances, it is simply easier for law enforcement to purchase privately collected data than to rely on in-house data, because there are fewer constitutional protections, reporting requirements, and appellate checks on private sector surveillance and data collection.34 Therefore, purchasing data from data brokers can be a way for law enforcement agencies to circumvent privacy laws.35

But law enforcement is not only using data collected by private companies; it is also using private sector platforms to store, share, and analyze police data. Companies such as PredPol, HunchLab, Coplink, IBM i2, Mark 43, and Palantir, to name a few, design predictive policing algorithms, data-sharing systems, intelligence and investigative analysis software, cloud-based records management, and data integration platforms for law enforcement use. Microsoft and Amazon design domain awareness systems and storage platforms for body camera footage, respectively. In short, programmed policing means profits.

One reason I was at the surveillance industry trade show mentioned at the start of this chapter was to better understand the political economy of data-based surveillance. At the conferences I attended, I was joined by local, county, and federal law enforcement agencies and representatives from federal agencies, including the FBI, CIA, and ICE. Private sector attendees included representatives from bail bonds companies, repossession companies, and international shipping firms. Neoliberal discourse36 was pervasive; data-based surveillance was clearly being positioned as a site of profitable investment. Data was referred to as a “strategic asset,” while “ROI” was used to mean not return on investment but return on information.

Prior to the first of these conferences, I assumed that law enforcement representatives would ask surveillance company representatives how their platforms could help police achieve their goals. I quickly saw, however, that the pattern was usually the inverse: software representatives would demonstrate the use of their platform in a non–law enforcement—usually military—context, then ask local law enforcement whether they would be interested in a similar application for their local context. In other words, instead of filling analytic gaps or technical voids identified by law enforcement, software representatives helped create new kinds of institutional demand to sell lucrative platform licensing agreements.

For large agencies like the LAPD, software vendors come directly to the department itself—much like the way pharmaceutical reps go to hospitals and doctors’ offices—to try to sell their products. Ian, a civilian employee in the LAPD’s Information Technology Division, told me that “all of these” vendors “come into the LAPD saying ‘we want to do data-sharing with you, because you’re LAPD,’ ” but “they all kinda almost do the same thing. . . . It’s like they just want to get their stuff in place and get a license agreement.” He was frustrated that command staff was, to his mind, too easily seduced by “something they see at a trade show or a vendor dog and pony show.” Ian imitated LAPD staffers enthusing over the latest platform or technology: “Hey! Look at this cool interface, it’s the greatest thing in the world. You can do X, Y, Z—it’s like Minority Report, whoa!” Ian’s colleague, Manuel, spoke up at this point, reinforcing Ian’s comments: “Our command staff is easily distracted by the latest and greatest shiny object. But they don’t know what it takes to get that integrated, and then nobody thinks about implementation. They just want it.”

Tracing the corporate lineage of police surveillance technologies and the creep of military and corporate interests and practices into local law enforcement’s daily operations is crucial for understanding the practice and institution of policing today. The growing role of the private sector in public surveillance matters for at least two reasons. First, it is wrong to assume that using data is necessarily “evidence-based policing,” or that certain data and platforms are used because they are the most effective for improving public safety and solving crimes. Rather, path dependence is often the strongest force at play. Once a law enforcement agency is using a given platform, the time and money they’ve put into that platform are sunk costs, and they’re likely to continue structuring their data to conform to that platform. Agencies may continue to use legacy systems, even if their efficacy has not been evaluated, sometimes even if they know those systems don’t work that well. Research on welfare agencies nearly three decades ago showed that even when computer systems were ineffective, agencies continued receiving federal and city money for those systems, because the data platforms’ primary value was political. In local government power politics, data pumped out by these systems was used to “enhanc[e] the welfare agencies’ image when they dealt with federal funders and auditors.”37 The quality, reliability, or even accuracy of those records was only incidental.

Second, in contrast to administrative agencies, the private sector is subject to far less oversight. If public agencies such as local law enforcement are increasingly using tools and data designed and gathered by the private sector, they are able to work in ways that are less visible—a point to which we will return in Chapter 7, which focuses on the legal implications of digitized policing.

Police Use of Data Is Racialized

Data is increasingly positioned as the answer to policing challenges. However, the police use of data is as inextricably linked to race38 as the history and present of policing itself. Media, policy, and academic discourse around data analytics may treat data as objective and color-blind, but one would have to ignore the social dynamics that shape the data to assume that police data are color-blind.

Since its inception, local law enforcement has been called upon to enforce racial suppression. In the antebellum South, slave patrols controlled the movement of Black bodies under the Fugitive Slave Act. After the Civil War, local police maintained the color line by enforcing racial segregation, peonage, and racially discriminatory laws. In “Sundown Towns,” police prohibited Black people from being out after sunset.39 And it is not only what the police did, but also what they failed to do. American police, well into the civil rights era, failed to stop lynching and other forms of violence against racial minorities, and they failed to protect civil rights protestors.40 To this day, racialized policing enforces ideas of who is allowed to exist in what places and spaces.41

In an attempt to mobilize white opposition to the civil rights movement, law-and-order rhetoric was invoked in the late 1950s.42 Tension between minority communities and the police continued to rise during the 1960s and 1970s, and repeated incidents of police brutality and racial bias ultimately triggered “race riots” in cities across America, including New York, Newark, Detroit, and Los Angeles. Racial resentment, coupled with the growing opposition to the Vietnam War and an increase in crime rates in the 1960s, brought to the surface a crisis of confidence in American policing.43 Politicians capitalized on racialized fears of urban street crime, mobilizing support for the War on Crime and the War on Drugs. Sweeping criminal justice reform, from the streets to the courtrooms, brought zero-tolerance policing and harsher sentencing laws, and politicians vied to be the “toughest” on crime.44 The 1990s proved a pivotal decade, with the passage of the Violent Crime and Law Enforcement Act of 1994—the largest crime bill in the history of the country—which provided funding for 100,000 new police officers, $9.7 billion for prisons, and $6.1 billion for crime prevention programs.45 Law enforcement tactics pioneered in this era were later demonstrated to disproportionately target poor minority individuals and poor minority neighborhoods through stop-and-frisk and broken windows policing. These approaches were heralded by law enforcement as key contributors to the decline in crime in the 1990s, 46 though scholars have subsequently called the role of policing into question and attributed the drops to a wide range of other factors.

Ethnographic accounts of policing in the 20th century shed light on a persistent paradox—throughout history, minority communities have been simultaneously overpoliced and underserved. The sociologists Elijah Anderson47 and Terry Williams,48 for example, describe crime in the ghetto as largely ignored by law enforcement, while others49 describe frequent raids and aggressive policing tactics deployed against poor and minority neighborhoods. Even now, well into the 21st century and despite facially race-neutral policies and reductions in intentional racial animus, the police continue to mete out differential treatment to people and communities of color.50 Structural inequalities and implicit biases are entrenched and enduring. Consider that research has shown, time and again, that, relative to their proportions of the population, racial and ethnic minority groups are stopped by law enforcement more often than whites.51 When they are stopped, racial minorities are questioned, handcuffed, and searched at higher rates than whites, but are less likely to be arrested.52 Unsurprisingly, Black and Latino residents are more likely to perceive stops as unfair and report higher rates of distrust of the police.53 Critically, not only does the racial gap in policing persist, but it is also widening.54

The most brutal form of police contact—killing—is also disproportionately distributed. Young men of color—especially Black men—are significantly more likely to be shot by the police than whites.55 This grim reality has given rise to nationwide protests, the Black Lives Matter movement, and data activism (or “statactivism”). Statactivists count police-involved deaths, build databases, and mobilize statistics to build the case that racism is part and parcel of American policing.56 In response to the lack of a federal database of shootings committed by law enforcement, for instance, statactivists in organizations such as Fatal Encounters, Killed by Police, and Mapping Police Violence, alongside the Washington Post Fatal Force project and The Guardian’s The Counted, have created and maintain databases of police-involved deaths. Transforming deaths to data creates what the science and technology studies scholar Bruno Latour calls “immutable mobiles,” “objects which have the properties of being mobile but also immutable, presentable, readable, and combinable with one another.”57

The solution proffered in response to so many of the problems of race and policing is “more data.” Humans are subjective and biased, the reasoning goes, but data are objective and unbiased. Data carries promises of “mechanical objectivity”58: in contrast to an individual’s personal account of an emotionally fraught event such as a police-involved shooting, data are ostensibly stripped of subjective interpretation, and presented as objective measures. Again, we run up against the stark fact that data are, no matter how they are presented, social products of social contexts.

Thus, there is reason to be wary when data-driven policing is offered as the antidote to racially discriminatory practices in police departments across the country. For example, as mentioned in the Introduction, in 2015 the White House launched the Police Data Initiative, which mobilized 21 jurisdictions across the country to use data and technology to respond to the challenges, ranging from trust and legitimacy to crime reduction, outlined by the President’s Task Force on 21st Century Policing.59 However, big data itself is not immune to direct action or social movements. Community activist groups such as the Stop LAPD Spying Coalition have mobilized against predictive policing, claiming that “[w]ith the move toward pre-emptive policing, domestic law enforcement is criminalizing people and communities for behaviors that law enforcement claim are precursors to a criminal or terrorist activity,”60 and in May 2018 they successfully demanded the LAPD’s Office of the Inspector General (OIG) audit the department’s predictive policing programs.61

Data Use in the Los Angeles Police Department

As one of the largest and most technologically advanced departments in the country, the LAPD is a department on the forefront of data analytics. But the reasons it became a front-runner in data-driven policing go beyond the department’s size and budget. The first reason relates to external pressures for transparency and accountability. To say the 1990s was a rocky decade for the LAPD would be an understatement. The department was embroiled in a number of high-profile scandals throughout the decade, starting with the Rodney King beating and ending with a federal consent decree.

Early on March 3, 1991, LAPD officers pulled over Rodney King, an unarmed Black motorist, for speeding. Officers ordered King and his friends to exit the vehicle and ultimately kicked and clubbed King 56 times, causing 11 skull fractures and a broken ankle. A 31-year-old plumber named George Holliday used a hand-held video camera to record the incident from his balcony and passed his tape to a local news station. The release of 81 seconds of video unleashed deep, long-simmering public resentments about the way the LAPD’s officers treated the public, particularly when the public happened to be Black. When the officers involved in King’s beating were found not guilty on criminal charges the following year,62 the city erupted with massive riots. The rage poured out, and the riots went on for six days. All told, there were 63 deaths, 2,383 injuries, 7,000 fires, and almost a billion dollars in financial losses.

The next high-profile scandal involved the revelation of widespread corruption in Rampart Division’s special operations anti-gang unit, C.R.A.S.H. (Community Resources Against Street Hoodlums). The Rampart Scandal—as it came to be known—and subsequent investigation revealed an expansive web of corruption and civil rights violations within the department. The misconduct ranged from unprovoked shootings and beatings to planting false evidence, stealing and dealing narcotics, bank robbery, perjury, and covering up evidence. In all, more than 25 officers were investigated or charged, and over 100 criminal convictions were overturned due to police misconduct.

Amid the discovery and disclosure of the corruption, training deficiencies, and civil rights violations, the Department of Justice imposed a consent decree on the LAPD from 2001 to 201363. The consent decree, a binding court order that ends a civil litigation or accompanies the withdrawal of a criminal charge, came in response to a pattern of “excessive force, false arrests, and unreasonable searches and seizures.”64 It mandated, among other things, the creation and oversight of a new data-driven employee risk management system called TEAMS II, new field data capture systems, the creation of new databases, training reform, and the implementation of department-wide audits. An employee in risk management explained the legacy of the decree to me in simple terms: “We got sued. And so [now] we collect all this information on our employees to try to figure out if they’re on the threshold of essentially becoming a risk to themselves and to the system at large.” The new employee risk management system was a means not only to increase accountability at the organizational level, but also to predict risk at the individual level. For example, it should flag individual officers who engage in actions, like legally contestable stops or too many pursuits, that put the department at risk. Importantly, the legacy of the decree extends beyond employee risk management; it is also associated broadly with more information sharing, risk prediction, and data-driven decision-making across the organization.

The second factor contributing to the LAPD’s use of data is the influence of state legislative decisions concerning offender management. In the wake of Brown v. Plata—a 2011 US Supreme Court decision stating that the overcrowding of California prisons and consequent lack of access to adequate healthcare violated the Eight Amendment—and the associated order to dramatically reduce the state’s prison population, the California Legislature passed AB 109. This bill shifted the responsibility for supervision of released “non-non-nons” (nonviolent, nonserious, nonsexual offenders) from state to local law enforcement agencies and county probation officers. The “prison realignment legislation” also outsourced compliance checks to local law enforcement agencies, including the LAPD and LA County Sheriff’s Department (LASD). As a result, local law enforcement agencies were responsible for approximately 500 additional individuals released into LA County each month.

The LAPD did not have the time or manpower to go knocking on every parolee’s door. They needed a way to efficiently stratify the post-release community supervision population according to risk, so that they could better focus their limited resources. That meant new data integration challenges between state, county, and local agencies. For example, one crime analyst from the LASD recalled that some members of the supervised population were getting searched up to three times a day. Unbeknownst to one another, probation officers would go to conduct a search at a residence, only to have Los Angeles Interagency Metropolitan Police Apprehension Crime Team (LA IMPACT) officers come to conduct a search, only to have the LASD arrive to conduct a third search. Clearly, previously disparate information on the parolee population needed to be integrated. The LAPD, along with county and state agencies, pursued interagency data-sharing and risk-modeling initiatives across the region.

The third relevant factor contributing to the state of the LAPD’s data analytics is the availability and adoption of new data integration technologies. In 2011 the LAPD began using a platform designed by Palantir Technologies, the CIA-financed surveillance software company introduced in the Introduction of this book. I first became familiar with Palantir through surveillance industry conferences. The Joint Regional Intelligence Center, or JRIC (the fusion center in Southern California), started using it in 2009, and the LAPD followed shortly after.

With some “arm twisting” from their contacts in Homeland Security, an interviewee at LASD explained, Palantir became the first company to gain direct access to LAPD data. The LAPD holds regular training sessions, and more divisions sign on to use the program every year. There are at more than 1,300 trained Palantir users in Southern California, owing partially to Palantir winning the Request for Proposals to implement AB 109 statewide in 2014. Expressing his faith in the platform, one of the first LAPD captains to use Palantir in his division told me, “We’ve dumped hundreds of thousands into that [Palantir]. They are so responsive and flexible about what we want. They’re great. They’re gonna take over the world.” He paused and reiterated, “I promise you, they’re gonna take over the world.”

Before Palantir, officers and analysts conducted mostly one-off searches in “siloed” systems: one to look up a rap sheet, another to search a license plate, another to pull up field interview (FI) cards, and more still to search for traffic citations, access the gang system, view the AB 109 data, and so on. The Palantir platform helps overcome this fragmentation by integrating previously disparate data sources into a single search. A query takes mere seconds. As the captain explained, before Palantir, his data were “a mile wide but only an inch deep.” Now, in Palantir’s terminology, he can “drill down” much deeper on any one individual, address, car, or entity by accessing more data points collected from more disparate sources, all searchable in relation to one another. Seeing the data all together is its own kind of data.

So, specifically, what kinds of data are available?

The first thing to understand is that there is no one data source or analytic platform used by everyone within the LAPD. There is a patchwork of legacy systems, each brought on at different times, used by different people in different divisions, and often unable to operate in tandem or communicate from one platform to another. Further, despite my best efforts, I learned it was impossible to get a list of all of the different data sources—let alone who has access to each—because usage varies widely by role and division and there are formal and informal access controls, which means that not everyone in a given department has the same permissions to access every data source or analytic platform. This unevenness of knowledge and access first became evident during a conversation with an officer as I waited for my ride-along at a station. He was sitting at a computer, skimming his mouse over a Palantir mousepad. I asked him what he thought of Palantir and he looked up from the computer and replied, without irony, “never heard of it.”

In the interest of providing a working inventory that can be built upon and cross-checked in future research and practice, I offer a list of databases, platforms, and sensors I encountered through the course of my fieldwork between 2013 and 2018 in Appendix D. Although the list is incomplete and data sources are constantly changing, this list gives readers an idea of the scope of the data sources, analytic platforms, and sensors at the LAPD’s fingertips. Some of the databases are only available at police stations or at information hubs, such as the Real-Time Crime Analysis Center (RACR) or the fusion center (JRIC), while others can be searched remotely, using in-car laptops.

Although the vast array of data at the LAPD’s fingertips is impressive, data use and integration are nowhere near seamless. Anyone who studies technological change in organizations could predict as much.65 Adjacent counties use different geocodes, different criminal justice agencies use different individual identifiers, and there are hundreds if not thousands of individuals across agencies, toiling away, trying through their invisible labor to make systems interoperable. As they work, new systems and new versions of old systems are brought online. New people are trained to input data. New demands for outputs arise, and the data are shuffled in different ways. It’s a persistent paradox of data analytics: the scope of data collected is broader and the analytics more complex than you could ever imagine, yet, no matter what, some data remain fragmented.

And lest we forget, data has errors, individuals use technology incorrectly, and institutional barriers to integration are just as prevalent as technical barriers. One person in the Robbery-Homicide Division described it as “very fragmented” and said “one of the big ongoing problems” with Palantir and other systems used for data-sharing is that, “each agency you go to. . . . Everybody’s got their own ideas for what they’re wanting to do and what serves their mission.” He listed the FBI, the Secret Service, and the federal Marshals before adding, “And it’s the same with local law enforcement as well.” Another respondent, a civilian employee of the LAPD, said similarly,


Law enforcement is very personality driven. So, people want their own signature. They want their own brand, in which “Bratton” is sort of like a brand name in terms of law enforcement. So, people will want their own signature or style, like [Sheriff Joe] Arpaio over in Arizona.66



The result of this piecemeal approach is considerable variation and unevenness in data coverage across even the divisions of this one organization, the LAPD. Data make certain policing tasks more efficient, but they’re also an incredible source of frustration. One respondent in Information Technology Division described a data system that seemed awkwardly tacked onto another: “There is the current detective case management system, which is sort of like a pimple. . . It’s a mess. It’s terrible. It’s like, ‘Oh, we need a case management system,’ and they just, like, stuck it on the top.”

Complaining about the case management system, a frustrated detective in the Juvenile Division gestured emphatically, saying, “I want one special fucking unit that I can call and say ‘This is what I’ve got, this is what I’ve done, what can you direct or guide me to?’ I want a unit of experts to turn to!” Over and over, the people inside the LAPD sounded just like anyone who has ever furiously pressed “0” in an attempt to override an automated customer service menu and get a real person on the line. They lamented instances where they felt parts of their work were replaced by technical systems—and even worse, technical systems that didn’t work very well, and certainly didn’t play well with other platforms.

Just like other organizations, the LAPD’s decisions about which technologies to adopt, which data to collect in-house, and which data to purchase from external vendors are not made in a vacuum. Rather, they are shaped by political, economic, and social factors, and by an organizational context rife with power politics. Its nearly innumerable stakeholders include county, state, and federal law enforcement; the military; technology companies; and third-party data brokers. As the science and technology scholar Rob Kling argues, ideologies, developed through interaction in broader organizational fields, play a crucial role in mobilizing support for specific new technologies.67 Indeed, big data has become more than just an amount or type of data—it is a rhetoric, a mantra, and an ideology that has come to dominate discourse in a wide range of institutions.

Along with ideology, funding shapes law enforcement’s adoption of new data sources and technologies. The LAPD spends hundreds of thousands of dollars on grant writers and criminal justice consultants. That spending often pays off—many of the new data-driven initiatives the LAPD is undertaking are funded by federal grants, including the Smart Policing Initiative, which is the primary funder of Operation LASER, one of the LAPD’s most controversial predictive policing programs, which is discussed in detail in Chapter 4. Once the department secures federal funding, the funds becomes subsumed into the operating budget. And the department has a vested interest in maintaining that cash flow, regardless of whether the originally funded technology is effective. It’s a process one officer described as the “budgetization of grants,” and it’s just one way that funding affects data in policing.

Although federal grants make many of the data-intensive initiatives possible, overreliance on grants may exacerbate the fragmentation of legacy systems. As one administrator from the Records and Identification Division explained, “We could get grant funding for one cool project integrating some data, but then the money’s up and we can’t maintain it, so it goes away.”

Meanwhile, as the feds increasingly embrace big data surveillance tactics, policing is not merely a local issue, but a national one. In his 2018 remarks at the Project for Safe Neighborhoods National Conference, Deputy US Attorney General Rod Rosenstein referenced Operation LASER: “We also support ‘predictive policing,’ which involves analyzing data so police can anticipate crime and preempt it. We need to send police to disrupt criminal activity in response to data analysis, instead of just dealing with the consequences after crimes occur.”68

Tracing the role of data throughout the history of policing sheds fresh light on the foundations of the data-intensive policing we experience today. The taken-for-granted narrative around big data suggests that it is new, transformational, and disruptive, as well as objective and unbiased. Contrary to narratives coming out of the tech industry that data and advanced analytics are disruptive and reshaping our world as we know it, data is better understood as a form of capital—a resource with shifting utility over time. From pin maps to predictive algorithms, the police have been using data in their daily operations for the better part of a century. That said, this is an important historical moment to analyze the data involved in predictive policing and other government initiatives. An unprecedented reliance on private sector data collection, storage, and analysis brings threats to transparency, and the mass digitization of information makes it possible to share data beyond the policing context—for example, with Immigration and Customs Enforcement (ICE). Whereas the police themselves used to be the primary collectors of the data they use, it is ordinary people going about their daily routines and leaving digital traces in a wide range of non–law enforcement institutions that now populate law enforcement databases.


Chapter 3


Dragnet Surveillance

Our Incriminating Lives





You just need to give me enough data to catch the bad guy. That’s all I need.

—Crime Analyst



the lapd’s real-time crime Analysis Center (RACR) is a hulking, institutional-gray building about a mile north of downtown. Its only marking is its address: 500. I had an early morning meeting scheduled, and so I walked up to the security gate, pressed the buzzer, and announced myself. The gate swung open. In the lobby, I identified myself again at reception, declining a donut the guard offered from a box on his desk. About 20 minutes later, Mary—the civilian employee who had helped schedule my meetings for the day—ushered me inside. We strode past dozens of nondescript cubicles, and I spotted a whiteboard listing today’s date, the total number of homicides last year, this year’s homicide YTD (year-to-date), last year’s YTD, and the percent decrease since last year.

Mary handed me off to Doug, a “forward-deployed” Palantir engineer who waited for me in a training room. Palantir’s clients need training in order to learn how to use the platform, and they need a point-person to answer their questions and challenges, and that’s where engineers like Doug come in. He logged in to Palantir Gotham, the company’s government intelligence platform, and pulled up the home page (Figure 3.1). For him, it was a banal moment, but I’d been eagerly anticipating this sight: there is virtually no public research available on Palantir, and media portrayals are frustratingly vague.



[image: image]

Figure 1.3 Palantir homepage

source: LAPD



As Doug listed agencies using Palantir, he started running through some of the different ways the platform could be used. He patiently explained what he was doing as he queried, clicked, zoomed, narrowed, and filtered:


So now, imagine a robbery detective who says, “Hey, you know what, I have a male, average build, black 4-door sedan.” Like, they would [previously be able to] do nothing with that, right? So, we can do that.

Let’s go take a look at vehicles that are in the system. Here is vehicles. So, I change my focus to vehicles. . . . Now, we’re going to go look at color. . . . There are 140 million records in this system . . . we know it’s a Toyota, maybe a Hyundai, right? Or a Lexus. . . . So let’s say we think it’s one of those types of vehicles, right? And that got us then to 2 million [vehicles]. And if we were to go look at, say, a color. We are going to lose about 100,000 records just by choosing a color immediately, just because certain records just don’t have that information. And so, we know it was black. Maybe it was blue, ’cause it could have been blue. It could be dark green. . . . And we know it was a 4-door.

Do you see what’s happening over here? In five hops, they’re able to get down to 160,000. Now they’re still not going to look at 160,000 vehicles. We didn’t get into model and year, but we could do that, and we could chart it, which makes it easy. Now this is just one of the cool advantages of “object explorer” and being able to look at all your data. . . . So now I could say, I think it was between 2002 to 2005, drill down, now we’re 23,000. Now it gets pretty manageable.

So now let’s flip over and let’s look at the people that are connected to these vehicles. And I know I’m looking for a male. And I’ll just do one of them. And I know that like let’s say he was pretty short. And he was on the heavier side. Brick house. We just got down to 13 objects, 13 people. And you could say, “Okay, well, now let me take a look at—all 13 have driver’s license numbers.” So now we’ve narrowed it down to 13 potential people and they could take these 13 objects and go to the DMV and pull their DMV photos and go to the witness or victim and say, “Here you go.”



In less than a minute, using partial information, Doug was able to narrow a search from 140,000,000 records to 13. He went on to show me how to look up which of the 13 had any citations or arrests, the divisions in which they received their citations or were arrested, and identify one person who had been cited in the same division in which the robbery occurred. If the person ended up not being the person who committed the robbery, officers could simply save this search formula and keep running it in the coming days, just in case any new data came in. I asked what happens when the system gives a false positive. What happens to the wrong suspect? Doug said bluntly, “I don’t know.”



In the introduction, I asked you to consider all the digital traces you leave as you move through the world in the course of your everyday life. Rapidly proliferating automatic data collection sensors record and save those digital traces, and make dragnet surveillance, or, the collection and analysis of information on everyone, rather than only people under suspicion, possible at an unprecedented scale. Dragnet data collection and analysis results in surveillance that is both wider and deeper. It includes a broader swath of people and can follow any single individual across a greater range of institutional settings. Technologically mediated dragnet surveillance shifts the surveillance ratio from 1:1 to 1:many and is increasingly suspicionless, programmatic, ongoing, cumulative, remote, invisible, automated, preemptive, and embedded into routine activity.1

In this chapter we will consider what dragnet surveillance looks like on the ground. Digitized policing is different from traditional policing methods in a number of ways: the proliferation of automatic alert systems and shifts from query-based to alert-based systems makes it possible to systematically surveil ever larger groups of people; individuals with no direct police contact are now included in law enforcement systems, effectively lowering the threshold for inclusion in police databases; and institutional data systems are integrated, such that police now collect and use information gleaned from institutions that are typically not associated with crime control.

The Power of a Platform

Data—particularly large, diverse sets of data—are relatively useless on their own. You need a good platform. And Palantir is excellent at processing, sorting, and analyzing data. With the right platform, searches that used to take hours, days, or even weeks may now only take a few seconds. Tracking a vehicle that previously required an individual detective physically following a car can be done by simply punching in a license plate and receiving notifications whenever an automatic license plate reader (ALPR) picks it up. Police stops that used to be recorded on paper cards and stored in a filing cabinet are now uploaded and can be integrated into a multimodal network that presents connections individual officers might never have been able to make. Not only is technologically mediated surveillance faster, it appeals to law enforcement because it promises to increase efficiency and save resources. As one detective put it, the kind of query that used to take multiple investigators searching multiple systems for a week can now be conducted almost instantly.

Trevor, a civilian employee working in the Information Technology Division, underscored the transformative role of technology in policing as he made this prediction: “If there is going to be improvements in the next 10 to 15, 20 years, it’s going to be probably in computer technology of how it delivers information to the officer and the investigator in order to solve crimes and effect change, right?” Of course, Trevor and others working in information technology have a vested interest in making the case that information technology is a crucial component of law enforcement. But no matter how you quantify it—through increased federal and within-department funding for data-intensive policing, the proliferation of law enforcement contracts with tech companies, the increase in tech training sessions for police, or the rising number of data points the police access daily—data analytics are central to law enforcement operations today. Of course, as a sergeant noted, “information sharing is not a natural act.” It requires institutional buy-in, infrastructure, personnel, and trust.

As mentioned in Chapter 2, the Southern California fusion center JRIC started using Palantir in 2009 to connect and analyze Suspicious Activity Reports (SARs). At the time, it was the largest law enforcement deployment of this software anywhere in the world. The LAPD, Long Beach Police Department, and LA City Fire soon adopted the platform, and there were over 1,300 trained Palantir users in the region by 2014. More users are onboarded every month. Sergeant Michaels, who coordinates some of the training sessions at JRIC, claims “they catch bad guys during every training class.”

The LAPD’s field interview cards and arrests were the first data sources integrated into Palantir. Both are geocoded, meaning you can plot where these police stops and arrests occurred. Because one of Palantir’s biggest selling points is the ease with which new, external data sources can be incorporated into the platform, its coverage grows every day. LAPD data, data collected by other government agencies, and external data, including privately collected data accessed through licensing agreements with data brokers, are among at least 19 databases feeding Palantir at JRIC. The data include (but are not limited to) information from field interview cards, the Crime Analysis Mapping System (CAMS), traffic citations, crime alerts (including bulletins from other agencies), automatic license plate readings, the sex offenders registry, Burbank citations, Sheriff’s incidents, county jail records (including phone calls, visitor logs, and cell block movements), collisions, warrants, crime stopper tips, California Law Enforcement Telecommunications System (CLETS), and foreclosure data.2

Though there was a lot of uncertainty among interviewees about exactly what data were in the databases they were accessing, a pair of civilian employees mentioned the use of LexisNexis’s public records database Accurint and speculated that it contained documents like utility bills and credit card information. Indeed, LexisNexis has over 84 billion public records from 10,000 diverse data sources, including 330 million unique cell phone numbers, 1.5 billion bankruptcy records, 77 million business contract records, 11.3 billion name and address combinations, 6.6 billion motor vehicle registrations, and 6.5 billion personal property records. As their website states, by accessing this data, a user can:


Identify relatives, associates and neighbors who may show up in photos or be mentioned in social media postings with a search of hundreds of networks and millions of sites on the open web. Find cell phone data critical to serving a subpoena such as associated addresses, carriers and an exclusive phone detail report with custodial contact information for the carrier. Reconstruct a person’s job history with Employment Locator, which provides places of employment as well as contact information for employers.3



Palantir sits on top of old legacy systems, meaning it does not own the data the LAPD uses, but rather provides an interface that makes it possible to link data points across previously separate systems. For example, Palantir can transform data inputted as a familiar spreadsheet (with rows and columns) into objects and entities that can be visualized in relation with a single graph. Users can plot data on maps, as a network, as a time wheel, or as a bar graph with a timeline of phone calls and financial transactions, for example.

As discussed in Chapter 2, before Palantir, LAPD officers and analysts used to conduct mostly one-off searches in what respondents described as “siloed” systems: one for rap sheets, another for license plates, field interview cards, traffic citations, gang data, the AB 109 (community supervision) data, and so on. The goal of Palantir, then, is to create a single data environment, or “full data ecosystem,” that integrates hundreds of millions of disparate data points into a single access module.

The platform even allows users to give order to structured and unstructured data content such as e-mails, PDFs, and photos through “tagging.” The process of labeling and linking objects and entities like persons, phone numbers, and documents such as law enforcement reports, tips and leads, and calls for service also makes it possible to plot data on maps and graphs on which users can see data in context and make new connections. It can also make it easier to see what crucial data might be missing or what sorts of data might be useful for law enforcement to begin collecting. Whereas one piece of information may not be a useful source of intelligence on its own, Doug explained, the “sum of all information can build out what is needed.”

Running Queries across Datasets

Most staffers who use Palantir Gotham use it for simple queries (what Palantir calls “drilling down using ‘object explorer’ ”). Users can search for anything from license plates to phone numbers to demographic characteristics, and a vast web of information will be returned. One officer described the process:


You could run an address in Palantir, and it’s going to give you all the events that took place at that address and everyone who’s associated to those events. . . . So if it’s a knucklehead location where a lot of things are happening there, you’re gonna get people documented on there one way or the other. . . . Either field interview cards, or they’re on crime reports, whatever. . . . Otherwise you could search all of records within [LexisNexis’s] Accurint. . . . and see who’s living with who a lot of times.



It’s not quite so simple as run a query, get a list of suspects. Doug might have made this look too easy, or too automatic. Notice, for example, how the officer says “knucklehead location”—he means that you can query an address, and if it’s been listed as the address for many people or their car registrations, if it’s been the site of multiple calls for service, or it’s otherwise connected across the databases, a Palantir Gotham search is going to return a tangle of information. Some of it will be useful, some of it won’t, but the presumption is that if criminal activity is going on at a location, someone or something will be in Palantir.

Another employee at Palantir demonstrated its use for retroactive investigative purposes: Law enforcement had a name of someone they thought was involved in trafficking. They ran a property search, which yielded the person of interest’s address and date of birth. Then they ran a search for common addresses (whether there are any other people in the system associated with the same address). One turned out to be a sibling of the initial person of interest, which sent investigators searching again, this time coming up with a police report for operating a vehicle without a license. They also searched the address of a third sibling, who lived at a different address. A radius search revealed several tips concerning this same house: one neighbor had called in to report a loud argument, and another that a suspicious number of cars was stopping at the house. With this information, the police were able to set up in-person surveillance and subpoena phone records, which were run through Palantir’s “time wheel” function to identify temporal patterns. Modeling revealed phone calls to one or two phone numbers at the same time each week; using those phone numbers, police got a new database hit. They found a name, a police report, and identified their suspect.

In another instance, I saw a user search for a car using just a partial license plate. They entered “67” and accessed all of the crime reports, traffic citations, FIs (field interview cards), ALPRs (automatic license plate readings), names, addresses, and border crossings associated with cars whose license plate contained these numbers in this order. An engineer demonstrated a search based on characteristics drawn from a suspect description:


We can do things like . . . see if there’s any people out there that . . . are male whites that have “November” somewhere in their record that’s from an incident, a citation, an FI, that has “Snoopy” and the word “arm” next to each other, and see if that comes up [referring to a Snoopy tattoo on a suspect’s arm]. It’ll take a second. [Profile of an individual comes up]. So yeah, Arm. Snoopy. All this other stuff.



By structuring previously unstructured data through tagging and generating links among previously disparate data points, entirely novel searches can be performed. Snoopy and arm? This isn’t the kind of thing a beat cop in the 1980s could make much use of, other than maybe checking out the tattoos collected on folks in their lockup. As Doug explained,


It’s about big data in that you want to quickly build up this profile, or the offender profile, or consolidate all the information you can real quickly about a person or about things like that . . . and figure out how do we make your decision based off of that information.



Now, for example, if the individual with the Snoopy tattoo gave a home address that was included on an FI, and if this address could be linked with calls for service and DMV data, it is possible that a Palantir user could link residential and vehicular data for all people associated with that address.

Advanced analytic tools on the platform include geo-, temporal, and topical analysis, each of which can be visualized differently. For example, users can plot (geo-analysis) all the types of crime they are interested in (topical analysis) in a given period of time (temporal analysis). Users can visualize the data on a map or along a chronological axis, as well as conduct secondary and tertiary analyses in which they analyze the results by, for example, modus operandi (e.g., using a bolt cutter) or proximity of robberies to a parolee’s residence.

Another way to use the analytic suite is to paint a detailed picture of the population of interest in an area. One officer explained this:


The big thing that Palantir offers is a mapping system. So, you could draw out a section of [his division] and say, “Okay, give me the parolees that live in this area that are known for stealing cars” or whatever [is] your problem. . . . It’s going to map out that information for you . . . give you their employment data, what their conditions are, who they’re staying with, photos of their tattoos, and, of course, their mug shot. [And it will show] if that report has [a] sex offender or has a violent crime offender or has a gang offender. Some are in GPS, so they have the ankle bracelet, and . . . we have a separate GPS tracker for that.



Associations among suspects are revealed in new ways via Palantir, too. Should officers suspect that a person of interest is co-offending, or committing crimes with other people, Palantir Gotham’s link analysis system will be useful. A detective in Robbery-Homicide Division told me about this:


Yeah, so, for example, I could run an individual today. And let’s just say that that person comes up . . . ten times: three or four field interviews, couple arrests, maybe two or three calls for service. When you run that name, all of that information will pop up, but it pops up in a visual manner. So, for example, you run my name now you see . . . that my name comes up ten times . . . it pulls up events that I might have been involved in, like a crime. And then when you take that crime and you expand out and you search the details of that crime, then you can see the other individuals that are associated with that crime. So now . . . you can start to build up a sense of whether or not you have this individual that has worked with other individuals in the past. And maybe there’s a vehicle involved, you know, maybe the person that you just pulled up isn’t your suspect per se, but maybe you see that that person was involved in another crime with another individual and that individual is associated with the vehicle.



Manuel, a civilian employee in Information Technology Division summed it up, saying that cops now “have better access into information that was always out there, but it was just hard to get to. And now when you can see that in context to our data, it just creates a better picture.”

Shift from Query-Based to Alert-Based Systems

One of the most substantively important shifts that have accompanied the rise of big data policing is the shift from query-based systems to alert-based systems. By “query-based systems,” I mean those databases that operate in response to a user query, such as when an officer runs your license plate during a traffic stop. In alert-based systems, by contrast, users receive real-time notifications when certain variables or configurations of variables become present in the data. High-frequency data collection makes alert-based systems possible, and that carries enormous implications for the relational structure of surveillance.

Imagine an officer wants to know about any warrants issued for residents of a specific neighborhood. In a query-based system, they would need to set up specific searches, and most of those would only be useful well after the warrant had been issued. There are 1.8 million warrants in LA County. All of those warrants are geocoded and can be translated into object representations spatially, temporally, and topically in Palantir. Through tagging, users can add every known association of a warrant to people, vehicles, addresses, phone numbers, documents, incidents, citations, calls for service, ALPR readings, FIs, and the like. All that information is cross-referenced in Palantir. Then, using a mechanism in Palantir that’s similar to an RSS feed, an officer can set up automatic notifications for warrants or events involving specific individuals (or even descriptions of individuals), addresses, or cars to their cell phone.

For example, an alert can be set up by putting a geofence around a given area and requesting an alert every time a new warrant is issued within that perimeter. One sergeant had an e-mail alert set up in this way, and could even get the alert while he was out on patrol. “Court-issued warrant, ding!” As soon as he got the notification, he says, he was able to track down and arrest the suspect. Previously, the process was far slower. “Now,” he explained excitedly, “you draw a box in Palantir and go about your business. Ding!”

A civilian employee echoed the officer’s comment, describing the utility of ALPR alerts: “If you have an automated license reader, you can flag a plate or a partial plate and you could attach it to your e-mail. And if it ever comes up it will send you an e-mail saying, ‘Hey, this partial plate or this vehicle, there was a hit last night. Here is the information.’ ” Real-time location was once only possible if law enforcement was conducting 1:1 surveillance, received a tip, or encountered a person of interest in the course of their work. Now they can access license plate reader data remotely and immediately. A software engineer spoke of the gang unit monitoring entire networks of people: “Huge, huge network. They’re going to maintain this whole entire network and all the information about it within Palantir, as they’re also working up each individual person that is of interest.”

Relatedly, real-time notifications can be useful in operational planning. One sergeant described preparing to search a house suspected as a card mill (a place where fake credit cards are produced). Conventionally, an officer in his position would “run the guy, work up the house, see there’s a gun registered, see he’s a gangster, and that there was a call for service.” Then he’d park his car three doors down, set up a few more cars to secure the perimeter in case someone runs out, and hope for the best. With Palantir, he can gather intel about all the surrounding houses, as well: he can draw a geofence to get all geocoded data points inside that radius, including calls for service, police reports, FIs, SCARs (suspected child abuse reports), warrants, and ALPRs. He could see that the house he was going to park in front of actually was linked to a warrant for assault with a deadly weapon, tipping the officer off that, if that resident saw the car, “they might go out and shoot you.” So Palantir, he explained, is an “operational game changer,” giving him the data he needs to protect his officers’ safety by, for instance, locking down a neighborhood and positioning an airship overhead while law enforcement conducts that search. Of course, this situational awareness made possible by Palantir can, in addition to protecting officers, ratchet up their sense of danger and escalate an already tense situation. Such platforms provide an unprecedented number of data points supporting the “danger imperative,” or the cultural frame officers are socialized into in which they may face lethal violence at a moment’s notice.4

Alerts can also be used to break down information silos within the department. LAPD’s jurisdiction is almost 500 square miles. A captain pointed out that it is difficult for individual detectives to spot series of crimes that span division lines:


Let’s say I have something going on with the medical marijuana clinics where they’re getting robbed. Okay? And it happens all over, right? But I’m a detective here in [division], I can put in an alert to Palantir that says anything that has to do with medical marijuana plus robbery plus male, Black, six foot.



He continued, “I like throwing the net out there, you know? Throw it out there, let [the database] work on it while you’re doing your other stuff, you know?” An interviewee in Robbery-Homicide gave a similar example:


Another nice component of Palantir is that you can set up a search feed so that when, you know, if there are any particular sexual assaults or kidnappings in a particular area, I can set up a search feed so that it will search for this kidnapping, this type of assault in this particular area with this particular type of crime. And it’s just running behind the scenes.



Palantir’s isn’t the only platform that can shift law enforcement from query-only to alert-based data-intensive policing. A crime intelligence analyst described a pilot project taking place in the FBI’s ViCAP (Violent Criminal Apprehension Program) Web. Automated data grazing was being used to flag potential crime series across jurisdictional boundaries, he said. “You could get an alert that would say, you know what, your case is pretty similar to this case over in Miami.” If the case reaches a merit score—a threshold at which a certain configuration of variables is present—the system flags the cases as similar. The system matches on fields such as suspect description, license plate, type of weapon, cause of death, motive, type of crime, narcotics- or gang-related crimes, the presence of a sexual assault or robbery, whether it’s a domestic, and MO: “What kind of bindings were used . . . or was there torture involved? What type of trauma has occurred? Was there, you know, was there some type of symbolic activity?” Importantly, although the matching process is automated, the choice of which parameters the system uses for matching is left to ViCAP agents’ discretion.

Taken together, the use of alerts represents not just a scaling up of existing police practices, but also a fundamental transformation in how patrol officers and investigators generate case knowledge. Under the traditional surveillance model, alerts about incidents and suspects are sent out from dispatch centers. However, as alerts are becoming automated, there is a decrease in human intermediation in broadcasting out these real-time alerts or conducting data grazing.

It is important to note that alert-based systems are supplementing, rather than replacing, query-based systems. Searches are still critical features of law enforcement information systems. In fact, one of the transformative features of big data systems is that queries themselves are becoming data. A Robbery-Homicide informant made this observation:


I queried the system a certain way and then another person queried the system a certain way . . . we were looking for something very similar in our query, and so even though the data may not have connected the two, the queries were similar. Yeah, so then [the database] will be able to say “Hey, listen, there’s an analyst in San Francisco PD that ran a very similar query as to yours,” and so you guys might be looking for the same thing.



A detective in Juvenile Division noted that if he searched for the name of a person of interest in one national database, he could see how many times that name had been queried by other users. I wondered aloud why that information would be useful. “If you aren’t doing anything wrong,” he said, the cops are not going to be looking you up very many times over the course of your life. In other words, in auditable big data systems, queries are serving as quantified proxies for suspiciousness. He launched into an anecdote: A child was missing, and a suspect was starting to emerge from the neighborhood. The child had been over at the suspect’s house, but, at face value, the “guy is as clean as a Safeway chicken. Suit and tie. Has a decent job.” Yet this detective noticed that someone had run the man’s name through NCIC (the National Crime Information Center) before. The suspect didn’t have a criminal record, but the detective concluded, “Just because you haven’t been arrested doesn’t mean you haven’t been caught.”

The idea that the cops won’t be looking you up unless you’ve done something illegal flies in the face of scores of empirical research studies that have demonstrated racial disparities in “hit rates,” or the probability that being stopped by the police will lead to an arrest. For instance, the police are more likely to stop Blacks and Hispanics than whites, but when whites are stopped, they are less likely than minorities to be released without charge.5 Put another way, a higher proportion of whites who are stopped are arrested, suggesting police stops of racial minorities are more indiscriminate. It’s easy to invalidate the statement that if you aren’t doing anything wrong, the cops won’t be looking you up in a database or stopping you on the street. Further, over time, criminal conduct and criminal justice contact have become relatively uncoupled: the relationship between committing crimes and being arrested for committing crimes has become weaker. This is especially true for Black people, who are increasingly likely to be arrested (and by extension, have the cops looking them up) without committing any crime.6 So big data doesn’t directly exacerbate racial inequality, but the assumptions around what big data can tell you—such as query counts—may do so by quantifying and reifying incorrect assumptions about policing, race, and crime.

No Police Contact Needed: Lower Database Inclusion Thresholds

Law enforcement databases have long recorded who has been arrested or convicted of crimes. Today, they also include information on people who have been stopped, as evidenced by the proliferation of stop-and-frisk databases. The real surprise may be that as new data sensors and analytic platforms are incorporated into law enforcement operations, the police increasingly utilize data on individuals who have not had any police contact at all.

The automatic license plate reader (ALPR) is perhaps the clearest example of a low-threshold “trigger mechanism,”7 lowering the bar for criteria that justifies inclusion in databases. ALPRs are quintessential dragnet surveillance tools—they take readings on everyone, not just people under suspicion. Their data comes in the form of two photos—one of the license plate and one of the car, along with the time, date, and geo-coordinates attached to those photos, as read by ALPR cameras mounted on the tops of police cars and static cameras at intersections and other locations (see Figure 3.2).
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Figure 2.3 Plotted Automatic License Plate Reader (ALPR) readings

source: Palantir Technologies; map by David Hallangen



Law enforcement–collected ALPR data can be supplemented with privately collected ALPRs, such as those used by repossession agents.

Just this one, relatively simple technological tool makes everyday mass surveillance possible on an almost unimaginable scale. The data produced by ALPRs give the LAPD a map of the distribution of vehicles throughout the city, and in some cases it may enable law enforcement to learn a given driver’s typical travel patterns. For example, an analyst used ALPR data to see that a person of interest frequently parked near a specific intersection at night, and deduced that this intersection was likely near the suspect’s residence or “honeycomb” (hideout). A captain reminded me that even a partial license place could help suss out a person’s normal routes. An officer in South Bureau shared that he had used ALPR data on a car that he identified as “probably” a suspect’s vehicle and


saw this pattern that they have a lot of photographs [of the car] on Avalon Boulevard, and we pretty much established that they’re hanging down in these projects, the Southeast Division. . . . So our detectives . . . what corridor are they gonna take? Avalon, because that’s showing where a lot of the [ALPR] hits are. So, they’re driving south to do some surveillance in this area, they see these guys going northbound on Avalon. So, our detectives make a U-turn, follow them, and videotape them conducting another robbery. And they take ’em down. Yeah.



There are several other ways law enforcement can use ALPR data. One is to compare them against “heat lists” of outstanding warrants or stolen cars. Another is to place a geofence around a location of interest in order to track cars near the location. For example, after a series of copper wire thefts in the city, the police found the car involved by conducting a “radius search” in Palantir to isolate the three geographic locations from which wire was stolen, setting up time bounds around the time they knew the thefts occurred at each site, and querying the system for any license plates captured by ALPRs in all three locations during those time periods. One captain explained, “They [suspects] are creatures of habit. So, if a car is spotted all over the city, but near copper wire thefts, you have your guy.”

However, the most common use of ALPRs is simply to store data for potential use during a future investigation. Recall the body dump described in the introduction to this book, where the ALPRs helped law enforcement track down cars spotted near the scene where the body was left. ALPRs can also be placed at strategic locations like hospitals, as one sergeant told me. He said that there was an emergency room known for “homie drop offs,” where family and friends would quickly drop off shooting victims without sticking around for questioning. Previously, he explained, “some minimum wage security guard didn’t notice the car make and model, let alone the license plate,” but with an ALPR mounted in the ER driveway, police can now look up license plates and start to build out a network of the victim’s associates. Clearly, there is investigatory value to this data, but, as will be discussed in more detail in Chapter 6, there is also the potential for a negative unintended consequence: individuals may avoid emergency healthcare because they fear police surveillance for one reason or another.8

ALPR coverage is rapidly expanding. There are all kinds of efforts to link ALPR data to data collected by non–criminal justice agencies. For example, a captain explained that he wanted to link ALPRs to data from Automated Traffic Surveillance and Control (ATSAC) cameras, electronic toll pass data, and cameras in pay-parking lots, hospitals, the University of California, Los Angeles, the University of Southern California, and LAX. “If we tied these cameras in for license plates,” he explained, “it would dramatically increase the number of reads going into the bucket.” Individuals at the Information Technology Bureau seconded the captain’s idea, arguing that by merging these external data collection sensors, they would get “millions” more observations.

To be sure, ALPRs are plainly useful. I saw as much in my fieldwork. But I also saw instances when respondents overestimated their utility (and the utility of other technologies). One detective in Juvenile Division was enthusiastic about his use of ALPRs, explaining,


predators that go to schools. For example, there was a guy in a red Toyota in [area] that kept bothering high school girls. LAPD put undercover female officers that look young, created a geofence around the schools, a bunch of creeps exposed themselves, and [ALPRs] found the same car in all locations.



Yet when I asked, “So you caught the guy?,” he paused briefly before admitting that they hadn’t. The ALPRs actually picked up six cars that had been to all of the schools, but none of them belonged to the original suspect in the red Toyota.

In addition to ALPRs, there are all sorts of low-threshold trigger mechanisms being leveraged by the LAPD. Much of the data is what’s being called “collateral data collection,” and it is a passive, pervasive way people are being caught up in the surveillance state. Figure 3.3 is a deidentified notional representation, based on a real network diagram I obtained from the LAPD.
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Figure 3.3 Network in Palantir

source: Palantir Technologies; diagram by David Hallangen



The Carmen Sandiego–looking figure in the middle, “Stephen Thompson,” is a person with direct police contact. Radiating outward, we see all the entities he is related to, including people, cars, addresses, and cell phones. Each line indicates the type of connection (e.g., sibling, lover, co-arrestee, vehicle registrant). The data needed to build this chart may be gathered by officers during a call for service or interview and recorded in the open-ended narrative portion of the FI cards, or during a crime scene investigation, and subsequently entered into the corresponding system for reporting or record-keeping purposes. To be in what I call the “secondary surveillance network,” radiating out from the person of interest, individuals do not need to have direct law enforcement contact; they simply need a connection to the central person of interest. And once they are in this system, these individuals can be “autotracked,” meaning officers can receive real-time alerts should they come into contact with the police or other government agencies.

Institutional Data Systems Are Integrated

Finally, the proliferation of digitized records makes it possible to merge data from previously separate institutional sources into an integrated, structural system in which disparate data points are displayed and searchable in relation to one another, and in which individuals can be cross-referenced across databases. This integration facilitates one of the most transformative features of the big data landscape: the creep of criminal justice surveillance into other, non–criminal justice institutions. Function creep—the phenomenon of data originally collected for one purpose being used for another—contributes to a substantial increase in the data used by police. Law enforcement follows an “institutional data imperative,”9 or a mandate to collect as much data as possible, in part by securing routine access to a wide range of data on everyday activities from nonpolice databases. As we have seen, new data sources are incorporated into Palantir regularly. One captain commented:


I’m so happy with how big Palantir got. . . . I mean it’s just every time I see the entry screen where you log on there’s another icon about another database that’s been added . . . they now have been working with Palantir to develop a database of all the foreclosure properties . . . they just went out and found some public data on foreclosures, dragged it in, and now they’re mapping it where it would be relative to our crime data and stuff.



Another interagency data integration effort is LA County’s Enterprise Master Person Index (LA EMPI) initiative. If established, LA EMPI would create a single view of a client across all government systems and agencies: all of an individual’s interactions with law enforcement, social services, health services, mental health services, and child and family services, would all be in one place under a single unique ID. After talking about the benefits of information sharing with an employee in the county’s Chief Information Office, the conversation shifted to the legal frameworks that have long protected information silos to prevent privacy concerns with sprawling information systems like LA EMPI. Flatly, he told me “consent is anachronistic.” Although the explicit motivation behind the EMPI initiative was to improve service delivery, such initiatives effectively serve the latent function of extending the governance and social control capacities of the criminal justice system into other institutions.

I encountered several other examples of law enforcement using external data originally collected for non–criminal justice purposes, including the aforementioned LexisNexis, but also TransUnion’s TLOxp (which contains 100 billion public and proprietary data points), databases for repossession and collections agencies; social media, foreclosure, and electronic toll pass data; and address and usage information from utility bills. Respondents added that they were working on integrating hospital, pay-parking lot, and university camera feeds, as well as rebate data, pizza chain customer lists, and so on. One interviewee in the Information Technology Division said they had their eye on consumer data: “Other stuff, shopping data. You can buy it, you know, certainly other vendors are. So why not?” Truly, in some instances, it is simply easier for law enforcement to purchase privately collected data than to rely on in-house data. As mentioned in Chapter 2, there are fewer protections and less oversight over private sector surveillance and data collection.10 Plus, private data can be more up-to-date than police-generated data.

Dragnet surveillance—and the data it produces—can be incredibly useful for law enforcement to solve crimes. As one officer explained, after any crime, “the first thing you’re gonna do, always, is check the digital footprint.” For many people, this could end up being entirely unproblematic. However, imagine if your locational information was collected at three different times. These data points might tell a different story than you would about why you were in those places at those particular times. Using a series of data points to reconstruct an individual’s intentions and behaviors (whether incriminating or exculpatory) rests on the assumption of an infallible state, or the assumption that law enforcement will draw a correct conclusion. And, as the analyst above implied, you are not able to consent—or refuse consent—to the collection of your data at each point. When many streams of information flow together, they form a “data double,”11 which can be a powerful tool in the hands of law enforcement. As a member of legal counsel at Palantir explained, digital traces can be knit together so that circumstantial evidence looks like a comprehensive picture: there is “usually not one smoking gun document but we’re able to build up a sequence of events prosecutors might not previously have been able to do . . . [we can integrate] data in a single ontology to rapidly connect illicit actors and depict a coherent scheme.” As will be discussed in Chapter 7, this reconstruction may be invisible to civilians (and their lawyers, if they end up being charged).

Digital traces are also indelible. Once your information is available, it stays that way. One LAPD employee told me that they planned to purge their ALPR data, for instance, when they run out of server space. They “have not needed to purge any information yet.”

Our quotidian activities are being routinely accumulated and codified by law enforcement, and files are lying in wait. In that sense, we lead incriminating lives. But indiscriminate data collection is not the inevitable outcome of technological advancement. More simply: technological determinism is a trap. Mass surveillance is not the “natural” result of mass digitization. Instead, what we allow to proliferate and become the objects of massive data collection efforts are choices that reflect the social and political positions of the subjects and subject matter that we feel comfortable surveilling. As a counterpoint, consider guns in the United States: we do not permit the mass tracking of guns. There is no federal gun registry, and the National Instant Criminal Background Check System (NICS) is required by law to destroy the audit logs of background checks that go through its system within 90 days. We certainly have the technology to track guns, and we could easily leverage existing technology to do more tracking, but gun owners are powerful political subjects. They have the resources to assert that their guns should not be tracked. As we will see in Chapter 5, so, too, have police officers routinely invoked their authority and legitimacy to undermine attempts to surveil their work lives. They have the power to resist in ways that their more usual subjects, disproportionately low-income, minority folks with little political capital and no small amount of fear, cannot. In that way, even dragnet surveillance serves to reinscribe inequality.


Chapter 4


Directed Surveillance

Predictive Policing and Quantified Risk




in 2008 the lapd’s chief of police, William Bratton, coauthored an article with one of his lieutenants, Sean Malinowski, envisioning the future of law enforcement: “predictive policing.” In their prescient piece, Bratton and Malinowski—who has a PhD in public administration—wrote that “experts foresee the expanded use of streaming data analysis, pre-programmed threshold alerts and improvements in the way in which we visualize the data analysis that the computer performs on its own.” Further, “We will move from near real-time analysis to true real-time analysis and then to a ‘predictive policing’ posture wherein more accurate and reliable probability modeling will be utilized to forecast potential crime trends over an increasing time span.”1 By 2014, 38 percent of departments in a national survey responded that they were using predictive policing, and a majority are expected to be using it by 2020.2

The centrality of predictive policing to the LAPD’s approach to crime control was apparent on my very first day of fieldwork, as I sat in a captain’s office. Middle-aged and soft-spoken, he was also clearly excited as he described what he called a shift from “intuition-based” to “data-driven” policing. The captain had done his research—even suggesting multiple articles that might supplement my research—and rattled off a dizzying array of technologies that collect real-time data for his investigators and enthused over the incorporation of automated alerts into new iterations of analytic software. None of this was theoretical: the “future” of policing was here.

Contrary to the Minority Report analogy used in many media accounts,3 today’s predictive policing is not part of a dystopian control regime in which people are arrested for crimes they have not yet committed. At the moment, at least, it’s considerably more boring than that. Predictive policing simply refers to analytic techniques used by law enforcement to forecast potential criminal activity. It involves using data to determine current crime patterns and direct patrol resources, such as where officers should go and who they should stop. It is informed by a large body of research that demonstrates crime is not randomly distributed across people or places. Rather, patterns of place-based environmental conditions,4 situational decision-making,5 repeat offenders,6 and social networks7 shape when and where crime is likely to occur, and who is likely to be involved. The technology takes advantage of these known patterns to aid in law enforcement.

In general terms, the stages of predictive policing are collection, analysis, intervention, and response.8 The first stage involves marshaling data, which may include the kinds of basic crime data included in official reports as well as more complex environmental data such as seasonality, neighborhood composition, or environmental variables associated with crime, such as vacant lots, parks, schools, and ATMs. The second stage is data analysis, an umbrella term for methods ranging from basic arithmetic to algorithmic approaches like risk terrain modeling, and near-repeat analysis, to network models. The third stage is police intervention. Crime forecasts are distributed to patrol officers and supervisors to decide where to deploy officers in the field. With the right data, the logic goes, cops can use their uncommitted time (i.e., when they are not responding to calls for service or booking someone at the station) to surveil the people and places the models suggest are likely to be associated with future criminal activity. The fourth stage, described by law enforcement as “target response,” refers to the reaction of individuals being policed, and it is evaluated as desistance (the police intervene and the person does not commit a crime) or displacement (the police intervene and the person moves on to find another place to commit the crime, and in the process some attrition typically occurs and some crime is prevented).9 Highlighting both the cyclical nature and the military roots of predictive policing, one captain called it a “battle rhythm” that grows increasingly complex over time. Critically, the very act of predictive policing creates new data and shapes future forecasts.

Different criminological theories inform person- versus place-based predictive policing. Person-based predictive policing is premised on the idea that a small percentage of people are disproportionately responsible for most violent crime. Therefore, if the cops can identify and focus their resources on the “hottest” people, they should be able to dramatically reduce violent crime. Data is used to identify individuals or groups most likely to be involved in crimes as victims, offenders, or both, via a wide range of analytic approaches, including social network analysis and regression-based risk assessment.

Place-based predictive policing, by contrast, draws from canonical events-based, place-based, and opportunity theories of crime. Events-based theories use the criminal event—such as a robbery—as the unit of analysis, while place-based theories focus on the location. Situational opportunity theories focus on how certain physical and social environments provide opportunities to commit crime.10 The basic underlying assumption for all is, again, well supported by empirical data: crime is not randomly dispersed. Factors such as routine activities and soft targets (originally a military term referring to unarmored or undefended targets, now used in criminological theory to denote individuals, objects, or places that may be easy to victimize) make crime cluster in particular areas. That clustering can often be explained as a function of environmental factors that create certain vulnerabilities at certain times.

An algorithm or a series of algorithms built into a platform processes data to predict risk of crime. Location-based predictive policing algorithms are typically used to predict property crime, and person-based algorithms are more commonly used to predict violent crime. Both guide police decision-making about where and whom to police.

Predictive policing is promoted as a technical solution to long-standing social issues relating to efficiency and accountability. A rationalizing impetus guides the adoption of algorithmic technologies in resource-constrained police departments, because predictive policing proponents argue that by relying on “less-biased” assessments, algorithms may help deploy resources more objectively.11 The efficiency and accountability justifications are often used in tandem to emphasize the benefits of constructing, acquiring, and implementing algorithmic technologies to replace or, minimally, complement human decision-making.

The Shift from Reaction to Prediction

In the early 1980s, faced with evidence that reactive policing strategies were ineffective at reducing crime, there was a paradigm shift toward more proactive, problem-oriented policing strategies, including hot spots policing.12 By plotting crimes, creating heat maps, and focusing police resources on hot spots—smaller units of geography and specific locations where crime is densely concentrated—police could more effectively address crime.13

During his first term as NYPD commissioner, Bratton led the development of COMPSTAT, a command accountability system now employed by hundreds of police departments across the world. COMPSTAT uses computer-mapping technology and timely crime data to identify crime patterns and target police responses. As described in Chapter 2, departments that adopt COMPSTAT hold regular performance measurement and accountability meetings in which officers and supervisors discuss crime problems and officer behavior in light of the week’s numbers, and supervisors are called to account for crime rates.

In 2004 the LAPD implemented COMPSTAT Plus, a second-wave variation of COMPSTAT that Bratton and Malinowski described as “less confrontational.”14 COMPSTAT Plus was based on three strategies: diagnosing the causes of police underperformance, fostering stakeholder dialogue about the key problems, and tasking commands with developing action plans to address those problems. Beyond COMPSTAT, Bratton oversaw the merging of previously disparate information systems in order to create a more data-based picture of crime in LA. By focusing on past crimes to shape future police deployment, he emphasized a shift from reacting to crime to proactively preventing it.

In many American cities, violent and property crime rates began a steady decline in the 1990s—a decline that has largely continued into the 2020s. Law enforcement usually takes credit, but scholars debate the extent to which policing drove down crime rates. Still, Los Angeles experienced a particularly precipitous decline after 2000. Its homicide rate dropped twice as fast as New York City’s: there were 1,231 homicides in LA in 2000, but just 253 in 2019. And the brass pressure LAPD officers to push crime rates even lower. One captain described his division’s now low crime rates as a sort of Catch-22: “My problem is, do we continue going down? Because we could, I mean, we could go to European levels of crime or something. But at some point we’re gonna see this . . . area is where the friction happens.”

The captain drew a straight horizontal line and an asymptote approaching it, gesturing at the point where the two lines came together. That was the point of “friction.” He continued, comparing low crime rates to low unemployment rates. “Someone figured out—an economist or somebody—what the natural rate of unemployment is, and there’s always going to be that,” he explained. “There’s going to be like 4.5 percent unemployment just because of people changing jobs and that kind of thing. So, they kind of look at it like you’re always going to have 4 percent rate, so if you’re 9 percent, we’re in trouble. If you’re at 4.5 percent, that’s probably natural. We don’t have that for crime.” It seemed misguided, the captain told me, to continue to try and beat YTDs (year-to-dates), when they might be approaching the “natural” rate of crime. Shaking his head, he lamented, “A business wouldn’t run that way.” In a different division with higher—albeit also declining—crime rates, another captain explained, “Chief said, in no uncertain terms, ‘We will reduce crime.’ ” The problem, he said, was that “sooner or later, the low-hanging fruit will be gone. So, you need to innovate.”

Innovating has increasingly meant more data and finer-grained analysis—intensifying predictive policing by extending hot spots policing through the temporal density of big data (that is, high-frequency observations). So while the use of data and statistics for predicting crime is nothing new, today’s data is far more granular than it once was. Increasingly, records are detailed and data collection is automated. Bratton wrote, “American Police Chiefs used to look at crime numbers annually, in response to the FBI’s Uniform Crime Reports data collection efforts. Beginning in the 1990s we began to critically analyze crime data on a monthly, then weekly, then daily basis. When I arrived here in LA, we developed methods to draw down data several times per day for analysis.”15 By late 2011 the LAPD was implementing a predictive policing software designed by PredPol. As mentioned in Chapter 2, PredPol was cofounded by Jeff Brantingham, a UCLA anthropologist with military grant funding whose parents were foundational scholars in the field of environmental criminology, and George Mohler, a computer science professor. Now their company’s software is used in almost 60 police departments, the largest of which is the LAPD.

Even so, predictive policing proponents have recently begun to talk about the need for a paradigm shift in performance metrics, where cops “coming in at the end of the shift with a zero” tally for arrests is counted not as a failure, but as a success. A captain in Central Bureau explained that if cops are using data to prevent crime rather than just “chasing productivity” by reactively arresting people for crimes they’ve already committed, that should be considered a win. This may mean adopting a territorial imperative of “staying home,” or continuing to police areas that are apparently low-crime in order to prevent criminal activity.

Person-Based Predictive Policing

Newton Division covers a predominantly residential area of nine square miles and about 150,000 people. Although the area experienced a steep decline in violent crime since the early 2000s, the division is still home to considerable gang activity and has the third-highest rate of gun violence in the city. Its nickname, “Shootin’ Newton,” and unofficial logo, a three-leaf clover riddled with bullet holes, were emblazoned on division officers’ T-shirts and internal PowerPoint presentations. As I headed out for a ride-along, the officer working the front desk in the division building said sarcastically, “Be careful, it’s boring out there.”

Newton was an early adopter of a predictive policing strategy called Operation LASER (Los Angeles’ Strategic Extraction and Restoration Program). Initiated in 2011, LASER was federally funded through the Smart Policing Initiative, a national initiative encouraging local police departments and researchers to partner and use data to reduce crime. Almost a million dollars’ worth of grants came from the Bureau of Justice Assistance ($499,959 in 2009 and $400,000 in 2014).16 $413,141.57 of it flowed to Justice and Security Strategies (JSS), founded and directed by the former Justice Department senior executive Dr. Craig Uchida, for designing Operation LASER. JSS is just one of many third-party companies contracted by enforcement agencies to develop data-intensive police strategies, and it routinely works for law enforcement, correctional and social services agencies, state and district attorneys, and homeland security.

Uchida’s presence loomed large during my fieldwork. He was hired by the LAPD in 2009 and given free rein to implement Smart Policing in Newton in 2011. As we talked about data analytics, officers and civilian employees would often say, “You really need to talk to Dr. Uchida about that.” I spoke with him a few times and saw him present on his law enforcement work at academic conferences. In one of his articles, Uchida and a coauthor likened their data-driven strategy of targeting violent repeat offenders for policing to “laser surgery, where a trained medical doctor uses modern technology to remove tumors or improve eyesight.”17

Indeed, a recent discursive shift has moved away from prediction to precision, as evidenced in Bratton’s Twitter feed: “#PrecisionPolicing is how law enforcement is continuing to drive down crime in the 21st century, focusing on the few in society causing violence,” he tweeted in 2018. Operation LASER is emblematic, premised on targeting “the violent” with “laser-like precision.” This approach includes both place-based and person-based (specifically, offender-based) strategies.

LASER’s place-based strategy uses data on all gun-related crime to create heat maps. Gun-related crime includes all Part I and II incidents with a gun, as recorded in the FBI Uniform Crime Reports (UCR).18 Supervisors then carry these heat maps with them every day on patrol. On one ride-along, the sergeant explained that she looks at hot spots and tries to determine whether they overlay “chronic locations” like liquor stores, hotels, or other criminogenic places. As available time permits, officers spend extra time in the hot spot corridors, recording their “dosage” (time spent in predictive boxes) in their Daily Field Activity Reports (DFARs). In short, LASER’s place-based strategy closely resembles long-standing hot spots policing strategies.

The more significant policy change is LASER’s person-based predictive policing strategy. It begins with the Crime Intelligence Detail (CID)—three sworn officers and a civilian crime analyst—gathering intelligence from daily patrols, the Parole Compliance Unit, field interview cards, traffic citations, release from custody forms, crime and arrest reports, and criminal histories. They use that information to generate a list of twelve “chronic offenders,” about whom the CID then uses Palantir to generate “Chronic Offender Bulletins” (see Figure 4.1). To be clear, people listed on the bulletins are not necessarily wanted for any crimes, nor do they have outstanding warrants. Rather, as one officer explained as he gave me a paper copy of a recent bulletin, they are “information-only” documents. They include a person’s name, date of birth, CII number (California Information and Identification number, or rap sheet number), driver’s license number, physical descriptors, physical oddities (such as tattoos or scars), arrest history, CalGang designation, parole and probation status, warrants, vehicles, recent stops, and police contacts. Bulletins are posted in the roll call room, distributed to officers during roll call, and uploaded to patrol officers’ in-car laptops. As the copy reads, officers cannot use this information as the sole basis for probable cause in order to detain the individual; instead, they are instructed to seek out and gather intelligence on these chronic offenders during the course of routine patrol work.
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Figure 1.4 Chronic Offender Bulletin

source: LAPD; rendering by David Hallangen



A key goal of the bulletins is to improve “situational awareness” and “remove the anonymity of our offenders that are out there,” one officer explained. When I asked whether he had grounds to stop and question people on the bulletins, he replied, “Yeah, not the probable cause but the awareness. . . . The awareness of what the individual is about.” The ambivalence and ambiguity in his answer felt crucial.

During the initial pilot of the Chronic Offender Bulletins, officers quickly realized that too many individuals were being designated “chronic offenders.” It would be practically impossible to keep track of that many people. So Operation LASER rolled out a point system in which each chronic offender was assigned a point value and ranked accordingly: five points for a violent crime on their rap sheet, five points for a known gang affiliation, five points for prior arrests with a handgun, five points for being on paper (under parole or probation supervision), and so on. An officer described the point system as a way to “pull them apart” and “decide who’s the worst of the worst.” He continued, saying that “this is really what gives the importance of FI-ing someone [filling out a field interview card] on a daily basis, instead of just saying, okay, I saw that guy hanging out, I’m gonna give him two weeks, and I’ll go FI him again. It’s one point for every police contact.”19 What he meant is that each time an individual comes into contact with the police, a point is added to that person’s LASER score. In fact, departmental materials about Operation LASER sometimes clarify that it’s one point for every “quality police contact,” but what constitutes a quality contact is never defined in any official documents, nor was there a consistent answer given to me across interviews. In practice, it seemed to me that “quality police contact” simply meant any time the police filled out an FI.

Those FI cards (see Figure 4.2) are the fundamental building blocks to many of the data-driven strategies outlined in this book. They’re just small, double-sided index cards, and they have to be manually entered into databases, but their importance cannot be overstated. Cops may use them to mark bullet casings for crime scene photos and stuff them into gates so that they can’t lock behind them as they enter a property, but they are also a key intelligence tool—one of the first data sources integrated into Palantir.
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Figure 2.4 The front and back of field interview (FI) cards

source: LAPD; rendering by David Hallangen



FI cards include personal information such as name, address, physical characteristics, vehicle information, gang affiliations, and criminal history. On the back of the card, there is an open space for officers to include a narrative or additional information on persons with the subject. As they are entered into the system, every FI is tagged with the time, date, and GPS coordinates of the police contact.

Officers are trained to pull out an FI card and “get a shake” as soon as they interact with someone in the field. Similarly, a Palantir software engineer working with the LAPD explained how little pieces of data that might seem innocuous at the time of collection can eventually be pulled together to create useful intelligence: “It’s a law enforcement system where that citation can, the sum of all information can build out what is needed.” In addition to inputting the content of the cards, one captain explained, there is an incentive to simply “get them” (individuals stopped in the course of police work) “in the system” as entities that future data points can be linked to. Similarly, an officer who had been with the LAPD for almost a decade, explained:


It’s such a huge intelligence, you know, document that we have. Because it incorporates so much. And on top you have the person with the subject . . . an FI will give you the person that they’re associated with. Even down to the clothing. . . . And it’s just really: the work you put into the FI just is what you get out of it. So it’s so important to really have a good, clean FI.



I witnessed supervisors urging officers to “get a strong FI” every time they talked to someone in the field. On a ride-along, one sergeant explained that she uses it “basically to tag all the personal information I can get . . . these things come into play later on in ways you could never even imagine.” Respondents seemed to be saying that even if the value of information collected on an FI is not immediately apparent, it may help the LAPD in future investigations. One officer offered a hypothetical:


If I stop you and Steve, I would write that you were with Steve in the narrative part of the card, and then two years later, if Steve is arrested, I could pull up all the FIs on Steve, and if they are looking for a female white, they can say “Oh, look, maybe it’s Sarah.”



Regardless of whether or how well you know someone, being stopped with them is an indelible association in the digital age. It can be recalled instantaneously with a search in Palantir (or another similar system), and it can be leveraged by law enforcement, prosecutors, and judges for crime charges or gang sentencing enhancements. Another thing I found interesting about this hypothetical was that this officer, like so many others I would speak with over the course of my research, has discursively incorporated the form of information officers enter into forms and databases into their everyday lingo. They describe people as “female whites” or “male Blacks.” Because we know that language both shapes and is shaped by how we see the world,20 the choice of data entry fields is not simply a technical question, but a normative and epistemological one, too. What we measure affects what we look for and read as important.

One way FIs are proving useful is in documenting gang affiliations. A sergeant explained that an individual may have gang tattoos all over his body, but “nobody wants to claim anymore because of enhancements”—that is, with sentencing enhancements in place for crimes committed by gang-affiliated individuals, fewer gang members are going to own up to their gang affiliation when they are arrested. So if law enforcement can FI an individual multiple times and record that that person was, on multiple occasions, with a known gang member, police can classify that individual as a documented gang member and enter his or her name into CalGang, the state’s gang database.

Returning to the chronic offender strategy, after individuals are scored, they are rank ordered according to those risk scores (see Figure 4.3).



[image: image]

Figure 3.4 Chronic Offender List

source: LAPD; rendering by David Hallangen



At the top of the Chronic Offender List is the division and the date; on the left is the chronic offender’s name, CII number, and DOB; and on the right is their alias and photo. A corresponding Excel spreadsheet lists their name, DOB, home address, point score, gang, RD (reporting district), date assigned, date checked, unit assigned (e.g., GED [Gang Enforcement Detail] or PCU [Parole Compliance Unit]), which officer they are assigned to, and the latest status (i.e., whether they are in custody, for how long, and at what facility). The area commanding officer decides which field personnel to assign to a given chronic offender.

“There are a lot of chicken-shit violations you can stop someone for,” one sergeant explained during a ride-along. Every officer said that the stops still have to be constitutional, but that you could always find something to stop someone for if you wanted to. When it comes to stopping chronic offenders with high point values, another officer offered examples:


Yesterday, this individual might have got stopped because he jaywalked. Today, he mighta got stopped because he didn’t use his turn signal or whatever the case might be. So that’s two points . . . you could conduct an investigation or if something seems out of place you have your consensual stops.21 So, a pedestrian stop, this individual’s walking, “Hey, can I talk to you for a moment?” “Yeah what’s up?” You know, and then you just start filling out your card as he answers questions or whatever. And what it was telling us is who is out on the street, you know, who’s out there not necessarily maybe committing a crime, but who’s active on the streets. You put the activity of . . . being in a street with maybe their violent background and one and one might create the next crime that’s gonna occur . . . So by doing them [stopping them and filling out an FI] on a daily basis or whenever you come in contact, [it] really sets him above the other guy that may not be out as much.



FI cards, among their many functions, are a means of gathering ongoing pre-warrant intelligence on people’s locations, social networks, and activities. Ideally, an officer explained, law enforcement could put one officer on every individual on the list, and “odds are [you’re] probably going to find them committing another crime.” Practically, when budget cuts and personnel shortages loom, there aren’t enough police resources for that level of supervision. Therefore, instead of having one officer on every chronic offender, officers engage in a process I term “stratified surveillance,” or differentially surveilling individuals according to their risk score. In one officer’s words, they utilize undercover operations and then “sit our surveillance on some of the higher point offenders and just watch them on a daily basis.” He continued,


And you start building either, you know, there’s two ways of looking at it. Either kind of conducting your investigation to see if maybe there was a crime that had just been committed. Or, “We know who you are, you know, I just called you Johnny, I’ve never really met you before, but I know who you are now,” so maybe it’s put in his mind, “Oh, they’re on to me, they know who I am.”



It seemed that Operation LASER was not simply about removing violent offenders with “laser-like precision.” It was also functioning to justify ongoing intelligence gathering, and functioning as a deterrent, signaling to people on the street that they were being tracked by law enforcement.

The mass collection and dissemination of data associated with the chronic offender program also systematizes previously particularized information. Whereas law enforcement conventionally would police individuals based on their personal familiarity with an offender, area, or crime, the systematic codification and dissemination of rank-ordered lists of people based on point values reshapes police surveillance practices. Officers used to need to be familiar with a particular case to know who someone was “capering” with, but now big data codifies that information and makes it available to anyone in the department.

When I asked an officer whether they were criticized for the practice, he quickly replied, “No.” In fact, he explained, the department actually implemented the point system in part as a legal compliance mechanism:


The Code of Federal Regulations. They say you shouldn’t create a—you can’t target individuals especially for any race or I forget how you say that. But then we didn’t want to make it look like we’re creating a gang depository of just gang affiliates or gang associates. . . . We were never criticized that much, but we were just trying to cover and make sure everything is right on the front end.



As work from sociolegal studies and organizational theory has shown time and time again, organizations construct compliance in ways that fit their interests.22 The way that the officer stumbled over his discussion of race and gangs sheds light on how the operationalization of legal standards on policing in practice is particularly messy. It also shows how “data-driven” policing is seen as offering a legal solution for law enforcement: it does the same old thing, but faster and in a supposedly race-neutral, quantified way. Put differently, coding people as “likely offenders” looks race-neutral and makes disparate treatment more legally defensible.

Although the LAPD’s person-based predictive policing practices have come to public attention in recent years, in part due to the efforts of advocacy organizations and a department-wide audit of predictive policing practices that will be discussed in this book’s conclusion,23 at the time of this interview, it wasn’t surprising that the department hadn’t been widely criticized for these practices. It was 2013, and, quite simply, nobody knew about it. In all my informal conversations with LA residents, journalists, and activists at the time, I couldn’t find a single person who knew the details of Operation LASER.

Even within the department, there was massive variation in how the person-based system was implemented. At the time of this writing, LASER had been implemented in 16 of the Department’s 21 area divisions.24 However, there were inconsistencies in how risk scores were calculated, and even whether risk scores were used when classifying someone as a chronic offender. In 2019, for example, there were 637 individuals on the Chronic Offender List, 112 of whom had zero points.25 It turns out that some divisions, like Newton, used the point system to develop their list of chronic offenders, whereas others came up with the lists simply by talking to patrol officers. In terms of interventions, some divisions explicitly directed officers to stop chronic offenders on a daily basis, whereas others conducted “door knocks,” and others sent letters to chronic offenders informing them that they were on the Chronic Offender List, encouraging them to not engage in further criminal activity, and providing them with information on organizations that were available to assist them in getting jobs or removing tattoos.26

Much like strategies, opinions of Operation LASER varied widely within the department. When I asked a captain what he thought of person-based predictive policing, he told me that he had no plans to adopt it in his division, calling it a “civil liberties nightmare.” Under new leadership, officers in that division started using it two years later. This remarkable within-department inconsistency was present throughout my fieldwork, and is a point that receives far too little attention in sociological research on the police, which tends to characterize “the police” as a homogeneous monolith.

On balance, the points system can quickly turn into a feedback loop and produce a ratchet effect27 wherein individuals with higher point values are more likely to be stopped, thus increasing their point value, justifying their increased surveillance, and making it more likely that they will be stopped again in the future. Some individuals on the LAPD’s Chronic Offender Lists were stopped as many as four times in one day. And despite one of its goals being to avoid legally contestable bias in police practices, Operation LASER hides both intentional and unintentional bias in policing. The point system may ultimately serve to prevent individuals already in the criminal justice system from being further drawn into the surveillance net, while obscuring the role of police practices in shaping risk scores. In other words, person-based predictive policing places individuals already under suspicion under new and deeper forms of surveillance, while appearing to be, in the words of one captain, “just math.” Moreover, the point system is not used in lower-crime areas of the city. Therefore, individuals living in low-income, minority areas like South LA have a higher probability of their “risk” being quantified than those in more advantaged neighborhoods where the police are not conducting point-driven surveillance. Spatial and social inequality are replicating through this tool, a point to which I will return in Chapter 6.

Place-Based Predictive Policing

The LAPD began conducting predictive policing in Foothill, a division in the San Fernando Valley, in November 2011. Malinowski, coauthor of the paper with Bratton discussed at the beginning of this chapter, who had since been promoted to captain of Foothill Division (and later chief of detectives), started using PredPol to try and reduce property crime, primarily car theft. As discussed in Chapter 2, PredPol uses a patented and once-proprietary algorithm that leverages three inputs as training data used to predict future crime: official crime data on location, type, and time of crimes.28 It is predicated on the near-repeat model, a type of location-based predictive model, which suggests that once a crime occurs in a location, the immediate surrounding area is at increased risk for subsequent, similar crimes.29 PredPol uses ten years of data, weighting more recent crimes more heavily than older crimes, in order to produce 500-square-foot “boxes” that overlay division maps. These boxes indicate the places and times that crimes are most likely to occur over the next 12 hours. With “risk-based deployment,” officers receive printouts at the beginning of their shift (see Figure 4.4) and are encouraged to spend time policing the predictive boxes.
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Figure 4.4 PredPol printout

source: LAPD; rendering by David Hallangen



It’s all about “placing cops in the right place at the right time,” commented one Foothill respondent. PredPol outputs informed deployment during uncommitted time, such as when officers were not responding to calls or “booking a body” (booking someone at the station). Many of the boxes highlighted areas officers already knew were high crime, so the unexpected boxes drew attention. For example, when driving away from the station after booking someone during a ride-along, the sergeant I was riding with saw a box in what he thought was an odd place and decided to go check it out. He chuckled when we arrived: it was an empty lot with nothing but a small pile of dirt on it. Clearly, he pointed out, he knows where crime’s at better than a computer could.

Once they get to one of the predictive boxes, officers are trained to identify criminogenic anchor points, such as buildings, parks, ATMs, or convenience stores. Note that although “data drives deployment,” what officers do once in the predictive box—and how long they stay there—remains within their discretion. Those officers who engage with PredPol (as we will see in Chapter 5, not all police use the tools available to them) record their self-reported minutes on their in-car computers. That data is integrated into Palantir to measure the association between “dosage,” or time spent in predictive boxes, and crime rates in specific predictive locations.

By relying on data, rather than human interpretation, of crime patterns, one supervisor believed he could use predictive policing to allocate his resources more efficiently:


There’s an emotional element to it, and you think right now, with crime being this low, a cluster could be 3 or 4 crimes. Clusters used to be 10, 12 crimes. Now 3 or 4 and they jump on it, you know. So, there could be overreaction. Because, there’s, you know, I mean it’s a human doing it. And they cannot sort out what’s noise.



I was able to observe predictive policing not just on the ground, but also in the air. True to the Air Support Division’s (ASD) motto, “the mission is the same, only the vehicle has changed,” ASD does not use PredPol, but rather the more conventional heat-mapping approach, and the division is viewed as a “force multiplier” for on-the-ground policing. LAPD’s ASD receives ground maps, does fly-overs to patrol and look for suspicious activity, and uses heat maps to view property crime, violent crime, or both. On my fly-along, as the command pilot flew over a hot spot for property crime, we saw someone kicking in a door and the pilot called in ground support. I was surprised by how much you can actually see on the ground from a low-flying helicopter—small movements and interactions might not be visible, but it still provided a unique perspective. From the same spot where we observed someone kicking in a door, we could also see people in a park passing something from hand to hand and a car driving erratically.

The LAPD has two choppers—or, as they are more commonly called in the department, “ghetto-birds”—up in the air at all times, except from 4:30 a.m. to 8:30 a.m., because, one ASD respondent explained, they “don’t want to keep people awake.” One is based over the valley, and the other is almost always over South LA. A supervisor explained that after tracking airship presence and crime rates, they found that they needed to fly over hot spots in Newton 51 times per week for there to be a reduction in crime, so they often flew over hot spots 80–90 times. Take a moment to think about that. In order to have an impact on crime, a low-flying LAPD helicopter flew overhead nearly 13 times a day. Helicopters are an expensive and invasive intervention. According to one ASD respondent, there are never shootings when the airship is overhead. That’s not particularly surprising; it seems imprudent to shoot someone in public when there is a LAPD helicopter flying directly overhead. At 9:00 p.m. the previous Thursday, he explained, when they flew away for a pursuit, there was another shooting. He said he was “convinced if we were above it wouldn’t happen.”

The use of location-based predictive policing is expanding rapidly within the department. It started in one division in the valley as way to combat property crime, had spread to 11 divisions by 2015, and is now available department-wide.30 One captain expressed frustration that if one strategy is successful, there is political pressure to proliferate it through the department as quickly as possible. He sighed as he said that that kind of pressure to expand what seems to work, even in only preliminary launches, “is something that we deal with constantly.” After its success with property crime, leadership wanted to use PredPol to predict violent crime. It wasn’t effective, an outcome they attributed to the unit of analysis. Property crime is based on location, but violent crime’s victims and offenders are people. The legacy of predictive policing more generally extends far beyond the LAPD. As just one example, Malinowski works with other police departments to teach them how the LAPD uses predictive analytics and how they might leverage data and technologies in new ways. While with the LAPD, he worked as a consultant for the Chicago Police Department, and has since retired to work part time at the University of Chicago and run his own private consulting company. In March 2019 he won a $635,000 contract to work with the Baltimore Police Department.31



So far, this book has focused on how the police use data to surveil civilians. However, an unexamined consequence of the proliferation of data-based surveillance is that the police themselves come under increased surveillance, particularly by their managers. In the next chapter, we will examine why and how some officers are pushing back against algorithmic control.


Chapter 5


Police Pushback

When the Watcher Becomes the Watched





Cops hate two things. We hate the status quo and we hate change.

—Lieutenant

You think there would also not be a search if you put a GPS device on all of [the Justices’] cars, monitored our movements for a month? You think that you’re entitled to do that under your theory? . . . you could tomorrow decide [to] put a GPS device on every one of our cars, follow us for a month; no problem under the Constitution?

—Chief Justice Roberts During Oral Argument in United States V. Jones



i spent most of my first ride-along freezing, despite it being 95 degrees outside. LAPD officers wear wool uniforms year-round. Consequently, Sergeant Ramirez, in his crisp blues, had the air conditioning blasting for the duration of my seven-hour ride-along.

The sergeant was easygoing and engaging. He told me that Tommy Lee Jones’s character in The Fugitive inspired him to be a cop. He peppered me with pop quizzes, asking me whether I knew what street we were on, what direction we were going, or saw the group of day laborers we passed. While we were waiting at a traffic light, he ran the license plate of the car in front of us, the car to the front left, and the car to the front right. Nothing came up, but he asked if I thought that should be allowed. I shrugged and tossed the question back. “Well, is it?” He didn’t answer. (It is.) Instead, he explained that situational awareness was key to being a good police officer: you always have to be alert, aware, observant.

Quipping that he felt like a “mother hen” looking after her chicks, Sergeant Ramirez piloted us to a scene where one of his “most proactive” supervisees, an officer who was working alone, had pulled over a teenage boy for skateboarding down the wrong side of the street. We were there to offer backup. When we arrived, we learned that the teenager was a registered sex offender and had an outstanding warrant for his arrest for failure to report to his “PO” (parole or probation officer). Ramirez put the teenager in the backseat of his cruiser and drove over to the arrestee’s mom’s house. He told me that if we didn’t drop the backpack off, it would be stored at the station—which meant it would be a hassle for the kid to get it back.

About halfway through the shift, Sergeant Ramirez pulled into an In-N-Out drive-thru and ordered us two Double-Double meals, animal style, and a pair of Diet Cokes. He heard over his radio that there was a guerilla grow-op bust in progress nearby, so we drove to the site and enjoyed our burgers from under a freeway overpass, watching cops drag marijuana plants onto a flatbed truck.

Near the end of the ride-along, Sergeant Ramirez pulled up to a vacant house. Someone had called 911 about a possible break-in. When we got there, he manually typed into the in-car computer, “Code 6 at [the address],” meaning that a police unit had arrived and officers were investigating. Considering how technologically advanced the department seemed, I expressed surprise that there was not an automated mechanism for tracking the location of patrol cars. In fact, he explained, every police unit is equipped with an AVL, or, automatic vehicle locator, that should ping the location of each LAPD vehicle every five seconds. The AVLs weren’t turned on, though, because of resistance from the police union.

So far, this book has focused on how law enforcement surveils civilians. This chapter flips the analytic lens to ask, what happens when the watcher becomes the watched? Police officers’ reactions to the prospect of being surveilled are incredibly revealing, particularly when it comes to the power dynamics embedded in the practice of surveillance. To more fully understand big data policing, one must attend not only to how it is applied to civilians, but also how the police contest and subvert it.

Surveillance is fundamentally relational. The extent to which it is an exercise of power depends on the organizational contexts in which it is deployed, and how people feel about it depends on where they are in the organizational hierarchy. By focusing on the contexts of reception among police officers, this chapter offers a new angle on the claim that data-intensive surveillance is a social—rather than merely technical—process. Because it takes place in preexisting social, organizational, and institutional contexts, it reflects existing power asymmetries—in this case, between command staff and line officers, or, in more general terms, between management and workers.

Starting my fieldwork, I was ambivalent about how police might respond to being observed, not necessarily by me, but by the new surveillant technologies. On the one hand, media portrayals of law enforcement draw connections to Minority Report, characterizing the police as having a voracious appetite for new technologies and more data.1 Perhaps the police would enthusiastically embrace big data analytics because it enhances their surveillant capacity. On the other hand, research by work and employment scholars would predict resistance from officers, who might be wary of possible entrenchment of managerial control and deskilling.

In this chapter, I first outline the technologically mediated surveillance of officers big data makes possible, and then officers’ individualized and organized resistance against it.

Technological Adoption and Resistance

There are strong theoretical traditions and policy motivations for focusing research on the usual subjects of police surveillance rather than on the officers who find themselves under various forms of technological oversight.2 Access is another reason scholars have more often researched the predominantly poor racial minorities frequently subjected to heavy police surveillance—these groups have considerably less social power to exclude researchers from studying them than do the police, whose departments are notoriously closed systems. As a result, we have a much better understanding of how the urban poor respond to surveillance than how those with more social power, such as the police, do.

Still, the police are, at the end of the day, employees. They work within an organization, and they are subject to managerial surveillance just like everyone else who has a job. Workplace surveillance and managerial control operates, in part, through information systems.3 Worker behavior is made legible to management through informating, or the process of translating the measurement and description of activities, events, and objects into information that’s useful and visible to management.4 The organizational scholar Stephen Barley describes this process when it comes to the quantification of technicians’ on-the-job activities and how it creates the “signs, symbols and indices”5 that commonly mark the entrenchment of managerial control through electronic surveillance.

Across fields, technology, work, and organizations have become inseparable. As Wanda Orlikowski and Stephen Barley argue, combining institutional analysis from organization studies and information technology research, which focuses on the material properties of technologies, can help us understand technological change in the workplace.6 Some technologies, they explain, are introduced with the explicit purpose of monitoring workers. But many more are introduced to perform other functions and only incidentally afford managers the ability to surveil workers. As this chapter will show, in the LAPD it was that “function creep,” wherein technologies initially introduced for one purpose, such as to reduce crime, were repurposed to surveil officers themselves, that led to the most vehement resistance.

Worker resistance to managerial surveillance is, of course, nothing new.7 Occupational identity and cultural context influence the forms that resistance takes.8 For example, truck drivers, like police officers, often view independence, or being “out on the open road,” as a central tenet of their occupational identity, so they have contested and resisted electronic logs that put them under increased surveillance.9 Individuals are more likely to engage in resistance when they feel their identity10 and occupational community11 is threatened. For police, notoriously committed to their professional identity and authority, and willing to close ranks should they feel threatened, resistance to their own surveillance makes sense—an ironic sort of sense, in that they end up resisting the very tools they regularly use to surveil other people during the course of their work.

Another reason it’s important to look at this particular case of technological change in the workplace carefully is that the bulk of the scholarship on the topic predates the introduction of big data analytics. Consequently, there is little scholarship on how individuals respond to the introduction of big data analytics as a means of surveillance in organizations. By recording an on-the-ground account of the adoption of—and resistance to—big data analytics within one of the world’s largest, most influential police departments, we can attempt to tease out active resistance from the baseline level of resistance to authority that exists in any organization, reveal additional conflict concomitant to organizational change, and consider grievances specific to the introduction of big data analytics into the LAPD.

Whether and how new technologies and operational practices entrench or disrupt existing power structures depends on a number of factors, including who has access to data and for what purpose, as well as the extent of, sophistication of, and variation in worker resistance. Which is to say, the adoption of and resistance to big data analytics is far from inevitable or uniform.

Responses to Data-Intensive Surveillance

When Sergeant Ramirez told me the AVLs weren’t turned on, it was the first form of officer resistance to technology I’d encountered during my fieldwork with the LAPD, but it wouldn’t be the last. Throughout the department, I would see considerable variation in resistance to advanced analytics and new surveillant technologies. It appeared that whether individuals contested or embraced big data analytics varied along two axes: individuals’ position in the organizational hierarchy, and their function in the department.

Three related, but analytically distinct, grievances, all of which relate to managerial oversight, emerged from my data. First, the fact that police come under increased surveillance is a collateral consequence of new data-intensive police surveillance tools. Second, officers feel that the increased emphasis on “data-driven” decision-making devalues their experiential knowledge. Third, algorithms are opaque, which impedes buy-in. An additional theme, unrelated to managerial oversight, included contestation around privacy and civil liberties, and is discussed before I consider how big data became a form of capital within the department, entrenching old divisions and creating new distinctions and channels for promotion.

Objections to Their Own Surveillance

By far the most common complaint I heard from officers was that the proliferation of high-frequency observations and data collection sensors resulted in their own surveillance. Some saw it as an entrenchment of managerial control and a threat to their professional autonomy—the kind of friction that’s always occurred between front-line workers and officer managers but has become more acute in the age of big data. For instance, supervisors have always been able to tell officers where to go, but now they can triangulate data to see and record where officers actually go.

When I followed up with management about the AVLs being turned off in squad cars,12 multiple captains told me that the issue was frustrating. They wanted, one captain explained, to activate all the AVLs, because they could serve a basic but important function: visualizing division deployment and quickly pinpointing the closest unit to a given call. Describing what he called the “politics of pinging,” he added:


[I]f somebody has a help call and they need us, I can think of circumstances in my career where had we had that, someone would have not bled out. But there are times when they put out a help call on radio and they put out parallel streets because of the stress [i.e., instead of saying an intersection as their location, officers accidentally say two streets that run parallel to each other]. The ambulance can’t find them. If everybody had GPS then we’d just say, “They are at the corner of [intersection] and they’re 500 feet from the corner.”



Indeed, the use of AVL data for this purpose was uncontroversial in my conversations across the department’s ranks. A second motivation behind activating AVLs met more resistance. As the captain above put it:


[T]he thing I’m really interested in with the GPS is the tracking of how much time they’re spending on our missions. So, it’s a measure of minutes on mission is what I go for . . . so that then we give them a mission in the [location-based predictive policing] predictive boxes instead of getting self-reported, it’s a little Mickey Mouse, right? But via the computer—and I don’t think they’re lying to us ’cause they’re all paranoid about getting in trouble—but I’d like to have GPS tracks because there are times when the officers are in the area, they’re not on a mission to hit the boxes but they’re on a radio call in the box. And we’re not capturing any of that time. And I think if we get this done the right way . . . I’ll have Palantir or somebody go in and pull it out and show me, “here is where the predictive boxes were over the course of the week, and here is how much time people spent in those boxes.” And then I gather that for a year or something. Then we get to the real part that I’m interested in, which is how much dosage [police presence] do you need to affect a crime problem? That’s the key.



Although AVLs were originally created to visualize units to streamline deployment, their data introduce an opportunity for function creep. Once the data exist, people in the organization may want to use it for different purposes. So although the captain was careful to explain his interest lay only in conducting aggregate-level analyses in order to learn what level of police presence was needed to reduce crime within PredPol’s predictive boxes, he understood he would need to be strategic about how to deal with officers’ wariness of tracking:


I’m not gonna tell on people in the department too much about that because it’s just, well, that’s not what it’s built for. . . . The problem with the police officers is they’re like, you know, they think we’re gonna nickel-and-dime them on, “Where are you at? Oh, you guys are at Starbucks too long,” or you know? And I have no interest in that.



Patrol officers expressed skepticism that supervisors could resist using the data in these more invasive, managerial ways. While I was on a ride-along in a low-crime division, I asked a sergeant about AVLs. She smirked and said, “The way I see it, they know where I’m at at all times.” She continued, “The fastest way to get fired is lying. If your log says you’re here and GPS says you’re there, you’re lying.” Likewise, a sergeant in one of the highest-crime divisions told me on our ride-along that he actually suspects the cars are already pinging their locations and management just hasn’t told patrol yet. I asked a Police Officer II in yet another division whether his AVL was turned on and what he thinks of them. “Apparently we have those, but I don’t know if they run them all the time,” he responded, elaborating:


They were talking about that, and we heard rumors. Because the thing is—here’s how most things go: They’ll [management] basically tell us, “Okay, this [new technology] is coming down the pipeline.” But then some old-timer will pretty much immediately go to the negative thing about that that he thinks about and then start, you know, rumormongering about it. And who knows if it’s true or not, but you always think worst-case scenario because you’ve seen people get burned by the department before. You want to believe that they’re going to stand by you, but lots of people get screwed over. . . . Perfect example: that pinging thing [AVLs]. It’s like yeah, the rumor was they’re going [to put] GPS in the cars now, and if your car goes over 80 miles an hour, it automatically is going to send an alert to your captain and somebody else and the watchman that night. It’s automatically going to show that this vehicle is going over 80 miles an hour and then you’re gonna have to justify why you’re going that fast. Like, okay, and so [another officer] was like, “What the fuck? Oh, they’re going to monitor us now? Come on.”



Officers’ resistance did seem to focus on the tools and technologies that lent themselves to function creep. I heard similar skepticism and suspicion around the use of DICVs (digital in-car videos), the front- and rear-facing cameras in police cars. The front camera turns on automatically after six seconds when the car’s lights and sirens are activated, while the rear-facing camera records what’s happening in the backseat of the car. Echoing the patrol officer’s belief that the AVLs have actually been running for some time, another officer confided that he thinks the DICV cameras are always on.

Dylan, a Police Officer II, explained how, in the divisions with DICVs, two officers are tasked with auditing the footage. Their job, ostensibly, is to look for any discrepancies between DICV footage and written reports. They also work to spot problems such as a failure to turn on DICVs by compiling the serial numbers of all officers who worked a particular shift, then using the officers’ electronic nightly logs (previously paper) to compare against the video database and see that there was a corresponding video for each traffic or pedestrian stop. That way, they can watch the video to look for discrepancies. Much like AVLs, DICVs afford law enforcement the technology to surveil civilians, but also give managers the ability to surveil patrol officers.

So, what if there is a discrepancy between DICV footage and the logs? Dylan told me that these mismatches are recorded as “failures,” and a certain number of failures will mean getting a notice to go talk with a supervisor. He imitated a manager telling an officer, “I noticed you’ve got eight times where you don’t have it [the DICV] turned on beforehand.” The consequence of such a violation is what he described as “an informal training kind of thing,” but “it kind of progresses from there.” The issue can go up the chain of command, leading Dylan to conclude, “It’s like ridiculous, though. It’s like does it really matter? . . . All of a sudden we have to worry about putting my stupid microphone on.” Dylan sighed and said that all the different data sources about officers’ on-shift behavior were getting out of control. To him, the tech seems like it only serves to get officers in trouble.

Interestingly, not all bureaus are equipped with DICVs. At the time of my fieldwork, they were only installed in divisions in South Bureau. An officer in South Bureau seemed exasperated by the uneven roll-out, telling me that their division had already had the cameras for about five years, though other divisions had yet to get them. He lamented, “We’ve been the only fucking bureau to have this . . . you tell me how it’s possible to have a department but yet a quarter of the department’s gonna be under one set of rules or possible sanctions where the other ones aren’t? Like, how does that fucking work?” The officer complained that he works under the threat of sanctions and reprimands around not turning on the DICV per department policy, while “the other 75 percent of LAPD doesn’t have to worry about it at all. So we’re on an unequal playing field. Right?” Musing about why he thought South Bureau had been singled out for DICVs, he continued:


Number one: South Bureau geographically is the smallest area for distance and so it was the cheapest to implement . . . they need to set up the system, deal with antennas and everything and make sure everything’s right, yada yada. So, South Bureau was the cheapest. But also, because they wanted transparency to South Bureau, because that’s traditionally where the most [civilian] complaints have come from. Now mind you . . . of course there’s a relation. It’s also where the most violent crime happens.



Hearing how the officer made sense of within-department variation in surveillant technologies was illuminating because, although he had hypotheses about costs and legitimacy and accountability, at the end of the day, he didn’t really know why the cameras were rolled out in some divisions and not others. That lack of transparency came up in multiple interviews, and it contributed to the distrust many officers seemed to have toward the brass.

Resistance came in a number of practical strategies. Officers thwarted their own surveillance, for instance, by trying to obfuscate or block data collection.13 Subsequent to a “rash of antennae malfunction” in South Bureau, an internal investigation discovered that officers deliberately removed the antennae from approximately 50 cars in order to tamper with the voice recording equipment and prevent management from being able to hear what they were saying in the field. Similarly, I noticed on my ride-alongs that officers on patrol frequently used their cell phones, rather than going through dispatch, to communicate with one another. I asked a sergeant how he decided which to use, and his initial explanation was that it is sometimes just easier to call or text a colleague. A slightly more complicated calculus emerged later that night, when we were at a crime scene. I watched the sergeant use his cell phone to call another officer who was at the hospital after transporting the victim, a young man who had been stabbed. The sergeant asked the officer to estimate the probability that the “vic” would die (“is it 50/50?”). Later, when I inquired why he’d made the call on his cell phone, he said that it was the middle of the night, and he did not want to go through official channels—which could be audited—and call in homicide detectives before he was sure it was actually a homicide. Detectives, he said, would be annoyed if they had to get out of bed if nobody was dead.

Officers also resisted the technology by producing more data, on their own terms. For example, one sergeant showed me how he carries his own audio recorder everywhere, because he does not trust the department’s recording equipment. If he has his own audio, then should someone accuse him of wrongdoing, he reasoned, he has his own proof. He went on to describe technology as a “double-edged sword”—on the one hand, technology such as vehicle cameras can clear officers of wrongdoing, but on the other hand, if they don’t turn the camera on, the assumption will be that the officer was doing something wrong.

This surveillant gaze represents an uncomfortable inversion of officers’ usual surveillance work and is part of the crisscrossing attending function creep: no one, not even the police, is exempt from surveillance today. The police are, however, differentiated from individuals on the street in their ability to resist, and the ways they can reasonably frame their own resistance, by virtue of their occupational position as police officers. This ability is in stark contrast to citizens who wish to avoid surveillance.

The Devaluation of Street Knowledge

A second grievance officers expressed about the way big data is reshaping their jobs is their sense that the emphasis on big data devalues the local, experiential, street knowledge they accumulated from their time observing and interacting with individuals in the field. Cops regularly talk about the importance of “street smarts,” with more than one officer contrasting himself with “eggheads” or “pencil geeks” (which, a few reminded me, is what they considered me) who only know about policing from books and numbers. Patrol officers expressed frustration that spreadsheet jockeys were out-of-touch, too focused on the abstract and theoretical. The use of predictive models to conceptualize risk of crime serves to lower the value of sworn officers’ existing competencies and raise the value on the competencies of other classes of employees, even civilian employees within the department. One blunt sergeant said of the data-intensive activities at the Real-Time Crime Analysis Center (RACR), “Looks bitchin’, but it’s worthless.”

The technocratic oversight threatens a deskilling of police work for some. Policing, to them, is a craft, not a science. They worry that they will become nothing more than line workers and insist that their years of accumulated experiential knowledge is irreplaceable. On one ride-along, a sergeant told me that it was “ridiculous” that managers would consider telling them where to go based on predictive boxes, because patrol officers were the ones “out there, pushing the black and whites” (driving around in police cars).

A captain, weary from the effort of trying to incorporate predictive analytics into his daily operations, lamented, “There’s so much resistance.” He explained how a typical exchange plays out with his officers:


They’re like, “You know what? I know where the crime’s occurring.” This is the biggest thing you hear from us is when they [say], “I know where crime’s occurring.” And I show them the [predictive policing] forecast and they say, “Okay, so [at intersection], I know there are crimes, I could have told you that. I’ve been working here ten years! There’s always crime there.” I go, “Okay, you’re working here ten years on that car, why is there still crime there if you’re so knowledgeable?”



A Palantir engineer underscored the sentiment:


Law enforcement also has ground truth of “they know where the bad areas are.” Does that also open up a potential for not being diligent and open minded? Does that close you off to being willing to look at your area without that filter? Are you saying, does that necessarily have to happen in that location? Could it happen elsewhere?



Resistance around the perceived threat to their expertise is not limited to patrol, but occurs in investigations as well. After a detective zeroed in on a suspect using Palantir, I asked him how important the platform was for solving the case. He said, a bit defensively, that without the program, he “probably would have still found [the suspect] eventually.”

Effective managers implemented data-driven policing by highlighting—rather than minimizing—their officers’ experiential knowledge and appealing to the reasons those officers joined the force in the first place. Of course, management has always given patrol officers directions regarding where to go. What is different is that management can now track and triangulate where officers went and where officers say they went. As they began to use PredPol dosage data tracked in Palantir to see whether and how much time their officers spent in predictive boxes, and as monitoring became more procedural (how did officers patrol) than outcome-based (did they make any arrests), one captain who was an early adopter gave a warning:


When it’s not successful with predictive is when . . . they overdo it. They’ll mandate time in a box and if you don’t do it they’ll penalize you. And that throws off the result and it pisses everyone off. This has to be voluntary compliance, which the police department is not great at. They have to want to. You have to convince them. You gotta go back to why they came on the job, see? “If you came on the job to prevent people from being victimized, I’m giving you a way to do that, and you need to get in these boxes that have the highest probability of a crime occurring and prevent it.” So, it’s a different way of selling it.



Emphasizing that he is careful to defer to officers’ judgment, this captain explained how his officers are sometimes “still confused about ‘What do you want me to do in the box?’ And I’m careful to not say. I say, ‘What I want you to do is go there and use your knowledge, skills, and experience to identify what the problem is and then have a visible presence there to deter the suspect from wanting to commit that crime.’ ”

I learned that most individuals making deployment decisions at the management level in the LAPD are aware of officers’ concerns about the possible subversion of their experiential knowledge in favor of data analytics. Multiple captains and sergeants carefully noted that they were not privileging one form of information over another. Rather, they were seeking to “supplement” officer knowledge and experience with data. Examples included respondents who said officers “don’t want patrol with their heads buried in the computer”; that “you have to use your grey matter, . . . the system is designed to augment the human, not the other way around, . . . [and a] person can recognize a pattern faster than a machine”; “What’s the best data storage system? Your brain. Because it integrates everything”; and “[You] can’t fight crime from a computer. [You] gotta drive to the big red dot you saw on the heat map. See with human eyes.”

Part of why it might be difficult for officers to accept data-driven decision-making is that data analytics threaten a sacrosanct, independent, and autonomous law enforcement identity. As I mentioned earlier, research suggests individuals are more likely to resist change when they feel their identity14 and occupational community are threatened. Emblematic of this, one officer told me he prefers night watch because, on that shift, there are fewer people at the station checking in on him and the road is “all mine.” Thus, being under strict supervisory surveillance undermines officers’ self-conception that they are independent and uniquely qualified agents of the law. More generally, the idea that data analytics conflicts with the culture of and ideal-typical15 personalities in law enforcement came up in multiple interviews. Law enforcement, one officer said, is “predisposed” to dislike being surveilled due to its “culture.” “It’s like, why are you going to look at what I’m doing?” He described his fellow officers as being “all paranoid about getting in trouble.”

Civilian employees offer an interesting analytic comparison to sworn officers. They are part of the same organization and sometimes engage in similar tasks, such as crime analysis, yet they have not gone through the socialization and training process of the police academy, and they do not have power of arrest, a badge, or a firearm. Therefore, civilian employees in the LAPD are professionalized differently and hold distinct professional identities from sworn officers. A civilian crime analyst, Richard, described himself as an “outsider” to law enforcement and noted a certain “hostility” to concepts and ideas that did not originate within law enforcement. He called the cultural attitude a “not-invented-here type attitude” and characterized sworn officers’ mindset as being, “If we haven’t thought about it, it’s obviously no good.” A second civilian employee said, of the officers, “The personality types we have, they’re not willing to accept that somebody could be doing it better. You know? Or that there’s a better way of doing it. Because [they think] ‘I certainly would be doing it if there was a better way.’ You know what I mean?” And a third stated flatly, “Cops are skeptical of everything.”

These civilian employees’ characterizations of sworn officers’ mindsets were largely consistent with characterizations those officers made about themselves. One captain said, “By nature we’re skeptics, pessimists, we know how to do it ourselves,” while another told me, “Because they [sworn officers] didn’t come up with [PredPol] a lot of guys are like . . .” and dramatically rolled his eyes and sighed. When talking about PredPol, yet another captain explained that he “didn’t buy in right away. . . . At first, I was all like, ‘Whatever,’ but now I’ve seen firsthand, it actually does work.” That helped him sell the program to his officers—he could show them that “people like him,” who he described as “more operational, less intellectual,” think it is legitimate.

Many officers’ resistance to learning how to use Palantir’s platform was described by a captain as the result of them being “reluctant to learn because of the culture, and the mentality is nobody wants to be first. Because ‘I don’t want to have to learn anything. And I don’t want to be the person asking the stupid questions.’ ” Interestingly, another captain described how he harnesses that same stubbornness to bring officers on board with Palantir. He explains, “Now that they see some of their peers in it and having success, their mindset also is ‘I don’t want to be the last one on the boat. I don’t want to get left behind.’ ”

Opacity Impedes Buy-In

It’s hard to trust what you can’t understand. Predictive algorithms are opaque, shrouded in “algorithmic secrecy.”16 Partially, this is because algorithms—such as Google’s “secret sauce,” risk assessment tools such as COMPAS, or PredPol’s predictive policing algorithm17—are usually proprietary. However, even those that are “transparent,” in that they are publicly available, tend to be difficult to interpret. Algorithmic opacity is particularly relevant in the case of law enforcement, as it exacerbates the base-level skepticism that exists about the value of data-driven policing. For law enforcement—or anyone for that matter—to evaluate the fairness or efficacy of an algorithm, it must be understandable and interpretable.

Consider the following example: Hot spots policing, a predecessor to location-based predictive policing, involves plotting crimes, creating a density map, and directing patrol to the “hottest” areas. It’s a straightforward, intuitive, and transparent system. Officers may think it is redundant—they say they know where the hot spots are, after all—but at least when they go to a hot spot and do not find a crime, it does not invalidate or undermine their faith in the entire system. By contrast, predictive policing involves an unseen algorithm (itself an undefined concept for most officers), and few cops will understand why the predictive box has been drawn in one location over another beyond their intuition about the high-risk areas in their division. Asked to explain how PredPol works, one captain replied that it involves a “mathematical equation I know nothing about.” Machine learning is also unfamiliar to most officers—for most people, for that matter—and it is not covered in the police training academy. Therefore, when an algorithm does not “work”—when officers drive to a predictive box and see no crime—it can be easily discounted as nonsense. Recall that on one ride-along, the predictive policing box overlaid an area the sergeant I was with did not recognize. When we got there and it turned out to be a pile of dirt, he said, “See? I knew that wasn’t right.”

Emblematic of the idea that data-driven policing is cloaked “in a veil of technological wizardry,”18 one officer dismissed PredPol, saying, “I think that’s just witchcraft.” Another, a captain using predictive policing in his division, gestured at a cupboard in his office, eventually walking over to rummage through it, saying, “And then there are people that think it’s like voodoo science, you know like—you know, if another fucking person gives me a Ouija board.” Sure enough, his officers had bought him Ouija boards to make light fun of his commitment to the “voodoo science” of algorithms. This lighthearted ribbing was based on officers’ real fear that their naturalized knowledge, developed through personal, on-the-job experience, was being pushed aside for the supernatural promise of algorithms. A seasoned sergeant explained on our ride-along how “situational awareness is second nature” to him, because he had been “pushing the black and white for over twenty years.”

Privacy and Civil Liberties

A fourth point of contention regarding the influx of big data analytics in policing had little to do with deskilling or managerial oversight, but came up surprisingly frequently—how new technologies infringe on individuals’ rights to privacy.

In initial interviews, I avoided asking direct questions about the implications of predictive policing or big data analytics for privacy and civil liberties. I did not want to prime my respondents to think about such issues, nor did I want them to become defensive about how their own practices may infringe upon those rights. Nonetheless, these issues arose in about a third of my interviews, with both sworn officers and civilian employees independently raising privacy concerns about mass data collection.

As we spoke about general trends in data collection, a civilian employee set the scene:


So, here’s the trend, right? What’s the ongoing trend? Collect more and more information, right? Piling up mass amounts of information, eventually being able to get what you’re seeing in the media, in films and movies. The ability to be able to see a mass of information about somebody and somebody’s life. And then there are privacy implications. Just with our license plate recognition, one of the concerns is how long are we keeping this data for? For what purpose? How long can we fish out this data? Most of the data collected is of no particular consequence to us. But yet we’re keeping it so that perhaps later on we can, who knows? Find out what somebody was doing six months ago and where they traveled and you could essentially be extremely invasive in exactly what you’re doing. But the feds have not established guidelines about that. So essentially every law enforcement agency is pretty much doing everything on their own.



Another civilian employee referred to the automatic retention of license plate reader data, joking, “It’s all good! No, it’s not.” Sometimes, they explained, you could see the people in the cars in the license plate reader photos, and that’s important data:


Who’s that with you next to you in the car? Yeah, I mean, it’s awful. I mean I guess—[laughter] it is, it is. I mean it is, it doesn’t matter until it’s you, right? It doesn’t matter until it’s you. And that’s the basic thing. Until it’s one of us realizing that the agency that we’re living with, right, let’s say, you know, down in Orange County, is collecting all this massive information about what we’re doing, right. . . . Yeah, it’s fine when it’s about other people. But it’s when it’s you, you realize how invasive it is about you then you’re like, okay, then you have a totally different mindset.



My respondents were also concerned that individuals making decisions about new data collection practices did not articulate a clear enough purpose. Ramin, a civilian employee, criticized the seductiveness of new data and technology, regardless of whether there was any mechanism for evaluating whether the trade-offs between privacy and crime prevention outcomes came out even:


What are the metrics that we’re seeking to improve with big data, right? What exactly are we trying to improve? We know very generically that we should reduce crime. Right? By collecting all this data and making use of it, we should see some impact. What happens when we’re collecting all this information and you’re actually not seeing that?. . . . I mean, what are we actually matching up? This data collection, the massive data collection and the outcomes? . . . We tend to just say, “Let’s just go for the sexy tool,” right? “This looks good, we’re collecting all this data.” We just never think about to what end. Right?



Ramin’s colleague, Ian, who dryly referred to the Homeland Security Southern California “Center of Excellence” as the “Center of Invasiveness” and described the “collect now, analyze later” mantra pervasive in the department, reflected on “data greed,” stating,


I guess the unasked question has been after all this massive effort is, “Has that data collection essentially led to these certain metrics that we’ve all agreed are preferable?” . . . Nobody actually analyzed it. And we actually do a lot of data collection and never actually decide that we need to just collect the bare minimum so that we can get the end result that we want, rather than, “Let’s just collect as much as we can and maybe some good end result will occur.” That’s essentially where we are right now.



Ian emphasized his sense that the department needed to identify metrics that could measure the efficacy of current practices. He explains that “maybe we shouldn’t collect this information, maybe we shouldn’t add consumer information. Maybe we shouldn’t get everybody’s Twitter feed in. You know, because it’s actually not panning out.” Later, Ian would lament, “All we’re doing right now is, ‘Let’s just collect more and more and more data and something good will just happen.’ And that’s, I think, that’s kind of wishful thinking. You have to be ends-led. Led by the ends that you’re trying to achieve.” The implication I was hearing from my interviewees was that they wanted to know that the ends—the policing outcomes of data collection—really did justify the means—the exponential expansion of surveillance.

As discussed in Chapter 2, most of the platforms used by local law enforcement are designed by private companies and licensed by the agencies. In a group interview, a civilian employee drew attention to external vendors’ “system arrogance.” “Every vendor wants to be everything to everybody.” That means,


Every single vendor comes in and says, you know, just give us the data so that we can present this stuff. Because what they’re sold on is something they see at a trade show or a vendor dog-and-pony show, which is ‘hey look at this cool interface, it’s just the greatest thing in the world. You can do XYZ, it’s like Minority Report, whoa, whoa’—that’s the sort of stuff that’s . . .



Another civilian employee interrupted to say, “Our command staff is easily distracted by the latest and greatest shiny object. . . . But they don’t know what it takes to get that integrated and then nobody thinks about implementation. They just want it. But then it’s implementation that actually makes it work.”

Within my sample, civilian employees raised more general concerns about privacy, whereas sworn officers more frequently expressed concern over practices they thought could be legally contestable. For example, some officers I interviewed supported the offender-based point system, while others told me that they thought it was legally problematic. One captain, who does not use the strategy in his division, said “I wouldn’t touch it with a ten-foot pole.” Mike, a patrol officer in a different division, made a prediction:


You know what’s gonna happen with this, somehow some way it’s going to end up where their client was specifically targeted and then as a result of that there’s some new form of entrapment—it’s like the 2010 version of entrapment. Somehow, like, you know, “you’re unfairly targeting my client due to his past history which has nothing to do with his current performance,” and somehow you just happened to be focusing on him when he was here and he shouldn’t have been there.



I probed further about Mike’s perceptions of the legality of the offender-based strategy:


Here’s the thing: the protective shield is the probation/parole aspect of it, because probation/parole, you’re subject to conditions at any time and so that’s kind of a green light as far as [data collection and surveillance] goes. But everything else is like you’re basically targeting somebody based upon what? . . . What if I was just in a car, you know, a bunch of times, and I just happen to get pulled over? What if my brother’s a gangster, but he’s my family? I’m not gonna turn my back to my brother but yet I’m with him all the time. So, all of a sudden I pop up on your list for what reason? You know what I mean? That to me is—oh God.



In other words, to Mike, if someone is on parole or probation, stopping those high-point individuals is fine. It’s justifiable. But it’s a bridge too far for police to engage in similar practices with individuals who aren’t “on paper” (on parole or probation).

A captain in a division using place-based predictive policing expressed his concerns about the location-based strategy: “Some officer somewhere, if this gets big enough, is going to say, ‘Ok, everybody in the box is open season,’ you know? I mean, it’ll be a court case someday.” He also said he was “not that keen” on geocoding FIs, and was careful to state that “we need independent reasonable suspicion that then leads to probable cause that then leads to an arrest.” Where the practices seemed liable to land them in court one day, officers expressed reservations toward big data policing.

Within-Department Differences in the Reception of Big Data

There is a tendency in sociological research on the police to treat departments as monolithic organizations. Scores of sociological studies say “the police do X” or “the police do Y.” But homogenizing cops obscures variation on a variety of axes within law enforcement organizations, including the differing ways individuals respond to the introduction of big data analytics into their daily operations. How do patterns of contestation of big data analytics map on to existing divisions in the department? Do they entrench old divisions? Do they create new distinctions? The remainder of this chapter analyzes how data was embraced unevenly in the department and how levels of enthusiasm for big data varied according to individuals’ positions in the organizational hierarchy and functions in the department.19 Big data’s differential uptake reflected three preexisting divisions within law enforcement: local versus federal agencies, civilian employees versus sworn officers, and management versus patrol officers.

Local versus Federal Agencies

Interagency rivalries are as old as the institution of law enforcement itself.20 The tension between local and federal law enforcement agencies was heightened after 9/11, which was framed as a case of agencies failing to share information, and the resulting mandate to share more information.21

Individuals in local law enforcement agencies—in my study, the LAPD and LA County Sheriff’s Department (LASD)—expressed disillusionment and frustration with what they perceived to be an asymmetrical data-sharing relationship with the federal agencies. This became especially apparent in discussions about JRIC (the Southern California fusion center). The LAPD liaises with JRIC through the Department of Corrections in order to share information and increase “situational awareness.” However, multiple interviewees in local law enforcement said JRIC is “useless” to them, because data sharing only goes “up” and never goes “down.” For example, one sergeant within the LASD said that they routinely send information they gather to JRIC, but are unable to access information from the fusion center for their own daily operations. A civilian employee within the LAPD elaborated on that point:


Well, yeah, there’s a lot of the data that JRIC will not trickle down to the general agency because it’s intel, right? So, it’ll go only to our anti-terrorist section . . . that’s what I don’t like about JRIC, is it’s hyper-focused just on Homeland Security issues. And I think there’s a lot of opportunity there just on crime issues. So, they jumped in on like that Dorner case22 just because it was such a high profile [case], and I think it was a huge benefit to us, because we didn’t have the skillset to do what they did. But on a crime series, no, that’s not so much their jurisdiction. And we’re pouring in hundreds of thousands of dollars into these centers. But they’re really focused in on just a small minority of what we’re responsible for. And a lot of data’s going there but, again, it doesn’t necessarily come back out to patrol. Because [patrol’s] not supposed to know certain things.



Other respondents, ranging from a detective in Fugitive Warrants to captains in South and Central Bureau, echoed the idea that federal agencies have access to more privileged information than local enforcement agencies. The captain in South Bureau stated simply, “It’s annoying. They don’t tell me anything.”

Such information asymmetry has the capacity to produce and reinforce power in organizations. A civilian employee who had spent time at JRIC said the lack of transparency makes it difficult to evaluate federal agencies’ efficacy. He explained,


It’s hard for us really to make sure how effective they are, because even though I work with a lot of major crimes, I don’t try and get so much into the details, because it makes people suspicious and uncomfortable, because they all have top secret clearance and you don’t. So, there’s that mentality.



He described walking through JRIC with a colleague and gestured to imitate JRIC employees covering the papers on their desks so he couldn’t see anything.

Alongside LAPD and Sheriff’s Department personnel protesting their inability to access the data stored and shared at the federal level, some are skeptical about whether the feds even have any information locals might want. Speaking about data at JRIC, a different civilian employee called it “ineffective” and a “sporadic mess,” because “most of the time it’s like the locals know stuff before the JRIC actually gets to them.” And during an interview with an officer at the division station, his captain interrupted to ask a few questions about my research. When I mentioned I had spent time at JRIC, he told me that he sends stuff up to JRIC, never to hear from them again. He explains, “I won’t tell Eric Holder that, but it’s no help to me at all.”23

Sworn Officers versus Civilian Employees

Within the LAPD, there are just over 10,000 sworn officers and 3,000 civilian employees. Sworn officers have a strong legal and philosophical commitment to the identity of being a cop, a fact that previous work has attributed to their socialization and training at the academy and during the “breaking-in” period on the job.24 On at least four occasions, I asked sworn officers a question and they refused to answer, but when I asked the exact same question of civilian employees, they answered without hesitation. To me, this suggested that some civilian employees may be less protective of information than their law enforcement colleagues. For example, before our interview, a detective in Fugitive Warrants warned me, “I have to be honest in that most of the methods we use are confidential and we cannot share.” I proceeded with the interview and, for half an hour, this detective and his investigator sat across from me, offering one-word answers or responses like “that’s law enforcement sensitive” and “Mmm, yeah, see we can’t tell you that.” I couldn’t write about how they track down fugitives, he insisted, because then the fugitives would know how the cops track them down. By contrast, a civilian crime analyst who works with Robbery-Homicide (among other specialized and area divisions) offered up incredibly detailed explanations of the ways the LAPD leverages data to track homicide suspects.

I detected an “us vs. them” mentality that cut both ways. In addition to officers contrasting themselves with “egghead types” that sit behind a computer all day, as discussed earlier in this chapter, information technology staff indicated that they felt underappreciated. One data analyst complained, “You always forget about the data guy. But [the] law enforcement industry is that way,” and the “guy that does all the dirty work is usually forgotten. I’m that guy.” Another civilian, in Information Technology Division, told me, “IT is always just a support role. So, whatever the primary business, we’re always just sort of like, you know, Santa’s helpers. And we’re kinda like, just there. Sometimes more of an annoyance than a benefit.” A third argued that civilian employees deserve more credit: “I mean, if you think about it and why I’m sort of harping on the whole IT thing in law enforcement is in the last 20 years, the biggest improvements in law enforcement are computer technology driven. Right? That’s the basic reality.”

Civilians tend to be the first ones in the department affected by budget cuts, in part due to sworn officers’ union protections. Cuts to civilian employee budgets, coupled with the increasing need for skilled data analysts, help explain the increase in outsourcing and contracts awarded to criminal justice consulting firms like Justice and Securities Strategies, Inc. and technology firms like Palantir. Cuts place analysts in a difficult position: fewer civilian employees are handling ever-more data. One explained that not only is he responsible for preparing materials for COMPSTAT, but now supervisors in every division want weekly data analytics on crime rates and the geographic distribution of crimes. As more complex analytics are incorporated into investigations, supervisors want analysts to keep them abreast of how cases are progressing—a request that one civilian analyst contends is “a little bit unfair.” He now has to keep tabs on what detectives are doing, what is happening with every case, how many people are in custody, perform COMPSTAT preps, and, above all, be accountable to management. His role, he said, was the starting point in a “trickle up” process. If he does not provide data to the captain, the commander starts asking the captain for the data, and then the chief starts asking the commander. It was a lot of pressure and seemed to earn little respect.

The difference in resources made available to sworn officers, as opposed to civilian employees, was apparent early in my fieldwork. When I introduced myself and my research, explaining that I had selected the LAPD as a case study because it is one of the most technologically advanced departments, I got a markedly different reaction from civilian employees and sworn officers. Sworn officers at RACR (the Real-Time Crime Analysis Center), for example, agreed wholeheartedly, and proudly showed me the various programs at their fingertips. Meanwhile, a civilian employee in Records and Identification Division scoffed at the idea that the LAPD was a technology leader (“We are? Funny you think that”), and then pointed out the old mainframe systems still used in her division. Part of this variation can be explained by the specialized divisions the officers and civilian employees were working in—Robbery-Homicide is higher status than Records and Identification, for example—but even within divisions, there was variation along sworn/civilian lines.

Competing demands on analysts’ time are also seen as potentially compromising data quality. “There are times when an analyst says ‘I just want to make sure those locations are properly geocoded. That’s not enough to cut it.’ The pressure to get everything done in real time is real. ‘You want me to get that done by when?’ ” This analyst’s sentiment echoes what Barley25 found in his work on technicians, where “caretaking” tasks like cleaning data were seen as crucial to the front-line workers, but often downplayed by their managers. Barley writes that “technicians complained that administrators often made technical decisions for political or personal reasons without appreciating the practical implications of their actions.”26 But, in the words of one captain, “Old news is useless.” This creates tension between data quality—which necessitates spending time carefully cleaning and cross-checking the data (for accurate geocodes, for example)—and data timeliness.

So as technology’s roles in law enforcement practices multiply and gain importance, data’s new primacy is not reflected in the organizational structure of law enforcement agencies. In contrast to the strong officers’ union, there is no group that organizes IT people across agencies. Ramón, a bookish civilian employee, commented that, for “all of us who are doing big data stuff, there’s actually no coordination state wide, county wide, or even across the nation, right? . . . That’s what militates against the success of it.” Ramón’s colleague rolled his eyes and put his hands up to gesture “stop.” “Can you back up for a second?” he asked. “You used a word there.” “Which one?,” Ramón asked. “Militates.” Ramón laughed and looked at me knowingly, in some kind of bookish solidarity. “She understands.”

Managers versus Front-Line Workers

Tension between managers and front-line workers is ubiquitous in organizations, and it existed prior to the introduction of big data analytics. As such, some of the tension between law enforcement managers and front-line workers is merely a transposition of chronic tensions onto the new digital environment. Other tensions have been exacerbated by the function creep of data originally collected for one purpose being used for another.

The most common friction cited in my interviews was when data on officer behavior that was originally collected for risk management was used for performance evaluations. In order to understand the creep of accountability measures into performance metrics in the LAPD, it helps to have a bit of context about how data is used for risk management within the department. As discussed in Chapter 2, the 2001–2013 federal consent decree mandated that the LAPD implement an early warning system, TEAMS II, to flag officer behavior patterns that may put the organization at legal risk. TEAMS II’s capstone is its Risk Management Information System (RMIS), a database of information about LAPD employees that can be used for supervising and auditing individual employees, units, and divisions. Supervisors can request a TEAMS II report on an individual by his or her serial number. The resulting document is similar to a credit report, and it will have consent decree–mandated information like action items or risk-related activities, including uses of force, personnel complaints, civil litigation, vehicle pursuits, and on-duty traffic collisions.

The intended use and primary function of RMIS is to reduce risk and give management access to data to manage risk among their employees. However, once managers had TEAMS II data, they began using the information for performance evaluations. For example, in addition to the mandated monitored events, the department incorporated productivity factors, such as stop and arrest numbers, into TEAMS II. Those productivity factors are then leveraged in promotion decisions.

TEAMS II is fundamentally comparative—for both risk assessment and promotion, it is used to compare peer groups of employees who have equal standing or duty assignment, rank, and classification. If individuals fall more than three standard deviations above the mean of their peer group on an action item—such as vehicle pursuits or use of force—they are flagged as a risk, and supervisors are notified. Supervisors can then choose to take no action, have an informal meeting, mandate training, do special evaluation reports, modify the officer’s field duties, assign them to nonfield duties, or, most seriously, refer them to the Risk Management Executive Committee (RMEC), a panel of commanding officers who ultimately decide whether the officer should stay in the field. When I asked how three standard deviations was chosen as the threshold, an interviewee in Risk Management explained that it was basically an ad-hoc decision. Initially, they thought two standard deviations would be the “magic number,” but too many people were getting action items. So they increased it to three.

Officers’ frustration with function creep kept coming up. When talking about what TEAMS II data is used for, a Police Officer II described what he viewed as a frustrating case of managerial overreach: “Now it’s like oh, well, we’re monitoring for every little thing. It’s like, that’s not what it was originally sold to us as. Now it’s almost like we’re going too far with it like, like trying to get officers in trouble.” He continued, explaining that TEAMS II data were figuring into promotions:


It has a performance metric in that, too, where it’ll compare you to your peer group. So, it’ll compare me to not only [division] officers but also [adjacent division] officers on my particular watch, and then also department-wide officers in my general experience range. So it’s like compare and contrast. Like, okay, this guy has two arrests but this guy has 500 arrests. And which one is the outlier? And then if 95 percent of people have 5 arrests, then that 500 will obviously be the outlier so that he is either exceedingly great or exceedingly bad.



The RMIS data made it possible to compare across officer groups in ways that were impossible before system integration, when officers’ files had to be reviewed individually for promotion. Technically, action items that generate flags (e.g., pursuits, use of force, complaints), are not supposed to be factored into promotions or pay grade advancements (e.g., from a Police Officer I to a Police Officer II). However, multiple interviewees explained that commanding officers can run anything they want in the system, and they can look at all the action items in TEAMS II in any circumstance, including promotions.

In line with trends toward automated decision-making in a wide range of organizations, “flags,” or warning signs, that were previously only manually reviewed are now automatically generated. An officer recalled an instance when he thought the automatic flagging misrepresented what had happened in the field. After being involved in three pursuits within “a few months,” he received a letter indicating that if he was involved in any more pursuits, the system would automatically generate a report and send it to his supervisor for review. That is, the supervisor would be prompted to check that he wasn’t “doing anything shady.” The officer pointed out that he works in a high-crime division. These automatic data flags provided no context as to why he got in the pursuits in the first place, and therefore obscured the particulars of the incidents. For example, on one of the pursuits, he said he was secondary (meaning he did not initiate the pursuit, but was called in for support by another unit). With exasperation, he insisted that he was only on backup for about 20 seconds. He thought the automatic flag put him under unfair scrutiny, because he was not actually being overzealous or putting the department at risk when he was involved in high-speed chases. He was just doing his job and helping out his fellow officers.

Few of the officers I interviewed complained about basic risk management practices. Rather, they frequently objected to the repurposing of data originally intended for risk management into performance metrics, a frustration that exacerbated distrust and division between managers and officers.

It may initially appear as if officer complaints about and resistance toward data collection, analysis, and surveillant technologies fall into roughly two categories: worries about being monitored for either (1) disciplinary purposes or (2) the allocation of resources. Put differently, at first glance, it could seem that officers simply objected to having departmental risk management systems used to collect data on officer behavior for personnel management, and that they resented being told how to do their job effectively by algorithms rather than their own intuition. Instead, I found that the most vehement opposition was to function creep and quantified assessment when technologies and data originally designed for one purpose—such as risk management or crime reduction—were used for another, namely managerial assessment of job performance. Underpinning officer distrust is the sentiment that arbitrary decisions were being made by higher-ups whose methods and motivations were opaque. This poses a dilemma for management: insist on either outcomes or process. Inevitably, technologically mediated management is always a compromise between the two.

The inversion of surveillance also reveals a great deal about power relationships. Whereas much of this book focuses on the power asymmetry between the police and the communities they police, this chapter reveals a different type of surveillant asymmetry, between management and employees. However, ironically, in their complaints about managerial surveillance officers identify the very same fairness and inequality questions other chapters of this book consider: officers lamenting having to account for their whereabouts echoes the idea of individuals leading incriminating lives through their decontextualized digital traces; the opacity of algorithms is a point where the interests of the police and activists unexpectedly align; and the grievance about not all officers being subject to the same surveillance and scrutiny as those in higher crime divisions makes salient issues of equal protection.

Interestingly, it did not seem like officers’ experience with managerial surveillance affected how they viewed their role in surveilling society more generally. The exercise of flipping the lens of surveillance and talking about how they were experiencing many of the uncomfortable or perceivably unfair aspects of surveillance did not build some kind of “surveillance empathy.” Rather, I heard a cognitive dissonance in which sworn officers did not recognize (or at least did not verbalize) the irony that their discomfort and resistance is toward the same technology they are imposing on other communities.

When law enforcement officers become the subjects of surveillance, their relative power enables them to engage in more effective individualized and organized resistance than most civilians. Some of the front-line workers’ techniques of resistance27 are collective and organized, like union opposition to the use of AVLs. Others are more informal, such as evading technology and blocking data acquisition (using alternative communication channels, like cell phones instead of dispatch), vandalism (tearing tracking antennae off cars), or producing more data on their own terms (carrying their own recording devices). All these tactics to evade surveillance would, if performed by people outside law enforcement, be viewed as suspicious. Why are the same actions not damning when police engage in them? As one officer explained, “We’re the good guys.” The broader worldview of state legitimacy and police exceptionalism, in which cops do not have to be subject to the same rules as everybody else, seems to serve as their justification. The world is made up of good guys and bad guys, and if you’re the good guys, you do the surveilling, but if you’re the bad guys, you get surveilled. That’s just the way it is.

Understanding patterns of contestation with regard to big data analytics helps us understand how new practices are adopted, resisted, and deployed. It also helps us understand professional identities, roles, and interactions within the deeper patterns of organizational change and continuity. Despite resistance, big data analytics and surveillance technologies are becoming more prevalent in the daily operations of the LAPD, in large part because people in managerial roles and other positions of authority support that spread.28 In that sense, the use of technology has a reifying or entrenching effect. Data and technology are used as sources of control to reinforce preexisting power relationships.

To a certain extent, the introduction of big data analytics into the LAPD served to transpose age-old complaints about managerial control and organizational change onto new technologies. In research on computerization, Kling argues that technological change usually results in those with the most resources gaining the most influence: computerization projects tend to keep “important authority relationships . . . untouched.”29 In much the same way, in the case of law enforcement, I find that big data analytics and emerging surveillance technologies serve to entrench managerial control and put front-line workers under more fine-grained supervision and scrutiny.

To the extent that big data analytics have been disruptive to the internal organization of the LAPD and LASD, it is that they have reshaped channels for promotion. The new emphasis on proficiency in data analytics means that individuals who are promoted to supervisory roles in the department are increasingly individuals who have a working understanding of and are conversant in data analytics. I heard certain individuals repeatedly called Palantir “rock stars” or “power users.” One captain who is enthusiastic about big data and has moved up the ranks rapidly over the past five years explained that some officers complained about his promotions: “ ‘What is this bullshit that [he] is trying to get promoted about?’ . . . And I’m not kidding. . . . They really do. And unfortunately, I have been promoted because of it.”

This chapter has examined surveillance through the lens of the employment relationship. But officer resistance is not merely an outcome of data-based surveillance. Rather, the practice of resistance actually shapes future data, which has important implications that will be explored in the next chapter.


Chapter 6


Coding Inequality

How the Use of Big Data Reduces, Obscures, and Amplifies Inequalities





Although bigness is generally a good property when used correctly, I’ve noticed that it can sometimes lead to a conceptual error. For some reason, bigness seems to lead researchers to ignore how their data was generated. While bigness does reduce the need to worry about random error, it actually increases the need to worry about systematic errors, the kinds of errors that . . . arise from biases in how data are created.

—Matthew Salganik,Bit by Bit: Social Research in the Digital Age (Princeton University Press, 2017)



much of big data’s appeal stems from its aura of objectivity. Proponents of big data policing argue that in contrast to human discretion, algorithms and other automated data management systems reduce bias and increase efficiency, insight, neutrality, objectivity, accountability, and fairness throughout the justice system. This overlooks the basic fact that even new analytic platforms and techniques are deployed in preexisting organizational contexts1 and embody the purposes of their creators.2 Further, algorithms are tools that humans use to outsource their decisions—or at least streamline their decision-making processes—but human discretion remains central to their operation, from programming to data entry to the weight analysts assign to their results and recommendations. What data law enforcement collects, what methods they use to analyze and interpret it, and how it informs their practice are all part of a fundamentally social process.

Rather than eliminating human discretion, big data is a form of capital, both a social product and a social resource. For that reason alone, big data cannot possibly obviate inequality: like other forms of capital, it is transactional, some people and groups have more of it than others, and it can be extracted from already disadvantaged populations.

Still, empirically, to what extent the adoption of advanced analytics will reduce organizational inefficiencies and inequalities or serve to entrench existing power dynamics remains an open question. This chapter analyzes the promises and perils of police use of big data. Surveillance is always ambiguous; it is implicated in both social inclusion and exclusion, and it creates both opportunities and constraints. When debating the merits of a new algorithm or surveillance technology, it is always important to remember that its openness and fairness are relative questions: Is the use of big data better or worse than the inequalities created by existing models of policing? Can big data be used to reduce bias and improve public safety? What are the trade-offs? What are the intended and unintended consequences? How do the digital traces we leave shape our life chances?

As previous chapters of the book have detailed, big data and associated technologies permit unprecedentedly broad and deep police surveillance. The depth and breadth of surveillance has ambivalent implications for social inequalities. On the one hand, big data analytics may be a means by which to ameliorate persistent inequalities in policing. Data can be used to “police the police” and replace unparticularized suspicion of racial minorities and human exaggeration of patterns with less biased predictions of risk. On the other hand, data-intensive police surveillance practices are implicated in the reproduction of inequality in at least four ways: by (1) deepening the surveillance of individuals already under suspicion, (2) codifying a secondary surveillance network, (3) widening the criminal justice dragnet unequally, and (4) leading people to avoid “surveilling” institutions that are fundamental to social integration. As currently implemented, police use of big data exacerbates inequalities more than it remediates them, because data is collected, analyzed, and deployed in socially patterned, asymmetrical ways.

How Can Big Data Be Used to Reduce Inequality?

The vast majority of big data policing efforts are directed at tracking and predicting crime and criminal activity. Inverting the focus of big data surveillance and directing it toward the police themselves may generate new insights. Digital trails are susceptible to oversight. Therefore, aggregating data on police practices may shed light on systematic patterns and institutional practices previously dismissed as individual-level bias, ultimately providing an opportunity to police the police by increasing transparency and, potentially, accountability.

One limitation to this function is that there are so many holes in our current data on police activity. For example, after the shooting of Michael Brown and subsequent protests in Ferguson, Missouri, journalists and activists and academics alike cried out for data. How could they make more generalizable statements about police use of deadly force in the United States when there was no single law enforcement database recording all such incidents? Attorney General Eric Holder called the situation a “troubling reality” and declared that it struck “many—including me—as unacceptable.” Holder concluded: “Fixing this,” by creating a national database of officer-involved deaths, “is an idea that we should all be able to unite behind.”3 Another blind spot in the data concerns racial profiling: there is no national, government-run police database that can be used to measure and compare race and police interactions across jurisdictions.

Recent efforts to remedy the situation so that policing data can be collected, codified, and studied include the Obama administration’s 2014 creation of the President’s Task Force on 21st Century Policing and the 2015 establishment of the Police Data Initiative, which would create a community of law enforcement agencies, technologists, and researchers committed to using data to increase transparency and accountability and improve police–community relations. By September 2017, however, the Trump administration announced it was shutting down the Task Force.

That we cannot rely solely on data generated and maintained by the police or the government is not a total limitation, however. The mass digitization of information has begun to afford academics, journalists, politicians, and activists the opportunity to collect, merge, and analyze a wide range of new data sources, such as online public records, data collected from streamlined Freedom of Information Act (FOIA) requests, national news databases, and crowd-sourced content. The Center for Policing Equity, for example, has established the National Justice Database, which is the first database tracking national statistics on police behavior, including stops and use of force, and standardizing data collection across many of the country’s departments.4 Organizations such as the Washington Post, The Guardian, Fatal Encounters, Killed by Police, and Mapping Police Violence have begun to collect and publish information on police killings. And data collection on policing is now being crowd-sourced through, for example, apps in which citizens can use their cell phones to record, store, and upload footage of police to a local ACLU office.

The LAPD is ahead of the curve in using data to track their own officers’ activity, in large part due to the federal consent decree imposed from 2001 to 2013 (see Chapter 2 for a more detailed discussion). The early intervention system, TEAMS II, comes out of the reasoning that only a small number of officers are responsible for a disproportionate number of use of force complaints. Therefore, if managers could predict who those officers will be and intervene, they may be able to dramatically reduce such complaints. As explained in Chapter 5, TEAMS II compares peer groups of individuals grouped together based on equal standing or similar qualities such as duty assignment, rank, and classification. If individuals are more than three standard deviations above the mean of their peer group on any action item—such as vehicle pursuits or use of force—they are flagged as a risk, and their supervisors are notified.

TEAMS II is an example of a system designed with the explicit purpose of monitoring the police. However, in the age of big data, many other tools typically used for surveilling civilians can be used to surveil the police. For example, Palantir is equipped with “immutable audit logs” that show who accessed what data when. In order to use the platform, users must log in and enter a reason for their search (when employees demonstrated the platform for me, they typically typed in “demo” as their search reason). These searches, along with tagging, resolving, and other data edits, can be audited. In other words, if an officer is using the Palantir platform inappropriately, there are digital traces the department can use to hold that officer accountable. However, accountability is not automatic. Just because technological capabilities exist does not mean they are used. Organizations need both the will and capacity to hold people accountable, and if my interviews are any measure, resource constraints are a perennial concern in the LAPD and LA County Sheriff’s Department. Not one person I spoke with could identify a single instance in which a Palantir use audit had been conducted.5

Automatic vehicle locators (AVLs) provide another possible technology that can be leveraged to police the police. These in-car tracking devices were intended, in part, to help supervisors measure the effectiveness of dosage—raising or lowering police presence—in predictive policing boxes. Historically, sergeants and captains had a rough idea of where their officers drove on patrol. Now, with AVLs, the generation and collection of location data can be automated, granular, and uniform: the data is automatically GPS-coded every five seconds and available in real time. It is entered automatically and in the exact same format, every time. Management can now immediately and retrospectively corroborate where their officers are directed to go, where their officers say they are going, and where they actually go.

Another critical area data can shed light on is bias in police stops. How big data can be used to improve accuracy and fairness in stops is not simply a data question, but also a normative question. We must first ask, what is a defensible hit rate? For example, if the police stop 100 people, releasing 99 of them without charge, that is a 1 percent hit rate. That’s a low payoff, and so that level of police intrusion would probably be considered indefensibly high. Indeed, judges typically examine historical hit rate percentages and include them in Fourth Amendment analysis. But say we change the context of our question: at airport security, for example, every single passenger getting on a plane is searched, and the TSA has a hit rate far lower than 1 percent. Here the risk of finding a bomb or other weapon is considered high enough to justify a lower hit rate for intensive policing. Hit rates also differ across racial groups: when the NYPD was conducting mass stop-and-frisks, for example, officers had to fill out a UF-250 form for each stop. Researchers have gained access and analyzed the magnitude of racial disparities in hit rates under stop-and-frisk, finding that 80–90 percent of individuals were released without charge and hit rates were higher for whites than Blacks. Specifically, this confirmed that, controlling for precinct variables and race-specific baseline crime rates, Blacks and Hispanics were stopped more frequently than whites, even though whites who were stopped were more likely to be carrying weapons or contraband than were Blacks.6 Researchers have not yet been able to access the data necessary to conduct a similar analysis in Los Angeles or most other jurisdictions, but the data allowed reformers in New York City to effectively challenge stop-and-frisk policies on the basis of these indefensible hit rates. The ends (including racial disparities and low hit rates) did not justify the means (racial profiling and high rates of police intervention).

The use of big data may help limit the number of unwarranted police stops, especially of young men of color. One of its perks is that big data can be used to retroactively diagnose a problem—such as racial disparities in police stops—as well as to predict and prevent the problem in the future. A group of data scientists and lawyers—Sharad Goel, Maya Perelman, Ravi Shroff, and David Sklansky—used data from almost three million NYPD UF-250 forms to calculate a “stop-level hit rate” (SHR), or the pre-stop calculation of the numerical likelihood of a successful search. They developed a model that could correctly predict whether the stop would yield a weapon 83 percent of the time.7 Their review of the retrospective data showed that 43 percent of stops had less than 1 percent chance of turning up a weapon, and that hit rates were unevenly distributed by race: 49 percent of Blacks and 34 percent of Hispanics stopped under suspicion of carrying a weapon had less than a 1 percent chance of carrying a weapon, compared with only 19 percent of whites stopped. Therefore, police could reduce their number of stops, while maintaining the number of recovered weapons and reducing racial disproportionality. But how?

Goel and colleagues8 argue it is possible to construct statistically derived heuristics to replace uninterpretable black box algorithms. In fact, they suggest, simple, transparent, and easy to understand heuristics often work as well as complex statistical models. If officers focused on just three signals—a suspicious object (three points), the sight and sound of criminal activity (one point), and a suspicious bulge (one point)—the researchers believed they could reduce racial discrimination, increase constitutionality, and increase efficiency (i.e., hit rates). In deciding whether to make a stop, officers could add up their heuristic score and check whether the sum exceeded an area-specific threshold. That said, much like the LAPD’s points system (described in Chapter 4), this method could lead to a feedback loop and obscure the role of police activity in producing risk scores. Implementing any such quantified risk assessment must consider the “human in the loop” and be validated in an ongoing manner.

Another example of big data analytics being used to offer insight on (and potentially reduce) inequality in policing is found in research conducted by Stanford social psychologists in conjunction with the City of Oakland.9 Researchers statistically analyzed almost 30,000 stop forms, officers’ written narratives, and linguistic data from body-worn cameras (i.e., words spoken by Oakland Police Department [OPD] officers during stops). Net of neighborhood crime rates, demographics, and officer race, gender, and experience, they found that OPD officers stopped, searched, handcuffed, and arrested more African Americans than whites. Importantly, the difference was not only in the quantity of the stops, but also the quality. OPD officers offered fewer explanations for African Americans’ stops and used more severe legal language (e.g., mentioned probation, parole, and arrests), were less likely to use honorifics (“sir” or “ma’am”), and were less likely to apologize in conversation with African Americans. There was little evidence of overt bias or purposeful discrimination; instead, subtle cultural norms, beliefs, and practices sustained disparate outcomes.

There is a saying that sunlight is the best disinfectant. Shedding light on systematic patterns of bias in policing is a great first step in increasing accountability. However, we also need institutional change. Policing is embedded in power structures, and the outcomes of struggles between law enforcement, civilians, and information technology companies—which increasingly own the storage platforms and proprietary algorithms used in data analysis—will play a role in determining whether big data policing will ameliorate or exacerbate inequalities. Creating data on police activity is possible and paramount, as is directing that process with careful attendance to issues around privacy, confidentiality, and law enforcement–sensitive information. Without such structural change, inequality in data access will continue to thwart opportunities to reduce inequality in police treatment and outcomes.

Another way that big data could be used to reduce inequalities in the criminal justice system is by helping correct for incomplete information. Police—like all of us—operate with incomplete information. Social psychological research demonstrates that humans are “cognitive misers”10 who rely on shortcuts—such as the conflation of Blackness and criminality11—to understand the world. Stereotypes like these become more important, or have the most cognitive utility, in situations in which decisions need to be made quickly and with incomplete information. Therefore, if big data can be utilized to fill information gaps, it may improve police interaction with, in this instance, minorities, by creating new “priors” or pieces of data to be considered in subsequent interactions. This learning could allow police to rely less on racial stereotypes. In other words, providing more—and more accurate—data may reduce unparticularized suspicion of specific groups and prevent the human exaggeration of patterns by replacing them with less biased predictions of risk. In theory, it could reduce categorical suspicion of young minority men, ultimately reducing the scattershot hyper-surveillance of minority neighborhoods and the consequent erosion of community trust.12 Note the word “accurate”: more data does not always mean more accurate data. As described throughout this book, data are not merely mechanical reflections of the world; they are shaped by social processes. Although it may be possible to reduce inequalities by making data more perfect, it will never eliminate them, because inequality is baked into the input data.

In sum, the mass digitization of information paves the way for two new avenues to reduce inequalities in policing and increase accountability: big data policing offers the ability to track individual police behaviors at a more granular level, which can fill informational gaps and be aggregated up to identify systemic patterns in the data. To make good on these promises, to actually use big data to reduce inequalities in policing, will require more. Of the four steps needed to make a change, we have only considered the first two: diagnosing the problem and identifying opportunities for interventions. We have a long way to go in terms of the third and fourth steps: implementing interventions and evaluating their efficacy.

Reinforcing Inequality through Big Data

Biased Training Data and Hidden Feedback Loops

The surveillance scholar David Lyon describes surveillance as a process of “social sorting” in which people are classified and stratified into categories for differential treatment.13 With regard to crime, police surveillance classifies some people and places as high risk and others as low risk. The premise behind both person- and place-based predictive policing is that we can learn about the future from the past. That holds both for crime and for inequalities. When we hold up a mirror to the past, those inequalities are reflected into the future.14 And if our data are incomplete or biased, algorithms will not only mirror, but also amplify inequalities.

The “past,” for algorithms, is historical data—what is known as training data. Machines are trained to discover useful patterns of statistical relationships in existing data, then accumulate those sets of relationships into a model used to automate the process of predicting the future from new data.15 What a given model learns and what it is trained to look for in the future depends on the kinds of data and outcomes programmers provide. Consequently, an algorithm is only as good as its training data.

Let me be more concrete. Consider the person-based points system the LAPD uses to identify people who are high risk. Recall that individuals receive five points if they are on parole or probation, five points if they are documented as having a gang affiliation, five points for a violent criminal history, five points for a prior arrest with a handgun, and one point for every police contact. Officers are instructed to find reasons to stop the highest-point people in their patrol areas. But this process obviously leads to a feedback loop: if individuals have a high point value, they are under heightened surveillance and therefore have a greater likelihood of being stopped. Because they gain points for police contact, each time they are stopped, their point value rises. In that sense, the LAPD’s predictive models have created a behavioral loop: they not only predict events (e.g., crime or police contact), they also actually contribute to those events’ future occurrence. Put differently, the mechanisms for inclusion in criminal justice databases and risk assessment programs determine the surveillance patterns themselves. And because even arrests that do not result in charges or convictions count toward risk scores, the point system can create a ratchet effect in which surveillance is increased absent any evidence that it is warranted.

The point system is supposed to focus scarce police resources on the “hottest” offenders. It should also help avoid legally contestable bias in police practices. However, in the process of quantifying criminal risk, the system hides both intentional and unintentional bias in policing and creates a self-perpetuating cycle. As the legal scholar Frank Pasquale writes, “bias can embed itself in other self-reinforcing cycles based on ostensibly ‘objective’ data.”16 The data that feed the person-based predictive policing model include past stops, arrests, and classifications (e.g., gang affiliated or on parole or probation). A recent report by the LAPD Office of the Inspector General (OIG) found that the racial/ethnic makeup of chronic offenders on the LAPD’s high-points lists in August 2018 was 49.8% Hispanic/Latino, 30% Black/African American, 12% White, and 1.3% Other; the gender breakdown was 93.1% male and 6.9% female.17 Moreover, individuals living in low-income, minority areas have a higher probability of their “risk” being quantified than those in more advantaged neighborhoods where the police are not conducting point-driven surveillance.

We don’t know what distortions are present in the data, or how the data differ from actual offense rates. So we can’t know the degree to which we’re measuring crime or measuring enforcement. Simply put: bias in, bias out. Points-driven surveillance can serve to legitimize and techwash the biased police practices that produced the original data. Again, we are reminded that, in the words of the media historian Lisa Gitelman, “Raw data is an oxymoron.”18 There is no such thing as raw data, because data cannot be divorced from social context.

These concerns are dismissed all the time. What’s the harm in stopping someone regularly who is not wanted for any crime? First of all, it would be wrong to assume that all people labeled “chronic offenders” are, in fact, chronic offenders. The same OIG report found that 44 percent of people assigned point values by the LAPD’s system had either zero or one arrest for a violent crime. Half had no gun arrests. Almost 10 percent had no documented police contacts.19

All this is to say that the points system puts individuals already under suspicion under new and deeper forms of surveillance, while appearing to be objective or, in the words of one captain, “just math.” The police have long been rounding up the “usual suspects.” What’s different is that now they are quantifying suspicion in ways that feed back on themselves. Such practices simultaneously amplify and obscure preexisting inequalities. They hinder the ability of individuals already in the criminal justice system to avoid being drawn further into the surveillance net, and they hide the role of enforcement in shaping risk scores.

Whereas person-based predictive policing has implications for racial and class inequality, unthinking reliance on place-based algorithms may exacerbate neighborhood inequalities, (which, of course, correlate with racial and class inequalities). Official crime statistics are incomplete; estimates of unreported crime range from less than 17 percent to over 68 percent, depending on the offense.20 For example, there is little bias in homicide data—there is almost perfect overlap between homicide data, hospital records, and victimization records—but triangulating across those data sources with regard to rape suggests that only about 30 percent of sexual assaults are reported to the police. What’s more, crime data are not missing at random—crimes that take place in public places are more visible to police and therefore more likely to be recorded,21 individuals and groups who do not trust the police are less likely to report crimes,22 and police focus their attention and resources on Black communities at a disproportionately high rate relative to drug use and crime rates.23 Social dynamics result in systematic bias that becomes training data fed into predictive policing algorithms, yet once they are input as data, the predictions look impartial. Human judgment is hidden in the black box24 under a patina of objectivity.

For example, if historical crime data are used as inputs in a location-based predictive policing algorithm, the algorithm will identify areas with historically higher crime rates as high risk for future crime, officers will be deployed to those areas, and will thus be more likely to detect crimes in those areas, creating a self-fulfilling statistical prophecy while obscuring the role of law enforcement in shaping crime statistics.

Directing resources toward people and places statistically more likely to be associated with criminal activity increases the probability that such people (and people in such places) will be caught if they do something wrong, while reducing the probability of discovering and prosecuting wrongdoing by other people in other locations—the ones from whom the algorithms distract police attention.

Quantified practices may thus serve to exacerbate inequalities in stop patterns, create arrest statistics needed to justify stereotypes, and ultimately lead to self-fulfilling statistical prophecies.25 Unchecked predictions may lead to an algorithmic form of confirmation bias and, subsequently, a misallocation of resources. They may justify the over-policing of minority communities and potentially take away resources from individuals and areas invisible to data collection sensors or subject to systematic underreporting. Moreover, using police contact as the entry point into the criminal justice system means the digital feedback loops associated with predictive policing may ultimately be the best justification anyone can offer for the growth of criminal justice surveillance.

It is important to consider how actual offense rates and official crime statistics may differ, because understanding each step of data collection and analysis is crucial for understanding how data systems—despite being thought of as objective, quantified, and unbiased—may inherit the bias of their creators and users. For example, place-based algorithms are most effective (and least biased) when predicting crimes with high reporting rates, such as motor vehicle theft.

Individuals working at predictive policing software companies are increasingly aware of these feedback loops. For example, HunchLab—a main competitor to PredPol—has introduced some randomness to its algorithm, which now occasionally directs officers to medium-risk locations as well as high-risk locations. Jeff Brantingham and George Mohler, PredPol’s cofounders, coauthored an article with Matthew Valasik in which they report that although there are more arrests in predictive boxes, there are no significant differences in the proportions of Latinos, Blacks, and whites arrested in treatment or control conditions; therefore, they conclude, PredPol does not lead to racially biased arrests.26 However, there are two key limitations to the study—it does not consider stops, searches, and detentions short of an arrest, all of which are found to be highly consequential in procedural justice literature,27 and it “does not provide any guidance on whether arrests are themselves systematically biased. Such could be the case, for example, if “black and Latino individuals experienced arrest at a rate disproportionate to their share of offending.” There are many studies that demonstrate that this is precisely the case.

To say that predictive policing exacerbates inequalities because it enhances the surveillance of disadvantaged minority communities is an oversimplification. Many sources of data that are not historical crime data—such as victimization data, public health data collected by hospitals on gunshot wounds, and citizen-initiated data like 911 calls, suggest violence does concentrate in particular communities. The question, then, becomes a normative one—are the police the primary lever we should use in violence reduction? If not, what other types of targeted service interventions could we use prediction to direct?

Codifying Social Relationships into a Secondary Surveillance Network

The mass collection of data and linkage abilities that new platforms afford extend police surveillance beyond individuals with high point values or those suspected of engaging in criminal activity. Individuals are subject to collateral data collection. Remember the analysts who worried that automatic license plate readers sometimes clearly showed the faces of passengers? Or the items on officers’ field interview cards that indicated not only the individual they stopped, but also individuals who were stopped with a person of interest? That data is not just discarded. Even if you do not consent to providing your information, by virtue of your network tie, you might be included in data systems. To be gathered up in what I call the “secondary surveillance network,” individuals do not need to have any police contact or have engaged in criminal activity; they simply need a data link to the central person of interest.

Returning to the field interview cards (FIs), in addition to recording information on individuals with high point values, FIs record the names, addresses, and geocoded information on “Persons with Suspect” via an open-ended narrative section. That data makes it into Palantir, so relationships codified on FIs can thus look to the system like evidence of criminality. If law enforcement can FI an individual multiple times and record that they had contact with a person on multiple occasions in the company of another individual who is a known gang member, for example, they can classify the person as a documented gang affiliate and put them into the gang database. In that sense, data begets more data and classifications.

Secondary surveillance has implications for inequality, as minority individuals and individuals in poor neighborhoods have a higher probability of being in this secondary surveillance net than those in higher-income neighborhoods where the police are not conducting points-driven surveillance. Recall the network diagram presented in detail in Figure 3.3. The person of interest in the center of the network has had direct police contact. However, the people and phone numbers and addresses and cars radiating out from that person need only have a link to the central person of interest. New “trigger mechanisms” mean that dragnet and directed surveillance tools have lowered the criteria for inclusion in criminal justice databases.28

The incentive to “get people in the system”—a trend I witnessed time and time again in my fieldwork—makes sense if you take the perspective of the police and their organizational imperative. As one software engineer explained it, little pieces of data that might seem unsuspicious at the time of collection can eventually be pulled together to create useful intelligence—“the sum of all information can build out what is needed to identify where a suspect is located.” On ride-alongs, I repeatedly heard officers say that even if they can’t arrest someone, they want to “get them in the system.” This could mean all kinds of things, including filling out an FI or asking to take a consensual fingerprint with BlueCheck (a digital fingerprint system). One sergeant explained, “you wanna fingerprint these cats out here,” telling me that gang affiliates often give a fake name or claim to not have ID when they are stopped. Where a casual chat with a beat cop in decades past might become data that that specific cop remembers the next time he sees you on his patrol, the exponential capture and cataloging of personal data is a strategic means of populating a database and channeling more individuals into a wider system, thus facilitating future tracking of more people in more ways by more law enforcement representatives. Once entered into the system, you can be autotracked, meaning an officer can receive notification if you are “touched” (come into contact with) by the police or other government agencies again. If you’re in an area where, say, a points system is used, your tally just went up.

Net Widening

New digitized surveillance practices broaden the scope of people law enforcement can track. This can be understood as a new form of “net widening,”29 though even this is happening unequally. The ALPRs mentioned above are now one of the primary means of tracking people without police contact. Even though ALPRs are dragnet surveillance tools that collect information on everyone, rather than merely those under suspicion, the likelihood of being input into the system is not randomly distributed. Crime and enforcement patterns lead to unequal data capture across individuals, groups, and geographic areas. In the LAPD, ALPRs are deployed based on department crime statistics (i.e., they are placed in higher-crime areas), and they, too, raise questions about unequal enforcement, detection, and reporting practices along lines of race, class, and neighborhood. In that sense, ALPR datasets are investigatory tools disproportionately “populated by the movements of particular groups.”30 Similarly, the ability to build out secondary surveillance networks in Palantir has implications for inequality, as racial minorities and people living in low-income neighborhoods have a higher probability of being in the primary (and thus secondary) surveillance net than people in neighborhoods where the police are not conducting data-intensive forms of policing.

Once again, the simple argument might be that if you have nothing to hide, you have nothing to fear from being included in law enforcement’s big data systems. However, the legitimacy of using a series of data points to reconstruct an individual’s intentions and behaviors—whether incriminating or exculpatory—and using that data to predict future behaviors, relies on the infallibility of both the state and the state actors who enter data. It is to assume the system is free from bias, error, or prejudice. That is a big assumption, and one that the findings on the previous pages of this book suggest is unsupportable.

Although you may just be going about your daily life, having no law enforcement encounters, particular configurations of data points may be flagged as suspicious. In Chapter 1, you saw that our digital traces are so broad as to make it impossible that you could consent to your data being collected at each time point. When those streams of information flow together, they form a “data double,”31 or an incomplete picture of you that can nonetheless be a powerful tool in the hands of law enforcement. Once you are gathered up in a primary or secondary surveillance net, you can become an intelligence target. You can be linked to future data points. And by virtue of being in the surveillance system, you are more likely—correctly or incorrectly—to be identified as worthy of surveillance.

How are unequal mechanisms for inclusion in the surveillance net consequential for social inequality? Recall the detective’s theory, recounted in Chapter 3, that if people are not doing anything wrong, the cops shouldn’t be looking them up many times over the course of their lives. Yet racial disparities in police stop rates are well documented,32 as are disparities in rates of release without charge. Empirical research consistently demonstrates that stop-and-query patterns are unequally distributed by race, class, and neighborhood.33 In short, queries are not raw data but, at least in part, a product of enforcement practices. Not everyone is equally likely to come under police scrutiny, but once they do, the person who has more FIs filled out on them—even if they were never arrested or convicted—is less likely to be given the benefit of the doubt than the person who has none by virtue of living in a neighborhood with lower police presence or where they aren’t conducting points-based predictive policing.

Moreover, much like in DNA databases,34 in order to be a hit, one has to be in the database in the first place. Unequal rates of database inclusion can have real consequences, including false discovery35 and wrongful conviction. It should not surprise that the risk of such outcomes is unequally distributed—for example, Black people are seven times more likely than white people to be wrongly convicted of murder.36

Analyzing the feeder mechanisms by which individuals are channeled into criminal justice databases helps us better understand how inequalities produced by differential surveillance may be magnified as individuals and their data are processed by the criminal justice system.

System Avoidance

Integrating external, nonpolice data into the law enforcement corpus may have unintended consequences. Although integrated systems create new opportunities for service delivery, they also make surveillance possible across formerly discrete institutional boundaries. Recent research suggests institutions such as hospitals, schools, workplaces, and banks have increasingly been “drawn into the harder edge of social control”37 and oriented toward surveillance.38

At the same time, the rise in surveillance—and, more importantly, individuals’ perceptions of pervasive surveillance—may be met with a concomitant increase in individuals’ efforts to evade it. I used nationally representative data from the National Longitudinal Study of Adolescent Health and the National Longitudinal Survey of Youth to test the hypothesis that individuals wary of police surveillance engage in what I have termed “system avoidance,”39 or deliberately and systematically avoiding institutions that keep formal records, such as hospitals, banks, schools, and employment, to avoid coming under heightened police surveillance. Results from a range of cross-sectional and longitudinal models suggest that individuals with criminal justice contact systematically avoid interacting with important institutions where they would leave a digital trace. More specifically, individuals who have been stopped by police, arrested, convicted, or incarcerated are more likely to avoid surveilling institutions such as medical, financial, educational, and labor market institutions that keep formal records (i.e., put them “in the system”). For example, net of sociodemographic and behavioral characteristics, individuals with criminal justice contact have 31 percent higher odds of reporting not obtaining medical care when they thought they needed it, compared to those without criminal justice contact (see Appendix C for full results).

However, perhaps it is individuals’ preexisting characteristics that lead them to both have contact with the criminal justice system and have lower levels of institutional involvement, and it is those underlying differences—rather than criminal justice contact itself—that are driving different levels of institutional attachment. If selection into the criminal justice system also influences institutional attachment, we would expect to find reduced attachment across both surveilling and non-surveilling institutions, including volunteer and religious groups. Yet criminal justice contact does not reduce the odds that individuals will interact with these sorts of non-surveilling institutions (i.e., ones where you can opt out of record keeping or participate without showing ID). I also analyzed change over time, finding that individuals who transitioned from no contact to contact with the criminal justice system between waves of the survey had higher odds of, in the same period, stopping obtaining necessary medical care, closing a bank account, and going from having a job to not having a job. By contrast, none of the results from the models predicting change in involvement with non-surveilling institutions are statistically significant, providing further support for the original hypothesis that criminal justice contact, net of individual-level characteristics, is associated only with avoidance of surveilling institutions. I also used a number of other techniques to mitigate the possibility that it was not that individuals were avoiding institutions, but rather that institutions were excluding them.40 Because involvement in the criminal justice system is the cause and consequence of complex social processes, multiple mechanisms are likely at work in conjunction. System avoidance is an important, previously ignored, part of the story.

This research shows that because they are built, in part, by incorporating other institutions’ data, criminal justice surveillance practices likely have a chilling effect, deterring people from using such institutions and thereby subverting their original mandates. And system avoidance and unequal institutional involvement may have real consequences for inequality. Given that involvement with the criminal justice system is highly stratified by race and class, the negative consequences of system avoidance will be similarly disproportionately distributed, thus exacerbating preexisting inequalities for an expanding group of already disadvantaged individuals. Lack of attachment to medical care, banks, schools, and employment is associated with poorer outcomes for health, financial security, upward mobility, and desistance from crime, respectively. As the surveillance scholars Kevin Haggerty and Richard Ericson suggest, “efforts to evade the gaze of different systems involves an attendant trade-off.”41 That trade-off is full participation in society.

System avoidance is but one unintended consequence of the mass digitization of information and the consequent surveillance it makes possible. The sociologist Sarah Lageson conducts research on a different kind of avoidance—digital avoidance. In her work on the proliferation of criminal records online, Lageson finds the availability of online criminal records leads people to avoid situations that might induce an Internet search for their name, like volunteering at their child’s school. This avoidance means that people—even some whose only criminal justice contact was the recording of a mugshot, without formal charges—get stuck in undesirable employment, housing, and relationships (and digital avoidance is further stratified along class lines).42 Much like the police increasingly use data aggregated by private data brokers, criminal record data are routinely bought and sold by data brokers and background check vendors. While expungement might seal someone’s governmental record, privately sourced records remain online unless the record subject identifies each source, one by one, serving their expungement order to the website publisher or paying a fee to have their record removed. Much like the digital trails we leave, the digital trails the police leave are increasingly indelible. Lageson cautions that this is not a small group of people we are talking about here—about one in three, or 100 million US residents, have some type of criminal record, and almost half of American males (49 percent) have been arrested by age 23.43

The sum of this research is an unavoidable conclusion: that the mass digitization, integration, and availability of records may effectively extend the “mark” of a criminal record, and even a criminal justice contact,44 into other institutions, and vice versa. This creep of data across institutional contexts can lead to “cascading disadvantages.”45 As individuals leave more digital traces, a “new economy of moral judgement”46 becomes possible. Institutions of all kinds use actuarial techniques to track, sort, and categorize individuals into “classification situations” with different rewards and punishments attached.47 These classification situations differentially shape life chances.48 For example, classifying individuals as low or high risk for crime, terrorist activity, loan default, or medical conditions structures not only whether and how they will be surveilled, but also their life chances more generally. This book only begins to account for how the marking process may be changing in the age of digitized policing, let alone the ways the big data environment creates potentially farther-reaching digitized collateral consequences of involvement in the criminal justice system.



The use of big data has the potential to ameliorate discriminatory practices, yet as currently employed, simultaneously amplifies and obscures inequality, particularly for those who are already structurally disadvantaged. If not implemented with mechanisms for transparency, accountability, and ongoing assessment, it will ultimately serve to entrench existing inequalities under the veneer of objectivity.

Indeed, organizational theory and literature from science and technology studies suggests that when new technology is overlaid onto an old organizational structure, long-standing problems shape themselves to the contours of the new technology. The process of transforming individual actions into “objective” data raises fundamentally sociological questions that this book only begins to address. In many ways, it transposes classic concerns from the sociology of quantification about simplification, decontextualization, and the privileging of measurable complex social phenomena onto the big data landscape.

If we look at how systems can exacerbate inequalities now, we will be better positioned to design tools that are fairer later. So as police departments—and organizations more broadly—invest in new predictive tools and surveillance technologies, they need to commit to fairness and due process. This will require accountability from tech companies. Data-intensive surveillance is less visible than traditional street policing methods,49 and the companies that develop predictive policing algorithms often keep their formulas secret, citing trade secrecy. Like all technologies before them, predictive policing algorithms reflect the values of their creators, but absent transparency, we cannot correct for such biases. Therefore, as Kate Crawford, a principal researcher at Microsoft Research and co-founder of the AI Now Institute, states, “inclusivity matters—from who designs it to who sits on the company boards and which ethical perspectives are included. Otherwise, we risk constructing machine intelligence that mirrors a narrow and privileged vision of society, with its old, familiar biases and stereotypes.”50

It is easy to view “data-driven” policing as either a panacea or an irreparably flawed technique by which automated systems entrench social and economic inequality by design. The reality is that the implications for inequality ultimately depend on recognizing bias in data, privileging transparency and community engagement, solving for the right problems, implementing the correct interventions, and constantly reevaluating our data systems. We should think big. How can we use big data to predict not only offenders but also victims, to target not only punitive interventions but also services, to track not only civilians but also police? How can we use it to analyze the underlying factors that contribute to crime in the first place, and to evaluate which interventions are most effective in remedying them?


Chapter 7


Algorithmic Suspicion and Big Data Searches

The Inadequacy of Law in the Digital Age





The progress of science in furnishing the government with means of espionage is not likely to stop with wire tapping. Ways may someday be developed by which the government, without removing papers from secret drawers can reproduce them in court, and by which it will be enabled to expose to a jury the most intimate occurrences of the home. Advances in the psychic and related sciences may bring means of exploring unexpressed beliefs, thoughts and emotions.

—Justice Louis Brandeis, dissentingOlmstead v. United States 277 U.S. 438 (1928)

. . . if such dragnet-type law enforcement practices as respondent envisions should eventually occur, there will be time enough then to determine whether different constitutional principles may be applicable.

—United States v. Knotts 460 U.S. 276 (1983)



a couple of years ago, a group of criminal defense lawyers reached out to me. They suspected policing had undergone important changes in the digital age, with implications for how their clients were being investigated, charged, and prosecuted. As I shared what I had learned within the LAPD—how Palantir is used to merge disparate data sources, how person- and place-based predictive policing shaped patrol activities and informed the reasonable suspicion calculus, and how secondary surveillance networks could be built out to include individuals with no direct law enforcement contact—the lawyers seemed dismayed. All of this was basically invisible to them, because it all happened in investigations before the case. Indeed, as we have seen in this book, data does not eliminate discretion, but rather displaces it to earlier, less visible (and therefore potentially less accountable) phases of the criminal justice process. Predictive policing and algorithmic control are at work well before any officer handcuffs a suspect and lawyers get involved.

Thus far we have looked at the data police are using and how they are using it in the name of the law. Now we turn to how the law regards these swiftly changing policing practices. For example, does aggregating, accessing, and analyzing your digital traces count as a search, and should it require a warrant? Are data being mustered to justify discriminatory policing? Do laws about proprietary information prevent defense teams from knowing information about the basis for their clients’ arrests? Criminal procedure is still largely informed by case law from the 1970s. But it should be clear by now that policing looks very different on the ground today than it did half a century ago. Police-civilian interactions are no longer one-off, in-person encounters. Much of contemporary policing is programmatic, suspicionless, cumulative, probabilistic, and technologically mediated. It involves not only police-civilian interactions, but also police–dataset interactions, in which the data are often collected by nonpolice actors, before legal protections guarding against police overreach come into play. Consequently, existing legal frameworks are anachronistic and inadequate for governing police work in the age of big data.

In some ways, this research surfaces classic questions about government overreach. There is now a burgeoning body of legal scholarship analyzing the legal implications of big data policing, yet it is largely theoretical. Few law professors undertake fieldwork, conducting empirical research and watching how the police interpret and enact law in their everyday work.1 Rather than intervening in ongoing doctrinal debates about how legal constructs can or cannot adapt in the digital age, my scholarship is better suited to allow me to stand back and ask, What are the legal implications of ignoring the fact that big data is social?

By grounding legal debates about police use of data in empirical detail, this chapter makes the case that basic legal principles are inadequate not simply because they are anachronistic, but also because the legal debates are too narrow. By not attending to the sociological processes that underpin basic legal principles, they take existing legal categories for granted. Put differently, big data—and the legal implications of its use—are not being considered in a sufficiently sociological way. As a result, as social life and its attendant data evolve, legal scholars are developing theories to explain the increasing gulf between the way the modern courts understand data and the central concerns of foundational legal concepts such as reasonable suspicion, the Fourth Amendment, and the third-party doctrine. However, these theories are insufficiently sociological. In addition to considering how legal constructs should adapt, we must be sure that constitutional modes of police regulation are constructed in such a way that they can adapt.

There are a number of ways legal frameworks are overlooking the social side of big data. In this chapter, I will look at four. First, the way the conceptual categories that underpin legal doctrine—like individualized suspicion—are deployed and organized to make normative assessments do not reflect how decision-making plays out on the ground. Second, police are not simply scaling up data collection in the digital age; rather, different kinds of data are being produced. Despite the fact that there is a difference in kind—rather than just degree—old legal doctrine is still being laid on top of these data. Third, relying on extant legal mechanisms like the exclusionary rule means using what is meant to be a check on state power at one point in time and space, whereas data is fundamentally social and, as such, has a life course. Fourth, unfettered big data policing creates new opportunities for information asymmetries and can threaten due process through a long-standing practice called “parallel construction.”

Before big data analytics became one more tool in the law enforcement arsenal, there were flaws in the criminal justice system. So too are there cracks in our laws governing police activity. Police use of big data is the dye injected to illuminate those cracks and bring the fault lines into stark relief.

Unsettling Underlying Legal Categories

Big data policing is shifting the ground under the foundational legal concepts that govern police activity. The use of algorithms to predict criminal risk, for example, lays bare internal inconsistencies in basic legal principles such as individualized suspicion.

In principle, different police activities must meet different standards of suspicion. Legally, the police cannot undertake a full-blown search, arrest someone, or get a warrant for personal information without probable cause. By contrast, they can briefly stop and conduct a limited pat down of a person with only reasonable suspicion, a lower standard of certainty. Reasonable suspicion is predicated on “specific” and “articulable” facts “taken together with rational inferences from those facts.”2 However, police do not have to rely exclusively on their personal observations in their reasonable suspicion calculus. The Supreme Court held, for instance, that police observation in a “high crime area” can be a deciding factor with regard to reasonable suspicion or probable cause.3 The Court never precisely defined what constituted a high crime area, and so it is reasonable to assume that the area inside a predictive policing box might qualify. When big data—such as a predictive policing forecast—is combined with small data—such as traditional individualized suspicion based on particularized facts about a person observed at a given time and place—it effectively makes it easier for law enforcement to meet the reasonable suspicion standard.

The more circumspect of the LAPD captains I interviewed knew it was plausible that their officers might assess that a person walking inside a 500-square-foot predictive box was more suspicious than the same person walking outside the box. One captain who used PredPol in his division expressed his concern:


But at some point, a case is going to go to court where . . . an officer’s going to write in a report “I arrested this guy because he was in the box.” The predictive box. And that’s not why you should be arresting someone. I mean we need independent reasonable suspicion that then leads to probable cause that then leads to an arrest, right?



When predictive policing is not used in conjunction with traditional, individualized suspicion, it can create “categorical suspicion,” which is not legally defensible.

Think back to Chapter 4 and my description of Operation LASER, the program that gives a top-tier list of “chronic offenders” based on risk scores for committing future crimes. Someone labeled a “chronic offender” in this person-based predictive policing system gains that label based on past data. So when cops observe someone with a high risk score walking back and forth in front of a store, they might perceive that as “casing,” but if they see someone who is not on Operation LASER’s Chronic Offender List doing the same thing, they might perceive it as window shopping or waiting for a ride.

Some legal scholars have, however, analyzed whether it is legally defensible for algorithmic predictions to play a role in law enforcement’s suspicion calculus.4 One expert on the legal implications of big data policing, Andrew Ferguson, writes, “If walking through a predicted red box changes my constitutional rights to be free from unreasonable searches and seizures, then a higher level of scrutiny might need to be brought to bear on the use of technology.”5 He further argues that the “courts should require a higher level of detail and correlation using the insights and capabilities of big data.”6 Although predictive models may be a preliminary factor in establishing reasonable suspicion, Ferguson contends that predictive policing forecasts are not, in and of themselves, sufficient to justify reasonable suspicion or probable cause. The data used in predictive policing forecasts is culled from previously observed circumstances with no direct relationship to the specific situation on the street at the moment of the reasonable suspicion calculus.7 In other words, individualized suspicion is, by definition, incongruous with probabilities, because probability is not individualized. Individualized suspicion is supposed to be observable at a particular time and place.

But that takes for granted the category of individualized suspicion. I argue that the individualized/probabilistic distinction is a false binary. In most cases of individualized suspicion, the police officer does not actually observe someone committing a crime. Rather, they usually observe probabilistic indicia that they infer are associated with criminal activity. In that sense, what we might label individualized suspicion is actually a probabilistic assessment that criminal activity is afoot.

Consider this example: A person has a visible bulge, which is a common factor in establishing reasonable suspicion, because a bulge could be a gun. The police stop and search this individual. Is the stop defensible? Typically, an officer would not know that the person has a gun; rather, they see a bulge and are acting under a condition of uncertainty—is it a gun, is it a snack, is it an ostomy bag? A bulge becomes simply another way of articulating a probabilistic assessment that Person X has a higher probability of being involved in criminal activity than Person Y. It starts with a statistical claim—at the population level, people with bulges are more likely than people without bulges to have guns, and guns are associated with criminal activity. Then comes the normative claim—because people with bulges are more likely than people without bulges to be involved in criminal activity, observing a bulge on a person contributes to a certain risk threshold, and it becomes legally defensible to stop them.

Legal doctrines can be thought of as routinized ways of accepting uncertainty and legitimating state power under those conditions. Acceptable police actions under uncertain conditions are then institutionalized in common law doctrine. From an organizational theory perspective, individualized suspicion—and the Fourth Amendment more broadly—is an institutionalized covering practice that does not reduce uncertainty, but does render it more acceptable.8 Predictive policing is upsetting these settled ways of dealing with uncertainty and forcing us to articulate the normative logic of past practice.

Officers’ probabilistic assessments of a bulge may be informed by a whole host of factors, ranging from predictive algorithms to implicit bias. For example, the same bulge might be interpreted as suspicious and more likely to be a gun inside a predictive box. It might also be interpreted as suspicious on a Black person, but not a white person. And the former justification for reasonable suspicion may legally cover the fact that the second was the real reason for the stop. L. Song Richardson, who studies implicit bias in decision-making, argues as much: that probabilistic assessments of suspicion are fundamentally racialized, and so the courts should take each individual officer’s hit rate (the percent of time they successfully detect criminal activity during a stop) into account when testing the constitutionality of a stop.9

So at first it might seem like the challenge with predictive policing and reasonable suspicion is that predictive policing involves probabilities, whereas reasonable suspicion is individualized and particularized. But, actually, individualized suspicion is often a probabilistic assessment, too. Just because somebody—such as a “chronic offender” with a high point value—has committed crimes in the past, that does not give officers individualized suspicion in the present. Predictive policing does not simply erode the individualized suspicion versus probabilistic assessment binary, but also sheds light on the fact that it was a false binary to begin with. Algorithmic suspicion forces us to rethink legal categories. Should the courts, as Ferguson argues, require a higher level of individualization because the source of the probabilistic determination is an algorithm, as opposed to a police officer’s judgment? Humans were running such probabilistic assessments in their minds long before cops used computers. There is nothing different about the logic involved in an officer seeing a bulge and conducting a quick mental probabilistic determination that criminal activity is likely afoot and a predictive algorithm saying Person X is more likely than Person Y to be involved in criminal activity. But you can argue about a suspicious bulge in court. A nonexpert can argue about the reasonable inferences a reasonable person can draw from seeing a bulge. It’s an argument about cognitive shortcuts10 and whether or not it is reasonable to think that a person has a gun on them—and whether it matters if they are walking in a particular neighborhood at night or what race the officer attributes to the suspect. But if the algorithm is uninterpretable, we cannot say whether its prediction is a fair or unfair basis for a stop. As previous chapters have shown, algorithms are often proprietary and protected from scrutiny. Judges, juries, and legal counsel cannot determine whether the predictive algorithm is reasonable and cannot put their fingers on specific points of bias if they do not have access to and understand its code, the ways it weights different types of data, the training data it uses, and the ways officers are trained to use the data it produces.

In assessing fairness, we need to also consider the costs of false positives versus false negatives, a calculus that varies according to context. The philosopher Renée Bolinger argues that humans make a flawed assumption: that the more statistically likely something is, the more we believe we are justified in treating it as true.11 But, she argues, even for probabilities that clear a threshold for reasonable belief, if the error costs are high enough, we should not accept it as true. To do so would be to risk mistreating a particular person. Is it worse to stop and frisk an innocent person or miss interdicting a shoplifter? Does that calculus change if it is an armed robber or a murderer? She argues that, in statistical inference cases, the cost of false positives (treating something as if it’s true when it isn’t) are actually quite high, and therefore we should raise the evidentiary bar.

The risk of false positives is of particular concern when the risk concentrates among particular groups. And, as Bolinger points out, that is precisely what statistical prediction does—it reinforces concentrations.12 In that sense, it is possible for statistical generalizations to be both accurate and unjust. For example, say there were different baseline rates of crime commission by gender, such that 90 percent of people committing crimes are men. You would be statistically justified in treating all men as criminals, but you would also constantly treat innocent men as criminals and subject them to ongoing mistreatment. Ironically, then, the more accurate a prediction, the more unjust it can be in implementation: the more accurate, the more likely police are to act on the prediction and treat people unjustly (with, as we saw in Chapter 6, a host of negative knock-on consequences). So, from a policy perspective, we need to consider not just the efficacy of predictive algorithms, but also the chilling effects of unevenly applied police contact.

It remains an open question whether predictive policing will lead to revolutionary change in standards of reasonable suspicion. Yet the courts will likely accept the outputs of predictive models as one of the many defensible factors that can be taken into consideration for suspicion in the age of big data—that is, if the cases even make it to court. As the sociolegal scholar Issa Kohler-Hausmann points out, “trials have gone the way of the dodo bird.” Many people accept plea deals, for instance, for a raft of reasons: they can’t afford to take time off work for a trial, they can’t risk getting a longer sentence than the one offered by the plea (even if they insist on their innocence), and so on. But if they don’t go to trial, the basis for their arrest will not be examined in a court of law. It is functionally impossible to consider how often courts might rule against the legality of algorithm-informed police contact, because they so rarely have the chance to do so. As Kohler-Hausmann explains, “Fourth Amendment jurisprudence is built on the premise that substantive rights . . . are secured by the mechanism of excluding unlawfully seized evidence and arrests . . . [but] [t]he overwhelming amount of police work is low-level enforcement activity, not serious violent felony arrests.”13 In other words, we can’t simply rely on the exclusionary rule, which says that the police cannot use particular pieces of information in trial, as the opportunity for defendants to invoke their procedural rights; challenge the legality of a police stop, search, or seizure; or establish and exclude evidence as inadmissible, because law enforcement use of big data is so infrequently scrutinized in an adversarial trial context.

That is why it is important to structure the police’s use of data and power in a way that protects the underlying interests that we thought were at issue in the Fourth Amendment to begin with: protection from arbitrary, unjustified state intrusions into people’s lives.14 In Kohler-Hausmann’s words, “If we are serious about bringing police activity in line with substantive legal principles governing stops, searches, and seizures, then we must innovate other political and organizational mechanisms to do so.”15 We should look not only to law, but also to political incentives and more mundane organizational practices to protect individual rights.

In more sociological terms, cut-offs do not make sense because that is not the way the world works. Data is social and relational, and it has what we can call a “life course.”16 So although the law is better equipped to look at specific cut-off points, we have to look at the whole sequence of events in determining reasonable suspicion. For example, the exclusionary rule says you cannot admit illegally obtained evidence in court. But law is only thinking about the data in its mature life-course stage. We need to think about the nascent data, produced in social contexts and connected to other data points across time and space.17 If the underlying data is flawed, one might argue, the visible data—the predictive box or the Operation LASER score—may lose its defensibility.

Data Are Different in Kind, Not Just Degree

This book has detailed a wide range of dragnet and directed surveillance techniques, data sources, algorithms, and risk scores routinely used in law enforcement’s patrol, investigative, and crime analysis activities. Some of the data is collected by law enforcement themselves, some of it is collected by third parties, including data brokers. However, what is sociologically important and legally consequential is not simply that law enforcement is scaling up data collection; rather, it is that different kinds of data are being produced and policed. In particular, big data policing is programmatic, often suspicionless, and primarily operates below legal thresholds of reasonable suspicion and probable cause.

Take the automatic license plate reader, or ALPR, a dragnet surveillance tool that collects data on everyone, not only those under suspicion. Some ALPR data is collected by the police and some by third parties, such as vehicle repossession agencies. Police access to aggregated ALPR data means that police have access to locational and temporal information on individuals who have never had any police contact. In that sense, the ongoing nature of license plate readings represents a proliferation of pre-warrant surveillance. Information is routinely accumulated, and files are lying in wait. Individuals’ movements are codified as data, and once in a database, data points—such as the dates, times, and locations an individuals’ vehicle is picked up at by an ALPR—can be marshaled as evidence retroactively, once that individual comes under suspicion.

Further, police can query datasets either deductively or inductively. Thus, if they are interested in knowing which individuals’ cars were located near the scene of a crime, they can look up all license plates captured within a specified radius within particular time bounds. Conversely, if the police have a specific person of interest, they can search Palantir for all of the places and times an ALPR picked up that person’s car. Once they are in a database, individuals can be surveilled repeatedly—and that raises a question: Should new surveillance technologies facilitating the constant analysis and reanalysis of data be treated as “searches” subject to the Fourth Amendment?

The Fourth Amendment reads: “The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon probable cause, supported by oath or affirmation, and particularly describing the place to be searched, and the persons or things to be seized.”18 In simpler terms, it prohibits unreasonable searches and seizures, such as the police entering an individual’s house without a warrant and rummaging through their drawers. But what is the big data equivalent of rummaging through someone’s drawers? There are both qualitative and quantitative differences between pieces of paper in a drawer and the digital traces we leave in the course of our everyday lives. These differences do not map easily onto existing legal frameworks.

Previous practical constraints, which placed natural limits on the scope of law enforcement surveillance, are becoming less relevant as new surveillance tools and data sources proliferate. Justice Alito’s concurring opinion in the Supreme Court’s decision in United States v. Jones (2012), a case regarding the GPS tracking of a single suspect over 28 days, is pointed: “In the pre-computer age, the greatest protections of privacy were neither constitutional nor statutory, but practical. Traditional surveillance for any extended period of time was difficult and costly and therefore rarely undertaken.”19 Indeed, officers more commonly cited resource constraints than legal barriers to surveillance. In the words of one detective I met, “It’s not illegal for anyone to watch anybody.” However, long-term surveillance is becoming cheaper and easier. So should laws introduce friction to the increasingly easy surveillance process? And does long-term police surveillance of an individual, even in public, constitute a Fourth Amendment search?

Legal scholars have come up with various theories to answer this question. In response to Jones, Orin Kerr, a legal scholar who specializes in criminal procedure and computer crime law, described the “mosaic theory” of the Fourth Amendment. Mosaic theory maintains that large-scale or longitudinal data collection made possible by new surveillance technologies and big data reveal information about individuals that is qualitatively different from individual observations.20 As the policing, technology, and surveillance scholar Elizabeth Joh summarizes, according to mosaic theory, “[t]he threat to Fourth Amendment privacy lies in the aggregation of discrete bits of data, even if each piece standing alone would not be subjected to constitutional protections.”21 According to this perspective, the combinatorial power of using, for example, predictive policing scores in conjunction with ALPR readings in conjunction with network diagrams may grant authorities a level of insight into an individual’s life that might constitute a search and thus should require a warrant. Instead of the traditional approach of the courts evaluating each step of an investigation individually, the mosaic approach involves evaluating a collective sequence of government activity as an aggregated whole. Although Kerr actually thought the courts should reject the mosaic approach and stick to the traditional parameters of the sequential approach to Fourth Amendment analysis, Fourth Amendment scholars are far from consensus.

A related but distinct concept is the right to “quantitative privacy,” as articulated by David Gray and Danielle Citron.22 In Jones, law enforcement’s GPS tracking yielded over 2,000 pages of data on Jones. Five justices insisted that citizens possess a Fourth Amendment right to expect that certain quantities of information about them will remain private, even if they have no such expectations with respect to any one piece of information. So short-term monitoring of someone’s movements on public streets might be fine, but long-term GPS monitoring might impinge on their expectations of privacy.

Trying to identify consistent principles in Fourth Amendment case law is challenging, to say the least. For example, Terry v. Ohio (1968) created a new category of searches and seizures—the limited pat down—that doesn’t require a warrant or probable cause.23 The particularities of each case vary widely, and the rules that outline the Fourth Amendment protections sometimes contradict one another. On the positive side, the Fourth Amendment is remarkably flexible, but on the negative, judicial interpretations have developed into a “byzantine patchwork of protections.”24 Consequently, it is difficult for judges and lawyers—let alone police officers and civilians—to put their finger on what exactly the Fourth Amendment protects against.

The abundance of technologies and big data sources that enhance law enforcement’s surveillant capacity by the day has only added to this confusion. Riley v. California (2014),25 a landmark US Supreme Court case regarding the warrantless search and seizure of the digital contents of a cell phone during arrest, brings the legal challenges of technological advances into further relief. The Court unanimously held that absent exigent circumstances, the police cannot search cell phones incident to the arrest. The case highlights some of the ways that smart phones are qualitatively and quantitatively different from flip phones or other objects in an individual’s pocket. In the opinion, Chief Justice Roberts wrote:


Modern cell phones are not just another technological convenience. With all they contain and all they may reveal, they hold for many Americans “the privacies of life.” The fact that technology now allows an individual to carry such information in his hand does not make the information any less worthy of the protection for which the Founders fought. Our answer to the question of what police must do before searching a cell phone seized incident to an arrest is accordingly simple—get a warrant.



A variety of other cases on government data collection, involving issues ranging from aerial surveillance to thermal imaging to beeper records, have come down with different decisions, making it difficult to identify consistent theoretical underlying principles.26 For example, despite more intrusive practices being found constitutional, a recent decision in the US Court of Appeals for the Sixth Circuit unanimously found that tire chalking—when parking enforcement draws a line of chalk on a parked tire to keep track of how long cars have been parked in the same spot and detect “meter feeders”—constitutes a search under the Fourth Amendment.27

There have been thousands of judicial decisions interpreting the Fourth Amendment, to the extent that some claim the Fourth has crumbled under its own logic and others laud its adaptability. Kerr, for example, argues Fourth Amendment case law is not an inconsistent mess, but the product of hundreds of systematic recalibrations made over time—an “equilibrium-adjustment” that is the natural “judicial response to changing technology and social practice.”28

Among those who are less sanguine about Fourth’s flexibility, some scholars argue that an entirely different branch of law—administrative law—may be better suited to govern police activity in the big data age. For example, the law professor Daphna Renan argues that the traditional paradigm of Fourth Amendment law is transactional, focusing on the one-off interaction between law enforcement and a suspect. However, police surveillance in the age of big data is programmatic: it involves ongoing, cumulative, and sometimes suspicionless data collection and use.29 In the context of ALPRs, Renan writes, “[W]hat begins as more generalized collection can morph into something quite different when the government runs individuated searches in its datasets.”30 Therefore, Renan suggests, administrative law may be a more appropriate legal framework than criminal procedure for governing cumulative surveillance.31 The Fourth Amendment and technology expert Christopher Slobogin agrees that administrative law—in conjunction with the “minimal” restrictions imposed by the Fourth Amendment—may provide a useful framework for governing data-based surveillance by law enforcement and other government agencies.32

Up until this point, we have been discussing data collected by law enforcement for law enforcement purposes. But as previous chapters of this book have demonstrated, police are gaining access to data collected by other public and private institutions for purposes hardly related to law enforcement. Function creep—the repurposing of data—is not well addressed by the Fourth Amendment.

Data is repurposed all the time. However, the privacy scholar Helen Nissenbaum argues that the sharing of information is contextual: we talk to our accountant about personal financial information and to our doctor about medical issues, but we don’t want either to share our information with each other. Law, Nissenbaum argues, should correspondingly maintain the “contextual integrity” of information. However, existing privacy laws—such as the Privacy Act of 1974—largely relate to data’s custodians and collection contexts, not the data themselves. In fact, the United States lacks a comprehensive privacy law to protect data; instead, such protections are sectoral and context-based.33 For example, if you tell your doctor medical information, that is protected by what is arguably the country’s most comprehensive privacy regime, HIPAA (the Health Insurance Portability and Accountability Act of 1996). However, if you share that same information with your employer as part of an employee wellness program, HIPAA protections are not in place. Likewise, the Fourth Amendment is primarily interested in the legitimacy of information acquisition, not use and repurposing. Some scholars argue that courts could upend the focus of the Fourth Amendment from data collection to its intended uses by the government.34

Function creep is not an entirely new concern. Over twenty years ago, the law professor Harold Krent suggested that government repurposing of information collected earlier could be deemed unreasonable and that courts might consider whether “the original seizure . . . would have been reasonable had the additional governmental objective been known” at the time.35 What is new about the digital age is that individuals leave so many more seemingly innocuous digital traces in the course of their everyday lives that can now be linked together using big data systems, and thus grant law enforcement a level of insight that almost certainly would have been considered an intrusive investigation in years past. Our digital traces make it possible for law enforcement to start to build a case against us at any point in time, rather than only after suspicion has been determined. The case for use restrictions lies in the simple fact that we cannot prevent individuals from leaving digital traces with every financial transaction, commute, or Internet search, but perhaps we can govern the use of those traces by law enforcement or other government entities. Secondary uses of data thus challenge conventional consent practices and undermine the current patchwork of federal privacy laws that regulate the governmental collection of personal identifiable information.

Others believe use restrictions offer nothing but false promise. The Fourth Amendment and technology scholar Ric Simmons36 argues that the doctrinal bases used to justify use restrictions, such as making the purpose of the data collection a factor in determining whether collecting the data constitutes a search, are usually insufficient to justify imposing use restrictions. Moreover, Simmons suggests, adopting use restrictions would be bad policy, since what constitutes “use” is ambiguous, as is the level of detail that would constitute an infringement upon reasonable expectations of privacy. Use restrictions may also import unintended consequences, such as effectively discouraging the creation of tighter collection restrictions and hindering important law enforcement functions.

Currently, a patchwork of statutory use restriction precedents and law enforcement exemptions affect privacy and policing. Some 20 separate statues restrict police access to driver’s licenses, educational records, health records, and e-mail messages, for instance.37 Outside the criminal law context, examples include the policy that the Internal Revenue Service does not share data with Immigration and Customs Enforcement, so as not to penalize positive civic behavior such as paying taxes, and that foreign surveillance for intelligence purposes is governed by rules under the Foreign Intelligence Service Act (FISA). On the flipside, statutory exemptions enable, for instance, warrantless access to certain data for certain law enforcement purposes.

One of the most common ways of circumventing Fourth Amendment protections is through the third-party doctrine. The third-party doctrine maintains that “when an individual voluntarily shares information with third parties, like telephone companies, banks, or even other individuals, the government can acquire that information from the third-party absent a warrant without violating the individual’s Fourth Amendment rights.”38 Barry Friedman, the founding director of NYU Law’s Policing Project, describes the third-party rule as a “serious chink in the Fourth Amendment’s armor.”39 As we leave a growing number of digital traces with cell phone companies, Internet service providers, and online retailers, more and more of our information is sitting in third-parties’ hands. If law enforcement wants access to that data, Friedman explains, “it need only subpoena it from whoever happens to be holding it. No warrant is needed and no probable cause required, thank you very much.”40 The legal threshold for issuing a subpoena is much lower than what is needed to get a warrant, because a lot of investigations would not get off the ground if probable cause was required.

However, I suggest there is an even more fundamental critique. Legal constructs like the third-party doctrine are set up in a way that is basically inapplicable to modern life. Today, communication is so technologically mediated that we simply cannot communicate without exposing data to a third party. Whereas the third-party exception made intuitive sense when, if I showed John Mary’s handwritten letter to me, John could then tell the police what Mary wrote, it makes a lot less sense when I’m “showing” Gmail, not John, the communication41. Because inevitably our transactions and communications generate data, the third-party exception has become the exception that swallows the rule. We are no longer entrusting John, but rather Apple or Google, to protect our data42.

As I worked on this book, the landmark Supreme Court decision in Carpenter v. United States came down.43 This ruling essentially sidestepped the third-party doctrine.44 The case concerned whether the police needed a probable cause warrant to obtain cell-site location information (CSLI) from private cell phone company providers.45 The majority opinion held that police acquisition of more than six days of CSLI constituted a “search” for Fourth Amendment purposes and violated reasonable expectations of privacy. In his majority opinion, Chief Justice Roberts cited the “depth, breath, and comprehensive reach, and the inescapable and automatic nature of its collection,” as relevant features of the data. The court reasoned that “the fact that the information is held by a third party does not by itself overcome the user’s claim to Fourth Amendment protection.” The Court described the danger inherent in the government’s ability to conduct “near perfect surveillance,” with digital data giving police the power to “travel back in time to retrace a person’s whereabouts” and create a “detailed chronicle of a person’s physical presence compiled every day, every movement, over several years.”

As I argued in Chapter 3, the data traces we leave—and surveillance opportunities they afford—mean that individuals lead incriminating lives. Importantly, the implications of Carpenter extend beyond the specific context of CSLI—it may protect our personal digital trails with all kinds of third parties, ranging from ALPR data to social media posts (although it remains to be seen how lower courts will deal with the third-party doctrine moving forward). The Carpenter case rested, in part, on the fact that cell signals are not voluntarily provided and cell phones are a growing necessity in daily life.46 It did not address data from devices that might be deemed “voluntary.”

A further complication is that the Fourth Amendment understands all kinds of data, including communicative data, transactional data, and even bodily data,47 as being fundamentally the same. But they are not, because of the distinct social significance of different kinds of data. Just as economic sociology teaches us that different types of money are not all fungible,48 neither are data interchangeable. It also remains to be seen how laws will govern the combinatorial power of aggregated data, like the police using ALPRs in conjunction with predictive policing scores and network diagrams. The rub is that it is both the types of data themselves—which are sociologically different in that they are suspicionless and relational—and the combination of those data that are changing in ways that challenge extant legal frameworks.

New Opportunities for Parallel Construction

Parallel construction is another Pandora’s box when it comes to data and the law. Parallel construction is defined in a training slide from the Drug Enforcement Administration (DEA) as “the use of normal investigative techniques to recreate the information provided by the SOD” (Special Operations Division of the DEA).49 It is the process of building a separate evidentiary base to conceal how an investigation began because it involved informants, warrantless surveillance, or other inadmissible evidence. Or, as Nancy Gertner, a law professor and former federal judge puts it, parallel construction is “a fancy word for phonying up the course of the investigation.”50

For example, say law enforcement learned about a crime through an intelligence surveillance program or platform it wishes to keep secret. Law enforcement could claim the information came from a confidential informant, or follow the individual of interest until they neglect to use their turn signal, at which point they can conduct a pretextual stop and recreate the investigative trail such that it appears the traffic stop was the point at which the investigation began. If they end up arresting the individual, nothing admitted as evidence would say anything about the surveillance strategy. “It’s just like laundering money—you work backwards to make it clean,” said one former DEA agent.51

The use of big data for parallel construction can increase information asymmetries—and therefore power asymmetries—in the criminal justice system. In essence, parallel construction helps law enforcement to circumvent Fourth Amendment protections, ultimately violating defendants’ constitutional right to a fair trial by obscuring the means by which they came under law enforcement surveillance. By misleading the court about what happened, the court, too, is disempowered by parallel construction. It cannot determine what really happened and whether or not it was legal.

Moreover, if surveillance strategies are not disclosed, we may underestimate the extent of privacy and civil liberties violations occurring, judges will not have the opportunity to evaluate the constitutionality of law enforcement activities, and defendants may be denied the opportunity to know about and access exculpatory evidence in violation of pretrial discovery rules.52 As stated in the landmark Supreme Court decision in Brady v. Maryland (1963):


We now hold that the suppression by the prosecution of evidence favorable to an accused upon request violates due process where the evidence is material either to guilt or to punishment, irrespective of the good faith or bad faith of the prosecution. . . . Society wins not only when the guilty are convicted, but when criminal trials are fair.53



Checks on police data collection can be traced back at least to Nardone v. United States (1939), in which the “fruit of the poisonous tree” doctrine was first articulated. According to the doctrine, which is an extension of the exclusionary rule, if evidence is obtained illegally (e.g., through an unconstitutional search), anything gained from that tainted evidence will also be tainted and is inadmissible in court.54

Even though the concept itself is not new, as the number of ways police use surveillance technologies and new sources of data increases, so too do the possibilities for parallel construction. Recall from Chapter 3, at a surveillance industry conference, a member of Palantir’s legal counsel explained how the platform could be used to knit together circumstantial evidence into a comprehensive picture. Whereas it is relatively rare to find a smoking gun, he explained, Palantir users might be able to build up a sequence of events that could have been impossible for prosecutors to construct in the past. By integrating data into a single ontology, he pointed out, you can draw connections between actors and depict a coherent scheme. On the one hand, this could be incredibly useful to investigators who previously operated in siloed jurisdictions with limited access to historical information on potential suspects. But on the other hand, officer hunches that would be insufficient grounds for obtaining a warrant can now be retroactively backed up using existing data, and queries can be justified after data confirm officer suspicions.

Palantir has actually tried to address concerns about abusive uses of their platform. It has a number of built-in protections, and the company has a Privacy and Civil Liberties team dedicated to thinking about and working on such issues. Interviewees at the company explained how they are CJIS-compliant (Criminal Justice Information Services Division, a division of the FBI) and that they use GFIPM (Global Federated Identity Privilege Management), advanced authentication, and variegated access controls depending on the platform’s user. The main Palantir protection against abuse that came up in my interviews was the “immutable audit log” (see Chapter 6). However, just because Palantir’s system has a built-in audit capacity does not mean that their clients use it. I was unable to find a single instance, for example, in which the LAPD conducted an audit of their logs in Palantir.

To be sure, I did not observe parallel construction occurring during my fieldwork with the LAPD. The point here is simply to suggest that big data increases the opportunities for parallel construction to take place. Future research can investigate the extent to which this does or does not occur.

The constitutionality of new surveillance technologies used by the police is an open legal question, and one that is difficult to address because we do not even know how much or how little prosecutors cite software like PredPol or Palantir in evidentiary documents. To reiterate, whatever is not admitted as evidence puts criminal defense teams at a fundamental disadvantage, cuts judges out of the process of discerning whether evidence was legally obtained, and impedes the right to a fair trial.55 What we do know is that new technologies and integrated databases have shifted the locus of discretion about what constitutes admissible evidence from judges to the police.



Laws regulating organizations always include some degree of legal ambiguity.56 The police are interpreting and enacting the law in these ambiguous contexts every day.57 But the ambiguity has been and will continue to be magnified by advances in technology. What is distinctive in the age of big data is not simply information collection outside the Fourth Amendment (and other relevant legal frameworks); rather, it is the scale and connectivity of the resulting informational yield.

Police use of big data thus forces us to question the taken-for-granted assumptions of how the world works that are embedded in the law. What made us think these frameworks were fair in the first place, and does that logic hold in a new data-intensive context?

The law is insufficiently sociological. For example, Fourth Amendment doctrine is at the forefront of many of the debates in this chapter. However, despite recurring themes of bias, racism, and discretion in challenges to what, exactly, constitutes a legal search, the Fourth Amendment doctrine is remarkably divorced from race. For example, in the foundational Terry v. Ohio case, not once is it mentioned that Terry was Black and the officer was white, even though, given the substantive features of the case and what we know about patterns of police stops by race, this would seem to be a central fact. No matter how much we would like to believe that data is color-blind—a trap that has ensnared so many legal academics—data is not color-blind.

Finally, the fact that many of the new technologies and databases used by the police today are created and maintained by private companies makes it more difficult to legally contest civil liberties violations and algorithmic opacity. Developers often claim that their tools are proprietary and that the details of how their tools work are trade secrets. They refuse to disclose that information to the public (or to criminal defendants and their attorneys.)58 But if the police are increasingly using tools whose inner workings are privileged trade secrets, trade law is making it impossible for defendants and counsel to access potentially crucial evidence in criminal law contexts.59 We must seriously and comprehensively consider the practice of policing on the ground—the organizational practice of law enforcement—if we are to truly undertake a review of the interests we thought were at issue in the Fourth Amendment, like freedom from arbitrary and overreaching state power. Big data policing is the dye injected into the system, revealing its myriad intersecting flaws and inconsistencies.


Chapter 8


Conclusion

Big Data as Social




on july 24, 2018, the Board of Police Commissioners—the civilian panel that oversees the LAPD—met with the chief of police, the inspector general, and community members, as they do every Tuesday, at City Hall in downtown Los Angeles. But this was a special hearing, dedicated to data-driven policing. Protesters from the Stop LAPD Spying Coalition chanted and held up signs reading, “Data Driven Evidence Based Policing = Pseudoscience,” “Data Driven Evidence Based Policing = Racism,” “Dismantle PredPol & Operation LASER,” and “Crime Data Is Racist.” In turn, representatives from the LAPD, Office of the Inspector General (OIG), American Civil Liberties Union of Southern California, and Stop LAPD Spying Coalition presented their takes on the LAPD’s use of predictive policing tools. Once the meeting was opened up for public comment, local community members emphatically critiqued PredPol, Operation LASER, and the department’s data-driven tactics more generally. Amid shouts from the audience, the commissioner adjourned the meeting after three hours.

Less than a month later, in response to requests for an audit from the Stop LAPD Spying Coalition, the Board of Police Commissioners unanimously approved a motion directing the OIG to review the costs and benefits of Operation LASER and PredPol. The OIG’s 52-page audit summary was released the following March.1 In it, the OIG focused on the programs’ effectiveness and impact on communities of color, while “caution[ing] against drawing strong conclusions on whether any of the new approaches lessened crime.” Put simply, the report said there was not strong evidence that predictive policing reduced crime rates and that there were significant civil rights concerns with inconsistent enforcement, opacity, and lack of accountability. It stopped short of calling for an end to the programs, but did recommend greater transparency, and oversight.

Chief Michel Moore responded to the critical report in writing by stating that the department would evaluate its location-based predictive policing programs and stop issuing Chronic Offender Bulletins.2 At a subsequent press briefing, he clarified that the entire LASER program had been cancelled.3 During an oral report to the Board of Police Commissioners, Moore said the Chronic Offender program “did not bear the types of results that in the face of its criticism and the face of concerns relative to whether or not the underlying algorithm truly was fair and unbiased for us to continue going forward.”4

Chief Moore’s response memo indicated that “the Department will transition its efforts into developing a Precision Policing model.”5 So, what exactly is “precision policing?” Moore said a formal precision policing manual and procedures would be issued in summer 2019, but as this book goes to press, we still have little idea. The LAPD stated it will include both offender- and location-based strategies.6 Is precision policing simply predictive policing by another name? In a 2018 report by the Heritage Foundation, a conservative think tank, William Bratton—former LAPD chief of police and driving force behind CompStat and many of the department’s predictive policing programs—described precision policing as “something we initially called ‘intelligence-led policing’ and ‘predictive policing’ and now, assisted greatly by algorithms, advanced data mining techniques, we call ‘precision policing.’ Effectively, it’s the CompStat of the ’90s on steroids in the 21st century.”7

While the LAPD continues to use many of the other forms of big data policing described in this book, the report and subsequent suspension of the Chronic Offender Bulletins illustrate the potential to disrupt, review, and carefully consider big data policing. Nothing about it is inevitable, and academic studies and local democratic accountability can be brought to bear in a public and transparent forum. Crucially, it wasn’t technical problems or glitches in the algorithms that ended the program, but direct social organizing and action.

The LAPD’s continued use of big data policing underscores the primary argument running through this book—that big data is fundamentally social. At every phase—from big data’s adoption to collection and analysis, institutional intervention, and reception—there is a social patterning to how data is used. Recognizing that data both shapes and is shaped by the social world helps us understand that despite the argument made by proponents that big data policing is more objective and less discretionary than “human” decision-making, databases are populated by information collected as a result of human decisions, analyzed by algorithms created by human programmers, and implemented and deployed on the street by human officers following supervisors’ orders and their own intuition. As such, big data may work to simultaneously obscure and amplify existing inequalities.

But just as the social side of big data can make it perilous, it is also what gives it real promise. The question is how we get there. How do we fulfill that promise? How do we approach and apply big data to make policing fairer and more accountable? And as big data pervades more and more of our everyday lives, what might the lessons learned in the realm of policing teach us about how big data surveillance structures life chances in the digital age?

Beginning around 2010, we have seen a mass deployment of publicly and privately collected data, sorted, weighted, geotagged, and cross-referenced. Much of predictive policing’s rise reflects the hope that big data and predictive analytics represent a silver bullet, an answer to any number of organizational problems. Scarce resources? Data can help allocate them more efficiently. Need to reduce bias in decision-making? Automate it. Want to increase the accuracy with which you can predict risk in times of uncertainty? Try predictive algorithms.

Law enforcement agencies have placed great hope into programs like PredPol. In light of serious public concerns regarding racial bias, police use of force, legitimacy, and costs, these agencies have turned to big data as an antidote. Its promise of both efficiency and accountability is almost irresistible for departments trying to adopt a managerialist approach and “do more with less.”8 Its presumption, however, is that big data will help law enforcement more fairly enforce the law with less bias. The very mission of the now defunct White House Police Data Initiative was “improving the relationship between citizens and police through uses of data that increase transparency, build community trust, and strengthen accountability.”9

Owing to a range of corruption cases, training deficiencies, and civil rights abuses, the LAPD was under a federal consent decree from 2001 to 2013. More formalized, quantified, and data-driven decision-making was a key part of its approach to this crisis of legitimacy. Crime rates had declined, but the LAPD was being pressured to push them even lower. PredPol and the other predictive tools offered a relatively cheap way to meet the mandate to do more with less, and in a more transparent way. Decisions about the path forward, made around balance sheets and supposedly neutral algorithms, came down to the question: Who could argue with numbers?

In theory, big data can be used to improve the administration and accountability of justice. There is simply little evidence, thus far, that it does. Sanguine rhetoric and piles of federal funding have attended the arrival of “evidence-based policing,” allowing departments to implement algorithmic control broadly—and before it’s been proven effective.

Big data is a form of capital, both a social product and a social resource used by actors within organizations. It can be differentially exchanged, leveraged, accumulated, and taken away. Thinking of data as capital allows us to consider how police departments, like other organizations, are situated within what the foundational sociologist Pierre Bourdieu called a field.10 The field is the whole constellation of organizations and actors involved not only in patrol, investigations, and crime analysis, but also incarceration, and even national defense, all vying for funding and seeking legal compliance, organizational legitimacy, and longevity. They all have their relative hierarchies and prevailing norms (the rules of the game, so to speak). If the actors in the criminal justice field largely agree that organizations within it should be enforcing the law, chipping away at already historically low crime rates, and doing all of that in a way that’s transparent and unbiased, their departments may start using big data in response to those wider beliefs about what actors within the field are meant to do.11

In these ways, we can see that the motivations for adopting big data are social. Decisions about what data to collect, on whom, and for what purpose are all made by humans embedded in social, organizational, and institutional contexts rife with preexisting priorities, preferences, imperatives, and constraints. Humans embedded in organizations operationalize socially significant concepts and categories like “crime,” “criminal,” and “risk” in automated, algorithmic infrastructures. Furthermore, the ability to collect data, make decisions, construct policies, and intervene in others’ lives based on data is not evenly distributed.

Data does not and cannot eliminate discretion. Rather, its use displaces discretionary power to earlier, less visible (and therefore potentially less accountable) parts of the policing process. Big data policing starts well before there’s any police contact. It even starts before a department implements a given program. It starts way back with third-party, private firms designing analytic platforms, deciding which data to collect on whom (and which data to buy from even more private, third-party vendors), and how that data should inform predictions. The whole chain is mired in discretionary choices. As the anthropologist Nick Seaver puts it, “algorithms are not autonomous technical objects, but complex sociotechnical systems . . . While discourses about algorithms sometimes describe them as ‘unsupervised,’ working without a human in the loop, in practice there are no unsupervised algorithms. If you cannot see a human in the loop, you just need to look for a bigger loop.”12 In other words, big data and associated algorithms are not detached from human activity, but rather are fundamentally shaped by it (even if the human side of algorithmic decision-making is often invisible at first glance).

Although police use of big data is a relatively recent phenomenon, it sheds new light on old problems. Models are codifications of social processes, quantified instantiations of laws and policy decisions. They encode all kinds of very human decisions and all kinds of institutional policies and priorities. They encode discriminatory laws and past precedents and legacies of segregation and inequality. All these cracks were already present in the criminal justice system and the exercise of state power, but big data policing practices have made them more readily visible. In this way, predictive policing may be an unintended boost to those who hope to reform law enforcement: it’s acting as a dye, illuminating the fault lines in a long-flawed system.

Understanding big data policing thus requires rethinking both the practice of policing and the institution of the police. Data has a long history as a tool of governance,13 and surveillance is a tacit right of the state. Yet the present moment is an unprecedented one: we leave untold digital traces in every moment of our smartphone, smartwatch, smart-home lives. Big data surveillance involves extracting information from all of these digital traces and information flows14 and reassembling them into “data doubles,”15 or digital approximations of individuals based on the electronic traces we leave. Private companies store that data on private platforms and analyze it using proprietary algorithms. This privatization is part of a broader shift, in which we have seen the introduction of market logic into state services including welfare,16 education,17 and punishment.18 The result is that big data policing is harder to challenge.19 Private vendors can hide behind trade secrecy and nondisclosure agreements, ultimately circumventing typical public-sector transparency requirements and lowering police accountability by making it harder for scholars to study, regulators to regulate, and activists to mobilize for or against specific practices. And existing legal frameworks are inadequate for governing police work reshaped by private partnerships.

“Techwashing” has allowed many of us to feel satisfied about “objective,” “neutral,” and “color-blind” data. But techwashing inequality means appearing to replace subjectivity and legally contestable bias with quantification, computation, and automation. That bears repeating: big data has the potential to reduce inequality and discrimination, yet, as currently used, it increases inequality while appearing objective. Characterizing predictive models as “just math” and fetishizing computation as an objective process obscures the social side of algorithmic decision-making. It allows us to ignore how big data can simultaneously work to obscure and amplify biases. It comforts us that data can be used to “police the police” and replace unparticularized suspicion of racial minorities and human exaggeration of patterns with less-biased predictions of risk. On the other hand, data-intensive police surveillance practices are implicated in the reproduction of inequality by deepening the surveillance of individuals already under suspicion, widening the criminal justice dragnet to include individuals who have no direct police contact (and doing so in socially patterned ways),20 and leading people to avoid important institutions,21 all while appearing to be neutral, impartial, and objective.22

Additionally, a strong body of scholarship demonstrates that marking someone in the criminal justice system is consequential for life outcomes and patterns of inequality.23 Scholars are only starting to bring labeling theory into the digital age and trace out how the integration of records and data across platforms may effectively make the mark of a criminal record or criminal justice contact indelible, and cascade across previously discrete institutional boundaries.24 Existing research underestimates the effects of involvement in the criminal justice system when that involvement is tied to impenetrable, interwoven, and proprietary data systems. We literally don’t know where all the data goes.

Crafting Change

The fact that big data is social is both a problem and a saving grace. That it is social means that social movements and activists, law enforcement agencies, scholars, and policymakers all have the power to recraft it. Big data is neither a panacea nor the root cause of many of the problems associated with its use. Having mapped data’s social dimensions throughout this book is one step in identifying key points of leverage. Reforms that don’t take the social into account will inevitably fail; those that understand big data analytics, usage, and administration as a social as well as a technical project are well positioned to insist upon change.

At this critical inflection point, I have worked to articulate changes and continuities in the practice of policing and the institution of the police. Police contact is the feeder mechanism into the criminal justice system. If we can restructure the law enforcement field in the digital age, the whole system may become a bit less closed, unfair, and unequal. To that end, I offer six provocations meant to send readers into the world ready to seek change.

Slow down. Organizations today have a seemingly insatiable appetite for digital troves.25 I am not calling for wholesale rejection of data analytics or new surveillance technologies. Rather, instead of continuing with the current pattern of data collection and law enforcement intervention first, assessment and evaluation later, we need to invert the order of operations. Despite the rhetoric, the evidence is still weak. We don’t actually know whether and how algorithms “outperform” humans and what harms may come with their implementation. The onus should fall on law enforcement to justify the use of big data and new surveillance tools prior to mass deployment. Moreover, such evaluation needs to be independent. The only peer-reviewed study evaluating PredPol26 in LA, for example, was conducted by cofounders of and stockholders in PredPol, and the only peer-reviewed study of Operation LASER27 was conducted by the CEO and a research associate at Justice and Security Strategies Inc., the company that designed Operation LASER.

The fact that algorithmic systems currently reflect and reiterate biases and inequalities more than they reduce them is not a problem unique to big data policing, but a feature of prediction itself.28 Front-ending accountability will mean interdisciplinary work—whereas computer scientists are trained to see what insights they can glean from an existing corpus of data, social scientists are trained to pay particular attention to sampling. It will mean starting with a fundamental question: What do we want out of big data policing? If we hope to optimize crime reduction, that will require something different than, say, optimizing equal protection under the law, chiseled departmental budgets, cases cleared by arrest, or dragnet comprehensiveness. Relatedly, it is crucial to recognize that not all data are created equal. For example, data on officer-initiated interactions have different patterns of bias than data on citizen-initiated interactions.

In considering disparate impact, we should ask a number of questions: Who benefits and who is harmed by the deployment of the new technology? Who bears the cost when machine-learned predictions are wrong? In its current form, the burden of new surveillance practices is not borne equally, nor are the errors they produce. The criminal justice system is historically implicated in the reproduction of inequality; therefore, understanding the intended and unintended consequences of machine-learned decisions and new surveillant technologies in the criminal justice system is of paramount importance. When big data analytics are adopted into an organization and field with preexisting organizational logics and power dynamics, the unintended consequences of algorithmic systems is that they may reflect biases and inequalities in society more than they reduce them. What algorithmic prediction does is reveal, formalize, and quantify this process.

An interdisciplinary design, deployment, and audit approach will also help craft the how new surveillance tools will be received. As this book has shown, when you introduce new data analytic rationalities into older organizational cultures, there is friction. In simple terms, if cops aren’t going to use it,29 if the public and lawmakers won’t accept it, and if there aren’t ways to improve it iteratively, an algorithm’s accuracy is moot.

Use big data to police the police. A byproduct of many data-intensive policing practices is the creation of more data on police activities. By leveraging data on who, how, and where officers police, we can bring data to bear on instances of officer misconduct, police killings, and systematic patterns and institutional practices that may previously have been dismissed as symptoms of individual-level bias. Digital trails also afford us the opportunity to measure the “costs” of policing. For example, as Mark Moore, an expert in the field of public management, argues, “[i]f we reduced crime, but did so by relying on more intrusive investigative techniques, or patrol techniques that were both more assertive and viewed as biased, then the increased use of authority would have to be viewed as a loss to be put against the gain.”30 Historically, we have had more ways of measuring the gains than the losses. But now that each police stop leaves a digital trace, we can measure the “coercion costs” of policing, such as, for example, the average number of times residents in a given community are stopped and searched by the police.31 If the surveillant gaze is inverted, data can be used to fill holes in police activity, shed light on existing problems in police practices, monitor police performance and hit rates, and even estimate and potentially reduce bias in police stops. We need to harness the potential for algorithms to formalize the problems in a way that can help us fix them. Indeed, interdisciplinary research is starting to show that big data can be leveraged to make policing more just and equitable, such as by improving officer hit rates, without compromising public safety.32

Use data to identify and remediate errors. Relatedly, big data may also afford us new opportunities to understand patterns of error in the legal system in similar ways to how many companies use data in other contexts. The stakes for being wrongly arrested are very different from receiving a bad Netflix recommendation, but data can make both plain—and help us avoid those errors in the future. This means policing data must become more transparent. Just as you can see and correct errors in your credit score, people should be able to argue and even change information about themselves populating the machine learning models used by the police.33 There is not, however, any sort of FACTA (Fair and Accurate Credit Transactions Act) equivalent for criminal history reports, and few of us have any idea what data the police have about us. In her research on online criminal records, for example, the sociologist Sarah Lageson met overwhelmed individuals who did not know how to find out what police and third-party criminal record distributors “knew” about them, where that data and its errors came from, or how to fix mistakes. In one case, Lageson spoke with a man who had spent countless hours fighting against a record populated by crimes committed by someone with a similar name. He only learned there was a problem when he was denied housing, and he learned some of the crimes on his record had been committed before he was born.34 FOIA clinics, in which individuals experienced at filing public records requests assist individuals and organizations as they request documents, files, and records from government agencies, are a start, but they are slapdash and scattershot, limited to those individuals who know there is a problem and are able to seek out help.35 The people most at risk of harm from big data systems are often those least able to contest the outcomes. We must increase support for robust mechanisms of legal redress.

Use data to direct nonpunitive interventions. Law enforcement over-polices minor offenses, and police are frequently called upon to respond to situations that might better be handled by medical or social service professionals.36 What does this have to do with big data? Police use data to allocate resources. If the only resources deployed are punitive, any bias in the data—and there is almost always bias in the data—will inevitably exacerbate existing inequalities. A word of caution however: even “benevolent” interventions can problematize behaviors and lead to increased surveillance and its negative knock-on effects in systematically disadvantageous ways. Tools deployed under a “welfarist ideology of service delivery” can be “drawn into the harder edge of social control.”37 Electronic medical records, for example, were created to improve prescription drug and care coordination, but they are increasingly used by law enforcement agencies to police the illicit use and sale of prescription drugs.38 Big data’s preventive potential is dampened, as well, when programs are underfunded such that there is insufficient training and long-term commitment to their ongoing improvement.

Leverage data to help clear cases and solve cold ones. Law enforcement under-polices serious offenses. By “under-police,” I do not mean that cops are insufficiently punitive, but that they are missing a lot of serious crimes and failing to solve many more. For example, despite all the advances in technologies and increases in data sources at investigators’ fingertips, approximately 40 percent of murders go unsolved each year in the United States. Given the connection between rapes and murders, for instance, testing the enormous nationwide backlog of “rape kits” for DNA evidence would improve data systems and help identify repeat offenders. Yet rape is deprioritized as a crime, and the potential data represented in untested rape kits is frequently incinerated. By contrast, the LAPD improved its homicide clearance rate three years running (2015–2017), which make its clearance rate higher than the national average, at just over 73 percent.39 One of the benefits of large datasets is that they can be leveraged to identify emergent patterns, things humans might have missed or been unable to detect when they span jurisdictions (as is often the case with weapons and sex trafficking). Recent developments in data science may offer tools to help law enforcement agencies address seemingly intractable problems.

Redefine successful policing. Success, in the policing context, is typically measured by whether crime rates go up or down. Because police are overwhelmingly concerned with year-to-dates, the companies that design predictive policing software are predominantly concerned with the association between the use of their program and crime rates.40 Yet individual officers told me about all kinds of frameworks they used for analyzing “what works.” An officer who was an enthusiastic advocate of Operation LASER said that the “proof” that it works is that the majority of people listed as chronic offenders are rearrested. What he might define as success, another might define as evidence of a problematic self-fulfilling prophecy.

Communities that benefit most from violence and homicide reductions are minority communities and those in positions of structural disadvantage. What does successful policing look like for these communities? There is basically no evidence that big data analytics has led to higher clearance rates, fewer stops without arrest, or a reduction in racial disparities in false arrests. It reminds us that what defines “fairness” is not only a measurement question, but also a normative one. Does fairness mean that errors need to be symmetrically distributed along racial lines?41 Or that everyone who commits a crime has an equal likelihood of getting caught? Or that data systems reflect different baseline offending rates across race/class/gendered lines or reject them prima facie as products of biased policing practices? All data-driven models require fairness trade-offs, and there is no one method that can satisfy all conditions simultaneously.42 The presumption of fairness in algorithms is what undermines the promise of big data for reforming the actual practice of policing.

The Private Impediment

A key impediment to effective reform is the role of private companies in the big data policing space. We are not merely witnessing a transformation of policing, but rather, as scholars such as Loïc Wacquant, Joe Soss, Richard Fording, and Sanford Schram have pointed out,43 a neoliberal transformation of the state that has shifted any number of public provisions to private, for-profit providers who typically give very little documentation to government. Corporate secrecy laws are a barrier to due process, in that they make it hard to assess bias, contest decisions, or remedy errors. And, crucially, much of the secrecy is unnecessary.

Research on algorithmic transparency suggests that algorithmic opacity is not an insurmountable obstacle. Most algorithms are simple, and the value added of a complex algorithm is rarely enough to justify using it over a simpler one.44 In fact, algorithmic transparency is one point where the interests of the reformers and the police align. The secrecy is driven by profit imperatives and exacerbated by corporate consolidation. For instance, ShotSpotter, a gunshot detection system, acquired HunchLab, the second-biggest predictive policing company in the world, in 2018, while Axon—formerly Taser International—began using footage from their body cameras to build out facial recognition AI to sell to other agencies, and Vigilant Solutions, a license plate surveillance company, entered the body camera market. None of this should be acceptable in the public sector. Modern governance should not be shrouded behind impenetrable computer code and redundancy. If a tool is procured by a public agency, it should require ongoing documentation and have clear data and records ownership practices. Police—and other public agencies—need a framework for assessing automated decision-making systems and facilitating transparency and accountability. Detangling these webs and analyzing law enforcement’s procurement process for predictive tools, datasets, and analytic platforms will likely require massive public records requests to obtain public contracts, documents, grants, and e-mails. Still, it is required if we hope to assess questions like whether departments continue using platforms because they are effective or because of behavior patterns around path dependence and sunk costs, which prioritize the known over the unknown. Of course, accountability does not flow automatically from transparency. For example, consider the immutable audit logs in Palantir. An accountability mechanism was built into the platform but was never used by the police. Nonetheless, accountability cannot happen without a greater degree of transparency.

Scholars and activists have also suggested a number of ways of assessing the risks and benefits prior to a new technology’s implementation. One is algorithmic impact assessments. The legal scholar Andrew Selbst explains:


Modeled on the environmental impact statements of the National Environmental Policy Act, algorithmic impact statements would require police departments to evaluate the efficacy and potential discriminatory effects of all available choices for predictive policing technologies. The regulation would also allow the public to weigh in through a notice-and-comment process. Such a regulation would fill the knowledge gap that makes future policy discussions about the costs and benefits of predictive policing all but impossible.45



City surveillance ordinances are another way to subject new technologies to citizen oversight. Local ordinances such as those passed in Seattle, Oakland, Berkeley, and Davis require that police departments and other government agencies demonstrate that the benefits of new surveillance technologies outweigh possible harms to privacy and civil liberties before they purchase the tools. For any algorithm to be used by the police and gain public legitimacy, the public needs to know what the training data is; how the data is collected, culled, and analyzed; how the final model was selected (and what alternatives were tried prior); how risk is defined; what the ongoing validation process is; how the model is implemented; and how outputs are interpreted and acted upon.

Right now, all of this is being done piecemeal. We lack a comprehensive legal and regulatory regime governing police use of data. To take a simple example, there is no federal legislation regulating the retention of ALPR data.46 As machines play a greater role in criminal justice, third-party auditing and oversight is essential. The individual efforts undertaken by citizen groups and city ordinances are a step in the right direction, but comprehensive, top-down legislation would involve a much more in-depth process of questioning the purposes, design, and effects of predictive policing.

The one thing that almost everyone agrees on is that successful police reform requires community engagement. Sure, community members, law enforcement, technologists, lawyers, and researchers all need to work together. But how? Algorithmic control is largely invisible, and few community members know about the programs in place. You can’t comment on practices you don’t know are happening. The political scientist Virginia Eubanks writes,


That’s the thing about being targeted by an algorithm: you get a sense of a pattern in the digital noise, an electronic eye turned toward you, but you can’t put your finger on exactly what’s amiss. There is no requirement that you be notified when you are red-flagged. There is no sunshine law that compels companies to release the inner details of their . . . systems. With the notable exception of credit reporting, we have remarkably limited access to the equations, algorithms, and models that shape our life chances.47



What data we have shapes how we see the social world. It shapes how the police see the social world, but goes far beyond policing. It shapes how the state engages with its citizens, and how private institutions classify and sort people. Simply put, big data surveillance is a routine organizational practice that is central to the structuring of life chances48 in the digital age. Although big data surveillance is growing in fields ranging from healthcare to finance, immigration, education, and insurance,49 its penetration is unevenly distributed.50 Different individuals, groups, areas, and institutions are surveilled by different institutions, some are surveilled more than others, and they are surveilled for different purposes.51 On the one hand, there is a deepening of surveillance of “at-risk” groups52 who can increasingly be tracked across institutional boundaries. On the other hand, emerging dragnet surveillance practices result in increased monitoring of groups “previously exempt from routine surveillance.”53

Future work should examine the precise mechanisms through which big data surveillance and its associated scoring, sorting,54 and classification schemes55 reinforce or reduce social inequalities. The extent to which big data surveillance differentially shapes life chances and patterns of inequality varies along two axes: the composition of individuals under surveillance (often a direct function of their levels of institutional involvement) and the form of the institutional interventions. In general terms, big data surveillance stratifies if individuals in positions of structural disadvantage are more likely to be subject to surveillance by organizations with punitive interventions while those in positions of structural advantage are subject to more advantageous surveillance and classification schemes.56 However, there is still so much we do not know about how the data that make up our digital doubles structures the types of communications, opportunities, constraints, and care we receive.

As we move through the world, we slough off a trail of data, large and small, important and inconsequential, and institutions are all too happy to sweep it up. Their algorithms weight and sort the data, placing it in conversation with seemingly unrelated data sources so that photographs of our license plates taken by automatic plate readers are suddenly mixed in with criminal risk scores, social networks, and data from millions of people we’ve never met and millions of lives whose unequal outcomes have been enshrined in predictive scores. When the system is this far-reaching and this opaque, earning a spot on the Chronic Offender List can feel like alchemy. But the data is social, and its effects are social. That means we have the power to interrogate and change the social life of big data, in policing and beyond.


Appendix A


LAPD Ranks






Chief of Police

Police Deputy Chief

Police Commander

Police Captain I, II, III

Police Lieutenant I, II

Police Sergeant I, II

Police Detective I, II, III

Police Officer I, II, III



Source: Adapted from “Sworn Police Officer Class Titles and Job Descriptions,” Los Angeles Police Department, accessed January 15, 2020, http://www.lapdonline.org/join_the_team/content_basic_view/9127.
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Figure B.1 Map of LAPD Bureaus and Areas

source: “Community Station Location,” Los Angeles Police Department, accessed January 15, 2020, http://www.lapdonline.org/inside_the_lapd/content_basic_view/6468. Image by David Hallangen.
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Table C.1 Logistic Regression Predicting Institutional Avoidance




	

	Avoided Surveilling Institutions
	Avoided Non-surveilling Institutions



	Medical Care
	Bank Account
	School/Work
	Volunteer
	Religious Group



	Model 6
	Model 7
	Model 8
	Model 9
	Model 10
	Model 11
	Model 12
	Model 13
	Model 14
	Model 15





	Any Criminal Justice Contact
	1.309***
(.017)
	
	1.186**
(.068)
	
	1.314***
(.101)
	
	.906
(.049)
	
	1.084
(.072)
	



	Stopped
	
	1.332***
(.096)
	
	.939
(.076)
	
	1.198
(.130)
	
	.920
(.064)
	
	.994
(.086)



	Arrested
	
	1.293**
(.119)
	
	1.294**
(.124)
	
	1.302*
(.162)
	
	.932
(.089)
	
	1.141
(.135)



	Convicted
	
	1.331**
(.128)
	
	1.535***
(.153)
	
	1.304*
(.169)
	
	.867
(.089)
	
	1.238
(.167)



	Incarcerated
	
	1.102
(.195)
	
	1.509*
(.273)
	
	2.181***
(.426)
	
	.732
(.149)
	
	1.410
(.369)



	Sociodemographic Controls
	Yes†
	Yes†
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes‡
	Yes‡



	Behavioral Controls
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes



	N
	14,458
	14,411
	14,515
	14,468
	14,167
	14,120
	14,510
	14,463
	14,400
	14,354



	Pseudo R-squared
	.071
	.071
	.207
	.209
	.089
	.090
	.095
	.095
	.283
	.284





Note: All coefficients expressed as odds ratios. Standard errors are in parentheses. Sociodemographic controls include sex, race, age, education, parental education, marital status, nativity, household configuration (i.e., number in household and whether individuals live with parents), military service, and whether respondents are in school or have a job. Behavioral controls include whether individuals self-report stealing over or under $50, damaging property, carrying a gun or knife to school or work, stabbing someone, using cocaine or methamphetamine, selling drugs, or being in a gang, and whether respondents are classified as impulsive or candid.

† Includes controls for general health and possession of medical insurance.

‡ Includes controls for religiosity and regular church attendance.

* p < .05;

** p < .01;

*** p < .001 (two-tailed tests).

Source: Originally published in “Surveillance and System Avoidance: Criminal Justice Contact and Institutional Attachment.” American Sociological Review 79, no. 3 (2014): 367–91. doi:10.1177/0003122414530398.





Table C.2 Effect of Criminal Justice Treatment on Matched Samples




	
Avoidance
	
Propensity Score Matching
	
Doubly Robust Estimation



	Treated
	Controls
	Difference
	SE
	T-stat
	Significance
	OR
	SE
	N
	Pseudo R2




	Surveilling Institutions
	
	
	
	
	
	
	
	
	
	



	  Medical care
	.321
	.282
	.039
	.019
	2.070
	p < .05
	1.186*
	.096
	3,148
	.057



	  Bank account
	.410
	.301
	.109
	.019
	5.620
	p < .001
	1.704***
	.146
	3,160
	.191



	  School/work
	.157
	.126
	.031
	.014
	2.170
	p < .05
	1.321*
	.144
	3,088
	.096



	Non-surveilling Institutions
	
	
	
	
	
	
	
	
	
	



	  Volunteer
	.748
	.753
	–.005
	.018
	–.280
	n.s.
	.951
	.083
	3,162
	.087



	  Religious groups
	.837
	.818
	.018
	.016
	1.160
	n.s.
	1.176
	.129
	3,134
	.249





note: Models include same suite of sociodemographic and behavioral controls as in Models 6 through 15. Sociodemographic controls include sex, race, age, education, parental education, marital status, nativity, household configuration, military service, and whether respondents are in school or have a job. Behavioral controls include whether individuals self-report stealing over or under 50 dollars, damaging property, carrying a gun or knife to school or work, stabbing someone, using coke or meth, selling drugs, or being in a gang, and whether respondents are classified as impulsive or candid. In light of cross-sectional results, criminal justice treatment is defined as arrested, convicted, or incarcerated, although results remain substantially unchanged when stopped is included, with one exception—bank account is only marginally significant at the p < .1 level.

* p < .05;

** p < .01;

*** p < .001 (two-tailed tests).

source: Originally published in “Surveillance and System Avoidance: Criminal Justice Contact and Institutional Attachment.” American Sociological Review 79, no. 3 (2014): 367–91. doi:10.1177/0003122414530398.





Table C.3 Individual-Level Fixed-Effects Logistic Regressions Predicting Institutional Avoidance




	
	
Avoided Surveilling Institutions
	
Avoided Non-surveilling Institutions



	
Medical Carea
	
Bank Acct.
	
Work
	
Volunteer
	
Religious Groupb



	Model 16
	Model 17
	Model 18
	Model 19
	Model 20
	Model 21
	Model
22
	Model
23
	Model 24
	Model
25





	Any Criminal Justice Contact
	1.478***
(.115)
	
	1.904***
(.417)
	
	1.411***
(.147)
	
	.915
(.178)
	
	1.067
(.093)
	



	Arrested
	
	1.359**
(.14)
	
	1.827***
(.406)
	
	1.287
(.185)
	
	.807
(.216)
	
	1.025
(.121)



	Convicted
	
	1.345*
(.174)
	
	
	
	1.011
(.169)
	
	1.052
(.343)
	
	.841
(.136)



	Incarcerated
	
	1.588***
(.160)
	
	1.702
(.842)
	
	1.750***
(.224)
	
	.892
(.226)
	
	1.247
(.144)



	Wave fixed effects
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes



	N
	7,620
	7,574
	2,753
	2,753
	4,422
	4,396
	16,576
	16,426
	6,910
	6,882



	Pseudo R-squared
	.069
	.069
	.092
	.092
	.137
	.137
	.87
	.869
	.106
	.108





note: All coefficients expressed as odds ratios. Models 16, 17, and 20 through 25 estimated using Add Health; Models 18 and 19 estimated using NLSY97. Standard errors are in parentheses.

a Models include controls for general health and possession of health insurance.

b Models include controls for religiosity and church attendance.

* p < .05;

** p < .01;

*** p < .001 (two-tailed tests).

source: Originally published in “Surveillance and System Avoidance: Criminal Justice Contact and Institutional Attachment.” American Sociological Review 79, no. 3 (2014): 367–91. doi:10.1177/0003122414530398.






Appendix D


Data Inventory








	Databases and platforms
	



	Palantir
	Platform with high analytic capacity that is used for merging disparate data sets, visualizing data, measuring dosage, making Chronic Offender Bulletins, and building network graphs. It was initially adopted as a case management tool, but now has spread into patrol and analytics. As of 2018 it integrates the following internal sources: Crime Analysis Mapping System (CAMs), Field Interview cards (FIs), traffic citations, crime alerts bulletins, crime stoppers, LA Automatic License Plate Readings (ALPRs), Long Beach ALPRs, LA County ALPRs, Registered Sex Offenders, VeriTracks (the offender monitoring service, including ankle bracelets), and external sources including Burbank citations, LA County Sheriff incidents, LA County Sheriff citations, LA County Sheriff collisions, LA County warrants for arrest, LA County Sheriff crime stopper alerts, LA County Jail data (including who is incarcerated with whom and inmate phone data), and California Law Enforcement Telecommunications System (CLETS) data. Previously included other external data sources such as foreclosure data.



	PredPol
	Predictive policing software that uses data from the department’s records management system (RMS) to predict where and when future crime is likely to occur.



	Omega Dashboard
	Enterprise GIS platform that is used to visualize information in graphs, charts, and speedometer gauges, analyze data, and make deployment decisions about resource allocation to reporting districts. After command approves the resource allocation plan, it is disseminated to the field through NEARme, the mobile application that also collects information on deployment.



	California Law Enforcement Telecommunications System (CLETS)
	Connects public safety agencies in California to various databases, including Criminal History System (CHS), Department of Motor Vehicles (DMV), Stolen Vehicle System (SVS), Automated Boat System (ABS), Automated Firearms System (AFS), Automated Property System (APS), Wanted Persons System (WPS), Supervised Release File (SRF), Restraining Order System (ROS), Criminal History System (CHS), Missing/Unidentified Persons System (MUPS), and Violent Crime Information Network (VCIN).



	Crime Analysis Mapping System (CAMs)
	Includes crimes, arrests, calls for service, traffic collisions, and recovered vehicles. Plans to include citations and FIs in the near future. Geocoded data is inputted into the Oracle database hourly.



	Consolidated Criminal History Reporting System (CCHRS)
	Booking data



	NEXT
	Criminal report database



	Coplink
	The old multi-county records management system owned by IBM. Integrates all district databases. Suitable for records management but lacks strong analytic tools. Currently the largest platform. Used predominantly by detectives. There are three entities: persons, locations, and things.



	DOJ Cal-Photo
	Visual identification of suspects of interest



	Department of Motor Vehicles (DMV)
	License plates, registered owners’ names and addresses, photos



	CalGang
	Information on documented gang members, including name, monikers or AKAs, tattoos, race, age, affiliates (note: only available to a limited number of officers in the Gang Unit).



	National Crime Information Center (NCIC)
	FBI clearinghouse of crime data



	Property Information Management System
	Property information that can be queried with serial number (e.g., for stolen property).



	Back Office Server System (BOSS)
	Data sharing network for ALPRs across agencies within LA County



	Department of Corrections (DOC)
	Detention Data



	Consolidated Crime Analysis Database (CCAD)
	Official department source for statistics



	Detective Case Tracking System (DCTS)
	Detective’s notes, witness statements, case details, final disposition.



	TLOxp
	TransUnion’s skip tracing, investigative search and risk management tool. Includes over 100 billion public and proprietary data points.



	CODIS (Combined DNA Index System)
	FBI-established national DNA database



	Automatic Firearm System (AFS)
	Serialized weapons data set



	LexisNexis Accurint
	Investigative tool aggregating public records. Used to identify people, assets, addresses, relatives, business associates. Accessed via a portal in Palantir.



	Foreclosure data
	Publicly available by the city on the data.gov portal.



	PAgis
	GIS data



	Esri
	GIS mapping software



	LA County Warrants System (LACWS)
	Warrants data



	LAPD Infoweb
	Department Intranet site. Includes crime alerts, FI information, warrants information. Also has e-PCD function (electronic probable cause determination).



	Department of Justice (DOJ)
	Feeder system, processes booking documentation. Includes DABIS, the Automatic Booking Information System.



	Sensors
	



	Automated Field Data Reports (AFDRs, formerly DFARs)
	Used for tracking employees. As per the consent decree, officers must fill out an AFDR for every self-initiated stop and now radio calls as well. Officers record the incident number, location, gender, ethnicity, whether there was any post-stop activity (e.g., a pat down, pull out of car, etc.). AFDRs used to be much simpler, but they have expanded to include drop-down menus asking questions such as whether the officer perceived the person’s ethnicity before stopping them.



	Field Interview cards (FIs)
	Double-sided index card filled out as record of police-civilian contact; may be used in future investigations.



	Digital In-Car Videos (DICVs)
	Automatically turns on when someone is in backseat of patrol car. Footage can be useful in investigations.



	Automatic Vehicle Locators (AVLs)
	Sensors on police units that ping the location of the car every five seconds.



	Automatic License Plate Readers (ALPRs)
	Cameras mounted on police cruisers and some static cameras at intersections or locations of interest (e.g., tourist attractions).



	BlueCheck
	In-field fingerprint scanning



	Live Scan
	Booking system
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Notification

LOS ANGELES POLICE DEPARTMENT

OFFICIAL PUBLICATION OF THE LAPD DIVISION CRIME INTELLIGENCE DETAIL
NOT TO BE PRINTED OR DISSEMINATED (READ ONLY)

THE BELOW LISTED INDIVIDUAL IS NOT WANTED AT THIS TIME. THIS PUBLICATION IS DESIGNED TO PROVIDE INFORMATION ON
PROMINENT KNOWN OFFENDERS, CAREER CRIMINALS, ETC AND IS NOT TO BE USED AS THE SOLE BASIS FOR YOUR
PROBABLE CAUSE TO DETAIN THE INDIVIDUAL LISTED BELOW FOR ANY FUTURE CONTACTS. IF YOU BECOME
AWARE OF AN INDIVIDUAL THAT MATCHES THE SUSPECT DESCRIPTION ON A CRIME REPORT, PRIOR TO ANY FURTHER INVESTIGATION
YOU SHALL CONTACT THE APPROPRIATE DETECTIVE COORDINATOR FOR THAT CRIME.

NAME: Thompson, Stephen James
DOB: 12/10/1984
Cll#: A12345678

CDL#: D1234567

123 W. 12TH STREET, LOS ANGELES, CA, 90009
456 W. 78TH STREET, LOS ANGELES, CA, 90009

SEX: M
HAIR: BLK HEIGHT: 602
EYES: BRN WEIGHT: 205

PHYSICAL ODDITIES:
TATTOO ON RIGHT HAND “12"
TATTOO ON LEFT HAND “G.,
TATTOO ON RIGHT ARM “ONE"
TATTOO ON LEFT ARM “DEUCE"
TATTOO ON RIGHT ARM “LIL GHOUL"

ARREST:
211, ADW, 10851 VC AND BURGLARY, GRAND THEFT

PERSON, NARCOTICS (POSS. CONT. SUBS. FOR SALE),

CRIMINAL THREATS

‘CALGANGS:
12TH STREET GANGSTER WITH MONIKER OF “LIL GHOUL,
LLGYS

PAROLE:
NONE

PROBATION:
NONE

WARRANTS:
NONE

VEHICLES:

1995 HONDAACCORD 4D WHI CA-1ABC123
DRIVER 01/02/2010

2001 TOYOTA CAMRY 4D BLK CA-2CD456
DRIVER 04/05/2011

RECENT STOP:

OFFICERS: SMITH #12345 / CARSON #67890

DATE: 06/07/2013

LOCATION: 12TH ST/MAIN ST

RD: 1234

NARRATIVE/MO: PED STOP POSSIBLE ROBBERY

SUSPECTS. WANT AND WARRANT CHECK. SELF ADMITTED

12TH STREET GANGSTER WITH MONIKER OF “LIL GHOUL.”

QUESTIONED AND RELEASED.

ASSOCIATES: STUART, DAVID (10/20/1987) “LIL MASK’
HOUSEMAN, MICHAEL (11/30/1984)

PDLICE coNTAcrs IN/NEAR DIVISION:

LOCATION/DISPOSITION
04/05/2010 1234 12TH PUMAIN

PS/CONSENT Q&R
06/07/2010 5678  T/S FOR EXPIRED REG
08/09/2011 1234 STOPPED FOR PED IN ROADWAY

FOR INTERNAL DISTRIBUTION ONLY, NOT TO BE DISTRIBUTED OUTSIDE OF THE LOS ANGELES
POLICE DEPARTMENT

Prepared by: <A. BROWN, SERIAL # 12345 > Crime Intelligence Detail (123) 456-7890  Date: 1/02/2012
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