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        Preface

      
      In mid-February some colleagues and I flew to Brussels to brief European Union policymakers on a report on encryption policy we had prepared as part of a Carnegie Endowment for International Peace project. In our forty-eight hours there, we briefed members of the European Commission and European Parliament and held an evening convening with stakeholders from the government, industry, civil society, and academia. We managed a stop at a famed chocolate shop and a dinner out that included Belgian beer. As I headed home, one of the airline personnel asked me if I had been exposed to the coronavirus. “No,” I laughed, “I have only been in Brussels.” Little did I, or almost anyone else, know that the disease was already widely circulating in Europe.1

      I flew home, then two days later went with my husband to visit our son in Austin. It was a tiring trip—as travel often is. Our son and daughter-in-law love to walk. I do too, but I am twice their age. We walked extensively through parks and interesting Austin neighborhoods. That Sunday night, I fell into bed, exhausted. The next morning, my husband flew back home, while I continued on to a planned trip to California. Tuesday morning, my throat was a bit sore. By the end of the day, my symptoms had blossomed into a cold. That was unfortunate, as I was staying with two sets of friends and I had numerous appointments.

      Aside from socializing with my friends, this trip put me in the midst of thousands of strangers. Two of my appointments had been set up by Tufts University, my employer, to advise me on a program we were setting up on cyber security and policy. I was also speaking on a panel on encryption policy at a huge computer security meeting of 36,000 people. Two days later, I spoke at a smaller meeting organized by UC Berkeley’s law school on technology and the law. It was no time to be ill, but ill I was, with sneezes, coughs, a runny nose, an upset stomach, and fever.2

      You know where this is going; I didn’t, and neither did anyone else. I was surprised by the upset stomach—I’m always careful about what I eat when I travel—but not so surprised by fever; I can develop a fever at the drop of a hat. I was disconcerted by the fatigue that sent me to bed at 3:30 on Thursday afternoon and 6 pm on Friday. But even though I skipped the Berkeley banquet, I managed to give my two presentations. And because I was sneezing, I kept far away from people. No one on the panels, no one I had coffee with, and no one I visited fell ill—at least as far as I know.

      I flew home. I was better the following week, though oddly and frighteningly, I coughed up blood a few times. But I was in Boston and my physician, a new one whom I had not yet met, was in western Massachusetts, where I live. I made an appointment for the following week in case the symptom persisted. This was now the first week in March, and coronavirus disease 2019 (COVID-19) was beginning to claim more of the American press’s attention. More than once, I checked the website of the Centers for Disease Control and Prevention (CDC). But with the exception of the blood, all my symptoms pointed to a cold.

      I had another busy week: Washington, DC, for an encryption policy briefing and running a two-day student symposium on cybersecurity policy at Tufts. Afterwards, my husband and I managed to squeeze in dinner with two old friends, biostatisticians at the Harvard Medical School and Brown University. They spoke very differently about the potential seriousness and danger of COVID-19 than did the news stories and CDC site. Two days later, I returned home as planned to western Massachusetts. It was March 10, and I was now recovered from my cold. I saw the doctor, who said my slightly painful ear—the only remaining symptom of the dreadful cold—would heal on its own.

      Two weeks later, the New York Times published an article that caught my attention, titled “Lost Sense of Smell May Be Peculiar Clue to Coronavirus Infection.” I’d had that symptom—anosmia—when I arrived in California. Two weeks after that, another New York Times story changed my understanding of my illness.3

      “Google Searches Can Help Us Find Emerging COVID-19 Outbreaks,” wrote Seth Stephens-Davidowitz in an opinion column. Stephens-Davidowitz said that searches for “my eyes hurt” had risen in exactly the parts of the United States that were experiencing high COVID-19 rates. One has to be careful about such data—earlier claims that searches for “flu” could be an early indicator of flu outbreaks, even ahead of CDC data, were incorrect—but this hint was later borne out by scientific studies that showed eye symptoms similar to conjunctivitis in a small percentage of COVID-19 patients. Bingo! I had spent the first several days in California looking at my eyes in the mirror, for they had been bothering me and I was concerned that I had conjunctivitis (I didn’t).4

      It was now over five weeks since I had fallen ill; it was impossible to get tested for COVID-19. Indeed, even when I was sick, it would have been impossible for me to get tested: I didn’t fit the criterion of having been to China or of having been in contact with someone who had. And while that is one of the multiple reasons the number of US cases exploded, it’s also one of the factors that led to this book.

      A second motivation to write this book relates to my research in cybersecurity. For twenty-five years, I’ve worked on issues of encryption and wiretap policy. This work has brought me to Brussels; Washington, DC; and other places, but it’s also led me to ask important questions about the use of communications metadata. At just the moment in the spring of 2020 that the coronavirus was rapidly spreading around the world, I was exploring the types of private information one could discern from communications metadata. Meanwhile, I was hearing smart people propose using GPS data to track individuals with the disease—even though the coronavirus spreads best indoors, where GPS doesn’t work well. I wrote a blog post to clarify this issue. As I learned that COVID-19 can spread from people who have no symptoms, I wrote another post on the efficacy of contact-tracing apps. Then, along with Christy Lopez and Laura Moy, I wrote a third on equity issues raised by using mobile apps for contact tracing. At that point, MIT Press sought a book on contact-tracing apps. Here I was.5

      There was a third reason for this book, too: what was occurring in my hometown. I’ve lived in the countryside of New England for half my life, but I was born in New York City. That wonderful, dynamic, ethnically diverse city made me who I am. I am a first-generation American, the daughter of two people who never went to college (my father never finished high school). Yet I have a PhD from one of the best educational institutions in the world. Smarts got me there, but the education and encouragement I received from New York City public schools allowed me to flourish. For that I am forever grateful.

      New York City gave me many things—a lifelong love of theater and the New York City Ballet, a wonderful math and science education in high school, enrichment in Saturday science courses for high school students at Columbia University, the 92nd Street Y where I heard Marianne Moore speak, sculpture classes at MOMA, and so much more. The city also gave me a tremendous appreciation for the diversity of its people. I may love living in the country, but I never feel so alive as when I walk down New York streets and ride its subways.

      In the spring of 2020, that world was being torn apart. COVID-19 was hitting people of color and poor neighborhoods far worse than it was the wealthy reaches of Manhattan. It was killing people, and it was potentially killing my city. I’m not an epidemiologist or a medical doctor, and I couldn’t help cure the people who were ill. But if I, working in security and surveillance, could shed light on what kinds of protection contact-tracing apps can and can’t provide, I will have given back a tiny bit to the city that has given me so much. Hence this book.

      

      I am completing this book in early fall 2020; even as I write, the ground underneath contact-tracing apps is shifting. The details of the apps will undoubtedly be different by the time this book appears, and different again six months after its publication. If I focused precisely on what TraceTogether, Aarogya Setu, or any other app does or doesn’t do, I will have written a book that is dated by the time the manuscript leaves my hands. Instead, I have sought to write a book that captures the essence of current contact-tracing and exposure-notification apps, discusses their limitations, and addresses the important social and political issues their use raises. Those issues will not disappear with version 2.0 or 3.1, even though the details of any given app may differ slightly. If the discussion I present provides some insight for the policy choices we must make as we fight this pandemic or the next one—and the next one will come—then I will have succeeded in my mission.
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        Introduction

      
      We are surrounded by germs. They fill the oceans and the soil, cover the outside of our skin, and inhabit our bodies. They are tiny—microscopic—and they come in a wondrous variety of forms: prions, viruses, bacteria, protozoa, and fungi.

      Prions, the most recently discovered type of germs, are twisted forms of proteins that cause such illnesses as mad cow disease. Viruses are not alive; they can’t even replicate unless they get inside a host cell and use the cell’s replication machinery to reproduce. Bacteria are single-celled organisms that lack a nucleus but contain DNA. Protozoans are also single-celled, but unlike bacteria, they have a nucleus and other internal membranes. Fungi are organisms such as mushrooms that reproduce by spores; they can cause such mundane problems as athlete’s foot.

      We humans are vastly outnumbered by the microscopic world, at a scale that’s difficult to comprehend. As a science writer for Nature put it, there are 100 million times more bacteria in the ocean alone than the number of stars known in 2011.1

      Many of these microscopic organisms are necessary for life. Indeed, plants use bacteria to convert atmospheric nitrogen into a usable form, and we humans depend on the bacteria in our digestive systems to break down and absorb the proteins, fats, and carbohydrates we eat. The viruses that replicate within and attack bacteria—bacteriophages—prevent certain types of harmful bacteria from entering our bodies through the soft tissues of our nose and mouth. Fungi produce delicious foods we know and love, including beer, bread, blue cheese, and truffles. More importantly, they also produce penicillin. And protozoa, which include amoeba and paramecia, eat bacteria and help the soil decompose; without them, we couldn’t produce food.

      But some germs kill us. Some target the lungs, kidney, or brain; others launch multipronged attacks against multiple parts of an organism. Their mode of transmission varies, too. Some germs travel through the air or through the exchange of body fluids, while others can be picked up from a surface on which they’ve landed or from contaminated water or food. Germs can be transmitted from person to person, or they may require an intermediate host. Malaria, for instance, travels between people via the bite of a mosquito. Germs are a complex adversary.

      From the bubonic plague to influenza to AIDS, human societies have struggled to understand, fight, and end pandemics caused by germs. The challenges posed by COVID-19 may appear unprecedented, but most pandemics have a few things in common. And humans have learned how to use that in tackling the diseases.

      

      People took on this fight against deadly germs well before they understood anything about viruses, bacteria, or protozoa. In the eleventh century, the Persian physician Ibn Sana observed that tuberculosis spread directly from person to person, even as the source of transmission remained a mystery. In 1668, an Italian physician, Francisco Redi, put fresh meat into three jars—a sealed one, an open one, and one covered with cloth netting—and showed that maggots appeared only in the open-air jar. His experiment showed that maggots had to come from somewhere—that is, they could not spontaneously generate—but it didn’t resolve the mystery of what caused disease.2

      Less than a decade later, a Dutch shopkeeper studying rainwater and dental plaque provided another clue. While Galileo Galilei was busy training telescopes on the heavens, Antonie van Leeuwenhoek ground lenses to look at the microscopic world. He found dancing “small animals”—bacteria—within the seemingly clear rainwater and plaque. The teeming world of microscopic creatures living in, on, and around us appeared extraordinary—and indeed it was. Leeuwenhoek’s microscope showed that we were supporting entire communities of living creatures on and in our bodies. But Leeuwenhoek was a naturalist, not a physician; his studies could reveal microbes’ existence, but not their effects.

      As the centuries passed, doctors and scientists continued to search for the causes of disease. In 1854, British physician John Snow combined knowledge of both people and place to stop a cholera outbreak in a crowded London neighborhood. The most popular theory at the time was that diseases spread through “miasma”—bad air. Snow didn’t buy it, in part because of an observation he had made five years earlier: residents of adjoining houses, who presumably breathed the same air, could experience very different rates of cholera infection.3

      What Snow had observed was that cholera would appear only after someone came from somewhere where the disease was present. Snow posited that the disease came from swallowing some kind of material that then multiplied inside the body; he became convinced that the disease was transmitted by water. He began studying water samples in the neighborhood of the outbreak.4

      The outbreak had begun the night of August 31. Snow quickly realized that deaths were concentrated in the area surrounding the Broad Street water pump. He collected drinking water samples on September 3, but these contained relatively little organic matter. Later samples had much more. When he reported this to the neighborhood Board of Guardians—essentially the district’s government—they immediately shut down the pump. Snow did not discover the bacterium responsible for the epidemic, but the connection he drew between the pump and the deaths stopped the cholera outbreak and changed the practice of public health.5

      But what had caused the cholera? Snow didn’t figure that out, but an Italian researcher did. In 1854, a year before Snow’s investigation into the Broad Street pump, Filippo Pacini had found the comma-shaped bacteria that caused cholera (though he didn’t show that it did so). But Pacini’s paper lay ignored for decades, not the first or last time that correct scientific answers are overlooked. The bacteria’s more famous discoverer was Robert Koch, the founder of bacteriology.

      Koch, a German physician, was obsessed with finding the causes of diseases. He started with anthrax, a disease that could kill a healthy flock of animals in a matter of days—and then kill the farmer, too. Looking at the blood of dead sheep and cows, Koch noticed that the blood of infected animals contained microscopic rods. When he infected live mice with blood that contained these rods, the mice got infected too.6

      Koch had discovered the anthrax bacillus. In time, he would also identify the bacterium that caused tuberculosis, and the one for cholera. But far more important than those discoveries were Koch’s contributions to the germ theory of disease. Koch postulated that the link between bacterial organisms and diseases was both specific and necessary. The anthrax bacillus could no more cause TB than could bad air, but unless the anthrax bacillus was present, there was no anthrax. Koch’s work remains fundamental for how we treat infectious diseases.

      

      Ending a plague requires more than medication: we need to stop spread. And for that, as John Snow demonstrated, we need data. Although the type of evidence differs, history offers ample data on the nature of pandemics: how they start, how they spread, how they end. Each disease begins as a mystery: what it is and how it spreads.

      The history of the flu, which may be the world’s oldest pandemic, is instructive. Some historians believe that flu epidemics occurred in India as early as four millennia ago. Long before airplanes and globalization enabled the global spread of disease, flu pandemics affected Asia, Europe, Africa, and the Americas. Relatively accurate records since an outbreak in Asia in 1580 indicate that flu has caused at least forty-six pandemics or serious epidemics in the past five centuries.7

      Flu is an upper respiratory disease, which means that we spread it to each other by coughing and sneezing. Once you’ve had a particular strain of flu, you develop immunity to it—but there’s a catch. The flu is caused by a virus, and like all viruses, its genes mutate. Most mutations are minor, enabling anyone who has developed immunity to a strain to retain it against a close version of the disease. But over the space of a year, a flu changes enough that a person doesn’t necessarily have immunity to the most common strain in circulation.8

      Flu is zoonotic; that is, it can infect multiple animals as well as people. This is one of the reasons the disease has proved so dangerous for humans. The virus can mutate within different species—birds, pigs, horses—then come back to infect us. This ability to jump back and forth between humans and other animals increases the virus’s capacity for mutation. When new versions make the jump from animal to human, they spread quickly around the world. Indeed, avian and swine flus have repeatedly done so.9

      Flu normally kills 0.1 percent of those infected, but mortality rates vary dramatically according to the strain. The Spanish flu, a particularly deadly variety, killed approximately 10 percent of those infected when it raged across the globe between 1918 and 1920. Both death rates are extremely low compared to those of the Black Death, the fourteenth-century outbreak of bubonic plague that killed between a third and a half of the population of Europe.

      Bubonic plague is caused by Yersinia pestis, a bacterium transmitted by fleas. The bacteria are present around the world; rodents, especially rats, carry the fleas that transmit the disease.

      Although the Yersinia pestis bacterium still circulates in rodents and fleas, bubonic plague no longer represents a serious threat to humans. For one thing, the infection can be cured through quick antibiotic treatment (rapid response is critical; 60 percent of untreated sufferers die). And unless someone develops pneumonic plague—plague in the lungs—people don’t transmit the disease to one other. Eliminating the vector of disease—the fleas or the rats—ends its spread.10

      Similar tales of surprise and fear could be told about any number of epidemics, but let’s focus instead on their most salient common features. Lethal diseases emerge from time to time; they can produce dramatic social effects in addition to grief and suffering. Over time, one of two things happens. Either the disease becomes endemic and we learn to live with it, or we figure out how to stop its spread.

      

      Different factors affect whether a disease leads to an outbreak, an epidemic, or worse. One crucial aspect of spread is a disease’s contagiousness. Epidemiologists use R0, pronounced “R naught,” to represent the “reproduction number” of a disease. An R0 less than one means that, on average, each infection will result in less than one additional infection. The disease, in other words, will die out. If R0 equals one, then each infection causes, on average, an additional one. The disease will not die out, but neither will it cause an epidemic. If R0 is greater than one, however, each infection causes, on average, more than one infection. These are ripe conditions for an outbreak, an epidemic, or possibly even a pandemic.

      Even for a given disease, R0 varies with environment and human behavior. Respiratory illnesses are affected by weather; smallpox and flu, for example, spread less during damp periods. An infectious disease spreads more easily in the crowded immigrant dormitories of Singapore than on the sparsely populated pampas of Patagonia. For HIV/AIDS, R0 varies with people’s sexual behavior and drug use. And when there’s “herd immunity,” when most of the population has immunity to the disease, R0 is lower.

      R0 estimates for COVID-19 were all over the map, from a low of 2.2 to a high of 5.7. The size of this range shouldn’t be surprising. There’s much we don’t yet understand about COVID-19. Epidemiologists determine R0 based on accurate data. At the beginning of the pandemic, cases were often misdiagnosed—and often not tested—due to stringent testing criteria and an incomplete list of symptoms. The fact that the disease can be spread by people who are asymptomatic only complicated epidemiologists’ ability to pin down COVID-19’s R0. With better data, epidemiologists now believe R0 to be between 2 and 3 in the absence of any types of controls such as masks and social distancing.11

      High R0s are a reason for concern, but they do not convey the full story of an epidemic’s impact. The R0 for measles is astounding, ranging from somewhere between 12 and 18 depending on community immunity. Smallpox has a much lower R0—somewhere between 3.5 and 6—but is more dangerous than measles because its death rate is 30 percent compared to measles’s 0.2 percent. The legendary Spanish flu of 1918 had a relatively mild—at least in comparison to the numbers we’ve mentioned so far—R0 of 1.7–2. Yet the Spanish flu, with its 10 percent mortality rate, killed at least 50 million people, or around 3 percent of the entire world population.12

      The way that a disease spreads matters nearly as much as its level of contagion. To cause a pandemic, a disease must spread efficiently as well as directly between people. A disease that kills its host too quickly—before the host has managed to infect others—will itself die out. And the disease can’t kill everyone; it needs hosts to survive to attack another day.

      Measles checks all the boxes for a potential pandemic. Its high R0 is explained by the ease of which it is transmitted, either through airborne droplets containing the virus or through rash secretions. Up to 90 percent of people exposed to measles develop the disease. The disease can produce serious complications, including death. That’s why the measles vaccine has been so important in eliminating this childhood disease in much of the world.

      The habits of modern human life greatly increase the risk of global pandemics. By concentrating people, urbanization provides easy paths for diseases to spread from human to human. Poor sanitation and crowded conditions create spaces for disease to thrive. A classic example is tuberculosis, a curable disease that flourished in the early twentieth-century slums of New York City and continues to do so in those of India, China, Indonesia, the Philippines, Pakistan, Nigeria, Bangladesh, and South Africa. And with air routes crisscrossing the planet, we have reduced the time in which a disease can spread from years to hours.13

      The recent spread of cities into previously wild areas raises the risk of new infections. Zoonotic diseases are not new, but large concentrations of people now live in close proximity to wild animals. These creatures provide a rich pool of new pathogens.

      Through trade, travel, and geographic expansion, humans have turned epidemics into pandemics. Germs need carriers. Bubonic plague traveled along the Silk Route from Asia to Europe in animal hosts, while West Nile virus made its way from Africa to Europe through migrating birds. In early 2020, foreign travelers fleeing Wuhan spread severe acute respiratory syndrome 2 (SARS-CoV-2), the coronavirus that causes COVID-19, across the globe.

      From its first appearance in December 2019, COVID-19 has stretched our ability to cope with infectious disease. It is thought to have emerged from an animal host, in a crowded city and transportation hub, with confusing or even no symptoms, and is highly infectious. The leading US expert on infectious disease, Dr. Anthony Fauci, ticked off the timeline: “First notice at the end of December [2019], hit China in January, hit the rest of the world in February, March, April, May, early June.” COVID spread like wildfire. Even for someone who spent his career imagining the dangers of a new pandemic, this disease turned out to be Fauci’s “worst nightmare.”14

      

      Sometimes, in the battle of humans versus germs, the humans win. The elimination of smallpox, a disease that had caused epidemics for millennia, represents a victory of medicine and international cooperation. We don’t know when humankind first suffered smallpox; there is “tantalizing speculation” that it was as early as the tenth century BCE. The symptoms of smallpox include characteristic red spots that become small blisters that first fill with clear fluid, later changing over to pus. The lucky two out of three who survive are left with scars on their faces, arms, and legs.15

      Highly contagious and thriving in densely populated areas, smallpox was endemic in European cities by the fifteenth century. Those who survived were immune, a fact that changed the course of history. When sixteenth-century European explorers brought smallpox and measles to the New World, Native Americans had never been exposed to either disease. The epidemics that followed ravaged the native population.16

      Thanks to several centuries of vaccination and an ambitious eradication program, smallpox no longer poses a threat in ordinary life. Vaccination against smallpox was practiced in the Ottoman Empire in the sixteenth century, using a technique that appears to have been first developed in China or India. This method, variolation, which involves inoculating someone with live virus from smallpox patients, had a death rate of 1–2 percent. In the late eighteenth century, the English physician Edward Jenner developed a vaccine based on cowpox, a milder form of the illness that infected milkmaids and left them immune to smallpox. His vaccine inoculated against the disease without variolation’s relatively high death rate.17

      The possibility of vaccination reduced the number of smallpox fatalities, but the disease did not disappear. Instead, by the end of the nineteenth century, the disease was everywhere, endemic in most nations of the world. Half a century later, public health authorities floated an audacious plan to eradicate it.18

      That this even seemed possible was the result of the disease’s disappearance in the 1940s and 1950s from Europe and the Americas. In Europe, Canada, Mexico, and South America this occurred through mass vaccination, while in the UK and US, it was done through controlling known outbreaks and selective vaccination. In 1959 the World Health Organization (WHO) launched a global eradication program that would attempt to vaccinate at least 80 percent of people in places with endemic smallpox. The program failed for a variety of reasons, ranging from a lack of funding to Cold War tensions to the politics of decolonization. But when WHO took up a second approach in 1967, it succeeded.19

      Studies in Pakistan and elsewhere showed that the spread of smallpox could be stopped by focusing on case surveillance and containment (yes, “surveil” is the word health professionals use). With smallpox, it is easy to tell when someone is sick: infected people develop pocks on their face or other extremities. Instead of vaccinating everyone, the idea was to eliminate the spread of disease from one person to another. Such a technique can work with diseases that are spread through interpersonal contact and have no animal reservoirs.20

      This public health approach, typically referred to as “surveil and contain,” requires accurate reporting of the appearance of the disease. Before WHO could do anything else, it had to assure that reporting was accurate. Prior to the campaign, clinics and hospitals only documented the cases that came to them, which meant that they were missing ninety-nine cases out of a hundred. The patients hadn’t been turning up because the health centers couldn’t help them.21

      Surveil and contain relies on contact tracing, that is, identifying people who have been in contact with an infected person. But in the smallpox campaign, public health authorities took surveil and contain a step further, to something called “ring vaccination.” Everyone in close contact with a smallpox patient was to be vaccinated, as was everyone in close contact with the contacts. The strategy worked, with the last case of endemic smallpox occurring in October 1977.22

      Eradicating an infectious disease is the exception, not the rule. The disease can’t have animal reservoirs that would allow it to reappear in mutated form. There must be obvious ways to discern when someone is infected, and cases must be accurately reported. There must be a vaccine. And there must be either a high rate of vaccination in the population or, as was the case with the end of smallpox, a sufficiently low spread that ring vaccination can work.

      The success story of smallpox contrasts sharply with the world’s failure to end tuberculosis (TB). In this case, the stars did not align, despite the fact that the disease can be cured by antibiotics. TB, a disease that has been with us since at least the time of the pharaohs, is widespread; a quarter of the world’s population is infected, although only 5–10 percent of infected people will go on to develop the disease. Once a disease is present in so many people, the usual methods of public health—test, trace, isolate—become harder to implement. And over time, treatment has become less easy than it was; the disease has developed strains that are resistant to multiple antibiotics. Today, TB kills more people annually than any other infectious disease; people with weakened immune systems, including those with HIV/AIDS, are especially vulnerable.23

      Diseases like TB and COVID-19 in which asymptomatic people can spread infection are particularly challenging to control. Another of these diseases is typhoid, a bacterial infection spread by eating or drinking food contaminated by fecal traces from the carrier. In the early twentieth century, public health authorities imprisoned an asymptomatic typhoid carrier and cook named Mary Mallon. Based on contact tracing and stool samples, public health authorities in New York accused Mallon, an Irish immigrant, of infecting at least fifty-two people and killing at least two. Since there was no way to cure her infection, and since Mallon kept returning to work as a cook, public health authorities had her arrested and quarantined on North Brother Island twice—the second time for life. When there is no treatment for a disease, surveil and contain presents social and ethical dilemmas that public health authorities have yet to resolve.24

      Aside from the question of vaccines, general prevalence, and the availability of treatment, public health authorities face a different problem when attempting to control sexually transmitted diseases like syphilis, gonorrhea, and HIV/AIDS (which is also transmitted through the blood). Surveil and contain only works when those infected are willing to share how they might have been infected and whom they might have passed the disease along to. Stigma, discrimination, gender expectations, the risk of arrest, and just plain personal privacy issues limit people’s willingness to disclose information about their sexual partners, and this in turn limits authorities’ ability to stop the spread of sexually transmitted diseases.

      

      Pandemics end in various ways. The London cholera outbreak ended because John Snow traced the problem to water from the Broad Street pump—and got it shut down. Smallpox was eradicated by combining surveil and contain with ring vaccination. A pandemic can end because we find a cure, because we provide treatment even if we can’t cure the underlying disease, or because we can vaccinate against it. But sometimes we are unable to contain the disease through any of these techniques. And then, unless you quarantine everyone—which is what Wuhan did in early 2020—you must find some way of locating those who have been exposed to the disease. That’s contact tracing.

      Contact tracing involves feet on the ground. Contact tracers interview people to find out the intimate details of their lives, including whom they spent time with or, in some cases, whom they had sex with. Contact tracers seek to learn where people spend their days. A tracer might have to tell someone to upend their lives, and their incomes, for a period of quarantine. The job is part detective, part social worker, and part medical investigator. It’s labor-intensive and highly privacy-invasive. And it’s never been tried before in a situation of wide community spread of a highly contagious respiratory disease.

      Contact tracing also necessarily infringes upon the privacy and autonomy of individuals, albeit in order to end an epidemic. The questions a contact tracer asks constitute an invasion of privacy—and not for the purpose of protecting the individual, but to protect the public’s health. Under the circumstances, it’s not surprising that contact tracers have sometimes struggled to convince the public to participate. Yet we also know that, when it works right, contact tracing is one of the most effective tools of public health there is.25
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        Stopping a Pandemic

      
      By the time a smallpox outbreak occurred in Bradford, England, in January 1962, the country was largely free of the disease. The authorities first noticed something strange in Bradford when a cook from Bradford’s Children’s Hospital was admitted to a “fever hospital” (a hospital used for isolating those with severe diseases). The cook’s blood sample indicated a severe viral infection, with unusual damage to the blood cells. But what kind of virus?1

      The hematologist, Derrick Tovey, soon received a second blood sample from a person at a different Bradford hospital who was experiencing the same unusual and life-threatening problems. This patient was so ill that he died even as doctors were examining his blood sample.2

      Tovey turned to textbooks to resolve the mystery. A 1925 manual suggested smallpox. With a lab confirmation slated to take two days, the doctors needed to immediately find out how the cook had been infected. Then they had to trace that patient’s contacts.3

      The original case—what epidemiologists call the “index case”—turned out to be a nine-year-old girl who had been on the wards at the Children’s Hospital. She had emigrated from Pakistan with her parents in mid-December and had fallen ill soon after her arrival. She had been vaccinated against smallpox in Karachi, but apparently the vaccine didn’t take. When the child died, the autopsy attributed her death to a combination of malaria and septicemia. But the child also had smallpox.4

      The girl had died on December 23, but the Bradford doctors did not realize that smallpox was circulating in the area until January 11. The delay in diagnosis meant that all four hospitals in the city and one outside were “infected” by smallpox as patients had been transferred between them. There were not only “first-generation” infections resulting from exposure to the original case—including children on the hospital ward, the cook, and the pathologist who conducted the postmortem—but also second-generation infections from the first-generation cases. A potential 1,400 people had been exposed, and all needed to be contacted. Even with the scope of this exposure, the British medical establishment did not suggest mass vaccination for a disease that had, after all, been largely absent from the British Isles since the 1930s. The British public, which had been resisting smallpox vaccination of infants, now saw risk differently and demanded access to vaccines. Within five days, five-sixths of Bradford’s population—250,000 people—were vaccinated.5

      Just two months later, another possible smallpox outbreak erupted in a place where the disease had supposedly been eradicated. This time, the case appeared in Farmington, New Mexico. No one involved had traveled from abroad, so confirmation of smallpox would mean that a disease thought to have been eliminated from North America was, in fact, still present.6

      No one examining the ten-month-old baby in Farmington—neither the resident physician nor the CDC’s Epidemic Intelligence Service (EIS) doctor who flew in for a consult—had ever seen smallpox. Like Tovey, they had to consult an older textbook. The baby’s lesions were atypical for the disease, but the hospital’s initial lab tests could not rule out smallpox. As the doctors awaited definitive lab results from CDC, state and local health departments began contact tracing. Identifying the baby’s contacts for the previous three weeks, and those people’s contacts, would be necessary to contain an outbreak. In contrast to Bradford, public health authorities recommended and began preparing for a vaccination program.7

      By day three, the baby had new spots. Now the situation became clear: the child had herpes, not smallpox. The baby was suffering from multiple diseases—pneumonia, severe thrush enteritis, herpes—and was recovering from measles, a routine childhood illness in the era before widespread measles vaccination. There was no smallpox and no public health emergency. The measles spots had lain on top of herpes sores, confusing diagnosis.8

      

      Two issues stand out from these stories. The first is the complexity of diagnosis. In Bradford, doctors missed the index child’s smallpox. In Farmington, herpes added confusion to what should have been an easy determination of a child’s illness.

      Diagnosis can be difficult when a disease is unusual or unexpected. The difficulty increases when a patient has multiple infections whose overlapping symptoms hide an essential aspect of a particular illness. And diagnosis can be particularly challenging if a disease is new and its symptoms are not fully known.

      The complexity of diagnosis has become part of the story of COVID-19. The first patients diagnosed with the disease presented with pneumonia of unknown cause. By mid-January 2020, fever, dry cough, and fatigue were also known to be symptoms. In mid-March, people who were worried that they had been exposed were being asked if they had lost their sense of smell and taste. More symptoms have accumulated since then. In late January, we also learned that someone infected with COVID-19 can be infectious before developing symptoms, that is, while pre-symptomatic. Still later we discovered the disease could be spread by asymptomatic carriers.9

      Both of these stories also illustrate the importance of contact tracing in containing an outbreak. If a community has resistance to a disease, either through previous exposure or vaccination, then the rate of infection, R0, is low. This is the case, for example, in communities where the disease is endemic. But in the absence of herd immunity, a disease with a high R0 needs to be contained in other ways—and that’s contact tracing.

      Contact tracing is a multistep process that requires not just tracing contacts, but also getting them tested, isolated, and treated—if treatment is possible. The ultimate goal is stopping the spread of the disease. Each epidemic-causing disease differs in how it spreads, when it spreads, and what sort of isolation and quarantine is needed to stop its spread. Epidemiologists solve the mystery of a disease’s trajectory, while contact tracers put that knowledge to use in stopping it.

      

      There’s something else I should mention about Bradford’s smallpox epidemic. The Bradford outbreak occurred against the backdrop of increasing British resentment against immigrants from its former colonies. A small manufacturing city in Yorkshire, Bradford’s population of 300,000 included an immigrant population of 10,000, largely from Pakistan, India, and the West Indies. Days before the outbreak, the Daily Mail, one of England’s right-wing tabloids, editorialized, “KEEP OUT THE GERMS,” claiming, “They came to Britain by air, walked in without any trouble, and were at once a peril to the population.” When smallpox was confirmed, some national papers ran xenophobic headlines, like “City in Fear!” and “Keep Out the Pakistanis.” This sort of response to the appearance of a new or unexpected disease is, unfortunately, not uncommon.10

      Every pandemic is perceived as coming from somewhere else. Syphilis is perhaps the most famous example. The Turks called syphilis the disease of the Franks (Christians); the Germans called it the French disease; the French called it the Neapolitan disease; the Italians referred to it as the French or Spanish disease. The Spanish said it came from Española (the island that is now the Dominican Republic and Haiti). In northern India, Hindus and Muslims blamed each other for the disease. Some have tried to pin the disease’s arrival in Europe on the New World, but there’s also some evidence that syphilis—or a precursor of it—was present in Europe before the era of colonialization. No matter where it came from, we know for a fact that syphilis became significantly more virulent around the end of the fifteenth century.

      The first indication of a syphilis infection is a small sore in the area where the bacteria entered the body. This sore usually appears on the genitals or anus, but it can also appear around the mouth, as syphilis is occasionally spread through kissing. This first evidence of infection typically appears about three weeks after exposure. Shortly thereafter, any visible indication of an infection disappears. A few weeks later, however, people infected with the disease begin to develop secondary syphilis. They may develop a non-itchy rash or pustules, or they may simply have muscle aches or a sore throat, or they may not have any visible symptoms at all. Either way, they can still infect others. If a woman infected with secondary syphilis is pregnant, she has a 40 percent chance of a miscarriage, stillbirth, or the baby dying shortly after birth. But the disease is not done yet: a sixth to a third of those with syphilis suffer a final, more wretched stage. The disease attacks the brain, the eyes, and the nervous system.11

      For centuries, mercury was the drug of choice for treating syphilis, but as a treatment it was less than ideal. Mercury is toxic; its use can cause patients to lose feeling in their extremities, lose their teeth, suffer kidney failure—or even death. When Salvarsan, an arsenic-based drug against syphilis, became available in the early 1910s, it was viewed as a great improvement. But the ghostlike nature of syphilis—invisible yet contagious—makes controlling it particularly difficult. Salvarsan took years to cure a patient, and many quit taking it when their symptoms disappeared. Feeling better but still contagious, these syphilis carriers went on to infect others.12

      The result was a high level of syphilis infection. In the United States, 1 percent of military draftees for World War I had the disease. Putting young men on military bases or at war increased those numbers; between 1917 and 1919, nearly 400,000 soldiers were diagnosed with syphilis, gonorrhea, or chancroid (a bacterial infection affecting the genitals). By the 1930s, 5 percent of the entire US population was being treated for syphilis. The government preached sexual abstinence—especially to soldiers—but that approach didn’t get very far. Sexually transmitted diseases (STDs) tend to thrive in wartime.13

      Ridding the United States of the disease took a deep commitment from the highest ranks of the public health services, the 1943 discovery that penicillin could cure the disease, and a plan. Thomas Parran, named Surgeon General in 1934, developed a plan to find the cases, trace their contacts, and test and treat them. This was an excellent plan, except that it was paired with an appalling forty-year study that produced decades of distrust of public health authorities by the Black community. In Macon County, Alabama, the disease would be researched, rather than treated.14

      In 1932, the US Public Health Service (USPHS) began a syphilis study, advertising that it would treat people with “bad blood.” This was the “Tuskegee Study of Untreated Syphilis in the Black Male,” a forty-year experiment on the effects of not treating syphilis. The subjects were 400 rural Black men, largely illiterate and desperately poor; they were chosen because they all had tertiary-stage syphilis that had never been treated.

      The study was proposed by a PHS officer, Dr. Taliaferro Clark. A study conducted in Oslo before arsenic-based treatment had become available showed that latent syphilis was likely to cause cardiovascular damage, but not neurologic complications. So, Clark proposed this study, whose purpose was to discover if untreated syphilis produced the same effects in Black people as in whites.15

      The men were promised free health care. Instead, they were provided with hot meals, a pretense of treatment, and burial payments. The men were never informed that they had syphilis, how the disease would progress, or, after 1943, that there was a cure. They believed their problems were due to “bad blood.”

      Hard as it may be to believe, this study was not hidden. Reports of the study’s results were published now and then in scientific journals. Local physicians knew not to treat the study patients. When World War II broke out and draft boards ordered the A-1 registrants in the study to get treatment, study doctors arranged for the men to be deemed “not draft eligible” and thus eliminated from obtaining treatment. Yet no one—not the CDC, not the Public Health Service, not local doctors—publicly questioned the ethics of the study. Only after an Associated Press reporter uncovered the story in 1972 was the experiment halted. Somewhere between 28 and 100 men in the study died of syphilis; some number of wives were infected as well.16

      The legacy of Parran’s grand plan to eliminate syphilis is mixed. On the one hand, by combining contact tracing and treatment, the USPHS dropped the syphilis numbers for white and Black populations. On the other, the agency sponsored a gruesome public health experiment on a group of 400 poverty-stricken Black men, depriving them of proper health care and treatment in the name of science.17

      The negative impact of the Tuskegee study on Black people’s health extended beyond the men and their families. It sowed mistrust in doctors and public health among the older local Black population living nearby (as well as those who had moved away). Middle-aged and older Black men went to the doctor less often—and that led to a likely shortened life expectancy of one and a half years. More broadly, it sharply amplified a distrust born from decades of racism. People of color in the United States have long faced disparities in health care, both in access to services and in treatment. The result of poorer medical care is shorter, less healthy lives, perpetuating disparities between these groups and other Americans. Tuskegee made this situation worse in a different way.18

      The contact-tracing portion of Parran’s plan came into being after the explosion of syphilis cases following World War II. In 1948 the federal government began training Public Health Advisers (PHAs). These workers were asked to combine several skills that neither doctors nor nurses necessarily possessed. They needed an understanding of the science of sexually transmitted diseases, an ability to recognize it, and the persistence to track down infected syphilis patients (many of whom did not want to be found). They also had to have that right mix of empathy and insistence to extract the names of sexual contacts from even the most reluctant of infected patients. And because it was hard to get some patients to come in for testing, they also had to know how to draw blood.19

      The PHAs could take blood samples, but they weren’t providing treatment. They were contact tracers, whose job it was to educate the patients about syphilis, then tactfully draw out the information about contacts. Their role was to inform a syphilis patient or contact about the disease, how it was transmitted, what the symptoms were, and what the options for treatment were.20

      Interviewing a syphilis patient was a process. Since contact tracers first had to put the patient at ease, they took their time. They began by finding out who the person was, trying to plumb their character to figure out how and what to ask. Then the contact tracer would make sure that they had the right phone number and the right address so that they could follow up, if necessary. Only then would the contact tracer work around to getting detailed information about the patient’s sexual contacts. The contact tracer was part social worker, part medical investigator, always seeking to establish trust. If a contact tracer was meeting with one of the contacts rather than a person with a known infection, they would inform the person that they might have been infected with syphilis and would offer to arrange testing.21

      PHAs practiced role playing before they went out into the field. Dick Conlon, a CDC syphilis contact tracer who worked in Ohio, Michigan, and Minnesota, said he learned “to elicit accurate information from even the most belligerent patients.” Contact tracers were trained to be patient but insistent. Like any good investigator, a contact tracer would return to the question of who their sexual contacts were if a patient didn’t answer the first time, and then return to the question again. Often another try would do the trick. Contact tracers learned to ask open-ended questions and to actively listen so as to engage the patient and draw out more information.22

      The syphilis PHAs were very skilled at drawing out information. David Sencer, a physician who later became director of the CDC, recalled a time when he examined a patient with secondary syphilis. During a half-hour exam and conversation, the patient revealed a single contact to Sencer: her husband. When the PHA tried again, the patient revealed thirteen contacts in a half-hour conversation.23

      Even so, and perhaps inevitably, a contact’s answers were sometimes wrong or misleading on details large and small. Contact tracers would walk the streets looking at mailboxes until they found the right person. And sometimes the work was dangerous. Conlon recalled his attempts to track down some prostitutes who worked a rough neighborhood in Detroit: “I’d go in early afternoon to the Anderson’s Gardens [a bar], and I’d copy down the pay phone numbers. At 11, 12 at night, I would call and ask for Margo or Rita—and I would arrange to meet them [the next day] at the VD clinic.” That was less dangerous for Conlon, Margo, and Rita.24

      With the exception of the Tuskegee study, testing and treatment were part of the PHS’s campaign. PHAs arranged rapid care for contacts, usually offering a same-day or next-day appointment in the clinic. If a patient opted for private care, the contact tracer would speak directly to the doctor about the recommended test and treatment—and then follow up afterwards to ensure that the patient had come in. Both testing and treatment were free at the public clinics; if a contact opted for private care, the government offered to provide the doctor with medications.

      The contact tracers often went more than the extra mile. Conlon recalled a pregnant patient in Fremont, Ohio, who wanted to be treated by her obstetrician. But when Conlon called to confirm her treatment, the patient reported that the doctor “refused to treat her and sent her home without.” Conlon got in his car in Toledo, where he and the clinic were based, and drove the thirty-five miles to Fremont to pick up the patient. He got her treated in Toledo, drove her home, and then interviewed her and arranged testing and treatment for her contacts as well. One hundred forty miles of driving to get a patient treated was part of a day’s work for a contact tracer.25

      In the 1940s, 1 percent of deaths in the United States were due to syphilis. The work of the PHAs brought those rates substantially down. And while it was penicillin that cured syphilis, what stopped syphilis’s spread was finding the people who were ill and getting them help.26

      The PHA efforts extended well beyond controlling the spread of syphilis. In 1957, the USPHS’s VD Division was absorbed into the CDC. The PHAs’ ability to “make things happen” also put them in the middle of the US polio immunization program; later, they would be brought into the international effort to eradicate smallpox. But that takes us far from our story. For contact tracers, the next big challenge was HIV/AIDS.

      

      Contact tracing can’t work without testing, but testing requires an understanding of what the disease is. The human immunodeficiency virus (HIV) started out as a mystery—and a serious challenge.

      In 1980 an infectious disease specialist in the San Francisco Department of Public Health noticed an increase in the number of cases of amoebic dysentery, as many cases a week as had been normal for a year. A Los Angeles doctor discovered that a young gay patient, suffering from pneumocystis pneumonia, had no T helper cells. The results were so startling that the doctors ran the blood test twice. In early 1981, a New York doctor learned of six cases of Kaposi’s sarcoma, all in gay men. Then a Haitian man living in New York came down with pneumocystis pneumonia, while a hospital in Queens, New York, was treating multiple cases of pneumocystis in intravenous drug users. Later in the spring, the first case of Kaposi’s sarcoma occurred in San Francisco. More cases of pneumocystis were being diagnosed in Los Angeles. These signals were confusing: lots of data, but no discernable pattern.27

      We now know that HIV targets the body’s defense, attacking T helper cells, which are essential immune cells that recognize and start the body’s defense against microbes. Without T cells—or with a low T-cell count—the body’s immune system cannot defend itself. A person develops flu-like symptoms within two to four weeks of being infected by HIV. Then, even as the virus is laying siege to the body’s immune cells, the infected person shows no symptoms and seems healthy.

      For a while, the disease hides in plain sight. Eventually, though, the disease becomes symptomatic. The patient may develop fever, fatigue, thrush, diarrhea, weight loss, even pneumonia. When the level of T helper cells drops sufficiently, the patient is said to have developed acquired immune deficiency syndrome (AIDS). HIV/AIDS is slow moving. As the disease attacks the immune system over a period of years, the body succumbs to various opportunistic diseases. In the early 1980s, this was suddenly happening in New York, San Francisco, and Los Angeles. It had also been happening earlier in central Africa and Haiti, though no one had identified a pattern in the infections.

      News of New York’s pneumonia cases reached the CDC. At this point, the CDC believed the new disease to be associated primarily with gay men, but when one of its investigators, Mary Guinan, met with the drug users, they insisted that they did not have sex with other men. Years of experience doing contact tracing with syphilis patients had taught Guinan when to believe patients. She became convinced that the infection path for drug users was different from that for gay men. Back at the CDC, Bill Darrow, a sociologist who had done syphilis contact tracing, realized that—whatever was happening with the drug users—the disease was also sexually transmitted.28

      Without a test for the disease, doctors had to rely on symptoms for diagnosis. On that basis, in 1983, CDC issued an advisory that gay men, intravenous (IV) drug users, hemophiliacs, and recent Haitian immigrants were high-risk groups for contracting HIV. Virus transmission could happen sexually and through blood, explaining why gay men, IV drug users, and hemophiliacs (who received frequent blood transfusions) would be in high-risk groups. DNA studies later explained the mystery of the recent Haitian immigrants: HIV had been present in Haiti for several years before its arrival in the United States. The fact that those early sufferers from HIV/AIDS—gay men, IV drug users, hemophiliacs, and Haitian immigrants—were stigmatized groups contributed to the low attention the US government paid to the disease in the early 1980s.29

      Contact tracing for HIV/AIDS couldn’t begin until 1985, after the development of a test for HIV infection. But in 1985 there was no cure for HIV/AIDS; there was only prevention. Studies had shown that HIV patients were among the most sexually active members of the population, and public health authorities knew that the disease could be transmitted through sexual contact. So, while contact tracers couldn’t arrange treatment, they could still save lives by urging patients and their contacts to adopt behavioral changes.30

      John Potterat, who directed the STD/AIDS state programs in Colorado Springs remembered, “We gave a menu of choices, like NO anal intercourse, especially of the receptive kind; or no UNPROTECTED anal intercourse (‘if you’re into sports, you need to suit up’)”—meaning that contacts should use condoms. He added, “For IV drug users, we did something virtually identical, but emphasized not sharing needles, syringes, cookers, cottons, etc. We went into great detail . . . and told them where they could get needles, no questions asked.”31

      To prevent a disease’s spread, you have to keep new infections from reaching healthy people. In other words, you want patients and their contacts to isolate. Because diseases propagate differently, isolating means taking different actions for different diseases. In the case of typhoid, which is spread through contaminated water and food, isolation means that the infected person should not prepare food or water for others. For HIV, isolation means keeping certain body fluids—blood; semen; pre-seminal, rectal, and vaginal fluids; and breast milk—away from other people. Testing blood donations, never sharing needles, reducing the number of sexual partners, and using condoms provide that kind of isolation.

      In the early days of HIV, confidentiality was critical. The knowledge that someone was infected could cause them to lose their job, their livelihood, and their health insurance. The contact tracers assured people that they’d keep their HIV status confidential, and they meant it. “We can contact people without revealing who gave their name and locating information,” Potterat explained to me.32

      Positive test results meant that state or local public health authorities would be informed; a doctor who ordered an HIV test would be informed as well (as might the insurance company). This had (and has) consequences. Beginning in 1986, many states passed partner-notification laws for HIV/AIDS patients. In some states, if you do not inform a partner prior to sex that you are HIV positive, you face criminal penalties—and states have put people in jail for this.33

      Because of the way HIV spread, the contact-tracing questions were even more intrusive than usual. Ryane Sickels, who worked as an HIV/AIDS Disease Intervention Specialist (the new form of PHA) between 2013 and 2017, described a typical conversation. It would start with the usual ways to put a person at ease, “My name is Ryane . . . I’m here because you may have been exposed to HIV. Do you have a moment? I want to see how you can benefit from other services. Everything is extremely confidential.” The discussion would quickly move into more probing questions: “I want to talk about actual behavior. When was the last time you had sex with a man? What type of sex was it? Was it anal? Oral? When was the last time you had sex with a woman? Anal? Oral? Vaginal? Do your partners have sex with other people? Do you know your partner’s health status? Has your partner ever been tested?”34

      Only then would Ryane turn to partner notification, “Do you have primary partners? Secondary partners? Any anonymous partners? Who are these partners?” Ryane would ask for contact information and remind the patient that the conversation was entirely confidential. She emphasized patient confidentiality, for it was the most important message she had to convey. “I want to see you benefit from other services,” she would say, “Here’s my card. I’m going to follow up with you in a few days.”35

      Then Ryane would reach out to each of the person’s contacts to tell them they had been exposed to HIV and should get tested. She would tell them that they’d been exposed, but not by whom. A contact tracer is responsible for protecting public health, but they must respect and honor a patient’s confidentiality and autonomy. Their role cannot work without that—after all, people are sharing their information voluntarily.36

      In the first half-dozen years of the HIV/AIDS epidemic, over two-thirds of infected patients in the United States were gay; IV drug users were the second largest cohort. Contact tracing was not made easier by the fact that the Public Health Services didn’t have any (openly) gay contact tracers. The PHAs had started out white and male; in the 1950s, some Black employees were hired. Women were not added to the pool until 1970. And until the AIDS crisis made the need critically clear, the agency had not made a deliberate effort to hire gay and lesbian contact tracers. Even so, and despite the fact that trans and nonbinary people were both a significant part of the LGBTQ community and experienced high rates of HIV infections, they weren’t hired as contact tracers until decades later.37

      Over time, the demographics of the HIV/AIDS population in the United States has changed. A disease once associated with (white) gay men, intravenous drug users, hemophiliacs, and Haitian immigrants now primarily affects racial and ethnic minorities. Black Americans make up 13 percent of the US population, but 42 percent of people in the United States with HIV/AIDS. Similarly, 18 percent of the US population identifies as Latinx (of any race), but 27 percent of people in the United States with HIV/AIDS are Latinx.38

      The CDC has long believed in contact tracers and epidemiologists working together. The two groups hold different skills and speak different languages; contact tracers provide expertise in patient interviewing and education, while epidemiologists ask the scientific questions that uncover the dynamics of a disease’s spread. Asking “Whom do you sleep with?” might help a contact tracer find the next infected person. But understanding what the connections were within a social network—and then connecting with key players—could allow a contact tracer to stop an infection from spreading through the group.39

      

      Even when compared with other pandemic diseases, Ebola stands out as terrifying. The disease kills up to 80 percent of those infected, with death following in a matter of days after exposure. Ebola’s symptoms are frightening. They start with intense fatigue, loss of appetite, headaches, muscle and joint pain, nausea, vomiting, diarrhea, and, oddly, hiccups; the final stages can include seizures, internal and external bleeding, and shock. The disease is caused by five different, closely related, viruses; four affect humans with levels of virulence ranging from 40 to 90 percent. The virus is easily spread via body fluids (both from the living and the dead), putting family members and medical professionals alike at great risk.40

      There is no cure for Ebola, although some recent drugs seem promising. Treatment addresses the symptoms: hydration for loss of fluids (either oral or intravenously) and medication for stopping pain, fever, and diarrhea. The earlier a patient arrives at a treatment center, the more likely they are to survive.41

      Ebola first emerged in near simultaneous outbreaks in Sudan and Zaire (now the Democratic Republic of Congo) in 1976. It has appeared multiple times since then, largely in East and Central Africa. Most outbreaks have been relatively small, involving several hundred people, but the 2014–2016 outbreak in West Africa—in Guinea, Sierra Leone, and Liberia—infected 29,000 people, of whom 11,000 died.42

      The earlier outbreaks in East and Central Africa were identified within two months, but it took three months before public health authorities recognized the Ebola outbreak in West Africa. This was another case of a disease appearing in an unexpected place, looking like something else (perhaps cholera, or malaria). The lagging realization that Ebola had appeared in West Africa enabled the disease to spread and contributed to the outbreak’s severity. The spread was exacerbated by the epidemic’s start in a dense, highly mobile population center at the border of three nations.43

      Consider the situation in Liberia, where people already distrusted the government as a result of over a decade of civil wars that had only ended in 2003. The government’s early actions increased the public’s distrust and created resistance to public health orders. Quarantine orders such as the one that locked in a poor and densely packed neighborhood in Monrovia failed to provide sufficient food and water for residents—and so the orders were disobeyed.44

      The Liberian government’s approach to treating the ill also frightened the public. Infected people were taken to Ebola Treatment Units, but during the worst of the epidemic, when the facilities couldn’t cope with the influx of patients, families were not informed of a relative’s death or survival. The centers were seen as death camps, which meant that people who needed help stayed away. The policies were designed for speed because, as one public health official put it, in a medical crisis like Ebola, “If you go slow at the beginning . . . you can very rapidly start a brushfire that turns into a major disaster.”45

      Government burial policy made everything worse. In West Africa it is traditional for family, and sometimes friends, to wash and clean the body of the deceased. But because contact with the body fluids of an Ebola patient can spread the disease, the government prohibited burial ceremonies. A safe burial for a person who has died of Ebola requires that the body be handled only by people fully suited up in protective gear, with the corpse buried in a sealed body bag. Nevertheless, people continued to perform burial rituals on loved ones who had died at home, further spreading the disease.46

      The public’s distrust meant the government’s policies weren’t being followed. Soon, the medical situation in Liberia had spun out of control. With Ebola’s high transmission and death rates, this appeared to be an insurmountable disaster. Contact tracing was the natural solution, but WHO officials resisted the approach. Teams working in the urban areas didn’t believe contact tracing would work—and epidemiologists modeling different interventions hadn’t been able to put a measure on how community involvement might benefit contact tracing.47

      But health workers tried contact tracing nevertheless—and it changed the whole picture. I spoke with three Liberians who explained how that happened. Lassana Jabateh, a community health director, and Garmai Cyrus and Willis Archie Yasnine, both mental health counselors, all work for Partners in Health, an international organization focusing on community-based public health interventions.

      Cyrus said that, in the early days of the outbreak, people encountered a lot of misinformation about the disease. Some believed government officials had manufactured the disease and were trying to spread it; others simply distrusted the government and so rejected the control measures, including travel bans and safe burials. The government’s comments didn’t help. “Politicians and lawmakers didn’t believe in Ebola,” said Cyrus. “They politicized the situation, terming the president as planning war and that it was a plan to get at the opposition. Communities became resistant to the reality of Ebola,” she explained.48

      “We had to change community perception on what was Ebola,” said Yasnine. Bringing in trusted community leaders—elders, town chiefs, commissioners, zone (village) heads, religious leaders, teachers, and the secret societies, culturally important groups that pass on traditional values between generations within the communities—was key to educating the community about Ebola and convincing residents to protect themselves. It also enabled contact tracing. “Community leaders can tell us who might be a contact tracer,” said Yasnine. “There was lots of community engagement [in picking the contact tracers],” Jabateh added.49

      Engaging community leaders meant that contact tracers could identify and isolate cases and quarantine their contacts. “As a family stayed home to isolate themselves, the community organized to get the water for drinking and bathing. And the community went to the market to buy food for the family. Partners in Health paid,” noted Cyrus.50

      Jabateh and Yasnine explained that if a community had fifty houses, they’d recruit twenty-five contact tracers. Each house typically has three to four households, so a contact tracer would be responsible for keeping track of about six to eight families, or around forty people. During Ebola, the contact tracer’s role was to check in daily with everyone, find out if anyone was ill or showing any kind of symptoms, and, if so, report it. The person would be taken to holding centers or the Ebola Treatment Units, where they’d be tested. It’s a different model for contact tracing than the United States used for syphilis or HIV/AIDS, but it’s a model that worked.

      With the involvement of community leaders, the Ebola outbreak turned around. Contact tracing was crucial to that outcome. And contact tracing can only work when there is trust.

      

      Trust was also key to South Korea’s early response to COVID-19. But before South Korea got a pandemic response right, the country had gotten one badly wrong. Middle East respiratory syndrome (MERS) first appeared in Saudi Arabia in 2012. A zoonotic disease that spread from camels, MERS’s human-to-human transmission is low, with R0 below 1. But it’s MERS’s high fatality rate that makes it so dangerous. Of the 1,100 people known to be infected by MERS by the end of 2015, 470 had died.51

      The index case in South Korea was a sixty-eight-year-old man who had traveled to the Middle East. A week after his return, the patient had become ill and went “doctor shopping,” visiting four different hospitals over a ten-day period. By the time he was diagnosed, the index patient had infected twenty-eight other people, two of whom infected 109 more. A total of 185 people were infected with MERS in South Korea in 2015, and all but two of them acquired the disease in a hospital. The system had failed spectacularly. It failed to diagnose a key case, failed to quarantine the “superspreaders,” allowed caregiver visits in the face of a highly contagious disease, and mismanaged hospital infections. The biggest spread had occurred from the superspreaders who visited multiple health care facilities in search of help.52

      With COVID-19, South Korea was determined not to repeat its failure to manage MERS. The public health authorities knew that halting an epidemic meant test, isolate, trace, and treat. Post-MERS, the country put in place policies designed to remove barriers to contact tracing during an epidemic. When COVID-19 arrived, South Korea was ready with simplified approval rules for diagnostic tests and exceptions to its data privacy law.53

      The first case of COVID-19 in Korea was confirmed on January 20, 2020. Within five weeks, South Korea was able to perform 15,000 diagnostic tests per day. The United States, which had its first confirmed case the same day as South Korea, only caught up to that testing rate a month later.54

      Aided by digital data, contact tracing also happened quickly. Under the Infectious Disease Prevention and Control Act, which was passed after MERS, the Ministry of Health and Welfare and the Korean Centers for Disease Control and Prevention could collect and share cellular phone location data, immigration records, medical and prescription records, closed circuit television footage (CCTV), records of credit card transactions, and transit pass records for infected people and people suspected of being infected. The location information is quite detailed, listing 10,000 locations for a single individual in a two-week period, for example.55

      South Korean contact tracers examined CCTV records to determine who was likely to have become infected by a contagious individual. Was the infected person at the ATM wearing a mask? If so, the shortness of the encounter plus the mask meant that anyone in the immediate vicinity was probably safe and therefore didn’t need to be traced. Did they eat at a restaurant? That constitutes a long exposure—and, of course, without a mask. The contact tracers would study the CCTV: were other patrons nearby? By obtaining credit card records for the time in question, the contact tracers could locate other patrons who’d potentially been exposed. They would be put under self-quarantine for fourteen days (the incubation period for SARS-CoV-2).56

      In South Korea, quarantine violation carries a fine of up to KRW10 million (approximately $8,300) and a year’s imprisonment. Quarantine is enforced: the exposed person must use a “safety-protection app” to report their symptoms twice daily. The app also lets the government monitor the person’s location. If an exposed person exhibits symptoms, they get tested. Test, trace, isolate.57

      South Korea made it easy to get tested. By mid-March, the country had established 600 test centers. To avoid a repeat of the MERS situation, in which spread occurred inside hospitals, South Korea built stand-alone “phone booth” testing sites. The booths take one person at a time. The tester is on the outside, and negative air pressure prevents virus particles from escaping. The booths are disinfected and ventilated between tests, which takes seven minutes. Results were available within two days.58

      Anyone testing positive with mild symptoms was sent to a treatment support center, while those with moderate to severe symptoms were hospitalized. The government also provided emergency disaster relief for anyone suffering from COVID-19—easing the financial burden of self-quarantining.59

      South Korea’s efforts were successful. The nation had largely contained the virus when there was a sudden spike of infections in the city of Daegu in February 2020. Relatively quickly, the authorities traced the outbreak to a church service, specifically, to “Patient #31,” who had attended with a fever. Worshippers at the Shincheonji Church of Jesus did not wear masks and stood close together; by the time that officials realized that the infection was spreading, the numbers were in the hundreds. But the lessons from MERS stood, and by late March, South Korea was down to double-digit numbers of new cases per day.60

      One tool that South Korea used to prevent the virus’s spread was publishing information about the movements of infected cases, including the public transport they used. Public health authorities posted this information on websites, blogs, and social media accounts. Some districts also released information on the businesses and apartment complexes—60 percent of Koreans live in large apartment buildings—that infected people had been in prior to diagnosis. This helped others figure out where they might have been exposed; this information, along with widely available testing, made it easy for residents to determine whether they might be infected. But the publicity associated with providing this information also created negative impacts. COVID-19 is not now considered a disease that spreads easily via surfaces, but South Korea’s public health bulletins meant that a coffee shop that had been visited by an infected person might soon find itself without customers.61

      The government published whether the infected people had been wearing masks and whether their homes had been disinfected, as well as information on age and gender. The bulletins did not expressly name individuals, but publishing this much information could nonetheless violate privacy. In May 2020, a twenty-nine-year-old man infected with COVID-19 went bar hopping in Itaewon, a Seoul neighborhood with bars catering to LGBTQ customers. Public bulletins listed the hot spots of a possible new outbreak without revealing who’d been at the bars. But a positive test result in the days afterwards could quickly lead friends and family to draw their own conclusions about an individual’s sexual identity. In this case, contact tracing involved contacting thousands of people.62

      

      The World Health Organization says that the best way to contain an epidemic is to test, trace, and isolate. That’s what doctors did in Bradford, England, to quickly stop a potential epidemic. With syphilis, the PHAs could do one better: test, trace, and cure. Containing the HIV/AIDS epidemic began with test, trace, and efforts at harm reduction; later it involved treatment. The Ebola outbreaks have all been stopped with test, trace, and isolate. And South Korea’s approach to test, trace, and isolate has, so far, managed to contain COVID-19 in that country.

      Is South Korea’s technological solution exportable? Would it be possible to implement such a plan while protecting residents’ privacy? To answer that, we need a better understanding of the technological approaches.
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        Adding Technology to Contact Tracing

      
      When the cook from Bradford Children’s Hospital was belatedly diagnosed with smallpox, it didn’t take much time to do contact tracing and determine whom he might have infected. As we’ve seen, contact tracing—test, trace, isolate—has been successful in ending smallpox, as well as in limiting typhoid, HIV/AIDS, Ebola, and other infectious diseases.

      Notwithstanding South Korea’s early success, COVID-19 presents a serious challenge to this model. The disease is elusive, often spreading from people who may not yet be showing symptoms—or who may even be asymptomatic. The infection develops and spreads quickly; a person may be not only infected but also infectious within days of exposure. Superspreading incidents, in which a large number of people become ill from exposure by a single person, have occurred multiple times. All of this increases the need for public health authorities to quickly identify an infected person’s contacts. The lack of tests, partially a result of some governments’ reluctance to employ them, and political and economic opposition to isolation have further impeded contact tracing.

      Diseases like COVID-19 that spread through respiratory droplets, even without symptoms, require contact tracers to ask a different set of questions than diseases that involve more prolonged or intimate contact. Instead of developing an understanding of an infected person’s social networks, a contact tracer wants to know, “Where were you within the last two weeks?” They also need to know the answer to a more difficult question: “Who was near you?” Sometimes these people’s identities might be known to you, and sometimes not. Chance encounters at the convenience store or in a coffee shop take on outsized importance.1

      The information that contact tracers need to track the spread of the coronavirus is information that a smartphone—the radio in your pocket—can collect. Smartphones offer the capability to reveal not just where you’ve been, but who’s been near you. In theory, smartphones can inform anonymous strangers on the subway or at the movie theater that they were exposed to someone infected with COVID-19. You might not have exchanged a single word—or perhaps even noticed each other. This kind of capability could be important wherever large numbers of people gather closely together: a factory floor, a church service, a nightclub, a large lecture hall. Let’s take a look at how this idea might play out in practice.2

      

      With the pandemic spreading across international borders in early 2020, some governments thought they might be able to contain it by tracking infected people and isolating them and their contacts—even without testing. South Korea, as we have seen, used cell tower locations and other types of digital data in combination with a heavy dose of contact tracers to track both known and unknown contacts of infected persons. Israel similarly attempted to contain the virus with a cell tower–based surveillance tool employed by Shin Bet, the Israeli internal intelligence service, for tracking terrorists. Could this approach to location tracking work?

      Cell towers provide a very rough measure of location, perhaps useful for tracking bank robbers or terrorists, but less so for tracking respiratory infections. We know more now about how the coronavirus spreads than we did in early 2020, but even then, it was clear that the virus spread largely through close contacts. The CDC suggested we should be concerned about interactions closer than “six feet.” More specifically, someone is a “close contact” of an infected person if they’ve been within six feet for at least fifteen minutes during the person’s most infectious period, defined as the span between two days before symptoms appear and when the patient began to isolate. For asymptomatic carriers, the infectious period is unclear; for the purposes of contact tracing, it has been defined as the period starting two days before testing and lasting through the beginning of isolation.3

      The Israeli tool collected locations at nowhere near this level of specificity, tracking only the cell towers from which calls and texts were made and received. The tool reported people as being in close proximity even when they were separated by many feet, often with a closed door, wall, or window between them.4

      On its own, then, cell tower location doesn’t provide sufficient accuracy to determine who might have been exposed to the coronavirus. But signal strength from multiple nearby towers can provide greater accuracy as to where a phone—and a person—is located. In South Korea, contact tracers combined cell tower location with additional data to accurately pinpoint the actual locations of infected people. For example, “On Saturday October 10, 2020, patient 5703 went to the Hannam-dong cultural facilities from 6:16–6:18 pm, stopped into the Hannam-dong cafe from 6:24–6:46 pm, returned to the cultural center at 6:52 and stayed til 9:38, then stopped at the Hannam-dong convenience store from 9:38–9:42 pm.”5

      A smartphone’s GPS signals provide finer precision, with GPS-enabled smartphones typically reporting location to an accuracy of sixteen feet. But that accuracy can be affected by many factors. In cities, signals might bounce off buildings; in the country, trees. Nor do GPS signals typically penetrate into buildings—so sometimes the GPS signal will say you’re inside a shop when you’re actually sitting on a bench outside. GPS can say whether two people went into the same subway station, but it won’t determine whether they sat in the same car.6

      Even so, GPS signals have been useful in other ways during the COVID-19 pandemic. Some governments, including Kenya, Ecuador, and South Korea, are using GPS location to track individuals who have been ordered to isolate or quarantine. GPS information can also be used to track group behavior. Throughout the COVID-19 crisis, tech companies have provided aggregated information about people’s movement collected from smartphone apps. In the Netherlands and the Philippines, government officials used this data to see whether people were following public health recommendations to “stay home, stay safe.” Washington State drew on similar information to guide its reopening plans. But the data collection draws information only from those who use smartphones and their associated mapping services, a demographic that generally skews younger and wealthier than the population at large.7

      While cell tower location and GPS didn’t appear particularly useful for tracking close contacts, others forms of smartphone radio signals looked more promising. In addition to cell tower location and GPS signals, cell phones can collect location information using Wi-Fi networks. Each network broadcasts its base station number; the phone sweeps up all the networks it encounters, even if it never connects to any of them. Phones share that information: Androids with a Google server, iPhones with an Apple server. The servers use a previously constructed database to look at the signal strengths and the intersection of the networks to determine where the phone is. The Wi-Fi method is not particularly precise, however, and would not typically be able to determine whether two people were in that critical six-foot proximity range.

      Some Wi-Fi networks can do better. Harvard University piloted a Wi-Fi–based program, TraceFi, to see if it could usefully supplement manual contact tracing of infected people. TraceFi was based on the idea that if someone at Harvard tests positive for the coronavirus, in some cases university IT staff could use Wi-Fi signals to determine where that person was during their contagious period. Such information can jog the patient’s memory about who else might have been nearby. To find their users’ locations—that lobby, this classroom—Harvard relied on registration information users supply when they sign onto the Harvard Wi-Fi network. The two-month test project showed proof of concept, but not efficacy, and was ended in September 2020.8

      Bluetooth, which was designed to connect small, low-power devices—for instance, to connect your wireless mouse with your desktop computer, or your phone to another to enable hot spots—is a more promising tool for identifying proximity. An even better option than Bluetooth is Bluetooth Low Energy (BLE), a variant of Bluetooth used for transmitting small amounts of data. BLE is used for such functions as streaming music to your headphones or transmitting your smart thermometer reading to your phone.

      Now imagine an app that broadcasts a phone’s presence using BLE technology. Any phone in the immediate vicinity running the same app would pick up the signal. That such radio signals attenuate—weaken—as the distance grows is a decided advantage of BLE for testing proximity. The stronger the signal, the more likely the two people were close by.

      If both phones were broadcasting the signal, each would receive notice of the other’s proximity. This would be extraordinarily useful information if one of the phone’s owners were later discovered to have been infected with COVID-19 at the time the phones—and their owners—were near each other. The phones could exchange this information even if their owners were strangers, for example, if they were just sitting next to each other on a train or in a movie theater.

      With this understanding of the various ways that phones signal their locations, let’s look more closely at the first generation of contact-tracing apps.

      

      Singapore’s TraceTogether was the first COVID-19 app that emphasized proximity—“Who’s been nearby the last two weeks?”—over location—“Where have you been?” Launched in mid-March 2020, the app uses BLE technology to exchange proximity information with nearby BLE-enabled devices.

      When users sign up for TraceTogether, they provide their phone number and their “unique identification number”—a government ID used for a wide range of activities. This is a government-owned app; by signing up, users are authorizing the government to view essentially all the information that phones collect from the app. The Ministry of Health (MOH) creates identifiers that each phone sends out via BLE. These identifiers are strings based on the user’s phone number. To protect users’ privacy, these identifiers change frequently, so the app also keeps track of the time window for each identifier. An MOH server downloads twenty-four hours’ worth of new identifiers to TraceTogether users daily.9

      When two users of the app, say, Alyssa and Ben, are in close proximity, their phones receive and store each other’s identifiers. If Ben were to later test positive for COVID-19, one of the first things an MOH contact tracer would ask him is whether he’s been using TraceTogether. If so, MOH will upload information from Ben’s phone: the exchanged identifiers of people who were also using TraceTogether and whom Ben encountered over the previous twenty-five days. The health ministry may also upload location information from other apps on Ben’s phone.10

      Because Alyssa was near Ben at some point during his infectious period, one of her identifiers ends up at the MOH, which can then decipher it as belonging to Alyssa. But MOH doesn’t call Alyssa right away; nor does Alyssa receive an automated message from the app. Not every identifier on Ben’s phone is linked to a close contact in serious risk of contracting COVID-19. If Ben had been using public transportation at popular hours, or going out to bars or restaurants, his phone may have stored thousands of identifiers. Contacting everyone associated with each of these and asking them to isolate for fourteen days from the time of exposure is simply not plausible. The contact tracer needs to do some investigating.11

      An MOH contact tracer talks with Ben to discover where he had been and what he’d been doing. Ben’s singing with other people while infectious carries great risk of spread; his listening quietly to a lecture does not. The contact tracer combines information on Ben’s activities with the exposure information uploaded from the phone to determine which people who were exposed to Ben are most at risk of contracting COVID-19. Then, and only then, does the MOH start calling some of Ben’s contacts. MOH also obtains the exchanged identifiers on the contact’s phone so that it can repeat the process if the contact tests positive.12

      This is how TraceTogether works in theory, but not everything functioned according to plan. One problem involved operating system incompatibility. Apple’s iPhones use a proprietary format for BLE communications for apps running in background mode—that is, when the smartphone is actively using another app. When that occurs, an iPhone can’t send to or receive BLE notifications from Android phones, and vice versa. Health authorities in Singapore recommended that iPhone TraceTogether users keep the app actively running (in the foreground) in situations with high risk of exposure, for instance, when riding a bus or a train during rush hour. When active, the app would revert to using a communications format that both Androids and iPhones used, thereby solving the problem. But users found that continuously running the app in foreground rapidly drained the battery. It’s also disruptive; commuting time is exactly when phone users want to play games, read e-books or do anything but just run the app. Later the TraceTogether team figured out a way to have iPhones run the apps in background and yet send and receive BLE notifications with Android phones—but not with other iPhones.13

      At first, use of TraceTogether was fully voluntary. In April 2020, however, Singapore experienced an outbreak of COVID-19, with the number of cases spiraling from around 1,000 early in the month to over 26,000 six weeks later. The outbreak occurred in dormitories housing migrant workers, who make up one-third of Singapore’s workforce. The Singaporean government now requires migrant workers living in such dormitories or working in the nation’s crucial construction, marine, or petrochemical sectors to use the app. Many workplaces also require employees to use the app as a precondition for work.14

      Singapore’s TraceTogether app constitutes decentralized collection of proximity information and centralized use of that information. Until Ben is diagnosed with COVID-19 and contacted by the MOH, Alyssa’s identifiers remain only on Ben’s phone. It is, in that sense, decentralized. But once Ben has been contacted by MOH, he must upload the proximity identifiers his phone has collected to an MOH server. That’s centralized use, and it means that the Singapore government learns who’s been around Ben over the previous three weeks—even those unlikely to be at risk of contracting COVID-19.

      The success of TraceTogether—and all proximity-based apps—depends on the rate of adoption. If Alyssa and Ben are both on a bus but Ben isn’t using the app, TraceTogether can’t record Alyssa’s exposure. If only 10 percent of the population were using TraceTogether, assuming infectious people were randomly distributed, that 10 percent would find 10 percent of exposures—or TraceTogether would have a 1 percent chance of reporting that Alyssa was actually exposed (10 percent × 10 percent). If, on the other hand, 56 percent of the population were using the app, then it would catch 31 percent of exposures. A study from the University of Oxford suggests that this level of adoption might be enough to suppress the disease’s spread. Singapore’s experience shows that convincing people to use such apps is not easy: by July 2020, only 35 percent of Singaporeans had downloaded TraceTogether (and many of them did so because the government required them to).15

      With adoption rates low, Singapore tried a different approach. The government distributed small devices—dongles—for free. These were to be worn whenever people went outside or anticipated being near people outside their household. The dongles only collected proximity information. If someone tested positive for COVID-19, public health officials would collect their device and download their proximity history for the previous twenty-five days. The first distribution of 10,000 devices went to elderly people who hadn’t been able to use TraceTogether because they lacked smartphones.16

      TraceTogether was only part of Singapore’s approach to contact tracing; another was SafeEntry, a digital check-in system introduced in May 2020. Anyone entering a somewhat public place—a taxi, supermarket, large retail outlet, mall, bank, hotel, library, museum, movie theater, or other public building—must provide their name, national ID, and phone number through an automated system that feeds the data to the MOH for contact-tracing purposes. Though potentially effective in tracing the spread of an outbreak, this approach creates a world with essentially no anonymity.17

      

      In India, the Aarogya Setu app—Hindi for “the bridge for liberation from disease”—had 127 million downloads by mid-July 2020, less than four months after its introduction. India has been racing into automated tools for all aspects of modern life. The country’s biometric national identity system, Aadhaar, uses biometric identifiers—iris scans, fingerprints, and photos—to provide Indian citizens with unique twelve-digit numbers.

      Almost all of India’s 1.3 billion people are enrolled in Aadhaar. Officials intended the ID system to regulate access to such government benefits as rice rations, but it quickly became embedded throughout Indian life. Before the Indian Supreme Court ruled against the practice in 2018, banks and insurance companies demanded registration with the Aadhaar card as a condition of service. Schools required students to have it to access lunch, and some temples required it as a condition for participating in religious rituals. Aadhaar’s introduction was, as one privacy scholar described it, an example of “technology before policy.”18

      With Aarogya Setu, a government app, India seems to be on a similar path of developing a technological solution to a problem without first determining the policies governing its use. The contact-tracing app combines three apps in one package. The first collects users’ symptoms and provides an assessment of a person’s risk of COVID-19; the second informs the public about COVID-19 hot spots and predicts where new outbreaks might occur; the third does proximity checking.

      Aarogya Setu takes a Silicon Valley approach to providing services: collect lots of data and automate responses. Maybe that’s no surprise; it’s being run under the Ministry of Electronics and Information Technology (MeitY) rather than the Ministry of Health and Family Welfare. When users register, they provide their name, phone number, age, sex, and countries visited in the last thirty days—and also agree to Bluetooth proximity checking and GPS tracking. Aarogya Setu then asks the user to do a simple self-assessment, answering a few questions about symptoms (cough, fever, difficulty breathing), abbreviated medical history (any history of diabetes, hypertension, lung or heart disease), international travel in the previous fourteen days, and two factors that increase a person’s risk of having contracted the disease: interactions with or living with someone who has recently tested positive or being a health care worker who examined infected patients without wearing protective gear.19

      The app provides an automated assessment of the person’s risk of being infected and makes recommendations regarding isolation and the need to get tested. The value of this is unclear. The government does not enforce isolation, and, even six months into the pandemic, testing continues to lag. There’s also a failure of follow-up. By mid-summer 2020, the country was overwhelmed with COVID-19 cases. In many places, it was simply not possible for contact tracers to follow up with known cases.20

      The information collected by the app can be used in other ways, too. In a podcast interview shortly after the app launched, Lalitesh Katragadda, who heads the product and architecture teams at Aarogya Setu, said that as disease hot spots are emerging, the information the app has collected “will allow us to control and trace people and quarantine people early, and contain [COVID-19] much faster than we would otherwise.” Within weeks of the app’s launch, the government reported that Aarogya Setu anticipated identifying over 1,200 emerging COVID-19 “hot spots” that might not have been found otherwise. But this didn’t appear to be the case. Raman Jit Singh Chima, Senior International Counsel and Asia Pacific Policy Director of Access Now, a civil society group, told me: “When Aarogya Setu took hot spots to the states, the states said, ‘We already had that data.’ ” He added later, “As summer progressed, it became clear that the state government responses to COVID-19 spikes and public health responses to contain the rise were not primarily relying on Aarogya Setu and its data, insights.”21

      Aarogya Setu also lets users know the number of COVID-19 cases within a 0.5-, 1-, 2-, 5-, and 10-kilometer radius, the idea being to warn a user about the risk of traveling in certain areas (5–10 kilometers is the maximum distance that urban commuters tend to travel), but it is its third capability, proximity tracing, that has garnered the most attention. This function works across three different operating systems: Android, iOS (Apple), and KaiOS (a system used in inexpensive smartphones that have become popular in India since 2018).22

      When Aadya and Bhargav encounter each other while using Aarogya Setu, their devices conduct a Bluetooth proximity exchange. In contrast to TraceTogether and almost all other proximity-checking apps, Aarogya Setu does not use temporary IDs for its users. Instead, the app uses a static identifier for each user, which allows a snooper—someone collecting the BLE notifications—to track app users’ locations. Anyone from criminals to governments could learn a person’s exact location simply by tracking their BLE signals. The Indian Army especially objected to this feature, ordering its personnel not to use Aarogya Setu while in the office, during military operations, or at any sensitive location.23

      If neither Aadya nor Bhargav tests positive for COVID-19, the record of their encounter—they exchange temporary identifiers—never leaves their phones. But if Bhargav later tests positive for COVID-19, data covering his encounters with others and thirty days’ worth of his location history are uploaded to a government server. At that point, the app calculates Aadya’s risk of exposure and passes the information on to the Ministry of Health or the state health department contact tracers. Aadya may receive an exposure notification from the app that she is at a low risk of infection (encouraging her to be cautious), or she may receive a call from a contact tracer if the risk is moderate or high. If the latter, she may be told to isolate and also reminded to dismiss her maid—the assumption being that anyone who owns a smartphone also employs domestic workers. Aarogya Setu, like TraceTogether, retains a role for public health workers as essential players in successful contact tracing—when there are contact tracers available to make those calls.24

      In early May, the Indian government made Aarogya Setu compulsory for all public and private-sector employees—that is, all workers in the formal economy—as well as for anyone living in a containment zone (areas that have been isolated due to COVID-19 cases). That order was rescinded just two weeks later. Some Indian states required that all travelers use Aarogya Setu before boarding a train or plane; that order, too, was later rescinded. Some shopping malls, food markets, and government offices have turned away people for not running the app. Several months later, the government settled on “strongly encouraging” the app’s use. In August, the developers provided an interface for companies to query the app about their employee’s health status.25

      When it comes to telecommunications, India is two countries. In the cities, smartphone use is high. In contrast, rural Indians frequently have “feature phones” that can access email, GPS, and some social networks, but lack the BLE capability required for proximity tracing. For feature phones, Aarogya Setu includes the assessment test, which provides the government with information about possible spread of the disease, but feature phone users don’t receive the benefits of contact tracing and exposure notification capabilities to which the 40 percent of India’s population with smartphones have access. To the extent that the app diverts resources from the poorer three-fifths of India’s population, the app may be causing more harm than good.26

      Given India’s inability to manage the three legs of the contact-tracing stool—test, trace, and isolate—the government’s hard push for residents to adopt Aarogya Setu may seem surprising. It appears to be related to the “National Health Stack,” a digitized health care repository due to come online in 2022. A project with a big vision intended to simplify access to health records, streamline billing, and control medical costs through an efficient supply of drugs and medical supplies, the National Health Stack is premised on easier access to data, lots of data. An Aadhaar number will be the identity of choice. It’s notable that privacy doesn’t come up until two-thirds of the way through the government’s strategy document describing the National Health Stack.27

      Katragadda said that some of Aarogya Setu’s data will be automatically transferred to the National Health Stack. He assured me that only results of diagnostic tests and related information would be transferred—and only at the explicit request of the patient. That claim, however, doesn’t stand up to scrutiny. As of this writing, the only document governing the use of data in Aarogya Setu is a “protocol” issued by MeitY. The protocol specifies which agencies may receive the information (largely, but not solely, those involved with health care) and the length of time that these data may be retained. But an analysis by one of India’s civil society organizations, the Internet Freedom Foundation (IFF), found the policy fell far short of protecting privacy. Of greatest concern was how the policy allowed the government to share information about close contacts and location for anything from contact tracing to medical research to managing the pandemic. IFF also noted there was no policy for deleting contact, location, and the self-assessment test if the user requests it—and no explanation of whether limits on data retention apply to so-called anonymized data.”28

      By July 2020, three months after its introduction, Aarogya Setu’s downloads were declining even while the number of COVID-19 cases in India was soaring. But with so many businesses pushing customers and employees to use the app, Aarogya Setu continued to collect patient health data.

      

      Let’s take a step back and think about what happens when a person uses these apps. When Ben and Alyssa’s phones exchange proximity information while using TraceTogether, no one learns about anything unless Ben tests positive for COVID-19. Then a government contact tracer receives information about their encounters. The phone collects records of two types of meetings: those Ben knows about and may recall—whether it was something that happened while sitting next to someone indoors or a less risky outside encounter—as well as the anonymous ones Ben is less likely to remember, for instance, how long he stood next to a given person on a bus or in a department store. Based on a conversation with Ben and data from the phone, the contact tracer assesses whether Alyssa was a “close contact.”

      If she is, Alyssa will be told to quarantine. That means no going to work, no food shopping, no taking care of her children or other relatives. It’s restrictive and hard. In a nation where there’s no unemployment benefits unless you’re a citizen or permanent resident—and 30 percent of workers in Singapore are not—the consequences can be severe. And all of this is solely on the basis of an estimate of whether Alyssa is likely to become infected—an estimate because the app and contact tracer cannot know for sure.

      If Alyssa later turns out to be infected as a result of her encounter with Ben, the quarantine order was a wise choice. If not, it was a costly one, with Alyssa bearing the expense. Either way, the decision was out of her hands; once the app noted the encounter and Ben was diagnosed, MOH determined Alyssa’s need to quarantine.

      The situation in India is slightly different. If Bhargav tests positive and is using Aarogya Setu, Aadya may be called by a contact tracer and told to isolate. As of this writing, enforcement has not been as strong as in Singapore—and so Aadya may experience no adverse consequences when the public health agency learns of her exposure. That could change, of course.

      Using TraceTogether or Aarogya Setu means that if either Ben or Bhargav become ill with COVID-19, their Ministries of Health receive information on their phone about their encounters. Both Singapore and India have instituted policies that say this information is only to be used for health purposes related to the pandemic. But if there’s one certainty about data collection, it’s “function creep”: the increase in uses of collected information. Without even a parliamentary discussion—let alone a vote—Israel repurposed a secret database of cellphone location information used for terrorist investigations for use in COVID-19 contact tracing. The country used the database to enforce quarantine on close contacts of infected people. Function creep happens everywhere. US criminal wiretap law, for instance, started out limiting the use of wiretap warrants to twenty-five different types of “serious” crimes; now that list numbers nearly 100.29

      In this situation, extending a government’s ability to collect location and proximity information on the people within its borders poses a serious threat to civil liberties. Contact tracing surveils and contains infected people and their contacts in the name of public health, but contact-tracing apps could potentially surveil everyone—especially if the apps are widely used. As epidemiologists and computer scientists began thinking about using that radio in your pocket to aid contact tracing, the privacy issue lay dead center in front of them.
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        Protecting Privacy while Tracing Disease

      
      Contact tracers invade the privacy of infected individuals in order to protect the public’s health. To the extent that it is possible, providing confidentiality is critical to the success of their endeavor. During the height of the HIV/AIDS epidemic, those infected were barred from schools, fired from jobs, and refused medical treatment by frightened health care providers—even though the actual chances of transmitting the disease in those situations was low. While contact tracers inevitably share some portion of what they learn with their local public health authorities, they can and do keep a patient’s information confidential within the constraints of broader public safety.1

      To do their work properly, a contact tracer needs to learn whom you might have exposed while infectious. For typhoid, the answer to that question might be the people you had cooked for; for syphilis and HIV/AIDS, it might be people with whom you had sex or shared needles. For COVID-19, the answer depends on where you’ve been, who’s been near you, and what you were doing while you were there. Such information may seem, at first glance, less invasive than the question of whom you’re sleeping with. But the identification of the places you’ve been and the people you’ve been with, let alone what you were doing with them, says a lot about you.

      A trip to a gynecologist’s office followed by a stop at a maternity shop tells one story. But if those are followed a few weeks later by a late-night visit to a hospital emergency room and no more trips to the gynecologist, this reveals a different tale, one that even the woman’s closest friends might not know about. Phone GPS data can disclose that a person stayed out past a government-imposed curfew, or that someone with a history of drug-related arrests stayed over at his aunt’s, putting her at risk of losing her public housing apartment.2

      It’s easy to identify people just from their location data; a rough sense of where people are during the workday and at night is enough to identify 95 percent of people. Patterns of location information can reveal an extraordinary amount about a person’s habits and history. If you stop by a church for Alcoholics Anonymous on Tuesdays, Thursdays, and Saturdays at 7, your regular appearance at the church at those hours, combined with the fact that you’re not religious, might disclose your attempt to recover from a drinking problem. If you hang out in a particular neighborhood on Friday and Saturday nights, that might give away that you’re gay.3

      Proximity data can similarly reveal activities you might not want to share. Possibly you ran into an old girlfriend on the subway and the two of you stopped for a coffee, an encounter you’d just as soon not mention at home. Maybe some of your friends work for the competition, and while you’re careful not to discuss proprietary information when you meet, your weekly get-togethers could cause trouble for you with your boss. Or you’re a journalist; a list of who you’re meeting with might endanger your sources.

      Your social network can reveal your politics or sexual preferences. Public knowledge of whom you spend time with can put you at risk of social, political, and legal consequences. Maybe you spend time with a group of old friends whose political views are quite different from yours. You can be tagged as having one set of beliefs even though yours are almost the opposite.4

      

      As the first COVID-19 contact-tracing apps were being introduced, Carmela Troncoso, a faculty member specializing in security and privacy at the Swiss École Polytechnique Féderalé de Lausanne, grew increasingly concerned. “I was not in favor of these apps because of the huge cost of surveillance,” she said. “Privacy is not a goal in itself; it’s a means to protect ourselves from what others learn about us.” Nor were the apps themselves the only thing on Troncoso’s mind. With infections soaring, some governments were considering issuing “immunity passports,” documents attesting that someone had already had the disease and was therefore presumably immune (this turned out not to be the case). Looking at the range of information being collected on databases related to tracing and treating COVID-19, Troncoso stated, “That infrastructure should not be built.”5

      Yet Troncoso and other privacy researchers believed privacy-protective technology could play a role in containing the global pandemic. Could an app go backwards in time and check a person’s proximity history while keeping the history of encounters private? Could the app send notifications to close contacts while keeping confidential who had exposed them to the disease? A number of cryptographers and privacy researchers around the world, Troncoso among them, saw a way to do this.

      Three groups of researchers, one in Europe and two largely based in the United States, independently began developing a model based on essentially the same technical solution. Meanwhile, Google and Apple, who between them control the operating systems for almost all the world’s smartphones, were thinking along similar lines. Collectively, all these groups were exploring the idea of apps that could provide information on exposure without revealing any information on people’s encounters. The app would be able to tell Aliyah that she’s been exposed to COVID-19 and was at risk of contracting the disease, but it would give no information that Bobby had exposed her to COVID-19—or even that they had been in each other’s presence.6

      This approach presented some engineering challenges common to all contact-tracing apps as well as some new ones. All of the solutions relied on BLE technology, but Apple’s operating systems use proprietary technology for BLE signals running within their own apps. This saves battery life, but also prevents iPhone apps from communicating with Android devices if the apps were running in background.

      The engineers needed to devise a system that would allow a privacy-protective proximity checking app to scan for signals every few minutes across operating systems without draining the battery. One option, of using a system-compatible app to wake up the phone’s central processing unit to initiate scanning, would also drain the battery. The easy fix was to have the phone’s operating system, which already manages this functionality for other applications, also do so for proximity-checking apps. This preserves the battery while ensuring that phones running different operating systems could conduct proximity checks.7

      This solution provided an added benefit: Google and Apple could limit access to the infrastructure supporting this surveillance capability to “appropriate” apps. The companies agreed that only apps developed by public health agencies for the sole purpose of informing users of COVID-19 exposure could use the interoperable, proximity-checking, battery-preserving system; these apps would not be allowed to collect location information and would not be permitted to link from this app to other data without the user’s explicit consent.8

      Privacy was foremost in the cryptographers’ minds. They focused on developing apps that reported exposures but not encounters—a different aim than that of either TraceTogether or Aarogya Setu. Instead of letting public health authorities know that Bobby had been infectious when he and Aliyah had encountered each other, the app would directly notify Aliyah she’d been exposed. That’s all Aliyah would learn. She wouldn’t know who or when, or even learn the list of encounters. Nor would anyone else.

      The app might advise Aliyah to call her health department or doctor. It might recommend that she isolate herself and check her symptoms daily. The app might suggest testing. But unless Aliyah opted in to alert public health authorities to her potential exposure, public health authorities would not learn of Aliyah’s exposure—and most people follow the default settings.

      Technically, this was not a contact-tracing system; what Google, Apple, and the cryptographers had created was a system for exposure notification. The name the effort adopted, Google Apple Exposure Notification (GAEN), clarified that. A GAEN-based app would inform Aliyah, and only Aliyah, of her exposure.

      In this model, privacy wins. No one learns of Bobby and Aliyah’s encounter. Confidentiality wins too; Aliyah does not learn that Bobby exposed her to COVID-19. Public health authorities lose out, for such an app would not provide information to track the path of an epidemic. Without knowing how or where an infection is spreading, public health authorities have limited tools at their disposal for containing an epidemic. Public health authorities are not thrilled about this development.9

      Epidemiologists use information from contact tracers to track how a disease is spreading and to determine where to put resources. “Suppose you are notified of a case in an apartment complex,” Dr. Richard Rothenberg, Regents Professor at the Georgia State School of Public Health, told me. “You can test within the complex [for spread is likely there].” GAEN-based apps inform a person of exposure, but they don’t tell them where or when the exposure took place. Even if Aliyah chooses to inform public health authorities that she’s been exposed, she can’t share information about where she became infected with them—because she herself doesn’t know. Epidemiologists learn nothing about where spread is occurring.10

      Keeping contact tracers out of the loop also has costs. “Sometimes people think contact tracing is about simply giving someone a phone call and giving them advice and expecting them to follow it,” said Kate Adern, Director of Public Health in Wigan, England. She explained, “Whereas those of us who’ve got some experience in contact tracing know that the phone call is just the start. You’ve actually got to help that individual manage the consequences of the advice you’re giving—if you want people to actually comply with the advice. That has been missed in the national thinking, not recognizing that, for example, if people work in the gig economy or they’re self-employed, it’s much more difficult to be off work for fourteen days.” With an exposure notification system, public health departments could provide Aliyah support—but only if she reaches out to them and only if the local/state system has support to offer, which may not be the case. If Aliyah chooses not to, she’s on her own.11

      Why did the cryptographers and companies settle on exposure notification rather than a more traditional contact-tracing model? Privacy. If Ben is using TraceTogether when he is discovered to have COVID-19, his close contacts are shared with Singapore’s Ministry of Health. If Aliyah is using a GAEN-based app, she learns of her exposure—but no one else does. No third party makes use of the fact that Aliyah and Bobby have been in close proximity. No one learns who Aliyah or Bobby’s close contacts are. That’s the way the cryptographers and the two tech companies wanted it.

      

      Let’s take a closer look at one of the GAEN-based apps. The European effort, DP3T, grew out of conversations between epidemiologists and cryptographers in Germany and Switzerland. SwissCovid, a Swiss GAEN-based exposure-notification app, was launched in June 2020.

      As with all GAEN-based apps, SwissCovid relies on temporary identifiers to register users’ proximity. These change frequently (every fifteen minutes), as do TraceTogether’s but not Aarogya Setu’s. A key difference between the GAEN system and TraceTogether, however, is that GAEN decentralizes all information public health authorities learn about people’s exposures. As with all GAEN-based systems, the phones themselves generate the identifiers; unless at some point a phone shares its identifiers, only the phone that generated the identifier has information on which phone—and thus which person—the identifier belongs.

      Suppose Amelie and Bart are both using the app and encounter each other when, unbeknownst to Bart, he is already infectious with COVID-19. Bart’s identifier is stored on Amelie’s phone for ten days, the incubation period for COVID-19.

      Sometime after his encounter with Amelie, Bart feels ill and is tested for COVID-19. When Bart tests positive, he receives a verification code from the health authority to enter into the app. His phone uses this code to confirm with the health authority server that Bart has tested positive. Bart’s phone then uploads the identifiers his phone used during his infectious period to the health department server.12

      You might wonder why Bart’s identifiers are uploaded to the server; after all, the health department already knows Bart is ill. The server needs Bart’s identifiers to let those who came into contact with him know that they have potentially been infected—and it needs to do this without informing anyone that Bart may be the one who exposed them.

      Amelie’s SwissCovid app automatically checks with the health authority server twice daily to discover whether she has been exposed to COVID-19. If Amelie’s time near Bart was short—say, less than ten minutes—she is not notified of possible exposure (based on current epidemiological knowledge, ten minutes is not long enough for her to become infected). But if Amelie encountered Bart for longer than that and was within six feet of him during that time, the app would alert her. As is the case for all GAEN-based apps, SwissCovid will not tell Amelie who exposed her, or even where she was exposed, but it will let her know that she needs to take precautions.

      SwissCovid—and many other apps—can handle more complex situations as well. With COVID-19, your total exposure to the virus in a given period matters much more than who exposed you to the disease. Three five-minute exposures from different people in a short time period carries the same risk as a single, fifteen-minute exposure by one person with the same viral load. While the SwissCovid app cannot of course know a given person’s viral load or what exactly you were doing when you were exposed, it attempts to solve for this problem by calculating a user’s total exposure within a given twenty-four-hour period.

      Let’s say, for example, that the day Amelie encountered Bart was the same day that she also stood close to Chiara, Daniel, and Ella on the bus. All three were using SwissCovid, so Amelie’s phone received their temporary identifiers as well. Amelie was on the bus for fifteen minutes, and she came into proximity with Chiara, Daniel, and Ella for less than ten minutes each. There’s some variability in that measurement; Androids sample every three and a half to four minutes and iPhones every five.13

      Two of Amelie’s encounters that day—the ones with Daniel and Ella—turn out to be significant. A day after Bart tested positive, Daniel and Ella did as well. When Daniel and Ella entered their verification codes, their apps uploaded their temporary identifiers to the health authority’s server. At that point the health authority’s server has the temporary identifiers for Bart, Daniel, and Ella during the period each was infectious.14

      Each check-in by the SwissCovid app actually asks ten questions of the server. Which identifiers were uploaded ten days ago? Which were uploaded nine days ago? Which eight days ago? And so on, up to the previous twenty-four hours. Amelie’s app then calculates whether Amelie had a cumulative exposure of fifteen minutes within any of the twenty-four-hour periods. If yes, Amelie receives an alert from the app that tells her to call the Infoline and avoid contact with other people for ten days. She’s also told she’s eligible for free COVID-19 testing.15

      What happens next is up to Amelie. There’s no legal requirement for Amelie to call Infoline or isolate. Even if there were, it would be unenforceable, since the health authorities are not informed of Amelie’s exposure. But Amelie has an incentive to call. The Swiss government makes isolation easier by providing financial support if Amelie has received an alert through the app, but Amelie has to reach out for this to happen. Because exposure notification doesn’t let anyone but Amelie know of her risk, Amelie misses out on a contract tracer’s encouragement and potential support unless she herself initiates it. How Amelie responds to the exposure notification is entirely her choice.16

      

      SwissCovid was the first GAEN-based app, but it’s hardly the only one (and more are arriving all the time). Because the apps are developed by different public health authorities, their variations reflect local preferences—with the firm caveat that location is never collected.

      The Republic of Ireland’s COVID Tracker Ireland combines the privacy protections of an exposure-notification app with an option that provides some of the benefits of contact tracing. When users sign up, they are given a choice whether their potential exposures can be shared with public health authorities, thereby enabling some contact-tracing features.

      Like Aarogya Setua, COVID Tracker Ireland also has a daily check-in function for users. The Irish version is far more specific than the Indian version. The survey starts by asking users to pick either “I’m good, no symptoms,” or “I’m not feeling well today.” If a user marks that she’s not feeling well, she’s asked about fever, coughing, trouble breathing, or loss of sense of taste or smell. The app provides some basic medical advice based on a user’s entries and keeps a record of symptoms over the past twenty-eight days.17

      If a COVID Tracker Ireland user, Aoife, has opted into the contact-tracing system, she will have provided a phone number at the time she signed up for the app. If Aoife receives an exposure notification, so does the health department, and Aoife will be called by a contact tracer. Otherwise, Aoife will simply receive an exposure notification, more or less like SwissCovid’s. In either case, no one learns who caused her exposure.18

      The app appears to be surprisingly popular: in its first week, 37 percent of Ireland’s population downloaded the app. And in a sweet victory for public health and borderless worlds, Ireland’s COVID Tracker interoperates with the exposure-notification app developed by Northern Ireland.19

      COVID Tracker Ireland has another feature as well. With the user’s permission, it collects various types of metrics, including whether the app is in use, whether the user has been notified of exposure, and the ratio of such alerts to positive tests. Ireland’s Health Services and Department of Health use this information in the aggregate to determine the app’s impact on curtailing the disease. If such information is not collected—and most GAEN-based apps don’t do so—there’s no way to measure the apps’ effectiveness.20

      Both Switzerland and Ireland developed a single GAEN-based app for the nation. In the United States, public health is almost entirely the responsibility of state and local governments—and that means the apps have been too. In the US this responsibility falls to the states, and the IT departments of state public health agencies have been responsible for developing—or contracting out the development of—contact-tracing apps. Various states are developing GAEN-based apps, with Virginia’s first out of the gate in early August 2020.

      The existence of potentially fifty different exposure-notification apps in a country with porous internal borders creates complexity. What happens if Bobby, who lives in Washington state and works in Oregon, uses a Washington GAEN-based app and encounters Aliyah in Portland, where she lives and uses an Oregon GAEN-based app? To find out if she’s been exposed to the coronavirus, Aliyah’s Oregon-based app needs to check not just the temporary identifiers reported to the Oregon state health authorities, but also those reported to Washington and to other states.

      Although the state apps vary in how they work—think of the differences between SwissCovid and COVID Tracker Ireland—they retain the key features of all GAEN-based apps. The app itself calculates risk of exposure; temporary identifiers are generated by users’ phones; and users’ identities are uploaded to a central server only after a confirmed COVID-19 test. This means that all the Oregon app needs to know is which Washington temporary identifiers belong to someone who tested positive (and the Washington app needs to know the same thing about the Oregon temporary identifiers). If Bobby was tested while in San Francisco, the Washington app would have to accept the verification code issued by California’s Department of Public Health. The national organization for state and local public health labs, the Association of Public Health Laboratories (APHL), is working on a cloud-based solution enabling state and territorial public health GAEN-based apps to interoperate.21

      The European Union is creating an infrastructure that will effectively erase national borders for European apps that meet certain standards for privacy protection. To qualify, apps must be voluntary, decentralized, transparent, and secure; use temporary identifiers; and not collect location data. An app downloaded in one country will be able to report a positive COVID-19 test conducted in a second nation and receive exposure notifications while in a third. That’s ease of use and privacy in a single package.22

      

      Privacy was the driving force of the GAEN-based apps, but as Troncoso noted, privacy is simply a means for protecting ourselves from the consequences of what others might do with the information they learn about us. In acting to protect privacy, we need to understand three different issues: Who might want to know about me? What might they want to learn? And what might they do with the information?23

      Let’s start with the “who.” The public has a great appetite for information for well-known people—even if they are well known only within a small community. People who know you are also potentially interested; this ranges from people at work to casual acquaintances to friends and family. And while many people say, “I have nothing to hide,” the fact is that most of us use some type of curtains in our homes and do not publish our tax returns or love letters. We selectively choose what information we share with our spouses, our children, our parents, our friends, and in the workplace, and consider it healthy to do so.24

      The exposure-notification apps reveal only that we may have been exposed to the disease; contact-tracing apps combine this information with intelligence on whom we spend our time with. If we’re focused on health-related information, the pool of potentially interested parties increases dramatically, including employers—present and potential—and health authorities. If a jurisdiction enforces quarantine, law enforcement may also want to know. Meanwhile, epidemiologists are interested in the information for both public health and research.

      What might these various parties want to do with this information? Friends and family are always curious about the choices people make in their daily lives: who they see, where they go, what they do. Governments regularly seek information about where we are and whom we meet. Sometimes it’s for such purposes as planning (for instance, revising bus and subway schedules); sometimes it’s for use in criminal and national security investigations. Some governments, including the US and the UK, also track the movements and associations of people involved in political and civil society groups. The explosion of online advertising means that the private sector, too, is now intensely interested in our whereabouts and our social networks.25

      During a pandemic, governments want to know if people are obeying quarantine and social distancing rules. Public health and medical authorities want to learn how the disease progresses and the effectiveness of particular treatments. Epidemiologists want to track a disease’s spread and where future hot spots might be brewing. And everyone wants to know which groups are most vulnerable to the disease. Answering those questions requires a lot of data, much of it highly personal.

      As for what people do with the information they learn, that depends. Family members might become upset over their relatives’ choices to go to a bar or large party. Or they might be relieved to know that a loved one was not exposed at work, even though there had been an infected person on the factory floor. Universities might use the information to warn a student of exposure. Or they might use the information to expel a student who failed to follow the rules about no large gatherings. Governments might decide to provide financial support to induce exposed people to stay home. They might decide to use the information to close certain locations that are too crowded.26

      This information is quite powerful; that’s why the GAEN-based apps limit sharing of information. But even though GAEN has built a system to protect privacy, any contact-tracing or exposure-notification app, including GAEN-based apps, requires that at least some users (those who test positive) upload temporary identifiers onto a publicly accessible server. How secure is the server? How secure is the process? Are there strong protections against a rogue employee releasing information? When a system says it anonymizes data before releasing it, does the anonymization process really work?

      An initial step is for app developers and public health agencies to provide clear and explicit statements about the processes of how data is handled and where it is stored. Specificity matters; a privacy policy that says “we keep your data safe” can mean anything. Does the policy explicitly state where the data is stored, who has access to it, and under what circumstances? This enables organizations like India’s Internet Freedom Foundation and the press to see whether the app’s owners are actually adhering to the stated policy.27

      We know, for instance—because it said so publicly—that APHL plans to store identifiers provided by individual state and territorial agencies on a Microsoft cloud. This explicit answer is useful. While some might worry about such highly personal data being stored in a commercial service, most experts consider the Microsoft cloud to be secure and privacy-protective. Even the US Department of Defense, known for its focus on security, relies on the Microsoft cloud for government computing.

      Seeing is believing. It’s not good enough to know how the app works; for data as private and personal as that collected by contact-tracing and exposure-notification apps, accountability depends on being able to check that the computer code does what the app provider claims. That’s why the code should be “open source,” that is, publicly visible. The two GAEN apps we’ve discussed, SwissCovid and COVID Tracker Ireland, are open source, as is TraceTogether, whose code then became the basis for Australia’s COVIDSafe app. With open source, someone else can use the code to create an app, but the app can’t use the GAEN infrastructure unless it is from a public health authority. But while Aarogya Setu’s app code is public, its server code is not, thus limiting the public’s ability to evaluate the developers’ stated claims about security and privacy.28

      You can’t keep information private if you don’t first secure it. The questions about security raise many of the same issues as the broad privacy questions do—Who might want to know about me? What might they want to learn? And what might they do with the information?—but the focus is from a somewhat different angle.

      Security experts are not worried about a curious friend who wants to know whom you were with the previous evening (the friend’s best bet is to look at the phone when you’re out of the room). Security experts are concerned about an adversary who seeks to hurt you or your community. And the adversary may be willing to use illegal methods to get at the information. Your information may not even be the end goal; it might simply be a stepping-stone to someone else’s. That means it’s not always clear who your attacker might be.

      Contact-tracing and exposure-notification apps are, in theory, enormously efficient tools to determine when someone may have been exposed to someone or some people who later tested positive for COVID-19. We would do well, however, to remember that any efficiency has a cost. In trying to combat COVID-19 through the use of technology, we’ve created a new security risk: new forms of personal data, some of it on phones, and richer sources in the databases.

      What might the attackers want to learn? Adversaries can have very targeted goals, as in the case of the Chinese hackers who stole the personnel records of 21 million people from the US Office of Personnel Management. The scope of the theft included not only all federal employees but also anyone who had applied for a government security clearance. Records included financial data, psychological records, and information on drug and alcohol use, information that could open the targets to blackmail—and now it was in the hands of the Chinese government. Someone executing a targeted attack on contact-tracing or exposure-notification information might be looking for who’s infected or who’s spending time with whom, or they might be seeking to know where infection is spreading to corner the market on masks or other forms of protective equipment.

      It’s also possible that an adversary might simply be exploring what kinds of information they can stow away for later use. An attacker might simply want to know the identity of your evening companion—blackmail, anyone?—but they might not stop at that. Apps that centralize information offer attackers the opportunity to learn the temporary identifiers of anyone you’ve encountered, and possibly where you’ve been.

      Adversaries can also come from inside national security or law enforcement. Some NSA employees used internal databases collected for terrorism investigations to check on the communications of lovers and exes. Contact-tracing and exposure-notification apps collect information on infection and encounters. Law-enforcement investigators might pressure a health authority into releasing information about encounters in a critical criminal investigation. Despite their public commitments to using collected data only for public health purposes, centralized systems such as TraceTogether or Aarogya Setu could be subject to this sort of interagency pressure. GAEN-based and privacy-protective proximity-checking systems are designed to ensure that information about encounters instead resides on individuals’ phones.29

      Some security experts also worry that contact-tracing and exposure-notification apps offer opportunities to sow disinformation. If large numbers of people falsely reported positive COVID-19 diagnoses, especially after being in crowded situations—an outdoor football game or political protest, for example—lots of people would receive false notices of exposure. Some would unnecessarily isolate themselves; some would discover the deceit. Trust in the apps, and in the health care system, would decrease. The apps’ designers anticipated and eliminated that particular problem by requiring a verification code from the health authorities for a positive COVID-19 test before sending out notification. But like any security threat, attackers are likely to return with a different form of attack.30

      One can envision multiple other attacks, some more plausible, some less so. Some will undoubtedly be deployed. The best of the contact-tracing and exposure-notification apps minimize insecurity, but they can’t entirely eliminate the risk. Any time there is a data collection system, there will be attacks. Some may succeed.

      Securing the system means protecting against all these types of issues, and more. It involves all the standard ways of protecting computer systems—ensuring that users are authenticated, encrypting communication and stored data, protecting against insiders leaking information—and some new ones. These new forms of data use present new risks.

      

      Contact-tracing apps are premised on the idea that technology can help solve an intractable problem. The coronavirus’s ability to be transmitted through the air, even by people not experiencing symptoms, posed frightening risks to public safety. The result was two simultaneous crises: the COVID-19 pandemic and the economic crisis spawned by “stay home, stay safe” orders. Stay-at-home orders helped lower the damage from the first, but they created and exacerbated the second. In this context, contact-tracing apps and their privacy-protective cousin, exposure-notification apps, promise to make it easier for people to make decisions about venturing out—including going to work.

      In theory, a tool that can go back in time to recall interactions between people provides a way to lower the infection rate. If Aliyah followed the suggestion to isolate, her use of an app could potentially break some COVID-19 transmission chains. In practice, the situation is somewhat more complicated. There are complexities ranging from how well the apps work in varied environments—on a train, in an apartment building, in a lecture hall—and what impact they have on a disease with a high percentage of asymptomatic carriers. We now turn to the critical issue of efficacy.
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        Can Contact-Tracing Apps Be Effective Tools of Public Health?

      
      To stop an epidemic, public health authorities focus on lowering R0. Even for a given illness, this number varies tremendously according to the protective measures a society takes (wearing masks, practicing social distancing, and other measures). In early March 2020, COVID-19’s R0 was just below 4 in New York State. Once the state instituted a shelter-in-place order and virtually no one was on the streets, R0 dropped below 1. It continued to hover quite close to 1 for the summer and into the fall, even after the state came back to life and began to open bars and restaurants.1

      By helping to keep spread in check, could contact-tracing apps have lowered R0 enough to allow people to safely work, participate in social life, and be with their families? Lacking a real-life human experiment to answer this question, epidemiologists turn to models; these are in turn based on existing data. In the case of COVID-19, some of the best data comes from a citizen-science app developed by the BBC to accompany its 2018 documentary on the Spanish flu, Contagion! The BBC4 Pandemic. Participants agreed to provide a twenty-four-hour snapshot of their locations and self-reported contacts, which epidemiologists then used to model how a similar epidemic would spread in twenty-first-century Britain.2

      The BBC database ultimately included the locations and contacts of 36,000 people. It showed their movements over the course of a day, including how many people they saw at work, at school, and elsewhere. The data allowed researchers to develop a model that could simulate various interventions at the population level, from isolation, testing, contact tracing, and social distancing to app usage.3

      The resulting model showed that if 90 percent of ill people self-isolated and their household quarantined upon learning of their infection, 35 percent of cases would have already spread the disease to another person. If 90 percent of the contacts of those infected also isolated upon learning of the previous person’s infection, only 26 percent of cases would have infected someone else. The contact tracers, in other words, bought time. By having potentially infected people isolate, contact tracing prevented new rounds of infections. In another iteration, the researchers added apps to the mix and assumed that 53 percent of the population would use them. By notifying people of potential infections faster than a contact tracer could, the apps lowered the infection rate further, so that only 23 percent of cases infected another person. At that high adoption rate, the disease doesn’t disappear, but it also doesn’t cause a pandemic.4

      Models, of course, are only as good as the assumptions on which they’re based. The idea that 53 percent of any given population would voluntarily use a contact-tracing app and that anyone receiving an exposure notification would isolate is doubtful, at best. Still, because the apps appear to help lower R0, governments and public health officials have jumped to add them to the mix of public health tools available to combat COVID-19’s spread.5

      Given the high stakes involved, we need to look at how apps are deployed in real life. How well do apps actually work? Are they more effective than more traditional, and less invasive, public health tools? Can they usefully supplement manual contact-tracing efforts? COVID-19 has hit low-income and Black, Latinx, and indigenous communities particularly hard. The possibility of public health organizations embracing contact-tracing apps as a line of defense against epidemics raises new questions about equity and the balance of individual privacy and public safety. Will contact-tracing apps exacerbate inequities already present in society?

      A robust public debate about the implications of deploying what is effectively a public surveillance system didn’t occur; instead, many officials deployed these apps essentially overnight. We need that debate, but first we must look at efficacy. If the apps aren’t efficacious, then there is no reason to consider them further.6

      

      Following advice from the WHO, most public health agencies have promoted the idea that “social distancing” is the safest way to guard against exposure to the coronavirus. For the CDC, the magic number is six feet (in metric-based nations, it’s usually two meters). Stay at least that far away from other people, so the theory goes, and you’re safe. Since the BLE technology on which contact-tracing apps run depends on proximity, engineers hoped that phone-to-phone contacts could serve as a reasonable proxy for risky exposures. In practice, this has turned out to be not entirely straightforward.7

      In theory, the strength of the BLE signal that a phone receives from another indicates the distance of the device emitting it. To test the accuracy of this assumption, researchers at Germany’s Fraunhofer-Gesellschaft simulated the experiences of people sitting on a train, waiting on line, being served by a waiter in a restaurant, and attending a cocktail party. Over 139 tests, the phones correctly determined time and distance exposure 70 percent of the time. This information seems encouraging, but the simulation took place in a test facility that lacked walls. The “train car” had no metal sides, the people waiting on line encountered no checkout counters or supermarket shelves, and neither the restaurant nor the cocktail party included walls or serving stations. This matters because radio waves often reflect off surfaces.8

      When researchers from the University of Dublin tried these tests in actual train cars, they obtained different results. Seven volunteers with phones running GAEN-based apps distributed themselves around a train car and measured the signals their phones received over a fifteen-minute period. Radio waves are supposed to vary inversely according to the square of distance, so the researchers were surprised to find that the signals stayed constant at a distance of 1.5–2.5 meters and began to increase after that. Apparently, a flexible metal joint between train carriages concentrated the signal.9

      As they looked more closely at the results, the researchers found more surprises. Signal strength varied depending on whether a person carried their phone in their back pocket, their front pocket, or in a backpack or handbag. The signal strength varied by device model, by the shape of the room, even by the construction materials. Depending on the construction material, BLE signals can indicate that people are near each other when they are actually in neighboring apartments.10

      Epidemiologists understand that the six-foot measure is somewhat arbitrary; engineers know that BLE signals don’t measure distances precisely. If the rest of us come to use these systems, we also need to understand their limitations.

      

      Measurement imprecision isn’t the only problem for contact-tracing and exposure-notification apps. The apps are not built to record the real-life circumstances that affect the likelihood of transmission in any given case. If Alyssa is six feet away from Ben in a small room for fifteen minutes, there’s likely risk of exposure. But if Alyssa is four feet from Ben, outside, and wearing a mask, she’s likely to be safe. Large gatherings of people indoors carry risks of spread, while similarly sized groups of masked people outdoors are less dangerous. Apps can’t distinguish between these situations. Nor do apps know if the person standing eight feet away from you is belting out a song—dangerous if they’re infected—or just standing quietly.

      The apps are also ignorant of a room’s ventilation, an important factor in how the virus spreads. When an infected person breathes—or speaks, sings, coughs, or sneezes—they emit viral particles packaged in a mixture of mucus, saliva, and water. The smallest of these, aerosols, evaporate as they travel, losing some of their potency. The bigger ones, droplets, typically fall to the ground within three feet. Sometimes, though, air flow, particularly air conditioning, can push these along, putting people at further distances at risk of infection. This is apparently what happened in a restaurant in Guangzhou, China, when two people sitting well beyond the six-foot measure—and on different sides of the ill person—were infected. One was at a table more than a dozen feet away.11

      Biology also confuses apps. A review of published reports indicates that as many as 30–40 percent of people never show symptoms. While these studies are not based on random samples, a single study based on a large random sample of Icelanders showed a similar result: a startling 43 percent of participants tested positive without showing symptoms. Even if one assumes that only 30 percent of cases are asymptomatic—a not unreasonable assumption—then epidemiologists believe that 7 percent of transmission will arise from asymptomatic cases. This matters for the apps’ effectiveness. Asymptomatic people are less likely to get tested than those who are sick—and if there’s no test, there’s no trigger for exposure notifications.12

      Contact-tracing and exposure-notification apps nevertheless do have value. They pick up cases that people, including contact tracers, wouldn’t. Aliyah might not remember a chance hallway encounter with Bobby, but her app will. And the app will be ready to notify Aliyah if Bobby’s phone reports a positive COVID-19 test. Perhaps even more critically, Aliyah’s app will register encounters with nearby strangers in the bar or theater lobby—as long as they are also using the app. If those strangers later test positive, Aliyah will learn she’s been exposed. Without a phone app, she’d have little chance of discovering this.

      

      These technical and practical limitations of contact-tracing apps mean that they can produce both false positives and false negatives. (Note that these are false positives and false negatives of exposure, not false positive and false negatives of having COVID-19.) Virginia’s website for the state’s GAEN-based app, for example, warns that students in adjacent dorm rooms might receive exposure notifications of close contact while being in different rooms. When tested in August 2020, the UK exposure-notification app had a 45 percent false positive rate and 31 percent false negative rate. These numbers sound bad, but the false positives aren’t entirely “false”—most of them represented exposures at 2.5–4 meters away rather than 2 meters. Depending on the circumstances, a person might well have been exposed at 3 meters. In the case of false negatives, however, users received no notification whatsoever that they had been in the presence of someone infected with COVID-19.13

      Both types of inaccuracies present challenges for users and public health agencies—some more obvious than others. If Aliyah receives a false positive notification, she might quarantine unnecessarily, losing a paycheck. If she’s following the rules, she should also urge her roommates and family members she’s in close contact with to do so, causing more disruption. Alternatively, if this is the second time that the app warns Aliyah that she’s been exposed without her developing any symptoms, she might just ignore the notification and disable the app.

      False negatives place the public’s health at risk. If Bobby was asymptomatic and never tested, Aliyah will not receive a notification even though she may have spent fifty minutes sitting six feet away from Bobby in a classroom. False negatives can also be produced by circumstance: from an air conditioner dispersing aerosols farther than expected or an infected singer who propels droplets farther than six feet.

      Some communities are at higher risk for false positives than others. Many low-income people, for instance, hold jobs that bring them in constant contact with a stream of strangers (e.g., grocery store clerks, health care workers, workers in food service and production). For these workers, a small variation in the proximity measurement (say, nine feet instead of six) can multiply into a high risk of false positives from contact-tracing apps. What’s more, many of these workers routinely wear protective gear or work behind barriers that reduce their risk from even four-foot interactions. Similarly, people who live in high-density housing situations, whether multifamily housing units or apartment complexes, are more likely to receive false positives than people who live in stand-alone suburban or rural houses.14

      Hourly workers living paycheck to paycheck can’t afford to take time off unless it’s absolutely necessary. A false positive keeps them from clocking in. Alyssa, in Singapore, or Amelie, in Switzerland, can each expect to receive financial support from the government if they isolate after an exposure notification. But in the United States, few low-income or gig workers receive paid time off, even for isolating during a pandemic. The privilege of staying at home is not evenly distributed. Workers who realize that the apps consistently generate false positives are less likely to use them voluntarily—or to heed them when they provide alerts.

      False negatives, too, have a differential impact. White-collar workers who already work from home and who drive their own vehicles on necessary errands have fewer contacts than those who take public transportation to jobs that have been deemed “essential.” The fewer contacts each of us has with other people, the less chance we have of spreading COVID-19. A false negative of exposure for someone who works outside the home and uses public transit carries greater risk of infecting others than the same false negative for someone who works at home and uses their own transportation.

      Contact-tracing apps were supposed to resolve this problem, allowing people to emerge from lockdowns with the ability to interact with friends, family, and strangers. But at least in the United States, the realities of socioeconomic inequality and racism are likely to limit the apps’ effectiveness. To understand why, we need to take a closer look at how COVID-19 has spread through hard-hit communities.

      

      Chelsea is a working-class city just across the Mystic River from Boston. The city has had an extremely high COVID-19 infection rate, five times higher than the state average and over three times higher than Boston’s. One in five of Chelsea’s residents lives below the federal poverty line. The area’s dense housing and persistent poverty only partially explain Chelsea’s high rate of COVID-19 infections. Much of this can only be explained by the effects of systemic racism.15

      Chelsea’s population is two-thirds Latinx, the demographic with the highest rate of infection in the United States. Many residents live in multigenerational households and a high percentage work in food services, many of which were deemed essential and stayed open during the pandemic. Almost half are recent immigrants. Looking at COVID infections across towns and cities in Massachusetts, researchers at Harvard T. H. Chan School of Public Health and Beth Israel Deaconess Medical Center found a strong correlation between these factors and high rates of COVID-19 infections.16

      For immigrants, COVID-19 presents an additional set of challenges beyond the nearly universal worries about health and lost wages. In February 2020, the Trump administration enacted a rule denying green cards, visas, and citizenship to anyone who had used public aid. Though the so-called public charge rule has been waived during the COVID-19 crisis, noncitizens and those with noncitizen relatives feared its reinstatement at any time. One consequence is that many immigrants have avoided seeking public health care, a choice that inevitably leads to the disease’s spread. People at risk make decisions they view as best for themselves and their families. In the case of COVID-19, those decisions may be right for the person but less than ideal for public health.17

      The possibility of raids by Immigration and Customs Enforcement and the threat of deportation govern people’s decisions, even during a pandemic. In Chelsea, few residents accepted the city’s offer to use unoccupied hotel rooms as isolation quarters. “I think there is some uncertainty and anxiety that is inhibiting the flow of guests to the hotel, because it is attributed to the government,” Alexander Train, assistant director of Chelsea’s Department of Planning and Development, said. “It’s about, ‘what if I don’t make it back to my family?’” With such fears ever present, immigrants are unlikely to use an app that tracks either their location or their contacts.18

      COVID has also had a devastating effect on Black people living in the United States. Twenty-three percent of Chicago residents are Black, but in April, 58 percent of the city’s COVID deaths were of Black people. By then, it had become clear that Black people in the United States were disproportionately dying from COVID. The causes were decades in the making, a result of structural racism.19

      Due to generations of housing segregation, redlining practices, and public divestments, neighborhoods with majority Black residents have less healthy living conditions when compared with similarly situated white neighborhoods. Black Americans are more likely to reside in areas with multiunit residential buildings and more likely to use public transport, both factors putting them at greater risk of exposure. Decades of federal housing policies prevented Black families from moving into white neighborhoods. Discriminatory housing policies have resulted in Black neighborhoods being more heavily polluted, with Black Americans living in closer proximity to polluting facilities. Such unhealthy environments, especially those with high air pollution, creates a literally deadly risk when combined with COVID-19, a disease that attacks the respiratory system. Adding to this burden is the fact that many Black neighborhoods are also “food deserts.” Instead of purchasing food at supermarkets purveying fresh fruit and vegetables, residents have to rely on convenience stores selling processed food—high in calories and low in nutrition.20

      These structural factors contribute to Black Americans’ high rates of chronic illness, including cardiovascular disease, diabetes, and hypertension, all of which correlate with poorer outcomes when people are infected with COVID-19. What’s more, decades of tough-on-crime policies have disproportionately incarcerated Black Americans in jails and prisons, where overcrowding and limited hygiene and medical care contributes to the virus’s spread. The result is that, at the time of this writing, nearly one in 1,000 Black Americans have been killed by the disease; the rate for white Americans is half that.21

      Centuries of racism in the government and the medical profession have contributed to poor health outcomes for Black Americans; this mistreatment has, naturally enough, created layers of distrust of government and medical experts by the Black community. The Tuskegee study is only one of many examples in this history. Others include denying Black patients medical care and using Black bodies for medical research without permission. A 2002 Institute of Medicine study concluded that, for almost every disease, Black Americans received less effective treatment than did white Americans. Black Americans were less likely to receive routine medical procedures, were treated later in the course of disease (when a good prognosis is less likely), and were less likely to receive medical interventions. Such disparities in treatment lead to poorer outcomes. That’s true even now for cases of COVID-19. Distrust of public health advice—and of disembodied apps—is a natural response in such situations.22

      Contact tracing, whether conducted by public health workers or apps, doesn’t work without trust. Successful contact tracers know this; they accompany their contact tracing with public health work. Howard Brown Health is a Chicago health care organization focusing on the LGBTQ population; 92 percent of its low-income Black and Latinx clients eventually tested positive for COVID-19. Contact tracers began their conversations with clients by asking, “How can we help you? What can we do right now to help you get by?” They provided infected patients with food deliveries—and sometimes cash—and assisted with housing so that infected people could socially distance.23

      Convincing patients to participate in contact tracing also involves assuring them that the tracers will protect the confidentiality of information that patients share. Confidentiality is drilled into contact tracers’ training. Johns Hopkins University’s COVID-19 Contact Tracing course, for example, says that even if a contact tracer learns from a patient interview that her own family member’s acquaintances may have been exposed to the disease, the tracer can’t share the information with her relative—for doing so would violate confidentiality. (Of course, the contact tracer can remind her family members to practice safe social distancing.)24

      Yet even while contact tracers are trained to emphasize that their work is driven by public health rather than public surveillance, many people, and particularly members of marginalized communities, prefer to minimize their contacts with government representatives. Some members of these communities perceive calls from contact tracers as a sign that “I’m being traced, I’m being tracked,” said Tony Gillespie, vice president of public policy and engagement for the Indiana Minority Health Coalition. “Especially in racial and ethnic minority communities and Hispanic and Latino communities, that’s a real concern.”25

      The current generation of contact-tracing apps was not built to address the specific needs of marginalized communities. The apps appear predicated on the model of a middle- or upper-class income and a job that can be done from home. They haven’t been designed to accommodate the fears and skepticism of communities that has been oversurveilled and are often unable to take advantage of recommendations to stay home.

      Zinzi Bailey, a social epidemiologist at the University of Miami Miller School of Medicine, told me, “A notice from an app, ‘Oh, you may have been exposed’ might not be so much of an issue for a Black middle-class person in an integrated neighborhood.” Such a person could afford to stay home—and in fact may already have been working from home. The consequences for a person of color living in a segregated, impoverished community are quite different. “In a neighborhood of over policing [and lack of police when needed],” Bailey said, “and a higher percentage of people incarcerated—no.” They won’t use the app. Bailey explained, “An app is less likely to be used in marginalized communities because of lack of trust.” Whether or not members of these communities are willing to use an app will also depend in large part on whether law enforcement or immigration authorities either will have or are perceived to have access to the information.26

      

      Contact tracing is merely a means to lowering R0 and the disease’s spread. To ask whether an app does this successfully is not to ask whether the app can uncover cases people can’t—it can. The question is whether the app can lower R0. That depends on how many people use the app and whether people actually follow an app’s notifications to isolate. As we have seen, the reasons a person might choose either to not use or to ignore an app are plentiful and powerful. This takes us right back to where we started: human contact tracing.

      Human-based contact tracing brings community insight and care in a way impossible to package in a phone. We see this clearly in the case of the Fort Apache Indian Reservation in eastern Arizona. The reservation is home to the White Mountain Apache Tribe, who are strongly connected to the land and are guardians of its ponderosa pine forests and the remains of the Kinishba pueblo, a remarkable archeological site dating from the mid-twelfth to the mid-fourteenth century. The reservation also has persistently high poverty levels, and many of its residents live with chronic disease. Given this, you’d expect to see high infection and mortality rates for COVID-19. And in fact many people were infected—but few died. Despite a chronic lack of funding, the medical team at the Whiteriver Indian Hospital (part of the Indian Health Service) were able to mount an early-response plan that saved lives. It relied heavily on in-person contact tracing.27

      At Fort Apache, families tend to live in multigenerational homes. In contrast to Anglo families, grandparents, especially grandmothers, have significant responsibility for raising the grandchildren. Children in Apache families may stay with their nonresident grandmother for extended periods. Instead of asking infected patients, “Where have you been?,” contact tracers queried, “Who are your grandparents?” If someone was infected with the coronavirus, contact tracers checked out the health of both sets of grandparents—even if one set didn’t share the household.28

      While the large distances on the reservation might, in theory, limit the spread of the disease through the community at large, the family structure raises the risk of clusters and creates challenges for treatment. With individual homes frequently crowded, a single sick family member can lead to multiple illnesses. Meanwhile, with hospitals as much as an hour’s drive away, those who are infected may not be able to get to help when they need it. COVID-19 tends to be a mild illness unless and until it’s not. One symptom, known as “happy hypoxia,” is particularly dangerous: a person might feel fine, even as their blood-oxygen saturation level plummets to 60 or even 50 percent. Then, suddenly, they’re gasping for breath. With COVID, early intervention can be the difference between life and death.29

      Because contact tracers knew all this, they checked the oxygen saturation levels for everyone living in a household with an ill person. By doing this, they found people with saturation levels of 80 percent who had been unaware that they had any sort of health problem. Notice how different this is from traditional contact tracing: instead of starting with a person who tested positive for the coronavirus, and then encouraging that person’s contacts to get tested, too, the contact tracers skipped the test and went straight to the symptoms. When the disease was peaking, one in five households had someone who would be hospitalized because of low oxygen levels.30

      These interventions, in other words, were less about contact tracing and more about saving lives—which is, of course, the ultimate goal of contact tracing. It appears to have worked. Despite the reservation’s high infection rate, its death rate was lower than the state’s. This intervention was grueling and staff-intensive; it worked because the contact tracers understood their community’s social structure. The medical teams included community volunteers who knew “the language, the people, [and] the community.” Contact tracers working with the Fort Apache Reservation ask questions that save grandparents’ lives.31

      

      What would it take for apps to work as well as the Fort Apache contact tracers? Obviously, all three legs of the contact-tracing tripod—test, trace, and isolate—have to be working, but the requirements are deeper than that. The entire public health apparatus has to be working properly, which means that facilities are available when people need them. Trust is essential; without that, people won’t share information with human contact tracers.

      Compared with having a public health system that works for everyone, creating an effective public health apparatus to test, trace, and isolate seems like the easy part. However, six months into the pandemic, this has not yet happened. A surprising number of wealthy, supposedly technically advanced countries have failed to master the art of readily available, low-cost COVID-19 testing. In Germany, testing has been easy to obtain, with results typically back in thirty-six hours. France has been less consistent—results could take that time, or take up to a week. In the UK, as students returned to school and people to work, the testing system was overwhelmed, with only 14 percent of tests returned within twenty-four hours. Backlogs are anticipated to continue at least through the winter of 2020–2021, a year after the pandemic began. In October 2020, the US was still performing only 70 percent of the testing considered necessary to stop the spread of the disease, and backlogs continued.32

      Singapore and Korea tackled the “trace” part of the triad, successfully tracking down contacts by phone. That model has proved less successful in the West. The Wall Street Journal reported that people who tested positive often failed to respond to contact tracers’ calls. Annoyed about spam calls, many people don’t answer their phones unless they recognize the number. New York State was doing well, reaching 90 percent of people who tested positive; New Jersey was reaching 70 percent; Connecticut, 90 percent. In other locations, however, the numbers have been less good. In Maryland and Louisiana, contact tracers have reached fewer than two out of every three people who have tested positive; in Los Angeles County, closer to half.33

      Those Americans who did answer a contact tracer’s call often wouldn’t reveal their contacts, sometimes even hanging up on contact tracers. Nor is this a uniquely American problem. In Taiwan, an infected person provides an average of fifteen names; in Spain, it is three. A third of contacted Philadelphians claimed they hadn’t been in close contact with anyone, a response that defies belief. In one case involving an outbreak sparked by a party, New York State issued subpoenas before some of the partygoers “remembered” who else had been present.34

      Isolation was also failing. Researchers in the UK discovered that only 18 percent of those who had COVID-like symptoms between March and August had isolated. The respondents said that they did not isolate because they needed to go out for food or medications—or just because they felt better. Men, young people, and those who needed to work because of low income or being in a key sector were those least likely to isolate. Lack of social services explains much of the rest. Who’ll buy food if I isolate? Who’ll pay my rent? Where can I stay so I don’t infect my family? Who will take care of my kids or check on my parents? Without social provisions for making sure that people have access to food, rent, and a place to stay, it’s no wonder that so few people isolate.35

      Distrust of the government—or of government-provided health care—is part of the reason for the failures of test, trace, and isolate. The political polarization of the late 2010s, however, has created additional layers of mistrust that public health authorities worldwide have struggled to overcome. That’s been extraordinarily difficult when compounded by multiple government failures, ranging from early lack of proper medical equipment to a continuing lack of testing facilities.

      Let’s presume, for a moment, that public health agencies and their partners in government implemented an effective infrastructure for test, trace, and isolate and convinced the public to participate. How would contact-tracing apps work within this system? As we’ve seen, apps are not a magic bullet: they produce both false positives and false negatives. A much bigger issue is the legitimate concerns that marginalized groups have over how government agencies might use their data. No number of privacy statements will resolve the distrust of government that many members of these communities have.

      An app that fails to work for a given community is an app that fails us all. Indeed, the most effective public health tool is the one that is attuned to the communities most in need. The GAEN-based apps, which have been widely adopted in Europe and are being rapidly adopted in the United States, are not focused on such communities. GAEN-based apps only work on relatively new smartphones: Android 6.0+ (Marshmallow) or iOS 13.5 or above. Those who are most at risk—service workers, who are exposed to lots of people daily, and the elderly, who suffer the most serious consequences of a COVID-19 infection—are least likely to have phones that support the exposure-notification apps.36

      An equitable app would be one that’s accessible to low-income, minority, and elderly populations and built to accommodate the reality of their lives. As we’ve seen, these realities vary. Chelsea’s Latinx population lives in multigenerational households and tight quarters; the White Mountain Apache live in multigenerational households whose members may shift by the week as children move between households. Black Chicagoans rely heavily on public transportation, while Native Americans living on reservations may need to drive several hours in a private vehicle to reach the nearest hospital. Each factor changes what risks a person faces, whether they would voluntarily use the app, and how a contact tracer should respond.

      How, then, would we go about assessing apps’ efficacy? We would have to begin by testing apps’ efficacy in different communities, with different needs. The UK did that, testing the government’s GAEN-based app, NHS Covid-19, on the Isle of Wight and in the London borough of Newham. In 2011, the last year for which official government figures are available, the non-white population of the Isle of Wight was 3 percent, a contrast from the UK’s overall non-white population of 14 percent. In Newham, by contrast, 83 percent of the residents identify as Black, Asian, or minority ethnic. Residents of the Isle of Wight downloaded the app at three times the rate as did those in Newham. Was that because the Isle of Wight had been the subject of an earlier trial for the app, while it was completely new to the residents of Newham? Or do the differential download rates tell us something about racialized communities’ willingness to share their personal information with a government agency?37

      Another complicating factor involves how people’s behaviors change over time. Efficacy is not something that can simply be tested once; rather, it must be continually assessed over the entirety of the app’s use.

      The very design of GAEN-based apps conspires against collecting the kinds of information that epidemiologists would need to evaluate their efficacy as a public health tool. Public health authorities know how many people have tested positive; they can compare the number of positive tests with the number of users who have uploaded identifiers to the public health server. This, at least, can tell them what percentage of the known-positive population is willing to participate in app-based exposure notification. But that’s almost all they can learn about user behavior.

      Researchers in Switzerland attempted to learn just this. When they looked at seven weeks’ worth of SwissCovid data, they learned that 67 percent of the SwissCovid users who had tested positive had uploaded their temporary identifiers to public health servers. From that point, however, the trail went cold. They couldn’t learn how many exposure notifications each positive report triggered, nor could they learn how many people quarantined after receiving an exposure notification. They could learn how many people went for tests after an exposure notification, but not the ratio of alerts to actual new cases (and thus how useful the apps actually are).38

      The question is not whether the apps can notify someone about an exposure, encourage them to isolate, and stop a transmission route; there’s no doubt that, in some instances, they will. It’s whether the apps are providing help to the communities most in need. And that’s much harder to measure.

      

      The privacy-protective cloak of GAEN-based exposure-notification apps fails to provide information about location, limiting the apps’ value. This becomes especially important when dealing with the possibility of a so-called superspreading event. Earlier coronaviruses, like SARS, which caused an epidemic in 2002–2004, and MERS, which first appeared in 2012, largely spread via superspreaders. The pattern for COVID-19 appears to be similar.39

      Many infected people don’t spread the disease at all; 10 percent of cases appear to cause 80 percent of transmissions. Superspreading is most likely indoors, where there are lots of people, poor ventilation, and everyone sticks around for a relatively long period of time. Think of a cocktail party or a long movie, not a quick trip to the supermarket.40

      To stop the pandemic’s spread, we need to know much more than the likelihood that someone’s been exposed. Shefali Oza, Data and Testing Manager at Partners in Health, explained, “Contact tracers want to find out context . . . if these contacts become a case [i.e., become infected], epidemiologists use that to find superspreaders.” Did exposure happen within the close quarters of home, where spread is likely limited to family members? Or was the exposure from a superspreader? Exposure notification apps don’t particularly help in answering this question.41

      As an example, consider the cluster of COVID-19 cases associated with an outbreak at the White House. On October 1, White House senior counselor Hope Hicks, President Trump, and First Lady Melania Trump all tested positive for COVID-19. A day later, five more members of the president’s inner circle tested positive. As the Washington Post noted, it’s unlikely—though possible—that there were different sources of infection for those testing positive. The most likely explanation is that there was a superspreader present at some point during the September 26 Rose Garden announcement and subsequent indoor reception for US Supreme Court nominee Amy Coney Barrett. In this case, we have lots of information about who might have been exposed, as the event was widely covered by the media. We didn’t need an app to tell us that several US senators and cabinet-level secretaries were likely exposed.42

      Now imagine a scenario in which a contact-tracer is trying to understand a potential superspreader event in a less newsworthy situation, perhaps a conference taking place in a hotel. Imagine, as well, that the suspected superspreader is using a GAEN-based app. Close contacts using the app would learn of their exposure, though they wouldn’t learn where or when they were exposed. Public health authorities would see an increase in positive tests. But until contact tracers actually interview infected contacts, no one would be able to put together that this was a superspreading incident. By then, the next round of exposures and infections would be well on their way. Privacy protections—the lack of location information—means that GAEN-based apps don’t provide useful information for uncovering a superspreading incident.

      

      Smartphones, those radios in our pocket, have changed the way we live and work. Today some of us expect to be able to get from here to there without first mapping the route or checking a bus schedule; others of us use the apps on our phones, instead of a field guide, to identify a scarlet tanager or purple love grass. The phones have become such an integral part of our daily lives that we have instituted social—and legal—norms to prevent their inappropriate use while sharing a meal or driving a car. Given phones’ ubiquity, it was perhaps inevitable that technologists would see the devices as a natural solution to figure out who you might have infected during a pandemic. Some sought to do so in a way that protected privacy; the system that resulted has been embraced by a number of public health agencies around the world.

      In designing the GAEN-based systems, Google and Apple effectively circumvented the public health system. Though the two companies have said that GAEN-based apps are intended to supplement contact tracing, the systems are not intended to work with contact tracers. Rather, as discussed in the previous chapter, they are tools for directly informing individuals of exposure.43

      If aiding public health is the ultimate goal, why design in a way that bypasses contact tracing, a century-old system that is key to ending epidemics? The GAEN-based systems are not the only way that smartphone apps can help combat the spread of COVID-19. One alternative approach is to build apps that directly aid contact tracers in their work. Some, such as TraceTogether, do this, but their use of location information and personal contacts raises privacy concerns. But there are ways that new technology can aid contact tracers without introducing privacy risks. Because smartphones offer ubiquity, Internet connectivity, and mobility, they offer many features that could be useful to contact tracers that don’t introduce such risks.

      One tool takes advantage of a smartphone’s role as a location tracker but gives users the option to control what information is shared. Common Circle, one of the US-based efforts in designing privacy-protective apps, developed an app, Assist, that jogs a user’s memory by simplifying accessing meetings and location information that’s available on a user’s phone. Instead of making a user retrace their steps via Google Maps or asking them to review their calendar, the application assembles this data for the user. The data is shared only with the user, who then chooses what information to share with a contact tracer. There’s no BLE technology, no proximity checking, and no new form of data collection. The app can’t say who sat next to you on a bus, but it can remind you that you did, in fact, take the bus from 42nd and Fifth to 80th and Broadway last Tuesday and met Camila and Diego for coffee on Wednesday morning. It’s a low-tech approach, easy to implement, and not privacy-invasive.44

      Another tool helps alert a user when they’ve been in a hot spot. The UK’s NHS COVID-19 app has a feature in which businesses, churches, and other venues display a QR code that users can scan when they visit. If Amelia goes to a pub, she can scan the NHS-supplied QR code, which is then stored in a diary on her phone. The code never leaves her phone. If the pub later discovers it was an infection hotspot, its QR code is uploaded to an NHS server. From that point, everything works much like proximity checking. Amelia’s phone checks in with the NHS QR server several times a day, downloading identifiers of new hotspots. If there’s a match with one stored on Amelia’s phone, she discovers she’s been in an infection hotspot and is advised to take appropriate steps.45

      These approaches are not what engineers would call “sexy.” They don’t run on cool new technology or provide a fundamentally new way to combat disease. That might be a strength rather than a weakness. Apps of this sort don’t raise new risks that centralized apps or location tracking apps do. They are widely deployable. And because the information stays entirely under a user’s control, it doesn’t raise privacy concerns. Others might—arguing for a set of guiding principles for the technology used for containing a disease.

      

      The development of contact-tracing and exposure-notification apps opened the door to using technology that reveals highly personal aspects of our lives. Their deployment during the COVID-19 pandemic occurred in record speed. The public discussion of whether this is an appropriate public policy step did not. It’s time to start it.
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        Looking to the Long Term

      
      Public health authorities use the language of “surveil and contain” to describe their most powerful tool for ending an outbreak of infectious disease. Surveil to find the infected cases, then contain through isolation. This technique has been used for every known infectious disease for over a century. But in the early days of COVID-19, the words “surveil and contain” took on a more sinister cast. China used the full force of its surveillance network, which included drones, big data, and neighbors spying on neighbors (a tool from the days of Mao) to enforce a quarantine and contain the disease. By March, outbreaks of COVID-19 in China, Singapore, and South Korea appeared to be under control, even as infections and death rates soared in many locations on multiple continents.1

      Western nations rejected the full force of China’s surveillance network, but Singapore and South Korea demonstrated a willingness to enroll aspects of modern surveillance technologies in fighting disease. Singapore developed the TraceTogether system, and South Korea turned to cell tower records, CCTV, and credit card receipts. When Singapore released TraceTogether’s source code, Australia adapted it for its own use (though the country later moved to a decentralized, GAEN-based system). Germany, France, and the UK concurrently started efforts to develop their own centralized apps for contact tracing.

      Privacy advocates began raising alarms about these apps while designs were still in the planning stage. In recent years, the European Union has strongly flexed its regulatory muscles to protect users’ privacy. Centralized apps ran counter to these regulatory trends. Computer scientists, legal scholars, and epidemiologists on at least three continents began pressing for a privacy-protective, decentralized solution. In April 2020, the European Parliament opted for privacy, passing a resolution insisting that contact-tracing apps be decentralized. If public health authorities wanted to incorporate smartphone technology into their contact-tracing systems, they would have to do so in a privacy-protective way.2

      Enter the Google–Apple partnership (GAEN). For these two companies, the decision to build infrastructure supporting proximity checking was a fraught one. While both companies were keen to provide technical assistance for ending the pandemic, they were also well aware that both states and private actors could use a proximity-checking infrastructure to spy on the most intimate aspects of individuals’ lives. From the beginning, the companies instituted rules about how the apps could be used—only by public health authorities, and only under certain conditions. Apps would not be allowed to collect location information. They could not share users’ identities with other apps. Users would control whether the app was activated—and could turn off the app at any time. The apps’ infrastructure would be disabled in regions where the disease was no longer a threat.3

      The GAEN system was developed rapidly. Google and Apple announced their effort in April 2020; the first GAEN-based app, SwissCovid, became available only two months later. Over the summer, other European public health authorities released their own exposure-notification apps. The first such app in the United States, Virginia’s COVIDWISE, arrived in August 2020.4

      For the first generation of exposure-notification apps, each public health agency developed its own, customized app using GAEN infrastructure. To speed up the process, in September 2020 Google and Apple created “Exposure Notification Express” (EN Express). This tool let public health agencies design an app through a menu of options provided by EN Express. “Public health wants to be expedient; it has a real lack of resources,” Bill Darrow, a social epidemiologist with extensive experience at both the state level and the CDC, told me. “It can only fight one fire at a time.” From a public health authority’s perspective, any tool that would make it easier for them to focus on their agency’s core functions would be a plus.5

      With EN Express, states gained speed, but they lost control. Instead of using in-house expertise to customize their choices, state public health agencies were limited to the options offered by EN Express. Recall that COVID Tracker Ireland offered users the option of providing a phone number to allow contact tracers to reach out to those who had been exposed. EN Express didn’t offer that option. A state may decide to include that option and could, instead, build its own GAEN-based app. But given the limited time and money that characterize most public health agencies—especially during a pandemic—it was much more likely that states would abandon their own efforts in favor of EN Express.

      This was a public health tool designed by the private sector. But the private sector is not a public health authority with public health interests; their vantage points are very different.

      

      Google and Apple imposed numerous privacy restrictions on all GAEN-based apps. Beyond the requirements for user control, the companies required that user data cannot be used for anything beyond contact tracing, including quarantine enforcement. Personal information can only be shared with a third party with user consent. But in addition to these safeguards for user data, the broader policy discussion regarding the role for contact-tracing apps in a free society needs to include other factors.

      First and foremost, apps must protect user safety. As we’ve seen, exposure-notification apps come with a high false positive rate for exposure—and likely high false negative rates as well. High false negative rates provide users with a false sense of safety, while high false positive rates have differential impacts on various demographics. An app that unnecessarily causes someone to isolate and lose a paycheck—and possibly a job—is an app that is not protecting that person’s health and well-being or their safety.6

      Second, use of an exposure-notification app as a public health tool should always be at the user’s choice. No one’s access to a public site or use of a public benefit, such as voting, should ever depend on using the app. The same goes for access to private sites, including places of employment, stores, theaters, and stadiums. Australia’s Privacy Amendment (Public Health Contact Information) Act 2020 guarantees that. An app can only approximate the risk that someone may be ill; if those who control a site want to prevent actual exposure from those with the virus, they must provide testing and personal protective equipment. That’s the only way to know if someone is actually infected with COVID-19.7

      Third, use of app data for any purpose other than COVID-19 proximity checking should be prohibited by law. As Google and Apple were well aware, contact-tracing apps collect information that is potentially very privacy-invasive. The companies designed the architecture to prevent data leaks, but anyone in possession of Bobby or Aliyah’s phones can use the apps to learn of their encounters. Switzerland’s Epidemic Act prohibits anyone from using SwissCovid data for any purposes other than informing a user that they have been in close contact with an infected person. Australia’s 2020 Act does the same.8

      Fourth, public health apps need to be evaluated both prior to deployment and during use. Testing should include how well the app integrates with existing public health infrastructure. Apps are tools of public health. Do they improve an inequitable health care situation, or make it worse? Some populations will have limited access to the apps. How does the app work in different communities? Deploying an app that lowers a given community’s R0 for a particular disease but increases other health risks is, at best, shortsighted. And, as noted in chapter 5, the app’s efficacy must be continually evaluated. Data at the beginning of a given app’s use reflects the app’s effectiveness at that moment. As people’s situations change during an epidemic, so too will their use of an app.

      Fifth, policymakers should demand transparency in order to ascertain that the apps operate as promised. That means that app software should be open source. A number already are, including Singapore’s TraceTogether, Germany’s Corona App, and Ireland’s COVID Tracker.9

      It might be useful to institute a formal, independent testing program for apps. So far, various contact-tracing apps have had leaks and bugs. At one point, Aarogya Setu leaked the location data of some anonymized users to Google. An error in the implementation of the NHS COVID app meant that it required people to be close to infected people five times longer than necessary in order to receive an exposure notification. Google and Apple already test apps for compliance with the GAEN requirements, but by increasing transparency and providing rigor, an independent testing program would increase public trust in the apps.10

      Though the GAEN infrastructure restricts how the apps function, the companies can’t fully ensure compliance. Google and Apple aren’t in a position to prevent law enforcement from acquiring proximity information from a public health agency; only a law can prevent such an event from occurring. As we have seen, though, in other instances of government surveillance, such a law would need to provide for public oversight and transparency.11

      Only governments are in a position to control how contact-tracing apps can be used. First, though, we have to decide what we want.12

      

      To better understand the trade-offs between public safety and personal privacy, it’s instructive to look at how two very different entities handled the issues: South Korea and Harvard University. Both responded swiftly to the challenges posed by COVID-19. Their basic strategies—test, trace, and isolate—were the same. Their use of digital contact-tracing tools, however, were markedly different.

      South Korea embarked on an aggressive contact-tracing effort using cell tower records, CCTV, and credit card records, while Harvard experimented with a Wi-Fi exposure notification tool that it quickly abandoned. The Asian nation and the elite university shared a clear sense of where they stood on issues of privacy and public safety. Both had long debated the appropriate balance between public safety and digital privacy. It’s worth looking briefly at how they got there.

      Recall the South Korean experience with MERS. By all accounts, South Korea handled the outbreak badly. By the time the index patient was diagnosed, he had infected twenty-eight people, two of whom infected another 109. All but two of these infections occurred in hospitals, where the infected patient hadn’t been isolated from others (including in the waiting room). Test, trace, and isolate didn’t happen until it was much too late. Nor did the government let people know where infections were occurring.13

      In 2020, South Korea was determined not to repeat its previous failure. After MERS, the nation put the right services in place for the next epidemic—for there would surely be another. Korea’s first step was to ensure that diagnostic tests would be readily available. The government invested in companies that developed diagnostic technologies while modifying regulations to ensure that, in the event of an outbreak of a new infectious disease, new diagnostic tests would be rapidly approved. When COVID-19 hit, this groundwork made a huge difference. Five weeks after its first COVID-19 case, Korea could run 15,000 tests per day.14

      A functional contact-tracing system requires that public health authorities can quickly determine where an infected person has been and locate their close contacts. Korea opted to use cell tower and credit card records to speed up the work of manual contact tracers. A decade ago, it would have been a violation of privacy laws for public health authorities to do this. Korea’s 2011 Personal Information Protection Act bans the collection, use, and disclosure of personal data without an individual’s consent. In 2015, however, after the crisis of MERS, Korea amended its Infectious Disease Control and Prevention Act to allow the Ministry of Health and Welfare (MOHW) and the Korea Centers for Disease Control and Prevention (KCDC) to rapidly access cell tower and credit card records in the event of an infectious outbreak.15

      Not every choice that Korea made worked out well. In some cases, the release of details on where infected people had traveled while infectious proved problematic. The amended Infectious Disease Control and Prevention Act gave MOHW access to a lot of information about an infected person: age, nationality, gender, location (including from their cell phones), transit pass records—and more. MOHW then posted a daily report on the age, nationality, gender and locations of infected people. Some local governments went further, publishing the names of restaurants, churches, and shops visited by the infected people. Inevitably, Internet trolls played detective, identifying and harassing some of the infected individuals. Some were stigmatized, accused of having affairs, paying for sex, or cheating on insurance.16

      After several such incidents, Korea’s public health agencies decided to publish less information about the infected individuals, making it more difficult for others to identify them (for some, of course, the damage had already been done). Yet the underlying choices Korea had made about trade-offs between public health and personal privacy proved popular—even though not all the initial actions were appropriate.17

      As with Korea, Harvard’s decisions on digital contact tracing built on top of an earlier failure. In 2012, after a press story about widespread cheating in “Introduction to Congress,” an undergraduate government course, Harvard administrators authorized a search of emails of college resident deans to find out if any had leaked news of the scandal to the press (resident deans live in Harvard residential houses, advise students, and teach courses). The residential deans learned of the search only months later. That the search was just of email headers did little to mitigate their consternation. Much soul searching—and a new policy on access to electronic information—followed.18

      The new policy made clear to everyone at Harvard—staff, students, and faculty—that their electronic communications were considered private. The university could only access a user’s electronic information—emails, voice mails, text messages, as well as tracks of Internet usage and logs of access to facilities—for “legitimate and important” purposes. This access had to be limited in scope, with clear records to ensure compliance with university policy. Aside from routine system protection, maintenance, and management, access would be only with the permission of a dean or senior administrator; afterwards cases are subject to review by an oversight committee.19

      With this policy, Harvard made a strong and public commitment to privacy. That approach governed the university’s development of TraceFi, the Wi-Fi–based exposure notification system the university piloted in the summer of 2020. The university had instituted a rigorous COVID-19 testing regime, requiring testing three days per week for staff, students, and faculty living on campus and two days per week for those on campus more than once a week or having high contact with students. Harvard, in other words, implemented test, trace, and isolate as well as smartphone-based proximity exposure notifications. With this system of frequent testing in place, TraceFi wasn’t turning up new cases. Once you’ve decided that access to electronic information must be only for “legitimate and important” purposes, a surveillance system that isn’t efficacious just doesn’t cut it. TraceFi didn’t last past its pilot test.20

      Some commentators find Korea’s surveillance excessive. Certainly some of the data collected—cell site location, credit-card information—violates user consent, while some of the state’s other actions—publication of routes of infected people—have harmed individuals. Others argue that not every institution can afford a testing regimen as robust as Harvard’s. The point, though, is that both South Korea and Harvard had serious policy discussions about the trade-offs between public safety and digital privacy before the crisis hit. The decisions they made in response to COVID-19 were in accordance with their earlier choices.

      

      Proximity-based contact-tracing apps represent an enormous social experiment, one that has the potential to change the nature of our interactions. Brief encounters, unscheduled and unexpected, have been ephemeral parts of our lives for most of human existence. The knowledge of these interactions, and whether we spent two minutes—or ten—chatting by the coffee machine, was ours alone. Proximity-checking apps upend that. Instead of informal encounters that remain only in the minds of the individuals involved, we will have created an electronic record. Knowing that records of these encounters exist changes how we think about them.

      We behave differently when we know our actions are recorded—even if we’re the only ones who have access to the data. We’ll inevitably change how we interact, and something immeasurable will be lost. And once we’ve used these apps for a while, we’ll start thinking about the collection of such information as normal. It will seem only natural to have this information available during emergencies.

      One worry, of course, is mission creep. The current GAEN-based system—both the infrastructure and the apps themselves—was designed to reveal exposure without disclosing through whom, when, or where the exposure occurred. But if we’ve normalized the idea of collecting proximity data, the idea that such data could be used to make us feel safe from bad things—criminals, terrorists, kidnappers—might not seem so outlandish. Investigators already use “cell tower dumps” to find bank robbers and other criminals. Repressive governments, immigration authorities, and law enforcement agencies could use proximity data to track political opponents, immigrants, activists—or government leakers.21

      One has only to reflect on the 9/11 attacks to recall how rapidly surveillance powers can expand during an emergency. Five years after the terrorist attacks, Americans learned that the government was warrantlessly wiretapping their communications from abroad and collecting domestic call records—who phoned whom, when, and for how long—in bulk, in the absence of any law explicitly authorizing that collection. The use of proximity-based contact-tracing apps conditions us to accept that it is normal for electronic devices to track our contacts. With time, we may see such apps becoming the norm outside a pandemic. That would be a dangerous situation indeed.

      

      A 1993 National Academies study on the social impact of AIDS observed, “An epidemic is both a medical and social occurrence.” This observation takes our study back to where we began: the medical aspects of COVID-19. The pandemic revealed to the public at large a phenomenon that has been obvious to public health authorities for decades: the United States is two societies when it comes to health, separate but unequal. Discriminatory policies have led to marginalized populations living in less healthy environments, having less access to health care, and having poorer health outcomes. COVID-19 has produced a vastly higher rate of infections and deaths in low-income and non-white populations in the United States, a pattern that has been repeated in the UK, France, and elsewhere.22

      Contact-tracing apps can be effective only if people believe they are safe to use. The apps are, as the actor Stewart Reynolds put it in a video on the Canadian app, a “supersimple” way for you to find out if you’ve been exposed to a confirmed case of COVID-19 and “get checked, stay healthy, and protect your friends and loved ones.” But you can’t stay healthy and protect your friends and loved ones without a public health infrastructure to support you. Without robust laws that prevent law enforcement and immigration officials from accessing the information collected by proximity-checking apps, and without a social infrastructure that supports people when they must stay home from work, contact-tracing apps are of limited value to the marginalized populations who need them the most. And they are of no help at all to people who don’t have the requisite smartphones—or who lack the digital literacy to use the apps.23

      What we need to know about a contact-tracing app is: Is it efficacious? Does the app help or hinder the efforts of human-based contact tracing, a practice central to ending epidemics? If not—and efficacy must be measured across different communities—there is no reason to consider its use any further. Is the use of the app equitable? What are the social and legal protections for people who receive an exposure notification? Does a contact-tracing app improve public health more effectively than other efforts? Does the public support its use? Without public support, apps fail.

      For apps to be widely adopted and really have an impact, we need an equitable public health system, one that makes people confident they will be cared for if they fall ill. We need that as well as strong and protective laws that keep public health information with public health officials. Only then might marginalized populations be willing to trust contact tracing, whether conducted by humans or apps, and act on the information they provide.

      At some point, the COVID-19 pandemic will end, but inevitably, another one will appear. The next one will almost certainly be different from COVID-19, but whatever it is, it will still be dangerous. Pandemics kill people. Now is the time to decide what sorts of medical and social interventions we will make and what choices we want. Now is the time to create the medical and social infrastructure that supports whatever decision we make. The choices we make now will reverberate forever.
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