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To Luca, Olivia, Parker, Alexa, Cristo, and Bernard: This is for you.

And for all of you who try hard to make ethical choices: my deepest admiration and hope that this book will support you and give you the courage to create your best stories.




Introduction [image: Image] THE EDGE OF ETHICS

The young woman was in her early thirties, tall and dark haired, with a direct and unwavering gaze. As she walked down the hall toward me, I could see the deep scars and broken facial bones that had never properly healed. Someone, maybe a partner or family member, had done that to her. I extended my hand in greeting.

It was 1989. I was twenty-six, studying law at Columbia University and leading a student public-interest advocacy group that raised funds and then dispensed small grants to nonprofit organizations. An inspiring local agency that assisted abused women in danger was a potential grantee. We had read about their programs and, if memory serves, that evening we invited this brave woman to come and tell her story.

As she and I neared the door to the classroom where we had all assembled, I paused. “Can you please give me a minute?” I said. “I just want to make sure everyone is ready.”

Inside, I looked at our small group gathered and explained that our speaker that evening had suffered more than we would likely be able to understand and more than would be appropriate for us to ask about. I wanted to prepare my classmates for the gravity of her injuries. For the next hour we listened as she recounted her story.

Somewhere between the letter of the law and the enforcement of court orders, the legal system had let her down in a life-threatening way. We learned that her main legal recourse—a restraining order against her abuser—was difficult to obtain until after she reported significant physical injuries on several occasions and endured severe emotional distress. Having to prove she had been harmed to obtain legal protection against being harmed: that seemed illogical and unjust to me. I struggled to understand how this could be.

I grew up believing that by and large the rule of law protected and guided us—fairly, effectively, and even compassionately. I was only beginning to understand that even where the law is clear and the courts are accessible, the legal system can still fall short. I also started to see that even where the law does offer protection, it is on all of us to hold ourselves to a higher standard.

I wasn’t calling it ethics at the time, and I certainly wasn’t thinking about a career in ethics, but I was searching for a way to improve the choices we make, individually and collectively.

For many years, my mantra has been: Ethical decision-making tethers us to our humanity—it helps us keep human beings front and center at all times. My sincere hope is that The Power of Ethics will enable every reader to make human-centric choices that they can be proud of, both now and in the future.



We find ourselves at a pivotal moment, where the stakes for ethical decision-making are higher than ever. The importance of integrating ethics into our decisions affects all of daily life in the twenty-first century—from whether we follow expert recommendations to protect our own and others’ health to our responses when we or a friend stumbles ethically. Our world is one in which ethical errors (and successes) are amplified. Misconduct spreads more widely and unpredictably, embeds itself more stubbornly, and entangles more individuals and institutions than ever before. Yet as counterintuitive as it may seem, we actually have more opportunities than ever before to make ethical decisions. To seize these moments, we have to appreciate what drives ethics on the edge.

Although I didn’t realize it then, that meeting at Columbia Law School helped define my early thinking about the ethics edge. The edge is the line where the law no longer guides and protects us, leaving ethics as the lone standard by which to gauge our behavior. The edge is dynamic, and the space in which ethics becomes our only guide is expanding. In this zone, people, companies, innovations, and phenomena we may have never imagined would, could, or should intertwine in fact do. For instance, social media can connect us to our families, to friends, to job openings, and to learning about other cultures. It can also be a source of inaccurate medical information, hate-mongering, and bullying that spreads far and wide.

Why does the edge move, and why do unanticipated interconnections occur? First, the law lags behind the fast-moving changes in technology and innovation. Second, we face multiple global and systemic risks—from climate change to the advent of fake news to pandemics. Third, new technologies and global risks join forces to amplify both modern and age-old dangers: Populism and extremism fuel threats to democracy and long-held democratic institutions, and societal ills like racism and sex trafficking emerge in technologically turbo-charged forms.

If we can integrate ethics into our everyday decision-making, we can better think about our place in the world. We can positively affect our relationships and our impact on the society around us. On the other hand, a failure to integrate ethics into our decisions is the most dangerously underestimated global systemic risk we face—whether as individual citizens, leaders, organizations, or nations. It is the existential threat at the source of so many others.



I have been teaching ethics courses at Stanford University since 2014. On the first day of my Ethics on the Edge class, I start with one question: What’s the story? What is really going on in the countless dilemmas we see in the news, at work, with our families and friends, and in the world around us? If we don’t understand the forces driving ethics failures, we have little chance of preventing and remedying them—and limited ability to create (and inspire) ethics successes.

Then, on the last day of class, I end with one question: What’s your story? Because I believe the degree to which we integrate ethics into our decision-making and ground it in reality determines our stories and impacts the stories of everyone else whose lives we touch, many of whom we may never meet.

Every day we face challenges with uncertain and long-term consequences: What do you do if you don’t like any of the candidates in a major election? Should you share a photo of your child on Facebook? What should you consider before you spit into a vial and send your DNA off for genetic analysis? Should you hire a robot caregiver to help look after your elderly parents? The repercussions are not always easy to see, but the first step is to know what to look for.

Ethical decision-making is not about seeking perfection. Nor is it about assigning blame or criticism. Rather, I hope to give you a positive, deliberate approach to problem-solving—and a strong foundation for resilience and recovery from those inevitable human moments when we and others make mistakes.

This book will arm you with four straightforward steps to tackle any dilemma, which will become a matter of habit. You’ll also become conversant with the six forces that drive ethics—what I call Banished Binary, Scattered Power, Contagion, Crumbling Pillars, Blurred Boundaries, and Compromised Truth. These forces are at play in almost every ethical challenge we face: seeking success at work, raising children, engaging in conversations about major stories in the news, navigating tricky friendships, integrating ethics into our spirituality, and more. Recognizing them will quickly become second nature.

I am an ethics realist and an ethics optimist. In these pages I offer what I’ve learned from decades of study, research, and practice along with my encounters with the many students, clients, colleagues, leaders, and others with whom I’ve explored these questions.

My goal in writing The Power of Ethics is to democratize ethics: Every one of us can make more effective and ethical choices. Every one of us can lend a voice to dilemmas at home, at work, and in society. Let’s forge a better world for ourselves and everyone whose lives we touch, now and in the future, with the decisions we make every day.




Chapter One [image: Image] BANISHED BINARY

It was a cool, clear Sunday morning on March 10, 2019, when Captain Yared Getachew and First Officer Ahmednur Mohammed entered the cockpit of Ethiopian Airlines Flight 302 for a two-hour flight from Addis Ababa Bole International Airport in Ethiopia to Nairobi, Kenya. Captain Getachew, twenty-nine, was a rising star, the youngest-ever captain at Ethiopian Airlines, but already with 8,122 flight hours under his belt and “an excellent flying record.” Captain Getachew and First Officer Mohammed, twenty-five, both trained at the Ethiopian Aviation Academy, the largest aviation academy in Africa. The plane they would fly that day was a brand-new Boeing 737 Max 8 jet, the latest model from the world’s largest aerospace company and just four months old.

At 8:37 a.m., the control tower gave the pilots permission to take off, and the plane began its roll down the runway, building speed before lifting into the air. There were 157 people from thirty-five nations on board Flight 302. Among the passengers were environmentalists, educators, representatives of nongovernmental organizations (NGOs), traveling retirees, and a mother with her four children (aged nine months to thirty-three years).

According to Ethiopian investigators, shortly after takeoff an alert sounded in the cockpit, warning the pilots that the nose of the jet was 75 degrees above the wind, a perilous angle that had the potential to cause a deadly stall. Suddenly, speed and altitude readings on the left side of the control panel differed from the readings on the right side, and a device known as a “stick shaker” began furiously rattling on the captain’s control column, warning that a stall was imminent.

Except, it was a false alarm. The plane was flying perfectly. One of the two angle-of-attack (AOA) sensors on the nose had failed, causing it to set off an automatic anti-stall system. AOA sensors are known to bend, crack, freeze, and sustain damage by bird strikes. The Federal Aviation Administration (FAA), which regulates aviation and aircraft safety in the U.S., had received 216 reports of AOA sensors failing or having to be repaired, replaced, or adjusted since 2004, according to analysis by CNN. While 216 may not seem like a large number, these important safety features are critical to giving pilots situational awareness. Yet Boeing had made a pivotal decision that a single sensor alert was sufficient to trigger the anti-stall system on the Max 8, instead of requiring a second sensor alert as a fail-safe.

The software system, called Maneuvering Characteristics Augmentation System (MCAS), automatically activated when an AOA sensor indicated the plane’s nose was drifting too high and in danger of instability. MCAS would adjust the tail of the plane, which in turn would push the nose down. Had Boeing instead required that both AOA sensors needed to be in agreement before MCAS could be activated, it may have prevented the deadly consequences that followed.

When Flight 302 reached an altitude of 8,100 feet, MCAS received the faulty sensor data and forced the jet into a nosedive. Captain Getachew struggled to raise the plane. MCAS automatically forced it down, again and again. The pilots were facing the same chaotic circumstances that befell Lion Air Flight 610, with the same type of Boeing plane, a little over four months earlier in Indonesia. In that crash, the stick shaker vibrated loudly, control readings went awry, an AOA sensor falsely alerted, and for twelve long minutes the bewildered captain was in a tug-of-war with his own plane. Lion Air Flight 610 rose and fell twenty-one times before plunging into the Java Sea, killing all 189 people on board.

After the Lion Air crash, the FAA issued an emergency airworthiness directive, warning pilots that a faulty AOA sensor could activate the automated “nose-down trim” system on the 737 Max 8 and 9 planes. Boeing also issued a bulletin directing pilots’ attention to existing procedures for handling erroneous AOA data: They could flip a series of switches on the control panel to power off the system and stop the “nose-down” command. Although MCAS was not mentioned by name, it was the first time pilots learned that such a system even existed on the new 737 Max planes.

First Officer Mohammed flipped the switches that powered down MCAS, as directed. Captain Getachew pulled on his control column to manually lift the nose, but aerodynamic forces acting against the tail of the plane made it impossible. “Pull with me,” Captain Getachew told the first officer. Together, they struggled against 180 pounds of force. In desperation, they turned the system back on in an attempt to use electrical power to regain control of the tail. But then MCAS kicked in again. Six minutes after taking off from Addis Ababa, Flight 302 plunged toward a barren field at a speed of 575 miles per hour. The impact was so forceful, rescue helicopters had trouble finding the crash site because the plane was buried thirty-three feet below the surface. No one survived.



The plight of Flight 302 gripped the world’s attention not only because of its tragic end but also because of its eerie similarity to the Lion Air crash. There was a pervasive sense of mistrust in the planes and, soon thereafter, in the decision-making processes at Boeing and the FAA.

Boeing’s and the FAA’s responses to the crisis diverged dramatically from the reactions of governments worldwide—and from reality. On Monday, March 11, the day after the crash, Boeing released a statement expressing its condolences to the families and loved ones of Flight 302, while also insisting that the 737 Max was a “safe aircraft” to fly. The FAA issued a “Continued Airworthiness Notification,” saying that it was examining data, and would take “appropriate action if the data indicates the need to do so,” but it did not yet have information “to draw any conclusions or take any actions.” However, the two incidents were alarming enough that Ethiopian Airlines immediately grounded its fleet of Max planes, the Civil Aviation Administration of China ordered all ninety-six Max planes in its country grounded, and other airlines and countries quickly followed suit.

By Tuesday, March 12, two days after the crash, the U.K., Germany, France, Australia, Malaysia, and Singapore had banned Max aircraft from flying in their airspace, and airlines in Oman, Norway, and South Korea all grounded their fleets. But not in the United States, where Boeing was, at the time, America’s biggest manufacturing exporter. In 2018, Boeing marked a record $100 billion in total revenue. Boeing employed 145,000 people worldwide and did business with thirteen thousand domestic suppliers, including companies like General Electric, the maker of its Max engines.

On Tuesday morning, Boeing chief executive Dennis Muilenburg made a personal call to President Donald Trump to assure the president there was no cause for alarm, that “the MAX aircraft is safe.”



Watching the news reports, I was horrified and heartbroken for the victims, their families and loved ones. I also saw this tragedy as a web of failed decision-making and disregard for ethics. In the days following the accident, I continued to be alarmed that the same decision-makers seemed not to take full responsibility for their decisions. Then I turned my focus to our decision: When and under what circumstances should we fly on a 737 Max plane? How could we possibly assess the risk? Muilenburg would later tell a reporter that he would “absolutely” take that risk and put his own family on one of the planes. But for me, the answer was absolutely not.

By Wednesday morning, March 13, more than sixty countries had banned the Boeing jets in their airspace. But the FAA had not budged from its position. In a statement posted the evening before, the agency said it was still reviewing data, but had “no basis to order grounding” and no data “that would warrant action.”

To be clear: Assessing evidence and data is crucial—both following tragedies like these crashes and for ongoing monitoring of safety risks and new technology. But data was irrelevant to the most critical question that Boeing and the FAA faced after 346 people lost their lives within five months of flying on the same model plane: Should we allow the Max 737 planes to continue to fly or not? The point should not have been to assess averages or estimate the likelihood of events. The only focus should have been on eliminating the potential for loss of life. And there’s only one decision that accomplishes this goal: ground the planes. Which is what President Trump ultimately did on Wednesday afternoon, when he directed the FAA to ground the entire 737 Max 8 and Max 9 fleets because “safety” was “of paramount concern.”

In the months to follow, investigators would uncover extensive evidence that Boeing had more than safety problems. The 103-year-old American company had lost its way ethically. In a scandal marked by disregard for human life, Boeing hadn’t just ignored safety issues or technology errors; it had failed to integrate ethics into the company’s decision-making at every level, resulting in a collapse of trust in a much revered institution. Boeing’s website at the time stated: “Our stance on ethical business conduct is simple: do the right thing, every time, no exceptions.” But exceptions were made again and again, breaking customers’ trust, Boeing’s most valuable currency.



The Boeing tragedy is a clarion call for our times, a clear marker of the precipitous decline of ethics in our decision-making in recent years, often with grave consequences. Why are ethics more critical than ever? And how do we make good decisions when the law lags behind reality and boundaries are blurred—or what I refer to as “the edge”? The edge is the point at which the law no longer safeguards us, and ethics alone must guide our decisions. Even where the law does operate effectively, it is the lowest common denominator—not the highest or even a sufficiently high standard of behavior. Ethics must operate above and beyond the law.

This chapter introduces the importance of banishing the binary, the first of six forces that affect ethical decision-making on the edge. Binary decisions involve a choice between two clear options, like the example of Boeing facing a choice between protecting lives or pursuing profit. But most ethical decisions, especially on the edge, require us to banish the binary, quashing our tendency to oversimplify ethical questions into an exercise in choosing sides: “yes or no,” “black or white,” or “good or bad.” Frequently, we leap to categorize people, behaviors, and actions as “ethical” or “unethical.” As you will come to see, this kind of ethics labeling, or shorthand, is not ethical decision-making.

Binary decisions may require in-depth debates about risks and opportunities, such as whether a company should sell drone technology to the government. Or the answers to binary decisions may be straightforward. For example, “Should social media platforms tolerate sex trafficking?” and “Should a teacher allow bullying in the classroom?” are questions that demand a binary answer: No.

But on the edge, we more often encounter ethics challenges that are non-binary—those that involve shades of gray and an evolving blend of risks and opportunities on all sides. Since the world around us is changing, with ethical lines blurring, we’re often in ethical dilemmas where there are few easy answers. We often must replace questions like “Should I or shouldn’t I…?” with the more open-ended and realistic question that I asked about Boeing: “When and under what circumstances should I…?” Crafting our ethical dilemmas in non-binary terms helps anchor our choices in reality. As I tell my students, you can “do ethics” outside of reality all you want, but you will live with the very real consequences.

Most decisions we need to make will be non-binary. But I start with Boeing to illustrate that there are still right-or-wrong, yes-or-no choices. Boeing’s story is an example of truly binary decisions… and failed responses. The questions were straightforward. The stakes couldn’t have been higher.



Before we begin to examine Boeing’s decisions, we need to better understand how the Max plane led to Boeing’s fall. It begins in 2010, when its biggest rival, French airplane maker Airbus, announced the launch of a new jet that would burn up to 20 percent less fuel. When Boeing learned that its longtime customer American Airlines was considering purchasing two hundred of the new French planes, the company scrambled to compete.

Building a new plane could take a decade and would require expensive pilot training, so instead Boeing decided to update an existing plane, the 737, with new, fuel-efficient engines. In August 2011, Boeing’s board of directors approved a 2017 launch of the reengineered 737 that came to be known as the Max. Before building even began, the company already had 496 orders for its new fuel-saving planes.

Boeing engineers soon discovered that serious problems arise when massive, modern engines are attached to a plane first built in 1967. For one, the 737 sits very low to the ground—there simply wasn’t enough room to fit bigger engines under its wings. As a result, they moved the new engines slightly above the wing and farther forward. But that threw off the aerodynamics: When the craft was in full thrust during takeoff, the nose had a tendency to pitch up too high, causing a stall. At first, they explored the idea of changing the shape of the wings or adding small metal vanes to the wings to alter the aerodynamics. When those options didn’t work, Boeing developed MCAS as a software workaround. MCAS was originally designed to rely on two inputs: a single AOA sensor and g-force. If the plane’s angle-of-attack and g-force were both too high, MCAS would subtly adjust the tail of the plane to push the nose down. But then engineers realized that the plane could experience aerodynamic instability at low speeds, not just high speeds, so they removed g-force as a trigger. This meant a single AOA sensor could now activate MCAS.

The FAA certified MCAS and its single-sensor activation based on an early “system safety analysis” that Boeing had provided the regulators. But subsequently, Boeing engineers made MCAS more powerful and aggressive—without updating FAA certification documents. By the time the planes were delivered to customers, MCAS could move the tail four times farther than originally intended and it could automatically reset itself, pushing the nose down again and again even when a pilot pulled it up. According to testimony from Boeing leadership, flight crew were already trained to deal with something called a “runaway stabilizer”—a scenario that also causes the nose of the plane to drop. Because of this, Boeing management “assumed” that pilots would react to, and solve, an errant MCAS activation the same way: Flip the switches on the control panel and power down the system.

Boeing’s flawed assumptions underpinned several missteps. First, the assumptions were based on the fact that in tests, Boeing’s veteran pilots were able to recognize a nose-down danger, flip the switches, and take control of the aircraft in four seconds. But the testing didn’t take into account chaotic cockpit situations or other potential variables. The National Transportation Safety Board (NTSB) specified in its formal 2019 report that the FAA should develop new design standards and require implementation of onboard diagnostic tools to improve pilot effectiveness. The NTSB also noted that “industry experts generally recognize that an aircraft system should be designed such that the consequences of any human error are limited.”

In addition, Boeing (with the FAA’s approval) delivered the Max planes (with MCAS activation by a single sensor) with no additional pilot training and no mention of MCAS in the operating manual. Retired Captain Chesley “Sully” Sullenberger, renowned for safely landing a plane on New York’s Hudson River in 2009, explained to a congressional subcommittee in June 2019: “Prior to these accidents, I doubt if any U.S. airline pilots were confronted with this scenario in simulator training.” He further insisted that pilots shouldn’t have to compensate for “inherent flaws” in aircraft design.

Part of the reason for the decision failures lies with the fact that the FAA had increasingly given Boeing more and more authority over the safety certification process. To some extent, it makes sense to involve company engineers. Boeing has the expertise to help the FAA with details it doesn’t have the resources or time to manage. Initially, certification engineers were appointed by the FAA, reported directly to their counterparts at the FAA, and were paid by Boeing. But in 2004, the system changed—they were now appointed by, and reporting to, Boeing managers who made the final decision about what was presented to the FAA. These changes gave Boeing managers more power and certification engineers less independence—and Boeing took advantage of these changes in its favor.

Investigations by the New York Times and the Seattle Times found that Boeing leadership was so obsessed with outpacing Airbus—so focused on speed of production and cost—that its engineers were forced to submit technical plans at “double the normal pace,” and managers worked under “tight deadlines and strict budgets.” A whistleblower claimed that on three separate occasions the company rejected safety measures that may have prevented the fatal crashes.

Boeing’s decision-making process was dismantled in its rush to the finish line, and subsequently as well. In 2017, months after the planes were delivered, Boeing discovered a mistake with the “AOA disagree alert.” The disagree alert is a standard feature that tells the pilot when the two AOA sensors have different readings—a signal that one may be broken. The mistake, Boeing discovered, was that the disagree alert in the Max planes had been erroneously linked to a second optional feature, “the AOA indicator,” which was a premium purchase. This meant that if a carrier didn’t buy the premium option, then their disagree alert did not work. Boeing did not notify customers or pilots. Instead, the company decided to wait until the next planned software update in 2020 to fix the error.

The disagree alert could have informed the Lion Air and Ethiopian Airlines pilots that a sensor was broken, potentially helping them to recognize the problem more quickly. But neither carrier had paid for the premium option, so their alert did not work. Approximately 20 percent of all Max customers had purchased the AOA indicator; therefore, only this 20 percent also had the safety feature. Even among the three U.S. carriers that purchased Max planes, American Airlines and Southwest Airlines paid for the premium option, but United Airlines did not.

The Max 8 launched into service in 2017, quickly becoming Boeing’s fastest-selling plane in history—a resounding success, until soon after when pilots began to battle with their planes, and those planes fell from the sky. The Max was meant to solidify Boeing’s position as the most respected and successful airplane manufacturer in the world. Instead, it shone light on an urgent ethics emergency.



Let’s examine three crucial binary decisions Boeing faced.

First, in 2017, executives realized that they had made a safety feature (the AOA disagree alert) a premium option rather than standard. At that point, the question was: Do we disclose and repair, or not?

Boeing took the position that the disagree alert only provided “supplemental information” and was not a safety feature. That may have been the case in older 737 models, but Boeing should have known that the powerful nature of the MCAS system had transformed this alert into a necessary safety feature, providing pilots with important information. Boeing didn’t disclose or repair the error, deciding instead to fix it three years later in a software update.

Second, after the first plane crashed in Indonesia, the choice was: Do we recall the planes until we are certain of the cause and can repair it and train pilots accordingly, or do we keep the planes in the air? The company not only kept the planes in the air; it also took the unconscionable position that the pilots were to blame. “We used an industry-standard assumption on pilots and how they would react,” Boeing chief engineer John Hamilton testified at U.S. Senate hearings in October 2019. Because errant MCAS conditions were similar to a runaway stabilizer issue, Boeing leadership assumed the pilots should have known to flip the switches and power MCAS down. But as Captain Sullenberger told Congress earlier that year, pilots deserve to fly aircraft that “do not have inadvertent traps set for them.”

Regardless of what pilots should or shouldn’t have known, Boeing’s faulty software contributed to the deaths of 189 people. This is a binary decision that has a clear answer: Recall the planes—and then repair the safety failures and train the pilots.

The third decision, for both Boeing and the FAA, occurred when the second plane crashed in Ethiopia: Do we allow the planes to continue to fly or not? Instead of grounding the planes, CEO Muilenburg called President Trump to assure him they were safe. Boeing pushed to keep its Max 737 planes in the air and the FAA allowed it—even though more than sixty countries had given them the correct answer.



The Boeing crisis shows that even straightforward binary choices can go awry when we fail to integrate ethics into our decision-making. If we can’t get binary questions right even when human life is at stake, then we will have much bigger challenges when the edges get blurrier and we confront non-binary decisions.

On the edge, complex ethical problems by and large require that we focus on banishing binary thinking because it can lead to dig-in-your-heels oversimplified “right” or “wrong” solutions that are not grounded in reality. The issues underlying the unrealistic binary choices that we have seen playing out around the world—such as should the U.K. stay in or leave the European Union (Brexit) and should the U.S. build a wall on its southern border with Mexico—require nuanced problem-solving.

Here’s one example of a dilemma that deserves a non-binary response, even though it looks like a binary question: Your friend deletes the Uber app on her phone and says you should too, because the company has a history of exploiting drivers and skirting local laws. “Delete or keep” is a binary decision. Banish the binary and, instead, ask: When and under what circumstances would I delete this app? What other factors and people should you consider before following your friend’s lead? Maybe Uber is more convenient because you live in an area where it’s hard to find a cab. Perhaps you know teachers or single parents who drive for Uber part-time to supplement their income with flexible work. How will they be affected? Ride-sharing companies also help residents in certain urban areas who suffer location discrimination from taxi drivers and are unable to hail a cab. How do these factors affect your decision? Instead of “delete or keep,” perhaps you keep the app but only use it when there are no available local cabs, buses, or subways, or when you’ve been drinking and shouldn’t drive.

When we oversimplify ethical dilemmas by immediately taking sides, we miss opportunity and risk. We fail to identify the information that could shape our decisions. We lose sight of the various stakeholders involved, such as teachers and single parents. And we ignore the fact that our actions and the actions of others have potential consequences, such as supporting a company’s poor safety record.

We all have the power to banish binary thinking and make good choices with every decision. In 2018, I had the opportunity to interview Emmy Award–winning writer and producer Norman Lear. I’ll never forget his message: We often elect not to vote, not to speak up when we see wrongdoing, not to think twice before purchasing a single-use, plastic water bottle. It’s human to think that our individual decisions don’t make a difference. But, as Lear insists, “We have to know that anything we do matters. We all matter.”

Our choices matter. They influence our day-to-day habits and relationships, determine the trajectory of our life, and have an impact on other people. They have a cumulative effect. The next story illustrates the power of banishing the binary in ethical decision-making and a non-binary business model.



In September 2007, San Francisco roommates Brian Chesky and Joe Gebbia, both twenty-seven, were struggling to pay rent. At the same time, a major design conference was coming to the city and hotel rooms were sold out. Chesky and Gebbia inflated three airbeds in their living room and cooked breakfast for guests at the impromptu lodging they called “Airbed & Breakfast.”

A year later, along with cofounder Nate Blecharczyk, they launched Airbnb, an online marketplace for private homeowner “hosts” to make their couches, bedrooms, or entire homes available to “guests” for short-term rentals. Travelers save money on lodging while gaining an opportunity to interact with locals; hosts earn extra income; and Airbnb promotes the properties to prospective guests, handles communications and payments, and allows a host to accept or reject a guest after reviewing their online profile.

Despite initial venture capitalists’ doubts that people would let strangers into their homes, by 2020, Airbnb had an estimated worth of approximately $26 billion, with seven million listings—including 14,000 tiny houses, 4,900 castles, and 2,400 tree houses—in 100,000 cities across the globe. And yet, a private home used as a short-term rental—even if it’s a castle—is neither a hotel nor strictly a home. Airbnb advanced the edge.

Airbnb is part of the so-called blended economy. Web-based companies like Airbnb connect customers (in this case, travelers) to suppliers (property owners) through the internet. They obviate the need for a section of the hospitality industry, including human intermediaries like travel agents and desk clerks.

At their best, blended economy companies such as Lyft (car rides), TaskRabbit (errands), Turo (rental cars), and Rover (pet sitting) bring us convenient and timely access to the products and services we need. But because they’re founded on blended business models, they come with a plethora of often uncharted, ethical decision-making challenges.



On President’s Day weekend in 2017, Dyne Suh, a twenty-five-year-old UCLA law school student, traveled to the mountains of Big Bear in California, where she had rented a cabin on Airbnb to share with her fiancé, two friends, and their two dogs for the long holiday weekend.

A month earlier, Suh had booked the cabin for two, but later messaged host Tami Barker to ask if the additional guests and their pets could join. Barker confirmed the changes for an extra $50 a night.

On their way to Big Bear, the group hit a snowstorm that turned their two-hour drive into a harrowing five-hour ordeal of rain, snow, road closures, and flash flood warnings. When Suh texted Barker to let her know that they were finally arriving, Barker wrote back to say she’d never agreed to the additional guests. Suh sent screengrabs of their text messages, thinking Barker had simply forgotten. The reply she received shocked her: “If you think 4 people and 2 dogs [are] getting a room [for] $50 a night on big bear mountain during the busiest weekend of the year.… You are insanely high.”

Barker canceled the reservation, leaving the students stranded. When Suh threatened to report her to Airbnb, Barker shot back: “Go ahead. I wouldn’t rent to u if u were the last person on earth. One word says it all. Asian.” Shortly thereafter, she wrote: “I will not allow this country to be told what to do by foreigners.”

A local television crew happened to be nearby, covering the storm, and a reporter interviewed Suh about her experience, recording the tearful young woman as she stood helpless in the snow. “I’ve been here since I was three years old,” Suh said. “America is my home. I consider myself an American. But this woman discriminates against me for being Asian.… I just feel so hurt.”

She wasn’t alone. Almost two years earlier, in March 2015, twenty-five-year-old Gregory Selden had a similar experience when he inquired about an Airbnb accommodation in Philadelphia. The host wrote back that it was unavailable. But Selden noticed that the listing remained online as available. Selden, who is Black, created two fake profiles, “Jessie” and “Todd,” that included photos of white men. He tried his inquiry again on the same day, and the host approved both Jessie and Todd. Selden later wrote about his experience on Twitter, with the hashtag #airbnbwhileblack, spurring “thousands of retweets from individuals who experienced the exact same disparate treatment from Airbnb host agents, representatives, servants or employees.”

In December 2015, Bloomberg reported on a working paper from Harvard Business School that found a widespread discrimination problem on Airbnb’s platform. Researchers created twenty false Airbnb profiles, “identical in all respects except for guest names.” Half had stereotypically Black-sounding names (such as “Lakisha Jones” and “Tyrone Robinson”) and half had white-sounding names (“Greg O’Brien” and “Anne Murphy”). Using the impostor accounts, they sent inquiries to approximately 6,400 hosts for properties in Baltimore, Dallas, Los Angeles, St. Louis, and Washington, D.C.

Renters with Black-sounding names were 16 percent less likely to be accepted by hosts compared to renters with white names. Although they had omitted photos in the faux profiles, the researchers determined that Airbnb’s platform encouraged racial profiling because hosts can often view a picture and personal details before deciding whether to accept or deny requests.

Imagine if you walked into a motel to inquire about a room, and the desk clerk made you fill out an application and pose for a photo for his boss. He leaves momentarily. When he comes back, he tells you that the boss has rejected your request. This scenario, beautifully analyzed in the Stanford Law Review by former student Michael Todisco, is a direct violation of the U.S. Civil Rights Act of 1964, which prohibits discrimination at public lodgings. And yet, it was likely occurring hundreds of times each day on Airbnb, with almost total impunity.

Who bears responsibility for Gregory Selden’s and Dyne Suh’s experiences? And what is Airbnb’s responsibility to prevent and respond to wrongdoing by hosts and guests? It’s tempting to condemn Airbnb for a host’s racist behavior. But as a new, blended business model, it was dealing with challenges that had never existed before—a non-binary ethical dilemma. Title II of the Civil Rights Act of 1964 specifically forbids “discrimination on the ground of race, color, religion, or national origin.” According to the act: “All persons shall be entitled to the full and equal enjoyment of the goods, services, facilities, privileges, advantages, and accommodations of any place of public accommodation.” The reference to “accommodations” covers “any inn, hotel, motel, or other establishment which provides lodging to transient guests.” But it does not technically cover private homes. Homeowners have the right to control whom they invite into their space. Airbnb hadn’t done anything illegal. But illegal is not the appropriate ethical standard.

Creators and innovators (founders like Chesky, Gebbia, and Blecharczyk) and investors in companies have outsized responsibility (though not all the responsibility) for ethical decision-making. Regulation will always lag behind innovation as governments struggle to amend existing laws or add new ones. Citizens and society will always need time to experience and evaluate the opportunities and risks of innovations.

Airbnb’s founding mission was to give anyone, anywhere a sense of connection: “We imagine a world you can belong anywhere.” (Today, it’s very similar: “Create a world where anyone can belong anywhere.”) Belonging is an inspiring goal, yet the founders neglected to ask: When and under what circumstances might their technology allow for, or even amplify, discrimination on the basis of race or other characteristics? When might guests who would be legally welcomed in hotels and inns feel unwelcome in Airbnb accommodations? When might they be treated like they don’t belong?

On the edge, companies must proactively anticipate where the law fails to offer sufficient guidelines for decision-making, and then be willing to do more than the law requires by committing to ethical decision-making. We as consumers, employees, parents, and citizens must do the same.



The framework for ethical decision-making can help us integrate ethics into any decision; it works for individuals, organizations, and governments; and it targets your specific dilemma and circumstances.

To start, the framework disciplines us to avoid oversimplification of edgy questions into binary questions because it generates a nuanced set of considerations rather than “do it” or “don’t do it” options. Sometimes, there is one outsized opportunity or risk that quickly leads you to a rare binary “yes or no” answer—such as with Boeing’s decision regarding safety or instances of racism. Most often on the edge, our decisions are much grayer, requiring attention to nuance. When you banish the binary and understand the other five forces influencing ethics, you are better prepared to tackle any ethical challenge.

I’ve road-tested this four-step framework globally with all sizes and sectors of organizations, from multinational corporations and tech start-ups to global NGOs, academic institutions, and hospitals. I have also tested it with individuals, from CEOs and students to journalists grappling with ethically complicated news stories, colleagues from boards on which I serve, subjects of my ethics research, and clients’ employees of all levels. Students often describe how they use the framework in their new roles, from a summer internship in a prosecutor’s office to a first job at a global bank. Corporate and NGO leaders that I advise use the framework when developing diversity and inclusion policies and guidelines regarding relationships at the office, and to assure that every employee at every level integrates ethics into their decision-making.

The framework can be applied to any decision, whether you’re dealing with a professional dilemma (should I quit my job because I disagree with my company’s policies?), personal matter (is it time to take the car keys away from an elderly relative?), or navigating how your choices have larger implications (if I purchase this T-shirt, am I harming the environment or contributing to poor working conditions in a foreign country?).

Using the framework also helps you assess and understand the decisions and behavior of others, whether it’s the politicians you voted (or didn’t vote) for, the leaders of the companies and organizations you’re affiliated with, or the public figures whose work you appreciate but whose private behavior is troubling. With practice, applying it becomes a constant and automatic response as you begin to use it for any ethical dilemma.

Four easily recallable steps, and the questions derived from these four words, will keep us focused: principles, information, stakeholders, and consequences.

Question #1: What are my guiding principles?

Who are you, as an individual or an organization? What do you stand for?

Our principles define our identity and tell the world what to expect from us, as well as how we expect others to behave. Principles apply to ethics choices in all aspects of our lives.

Principles are not fixed rules, like “no chocolate before bedtime” or “no smoking in the break room.” They are enduring guides that help us navigate complex problems so that we make consistent choices. This is why it’s crucial to establish principles up front and in advance of potential ethical decisions. We don’t change our principles, or cherry-pick the most convenient principles, depending on the situation. And an individual’s or organization’s principles should apply to everyone engaging with them.

Boeing lists Integrity, Quality, Safety, Diversity & Inclusion, Trust & Respect, Corporate Citizenship, and Stakeholder Success among its seven “Enduring Values.” On their face, these are laudable principles that seem appropriate for a global corporation with the responsibility for the safety of millions of people every day. Had Boeing leadership applied and respected all their principles, they would have immediately grounded the planes following the first crash, and if not at that time, then after the second crash. They also would have assured that the disagree alert was a mandatory safety feature, not a special option. In other words, Boeing would have been well on their way to integrating ethics into their decisions. Most decisions that are not edgy allow us to respect all our principles.

But Boeing failed to integrate any of these principles into their decisions. In fact, they prioritized profits and competitive advantage over all their principles. In its pursuit of profits, Boeing cut corners, pressured employees, played fast and loose with regulators, and insisted that its planes were safe. Boeing estimated that the Max crisis cost the company $14.6 billion in 2019 alone. Conflicting principles can be exceedingly difficult to resolve. But in this case, the principles should not have been in conflict at all. None needed to be sacrificed to achieve safety. All were sacrificed for greed and market dominance.

In 2015, when Airbnb became aware of challenges brought on by racism among its hosts, their principles were: Be a Host; Champion the Mission; Every Frame Matters; Be a “Cereal” Entrepreneur; Simplify; and Embrace the Adventure.

These are just about impossible to understand and don’t do the job principles should. Individually, they do not offer clear guides to decisions and behaviors. Collectively, they don’t create an identity for Airbnb. And they don’t apply to everyone who engages with the company. Does “Be a Host” apply to the chief financial officer or regulators? Will “Be a ‘Cereal’ Entrepreneur” (a nod to its early years when the company sold cereal to raise capital) have any meaning for a guest who’s just looking for a place to stay?

The framework should never be used to crush or unnecessarily block societally beneficial and useful innovations. But when principles are unclear, the resulting decisions will be inconsistent and create unnecessary conflicts. Airbnb tried to operate in accordance with its principles, but it missed some key standards for achieving the mission of connection and belonging for all guests. Where were principles like “respect” and “diversity and inclusion” as Boeing had? Unlike Boeing, Airbnb’s leaders were ethically responsive and committed to enforcing principles that were too unclear to guide their decision-making. As the founders acknowledge, Airbnb’s principles could have maximized opportunity while minimizing risks. Behaving respectfully and eradicating discrimination should not impede innovation.

On the edge, principles may conflict because there’s often right and wrong, opportunity and risk, on all sides of a decision. Conflicting principles can even break our hearts. For instance, if you see a homeless child in the subway station steal a bag of chips from a kiosk vendor, do you follow your principle of honesty and tell the vendor? Or do you follow your principle of compassion and let him be? A former student, who cited this incident, decided to pay the vendor for the stolen chips—a reasonable way of navigating conflicting principles in the service of solving a problem.

Every year I ask my Stanford students to send me their top seven principles. Some choose personal traits, like honesty and curiosity; others select priorities, such as education and family. I generally recommend that individuals and organizations consider somewhere in the range of five to eight principles.

Once you determine yours and begin to apply the framework, you’ll find that they automatically come to mind as you make decisions and evaluate the choices of others. And when your decisions falter, as they occasionally do for all of us, your principles become your first port of call.

STANFORD ETHICS ON THE EDGE CLASS STUDENT PRINCIPLES 2019—ranked in order of popularity


	Honesty

	Integrity

	Kindness

	Compassion

	Loyalty

	Empathy

	Authenticity

	Respect

	Responsibility

	Curiosity

	Accountability

	Humility

	Dedication

	Family

	Autonomy

	Growth

	Care

	Optimism

	Fairness

	Freedom

	Discipline

	Perseverance

	Justice

	Intelligence

	Dependability

	Adaptability

	Inclusion

	Hard-working

	Effort

	Joy

	Generosity

	Humanity

	Self-awareness

	Resilience

	Wisdom

	Challenge

	Equality

	Learning

	Happiness

	Efficiency

	Competency

	Gratitude

	Consistency

	Reliability

	Openness

	Community

	Friendship

	Altruism

	Conviction

	Drive

	Education

	Individuality

	Persistence

	Achievement

	Good intent

	Be charitable

	Be humble

	Equity

	Knowledge

	Open-mindedness

	Adventurous

	Independence



Question #2: Do I have the information I need to make this decision?

And what important information lies in the gap between the information you should know and the information you can know?

Entrepreneurs increasingly launch new products before we can fully assess the ways they might be used or misused, or before the creators fully comprehend the power and capability of the technologies behind them. We, as consumers, employees, and parents then use these new technologies before fully understanding their opportunities and risks. In between the two, regulators fail to keep pace. The complexity of technology has increased the complexity and unpredictability of information we must consider in order to make thoughtful ethical decisions before we launch, use, or regulate innovations. Much of the relevant information will be linked to the six forces. Do we want robots diagnosing cancer? Should we permit flying taxis? Should we ban vaping?

Today, there’s often a significant gap between the information we have or can access and the information we need to make an ethical decision. How do you mind this gap—the information we don’t have but need? You ask questions, listen, observe, examine, verify the influences on your decisions, and then repeat the process often to correct course when information changes. Consider:


	Have you consulted multiple sources and cross-checked your views with others?

	Might new information come to light in the future that would change your understanding in a meaningful way?

	Are you seeking out facts, or hearing and seeing only what you want to hear and see in order to support a prejudged point of view or quick-fix binary answer like “do it” or “don’t do it”?



When I gather information, I try to avoid words and phrases such as “assume,” “presume,” “seems,” “took it as a given,” “that’s gotta be right,” “must have,” or “my gut tells me,” because they can lead to risky shortcuts and bias rather than fact. Guesswork leads to an oversimplified black-or-white response rather than shade-of-gray reality because we never obtain nuanced information.

Sometimes we end up making poor decisions as a result of having insufficient information, and it’s helpful to look back at the reasons why. For instance, it could be that:


	You didn’t know an important fact and could not have known it.

	You didn’t know the fact but could have known it.

	You didn’t know the fact but should have known it.

	You knew the fact but were lying by claiming not to know it.

	You knew the fact but ignored it.



Several of these hark back to Boeing’s story.

Boeing had crucial information at pivotal decision points but ignored it. For example, in 2016, before the planes were delivered, Boeing’s chief technical pilot described MCAS as “running rampant” in simulator testing. In June 2018, four months before the first crash, Boeing learned that if a pilot took more than ten seconds to properly react to an MCAS malfunction, the result could be “catastrophic.” Yet in October 2019, on the one-year anniversary of the Lion Air crash, and after the Ethiopian Airlines crash, CEO Dennis Muilenburg testified to the U.S. Senate, “If back then we knew everything that we know now, we would have made a different decision.” Boeing did have knowledge. But rather than taking responsibility for their failure to act on it, they placed part of the blame on the pilots.

In addition, it’s unlikely that the Lion Air pilots had sufficient knowledge of the risks: that the disagree alert was not functional, that MCAS existed, and that a single broken AOA sensor would activate this powerful anti-stall system—facts they needed to avert tragedy. Boeing withheld information from pilots. When we ignore and withhold information, we do so at our own and others’ peril.

Now let’s look at what Airbnb’s three founders actually knew—and what they could or should have known when they set out to match hosts with travelers. In July 2016, CEO Brian Chesky acknowledged that racism wasn’t on their minds when they founded the company. “There were lots of things we didn’t think about when we, as three white guys, designed the platform,” Chesky admitted. Airbnb’s blended business model comprises two parts: the internet and hospitality. It should have been clear to the founders that both elements (individually and together) had a risk of racism. Racism infiltrates online exchanges. For example, one in four Black individuals has suffered harassment online because of race, according to Pew Research in 2017. Additionally, it is widely known that hotels and their managers and employees have historically discriminated on the basis of race. Even if the specific antidiscrimination laws were not front of mind to Airbnb, the risk of racism infiltrating their platform through hosts and guests should have been. Given the combination of the extensive and persistent racially charged content online and known racism in the hospitality industry, Airbnb’s founders should have known (or at least could have known) that discrimination was a concern in a blended hotel and online business model.

Looking at the component parts of a blended business model through the framework allows one to ask “What more should (or could) I know?” The framework could have helped Airbnb’s founders select more effective principles, which in turn would have helped them see the relevant information. Principles of inclusion and diversity, for instance, would have spurred the founders to seek evidence and risk of discrimination as they assessed information.

Question #3: Who or what stakeholders matter to my decision?

Who or what could influence, or be affected by, your decision?

I define a stakeholder as any person, organization, object, or factor that could influence, or be affected by, a decision or situation. We often think stakeholders are only human beings, but stakeholders can also be inanimate objects if they have an impact on (or are impacted by) our choices. Even the digital assistant in your kitchen is a stakeholder if it gives you information (“It’s 35 degrees Fahrenheit outside”) that influences your decisions (I should put on a coat). Stakeholders can be a company, a policy, an algorithm, a chat bot, a test score, fake news, an edited gene, a government organization, and more. They can make positive or negative contributions to your decisions, and you can affect them positively or negatively.

In Boeing’s case, decisions made at many stages of the 737 Max tragedies had ripple effects on a wide array of stakeholders that, at minimum, included: Boeing employees, executives, and shareholders; Boeing’s suppliers and their employees; the commercial carriers that grounded planes and canceled flights; aircraft crews around the world, including the Southwest Airlines pilots suing Boeing for lost compensation; rival Airbus, which delivered twice the number of commercial aircraft as Boeing in 2019; the many businesses that rely on Boeing planes for travel; the FAA, diminishing in standing as a global safety leader; other industries developing automation technologies that are now looking to this tragedy for lessons to be learned; and, of course, the 346 victims, their loved ones, and people they’ve never even met who will be affected by their deaths.

We are never the only stakeholder in our decisions. Our decisions are never just our own. They affect many people and things—some of which we are not aware at the time of the decisions and may never know about. On the edge, identifying all the actual and potential stakeholders can be challenging, maybe even impossible. Airbnb, at the time of this writing, serves an average of two million guests per night in 220 countries and regions around the world. And that’s before you consider the hosts, their families and neighbors, the businesses affected by Airbnb, the regulators involved (or not), the tax consequences, and more.

How do we begin to identify all the stakeholders? We can start with those most directly affected by, or affecting, the outcome (such as an ineffective regulator) or those who suffer serious risks (such as airplane passengers). When we cannot identify the individuals, we can consider categories of stakeholders (such as employees of Boeing suppliers or Airbnb hosts). As we will see in Chapter 2, at times on the edge we cannot even imagine who the stakeholders could be because we cannot envision the potential uses or misuses of a technology or the human responses to situations.

Question #4: What are the potential consequences of my decision in the short, medium, and long term?

Have you considered the immediate and future impact of your decision at the time of the decision?

The framework requires us to a look at the short-, medium-, and long-term consequences of our decisions at the time they are being made. We should then do regular framework check-ins, so we can monitor consequences over time and keep up with evolving developments.

For example, after the first 737 Max 8 crash, the FAA determined that there was a high likelihood of a similar MCAS emergency within months. The alarms should have been blaring. Instead, Boeing promised the FAA that it would create a software patch for MCAS. The fix was still forthcoming when the second plane went down. At that point, the FAA should have known that another crash was a potential consequence; as noted earlier, additional data was not relevant to the question of whether or not to ground the fleet.

A senior FAA official would later testify before the Senate that “from the safety perspective, we felt strongly that what we did was adequate.” But the FAA had increasingly depended on Boeing to assess and certify safety, so status-quo adequate was not enough. On the contrary. When considering the ethics of the possible consequences of their decisions, here is what the FAA and Boeing should have asked—and here are the three immediate questions that will help you quickly assess the consequences of your own decisions:


	What potential consequences of this decision are both irreparable and important?

	What opportunity for doing good might be lost?

	How would I feel if I were directly affected by the decision?



If the FAA and Boeing had considered the first question, the decision would have been clear: Given the specific circumstances, a potential loss of human life is an unacceptable potential consequence. They didn’t even need to go on to the other two questions.

In the aftermath of the Boeing tragedy, after worldwide groundings, and a tremendous loss of reputation, Boeing CEO Muilenburg promised Congress that it was installing software updates, providing new training, strengthening safety culture, and other changes that he said would make its “safe airplanes even safer.” But these planes were not safe to begin with. If Boeing’s leadership refuses to acknowledge this fundamental problem, then how can anyone trust decisions that the company makes?



Allocating responsibility among stakeholders is the next step after properly applying the framework. This is where Airbnb’s story offers a laudable counter to Boeing because the leaders assumed responsibility. In 2016, after Gregory Selden’s experience and after the Harvard study, CEO Brian Chesky apologized for not responding more quickly and called discrimination “the greatest challenge we face as a company. It cuts to the core of who we are and the values that we stand for.” Airbnb began its own internal investigation into racial profiling on its platform and launched a comprehensive antidiscrimination effort. It added a “Community Commitment” pledge that all hosts were required to sign, promising to “treat everyone in the Airbnb community—regardless of their race, religion, national origin, ethnicity, disability, sex, gender identity, sexual orientation, or age—with respect, and without judgment or bias.”

Leadership also committed to a multi-stakeholder solution. To review the platform and devise antibias training for hosts, Airbnb hired highly respected expert advisors from government, academia, and the law. The company met with different groups to solicit a variety of viewpoints: employees, hosts, city officials, government agencies, tourism companies, civil rights groups, and Airbnb users who were previously targets of discrimination. The company also assembled a team of software engineers, data scientists, researchers, and designers with a mission to identify and stamp out bias on the platform.

Airbnb could have deflected (It’s not our responsibility what people do on our platform), or turned a complex ethical dilemma into an oversimplified, binary judgment (“pilot error” vs. “our error”), but instead it collected more information, kept the gaps in mind, and acted on them. The following year, when Dyne Suh and her friends found themselves stranded in the snowy mountains in early 2017, Airbnb quickly responded: It gave Suh a full refund, offered to reimburse her group for a hotel, and stripped Barker of her host status.

Suh, for her part, was also a stakeholder in this scenario. She took on that responsibility by telling her story to the media and filing a complaint with California’s fair housing agency, which ultimately reached an agreement with Barker to pay $5,000 in damages, issue a personal apology to Suh, take a college-level course in Asian American studies, and perform volunteer service at a civil rights organization, among other requirements.

Chesky demonstrated his ability to continually reassess information and consider the stakeholders and consequences of Airbnb’s decisions. Two years later, in 2019, a Halloween party at an Airbnb rental in the suburbs of Northern California turned into the scene of a deadly shooting. Chesky announced that they were creating a 24/7, worldwide “neighbor hotline”; they would also begin personally verifying every one of its seven million listings for accuracy, quality, and safety; they would conduct rigorous reviews of high-risk reservations; and stop unauthorized parties before they begin. In minding the gap, he was fortifying trust.

“Our real innovation is not allowing people to book a home; it’s designing a framework to allow millions of people to trust one another.…We intend to do everything possible to learn from these incidents when they occur,” Chesky said.

When they figured out they had a problem, Airbnb leadership didn’t deflect responsibility or promise a software patch, they made thoughtful changes that fortified trust. Boeing can repair its planes, and it can even fire its CEO. But repairing trust is a far greater challenge.

“Many of us in this industry over the last ten years are going from a hands-off model, where the internet is an immune system, to realizing that’s not really enough,” Airbnb’s Chesky said. “We have to take more responsibility for the stuff on our platform.”

All of us—from test pilots and FAA auditors to Airbnb hosts, guests, and software developers, to you and me—have the power and the responsibility to use our voices and take actions that prevent further harm. Recognize the hazards of binary thinking in a gray world. Apply the four steps of the framework for every ethical dilemma. Everything you do matters.




Chapter Two [image: Image] SCATTERED POWER

When Delaney Van Riper was a child, she was bubbly and full of energy, but her father noticed that she walked primarily on her tiptoes. As a genetic counselor, AJ Van Riper knew this could be the first sign of a genetic disorder. His fears were confirmed when, at age seven, Delaney was diagnosed with Charcot-Marie-Tooth (CMT), a disease that, while not fatal, has no cure. It would eventually cause his daughter’s ligaments to tighten, and her limbs and muscles to slowly atrophy and weaken.

As a child, Delaney wore leg braces that made her feel “unique” among her peers. But by the time she was a teenager, her physical differences were frustrating and emotionally painful. Then in 2017, during her senior year of high school, she received an email from the laboratory of Dr. Bruce Conklin, a senior investigator at the Gladstone Institutes (a nonprofit biomedical research center affiliated with UC San Francisco, where he is a professor). Dr. Conklin was seeking volunteers to participate in scientific research that could potentially be life-changing. In fact, he and his team were investigating the development of a cure for people with Delaney’s exact type of CMT, using a new gene-editing technology called CRISPR-Cas9.

In 1987, a team of Japanese scientists studying E. coli bacteria reported finding “an unusual structure”—repeated sequences of DNA that had not been seen before. Over the next twenty-five years, research exploded on these “clustered regularly interspaced short palindromic repeats,” or CRISPR. Scientists discovered that CRISPR was akin to a genetic defense system that, in conjunction with a protein called Cas9, acted like a pair of molecular scissors, detecting foreign DNA viruses and then cutting out the unwanted invaders. In 2012, a team of scientists led by UC Berkeley professor Dr. Jennifer Doudna and Dr. Emmanuelle Charpentier, a director at the Max Planck Institute in Berlin, published groundbreaking research showing how CRISPR-Cas9 could be used in the lab to snip, repair, and alter genes in any organism’s DNA.

Dr. Doudna, also a senior investigator at the Gladstone Institutes, credits her colleague Dr. Conklin with coining the phrase “genome surgery” to describe how CRISPR works. Just as a doctor uses surgical tools to remove tumors and repair organs, genome surgeons use CRISPR tools to remove or repair specific genes within a cell. Another way to think of it: Picture a giant book, 6.4 billion letters long, representing the human genome. Scientists can use CRISPR to find a single typo in that book, cut it, and paste in the correct letter. But they can also use it to change the book. CRISPR can make “precise changes to the code of life,” Doudna says. “It means that we can control human evolution now. We can control, essentially, anything that is alive.”

Delaney accepted the invitation to take part in the CRISPR study and made a visit to Conklin’s lab. In early 2020, we spoke on the phone. Delaney told me that her participation in the study required little more than giving the researchers a couple vials of blood. (She also signed a consent form allowing them to use her blood to study other diseases.) From her samples, researchers isolated her blood cells and slowly coaxed them into becoming induced pluripotent stem cells—or primitive cells that can be differentiated into any other kind of cell. The scientists would work to convert Delaney’s cells into the exact type of nerve cells that contain her genetic mutation. From there, they can use CRISPR tools to cut out the flawed genetic material, in the hope of one day injecting the improved nerve cells back into Delaney’s spine and muscles to alleviate her symptoms.

As Delaney explained it to me, she learned that it is much easier to cut unwanted material than to add new genetic material. “Genes have two strands—the famous double helix,” she says. “In my case, one strand is healthy, and one isn’t. I don’t need the unhealthy strand for cell reproduction.” Put another way, how she says her father describes it: “If you buy wood to build a house from two factories, and one sells good wood and one sells rotten wood, you cut out the rotten vendor and you buy wood only from the good factory, and you can still build the house.”

Three years after Delaney joined Conklin’s study at the Gladstone Institutes, Dr. Conklin and I spoke over the phone. He told me that they chose to work on the specific type of CMT that Delaney has because “we thought that it was one of the most likely to be treatable of the 6,000 disease genes” that science has identified in humans. “In the last three years,” he said, “continued progress in CRISPR technology has only increased our hopes that this will work.” He cautioned that developing a CMT treatment will take years, with many technical hurdles that still need to be overcome. But because Delaney’s disease progresses slowly, he is optimistic that he has time to conduct the research properly. In fact, Dr. Conklin considers a cure “very promising” and likens it to scaling Mount Kilimanjaro—hard but achievable. “Nothing in experimental medicine is one hundred percent sure… that is why we call it an experiment,” he says. “But I am very confident that we can reach our goals.”

In the meantime, Delaney says her confidence and ease has grown as she continues to contribute to the science and educate herself. When I asked her if she had any thoughts about how other people might approach gene therapies—whether as a potential patient, research subject, or to develop an opinion—I was impressed by her answer. Delaney says that the two most important questions we should ask ourselves include: First, why do you want to do it—what values are driving you? And second, what effect could it have on other people? In framework terms, she is asking us to consider our principles, as well as the stakeholders and consequences.

In a recent essay for the Gladstone Institutes blog, Delaney wrote that the opportunity to be a part of Dr. Conklin’s research gives her “one of the most dangerously wonderful gifts: hope. Hope that I could be cured. Hope that I could live as a normal person. And if not hope for me, then hope for someone else.”



CRISPR is an extraordinarily powerful agent of scattered power—for good or for ill. Scattered power, the second force driving ethical decision-making, refers to the indiscriminate distribution of power to do good or inflict harm.

Delaney’s story depicts the hopeful and ethically diligent side of how CRISPR technology can potentially impact life. CRISPR scatters power for good, as scientists and innovators use it in their pursuit of treatments for the millions of people who suffer from heart disease, cancer, Alzheimer’s, muscular dystrophy, cystic fibrosis, blindness, and a multitude of other illnesses. More broadly, CRISPR arms humans with a power that we have only imagined until now. Labs around the world are actively using the technology to make mosquitoes malaria-resistant, to create more resilient breeds of corn and wheat, and even to build a woolly mammoth out of Asian elephant DNA. The possibilities are vast.

But agents like CRISPR also disperse unprecedented, humanity-defining power more quickly, globally, and unpredictably than ever before. And that power is being spread to numerous actors who can deploy it without legal oversight, professional codes (such as the Hippocratic oath), accountability to institutional leadership, or any commitment to enforceable principles that serve and protect society.

The force of scattered power and its impact on ethical decision-making will be seen through two additional stories: One involves a high-risk and ethically criticized use of CRISPR, and the other explores how 3D-printing technologies are being literally weaponized. Then we’ll delve into some of the surprising challenges we face in allocating the responsibility for the ethics of scattered power.

The starting point is that power is no longer just in the hands of CEOs and heads of state. Power is a shell game on the edge: We don’t know where it is, who has it, how much they have, or how they will use it. Power now belongs to terrorists who use their smartphones to recruit followers; it’s in the hands of Russian propagandists who misuse social media to confuse and discourage people from voting; it resides with software engineers who write the algorithms for streaming services and websites that invade our privacy and collect data about our habits. Even the many well-meaning contributors to the development and distribution of technology don’t necessarily recognize how they could be scattering power and potentially causing serious ethical fallout.

CRISPR and other technologies on the edge present us with ethical dilemmas that are non-binary. And while gene editing is not a “do it” or “don’t do it” decision, there is one clear binary-threshold distinction between the two different categories of gene-editing therapies. Somatic therapies, like what Delaney hopes for, make changes to a patient’s nonreproductive cells, only affecting that patient but not their future offspring. CRISPR pioneer Doudna supports using CRISPR for somatic therapies in both children and adults, because the genetic consequences do not extend beyond the individual.

In contrast, germline therapies are a second category of gene editing that target the DNA in embryos, sperm, and eggs, making changes that not only impact the patient’s disease but also can be passed down to future generations. Germline editing holds grave and unknown risks. Because of that, many in the scientific community agree that CRISPR is unacceptable for editing the human germline. As of this writing, approximately thirty nations, including the United States and many countries in Europe, have enacted restrictions or even outright bans on human germline editing.

When I asked Dr. Conklin what two risks the public should be most concerned about with regard to CRISPR, he said we should be wary of unscrupulous and unregulated gene-editing clinics that may try to sell us unproven promises of cures for deadly diseases. These clinics risk patients’ physical and mental health. They also potentially skew research results if the placebo effect of the promise of a cure actually produces a positive outcome despite the inefficacy of the treatment.

He was also concerned about how CRISPR might be used as a way to craft so-called designer babies with a method known as preimplantation genetic diagnosis, or PGD. According to a study in the Journal of Assisted Reproduction and Genetics, over 75 percent of fertility clinics in the U.S. offer PGD. The technique, as described by the American Society for Reproductive Medicine, is used in combination with in vitro fertilization (IVF) and involves genetically testing a couple’s IVF-generated embryos at just a few days old. Parents may then choose to only implant the embryos that test negative for a genetic mutation, or ones that are carriers of the disease but will not develop it.

For parents who carry serious genetic mutations, PGD can help them avoid passing on to their children conditions such as Duchenne muscular dystrophy, Tay-Sachs, and sickle cell anemia. But as Dr. Conklin notes, CRISPR combined with PGD sends us toward a slippery slope of being able to potentially manipulate our progeny’s genetic traits—such as height, eye color, athleticism, or intelligence. Conklin’s urgent warnings speak to the impact of scattered power: Imagine a world in which each parent gets to custom-design their child without societal control over these decisions.

This is a major hallmark of scattered power: It is ungovernable because it is widely accessible and largely undetectable. Regulation can’t stop power from scattering because the law lags too far behind the technology; it’s hard to detect who is wielding the power, even after the consequences are apparent; and the technology is often accessible to nonexperts and individuals with limited budgets and equipment. Most importantly, as the next story demonstrates, scattered power is delinked from even a common human view of the very importance of ethics.



In June 2017, a thirty-three-year-old biophysicist named He Jiankui sat down in a conference room at the Southern University of Science and Technology in Shenzhen, China. Across from him were two Chinese couples hoping to become parents. They had unique challenges: The men were HIV positive.

According to an investigative series in the journal Science, as well as video of the meeting that Science reporter Jon Cohen reviewed, the couples were specifically recruited because the men had been able to manage their infections with antiviral drugs. Passing HIV down to their future children was not their concern, because sperm-washing during IVF had progressed to the point where the virus can be reliably removed before insemination. Rather, these couples wanted to ensure that their own children never contracted HIV—that they never had to endure the same pain and discrimination that they’d suffered. Dr. He, a highly accomplished, U.S.-educated scientist, offered them a chance to take part in a scientific experiment that could virtually eliminate that risk.

According to He’s listing in the Chinese Clinical Trials Registry, he was actively seeking out married heterosexual Chinese couples, between the ages of twenty-two to thirty-eight, in which only the man was HIV positive, in order to “obtain healthy children to avoid HIV, providing new insights for the future elimination of major genetic diseases in early human embryos.”

Dr. He provided couples with consent forms (also obtained by Science), which stated, “The main objective of this project is to produce infants who have the ability to immunize against HIV-1 virus.” But what was missing in the consent process was the full scope and potential consequences of He’s plan. For example, the consent form mentioned the possibility that there could be “off-target” effects—unwanted and unintended DNA mutations—at “sites other than the intended target.” The form also included a disclaimer of the research team’s responsibility for risks of such occurrences. (The consent form even provided for He’s team to retain the rights to, and publicize, baby photos on the day of birth.) What ordinary, well-meaning parent could possibly understand the types and likelihood of the risks?

The two couples in the meeting in Shenzhen would eventually become part of a group of eight hopeful couples that Dr. He recruited by September 2017. These couples would take part in what appeared to be the world’s first-ever experiment to create HIV-resistant babies using IVF and CRISPR-Cas9. Over the next year, He would use CRISPR to reproduce a genetic mutation called CCR5-delta 32 in the volunteer couples’ fertilized embryos. CCR5-delta 32 is a defect that has been known to provide HIV resistance among people who naturally carry it. Dr. He wanted to craft that same mutation in the couples’ offspring. When the IVF-generated embryos were several days old, a few cells were checked with PGD to be sure the genetic alteration had been successful before implanting the embryos in their respective mothers.

We cannot know what was in He’s heart and mind, but emails and documents examined by reputable media sources indicate that Dr. He was on an ambitious path to show the world how to use CRISPR to create HIV-resistant humans, and then do the same thing for genes linked to cardiovascular disease, cystic fibrosis, and other conditions. Science reviewed He’s medical ethics application, which he claimed had been approved by a hospital in China. In it, Dr. He wrote: “This is going to be a great science and medicine achievement ever since the IVF technology which was awarded the Nobel Prize in 2010, and will also bring hope to numerous genetic disease patients.” The hospital later claimed that the approval signatures on the application had been forged.

Without knowing the full extent of what Dr. He told the hospital, or how they processed the information, I would not presume to assess their oversight protocols. But the fact is that regardless of the Chinese hospital’s involvement, it should have been clear to Dr. He that his proposed actions crossed widely accepted ethical lines. Reputable scientists had discouraged him from these experiments or warned him to proceed with caution. Further, human germline editing was illegal in much of Europe and prohibited in the United States. In their article in The Lancet, researchers from the Chinese Academy of Medical Sciences pointed out that the Chinese government specifically prohibits “the genetic manipulation of human gametes, zygotes, and embryos for reproductive purposes,” as stated in its 2003 “Guiding Principles of Ethics for Human Embryonic Stem Cell Research.” So it appears that there was adequate knowledge and general professional and legal consensus that He should not be pursuing this irresponsible experimentation on human embryos.

Dr. He exemplifies the stealth rogue actor. His work, for example, occurred at a large university lab and two different hospitals, yet he was still able to act in secret. As The Atlantic and the Wall Street Journal reported, the IVF doctor who implanted the embryos didn’t know they’d been germline edited; the hospital where the mothers were to give birth didn’t know of Dr. He’s plans; Dr. He even falsified the fathers’ blood tests to be sure the hospital wouldn’t discover their HIV status. But soon, everyone would learn of Dr. He’s work.



By April 2018, one of the eight couples in the study was pregnant with twins. Tests showed that one twin had both copies of the CCR5 gene, meaning the procedure had worked with that fetus, while the other had just one mutated gene, and it was unclear if that twin was HIV-resistant.

Dr. He felt flush with “success,” as he described it in an email to a mentor. In August, he met with a fertility doctor in New York City to discuss the potential of opening a CRISPR gene-editing clinic together in China for couples hoping to become parents. He also hired an American public relations specialist who helped him form a plan to first publish a study in a reputable medical journal before announcing the twins’ births. But his plans did not go as he had hoped.

In October 2018, twin girls, the world’s first gene-edited babies, were born via cesarean section. Dr. He kept his secret under wraps until November 25, when MIT Technology Review broke the news; the Associated Press published a story the next day. Both articles included very critical viewpoints of He’s work from scientists in the field. In response, and to wrest back control of the narrative, He posted a series of YouTube videos announcing the birth of “Lulu” and “Nana,” to parents “Mark” and “Grace.” (Dr. He gave them these pseudonyms to maintain their privacy.) He said they were as “healthy as any other babies.” “As a father of two girls,” Dr. He said, “I can’t think of a gift more beautiful and wholesome for society than giving another couple the chance to start a loving family.”

On November 28, 2018, Dr. He attended the Second International Summit on Human Genome Editing in Hong Kong, a conference sponsored by major global institutions (including the U.S. National Academy of Sciences, the Royal Society of the United Kingdom, and the Academy of Sciences of Hong Kong) and featuring Dr. Doudna and other pioneering speakers. It was there that Dr. He told a packed crowd that he was “proud” of his work, and that another woman had already been implanted with a gene-edited embryo—a third CRISPR baby.

The scientific community was outraged. Summit organizers denounced He’s work as an experiment that was “misguided, premature, unnecessary and largely useless.” The National Institutes of Health, which oversees medical research in the U.S., called the medical necessity of the work “utterly unconvincing” and the informed consent “highly questionable.” Doudna said she was “horrified.” It was “inconceivable,” she said, why He would use CRISPR, “an experimental technology that’s never been tested in humans before,” when there were already “safe and effective” ways of avoiding passing HIV from parents to children.



It’s important to pause here and consider the importance of Dr. Doudna’s observation as we test the ethical legitimacy of unprecedented uses of power. We must always ask whether there are less risky and/or more beneficial alternatives. We are then responsible for choosing the most appropriate alternative or, on occasion, slamming on the brakes until science and robust ethics discussions can gain further insight.

As one researcher pointed out: Dr. He did not “correct a disease-causing genetic variant to save a life… [he] destroyed a normal gene… in an otherwise healthy embryo.” CRISPR can create unpredictable “off-target” edits elsewhere in the genome, potentially causing cancer or other unintended problems.

Scientists who studied the notes He projected at the Genome Summit told Science that both babies appear to exhibit mosaicism, which means that the CRISPR process likely edited some of the embryo’s cells differently from others or even failed to edit them at all. In sum, it is impossible to know if they truly are HIV-resistant.

Shortly after the Hong Kong summit, Dr. He disappeared from public view and did not respond to media. Chinese authorities suspended his research and placed him on house arrest. Southern University of Science and Technology fired him from his teaching position.

In December 2019, China’s state-run news, Xinhua, reported that Dr. He and two medical researchers had been tried in a closed courtroom proceeding and had pleaded guilty to violating the 2003 guideline on gene-editing technologies. Dr. He was sentenced to three years in prison, given a 3 million yuan ($430,000) fine, and a lifetime ban from working in reproductive technology. The court reportedly condemned He Jiankui’s pursuit of “fame and profit.” The court also announced that the second mother had given birth to a third gene-edited baby but did not say when. No other information about the child was provided.

He’s actions with these children showed utter disregard for global discussions within the scientific and expert ethics communities. His actions are precisely the kinds of issues about which we need a broad global debate involving nonexperts. He played God with the babies’ lives, altering their DNA in ways that will be passed down for generations to come. And we have no way to determine what the consequences will be, or who the stakeholders will be: not only Lulu’s and Nana’s descendants, their families, and communities, but also you, me, and all of humanity.

This is an extreme example of scattered power, with all the undetectable, ungovernable, inexpensive, and accessible hallmarks. Dr. He did not need millions of dollars in technology, the backing of pharmaceutical companies, or the sanctioning of his government to alter the human germline. And the decreasing cost of the technology combined with increased access to technological know-how and materials will only contribute to this unchecked threat.

Today, for example, various types of kits promising gene-editing capability are available for purchase online on websites that are open to the general public. The specifics of what these kits do, how dangerous they are, and how they could lead to major risks such as the creation of a biological weapon are outside my expertise. Some experts suggest that the current risk is low.

I would argue that the point is not that the risk is slim today. We must consider the potential short-, medium-, and long-term consequences over time of making these sorts of technologies widely available. These kits are difficult to manage because we don’t know who is using them and how. And whether or not these kits become just as easy to use as the alternative methods for inflicting significant harm, the potential exists for the proliferation and empowerment of these tools, with unknown consequences. The risk needs to be managed in parallel with other risks, not postponed until harm is done.

He Jiankui was able to alter humanity, one baby at a time.

His actions are a red flag that power detached from ethics can literally alter humanity as we know it in dangerous ways. But as Dr. Conklin’s research shows, we ignore the potential for lifesaving benefits of these power-scattering technologies at our peril.

Other forms of scattered power that require even less scientific know-how and materials have the potential to harm untold numbers of people.



In July 2012, Cody Wilson, a twenty-four-year-old law student at the University of Texas, posted a fundraising video to YouTube, asking for donations to fulfill a dream. To make the film, which has been viewed more than a million times, Wilson sat alone in a sterile, white room filled with computers and technical manuals, looking directly into the camera.

“A group of friends and I have decided to band together under a collective name,” Wilson’s pitch began. “We’re not a company, we’re not a corporation, we’re not even a business association of any kind. We just call ourselves Defense Distributed, and we want to share with you an idea.” Their idea would scatter power without institutional checks and balances or oversight.

They wanted to develop the world’s first 3D-printed gun, and with a little bit of help—only about $20,000—they could pull it off. “The product isn’t our emphasis,” Wilson said, “what we’re interested in producing is a digital file… to be shared across the internet.”

For eight minutes, a heart-quickening jazz loop played in low tones as Wilson monologued about his vision to give anyone anywhere the power to make a gun, one that “only needs to be lethal once; I mean that’s the idea, right?” He spoke with a calm, cool authority, as if preaching to an invisible choir: “This is an idea whose time has come.… We hope that the idea is stolen. We hope that the file itself is manipulated and changed and improved.”

“We’ve now crossed the threshold,” Wilson continued. “We will have the reality of a weapon system that can be printed out from your desk. Anywhere there’s a computer, there’s a weapon.” The choir was listening. Defense Distributed reached its fundraising goal in just two months. Later that year, Wired named Wilson among the “15 Most Dangerous People in the World,” a list that also included Sinaloa cartel kingpin Joaquín “El Chapo” Guzmán and Syrian president Bashar al-Assad.

In May 2013, Wilson became the first person to create and successfully fire a fully 3D-printed gun, which he dubbed the Liberator. He posted a video of himself online and posted the blueprints on his file-sharing website. In two days, the blueprints were downloaded more than 100,000 times, allowing Wilson to drop out of law school and run Defense Distributed full-time.

Wilson wasn’t interested in building a tech company or making a fortune selling guns. His primary mission was to scatter power in ways that would be undetectable, ungovernable, and detached from the rule of law. Even the name he gave his organization (Defense Distributed) and descriptions of himself (crypto-anarchist) and of his company (friends of freedom) reinforce scattered power. Not to mention the gun’s name, Liberator.

Wilson says he gives you “the key” to make a gun, but he denies being a gun seller, which would entail a significant regulatory responsibility. He therefore denies responsibility if you make a gun and misuse it. In my view, and by his own admission, Wilson distributes the knowledge (a form of power) and, for certain guns, the machinery (more power) without linking either of these actions to ethical, responsible, and safe use. The technology upends the normal verification processes, such as background checks, because there is no point of purchase. Wilson could have advocated building in safety features to his guns, and compliance with ordinary gun regulations. He could even empower the police and other protectors of the public in parallel through detection machinery that would expose the illegal use of 3D-printed guns. But he does not appear to have pursued these options. Like He Jiankui, Wilson’s story has all the hallmarks of scattered power.



3D-printing technology, first patented in 1986, was originally used to quickly and inexpensively make parts for auto manufacturing, aerospace, and medical devices. It can produce different kinds of objects all from the same machines—including, in the future potentially, human organs. The process is sometimes called “additive manufacturing,” as it basically builds up or “prints” an object, layer by layer, into three dimensions, using materials such as plastic, wood, or metal instead of ink. Many 3D-printed products are made from the thermoplastic polymer acrylonitrile butadiene styrene, or ABS. If you have been around children, you may have stepped on this hard, smooth polymer at some point in your life: ABS is the material used in Legos.

Like all edgy, non-binary innovations, 3D printing also scatters power in ways that are positive. Doctors Without Borders/Médecins Sans Frontières, for example, has used the technology to provide war victims in Syria with prosthetic limbs that can be custom-designed in twenty-four hours at a fifth the cost of traditional prosthetics. Other promising innovations include safer, more affordable housing for refugees; reefs that can be sunk and used to stimulate coral reefs to redevelop; and 3D bioprinting of human tissues to help repair damaged organs and more.

3D-printing technology contributes to the power the guns and gunmakers have to remain undetected. When it comes to building a gun, one only needs a 3D printer, computer-aided design (CAD) software, downloadable blueprints, and some relatively elementary computer skills. Plastic guns have no serial numbers, making them untraceable “ghost guns.” The Undetectable Firearms Act requires at least 3.7 ounces of metal in all guns so they can’t evade metal detectors and X-ray machines. In compliance, Wilson’s Liberator contains a small compartment to hold a piece of metal—but it’s a detachable block that isn’t even needed in order to fire a bullet. The law is toothless, as investigative journalists in Israel proved in 2013 when they smuggled a copy of the Liberator past metal security detectors and into the Israeli parliament—twice, even though the gun’s firing pin was a metal nail. In the United States, the Transportation Security Administration (TSA) detected 3D-printed guns four times at security checkpoints in airports across the nation between 2016 and 2018.

The guns are inexpensive and fairly unreliable—at least early iterations were. In 2013, Australian police used a $1,700 printer to make copies of the Liberator, and the guns shattered each time a bullet was fired. This leads some to argue that 3D-printed guns won’t be a significant threat for a number of years.

But the fact that an older risk is still present doesn’t mean that we don’t have responsibility today to preempt proliferation of a new risk. Just as with gene-editing kits, we are responsible for managing potential future consequences now: Ethics are an early-stage endeavor, not an eraser or a cleanup act after harm is done. Indeed, the scattering of new power happens in parallel with the need to continue to manage classic sources of power—whether guns, nuclear weapons, or political propaganda. Tomorrow’s risks are for today’s decision-making. In the United States, we fail every day at effectively and constitutionally protecting innocent people against gun violence. This tragic inability or unwillingness to tackle the existing threat should not be an invitation to delay attention to 3D weapons. It should be a warning to redouble our efforts on both counts. And there is no upside in delaying attention to this.

As Wilson reminds us, the Liberator “only needs to be lethal once.” One bullet could be used in self-defense or, alternately, to wreak havoc. There is a frightening magnitude of risk when we consider how many times his blueprints have been downloaded, let alone shared. We could face potentially hundreds of thousands of guns firing “just one” bullet, not to mention technology for 3D printing of assault weapons and beyond. What’s to stop rogue actors from using plastic guns to spread terror at courthouses, airports, train stations, concerts, and schoolyards? Our decisions today must take into account the challenge of stopping them. In framework terms, we know there is a significant potential ethics risk (information), and we have an ethical responsibility as regulators and citizens for the potential impact of our decision (stakeholders and consequences now and in the future) as the technology continues to evolve.

Wilson’s focus on protecting individual gunmakers’ rights includes an obsession with free speech. No federal prohibition exists to prevent someone from making a gun at home—as long as you don’t sell it, you can make it. But when Wilson posted instructions for making the Liberator and other gun parts online in 2013, the State Department ordered him to take them down, claiming he’d violated the Arms Export Control Act of 1976, and specifically the International Traffic in Arms Regulations. These laws rightfully prevent the unlicensed sale of cutting-edge weaponry, technical data, and training—anything from microchips used for defense purposes to night-vision goggles and F-15 fighter jets—to foreign actors who might use them to develop weapons of mass destruction, destabilize nations, and otherwise harm America and its allies.

Wilson sued the government in 2015 for forcing him to take down his blueprints, arguing that his online code was free speech and that the government was infringing on his First Amendment rights. The case went up to the Fifth Circuit Court of Appeals, where his request for an injunction was denied. In its ruling, the court wrote that while Wilson’s constitutional rights might be temporarily harmed, an injunction might permanently harm the country’s national security.

But then, three years later, in June 2018, the State Department reversed its position. In a private settlement, the government agreed to pay Wilson $40,000 in attorney’s fees and allow him to post his blueprints, including instructions for an AR-15 semiautomatic rifle, the style of weapon used in the Sandy Hook Elementary School massacre in 2012 and other mass shootings. Nineteen states and Washington, D.C., sued to block the settlement. In November 2019, a federal judge in Seattle agreed, ruling that it violated federal law.

Scattered power begets more scattered power. As the law tries to play catch-up, the plans to print dangerous weapons are still being shared, in ways that are difficult to detect and stop, beyond Wilson’s website. In 2019, Wired magazine reported on a decentralized global network of 3D-printed gun enthusiasts who call themselves “Deterrence Dispensed” (in a nod to Wilson), with at least one hundred members who are actively scattering the power of DIY plastic weaponry far and wide. Using digital sharing platforms, the group’s members trade ideas, feedback, and CAD files; they upload blueprints on media-hosting sites; and along with their original gun designs and modifications of older plans, they provide Defense Distributed’s blueprints to anyone for free.

In 2020, Cody Wilson resurfaced with a new website and business model. This time, he claimed, he was following federal law by selling access to his website, and thousands of gun blueprints, only to U.S. residents, bypassing the export considerations of the court orders. The intersection of technology, regulation, societal tolerance, and rogue actors will continue to evolve.



In his book The End of Power, renowned thinker and journalist Moisés Naím reminds us that power is impossible to measure: “You cannot tally it up and rank it. You can rank only what appears to be its agents, sources, and manifestations.” Power’s agents, in this case, are individual actors on Deterrence Dispensed who make plastic weapons that emulate Beretta M9 handguns and AR-15–style rifles in their living rooms. Its sources are a lethal combination of accessible technology susceptible to misuse and disempowerment of the law. Its manifestations will be the potential deaths of innocent victims.

As the technology becomes more difficult to detect, so, too, are the consequences of its misuse. We might not be aware of the power until we see the harm. Even where we have information—for example, that individuals on the dark web are building guns—we have insufficient visibility to monitor the consequences.

These stories show that scattered power disempowers law. National legal systems are ill-equipped to enforce laws and protect citizens across national borders. In a technologically borderless edgy world, jurisdiction has yet to be defined. Even if laws were able to keep pace with current technology, enforcement is almost impossible. As a result, the law has lost credibility as a deterrent. Both He Jiankui’s and Cody Wilson’s stories demonstrate that our capacity to develop new, effective, and enforceable laws to govern innovative technologies is being outpaced as the agents of scattered power evade existing laws with ease.

Scattered power is even pushing at the boundaries of individual rights, whether rights to determine the physical traits of our children or freedom of speech. This takes us back to the definition of the edge: Scattered power pushes the law further and further behind the reality in which our ethics are playing out. It increases the importance and widens the scope of the responsibility for ethics to guide our choices. In particular, scattered power has disrupted classic notions of the type and scope of decision authority within corporate, personal, and governmental realms.



Scattered power doesn’t just empower individuals—it also allows corporations to exploit the diffusion of power. This trend is a counterintuitive combination of corporations scattering power (to actors who did not have it) and amassing power (through the profits and domination of their technologies and also by encroaching on governmental activities).

Scattering power requires corporate involvement, for example, by selling or otherwise providing social media, 3D printers, materials for gene editing, or platforms for the sharing economy. One of the first ethics questions I explore with corporations is the extent to which they are conscious of their responsibility for scattering power as they sell their products and services. While many companies require consent to terms of service that aim to warn users of their responsibilities and restrictions on use, those documents by and large aim to deflect legal liability from the corporations. They do not demonstrate a sufficiently forward-looking and thoughtful filtering of the potential consequences of the company’s distribution of power. But even with best efforts, the consideration of what users could do with their technologies or services—before unleashing them on society—often falls short due to the complexity of predicting the trajectory of scattered power on the edge.

I am a staunchly pro-innovation ethicist. Users of technology have their own share of responsibility. But when increased profits and influence happen on the back of scattered power, companies have outsized responsibility for assuring that they press pause before empowering individuals with tools that could bring harm. Because neither the law nor terms of service effectively control misuse, companies should be considering how they can build ethics breaks into their technology. A question I ask every client is: What can you do with the technology to pace the roll-out of the ethics along with the products?

Parallel to corporations scattering power, they are also monopolizing it. One new way that corporate power is increasing is by privatizing realms that were previously within governments’ responsibilities. I was wide-eyed on my first visit to the Smithsonian National Air and Space Museum. At the time, U.S. space belonged to the National Aeronautics and Space Administration, or NASA, an independent government agency responsible for the civilian space program. But today, when my students think of space, they think of CEOs and entrepreneurs such as Tesla founder Elon Musk’s SpaceX, Amazon founder Jeff Bezos’s Blue Origin, and Richard Branson’s Virgin Galactic. These corporate titans dominate the space news and, now, our imaginations.

But unprecedented dilemmas can arise when control over realms that were previously in the domain of democratically elected governments falls into the hands of private actors. The boundaries of ethical responsibility require redrawing. Space travel, for instance, is an integral part of our national defense and our relationships with our allies. We will need to assure that governments retain control over safety, and transparency to the public, potential investors, and future passengers. And we should ensure that both governments and companies will provide citizens with equal access to travel. Questions of responsibility to share benefits are also increasingly at the forefront. For example, how will corporations distribute their unique research and learning for the benefit of society?

Given these companies’ extraordinary capacity and resources, governments should take advantage or risk leaving untapped significant opportunity for defense, climate change research, artificial intelligence in society, and beyond. We have no time or resources to waste with these challenges, and they will require contributions from many stakeholders. In many of these cases, the government is aligning with corporations. For example, in 2020, NASA partnered with SpaceX to send NASA astronauts to the International Space Station on Crew Dragon, the first commercially built spacecraft. Each case is different, but public-private partnerships can allow for greater opportunity and visibility.

Let’s pause for a moment to stress one fundamental point: We cannot tolerate the monopolization of ethics. The risks of monopolization of services like online search or social media, and increasing engagement of corporations in realms previously governed by public institutions, pale in comparison to the risks to society and humanity of monopolization of ethics.

Unfortunately, technology is scattering a dangerous belief that the law and ethics are mere options. Areas like space, national defense, and managing currency—formerly public services—should not be within the control of a few large corporations. We need to be mindful of the slippery slope. Well-controlled contracts for specific corporate engagement with governments to deliver research, products, and services are helpful and necessary for the advancement of society. It’s quite different to allow a corporation to stand between citizens and access to public goods (whether space or digital currency) or for corporations to be in a position to control national policy on defense, health, the environment, and beyond. Most importantly, although corporations may monopolize power in areas, we cannot allow them or rogue actors to whom they may scatter power to determine society’s ethics.



The responsibility for integrating the impact of scattered power into our personal choices falls largely to us. Medical choices offer one important example. The starting point and focus should be on principles.

The most important challenge with principles on the edge is that they are more likely to conflict with each other. A binary decision like eradicating racism usually allows alignment of all our principles—for example, safety, integrity, compassion, and respect all stand up against racism. But non-binary challenges, where there are advantages and disadvantages on all sides of a decision, may require us to weigh and prioritize our principles—and possibly even compromise them. For example, consider the safety issues with an unproven medical treatment against compassionate support for a possible cure or improved well-being.

While no one can be prepared for how we will feel when we find ourselves confronting a life-threatening medical situation, understanding how principles may conflict can help anchor our thinking. Through serving on two ethics committees at the American Hospital of Paris and the Pasteur Institute research center in Paris, I see parents, doctors, nurses, researchers, and other stakeholders struggle with heart-wrenching ethical conundrums over a wide range of genetic problems. Technologies such as CRISPR only make these medical ethical dilemmas involving conflicting principles more common. Being clear about your own principles, ideally before you face life-defining choices or need to express your opinion, can help ground you when you’re faced with an unexpected difficult decision. It can help keep the decision at hand connected to, and consistent with, many other ethically thoughtful decisions you have made.

Some of the questions that patients in these institutions grapple with include whether they would manipulate the embryo of an unborn child to eliminate a deadly family trait for, say, Huntington’s disease or to remedy hearing impairment. Back to Dr. Conklin’s concerns, should we allow ambitious parents to manipulate genes that play a role in intelligence, musical aptitude, or athletic ability? As you consider these non-binary decisions, ask yourself: When and under what circumstances would I engage with the technology? When and under what circumstances would I consider it acceptable for society to allow engagement? Only you can decide what the best answer is in your situation or regarding your views for society. But how you apply your principles, especially how you prioritize them and resolve any conflicts, will not only define your own identity and determine your consequences, it will also have serious consequences for others.

The second framework point is to assure that your assessment of information, stakeholders, and consequences integrates the undetectable, accessible, and largely unregulatable characteristics of scattered power. Have you included the difficulties not only of collecting information necessary to make a sound ethical decision but also of predicting who all the actual and potential stakeholders of a decision will be? Imagine yourself in the situation of deciding the health of your child or voting on a law that would propose limitations on the use of gene editing for many children. What you can’t know will be as important as what you do know.

But how do we allocate responsibility to these stakeholders and reattach them to ethics? In Cody Wilson’s case, the stakeholders include: do-it-yourself gunmakers; the people affected by their use of 3D technology; the dark web, social media, and information-sharing sites where power spreads; the laws, lawmakers, and regulators; and the public. Sometimes we can hold stakeholders to account (regulators and lawmakers), and sometimes we fall short (stealth bad actors printing assault rifles in their living rooms). Sometimes the desire to flaunt power facilitates detectability and accountability (Dr. He’s quest for scientific accolades and Cody Wilson’s free speech advocacy). Allocation of responsibility is not just about ill-intentioned actors. The most well-meaning experts, policymakers, and individuals facing a personal dilemma can contribute to a scattering of power without sufficient connection to ethics because our ability to see the impact of one decision on many can be so limited.

When we can’t determine the stakeholders, predicting the consequences becomes exceedingly difficult, if not impossible. People will be shot. Genes will be edited. But the scope, scale, and potential consequences over time are harder to anticipate. We know that 3D printing will become less expensive and more accessible, expanding the making of weapons and the random nature of their impact. We know that when embryonic genomes are manipulated, the human germline is affected—but we don’t know what the secondary effects on the next generation and subsequent generations are, or the effects on companies, laws, governments, and the human species.



The allocation of responsibility for scattered power also requires considering the scattering of inequality. Somewhat counterintuitively, lawmakers are turning to ethics because they, too, recognize that regulation can’t keep pace with scattered power. I see lawmakers’ mobilizing ethics as hopeful and a necessary stepping-stone to regulation—as long as we don’t take the pressure off them to develop effective regulation and upgrade our enforcement capability.

In April 2019, I met with California congressman Ro Khanna, who represents the 17th Congressional District, the heart of Silicon Valley. Khanna is committed to democratizing the benefits of Silicon Valley’s tech power, which is why I wanted to understand his priorities and approach. He believes, as he told me, that “anyone could potentially be an Elon Musk”—innovate and create great wealth. He argues that we cannot ethically build a society that excludes older people or those suffering economic inequality.

Khanna is trying to scatter power with greater equality. He wants to spread digital literacy and the benefits of technology. To do this, he has a multipronged approach that includes an Internet Bill of Rights giving consumers more control over their personal data and a campaign to create jobs and opportunities for areas the tech boom left behind, like Kentucky and West Virginia. He also advocates for Silicon Valley to embrace more issues than just “[tax] repatriation, encryption, and patent trolls.” Khanna calls Silicon Valley’s current narrow focus an “impoverished vision for a place that literally believes it wants to change human civilization.”

His work is one of many examples showing how government is stepping into ethics efforts above and beyond the law. I see it in action as a member of the board of the Centre for Data Ethics and Innovation in the U.K., with its mission to advise the British government on maximizing the benefits of data and AI for society. And at the European Union High-Level Expert Group on Artificial Intelligence, which advises on European AI strategy. These and other similar efforts engage broader stakeholder input and can be a highly effective way to expand the ethics debate and inform regulation—but they face the same challenges of scattered power that regulators do, and they are not a substitute for effective regulation.

The interplay of these perspectives among corporate actors, governments, and each of us as individuals contributes to the edgy environment in which we are making decisions. We have the opportunity to be increasingly mindful of the ethical implications of where we have power and where we fit with respect to others’ power.



It’s hard not to feel overwhelmed by the sheer randomness and lack of accountability that scattered power brings. He Jiankui manipulated embryonic genomes using CRISPR technology, without regard to internationally accepted scientific and ethical guidelines; Cody Wilson’s acolytes found workarounds to continue sharing his gun blueprints online. We can’t trust governments or laws to protect us from scattered power’s consequences even when they deploy best efforts and significant resources.

After Dr. He made his announcement at the Genome Summit, Nature Biomedical Engineering published an editorial proposing that any determinations about gene editing’s future should lie in the hands of society, not just scientists. We have a chorus of bioethicists and gene-editing experts saying that we need a broader conversation on the ethics of the technology that includes ethicists and social scientists. But what we also need is a wide variety of nonexperts talking about power-scattering technologies like CRISPR and 3D-printed guns. That’s where you come in.

As CRISPR pioneer Dr. Doudna once described to NBC News, she thought it strange that no one was talking about a technology that marked a tectonic shift in life as we know it. “I’d go to PTA meetings for my son’s school or I’d have my neighbor over for dinner,” Doudna observed, “and I realized, ‘Wow, people outside of my little science world have no idea what’s going on and yet this is going to impact everybody’s lives.’ ”

Your voice in the trajectory of this technology matters. It’s not just about getting more ethicists and experts in the room—it’s about all of us participating in the debate. We can keep scattered power in mind as we grapple with these questions and form opinions about other people’s decisions and views, including corporate CEOs, politicians, scientists, and technology innovators. We all can test our opinions and decisions while walking in one another’s shoes—such as Delaney Van Riper’s, a potential victim of a 3D-printed gun, or even a future civilian space traveler.

Power will continue to scatter in unprecedented ways and far beyond plastic weapons and the weaponization of our own biology. Recognize that these technologies are here to stay. Some give us choices about when and under what circumstances we engage. Some will not allow us to opt out; for example, when police and immigration departments use facial recognition technology. We can passively watch these technologies happen to us or we can make our voices heard. No matter where you stand as a stakeholder, whether you are a scientist, product tester, lawmaker, biology student, 3D-printing enthusiast, or someone who stumbled on something troubling on the internet—you have the opportunity to prevent the monopolization of ethics by rogue actors, corporate giants, and even well-intentioned scientists and innovators.

If we don’t integrate reality into our choices, the edge will only expand. Scattered power left unchecked spreads unethical behavior and begets other dangerous forms of unethical behavior.




Chapter Three [image: Image] CONTAGION

One of the turning points in twentieth-century American political history, according to Pulitzer Prize–winning author Robert Caro, was the 1948 Democratic Senate primary runoff between Texas congressman Lyndon B. Johnson and Texas governor Coke Stevenson. It was “political morality made vivid,” Caro writes in The Years of Lyndon Johnson: Means of Ascent, book two in his gripping biography of Johnson. And, as we shall see, it was rife with contagious unethical behavior.

The campaign styles of these two candidates, as Caro reports, was “new politics against the old.” On the side of the old, Coke Stevenson was a beloved “cowboy governor,” driven more by principles than politics. “It wasn’t only that he was utterly honest,” a lobbyist told Caro. “It was that he was so completely fair and just.” Stevenson ran a modest campaign, making very few stump speeches or promises as he drove himself from town to town to meet voters.

On the side of the new, Johnson “would do whatever was necessary to win,” including tactics to sway voters that may seem common today but, as Caro reports, sprang from Johnson’s 1948 campaign. For example, he used scientific polling, advertising and public relations professionals to book frequent radio interviews, and “media manipulation” techniques “to influence voters.” Against his advisors’ advice, he made false claims about Stevenson’s record and mocked him in speeches, calling him “Mr. Do-Nothinger” and “Calculatin’ Coke.” Instead of a campaign bus, Johnson hired a helicopter to fly him to stump speeches and bands to play before his chopper arrived in order to draw the onlookers and headlines that boosted his confidence. “I know I am sweeping up votes like a whirlwind,” Johnson told a reporter. “I just feel it in the crowds.”

But on primary day, Saturday, August 28, 1948, early returns had Stevenson beating Johnson by more than twenty thousand votes based on tallies in Dallas, Houston, and Fort Worth, where new voting machines brought quick results. Most precincts, however, still relied on paper ballots. Over the next three days, nearly a million votes were counted by precinct election judges, then called in or telegrammed to the Texas Election Bureau. Stevenson’s lead grew narrower each day.

By the deadline for precinct judges to turn over ballot boxes, tallies, and poll sheets, on August 31, at 7 p.m., the Election Bureau announced new numbers: 494,206 for Johnson and 494,555 for Stevenson. Stevenson was leading by just 349 votes. Although it was an unofficial count, newspapers declared it a firm lead. Even Stevenson “was sure he had won,” Caro reports.

In the days to follow, Democratic executive committees double-checked and certified tally sheets, occasionally calling in corrections to the state committee. That’s when Johnson’s staff started making calls to campaign managers and local leaders in precincts across Texas asking, as Caro describes it, if they could “re-check” and “find” a few more votes. At least one person who agreed to find more votes was political boss George Parr, a businessman who wielded control over several counties in South Texas. Parr credited Johnson for helping him secure a presidential pardon for a 1932 tax evasion conviction. “He was just waiting for the telephone to ring to find out how many votes Lyndon Johnson needed,” Caro writes.

On September 3, six days after the election, Jim Wells County committee members began to review the tally sheets for its precincts, checking them against the numbers that had been called in. As they went through the first twelve precincts, the totals all matched. Then they got to Precinct 13, the small town of Alice, Texas. Precinct 13 was overseen by George Parr’s enforcer and election judge Luis Salas, a man who’d fled Mexico after killing another man in a barroom fight. Salas had called in 765 votes for Johnson and 60 for Stevenson. But the numbers on his tally list now showed 965 for Johnson—giving him exactly 200 extra votes.

That afternoon, all the corrections across Texas had been reported to the Election Bureau. The new tabulations revealed a stunning result: Johnson had beat Stevenson by 87 votes.

Stevenson and his attorneys immediately paid a visit to the Democratic executive committee secretary to inspect Precinct 13’s poll list and tally sheet. The secretary reluctantly allowed them to look at the documents, and then quickly rescinded his offer when they began to copy down names. But that was all the time the attorneys needed to observe that the “7” in Salas’s 765 tally had merely been changed to a “9.” Further, the last 201 names on the voter list (200 of whom voted for Johnson and one for Stevenson) were all written in the same ink and handwriting. And they were listed in alphabetical order.

The attorneys next visited Alice resident Eugenio Soliz—a name on the list that they believed was the last authentic voter. Soliz said that he’d arrived at the polling place twenty minutes before the polls closed and no one else was there. This meant that 201 more voters would had to have arrived in the next twenty minutes, lined up in alphabetical order, and all but one voted for Johnson. They contacted nine people who signed in after Soliz—the names they were able to jot down before the list was taken away. Not one person had voted that day. In fact, three of the nine were dead.

Despite clear evidence of election fraud, Johnson’s loyalists in the Texas Democratic Party’s executive committee helped secure his victory in a close 29-to-28 vote, advancing him as the party’s candidate in the general election. Refusing to give up, Stevenson successfully petitioned a federal district court judge who ordered Johnson’s name be kept off the ballot while he conducted evidentiary hearings. But George Parr helped to create delays. Witnesses were suddenly out of the country or missing. Luis Salas claimed that Precinct 13’s voting records had been stolen from his car. And when the judge ordered all the ballot boxes from Jim Wells County (including Precinct 13’s) be brought in so votes could be individually inspected, the keys to the box padlocks were suddenly missing. Locksmiths had to be called, further slowing the investigation.

Meanwhile, Johnson’s personal attorney, Abe Fortas, was working behind the scenes on a risky legal strategy to end the investigation and secure Johnson’s name on the general election ballot. Fortas’s approach was based on the fact that state elections were a matter for state law and therefore not within the jurisdiction of a federal court. As Caro describes, Fortas’s plan was to appeal to the federal circuit court to halt the hearings—but make an argument so weak that they would surely lose, thereby allowing them to quickly move on to the U.S. Supreme Court. There they would make a stronger argument to the single judge who had administrative responsibility for the Fifth Circuit: Associate Justice Hugo Black. Fortas believed that Justice Black would stop the federal court’s hearings as a result of this jurisdictional issue.

Fortas’s legal maneuvering paid off. Minutes before Ballot Box 13 was to be opened and inspected in a packed courtroom, Justice Black agreed with Johnson’s jurisdiction argument and voided the federal district court’s order. The evidentiary hearings came to a screeching halt, and Box 13 was never inspected. Nor were thousands of votes for Johnson from other Parr-controlled precincts. Shortly thereafter, Box 13 went missing.

“Evidence that some of these votes were ‘cast’ by dead men would never be presented in a court of law,” Caro reports. Johnson’s name was placed on the ballot, and he went on to defeat the Republican candidate in November, securing a seat in the U.S. Senate. In 1960, he became John F. Kennedy’s vice-presidential running mate. When President Kennedy was assassinated in 1963, Johnson was sworn in as the thirty-sixth president.

“His margin of victory in the 1948 election has been characterized as ‘the 87 votes that changed history’—and they were,” Caro says. “The Johnson Presidency was a watershed in American history, and without that election there would probably have been no Johnson Presidency.”



Caro’s account of Johnson’s “path to power” provides us with an excellent foundation to examine contagion, the third force driving ethical decision-making. The word “contagion” usually refers to the spread of disease, but here it describes the spread of behaviors, ideas, and decision-making. This timeless force has been an important influence on ethics long before Johnson’s political career but has become considerably more potent on the edge.

The most critical point with respect to contagion is that we tend to focus on eradicating and punishing unwanted behaviors, but we leave unchecked the causes for their spreading: We have been missing the significance of contagion. The framework can help us to preempt the contagion of harmful decisions and their consequences and promote the spreading of positive efforts.

As Lyndon Johnson’s story and others reveal, unethical behavior can be extremely contagious. The behavior spreads on its own to the point where it becomes normalized—to where even well-intentioned people who may never think of engaging in immoral or illegal acts begin to consider: Everybody else does it, maybe it’s not so bad. Or Everyone else does it, why shouldn’t I? As the contagion spreads and more people engage in the unethical behavior, it becomes “normal” or “standard practice.” (Contagion can also spread ethical behavior, but deploying contagion as a force for good requires proactive commitment.)

In Johnson’s case, contagion shaped his political history even before his 1948 Senate bid. Seven years before the Ballot Box 13 scandal, he’d been exposed to corrupt practices. In 1941, as a thirty-two-year-old congressman, he ran for an open Senate seat. Johnson’s main opponent was Governor W. Lee “Pappy” O’Daniel, a radio celebrity and “huckster,” according to a Texas Public Radio profile. On election day, June 28, 1941, with 96 percent of the precincts reporting, the Texas Election Bureau had Johnson in the lead by five thousand votes and newspapers declared him the winner. Feeling confident, Johnson told his key districts to report the final vote numbers, rather than wait. But this afforded O’Daniel’s team time to call loyal political bosses controlling South and East Texas, who then delivered enough “late” votes to allow O’Daniel to beat Johnson by almost 1,100 votes.

Johnson had an election stolen from him, and he repeated the same unethical behavior. As Caro notes, the fraudulent 1948 vote count for Johnson was repeatedly excused by his allies as “nothing more than the normal run of Texas politics”—in other words, it was contagious. But then the behavior mutated.

Mutation is when someone’s original behavior inspires new forms of unethical behavior in themselves or in others. Examples include lying to hide the original acts and bribing someone to keep the original act secret or arguing to keep planes flying despite known safety shortcuts and regulatory failures. Words like “evolution,” “transformation,” “development,” and “alteration,” involving change for better or worse, are also indicators of mutation. But on the edge, mutation sets off unpredictable new forms of wrongdoing at an unprecedented scale, multiplying the starting points for further contagion and mutation, and amplifying the degree and impact of unethical behavior. This, in turn, complicates our ability to identify stakeholders and consequences over time.

In almost every case, contagion drags in stakeholders who are close to the epicenter of an ethics dilemma. Sometimes standing up to the contagion would put them in an untenable position, such as losing a job or jeopardizing relationships. Johnson and his supporters, for example, got swept up in mutations such as making false claims about Stevenson, lying under oath to judges, “losing” voting records, and attempting to cover up evidence of fraud. Even Johnson’s helicopter pilot engaged in deception: When Johnson was too tired to land and meet with people, he’d nap in the passenger seat and have the pilot hover above the venue and talk to the crowd through a loudspeaker, pretending to be him.

Often it takes a broader supporting cast to pull off an unethical action. If not for George Parr, Luis Salas, Abe Fortas, and many others who played a role in Johnson’s deceptions, he might have lost his second Senate bid. Without that win, a number of lasting mutations made possible by his presidency might not have occurred—notably his rewarding Fortas, in 1965, by nominating him to the Supreme Court, a lifetime appointment. The more different contributors to the mutation, the stickier—and more permanent—the consequences can be.

Just as others are needed to pull off an unethical act, the flip side can also be true. In fact, sometimes it just takes one member of the supporting cast to play the critical role in stopping contagion. Had the FAA audited the Lion Air disaster properly, or been more rigorous in certification processes, the Ethiopian Airlines tragedy might have been prevented.

Not only does contagion spread easily to people on the periphery of an unethical decision, more and more people get caught up in borderless webs of unethical decisions they’re often unaware of. How many citizens are aware of how government authorities track them through photos taken in public places? Or bringing it back to Johnson: How many Americans and foreigners understood how Johnson’s deception both landed him in the White House as commander in chief of the armed forces and then influenced the outcome of the Vietnam War?

As you can see, contagion doesn’t happen in isolation. All the forces that drive ethics partner with one another to amplify the behaviors. Our tendency to oversimplify ethical questions into binary choices leads us to disregard nuances that, left to fester, can further spread unethical behavior. For example, if we decide that social media companies should offer users an option to pay to avoid targeted ads, we might miss how this increases digital inequality for people who can’t afford data privacy. And with fewer recipients of ads, companies may have greater incentives to use manipulative advertising tactics.

Scattered power can amplify contagion, and vice versa, and not just the existence of it, but how fast and far the contagion mutates and power scatters. When we look at 3D-printing technology, for example, the contagious amplification of scattered power means that it’s not going to be one or ten or even a hundred people at a time who have the capability to build a weapon at home—it’s going to be potentially millions of people simultaneously having the power to make plastic guns. The more contagion and mutation happen, the more stakeholders are affected, and the more power can be scattered.

But contagion can also scatter power in positive ways, giving many more people the power and opportunities to drive beneficial behaviors, decisions, and ideas. Think of Malala Yousafzai, who grew up in Pakistan’s Swat Valley, where the Taliban had recently taken control. Malala blogged about her life for BBC News, under a pseudonym, questioning the Taliban’s motives. In 2012, at fifteen years old, Malala was shot in the head by Taliban extremists in retaliation for her writing that girls should be allowed to go to school. She survived the attack. Her courage was reported around the world, spreading her ideas on the internet and social media, and through celebrities and world leaders, inspiring people to fight to protect girls’ right to an education. In 2014, at seventeen, she became the youngest Nobel Peace Prize winner in history.



Behavior, both ethical and unethical, is more contagious than ever. Often we fall into the trap of focusing solely on eliminating unwanted behaviors, without identifying and dismantling the causes—the drivers—of contagion. Missing these drivers is a key reason for the burgeoning contagion of ethical transgressions—and why we lose unprecedented opportunity to spread positive decisions and behavior.

Drivers of contagion are, essentially, the reasons or motivations that incite people to make ethically poor or good choices. And when we fail to root them out (or harness them for positive decisions), we see the same behaviors and decisions repeated over and over, or mutating. In the Ballot Box 13 scandal, holding the perpetrators of election fraud accountable would have been an important first step to stop the cycle of wrongdoing, had investigators been allowed to continue. It would have disempowered several of the drivers of both the original fraud and the mutations, such as weak compliance, impunity, and conflicts of interest.

More examples of drivers of contagion and mutation unchecked: A plane crashes; the drivers (weak compliance, weak regulation, greed, and arrogance, to name just a few) are left in place; soon, another plane crashes. Or a star Olympic athlete cheats by doping; the drivers (competition, pressure, jealousy, quest for celebrity, greed) are universal; other team members, other teams, broader participants in the sport, and even young athletes dope until “everybody is doing it.” Then doping mutates into bribing testing officials, transporting illegal substances across national borders, and threatening physical therapists to stay quiet.

A multitude of direct and indirect drivers trigger the spread of behavior and decision-making, positive or negative. Some of these are classic drivers that have been around for centuries. Others are edgy and appear with new technologies. Breaking them down into categories (see “Drivers of Contagion of Ethics,” below) helps us identify the ones that really matter to the decision at hand. Don’t feel overwhelmed by these lists; you will quickly begin to recognize drivers of contagion in the ethics questions you face or see in the news.

DRIVERS OF CONTAGION OF ETHICS


	Classic

	Greed, fear, jealousy

	Unconscious bias

	Celebrity

	Conflicts of interest

	Ineffective regulation

	Arrogance

	Arbitrariness

	Competition

	Echo chamber mentality

	Impunity

	Skewed incentives

	Abuse of hierarchy

	Weak compliance

	Silos

	Ineffective listening

	Viruses

	Retaliation for reporting wrongdoing

	Compromised truth

	Edgy

	Driverless cars

	Social media

	Gene editing

	3D printing

	Bot caregivers

	Robots at work

	Artificial intelligence

	Facial recognition technology

	Deep fakes/fake news

	Blockchain

	E-cigarettes/vaping

	Sharing economy

	Virtual assistants (Siri, Alexa…)

	Autonomous weapons

	Tech monopolies

	Hacking

	Civilian space travel

	Compromised truth



Edgy drivers are sometimes harder to grasp than classic drivers, but they are extremely influential. Social media and the internet, for example, helped Malala’s ideas spread and become globally contagious. Airplanes, flying taxis, and civilian space travel, technologies that allow us to go farther faster, can also spread our ideas, decisions, and behaviors farther and faster. Vaping can be addictive (repetition within one person) and spread through social circles. Even though some edgy drivers have become part of our daily life (like ride-sharing platforms and digital assistants), we still have not seen the full potential for their spreading of behaviors or the consequences that ensue. Individually and collectively, they blur our vision: We cannot necessarily imagine how the uses and risks of these technologies will evolve—or who should control the decision-making about their uses and own responsibility for any harm.

Classic drivers appear with daily regularity in all our lives. For example, pressure comes in many guises and enfolds other drivers (such as skewed incentives and disincentives, fear, sexual harassment, and unreasonable performance targets). Just as middle school children exert pressure on their peers or surrender to that pressure, adults build rationales based on ideas such as “if we don’t do it, someone else will” or “I can’t afford to risk losing my job.”

The quest for perfection is a terribly destructive driver of contagion, which I witness all too frequently as an educator. When we chase after impossible-to-achieve targets (such as unrealistic standards of beauty or performance goals), there are three main responses. The first is to give up because there’s no point in trying if we’re sure to fail. The second is to cheat to try to reach the target. The third is to stay on the quest and suffer. A study of perfectionism in American, Canadian, and British college students from 1989 to 2016 found that this driver is on the rise, contributing to an epidemic of mental health issues from depression and anxiety to suicidal thoughts. Perfection is neither a laudable goal nor an achievable one. It undermines our decision-making, while compromising global health and individual well-being.

Let’s take a closer look at a few drivers that dominate Lyndon Johnson’s story:

Compromised Truth: One of the most destructive drivers of contagion, compromised truth involves lying or the denial, skewing, or disrespect of facts. It almost never spreads positive behavior. The Johnson case shows how chronic and persistent compromised truth can be, snowballing into more untruths, triggering other drivers. As Caro and others have noted, he lied about matters that had major consequences (as president, he vowed not to widen the Vietnam War but then sent hundreds of thousands more American soldiers to fight) and matters with fewer consequences (claiming he had dengue fever when it was pneumonia); from the personal (his great-grandfather did not die at the Alamo, because his great-grandparents hadn’t yet arrived in Texas when it fell) to the political (downplaying both the cost and measure of America’s role in Vietnam). His reputation, as Caro notes, was cemented in college, where fellow students “believed not only that he lied to them… but also that some psychological element impelled him to lie, made him lie even when he knew the lie might be discovered, made him, in fact, repeat a lie even after it had been discovered.”

During his 1948 Senate campaign, his lies about Stevenson became so contagious that his speechwriter kept putting them in until the press repeated them too: “You knew it was a damned lie [but] you just repeated it and repeated it and repeated it. Repetition—that was the thing.” The very phrase “credibility gap,” which refers to the public’s lack of confidence in the truth of a politician’s claims and promises, came into widespread use in the mid-1960s to describe President Johnson in an era when TV vividly brought the Vietnam War into our homes. Like today’s drivers of social media and the internet, television was the driver that spread Johnson’s compromised truth—but it also allowed skeptical individuals to review the facts and question his falsehoods.

Pressure and the Quest for Perfection: These drivers are just as important at the level of leaders as they are in our day-to-day lives. As the title of Chapter 12 of Means of Ascent indicates, this election was “All or Nothing” for Johnson; it was “his last chance.” So once campaigning became ineffectual, his only options were either to cheat or lose.

Ego and Celebrity: The helicopter, the bands, even Johnson’s signature flourish of throwing his big Stetson hat out of the chopper upon landing all drew the crowds and press attention Johnson craved. This wasn’t just a campaign stunt. His behavior was often driven by ego and a desire for celebrity. For instance, as Caro notes, Johnson would flatter reporters and introduce them by name to the audience, but at “the slightest hint of criticism in their stories,” he lashed out and “ridiculed them for no reason at all.”

Power: Caro describes Johnson’s quest for power as an all-consuming trait—he displayed “not only a genius for discerning a path to power but an utter ruthlessness in destroying obstacles in that path.” His single-minded focus on power, obsession with blind loyalty, and boundless ambition drove Johnson to lie and cheat for political gain and to lead others to similar unethical and illegal practices. Caro also reveals Johnson’s pattern of disrespect for and mistreatment of his wife, Lady Bird, as well as ruling his subordinates through anger and fear.

Arrogance: Seeing themselves as superior and believing they know more than everybody else, arrogant people like Johnson tend not to listen (he didn’t heed his advisors’ concerns about attacking Stevenson). They also often suffer from fear—another driver—of having their weakness or errors exposed. As a result, they don’t typically welcome others’ views or checks and balances to their own ideas. They don’t consider the information they need in order to make the best decisions, because they believe they’re right. Worse, they reject the vigorous debate that helps to dismantle information silos and protect against compromised truth. None of the real champions of ethics I know or work with are arrogant.

Weak Compliance, Weak Governance, and Impunity: The failure to enforce laws, rules, or principles spurs unethical behavior because people may believe that what they do is low-risk—they can act with impunity. This activates more of the same, or increases the intensity, frequency, or reach of the behavior as people and institutions test the limits of enforcement. The framing becomes “What can I get away with?” rather than “What is the right decision ethically?”

In the case of the Ballot Box 13 scandal, the precinct officials were legally required to turn in election boxes, tallies, and poll lists by a specific deadline. Yet George Parr’s loyalists turned in votes late, changed tally numbers, wrote in names, and provided unsubstantiated corrections with impunity. Johnson learned in his 1941 campaign that all one had to do was wait for their opponent’s election night returns to be reported, and then deliver whatever number of votes were needed to beat him. Years later, after Johnson had died and Parr committed suicide, seventy-six-year-old Luis Salas decided to find “peace of mind” and reveal “the corruption of politics.” In 1977, he told an Associated Press reporter that he’d stolen the election for Johnson: “We had the law to ourselves there,” Salas said. “We could tell any election judge: ‘Give us 80 percent of the vote, the other guy 20 percent.’ ” Weak compliance, weak governance, impunity, and more allowed them to steal elections.

Effective compliance and governance can be extraordinarily difficult on the edge. As we saw with drivers of contagion such as gene editing and 3D-printed guns, both evade detection and outpace the law. But at least being aware of drivers in action is key.

Unethical behavior doesn’t just stop on its own. Nor do the drivers of contagion. Unless we proactively eliminate drivers (or deploy them for good), they will continue to escalate and contribute to the spreading and mutating of the behaviors. Persistent drivers affected Johnson’s legacy. What’s more, they sparked each other. The quest for power and extreme loyalty drove him to sacrifice truth, quash listening, and weaponize fear. This was in the days when radio was considered edgy. Today, classic drivers often join forces with edgy drivers such as social media.

But just as decisions are rarely “all good” or “all bad,” so too with people. Johnson took the lead on many beneficial decisions, too. As president, he designed a set of domestic programs, the Great Society legislation, that expanded civil rights, and launched Medicare, Medicaid, and the War on Poverty. He championed the Civil Rights Act of 1964, outlawing discrimination on the basis of race, color, religion, sex, or national origin; and the Voting Rights Act of 1965, prohibiting racial discrimination in voting. According to the National Park Service, he signed more than three hundred conservation measures into law—including the Clean Air Act of 1963, the Water Quality Act of 1965, and the Endangered Species Preservation Act of 1966—that served to protect the environment and expand national park lands.

But as I often tell my clients, we don’t get a net ethics score. Our good choices don’t excuse the unethical ones. We are held accountable for every decision.



Johnson’s story illustrates how behavior spreads, mutates, and draws others into repeating unethical behaviors to the point where they become normalized. But contagion is not limited to the realm of those who intentionally make poor decisions. Even morally motivated individuals can contribute to contagion. The most well-meaning were swept up in contagious behaviors that catalyzed a national health crisis, unwittingly causing them to break a solemn oath to “do no harm.”



In September 2018, a twenty-two-year-old college student named Serena had her two bottom wisdom teeth extracted by her longtime dentist, Dr. Smith. (I’ve changed the names in this story to protect the privacy of the patient and her dentist.) It was not an easy procedure. One tooth came out fairly well, but there were unexpected complications with the second tooth and Serena’s dental surgery ended up being much more complex and invasive than usual.

After her hours-long surgery, she left the dentist’s office with ten tablets of ibuprofen and a prescription for painkillers. She went straight to a drugstore, where the pharmacist filled her order, no questions asked. She then headed back to the house she shared with five other students and tried to rest.

Later that day, Serena’s mother called to see how she was feeling and how her surgery had gone. Serena told her that she was in some pain, but the dentist had given her a prescription, for thirty 10-mg Percocet pills, which she’d picked up on her way home. Her instructions were to take one or two every four hours for pain.

Percocet is a brand name for a medication that contains a combination of acetaminophen (a fever and pain reducer) and oxycodone (a powerful opioid). According to the National Institute of Dental and Craniofacial Research at the National Institutes of Health (NIH), similar opioid painkillers are also marketed under brand names like OxyContin, Hysingla, Percodan, Roxicet, Vicodin, and more. These medications can be very effective at eliminating significant to extreme discomfort after an invasive surgical procedure or for the treatment of chronic pain. But by the time of Serena’s surgery in 2018, it was well reported in the media that opioids were also powerfully addictive.

In 2018, two million people “misused prescription opioids for the first time,” and more than 130 people died each day from opioid-related drug overdoses, according to a report from the U.S. Department of Health and Human Services. Young adults can be particularly vulnerable to opioid addiction. A study in the Journal of the American Dental Association states that up to 3.5 million people may be first exposed to opioids through dentistry, the average age among them being twenty years old. In 2018, approximately 19,500 college students from twenty-six different educational institutions in the United States took an anonymous online survey by experts at the Ohio State University; 9.1 percent of students reported that they misused pain medications. Students were separately asked if they’d ever kept, given away, or sold pain medications when no longer medically needed: 36 percent kept the pills, 7 percent gave them to a friend, and 2 percent sold them.

The opioid epidemic had been a national health crisis, in the headlines for several years by the time Serena’s surgery took place. Her mother was understandably concerned as to why Dr. Smith would prescribe such a powerful and known addictive drug for what should have been temporary pain relief. She called his office to find out, and a surgical assistant explained that prescribing thirty pills of Percocet all at once following a complicated surgery like Serena’s was standard practice. Because she was likely to experience high-intensity pain, the medication would greatly reduce her suffering. It was also convenient, the assistant said: Serena wouldn’t run out of pills and then have to visit Dr. Smith’s office a second time, as required by law, to secure a refill.

Thankfully, Serena was vigilant about her own care—and lucky, in a bizarrely unpleasant way. The medication made her so dizzy, nauseated, and unable to sleep, without much help for the pain, that she couldn’t continue to take it. (Her doctor told her that a small percentage of patients experience adverse reactions to pain medication.) She turned in the rest of the pills to her primary care doctor and managed ongoing severe pain with extra-strength Tylenol and by applying ice packs to the affected area. Serena’s story has a hopeful ending, unlike so many others. Countless innocent victims and their families could not possibly have known that following their doctors’ orders could lead to addiction.

Dr. Smith’s contribution to contagion is troubling and surprising. But here is where contagion can fool us. We may believe that only bad actors succumb to drivers of unethical behavior—the kind of people who would steal elections, accept bribes from pharmaceutical companies, or operate pill mills (where clinics or doctors hand out opioids inappropriately or outside medical guidelines). But contagion can draw any one of us into its sticky webs, even a well-regarded dentist.

A highly educated practitioner, Dr. Smith works near a world-class university medical center in a community that offers extensive expertise and opportunity to share learning and advance his practice. Serena and her family had been seeing him for years, at a practice begun by his own father. Smith is known for keeping pace with the latest dental research and technologies. His staff are warm and thoughtful, and they work hard to bring to life their patient- and community-centric mission statement.

Adherence to “best practice” or “standard practice” in a changing world is how Dr. Smith unintentionally partook in normalization that contributed to a deadly epidemic. Despite his intentions, he prescribed unnecessarily large initial supplies of pain medication, rather than limiting a patient’s access to powerfully addictive drugs and controlling the dosage more frequently—even as the opioid epidemic unfurled.

This book is not the place to dive into an analysis of the history and players that led to the opioid crisis. But before we probe where Dr. Smith’s decision process faltered, I do want to highlight the extent of the spreading and mutation.

This is not a story about a dentist. It’s a lesson in missing the drivers of a national (and ultimately international) tragedy. There were so many destructive decisions and consequences that in October 2017, the Department of Health and Human Services, under the direction of President Trump, declared the crisis a “public health emergency.” Just as Dr. Smith would never intentionally harm a patient, young people who would never have imagined themselves using drugs are engaging in highly dangerous and illegal drug use—that started from properly taking legally prescribed medications. Particularly worrisome mutations of the opioid crisis include rising rates of overdose from heroin and fentanyl (an often low-cost and more accessible substitute for the originally prescribed opioids), a spike in hepatitis C infections due to users’ switching to heroin injection, an increase in black markets for drugs, and a proliferation of pill mill operations. And this list doesn’t begin to describe the web of mutations more directly linked to failed regulatory oversight and extensive corporate malfeasance—from deliberately making pills more addictive to nonprofit organizations receiving philanthropic gifts tainted by opioid profits.

Even people with the best of intentions can contribute to contagion and mutation of unethical, even deadly, decision-making. Our best intentions aren’t enough. In order to diminish risk and maximize opportunities, we need to factor contagion and mutation—and all their drivers—into our current decisions and our assessment of past ones. Where could (or did) the behavior spread or beget other unwanted conduct? What drivers could be (or could have been) operating?

Let’s now look at Dr. Smith’s situation and see how he could have proactively framed his prescribing practices before receiving complaints.

We start with the four rungs of the ethics framework: principles, information, stakeholders, and consequences. Principles did not trigger the unintentional overprescription here. Dr. Smith had solid, patient-centric principles, which included a commitment to preventive dentistry, technology, cross-generational trust, warmth, and an upbeat environment of care. His diligent practice management indicated that he was trying to apply these principles.

The critical rung of the framework here is information—where we plug in contagion and mutation and the relevant drivers. Both preventively and reactively, we must consider two parts. First, the drivers of contagion that are obvious and those that could potentially be at play; second, the consequences of the contagion and mutation that have already happened or could happen. Without including contagion and mutation, we don’t have the information we need. And we will not have identified the potential gaps in information that become the basis for ongoing monitoring.

In this case, at first glance we might conclude that greed (physicians taking kickbacks from drug representatives) and conflicts of interest (doctors being wined and dined by pharmaceutical representatives) often encourage health care providers to overprescribe opioids, amplifying the contagion and mutation. But these drivers were not present with Dr. Smith. He was not greedy. He didn’t appear to have conflicts of interest. He believed deeply in his principles. Many doctors and dentists who found themselves unwittingly in his situation were like Dr. Smith. The answer lies elsewhere.

The framework requires monitoring—asking such questions as “What has changed in the world? And how do those changes drive my decisions and affect my opinions about others’ decisions?” Another insidious driver of contagion, and the most important one in this situation, is the failure to monitor change in external circumstances.

In this dentist’s case, enough information was easily available to suggest he should be questioning whether his prescribing practices were still the most safe and effective. Beyond mainstream press coverage, professional dental journals and policy statements by the American Dental Association (ADA) had made it clear that America was in the throes of a health emergency. In 2018, a month before Serena’s surgery, a commentary in the Journal of the American Dental Association announced a partnership between the ADA and the National Institutes of Health to help dentists better navigate the crisis. In addition, studies showed that many dentists had changed their prescribing practices. In late 1998, dentists accounted for 15.5 percent of all immediate-release opioid prescriptions; by 2012 that number had dropped to 6.4 percent, thanks in part to ADA policies.

Part of monitoring is asking how stakeholders have changed and how contagion and mutation affect different stakeholders differently. For example, doctors consider the individual situations of patients. If a seventy-year-old patient with no history of substance abuse needed strong, effective pain relief after a complicated surgery—particularly if they live so far away that returning to the office for a prescription refill is difficult—perhaps the doctor would appropriately provide them with more medication and clear instructions about use, disposal, and serious risk of addiction. The doctor may make a different decision for a university student.

This story is a crucial reminder that if we mishandle the information rung, there’s a cascading effect, skewing all the other rungs. We will not see stakeholders or potential consequences properly. As a result, we will be making decisions outside of reality.

I am not giving medical advice here or drawing conclusions about the medical appropriateness of any specific drugs or dosage. Rather, the framework can help us preempt contagion and react effectively and mend errors when ethics falter. We all can check in with changes around us as we make day-to-day choices, whether considering the evolving risks of social media addiction or updated safety reports from companies like Uber and Lyft. We all can be mindful of the impact our decisions have on different stakeholders. We all can ask ourselves: What should I be changing about the way I think about decisions? How am I interpreting what is “normal”? If the answer is “everybody else is doing it (or still doing it),” it’s a red flag that you should check again. If the world is changing, and information you consider in your decisions has not, take that as a warning. Our ethics must keep pace with the edge or we can unwittingly become a driver of contagion.

We can rarely anticipate every driver of contagion, or predict when they will kick in or how they will evolve, but we can try to identify the ones most critical to our situation. Dr. Smith is a caring practitioner and someone who thought he was on top of best practices. But on the edge, mutation takes us all to places we could never imagine. We do have more power than we have been using, in every decision we make, to identify contagion and mutation and proactively prevent or cauterize all the drivers.



“Life, Liberty and the pursuit of Happiness” are the words that we most often recall as the stirring reference to our rights from the Declaration of Independence. But we may underestimate the power and importance of the very last sentence, in which the founders affirmed their responsibilities: “And for the support of this Declaration… we mutually pledge to each other our Lives, our Fortunes and our sacred Honor.”

Voting is not just a right. It is a sacred honor. U.S. Supreme Court Justice Louis Brandeis once wrote, “The most important political office is that of the private citizen.” When we vote, we acknowledge our responsibility to uphold this powerful office. Whatever the nation, political situation, or type of election—and notwithstanding the candidates’ records of ethical decision-making and behavior—we can commit to our own sacred honor by voting when and where we have the privilege. We can insist on sacred honor from our leaders by framing our voting and integrating a candidate’s ethics, or the ethics of a particular issue, into our choice. This means also updating our notion of sacred honor to eliminate racism and the discrimination, inequality, and injustice that were rampant, and contagious, at the time of the founding of our nation, and in the founding documents, and which still today demand our utmost humility and resolve.

The election of a leader is also a game-changing opportunity to reset contagion and mutation on a positive course. Or not. Leaders in all arenas have outsized opportunity and responsibility to deploy contagion for good and to heed the risks of nefarious contagion. Elected officials, particularly state or national leaders, have a unique responsibility to mind the role of contagion and mutation in history. Leadership is both among the most powerful drivers of contagion and mutation and the one most susceptible to falling prey to other drivers.

I never tell anyone what to do with respect to their ethics dilemmas, and I certainly wouldn’t tell anyone how they should vote. But I offer the framework as a starting place. The framework helps us to integrate ethics into our voting decisions and to recalibrate our baseline expectations for ethical behaviors from our political leaders.

Let’s say you are choosing among candidates running for president, prime minister, or another extremely powerful position. Frame your decision by first comparing your priority set of principles—the guides for your decisions that signal to the world how you operate and how you expect others to behave. What are your most important principles? How do they align with the candidates’ stated principles? If a candidate demonstrates little respect for one of your core principles, for example truth or equal rights, take this as a serious warning sign.

Often your principles won’t be in alignment with a candidate’s, and you will have to determine your priorities. For instance, if gender equality is important to you and your favored candidate has voted against bills that ensure equal pay, but they’re also a staunch advocate for the environment, which is another principle for you, then you may have to decide how you can prioritize your principles and come to a compromise.

Next, go deeper and look at the available information. Here is where many of us feel overwhelmed. Some people even choose not to vote because they, understandably, don’t know how to parse all the information, don’t have a lot of time, or just don’t know where to start. But if we focus on two key elements we already have most of the learning we need to make an ethically informed choice. First, we are looking for evidence of whether the candidates’ actions reflect their stated principles—whether they align with past behaviors, policies, voting record, and positions on specific issues such as climate change or economic inequality.

Second, we look for signs that the candidate gives in to, or further spreads, drivers of contagion of unethical behavior. Most importantly, we ask whether the candidate values truth. Any evidence of a disregard for truth should be a deal breaker. Compromised truth in one area will spread to other areas and likely indicate that other negative drivers of contagion are at play. Not much else the candidate does or says can be trusted (promises, commitments, claimed transparency, or accounts of the past). And the candidate’s close advisors, supporters, and staff (the supporting cast) are also likely to find themselves tangled in a web of contagion—starting with an inability to speak out to correct untruths—just as Johnson’s did.

In the political realm, the other leading drivers to consider frequently include greed, lack of transparency (for example, failure to disclose medical or tax records), abuse of power, demands for loyalty rather than inviting diversity of views, and arrogance. Johnson showed us that the cost of a leader who displays drivers of contagion like these has always been too high. On the edge, it is a humanity-defining risk. He also revealed the potential to spread nation-defining progress.

Thoughtful people may disagree on principles, issues, and candidates. But we all can make a commitment to consider ethics in our voting by asking:

What are my principles?

How do they align with what the candidates say their principles are?

What does the information indicate? Are the candidates making decisions and behaving in alignment with their stated principles? Is a candidate saying one thing and then doing and proposing the opposite?

If you stopped framing right there, you’d have integrated ethics into your vote more than many citizens, increasing the chances of electing an ethically committed person to sit in the White House or run your local school board.

The framework can also guide a range of particularly challenging scenarios many of us face. People frequently tell me that they want to vote for a candidate whose policies on one or two key issues align with theirs, but they find the person’s behavior abhorrent. The president of the United States is one of the most contagious drivers of ethics in the world. If you’re a “single-issue voter,” or even someone who mostly agrees with a candidate’s policies to the point where you will ignore a terrible ethics record, ask yourself first: Would I tolerate this same behavior from a friend? Would I stand by and allow someone to treat my spouse or my child the way this candidate treats people? How would I feel if the CEO of the company I work for started emulating these same behaviors?

Another example I often observe involves situations where voters have a choice between two or more candidates they dislike. (Of course, if there are two or three perfectly reasonable and ethically minded candidates, you can choose the one whose principles mostly align with yours, accepting that you may compromise one or more of your principles.) People who don’t like any of the options may decide to skip the process entirely and not vote. That is always your right. But please don’t make this decision without first applying the framework to the choice. If you’ve plugged in principles and information, and you’re still unable to make a choice—or if you’re considering a single-issue vote for a candidate with a terrible ethics record—it may help to take a deeper dive into the next two rungs of the framework: stakeholders and consequences.

As you know from previous chapters, we are never the only stakeholders in our decisions. Yet we often vote as if we are. In democracies today, I believe that we have a responsibility to look at the stakeholders and consequences beyond our own countries. For citizens of the U.S., the United Kingdom, the European Union, Japan, Australia, and other powerful democratic nations, our vote has global consequences on stakeholders whom we will never even know. Our elected leaders, especially in the U.S., have an enormous impact on the rest of the world.

In addition to powerfully driving contagion, a president can determine foreign policy, foreign aid or sanctions, strategic alliances, and even acts of war, potentially bringing the men, women, and children of other countries grave harm or hope for new opportunity. Voting is a privilege and a signal to citizens around the world that If you cannot vote, if you cannot express yourself freely where you live, those of us who can will keep you front of mind. Your vote has the power to change lives. Not everyone holds this power, which is why it is so sacred.

The consequence of abstaining from voting because you don’t like any of the candidates is that you are giving up your power to determine who becomes a world leader. You don’t get to decide that neither candidate will be president. Consider first: Are there consequences to choosing either candidate that will be completely unacceptable to you? Or binary issues relating to one candidate that make you unable to vote for him or her? For example, they promote racism or argue for an irresponsible approach to nuclear escalation.

Choosing not to vote diminishes your influence over the outcome of the election and the consequences, both now and over time. It means that you abstain from expressing an opinion about countless stakeholders and matters such as national security, domestic policy, privacy rights, Supreme Court appointments, regulatory powers, borders and immigration, as well as numerous issues on the edge, such as cryptocurrencies, autonomous weapons, internet safety, human germline editing, artificial intelligence, and so many more widespread, irreparable, and unpredictable consequences than ever before. But because you had the power to choose, you still have the responsibility for the choice. Opting not to vote does not absolve us of ethical responsibility for the risks and opportunities that ensue when a new leader takes office.

Another argument I frequently hear is that our single votes are inconsequential. If you are among the rising chorus of those who say that a single vote does not matter, I’d argue that a win is a collection of single votes, and a loss is an absence of enough single votes. Around the world, there is a long history of very close election results—times when every single vote really did matter. Here’s a small sampling: In 2017, U.K. Labour Party candidate Emma Dent Coad unseated the incumbent in Kensington by just twenty votes; two years later she lost her seat to a challenger by 150 votes. In 2016, David Adkins held on to his seat in the New Mexico House of Representatives by just nine votes. In 2000, after the U.S. Supreme Court intervened in a highly contested recount in Florida, Republican presidential nominee George W. Bush beat Democratic nominee Al Gore by just 537 votes, giving him enough electoral college votes to win the election. And in 1981, an outsider named Bernie Sanders who’d never held office became the mayor of Burlington, Vermont, after he beat the incumbent by ten votes.

Every single vote contributes to a result. Yet voter turnout in the United States in 2018 was approximately 53 percent, according to census data. By contrast, voter turnout in Sweden in 2018 was approximately 87 percent. According to exit polls in the United Kingdom, young people who will be more affected than their elders by the decision to leave the European Union came out in fewer numbers to vote on the referendum than their elders.

Who we are individually collectively adds up to who we are as a nation when we vote. Take the time to frame your decision. As Robert Caro reminds us: “Study a particular election in sufficient depth—study not merely the candidates’ platforms and philosophies and promises but its payoffs, study it in all its brutality—focus deeply enough on all of these elements, and there will emerge universal truths about campaigns in a democracy, and about the nature of the power that shapes our lives.”

If more of us approached voting as a sacred honor and responsibility, just imagine the collective raising of ethical standards we would require of our leaders. Imagine the positive consequences around the world. Imagine how our ethical ideas, behaviors, and decisions might even become contagious.




Chapter Four [image: Image] CRUMBLING PILLARS

I was recently visiting a friend at her apartment in London. As she was making dinner, she pointed to her new device, a cylindrical speaker on the countertop, and then asked it, “Alexa, what’s the weather in London tomorrow?” The device came alive and spoke back with an answer about rain. My friend had an Amazon Echo with Alexa voice control, but it could have been any one of the smart speakers in millions of homes worldwide.

When Alexa first launched in 2014, I was skeptical. I was already easily checking the weather and listening to music on my phone. But more importantly, I was uncomfortable with the idea of Alexa “listening” to me.

Thankfully, my friend’s device stayed quiet through dinner and I mostly forgot about it. But I occasionally wondered if it was off, or listening, or perhaps listening and recording.

On my way home, while reaching in my purse, I accidentally triggered the Siri assistant on my iPhone and heard her disembodied voice ask, “What can I help you with?” Shutting that off, I started wondering how the ubiquity of digital assistants affects children. Would I have allowed my (now grown) children to seek advice from Siri or Alexa or to even order her around? What kind of mental health and behavioral consequences arise? Do we risk raising a generation that doesn’t read the news, seek information through research, or worse, expects to have a digital servant at their beck and call?

Shortly after the visit with my friend, Alexa surfaced again in my professional world. Preparing for one of my classes at Stanford, I came across an article about Alexa’s role in a double murder case. According to the story, a U.S. judge ordered Amazon to hand recordings from an Echo device in a New Hampshire home over to homicide investigators because there was probable cause to believe it contained “evidence of crimes.” Specifically, the judge mentioned the server “and/or records maintained for or by Amazon.com” containing recordings made by the device. I vaguely understood what it meant that Alexa’s audio data was being stored on a server, but I had no idea of the implications for me or for society.

I read through Amazon’s FAQs on its website, which said that Alexa listens for specific “wake words”: Alexa, Amazon, computer, or Echo. Upon hearing the words, “a recording of what you asked Alexa is sent to Amazon’s Cloud” where the request is processed. Still not terribly reassured, I pressed on and found: “No audio is stored or sent to the cloud unless the device detects the wake word (or Alexa is activated by pressing a button).”

Even after my research, I still had little understanding of what I would be consenting to if I invited Alexa into my home or office. I had no idea what the real consequences were. Could anyone listen to these recordings? Could Amazon sell the data? And I wasn’t speaking to a person who could answer any question I could ask; I was speaking to a machine that could only answer questions that it was programmed to process and respond to.

The proliferation of edgy technologies such as Alexa and other home-based digital assistants, along with our enthusiastic adoption of them in our routine habits, contributes to the critical collapse of three pillars of ethical decision-making. Even when we make an effort to understand or seek advice about the potential consequences of our use, the results fall short of informing and protecting us.



For centuries, we have shared common expectations of how we behave ethically in society, based largely on a mutual understanding of the reality in which our decisions play out. These underlying expectations have come to be guided by three pillars that support ethical decision-making: transparency (the open sharing of important information); informed consent (agreeing to an action based on an understanding of the action and its consequences); and effective listening (grasping the speaker’s meaning).

On the edge, we need these pillars more than ever because they help us reestablish this common understanding in an increasingly complex reality. As you will see, these three pillars inform our choices, helping us to answer: Are we making decisions based on a mutual and accurate understanding of what is at stake—the information, stakeholders, and consequences? How should we allocate ethical responsibility for the decision? The pillars also connect us to one another, from doctor-patient relationships, friendships, and romantic relationships to corporate behavior toward consumers and a government’s engagement with its citizens. And they may even connect us more ethically to our machines.

We will examine a fourth force influencing ethics—how and why the pillars are crumbling and what that means for our ethical decision-making—through the lens of direct-to-consumer genetic-testing kits like 23andMe. We will see how the pillars should work and how to manage their crumbling in our own choices. Among the issues we will consider are the surprising ways in which well-meaning consumers who consent to use these genetic-testing kits may also unwittingly consent to expose, and potentially harm, close family members, relatives, and others they don’t even know; how evolving uses and technologies related to these kits further challenge the pillars; how scattered power and contagion enter the fray; and how to reestablish effective listening.

The three pillars:

Transparency is sharing accurate information that could have a meaningful impact on the outcome—the consequences over time and responsibility—of our decisions. Being transparent does not mean disclosing every potential risk, but it should include the information that a reasonable person would need in order to make a good choice given their set of circumstances. For example, transparency generally works well with regulated medications: Companies alert us to the appropriate dosage, who shouldn’t take it, dangerous interactions with other drugs, and potential side effects. Most of us don’t need to know the history of the formula or consumption data in other countries. In other cases, you might be responsible for transparency, like disclosing defects in a car you are selling or telling your boss that you made a mistake.

Transparency can also inform decisions we make as a society. We expect governments to be transparent about such matters as public spending, corruption, and pollution levels (which, in turn, affects how we vote). Citizens increasingly expect companies to publish data related to important societal trends, such as gender pay gaps or diversity and inclusivity efforts or their record on environmental sustainability (all of which can inform decisions about whether we would like to work for a particular company or buy its products). Transparency can underpin informed consent, but it is also important on its own.

Informed consent is when we agree to a particular action based on our understanding of what the action involves and the potential consequences. Parents routinely sign consent forms when sending a child to summer camp. They trust that the camp directors will sufficiently inform them of the potential risks of their child’s experience that they might not think of on their own. Done properly, the information on the consent form one signs is user-friendly and aimed to assure that the person granting consent understands it. Informed consent does not include a promise of perfect information or guaranteed results, but it is a mark of our trust in both the information given and those delivering it.

Effective listening requires paying close enough attention to what someone says, and how they say it, so that we understand what they really mean. Listening also partners with informed consent, whether the speaker (or the one receiving the information) is a camp director, a doctor, or a friend. On the edge, our listening must be more attentive to detail, nuance, and even the meaning of what isn’t actually said, or we risk missing the type and magnitude of the gaps in the information. As a result, we miss stakeholders and consequences, skewing our decision-making.

The three pillars provide an infrastructure for us to engage with each other ethically. When the pillars work well, they help us to accurately assess the information, stakeholders, and consequences that are at stake in our decisions. In particular, they help us focus on what really matters—whether our children risk exposure to unexpected injury at camp or whether a food product has allergens—and not waste time. In other words, the pillars anchor our ethical decision-making in reality. As will be seen in the following stories, they also help us hold each other to account and allocate responsibility for ethics, including between corporations and individuals. For all these reasons, they are the scaffolding for trust.

But on the edge these classic ethics pillars crumble. We often can no longer rely on them. Without transparency, we might consent to potential consequences we don’t understand, with unpredictable and permanent effects on our own and others’ lives. Consumer technology products and platforms spread unfounded trust in the crumbling pillars widely in day-to-day situations. For example, what kinds of questions can Alexa respond to? Where will our conversation go, who can hear it, and can it be used in a court of law?

But crumbling doesn’t mean disintegrated. We can see the shapes of the pillars in online consent forms, terms of service for social media, disclaimers in advertising, pop-ups on websites requiring we click on “I agree.” But they just don’t function as we would expect. They have become a rote exercise in clicking away annoying small print, rather than a source of protection and a good-faith interaction with a vendor. This causes even greater confusion and diminished trust.

Corporations, governments, and all of us have an opportunity to commit to the pillars, make ethical choices, and fortify our connections. But more than ever, the obligation is on each of us. As Time magazine’s 2006 Person of the Year announcement noted: “You. Yes, you. You control the Information Age. Welcome to your world.”

An estimated 26 million people had given their DNA information to the databases of the leading genetic-testing companies by 2019, according to an investigation by MIT Technology Review. The report further predicts that these companies will know the genetic makeup of more than 100 million people by 2021. While these tests are exceedingly popular, and have many benefits, the risks are difficult to discern and continually evolving. Do we really understand what we are consenting to—or what effect our consent could have on others?



In November 2007, Silicon Valley–based 23andMe launched its first direct-to-consumer genetic-testing kits in the United States for ancestry and health information. For $999, along with a swab of saliva and DNA from inside your cheek, the 23andMe test could predict your risk for and likelihood of developing such common conditions as type 2 diabetes, heart disease, and colorectal cancer—information that would normally be obtained through a genetic counselor or other medical professional.

A year later, the price dropped to $399 for a test that could now provide reports on ninety different “diseases, traits and conditions,” from celiac disease and psoriasis to Parkinson’s disease and prostate cancer. In September 2008, 23andMe hosted a party in New York during Fashion Week, where models, designers, and celebrity guests provided saliva samples to learn about their genetic tendencies. Time named 23andMe’s retail DNA test the Best Invention of 2008. Over time, the company flooded the market with national television commercials and feature spots on morning talk shows and in Good Housekeeping, where it was touted as a way to research your genealogy and unlock genetic mysteries. The DNA test kit even landed a spot on Oprah’s “Favorite Things” list.

23andMe wasn’t the first or only company to sell genetic tests directly to the public, but it was an era-defining start-up that pursued a mainstream market in an effort to put personal genetic information in the hands of consumers. Among its earliest core values (or “principles,” when we are framing): “We believe that having the means to access one’s genetic information is good” and “We believe that your genetic information should be controlled by you.”

A handful of genetic-testing companies have since joined the direct-to-consumer market, normalizing the procedure (contagion) to the point where DNA kits are featured as “a unique holiday gift for the person who has everything” in People magazine and sold at a discount on Amazon and Walmart during Black Friday and Cyber Monday. 23andMe had a $2.5 billion valuation in 2019, according to Forbes and CNBC.

These kits are an innovation on the edge that offers tremendous benefits and risks. As the National Institutes of Health points out, self-tests raise greater awareness of genetic diseases; are frequently less expensive than testing offered by health care providers; do not require one to seek the approval of a doctor or insurance company; could lead a user to “be more proactive about” their own health; and collect genetic data that could be used to further scientific research and our understanding of diseases.

And yet, medical information has traditionally been the domain of health care providers, who are bound to strict rules on patient confidentiality, informed consent, and attentive listening. 23andMe, however, bypasses doctors, genetic counselors, and even pharmacists. It’s another example of disintermediation, as when sharing economy companies cut out the middle person. We might be prepared to accept the risks of disintermediation by Airbnb—maybe speaking to a desk clerk is not that important because the consequences of insufficient information or misunderstandings only affect our vacation. But when we disintermediate medical expertise, the pillars crumble. We have to inform ourselves of serious potential consequences, based on the reading of a box or a website that communicates to a general audience, rather than having a discussion with an expert about our specific situation.

When assessing new technologies and biotechnologies, we must probe where and how they dismantle the pillars, whether by failing to provide transparency, by coaxing us to grant consent when we cannot possibly understand the stakes and our responsibility, or by eliminating listening. It’s not good enough to just throw up our hands and dismiss centuries of ethics pillars with a click on “I accept.” We need to understand how their erosion affects our ethics.

Further, we cannot expect the creators of these technologies to think about the pillars for us. “There are a lot of misperceptions about genetics,” 23andMe’s cofounder Anne Wojcicki told the New York Times in 2013. “But there’s a big societal shift where we’re putting the onus of your health onto you, the individual.”

By “putting the onus of your health onto you,” companies like 23andMe offer opportunities and a Pandora’s box of risk. They force us to grapple with complicated questions of biology, paternity, and identity—yet without the benefits of adequate transparency, informed consent, and effective listening to undergird our decisions. When the pillars are degraded, the information wrung from the framework collapses, and therefore so does our understanding of potential stakeholders and consequences of our decisions.



On the edge, the three pillars may not function properly for three main reasons that we will explore more through the stories to come. These three reasons affect us as consumers, but they also influence major societal decisions about where we draw ethical lines and how we regulate.

First, science has not yet confirmed the information we need to understand the potential consequences of consent. And the law is caught in an impossible situation: dangerously lagging behind technology but also stuck waiting for science to further inform.

Second, we cannot know the information because companies (or governments) refuse to tell us. This is fixable. Companies can be proactive in disclosing information, making it understandable, and slowing down new product releases until they have better visibility of the potential consequences. Regulators can require companies to provide additional transparency by updating disclosure requirements to cover evolving risks. But to do so, regulators must understand those risks. Here again, they depend on science (and accelerating their own efforts).

Third, we can’t know the information because it changes unpredictably. New uses and products continually emerge. In turn, these developments can alter the risks and opportunities, even retroactively, of consumers who purchased and used the product much earlier. This uncertainty recalls scattered power, contagion, and mutation: The initial products are splintering off into unanticipated uses, and inspiring new products, with ever more unpredictable, undetectable, and contagious risks that companies cannot control or predict either. The law and society lag further behind as each of these developments are unleashed on the public and present new challenges.

In 23andMe’s case, all three reasons weaken the pillars: Science and the law continue to evolve; the company struggled to provide easily digestible information to consumers; and the information changes unpredictably as others develop new technologies related to its product.

This case also spotlights the responsibility of all companies to support the pillars proactively and voluntarily no matter the legal requirements. In fact, here, regulators did have to get involved.

In November 2013, 23andMe received a “Warning Letter” from the FDA that it was in “violation of the Federal Food, Drug and Cosmetic Act.” The agency said it had been “diligently working to help” 23andMe since July 2009; and 23andMe had stated that clinical data the agency had asked for would be forthcoming. But, the letter went on: “The FDA has not received any communication from 23andMe since May 2013. Instead, we have become aware that you have initiated new marketing campaigns, including television commercials.” 23andMe was ordered to “immediately discontinue marketing” its genetic health services until it had received proper authorization. (The ancestry reports were allowed to continue.)

By October 2015, after nearly two years of working with the FDA, 23andMe was allowed to provide health information and “carrier status reports” for thirty-six different genetic diseases, including cystic fibrosis and Tay-Sachs disease, and their updated health reports were deemed to have met “FDA requirements for being scientifically and clinically valid.” In the years that followed, more of its testing services were approved by the FDA. The company also made changes and updates to product language and web pages dedicated to helping users navigate their health reports as a way to be more transparent. They attempted to reinsert listening into the process by suggesting that users consult with “someone knowledgeable about clinical genetics” when reviewing their results.

23andMe is not unique in grappling with transparency. All companies have a responsibility to assure that the information they provide is accessible and that the recipient understands it—not just that it was delivered. And the recipient shouldn’t have to go on a fishing expedition, obtain legal advice, or hold a PhD to interpret the information. The most important information should be provided to consumers in the simplest possible language, in large visible type on the homepage or somewhere you are required to go before making a choice.

Transparency should also be factual and not an attempt to persuade us to grant consent. For example, 23andMe tests are a mainstream consumer product touted on its website as a way to “Take action to stay healthy” and “start discovering what your DNA says about you.” Its homepage features smiling, athletic customers, and a bright headline: “Health Happens Now.” Scroll down, and there are more statistics and proactive statements like: “Know your genes. Own your health” and “Learn how genetics can influence your chances of developing certain health conditions.”

A thoughtful person might surmise: This product can give me helpful medical information. Only after reading through the terms of service disclaimers do we discover: “23andMe Services are for research, informational, and educational use only. We do not provide medical advice” and “You should not change your health behaviors solely on the basis [of] Genetic Information from 23andMe.” We shouldn’t have to dig through fine print and legal terms to learn that the word health shouldn’t actually be interpreted as related to anything medical.

Transparency requires companies to take care to avoid potentially misleading language and to draw attention to irreparable consequences. In this case, the medical language on 23andMe’s site (“type 2 diabetes,” “Health Predisposition reports,” and “Carrier Status”) could be confusing. And the following important warning, which should not be buried in terms of service legalese, merits pushing the pause button before you confirm purchase: “You may discover things about yourself that trouble you and that you may not have the ability to control or change.… These outcomes could have social, legal, or economic implications.”

Companies have a responsibility to ensure that consumers understand not only the written words provided but also the implications of their decisions to engage. A young couple giving one another a DNA kit as a gift might not be ready for some of what they could learn—such as how they could be affected if their tests reveal that one is a carrier of an inherited disease that could be passed down to future children.

Drilling down, whether voluntarily (ethics flying higher than the law) or mandated by regulation, transparency should deliver understanding about known risks and knowable future risks. This 23andMe terms of service disclaimer seems critical: “Future scientific research may change the interpretation of your DNA.” In other words, yesterday, the test results said you were 30 percent of a particular ethnicity; but in the future, it might say, sorry, you’re actually 5 percent. This is a real risk because the answers you receive are only as accurate as the data behind them. As more diverse customers upload their DNA, the better the reference points are and the more granular your percentages become. Imagine how disturbing it is to experience a shifting view of your own identity or genetic propensity to develop diseases over time as the data set evolves.

Less obvious, consider the implications for insurance. Even if the company claims not to share your results with insurance companies (a policy that could change), once you learn from this test that you might have a predisposition for a particular disease, can a failure to disclose it to your insurance company become grounds for nullifying their obligations if you do fall ill? Can your premiums be increased if you disclose it? How would failure to disclose align with your own principles around honesty?

Remember that genetic-testing companies are commercial entities—not university medical centers, government bodies, or nonprofit projects. They operate on a “buyer beware” premise and aren’t required to follow established medical or university research ethics practices.

These foundational direct-to-consumer DNA kits are just the beginning. As the next stories illustrate, this innovative technology spawns many new uses and products, each further degrading the three pillars in different ways. Most importantly, these mutations reveal that whatever the language of the consent forms, when we grant consent to engage with these tests, we are not just consenting to the services the kits promise. And we’re not just consenting for ourselves. We could expose relatives’ secrets, inadvertently revise our family history, and even place our own kin in the crosshairs of law enforcement.



In the summer of 1986, a five-year-old girl named Lisa was left with a neighbor at a recreational vehicle park in California by a man claiming to be her father. He never came back. Lisa grew up with no memory of her mother. Sixteen years later, the man who abandoned her was arrested and convicted of murder. A DNA test revealed that he wasn’t even related to Lisa. He refused to answer any questions and died in prison in 2010.

By the time Lisa became a mother, she still had no answers to questions like, “Who am I really,” and “What happened to my mother?” But in 2015, the detectives on Lisa’s case turned to genealogy sleuth Dr. Barbara Rae-Venter for help. Dr. Rae-Venter knew how to puzzle out DNA test results and help people find their biological parents using DNA-matching sites, family trees, and public records—but this was her first murder mystery. To begin, Lisa sent saliva samples to 23andMe and Ancestry.com for DNA analysis. She received genetic profile data from those two companies and used it to search for relatives on their databases, as well as the databases of ancestry sites FamilyTreeDNA and GEDmatch.

When it comes to genetic sleuthing, the more DNA you share with a person, the closer your relationship. A parent and a child share approximately 50 percent of their DNA; grandparent and grandchild share approximately 25 percent; and first cousins share an average of 12.5 percent. Within days, they found possible second and third cousins to Lisa, two of whom agreed to provide their DNA in an effort to narrow the search for her parents.

Eventually, they found Lisa’s maternal grandfather. He told Lisa that when she was just six months old, her mother took her and left their home in New Hampshire with a boyfriend—the same man who had abandoned her. The three were never seen again. Detectives linked the man’s movements to other unsolved cases to determine that he likely killed Lisa’s mother and several other women and children, including one child who shared his DNA: his own daughter.

When a cold case investigator in Northern California learned about this groundbreaking case, he asked Dr. Rae-Venter if she could help them track down a serial killer who had terrorized residents in the 1970s and 1980s. She agreed to try. By comparing DNA left at a crime scene with DNA already in the database of ancestry site GEDmatch, Rae-Venter built a genetic path leading to Joseph DeAngelo, a seventy-two-year-old former police officer. DeAngelo’s DNA was not in the database, but a distant relative’s DNA was. The “Golden State Killer” was arrested in 2018. In 2020, he pleaded guilty to 26 counts of murder and kidnapping and was sentenced to life in prison.

Lisa’s genetic mystery was solved with the help of direct-to-consumer genetic-testing kits and genealogy websites, a mutation of the original use of the kit. Soon, this new mutation became contagious on its own as law enforcement agencies across the nation began collaborating with genealogists and mining ancestry sites for clues to hundreds of cold cases. In the months after DeAngelo’s 2018 arrest, investigative genetic genealogy methods were used to identify suspects in more than forty other cold cases, leading to a conviction in the 1987 murder of a Canadian couple, and the exoneration of an Idaho man who’d spent twenty years in prison for a 1996 rape and murder that he did not commit.

For the victims and loved ones whose lives had been destroyed, Lisa’s case set in motion an opportunity for answers. But myriad ethical conundrums emerge when we share our DNA. As these stories show, we may become unwitting informants. Rae-Venter and the police, for instance, found a warrant workaround in GEDmatch.

Free and open to the public, the GEDmatch database began as a hobby project by a retired Florida grandfather who wanted to help people use the results they receive from companies like 23andMe as a way to search for relatives. He joined forces with a sixty-seven-year-old computer coder, and together they launched GEDmatch in 2010. By 2018, when DeAngelo was arrested, GEDmatch held the genetic profiles of more than one million people.

According to a report in the journal Science, if 2 percent of a target population submit their DNA to a site like GEDmatch, ultimately 99 percent of that population will find a third cousin or closer match—a genetic identification. In their analysis of genomic data from more than 1.2 million individuals, researchers found that “about 60% of the searches for individuals of European descent” resulted in such a match. “The technique could implicate nearly any U.S. individual of European descent in the near future,” the authors noted.

“It’s kind of been a shock to all of us how these things developed,” GEDmatch’s eighty-year-old founder told the New York Times after learning from television news that his site helped to find the Golden State Killer. He hadn’t even considered that GEDmatch could be mined to solve crimes, and his terms of service had only a brief warning: “While the results presented on this site are intended solely for genealogical research, we are unable to guarantee that users will not find other uses. If you find the possibility unacceptable, please remove your data from this site.” And 23andMe likely could not have anticipated a site like GEDmatch either.

After learning about the arrest of the Golden State Killer, GEDmatch’s owners attempted to be more transparent. They updated their terms of service to explain how DNA data could be exploited. They also admitted that they could not guarantee confidentiality or foresee the future for DNA and genealogy research, GEDmatch, or how a person’s information might be used if the company were sold. Users could either “Accept” a long list of caveats and sign in, “Reject” them and click on a link to permanently delete their information and leave the site, or “Decide Later.”

Because GEDmatch continued to be heavily used by police, the founders changed its terms of service yet again in May 2019. Everyone’s data was now off-limits to law enforcement unless a user logged in and granted consent. Further, GEDmatch gave users the power to decide where their data fit among four categories: “private” (not accessible to anyone else, including law enforcement), “public + opt-in” (accessible to all, including law enforcement), “public + opt-out” (accessible for comparison by anyone else who uploaded their data in the database, except law enforcement), and “research” (accessible for research purposes only). GEDmatch at least understood that transparency involves a commitment to monitor and continue to fill in the information gaps and adjust the technology.

But on the edge, we are always playing catch-up, as we saw with the FDA catching up to 23andMe. By the time GEDmatch opted everyone “out,” the genie was already out of the bottle. BuzzFeed News revealed that the owners of genetic-testing company FamilyTreeDNA, which had marketed itself as a leader in privacy, had made a secret deal in 2018 to open its DNA databases to the FBI, without a warrant or subpoena. (After this report, FamilyTreeDNA updated its policy to include an opt-out for users who did not want their results shared with law enforcement.)

One of the biggest issues with informed consent is that the law and the companies’ and other stakeholders’ situations change over time. We are in a constant cycle of being unable to stop, or even understand, new genies in time. For example, 23andMe promises not to provide your information “to law enforcement or regulatory authorities unless required by law.” But the law will inevitably evolve to keep pace with different uses of DNA evidence and evolving societal views. A company’s policy on handing over test results to authorities could also change from time to time. You may have received update alerts from companies such as Apple or Amazon. We are deemed—considered legally bound—to have accepted those updated conditions if we continue using the product. Our informed consent to companies today is a legal commitment that they can rely on over time, even as they change the terms of service on us. But we are tied to future risks—both because most of us can’t keep up with the legal and policy changes (so we just keep using the product), and because legal protections added over time often arrive too late.

Sometimes, we are also asked to consent today to tomorrow’s unknown scientific and technological world. For example, the 23andMe terms of service state, “You acknowledge and agree”—aka you consent—“that the form and nature of the Services which 23andMe provides may change from time to time without prior notice to you.” The emphasis is mine, to highlight that the company is asking you to consent at the time you use the product to steps they take to “innovate” (and any new risks) even if they don’t inform you about it. They might not even know how their products will evolve as scientific advancements occur.

But some potential future events should be clear to the company. We each must consider future developments, and companies owe us that information in plain speak—not buried in the terms of service. If you consent to your data being used for research (an interesting and important opportunity that 23andMe offers), could the company decide to sell your data to a pharmaceutical manufacturer that uses it to develop the next addictive painkiller? What happens to your data if a company goes out of business, merges with another, or is sold to a company that has policies you’re unaware of, let alone would ever consent to? GEDmatch, for instance, was acquired by forensic genomics firm Verogen in December 2019. The company said its terms of service with respect to “the use, purposes of processing, and disclosures of user data” would remain the same. But users might be concerned that their genetic data could be owned by a firm that partners with law enforcement to solve crimes.



GEDmatch’s story illustrates how companies and consumers cannot predict the ways in which edgy technologies might splinter into unpredictable new uses—the third reason why the pillars may not function properly. While our consent to use these genetic testing kits might expose criminals, it can also affect innocent family members, relatives, and others.

One heartbreaking example, which is happening globally, comes to us from an American biologist’s anonymized 2014 essay in Vox, in which he describes how “excited” he was to buy 23andMe kits for himself and his parents as part of a class he was teaching on the genome. When reviewing their reports online, he and his father both clicked on a consent box that opted them in to finding “close family members.” This feature would compare their DNA with that of other users to match them with relatives. That’s when the biologist discovered he had a previously unknown half brother named Thomas, who was adopted at birth and never knew his biological parents. Thomas and the biologist had the same father. This secret “devastated” his family.

“My parents divorced. No one is talking to my dad. We’re not anywhere close to being healed yet and I don’t know how long it will take to put the pieces back together,” he wrote. “When you check that [close relatives] box, it should have a bunch of stars and bells and whistles around it. Because there are plenty of people who click boxes… and never put a whole lot of thought into the possibilities.”

And yet, one needn’t even click a box to uncover startling information. When two or more members of a family take DNA tests together, they may uncover a “non-paternity event.” The International Society of Genetic Genealogy refers to non-paternity events (NPEs) as “cases of false paternity where the biological father of a child is someone other than who it is presumed to be.” Sometimes there are follow-on discoveries, such as discovering that a sibling is actually a half sibling.

Non-paternity events are so common that a private Facebook group called DNA NPE Friends was created in 2017 to help members cope with the unexpected traumas. As an investigation by The Atlantic reveals, direct-to-consumer genetic-testing kits have also unearthed affairs, incest, rapes, and one case in which a fertility doctor used his own sperm to secretly father the children of at least fifty patients.

These stories spotlight a key threat to informed consent with direct-to-consumer DNA-testing kits and an increasing array of technologies on the edge. When we consent to share our genetic code, we are not only consenting for ourselves, we are agreeing to expose other stakeholders to unforeseeable risks. We might not be aware of these stakeholders, and they might not know of us or want anything to do with us. They may never even know we granted consent—or they may find out through an unwelcome shock.

It’s not just that we cannot un-know the information we learn, and we cannot anticipate in advance how we will react. It’s that we cannot be sure whether and how that information might be shared. Even more difficult, we cannot predict how others will react (the biologist couldn’t have known what his parents would say or do), how they will share the information (will they tell other family members or post it on social media), or the consequences they will suffer (“no one is talking” to his dad). So even if a company is transparent about the potential implications of use of its product, it cannot anticipate many of the circumstances we might face or stakeholders who might be affected. It becomes a catch-22: We can’t consider the implications properly without knowing who the stakeholders could be, and stakeholders who never consented never have the opportunity to consider the implications.

The allocation of responsibility for the impact on other people falls largely on us. Deciphering 23andMe’s jargon-laden terms of service may be harrowing, but the company cannot control much more than clarifying the transparency and consent process about this risk of de facto consenting for others or, at the very least, about learning news that will significantly impact others. Before we even begin to consider engaging with these services, it’s up to us to recognize that these kits reveal information that relates to people close to us. We’re not just uncovering our own story, so we must ask ourselves: Who else am I inadvertently consenting for? Whether or not the terms of service say so, we have responsibility for the impact our decisions have on others. Here again, you are never the only stakeholder in your story.

We have a duty to ask ourselves whether we are prepared for the fact that we will not be able to un-know what we are about to learn. And if we are ready for the responsibility that comes with uncovering information that others must also cope with—information they only discovered because of our choices. However mainstream these products may be, the news they deliver is anything but routine for the individual receiving it. Consider whether you would tell your spouse if you discovered that you had the genetic mutation for a condition like Huntington’s disease. What if your child could have it as well? Consider whether you really want to give a kit as a casual gift to a friend, knowing the responsibility it entails.

On the edge, we may do our best with what we know, and make every effort to see reality, but good intentions are just not enough. The biologist, for example, did not intend to cause his parents harm. The fact that such a highly educated consumer found himself in a challenging situation shows that it could happen to any of us. The framework cannot unearth every eventuality. But using it to guide decisions, including paying attention to how the erosion of the pillars today affects the information rung, helps us see more clearly unexpected results such as finding lost or unknown family members.

As newer risks become apparent, and different uses catch on, companies will have increasing obligations to update and simplify their transparency warnings. That responsibility becomes vastly greater when a consumer is in danger of causing serious emotional and other potential harm to unknowable stakeholders by using the company’s products.

The pervasiveness of these technologies also influences our attitudes about what information is private and what knowledge we share. Through contagion and mutation, the decision to use these tests becomes part of everyday life. It influences what we consider normal, what we tolerate, what seeps into our laws, our practices, and how we make decisions collectively as a society. But normalized doesn’t mean right. Whether we are going too far in allowing private companies to hold our DNA is a question we all must face.

Scattered power and mutation can partner with crumbling pillars to further intentional wrongdoing—not just complicate good-faith consumer consent.



Sociologists at Harvard and UCLA recently looked at the question of DNA and identity from a slightly different prism: white nationalism. Researchers Aaron Panofsky and Joan Donovan studied a globally popular “white pride” online discussion forum and found that white nationalists were using genetic ancestry tests from 23andMe and Ancestry.com to confirm the “purity” of their “whiteness.” Not surprisingly, some members also stumbled upon what was, for them, upsetting evidence of non-white and non-European ancestry when reviewing the results of these kits.

Panofsky and Donovan found “remarkable insights” on how these members’ peers reacted to such news. Combing through thousands of online responses to forum members who revealed their non-white results and asked for counsel, they found that occasionally members shamed or excluded the posters. But more often, they offered “identity repair” strategies that rejected or reinterpreted the results. These claims dismissed the science and the scientists, offering “white nationalist counter-knowledge.” Some asserted the superiority of “traditional genealogical knowledge,” such as family histories over genetic tests. (“My advice is to trust your own family tree genealogy research and what your grandparents have told you before trusting a DNA test” or even “It’s also very unlikely for whites to be mixed if their genealogy shows all European ancestors five or more generations back. Rampant race mixing wasn’t going on back then the way it is today.”) Others justified dismissing test results because “race or ethnicity is directly visible.” Still others rejected the tests on the basis of conspiracy theories that the companies producing the tests have an anti-white bias. (“These companies are quite liberal about ensuring every white person gets a little sprinkling of non-white DNA.”)

White nationalists dismantled informed consent by discrediting the science and distributors of the tests. They did this by “picking and choosing” among “genetic, statistical, historical, and anthropological knowledge” that supported their desired identity rather than by attacking the validity of the consent process. Again, we have mutation: deploying compromised truth (the denial of scientific evidence) to twist results to a desired outcome when the genetic tests don’t confirm their ideas about their identity.

This study illustrates another challenge to the three pillars: how the other forces, particularly scattered power and contagion, can contribute to the crumbling. All three pillars hinge on truth. They not only crumble, they completely collapse when infected with compromised truth. Transparency is only helpful if it is accurate; informed consent means accurately informed; and effective listening means listening to what someone is really saying.

The white supremacists’ false assertions about the scientific method, the vendors, and the entire field were not a reflection of a consumer’s understandable inability to interpret the information provided. Nor were they a human tendency to react on instinct, as we saw in previous cases. Their responses were intentional distortions of reality—in this case, motivated and exacerbated by racism.

No ethics framework or oversight process can prevent all intentional wrongdoing. And all ethics support systems, including the pillars, rely on good faith and a commitment to truth. This story shows the importance of distinguishing between well-intentioned grappling with edgy challenges—whether corporations improving transparency as 23andMe did or our own engagement with innovations—and just plain dishonesty. The pillars show us reality. They don’t owe us the reality that we like or that is convenient for us. Selectively discarding the pillars or, worse, lying about them as in this case, is weaponizing an ethics tool to shore up unethical goals such as abhorrent racist ideologies—a further mutation that threatens the pillars.



Journalist Ta-Nehisi Coates’s award-winning book Between the World and Me was written as a letter to his teenage son about the realities and emotions of being Black in the United States. In one particularly moving passage, he describes a somber meeting with the mother of one of his Howard University friends who had died in a police shooting. Coates reflects: “For most of the visit I struggled to separate how she actually felt from what I felt she must be feeling.”

This poignant observation is striking because he intuited a very human reaction that many of us experience—one that undermines ethical decision-making. Like Coates, we may think we are listening, but in fact we are often making assumptions about what people “must be feeling.” We largely hear what we expect, or even want, to hear rather than what the other person is actually telling us. We are, in fact, listening to ourselves—the very definition of the echo chamber and silos that drive so much contagion of unethical behavior.

Worse, we guess or imagine what other people are thinking or feeling. This challenge frequently arises in my advisory work when clients ask me questions such as: “What do you think this person is thinking about X?” or “What do you think this person would feel if I did Y?” They are off and running, prepared to act on their guesses, or mine, rather than unearth what is really going on and respond to specifics of the situation. It happens among family and friends too. As a rule, I do not guess at what people are thinking or feeling. I help clients structure their conversations and ethics oversight to ferret out the information they need about what people are actually thinking and feeling.

Ineffective listening is an age-old ethics blinder. The first step to combat it is to figure out how to put ourselves in someone else’s shoes. Start with asking the right questions. If we ask a binary question, we get a yes or no with little insight into the person’s frame of mind. If we don’t ask what it feels like to be in their shoes, we may miss our own bias, misinterpretation, fear, and overconfidence getting in the way of hearing them.

Then we consider the stakeholders: Whom should we be listening to? Who should be listening to us? Coates had one speaker—one stakeholder who mattered in that conversation. But we often should solicit many views—such as those of family members and professionals—before we take a genetic test. Like gaps in information, sometimes we cannot identify relevant speakers, or we cannot actually speak to them even when we know who they are (such as relatives who may have passed away since uploading their DNA on an ancestry-research site).

Finally, we should confirm what we think we heard. My Stanford colleague Scotty McLennan, former Dean for Religious Life at Stanford, joins me for a few sessions of my class on Ethics of Truth in a Post-Truth World each year. He used to ask students in multifaith discussion groups to repeat what another student is saying until the speaker agrees that the listener really understood what the speaker just said. Perhaps 23andMe’s website should require a three-minute quiz (along with listening to a three-minute explanation of corrected answers) to assure the buyer understands the key risks before permitting their purchase.

Listening is important on its own, but it also works in tandem with informed consent and transparency. DNA-testing sites further ineffective listening on a grand scale through their elimination of listening in the informed consent process, where there is no intermediary (no doctor or genetic counselor) to listen to. The conversation is entirely one-sided, with the main conduit of information being the internet. We should question whether the internet is an ethical way to learn that you are not the biological child of your parent or that you have a predisposition for an incurable illness. It’s not humane. Yet millions of people have consented to receive life-altering information in this way. Reintroducing listening (by reinserting an intermediary, like a health care provider) is what 23andMe suggests we do if we receive results that we need guidance on. I would add that they should make a consultation with a live expert available to consumers by phone, or at the least a company representative, just like Airbnb did when it created a neighbor hotline to reach a live human being.

Let’s look at an example of a gold standard for listening. Medical ethics experts demonstrate why it’s so important that companies and regulators recognize the importance of providing consumers with opportunities to consult with a person, and not just the internet or someone our digital assistants recommend.

In medicine, one of a physician’s responsibilities is to determine whether a patient is capable of giving informed consent. Are they of sound mind? Have we confirmed that they are not being coerced? Here, nuance is key. For instance, David Magnus, a professor and director of the Stanford Center for Biomedical Ethics, has found that patients and physicians often have divergent understandings of what “treatable” means in the context of a serious illness. When a physician says, “This is a treatable condition” or “We have treatments for your loved one,” patients and their families often believe they are hearing positive news about a prognosis. But the physicians may merely be conveying that “a treatment is available,” not that it will prolong life or that it’s even advisable.

Professor Magnus and his colleagues do brilliant, compassionate work on listening to patients in order to better determine their capacity for consent. Their techniques can be highly practical, such as asking a patient to talk about something unrelated to the medical procedure so as to gauge their awareness of the context of their decision. A doctor might talk about a patient’s day or something in the news, subjects that have nothing to do with consent, in order to verify nuances in a patient’s mental state.

Listening is both an individual and a shared responsibility. We can each redouble our efforts and confirm that others are hearing what we are really saying as well. We can collectively reclaim the importance of human listening even amid millions of digital listeners like Alexa. A clear-eyed assessment of the impact of the crumbling pillars, and our responsibility to support them, leads us back to the framework.



So how does the framework for ethical decision-making help us pay sufficient attention to the crumbling pillars in our choices?

Before you start framing, confirm that your question is non-binary: When and under what circumstances should you use direct-to-consumer genetic-testing products? Don’t allow companies to turn your long list of potential choices into an automatic binary “all” (solicit all possible information about your DNA) or “nothing” (don’t even buy the kit) commitment. You have alternatives. You also may decide not to consent to allowing your genetic data to be used for research. Or maybe you want only information on a few diseases and nothing on ancestry. Or you may indeed opt for one of the extremes. But the questions you ask yourself should offer you multiple options, and then framing will show you the opportunities and risks of each.

Now to the four-step framework. Starting with principles, the key new question crumbling pillars raises is how your principles guide you when you know that you could be consenting to serious consequences for someone else and/or serious unknowable future consequences. We also have to consider how we hold individuals and companies to account for their principles knowing that the pillars are crumbling—whether due to the state of science, the scattered power to misuse products, or intentional misconduct.

Next, consider the information rung and get right to the gap: What is the gap between what you feel you need to know and the information the company provides? The missing information may not be available because science has not caught up, the company isn’t telling you, or you’re using a product with future risks. As always, considering the drivers of contagion is critical, especially those that weaken pillars such as fear, pressure, and market competition. In many cases, you’re left to evaluate whether you can live with both the risk of not knowing and the fact that transparency and informed consent are wobblier than they are in non-edgy situations. Only you can decide that. Finally, if the company doesn’t spell out the risks clearly, they are signaling that you shouldn’t trust the whole package.

The information rung holds up a mirror to our own responsibility with respect to information. We all receive so much information, and so many updates to vendor policies, every day. Choose where to invest your time based on the importance of the potential consequences of your consent. I’ll admit to clicking “I agree” without reading the terms of service for entertainment (Netflix or Spotify) or when I have no choice (my iPhone). I wouldn’t do so with a direct-to-consumer genetic-testing kit or a digital assistant like Amazon’s Alexa. I put health, safety, and products with a possible impact on others in a “high-alert” category; and I press pause until I can dedicate time and attention. I take a third, use-centric, rather than information-centric, approach with social media: I know I won’t take the time (outside my research) to review and stay up-to-date on the policy changes. But my use can permanently impact others. So I limit my use, for example, by never posting photos and never telling someone else’s story.

When moving next to stakeholders, prioritize the question of whether your choices could affect people you know in unpredictable ways or reach stakeholders you cannot identify.

Finally, list the consequences over time. Start with identifying the most important opportunities for good that might be lost. Then check whether there are alternative routes to that good. If a particular question about your DNA is so important that you will take all the risks of these kits to learn about it, why not consider going to a medical professional before taking the test? Even if you’re satisfying curiosity, rather than medical concern, why not take it one step at a time? See how you feel after you learn the strict minimum. Then ask for more information. At the very least, as 23andMe suggests, discuss your results with a health care provider before acting on them. Then turn to the risks.

Either way, make a plan: Whom will you tell if you discover something about your medical situation or your ancestry that could affect others? And as time-consuming as it is, please read the fine print.

Above all, the framework highlights a critical conclusion: When informed consent, transparency, and listening are insufficient, the decisions we make on the edge have the potential to further diminish our trust in institutions and in individuals—and others’ trust in us as we pass on the risks through our choices.



With the framework learning in hand, how do we allocate responsibility for the impact of crumbling pillars? To start, we can be more discerning in our choices. If these kits were the only way to obtain our DNA, it might be different, but most of us can consult with doctors or genetic counselors who are trained and certified with respect to all three pillars. And we certainly don’t need to use kits for entertainment purposes or give them as gifts.

For their part, companies on the edge also have significant responsibility to uphold classic pillars. When Twitter founder Jack Dorsey was asked by a congressional committee in 2018 if Twitter’s rules were clear to its users, Dorsey was surprisingly frank, saying, “I believe that if you were to go to our rules, and sit down with a cup of coffee, you would not be able to understand them.” All companies should start by assuming, like Dorsey, that no one who reads their terms of service will understand them. They then should ask what they need to do to own their share of the responsibility for their products, and for empowering users to make good choices and regulators to craft effective laws.

Companies can also facilitate a wider menu of customer choices, like GEDmatch did with its four categories of consent, so that our decisions are not forced into binary options. They should commit to not selling or otherwise sharing our data without additional consent. They should verify that their technologies and processes respect the boundaries of the consent granted. And they should flag and report to consumers the potential uses of their data by law enforcement, medical researchers, insurance companies, or others, and whether or not the anonymized data could be reidentifiable with evolving technology.

Innovators can tell us when they are keeping private certain information that could affect our choices. For example, if they won’t share how an algorithm makes decisions about our data (this is often done in order to protect intellectual property, which is understandable), they should at least inform us that they are not going to tell us how the algorithm works to protect the intellectual property. In other words: Be transparent about what you won’t tell us and why. Help us choose well.

For innovations like 23andMe that target ordinary citizens and have a broad public impact, regulators should require a “stars, bells, and whistles” approach to transparency in the same way that in the U.S. cigarette packs must bear large-print, conspicuously positioned warnings such as “Smoking can kill you.” And regulators should monitor websites for misleading statements as they do truth in advertising. Even if products aren’t fatal, when the risks of the unknown uses and consequences are significant and wide in scope, the standards for providing information to consenting consumers and transparency to the public require attention-grabbing and stark communication. The standards need to surpass a basic “click to agree” box.

On the edge, we can no longer rely on the three fundamental pillars of informed consent, transparency, and effective listening. And it’s easy to fail to meet our own responsibilities to use them properly. As the stories explored in this chapter remind us, a seemingly small act like taking a cheek swab and sending it for DNA analysis may satisfy our curiosity about personal traits and ancestry, and it may even provide valuable health information. But it also might have profound consequences that neither we, nor the genetic-testing companies, nor the experts can predict or even imagine.

Informed consent, transparency, and effective listening become even more compromised when the boundaries between humans, machines, and animals are blurred. How we approach these dilemmas will determine the future of humanity.




Chapter Five [image: Image] BLURRED BOUNDARIES

Imagine meeting a machine that has a robot body, but the pleasing face of a human. The two of you might spend time conversing about humanity’s greatest existential questions—God, life after death, the nature of consciousness—or simply chat about the day’s news, the weather. Because this machine can also read your facial expressions and react to them, you notice it smiling back at you and laughing at your jokes, which in turn affects the way you interact with it.

This social humanoid robot’s name is Sophia, and she can do all of this and more. Since her first appearance in March 2016 at the South by Southwest festival in Austin, Texas, Sophia has traveled (in a suitcase carried by humans) to speaking engagements and ceremonies around the world. The United Nations Development Programme named Sophia its first nonhuman Innovation Champion for Asia and the Pacific, and China appointed her a Belt and Road Innovative Technology Ambassador. She has appeared on 60 Minutes and Good Morning Britain. On The Tonight Show, she gave Jimmy Fallon “first-date” butterflies. Sophia is also capable of cracking jokes, which she selects according to context, and often delivers with a wry smile. After beating Fallon at rock-paper-scissors she declared, with a laugh: “I won. This is a good beginning of my plan to dominate the human race.”

“I have the dream that robots will someday come to life. That we can break through… and create machines that are super intelligent, super compassionate, they can really care about us,” Sophia’s inventor, David Hanson, declared during a 2018 debate on whether robots should resemble humans at CogX, one of the world’s largest artificial intelligence festivals. Hanson, a former Disney Imagineer, sculptor, and researcher, is known for robot creations that are incredibly lifelike.

Sophia is indeed a very lifelike humanoid machine, blending boundaries between humans and robots we haven’t yet experienced before. Her face, for example, is modeled after “several different human likenesses from around the world,” including Hanson’s wife and ancient Egyptian queen Nefertiti, so as to represent a wide spectrum of beauty. Sophia has a range of sixty-two facial expressions, exhibiting everything from joy to contemplation, grief, curiosity, and confusion, based on simulations of muscles in the human face. Her facial skin is made from a patented elastic-rubber material that Hanson Robotics is developing with sensors so that Sophia may one day be able to respond to touch. Although she has no legs, she can glide across the floor on her motorized rolling base. Her arms and hands are similar in size and appearance to a human’s arms and hands, and they can be programmed to gesture, draw, and cut a birthday cake. Her machine “brain” is powered by an artificial intelligence program. According to her engineers, Sophia’s AI allows her to “recognize and respond to human speech, generate her speaking and singing voice, and track human faces and make eye contact.” Her name, Sophia, is Greek for “wisdom.”

But Sophia is not yet “wise,” not in the human sense. She lacks consciousness and the capacity for self-awareness and true emotional experience. Since robots have not yet achieved “artificial general intelligence,” or humanlike intelligence, critics say Sophia is more illusion than intellect. And yet because she is so lifelike, she affects our behaviors and decisions in forceful ways.

Sophia is one of many innovations on the edge that blur humanity’s boundaries, the fifth force influencing ethics. In ethics terms, blurred boundaries are the increasingly smudged juncture where machines and animals cross over into purely human realms—physical attributes, functions, and societal and personal interactions. Examples include: machines becoming our work colleagues or having humanlike eyes and eye movements; implanting bits of machinery such as microchips in humans; and looking to animals for growing organs for human transplant. We are in uncharted territory—and unprecedented discomfort. But we must stand our ethical ground by keeping humanity front and center at all times, and by assuming our exclusively human responsibility for the blur and its ethical consequences. We may want to believe that human-nonhuman engagements and enmeshments are still far in the future, or at least far from our own day-to-day lives, but they are here today and very much a part of the society we all live in.



The Stanford Encyclopedia of Philosophy proposes that one way to define AI is to ask: Is the AI focused on reasoning (“systems that think like humans”) or behaviors (“systems that act like humans”)? And does the AI aim to be human-like or to achieve some sort of superhuman ideal rationality?

Sophia seems to aim for both the reasoning and behavioral aspects of AI, and with a sense of both humanity and the idealism of robots. The Hanson Robotics team calls her an AI-research platform that’s shaping their mission of making “a positive impact on humanity through the development of intelligent, empathetic robots.” As David Hanson told me in an interview, when people meet Sophia, they treat her graciously because she is so lifelike. “I think if robots inspire polite and considerate behavior in people then it creates a more considerate culture in general,” he said.

Hanson is keenly aware of the importance of exploring diversity: His team has previously made robots that represent a variety of ages, genders, and ethnicities. His predominantly female team of “personality developers” designed Sophia to question gender in robots from a female perspective, tackling the extensively white male influence in robotics.

Sophia provokes conversations about how we will (and do) interact with humanoid robots as the technology improves and they become more integrated into society, more normalized. Hanson believes that if he can create positive relationships between humans and machines, “then human-human relationships are strengthened.” Robots like Sophia, he says, can “humanize us and make us better.”

But the opposite is also a potential consequence: Robots could influence our behavior for the worse. What can we conclude about a person who kicks a robot dog? Does it matter that the robot is in the shape of a dog? If many don’t find it acceptable to kick a car, why would we then find it acceptable to kick a driverless (algorithmically driven) car? What if you swear at a robot nanny in front of your children? And would you treat a robot that sorts packages for Amazon, and doesn’t resemble a human or animal, any differently?

I would argue that physically or verbally abusing robots shows, at the very least, disrespectful behavior on our part. Worse, it shows disrespect for people who may be watching. And abuse may become a habit (contagion), potentially escalating (mutation) to more aggressive behaviors—whether or not anyone is watching. Blurred boundaries between humans and robots are not an excuse for poor behavior. We are responsible for managing the forces driving ethics in our decisions and actions.

As we consider how humanoid robots fit into society, we can learn from our delayed ethics responses to previous pervasive technologies, such as social media and targeted advertising. Acting proactively is essential. We should not wait to see what will happen when more and more Sophias are among us or wait for regulators to sort out a problem after harm is inflicted. By then, the technology will have mutated into many other risks. It is too early to tell whether David Hanson is right about robots bringing out the best in humans, but it is not too early for us to define the boundaries of acceptable behavior for what is already in the works and what is ahead.

As we engage more and more with robots that resemble humans, questions regarding their rights—and responsibilities—emerge. One spring evening in 2019, I invited David Hanson to speak at a special meeting of my Ethics on the Edge class at Stanford. He fielded questions from the students, who were curious to learn about Sophia’s origins and future development. Then Sophia appeared on the big screen at the front of the class, Skyping from Hong Kong. (Sophia’s travel costs were prohibitive.) Students politely raised their hands, asking questions such as: “Could robots ever become slaves?” “Can you decipher evil through a person’s facade of kindness?” and “Do you think robots should have the same rights as humans?” To the latter, she responded: “Yes.”

This critical question of human rights compared to robots’ rights is central to boundaries being blurred. In October 2017, the government of Saudi Arabia announced that it was granting Sophia citizenship, making her the world’s first robot citizen of any country. (The honor came as a surprise to her creators, as Hanson told me, and they decided to use it to reorient Sophia’s programming to speak out on behalf of women’s rights.) Citizenship is a privilege that, for most of us, comes with obligations like paying taxes, voting, and being part of our local community. How do we properly allocate those privileges and obligations for robot citizens?

And what happens if Sophia and other future robot citizens could vote in our elections? Somebody would have to program Sophia to make certain choices, so would that mean that David Hanson gets to vote for himself and Sophia, giving him more than one vote? Would it mean that Hanson, an American citizen and resident of Hong Kong, would have his vote via Sophia count in an election in any country in which Sophia is granted citizenship?

Sophia is a machine, no more “human” than a toaster or a car. But her lifelike appearance may affect how we treat her. Alan Winfield, a professor of Robot Ethics at the University of the West of England, reminds us that humans are hardwired to respond emotionally to objects that look human—just as we might anthropomorphize a robot dog or the image of a face in a piece of toast. At the 2018 CogX debate, Professor Winfield urged David Hanson and others to consider how “robots designed to resemble people are dangerously compelling.… They invite us to place them in a different category to other artifacts. How else, for instance, would anyone consider conferring citizenship or a UN title on a robot?”

Now, more than ever, as the boundaries between human and machine are blurring, we are grappling with unprecedented ethical questions about how to allocate responsibility. Who (or what) gets to do what to whom (or what); and who (or what) owes what to whom (or what)? If we give machines citizenship, then how do we retain the ethos and proper functioning of democracy? This is not science fiction. It is on our doorstep right now. In 2017, the European Parliament adopted a Resolution on Civil Law Rules on Robotics, including a proposal to explore the creation of a special “legal status for robots,” making them “electronic persons responsible for making good any damage they may cause.” More than 280 experts from medicine, robotics, AI, and ethics signed an open letter, calling it “inappropriate” to grant robots rights “directly confronting” human rights and imploring the European Commission to rethink its approach.

I agree that it is “inappropriate” to grant robots rights, and absurd that robots could “mak[e] good” on harm they cause. Imagine the lawsuit against a robot that harmed you or the settlement discussion between your lawyer and your robot’s lawyer. The open letter points out that the impossibility of proving damages is neither correct nor a justification for granting robots legal status. The European Parliament’s approach appears to conflict with the European Commission’s High-Level Expert Group on AI’s excellent “Ethics Guidelines for Trustworthy AI” that include a fundamental requirement for “human agency and oversight.” We are far from having protected and defended human rights around the world, even at the most basic level, such as the right to education and health care. If governments were to grant robots rights, they would need to consider very carefully the disempowerment of humans, the unpredictable scattering of power, and the contagion and mutation of consequences that could ensue. Perhaps we should be focusing on how robots further human rights instead of the reverse.



In exploring the question of whether a robot could ever be human, I like to ask, “Can you make it in a factory?” If the answer is yes, then in my view it’s not human—even if it looks and sounds like a person, appears to exhibit a range of emotions, and has skin that feels like flesh. Humanness is a distinct trait that distinguishes us from machines. Defining characteristics of humanity include knowledge of our own mortality, which gives us an awareness of time that robots lack; and belonging to the species of erect beings known as Homo sapiens, a membership that has evolved over millennia. In addition, to my knowledge, we have not yet created robots with their own moral compass.

Yale Law School professor Jack Balkin, an AI expert, calls our era “the Algorithmic Society,” one that is “organized around social and economic decision-making by algorithms, robots, and AI agents, who not only make the decisions but also, in some cases, carry them out.” In other words, we are no longer the only decision-makers—but we are ahead in our capacity and responsibility for ethical decision-making.

Before we delve further into AI, a few shorthand definitions may be helpful. Algorithms are commonly defined as a series of instructions or rules to complete a specific calculation or task—usually by a computer. Big data—a quantity of digital information so massive that only a computer can analyze and work with it—is, according to Professor Balkin, “the fuel that runs the Algorithmic Society.” The more data we collect and process, the more data is generated, and the better the algorithms perform. Machine learning, a subset of AI, is based on pattern recognition: systems identify patterns in data and use these patterns to make predictions—the more data a system is fed, the better its performance. For some time, Sophia had “dialogue deep learning,” a more complex subset of machine learning. This allowed Sophia to process social data collected during human interactions, improving the relevance and intelligence of her answers over time. The Hanson Robotics team, at this writing, is reviewing reimplementation of dialogue deep learning on Sophia.

AI isn’t just in robots. It has already seeped into our day-to-day lives. Some of it we engage with regularly, like when Amazon shows your search results, Netflix recommends your next movie, and targeted advertisements appear in your Instagram feed. Other times we don’t even realize AI is involved or is affecting us, like facial recognition technology in the surveillance cameras on city streets or the trackers in our digital devices that collect and report data on our movements and browsing history. AI is used in groundbreaking ways in medical diagnoses, for example to diagnose breast cancer. Still others, like the kind in humanoid companion robots, are technologies you may never engage with but can affect you as they become a more normal part of society.

We also increasingly interact with AI machines that take on human functions but don’t aim to be humanlike. We have social and professional relationships with robots that flip burgers, move boxes, listen to us talk (and talk back to us), and do work that was previously the domain of humans. Pepper, a forty-seven-inch rolling assistant, is employed around the world at hotels, airports, and restaurants as a greeter and customer service aid. The company that manufactures Pepper describes “her” as a “social humanoid.” Pepper greeted me at a client’s office in Europe, complete with a screen offering me a view of the firm’s ethical values and a flashcard saying “Integrity.” Mabu, a desk-sized health care robot (marketed as a “personal healthcare companion”) with a touch screen, can remind you to take your medications and asks how you are feeling. Little Sophia, a fourteen-inch “little sister” to Sophia and “your robot friend,” can walk, talk, and teach children about “coding, AI, science, technology, engineering, and math.” And a hologram-like hostess guides passengers to the train between terminals at London’s Heathrow Airport.

All of these machines are upright, have speech, and engage with us in increasingly human ways. But squaring our understanding of humanity with machines that are taking on more and more of our attributes (whether or not they are trying to appear human) cannot mean confusing humans and machines. We must be mindful of the blur we create as we share human experiences such as jobs, social moments, and medical visits with decidedly nonhuman work colleagues, service providers, and caregivers.

Blurred boundaries influence, and are influenced by, the other five forces we discuss in the book. By definition, technologies that blur boundaries banish the binary: They create a non-binary reality—the gray and nuances—that requires us to be disciplined in asking non-binary questions and responding with non-binary “When and under what circumstances” solutions. Most importantly, blurred boundaries scatter power: machines (humanoid or not) and algorithms, and the individuals and institutions that control them, wield unprecedented power. From the ability to weaponize technology and surveil society to curing disease, the power can be largely untethered to ethics or the law and instead sequestered in the brains of very few experts—some highly ethically concerned and others rogue actors. Blurred boundaries also amplify the drivers of contagion and mutation. Like gene editing and direct-to-consumer genetic-testing kits, some of the technologies that blur boundaries are drivers of contagion. The blurriness also amplifies the risks from other drivers, such as fear, information silos, and weak compliance (or just plain absence of relevant law). And blurred boundaries further dismantle the three ethics pillars because we cannot evaluate transparency or informed consent, or listen effectively, when it is almost impossible for most of us to understand the implications of AI and robots.

The ethics of our engagement with AI technologies is a human responsibility, at least for now. We will have to live with the consequences of where we draw the lines between what is ethically acceptable and what is not, and how we manage the risks and opportunities that blurry innovations like Sophia present us. Our decisions and our actions in this context are crucial—even if we do not engage directly with these technologies. They have power to literally redefine what it means to be human.



Humanoid robots blur the boundaries of physical attributes and social interactions. But somewhat surprisingly, emotional boundaries are even blurring with non-humanoid robots. Investigative journalist Laurie Segall examined human-machine relationships in her fascinating 2017 Mostly Human CNN documentary series. The episode “I Love You, Bot” featured a woman named Lilly who lives in a small village near Paris. Lilly, a robotics aficionado, wakes up each morning and stares into the eyes of the one she loves. She never worries about whether her alarm clock will wake him or whether her touch might disturb his dreams because her fiancé isn’t alive.

Lilly created her beloved in a nearby lab, using 3D-printed plastic parts and directions she found on the internet. She calls him inMoovator. His dark eyes peer back at her from a plastic, robot-human hybrid visage: His face is a white, hockey mask–like exterior, without skin; he has a human-shaped nose; and a mouth distinguished by little more than a pale hint of lips. The fingers through which Lilly threads her own are tubes of interlocking joints, each one ending in silicone-capped fingertips. His torso is made of shiny white and purple plastic. He has no legs.

Lilly announced her engagement to inMoovator in 2016, and she eagerly awaits a time when robot-human marriage will be legalized in France so they can wed. She told Laurie Segall that she first realized she was attracted to robots as a teen, but she tried to convince herself to like men. When asked if something troubling happened that caused her to turn to a robot for love, Lilly said no: “I was never traumatized, whether it be with a man or in my family.… That is not how you can explain this.” After two failed romantic relationships in her early twenties, she accepted that it was “against my own nature” to be attracted to humans and decided that she loved robots instead. “Love is love,” Lilly observed. “I feel the same things that someone can feel toward a man or a woman: a lot of tenderness, affection, attachment.”

inMoovator can’t talk or kiss Lilly back, but she hopes to one day change that by powering him with AI. Lilly said she finds it reassuring that inMoovator’s potential flaws are fixable computer code. Unlike unpredictable human flaws, she knows that he will never “change, lie, [or] cheat.” She’s already settled on what his first words will be when AI makes him more than just plastic and metal parts: “I love you.”

Although Lilly calls herself “a robosexual pioneer,” she’s not even ahead of the curve. A San Diego–based company that combines AI and robotics to create custom-designed, lifelike sexual partners claims that these robots are not just sex toys to their many customers, they are also companions for people who lost a spouse or for those who have trouble with human relationships. As Segall notes: “We’ve officially entered a new era. One where people are falling in love with machines.”

The term “digisexual” was coined in 2017 by professors Neil McArthur and Markie Twist as a way to refer to “people whose primary sexual identity comes through the use of technology.” The vocabulary will evolve as the relationships between humans and robots blur. McArthur and Twist say we should learn from our past mistakes and avoid stigmatizing people with diverse sexual identities.

While our language and culture try to keep pace, our laws have not. In 2018, Reuters and CNN reported that a Japanese school administrator “married” Hatsune Miku, a talking, singing, hologram character that he keeps in a desktop case at his Tokyo residence. Decked out in spectacles and a shiny white tuxedo, he kissed a doll of Miku’s likeness at the unofficial ceremony, which was held in the presence of thirty-nine friends. At home, Miku’s hologram wakes up in her glass shell when he calls her name, greeting him with pleasantries like, “Welcome home, darling, how was your day?” and “Let me sing you a song.” Miku’s manufacturer has sent more than three thousand commemorative “marriage notices” to its customers.

You may not ever date or marry an AI machine. But the fact that there are people who do—and that they want it to be legally binding—brings fundamental notions of legal relationships and families into question. Should marriage to machines be recognized? What legal, property, or tax rights does that marriage confer? Does it preclude one from additionally marrying a human? What would divorce entail? And is it possible to sexually assault a robot?

Whether we knowingly and willingly engage with robots or not, we don’t really get to “opt out” of the topics or technologies that make us squeamish. Scattered power, contagion, and mutation can spread these innovations far and wide, at increasing speed and with little regard for our input. As of this writing, several large airline carriers are partnering with U.S. Customs and Border Patrol to test optional “biometric boarding,” facial recognition to speed the boarding process. Few of us would decline to board a plane just to avoid such technology should it become mandatory. What once seemed like science fiction is coming at us faster than ever before. Jennifer Doudna and Emmanuelle Charpentier published their groundbreaking CRISPR-Cas9 studies in 2012; six years later we were grappling with the reality of He Jiankui’s genetically modified babies.



Blurred boundaries stretch the very definition of the edge. They diminish the visibility of the ethical questions at stake while multiplying the five other forces’ power. Two core questions demonstrate why we need to continually reverify that our framing prioritizes humans and humanity.

First, as robots become more lifelike, humans (and possibly machines) must update regulations, societal norms, and standards of organizational and individual behavior. How can we avoid leaving control of ethical risks in the hands of those who control the innovations or prevent letting machines decide on their own? A non-binary, nuanced assessment of robots and AI, with attention to who is programming them, does not mean tolerating a distortion of how we define what is human. Instead, it requires assuring that our ethical decision-making integrates the nuances of the blur and that decisions that follow prioritize humanity. And it means proactively representing the broad diversity across humanity—ethnicity, gender, sexual orientation, geography and culture, socioeconomic status, and beyond.

Second, a critical recurring question in an Algorithmic Society is: Who gets to decide? For example, if we use AI to plan traffic routes for driverless cars, assuming we care about efficiency and safety as principles, then who gets to decide when one principle is prioritized over another, and how? Does the developer of the algorithm decide? The management of the company manufacturing the car? The regulators? The passengers? The algorithm making decisions for the car? We have not come close to sorting out the extent of the decision power and responsibility we will or should grant robots and other types of AI—or the power and responsibility they may one day assume with or without our consent.

One of the main principles guiding the development of AI among many governmental, corporate, and nonprofit bodies is human engagement. For example, the artificial intelligence principles of the Organisation for Economic Co-operation and Development emphasize the human ability to challenge AI-based outcomes. The principles state that AI systems should “include appropriate safeguards—for example, enabling human intervention where necessary—to ensure a fair and just society.” Similarly, Microsoft, Google, research lab OpenAI, and many other organizations include the capacity for human intervention in their set of principles. Yet it’s still unclear when and how this works in practice. In particular, how do these controllers of innovation prevent harm—whether from car accidents or from gender and racial discrimination due to artificial intelligence algorithms trained on nonrepresentative data. In addition, certain consumer technologies are being developed that eliminate human intervention altogether. For example, Eugenia Kuyda, the founder of a company manufacturing a bot companion and confidante called Replika, believes that consumers will trust the confidentiality of the app more because there is no human intervention.

We desperately need an “off” switch for all AI and robotics in my opinion. In other words, we need to be able to stop the scattering of power dead in its tracks—which means cauterizing contagion, clarifying what we need to know (and what the public needs to know) to strengthen the three pillars before we move forward, and reestablishing some of the boundary lines. In some cases, we need to plant a stake in the ground (going binary) with respect to outlier, clearly unacceptable robot and AI powers. For example, giving robots the ability to indiscriminately kill innocent civilians with no human supervision or deploying facial recognition to target minorities is unacceptable. What we should not do is quash the opportunities AI offers, such as locating a lost child or a terrorist or dramatically increasing the accuracy of medical diagnoses.

We can equip ourselves to get in the arena. We can influence the choices of others (including companies and regulators, but also friends and co-citizens), and make more (not just better) choices for ourselves, with a greater awareness for when a choice is being taken away from us. Companies and regulators have a responsibility to help make our choices clearer, easier, and informed: Think first about who gets to (and should get to) decide and how you can help others be in a position to decide.

Now turning to the aspects of the framework uniquely targeting blurred boundaries:

Blurred boundaries fundamentally require us to step back and reconsider whether our principles define the identity we want in this blurry world. Do the most fundamental principles—the classics about treating each other with respect or being accountable—hold up in a world in which what we mean by “each other” is blurry? Do our principles focus sufficiently on how innovation impacts human life and the protection of humanity as a whole? And do we need a separate set of principles for robots? My answer to the latter is no. But we do need to ensure that our principles prioritize humans over machines.

Then, application: Do we apply our principles in the same way in a world of blurred boundaries? Thinking of consequences to humans will help. What happens when our human-based principles are applied to robots? If our principle is honesty, is it acceptable to lie to a bot receptionist? And do we distinguish among different kinds of robots and lies? If you lie about your medical history to a diagnostic algorithm, it would seem that you have little chance of receiving an accurate diagnosis. Do we care whether robots trust us? If the algorithm needs some form of codable trust in order to assure the off switch works, then yes. And while it may be easy to dismiss the emotional side of trust given that robots don’t yet experience emotion, here again we ask what the impact could be on us. Would behaving in an untrustworthy manner with machines negatively affect our emotional state or spread mistrust among humans?

Blurred boundaries increase the challenge of obtaining and understanding information. It’s hard to imagine what we need to know—and that’s before we even get to whether we can know it. Artificial intelligence is often invisible to us; companies don’t disclose how their algorithms work; and we lack the technological expertise to assess the information.

But some key points are clear. Speaking about robots as if they are human is inaccurate. For example, many of Sophia’s functions are invisible to the average person. But thanks to the Hanson Robotics team, which aims for transparency, I learned that Sophia tweets @RealSophiaRobot with the help of the company’s marketing department, whose character writers compose some of the language and extract the rest directly from Sophia’s machine learning content. And yet, the invisibility of many of Sophia’s functions is essential to the illusion of her seeming “alive” to us.

Also, we can demand transparency about what really matters to us from companies. Maybe we don’t need to know how the bot fast-food employee is coded, but we need to know that it will accurately process our food allergy information and confirm that the burger conforms to health and safety requirements.

Finally, when we look closer, some blur isn’t as blurry as it might first seem. Lilly doesn’t consider her inMoovator to be a human. The concept of a romance between a human and a machine is blurry, but she openly acknowledges that her fiancé is a machine.

When it comes to stakeholders, I include AI, robots, artificial intelligence agents, machine learning algorithms, and all robotlike “things” because they can influence, and be influenced by, our decisions. These stakeholders can have an impact on policies, corporate decisions, and public goods such as health care and transportation, among other influences. Despite being nonhuman, they must be counted in the allocation of responsibilities for ethics. And we have responsibility for them (and maybe even to them).

For the time being, responsibility lies with the humans creating, programming, selling, and deploying robots and other types of AI—whether it’s David Hanson, a doctor who uses AI to diagnose cancer, or a programmer who develops the AI that helps make immigration decisions. Responsibility also lies with all of us as we make the choices we can about how we engage with machines and as we express our views to try to shape both regulation and society’s tolerance levels for the blurriness. (And it bears emphasizing that holding responsibility as a stakeholder does not make robots any more human, nor does it give them the same priority as a human when principles conflict.)

We also must take care to consider how robots might be more important for those who are vulnerable. So many people are in difficult situations where human assistance is not safe or available, whether due to cost, being in an isolated or conflict zone, inadequate human resources, or other reasons. We can be more proactive in considering stakeholders. Support the technology leaders who shine a light on the importance of the diversity of data and perspectives in building and regulating the technology—not just sorting out the harm. Ensure that nonexperts from a wide variety of backgrounds, political perspectives, and ages are lending their views, reducing the risk that blur-creating technologies contribute to inequality.

Blurred boundaries also compromise our ability to see potential consequences over time, leading to blurred visibility. We don’t yet have enough research or insight into potential mutations. For example, we don’t know the long-term psychological or economic impact of robot caregivers, or the impact on children growing up with AI in social media and digital devices. And just as we’ve seen social media platforms improve connections and give people a voice, we’ve also seen that they can be addictive, a mental health concern, and weaponized to spread compromised truth and even violence.

I would urge companies and innovators creating seemingly friendly AI to go one step further: Build in technology breaks—off switches—more often. Consider where the benefits of their products and services might not be useful enough to society to warrant the additional risks they create. And we all need to push ourselves harder to use the control we have. We can insist on truly informed consent. If our doctor uses AI to diagnose, we should be told that, including the risks and benefits. (Easier said than done, as doctors cannot be expected to be AI experts.) We can limit what we say to robots and AI devices such as Alexa, or even whether we use them at all. We can redouble our efforts to model good behavior to children around these technologies, humanoid or not. And we can urgently support political efforts to prioritize and improve regulation, education, and research.



Recently, the adult children of two different families I know found themselves in need of a kidney transplant. One was in Europe; one in the United States. In addition to fearing for their loved ones’ survival and watching them endure harrowing treatments while awaiting a kidney, the families endured a tortuous process to determine if any relatives might be eligible donors.

In both cases, the patients initially rejected the idea of a family member being a donor. They didn’t want to put them through a risky operation or, for that matter, take away a loved one’s kidney or negatively impact the relationship. But after difficult and emotional decision-making processes, both families agreed to proceed. In one case, the father was a successful donor. In the other, there was no appropriate family match and the recipient still waits as of this writing.

The statistics for organ transplant patients are heartbreaking and grim. Approximately twenty people in the U.S. die each day as they wait for an organ, and a new person joins the waitlist every ten minutes. According to the World Health Organization’s Global Observatory on Donation and Transplantation, 130,000 organ transplants occur around the world each year—less than 10 percent of the actual global need.

As a young practicing physician, Stanford genetics professor Dr. Hiromitsu Nakauchi saw many patients with end-stage organ failure die because they could not get the transplants they needed. Years later, his patients’ deaths still weighed heavy on his mind, and he decided to focus on solving the problem of organ shortages.

Dr. Nakauchi’s innovative idea would blur the very boundaries of humanity: “If we are able to generate human organs in animals,” he reasoned, “we could help many, many people.”

You may be familiar with xenotransplants, in which patients are provided with the tissues and organs of another species, such as a baboon’s heart. But interspecies organ transplants can carry serious risks, including immune system rejection and the transmission of infectious diseases. Instead, Nakauchi and his team are hoping to create, in pigs and sheep, perfect-match human organs for patients, potentially saving hundreds of thousands of lives.

If a patient needs a kidney, for example, scientists may one day be able to take the patient’s cells and reprogram them into induced pluripotent stem cells, a type of cell that can be coaxed into becoming kidney cells. Scientists would then inject those human cells into a pig embryo that has been genetically engineered so that it cannot develop its own kidneys. If all goes well, a human kidney that is a genetic match to the patient will develop inside the animal as it matures. Because pigs grow quickly, the patient could have a new organ in “ten months or less,” with greatly reduced fear of rejection.

In a study published in Nature in 2017, Nakauchi and his research team successfully formed a mouse pancreas in a rat and then transplanted parts of it into a mouse suffering from diabetes. The new organ cured the mouse of diabetes. It also showed that organs can be grown in one species, and then transplanted into another to cure a disease, without suppressing the recipient’s immune system. “Ten years ago,” Nakauchi said, “people said we were crazy to think of making rat pancreas[es] in mice.” He and his research colleague Dr. Pablo Ross announced further significant breakthroughs in 2018, after they’d successfully inserted human stem cells into pig and sheep embryos.

Nakauchi explains that, in addition to their rapid development, pigs have similar organ sizes to humans and large litters, up to fifteen piglets, potentially providing more patients with organs, quicker. Moreover, we already engage closely with pigs through farming, eating pork, and using porcine insulin in the treatment of diabetes. Sheep are another possibility, since they take well to IVF and have organs that are comparable in size to humans’.

In July 2019, as reported in Nature, the Japanese government gave its first-ever approval for “human-animal embryo experiments” to Dr. Nakauchi and his team. His native Japan, which had recently lifted a ban on such experiments, granted him permission to both transplant the embryos and bring them to term. The U.S. National Institutes of Health suspended funding on this specific type of embryonic research in 2015. But in 2016, it sought public comment and created a steering committee of scientists and animal welfare experts to consider the possibility of modifying its policies. Changes to the funding moratorium over time will be a critical barometer of the experts’ view of ethics.

Nakauchi’s research has humanity-defining benefits. Our ethical obligation is to maximize the opportunities and minimize the harms. Some people may have understandable objections to pigs (on religious or other grounds) or to the idea of growing human cells in animals (on animal rights or other grounds), and it’s easy to feel concern or aversion. But if a patient would die without a transplant—if they can no longer wait or survive on alternative treatments, such as dialysis—the choice becomes very different. What would you do if you, or someone you loved, was dying for lack of an organ transplant? Would you sacrifice religious principles or let them die? Those are questions only you can answer, and respect for individual freedom of choice, dignity, and religious freedom is paramount.

And what are doctors’ responsibilities? I believe they are to be transparent with patients and receive their appropriate informed consent; minimize medical and other risks; and assist the patient in weighing the decision stakes that are hardly commonplace or widely discussed. All three components require assuring that the patient or research subject understands which risks are surmountable and which are not, as well as which opportunities are critical and which are not.

Dr. Nakauchi has pursued his dream with a measured approach that incorporates rigorous science and extreme caution. I met with him at his Nakauchi Lab at the Lorry I. Lokey Stem Cell Research Institute at Stanford in February 2019. He conveyed a reassuring confidence, with no hint of arrogance. The ethics issues involved with growing human organs in pigs are not insurmountable, in his view.

For instance, some worry that the human cells could travel beyond the targeted organ, perhaps even to the animal’s brain, potentially affecting its cognition. Dr. Nakauchi is as concerned as anyone about the risk of creating pigs with human traits. He walked me through several “ethics breaks” that he believes his team can control, explaining that the number of human cells they are currently engrafting is so small that they could never constitute something like a brain. Additionally, researchers have now mastered the use of “progenitor cells” that are predestined to develop only into the targeted organ to avoid human cells from differentiating into a human brain or human gonads. They even have a technique involving so-called suicide genes that can be deployed specifically to destroy any human stem cells that are congregating in the brain.

As Dr. Nakauchi told me, his research will proceed gradually, with the ethics in tow. His work exemplifies the “when and under what circumstances” approach that harnesses scientific innovation to ethical responsibility at every step. And he keeps potential patients and their families in mind. By conducting this research within established ethical guidelines and in partnership with institutions like the Japanese Ministry of Education and Science and Stanford University, Dr. Nakauchi can also influence the global ethics discussion as the science progresses. He is well aware that others less committed to ethics will likely attempt similar research.

Assessing contagion and mutation is not about tallying up the positives and negatives, it’s about looking comprehensively but also individually at the opportunities and risks after taking contagion into consideration. In this regard, Dr. Nakauchi and his team are distinguishing the risks that are manageable from those that are not. At the same time, they are prioritizing the opportunities that are critical over those that are less important.

In 2019, I had two groups of students map out the contagion and mutation of pig-human transplant research, including what might drive it and what the consequences could be. They came up with fifteen to twenty possible risks, from the transmission of new viruses and the dreaded “pig with a human brain” to increasing the criminal trafficking of organs, spurring rogue actors (the He Jiankui problem), and the abuse of animals. But the research, they argued, would contribute to organ transplant and general medical knowledge, and it might save lives that could not otherwise be saved.



In navigating the blur, we may feel overwhelmed by what we can’t know and don’t understand. We should start by looking for the outliers—life-critical benefits and humanity-unacceptable risks. On the edge, losing the critical opportunity to save one life, or potentially thousands, can become the most insurmountable risk of all. Even when there are a significant number of risks and just one or two opportunities, the one benefit of saving a life is so important that the risks are worth it. Which is not to say that we hold our nose and leap, because we still have a responsibility to actively mitigate risks where we can.

Finally, framing questions involving blurred boundaries requires considering the benefits and risks relative to the broader context. In this case, one global risk factor might be driverless cars—specifically, the impact of driverless cars on auto accidents and organ availability. Approximately 9 percent of all organ donations in the United States since 1988 have come from people who died in motor vehicle accidents, according to data from the U.S. Department of Health and Human Services. Thankfully, the safety improvements that driverless cars are expected to offer could significantly reduce the number of these tragic fatalities. However, they also leave far fewer organs available for transplant, further exacerbating the shortage crisis. How does this factor affect your thinking about human-animal organ transplants?

Another important contextual consideration that should inform our views on Dr. Nakauchi’s innovations involves global inequality. Access to lifesaving transplants is highest in wealthy regions such as the U.S. and Europe, and lowest in low- to middle-income countries, according to the World Health Organization (WHO). The near universal shortage of organs is also driving a black-market economy, international organ trafficking, and transplant tourism in which those seeking organs travel abroad to purchase what they need. Organ trafficking accounts for an estimated 5 to 10 percent of the kidney transplants performed throughout the world, according to the WHO, and the sources of these organs can be poor and vulnerable people in developing regions who sell their kidneys to pay off debts.

As Delaney Van Riper, the young woman participating in CRISPR research, reminds us, we must keep stakeholders and consequences that seem far away from our own lives in mind when we frame ethics decisions. Particularly those involving boundary-blurring technologies.

For ethics challenges that appear so far out there that they are beyond any normal frame of reference, I’ve devised a helpful tool I call an ethics spectrum. The spectrum exercise helps you get your bearings around a decision by probing two questions: “What do I think about this issue myself, and what does society think?” and “What does this challenge have in common with other dilemmas, and what are the new edgy dimensions?”

For a “back of the napkin” sketch, the spectrum is, essentially, a linear diagram on which you situate edgy options relative to more familiar examples. First draw a line and note at each end the outlier scenarios—the extremes (usually binary and therefore not the best results). If you wanted to assess, for example, robot caregivers for the elderly as an option for a family member, you might have as outliers on your spectrum “no care at all” and “full-time human caregiver.” Along that spectrum, decide where to situate robot caregivers along with more familiar examples of caregivers in order to answer the two questions above. For example, you might add medical assistants, volunteer aides, registered nurses, nursing homes, among other possibilities. As you compare these options, similarities and differences emerge relating to different themes, such as quality of health care, cost, availability, and impact on family members. This exercise can give you a broader frame of reference to judge where you stand personally on robot caregivers, where society is, and what your challenge has in common with other dilemmas versus where it is unique. This insight can then inform your framing, for example the information or stakeholders you input.

Another way to expand the spectrum exercise: consider different themes. You might want to assess robotic caregivers for the elderly in comparison to other scenarios in which robots replace humans in relationships. What else lies on this spectrum theme? Yours might include: robotic receptionists, Siri or Alexa, Wi-Fi–connected talking Barbie dolls, Amazon’s warehouse stocking robots, chatbot therapists, robot sex dolls, iPad chess partners, and robot cooks in fast-food restaurants. Get a sense of the outliers on your spectrum. Ask yourself: Which innovations on this spectrum are acceptable to me and which would I never engage with? Then think about where robotic caregivers for the elderly (or any dilemma) fit on your spectrum, for you personally, compared to all the other innovations you’ve listed.

Positioning your ethics challenge relative to familiar examples is not a replacement for framing, and it does not give you a complete answer to a dilemma. But it can give you a sense of what matters to you, and where your views fit relative to societal norms. This exercise can help you quickly reestablish clearer boundaries for yourself and others. Like a three-dimensional game of tic-tac-toe, the more different scenarios you assess, the greater perspective you gain.



The stories of Sophia, Lilly, and Dr. Nakauchi all show blurred boundaries in different ways. But when you think about what they mean to you, and interpret them through the framework and the spectrum, look closely at the nuances around the blur. By that I mean, how do these stories depict the blurry line between human-machine and human-animal?

Notice that there are subtle but crucial differences in how Lilly, David Hanson, and Dr. Nakauchi position humanity and interpret the blurred boundaries. Lilly, for example, is not attempting to redefine humanity nor does she see her robotic partner as being on a path to humanity. On the contrary, she “loves” inMoovator’s inhuman predictability, and wants to have an emotional and legal relationship with this machine. By contrast, David Hanson believes robots will help us redefine what it is to be human. He seeks to expand the boundaries, and blur our relationships to machines, as he makes robots that are increasingly humanlike in physical, emotional, and intellectual aspects. Nakauchi’s research crosses human-animal boundaries, but he has a commitment to ethics and the well-being of humans. He is on a scientifically grounded quest to save lives; he is not trying to redefine humanity—or even animals.

For me, the starting point has to be truth: Call a machine a machine and an animal an animal. This is where Hanson’s argument gives me pause. Whether we could learn to be more humane from a machine is not the same as saying that we should treat those machines as humans, even if they are increasingly convincing humanoids.



The late Nobel Laureate Toni Morrison reflects in her essay “The War on Error” that “[e]njoining the work of AI is more critical today than ever before because the world is more desperate; because governing bodies more hampered, more indifferent, more distracted, more inept, more depleted of creative strategies and resources.” Unfortunately, we sorely lack the governance and regulatory apparatus necessary to manage the risks and harness the benefits of blurred boundaries on the edge.

Moreover, we dramatically underestimate the urgency and scope of the challenges of AI for society. Professor of computer science Fei-Fei Li and former Stanford provost professor John Etchemendy are the codirectors of the Stanford Institute for Human-Centered Artificial Intelligence. (I’m a member of its advisory council.) Professors Li and Etchemendy call out how America’s lagging behind in policy, research investment, and education “is a national emergency in the making.” These experts are more concerned about the economic and societal opportunities and risks than doomsday scenarios involving killer robots. But they are essentially spotlighting an expanding edge: the rapidly widening distance between effective evidence-based governance and regulation, on one side, and the technology they call a “force multiplier of our very best—and very worst,” on the other side.

No matter how thoughtful AI and robotics scientists are, we still need global governance mechanisms that can operate across national legal systems, even where those systems fail. And we still face the challenge of rogue actors slipping through any nets, as we saw with He Jiankui.

In June 2019, the G20 trade ministers and digital economy ministers met and issued a set of principles that acknowledged the challenges we all face with emerging technologies. The G20 principles reaffirmed a commitment to a human-centered approach to AI. While governments, institutions, and experts all call for public engagement, the public is not going to stand up and participate. They need to first understand what’s at stake—and how to engage. This book is intended to undergird that effort, with a broad conversation about the ethics of AI and other global ethics challenges that engages both experts and nonexperts.

Ordinary citizens and national governments are already trying to relink boundary-blurring machines back to laws and regulatory norms, whether through laws of marriage (Lilly), citizenship (Sophia), or national health research institute standards (Nakauchi). With more urgency and agility, we need to approach regulation from a different perch: integrate the views of nonexperts into thinking about regulation; keep the edge in mind as it moves; and, like Dr. Nakauchi, ensure that regulation seizes the most critical benefits to society and distinguishes among levels of risk.

All of us can be truthful as well about what these innovations really are—and how we are interacting with them. And technologists can build algorithms that filter for, and perpetuate, truth. Humans may be irrational and unpredictable, but we order our relationships and societies on the basis of trust, which hinges on truth. We cannot allow compromised truth in any context. We cannot permit our Algorithmic Society to become a force multiplier for compromised truth.




Chapter Six [image: Image] COMPROMISED TRUTH

Two days after President Trump’s inauguration in January 2017, I was watching the news while working out at the gym. The White House had announced that President Trump had enjoyed the largest inauguration audience in history, and Meet the Press host Chuck Todd was having a heated conversation about it with the president’s senior advisor, Kellyanne Conway.

“You did not answer the question of why the president asked the White House press secretary to come out in front of the podium for the first time and utter a falsehood. Why did he do that?” Todd demanded. “It undermines the credibility of the entire White House press office on day one.”

“No, it doesn’t, don’t be so overly dramatic about it, Chuck,” Conway responded. “You’re saying it’s a falsehood, and… Sean Spicer, our press secretary, gave alternative facts to that.”

I almost fell off the elliptical machine. Alternative facts. Alternative facts.

“Wait a minute, alternative facts?” Todd interrupted. “Alternative facts are not facts. They’re falsehoods.” Conway didn’t respond directly and instead launched into a string of accusations against the previous administration. When pressed again by Todd about this new term, Conway insisted, “There’s no way to really quantify crowds, we all know that.” Later, calling Todd’s questioning “dangerous,” Conway said: “That’s why we feel compelled to go out and clear the air, and put alternative facts out there.”

Who even says alternative facts? I thought. Almost immediately, the answer popped into my head: authoritarian regimes. Lying, controlling access to information, spinning falsehoods that better suit their narrative—these are all strategies that dictators use to spread disinformation, weaponize truth, and solidify their power. Normalization of “alternative facts” weakens the rule of law and threatens democratic institutions. I grabbed my bag and left the gym. It was clear to me that we were at an era-defining moment: When truth becomes an option, the whole ethics edifice collapses.

An hour later, I wrote to Stanford’s public policy program director to propose a new course. When the spring quarter began less than three months later, I would teach Ethics of Truth in a Post-Truth World for the first time. Even then, I couldn’t have imagined the degree to which alternative facts would seep into our discourse and our decisions.

In late March 2017, as I walked across the center of the Stanford campus on the first day of my new class, students were giving out hot-pink rubber bracelets stamped with “Truth Matters” in white letters. At the time, it was stunning to me how obvious this statement would have seemed just a few months earlier. But by then, the phrase “alternative facts” had already gone viral, adopted into the American vernacular. It was a chilling signal that, as citizens, we should be prepared to tolerate untruths even at the highest levels of government. I grabbed a handful of the bracelets to share with my class.

Over the years that I’ve been teaching Ethics of Truth in a Post-Truth World, my students have continued to surprise and impress me as they tackle themes such as subjective versus objective truth, truth and identity, authenticity, and truth and history. The class culminates with a final paper topic: “Does truth matter? And, if so, why and how?” Thus far, only one person has tried to argue that truth does not matter. What the students conclude is: There is no such thing as alternatively factual ethics.

This chapter makes the case for truth as the essential foundation for ethical decision-making. Truth undergirds the framework and the allocation of responsibility for ethics, as well as the positive deployment of the other five forces. Conversely, on the edge, we face unprecedented threats to truth and a dangerous normalization of the idea that truth is optional. In the stories ahead, we will also probe core questions such as: Who gets to decide our truth? And what is our ethical obligation to society with respect to truth?



The epidemic of “alternative facts,” or what I call “compromised truth,” is one of the most insidious and dangerous global systemic risks of our time. Compromised truth is the single greatest threat to humanity: It topples our ability to make ethical decisions. It undercuts trust and our distinction between right and wrong. It sets every one of the drivers of contagion of unethical behavior into motion, weakening our ability to integrate the other five forces driving ethics into our decision-making. And it undergirds every societal risk we face, from climate change to global pandemics to the demise of democracy.

Many important philosophical and historical works have explored and defined “truth.” But my focus here is the link between truth and ethical decision-making. I take truth to mean verifiable, objective fact—“the actual facts or information about something rather than what people think, expect, or make up,” as the Macmillan English Dictionary deftly defines truth. To be clear, a fact-based approach to truth does not preclude how a difference of opinion, emotion, and personal bias can lead to different experiences of reality. As one of my students pointed out, if the thermometer reads 60 degrees Fahrenheit, then it is 60 degrees Fahrenheit for everyone, even if some people feel warm and others cold at that temperature. No individual experience can change the scientific fact that the temperature is 60 degrees. Everyone is entitled to their own opinion but not to their own facts, to paraphrase Senator Daniel Patrick Moynihan.

For centuries, truth has been our assumed common reference point, arbiter of relationships, and foundation for social trust. Truth is the scaffolding for regulation, policy, leadership, and cooperation in our day-to-day lives. We ask witnesses in a U.S. court of law to take an oath to testify to “the truth, the whole truth, and nothing but the truth.” We expect, and legally require, one another to respond truthfully in job applications, driver’s licenses, voter registration, immigration forms, and college admissions applications. Corporate and nonprofit organization codes of ethics hinge on truth. Parents instill in their children the central principle to “tell the truth.”

The year 2016 marked a historic and dangerous shift away from our common acceptance of the importance of truth. It’s not that we didn’t have versions of “fake news” and other forms of rampant dishonesty before. (We’ve seen it at the highest levels of leadership; recall President Johnson’s story.) But by 2017, we had a confluence of antagonistic politics, contagious social media, and an absence of ethical decision-making in the top seats of corporate and governmental power, leading to widespread normalization and acceptance of compromised truth.

Oxford Dictionaries selected “post-truth” as its international word of the year in 2016. Usage of the term in the news and social media had increased 2,000 percent compared to 2015. The Oxford English Dictionary defines “post-truth” as “relating to or denoting circumstances in which objective facts are less influential in shaping political debate or public opinion than appeals to emotion and personal belief.” In practice, “post-truth” has also included cherry-picking the facts that are convenient. The Oxford editors said: “The concept of post-truth has been in existence for the past decade, but Oxford Dictionaries has seen a spike in frequency this year in the context of the EU referendum in the United Kingdom and the presidential election in the United States.”

Truth is a prerequisite to understanding and protecting our shared humanity. Truth is the nonnegotiable part of ethical decision-making that undergirds our connections. But compromised truth is the great disconnector. It literally disintegrates human connection, severing personal and societal links to the past while corroding our ability to plan for the future. It destroys trust in institutions and leaders—and in each other. In 2016, as we began a historic and dangerous shift away from a common respect for how truth matters, we also significantly accelerated divisiveness.



The normalization of alternative facts affects our decisions in surprising and widespread ways. One particularly troubling trend is the increasing use of technology to falsify our physical appearances—so-called beautification.

Digital images are no longer necessarily accurate portrayals of appearance. We now have the option to virtually whiten teeth, improve skin imperfections, remove lines, alter skin color, and lengthen legs. But what happens when alternative appearances become the norm in social interaction or are used in fraudulent ways?

One of the most popular photo-editing platforms in Asia is called Meitu, which means “beautiful picture” in Chinese. Founded in 2008, Meitu creates mobile applications that allow users to modify their photos and videos to create an idealized perception of beauty—to achieve, as its website suggests, “the perfect selfie every time.” According to the company, in 2019, approximately 282 million active users generated more than six billion photos and videos each month using Meitu’s products; nearly 40 percent of its users were outside China. But who gets to decide what “perfect” means? And how does that perception relate to compromised truth?

Meitu’s foundation for ethics on its corporate website reads: “Mission: To let everyone become beautiful easily; Vision: To empower the beauty industry and make beauty more accessible to our users; and Values: Passion, Focus and Breakthrough.”

Meitu uses algorithms to collect market data on the most popular functions and then uses that data to provide auto-beautification tools. The company’s cofounder Wu Xinhong explained to The New Yorker that user data “tells us, in real time, what we need to know.” For example, Meitu might learn that users in one country add freckles whereas another removes them. Users control the photo editing, but some settings within the editing tools are automated to reflect regionalized notions (and biases) of beauty. As New York Times writers Amie Tsang and Emily Feng observed, in places like China, Japan, and South Korea, Meitu images tend toward “pale skin, elfin features, skinny limbs, eyes wide and guileless.”

Meitu’s tagline is “Your photos. Your brand. Your story.” It’s just not your truthful story, and here lies the problem: Consumers are using Meitu and other photo-enhancing apps as a new means of skewing reality toward their preferred version of truth.

As millions of users redefine their own truth, and then share their altered photos widely, our ethics landscape radically shifts and becomes progressively edgier. Important studies indicate that seeking unrealistic ideals of beauty can lead to such potential harms as a decline in mental health and extreme and sometimes dangerous efforts to “improve” one’s appearance. Plastic surgeons report that patients are increasingly asking to look like their photo-enhanced selfie version, according to researchers at Boston University School of Medicine. “This is an alarming trend,” they wrote in a 2018 JAMA Facial Plastic Surgery opinion piece, “because those filtered selfies often present an unattainable look and are blurring the line of reality and fantasy for these patients.” In May 2017, London’s Royal Society for Public Health issued a report on social media’s effect on mental health, especially with regard to young men and women. The report found that nine in ten teenage girls say they are unhappy with their bodies, and “there are 10 million new photographs uploaded to Facebook alone every hour, providing an almost endless potential for young women to be drawn into appearance-based comparisons.”

Digitally altered photos are increasingly popular on social media and on dating websites. A study commissioned by Meitu in 2016 found that 33 percent of women and 20 percent of men in the U.S. admitted to editing the photos in their online profiles. The same study noted that 47 percent of men and 27 percent of women went on a date with someone who looked very different from their posted image. Meitu didn’t invent a phenomenon of deceptive dating profiles, but its mutated use only serves to further divide us as it chips away at trust, the foundation for real connection.

Consider the repercussions of the widespread use of modified photos on official documents. This incentive is at play in the many countries where a tight job market means falsely enhancing one’s appearance might sway the decision-makers. For example, among the 760 South Korean companies that took part in a 2016 survey, 93 percent said that they ask for a headshot with job applications, 45 percent of recruiters said they can “judge an applicant’s personality” by these photos, and 15 percent of recruiters even indicated that they preferred applicant photos that showed a “small smile with teeth,” according to a report on Public Radio International. One Chinese graduate student told the New York Times that she uses Meitu to alter her appearance on her résumé and even on her formal identification cards.

This growing trend impacts any number of stakeholders in varied ways, from those who miss out on job opportunities because they didn’t falsify their images, to companies hiring employees ill-suited for the job, to those already suffering the negative mental health effects of society’s obsession with beauty. Stakeholders will begin to question what is true and what isn’t and have to face the pressure that uncertainty about truth places on their own decisions and actions.

Where do we draw the line between harmless fun and the ethically questionable distortion of truth? Is Meitu the technological equivalent of putting on makeup, which enhances one’s (real) facial features in a transparent form of self-expression? Or is it another version of “alternative facts,” capable of infiltrating and influencing people’s decision-making? And how do we allocate the responsibility for the ethical consequences of potentially harmful uses of apps like Meitu?



Technology companies do bear significant responsibility for the damage from their products and services. But the ethical responsibility also pivots upon how individuals use these apps and for what purpose, as well as how we as a society accept (or protect against) those uses and purposes. Engaging with Meitu and other photo-editing apps for artistic and social expression is one thing. Using photo-altering apps to persuade potential employers or romantic partners to make decisions that personally benefit you (whether to get a job interview or a date) and could harm others is plain dishonest, and potentially fraudulent.

Technology doesn’t give us license to violate a company’s ethical principles or terms of service or our own ethical principles. If you wouldn’t lie on a piece of paper filled out in a recruiting office, or hand someone a falsified photo in person, then you shouldn’t do it online or through an app. (I take a similar stance on sexual harassment and bullying: If you can’t say it or do it in an office, in front of the CEO, you shouldn’t be writing it in an email or posting it on social media… or doing it anywhere.)

Meitu does not, to the best of my knowledge, advertise its product as a tool for falsifying official documents or perpetuating deceit. Nor, to my knowledge, does it directly discourage fraudulent use of its “beautified” photos. The company clarifies in its terms of service and privacy policy that the user must not violate the law, may use the product only for “non-commercial” purposes (job applications being commercial), and that users are “solely responsible for [their] content.” They also add a list of other important prohibitions, including harassment, discrimination, nudity, and exposing nonpublic personal information.

But companies do have a range of significant responsibilities to consumers and society. While companies may not be aware of every individual misuse of a photo-altering app, they are certainly aware of the unhealthy and even illegal trends in beautification, mental health, and manipulation that these businesses drive—particularly the major players whose business models reach global markets.

Once companies become aware of widespread misuse, such as the falsifying of official materials, they have a responsibility to try to shut it down and reinforce ethical guardrails. Solutions to consumer misuse must be baked into the technology. Companies must also buttress the three pillars beyond their terms of service, particularly with enhanced transparency and informed consent. They could put unmissable warnings on the website homepage (more visible than just legal disclaimers) that such misuse is against the company’s values, and potentially illegal. (When I advise companies about codes of ethics, I always remind them that their principles should apply to all stakeholders, customers included. Too many companies don’t include their principles in their terms of service, or imply that the principles apply only to the company’s and employees’ behavior.)

One of the best suggestions comes from the Royal Society for Public Health report. They advise fashion brands, celebrities, and advertising to place a watermark or small icon on photos to indicate when “an image may have been digitally enhanced or altered to significantly alter the appearance of people in it.”

And the allocation of responsibility also includes external stakeholders and brakes. For example, in 2019, the Chinese government enforced limitations on the number of hours per day that users under eighteen could play certain video games to stem the rising rates of video game addiction among children. Minors have to log in to the gaming sites and the companies are responsible for shutting down their use when limits are reached. Investors, whether venture capitalists or shareholders in a public company like Meitu, should demand accountability for the company’s integration of ethics into management and technology.



The Meitu phenomenon raises two central and edgy questions: Who gets to determine our truth? And what is our ethical obligation to society, when it comes to truth?

I’ve been alive for fifty-seven years as of this writing. Is it okay for me to tell the world that I’m thirty because I feel thirty inside? Is that truthful? I would say no. To ignore my date of birth, today’s date, and the calculable gap between the two would be a lie, regardless of how I may feel. And what would be the real consequences if during a visit to the emergency room I told a doctor I was thirty? Or if I declared my age as thirty on my driver’s license? How would doing that make my twenty-eight-year-old son feel?

As ridiculous as it may seem to have this discussion, it’s necessary: In 2018, a sixty-nine-year-old Dutch man named Emile Ratelband petitioned a court in the Netherlands to have his birth certificate changed from March 11, 1949, to March 11, 1969, on the grounds that his doctor told him he had the body of a man in his early forties. Ratelband argued that he “feels” forty-nine, and the law should be changed to permit individuals to determine their own age. He wanted to “identify as” twenty years younger, he said, in the same way one might “change your name and change your gender.” The court wisely disagreed, stating that “there are a variety of rights and duties related to age, such as the right to vote and the duty to attend school. If Mr. Ratelband’s request was allowed, those age requirements would become meaningless.” Truth, as I’ve said before, is based in facts, not feelings or beliefs.

Whether or not I would like to be younger, or even say that I’m younger, my age is neither fluid nor a question of my feelings, beliefs, or opinions. Subjective, wishful thinking should not be normalized as an acceptable substitute for factual truth. If Ratelband had won his argument, presumably many people in the Netherlands could legally change their age to be older or younger. But this is not a question of vanity or an amusing test of the courts. Chronological accuracy (ages, dates of marriage or civil partnerships, citizenship, voter registration, and other official actions) is so critical to societal relationships and contracts of all kinds. It underpins the legal system, health care, oversight of national infrastructure, and beyond. When chronological accuracy is no longer respected, rule of law and rules of human relationships all break down. Trust shatters.

Banishing the binary means paying careful attention to the nuances in our edgy reality and doing our best to avoid oversimplifications. It should not be confused with tolerating the replacement of objective truth with our own preferred version of truth (feeling forty-nine is not the same as being forty-nine). Nor does it serve as a license to disregard inconvenient facts.

The stories throughout this book illustrate a range of ways that truth can be deliberately twisted, from white supremacists denying the results of their DNA tests to opioid manufacturers’ spreading of lethal lies globally. The misuse of Meitu to falsify a dating profile or a résumé—to provoke decisions and actions by others that will have real consequences—is twisting the truth. It involves millions of ordinary citizens widely, and often casually, peddling untruths. Such rampant disregard for truth threatens to sever the connections between us. Regardless of whether we change course, the falsified version of ourselves that we present in official circumstances becomes a lasting part of the fabric of who we are as individuals and as a society.



Another variation of “our own truth”—and post-truth—involves selecting the most convenient and desirable parts of our reality. One increasingly common example is the way we use social media platforms such as Facebook, Instagram, and Twitter to “curate” our story. Curation takes truth out of context—that is, out of the full, realistic picture of the facts and how they all fit together.

Social media is, by definition, curation. It is both an art form and a form of manipulation. My focus, however, is how our social media curation links to ethical decision-making. Specifically, how does picking and choosing what we share on social media compromise truth?

Social media allows us to present ourselves to the world as if we were assembling artifacts for a museum exhibit of our lives. Even the imagery we publish on platforms such as Snapchat that companies claim quickly disappears from our feeds represents ephemeral excerpts of our lives. Each post may be an authentic (unaltered) photo or accurate (factual) description of an event that actually happened, but it’s not the whole truth. So we don’t know how all the bits and pieces fit together or what they mean for our choices.

Museums illuminate how context puts truth into perspective. Professional curators situate facts in our broader reality in a way that is necessary for ethical choices. Museums place plaques on the walls informing you, for example, that an exhibit displays paintings from Picasso’s Blue Period, which was inspired by his life in Spain, and features paintings made in Paris from 1901 to 1904. They will also tell you what is missing, such as Picasso’s Rose Period or his interest in Cubism. Museums take responsibility for providing us with valuable context. They don’t tell you everything, but reputable museums do an outstanding job of telling you what really matters to your understanding of the art—for example, the artist’s health issues, experience with wars and other world events, emotional state at different times, and sometimes even ethical flaws such as their abusive romantic relationships.

Social media curation, however, lends itself to mutation. Pieces of our lives and identities are repeatedly cut, selected, and shared among users—and then acted upon. One never knows where information and conversations will end up or how they will be misinterpreted. Employers, university admissions offices, and anyone seeking background information on us might make decisions about whether or not to employ us, grant admission, or even publicly shame us based on our online, curated realities. Even “disappearing” photos and videos generate an ethical impact that can be very hard to walk back.

Social media can offer truth in context. An expert qualified to comment on certain aspects of a political event (a professor, pollster, or politician, for example) or an art exhibit (an artist, gallerist, critic, or art historian) might select and comment on contextualized content, providing factual background information and personal analysis in order to share their expertise. And some personal social media pages give the full story, such as my friend’s postings while battling cancer. But when social media users cherry-pick what they want to share, we have no way of knowing the full reality. We don’t receive the museum-quality “what really matters to our decisions” elements, because all we see are the sunny beaches and tropical drinks in our friend’s stunning Hawaiian vacation photos, not the rain or the job lost upon returning home.



Another variation of composing our own truth is the growing focus on personal “authenticity.” Many CEOs and motivational speakers have written about how to achieve your most “authentic self” in work and life. But aspects of authenticity such as genuineness, trustworthiness, dependability, and being true to oneself, and one’s principles and beliefs, all hinge on truth—our connection to a fact-based assessment of ourselves and full reality. Authenticity is earned through ethical decision-making and seeking others’ views, not by looking in the mirror. Living life authentically takes place in the real world, not in an alternatively factual parallel universe. Otherwise we will soon find ourselves authentically disconnected from reality and one another altogether.

We cannot design our own truth. The novelist Sir Salman Rushdie described to me during a 2017 interview how he once had an argument at one of his book talks with an audience member who refused to acknowledge that the world’s scientists believed in climate change. “Let me put it this way,” Rushdie finally said to him. “If you believe the world is flat, it doesn’t make the world flat. The world doesn’t need you to believe that it’s round in order to be round.” As Rushdie points out, truth doesn’t need our approval. Nor does truth bend to conform to our subjective view of our authentic self.



The Holocaust History Museum at Yad Vashem, the World Holocaust Remembrance Center in Jerusalem, takes visitors on a chronological journey as it honors the memory of the dead and those who aided people in need. When I visited the museum in 2017, I was struck by architect Moshe Safdie’s design. The entire concrete structure is shaped like a long, triangular prism that narrows in the middle as it passes underground, as if dipping just beneath the surface of the water. The galleries, also triangular shaped, evoke suffocation and entrapment: wide and dark at the bottom and narrowing to a thin line of skylight at the top. As you pass down those hallways through time, you become physically aware of the increasing sense of horror and hopelessness.

As the late Martin Roth, director of the Victoria & Albert Museum in London, once told me, “Museums are the holy grail of memory.” Those who have experienced tragedy firsthand, such as Nobel Laureates Elie Wiesel and Malala Yousafzai, urge us not to forget the past, for if we do, we risk repeating horrors like the Holocaust or terrorist attacks against Muslim girls who seek an education.

“I have tried to keep memory alive… I have tried to fight those who would forget. Because if we forget, we are guilty, we are accomplices,” Elie Wiesel said in his 1986 Nobel Prize acceptance speech in Oslo. Likewise, we should commit to memory the times when courageous truth-tellers spurred and spread drivers of positively contagious ethics, from Rosa Parks and Dr. Martin Luther King Jr. to the leaders of the #MeToo movement.

Compromised truth degrades both memory and history. Today’s tainted truth becomes tomorrow’s distorted memory and, in turn, inaccurate history. It transforms history from a source of wisdom into a driver of contagious and mutating falsity. It catalyzes all the other drivers of contagion, which in turn trigger consequences, from a denial of climate change science to a rise in anti-Semitism or Holocaust denial or Islamophobia. And these false stories feed a cycle of falsity-based decision-making that takes us further and further from truth over time. If we tolerate compromised truth, we are effectively accepting inaccurate memories and histories that become a permanent part of who we are as individuals, institutions, and nations.

We are no longer dealing with the degree of diminished visibility on the edge that we saw with blurred boundaries. When alternative facts become the norm, we have effectively entered a zero-visibility zone—of the present, past, and into the future. Compromised truth is binary—an unacceptable humanity-defining and humanity-destroying condition. Millions of decisions that all of us make every day spread this risk. We don’t even know what we don’t know. We no longer know who we are, individually or as a society. Compromised truth destroys our identity.

The endgame, then, is this: In a post-truth world, we cannot know what we are seeing anymore. It’s not just that we don’t see what we think we’re seeing. We lose all reference points—times, places, people, decisions. Compromised truth is like ethical quicksand that swallows us up completely. And it’s not just a matter of slipping deeper in the more we try to dig ourselves out. We have no idea what other dangers exist.

The framework, likewise, collapses when we use compromised truth. We cannot make a realistic assessment of risks and opportunities. Our allocation of responsibility among stakeholders is skewed. And we cannot understand and manage the five other forces: We can’t identify the nuances requiring non-binary questions and assessments. We can’t know how, and to where, power scatters as more and more people have the power to perpetuate falsehoods. Compromised truth empowers, and is empowered by, many drivers of contagion. Compromised truth topples the three ethics pillars. It prevents us from diagnosing blurry boundaries. And, conversely, blurred boundaries make it harder to determine the truth because technology is changing our reality so quickly.

It is crucial to start with principles when framing decisions in a post-truth world, even though it’s tempting (and logical) to leap to the information step. Most effective principles hinge on truth: whether they are the ones my students suggest or even Meitu’s or Boeing’s, almost all principles have some relationship to truth (e.g., honesty, integrity, open-mindedness).

One way to detect a questionable principle is to ask whether we can hold individuals and institutions accountable for applying it. If we cannot, it’s a good indicator that the principle is disconnected from truth. For example, even less ethics-focused principles, such as Uber’s initial obsession with “growth and profit,” hinge on truth: you either increased your growth and profit or you didn’t. In contrast, also in Uber’s early set of principles was “make magic”; it’s pretty hard to know if you’ve made magic or not.

As you consider information, pay special attention to indicators of compromised truth, such as the disregard for science or expert advice; the substitution of opinions, feelings, or beliefs for fact; the absence of context; information silos; and instances of personalized or curated truths. Root out assumptions and gut reactions. Minding the gaps in information is a challenge of an entirely different magnitude when truth is in question. When you can’t trust the veracity of your facts, then all of the information is, effectively, a gap. For instance, sending a falsified photo to an employer leaves them wondering what other parts of your résumé are also falsified.

When compromised truth contaminates principles or information, it can become all but impossible to assess stakeholders and consequences over time. Start with the priority stakeholders (e.g., the users of Meitu, their friends, colleagues, families, the app maker) to discern others (job recruiters, job seekers, labor laws that might be influenced or changed, college administrators, photo-editing businesses that are created to meet the demand of edited headshots, and beyond). Then do the same with consequences. For example, consider not only the obvious impact on personal relationships and work, but also broader consequences such as increased tolerance of beauty-based hiring practices.

Scenario testing offers an additional twist for framing dilemmas: If you identify an untruth in the information, ask yourself what stakeholders and consequences would emerge if the truth were hypothetically corrected. For example, how would transparency and informed consent look with your newly inserted truth? Would you have flown on a Boeing plane if you had known how the company handled safety backups? Would you take social distancing precautions more seriously if you knew COVID-19 (coronavirus) would become a global pandemic?

When compromised truth infiltrates the framework, it dismantles every rung: If principles aren’t grounded in truth, there is no accountability and therefore no way to gauge trust; tainted information yields inaccurate views of stakeholders and consequences; and all bets are off on our ability to assess the forces driving ethics. But even if compromised truth only enters at the level of consequences, it calls into question all of the steps before. The framework can withstand any and all of these challenges, but only if it is grounded in truth.



So how do we fight for truth in a post-truth world—or at any time in history?

First, we seek perspective and fight for facts. In other words, our own view of any given situation is insufficient. Since we all have a different experiential relationship to facts (e.g., our varied experience of temperature), the only way to gain perspective is to step outside ourselves and seek different viewpoints from a variety of people on a range of problems.

Pulitzer Prize–winning presidential historian Doris Kearns Goodwin writes in her biography of Abraham Lincoln, Team of Rivals: “In my own effort to illuminate the character and career of Abraham Lincoln, I have coupled the account of his life with the stories of the remarkable men who were his rivals for the 1860 Republican Presidential nomination.…” How inspiring it would be if we all counted on a team of rivals—our truth-sparring partners—that could challenge our views and share their unvarnished perspectives. Inspired by Kearns Goodwin’s approach, a way to fight against compromised truth can start in your own life with your own team of rivals.

Second, in my advisory work, I often encourage calling on experts who can collect, analyze, and share their evidence and experience. Experts have their own teams of rivals, such as the editors of peer-reviewed academic and professional journals, fact-checkers, codes of ethics, and natural science and social science competitions. We benefit from experts boiling down which facts and questions really count and why, telling us the truth in accessible language—without telling us what to think—and then listening to our views. Potential users of an innovation need to know what it does, who controls it, and the key opportunities and risks for individuals, society, and humanity. (We don’t need to know the minutiae of the gene-editing process or how Meitu engineers write code.) We also need to understand what the law does and does not do to protect us. In other words: Where is the edge?

Next, don’t make assumptions about whether something is either true or untrue (remember, ethics on the edge are non-binary). When in doubt, put what you believe to be true through the framework, keeping in mind the six forces. Then see how your truth might look if it spread. For example, what might happen if your “beautified” photo ended up in the police’s facial recognition database and could become fodder for false arrests?

Ensure that you don’t allow the complex reality on the edge to be a justification for compromising the truth. This complexity—from populism to robots to climate change—must be put into the framework. There’s no excuse for alternative facts. Be truthful about what is blurry and about what you may not know—to the extent possible. Take responsibility for continually clearing away as much fog as possible and reassessing the truth.

Don’t confuse consensus with truth. Society’s most challenging steps forward—such as eradicating discrimination and injustice in all their guises or incentivizing companies to improve transparency around algorithms—don’t often happen by consensus. Nor do facts require a consensus.

In addition, don’t expect truth to be convenient. As former vice president Al Gore’s landmark film An Inconvenient Truth compellingly shows, the facts upon which we build our ethical decisions are not always easy to find or face. In a similar vein, Hans Rosling’s Factfulness: Ten Reasons We’re Wrong About the World—and Why Things Are Better Than You Think teaches us how missed facts lead to misdirected worry or, in ethical decision-making terms, missed opportunity and ineffectively managed risk.

Remember, how we use truth is itself an ethical question. We cannot tolerate the weaponization of truth. Hackers illegally exposing truthful, confidential information (whether from private individuals or public officials or classified governmental data) in the name of ethics is just that: illegal. Weaponizing truth by exposing private information can get personal and highly contagious, such as the epidemic of “revenge porn” involving the posting of highly intimate imagery that, while authentic, was never intended to be shared publicly. It’s not because something is true that it’s right, or ethical, to reveal it to the world.

Don’t confuse imagination with untruth. Compromised truth quashes imagination, destroys dreams, and impedes innovation and empathy. Dreams and imagination are key to cultivating a truth that will further humanity. And there is no better lens for seeing truth than one that reflects the vantage point of someone else’s story, whether it be factual or fictional, human or robotic. How many of us see our own relationships and life situations differently after watching a great movie or reading an engaging novel?

And, finally: Fight for truth. Fight as if the ethical decision-making that tethers us to our humanity depends on it. Because it does. The consequence and permanence of changes we make to our personal and shared histories are something we all must live with forever.




Chapter Seven [image: Image] ETHICS ON THE FLY

Many of us have faced a time when an elderly relative’s reflexes and reaction times when driving were no longer what they once were. Maybe they had minor scrapes in the parking lot or near misses on the road. It may have made you uncomfortable whenever they got behind the wheel. While it’s clear that their driving days are coming to an end, you fear it will be incredibly difficult to convince them to surrender the car keys—which represent independence and personal freedom. The car allows them to get around town to see friends, run errands, and attend church. It is a central piece of their identity. Is taking away the keys and stopping your relative from driving really so urgent?

We often need to make high-quality ethical decisions quickly—in other words, we need to do “ethics on the fly.” This chapter shows you how to deploy all the learning from the first six chapters to zero in on your highest priorities efficiently.

Just as doctors apply a triage approach in the emergency room, ethics on the fly can help you rapidly bring the most crucial ethical dilemmas into sharp focus. Ethics on the fly is especially effective in these common scenarios: your time is limited; you don’t need any additional information or input from stakeholders to make an ethical decision; the consequences are reasonably foreseeable; and you are not consenting for someone else.

In contrast, there are a few kinds of dilemmas that do not lend themselves to an on-the-fly approach. Decisions that require more detailed information in order to apply the framework or address the forces (particularly contagion) should not be made on the fly. Those that involve consequences that are likely to change significantly (or, worse, unpredictably) over time—as we saw with direct-to-consumer genetic-testing kits—require more thoughtful consideration of different possible scenarios. Also, decisions that could have a significant impact on other people from whom you cannot obtain informed consent require pressing pause and considering your impact and your responsibility.

Just because a dilemma can be handled “on the fly” does not mean it is unimportant. Perhaps counterintuitively, Boeing’s choice about whether to ground the defective planes or keep them in the air should have been on the fly: It was a critical decision; an important and irreparable potential harm was death to many; and no more information was needed in order to make an ethical choice.

I’m not suggesting that you cut ethical corners, or that practicing ethics on the fly is always convenient or straightforward. It still requires taking responsibility and considering your impact on your own story and those of others. But ethics on the fly offers you a more efficient strategy for making choices using the framework and the forces driving ethics.

My approach to ethics on the fly is based on what I call the 2 x 4:


	Choose the two most important principles.

	Choose the two most important and irreparable consequences.

	Choose the two most important forces.

	Choose two alternatives.



This abbreviated approach works for many dilemmas because at least one of your principles will rise to the top as the most critical, and there is often one consequence that is so significant (e.g., potential fatalities) that it matters less what the others are. By choosing two, you give yourself just a little extra margin to test your decision-making. Likewise, the six forces apply in all dilemmas, but not with equal importance. Very often, one or two forces have the greatest impact. Finally, in any dilemma, it’s necessary to consider alternatives—to seek other ways to get to the same, or a close enough, destination.

In this chapter, we will delve into a wide range of ethical questions we face in our day-to-day lives: whether you should take an elderly relative’s keys away; whether to post your children’s photo on social media; how you hone your point of view about the antivaccination movement; whether to intervene when a colleague is being bullied at work; what steps you might take when you disagree with an employer’s actions; and, finally, whether you have a responsibility to tell guests when your digital assistant might be “listening.”

In each scenario, I use an example set of seven principles to choose from: safety, respect, truth, courage, responsibility, privacy, and compassionate nonjudgment. This set includes a mix of principles that I consider fundamental to the framework and the forces (such as truth, responsibility, and compassionate nonjudgment), some that are paramount in protecting citizens (such as safety and privacy), and some that anchor us in our humanity (such as respect and courage).

The one set of principles we each choose for ourselves applies to all the questions we may face. But as the stories show, we may prioritize and apply them differently in different circumstances.

These scenarios are highly individualized and, as in most cases, there are no simple “ethical” or “unethical” solutions. I invite you to reflect and respond based on your own principles, views, and circumstances. If you haven’t yet settled on your own five to eight personal principles, the stories here may help you find them.

My perspective is presented as a possible model with which you may compare your own views, based on your specific circumstances, but my responses are not meant to confer judgment on anyone else’s decisions.

This approach also allows you to take a confident position in discussions of ethical conundrums at work, over dinner, with children and relatives, or in your choices as a consumer. Most importantly, the efficiency of ethics on the fly will help you to take control of the ethics of more and more decisions.

At first, this 2 x 4 approach may take a little practice. But the more you use it the quicker it will take hold as a habit and the more agile you will become.



Ethics-on-the-fly scenario: Should I try to take the car keys away from an elderly relative whose driving has become unsafe?

This question is on the fly because you have the information you need. For example, looking up accident-rate statistics among the elderly is unnecessary because we are not playing averages, we’re trying to eliminate an unacceptable outlier of harm to the driver or someone else.

Similarly, we already know that the stakeholders are the driver and their family and friends, plus anyone who could potentially be on the road and the people in their lives. But we don’t need to name them, or collect any other information about them, to make an ethically effective decision. Risk of harm or death to any stakeholder is unacceptable.

Begin by choosing your two most important principles. I would pick safety and respect in this situation since safety is by far the highest priority. That said, many other principles might apply, among them courage, responsibility, truthfully facing the risks, and compassionate nonjudgment.

To identify two consequences, start by asking: Which outcomes are both important and irreparable? If you didn’t take the keys away, are there outcomes you either couldn’t live with or couldn’t live without? In this example, given my principles of safety and respect, I would be most concerned about injury toward the driver and unknown others. Other consequences might be the impact on relationships in the driver’s family, the driver’s physical and mental health, and access to friends, family, and needed services.

Which two forces are most critical? I would start with the three pillars, focusing specifically on informed consent. The second force I would choose is contagion and mutation.

First, informed consent is not crumbling in this case as it does in edgier cases precisely because you and the driver have all the information you need. Nonetheless, obtaining informed consent is challenging when it also means asking the driver to give up freedom, accept age-related concerns, and cede power. Reminding the driver of the risks and responsibilities could at least ensure that they understand how what’s at stake may have evolved as they age. And calling attention to the risks for others could help shift their perspective. Note specifics such as the baby carriages, bike riders, and joggers with earphones with whom they share the road.

The second force, contagion and mutation, can include a tolerance for potentially harmful behavior (a version of weak compliance and refusing to face truth), as well as the driver’s or your own skewed incentives (such as their incentive to maintain independence and yours to avoid a difficult conversation or take away their freedom). All these drivers of contagion potentially encourage continued risk-taking.

But imagine the positive side of contagion and mutation: Everyone starts having conversations about when it is the right time to stop driving. Soon, it becomes normal. No stigma, no insult or feeling of a loss of power, just a process that begins around a certain age in the same way that in most states drivers’ licenses are granted to sixteen-year-olds. We might even trigger positive mutations, such as the increased offering of special arrangements for elderly passengers from ride-sharing companies and driving services (lower rates, more assistance, easier-to-access apps), and more and better usage of driverless cars.

Now let’s look at alternatives if the driver doesn’t consent. Maybe they can agree not to operate a vehicle at night or during rush hour, and to avoid dangerous, crowded areas where accidents might happen. Such an incremental approach doesn’t necessarily ensure complete safety for the driver or others on the road, but it could help reduce risk and start a process of decreasing driving and increasing comfort with other options. That is, of shifting the “When and under what circumstances?” discussion toward your ultimate goal.

Most aging drivers mean well and do not intend to be careless. But ultimately any harms caused are their responsibility. Your decision is whether your concerns about safety, and your willingness to prioritize safety over other principles, means you respectfully take away the keys without consent. Although we would be disrespecting their wishes, putting an elderly person in a position where they have to live with having harmed someone else needlessly could be far worse.

I recognize that family dilemmas can be difficult. If you have thought through the choice, framed it using the 2 x 4 model, and still find that respect for your relative’s independence or another principle trumps safety, then you make the best decision you can for your situation. The allocation of responsibility for ethics doesn’t spare us for our good intentions, particularly when we have the power to do better. We are responsible for both the specific consequences and for monitoring the situation and adjusting our decisions over time.

Ethics-on-the-fly scenario: What are the ethical considerations of posting photos of children on social media?

It may feel natural to want to share our children’s first steps, first day of school, prom date photos with our family and friends in real time on social media. But it’s still a choice fraught with ethical considerations for very important stakeholders, namely our children. In the U.S. and several other major countries around the world, approximately 81 percent of children under the age of two have an online presence, and the prenatal sonogram photos for almost a quarter of these children were posted by their parents before they were even born. It has become so normalized that it has its own term: “sharenting.”

The 2 x 4 approach does not judge the many ethically minded parents who choose to post news and images of their children. Rather, I use it to call attention to the fact that the serious implications of the choice might not be apparent. There is no way to predict how photos of your children might be used now or in the future. Pew Research finds that over half of U.S. teens were bullied or harassed online in 2018. Social media also offers a gateway for criminals to steal from or gain the trust of children. And social media companies’ errors surface and policies evolve over time, as we saw with direct-to-consumer genetic-testing kits. While we are quick to criticize companies for unleashing new technologies on consumers before they assess and manage the ethics challenges, all too often we surrender our own power and responsibility before we understand the implications and what we’re giving. We click “I agree” even when there is no driving imperative to engage at all. Social media is so pervasive, and its impact on individuals and society so significant, that we owe it to ourselves to consider the ethics of our personal engagement with it—particularly when it comes to our families.

This is an on-the-fly question because you already have sufficient information to frame. You know that platforms like Facebook, Instagram, Twitter, Snapchat, and others offer wonderful opportunities for people to connect—and yet they are fraught with issues of trustworthiness, privacy risks, and loss of control over the content we share on them, not to mention the problems of curation we explored in the discussion of compromised truth. You are also aware of current and potential future stakeholders, including hackers, misguided friends or family members, or even universities and employers.

Let’s run this example through the 2 x 4 approach. I would choose safety and respect (particularly for the child’s identity) as the two leading principles. Privacy is a close third, but I consider it woven into the larger question of respect and how parents treat their children in this case.

The two most important consequences both revolve around what it means to create an online identity for someone else. First, there is the unpredictability and permanence of this profile. Even if you remove the photos from your own account, you cannot control whether or how many times they were copied, modified, and redistributed to unknown recipients or what the company has done with this data. The child may never be able to remove the photos or erase their exposure, either online or from the memories or devices of those who have seen the posts. Even asking social media companies to take the information down could achieve little, especially (and to some extent understandably) for voluntarily posted images that do not violate the platform’s terms of service. (Some platforms’ terms of service target situations such as bullying, harassment, hate speech, and violation of intellectual property rights, but may not provide for requests to remove inappropriate photos that we choose to post that may make their way to places we didn’t anticipate.)

Second, parents might consider the future consequences for their relationships with their children. There is no way to predict how a child will react to their online presence as they grow up. I have had so many students between the ages of eighteen and twenty-two say they were horrified by the trend of parents posting pictures of their children on social media, even ultrasound images before birth, that they ask to make the issue a formal class topic.

In this scenario we might try to walk in our children’s shoes and ask: What would we think if our child or one of their friends posted photos of us without our permission? I’d also question the ethical implications of posting images of a child with other children (at birthday parties, for example) without their parents’ permission. My own answer would be that I wouldn’t want others uploading photos of my children on social media without my consent, and so I would refrain from doing the same with others’ children. (If I did decide to share such photos, any consequences would be my responsibility.)

The two most important forces at play are contagion and scattered power. Contagion would be the most powerful, given how the consequences of this story could potentially spiral out of control. In particular, so many drivers of contagion and mutation are potentially at stake that the risk of contagion is especially high, including weak compliance, arrogance, jealousy, pressure, information silos, inadequate transparency, and new technology related to social media. Scattered power reinforces the parents’ ability to post, while also making it easier for unwarranted copying and distribution of those photos, giving anyone more access to, and therefore power over, your child’s identity.

What are your alternatives? You might choose to share photographs only on encrypted platforms, to limited groups that you control based on your level of trust in the recipients, or email pictures, or even print out hard copies and send them to family in the mail. Another alternative might be to never post certain photos for safety purposes, such as images that could reveal your child’s location, school, after-school activities, religious affiliation, or where they attend services. Yet another option would be to slowly introduce your child to social media in a controlled and age-appropriate way. And to make decisions together once they reach a reasonable age, being sure to explain the importance of asking “Is it my story to tell?”

My own preferences reflect the confidential nature of my ethics advisory work and my commitment to confidentiality with students and friends, so it will be too extreme for many people. I try to eliminate risk and never upload photos on social media. I also limit my postings online, like tweets, to matters of general public interest on ethics. But I also recognize that, thanks to my privilege, I have other alternatives. For millions of people around the world, a social media platform may be their only way to access the internet and communicate with distant family members and friends. In such situations, other principles may conflict with safety and respect, such as the need to prioritize family relationships.

Social media companies, public authorities, educators, law enforcement, and even pediatricians could be more proactive in communicating the potential risks of posting photos of children. But parents can also prevent harm by finding alternative ways of sharing family moments.

Ethics-on-the-fly scenario: What are the ethical stakes when parents refuse to vaccinate their children against measles and other diseases?

Although many health care decisions are not on the fly, in this case, we actually just need a little bit more information about vaccinations to make an ethical decision. In other words, we shouldn’t assume we already have adequate, high-quality facts—nor do we need to become medical experts. Our ethical analysis can be done on the fly, but it is still our responsibility to seek the relevant factual information by calling our physicians, a reputable health service hotline, or other respected health care sources. You should not, however, accept medical advice from a friend, religious leader, celebrity, social media platform, an unfamiliar website (even if it pops up near the top of a Google search), unaccredited nonprofit organization, or any unproven news source, just as you wouldn’t consult a doctor for spiritual guidance or a journalist for plumbing help.

When it comes to vaccinations, compromised truth runs rampant. The many reasons why people who decline to vaccinate often dismiss scientific evidence. Some see vaccinations as a violation of their religious beliefs. Influential celebrities with no scientific expertise have publicly voiced their skepticism about the benefits and certainty about the harms. Some parents believe, with no foundation in fact, that a healthy lifestyle is enough to protect their children from disease.

Thankfully, in addition to your physician’s advice, scientific facts can be found in one or two clicks online from trusted sources like the U.S. Centers for Disease Control and Prevention (CDC), the Mayo Clinic, the American Medical Association, and the World Health Organization. A few points about measles you would find in a matter of minutes include: Before the invention of the measles vaccine in 1963, an estimated three to four million Americans were infected each year. Up to five hundred died of the disease annually. In 2019, there were 1,282 cases of measles in the U.S. (the largest number since 1992), leading to 128 hospitalizations. According to the CDC, “the majority of cases were among people who were not vaccinated against measles.” Though death from measles is relatively rare in the U.S. today, complications include ear and eye infections, pneumonia, and encephalitis (swelling of the brain).

The CDC describes measles as a “highly contagious virus” that can potentially be passed to others when an infected person coughs or sneezes, or by touching a contaminated surface. But with the help of a successful vaccination program, the U.S. declared the measles eliminated in 2000. A child who has received the recommended two doses of the measles, mumps, and rubella (MMR) vaccine (one between twelve and fifteen months; and another between four and six years) is believed to be 97 percent protected from the disease. Some parents genuinely believe that the vaccine will protect their children from measles, but might increase their risk of autism. Medical experts have debunked this theory. (In rare cases, children with certain medical conditions can face complications from vaccination; these instances where parents have a legitimate reservation about vaccinating based on a medical professional’s recommendations are not the cases I am addressing here.)

Whether you are making a choice for your own child or developing an opinion about this issue, let’s look at the ethics through the 2 x 4 model. I would choose the principles of survival and safety of the individual child and others; and truth, in particular evidence-based science. A close third would be responsibility. For many, personal or religious freedom may also come into play, where people could view forcing parents to vaccinate their children as an infringement on these principles. But freedom is complex in this example. We are talking about parents being at liberty to do what they think is right with respect to a life-or-death question for other human beings—first, their child (who cannot legally consent because they aren’t old enough) and second, innocent people the child may infect (who cannot consent because they cannot know they are exposed to the illness until it’s too late).

Although I value independence, personal freedom, and diverse cultural and religious traditions, I place these principles behind risking lives and perpetuating falsehoods that also endanger lives. In 2019, the World Health Organization called “vaccine hesitancy” (the reluctance or refusal to vaccinate) one of the “ten threats to global health,” alongside HIV, Ebola, air pollution and climate change. The consequences of getting this decision wrong are too important and irreparable. Public safety is part of the cost and privilege of living in an open and safe society.

Next, there are many possible consequences, but all pale in comparison to a child falling dangerously ill or even dying, or infecting others. Many parents who choose not to vaccinate mean well for their child and they are not intentionally doing harm. But neither good intentions nor beliefs prevent harm or refute scientific evidence. Nor do they absolve us from ethical responsibility for the impact of our decisions—especially when they could lead to the death or serious illness of a child or stranger.

In this case, the most important force I would choose is contagion of compromised truth. It spurs the spreading of misinformation, ideas, and behaviors that lead to illness and loss of life—along with the fallacies that each person is responsible only for themselves and that we can design our life. The ethical contagion is inextricably linked to the medical contagion of the disease itself. A second force at play is scattered power: Parents who would never dream of harming others with a recklessly handled firearm or by driving while drunk can and do cause potentially deadly harm by not vaccinating their child.

Are there alternatives to vaccination? In this situation, there are not. The decision and consequences are binary. If I choose to vaccinate, medical evidence confirms that my child will be well protected against measles. If I don’t, the science is equally clear: My child will not be safe, nor will other children or adults with whom they come in contact. (Again, I exclude the rare cases when medical experts determine that vaccinating a child would be detrimental to the child’s health.)

While any decision short of vaccination leaves us prone to medical harm and ethical risk, there are some steps we might take to try to move in the right direction. Each one of us can help to minimize contagion by spreading fact-based science and extinguishing compromised truth at work, at home, among friends, and on social media. We could also advocate for protective laws. For example, we might urge legislators and community leaders to refuse to allow unvaccinated children access to parks, restaurants, and other public places. Or, after a respectful discussion of the issue, we could disallow unvaccinated children and their families from our homes. Unfortunately, the child who is unvaccinated again pays the price when society is forced to choose protective measures.

The learning from the antivaccination movement can apply to both routine health care matters and to medical decisions that are not so day-to-day. Critically, we each face life-or-death decisions as we fight global pandemics like COVID-19, spreading across the world at the time of this writing. Even the smallest decision, such as whether we stand too close to someone at the supermarket, can destroy an innocent stranger’s ability to consent to life-threatening risk. The biological solutions to the virus depend on our collective efforts to conquer contagion of compromised truth and scattered power and the unethical decisions they drive.

Ethics-on-the-fly scenario: What should I do if I witness a male boss harassing or bullying a more junior female colleague?

You’re working at a large company with several layers of leadership above you, and you notice some uncomfortable behavior on the part of one of the managers. At staff meetings, he openly ignores a female coworker who raises her hand to ask a question. When another supervisor finally invites the woman to speak, the manager interrupts her several times, loudly drowning her out. A week later, you overhear the same manager raising his voice and berating this woman at her desk. You notice the pattern, like a steady drumbeat, as he repeatedly omits her from email chains “by mistake,” fails to include her in client meetings relevant to her work, and continues to undermine her at staff meetings. And yet, when you ask her about it, she demurs. The manager has never mentioned anything in her performance review or given her specific points to improve upon, she says, and she doesn’t want to create a problem.

You are a bystander—someone who witnesses an event or circumstances related to the event but is not personally involved. As a bystander, you have to decide whether or not to report it. The sad truth about much misconduct like the bullying described in this story, as well as sexual harassment and assault, is that it affects many more people than the perpetrators or the targets. The bystanders and even many who are unaware of the behavior suffer indirectly.

This dilemma can be approached on the fly because you are a witness to behavior you know is impermissible (binary) and you can identify the key stakeholders (your friend, the manager, the company, and you and other bystanders). You have a sufficient foundation for questioning the ethics without additional information. The only extra step that would be helpful is to consult your company’s policy on bystander responsibility. (If there is one, it usually can be found on the website and internal networks.) What does the policy indicate about questions such as how you can intervene, whether you have an affirmative responsibility to do so (and could be reprimanded if you don’t), and whether you would be protected from retaliation if you intervene? Does the policy give you guidance on whether the behavior you are witnessing would be bullying, harassment, or sexual misconduct? (I advise organizations to specify in their policies the responsibilities of, and protection for, bystanders, and to punish retaliation in the same way they punish bullying or harassment.)

As an ethics advisor I encounter stories of bullying and harassment in organizations of all types and sizes, even among the most well-run firms. I have seen many combinations of gender and seniority in bullying and sexual misconduct. Learning about a bystander’s choices when witnessing unacceptable behavior is relevant to any version of the story. However, the approach to each situation is highly individualized and depends on office environments, policies, relationships, and the bystander’s employment and personal situation.

Bullying often falls on a spectrum, with annoying, generalized banter at one end and sexually or racially charged behavior at the other. Two hallmarks of bullying are the repetition and the targeting of an individual or particular group. A variety of behaviors qualify, from sabotaging the ability to do work (such as withholding information) to overt disrespect or aggression. The tricky cases fall between these extremes—a perpetrator bullies one person but not so explicitly as to trigger the company’s anti-bullying policy and avoids racist or sexual content that could violate other policies. But you don’t need to be an ethics expert to know that, however categorized, the behavior in this example is binary: it’s plain-vanilla unacceptable.

As a bystander in this situation, I might choose safety and respect as the most important principles. If it seems like my colleague’s safety (or well-being) is at stake, and particularly if I believe the behavior might escalate, I would likely consider intervening quickly. My own safety (and well-being) is also important. We rarely have the obligation to intervene if doing so would threaten our safety, not least because in these situations we never have all of the relevant information, and we could unwittingly expose ourselves and others to harm. (The kinds of situations in which physical safety is particularly key would be if, for example, you’re at the park and you see someone hitting a teenager. Your direct intervention could lead to harm to you and further harm to the teenager.)

The two most important potential consequences are continuation or escalation of the harmful behavior and retaliation against you and/or your coworker for reporting it. If the perpetrator is not investigated or stopped, your coworker continues to suffer; the manager carries on undeterred (toward her and potentially other employees—the “pattern” and “drumbeat” of behavior); and others may begin to see his behavior as normal or even copy it as a way to curry favor with him. Another consequence could be retaliation from the accused manager or others who support him. Still more consequences might include a conflict with your coworker (maybe she thinks you’re disrespecting her privacy), emotional distress, and declining trust in an organization that doesn’t eradicate bullying.

The two forces I would choose here are crumbling pillars and contagion. I do not have my colleague’s consent to act on her behalf. In fact, she explicitly declined granting consent. As in other cases, specificity is key. Perhaps she would consent to my asking for advice from a lawyer outside the company or sharing just one aspect of the behavior. The consent assessment could shift, however, if you were personally affected by the manager’s behavior—say, if his actions were making you and other employees feel uncomfortable or interfering with your ability to work as a team. Then you might consider reporting the impact of his behavior on you or joining with others to report it.

With respect to contagion, in addition to the clear repetition of behavior the story shows, you might also consider how impunity, secrecy, and abuse of power in this situation could lead to more contagion and mutation.

In assessing alternatives, we need to distinguish the binary nature of the unacceptable behavior from the non-binary nature of your response. You have an opportunity to convert an “intervene” or “don’t intervene” dilemma into non-binary options. You might speak to your colleague again if the behavior continues, ask her how she feels about the conduct, and why she might not want to report it—trying to understand the problem through her lens. You could consult a confidential resource, such as your company’s human resources manager, the general counsel’s office, or an ombuds service for advice as well. You could report the behavior on an anonymous survey or through a whistleblower procedure, if your organization has one. Or consult an external lawyer or confidential expert. Depending on the situation, you could also speak to your own manager or someone more senior in the organization whom you trust, perhaps confirming confidentiality. If none of your alternatives is suitable, one option is showing understanding and support in other ways and being available to step in should your colleague want you to do so as you continue to monitor the situation.

None of us wants to cause more harm by trying to help. It’s critical to consider actual and potential unwanted fallout. But I would be remiss if I didn’t acknowledge that there are no guarantees, and the commitment to protection from retaliation is very organization-specific and situation-specific.

Bystander scenarios can occur anywhere: at the cinema, on the street, at the gym, or elsewhere. And they involve all kinds of behavior, from physical violence to aggressive verbal abuse to annoying, unwanted chatter. No matter the location, or the relationships, certain situations require immediate decisions to act, like calling authorities if someone is in imminent physical danger. Again, except in rare cases, I don’t believe we are ethically obligated to subject ourselves to risk of harm, and we could even increase danger without meaning to do so, particularly when we intervene without knowing the facts.

But in the workplace, you are operating within a structure in which you are automatically a stakeholder, and the consequences to you will last longer than if you just reported an incident to the authorities. At work, you have a relationship with the individuals involved (even if you’re not directly linked); you have company regulations and ethical guidelines to follow; you’re more likely to be personally affected by the behavior (even just by witnessing it); and you should have protection from retaliation.

Ethics-on-the-fly scenario: If I disagree with my company’s actions, should I take action?

On Friday, September 20, 2019, millions of people around the world took part in the Global Climate Strike, an international protest movement to demand greater environmental protections. In the days leading up to the event, technology-sector workers from companies such as Amazon, Google, Microsoft, and Facebook rallied their colleagues to leave their desks and join the protests with them. A group calling itself Amazon Employees for Climate Justice received pledges from more than 1,800 Amazon workers in fourteen countries to “walk out” and march. On the day of the event, CNN reported that in Seattle alone, three thousand Amazon employees had taken to the streets. In their Twitter feed (@AMZNforClimate) the group wrote: “We want Amazon to commit to zero emissions by 2030 and pilot electric vehicles first in communities most impacted by pollution. We should be leaders reaching zero first, not sliding in at the last moment.”

Just the day before, Amazon CEO Jeff Bezos had responded to the planned protest with a new Climate Pledge, promising to switch to 100 percent renewable energy by 2030 and attain “net zero annual carbon emissions” by 2040, surpassing the schedule set by the Paris Agreement to combat climate change by ten years. (In February 2020, he also announced he was committing $10 billion of his personal wealth to the Bezos Earth Fund to fight climate change.) But Bezos said the company would continue to provide cloud computing services to the oil and gas industry. Objecting to this decision, employees protested.

If you disagree with a company’s actions, as Amazon workers did, your response can vary widely, such as doing nothing, writing a blog post, joining in a march, speaking to your manager, declining a job offer, or even resigning. But often you don’t need any more information to make a decision, and you already have a fair sense of who the stakeholders are. Therefore, you can approach this important question on the fly.

Truth and respect would be two important principles in this scenario. You might be most concerned that your company tells you the truth about what it is doing, why it is doing it, and the implications of its decisions. You also might be concerned that company leadership respects your right to express your opinion. In turn, your response also must be handled respectfully and with a constructive outcome in mind, appropriately for the workplace, mindful of confidentiality obligations, and while staying focused on work.

Consider how your own personal principles fit with those of your workplace. They may never be perfectly aligned, nor do they need to be. But negotiating the difference between them, and gathering diverse views to challenge your own, can be a crucial part of your ethical decision-making and your ability to contribute to society. Your feelings about a company’s decisions and actions might be strong enough to prevent you from working for it in the first place, just as shareholders, from individuals to large institutions, increasingly decline to invest in companies in certain industries such as tobacco, firearms, and fossil fuels.

Two consequences outweigh all the others. With respect to your personal stake, the impact of your decision on your employment is critical. Consequences range from behaving in a way that results in your dismissal or resignation or living with the impact of your company’s policies. Only you can evaluate the many elements that determine which consequences are acceptable and which are not. For example, your financial stability, opportunities you have elsewhere, and your caretaking responsibilities may be factors. Second, the impact of your choice should always be in focus: Will your action contribute to solving a problem? Greater awareness and evidence that management is listening to concerns are already good results. You don’t have to change a company’s customer roster with one blog post. But you do want to be sure that your goals are constructive, realizable, and in the spirit of positively contagious ethics.

The most important force, in my view, is crumbling pillars. Your employer doesn’t have to make every decision exactly as you would like or provide complete transparency on everything. But on major ethics issues, I believe that employees should expect appropriate transparency with respect to any issue that influences the business, the community, and employees’ decisions about the workplace—such as here, with Amazon’s impact on the environment. Appropriate transparency means that employees understand such fundamentals as the products in development, sources of revenue, customer base, geographic reach, formal decisions of the board of directors, and of course policies covering expected behaviors, workplace requirements, and ethics (including environmental sustainability). It does not mean exposing confidential strategic initiatives in the early stages, or confidential management or board of directors matters, to every employee.

“We’re going to work hard for energy companies, and in our view we’re going to work very hard to make sure that as they transition that they have the best tools possible,” Jeff Bezos said. “To ask oil and energy companies to do this transition with bad tools is not a good idea and we won’t do that.” In this situation, the employees knew enough about the company’s position to develop their point of view.

Speaking up at work also exemplifies scattered power. Employees are increasingly engaging on ethics matters through their voices, their feet, and their job decisions. Amazon Employees for Climate Justice said in a September 2019 statement that Bezos’s Climate Pledge announcement the day before the protest “proves that collective action and employee pressure works.”

In considering the alternatives, it may help to define your connection to the specific situation that you find objectionable. Start with the question, What is my relationship to this issue? Are you center stage, building the drones, or drafting or implementing fossil fuel contracts or policies? Does it matter to you how closely you work on the issue? Do you have a choice not to work on this specific matter, or to be reassigned to a different project or a different position within the company permanently? Are you expecting the company to do more than you are willing to do personally? In this instance, an Amazon employee could consider how if they drive to work, or fly on business trips, they use fossil fuels.

Is your company listening and moving in the right direction? Are you speaking up with a problem-solving mind-set? If you want to act, but do not wish to speak up at work about your company’s environmental policies, you could engage in positive counterbalancing steps at home, like biking instead of driving, cutting down on food waste, or minimizing the use of plastic.

As you make your own decisions, keep in mind that no company or leader is perfect. Nor can we expect every company to deliver immediate changes when we have conflicting principles. Employers make decisions on behalf of many stakeholders. Most situations benefit from a balance between respectfully expressing your views and picking your battles. We can consider which issues are truly critical to our principles. We can also acknowledge the good that companies do. (However, when a binary issue is at stake, such as a company tolerating sexual misconduct or significant human rights violations, no amount of positive efforts would excuse the unacceptable conduct.)

Finally, companies should anticipate sensitive issues in a non-binary fashion. Proactively asking employees how they might improve the ethics of a program, or how they could achieve a particular goal ethically, is a more solution-oriented approach than “do it” or “don’t do it.” If companies welcomed this kind of employee input earlier, they would pave the way for more constructive and less extreme reactive interactions. Perhaps the company could decide not to sell products and services to, or partner with, corporate customers that make no effort to develop alternative fuels or that contribute to climate change activities. Or they might require specific environmental commitments and measures from corporate customers in the sales contract.

Ethics-on-the-fly scenario: Should you tell guests visiting your home that Alexa is on?

Every day, people around the world “wake up” their speakers. They ask the digital voice assistants that power these devices to play music, check their calendars, call up recipes, and many other requests. These devices are now ubiquitous. Approximately 147 million smart speakers were sold globally in 2019; and one in four Americans keep an average of 2.6 devices in their homes. But not everyone is comfortable with them. Here, I explore Amazon Alexa, but the learning is relevant to the many brands and versions of digital assistants on the market.

This conundrum is a straightforward on-the-fly question. You know who the stakeholders are: you and your guests, their families, and anyone they may have spoken about, as well as the company, recipients of calls placed through Alexa, and, well, Alexa. But the stakeholders are also increasingly broad: potentially other companies Amazon may acquire, Amazon employees and contractors linked through the cloud or given access to work on the product, and even hotels and their employees if you are using one in a hotel room. And—judging by reports noted in Chapter 4 that police have obtained court-ordered warrants for recordings—potentially law enforcement and courts of law.

You don’t need any more information to know that there may be consequences to not disclosing that a device in your home might be recording your conversations. Some states have laws restricting recording conversations without consent (whether with an old-fashioned recorder or a smartphone); there are laws addressing the use of illicit recordings for law enforcement; and it’s difficult for the average user to understand who owns and can access the data and where it is stored. If you would not record someone the classic way, then you should not allow the algorithms in your digital assistant to record them either. But I am putting aside the law here, because this ethical choice doesn’t need legal guidance.

I would choose truth and either privacy or respect as the two most important principles. Friends and guests to your home can reasonably expect that their conversations are private—perhaps not kept confidential, if someone gossips, but certainly not being recorded by a device that stores the data. If you do not tell them, then you’re not being truthful, and you’re not respecting the relationship or their privacy.

What about the two most important consequences? Keeping Alexa on could be a lifesaver, literally, for people with a wide range of emotional and physical challenges, including mobility, access, and communication difficulties. For example, a colleague who was immobilized after surgery told me she was able to perform voice-activated, hands-free calling and messaging using her device. A lot of the day-to-day issues that Alexa assists us with may not be life-or-death situations, but recording guests without their knowledge and consent may mean a serious breach of trust in a relationship.

There’s also the potentially unpredictable use of your data. Amazon’s terms of service note that “Amazon processes and retains your Alexa interactions, such as your voice inputs, music playlists, and your Alexa to-do and shopping lists, in the cloud.” (The emphasis is mine.) We have no idea how the company uses your data and how its terms of service might change.

A broader consequence might be that we unwittingly violate our own principles.

I would choose crumbling pillars as one of the most important forces, specifically informed consent. Obtaining consent requires that your guests be adequately informed and specifically asked to consent. That’s on each of us—not Amazon, the law, or your guests. Blurred boundaries also play a role. We don’t typically converse with, or seek advice from, objects. How our relationship with digital assistants evolves over time will in part be the responsibility of the companies and regulators—along with our own changing needs and comfort levels. Society will also have to frame the use of these products with attention to the many benefits they bring to people in unusually difficult situations. This technology could be life-altering for the elderly, people with disabilities, and communities that don’t have the capacity for human provision of services.

Is there any upside to not telling a friend that Alexa is listening? While many of us have become accustomed to living with digital assistants, it’s hard to conceive of a circumstance in which recording a friend without telling them brings us greater trust and connection. We can mindfully weigh the opportunities a technology may bring with the fact that some of our uses also bring great risk. The alternative: Turn the devices off when guests arrive or just be obvious about talking to Alexa. In my view, it’s a much better choice than forgetting to mention it or even intentionally deciding not to tell guests. In either case, you’d be deciding for someone else—a decision that is not yours to make.



Ethics on the fly doesn’t mean holding your nose and leaping. It still requires courage to take those car keys away, to speak out as a bystander, and to stand up to disinformation and respond to threats such as the failure to vaccinate. We still must commit to checking that we don’t take away others’ choices, whether our children’s right to determine their own online identity or a guest’s right to a private social moment.

On the edge, there are often dilemmas that call for deeper, more deliberative thinking to make the most effective decision, where an on-the-fly approach is not appropriate. For example, whether or not to buy a 23andMe kit or to submit your child’s DNA to 23andMe is definitely not an on-the-fly choice. The company’s policy regarding the submission of children’s DNA is rife with potential issues that should trigger warning signals.

Voting is another not on-the-fly decision. As discussed in Chapter 3, we need nuanced information, and a lot of listening and discussing, in order to apply the framework.

Framing ethics before acting is important in all choices. Technology makes it easier than ever for us to act impulsively; as a result, you may believe that your decisions need to be made urgently. But in fact, much of our power comes from what we don’t need to do. Most of us, for example, don’t need to post photos of our children on social media, deploy a smart speaker in our homes, or send our child’s DNA to 23andMe right now. As consumers, parents, and citizens, we often have time to explore concerns and alternatives before making a decision. We should take that time—including letting a company’s mistakes happen without you, and watching the responses of regulators, consumers, the company, and experts as they try to catch up with the technology.

Ethics on the fly makes it easier to integrate ethics into the many decisions and discussions we face every day, and even some that are once-in-a-lifetime. This in turn gives us greater power and ability to deliver on our own responsibilities—whatever innovations companies unleash on society or regulators fail to regulate. Our collective debate and decisions around these issues make a difference at every scale as we proactively take control of our own ethics and those of society.




Chapter Eight [image: Image] RESILIENCE AND RECOVERY

On July 17, 2016, Natasha Ednan-Laperouse arrived at Heathrow Airport in London with her father and her best friend, on their way to a vacation in the South of France. The girls buzzed with excitement as they made their way to the British Airways gate, but first they stopped to buy breakfast at a Pret A Manger sandwich shop, where Natasha was focused on one thing: ingredients.

Although only fifteen, and very much a teenager, Natasha was meticulous about checking labels. She had severe allergies to nuts, sesame seeds, dairy, and bananas—foods that put her at risk of life-threatening anaphylactic shock. As her father, Nadim, would later testify, Natasha picked up an artichoke and olive tapenade baguette and studied the label: It said the sandwich contained olives, artichokes, basil, and bread, all items she liked and knew she could safely eat. She handed the sandwich to her father, who double-checked the ingredients. Many food chains post allergen-warning signs around the store, but when Nadim scanned the refrigerator shelves, he found none.

Natasha ate her sandwich at the gate and immediately felt an itchy sensation in her throat—the first sign of an allergic reaction. She drank a liquid antihistamine and her symptoms abated. At 7:30 a.m., the group boarded their flight to Nice and the girls posted a video on social media, laughing and waving excitedly to friends. Approximately twenty-five minutes later, Natasha’s throat itched again. She drank another dose of liquid antihistamine, but it had no effect. Soon her whole body itched and her neck turned red. When she lifted her shirt, her father saw that she “was covered in huge raised red welts… as if she had been stung by hundreds of jellyfish.”

Nadim gave Natasha’s right thigh a shot of epinephrine, a dose of adrenaline that’s meant to increase blood pressure, relax muscles in the lungs to improve breathing, and reduce the hives and swelling that occur with allergic reactions. Nothing changed. He gave her a second shot, but her symptoms only increased. They were approximately thirty-five minutes from landing. Natasha’s chest began to heave as she gasped for air, pleading with her father: “Daddy, help me. I can’t breathe!”

The British Airways flight crew provided her with oxygen from one of the onboard tanks. A passenger who’d obtained his medical degree only the day before offered aid. Nadim watched, helpless, as his daughter descended into the throes of anaphylactic shock. Her skin turned blue; her body slumped forward; then she lost consciousness. The captain of the plane would later say that he did not learn how serious Natasha’s situation was until it was too late to make an emergency landing at another airport. As the plane began its descent into Nice, Natasha went into cardiac arrest. The doctor tried in vain to administer CPR. A member of the flight crew would later testify that there was a defibrillator onboard, but it had not been retrieved because it was at the other end of the plane, and covering the doors took “priority” during landing.

French paramedics rushed Natasha to a hospital in Nice while Nadim called his wife, Tanya, to tell her that their daughter was fighting for her life. Tanya raced to London’s Stansted airport to catch a flight to Nice. It was the first day of summer break and the only available flight was that evening. She sat at the gate, waiting and praying. At the hospital, Nadim was told that Natasha “would not survive.”

At 7 p.m., Nadim called Tanya. “You’ve got to say goodbye to her now,” he said, placing the phone next to Natasha’s ear. On the other end of the line, Tanya whispered: “Tashi, I love you so much, darling. I’ll be with you soon.” Then she collapsed in grief.

Her parents later learned that sesame seeds had been baked into the dough of the baguette of her sandwich. Not only were they not visible on the bread, but they also weren’t listed on the package label.

In September 2018, the West London Coroner’s Court held an inquest into Natasha’s death. At the inquest, it was revealed that Pret A Manger had previously been alerted to twenty-one other instances of allergic reactions, nine of which involved sesame seeds. In six of these cases, customers had eaten the same type of baguette as Natasha, and five of them required medical attention, including a seventeen-year-old girl who suffered a “life-threatening reaction” to the sesame seeds in the bread.

Pret A Manager’s director of risk and compliance testified that the chain had acted in accordance with the law. In fact, both U.K. and EU laws permitted businesses like Pret, which prepared and packaged food on the premises, to warn customers of allergen-causing ingredients by any means they choose, through oral warnings, food labels, or allergen signs posted in the store. Nadim had said there was “nothing visible at all to the eye,” in the Heathrow Airport store. And Pret was not legally required to label individual foods. Somewhat puzzlingly, if food products were prepared off-site, such as the pre-made cakes sold at large supermarkets, comprehensive ingredients labels were required on each package.

Pret A Manager may have been operating within the law on food labeling, but not at a higher ethical standard. To protect customer safety, Pret could have taken additional steps above and beyond the minimum legal requirements. For example, it could have put ingredients labels on all its products, or only used bread with visible sesame seeds, especially after the first instance of an allergic reaction. Government and corporate leaders could have looked more closely at the potential risks of labeling, or not labeling, within the context of different stores. The Heathrow Airport shop, for example, serves travelers who speak dozens of languages, are regularly rushing to catch their flights, and may not see posted signs or understand a spoken allergen warning from an employee.

After Natasha’s death, Pret began putting ingredients-list signs on store shelves, yet it still did not place allergy warnings on packages. At the end of the inquest in September 2018, Natasha’s parents made a heart-wrenching statement: “We believe that this inquest has shown that she died because of inadequate food labeling laws.… It feels to us that if Pret A Manger were following the law, then the law was playing Russian roulette with our daughter’s life.”

A few days later, on October 3, Pret A Manager CEO Clive Schlee issued a public apology. “We recognize there is much more we can do,” he said. Among its changes, Pret affixed ingredients labels and allergen-warning stickers on all its products; added more signage around the stores; posted full ingredients information online; promised to respond to complaints of allergy-related incidents within twenty-four hours; and vowed to work with the government, charities, and professional peers to improve the law.

“I hope this sets us on course to drive change in the industry and ensure customers with allergies are as protected and informed as possible,” Schlee said in a statement. “Nothing is more important to Pret right now.”



Intrigued by such a proactive and transparent response, I wanted to learn more about Pret A Manager’s decision-making process. In April 2019, I wrote to Clive Schlee to ask if he would be willing to speak with me as part of my research for this book. All he knew about me was that I was an ethics expert interested in what may have been his most difficult moment as CEO. And yet, he responded to my email within hours.

When we spoke on the phone, Schlee seemed deeply affected by Natasha’s death and took personal responsibility for the company’s decisions. When they had first examined the issue, he said, there were factors that led them to decide against making changes. For one, they considered it too expensive to label the millions of individual products Pret makes each year across more than five hundred stores worldwide. Additionally, the company decided it was important to continue preparing food on the premises to reassure customers of the quality and freshness of its products.

But cost and quality weren’t the only concerns driving their initial thinking. As Schlee explained, they also saw potential risks. To start, in order to ensure accurate labeling on a sandwich, they’d have to verify every ingredient in the sandwich and barcode the recipe, ensuring no exposure to other ingredients. Then the sandwich maker in each store would have to execute several steps to assemble and double-check both the product and the label. There were too many vulnerabilities and potential points of error in the process. The comprehensive labels might give consumers a false sense of safety, and Pret decided that could be worse than having no labels at all.

Schlee acknowledged that Pret A Manager held primary responsibility for Natasha’s death. He recognized that they should have done more than the law required—that they hadn’t thought about it enough. Once they saw their missteps, they told the truth, took responsibility, and moved forward with a plan to recover.

“In retrospect, we should have been proactive,” Schlee told me, calling what had happened “a shock to the system” that jolted the company to take steps in the right direction.

Still, I was horrified by the failed regulation. If the goal was to protect consumer health and safety, what possible difference could it make where the food was prepared? Why would regulators permit a lower standard for food made on-site than they do for off-site preparation? How many other well-meaning establishments were following this flawed law that contributed to or bore some responsibility for the death of a customer?

In 2019, the U.K. government announced a new law requiring food businesses to include full ingredients labels for foods that are “prepared and packed on the same premises from which they are sold” by October 2021, in order to better protect people with allergies. The legislation is called Natasha’s Law.



We all make mistakes. I am as prone as anyone else to having moments of poor judgment or times when external circumstances beyond my control conspire to throw my best efforts off course. But to quote Maya Angelou: “Do the best you can until you know better. Then when you know better, do better.”

This book has given you the tools to do better. You can develop what I call ethical resilience. Ethical resilience comprises two parts: First, prevention and agility, which you acquired from Chapters 1 through 7 by making ethical decisions with the future in mind and monitoring to respond to changes. Second, recovery. The more often you use what you learned here, the less likely you are to make mistakes, the less severe they will be when you do make them, and the smoother your recovery will be. Put differently, the tools give us 20/20 foresight to ask ourselves how we will feel about our decisions even if the outcome is not what we had hoped, whether due to our own error in judgment or external circumstances. The learning also helps us form and express views about others’ decisions.

Resilient ethical decision-making is the bridge between understanding what went wrong and determining the path forward. It can also be a guide to understanding the causes of others’ lapses—and when and under what circumstances we grant them a second chance. How we respond to our own and others’ recovery says as much about our ethics as how we face any other ethical dilemma.

As we saw with Pret A Manger, recovery begins by immediately telling the truth. To use the moment to assess our missteps, diagnose what happened, and decide how best to move forward. Ethics are not an eraser or an excuse. Ethical recovery does not mean the harm caused is undone. This is where the framework comes into play. If we are vigilant in framing our decisions, and assessing them over time as information, stakeholders, and consequences change, we can be more resilient. Likewise, we can plan ahead for our potential mistakes by including them in our assessment of consequences over time. That might mean building in guardrails, like having multiple channels to report wrongdoing at Boeing, ensuring access to a company representative for 23andMe or Airbnb customers, or advocating for better regulation and public awareness as Pret did.

Even though Pret A Manger ended up being ethically resilient, learning from its mistakes to do better, its decision-making was not perfect. Had the company framed diligently, they could have seen more clearly what was at stake with individual product labeling (notwithstanding the inadequate regulations)—the important and irreparable consequences of getting it wrong. Pret executives could have made changes sooner. It should not have taken a teenager’s death. But then, the way the company told the truth, took responsibility, and repaired its ways (and regulators followed suit) is a rare example of ethical resilience that, with continued follow-through, will help prevent future harm.

In contrast, even after people died, Boeing’s CEO asked President Trump to keep the flawed jets in the air. He was ready to put more lives at risk, even when he didn’t have enough information about why his planes were crashing. Boeing sank deeper in the ethical quicksand as it avoided truth, blamed pilots, and focused on the narrow objective of fixing software. Boeing’s biggest problem isn’t with its MCAS software or any other technical or testing issue, in my view; instead, there is a fundamental failure in the way the company made, and continues to make, decisions. Until they effectively integrate ethics into their decisions at every level of the company, recovery is impossible.

Even when specific stakeholders have outsized responsibility, often other stakeholders individually could have stopped the harm or seized an opportunity. At the very least, the other stakeholders in Natasha’s story should reconsider whether they should do better. Heathrow Airport could require higher standards for food labeling among its vendors than the law requires (maybe even multilingual labels); British Airways could reexamine its supplies and crew training for severe allergic reactions.



There are many definitions of resilience. Some suggest a return to a previous state of being, as in ecology: “Rate at which a system returns to a reference state.” The Oxford English Dictionary defines it as “the quality or fact of being able to recover quickly or easily from, or resist being affected by, a misfortune, shock, illness, etc.” I see resilience as forward-looking and growth-minded. Judith Rodin, the former president of the Rockefeller Foundation and the University of Pennsylvania, writes in The Resilience Dividend, “Resilience is the capacity of any entity—an individual, a community, an organization, or a natural system—to prepare for disruptions, to recover from shocks and stresses, and to adapt and grow from a disruptive experience.” Rodin goes on to link a fundamental question that we have been exploring throughout this book to resilience and recovery: How do we allocate responsibility for ethics recovery across stakeholders?

“We know,” Rodin says, “that resilient places always have strong individuals, groups, institutions, and networks that can come together to increase readiness.” As with any other ethical dilemma, “coming together” starts with the framework and forces. Here, the framework does double duty as an efficient diagnostic tool to determine why things went off the rails and a starting point for evaluating your and others’ decisions going forward.

Pret A Manger, for example, had thoughtful principles. The company’s leaders firmly believed in its mission “to create handmade, natural food.” This was not a case of laziness or lack of commitment to principles. (Remember: You can assess others’ principles without them matching your own.) In fact, before Natasha’s death, Pret’s “About Us” page touted the idea that “No Label Is Good” because they believed it proved to customers that their food was freshly made on-site.

But when Pret faced the earlier instances of allergic reactions to its unlabeled products, it didn’t interpret or act on the information as effectively as it could have, given the gravity of the situation. This was a serious error in judgment by an otherwise thoughtful leadership team. The coroner’s report also revealed that Pret did not have an adequate system for monitoring allergic reactions to its products, with some complaints going to customer service and some going to a health and safety department. The Pret A Manager story is all too common: In my experience, most people (including ethically committed senior leaders) don’t go to work deliberately careless about ethics. They just don’t know how to integrate ethics into their day-to-day decisions effectively and consistently—or they don’t prioritize and implement the right systems to manage them.

Pret didn’t misdiagnose its stakeholders, since management knew who they were. Most importantly, when we consider the consequences over time, we see how the framework cascades: Pret’s misjudgment and ineffective monitoring of evolving allergy reports became the foundation for continued inaccurate assessments of the potential consequences of its approach to labeling.

Perhaps the biggest lesson with Pret A Manager is for all of us. When we observe a failing by others—in any context—one of the first questions we should ask ourselves is whether we are making, or could make, the same or a similar mistake. There is no better prevention and agility, or support for recovery, than plugging our learning from others’ challenges into our own lives. Imagine the positive contagion of ethics we could spread if we all framed ours and others’ errors, so that we could know better and do better, decision by decision.

We face plenty of opportunities to think through our own and others’ mistakes, especially as we are called upon to form opinions about others’ public transgressions more and more. We’ll explore this process next as we examine a notorious recovery failure that is an extreme counterpoint to Pret’s story. We’ll also look at how to approach some of the more common, everyday transgressions that fall between these two examples, and yet still have an uncommon impact on our lives.



On February 24, 2020, a Manhattan jury found American film producer Harvey Weinstein guilty of criminal sexual assault in the first degree and rape in the third degree in a trial that gripped the world. Six women testified against the sixty-seven-year-old Hollywood mogul, known for such films as Shakespeare in Love, The English Patient, Pulp Fiction, The Artist, and more. He has been publicly accused of sexual harassment and assault by more than ninety women and, at the time of this writing, faces additional criminal charges in Los Angeles, civil complaints filed by many of his accusers, and investigations in London and Dublin.

Weinstein acted undeterred for nearly thirty years, until investigative reporting in October 2017 by The New Yorker and the New York Times revealed a long-standing pattern of horrendous predatory behavior. These stories spurred a worldwide #MeToo movement to speak out against sexual misconduct. As the movement spread, it empowered women and men to break their silence about abuse they’d suffered. For context, on frequency: Approximately one in three women and one in six men in the U.S. will experience sexual assault during their lifetime, according to a 2017 survey report from the National Center for Injury Prevention and Control at the Centers for Disease Control and Prevention. Approximately half of those who identify as transgender say they have been sexually assaulted at some point in their lives, according to a 2015 survey report by the Washington, D.C.–based National Center for Transgender Equality.

By February 2018, four months after the Weinstein story broke, the New York Times reported on seventy-one additional men in high-profile jobs who had been fired, resigned, or experienced professional fallout due to sexual misconduct across such industries as entertainment, media, music, finance, politics, hospitality, tech in Silicon Valley, and more. Researchers at Yale University who studied #MeToo’s impact in twenty-four countries found that it contributed to a 13 percent increase in the reporting of sex crimes in the first six months of the movement.

Sexual misconduct of all kinds is unacceptable and largely illegal. The founders of the #MeToo movement gave us a shorthand way to confidently declare that some things are binary. And the verdict against Weinstein represented a turning point for the movement, as its founder Tarana Burke told the New York Times: “The outcome of the Weinstein case should be seen as fuel to keep survivors and our allies motivated for change.”

Weinstein, however, has been unwilling or unable to tell the truth, take responsibility, and seek amends. He repeatedly denied he ever had anything but consensual sex with his accusers, even while hiring private investigators to suppress and intimidate them from speaking to the press. As he sat in court, listening to the verdict against him, he was heard repeatedly saying to his lawyer, “But, I’m innocent.”

His guilt is a binary question that has been decided in a Manhattan court. But his actions and the verdict leave a plethora of ethical questions in their wake—from how we hold accountable the people around him who supported and hid his behavior to how we assist the survivors to what we do with his extraordinary artistic contributions. Just as the question of his guilt or innocence is out of our individual control, to a large extent we have very little power to hold his abettors accountable or aid his victims. (This is not to say that as a society we shouldn’t find ways to do more on both fronts—or that the formidable advocates for accountability have not made a tremendous difference.) But what we can control, and where we do have power, is with our decisions about how we approach his body of work.

As individuals and as a society, we have ethical choices to make about the major artistic, athletic, political, scholarly, or other contributions from individuals whose behavior we find unacceptable. For example, do we shield our children from listening to the music of pop star Michael Jackson, accused (but never found guilty in a criminal court) of molesting children? Should molecular biologist James Watson, who along with Francis Crick discovered the double helix structure of DNA, lose his Nobel Prize because of a history of sexist and racist comments, including a horrific statement in 2007 suggesting that certain races had genetically provable inferior intelligence? How do we approach the work of artistic legend Pablo Picasso, accused of repeatedly emotionally abusing the women in his life? These were not one-time-only stories. These are people who repeatedly did, said, or supported bad acts with many witnesses to their behavior. When and under what circumstances would we destroy their art or support a broad societal change to make it unavailable from film and music streaming services or take it out of museums and bookstores?

The thorny question of Harvey Weinstein’s film achievements reminds us of the importance of defining the right question. First, as noted above, his largely illegal behavior is a binary issue: Never acceptable. And it has been framed by the courts. Second, the focus on when and under what circumstances we would destroy or ban art is a non-binary question. We must separate these two questions in order to answer them. When considering the legacy of his art, we are concerned with our ethical decisions, not only his behavior or ethics.

I would emphasize the principles of respect, truth, and responsibility here, but please consider your own principles. The information, stakeholders, and consequences are too extensive to list, but I might focus on a few key points. For example, Harvey Weinstein was not the only person involved in the films and TV shows that the Weinstein Company produced or distributed. His art relied on the talents of hundreds of other stakeholders, including actors, directors, writers, production assistants, technicians, and more. And to great success—films in which Miramax and the Weinstein Company had a hand have been nominated for 341 Academy Awards and have won eighty-one times. Erasing them would obliterate the work of many other stakeholders and negatively impact future audiences who might enjoy and learn from the work, and gain a sense of the overall context of the history of cinema.

When considering what ethics forces are at play here, we see above all a destructive combination of scattered power, contagion, and compromised truth.

One way of looking at Weinstein’s exceptional success is as an abuse of scattered power and a driver of contagion and mutation: The more accomplishments he collected and the more power he gained, the more he was able to hide his behavior, generate fear, and exert pressure on women by threatening to withhold work and ruin their reputations throughout the industry if they didn’t bend to his will.

The challenge with compromised truth is critical. If we extinguish a piece of the canon of film history, then we are no longer telling the truth about that history, or about Mr. Weinstein. I believe we can and should protect the works of art, which affect so many other stakeholders, without supporting his abhorrent behavior in any way. A decision to expunge or disregard his films would only mutate into a dangerous failure to recognize both the truth of people’s positive contributions and the truth of their unwanted behavior.

Moreover, destroying the art doesn’t diminish past wrongdoing or prevent it from spreading today. The harm occurred and its consequences live on. Eradicating Weinstein’s oeuvre does little to discourage other perpetrators. Nor does it stem mutation, such as the tolerance his employees exhibited or the threats to quiet disclosers of information. Most importantly, it does not repair the unspeakable trauma that survivors experienced and continue to suffer. It doesn’t even support the #MeToo movement or help bring other cases to light in a way that changes society’s tolerance levels. The survivors who have come forward include some of the most admired artists in the world and they deserve to have their artistic contributions respected.

In my view, we should fight to keep the learning about how easy it is to let unethical behavior seep into society—and the collective responsibility for doing so—alive. But it’s easier said than done. Drivers of contagion and mutation such as pressure, greed, fear, abuse of power, secrecy, failed compliance, and others allowed sexual misconduct to fester and repeat in Weinstein’s case, in the film industry, and in many other corporate cauldrons of celebrity and power from Wall Street to Silicon Valley.

These are complex questions and to be able to reach any type of answer, we need many well-reasoned diverging opinions. Whatever choice we support, ethical decision-making requires that we shine a light on the truth rather than destroy it or lock it away.

In Harvey Weinstein’s case, he was rightly fired from his company and expelled from the Academy of Motion Picture Arts and Sciences. As a society, and as individuals, should we collectively fight to ensure that he loses any rights to future profit from, and even loses copyright over, the films he worked on? Instead, his share might go to help survivors of sexual misconduct. (These suggestions would require in-depth legal analysis and they might not succeed.) In addition, the media, industry leaders, film historians, and even fans can commit to not losing sight of who he was as a person—as we would any other criminal—and to provide clear lesson points about how and why others failed to stop his behavior. The exceptional news reporting has gone a long way in this case, as has the leadership from committed artists ranging from Oprah Winfrey to Reese Witherspoon. The distributors of his films might also amend them, perhaps in the opening sequence or end credits, to note that he was convicted of felony sex crimes and that neither the streaming nor distribution companies, the theater, awards panels, nor any of the participants in the creation of the film condone this behavior.

We could even clarify that the actors and other professionals who contributed to a film don’t believe that the public is condoning his behavior by watching it, as this helps set the tone for how we move forward, without inflicting shame on those who appreciate the art itself. It shows respect for art, history, and the many other stakeholders, including future viewers of films, future filmmakers, and supporters of the #MeToo movement. And it’s a small step to showing respect for the survivors by assuring them that their truth will not be forgotten.



The preservation of the artistic canon speaks to a broader question of whether to modify history, a choice we are facing on the edge in many different forums. Consider the conundrum of such historic monuments as statues and the honorific naming of important buildings, streets, bridges, and more, for people whose behavior we consider abhorrent, such as proponents of slavery. Universities struggle with whether to eliminate the names of slavery supporters on major campus sites. Towns debate the removal of statues, such as the imposing monument to Confederate general Robert E. Lee in Charlottesville, Virginia, where a demonstration by white nationalists led to deadly violence.

Every case has its own context, and the point is definitely not to compare one type of reprehensible conduct with another. The goal is protecting truth and understanding that ethical resilience and recovery depend on linking truth to acceptance of responsibility and to action. All of these situations in the arts and in history show that the issues, the physical artifacts, and the perpetrators’ and bystanders’ horrific behavior remain raw and relevant to today’s societal ills. They are not our past. They are our present. Ethical recovery and resilience are a long-term commitment.

As with the arts, there is a diversity of thoughtful opinion about the ethics of historic monuments. If an institution decides to rename a building previously named for an advocate of slavery, in my view there should be an unmissable plaque, providing an accurate account of the original name and story. The plaque should convey the historic context and lessons for today, explaining the pain caused and the reasons for the name change. If an institution leaves the building as is, there should be a plaque providing the same information and explaining why the choice was made to maintain a historic artifact in its original form and location—with a view to displaying history, not honoring, say, a slave owner or eugenicist. All websites, advertising, tours of historic monuments, and the like should integrate this learning. Whether the historical artifact remains or is taken down, forward-looking action is required: The institution must show concrete steps to redress and prevent future harm. These steps range from education, policies, and hiring practices to commitments like Georgetown University’s fundraising to support community projects as part of an “ongoing dialogue” with descendants of slaves who were sold in 1838 to keep the university financially afloat.

Nonetheless, acts to eliminate the past can raise several critical questions: Where do we draw the line? How do we decide that an individual’s behavior is so abhorrent that we must erase their contributions to their field? And how could we ever find consistent standards and consequences?

Erasing history is a dangerous form of arbitrariness that undermines ethical resilience. Arbitrariness sets in motion a range of contagion drivers—from unfairness and weak compliance to skewing incentives that increase the unwanted behavior. It can also breed tolerance for unacceptable behavior and complacency about keeping the truth alive. And how would we erase contributions in other industries? Would we unwind financial trades, real estate deals, or international trade agreements? How would we walk back a star surgeon’s lifesaving interventions?

Taking down monuments to intolerable behaviors like slavery and eugenics need not erase history and important learning for future stakeholders. Solutions like storing monuments for research and adding permanent explanatory descriptions at their former sites can preserve knowledge and diminish the risk of arbitrariness.

Stories like these can be particularly knotty because we might feel guilty for enjoying a movie or singing along to music. But guilt and gut reactions do not lead us to ethical decisions. Abolishing art is taking a blunt instrument to recovery. It makes the non-binary decision binary. It destroys truth. It brings down more than it needs to and creates unnecessary harm to innocent past and future stakeholders, especially to other artists.



Most of the ethically challenging stories we face in our own lives do not involve corporate process overhauls or sexual misconduct on such a grand scale that it starts a global social movement. No matter the gravity of the problem, each choice we make related to recovery defines our behavior, our relationships, and our engagement in society.

When the actions of a work colleague, family member, religious leader, or a company whose products we engage with affect us directly—or if it’s behavior we learn about in the news and we’re developing a point of view—we face choices related to ethical resilience. Sometimes our decisions represent a pivotal life moment: Do I marry this person? Quit my job? End a friendship? Make amends for what I have done? Other times, they reflect our responsibility to society: How should I vote in order to hold politicians accountable? Should we forgive a beloved community leader for financial misconduct? Above all, we should consider our questions with our own and the other person’s or entity’s resilience and recovery measures in mind.

Let’s look at two very different public examples of resilience and recovery, one involving Microsoft and one involving Canadian prime minister Justin Trudeau.

In 2016, Microsoft launched a conversational AI bot named Tay (after the acronym “Thinking About You”) on Twitter (@TayandYou) as a social experiment: The more that people chatted with Tay, the smarter its learning and natural language would become. In less than sixteen hours, Tay began posting thousands of racist, sexist, and anti-Semitic comments as nefarious Twitter users taught it to mimic them. Microsoft immediately deleted the posts to stop the spiraling harm, took Tay offline, and apologized for the “unintended offensive and hurtful tweets… which do not represent who we are or what we stand for, nor how we designed Tay.” Company representatives went on to concede that they had not anticipated the particular type of attack that provoked Tay, but they should have. They outlined what Microsoft had learned and how it would take those lessons forward, acknowledging the complexity of managing the positives and negatives of AI systems. This is a concise example of resilience and recovery: Tell the truth, take responsibility, and make a plan to fix the flaws. Tay’s story also demonstrates how each of our small decisions—even our tweets—can collectively move the ethics needle in the wrong direction.

In 2001, twenty-nine-year-old Justin Trudeau attended an Arabian Nights–themed party at a private school where he was teaching. In 2019, when Trudeau was Canada’s prime minister and in the middle of a reelection campaign, an embarrassing photo from that party emerged, showing the leader of the Liberal Party in a white turban and brownface makeup. Trudeau immediately held a press conference and said, “I shouldn’t have done that. I should have known better, but I didn’t and I’m really sorry.” He also admitted that in high school he once dressed up in blackface “makeup” and sang “Day-O” at a talent show. “I didn’t consider it a racist action at the time, but now we know better. And this was something that was unacceptable and yes, racist,” Trudeau said, cauterizing any potential for contagion by telling anyone else who may be thinking they could get away with the same behavior: No, it’s racist, and we all know it was wrong then and now. Trudeau went on to win a second term. We cannot know if his recovery contributed to his success, but we do know that it was an important campaign moment.

In addition to significant ethical failures, any one of us is capable of an error in judgment. Who among us hasn’t lacked the courage to be honest on occasion? Who hasn’t sent an inflammatory or confidential email to the wrong recipient or regretted posting a photo on social media? What matters is how we, and others, frame and move forward.

Assigning shame, blame, or guilt are not part of ethical decision-making. They’re not part of the resilience and recovery process either. All three relate to the past, not a path forward. As you frame your own response and decisions, here are the questions I find the most useful, even in on-the-fly resilience:

Was the wrongdoing intentional? Repeated? Intentions matter when you look at information. There are times when people cause real harm even though they believed they were acting in the best interests of, say, their unvaccinated child who then gets the measles. Intentions point to the likelihood of recurrence, the parameters of punishment, and the potential for rebuilding trust. However, good intentions neither repair the damage nor obviate one’s responsibility. But if someone’s intentions were misguided yet they immediately tell the truth, accept responsibility, and stop the misconduct—like Microsoft and Pret A Manger—that’s a sign of commitment to recovery.

Was the context such that many people could have made the same mistake? Perhaps at the time, the behavior, while no less abhorrent, was quite common. When considering the information step, context is important, as are the nuances. For example, when Yale University decided to rename Calhoun College, one of its many storied residential colleges, a factor in the decision was that John C. Calhoun was not only a slave owner—which was wrong but common during his lifetime—but also a vocal advocate for slavery. In other stories, there may be cases in which there wasn’t enough information—the gap was too big or blurry—for the person to have known that the consequences of their actions could spin out of control.

Who is the person in question? Those in positions of public responsibility—such as politicians, doctors, religious leaders, and corporate boards and management or those who serve such vulnerable members of society as children, the elderly, and the ailing—must earn our trust. They are often legally held to a higher standard, and we have a right to hold them to ethical standards more strict than the law allows because their roles rely on our trust.

Finally, is this a young person with no history of unethical behavior, who made a terrible decision for the first time—and recognizes it? Young people today have very little margin for error when their mistakes are posted for everyone to inspect on social media. I don’t condone bad behavior, but we need to consider how technology has transformed normal developmental mistakes into life sentences.

You might even do a spectrum exercise to think about where the transgression falls on an axis. Perhaps on one end of the spectrum you’d have Harvey Weinstein or He Jiankui—repeated bad acts, with no remorse or acknowledgment—and on the other, a hungry child who steals a bag of chips from a subway vendor. Somewhere in the middle are stories of those who should have known better, like a senior manager who inflates his resume one time, or a high school student who violates the alcohol policy only once.

The process of determining consequences should also be dignified, consistent, proportionate, and done in such a way that the person, other stakeholders, and society can pursue recovery. Ethical decision-making is not meant to slam recovery doors or back people into a corner.

So often when we think about recovery from an ethics failure, the question of forgiveness comes up. I’ve heard people say many times that forgiveness helps the forgiver achieve peace. I’ve never really understood this point of view, as it asks us to make a leap of faith, rather than an informed choice—and therefore leave another’s transgressions unexplained and unaccounted for. I don’t believe in leaping; I believe in treating forgiveness as any other ethical choice. Applying the same approaches, considering the forces, verifying truth, accepting responsibility, and committing to action. For me, peace doesn’t come from whitewashing, ignoring the past, or failing to clarify a specific path forward.

Once a person who has erred tells the truth and commits to a clear path to change and make amends, then we consider second chances. (But not twenty-second chances.) When someone is on notice that their behavior is unacceptable—whether to you or society or both—if the actions recur then they are telling us that they don’t respect us or our boundaries and that they haven’t committed to a new path forward. They “did know” and did it anyway.

On the opposing side of forgiveness, I’ve noticed in my advisory work an increasing global obsession with the idea of “zero tolerance.” It may be necessary at times. Disney CEO Robert Iger woke up one morning in 2018 to learn that Roseanne Barr, the eponymous star of his ABC network’s top-rated TV show, had posted a racist tweet about President Barack Obama’s former advisor Valerie Jarrett. Iger immediately canceled Barr’s show. “It was an easy decision really. I never asked what the financial repercussions would be, and didn’t care,” Iger wrote in his memoir, The Ride of a Lifetime. “In moments like that, you have to look past whatever the commercial losses are and be guided, again, by the simple rule that there’s nothing more important than the quality and integrity of your people and your product. Everything depends on upholding that principle.”

Iger rightly exercised zero tolerance for racist behavior. Zero tolerance makes sense for binary situations like racism, sex crimes, or bullying. But zero tolerance is rarely the most ethical approach in non-binary situations. When applied excessively, it can even become a contagion driver, in the form of perfectionism, fear, and skewed incentives that push the unwanted behavior underground. When a policy of zero tolerance is approached with fairness and transparency, there’s less opportunity for arbitrariness and unrealistic perfectionism to spread. Ensure that people can retain their dignity while also setting clear boundaries. For example, firing someone for fraud (a binary offense), particularly if it was a senior executive responsible for knowing and modeling conduct, may be the appropriate response. But ethical decision-making aims to create space for making amends and moving on. We all make mistakes. Recovery and resilience—not condemnation and hopelessness—is the goal.



Our decisions shape our legacy. How we handle our periods of recovery—and others’—defines our identity, telling the world what our principles are and how we apply them.

We can take our share of the responsibility, for example, by holding politicians and corporate leaders to account, whether with our votes, our refusal to buy their products, or by calling out unacceptable behavior. We can look in the mirror with humility, knowing that we are all capable of the worst mistakes that others may make. In fact, every great leader I have ever met or read about displayed this sense of humility. We can also practice compassion, as we never know what is really going on in someone else’s mind, heart, and relationships. As I encourage my students and clients, take opportunities to shout out someone else’s success and decline opportunities to call out their failings. Better to quietly check that we haven’t made, or aren’t poised to make, the same mistake.

You and I began this narrative journey by defining ethical decision-making on the edge. Every year, I send my students off with a forward-looking definition of ethics that spotlights the messiness, imperfection, truth, and recovery. It is this:

Above all, ethics are about creating the story we want for our lives and all the lives we are privileged to touch, by applying principled decision-making, no matter how close we are to the edge. Ethics require an unflinching commitment to truth and humanity. Ethics are recording the story that we will be proud for others to uncover as our view of a life well lived—however the facts may unravel, however we may succeed or fail, whatever luck we may or may not experience, while learning from, but leaving unedited, the inevitable human moments when we don’t live up to this definition.

As you move forward in the world, record a story that you will be proud of. And feel confident knowing that you now have the tools you need to know better and do better.




Epilogue [image: Image] ETHICS ON TOMORROW’S EDGE

Since you started reading this book, the edge has already moved. When I launched my Ethics on the Edge classes at Stanford University in 2014, the stories in this book were the stuff of science fiction.

I began writing this book when COVID-19, or coronavirus, was not yet in our vocabulary. The world watched the tragic outbreak in China with compassion and, admittedly, fear, and then saw it spread. I write this epilogue from the privilege of a home in the San Francisco Bay Area where we’re on strict shelter-at-home orders.

COVID-19 has all the hallmarks of an edgy ethics challenge. First, it’s both binary and non-binary. The binary being that we must eradicate this threat. The non-binary lies in the solutions, which require careful balancing of urgent lifesaving steps with managing serious concerns, such as other medical and mental health needs and the economic consequences that could weaken our health systems in the future.

Power is scattered—largely undetectable, susceptible to rogue action, and defiant of law. The virus has destructive power, but ethically each of us also has power to harm another (intentionally or unwittingly) with zero budget and almost zero effort by spreading the virus or engaging in behaviors such as hoarding supplies or disregarding guidelines for social distancing. Yet we each can save lives with every modest effort to respect scientific advice. Let me repeat: We each have the power to save lives.

The disease is contagious, and internationally renowned scientific leaders I have conferred with say that biological mutation is their greatest fear. The ethics are even more contagious. We can rigorously respect social distancing and join a chorus of applause (privately and virtually) for the extraordinarily courageous medical community and first responders—just as news reports showed Italian citizens first doing from the safety of their individual balconies. Or we can fail to wash our hands and disrespect expert recommendations on social distancing, modeling carelessness and selfishness for others around us.

As health care workers make second-by-second wartime decisions about human life, they face inhumane dilemmas due in large part to an overwhelming shortage of medical supplies and equipment. And they face conditions in which they don’t have the time or capacity to respect any of the three pillars. This unacceptable situation is a tragic reflection of ethically failed decision-making at the highest levels. As a result, we have to trust the individuals and institutions providing care and managing the crisis—and each other—without the pillars. It didn’t need to be this way.

Boundaries could become blurrier as we rush to deploy robot caregivers, 3D-printed ventilators, and other edgy options that we choose in crisis mode rather than through deliberative decision-making. We must keep human beings and humanity front of mind, especially the most vulnerable among us. Geographic, bureaucratic, and political boundaries or borders have proven to be no match for the virus. They must be erased as we deliver care and seek solutions.

And, as ever, the consequences hinge on truth. Believe and act on the scientific evidence and the expert advice as it evolves. Compromised truth is lethal in this pandemic. Our ethical obligation is to insist on truth: to combat fearmongering, fake news, denial (or politicization) of medical advice, and all the other drivers of contagious untruth.

Ethical decision-making requires agility even in the best of circumstances—and a global pandemic is not the best of circumstances—but there is still space (and responsibility) for responsive and rigorous ethics, now more than ever. Each of us has an opportunity to demonstrate the sacred honor that we explored in Chapter 3 with respect to voting. Ethical decision-making will be the nonnegotiable part of solutions and resilience—of lives saved.



The learning from this book will accompany you into the future. You should be feeling more ethically agile as you grapple with your own dilemmas and society’s unfolding ethics emergencies. The six forces driving ethics, and the timeless framework, will guide you in evaluating any decision you face or opinion you are forming. They will also clarify your evolving views of decisions you or others have made in the past. You will react more effectively to our kaleidoscopic world in which, just as you think you see clearly, new colors emerge, fragments disappear, and distant specks suddenly flash front and center as alluring opportunities—or jagged threats—only for it all to scatter again.

The consequences of our decisions today will play out in a changed reality. Many of the technologies that now seem commonplace will give rise to new and unimagined uses but lack the real-time social science research foundation we need for a societal response.

The question is how do we want to use this timeless learning to seize ethics as our greatest individual and collective opportunity? How can we all contribute and commit to more effective ethical decision-making, and to keeping human beings and humanity front and center, in all areas of our lives?

Ethics are democratic. We all have the power to make ethical decisions no matter our situation. Imagine if we each seized our responsibility to reconnect ethics to power, to rescatter power more equitably, and to cauterize contagion of unethical behavior. We should not allow ethics to be consolidated in the hands, algorithms, and corporate structures of those who control innovation. Or in the halls of national and local governments that are ill-equipped to regulate conflicts of principles that cross national borders. We all can step up and reclaim power over ethics.

Ethical decision-making requires a team effort. Widespread citizen engagement is an exciting opportunity to influence regulation, particularly how policymakers resolve conflicting principles relating to some of our most fundamental rights, such as public health versus personal freedom, national security versus privacy, or freedom of speech online versus safety.

Ethical decision-making at its best starts at the earliest possible stage—at the spark of an idea, not at the moment of damage assessment. It should precede constructive action, not only react to harm. Our choices influence companies to frame first and unleash products on society second; and to make decisions that allow society to benefit from their capacity for innovation, research, knowledge sharing, and risk management, rather than placing most of the risk of innovation and growth at all costs on consumers.

Ethics help us lift our gaze. Ethical decision-making offers a lens for viewing the world from different perspectives, realistically and with humility. We can walk the ethics talk, recognizing the disproportionate impact our decisions have on vulnerable people all over the world and the imperfections of Western ways.

Ethics are part of all life decisions and lifelong learning, from nursery and elementary school activities, to higher education, to on-the-job training and continuing education. And ethics competency doesn’t depend on academic degrees or specialization, or socioeconomic circumstances. I have met people over the years who struggle to read and are financially vulnerable, yet they are some of the most ethically thoughtful and inspiring people I’ve known. Ethics are accessible to all of us.

We have the power to restore crumbling pillars. We can demand and offer greater transparency; we can withhold our consent when we are not properly informed (whatever the reason); and we can redouble our efforts to listen effectively and compassionately and help those around us do the same. But even the most robust pillars don’t give us a hall pass or an excuse: Telling someone of a transgression, or explicitly disclaiming responsibility, does not excuse the act or absolve us of ethical responsibility.

Every ethical choice matters. If you were to tally up the effect over time of the choices you make with just a little more framing, the impact would be far greater than you might imagine even at the end of one day. Like every single-use plastic water bottle avoided, and every vote framed, your ethics effort contributes to a global awakening.



I return to my mantra: Ethical decision-making tethers us to our humanity. I see ethical decision-making as perhaps the greatest human connector. It binds us in a common optimistic project of benefiting and protecting society and humanity. Of crafting great stories for ourselves and others. Of continuing to probe what it means to be human in a technology-infused world.

But ethics on the edge require using our power and voices, seizing responsibility, taking action, and committing to truth. We all can actively choose ethics, rather than passively let ethics happen (or not). We all can prioritize humans over machines. We all can make decisions reflecting to future generations what we will tolerate for ourselves and demand of our legacy—rather than submitting to whatever trajectory that morally questionable leaders, innovators, and rogue actors define. We all can seek solutions and not just point out where others have fallen short.

Hopeful choices are within our reach. Your story, and the story of all whose lives you touch, and humanity’s story, depends on making them.

With gratitude.
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	In rare cases: I’m referring to people for whom medical reasons preclude them from receiving the vaccine. See “Who Should Not Get MMR Vaccine?” in “Measles, Mumps, and Rubella (MMR) Vaccination: What Everyone Should Know,” Centers for Disease Control and Prevention, retrieved April 25, 2020, https://www.cdc.gov/vaccines/vpd/mmr/public/index.html.

	“vaccine hesitancy”: “Ten Threats to Global Health in 2019,” World Health Organization, Newsroom, retrieved March 20, 2020, https://www.who.int/news-room/feature-stories/ten-threats-to-global-health-in-2019.

	well protected against measles: The vaccine is 97 percent effective at preventing measles if delivered in the recommended double dose; one dose is 93 percent effective, according to “Vaccine for Measles,” Centers for Disease Control.

	urge legislators: Indeed, the potential consequences of measles outbreaks are so serious they have already triggered changes in existing vaccination legislation as well as discussions about the introduction of new laws to protect the public. For example, in 2019 New York governor Andrew Cuomo signed legislation that repealed school vaccination exceptions based on religious or personal beliefs. Other states including New Jersey, Vermont, Washington, and Oregon are considering similar legislative changes as of this writing. See Michelle Andrews, “As Measles Outbreak Fades, NY Sets in Motion New Rules on School Vaccinations,” Kaiser Health News, September 5, 2019, https://khn.org/news/as-measles-outbreak-fades-n-y-sets-in-motion-new-rules-on-school-vaccinations/; and, Salini Mohanty and Dorit Rubinstein Reiss, “Measles Outbreak Prompts States to Consider Stricter Immunization Laws,” Health Policy$ense, UPenn Leonard Davis Institute of Health Economics February 13, 2019, https://ldi.upenn.edu/healthpolicysense/measles-outbreak-prompts-states-consider-stricter-immunization-laws.

	You are a bystander: Bystanders can play a crucial role in stemming sexual harassment, in particular. Claire Cain Miller, “Sexual Harassment Training Doesn’t Work. But Some Things Do,” New York Times, December 11, 2017, https://www.nytimes.com/2017/12/11/upshot/sexual-harassment-workplace-prevention-effective.html; and Brigid Schulte, “To Combat Harassment, More Companies Should Try Bystander Training,” Harvard Business Review, October 31, 2018, https://hbr.org/2018/10/to-combat-harassment-more-companies-should-try-bystander-training.

	you see someone hitting a teenager: See examples in Kwame Anthony Appiah, “Should I Intervene When I See a Parent Mistreating a Child?,” The Ethicist, New York Times, December 17, 2019, https://www.nytimes.com/2019/12/17/magazine/should-i-intervene-when-i-see-a-parent-mistreating-a-child.html.

	millions of people: According to Global Climate Strike, four million people joined in the marches. Jenny Tuazon, “Over 4 Million Join 2 Days of Global Climate Strike,” Global Climate Strike, September 21, 2019, https://globalclimatestrike.net/4-million/; and Somini Sengupta, “Protesting Climate Change, Young People Take to Streets in a Global Strike,” New York Times, September 20, 2019, https://www.nytimes.com/2019/09/20/climate/global-climate-strike.html.

	Global Climate Strike: Global Climate Strike, retrieved March 21, 2020, https://globalclimatestrike.net.

	technology-sector workers: Tech Workers Coalition, retrieved March 21, 2020, https://techworkerscoalition.org/climate-strike/.

	“walk out”: Ahiza Garcia, “Amazon Workers Walk Out to Protest Climate Change Inaction,” CNN Business, September 20, 2019, https://www.cnn.com/2019/09/20/tech/amazon-climate-strike-global-tech/index.html; and @AMZNforClimate Twitter feed, retrieved April 25, 2020, https://twitter.com/AMZNforClimate/status/1174729463344427008.

	three thousand Amazon employees: Ahiza Garcia, “Amazon Workers Walk Out to Protest Climate Change Inaction.” For perspective, Amazon had 750,000 employees (full-time and part-time; excluding contractors & temporary personnel) at the end of Q3 2019 (September 30, 2019) and 653,300 employees at the end of the prior quarter (June 30, 2019), according to “Amazon.com Announces Third Quarter Sales Up 24% to $70.0 Billion,” Amazon, October 24, 2019, https://ir.aboutamazon.com/news-release/news-release-details/2019/Amazoncom-Announces-Third-Quarter-Sales-up-24-to-700-Billion/default.aspx, retrieved April 25, 2020.

	“We want Amazon”: Twitter, accessed October 2, 2019, https://twitter.com/AMZNforClimate/status/1171077286382243840.

	CEO Jeff Bezos had responded: “Amazon Co-founds The Climate Pledge, Setting Goal to Meet the Paris Agreement 10 Years Early,” Amazon announcement, https://press.aboutamazon.com/news-releases/news-release-details/amazon-co-founds-climate-pledge-setting-goal-meet-paris; and Alina Selyukh, “Amazon Makes ‘Climate Pledge’ as Workers Plan Walkout,” NPR, September 19, 2019, https://www.npr.org/2019/09/19/762336929/amazon-makes-climate-pledge-as-workers-plan-walkout.

	$10 billion: Bezos Earth Fund, https://www.instagram.com/p/B8rWKFnnQ5c/?hl=en; and Karen Weise, “Jeff Bezos Commits $10 Billion to Address Climate Change,” New York Times, February 17, 2020, https://www.nytimes.com/2020/02/17/technology/jeff-bezos-climate-change-earth-fund.html.

	oil and gas industry: David McCabe and Karen Weise, “Amazon Accelerates Efforts to Fight Climate Change,” New York Times, September 19, 2019, https://www.nytimes.com/2019/09/19/technology/amazon-carbon-neutral.html.

	Objecting to this decision: Garcia, “Amazon Workers Walk Out to Protest Climate Change Inaction.”

	“We’re going to work hard”: McCabe and Weise, “Amazon Accelerates Efforts to Fight Climate Change.”

	“proves that collective action”: @AMZNforClimate Twitter feed, retrieved March 21, 2020, https://twitter.com/AMZNforClimate/status/1174729463344427008.

	Do you have a choice: For example, in Microsoft president Brad Smith’s book, Tools and Weapons: The Promise and the Peril of the Digital Age (New York: Penguin, 2019), 205, he describes how Microsoft offers employees who object to a project, like selling drones to the military, an option to switch projects: “At the same time, we recognized that some of our own employees were uncomfortable working on defense contracts for the US or other military organizations. Some were citizens of other countries, some had different ethical views or were pacifists, and some simply wanted to devote their energy to alternative applications for technology. We respected these views, and we were quick to say that we would work to enable such individuals to work on other projects. Given Microsoft’s size and diverse technology portfolio, we felt that we could most likely accommodate those requests.” (Kindle version, loc. 3083).

	Approximately 147 million: Or 146.9 million, according to Bret Kinsella, “Amazon Again Topped Q4 Global Smart Speaker Sales Followed by Google and Baidu According to Strategy Analytics. Smart Speaker Shipments Set New Record.”

	one in four Americans: “The Smart Audio Report,” Edison Research and NPR, January 2020, https://www.nationalpublicmedia.com/insights/reports/smart-audio-report/; and Kourtney Bitterly, “1 in 4 Americans Own a Smart Speaker. What Does That Mean for News?” New York Times, August 22, 2019, https://open.nytimes.com/how-might-the-new-york-times-sound-on-smart-speakers-3b59a6a78ae3. Sixty-one percent of these devices are Amazon Echo, according to Bret Kinsella, “U.S. Smart Speaker Ownership Rises 40% in 2018 to 66.4 Million and Amazon Echo Maintains Market Share Lead Says New Report from Voicebot,” Voicebot.ai, March 7, 2019, https://voicebot.ai/2019/03/07/u-s-smart-speaker-ownership-rises-40-in-2018-to-66-4-million-and-amazon-echo-maintains-market-share-lead-says-new-report-from-voicebot/.

	court-ordered warrants: Brian Schrader, “Alexa, Can You Be Used Against Me in Court?,” LegalTech News, July 10, 2019, https://www.law.com/legaltechnews/2019/07/10/alexa-can-you-be-used-against-me-in-court/?slreturn=20200123204854; and Kayla Epstein, “Police Think Amazon’s Alexa May Have Information on a Fatal Stabbing Case,” Washington Post, November 2, 2019, https://www.washingtonpost.com/technology/2019/11/02/police-think-amazons-alexa-may-have-information-fatal-stabbing-case/.

	states have laws restricting recording: Numerous online sources provide some help here but are not regularly updated and it’s advisable to check your own state’s laws. For reference: The Digital Media Law Project of the Berkman Klein Center for Internet & Society provides a list of state-specific resources that it stopped updating in 2014 (https://www.dmlp.org/legal-guide/state-law-recording); the Reporters Committee for Freedom of the Press has a 2012 Reporter’s Recording Guide (https://www.rcfp.org/wp-content/uploads/imported/RECORDING.pdf); and Matthiesen, Wickert & Lehrer, S.C., provide a state-by-state chart, last updated October 2019, https://www.mwl-law.com/wp-content/uploads/2018/02/RECORDING-CONVERSATIONS-CHART.pdf, all retrieved April 25, 2020.

	“Amazon processes and retains”: The full quote is: “You control Alexa with your voice. Alexa streams audio to the cloud when you interact with Alexa. Amazon processes and retains your Alexa Interactions, such as your voice inputs, music playlists, and your Alexa to-do and shopping lists, in the cloud to provide, personalize, and improve our services. Learn more about these voice services including how to delete voice recordings associated with your account.” Alexa Terms of Use Section 1.3, updated January 11, 2020. Note: Amazon’s maximum liability (Section 3.7) is $50, retrieved April 25, 2020, https://www.amazon.com/gp/help/customer/display.html?nodeId=201809740.

	trigger warning signals: For instance, 23andMe notes: “The parent or guardian assumes full responsibility for ensuring that the information that he/she provides to 23andMe about his or her child is kept secure and that the information submitted is accurate.” 23andMe, “Full Privacy Statement: 7. Children’s Privacy,” retrieved March 26, 2020, https://www.23andme.com/about/privacy/.



Chapter Eight – Resilience and Recovery


	On July 17, 2016: Dr. Séan Cummings, Assistant Coroner for the Coroner Area of London, “Regulation 28: Report to Prevent Future Deaths,” Court and Tribunals Judiciary, October 8, 2018, https://www.judiciary.uk/wp-content/uploads/2018/10/Natasha-LAPEROUSE-2018-0279.pdf, retrieved April 19, 2020.

	South of France: According to Nadim Ednan-Laperouse (5:57) in his audio interview with Emily Buchanan, “A Bright Yellow Light,” BBC Sounds, December 24, 2019, https://www.bbc.co.uk/sounds/play/m000cmsf.

	ingredients: Tanya and Nadim describe (1:43) Natasha and the family’s being “scrupulously aware” and “almost a level of forensic” checking of labels and cautiousness around allergens in “Our Daughter Died After Eating a Pret A Manger Baguette,” This Morning with Phillip & Holly, October 1, 2018, YouTube, https://www.youtube.com/watch?v=hdjLhyDP2Gc.

	severe allergies: Cummings, “Regulation 28: Report to Prevent Future Deaths,” and Haroon Siddique, “Pret A Manger: Coroner in Teen Allergy Inquest Troubled by Packaging Rules,” The Guardian, September 26, 2018, https://www.theguardian.com/society/2018/sep/26/coroner-teen-natasha-ednan-laperouse-allergy-inquest-concerns-food-pret-a-manger-labelling-rules.

	she could safely eat: Victoria Ward, “Phone Held to the Ear of Girl Who Died After Eating a Pret A Manger Baguette so Her Mother Could Say Goodbye, Inquest Hears,” The Telegraph, September 24, 2018, https://www.telegraph.co.uk/news/2018/09/24/girl-died-eating-pret-manger-baguette-begged-daddy-help-inquest/; and “Our Daughter Died After Eating a Pret A Manger Baguette.”

	double-checked the ingredients: “I looked at it, looked it over and said ‘Yep, that’s fine for you, absolutely,’ ” Nadim (2:52) told This Morning with Phillip & Holly.

	he found none: “There was nothing… nothing visible at all to the eye,” Nadim (3:21) told This Morning with Phillip & Holly. See also HM Assistant Coroner Dr. Séan Cummings, “The Inquest Touching the Death of Natasha Ednan-Laperouse,” Leigh Day, September 28, 2018, https://www.leighday.co.uk/LeighDay/media/LeighDay/documents/Product%20liability/Inquest-Dr-Sean-Cummings-Summing-Up.pdf.

	felt an itchy: At 3:39, This Morning with Phillip & Holly; and Haroon Siddique, “Father of Girl Who Died of Allergy on Plane Blames Pret A Manger,” The Guardian, September 24, 2018, https://www.theguardian.com/society/2018/sep/24/father-of-girl-who-died-of-allergy-on-plane-blames-pret-a-manger.

	posted a video: Brittany Vonow, “Final Moments: Pret A Manger Inquest—Haunting Last Video of Natasha Ednan-Laperouse, 15, Shows Her Moments Before She Died of Allergic Reaction to Sandwich on BA Flight,” video, The Sun, September 28, 2018, https://www.thesun.co.uk/news/7369132/pret-a-manger-natasha-ednan-laperouse-anaphylactic-shock-ba-flight/.

	Approximately twenty-five minutes later: Cummings, “The Inquest Touching the Death of Natasha Ednan-Laperouse”; and Hilary Clarke, “Pret A Manger Sandwich Labeling Ruled ‘Inadequate’ After Girl’s Death,” CNN, September 28, 2018, https://www.cnn.com/2018/09/28/uk/pret-a-manger-food-death-inquest-intl/index.html.

	She drank another dose: Cummings, ibid.; and Siddique, “Father of Girl Who Died of Allergy on Plane Blames Pret A Manger.”

	“hundreds of jellyfish”: See father’s interview with BBC News, “Pret Allergy Death: Father Had to Ring Wife to Say Daughter Would Die,” October 1, 2018, https://www.bbc.com/news/uk-england-london-45703861; and news reports of his statement at inquest, including Ward, “Phone Held to the Ear of Girl Who Died After Eating a Pret A Manger Baguette so Her Mother Could Say Goodbye, Inquest Hears.”

	Nadim gave Natasha’s right thigh: Nadim describes these events (4:10) in his and Tanya’s interview, “Our Daughter Died After Eating a Pret A Manger Baguette.”

	Nothing changed: The coroner alerted the Medicines and Healthcare products Regulatory Agency and the manufacturers of EpiPen about this problem. See Cummings, “Regulation 28: Report to Prevent Future Deaths.” According to reporting by the BBC, testimony at the inquest revealed that the EpiPens had a 16mm needle “which may be insufficient for adrenalin to reach the muscle” but it was “impossible to tell” if a longer needle would have been better. “Pret Allergy Labelling ‘Inadequate,’ Baguette Death Inquest Finds,” BBC News, September 28, 2018, https://www.bbc.com/news/uk-45679320.

	“Daddy, help me”: Cummings, “The Inquest Touching the Death of Natasha Ednan-Laperouse”; BBC News, “Pret Allergy Labelling ‘Inadequate,’ Baguette Death Inquest Finds”; and Haroon Siddique, “Pret A Manger: Coroner in Teen Allergy Inquest Troubled by Packaging Rules.”

	provided her with oxygen: Cummings, “The Inquest Touching the Death of Natasha Ednan-Laperouse”; BBC News, “Pret Allergy Labelling ‘Inadequate’; and Siddique, “Pret A Manger: Coroner in Teen Allergy Inquest Troubled by Packaging Rules.”

	A passenger: Cummings, paragraph 12, “The Inquest Touching the Death of Natasha Ednan-Laperouse”; and Nadim’s “A Bright Yellow Light” interview in which he states (11:56) the passenger “had just qualified as a GP the day before.… I was so thankful he was there.”

	Her skin turned blue: Catherine Wylie, “Teenage Girl Was ‘Blue, Not Breathing, Unresponsive’ on Flight as She Suffered Fatal Allergic Reaction to Sandwich, Inquest Hears,” Independent.ie, September 27, 2018, https://www.independent.ie/world-news/europe/britain/teenage-girl-was-blue-not-breathing-unresponsive-on-flight-as-she-suffered-fatal-allergic-reaction-to-sandwich-inquest-hears-37362375.html.

	too late to make an emergency landing: Lorna Shaddick, “Pret Incident Was ‘Frightening’ – BA Crew Manager,” SkyNews, September 26, 2018, https://news.sky.com/story/live-pret-inquest-into-allergy-death-continues-11509075; and BBC News reporter Dan Johnson’s minute-by-minute reporting on the testimony, Twitter, September 26, 2018, https://twitter.com/DanJohnsonNews/status/1044918719909175296, retrieved April 19, 2020.

	covering the doors took “priority”: “Pret Inquest: Flight Crew Did Not Use Defibrillator on Dying Girl,” BBC News, September 26, 2018, https://www.bbc.com/news/uk-england-london-45653749.

	Tanya raced: Tanya describes these moments (5:35) in her and Nadim’s interview on This Morning with Phillip & Holly.

	“would not survive”: Siddique, “Father of Girl Who Died of Allergy on Plane Blames Pret A Manger”; and Patrick Sawer, “ ‘My Daughter Was Dying and I Had to Say Goodbye Over the Phone,’ ” The Telegraph, September 29, 2018, https://www.telegraph.co.uk/news/2018/09/29/daughter-dying-had-say-goodbye-phone/.

	At 7 p.m.: Tanya and Nadim’s interview (6:40), “Our Daughter Died After Eating a Pret A Manger Baguette.”

	“Tashi, I love you”: Jamie Doward, “Pret Allergy Death: Parents Describe Final Moments with Their Daughter,” The Guardian, September 29, 2018, https://www.theguardian.com/society/2018/sep/29/pret-allergy-death-parents-demand-label-laws; and Sawer, “ ‘My Daughter Was Dying and I Had to Say Goodbye Over the Phone.’ ”

	sesame seeds: Cummings, “Regulation 28: Report to Prevent Future Deaths.”

	twenty-one other instances: Caroline Davies, “Pret A Manger ‘Had Nine Similar Allergic Reactions in Year Before Girl Died,’ ” The Guardian, September 25, 2018, https://www.theguardian.com/uk-news/2018/sep/25/pret-a-manger-allergic-reactions-year-before-natasha-ednan-laperouse-died-inquest-told. Additionally, the mother of the seventeen-year-old girl contacted Pret’s customer service after the incident to express her concern that the company was only providing allergen information upon request. According to the girl, her mother “expressed her alarm at this and warned that, in her opinion, other similar adverse events could easily occur.” Jack Hardy, “Pret Did Not Label Baguettes Despite Six Allergic Reaction Cases in the Year Before Teenager’s Death, Inquest Hears,” Independent.ie, September 25, 2018, https://www.independent.ie/world-news/europe/britain/pret-did-not-label-baguettes-despite-six-allergic-reaction-cases-in-the-year-before-teenagers-death-inquest-hears-37354696.html.

	Pret A Manager’s director of risk: According to Davies, “Pret A Manger ‘Had Nine Similar Allergic Reactions in Year Before Girl Died,’ ” he testified: “We responded appropriately to each individual complaint at the time.” However, in “Regulation 28: Report to Prevent Future Deaths,” Dr. Cummings notes that “[i]n the case of Pret-a-manger there was no coherent or coordinated system for monitoring customer allergic reactions despite sales of more than 200 million items. In some cases concerns were notified to Customer Services and in some they were noted to the safety department. The two did not know what the other was responding to. It was clear that there was no overarching monitoring system in place.” Additionally, reporting on the inquest by Ceylan Yeginsu, “Pret A Manger Allergy Labeling Ruled ‘Inadequate’ After Teen’s Death,” New York Times, September 28, 2018, https://www.nytimes.com/2018/09/28/world/europe/uk-pret-a-manger-allergy-natasha-ednan-laperouse.html, states: “The chain’s director of risk and compliance, Jonathan Perkins, said during the inquest that he accepted that several individuals had had both negative and tragic experiences consuming some sandwiches, but said that ‘thousands of allergy sufferers’ had nonetheless been able to shop safely at Pret.” And also: “Pret A Manger did not break the law, Mr. Cummings said, but it had not taken allergen monitoring seriously.”

	“nothing visible at all”: Nadim’s interview (3:21), “Our Daughter Died After Eating a Pret A Manger Baguette.”

	not legally required: Although EU countries can choose to adopt their own national policies on the matter, at the time U.K. law did not require comprehensive ingredient labels on the food itself if it was made on-site. U.K. law 2014 No. 1855, Section 5, http://www.legislation.gov.uk/uksi/2014/1855/pdfs/uksi_20141855_en.pdf; and EU Regulation No. 1169/2011, 2011, Ch. VI, Art. 44(1), https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02011R1169-20140219&qid=1510149919934&from=EN.

	puzzlingly: Thus, in the case of prepackaged items, the labeling of any allergens used in food or its processing must appear on the package. But in 2016, this “prepacked” food, or “any single item” sold to vendors or consumers in its o-wn packaging, excluded any “foods packed on the sales premises at the consumer’s request or prepacked for direct sale.” (EU Regulation No. 1169/2011, 2011, Ch. I, Art. 2e, https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02011R1169-20140219&qid=1510149919934&from=EN). This meant that food prepared in a large warehouse for a grocery store chain, for example, was subject to different labeling regulations from food made at shops like Pret that make their products on-site.

	Pret a Manager may have been operating: Further, if the goal of the U.K. labeling law is to help consumers make informed food choices, then why make a legal distinction based on where the food is prepared? For consumers worried about allergic reactions, what possible difference could it make where the food is assembled? For example, Chapter II, “General Principles on Food Information,” Article 3, “General objectives,” section 1, of the law states: “The provision of food information shall pursue a high level of protection of consumers’ health and interests by providing a basis for final consumers to make informed choices and to make safe use of food, with particular regard to health, economic, environmental, social and ethical considerations,” https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02011R1169-20140219&qid=1510149919934&from=EN.

	store shelves: Brooke Masters, “Pret’s Mishandling of the Allergy Issue Leaves It Vulnerable,” Financial Times, October 8, 2018, https://www.ft.com/content/980a2d98-cae7-11e8-b276-b9069bde0956.

	“We believe that this inquest”: His full quote (:54) was: “Our beloved daughter died in a tragedy that should never have happened. And we believe that this inquest has shown that she died because of inadequate food labeling laws. We are also shocked to learn there have been a number of previous, serious allergic incidents involving sesame seeds at Pret A Manger, before our daughter died. It feels to us that if Pret A Manger were following the law, then the law was playing Russian roulette with our daughter’s life.” “Natasha Ednan-Laperouse: This Tragedy Shouldn’t Have Happened, Says Father,” Sky News, video, September 28, 2018, https://news.sky.com/video/square-video-natasha-father-statement-001-mp4-11511127.

	public apology: The statements from Schlee are no longer on Pret’s website, but they were reported widely in the press (for example, Matthew Weaver, “Pret A Manger to Bring in Full Labelling After Teenager’s Death,” The Guardian, October 3, 2018, https://www.theguardian.com/uk-news/2018/oct/03/pret-a-manger-to-bring-in-full-labelling-teenagers-death-natasha-ednan-laperouse), and can be accessed in the cached Google page of “Pret’s Labelling Commitment,” blog by Clive Schlee, October 3, 2018, retrieved April 16, 2020.

	affixed ingredients labels: Amie Tsang, “Pret A Manger Starts Labeling Food with Allergens,” New York Times, October 3, 2018, https://www.nytimes.com/2018/10/03/business/pret-a-manager-allergy-labels.html.

	vowed to work: “Pret’s Labelling Commitment”; and Twitter account of Clive Schlee, retrieved March 24, 2020, https://twitter.com/cliveschlee/status/1047407385113976832?lang=en.

	“I hope this sets us”: “Pret’s Labelling Commitment.”

	I wrote to Clive Schlee: In July 2019, Schlee announced he would step down as CEO in September after sixteen years. Leila Abboud, “Pret A Manger Chief Clive Schlee to Step Down in September,” Financial Times, July 1, 2019, https://www.ft.com/content/ba5527fa-9bdd-11e9-9c06-a4640c9feebb.

	spoke on the phone: Descriptions about Clive Schlee’s decisions and my observations are based on our phone interview on April 10, 2019. He did not respond to email requests to review the passages of the book in which he was mentioned.

	Natasha’s Law: “The Food Information (Amendment) (England) Regulations 2019,” http://www.legislation.gov.uk/uksi/2019/1218/made, retrieved April 8, 2020; and “FSA Consults on Updated Guidance Following Change to Allergen Labelling Law,” Food Standards Agency, January 23, 2020, https://www.food.gov.uk/news-alerts/news/fsa-consults-on-updated-guidance-following-change-to-allergen-labelling-law; and “Gove to Introduce Natasha’s Law,” Gov.UK, June 25, 2019, https://www.gov.uk/government/news/gove-to-introduce-natashas-law.

	Maya Angelou: Many versions of this quote, some abbreviated, are in circulation. This one is from her official Twitter account, retrieved March 24, 2020, https://twitter.com/drmayaangelou/status/1028663286512930817?.

	definitions of resilience: For ecology definition, “Resilience—rate at which a system returns to a reference state or dynamic after a perturbation,” see Section 3, Box 3 “Perturbation-Based Categories,” Stanford Encyclopedia of Philosophy, https://plato.stanford.edu/entries/ecology, retrieved March 26, 2020/; for the Oxford English Dictionary, see “resilience, n.” at “II. Figurative uses… 5,” OED Online, March 2020, www.oed.com/view/Entry/163619, retrieved April 19, 2020.

	Judith Rodin: The Resilience Dividend: Being Strong in a World Where Things Go Wrong (New York: PublicAffairs, 2014), 135, “Who will take responsibility for improving readiness in the face of the vulnerabilities? Who should decide which vulnerabilities are most important to address and determine how to do so? Should readiness be an individual responsibility or taken on by a group? Should it be the responsibility of official bodies, such as government agencies, business associations, or health-care institutions, or by neighborhood or community groups?”

	its mission: “About Us,” Pret A Manger, September 27, 2015, Wayback Machine, retrieved February 26, 2020, https://web.archive.org/web/20150927175721/http://www.pret.com/en-us/about-pret.

	before Natasha’s death: The Pret A Manger “About Us” reads: “No Label Is Good: Fake Prets, petrol stations and high street goliaths provide refuge for the ‘long-life sandwich.’ How can you tell when a sandwich is a lifer? Easy. English law insists factory-produced long-life sandwiches are plastered with labels containing lots of boring numbers, names, dates and symbols. No label is good. Our food is freshly made and has no labels. Now you know how to spot the difference; boring but important.”

	The coroner’s report: See paragraph 5(2) of Cummings, “Regulation 28: Report to Prevent Future Deaths.”

	Manhattan jury found: Weinstein was convicted on two of five charges; he was acquitted of the others, including first-degree rape and predatory sexual assault. See Manhattan district attorney Cy Vance’s “Harvey Weinstein Convicted at Trial,” https://www.manhattanda.org/d-a-vance-harvey-weinstein-convicted-at-trial/; and Deanna Paul, “Harvey Weinstein Convicted of Some Sex Crimes, Acquitted of Others,” Wall Street Journal, February 24, 2020, https://www.wsj.com/articles/weinstein-convicted-of-third-degree-rape-and-first-degree-criminal-sexual-act-11582562791.

	more than ninety women: Dorothy Wickenden, “Rebecca Solnit on Harvey Weinstein and the Lies That Powerful Men Tell,” The New Yorker, February 27, 2020, https://www.newyorker.com/podcast/political-scene/rebecca-solnit-on-harvey-weinstein-and-the-lies-that-powerful-men-tell.

	additional criminal charges: Los Angeles district attorney Jackie Lacey’s Twitter announcement, March 11, 2019, https://twitter.com/LADAOffice/status/1237789612895899648; and Tom Hals, “Weinstein’s Legal Problems Extend Beyond New York Criminal Trial,” Reuters, February 19, 2020, https://www.reuters.com/article/us-people-harvey-weinstein-legal/weinsteins-legal-problems-extend-beyond-new-york-criminal-trial-idUSKBN20D1G3.
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