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FOREWORD

A revolution has occurred in the technology of information and communication since the publication of the first edition of Breach of Confidence over a quarter of a century ago. The capacity to store, to process, and to distribute data has increased prodigiously, as has the range of devices available to consume or to communicate data. The world is connected by vast volumes of data. One study, in 2002, estimated that five exabytes of new data were produced in that year, the equivalent of the contents of half a million Libraries of Congress. One can wonder, as T.S. Eliot did in 1934 in The Rock, ‘Where is the wisdom we have lost in knowledge? Where is the knowledge we have lost in information?’. And one could add, ‘Where is the information we have lost in data?’.

Building on A Mathematical Theory of Communication, the classic work of Claude Shannon published in 1948, the science of information is largely mathematical and our measures of information are largely quantitative. Where do we turn to find the qualitative value of information? The law is one such place. It recognizes that, even if less than knowledge, information is more than data and its transmission or sharing can have significant economic, social, and political consequences.

The development of the law of confidence has been prescient in a number of ways. The courts recognized in Prince Albert v Strange that an etching contained information before creative expressions started to migrate to a digital form. They recognized in Franklin v Giddins that a fruit tree contained genetic information before science was able to decipher the tree’s genome and reveal that information.

I was privileged to stumble on the law of confidence as a doctoral student and to live in contemplation of its development as only doctoral students and hermits are able to behold a subject. I have not been able to return to such an environment since then, which makes me full of admiration for Tanya Aplin, Lionel Bently, Phillip Johnson, and Simon Malynicz. Each of the authors of the second edition lives a life full of professional challenges and responsibilities. That they have been able to undertake the enormous task of absorbing more than 25 years of case law emanating from a rapidly evolving social, economic, and technological context, and of expressing it in an ordered and accessible manner, is remarkable. That they associate my name with their efforts is a gesture of great generosity. I am deeply grateful to them.

Technology has made information precarious. That vulnerability extends to the manifold relationships formed around the exchange of information. I am convinced these developments reinforce the relevance and the importance of the law of confidence. The authors of this second edition are to be thanked for having produced an outstanding work that demonstrates this relevance and importance.

Francis Gurry
Director General, World Intellectual Property Organization 




PREFACE

Francis Gurry’s Breach of Confidence (1984) is a truly elegant synthesis of what was the law of confidence at that time, and has been referred to on numerous occasions by the highest courts of the common law world. In the 27 years since, the law has moved on at a tremendous pace, but the fundamentals of Gurry’s book remain of huge value. In this volume, we have done our best to take account of these numerous, diverse developments, and in so doing have produced a considerably lengthier text. One development that warrants separate mention is the influence of the European Convention on Human Rights, in particular Articles 8 and 10, through its domestic corollary the Human Rights Act 1998 (UK), which has animated a swathe of jurisprudence about the extent to which privacy is protected in English law and complicated the area as a whole. At times we have therefore had to distinguish between the law of confidence as it operates in relation to trade secrets and its application in the sphere of private information. We have sought to retain the original thesis of the first edition, but have not been scared to differ from it where we thought it right to do so. We have also added new chapters on the history of breach of confidence, justifications for protection, standing, confidentiality, and the State, as well as public and private international law dimensions of the topic.

We have all shared full responsibility for the whole of this book. However, the primary authors responsible for each chapter were as follows: Chapters 1 to 3, 10 to 13, Lionel Bently; Chapters 4 to 7, 8, 9 (fiduciaries), Tanya Aplin; Chapters 9 (except fiduciaries), 17 to 23, Phillip Johnson; and Chapters 14 to 16, Simon Malynicz.

The new version has been a long time in the making. Over that extended period, we have incurred a lot of debts.

Tanya Aplin would like to thank Professor Kathy Bowrey (University of New South Wales), Malcolm Langley (QMIPRI Archivist); Professor David Llewelyn (King’s College London); Dr Makeen Makeen (SOAS), Dr Nicole Moreham (Victoria University of Wellington); Professor Megan Richardson (Melbourne University); Arye Schreiber; Dr Rachael Walsh (King’s College London); Kim Weatherall (University of Sydney, formerly University of Queensland); and Dr Guido Westkamp (QMUL) for the various ways in which they have supported the development of the research for her chapters. In addition, Sarah Akbari-Kamrani and Michela Menting Yoell contributed helpful research assistance. Particular thanks go to John Hull (Memery Crystal) and Ken Moon (AJ Park & Co) for reading and commenting upon Chapter 8. Extra special thanks go to Dr Megan Smith, and to family and friends for their support, good humour, and patience.

Lionel Bently would like to thank Dr Isabella Alexander (University of Technology, Sydney, formerly University of Technology, Cambridge); Professor Tomas Gomez-Arestogui (Lewis and Clark Law School); Mr Justice Richard Arnold; Professor Kristene Bruland (University of Oslo); Professor Matthew Conaglen (University of Technology, Sydney, formerly University of Cambridge); Professor Bill Cornish; Professor Justice Paul Finn (Federal Court of Australia); Professor Robert Flannigan (University of Saskatchewan); Professor Douglas Hay (Osgoode Hall); Dr Harald Irgens Jensen (University of Oslo); Dr Angus Johnston (University of Oxford); Professor Paul Mitchell (University College London); Dr Oke Odudu (University of Cambridge); Dr Johnson Okpaluba; Professor Marc Steinberg (Smith College, Northampton, Ma); Professor Adam Tomkins (University of Glasgow); Professor William van Caenegem (Bond University); Professor Evelyn Welch (QMUL); and Dr Beth Webster (Melbourne University). In addition the following did valuable research: Astron Douglas, Mitzi Huang, Patricia Kelly, Yin Harn Lee, and Claire Ward. That research was generously funded by the Herchel Smith Intellectual Property Bequest, Emmanuel College Cambridge. Particular thanks for reading sections of the manuscript go to Professor Ian Walden (QMUL) and Dr Stephanie Palmer (University of Cambridge). The final and certainly the biggest debt is owed to his partner, Clair Milligan.

Phillip Johnson would like to thank Malcolm Langley (QMIPRI Archivist) and a special thanks to Johanna Gibson, as well as to other family and friends.

Simon Malynicz expresses his love and gratitude to his wife, Irina, and daughter, Mia. He would also like to thank his co-authors for their patience and guidance.

All of the authors would like to thank Dr Francis Gurry for generously allowing us to use parts of the original manuscript and to the team from Oxford University Press, Chris Rycroft, Faye Judges, Kirsty Allen, Luke Adams, Clódagh McAteer, Deborah Hey, and Darcy Ahl, Jodi Roberts, Ruth Anderson, and, finally, Sophie Barham for steering us to the end.
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A. Brief Overview

1.01 At its core, the action for breach of confidence enables any person who has an interest in information that is confidential to prevent others who have received, or acquired, the information with notice of its confidential quality from using or disclosing the information. The scope of the action is broad, encompassing a wide range of subject matter, from personal information to commercial ideas or trade secrets, and from the sacred rituals of particular ethnic groups to state secrets.1

1.02 In its classic guise, there are four elements to the action.2 First, there must be information which is confidential. Second, the claimant must show the defendant is under an obligation not to use or disclose the information. Third, the claimant must show that the defendant has used or disclosed, or proposes to use or disclose, the information in breach of the obligation. Fourth, it may be open to a defendant to attempt to justify disclosure (most obviously on the basis that it is in the public interest).

1.03 Although these four elements of the classic action form the core considerations of this book, the various elements of the action are undergoing a process of redefinition. As Keene LJ explained, ‘breach of confidence is a developing area of the law, the boundaries of which are not immutable but may change to reflect changes in society, technology and business practice’.3 The most obvious of recent changes is the modification of action, or at least the shift in its ‘centre of gravity’,4 to enable it to protect informational privacy (a process that received a considerable impetus from the coming into force of the Human Rights Act 1998). This has led to the replacement of the requirement of an obligation of confidentiality arising out of, or in relation to, a pre-existing relationship, with the view that the mere understanding that information is confidential or private may justify a court treating a recipient as being under an obligation. In so doing, the focus of the action has shifted away from protecting relationships, and more towards protecting the information itself. The second element of the action has yet to be entirely abandoned, but it has been considerably modified.5

1.04 This book examines each of the elements of the action, taking account of the shifting requirements. The fundamentals of the action are reviewed in Parts III and IV. Special attention is given, in Part V, to the position of employees, both during and after employment. The position in relation to information disclosed to the state is considered in Part VI. The duration of the action is considered in Part VII. Defences to the action are examined in Part VIII, with the question of remedies considered in Part IX. Finally, the international aspects of the action for breach of confidence are reviewed in Part X.

1.05 One recurrent question that arises in relation to a range of legal issues relates to the ‘jurisdictional basis’ of the action. During the 1970s and 1980s legal scholars vigorously debated whether the action was best viewed as based in tort, equity, contract, or property. The jurisdictional conceptualization was thought likely to influence the development of the law in relation to questions such as when third party recipients come to be regarded as under an obligation of confidence, the remedies that are available, limitation periods, and the application of rules of private international law. The first edition of this book proposed that the action be considered ‘sui generis’, and while such a characterization has been embraced by the Canadian Supreme Court,6 elsewhere the debate over jurisdiction has remained unresolved. We revisit the issue in Chapter 4.

1.06 The remainder of this chapter concerns the importance of confidentiality. First, we consider the importance of ‘the action for breach of confidence’ in the protection of trade secrets, informational privacy, and governmental data. We then focus on roles of confidentiality other than as a cause of action, for example, in providing immunities from certain obligations, requirements, or conditions.

B. The Roles of Confidence

1.07 At the time of the first edition of this book, the significance of confidentiality lay primarily in its role as the basis of a cause of action—the action for breach of confidence—that could be brought through the courts. Almost certainly, this remains the law of confidentiality’s most important role, and there certainly does not appear to be any shortage of litigation.7 The primary economic importance of the action lies in the protection it affords to trade secrets, and we consider the economic importance of such secrecy in some detail before going on to review, more briefly, the other roles of confidence.

Economic importance of trade secrets

1.08 The action for breach of confidence is the primary legal mechanism for the protection of ‘trade secrets’. The importance of the action thus reflects, in part, the changing importance of trade secrecy as a vehicle for the protection of commercially valuable ideas and information. And the evidence suggests that businesses regard ‘trade secrets’ as important assets and rely on such secrecy as part of their innovation strategies. US law Professor Vincent Chiappetta,8 for example, notes the ‘dramatically increased importance of trade secret law in the world of commerce’ and observes that:

The case reporters burgeon with growing numbers of trade secrets disputes, big and small, involving everything from traditional commercial manufacturing processes, formulas and customer lists, through hockey franchise information to magic tricks. Trade secrets increasingly constitute a central aspect of acquisitions and licensing programs, as well as a key component of business asset portfolios used for capital raising, joint research and development, and obtaining general competitive advantage. Businesses and their legal advisors clearly believe that trade secret law matters.

1.09 It used to be imagined that ‘trade secrets’ and ‘breach of confidence’ were just a useful supplement to other intellectual property rights such as patents.9 However, the primary importance of trade secrecy as a mechanism for protecting innovators is now firmly established in the empirical literature, with respect to the US,10 Canada,11 the European Union,12 and the United Kingdom.13 According to Anthony Arundel,14 empirical surveys:

consistently show that manufacturing firms give secrecy a higher average rating [than patents] as an appropriation method for both product and process innovations.

1.10 Based on a survey, conducted in 1994, with research and development (R&D) managers from 1,478 laboratories in the US, Cohen, Nelson, and Walsh identified secrecy as the second most effective ‘appropriability mechanism’ that the company had employed in relation to product innovations in the previous three years, the first being ‘lead time’.15 The same survey found secrecy to be the most effective appropriation mechanism in relation to process inventions.16 These finding as to processes were consistent with an earlier Yale survey conducted in 1983, but by 1994 secrecy was regarded as a better mechanism even for the protection of product innovations than patenting.17 The scholars responsible for the study offered no explanation for the shift,18 though the research did identify the disclosure of information as one very important reason why innovators refused to use the patent system (and importantly one which had not featured prominently in the Yale Survey conducted a decade earlier).

1.11 Arundel draws similar conclusions from data collected in the 1993 (European) Community Innovation Survey (CIS).19 Taking a subset of 2,849 respondent businesses that reported that they perform R&D on a continuous basis, Arundel analysed replies to the question ‘evaluate the effectiveness of the following methods for maintaining and increasing competitiveness of product [or process] innovations introduced during 1990–1992’. The methods included lead time, secrecy, complexity, patents, and design registration, and the respondents were asked to grade the significance from ‘insignificant’ to ‘crucial’ on a five-point scale. Most gave the highest rating to lead time, but 19.8 per cent rated secrecy as ‘crucial’ for process innovations, while 16.9 per cent rated secrecy ‘crucial’ for products. This surpassed the relevant figures for patents, which were 7.3 per cent (process) and 11.2 per cent (products). Recognizing problems with the approach taken in collating these figures, Arundel took the raw data to examine the relative rating of patents and secrecy by each respondent: 44.3 per cent rated secrecy more important than patents, and only 17.5 per cent thought patents were more important than secrets.

1.12 Similar results in the UK are apparent from the Innovation Survey 2007. The UK survey sampled over 28,000 UK enterprises (with a 53 per cent response rate). The survey asked respondents to rank the importance of the different methods that were used to protect product innovation during the three year period from January 1, 2004 through to the end of 2006.20 Confidentiality agreements ranked as the most important, with lead time and ‘secrecy’ second.21 In all sectors, 15 per cent ranked confidentiality as highly important, 10 per cent ranked secrecy as highly important while only 7 per cent ranked patents.22

1.13 Sectoral variations can, of course, be identified. It has long been recognized that patenting is a more attractive mechanism in some industries (such as pharmaceuticals) than others (such as aeronautical engineering).23 In a recent study of trade secret litigation in the United States,24 Lerner found that much of the litigation occurs in areas where patents have not been traditionally available, eg, software, business services, insurance, and so on. This might suggest that patenting and trade secrets are important for different sectors, and perhaps that businesses rely heavily on trade secret protection where patents are unavailable. Such a view is reinforced by the Community Innovation Survey. In the knowledge-intensive industries, 32 per cent ranked confidentiality as highly important, over double the average in all industries; while 19 per cent rated secrecy, only 10 per cent ranked patents as highly important.25

1.14 Another possibility is that patenting is preferred where investment in R&D is higher, or the innovation more valuable. Katrin Hussinger has examined correlations between use of patents as opposed to trade secrecy and success in the market.26 Basing her analysis on the Mannheim Innovation Panel’s survey of manufacturing firms that conduct R&D and are product innovators, she found that 56 per cent protect using patents, whereas 61 per cent use secrecy, 41 per cent use both patents and secrecy, and 24 per cent said that they used neither. When this information was correlated with the firms’ reports of sales figures of new products (allowing for a whole host of variables), Hussinger found a positive, statistically significant relationship between patenting and sales of new products, whereas no such effect was discernible with secrecy. This may suggest, and is consistent with, the hypothesis that patents are taken out in relation to more valuable inventions, in relation to which they secure monopoly rents. Lerner’s litigation study27 identified average damages awards at US$1.5 million in 2004, one-third the mean level of damages in patent actions in the US. This may imply that courts value the protected innovations differently (though it might equally be a recognition of the weaker impact of trade secrecy law).

1.15 Of course, where patenting and trade secret protection is available, many firms will use both.28 A patentee will keep an invention secret prior to application, and may well keep information not contained in the patent secret. So most patentees will inevitably rely on secrecy some of the time. Having found that patenting of product inventions correlates with sales, Hussinger suggests that the widespread use of secrecy becomes explicable on the basis that this is the form of protection used primarily during the pre-marketing stage, or alternatively as a mechanism for the protection of process inventions.

Private life

1.16 In its guise as a cause of action, breach of confidence is not only the primary legal mechanism for the protection of business secrets but, in the last decade, has become the chief device through which English courts have given effect to the international obligation to protect an individual’s ‘private life’.29 Of course, confidentiality has long been available to assist claimants in preventing some forms of disclosure of private information by those to whom it had been revealed in confidence, but since the turn of the millennium the volume of litigation has increased. A key development was, of course, the Campbell case, in which the House of Lords held that the supermodel Naomi Campbell’s privacy had been invaded when The Mirror revealed that she had been attending Narcotics Anonymous, the article accompanied by details of the treatment she was receiving and pictures of her going to the meetings.30 The extension of the law has not been uncontroversial, as became clear from the widespread public debate over anonymised injunctions and so-called ‘super-injunctions’ in early 2011.31 This controversy, however, was replaced in the middle of 2011 by the revelations of phone-tapping by journalists at The News of the World, resulting in the closure of that paper. Quite what the public feels about the legal protection of privacy seems to be in a state of flux.

Governmental secrecy

1.17 The action for breach of confidence has also been used frequently by governments to prevent the disclosure of sensitive information, supplementing the criminal law which protects ‘official secrets’ with valuable civil remedies. Perhaps the highest profile use of confidentiality to protect secrecy was in the Spycatcher litigation at the end of the 1980s, when the Government sought to stop dissemination of the former MI5 operative Peter Wright’s autobiography.32 However, despite the failure of the attempt to suppress dissemination of the book—the House of Lords holding that its circulation was so widespread that the continuation of any injunction was futile—there has been a steady trickle of such cases.33 Key advantages of the action for breach of confidence in this area have been the lower standard of proof, the ready availability of interim injunctive relief to prevent disclosure, and the possibility of financial remedies. Indeed, it was the goal of forcing disgorgement of the UK £60,000 profits of his publication No Other Choice, that led the Government to pursue George Blake all the way to the House of Lords.34

Confidentiality’s other roles

1.18 If commercial confidentiality, privacy, and government secrecy constitute the three most significant roles for confidence, it is worth observing from the outset that the idea of confidentiality now features in a range of legal environments, not just as the source of rights. As a consequence, the answer to the question whether someone is under an obligation of confidence or might be liable if he or she used or disclosed information in breach of an obligation, can be relevant to deciding whether a person or institution can avail itself of an immunity from disclosure or a privilege of some sort.

1.19 The existence of confidentiality, for example, plays an important role in justifying the non-disclosure of information by State organs (both in Europe and the UK). Thus, for example, when a citizen makes a freedom of information request or attempts to access a government document, the relevant branch of government may not be obliged to reveal the document or provide the information if to do so would involve a breach of confidence. In this context, confidentiality plays a legitimate and important role in protecting third parties’ interests, but there is a real danger that it might be used as an excuse by government not to reveal otherwise embarrassing information. This role is reviewed in Chapter 10.

1.20 Confidentiality also constitutes a basis for a refusal to disclose information in legal proceedings.35 Thus, if a party to litigation seeks to have information disclosed, the other party can resist such disclosure on the basis that revelation would amount to a breach of confidence. That said, here confidentiality gives way readily to the public interest in the proper administration of justice.36 If the information is relevant, the courts will likely order disclosure (subject to express, or implied, undertakings being given by the recipients as to its use). In the litigation context, confidentiality is also justification for modifying procedures: holding hearings in camera and giving judgments in redacted form (or even keeping judgments confidential).37

1.21 Confidentiality can also justify the imposition of private law constraints that otherwise would be regarded as illegal. More specifically, while certain contracts will be regarded as unenforceable as unreasonable restraints of trade, the holding of confidential data can justify the imposition of distinct obligations on third parties, in particular restrictions on the actions of former employees. These are discussed in detail in Part V of the book, which is concerned with employment relations.

1.22 In addition, confidentiality can prove important in the operation of systems of registered intellectual property rights, the validity of which falls to be assessed by reference of ‘prior art’. If a disclosure occurs in confidence, then the material is not to be regarded as falling within the state of the art.38 This is because, at least as far as English courts are concerned, material is only available to the public if the recipient is ‘free in law and equity’ to divulge its contents.39 A recipient of information disclosed in confidence is not free in law or equity to use or further disclose that information.40

1.23 Moreover, if, before the priority date, the invention is disclosed to the public in breach of confidence, such information is excluded from the ‘state of the art’,41 so long as an application is made for a patent within six months of the disclosure.42 Any disclosures that are made outside of this period will not be caught by the exceptions and will thus form part of the state of the art for the purposes of assessing novelty.

C. The Importance of Confidentiality

1.24 This brief review suggests that confidentiality is a legal concept which is of serious, and almost certainly increasing, importance. Confidentiality is a critical tool in the regulation of the dissemination of ideas and information, and as such plays a key role in determining the boundary between ‘openness’ and ‘secrecy’. The work of the law of confidentiality thus has an impact upon personal autonomy, economic mobility, political transparency (and thus accountability), open justice, as well as innovation, competition, and economic prosperity. In the latter role, some claim confidentiality is the most important of the intellectual property rights.43

D. Terminology

1.25 The rapid development of the law of confidence over the last few decades has forced us to adopt certain terminological conventions. Although, as we explain in Chapter 2, we think the modern law of confidence only crystallized in the post-war period, and thus is a relatively new legal category, developments since 2000 have led to this being called the ‘traditional action’ for breach of confidence. We follow that usage, occasionally substituting terms such as ‘old-fashioned’ or ‘conventional’.44 The modified version of the action, that gives effect to Article 8 of the ECHR, and which was authoritatively recognized by the House of Lords in Campbell,45 has been widely referred to as the action for ‘misuse of private information’.46 Rather than repeating this phrase, however, we occasionally refer to this as the ‘extended’ or ‘new’ form of the action.
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A. Introduction

2.01 The history of the protection of confidential information in general, and the development of the action for breach of confidence more specifically, is obscure.1 There are no books devoted to the topic before the twentieth century and few articles. To date, no thorough history of the British law of trade and other secrets has yet been written,2 and the subject remains under-researched. Modern treatments tend to delve little further than the reported decisions of the early to mid-nineteenth century. In so doing, these treatments create an image of the history of trade secrets law as essentially the work of the Court of Chancery. In this chapter, we suggest that the historical development of the protection of confidentiality goes much further back: both with respect to the practice of keeping information confidential, and to the availability of legal mechanisms in support of such practices. However, the primary fora in which such support was to be found were as much the Courts of Law and the local courts as the Court of Chancery. Confidentiality was protected until the early nineteenth century through a range of doctrines contained in contract and criminal law (particularly as applied to master and servant relationships) as well as the law of inheritance, common law literary property, patent law, and the law of evidence.

2.02 This chapter begins with a resumé of the ‘traditional narrative’ and an account of Prince Albert v Strange.3 It then goes on to explore seventeenth-, eighteenth-, and early nineteenth-century practices in relation to confidential information, which indicate clearly the importance of trade and commercial secrecy as a method of protecting valuable information with respect to innovations. The chapter then highlights the forms of protection of such information as of the end of the eighteenth century and beginning of the nineteenth, before the intervention of Chancery. The analysis suggests that while key cases in Chancery—in particular Yovatt v Winyard4 (granting injunctive relief) and Abernethy v Hutchinson5 (giving relief against a third party recipient who disclosed the information)—were important developments, the main mechanisms for protection of confidentiality remained (and to some extent still remain) those that are not, strictly speaking, the inventions of Chancery from before the Judicature Acts. In so finding, the history affirms the core premise of this book: that courts have been willing to protect confidentiality pragmatically by whatever mechanism is at hand.6 The general principle that the law would protect confidential information from misuse was historically accepted long before people even thought of any such thing as an ‘action’ for, or ‘equitable tort’ of, breach of confidence. Claims to the ‘Equitable’ essence of the action are overstated, even if Courts of Equity did make important contributions to the development of protection.

2.03 The chapter then considers developments after Prince Albert v Strange.7 For around a century, confidentiality continued to be protected through a range of doctrines, most notably rights in unpublished works (that some styled as ‘common law copyright’), through express and implied contract, through the extended tort of inducing breach of contract, and through criminal laws (including the Official Secrets Act and Prevention of Corruption Act). It was only after the Second World War that the ‘modern law of confidence’ was developed—a sui generis action that arose independently of contract, and thus had the capacity to regulate non-contractual situations. Although the early cases concerned commercial confidence, the courts soon extended the doctrine to cover family and governmental information. In the late twentieth century these developments gained the seal of approval of the House of Lords in the Spycatcher case.8 The modern action of confidence is of surprisingly recent vintage.

2.04 The Spycatcher case also marked a new beginning for the law of confidence, for Lord Goff’s speech presented the possibility of the law of confidence being applied to persons—so-called ‘strangers’—who had no prior relation with a ‘confider’. Lord Goff envisaged the imposition of an obligation of confidence on a person who came across an ‘obviously confidential document’, such as a diary that had been left on a train.9 When Parliament passed the Human Rights Act 1998, binding the courts to give effect to the European Convention on Human Rights (and the jurisprudence of the Strasbourg court), the opening provided by Lord Goff’s dictum was exploited to protect informational privacy through the law of confidence.10 The first decade of the twenty-first century witnessed a deluge of case law, mostly concerning celebrities and newspapers, in which the former sought to control the dissemination of paparazzi photographs of celebrities and kiss-and-tell revelations of those who have had fleeting relations with them.

B. The Traditional Story of Equitable Intervention

2.05 Modern case law, and contemporary commentators, appeal to the long-established basis for the action for breach of confidence typically by reference to Prince Albert v Strange.11 In Campbell v Mirror Group Newspapers, Lord Hoffmann referred to it as a ‘seminal’ decision.12 Even in accounts that appear to recognize that Prince Albert v Strange was not the first case to afford protection to confidential information, it is treated as a convenient starting point.13 Amongst the recent commentaries, Alastair Wilson and Vicky Jones tell us that the case is ‘usually regarded as the starting point for the development of the law of confidential information’.14

2.06 The case concerned the publication of a 30-page catalogue which described 63 etchings by Prince Albert and Queen Victoria.15 The catalogue had been compiled by one of the defendants, Jasper Judge,16 to accompany an exhibition of the prints that Judge was proposing to hold. The prints themselves had been acquired by Judge, probably (though this was not proved) for £517 (perhaps indirectly, via one Whittington) from Middleton,18 an employee of John Brown of Windsor, whom the Royals had entrusted to make the prints. Fifty-one copies of the catalogue had been printed by Strange. An example of one entry was as follows:

No 54. Two French Women, drawn and etched by Prince Albert, after E Landseer. January 10, 1842. Very extraordinary talent is here displayed by His Royal Highness. It is equal to the best of the Prince’s productions, and would be highly creditable even to the most eminent artist of the present day.

2.07 Possibly out of courtesy, William Strange, the publisher, sent a copy of the catalogue to the Palace, and Prince Albert had responded immediately by seeking injunctive relief preventing the exhibition and publication of the catalogue. This was granted ex parte,19 and when the defendants sought to have the injunction lifted, at least as regards publication of the catalogue, lengthy hearings took place first before Vice-Chancellor Knight Bruce, and, on appeal, before the Lord Chancellor, Lord Cottenham. Neither the motion nor the appeal was successful, and later in 1849 Knight Bruce V-C made the injunction perpetual.

2.08 The bulk of Knight Bruce V-C’s analysis related to the principles underpinning the case law on rights in manuscripts and unpublished writings, the scope of the rights conferred on the authors of such works, and the extent to which the principle by reference to which such a right had been developed extended beyond literary subject matter to encompass engraving.20 Knight Bruce V-C went on to recognize the extensive breadth of the right to object to publication: it included, in his view, a right to prevent translation, abridgment, summary, or ‘even a review’.21 Then he considered the basis of such rights, with a view to determining whether they were restricted to ‘literary subjects’. He found the basis in the common law protection of ‘property’ through rules that were ‘capable of adapting themselves to the various forms and modes of property which peace and cultivation might discover and introduce’. That notion was based on labour, so that:

Wherever the produce of labour is liable to invasion in an analogous manner, there must … be a title to analogous protection or redress … To consider, then, the case of mechanical works, or works of art, executed by a man for his private amusement or private use; whatever protection these, or some of these, may have by Act of Parliament, they are not, I apprehend, deserted by the common law.22

Consequently, etchings that had been kept unpublished fell to be protected and the protection was broad enough to justify a prohibition on the description of the etchings.

2.09 Lord Cottenham LC confirmed the decision of the Vice-Chancellor on two distinct grounds.23 First, like Knight Bruce V-C, the Lord Chancellor recognized that the plaintiff had a common law ‘property right’ in the unpublished etchings,24 and that the ‘exclusivity’ implicit in such a property encompassed the actions of the defendants. Lord Cottenham, however, added a second basis for injunctive relief. ‘[T]his case’, he explained, ‘by no means depends solely upon the question of property, for a breach of trust, confidence, or contract, would of itself entitle the Plaintiff to an injunction.’25 Given that the Court accepted that the Royals had kept the etchings private, in the absence of any explanation from the defendant as to how he came by the etchings legitimately, the Court concluded that ‘the catalogue and the descriptive and other remarks therein contained, could not have been compiled or made, except by means of the possession of the several impressions of the said etchings surreptitiously and improperly obtained’.26 The impressions must have originated in ‘a breach of trust, confidence, or contract’. The evidence suggested, in fact, that it was the employee of Brown, the printer, who had committed the original breach, but even if a person to whom Albert or Victoria had given a copy had passed it on to Strange or Judge that would ‘be equally a breach of trust, confidence, or contract’.27 The cases supported the proposition that a recipient of materials who received them from a person to whom they had been entrusted could not take advantage of the breach.

C. Law and Practice Prior to the Mid-Nineteenth Century

2.10 Prince Albert v Strange28 was, without doubt, an important case. However, to assess its significance in terms of the development of the protection of confidentiality, we need to delve much deeper. The use of confidentiality as a method of protecting business advantage was, in fact, nothing new to the mid-nineteenth century. There can be no doubt that the practice of disclosing information under conditions of confidentiality had been commonplace in earlier eras. There is significant evidence that keeping business information secret has long been an important strategy for maintaining a competitive advantage.29 A closer look at the history of the legal treatment of these regimes leads to a conclusion that the possibility of protection of trade secrets and confidential information was given effect through the law of ‘master and servant’, patents, ‘copy-right’, and contract, as well as the law on inheritance. The Chancery cases, including Prince Albert v Strange, added an important dimension, but only a dimension.

Employment law

2.11 By far the most significant form of protection was through actions available against employees (or ‘servants’ as they were then termed), as these were the persons thought most likely to disclose secrets.30 Employment contracts, including contracts of apprenticeship, almost always included terms as to confidentiality. These, and other contractual terms could be enforced through relatively accessible judicial mechanisms. Moreover, actions were available against third parties who enticed employees away from their masters.31

2.12 An indenture of apprenticeship with a ‘spicer’, dated from 1291, required the apprentice to ‘obey his [Master’s] orders, keep his secrets, guard his goods, warn him of impending damage, &c’.32 Another, dated 1459, which charges the apprentice to a Penzance fisherman with faithfully serving the master (and his wife), also commands him to ‘keep their secrets, [and] everywhere willingly do their lawful and honourable commands’.33 A third, with a tailor in Leicester, from 1543, obliges the apprentice to ‘keep the secrets of Ivo his master, do him no damage, nor let others do so … but prevent it or at once warn his master’.34 A late-eighteenth-century sample indenture for London apprentices likewise obliged the apprentice ‘his said Master faithfully shall serve, his Secrets keep, his lawful Commands every where gladly do’.35 A commentary explained what the phrase ‘his secrets keep’ implied:36

that is, conceal the particular Secret of his Art, Trade, or Science, without divulging or making any one privy to them to the Detriment of his Master, whose Interest may much depend on a peculiar Management and Knowledge of his Business. To behave thus, is to serve faithfully; and Fidelity is the Glory and Perfection of a Servant, as his Want of it is his greatest Discredit and Reproach.

2.13 In addition to relying on express terms of confidentiality, it seems almost certain that the courts would have recognized implied terms of confidentiality. In submissions to the Vice-Chancellor in a case in 1813,37 Anthony Hart (later himself to be Vice-Chancellor) argued that:

If a Merchant’s Clerk should attempt to publish the Letters of his Employer, which might produce his Ruin, this Court would certainly prevent such a Breach of Confidence …

2.14 In 1824, Samuel Comyn wrote that:

Upon every contract of hiring there is an undertaking implied on the part of the servant, that he will serve his master with care, diligence and fidelity …38

2.15 The first reported case that specifically referred to such an implied obligation of confidence is Tipping v Clarke39 some 20 years later. The issue arose in the context of a plea against having to answer interrogatories. The context of the litigation was a commercial dispute between a factor (Tipping) and a merchant (Clarke) over whether the factor had accounted properly for sale of the defendant’s goods. Clarke told Tipping that he had acquired knowledge of Tipping’s account books and intended to call a meeting and make a public exhibition of the books. In the interrogatories, Tipping sought information as to how Clarke had come by the books. Wigram V-C explained that the claimant’s right to discovery could be on one of three grounds: the Statute of Anne,40 or contract, or ‘positive wrong’. As to contract, he observed:

it is clear that every clerk employed in a merchant’s counting-house is under an implied contract that he will not make public that which he learns in the execution of his duty as clerk …41

Moreover, if the defendant had obtained access to the books as a consequence of such a wrong, ‘he could not be permitted to avail himself of that breach of contract’.

2.16 Although one course of action available to an employer who found that its employee had disclosed a trade secret would have been to dismiss the employee,42 other, more draconian options were available. Prior to 1875 employees in trades (as opposed to domestic servants) who broke the terms of their contracts were criminally liable,43 with the potential punishment increased in 1766 from one to three months’ imprisonment.44 Even though other components of medieval labour regulation, such as wage control and compulsory terms of apprenticeship, were removed from the statute book (in 1813 and 1814), the rules on criminal punishment (apart from the punishment of whipping) were re-enacted in the 1823 Master and Servant Act. The Act was applicable to ‘any servant in Husbandry, or any Artificer, Calico Printer, Handicraftsman, Miner, Collier, Keelman, Pitman, Glassman, Potter, Labourer or other Person’,45 and provided that anyone who failed to commence service according to the contract, or who having entered absented themselves from work, or who was guilty of ‘any other Misconduct or Misdemeanour in the Execution’ of the contract, was liable to be committed to the House of Correction ‘there to remain and be held to hard Labour’ for up to three months.

2.17 Cases under these provisions were brought before magistrates (Justices of the Peace) and in specialized borough or city courts.46 The case law was rarely reported,47 and there were no appeals (until 1867).48 Certainly, many cases related to employees absconding or working for other employers, but it is difficult to know how frequently these rules were used to enforce obligations of secrecy. In a painstaking survey of the records, legal historian Douglas Hay reviewed the records relating to the Chamberlain’s court in London, which had jurisdiction over apprenticeship disputes. In 1787, he reports, it dealt with 236 disputes between master and apprentices, of which 183 were brought by masters. According to Hay, they complained of ‘absenteeism or rudeness or saucy language or idleness; also venereal disease, revealing the master’s secrets, and hunting bullocks’.49

2.18 An 1844 reported decision recites how a ‘pattern designer’ employed by a calico printer in Preston, Lancashire, was committed to a house of correction for breaching his contract when he ‘copied and embezzled’ certain patterns used in calico-printing.50 Similarly, WP Roberts, a Manchester solicitor frequently involved in defending labourers charged under these laws (and involved in campaigns for their repeal), described to the 1866 Select Committee how one employer at an ironworks in Rotherham insisted that a departing employee teach his replacement the skills needed to perform the job, and when the employee refused to do so on the ground that these were his own talents rather than those of the employer,51 the employer had him taken from his bed, locked up at the court, tried the next day (in virtual secrecy), and sentenced to a month’s imprisonment in Wakefield jail.52 Criminal liability followed refusal to disclose as much as unauthorized disclosure.

2.19 A series of letters from James Watt Jr (son of the famous Watt) to Boulton Jr describe how two employees, Halligan and Hughes, were seduced from their Soho works by a competitor, Matthew Murray of Holbeck near Leeds.53 Watt Jr sought out the errant employees54 and, after some negotiation, offered to re-employ Halligan in Birmingham.55 Halligan reported that Hughes would not return to Soho, and it appears that his father who was still employed there was waiting until his contract lapsed to join his son in Leeds. The same letter also describes Watt’s investigations of another former Soho employee, Hughes, who appeared to have made, albeit ‘very indifferently’, drawings of machinery and engines (including dimensions). Watt observed that it was not possible for them to ‘make any legal use of the fact of his having made these drawings, as it does not appear that any of them are our property’. Watt does, however, discuss other possible legal mechanisms that could be used against Hughes, and clearly anticipates proceedings against Hughes’ father and Dixon, the person responsible for recruiting Boulton and Watt’s employees.

2.20 A further case was reported in the Staffordshire Advertiser in 1869.56 John Smallwood, a potter employed by EJ Ridgway was charged with neglecting his service by going off to work for former employees of Ridgway and supplying them with ‘shapes’ he had learned from the employer. Ridgway said he would not have complained if Smallwood ‘had taken the shapes away after his term of service had expired, but such conduct was too bad in a man who was under legal engagement to keep his master’s secrets’. The Court ordered the defendant to return to his work, to find a surety for doing so, and to pay 26s costs.

2.21 The criminal sanctions were of use, of course, only in relation to employees who were still under contract. The position of an ex-employer who discovered its former employee had misappropriated commercial information was somewhat weaker.57

2.22 Where a servant misappropriated physical items, such as machinery, design drawings, or notebooks, a further source of potential liability was for theft.58 The question of the relative priority of the intellectual and physical components of a book of recipes was considered in Makepeace v Jackson,59 a case in which the former head colourman at a calico printers’ shop brought an action of trover against his former employer. The colourman had, while employed, written the recipes he developed for particular colours in the book, and, when he was dismissed, he sought possession of the book. The claim was heard at the Middlesex sittings, and when the jury rejected his claim the colourman moved to set aside the verdict. The Court of Common Pleas affirmed, and in so doing, seemed inclined to the view that the employer owned not merely the material components of the book, but also the secrets. Heath J said:

the book was the property of the master, and though there might be inventions of the Plaintiff in it, yet they were the property of the master.60

2.23 Chambre J was more categorical:

The master has a right to something beside the mere manual labour of the servant in the mixing of the colours; and though the Plaintiff invents them, yet they are to be used for his master’s benefit, and he cannot carry on his trade without his book.

2.24 The clear implication was that secrets developed by an employee for his or her employer were to remain the secrets of the employer.

2.25 In many cases, employment contracts could be enforced through penalty or damages clauses. In Homer v Ashford,61 Ashford was employed as clerk, bookkeeper, and traveller in the trade of a saddler’s ironmonger, and agreed not to work for anyone else during the term. However, while the term was still undetermined he decided to enter into partnership with one Ainsworth, and entered a termination agreement with the claimant and Ainsworth that they would not operate in specified locations for particular periods (including Cheltenham, Exeter, and Oxford for 14 years), with a penalty of £50 for any order taken in breach of the agreement. Best CJ held that general restraints are void ‘because no good reason can be imagined for a person’s imposing such a restraint on himself’.62 In contrast, partial restraints might be permitted. In a significant passage Best CJ acknowledges the need to protect employers:

Manufactures or dealings cannot be carried on to any great extent without the assistance of agents and servants. These must soon acquire a knowledge of the manufactures or dealings of their employers. A merchant or manufacturer would soon find a rival in every one of his servants, if he could not prevent them from using to his prejudice the knowledge acquired in his employ. Engagements of this sort between masters and servants are not injurious restraints of trade, but securities necessary for those who are engaged in it. The effect of such contracts is to encourage rather than cramp the employment of capital in trade, and the promotion of industry. For partial restraints, however, there must be some consideration, otherwise they are impolitic and oppressive.63

2.26 The Court rejected the defendant’s argument because it had not pleaded that the consideration was insufficient. However, the Court indicated that it thought there was consideration and that, probably, such consideration did not need to be specified in the deed.

2.27 A further remedy that a person might seek was an injunction. In Morris v Colman,64 Lord Eldon granted injunctive relief preventing Colman, who had agreed to manage the Haymarket theatre, from acting as manager for another theatre. Having examined whether the contract was an illegitimate restraint of trade (and finding that it was not) the Lord Chancellor saw no reason not to enforce it.65 It is not obvious why a negative covenant ‘not to reveal or use’ secrets should be treated in any other way,66 but in Canham v Jones,67 the Vice-Chancellor refused injunctive relief.68 Here the deceased Isaac Swainson had purchased from Peter Mercier, Doctor of Physick, a recipe for a medicine, sold as ‘Velno’s Vegetable Syrup’, for £6,000 some 30 years previously. The medicine, the bill alleged, had ‘been found a very salutary and efficacious medicine in the cure of disorders for which it was recommended and sold’, and the recipe had been bequeathed to the plaintiff, Thomas Canham, the son-in-law of Swainson. The defendant, Robert Jones, had been a servant of the Swainsons and was alleged to have sold a medicine under the description ‘Velno’s’ or ‘de Velno’s’. According to the bill, Jones had worked for Swainson in the ‘cutting and guilding certain Woods and Seeds forming some of the component parts of a decoction and infusion which was part of the preparation of the’ medicine, but had not been given access to the full recipe. Consequently, the primary allegation was that Jones had ‘fraudulently sold and imposed upon the public a spurious composition under the same name’. But, anticipating that Jones might allege that ‘the composition made and sold by them is in fact the same composition … and that they are possessed of the recipe for making the same’, Canham argued that he must have done ‘so by surreptitious and fraudulent means during the time when he was retained and employed in the service of’ Swainson or Canham, and when he knew ‘that they endeavoured to retain and preserve the secret of such composition’. Canham thus argued that Jones ‘ought not to be allowed to avail himself of the said recipe which he unjustly obtained possession of whilst he was confidentially employed as a servant by them’. The defendant, Jones, demurred to the bill for want of Equity. In a short judgment, the Vice-Chancellor, Sir Thomas Plumer, rejected the claim, stating that the bill ‘proceeds upon an erroneous Notion of exclusive Property now subsisting in this Medicine … If this Claim of Monopoly can be maintained, without any Limitation of Time, it is a much better Right than that of a patentee … If any exclusive Right in this Medicine ever existed, it has long expired’.69 Although these observations leave many questions unanswered, it seems clear that the basis for refusing relief in equity70 lay with doubts over Canham’s claim to ownership, rather than any view of the legitimacy of Swainson’s actions.

2.28 Seven years later, however, in Yovatt v Winyard,71 Lord Eldon LC granted relief in a parallel situation. The plaintiff, William Yovatt had formerly been in partnership with Delabere Blaine until the latter died, leaving him the business. William Winyard was former employee assistant or journeyman of William Yovatt, under an agreement which stated he was to learn general knowledge of business, but was not to be taught the means of composing medicines (so-called ‘Blaine’s medicines’). After a disagreement,72 his contract was cancelled, and he left Yovatt and entered into business for himself. He had surreptitiously accessed the books of recipes and copied them and was now selling medicine. He offered, for a small salary, not to divulge the recipes. The Lord Chancellor granted an injunction to restrain the defendant from communicating recipes for veterinary medicines ‘upon the ground of there having been a breach of trust and confidence’ (but confined it so that he could continue to administer the medicine to animals already started on a course). No attempt was made to distinguish Canham v Jones,73 which does not appear to have been cited to the court,74 but in any case in due course would come to be regarded as anomalous and wrongly decided.75 Joseph Chitty, for example,76 in 1834 confidently stated that ‘an injunction will be granted to restrain the disclosure of Secrets that came to the defendant’s knowledge in the course of any confidential employment’.

2.29 Another action which could be deployed to protect confidential information that had been disclosed to, or developed by, a servant from being disclosed to a third party was the action prohibiting the enticement and harbouring of workers. Following the Ordinance of Labourers in 1349,77 the enticement of another’s servant had been prohibited on ‘Pain of Imprisonment’.78 However, by the eighteenth century, the potential for criminal liability had been removed, and a new employer’s liability for ‘enticement’ or ‘harbouring’ made a civil matter only.79 In 1795, James Barry Bird explained:

if a man hire or retain my servant whilst in my service, and the servant depart from me, and serve the other, I may have an action for damages against both the new master and the servant, or either of them, unless the master was ignorant of his being in my service; but if he refuse to restore him after information and demand, the action is maintainable.80

2.30 A person who procured a servant to leave his master’s employment would be liable for enticement;81 one who employed a servant who left the former employer of his own accord would be liable, on receiving notice, for ‘harbouring’.82 Allegations of such enticement with a view to learning trade secrets occur in at least one bill of complaint in a patent action from the late seventeenth century.83

Patent law

2.31 Prior to the eighteenth century, protection of commercial secrets against third party acquisition could also be acquired by way of patents (though only such secrets that were quite valuable would be likely to warrant the fees then associated with acquiring patents).84 During this era, patents and secrecy could constitute cumulative mechanisms of protection of the same information (rather than, as today, alternatives). This was possible because early patents did not require a specification at all, and any disclosure occurred through the patentee teaching the invention to his or her servants or apprentices.85 Thus it was possible, at least in the case of method or process inventions, to practise the art in secret and have patent protection. Consequently, one finds, located in the same bills of complaint, claims based on enticement of workers to reveal their secrets and for infringement of patents over those same secrets.86

2.32 However, from the early eighteenth century the law officers came increasingly to demand that patentees provide a document explaining the invention, which had to be submitted within a specified period of the patent being sealed.87 Failure to do so would render the grant invalid. Such a document would, in principle, be accessible from one of the three places in which it might be deposited (and, at least from the late eighteenth century, some were published in mechanics’ journals).88 Some applicants expressed their concern over the implications of such disclosure for the secrecy of the invention, worrying especially about interlopers. One way of meeting these concerns was not to require a full written specification, until the patent had been sealed; another was to arrange procedures so that disputants over who owned an invention did not have access to each others’ testimony.89 But, occasionally, the pleas were accommodated by forgoing the requirement to specify at all.90

2.33 Drawing on the lead of the law officers, in 1778, in Liardet v Johnson,91 Lord Mansfield effectively made the completion of the specification obligatory in all cases, and laid down standards which the specification had to meet (the precursor of what patent lawyers refer to as ‘sufficiency’). According to counsel’s notes, Lord Mansfield instructed the jury:

The meaning of the Specification is that others may be taught to do a thing for which the Patent is granted, & if the Specification [is] false, the patent is void, for the meaning of the Specification is that after the term [of the Patent] the public shall have the benefit of the discovery.92

2.34 One commentator hails this as a critical shift in the logic of patent grant:

the doctrine of the instruction of the public by means of the personal efforts and supervision of the grantee was definitely and finally laid aside in favour of the novel theory that this function belongs to the patent specification.93

2.35 Although some have disputed the seminal importance of Liardet v Johnson,94 it is clear that by the final decades of the eighteenth century a patent could be invalidated if there was no adequate specification. In R v Arkwright,95 in the Court of King’s Bench, the Arkwright patent was revoked. Buller J outlined the rationale of the requirement of enablement and the addressee:

Upon this point it is clearly settled as law, that a man, to entitle himself to the benefit of a patent for a monopoly, must disclose his secret, and specify his invention in such a way, that others may be taught by it to do the thing for which the patent is granted; for the end and meaning of the specification is, to teach the public, after the term for which the patent is granted, what the art is, and it must put the public in possession of the secret, in as ample and beneficial a way as the patentee himself uses it … It has been truly said by the counsel, that if the specification be such, that mechanical men of common understanding can comprehend it, to make a machine by it, it is sufficient; but then it must be such, that mechanics may be able to make the machine by following the directions of the specification, without any new inventions or additions of their own.96

2.36 Even after Lord Mansfield’s judgment in Liardet, inventors such as Watt campaigned to be allowed to keep the specification secret during the term of the patent, either by permitting submission of a more generalized version or allowing as an alternative an exemption from invalidation of a patent on the ground of a defective specification if the patentee can demonstrate he has taught five (or ten) persons ‘not bound to secrecy’ how to perform the invention.97 A bill was presented to Parliament as late as 1820 that would have allowed for patent specifications to be kept secret until the patent expired.98

2.37 A second aspect of patenting that raised questions of confidentiality related to what disclosures would render a patent lacking in novelty (a formal requirement of patents since the Statute of Monopolies of 162399). Secret use by one inventor was not novelty-destroying in relation to inventions by others.100 However, if the invention was published at any time prior to the sealing of the patent, by the inventor or a third party, the right would be likely to be invalidated.101 The key issue was what counted as a relevant disclosure? The Report from the Select Committee on the Law Relative to Patents for Inventions, from 1829,102 indicates that while disclosure to a patent agent, or to a workman charged with producing the machine or model, were thought probably not to invalidate the patent, as they were confidential, disclosures by those to others could do so.103 One witness, John Taylor, observed that in order to avoid revelation, ‘inventors generally apply to patent agents … and … caution them to trust their secret to no persons but those in whom they have entire confidence’.104 Taylor also referred to a case where a person intending to take out a patent ensured its secrecy by revealing it ‘to two or three persons under a bond under a large penalty’, and another in which the evidence of a former employee had been used in an attempt to have a patent invalidated.105 Engineer John Farey also recognized the potential problem of disclosure before patent grant: he explained that he thought disclosure to a patent agent or to a workman charged with making a machine or model would not count as a publication:

but it has never been decided, whether if those persons were to communicate it at second hand, that would be publication or not; I apprehend it would, though it is probable that the inventor would have a remedy against those persons by action for damages.106

2.38 What is interesting here is that participants in the patent system assumed that limited disclosure in confidence would not invalidate a patent.107 These disclosures did not make the invention ‘public’. Moreover, Farey at least believed that an action for damages lay for breach of such an undertaking of confidentiality.108

Copy-right

2.39 A further source of protection for confidentiality was through the emerging law of ‘copy-right’. As is well known, the Statute of Anne 1710,109 which recognized a right to print and reprint books, was limited in scope to published works, reflecting the preoccupation of the Stationers with preventing the emergence of rival printers operating outside the guild once the Licensing Act110 had lapsed. As the problem raised in 1710 was that of preventing reprinting of printed works, the Act said nothing about unpublished works. But these issues soon came before the courts, generating a body of case law on so-called ‘common law copyright’.111 These cases need to be understood in three periods: first, the period prior to the King’s Bench decision in Millar v Taylor (1769);112 secondly, those in the period between 1769 and 1774, when the House of Lords decided Donaldson v Becket113 (rejecting the idea of common law copyright for published works); and, thirdly, the period after 1774.

2.40 In the period before Millar v Taylor,114 the courts recognized on a number of occasions that an author had a right to prevent publication of his or her unpublished work. The first of these was Webb v Rose, in 1732.115 Here, the plaintiff, William Webb, claimed the right to certain conveyancing precedents prepared by his father, the lawyer Richard Webb. The precedents, it seemed, were, by the time of the action, in the hands of Edward Rose and John Talbot, who had received them from Webb’s clerk, Robert Southern. William Webb was concerned that the defendants might attempt to publish the precedents, as there were already on the market works of this nature such as Bird’s The Practising Scrivener (to which it seems Richard Webb had himself contributed). Sir Joseph Jekyll MR granted an injunction, ordering that the precedents be delivered up to a Master to determine which were Webb’s and which Southern’s,116 and the Master found that 599 of 699 papers in Rose’s possession belonged to the plaintiff.117 At least one commentator has suggested that the matter was one concerning chattel rights over the manuscripts, and, while this is reflected in the Master’s decision, it is not clear why such rights would have justified an injunction against publication in the initial proceedings. For our purposes, however, it is worth noting that while the bill refers to the fact that the manuscripts had been ‘entrusted’ to Southern, and that publication would not only damage the value of the precedents but disclose the affairs of a great many families, nothing appears to have turned on this in the award of injunctive relief. The case is certainly not one in which the court purports to enforce confidentiality.

2.41 There is much less ambiguity as regards the basis of the reasoning in relation to the celebrated case of Pope v Curl.118 As is well known, in this case the poet, Alexander Pope, brought an action against the publisher Edmund Curl to prevent the latter publishing a volume of correspondence, Dean Swift’s Literary Correspondence, which included a host of letters between Pope and Swift. Pope’s bill,119 written by his friend William Murray (later Lord Mansfield), put the claim squarely, if surprisingly, in terms of an author’s rights under the Statute of Anne. Pope was granted interim relief, and when Curl sought to have the injunction dissolved, Lord Hardwicke LC refused to do so, continuing the injunction as regards letters written by Pope but not to him. Rather extraordinarily, Lord Hardwicke referred to the situation as one within the ‘grounds and intention’ of the Statute of Anne, and said he saw no reason why letters should be thought outside the Act (because the letters were not in some sense ‘learned works’). Moreover, he rejected the claim of the defendant that an author’s right was waived through the act of sending the letter. He admitted that the recipient might well be the owner of the paper on which a letter was written, but ‘this does not give a licence to any person whatsoever to publish them to the world, for at most the receiver has only a joint property with the writer’. Importantly, for our purposes, the Lord Chancellor does not ground his decision in the confidentiality of the letters, though his decision offers the possibility of confidential letters, as well as ones containing learning, being protected through ‘copy-right’.

2.42 Authorial rights in unpublished manuscripts were further recognized in a decision in 1741, Forrester v Waller,120 concerning unpublished law reports which had been lent out, and in 1758 in Duke of Queensberry v Shebbeare,121 concerning the Earl of Clarendon’s manuscript for the History of the Reign of Charles the Second, from the Restoration to the year 1667. Having written the manuscript some 33 years earlier, the Earl of Clarendon had left a copy with a publisher named Gwynne. The claimant was the descendant of the Earl of Clarendon, and the defendant had been granted the right to print the work by the descendant of the publisher. Lord Keeper Henley granted the injunction sought, observing that it could not be presumed that merely by virtue of giving a copy of a manuscript to a publisher that the recipient was to have ‘the profit of multiplying it in print’.

2.43 In the period following these cases, a distinct theory was developed that ‘copy-right’ existed not merely under the Act, but also at ‘common law’. Such arguments were developed chiefly on behalf of authors and publishers of works in which statutory rights had lapsed, in the hope of persuading courts to recognize continuing common law rights. As is well known, in 1769 in Millar v Taylor the publishers succeeded in establishing this claim to perpetual rights at common law before the Court of King’s Bench.122 This victory was, however, only a temporary one, being reversed by the House of Lords in Donaldson v Beckett.123 However, in the five-year gap between the two decisions, two other cases of significance (to us) were decided: Macklin v Richardson, and Cullen v Lowndes.

2.44 In Macklin v Richardson,124 the Lords Commissioners granted injunctions preventing the publication of a farce, Love a la Mode, which had been performed on a number of occasions but not published. The author of the farce, Charles Macklin, had only permitted a limited number of performances (and had negotiated hard over remuneration), and the evidence showed that after each performance he carefully collected up the playbooks. However, on one occasion the defendants sent one Gurney to attend the performance and take down notes of the dialogue, which they had begun to publish in the journal, Court Miscellany. Macklin sought an injunction and an account of profits. The claimant put the case in terms of the author’s property and his right to decide how it was exploited. The defence argued that cases such as Webb v Rose and Forrester v Waller were irrelevant, for here the audience had a right to take away whatever they wished from the performance ‘and make any use of it’. The Lords Commissioners made the injunction perpetual. Lord Commissioner Smythe was clearly of the view that even if the author was exploiting the work through performance he still retained the right, like any other author, to remuneration from publication of the work. No suggestion appears that the underlying wrongdoing was breach of trust or confidence.

2.45 In Cullen v Lowndes,125 Lord Apsley LC applied the principle in Macklin v Richardson to medical lectures given by William Cullen MD, Professor of Chemistry, at the University of Edinburgh in 1761. The publisher Thomas Lowndes was proposing to publish the notes of the lectures in the work, Materia Medica.126 Cullen’s bill of complaint recited that he had composed or compiled a course of lectures (‘with very considerable trouble and pains’), delivered them in the public school of the University, and that the lectures were attended by a great number of students from the University.127 Thereafter he had kept in his ‘custody, possession or power’ the manuscript thereof, hoping to have ‘peaceably and quietly have enjoyed his sole property therein’ and, should he choose to have them printed and published, to receive the profits from such exploitation. The bill complained that Lowndes had by ‘fraudulent and surreptitious means’ obtained a copy of the lectures and had them printed ‘with a view to unjustly defrauding [Cullen] of his property in the said lectures’. Lord Apsley LC granted an interim injunction until Lowndes provided an answer, and it appears that Lowndes submitted to the injunction.128 There is no record of Lord Apsley’s reasoning, but the case seems entirely consistent with the other unpublished work cases in this period. In due course, Cullen permitted Lowndes to publish the book.129

2.46 The House of Lords’ decision in Donaldson v Beckett,130 on 22 February 1774, might have cast doubt on these authorities. Their Lordships had famously held, by majority vote (22–11), that there was no (perpetual) common law copyright in a published literary work: once published, regulation of reprinting was wholly a matter for the Statute of Anne.131 This left unclear the position in relation to the rights in unpublished works, though in advising the House of Lords, the majority of judges appear to have recognized that such a right existed at common law.132 The vote in the Lords, however, might have been thought to support the views of the minority, who opposed the idea of a right in an unpublished work that was distinct from the chattel property. Had that been the case, one might have expected the emergence of a legal right of confidence earlier.133 However, as matters turned out, the judges continued to recognize rights in unpublished works even after 1774.

2.47 Indeed, the matter came before the courts almost immediately in the case of Thompson v Stanhope,134 on 23 March 1774. Here the executors of the Earl of Chesterfield sought to prevent publication of letters which had been sent to the Earl’s son, Phillip, and on his death had then vested in his wife Eugenia. Eugenia had transcribed the letters and, believing them to contain valuable education and guidance,135 she edited the collection for publication by John Dodsley. The executors sought an injunction on the basis that while the chattel property might belong rightly to Eugenia Stanhope, the right to control first publication passed to them. Lord Apsley LC agreed, granting the injunction until hearing (though recommending to the executors that they permit publication of any of the letters which was unobjectionable).136 He cited Webb v Rose, Forrester v Waller, Pope v Curl, and Duke of Queensbury v Shebbare, all authorities from before Millar v Taylor. No consideration seems to have been given to whether the Lords’ decision in Donaldson v Beckett was of significance.

2.48 An interesting aspect of the case, for our purposes, is the recognition that the author’s right might be used to protect the confidential quality of the letters. It appeared that Eugenia had been asked by Lord Chesterfield to return some of the letters he had sent to Phillip, which included appraisals of, or references, to other persons. In effect, it was being suggested that this amounted to authorization to publish the remainder, which were not confidential. Lord Apsley rejected that, thus reiterating the point made by Lord Hardwicke in Pope v Curl that the content of the letters, as opposed to their authorship, was not determinative. However, it was acknowledged that Eugenia had in fact made and kept copies of the confidential letters, and, though there was no suggestion that any of these would be included in the publication, Lord Apsley was particularly critical of her behaviour in so doing.137 Clearly, the Chancellor would have happily protected the confidentiality of those letters as far he could through ‘copy-right’.

2.49 It is in a Scottish case in the early nineteenth century that we first see the language of confidentiality, rather than property, used in relation to unpublished works. In Cadell v Stewart,138 the plaintiffs sought an interdict to prevent publication of Letters Addressed to Clarinda by Robert Burns, the Ayrshire Poet. Cadell claimed to have acquired the rights to Burns’ compositions. The recipient of the letters had consented to their publication by Stewart. The claimants based their claim on common law copyright in the unpublished poems, but reinforced it with the observation that it could ‘never be presumed to be the intention of an author, that his confidential correspondence should be published’.139 The defendant’s response is notable for the generality of its view that all questions of confidentiality and secrecy lay beyond the jurisdiction of the law:

It is equally incompetent in a court of law, to found an argument upon an alleged breach of confidence in the receiver of these letters, which resolves itself altogether into a question of morality. Whoever intrusts any secret, or makes any communication to another, commits himself in some measure to the discretion of his friend, and he can never hope, by means of a suspension and interdict, to prevent him from telling the secret.140

2.50 The Court found for the plaintiff. The report explains:

The ground upon which the Court seemed to pronounce was, That the communication in letters is always made under the implied confidence that they shall not be published without the consent of the writer, and that the representatives of Burns had a sufficient interest, for the vindication of his literary character, to restrain this publication.141

This is the first case where confidentiality appears specifically in the reasoning behind a decision to prohibit publication of an unpublished work. But it is notable that here confidentiality is recognized only as undermining any claim that publication has been permitted or that there was consent.142

2.51 Confidentiality appears explicitly in the context of letters in English case law in Perceval v Phipps, where the facts were somewhat more complicated (at least politically), and contested, than in the earlier letters cases.143 It was admitted that Lady Perceval had written a number of letters to a distant relative of hers, John Mitford,144 and that Mitford gave them to Thomas Adderley Phipps, proprietor of a paper called The News, who proposed to publish them. Lady Perceval sought to prevent this, on the basis that the letters were private and that she had not authorized publication. The Lord Chancellor granted interim relief, but when the defendants brought a motion to dismiss, the Vice-Chancellor dissolved the injunction.

2.52 The defendant’s answer claimed that Lady Perceval had authorized publication and that the letters had been placed by Lady Perceval with Mitford with a view to strengthening the (estranged) Princess of Wales’s case for better funding from the civil list.145 Moreover, in the circumstances, it was argued that publication was required to vindicate the allegations now being made by Lady Perceval against Mitford and Phipps that the letters were forged.146 Argument before the Vice-Chancellor challenged the breadth of copyright in unpublished works, suggesting that it might only apply to literary composition, as well as the scope of the rights entailed, suggesting that copyright was limited to publishing for profit. Counsel for the defendants made much of the unfortunate consequences that would follow if every letter written by a merchant, or every invoice, were regarded as an original composition.

2.53 The Vice-Chancellor was impressed by the first of these arguments, noting that the plaintiff’s bill had not indicated the nature or subject of the letters, nor that they were intended to be sold as a literary work for profit. The Court was of the view that copyright would only protect works of a literary character, and that while the letters from Pope to Swift might have been on familiar topics, they had such a character. Indeed, Plumer V-C hinted at the dangers of protecting confidentiality through the laws of literary property which, in his view, might justify publication by trustees in bankruptcy even where the content of the letters might be ‘very injurious to the Feelings of Individuals’.147 Moreover, in so far as the plaintiff claimed a second basis on which Equity might ground relief, namely, ‘confidence’, the Vice-Chancellor was not prepared to find such a basis outside contract or property. The injunction was dissolved, and Perceval left to her remedies at law.148

2.54 Perceval v Phipps was distinguished by Lord Eldon in Gee v Pritchard.149 This case concerns letter from Ann Gee to William Pritchard, who was the illegitimate son of Ann Gee’s former husband, William Gee, and who had been treated by both Ann and William Gee as if he were their son. Ann had written letters to Pritchard on various subjects, some of which, her bill alleged, were of a ‘private and confidential nature’. However, after the death of her husband, Ann Gee and Pritchard’s relationship became strained. Pritchard had announced in The Morning Post that he was going to publish a work, ‘The Adopted son, or Twenty Years at Beddington’, which would include correspondence, and Gee sought an injunction. This was granted by the Lord Chancellor and Pritchard now sought to have it dissolved.

2.55 Giving judgment, Lord Eldon indicated that, while sympathetic to the arguments of Pritchard’s counsel, the Court was bound by the decisions of Pope v Curl and Thompson v Stanhope.150 Those cases recognized some sort of property right in the sender sufficient to restrain publication of letters which they had written. Consequently, absent special circumstances, Gee had the right to restrain publication. Perceval v Phipps was distinguished as a case in which Lady Perceval’s behaviour supplied a reason for not interfering. Importantly, Lord Eldon did not regard Gee’s motives for seeking injunctive relief, to prevent emotional harm from publication, as relevant. As long as the action was founded in property, the action was available to protect such values:

I do not say that I am to interfere because the letters are written in confidence, or because the publication of them may wound the feelings of the Plaintiff; but if mischievous effects of that kind can be apprehended in cases in which this Court has been accustomed, on the ground of property, to forbid publication, it would not become me to abandon the jurisdiction which my predecessors have exercised, and refuse to forbid it.151

Confidentiality was not, of itself, a basis for the injunction, but it was an interest that the law indirectly protected.152

2.56 In Abernethy v Hutchinson,153 Lord Eldon was again asked to consider the relationship between property in unpublished works and confidentiality. In this case, the surgeon Sir John Abernethy brought an action to restrain the systematic publication in the (then) newly formed medical journal, The Lancet, of detailed accounts of the weekly lectures he had given to paying students at St Bartholomew’s Hospital. At the third lecture, Abernethy made clear his objection to the publication of the lectures, but the practice continued. The application was initially unsuccessful, being founded on copyright (‘property’) in the unpublished work, because Abernethy’s affidavit admitted that the lectures were not delivered from an existing written text (and the notes on which they were said to be based had not been produced). Lord Eldon declined, in those circumstances, to grant an injunction, indicating that the question of whether there could be copyright in such a work would first need to be determined in a court of Law.154 However, Lord Eldon indicated that an action might successfully be brought on the basis of breach of contract or breach of trust, and granted leave to bring a motion on that basis.155 Abernerthy (after some delay) accordingly amended his bill, and in June 1825 an injunction was granted. The Court took the view that while pupils might take notes for purposes of their own study, they were under an implied duty, in the nature of a contractual duty, not to publish their notes for profit. Consequently,

[A]s the lectures must have been procured in an undue manner from those who were under contract not to publish for profit, there was sufficient to authorise the Court to say the Defendants shall not publish.156

If the student could not publish for profit, for the defendants to do so ‘would certainly be what this Court would call a fraud in a third party’.157

2.57 Abernethy v Hutchinson was, in important respects, a breakthrough decision, because it recognized confidentiality as a distinct ground of intervention in a situation where ‘common law copy-right’ was assumed to be unavailable. In both Perceval v Phipps and Gee v Pritchard, the courts had specifically indicated that they were not intervening on the basis of confidence alone, but now Lord Eldon appeared to have changed his position. Confidence had gone from being incidentally protected to protectable in its own right.158 Moreover, the court was willing to extend the obligation to third parties who received the information. However, while the decision can thus be seen as an important extension, the reasoning is less than clear. The judgment can, and has been, read as based on implied contract alone—and indeed, in some respects this is the more satisfying basis, as it is difficult to treat educational lectures as intended to be confidential. In due course, too, the case would be re-assimilated into the domain of copyright in unpublished matter, when in Caird v Sime159 the House of Lords recognized that orally delivered lectures were protected even without a showing that the lectures were delivered from a manuscript.

Legal procedure

2.58 The protection of confidentiality was also recognized in the context of the development of rules relating to the giving of testimony and the disclosure of evidence. Here, for a while, at least, the courts took the view that confidentiality could justify a privilege against having to give evidence in a case; and even when the ability to claim privilege was recognized as one which had to give way to the needs of justice, the judiciary sought to find ways to minimize the damage incurred by disclosure. Indeed, there remains something of a continuing connection between some of the modern case law on confidentiality and the older rules relating to evidence.160

2.59 As is well known to legal historians,161 the idea that persons could be compelled to give evidence was developed in the early modern period (in the fourteenth century with the development of the Chancery sub poena) and extended to all civil cases by a statute of 1562–63.162 Following that shift, the question arose whether particular categories of person would be permitted not to testify, and whether certain documentation would not be required to be disclosed. The power to compel witnesses prompted the development of a range of immunity.163 For a start, the law adopted the position that those persons who were incompetent to testify, could equally not be compelled: Coke, for example, recognized the rule that a husband or wife could not be compelled to testify against one another.164 As for other circumstances, the courts seem to have recognized that it would be wrong to compel a person to give evidence where to do so would be a breach of honour or loyalty.165 It was on this basis, it seems, that the privilege of legal advisers emerged,166 and it is in this context that the obligation of employees to keep their masters’ secrets first finds recognition in the courts.

2.60 In Gray v Alport, in 1611,167 the Court of Exchequer held that a servant could not be compelled to give evidence against his master in an action for landing goods without paying custom. Although the two surviving reports of the case vary, according to one, Sir Lawrence Tanfield CB acknowledged that while there had been cases where servants had given evidence, they should not be compelled to do so ‘because their covenant is to conceal the secrets of their master’.168 The other surviving report states that it was regarded as ‘inconvenient and unreasonable that apprentices and servants, who are charged and perhaps sworn that they not disclose the secrets of their master, will be sworn against him to betray him upon a penal law’. Gray v Alport is notable, being evidence not merely of judicial recognition of confidentiality obligations between master and servant, but of a willingness to prioritize those obligations above what would today be categorized as the ‘interests of justice’.

2.61 The rule in Gray v Alport, of course, did not survive.169 The general claim to privilege based on duties of honour was flatly rejected in the Duchess of Kingston’s Case, where the House of Lords ordered Lord Barrington, a friend of the accused to disclose details of conversations he had held with the defendant170 (and Mr Caeser Hawkins, who had attended the Duchess as a medical person).171 Moreover, the limitations imposed on the operation of the privilege between barrister and client, in particular in the 1743 decision of Annesley v Anglesea to the effect that this privilege only covered ‘secrets relative to the suit’,172 must have rendered it clear that secrets revealed in the course of employment or confidential communications would not, as a general matter, be privileged. Indeed, such a view was clearly adopted in Wilson v Rastall in 1792.173 The case concerned a bribery action against Rastall, and at trial one of Rastall’s agents, W Handley, was a witness. Letters from Rastall to W Handley, which were potentially material (implicating both the defendant and W Handley), had been handed to Elizabeth Handley and in turn to B Handley, an attorney. B Handley had received the letters and held them in confidence, but not in his capacity as attorney, either for Elizabeth or W Handley, but at most as a ‘confidential professional adviser’. In the circumstances, B Handley was not required by the trial judge, Baron Thomson, to reveal the letters to the court. When the defendant was acquitted, the question arose as to whether there should be a retrial,174 on the basis that B Handley had not been acting as an attorney. Counsel for the defendant argued that privilege extended beyond attorneys, suggesting that the court should not order a close friend of a defendant to disclose details of confidential communications. The Court rejected the suggestion, as inconsistent with precedent. Lord Kenyon CJ held that privilege was ‘only allowed in the case of attorney and client’175 and Buller J, though sympathetic to the defendant’s plea, agreed:

The privilege is confined to the cases of counsel, solicitor and attorney; but in order to raise the privilege, it must be proved that the information, which the adverse party wishes to learn, was communicated to the witness in one of those characters; for if he be employed merely as a steward, he may be examined. It is indeed hard in many cases to compel a friend to disclose a confidential conversation; and I should be glad if by law such evidence could be excluded. It is a subject of just indignation where persons are anxious to reveal what has been communicated to them in a confidential manner … I take the distinction to be now well settled, that the privilege extends to those three enumerated cases at all times, but that it is confined to these cases only.176

2.62 Buller J clearly recognized the value and importance of confidence, and indicated a willingness that the law should prevent disclosures of confidential information in breach of such obligations. However, he held that precedent dictated that such information was liable to be disclosed compulsorily for the purpose of legal proceedings, unless it fell within the narrow category of information disclosed to an attorney in the context of acquiring legal advice.

2.63 In the early nineteenth century, further cases made clear that mere confidentiality of disclosure was not of itself a justification for non-disclosure.177 In Webb v Smith,178 an articled clerk was required to give evidence against his attorney in support of a claim against the attorney by a copying clerk for unpaid wages. The articled clerk objected to answering a question, on the basis that he was bound by the terms of his articles to keep his master’s secrets. Littledale J held that if the attorney had not specified that the information was confidential, and it did not relate to the clients of the attorney, then it could be disclosed. A general obligation of confidence did not prevent disclosure. In R v Thomas,179 evidence of the confession of the defendant, who was charged with stealing cattle, was admitted from a fellow prison-inmate despite the fact that the inmate had promised ‘it should go no further’. The obligation of confidence did not prevent the admission of the testimony. And in Greenlaw v King,180 ordering disclosure of certain documents in a Chancery action, Lord Langdale MR reiterated:

the cases of privilege are confined to solicitors and their clients; and stewards, parents, medical attendants, clergymen and persons in the most closely confidential relation are bound to disclose communications made to them.

2.64 Similar principles applied to commercial secrets.181 Thus, in Bovill v Moore (1815), a patent infringement case, Lord Eldon LC ordered that the plaintiff’s witness be permitted to inspect the defendant’s premises.182 Nevertheless, the courts continued to recognize the importance of confidentiality in two aspects of the way in which they handled these cases. First, disclosure or inspection of confidential matter would only be ordered where and in so far as it was necessary.183 So, for example, in Renard v Levinstein, a patent infringement action, the defendant was ordered to disclose the ingredients it used in its process, the court indicating that it was unnecessary for the defendant to disclose the proportions used.184 Similarly, in Russell v Crichton,185 the Court of Session allowed a number of nominated experts to inspect the defendant’s factory to see whether its secret process fell within the scope of the claimant’s patent, while simultaneously ordering the defendant’s nominees to inspect the plaintiff’s premises. Moreover, in Piggott v Anglo American Telegraph Co,186 an application for inspection was refused, Giffard V-C reiterating that inspection of the defendant’s premises was not a ‘matter of right’, and, given the detriment to the defendant’s trade secrets,187 it was for the plaintiff to establish that it had a serious case to be tried in relation to which such inspection was material. Second, the court would restrict the use to which the information so gleaned might be put. In Williams v Prince of Wales Life, etc, Co,188 Sir John Romilly MR explained:

On the other hand, it is not the right of a Plaintiff, who has obtained access to the Defendants’ papers, to make them public. The Court has granted injunctions to prevent it, and I myself have done so, to prevent a Plaintiff, a merchant, from making public information obtained under the order for production.

2.65 There are indications, too, that some early cases were heard in camera. In 1813, Lord Eldon heard a case concerning publication of private letters in private.189 Almost certainly, both parties consented to proceeding in this way, as in Re Lord Portsmouth, where Lord Eldon indicated that he normally held proceedings in camera in family cases, but that was with the consent of the parties.190 However, in Ogle v Brandling (1831),191 Lord Brougham LC ordered a hearing in camera (in a wardship case), even though the defendant objected. The first dispute over in camera proceedings in a case concerning confidentiality seems not to have occurred until 1874, in Andrew v Raeburn,192 when the Court of Appeal in Chancery heard an appeal concerning a case involving the publication of letters. Bacon V-C had heard the application for an injunction in private, and the Court of Appeal took the view that this was inappropriate on the facts, and that the issue could be tried without referring to the contents of the letters (or, in so far as that was required, by letting the judge read them). However, Lord Cairns LC was clear that if the effect of holding the hearing in public had been that the point of the action would have been undermined, the court should then hold the hearing in camera.193 Perhaps unsurprisingly, patent office procedures developed after 1852 made similar accommodations: the provisional specification was secret, so oppositions were structured so that the parties would be heard separately, and the opponent would not be shown the specification.194

Contract

2.66 In the eighteenth and early nineteenth centuries, the obligations of employees were as much a matter of status as contract. However, contract played an important role in the protection of commercial secrets, especially with respect to transactions between businesses—what today we would normally think of as assignments and licences. Trade secrets were, at least by the late eighteenth and early nineteenth century, being bought and sold for considerable sums. Indeed, there is some evidence of international licensing arrangements.195 The courts of law seemed to be relatively comfortable with granting financial remedies for breach of such contractual clauses.

2.67 English court records relating to cases from the early nineteenth century suggest that, long before the decision in Prince Albert v Strange,196 trade secrets were objects of commercial transactions from at least the mid-eighteenth century. As we have already noted,197 in the 1780s,198 the secret recipe for ‘Velno’s Vegetable Syrup’ was said to have been purchased from its originator in the 1780s for £6,000, before being bequeathed. Decades earlier (in the 1740s),199 the exclusive right to sell ‘James’ Powders’, a medicine for ‘Gout, Rheumatism, King’s Evil, Scurvy and Leprosy’, was granted to a book publisher (and the recipe disclosed, subject to further undertakings of non-disclosure). Another recipe for a medicine appears to have been sold in 1801 for £500, and, when the assignee went bankrupt, vested in the trustee in bankruptcy before being bought back by the bankrupt.200 In the following decade,201 a retiring dyer sold his business along with his ‘secret in the art of dying bombazeens, princes stuffs and other goods, which is known to himself and son-in-law, Samuel Portlock, only’ for £1,000. Around the same time, a veterinary surgeon who had developed remedies entered a partnership with a view to exploiting the remedy, and upon retiring four years later assigned his right and interest therein.202 These transactions, all of which featured in case law of the early nineteenth century, suggest that commercial secrets were commonly bought and sold, assigned, shared, and devolved.203

2.68 The contracts were often backed up with an agreement that in the case of breach the promisee (often the creator of the secret) should pay a substantial penalty.204 The legality of such a penalty depended then, as now, on whether the stipulated sum was a reasonable estimate of the actual damage that would occur.205 We have not located any cases where penalties were enforced, but there are a number where the jury estimated the damages award.

2.69 In Smith v Dickenson,206 Thomas Smith, a saddler in New Bond Street, had invented apparatus for girthing saddles, and agreed to disclose it to the defendant, as long as the latter did not take advantage of the communication on pain of a penalty of £1,000. The defendant did not honour the agreement, entering a caveat that would prevent Smith obtaining a patent. Smith then agreed that Dickenson could take out a patent in his own name on certain terms, including that the plaintiff would make all saddles under the patent. Dickenson did not honour that either, denying any knowledge of such a contract. Smith now sought £1,000 in an action for assumpsit. At the trial at the Guildhall before Lord Alvanley CJ, the jury found for the plaintiff and awarded £300 damages with the defendant agreeing to assign the patent to the plaintiff. Both parties challenged the verdict. According to Lord Alvanley CJ, the entering of the caveat was ‘an improper use made of the discovery’, and the defendant’s obtaining of a patent was ‘a continuation of the same fraud’. He rejected the argument that the plaintiff had waived his rights under the initial non-disclosure agreement. Heath J agreed that the second purported agreement was a sham and should be ignored. Rooke J likewise found for the plaintiff, holding the defendant to his disavowal of the second agreement.

2.70 In Seddon v Senate,207 Dr Edward Senate who had developed a medicine (so-called ‘Aromatic Lozenges of Steel’) sold to Farkas the rights to make the medicine, reserving an entitlement to one-third of the profits. Later, Farkas sold his rights to Seddon, and because Seddon sought the complete entitlement, Seddon and Senate also entered into an agreement, by way of deed, whereby Senate gave up (for £300) his entitlement to his portion of the profits as well as any other interest he might retain in the medicine. In due course,208 Senate started manufacturing the medicine, and Seddon sought relief. Seddon was refused immediate injunctive relief,209 and referred the dispute to the courts of law.210 There he succeeded before the King’s Bench. Argument turned largely on the fact that Seddon was not privy to Senate’s deed with Farkas, in which he had covenanted that he had ‘not discovered nor would disclose the art of making the said lozenges or their ingredients to any person; and that the defendant would not at any time thereafter, either by himself, or jointly with any other person or persons, prepare, utter, or sell … the said lozenges … under a penalty of 5,000l’.211 Thus the Court had to decide whether an equivalent term was included in the contract that had been made between Seddon and Senate for Seddon’s purchase of the right to a third of the profits from the sale of the medicine. The Court unanimously agreed that such a term was implicit in the language whereby the defendant sold ‘all other part or share, or proportions, right, title, interest, claim or demand whatsoever … to the said medicine’. Finding there to be a ‘manifest contravention’ of the contract, Lord Ellenborough CJ asked:

How can he be said to have conveyed all his right, title, and interest in the subject matter, if he retain the making and vending and the profits arising from the sale of any part of it?212

2.71 Le Blanc J and Bayley J both found that, given the express conveyance, there was an implied term that Senate would ‘not himself vend that for his own profit which he had agreed to sell and had sold to another’.213 Grose J reasoned, similarly, that the covenant was that ‘the whole of the thing bargained and sold should be the exclusive property of the vendee’,214 so that Senate was clearly in breach. It seems Seddon was awarded £100 in damages by a jury, and soon after obtained injunctive relief.215

2.72 These contracts were enforceable in courts of law, but what about in Chancery? Could a plaintiff obtain specific performance? In two cases in the second decade of the nineteenth century, Lord Eldon LC declined to award equitable relief to enforce agreements relating to commercially valuable secrets. These cases highlight that the courts were not then comfortable with treating secrets as if they were property.

2.73 In Newbery v James,216 Dr Robert James had developed certain cures for gout, rheumatism, and other ailments, some of which were patented, others not.217 In 1747, he entered to an agreement with Newbery, the plaintiff’s late father, concerning the exploitation of the medicines, under which he undertook to supply the medicines exclusively to Newbery, as well as to instruct Newbery as to how to make the medicines (in order to prevent the secret being lost), Newbery agreeing ‘not to discover or make known to any person or persons the secret, art or mystery’ of making the medicines. The agreement, initially for 21 years, was extended indefinitely in 1755, and an arrangement was made for it to cover ‘Analeptic pills’ for which no patent had been obtained.218 When Newbery senior died in 1767, his interest was bequeathed to the plaintiff, and when James died, in 1776, Robert Harcourt James continued to comply with the agreement, and on his death in 1801 his son, Robert George Gordon James, did likewise. When James refused to supply pills to Newbery junior, and threatened to reveal the secret of preparing the medicines, Newbery sought specific performance of the supply agreement and an injunction prohibiting disclosure of the secret. An interim injunction was granted, and James brought a motion to dissolve it. Lord Eldon did so, leaving Newbery to any rights at law (for breach of contract). In the case of the patented medicines, Lord Eldon doubted their secrecy, for ‘in order to support a patent, the specification should be so clear, as to enable the world to use the invention as soon as the term for which it has been granted is at an end’. As regards the ‘Analeptic pills’, Lord Eldon explained the problems with a court having jurisdiction over secrets that it could not itself know.

Either it was a secret or it was none. If a secret, what means did this court possess for enforcing its own orders? If none, there was no ground of interfering … [I]f the art and method of preparing [the pills] were a secret, what signified an injunction, the Court possessing no means of determining on any occasion whether it had or had not been violated?219

The Court did, however, order the defendant to keep accounts of what they sold.

2.74 In Williams v Williams,220 the plaintiff, John Williams,221 a vendor of eye medicine (and author of the book, New Observations on Diseases of the Eye and Ear; or Every Man His Own Oculist (1816)) was the father of the defendant. According to the plaintiff’s bill, as part of an agreement which anticipated the defendant would become a partner with his father, the father divulged the secret recipe for making the medicine and allowed the defendant to sell the medicine. However, the son had taken over the business, excluded the father, and divulged the secret to the third defendant, John Harris. The plaintiff sought specific performance and an injunction to prevent disclosure. The defendants alleged that, in fact, the secret had been disclosed to the son by his mother, who had obtained it from a third party. The injunction was granted, but on application by the defendants, was dissolved with respect to the trade secret. Lord Eldon began by saying he did not think that ‘the Court ought to struggle to protect this sort of secrets in medicine’.222 He explained that he thought the question whether ‘the Court in the exercise of its jurisdiction, to decree the specific performance of agreements, by restraining a party to the contract from divulging the secret he has promised to keep, … is a question that would require very great consideration’.223 In particular, he seems to have been concerned with the effectiveness of any relief: ‘[i]f the defendant has already disclosed the secret, the injunction can be of no use’.

2.75 The reports of Lord Eldon’s reasons in Newbery v James and Williams v Williams are not particularly easy to follow. It seems that four distinct considerations might have been motivating the Lord Chancellor.

2.76 First, he seems concerned to maintain the distinction between patents and trade secrets and to prioritize the policy of disclosure that informs patent law.224 In Williams v Williams,225 he notes that:

The Court is bound indeed to protect [these sorts of inventions] in cases of patents, to the full extent of what was intended by the grant of the patent, because the patentee is a purchaser from the public, and bound to communicate his secret to the public at the expiration of the patent.

2.77 There seems to be a concern (similar to that expressed by Plumer V-C in Canham v Jones226), that protecting confidentiality in these cases by granting injunctions (as opposed to leaving the parties with common law remedies) would conflict with the policy of patent law. On the facts of Newbery v James, at least one of the secrets seems to have been patented, and this would (in principle) have required full disclosure of how to make the medicine. Lord Eldon may well have been familiar with Lord Mansfield’s comments, in Liardet v Johnson, that James’ patent was invalid as not having sufficiently disclosed the invention,227 and, if so, this may have inclined him against giving relief.228 It would, after all, have seemed perverse to protect as a trade secret precisely the information the non-disclosure of which meant the patent was invalid. However, this cannot fully explain Newbery v James, and does not seem to have been relevant to Williams v Williams.

2.78 Secondly, the Lord Chancellor seems worried about the subject matter of the two actions—which could easily be characterized as ‘quack medicines’. It may be that, whatever he thought about the law protecting trade secrets, it should not be developed to protect these sorts of cures.229 Here we see recognition that secrecy and confidentiality are not necessarily to be valued in themselves, and that in some cases it can be socially harmful to protect such matter. If that was the thinking, the court would ultimately have found itself in the embarrassing position of having to decide which medicines were ‘quack’ and which ‘genuine’.230 Inevitably, this aspect of the reasoning did not survive—and as we have already seen, in Yovatt v Winyard,231 Lord Eldon LC himself granted an injunction in relation to a veterinary preparation.232

2.79 Thirdly, the Lord Chancellor seems preoccupied with procedural issues, in particular, whether the court can inquire into this sort of subject matter so as to establish the identity of the parties’ secrets without destroying the very subject matter. In particular, he seems doubtful about whether breach of an injunction prohibiting use of the invention could have been policed. Reflecting on these cases in 1825, Lord Eldon LC explained his concern with a secret being revealed in court and later ‘finding its way out of the doors at the bottom of the hall’.233 In due course, as we have noted, courts were willing to order defendants to disclose their processes and to allow inspection,234 and the Chancellor was already familiar with the idea of the court sitting in camera (at least with the consent of the parties). Overall, then, it is difficult to see in what way the problems of identifying whether there has been misuse of a commercial secret differed from those of discovering whether a defendant’s process of manufacture infringes a claimant’s patent.

2.80 Fourthly, in both cases the Lord Chancellor referred to doubts over giving specific performance to these sorts of agreements. It may be that this represents the real reason for his uncertainty.235 In Newbery v James, the plaintiff had sought specific performance of the supply agreement that required James to make and supply the medicine in certain form and on certain conditions, and the injunctive relief was ancillary to that claim. But the courts of Equity had recognized that they could not enforce agreements that required supervision, and, at this time, it was also thought that if it was not appropriate to enforce the contract in full, it was inappropriate to enforce one part of it by way of injunction: the whole matter should be one for a court of law.236 Moreover, a modern lawyer might rationalize the case on the principle that specific performance will not be ordered to enforce a contract for personal services, in Lord Justice Fry’s famous words, ‘lest they should turn contracts of service into contracts of slavery’.237 This is a rule based on public policy that was still developing in the early nineteenth century—indeed, Lord Eldon’s decision in Clarke v Price238 would later be viewed as an early authority supporting the rule.239 Similar concerns may have operated in Williams v Williams, which was put in terms of specific performance.240 If this was Lord Eldon’s reason for rejecting these motions, then it is not surprising that a different result occurred in Yovatt v Winyard241 (as there was no question of Winyard having to continue in Yovatt’s service).242

2.81 Specific performance (albeit of a very limited and peculiar sort) was, however, ordered in a trade secret case, Bryson v Whitehead.243 Archibald Bryson, a dyer in Spitalfields, had agreed to sell his business to John Whitehead and to divulge a trade secret, relating to the dyeing of bombazeens. The agreed sum was £1,500 for the business and £1,000 for the secret. Bryson agreed that he would not reveal the secret or practice as a dyer within 50 miles of Spitalfields for 20 years. After Whitehead had paid £1,000, he had second thoughts about the scope of the restraint. Bryson sought specific performance, and Whitehead argued that the contract was invalid as a restraint of trade. The Court ordered specific performance. However, in contrast with the situation in Newbery v James, the effect of so doing was that Whitehead was obliged to pay the outstanding sum of £1,500.244 In so holding, however, Sir John Leach V-C indicated that the law of restraint of trade would not prevent transactions such as this. He referred the terms of the deed to be drawn up by a master, but indicated that it should include a general restraint on non-use of the secret, and a geographically limited restrictive covenant on behalf of Bryson not to practice the trade of a dyer. He explained:

Although the policy of the law will not permit a general restraint of trade, yet a trader may sell a secret of business and restrain himself generally from using that secret.245

Inheritance

2.82 The issue of the protection of commercial secrecy also arose in the context of inheritance. In fact, trade secrets first appear in the published law reports in the context of disputes over inheritance. In Jenks v Holford (1682),246 Lord Nottingham LC was faced with a dispute between two son-in-laws over the estate of a ‘great chymist’. The claimant argued that he was entitled to sums that should have been advanced to his wife and, further, that there should be some allowance of £500 for ‘several receipts’ that the father had revealed to the defendant. The defendant argued that:

it was a scandal upon the custom of the city of London to make such receipts and trifles part of a citizen’s estate, especially such receipts as these, which for ought appears are only to make strong water.247

2.83 Such recipes were to be contrasted with ‘a new invention, for which a man has a patent, that none but himself for the space of so many years shall use the same; that may vest property’.248 Lord Nottingham agreed with the defendant and rejected the latter claim:

I will not so far countenance that these kind of receipts (which is only a piece of quackery, and serves only to cheat the people) as to put a value on them in Chancery. For aught I know, a receipt to make mince-pies or catch rats may be as valuable.249

2.84 Tipping v Tipping250 was an action relating to the distribution of the estate of William Tipping, a chemist, who had died intestate. Tipping’s lands descended to his male heirs, being two nephews,251 and Elizabeth, his wife, sought a share based on an unsatisfied marriage settlement (according to which her father and her husband-to-be each agreed to settle £3,500 on her). The two nephews countered that the money owing from William Tipping (as opposed to that from John Gage, the father) could be satisfied out of Tipping’s ‘very considerable’ personal estate, and sought an inventory and account of that estate. The question arose whether his widow, Elizabeth, had to include in that account the value of the secrets disclosed to her by her husband in relation to ‘Tipping’s Water’.252 Lord Macclesfield LC, declared that:

if the secret was imparted to her by her husband, then it became a matter of her own knowledge, part of her understanding, which could not be taken from her; but if she learned the art by finding the receipt after her husband’s death, or had the knowledge communicated to her by any servant, etc, then the executors would have the benefit of this receipt.253

2.85 Gradually, the courts were coming to accept the idea that they needed to give orders as to who was entitled to such a valuable asset. Tipping v Tipping was cited in Gibblett v Read,254 in which the children of a deceased printer of the St James’ Evening Post claimed to be entitled to a share in the newspaper. The issue that arose was whether such shares counted as personal property and so fell to be distributed to the children under the will. Lord Hardwicke LC held that it was ‘a very clear case’. Although, he acknowledged, it might ‘be difficult to define the various natures of property, yet it may, notwithstanding, be transmissible to representatives’. Consequently, the shares were part of the estate and Mrs Read, the mother, was accountable for the value of the shares at the testator’s death. In reaching this conclusion, the Lord Chancellor took as given the possibility that business secrets were personal property that could pass on death:

The case put of physical secrets or nostrums, where everything was carried on by the materials purchased after the testator’s death, and yet the nostrum is part of the personal estate of the testator … As to the argument, that others might have printed it as well as James Read or the defendants; so in the case of Tipping, if anybody had thought of his nostrum, as he had no patent, any discoverer might have sold it. But what is strong here is, its having been in partnership; and being so, there is a sort of secret in the business, and a certain expence in procuring intelligence. And it would be a deceit and a fraud on the parties if this Court did not consider things on the same foot as purchasers of a thing of this sort did.255

2.86 Lord Hardwicke accepted that because shares, like secrets, were treated as a valuable assets, so the law of inheritance should treat such matters as capable of forming part of the transmissible estate of a deceased.

D. The Significance of Prince Albert v Strange

2.87 Seen in the light of the preceding regimes of protection, Prince Albert v Strange256 can be appreciated for what it was: a minor step forward, rather than the foundational moment it has come to be seen as. Prince Albert v Strange was not the first time the law had protected confidentiality—not by a long way. Nor was it the first time that courts of Equity had done so. But the case reiterated, perhaps in more categorical terms, certain matters that had been suggested by Lord Eldon in Abernethy v Hutchison:257 that a legally enforceable duty of confidence might exist separately from a contractual duty (at least in courts of Chancery); and that, whether or not such a duty did exist, a recipient from a person who was under a contractual duty would themselves come under a duty not to use or further disclose the information.

2.88 Two years later, in Morison v Moat (1851),258 Prince Albert v Strange was relied on as an authority in a case in which an injunction was granted against use of a secret relating to the making of a medicine, ‘Morison’s Universal Medicine’.259 The background facts are somewhat complicated. In short, James Morison invented the medicine, which proved a huge success. He entered a partnership in 1830 with Thomas Moat to exploit the invention, the partnership to last 20 years. Morison revealed the secret to Moat, and the latter undertook not to disclose it (on pain of a penalty of £5,000). In due course, the partnership was expanded to include the two plaintiffs, sons of James Morison. After five years, Moat died, and his share of the partnership vested in the defendant, William Crofton Moat, and an agreement was entered whereby he would simply be a sleeping partner, but with no role in the business.260 When the partnership was finally dissolved in 1851, the defendant started to advertise that he would sell the medicine. The plaintiffs sought injunctive relief, claiming that they were the owners of the secret, and the defendant claimed that he had learned it as a partner and that it was a partnership asset. Turner V-C held that the secret was not a partnership asset,261 the partnership being one merely concerned with exploiting the medicine. Famously, Sir George Turner V-C observed:

That the Court has exercised jurisdiction in cases of this nature does not, I think, admit of any question. Different grounds have indeed been assigned for the exercise of that jurisdiction. In some cases it has been referred to property, in others to contract, and in others, again, it has been treated as founded upon trust or confidence, meaning, as I conceive, that the Court fastens the obligation on the conscience of the party, and enforces it against him in the same manner as it enforces against a party to whom a benefit is given the obligation of performing a promise on the faith of which the benefit has been conferred; but, upon whatever grounds the jurisdiction is founded, the authorities leave no doubt as to the exercise of it.262

2.89 He held that either Thomas Moat had revealed the recipe to his son in breach of the contract (and trust reposed in him), and that the defendant was well aware of the limitations,263 or that the defendant had acquired the secret ‘surreptitiously’. The claim that he was a recipient of the secret for value was rejected. Consequently an injunction was granted restraining the defendant from using the secret.

2.90 Morison v Moat, like Prince Albert v Strange, is an important case, though for different reasons. Like Prince Albert v Strange, it acknowledges a distinct action for breach of confidence, which, alongside property and contract, protects confidentiality. Like Prince Albert v Strange, it recognizes that liability can affect third-party recipients. More significantly, the case brings together the case law on trade secrets, with that on unpublished material (lectures and engravings), and treats them as part of the same stream of cases. This is not how the textbooks had hitherto treated these strands, and it drew into a single category material that had looked previously to be somewhat heterogeneous. The significance of this bringing together lay, almost certainly, with establishing a basis for liability for third-party recipients of trade secrets.

E. The Late Nineteenth and Early Twentieth Century

Property in unpublished matter

2.91 Whatever the advantages of the notion of confidence referred to in Prince Albert v Strange, the most remarkable feature of the century that followed the decision was how little the case was used or referred to. It was not that secrecy and confidentiality became interests and values that the law would not support—quite the contrary. Rather, it was simply that for most of that period the value of confidence found its protection elsewhere. One reason that the action for breach of confidence was hardly used in the second half of the nineteenth century was that, in many cases, the protection afforded by the common law ‘copyright’ in unpublished works constituted a much stronger regime. Thus, at least until 1912, when these rights were, it seems, assimilated into the statutory copyright regime, with one or two exceptions there was little need to bring the law of confidence into play.

2.92 The outflanking of confidence by ‘common law copyright’ for the second half of the nineteenth century must have seemed rather improbable after the House of Lords’ decision of 1854, Jefferys v Boosey.264 There Lord Brougham and Lord St Leonards appeared to rule against the existence of any ‘common law copyright’. Lord Brougham agreed that the right of the author before publication was ‘unquestioned’ but defined it in a way that reduced it to a chattel owner’s right in the physical manuscript, as opposed to a property right in an incorporeal ‘work’:

He has the undisputed right to his manuscript; he may withhold, or he may communicate it, and, communicating, he may limit the number of persons to whom it is imparted, and impose such restrictions as he pleases upon their use to it. The fulfilment of the annexed conditions he may proceed to enforce, and for their breach he may claim compensation.265

2.93 Having then discussed the possibility of a right after publication he concluded:

Thus, whatever may have been the original right of the author, the publication appears to be of necessity an abandonment; as long as he kept the composition to himself, or to a select few placed under conditions, he was like the owner of a private road; none but himself or those he permitted could use it; but when he made the work public, he resembled that owner after he had abandoned it, who could not directly prohibit passengers, or exact from them a consideration for the use of it.266

2.94 Lord St Leonards agreed with Lord Brougham’s view that ‘no common-law right exists after publication’,267 though the logic of his argument would suggest that the right that existed prior to publication was more limited than that recognized by Lord Brougham. This is because Lord St Leonards found compelling the analogy between unpublished invention and books, and treated the only right that existed prior to publication as the right to the composition ‘just as he has a right to any other part of his personal property’.268

2.95 The obvious reading of Jefferys v Boosey was that the only right which an author had prior to publication was the personal property right over the manuscript,269 the tangible entity, enforceable through the torts of detinue, trover, or conversion.270 However, that reading was not the one that came to be adopted.271 The speeches of Lords Brougham and St Leonards were cited on a number of occasions,272 but were read in a way which left untouched the notion of property right in the unpublished work. In part, this was possible because the decision (like that in Donaldson v Beckett in 1774)273 was by vote, rather than by reasoned ruling—and thus the authority of statements as to the existence (or not) of a right in unpublished work was left unclear. More significantly, the case was about rights (if any) of Boosey in a published work, so turned most clearly on interpretation of the Statute of Anne itself. As Lord Cranworth LC explained, the case concerned statutory copyright, ‘not the right to publish, or to abstain from publishing a work not yet published at all’.274 Consequently, the views of Lord Brougham and Lord St Leonards on the common law right could be disregarded as obiter.

2.96 A further reason for disregarding the views of the two Lords was that the position they took failed to account for long-standing authorities to the effect that an author had rights in relation to unpublished letters,275 unpublished engravings,276 and orally-delivered but otherwise unpublished lectures.277 These authorities were difficult, if not impossible, to square with an attempt to reduce ‘common law copyright’ in unpublished material to an extensive understanding of the rights of a person in their chattels. So, for example, it was clear that the recipient of a letter was the owner of the chattel property,278 but that the sender could, in most circumstances, rely on the common law right of property to prevent publication.279 Equally, it had been held that a lecturer could prevent publication of orally delivered lectures280 (at least where they had at some stage been reduced to writing): to pin the recipient’s obligation or liability on some claim that it violated a chattel property that the listener had never seen or touched was clearly stretching the conception of chattel property too far. A more obvious and coherent justification for these decisions rested on viewing the right of the author of an unpublished work as an incorporeal right in relation to the work, rather than a mere chattel property in the manuscript (if any). And this was exactly how the law developed.281

2.97 This is not the place to trace that history through the various cases, commentaries, and legislative reports.282 Along the way, however, a key decision of the House of Lords was given in Caird v Sime.283 In this case, Edward Caird,284 the Professor of Moral Philosophy at Glasgow University, sought to prevent publication of his lectures that he had given to students by Sime in pamphlets. Their Lordships found in favour of such a right, basing their reasoning in common law copyright or property in unpublished works. The Court held that it could not be denied that an author has a ‘proprietary right in his unpublished literary reproductions’, and that this right could continue even when the work was communicated to others.285 The key question was whether the ‘extent and degree of publication’ deprived him of the common law right, being a ‘communication to the public’, or rather whether the circumstances implied a limitation on how the material could be used.286 In the case of a speech to the world or a sermon in an open church ‘the mode and manner of publication negative … any limitation’.287 However, in the case of a lecture to students the aim is to help them learn, and reproduction of the lecture or ‘crib’ could undermine that goal, while permitting publication might lead lecturers not to communicate their ‘best and most original thoughts’.288 In the circumstances (Lord FitzGerald dissenting),289 their Lordships concluded while students could make use of the lecture ‘for their own information and improvement’, they could not publish it.290 Importantly, the House of Lords thus endorsed the idea of a property right in unpublished works, and recognized that that right could be retained even where the content of the work was widely communicated.

2.98 One consequence of the decision in Jefferys v Boosey,291 however, lay in a tendency to redefine copyright as ‘statutory copyright’,292 while accepting the existence of some sort of common law right vesting in an author that enabled that person to limit the circulation of the work.293 As Lord Cranworth LC had explained, the case concerned statutory copyright, not ‘the right to publish, or to abstain from publishing a work not yet published at all’.294 The tendency to distinguish common law rights from statutory ‘copyright’ (which applied largely to published works) led some to recognize that the scope of protection of the common law ‘property’ in unpublished material was much stronger than that afforded to statutory copyright in published works. Indeed, it became common to refer to the former as ‘property in unpublished matter’ rather than copyright.295 In so doing, curiously, the views of Erle J in Jefferys v Boosey came to be widely cited (even though Erle J had supported the notion of the common law right, and so would have found for Boosey).296 There he observed:

The nature of the right of an author in his works is analogous to the rights of ownership in other personal property, and is far more extensive than the control of copying after publication in print, which is the limited meaning of copyright in its common acceptation, and which is the right of an author, to which the statute of Anne relates. Thus, if after composition the author chooses to keep his writings private, he has remedies for wrongful abstraction of copies analogous to those of an owner of personalty in the like case. He may prevent publication; he may require back the copies wrongfully made; he may sue for damages if any are sustained.297

2.99 The effects of the extended understanding of common law copyright was to render explicit reliance on confidentiality unnecessary, even where the underlying interest at stake was the confidentiality of the information. The exact parameters of the law of confidence were as yet ill-established, but it was at least clear that the information must be confidential in some sense, and the defendant subject to some sort of obligation. Some of the limitations of confidentiality could be seen from Reuter’s Telegram Co v Byron.298 Here interim injunctive relief was sought by a telegram company against a former Australian agent which had subsequently set up in competition. The dispute focused on Byron’s use of cyphers or codes which Reuters had developed in cooperation with its customers. The cyphers indicated where the telegrams were to be sent, and thus reduced the length (and thus cost) of the telegrams. Byron had written to the customers alerting them to his service and informing them that he would utilize the same cyphers. Reuters claimed that this involved misuse of confidential information, but Byron said that there was nothing secret about these names. Jessel MR agreed, dismissing the motion. While recognizing that ‘[t]he Court will always restrain a man from publishing or divulging that which has been communicated to him in confidence’,299 that was not what was involved here. For one, Jessel MR had doubts that the cyphers were confidential: ‘this was not a confidential communication, because no harm would be done by disclosing it’. The value of the cyphers was not intrinsic, but purely as a cost-saving device. Moreover, Jessel MR was uncertain that breach of confidence extended to ‘use’ as opposed to disclosure:

The plaintiffs here do not seek to restrain the defendant from publishing anything, but from making use of knowledge acquired while the relation of principal and agent subsisted, after that relation has terminated. Now I am not aware of any authority in which this has been done in the absence of a contract express or implied.300

2.100 In contrast, the common law property in unpublished works came to be interpreted incredibly expansively. The scope of the subject matter of the common law right was developed in a bunch of cases concerned with letters and ‘news’. The letters cases quickly established that the literary quality of the unpublished material was of no significance, and Prince Albert v Strange implied that the common law right covered engravings. There Lord Cottenham LC had referred to the ‘property of an author or composer of any work, whether of literature, art, or science’301—thus making clear that there was no limitation of the right to literary or even artistic material. The requirement of fixation in writing was abandoned by the House of Lords in Caird v Sime.302 Moreover, the news cases took the matter further, implying that small gobbets of information might be protected. In Exchange Telegraph Co Ltd v Gregory & Co,303 the Court of Appeal held that an injunction had properly been granted to a telegraphic news agency with respect to so-called ‘tape prices’ or ‘tape quotations’ about the price at which shares were being sold on the stock exchange. The telegraphic agency provided these immediately to subscribers for a fee and later published them in a news sheet (The Stock Exchange News), which it sold. The defendant, who was not a subscriber (but was well aware of the terms of a subscription), appeared to have arranged to receive the tape prices from a subscriber and post them ‘up on boards and other places in his office’. Mathew J awarded an injunction against the defendant copying the information that had been published in The Stock Exchange News, from obtaining copies of the unpublished material from subscribers and thus causing them to breach their contracts with the plaintiff.304

2.101 The Court of Appeal had no qualms about condemning the business ethics of the defendant (despite the fact that he appeared to have been excluded from the subscription service for reasons which were not entirely clear). Lord Esher MR said:

This information—this collecting together of materials so as to give knowledge of all that has been done on the Stock Exchange—is something which can be sold. It is property, and being sold to the plaintiffs it was their property. The defendant has, with intention, invaded their right of property in it, and he has done so surreptitiously and meanly.305

2.102 The Court took the view that the defendant’s acts were either a violation of the common law right (prior to publication of the newspaper), or violation of the statutory copyright, and that acquisition necessarily involved the tortious act of inducing breach of contract. According to Rigby LJ, the telegraphic information was ‘written matter, and it is the property of the persons who have paid for, and are using, the information which has been collected for them’.306 The objection that stock exchange data did not fall within the concept of ‘literature’ was rejected, Rigby LJ observing that it fell within that notion, as understood in the decided cases.307

2.103 If the extension of the action to cover information as such seems (in retrospect) surprising, there were some who thought that the scope of the common law right in unpublished matter was broader still, and could encompass unpublished inventions. Thomas Webster, the famous barrister, for example, represented to the 1871 Select Committee on Patents that:

People have property in their inventions, so long as they keep them secret, as they have in pictures and lectures.

He cited Abernethy v Hutchinson308 and Prince Albert v Strange309 as the grounds for such a proposition.310 Whether a court would have been willing to go that far, however, is difficult to say.311 Some commentators doubted that there was any common law protection of ideas.312

2.104 Whatever the exact extent of the domain of the common law action for misuse of unpublished material, it is clear that it had other advantages over confidentiality. Most obviously, there was no limitation, on its face, to ‘confidentiality’.313 The common law property would be held to exist as long as the work was not unconditionally published, so that the author could retain the right even while exploiting the work by performance,314 through lecture,315 exhibition,316 or restricted circulation of printed copies.317 There was no need for originality (or anything amounting to personal expression).318 Indeed, common law property came to protect material as mundane as cricket scores and racing results—not merely those laboriously compiled,319 but also simple and short accounts telegraphed or telephoned from one place to another.320

2.105 Moreover, with the common law property right there was no need for an obligation of confidence, nor even for damage. Infringement of the common law right came to be viewed as a matter of strict liability,321 and applied not just to duplication of the words or expressive form.322 There were few exceptions to this phenomenally restrictive right.323 Importantly, too, the rights were transferable,324 could survive death,325 and may even have been enforceable by licensees.326

2.106 Even if the scope of the common law ‘property’ in relation to unpublished works was so broad as to leave little scope for the operation of an independent action for breach of confidence, that does not mean that the very same case law did not recognize the value of confidentiality. It did. In particular, the ‘letters’ cases highlight the important function of protecting confidence. For example, in Earl of Lytton v Devey,327 a case in which an injunction was granted preventing the publication of Lord Lytton’s letters, Bacon V-C explained:

It would be strange, indeed, if, because a man writes to another a confidential communication, that other has a right to publish it to the world. It is a matter between themselves. It would be neither just, nor right, nor lawful, that any publication of these communications should be made.328

2.107 Likewise, in Macmillan & Co v Dent,329 which concerned a dispute over who had the rights to publish the letters of the deceased author, Charles Lamb, Fletcher Moulton LJ recognized that confidentiality might constitute a separate and distinct ground of objection from the common law right.330 Although common law rights in an unpublished work would usually outflank breach of confidence, there were a few exceptional cases of overlap where cases were decided on the basis of confidentiality. One of these was the Irish case of Turner v Robinson in 1860.331 Here the claimant was the bailee of a painting, which he had been permitted by its owner to have engraved and to exhibit in order to gain subscriptions for the engravings. The defendant had attended the exhibitions and arranged an identical scene, from which he made certain photographs. The photographs reproduced the arrangement, and colouring, of the painting. The claimant sought to prevent sale of the photographs, and Smith MR, in the Irish Rolls Court, granted relief. Reviewing the English authorities, the Master of the Rolls took the view that there was a right at common law to prevent publication of an unpublished work, and the key question was whether this right had been lost by exhibition of the picture at the Royal Academy, in Manchester or by the claimant in Dublin. Smith MR took the view that this depended on whether the exhibition was unconditional, or whether limitations existed on the making of copies. Based on his own researches, he found that none of the exhibitions had been unconditional, but on objection being made to his reliance on information that had not been put in evidence by the parties, he referred that question to the Master. On appeal, the Irish Court of Appeal in Chancery affirmed the award of the injunction on the basis of breach of contract or confidence (thus avoiding the need to examine the question of publication at all). The contract or confidence arose from the fact that defendant knew the purpose of the exhibition and the limitations on what was permissible. But this was an exceptional case where it proved convenient to rely on contract or confidence.

Copyright Act 1911

2.108 The significance of the so-called property in unpublished works, however, was not to last, and confidence would come to do much of its work. In 1911, the Copyright Act codified the existing law, placing both unpublished and published works on the same, statutory, footing (and abolishing common law rights going forward). The effect was to formalize the scope of copyright in unpublished works and to link it more directly to copyright in published works, the case law in relation to which drove developments. Only in one or two situations, as with the characterization of when a dealing with a protected work was to be treated as ‘fair’, would the status of the work as unpublished rather than published come into play.332 Importantly, while the 1911 Act abolished ‘common law copyright’, the legislation explicitly provided that the law of confidence was unaffected.333 Section 31 declared that:

No person shall be entitled to copyright or any similar right in any literary, dramatic, musical, or artistic work, whether published or unpublished, otherwise than under and in accordance with the provisions of this Act, or of any other statutory enactment for the time being in force, but nothing in this section shall be construed as abrogating any right or jurisdiction to restrain a breach of trust or confidence.

2.109 What did the legislature have in mind when it referred to ‘breach of trust or confidence’? One commentator equated the notion with contractual rights to restrain publication,334 observing that after the Act ‘their importance has greatly increased, as they are available in cases where there is no copyright’. The author predicted that, after 1912, the courts would ‘imply a contract sufficiently wide to prevent all acts which would have been breaches of the Common Law right before The Copyright Act 1911’.335 In effect, the legislature gave the green light to judicial development of the action to make up for any reduction in the protective operation of copyright. Cases such as Exchange Telegraph Co Ltd v Gregory & Co336 and Exchange Telegraph Co Ltd v Central News Ltd337 were proposed as examples of situations that could be treated as ones of implied confidence.338 Looking back, Bill Cornish even goes so far as to characterize the duty of confidence developed after 1911 as the ‘modern derivative’ of the common law action for copyright in unpublished works.339

2.110 Copyright, however, continued to be a useful basis for enforcing confidence in the decades before the Second World War. In British Oxygen Co Ltd v Liquid Air Ltd,340 Romer J awarded an injunction against the defendant, a competitor of the plaintiff, preventing the latter from ‘publishing, printing, circulating or exhibiting’ infringing copies of a letter that the plaintiff had sent to one of its customers,341 as well as delivery up of the letter. In Doyle v Wright,342 the court enjoined Sydney Wright from authorizing publication of a manuscript which had been sent confidentially to him from the author Sir Arthur Conan Doyle. The manuscript contained Doyle’s predictions for the end of the world, and some parts had been the subject of an article in the Sunday Express. The action, which resulted eventually in a damages award against Wright, was based on copyright rather than breach of confidence (as it clearly might have been). In Tett Bros Ltd v Drake & Gorham Ltd,343 the claimant succeeded in an action for damages for wrongful publication of a letter it had written to one of the defendants on the basis that the defendant had photostatted the letter and thereby infringed copyright, but not confidence because there was insufficient evidence that the letter had been written in confidence. The letter had not been marked private and confidential, and the content, though ‘indiscreet’, did not alert the recipient to its confidentiality. In Tillett v Cosmopolitan Press,344 an injunction was awarded preventing the defendant from publishing sections of the claimant’s confidential trade circular, but the reasoning was based on copyright law not confidentiality. Where copyright could do the work, it seems, both counsel and the courts preferred it as a basis for claims. There was a distinct lack of confidence in the law of confidence.

Contract and tort

2.111 Where ‘property’ in unpublished matter was an insufficient basis for protection of confidentiality, contractual protection might often do. Already important in the early nineteenth century, the reliance on contract to protect confidential information became even more clear in the late nineteenth and earlier twentieth century. The relationship between confidentiality and implied contract is particularly apparent from the six editions of Kerr on Injunctions issued between 1867 and 1927.345 While the first four editions rely on Morison v Moat for the proposition that the court will exercise its equitable jurisdiction to restrain breach of confidence by fastening an obligation on the conscience of the party, the fifth and sixth editions (from 1914 and 1927) see the basis of the action as contractual:

In all cases where a confidential relationship can be shown to exist, the Court implies a contract on the part of a person who has derived any confidential communication through the relationship, that he will not use the information to the detriment of the person from whom he received it … The obligation extends to those who have acquired the information at second hand from such persons.

2.112 Orthodox contractual principles, such as intent to create legal relations, privity and so on, seem to have been regarded as dispensable in the special case of confidential disclosure. Such protection was reinforced by (i) a generous attitude towards restraints on trade designed to protect confidential information; (ii) a willingness to find implied contractual terms of confidentiality; (iii) a willingness to award injunctive relief to prevent breach of such obligations; and (iv) the development of the tort of ‘inducing breach of contract’. With this growth in potential, contract became a vital mechanism for protecting confidentiality.346 As with common law rights in unpublished works, the courts recognized the ‘value’ of confidence, but protected it through a mechanism that had not been specifically developed to that end.

Restraint of trade

2.113 The judicial recognition of secrets as valuable interests continued through the recognition (which began in Bryson v Whitehead347) that on sale of such assets, a vendor’s contractual undertaking not to use or disclose the secret was inevitably reasonable under the restraint of trade doctrine. This was extended further in Leather Cloth Co v Lorsont,348 and Hagg v Darley,349 where Bacon V-C held it reasonable to reinforce a non-disclosure term with a general restraint on trade (of the sort at that time regarded as illegal) in cases of sale of secrets. Such clauses were reasonable in such cases to ensure the vendor got the best price for the secret.350 In Maxim Nordenfelt Guns and Ammunition Co v Nordenfelt,351 Bowen LJ went further, stating that ‘[s]ales of secret processes are not within the principle or the mischief of restraints of trade at all’.

2.114 The House of Lords’ decision in Maxim Nordenfelt effected a more general liberalization, allowing the imposition of ‘general restraints’ (previously distinguished from partial restraints), so long as they were reasonably necessary for the protection of the beneficiary of the restriction.352 In cases of outright sale of businesses, or secrets, such covenants were reasonable. But, such covenants would not be regarded as reasonable when imposed on employees, unless they were necessary to protect the employer’s interests. Importantly, the courts quickly concluded that one such interest was the employer’s trade secrets.353 As Farwell said, writing in the Law Quarterly Review in 1928, ‘no man is entitled, apart altogether from any covenant, to disclose to another the trade secrets of his employer’.354 Trade secrets he defined as covering secret processes, but also in some circumstances secret commercial information relating to trade connections (such as customer names).355 As the rules on restraints of trade developed over the first decades of the nineteenth century, generally in a way that limited restrictions that could be imposed on ex-employees, the protection of confidential information and trade secrets constituted one of the few ways in which such clauses could be justified.

Implied contract

2.115 Moreover, in this era (perhaps as a reaction to the Judicature Acts) the courts seemed to become increasingly willing to recognize implied contractual obligations of confidentiality. Typically these arise as part of contractual relations, such as purchase of services or employment. In Pollard v Photographic Co,356 Mrs Pollard was photographed at the defendant’s shop for £7. The defendant made Christmas cards bearing her image and exhibited them in his shop window with a view to sale. Pollard sought to restrain such sales and exhibition, and the defendant denied any rights in one’s image and claimed he owned copyright. North J found that the contract contained an implied term of confidentiality:357

The object for which he is employed and paid is to supply his customer with the required number of printed photographs of a given subject. For this purpose the negative is taken by the photographer on glass; and from this negative copies can be printed in much larger numbers than are generally required by the customer. The customer who sits for the negative thus puts the power of reproducing the object in the hands of the photographer: and in my opinion the photographer who uses the negative to produce other copies for his own use, without authority, is abusing the power confidentially placed in his hands merely for the purpose of supplying the customer; and further, I hold that the bargain between the customer and the photographer includes, by implication, an agreement that the prints taken from the negative are to be appropriated to the use of the customer only.

North J added that the defendant’s actions involved ‘a gross breach of faith’, in as much as the public display of the photographs, which had been commissioned for her own (presumably private) use, was such as to shock ‘a lady’s feelings’.358

2.116 The reliance on implied contractual duty became a matter of course in the case of employees. In key cases at the end of the century, obligations of ‘good faith’ were repeatedly implied in to employment contracts, before being held to have been breached through copying lists or disclosing information to a new employer,359 or by attempting to obtain patent protection. In one decision, in which an employee had copied drawings of steam engines, the court grounded the implied term in a finding that there was a confidential disclosure:360

where the court is satisfied of the existence of the confidential relation, then it at once infers or implies the contract rising from that confidential relation.

2.117 Contract had become the legal expression of confidence. In fact, by the end of the 1930s, Lord Greene MR appeared to speak out against any suggestion that the obligation was founded other than in contract. In Vokes Ltd v Heather,361 he stated that:

[t]he introduction of equitable principles, apart from contract, into relationships of this kind is a thing which I think should be, in general, repudiated. The contract is there, and it is sufficient to define by express words or necessary implication what the obligations of the parties are.

Injunctions

2.118 A third aspect of contractual relief which proved important was the willingness of the courts to award injunctive relief. Doubts had existed about the availability of such relief in the first half of the nineteenth century.362 While the courts acknowledged that they would not give specific performance of employment contracts, it was less clear whether negative stipulations could be enforced. This question was confronted in the famous case of Lumley v Wagner,363 in which Benjamin Lumley, the proprietor of Her Majesty’s Theatre, Haymarket, obtained an injunction to prevent the singer Johanna Wagner who was contracted to perform for three months at Lumley’s theatre (and not elsewhere),364 from working for his competitor, Frederick Guy, at the Royal Italian Opera in Covent Garden. Lord St Leonards overruled existing authority, in particular Kemble v Kean,365 where Shadwell V-C had refused to grant injunctive relief preventing a performer who had contracted to work for the plaintiff, and not any other theatre, from working at the Drury Lane Theatre. According to Lord St Leonards, Shadwell V-C had misunderstood Lord Eldon decisions on the topic, and had in fact distinguished them in another case where he awarded an injunction, Rolfe v Rolfe.366 Accordingly, Lord St Leonards held that a Court of Equity:367

will not suffer [the parties] to depart from their contracts at their pleasure, leaving the party with whom they have contracted to the mere chance of any damages which a jury may give.

2.119 Potential impediments to enforcing confidentiality obligations—such as the fact that the damage was often emotional and that there was no proprietary interest at stake—were brushed aside. In Pollard v Photographic Co,368 for example, reviewed above, the defendant argued that there could be no injunction as there was no property right. North J, appealing to case law such as Yovatt v Winyard,369 rejected the contention:

Where a person obtains information in the course of a confidential employment, the law does not permit him to make any improper use of the information so obtained; and an injunction is granted, if necessary, to restrain such use; as, for instance, to restrain a clerk from disclosing his master’s accounts, or an attorney from making known his client’s affairs, learned in the course of such employment. Again, the law is clear that a breach of contract, whether express or implied, can be restrained by injunction. In my opinion the case of the photographer comes within the principles upon which both these classes of cases depend.

Inducing breach of contract

2.120 Where a contractual relationship could be identified, the courts in the late nineteenth century seemed happy to find liability of third party recipients on the basis of the tort of inducing breach of contract.370 The seminal development was the 1853 decision in Lumley v Gye,371 a decision which Holdsworth characterized as adding a new chapter to English law.372 As is well known, in this case the theatre operator Benjamin Lumley sought damages against his competitor who had sought to acquire the services of Johanna Wagner, who was contracted to perform for three months at Lumley’s theatre (and not elsewhere). The Court of Queen’s Bench, by a majority,373 found for Lumley. According to Crompton J,374 in the majority:

it must now be considered clear law that a person who wrongfully and maliciously, or, which is the same thing, with notice, interrupts the relation subsisting between master and servant by procuring the servant to depart from the master’s service, or by harbouring and keeping him as servant after he has quitted it and during the time stipulated for as the period of service, whereby the master is injured, commits a wrongful act for which he is responsible at law.

2.121 Moreover the principle was applicable not just to servants strictly so-called but was applicable to:

all cases where there is an unlawful and malicious enticing away of any person employed to give his personal labour or service for a given time under the direction of a master or employer who is injured by the wrongful act; more especially when the party is bound to give such personal services exclusively to the master or employer; though I by no means say that the service need be exclusive.375

2.122 After a period of uncertainty,376 in 1893, in Temperton v Russell,377 the doctrine was held applicable beyond contracts concerning personal services. Moreover, the House of Lords in Allen v Flood clarified that there was no need to demonstrate malice in the sense of an ‘evil motive’; it was only necessary to show that the defendant ‘wilfully and knowingly procured a breach of contract’.378 As Lord Macnaghten explained three years later, the basis of liability was ‘violation of legal right committed knowingly … if there be no sufficient justification for the interference’.379

2.123 The relevance of the case for the protection of confidentiality may not have been immediately obvious, but at the end of the nineteenth century its significance became clear. For the action for inducing breach of contract offered a basis for seeking injunctive relief to prevent a third party approaching a confidant, at least in cases where the confidant was under a contractual obligation.380 While English law rejected the idea of an action for unfair competition (similar to those in France, and newly enacted in Germany), it had gone some way to achieving a similar end.381

2.124 We have already noted that in Exchange Telegraph Co Ltd v Gregory & Co the action was one of the three grounds on which the defendant, Gregory, was prevented from publishing stock-market data obtained from subscribers whose contracts, he was aware, prohibited the disclosure: the order, approved on appeal, enjoined him from ‘continuing to induce any subscriber … to supply … the said information’.382 Two years later, in Exchange Telegraph Company, Ltd v Central News Ltd,383 the Exchange Telegraph Company brought an action to enforce its rights in information about horse-racing results. Suspecting that the defendant had been taking information supplied to Exchange Telegraph subscribers and disseminating it to its own subscribers, the claimant laid a series of traps by deliberately sending erroneous information, and correcting that information moments later. The evidence revealed that the defendant’s service repeated the errors and corrections, and thus provided convincing proof that the source of the defendant’s material lay with them. Counsel put the claim on three bases: the common law right in unpublished material (citing Caird v Sime);384 the court should restrain ‘the defendants from availing themselves of a title arising out of a breach of contract or confidence’ (citing Prince Albert v Strange);385 and inducing breach of contract. Stirling J, granting relief, relied on the third ground, that the information was ‘acquired from or through some subscriber to the plaintiffs, with knowledge or notice on the part of their manager that it was acquired contrary to the terms imposed on the plaintiffs’ subscribers’.386 The injunction prevented Central from ‘surreptitiously obtaining or copying’ any information from the plaintiffs’ tapes and from ‘communicating the information so obtained’ to its own subscribers.387

Contract appraised

2.125 The prevalence of contractual analysis during this era is illustrated by the fact that the inter-war years saw three decisions on confidentiality that went to the House of Lords—all conceived in contractual terms: Mustad, O & Sons v Dosen;388 Mechanical and General Inventions Co Ltd v Austin;389 and British Industrial Plastics Ltd v Ferguson.390 Mustad, O & Sons v Dosen was a straightforward case of an alleged breach by an ex-employee who was bound by a contractual duty of confidence—the key question being whether the publication of the invention as a result of the plaintiff’s patent application brought that duty to an end. The House of Lords thought it did.391 In Mechanical and General Inventions Co Ltd v Austin,392 the plaintiff, inventor of a system of fittings for cars with ‘sunshine roofs’ brought an action for damages against the defendant for breach of an implied contractual duty of confidence. The basis of the alleged duty was that the plaintiff had showed the defendant various documents (including its provisional patent application) with a view to interesting the defendant in entering a licence agreement. Apparently the defendant had used the information and made its own patent application, and exploited its version of the roof system. The jury had found there to be an agreement of confidentiality and had awarded £35,000 damages, but on appeal the Court of Appeal had substituted an award of nominal damages. The House of Lords restored the jury’s decision, on the basis that it could not be said there was no evidence from which it could so have concluded. For our purposes, however, what is of interest is that the arrangement was conceived of in contractual terms. Finally, in 1940, the House of Lords decided British Industrial Plastics Ltd v Ferguson,393 a case on ‘inducing breach of contract’. Here the plaintiffs, manufacturers of plastic powders for use in moulding, were the former employers of Stephen Doherty, who had worked as the works manager. On departure, Doherty signed a ‘leaving agreement’ undertaking not to ‘interest himself directly or indirectly in the manufacture or sale of certain chemicals’ which related to the constituents of the plaintiff company’s process. After two years, Doherty wrote to the defendant company, which had been trying to make plastic of a similar type to the plaintiff. The defendant company referred Doherty to its patent agent, and, on discovering that the processes he disclosed were patentable, both decided to employ him and to apply for the relevant patents. The plaintiffs brought an action against Doherty for breach of contract, and against Ferguson for inducing breach. The plaintiffs were awarded damages to the tune of £15,000 against Doherty, but the action against Ferguson failed. Porter J held that Ferguson did not ‘know’ that the process belonged to the plaintiffs, rather than Doherty, because of their wrong-headed belief that such ownership was incompatible with the process being patentable.394 As a consequence, Ferguson did not knowingly induce the breach of contract. The Court of Appeal and the House of Lords affirmed the finding, holding that the question of knowledge was one of fact for the court of first instance.395

Statutory duties and criminal regulation

2.126 The period from the mid-nineteenth century onwards also witnessed the creation of a series of statutory obligations of non-disclosure and associated criminal liabilities. Two examples of duties of non-disclosure appear in the Succession Duty Act 1853 and the Alkali Act 1863, and both reflect the increasing involvement of the State in private and business affairs. The Succession Duty Act imposed duties of disclosure of documents to the Commissioners of taxation, but imposed on the commissioners a corresponding duty not to disclose the information other than for the purposes of the statute.396 The Alkali Act gave inspectors power to inspect alkali works, and imposed a duty on the owners of the premises to supply a plan, which the inspector was required to keep secret.397 In the same year a statutory offence was also created in the Telegraph Act 1863.398 According to section 45 any person who ‘improperly divulges to any Person the Purport of any Message’ was to be liable for a penalty not exceeding £20. The legislature thus, in a piecemeal way, seemed increasingly to recognize the importance of confidentiality.

2.127 The first generalized set of secrecy provisions was the Official Secrets Act, passed in 1889.399 This is usually said to have been prompted by leaked details to a newspaper of a secret treaty with Russia by an employee at the Foreign Office, Charles Marvin, in 1878.400 Marvin was prosecuted for larceny, under section 30 of the Larceny Act 1861, and the charges foundered when it appeared that he had merely memorized or copied the relevant documents, rather than having taken possession of them.401 A decade later, the Act was passed, creating two sorts of offence: one relating to ‘acting as a spy’ (in relation to a place belonging to the Crown); and the other relating to ‘breach of official trust’. Ultimately, the Act was repealed and replaced with the notorious Official Secrets Act 1911.402

2.128 A second general piece of legislation which had significant implications for persons acting in breach of confidence was the Prevention of Corruption Act 1906.403 This Act was a response to a general concern that emerged over the taking of bribes, in particular by commercial representatives. However, it was quickly used in relation to bribes given to employees to induce the disclosure of trade secrets.404 Albert Crew, in his commentary, The Law Relating to Secret Commissions and Bribes,405 lists seven cases between 1909 and 1912 involving the disclosure of secrets. In one, the managing director of a Swiss chemical manufacturer offered money to employees of a British company to disclose secrets relating to the making of silica: he was sentenced to six months’ hard labour at Newcastle Assizes.406 In another, a German was fined £50 for trying to obtain, by bribing employees, the secret processes of printing velvet possessed by a Leeds company.407

F. Post-War Development of the Modern Action

The rise of non-contractual confidence: Saltman, Argyll, Seager, and Coco

2.129 Unquestionably, the single most important development for the modern law of confidence was the Court of Appeal decision in Saltman Engineering Co Ltd v Campbell Engineering Co Ltd.408 There were three plaintiffs, Saltman, Ferotec, and Monarch Engineering. Saltman was a manufacturer of hole punches, and Ferotec was commissioned by it to produce certain drawings of designs for tools for use in the manufacture of hole punches. It was intended that Monarch would make the tools, but Ransom, a director of Monarch Engineering, gave the drawings to Campbell to make the tools. Campbell not only made the tools, but began to make hole punches. The claimants argued this amounted to breach of contract, breach of confidence, conversion, and infringement of copyright.

2.130 Vaisey J found in favour of the defendant. The judge found that the plaintiffs had failed to prove a contractual or other relationship with the defendant, or to establish ownership or infringement of copyright. The reason for this was that Ransom operated for various companies, not just Monarch Engineering, and the plaintiffs had failed to prove that the transaction with the defendant was with Monarch. Having found the contract unproved, Vaisey J found the claim in confidence equally unsustainable. With respect to copyright in the drawings, Vaisey J concluded that the defendant merely did what it was authorized to do, ie, make the tools with which the hole punches were made.

2.131 On appeal, the Court reversed. Although the Court expressed doubts about Vaisey J’s finding that there was no contract, it based its conclusion on breach of confidence. Lord Greene MR (with whom Somervell LJ and Cohen J agreed) observed that ‘the obligation to respect confidence is not limited to cases where the parties are in contractual relationship’.409 He said the principles were established in a number of cases, which it was not necessary to refer to, one of the more famous being Morison v Moat.410 He approved the following summary:

If a defendant is proved to have used confidential information, directly or indirectly obtained from a plaintiff, without the consent, express or implied of the plaintiff, he will be guilty of an infringement of the plaintiff’s rights.411

2.132 On the facts, the drawings belonged to Saltman, were confidential, and the defendant was aware of this, and of the purpose for which the drawings were being provided. The defendant’s Works Manager had testified that he would have thought it wrong to use the drawings to make tools for its own purposes. The use of the drawings was thus a breach of confidence. Lord Greene MR thought it unnecessary to consider the other grounds. The Court ordered delivery up and damages, in lieu of an injunction (under Lord Cairns’ Act).

2.133 The case is remarkable in a number of respects. In contrast to the pre-War case law, the Court decided not to rely on contract or copyright, but on an implied duty of confidentiality. The character of the implied duty was not discussed, though the statement treats the information as if it was property binding anyone who used it without the consent of its ‘owner’.412

2.134 Although Saltman did not have an immediate impact, it started to be referred to as the key authority in a host of cases towards the end of the 1950s and at the beginning of the 1960s.413 For the most part, these cases concerned relationships of manufacture and supply,414 and could have been put in pre-War terms of implied contract and inducing breach,415 but it was more convenient to recognize a free-standing obligation under the Saltman rubric. Only in one case was there any suggestion that Lord Greene’s statement might have gone too far.416

2.135 A second strand of authority recognizing that the law would restrain breaches of confidential obligations even in the absence of contract emerged in Duchess of Argyll v Duke of Argyll.417 In this case, Margaret, the Duchess of Argyll, sought to prevent her ex-husband from publishing material about her ‘private life, personal affairs or private conduct’ communicated to him during their 12-year marriage, in the Sunday newspaper, The People. Having referred to Prince Albert v Strange418 and Pollard v Photographic Co,419 Ungoed-Thomas J concluded that an obligation of confidence could be express or implied, that a breach of ‘confidence or trust or faith’ could arise independently of property or contract, and that such an obligation would be enforced in equity ‘independently of any right at law’.420 He continued:

If, for the court’s protection of confidence and, contrary to my view, the confidence must arise out of a contractual or property relationship, marriage does not lack its contract. It is basically a contract to be and … to live as man and wife … The confidential nature of the relationship is of its very essence and so obviously and necessarily implicit in it that there is no need for it to be expressed … So it seems to me that confidences between husband and wife during marriage are not excluded from the court’s protection.421

2.136 The Court found that this conclusion was consistent with the policy of the law that marital confidences were to be valued, a policy recognized in cases concerning the possibility of a person testifying against their spouse.422 Ungoed-Thomas J thought that ‘in view of that policy it can hardly be an objection that such communications are not limited to business matters’.423

2.137 In Seager v Copydex Ltd,424 the new action was again applied by the Court of Appeal to a situation where there was no contract: pre-contractual negotiations over the marketing of the claimant’s invention of a carpet-grip. Lord Denning MR referred to Saltman425 and observed:

The law on this subject does not depend on any implied contract. It depends on the broad principle of equity that he who has received information in confidence shall not take unfair advantage of it. He must not make use of it to the prejudice of him who gave it without obtaining his consent.426

2.138 The Court (reversing the first instance decision of Buckley J), held that the defendant had been given information as to the design of the grip in circumstances in which it came under an obligation of confidence. Although it had not used the information consciously, it had nevertheless used it and was liable for breach of confidence.

2.139 This line of cases concluded with the decision of Sir Robert Megarry J in Coco v AN Clark (Engineers) Ltd,427 where the parties had been involved in pre-contractual negotiations relating to the manufacture by the defendant of a moped to the plaintiff’s design. The parties fell out, and the defendant was about to start manufacturing its own moped (‘The Scamp’). The claimant sought an interim injunction, arguing that the design of ‘The Scamp’ employed confidential information. Refusing the relief sought, Megarry J offered an account of the law that has taken on foundational status. Although the Judge suggested the action had a lengthy pedigree, citing Prince Albert v Strange,428 he said he found Saltman,429 Terrapin,430 and Seager v Copydex431 ‘of most assistance’.432 He summarized:

In my judgment, three elements are normally required if, apart from contract, a case of breach of confidence is to succeed. First, the information itself, in the words of Lord Greene MR in the Saltman case … must ‘have the necessary quality of confidence about it.’ Secondly, that information must have been imparted in circumstances importing an obligation of confidence. Thirdly, there must be an unauthorised use of that information to the detriment of the party communicating it.433

2.140 On the facts the judge had no doubt that the disclosure was made in circumstances importing an obligation of confidence.434 However, the judge was not persuaded by the affidavit of the expert that the plaintiff had a strong prima facie case that the defendant had used aspects of the plaintiff’s design that were themselves confidential.435 Similarities between the design of the plaintiff’s Coco moped and the defendant’s Scamp could be attributable to ideas common to the field. In the circumstances, the plaintiff had not established its case sufficiently to warrant interim relief.

Government cases and freedom of information

2.141 The application of the action for breach of confidence to government information dates from the 1970s. The key development was the case of Attorney General v Jonathan Cape Ltd,436 in which the Attorney General sought an injunction restraining publication of Richard Crossman’s Diaries of a Cabinet Minister. Crossman had been a Minister in the Labour Government from 1964 to 1970. Five years on, and not long after Crossman’s death,437 it was proposed that his diaries would be published by Jonathan Cape and serialized in the Sunday Times. After long delays attempting to obtain permission from the Cabinet Secretary,438 and with no agreement, the Sunday Times published.

2.142 The writ was issued in June 1975—curiously, then, by the second Wilson Government (1974–76). The matter was hugely controversial, and the press comment was intense. One particular point of embarrassment was that Wilson had himself published his own account of government in the late 1960s. Another was the fact that one of Crossman’s literary executors (and thus a defendant) was the Secretary of State for Employment, Michael Foot. The decision to bring proceedings was formally made by the Attorney General, Sam Silkin QC,439 but it was widely disputed whether Silkin had acted independently (as he claimed) or whether the real force behind the action was the Cabinet Secretary or the Prime Minister (or both).

2.143 Prior to this time, governmental duties of confidentiality had been considered largely a question of statute—the Official Secrets Act 1911 and various sui generis statutory duties (which as we have seen were traceable as far back as section 45 of the Telegraph Act 1863).440 What prompted the Attorney General to think in terms of confidentiality? Four factors might have been influential. First, the development of the action itself, so that it was no longer conceived in contractual terms, meant it could be applied to situations such as that between Cabinet Ministers.441 Secondly, the earlier case of Fraser v Evans,442 which related to confidential information relating to the Greek Government, pointed towards the possibility that the action of confidence might apply to just this sort of information. Third, the alternative avenue—use of the Official Secrets Act, would have been politically problematic.443 In any case, the Franks Committee had, only three years previously, suggested reform of section 2 of the Act, and the government was considering doing so.444 Fourth, the attention of the Attorney General’s office to the law of confidence would have been prompted by a whole array of cases on crown privilege or public interest immunity.445 Indeed, in one such case Lord Salmon had observed that:446

when it is in the public interest that confidentiality shall be safeguarded, then the party from whom the confidential document or the confidential information is being sought may lawfully refuse it. In such a case the Crown may also intervene to prevent production or disclosure of that which in the public interest ought to be protected.

2.144 An interim hearing before Ackner J resulted in the grant of an injunction, which was immediately overturned by the Court of Appeal.447 In these proceedings the substantive issue of confidentiality was barely considered, given that it was accepted that there was a serious question to be tried, and thus the focus was purely on the ‘balance of convenience’. The matter then proceeded to a speedy trial before Lord Widgery CJ. A formidable array of counsel were involved.448

2.145 The defence argument focused largely on the novelty of the extension of the action for breach of confidence into this new realm. Counsel observed that the ‘possible consequences of his being given the power to sweep public rights into the confidentiality net is frightening and dangerous’.449 Lord Widgery CJ, however, could not see why the leap was unjustified:

I cannot see why the courts should be powerless to restrain the publication of public secrets, while enjoying the Argyll powers in regard to domestic secrets. Indeed, as already pointed out, the court must have power to deal with publication which threatens national security, and the difference between such a case and the present case is one of degree rather than kind. I conclude, therefore, that when a Cabinet Minister receives information in confidence the improper publication of such information can be restrained by the court, and his obligation is not merely to observe a gentleman’s agreement to refrain from publication.450

2.146 However, Lord Widgery did not equate personal and government secrets in all respects. In government secrecy cases, it is necessary to show that the public interest in restraining disclosure outweighs other public interests such as freedom of expression.451 That requires a close examination of the circumstances and the information in question. On the facts, however, the Court thought that the information in Crossman’s diary was by then too old to do any damage. Consequently, the injunction was refused.

2.147 The Government decided not to appeal.452 It was satisfied with the recognition of a general principle that discussions in cabinet were confidential, and that this obligation was legally enforceable. In the meantime, the Government had established an Inter-party Committee of Privy Counsellors,453 under the Chairmanship of Lord Radcliffe, to review the question of cabinet secrecy. There were also plans pending to reform the Official Secrets Act.

2.148 The decision of Lord Widgery CJ to extend the law of confidence in this way was a remarkable one, and in the following decades governments of various colours would take advantage of the potential that the action offered them. The Times, in its leader, remarked that it was regrettable that the law had been developed in this way, rather than by Parliament, even if it considered that the Chief Justice had come up with a ‘good balance’. In particular, it commented on the seeming importance of Argyll v Argyll,454 which the newspaper thought ‘a bizarre case to have become one of the stones in the arch of our constitutional practice’.455

2.149 Over the following decades, the Government would occasionally resort to the law of confidence to supplement the statutory protection offered by the Official Secrets Act. The most famous use of the action came in the Spycatcher case, in which the question was whether the Government could stop publication of the autobiography of Peter Wright, a former MI5 agent. There was no question that the information in the case had been confidential, and, though Wright was a crown servant rather than an employee, it was agreed that he was under an obligation of confidentiality. The key question was what was the effect of the widespread circulation of the information?

2.150 The case twice made its way to the House of Lords456 (and in due course the UK would be taken to Strasbourg457). On the second occasion, their Lordships divided, each giving speeches that offered differing approaches. But the majority had no doubt that the work had come to be so widely disseminated that the injunction should no longer be maintained. Lord Goff’s account of the law has, however, come largely to be regarded as authoritative.458

2.151 The role of confidentiality in relation to the disclosure of government information has, however, taken a further turn since the Spycatcher decision. This is because, in 2000, the English and Welsh legislature enacted the Freedom of Information Act, and two years later the Scottish Parliament followed suit with the Freedom of Information (Scotland) Act 2002. The public has been given a prima facie right of access to government information. However, confidentiality now plays a different role: as explored below in Chapter 13, confidence has become important not as an action but as a ground for refusing disclosure.

2.152 The significance of the Spycatcher case for the history of confidence lies less in the application of the law of confidence to government information (and the divisions over the effect of widespread publicity) than in the fact that their Lordships took for granted the judicial development of the modern law of confidence in the post-War period. Over the 40 years since Saltman v Campbell,459 the Court of Appeal had on numerous occasions dealt with the topic. But, with Spycatcher, the idea of the modern action independent of contract received the seal of approval at the highest level.

2.153 The Spycatcher decision, however, has proved to be important not merely for approving what had gone before, but as opening the law up to a further period of development. Or, more accurately, it is Lord Goff’s opinion that presented the possibility for the further expansion of the action of breach of confidence to encompass strangers.460 In a key passage, he set out

the broad general principle … that a duty of confidence arises when confidential information comes to the knowledge of a person … in circumstances where he has notice, or is held to have agreed, that the information is confidential, with the effect that it would be just in all the circumstances that he should be precluded from disclosing the information to others.461

2.154 He explained that the breadth of the principle was such that it extended beyond ‘bilateral’ relations where one person disclosed information to another:

but also to include certain situations, beloved of law teachers—where an obviously confidential document is wafted by an electric fan out of a window into a crowded street, or where an obviously confidential document, such as a private diary, is dropped in a public place, and is then picked up by a passer-by. I also have in mind the situations where secrets of importance to national security come into the possession of members of the public.462

2.155 The significance of this passage has come to be felt most clearly in the context of the protection of privacy,463 but it has also been applied in relation to commercial secrecy.464 Difficult questions remain, however, as to quite how to reconcile the idea that a stranger can come under an obligation of confidence as a result of merely ‘appreciating’ that the information was regarded as confidential, and such a person’s right to dismantle products and reverse engineer with a view to creating competing processes or products.465

Privacy and the Human Rights Act 1998

2.156 On 2 October 2000, the Human Rights Act 1998 came into force. The Act requires public authorities, including courts, to Act in ways that are compatible with the rights and freedoms conferred by the European Convention on Human Rights,466 and, when interpreting those provisions, to have regard to the jurisprudence of the European Court of Human Rights.467 Article 8 of the Convention states that ‘everyone shall have the right to respect for his private and family life, his home and his correspondence’. This provision has been interpreted by the European Court of Human Rights as requiring States to recognize rights of privacy ‘horizontally’, that is, between citizens.468 Moreover, the Court has given a very broad reading of Article 8, so that it extends to acts of individuals, other than public officials, even though those acts occur ‘in public’, ie in geographically public spaces.469

2.157 The English courts have given effect to these obligations by modifying the law of confidence in various respects.470 The most radical of these modifications is usually said to have been the alteration (or elimination) of the second requirement of Coco v Clark,471 that is the requirement of an obligation of confidence. It has become clear from the case law that this is no longer a pre-requisite (if it ever really was).472 But the impact of Article 8 on breach of confidence in privacy cases has been felt more broadly. As Lord Hoffmann indicated, there has been a ‘shift in the centre of gravity’ in the action for breach of confidence, with implications for all aspects of the action.473 The last decade has seen a huge volume of case law in which many of these implications have been explored. These are revisited throughout the book.




3
JUSTIFICATIONS FOR BREACH OF CONFIDENCE AND PROTECTION OF TRADE SECRETS







	A. The Need to Justify Legal Intervention

	3.01




	B. Seven Potential Justifications

	3.04




	Incentivizing the creation of certain information

	3.05




	Reducing wasted expenditure

	3.14




	Preventing unjust enrichment

	3.20




	Preserving ethical standards

	3.25




	Autonomy-based justifications

	3.30




	To give effect to an implicit social agreement

	3.33




	National economic interests

	3.36




	C. Conclusion

	3.41







A. The Need to Justify Legal Intervention

3.01 Liability, or potential liability, for breach of confidence has significant effects. First, a finding of breach of confidence can lead to injunctive relief prohibiting a defendant from using the information to make a particular product. In such a case, the law of confidence operates to inhibit competition. A defendant must develop ideas, independent products, processes, or techniques. Secondly, potential liability for breach of confidence may constitute a serious inhibition on the mobility of highly specialized personnel from one business to another: any business acquiring the employee’s services will be conscious of the difficulties with ensuring the employee only uses skill and experience acquired under the former employer. Important ‘spillover effects’1 may well not occur. Thirdly, an action for breach of confidence may result in an injunction preventing disclosure of ideas or information, thus inhibiting freedom of expression. This will typically be the case where the confidence relates to personal or governmental information.

3.02 Given the significant restriction on liberties, and the costs imposed by the enforcement of the action for breach of confidence, as well as the ‘chilling effect’ which potential findings of liability have on behaviour, it is vital that the basis of the action has a sound philosophical justification (or possibly a number of justifications). In the case of express contractual arrangements, the justification for legal enforcement of the obligation of confidence might be assumed to be that which justified enforcement of contracts generally—an issue that lies beyond the scope of this text.2 In the case of private information, protection is justified by reference to a range of deontological and consequentialist theories that have been discussed at length elsewhere.3 However, it is in the case of commercial information that the question of legal protection seems most problematic. Referring to the features of trade secret law in the United States, for example, Professor Bob Bone has argued that:

[T]rade secret law is merely a collection of other legal norms—contract, fraud, and the like—united only by the fact that they are used to protect secret information. Neither the fact that a trade secret is information nor the fact that it is a secret provides a convincing reason to impose liability for a nonconsensual taking. Trade secret law is in this sense parasitic: it depends on a host theory for normative support.4

3.03 Of course, the law of trade secrets in the United States differs in detail from that in England.5 One notable difference between this and the approach taken in England lies in the traditional requirement of an ‘obligation of confidentiality’, which has long been abandoned in the United States,6 whereas it has only recently been in England. But the fundamental problem of justifying the imposition of obligations on recipients of information who have not voluntarily undertaken to refrain from using or disclosing such information remains the same.

B. Seven Potential Justifications

3.04 Various explanations have been offered to explain why the law should protect trade secrets. These can be summarized as follows:

(a) to incentivize the creation of certain information;

(b) to prevent socially undesirable expenditure of resources preserving secrecy;

(c) to prevent the unjust enrichment of one person at the expense of another;

(d) to preserve and promote ethical standards of conduct;

(e) to promote individual autonomy;

(f) to give effect to an implicit social agreement;

(g) to promote the national interest.

We review each in turn.

Incentivizing the creation of certain information

3.05 The first argument in favour of the protection of confidential information is that by so doing the law incentivizes the creation of such information.7 This was recognized by the US Supreme Court in Kewanee Oil Co v Bicron Corp as one of two ‘broadly stated policies’ underlying trade secrecy laws.8 Chief Justice Burger claimed:

Trade secret law will encourage invention in areas where patent law does not reach, and will prompt the independent innovator to proceed with discovery and exploitation of his invention. Competition is fostered and the public is not deprived of the use of valuable, if not quite patentable, invention.9

The argument shares many of the characteristics of the traditional utilitarian arguments justifying patents and copyright.10

3.06 The starting point for these sorts of arguments is that, in the absence of some form of protection, there would be ‘under-production’ of information. This is because, if the use of information cannot be controlled, those that do not pay to produce the information will have a competitive edge over those who have financed its production. Potential information creators will thus be unwilling to spend time, effort, and capital in the production process (in particular at the early stages of research, where patent rights are unavailable). Some form of protection is necessary to rectify the ‘market failure’ and ensure optimal production.

3.07 Nevertheless, there are a number of problems applying the incentive argument to trade secrets and confidential information generally. These are of two sorts. First, it might be said that the justification does not fit well with many of the features of the law of confidence. Arguably, of course, this might simply imply that the characteristics of this body of law require reformulation.11 Secondly, and more seriously, it is not clear that incentives are required at all outside of the existing areas of intellectual property, nor that, if such incentives are needed, they are sufficiently vital to justify the costs that result from trade secret law.

3.08 First, the incentive argument seems to be a poor fit. Breach of confidence protects too much information in circumstances where no incentive is required, but also does not offer protection to some information, which might not have been created absent an incentive, but where no ‘obligation’ of confidence can be found. The scope of the action is thus both too broad and too narrow for incentive theory to offer a persuasive justification for its current shape. As for the observation that the protection is overly broad, we have already noted that the action protects government and private secrets, which are frequently the consequence of pursuing other socially or individually important goals (State security, sexual gratification, etc) and hardly require incentivization. Even in the context of business information there is a great deal of data which the law protects—most obviously customer data, data on prices and sales—which is a mere by-product of activities which are themselves fully incentivized by the workings of the market (and the prospect of profit).12 Moreover, from the opposite perspective, the requirement that the defendant owes an obligation of confidence (though perhaps less onerous since Spycatcher13 and Douglas v Hello!14) implies that some information will fall outside the scope of the action, even though legal incentives may have been necessary for its production.15 A similar objection could even be made to the requirement of ‘relative secrecy’,16 though one influential commentator who justifies a law of trade secrets in terms of economic incentives argues that the requirement of secrecy is ‘critical to ensuring that trade secret law doesn’t interfere with robust competition or with the dissemination of new ideas’.17

3.09 The second, more fundamental, objection to the ‘incentives’ argument is that it is unnecessary for incentives to be provided by the law of confidence, given the existence of carefully tailored regimes (patents, plant breeders’ rights, designs, and copyright). Only some intangibles require incentivization, and the statutory regimes reflect a judgment both as to when incentives are needed and what kinds of activity are desired. Specific legal structures balance the need for such incentives and desirability for certain output (invention, creative products) against other values (access to knowledge, privacy, free speech, the desirability of a competitive market, etc). If these regimes are calibrated in a way which is optimal, it is difficult to see how any other competing regime could be anything other than sub-optimal.18 Although this objection can easily merge into arguments about constitutionality and who should make legal policy (courts or legislature),19 the objection is more fundamental than that: rather it is that legal incentives are not needed outside of these specific zones, and, to the extent that such incentives might be desirable, the costs of providing a general prohibition on the use of confidential information outweighs any benefits that would occur from incentivization.20 Some of the costs have already been highlighted, but in this context it is worth referring back to Chapter 1,21 where we saw how businesses consistently seem to prefer confidentiality as a mechanism to appropriate the benefits of research work over patents: seen as alternatives, there is a danger that confidentiality might undermine the effectiveness of patents.

3.10 Different commentators have different views as to how serious a danger alternative protection of patentable material by the law of confidence might be. David Friedman, William Landes, and Richard Posner, for example, seem to find the choice of routes to be unobjectionable, observing that it enables the inventor to choose the most valuable mechanism and internalize more of the invention’s value.22 In fact, they reverse the supposed hierarchy of patents and trade secrets law, arguing that ‘[t]he best economic justification for patent law is that it solves certain problems of trade secret law’.23 Professor Mark Lemley, likewise, argues that some of the limitations on trade secrecy protection—in particular the requirement of derivation and the permissibility of reverse engineering—‘weaken the trade secret right sufficiently that it does not entice inventors to choose secrecy over patent protection’.24 However, while Lemley regards trade secrets law positively, he raises the question of whether some limitation on the duration of protection might be desirable.

3.11 Indeed, it might be argued that some form of trade secrecy protection is essential for patent law to function effectively. After all, patents are only available once a piece of research has been sufficiently pursued to result in a new, non-obvious invention which is capable of industrial application. Patent law does not offer protection for decisions about what to research, nor (normally) for results of basic research, which might be ‘discoveries’ or lacking plausible or reasonably credible uses in industry.25 A patent, as Kitchin J recently observed, is not a ‘hunting licence’.26 Trade secrecy, it might be argued, is essential to protect research plans and results at this pre-patentable stage. Indeed, the patent system seeks to protect the developers of such information from the potentially prejudicial consequences of wrongful disclosure, via its definition of ‘the state of the art’.27 (In fact, one might note that even before trade secrecy law was well-developed such provisions found their way into a number of patent regimes.)28 Of course, it might be said that a combination of requirements, including scrupulous application of the rule that the patent should be granted only to ‘the inventor’ (or its successor in title),29 careful use of contract provisions for employees and those involved in any ‘research team’, and good management, afford sufficient protection of legitimate interests during the ‘pre-patenting’ period.30 Indeed, it might be said that the availability of remedies for breach of confidence as regards use of material developed in the pre-patenting period threatens to add unnecessary complexity to entitlements established under the patent regime.31

3.12 The objection that trade secrecy ‘undermines’ the parameters of the patent system, of course, is not just that confidence offers an alternative to patenting, but also that it protects matters that would not be patentable. It is certainly possible to see that, as a matter of record, the law of confidence has been used to protect intangible creations that fall outside the scope of the legislated intellectual property rights.32 As a practical matter, breach of confidence offers the possibility of protection of ‘new’ (and, in the case of spiritual, religious, and similar information, ‘old’) subject matter not catered for within the legislative regimes.33 Such flexibility might be regarded as welcome,34 in that, amongst other things trade secrecy protection can compensate for the inevitable lag between technological and social shifts and legislative response.35 But it has been criticized as unnecessary because, for the most part, the need for ex ante incentives in these marginal areas is unproven, and the breadth of protection imposes very significant costs.

3.13 While serious doubts are thus raised about the incentive-based justification for trade secret protection specifically, and breach of confidence more generally, two final points are worth making. The first is that arguments about costs and benefits are plagued by a real absence of empirical data, and, as Professor Lemley admits, ‘it is hard to know whether we are getting the balance right’.36 The surveys of businesses as to ‘appropriability mechanisms’ reviewed in Chapter 1,37 in fact, lend some support to claims that ‘ex ante’, that is in advance of the idea or information coming into existence, many businesses would regard confidentiality as an important—possibly the most important—mechanism for recovering their sunk costs in the creation of intangibles. Furthermore, the emphasis placed by some commentators on the costs of protection raises even more complex questions about comparators. When we consider the costs of trade secrets laws specifically, what are we to make of the costs that businesses would incur and impose whether there were legal protection of secrecy or not? It is to this that we now turn.

Reducing wasted expenditure

3.14 Some commentators from the ‘law-and-economics’ school have identified a second utilitarian basis for legal protection of trade secrets. This is the argument that a trade secrets law reduces the level of private investment in protecting, and uncovering, existing trade secrets, and, as such, improves overall welfare. The argument, most clearly put by William Landes and Richard Posner,38 goes something like this. Absent any legal protection of trade secrets, a business that developed, or held, valuable information would take steps to keep competitors from accessing the information. To do so they would likely limit who had access to the information, and invest in security measures. In turn, competitors who suspected that others had valuable information would spend money trying to access it. An ‘arms race’ of defensive and offensive action would ensue, all involving unproductive expenditure.39 For Landes and Posner, a law of trade secrets offers a means to save businesses from wasting money in this way, and thus enhances overall welfare. Money saved by both parties on defending and attempting to access valuable information can be used productively or in satisfaction of genuine wants. The authors conclude:

[O]btaining a trade secret by force or fraud … should be punishable because of the heavy costs that would be incurred in self-help remedies against such incursions if they were lawful and the damage to the incentive to invent that would be produced.40

3.15 Although Landes and Posner do not refer to any historical material, there is some good evidence that innovating businesses in the late eighteenth and early nineteenth century did in fact employ defensive and offensive mechanisms of the sort they describe. Boulton and Watt, for example, contemplated buying land adjacent to a competitor’s works in order to ascertain information about its engines, while its competitor built its engine room to minimize exposure of trade secrets to the prying eyes of Boulton et al.41 Benjamin Huntsman, creator of crucible steel, was famously careful to restrict access to his premises, only to be foiled by a competitor who posed as a vagrant and was taken in to the factory to keep warm.42 Moreover, Professor Catherine Fisk has described how the munitions firm, Du Pont, took steps to protect its secrets while its competitors sought to extract them from Du Pont’s workers.43 In the period before an independent action for breach of confidence developed, there is evidence of precisely the sort of ‘arms race’ to access and protect secrets as Landes’ and Posner’s theory presupposes.

3.16 The chief difficulty with the costs argument, however, is that its persuasiveness is entirely dependent on a comparison of the costs that would occur in a system without trade secret law, and the social costs incurred in a system with a trade secret law. In the absence of rigorous empirical data, one’s view of the costs of each is likely to be as much determined by one’s existing inclinations about trade secret law as anything else. Professor Bone, for example, is sceptical as to whether the existence of trade secret laws brings about the net gain posited. He notes that businesses still make strenuous efforts both to protect their own secrets and to discover those of others,44 as well as taking an aggressive approach to litigation.45 To Bone this suggests that trade secret law ‘is likely to increase enforcement costs by more than it reduces indirect costs’.46 A further problem with the costs argument, particularly under US law, but also to an extent under English law, is that it sits poorly with aspects of breach of confidence that require the claimant to have taken reasonable precautions to keep the information secret.47 If the goal is to reduce costs, it seems odd that the legal system predicates protection on such efforts.48

3.17 In addition, Landes and Posner argue that by conferring rights in relation to trade secrets, parties are enabled to transfer information and rights therein with a level of security and reassurance. The effect of such protection is to reduce the transaction costs that would otherwise be associated with any such transfers, and to facilitate a more efficient market in information. The law of trade secrets thus helps to ensure that information ends up in the hands, or heads, of those who can use it most productively (and thus accord it the highest value). A related argument is offered by Professor Lynn Paine, namely that ‘trade secret principles promote cooperation and security, two important conditions for intellectual endeavor’.49

3.18 Other commentators, including Professor Bone, are not convinced. Bone emphasizes that one significant impediment to effective transaction in information is the so-called ‘Arrow’s Information Paradox’, namely, that a seller cannot interest a buyer in information without revealing it to the buyer, and a buyer is unlikely to be willing to subject itself to obligations in advance of understanding what the obligations pertain to. Effectively, there is a ‘catch-22’ that infects and impedes such transactions.50 While patenting can solve this problem in certain cases, Bone is not persuaded that the sort of protection afforded by the law of confidence or trade secrets does so. Under English law, while certain remedies might be conferred on a person who discloses an idea in pre-contractual negotiations,51 this could hardly be seen as resolving the problem. In so far as the effect is to give a discloser rights it would have wanted in a contract, the likely effect is that potential recipients will avoid getting into situations where such information is revealed.52

3.19 Overall, then, while the incentive-based and cost-avoidance arguments have some credibility, they have also attracted criticism. This had led other commentators to look elsewhere for justification for breach of confidence, and explanations of its shape. Ethical arguments may seem a more promising place to look.

Preventing unjust enrichment

3.20 The third argument in favour of a law of confidence (and particularly a law of trade secrets) is that it operates to prevent the unjust enrichment of one party at the expense of another.53 The contention is that it is ethically wrong for one business to gain the information of another—and thus be ‘enriched’—by means which are ‘unfair’ (and hence ‘unjust’). The use of information that has been given in confidence is just such unfair enrichment, as is the acquisition of information that is revealed in breach of contractual or other relations of confidence or by other reprehensible means.

3.21 Arguments that one trader should not ‘reap where they have not sown’ or ‘ride on the coat-tails’ of another have a long history, often said to be biblical in origin. Such ideas have gained increasing acceptance within some fields of intellectual property law (most notably that pertaining to trade marks with a reputation.) The idea that the law of confidence falls within that sort of justification gains some support from the fact that Article 39 of the Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPs) treats the protection of undisclosed information as a component of the international obligation imposed upon parties to the Paris Convention54 by Article 10bis, that is, the protection of ‘unfair competition’. In Interfirm Comparison (Aust) Pty Ltd v Law Society (NSW), Bowen CJ in Eq, sitting in the Supreme Court of New South Wales, offered this sort of explanation for the law of confidence when he asserted that it proceeded on ‘the long-standing equitable principles relating to fair dealing with the work of another’.55 Similarly, in Franklin v Giddins,56 the Supreme Court of Queensland held that a person who trespassed on another’s land and took cuttings from their orchard would owe a duty of confidence with respect to the genetic information obtained, because of the ‘unconscionable’ nature of the act.

3.22 Frequently ‘reap-sow’ arguments are presented in very broad terms.57 So, for example, it is sometimes said that if one person has spent time and effort developing or compiling ideas, information, etc, it is wrong for another person to utilize those ideas and information where to do so would save themselves similar effort and expenditure.58 Stated in such broad terms, ‘reap-sow’ arguments would justify protection against all copying, and much derivative use of intangibles. In this broad form, the reap-sow argument seems to offer at best a partial explanation of the current legal pre-requisites for a successful action of breach of confidence.59 In particular, while it might explain statements that information is confidential, and thus protectable only where it is a product of labour and investment,60 as well as the limitation of protection to derivative uses, it fails to offer any obvious explanation for the key requirements of ‘secrecy’ or the existence of an obligation of confidence.61 A more serious problem, however, is that in this very broad form, the reap-sow principle is philosophically suspect.

3.23 Perhaps the most serious academic criticism of the broad ‘reap-sow’ principle is that offered by the legal philosopher Michael Spence, who describes the argument as ‘deeply problematic’.62 Spence argues that the claim to any general prohibition against reaping where one has not sown is unsustainable. As social beings, living in a connected world, we all, necessarily, reap where we have not sown: whether it be the enjoyment of our neighbours’ gardens, or learning from the efforts of those who have gone before, it is, as a matter of reality, hopeless to claim that any such ethical principle can operate. A rigorous ‘reap-sow’ principle ‘would condemn us to live in a world of self-sufficiency mitigated only by agreement, a world in which we neither could, nor would want to, live’.63 If the reap-sow justification is to be sustainable, there need to be justifiable distinctions between cases where reaping is unethical, and where it is ethical. (Mis-)appropriation of intangible value is not enough.

3.24 Spence’s qualification of the reap-sow principle, then, does not necessarily mean there are no circumstances where a reap-sow principle offers a plausible justification for the protection of intangibles: but the key question becomes what are the relevant ‘triggers’. For Spence, one such trigger is where one trader misrepresents itself as another (or its goods or services as those of another), so that the ethical prohibition on lying triggers the applicability of reap-sow. It seems plausible to postulate that another trigger could be the use of information acquired ‘in confidence’. The existence of the obligation of trust is the relevant trigger. Seen in this way, however, we do not seem to have moved much further, for the question remains: what is special about confidence?

Preserving ethical standards

3.25 The fourth justification for the protection of confidentiality is that it is a legal reflection of ‘business ethics’.64 This basis for the action has been widely referred to by courts and commentators, in this jurisdiction and elsewhere. In particular, in determining when a recipient is under a legal obligation of confidence, the court will often look to the parties’ understandings of their moral obligations.65 The Restatement (First) of Torts in the United States, for example, explains that trade secret ‘protection is merely against breach of faith and reprehensible means of learning another’s secret’.66 Following that lead, Russell Stevenson asserts that the desire to reinforce ‘good faith and honest, fair dealing’ in business is ‘the mother of the law of trade secrets’.67

3.26 ‘Commercial ethics’, or what we later describe as ‘behavioural norms’, seem very close to the surface of the law of confidence in its application to ex-employees. When determining what information an employee may use in the post-employment context, it is common to refer to standards such as honesty, and what a reasonable person would regard as his own. The law will imply a term for the ex-employee not to use information acquired or generated while an employee if that information was that which an honest person would reasonably regard as belonging to the employer.68 As the law does not recognize confidential information as ‘property’,69 the ideas of ownership that are being appealed to here are ‘moral’ ones. The scope of the legal action thus purportedly replicates that of the moral obligation. Nevertheless, there are at least two significant difficulties with offering up ‘commercial ethics’ as a justification of the action for breach of confidence. As Professor Bone puts it, ‘those who point to conventional norms … do so without citing empirical support for the conventions they invoke and without explaining why trade secret remedies are needed to enforce these norms’.70

3.27 The first problem, then, is the problem of legal knowledge: how does the law know what is to count as ethically appropriate or inappropriate commercial behaviour? It is this problem that has informed the refusal of the English courts to sanction ‘unfair’ competition as a cause of action in English law. As Fry LJ famously said,71 ‘[t]o draw a line between fair and unfair competition, between what is reasonable and unreasonable, passes the power of the Courts’. One answer to this criticism is that it conflates a justification with an operative rule of positive law. To say that the preservation of commercially ethical behaviour justifies a law of breach of confidence is not to say that the law should prohibit all commercially unethical behaviour. One could acknowledge that in some matters such intervention might be extremely costly, or the ethical norm not sufficiently clear,72 but still contend that the justification applies to the law of confidence, a sphere where ethical norms are sufficiently clear.

3.28 Even so, some commentators contest whether the legal enforcement of obligations of confidentiality would in fact reflect business ethics.73 There is plenty of evidence of businesses spying on one another or attempting to lure employees away from competitors to raise questions as to whether there really is a common ethical position on confidentiality.74 Saying that the law of breach of confidence reflects business ethics might be only marginally more plausible than saying that the law protecting privacy reflects the prevailing ethics amongst the media—that is, the same media that has persistently invaded privacy with wholesale appeals to the public interest.75

3.29 However, even if the courts could craft the law to reflect commercial morality, a deeper question arises: should it? After all, commercial ethics (in so far as they exist) develop and function outside of law. There is therefore a legitimate question as to when and why it might be appropriate for the law to reflect and incorporate those norms, and what the effects of transforming ethical rules into legal ones might be. Yet again, Professor Bone has highlighted the dangers of turning such norms into law, identifying at least three problems.76 First, and most obviously, transforming an ethical norm into a legal one may produce marginally greater compliance with the norm, but at huge expense in terms of litigation costs. Such costs, and their implications in terms of chilling activities of potential traders, would need to be recognized (particularly in legal systems where access to the courts is complex or expensive). One can readily imagine an incumbent business mischaracterizing competition as unethical competition—and it is worth observing that, in the context of breach of confidence, the courts have not infrequently had occasion to complain about the launching of proceedings based upon vague and unspecified allegations of misappropriation of allegedly confidential information.77 Secondly, as foreshadowed in the previous paragraphs, the incorporation of business ethics into law presents the danger of incorrect recognition of the norm.78 The most obvious danger would be adoption of the norm advocated by the incumbent and established businesses as the relevant one, when such a norm would reinforce existing status and impede innovation. Thirdly, and most worryingly, perhaps, Bone observes that incorporation of a social norm into law presents the concern that the norm will become fixed and inflexible.79 The effect of this would be to fossilize within law a business norm from a particular moment. It is not clear that this is a criticism one can make of the law of confidence in English law, which over the last 50 years seems to have undergone a truly remarkable development,80 though it might be observed that, with one or two exceptions (Faccenda Chicken,81 the public interest cases), this development has almost always been towards broader and stronger protection. If business ethics change, and a consensus develops favouring a more fluid approach to the migration of information, one wonders how easy it would be for the law to row back. These observations suggest that courts should tread very carefully before adopting perceived commercial ethics as a basis for legal intervention.

Autonomy-based justifications

3.30 A more fundamental justification for the action for breach of confidence may be found in the protection of ‘personal autonomy’, a philosophical concept that has now been widely deployed to justify the protection of individual privacy.82 The idea is simply that individuals inherently have rights of ‘self-government’ or ‘individual dominion’, and associated rights to make decisions as to when and how they present themselves to the world.83 Autonomy requires legal protection of a physical, mental space of self-contemplation and self-reflection. The world has no right to interfere or intervene in that space, no right to invade it or require disclosure. Moreover, the idea of personal autonomy implies a right to control initial interactions between the autonomous space and the world at large, perhaps by imposing conditions on the further dissemination of ideas and information.84

3.31 The ‘autonomy’ justification has some immediate appeal when applied to individuals, and might well be thought to justify some sort of protection of privacy (and possibly personality), whether by the legal mechanism of breach of confidence or other means (a free-standing common law tort or specific statutory rights). Nevertheless, the ‘autonomy’ justification becomes somewhat less intuitively appealing when used in relation to governments, companies, and corporations, and thus as justifying the full breadth of the English action for breach of confidence.85 Certainly, there are situations where similar interests may appear to be implicated,86 but as Sissela Bok observes:

Neither the concept of privacy nor that of personal autonomy can, by itself, easily be expanded to fit both the individual entrepreneur and the large corporation.87

3.32 A further difficulty with the ‘autonomy’ justification is that as soon as there is some sort of interaction between individuals, some compromise of autonomy is inevitable. The protection of the autonomy of the confider to only release information to a limited extent, for a particular purpose or to a particular individual, may well come into conflict with the autonomy of the recipient to release the information. An extreme example might be where the confidential information relates to the very identity of a particular person, whether as a member of the security services or as a commercial character (such as the television racing driver, ‘The Stig’).88 Clearly, if the person wishes to reveal their identity by writing a book that reveals that they worked for the secret service, or that he or she was ‘The Stig’, their ‘autonomy’ is as much at stake as that of the organization that gave them the role. No legal theorist has yet offered a convincing explanation as to how divergent autonomy interests are to be traded off against one another, nor how this might map onto legal rules relating to confidentiality and privacy.89

To give effect to an implicit social agreement

3.33 A further justification for a law of confidentiality has been raised by the legal philosopher, Kim Lane Scheppele, in her tour-de-force, Legal Secrets (1988).90 Scheppele offers what she calls a ‘contractarian theory of law’ which she then tries to use to explain the parameters of privacy and trade secrecy laws.91 The contractarian theory draws upon but adapts Rawls’s Theory of Justice,92 so as to take account of cultural specificities, the existence of a legal system etc, so that Scheppele can focus on the application of the theory to specific legal rules about information and secrecy. Essentially, the basis of her theory is that the law should attempt to reflect rules which persons would agree, reflectively, when they do not know their actual social position.93 She argues that we would not adopt a utilitarian position (preferring the arrangement that produced the overall best average utility), but that we would prefer a regime that contained ‘a floor constraint, a strategy that favours utilitarianism only after the system provides contractarian guarantees against losing badly’.94

3.34 Scheppele’s theory is too complicated to summarize here in full. However, two aspects are worth noting. First, she suggests that obligations of non-disclosure should exist where they are undertaken,95 but not otherwise (unless to do so would cause ‘serious harm’).96 Second, that even where an obligation exists, some secrets should be accessible (or liable to be revealed), namely, ‘secrets that would create a catastrophe’,97 and what she calls ‘deep secrets’ (these are secrets which a person could not access by independent effort because they do not even realize the secrets exist). The theoretical conclusion seems to imply a defence similar to, but perhaps more narrowly focused than, that of the English law’s ‘public interest’ defence.98

3.35 Not surprisingly, Scheppele’s theory has come in for considerable criticism, not least from Professor Bone. First, Bone points out that Scheppele’s argument mostly depends on the justification for enforcing contracts, and to that extent is parasitic rather than a justification in its own right.99 Secondly, and to our minds most tellingly, Bone complains that Scheppele’s account fails to explain why it is predicted that bargaining agents would choose the outcome it proposes. Rather like Rawls’s own theory, there are operating assumptions about what people would agree in certain theoretical circumstances (most obviously behind a ‘veil of ignorance’) which remain assumptions. In reality, some people are willing to tolerate more risk than others, while some even enjoy risk-taking. Thus one might question the basis for Scheppele’s confidence that we can attribute certain choices to people occupying these roles. Third, even were Scheppele’s conclusion correct as to what competitors might prefer under particular theoretical circumstances, Bone questions why real world actors should be compelled to follow a theoretical bargaining process.100 That is, why should real world actors be compelled to think about secrecy rules from a moral point of view?101 Ultimately, then, Scheppele’s contractarian analysis may be unconvincing as a self-contained justificatory theory of trade secret protection.

National economic interests

3.36 A final argument for protection of confidential information, and trade secrets, might be based on the national interest. Such a justification has obvious appeal in relation to State and government secrets, where the action for breach of confidence has frequently been used, and in relation to which the courts have added a requirement that a claimant positively demonstrate a public interest in restricting disclosure.102 Indeed, as the Spycatcher saga vividly demonstrated, this requirement means that it is difficult to use the action for breach of confidence to protect the secrets of a foreign government. During that spate of litigation, irrespective of what an English court might think, the Australian courts could see no public interest in restricting disclosure of the memoirs of a British spy.103

3.37 However, the argument from national interest has a broader application in its economic guise.104 Here the argument is simply that the creation of valuable commercial information underpins the UK’s economy (reflecting substantial financial investment in the UK), and, if such information is not protected, the economies of other countries will benefit from such information and ultimately become more competitive. This is particularly significant in relation to trade secrets, because it is in relation to knowledge generation (rather than labour costs, mineral or agricultural resources), that Britain retains a ‘comparative advantage’ over other countries active in the ‘global economy’.

3.38 Such motives underpinned British laws from the eighteenth century that prohibited the emigration of artisans and the export of machinery.105 The national Government took a keen interest in protecting British business from interested foreigners keen to compete, while Britain simultaneously encouraged the introduction of inventions originating outside her shores by way of patents of importation.106 Foreign businesses—from countries such as France, Russia, Sweden, Austria, Switzerland, and the United States—sent spies to collect information on British inventions, to entice workers, and to arrange for the shipment of machineries.107 In the case of the United States, these practices were linked to a growing desire for economic as well as political independence from its former colonial master.108 The protection of British industry from outsiders took the form of laws against the exportation of machinery, and laws limiting the movement of workers.109 Although these laws were both partial in coverage and difficult to enforce,110 they are indicative of a very real consciousness as to the importance of secrecy as a mechanism for maintaining national competitive advantage. They also remind us that, for much of our history, the most valuable technical secrets have been embodied in articles and persons, rather than codified in drawings or texts.111

3.39 The argument that trade secrecy was in the national interest lost its rhetorical power during the nineteenth century,112 when promotion of free trade became the prevalent economic discourse, and the regulations were repealed (that on movement of artisans in 1824, that on machinery in 1843).113 Nevertheless, today, appeals to national economic interests have been particularly pronounced in the US literature, where fear of foreign (including State-sponsored) ‘economic espionage’ constituted the primary justification for the criminalization of misappropriation of trade secrets in federal law by the Economic Espionage Act 1996.114 The Office of National Counter-Intelligence Executive (ONCIX) issues annual reports, explaining policing efforts and identifying trends.115 Recent reports indicate that foreign economic espionage is most prevalent in relation to ‘information systems’, aeronautics, sensors, lasers and optics, and energy technology, and that the perpetrators originate particularly in China, Russia, and India. The 2002 Report suggested that the losses to US businesses from foreign and domestic economic espionage (‘including the theft of intellectual property’) cost the US$300 billion a year ‘and rising’.116 Subsequently, some commentators have proposed the further extension of that Act ‘to safeguard American international competitiveness’.117

3.40 While politicians are clearly attracted to these sorts of claims, and think in terms of benefits to the ‘national economy’, focusing on national levels of employment, prosperity, and, of course, tax revenues, as a justification for a legal regime based purely on the self-interest of a specific nation is, in the final analysis, unattractive. To adopt a policy, whether of strong or weak protection, purely because it reflects one’s own economic interests, deprives the adopter of the benefit of any claim to reciprocity from other nations (other than through mutually self-interested arrangements). Not surprisingly, therefore, however important national self-interest is in motivating claims to protection, typically those claims are presented in the more universal languages of utility and ethics, which we have already considered.

C. Conclusion

3.41 This review of the justifications for protecting confidential information generally, and trade secrets in particular, suggests that no single approach is unproblematic from a philosophical perspective. Like many commentators, we find some accounts to be seriously flawed, while other arguments have more appeal. We find some arguments, such as those relating to autonomy, more attractive as justifications for informational privacy of individuals, while the economic arguments, in particular those relating to incentives, have some plausibility as justifications for the protection of commercial confidence (though we lack the empirical data to be more confident than that). While the foregoing analysis does not provide any positive justification for the law of confidentiality generally, and protection of trade secrets specifically, its importance lies in highlighting the problems and dangers with taking the law for granted (or extending it further), for the shape of the existing law has been developed by the courts largely on the basis of intuitions about what is fair, just, or honest. In our view, particularly in areas relating to commercial confidentiality, it is important that the judiciary reflect more deeply on the consequences of findings of confidentiality for competition and the economy as a whole.
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A. Introduction

4.01 The jurisdictional basis of the action for breach of confidence has been a source of lingering uncertainty and controversy.1 Contract, equity, and property have at different times each provided the basis on which the courts have granted relief and, in some cases, a mixture of these bases has been relied on.2 This situation has been regarded as unsatisfactory and as evidence of conceptual confusion on the part of the courts.3

4.02 In Argyll v Argyll,4 however, Ungoed-Thomas J pointed the way to an alternative interpretation by saying that it is the policy of the law which is ‘the basis of the courts’ jurisdiction’.5 This policy is to enforce confidences where a confidant has been given or has gained access to confidential information.6 Once this policy is brought to mind, it is possible to regard the jurisdictional sources on which the courts rely as merely secondary mechanisms which provide the means by which the courts can enforce a confidence. In other words, the action should properly be regarded as sui generis.7

4.03 It is important to examine more closely the policy of enforcing confidences. In terms of a confidant being given information, this usually refers to a confidential relationship or (positive) communication of some kind. As observed by Lord Goff in the Spycatcher case:8 ‘in the vast majority of cases … the duty of confidence will arise from a transaction or relationship between the parties’.9 The courts, in enforcing confidences, are therefore emphasizing the importance of confidential relationships or the reposing of confidence. As Lord Phillips MR remarked in HRH Prince of Wales v Associated Newspapers Ltd:10

There is an important public interest in the observance of duties of confidence. Those who engage employees, or who enter into other relationships that carry with them a duty of confidence, ought to be able to be confident that they can disclose, without risk of wider publication, information that it is legitimate for them to wish to keep confidential.11

4.04 In relation to persons ‘gaining access’ to confidential information, this does not generally involve imparting such information or a relationship of confidence. Rather, it encompasses third parties who receive confidential information from a confidant in breach of the confidant’s obligation of confidence, as well as persons who surreptitiously acquire information or persons who innocently acquire information but with knowledge that it is confidential.

4.05 In the case of third parties, it would make a mockery of the law if a breach of a confidential relationship could be easily circumvented by handing the information to a third party. As Lord Griffiths in Spycatcher12 observed:

If this was not the law the right would be of little practical value: there would be no point in imposing a duty of confidence in respect of the secrets of the marital bed if newspapers were free to publish those secrets when betrayed to them by the unfaithful partner in the marriage. When trade secrets are betrayed by a confidant to a third party it is usually the third party who is to exploit the information and it is the activity of the third party that must be stopped in order to protect the owner of the trade secret.13

4.06 It may be argued, therefore, that in restraining third parties who have received confidential information, the courts are seeking to reinforce the confidential relationship between the confider and confidant. In other words, it is the reposing of confidence that is regarded as important.

4.07 In situations, however, where there is no confidential relationship or communication, but information is acquired surreptitiously or else innocently, but without knowledge that it is confidential, what is the policy that is being pursued? In the first edition it was argued that the person who has the confidential information and who guards it secret places a trust in the rest of society by demonstrating that he wishes to preserve an element of himself or his business free from publicity. The acquirer, as a member of society, can be said to breach that confidence or trust because of the means which he has used to gain the information. These means force an unwanted communication of the information on the possessor of the information. The act of resorting to such means on the part of the acquirer indicates that he is aware of the other’s desire to preserve the confidentiality of the information in respect of which his means have forced a disclosure.

4.08 This logic arguably brings the surreptitious and innocent acquisition cases within the policy of protecting the ‘reposing of confidence’, albeit in a strained manner. A better view, it is submitted, is that the courts’ intervention in these cases serves the policy of protecting confidential information and this is important for the reasons discussed earlier.14 Similarly, in light of recent developments in the law of confidence, where courts have granted relief where there is a ‘reasonable expectation of privacy’, the policy is less about relationships of confidence or the reposing of confidence, but rather the importance of protecting private information. As Lord Hoffmann in Campbell v Mirror Group Newspapers Ltd15 observed:

the new approach takes a different view of the underlying value which the law protects … it focuses upon the protection of human autonomy and dignity—the right to control the dissemination of information about one’s private life and the right to the esteem and respect of other people.16

4.09 It is our view that the action for breach of confidence is sui generis in nature and that it is difficult to confine the action exclusively within one conventional jurisdictional category. Instead, courts have invoked different jurisdictions—primarily contract and equity and to a lesser extent property and tort—on a pragmatic basis. The history of the action for breach of confidence, which was examined at length in Chapter 2, bears out this thesis. There is also recent judicial support for this view. For example, in the Supreme Court of Canada decision Lac Minerals Ltd v International Corona Resources Ltd17 Sopinka J observed:

The foundation of action for breach of confidence does not rest solely on one of the traditional jurisdictional bases for action of contract, equity or property. The action is sui generis relying on all three to enforce the policy of the law that confidences be respected.18

…

This multi-faceted jurisdictional basis for the action provides the Court with considerable flexibility in fashioning a remedy.19

4.10 In a later decision, Cadbury Schweppes Inc v Fbi Foods Ltd20 the Supreme Court of Canada also supported a sui generis characterization of breach of confidence,21 as has the New Zealand Court of Appeal in Hunt v A.22

4.11 Other courts,23 however, have preferred to ground the jurisdictional bases of breach of confidence in contract and/or equity. Thus, in Deta Nominees Pty Ltd v Viscount Plastic Products Pty Ltd24 Fullagar J divided cases on breach of confidence into ‘two broad and quite clear classes’,25 namely, contract and equity;26 and in Aquaculture Corporation v New Zealand Green Mussel Co Ltd27 Pritchard J commented: ‘Aside from those cases where there is an overlapping obligation arising ex contractu it is my view that the obligation of confidentiality and the remedies for breach of that obligation are all creatures of equity’.28 These judicial statements do not negate the view offered here. As will be argued in the following sections, in protecting confidential information (particularly in the twentieth and twenty-first centuries) courts have mainly relied on contract and equity, and there has been less reliance on property or tort. But the usage of contract and equity has been pragmatic29 and flexible, and this suggests that something more basic than jurisdictional source lies at the foundation of the breach of confidence action.

4.12 In the following sections, we examine each of the sources which has formed a basis for the courts’ intervention and from this seek to determine the circumstances in which each basis is likely to be used and the relationship between the various jurisdictional sources.

B. Contract

4.13 The courts have frequently relied on contract to protect confidential information, especially in the period from around 1900 to 1945.30 Their jurisdiction to do so may arise out of either the express or the implied terms of a contract.

Express terms

4.14 It is trite law that the courts will enforce an express contractual obligation of confidence, whether written or oral. Thus, in Litholite Ltd v Travis and Insulators Ltd31 Joyce J held the defendant, Travis, liable for using and disclosing information in breach of the express terms of his written service contract;32 and, in Portal v Hine,33 Stirling J restrained the defendant from publishing information in breach of an express oral term in his service contract.

4.15 The exercise of the express contractual jurisdiction usually presents few problems. It is useful in circumstances where the parties to a disclosure of information wish to define clearly their respective rights and obligations. In this role, an express term can serve a warning function in apprising a confidant of his obligations, thus ensuring the confider that he has done everything legally possible to bring those obligations to the confidant’s attention.

4.16 Express terms can, however, be troublesome in the relationship between an employer and his employee. Here the courts have jealously guarded the employee against restrictions operating after the termination of his employment that limit his capacity to earn a living. Express terms that prohibit an employee from using his acquired skill and experience, as opposed to his employer’s confidential information or ‘trade secrets’, may be unenforceable as unreasonable restraints of trade.34 The enforceability of such post-termination restrictive covenants is a complicated matter, which we examine at length in Chapter 12.

4.17 Express terms may theoretically go further than equitable obligations in prohibiting the use and disclosure of information that is no longer confidential. While terms of this nature have occasionally been upheld,35 there is the risk that they will be held unenforceable for being in restraint of trade.36

Implied terms

4.18 It is clear that the existence of an express term is not a precondition to the exercise of the contractual jurisdiction.37 The courts have frequently acted on the basis of an implied term in an existing contractual relationship.38 Thus, where an obligation of confidence has not been expressed but is necessary ‘in order to give the transaction that effect which the parties must have intended it to have and without which it would be futile’,39 it will be implied into the contract.

4.19 A contractual obligation has also been implied where the parties to a disclosure of confidential information have not stood in a subsisting contractual relationship. In Mechanical and General Inventions Co Ltd and Lehwess v Austin and The Austin Motor Co Ltd40 the claimants had applied for a patent in respect of a mechanical system for motor vehicles and had entered into negotiations with the defendants, with a view to exploitation of this invention. In the course of these negotiations the claimant, Lehwess, disclosed certain particulars of the system to the defendant, Austin. The disclosure was made with a view to a future business arrangement, but the parties subsequently failed to come to any agreement. In proceedings before Hawke J at first instance the jury awarded damages to the claimants for breach of a contract constructed around the disclosure of the information. The jury’s finding in this respect was upheld by the House of Lords. The contract that was breached by the defendants was constituted by the claimants’ disclosure of confidential information, on the one hand, and the defendants’ implied promise not to use the information for a purpose other than considering whether to take a licence of it, on the other.41

Relationship between express and implied bases

4.20 A point of both theoretical and practical interest arises out of the relationship between the express and implied contractual jurisdictions: if a contract contains an express obligation of confidence, is this express term exhaustive of the confider’s rights to protect confidential information disclosed pursuant to the contract? Or, does the express term merely afford minimum protection to the confider, which can be supplemented or reinforced by an implied term?

4.21 Orthodox contractual principles suggest that an express term is exhaustive of the parties’ rights and obligations. If the express terms indicate that the parties have dealt in the contract with some particular matter, then the court will assume that all the terms are in the written document and there is no room for the implication of further terms relating to that matter. This view is supported by dicta in the Court of Appeal’s decision in Potters-Ballotini Ltd v Weston-Baker.42 The defendants had each agreed not to use confidential information obtained in the course of their employment with the claimants for a period of one year after the termination of their employment. The defendants left the claimants’ service and established a rival plant, which indicated that they had ‘made use of a great deal of knowledge which they had acquired during their work’43 with the claimants. The claimants brought proceedings and sought an interlocutory injunction to restrain the defendants from using the confidential information they had obtained in their former employment. The injunction was refused on the balance of convenience, and one of the considerations the court took into account was that a period of 11 months had elapsed since the defendants had ceased to be employed by the claimants. If the express contractual obligation limited the claimants’ protection to the specified period of one year, the claimants’ remedy at the trial of the action would be damages for breach of the obligation which, by the time of the trial, would have ceased to operate. An injunction, therefore, would be an inappropriate remedy on the interlocutory motion because the claimants would cease to have a right to further protection after one month had elapsed from the hearing of the motion:

… these clauses seem to me designed to cover the period for which the company is seeking to protect confidential information. It can well be said that, after the men had left for one year, they were free from an obligation as to the use of confidential information.

… So the employment of these two men certainly came to an end in March 1975. If the obligation as to confidence is governed by the contract—and was only for one year after the service ended—it would come to an end in March 1976, that is, next month. If either of them broke it in the past, there might be a remedy in damages, but there would not be a remedy by way of injunction for the future, seeing that they will soon be free to use it as they please.44

4.22 While the dicta in the Potters-Ballotini case45 enjoy the support of orthodoxy,46 they are contrary to a line of cases which decide that, in this area of the law, the courts are free to imply an obligation of confidence which either supplements or replaces an express obligation of confidence. The most authoritative of these cases is the Court of Appeal’s decision in Wessex Dairies Ltd v Smith.47

4.23 In this case the defendant was an ex-employee of the claimants, who carried on a dairy business. Pursuant to a service contract with the claimants’ predecessors in the business, the defendant had agreed that he would ‘well and faithfully serve’ him ‘or his future … assigns or successors in the same business and [would] not during the continuance of such service nor after quitting such service in any way interfere with the trade or customers served by and from the dairy … or endeavour in any way whatever to supply any of the said customers either as a servant or master for his own benefit or that of any other person or persons whatsoever’.48 Just prior to the termination of his service with the claimants, the defendant solicited their customers and told them he was starting business on his own and would supply them with milk if they so desired. A number of the customers transferred their business to the defendant when he duly commenced his own enterprise.

4.24 It was held that the defendant was liable for breach of his duty as an employee to the claimants. None of the Court of Appeal relied on the restrictive covenant, however, but preferred ‘to decide the case on a wider ground’:49

I proceed upon the assumption that the clause which I have read, in so far as it restricts the defendant after he left the plaintiffs’ service, is invalid; but I treat the obligation that during the employment he will faithfully serve the plaintiffs as binding upon him. Even, however, if the latter obligation is not severable and the whole obligation is bad from beginning to end, the defendant would nevertheless be under the ordinary implied obligation existing between master and servant—namely, that during the continuance of his employment he will act in his employers’ interests and not use the time for which he is paid by the employers in furthering his own interests.50

4.25 The decision in Wessex Dairies Ltd v Smith is thus based on the proposition that, by opting for express contractual protection, an employer is not deprived of any rights which he might have as a result of an implied term governing the same subject matter as the express provision.

4.26 The decision of Porter J at first instance in British Industrial Plastics Ltd v Ferguson51 lends support to the Wessex Dairies case. In the former case the defendant Doherty had, on leaving his employment with the claimants, agreed not to interest himself in the manufacture or sale of certain chemicals, which included the constituents of the claimants’ secret process, until March 1934. In June 1934 Doherty offered his services to the defendant company and represented to it that the claimants’ secret process was his own. In due course he entered the service of the defendant company and disclosed the details of the secret process to its patent agents and later to the company. Porter J held ‘that it was a breach of the implied term of Doherty’s contract of service to disclose to the Defendant Company the Plaintiffs’ secrets or secret process’,52 and that ‘the leaving agreement … did not absolve Doherty from his ordinary duty to keep secret the private process of his employers’.53

4.27 This decision seems to be in direct conflict with the dicta in the Potters-Ballotini case,54 since both cases involved an express obligation of confidence of limited duration. But, whereas the court in the Potters-Ballotini case favoured the view that such a term was exhaustive of the parties’ rights and obligations, Porter J held that the employee’s implied obligation continued after his express obligation had run its allotted time.

4.28 Further illustrations of the principle in the Wessex Dairies case55 are provided in Thomas Marshall (Exporters) Ltd v Guinle56 and Triplex Safety Glass Co Ltd v Scorah.57 In the former case, an express term in the defendant’s service contract prohibited him from disclosing any confidential information relating to the affairs, customers, or trade secrets of his employers, the claimants. On an interlocutory motion, the claimants sought, inter alia, to restrain the defendant from disclosing or using any of their confidential information or trade secrets. Megarry V-C held that the express term imposed a prohibition only on disclosure of confidential information, and that there was no basis for extending its construction to a prohibition on use.58 Despite this limitation on the operation of the express term, Megarry V-C held that the grant of an injunction against both disclosure and use was ‘fully supported’ by the defendant’s ‘implied duty of fidelity and good faith’.59

4.29 In Triplex Safety Glass Co Ltd v Scorah60 the claimants sought to establish entitlement to a patent which the defendant had taken out in respect of an invention made in the course of his employment with the claimants. An express term in the defendant’s service contract vested in the claimants’ ‘exclusive property’61 in any knowledge or information discovered by the defendant during his employment. This clause was, however, held to be unenforceable on the ground that it was an unreasonable restraint of trade since its operation would prevent the defendant from using his acquired skill and knowledge.62 The defendant argued that the written contract was exhaustive of the claimants’ rights and there was ‘no room for any implication as to other terms’.63 Since the written contract was unenforceable, in the defendant’s contention he could not incur any liability as a result of an implied term. Farwell J rejected this argument, however, and held that the claimants were entitled to the beneficial ownership of the patent. In the course of his judgment he stated:

… it cannot be that, because a servant covenants in his contract of service to behave properly and honestly towards his employer and that contract of service as a whole is too wide to be enforceable, he is thereby entitled to be as dishonest and to act as unfairly as he pleases towards his employer.64

4.30 Courts have also been prepared to imply terms of confidentiality that mirror the scope of express contractual terms, as a means of providing an alternative contractual basis on which to found the claim. For example, in Archer v Williams,65 where the defendant was formerly employed as a secretary and personal assistant to the claimant, Jackson J held that it was an express term of the defendant’s contract that she would keep information relating to the claimant and acquired during her employment confidential and that, if he was wrong on this point, it was also an implied term of the contract.66 Similarly, in Vestergaard Fransden A/S v Bestnet Europe Ltd67 an express contractual obligation of confidentiality was found but, in the alternative, Arnold J held that, in the absence of an express term, the factual circumstances made it necessary and obvious to imply a term of confidentiality.68

4.31 The correct view seems to be, therefore, that an express term dealing with confidence is not to be regarded as exhaustive of a confider’s rights. The existence of the express term will not preclude the courts from either supplementing the jurisdiction it affords by imposing a wider obligation of confidence drawn from the implied terms of the contract,69 or replacing that jurisdiction with one based exclusively on the implied terms of the contract.70 The courts seem prepared, therefore, to use the contractual jurisdiction in a way which enables them to implement the underlying policy of enforcing confidences by giving the confider the benefit of the full obligation of confidence as it may exist at law. This policy appears to take precedence over the demands of doctrinal purity.71

The status and limitations of the contractual basis

4.32 The contractual jurisdiction must be considered an important basis of the action for breach of confidence. Its chief utility would seem to lie in the commercial sphere. Here, the parties to a disclosure of confidential information often stand in a contractual relationship into which necessary terms of confidence can be readily implied by the courts. Significantly, most of the cases in which contract has been relied on have involved commercial relationships. Thus, the courts have granted relief in contract for breach of confidence between a manufacturer and his sub-contractor,72 an employer and his employee,73 and the parties to a licensing agreement.74

4.33 A potential advantage of relying on the contractual jurisdiction is that express contractual obligations may be afforded greater weight than implied or equitable ones.75 In Attorney General v Barker76 the first defendant was held in breach of his contractual undertaking not to disclose, publish, or reveal information concerning the royal family which came to his attention whilst employed with the royal household. Lord Donaldson MR observed:

It is, in my judgment, very important to notice that this is not a case such as Spycatcher where the Attorney General is relying on a duty of confidentiality. His claim is based on a breach of contract, the consideration for the covenant by Mr Barker (that he would not publish matter true or false concerning his experiences in the royal household) being the agreement by those concerned to take him on the staff of the royal household and to pay him wages or a salary.77

4.34 This statement may be contrasted with the dicta of Robert Walker LJ in London Regional Transport v The Mayor of London,78 where his Lordship stated: ‘No authority has been cited to the court establishing that an apparent breach of contractual duty of confidence is more serious, and is to be approached differently (as regards injunctive relief) than other apparent breaches’.79

4.35 Referring to both sets of observations, however, the Court of Appeal in Campbell v Frisbee80 considered it ‘arguable that a duty of confidentiality that has been expressly assumed under contract carries more weight, when balanced against the restriction of the right of freedom of expression, than a duty of confidentiality that is not buttressed by express agreement’.81 The Court of Appeal adhered to this view in the later decision of HRH Prince of Wales v Associated Newspapers Ltd,82 although the Court observed ‘the extent to which a contract adds to the weight of duty of confidence arising out of a confidential relationship will depend upon the facts of the individual case’.83

4.36 Contract cannot, however, provide an answer to all of the problems raised by the protection of confidential information. If the protection granted to the information is to be effective, it must operate against third parties to whom a confidant has disclosed the information in breach of his obligation. Here, contract can provide no assistance because the third party will not be privy to the contract between the confider and the confidant.84 In these circumstances, the confider must look to either tort or equity. Tortious relief will be available where the third party has induced the confidant to break his contractual obligation of confidence.85 Often tort will be inadequate, however, because the third party’s role is confined to that of a passive but willing recipient of the confidential information from a confidant who has decided to break his contractual obligation of his own accord. In these situations, only equity will provide the necessary jurisdiction for the protection of the confider.86

C. Equity

4.37 Equity has two distinct roles in the breach of confidence action. The first of these is auxiliary to the legal jurisdiction which the courts have in contract.87 Thus, where an obligation of confidence is founded in contract, and the court grants an injunction to restrain the confidant from misusing confidential information in breach of that obligation, the injunction is granted upon an exercise of the equitable jurisdiction. This auxiliary jurisdiction in equity has been frequently used by the courts in cases involving a breach of confidence and, in appropriate circumstances, an injunction will be granted to enforce either an express88 or an implied89 contractual obligation of confidence.

4.38 The second role of equity is to provide a jurisdiction by which the courts will restrain a breach of confidence independently of any right at law. Although this independent jurisdiction had been exercised in a number of early cases,90 it was not until Saltman Engineering Co Ltd v Campbell Engineering Co Ltd91 that its existence was firmly established.92 In this case Vaisey J at first instance had found that there was no contractual relationship between the parties to a disclosure of confidential information, and held that ‘for that reason there could be no relationship of confidence between any of the Plaintiffs and the Defendants’.93 On appeal, the Court of Appeal held that Vaisey J had ‘erred in law in coming to that conclusion’,94 thereby firmly establishing the principle that ‘the obligation to respect confidence is not limited to cases where the parties are in contractual relationship’.95

4.39 The existence of the independent equitable jurisdiction has been affirmed in many decisions of English and Commonwealth courts.96 One of the most frequently cited articulations of this jurisdiction comes from Coco v AN Clark (Engineers) Ltd.97 In this case, the claimant had designed a new ‘Coco’ moped, featuring special engine parts. During negotiations with the defendants he showed them a prototype and supplied information, drawings, and other aids relevant to the production of the moped. The negotiations broke down and the defendants subsequently began manufacturing and selling their own ‘Scamp’ moped, in which the piston and carburettor were of the same design as the claimant’s ‘Coco’ moped. The claimant sought an injunction against the manufacture and sale of any machines in which the defendants made use, directly or indirectly, of any confidential information the property of the claimant. In his judgment Megarry J opined that it was ‘quite plain from the Saltman case that the obligation of confidence may exist where, as in this case, there is no contractual relationship between the parties’.98 Further, he went on to hold that:

… three elements are normally required if, apart from contract, a case of breach of confidence is to succeed. First, the information itself, in the words of Lord Greene, M.R. in the Saltman case on page 215, must ‘have the necessary quality of confidence about it’. Secondly, that information must have been imparted in circumstances importing an obligation of confidence. Thirdly, there must be an unauthorised use of that information to the detriment of the party communicating it.99

4.40 In recent years, the House of Lords has confirmed the independent equitable jurisdiction of breach of confidence, beginning with the Spycatcher decision.100 In this decision, Lord Keith, referring to Saltman Engineering, commented that ‘[t]he obligation may be imposed by an express or implied term in a contract but it may also exist independently of any contract on the basis of an independent equitable principle of confidence’.101 Similarly, Lord Griffiths observed that, ‘[a]lthough the terms of a contract may impose a duty of confidence the remedy is not dependent on contract and exists as an equitable remedy’,102 and cited with approval Coco v AN Clark (Engineers) Ltd103 and the three requirements set out by Megarry J which found the duty. Finally, there was the following dicta of Lord Goff, which has subsequently proved highly persuasive:

I realise that, in the vast majority of cases, in particular those concerned with trade secrets, the duty of confidence will arise from a transaction or relationship between the parties—often a contract, in which event the duty may arise by reason of either an express or an implied term of that contract. It is in such cases as these that the expressions ‘confider’ and ‘confidant’ are perhaps most aptly employed. But it is well settled that a duty of confidence may arise in equity independently of such cases.104

4.41 The House of Lords decision in Campbell v Mirror Group Newspapers Ltd,105 however, is somewhat more ambiguous in its support for an equitable jurisdiction for breach of confidence. The two Lordships to address the jurisdiction issue—Lord Nicholls and Lord Hoffmann—were in fact in the minority. Even so, it is submitted that this does not diminish their dicta because the House was divided about the application of the law to the facts, rather than over legal principles. In his speech, Lord Nicholls remarked: ‘The common law or, more precisely, courts of equity have long afforded protection to the wrongful use of private information by means of the cause of action which became known as breach of confidence’.106 However, his Lordship went on to comment that in the context of private information, ‘The essence of the tort is better encapsulated now as misuse of private information’.107 Lord Hoffmann observed that the new approach in the law of confidence to protect private information focused on ‘human autonomy and dignity’, whereas the old or ‘traditional’ approach was based on a ‘duty of good faith’.108 Certainly, the dicta of both their Lordships supports the ‘traditional’ action for breach of confidence as having an equitable basis. The uncertainty that is raised by their speeches is whether the action, in so far as it has developed to protect private information,109 is based in tort. This issue is explored further below.

4.42 Most recently, in OBG v Allan110 the support for an independent equitable jurisdiction was made clear. Lord Hoffmann111 referred, without disapproval, to the approach of Lindsay J at first instance in applying the well-known criteria in Coco v Clark.112 Lord Walker, in his dissenting speech commented: ‘Where there is no contractual tie the cause of action is the equitable jurisdiction to restrain (or if it cannot be restrained, to award compensation or an account of profits for) breach of confidence’.113

Uses of the independent jurisdiction in equity

4.43 The independent equitable jurisdiction is an important basis for the protection of confidential information, for it enables the court to grant relief in three situations where there would be no remedy at law. First, where the parties to a confidential disclosure are not in a contractual relationship, equity provides the only basis for the court’s intervention. In Seager v Copydex Ltd114 the claimant disclosed confidential information to the defendant in the course of negotiations conducted with a view to a future contractual relationship. The parties fell out, however, and no agreement was reached. Nevertheless, the Court of Appeal held the defendant liable in equity for misuse of the confidential information.115

4.44 Secondly, where a third party receives confidential information from a confidant in breach of the confidant’s obligation of confidence, equity will restrain the third party from misusing that information:

It is a general rule of law that a third party who comes into possession of confidential information which he knows to be such, may come under a duty not to pass it on to anyone else.116

4.45 In some circumstances there will be a legal remedy in tort against a third party recipient of confidential information where the third party has induced a confidant to break his contractual obligation of confidence. The equitable jurisdiction against third parties, however, is far more extensive and flexible.117 It can be applied against third parties who receive information from a confider who is acting in breach of either an equitable118 or a contractual119 obligation of confidence, whereas tort is limited to the latter situation. In tort it is necessary to show that the third party has induced the confidant to break his contractual obligation.120 In equity, on the other hand, the third party will be liable to be restrained once he has notice that the information was communicated to him in breach of confidence even though, at the time of its acquisition, he was unaware of its confidential status.121 Finally, tort requires proof of actionable damage before a third party will be liable,122 whereas in equity there is no such requirement.

4.46 Thirdly, in some situations equity will restrain persons who have acquired confidential information in the absence of a confidential relationship. This applies to ‘strangers’ who surreptitiously acquire information123 or who have actual or constructive knowledge that the information which has come into their possession is confidential.124 In the context of the ‘privacy’ cases, it also includes persons who know or should know that the information is private.125

4.47 Equity thus considerably enlarges the court’s jurisdiction in the action for breach of confidence. The areas in which equity provides a jurisdiction which is additional to that in contract are clear; what is less clear, however, is the overlap between the two, since equity’s role has not been confined to situations in which no contractual obligation could arise.

Relationship between the equitable and contractual bases

4.48 It is possible that the same facts could give rise to a contractual or an equitable obligation of confidence. The cases in which such a situation has arisen establish two propositions:

(a) A confidant can be held liable in respect of the same conduct for breach of both an equitable and a contractual obligation of confidence.

(b) The courts will sometimes proceed on the equitable basis alone, even though an obligation of confidence might exist in contract.

Coexistence of equity and contract

4.49 The first proposition given above now seems established despite Lord Greene MR’s dicta to the contrary in British Celanese Ltd v Moncrieff,126 where he stated that ‘you cannot as result of a contract of employment have two quite separate obligations: one arising from the contract and the other disconnected with the contract and arising not by virtue of the contract, but by virtue of some equitable doctrine’.127 In two decisions, the Court of Appeal has held that these two separate obligations can exist in relation to the same conduct.128 It is important to note that, in each of these cases, equity’s role was not an auxiliary one in providing relief in aid of a legal right in contract, but an independent one in establishing a distinct and additional obligation of confidence.

4.50 The first case is Robb v Green,129 in which the defendant was formerly employed as the manager of the claimant’s game farm. During the period of his service, he surreptitiously copied from the claimant’s order book a list of the claimant’s customers. After the termination of his employment, the defendant used the information so obtained to canvass his former employer’s customers for the purposes of his own business. Hawkins J at first instance130 held the defendant liable for breach of an implied duty of good faith131 and awarded the claimant damages in the sum of £150. In addition, he granted an injunction restraining the defendant from making use of the confidential information and ordered the defendant to deliver up for destruction the offending list of customers which he had copied. The Court of Appeal upheld the decision of Hawkins J132 and, in so doing, both Lord Esher MR133 and Kay LJ134 considered that the defendant’s conduct constituted both a breach of an implied term in his service contract which supported the award of damages, and a breach of an equitable obligation of confidence which justified the injunction.

4.51 This decision was applied by Lord Evershed MR in the Nichrotherm case.135 Harman J at first instance had held the defendant, Percy, liable for breach of an equitable obligation of confidence136 and had ordered an enquiry into damages in addition to giving the claimants leave to apply for injunctions. The Court of Appeal expressed concern at the award of both damages and an injunction in equity.137 Lord Evershed MR138 dealt with this problem by holding the defendant liable both for breach of contract and for breach of an equitable obligation of confidence, citing Robb v Green in support.139

4.52 The decision of Havers J in Ackroyds (London) Ltd v Islington Plastics Ltd140 supports both Robb v Green141 and the Nichrotherm case.142 There the defendants manufactured plastic swizzle sticks under contract for the claimants, using a special tool delivered to them by the claimants for the purposes of the contract. During the subsistence of the agreement, the defendants manufactured swizzle sticks for their own purposes and sold these in competition with the claimants to the claimants’ principal customer. Havers J held the defendants liable both for breach of contract and for breach of an equitable obligation of confidence, and awarded both damages and an injunction. There was ‘an implied term in the contract’143 between the parties that ‘the defendants should not use the tool except for the manufacture of swizzle sticks on behalf of the plaintiffs’,144 and, in addition, ‘in equity there was an obligation on the defendants to use the tool solely for the purposes of the plaintiffs, and not to use it for the purposes of the defendants or for any other purpose’.145

4.53 However, there are two decisions which suggest that equitable obligations may not coexist with, or go further than, express contractual obligations. The first decision is that of the Federal Court of Australia in Coles Supermarkets Australia Pty Ltd v FKP Ltd,146 where Gordon J rejected the argument that equitable and legal (contractual) obligations of confidence can coexist. Her honour relied upon Del Casale v Artedomus (Aust) Pty Ltd147 and Deta Nominees Pty Ltd v Viscount Plastic Products Pty Ltd148 in support of this view.149 Further, Gordon J observed:

If a party were allowed to elect whether to bring an action in equity for breach of confidence (which Coles does to get an account of FKP’s profits on the Woolworth’s deal, in the hopes that those profits are more than its damages), that would effectively eliminate the efficient breach theory of contract because whenever a defendant entered into inconsistent contracts the party whose contract ended up being not performed could then capture any extra profit made by the defendant by suing in equity instead of recovering his own losses at law.150

4.54 Coles Supermarkets is not persuasive and thus should not be followed for two main reasons. First, the two authorities that Gordon J relied upon do not prohibit the coexistence of legal and equitable obligations of confidence. Equitable relief was refused in Deta Nominees Pty Ltd because the remedies deriving from breach of the contractual duty of confidence were adequate, and not because equitable duties were pre-empted by contractual ones.151 De Casale v Arterdomus Pty Ltd152 was a case involving a post-termination restrictive covenant not to compete with the respondent company and to keep confidential any ‘commercially sensitive information’ learnt whilst the first and second appellants were in the employment of the respondent. The alleged confidential information in question was the source of a popular type of modica stone, which the first and second appellants used once they left the employment of the respondent company, in order to find a supplier of that type of stone to be imported and sold by their company (the third appellant). Campbell JA observed,153 citing Coco v Clark in support,154 that: ‘If there was a contractual obligation that covered the topic, there would, of course, be no occasion for equity to intervene to impose its own obligation’.155 However, Campbell JA’s dicta does not definitively indicate that contractual and equitable obligations cannot coexist, but rather suggests that there is no need to resort to an equitable duty where the contractual duty suffices. Further, Campbell JA went on to state that he would not ‘seek to resolve the question of whether, in this case, any obligations of confidentiality … ought properly be analysed as arising under the implied contractual duty of good faith, or as arising in equity’s exclusive jurisdiction’ but considered each alternative.156 In the case of the contractual obligation, Campbell JA was of the view that it was not necessary for the reasonable operation of the respective contracts of employment that the former employees be completely disabled from using, in any geographical location, the relevant information.157 In terms of any equitable obligation, this could not be imposed because the information had a ‘fairly low level of confidentiality’ and was conveyed in circumstances that would not lead a reasonable person to conclude that a confidential obligation existed.158 Finally, Campbell JA’s judgment does not represent the ratio of the decision because McColl JA was also in agreement with Hodgson JA, who held that post-employment obligations of confidence were best founded in equity, as opposed to implied contractual duties,159 and that an equitable duty did not arise because the information could not be realistically separated out from general know-how.160

4.55 The second reason why Coles Supermarkets should not be followed is that there is appellate authority to the contrary, in Optus Networks Pty Ltd v Telstra Corporation Ltd.161 The dispute in this case was between two telecommunications carriers in Australia, who allowed interconnection (ie the carriage of telecommunications traffic generated by customers of the rival network) by virtue of an Access Agreement. Optus claimed that Telstra had used Optus’s traffic information for marketing, promotional, and related purposes without the knowledge and consent of Optus, and that this amounted, inter alia, to a breach of contract and a breach of the equitable duty of confidentiality. At first instance, the claim in contract was upheld, but the claim for breach of an equitable duty of confidentiality was dismissed, ‘for the simple reason that there is no need for its intervention to achieve justice between the parties for conduct which is common to both the finding of breach of contract and the ground relied on for equitable intervention’.162 Optus appealed from the dismissal of its claim in equity. The Full Federal Court of Australia treated the issue as being whether, by virtue of the Access Agreement, the parties had excluded equitable obligations of confidence. The court concluded that such an intention could not be discerned from the contract, even though ‘confidential information’ was defined in an exhaustive fashion and detailed confidential obligations were set out.163 In support of its contentions, Telstra relied upon the observations of Gordon J in Coles Supermarkets. However, the Full Court observed that the efficient breach theory of contract, which underpinned Gordon J’s reasoning, had been subsequently criticized by the High Court of Australia in Tabcorp Holdings Ltd v Browne Investments Pty Ltd.164 The Full Court also observed that certain authorities and academic commentary supported the coexistence of equitable and contractual duties of confidence.165

4.56 Vercoe and Pratt v Rutland Fund Management Ltd166 is a second decision which arguably supports contractual obligations prevailing over equitable ones. The dispute in this case arose out of a management buy-in transaction167 relating to a pawnbroking business. The claimants had done much of the groundwork to identify this opportunity and potentially arrange for the acquisition of the pawnbroking business by a venture capital company. The plan was that the claimants would be part of the new management. The defendants went ahead with the acquisition, but without the involvement of the claimants, and substantial profits were made. The claimants alleged, inter alia, breach by the first defendant of written confidentiality agreements; and breach by all defendants of an equitable duty of confidence.168

4.57 Sales J found that the effect of the confidentiality agreements was that the first defendant had promised to use the information relating to the business proposal set out in the business plan for the purpose of carrying that proposal into effect.169 The consequence was that the first defendant was obliged to appoint the members of the management buy in team, as stipulated in the plan, if it decided to proceed with acquisition of the target company. The first defendant could decide not to acquire the target company or seek to negotiate a different role for members of the management buy in team. But if the latter was not agreed, then the first defendant could not use the confidential information contained in the business plan to proceed with the transaction. Sales J held that the first defendant had breached the relevant confidentiality agreements170 and damages should be awarded on the basis of what the first defendant would have had to pay the claimants in order to use the confidential information for a purpose other than a ‘permitted purpose’.171

4.58 In relation to equitable breach of confidence, the confidential information was treated as both identification of the business opportunity and the information included in the business plan, in terms of how the business of the target company could be developed and made more profitable. Sales J held that the defendants had acquired the confidential information in circumstances importing an obligation of confidence. In relation to the first defendant, with whom the confidentiality agreements had been entered into, Sales J stated that ‘The obligations owed by RFML in relation to the confidential information provided to it were confirmed and defined by the September contract and the November contract, and merge with the obligations of RFML under those contracts’.172 He further observed:

Where parties to a contract have negotiated and agreed the terms governing how confidential information may be used, their respective rights and obligations are then governed by the contract and in the ordinary case there is no wider set of obligations imposed by the general law of confidence: see eg Coco v Clark at 419. In my view, that is the position here as between the Claimants and RFML.173

4.59 For the defendants that were not parties to the confidentiality agreements, they were held to be under an equitable obligation of confidence because they ‘were aware of the scope of the obligations set out in those contracts’ and ‘[t]his was part of the circumstances in which they came to have the confidential information and colours the extent of the obligation of confidence properly to be found to have arisen in respect of each of them’.174 As such, Sales J held that the equitable obligations on these defendants were effectively defined by the agreements. He further held that all of the defendants had made unauthorized use of the confidential information and that damages, rather than an account of profits, was the appropriate remedy.175

4.60 It is submitted that Vercoe is not authority for the proposition that contractual obligations of confidence trump or extinguish equitable duties of confidentiality. This is because Sales J’s dicta indicate that ordinarily equitable obligations will be defined or determined by any contractual obligations. As such, this does not preclude wider equitable obligations from arising. A reason why contractual duties may ordinarily define the scope of any equitable obligation is because the terms of the contract can fully crystallize what the scope of the duty is between the parties. As such, parallel obligations may arise, as was the case in Vercoe. But, to the extent that the contract does not fully address the obligations between parties, as happened in Optus Networks, equitable obligations may go further.

4.61 It would seem, therefore, that a given set of circumstances may give rise to obligations in contract and in equity. It is difficult to formulate a satisfactory explanation of why the courts have needed to rely on both jurisdictions at once. The most plausible explanation seems to rest with remedies. If the obligation is cast in purely equitable terms, then it is at least questionable that the court can grant both damages and an injunction.176 Thus, in the Nichrotherm case,177 where Harman J relied exclusively on equity to award damages and an injunction, the Court of Appeal introduced an implied contractual obligation to support the award of damages. It is difficult to see, however, why an implied contractual obligation alone could not have been relied on. This would have conferred the power necessary to award damages, and equity could have been used in its auxiliary, rather than independent, role to restrain future abuse of the obligation.

4.62 Where the obligation is cast in purely contractual terms it may be much harder to establish an account of profits178 and thus courts may turn to the equitable obligation. This was the case in Optus Networks where the court held that the contractual agreement setting out confidentiality obligations did not preclude equitable obligations and thus the availability of an account of profits.179 Optus was entitled to elect between damages or an account of profits as a result. However, in Vercoe, Sales J held that an account of profits is not automatically available for breach of an equitable duty of confidence.180 He referred to Lord Nicholls’ speech in Attorney General v Blake,181 as having ‘opened the way to a more principled examination of the circumstances in which an account of profits will be ordered by the courts and where it will not’ that is not dependent on the jurisdictional basis of the action—either contract or equity.182 Sales J concluded that an award of account of profits was not appropriate given that there was no fiduciary relationship between the claimants and first defendant; the fact that the claimants had not provided ‘information about a secret design or process analogous to other forms of intellectual property’; and the relationship between the claimants and first defendant was ‘founded upon a contractual relationship, in which each side bargained at arm’s length to define the obligations to be accepted by RFML in respect of the business idea or opportunity which Mr Vercoe and Mr Pratt had identified’.183

4.63 One is forced back on the conclusion that jurisdiction is secondary to the confidence. Confidence is the fundamental ground on which the courts will grant relief, and, in so doing, it seems that they will feel free to draw on all the available jurisdictional sources. In the same way that an express contractual obligation will be supplemented by an implied contractual obligation so as to give the confider the full benefit of the duty of confidence as it exists in the general law, so the courts will stigmatize a confidant’s conduct as offending against the duty of confidence both at law and in equity, thus giving the confider access to all remedies available in the general law.

Equity used where contract might suffice

4.64 Other cases which demonstrate that jurisdictional sources are secondary to the underlying notion of confidence are those in which a remedy might exist in contract but the courts have chosen to proceed on the independent jurisdiction in equity.184 In Peter Pan Manufacturing Corporation v Corsets Silhouette Ltd185 the defendants manufactured brassieres under a patent and know-how licence from the claimants. After the termination of the licensing agreement, the defendants continued to manufacture brassieres with the use of confidential information which had been supplied by the claimants pursuant to the licensing agreement. Pennycuick J held that this constituted a breach of the defendants’ obligation in equity not to use the information except for the limited purpose for which it was supplied, which, in this case, was manufacture under the terms of the licensing agreement. It seems clear that the defendants could have been held liable under an express clause in the licensing agreement which provided:

After 18 months from the date of this agreement, but not before, licensee shall have the right, upon giving licensor six months’ written notice of its intention so to do, to terminate this agreement. Upon such termination, licensee shall forthwith cease to use any inventions, improvement, design, style, model, sample, pattern, manufacturing knowledge, information or data, or trade mark or trade name herein licensed by licensor or any advertising matter containing such trade mark or trade name.186

4.65 The judge considered that the defendants’ conduct could be brought within this clause, but felt that the clause was ‘inelegantly worded’ and that ‘it would not be useful to pursue its construction’.187

4.66 In this case it seems that equity was invoked as a matter of convenience, since its flexibility enabled Pennycuick J to hold the defendants liable without having to become involved in the intricacies of contractual construction. The remedies he awarded were an account of profits, an injunction, and the destruction of offending material still in the possession of the defendants. Equivalent remedies would, however, have been available on the contractual basis with the aid of the auxiliary equitable jurisdiction: damages, an injunction, and the order for destruction of the material.188

4.67 The Peter Pan case stands for the proposition that the independent jurisdiction in equity may be exercised as an alternative to the contractual jurisdiction when there may be an express obligation of confidence in contract. In Cranleigh Precision Engineering Ltd v Bryant189 the court relied on equity in circumstances in which the implied contractual jurisdiction would also have been appropriate. The defendant, Bryant, was formerly managing director of the claimants. After leaving the claimants’ service he exploited confidential information that he had acquired in their service for his own benefit. In holding the defendant liable, Roskill J relied on the Saltman Engineering case,190 and thus appears to have founded the defendant’s obligation on equity. This he did even though the circumstances were such that, ‘were it necessary’, he ‘would not hesitate to imply into the contract of employment between Bryant and the plaintiffs the relevant obligation’.191

4.68 In a recent Court of Appeal decision, McKennitt v Ash,192 the court opted to enforce an equitable obligation of confidence alongside a contractual obligation. In this case, the first claimant (a composer and performer of folk music) brought proceedings for breaches of obligations of confidence or privacy by virtue of the fact that the first defendant, formerly a close friend and associate, published a book in which various personal revelations relating to the first claimant were disclosed. At first instance, Eady J held that, as a result of working for the first claimant during a particular tour, the first defendant owed a contractual obligation of confidence.193 However, he went on to hold that:

In the circumstances of this case, however, I am not convinced that the provisions of the written contract (with Hampstead Productions Ltd) add very much to the obligations that Ms Ash would have owed in equity by reason of the closeness of her personal relationship with Ms McKennitt.194

He went on to award an injunction to restrict further publication of the book and damages for hurt feelings and distress in the sum of £5,000. On appeal, Buxton LJ195 took the same view as Eady J regarding the existence of the contractual obligation and its relevance, preferring to emphasize the equitable jurisdiction.

4.69 In HRH Prince of Wales v Associated Newspapers Ltd196 the basis of the courts’ intervention was equity; nevertheless, the existence of a breach of a contractual obligation of confidence was taken into consideration. Prince Charles brought an application for summary judgment for breach of confidence and infringement of copyright in respect of articles published by the appellant in the Mail on Sunday, which included extracts from one of his journals. The journal in question contained impressions concerning his official visit to Hong Kong between 27 June and 3 July 1997 on the occasion of the formal handover of Hong Kong to the Republic of China. At issue was whether summary judgment could be granted against the newspaper, which had received the private diaries of the claimant via an unnamed source. At first instance, Blackburne J found that the unchallenged evidence was that the employment contracts of employees of the claimant contained express contractual undertakings to keep confidential any information concerning the claimant which came to the employee’s knowledge during the course of their employment.197 Further, the evidence was overwhelmingly that the source of the leaked journals was a former employee of the claimant198 and, as such, this occurred in breach of confidence and the defendant had not legitimately obtained the journals.199 Blackburne J then referred to the House of Lords decision in Campbell and the balancing exercise set out by their lordships between Articles 8 and 10 of the European Convention on Human Rights (ECHR). He concluded that the claimant had a reasonable expectation of privacy in the Hong Kong journal and that this was not outweighed by the defendant’s right of freedom of expression.200

4.70 The appeal to the Court of Appeal was dismissed. Lord Phillips MR201 commented that ‘courts have extended the law of confidentiality so as to protect article 8 rights in circumstances which do not involve a breach of confidential relationship’,202 but that this case was an example of the ‘old’ law of breach of confidence, in so far as:

The information was disclosed in breach of a well recognised relationship of confidence, that which exists between master and servant. Furthermore, the disclosure was in breach of an express contractual duty of confidentiality. The newspaper was aware that the journals were disclosed in breach of confidence.203

4.71 As such, Lord Phillips MR took the view that in conducting the balancing exercise between Articles 8 and 10, the first instance judge should have placed weight on the fact that disclosure was in breach of an express contractual duty of confidence and a duty of confidentiality arising out of the employer/employee relationship.204 In particular, in considering Article 10 of the ECHR, courts would have to consider ‘whether it is necessary to restrict freedom of expression in order to prevent disclosure of information received in confidence’ and that ‘whether, in all the circumstances, it is in the public interest that the duty of confidence should be breached’.205 Relevant to this assessment would be whether there is an express contractual obligation and whether the information was disclosed in an established relationship of confidence.206 Lord Phillips MR held that, even in the absence of the unauthorized disclosure of the journal by an employee, the judge was ‘correct to hold that Prince Charles had an unanswerable claim for breach of privacy’; but that when ‘the breach of a confidential relationship is added to the balance, the case is overwhelming’.207

4.72 In this case, the court was undoubtedly relying upon the equitable jurisdiction, and not the contractual one, because the defendant was not the employee, but rather a third party—the newspaper—that had received the journal from the employee and published parts of it in its journal article/s. Certainly, there was sufficient authority to support the restraint of the newspaper as a third party who had received the confidential information with knowledge that it was disclosed in breach of confidence. However, with the influence of Articles 8 and 10 of the ECHR, the basis for restraint was that the claimant had a reasonable expectation of privacy, which was not outweighed by the defendant’s freedom of expression. This, too, is founded on the courts’ equitable jurisdiction. However, in exercising this jurisdiction, the Court of Appeal was keen to emphasize the nature of the initial breach of confidence by the employee, ie that it occurred in breach of a contractual undertaking and also in breach of an equitable obligation arising from the employer/employee relationship.

Conclusion

4.73 Equity clearly has a role in the breach of confidence action where there is no possibility of relief in contract, either because the immediate parties to a confidence are not in a contractual relationship, or because the person against whom relief is sought is a third party not privy to a contractual disclosure. Beyond these situations, the boundaries between equity and contract are indistinct. The cases seem to support the conclusion that a broad notion of confidence underlies the action for breach of confidence, and the courts will ensure that this confidence is respected to the full extent. Thus, they will supplement a limited express contractual obligation by using the jurisdiction based on implied contract or equity.

D. Property

Property as metaphor

4.74 Many of the references in the cases to confidential information as property are metaphorical.208 The courts have frequently described a confider’s rights as proprietary in contexts which make it clear that the description is merely a convenient term to apply to the confider’s rights in contract or equity. Thus, in Butler v Board of Trade209 Goff J referred to a confider’s ‘limited proprietary right in equity to restrain a breach of confidence’.210 This use of the term was clearly described by Holmes J in a much-quoted dictum in the US case, Du Pont v Masland:211

The word property as applied to … trade secrets is an unanalyzed expression of certain secondary consequences of the primary fact that the law makes some rudimentary requirements of good faith. Whether the plaintiffs have any valuable secret or not the defendant knows the facts, whatever they are, through a special confidence that he accepted. The property may be denied, but the confidence cannot be. Therefore the starting point for the present matter is not property … but that the defendant stood in confidential relations with the plaintiffs, or one of them.

4.75 The important thing, therefore, is that property is not being used in its normal sense as conferring an exclusionary right which operates against the whole world. Thus, a person in possession of a trade secret has no rights against someone who later discovers the secret by independent means,212 or who acquires the secret by analysing a marketed product in which it was embodied.213 The rights of a holder of a trade secret can be contrasted in this respect with those of a patentee, who acquires a proprietary interest which operates against all others, regardless of the manner in which they come to learn of the patented invention.214

4.76 Another metaphorical sense in which courts have used the term ‘property’ has been to describe ‘ownership’ of confidential information.215 This usage of the term ‘property’ has appeared in certain cases concerning ex-employees and the extent to which they can later use confidential information acquired during the term of employment.216 The best example of this is Printers and Finishers Ltd v Holloway217 where Cross J stated:

If the information in question can fairly be regarded as a separate part of the employee’s stock of knowledge which a man of ordinary honesty and intelligence would recognize to be the property of his old employer, and not his own to do as he likes with, then, the Court, if it thinks that there is a danger of the information being used or disclosed by the ex-employee to the detriment of the old employer, will do what it can to prevent that result by granting an injunction.218

‘Common law copyright’ cases

4.77 Aside from the cases in which ‘property’ is used metaphorically, there are other lines of authority that commentators rely upon in order to support the jurisdictional basis of breach of confidence lying in property.

4.78 The first group of such cases are the early decisions, in the eighteenth and nineteenth centuries, dealing with common law rights of ‘property’ in unpublished works.219 On this basis, courts were prepared to restrain the unauthorized publication of unpublished manuscripts,220 letters,221 plays,222 recipes,223 information about literary works or artistic works,224 and information such as sporting scores225 and share prices.226 To the extent that these cases reflect the principle of common law copyright in unpublished works, the passing of the Copyright Act 1911, in particular section 31,227 may explain why this line of authority ceased at the beginning of the twentieth century.228

4.79 We have argued in Chapter 2 that the eighteenth- and nineteenth-century decisions provided such broad protection of unpublished works that there was little scope for the operation of an independent action for breach of confidence and certainly not one that was based on confidential information as a type of property right. Rather, the position would seem to be as described by Robert Dean: ‘The early cases have become all things to all people. Almost any theory as to jurisdictional basis can be supported by reference to the early cases’.229

Cases on transmissibility of information

4.80 Another group of authorities that are said to reflect the ‘proprietary’ basis of breach of confidence are those dealing with the transmissibility of confidential information.230 There are early English cases231 in which confidential information has been treated as transferable by sale,232 or via testamentary disposition,233 as partnership property,234 the subject matter of a trust,235 and as vesting in the trustee in bankruptcy.236 However, the weight of these authorities may be doubted,237 because they appear as isolated cases and also because of their antiquity.238 It is also submitted that these authorities are better viewed as supporting the position that rights in relation to the information (as a chose in action) are transmissible239 as opposed to the information per se. Further, even in the cases which apparently support the transmissibility of confidential information, there are clear dicta to the effect that the basis of breach of confidence is either contractual or equitable.240

Remedies cases

4.81 Cases in which damages have been granted as a remedy for breach of confidence have also been relied upon as indicating a common law property basis for the action.241 A frequently invoked example is the decision in Nichrotherm Electrical Co Ltd v Percy.242 In this case the claimants and defendant had worked together on developing and marketing an artificial pig-rearing machine. After a dispute, the defendant went ahead and developed his own artificial pig-rearing machine, which was based on a prototype and drawings shown to him by the claimants. The claimants sued for infringement of copyright in their design plans and breach of confidence. At first instance, Harman J found for the claimants and awarded damages. On appeal, Lord Evershed MR (with whom Hodson and Romer LJJ agreed) upheld the decision of Harman J. His Lordship observed that a contractual breach of confidence would give rise to damages at law, but that an equitable breach of confidence would give rise to an injunction or damages in lieu of an injunction under Lord Cairns’s Act.243 Lord Evershed MR went on to state that Harman J at first instance apparently ordered damages for an equitable breach of confidence but without reference to Lord Cairns’s Act.244 The difficulties associated with this finding were avoided, however, by the holding that there was an implied promise between the claimants and the defendant not to make any use of the machine for other purposes.245 As such, the remedy granted can be explained on a conventional basis, ie damages at law for breach of an implied contractual obligation of confidence.246

4.82 The remedy granted in Ackroyds (London) Ltd v Islington Plastics Ltd247 can also be explained on a conventional basis. In this case, Havers J held the defendants in breach of an implied term not to use the moulding tool except for manufacture of swizzle sticks on behalf of the claimants and not to make use of any knowledge gained from the swizzle sticks or their manufacture for purposes other than those of the claimants.248 Havers J also found that an equitable obligation of confidence was imposed whose scope was similar to the implied contractual term.249 The judge awarded an injunction, as well as damages for breach of contract and breach of confidence. Robert Dean remarks that, ‘With a liberal view of equity’s capacity to award past damages, and by noting that the courts are willing to base their judgment on concurrent bases in contract and confidence, the judgment need not be seen as exceptional’.250

4.83 The decision most strongly pointing towards a common law property basis for breach of confidence is Seager v Copydex (No 2).251 The claimant in this case invented and patented a carpet grip, called the ‘Klent’, and had negotiated with the defendant with a view to their marketing the Klent grip. In the course of negotiations, the claimant disclosed to the defendants his idea for another type of carpet grip, whose spikes were V-shaped prongs, which the defendants realized had been disclosed to them in confidence. After a year, the negotiations amounted to nothing. Subsequently, the defendants developed their own carpet grip that embodied the very idea of the claimant’s alternative grip. The Court of Appeal held that the defendants had unconsciously made use of the confidential information disclosed to them by the claimant and that they were infringing an equitable duty of confidence.252 The court refused an injunction, but ordered an award of damages. In relation to the assessment of damages, Lord Denning MR (with whom Salmon and Winn LJJ agreed) set out the relevant principles as follows:

If I may use an analogy, it is like damages for conversion. Damages for conversion are the value of the goods. Once the damages are paid, the goods become the property of the defendant. A satisfied judgment in trover transfers the property in the goods. So here, once the damages are assessed and paid, the confidential information belongs to the defendants.253

Lord Denning MR added:

Once a lump sum is assessed and paid, then the confidential information would belong to the defendants in the same way as if they had bought and paid for it by an agreement of sale. The property, so far as there is property in it, would vest in them. They would have the right to use that confidential information for the manufacture of carpet grips and selling of them. If it is patentable, they would be entitled to the benefit of the patent as they had bought it. In other words, it would be regarded as a real outright purchase of the confidential information. The value should, therefore, be assessed on that basis: and damages awarded accordingly.254

4.84 Lord Denning MR’s formulation of damages has been scrutinized by numerous commentators255 and arguably supports the conclusion that damages were awarded on a common law basis, as if there was an infringement of property. However, in Seager v Copydex (No 1),256 Lord Denning MR commented that, ‘The law on this subject … depends on the broad principle of equity that he who has received information in confidence shall not take unfair advantage of it’.257 In his later judgments, Fraser v Evans258 and Potters-Ballotini Ltd v Weston Baker,259 Lord Denning MR cited this statement without suggesting in any way that he was departing from it. Therefore, it seems clear that his lordship considered breach of confidence to be grounded in equity. But how then does one account for Lord Denning MR’s statements in Seager v Copydex (No 2)? It must be remembered that his Lordship was using an analogy to conversion of goods260 and that this was merely a convenient way to assess compensation in equity.261 Moreover, it is arguable that the Court of Appeal in Seager ‘still had the option of granting damages in lieu of the injunction they had just refused’262 pursuant to Lord Cairns’s Act.

4.85 It is submitted that the cases in which damages have been awarded for breach of confidence do not point convincingly in the direction of breach of confidence being grounded in property. Rather, the cases on damages263 really reflect a debate about the legitimacy of granting certain remedies in equity.264 Moreover, the fact that proprietary relief, in the form of a constructive trust, is available only in rare and exceptional circumstances265 also supports the view that confidential information is not property.266

Restraint of persons not in a relationship of confidence

4.86 Commentators have also pointed to the courts’ willingness to restrain persons who are not in a relationship of confidence, ie ‘an innocent third party, the information thief or the lucky finder’,267 as evidence of the proprietary basis of breach of confidence.268 On several occasions, courts have recognized that the following persons may be enjoined: third party recipients of confidential information,269 persons who surreptitiously acquire information,270 and persons who are strangers to a confidential relationship but who have actual or constructive knowledge that information is confidential.271 The argument is that, because persons who are not privy to a confidential relationship or confidential communication are being restrained, the courts must be protecting a right in rem. However, these cases are explicable as an application of the equitable basis underlying the action for breach of confidence.272 Indeed, in several cases dealing with third parties or strangers to a confidential relationship, it is clear that courts’ are relying on equity to impose an obligation of confidence.273 For example, in Spycatcher, Lord Keith and Lord Griffiths held that a third party could be restrained where he is in possession of information that he knows is subject to an obligation of confidence and recognized the equitable basis of the obligation.274

4.87 Another example is the decision in Franklin v Giddins.275 The claimant in this case had developed a variety of nectarine, the ‘Franklin Early White’, which was commercially very successful. The defendant entered the claimant’s orchard during the night and stole four twigs of budwood from one of the claimant’s trees, which he later grafted onto root stocks, and from which he grew his own nectarine trees. The defendant subsequently pleaded guilty to a charge of theft. A civil action was commenced by the claimant, in which he claimed a declaration that the trees growing on the defendant’s orchard were his property and an order for the delivery up, for destruction, of all the wood which caused the trees to bear the claimant’s variety of nectarine.

4.88 In the Queensland Supreme Court, Dunn J granted the declaration and order for delivery up. He held that, according to Prince Albert v Strange, it was clear that equity recognized a personal obligation to respect trust and confidence which did not arise consequently upon a contractual relationship.276 In response to the defendant’s argument that the budwood twigs were not ‘information confidentially imparted’ and that therefore no obligation of confidence deserving of protection had arisen, Dunn J stated:

I find myself quite unable to accept that a thief who steals a trade secret, knowing it to be a trade secret, with the intention of using it in commercial competition with its owner, to the detriment of the latter, and so uses it, is less unconscionable than a traitorous servant. The thief is unconscionable because he plans to use and does use his own wrong conduct to better his position in competition with the owner, and also to place himself in a better position than that of a person who deals consensually with the owner.277

4.89 Although the language of ‘stealing a trade secret’ may hint at a property analysis, it is clear from the above passage that the decision to grant relief against the defendant, who was not privy to a confidential relationship or confidential communication, was based on a notion of unconscionability.278 Further, the unconscionability arose primarily from the surreptitious acquisition of the information (in the form of the budwood), and also from the knowledge that what the defendant was taking was a ‘trade secret’, ie confidential information.

Article 1 First Protocol ECHR

4.90 Finally, in support of a proprietary jurisdictional basis for protection of confidential information, one could point to the recent Court of Appeal decision in Veolia ES Nottinghamshire Ltd v Nottinghamshire County Council,279 where trade secrets were characterized as falling within Article 1 of the First Protocol to the ECHR.280 The proceedings in this case arose by virtue of a waste management private finance initiative (PFI) agreement between Veolia and Nottinghamshire County Council, which contained commercial confidential information, and the request by a third party, who was an elector within the local government area of the Council, to inspect and make copies of the contract and its invoices pursuant to section 15(1) of the Audit Commission Act 1998. The Council informed Veolia that it was prepared to disclose certain schedules to the agreement and, as a result, Veolia sought judicial review of the Council’s decision on the basis that disclosure of confidential information was not permitted by section 15(1). Veolia’s argument at first instance (and its first ground of appeal) was the technical argument that the contract and invoices did not fall within the language of section 15(1) of the Audit Commission Act 1998. Cranston J rejected this submission at first instance, as did the Court of Appeal.281 On appeal, Veolia raised two additional and alternative grounds, the second of which is most relevant to the discussion here. This was that section 15(1) had to be read down in order to preserve the confidentiality of confidential information according to, inter alia, the common law, Article 8 ECHR and/or Article 1 of the First Protocol.282

4.91 Rix LJ, with whom Etherton and Jackson LJJ agreed on this ground of appeal, began by examining the common law protection of confidentiality. His Lordship, somewhat curiously, considered R (Morgan Grenfell & Co Ltd) v Special Commissioner of Income Tax,283 which dealt with whether documents protected by legal professional privilege284 had to be disclosed pursuant to section 20(1) of the Taxes Management Act 1970. In particular, Rix LJ relied upon the leading speech of Lord Hoffmann and the dicta of Lord Hobhouse of Woodborough,285 which indicated that the case was to be resolved according to two well-established principles of construction: first, that legal professional privilege is a fundamental human right long established by the common law; and second, that courts will not construe words of a statute to override such rights unless there is a clear intention to do so. After considering Morgan Grenfell, Rix LJ observed:

In my judgment there is much to be said in favour of the application of this doctrine. Whether or not the protection of confidential information can be properly described as a ‘fundamental human right’ or a ‘basic tenet of the common law’ (to which Lord Hobhouse referred) is something which I will consider further below, after discussing the ECHR’s article 8 and article 1 of the first protocol. However, confidential information is a well recognised species of property, protected by the common law and recognised in other relevant statutes, such as FIA 2000, as well as in EU law such as in the 2004 Directive. Commercial confidential information may well constitute the life blood of an enterprise.286

4.92 His lordship then drew parallels with Morgan Grenfell in so far as the Audit Commission Act 1998 did not expressly abrogate the right to preserve confidential information and, further, there was no necessary implication to this effect either, given the background to the legislation.287

4.93 Lord Justice Rix’s view of the common law position may be criticized for two main reasons. First, the House of Lords decision in Morgan Grenfell was a case concerning legal professional privilege, which is not the same as protection of confidential information. While there is a significant overlap between legal professional privilege and duties of confidence owed by lawyers to their clients, the scope and duration of such duties vary.288 As such, it may be queried whether Morgan Grenfell can provide the basis for the views expressed by Rix LJ in Veolia. The second criticism is that Rix LJ baldly asserts that ‘confidential information is a well recognised species of property’ without citing any cases in support when, in fact, the proprietary nature of such information is highly contentious and arguably not supported by the weight of authority, as has been discussed in this section.289

4.94 Rix LJ went on to consider the status of commercial confidential according to the ECHR. In support of commercial confidential information falling within Article 8 ECHR, his lordship cited the Court of Justice ruling in Varec SA v Belgium290 without examining the decision in any great length.291 However, his lordship did not consider it necessary to take a view on the engagement of Article 8 given his conclusion on Article 1 of the First Protocol.292 On this Article, Rix LJ remarked:

The concept of ‘possessions’ is broad and covers a wide range of things which have significant economic value. It extends to business goodwill and to various forms of intellectual property, including copyright, although there is apparently no case which expressly covers confidential information see for instance Regina (Nickolds) v Security Industry Authority [2006] EWHC 1792 (Admin), [2007] 1 WLR 2067 at [70], citing Strasbourg authority for the concept to include shares, patents, planning permissions, leases and licences, social security and pensions, and choses in action, and at [71] touching on good will, the Strasbourg jurisprudence concerning which was discussed in R (Malik) v Waltham Forest NHS Primary Care Trust [2007] EWCA Civ 265, [2007] 1 WLR 2092.293

4.95 Rix LJ concluded that, despite the lack of Strasbourg authority to the effect that ‘possessions’ includes confidential information, he could see no reason why valuable commercial confidential information could not fall within Article 1 of the First Protocol to the ECHR.294 As a result, unrestricted disclosure of the disputed documents was an interference with that right that would need to be justified, looking at the specific facts of the case,295 and section 15(1) should be read down subject to the question of justification.296

4.96 Was Rix LJ in Veolia correct to assume that Article 1 of the First Protocol of the ECHR is applicable to trade secrets/commercial confidential information and, if so, what is the impact of this on the jurisdictional basis for protection of confidentiality? Before considering these two questions, some preliminary remarks about Article 1 of the First Protocol should be made.

4.97 First, the history of Article 1, First Protocol indicates that the ambiguities within it297 are partly due to poor drafting and partly due to the need to forge a compromise in the light of what was an extremely controversial provision.298 Second, it is usually the case that interests that are classified as private property under national law are treated as falling within Article 1, First Protocol. However, the European Court of Human Rights has developed an autonomous meaning of ‘possessions’, so that interests that would not be classified as private property under national law may nonetheless be characterized as ‘possessions’ within Article 1, First Protocol.299 In other words, public law or constitutional notions of ‘property’ may be broader than private law understandings of property.300 Finally, a decision as to the applicability of Article 1, First Protocol only determines those situations where interference with such a right must be justified. As Professor Allen explains: ‘a generous view of applicability does not necessarily extend the State’s obligations or enhance the protection of property, except in the limited sense that it extends the circumstances in which the State can be called upon to justify its actions’.301

4.98 Turning to the question whether confidential information may be classed as ‘possession’ within Article 1, First Protocol of the ECHR, as Rix LJ correctly observed in Veolia, there is no Strasbourg authority directly on this point. However, there are decisions of the European Commission on Human Rights302 and the European Court of Human Rights303 that support intellectual property rights—in the form of patents,304 copyright,305 and trade marks306—as within the scope of Article 1, First Protocol. Importantly, in these cases, the national law recognized the various intellectual property rights as property rights, whereas it may be seriously doubted that English courts would characterize confidential information as property. At best, it is submitted that the benefit of the obligation of confidence could be characterized as a chose in action.307 If this analysis were correct, the chose in action would be recognized as property under English law and, as such, the Strasbourg Court would be likely to treat the rights arising from a confidential obligation as within Article 1, First Protocol.

4.99 Where domestic law does not recognize either confidential information or the benefit of a confidential obligation as property is it likely that the European Court of Human Rights would, in any event, determine that Article 1, First Protocol was applicable to trade secrets/commercial confidential information? In Anheuser-Busch Inc v Portugal the Grand Chamber considered that an application for registration of a trade mark was a possession. In reaching this conclusion, the court took ‘due note of the bundle of financial rights and interests that arise upon an application for the registration of a trade mark … [and that] such applications may give rise to a variety of legal transactions, such as a sale or licence agreement for consideration, and possess—or are capable of possessing—a substantial financial value’.308 Key to the Grand Chamber’s reasoning was that a trade mark application gave rise to proprietary rights under domestic law. It is doubtful that trade secrets or commercial confidential information give rise to proprietary rights in English law and, as such, it would be unlikely that such information would be recognized as ‘possessions’. On the other hand, it may be the case that commercial confidential information is valuable and, as a matter of contract, capable of being sold or licensed. On this basis, the Strasbourg Court might accept that financial interest in how confidential information is transferred or used suffices to characterize them as possessions for the purposes of Article 1, First Protocol.

4.100 Assuming, for a moment, that commercial confidential information does fall within the scope of Article 1, First Protocol, how would the jurisdictional basis for the action for breach of confidence be affected? It is submitted that if the Court characterized trade secrets as ‘possessions’ within Article 1, First Protocol, this would not necessarily require their characterization as ‘property’ under domestic law. This is for the basic reason, as mentioned above, that public law notions of property may be wider than private law notions, and the Strasbourg court has recognized certain interests as ‘possessions’, which would not be classified as ‘property’ under English law, such as welfare or social security entitlements.309 More generally, it is unclear what the impact of confidential information falling with Article 1, First Protocol would be. The Veolia decision indicates one possibility—that courts may have to ‘read down’ statutes in order to protect the right to property. Another possibility is that in an action between private parties310 Article 1, First Protocol is invoked. Certainly, in actions between private persons, we have seen Article 8, as well as Article 10, ECHR being raised, and the effect of this, at least in the realm of personal and private information, has been the displacement of the Coco v Clark analytical framework in favour of courts’ assessing whether Convention rights have been engaged and then undertaking a more focused and penetrating balancing exercise.311 If trade secrets are characterized as falling within a Convention right, this begs the question whether English courts would also shift their approach to a balancing exercise.

Authority to the contrary

4.101 It is submitted that none of the arguments discussed above support ‘property’ as the jurisdictional basis of the law of confidentiality. Moreover, there is a wealth of dicta312 denying the existence of a proprietary right in confidential information and confining rights in such information to circumstances in which there is a breach of confidence in contract or equity. Typical of these dicta is the following statement of Lord Evershed MR in the Nichrotherm case:313

… a man who thinks of a mechanical conception and then communicates it to others for the purpose of their working out means of carrying it into effect does not, because the idea was his (assuming that it was), get proprietary rights equivalent to those of a patentee. Apart from such rights as may flow from the fact, for example, of the idea being a secret process communicated in confidence or from some contract of partnership or agency or the like which he may enter into with his collaborator, the originator gets no proprietary rights out of the mere circumstance that he first thought of it.

4.102 Lord Upjohn in Boardman v Phipps314 uttered comments to a similar effect:

In general, information is not property at all. It is normally open to all who have eyes to read and ears to hear. The true test is to determine in what circumstances the information has been acquired. If it has been acquired in such circumstances it would be a breach of confidence to disclose it to another then courts of equity will restrain the recipient from communicating it to another. In such cases such confidential information is often and for many years has been described as the property of the donor, the books of authority are full of such references; knowledge of secret processes, ‘know how’, confidential information as to the prospects of a company or of someone’s intention or the expected results of some horse race based on stable or other confidential information. But in the end the real truth is that it is not property in any normal sense but equity will restrain its transmission to another if in breach of some confidential relationship.315

4.103 Although Lord Upjohn delivered a dissenting speech in Boardman v Phipps, the above dicta have been cited with approval, including by the High Court of Australia in Breen v Williams316 and the Court of Appeal in Douglas v Hello!317

4.104 Other, higher courts in England and elsewhere have reiterated that protection of confidential information is not proprietary in nature. For example, in R v Department of Health318 Simon Brown LJ held that a medical patient has no proprietary claim to the information contained in his prescription form,319 while in Douglas v Hello!320 Lord Walker observed that confidential information ‘cannot properly be regarded as a form of property’.321 In Australia, one can point to the High Court decision in Moorgate Tobacco Co Ltd v Philip Morris Ltd,322 where Deane J323 observed that the ‘rational basis [of breach of confidence] does not lie in proprietary right. It lies in the notion of an obligation of conscience arising from the circumstances in or through which the information was communicated or obtained’.324 Further, there are the obiter dicta of Latham CJ in Federal Commissioner of Taxation v United Aircraft Corporation.325 In the context of determining whether income derived by the defendant (a US corporation) was obtained ‘directly or indirectly’ from Australia, such that it was taxable in Australia, it was argued that information communicated from the defendant to an Australian company amounted to a transfer of property. Latham CJ, in rejecting this argument, commented:326

Knowledge is valuable, but knowledge is neither real nor personal property. A man with a richly stored mind is not for that reason a man of property. Authorities which relate to property in compositions, &c., belong to the law of copyright and have no bearing upon the question whether knowledge or information, as such, is property. It is only in a loose metaphorical sense that any knowledge as such can be said to be property. Either all knowledge is property, so that the teaching of, for example, mathematics, involves a transfer of property, or only some knowledge is property. If only some knowledge is property then it must be possible to state a criterion which will distinguish between that knowledge which is property and that knowledge which is not property. The only criterion which has been suggested is the secrecy of the knowledge—it is said that the fact that knowledge is secret in some way creates a proprietary right in that knowledge. I confess myself completely unable to appreciate this proposition as a legal statement.

In this passage, Latham CJ emphasizes the metaphorical way in which property is used in relation to information, while at the same time clearly rejecting a proprietary basis for breach of confidence because the secrecy of information would be an inadequate criterion on which to establish property rights.327

4.105 Cases dealing with whether there can be theft of confidential information have also rejected a property characterization of information.328 In Oxford v Moss329 the Divisional Court considered whether temporarily taking an undisclosed examination paper amounted to theft. More specifically, the issue was whether the confidential information contained within the examination paper could amount to property within the meaning of sections 1(1) and 4(1) of the Theft Act 1968.330 Smith J (with whom Wien J and the Lord Chief Justice agreed) cited a handful of authorities on breach of confidence331 and characterized them as concerned with a duty of good faith. The Divisional Court held that confidential information was not ‘intangible property’332 and dismissed the appeal.333

4.106 In Stewart v The Queen334 the Canadian Supreme Court had to deal with a very similar issue. The accused had sought to obtain personal details of employees at a hotel by offering to pay a security guard employed at the hotel to disclose this information. He was charged with counselling a hotel employee to commit fraud and theft, and, after being acquitted at trial, the Court of Appeal set aside the acquittal and entered a conviction on the charge of counselling theft.335 The case was appealed to the Supreme Court. The Court stressed that the case did not involve theft of a tangible object containing confidential information, but rather ‘confidential information per se, a pure intangible’.336 Further, it held that for the relevant provision on theft to apply337 it had to be property.338 The Court observed that ‘the protection afforded to confidential information in most civil cases arises more from an obligation of good faith or a fiduciary relationship than from a proprietary interest’,339 but that, in any case, the question had to be decided from the perspective of the criminal law.340 The Court took the view that a hasty extension of the criminal law to include theft of confidential information would lead to undesirable consequences, such as indirectly restricting the mobility of labour, and cause practical problems, in terms of precisely defining confidential information. Thus, the Court concluded that as a matter of policy confidential information should not be property for the purposes of section 283 of the Criminal Code, and that any change to this situation was best effected by Parliament.341

4.107 As well as weighty dicta doubting the proprietary basis of breach of confidence, numerous commentators have disagreed that confidential information is, or should be, a form of property.342 Further, for some of those commentators who support a proprietary jurisdictional basis, it is clear that they are in fact characterizing the benefit arising from an obligation of confidence as a chose in action,343 as opposed to treating confidential information per se as property.344

4.108 The status of the property basis must, therefore, be regarded as highly uncertain. Further, the desirability of its existence should be seriously questioned.345 A major attraction of adopting a property analysis is said to be the fact that third parties, as well as persons engaging in industrial espionage or those who accidentally find confidential information, may be restrained.346 Yet, as has been discussed above, courts have been able to stretch the equitable action to offer the ‘owner’ of confidential information a remedy in these sorts of situations.347

E. Tort

4.109 Generally speaking, there has been little support for tort as the jurisdictional basis for protection of confidential information. An early proponent of tortious liability for breach of confidence, independent of contract or equity, was PM North,348 who pointed to cases in which common law damages were apparently available349 and, in some instances, assessed according to principles analogous to conversion.350 But this view did not subsequently gain a foothold.351

4.110 Probably the strongest support for the cause of action for breach of confidence being grounded in tort comes from those recent cases in which Article 8 ECHR has been relied upon to protect the privacy interests of claimants. Take, for example, the House of Lords decision in Campbell v MGN.352 In this case, the Mirror newspaper published articles disclosing the fact that the claimant had a drug addiction, was receiving therapy with Narcotics Anonymous, and gave details of the meeting she was attending. The articles were also accompanied by photographs of the claimant, dressed casually, leaving a Narcotics Anonymous meeting. The claimant’s action for breach of confidence was successful at first instance, but subsequently overturned by the Court of Appeal. On appeal to the House of Lords, a majority of their lordships353 restored the judgment at first instance. In the course of delivering his minority opinion, Lord Nicholls commented on how the action for breach of confidence has developed in order to accommodate Article 8 of the ECHR and observed that ‘[t]he essence of the tort is better encapsulated now as misuse of private information’.354 Although Lord Nicholls was in the minority, his statements of principle were consistent with the majority, and so arguably his dicta can be relied upon to support a new tort of misuse of private information.

4.111 In a subsequent decision, McKennitt v Ash,355 Buxton LJ (with whom Longmore and Latham LJJ agreed) in the Court of Appeal also adopted the language of ‘tort’ in relation to breach of confidence. His lordship commented that according to the House of Lords decision in Wainwright v Home Office356 there was no English domestic law tort of invasion of privacy, so that ‘English courts have to proceed through the tort of breach of confidence’357 in order to give effect to Articles 8 and 10 of the ECHR. Further, Buxton LJ observed that the action for breach of confidence has been ‘rechristened’ as the tort of misuse of private information according to Lord Nicholls in Campbell.358

4.112 This view of the Court of Appeal in McKennitt v Ash may be contrasted, however, with that in Douglas v Hello!,359 where Lord Phillips MR, delivering the judgment of the court, observed:

The Douglases’ claim in relation to invasion of their privacy might seem most appropriately to fall within the ambit of the law of delict. We have concluded, however, albeit not without hesitation, that the effect of shoehorning this type of claim into the cause of action of breach of confidence means that it does not fall to be treated as a tort under English law: see Kitechnology BV v Unicor GmbH Plastmaschinen [1995] FSR 795, para 40 and more generally Clerk & Lindsell on Torts, 18th ed (2000), para 27-01, footnotes 2 and 3.360

4.113 In the House of Lords, their lordships did not depart from this view. In fact, Lord Nicholls described breach of confidence, at least in so far as it protects confidential (as opposed to private) information, as an equitable principle;361 and Lord Walker (in his dissenting speech) observed that, ‘[w]here there is no contractual tie the cause of action is the equitable jurisdiction to restrain … breach of confidence’.362

4.114 The tortious nature of breach of confidence seems debatable and, as Eady J in Mosley v News Group Newspapers Ltd remarked, ‘It can only be a matter for speculation whether a hypothetical future House of Lords would now follow Lord Nicholls’ classification of invasion of privacy as a “tort”’.363 Several commentators have expressed a preference for recognizing a separate tort of misuse of private information, rather than continuing to rely on the action for breach of confidence,364 when it comes to protecting privacy interests. If such a limited tort were to be recognized, this would not necessarily require re-characterization of the action for breach of confidence, as a whole, as tortious, but could be confined to the ‘extended’ action. It is also worth noting that the Law Commission proposed to elevate the role of tort by creating a statutory tort of breach of confidence,365 which would replace the courts’ jurisdiction in equity and property but leave relatively unimpaired their jurisdiction in contract. This, however, has not been adopted by the legislature.

4.115 Aside from the debate whether to recognize a tort of misuse of private information, or to place the entirety of breach of confidence on statutory tortious footing, the role of tort in the breach of confidence action is twofold.

4.116 First, if the principle that there is a right of property in confidential information becomes entrenched in the law (which seems unlikely, as discussed in the previous section), then the misuse of confidential information in situations where this principle is applied could properly be regarded as tortious. The function of tort in this respect is a peripheral one, for it attains significance only through the proprietary right which vests in the author of confidential information, and the application of the term ‘tortious’ to describe the misconduct of a defendant is simply a matter of convenience.

4.117 To be contrasted with this influence of tort is the role which it plays in providing an array of ancillary remedies which can be applied to the protection of confidential information. In this category are the torts of interference with contractual relations, which can be used to protect information against third parties who induce a confidant to break a contractual obligation of confidence;366 conspiracy, which may be appropriate if several parties have conspired to commit an unlawful act whereby they obtain confidential information; conversion, which may provide relief against someone who has stolen the physical materials on which confidential information is recorded (such as documents, diagrams, CD-Roms, or computer programs); and trespass, which may be applicable where the means by which confidential information is acquired involve a trespass to land or chattels.367 These torts do not form part of the breach of confidence action in the way that a tort based on a right of property in confidential information would. They are ancillary remedies which may have an application to the circumstances in which confidential information is misused.
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A. The Requirement of Confidentiality

5.01 In order to establish a cause of action for breach of confidence, a confider must first demonstrate that the information which the confidant has been given or to which he has gained access is confidential.

5.02 The requirement of confidentiality applies whenever the courts rely on the independent jurisdiction in equity,1 or on the implied terms of a contract,2 or on a right of property in information.3 However, in relation to personal information it appears that the requirement has been eclipsed by the requirement that there is a reasonable expectation of privacy such that Article 8 of the European Convention on Human Rights (ECHR) is engaged.4 The nature of this shift and the consequences for protection of personal information are examined in more detail in Chapter 6. Even so, courts still occasionally consider the confidential nature of personal or private information,5 and thus the general attributes of confidentiality retain some relevance in this context.

5.03 In the case of express contractual obligations, it is theoretically possible for these to go further than equitable obligations and to prohibit the use of information which is common knowledge.6 This issue has been explored to a limited extent in the case law.

5.04 The first case is Attorney General v Barker,7 in which the first defendant, in consideration for entering employment with the Royal Household, signed a contractual undertaking promising not to disclose, publish, or reveal without authorization any incident, conversation, or information concerning the royal family or any guest or visitor which came to his knowledge during his employment. The first defendant subsequently wrote a book, Courting Disaster, which he was proposing to publish via the second defendant, a company wholly owned and run by him. Injunctive relief was granted against both defendants to restrain publication both within and outside the United Kingdom. In dismissing the defendants’ appeal and allowing the claimant’s cross-appeal,8 Lord Donaldson MR held9 that the claim was based on breach of contract, rather than breach of confidentiality,10 and the contractual undertaking could not be attacked for ‘obscurity, illegality or on public policy grounds’.11 As such, there was a ‘flagrant breach of contract’.12 Although the Court of Appeal dealt with the case on the basis of straightforward breach of contract, there is nothing to suggest, however, that the information disclosed in the first defendant’s book was common knowledge.13

5.05 An example of where courts have upheld express contractual confidentiality obligations, even where the information has entered the public domain, is Attorney General v Blake.14 The defendant, a notorious traitor, was held in breach of his promise not to disclose official, government information gained as a result of employment by virtue of submitting his autobiography for publication. The government information disclosed in the autobiography was no longer secret,15 and thus the defendant was not in breach of his lifelong duty of confidentiality. However, he was held in breach of his contractual undertaking not to disclose official, government information and an account of profits was awarded.16 This was a highly unusual case in so far as an account of profits was awarded for breach of contract, but the House of Lords justified the grant on the basis of exceptional circumstances. These included the fact that, although the defendant was not under a fiduciary duty, the contractual undertaking was ‘closely akin to a fiduciary obligation, where an account of profits is a standard remedy in the event of a breach’.17 As such, this authority must be viewed in light of its own particular facts, and it cannot be assumed that breach of an ordinary contractual obligation not to disclose information where that has already entered the public domain will necessarily result in a financial remedy. Given that it would be hard to establish loss caused by the breach, an award of damages would be unlikely, as would an account of profits, unless there were exceptional circumstances as outlined by the House of Lords in Blake.

5.06 Another example of how contractual obligations may be broader than any equitable obligations of confidence and, as such, protect information that is common knowledge, is Ministry of Defence v Griffin.18 The defendant in this case was a former soldier with the UK Special Forces, who had signed an undertaking not to disclose, without express prior authority from the Ministry of Defence, any information, document, or other article relating to the UK Special Forces acquired by virtue of his position. The claimant alleged that the defendant had breached this contractual undertaking, along with an equitable duty of confidence, by virtue of making unauthorized public disclosures and statements upon matters which came to his knowledge through his service with the UK Special Forces. In an application to continue an injunction that was granted ex parte, Eady J noted that, in terms of the defendant’s right of freedom of expression, the contractual undertaking that he signed did not involve a blanket ban on disclosure, but simply required him to go through a clearance procedure prescribed by the contract.19 Eady J also took into account that ‘there is sometimes a significant distinction to be drawn between an application based merely upon an equitable duty of confidence and an application founded upon a contract freely entered into by a consenting adult’.20 He further observed that: ‘A contract may embrace categories of information within the protection of confidentiality even if, without a contract, equity would not recognize such a duty’.21 The defendant sought to argue that his disclosures related to information that was so anodyne, general in nature, and widely known that the national interest could not be damaged. However, Eady J found that this did not matter since the terms of the contract required permission to be obtained from the Ministry of Defence.22 If permission was refused, the defendant had the possibility of bringing proceedings for judicial review. As such, Eady J continued the injunction.

5.07 By way of contrast to Blake and Griffin, the High Court of Australia in Maggbury Pty Ltd & Anor v Hafele Australia Pty Ltd23 did not uphold a contractual obligation of confidence that sought to protect information that was in the public domain because the obligation was in restraint of trade.24 This case involved a foldaway ironing board invention, for which patent protection was sought. With a view to commercially exploiting the invention, the appellants and respondents entered into an agreement by which terms the invention and information relating to the invention was disclosed to the respondents. In return, the respondents agreed to treat the information as ‘private and confidential’ and the obligations of confidence were stated to be perpetual in nature. Negotiations between the parties broke down and the respondents began marketing a wall-mounted foldaway ironing board. The appellants brought an action for breach of contract and at first instance were awarded damages of AU$25,000 and a permanent injunction. On appeal, the Queensland Court of Appeal held that the agreement not to use information was unenforceable, given that it was perpetual in nature and related to all information, whether in the public domain or not. The court also held that an injunction should not have been granted because the information had been made public, via the patent application. On appeal to the High Court of Australia, the appellants sought a restoration of the orders of Byrne J at first instance, arguing that the contractual obligations of confidentiality were perpetual and did not depend on the information being secret. The High Court held that this construction accorded with the express terms of the agreement.25 However, a majority of the High Court26 found that these contractual terms were in breach of the doctrine of restraint of trade. The majority held that these terms undoubtedly imposed restraints on the activities of the respondents and that they were unreasonable given that the information had now entered the public domain.27 The majority commented: ‘The fact that the restraint can be said to have freely been bargained for by the parties to the contract provides no sufficient reason for concluding that the doctrine should not apply’.28 By way of contrast, the minority of the High Court (Kirby J and Callinan J) did not regard the fact that the restraint was unlimited in time and place as decisive and found that the restraint was reasonable.29

5.08 In summary, there are few cases which directly support the enforceability of contractual obligations not to disclose or use information that is common knowledge. The two cases in which these obligations have been upheld, namely, Blake and Griffin, can be seen in light of their particular facts, ie obligations which were owed to the Government by their employees where there was a public interest in enforcing these obligations, besides simply preserving the sanctity of contract. In a commercial setting, however, an attempt to restrain the use of information that is in the public domain may risk being held unenforceable on public policy grounds, such as restraint of trade.30 Moreover, it may be difficult to establish a right to damages for the confidant’s use of something which was freely available to everyone. Similarly, major obstacles would stand in the way of the grant of an injunction. There would be evidentiary problems in proving which information the confidant had acquired by virtue of the contractual relationship rather than from a public source,31 and it would be difficult to frame an injunction in terms which were sufficiently certain to be enforceable.

5.09 For practical purposes, therefore, confidentiality may be treated as a prerequisite to relief in every action for breach of confidence, regardless of the jurisdictional source on which the courts rely. In the present chapter, the general characteristics which confer confidentiality on information are discussed. In the following chapter, particular categories of confidential information are examined.

B. Mode of Expression

5.10 There are no formal requirements relating to the manner in which information is expressed which must be satisfied before information can be said to be confidential. The courts have primarily been concerned to protect the substance behind the physical record of information—the ideas or thoughts—and have regarded the way in which that substance is expressed as inconsequential. Thus, confidentiality has been established in information which is verbal, such as a list of agents used by a business;32 diagrammatic, such as production drawings for a machine,33 or other equipment,34 or tools;35 pictorial, such as photographs36 or etchings;37 aural, in the form of a sound recording;38 or which is composed simply of figures, such as a table of dimensions of various types of fire-engines.39 The information may be embodied in a product or item, such as a tool for manufacturing plastic swizzle sticks,40 or a machine for manufacturing rubber gloves;41 or it may be disembodied and consist simply of details of a manufacturing process,42 the source and/or object code of a computer program,43 or pharmaceutical data.44

5.11 As a general rule, there is no requirement that the information must be expressed in a tangible form. In Seager v Copydex Ltd45 the Court of Appeal held the defendants liable for misuse of confidential information which was communicated to them orally by the claimant,46 and in Terrapin Ltd v Builders’ Supply Co (Hayes) Ltd47 Roxburgh J expressly rejected the need for the expression of information in a tangible form. Similarly, in Fraser v Thames TV Hirst J stated that ‘there is no reason in principle why an oral idea should not qualify for protection’.48 As a general principle this seems salutary, for information may nonetheless exist, despite the lack of a physical record. Moreover, its value or utility may consist in the ideas of which it is composed, and not the physical representation of those ideas.49 Of course, it may be the case that the communication and content of an oral idea is more difficult to prove than one that is documented or fixed in some manner.50

C. Characteristics of Confidentiality

5.12 In general, the courts have approached the question of confidentiality in a pragmatic way. They have been reluctant to develop rigid definitions of what suffices to confer confidentiality on an item of information, but have preferred to adopt a ‘recognition’ approach in which the particular information in question is assessed in the context of the facts of the case in hand:

It is sufficient that the court recognises that the communications are confidential, and their publication within the mischief which the law as its policy seeks to avoid, without further defining the scope and limits of the jurisdiction.51

5.13 An analysis of the question of confidentiality is best given, therefore, by reference to the attributes of information which has been held to be confidential, rather than by an attempt at evolving a priori standards.52

The general principle—inaccessibility

5.14 The basic attribute which information must possess before it can be considered confidential is inaccessibility. The information must not be common knowledge, ie in the public domain.53 This attribute is fundamental to the action for breach of confidence.

5.15 The test which is most often used by the courts to decide whether information is inaccessible involves an assessment of whether any special intellectual skill and labour would be necessary for a member of the public to reproduce it.54 If the information can only be reproduced at the cost of time, labour, and effort, it will be considered confidential:

… what makes it confidential is the fact that the maker of the document has used his brain and thus produced a result which can only be produced by somebody who goes through the same process.55

5.16 By emphasizing the process of mind which brings about information which is not generally available in that form, the courts have been able to distinguish between the component parts of which information is composed, on the one hand, and the information assembled as a discrete entity, separate from its component parts, on the other hand. The test of inaccessibility is applied only to the information considered as a discrete entity, independent of its component parts:

Something that has been constructed solely from materials in the public domain may possess the necessary quality of confidentiality: for something new and confidential may have been brought into being by the application of the skill and ingenuity of the human brain. Novelty depends on the thing itself, and not upon the quality of its constituent parts.56

5.17 This distinction is a sensible one since, obviously, most information is composed of particular elements which are already generally known. A customer list, for example, may be composed of names which are all available in a number of trade directories, but the list as a discrete entity will nevertheless be confidential if it assembles those names in a way which is not otherwise available. Thus, in Robb v Green,57 where the defendants argued, inter alia, that an order book of customer details comprised information that could be obtained from various public directories,58 Hawkins J held that the customer list was confidential because it represented the product of the claimant’s intellectual labour, and could only be reproduced if an outsider undertook similar labours. The defendant was not permitted to short-circuit this process by taking advantage of the list which had been communicated to him in confidence:

The names of all the customers are collected together in the order-book in a manner not to be found in any other book or paper to which the defendant had access. To him, therefore, the possession of a copy of the order-book would be peculiarly valuable. He would be saved the expense and delay of searches, such as would be necessary to enable him to compile such a list for himself … By making a copy of the order-book the defendant was able to canvass at once each of his master’s customers without trouble or expense.59

5.18 Another example of where information that was in the public domain was subjected to skill and labour such that it could be treated as confidential is Pharand Ski Corp v Alberta.60 In this case the site of Mt Allan in Alberta was known. However, the claimant had discovered the potential of this site as a viable, commercial, recreational ski area with the capability of also being used for the purposes of the 1988 Winter Olympic Games. Mason J held that the site selection and concept plan developed by the claimant had the necessary quality of confidence. Influential factors were the considerable effort and investment of capital expended by the claimant to originate the idea and, importantly, the ‘ingenuity, insight and innovativeness of the idea’.61

5.19 That there must be a sufficient degree of skill and labour expended in bringing together data from the public domain is emphasized by Ocular Sciences Ltd v Aspect Vision Care Ltd.62 In this case, Laddie J rejected the claimants’ argument that the design of each of their contact lenses was confidential information because most of the design information (ie dimensions of the lenses) was already in the public domain.63 The claimants also argued that the compendium of contact lens design information (in the so-called ‘Lens Design Booklet’) was confidential, largely because it would take considerable time and effort to obtain the information contained within the booklet. In response to this argument, Laddie J observed:

I have great doubts as to whether it is right that a claim to confidentiality can be maintained in a mere mechanical collection of data which is in the public domain. If, as I think was the case, the individual design features of individual lenses were and are readily available to those in the art or were never treated as confidential and, furthermore, were never treated as confidential by OSI and PLL, I cannot see how a claim to confidentiality can be maintained in a complete list of such features in a number of lenses, even if the latter number is large.64

5.20 Laddie J65 further observed that: ‘There must be some product of the skill of the human brain. A mere non-selective list of publicly available information should not be treated as confidential even if putting it together involves some time and effort. No relevant skill is employed’.66 Thus, mere labour or expense in gathering together public domain information is insufficient to confer confidentiality—skill is also required.67 As such, Laddie J would have held that there was no confidentiality in the Lens Design Booklet, but for the fact that the parties accepted that it was confidential.68

The extent of publication permitted

5.21 The law does not require information to be absolutely inaccessible before it can be characterized as confidential. This is obvious from the nature of the breach of confidence action itself, which arises out of a limited disclosure by the confider to a confidant.69 The requirement of inaccessibility is relative to two things—audience and subject matter. There is also the question of whether an intention to publish detracts from the confidentiality of the information.

Audience

5.22 The publication of information to a limited number of persons will not of itself destroy the confidential nature of information:

Clearly a claim that the disclosure of some information would be a breach of confidence is not to be defeated simply by proving that there are other people in the world who know the facts in question besides the man as to whom it is said that his disclosure would be a breach of confidence and those to whom he had disclosed them.70

5.23 For example, in G v Day71 Yeldham J held that disclosure of the claimant’s identity during two television reports was transitory and brief, and, as such, information regarding his identity remained confidential.72 Further, in relation to personal or sexual relationships, the fact that the other person in the relationship knows of the secret does not destroy confidentiality,73 although in some of the earlier cases an unduly harsh view of when information becomes known to a substantial number of persons was adopted.74

5.24 On the other hand, it is clear that the disclosure of information to the public at large will destroy the confidentiality of the information. In Mustad, O & Sons v Dosen75 the claimants sought to restrain the defendants from misusing a secret process for the construction of fish-hooks. After the institution of proceedings, and before the hearing of the matter, the claimants applied for a patent in respect of the process and a British patent specification was published. The House of Lords held that the specification published the secret to the world and that the claimants could not obtain an injunction to restrain the defendants from disclosing what was, therefore, common knowledge.76

5.25 The same conclusion was reached in the House of Lords’ decision in Attorney General v Guardian Newspapers Ltd (No 2).77 The case concerned the publication of a book of memoirs written by a former senior MI5 agent, Peter Wright. The book, entitled Spycatcher, was published in Australia, the USA, Canada, the Republic of Ireland, and elsewhere. Although the book had not been published in the UK, it could be readily imported into the country. Litigation in England was commenced in relation to the activities of certain newspapers. The Guardian and the Observer newspapers had published articles about the litigation in Australia to restrain the publication of the book (which turned out to be unsuccessful) and the Sunday Times had published the first extract of an intended serialization of Spycatcher. At first instance and in the Court of Appeal, it was held that the Attorney General was not entitled to an injunction against the newspapers, thus allowing further reporting by the the Observer and the Guardian and further serialization by the Sunday Times. An appeal to the House of Lords was dismissed by a majority of the law lords.

5.26 Lord Keith refused to grant the injunction on the basis that ‘all possible damage to the interest of the Crown has already been done by the publication of Spycatcher abroad and the ready availability of copies in this country’.78 However, his Lordship envisaged cases ‘where, even in the light of widespread publication abroad of certain information, a person whom that information concerned might be entitled to restrain publication by a third party in this country’.79 Lord Brightman also refused to grant the injunctions, holding that it was, ‘clear that as a result of that publication and the ensuing world-wide dissemination of the facts and surmises therein contained, the initial confidential quality of the contents of the book has been totally destroyed’.80 Lord Goff (refusing to grant the injunctions as well) recognized that the obligation of confidence only applies to information to the extent that it is confidential. He added:

In particular, once it has entered what is usually called the public domain (which means no more than that the information in question is so generally accessible that, in all the circumstances, it cannot be regarded as confidential) then, as a general rule, the principle of confidentiality can have no application to it.81

5.27 It seems, therefore, that information will enter the public domain where there is widespread dissemination of information. But whether publication of information is extensive enough to destroy its confidentiality is really ‘a question of degree depending on the particular case’.82 This is illustrated by several cases.83 In Franchi v Franchi84 the alleged trade secret had been published in a Belgian patent specification and the question was whether this specification destroyed the confidentiality of the secret in England. Cross J found that it was the practice of British patent agents to inspect foreign specifications as soon as they were published. It followed that the information would have become generally available and known in England after the publication of the Belgian specification, and, therefore, the claimants were not entitled to claim that it was confidential.

5.28 Further, in BBC v HarperCollins Publishers85 Morgan J refused to grant an interlocutory injunction restraining the defendants (the publishers, Mr Collins, and Mr Collins’ service company) from disclosing that Mr Collins was ‘The Stig’ character (an anonymous racing driver) on the BBC television programme ‘Top Gear’. This was because there had been at least 13 statements in the press, over a short period of time, which clearly and confidently asserted that Mr Collins was in fact ‘The Stig’, as opposed to speculating that he might be playing this character.86

5.29 By way of contrast, in Associated Newspapers v Prince of Wales87 the Court of Appeal upheld the confidential nature of a private diary kept by the Prince of Wales,88 despite the fact that copies of the diary had been circulated to numerous close friends (although the exact number was disputed as being anywhere between 21 to 75 people). Lord Phillips MR, delivering the judgment of the Court, observed:

As to the number of people to whom journals were circulated, the point is only relevant if it can be said that the distribution of the journals was so widespread that it could not be supposed that there was any expectation that their contents would be kept confidential … the evidence was that the recipients were individually selected by the claimant, that each received his/her copy under cover of a signed letter from the claimant.89

Lord Phillips MR went on to conclude that even if the diary had been circulated to 75 people, this did not destroy confidentiality, not least because in Douglas v Hello! Ltd90 the wedding reception was held to be a private event, despite having had 350 wedding guests in attendance.91

5.30 While technological developments, such as the Internet, have increased the rapidity with which information can be communicated and the breadth of the audience that can receive such information, it cannot be assumed that electronic dissemination of material automatically destroys its confidentiality. As Blake J observed in Barclays Bank plc v Guardian News and Media Ltd:92 ‘general availability of material upon the internet would mean that it would be likely to lose its confidential character’, but ‘very limited dissemination and only partial dissemination, perhaps in some remote or expert site that is not generally available to the public without a great deal of effort, may not result in such a loss of confidentiality’.93 Consequently, in Barclays Bank injunctive relief was continued on the basis that there was a sufficiently realistic chance of establishing that the confidentiality of the information had not been destroyed, given it had only been available on the Guardian website for a very brief period.94 Similarly, information that was available through government department websites and publications, but was unlikely to be known to be available to the general public not engaged in statistics or research, was held to be not generally accessible to the public.95 By way of contrast, the dissemination via the Internet of footage of the sado-masochistic sexual activities of a public figure was so extensive that an interlocutory injunction was refused. In light of the edited footage having been viewed approximately 1.5 million times, Eady J held that an injunction would be futile since the material had entered the public domain.96

Subject matter

5.31 If the publication of information is to destroy its confidentiality, all of the details of the information must be made accessible to the public by the publication.97 In Mustad, O & Sons v Dosen98 the House of Lords intimated that it was quite possible that some parts of the information in question in that case remained confidential even after the patent specification had been published.99 The important point about the specification was ‘what it was that it disclosed’.100 It was held, however, that the claimants had failed to discharge the onus of showing that information existed outside the specification which was confidential and had been misused by the defendants. On two occasions before the hearing of the matter, the defendants’ solicitors had asked the claimants ‘whether the patent covered precisely the same machine’101 as that in which confidentiality was claimed, but, on each occasion, the claimants had declined to answer this question.

Reverse engineering102

5.32 The issue of whether a publication discloses all the details of a secret is particularly important in the context of marketed products which embody confidential information. It seems settled that confidentiality is not destroyed by the mere marketing of a product, even if the product enables a member of the public to analyse it and so acquire a knowledge of its secrets.103 It is a question of fact in each case whether the marketing does make the secret generally available. If the confidential information consists simply of an idea for marketing a particular product, then, of course, the marketing of the product will destroy the confidentiality of the idea.104 Or, if the design of a machine is readily apparent, putting that machine on public display will destroy the confidentiality of the design.105 Likewise, if the functionality of software may be ascertained from observing its operation, then it is difficult to see how that functionality is confidential information.106 If, however, the confidential information consists of technical data relating to the method of constructing the product, then the secret will not be destroyed if an outsider would still have to undertake any special labours107 in respect of the product in order to discover its secret:

No doubt a time may come when information is generally available for the public. But the mere publication of an article by manufacturing it and placing it upon the market, whether by means of work done on it or calculation or measurement which would enable information to be gained, is not necessarily sufficient to make such information available to the public. The question in each case is: Is such information available to the public? It is not, in my view, if work would have to be done upon it to make it available.108

5.33 What happens, however, when an outsider has in fact expended the labour necessary to reverse engineer the product? Jacob J considered this issue in Mars v Teknowledge.109 In this case, the claimant had designed a new ‘Cashflow’ coin discriminator, to be used in coin-operated machines, which could be reprogrammed to take account of new coin data. To inhibit reprogramming of the ‘Cashflow’ discriminator by persons other than Mars or their approved agents, the discriminator was encrypted. Nonetheless, the defendant, through a process of reverse engineering, discovered how to reprogram the discriminators. The claimant was successful in its claims for infringement of copyright and sui generis database right. However, the claim based on breach of confidence (which was unnecessary for Jacob J to consider) was unhesitatingly rejected. According to Jacob J, the encrypted information in the ‘Cashflow’ discriminator lacked the necessary quality of confidence because the product was on the market and ‘anyone with the skills to de-encrypt has access to the information’.110 However, Jacob J went on to state:

… I am of course not saying that were anyone to steal the information direct from Mars, thus saving themselves reverse engineering and de-encryption, would not be liable for breach of confidence. The un-encrypted information remains confidential in the sense that in that form it has never been published.111

5.34 What at first appears to be curious, and perhaps contradictory, obiter dicta on the part of Jacob J can be explained as follows. The information concerning the coin discriminator was confidential and remained so, even when the coin-operated machine featuring the ‘Cashflow’ discriminator was marketed, because the information was encrypted. However, once the defendant had taken the trouble to de-crypt the information, it was no longer confidential vis-à-vis the defendant. What is unclear is at which point the information would lose its confidentiality altogether. Presumably, this would depend on the degree of reverse engineering conducted by third parties and the extent to which these persons made the information they had discovered available to others.

Different form

5.35 Courts have also emphasized that accessibility of information in one form does not inevitably lead to disclosure of that information in another form. Thus, in Creation Records Ltd v News Group Newspapers Ltd112 the fact that a scene could be observed by those present did not preclude the scene from being confidential as regards photography, since being able to record the scene as a photographic image was ‘different in kind, not merely in degree, from being able to relate it verbally or even by way of sketch’.113

5.36 A similar, but more far-reaching, approach was taken in Douglas v Hello! Ltd.114 In this case, Hello! magazine had published surreptitiously taken photographs of the high-profile celebrity wedding between Michael Douglas and Catherine Zeta-Jones, thus undermining OK! magazine’s exclusive coverage of the event. At first instance, the first and second claimants (ie the celebrity couple) were successful in their claims for actionable breach of confidence and this was upheld on appeal. OK! magazine, the third claimant, was also successful in its claim for breach of confidence, but this was overturned by the Court of Appeal. On appeal by OK! to the House of Lords, one of the issues was whether the photographic images of the first and second claimants’ wedding, over which OK! had been given exclusive coverage, could be considered confidential, given that OK! had published authorized photographs a few hours earlier than the unauthorized photographs published by Hello! The majority of the House of Lords held in favour of OK! magazine and allowed the appeal. On the issue of confidentiality, Lord Hoffmann, delivering the leading speech of the majority,115 commented:

My Lords, it is certainly the case that once information gets into the public domain, it can no longer be the subject of confidence. Whatever the circumstances in which it was obtained, there is no point in the law providing protection. But whether this is the case or not depends on the nature of the information. Whether there is still a point in enforcing the obligation of confidence depends on the facts. If the purpose of publishing the pictures was simply to convey the information that the Douglases had married, the bride wore a wedding dress and so forth, then the publication of any photographs would have put that information in the public domain. So would a description of the event. In this case, however, the point of the transaction was that each picture would be treated as a separate piece of information which OK! would have the exclusive right to publish. The pictures published by OK! were put into the public domain and it would have had to rely on the law of copyright, not the law of confidence, to prevent their reproduction. But no other pictures were in the public domain and they did not enter the public domain merely because they resembled other pictures which had.116

5.37 Lord Brown expressed reservations about whether, once the authorized photographs were published, the information was now in the public domain. But he found that the secret consisted of ‘each and every visual image of the wedding’117 and, as such, no amount of publication of authorized photographs would authorize the publication of bootleg photographs. In other words, the majority of Lordships found that the confidential information was any picture or photograph of the wedding. Such an expansive reading of what can constitute confidential information arguably leans towards a kind of ‘image’ right,118 although this criticism was firmly rejected by Lord Hoffmann.119

Intention to publish

5.38 In circumstances where the claimant intends to publish information doubts have been expressed about whether it can be treated as confidential. In Times Newspaper Ltd v MGN Ltd120 Sir Thomas Bingham MR thought that it was a far from easy question whether confidentiality could attach to Lady Thatcher’s memoirs, given that the book was intended to be published. He recognized that the publishers had ‘an obvious commercial interest in maintaining the secrecy of this text’121 until they decided to publish but doubted whether this commercial interest could confer the quality of confidentiality. Thus, for the purposes of the interlocutory injunction application, Sir Thomas Bingham MR was unconvinced that the information had the necessary quality of confidence. Similarly, in Douglas v Hello! Ltd122 Lord Nicholls and Lord Walker (who were in the minority) were troubled by the fact that images of the celebrity wedding were intended to be published by OK! magazine. Their Lordships characterized OK! magazine’s interest as a right to short-term confidentiality in a trade secret,123 which was no longer confidential because OK! magazine had published the authorized photographs shortly before Hello! published the unauthorized ones. The majority, however, took a different view. Lord Hoffmann (delivering the leading speech of the majority) saw ‘no reason why there should not be an obligation of confidence for the purpose of enabling someone to be the only source of publication if that is something worth paying for’.124

5.39 The better view, it is submitted, is that confidentiality can (and should) exist in material, even where there is an intention to publish. This is because unless and until the information is published, the information will not have entered the public domain. Further, it is the very prerogative of the confider to decide whether and when, as well as to whom, and to what extent, he wishes to disclose the information.125 It would be absurd, for example, if those involved in researching a particular new technology could not rely on the law of confidence as soon as it was decided that a patent application would be made. However, where there is a countervailing claim of public interest or freedom of expression based on Article 10 of the ECHR, it may be that an intention to publish will be relevant. Further, an intention to publish may weigh against a court’s decision to grant an injunction to stop unauthorized publication, thus leaving the claimant to his financial remedies.126

Confidentiality conferred by context

5.40 While the general rule is that information must be inaccessible in order to be confidential, in certain cases information which is generally available may be considered as confidential between two parties because of the context in which it occurs. In these cases, confidentiality inheres not so much in the information itself, but in the association of the information with a particular context which the parties know attaches a special significance to the information. The case of Cranleigh Precision Engineering Ltd v Bryant127 illustrates this rather abstract conception.128 Bryant was formerly managing director of the claimant company and, in this capacity, had invented an above-ground swimming-pool which the claimant company proceeded to manufacture and market. In his capacity as managing director Bryant was informed by the claimants’ patent agents of the existence of a Swiss patent for a pool similar to the one which the claimants marketed. Bryant not only failed to disclose this piece of information to the claimant company, but he actively sought to exploit it for his own personal benefit by obtaining an assignment of the Swiss patent through the second defendant, a company which he had formed to acquire the United Kingdom rights in the Swiss patent. The claimant sought, inter alia, to restrain the defendants from using the rights which they had acquired in the Swiss patent by selling swimming-pools in competition with the claimants.

5.41 Roskill J granted an injunction restraining the defendants from using the information relating to the Swiss patent. Confidentiality existed, however, not in the information contained in the Swiss patent, but in the knowledge of the significance which the Swiss parent had on the claimant company’s operations:

I can perhaps best state the plaintiffs’ argument in this way; it was not what appeared in the Bischoff specification itself (the Swiss patent) which was confidential. It was the knowledge of the possible effect to and upon the plaintiffs of the existence and publication of this specification which was confidential in the hands of the one person who was in a position to assess its true significance because of the knowledge which he, as the plaintiffs’ managing director, possessed of all the facts of the plaintiffs’ swimming pool and of their business connected therewith.129

5.42 It is on the basis of the principle applied in Cranleigh’s case130 that the decision in Schering Chemicals Ltd v Falkman Ltd131 is perhaps best explained.132 The second defendant, a consultant, was engaged via the first defendant to advise the claimant manufacturers of a drug on the way in which to deal with adverse media publicity. He subsequently made a television programme which he intended to broadcast against the claimants’ wishes. The drug had already been the subject of extensive media coverage both in the press and on television. The defendants argued that the information was no longer confidential and was not, therefore, susceptible of protection. The majority of the Court of Appeal,133 however, granted an interlocutory injunction to restrain the transmission of the programme. While the judgments are not clear on the issue of confidentiality, it would seem that confidentiality existed not so much in the information about the drug, which, like the information in the specification of the Swiss patent in Cranleigh’s case, was publicly available, but in the significance for, and effect of, that information on the claimants’ operations. When the consultant, Elstein, received the information from the claimants ‘it was obvious’ to him that the claimants were supplying the information because they had received bad publicity in the past and hoped that the consultant ‘would assist them to avoid or at least mitigate bad publicity in the future’.134 To transpose from Cranleigh’s case the words of Roskill J, it was therefore ‘the knowledge of the possible effect to and upon the claimants of the existence and publication of this [information] which was confidential in the hands of the one person who was in a position to assess its true significance’.135 Thus, ‘[a]s between Schering and Mr Elstein, the information which Mr Elstein received from Schering was confidential’.136

5.43 The Australian case G v Day137 is based on the same principle that publicly available information can acquire a confidential status through its association with certain facts. The claimant had informed the police and the New South Wales Corporate Affairs Commission that he had seen one, Nugan, in the United States some nine months after Nugan’s death by suicide. The information was given by the claimant on condition that his identity be withheld from publication for fear of reprisals against him. The alleged sighting gave rise to a fresh inquest into the death of Nugan who had been closely associated with a collapsed bank which was the subject of controversy and whose affairs were under investigation. The first and second defendants improperly obtained the knowledge that it was the claimant who had reported the alleged sighting to the authorities and proposed to publish this information in a newspaper. The claimant was granted an injunction restraining these defendants from publishing his identity. Clearly, the claimant’s identity alone could not be considered confidential.138 His identity acquired a confidential status, however, through its association with the alleged sighting and the subsequent inquest: ‘The fact that it was the plaintiff whose information set in train the application for a new inquest and the events which followed is not at present … public property’.139

5.44 The principle which emerges from the three foregoing cases is that information which on its own is public knowledge may be confidential between two parties where the information is associated with a particular context and the confidant knows or should know that the association of the information with the context is a matter of special significance, peculiar sensitivity, or confidentiality. Thus, the defendant in Cranleigh’s case was aware of the special significance to the claimants of the Swiss patent because of the business activities of the claimants; the consultant in Schering’s case knew that the information relating to the claimants’ drug was a matter of peculiar sensitivity to the claimants because of the adverse publicity which he had been engaged to try to mitigate; and the defendants in G v Day were aware of the confidentiality which attached to the association to the claimant’s identity with the renewed inquest.

The substance of the information

5.45 Whether originality or novelty is an independent requirement, as opposed to a consideration relevant to the question of inaccessibility, is debatable.140 The authorities dealing with confidential information shift between the language of originality and novelty, demonstrating an imprecision that it is not seen in the modern law of copyright or patents, where the requirements of ‘originality’ and ‘novelty’ are used respectively and reflect specific meanings.141 For example, in Coco v Clark142 Megarry J observed:

Something that has been constructed solely from materials in the public domain may possess the necessary quality of confidentiality: for something new and confidential may have been brought into being by the application of the skill and ingenuity of the human brain. Novelty depends on the thing itself, and not upon the quality of its constituent parts. Indeed, often the more striking the novelty, the more commonplace its components … whether it is described as originality or novelty or ingenuity or otherwise, I think there must be some product of the human brain which suffices to confer a confidential nature upon the information. (emphasis added)

5.46 In this passage, Megarry J uses the language of ‘novelty’ and ‘new’ rather than that of originality and the use of the word ‘ingenuity’ is more readily associated with the patent law notion of ‘inventiveness’. However, in referring to the ‘skill … of the human brain’ this suggests something closer to originality (in the copyright sense). On the basis that Megarry J made the above comments shortly after citing Saltman Engineering143 it is submitted that the better view is that originality, rather than novelty, is what was intended. This is because in Saltman Engineering the claimants successfully established that information relating to tools for the manufacture of leather punches was confidential, even though the leather punches were not novel:

The case concerns the manufacture of leather punches, not of any novel design, but a form of punch which was, I think, originally made in Germany and was on the market in this country before the war.144

5.47 Further, in Saltman Engineering Lord Greene MR referred to fact that what makes a document confidential is that ‘the maker of the document has used his brain’, which suggests an application of intellectual skill and labour, as opposed to the patent requirement of ‘novelty’.

5.48 Another example of the courts shifting between the language of originality and novelty is Fraser v Thames TV.145 One of the issues in this case was whether an idea for a television series concerning the formation of a female rock group and their subsequent experiences and adventures was protected as confidential information. In considering this issue, Hirst J commented:

Unquestionably, of course, the idea must have some significant element of originality not already in the public realm of public knowledge. The originality may consist in a significant twist or slant to a well known concept (Talbot’s case). This is, I think, by analogy, consistent with the statements in Saltman Engineering Co Ltd v Campbell Engineering Co Ltd 65 RPC 203 and Coco v AN Clark (Engineers) Ltd [1969] RPC 41, that novelty in the industrial field can be derived from the application of human ingenuity to well known concepts.146

5.49 In this passage, Hirst J mainly uses the language of originality, but in emphasizing a ‘significant element of originality’147 and a ‘significant twist or slant to a well known concept’ he indicates that the degree of originality required, at least where it is a matter of conferring confidentiality on information that is in the public domain, may be more than that commonly associated with copyright law.

5.50 Considerations akin to non-obviousness in patent law were apparently taken into account in Cray Valley Ltd v Deltech Europe Ltd.148 The claimant alleged that manufacturing details and instructions for the production of coating and structural resins, contained in documents left behind at a factory site in a lax fashion, was confidential information that the defendants had misused. Jacob J rejected that the information had the ‘necessary quality of confidence’, taking into account several factors: ‘So much was published, so much was second nature to the team, so much of the recipes were not critical and were so easy to reverse engineer’.149 Jacob J’s statement that information was ‘second nature to the team’ harked back to an earlier observation in his judgment that: ‘the recipes in issue here, although not published to the world in full, are, to those skilled in the art of resin manufacture and design, very ordinary’.150 This language, referring as it does to a person skilled in the art, could be interpreted as requiring that information must be non-obvious, ie inventive, in order to be confidential. However, it is submitted that this would be an inappropriate conclusion to reach for three reasons. First, Jacob J agreed that inaccessibility was a ‘particular touchstone’,151 as opposed to novelty and inventiveness. Second, characterizing the resin recipes as common formulations that would be second nature to skilled persons in the field could be seen as emphasizing the public or accessible nature of the information. While there was not widespread accessibility to the general public, the relevant public (ie in the resin industry) would have been very aware of resin recipes of the kind alleged to be confidential. In other words, Jacob J’s comments should be seen as reiterating the inaccessibility requirement, rather than introducing a non-obviousness requirement. Finally, and more generally, to impose novelty and non-obviousness requirements for the protection of confidential information would duplicate the threshold requirements in patent law for no apparent reason and in less appropriate circumstances, given that the law of confidence does not confer strong monopoly rights (as is the case with patents).

Commercial value

5.51 It seems that there is no positive requirement that confidential information must possess an objective or commercial value. Most cases in which a trade secret (ie commercial confidential information) is involved are silent on the issue, perhaps because a person would not bother to bring an action for the protection of information which was commercially valueless. Yet this did not seem to deter the claimants in the Nichrotherm case.152 Here a machine for artificially rearing and feeding piglets was held to be confidential despite the fact that, as a commercial proposition, the machine seemed to be worthless:

There was some evidence before me that a number of the young pigs reared on it had died, but none that any had thrived, and so far as I can tell this machine has brought nothing but loss to anyone who has ever had anything to do with it.153

5.52 Harman J took the view that the worthlessness of the information was a factor which affected, not the confidential nature of the information, but the quantum of damages to which the claimants were entitled.154

5.53 Objective value as a requirement, however, has been suggested in relation to literary and artistic information in at least two lower court decisions. Talbot v General Television Corporation Pty Ltd155 and Fraser v Thames TV156 were cases concerning whether an idea for a television programme157 could be protected as confidential information. In Talbot, Harris J held that: ‘The plaintiff had developed his concept so that it could be seen to be a concept which had at least some attractiveness as a tv programme and to be something which was capable of being realized as an actuality’.158 Talbot was applied in Fraser v Thames TV, and Hirst J concluded that the television concept at issue in that case had sufficient commercial attractiveness.159 However, in De Maudsley v Palumbo Knox J, after considering both Talbot and Fraser v Thames TV, viewed commercial attractiveness more sceptically: ‘The requirement for [information] to have some attractiveness does not with all due respect seem to me to advance matters very much if only because if that element is missing it is hardly likely to be appropriated’.160

5.54 It is submitted that while objective value (or commercial attractiveness) should not be considered a precondition of confidentiality, it may assist in determining that information is confidential.161 If a confider can show that members of the public are prepared to pay money to license to use or buy the information, then this will be persuasive evidence that the information is not generally available.162 An example of where the price paid for a licence to use information was highly persuasive of its confidential nature is Douglas v Hello! The majority of the House of Lords held that the fact that OK! magazine had paid £1 million to the first and second claimants for the benefit of exclusive coverage of their wedding indicated that each and every visual image of the event was confidential information.163

Simplicity

5.55 The simplicity of an idea will not be an obstacle to establishing that it is confidential. In Cranleigh Precision Engineering Ltd v Bryant164 Roskill J rejected an argument that the secret processes in question were not ‘susceptible of being the subject of confidence because of their very simplicity’.165 His decision was endorsed in Coco v AN Clark (Engineers) Ltd,166 in which Megarry J added that ‘the simpler an idea, the more likely it is to need protection’.167 Although novelty or originality is not a requirement for protection, simple ideas are far more likely to be protected where they are novel or original.168 In addition, it seems that simple ideas must be sufficiently well developed to be capable of realization in order to attract protection.169 Knox J in De Maudsley v Palumbo elaborated upon this requirement in the following statement:

Before the status of confidential information can be achieved by a concept or an idea it is necessary to have gone far beyond identifying a desirable goal. A considerable degree of particularity in a definite product needs to be shown to be the result of the mental process in question. That does not of course exclude simplicity. There is ample authority for that. See for example Cranleigh Precision Engineering Ltd v Bryant [1965] 1 WLR 1293 at 1308 and 1310. Vagueness and simplicity are not the same.170

5.56 The requirement that an idea be sufficiently well developed to be capable of realization has been stipulated particularly in relation to literary, creative, or artistic ideas. In addition, this requirement borders the requirement (for all types of confidential information) that information be clearly identifiable.171

Trivial tittle-tattle

5.57 If information is to be susceptible of protection it seems that it must rise above what Megarry J termed ‘trivial tittle-tattle’.172 What exactly is meant by this description is uncertain, but Goff J relied on its authority in Church of Scientology v Kaufman.173 Here, the claimants sought to restrain the defendants from publishing a book which disclosed details of the teaching and practice of scientology. The defendant had acquired knowledge of scientology by attending various courses which the claimants claimed to have conducted in confidential circumstances. Goff J held that the action failed on a number of grounds, one of these being that ‘the passages sought to be protected are pernicious nonsense’ and ‘at best utterly absurd’.174

5.58 In Attorney General v Guardian Newspapers Ltd (No 2)175 Lord Goff reiterated the view that he adopted in the Kaufman case in so far as he stated that a limiting principle was that confidentiality applied ‘neither to useless information, nor to trivia’.176 In the House of Lords decision in Douglas v Hello! Lord Walker commented obiter on Lord Goff’s limiting principle in relation to the previous decisions in Shelley Films and Creation Records. Lord Walker described the appearance of the protaganist of the film sought to be protected as confidential in Shelley Films as ‘not a trivial matter’, given that it was in the context of a serious film with a US$40 million budget.177 Whereas, by contrast, Lord Walker observed in relation to Creation Records that ‘Photographs of a white Rolls Royce in a swimming pool may be thought to be a fairly trivial trade secret’.178

5.59 A further case that illustrates the same principle is McNicol v Sportsman’s Book Stores.179 In this case the claimant was the originator of a betting system which depended ‘upon the age of the moon and the date of a particular race’.180 In refusing to grant an injunction to restrain an alleged threatened breach of confidence in connection with the system, Maugham J relied on the fact that the system was ‘perfectly useless’.181 Maugham J, however, had earlier stated that he regarded ‘the information as confidential’.182 It would seem, therefore, that the nonsensical or trivial nature of information could be regarded either as a barrier to confidentiality, or as a factor which the court will take into account in the exercise of its discretion whether to grant equitable relief, or as a factor affecting the quantum of any damages which may be in question.183

5.60 An example of a case in which the alleged triviality of the information was rejected is Stephens v Avery.184 The claimant, Mrs Stephens, had communicated to the defendant, Mrs Avery, the fact that she had had a lesbian relationship with a third party, Mrs Telling. The defendant disclosed this information to the editor of the Mail on Sunday and it was subsequently published.185 The defendants brought an action to strike out Mrs Stephens’ statement of claim, arguing inter alia, that the information was not protectible on the ground of being trivial tittle-tattle and gossip. Browne-Wilkinson V-C refused to strike out the statement of claim, and expressed ‘the greatest doubt whether wholesale revelation of the sexual conduct of an individual can properly be described as “trivial” tittle-tattle’.186 Now that personal or private information must be considered through the lens of Article 8 of the ECHR,187 the ‘trivial’ or ‘anodyne’ nature of the information would appear to carry less weight188 and go to proportionality rather than whether Article 8 is engaged.189

Immoral information

5.61 Information of a grossly immoral nature will not be the subject of a confidential obligation.190 It seems, however, that what can be regarded as grossly immoral is judged to a high standard and it is difficult to anticipate where protection may be refused on this basis. Courts are unlikely to characterize sexual activities as immoral and thus undeserving of protection because there ‘is no common view that sexual conduct of any kind between consenting adults is grossly immoral’.191 The courts have therefore not hesitated to protect as confidential details of homosexual relationships192 or sado-masochistic sex parties.193 Conduct that is potentially unlawful has also not been characterized as immoral such that protection is denied.194

False information

5.62 A thorny and as yet unresolved issue is whether false information can be protected as confidential or private.195 Normally false information would be regarded as the province of defamation, as suggested by Sir David Cairns in Khashoggi v Smith:196

It seems to me that there is a fundamental distinction between the two types of action, in that in the one case the claimant is saying ‘Untrue and defamatory statements have been made about me’ and in the other case the plaintiff is saying ‘Statements which are about to be published are statements about events which have happened and have been disclosed as a result of a breach of confidence’.197

5.63 This is perhaps why in Interbrew SA v Financial Times Ltd198 the claimant accepted without argument that confidentiality did not exist in false information.199 There have, however, been a handful of cases in which breach of confidence (whether in its traditional or extended form) has been pleaded alongside, or instead of, defamation. The few authorities dealing with this issue suggest that the falsity of the information does not preclude a breach of confidence action. An early case in support of this proposition is Cornelius v De Taranto.200 The claimant had been to see the defendant psychiatrist in order to obtain an expert’s report that could be used in legal proceedings against her employer for stress-related illnesses. The defendant prepared the report and without the consent of the claimant sent copies to the claimant’s GP and a consultant psychiatrist. As a result, the report became irretrievably part of the claimant’s NHS records. The claimant brought proceedings against the defendant for libel and breach of an implied contractual duty of confidence. With regard to the libel claim, Morland J held that while the report contained defamatory imputations,201 the defendant had established the defence of justification in respect of all of these.202 The claimant was successful, however, in her claim for breach of confidence and was awarded £3,750 in damages. Given that the defamation action failed because the defendant established the truth of the imputations, Cornelius cannot really be seen as authority for protecting false information as confidential.203

5.64 Sounder authority comes from the first instance and Court of Appeal decisions in McKennitt v Ash.204 In this case, the first defendant, who was formerly a close friend and associate of the first claimant, had published a book in which various personal revelations relating to the first claimant were disclosed. The first claimant brought proceedings based upon breaches of privacy and/or obligations of confidence. She alleged that some of the information disclosed by the first defendant was false, distorted, or misleading. At first instance, Eady J did not regard this as destroying the first claimant’s breach of confidence claim:

… It is not in my judgment, however, permissible to respond by advancing the somewhat simplistic proposition that a reasonable expectation of protection, or a duty of confidence, as the case may be, cannot arise in relation to false allegations. As I observed in the case of Beckham v Gibson, unreported, April 29, 2005, QBD, the protection of the law would be illusory if a claimant, in relation to a long and garbled story, was obliged to spell out which of the revelations are accepted as true, and which are said to be false or distorted: see also W v Westminster City Council [2005] EWHC 102, QB, Tugendhaut.205

5.65 In the Court of Appeal, it was submitted that, in relation to the information concerning the property dispute between the first claimant and first defendant, the allegations made by the first defendant were false and thus no breach of confidence claim could lie. This argument was given short shrift by Buxton LJ:

It would not reflect well on our law if that plea were to succeed. The first claimant and her advisers cannot be criticised for choosing the wrong cause of action. They came to court to contest the truth of the book’s allegations, and the judge made his findings about those allegations, because the falsity undermined the public interest defence, and not because an allegation of falsity was inherent in the basic claim itself. If it could be shown that a claim in breach of confidence was brought where the nub of the case was a complaint of the falsity of the allegations, and that that was done in order to avoid the rules of the tort of defamation, then objections could be raised in terms of abuse of process …

That however is not this case. I would hold that provided the matter complained of is by its nature such as to attract the law of breach of confidence, then the defendant cannot deprive the claimant of his article 8 protection simply by demonstrating that the matter is untrue. Some support is given to that approach by the European cases shown to us by Mr Browne that indicate that article 8 protects ‘reputation’, broadly understood; but it is not necessary to rely on those cases to reach the conclusion that I have indicated.206 (emphasis added)

5.66 Similarly, Longmore LJ regarded the first defendant’s argument about the falsity of the information as ‘untenable’:

… The question in a case of misuse of private information is whether the information is private not whether it is true or false. The truth or falsity of the information is an irrelevant inquiry in deciding whether the information is entitled to be protected and judges should be chary of becoming side-tracked into that irrelevant inquiry.207

5.67 Thus, it would appear that the false nature of information does not preclude a claim in breach of confidence or misuse of private information,208 provided this is a genuine cause of action209 and is not merely masking what ought to be a claim in defamation.210 In this regard, the degree to which the information is false will no doubt be relevant, so that if the information is wholly or predominantly untrue it may be appropriate also to bring a claim in defamation. It seems implicit from their Lordships’ statements that a claim based on confidence can coexist with one in defamation, although obviously any award of damages would have to take this into account. This is illustrated by Applause Store Productions Ltd, Matthew First v Grant Raphael,211 a case in which the defendant, a former friend of the second claimant, posted a false profile on the social networking site, Facebook. The false profile contained information concerning the second claimant’s sexual orientation, relationship status, birthday, and political views, and some of the information was inaccurate. The second claimant successfully sued for defamation and misuse of private information, recovering £15,000212 for the former and £2,000 for the latter, for hurt feelings and distress.

5.68 Where there is a claim for unauthorized disclosure of confidential information the falsity of the information would appear to be relevant to any defence of public interest or any countervailing claim to freedom of expression under Article 10 of the ECHR, rather than to whether there is confidential information or a reasonable expectation of privacy according to Article 8 of ECHR.213 It would also appear not to preclude the grant of an injunction,214 provided of course that the real complaint does not lie in defamation.215

5.69 An example of where the real complaint was held to be in defamation, and not the ‘extended’ breach of confidence action (ie misuse of private information), is Terry v Person Unknown.216 This was an application for an interim injunction to prohibit the publication of information concerning the fact of a personal relationship between the well-known footballer, John Terry, and a third party, as well as the details of that relationship, evidenced by, inter alia, photographs. The basis for the application was breach of confidence/misuse of private information. However, Tugendhat J held that it was likely that ‘the nub of [Terry’s] complaint in this case is the protection of reputation, and not of any other aspect of [Terry’s] private life’,217 in other words defamation. The result of this characterization was that according to the long-established authority of Bonnard v Perryman,218 no injunction could be granted.219 What influenced the judge’s conclusion that defamation was the true cause of action was the fact that the evidence failed to disclose any personal distress on the part of the applicant and was more suggestive of damage to business interests.220 In the event that his conclusion on defamation was incorrect, Tugendhat J held, in the alternative, that the applicant was not entitled to an interim injunction based on misuse of private information.221

5.70 Tugendhat J also made several interesting observations about the extent to which protection of privacy interests could overlap with the law of defamation.222 First, he noted that there would be instances, such as Douglas v Hello! and Murray v Express Newspapers, where there is no overlap because the information cannot be said to be defamatory. Second, he described those cases where there is an overlap, but protection of reputation is unlikely to be the nub of the claim because ‘[t]hese are cases where the information would in the past have been said to be defamatory even though it related to matters which were involuntary eg disease. There was always a difficulty of fitting such cases into defamation, but it was done because of the absence of any alternative cause of action’.223 Tugendhat J then described a third group of cases where an overlap exists—ie ‘where the information relates to conduct which is voluntary, and alleged to be seriously unlawful, even if it is personal’224—but noted that no inconsistency was likely to arise because the claimant would be unlikely to obtain an injunction according to the law of defamation or the law of privacy. This is presumably because there would be relevant defences or countervailing rights (such as Article 10 ECHR) that would preclude a successful claim. The fourth, and problematic, area of overlap was ‘where the information relates to conduct which is voluntary, discreditable, and personal but not unlawful (or not seriously so)’.225 As Tugendhat J explained:

In defamation, if the defendant can prove one of the libel defences, he will not have to establish any public interest (except in the case of the allegation, including from the point of view of the claimant). But if it is the claimant’s choice alone that determines that the only cause of action which the court may take into account is misuse of private information, then the defendant cannot succeed unless he establishes that it comes within the public interest exception (or, perhaps, that he believes that it comes within that exception).226

5.71 The tension alluded to in this fourth situation227 relates both to the different tests for obtaining an interim injunction228 and the different defences that exist in relation to the actions for defamation and breach of confidence/misuse of private information.229 Whether this tension will prove problematic will depend on the extent to which defamation principles for awarding interim injunctions and defamation defences, particularly that of justification, are revisited in light of Articles 8 and 10 ECHR.

5.72 The case law thus far has mainly addressed the issue of confidentiality of false information where it concerns personal or private matters or, to put it another way, whether there can be a ‘reasonable expectation of privacy’ where information is false. As mentioned in obiter dicta by Buxton LJ in McKennitt v Ash,230 the justification for protecting false private information is that ‘reputation’ falls within the ambit of Article 8 of the ECHR, and this view is supported by several European Court of Human Rights decisions231 and by the Supreme Court decision Re Guardian News and Media Ltd.232 Further, it may be argued that a person’s dignitary interests can still be harmed even where the information disclosed is a mixture of truths and falsities. However, when it comes to protecting other types of false confidential information these reasons carry little weight. For example, in the case of government information there must also be a public interest in the information remaining inaccessible, such as ensuring the proper functioning of the constitutional machinery, or not impeding the proper exercise of government powers and functions.233 Where government information is false, the public interest in preservation of confidentiality may be less compelling. Certainly, the falsity of the information would bolster any countervailing claim for disclosure based on public interest or freedom of expression.

Identification of the information

5.73 It is implicit in the notion of confidentiality that a secret must be distinguishable from the range of information which is generally available. In order to be confidential, information must be ‘something that can be traced to a particular source and not something which has become so completely merged in the mind of the person informed that it is impossible to say from what precise quarter he derived the information which led to the knowledge which he is found to possess’.234

5.74 This requirement has been frequently enforced by the courts in cases where a confider has sought an injunction to restrain the use of a generalized body of information.235 Here, the courts have firmly applied the principle that a defendant’s use of information cannot be restricted by injunction unless the injunction can be drafted in terms which are specific enough to enable the defendant to know with certainty what he can and what he cannot do.236 The case of Amway Corporation v Eurway International Ltd237 illustrates the application of this principle. The claimants, who conducted business by the direct selling of cleaning materials, sought to restrain the defendants from using literature which described the claimants’ techniques of direct selling. A motion for interlocutory relief failed because the literature was too general to be confidential, and embarrassing questions would arise if an injunction were granted and it was later claimed that defendants had breached the terms of the injunction:

I asked the plaintiffs’ counsel if he could point in his literature to some particular piece of information which he said was confidential and which he claimed the defendants were wrongly using. He told me that he pointed to nothing in issue here but to the entirety of the plaintiffs’ documentary material which is in evidence.

It seems to me that a claim for abuse of confidential information cannot really be dealt with in that way. If I made an order restraining the defendants from using for their own purposes any of the documentary material contained in the plaintiffs’ business literature, but did not identify the particular information that the defendants are not to impart they would be placed in a most embarrassing situation. I do not know how they could decide what business methods, literature and paper-work to avoid using in order to keep clear of contempt of court; and I think that that is an insuperable difficulty in the plaintiffs’ claim under this head.238

5.75 Defining the information sought to be protected is important not only in terms of injunctive relief, but also to establishing the substantive cause of action,239 ie whether the information is confidential and whether there has been unauthorized use of the information which has been communicated in confidence.240 An example of where the vagueness of the information was fatal to a successful claim for breach of confidence is De Maudsley v Palumbo.241 In this case, the claimant had revealed to the defendant, during a dinner party at the defendant’s flat, his idea for a new nightclub. More specifically, he had discussed his idea that the club would operate legally all night long; that top disc jockeys from the UK and worldwide would play at the club; that there would be separate areas for dancing, resting, and socializing; and that the club would be big and decorated in an industrial warehouse style. Subsequently, a nightclub—the Ministry of Sound—was opened by the defendants, in which the claimant had no involvement. In response to the claimant’s allegation of breach of confidence Knox J held that the information disclosed by the claimant was not capable of protection primarily on the grounds that it was too general or vague.242

5.76 Citing De Maudsley v Palumbo with approval, Deputy Judge Roger Wyand QC in Sales v Stromberg243 rejected the vague idea of a triple spiral design for a ‘personal harmoniser’ as protectable confidential information, on the basis that the idea was not sufficiently well developed as to be able to be put into practice.244 Further, in Intelsec Systems Ltd v Grech-Cini245 the court held that a ‘suggestion that flame detection could be developed as well as smoke detection’246 was too vague to be protectable as a trade secret.

5.77 The need for a confider to point to the existence of specific information to support a claim of confidentiality is perhaps most acute in the employment context. The courts have been anxious to preserve an employee’s capacity to earn his living,247 and so will construe an employer’s claim for protection as an unjustified incursion on the employee’s ordinary stock of knowledge and experience where the claim relates to a generalized body of information.248

Express claimers of confidentiality

5.78 The question of confidentiality is to be determined by reference to the substance of the information for which protection is sought. An express marking of ‘confidential’ on a physical record of information will not confer confidentiality on the information if it has been made generally available. This proposition can be deduced from a patent case, Dalrymple’s Application,249 in which it was claimed that the circulation of a document describing the invention did not constitute prior publication of the invention because the document had been marked ‘confidential’. It was held that, although the document bore ‘confidential’ directions, it had by virtue of the wide circulation250 given to it been ‘made available to the public’ within the meaning of the patents legislation.251

5.79 Confidentiality depends on the availability of the information in question and, at most, a ‘confidential’ marking will be useful only in helping to establish that the recipient of a document is affected by an obligation of confidence.
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A. Introduction

6.01 In the previous chapter, the general principles by which confidentiality is determined were examined. In this chapter the application of those principles to particular classes of confidential information is discussed so as to indicate the scope of the action for breach of confidence and the types of information which it has been used to protect.

6.02 Confidential information may be divided, broadly speaking, into four main categories:

1. trade secrets

2. artistic and literary information

3. government secrets

4. personal information.

The boundaries separating these categories are not always easy to draw and there is a certain amount of overlapping. For example, personal information that is capable of being commercialized may be treated as either ‘hybrid’ information or as analogous to a trade secret, as was the case in Douglas v Hello!, where the information related to the claimants’ wedding reception.1 Where there is a mixture of both personal and commercial information, as occurred in Gray & Coogan v News Group Newspapers Ltd,2 where voicemail messages to a personal mobile phone used for professional purposes had been intercepted, the court may assess the information according to which category it predominantly relates.3 This may explain how, as in Browne v Associated Newspapers Ltd4 and Tchenguiz v Imerman,5 business information shared or obtained in the context of a personal relationship was classified as private.

6.03 It is a matter of looking for which category the information mainly relates. So, for example, the identity of the ‘Stig’ in Top Gear is best seen as a type of artistic confidence, relating as it does to a creative television programme, rather than as personal information or a trade secret.6 Where businesses submit information to government organizations the information may have a duality in so far as the information may be characterized as a trade secret, because it relates to the dealings of that particular business, and it may be thought of as government information, in so far as the information is held by government agencies with a view to ensuring the better functioning of their operations. On balance, however, the courts have generally classified the information as commercial or trade secrets rather than government secrets.7 Occasionally, there are instances of information not easily falling within any of the above categories, such as the cultural secrets in Foster v Mountford.8 Although the secrets were incorporated into a literary work, it is difficult to categorize them as literary or artistic confidences because they related so directly to aspects of the indigenous culture of the Pitjantjara people in Australia.

6.04 Despite the difficulties associated with categorization, it is submitted that these broad categories are useful to the extent that the policy of the courts’ intervention differs in respect of each category. Except in relation to personal information, which has undergone rather extensive redevelopment in the past 12 years and thus is examined separately in some detail at the end of this chapter, the fundamental attribute of confidentiality in each case is inaccessibility. However, this attribute, it will be seen, is often determined in accordance with the different policy considerations underlying each category.

B. Trade Secrets

6.05 The phrase ‘trade secret’ does not have a settled meaning and has been used in a variety of, sometimes contradictory, ways.9 There are few examples of statutory definitions of ‘trade secret’,10 one well-known example being the United States Uniform Trade Secrets Act 1985, Article 1(4) which defines ‘trades secret’ as:

Information, including a formula, pattern, compilation, program device, method, technique or process, that:

(i) derives independent economic value, actual or potential, from not being generally known to, and not being readily ascertainable by proper means by, other persons who can obtain economic value from its disclosure or use; and

(ii) is the subject of efforts that are reasonable under the circumstances to maintain its secrecy.11

6.06 Courts in the United Kingdom have tended to use the terminology ‘trade secret’ in two different ways. The first is in relation to particular post-employment restraints that are legitimately imposed on former employees, either through restrictive covenants or implied obligations of confidence.12 Even in this context, however, there has been much uncertainty about what constitutes a ‘trade secret’.13 The second is in a more general fashion, as a synonym for commercial or industrial confidential information.14 It is in this sense that the phrase is used in this chapter.

6.07 Where a confider seeks protection in respect of trade secrets the courts have consistently assessed confidentiality by reference to the process of mind which has produced the information.15 If the confider’s process of mind has produced information which is inaccessible to all except those who go through a similar process, then the information will be confidential and susceptible of protection.16

6.08 Broadly speaking, there are two classes of trade secrets: technical secrets and business secrets.

Technical secrets

6.09 Technical secrets are those which relate to the production of goods and services. They may consist in an invention, such as the tool for manufacturing plastic swizzle sticks in Ackroyds (London) Ltd v Islington Plastics Ltd;17 the prototype of a new kind of design, such as the steering wheel lock in Carflow Products v Linwood Securities18 or the pig-rearing machine in Nicrotherm Electrical v Percy;19 or in a manufacturing process, such as the secret process for manufacturing size in Amber Size and Chemical Co Ltd v Menzel20 or the method for making flexible arms in New Zealand Needle Manufacturers Ltd v Taylor;21 or in chemical formulae, such as those for manufacturing rubber goods and rubber compounds in Alperton Rubber Co v Manning;22 or a database of product ‘ingredients’ and proportions used to make insecticidal fabrics, as in Vestegaard Frandsen S/A v Bestnet Europe Ltd;23 or in engineering, design, or manufacturing drawings.24

6.10 There is some confusion over the extent to which ‘know-how’ may be protected as a trade secret, which arises out of the different usages of the term. A distinction should be made between two classes of information to which the term is applied.25 The first class consists of information in the form of skill and experience built up by individual employees in relation to the practical implementation of techniques or processes:

It indicates the way in which a skilled man does his job … a man may in writing make a fairly detailed description of how to produce a particular result by a series of chemical processes or reactions; but as all the world knows in practice the best result is obtained not by merely following all the directions in the book, but by the way in which the experienced man carries out these directions.26

6.11 Embodied know-how of this kind cannot constitute a trade secret which the worker’s employer can legally prevent him from using to his own advantage.27 It is part of the employee’s acquired skill and experience and he is, therefore, free to use it for his own purposes (provided that such use does not conflict with a presently existing duty of fidelity to his employer).

6.12 ‘Know-how’ is also used to refer to disembodied information in the form of non-patented practical information, resulting from experience and testing, which is secret, substantial, and identified.28 Know-how of this kind can constitute a trade secret. Frequently, it supplements the patented invention, as was the case in Standex International Ltd v Blades,29 where an injunction was granted to prevent disclosure of know-how relevant to a patented mould engraving process. Similarly, in Union Carbide Crop v Naturin30 there was a patent for a process of producing sausage casings, and the know-how that enabled these casings to be made at a high quality and low cost was protected as confidential information. In addition, know-how may be ‘licensed’,31 as was the case in Elecon Australia Pty Ltd v PIV Drives GmbH,32 where the know-how agreement required the supply of technical information, drawings, and plans relevant to the manufacture and sale of gearboxes, in return for a royalty payable on all contract products made and sold.

6.13 Also important in the general category of technical secrets are craft secrets and recipes, which survive as important assets in many parts of industry today. They are most commonly found in the cosmetic, food, and pharmaceutical trades. Well-known examples from the food trade include Coca-Cola,33 Colonel Sander’s Kentucky Fried Chicken (KFC), Big Mac Special Sauce, and Chartreuse liqueurs, which are manufactured with the use of a secret recipe.34 Secrets of this kind are often valuable assets because of the goodwill associated with the product for which they are used. They are usually jealously guarded by their proprietors and elaborate precautions are often taken to preserve their secrecy.35 The courts will protect them as confidential information, as they did in the case of the secret medical recipes in Yovatt v Winyard36 and Morison v Moat.37

Business secrets

6.14 An important class of confidential information is the information which a business entity generates about its own activities. Such information includes cost and pricing data, sales statistics, lists of customers and sources of supply, customer preferences, feasibility studies, market projections, and details of its promotional strategies and expansion plans. Business information of this kind may have a vital competitive significance in either of two ways. First, such information may in its own right carry a competitive advantage for the firm to which it relates. By locating economical sources of supply, for example, a firm may be able to produce goods more cheaply than its competitors; or, by keeping its promotional strategies secret, a firm may differentiate its products from those of its rivals, and thus win consumer approval in advance of its competitors. Secondly, business information may serve an important auxiliary function in maintaining the competitive advantage conferred by the use of a technical secret. This auxiliary function is well explained by Downie in The Competitive Process:38

If the firm believes itself to have found a better technique (or a more lucrative production objective) than those practised by its fellows in the industry, it has every incentive to preserve its singularity and profit thereby for as long as possible. Keeping secret the nature and the organisation of the productive operations which it performs is one way of guarding technique … What can be guarded much more easily is knowledge of the sort of results which the firm obtains from operating its particular technique. It is of comparatively little value to firm A to know how firm B is organising its production if it does not know whether the latter’s costs are higher or lower than its own. This is why a firm’s costs of production are one of its most jealously guarded secrets.

6.15 The courts have consistently been prepared to regard information of this kind as confidential if it is not generally available. Thus, in Bents Brewery Co Ltd v Hogan39 details of the claimants’ weekly sales and total wages bill were held to be confidential; in Jarman & Platt Ltd v L Barget Ltd40 a cost and management accountant’s report which was ‘an assessment in narrative form of the financial position of the [claimant] company and the problems which confronted it’41 was considered confidential; in Littlewoods Organisation Ltd v Harris42 among the information relating to a mail order business which the Court of Appeal43 held to have ‘the hallmark of confidentiality’44 were ‘the trends of mail order sales … the percentage and identity of the returns … the sources of manufacture … the claimants’ plans for the foreseeable future and … the results of the market research which the claimants undertook’;45 and in JN Dairies Ltd v Johal Dairies Ltd46 confidentiality was held to exist in invoices detailing the quantities of goods purchased by customers and the prices charged.47

6.16 The extensive range of business information which is susceptible of protection is illustrated in Thomas Marshall (Exporters) Ltd v Guinle,48 where Megarry V-C granted an interlocutory injunction to restrain the defendant, formerly managing director of the claimants, from using confidential information relating to the claimants’ exporting business. Included in the business information which Megarry V-C held was ‘at least capable of being confidential’ were the following:

… the names and telex addresses of the company’s manufacturers and suppliers and their individual contacts; the negotiated prices paid by the company; the names of some overseas buying agents through whom the company deals; the company’s new ranges, actual or proposed; information as to the requirements (such as styles) of the company’s customers; details of the company’s current negotiations; negotiated prices paid by the customers to the company; the company’s samples; and the company’s current ‘fast moving’ lines.49

6.17 Two particular types of business information can present difficulties when confidentiality is claimed in respect of them. The first is the organizational or management methods utilized by a firm. The courts have been wary of conferring confidential status on such methods since they usually represent generalized bodies of information, composed partly of public and partly of private information, and it is difficult to frame an injunction in respect of them which is sufficiently certain to enable the defendant to know what he can and cannot do.50 Furthermore, if protection is sought against a former employee, most of the information will be considered as part of the employee’s ordinary stock of acquired knowledge and experience, and thus not susceptible of protection against him. Thus, in Stephenson Jordan & Harrison Ltd v MacDonald & Evans51 it was held that the claimants, who were management consultants, could not restrain the publication of a book written by a former employee which set out the principles of management consultancy as practised by the claimants. The court considered that the claimants’ claim was ‘an attempt to acquire a monopoly of a branch of human knowledge’.52 Similarly, in Amway Corporation v Eurway International Ltd53 the claimants were unsuccessful in establishing the confidentiality of documents in which their techniques of direct selling were comprehensively described.

6.18 These two cases may be contrasted with Littlewoods Organisation Ltd v Harris54 where the claimants, who conducted a mail order business, were able to establish confidentiality in a large amount of information relating to their business. The Littlewoods case may be distinguished, however, on the basis that the information in question did not relate to the general methods by which the claimants organized and conducted their business.55 Rather, the information concerned particular transactions, actual and proposed, which the claimants entered into or planned to enter into in the course of that business.56

6.19 Trade connection lists—lists of an enterprise’s customers, agents, or suppliers—can also raise difficulties on the question of confidentiality. There seems to be no doubt that, as a general principle, such lists are capable of being confidential.57 But, in order to be confidential, a trade connection list must represent the product of work done by its compiler which assembles the names of the connections in a way which is not otherwise available.58 The list must contain more than just the names of ‘obvious people for anybody interested in [that] sort of [business] to tackle as potential customers’.59 Furthermore, ‘one cannot regard every name and address on it in isolation as being ipso facto confidential’.60 It will be a question of fact in each case, therefore, whether a list contains information which is sufficiently inaccessible to be considered confidential.

6.20 Whereas the names of an enterprise’s customers or suppliers, when assembled into a list which comprises a discrete entity of information not otherwise available, may be confidential, the identity and special aptitudes of a workforce will not normally constitute information which an employer can protect as confidential against use by one of its former employees. In GD Searle & Co Ltd v Celltech Ltd61 the claimants, who carried on business in the field of genetic engineering, sought unsuccessfully to restrain the use and disclosure of knowledge of the names, aptitudes, and specialities of their employees which one of the defendants had acquired during his employment as the claimants’ director of research. All of the members of the Court of Appeal agreed that a former employee was free to place at the disposal of a future employer ‘his own assessment of the aptitudes and character’62 of the former employer’s workforce. On the question of the names of the members of the workforce, however, there was a divergence of opinion. The majority63 held that the names could not be considered confidential. The claimants had not ‘sought to bring home to its employees that the secrets which they were to preserve included … this information about their colleagues’—on the contrary, ‘the plaintiff itself publicised … some of the names and photographs of its staff’.64 Brightman LJ dissented on this point and was prepared to accept that the names of an organization’s workforce are capable of being confidential:65

… I am prepared to accept that the personnel manager of Emporium A, on transferring his services … to Emporium B, which is about to establish itself in business, could not properly provide Emporium B with the names of all the buyers working for Emporium A, in order to enable Emporium B to attract to itself from Emporium A a ready-made team of skilled buyers. The personnel manager’s knowledge of the unpublished identity of Emporium A’s buying team, learned during his service with Emporium A, may well be the confidential information of Emporium A.

6.21 The passage from the judgment of Brightman LJ would seem to state the law correctly. Whether or not the identity of a workforce is confidential information which an employer can prevent a former employee from using for the benefit of a future employer must depend on the facts. In the normal case, there will be no confidentiality about this information. Thus, in GD Searle & Co Ltd v Celltech Ltd, where the identity of the employer’s workforce was well known, partially as a result of the employer’s own publicity, there could be no confidentiality about the names of the employees. But it is possible, particularly in a large organization, that all of the names of a workforce might constitute a discrete entity of information which is confidential because only known to those who have access to it within the organization—provided that the employer treats the assembled list of names with due confidentiality. In these circumstances, if an employee took with him a list of all the names or consciously memorized all of the names, the employer might be able to establish confidentiality in the discrete entity of information which the list comprises.

The expansion of the notion of ‘trade secrets’

6.22 The notion of ‘trade secrets’, specifically business secrets, has expanded over time in both a modest and a more radical sense. The modest development has been to embrace commercial secrets that reflect the very service offered by a company, such as the provision of specialist advice. For example, in PCR Ltd v Dow Jones Telerate Ltd,66 the claimant collected data on cocoa crops, particularly those originating from the Ivory Coast, and a short report written by one of the claimant’s employees that was intended for limited distribution amongst subscribers was treated as confidential, although on the facts an obligation of confidence was not established. Similarly, in BW International Inc v Thomson Canada67 an annual report on institutional equity investment that was provided to the claimant’s clients was protected as confidential, but again the action failed because of the inability to establish a confidential obligation on the defendant. As well, there are also those cases dealing with management buy-in/buy-out transactions where the identification of a business opportunity and the business plans for the acquisition of a company and its new management has been protected as confidential information.68

6.23 The more radical expansion of ‘trade secrets’ has been to include commercialized private information, as was the case in Douglas v Hello!69 The facts of this case have been discussed elsewhere.70 Suffice to say, one of the issues was whether the photographic representation of the claimants’ wedding could be protected as a trade secret as well as personal information. At first instance, Lindsay J had no qualms in characterizing the photographic representation of the wedding reception as a valuable trade asset. In so doing, he was not troubled that this might:

… lead to a distinction between the circumstances in which equity affords protection to those who seek to manage their publicity as part of their trade or profession and whose private life is a valuable commodity and those whose is not … the law which protects individual confidences and a law of privacy may protect the latter class and provide no reason to diminish protection for the former.71 (emphasis added)

6.24 Lindsay J’s view seems to be that provided the privacy interests of the ordinary person are protected it is not problematic that both the privacy and commercial (or publicity) interests of celebrities are protected.

6.25 The Court of Appeal recognized that the award of damages for the labour and expense of editing the photographs that were to be provided to OK! magazine was a head of damage that related to the Douglases’ commercial exploitation of their wedding and had nothing to do with interference with their private life.72 Although the issue was not dealt with on appeal to the House of Lords, it is worth noting Lord Hoffmann’s attitude towards the nature of the information. Unlike Lindsay J and the Court of Appeal, Lord Hoffmann did not view this as an instance of commercialization of private information. Instead, his view was that:

The information in this case was capable of being protected, not because it concerned the Douglases’ image any more than because it concerned their private life, but simply because it was information of commercial value over which the Douglases had sufficient control to enable them to impose an obligation of confidence.73

6.26 With respect, this statement seems entirely unrealistic. The main, if not only, reason why the information had commercial value was because it related to the Douglases—who they are as film stars and celebrities, what they looked like, their personalities and activities, and the events that are significant in their life, such as a wedding.

6.27 Unlike Lindsay J, the Court of Appeal saw that: ‘Recognition of the right of a celebrity to make money out of publicising private information about himself, including his photographs on a private occasion, breaks new ground’.74 However, the Court was not opposed to this development as a matter of principle:

We can see no reason in principle why equity should not protect the opportunity to profit from confidential information about oneself in the same circumstances that it protects the opportunity to profit from confidential information in the nature of a trade secret.75

But this view immediately begs two important questions: why do we protect trade secrets and are the justifications for protecting trade secrets transferable to private information that is capable of being commercialized? The justifications for trade secret protection have been explored at length in Chapter 3 and so will not be repeated here. Suffice it to say here that, if one adopts the incentive justification, we may query whether an incentive is needed to generate commercially valuable personal information or to develop one’s image. For those who are pursuing fame or already famous, arguably this information would be created in any event. Further, it may be queried whether this type of information is socially valuable such that it should be encouraged.

6.28 A clearer sense of why we protect commercially confidential information (or trade secrets) is needed and, until this is achieved, it is simply unwise for the judiciary to say that there is no objection in principle to extending protection to commercially valuable personal information while at the same time protecting this as private information. Additionally, what is needed is an explicit and thorough debate about the merit of protecting publicity interests,76 which is effectively what occurs if private information is commercialized and treated as a ‘trade secret’.

6.29 The Court of Appeal in Douglas v Hello! also relied on the authorities of Prince Albert v Strange,77 Gilbert v The Star Newspaper,78 Shelley Films Ltd v Rex Features Ltd,79 and Creation Records Ltd v News Group Newspapers Ltd80 to support protecting confidential information about oneself as a trade secret:

Where an individual (‘the owner’) has at his disposal information which he has created or which is private or personal and to which he can properly deny access to third parties, and he reasonably intends to profit commercially by using or publishing that information, then a third party who is, or ought to be, aware of these matters and who has knowingly obtained the information without authority, will be in breach of duty if he uses or publishes the information to the detriment of the owner.81

6.30 This aspect of the Court of Appeal’s decision is troubling for several reasons. The first is that the authorities used by the court do not support the principles for which they were cited, in that they concern profiting from confidential commercial or artistic information and not the commercialization of private information. Some support for the Court of Appeal’s approach, however, may be found in section 1(4) of the US Uniform Trade Secrets Act 1985, where the definition of ‘trade secret’ treats ‘economic value’ as a key criterion, although this must flow from the information being ‘secret’. Certainly, the information about the Douglases’ wedding, to the extent that it was kept secret, was of economic value. But, on the face of it, the US definition does not appear to encompass information relating to an individual, given the examples listed (which tend to relate to ‘business’ in a reasonably narrow sense).82 Thus, we come back to the absolutely critical question of whether personal or private information can constitute a ‘trade secret’ as well as being protected under ‘extended’ breach of confidence as private information, and there is limited authority in English law on this point.

6.31 The second troubling aspect is that the Court of Appeal’s principle, even if accepted, is difficult to apply. More specifically, the fact that the ‘owner’ must reasonably intend to profit commercially from using or publishing the information is uncertain. What will determine whether the intention to profit is reasonable or not? Will it be the existence of a market for that information? If so, then the requirement of ‘reasonableness’ seems superfluous. Or is it a narrower basis, namely, that a person is selling the information to better protect their privacy, which is what the claimants argued in Douglas v Hello!?

Corporate entities: protection of trade secrets or privacy?

6.32 The extent to which juristic entities, in particular corporate persons, may attract privacy protection is examined later in this chapter. At this juncture, it is worth highlighting that some attempts to protect trade secrets may be seen as attempts, in effect, to protect corporate privacy. Two decisions aptly demonstrate this point. The first is the High Court of Australia decision in Australian Broadcasting Corp v Lenah Game Meats Pty Ltd83 where the activities at the claimant’s brush tail possum processing facility had been covertly filmed by trespassers to its factory. The footage was passed to the appellant, who wished to broadcast excerpts as part of a current affairs programme. An application for an interlocutory injunction was refused at first instance, granted on appeal, and then discharged by the High Court of Australia. Gleeson CJ regarded: ‘the law of breach of confidence as providing a remedy, in a case such as the present, if the nature of the information obtained by the trespasser is such as to permit the information to be regarded as confidential’.84 The difficulty in this case, however, was that the information was not considered to be confidential—the fact that it occurred on private premises was not enough to make it so.85 Thus, because the information was not confidential,86 it was impossible for there to be an obligation of confidence based on any knowledge of confidentiality. The reason why the case may be seen as concerned with corporate privacy, rather than trade secrets, is because the claimant was primarily seeking to avoid the embarrassment and scandal surrounding its commercial activities, rather than the nature of their commercial activities as valuable information per se.

6.33 Another case that may be seen in this light is Schering Chemicals Ltd v Falkman Ltd.87 In this case the first defendant had engaged the services of the second defendant in order to help train representatives from the claimant on how to handle adverse publicity arising from their controversial drug, Primodos, which had allegedly caused birth deformities. The claimant sued when the second defendant made a television programme concerning the Primodos scandal and intended to broadcast it against the wishes of the claimant. Although the Court of Appeal (majority) decision to grant an interim injunction does not explicitly mention the privacy of the claimant organization,88 Templeman LJ commented that the second defendant came under a duty not to use the information that he had acquired for ‘bad publicity’.89 This bad publicity would no doubt have caused the claimant further embarrassment and harm to its reputation.

6.34 Cases such as Lenah Game Meats and Schering could be viewed as attempts to avoid unwanted intrusion, embarrassment, bad publicity, and harm to reputation, and this resonates, to a certain extent, with privacy interests. Moreover, the concern to protect commercial information is not about the value of the information per se but rather how use or disclosure of the information may damage the corporate reputation.90 However, the underlying motivation here seems to be to protect corporate reputation in order to protect or to minimize prejudice to commercial interests, and this is different to the autonomy and dignity interests usually associated with privacy protection. Therefore, we query whether there is really such a notion as corporate privacy. Rather, the fundamental concern here still appears to be in preserving secrecy, albeit for the purpose of sustaining corporate reputation.91

C. Artistic and Literary Information

6.35 In a number of cases the courts have protected artistic and literary secrets from unauthorized publication. In Gilbert v Star Newspaper Co (Ltd)92 the court restrained the publication of the details of the plot of the claimant’s comic opera, His Excellency, prior to its public performance; in Talbot v General Television Corporation Pty Ltd93 and Fraser v Thames Television Ltd94 an idea for a series of television programmes was held to be confidential;95 in Shelley Films Ltd v Rex Features Ltd96 an injunction was granted to prevent the publication of costumes and set for a forthcoming film; in Creation Records Ltd v News Groups Newspapers Ltd97 an assembly of objects, which in photographic form was to represent the cover of a record album, was protected as confidential; in Floydd v Cheney98 the misuse of architectural drawings was restrained; and in Abernethy v Hutchinson99 the publication of the substance of lectures delivered orally by the claimant was prohibited.

6.36 In relation to artistic or literary information, courts have emphasized that it may be the subject of confidentiality where it is the result of mental labours. For example, in Fraser v Thames Televison100 Hirst J held:

Unquestionably, of course, the idea must have some significant element of originality not already in the realm of public knowledge. The originality may consist in a significant twist or slant to a well known concept (Talbot’s case). This is, I think, by analogy, consistent with the statements in Saltman Engineering Co Ltd v Campbell Engineering Co Ltd, 65 RPC 203 and Coco v A N Clark (Engineers) Ltd [1969] RPC 1, that novelty in the industrial field can be derived from the application of human ingenuity to well known concepts.101

6.37 Whether there is enough of a ‘significant twist or slant to a well known concept’ such as to attract confidentiality will depend on the facts. In the Australian decision of Talbot v General Television Corp102 a submission describing in detail an idea for a television series about the lives of millionaires was held to have the necessary quality of confidence. Similarly, in Fraser v Thames Television103 Hirst J held that an idea for a television series based on the fortunes of a real life, all female rock group was confidential. An idea for a reality television programme about match-making in India, in which, highly unusually, the woman would select her groom from a variety of suitable candidates, was regarded by Vijender Jain J in the High Court of Delhi as ‘novel and original in thought and capable of being protected’.104 In Burrows v Smith and Crush Digital Media Ltd105 an idea for a computer video game, in which a ball would be moved from one side of an environment to another by virtue of laying tracks or paths in front of the ball, was held to be protected information ‘[e]ven if no single element was novel’ because ‘the combination of elements was original’.106 By way of contrast, the idea for an all-night-long nightclub, of a particular size, with separate areas for dancing, resting, and socializing, was held to lack novelty in De Maudsley v Palumbo.107

6.38 Where an artistic or literary confidence is in question, it seems that the courts will tolerate a reasonably wide circulation of the information within the meaning of confidentiality. In Gilbert v Star Newspaper Co (Ltd),108 for example, the comic opera had been in rehearsal for some weeks when the claimant was successful in restraining the publication of details of its plot. The plot must have been known to a considerable number of persons at this stage—the actors, and the theatre’s proprietors—but the court still acted to restrain its general publication before it was publicly performed. Similarly, in Shelley Films Ltd v Rex Features Ltd109 the costumes and facial prostheses worn by the actors, along with the set of the film ‘Mary Shelley’s Frankenstein’, were no doubt known to the numerous people involved in making the film, including the director, filming crew, actors, costume designers, and make up artists. Yet, an interlocutory injunction was granted.110 Presumably a limited circulation of artistic information is allowed for practical professional reasons in the same way as the disclosure of a trade secret for purely business reasons to employees or to sub-contractors is permitted without destroying the information’s confidential character.

6.39 The most extreme example of artistic information being widely circulated and yet this not affecting the confidentiality of the information is Creation Records Ltd v News Groups Newspapers Ltd.111 In this case, Noel Gallagher, a member of the band Oasis, arranged an ensemble of objects around which the band members posed. Photographs of the scene were taken and it was intended that one of them would be selected as the front sleeve for their forthcoming album, ‘Be Here Now’. The defendant newspaper, the Sun, engaged a freelance photographer to take unauthorized photographs of the scene. Subsequently, it published and offered for sale as a poster one of those photographs. The claimants sought an interlocutory injunction restraining further publication of the photograph. Lloyd J found that there was an arguable case based on breach of confidence112 and that, despite the unauthorized photograph having been circulated to numerous readers, an injunction would be granted.

Of course the picture is in the public domain, having been printed on Thursday, Friday and Saturday of last week in no doubt millions of copies of the newspaper. That is not of itself a reason not to restrain a future publication, in particular an entirely different kind of publication, arising from the poster offer (compare Gilbert v Star Newspaper Company (1894) 51 TLR 4).113

6.40 The reasoning of Lloyd J appears unpersuasive given that the photograph that was the subject of the poster offer, and which had been made accessible to the public, was exactly the same as the one that had been published earlier on three occasions. It is therefore hard to see how the intended publication was of a different kind, such that it could be restrained, and it seems that the claimants should have been left to their remedy in damages. The only arguable basis for the injunction having been granted in this case is that the defendant should not have been able to benefit from its past misuse of confidential information.114

6.41 The jurisdiction to protect artistic and literary confidences is not well developed and has been exercised on only relatively few occasions. The main reason for this would seem to be that copyright provides more appropriate protection for artistic information, whose special characteristics are often found in the way in which information is expressed rather than the ideas contained in the information.

D. Government Secrets

6.42 It is clear from the judgments of Lord Widgery CJ in Attorney General v Jonathan Cape Ltd115 and Mason J of the Australian High Court in Commonwealth of Australia v John Fairfax & Sons Ltd,116 as well as the House of Lords’ decisions in Attorney General v Guardian Newspapers Ltd (No 2)117 and Lord Advocate v The Scotsman118 that the information generated by the government in the discharge of its functions is capable of being protected through an action for breach of confidence against unauthorized disclosure by ministers or civil servants, or by third parties to whom the information is improperly passed. In each of those decisions, however, it was held that the right to restrain the use of confidential government information is subject to different considerations from those which govern the right of an individual or firm to restrain the use of information which has been confidentially imparted. Whereas inaccessibility is the fundamental criterion that determines whether business, personal, or artistic information are confidential, inaccessibility alone is an insufficient test for assessing whether government information should be protected as confidential. In order to restrain the disclosure of government information,119 it must be shown not only that the information for which protection is sought is inaccessible, but also that it is in the public interest that such information remains inaccessible.120

6.43 Two reasons seem to account for the differential treatment which is accorded to government information. In the first place, a government in a democracy accepts to discharge its functions subject to the scrutiny of the opposition and the constituents for whom it exercises its powers. As Mason J pointed out in the John Fairfax case,121 it ‘may be a sufficient detriment to the citizen that disclosure of information relating to his affairs will expose his actions to public discussion and criticism. But it can scarcely be a relevant detriment to the Government that publication of material concerning its actions will merely expose it to public discussion and criticism’. On this basis, Mason J concluded that it is ‘unacceptable in our democratic society that there should be a restraint on the publication of information relating to government when the only vice of that information is that it enables the public to discuss, review and criticize government action’.122

6.44 The right of informed opposition and criticism as expressed by Mason J has been favourably received in England as a reason for according differential treatment to government information. This is illustrated by the House of Lords’ decision in Attorney General v Guardian Newspapers Ltd (No 2),123 a case which involved publication of the memoirs of a former senior MI5 agent, Peter Wright. The memoirs, entitled Spycatcher, had been published extensively outside the UK and could readily be imported into the country. Litigation in England was commenced against the Guardian and Observer newspapers, in relation to articles that they had published about litigation in Australia to restrain the publication of the book, and also against the Sunday Times newspaper, which had published the first extract of an intended serialization of Spycatcher. The judgments of Lord Widgery CJ in Attorney General v Jonathan Cape Ltd124 and Mason J of the Australian High Court in Commonwealth of Australia v John Fairfax & Sons Ltd,125 were cited with approval by most members of the House of Lords.126 The reason for the additional requirement that it must be in the public interest not to disclose confidential government information was described by Lord Goff as ‘a continuing public interest that the workings of government should be open to scrutiny and criticism’.127

6.45 A second, more pragmatic reason for requiring more than proof of inaccessibility before protecting government secrets emerged in Attorney General v Jonathan Cape Ltd.128 Lord Widgery observed that the Government itself does not treat as confidential all of the information in its possession which is inaccessible. It is, for example, ‘an accepted exercise in public relations’ to leak a Cabinet decision ‘a day or so before it is officially announced’.129 Not all inaccessible government information, therefore, is to be treated as confidential before official publication. If the Cabinet itself distinguishes between the class of information which may be published before official release and the class which may not, some criterion must exist to distinguish between these two classes of government information. By requiring that it must be shown to be in the public interest that the publication of government information be restrained, the courts are, in effect, reviewing the Government’s own assessment of the classes of information which should or should not be treated as confidential. The implication seems to be that the courts’ review will ensure that it is the public interest and not mere expedience which distinguishes those classes of government information which are to be treated as confidential from those to which no special sensitivity is attached.

The circumstances in which the public interest will require disclosure to be restrained

6.46 While it is clear that government information will be accorded protection through the breach of confidence action only when disclosure of the information would be contrary to the public interest, it is less easy to identify the factors which are relevant to the courts’ determination of whether the public interest points towards the preservation of confidentiality or the disclosure of the information. In part, the uncertain content of the public interest is deliberate policy on the part of the courts. The information generated or received by the Government covers such a broad range of different issues that rigid standards would be inappropriate: ‘there cannot be a single rule governing the publication of such a variety of matters’130 and ‘[h]ow far the Crown has to go in order to show [public interest] must depend on the circumstances of each case’.131 The courts’ approach to the public interest will accordingly be a pragmatic one of assessing in each case the characteristics of the particular information for which protection is claimed. Within the limits imposed by such pragmatism, it may nevertheless be said that there are two general circumstances in which the public interest will favour the protection of government information from disclosure.

6.47 In the first place, the public interest will require that information be protected when disclosure of the information would obstruct the proper functioning of a recognized part of the constitutional machinery. In Attorney General v Jonathan Cape Ltd132 Lord Widgery held that the doctrine of collective ministerial responsibility was ‘an established feature of the English form of government’.133 The maintenance of the doctrine within the Cabinet was therefore ‘in the public interest’134 and ‘the application of that doctrine might be prejudiced by premature disclosure of the views of individual Ministers’.135 Thus, in so far as the diaries of the former Cabinet Minister which were in question in the case revealed the way in which individual ministers voted on various matters, the diaries disclosed ‘matters of confidence’.136

6.48 It would appear to be insufficient, however, to show that the information ‘merely throws light on’137 the workings of a part of the constitutional machinery. Before disclosure of the information will be restrained, it must be shown that the disclosure would obstruct the proper working of that machinery. Thus, while the convention of the anonymity of the civil service might be identified as a recognized part of the constitutional machinery, it does not follow that the disclosure of advice given by civil servants will necessarily undermine this convention. Since a minister is ‘responsible for his department and accountable for its errors even though individual fault is to be found in his subordinates … to disclose the individual fault may amount to cowardice or bad taste’,138 but not to the obstruction of the proper functioning of the machinery of government.

6.49 The second general circumstance in which the courts will protect government information is when disclosure of the information would impede the Government in the proper exercise of the powers and functions which are entrusted to it. Thus, if disclosure of the information would impede the Government in the conduct of relations with foreign countries,139 or would prejudice national security,140 the information will be protected. However, it would seem once again that the disclosure must do more than simply illuminate the way in which the Government is exercising its powers. The disclosure must constitute a real impediment to the proper exercise of those powers. Thus, while Mason J considered that disclosure of the documents for which protection was sought in the John Fairfax case141 ‘may embarrass Australia’s relations with other countries’, he was not ‘persuaded that the degree of embarrassment to Australia’s foreign relations … [was] enough to justify interim protection of confidential information’.142 The disclosure must also result in continuing harm to the public interest, otherwise the justification for protecting confidential government information falls away. Thus, in the Spycatcher case143 a majority144 of the House of Lords refused to grant an injunction against the defendant newspapers from reporting on the contents of the book or publishing further extracts from it because no further damage could be done by such disclosures. Lord Keith commented that, ‘all possible damage to the interest of the Crown has already been done by the publication of Spycatcher abroad and the ready availability of copies in this country’.145 Similarly, Lord Brightman noted that, ‘if the matter sought to be published is no longer secret, there is unlikely to be any damage to the public interest by reprinting what all the world has already had the opportunity to read’,146 and Lord Goff took the view that because the information was in the public domain it would not be in the public interest to prevent publication of the book in the UK.147 The Spycatcher case is an example of where the widespread accessibility of the information meant that its further publication could not damage the public interest. But even limited circulation may undermine the public interest in restraining disclosure. Thus, in Lord Advocate v The Scotsman,148 a former employee of MI6 self-published his memoirs, entitled Inside Intelligence, and distributed some 279 copies to friends and acquaintances as a Christmas gift. A copy of his memoirs fell into the hands of the respondent newspaper and it published an article which included some of the material contained in the book. An application for an interim interdict was refused by the Lord Ordinary and an appeal to the Second Division of the Court of Session was dismissed. A further appeal to the House of Lords was also dismissed. In arriving at this conclusion, Lord Keith149 held there was not a good arguable prima facie case that further publication by the respondent newspaper would do any material damage to the public interest.150 This was because the appellant had withdrawn its contention that Inside Intelligence contained any material damaging to national security and also because of the limited distribution of copies of the book.151 The combination of these two circumstances was crucial to the House of Lords’ decision, with Lord Keith observing that ‘[i]f there had been a minor degree of prior publication, and no such concession it would be a matter for investigation whether further publication would be prejudicial to the public interest’.152

6.50 Although extensive dissemination of information may destroy its confidentiality, as well as undermine any prejudice to the public interest, contractual undertakings may nevertheless be used to oblige civil servants and other Crown employees not to disclose government information. This was certainly the case in Attorney General v Blake.153 In this case, the defendant, George Blake, was formerly a member of the Secret Intelligence Service and had signed an undertaking not to divulge any official information gained as a result of employment. He subsequently became a traitor, disclosing valuable secrets to the Soviet Union from 1951 to 1960. As a result, he was convicted of offences under the Official Secrets Act 1911 and was sentenced to imprisonment. After escaping prison, the defendant fled to live in Moscow. In 1989 he wrote an autobiography, No Other Choice, and entered into a publishing contract according to which he was to receive £150,000. By this time the information in the book was no longer confidential and its disclosure was not damaging to the public interest.154 Thus, the defendant was not in breach of his lifelong duty not to disclose secret or confidential information acquired during the course of employment. Further, although publication of the book was in breach of section 1(1) of the Official Secrets Act 1989, there was no realistic possibility of prosecuting and punishing Blake for these offences given that he lived abroad. The House of Lords,155 however, found that by submitting his manuscript for publication the defendant was in breach of his contractual undertaking not to divulge any official information gained as a result of employment and that, given the exceptional circumstances of the case,156 an account of profits could be awarded.157

6.51 Confidential government information is also affected by legislation, principally the Official Secrets Act 1989, but the questions raised by this legislation affect mainly the existence of an obligation of confidence rather than the determination of confidentiality, and they are discussed below.

E. Personal Information

6.52 Courts have long protected personal confidences, although the policy behind such protection differs from the justifications underlying the protection of trade secrets, which were discussed extensively in Chapter 3. With respect to personal information the protection of privacy seems paramount.158 Decisions concerning personal confidences prior to the enactment of the Human Rights Act 1998 (UK) (HRA) signalled the underlying policy of protecting privacy. Following the introduction of this legislation, and its incorporation of key provisions of the European Convention on Human Rights (ECHR), particularly Article 8, into UK domestic law, English courts have expressly acknowledged that privacy is the raison d’être of protecting confidences in this area. As Lord Hoffmann commented obiter in Campbell v Mirror Group Newspapers Ltd:159

Instead of the cause of action being based upon the duty of good faith applicable to confidential personal information and trade secrets alike, it focuses upon the protection of human autonomy and dignity—the right to control the dissemination of information about one’s private life and the right to the esteem and respect of other people.160

6.53 Given the unmistakable impact that Article 8 of the ECHR has had on personal confidences, the following discussion will be separated into two parts: pre-HRA and post-HRA.

Pre-Human Rights Act

6.54 Privacy interests in protecting confidences were latent in the early jurisprudence. Prince Albert v Strange,161 in which a third party was restrained from printing or publishing copies of etchings made by the claimant, as well as a catalogue describing these impressions, has been interpreted by some as an early ‘privacy’ case. Indeed, and perhaps most famously, it was a key case relied upon by Warren and Brandeis in their seminal article162 arguing in favour of a right to privacy in US law.

6.55 In Pollard v Photographic Co163 the court restrained the defendant from publishing photographs he had taken of the claimant at her request and for payment. The claimant had intended to use the photographs for her own private consumption, and objected to the defendant’s action in displaying them in his shop window. The confidential information in the case consisted in the reproduction of a likeness of the claimant, and North J held that it was a ‘gross breach of faith’ publicly to exhibit and sell copies of the claimant’s image without her permission.164 This early case seems to indicate that privacy interests were being protected by the action for breach of confidence.

6.56 It was not until Argyll v Argyll165 that English courts unambiguously recognized the appropriateness of protecting personal confidences. In this case, the claimant was successful in restraining the defendants, who included her former husband, the Duke of Argyll, and the proprietors of a Sunday newspaper, from publishing articles which revealed details of her private life which she had imparted to her husband during the course of their marriage. Ungoed-Thomas J held that an equitable obligation of confidence could arise independently of any contractual relationship and that a duty of confidence arose in the context of a marital relationship:166

It thus seems to me that the policy of the law, so far from indicating that communication between husband and wife should be excluded from protection against breaches of confidence given by the court in accordance with Prince Albert v Strange strongly favours its inclusion, and in view of that policy it can hardly be an objection that such communications are not limited to business matters.167

6.57 Ungoed-Thomas J granted protection to the marital confidences despite a claim by the defendants that the claimant was not entitled to equitable relief because she did not come to equity with clean hands. The defendants had relied for this claim on the claimant’s own publication of newspaper articles in which she had made public details of her marriage with the defendant. Ungoed-Thomas J rejected this argument on a balance of perfidy, holding that the defendant’s breaches of marital confidences were ‘of an altogether different order of perfidy’,168 which created a less sympathetic and favourable impression of the claimant than her previous articles had created of the defendant. The defendants had also claimed that the claimant’s past adulterous behaviour indicated that she had no respect for the sanctity of marriage. This argument was also rejected on the ground that adultery only undermined the confidence of a marriage for the future, and did not have the retrospective operation of nullifying past marital confidences.169

6.58 A less sympathetic approach to personal confidences was taken in Woodward v Hutchins.170 The claimants in this case included the well-known (at the time) pop stars, Tom Jones, Engelbert Humperdink, and Gilbert O’Sullivan. They sought to restrain the defendants, who included their former public relations officer and the proprietors of the Daily Mirror newspaper, from publishing articles which revealed information about the claimants’ behaviour and private lives. The Court of Appeal discharged an interlocutory injunction which Slynn J had granted in favour of the claimants on the ground of breach of confidence. One of the reasons given by Lord Denning MR171 for discharging the injunction was that the claimants had forgone the right to the protection of details of their private lives because they had deliberately sought publicity for themselves:

There is no doubt whatever that this pop group sought publicity. They wanted to have themselves presented to the public in a favourable light so that audiences would come to hear them and support them. Mr Hutchins [their former public relations officer] was engaged so as to produce, or help to produce, this favourable image, not only of their public lives but of their private lives also. If a group of this kind seek publicity which is to their advantage, it seems to me that they cannot complain if a servant or employee of theirs afterwards discloses the truth about them.172

6.59 It would seem that pop stars were something of a bête noire for Lord Denning. In Lennon v News Group Newspapers Ltd173 former Beatle John Lennon sought to restrain his ex-wife, the second defendant, from publishing with the first defendants, the proprietors of the News of the World, articles which disclosed details of the relationship between Lennon and his former wife. The Court of Appeal174 held that there was no longer any confidentiality about the relationship because both parties to it had put it into the public domain:

It seems to me as plain as can be that the relationship of these parties has ceased to be their own private affair. They themselves have put it into the public domain … One only has to read these articles all the way through to show that each of them is making money by publishing the most intimate details about one another and accusing one another of this, that and the other, and so forth. It is all in the public domain.175

6.60 Lord Denning’s approach to the personal confidences of public figures, or those who seek publicity, is arguably too crude. It does highlight, however, the tensions which arise when it comes to protection of privacy for those in the public eye. As will be discussed in Chapter 16, there have been numerous cases following implementation of the HRA dealing with the issue of privacy protection for public figures and, as a result, courts have developed a more nuanced approach to this issue than that reflected in Woodward v Hutchins and Lennon v News Group Newspapers Ltd.

6.61 A decade after the decisions in Woodward v Hutchins and Lennon v News Group Newspapers Ltd, Sir Nicholas Browne-Wilkinson V-C had to decide in Stephens v Avery176 whether confidential disclosures about a person’s sexual conduct could be protected. The claimant had communicated to the first defendant (a former friend) that she had had an affair with a woman, who had subsequently been murdered by her husband in a fit of jealous rage.177 The first defendant revealed this information to the editor of the Mail on Sunday, and details of the relationship appeared in an article in the newspaper.178 The claimant brought an action for breach of a duty of confidence against the first defendant, as well as the editor of the Mail on Sunday (second defendant) and its proprietor (third defendant). The defendants brought an action to strike out the claimant’s statement of claim, arguing, inter alia, that a duty of confidentiality could not be enforced in relation to grossly immoral conduct (ie the lesbian affair). This argument was rejected by Browne-Wilkinson V-C, who commented that ‘[t]here is no common view that sexual conduct of any kind between consenting adults is grossly immoral’179 and that the claimant’s behaviour was not so ‘morally shocking in this case as to prevent the third defendant, a major national Sunday newspaper, from spreading the story all over its front and inside pages’.180

6.62 The defendants also submitted that because both parties to the sexual relationship were aware of the facts, information concerning the relationship could not be confidential. This argument was rejected by Browne-Wilkinson V-C, who held that, ‘[i]nformation only ceases to be capable of protection as confidential when it is in fact known to a substantial number of people’,181 and that he could ‘see no reason why information relating to that most private sector of everybody’s life, namely sexual conduct, cannot be the subject matter of a legally enforceable duty of confidentiality’.182 In this latter statement, in particular, it is apparent that in this area, the gist of the action for breach of confidence is the protection of privacy, in the form of protecting the disclosure of intimate information.

6.63 In Barrymore v News Group Newspapers Ltd183 an ex parte injunction was granted to restrain disclosure of information revealed during a homosexual relationship. The claimant had made it known in 1995 that, despite being married, he was homosexual. Subsequently, the Sun newspaper published an article about the claimant and his relationship with a Mr Wincott, which revealed details of the relationship and published portions of letters written by the claimant, the information and letters having been obtained from Mr Wincott. The claimant brought an action for breach of confidence and sought ex parte an interim injunction. Jacob J held there was a strongly arguable case that the details of the relationship between the claimant and Mr Wincott should be treated as confidential, relying first on ‘common sense’, ie the information was given for a limited purpose, and secondly on the authority of Stephens v Avery.184

6.64 Aside from the confidentiality attaching to marital and sexual relationships,185 courts have also considered whether the interception of telephone conversations may give rise to an actionable breach of confidence. In Malone v Metropolitan Police Commissioner186 Megarry V-C refused to issue a declaration that use and disclosure of information obtained via lawful tapping of a private telephone constituted a breach of confidence.187 Megarry V-C held that:

… a person who utters confidential information must accept the risk of any unknown person overhearing that is inherent in the circumstances of the communication … No doubt a person who uses a telephone to give confidential information to another may do so in such a way as to impose an obligation of confidence on that other: but I do not see how it could be said that any such obligation is imposed on those who overhear the conversation, whether by means of tapping or otherwise.188 (emphasis added)

6.65 The reasoning of Megarry V-C for denying protection seems dubious, not least because the risk of a conversation being overhead is quite different from the risk that telephone conversations might be deliberately intercepted. What the decision highlights is that, to the extent that a relationship of confidence is required in order to trigger a confidential obligation, the action for breach of confidence will have limited usefulness for protecting against privacy intrusions.

6.66 That said, in the later decision of Francome v Mirror Group Newspapers Ltd189 the court distinguished Malone and thus was able to offer a greater degree of privacy protection. In this case, the defendants had obtained from an undisclosed source tapes of telephone conversations between husband and wife. These tapes had been made unlawfully and, according to the defendants, revealed that the first claimant (a famous jockey) had committed serious breaches of Jockey Club Regulations and possibly the commission of criminal offences. The Court of Appeal upheld an injunction restraining publication of the taped material, distinguishing Malone on the basis that that case concerned lawful telephone tapping.190 Moreover, the defendants could not rely on the defence of public interest since they were not proposing to disclose the information to the appropriate authorities.191

6.67 Up until this point, it was clear that personal information imparted by a confider to a confidant, particularly within the context of a relationship (such as marriage,192 a sexual relationship,193 friendship194 or employment195) could give rise to an obligation of confidence. Further, third parties were liable to be restrained where they had notice that the information had been disclosed to them in breach of an obligation of confidence.196 But what of situations where there was neither a relationship of confidence nor a communication of confidential information, ie where the information was surreptitiously or accidentally acquired? Francome obviously provided support for the imposition of a duty of confidence where confidential information was acquired unlawfully.197 But what about situations where unlawful acquisition was not involved, such as Kaye v Robertson,198 where a seriously ill actor was photographed by journalists while lying ill in his hospital bed? Interestingly, the claimant did not rely on a claim for breach of confidence in this case,199 perhaps because the nub of his complaint was not misuse of information obtained or imparted in confidence, but a straightforward invasion of privacy.200

6.68 The way was opened, however, to potentially greater protection of privacy after Lord Goff’s speech in Attorney General v Guardian Newspapers Ltd (No 2).201 In obiter dicta, Lord Goff envisaged that an obligation of confidence could be imposed on strangers by virtue of knowledge that information was confidential.202 He commented:

I realise that, in the vast majority of cases, in particular those concerned with trade secrets, the duty of confidence will arise from a transaction or relationship between the parties—often a contract, in which event the duty may arise by reason of either an express or an implied term of that contract. It is in such cases as these that the expressions ‘confider’ and ‘confidant’ are perhaps most aptly employed. But it is well settled that a duty of confidence may arise in equity independently of such cases; and I have expressed the circumstances in which the duty arises in broad terms, not merely to embrace those cases where a third party receives information from a person who is under a duty of confidence in respect of it, knowing that it has been disclosed by that person to him in breach of his duty of confidence, but also to include certain situations, beloved of law teachers—where an obviously confidential document is wafted by an electric fan out of a window into a crowded street, or where an obviously confidential document, such as a private diary, is dropped in a public place, and is then picked up by a passer-by.203

6.69 The key factor identified by Lord Goff was not the illegal actions of the stranger who acquired the information, but whether the stranger had knowledge that the information was private or confidential. His lordship also stressed that this was the exception rather than the rule.204

6.70 In addition, Lord Keith in obiter dicta recognized that ‘[t]he right to personal privacy is clearly one which the law should in this field seek to protect’205 and he intimated that, when it came to personal information, the courts might be willing to accept a greater degree of publication or accessibility than ordinarily would be the case for establishing confidentiality for other types of information.206

6.71 Relying on Lord Goff’s dicta in Spycatcher, Laws J in Hellewell v The Chief Constable of Derbyshire207 was emboldened to suggest that the situations in which an obligation of confidence could arise would extend to the following:

If someone with a telephoto lens were to take from a distance and with no authority a picture of another engaged in some private act, his subsequent disclosure of the photograph would, in my judgment, as surely amount to a breach of confidence as if he had found or stolen a letter or diary in which the act was recounted and proceeded to publish it.208

This view, albeit obiter dicta, indicated a much relaxed requirement for establishing a confidential obligation in the context of personal information which, if followed, would have provided considerable protection for privacy interests.209

6.72 In this context, it is also worth mentioning that courts have utilized contractual obligations of confidence to protect against disclosure of personal information. Thus, the claimant in Cornelius v De Taranto210 was awarded damages for mental distress for breach of an implied term of confidentiality, as a result of the defendant psychiatrist, whom she had consulted, disclosing her psychiatric report to the claimant’s GP and a consultant psychiatrist. And, in Archer v Williams211 the defendant was held to be in breach of express and implied undertakings of confidentiality by disclosing confidential information that she had acquired whilst working for the claimant, including that the claimant had undergone cosmetic surgery.

6.73 From the cases pre-dating the HRA it is possible to identify two strands of judicial thinking. The first is that obligations of confidence in the area of personal information very much serve privacy interests—either protecting against disclosure of intimate or embarrassing information or against intrusions into a person’s private sphere, such as their home, through surveillance methods. The second is that importance is attached to relationships in which personal, confidential information may be disclosed. In other words, relationships such as marital or sexual ones, friendships, doctor–patient or employer–employee relationships are reinforced as situations in which parties should feel free openly to discuss and share information, without fear of it being disclosed. Obviously, there is clear overlap between these two strands, in that intimate information is often disclosed in the context of a close or intimate relationship. But there is also an emphasis on protecting the relationship itself, in order to create a space in which a person can communicate freely information about themselves or their thoughts and opinions. To the extent that an obligation of confidence arises only where there is a confidential relationship, this does not protect a person’s privacy interests in situations where a positive communication of information has not occurred. As the review of the above cases has shown, courts have been very comfortable with imposing duties of confidence in the context of pre-existing relationships. But prior to the HRA there was only tentative support for protection of personal information in the absence of such relationships.212 As the next section will demonstrate this hesitancy no longer exists.

Post-Human Rights Act

6.74 The adoption of the HRA in the UK213 provided a powerful impetus for courts to develop the action for breach of confidence to offer greater privacy protection. This is because the HRA incorporates key provisions of the ECHR, including Article 8 ‘the right to private life’ and Article 10 ‘the right to freedom of expression’. These provisions state:

Article 8

1. Everyone has the right to respect for his private and family life, his home and his correspondence.

2. There shall be no interference by a public authority with the exercise of this right except such as in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others.

Article 10

1. Everyone has the right to freedom of expression. This right shall include freedom to hold opinions and to receive and impart information and ideas without interference by public authority and regardless of frontiers. The Article shall not prevent States from requiring the licensing of broadcasting, television or cinema enterprises.

2. The exercise of these freedoms, since it carries with it duties and responsibilities, may be subject to such formalities, conditions, restrictions or penalties as are prescribed by law and are necessary in a democratic society, in the interests of national security, territorial integrity or public safety, for the prevent of disorder or crime, for the protection of health or morals, for the protection of the reputation or rights of others, for preventing the disclosure of information received in confidence, or for maintaining the authority and impartiality of the judiciary.

6.75 Further, section 6 of the HRA makes it unlawful for a public authority (which includes a court) to act in way that is incompatible with a Convention right.214 This is not to suggest that, prior to the HRA, Convention rights did not previously exert an influence on UK law.215 Quite the contrary, there are at least two breach of confidence cases, decided before enactment of the HRA, in which the courts referred to Articles 8 and 10 of the ECHR.

6.76 In Cornelius v De Taranto216 Morland J invoked Article 8 ECHR in support of awarding damages for mental distress caused by breach of a contractual duty of confidence existing between doctor and patient. Mr Justice Morland commented:

In my judgment it would be a hollow protection of that right [Article 8] if in a particular case in breach of confidence without consent details of the confider’s private and family life were disclosed by the confidant to others and the only remedy that the law of England allowed was nominal damages.217

6.77 In Spycatcher Lord Goff observed, in relation to the principles of breach of confidence, in particular the public interest in disclosure of confidential information in cases of iniquity:218

Finally, I wish to observe that I can see no inconsistency between English law on this subject and article 10 of the European Convention on Human Rights. This is scarcely surprising, since we may pride ourselves on the fact that freedom of speech has existed in this country perhaps as long as, if not longer than, it has existed in any other country in the world. The only difference is that, whereas article 10 of the Convention, in accordance with its avowed purpose, proceeds to state a fundamental right and then to qualify it, we in this country (where everybody is free to do anything, subject only to the provisions of the law) proceed rather upon an assumption of freedom of speech, and turn to our law to discover the established exceptions to it. In any event I conceive it to be my duty, when I am free to do so, to interpret the law in accordance with the obligations of the Crown under this treaty. The exercise of the right to freedom of expression under article 10 may be subject to restrictions (as are prescribed by law and are necessary in a democratic society) in relation to certain prescribed matters, which include ‘the interests of national security’ and ‘preventing the disclosure of information received in confidence’. It is established in the jurisprudence of the European Court of Human Rights that the word ‘necessary’ in this context implies the existence of a pressing social need, and that interference with freedom of expression should be no more than is proportionate to the legitimate aim pursued. I have no reason to believe that English law, as applied in the courts, leads to any different conclusion.

6.78 Thus, Lord Goff was of the view that the weighing of competing public interests—that of enforcing confidentiality versus the disclosure of information where there was iniquity—was akin to the sort of balancing exercise required by Article 10(1) and (2) of the ECHR.

Horizontal effect

6.79 It is fair to say, however, that following the commencement of the HRA, Articles 8 and 10 of the ECHR have frequently been invoked by courts in breach of confidence cases and the HRA has acted as a catalyst for the significant reshaping of the action in the area of private or personal information. The precise basis of this catalyst has been the subject of scholarly debate,219 as well as judicial ambiguity. Although courts appear to have settled on the HRA having an indirect, rather than a direct,220 horizontal effect,221 they have not elucidated whether the nature of that effect is ‘weak’ or ‘strong’.222 A ‘weak’ version means that courts must take account of Convention values when involved in common law adjudication,223 whereas a ‘strong’ version places judges under a duty to interpret and apply existing law so as to achieve compatibility with the ECHR.224

6.80 In Douglas v Hello! Ltd,225 the first of the appellate decisions in that litigation226 and also the first case to consider the significance of the HRA for breach of confidence, Keene LJ remarked:

Since the coming into force of the Human Rights Act 1998, the courts as a public authority cannot act in a way which is incompatible with a Convention right: section 6(1). That arguably includes their activity in interpreting and developing the common law, even where no public authority is a party to the litigation. Whether this extends to creating a new cause of action between private persons and bodies is more controversial … But it is unnecessary to determine that issue in these proceedings, where reliance is placed on breach of confidence, an established cause of action, the scope of which may now need to be approached in the light of the obligation on this court arising under section 6(1) of the Act.227 (emphasis added)

And further:

That approach must now be informed by the jurisprudence of the Convention in respect of article 8. Whether the resulting liability is described as being for breach of confidence or for breach of a right to privacy may be little more than deciding what label is to be attached to the cause of action, but there would seem to be merit in recognising that the original concept of breach of confidence has in this particular category of cases now developed into something different from the commercial and employment relationships with which confidentiality is mainly concerned.228

6.81 This arguably leans towards a ‘weak’ version of the horizontal effect of the HRA.229 Whereas Sedley LJ in the same decision seemed to favour a ‘strong’ version, expressing the view that if the transition from breach of confidence to a privacy right amounted to more than a modern restatement of the scope of confidence this was ‘precisely the kind of incremental change for which the Act is designed’.230

6.82 In A v B plc,231 Lord Woolf MR, in the context of applications for interim injunctions, commented that courts could avoid acting incompatibly with Convention rights by ‘absorbing the rights which articles 8 and 10 protect into the long-established action for breach of confidence’, thus giving ‘new strength and breadth to the action so that it accommodates the requirements of those articles’.232 These statements arguably support a ‘strong’ version of horizontal effect.

6.83 In Campbell, Lord Nicholls’ observed that the ‘time has come to recognise that the values enshrined in articles 8 and 10 are now part of the cause of action for breach of confidence’,233 and that such values are applicable in disputes between private parties, as well as between individuals and a public authority.234 These comments suggest a ‘weak’ indirect horizontal effect. Lord Hoffmann also characterized the effect of the HRA as one of changing values, as opposed to a duty to act compatibly with the ECHR when it comes to the privacy interests of individuals.235 Specifically, his lordship stated:

Instead of the cause of action being based upon the duty of good faith applicable to confidential personal information and trade secrets alike, it focuses upon the protection of human autonomy and dignity—the right to control the dissemination of information about one’s private life and the right to the esteem and respect of other people.236

6.84 Lord Hope237 spoke of a ‘language change’ following the HRA and the incorporation into domestic law of Articles 8 and 10 of ECHR, such that courts ‘now talk about the right to respect for private life and the countervailing right to freedom of expression’. He also agreed with Lord Woolf CJ in A v B plc that ‘new breadth and strength is given to the action for breach of confidence by these articles’.238 Lord Hope’s reference to Lord Woolf CJ’s comments in A v B plc may indicate a ‘strong’ version of indirect horizontal effect, but this is not entirely clear and it is also possible to interpret Lord Hope’s approach as reflective of the ‘value change’ associated with ‘weak’ indirect horizontal effect.

6.85 Baroness Hale was the only member of the House who explicitly adopted a ‘strong’ version of indirect horizontal effect:

The [HRA] does not create any new cause of action between private persons. But if there is a relevant cause of action applicable, the court as a public authority must act compatibly with both parties’ Convention rights. In a case such as this, the relevant vehicle will usually be the action for breach of confidence, as Lord Woolf CJ held in A v B plc [2003] QB 195, 202, para 4.239 (emphasis added)

6.86 Thus, confusion persists about the exact nature of the indirect horizontal effect of the HRA.240

The shift from confidential to private

6.87 One of the key ways in which the action for breach has acquired ‘strength and breadth’ is in replacing the requirement of confidential information with a requirement that information is private and, as such, engages Article 8 ECHR.241 This shift in approach first became evident in the Court of Appeal decision in A v B plc.242 The claimant was a professional footballer who had engaged in extra-marital affairs with two different women. Both women sold their story to the first defendant, a tabloid newspaper publisher, who intended to publish articles describing salacious details of the affairs. The claimant sought an injunction to restrain publication of the articles on the basis of breach of confidence, infringement of privacy, and infringement of copyright. Jack J at first instance granted an injunction; however, this was discharged on appeal. In setting out guidelines to assist in determining interlocutory applications in breach of confidence cases, Lord Woolf CJ, delivering the judgment of the Court of Appeal, stated (in guideline vii):

… in the majority of cases the question of whether there is an interest capable of being the subject of a claim for privacy should not be allowed to be the subject of detailed argument. There must be some interest of a private nature which the claimant wishes to protect, but usually the answer to the question whether there exists a private interest worthy of protection will be obvious.243

6.88 In this guideline, rather than referring to confidential information, Lord Woolf CJ spoke directly of private information and privacy. Further, he cited the following passage from the judgment of Gleeson CJ in Australian Broadcasting Corp v Lenah Game Meats Pty Ltd244 in which the meaning of private information is discussed:

There is no bright line which can be drawn between what is private and what is not. Use of the term ‘public’ is often a convenient method of contrast, but there is a large area in between what is necessarily public and what is necessarily private. An activity is not private simply because it is not done in public. It does not suffice to make an act private that, because it occurs on private property, it has such measure of protection from the public gaze as the characteristics of the property, the nature of the activity, the locality, and the disposition of the property owner combine to afford. Certain kinds of information about a person, such as information relating to health, personal relationships, or finances may be easy to identify as private; as may certain kinds of activity, which a reasonable person, applying contemporary standards of morals and behaviour, would understand to be meant to be unobserved. The requirement that disclosure or observation of information or conduct would be highly offensive to a reasonable person of ordinary sensibilities is in many circumstances a useful practical test of what is private.245

6.89 Later in the court’s judgment, Lord Woolf CJ discussed the ‘confidentiality’, as opposed to ‘privacy’, of sexual information.246 Thus, in A v B plc, we can detect the beginnings of a shift towards a test of ‘private’ information but a reluctance to jettison completely the requirement of confidentiality.

6.90 In Campbell v Mirror Group Newspapers Ltd247 it became apparent that the key question was not whether the information was confidential, but whether it was private and thus engaged Article 8 ECHR; and further, that the courts should engage in a balancing exercise between Articles 8 and 10 ECHR. The case concerned a series of articles published by the Mirror newspaper in February 2001. The articles disclosed that the claimant, Naomi Campbell, had a drug addiction and was receiving therapy with Narcotics Anonymous (NA) and gave details of the meeting she was attending. Two of the articles were accompanied by photographs of Campbell, dressed in casual clothes, leaving a NA meeting in Chelsea, London. The first of the articles was sympathetic to Ms Campbell, but the later articles were not, in light of the fact that she had commenced proceedings against the Mirror. At first instance, Morland J held that Ms Campbell had established entitlement to damages for breach of confidence and breach of duty under the Data Protection Act 1998 and awarded her £2,500 compensatory damages and £1,000 in aggravated damages, for the racist and hurtful remarks contained in the later articles. This was overturned by the Court of Appeal, but, on appeal to the House of Lords, the first instance decision was upheld.

6.91 In the House of Lords, Lord Nicholls referred to the relevance of Article 8 of the ECHR and commented that information about an individual’s private life normally would be described as ‘private’ rather than ‘confidential’.248 His lordship considered that ‘the touchstone of private life is whether in respect of the disclosed facts the person in question had a reasonable expectation of privacy’.249 He further commented that the Lenah test of ‘highly offensive to a reasonable person’ should be used with caution because it ‘is suggestive of a stricter test of private information than a reasonable expectation of privacy’ and also because ‘the “highly offensive” formulation can all too easily bring into account, when deciding whether the disclosed information was private, considerations which go more properly to issues of proportionality’.250

6.92 Lord Hope referred to when ‘a person can reasonably expect his privacy to be respected’.251 His lordship indicated, however, that the test formulated by Gleeson CJ in Lenah could be useful where the information cannot be easily identified as private.252 According to his lordship:

The underlying question in all cases where it is alleged that there has been a breach of the duty of confidence is whether the information that was disclosed was private and not public. There must be some interest of a private nature that the claimant wishes to protect: A v B plc [2003] QB 195, 206, para. 11(vii). In some cases, as the Court of Appeal said in that case, the answer to the question whether the information is public or private will be obvious. Where it is not, the broad test is whether disclosure of the information about the individual (‘A’) would give substantial offence to A, assuming that A was placed in similar circumstances and was a person of ordinary sensibilities.253

6.93 From the above passage, Lord Hope did not adopt the ‘highly offensive’ formulation of Lenah. Instead, his lordship set out a twofold test: is the information obviously ‘private’ and, if it is not, will disclosure give substantial offence to a reasonable person put in the shoes of the subject of the disclosure?

6.94 Lord Carswell held that the nature of the information clearly established that it was private, such that it was unnecessary to ask, in the terms formulated in Lenah, whether disclosure of the information would be highly offensive to a reasonable person of ordinary sensibilities.254

6.95 Baroness Hale emphasized that ‘the “reasonable expectation of privacy” is a threshold test which brings the balancing exercise into play’.255 The balancing exercise, between Articles 8 and 10 of the ECHR involves a careful consideration of the claimant’s interest in keeping the information private against the defendant’s interest in disclosing it. Her ladyship also referred to the Lenah test and commented that it was not meant to be exhaustive, particularly when information was obviously private (such as information about health, personal relationships, and finance). Differing from the Court of Appeal, she held that, in the Lenah test, the ‘reasonable person of ordinary sensibilities’ was the subject of the disclosure rather than the recipient.256

6.96 It is obvious from the speeches of their lordships in Campbell that the requirement of ‘confidentiality’ (at least in so far as personal information is concerned) has been replaced by asking whether the information is ‘private’. As for the exact test for determining whether there is ‘private information’, Lord Nicholls and Baroness Hale adopted the ‘reasonable expectation of privacy’ test. Lord Hope seemed to support this test, but at the same time appeared also, along with Lord Carswell, to favour an ‘obviously private’ test. Importantly, the House was sceptical of the Lenah test257 as a means of determining whether Article 8 is engaged, either expressing serious reservations in relation to it, choosing not to apply it, or else considering that it should be used in a modified form only. Subsequent decisions have not used the ‘highly offensive’ Lenah formulation to determine if Article 8 is engaged, but have considered the offensiveness of the disclosure as relevant to issues of proportionality only.258

Establishing a reasonable expectation of privacy

6.97 The ‘reasonable expectation of privacy’ test has been followed and applied on several occasions by the Court of Appeal.259 In applying this test, courts will engage in a detailed examination of all the circumstances of the case.260 As the Court of Appeal in Murray v Express Newspapers held:

As we see it, the question whether there is a reasonable expectation of privacy is a broad one, which takes account of all the circumstances of the case. They include the attributes of the claimant, the nature of the activity in which the claimant was engaged, the place at which it was happening, the nature and purpose of the intrusion, the absence of consent and whether it was known or could be inferred, the effect on the claimant and the circumstances in which and the purpose for which the information came into the hands of the publisher.261

6.98 The test of ‘reasonable expectation of privacy’ is thus both flexible and fairly general. But it is clear that factors or concerns that are more relevant to proportionality should not be taken into account at this stage.262 This is illustrated by Associated Newspapers v HRH Prince of Wales,263 in which Prince Charles sought summary judgment in a claim for breach of confidence and infringement of copyright in respect of articles published by the defendants in the Mail on Sunday. The articles included extracts from one of his journals that he had kept in respect of his official visit to Hong Kong on the occasion of the formal handover of Hong Kong to the Republic of China. The defendants submitted that the information contained in the journals did not give rise to a reasonable expectation of privacy. They relied broadly speaking on the fact that the claimant, a public figure, had publicly expressed political views concerning China in the past. More specifically, they relied, inter alia, on the fact that the public had a right to know the views of an influential public figure, the political behaviour of the claimant was inconsistent with constitutional conventions, and the claimant had deliberately boycotted formal events with Chinese representatives on two previous occasions. At first instance, Blackburne J regarded these three factors as going ‘to the proportionality test and balancing exercise and not to whether the claimant had any reasonable expectation of privacy in respect of information contained in his Hong Kong journal’.264 The Court of Appeal agreed with his view.265

6.99 Courts have also indicated that whether information is communicated via a relationship of confidence is an important contextual factor in assessing if a reasonable expectation of privacy exists.266 This issue was first addressed in McKennitt v Ash.267 The first defendant, who had previously been a close friend and associate of the claimant, a famous folk musician, published a book in which various personal revelations relating to the claimant were disclosed. Ms McKennitt brought proceedings based upon breaches of privacy and/or obligations of confidence. At first instance, Eady J held that the claimant had a reasonable expectation of privacy in respect of several, but not all, of the complained of passages268 in the book, and that this was not outweighed by the Article 10 rights of the first defendant.269 On appeal, Eady J’s decision was upheld.270 Buxton LJ, with whom Longmore LJ and Latham LJ agreed, observed that cases such as Campbell v Mirror Group Newspapers Ltd,271 Douglas v Hello!,272 and Von Hannover v Germany273 ‘have wrestled with the problem of identifying the basis for claiming privacy or confidence in respect of unauthorised or purloined information’274 and as such ‘the primary focus has to be on the nature of the information, because it is the recipient’s perception of its confidential nature that imposes the obligation on him’.275 In this case, however, Buxton LJ emphasized the pre-existing relationship of confidence between the claimant and first defendant.276

That does not of course exempt the court from considering whether the material obtained during such a relationship is indeed confidential; but to inquire into that latter question without paying any regard to the nature of the pre-existing relationship between the parties, as the argument for the first defendant in this court largely did, is unlikely to produce anything but a distorted outcome.277

6.100 Buxton LJ concluded that in respect of revelations about the state of the claimant’s health this was clearly a private matter, as per Campbell, but was ‘doubly private when information about it is imparted in the context of a relationship of confidence’.278

6.101 Associated Newspapers v HRH Prince of Wales279 was another case involving a pre-existing relationship of confidence, specifically a contractual duty of confidence, as well as an equitable duty arising out of the employer–employee relationship.280 The Court of Appeal held that the claimant’s journals were both confidential and of a private nature.

The journal set out the personal views and impressions of Prince Charles. They were set out in a journal in his own hand. They were seen by his staff, who were under an express contractual obligation to treat their content as confidential. They were sent to selected recipients under cover of a letter signed by Prince Charles in an envelope marked ‘private and confidential’. The journals were paradigm examples of confidential documents. They also satisfied each of the tests of confidential and private documents to which we have referred above.281

The court further commented:

It is not easy in this case, as in many others, when concluding that information is private to identify the extent to which this is because of the nature of the information, the form in which it is conveyed and the fact that the person disclosing it was in a confidential relationship with the person to whom it relates. Usually, as here, these facts form an interdependent amalgam of circumstances. If, however, one strips out the fact of breach of a confidential relationship, and assumes that a copy of the journal had been brought to the newspaper by someone who had found it dropped in the street, we consider that its form and content would clearly have constituted it private information entitled to the protection of article 8(1) as qualified by article 8(2).282

Thus, the court was able to find that, even in the absence of a pre-existing relationship of confidence, the information contained in the claimant’s journals was ‘private’; however, the existence of the relationship was a factor which apparently bolstered this conclusion.

6.102 In addition, the court suggested that weight should be given to a relationship of confidence in the context of balancing Article 10 rights. In considering whether, according to Article 10(2), it is ‘necessary in a democratic society’ to restrict freedom of expression, ‘a significant element to be weighed in the balance is the importance in a democratic society of upholding duties of confidence that are created between individuals’.283 Further, in applying the test of proportionality, ‘the nature of the relationship that gives rise to the duty of confidentiality may be important’.284 Referring to dicta in Campbell v Frisbee,285 the court indicated that it was arguable that an express contractual duty of confidence may carry more weight but that this would depend on the facts of the individual case.286

6.103 The relevance of a relationship of confidence to establishing whether Article 8 is engaged was considered by the Court of Appeal in Lord Browne of Madingley v Associated Newspapers Ltd.287 In this case, the claimant, a senior executive of a high profile public company, sought injunctive relief to restrain the Mail on Sunday from publishing information disclosed during the course of an intimate relationship with a former (sexual) partner. At first instance, Eady J granted an injunction, but did not enjoin all categories of information complained of by the claimant. In particular, he did not enjoin information regarding the alleged misuse of company resources to support or assist the former partner; the bare fact of the past (homosexual) relationship with the former partner; and the alleged breach of confidence by the claimant in discussing confidential corporate matters with the former partner. The claimant appealed.

6.104 Referring to both McKennitt v Ash and Associated Newspapers v HRH Prince of Wales, the Court of Appeal held that ‘the mere fact that information was imparted in the course of a relationship of confidence does not satisfy Lord Nicholls’s test of “expectation of privacy” … however, the relationship may be of considerable importance in answering the question whether there was an expectation of privacy’.288 The court must engage in a detailed examination of all the circumstances, which include ‘the nature of the information itself and the circumstances in which it has been imparted or obtained’.289 According to the court, the first instance judge had adopted the correct approach.290

6.105 If all the circumstances of the case must be scrutinized when it comes to establishing whether a reasonable expectation of privacy exists, and Article 8 is engaged, then it would seem artificial to ignore a relationship of confidence. This is because intimate or personal information is more likely to be conveyed in the context of certain confidential relationships. But, as the Court of Appeal stressed in Browne, this should not be assumed. Further, it may be queried whether disclosure of private information within a relationship of confidence should make the information ‘doubly private’, as suggested by the court in McKennitt. The better approach, it is submitted, is that taken by the Court in the Prince of Wales case, namely, to give weight to the relationship of confidence in the context of assessing appropriate restrictions on Article 10 rights. Article 10(2) clearly envisages restrictions on the right to freedom of expression ‘for preventing the disclosure of information received in confidence’. Further, this approach gives effect to the public interest behind respecting relationships of confidence,291 which is distinct from the public interest in preventing the disclosure of private information.292

The role of European Court of Human Rights jurisprudence

6.106 In Campbell Lord Hope remarked that the ‘jurisprudence of the European Court offers important guidance’ as to how the competing rights contained in Articles 8 and 10 ECHR ‘ought to be approached and analysed’.293 This probably explains why several members of the House cited Strasbourg jurisprudence in the course of their speeches. For example, Baroness Hale cited Z v Finland294 in support of the fact that ‘information about a person’s health and treatment for ill-health is both private and confidential’.295 While Lord Hoffmann296 and Lord Hope297 cited with approval Peck v United Kingdom,298 a decision where the Strasbourg court held the applicant’s Article 8 rights had been violated by virtue of a local council’s disclosure of CCTV footage featuring the applicant’s suicide attempt in a public place—footage which was repeatedly broadcast on television.

6.107 The Court of Appeal in McKennitt v Ash apparently placed Convention jurisprudence at the forefront by commenting that, ‘in order to find the rules of the English law of breach of confidence we now have to look in the jurisprudence of articles 8 and 10’.299 Significantly, the decision highlighted the potential problem of conflict between English and Strasbourg jurisprudence regarding Articles 8 and 10. More specifically, the conflict in approach to privacy protection of public figures as laid down in A v B plc with that established in Von Hannover v Germany.300 As will be discussed in Chapter 16, A v B plc interpreted the public interest in disclosure of information relating to public figures very broadly, whereas Von Hannover adopted a strict approach.301 The Court of Appeal side-stepped the apparent conflict by holding that A v B plc did not rule definitively on the content and application of Article 10 and, as such, Von Hannover could be considered by the court302 without offending against the rules of precedent.303

6.108 The tension between English precedent and Convention jurisprudence emerged again in Murray v Express Newspapers.304 David Murray, the infant son of famous author Joanne Murray (whose pseudonym is JK Rowling), brought proceedings305 in respect of a photograph taken of him in a pram, pushed by one of his parents, on a public street in Edinburgh, which was published in the Sunday Express magazine. The photograph was taken covertly and without permission of David’s parents. It was a colour photograph which showed the claimant’s face in profile, his clothes, size, hairstyle and colour, and skin colour. Proceedings were brought against the publishers of the magazine, Express newspapers plc, as well as the agency which provided the photograph, Big Pictures Ltd (BPL). The action was settled against the first defendant, leaving BPL as the sole defendant. Patten J struck out the claimant’s action306 and his decision was appealed.

6.109 At first instance Patten J had been particularly concerned with how to reconcile the House of Lords’ decision in Campbell with that of the European Court of Human Rights in Von Hannover. In Campbell a majority of their lordships held that publication of photographs of Naomi Campbell emerging onto the street from her Narcotics Anonymous meeting was an unjustified intrusion into her private life, even though the claimant was photographed in a public place.307 The majority emphasized that the claimant could not have complained if the photographs simply showed Ms Campbell going about her ordinary activities in the street.308 Rather, there were aggravating factors: according to Lord Hope, the photographs ‘were taken deliberately, in secret and with a view to their publication in conjunction with the article’309 and according to Baroness Hale the photographs showed the claimant ‘coming either to or from the NA meeting … [and] showed the place where the meeting was taking place’.310 After Campbell, it therefore seemed that not all activities occurring in public would give rise to a reasonable expectation of privacy. This may be contrasted with Von Hannover.

6.110 Von Hannover was the culmination of a ten-year campaign by Princess Caroline against various German magazine publishers to restrain them from publishing photographs of her going about her daily business. The German courts held that as a ‘figure of contemporary society’ the applicant had to tolerate photographs of herself in a public place, even where she was not engaged in public duties. The exception to this was if she was a in a ‘secluded place’ out of the public eye. However, the notion of ‘secluded place’ did not extend to activities such as her leaving her home, going shopping, engaging in sport, or being on holiday. The claimant complained to the European Court of Human Rights that the lack of adequate State protection of her private life was an infringement of her Article 8 right. The court accepted that Article 8 conferred on States both negative and positive obligations,311 and the claimant’s right had been infringed. It pointed out that, although the claimant was a public figure, she did not exercise any public or official functions and her private activities were not relevant to any political or public debate.312 The publication of the photographs did not have the purpose of contributing to any debate of general interest to society, but were solely to ‘satisfy the curiosity of a particular readership regarding the details of the applicant’s private life’.313 Further, it held that the public ‘does not have a legitimate interest in knowing where the applicant is and how she behaves generally in her private life even if she appears in places that cannot always be described as secluded and despite the fact that she is well known to the public’.314 Finally, the Court had regard to the fact that such photographs were often taken ‘in a climate of continual harassment that induces in the persons concerned a very strong sense of intrusion into their private life’.315

6.111 According to Fenwick and Phillipson, the Strasbourg decision in Von Hannover suggests that ‘any publication of an unauthorised photograph specifically taken of a particular person engaged in an everyday activity outside their official duties will involve a prima facie violation of article 8’.316 Thus, it is obvious why Patten J in Murray considered that there was a potential conflict between Campbell and Von Hannover. However, Patten J concluded that, ‘on my understanding of the law including Von Hannover there remains an area of innocuous conduct in a public place which does not raise a reasonable expectation of privacy’317 and the facts of this case were an example of such innocuous conduct. Alternatively, Patten J held that, even if Von Hannover conflicted with Campbell, he was bound to follow the latter, along with the New Zealand decision of Hosking v Runting,318 which was cited with approval in Campbell and was on all fours with the facts of the case at hand.

6.112 The Court of Appeal allowed the appeal, holding that it was arguable that the claimant had a reasonable expectation of privacy. The court held that Patten J had given undue weight to the interests of the parents and not enough to the privacy interests of the child.319 It distinguished both Campbell and Von Hannover on the basis that neither dealt with the situation of a child.320 Although Hosking v Runting was factually indistinguishable, the court held that it was not persuasive because the test applied in that case was inconsistent with the test of reasonable expectation of privacy.321 Further, the judge had mistakenly placed too much emphasis on Hosking v Runting.322 Importantly, the court concluded:

We recognise that there may well be circumstances in which there will be no reasonable expectation of privacy, even after Von Hannover. However, as we see it, all will (as ever) depend upon the facts of the particular case. The judge suggests that a distinction can be drawn between a child (or an adult) engaged in family and sporting activities and something as simple as a walk down a street or a visit to the grocers to buy the milk. This is on the basis that the first type of activity is clearly part of a person’s private recreation time intended to be enjoyed in the company of family and friends and that, on the test deployed in Von Hannover, publicity of such activities is intrusive and can adversely affect the exercise of such social activities. We agree with the judge that that is indeed the basis of the ECtHR’s approach but we do not agree that it is possible to draw a clear distinction in principle between the two kinds of activity. Thus, an expedition to a café of the kind which occurred here seems to us to be at least arguably part of each member of the family’s recreation time intended to be enjoyed by them and such that publicity of it is intrusive and such as adversely to affect such activities in the future.323

6.113 The Court of Appeal stated that its view was consistent with Von Hannover and opined that if the facts of this case were before the European Court of Human Rights that court would find that the claimant had a reasonable expectation of privacy.324

6.114 Although the Murray decision sheds important light on the privacy interests of children325 and reiterates the flexible and broad test that is ‘reasonable expectation of privacy’, it does not address directly the relationship between Campbell and Von Hannover and the tension between these two decisions. Thus, it seems possible that in the future there may be situations of relatively innocuous conduct which do not give rise to a reasonable expectation of privacy according to Campbell, but which would do so according to Von Hannover.

Harm, not inaccessibility, is the focus

6.115 To what extent has publicity or accessibility of information undermined claims to ‘privacy’ or ‘confidentiality’ in the post-HRA environment? In Douglas v Hello! Ltd (No 3)326 it was argued that the claimants’ wedding was neither private nor confidential, because the claimants had agreed to allow OK! magazine to publish photographs of this event. The Court of Appeal referred to Spycatcher,326a but commented that care had to be exercised in applying that decision, given that it rested on the special principle that the State must show a public interest in maintaining the confidentiality of information.327 Lord Phillips MR (delivering the judgment of the court) recognized that ‘[o]nce intimate personal information about a celebrity’s private life has been widely published it may serve no useful purpose to prohibit further publication’.328 However, a different view was taken in relation to photographs:

Insofar as a photograph does more than convey information and intrudes on privacy by enabling the viewer to focus on intimate personal detail, there will be a fresh intrusion of privacy when each additional viewer sees the photograph and even when one who has seen a previous publication of the photograph, is confronted by a fresh publication of it. To take an example, if a film star were lying naked by her private swimming pool, we question whether widespread publication of the photograph by a popular newspaper would provide a defence to a legal challenge to repeated publication on the ground that the information was in the public domain. There is thus a further important potential distinction between the law relating to private information and that relating to other types of confidential information.329 (emphasis added)

6.116 The fact that the claimants’ had agreed to publication of authorized photographs of their wedding did not diminish their claim to privacy; however, it was relevant to the amount of harm or distress suffered, which in turn would ‘be very relevant when considering the amount of any damages’.330

6.117 It has been argued that the above finding of the Court of Appeal in Douglas v Hello! Ltd (No 3) is ‘plainly nonsense’ as a matter of confidentiality, but ‘entirely admirable and correct’ as a matter of privacy protection.331 This criticism seems overstated in the light of Lord Keith’s dicta in Spycatcher where he discussed whether further publication would cause additional harm and acknowledged that this might be particularly relevant in relation to personal information.332 With that in mind, Douglas v Hello! Ltd (No 3) is not entirely out of step with precedent. However, where it does diverge from precedent is that no amount of widespread publication would seem to undermine a claim to ‘reasonable expectation of privacy’ where the information is of a highly private nature and captured in photographic form.

6.118 The extent to which material has already become public, and the effect that this has on a claim of ‘privacy’ or ‘confidentiality’, has also been considered in certain first instance decisions. For example, in Green Corns Ltd v Claverley Group Ltd333 the defendant argued that the information was no longer confidential because the persons residing in properties adjacent to the claimant’s properties had learnt that the claimant owned them, the purpose of them, and, in general terms, the nature of the claimant’s activities. Tugendhat J rejected the defendant’s argument:

I conclude that the information as to the addresses which is sought to be restrained is not in the public domain to the extent, or in the sense, that republication could have no significant effect, or that the information is not eligible for protection at all. The information as to the addresses linked with information as to the business of the applicant and thus to the likely disabilities and other characteristics of the occupants of the addresses brings together matters which together amount to new information which was previously accessible to the public only in a limited and theoretical sense. Publication or republication risks causing serious harm to the children and carers who occupy, or are to occupy, the addresses concerned. The extent to which the material has or is about to become available to the public is not, on the evidence of this case, a reason for withholding the injunction sought.334 (emphasis added)

6.119 Thus, Tugendhat J held that determining whether private information has entered the public domain is not simply a matter of considering its accessibility or availability. Rather, what seems pivotal is the harm or potential harm that will be caused by additional circulation or republication of the information. It is apparent from the pre-HRA case law that courts countenanced that personal information may not enter the public domain as readily as other types of information, particularly where harm would be caused by further publication. The position post-HRA is that this differential treatment of personal or private information is more entrenched335 and the key question is whether additional harm will be caused by further publication.

6.120 As was discussed in the previous section, the fact that activities occur in a public location does not necessarily preclude a reasonable expectation of privacy from arising. All will depend upon the circumstances of the case. Children seemingly will be given greater protection than adults, but it is uncertain whether a UK appellate court would treat the publication of photographs of an adult going about their ordinary business on a public street as giving rise to a reasonable expectation of privacy, as was the case in Von Hannover.

Examples of ‘private’ information

6.121 As discussed earlier, whether a claimant has a reasonable expectation of privacy, such as to engage Article 8, will depend on all the circumstances of the case. This section will briefly explore the types of information that have thus far been classified as ‘private’.

6.122 Medical data clearly engages Article 8.336 For example, the Strasbourg court held in I v Finland337 that failure by a hospital to keep confidential the fact that one of its employees was HIV positive constituted a violation of Article 8. Drug addiction, along with receiving therapy for such addiction, has also been treated as medical information and thus ‘private’ in nature.338

6.123 UK courts have characterized information concerning a person’s sexual activities or relationships as ‘private’,339 although in the early cases following the HRA this was a problematic issue. This is illustrated by Theakston v Mirror Group Newspapers Ltd,340 a case in which a famous television and radio presenter sought to restrain a tabloid newspaper from publishing information (including photographs) about his behaviour at a London brothel. Ouseley J held that it was ‘impossible … to invest with the protection of confidentiality all acts of physical intimacy regardless of the circumstances’.341 Instead, the confidentiality of sexual activity should depend on the nature of the relationship, the nature of the activity, and all other circumstances in which the activity takes place.342 In Ouseley J’s view, the fact that the claimant had engaged in sexual activity at a brothel was not confidential. This was due to several factors: the extremely transitory nature of the relationship; the fact that the activity did not occur in a private place; the fact that the prostitutes involved did not regard the information as confidential; the absence of an express stipulation of confidentiality; and because the relationship of customer and prostitute did not inherently make the information confidential.343 Ouseley J also held that the details of the claimant’s sexual activities were not confidential; however, he took a different view of the photographs, which he regarded as a particularly embarrassing and humiliating intrusion into the claimant’s personal life.344

6.124 In A v B plc345 the comments of Ouseley J in Theakston regarding the confidentiality of sexual activity were cited with approval. Allowing the appeal, the Court criticized the first instance judge for putting A’s extra-marital relationships on the same footing as marriage.346 According to the Court, there was a significant difference between the confidentiality attaching to a permanent relationship and the transitory relationships engaged in by the claimant.347

6.125 Theakston and A v B plc are both examples of cases where the courts were transitioning from the test of ‘confidential information’ to that of ‘private information’. On either test, however, the decisions may be criticized. In Theakston, Ouseley J’s approach to assessing confidentiality did not accord with traditional principles, ie asking whether the information is inaccessible or forms part of the public domain, is sufficiently identifiable and is more than ‘trivial tittle-tattle’.348 Rather, it confused the requirement of confidentiality with that of an obligation of confidence. In addition, based on the traditional principles, the details of the claimant’s sexual activity were sufficiently serious, identifiable, and inaccessible to the public. While the information was not absolutely inaccessible, because it was known to those at the brothel, limited disclosure of information does not destroy a confidential obligation.349

6.126 In A v B plc it is submitted that the Court of Appeal was mistaken in refusing to treat the information as confidential in light of authorities, Stephens v Avery350 and Barrymore v News Group Newspapers,351 which support the details of a sexual relationship being treated as ‘confidential’, even if the fact of the relationship might not be treated as such where a party to the relationship wishes to disclose it.352 The second defendant in A v B plc was not seeking merely to disclose the fact of her relationship with A, but the salacious details of it. In both Theakston and A v B plc the length of the relationship was a significant factor in the court’s refusal to treat the information as confidential. However, it is argued that the length or stability of the relationship should not be considered at this stage because it does not affect the nature of the information.353 Rather, its possible relevance is to whether or not there is an enforceable obligation of confidence.

6.127 It is submitted that the decisions in Theakston and A v B plc were also wrong according to a test of ‘private’ information.354 The information in both cases related to the claimant’s sexual life, for which there surely has to be a ‘reasonable expectation of privacy’, regardless of the length of the sexual relationship.355 Further, the fact that the other party to the relationship wished to disclose the information should not have been relevant to whether the information was ‘private’. Instead, it may have created a conflict with the other party’s freedom of expression, against which the privacy claim would have to be weighed.356

6.128 In CC v AB357 Eady J, referring to Stephens v Avery, Theakston v Mirror Group Newspapers Ltd, and A v B plc, commented that it was an uncertain area whether fleeting encounters attracted less protection than long-term relationships, but that he did not have to decide the issue.358 In this case, the claimant had had an adulterous affair for some months with the defendant’s wife. Eady J was not prepared to accept the defendant’s submission that a legitimate expectation of privacy could never arise in the case of an adulterous relationship,359 given that there was no homogenous view of sexual morality and also because of the secular nature of the ECHR.360 Eady J held that the claimant’s Article 8 rights were engaged when the defendant threatened to publish the fact and details of the adulterous relationship and were not outweighed by the defendant’s Article 10 rights.

6.129 A welcome approach to protection of sexual or intimate information is represented by Mosley v News Group Newspapers Ltd.361 The claimant, who at the time was the President of the world governing body of motorsport,362 sued for breach of confidence and/or unauthorized disclosure of personal information in respect of articles published by the defendant in its newspaper and on its website, along with video footage made available from its website. The articles described, and the video footage depicted, a sado-masochistic sex party, at which the claimant and five female sex workers were present. The claimant alleged that the information was private, consisting as it did of sado-masochistic and sexual activities, and that a preexisting relationship of confidence existed between him and one of the sex workers (who had surreptitiously taken the video footage). Thus, the cause of action was partly founded on ‘old’ and ‘new’ breach of confidence principles.

6.130 Eady J cited several decisions of the European Court of Human Rights supporting the view that sexual activity engages Article 8 ECHR and concluded that, ‘it becomes fairly obvious that the clandestine recording of sexual activity on private property must be taken to engage Art. 8’.363 Further, he held that the sex worker who had secretly filmed the activities owed the claimed a duty of confidence. The participants in the sex party were a close-knit group, who trusted and were friendly with each other, and the fact that the claimant had paid the female participants on this occasion did not preclude an obligation of confidence from arising.364

6.131 It is submitted that Eady J’s decision that the information was private within the meaning of Article 8, and that a relationship of confidence existed, was correct. The claimant’s status as a public figure and the arguably fascist overtones of the sex party were undoubtedly relevant but, as Eady J held, at the stage of considering whether the claimant’s Article 8 rights could probably be circumscribed (as prescribed in Article 8(2)).365

6.132 Courts have also considered whether a person’s identity—including their name, appearance, and whereabouts—can be protected as ‘private’ or ‘confidential’. In Venables and Thompson v News Group Newspaper,366 Dame Butler-Sloss held wide-ranging information about the convicted murderers367 of a young child to be confidential.368 The information related to the claimants’ physical appearance, their present and future whereabouts, their new identities upon release from detention, and their place of incarceration.369 Dame Butler-Sloss stressed, however, that the court’s jurisdiction to extend the protection of confidentiality to embrace such information arose from the fact that, without anonymity, the safety of both claimants would be seriously at risk.370 The identity and whereabouts of another convicted killer371 and her daughter (the first and second claimants, respectively) were also treated as ‘private’ in X, A Woman Formerly Known as Mary Bell, v O’Brien.372 Dame Butler-Sloss observed that permanent injunctions to restrain disclosure of such information would be granted only in exceptional circumstances,373 and that such circumstances existed. These included the young age at which the applicant had committed the offences and her state of diminished responsibility at the time, the long period of time since the crimes, the need to support rehabilitation into society, the serious risk of potential harassment, vilification, and ostracism and the possibility of physical harm, and the fragility of the applicant’s mental state and concerns for her daughter.374

6.133 Publication of a person’s name per se will not engage Article 8, but the circumstances in which the name is published might give rise to a reasonable expectation of privacy. Thus, in Attorney General’s Reference (No 3 of 1999)375 the House of Lords held that the fact of being acquitted of a rape is not private information,376 but that publication of the fact that (unlawfully) retained samples of DNA linked the acquitted person to the commission of the offence did engage Article 8 ECHR.377

6.134 An anonymous ‘blogger’, however, was held not to have a reasonable expectation of privacy in respect of his identity. In Author of a Blog v Times Newspapers Ltd378 a police officer sought to restrain the defendant from publishing his identity as the author of a blog, in which he expressed strong opinions about social and political issues relating to the police and administration of justice. Eady J held that this was not a case involving strictly personal information. Further, the test of reasonable expectation of privacy is an objective one, so the mere fact that the author wished to remain anonymous and took steps to disguise his identity did not give rise to such an expectation, nor did it make the information confidential. This was because of the essentially public nature of ‘blogging’.379

6.135 In Mills v News Group Newspapers Ltd,380 Lawrence Collins J recognized that the court has jurisdiction to restrain a newspaper from publishing the address of a person in certain circumstances,381 although on the facts of the case he refused to grant an injunction. This was because the information would become available to a limited public, publication was unlikely to cause the claimant risk of harm, and the newspaper’s intention was that it would not publish the claimant’s address unless it became public through publication in other newspapers.382 In Green Corns Ltd v Claverley Group Ltd, Tugendhat J held that the addresses of care homes the constituted ‘private information’, thus engaging Article 8. The fact that some individuals in the surrounding area knew the addresses did not prevent the information from attracting legal protection.383

6.136 The most problematic information regarding a person’s identity is their appearance and publication of images thereof. Courts have readily accepted that publication of photographs or footage of a person engaged in sexual activities engages Article 8,384 as does circulation of images of a celebrity couple enjoying their ‘exclusive’ wedding day,385 or publication of an unremarkable photograph of a well-known footballer sitting alongside his lover in a hotel room.386 This is partly because courts recognize that information in different forms may be qualitatively different. Thus, in Douglas v Hello! Ltd (No 3) the Court of Appeal commented in respect of photographs:

Nor is it right to treat a photograph simply as a means of conveying factual information. A photograph can certainly capture every detail of a momentary event in a way which words cannot, but a photograph can do more than that. A personal photograph can portray, not necessarily accurately, the personality and mood of the subject of that photograph. It is quite wrong to suppose that a person who authorises publication of selected personal photographs taken on a private occasion, will not reasonably feel distress at the publication of unauthorised photographs taken on the same occasion.387

6.137 Publication of photographs of individuals while in a public place, however, gives rise to difficulties. To the extent that images depict a person in an embarrassing or sensitive light, courts have characterized this information as private. Thus, the House of Lords in Campbell held that publication of photographs of the claimant emerging from her Narcotics Anonymous meeting gave rise to a reasonable expectation of privacy, while the European Court of Human Rights in Peck v United Kingdom388 held that broadcast of CCTV footage of a man attempting to commit suicide in a public place engaged Article 8. But the position is less clear when a person engages in mundane activities in a public location. In Campbell, Baroness Hale commented obiter that there could have been no complaint if Naomi Campbell had been photographed ‘going about her business in a public street’ and that ‘there is nothing essentially private’ about how she looks if she were to step out to the shops for a bottle of milk.389 A similar view was expressed in John v Associated Newspapers Ltd,390 where Eady J refused to grant an injunction to prevent publication in a daily newspaper of a photograph of Sir Elton John. The photograph showed the applicant wearing causal sports clothes outside his London home. Eady J held that the photograph did not reveal information about the applicant’s health, or his personal, social, or sexual relationships, but was ‘much more akin to “popping out for a pint of milk”’.391 Nor was there any evidence that the photograph was taken in circumstances of harassment.392

6.138 This may be contrasted with the European Court of Human Rights decision in Von Hannover (discussed above), where it was held that that publication of photographs of Princess Caroline of Monaco going about her daily, ordinary activities violated her Article 8 rights. The apparent conflict between Campbell and von Hannover was side-stepped by the Court of Appeal in Murray by distinguishing the facts of the case from Campbell. Further, in Murray the court held that it was arguable that publication of photographs of a toddler while being pushed in a pram down a public street gave rise to a reasonable expectation of privacy. A fairly liberal approach to this area was also taken by the Court of Appeal in Wood v Commissioner of Police for the Metropolis393 where the court held that Article 8 was engaged by virtue of the Metropolitan police overtly and without cause taking and keeping ‘photographs of an individual going about his lawful business in the streets of London’,394 even where there was no risk of publication.395

6.139 To the extent that a person seeks to restrain publication of photographs of himself in order to protect his earning capacity and professional activities, rather than his life and physical integrity, this will not engage Article 8 ECHR.396 Such information, however, may be characterized as commercial information, as was the case in Douglas v Hello! Ltd, and fall to be protected according to ‘traditional’ breach of confidence principles.

6.140 A person’s private opinions concerning matters in the public domain, as well as their feelings and emotional state, have been regarded as giving rise to a reasonable expectation of privacy.397 This is so, even if the person involved is a public figure. Private communications also engage Article 8 ECHR. As such, the European Court of Human Rights has held on several occasions that surveillance or interceptions of a person’s telephone conversations, mail correspondence, email, or Internet usage, whether from home or at one’s place of work, constitute violations of Article 8.398

Approaches in other jurisdictions

6.141 Australia The decision of the High Court of Australia in Victoria Park Racing and Recreation Grounds Co Ltd v Taylor399 has for many years been considered as an obstacle to recognizing a tort of invasion of privacy under Australian law. However, a later High Court, in ABC v Lenah Game Meats Pty Ltd,400 had cause to consider this issue again. In this case, the respondent company operated a brush tail possum processing facility. A surreptitiously and unlawfully obtained film of activities occurring at the respondent’s facility had been supplied to the appellant, who proposed to broadcast footage from the film in one of its current affairs programmes. The respondents applied to the Supreme Court of Tasmania for an interlocutory injunction. This was refused by Underwood J, but on appeal was granted by a majority of the Full Court. The ABC’s appeal to the High Court was allowed.

6.142 One of the issues raised on appeal was whether broadcast of the film by the ABC would amount to an actionable invasion of privacy. Gleeson CJ took the view that, if the activities occurring at Lenah’s facility were private, the case would be adequately protected by the law of confidence.401 However, his honour found that the information was neither secret, nor confidential, nor relevantly private,402 and thus it was unnecessary to determine whether, and in what circumstances, a corporation may invoke privacy.403 Further, Gleeson CJ observed that the ‘law should be more astute than in the past to identify and protect interests of a kind which fall within the concept of privacy’,404 but that the ‘lack of precision of the concept of privacy is a reason for caution in declaring a new tort of the kind for which the respondent contends’.405

6.143 Delivering a joint judgment, Gummow and Hayne JJ406 held that Victoria Park Racing did not stand in the way of courts’ developing a tort of privacy but that if such a development took place it would be for the benefit of natural, and not artificial, persons.407 However, Gummow and Hayne JJ suggested that the ‘better course … is to look to the development and adaptation of recognized forms of action to meet new situations and circumstances’.408

6.144 Kirby J preferred to postpone to another day the difficult question whether Victoria Park Racing presented an obstacle to declaring an actionable wrong of invasion of privacy and his reluctance was compounded by doubts about whether a corporation can enjoy a right to privacy.409

6.145 Callinan J agreed that Victoria Park Racing was not a decision precluding the recognition of a tort of privacy and enthusiastically observed that, ‘the time is ripe for consideration whether a tort of invasion of privacy should be recognized in this country’.410 Unlike the other members of the court, his honour did not rule out the possibility that it might apply to a juristic person.411

6.146 Thus, it is fair to say that the ‘High Court of Australia has not ruled out the possibility of a common law tort of privacy, nor has it embraced it with open arms’.412

6.147 In the wake of the High Court decision in Lenah two lower court decisions have recognized claims for invasion of privacy. In Grosse v Purvis,413 a case where the claimant had been persistently and intentionally stalked and harassed by the defendant for six years, Senior Judge Skoien of the District Court of Queensland took the ‘bold step’ of recognizing ‘a civil action for damages based on the actionable right of an individual person to privacy’.414 In so doing, his honour clearly recognized a tort that encompassed ‘intrusion into a person’s seclusion’ and awarded damages of AU$178,000.415 He declined, however, to definitively state the scope of the cause of action. The defendant appealed to the Queensland Court of Appeal, but the case was settled prior to the appeal being heard.

6.148 In Doe v Australian Broadcasting Commission416 the defendant broadcaster named the claimant as a victim of sexual assault by her estranged husband. In the County Court of Victoria, Judge Hampel held that this constituted a breach of confidence, as well as an actionable breach of privacy, and awarded damages in favour of the claimant, including AU$25,000 as ‘compensation for the hurt, distress, embarrassment, humiliation, shame and guilt experienced as a result of the broadcasts’.417 On the privacy claim, Judge Hampel stated:

Accepting the force of the concerns expressed by the High Court [in Lenah Game Meats], and despite the spirited attempts by senior counsel for the defendants to dissuade me from taking what he repeatedly described as a bold step, I have nonetheless come to the conclusion that this is an appropriate case to respond, although cautiously, to the invitation held out by the High Court in Lenah Game Meats and to hold that the invasion, or breach of privacy alleged here is an actionable wrong which gives rise to a right to recover damages according to the ordinary principles governing damages in tort.418

6.149 In arriving at this conclusion Judge Hampel cited Grosse v Purvis in support and discounted the first instance decision in Giller v Procopets (discussed below).419 Given Judge Hampel’s finding that the publication of the claimant’s name in connection with the conviction of her rapist was a breach of confidence, her findings on privacy were, strictly speaking, obiter dicta. Further, her honour’s reasons for recognizing an actionable wrong for invasion of privacy are fairly unconvincing, to say the least. More interesting, and perhaps more authoritative, are her comments relating to the scope of the action for breach of confidence. Judge Hampel, after citing with approval the UK decisions in Douglas v Hello! Ltd (No 3)420 and Campbell,421 and noting the widening of breach of confidence principles as stated by Gleeson CJ in Lenah Game Meats, held that information about non-consenting sexual activity was information that gave rise to a reasonable expectation of privacy and could be protected as confidential in the absence of a confidential relationship.422

6.150 Senior courts have reacted more cautiously to Lenah and have not interpreted it as a ‘green light’ to recognizing a tort of privacy. This is illustrated by the decision of the Court of Appeal of the Supreme Court of Victoria in Giller v Procopets.423 In this case, the defendant, who had previously been in a de facto relationship with the claimant, surreptitiously took video recordings of their sexual activities together and showed these videotapes to relatives and close friends of the claimant. The claimant sought damages for, inter alia, breach of confidence and/or invasion of privacy. With regard to the claim for invasion of privacy, Gillard J at first instance424 held that the law in Australia had not developed to a point where a right of privacy existed.425 With regards to the claim in breach of confidence, his honour found that there was a confidential relationship between the parties, which had been breached by the defendant’s behaviour in showing videotapes to third parties. However, he held that the claimant could not recover damages for mental distress. On appeal, the Court of Appeal also refused to recognize a tort of privacy, but awarded damages for mental distress caused by the breach of confidence.426

6.151 In the Court of Appeal, Ashley JA observed that no senior Australian court had recognized a generalized tort of unjustified invasion of privacy and that ‘development of such a tort would require resolution of substantial definitional problems’.427 Citing Gummow and Hayne JJ in Lenah, Ashley JA noted that existing causes of action could be developed to address new situations and that breach of confidence had provided an adequate remedy in this case.428

6.152 Neave JA, who delivered the leading judgment,429 observed that there were two possible approaches to protecting privacy.430 The first was to develop existing causes of action, such as breach of confidence, which was epitomized by Lenah and recent developments in the UK. The second approach, exemplified by the New Zealand Court of Appeal decision in Hosking v Runting, was to recognize a tort of invasion of privacy. However, given that the claimant had established her right to compensation on other grounds, including breach of confidence, Neave JA considered it ‘unnecessary to say more about whether a tort of invasion of privacy should be recognised by Australian law’.431

6.153 Importantly, the Court of Appeal in Giller v Procopets recognized that damages for mental distress or embarrassment could be awarded in respect of breach of an equitable obligation of confidence.432 In arriving at this conclusion, Neave JA relied on UK authorities,433 along with the fact that recognizing this award of damages would strengthen the protection afforded to privacy by existing causes of action.434

6.154 The indication thus far is that, for the time being at least, Australian courts will prefer to develop and strengthen existing causes of action, such as breach of confidence, rather than recognize a tort of privacy. This is broadly speaking the same approach as in the UK, but without the influence of the ECHR.435 Already there has been a significant bolstering of the breach of confidence action in Australia by virtue of finding that damages for mental distress are available. It remains to be seen in what other ways Australian courts will adapt the principles of the action in order to better protect privacy436 or indeed whether there will be any statutory intervention in this area, as has been recommended by both the Australian Law Reform Commission437 and the New South Wales Law Reform Commission.438

6.155 New Zealand A tort of invasion of privacy, albeit of a limited kind, exists in New Zealand.439 It was first mooted as a possible cause of action in Tucker v News Media Ownership Ltd440 and subsequently was recognized by lower courts.441 In Hosking v Runting,442 a majority of the New Zealand Court of Appeal chose to recognize a tort of interference with privacy, rather than develop the action for breach of confidence along similar lines to English courts. In this case, the defendant photographer, who had been commissioned by New Idea magazine, took photographs of Mr and Mrs Hosking’s 18-month-old twin children while they were being pushed in a pram by their mother on a public street. The claimants alleged that publication of the photographs of the twins amounted to breach of the twins’ privacy and sought a permanent injunction. At first instance, Randerson J considered that a tort of privacy should not be recognized. However, the majority of the Court of Appeal443 took the opposite view. Importantly, the majority rejected the option of developing the action for breach of confidence to protect privacy.444 According to Gault P and Blanchard J (delivering a joint judgment):

Privacy and confidence are different concepts. To press every case calling for a remedy for unwarranted exposure of information about the private lives of individuals into a cause of action having as its foundation trust and confidence will be to confuse those concepts.445

6.156 In a similar vein, Tipping J observed:

… it is more jurisprudentially straightforward and easier of logical analysis to recognise that confidence and privacy, while capable of overlapping, are essentially different concepts. Breach of confidence, being an equitable concept, is conscience-based. Invasion of privacy is a common law wrong which is founded on the harm done to the claimant by conduct which can reasonably be regarded as offensive to human values. While it may be possible to achieve the same substantive result by developing the equitable cause of action, I consider it legally preferable and better for society’s understanding of what the Courts are doing to achieve the appropriate substantive outcome under a self-contained and stand-alone common law cause of action to be known as invasion of privacy.446

6.157 Gault P and Blanchard J stated that the ‘scope of a cause, or causes of action protecting privacy should be left to incremental development by future Courts’447 and sought only to define the tort as it relates to wrongful publicity of private facts.448 They stipulated the elements as follows:449

1. The existence of facts in respect of which there is a reasonable expectation of privacy; and

2. Publicity given to those facts that would be considered highly offensive to an objective reasonable person.

6.158 With regard to the first element, Gault P and Blanchard J commented that ‘[i]n many instances the identification of private facts will be analogous to the test of “information with the necessary quality of confidence” employed in breach of confidence cases’.450 Further, they considered that in the case of public figures, the ‘reasonable expectations of privacy in relation to at least some facts of the families’ private lives may be diminished’.451 In respect of the second element, Gault P and Blanchard J considered that the ‘concern is with publicity that is truly humiliating and distressful or otherwise harmful to the individual concerned’452 and thus the appropriate test was that of ‘highly offensive to the reasonable person’.453

6.159 Tipping J took a similar view, although opined that the second element would largely determine whether there was a reasonable expectation of privacy and that the publication of information about the claimant’s private life would have to cause substantial offence to a reasonable person.454

6.160 The majority also held that there should be a defence of legitimate public concern justifying publication,455 which would take into account the value of freedom of expression. On the facts, however, the claimants were unsuccessful in establishing an invasion of privacy.456 This was because the photographs were taken in a public place, showed fairly benign details of the twins, and publication of the photographs did not present a serious risk of physical or emotional harm to the children.457

6.161 Hosking v Runting was applied458 by the High Court in Andrews v Television New Zealand Ltd.459 The claimants in this case were a married couple, who brought proceedings for invasion of privacy in respect of footage of their rescue from a car accident being broadcast as part of a television series ‘Fire Fighters’. Neither claimant was seriously injured, but they were trapped in their vehicle, thus necessitating a rescue operation by fire fighters. During this operation, the claimants were unaware they were being filmed. The footage depicted the claimants trapped in the car. The husband’s face was shown, although largely obscured by an oxygen mask, and the wife’s face was pixelated. There was coverage of the communications between the claimants, but no reference to the claimants’ surnames, the cause of the accident, or the fact that the claimants had been drinking prior to the accident.

6.162 Allan J in the Auckland High Court applied Hosking v Runting. He began by reiterating that reasonable expectation of privacy was a separate inquiry from whether publicity would be highly offensive to a reasonable person.460 In relation to the first inquiry, Allan J observed that, generally speaking, activities occurring in public are unlikely to give rise to a reasonable expectation of privacy, but that there were exceptions to this rule, as illustrated by the UK decision in Campbell and the Strasbourg decision in Peck.461 On the facts, his honour concluded that the claimants had a reasonable expectation of privacy with regards to their communications during the rescue operation.462

6.163 Turning to the second limb, Allan J noted that the burden of establishing that publicity was offensive was a high one463 and that on the facts, this was not made out. There was nothing inherently embarrassing said to, or by, the claimants during the course of the rescue operation. Moreover, the claimants’ did not themselves find publication of the conversations at the rescue scene offensive, but rather felt chagrin and annoyance that they had been filmed at close range and had not been given prior notice of the broadcast, or the fact they were featured in it. According to Allan J, the publicity was neither humiliating nor distressful.464

6.164 The decision in Andrews v Television New Zealand has been cited as an example of why the second limb of the Hosking v Runting test is inappropriate and criticized for failing adequately to protect the dignitary nature of the privacy interest.465 Judicial scepticism about whether both elements of the privacy tort, as stated in Hosking v Runting, are required has also been expressed in Television New Zealand Ltd v Rogers.466

6.165 The litigation in Television New Zealand Ltd v Rogers concerned the proposed broadcast by Television New Zealand (TVNZ) of a videotape of a police interview in which Mr Rogers confessed to murdering a young woman and carried out a reconstruction of the way in which he claimed to have committed the murder. Mr Rogers’ uncle, Mr Lloyd, had previously been found guilty of manslaughter in relation to the young woman’s death and had his conviction quashed. Mr Rogers was put on trial for murder, but was subsequently acquitted. Importantly, the videotape was not shown to jurors because it was held inadmissible.467 A police officer supplied the videotape to TVNZ, which intended to broadcast excerpts from it as part of a current affairs programme. The Full Court held that TVNZ was permanently restrained from broadcasting the videotape,468 however, an appeal to the Court of Appeal was unanimously allowed.469 Mr Rogers then appealed to the Supreme Court.

6.166 A majority470 of the Supreme Court held that Mr Rogers was not able to establish an invasion of his right to privacy because he did not have a reasonable expectation of privacy in respect of the content of the videotape. The content of the videotape was not regarded as ‘private’ because it was of events occurring during a police investigation of Mr Rogers for murder and it was likely that these events would be shown at a public trial.471 Although the videotape was not admissible at trial, this did not ‘convert the public character of the events depicted into something that is private. The original purpose of making the videotape contemplated its prospective public use’.472

6.167 Blanchard, Tipping, and McGrath JJ all assumed the correctness of the Court of Appeal’s decision in Hosking v Runting without giving it any detailed consideration. This may be contrasted with views expressed by Elias CJ and Anderson J. Chief Justice Elias did not accept that the limits of the tort of privacy were as set out by the majority in Hosking v Runting.473 Importantly, he expressed the view that, in light of developments in other jurisdictions, the court should reserve its position on whether the tort of privacy requires both a reasonable expectation of privacy and publicity that is highly offensive.474 Anderson J, who had dissented in Hosking v Runting, made similar observations:

As to the issue of breach of privacy I will assume, without wishing to be taken as endorsing, the law as elucidated by the majority of the Court of Appeal in Hosking v Runting. I share the concern expressed by the Chief Justice that the jurisprudence of that case should not be regarded as settled. It was decided by a bare majority and both the existence of the tort and the scope of it, if it continues to be recognised, will fall to be reviewed by this Court in an appropriate case.475

6.168 The comments of Elias CJ and Anderson J are interesting in the light of criticisms that have been directed to the ‘highly offensive’ test, both by members of the judiciary476 and scholars. Dr Moreham is particularly critical of the ‘highly offensive’ test because it ‘obscures the fact that all privacy interferences undermine a claimant’s dignity’.477 Further, she argues that the test creates inconsistencies with other dignitary torts, such as trespass; is unnecessary because ‘reasonable expectation of privacy’ is sufficient to keep the privacy tort within bounds; and creates uncertainty and unpredictability because of its value-laden nature.478

6.169 In conclusion, while a limited tort of privacy, namely wrongful publication of private facts, has been recognized in New Zealand, the scope of that tort is far from being settled.479 It may be that, in the future, the ‘highly offensive’ element of the tort will be jettisoned. If so, the approach taken by the New Zealand courts will approximate more closely the approach adopted in the UK.

Corporate privacy

6.170 A moot issue is whether corporate entities will be able to establish that they have a ‘reasonable expectation of privacy’, thus engaging Article 8 ECHR.480 English courts thus far have indicated that they will not be able to do so, but Convention and EU jurisprudence suggests that Article 8 may indeed extend to corporations.

6.171 The House of Lords’ decision in Douglas v Hello! Ltd481 was an appeal by OK! magazine and, as such, dealt solely with the rights of OK! magazine and not with the privacy interests of the Douglases. In particular, the issue was whether the Court of Appeal had been wrong to overturn the first instance decision to award OK! magazine approximately £1 million damages for lost profits and wasted costs, as a result of breach of confidence. The House of Lords emphasized that the appeal was not concerned with privacy. As Lord Hoffmann482 stated:

But this appeal is not concerned with the protection of privacy. Whatever may have been the position of the Douglases, who, as I mentioned, recovered damages for an invasion of their privacy, OK!’s claim is to protect commercially confidential information and nothing more. So your Lordships need not be concerned with Convention rights. OK! has no claim to privacy under article 8 nor can it make a claim which is parasitic upon the Douglases’ right to privacy.483 (emphasis added)

6.172 Considering the facts of the case this view makes sense. While OK! wanted to keep the photographs secret until it was ready to publish them, it is difficult to see how the information contained in those photographs could be considered private vis-à-vis OK! since the photographs related to the Douglases’ demeanour and activities at their wedding and had nothing to do with OK!’s activities. But it is arguable that other types of information that relate more directly to a corporation, such as information concerning its finances or minutes of board meetings, could be considered ‘private’.

6.173 In the context of reviewing a decision made by the Broadcasting Standards Commissions (BSC),484 the Court of Appeal indicated that corporate entities have privacy interests but doubted whether they had Article 8 rights. R v Broadcasting Standards Commission ex p BBC485 concerned a decision of the BSC, a body established pursuant to the Broadcasting Act 1996, that the secret filming of Dixons by the BBC for the purposes of their Watchdog programme was an unwarranted infringement of Dixons’ privacy according to broadcasting standards. The BBC argued that the decision was ultra vires and unlawful, and sought judicial review of the decision.

6.174 Lord Woolf MR delivered the leading judgment of the Court of Appeal, with which Hale LJ and Lord Mustill agreed. Lord Woolf MR began by emphasizing that the BSC is concerned with ensuring that the media achieve appropriate standards of conduct and not ‘with establishing legal rights, human or otherwise’.486 He held that a company could be the subject of a complaint of unwarranted interference with privacy under the Broadcasting Act 1996 and explained how this interference could occur:

While the intrusions into the privacy of an individual which are possible are no doubt more extensive than the infringements of privacy which are possible in the case of a company, a company does have activities of a private nature which need protection from unwarranted intrusion. It would be a departure from proper standards if, for example, the BBC without any justification attempted to listen clandestinely to the activities of a board meeting. The same would be true of secret filming of the board meeting. The individual members of the board would no doubt have grounds for complaint, but so would the board and thus the company as a whole. The company has correspondence which it could justifiably regard as private and the broadcasting of the contents of that correspondence would be an intrusion on its privacy. It could not possibly be said that to hold such actions an intrusion of privacy conflicts with the Convention.487 (emphasis added)

6.175 Lord Woolf MR concluded that it was unlikely that Parliament intended to exclude companies from protection under the Broadcasting Act 1996 and without giving ‘any indication of my view as to the proper application of article 8 of the Convention to companies’488 that the Act extends to unwarranted interference with the privacy of a company. The BSC’s decision that secret filming was an unwarranted infringement of privacy was also ‘well within’ its discretion.489

6.176 Hale LJ agreed, pointing out that the Broadcasting Act 1996 has a concept of ‘privacy’ that differs from Article 8 of the ECHR and that ‘there are many things which companies may (legitimately or illegitimately) wish to keep private, including their property, their meetings and their correspondence’.490 Hale LJ emphasized that the context was one of broadcasting standards, and not legal rights and, as such, this justified ‘a wider view of the ambit of privacy than might be appropriate in some other contexts’.491 However, she acknowledged that ‘[t]here may well be contexts in which the concept should be limited to human beings, whose very humanity is defined by their own particular consciousness of identity and individuality, their own wishes and their feelings’.492

6.177 Lord Mustill also took into account the fact that the BSC’s task ‘is not to declare and enforce sharp-edged legal rights but rather to establish and by admonishment uphold general standards of decent behaviour’,493 and he accepted an ‘expanded reading of privacy for this special purpose’.494 However, Lord Mustill was at pains to ‘emphasise the degree to which this conclusion is dependent on the language and purpose of this particular statute’,495 and expressed serious concerns regarding whether an ‘impersonal corporate body’ could have a right to privacy.496 He commented:

To my mind the privacy of a human being denotes at the same time the personal ‘space’ in which the individual is free to be itself, and also the carapace, or shell, or umbrella, or whatever other metaphor is preferred, which protects that space from intrusion. An infringement of privacy is an affront to the personality, which is damaged both by the violation and by the demonstration that the personal space is not inviolate. The concept is hard indeed to define, but if this gives something of its flavour I do not see how it can apply to an impersonal corporate body, which has no sensitivities to wound, and no selfhood to protect.497 (emphasis added)

6.178 By holding that regulation of broadcasting standards under the Broadcasting Act 1996 extends to unwarranted interferences with the privacy of a company, the Court recognized that corporate entities have privacy interests. However, on the issue of whether a corporation has a legal right to privacy, in particular under Article 8 of the ECHR, Lord Woolf MR adopted a non-committal stance, Hale LJ expressed doubts, and Lord Mustill voiced serious scepticism.498

6.179 Recently, both the European Court of Human Rights and the Court of Justice of the European Union have given an expanded interpretation of Article 8 ECHR to include corporate entities. These developments may therefore influence English courts and see them take a different stance to the one adopted in the Douglas v Hello! Ltd and BBC decisions.

6.180 From Convention jurisprudence it is clear that natural persons are entitled to the protection of Article 8 and that this right is engaged in various situations, including when State authorities intercept an individual’s telephone conversations, mail, email, or Internet usage499 regardless of whether these communications occur from their home or work premises.500 Article 8 also applies to the execution of civil search orders and search warrants at an individual’s domestic or business premises.501 The basis for widening the notion of ‘private life’ and ‘home’ to include the business premises of an individual was explained by the Strasbourg court in Niemetz v Germany.502 This was a case in which a lawyer complained that execution of search warrant at his offices amounted to a breach of Article 8 of the ECHR. In contesting this complaint, the Government of Germany argued that Article 8 drew a clear distinction between private life and home, on the one hand, and professional and business life and premises, on the other. This submission was rejected by the Court, which held that respect for private life comprised, ‘to a certain degree the right to establish and develop relationships with other human beings’ and that there was:

… no reason of principle why this understanding of the notion of ‘private life’ should be taken to exclude activities of a professional or business nature since it is, after all, in the course of their working lives that the majority of people have a significant, if not the greatest, opportunity of developing relationships with the outside world.503

6.181 Further, the court held that the notion of ‘home’ could include business premises because this was a view accepted in certain Contracting States, such as Germany, and was consistent with the French text of the Convention, which uses the word ‘domicile’.504 Finally, the Court stated that interpreting ‘private life’ and ‘home’ to include professional or business activities or premises ‘would be consonant with the essential object and purpose of Article 8, namely to protect the individual against arbitrary interference by the public authorities’.505

6.182 In Société Colas Est v France506 the European Court of Human Rights extended the scope of Article 8 to include corporate persons. The case involved inspection of premises of various companies in the course of investigating violations of French competition law. Pursuant to an ordinance that conferred a general right of inspection of business premises without prior judicial authorization, inspectors from the National Investigation Office in France entered the premises of the three applicant companies and seized documents containing evidence of their anti-competitive practices pertaining to the construction industry. The companies were later found to be in breach of competition rules and fined accordingly.507 Before the court the applicant companies contended that the raids and seizures carried out by the National Investigation Office were contrary to article 8 of the Convention, specifically, the ‘right to respect for one’s … home’. In response, the French Government submitted that while juristic persons could claim protection under the ECHR, a claim to the protection of their professional or business premises could not be made with as much force as an individual and that the entitlement to interfere might be more far-reaching.508 Referring to its earlier decisions in Chappell v United Kingdom509 and Niemetz v Germany510 and adopting a dynamic interpretation of the Convention, the Court held that: ‘in certain circumstances the rights guaranteed by Art. 8 of the Convention may be construed as including the right to respect for a company’s registered office, branches or other business premises’.511 The Court further held that the raids and seizures were in accordance with the law and in pursuance of a legitimate aim according to Article 8(2). However, due to lack of adequate and effective safeguards in the relevant legislation, the Court held that they were not strictly proportionate to the legitimate aims pursued, even assuming that the entitlement to interfere with the business premises of a juristic person was more far reaching.512 The applicant companies were awarded ‘just satisfaction’, under Article 41 of the Convention, for the violation of their Article 8 rights.513

6.183 Following the Strasbourg decision in Société Colas Est v France it may be said that Article 8 of the ECHR encompasses the right to respect for the privacy of a company’s registered office, branches, or other business premises.514 This apparently covers searches of, and seizure of documents from, such premises. Consistent with a dynamic interpretation of the Convention, one might expect the European Court of Human Rights to accept, in the future, that Article 8(1) prohibits the interception of telephone, mail, or electronic communications to business premises. But what about protection of business secrets more generally? Can these be said to fall within Article 8? The Strasbourg court has not ruled on this question. However, the European Court of Justice (Third Chamber) in Varec SA v Belgium515 has held that business secrets fall within the scope of Article 8 ECHR.516 If the European Court of Human Rights were to take the same approach, this would very likely influence how UK courts dealt with this issue.

6.184 The proceedings in Varec arose out of a public tender for supply of tank track links to the Belgian Defence Ministry. Varec and Diehl Remscheid submitted bids, but the contract was awarded to Diehl. Varec sought to challenge the award before the Conseil d’Etat and for this purpose requested that Diehl’s tender be added to the file. However, Diehl objected on the ground that the tender embodied confidential information and business secrets, which it did not want to disclose to third parties, including Varec. The Conseil d’Etat referred a question to the Court of Justice asking whether an authority responsible for appeals regarding the award of a public contract must ensure confidentiality of business secrets while at the same time being entitled to appraise itself of such information and take it into account.

6.185 The Court of Justice noted that EU law dealt with confidentiality at the award stage,517 and that ‘contract-award procedures are founded on a relationship of trust between the contracting authorities and participating economic operators’,518 but that the relevant directive was silent on the issue at the review stage.519 The Court observed that the confidentiality provisions governing the award stage would be severely undermined if, at the appeal stage, all of the information pertaining to the award procedure had to be made available:520

… the mere lodging of an appeal would give access to information which could be used to distort competition or to prejudice the legitimate interests of economic operators who participated in the contract-award procedure concerned.521

6.186 Thus, the Court held that there was an implicit obligation on the review body to decide whether or not to communicate to the parties or their lawyers information in the file relating to an award of a public contract.522

6.187 The Court of Justice considered that Article 6 ECHR, which guarantees a right to a fair hearing, did not preclude this conclusion because it could be balanced against another fundamental right, namely Article 8 ECHR, the right to respect for private life. Citing the decisions in Niemetz v Germany, Société Colas Est v France, and Peck v United Kingdom, the Court of Justice held that:

… the notion of ‘private life’ cannot be taken to mean that the professional or commercial activities of either natural or legal persons are excluded … [and] Those activities can include participation in a contract-award procedure.523 (emphasis added)

6.188 Further, the Court observed that the Court of Justice ‘has acknowledged that the protection of business secrets is a general principle’.524 Thus the Court concluded that the ‘right of access must be balanced against the right of other economic operators to the protection of their confidential information and business secrets’525 and it was for the review body to decide how best to strike this balance.526

6.189 It is important to note that the Court of Justice’s finding in Varec that Article 8 ECHR includes the professional or commercial activities of legal persons is supported only by the Strasbourg decision in Société Colas Est v France, and not by Niemetz v Germany or Peck v United Kingdom, both of which concerned the protection of individuals. Further, Société Colas Est v France was concerned with whether Article 8 included the business premises of corporate entities, and acceptable inspections of such premises, and not the commercial activities generally of legal persons. The Court of Justice decision goes much further than the European Court of Human Rights527 and appears to raise the protection of business secrets to the status of a fundamental right.528 While it is arguable that Varec could be limited to its facts, ie the protection of business secrets falls within Article 8 ECHR for the purpose of determining whether to disclose documents in the course of appeal procedures for public contracts, the gist of the Court of Justice’s (admittedly rather terse) reasoning seems broader, particularly given its reference to the protection of business secrets as a general principle of EU law.

6.190 It remains to be seen whether later rulings of the Court of Justice, or indeed the European Court of Human Rights, treat business secrets generally as falling within the scope of Article 8. Nevertheless, it is worth speculating at this point about the consequences of such an approach. If protection of business (or trade) secrets is a fundamental right, pursuant to Article 8, then any pressure to characterize confidential information as ‘property’ within the meaning of Article I, Protocol I of the ECHR would dissipate. The dilemma of the jurisdictional basis of breach of confidence would be avoided, at least in this context. More importantly, as a fundamental right, the protection of business or trade secrets would need to be balanced against other fundamental rights, in particular Article 10, right to freedom of expression. Whereas, presently, it is arguable that where commercial secrets are involved these are only taken into account in the context of Article 10(2),529 ie in determining whether upholding a duty of confidence is a justified interference with the confidant’s Article 10 rights. Arguably, any balancing act between Articles 8 and 10, in the case of business or trade secrets, would not be exactly the same as when personal information is involved. This is because courts may accept greater interferences when it comes to commercial confidential information than in the case of private or personal information.530

6.191 If business or trade secrets are characterized as a fundamental right, according to Article 8 ECHR, corporate claimants in the UK may seek to establish that they have a reasonable expectation of privacy. The advantage of going down this route, rather than establishing ‘confidential’ information and a ‘traditional’ breach of confidence, is that (as discussed above), UK courts have been fairly relaxed about the inaccessibility requirement when it comes to private information. However, it is submitted that, even if business secrets are held to fall within Article 8 ECHR, UK courts could legitimately maintain a distinction between the principles governing individuals and those governing corporations on the basis that the values of human autonomy, dignity, and self-determination do not apply to corporate entities. Rather the interests of corporations in maintaining ‘privacy’ are frequently about their interests in preserving secrecy,531 and this is adequately achieved through traditional principles governing breach of confidence.532
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A. Introduction

7.01 An equitable obligation of confidence can arise in four main situations. The first (discussed in section B) involves a disclosure of confidential information by a confider to a confidant. The term ‘disclosure’ in this context is used compendiously to include all situations in which a confidant is given access to information with the knowledge and consent of the confider. It could involve either some positive action, such as the direct communication of information,1 or tacit consent to a situation which exposes another to confidential information, such as allowing an employee to work in circumstances which give him access to the employer’s confidential information.2 An obligation is imposed because of notice of confidentiality of the information and this is to be judged objectively. The second situation in which an obligation can arise (examined in sections C and D) is where confidential information is surreptitiously3 or accidentally acquired.4 Here, the liability of the person acquiring information, to whom information has not been actively communicated and who does not stand in a relationship with the confider, also depends on knowledge of the confidential nature of the information. A third situation in which an obligation of confidence can arise (discussed in section E) is where a third party, who was not privy to a disclosure by a confider, receives confidential information from a confidant who was. The duty on third parties is secondary in the sense that it is dependent upon a breach by a confidant of an obligation which he owes to the original confider. It is also dependent on knowledge of this initial breach by the confidant. Finally, in situations where a reasonable expectation of privacy is established, an obligation of confidence will arise where a person knows or ought to know that the information is ‘private’5 (discussed in section F). Thus, it seems that the common thread between all of these situations is knowledge or notice that the information is confidential or private or, in the case of third parties, that it has been disclosed in breach of a confidential obligation. In this chapter, the principles dealing with these four main situations will be discussed in turn, while in Chapter 9 the general principles are applied to particular situations in which an obligation commonly arises.

B. Disclosure by Confider to Confidant

7.02 According to Coco v AN Clark (Engineers) Ltd6 and numerous subsequent cases,7 confidential information ‘must have been communicated in circumstances importing an obligation of confidence’8 in order to establish an equitable duty. However, the circumstances that give rise to an equitable obligation of confidence are somewhat difficult to pin down,9 and a variety of tests have emerged from the case law.10 In the first edition of this text, it was argued that:

The test which has been most frequently used by the courts for establishing the existence of an obligation of confidence is predicated on the basis of a disclosure of confidential information for a limited purpose—an obligation will exist whenever confidential information is imparted by a confider for a limited purpose. In these circumstances the confidant will be bound by a duty not to use the information for any purpose other than that for which it was disclosed.11

The first edition of this text also argued that for the confidential obligation to arise, a confidant had to have actual or constructive knowledge that confidential information was disclosed to him for a limited purpose.12 Other commentators have also supported a ‘limited purpose’ test.13

7.03 In this edition, however, we depart from the ‘limited purpose’ test as the preferred basis upon which equitable duties of confidence are imposed in favour of a ‘notice of confidentiality’ test. This test asks whether the circumstances in which the information was acquired or received indicate (objective) knowledge or notice of the confidentiality of the information. The factors that may be relevant to establishing knowledge or notice of confidentiality include: the nature of the information (whether it is banal, trivial, commercially valuable, or intimately personal);14 the steps taken to preserve or emphasize the secrecy of the information (eg whether it is marked ‘confidential’ or ‘private’; or if special care is taken that there is a restricted disclosure to others);15 the manner in which the information was disclosed or obtained (eg at a business meeting rather than a social occasion);16 the understanding of the parties involved; and where the information is disclosed for a specific, limited purpose and it is understood, from the legal and cultural context of the disclosure, that the information will not be used for another purpose. In other words, the ‘limited purpose’ of the disclosure is a factor to be considered as part of the ‘notice of confidentiality’ test.

7.04 In the next section we explain our reasons for rejecting the ‘limited purpose’ test before moving on to consider the scope of the ‘notice of confidentiality’ test.

Disclosure for a limited purpose—why this is not the preferred test

The vagueness of the test

7.05 There are several reasons for rejecting the ‘limited purpose’ test as the sole basis for an imposition of confidentiality. The first is that the test is too vague, not least because it begs the question of how ‘limited’ the purpose of the disclosure must be. For example, is it enough to create a duty of confidence for a student to submit an essay for the purpose of having it graded? Or for an aspiring script-writer to discuss with a friend a script that she is writing for the purpose of obtaining feedback or moral support? Or for a person to disclose details about their likes and dislikes for the purpose of building a friendship or relationship with another? Or for a sales representative to show a person a new product with a view to generating custom? Without knowing how ‘limited’ the disclosure needs to be it will be difficult to predict when a duty of confidence may arise and, indeed, we see this unpredictability when examining some of the existing cases. There is also a risk that an obligation of confidence could be imposed too easily.

7.06 In De Maudsley v Palumbo17 Knox J considered whether disclosure of an idea for a nightclub venture at a dinner party gave rise to an obligation of confidence. He held that no such duty arose because, ‘[n]othing was said … to take the occasion out of the social, and to put it into a business sphere’ and the claimant had deliberately refrained from mentioning confidentiality.18 Yet, according to a ‘limited purpose’ test an obligation of confidence should prima facie have arisen, assuming the information had the necessary quality of confidence,19 because the claimant had not disclosed details of his nightclub idea for an unlimited purpose. Rather, the disclosure was either for the purpose of dinner party conversation or as a business proposition to one of the other guests.

7.07 The decision in Carflow Products (UK) Ltd v Linwood Securities20 also sits uneasily with a ‘limited purpose’ test. In this case the question of confidentiality was crucial to establishing whether the claimant’s registered design for a steering wheel lock device had been anticipated. The defendants argued that it had been anticipated by virtue of the claimant showing a prototype of the device to a representative from the second defendant, a major retail outlet (Argos), before the priority date. In response, the claimant argued that the prototype had been disclosed in confidence to the representative. Jacob J, in deciding this preliminary issue, held that the disclosure was not in confidence. According to Jacob J there were two possible approaches to determining this issue—‘what did the parties themselves think they were doing by way of imposing or accepting obligations and what would a reasonable man think they were doing?’21 Following either approach, no obligation of confidence was held to exist.22 Yet, on the evidence, it was clear that the claimant’s representative had approached the Argos buyer with the protoype for the purpose of obtaining an order. But, this apparently did not suffice since the parties did not regard themselves as being under a duty of confidence and a reasonable person in those circumstances would not have done so either. In other words, the limited purpose of the disclosure was irrelevant to the outcome.23

7.08 The same can be said for the Australian decision in Moorgate Tobacco v Philips Morris (No 2)24 in which the appellant argued, inter alia, that its possible use of a trade mark ‘Kent Golden Lights’ was disclosed in confidence to the respondents during negotiations with its predecessor about the respondents marketing low tar and nicotine cigarettes under that name in Australia. The New South Wales (NSW) Supreme Court and (on appeal) the High Court of Australia held that the information was public knowledge and not confidential.25 It is interesting to note, however, that Hope JA in the NSW Supreme Court observed that: ‘The apparently discarded proposal discussed with the respondents as to the possible use of the trade mark “Kent Golden Lights” in Australia would seem to be a slender basis’ for establishing a duty of confidentiality.26 Further, in the High Court of Australia, Deane J observed that: ‘the evidence did not establish that any of the material was in fact regarded as confidential by Loew’s or that Loew’s at any time requested Philip Morris to treat or regard it as confidential’.27 In other words, the fact that the information was communicated for the purpose of negotiating a licensing deal in Australia was insufficient to establish a duty of confidence—more relevant was whether the parties regarded the information as confidential.

7.09 Another case to consider here is Barrymore v News Group Newspapers Ltd28 where Jacob J granted an ex parte injunction to restrain publication of information revealed during a homosexual relationship. There was held to be a strongly arguable case that the details of the relationship between the claimant and second defendant should be treated as confidential because:

… firstly, common sense dictates that, when people enter into a personal relationship of this nature, they do not do so for the purpose of it subsequently being published in The Sun, or any other newspaper. The information about the relationship is for the relationship and not for a wider purpose. It is well established that in many cases the law will spell out a duty of confidence when information is given for a limited purpose.29

7.10 Unlike the other authorities discussed above, this is a case where disclosing information for a limited purpose—namely for the purposes of a relationship—was the basis for establishing an obligation of confidence.30 Interestingly, Jacob J did not cite any of the ‘many cases’ that support an obligation of confidence ‘when information is given for a limited purpose’.31 That omission aside (which is one that probably can be explained by the ex parte, interlocutory nature of the proceedings), the logic of this approach is questionable. What if Mr Barrymore had disclosed the times when he was available to see his same-sex lover? Or what he liked about his lover? Or his interests, thoughts, or opinions on a particular topic? These would have been disclosures ‘for the purposes of the relationship’, ie ensuring that it was kindled or sustained, and yet it would seem absurd to conclude that the other person in the relationship would be bound by a duty of confidence. This is partly because the information is unlikely to be confidential (and so not protectable), but also because the other person would not have understood that it was to be treated confidentially, given (amongst other things) its nature.

The test is contrary to authority

7.11 The second reason for not adopting the ‘limited purpose’ test for establishing confidentiality duties is because it is at odds with other authorities, some of which carry significant weight. For example, in Attorney General v Guardian Newspapers (No 2) (Spycatcher)32 Lord Goff observed:

I start with the broad general principle (which I do not intend to be definitive) that a duty of confidence arises when confidential information comes to the knowledge of a person (the confidant) in circumstances where he has notice or is held to have agreed, that the information is confidential, with the effect that it would be just in all the circumstances that he should be precluded from disclosing the information to others. (emphasis added)

7.12 Lord Goff’s test has been followed or cited with approval on several occasions,33 including most recently in BBC v HarperCollins Publishers,34 where the BBC sought to restrain the defendants from disclosing the identity of ‘The Stig’, an anonymous, dramatic role played by the second defendant in the highly successful television programme ‘Top Gear’. Although various agreements containing confidentiality clauses had been signed with the BBC, these were held to bind only the third defendant (the service company) and not the second defendant, Mr Collins. However, Morgan J did find that Mr Collins was bound by an equitable duty of confidentiality.35 Applying Lord Goff’s test from Spycatcher,36 Morgan J commented:

In some respects, that formulation of the test is not ideal for present circumstances. The formulation applies to a case where a confider reveals information to a confidant. In the present case, the BBC did not reveal to Mr Collins that he was The Stig. However, what is clear is that when Mr Collins took on the role of The Stig, he understood that The Stig was meant to be anonymous and that the identity of The Stig was confidential to himself and the BBC.37

In other words, what formed the basis of finding an equitable duty was knowledge or notice that the information about identity was to be kept secret.

7.13 Coco v Clark, a decision that has been cited and followed on numerous occasions,38 is also not consistent with a ‘limited purpose’ test. Megarry J, in explicating the circumstances in which an obligation of confidence would be imposed, observed:

It may be that that hard-worked creature, the reasonable man, may be pressed into service once more; for I do not see why he should not labour in equity as well as at law. It seems to me that if the circumstances are such that any reasonable man standing in the shoes of the recipient of the information would have realized that upon reasonable grounds the information was being given to him in confidence, then this should suffice to impose upon him the equitable obligation of confidence. In particular, where information of commercial or industrial value is given on a business-like basis and with some avowed common object in mind, such as a joint venture or the manufacture of articles by one party for the other, I would regard the recipient as carrying a heavy burden if he seeks to repel a contention that he was bound by an obligation of confidence.39

7.14 In essence, Megarry J’s comments amount to asking whether a reasonable person acquiring or receiving information would know that the information was being disclosed in confidence. In our view, it is knowledge or notice that the information is confidential that is crucial here. Admittedly, suggesting that a confidential obligation would exist where information ‘of a commercial or industrial value’ was given on a business-like basis, such as a joint venture, might echo the ‘limited purpose’ test. However, we would argue that this is not readily apparent from Megarry J’s dicta. Rather, a more sensible interpretation is that notice or knowledge of the confidentiality of information can arise from various factors, including the manner in which the information is given.

7.15 Courts have also imposed an equitable obligation of confidence where information has been given and received in confidence,40 and it was observed by Browne Wilkinson V-C in Stephens v Avery that ‘[i]t is the acceptance of the information on the basis that it will be kept secret that affects the conscience of the recipient of the information’.41 These statements do not reflect a ‘limited purpose’ test but rather are consistent with where the reasonable recipient has actual or constructive notice of the confidentiality of the information, because of the manner in which the information was communicated.

7.16 Finally, the ‘limited purpose’ test sits uneasily alongside the cases dealing with disclosures to statutory authorities or the Crown, as was discussed in Chapter 13.42 Thus, in DBERR v The Information Commissioner and Friends of the Earth43 the Coco v Clark test was held not to be satisfied, the Tribunal finding it difficult to accept the existence of an obligation of confidentiality, ‘without the parties explicitly stating or agreeing that those parts [of the documents] are confidential’.44 The fact that lobbyists had disclosed material to the Department for Business, Enterprise and Regulatory Reform (DBERR) at informal and formal meetings for the purpose of exchanging ideas and views, building up working relationships and influencing government policy decisions appeared to be irrelevant.

Supporting authority can be understood in a different light

7.17 The third reason for departing from the ‘limited purpose’ test is because several key cases relied upon to support this test can be re-interpreted or understood in a different light.45 A case that is frequently relied upon as authority for the ‘limited purpose’ test is Saltman Engineering Company Ltd v Campbell Engineering Co Ltd.46 The claimants in this case owned drawings of tools for the manufacture of leather punches, which were delivered to the defendants for the purpose of manufacturing such tools. The claimants alleged that the defendants retained these drawings and used them for their own purposes, which was to construct tools for the manufacture of leather punches, which they made and then sold in large numbers to other customers.47 This was claimed to be both a breach of an implied condition and of a duty of confidence. At first instance the claim failed because Vaisey J did not find a contract between the claimants and the defendants. The appeal before the Court of Appeal succeeded, the court finding that it did not matter whether or not there was a contract because ‘the obligation to respect confidence is not limited to cases where the parties are in a contractual relationship’.48 Regardless of the existence of a contract,49 a confidential obligation could be imposed because: ‘The Defendants knew that those drawings had been placed in their possession for a limited purpose, namely, the purpose only of making certain tools in accordance with them, the tools being tools required for the purpose of manufacturing leather punches’.50 This statement from Lord Greene MR would appear to support a ‘limited purpose’ test.51 However, other statements in Lord Greene MR’s judgment suggest that the limited basis upon which the information was given to the defendants was not the sole reason for an obligation of confidence. Lord Greene MR held: ‘I find as a fact, without hesitation, that there was a contract; but, contract or no contract, the Defendants got those drawings into their hands knowing, or knowing shortly afterwards, that they belonged to Saltmans, that they were obviously confidential matter, and they knew that they had got them into their hands for a strictly limited purpose.’52 What this statement indicates is that knowledge of the confidentiality of the information, and the fact that it was owned by Saltmans, was as important as knowing that the information had been received for a specific purpose. In addition, the judgment discloses other contextual factors that would point to the information being disclosed in circumstances giving rise to a duty of confidence—the fact that there was a commercial relationship between the parties, and the evidence suggesting that the defendants understood that they would not be entitled to use the claimant’s drawings for any purpose of their own. Thus, a preferable interpretation of Saltman is that the equitable obligation was imposed because the defendants (as reasonable recipients) had notice of the confidentiality of the information in the light of several factors: the nature of the information (the drawings were ‘obviously confidential’ given their commercial value); the defendants’ actual understanding that the information was confidential and their appreciation that it could not be freely used except for the purpose of making the requested tools, given the commercial relationship which existed between the parties.53

7.18 In the first edition of this book, Ackroyds (London) Ltd v Islington Plastics Ltd54 was cited in support of the imposition of both implied contractual and equitable obligations of confidentiality55 on the basis of the ‘limited purpose’ of the disclosure from confider to confidant. In Ackroyds (London) Ltd v Islington Plastics Ltd the defendants were held liable, in law and equity, for the misuse of an engineering tool56 that had been entrusted to them by the claimants for the purpose of making ‘swizzle sticks’ for use on board P&O passenger cruise vessels.57 In relation to liability at law, Havers J held that there was an implied contractual term that the ‘defendants should not use the tool except for the manufacture of swizzle sticks on behalf of the claimants and should not make any use of any knowledge gained from the swizzle sticks or in manufacture of them or in the operation of the tool for their own purpose or for any purposes other than those of the plaintiffs’.58 The basis for implying this term was that it was necessary to give business efficacy to the contract.59 However, there is little explicit reasoning as to why such an implied term was thought necessary,60 and it is not apparent from the judgment that ‘the limited purpose test was explicitly related to the business efficacy formulation’.61 Most likely the term was necessary to give business efficacy, otherwise the whole point of having the swizzle sticks manufactured (ie exclusively to supply P&O) would be undermined.

7.19 As for the equitable obligation on the defendants, Havers J, after citing statements of principle from Saltman Engineering and Terrapin Ltd v Builders’ Supply Co (Hayes) Ltd,62 held:

Was information given by the plaintiffs to the defendants in circumstances which made that information confidential? The plaintiffs’ tool was entrusted to the defendants for the manufacture of swizzle sticks for the plaintiffs for reward and for no other purpose. In those circumstances, it seems to me that in equity there was an obligation on the defendants to use the tool solely for the purposes of the plaintiffs, and not to use it for the purposes of the defendants or for any other purpose. Similarly, all information directly or indirectly obtained by the defendants from the plaintiffs from the operation of the tool, or from the swizzle sticks themselves, or, in my view, obtained by the defendants in circumstances which made that information confidential.63

7.20 On the face of it, this statement appears to a support a ‘limited purpose’ test. However, to the extent that it relies on Saltman, this decision is not authority for this test, as was explained above. Further, and more importantly, various factors point to notice of the confidentiality of the information. These are: the nature of the information (which was commercially very valuable); the context in which the information was disclosed (in a commercial setting); the understanding of the parties (ie the fact that the defendants knew that the information was not otherwise available and of its importance to the claimants given that the claimants were the sole supplier to P&O of swizzle sticks); along with the limited purpose of the disclosure.

7.21 We argue that Terrapin Ltd v Builders’ Supply Co (Hayes) Ltd64 supports using ‘limited purpose’ as a factor in deciding whether to impose an equitable obligation of confidence and not as the sole test. In this case, the defendant had made prefabricated portable buildings to the claimant’s design (‘Mark 24 design’) as part of a joint venture. The claimant communicated information concerning manufacturing details, technical information, and know-how to the defendant for this purpose. Prior to the termination of the joint venture, the claimants also communicated to the defendant details of an improved design of prefabricated portable building (‘Mark 36 design’). After the joint venture came to an end, the defendant offered prefabricated buildings for sale, which incorporated many of the features of the claimant’s designs. The claimants applied for an interlocutory injunction against the defendants, which was granted by Roxburgh J who found that the information concerning the Mark 24 design was confidential and had been disclosed in confidence to the first defendants for the sole purpose of enabling them to manufacture that type of building for the claimant.65 This finding strongly suggests that a ‘limited purpose’ test was the basis for imposing the obligation of confidence. However, it is argued that this was not the case because there was at least one other factor that influenced Roxburgh J in reaching this conclusion, namely, the obviously confidential nature of the information. As the judge recognized, the design of the Mark 24 had a ‘very high commercial value’,66 not least because its unique features made it a market leader. As such, it should have been clear to the defendants that the manufacturing and technical details, as well as know-how relating to the design, was valuable and confidential information. Additionally, the commercial context of the disclosure—for the purposes of manufacturing the prefabricated portable buildings on behalf of the claimants—should have also indicated the confidentiality of the information and the fact that it was not to be freely disclosed. As for the information relating to the Mark 36 design, Roxburgh J held that this was disclosed in confidence largely because the information was disclosed in the context of a business relationship, ie with a view to deciding whether the defendants would manufacture the proposed new design and also, it seems, because it, too, was highly valuable information that added to that already in the possession of the defendants.67 Thus, it is not possible to draw from Terrapin that ‘limited purpose’ was the exclusive basis for imposing an equitable duty of confidence. Rather, we argue that the limited purpose of the disclosure was simply a factor pointing to notice of confidentiality.

7.22 The Court of Appeal decision in Norwich Pharmacal Co v Commissioner for Customs and Excise68 has incorrectly been relied upon as supporting a ‘limited purpose’ test for establishing an equitable obligation of confidence. In this case, the proprietors of a patented chemical (furazolidone) were concerned about infringing products being imported into the United Kingdom and thus sought an order for disclosure of the names and addresses of the importers from the Commissioners of Customs and Excise. The defendants refused and one of the reasons was that they were under a duty of confidence vis-à-vis the importers, which would prevent them from using or disclosing the information for purposes other than that for which it was collected. At first instance, Graham J held that the name and details of the importers should be disclosed. An appeal to the Court of Appeal was allowed. Lord Denning MR (with whom Buckley LJ and Roskill LJ agreed) held that the claimants had no reasonable cause of action which they could bring against the Customs authorities. His lordship added:

Even if the plaintiffs could overcome that hurdle, they are faced with another. It is that the names of the importers were given to the Customs authorities in confidence for a limited and restricted purpose—and the courts ought not to compel the Customs to break that confidence.69

7.23 Lord Denning MR, in dealing with the competing public interests involved in the case, also commented that: ‘On the one hand it is usually in the public interest that when information is received in confidence—for a limited and restricted purpose, as it always is—it should not be used for other purposes. In such cases confidences will be held sacrosanct’.70 These comments certainly lend weight to a ‘limited purpose’ test for establishing confidential obligations. However, limited weight should be placed on the decision for two reasons: first, Lord Denning’s comments were technically obiter; and second, the appeal to the House of Lords was allowed. In the House of Lords, it was held that where a person, who himself is not culpable, becomes mixed up in the tortious acts of another so as to facilitate their wrongdoing they may come under a duty to assist the wronged person by disclosing the identity of the wrongdoers.71 This duty to disclose would exist unless there was public policy justifying a contrary position. In examining the arguments justifying non-disclosure, some of their lordships dealt with the alleged confidentiality of the information. Lord Reid observed that there was ‘nothing secret or confidential in the information sought or in the documents which came into the hands of the respondents containing that information. Those documents are ordinary commercial documents which pass through many different hands’.72 Viscount Dilhorne did ‘not accept the proposition that all information given to a government department is to be treated as confidential and protected from disclosure …’ and on the question ‘whether the names of the importers of the furazolidone were given in confidence’ he stated that he did ‘not think that that is established’.73 This was because the information was not confidential given that it had been seen by, ‘all those taking part in securing the transit of the chemicals’.74 Viscount Dilhorne did go on to remark, however, that even if the information was of a confidential character, it was not highly confidential.75 Lord Morris, on the other hand, thought that ‘the commissioners were correct in taking the view that they ought to treat the information possessed by them as confidential’.76 Even so, in his view the court was justified in making the desired disclosure. It is submitted that as the ratio of the House of Lords decision did not concern confidentiality and that there were significant obiter comments questioning the confidentiality of the information in the case, the Court of Appeal decision in Norwich Pharmacal cannot be relied upon to support a ‘limited purpose’ test.

7.24 The Australian case of Interfirm Comparison (Australia) Pty Ltd v Law Society (NSW)77 is another case that is mistakenly seen as authority for the ‘limited purpose’ test when it comes to imposing an equitable duty of confidence. In this case the claimant had sent a sample questionnaire to the defendant, as part of a tender for consultancy work. The defendant instead commissioned another organization to prepare a questionnaire for solicitors and sent to that other organization a copy of the claimant’s questionnaire. This led to an action in which the claimant alleged infringement of copyright and breach of confidence against the defendant. Bowen CJ held, in relation to breach of confidence,78 that the information was confidential79 and that the defendant was subject to an equitable duty of confidence. He stated:

In my opinion, having regard to the amount of skill, judgment and labour involved in the preparation of the proposal and the 1972 questionnaire, and to the limited purpose of the negotiation between the plaintiff and the defendant in furtherance of which the material was supplied, both documents were confidential, in the sense that they could be used by the Law Society only for the purpose for which they had been given to it [sic], that is to say, for the purpose of considering and deciding whether it would engage the services of the plaintiff for its own survey and interfirm comparison; they could not, without the plaintiff’s assent, be used for other unrelated purposes—for example, for the purpose of publishing a book of precedents for writing an article in the Law Society Journal.80 (emphasis added)

7.25 The reference in the above quotation to ‘the limited purpose of the negotiation’ lends support to the importance of ‘limited purpose’ as a factor, but this was not the sole basis for finding an obligation of confidence. Rather, there was notice of confidentiality based on both the limited purpose of the disclosure and the valuable nature of the information (as indicated by the emphasis on the ‘skill, judgment and labour’ that went into preparing the questionnaire).

7.26 Schering Chemicals Ltd v Falkman Ltd81 is also weak authority for the ‘limited purpose’ test. As discussed elsewhere,82 the claimant had engaged the first defendant to assist with the adverse publicity associated with their drug, Primodos, which had allegedly caused birth deformities. The first defendant had engaged the services of the second defendant, Elstein, in order to help with the training of representatives from the claimant on the way to handle adverse publicity. The claimant sued when the second defendant made a television programme concerning the Primodos scandal and intended to broadcast it against the wishes of the claimant. In the Court of Appeal, Templeman LJ commented that:

… it was obvious to Mr Elstein that Schering were supplying the information in order that Mr Elstein might be able to advise and train Schering’s representatives … It was obvious to Mr Elstein that the information supplied by Schering was given to Mr Elstein for one purpose and one purpose only, namely, to enable Mr Elstein to advise Schering how to avoid or mitigate bad publicity in the future.83

7.27 In the first edition of this book, this passage from Templeman LJ’s judgment was relied upon in support of the ‘limited purpose’ test. However, it is submitted that Schering is weak authority for such a test because the other members of the court did not adopt the approach of Templeman LJ. Lord Denning MR, relying on Seager v Copydex, observed that: ‘The law on this subject does not depend on any implied contract. It depends on broad principle of equity that he who has received information in confidence shall not take unfair advantage of it’.84 Shaw LJ also found an equitable duty of confidence between the claimant, Schering, and second defendant, Elstein, because:

… the communication in a commercial context of information which at the time is regarded by the giver and recognised by the recipient as confidential, and the nature of which has a material connection with the commercial interests of the party confiding that information, imposes on the recipient a fiduciary obligation to maintain that confidence thereafter unless the giver consents to relax it.85

It is argued that the comments of Shaw LJ support a ‘notice of confidentiality’ test because the imposition of the confidential obligation apparently relies on knowledge of the confidentiality of the information, its commercial nature, and the commercial context of the disclosure.86

7.28 Cases in which an obligation of confidentiality has been implied into the contract seemingly on the basis of the limited purpose test87 do not offer strong support for this test. In Collins (Engineers) Ltd v Roberts & Co Ltd88 the claimants supplied drawings for the manufacture of tank trucks to the defendants, for the purpose of manufacturing such equipment. When the agreement was terminated the defendants continued to use the drawings to manufacture tank trucks and sold them in competition with the claimants. The claimants sought an interlocutory injunction to restrain the defendants from using the claimants’ drawings, on the basis of breach of confidence. Ungoed-Thomas J followed Saltman, citing passages from the judgment that related both to implied terms of confidentiality and equitable obligations of confidence.89 After citing evidence from the claimants’ affidavit, Ungoed-Thomas J concluded:

The contract between the plaintiffs and the defendants which provided for the supply of these drawings and for manufacture in accordance with the drawings so supplied and that use of the drawings for that very purpose establishes quite clearly to my mind that there was a confidential relationship here with regard to the drawings; and an implied term that the defendants should treat the drawings in a confidential way.90

7.29 Although Ungoed-Thomas J referred to ‘purpose’91 he also seemed to be influenced by the allegation that the defendants knew the drawings were confidential and would have understood that a company would not hand over such confidential drawings to another company for them to use freely.92 It is submitted that the implied term in this case can be understood on the basis of business efficacy—it would make no sense, given what the defendants were being asked to do, for the defendants to have unlimited use of the confidential drawings such that they could compete with the claimants. In any case, significant weight should not be accorded to this decision given that it is an interlocutory decision at first instance.

7.30 Mechanical and General Inventions Co Ltd v Austin and The Austin Motor Co Ltd93 has also been relied upon as establishing the limited purpose test for contractual obligations. In this case the claimants had applied for a patent in respect of a mechanical system for motor vehicles and had entered into negotiations with the defendants, with a view to exploitation of this invention. In the course of these negotiations the claimant disclosed certain particulars of the system to the first defendant,94 with a view to entering into a patent licence agreement. This disclosure was alleged to give rise to a confidence agreement. The claimants also contended that they had entered into a licence agreement with the defendants. At trial, the jury found that both agreements had been made and breached and awarded substantial damages. On appeal, the Court of Appeal set aside the judgment on the licence agreement,95 but did not disturb the jury’s finding on the confidence agreement, except to award nominal damages.96 The House of Lords dismissed the appeal, in so far as it related to the licence agreement, but allowed it in respect of damages for the confidence agreement.97 In respect of the confidence agreement, Viscount Sankey LC98 commented that: ‘I again find myself in agreement with the learned Master of the Rolls where he says “there is evidence given by Mr Lehwess that the documents were sent to the defendant Austin on the basis of an agreement that they should be treated as confidential and only used for the purpose of considering whether a licence to use the patent should be taken or not”’.99 Lord Atkin made comments to a similar effect, when he observed:

I am inclined to think that too much importance was attached to the supposed intrinsic confidential nature of the information disclosed. It is quite sufficient to support the contract averred that the terms upon which the information was disclosed were that it was to be used for a particular purpose only. The giving of the information is ample consideration, and use for any other purpose would be a breach. The analogy of a contract of bailment I think supports this view. The confidential nature of the information, the fact that it was not known and could not be known to members of the public, would in this view be relevant to damages rather than to formation of the contract.100

7.31 Mechanical and General Inventions Co is a decision dealing with when a confidentiality agreement itself may be implied and, as such, may not have much weight when it comes to determining when a term of confidentiality may be implied into a contract. Moreover, the restricted nature of the appeal should also be kept in mind, ie whether a jury, properly directed, could reasonably find the existence of a confidentiality agreement and make the award of damages that they did.101 This no doubt explains why their lordships only cite authorities dealing with the damages issue and none dealing with implied agreements (or terms). The case can be viewed as stretching contract principles, in order to recognize a confidentiality agreement, and, in hindsight, might be better viewed as a situation in which an equitable obligation could have been found. The factors that would have pointed to notice of confidentiality sufficient to establish such an equitable duty include: the nature of the information (it was highly valuable, commercial information which was the subject of a patent application, but was as yet unpublished); and the fact that it was disclosed between two business entities with a view possibly to entering into a commercial arrangement. Certainly, the decision has not been followed in later cases to support the finding of a confidentiality agreement.102

7.32 Lamb v Evans103 is another authority that is mistakenly relied upon to support a limited purpose test for implying a contractual obligation of confidentiality. In this case, the claimants had employed the defendants (who were brothers) to canvass traders in a particular district for the purpose of advertising in their directory. The defendants, Evans, were paid a commission on the advertisements obtained and agreed to furnish all blocks and translations relating to his locality free of charge. The blocks, however, generally came from the advertisers and were handed over for the purpose of printing the advertisements. After the defendants’ employment finished, they became associated with another trade directory and the claimant alleged that printed portions of their directories had been included in the rival directory. The claimant sought an interlocutory injunction to restrain infringement of copyright and/or breach of contract. At first instance, Chitty J found that the claimant had copyright in the headings (as opposed to the advertisements); further, that the defendants had retained some blocks and other materials and used them ‘for a purpose inconsistent with the duty of the Defendants as the Plaintiff’s travelers’, ie for a rival publication.104 An injunction was therefore granted.105 On appeal, the decision of Chitty J was affirmed on both points. In respect of the injunction not to use the blocks or materials, Lindley LJ held that such use by the agent would be ‘contrary to the relation which exists between principal and agent … contrary to the good faith of the employment’ and that ‘[t]he principal has … such an interest in them as entitles him to restrain the agent from the use of them except for the purpose for which they were got’.106 Bowen LJ held that an implied contract or promise would be inferred ‘in order to give the transaction that effect which the parties must have intended it to have and without which it would be futile’,107 and that ‘it was part of the understanding that these materials were not to be used otherwise than for the purposes of the employment in the course of which they were obtained’.108 It seems that both Lindley LJ and Bowen LJ implied terms into the employment contract—in the case of Lindley LJ a term of good faith to supplement the employment contract, and for Bowen LJ a term not to use the blocks for any other purpose, in order to give business efficacy to the employment contract. However, the basis for Kay LJ’s decision is less clear. He held, in reliance on Morison v Moat:109

All those materials were obtained while you, the Defendants, were acting as the Plaintiff’s agents, while you were in that confidential relation to him and for the purpose for which he employed and paid you, viz., of compiling this book of the Plaintiff’s, and therefore to allow you to use any of those materials for your own purposes would be allowing you to use them for a purpose for which they were not compiled.110

7.33 Given that Kay LJ cites Morison v Moat in support, in particular the passage from Turner LJ in which he notes that the jurisdiction to intervene has sometimes been founded on property, contract, or trust or confidence,111 it is unclear whether he is implying a term into the employment agreement or recognizing an equitable duty of confidence. In either case, what is critical to Kay LJ’s reasoning is that the blocks were obtained whilst the defendants, Evans, were acting as agents for the claimant. Thus, it is submitted that what gives rise to the implied duty of good faith/duty not to use the blocks except for a limited purpose/duty of confidentiality is the principal and agent relationship, as opposed to the limited purpose of the disclosure. This is so, not least because it was the advertisers who were supplying the blocks, which were in turn supplied by the defendants to the claimant.

7.34 Finally, Nichrotherm Electrical Co Ltd v Percy112 is also said to reflect the imposition of an implied contractual duty of confidentiality on the basis of the ‘limited purpose’ test. The case involved a dispute relating to a machine for rearing piglets. The claimants and first defendant had collaborated, to a limited extent, in the design of a machine for artificially rearing piglets. The claimant company applied for a patent and developed prototypes of the machine. The first defendant agreed to sell the machine on their behalf. After the claimants and first defendant quarrelled, the latter obtained a copy of the production drawings from the second defendant (who had received the drawings with a view to manufacturing the machines). The first defendant then proceeded to have the machine manufactured in large quantities and at a great loss, the machine being rather flawed in key respects.113 The claimants brought proceedings for infringement of copyright in the drawings and breach of confidence. At first instance, Havers J held that the first defendant was liable for copyright infringement and for breach of an equitable obligation of confidence on the basis of Saltman. Havers J held that: ‘In whatever way Percy came into possession of P. 1 to P. 6 he knew that they were intended by the Plaintiffs solely for the production of a machine of which they claimed to be the sole inventors.’114 The appeal to the Court of Appeal was dismissed; however, the court held that there was breach of a contractual rather than equitable obligation of confidentiality. This finding was largely driven by the court’s anxieties about the basis for awarding damages for breach of an equitable duty.115 To avoid this difficulty, counsel for both sides agreed that the claim for breach of confidence related to a prototype of the machine that had been put into the first defendant’s possession for the limited purpose of enabling him to have signage put upon it before delivery to a third party. As such, Lord Evershed MR116 concluded that ‘the Appellant impliedly promised not to make any use of the machine for other purposes; and that, by copying, via the various plans, this particular machine, the Appellant broke his implied promise’.117 Similar to Mechanical and General Inventions Co discussed above, the Court of Appeal found an implied contract, rather than an implied term in a contract. The highly artificial basis for finding breach of an implied contract is also readily apparent (ie to avoid jurisdictional difficulties over whether an award of damages could be granted). Therefore, it is submitted that the decision cannot really be relied upon to support the proposition that a limited disclosure of confidential information gives rise to an implied confidentiality agreement. Rather, the better basis for the decision is that an equitable duty arose based on notice of confidentiality: the first defendant knew that the prototype and drawings were commercially valuable, secret information, and that the claimants did not want the information used other than for the production of the machine.

7.35 Our review of the major cases that apparently support the ‘limited purpose’ test shows that either this was not clearly the basis for imposing the obligation of confidence or else that there were other factors, in addition to that of limited purpose, which established the obligation of confidence. The true test, we argue, is ‘notice of confidentiality’, and we turn now to examine the nature of this test.

Notice of confidentiality test

7.36 As was argued in the previous section, several key cases can be understood or re-interpreted to support a ‘notice of confidentiality’ test.118 Additionally, Coco v Clark and Lord Goff’s speech in Attorney General v Guardian Newspapers (No 2)119 explicitly support this test, and this decision and dicta, respectively, have been cited and followed on numerous occasions.120

7.37 The notice of confidentiality test asks whether the circumstances in which the information was acquired or received indicate (objective) knowledge or notice of the confidentiality of the information.121 The relevant factors for establishing such knowledge or notice include: the nature of the information (whether it is banal, trivial, common knowledge, commercially valuable, or intimately personal);122 the steps taken to preserve or emphasize the secrecy of the information (eg whether it is marked ‘confidential’ or ‘private’; or if special care is taken that there is a restricted disclosure to others);123 the manner in which the information was disclosed or obtained (whether it is informal, social, commercial, or professional);124 the understanding of the parties involved (ie did they in fact regard the information as confidential or themselves as being under an obligation of confidence);125 and where the information is disclosed for a specific, limited purpose and it is understood, from the legal and cultural context of the disclosure, that the information will not be used for another purpose. In other words, the ‘limited purpose’ of the disclosure is a factor to be considered as part of the ‘notice of confidentiality’ test.126

The knowledge required

7.38 The ‘notice of confidentiality’ test requires knowledge or notice on an objective rather than subjective basis. If this is the case, however, it may be queried whether the actual understanding or knowledge of the parties should be relevant to this objective assessment. Jacob J in Carflow Products (UK) Ltd v Linwood Securities127 took the view that subjective knowledge was relevant:

There are two possible approaches in law: what did the parties themselves think they were doing by way of imposing or accepting obligations and what would a reasonable man think they were doing? The difference between the two approaches is that the former takes into account the subjective unspoken views of the parties. One would not do so in relation to the making of a contract, but in relation to the equitable obligation of confidence it seems right to do so—equity looks at the conscience of the individual. So I prefer the subjective view. As it happens, overall I do not think in this case it matters whether one approaches the problem from the subjective or objective points of view.128

7.39 On the facts of Carflow Products it did not matter whether a subjective or objective test was applied since, on either approach, there was no obligation. It is submitted that the preferable approach, and the one that finds more support in the authorities, is the objective ‘reasonable recipient’ test of knowledge or notice. However, there is no need for this ‘objective’ approach completely to discount the subjective views of the parties. The dichotomy drawn by Jacob J in Carflow Products is unnecessary because an objective test can be informed by subjective views and understandings. This was certainly the approach adopted by Knox J in De Maudsley v Palumbo,129 when he had to consider whether disclosure of an idea for a nightclub venture at a dinner party gave rise to an obligation of confidence. Knox J held:

The test in my view is objective—the question is were the circumstances such as to import a duty of confidence and, if so, the obligation is not to be avoided simply by not addressing the problem. On the other hand I accept that a factor, and it may be an important factor, is whether the parties did in fact regard themselves as under an obligation to preserve confidence, just as is a proven trade or industry usage in that regard but I do not accept that the test is exclusively subjective as to the parties’ intentions.130

7.40 Thus, according to Knox J, the subjective intention of the parties may influence whether, according to an objective test, a confidential obligation arises. Unlike with contract, this approach is acceptable when it comes to imposing an equitable obligation because the conscience of a party is affected. This, it is argued, is the better view and one that is preferable to a purely subjective (or objective) test.

The timing of knowledge

7.41 Another issue that arises concerns the timing of the notice or knowledge—is this to be judged at the time the information is acquired or received or can notice of confidentiality arise after receipt of the information? A hypothetical example illustrates this issue: assume A communicates to her friend, B, whilst they are chatting over drinks in the College bar, that she has been dating C. At the time this information is communicated, A, B, and C are university students. Years later, A becomes a senior, conservative politician who claims that she has never had pre-marital sex and calls for measures to reduce what she sees as promiscuous sexual behaviour. At the time when B learned that A and C had had a relationship at university, this may have been relatively trivial or valueless information, but many years later and in a different context this information arguably takes on a different complexion and significance. Is it the case that at the time when A communicated the information to B there was no obligation of confidence, but a confidential obligation has subsequently arisen? Important, here, is the fact that the information is of a private or personal nature and, as we will argue in Part E, what will need to be established is: (i) a reasonable expectation of privacy on the part of A; and (ii) knowledge (actual or constructive) on the part of B that the information is private. To the extent that a ‘traditional’ obligation of confidence can be established, this complicates matters further. As will be argued in Part E, although a ‘traditional’ obligation of confidence can operate alongside a ‘misuse of private information’/Article 8 claim, where both obligations can be established then the traditional obligation of confidence would become part of the balancing exercise between Articles 8 and 10, in particular Article 10(2).

7.42 Starting with ‘traditional’ principles, and the situation as at the time the information was communicated, does B have notice of the confidentiality of the information vis-à-vis A? First of all, it may be queried whether the information that A and C are dating at university is in fact confidential? This may be the sort of ‘trivial tittle-tattle’ that Megarry J had in mind in Coco v Clark.131 In addition, the fact that A and C are in a relationship could be reasonably well known amongst the student population. As for whether B comes under an obligation of confidence, the factors that would weigh against this conclusion are:

(i) the nature of the information (although it is personal, it is not particularly intimate to declare that one is ‘dating’ another);

(ii) A has not sworn B to secrecy or otherwise emphasized the secret nature of the information;

(iii) the information was communicated in the
course of a friendship, but on an informal, social level; and

(iv) it does not appear that A has taken steps to keep the information secret (eg by carrying on the relationship in secret).132

7.43 Turning to a ‘misuse of private information’ analysis, would there be a reasonable expectation of privacy on the part of A? Further, would B have notice that the information was private? In judging whether A has a reasonable expectation of privacy, the court will take into account all the circumstances of the case. Here, again, it may be doubtful whether Article 8 is engaged because the fact of carrying on a relationship, although personal, was not hidden, and presumably was known to others at university and to those that observed A and C. Even if there is a reasonable expectation of privacy on the part of A, with respect to information about whom she is dating, it seems questionable whether B would have actual or constructive knowledge that the information is private given that the private nature of the information is unclear and the informal, social setting in which the information had been disclosed.

7.44 Does or should the above analysis change once there has been a passage of time, ie now that A is a famous politician? In terms of the ‘traditional’ analysis, it is possible either for the information to have lost entirely its confidentiality or for it to have gained confidentiality. The former situation is easy to understand—in that the information may have become so generally accessible and well known to the public that it can no longer be regarded as confidential—but the latter requires further explanation. As discussed in Chapter 6, whether personal or private information has entered the public domain depends less on the accessibility or availability of information, and more on the harm or potential harm that will be caused by additional circulation or republication of the information.133 Obviously, with the passage of time, and in light of A’s political career, disclosure of the fact of her relationship with C during university would be considerably more damaging now than was previously the case. The next question is whether an obligation of confidence would exist? The ‘notice of confidentiality’ test—and the authorities on which it is based—assumes that one looks at the circumstances at the time at which the information is acquired or received. In other words, the circumstances are temporally linked to the point of communication or acquisition of information. As such, given that the information in this example was acquired during A, B, and C’s university years, the relevant circumstances would be those existing at the time and the conclusion reached above—about the questionability of a confidential obligation—would apply here too. All that would change with the passage of time is whether in fact there is confidential information to which an obligation, if any, continues to attach.

7.45 Does the analysis differ according to a ‘misuse of private information’ analysis? It is submitted that it may do. Whether there is a ‘reasonable expectation of privacy’ probably would not be affected and here the claim would be marginal (as was explained above). But whether B knew or ought to have known that the information was private may change where B appreciates the new significance and potential damage of disclosing the information. What would also differ is the balancing exercise with Article 10, because it is now the case that a public interest in disclosing the hypocrisy of senior politicians may engage Article 10 and thus have to be weighed against Article 8.

C. Accidental Acquisition

7.46 Accidental acquisition (or receipt) of confidential information may be described as where: ‘A obtains information regarded by X as confidential as a result directly or indirectly of accident, carelessness, or mistake on the part of X or his or her institution.’134 In other words, there is no relationship of confidence between A and X, and no active communication of the information from X to A. Nor has A acquired the information from X through reprehensible or surreptitious means like the ones discussed in section D below. Rather, A acquires the confidential information entirely fortuitously.

7.47 The decision of Megarry V-C in Malone v Commissioner of Police of the Metropolis (No 2)135 initially suggested that an equitable duty of confidence would not arise where information was accidentally acquired. The claimant in this case sought a declaration that the tapping of his telephone conversations at the instigation of the police constituted a breach of his right of confidentiality in the conversations. Megarry V-C refused to make the declaration and held that a person who ‘utters confidential information must accept the risk of any unknown overhearing that is inherent in the circumstances of communication’.136 Megarry V-C elaborated, as follows, on this point:

Those who exchange confidences on a bus or a train run the risk of a nearby passenger with acute hearing or a more distant passenger who is adept at lip-reading. Those who speak over garden walls run the risk of the unseen neighbour in a toolshed nearby. Office cleaners who discuss secrets in the office when they think everyone else has gone run the risk of speaking within earshot of an unseen member of the staff who is working late. Those who give confidential information over an office intercommunication system run the risk of some third party being connected to the conversation. I do not see why someone who has overheard some secret in such a way should be exposed to legal proceedings if he uses or divulges what he has heard. No doubt an honourable man would give some warning when he realises that what he is hearing is not intended for his ears; but I have to concern myself with the law, and not with moral standards. There are, of course, many moral precepts which are not legally enforceable.137

7.48 Thus, accidental receipt of confidential information was viewed by Megarry V-C as simply part of the ordinary risks of communication and one that would, at most, place the overhearer under a moral obligation, but not a legal one. In relation to lawful telephone tapping, Megarry V-C held that, in view of the publicity which had in recent years been given to instances of the tapping of telephones, it was ‘difficult to envisage telephone users who are genuinely unaware of this possibility’.138 Therefore, he could not see ‘how it could be said that any … obligation [of confidence] is imposed on those who overhear the conversation, whether by means of tapping or otherwise’.139 This decision is considered further in the next section. Suffice to say for present purposes that the facts of Malone are inconsistent with the sorts of instances of accidental overhearing that Megarry V-C envisaged, given that the ‘overhearing’ in this case resulted from deliberate interception via telephone tapping.

7.49 The unsympathetic view taken of accidental receipt of confidential information in Malone may be contrasted with the famous dicta of Lord Goff in Spycatcher:

I start with the broad general principle (which I do not intend in any way to be definitive) that a duty of confidence arises when confidential information comes to the knowledge of a person (the confidant) in circumstances where he has notice, or is held to have agreed, that the information is confidential, with the effect that it would be just in all the circumstances that he should be precluded from disclosing the information to others … I have expressed the circumstances in which the duty arises in broad terms … to include certain situations, beloved of law teachers, where an obviously confidential document is wafted by an electric fan out of a window into a crowded street, or when an obviously confidential document, such as a private diary, is dropped in a public place, and is then picked up by a passer-by.140

7.50 Lord Goff’s comments obiter suggest that an equitable duty of confidence will arise where the information is acquired accidentally, without any kind of reprehensible or surreptitious conduct on the part of the recipient, because of the recipient’s knowledge that the information is confidential. Although Lord Goff observed that ‘in the vast majority of cases, in particular those concerned with trade secrets, the duty of confidence will arise from a transaction or relationship between the parties’,141 the fact that he envisaged an obligation of confidence arising where such a relationship did not exist, and where the recipient was not even a third party, was a significant development. The second limb of Coco v Clark requires that ‘information must have been imparted in circumstances importing an obligation of confidence’,142 whereas Lord Goff indicated there does not have to be an active communication (an ‘imparting’ of information), and that the circumstances giving rise to a duty of confidence can boil down solely to knowledge.143 However, as is argued in greater detail below, the dicta of Lord Goff has had most of its impact in the sphere of private information and subsequent to the Human Rights Act 1998 (HRA).

7.51 To impose an obligation of confidence based on knowledge alone seems a radical departure from the older authorities. On the other hand it is in keeping with earlier case law dealing with third parties where, as examined below, third parties are fixed with a duty of confidence because of their knowledge, specifically that the information has been disclosed in breach of an obligation of confidence. The knowledge element for third parties has a different focus—of a past impropriety—as opposed to the nature of the information. In addition, the reason for imposing a duty on a third party is that the court intervenes to protect and reinforce the confidential obligation between A and B. In other words, holding third party recipients liable is necessary in order to preserve the value of the initial confidential relationship, whether this is contractual or equitable. The same, however, cannot be said for the accidental recipient since there is no pre-existing confidential obligation that is being protected. Thus, the policy of imposing an equitable duty on strangers who serendipitously acquire confidential information must be serving the purpose of protecting the confidential information, as opposed to any confidential relationship and it is the knowledge that the information is confidential which leads to the imposition of the duty.

7.52 In the next section, it is argued that the cases concerning surreptitious acquisition may be interpreted also as supporting the imposition of an obligation of confidence based on knowledge or notice that the information is confidential, rather than simply because of the reprehensible method of acquisition. We turn now to consider these cases.

D. Surreptitious Acquisition

Introduction

7.53 Surreptitious acquisition144 of confidential information may encompass a broad range of activities, for example, stealing a confidential product145 or document;146 secretly photographing, filming, or otherwise recording the activities of a person147 or business;148 ‘hacking’ into an encrypted computer to access documents or email correspondence; ‘tapping’ a telephone;149 or intercepting mail in the post. Such activities may occur in a wide variety of contexts, ranging from the personal to the commercial to the governmental—the wife who copies her estranged husband’s financial records;150 the man who secretly videotapes sexual relations with his partner;151 the hidden paparazzi photographer who photographs a celebrity or children of a celebrity using a long-range lens;152 the tabloid journalist who secretly photographs the set of a soon-to-be released film153 or album cover;154 the undercover journalist who films the activities of an organization;155 the industrial ‘spy’ who photographs the design of a new manufacturing plant;156 the businessperson who steals a sample of his competitor’s product;157 or the policeman who intercepts a telephone call between a suspected criminal and another.158 Not every surreptitious acquisition of information involves physical interference with another’s property or person, and thus the commission of a tort. Even where a tort is committed (such as trespass or conversion), the remedies are usually inappropriate because the damage resides not in the unlawful entry to premises or the theft of the physical property, but in the disclosure of the relevant information.159

7.54 In the past, the difficulty with surreptitious acquisition of confidential information has been the absence of either a pre-existing relationship of confidence or an active communication of the information from confider to confidant.160 Thus, the Law Commission in its 1981 Report concluded: ‘under the present law it is very doubtful to what extent, if at all, information becomes impressed with an obligation of confidence by reason solely of the reprehensible means by which it has been acquired, and irrespective of some special relationship between the person alleged to owe the obligation and the person to whom it is alleged to be owed’.161 Nevertheless, it was suggested in the first edition of this book that surreptitious acquisition could be accommodated within the action for breach of confidence ‘without doing violence to the way in which the action has developed’162 by characterizing the ‘spy’ as having forced an unwanted communication or transmission of information on the confider.163 The spy, having ‘placed himself in the position of one who receives confidential information and the means also indicate that he is aware that the confider wishes to keep the information confidential … should, therefore, be attributed with the obligation of confidence which is imposed on a confidant who receives confidential information knowing and recognizing that the confider wishes to preserve its confidentiality’.164 As we argued in Chapter 4, it seems artificial to squeeze the surreptitious acquisition cases into a ‘relationship of confidence’ type analysis,165 and the better view is that the courts’ intervention in these instances serves the policy of protecting confidential or private information, rather than any relationship of confidence.

7.55 Since the Law Commission expressed its view,166 there have been several cases involving surreptitious acquisition, bringing more clarity to this issue.167 These cases indicate that the basis for the courts’ intervention is the knowledge of the acquirer that the information is confidential, and that reprehensible or surreptitious means used to obtain information evidences this knowledge. Following the HRA, courts have also been concerned with the clandestine means of acquiring private information and the way in which this should be weighed in any analysis based on Article 8 of the European Convention on Human Rights (ECHR).168 We begin by considering the cases that have not been directly influenced by the HRA, before turning to examine the ‘privacy’ cases.

Pre-Human Rights Act

7.56 Prior to the HRA, there were a few surreptitious acquisition cases, some dealing with commercial information and others with information of a personal or private nature. Broadly speaking, claimants seeking to protect commercial information were usually more successful than those who were attempting to preserve their privacy.

Commercial information

7.57 The Australian case of Franklin v Giddins169 is an early example of the equitable jurisdiction being invoked to protect trade secrets that were surreptitiously acquired.170 In this case relief was granted against the defendants, who trespassed on the claimants’ orchard and stole budwood from it. The budwood embodied confidential information in the form of the genetic structure of a commercially valuable and successful new strain of nectarine tree. The judge found that there was an obligation of confidence on the defendants.171 He invoked the principle of unconscionability and likened the actions of the defendants to those of a ‘traitorous servant’: a ‘thief who steals a trade secret, knowing it to be a trade secret’ could not be ‘less unconscionable than a traitorous servant’.172 However, unconscionability is a very broad principle and it would seem preferable to specify more precisely the relationship of surreptitious acquisition to a breach of confidence. This, it is suggested, can be done by reference to the means used by the acquirer—the means place him in the position of one who receives confidential information knowing it to be confidential. In Franklin v Giddens it was both the trespass and theft which indicated to the defendants that the budwood was a valuable trade secret and it is submitted that it was this knowledge, rather than the reprehensible means per se, which gave rise to the imposition of a duty.

7.58 Although Lord Goff’s dicta in Spycatcher did not explicitly address surreptitious acquisition of confidential information, his comments have been relied upon in cases where commercial information has been acquired in dubious circumstances, no doubt because they do ‘not confine the action to cases where there was a prior undertaking to keep the information secret’.173 In Shelley Films v Rex Features Ltd174 a photograph from a scene of the (then forthcoming) film Mary Shelley’s Frankenstein was credited to the defendant and published in The People newspaper. In an application for an interlocutory injunction, Deputy Judge Martin Mann QC noted the following circumstances: the film studio was fenced, with security guards at the main gate; there were signs clearly stating that the property was private and entry was by permission only; there were notices that photography within the studios was prohibited; the set itself was patrolled by security guards and featured signs at the entrance prohibiting entrance to non-authorized persons. The judge referred to the obiter dicta of Lord Goff in Spycatcher, as well as the decision in Franklin v Giddins, but placed little weight on Kaye v Robertson.175 In granting the interim injunction, the judge held:

… it is not suggested that the photographer in the present case is altogether to be likened to the defendant in Franklin. However, he was not an invitee and assuming that he saw the signs at the entrance to Shepperton Studios as well as those within the set (I am not convinced that it would be fatal to Shelley’s case if he did not …) it is impossible for present purposes not to conclude that what he saw and understood from his location might not have fully and sufficiently fixed him with knowledge according to any of the relevant standards that the studio and Shelley considered these signs necessary for some good reason connected with filming and the filming of ‘Mary Shelley’s Frankenstein’, in particular, which he was not unilaterally at liberty to impart to others.176

7.59 The judge in Shelley Films was doubtful whether the photographer used unlawful means in order to acquire the information, at best hinting that the photographer may have been a trespasser because ‘he was not an invitee’ and was likely to have seen the signs restricting entry to the premises. What seems to be important to the judge’s reasoning is that the questionable basis of the photographer’s presence at the film studio, combined with all of the security measures and notices, pointed to knowledge that this information was confidential. In other words, the surrounding circumstances indicated knowledge that the information was confidential and surreptitiously acquiring that information was a key factor for establishing knowledge. The judge is not entirely explicit about the standard of knowledge required, but his reference to ‘knowledge according to any of the relevant standards’ suggests that the facts established actual and/or constructive knowledge.

7.60 A similar instance of a creative ‘spoiler’ arose in Creation Records Ltd v News Group Newspapers Ltd.177 Here, a scene had been constructed outside a country hotel and photographs of the scene were to be used for a forthcoming album cover of the band, Oasis. A freelance photographer took photographs of the same scene and these were published in the Sun newspaper. Interestingly, Lloyd J did not cite or expressly rely upon Lord Goff’s dicta in Spycatcher, however, Shelley Films was cited in the course of his judgment. Lloyd J granted an interim injunction to prevent further publication of the photographs, holding that it was ‘well arguable that the nature of the operation together with the imposition of security measures … made it an occasion of confidentiality at any rate as regards photography’.178 The judge added that, ‘I also accept as sufficiently arguable that in order to get his picture Mr Seeburg must have conducted himself a good deal less openly than he suggests and indeed surreptitiously, as the plaintiffs suggest’.179 Thus, it appears that, similar to Shelley Films, a combination of the surrounding circumstances (security measures, etc) plus the photographer’s behaviour in evading the security measures was what led to there being an arguable duty of confidence. It is submitted that therefore, once again, the surreptitious acquisition of information was considered as relevant because it indicated knowledge that the information or situation was confidential, rather than because of any moral turpitude associated with such behaviour.

7.61 Covert filming of commercial information, specifically the operation of a brush tail possum processing facility, was considered by the High Court of Australia in Australian Broadcasting Corp v Lenah Game Meats Pty Ltd.180 The activities at the respondent’s facility had been filmed by trespassers181 to its factory and the footage passed to the appellant, who sought to broadcast it as part of a current affairs programme. An application for an interlocutory injunction was refused at first instance, granted on appeal, and then discharged by the High Court of Australia. One of the arguments before the High Court was whether the appellant’s broadcast of the film would constitute an invasion of privacy. Chief Justice Gleeson182 saw no need to consider a new tort of privacy since, ‘[i]f the activities filmed were private, then the law of breach of confidence is adequate to cover the case’.183 Importantly, Gleeson CJ observed that, ‘equity may impose obligations of confidentiality even though there is no imparting of information in circumstances of trust and confidence’,184 and he cited authorities supporting the proposition that equity could restrain the publication of confidential information improperly or surreptitiously obtained.185 His honour also cited Lord Goff’s dicta in Spycatcher in support of imposing an obligation of confidence in the absence of a confidential relationship where there were ‘obviously confidential’ documents.186

7.62 CJ Gleeson’s comments can be seen as supporting two different bases for the existence of a confidential obligation—surreptitious means of acquiring confidential information and the ‘obviously confidential’ nature of information.187 However, Gleeson CJ regarded: ‘the law of breach of confidence as providing a remedy, in a case such as the present, if the nature of the information obtained by the trespasser is such as to permit the information to be regarded as confidential’.188 Thus, what appeared to be relevant was whether the person acquiring the information (here, a trespasser) could regard the information as confidential. The problem in this case was that the information could not be considered confidential—the fact that it occurred on private premises was not enough to make it so.189 So, the problem in Lenah Game Meats was that because the information was not confidential,190 it was impossible for there to be an obligation of confidence based on any knowledge of confidentiality.

Personal information

7.63 Cases dealing with surreptitious acquisition of personal information have met with less success in establishing a duty of confidence. As discussed in section C, Megarry V-C in Malone refused to make a declaration that (authorized) telephone tapping constituted a breach of his right of confidentiality in the conversations. Megarry V-C expressly confined his decision to the facts of the case before him—‘the tapping of the telephone lines of a particular person which is effected by the Post Office on Post Office premises in pursuance of a warrant of the Home Secretary’.191 Nevertheless, the principle on which the case was decided—that an obligation of confidence can not be imposed on persons who overhear conversations, whether by telephone tapping or otherwise—is regrettably wide.192 It is submitted that the path was open to the court to hold that the tapping was a breach of confidence, since tapping of a telephone would indicate knowledge that the conversations were confidential, and yet to excuse the action of the police on the defence of just cause or excuse—which, as a secondary measure, Megarry V-C did.193

7.64 The weight to be placed on Malone is questionable, in so far as it involved a very particular set of facts and in light of the subsequent decision in Francome v Mirror Group Newspapers Ltd.194 In this case the defendants obtained, from an undisclosed source, tapes of telephone conversations between husband and wife. The tapes had been made unlawfully and, according to the defendants, revealed serious breaches of Jockey Club Regulations and possibly the commission of criminal offences by the first claimant (a famous jockey). The Court of Appeal upheld an injunction restraining publication of the taped material, distinguishing Malone on the basis that the case before them concerned unlawful tapping.195 As a result, Francome may be viewed as an example of equity intervening because of the reprehensible means used to acquire the confidential information.196 However, we suggest that the decision be re-interpreted as one which places emphasis on the unlawful nature of the tapping in order to avoid the inconvenient precedent in Malone. Further, that the unlawfulness was highly indicative of the fact that the conversations were confidential and, as such, the telephone tappers would have known this to be the case.

7.65 Next we consider two cases where the surreptitious means of obtaining information seemed to have little significance. In Bernstein v Skyviews197 the defendant company, which specialized in aerial photography, had flown over the claimant’s land and taken a photograph of the claimant’s house and surrounding property which they later offered to sell to him. The claimant brought an action claiming trespass and invasion of privacy. Griffiths J sought to strike a balance between the rights of landowners and the rights of the public to use airspace by stating the principle that the rights of a landowner are restricted to the ‘air space above his land to such height as is necessary for the ordinary use and enjoyment of his land’.198 However, Griffiths J did not address the privacy claim, merely observing that: ‘if the circumstances were such that a claimant was subjected to the harassment of constant surveillance of his house from the air, accompanied by the photographing of his every activity, I am far from saying that the court would not regard such a monstrous invasion of his privacy as an actionable nuisance for which they would give relief’.199 Thus, Griffiths J indicated in obiter that aerial surveillance of a person’s home could constitute an invasion of privacy, but that it would be actionable by nuisance. Breach of confidence was neither mentioned nor considered.

7.66 The decision in Kaye v Robertson200 also cast doubt on whether an obligation of confidence could be imposed on the surreptitious acquirer of information, and, in turn, whether a person’s privacy could be protected. In this case, the seriously ill claimant was approached by journalists whilst lying in his hospital bed, and was interviewed and photographed by them for the purposes of publication in the Sunday Sport. The journalists had cavalierly ignored notices prohibiting entry to the claimant’s room and had taken advantage of the claimant’s vulnerable state to gain the interview. The claimant sought an injunction to restrain publication of the photographs and article. The Court of Appeal lamented the absence of a tort of privacy in English law,201 and struggled to fashion a limited remedy for the claimant based on malicious falsehood.202 Interestingly, breach of confidence was not argued in the case, and it has been suggested that this was because Kaye’s complaint was not misuse of information obtained or imparted in confidence, but an invasion of privacy,203 although this characterization has been doubted in later cases.204

7.67 A more generous view of breach of confidence, which can embrace instances of surreptitious acquisition, is illustrated by the obiter dicta of Laws J in Hellewell v The Chief Constable of Derbyshire.205 The case concerned the lawful taking of a photograph of a convicted thief and the subsequent disclosure of copies of the photograph to shopkeepers in the local area in an attempt to combat shoplifting. When the claimant learnt of the use being made of his police ‘mugshot’ he applied for declaratory relief and an injunction. The defendant applied to strike out the statement of claim. In deciding the application, Laws J referred, inter alia, to Lord Goff’s speech in Spycatcher and held that the police owed the claimant a duty of confidence but that the public interest defence applied.206 In reaching his decision, Laws J commented obiter:

If someone with a telephoto lens were to take from a distance and with no authority a picture of another engaged in some private act, his subsequent disclosure of the photograph would, in my judgment, as surely amount to a breach of confidence as if he had found or stolen a letter or diary in which the act was recounted and proceeded to publish it.207

7.68 In drawing an analogy between surreptitiously taking a photograph of someone engaged in a private act and accidentally discovering a diary, such that an obligation of confidence is imposed, we can infer that the common element between the two situations is knowledge of the confidential nature of the information. In the case of the diary that it is found, it is apparent from the very nature of the information itself, whereas, in the case of the long-range photography, it is a combination of the nature of the information and the way that it has been obtained which points to this conclusion.

7.69 That the law of confidence could cover surreptitious acquisition of personal information is supported by the decision of the European Commission of Human Rights in Earl Spencer and Countess Spencer v United Kingdom.208 Tabloid newspapers in the UK had published articles about the alcoholism and bulimia of the second applicant, Victoria Spencer, the sister-in-law of the late Princess Diana of Wales, and her treatment for these in a clinic. The articles went into considerable detail about the second applicant’s eating disorder and addiction, and her relationship with her husband, the first applicant. A photograph of the second applicant, which had been taken without her knowledge, and which showed her walking in the grounds of the private clinic to which she had been admitted, accompanied two of the articles. The applicants’ complaints to the Press Complaints Commission were upheld and the action that they brought against two former friends for breach of confidence was settled. The complaint brought before the European Commission of Human Rights was that the UK had failed to protect the applicants’ right to private life in Article 8 of the ECHR. The Commission declared this complaint inadmissible because the applicants had not exhausted their remedies against the newspapers under domestic law, in particular under breach of confidence. The Commission observed:209

[T]he Shelley Films Ltd case … clearly suggests that photographs can of themselves form the basis of a breach of confidence action and, in view of the clearly clandestine manner in which the photograph of the second applicant was taken, the Commission does not consider that the Shelley Films Ltd case is as clearly distinguishable on its facts as is submitted by the applicants.210

In other words, Shelley Films was treated as analogous to the situation in Spencer and as authority for establishing that the surreptitiously taken photographs of private information (ie the second applicant wandering around the grounds of a private clinic) could be restrained.211 But, as we have argued, Shelley Films may be seen as an example of where an obligation was imposed because of knowledge that the information was confidential, as indicated by the steps which had to be taken to acquire the information. In Spencer, knowledge that the information was confidential could be surmised both from the use of long-range and covert photography, but also because of the nature of the information—a weakened, emaciated figure attending a private rehabilitation clinic.

Conclusion

7.70 In summary, a significant, but not substantial, body of case law existed prior to the HRA which involved surreptitiously acquired information of a confidential or private nature. Greater success in establishing an obligation of confidence was achieved in commercial cases than those relating to personal information, but later ‘privacy’ cases, post-Spycatcher, as we will see, have been in favour of imposing a duty.212 Therefore, it is submitted that courts expressed a willingness to impose a duty of confidence without resort to a pre-existing relationship of confidence or an active communication of information. However, there was no authoritative decision on this issue.213 Further, the basis for imposing the obligation was not that the method of obtaining the information was underhand or morally reprehensible, but rather that such methods were indicative of knowledge that the information was confidential.214 It is on this basis—knowledge of the confidential nature of information—that it is submitted English courts were imposing the duty. Indeed, in a recent surreptitious acquisition case involving commercial confidential information, the court adopted an approach consistent with this view.

7.71 JN Dairies Ltd v Johal Dairies Ltd and Singh215 was a dispute involving two competing wholesale dairies. The second defendant was an ex-employee of the claimant, who, two days after his employment was terminated, entered the claimant’s premises in the early hours of the morning and, without permission, stole invoices which detailed the quantities of goods purchased by customers and the prices charged. After giving these documents to the director of the first defendant, representatives of the first defendant immediately started to approach the claimant’s customers, with a view to persuading them to transfer their custom. HH Judge David Cooke held that the invoices were confidential documents, given that they were of ‘considerable commercial value’216 and because of the measures taken by the claimant to maintain their secrecy.217 Further, that the cases dealing with express covenants or implied duties of confidence on employees and ex-employees were not relevant to the circumstances of the case, given that the case did not involve an employee having copied or taken documents prior to their departure or an ex-employee using their ordinary skill and experience in a post-termination situation.218 As such, there was no question of having to satisfy the higher threshold of ‘trade secret’ as discussed in the ‘employment’ confidentiality cases.219 Rather, the judge applied the authority of Coco v Clark. In dealing with the second limb, he observed:

… it seems somewhat artificial to refer to the information being ‘communicated’ in circumstances in which it was stolen by the second defendant. It is clear that when he took it he knew that it was the claimant’s commercially valuable information, and that he had no right to obtain it or to pass it on to anyone else without the claimant’s authority. That is sufficient to impose upon him a duty of confidentiality.220

7.72 The above passage makes clear that the obligation of confidence was imposed on the second defendant because he knew that the information contained in the documents that he was stealing was confidential. Moreover, the first defendant was found to be under a duty of confidence because as a third party ‘the first defendant … knew full well of the confidential nature of the material and the circumstances in which it had been obtained’.221

Post-Human Rights Act

7.73 In the realm of personal or private information there have been various instances of surreptitious acquisition in recent years and, in the UK, these have been dealt with by ‘extended’ breach of confidence.222 What these cases reveal is that underhand means of acquiring information, such as covert photography or filming, may indicate the private nature of the information, but courts are unwilling to conclude that the means of acquisition alone makes information ‘private’. Courts have also shown some inclination towards treating covert recording per se as a privacy intrusion, but this remains a rather ambiguous area, not least because it highlights the limitations of relying on breach of confidence, which emphasizes misuse and disclosure/publication of information.223 As for surreptitious acquisition of commercial information, the developments in the ‘privacy’ cases undoubtedly provide stronger support for cases of ‘industrial espionage’ amounting to a breach of confidence.

Campbell v MGN

7.74 In Campbell v Mirror Group Newspapers Ltd,224 which has already been discussed at length in Chapter 6,225 the photographs taken of the claimant emerging from a Narcotics Anonymous (NA) meeting were obtained surreptitiously, by using covert photography.226 However, as previously discussed, the House of Lords chose to determine the claimant’s action, not based on ‘traditional’ breach of confidence principles, but rather through a balancing exercise between Article 8 and Article 10 of the ECHR.

7.75 The majority considered the covertly taken photographs as critical to the balancing exercise. Lord Hope commented that, but for the publication of the photographs, the balance between Articles 8 and 10 would have been ‘about even’ but the captions to the photographs linked ‘what might otherwise have been anonymous and uninformative pictures with the main text’.227 Lord Hope added:

… Miss Campbell could not have complained if the photographs had been taken to show the scene in the street by a passer-by and later published simply as street scenes. But these were not just pictures of a street scene where she happened to be when the photographs were taken. They were taken deliberately, in secret and with a view to their publication in conjunction with the article. The zoom lens was directed at the doorway of the place where the meeting had been taking place. The faces of others in the doorway were pixelated so as not to reveal their identity. Hers was not, the photographs were published and her privacy was invaded. The argument that the publication of the photograph added credibility to the story has little weight. The photograph was not self-explanatory. Neither the place nor the person were instantly recognisable. The reader only had the editor’s word as to the truth of these details.228

7.76 Thus, for Lord Hope, publication of the photographs engaged Article 8 ECHR primarily because of their association with the relevant newspaper articles, but also because the covert way in which they were taken suggested they were not simply ‘street scenes’.229 The claimant’s Article 8 right could not be restricted by the defendants’ countervailing Article 10 right because Lord Hope doubted whether the editorial decision to use the photographs added any credibility to the story of the claimant’s drug addiction.

7.77 For Baroness Hale, the covert way in which the claimant was photographed had little importance. Her ladyship observed that, ‘We have not so far held that the mere fact of covert photography is sufficient to make the information contained in the photograph confidential. The activity must be private’.230 However, Baroness Hale agreed with Lord Hope that the way in which the photographs were used in relation to the article made the information private: ‘the accompanying text made it plain that these photographs were different. They showed her coming either to or from the NA meeting’.231 As such, the photograph added to the impact conveyed by the words and added to the potential harm, by deterring the claimant from returning to the same location.232 Baroness Hale also held that it was unnecessary to use these photographs in order to convey that the claimant had a drug addiction.233

7.78 Lord Carswell had no doubt that the details of the claimant’s NA meeting and the ‘photographs taken surreptitiously in the street of her emerging from a meeting went significantly beyond the publication of the fact that she was receiving therapy or that she was engaged in a course of therapy with NA. It revealed where the treatment was taking place and the text went into the frequency of her treatment.’234 In other words, Lord Carsell found that the photographs conveyed additional private information and that it was a disproportionate restriction on the claimant’s Article 8 rights to use the photographs in order to establish that the claimant had a drug addiction for which she was receiving therapy.

7.79 The minority of the House of Lords differed in their treatment of the photographs. Lord Nicholls reiterated that the taking of the photographs was not the invasion of privacy, but rather the complaint related to the disclosure of the private information as contained in the photographs. ‘Thus the fact that the photographs were taken surreptitiously adds nothing to the only complaint being made.’235 His lordship concluded that the photographs accompanying the newspaper articles did not convey private information additional to that disclosed in the article, but simply showed the claimant in the street, with others, on the doorstep of a building. ‘There was nothing undignified or distrait about her appearance.’236

7.80 Lord Hoffmann commented that:

… the widespread publication of a photograph of someone which reveals him to be in a situation of humiliation or severe embarrassment, even if taken in a public place, may be an infringement of the privacy of his personal information. Likewise, the publication of a photograph taken by intrusion into a private place (for example, by a long distance lens) may in itself by such an infringement, even if there is nothing embarrassing about the picture itself: Hellewell v Chief Constable of Derbyshire [1995] 1 WLR 804, 807.236a

In this passage, Lord Hoffmann apparently recognizes two types of privacy harm. The first is the publication of humiliating or embarrassing photographs (regardless of where these are taken). The second is the publication of photographs that do not reveal embarrassing information but which are taken by intrusive means, where a person may reasonably expect such an intrusion not to occur (eg by covert photography while in a private place such as one’s home). However, for this second type of harm, Lord Hoffmann refers to the publication of photographs and it is hard to see why this should be the nub of the complaint if the material published is in fact anodyne. It is submitted that really the complaint is more along the lines of intrusion upon the claimant’s seclusion or solitude. This view is bolstered by Lord Hoffmann’s conclusion that the photographs of the claimant were neither embarrassing nor involved an intrusion into a private space.237 Lord Hoffmann also diverged from the majority about whether it was justifiable to use the photographs in order to add credibility to the story of the claimant’s drug addiction. He held that the ‘decision to publish the pictures was in my opinion within the margin of editorial judgment and something for which appropriate latitude should be allowed’.238

7.81 Thus, we see several divergences in the Campbell decision. The first relates to the relevance of the surreptitious manner in which photographs of the claimant were taken. Baroness Hale (in the majority) and Lord Nicholls (in the minority) considered this factor as irrelevant to the claimant’s Article 8 rights. However, Lord Hoffmann (in the minority) appeared to suggest that covert photography might constitute an ‘intrusion’ where someone is photographed in a private place; whereas, Lord Hope (in the majority) found that the way in which the photographs were taken was relevant because it indicated that the information contained within them was private. The second divergence was between the majority and minority and concerned whether the link between the article and the photograph was sufficient to make the information depicted in the photograph ‘private’.239 In principle, there seems to be no reason why associating an image with certain information cannot make that image ‘private’, and one can imagine various situations where this might be the case. For example, a photograph of a politician emerging from a building could give rise to an expectation of privacy where it is associated with text explaining that a brothel operates in the building or that the building is a treatment clinic for persons with HIV. The final divergence was whether publication of the photograph was part of the editorial discretion in reporting the fact of the claimant’s addiction and treatment thereof.

7.82 The defendant newspaper in Campbell brought a complaint against the United Kingdom before the European Court of Human Rights, arguing, inter alia,240 that the decision of the House of Lords on breach of confidence was a violation of their Article 10 right to freedom of expression. This was rejected by the European Court of Human Rights, who considered the reasons of the majority of the House of Lords as ‘convincing’,241 including the reasons that:

the photographs had been taken deliberately with a view to inclusion in the article and were accompanied with captions which made it clear she was coming from her NA meeting thereby connecting those photographs to the private information in the articles.242

7.83 In response to the applicant’s argument that Ms Campbell had not relied on the photographs per se as a ground of complaint, the Strasbourg Court found that:

Lord Nicholls … clarified that the applicant complained that the information conveyed in the photographs was private and, further, the majority members of the House of Lords … found that the captions and context in which the photographs were presented, which made it clear that Ms Campbell was coming from her NA meeting at an identifiable place, inextricably linked the photographs to the impugned private additional material.243

7.84 Thus, the Court accepted that the way in which the photographs had been used—ie in association with other, private information—made the information conveyed by those photographs private. The fact that the photographs had been taken covertly or surreptitiously also seemed to be relevant (although perhaps less so) given that the Court observed:

although freedom of expression also extends to the publication of photographs, this is an area in which the protection of the rights and reputation of others takes on a particular importance. Photographs appearing in the tabloid press are often taken in a climate of continual harassment which induces in the person concerned a very strong sense of intrusion into their private life or even of persecution (Von Hannover v Germany …).244

In other words, the Court noted the intrusive nature of covert photography by the paparazzi.245

Douglas v Hello!

7.85 Covert photography by an intruder was the source of the complaint in the Douglas v Hello! litigation.246 A paparazzo photographer, Mr Rupert Thorpe, evaded the extensive security measures that had been adopted at the Douglases’ wedding in order to preclude the uninvited, as well as any unauthorized photography, and took poor quality photographs which were subsequently sold, via a third party, to the defendant magazine.247 An attempt to restrain publication of the unauthorized photographs by Hello! magazine was ultimately unsuccessful before the Court of Appeal248 and so the unauthorized photographs were published in Hello! magazine on the same day as OK! magazine published their authorized, exclusive photographs for which they had paid the Douglases £1 million pounds. The claimants then successfully pursued their claim in damages at trial before Lindsay J.249 The Court of Appeal dismissed the defendants’ appeal against the first and second claimants but allowed their appeal against the third claimant, OK! magazine;250 however, in the House of Lords, OK! magazine’s appeal was upheld and the order of Lindsay J restored.251

7.86 The surreptitious manner in which the photographs had been taken was examined, in varying degrees, at each stage of the litigation. In the defendants’ appeal from Hunt J’s continuation of an interim injunction against Hello! magazine, the Court of Appeal was particularly concerned with the fact that an intruder,252 rather than guests or employees at the wedding,253 had taken the photographs. This was because the court perceived the limits of the law of confidentiality as not extending to intruders ‘with whom no relationship of trust had been established’,254 and thus ‘the court would have to explore the law relating to privacy when it is not bolstered by considerations of confidence’.255

7.87 Brooke LJ referred to Creation Records and Shelley Films as examples of where injunctions had been granted ‘to restrain the publication of photographs taken surreptitiously in circumstances in which the photographer would be taken to have known that the occasion was a private one’256 and regarded it as ‘well settled’ that ‘if on some private occasion the prospective claimants make it clear, expressly or impliedly, that no photographic images are to be taken of them, then all those who are present will be bound by the obligations of confidence created by their knowledge (or imputed knowledge) of this restriction’.257 Other, unwanted intrusions of privacy that did not fall within this principle had not yet been recognized by English law.258 The significance of Brooke LJ’s dicta is that it treats as settled the fact that knowledge that information is private (because it is a private occasion) is sufficient to establish a duty of confidence. In terms of a right to privacy, Brooke LJ saw the potential for Article 1 of the Convention to provide the basis for courts to develop this,259 but he did not express a final view on this issue,260 instead relying on section 12(3) of the HRA to take into account considerations of privacy and freedom of expression at the interlocutory stage.261 Brooke LJ did not regard the first and second claimants’ privacy case as strong, or that it added very much to their claim based on confidentiality262 because they had not hosted what would be normally regarded as a ‘private wedding’.263

7.88 Sedley LJ, who delivered the boldest of the three judgments, commented that ‘we have reached a point at which it can be said with confidence that the law recognises and will appropriately protect a right of personal privacy’,264 and relied particularly on Hellewell, Lord Goff’s dicta in Spycatcher, and Spencer. In Sedley LJ’s view, to recognize a right to privacy grounded in the equitable doctrine of breach of confidence did little more than say ‘by way of a label’ what courts have been saying over the years,265 except that permitted this interest to be protected more directly.266 Sedley LJ further stated that, if the shift from confidentiality to privacy amounted to more than a modern restatement of the scope of confidence, this was ‘precisely the kind of incremental change for which the Act is designed’.267 Sedley LJ also interpreted section 12(4) of the HRA as allowing privacy interests to be taken into account. On the facts, Sedley LJ concluded that the claimants had a ‘powerful prima facie claim to redress for invasion of their privacy’.268

7.89 Keene LJ commented that ‘no watertight division’ existed between the concepts of confidence and privacy, and that breach of confidence is a constantly ‘developing area of the law’.269 He noted that before the coming into effect of the HRA, there had been ‘persuasive dicta’ in Hellewell and Spycatcher:

to the extent that a pre-existing confidential relationship between the parties is not required for a breach of confidence suit. The nature of the subject matter or the circumstances of the defendant’s activities may suffice in some instances to give rise to liability for breach of confidence. That approach must now be informed by the jurisprudence of the Convention in respect of article 8.270

In light of these developments and ‘the apparent obligation on English courts now to take account of the right to respect for private and family life under article 8 when interpreting the common law’ he thought it unlikely that Kaye v Robertson would be decided in the same way today.271 On the facts, Keene LJ was hesitant to conclude that the claimants were likely to succeed at any eventual trial, given the occasion had lost much of its private nature and had been commercialized.272

7.90 The Court of Appeal ultimately refused to grant the injunction because the balance of convenience lay with the defendants, and the claimants’ losses could be adequately compensated, particularly given that the first and second claimants had commercialized their privacy interests in their wedding.273

7.91 The presaging of a right to privacy in English law by the Court of Appeal did not eventuate at first instance, where Lindsay J refused to recognize an existing law of privacy, largely due to lack of clear judicial support,274 the fact that the law of confidence was adequate to protect the claimants’ interests and the inappropriateness of a first instance judge doing so.275 Thus, the claimants’ success was firmly based on the law of confidentiality. However, it is important to note that Lindsay J followed the principles in post-HRA cases,276 which he described as representing a ‘fusion between the pre-existing law of confidence and rights and duties arising under the Human Rights Act’.277 In particular, he relied upon Brooke LJ’s dicta that surreptitiously taken photographs can be restrained from publication where a person knows or ought to know that no photographic images are to be taken of them. Applying the law to the facts, Lindsay J held:

The event was private in character and the elaborate steps to exclude the uninvited, to include only the invited, to preclude unauthorised photography, to control the authorised photography and to have had the claimants’ intentions in that regard made clear all conduce to that conclusion. Such images as were, so to speak, radiated by the event were imparted to those present, including Mr Thorpe and his camera, in circumstances importing an obligation of confidence. Everyone there knew that was so. In the circumstances as I have held them to be, Mr Thorpe knew (or at the very least ought to have known) that the claimants reasonably expected the private character of the event and photographic representation of it to be protected.278

7.92 Two points should be made here. The first is that Lindsay J held that the way the event had been hosted (in particular the various security arrangements) pointed to the confidentiality of the event, as least as regards photography, and that these circumstances, which must also have included Mr Thorpe’s surreptitious photography, pointed to knowledge that the claimants had a reasonable expectation of privacy/confidentiality. The second point is that the information was in fact treated as either commercial or of a hybrid nature because the private information was commercialized.279 As such, there is an argument for saying that Lindsay J’s recognition of the principles in Shelley Films and Creation Records are also applicable to trade secrets. In other words, post-HRA the argument for recognizing an obligation of confidence where commercial information is surreptitiously obtained is even stronger.280

7.93 On appeal, the Court of Appeal asked whether the law of confidence protected their wedding as ‘private’ information and, vis-à-vis OK! magazine, whether it could be also protected as a trade secret. Applying Campbell, the Court held that ‘photographs of the wedding plainly portrayed aspects of the Douglases’ private life and fell within the protection of the law of confidentiality’.281 As for the Douglases’ commercial interest in their wedding, the Court held:

Where an individual (‘the owner’) has at his disposal information which he has created or which is private or personal and to which he can properly deny access to third parties, and he reasonably intends to profit commercially by using or publishing that information, then a third party who is, or ought to be, aware of these matters and who has knowingly obtained the information without authority, will be in breach of duty if he uses or publishes the information to the detriment of the owner. We have used the term ‘the owner’ loosely.282

7.94 On appeal by the third claimant to the House of Lords, Lord Hoffmann agreed with the judge’s conclusion at first instance that the Douglases ‘had made it clear that anyone admitted to the wedding was not to make or communicate photographic images’.283 In addition, Lord Hoffmann added that, ‘everyone knew that the obligation of confidence was imposed for the benefit of ‘OK!’ as well as the Douglases. To no one could this have been clearer than to Mr Thorpe’.284 From Lord Hoffmann’s dicta it is possible to say that knowledge seems to be a crucial factor—both in terms of knowing that the event was confidential as regards photography and in terms of knowing that it was intended that OK! magazine would benefit from this confidentiality. How this knowledge affected OK!’s standing to sue is discussed later in this chapter, where it is argued that Lord Hoffmann’s reasoning supports the imposition of an independent obligation of confidence on Hello! magazine, simply by virtue of Hello!’s knowledge that the event was being kept secret for the benefit of OK!.285

Murray v Express Newspapers

7.95 Murray v Express Newspapers is another example of covert photography, this time of the child of a celebrity being pushed in a pram on a public street.286 At first instance the covert nature of the photography played little part in Patten J’s analysis. More important to his decision to strike out the claim was the fact that the photographs depicted the child engaged in routine activity in a public place.287 The Court of Appeal reversed the first instance decision.288 It held that Patten J had focused too much on the taking of the photograph,289 whereas, in the court’s opinion, ‘the focus should not be on the taking of a photograph in the street, but on its publication’.290 The Court observed: ‘In the absence of distress or the like caused when the photograph is taken, the mere taking of a photograph in the street may well be entirely unobjectionable. We do not therefore accept, as the judge appears to suggest in [65], that, if the claimant succeeds in this action, the courts will have created an image right’.291 The Court added:

If the photographs had been taken, as Lord Hope put it at [123] of Campbell, to show the scene in a street by a passer-by and later published as street scenes, that would be one thing, but they were not taken as street scenes but were taken deliberately, in secret and with a view to their subsequent publication. They were taken for the purpose of profit, no doubt in the knowledge that the parents would have objected to them.292

7.96 In addition, the court noted that, ‘This was not the taking of a single photograph of David in the street … it was the clandestine taking and subsequent publication of the Photograph in the context of a series of photographs’.293

7.97 These statements of the Court of Appeal reveal two different ways in which clandestine photography may give rise to privacy claims. The first is that covert photography may engage Article 8 where distress is caused or where there is surveillance of a person, ie where there is an intrusion into a person’s solitude or seclusion. The second is that where the photograph is deliberately taken, with a view to publication for profit, knowing that the person depicted is likely to object, this may establish a reasonable expectation of privacy. The first way is not concerned with disclosure of information, but concerned with the potential intrusion caused by surreptitious photography. The second way is ostensibly linked to publication of the photographs; however, the difficulty is in understanding why deliberate, covert, and for-profit photography of a person walking along a public street is more objectionable than accidental, overt, and non-profit photography of someone in a public place, if the information contained within the photographs is exactly the same. It is suggested that deliberate, secret, and for-profit photography may indicate knowledge, on the part of the person taking the photograph, that the information depicted within it is private. Alternatively, and it is submitted more likely, the deliberate, secret, and for-profit nature of the recording probably takes into account the intrusion and harassment that ensues from pursuit of celebrities by paparazzi. In other words, what may have concerned the Court of Appeal most in Murray was the intrusion into one’s private life, rather than disclosure of private information.

Peck; Von Hannover

7.98 That privacy interests may concern disclosure of embarrassing information as well as intrusion on one’s seclusion/solitude is underscored by Strasbourg jurisprudence, such as Peck v UK294 and Von Hannover. In Peck the applicant’s attempted suicide and its aftermath had been caught on CCTV operated by the local council, which in turn enabled police to make a timely intervention. The CCTV footage was shown on television, in order to highlight the effectiveness of CCTV, and as a result the applicant’s image (which was inadequately masked) was circulated to a wide audience. The applicant complained about the Council’s disclosure of the CCTV footage to various media organizations. The European Court of Human Rights found that the applicant’s rights under Article 8 of the ECHR, in isolation and taken together with Article 13, had been violated. In so doing, the Court recognized that the disclosure by the council of the relevant footage constituted a serious interference with the applicant’s right to respect for his private life. This was despite the fact the applicant was in a public street. Instead, the public location of the applicant’s activity was only a factor in the overall assessment.295 The Court found that:

… the relevant moment was viewed to an extent which far exceeded any exposure to a passer-by or to security observation and to a degree surpassing that which the applicant could possibly have foreseen when he walked in Brentwood on August 20, 1995.296

Thus, the public location of the applicant when his activities were filmed did not preclude his Article 8 rights from being engaged, both because the information captured was highly sensitive in nature and because the footage facilitated further disclosure of this intimate information.

7.99 By contrast, the decision of the European Court of Human Rights in Von Hannover v Germany,297 found a violation of Article 8 where the information was completely anodyne. Here, paparazzi had ‘hounded’ Princess Caroline of Monaco, constantly taking photographs of her going about her ordinary, daily business (shopping, playing sport, leaving the house), and these photographs were published in the German tabloid press. The Court found that the applicant’s inability to obtain a successful remedy before the German courts constituted a violation of the applicant’s Article 8 rights. The Court found that the applicant’s status as a public figure was irrelevant where she was not carrying out official or public duties, and that her private activities were not relevant to any political or public debate,298 but were solely for the prurient interest of society.299 The information depicted in the photographs in Von Hannover was clearly of a very different kind to that depicted in the CCTV footage in Peck, and yet disclosure of both types of information was held to constitute a violation of Article 8 ECHR. One view of von Hannover is that it considerably extends the notion of ‘private life’ in Article 8 to include publication of any unauthorized photograph of a person while engaged in everyday activities300 and, as such, borders on an image right. The decision of the European Court of Human Rights in Reklos and Davourlis v Greece301 also supports this view.302 This was a case in which the court held that photographing a newborn baby without consent and retaining the negatives of such photographs was a violation of the child’s Article 8 rights. In reaching this conclusion, the Court commented that ‘private life’ is a broad concept and that a ‘person’s image constitutes one of the chief attributes of his or her personality’ so that ‘[t]he right to the protection of one’s image is thus one of the essential components of personal development and presupposes the right to control the use of that image’.303

7.100 Another, narrower, interpretation of Von Hannover is that the continual harassment of the applicant by the paparazzi whilst engaging in her ordinary activities heavily influenced the court’s decision.304 In other words, this continual harassment was itself seen as a form of intrusion. Support for this view comes from the following statements of the court:

Furthermore, photos appearing in the tabloid press are often taken in a climate of continual harassment that induces in the persons concerned a very strong sense of intrusion into their private life or even of persecution.305

… even though, strictly speaking, the present application concerns only the publication of the photos and articles by various German magazines, the context in which these photos were taken—without the applicant’s knowledge or consent—and the harassment endured by many public figures in their daily lives cannot be fully disregarded.306

Mosley v Express Newspapers

7.101 That English courts are willing to treat clandestine recordings and the publication of such recordings as two separate ways of engaging Article 8 is highlighted by comments obiter of Eady J in Mosley v News Group Newspapers Ltd.307 In this case, a sex worker participating in a sadomasochistic sex party clandestinely filmed the activities of the party and sold her story to the News of the World. The defendant newspaper published articles containing lurid details of the party, accompanied by photographs, and published the same, along with video footage, on its Internet website. After reviewing relevant Strasbourg jurisprudence,308 Eady J observed that, ‘it becomes fairly obvious that the clandestine recording of sexual activity on private property must be taken to engage Art. 8’.309 Eady J stated that the ‘appropriateness of onward publication’ was a separate issue and that the claimant’s action related only to publication of the information and not ‘the intrusive method by which it was acquired’.310 Eady J’s comments concerning clandestine recording are strictly obiter; however, they do indicate a potential acceptance by the courts that there may be a reasonable expectation of privacy where there is clandestine photography or filming on the basis of its intrusiveness, without the need for disclosure of the information. Although, it is important to note that Eady J’s comments were confined to covert recording of sexual activity on private property and thus they do not explicitly support the prohibition of covert recording or photographing of anodyne activities in a public location, such as a public street.

Conclusion

7.102 Protection of privacy that is grounded in an action for breach of confidence is concerned only with misuse or unauthorized disclosure of private information. Thus, the English decisions demonstrate either that ‘extended’ breach of confidence is inadequate because it does not easily embrace straightforward situations of ‘intrusion’ or that courts are gradually expanding the boundaries of the action to include protection against ‘intrusion’. The scope for courts to do the latter could be bolstered if Strasbourg jurisprudence on Article 8, which embraces a wide notion of ‘private life’,311 is utilized by English courts. However, if English courts seek to protect against ‘intrusions’ into private life as well as disclosure of private information then the connection to breach of confidence will become increasingly tenuous,312 and the case for recognizing a separate tort of privacy much stronger.

E. Third Party Liability

7.103 When discussing the liability of third parties it is important to be clear about what we mean by third party receipt and how it differs from accidental or surreptitious acquisition of confidential information (discussed above). In short, it covers the situation where A discloses confidential information to B, who then, without authorization, passes it to C. In other words, there is a confidential relationship between A and B, which has been broken, and C is a ‘third party’ to this relationship. As discussed in Chapter 4, the policy of the courts’ intervention to restrain third parties is to protect and reinforce the confidential obligation between A and B.313 To do otherwise would allow the confidential obligation easily to be circumvented and undermine its value.314 The risk that this might happen is heightened by the ease and speed with which information may be disseminated.

7.104 The court’s power to grant relief against third parties315 in the exercise of its equitable jurisdiction316 has existed from an early stage.317 It is clear that the jurisdiction extends to grant relief against a third party whether he receives confidential information as a result of the breach of an equitable318 or contractual319 obligation of confidence. But while the existence of this jurisdiction is undoubted, considerable uncertainty attends the circumstances of its exercise. Here we must distinguish two types of situation: first, where the third party receives the confidential information with knowledge of the breach; and second, where the third party innocently receives the confidential information but is later given notice of the breach of confidence through which he received the information. In the first situation, the assessment is directed to the knowledge of the third party at the time of receipt, and the knowledge may be actual, imputed, or constructive. In the second situation, the notice serves to give the third party actual knowledge of a past impropriety of which he was previously unaware. It is to be differentiated from the existence of circumstances which at the time the third party receives confidential information serve to give him constructive knowledge of an impropriety in which he is presently participating.

Liability of third parties who receive confidential information with knowledge of the breach

Actual knowledge

7.105 It is clear that a third party who has actual knowledge that he is receiving information in breach of confidence at the time when the information is communicated to him will be affixed with an obligation of confidence at the time he receives the information.320 Thus, in Attorney General v Guardian Newspapers Ltd (No 2)321 (Spycatcher), Lord Keith of Kinkel observed: ‘It is a general rule of law that a third party who comes into possession of confidential information which he knows to be such, may come under a duty not to pass it on to anyone else.’322 Lord Griffiths commented in similar terms: ‘The duty of confidence is, as a general rule, also imposed on a third party who is in possession of information which he knows is subject to an obligation of confidence’.323 Appellate courts of other jurisdictions have accepted this proposition as well. For example, the Supreme Court of Canada in Cadbury Schweppes Inc v Fbi Foods Ltd observed that: ‘Equity will pursue the information into the hands of a third party who received it with the knowledge that it was communicated in breach of confidence’324 and CJ Gleeson of the High Court of Australia commented obiter in Lenah Game Meats that where private activities are photographed or filmed, ‘There would be an obligation of confidence upon the persons who obtained them, and upon those into whose possession they came; if they knew, or ought to have known, the manner in which they were obtained’.325

A requirement of dishonesty?

7.106 The liability of third parties has been analogized to accessory liability for breach of trust or fiduciary obligation, where it has been held that ‘dishonesty on the part of the third party would seem to be a sufficient basis for his liability, irrespective of the state of mind of the trustee who is in breach of trust’.326 What constitutes ‘dishonesty’ for accessories to breach of trust has been controversial, but the position is that it should be judged by the ‘ordinary standards of reasonable and honest people’ and the third party must have ‘himself realized that by those standards his conduct was dishonest’.327 Support for treating third party recipients of confidential information as a form of ‘accessory liability’ comes from the Court of Appeal decision in Thomas v Pearce.328 In this case, the first defendant had been employed by the claimant’s estate agency, but left to work for the second defendant, another firm of letting agents. The first defendant made a list of the claimant’s clients and showed this to the second defendant. The trial judge held that the first defendant’s actions amounted to breach of contract and breach of an implied obligation of confidentiality. Against the second defendant, however, the judge dismissed the claim of knowing assistance in the breach of confidence by the first defendant because the second defendant, although she had acted negligently, had not acted dishonestly. On appeal to a two-member Court of Appeal, Buxton LJ (with whom Gage J agreed) cited with approval329 the following passages from Toulson J’s book Confidentiality:330

There has been debate over what constitutes sufficient knowledge for the conscience of a third party to be bound. The relevant equitable principle is the same as applies to accessories to a breach of trust. In Royal Brunei Airlines v Tan … Lord Nicholls, delivering the judgment of the Board, held that failure to exercise reasonable diligence was insufficient to establish liability against a third party who procured or assisted in a breach of trust, and that it was necessary to establish that he had failed ‘to observe the standard which would be observed by an honest person’ placed in his circumstances …

Dishonesty is a natural word to use in relation to misappropriation of trust assets. It is an equally natural word to use in relation to misuse of confidential information of a commercially valuable kind …

The most important thing is that for a third party to be held liable in equity for a breach of confidence, more is required than merely careless, naïve or stupid behaviour; there must be awareness of the fact that the information was confidential or willingness to turn a proverbial blind eye.

7.107 After citing the above passages from Toulson J’s book, Buxton LJ commented:

It is true that the same broad principles apply whether the question is wrongful knowledge on the part of a third party in respect of breach of confidence, as with this case, or, on the other hand, knowing assistance in breach of trust. But it is not easy directly to translate the very wording of knowing assistance in breach of trust cases to a somewhat different set of facts, as we have here, and I find Toulson J.’s treatment of that question in the confidentiality context of considerable value.331

7.108 Referring to the decision of the trial judge, Buxton LJ concluded that ‘what he was saying was that it was necessary to find dishonesty on Mrs Price’s part, and that could flow either from conscious knowledge of the wrongness of the circumstances or a deliberate closing of one’s mind’.332 According to the Court of Appeal, the trial judge had asked himself the correct questions and shown an appropriate understanding of ‘dishonesty’.333

7.109 In Campbell v MGN Ltd334 the Court of Appeal commented that, ‘the third party will come under a duty of confidence to the confider if he knows that the information has been obtained in breach of confidence’ and, citing Toulson and Phipps, stated that ‘This principle is derived from the doctrine that it is equitable fraud in a third party knowingly to assist in a breach of trust, confidence or contract by another …’. However, interestingly, the Court of Appeal rejected a test of ‘dishonesty’ for a third party when it came to private information. The Court commented: ‘The suggestion that complex tests of the mental state of the publisher have to be satisfied before breach of confidence can be made out in respect of publication of information which violates the right of enjoyment of private or family life is not acceptable’.335 However, the court observed that ‘dishonesty’ could be relevant where trade secrets are involved.

7.110 The decision in Thomas v Pearce to equate ‘knowing assistance’ cases for breach of trust with liability of third party recipients of confidential information, such that the latter will be liable only where they have acted dishonestly, has been criticized by Paul Stanley,336 who argues that a standard of constructive notice ought to be used. This is because ‘given the very clear statements of high authority to the effect that whether a person has notice that information is confidential is, in other areas, an objective question there is no reason to apply a different standard in three-party situations where the source of the information happens to be acting in breach of confidence’.337 An example of this ‘high authority’ would be Lord Goff’s obiter dicta in Spycatcher.338 The point that Stanley is making is that notice, judged objectively, can form the basis of imposing a confidential obligation on persons who are strangers to any confidential relationship, in which case it would be bizarre if third party recipients of confidential information were put in a different (and easier) position. As will be discussed below, there is also significant judicial support for tests of actual, imputed, and constructive knowledge, rather than a ‘dishonesty’ requirement for third parties who receive confidential information in breach of a confidential obligation. Finally, we would argue that analogy with accessory liability for breach of trust is inapposite here because the courts have developed a separate notion of confidence at the root of the breach of confidence action which is to be distinguished from equity’s other creation, the trust.339 As such, we would agree with Stanley that: ‘Thomas v Pearce ought to be regarded as wrongly decided, and the beguiling but incorrect categorisation of three-party cases as involving some form of “accessory” liability ought to be abandoned. Notice must be understood to include constructive notice’.340

7.111 Although dishonesty is not (and should not be) a prerequisite for establishing third party liability for breach of confidence, it may assist in establishing actual knowledge, as illustrated by the case of Prince Albert v Strange,341 where the claimant sought to enjoin two third parties, Judge and Strange, from using confidential information. It is to the liability of the defendant, Judge, that the present discussion is directed. The confidential information consisted in a number of etchings which the claimant had made and which he had entrusted to a printer for the purpose of making impressions. One of the printer’s employees surreptitiously took copies of the impressions and gave them to Judge, who intended to exhibit them and to publish a catalogue describing them. Knight Bruce V-C granted an injunction against Judge restraining him from exhibiting the impressions and from selling the catalogue. He held that, since Judge had ‘knowingly’ participated in the employee’s breach of confidence, equity would intervene to prevent him from using the confidential information so obtained:

His case is one of entire and undissembled dishonesty. There may possibly be a legal difference between the act of a man who, at a low price, buys from a domestic servant goods which the buyer knows to have been treacherously stolen by the servant from that servant’s master, and the acts of Mr Judge, in acquiring from the employee … under the circumstances and in the manner in which Mr Judge did acquire the disputed impressions—there may possibly, I say, be a legal distinction. Morally, there is none—equitably there is none.342

7.112 The Vice-Chancellor added that it ‘would indeed be a slur upon jurisprudence, and a dishonour to the administration of justice, were a Plaintiff in such a case to seek protection and redress in vain’.343

Knowledge imputed to a company

7.113 Courts have also readily attributed liability to any company which has been promoted by a confidant to exploit confidential information in breach of an obligation owed by the confidant.344 The confidant’s knowledge has been imputed to the company, which, if the theory of separate corporate identity is maintained, is in the position of a third-party recipient of confidential information. The promotion of a company to exploit confidential information is particularly likely to take place when an employee leaves his employment and establishes a business in competition with his former employer.

Constructive knowledge

7.114 There are several cases which accept third party liability for breach of confidence on the basis of constructive knowledge of the impropriety at the time confidential information is received. Certainly, there is authority for the proposition that a wilful abstention by the third party from making proper inquiries in circumstances where he ought to have done so will suffice to affix the third party with notice. In London & Provincial Sporting News Agency v Levy345 the claimants were turf commission agents, part of whose business involved obtaining information regarding betting prices offered on course at various race meetings, and communicating that information to subscribers. The subscribers were contractually bound to use the information for their own private purposes only, and not to disclose it to others. There were three defendants. The first, Levy, was a bookmaker and a subscriber of the claimants. In breach of his contract, he passed on information received as a subscriber to the second defendant, Pell, a turf commission agent. Pell in turn passed the information on to the third defendants, Francis & Lewis, a sporting news agency, who disseminated the information for the purposes of their business.

7.115 It was not clear whether the second and third defendants knew that they were receiving the information in breach of a subscriber’s contract. Nevertheless, Mackinnon J held them both liable for breach of confidence. The report notes that:

In all the circumstances he [Mackinnon J] had come to the conclusion that both Pell and Francis & Lewis Ltd., knew or ought to have known that the news came from the plaintiff’s service, or at any rate that they had a very certain suspicion that it was the plaintiffs’ news and had deliberately refrained from asking a direct question.346

7.116 That wilfully shutting one’s eyes can point to knowledge is also emphasized by PCR Ltd v Dow Jones Telerate Ltd.347 The claimant in this case provided reports on data about cocoa crops, particularly from the Ivory Coast, to its subscribers, and these reports were of a short-term, price-sensitive nature. The defendant provided specialist commodity news services. One of its employee journalists obtained copies of the subscribers’ reports and used them in news articles. When the journalist spoke to the employee of the claimant about the reports she was not told that the reports were confidential, or that it would be wrong for any subscriber to release the information to her. An action in breach of confidence failed348 because, according to Lloyd J, ‘[the journalist] did not know that the information was confidential’ and nor was ‘there was anything in the circumstances from which I could properly infer that she knew, or that she must have known and was wilfully shutting her eyes to the obvious as regards its confidentiality’.349

7.117 Similarly, Lindsay J at first instance in Douglas v Hello! commented that an obligation of confidence would be imposed on a third party defendant who has ‘received information with notice that he received it by way of a breach of confidence by the confidant to whom it was given and includes also cases where that third party has deliberately closed his eyes to the obvious’.350

7.118 These statements, however, do not lend support to a standard of ‘dishonesty’ for third parties in breach of trust cases. Rather, they point to a means of establishing knowledge, either actual or constructive. Wilfully closing one’s eyes to the obvious is either evidence that a third party, in effect, actually knew that information was disclosed in breach of confidence, or it provides strong evidence of constructive knowledge351—that they ought to have known. Certainly, appellate courts have accepted that constructive knowledge—that is what the third party ought to have known—provides the basis for imposing liability.352 Thus, CJ Gleeson commented obiter in Lenah Game Meats that an obligation of confidence could be imposed on third parties ‘if they knew, or ought to have known’ the manner in which the information was obtained.353 And Lord Hoffmann in Campbell observed that: ‘Equity imposed an obligation of confidentiality upon the latter and (by a familiar process of extension) upon anyone who received the information with actual or constructive knowledge of the duty of confidence’.354 In fact, Lord Hoffmann characterized the cause of action in Prince Albert v Strange as ‘based upon the defendant’s actual or constructive knowledge of the confidential relationship between the Prince Consort and the printer to whom he had entrusted the plates of his etchings’.355

Liability of third parties who innocently receive confidential information

7.119 In several cases the courts have also either held or acknowledged that a third party will be liable to be restrained from using confidential information even if he was completely unaware at the time of receiving the information that it was being communicated to him in breach of confidence.356 The liability of such an ‘innocent’ third party, however, arises only from the date at which he is informed, or given notice, that the information previously communicated to him was acquired as a result of a breach of confidence. The position was explained by Megarry V-C in Malone v Commissioner of Police of the Metropolis (No 2)357 as follows:

If A makes a confidential communication to B, then A may not only restrain B from divulging or using the confidence, but also may restrain C from divulging or using it if C has acquired it from B, even if he acquired it without notice of any impropriety … In such cases it seems plain that, however innocent the acquisition of the knowledge, what will be restrained is the use or disclosure of it after notice of the impropriety.358

7.120 So expressed, the principle implies that all innocent third parties are liable once they have notice of the breach on the part of the confidant through whom they have obtained the information. The question of whether there is a bona fide purchaser value defence for innocent recipients is debatable. We begin, first of all, by describing the circumstances in which it seems clear that an innocent third party will be liable to be restrained and then consider the more contentious applications of the principle.

Third party volunteers who have not altered their position

7.121 It seems clear that, if proceedings are commenced in time, and the third party is a volunteer who has not altered his position by relying on the confidential information, then the third party will be liable to be restrained from using or disclosing the information once he has notice of the breach. In these circumstances, the instigation of the action itself will, of course, bring the breach to the attention of the third party. This was the position of the defendant company in Printers and Finishers Ltd v Holloway.359 The defendant, Holloway, had been employed by the claimants, but became dissatisfied in their service. He approached the defendant company with a view to changing his employment, and, in the final months of his employment with the claimants, he showed some of the defendant company’s employees over the claimants’ factory, caused copies to be made of the claimants’ documents, and gave these, together with samples of the claimants’ products, to the defendant company. Cross J held that Holloway had acted in dereliction of his duty as an employee, but rejected a claim against the defendant company for inducing breach of Holloway’s service contract. This claim failed because Cross J found that the claimants had not established ‘the necessary guilty knowledge on the part of the defendants’. Nevertheless, the judge held that the defendant company was liable to be restrained from using confidential information acquired as a result of Holloway’s breaches on the basis of the equitable jurisdiction against third parties. He relied on Prince Albert v Strange,360 in which one of the defendants, Strange, had been innocent of the breach of duty in which his co-defendant, Judge, had been a knowing participant:

If authority is needed for the grant of an injunction against someone who has acquired … information to which he was not entitled without notice of any breach of duty on the part of the man who imparted it to him but who cannot claim to be a purchaser for value, I think that it can be found in the case of Prince Albert v Strange … There the court granted an injunction against a defendant who was not—or at all events was assumed by the court not to have been—implicated in the breach of confidence in question.361

7.122 Cross J expressly excluded the defendant company from the category of innocent purchasers for value of the confidential information. A contentious issue is whether there is a defence of bona fide purchase for value in the case of third party recipients of confidential information. Some authorities reject the existence of the defence, others accept it, while other cases consider this as a factor relevant to whether a remedy should be granted.

Authority against a bona fide purchaser for value

7.123 There are a number of early decisions which suggest that all innocent third party recipients of confidential information will be liable whether bona fide purchasers or not. In the inadequately reported case of Richards v Dobell362 the claimant, who was a publisher, sought to restrain the defendants from publishing certain letters which had been written to the claimant by numerous well-known authors. On a motion for an interlocutory injunction, the defendants claimed the right to publish the letters on the ground that they had purchased them along with other effects from the claimant’s trustee in bankruptcy. This claim was rejected by Bankes J, who granted the injunction to restrain the defendants, but the report does not give any reasons for the rejection of the claim. In Duke of Queensberry v Shebbeare363 Lord Henley continued an injunction which restrained a printer from publishing a work containing confidential information. The printer was a third party recipient of the manuscript and was, it seems, a bona fide purchaser because the report notes that he afterwards recovered before Lord Mansfield a large sum from the confidant, who had represented to him that he had a right to publish the work. And in Lamb v Evans364 one of the defendants who was restrained from using confidential information was a third party who had acquired the rights in a trade directory containing the information. The judgment does not discuss the point, but it appears from the facts that this defendant had purchased the rights in the directory without notice of the fact that it contained confidential information.365

7.124 These early cases are not strong authority, but they suggest that all innocent third parties, even if bona fide purchasers for value, will be liable to be restrained once they have notice of the fact that they derived confidential information in breach of confidence. Later cases, however, show a divergence of opinion. Some authorities reject the existence of a defence of bona fide purchaser for value, others accept it, while other authorities consider this as a factor relevant to whether a remedy should be granted.

7.125 A case which suggests that there is no bona fide purchaser defence is Stevenson Jordan & Harrison Ltd v MacDonald and Evans.366 Here, the claimants were management consultants. One of their employees wrote a book setting out the principles of management consultancy and containing, so the claimants alleged, confidential business information which he had acquired in their service. The employee assigned the copyright in his work to the defendant firm of publishers, and there was a publishing agreement between these parties which safeguarded the publishers against loss if it transpired that the employee had not title to publish the work.367 The employee subsequently died, and the defendants proposed to publish the work, but this proposal came to the attention of the claimants, who sought to enjoin them from so doing on the ground, inter alia, of breach of confidence on the part of the employee.

7.126 Before Lloyd-Jacob J at first instance the defendants claimed ‘that by reason of their bona fide acquisition from the [employee] of the right to publish, the fact that such publication will disclose the Plaintiff Company’s secret and confidential information, if established, is no ground for restraint’.368 This defence was rejected by Lloyd-Jacob J, who held:

The original and independent jurisdiction of the Court to prevent, by the grant of an injunction, any person availing himself of a title which arises out of a violation of a right or a breach of confidence, is so well established as a cardinal principle that only a binding authority to the contrary should prevent its application by this Court … The wrong to be restrained is not the entry into the contract to publish, but the act of publishing, and an innocent mind at the time of the former cannot overcome the consequences of full knowledge at or before the time of the latter … Turner, V-C in Morison v Moat … expressed the view that a purchaser for value of a secret without notice of any obligation affecting it might be in a different position from a volunteer. Such a view is not inconsistent with the power of the Court to prevent disclosure by injunction if proceedings are commenced in time.369

7.127 On appeal, on the breach of confidence issue, the Court of Appeal held that the book did not contain any confidential information and so it was unnecessary to give a ruling on the liability of the defendants as third parties. Lord Evershed MR expressly declined to express a ‘view one way or the other, in affirmation or disaffirmation, of what was said by the learned Judge in the Court below’.370 He did mention, however, that it would be ‘somewhat shocking if reputable publishers, who discovered that there was in some work which they acquired a gross breach of faith, publication of which would involve the ruin of some business, yet nevertheless could say, having discovered that fact before they had published or incurred any substantial expense, that they were entitled to insist on going on with their publication’.371

7.128 In the Australian case, Wheatley v Bell372 the bona fide purchaser for value defence was firmly rejected. The claimants in this case were originators of a franchising scheme, which they had disclosed to the first defendant who in turn took this scheme to another locality and sold franchises to third parties, making use of this confidential information. In proceedings for interlocutory relief, the question arose whether injunctions could be granted against the innocent franchisees who had unwittingly purchased the scheme without any knowledge of the claimants’ rights. In the Supreme Court of New South Wales, Helsham J granted injunctions against all defendants, including the innocent third parties. He held:

I am satisfied that the analogy which has been drawn in some of the American cases and by some of the text writers, of the situation of the innocent defendants to a bona fide purchaser for value without notice, is not the correct way of approaching the question of whether the injunction should go in the present circumstances or not. The defence of bona fide purchaser for value is an equitable defence directed towards the resolution of priorities in relation to property rights. It is an attempt to sort out amongst the claimants interested in property the order in which their various interests should prevail. But I believe that there are no property rights associated with the type of equity involved here; it is equity to restrain a person from acting in breach of confidence which is owed to another, arising from all the circumstances, and I believe that this is the way in which the authorities, to which I should pay a great regard, have treated the matter.373

Cases supporting a bona fide purchaser defence

7.129 In Morison v Moat374 Turner V-C intimated that the defence of bona fide purchaser for value may be available to an innocent third party. In this case he held a third party who had derived confidential information ‘under [a] breach of faith and of contract’375 liable, but added that ‘[i]t might indeed be different if the Defendant was a purchaser for value of the secret without notice of any obligation affecting it’.376 Support may also be found in the comments obiter of Williams J in Federal Commissioner of Taxation v United Aircraft Corporation:377

As between the party who makes the disclosure and the party to whom the disclosure is made the rights are in general contractual, but third parties are placed in effect in an analogous position to other third parties in equity where contracts create rights of a proprietary nature in that they can only acquire a better title than the party recognized by the contract to be the owner of the proprietary rights if they can establish that they are bona fide purchasers for value without notice.378

7.130 However, these comments can be almost wholly discounted because Williams J was in the minority of a three-member High Court, and also because the case was concerned with the basis upon which Federal income tax could be imposed on a US company that had entered into an agreement with an Australian company, licensing the latter to make, sell, and dispose of certain aircraft engines, spare and replacement parts within Australia.379

7.131 Turning to Canada, the possibility of a third party, innocent purchaser for value avoiding liability for receipt of confidential information was considered in obiter in International Tools Ltd v Kollar.380 The claimants alleged that two of their former employees (who were also defendants in the action) had disclosed their trade secrets to the defendant Kollar, with whom they had entered into a partnership for the manufacture of products also made by the claimant. On the position of the defendant Kollar, who had not been employed by the claimant, the Ontario Court of Appeal381 noted that he must have come by the trade secrets in either of two ways: as a purchaser for value without notice of any obligation of confidence or ‘he acquired the knowledge from his co-defendants under circumstances which resulted in their being an equity against him’.382 The court was willing to accept that ‘[i]f it had been established that he was an innocent purchaser from his co-defendants for value without notice he might be in a position where he could successfully resist the claimant’s claim for an injunction’ (emphasis added).383 However, this ground of defence had not been pleaded and there was no evidence to support such a defence, therefore the court inferred that Kollar was fully aware that his co-defendants were disclosing the claimant’s trade secrets.

7.132 Stronger support for a defence of bona fide purchaser for value comes from the English Court of Appeal decision in Tchenguiz v Imerman.384 As discussed above, this was a case where confidential documents of Mr Imerman’s were copied by Mrs Imerman’s brother (Tchenguiz) and ultimately found their way into the hands of the solicitors acting for Mrs Imerman in her divorce proceedings. At first instance, Eady J granted interlocutory relief restraining the defendants from communicating or disclosing to third parties any information contained in the documents and from copying or using any documents or information contained therein. The defendants’ appeal was dismissed and Eady J’s order upheld. In so doing, the Court commented obiter:

the precise nature of the relief which would be granted must depend on all aspects of the particular case: equity fashions the appropriate relief to fit the rights of the parties, the facts of the case, and, at least sometimes, the wider merits. But, as we have noted, where the confidential information has been passed by the defendant to a third party, the claimant’s rights will prevail as against the third party, unless he was a bona fide purchaser of the information without notice of its confidential nature.385

7.133 In support of the above passage, the Court cited Morison v Moat386 and also Argyll v Argyll. The former case, however, does not provide strong support given that it only hinted at the possibility for an innocent purchaser for value defence,387 while the latter decision is almost certainly a case where the defendant newspaper publishers either had actual or constructive knowledge, at the time they received the information, that it was confidential and had been disclosed in breach of confidence. The Court in Imerman later concluded that, as ‘Mrs Imerman did not receive the seven files as a bona fide purchaser without notice’, Mr Imerman could reasonably expect orders against his estranged wife and her solicitors for delivery up or destruction of the confidential documents and to enjoin them from using any confidential information.388

Bona fide purchaser for value as a factor relevant to granting relief

7.134 In a few of cases from England and the Commonwealth, courts have chosen not to adopt a rigid ‘defence’ of bona fide purchaser for value, but instead have considered this as a significant factor to be taken into account in deciding whether to grant relief against the third party. In Valeo Vision Societe Anonyme v Flexible lamps Ltd389 Aldous J held that confidential information relating to the design and manufacture of rear light clusters for automobiles, which had been entrusted to a manufacturer, had been disclosed in breach of confidence by the manufacturer to the defendant. He went on to consider the remedies that could be granted against the third parties, in this case the defendant. Aldous J cited the following statement of Sir John Donaldson MR in Spycatcher at page 177: ‘Since the right to have confidentiality maintained is an equitable right, it will (in legal theory and practical effect if the aid of the court is invoked) “bind the conscience” of third parties, unless they are bona fide purchasers for value without notice’. Aldous J went on to observe:

It is clear from that quotation that there are circumstances in which the right to have confidentiality maintained cannot be asserted against third parties. The Master of the Rolls there refers to one case, namely, that of the bona fide purchaser for value without notice. In the present case, the defendant was not a bona fide purchaser without notice as they obtained the information from M. However, they did not know of the plaintiffs’ right to the information. In my view, using the words of the Master of the Rolls, it did not bind their conscience. Thus, although the court may step in to grant injunctive relief, I do not believe that it would be right to grant an inquiry as to damages. I believe that only in cases where the conscience of the defendant is bound would it be appropriate to grant relief by way of damages. Thus for an inquiry to be ordered, it is necessary to establish knowledge or for there to be circumstances in which the defendant ought to have known or there were reasonable grounds for the defendant to know that the use was wrongful. I therefore come to the conclusion that I shall not accede to the plaintiffs’ request for an inquiry as to damages in respect of the plaintiffs’ confidential information.390

7.135 Even though the ‘bona fide purchaser’ exception did not apply in this case, because the defendant was not a purchaser of the information, Aldous J’s comments apparently support the existence of such a defence. On the other hand, the fact that Aldous J was willing to take into account factors such as knowledge in determining whether and what type of relief to grant suggests that rigid rules are not necessarily used in the case of third party liability.

The preferred approach

7.136 A flexible approach to third party liability, in which the court considers all the circumstances of the case in deciding whether to grant relief, was proposed in the first edition of this text. In the Canadian decision of Apotex Fermentation Inc v Novapharm Ltd,391 the Manitoba Court of Appeal cited this approach with approval.392 Support also comes from the Australian decision Retractable Technologies Inc v Occupational and Medical Innovations Ltd393 where Greenwood J, on appeal from a decision of the trial judge regarding an application for preliminary discovery, commented obiter as follows:

Although the foundation of the court’s intervention is to fashion relief in the exclusive jurisdiction to enforce an obligation of confidence and bind the conscience of the third party put on notice that particular conduct involves the use of another’s confidential information (rather than intervention in support of equitable rights in property), the circumstance that the third party has acted innocently in reliance upon a contract, altered its position and conducted its commercial affairs on a particular footing (perhaps with great prejudice and no real ease of adjustment) are factors among, no doubt, a subset of matters arising out of all the relevant circumstances, that a court would closely examine either in framing the scope of the relief fashioned appropriately to particular conduct or from or to a particular time; or, in determining the respective positions of the parties having regard to the equity asserted by the claimant primary discloser on the one hand and the innocent purchaser for value without notice, on the other, in making a remedial order.394

In other words, as was argued in the first edition, it is not a question of absolute defences whether by way of bona fide purchaser or otherwise, but of factors which the court will take into account in determining what relief should be granted against the innocent third party and, particularly relevant is whether the third party has changed its position in reliance on the confidential information.

7.137 That courts will take into account a range of factors is supported also by the decision of the New Zealand Court of Appeal in Hunt v A.395 This case concerned Ms Hunt, who had authored a book about the civil and criminal proceedings that had been taken against ‘A’, a male health professional, in relation to a former patient, ‘W’. W had provided material and other assistance to Ms Hunt. Following publication of the book, A brought a claim against Ms Hunt for, inter alia, breach of confidence which was upheld by the High Court. On appeal, the court held that there was no duty of confidence between Ms Hunt and W, because W had expressly authorized her to use the documentation that she had provided. The court further considered whether Ms Hunt could have been liable as a third party recipient of confidential information that had been disclosed to her in breach of a duty between A and W. The appropriate principle for determining this question was, the court held, ‘whether a third party recipient of confidential information has acted unconscionably in relation to the acquisition of the information or the way it has been employed’.396 The court described the relevant factors as: ‘the nature of the information, the state of knowledge of the acquirer of the confidential information; the extent of any breach; what kind of detriment has resulted or might result to other parties; and the degree of ‘culpability’, as it were, of the third party acquirer and discloser’.397 The most critical factor according to the court, however, was the state of the defendant’s knowledge.398

7.138 Based on the authorities discussed above, it is difficult to arrive at any firm conclusion about the availability of the bona fide purchaser defence to the innocent third party. It is submitted, however, that the better view, both in principle and as supported by the authorities, is that the status of a third party as an innocent purchaser for value should not constitute a defence but instead be a factor relevant to whether relief is granted.

7.139 Although bona fide purchase of the information by an innocent third party must be considered, the importance of this factor should not be overstated. The fact that the third party is a bona fide purchaser is primarily a matter between the third party and the confidant, and, if the court is seeking to protect the confider from an abuse of confidence, it should not be over-swayed by the fact that the confidant has also deceived the third party in circumstances in which the third party may, indeed, have an action against the confidant.399 Furthermore, as Gareth Jones has pointed out,400 a bona fide purchaser may not have changed his position in reliance on the confidential information which has been disclosed to him and, thus, to restrain him from making use of the information may be appropriate if such used ‘would involve the ruin of some business’.401 On the other hand, an innocent volunteer may have undertaken considerable capital reconstruction on the basis of confidential information imparted to him in breach of confidence which he had no grounds for suspecting had been disclosed in breach of an obligation and it may not be appropriate to restrain the volunteer by injunction from using the information.402

7.140 The second factor to be considered in determining what relief should be awarded against an innocent third party is, as Jones argues,403 whether the innocent third party has changed his position in reliance on the confidential information before he receives notice of the confidential status of the information and that it was disclosed to him in breach of confidence. There is implicit support for this view in Stevenson Jordan & Harrison Ltd v MacDonald and Evans404 where Lord Evershed MR implied that an injunction would lie against bona fide third-party purchasers if they were told of the impropriety ‘before they had … incurred any substantial expense’.405 More explicit support for this view is provided by the obiter dicta of Greenwood J in Retractable Technologies Inc v Occupational and Medical Innovations Ltd,406 cited above. Thus, just as the confidant may be required to pay monetary compensation rather than to refrain from using the information, so too it may be appropriate not to restrain the third party from using the information but to require him to pay for the advantage of continuing to use it.

7.141 Finally, the court should consider all of the circumstances which are relevant to the grant of an injunction against a confidant who is in breach of duty. There, in particular, the conduct of the parties will be relevant—whether the confider has delayed in bringing the action or whether ‘proceedings are commenced in time’;407 and whether the third party has behaved with propriety after being informed of the breach of confidence through which he learned the information.408 Similarly, the nature of the information itself will be relevant—whether it is personal information the publication of which would be ruinous to the confider, or whether it is a trade secret for which monetary compensation would be an adequate remedy.

7.142 It would seem, therefore, that the position is (and ought to be) that a third party who receives information without knowledge of any impropriety is prima facie liable to be restrained from using the information after notice of the breach through which he derived the information. He is, however, subject to the equitable jurisdiction of the court and, thus, a consideration of all the circumstances should determine whether he should be restrained from using the information, whether he should be made to pay for the advantage of continuing to use it, or, indeed, whether it is a case in which relief is not appropriate at all.

F. Private/Personal Information

7.143 As was argued in Chapter 6,409 prior to the HRA courts recognized obligations of confidence in relation to personal information in order to serve the underlying policy of protecting privacy. However, until the liberalizing dicta of Lord Goff in Attorney General v Guardian Newspapers Ltd (No 2)410 (Spycatcher), the authorities generally supported the imposition of a duty of confidence in the context of a relationship of confidence and not on the basis of the private or confidential nature of the information.411 As such, the protection of privacy was circumscribed.412 Subsequent to Spycatcher, and with the momentum of the HRA, appellate courts have dispensed with the need for an initial confidential relationship when it comes to personal or private information. This is clearly established by the House of Lords decision in Campbell v Mirror Groups Newspapers Ltd.413 Lord Nicholls commented that the ‘cause of action has now firmly shaken off the limiting constraint of the need for an initial confidential relationship. In doing so it has changed its nature’.414 According to Lord Hoffmann, there had occurred, ‘a shift in the centre of gravity of the action for breach of confidence when it is used as a remedy for the unjustified publication of personal information’.415 Lord Hope found that there was no need for a confidential relationship, but that a duty of confidence arises whenever a person knows, or ought to know, that there is a reasonable expectation of privacy.416 Finally, Baroness Hale cited with approval comments by Randerson J in Hosking v Runting417 that the English courts have, ‘recognised that no pre-existing relationship is required in order to establish a cause of action’.418 According to her ladyship, the basis upon which the confidential obligation is imposed is that ‘the person publishing the information knows or ought to know that there is a reasonable expectation that the information in question will be kept confidential’.419

7.144 After Campbell, the Court of Appeal in Douglas v Hello! (No 3)420 felt able to conclude:

Megarry J in Coco v AN Clark identified two requirements for the creation of a duty of confidence. The first was that the information should be confidential in nature and the second was that it should have been imparted in circumstances importing a duty of confidence. As we have seen, it is now recognised that the second requirement is not necessary if it is plain that the information is confidential, and for the adjective ‘confidential’ one can substitute the word ‘private’.421 (emphasis added)

7.145 Thus, the three-limbed Coco v Clark test is no longer determinative of when an equitable obligation of confidence arises.422 Rather, courts will enquire whether the information is ‘private’, the relevant test for which is ‘reasonable expectation of privacy’,423 thus engaging Article 8 ECHR. Where a reasonable expectation of privacy is established, an obligation of confidence will arise where a person knows or ought to know that the information is ‘private’.424 The courts will then balance the Article 8 interests of the claimant against any competing interests of the defendant (such as Article 10 ECHR).425

The application of the new methodology

7.146 Important issues arise out of this recent development in the law of confidence. The first, and most obvious, is whether this new methodology is confined to personal information or affects the equitable cause of action as a whole? Here, the answer seems reasonably straightforward, in that courts have confined the new approach to where personal or private information is concerned.426 However, it must be acknowledged that the boundary between private and commercial information is neither clearly drawn nor watertight, as illustrated by Douglas v Hello! where the information—ie photographic images of the celebrity wedding—was characterized as private and commercial.427 The Douglases succeeded in obtaining damages for their privacy interest,428 along with damages relating to the information as a trade secret,429 and OK! magazine recovered on the basis that the information was akin to a trade secret.430 Similarly, in Browne v Associated Newspapers Ltd431 the Court of Appeal considered it unhelpful initially to inquire whether information was ‘business’ or ‘personal’ in nature, or to exclude business information per se from establishing a reasonable expectation of privacy.432 According to the court, ‘business information passed by a company director to his sexual partner could readily be held to be information which the latter knew or ought reasonably to have known was fairly and reasonably to be regarded as confidential or private and in respect of which the former had a reasonable expectation of privacy’.433

The differences between the ‘old’ and ‘new’ methodologies

7.147 A second issue is whether there is any real difference between the old (or ‘traditional’) and new (or ‘extended’) action for breach of confidence. Pursuant to Coco v Clark, a claimant must establish that the information is confidential and that it is communicated in circumstances giving rise to an obligation of confidence (ie limbs 1 and 2). Whereas, under the new approach, an obligation of confidence is deemed to arise where a person knows or ought to know there is a ‘reasonable expectation of privacy’. In other words, the first and second limbs of Coco v Clark have been redefined as well as conflated. This is because the ‘reasonable expectation of privacy’ test takes into account all the relevant circumstances including whether there is a pre-existing relationship of confidence,434 and, further, because the obligation of confidence arises where a person knows or ought to know that there is a reasonable expectation of privacy. The redefinition and conflation of the first two limbs of Coco v Clark undoubtedly lead to differences as compared with the ‘traditional’ approach. The overriding concern of the first limb of Coco v Clark is the inaccessibility of the information,435 ie it must not be in the public domain. Whereas, under the new approach, inaccessibility is not the main concern, and a reasonable expectation of privacy can exist even where widespread circulation has occurred, on the basis that further circulation or republication will cause harm.436

7.148 Another difference is that the ‘traditional’ action for breach of confidence is usually concerned with communication of confidential information in the context of a pre-existing relationship or at least an active communication of the information from the confider to the confidant. The dicta of Lord Goff in Spycatcher, which suggested that an obligation of confidence could arise in the absence of a relationship on the basis of knowledge that the information was confidential, indicated a possible change in the traditional approach. But the significance of Lord Goff’s dictum—that it authoritatively extended the law of confidence ‘to apply to cases where the defendant had come by the information without the consent of the claimant’437—has been overstated.438 It must be remembered that Lord Goff’s comments in Spycatcher were obiter, from only one member of the House of Lords, and, prior to the HRA coming into effect, were followed in only two first instance decisions in England.439 Whereas, subsequent to the HRA, and with that legislation as the impetus, appellate courts have imbued Lord Goff’s dicta with more significance.440 Thus, it is submitted that Lord Goff’s dicta has been more influential after the HRA than before its enactment, and decisions such as Campbell and Murray v Express Newspapers plc441 would not have satisfied the pre-HRA ‘traditional’ approach. The ‘new’ methodology does not entirely ignore the relationship of confidence, however, because it has been considered as part of the factual matrix when determining whether a reasonable expectation of privacy exists.442

7.149 Another key difference between the ‘old’ and ‘new’ methodologies is that ‘Articles 8 and 10 call for a more explicit analysis of competing considerations than the three traditional requirements of the case of action for breach of confidence identified in Coco v A N Clark (Engineers) [1969] RPC 41’.443 This ‘intense focus’ on the right of privacy as balanced against the right of freedom of expression means that certain factors that previously may have deprived information from ‘confidentiality’ are instead taken into account at the stage of proportionality, rather than in determining whether there is private information, sufficient to engage Article 8.444

The relationship between the ‘old’ and ‘new’ methodologies

7.150 A further, and more complicated, issue concerns the relationship between the traditional action or ‘old’ methodology, represented by Coco v Clark and the cases prior to the HRA, and the extended action or ‘new’ methodology, as exemplified by Campbell.445 More specifically, does the new methodology entirely replace the old approach, or do the two approaches simply operate alongside each other, or have the approaches become fused? A series of Court of Appeal decisions offer contradictory and confusing insights on this issue.

7.151 In McKennitt v Ash446 Buxton LJ noted that ‘the complaint here is of what might be called old-fashioned breach of confidence by way of conduct inconsistent with a pre-existing relationship, rather than simply of the purloining of private information’.447 This was because the first defendant, Ms Ash, had been a close friend and associate of the claimant and, as such, came under an equitable obligation of confidence. She also owed a contractual duty of confidence.448 However, Buxton LJ (with whom the other members of the court agreed) did not find that there was misuse of private information as well as a breach of confidential obligation. Rather, he saw the relationship between the ‘old’ and ‘new’ approaches as follows:

… in order to find the rules of the English law of breach of confidence we now have to look in the jurisprudence of articles 8 and 10. Those articles … are the very content of the domestic tort that the English court has to enforce. Accordingly, in a case such as the present, where the complaint is the wrongful publication of private information, the court has to decide two things. First, is the information private in the sense that it is in principle protected by article 8? If no, that is the end of the case. If yes, the second question arises: in all the circumstances, must the interest of the owner of the private information yield to the right of freedom of expression conferred on the publisher by article 10?449

7.152 However, Buxton LJ did see the relationship of confidence as relevant to establishing the private nature of the information.450 Thus, from McKennitt we can surmise that, even where the elements of a ‘traditional’ action exist, a court will approach liability for unauthorized disclosure of personal or private information according to the balancing exercise between Articles 8 and 10 ECHR (ie the ‘new’ methodology). However, ‘traditional’ relationships of confidence are not completely ignored and may be particularly relevant to establishing whether there is ‘private’ information. That this is so is highlighted also by Browne v Associated Newspapers Ltd,451 where the Court of Appeal held that, ‘the mere fact that information was imparted in the course of a relationship of confidence does not satisfy Lord Nicholls’s test of “expectation of privacy” … however, the relationship may be of considerable importance in answering the question whether there was an expectation of privacy’.452 What, in effect, is occurring is the replacement of the old approach with the new methodology or ‘extended’ action for breach of confidence.

7.153 A somewhat different approach was taken in Associated Newspapers v HRH Prince of Wales.453 In this case, the person who disclosed the claimant’s journals to the defendant newspaper without authorization was an employee who owed an express contractual duty of confidence, as well as an equitable duty arising out of the employer–employee relationship. The Court of Appeal agreed with the first instance judge that the journals were ‘private’ information, thus engaging Article 8. However, the court took the view that it was an ‘over-simplification’ simply to balance the claimant’s Article 8 rights against the defendant’s Article 10 rights because this ignored the ‘traditional’ breach of confidence. Rather, the court suggested a traditional breach of confidence should be a factor in the balancing exercise. Specifically, the court held that in considering whether it is ‘necessary in a democratic society’ to restrict freedom of expression, ‘a significant element to be weighed in the balance is the importance in a democratic society of upholding duties of confidence that are created between individuals’.454 Further, in applying the test of proportionality, ‘the nature of the relationship that gives rise to the duty of confidentiality may be important’.455 Thus, the approach of the court in Prince of Wales was to recognize ‘traditional’ obligations of confidence, but only as part of the Article 8 and Article 10 balancing exercise, albeit this time with particular relevance for Article 10(2).456

7.154 The most recent Court of Appeal decision bearing on this issue is Tchenguiz v Imerman.457 In this case, the question of breach of confidence was considered in the context of divorce and ancillary relief proceedings. Fearing that the husband would be less than forthright about his assets, the wife’s brother (who shared an office space and computer server with the husband) took copies of the husband’s documents from the computer server. These were then passed to a solicitor and a barrister, in order to sift out the documents protected by legal professional privilege, and the remaining documents were sent to the wife’s solicitors acting in her divorce proceedings. At first instance, Eady J restrained the defendants from communicating or disclosing to third parties any information contained in the documents and from copying or using any documents or information contained therein. The defendants appealed, arguing that the just resolution of ancillary relief proceedings required a truthful and comprehensive identification of the parties’ assets, which the documents showed.

7.155 The Court of Appeal458 noted that while ‘there are dangers in conflating the developing law of privacy under article 8 and the traditional law of confidence’459 this was not problematic since the ‘reasonable expectation of privacy’ test ‘chimes well with the test suggested in classic commercial confidence cases by Megarry J in Coco v Clark’,460 and because ‘the domestic law on confidentiality had already started to encompass privacy well before the 1998 Act came into force’.461 In other words, the court apparently considered it as acceptable further to develop privacy protection under the umbrella of breach of confidence, rather than recognizing a separate tort of privacy.462 Importantly, however, the court noted that, ‘the law should be developed and applied consistently and coherently in both privacy and “old fashioned confidence” cases, even if they sometimes may have different features’.463 The Court of Appeal also hinted that the developing law of privacy and ‘traditional’ breach of confidence are separate actions. It observed: ‘The fact that misuse of private information has, [become actionable] does not mean that there has to be such misuse before a claim for breach of confidentiality can succeed’.464 In other words, if the facts establish a breach of confidence according to ‘traditional’ principles, but do not establish a misuse of private information, a claimant may still be successful. This points to the ‘traditional’ and ‘new’ methodologies operating alongside each other. What is confusing about Imerman, however, is that the court veered between the terminology of the ‘old’ and the ‘new’. For example, the court considered whether the claimant had a reasonable expectation of privacy,465 and concluded that there had been an ‘invasion of privacy in an underhand way and on an indiscriminate scale’,466 but also commented that the relationship of husband and wife ‘is relevant only to the question as to whether the information or document is to be cloaked with confidentiality’,467 and concluded that ‘there is no real doubt but that the defendants have substantially breached Mr Imerman’s rights of confidence’.468 It is fair to say, however, that the language of confidence rather than ‘privacy’ dominated the judgment,469 although the court, somewhat curiously, explained that while it ‘may not have expressly discussed the impact of [Articles 6, 8, and 10] in the course of this judgment, we have had them well in mind … and we believe that we have subjected the parties’ respective rights to an appropriately intense focus’.470 It is submitted that the court found both ‘old-fashioned’ breach of confidence and misuse of private information, but couched most of its reasoning in ‘old-fashioned’ confidence terminology with the discussion of Articles 8 and 10 being largely implicit. The relief granted, namely, the delivery up of the confidential documents, was arguably appropriate for both claims.

7.156 The first instance decision in Mosley v News Group Newspapers Ltd471 also supports the view that the ‘traditional’ and ‘extended’ actions operate alongside each other. In this case, the defendant newspaper published articles, photographs, and video footage of a sadomasochistic sex party involving the claimant and several sex workers. Eady J stated that the claim was ‘partly founded, as in McKennitt v Ash …’ upon ‘old-fashioned’ breach of confidence, and also unauthorized disclosure of private information.472 As such, Eady J considered both whether Article 8 was engaged and whether a duty of confidence was owed. He concluded that, in light of ECtHR jurisprudence it was ‘fairly obvious’ that Article 8 was engaged.473 As for whether the participant who surreptitiously filmed the sex party owed a duty of confidence to the claimant, Eady J found that there was a sexual relationship, as well as a recognized code of discretion and trust on the sadomasochistic ‘scene’ and amongst the participants of the sex party. In addition, there was ‘a large element of friendship involved’ such that this was not a purely commercial transaction.474 Eady J held that ‘an “old fashioned breach of confidence” as well as a violation of the Art 8 rights of all those involved’ had been committed.475

7.157 The Mosley decision supports the ‘traditional’ and ‘extended’ actions for breach of confidence operating alongside each other. However, it is important to note that the judge did not consider how the traditional relationship of confidence affected the balancing exercise between Articles 8 and 10 because he found that there was no element of public interest in disclosing the story476 such as to engage Article 10. If there had been a public interest sufficient to engage Article 10, it would have been interesting to see whether the obligation of confidence was relevant when considering Article 10(2), as was the case in Prince of Wales. When it came to assessing compensatory damages Eady J observed that:

The purpose of damages, therefore, must be to address the specific public policy factors in play when there has been ‘an old fashioned breach of confidence’ and/or an unauthorised revelation of personal information. It would seem that the law is concerned to protect such matters as personal dignity, autonomy and integrity.477

In other words, regardless of whether the claim was based on ‘old’ or ‘new’ principles the type of harm suffered was thought to be overlapping, if not the same.

Reconciling the ‘old’ and ‘new’ methodologies

7.158 What conclusions, if any, can be drawn from the above Court of Appeal decisions? McKennitt and Browne undoubtedly give precedence to the Article 8 and 10 balancing exercise and a ‘traditional’ relationship of confidence is taken into account only in the context of assessing whether there is a ‘reasonable expectation of privacy’. In other words, when it comes to personal or private information the ‘new’ methodology has pretty much replaced the ‘old’ approach. Prince of Wales gives a greater emphasis to a traditional duty of confidence by insisting that it is weighed against Article 10, in addition to any Article 8 interests. This decision signals that the ‘new’ approach has been absorbed or fused with the ‘old’ approach, but in a manner that gives a traditional obligation of confidence a much greater role to play than envisaged by McKennitt and Browne.478 By way of contrast, Imerman, as well as the first instance decision in Mosley, suggest that ‘traditional’ and ‘extended’ actions for breach of confidence operate alongside each other. As such, one claim may be successful where the other is not. However, where both claims are successful, the same remedy will be granted because the harm suffered is essentially the same.

7.159 Given that Court of Appeal authority supports three different ways of reconciling the ‘traditional’ action for breach of confidence with the ‘new’ tort of misuse of private information, there is no clear answer or direction to this issue. It is submitted that the preferable approach is to recognize ‘old fashioned’ breach of confidence where it exists, whether or not Article 8 is also engaged, because, even though both methodologies are targeting a similar policy—the protection of privacy—the former places an emphasis on relationships of trust and not simply the protection of the information. Where ‘traditional’ breach of confidence is established, but not misuse of private information, then an obligation of confidence would be weighed against freedom of expression by virtue of Article 10(2), the role of the public interest having been largely eclipsed by Article 10.479 Where both ‘old-fashioned’ and ‘extended’ actions may be maintained then it seems sensible also to consider the former in the balancing exercise, given the express reference to ‘preventing the disclosure of information received in confidence’ in Article 10(2). By doing this both the privacy interests reflected in Article 8 and the interest in protecting relationships of confidence are weighted against Article 10. When it comes to awarding remedies, these would be the same given the significant overlap in harm suffered. Therefore, in short, the actions would operate alongside each other in so far as ‘traditional’ breach of confidence could be pleaded where misuse of private information could not. But where both claims could be established then the approaches would be fused in so far as a traditional obligation of confidence would become part of the balancing exercise contained in Article 10(2).
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A. Introduction

8.01 This chapter deals with the frequently neglected topics of standing, ownership, and exploitation (ie transfer and licensing) in the context of confidential information. These issues are undoubtedly of great practical significance in the sphere of trade secrets (ie commercial confidential information), but also have relevance for personal information. In addition, there are complex and important legal questions surrounding which parties are entitled to sue, and in what circumstances, for breach of confidence or a misuse of private information.

8.02 We begin with an introductory discussion of the usage of ‘property’ language in this area and also an examination of the general principle of standing articulated by the Court of Appeal in Fraser v Evans.1 The chapter then divides its analysis into an examination of ownership, voluntary assignment, insolvency, post-death transfer, and licensing of trade secrets and other types of (non-personal) confidential information. Essentially, we argue that there is no such thing as ‘ownership’ of confidential information but that the language of ownership is used metaphorically to indicate when a person has an interest in protecting confidentiality. We move on to argue that confidential information is not strictly assignable (inter vivos), but that ‘assignment’ creates a factual situation which may give rise to obligations of confidence. The benefit of obligations of confidence may be assignable, however, in certain situations. The impact of insolvency is then examined, where the authorities indicate that obligations of confidence and confidential information may vest in the trustee in bankruptcy. Next we consider enforceability post-death of accrued actions for breach of confidence, and whether confidentiality obligations and confidential information per se can vest in the deceased’s estate. Finally, the legal basis for licensing trade secrets is analysed. We argue that the essence of a trade secret ‘licence’ is the disclosure of confidential information by A to B on certain conditions, as opposed to the granting of permission to carry out exclusive acts which are reserved to the rights owner. The disclosure of information in this manner may in turn create independent obligations of confidence owed to the ‘licensee’ (ie B). The chapter then addresses the same issues separately in relation to personal information. This is because the nature of personal information gives rise to different considerations and consequences, especially when it comes to standing, shared interests in information, and post-death enforceability.

Language of property

8.03 A noticeable feature of this area of the law is that it is populated with the language of ‘property’.2 Sometimes courts stipulate that information, know-how, or trade secrets are property;3 at other times they categorically state that they are not property.4 On other occasions, however, courts use the ‘property’ description in a loose metaphorical sense5 or to indicate that certain types of confidential information share characteristics of property without such information being property ‘in the usual sense’.6 Our position is that (as argued in Chapter 4) the jurisdictional basis of breach of confidence is not proprietary7 and, further, that the concept of property is particularly difficult to apply to confidential ‘information’ for several reasons. First, information is not easily defined or demarcated in contrast to other intangible rights, such as patents, designs, and trade marks (although obviously the extent of demarcation in those areas can be problematic too).8 Second, information has the capacity to be independently generated or reverse engineered, and this type of activity is not prohibited by breach of confidence.9 In other words, there is a lack of exclusivity in relation to confidential information.10 Third, information can be easily disseminated and, once it is publicly circulated, it loses its character as protected, confidential information. Finally, it is a struggle to apply notions of ‘ownership’ to information: such information is frequently generated jointly, and there are difficulties in attributing that ‘generation’ to particular person/s. Moreover, the information can be easily shared.

General principle of standing

Fraser v Evans

8.04 When it comes to the issue of who is entitled to sue for breach of confidence, the general principle, as laid down by the Court of Appeal in Fraser v Evans, is that the claimant must be owed a duty of confidence:

… the party complaining must be the person who is entitled to the confidence and to have it respected. He must be a person to whom the duty of good faith is owed.11 (emphasis added)

8.05 Where the obligation of confidence is a contractual one, this proposition represents a self-evident application of the doctrine of privity since, aside from certain statutorily defined exceptions for third parties,12 only a party to a contract can sue on it. In equity, the proposition is perhaps not so self-evident, but it seems that equity and contract march in step in this respect.13

8.06 Determining whether a person is owed a duty of confidence may be a complicated matter, as illustrated below. Fraser v Evans does not reflect the complexity of the issue and, indeed, we may question whether the Court of Appeal was right to conclude that the claimant was not owed a duty of confidence. In order to do so, a deeper examination of the case is required. The claimant, Fraser, had prepared a report14 for the Greek Government, pursuant to a written contract with his firm, which contained an express obligation not to disclose to any person any information obtained during the course of the contract. The Greek Government did not, however, give a corresponding undertaking. The report was translated by the firm’s office into Greek and copies were sent to the Greek Government. One of the copies was obtained surreptitiously by a third party and eventually made its way into the hands of a Sunday Times journalist, who had the document translated into English and later interviewed Mr Fraser. Fearing that the Sunday Times would publish an article damaging to his reputation, the claimant obtained an ex parte injunction before Shaw J and a continuation of this injunction (inter partes) from Crichton J, who held that there were mutual obligations of confidence owed between the claimant and the Greek Government and that the defendants were in no better position than the person who had surreptitiously acquired a copy of the report.15 On appeal, however, Lord Denning MR (with whom Davies and Widgery LJJ agreed) held that the Greek Government was under neither an express nor implied obligation of confidence to the claimant and, further, that the Greek Government was entitled to the information, having commissioned and paid for it. It thus followed that they alone had standing to sue for unauthorized use of the confidential information.16

Criticism of Fraser v Evans

8.07 The difficulty with the Court of Appeal’s reasoning is that it does not adequately explain why the Sunday Times (as opposed to the Greek Government) did not owe the claimant a duty of confidence. One explanation (and that most closely linked to the reasoning in the appellate decision) is that any obligation owed by the Sunday Times would have been as a third party and, as such, parasitical on there being a breach of an existing duty of confidence. The problem was that the only obligation owed was by Fraser to the Greek Government, which had not been breached.17 This logic is also apparent, at least to some extent, in the first instance decision. Crichton J held that the Greek Government owed Fraser a duty of confidence. As such, its breach (most likely by one of the government officers leaking the report)18 arguably led to the Sunday Times standing in the position of third party recipients of confidential information. The key divergence, then, between the first instance and appellate decisions was whether the Greek Government owed any duty of confidence to the claimant. Crichton J held that the Greek Government owed such a duty because ‘the document being confidential it necessarily contained items which, if made public, might tend to injure the reputation of the claimant who had written the document in complete confidence to his client’.19 In other words, the Greek Government appeared to be under either an implied contractual or equitable duty to the claimant to keep (at the very least) the identity of the author of the report confidential. The Court of Appeals’ divergence from Crichton J on this point is inadequately addressed, with Lord Denning MR simply remarking that there was no express or implied contractual obligation imposed on the Greek Government.20

Alternative explanations of Fraser v Evans

8.08 A possible explanation of the decision is that the Sunday Times did not owe Fraser an independent obligation of confidence because it was not on notice that the information was confidential vis-à-vis Fraser.21 This view is supported by Lord Denning MR’s observation that the report was ‘not marked “Confidential” or “Secret” or anything of that kind’.22 In other words, the court saw no reason why the Sunday Times would have thought the report was obviously confidential to Fraser (as opposed to the Greek Government). However, one might doubt that on the facts of the case this was so: the Sunday Times interviewed Fraser and admitted that its publication would be defamatory of him. Consequently, it seems that the defendant did appreciate Fraser’s interest in the confidentiality of the report, the confidential information being either the identity of the author of the report alone or the actual contents of the report.

8.09 Another basis for the Fraser v Evans ruling is that Fraser no longer had any interest in the confidentiality of the report because he had been commissioned and paid to provide the report. This is certainly the tenor of the following comments from Lord Denning MR:

The information was obtained for them by Mr Fraser under a contract with them. They paid for it. They were the people entitled to the information. They were the people to say aye or no whether it should be communicated elsewhere, or be published generally.23

8.10 Thus, the claimant no longer had any entitlement to use or disclose the confidential information because it had been provided to the Greek Government for a fee, and also because it had been furnished in pursuance of a contract which explicitly prohibited its disclosure by the claimant to third parties. That said, it could be argued that the agreement did not regulate disclosure of the identity of the author of the report so that, while Mr Fraser may have ‘lost’ any interest that he had in the confidentiality of the information contained in the report, he retained an interest in the confidentiality of its authorship.

The preferred explanation of Fraser v Evans

8.11 The preferred explanation of the Court of Appeal decision in Fraser v Evans is that the Sunday Times’ countervailing interest in disclosure (ie its freedom of expression) outweighed any interest that the claimant had in preventing disclosure of the report. The fact that Fraser had not sought to protect his interests expressly, in particular via the contract with the Greek Government, might be regarded as secondary evidence of the relatively limited interest that he had in restraining disclosure of the contents of the document. The nature of the Sunday Times’ freedom of expression interest is somewhat hard to ascertain from the judgment; however, one can glean its significance from the fact that the article was defamatory but justifiable. Indeed, it is the allegation of libel that lurks in the background as the true explanation of the decision, since, as Lord Denning MR observes, ‘The court will not restrain the publication of an article, even though it is defamatory, when the defendant says he intends to justify it or to make fair comment on a matter of public interest’.24 Given that the claimant appeared to be most concerned about the damage that would occur to his reputation following publication of the article, one could argue that the Court saw defamation, rather than breach of confidence, as the nub of the complaint.

8.12 The Fraser v Evans decision highlights a more general point relevant to this area, namely, that multiple persons may have an interest in the same confidential information. This is the case whether we are talking about trade secrets or personal information.25

B. ‘Ownership’ of Confidential Information

General considerations

8.13 Our view is that there is no such thing as ownership or co-ownership of confidential information because information does not give rise to property rights that may be owned.26 Rather, the language of ‘ownership’ (as with that of ‘property’), if it is used at all, tends be used in a loose, metaphorical sense to indicate that a person has an interest in protecting the confidential information. Thus, the notion of ‘co-ownership’ in the context of confidential information is simply one where there are shared interests in protecting the information.

8.14 An early example of such shared interests is Gilbert v The Star Newspaper Co Ltd27 in which there was a claim for an injunction restraining disclosure of the plot of Gilbert’s libretto. The basis of the claim was that an actor or employee at the theatre must have disclosed the plot to The Star newspaper in breach of confidence as well as breach of an implied contractual term. Initially, Gilbert alone brought the claim, but the judge required the manager of the theatre to be joined as a claimant, on the ground that the contracts of employment were with him rather than with Gilbert. Here, it may be argued that the shared interest in protection of the confidential information (ie the plot) arose because Gilbert had authored the play (ie generated the information) and the theatre was in the process of putting on a production of it. Two obligations apparently arose—one in contract owed to the theatre and one in equity owed to Gilbert—but the content of both obligations was the same, namely, not to disclose confidential information about the forthcoming production of the play.

8.15 At first instance in Douglas v Hello! Lindsay J treated Gilbert as supporting the principle that the benefit of a confidence can be shared. He also relied upon Mustad, O & Sons v Dosen28 for the principle that ‘the benefit of a confidence can pass’ and that, if this were possible, ‘then it is hard to see why it should not be shared’.29 It was on this point that the Court of Appeal overturned Lindsay J’s decision. The court stated that Lindsay J had incorrectly, ‘treated the information about the wedding as if it were property when he referred to its benefit being “shared between and … enforceable by co-owners or by a successor in title”’.30 On appeal, the majority of the House of Lords held that OK! magazine was owed an obligation of confidence in respect of any photographs of the wedding (and not just the approved photographs).31 However, the House failed to elucidate the question of ‘co-ownership’ or the precise basis of OK!’s interest in the confidential information.

8.16 One interpretation of the House of Lords’ judgment is that the exclusive licence granted to OK! magazine meant that OK! was put in possession of the (commercial) confidential information to the exclusion of all others (whether that was also to the exclusion of the Douglases is another matter). As a person entitled to use this information, and with an interest in protecting its confidentiality, OK! magazine was therefore owed an obligation of confidence and able to sue for its breach. But this is very different to saying that OK! magazine owned or co-owned the confidential information.

8.17 An Australian decision which supports a notion of shared interests in protecting confidential information is that of the Supreme Court of the Northern Territory in Foster and Others v Mountford and Rigby Ltd.32 The claimants in this case were members of an unincorporated body known as the Pitjantjara Council. They sought an ex parte injunction to prevent the publication of a book entitled Nomads of the Australian Desert, written by the first defendant and published by the second defendant. The book disclosed secret information which Aboriginal people had communicated to the first defendant some 35 years previously.

8.18 Muirhead J held that the claimants had established a prima facie case that publication of the book would reveal secret information which could cause damage of a serious nature to the community. In terms of whether the claimants had standing to bring the action, Muirhead J stated:

I have considered whether the plaintiffs are entitled to proceed in this action, suing or claiming as members of the council, rather than in a relator action, but they sue on their own behalf, not merely as members or representatives of the Pitjantjara people, if they can be so identified … I consider the plaintiffs are entitled to bring this action in its present form.33

8.19 The basis for Muirhead J’s conclusion is not apparent, but two possible bases may be identified. The first is that, ‘for a plaintiff to have standing to sue … the plaintiff will suffer significant damage as a consequence of a breach of an obligation of confidence, no matter to whom that obligation of confidence might be owed’.34 This basis can be discounted, however, given that Muirhead J cited the principle in Fraser v Evans35 in his reasoning. A second basis is that ‘entitlement to know the secrets brought with it an entitlement to sue to protect them’.36 In other words, there was a shared entitlement to knowledge and use of the community secrets and this, in turn, gave rise to obligations of confidence owed to individuals within that community. It is submitted that this more likely explains Muirhead J’s decision.37 However, the weight of this decision must be treated with some care, given that it was ex parte and interlocutory. Granted, the case has been referred to several times by courts,38 including the High Court of Australia,39 without disapproval. However, it is important not to make too much of this fact, not least because the correctness of Foster v Mountford was not challenged in these subsequent cases. Moreover, Foster v Mountford was cited in all of these later decisions in obiter dicta and, in some cases, the reason for relying upon the decision had nothing to do with the standing of the Pitjantjara people to sue for breach of confidence.40

8.20 Fraser v Evans is an example of where an interest in confidential information was held to lie solely with the person who had commissioned its creation. The basis for this decision was examined in detail above. Suffice it to say here, the reasons given by the Court of Appeal for the lack of the claimant’s standing to obtain an injunction against the Sunday Times newspaper were that he was not owed an obligation of confidence and that the Greek Government (to whom he provided the information) had ‘paid for it’ and were ‘entitled to the information’.41 In other words, pursuant to contract, Mr Fraser had agreed to furnish the information to the Greek Government and, also, not to disclose the information to anyone else. As such, the claimant no longer had an entitlement to use or interest in the confidential information. However, as discussed above, it could be argued that the claimant still retained some interest in the confidential information, in particular an interest in the confidentiality of the identity of the report’s author.

The position in the United States

8.21 By way of contrast, courts in the United States regularly refer to ‘owners’ of trade secrets and there is support for the view that a purchaser of a trade secret becomes its owner.42 Further, that as a consequence of selling a trade secret, the seller becomes bound not to subsequently disclose that information to others or to use the information.43 However, there is also support for the view that ownership of a trade secret is not required in order to bring an action; rather, it is enough to show that one possesses it. In DTM Research LLC v AT & T Corp44 the US Court of Appeals for the Fourth Circuit considered whether it was a prerequisite for an action for misappropriation of trade secrets (in this case relating to a system for analysing large quantities of call data) to prove ownership of the trade secrets in fee simple. The Court concluded that it was not, observing that:

… the inherent nature of a trade secret limits the usefulness of an analogy to property in determining the elements of a trade-secret misappropriation claim. The conceptual difficulty arises from any assumption that knowledge can be owned as property. The ‘proprietary aspect’ of a trade secret flows, not from the knowledge itself, but from its secrecy … While the information forming the basis of a trade secret can be transferred, as with personal property, its continuing secrecy provides the value, and any general disclosure destroys the value. As a consequence, one ‘owns’ a trade secret when one knows of it, as long as it remains a secret … Thus, one who possesses non-disclosed knowledge may demand remedies.45

8.22 This passage suggests that even though ‘property’ and ‘ownership’ language is used in the US trade secret cases, conventional property characteristics do not precisely map on to the type of protection afforded by trade secrets law. Further, that ‘ownership’ of trade secrets relates very much to who has access to it (who ‘knows of it’).

Partnerships

8.23 Our view is that confidential information should not be treated as property of a partnership, despite observations to the contrary in Dean v MacDowell.46 In this case, the claimants and the defendant entered into a partnership and covenanted faithfully to employ themselves in the business of the partnership and act to the greater advantage of the partnership. In addition, the parties covenanted not to engage in any trade or business except upon the accounts and for the benefit of the partnership. After the partnership came to an end (which had been concerned with the sale and brokering of salt), the claimants discovered that the defendant, during the last two years of the partnership, had been involved with a firm which manufactured salt. The claimants brought an action seeking an account of profits from the defendant. The Court of Appeal dismissed the action, holding that while there was a breach of covenant the businesses were entirely different and profit from the new business was not a benefit arising out of partnership. During the course of his judgment, Cotton LJ observed:

if he makes any profit by the use of any property of the partnership, including, I may say, information which the partnership is entitled to, there the profit is made out of the partnership property, and therefore, of course, it must be brought into the partnership account.47

8.24 Although this statement seemingly supports information as possible partnership property, it does not specifically refer to confidential information: here ‘information’ could refer to inventions, copyright works, or designs. Further, even if confidential information is included within Cotton LJ’s statement, the statement is strictly obiter. That said, in Aas v Benham48 the dicta of Cotton LJ was cited with approval.49 However, looking more closely at the Court of Appeal decision in Aas v Benham it is argued that the term ‘property’ was being used in a loose sense.

8.25 In Aas v Benham the defendant was a member of partnership that was in the ship broking business. The other members of the partnership brought an action to restrain him from using the name of the firm in a separate business (ship owning) and claimed an account of profits and salary in connection with the new business. The Court of Appeal upheld the decision at first instance that the defendant must be restrained from using the name of the partnership business. However, reversing the decision of Kekewich J, the court held that the defendant was not bound to account for the benefit obtained by him in connection with the new business because it was beyond the scope of and did not compete with the partnership business.

8.26 After referring to Dean v MacDowell Lindley LJ stated:

As regards the use by a partner of information obtained by him in the course of the transaction of partnership business, or by reason of his connection with the firm, the principle is that if he avails himself of it for any purpose which is within the scope of the partnership business, or of any competing business, the profits of which belong to the firm, he must account to the firm for any benefits which he may have derived from such information, but there is no principle or authority which entitles a firm to benefits derived by a partner from the use of information for purposes which are wholly without the scope of the firm’s business, nor does the language of Lord Justice Cotton in Dean v MacDowell warrant any such notion. By ‘information which the partnership is entitled to’ is meant information which can be used for the purposes of the partnership. It is not the source of the information, but the use to which it is applied, which is important in such matters.50

8.27 Lindley LJ’s comments suggest, firstly, that the information need not be confidential in nature. More importantly, information that is partnership property is not being described as property in the strict sense. Rather, what is being sanctioned is use of information acquired by virtue of the partnership for purposes which could benefit the partnership because it falls within the scope of business of the partnership. This view is also supported by the observations of Bowen LJ, where he states (in relation to Cottons LJ’s dicta in Dean v McDowell) that the reference to information as partnership property is to ‘information the use of which is valuable to them as a partnership, and the use of which they have a vested interest’.51 In other words, this is not usage of ‘property’ in the strict sense, but rather the ‘property’ label is being used loosely to describe information of value to the partnership, the use of which would amount to breach of fiduciary duty.

8.28 The duty of good faith owed between partners may be breached where confidential information is copied and taken away by one of the partners, as was the case in Floydd v Cheney.52 The first defendant took and copied certain documents from the partnership business, with a view to leaving and setting up his business as an architect on his own account. Megarry J, in granting an interim injunction, held that the first defendant was not entitled to copy the documents. He commented:

I cannot think it right that even if a partnership is marching to its doom each of the partners should be entitled to a surreptitious free-for-all with the partnership working papers, with the right to make and remove secretly copies of all documents that each partner thinks himself especially concerned with, so that he may continue to work upon them elsewhere.53

Joint ventures

Murray v Yorkshire Fund Managers

8.29 The Court of Appeal decision in Murray v Yorkshire Fund Managers54 explicitly uses the language of co-ownership in relation to confidential information and, thus, apparently supports the fact that information can be owned in the context of joint ventures. However, we argue that the preferable basis for the decision in this case is a flexible notion of shared entitlement rather than one of co-ownership. The claimant had been part of a team of six people who were looking to conduct a buy-in/buy-out of the assets of a company. As part of this process a business plan was produced, to which the claimant contributed the section on marketing, and according to which the claimant would be the managing director of the acquired company. At several meetings with potential investors concerns were expressed about the involvement of the claimant. The second defendant, who was an investment manager at the first defendant, proposed to one of the members of the team that he could replace the claimant as prospective managing director. This proposal was discussed with other members of the team and it was decided to replace the claimant, who was paid £5,000 as compensation for his time and expense. A new business plan was prepared, which was submitted to the first defendant who agreed to invest. The purchase of the company occurred and the second defendant became the managing director of the new company.

8.30 At first instance, the judge found that the business plan, along with other information such as the asking price of the company and the willingness of the team to invest in the project, were highly confidential information that had been communicated to the defendants at a meeting at which the claimant was present. Importantly, there was no agreement between the team as to how the confidential information could be used. Nor was there a partnership in existence or fiduciary duties owed between the team members. The judge, however, found the second defendant had acted in breach of confidence.

8.31 In the Court of Appeal, Nourse LJ (with whom Sir John Vinelott agreed)55 observed that, ‘the case must be approached on the footing that the six members of the team were entitled to equal rights in the confidential information in other words they were co-owners of it, but that there was no contractual, fiduciary or other special relationship between them’.56 He went on to say the second defendant was not entitled to disclose information to any third party. This, however, did not preclude him from disclosing the information to other members of the team who had equal rights in it with the claimant. This meant that the second defendant’s approach to other members of the team was not a breach of the obligation to disclose the information. However, it was a ‘prima facie breach of the obligation not to use the information for some other purpose’.57 Whether this gave the claimant a cause of action against the second defendant depended on the impact of the decision to exclude the claimant from the team and replace him with the second defendant.

8.32 Nourse LJ referred to the decision in Heyl-Dia v Edmunds58 and the obiter statement of Kekewich J that, ‘whether you may properly speak of a secret process as being a chattel or not, at any rate there is nothing to prevent each of these co-owners of this secret process from manufacturing the materials and using the knowledge which he possesses’.59 Nourse LJ believed that a correct application of the dicta of Kekewich J was that ‘[t]he effect of the consents given by the members other than Mr Murray was a partial assignment of their rights in the information to (the second defendant)’ and, as the claimant would not have had an action against other members of the team, he could not bring an action against the second defendant.60

8.33 In other words, Nourse LJ was willing to accept the notions of co-ownership and assignment in relation to confidential information. However, this view may be challenged for several reasons. The first is that in Heyl-Dia v Edmunds Kekewich J61 drew an analogy between co-ownership of patented inventions and secret processes that was inappropriate to make given the very different nature of the rights involved. Second, in talking about partial assignment, Nourse LJ refers to assignment of ‘rights in the information’ and not the information per se. This suggests an assignment of the benefit of a confidential obligation. Finally, in discussing assignment, Nourse LJ seems to assume that either there are no formality requirements (such as that the assignment must be in writing) or that there was an implied assignment by the other team members. In either case, the formality requirements associated with assignment are glossed over in a way that is unsatisfactory.

8.34 However, Nourse LJ also based his decision in Murray v Yorkshire Fund Managers Ltd on another reason, specifically:

(the information) came into being for the purpose of facilitating the project. Initially it belonged to all members of the team. But, if one of their number could be excluded from the project, he could not, after his exclusion, prevent the others from using information as they pleased. To put it another way, information, being an adjunct of a relationship whose continuation Mr Murray was incapable of prolonging, ceased to be his property once the relationship was dissolved.62 (emphasis added)

8.35 In this passage, the comment that the ‘information … ceased to be his property’ is suggestive of property rights in confidential information which can be owned and transferred. However, those rights were held to cease once the relationship that generated the information was dissolved. This is a strange conclusion to reach if in fact property rights do exist in confidential information. It would point to ephemeral or precarious property rights that are easily lost, which is not the case with patented inventions, for example. Where an invention is developed jointly by a research team the fact that a member of the team leaves or is replaced does not affect that member’s status as a joint inventor and thus prima facie co-owner of the patented invention.63 At least under UK patent law, there would have to be an assignment in writing in order to transfer rights in the patent.64 So, why is it that the end of the working relationship in Murray v Yorkshire Fund Managers was held to dissolve the claimant’s rights in the confidential information? One possibility is that the confidential information is in fact property, which was co-owned because it had been jointly generated, but there was an implied agreement that, if a person were no longer part of the team, all rights in the information would be transferred to those remaining in the team. The problem with this interpretation is that it seeks to imply a great deal. In addition, it would mean that the rules concerning assignability of confidential information were considerably less restrictive and protective of the rights owner than in patent, copyright, or trade marks.

8.36 Another possibility is that there was an implied agreement not to rely upon the confidential information or exercise any rights therein once a team member left the group. This would mean that any property in the confidential information remained with the claimant, but would be to no avail. However, this interpretation is unlikely, given that the judge found no agreement existed between the team members as to ‘the use to which the information might or might not be put’.65

8.37 The preferable interpretation of Murray v Yorkshire Fund Managers, it is submitted, is that confidential information was not in fact treated as property but the language of ‘property’ was being used in a loose, metaphorical sense. Instead, what arguably emerges from the judgment is a more flexible notion of ‘sharing’ or entitlement to confidential information. The confidential information was generated by a team of six and, in the absence of any agreement, was shared between the team. This meant that if the information had been communicated in confidence to a third party who in turn made unauthorized use of the information all members of the group would have been able to sue because an obligation was owed to each of them. Importantly, obligations of confidence could exist between the members of the group; however, the first instance judge found there was no equitable obligation between the members of the group with respect to the information. Nor was there an express contractual agreement. Thus, once the group was dissolved and reconstituted with different members, the sharing of the information came to an end and with it the obligation of confidence that may have previously been owed by the third party to the claimant.

Vercoe v Rutland Fund Management

8.38 The decision in Murray v Yorkshire Fund Managers may be contrasted with that in Vercoe and Pratt v Rutland Fund Management Ltd66 where the team interested in pursuing a management buy-in transaction67 utilized confidentiality agreements to regulate the use of confidential information. The claimants had done much of the groundwork to identify the buy-in opportunity and potentially arrange for the acquisition of the pawnbroking business by a venture capital company. The plan was that the claimants would be part of the new management. The defendants went ahead with the acquisition, but without the involvement of the claimants, and substantial profits were made. The claimants alleged, inter alia, breach by the first defendant of written confidentiality agreements.68

8.39 Mr Justice Sales found that the effect of the confidentiality agreements was that the first defendant had promised to use the information relating to the business proposal set out in the Business Plan for the purpose of carrying that proposal into effect.69 The consequence was that the first defendant was obliged to appoint the members of the management buy in team, as stipulated in the plan, if it decided to proceed with acquisition of the target company. The first defendant could decide not to acquire the target company or to seek to negotiate a different role for members of the management buy in team. But if the latter was not agreed, then the first defendant could not use the confidential information contained in the Business Plan to proceed with the transaction. Sales J held that the first defendant had breached the relevant confidentiality agreements70 and damages should be awarded on the basis of what the first defendant would have had to pay the claimants in order to use the confidential information for a purpose other than a ‘permitted purpose’.71

8.40 Thus, the key difference between Murray v Yorkshire Fund Managers and Vercoe is that the basis upon which the confidential information was shared with the first defendant was explicitly regulated by contractual agreement.72

C. Voluntary Assignment (Inter Vivos)

8.41 This is undoubtedly a complicated area in which guidance from the courts is either opaque or contradictory in nature and where the law struggles to reconcile legal principle with what apparently occurs in practice. That voluntary ‘assignment’ of trade secrets or know-how regularly happens in practice, although frequently as part of a larger transaction involving several intellectual property rights rather than separately, is undoubtedly the case:73 the challenge is to explain the legal basis for this common practice.

8.42 The cases support at least six different propositions as to the basis for voluntary assignment in connection with confidential information, which we explain below. Our view is that confidential information per se is not assignable. Rather, what occurs in a so-called ‘assignment’ situation is that A discloses confidential information to B in circumstances where A is bound no longer to use or further disclose the information. This factual scenario may then give rise to third parties owing obligations of confidence to B. In addition, there may be situations where the benefit of any obligation of confidence is assignable to B. We turn first to examine the various propositions supported by the case law before discussing our view at the end of this section.

Confidential information and benefit of confidentiality obligations are non-assignable

8.43 The first proposition that emerges from the case law is that both confidential information and the benefit of any obligations of confidence are non-assignable. This is best supported by the Australian decision in Moorgate Tobacco Ltd v Philip Morris Ltd.74 The first respondent had lodged a trade mark application for registration of the words ‘Golden Lights’ in respect of cigarettes, which the appellant sought to prevent and to which they claimed the benefit. One of the appellant’s arguments was that the information which came to the respondents in the negotiations between its predecessor and the respondents as to the possible use of a trade mark ‘Kent Golden Lights’ in Australia in association with the low tar and nicotine cigarettes was confidential information, which it was entitled to restrain the respondents from using. The NSW Supreme Court, however, dismissed this argument. Hope JA, delivering the leading judgment of the court, held:

It is difficult to see why the information should be regarded as confidential; it was obviously public knowledge, at least within the cigarette trade, that the appellant’s predecessor was making and selling in the United States a brand of low tar and nicotine cigarettes under the trade mark ‘Kent Golden Lights’. Assuming that the appellant had no rights against the respondents in respect of the use of the words ‘Golden Lights’ under the licence agreement, it would not, were it not for the negotiations, have had any case based on confidentiality to restrain the respondents from using those words for its own benefit. The apparently discarded proposal discussed with the respondents as to the possible use of the trade mark ‘Kent Golden Lights’ in Australia would seem to be a slender basis for the establishment of such a case by the appellant. However, in my opinion, even if some obligation of confidentiality was imposed on the respondents, the submission made on behalf of the respondents that any rights which the appellant’s predecessor may have had in the matter were not transferred to the appellant is correct. That knowledge is not property seems clear enough: Federal Commissioner of Taxation v United Aircraft Corporation (1943) 68 CLR 525 at pp. 534–536; Brent v Federal Commissioner of Taxation (1971) 125 CLR 418 at p. 426; Federal Commissioner of Taxation v Sherritt Gordon Mines Ltd (1977) 137 CLR 612 at p. 630. There is in my opinion no relevant way in which, in the circumstances, Loew’s Theatres Inc could have transferred any potential rights it may have had to restrain a breach of confidence on the part of the respondents to the appellant; nor did it purport to do so. If there was a right, it was a right personal to Loew’s Theatres Inc., and it was not one which could be or was vested in the appellant so as to entitle it to the relief which it seeks.75 (emphasis added)

8.44 The above passage reflects two grounds for denying the breach of confidence claim. The first is that the name ‘Golden Lights’ was not confidential information. The second is that any rights in relation to the confidential information were not transferred to the appellant, but were personal to the appellant’s predecessor. It is this latter ground which presents an obstacle to recognizing the assignability of confidential information or the assignability of the benefit of a confidential obligation.

8.45 That said, the weight and correctness of the NSW Supreme Court’s decision may be questioned. On appeal to the High Court of Australia,76 Deane J (with whom Gibbs CJ, Mason, Wilson, and Dawson JJ agreed) did not address Hope JA’s reasoning on the transferability of rights to restrain a breach of confidence, but instead decided this ground on the basis that the information lacked the necessary element of confidentiality.77 At best Deane J’s approach might signal tacit acceptance of Hope JA’s reasoning. Alternatively, another interpretation is that the point was not considered by the High Court and thus was left open.78 In Mid-City Skin Cancer and Laser Centre v Zahedi-Anarak79 the NSW Supreme Court adopted this view. Campbell J did not consider the Court of Appeal decision in Moorgate Tobacco to be binding on the issue of assignability, given that the High Court affirmed the decision of the Court of Appeal on the basis of lack of confidentiality80 and, further, because there was no discernable ratio decidendi.81

8.46 The reasoning of Hope JA may also be questioned. Even if one accepts that information or knowledge is not property, according to Campbell J in Mid-City, ‘it still does not follow … that a right to prevent the disclosure or use of certain knowledge save for certain specified purposes is not property’.82 Further, Hope JA did not consider cases that arguably support the assignability of rights in confidential information.83 Finally, as argued by Hammond, ‘it does not offend the basic thrust of equity jurisprudence to say that the formal successor to that [confidential] relationship should be entitled to rely on the doctrine’.84 Therefore, it is argued that Moorgate Tobacco does not rule out the assignability of the benefit of confidential obligations.

Confidential information and confidentiality obligations assignable as part of the sale of a business

8.47 The second proposition that may be extracted from the case law is that confidential information, and the benefit of obligations of confidence are (like interests in unregistered trade marks) assignable but only as part of the sale of a business. Several authorities form the basis of this view, however it is fair to say that support is not particularly strong.

8.48 The first is the early English case of Bryson v Whitehead.85 Here, the claimant had used a secret mode of dyeing, which was known only to him and his son-in-law. The claimant agreed to sell the goodwill of his trade, along with the exclusive benefit of the secret, to the defendant. A disagreement arose concerning a restrictive covenant in the agreement that the claimant and his son-in-law would be restrained from entering the trade of dyers within a certain distance of London. The claimant sued for specific performance and payment of the outstanding money. The Vice-Chancellor held that: ‘Although the policy of the law will not permit a general restraint of trade, yet a trader may sell a secret of business and restrain himself generally from using that secret’.86 Thus, not only did the Vice-Chancellor find that a restrictive covenant was enforceable, but also that business secrets may be sold. However, we agree with Jennifer Stuckey’s view of the case, who argues that the ‘consideration is best understood as being constituted not by the transfer of property in the information itself, but by the promise not to disclose the secret and not to exploit it for 20 years’.87 In other words, the key issue in the case concerned the restrictive covenant, ie the contractual promise not to use the information, and not whether secret information could be transferred, whether as part of a business or otherwise. As such the case is of limited value in establishing the second proposition.

8.49 Implicit support for the proposition that confidential information or confidential obligations are assignable as part of the sale of a business comes from the House of Lords’ decision in Mustad, O & Sons v Dosen.88 The appellants, Mustad, had purchased a company called Thoring and Co and with it the benefit of Thoring’s trade secrets and the pledges of secrecy from its employees. The trade secrets included confidential information relating to a machine for the manufacture of fish hooks. The first respondent, Dosen, had originally been employed by Thoring and had come under an express contractual obligation of confidence. The appellants commenced proceedings and sought an injunction against Dosen from communicating confidential information relating to the machine to Dosen’s new employer, the second respondents, Allcock & Co Ltd.

8.50 The appellant had filed a patent application in respect of the information alleged to be confidential in Germany in 1925 and the patent specification was published in 1926. The respondents contended that, as such, the information was no longer secret. The appellant argued that Dosen possessed more information than appeared in the patent specification. A final injunction was granted by Rowlatt J, which was set aside by the Court of Appeal. The appeal to the House of Lords was dismissed. Lord Buckmaster (with whom the other law lords agreed) held that the application for the patent meant that the secret had been disclosed to the world and no longer existed, and that there was no proof that Dosen had knowledge ancillary to the patent application that was confidential.

8.51 The House of Lords did not expressly deal with the appellants’ standing to bring the action. But it was assumed that the appellants did have standing and it seems that, if the patent application had not been published, the appellants would have succeeded against the respondents. Therefore, it may be argued that either the confidential information or confidential obligations were transferable along with the assets and goodwill of the business that had been sold by Thoring to Mustad.

8.52 Two Commonwealth decisions arguably also endorse this proposition. In Millwell Holdings Ltd v Johnson89 the claimant had purchased all of the assets and goodwill of a company, Microworld, which had gone into receivership. The claimant alleged that the defendants, who formerly had been promoters, directors, employees of, and later consultants to Microworld, had used confidential information. The claimant obtained an ex parte injunction against the defendants and an application before Gault J to set aside the injunction was dismissed. His honour held that: ‘The plaintiff claims to have acquired all rights in the technology including confidential information by this purchase. Such rights as may be found to exist seem to be assignable: Mustad, O & Sons v Dosen [1963] RPC 41’.90

8.53 In Mense and Ampere Electrical Manufacturing Co Pty Ltd v Milenkovic91 the second claimant acquired the business, together with all the plant equipment, stock, goodwill, confidential information, and trade secrets of the business formerly conducted by the first-named claimant. The defendants had supplied the first claimant with a die for making nylon wall plugs, and in the course of so doing were privy to confidential information relating to the plugs. The defendants later began to make and sell nylon wall plugs by a process similar to that of the claimants. McInerney J held that the defendants’ use of the information was in breach of an implied contractual duty of confidentiality. In terms of to whom that duty was owed McInerney J commented: ‘the trial was conducted on the basis that if there was an obligation of confidence imposed in the first instance, on the first two defendants, it also bound the other two defendants, and that if the obligation enured originally only for the benefit of the plaintiff, Mense, it was now enforceable by the plaintiff company also’.92

8.54 McInerney J’s statement lends support to the idea that obligations of confidence can be assigned, at least where the assignment forms part of the sale of an entire business and its goodwill. However, reliance on Mense for this view may be questioned for two reasons. First, the parties appear to have accepted without argument that the obligation of confidence would be enforceable by the second claimant. Second, the statement assumes that the obligation is enforceable by both claimants whereas, if the obligation had been assigned, logically it would only have been enforceable by the second claimant. Both claimants could only sue if there had been a breach of the obligation owed to the first claimant before the benefit of the obligation was assigned to the second claimant and then further breaches after the obligation was assigned.

8.55 In conclusion, there are two main difficulties with this second proposition. The first is that the authorities provide limited support. The second is that it is hard to defend why assignability of confidential information or confidential obligations would occur only in the context of a sale of the business or its goodwill. A possible explanation is that trade secrets or confidentiality obligations are an integral part of goodwill, which itself is rather diffusely defined93 and may be sold, charged or bequeathed by will.94 But this explanation is dubious, particularly because it would not account for those situations where confidential information or a confidentiality obligation is transferred or disposed of independently of the goodwill or assets of a business.95

Confidential information is not assignable; benefit of confidentiality obligations is assignable

8.56 The case law also points to a third proposition, namely, that confidential information is not assignable but that the benefit of an obligation of confidence is fully assignable, at least where they are not personal in nature (ie where the identity of the person to whom the obligation is owed is a matter of importance to the party on whom the obligation rests.)96

8.57 That confidential information is not assignable is demonstrated by TS&B Retail Systems Pty Ltd v 3fold Resources Pty Ltd and Ors.97 TS&B was a company that manufactured, supplied, and installed shop fittings for major retail outlets. It went into receivership in October 2002 and the applicant purchased the assets of TS&B, including its intellectual property, in February 2003. A group of TS&B employees secretly copied manufacturing drawings and tables of data and left the company in order to establish the respondent company as an industry competitor. The applicant brought an action for infringement of copyright and also breach of confidence, and initially sought an interlocutory injunction against the respondent to restrain them from using in competition certain drawings and information which they had copied.

8.58 Finkelstein J in the Federal Court of Australia granted the injunction, but only in relation to those works in which there was a serious question to be tried regarding copyright infringement. With regard to the confidential information Finkelstein J regarded this as ill defined and indicated that he would not be disposed to grant an order, even if there was an arguable case. As such, the applicant based its application only on infringement of copyright.98 Nevertheless, Finkelstein J commented obiter that confidential information ‘is clearly not an asset which is capable of being assigned’ because ‘confidential information is not property’.99 His honour cited Mustad, O & Sons v Dosen as support for the principle that a person who has acquired confidential information can approach a court of equity to prevent use or disclosure of the information by a third party. However, he then sought to distinguish the case on the basis that ‘it may have proceeded on the assumption that the confidential information which the claimant had purchased was “property”’.100 In respect of other cases101 apparently supporting an assignee’s right to protect confidential information, Finkelstein J criticized them for not explaining the basis for this finding.102

8.59 That the benefit of confidential obligations may be assignable finds some support in Mustad, O & Sons v Dosen along with Millwell and Mense (all of which were discussed above). The most explicit support, however, comes from the New South Wales Supreme Court decision in Mid-City Skin Cancer and Laser Centre v Zahedi-Anarak.103 The case concerned a dispute with Dr Zahedi, who had worked for a medical practice specializing in skin cancers in Sydney. This practice had been set up by Dr Kernot and run by a company, LW Kernot Pty Ltd. The claimant, a company controlled by Dr Lindsay, had purchased from Kernot Pty Ltd certain assets connected with the practice set up by Dr Kernot. Dr Zahedi left the practice after the sale of the assets and went to work for another practice. He took with him certain documents (including pathology reports) which contained patient contact and treatment details, and used these to contact former patients while working at another medical practice. The claimant alleged, inter alia, that Dr Zahedi was in breach of an obligation of confidence and claimed damages or equitable compensation, and an account of profits. Campbell J held that the defendant owed the previous practice, run by Kernot Pty Ltd, a duty of confidentiality in respect of patient data. This was an implied term of his contract and also arose in equity.104 Further, the defendant had breached this duty by taking away with him information and using it to contact former patients.105 However, as there was no contract between the claimant and the defendant, the issue was on what basis the claimant could sue for breach of the implied term of confidentiality between the defendant and Kernot Pty Ltd.

8.60 Campbell J characterized the benefit of the implied contractual obligation owed by the defendant to Kernot Pty Ltd as a legal106 chose in action. He held that there had been no legal assignment of the chose in action,107 but rather equitable assignment108 of it via the contract of sale between the claimant and Kernot Pty Ltd.109 His honour commented that there were enormous practical benefits to allowing choses in action of this type to be assigned:

Businesses which have confidential information, and rights to protect the confidentiality of that information, as important practical elements in the business are frequently sold. Sometimes, there is an express term requiring the assignment of the confidential information and rights to protect the confidentiality of the information. It would be a serious limitation on the usefulness of the law to give effect to transactions which business people think are important if the law did not permit the purchaser of such a business to exercise any right to protect the confidential information which is, in commercial terms, an important asset of the business.110

8.61 After setting out this practical advantage, Campbell J began by considering the principle that the benefit of a contractual obligation cannot be assigned in cases where the identity of the person to whom it is owed is a matter of importance to the party on whom the obligation rests.111 As such, the benefit of contracts of service cannot be assigned. However, Campbell J held that the obligations of confidence owed by Dr Zahedi were not analogous to a contract of service, mainly because the obligations ‘do not require any personal interaction with the person to whom the obligation is owed, and the content of the obligation is not influenced by any action or decision of the person to whom the obligation is owed’.112

8.62 When it came to analysing the authorities in support of assignability of obligations of confidence, Campbell J relied upon older cases, including Duke of Queensberry v Shebbeare113 and Morison v Moat,114 and more recent cases, such as Mustad, O & Sons v Dosen,115 and Millwell Holdings Ltd v Johnson,116 as well as several Australian cases, some of which have already been discussed.117 He discounted or distinguished the cases in which assignability was rejected, namely, the New South Wales Court of Appeal decision in Moorgate Tobacco Co Ltd v Philip Morris Ltd118 and the interlocutory decision in TS&B Retail Systems Pty Ltd v 3fold Resources Pty Ltd and Others.119 Consequently, Campbell J concluded that, ‘neither principle nor authority requires the benefit of a contractual obligation to keep information confidential to be unassignable’.120 This was likewise held to be the case in relation to the equitable obligation.121

8.63 The subsequent, first instance decision in Elecon Australia Pty Ltd v Brevini Australia Pty Ltd122 also supports the view expressed in Mid-City. In this case, a know-how agreement existed between Elecon Engineering (the second respondent) and PIV Antrieb (a German Company), which provided a licence to the former to use technical know-how and information, to be supplied by the latter, in the manufacture and sale of a certain type of gearbox. The agreement treated all information and other documentation provided by PIV Antrieb as secret for the duration of the contract and after its termination. After PIV Antrieb went into administration, its assets (but not existing contractual rights and obligations) were transferred to a new company that in due course became PIV Drives (the first applicant). Attempts to terminate the know-how agreement were made by both Elecon Engineering and PIV Antrieb. Even so, the first respondent continued to use the know-how and other technical information provided to it, in order to make and sell gearboxes. The second applicant (Brevini Australia), which had the right to exploit the intellectual property rights of the first applicant in Australia, alleged that the first respondent (Elecon Australia) did not have the right to sell gearboxes in Australia. The first respondent commenced proceedings against the second applicant alleging misleading and deceptive conduct and seeking relief. Subsequently, the applicants commenced proceedings against the respondents alleging, infringement of copyright and trade marks, passing off, and breach of confidence.

8.64 On the breach of confidence ground, the respondents argued that there had been no effective assignment of PIV Antrieb’s interest in the confidential information to PIV Drives (the first applicant) at the time the assets were sold.123 Buchanan J in the Federal Court of Australia agreed, observing that:

In the present case the benefit of the know-how contract was not assigned from PIV Antrieb to PIV Drives. The cause of action for breach of confidence is not, therefore, based upon a contractual covenant. It does not depend upon the assignment of a chose in action (cf Mid-City at [162]–[175]).

8.65 Thus, on the facts of the case, the rights and obligations under the know-how contract had not been assigned. Even so, it is clear from Buchanan J’s comments that this type of assignment is, in principle, possible. Buchanan J did, however, go on to find a basis for assignability of the confidential information, and we discuss this below in the context of the next proposition.

Confidential information may be transferred

8.66 The fourth proposition is that confidential information is neither property nor assignable in a strict sense, but such information may be transferred and the person to whom it is transferred thereby has standing to sue. Three Australian decisions support this view.

8.67 The first is the judgment after trial in TS&B Retail Systems Pty Ltd v 3fold Resources Pty Ltd and Ors.124 In this decision, Finkelstein J took a different approach to the basis on which the claimants could sue than he adopted in the interlocutory decision. Only some of the information generated by TS&B was held to be confidential, nevertheless Finkelstein J considered whether TS&B Retail was entitled to sue for breach of confidence. His honour reiterated that confidential information is not property, but rather is protected by equity:

Although confidential information is not property and hence is not capable of being assigned, it now seems to be accepted that confidential information can be passed on by one person to another, and the person to whom it has been imparted can take action to protect the information.125 (emphasis added)

8.68 In support of this principle, Finkelstein J cited Mustad, O & Sons v Dosen, the Court of Appeal decision in Douglas v Hello!126 and Lord Goff’s dicta in Spycatcher.127 He concluded that ‘TS&B Retail is entitled to whatever protection a court of equity will give in respect of the confidential information it obtained from the receivers’.128 Further, his honour held that TS&B Retail was entitled to maintain a cause of action for breach of confidence, ‘for any alleged infringement that occurred from the time it became … entitled to share in the confidential information’.129

8.69 Therefore, Finkelstein J’s approach treats confidential information as not being property and as non-assignable, yet accepts that information can be passed from one person to another, such as to give that latter person standing to sue for breach of confidence. What is unclear is the basis upon which the transferee of the information has standing to sue. Is it something that follows automatically from having received the information? Finkelstein J’s reliance on Lord Goff’s dicta in Spycatcher does not shed any light on the matter, since these statements are directed to who owes the obligation, as opposed to whom the obligation is owed.

8.70 In Farah Constructions Pty Ltd v Say-Dee Pty Ltd130 the High Court of Australia indicated that confidential information may be transferred. The case involved an alleged breach of fiduciary duty, arising out of a joint venture between the appellants and respondents to develop a particular site. After the Council rejected the development application on the basis that the site was too small, the appellants bought the adjacent properties and submitted a new development application. The respondents claimed that this amounted to breach of fiduciary duty and, as such, the properties should be held on constructive trust in favour of the joint venture between the parties. The High Court of Australia held that the appellants had fulfilled their obligations of disclosure by having conveyed the view of the Council that the site was too small and that development potential existed if the site was amalgamated with adjoining properties. In other words, there was no breach of fiduciary duty. In the event, however, that there was a breach of fiduciary duty, the court considered whether to fix some of the appellants with liability as recipients of trust property under the first limb of Barnes v Addy.131 The High Court overturned the New South Wales Court of Appeal on this point, holding inter alia, that there was no receipt of property. This was because the information was not confidential. Further, even if the information were confidential, the court stated:

… that would not make it property for the purposes of the first limb of Barnes v Addy. The protection given by equitable doctrines and remedies causes confidential information sometimes to be described as having a proprietary character, ‘not because property is the basis upon which that protection is given, but because of the effect of that protection’. Certain types of confidential information share characteristics with standard instances of property. Thus trade secrets may be transferred, held in trust and charged. However, the information involved in this case in not a trade secret.132 (emphasis added)

8.71 The above comments of the High Court of Australia are, strictly speaking, obiter dicta. Nevertheless, they do provide some support for the fact that trade secrets, at least, may be transferred. Interestingly, however, the court does not provide a definition of what type of confidential information constitutes a trade secret, in particular whether that terminology is used generally to refer to commercial confidential information or in a more restricted sense.133

8.72 Returning to the Elecon decision, Buchanan J in the Federal Court relied upon both Farah Constructions and also the decision in TS&B Retail. Relying on the above-cited comments of the High Court in Farah Constructions Buchanan J concluded: ‘There is no doubt, therefore, that PIV Drives’ interest in the intellectual property which was assigned to it … and particularly the confidential information which was provided to Elecon Engineering, may, even if not property in the usual sense, be protected’.134

8.73 Buchanan J also cited TS&B Retail Systems Pty Ltd v 3Fold Resources Pty Ltd (No 3)135 and the fact that Finkelstein J, ‘decided that although confidential information was not property in the usual sense it may be passed by on person to another and the person to whom it had been imparted can take action to protect the information’.136 After referring to these two authorities, Buchanan J concluded:

… I see no reason to doubt that the interest in the confidential information was, in accordance with the observations in Farah Constructions, directly assignable, at least so far as Australian law is concerned. In those circumstances PIV Drives’ title to sue does not depend upon the assignment of any covenant under the know-how contract. It was not necessary that PIV Antrieb be joined as a party.137

8.74 Elecon Engineering was found to be in breach of the obligation of confidence which it owed to PIV Drives.138 On appeal, the Full Federal Court of Australia upheld the trial judge’s decision, observing:

Although confidential information is not property in the usual sense, it may be transferred by one person to another and the person to whom it is transferred has standing to take action to protect the confidentiality of the information. The Court may therefore grant at the behest of the person to whom, as a purchaser, the confidential information is transferred, injunctions and equitable compensation for breaches of the confidence (see TS&B Retail Systems Pty Ltd v 3Fold Resources Pty Ltd (No 3) (2007) 158 FCR 444 at [72]–[77]).139

8.75 In other words, the Full Federal Court adopted the view that confidential information was transferable even though this does not make information property. The person to whom the information is transferred is thereby entitled to use the information and is owed a confidential obligation as a result.

Confidential information may create independent obligations of confidence in the persons with whom it is shared

8.76 A fifth proposition is that confidential information is not property and is non-assignable (in the strict sense), but it can be passed to another person and this, in turn, may create an independent obligation of confidence. This proposition varies from the fourth proposition in so far as standing to sue does not follow automatically from the information having been transferred. Rather, the transfer of information provides the necessary but not sufficient conditions for an obligation of confidence to arise. Arguably, the judgment in TS&B Retail (discussed above) supports this proposition. Finkelstein J clearly held that confidential information was neither property nor assignable yet it could be transferred such as to give the transferee standing to sue for breach of confidence. The judgment, however, is unclear on the basis upon which the transferee would be entitled to sue. It is submitted that such a transfer of confidential information could give rise to an independent obligation of confidence in two possible ways. First, if the transferee has the confidential information in its possession it may choose to disclose such information to third parties under a contractual duty of confidence. Alternatively, the circumstances in which the transferee discloses the information to a third party, or the circumstances in which the third party acquires this information, may indicate knowledge or notice of the confidentiality of the information sufficient to impose an obligation.140

Confidential information is property and fully assignable

8.77 The sixth and final proposition is that confidential information is fully assignable and akin to property, if not in fact property. There is limited support for this view in English law, whereas it is an entrenched position in the United States (even though the basis for this position may be questioned).

English law

8.78 The way in which know-how is dealt with for tax purposes arguably supports the view that confidential information is proprietary and may be assigned. Tax legislation recognizes the acquisition or disposal of ‘know-how’, where ‘know-how’ is given a specific meaning that relates to industrial information,141 although not commercial information more generally.142 Where the know-how is disposed of as part of the sale of the trade (in whole or in part) any consideration that is received is treated as a capital receipt.143 Whereas, consideration received for the disposal of know-how where a person continues to carry on trade after the disposal is characterized as a trading receipt.144 This distinction is also mirrored in earlier case law.145

8.79 Importantly, know-how is treated as property for tax purposes, expressly by section 453 of the Capital Allowances Act 2001146 and implicitly by other tax legislation.147 These provisions apparently create exceptions to the view expressed in Musker (HM Inspector of Taxes) v English Electric Co Ltd148 where Viscount Radcliffe observed: ‘there is no property right in “know-how” that can be transferred, even in the limited sense that there is a legally protected property interest in a secret process’ and, further, that ‘“know-how”, though very naturally looked upon as part of the capital and trade, is a fixed asset only by analogy and, as were, by metaphor’.149 His Lordship went on to comment that the nature of receipts from know-how—whether income or capital—depended not on the nature of know-how, but on the nature of the transaction in which the receipts are received.150

8.80 We argue that, even if know-how is characterized as property for taxation purposes, this does not mean that confidential information or trade secrets are property and thereby assignable for the purposes of the law more generally.

8.81 Likewise the fact that a patentable invention151 is property according to section 7(2) of the Patents Act 1977152 does not support there being property in trade secrets generally. At best, this provision creates a very specific and narrow situation where an as yet unpatented, but patentable, invention that contains confidential information or itself is confidential (prior to making a patent application), is property.

United States law

8.82 The US Supreme Court decision in Board of Trade of the City of Chicago v Christie Grain & Stock Co153 has been relied upon in numerous subsequent cases to support confidential information being treated as property that is assignable. The claimant collected the price quotations on sales of grain which it then furnished to telegraph companies. The claimant sought to enjoin the defendants from using the price quotations which they alleged could not be obtained by the defendants except through the known breach of confidential terms on which they were communicated by the claimants.154 Justice Holmes delivering the opinion of the court treated the claimant’s collection of quotations as akin to a trade secret. He stated:

[t]he plaintiff has the right to keep the work which it has done, or paid for doing, to itself … The plaintiff does not lose its rights by communicating the results to persons, even if many, in confidential relations to itself, under a contract not to make it public, and strangers to the trust will be restrained from getting at the knowledge by inducing a breach of trust, and using knowledge obtained by such a breach.155

8.83 It is questionable whether Board of Trade v Christie supports characterizing trade secrets as property, even though it has subsequently cited it for this principle (as discussed below). The key issue in Board of Trade was whether the information retained its confidentiality despite the fact it had been communicated to several parties. The court held that the information was still protectable because it has been disclosed in confidential relations to the various telegraph companies.156 The defendants were liable it seems because they had induced a breach of confidential obligation and used the information in knowledge of such breach. In other words, Board of Trade was a case about enforcing a confidential relationship and not one that recognized property rights in information.157

8.84 Nevertheless, in Dr Miles Medical Company v John D Park & Sons Company158 the Supreme Court relied upon Board of Trade v Christie in support of confidential information being property that may be assigned or licensed. The claimant in this case made and sold medicines according to a secret method and formula and it sought to fix the wholesale and retail prices by contract. The defendant procured the claimants medicines from certain wholesalers and retailers and sold them at a reduced price. The issue was whether the price agreements were a valid restraint of trade. The Supreme Court held that the agreements that fixed prices were an unlawful restraint of trade and could not be justified on the basis they related to proprietary medicines manufactured under a secret process. In delivering the opinion of the court, Hughes J commented obiter:

… the complainant is entitled to be protected against invasion of its rights in the process by fraud or by breach of trust or contract … the secret process may be the subject of confidential communication and sale or license to use with restrictions as to territory and prices. Fowle v Park, 131 U.S. 88 … a similar principle obtains with respect to the confidential communication quotations collected by the board of trade. Board of Trade v Christie Grain & Stock Go, 198 U.S. 236.159 (emphasis added)

8.85 The Supreme Court decision in Carpenter v United States160 also relied upon Board of Trade v Christie as supporting the proprietary nature of confidential information. This was a case concerning criminal offences to do with insider trading, conspiracy, and fraud. A reporter for the wall street journal had knowingly breached the duty of confidentiality in disclosing certain stock information to the other petitioners. The district court convicted the reporter of various fraud charges and these were affirmed by the Court of Appeals. On appeal the petitioners asserted that their activities were not a scheme to defraud the journal within the meaning of the mail and wire fraud statutes, and that they did not obtain any money or property from the journal. The Supreme Court affirmed the various convictions.

8.86 Justice White, delivering the opinion of the court, held that ‘the object of the scheme was to take the Journal’s confidential business information—the publication schedule and contents of the “Heard” column—and it’s intangible nature does not make it any less “property” protected by the mail and wire fraud statutes’.161 His honour went on to state that ‘Confidential business information has long been recognised as property’ citing, inter alia, Board of Trade v Christie in support and that, ‘The Journal has a property right in keeping confidential and making exclusive use, prior to publication, of the schedule and contents of “Heard” column. Christie Grain, supra’.162 However, as Professor Samuelson has aptly noted:

… the Supreme Court seemed to seize upon the ‘property’ label in order to reach a just result without giving serious thought to the consequences for future cases, and without perceiving what a fragile base this cluster of precedents provides for such a significant legal proposition as the recognition of property rights in information.163

8.87 Ruckelshaus v Monsanto Co164 is another example of the US Supreme Court describing confidential information as ‘property’, this time in the context of the Fifth Amendment. In this case the applicant for registration of pesticide alleged that certain provisions of federal legislation165 effected a ‘taking’ of property without just compensation in violation of the Fifth Amendment. A key issue in the case was whether Monsanto had a property interest protected by the Fifth Amendment in the health, safety, and environmental data that it had submitted to the Environmental Protection Agency. Blackmun J, delivering the opinion of the court, observed:

Trade secrets have many of the characteristics of more tangible forms of property. A trade secret is assignable. See, eg Dr Miles Medical Co v John D Park & Sons Co, 220 U.S. 373, 401–2; Painton & Co v Bourns Inc 442 F 2d 216 (1971) … A trade secret can form the res of a trust, Restatement (Second) of Trusts, s 82 … and it passes to a trustee in bankruptcy. See In re Uniservices Inc 517 F 2d 492, 496-7 (1975).166

8.88 The Court went on to observe that, ‘[a]lthough this Court never has squarely addressed the question whether a person can have a property interest in a trade secret, which is admittedly intangible, the Court has found other kinds of intangible interests to be property for the purposes of the Fifth Amendment’s Taking Clause’.167 The difficulty of this analogy, however, is that it puts liens, contracts and trade secrets in the one basket without recognizing ‘these other rights are stable, vested, and enforceable in ways that trade secrets are not’.168 The court then concluded that, ‘to the extent that Monsanto has an interest in its health, safety, and environmental data cognizable as a trade secret property right under Missouri law, that property right is protected by that Taking Clause of the Fifth Amendment’.169 The footnote supporting this statement distinguished Du Pont v Masland (discussed below) and also cited Board of Trade v Christie as an example of the court speaking of trade secrets in property terms.

8.89 Ruckelshaus v Monsanto could be seen as restricted to constitutional notions of property, as opposed to whether trade secrets are property for all purposes.170 Even so, the court appeared to draw support for its view that the Fifth Amendment applied based on the property characteristics of trade secrets more generally. However, the Supreme Court decision may be criticized for not examining in any depth the rationale or consequences of such a far-ranging proposition, namely, that trade secrets are property.

8.90 In an early Supreme Court decision, E I Du Pont Nemours Powder Co v Masland,171 doubts were expressed about the proprietary nature of trade secrets. This was an action to prevent a former employee from using or disclosing secret processes acquired during employment. A preliminary injunction was refused. Before the final hearing the defendant sought to employ experts, and the district court then issued a preliminary injunction against disclosing any of the claimants’ secret processes to experts. A motion to dissolve was denied and the appellate court reversed the decree. A writ of certiorari was granted by the Supreme Court to consider this decision. In delivering the opinion of the court, Holmes J observed: ‘[t]he word “property” as applied to trademarks and trade secrets is an unanalysed expression of certain secondary consequences of the primary fact that the law makes some rudimentary requirements of good faith.’ He further observed that, ‘the starting point for the present matter is not property or due process of law, but that the defendant stood in confidential relations with the claimants, or one of them’.172 In other words, the core basis of liability of the defendant arose here because of the confidential relationship as opposed to the proprietary nature of the secret process to which he had been privy as an employee.

8.91 Interestingly, in the subsequent ruling in Ruckelshaus v Monsanto, the Supreme Court observed (in footnote 9) that Du Pont v Masland did not undermine its holding on the basis that ‘Justice Holmes did not deny the existence of a proprietary interest; he simply deemed determination of the existence of that interest as irrelevant to the resolution of the case’.173

8.92 Despite the doubts that we have expressed about the Supreme Court decisions which characterize trade secrets as property, or as akin to property, and thus as capable of being assigned or sold, this view is a popular one in the United States, as evidenced by several Federal Circuit and State decisions,174 and also key treatises.175 That said, it is clear that trade secrets are not directly analogous to other forms of intellectual property rights. For example, no formalities are required to make a transfer of trade secrets effective.176 What happens is that the ‘owner of the trade secret simply discloses it without restriction to the transferee, and promises not to use it himself or to disclose it to anyone else. In such circumstances, the transferee qualifies as the owner of the trade secret as long as the transferee keeps the information secret and enjoys a competitive advantage from knowing it’.177 Concerns about the continued use of the information by the transferor may be tackled through a variety of limitations on the transferor.178

The preferred view

8.93 We have explored six possible bases for voluntary assignment of confidential information or trade secrets; however, none of these obviously stands out as the definitive legal explanation for assignment, either from the point of view of legal precedent or policy. We therefore turn to set out our preferred view, based on the jurisprudence that has been examined above. This view is, in essence, a combination of propositions three and four.

8.94 We maintain that confidential information is not property, for the reasons discussed in Chapter 4 and the introductory part of this chapter.179 Further, confidential information is not strictly assignable, in the way that occurs for copyright, design rights, trade marks, or patents, which are intangible exclusive rights for which assignment is expressly recognized by statute and for which formalities must be satisfied.180 Nevertheless, it is possible to transfer confidential information, in the sense that A may disclose confidential information to B pursuant to a contractual agreement whereby A is bound no longer to use or further disclose the information. That trade secrets or confidential information may be transferred in this way is supported by case law181 and also by the views of authors of standard forms and precedents in this area. For example, Trevor Cook and Audrey Horton observe that confidential information cannot be assigned in the same way as other intellectual property rights, but that a similar result can be achieved by creating an: ‘obligation on the part of the assignor to disclose the know-how, coupled with an obligation on his part neither to use it nor disclose it to others in the future, thus producing an effect equivalent to an assignment of a property right’.182

8.95 An issue that arises from A’s obligation not to use or disclose the confidential information that has been disclosed to B is whether this restriction will be in restraint of trade. This will depend on the type of restraint (eg whether it is a non-use, non-disclosure, or non-compete clause) and whether it is reasonable in all the circumstances.183 Therefore, whether A can continue to use the confidential information or disclose it to others will depend on the nature and enforceability of these restrictions.

8.96 It is as a result of B having acquired confidential information from A that third parties (C and D) may come to owe obligations of confidence to B. Such obligations do not arise automatically, despite what was suggested by the High Court of Australia in Farah Constructions in obiter and also by the Full Federal Court of Australia in Elecon (see paras 8.70–8.75). Instead, the fact that B now has confidential information in its possession, which it can exclusively use or choose to disclose, will potentially enable C and D to owe obligations of confidence to B. More specifically, B will be able to agree with C or D that confidential information will be disclosed on condition that it is kept secret. Alternatively, C or D might owe an equitable duty of confidence where they have notice of the confidentiality of the information.

8.97 Where A, prior to the transfer of confidential information to B, has already disclosed information to third parties (including A’s employees or independent consultants, E and F), these persons may have been subject to obligations of confidence owed to A. The case law supports the view that the benefit of such obligations may be, at least in some cases, assignable to B. This will depend on the obligation not being ‘personal’ in nature, ie where the identity of the person to whom the obligation is owed is not a matter of importance to the person on whom the obligation rests.

8.98 Consequently, faced with a purported ‘assignment’ of confidential information for value, courts will do their best to give effect to the intention of the parties by recognizing the obligations on A, C–D, and E–F. But whether A still has an interest in the information such that it (along with B) could sue for breach of confidence will, in the case of C and D, depend on whether there is still a shared interest in or entitlement to the information. However, where the benefit of any obligation of confidence owed by E-F has been assigned to B, it seems logical that A would no longer have standing to sue E-F.

D. Insolvency

The position in the United Kingdom

8.99 Trade secrets that form part of the goodwill or assets of a business may vest in the trustee in bankruptcy, along with any obligations of confidence that are owed. This proposition is supported by at least two cases.

8.100 In Re Keene184 the Court of Appeal held that secret formulas were part of the goodwill and assets of a business that vested in the trustee in bankruptcy and, as such, the debtor was required to disclose the secret formulas to the trustee.185 The decision can be seen as limited to interpretation of bankruptcy.186 In other words, we should not extrapolate from Re Keene that trade secrets are transmissible in situations other than bankruptcy.

8.101 Re Keene was followed in an Australian decision, Askew and Francis v Seventh Granite Pty Ltd and Ors.187 The applicants in this case sought injunctive relief against the respondents to prevent them from using the applicants’ trade secrets and confidential information and from communicating it to others. The respondents brought a motion to have the proceedings stayed, dismissed, or otherwise struck out, arguing that the applicants lacked standing to bring the proceedings because, by reason of their bankruptcy, their assets had vested in the trustee in bankruptcy. The judge, Olney J, relying upon Re Keene188 and section 116(1) of the Bankruptcy Act 1966 (Cth), upheld this argument. His honour held:

In the case of each of the first applicants there can be no question that any property rights which they may have had in respect of the trade secrets at the respective dates of their bankruptcies vested in their respective trustees in bankruptcy and that any trade secrets which came into existence after they became bankrupt thereupon vested in their trustees.189

8.102 Campbell J in Mid-City has expressed doubts about whether decisions relating to trade secrets in bankruptcy support the transmissibility of confidential information more generally. Campbell J observed:

While Askew is a clear decision that the right to take proceedings to enforce a contractual obligation of confidence is something which vests in a trustee in bankruptcy, it does not necessarily answer the question of whether such rights are assignable outside the context of vesting of the property of a bankrupt. I say that because statute can sometimes achieve the effect of a transfer or variation of rights which is not possible under the general law.190

The position in the United States

8.103 In the United States, the Bankruptcy Code (Title 11 USC) section 541(a) does not explicitly mention intellectual property as property of the estate. However, a definition of intellectual property was inserted in 1988 when section 365(n) was added (which provision deals with executory contracts under which the debtor is a licensor of an intellectual property right). Section 101, paragraph 35A defines ‘intellectual property’ to include a trade secret but does not define ‘trade secret’.191 However, definitions of ‘trade secret’ are contained in section 39 of the Restatement (Third) of Unfair Competition192 and also in the Uniform Trade Secrets Act, which has become law in the majority of states.193 Section 4 of the UTSA defines a trade secret as:

information, including a formula, pattern, compilation, program, device, method, technique, or process, that: (i) derives independent economic value, actual or potential, from not being generally known to, and not being readily ascertainable by proper means by, other persons who have obtained economic value from its disclosure and use, and (ii) is the subject of reference that are reasonable under the circumstances to maintain its secrecy.

8.104 Even so, Professor Sandeen has queried whether mere confidential information that fails to satisfy the definition of ‘trade secret’ would be included. As well, there are practical difficulties for the trustee to be able to identify trade secrets, especially where they are not captured in some tangible form or if the debtor is simply unaware that what they ‘own’ are trade secrets. There are also other complexities, to do with debtors, creditors, and trustees, which have been explored at length elsewhere.194

E. Enforceability Post-Death

Accrued causes of action for breach of confidence

8.105 It seems that all pre-existing causes of action for breach of confidence subsisting against or vested in any person will vest in the deceased’s estate according to section 1(1) of the Law Reform (Miscellaneous Provisions) Act 1934.195

Obligations of confidence

8.106 The Law Commission, in its report on Breach of Confidence, took the view that commercial (but not personal) obligations of confidence would vest in a deceased’s estate:

… there is the situation in which a person who has imparted information in confidence to another dies before any breach of confidence has taken place. His personal representatives will have a right of action for any subsequent breach only if the information is of a ‘quasi-proprietorial’ character—such as information relating to ‘know-how’—which can be regarded as an asset of the deceased person’s estate.196

8.107 The Law Commission did not cite any authorities or explicate their reasons for the above view; however, there are a few early decisions that arguably lend support to it.

8.108 In Duke of Queensberry v Shebbeare197 the legal personal representatives of Lord Clarendon were successful in obtaining an injunction to prevent publication of an unpublished manuscript. It seems that the right of the representatives of Lord Clarendon’s estate to bring the action was assumed. However, the decision could also be seen as a case involving common law copyright in the unpublished manuscript, along with an assumption that copyright would vest in the estate.198

8.109 In Morison v Moat199 the claimants were the legatees of a secret recipe, which had been disclosed by their father to the defendant’s father pursuant to a bond of non-disclosure. The claimants successfully obtained an injunction against the defendant to prevent him from making any medicines according to the secret recipe. The basis for Sir George Turner V-C’s decision was that the defendant had derived under, or availed himself of, the breach of faith and contract by his father.200 In Mid-City, Campbell J observed in relation to Morison v Moat that the claimants would not have been entitled to this injunction, ‘if the right to bring an action to enforce an obligation of confidentiality was not something which could be devised by will’.201 In other words, the obligation of confidence owed to James Morison (the father) had passed to his heirs (the claimants). On the other hand, given that the father of the defendants had breached his duty of non-disclosure in telling his son about the secret, the case could be alternatively viewed as one where there was an existing cause of action, between James Morison and Thomas Moat and his sons (as third party recipients) which had vested in Morison’s estate, to the benefit of the claimants.

8.110 Finally, there is Yovatt v Winyard.202 The claimant, William Yovatt had formerly been in partnership with Delabere Blaine until the latter died, leaving him the business. The defendant, William Winyard, had formerly been employed by Yovatt, under an agreement which stated he was to learn general knowledge of the business, but was not to be taught means of composing medicines. Winyard left the claimant and entered into business for himself. He started selling the medicine, the recipe for which he had surreptitiously accessed, and offered not to divulge the recipes for a small salary. The Lord Chancellor granted an injunction to restrain the defendant from communicating recipes for veterinary medicines, ‘upon the ground of there having been a breach of trust and confidence’. One interpretation of the case is that the confidential information formed part of the partnership assets and that Blaine, upon his death, had transferred his interest in the partnership assets to Yovatt. An alternative interpretation is that, as a partner of the business, Yovatt in any case had an interest in protecting the confidentiality of certain business information, and Winyard, as a former employee, therefore owed him a duty of confidentiality. In other words, the duty owed to the claimant had nothing to do with the fact that Blaine had left him the business.

8.111 These cases can be interpreted to support the proposition that rights in confidential information (or obligations of confidence) can be bequeathed, but their limitations must be recognized, namely, that the decisions are of some antiquity and can be explained on alternative grounds.

Confidential information

8.112 It is mainly early cases that support trade secrets or confidential information vesting in the estate of the deceased. In Jenks v Holford203 there was a dispute between two son-in-laws over the estate of a ‘great chymist’ and payment for ‘receipts’ relating to strong water. Lord Chancellor Nottingham rejected the claim, it appears largely because the recipes were trivial and thus unworthy of protection, but there is a suggestion (albeit implicit) that if the recipes had been valuable—ie patentable or akin to a patentable invention—then they would have vested in the estate.204

8.113 In Tipping v Tipping205 there was an action relating to the distribution of the estate of William Tipping, a chemist, who had died intestate. An issue that arose was whether Tipping’s widow had to include in the account of the estate the value of secrets disclosed in relation to ‘Tipping’s Water’. Thomas Parker, First Earl of Macclesfield LC, declared that:

if the secret was imparted to her by her husband, then it became a matter of her own knowledge, part of her understanding, which could not be taken from her; but if she learned the art by finding the receipt after her husband’s death, or had the knowledge communicated to her by any servant etc. then the executors would have the benefit of this receipt.

8.114 Tipping v Tipping was cited in Gibblett v Read,206 where Lord Chancellor Hardwicke envisaged the possibility that business secrets were personal property that could pass on death:

The case put of physical secrets or nostrums, where everything was carried on by the materials purchased after the testator’s death, and yet the nostrum is part of the personal estate of the testator … As to the argument, that others might have printed it as well as James Read or the defendants; so in the case of Tipping, if anybody had thought of his nostrum, as he had no patent, any discover[er] might have sold it. But what is strong here is, its having been in partnership; and being so, there is a sort of secret in the business, and a certain expence in procuring intelligence. And it would be a deceit and a fraud on the parties if this Court did not consider things on the same foot as purchasers of a thing of this sort did …207

8.115 Lord Chancellor Hardwicke accepted that because shares, like secrets, were treated as valuable assets, so the law of inheritance should treat such matters as capable of forming part of the transmissible estate of a deceased.

8.116 In Canham v Jones208 a recipe for ‘Velno’s Vegetable Syrup’ (a medicinal composition) had been purchased for £6,000 by Swainson. Upon Swainson’s death (some 30 years after the purchase), the recipe had been bequeathed to the claimant (Swainson’s son-in-law). The defendant, who had previously been employed by Swainson, was alleged to be selling a medicine under the false description of ‘Velno’s’ and that the recipe had been surreptitiously obtained by him during his employment. The defendant demurred in relation to all aspects of the Bill. In a very brief judgment, the Vice-Chancellor stated:

This Bill proceeds upon an erroneous notion of exclusive property, now subsisting in this medicine; which Swainson, having purchased, had a right to dispose of by his will; and, as it is contended, to give the plaintiff the exclusive right of sale. If this claim of monopoly can be maintained, without any limitation of time, it is a much better right than that of a patentee … If any exclusive right in this medicine ever existed it has long expired.209

8.117 The above passage does not reject the possibility of transmitting a secret recipe by will, but rather identifies a reluctance to allow an exclusive right in production of the recipe to continue in the absence of patent protection. The overriding concern here appears to have been to avoid anti-competitive behaviour.

8.118 Another case said to support the fact that confidential information may be bequeathed is Green v Folgham.210 In this case the sole possessor of a recipe for making a medicine assigned it to trustees, for the duration of the lives of his daughter and her husband, and directed that after they deceased the recipe should be sold for the benefit of their children. It was held that the eldest son, who had had the recipe communicated to him by his mother, and had subsequently sold medicine according to the recipe, held the recipe on trust and had to account for the profits made by him by sales of the medicine. It is doubtful, however, whether this decision supports the transferability of confidential information upon death; rather, the case appears to be concerned with trade secrets as trust ‘property’211 and the terms of the particular trust that had been created.

8.119 Assuming that trade secrets or commercial confidential information are treated as valuable assets that form part of a deceased’s estate, it does not follow that such information must be ‘property’. In other areas of the law, such as moral rights in copyright, rights are treated as personal (to the author) and therefore inalienable; however, they can be exercised by the author’s estate.212 Further, the fact that confidential information may vest in a person’s estate allows beneficiaries to be put into possession of the information and to choose how to use the information or whether to disclose it. It does not, however, lead to beneficiaries acquiring exclusive rights over the information such that third parties who have independently generated the same or similar information can be restrained. Therefore, our view is that if confidential information is capable of vesting in the estate, this simply creates the ability for the heirs or personal representatives of the estate to use or disclose that information which, in turn, might give rise to obligations of confidence.

F. Licensing

The different nature of trade secret licences

8.120 The practice of ‘licensing’ confidential information, trade secrets, or ‘know-how’ is well entrenched;213 however, the legal basis for doing so is unclear. Certainly, it is not the same as that which exists for licensing patents, trade marks, copyright, or designs, although it is worth noting that in practice confidential information or know how is frequently licensed with other intellectual property rights (especially patents). Licences for these intellectual property rights are premised on the rights being personal property,214 ie exclusive rights to do certain things with the invention, trade mark, copyright work, or protected design.215 Whereas confidential information is not, as we have argued, property. A trade secret, confidential information, or know-how ‘licence’ is therefore not a licence in the strict sense, but the name given to agreements where information is disclosed ‘on condition that an undertaking which has been given will be kept or if broken will be compensated by damages’.216 Although there is a practice of speaking of trade secret or ‘know-how’ licences it must be ‘appreciated that strictly a man does not need a licence unless he wishes to do something forbidden (such as infringing a patent). In the case of secret information one is not so much forbidden to use it as unable to do so for want of it’.217

8.121 Therefore, the essence of a trade secret or know-how ‘licence’ is the disclosure of confidential information by party A to party B on certain conditions, as opposed to permission to carry out exclusive acts which are reserved to the rights owner. Support for this view is found in some tax cases, most notably the House of Lords’ decision in Rolls-Royce Ltd v Jeffrey (Inspector of Taxes).218 The appellants had developed considerable technical knowledge relevant to the manufacture of aircraft engines, only some of which was protected by patents. In consideration of lump sum payments and royalties, it had entered into several agreements to supply foreign governments and companies with technical knowledge and plans to enable them to manufacture specified types of aircraft engines. The issue was whether or not the lump sum payments fell to be treated as capital receipts or trading receipts, which in turn affected the appellants’ tax liability. The House of Lords dismissed the appeal and unanimously upheld the decision of the Court of Appeal that the lump sum payments were trading receipts. In so doing, they found that the know-how ‘licence’ was putting the recipients in possession of information. For example, Lord Radcliffe observed that:

Whatever else the lump or capital sums payable under the agreement are paid for, it is not for a licence in the ordinary sense: it is for the making available, the imparting, of the ‘know-how’, both as recorded in the drawings and other data and as conveyed by direct instruction, advice and information.219

8.122 Lord Reid also emphasized the particular quality and effect of the licence:

There is nothing in the case to indicate that that capital asset was in any way diminished by carrying out these agreements. The whole of their knowledge and experience remained available to the appellants for manufacturing and further research and development, and there is nothing to show that its value was in any way diminished.220

8.123 Thus, according to the above dicta, a ‘know-how’ licence is not a licence in the ordinary sense, but instead is an agreement to put the other party in possession of certain information subject to certain conditions being met.

Exclusive ‘licences’

Douglas v Hello! at first instance

8.124 An exclusive licence to use confidential information was at the heart of the Douglas v Hello! litigation,221 yet the nature and status of such a licence was not satisfactorily explored or resolved by the House of Lords or the courts below. The first and second claimants (the Douglases) had entered into an agreement with the third claimant (OK! magazine) granting the latter exclusive rights to publish photographs of the wedding and reception, to be selected by the Douglases, in return for £1 million. At first instance, Lindsay J held that the wedding and reception, including the photographic representations of the event, was a ‘valuable trade asset’.222 Further, that the benefit of an obligation of confidence could be ‘shared between and be enforceable by co-owners or by a successor in title’,223 so that it was enforceable by all three claimants. In support of this view, Lindsay J relied upon Mustad, O & Sons v Dosen224 for the principle that ‘the benefit of a confidence can pass’ and that, if this were possible, ‘then it is hard to see why it should not be shared’.225 Lindsay J also relied on Gilbert v The Star Newspaper Co Ltd226 as supporting the principle that the benefit of a confidence can be shared. Thus, according to Lindsay J, the exclusive licence gave rise to some sort of ‘co-ownership’ in either the confidential information or the benefit of the confidential obligation. It is not entirely clear which it was, although the language used by Lindsay J leans more towards the benefit of the confidential obligation.

Douglas v Hello! in the Court of Appeal

8.125 The Court of Appeal overturned Lindsay J’s decision on this point, holding that Lindsay J had erroneously ‘treated the information about the wedding as if it were property’.227 The persuasiveness of Gilbert v The Star Newspaper Co Ltd was doubted by the Court on the basis that it was a case concerning an interlocutory injunction, and Mustad, O & Sons v Dosen was said to be a case about purchasing the benefit of the defendant’s contractual obligation not to disclose information, as opposed to rights flowing from having purchased the information.228 Finally, the Court of Appeal distinguished both Gilbert and Mustad on their facts given that the agreement between the claimants purported only to transfer or share with OK! magazine the right to use approved photographs229 and any rights not expressly granted to OK! were retained by the Douglases. The Court explained:

The grant to OK! of the right to use the approved photographs was no more than a licence, albeit an exclusive licence, to exploit commercially those photographs for a nine-month period. This licence did not carry with it any right to claim, through assignment or otherwise, the benefit of any other confidential information vested in the Douglases.230

8.126 The Court of Appeal in Douglas v Hello! acknowledged the existence of the exclusive licence but limited its scope to authorized photographs and not the confidential information more generally (ie any photographic representation of the wedding and its reception).

Douglas v Hello! in the House of Lords

8.127 On appeal to the House of Lords OK!’s rights in relation to the photographs of the wedding was the critical issue. Lord Hoffmann, who delivered the leading speech of the majority,231 held that Lindsay J had been correct in holding that the obligation of confidence was also imposed in relation to OK! magazine. Further, that the Court of Appeal was wrong to find that the obligation of confidence for the benefit of OK! was limited to the authorized photographs. Lord Hoffmann stated:

The point of which one should never lose sight is that OK! had paid 1 million for the benefit of the obligation of confidence imposed upon all those present at the wedding in respect of any photographs of the wedding. That was quite clear. Unless there is some conceptual or policy reason why they should not have the benefit of that obligation, I cannot see why they were not entitled to enforce it. And in my opinion there are no such reasons. Provided that one keeps one’s eye firmly on the money and why it was paid, the case is, as Lindsay J held, quite straightforward.232 (emphasis added)

8.128 Lord Hoffmann reiterated this view, a few paragraphs later, opining that the Court of Appeal’s view made ‘no commercial sense’ given that the whole purpose of the tight security was to impose an obligation of confidence in respect of any pictures of the wedding.233 Moreover, there were no public policy reasons not to protect information of this kind. In particular, there was no risk of creating an image right, or other form of intellectual property right.234

8.129 Lord Brown agreed that the Court of Appeal had taken too narrow a view of the obligation and that it was not restricted to publication of the approved photographs, since this overlooked the fact that:

… the Douglases had granted OK! the exclusive right to publish any photographic images of the wedding and had undertaken to do their best to ensure that no photographs were taken by anyone else so that nobody else would be in a position to defeat their exclusive right.235

8.130 The reasoning of the majority concerning OK!’s entitlement to bring an action is rather terse and fails to explore in any detail the reasoning of Lindsay J at first instance or of the Court of Appeal.236 In turn, this makes it difficult to ascertain the basis upon which OK! magazine was entitled to recover damages against the defendants. Arguably, what can be taken from the speeches of Lord Hoffmann and Lord Brown is an acceptance of the existence and validity of exclusive licences in relation to confidential information and a broad interpretation of the scope of the exclusive licence to include any photographic representations of the wedding. However, it is unclear what exactly the House of Lords considered to be licensed. Assuming it was the confidential information—ie the details of the wedding—being licensed, this would, in effect, be creating a property right in an ‘event’, something which the majority denied.237 At the very least, it would be creating exclusive rights in trade secrets and be treating these as akin to patents, trade marks, designs, and copyright.

The preferred interpretation of Douglas v Hello

8.131 In our view, the preferable interpretation of the majority’s decision is that an obligation of confidence was owed independently to OK! magazine and this arose by virtue of the exclusive ‘licence’. This was not, strictly speaking, a licence agreement, but rather an agreement to put OK! into possession of certain information (to the exclusion of others), and by virtue of this factual scenario an independent obligation of confidence was owed to OK!. The fact that OK! was to be given exclusive possession of the (confidential) photographs, along with the exclusive right to divulge, led to OK! having an interest in maintaining the confidentiality of the information, of which Hello! were fully aware. The independent obligation of confidence thus arose because of Hello!’s awareness of this interest.

8.132 Two key questions arise out of this interpretation. First, what if the Douglases had disclosed the photographs (whether approved or non-approved) to a third party? Certainly, it seems likely they would have been in breach of their contractual agreement with OK! and liable in damages as a result. But would OK! have been entitled to sue the third party? It is submitted that this would depend on whether the third party had requisite knowledge of OK!’s interest in the confidential information. In Douglas v Hello! it is clear that Hello! had actual knowledge of OK!’s interest in the confidential information because both parties had been rivals in a bidding war to secure the exclusive rights in the first place.238 The question is whether actual knowledge is always required or can constructive knowledge of a licensee’s interest suffice? We have argued elsewhere, in relation to ‘strangers’ and certain kinds of third party recipients, that constructive knowledge is all that is required. There does not seem to be any good reason to differentiate the requirement of knowledge here—and to require actual knowledge—in relation to other third parties. The type of knowledge that is required, however, is different—it is knowledge of the (particular?) licensee’s interest in the confidential information and not (as in the case of strangers) that the information is confidential or (as in the case of third party recipients) that a confidential obligation was breached.

8.133 A second question is what constitutes a sufficient ‘interest’ in the confidential information to trigger an independent obligation? We have explored this issue to some extent in the ‘ownership’ section but further examine it in the next section.

Sufficient interests to trigger an independent obligation of confidence

8.134 Douglas v Hello! supports a sufficient interest arising from an exclusive ‘licence’. Several older cases also suggest that exclusive licensees have standing to sue. The first is Turner v Robinson239 where the claimant was bailee of a painting which had been exhibited with his permission. The defendant attended the exhibition, made a scene imitating the scene in the painting, photographed it, and proposed to sell copies. Although the Master of the Rolls granted an injunction apparently on the grounds of common law copyright, the Court of Appeal affirmed, it seems, on the basis of breach of confidence, ie the defendant knew that he was not permitted to copy the painting while at the exhibition.240 In this situation, the claimant did not generate the information but, given that he was bailee of the painting, had standing to sue.241 Therefore, it is possible to interpret the claimant’s position as one of an exclusive ‘licensee’ of the confidential information.

8.135 The second case is Exchange Telegraph v Gregory.242 The stock exchange provided share and stock price information to the claimant, who in turn forwarded it to its subscribers on condition that the information was not sold or communicated to third parties. The defendant had previously been a subscriber to the claimant’s service and therefore knew about the nondisclosure term. Nevertheless, the defendant obtained financial data from one of the subscribers and proceeded to publish this information. The claimants successfully brought an action for an injunction to restrain the defendant from publishing colourable imitations of the claimants’ copyright information; or from obtaining such copies or colourable imitations from the claimants’ tapes or sheets of letterpress; and from inducing any subscriber to breach their contract with the claimants.

8.136 The Court of Appeal upheld the decision at first instance, finding that the three heads under which the injunction was granted were justified. The second and third of these heads were copyright infringement and inducement of breach of contract. What is interesting here is the first head. Lord Esher MR noted that the financial information provided by the Stock Exchange was ‘property’ which had been ‘sold’ to the claimants and thus was their property, which the defendant had intentionally invaded.243 Rigby LJ made similar observations, stating that the written matter was ‘the property of the persons who have paid for, and are using, the information which has been collected for them’.244 One interpretation of the court’s decision on this issue is that it treated the financial information as an unpublished work protectable by the common law. An alternative interpretation is that the court treated the unpublished financial data as confidential information that could be transferred to another party. Although the court referred to the language as having been ‘sold’, it is preferable to think of this as an exclusive ‘licence’ situation, given the conditions pertaining to the claimant’s usage of the information and the ongoing supply of this information.

8.137 The decision in Under Water Welders & Repairers Ltd v Street245 also supports an exclusive licensee having standing to sue. In this case, the claimants had obtained a licence from a French company to use a novel process of cleaning ship hulls whilst still underwater. That it was an exclusive ‘licence’ is indicated by the fact that the agreement between the French company and the claimants stated that the former would not ‘operate, train or advise any other operator in the world or to enter into negotiations with any other operator, except in the excluded areas’.246 In turn, the claimants agreed to keep confidential all procedures and techniques, and to impose a similar obligation on their employees. The defendants were former employees of the claimants who had resigned and entered the employment of a competitor. Buckley J held that there was an enforceable restrictive covenant against the second defendant and also an enforceable implied duty of confidence against both the first and second defendants.

8.138 There is a question whether other types of ‘licence’—ie non-exclusive—would also give rise to an interest sufficient to trigger an independent obligation of confidence.247 The main policy argument against a non-exclusive ‘licence’ giving rise to a sufficient interest on the part of the licensee is that this would vastly expand the range of parties who are owed and who owe a duty of confidence. This will be especially so if the knowledge requirement is one of constructive knowledge, as we have suggested above. On the other hand, it could be argued that the interest in maintaining the confidentiality of the information is the same for exclusive and non-exclusive licensees. The only basis for distinguishing between these types of interest is that, in the case of non-exclusive ‘licensees’, several parties may have been put in possession of the information, whereas in the case of exclusive ‘licences’ only one other party has received the information.

Conditions of a licence

8.139 A trade secret ‘licence’ although not, strictly speaking, a licence, does constitute an agreement that usually has conditions attached.248 As such, it is important for any ‘licensee’ to be aware of the particular conditions that the agreement imposes and to comply with these lest they breach the agreement.249 The sorts of terms that one might expect to see featured in a trade secret ‘licence’ include: a definition of the information to be protected; an obligation on the receiving party to keep the information confidential; related conditions concerning whether and in what ways information can be disclosed to third parties, such as employees, contractors, and agents; ancillary obligations to minimize the risk of unwanted disclosures; and the duration of the obligation, along with what is to be done with the confidential information on expiry or termination of the agreement.250

Entitlement to use confidential information post-expiration of a licence

8.140 Confusion may arise about what a ‘licensee’ is entitled to do with confidential information once the agreement has ceased. There is no general principle that governs this situation, rather it is a matter of interpretation of the licence agreement. Several cases illustrate this point. One such example is Torrington Manufacturing Co v Smith and Sons (England) Ltd.251 The claimant and defendant companies both manufactured air moving devices and there was an agreement between them, for a period of ten years, under which the claimant was to provide the defendant with the design and manufacturing details of particular air moving devices, called ‘Torrington Devices’, in return for the defendant paying royalties in respect of each device manufactured and sold by it. The defendant expressly agreed to keep confidential any novel information that was supplied to it by the claimant. The agreement also provided for the situation where the claimant had obtained a patent or registered design in respect of any Torrington Device in the defendant’s territory. In these circumstances, the claimant was to grant the defendant an exclusive licence subject to royalties for the duration of the agreement, and after the expiration of the agreement the claimant was to grant a non-exclusive licence in the defendant’s territory free of royalty.

8.141 The issue before Ungoed Thomas J was whether the defendant was entitled to manufacture non-patented devices, and thus to use the confidential information relating to them, after the determination of the agreement. (It was common ground that the defendants could continue to manufacture Torrington devices that were patented or protected by registered design and that any confidentiality obligation in respect of this information would still apply.) Following construction of the agreement, the judge concluded that, ‘the manufacture of non-patented Torrington Devices by the defendant after the determination of the agreement was not within the purpose or scope of intention of the agreement at all’.252 Therefore, the defendant was not entitled to use the technical confidential information relating to non-patented devices post-termination.253

8.142 Similarly, the court in National Broach & Machine Co v Churchill Gear Machines Ltd254 interpreted the agreement as not permitting the know-how ‘licence’ to go beyond the termination of the agreement.255 In this case, the claimant and defendant had entered into a licensing agreement, whereby the latter was permitted to manufacture certain patented machines in the UK. As the patents were due to expire during the term of the agreement, there was a clause stipulating that the claimant would furnish to the defendant complete drawings and blueprints of all licensed machines. As such, this was as much a know-how licence as a patent licence. Six months prior to the termination of the agreement, the defendant began to manufacture machines according to their own design and, after the expiration of the agreement, it applied for improvement patents in relation to the newly designed machines. The claimant brought an action claiming that, pursuant to the agreement, it had a right to assignment of the patents obtained by the defendant. The claimants succeeded at first instance and appeals to the Court of Appeal and House of Lords were dismissed.

8.143 In the House of Lords, Lord Upjohn, delivering the leading speech, stated that the case turned on construction of the clause relating to improvements. This clause obliged the defendant to communicate to the claimant all details of any improvements in the machines that were developed during the subsistence of the agreement. According to this clause, Lord Upjohn held that it was clear that the improvement in the machine should have been communicated well before the agreement came to an end.256 Further, that the defendant’s (patent and know-how) licence existed solely for the period of the agreement.257 Lord Upjohn observed that this was a harsh outcome for the defendants, who had generated the improvement, but that the draughtsman probably ‘never really contemplated what happened in the closing months of the agreement’.258

8.144 By way of contrast, in Regina Glass Fibre Ltd v Werner Schuller259 the Court of Appeal held that confidential information and know how could be used post-termination of the licence agreement and seemed to suggest that this would be the default position where the viability of a business depended on it. The claimant company and defendant had entered into an agreement, the object of which was to enable the claimant company to manufacture glass fibre, in relation to which the defendant had obtained various patented inventions. Pursuant to the agreement the defendant was to provide advice, knowledge, plans, specifications, and know-how. After the agreement expired, the defendant claimed that the claimant company no longer had a right to take advantage of any improvement patents or to use any confidential information and know-how that had been provided during the agreement. The claimant company argued that according to the agreement they were entitled, on a royalty free basis, to a licence for all improvement patents, and to continue using the confidential information indefinitely. Before Whitford J at first instance, the claimant company was successful and the Court of Appeal dismissed the appeal. Lord Denning MR, delivering the leading judgment,260 commented obiter that Torrington Manufacturing and National Broach did not support the proposition that when confidential information is provided pursuant to an agreement, and that agreement comes to an end, the right to use the confidential information ceases. Rather, Lord Denning MR took the view that Torrington Manufacturing was decided solely on the construction of the agreement and that National Broach turned on its special circumstances.

8.145 The decision Regina Glass Fibre turned on the construction of clause 13 and, in particular, the opening words of this clause: ‘During the continuance of this Agreement …’.261 Did these words define the time during which the claimants could require a grant of novel information to be made to them, or did they define the time for which the right to use novel information, once granted, was to last? The Court of Appeal chose the former construction as being the more sensible interpretation of the clause, their decision being influenced principally by the fact that the technology had been imparted to enable the claimants to establish a business. The confidential information, therefore, was not simply disclosed for the purpose of a relationship which was limited in time, but for the more general purpose of creating a business which would be forced into closure if the confidential information were at any stage withdrawn:

It seems to me that in many cases, as in this one, when confidential information or know-how is given so as to enable the business to be established, it is given for all time. When the agreement comes to an end, there is no right to acquire further information, but the recipient can go on using that which he has already received. He is not bound to close down the business which is built up by using it.262

8.146 Regina Glass Fibre should not be seen as supporting the wide proposition contained in the above paragraph.263 Rather, it is argued that Regina Glass Fibre emphasizes that, in the absence of express provisions that deal explicitly and comprehensively with the parties’ obligations post-termination, the court will consider all of the circumstances of the case and may, as a result, imply a term permitting know-how to continue being used.

8.147 Construing the terms of a licence agreement is the key mechanism for determining whether confidential information, trade secrets, or know-how may continue to be used post-termination or expiration. This view is also supported by a recent Australian decision, Elecon Australia Pty Ltd v Brevini Australia Pty Ltd,264 the facts of which have been described earlier.265 It suffices to say that there was an agreement between the second respondent, Elecon Engineering, and a Germany company, PIV Antrieb, pursuant to which Elecon had a licence to use technical know-how and confidential information provided by PIV Antrieb. After this agreement was terminated, Elecon Engineering continued to use this know-how and technical information. One of the arguments before Buchanan J in the Federal Court of Australia was whether, pursuant to the termination clause in the agreement, Elecon Engineering had a right to terminate the agreement and continue to apply all the technical information and know-how it had received from PIV Antrieb for its own benefit with no further payment of royalties. His honour rejected this argument based on an interpretation of the express terms of the agreement (the major default provision) and the finding that it was implied into the contract that, if the contract were terminated for major default, the rights given to Elecon Engineering would only endure for the term of the contract and not beyond that term.266

G. Personal Information

8.148 In ‘misuse of private information’ or ‘extended’ breach of confidence actions, the notion of ‘ownership’ of personal information does not feature. Rather, the preferable way to conceive of who has ‘rights’ in this information is the person or persons whose private life is implicated by the disclosure.267 As we shall see there may be multiple persons whose private life is affected and thus each may have independent or shared interests in the information.

Interests in private information

Children/parents

8.149 In the case of a child, proceedings may be issued in the child’s name through his parents (or legal guardians) acting as litigation friends.268 Particularly where the child is that of a famous person, it is important to distinguish between whether the action is brought only on behalf of the child or on behalf of the parents or both.269 This is because, as the Court of Appeal indicated in Murray v Express Newspapers, the Article 8 claims of children are distinct from those of their parents270 and the circumstances taken into account in determining whether there is a reasonable expectation of privacy are likely to differ depending on whether the focus is on an adult or a child.271

Marital/intimate relationships

8.150 Spouses, partners, lovers, sexual acquaintances, and close friends may have shared interests in protecting confidential or private information. Where there is a confidential relationship between parties—eg between husband and wife, as in Argyll v Argyll,272 or lovers, as in Barrymore v News Group Newspapers,273 or close friends, as in Stephens v Avery274 then it is highly likely that mutual confidential obligations will exist. Therefore, if the Duchess of Argyll had also been proposing to disclose marital secrets (as opposed to only the Duke of Argyll as was the case) the court would have likely intervened to prevent disclosure. There is another consideration here too: the interest of the other person in the relationship in being able to communicate the fact or details of the relationship. This was hinted at in Barrymore when Jacob J observed that whether a person in a sexual relationship will breach a confidential obligation ‘depends on precisely what they do. If they merely indicate there has been a relationship, that may not amount to a breach of confidence’.275

8.151 In cases following the Human Rights Act, we see the courts explicitly addressing the fact that persons in marital, sexual, or otherwise intimate or close relationships may have competing interests. In A v B plc276 the Court of Appeal observed that a difficult situation arose ‘where the alleged intrusion into privacy is as a result of the reporting of the information to a third party by a party to the relationship which creates the privacy.’277 In this case, C and D, who had had casual sexual encounters with A (a married, reasonably high profile footballer), disclosed the fact and details of these encounters to B, a newspaper. The Court noted that ‘the conflict between one party’s right to privacy and the other party’s right of freedom of expression is especially acute’.278 In other words, there were conflicting rights under Article 8 and 10 of the European Convention on Human Rights (ECHR). Further, the Court observed that where there was a shared confidence which only one party wanted to preserve, this affected A’s right to protection of the information.279 This suggests that, aside from competing Article 10 rights, the strength of a party’s Article 8 interests could be undermined by the fact that the other person involved in the relationship or liaison does not value privacy or confidentiality. Ultimately, the Court decided that to grant an injunction would be an unjustified interference with the freedom of the press.280 As such, the court particularly focused on the Article 10 rights of the first defendant, B, rather than those of C and D. The Article 10 rights of B and C seemed, instead, obliquely to figure in the assessment of the weight of A’s Article 8 interests.

8.152 An example of where the Article 8 and 10 rights of the parties to a relationship were weighed more explicitly against each other is Theakston v Mirror Group Newspapers Ltd.281 The claimant, a television personality, sought to obtain an injunction preventing disclosure of the fact, details, and photographs of his visit to a brothel. In considering whether to grant an injunction, Ouseley J observed that there was a balancing exercise between any Article 8 rights of the claimant and any Article 10 rights of the newspaper ‘but also those of the prostitute who plainly takes a different view from the claimant as to whether what she did and with whom was a private or confidential matter as far as she was concerned’.282 When it came to disclosing the fact and details of the claimant’s sexual activities,283 Ouseley J concluded that, pursuant to section 12 of the Human Rights Act 1998 (HRA):

an injunction would be unlikely to be granted at trial because in the resolution of the conflict between Article 10 and Article 8, the freedom of expression of the Sunday People and of the prostitute would be given greater weight than the extra degree of intrusion into the claimant’s privacy.284 (emphasis added)

8.153 In the case of adulterous relationships, courts have also been willing to recognize the Article 8 interests of all parties involved, as is shown by the decision in ETK v News Group Newspapers Ltd.285 The applicant sought an ex parte injunction to restrain the publishers of a tabloid newspaper286 from disclosing information concerning a sexual relationship between himself and a female (who was not his wife). Collins J dismissed the application, but on appeal the Court found that the judge had erred and granted an injunction. In considering the balance to be struck between Article 8 and Article 10, the Court of Appeal observed that ‘weight must be given not only to the right to respect for the private and family life of the appellant himself, but also to the rights of X [the woman with whom he had had an affair] and, in addition, the rights of the appellant’s wife and his children’.287 The Court held that the judge had erred in not taking into account these other Article 8 interests, including those of X who had made it clear that she supported the application for an injunction.288 The Article 8 rights of the wife were considered clear, given there was evidence that she, too, opposed publicity in order to facilitate reconciliation with her husband. Highly significant were the Article 8 interests of the children and the adverse effect that publicity would have on them.289

8.154 Interestingly, it seems that a claimant can invoke the Article 8 rights of his/her family or children in support an application for an injunction, without those other persons being joined in the application. However, where a claimant does this, it is vital that evidence is put forward as to the nature and extent of those rights. Failure to do so will significantly undermine the weight of the Article 8 right.290

8.155 Where a defendant, who is the other party to the relationship, is seeking to rely on their Convention rights to support disclosure of private information there must be sufficient evidence of these interests. In Ntuli v Donald291 the respondent/claimant (Mr Donald) was a highly famous pop star who had had a relationship with the appellant/defendant (Ms Ntuli). In disputing the grant of an ex parte injunction by Eady J to restrain publication, use, and disclosure of confidential information, Ms Ntuli relied on her Article 8 right of self-development and autonomy alongside her Article 10 right to freedom of expression. The Court of Appeal, however, was unconvinced that the judge had failed to pay regard to these interests and, further, was dubious about the defendant’s motives for publication. The defendant’s reliance on Article 8 was seen as ‘an ex post facto dignification which does not live easily with the evidence [of why she wanted to sell her story to the media]’.292

8.156 In McKennitt v Ash293 the court was unconvinced that the first defendant had an Article 10 interest. The first defendant maintained that, because the published material related to shared confidences or experiences, she was entitled to ‘tell her own story’, ie to exercise her right to freedom of expression. The Court of Appeal rejected this argument on the basis that there was not a shared confidence or experience. The ‘matters related in the book were specifically experiences of and the property of the first claimant’294 and thus, ‘the first defendant had no story to tell that was her own as opposed to being the first claimant’s’.295 Even if the first defendant had an interest in recounting her story this would have been outweighed by the Article 8 rights of the first claimant.296

Medical institutions297

8.157 Medical institutions cannot sue on behalf of their patients for misuse of private information or breach of confidentiality.298 However, they may have an independent or shared interest in maintaining the confidentiality or privacy of medical data that provides the basis for their standing to sue.299 For example, medical institutions may wish to enforce or protect the confidentiality obligations owed by their employees (arising from their employment contract); or to preserve the confidentiality of medical records in order to for the institution to be able effectively to carry out its duties.300

Voluntary assignment (inter vivos)

8.158 There is little to add to what was discussed above,301 except to reinforce the point that confidential information (whether personal or not) is not property and is not capable of assignment. Rather, such information may be ‘transferred’ in the sense of being disclosed by A to B, on condition that A does not further use or disclose such information. In addition, the benefit of certain obligations of confidence may be transferred from A to B; however, this will depend on whether the obligations are personal to A or not. If they are personal to A, in the sense that the identity of the person to whom the obligation rests is crucial, then such obligations will not be assignable. The personal nature of confidential obligations may be more likely to arise in the context of confidential personal or private information.

Insolvency

8.159 Ord v Upton302 supports accrued causes of action vesting in the bankrupt’s estate, except those which are solely personal to the bankrupt (such as defamation or assault). The Court of Appeal considered whether a negligence action, which gave rise to damages for loss of earnings as well as for pain and suffering, vested in the trustee in bankruptcy. The court303 treated the claim as a single, hybrid cause of action—in part personal and in part related to property—as opposed to separate causes of action. Even though the claim was hybrid in nature, the court held that the action was not within the exception to property that vests in the bankrupt’s estate304 because it did not relate solely to a cause of action personal to the bankrupt.305 However, it was held that the trustee in bankruptcy would hold damages recovered in relation to personal harm on constructive trust for the bankrupt.306 By analogy, we suggest that where there is an accrued cause of action for misuse of private information or breach of confidence (relating to personal information), this would not vest in the trustee in bankruptcy if damages related only to personal harm (eg for mental distress or injury to feelings).

8.160 It is arguable that confidential personal information does not vest in a trustee in bankruptcy. In Haig v Aitken307 the trustee in bankruptcy of Jonathan Aitken, a former secretary of state, sought directions as to whether certain personal correspondence formed part of the estate which he was at liberty to sell. Mr Justice Rattee held:

In my judgment it is inconceivable that Parliament envisaged, by passing the [Insolvency] Act, that the effect of bankruptcy should be that bankrupt’s personal correspondence should be available for publication to the world at large at the behest of the trustee in bankruptcy. In my opinion, the concept of such a gross invasion of privacy is repugnant. I do not believe that Parliament intended it, any more than it intended creditors to have the right to damages for injury to his person or character … the effect of the [Insolvency] Act is that a bankrupt’s estate does not include the bankrupt’s personal correspondence which, like a right of action for damages for libel, is of a nature peculiarly personal to him and his life as a human being … I reached this conclusion apart from the provisions of article 8 of the Convention, but I am confirmed in that conclusion by the fact that it seems to me at least strongly arguable that the construction of the Act contended for by the trustee in bankruptcy would indeed constitute an infringement of article 8.308

8.161 The conclusion reached by Rattee J in this case was that personal letters (and therefore the personal information contained within them) did not vest in the trustee in bankruptcy.

Enforceability post-death

Accrued causes of action

8.162 Strasbourg jurisprudence supports personal actions vesting in the deceased’s estate. The first example is X v France,309 a case where a haemophiliac, who had contracted the HIV virus through blood transfusions provided by a state hospital, lodged an application with the European Commission of Human Rights alleging that his Article 6 right had been violated by virtue of the tardy national proceedings. The applicant died after his application to the Commission had been lodged and declared admissible, but before the European Court of Human Rights had heard the case. The applicant’s parents therefore sought to continue the proceedings. On the standing point, the Strasbourg court held that the applicant’s parents were entitled to take his place and, finding a violation of Article 6, awarded compensation of FF150,000 for non-pecuniary damage and FF30,000 for costs and expenses. Given that the non-pecuniary damages related to the applicant’s harm (and not that of the parents), it must have been the case the parents were suing on behalf of their son and not in their own right. As such, this can be seen as an example of the cause of action vesting in the deceased’s estate. Importantly, however, the decision involved Article 6 and not Article 8 rights, and it was not until later cases that the ability to continue Article 8 claims of deceased was raised.

8.163 Craxi v Italy (No 2)310 supports accrued violations of Article 8 vesting in the deceased’s estate. The applicant had previously been the general secretary of the Italian Socialist party and Prime Minister of Italy from 1983 to 1987. In relation to criminal proceedings for corruption the prosecutor obtained an order for the interception of Mr Craxi’s telephone calls, and extracts of those conversations were read out in court and subsequently published in the press. Mr Craxi was later convicted of the offences. The applicant complained to the Strasbourg court that the reading out of telephone interceptions at the hearing and the publication by the press of the conversations was a violation of his Article 8 rights. This complaint was upheld by the court and just satisfaction of €6,000 for non-pecuniary loss was ordered to be paid by the State to the applicant’s heirs (to be shared between them). This result can therefore be seen as an example of where an existing cause of action vested in the deceased’s estate and was continued by his heirs.

8.164 The European Court of Human Rights decision in Editions Plon v France311 also supports accrued causes of action vesting in a deceased’s estate. The applicant company had acquired the publishing rights for Le Grand Secret from a journalist and a doctor who had treated President Mitterand for several years. The book recounted the difficulties the doctor experienced in concealing the President’s prostate cancer. The book was published nine days after the President’s death on 8 January 1996. Following an urgent application by President Mitterand’s widow and children, an injunction was granted prohibiting further distribution of the book. The Paris Court of Appeal and Cour de Cassation upheld the injunction. Criminal proceedings were also brought against the doctor and he was found guilty of breaching professional confidences. President Mitterand’s widow and children later brought proceedings against the doctor and the head of the applicant company seeking an order prohibiting resumption of the publication of Le Grand Secret or, in the alternative, deleting certain pages and paragraphs. They also sought an award of damages.

8.165 The Tribunal de Grande Instance ordered the defendants to pay damages to the claimants. On appeal by the applicant company the Paris Court of Appeal declared inadmissible the action brought by the Mitterrand family in so far as it concerned the protection of the President’s private life, pointing out that ‘the possibility for anyone to prohibit any form of disclosure about [their private life] is only open to the living’.312 As to the alleged invasion of the privacy of the Mitterrands themselves, the Court of Appeal noted that certain passages were invasions but that they could not justify preventing publication of the book as a whole. However, the Court of Appeal held that Dr Gubler had breached the duty of medical confidentiality. The Mitterand family were held to have inherited from the President the right to bring proceedings against the appellants. The court noted that although the book was published after the President’s death, the book was the subject of a publishing contract signed before his death.

Accordingly, the Mitterrands have inherited from the deceased the right both to obtain redress for the breaches of medical confidentiality resulting from the disclosure of confidential information to Mr Gonod in May and June 1995 and to Mr Orban in November 1995, as the criminal court held, and to obtain compensation for the consequences of the decision taken on 8 November 1995 to publish the book.313

The Court of Cassation dismissed an appeal on points of law.

8.166 Before the Strasbourg court, the applicant company alleged a violation of its right to freedom of expression. The Court held that the applicant company had suffered ‘interference by a public authority’ by virtue of the temporary and later permanent injunction on distribution of the book and the order to pay damages, and that while the interference was prescribed by law and pursued a legitimate aim, the continued ban on distribution no longer met a ‘pressing social need’ and thus was disproportionate to the aims pursued.

8.167 On the issue of whether the interference pursued a legitimate aim, the Court commented:

… in the instant case the measures complained of, namely the interim injunction and the decision on the merits to keep the ban in force, were intended to protect the late President’s honour, reputation and privacy, and … the national courts’ assessment that these ‘rights of others’ were passed onto his family on his death does not appear in any way unreasonable or arbitrary. Moreover, it is precisely because much of the information disclosed in the book was classified in law as secret, and was therefore a priori received in confidence, that it was capable in practical terms of infringing the rights of others, the protection of which is deemed legitimate in para 2 of Art. 10.314

8.168 It is submitted that given what the Paris Court of Appeal held in the application for the permanent injunction and damages, the Strasbourg court was not giving its imprimatur to Article 8 rights continuing after death. Rather, the rights which the deceased’s relatives were held to acquire were those resulting from breaches of medical confidentiality, and it seems that the Paris Court of Appeal treated the breaches as occurring before the President’s death. As such, the decision is uncontroversial because it effectively finds that a cause of action subsisting at the time of death can vest in a deceased’s estate.

Obligations of confidence/Article 8 rights—cases against their continuation

8.169 Whether obligations of confidence concerning personal information or Article 8 rights may vest in the deceased’s estate is unclear from the authorities. Some cases reject this possibility, but instead support the deceased’s family having independent Article 8 rights. This is illustrated by Armoniené v Lithuania.315 In this case, a national daily newspaper had published an article in which it stated that the applicant’s husband was HIV positive and had had two illegitimate children with another woman, who was also HIV positive. The applicant’s husband successfully brought an action for infringement of privacy; however, according to domestic legislation, the award of damages could not exceed a prescribed amount where the claimant had not proved that the publication was deliberate. Therefore, the amount award for non-pecuniary damage was rather low. After the applicant’s husband died, the applicant brought an action before the European Court of Human Rights complaining that the state had failed adequately to protect her and her family’s Article 8 rights as a result of the derisory sum of damages awarded to her late husband. In response, the Government alleged that the applicant did not have the requisite standing to bring the claim.

8.170 The Court rejected the Government’s argument. It held:

… in certain circumstances, [the Court] has struck out of its list cases where it has taken the view that the nature of the complaint did not allow it to be transferred to a relative because it was so closely linked to the person of the deceased that the heirs could not claim to have a sufficient interest to justify the continuation of the examination of the application. However, in the present case the Court considers that the close relatives of Laimutis Armonas, in particular his spouse and their minor child, have an interest of their own to ensure that his right to privacy is respected even if he died before the final domestic decision, as any statement violating this right not only affected the deceased’s reputation but also that of his family … the link between the publication and the deceased is not exclusive and it cannot be claimed that the article had no bearing at all on the person of the applicant. In these circumstances the Court finds that the applicant has standing to bring the present proceedings in her husband’s stead. [29] (emphasis added)

8.171 Thus, the basis of the wife and child of the deceased having standing to bring the action appeared to be their own Article 8 rights, which had been affected by the infringement of her dead husband’s Article 8 rights. The court held that the applicant’s Article 8 right was violated and an order for payment of €6500 for non-pecuniary damage was made.

8.172 Another example of the deceased’s family relying on their own privacy rights, rather than seeking to sue on behalf of the deceased’s privacy rights, is R v BCC ex p Granada.316 In this case, the parents of two children who had suffered tragic deaths complained to the Broadcasting Complaints Commission about the broadcast of television programmes featuring photographs and details of their children’s deaths. The BCC held that the broadcast of material relating to the children, without forewarning the parents, was an unwarranted infringement of the parents’ privacy under the relevant legislation.317 The broadcaster applied for judicial review, which was dismissed by Popplewell J. On appeal to the Court of Appeal, the broadcaster argued that BCC had been wrong, as a matter of law, to find an infringement of privacy because the matter was already in the public domain and, relevant for our purposes, that the matter did not relate to the complainants but their daughters.

8.173 The Court of Appeal dismissed the appeal. Balcombe LJ (with whom McCowan LJ and Sir Tasker Watkins agreed) held that even if matter had previously been in the public domain, its resurrection and further publication could still amount to an infringement of privacy. Further, that ‘it would be an unacceptably narrow interpretation of the meaning of privacy, and contrary to common sense, to confine it to matters concerning the individual complainant and not as extending to his family’.318

Obligations of confidence/Article 8 rights—cases supporting their continuation

8.174 The contrary view, ie that an Article 8 right or personal obligation of confidence continues and may vest in a deceased’s estate, is expressed by Toulson and Phipps.319 They argue that if a doctor sought to sell medical information about a patient after his death, a court would be likely to grant the deceased’s personal representatives an injunction and/or an account of profits:

In such a case it could not be said that the deceased would suffer detriment from the publication, but it would seem contrary to justice that the doctor should make a windfall from his breach of his obligation. Privilege may survive in favour of a deceased’s estate and it is hard to see why a court should not recognise the survival of an obligation of confidentiality.320

8.175 Limited support for this view comes from Gunn Rosso v Nugent Care Society, Secretary of State for Health.321 The case did not directly concern obligations of confidence, but it did consider confidentiality as part of whether the first defendant ought to have disclosed information about the claimant’s adoption records to the claimant. The claimant’s adoption had occurred many years earlier, and both her adoptive and biological parents were dead. Nevertheless, the first defendant refused to disclose information to the claimant on the basis that it was confidential and remained so regardless of the passage of time or the death of the persons concerned. The claimant sought judicial review of Nugent Care Society’s refusal to supply the requested information and of the Secretary of State’s decision refusing to compel the Nugent Care Society to disclose the records.

8.176 Mr Justice Scott Baker referred to the first edition of Toulson and Phipps322 and the decision of Scott J at first instance in Spycatcher323 and concluded that the correct approach was that, ‘the ambit of the duty of confidentiality depends on the nature of the obligation and the interest which it is intended to protect’.324 He went on to hold that the first defendant had a discretion whether to release the information, and that it ought to have taken into account all the circumstances of the case. Scott Baker J commented:

A very important, perhaps crucial consideration in this case is the long passage of time since the adoption order was made. This, plus the fact that none of the relevant people other than the Claimant, is still alive suggests that there is little if any purpose in maintaining confidentiality from the viewpoint of those who imparted the information. Balanced against this is the genuine interest to the Claimant in receiving the information. Viewed on this basis it seems to me that the scales would be likely to come down firmly in favour of disclosure.325

8.177 As a result, the judicial review application against the first defendant succeeded.326 This decision does not, however, provide strong support for obligations of confidence relating to personal information surviving death, mainly because it was concerned with whether the first defendant properly exercised its discretion in deciding whether to release the information or not.

8.178 The Information Tribunal in Bluck v The Information Commissioner327 has considered that obligations of confidentiality continue to be owed to a deceased. This case arose from a refusal to provide information in response to a request made under the Freedom of Information Act 2000 (FOIA). The background to the case was that, as a result of poor treatment, the appellant’s daughter died in hospital. The hospital admitted liability and reached a settlement with the widower. The appellant sought to obtain further information about her daughter’s death from the hospital and the Trust which managed the hospital. However, these requests were refused on the basis that the consent of the widower, as next of kin, was not forthcoming. In response to the FOIA request, the Trust maintained that the information was exempt from disclosure according to section 41, ie because the information was confidential.

8.179 The appellant complained to the Information Commissioner who issued a Decision notice on 23 October 2006, concluding that the health records in respect of the daughter should not be disclosed. The Information Commissioner’s reasons were that they were subject to an obligation of confidence and that the obligation was capable of surviving the death of the person to whom the records related. He concluded that, as an action could therefore be brought by the personal representatives of the deceased person if the information were to be disclosed otherwise than under the FOIA, the exemption provided under section 41 applied. The appellant appealed to the Information Tribunal.

8.180 The Information Tribunal began by considering whether the duty of confidence owed to the daughter could survive her death. As there were no authorities to guide the Tribunal, the parties resorted to arguments of principle. The appellant argued that once a person has died there is no person capable of enforcing an obligation of confidence. The Information Commissioner and Trust argued that if the obligation did not survive this might undermine the doctor–patient relationship. Further, that it would be unconscionable for a doctor to disclose the information to the public, even after death. Finally, there would be an unacceptable practical consequence if the duty did cease upon death, namely, that any medical practitioner would be entitled to publish information from the medical records of a patient, possibly for financial gain.

8.181 After considering these arguments, the Tribunal concluded that, ‘as a matter of principle, the basis of the duty in respect of private information lies in conscience … In these circumstances we conclude that a duty of confidence is capable of surviving the death of the confider and that in the circumstances of this case it does survive’.328

8.182 The Tribunal next considered whether the personal representatives of the deceased would have the right to bring a claim in relation to a breach of confidence that occurred after death. The Tribunal referred to the unreported case of Wilson v Wyatt (1820) in which Lord Eldon appeared to have assumed that the duty of confidentiality ceased to be enforceable after death. However, the Tribunal was ‘uncomfortable in placing significant weight to such a vague cross reference, taken out of its original context, particularly in view of the substantial developments which have taken place in the law of confidentiality since the early nineteenth century’.329 The Tribunal also placed little weight on the passage from the Law Commission Report on Breach of Confidence (referred to at para 8.106), given that no authority was cited in support of the Law Commission’s view. Most persuasive to the Tribunal was ECHR jurisprudence, in particular Editions Plon v France, and it stated that this decision acknowledged the survival of the deceased President’s right and that it was appropriate for action to protect it to be brought on behalf of the deceased after his death.330

8.183 It is submitted that the decision in Bluck cannot be accorded great weight for two reasons. First, it is a decision of the Information Tribunal on the scope of the exemptions in the FOIA. Second, and more important, is the fact that the Tribunal misconstrued the decision in Editions Plon v France. As was argued above, the President’s right which survived was the right to bring proceedings for breaches of confidentiality which had already occurred whilst he was alive, as opposed to subsequent breaches after his death.

8.184 The view expressed in Bluck was, however, cited with approval in Lewis v Secretary of State for Health.331 The issue in this case was whether medical records of deceased patients should be disclosed to a confidential inquiry (the Redfern Inquiry into human tissue analysis in UK nuclear facilities). The claimant was a medical practitioner who was the custodian of medical records of numerous deceased, former employees of a nuclear installation. In deciding whether these records could be disclosed at the Inquiry, Foskett J considered whether the duty of medical confidentiality continued after a patient’s death. He concluded that this was arguable, relying on professional and client expectations, the strong policy grounds for reinforcing the doctor–patient relationship, the views expressed in Toulson and Phipps, and also the Bluck and Editions Plon decisions.332

Obligations of confidence/Article 8 rights—the preferred view

8.185 With regard to obligations concerning personal or private information, the preferable view is that such obligations should not vest in a deceased’s estate. This is because if the confidential obligation concerning personal or private information is treated as a chose in action these are of a type that would be treated as unassignable because the ‘identity of the person for whom it is to be discharged is a matter of importance to the party on whom the obligation rests’.333 Further, when it comes to this type of information, the interest in fact being protected is privacy, and once a person has died the dignatory and autonomy values underpinning a person’s privacy are no longer affected. What will be affected is his or her reputation334 and a claim for defamation cannot be brought post-death.335 That said, the fact that others closely linked to the deceased may have independent Article 8 interests means that some of the concerns about the unseemly behaviour of medical professionals or others selling information about the deceased can be addressed. For example, the spouse or family of the deceased will be able to rely on their Article 8 rights where disclosure would also affect their genuine interests. Similarly, a hospital or other medical authority employing a medical professional may have an independent or shared interest in maintaining the confidentiality of the information such that they have standing to sue in respect of their Article 8 rights.336

Personal/private information

8.186 There is no authority on this issue. By analogy with Haig v Aikten, it could be argued that confidential personal information or private information does not vest in a deceased’s estate because it is so intrinsically personal to the deceased (and therefore cannot be property). To the extent, however, that the personal information is encapsulated in a tangible form which itself constitutes a protected copyright work, copyright will vest in the deceased’s estate.

Licensing

8.187 There is little to add here about licensing of personal information to that which was discussed more generally above.337 As has been argued earlier, Douglas v Hello!, which dealt with personal information that had been commercialized, sheds little light on licensing of confidential information. There is no reason to think that the approach we have suggested for above would differ in the case of personal or private information. To reiterate, it is not correct to think of ‘licensing’ private information. Rather, any ‘licence’ agreement really represents an agreement to disclose such information to another party according to certain conditions and this, in turn, may create a protectable interest for the receiving party. From a policy perspective, however, there may be something particularly significant about the practice of ‘licensing’ personal information, in so far as this raises the question of whether publicity, rather than privacy, interests are being protected.338
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9.01 There a number of situations where an obligation of confidence has commonly arisen and these will be examined in this chapter. Such categories of confidential information are not, and cannot be, exhaustive, and neither are they mutually exclusive. The rules which apply to these special categories are in addition to the normal rules of confidence and anything discussed must be considered in conjunction with the discussion elsewhere.

A. Consultants and Contractors

9.02 The obligation of confidence is something which might be implied into a commercial contract, but it is not a matter of routine.1 As with the general obligation of confidence, what will be important is whether the recipient has notice that the information is confidential. Nevertheless, where confidential information is disclosed for the purpose of a business relationship, the courts usually assume that the duty of the confidant is to use the information only for the purposes of that relationship, unless the contrary is shown, as it was explained in Coco v Clark:2

… where information of commercial or industrial value is given on a business-like basis and with some avowed common object in mind, such as a joint venture or the manufacture of articles by one party for the other, I would regard the recipient as carrying a heavy burden if he seeks to repel a contention that he was bound by an obligation of confidence.

9.03 Despite the moves by the court away from a more subjective assessment of the obligation of confidence,3 the stance of the court in relation to certain types of relationship still appears to impose this burden. Indeed, in relation to the disclosure of ‘unpatented inventions’,4 duties of confidence can be critically important as any prior disclosure made to a person who is free in law and equity to impart that information to others anticipates the invention and so makes it unpatentable.5

Sub-contractors

9.04 Manufacturers and contractors often engage a sub-contractor to manufacture part, or the whole, of a product which they intend to market or, similarly, sub-contractors are engaged to install equipment in their plants. The use of sub-contractors enables a manufacturer to utilize the services of specialists enabling the manufacturer (or contractor) to avoid developing his own expertise in particular areas where it would be uneconomical for him to do so. Where a sub-contractor is engaged he may be given confidential know-how, designs, or specifications by the manufacturer to enable him to produce the requisite items to the manufacturer’s requirements. A sub-contractor may not, however, be in a contractual relationship with the original holder of the confidential information, and so it may be necessary to discern a different basis for the obligation of confidence. Nevertheless, the information will be confidential6 and the obligation will extend both to the sub-contractor and to his employees.7

9.05 It is usually the case that confidential information disclosed to a sub-contractor is to be treated as disclosed only for a particular purpose, and so use for any other purpose would be a breach of the duty. In Collins (Engineers) Ltd v Roberts & Co Ltd8 an injunction was granted to restrain the defendants from using the drawings it obtained in confidence. The basis of the decision was that they had been supplied only for the purpose of a manufacturing arrangement between the parties, and to use them for any extraneous purpose amounts to a breach of the defendants’ obligation of confidence.9

Consultants

9.06 Consultants provide an additional means by which an entity can draw on specialist expertise. Their advice is frequently sought in relation to management practices or accounting arrangements, or to help solve particular technical problems which have arisen in the plant or in the production process. Invariably, the outside consultant will be given access to confidential information in order to enable him to perform his task. Usually access will be given on the understanding that the confidential information is to be used only for the purposes of the consultancy, and the consultant will be bound by an obligation of confidence not to make use of it for any other purpose.10 It may be that the consultant can delegate this duty of confidence to others during the term of the consultancy in appropriate cases.11 But any restriction of the use does not apply, of course, where the confidential information has been placed in the public domain by the confider.12

Information created by a sub-contractor or consultant

9.07 A more difficult issue is the consultant’s liability in respect of information which he generates during his consultancy. This is especially likely to arise when a consultant is engaged to undertake research and development work. Usually, it is to be expected that the rights and liabilities of the parties will be explicitly defined in the consultancy agreement itself. But in the absence of express contractual provisions, the general rule appears to be that the benefit arising from confidential information the consultant generates in the course of a particular consultancy belongs to the commissioner and not the consultant.13 It has even been suggested that a consultant owes the same duty to his consultee as an employee to his employer in relation to the generation of confidential information.14 In any event, this will not affect the rules relating to the ownership of the copyright in any confidential reports produced, as different rules will apply.15

9.08 The rationale is that normally confidential information will result from an application of the consultant’s skills to the particular circumstances of the employing firm. The whole object for engaging the consultant will have been to obtain the benefit of the special information which he produces. Accordingly, the consultant should not be free to use the confidential information that he generates in the course of the consultancy for purposes other than the consultancy.16 A distinction must be drawn, however, between the confidential information which the consultant produces for a particular contractor, which information he will not be able to place at the disposal of other contractors; and, on the other hand, the skills by which the consultant produced that information, which he will be free to use for the benefit of future contractors.17

9.09 Notwithstanding the right to the benefit, where the contract otherwise provides a person can use confidential information generated by the consultant, but cannot disclose that information to anyone else.18 This only applies, however, where there is no contractual obligation providing otherwise, whether expressly or by implication.19 This might lead to a situation where a contractual term means the commissioner is unable to demand the confidential information and the holder of the information is unable to disclose or use it.20

B. Proposed Business Arrangements

Pre-contractual negotiations

9.10 Negotiations for a proposed business arrangement often raise difficulties regarding the protection of confidential information. This might arise, for example, where an individual inventor tries to persuade a manufacturer of the merits of their inventions and discloses details of the invention in order to win the manufacturer’s approval. Similarly, a party to a proposed joint venture must disclose business information and technical data to enable the other party to investigate the feasibility of the project.21 Such information may relate to commercially sensitive information;22 an industrial process;23 ideas for a television programme;24 or for running a night club;25 or indeed any other information.

9.11 Where the parties are sophisticated and experienced in commercials matters, it is usual for a non-disclosure agreement or other contractual obligation of confidence to be agreed before detailed negotiations are started.26 If discussions break down and the information is used then the misusing party is in breach of his contractual obligation. Furthermore, when negotiations are successful and a contract is concluded, it will usually include express or implied terms27 protecting any confidential disclosures that have been made (and those which will be made in the future).

9.12 Problems may arise, however, where the negotiations break down and there is not a non-disclosure agreement in place. In these circumstances, the courts have readily held the confidant bound by an obligation not to use the confidential information for any purpose other than assessing the feasibility of the proposal under negotiation.28 The basis of the obligation to keep pre-negotiation information secret has been found in equity29 and in contract.30 The former basis seems preferable as it is contrived to regard the parties as being in a contractual relationship at this stage, since they ‘were negotiating to see whether they would contract or not’.31 However, the parties would have both notice and knowledge that the information is confidential and so this should be sufficient to impart an obligation of confidentiality.

Unsolicited disclosures

9.13 Most areas of technology are becoming increasingly technical and scientific in character and this has led to an increased complexity in the production process. This means that the role of the individual inventor in research and development has declined. He will rarely have at his command the funds required for the final stages of development. Accordingly, it is usually necessary for the inventor to hawk his ideas around the industrial community to get the backing needed for the commercial exploitation of his ideas.32

9.14 This means that it is common for a large commercial organization to receive unsolicited disclosures of allegedly new ideas from individual inventors. These disclosures can be restrictive for a large manufacturer, since they may consist either of ideas already known to the manufacturer or of ideas which the manufacturer may be capable of discovering easily by its own efforts. Such disclosure can raise complex legal questions concerning the manufacturer’s liability for using any ideas which are thus revealed to him. The principal question will be whether the manufacturer is bound by an obligation of confidence in respect of the disclosure. Much will depend on the circumstances in which the disclosure is made. If these are such as to make it clear that confidential information is being imparted for the sole purpose of enabling the manufacturer to assess the feasibility of entering into an arrangement with the individual inventor for the exploitation of his ideas, then it is likely that the manufacturer will be under a duty to the use of the information for that purpose only.

9.15 In Johnson v Heat and Air Systems Ltd,33 for example, the claimant approached the defendants in an attempt to interest them in an invention which he had made. It was held that the disclosures to the defendants’ managing director in an interview was made in circumstances of confidence and so gave rise to an obligation of confidence on the part of the defendants. Since the manufacturer is in the position of a passive recipient of an unsolicited disclosure, however, it is to be expected that the courts will require very clear evidence that the inventor has himself treated the information as confidential before the manufacturer will be affected by any obligation of confidence.

9.16 Nevertheless, it must be remembered that the obligation of confidence is only one of the constituent elements of an actionable breach of confidence, and a manufacturer will be protected from liability for use of an unsolicited disclosure if he can demonstrate that he was already in possession of the information comprised in the disclosure. In Johnson, for example, despite the information being received confidentially, it was found that the information the defendants allegedly misused was not that provided by the claimant but derived from drawings created prior to the inventor interview.

C. Licensing

9.17 Licensing is the principal means by which technology is transferred.34 As explained in the last chapter, there remain many uncertainties as to the exact legal basis upon which a licence may exist. Yet it is clear in practice that licences are granted, and regularly. Indeed, a great many issues are involved in the study of licensing—emotive questions of political principle, such as those raised by the transfer of technology from industrial countries to developing countries; questions of abusive behaviour which arise when the licensor holds a dominant position in a market which the licensee intends to enter or when the provisions of the licence are of an anti-competitive nature; and the difficult economic issues which are involved in assessing the value to be given to the technology that is being transferred. Each of these questions demands detailed analysis, which goes beyond the scope of the present discussion.

9.18 Licences regarding confidential information may generally be divided into two categories: those which provide for the use of know-how only, and those which provide for the use of intellectual property rights, such as patents, designs, trade marks or copyright, together with related know-how. In either case, the obligation of confidence will generally attach to the know-how aspect of the licence.

9.19 The right to use the know-how (or technology) is usually defined in one of three ways. First, where the licence is an exclusive one, the agreement will prevent the licensor from using the technology himself and from granting any third parties the right to use the technology. The licensee obtains from the licensor a right to use the technology which is exclusive of all others, in so far as it is within the power of the licensor to grant such an exclusive right.35 Where the licence is contractual and the know-how is divulged it would be both a breach of contract and a breach of confidence.36 Whether something is an exclusive licence or not is a mixed question of fact and law which must be judged in each particular case.37 Secondly, the licence may be a sole one, in which case the licensor is prevented from granting licences to third parties but retains the right to use the technology himself.38 In certain circumstances it may not be clear whether the licence is intended to be a sole licence or an exclusive licence, and so close construction of the licence may be required.39 Thirdly, the licence may be non-exclusive. In this case, the licensor retains the right both to use the technology himself, and to grant other licences to third parties.

9.20 The technology which is the subject of a licence may be transferred either on a ‘once-for-all’ or a continuous basis.40 In the former case, the technology that is licensed relates to a particular product or process at the time of the licensing contract. In simple transactions, the technology may be embodied in documents, plans, and specifications, and may also be imparted by permitting the licensee to inspect the licensor plant and equipment with guidance from the licensor. In more complex transactions, the transfer may be effected over a number of phases, which include the exchange of documentation, the installation and adjustment of plant or equipment for the licensee by the licensor, and the training of the licensee’s personnel by the licensor in certain techniques. In either case, however, the technology is that which is available to the licensor at the time that the licence is concluded.

9.21 In contrast, where the licence involves a continuous transfer of technology, the licensor will undertake to communicate not only the technology presently available in relation to the technical field which is the subject of the agreement, but also subsequent improvements made in respect of that field. Often, the licensee will be under a reciprocal obligation to communicate improvements which he makes on the technology to the licensor.

9.22 Invariably, it will be in the interests of both parties to a licensing agreement that the know-how imparted pursuant to it is maintained as confidential. If the licence is not exclusive, the licensor will wish to retain the commercial advantage, which the confidentiality of know-how confers either for his own benefit, if he intends to exploit it himself, or as a selling point if he intends to grant other licences to third parties. In addition, if the licence involves a continuous transfer of technology which imposes reciprocal obligations on the parties to communicate improvements, it will be especially important for the licensor that the confidentiality of any know-how is preserved. For the licensee, it is obviously always in his interest that know-how is kept secret, since its general dissemination would deprive him of the value of the contract he has entered.

9.23 Obligations of confidence can arise at two distinct points in a licensing transaction. The first occurs at a preliminary stage before any definite licensing arrangement is concluded. If the know-how relates to a process, rather than a product, then the prospective licensee will require some assurance that the know-how is effective and suitable for his purposes, as it will be unknown to him.41 In order to enable the prospective licensee to assess the potential of the know-how for his enterprise, a preliminary disclosure is often made by the licensor pursuant to an agreement which is called variously a ‘look-see’ or ‘look-try’ agreement.

9.24 Much confidential information will be disclosed pursuant to a ‘look-see’ agreement,42 although not so much as to enable the licensee to obtain what will be transferred pursuant to any licence. All of this information is at least capable of being confidential and, ordinarily, will be confidential. The look-see agreement will contain a provision requiring the prospective licensee to use the confidential information only for the purpose of assessing whether to take a licence of the technology. It would be rare if there were not an express condition of this kind, but, if not, the circumstances of the disclosure would be such that an obligation of confidence would usually be implied on the part of the prospective licensee.43

9.25 If a prospective licensee decides on the basis of the disclosure made in a look-see agreement to proceed with the licensing proposal, a full licensing contract is negotiated between the parties. Where the technology relates to products of a specific design, the preliminary stage of a look-see agreement is often omitted and the parties proceed directly to the negotiation of a licence.

9.26 The terms of most licensing agreements will normally be carefully negotiated and will expressly impose obligations to preserve the confidentiality of any know-how which is the subject of the licence. Should an allegation of the misuse or unauthorized disclosure of know-how arise, therefore, the issue will be resolved by construing the terms of the licence. The question of construction depends entirely on the circumstances of each licence and it will be a vital factor in each case in determining both the incidence of an obligation of confidence and the content of any obligation that is found to exist. Generally, the content of an obligation will be the same as other areas—the obligation will require the licensee to use the confidential information only for the limited purpose for which it was disclosed.44 But the determination of what exactly that limited purpose is can be particularly difficult in the licensing field.

9.27 In Torrington Manufacturing v Smith45 the contract provided, on termination, a non-exclusive licence to use the patented invention (and some related registered designs), but made no provision regarding the continued use of associated know-how. The court concluded that the former licensee could not continue to use the know-how as its use after the termination of the licence was not the purpose for which it had been disclosed (the limited purpose test). In contrast, in Regina Glass Fibre v Schuller46 the Court of Appeal accepted that the agreement in question included an implied term that permitted know-how to continue being used after the licence terminated. In that case, the court emphasized the need to construe each contract on its own words and facts.47 Notwithstanding the undoubted correctness of this principle, it is unlikely that many courts would interpret a contract against the application of the limited purpose test now it is so widely accepted.48 Accordingly, in the usual case a former licensee will not be permitted to continue using the licensed know-how once the licence has terminated.

9.28 There are some principles which may suggest when a contract is to be interpreted so to allow the continuing use of the information. First, where the technology is used to establish a business (or, perhaps, to develop a new part of the operations of an existing business) the use of the know-how may not be restricted to the duration of the licence.49 If this were not the case then the former licensee would have to cease business once the licence expired and, outside the realms of franchising, the courts are unlikely to assume that this was the parties’ intention. Secondly, it has been held that if the licence requires the licensee to return all the documents and records at the end of the licence term then the licence could only be for a limited purpose.50 Conversely, therefore, where a licensee is expressly permitted to retain all the documents and records this might suggest that continuing use was intended.

Licensing obligations and competition law

9.29 The application of the competition rules, now found in Article 101 of the Treaty on the Functioning of the European Union, to the licensing of know-how, was originally somewhat problematic. The Commission and the court have long accepted that a licensee’s obligations to keep information secret would not in itself offend competition rules,51 but for many years there was uncertainty about the particular terms which were allowed in a licensing agreement and those which were not.52

9.30 The basic rule is that any licence between undertakings53 which has as its purpose, or its effect, the restriction or distorting of competitions is void.54 However, it is acknowledged that certain licences will not affect competition, as their effect on competition is regarded as de minimis.55 There are also agreements which, although they may technically infringe Article 101(1), may be harmless or pro-competitive. Such agreements are permitted under Article 101(3) provided they satisfy four conditions.

9.31 The first condition is that there must be an improvement in the production or distribution of goods or in technical or economic progress. Such improvements cannot merely be in relation to price,56 and it must be shown that the advantages outweigh the disadvantages. In assessing the benefit it is important to demonstrate economic efficiency,57 and any efficiencies must be objectively verifiable and linked to the agreement, and the likelihood, timing, and magnitude of each claim of efficiency should be taken into account.58 The third condition (usually dealt with second) is that the restriction must be indispensable, which means the anti-competitive condition is necessary in order to achieve the efficiencies; and the restriction of competition is reasonably necessary to achieve that end.59 The second condition is that a fair share of the benefit must pass to consumers (meaning all direct and indirect users of the products covered by the agreement),60 and so consumers must benefit from the efficiencies created (although not necessarily each and every efficiency). The fourth and final condition is that the agreement does not eliminate competition in a substantial part of the market. This means both actual and potential competition should be taken into account.61

9.32 To avoid having every single agreement being assessed under the rules now set out in Article 101(3), the Commission adopted a series of block exemptions. Any agreement complying with a block exemption is, by that fact, not anti-competitive. In relation to the licensing of know-how this began in 1989 with the Know-How Block Exemption,62 which was in turn consolidated along with the rules on patent licensing and set out in the first unified Technology Transfer Block Exemption in 1996.63 That itself was superseded in 2004 by the Technology Transfer Block Exemption64 which continues in force.65

9.33 The block exemption only applies to know-how which is secret, substantial, and identified.66 The requirement of substantiality means that the know-how has to be significant and useful for the production of the contract products. In the case of processes, this means that the know-how imparted must significantly improve the competitive position of the licensee.67 The block exemption applies so as to exempt any agreement which regulates the production of contract products (meaning products produced with the licensed know-how). The exemption is tied to the know-how’s secrecy and so any restriction continuing once the know-how is made public (other than by the licensee) is no longer covered by the exemption.68

9.34 The exemption is subject to certain limitations called hardcore restraints. Agreements are not permitted in any circumstances where they include any such restraints. These include things which, directly or indirectly, in isolation or in combination with other factors under the control of the parties, have as their object the price fixing, market allocation, restrictions on the licensee’s ability to exploit its own technology and restrictions on any of the party to conduct research and development, unless such a restriction is indispensable to prevent the disclosure of licensed know-how to third parties.69

9.35 Some market allocations are permitted, however. In particular, an obligation can be imposed on a licensee to use the licensed technology only within one or more technical fields of use or one or more product markets;70 similarly, an obligation on the parties, in a non-reciprocal agreement, not to use the licensed technology within one or more technical fields of use or one or more product markets or one or more exclusive territories reserved for the other party.71 It is also permissible to impose an obligation on the licensor not to license the technology to another licensee in a particular territory (eg an exclusive or sole licence).72 A restriction is allowed in a non-reciprocal agreement, of active or passive sales by the licensee or the licensor into the exclusive territory or to the exclusive customer group reserved for the other party.73 It is also permitted to include a restriction, in a non-reciprocal agreement, of active sales by the licensee into the exclusive territory or to the exclusive customer group allocated by the licensor to another licensee, provided the latter was not a competing undertaking of the licensor at the time of the conclusion of its own licence.74 An obligation on the licensee to produce the contract products only for its own use, provided that the licensee is not restricted in selling the contract products actively and passively as spare parts for its own products, is also allowed,75 as is an obligation on the licensee, in a non-reciprocal agreement, to produce the contract products only for a particular customer, where the licence was granted in order to create an alternative source of supply for that customer.76

9.36 In addition to hardcore restraints, there are also certain excluded restrictions which do not exclude the whole agreement from the exemption, but only the relevant clause of the contract. The only clause which is relevant to know-how licences is one imposing any direct or indirect obligation on the licensee to grant an exclusive licence or assign to the licensor or to a third party designated by the licensor in respect of its own severable improvements to, or its own new applications of the licensed technology.77 An improvement is ‘severable’ presumably where it is free-standing (and not mere improvements on what was licensed) and which could be used in isolation from the licensed product.

Distributor agreements

9.37 Confidential information is often disclosed by a manufacturer to a distributor whom he engages to undertake the marketing of a product in a geographical area in which the manufacturer does not have a marketing structure of his own. The confidential information is usually disclosed so that the distributor is fully conversant with the product in question, and can adequately represent the manufacturer. In some cases, the distributor will be required to service or repair the products sold within his area of authority, and a knowledge of any confidential information relating to the product will obviously be necessary for this purpose.

9.38 Usually, the distribution agreement will contain express contractual terms governing the distributor’s obligations in respect of any confidential information, but, where this is not the case, it can be expected that the courts will hold that the information was disclosed for the purpose of the agreement only, and the distributor will be prohibited from exploiting the confidential information to his own advantage. Accordingly, in Suhner & Company AG v Transradio Ltd,78 where the claimants were manufacturers of high-frequency connectors who supplied the defendant distributors with a number of dimension drawings, it was held that the distributors were prohibited from using the drawings to their own advantage after the termination of the distributor agreement between the parties. Once more the purpose of the information being imparted is the deciding factor.

‘Black box’ agreements

9.39 Akin to licensing agreements are those transactions in which a manufacturer of a product embodying confidential information leases the product to another in circumstances in which trade secret is not revealed to the purchaser (or more usually licensee). These types of black boxes are increasingly common in relation to the development of software.79

9.40 In any event, the basic transaction is achieved by enclosing the product, or so much of it as embodies confidential information, within a ‘black box’ which is transferred to the licensee for his temporary use under a contractual stipulation that he must not interfere with, or examine the contents of, the black box (or, in relation to software, that he must not decompile the code). The licensor thus gives the licensee a right only to use the confidential information to the licensee’s benefit in his business operations, but does not impart knowledge of the information itself.

9.41 This type of transaction has been tested judicially and held to be an effective means of protecting the licensor’s confidential information. In KS Paul (Printing Machinery) Ltd v Southern Instruments (Communications) Ltd80 the claimant leased an automatic telephone-answering machine to the second defendant. The machine was encased in a box which precluded inspection of the machine without breaking into the box, and the hiring agreement contained a provision to prevent interference with the box.81 In breach of this provision, the second defendant permitted the first defendants to remove the machine and to take it apart in order to examine its mechanism. An interim injunction was granted to prevent the defendants from using or disclosing any confidential information acquired as a result of the inspection of the machine in contravention of the hiring agreement.

9.42 The use of this type of transaction may enable a confider to extend the protection for confidential information that is available under the general law. The general law permits reverse engineering—the process of analysing a marketed product in order to discover the secret which it contains82—but by imposing a contractual restriction which prohibits the practice, a confider can thus prevent leakages of confidential information by means which are permissible under the general law. The capacity of the confider to do this, however, has been tested only in respect of hiring agreements where the property in the physical product remains with the hirer. Whether the device could be used more generally in the case of the sale of a product is more doubtful. Theoretically, the doctrine of freedom of contract suggests that reverse engineering could be prohibited by a contractual term. But such a restriction might offend the rules on free movement of goods,83 as well as having implications in relation to the copyright in any computer software.84 More fundamentally, as the court indicated in Vernon v Universal Pulp Containers Ltd,85 a purchaser is entitled to some degree of information and advice about a product which he buys without being told it is confidential. Indeed, there would be practical problems with policing any such restriction on a purchaser’s activities because, amongst other reasons, the vendor would not usually have a right of entry into the purchaser’s premises, a right which is a normal incident of a hiring agreement. The black box agreement would seem to be, therefore, an expedient which is feasible only in the case of hiring or licensing agreements.

D. Bankers

9.43 The nature of a number of professional relationships imposes on the professional person who is consulted, or whose services are engaged, an obligation to respect the confidentiality of disclosures made to him in his professional capacity. This obligation applies to bankers,86 counsel,87 solicitors,88 doctors, and other health professionals.89 While the ‘under-lying principle’90 is the same in each of these cases, it has been pointed out that the extent of the obligation must vary with the special circumstances peculiar to each class of occupation.91

9.44 The leading authority on a banker’s duty of confidence is the Court of Appeal’s decision in Tournier v National Provincial and Union Bank of England.92 The basis of the duty and the exceptions to it were set out clearly by Bankes LJ:93

At the present day I think it may be asserted with confidence that the duty is a legal one arising out of contract, and that the duty is not absolute but qualified. It is not possible to frame any exhaustive definition of the duty. The most that can be done is to classify the qualification, and to indicate its limits.

9.45 This statement of the law has been said not to be open to dispute subject to the right of the Supreme Court to consider the matter,94 and it is accepted as of good authority around the Commonwealth.95 The exceptions to the duty appear to be included in the implied contract as a mixture of public policy and business efficacy.96 They were incorporated into the voluntary Banking Codes,97 but these codes no longer have any effect and have been replaced by the Banking Conduct Regime and the Banking Conduct of Business Sourcebook (BCOBS) and the lending code. The former does not provide for customer confidentiality, as it is not relevant to the scope of the Financial Service Authority’s regulatory ambit. But the lending code continues to refer to the obligation of confidence.98 In either case it is clear that the obligation of confidentiality continues to apply.

9.46 The rule from Tournier is not restricted to the relationship between a banker and the holder of a bank account, but applies to a variety of other types of financial arrangements, such as that between customers and building societies and credit unions99 as well as between mortgagor and mortgagee.100

Scope of the duty

9.47 The duty extends beyond simply information relating to the account itself, but extends to any information provided to the banker by the customer;101 it may not, however, extend to information obtained from third parties about the customer.102 In Christofi v Barclays Bank103 the Court of Appeal considered whether a bank could disclose to a trustee in bankruptcy that a caution registered under the (former) Land Registration Act 1925 had been warned off. The court took the view that under the statutory scheme third parties were deemed to have constructive notice of what was on the land register. The bank was therefore free to disclose such information to the trustee, or indeed any other third party.104

Duration of the duty

9.48 The duty of confidence begins only when the banking contract is entered and so any private information disclosed before the contract begins (such as information used to obtain a loan) is not protected by the duty if no contract is subsequently concluded.105 This does not mean it would not be protected by confidence at all, but rather it would not be protected by the banker’s special duty. The information protected is that which is obtained during the banking relationship, and the duty to keep it confidential does not end when the banking arrangement ends; rather the duty continues unless and until a ground for disclosure exists.106

The exceptions

9.49 In Tournier Bankes LJ also considered the scope of the exceptions to the duty of confidentiality:107

In my opinion it is necessary in a case like the present to direct the jury what are the limits, and what are the qualifications of the contractual duty of secrecy implied in the relation of banker and customer. There appears to be no authority on the point. On principle I think that the qualifications can be classified under four heads: (a) Where disclosure is under compulsion by law; (b) where there is a duty to the public to disclose; (c) where the interests of the bank require disclosure; (d) where the disclosure is made by the express or implied consent of the customer.108

9.50 This presents a question whether these exclusions should be viewed as instances (i) where a banker is justified in breaching his duty of confidence,109 or (ii) the duty of confidence does not extend.110 It appears subsequent courts prefer the latter approach; accordingly, the customer’s right in the confidence does not extend to preventing the disclosure for these purposes.111

9.51 Obligation to notify client? Before examining the four exclusions, it is worth considering whether the bank is under a duty to notify the customer before disclosing any information. This was considered in Robertson v Canadian Imperial Bank of Commerce.112 The Privy Council acknowledged that in some cases it will not actually be possible for the bank to give advance notice, as it would present either ethical or legal problems.113 But where no such problem exists the bank should use its ‘best endeavours’ to notify its customer before disclosing.114 Consequently, the Privy Council refused to rule out the possibility that in certain circumstances a banker may owe duty to his client either in negligence or contract to give notice. This would not, however, fit within the rationale that the confidence is limited and we take the view that such a possibility should now be ruled out.

Compulsion by law

9.52 The first of the exclusions from the duty is where a banker has to disclose information under compulsion of law. When Tournier was decided such instances were very rare,115 but this is no longer the case. Examples of such compulsion are the requirement to answer questions in the witness box (as no privilege attaches)116 and requirements under statute.117 Instances of compulsion by law are usually straightforward as the banker has a legal obligation to provide the information and has little discretion in the matter.

The duty to the public

9.53 The second exclusion is where there is a duty to the public to disclose the information. The rationale of this exclusion was explained in Tournier by reference to the language of Lord Finlay in Weld-Blundell v Stephens,118 where he mentions a higher duty if there is ‘danger to the State or a public duty may supersede the duty of the agent to the principal’. This would cover a disclosure to prevent crime or fraud.119 But disclosing information about a crime already committed (subject to the money laundering rules) does not fall within this exception.120

9.54 The exception has rarely been invoked. In Libyan Arab Foreign Bank v Bankers Trust Co,121 a disclosure was made by a banker following a request from the New York Federal Reserve Bank regarding the movement of Libyan funds. The court did not need to decide that the exception applied, although it thought that it might.122 The rationale for it applying it was that had the Bank of England made the request there would have been a statutory power to obtain such information,123 and so the court assumed that the Federal Reserve Board, as the central banking system in the United States, would have a similar public duty to perform. This would appear to be a very narrow public policy exception, namely that it only extends to give effect to a foreign statutory power which was not directly enforceable in England, but would be on the banker himself. Although this appears to be a logical ground for this exception to apply, it is hardly instructive of its full scope. Another situation where the exclusion might apply is where the documents relate to an alleged fraud on an international bank and the documents are needed to uncover that fraud in foreign proceedings.124 The Canadian courts have gone even further and suggested a disclosure can be made by the banker to avoid a misrepresentation being made (whether or not it is fraudulent).125

9.55 In summary, in English law it is likely that this limb is limited to the reporting of future crimes, complying with foreign legal obligations, and uncovering major fraud. Otherwise, it appears that most of the grounds for permitting such disclosures are related to statutory obligations.

Interests of the bank

9.56 The third exception allows bankers to make disclosures where to do so is in the interests of the bank. This allows disclosures where it is necessary to protect the bank’s interests either against the customer or a third party. The classic example is suing to recover an overdraft,126 or in proceedings relating to a mortgage127 or other security.128 The disclosure of information under this head permits disclosure only of relevant information to the third party.129

9.57 Another example is the case of Sutherland v Barclays Bank130 where a banker was asked by one of the account holders why a cheque was dishonoured and he informed the customer that it was because of a series of cheques made out by his wife to a bookmaker. The court permitted such a disclosure. The rationale was that a banker had a duty to explain to customers why a cheque was dishonoured. Similarly, a bank is entitled to give a reason for declining to honour cheques drawn or bills accepted by the customer when there are insufficient funds,131 although in Foster v Bank of London132 Erle CJ expressed the view that in such a case the banker could not go further than say ‘Not sufficient assets’.133 The terminology might have modernized, but the principle in Foster remains the same—only minimal disclosure is permitted.

Express or implied consent

9.58 The fourth exclusion is where the bank’s customer has expressly or by implication given consent for the disclosure to be made. The confidence belongs to the banker’s customer and so if the customer gives consent for the information to be disclosed then such disclosure is hardly controversial. The difficulty arises because for many years it was believed that the customer gave implied consent for the banker to make many different disclosures;134 in particular, it was believed that banks providing information to other bankers regarding a customer’s creditworthiness was consensual. This originates from Atkin LJ’s statement in Tournier that customers gave implied consent to the passing of information between bankers,135 and this indication was endorsed, albeit without considering the matter fully by, the House of Lords in Hedley Byrne v Heller.136 However, such a broad implied consent was rejected by the Court of Appeal in Turner v Royal Bank of Scotland,137 and its application has been doubted in other jurisdictions.138 Accordingly, the issue of credit references is now generally governed by statute both in the United Kingdom139 and elsewhere,140 making the common law rules less important. Furthermore, many bankers now include express authorization in their terms and conditions to allow for the provision of credit information to third parties.141

9.59 It is also clear that there is no implied consent to pass information between different parts of the same bank’s internal structure. Accordingly, a bank’s duty of confidence to its customer forbids it from passing information to another corporate entity even if it is part of the same group.142 However, where a bank has been authorized to make a disclosure to a third party indicating that certain payments would be made, if the customer changes his instructions to the bank, the banker is at liberty to inform the third party of this change of circumstances.143

E. Ministers of Religion

9.60 It is a common duty of ministers of religion to receive confidences. It is outside the scope of this discussion to consider the scope of ethical and religious duties on ministers of the various faiths. As an example, an Anglican priest is forbidden from revealing any confidences including any crimes or wrongdoing except where the priest’s own life is called into question.144 The Catholic church goes further and holds that the sacramental seal is inviolable; therefore it is absolutely forbidden for a confessor to betray in any way a penitent in words or in any manner and for any reason.145 In contrast to the Anglican rules, a Catholic priest cannot reveal a confidence even where his own life is in jeopardy.146 The courts have referred in passing to the confidential nature of the priest and penitent’s relationship,147 and the confidentiality of the relationship cannot be doubted. Indeed, the nature of the confidential communications between a priest and penitent is rarely raised in court, as priests do not generally abuse confidential information, rather the issue raised is one of privilege.

9.61 In English law a priest has no particular privilege against making a disclosure,148 but this is not the position throughout the common law world, as such privilege is recognized in Australia and New Zealand,149 Ireland,150 and some US states.151 Indeed, it is arguable that this issue could now be revisited in light of the balance between Article 6 (fair trial) and Article 9 (freedom of religion) of the European Convention on Human Rights (ECHR), but such a discussion is outside the scope of this book.

F. Doctors and Other Health Professionals

9.62 A patient must have confidence in his doctor and be willing to reveal the most personal, embarrassing, and sensitive information. This ethical duty is expressed in the modern day Hippocratic Oath,152 where doctors declare ‘I will respect the secrets which are confided in me, even after the patient has died’.153 The rationale for this is not just about private health, but also public health, as was expressed by Rose J in X v Y:154

In the long run, preservation of confidentiality is the only way of securing public health; otherwise doctors will be discredited as a source of education, for future individual patients ‘will not come forward if doctors are going to squeal on them.’ Consequently, confidentiality is vital to secure public as well as private health, for unless those infected come forward they cannot be counselled and self-treatment does not provide the best care.

9.63 There is no doubt that doctors owe a duty to keep confidential information they receive from their patient;155 and it is also clear that such confidentiality is protected under Article 8 ECHR.156 Such confidentiality obligations are not confined to doctors,157 but apply to all health professionals such as dentists,158 nurses,159 and pharmacists.160 The obligation in most cases is a contractual one,161 and this would be the case even where the health professional provides health care on the National Health Service or at a free clinic. Even where there is no pre-existing relationship between health professionals and patient, such a duty might be imposed. This might arise where, for example, a doctor walks past a person who has collapsed on the street and learns confidential information about the patient’s pre-existing condition before going on to treat him. Such a doctor would clearly owe the patient a duty of confidence on the basis that any reasonable person in those circumstances would understand that the information was imparted in confidence.162

9.64 The duty of confidentiality is at its most simple when it is between health professional and patient, but it is not necessarily confined to that relationship. The professional may also owe a duty of confidence to his employer and, accordingly, unauthorized disclosures may be actionable by health authorities as well.163 Furthermore, the patient, although entitled to access his medical records,164 may not be entitled to make the content of his medical records public in an unrestricted fashion where those records include confidences belonging to another165 or where the information was made available only for a limited purpose.166 This should not be taken too far. A patient who wishes to describe his treatment or illness is not restricted from doing so; he is just precluded from revealing other people’s confidential information in the process. Interesting questions may of course arise in relation to genetic information. This is because a disclosure by a person that he has a genetic problem may also amount to a disclosure that a close relative has, or is likely to have, that genetic problem as well.

Scope of duty

9.65 A health professional’s duty of confidence is clearly not restricted to information he had personally received from the patient—it extends to information received from other health professionals. It would be absurd, for example, for a doctor to diagnose an illness based on confidential information and then write a prescription for a particular drug; then the pharmacist, being aware what the drug is used to treat, disclosing to other customers the nature of the patient’s illness. Similarly, a consultant who has a patient referred from a general practitioner will be told information by that other doctor. Such information is clearly confidential. Accordingly, the health professional’s duty of confidence extends to any information received about the patient’s medical condition in his capacity as the patient’s ‘doctor’. Such information may come from the patient himself, his family or friends, as well as from other health professionals.

9.66 Medical institutions Medical institutions cannot sue on behalf of their patients for misuse of private information or breach of confidentiality.167 As explained by Lord Woolf MR in Broadmoor Special Hospital Authority v Robinson:168

I would accept that the authority cannot bring proceedings to protect any patients’ right to privacy or confidence. To protect other patients, the authority have to rely on the interference which the conduct of which complaint is made would have on the performance of their duties. In particular, the duty of the authority to maintain security, order and a therapeutic environment within the hospital … regrettably I do not consider that the courts here can help in proceedings brought by the authority. The powers and responsibility of the authority do not extend to providing the protection the family would like unless the conduct complained of affects the authority’s responsibilities within the hospital.

9.67 Subsequent cases suggest that medical institutions have standing to sue where they have an independent or shared interest in maintaining the confidentiality or privacy of information.169 In X Health Authority v Y170 a medical institution brought an action and no question was raised as to its standing to bring the action, presumably because there were obligations of confidentiality owed to them by their employees. Indeed, as Rose J emphasized, hospitals have a statutory duty to preserve confidentiality171 and ‘records of hospital patients … should … be as confidential as the courts can properly keep them in order that the claimants may “be free from suspicion that they are harbouring disloyal employees”’.172

9.68 Similarly, in Ashworth Hospital Authority v MGN Ltd173 the claimant hospital authority managed a secure hospital in which convicted murderer, Ian Brady, was detained. Mr Brady was transferred to another ward and began a hunger strike and a media campaign complaining of his treatment. The Daily Mirror newspaper published an article in which verbatim extracts of Mr Brady’s medical records were quoted. In the House of Lords, Lord Woolf CJ, who delivered the leading speech, noted that the defendant did not dispute that the authority had an independent right in the confidentiality of the records.174 He also accepted the conclusion of the Court of Appeal175 that:

… while Ian Brady’s conduct in putting similar information into the public domain could well mean that he would not be in a position to complain about the publication, this did not destroy the authority’s independent interest in retaining the confidentiality of the medical records contained in Ashworth’s files.176

9.69 The basis for the authority’s independent interest appeared to be the confidential obligation imposed on employees via the employment contract with the hospital. It was also explained that the claimant hospital had a genuine interest in preserving the confidentiality of medical data, from the point of view of patient and staff morale, encouraging patients to be forthcoming in providing information about themselves, preserving the doctor–patient relationship founded on trust, and generally promoting an environment in which staff could effectively carry out their duties.177 This could be seen as a general public interest in protecting medical data over and beyond the obligation owed to individual patients.

9.70 The ‘sequel’ to Ashworth Hospital also confirms that medical institutions may have independent or shared interests in protecting the confidentiality or private of patient data. In Mersey Care NHS Trust v Ackroyd,178 the successor to Ashworth Hospital Authority sought a Norwich Pharmacal order against the defendant journalist for disclosure of the source of his information.179 In assessing whether there was relevant wrongdoing, Tugendhat J observed that, ‘the hospital is not suing on behalf of any patient’.180 However, based on the Court of Appeal decision in Ashworth Hospital, the hospital had ‘an interest in protecting the information in the patient records, and standing to bring this claim’.181 This interest was independent, in so far as it involved obligations to the hospital (as compared with Ian Brady).182 The obligations included both confidentiality obligations on the part of those working at the hospital,183 as well as the (positive) obligation to adopt measures designed to secure the respect of the private life of individuals184—in this case protecting patients’ medical records.185 Once more this suggests that the adoption of proper procedures for protecting medical data is part of a larger public interest.

Duration of duty

9.71 The ethical duty of confidence owed to a patient lasts even after death, as is clear from the Hippocratic Oath; but ethical duties are often wider than legal ones.186 The courts are yet to conclusively decide187 whether a health professional’s duty of confidence can continue after death.188 In Lewis v Secretary of State for Health189 the High Court concluded that such a duty arguably exists,190 as this was all that was required for the purposes of the application before it. The European Court of Human Rights (ECtHR) considered the matter in relation to the publication of Le Grand Secret, which disclosed that President Mitterrand was suffering from cancer soon after he took office. The court indicated that there was no pressing social need for discussion of his cancer after his death, but that, in time, as a matter of historic record, this might change.191 It is probable that the courts were considering the rights under Article 8 vested in Mitterrand’s family,192 rather than his rights existing after death. Further, even where family members have the right, the duty of confidence is only likely to end if the person is of historical significance. But even in such cases a significant amount of time should pass between the person’s death and the disclosure so as not to intrude on the family’s grief.193 In addition to the rights which family members might possess, the courts have recognized that there is also a public interest in protecting medical records194 and it would be in keeping with this for the rights to continue after death, even if family members do not wish to bring an action. The difficult question would be, however, who would have standing to bring the claim to protect those rights.

9.72 Obligations to resist disclosure Where a court is going to order disclosure of a patient’s medical records, the patient should be notified and given an opportunity to resist the disclosure of his records.195 A failure to notify the patient that disclosure is going to be ordered may in certain circumstances amount to a breach of Article 8 of the ECHR.196 In addition to the court requiring notification, it was suggested in A Health Authority v X197 that a doctor must assert his duty of confidence before the court and put every argument he can to protect that confidence.198 This is to enable the issues to be properly considered by the court. In that case, the Court of Appeal was not persuaded that this assessment was incorrect. In other words, where a health professional has been requested to disclose material, he must only do so where it is absolutely clear that he can no longer keep it confidential. If there is any area of doubt he should ask the court to resolve it.

Exceptions to the duty

9.73 There are a number of circumstances where medical practitioners can make disclosures despite their duty of confidence. In Duncan v Medical Practitioner’s Disciplinary Committee199 Jeffries J set out the basic grounds upon which a doctor may disclose confidential information:

Confidentiality is not breached by private discussions with colleagues in pursuance of treatment, but this may require full disclosure and consent. The confidentiality may be waived by the patient. The doctor may be required by law to disclose. A doctor may be in a group practice where common filing systems are used … Limited information to some outside agencies may be made available by the doctor from his files for statistical, accounting, data processing or other legitimate purposes. A doctor may be treating more than one person that requires, or mandates, exchange of information, but here caution and prudence must be carefully observed and consents obtained … a doctor may reveal confidences and secrets if he is required to defend himself, or others, against accusations of wrongful conduct … when a doctor receives information … that another’s life is immediately endangered and urgent action is required.

9.74 The classes of permitted disclosures should be taken only as guide. They are not something which has been accepted almost unquestionably in the same way that Tournier has for bankers.200 Each of these permitted disclosures will now be examined in turn.

Consent (waiver)

9.75 It is clear that a patient can consent to a health professional disclosing confidential information given to the health professional or received from that professional. A sick patient may, for example, allow a health professional to discuss his medical condition with his family or a close friend. Implied consent is also relevant where a health professional consults with colleagues or others about a patient’s medical condition or takes tests.

9.76 A doctor discussing a patient’s condition with other health professionals to seek advice or guidance as to the best form of treatment is likely to fall within the implied consent given by the patient.201 Accordingly, it will only be a breach of confidence if for some reason such consent has been expressly withdrawn or the circumstances of the case suggest it would be inappropriate to imply consent. For example, where a patient has expressed concern about something being disclosed to anyone at all; in such a case the health professional would be wise to explain to the patient the advantages of him seeking guidance from others and seek express consent; and absent consent he should not disclose even if it precludes the continuation of treatment.

9.77 Where a doctor undertakes a medical examination for a particular purpose, such as being an expert in a court case, the disclosure to others, even if he believes it to be in the patient’s best interests, would be a breach of confidence.202 Such disclosures would require express consent. A question arises about whether a sample taken for a particular purpose (or without specifying the purpose) can be used for another purpose without obtaining express consent.203 There will be occasions where a health professional will, for clinical reasons, need to undertake a very broad range of tests, where it is difficult to diagnose a condition for example. But unless the circumstances clearly justify taking an unspecified test from a sample it is suggested that a health professional would be breaching a confidence in disclosing that information (or more precisely, the biological and chemical information in the sample) to the laboratory.

Required by law

9.78 A doctor may disclose confidential information where he is required to do so by law, such as disclosing as soon as reasonably practical that the person suspects or believes that another person is involved in terrorism.204 As communications with a doctor are not privileged in England, or Canada,205 he may be required to answer questions in the witness box about things he learned in his professional capacity.206 In such circumstances, he can of course ask the judge not to answer, but unless excused, he must answer every question.207

9.79 In addition, health professionals are not excused from disclosing certain information when asked. It is an offence, for example, for a health professional not to identify the driver of a vehicle when asked to do so by the police.208 In other criminal investigations, a doctor may deny access to medical records in the absence of a court order, but must then comply.209 Additionally, there are reporting obligations on doctors when they perform abortions,210 or treat industrial accidents or disease,211 or where a patient is suffering from certain specified contagious diseases.212 There are also certain details about fertility treatment to be passed to the Human Fertilisation and Embryology Authority, and subsequently to researchers.213

Record keeping

9.80 It is rare for health professionals to work alone; and when they work with others, such as at a hospital or larger medical facility, records will usually be kept centrally. Indeed, it is now the case that records are being computerized and there are plans to have medical records centralized nationally under the NHS Care Records Service with Summary Care Records being available to any doctor that treats a patient (such as in accident and emergency). Whether the system is localized or nationalized it must be based on implied consent.214 It might also be said that the sharing of records is simply part of the care of the patient and relates to the purpose for which the information was obtained. Therefore the scope of the duty of confidence is such that only where the information is used for a purpose other than the treatment of the patient would it amount to a breach of confidence.215 Additionally, of course, the holding of medical data is protected by statutory data protection principles in addition to any common law duty of confidence.216

Information to outside agencies—statistical information

9.81 The provision of health care and supplying pharmaceuticals is a major commercial venture. Accordingly, those providing such services desire to obtain statistical information to assist with marketing and production. In R v Department of Health exp Source Information217 the Court of Appeal accepted that the provision of information for this purpose (in that case prescription information) was not a breach of confidence provided the data was anonymized (or barnardized218). The Court took the view that, provided a patient’s privacy is not affected, nothing about data regarding the number and type of prescriptions issued could be confidential. This must be right. Where all the information identifying a patient has been removed then disclosing the number of patients being prescribed a particular drug or suffering from a particular disease cannot affect any confidence. Only where a disease is very rare could disclosing information about an individual anonymous patient breach confidence. Taking an extreme example, any information disclosed about the treatment of patients with Fields condition, with only two known patients, would clearly breach confidence; whereas disclosing statistical information regarding a common disease such as influenza would not.

Regulation and clinical audit

9.82 Modern medicine involves doctors and other health professionals in clinical audits, that is reviewing why particular treatment or diagnosis went wrong or did not work. Indeed, doctors have a professional obligation to become involved in these audits.219 During such a process it may be necessary for confidential information regarding a particular patient to be disclosed. The approach adopted by the General Medical Council is based on deemed consent with the patients being informed about the right to opt out of clinical audits in advance of treatment.220 Accordingly, absent consent no audit can be conducted.

9.83 In addition to consensual disclosure221 there are statutory powers which require the disclosure of information where it is relevant to the discharge of the General Medical Council’s functions in respect of professional conduct, professional performance, or fitness to practice.222 A document disclosed to a doctor in pursuance of such a function will become disclosable in subsequent court proceedings to which he is a party,223 although the court may consider that the document should not be disclosed subsequently in civil proceedings.

Advancement of learning in medicine

9.84 There has yet to be a case where a doctor writes or publishes a learned article in such a way as to identify the patient without first obtaining consent. As Bingham LJ observed in W v Egdell:224

It has never been doubted that the circumstances here were such as to impose on Dr Edgell a duty of confidence owed to W. He could not lawfully sell the contents of his report to a newspaper … Nor could he, without a breach of the law as well of professional etiquette, discuss the case in a learned article or in his memoirs or in gossiping to friends, unless he took appropriate steps to conceal the identity of W.

9.85 In the case of research, there is no specific basis upon which to use confidential patient information. It may be that consent is given by the patient or, alternatively, one of the statutory powers is exercised.225 Otherwise disclosure of anything other than statistical data would amount to a breach of confidence.

Protection of others

9.86 The Court of Appeal made it clear in W v Egdell226 that a doctor may disclose confidential information, contrary to the patient’s wishes, where there is a stronger public interest in disclosure than protecting confidentiality. Such disclosures would be permitted, for example, where the health professional believed the patient was about to commit a serious violent crime or abuse a child.227 Doctors are also advised to disclose to the police when somebody arrives at hospital with a gunshot or knife wound.228

9.87 In addition, as noted above, doctors have reporting obligations in relation to certain serious communicable diseases. But beyond those reporting obligations the question arises when a health professional may disclose that a person has such a disease.229 A doctor who is aware that another health professional has a disease which may be transmitted to patients is, under professional guidance, entitled to disclose the fact to the relevant person (such as the employer).230 The courts have yet to sanction such disclosures, but if a person is working in such a way as to risk passing on a serious communicable disease to patients there is a clear public interest in either that being brought to an end or ensuring that appropriate steps are taken to prevent infection. In relation to patients, the situation is much the same in that a doctor should respect the patients’ confidentiality unless to do so might put the health care team at risk of infection.231

9.88 In relation to serious sexually transmitted diseases, the guidance suggests that doctors must inform those who have had sexual contact with the patient where the patient refuses to do so. This is a particularly difficult area.232 The reckless transmission of HIV, for example, is a serious criminal offence.233 It is arguable, therefore, that notifying previous and current sexual partners is no more than protecting the greater public interest to avoid the disease spreading further unnecessarily.

Protection of the medical practitioner

9.89 Where a patient brings a complaint against a health professional either before a disciplinary tribunal or the courts, he waives his right to confidentiality. Even in these circumstances not all obligations of confidentiality are waived, but only those relating to the complaint.234 Where the complaint is not made by the patient, but by another medical practitioner and leads to disciplinary action, it is suggested that a disclosure of confidential information would still be permitted without the patient’s consent provided it is strictly necessary.235

Children and those under a disability

9.90 Parents often assume that they have an absolute right to know about the treatment of their children.236 The right to know is for the benefit of the child and as the child gets older the right of parents to know about their child’s health will diminish.237 Similar rules apply where an adult person is under a disability,238 in which case the health professional must assess whether or not the patient is capable of giving consent to prohibit disclosure to carers or not.239 But where a child or disabled patient is sufficiently capable of making his own decisions the health professional should not disclose any information to the parent (or carer) without the patient’s consent.

9.91 A health professional’s obligations of confidence will not prevent disclosure to the relevant agency where he believes that a child is being abused.240 Such disclosures are clearly made in the public interest.

Patient’s best interests

9.92 In general, a health professional can only disclose information to a relative, spouse, civil partner, or friend with the consent of the patient whether express or implied. Where a patient comes into the health professional’s care is unable to communicate, such as after a serious accident rendering him unconscious, a doctor is unlikely to be criticized for discussing his condition with a friend or family member; it would be reasonable to assume that the patient had given implied consent for this to happen.

9.93 More difficult questions arise where a doctor does not believe that something should be disclosed to the patient in the patient’s best interests; but rather the doctor believes he should disclose it to the person’s adult child for example. If the doctor honestly and reasonably believed that this course of action was in the patient’s best interests it is difficult to imagine that a court would consider this to be a breach of confidence; unless of course the patient had expressly indicated that no information was to be disclosed to anyone else at all.

9.94 It is difficult to find an example where disclosure of information to a family member would be allowed if it was expressly against the patient’s wishes. Historically, it was said that a doctor could disclose information about a person’s intent to commit suicide at a particular place and time.241 But at that time suicide was unlawful and so it was the same as saying a doctor could disclose a future crime. It is suggested that under the current law, a doctor should not be prevented from disclosing to a family member or someone similar that a patient has formed a settled and irrational desire to do themselves harm. Accordingly, if a terminally ill patient has decided to travel to a country where euthanasia is lawful and does not wish their family to be informed, this decision is (to some people) rational, and so disclosing this desire to family members would amount to breach of confidence. Whereas, a person suffering from clinical depression who has indicated that they will amputate their own leg next week might not be said to be rational, and in such circumstances notifying family members is unlikely to be criticized by either courts or disciplinary tribunals.

National Health Services Act 2006

9.95 There are special rules under the National Health Service Act 2006242 allowing for the disclosure of so called ‘confidential patient information’.243 For these purposes, patient information is information which relates to the physical or mental health or condition of an individual, to the diagnosis of his condition, or to the patient’s care or treatment or information derived from such information.244 It becomes confidential patient information when the identity of the individual in question is ascertainable from that information or from that and other information, and the information was obtained or generated by a person who, in the circumstances, owed an obligation of confidence to that individual.245 It has been held, but without concluding the matter, that this would only apply to information obtained in a National Health Service context and not more broadly.246

9.96 The circumstances where confidential patient information can be disclosed is set in accordance with Regulations made by the Secretary of State.247 Such regulations must only allow disclosures for medical purposes, which means both preventative medicine, medical diagnosis, medical research, the provision of care and treatment, and the management of health and social care services and informing individuals about their physical or mental health or condition, the diagnosis of their condition or their care and treatment.248

9.97 Such confidential patient information may be processed,249 and no confidence will be breached,250 in the following circumstances. First, processing is allowed where it is for medical purposes with a view to making the patient in question less readily identifiable from that information.251 Secondly, the processing of confidential patient information is allowed where that relates to the present or past geographical locations of patients (including, where necessary, information from which patients may be identified) which is required for medical research into the locations at which disease or other medical conditions may occur.252

9.98 Thirdly, the processing of such information is allowed where it is to enable a lawful holder of that information to identify and contact patients for the purpose of obtaining consent to participate in medical research, to use the information for medical purposes, or to allow the use of tissue or other samples for medical purposes.253 Fourthly, the processing of confidential patient information for medical purposes from more than one source is allowed where it is with a view to linking information from more than one of those sources, validating the quality or completeness of either confidential patient information or data derived from such information, and to avoid the impairment of the quality of data derived from confidential patient information by incorrect linkage or the unintentional inclusion of the same information more than once.254 Fifthly, the processing of the information is allowed for the purposes of the audit, monitoring, and analysing of the provision made by the health service for patient care and treatment.255 Sixthly, the giving of access for one or more of those five purposes.256

9.99 It is also possible for confidential patient information relating to patients referred for the diagnosis or treatment of neoplasia may be processed for medical purposes approved by the Secretary of State for the surveillance and analysis of health and disease, the monitoring and audit of health and health-related care provision and outcomes where such provision has been made; the planning and administration of the provision made for health and health-related care; medical research approved by research ethics committees; the provision of information about individuals who have suffered from a particular disease or condition where that information supports an analysis of the risk of developing that disease or condition and it is required for the counselling and support of a person who is concerned about the risk of developing that disease or condition.257

9.100 Finally, it is possible for confidential patient information to be processed with a view to diagnosing communicable diseases and other risks to public health; recognizing trends in such diseases and risks; controlling and preventing the spread of such diseases and risks. Further, the information may be used for monitoring and managing outbreaks of communicable disease; incidents of exposure to communicable disease; the delivery, efficacy, and safety of immunization programmes; adverse reactions to vaccines and medicines; risks of infection acquired from food or the environment (including water supplies); and the giving of information to persons about the diagnosis of communicable disease and risks of acquiring such disease.258

9.101 The disclosure of confidential patient information, in the case of medical research, requires the approval of the Secretary of State and the research ethics committee, and, in other cases, it requires only the approval of the Secretary of State.259 Such approvals may also require registration,260 and even where the processing of such information is approved it is done under restrictions and exclusions so as to, as far as possible, protect the confidentiality of the patient.261 A breach of these rules attracts a civil penalty of up to £5,000.262

G. Lawyers

9.102 The courts have long recognized the importance of the confidential relationship between lawyer and client. It has been described as one of the most important fiduciary relationships known to law.263 It is equally clear that, as an incident of this relationship, a lawyer is bound by an obligation of confidence ‘to keep his client’s affairs secret and not to disclose them to anyone without just cause’.264 The basis of the confidential relationship between lawyer and client will vary. In relation to solicitors,265 patent and trade mark attorneys,266 and similar legal advisers the obligation of confidence would usually be contractual,267 although sometimes it is categorized as fiduciary.268 The relationship between barrister269 and his lay client would be equitable, unless the instructions were received under the direct access scheme or is otherwise contractual (where it would be contractual again). These obligations of confidence are buttressed by the protection afforded under Article 8 of the ECHR.270

9.103 The rationale for imposing the duty of confidence is rarely considered separately from that of privilege. The basic principle justifying privilege (and so confidence) is that described by Lord Taylor in R v Derby Magistrates Court ex p B:271

is that a man must be able to consult his lawyer in confidence, since otherwise he might hold back half the truth. The client must be sure that what he tells his lawyer in confidence will never be revealed without his consent … once any exception to the general rule is allowed, the client’s confidence is necessarily lost.

9.104 This need for a duty of confidentiality to be imposed on lawyers so as to encourage client’s giving full and frank disclosure has been reiterated by the House of Lords,272 the Privy Council,273 the US Supreme Court,274 and the Canadian Supreme Court.275 The Australian High Court and the New Zealand Court of Appeal have taken this further and described privilege and the attendant confidence as necessary in an ‘orderly and dignified conduct of individual affairs’.276 A similar rationale was put forward by Advocate-General Slynn in Case 155/79 Australian Mining & Smelting Europe Ltd v EEC Commission.277

Scope of duty

9.105 The lawyer must keep confidential any information obtained during the period of his retainer regarding his client’s affairs. This includes information received from third parties as well as information obtained directly from the client. The scope of this duty should not be underestimated. It has been held to include a duty not to disclose discreditable information about a client even where it is in the public domain,278 although this is not part of the lawyer’s duty of confidence. Accordingly, a lawyer’s duty not to disclose information extends beyond his duty of confidence to other information disclosed to him by his client.

Duration of the duty

9.106 The lawyer’s duty of confidence begins once his legal services are retained or sought, but it survives the termination of the retainer.279 The duty of confidence will remain at least as long as the information remains confidential,280 and even when it is no longer confidential the lawyer may be precluded from disclosing it for other reasons. The English courts adopt the view that it is only a straightforward duty of confidence that survives the end of the retainer.281 However, solicitors are always subject to the court’s inherent power to supervise its officers, and the court also has an inherent power to refuse to hear someone who appears before them,282 and so the court may order such a person not to act against a former client for reasons other than the presence of confidential information.283

Privilege

9.107 The solicitor’s obligation of confidence must be distinguished from legal professional privilege.284 For many years, privilege was seen to be little more than a procedural device to withhold disclosure,285 rather than something which affected the admissibility of evidence.286 It is now recognized as a fundamental right which is necessary to enable a person to obtain skilled advice about the law.287 This means the right can only be overridden by statute and not by any other considerations of the public interest,288 and even then it will only be overridden with great circumspection.289

9.108 The scope of the privilege290 was discussed in Three Rivers v Three Rivers District Council v Governor and Company of the Bank of England.291 Their Lordships acknowledged that not all of the advice given by a solicitor has a legal context as a solicitor may advise on matters of business.292 The question is whether the advice relates to rights, liabilities, obligations, or remedies of the client either under private law or public law293 and if so whether privilege attaches. Privilege should therefore be broadly construed.294 Privilege also attaches to communications between patent attorneys and their clients295 and trade mark attorneys296 and their clients; in relation to matters within its scope, it is the same as if the attorney had been a solicitor297 with the same rules and exceptions applying.

9.109 A detailed discussion of privilege is outside the scope of this book,298 but once something is said to be privileged, then any copy of it will be confidential and the solicitor will be bound not to disclose it to any third parties.299 However, where privilege is lost by reason of the document being disclosed (including inadvertently300) the duty of confidence may continue nonetheless.301

Crime or fraud

9.110 Legal professional privilege does not extend to any communication between lawyer and client which is part of a criminal302 or fraudulent enterprise.303 This is the case whether or not the solicitor was aware of the client’s criminal intent.304 The privilege does apply to crimes or frauds already committed, provided the communication is not seeking advice on how to conceal or compound it.305 This standard is not affected by the protection afforded to legal professional privilege under Article 8(2) of the ECHR.306

9.111 In Smith v Jones307 the Canadian Supreme Court considered when a disclosure would be appropriate in relation to the commission of future crimes and indicated three factors: (1) Is there a clear risk to an identifiable person or group of persons? (2) Is there a risk of serious bodily harm or death? (3) Is the danger imminent? The House of Lords in Three Rivers did not approve of the more limited privilege afforded by Smith v Jones and the suggestions of ‘absolute’ privilege made in Three Rivers might suggest that disclosure of future crimes is not permitted. Nevertheless, we believe that the House of Lords could not have meant this and so it remains the law that an English lawyer’s professional obligation of confidence does not extend to keeping serious future crimes confidential, and so in this regard the guidance from Smith v Jones should be considered authorative or at least strongly persuasive.308

9.112 Any confidential information which has been disclosed by a client in furtherance of a criminal or fraudulent enterprise can be disclosed by his lawyer without breaching any confidence as confidence does not protect that which is excluded from privilege. But before making such a disclosure the lawyer must have a prima facie case that such wrongdoing has taken place.309 Where it is possible that a lawyer is involved in money laundering then slightly different rules may apply. The Proceeds of Crime Act 2002 creates certain offences for not disclosing information relating to money laundering.310 But in ordinary litigation the money laundering rules do not negate the legal professional privilege.311 However, if a matter is settled or otherwise the lawyer assists or participates in a disposal of criminal property, a disclosure may need to be made.312

Chinese Walls

9.113 In modern law313 (and accountancy314) firms there is an increasing reliance on Chinese walls (or paper walls) to stop confidential information passing between two different teams within the same firm. In more traditional terms, the question is whether the duty of confidence precludes a solicitor’s partners acting for a client where another client’s confidential information is relevant. In Prince Jefri Bolkiah v KPMG315 Lord Millett explained the approach to be adopted:

Once the former client has established that the defendant firm is in possession of information which was imparted in confidence and that the firm is proposing to act for another party with an interest adverse to his in a matter to which the information is or may be relevant, the evidential burden shifts to the defendant firm to show that even so there is no risk that the information will come into the possession of those now acting for the other party. There is no rule of law that Chinese walls or other arrangements of a similar kind are insufficient to eliminate the risk. But the starting point must be that, unless special measures are taken, information moves within a firm. In MacDonald Estate v Martin [316] Sopinka J. said that the court should restrain the firm from acting for the second client ‘unless satisfied on the basis of clear and convincing evidence that all reasonable measures have been taken to ensure that no disclosure will occur.’ With the substitution of the word ‘effective’ for the words ‘all reasonable’ I would respectfully adopt that formulation.317

He also explained:

Whether founded on contract or equity, the duty to preserve confidentiality is unqualified. It is a duty to keep the information confidential, not merely to take all reasonable steps to do so. Moreover, it is not merely a duty not to communicate the information to a third party. It is a duty not to misuse it, that is to say, without the consent of the former client to make any use of it or to cause any use to be made of it by others otherwise than for his benefit. The former client cannot be protected completely from accidental or inadvertent disclosure. But he is entitled to prevent his former solicitor from exposing him to any avoidable risk; and this includes the increased risk of the use of the information to his prejudice arising from the acceptance of instructions to act for another client with an adverse interest in a matter to which the information is or may be relevant.318

9.114 This means that the court will not allow a lawyer to act unless it is satisfied that there is no risk of disclosure.319 The risk must be a real one, not merely fanciful or theoretical, but it need not be substantial.320 Once a person has asserted that his solicitor has confidential information it is for that solicitor to establish that measures are in place to prevent contamination. This is because in the absence of measures it is presumed that where confidential information exists within a firm then it will pass freely throughout it.

Conflicting duties of disclosure

9.115 There are cases where the lawyer’s duty of confidence is owed to two clients and these duties come into conflict. This commonly arises in conveyancing where the solicitor acts for both the purchaser and the lender (mortgagee). In such cases, a duty of confidence is owed to each client and information can only be disclosed with consent of the relevant client (or maybe where there is fraud321). Accordingly, conflicts of duty may arise322 in such cases and it is not possible to breach the duty of confidence to one client by reference to the duty owed to the other.323 Disclosure in such cases may be on the basis of implied consent to disclose confidential information or documents obtained from the buyer to the lender so as to facilitate the loan and the purchase. However, whether such consent exists, and its extent, is a matter to be determined on the facts of a particular case324 and so a solicitor is not free to simply disclose any information in his possession.

Exceptions to the duty

Disclosure required by law

9.116 A lawyer does not breach a confidence where a disclosure is by compulsion of law.325 The courts have indicated that statute will only override privilege where the intention is expressly stated326 and it cannot be breached because of some greater public interest.327 The regulation of the legal profession is an example where privilege (and so confidence) is likely to be overridden,328 but even then it must be an express power to require it.329 The rules on money laundering do not require disclosure litigation, but, following Bowman v Fels,330 it appears that the obligations under the Proceeds of Crime Act 2002 will apply where the lawyer is directly involved in the transaction involving criminal property.

The lawyer’s own interest

9.117 Where a client brings a criminal or civil claim against his lawyer then both privilege and confidentiality is waived. The extent of such a waiver was explained by Dillion LJ in Lillicrap v Nadler & Sons:331

A client who sues his solicitor invites the court to adjudicate the dispute and thereby, in my judgment, waives privilege and confidence to the extent that is necessary to enable the court to do so fully and fairly in accordance with the law including the law of evidence. I suspect that at the fringes each case will depend on its own facts. Normally the waiver will extend to facts and documents material to the cause of action upon which the claimant sues and to the defendant’s proper defence to that cause of action.

9.118 The rationale for the client waiving both confidence and privilege is fairness. Otherwise the client could both allege a breach of duty and assert confidence and privilege to prevent the lawyer demonstrating otherwise.332 In relation to a wasted costs order, the House of Lords in Medcalf v Mardell333 held that where a party is not willing to waive privilege and a lawyer argues he cannot defend himself due to the obligation of confidence then the court will not order costs to be paid unless it is satisfied that there is nothing the lawyer could say, if unconstrained, to resist the order, and that it is fair in all the circumstances to make the order.334

9.119 If the claim is brought by someone other than the holder of the confidence or privilege then the lawyer is restricted by his obligations and cannot make a disclosure to protect himself against a claim by a third party without his client’s consent. This contrasts with other professionals such as doctors and bankers.

Children

9.120 A lawyer has different duties in care proceedings, which in turn have profound implications for both his duty of confidence and privilege. It is clear from Re L335 that the inquisitorial nature of care proceedings336 affected the scope of legal professional privilege and with it the duty of confidence. The same has long been held in relationship to wardship proceedings.337 In Re L it was held that reports prepared for the purposes of litigation would not be protected by legal professional privilege, not because the privilege was overridden but that it did not exist in such reports in the first place.338 Two of their Lordships dissented and believed that privilege would attach to the reports in the usual way. But the House of Lords was united in holding that their decision had no effect on solicitor and client privilege,339 and, so it can be assumed, confidence. The position is, therefore, that any communication between a lawyer and his client is privileged and so confidential, even where it relates to the welfare of the children. In relation to expert reports the situation is not as clear. Where the court makes confidential documents available so that a report can be produced by an expert, it will not be privileged. Logically this should be the case where no such order has been made as well.

H. Other Professional Categories

9.121 There is scant authority on the extent to which the character of professional adviser imposes an obligation of confidence on persons in occupations outside those considered in this chapter. Certainly, it is recognized that an accountant will be under an obligation of secrecy in respect of confidential information acquired by him in his professional capacity.340 Generally, also, it may be said that the law exacts a high standard of conduct from all professional advisers, which suggests that anyone exercising this function will be under an obligation of confidence where that professional realized, or ought to have realized, that the information was confidential.

9.122 As a general principle in Brown v Inland Revenue Commissioners,341 for example, Lord Upjohn stated that a ‘professional adviser, whether he be solicitor, factor, stockbroker or surveyor is of course in a fiduciary relationship to his client’.342 In certain instances, such a fiduciary relationship will extend to a duty of confidence. Furthermore, the increasing willingness of the court to impose duties of confidence leads to a conclusion that a professional adviser of any sort who receives information with notice of it being confidential is going to be under an obligation of confidence.343 The question will usually be whether the additional rules, discussed in relation to the old professions above, also apply.

I. Marital/Civil Partner and Intimate Relationships

9.123 There is no doubt that a husband and wife (or civil partners) owe a duty of trust and confidence to each other which may be enforced by one against the other in relation to their shared matrimonial life.344 But it has long been accepted that a couple will have their own separate interests as well as joint interests as it was expressed in Gotliffe v Edelston:345

Husbands and wives have their individual outlooks. They may belong to different political parties, to different schools of thought. A wife may be counsel in the courts against her husband. A husband may be counsel against his wife. Each has a separate intellectual life and activities.

9.124 This recognizes that within marriage a couple has a separate and distinct existence from the shared matrimonial life, and this means that one spouse may have an enforceable right of confidentiality against the other, as the Court of Appeal expressed it in Tchenguiz v Imerman:346

This being so, why, we ask, should one spouse have no right of confidentiality enforceable against the other in relation to their separate lives and personalities? More specifically, why should one spouse in relation to his or her separate financial affairs and private documents not be able to have recourse as against the other to the kind of equitable relief which we are here considering? We can think of no satisfactory reason for any such rule and every reason why such relief should in principle be available as between spouses. Is it to be said, for example, that a husband is to be free to borrow and read what he knows his wife would consider her private diary? Is a wife to be free to borrow and read what she knows her husband would consider his confidential papers (whether relating to his work or to the affairs of his parents or siblings)? Surely not. Subject of course to the court being satisfied that the normal equitable principles would otherwise be in play, a claimant is not to be denied equitable relief merely because the defendant is, or has obtained the material or information in question from, his or her spouse.

9.125 However, the fact that two people are a couple is a relevant factor in determining whether the information was confidential between them. It may be, therefore, that in a particular relationship or in relation to particular information there is no confidentiality between them.347 The confidentiality is not dependent on locks, keys, or keeping things away from each other, but relates to the personal space of the individual within the couple’s home, or things which are known to be private between them such as a diary.348 Once the document is said to be confidential between spouses, then the fact they are a couple has no further relevance in determining remedies.349 Finally, and it is suggested self-evidently, the obligation of confidence might be lost between spouses where the confidential information is left exposed around the house (such as bank statement on the table), but this would not entitle the discovering spouse to make the information available to any third party.350 It becomes part of the marital confidence.

J. Fiduciaries

9.126 Equity has evolved a series of obligations, which are collectively described as ‘fiduciary’ duties,351 and the people on whom they are imposed have also come to be known generally as ‘fiduciaries’. The simplicity of these terms, however, belies the complexity of the issues relating to the fiduciary concept.352 Importantly, a person ‘is not subject to fiduciary obligations because he is a fiduciary; it is because he is subject to them that he is a fiduciary’.353 Identifying when fiduciary duties arise is therefore of critical importance. It is well established that certain types of relationship give rise to fiduciary duties (such as trustee and beneficiary;354 agent and principal;355 director and company;356 solicitor and client;357 partners;358 Crown servants and the Crown359).360 Further, that there are other types of relationships where fiduciary duties do not generally attach, but that the situations or relationships in which a fiduciary duty may arise is not closed.361 Courts, however, have struggled to articulate the underlying basis for fiduciary obligations.362 ‘[T]he law has not, as yet, been able to formulate any precise or comprehensive definition of the circumstances in which a person is constituted a fiduciary in his or her relations with another.’363 Moreover, it is not the case that ‘all fiduciaries owe the same duties in all circumstances’.364

The view that confidence is fiduciary in nature

9.127 It has been much debated whether obligations of confidence are themselves fiduciary in nature.365 In Schering Chemicals v Falkman,366 Shaw LJ appeared to characterize the duty imposed on the second defendant, in respect of confidential information that he had been given in order to advise the claimant about the adverse publicity concerning one of its drugs, as a fiduciary duty. Shaw LJ observed:

… the communication in a commercial context of information which at the time is regarded by the giver and recognised by the recipient as confidential, and the nature of which has a material connection with the commercial interests of the party confiding that information, imposes on the recipient a fiduciary obligation to maintain that confidence thereafter unless the giver consents to relax it.367

9.128 Further, in speaking about the liability of the third defendant, Shaw LJ clearly referred to the first defendant’s fiduciary obligations. As the High Court of Australia observed:

While it is true that Thames were not the direct recipients of confidential information conveyed in a fiduciary situation, it is not in controversy that they were at all times aware of the circumstances in which Mr Elstein first became possessed of it. If Mr Elstein was in breach of duty in seeking to use it at all, Thames cannot be entitled to collaborate with him by taking advantage of his repudiation of his fiduciary obligations.368

9.129 However, the other members of the Court of Appeal did not characterize the confidentiality obligation as fiduciary. Templeman LJ (as he then was) treated the first defendant’s behaviour as a breach of confidentiality369 and Lord Denning MR (who was in the minority as to whether to grant an injunction) held that it was ‘very arguable that, although David Elstein was under a duty of confidence to Schering, he was not in breach of that duty’.370 Neither judge resorted to using any ‘fiduciary’ language or characterization in reaching their conclusion that a duty of confidentiality existed.

9.130 The decisions of the Court of Appeal and House of Lords in Attorney General v Blake371 suggest that obligations of confidence are fiduciary in nature. The defendant, George Blake, was a ‘notorious, self confessed traitor’372 who had formerly worked as a member of the British secret and intelligence services for 17 years, during which time he became a Soviet spy and disclosed valuable secret information to the Soviet Union. He later wrote an autobiography, No Other Choice: An Autobiography, substantial parts of which used information that he had obtained as a Secret Intelligence Service (SIS) officer but which had entered the public domain. At first instance, the Attorney General argued that there existed a fiduciary duty that extended to profiting from information obtained whilst in the employ of the SIS regardless of its confidentiality. (The Attorney General could not rely on a duty of confidentiality because the information was no longer confidential.) However, Richard Scott V-C regarded the attempt to impose a fiduciary duty as ‘too wide to be acceptable’.373 In the Court of Appeal, the Attorney General renewed his contention that there was a breach of fiduciary duty. The argument was that, as a servant of the Crown, the defendant was in a fiduciary relationship that gave rise to a fiduciary duty which continued after termination of employment and which covered official (but now no longer secret) government information. The Court of Appeal rejected the contention that a fiduciary obligation continues beyond the relationship which gives rise to it. It held that, ‘Equity does not demand a duty of undivided loyalty from a former employee to his former employer’ and further that ‘it does not impose a duty to maintain the confidentiality of the information which has ceased to be confidential’.374 Notably, in reaching this conclusion, the Court characterized the employer and employee relationship375 and the duty of confidentiality as fiduciary in nature. In relation to the latter, the Court stated:

A quite different fiduciary relationship is that of confidentiality. This arises whenever information is imparted by one person to another in confidence. It is often, perhaps usually, imparted in the course of another fiduciary relationship, such as that of employer and employee. If so, the duty will survive the termination of that other relationship, for it is not derived from it: see for example Attorney General v Guardian Newspapers (No 2) [1990] 1 AC 109. That case established that members and former members of the S.I.S. owe a lifelong obligation of confidence to the Crown. It did not establish that they owe a lifelong fiduciary duty of loyalty. Had it done so the outcome of the case would have been different. The duty to respect confidence is also a fiduciary duty, but it subsists only as long as the information remains confidential.376

9.131 In the House of Lords, a different tack was pursued, namely to argue that the defendant had breached a contractual undertaking not to reveal official information for which an account of profits (ie royalties from the sale of the books) could be awarded.377 In deciding that an account of profits was available for the breach of contract, Lord Nicholls (with whom the majority of the House agreed) observed that although the defendant was not under a fiduciary duty, the contractual undertaking was ‘closely akin to a fiduciary obligation, where an account of profits is a standard remedy in the event of a breach’.378 Lord Steyn commented obiter:

If the information was still confidential, Blake would in my view have been liable as a fiduciary. That would be so despite the fact that he left the intelligence services many years ago. The distinctive feature of this case is, however, that Blake gave an undertaking not to divulge any information, confidential or otherwise, obtained by him during his work in the intelligence services. This obligation still applies to Blake. He was, therefore in regard to all information obtained by him in the intelligence services, confidential or not, in a very similar position to a fiduciary.379

9.132 While the comments of the Court of Appeal in Attorney General v Blake carry some weight, it is important to remember that Lord Nicholls, who delivered the majority speech on appeal, did not endorse, or indeed address, the characterization of an employee’s duty of good faith and duty of confidentiality as fiduciary. The most that Lord Nicholls said was that the defendant’s contractual undertaking (which differed from any duty of loyalty or confidentiality) was ‘akin’ to a fiduciary obligation and there was virtually no explanation as to why this was the case. Given the uncertainty that surrounds when fiduciary duties arise, it seems even more confusing to talk about duties that are ‘fiduciary-like’. In any case, it was only Lord Steyn that suggested that a duty of confidentiality is fiduciary in nature and, again, no reasoning was presented to support this view, which was expressed in obiter. Given the significance, in remedial terms, of characterizing a duty of confidentiality as fiduciary (eg the ability to obtain remedial constructive trusts), one would have expected a more detailed explanation for Lord Steyn’s conclusion. Therefore, with due respect, it is submitted that Attorney General v Blake is not authority for characterizing duties of confidence as fiduciary.

The contrary view: confidence is not fiduciary in nature

9.133 In addition, there are authorities that proffer the opposite view, such as Indata Equipment Supplies Ltd v ACL Ltd,380 a decision of a differently constituted Court of Appeal381 which was delivered prior to the Court of Appeal decision in Attorney General v Blake,382 but was not apparently cited to the Court. In this case, a third-party business, AST, had wanted to finance a new fleet of cars for its business. The claimant was an independent broker which arranged finance for its clients and which had provided a quote to AST. The claimant had then contacted the defendant (whose business included fleet vehicle management and providing financial services) with a view to financing the transaction. In so doing, the claimant communicated important information about AST’s requirements and the claimant’s commission. At a meeting between the parties and AST, the defendant sought to undermine the claimant’s position and deal directly with AST by revealing the claimant’s commission and offering a different (and more competitive) offer of finance. At first instance, Judge Christopher Young, held that there was a fiduciary relationship between the claimant and defendant; that there had been a breach of confidentiality and an unlawful interference with the contract between the claimant and AST. The judge ordered the defendant to pay damages. On appeal, the Court dismissed the appeal except as to the sum of damages.

9.134 In the Court of Appeal, Otton LJ383 commented that, ‘the mere fact that the confidant may have received confidential information from the confidor does not create a fiduciary relationship’ and referred to key passages from Sopinka J’s decision in Lac Minerals Ltd v International Corona Resources Ltd,384 in particular, his statement:

The fact that confidential information is obtained and misused cannot itself create a fiduciary relationship. No doubt one of the possible incidents of a fiduciary relationship is the exchange of confidential information and restrictions on its use. Where, however, the essence of the complaint is misuse of confidential information, the appropriate cause of action in favour of the party aggrieved is breach of confidence and not breach of fiduciary duty.385

9.135 Otton LJ concluded that:

The relationship of broker to finance house does not fall within the established categories already recognised by the law. The parties were at all times at arm’s length in the market. Neither had undertaken to act on behalf of or for the benefit of another. Their obligations to each other did not include the core duties of loyalty and fidelity. The nature of the information imparted did not … raise a presumption that fiduciary obligations arose. There was no particular ‘vulnerability’ of Indata when it voluntarily imparted the information to ACL.386

However, even though there was no fiduciary duty, it was the case that a breach of confidentiality had occurred, by virtue of the defendant’s unauthorized disclosure of the claimant’s profit margin and to a lesser degree the invoice price between the claimant and the defendant.387

9.136 The Privy Council decision in Arklow Investments Ltd v Maclean and Others388 also supports the view that a duty of confidentiality is distinct from a fiduciary duty.389 The claimants in this case had been interested in purchasing Matakana Island in New Zealand, with a view to developing it for residential, recreational, and resort uses. The claimants disclosed confidential information to the defendants with a view to obtaining finance for the project. However, the claimants rejected the defendants’ proposal, which set out the terms on which they would provide services, and the defendants later negotiated arrangements with others for the purchase of the island. At trial, the judge held that the defendants had acted in breach of a fiduciary duty and a duty of confidentiality. A majority of the New Zealand Court of Appeal reversed this decision and there was an appeal to the Privy Council.

9.137 On the question of breach of fiduciary duty, the Privy Council emphasized the importance of not confusing ‘the claimed duty [of loyalty] with the separate duty to respect confidential information’.390 Their lordships held that there was no evidential basis for finding a fiduciary duty since there ‘was not mutuality giving rise to the undertaking or imposition of a duty of loyalty’ and the ‘relationship of these parties never extended beyond one created by and limited to the giving and receipt of confidential information’.391 Additionally, the Privy Council observed that it was not necessary to consider ‘[w]hether or not the obligation to misuse confidential information is properly classed as a fiduciary duty’ since characterizing a duty of confidentiality as fiduciary did not ‘create particular duties of loyalty’.392 The claim of breach of the duty of confidentiality also failed because there was no evidence of misuse of the information.393

The academy’s view

9.138 Commentators who maintain that a duty of confidence is fiduciary in nature have resorted to different arguments to support this view. Klinck has argued that fiduciary duties involve loyalty and that because secrecy inevitably involves loyalty (namely, to do something for the entrustor) then it, too, must be fiduciary in nature.394 Bayliss maintains that a duty of confidentiality is fiduciary because of certain parallels: the confidant’s power to affect the confider’s practical status, the ability to exercise power unilaterally, the fact that the confider is vulnerable to the confidant, and the confidant’s undertaking not to misuse the confidential information.395 Flannigan, however, takes a different view, arguing that historically the development of both the duty of fidelity (for employees) and the equitable duty of confidence as distinct from fiduciary jurisprudence emerged as a result of judicial error.396

9.139 Commentators in favour of maintaining a conceptual distinction between fiduciary duties and confidentiality obligations have invoked several arguments. Matthew Conaglen argues that obligations of confidence are not peculiar in their application to fiduciaries and, further, that fiduciary duties perform a different function, namely to provide ‘a subsidiary and prophylactic form of protection for non-fiduciary duties’.397 Glover argues that conflating the two types of duties will lead to the rules surrounding fiduciary duty having even less rigour,398 a viewed shared by Conaglen who observes that ‘the fiduciary “concept” will be lacking in practical and analytical utility if it is applied to a wide variety of doctrines that do not share common features’.399 Finally, Hammond has suggested that pigeonholing obligations of confidence as fiduciary ‘would be to seriously stunt (if not terminate) the growth of the doctrine of breach of confidence’.400

The preferred view: confidence is not fiduciary but can be linked to such a duty

9.140 We prefer the view that confidentiality and fiduciary obligations are conceptually distinct but may be overlapping or intertwined,401 because we consider the arguments in favour of this view more persuasive and because of the weight of judicial authority.402 Thus, the same facts may give rise to both types of obligation, as was the case in Cranleigh Precision Engineering Ltd v Bryant.403 Further, in the discharge of certain fiduciary obligations, confidential information may be a relevant factor in deciding whether, in the circumstances of the particular case, a fiduciary obligation has been broken. For example, it is an established principle that a fiduciary may not use his position to gain a personal profit:

… no person standing in a fiduciary position, when a demand is made upon him by the person to whom he stands in the fiduciary relationship to account for profits acquired by him by reason of the opportunity and the knowledge, or either, resulting from it, is entitled to defeat the claim upon any ground save that he made profits with the knowledge and assent of the other person.404

9.141 Thus, in Boardman v Phipps the majority of the House of Lords affirmed the decision of Wilberforce J that the defendants were constructive trustees of the property they had acquired by virtue of their fiduciary positions, and accountable for the profits they had made in these positions. The defendants had acquired this property (consisting of shares in a company), and made these profits, with the assistance of detailed information they had acquired concerning the affairs of a company while acting as representatives of a trust. In this case, information was a decisive factor in determining whether the defendants were liable for breach of their fiduciary obligations because their position had enabled them to acquire information which was not available to those to whom they owed fiduciary obligations. The case is essentially different, however, from one involving an allegation of breach of confidence. Although the misuse of information is common to both, the rationale of the court’s intervention and the available remedies differ in each. In the type of case exemplified by Boardman v Phipps, the court is concerned that a fiduciary does not place himself in a position where his personal interest and his duty may conflict, and that the fiduciary does not profit out of his office. Information may be the medium by which a conflict or personal profit may arise, and, if the information is confidential, the relevance of its confidentiality is that the information was not made available to those to whom the fiduciary obligations were owed. In a breach of confidence action, the court’s concern is for the protection of a confidence which has been created by the disclosure of confidential information by the confider to the confidant. The court’s attention is thus focused on the protection of the confidential information because it has been the medium for the creation of a relationship of confidence; its attention is not focused on the information as a medium by which a pre-existing duty is breached.

9.142 Finally, the fact that a fiduciary obligation exists does not, therefore, create a duty of confidentiality where there would not otherwise be one.405 In Baker v Gibbons406 the claimant company director was held not liable for breach of confidence because the information which had allegedly been misused was not confidential. Vice-Chancellor Pennycuick stated that the position was not changed ‘by the fact that the claimant here was a director of the defendant company and as such owed a fiduciary duty to it’.407 However, the Vice-Chancellor did indicate that the recognition of a position as carrying fiduciary obligations serves only to establish the existence of the confidential obligation ‘with particular force’.408 In Yates Circuit Foil Co v Electrofoils Ltd409 the fact that some of the defendants had held a fiduciary position (as director) in the past did not mean that they had acquired confidential information in a fiduciary capacity. Rather, Whitford J held that the defendants, who were ex-employees of the claimants, had learned the relevant information through working at the claimants’ plant and not by virtue of any fiduciary relationship.410 As such, the claimants had to establish a duty of confidentiality on the former employees, which they failed to do (except in one limited instance) because of the general character of the information.411

K. Litigation

9.143 The conduct of litigation involves lots of complicated, albeit interrelated, questions, and many aspects of procedure have implications for confidentiality. However, such things are often only part of a much larger picture, and so the following discussion concentrates on those aspects of litigation where confidence is directly relevant and does not stray into extended discussions of court procedures or rules. Those wishing for a more detailed discussion of particular elements are referred to specialist texts on civil procedure. This section will therefore consider the confidentiality of correspondence during negotiations before trial, whether documents disclosed during litigation can be further disseminated, and whether they remain confidential. Finally, it will examine when hearings will be private and the consequences flowing from it.

Communications in pursuance of settlement—‘without prejudice’

9.144 One of the central aims of civil litigation is attempting to reach a settlement of a dispute without recourse to the courts. To this end where a communication, whether oral or written, is genuinely aimed at settlement, it will not be admissible in evidence.412 The reason for protecting without prejudice communications during the period of negotiations was explained by Lord Hope in Ofulue v Bossert:413

It is the ability to speak freely that indicates where the limits of the rule should lie. Far from being mechanistic, the rule is generous in its application. It recognises that unseen damages may lurk behind things said or written during this period, and it removes the inhibiting effect that this may have in the interests of promoting attempts to achieve a settlement. It is not to be defeated by other considerations of public policy which may emerge later, such as those suggested in this case, that would deny them that protection.

9.145 The justification for this rule is therefore based partly on public policy and partly on the agreement between the parties.414 Such an agreement is to the effect that the document is not admissible in evidence if, despite the negotiations, a contested hearing takes place.415 Essentially, it is another example of the disclosure of confidential information being made for a clearly defined and known limited purpose,416 namely the purpose of achieving settlement.

Confidential information provided during disclosure (discovery)

9.146 During the course of civil litigation one party will disclose documents to another party.417 This process is called disclosure, or, in some jurisdictions, discovery, and it represents the duty on parties to disclose certain documents in their possession which relate to the case.418 Under the common law, a document provided during disclosure (discovery) can not be used for any other purpose419 and to this end a party receiving the document gives an implied undertaking to that effect.420 Accordingly, a solicitor or party who makes available a disclosed document to a third party and so breaches the undertaking is guilty of contempt.421 The implied undertaking applies wherever the document has been obtained under compulsion,422 whether in court proceedings or those of a Tribunal.423

9.147 This breadth of the undertaking is extraordinary—it is breached if a document is disclosed even once it had been read out in court.424 The implied undertaking also applies to anyone who has notice that the document was obtained during disclosure (or under compulsion).425 In England, the need for the implied undertaking has now been superseded by the Civil Procedure Rules426 which have been held to provide a complete code.427 This means that the old common law rules no longer apply in civil proceedings in England although, with some modification, they continue to apply in other proceedings (such as Tribunals) and around the Commonwealth.

Civil Procedure Rules

9.148 The Civil Procedure Rules provide that a document which has been disclosed may only be used for the proceedings in respect of which was disclosed unless and until it has been read to or by the court at a public hearing,428 or the court gives permission to use it for other purposes,429 or the party disclosing the document agrees.430 The obligation is not confined to restricting disclosure of the document itself, but extends to any information in the documents.431 There are similar rules which prohibit the use of a witness statement where it is provided by an opposing party during litigation432 and also the use of any response to a request for further information (formerly, interrogatories).433 However, where no specific rule in the Civil Procedure Rules applies to prohibit the use of a compulsory disclosed document the implied undertaking will still apply.434 Nevertheless, it appears that the use of documents in civil proceedings is governed by the Civil Procedure Rules so even where the disclosure was ordered other than in civil proceedings (for example, in an Employment Tribunal) the rule will apply in relation to the use in civil proceedings.435

Same proceedings

9.149 The disclosed material can be used in the proceedings in respect of which it was disclosed, which raises the question of whether the proceedings are the same or not. It was held in Sybron Corporation v Barclays Bank,436 for example, that two claims relating to the same cause of action, but against different parties, would not be the same proceedings for this purpose. However, if such proceedings were consolidated437 then it is suggested they would become the same proceedings and the document would be admissible against all parties. But as matters presently stand it appears that the fact proceedings could be consolidated is not enough—that step must actually be taken.

Read out in court

9.150 Where a document has been disclosed to the public by it being read to, or by, the court at a public hearing, it may subsequently be used by all parties to the litigation as well as third parties.438 In this regard, a broad meaning is given to ‘being read to or by court’ so as to include a document which the judge has read prior to the hearing, whether or not it is subsequently read out in open court during the proceedings.439

Consent

9.151 Similarly, the issue of consent is straightforward in that the person disclosing the document can give consent either expressly or by implication to it being used outside the litigation.

Permission of the court

9.152 Finally, the court can give permission for the document to be used for others purposes. In Crest Homes v Marks440 the House of Lords indicated such permission will only be given where there are special circumstances; and such release must not occasion injustice to the person giving the disclosure.441 This general rule continues to apply under the Civil Procedure Rules.442 Accordingly, an application to use a disclosed document for other purposes should only be granted following a careful examination of the circumstances, and only then when the disclosure is properly justified.443 In Cobra Golf v Rata444 Laddie J indicated that the primary consideration is the purpose of the disclosure,445 and, in addition, the court should consider the following factors:

(a) the extent the relaxation of the undertaking will cause injustice to the party which provided the disclosure;

(b) where it is outside the field of litigation it is not usually for the court to release it;

(c) the nature of the proceedings (criminal or civil) for which the document will be used and whether the hearing is in England or abroad;

(d) in relation to criminal proceedings, the court must bear in mind the privilege against self-incrimination;

(e) in relation to civil proceedings, whether the proceedings are of the same character, between the same parties, whether disclosure would be available by another cheaper more efficient route.

As a more general point, Laddie J indicated that it is not in the interests of justice to prevent a party presenting a good claim or defence in proceedings. However, the factors he identified were closely related to the nature of the particular dispute, contempt proceedings, and may not have a more general application.

9.153 In the Australian case of Springfield Nominees Pty Ltd v Bridgelands Securities Ltd Wilcox J presented another set of factors:446

(a) the nature of the document;

(b) the circumstances under which the document came into existence;

(c) the attitude of the author of the document and any prejudice the author may sustain;

(d) whether the document pre-existed litigation or was created for that purpose and therefore expected to enter the public domain;

(e) the nature of the information in the document (in particular whether it contains personal data or commercially sensitive information);

(f) the circumstances in which the document came in to the hands of the applicant; and most importantly of all,

(g) the likely contribution of the document to achieving justice in the other proceeding.

These factors appear to be of slightly more general application than those set out by Laddie J and it is suggested that they give a fair indication of the approach, if not the authority, which would be adopted by the English courts;447 in any event, they have been widely accepted in Australia.448

Third parties

9.154 Where a third party comes into possession of a disclosed document, it is unclear whether their misuse of it would amount to contempt. In Lilly Icos v Pfizer (No 2)449 it was suggested, in passing, that a party who is aware of an order not to disclose a document450 but goes ahead regardless and misuses the information, is in contempt. Similarly, it appears that protection is extended to prevent the use of the documents by any person into whose hands a disclosed documents comes otherwise than for a purpose which is directly connected with the claim in which they are produced.451 In this latter case, however, the breach by a third party would not be contempt, but rather a breach of confidence.

Continuing duty of confidence

9.155 The protection afforded by the Civil Procedure Rules applies to any document disclosed, whether or not it is confidential at the time of its disclosure.452 This leaves the question whether a separate private law duty of confidence continues to exist notwithstanding the rules of court. In most cases such a question is academic, as the protection afforded by the rules of court are a more effective sanction than confidentiality. Notwithstanding, there will be circumstances where it is important to know whether the duty of confidence continues.

9.156 There is some authority to suggest that the duty of confidence and the rules of court cannot be coterminous,453 and some which is slightly more circumspect to the effect that the rules of court cannot create an independent right of confidence.454 This latter proposition is surely right, but it does not address the fundamental issue of whether a pre-existing confidential document remains confidential once it has been disclosed.

9.157 The Court of Appeal in Mainwaring v Goldtech Investments455 appeared to suggest that a separate confidentiality can continue to exist despite the rules of court. But this point is not entirely clear from the judgment, as the court expressly refers to the old implied undertaking imposing the duty of confidence; and this was found in Apple Corp v Apple Computers456 to indicate that there was no separate duty of confidentiality. But the Apple decision overlooked the fact that in Mainwaring the Court of Appeal also accepted the statement of Hoffmann J that the confidentiality of the documents could be protected ‘as against the rest of the world’. This clearly indicates a separate and independent right of confidence.

9.158 Ultimately, it appears that the question is whether the rationale of the rule of court is to protect documents which otherwise would not be confidential or to provide additional sanctions, namely contempt, to prevent a person misusing disclosed information. It would be a curious situation if a document which has been disclosed to another person, but not made public, is not to be confidential were it ever fall into the hands of an unconnected third party. An answer to this proposition could be a reliance on the doctrine of so-called relative confidentiality,457 whereas a document could be confidential in relation to a third party, but not a party to the proceedings (where the rule of court applies). It would be more coherent, however, for Mainwaring to be read as authority for the proposition that the information remains confidential following disclosure provided that it was confidential before that time.

9.159 Such a reading of Mainwaring might appear to preclude a party who receives the disclosed document from using it once it had been read out in court. Not only would this appear to undermine the spirit of the rules of court,458 but it would also put that party in a less advantageous position than any other person. It is suggested that such a view would be wrong and that where a third party can use the documents, there is no reason why a party to the proceedings should be prevented from using it so as to avoid putting a party to the proceedings in a worse position than a third party.459

Implied undertakings in relation to civil proceedings

9.160 The approach in other Commonwealth countries is broadly similar to that in England, save that the obligation not to disclose is still based on an implied undertaking being given, rather than the rules of court. The undertaking not to disclose documents received in discovery applies in New Zealand460 and throughout Australia461 and Canada,462as well as in Jersey463 and Ireland.464 The grounds for setting aside the undertaking vary between jurisdictions, but generally it does not apply where consent has been given, where documents are read out in court,465 or where the court finds special circumstances permitting the document to be so used and orders accordingly.466

Criminal proceedings

9.161 Where documents are disclosed by the prosecution during criminal proceedings there is a statutory obligation on the accused and his lawyers not to use or disclose information in the documents467 except in relation to the proceedings (or any appeal)468 unless and until the information has been communicated to the public in court.469 The breach of this obligation of confidentiality amounts to a contempt of court.470 It is, however, also possible for an accused to make an application to the court for the information to be used for other purposes.471 It is also probable that under the common law an implied undertaking was given by the defendant in relation to prosecution disclosure.472

9.162 Where a document was obtained during criminal proceedings otherwise than by the prosecution disclosing it to the defence under the statutory rules,473 the common law rules continue to apply. These rules impose an implied undertaking on the accused’s solicitor474 not to use the disclosed material for collateral proceedings (such as a defamation claim). And in the usual way a breach of this undertaking would amount to contempt. In contrast, a prosecutor gives no undertaking to the court and may disclose unused material to a third party where the interests of justice would thereby be served.475 However, it is unclear whether these more generous requirements apply where the prosecution is undertaken privately, rather than by the Crown Prosecution Service or other public prosecutor.

Public interest immunity

9.163 The fact that a document is confidential does not preclude it from being disclosed either in criminal or civil proceedings. But where it can be established that there is a public interest in not disclosing a document then it can be withheld on the grounds of public interest immunity. This immunity originates in the doctrine of Crown privilege although it is no longer confined to documents held by the Crown.476

9.164 A document will need to be confidential before the privilege can be claimed,477 but confidentiality is not enough on its own to make a document subject to immunity. This means that where something has been published to the world at large no immunity can attach;478 although some limited prior publication may not necessarily preclude a successful public interest immunity application.479

9.165 There were traditionally two sorts of public interest claims. First, those based on the class of documents and, secondly, those based on the contents of a particular document. There is no distinction in principle between class and contents claims,480 but class claims are rarely relied upon today as, in practice, they are more difficult to justify. Indeed, the Government now only applies for immunity in relation to individual documents, rather than classes of documents.481

9.166 Types of potentially immune documents There are many different types of documents recognized as immune from disclosure but the main four grounds are documents:

(a) whose disclosure would be prejudicial to national security or foreign relations;482

(b) whose disclosure would discourage informants (for example, to the police) from coming forward;483

(c) whose disclosure would impede the flow of information necessary in the public interest for the proper functioning of the public service;484 and

(d) which relate to the State’s invasion of an individual privacy.485

9.167 Immunity has been said to attach so as to prevent the disclosure of discussions involving the inner workings of government (in particular the Cabinet) to avoid ill-informed and capricious public or political criticism, and to encourage candour at Cabinet meetings.486 Such reasoning is now of decreasing relevance as former ministers write memoirs soon after leaving Cabinet and cause other Cabinet members to ‘put the record straight’ as they see it. Indeed, governments have undermined the rationale for granting immunity by authorizing the disclosure of the advice of the Attorney General in relation to the most controversial of issues (the invasion of Iraq). In modern government, therefore, it is increasingly difficult to justify prohibiting the disclosure of information to prevent public discussion and criticism of government whether it is ill-informed or capricious.487 Indeed, it is suggested that such suppression would only be permissible where there was also some additional element, such as prejudice to national security or foreign relations.

9.168 The various grounds of public interest immunity are complex and differ somewhat between the criminal and civil jurisdiction, and a detailed discussion of this subject remains outside the scope of this work.488

Privilege from self-incrimination

9.169 The common law provides that a person is privileged from incriminating themselves so as to make them libel to criminal proceedings489 in the United Kingdom (and not under foreign proceedings490 although this is change from the common law position491). In civil proceedings this has been codified so that a person may refuse to answer any question or produce a document incriminating themselves or their spouse or civil partner.492

9.170 There is an exception to this general rule under section 72 of the Senior Courts Act 1981 so that a person cannot rely on the privilege against self-incrimination in proceedings relating to the infringement of intellectual property. In Coogan v News Group Newspapers493 it was held by the Court of Appeal that this exclusion from the privilege applies to cases involving confidential commercial information and the Court went on to hold that it also applies to personal information.494

9.171 Where a person loses their privilege under section 72, it only relates to the proceedings in question and no answer can be used in subsequent criminal or administrative proceedings where a penalty might be imposed.495 Liability for perjury or contempt remains if the compelled statement is false.496

Private hearings (in camera)

9.172 The general rule in civil proceedings is that the hearing is in public.497 Indeed, it is well established that the principle of open justice applies to all courts498 and that any exclusion of the public from legal proceedings has to be objectively justified.499 The Civil Procedure Rules do provide, however, that hearings can be in private in certain circumstances: where the publicity would defeat the object of the hearing; where it involves matters of national security; where it involves confidential information; to protect children or a protected party; and where it relates to uncontentious matters relating to trusts or wills or it would be unjust for any respondent for there to be a public hearing.500 Nevertheless, if part of a hearing is to be held in private that part should be as limited in scope as possible,501 and so, for example, cross-examination based on confidential information might be private, whereas the rest of the trial might be public.502

9.173 The first of these exceptions, where publicity would defeat the object of the hearing, might appear at first to apply to privacy or confidential information disputes, but it is intended to relate to hearings where the order would be worthless if the hearing was public (in particular freezing or search orders503). Rather applications for private hearings in privacy or confidential information cases should be made on the basis of the specific ground provided. Indeed in practice, it is normal where the confidential information has not been made widely available for the hearing to be in private and redacted judgments to be given. Nonetheless, where a party fails to establish that the material in question was confidential a judgment may be published following a private hearing.504

Family proceedings

9.174 The general principle is that family proceedings, like other proceedings, should be held in public.505 Nevertheless, many proceedings in the Family Division are actually required to be private. For example, under the Children Act 1989 hearings must be held in chambers unless the court otherwise directs,506 and the public is excluded from family proceedings heard in magistrates’ courts,507 and, similarly, the court has a discretion to hear adoption proceedings in private.508

9.175 It may even be that in some circumstances documents and reports in family proceedings will be withheld from the parties themselves, but this will be rare as there is a strong presumption in favour of disclosure.509 The detailed rules about information which may be disclosed (and to whom) in relation to family proceedings510 are outside the scope of this text. Finally, there are both discretionary511 and some automatic512 restrictions on the reporting of family proceedings with the breach of such restrictions amounting to a contempt of court.513

Court of Protection

9.176 The general rule in the Court of Protection is that proceedings are in private.514 However, the court may order that all, or part, of the proceedings are in public,515 although it may still exclude individuals from the hearing516 and make reporting restrictions.517 Even where the proceedings are in private, however, the court may allow information to be published.518

Youth court

9.177 In the normal course of things criminal trials are public, but where the accused is under the age of 18 they are usually tried in the youth court for all but the most serious offences. In relation to proceedings within the youth court the public is not admitted, although the press can attend, albeit with reporting restrictions.519

L. Arbitration

9.178 In England, arbitration was traditionally private, but not confidential. In the first half of the twentieth century, in the famous Lena Goldfields case, the hearing was held in public and the award published in the The Times.520 Similarly, in maritime cases, outstanding debtors on arbitration awards were posted in the Baltic Exchange every week. Nevertheless, it is now the case that confidentiality is central to arbitration, as is widely acknowledged in arbitration rules.521 The basic position in English law is found in Dolling-Baker v Merrett522 where it was held by Parket LJ that:

As between parties to an arbitration, although the proceedings are consensual and may thus be regarded as wholly voluntary, their very nature is such that there must, in my judgment, be some implied obligation on both parties not to disclose or use for any other purpose any documents prepared for and used in the arbitration, or disclosed or produced in the course of the arbitration, or transcripts or notes of the evidence in the arbitration or the award, and indeed not to disclose in any other way what evidence had been given by any witness in the arbitration, save with the consent of the other party, or pursuant to an order or leave of the court. That qualification is necessary, just as it is in the case of the implied obligation of secrecy between banker and customer.523

9.179 This rule is not universally adopted around the Commonwealth524 and the High Court of Australia has held that arbitration is private, but there is no obligation of confidentiality implied into the arbitration agreement.525 The High Court was willing to accept, however, that documents supplied under order of the arbitrator were subject to a duty of confidence,526 and it appears that a similar implied undertaking is given to that which applies in court proceedings.527

9.180 Notwithstanding the view of the High Court of Australia, the Court of Appeal reiterated the existence of the implied duty of confidentiality in Ali Shipping Corporation v Shipyard Trogir528 on the basis that the duty of confidence is implied as a necessary incident of the arbitration process.529 Accordingly, only where the parties indicate the proceedings will not be confidential will they not be protected by confidentiality. The Court went on to indicate the grounds upon which confidentiality will be resisted, which are largely based on the principle applicable to bankers in Tournier.530 This approach was not fully endorsed by the Privy Council in Associated Electric and Gas Insurance v European Reinsurance,531 where it was suggested that the rules on confidentiality in arbitration proceedings could not be reduced to a simple set of overarching principles. They were particularly concerned with an award being automatically considered to be confidential on the basis of an implied contractual term.

9.181 Nevertheless, the implied contractual obligation of confidentiality has subsequently been reiterated a number of times by the Court of Appeal532 and, it is submitted, subject to a contrary decision of the Supreme Court, all documents relating to the arbitration are confidential. This conclusion is reinforced by the fact that the court rules now provide for the confidentiality of documents relating to arbitration claims533 and for most court hearings relating to arbitration to be in private.534

Exceptions to the confidentiality of arbitration

9.182 In Emmott v Michael Wilson, Lawrence Collins LJ discussed the exceptions to the duty of confidentiality in arbitration proceedings in the following terms:535

The limits of that obligation are still in the process of development on a case-by-case basis. On the authorities as they now stand, the principal cases in which disclosure will be permissible are these: the first is where there is consent, express or implied; second, where there is an order, or leave of the court (but that does not mean that the court has a general discretion to lift the obligation of confidentiality); third, where it is reasonably necessary for the protection of the legitimate interests of an arbitrating party; fourth, where the interests of justice require disclosure, and also (perhaps) where the public interest requires disclosure.

9.183 Notwithstanding the fact that the exceptions are still developing those four (or is it five?) exceptions identified by Lawrence Collins LJ will be explored further.

Consent and leave of the court

9.184 The first two exceptions require little additional elucidation or comment. Consent is straightforward enough, although one would suppose that the consent whether express or implied would have to be unambiguous. The compulsion of the courts (by leave or order) is based on a modified Tournier principle relating to compulsion of law.536 Essentially, it enables documents to be disclosed for the purpose of court proceedings or subsequent arbitrations proceedings. The courts may also order the publication of the judgment or proceedings on such an application.537

Reasonably necessary for the protection of the legitimate interests of an arbitrating party

9.185 The purpose of this exception is loosely based on the third exception to the Tournier principle allowing a banker to make a disclosure to protect his own rights.538 Essentially, it enables disclosure for the protection of an arbitration party’s legal rights vis-à-vis the third party in order to found a cause of action against that third party or to defend a claim.539 Implicit in this exception is a general rule that documents disclosed for the purposes of arbitration may not be used for purposes other than those proceedings. Once more it is an application of the limited purpose test, rather than the broader obligations that apply to disclosure before the court.540

9.186 For these purposes, a disclosure is only permitted where it is required for more than merely making a commercial decision (or settlement of litigation) more straightforward, rather the requested disclosure has to actually establish or enforce the person seeking disclosure’s legal rights.541 Put another way, it is not enough that the disclosure is merely helpful; rather it must be necessary for the protection of the rights.542 Yet the courts have indicated that the meaning of ‘reasonably necessary’ should be liberal.543

The interests of justice

9.187 The obligation of confidence does not extend to disclosures made in the interests of justice. A classic example of where disclosure might be in the interests of justice arose in London & Leeds Estates v Paribas (No 2).544 In that case, an expert witness gave evidence in a rent review arbitration which was inconsistent with a proof of evidence he had produced in previous proceedings. The court held that an expert witness should not be able to give different evidence where he appears as a witness for a different party. Accordingly, disclosure was permitted, as it was in the interests of individual litigants and in the public interest. Similar rules have been held to apply to a witness of fact giving inconsistent evidence.545 Another situation where disclosure might be permitted is where a document has been disclosed in one arbitration proceedings, but in subsequent proceedings a party is unable to produce that document, as a court is unlikely to allow a party to benefit from destroying (innocently or otherwise) a probative document.

Public interest

9.188 The existence of an exception to the duty of confidence in the ‘public interest’ in general is less certain. There is support for such an exception based on the Australian High Court’s decision in Esso Australia Resources v Plowman,546 but that decision expressly disapproved of the approach at present taken by the English courts. It is possible that this ground for disclosure would apply where evidence is given in proceedings which indicates iniquity, fraudulent or criminal conduct, and so it would have application in similar circumstances to those which relate to the general public interest defence.547 However, a party would be well advised to apply to the court for disclosure of a document rather than relying on that exception without such an order when the law is as unclear as it is at present.
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A. Employment as a Special Category

10.01 In this part, we examine the duties of confidentiality of employers and employees. As we will see, the employment relationship is one in which certain obligations (including a duty of confidence) will be regarded as necessarily implied, even if they do not appear expressly stated in the contractual arrangements. Employment is also a category which attracts a particularly vigorous application of the general common law doctrine that contracts in restraint of trade are invalid unless reasonable for the protection of certain specified interests. In the case of employees, the courts have recognized that this doctrine is intended not only to give effect to a general public policy that all should be free to ply their trade, but also a special vulnerability of employees.1

10.02 While employment undoubtedly constitutes a special category within the law of confidentiality, four points are worth noting.

10.03 First, the concept of the ‘contract of employment’ is of relatively recent vintage. In the late nineteenth century, the legal system maintained a distinction between higher status non-manual workers (conceived of largely in terms of contract) and the relationship of master and servant or employer and workman (conceived of in terms of service). Within the notion of ‘master and servant’, the law differentiated between ‘husbandry/labourer’, ‘trades’, and ‘menial servants’. Apprentices were another category still. According to one scholar, the concept of employer and employee as a unitary category really only dates from the mid-twentieth century.2

10.04 Secondly, in practice the notion of ‘employment’ continues to encompass a very wide variation in types of relationship and responsibilities. Some employees have unlimited access to information relating to an employer’s business, are empowered to make important decisions about strategy, employment, contracting, investment, and so on, and are trusted to act in the best interests of the employer. At the other extreme, some employees will have no discretion, and will be involved merely as ‘cogs’ in the business. The law reflects these differences by categorizing some employment relationships,3 such as that of the director of a company, as fiduciary relationships.4

10.05 Thirdly, some commentators have observed that the employment relationship has been undergoing a significant transformation, so that contemporary employment is characterized by reduced levels of job security, and the labour market by high levels of mobility.5 Long gone are the days when an employee could expect to be retained by the same employer for the whole of his life, working him or herself gradually up a promotions ladder, and gaining a higher salary as they progressed.6 In place of such ‘internal labour markets’, employers now favour flexibility: arrangements under which employees at various levels of skill can be brought within the firm as and when required, and equally can be discarded when their services are no longer needed. Flexible employment practices of this sort, it is believed, maximize competitiveness. But the growth in short-term, part-time, and agency-based work arrangements, has, according to Katherine Stone, transformed what organizational theorists call the ‘psychological contract’ under which employees work. Long-term employment engendered notions such as loyalty, and expectations of progress, whereas in the contemporary workplace employees are primarily responsible for their own training and owe no particular commitment to the organization. Moreover, validation, which was formerly provided by the employer, now comes from outside, and career progress will as likely be made from moving between employers as from promotion within a single firm. As Stone explains ‘[e]mployees are expected to chart their own path, face their own fortunes, and manage their own careers in a boundaryless workplace’.7

10.06 The changing nature of employment may well have important implications for the legal treatment of employees. The assumptions which underpin many legal doctrines, such as the idea that every employee owes a duty of fidelity, may well need revisiting. Whereas until recently both employer and employee might have thought the relationship was inevitably characterized by mutual trust and loyalty, in the new environment where employers prefer flexibility to longevity, the assumed scope of the employee’s obligations might better be described in terms merely of commitment to do the job asked. Equally, in the absence of the disciplining effects of the prospects of promotion, employers are likely to seek to use legal mechanisms to control employee and ex-employee behaviour in ways that they have not hitherto. Legal scrutiny of such techniques may well be necessary to ensure at the very least that employee mobility is not unduly impaired. As lateral movement between firms becomes more important to career progress, it may be desirable to reinvigorate the application of the doctrine of restraint of trade so as to limit post-employment covenants to situations where an ex-employee can do real harm to their former employer.8 In turn, acknowledging these significant shifts in employment practice should lead us lawyers to be careful not to assume that what was taken for granted 30 years ago continues to be right for today.9

10.07 Fourthly, a number of commentators have criticized the treatment of employment as a special category.10 In The Personal Employment Contract,11 Mark Freedland expertly exposes what he describes as the ‘false unity’ of the concept of ‘employment’ and the corresponding ‘false duality’ between employment contracts/contracts of service and independent contractors/contracts for services. In short, Freedland does not believe that these concepts are suitable to do the legal jobs with which they are tasked.12 The ‘bounds of the concept of employment as a defining category have been fragmented and broken by the combination of changes in the functioning of the labour market and the corresponding changes in legislative and judicial thinking’.13 More specifically, the practice of employment has transformed, particularly in the late twentieth century, from the ‘Fordist’ model in which employees work in employer-owned factories and have life-long relationships with their employers, to more ‘flexible’ approaches in which employment may be short term, or intermittent, engagements may be directly with the employer or mediated through a third party (such as an employment agent), where work may take place at home as well as at the employer’s premises, and so on.14 At the same time the duality between ‘employees’ and ‘independent contractors’ is one with ‘no really clear dividing line’.15 In fact, according to Freedland, a classical example of what used to be considered employment, that is domestic service, is today most likely to be considered a contract for services, as it was in the case of Campbell v Frisbee, to which we will return. The distinction between employment and other work relationships is one which is ‘eternally elusive’.16

B. Employment and Post-Employment

10.08 Discussion in the next two chapters is divided between obligation during the employment relationship and obligations after the relationship has come to an end. This is a useful distinction for a number of reasons, the most obvious of which include the courts willingness to imply terms in relation to employees, and to apply the restraint of trade doctrine to ex-employees.

10.09 That said, distinguishing between periods of ‘employment’ and ‘post-employment’ is not always easy. This is for at least two reasons.17 First, because doubt may exist as to whether the employment relationship has come to an end as a result of the parties’ acts. More specifically, the authorities have debated the extent to which an employer can keep an employment contract alive where an employee breaches the contract but the employer does not ‘accept’ the breach. Second, the distinction between two distinct periods—employment and post-employment—has become blurred through employers’ practice of placing employees on ‘garden leave’, a period in which an employee is paid but not permitted to work.

Repudiatory breach

10.10 The general rule of contract law is that one party cannot bring a contract to an end by a repudiatory breach.18 For the contract to be terminated, the breach must be accepted by the ‘innocent’ party. Hence it is said that an unaccepted breach is like a thing ‘writ on water’.19 The importance of this principle lies, in particular, in the implications for enforcement of obligations contained in the contract. So, for example, in William Robinson & Co Ltd v Heuer,20 the Court of Appeal enforced a non-competition clause in employment contract on the basis that the employer had not accepted the employee’s wrongful breach, and thus could enforce the contract for the remainder of its term.

10.11 However, during second half of the twentieth century, it appeared that an exception might be emerging to this general principle of contract law in relation to contracts of employment: if so, any contract of employment could at any time be brought to an end by either party repudiating it.21 This doctrine was sometimes referred to as the doctrine of ‘automatic determination’. The idea was that, in relation to contracts of enforcement, if one party made a serious breach it was unreal to pretend the contract continued in existence unless the other party elected to accept the breach: after all, the employee could not be forced to attend work, and the employer could not be forced to allow the employee to come to work. In effect, in the context of employment, a total repudiation seemed necessarily to be destructive of the contractual relationship.

10.12 Ultimately the doctrine of ‘automatic determination’ was rejected in England and Wales.22 First, in Thomas Marshall Ltd v Guinle,23 Sir Robert Megarry V-C criticized the authorities as being in ‘a far from satisfactory state’, pointed out that ‘automatic determination’ by fundamental breach would have surprising consequences, and held, in the case before him, that the employee’s wrongdoing could not immunize him from carrying out the remaining contractual obligations he owed his employer. Then, two years later, in Gunton v Richmond-upon-Thames London Borough Council,24 a majority in the Court of Appeal, having reviewed the divergent authorities, found there was no convincing reason for deviating from the general principles of contract in relation to repudiation of employment contracts. While recognizing that, in cases of wrongful dismissal, the court should easily infer acceptance by the ‘innocent party’ of the ‘guilty party’s repudiation’, Buckley LJ saw no reason to transform the particular ‘realities’ into a rule of law.25 Brightman LJ, while agreeing, developed the distinction (to which, as we will see, some courts have returned) between repudiation of the contract, and termination of the employment relationship. ‘If a servant is dismissed and excluded from employment’, he observed,26 ‘it is absurd to suppose that he still occupies the status of a servant’. More recently, in Credit Suisse Ltd v Armstrong,27 the Court of Appeal referred approvingly to Guinle, when acknowledging that there was no doctrine of automatic determination. While ‘in the ordinary way’ a court will not order specific performance of an employment contract, so that an employee who is wrongfully dismissed ‘will have to accept the repudiation and sue the employer for damages’, there may be cases ‘where either the employer, or more rarely the employee, is entitled to refuse to accept a repudiation’.

10.13 In SG & R Valuation Service Co v Boudrais & Others28 Cranston J reaffirmed that it is not always necessary for an employer to accept the repudiatory breach of an employee. In this case, employees had given contractual notice of three months with a view to joining a competitor. When the employer discovered that the employees had been planning the move, and had almost certainly disclosed confidential data to the new employer, it suspended the employees, and sought injunctive relief preventing them from joining the competitor during the remainder of the notice period. After carefully considering the issue, and treating Guinle as ‘authoritative’, Cranston J found that the employer could enforce the notice period and require the employee’s to stay away from the workplace. The latter did not involve a repudiatory breach by the employer, because there was ‘reasonable and proper cause’ for the claimant to demand that the employees stayed at home.

10.14 While the doctrine of ‘automatic termination’ has been rejected, a related idea seems to be gaining some recognition. This is the idea that while an employee cannot bring a contract to an end by a repudiatory breach that is not accepted by the employer (and vice versa), the employment relationship can be brought to an end by such action. The significance of this is that the implied obligations that derive from the employment relationship may dissipate as soon as either party breaches the contract.29 In Tullett Prebon (Australia) Pty Ltd v Simon Purcell, Brereton J held that an employee’s purported resignation (during the term of a two-year contract) was ineffective to bring the contract to an end (absent the acceptance of the repudiation by the employer), but it did bring ‘the relationship of employer and employee’ to an end.30

Garden leave

10.15 The second qualification that needs to be made to the general distinctiveness in the treatment of employment and ‘post-employment’, relates to the emergence in the 1980s of the notion of ‘garden’ or ‘gardening’ leave. An employment contract that provides expressly for ‘garden leave’ typically states that after notice of termination has been given, the worker remains in post for a certain time, receiving pay, but being required explicitly not to attend the workplace.31 This device has both a practical and legal significance. Practically, the employee is prevented from working for another while the ideas, strategies, and information of the former employer are still fresh in his or her mind; and, being kept away from the workplace, the departing employee will be relieved of the temptation to collect information for use in his or her subsequent employment. The legal significance of garden leave is that the employee remains an employee, and thus it has been assumed that the normal obligations of loyalty will continue to be owed, while express obligations will be subjected only to superficial scrutiny under the doctrine of restraint of trade. Whether those assumptions are, in fact, warranted, is a matter to which we will return.32
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11.01 An employee’s obligations during his employment derive from two sources: the express terms of the contract, if any; and implied terms imposed on all employees. Employees who occupy senior positions, such as directors, will also be subject to certain obligations as a matter of law, either as fiduciaries or under statute.1

A. Express Obligations of Employee

Types of obligation

11.02 The terms of most contracts of employment are reduced to writing.2 Typically, such contracts contain duties of confidence, duties not to compete, and duties to disclose details of their own misconduct and that of their fellow employees. The contract may also include positive duties, for example, to inform the employer of any business ideas or opportunities,3 or inventions, or activities of competitors that may be relevant to the employer’s business. These express clauses often take on enhanced significance where an employee starts to consider whether he or she should resign and set up in competition.

Obligations of confidence

11.03 Many contracts include express obligations relating to confidential information, requiring the employee not to use or disclose such information to third parties. No objection can be taken to such clauses, which simply articulate what would be implied in any case. However, one unresolved question is how far an express contract can go beyond confidential information. Many express clauses are written in quite general terms, referring, for example, to ‘any information acquired in the course of employment’, and sometimes those that prohibit use or disclosure of ‘confidential information’ do not indicate whether the obligation continues to apply once the information enters the public domain and loses its quality of confidence. Where the parties are no longer in an employment relationship, such clauses might well be regarded as unreasonable restraints of trade4 (and if there is no differentiation as to the position during and after employment, and no possibility of severance, this may in turn lead to the striking down of the whole clause). There do not appear to be any cases where such broadly worded clauses applicable only during employment have been challenged. While there seems no reason, in principle, why such clauses should be considered invalid,5 we can only speculate as to what remedies a court would be willing to grant for breach of such a contract. If the information is readily available from the public domain, where is the damage? If there is no damage, would a court really regard an injunction—particularly an interim injunction—as justifiable? The Spycatcher decision, discussed elsewhere,6 clearly suggests not—though that was a case concerning government information, where the law requires a claimant to establish a public interest in preventing disclosure, or further disclosure, of the information.7

Duties of exclusive service, not to compete

11.04 Many contracts contain clauses that are designed to focus the employee’s attention solely and exclusively on the employer’s interests. Such clauses may, for example, require the employee to ‘devote the whole of their time and attention to the business’ of the employer,8 or prohibit the employee from being ‘directly engaged, concerned or interested in or connected with any other company, business or concern’ which is similar to or in any way competitive with the business of the employer.9 The precise wording can prove to be important.10

Advantages of express obligations

11.05 The inclusion of express terms has obvious advantages. It is possible to tailor the terms to the particular relationship in issue. Express terms also allow for greater clarity, and make the obligations transparent to the parties.11 As we will see, certain doubts also exist as to the scope of the implied obligations.12

11.06 Importantly, there seems little to be lost by using express terms.13 This is because the courts have indicated a willingness to imply terms where express terms turn out to be invalid (for example, under the doctrine of restraint of trade),14 and to supplement express terms where they appear to be less expansive that the terms the court might imply.15 In Thomas Marshall v Guinle,16 for example, the contract included an express obligation requiring the defendant employee not to ‘disclose’ confidential information. Megarry V-C held that the express term imposed a prohibition only on disclosure of confidential information and that there was no basis for extending its construction to a prohibition on use but that the grant of an injunction against both disclosure and use was ‘fully supported’ by the defendant’s ‘implied duty of fidelity and good faith’. In effect, the express terms of the contract, though having a gap, were supplemented by the duty implied into every employment contract. On the other hand, in Potters-Ballotini Ltd v Weston-Baker17 the claimant, a manufacturer of small glass beads, sought interim relief against two former employees restraining them from operating a rival manufacturing business. Each was subject to a post-employment obligation not to use the claimant’s confidential information that had a term of 12 months. It was suggested that equitable jurisdiction would allow protection beyond that term, but Lord Denning MR rejected that contention,18 and seems to have operated on the assumption that the contractual provision was conclusive, or at least conferred a freedom on the ex-employees to use the information after the date specified in the contract.19

B. Implied Obligations of Employee

11.07 The following duties are duties implied by law into employment contracts (though there may be circumstances where the obligations differ in content or are inapplicable to sub-categories of such contracts).20

Employee’s duty of good faith (or ‘fidelity’)

11.08 It is now common to say that an employee owes his or her employer a duty of good faith or ‘fidelity’,21 at least as long as the employment ‘relationship’ subsists.22 The duty of good faith is usually described as a contractual duty.23 Lord Greene MR famously called the duty ‘rather vague’.24 Moreover, the extent of the duty may vary according to the type of work in question,25 and, very possibly, according to the common practices and expectations in particular field of trade or employment.26 The duty may also vary in scope as between public sector and private sector employees.27 The duties an employee owes to his or her employer have been stated by various courts in various ways. Typically, this duty is said to comprise, at least, a duty not to compete with one’s employer, a duty not to copy documents for use after employment has ceased and in certain circumstances, an obligation to disclose certain information to the employer.28 Sometimes it is said to include a duty to keep confidential information secret.

11.09 The vagueness of the scope of the duty is almost certainly a reflection of confusion over the normative nature of the duty of good faith or fidelity. At least three different positions seem to have been adopted by the courts (sometimes even in the same case). Sometimes the duty of fidelity is characterized as one of loyalty, in the sense that he or she must look after and look to further the employer’s interests.29 So conceived, the employee is seen as a ‘servant’, with his or her own interests assumed to be sacrificed to those of the employer,30 whose interests must be placed first.31 Seen in this way, the duty of fidelity shares a similar normative grounding with ‘fiduciary duties’.32 At other times, the duty is described as one not to harm the employer (or the employer’s interests). For example, it has been said that an employee should not ‘fraudulently undermine’ the employer,33 or undertake acts which would ‘inevitably inflict great harm on his principal’.34 So conceived, the duty is primarily negative. In a third conceptualization, the duty of good faith is equated to notions of honesty,35 good faith and ‘fair dealing’: the employee is recognized as having his or her own interests, but he is expected to carry out his or her duties fairly and in good faith.36 Whether there is a breach of the duty depends on ‘whether, in all the circumstances, there is conduct that can be characterized as unfair to the employer’.37 This latter understanding is becoming the most widely accepted account of the duty.

11.10 Before discussing the duty of good faith in more detail, four issues arise concerning the language and categories that the law utilizes in this area.

Fidelity or good faith?

11.11 Although the duty is commonly referred to as a ‘duty of fidelity’, we doubt whether the term ‘fidelity’ is an appropriate one with which to describe the duties of an employee in the contemporary, highly fragmented, employment market.38 As we mentioned earlier,39 the model of employment according to which a person would work for their employer for long periods, and possibly their whole life, gradually progressing up the hierarchical ladder within a business, has given way since at least the 1980s to a much more fluid set of arrangements, in which employees move frequently between firms in the same field. In these new arrangements, the employee is perceived more and more as an autonomous agent who improves his or her skills and knowledge, and hence market power, in employment. Employment is no longer about employee assimilation within the firm, with an expectation of undivided loyalty to the business. Instead, employees are recognized as self-interested actors not merely with duties to an existing employer but also with ‘job prospects’.40 In this environment, the language of fidelity seems anachronistic. It might be better to think of an employee’s duties in terms of honesty and good faith—rather than subservient altruism—attributes one might expect of anyone in which a person is in a contractual relationship.41

Duty of good faith and fiduciary duties

11.12 The duty of fidelity is usually distinguished from the more onerous duties of a ‘fiduciary’, which presuppose that the fiduciary must put his employer’s interests above his own. Fiduciary duties are automatically owed by directors and others in similar positions of trust,42 and, as mentioned in the introduction to this part, may bind other employees as regards particular aspects of their employment.43 They are essentially negative duties, most obviously the duty not to place oneself in a position where one’s duty and interest conflict, and the duty not to make a secret profit.

11.13 Although there are some commentators who see no real distinction between the duty of fidelity and fiduciary duties,44 most accounts recognize important differences.45 The duty of a fiduciary is said to be one of ‘single-minded or exclusive loyalty’, to act in his employer’s interests and not his own; the duty of fidelity being a less onerous obligation of loyalty—‘to take into consideration the interests of another’.46 This implies differences in the criteria for determining when the respective duties are breached.47 Moreover, fiduciary duties are quintessentially equitable in nature, whereas the duty of fidelity is said to be contractual.48 As a consequence of this, the remedies available for breach of such duties might be thought to differ:49 the remedy for breach of a fiduciary duty being an account of profits, equitable compensation, or constructive trust, whereas the remedy for breach of an employee’s duty of fidelity is damages (possibly, following the House of Lords’ decision in Attorney General v Blake (Jonathan Cape Ltd Third Party),50 in an appropriate case on a restitutionary rather than compensatory basis).51

Duty of good faith and obligation of mutual trust and confidence

11.14 Thirdly, some consideration needs to be given to the relationship between the duty of good faith and the obligation of ‘mutual trust and confidence’,52 embraced by the House of Lords in Malik v Bank of Credit and Commerce International.53 There the House of Lords affirmed the body of case law that had developed (as part of the elaboration of the idea of ‘constructive dismissal’)54 since the mid-1970s recognizing a general obligation of mutual trust and confidence.55 Lord Nicholls held that BCCI owed an implied obligation to its employees not to conduct a dishonest or corrupt business, and this was part of the ‘portmanteau’ general obligation of trust and confidence.56 Lord Steyn, agreeing, described the implied term as ‘apt to cover the great diversity of situations in which a balance has to be struck between an employer’s interest in managing his business as he sees fit and the employee’s interest in not being unfairly and improperly exploited’. This duty of mutual trust and confidence requires that neither party shall:

without reasonable and proper cause, conduct itself in a manner calculated or likely to destroy or seriously damage the relationship of confidence and trust between employer and employee.57

The duty will be breached only by conduct that ‘goes to the heart’ of the relationship: mere damage is not enough.58

11.15 What then is the relationship between the new duty of ‘trust and confidence’ and the older duty of good faith (or fidelity)? At first it seems as if the courts have simply developed a new, additional, doctrine, using confusingly similar language, which is primarily targeted at the actions of the employer (whereas the duty of fidelity related to those of the employee). Thus, in Malik, Lord Steyn observed that the implied duty of trust and confidence ‘adds little’ to the employee’s obligation to serve his or her employer loyally.59 But, subsequently, the concept of ‘mutual trust and confidence’ has been invoked in cases where an employer seeks to render the employee liable, suggesting that Lord Steyn underestimated the potential of the new doctrine in its application to employees.60 So far, most cases seem to assume then that the employee is bound by two distinct duties, the duty of good faith and the duty of mutual trust and confidence.61 They are duties that ‘tend to shade into one another’ or overlap.62

11.16 A more ambitious view is that the doctrine of good faith or fidelity is (or should be) now subsumed in the broader duty of trust and confidence. Some early dicta indicated that the ‘mutual’ duty was the counterpart to the long-recognized duty of good faith on the part of the employee. For example, Lord Denning in Woods v WM Car Services (Peterborough) Ltd63 justified the doctrine of mutual trust thus: ‘Just as a servant must be good and faithful, so an employer must be good and considerate’. This might imply that old cases which referred to the ‘duty of fidelity’ fall to be reconceived as cases where the employee was alleged to have breached the obligation of ‘mutual trust and confidence’. Douglas Brodie suggests this as a possible way forward, and argues that the assimilation may involve a transformation of the content of an employee’s duty from a duty not to act contrary to the employer’s interests, to a duty merely to take into account his employer’s interests.64 In effect, it seems, the assimilation of the doctrines constitutes a narrowing of the duty of good faith (or fidelity)—or at least a preference for one strand of its hitherto confused normative articulation over others.65

11.17 While we think there is much to be said for the assimilation of the duty of good faith (or fidelity) with the duty of mutual trust and confidence, this task may require courts to undertake a substantial amount of jurisprudential and conceptual work. The older doctrine of good faith has never been elaborated with much clarity, and there are contradictory statements as to its nature and content. At the same time, the newer obligation of mutual trust and confidence is just emerging and, as Freedland has observed: ‘[t]he nature, content, and scope of this principle are not yet fully defined; indeed in some respects they are still keenly controversial’.66

Good faith and confidentiality

11.18 Sometimes the employee’s duty of confidence is described as a component of his or her duty of good faith;67 at other times it is treated as a distinct duty.68 Does it matter whether the duty of confidence is part of a generalized ‘duty of fidelity’ or a free-standing obligation arising from the relationship of employer and employee? Although, for most purposes, the categorization of the obligation as part of the duty of good faith is unlikely to influence materially the outcome of any particular case, we think it preferable to treat confidential information as a separate category of duty.69

11.19 We have three reasons for so doing. First, historically, the obligation of confidence preceded characterization of duty of good faith or fidelity. The obligation of confidence is part of a more general body of law, much of which is not concerned with the specifics of employee relations. Second, while duty of fidelity is contractual, the exact status of the obligation of confidence is controversial (with many courts treating it as having some sort of equitable component).70 While (as we have seen) courts, in general, have worked to minimize the effects of the uncertain jurisdictional status of the obligation of confidence, the logic that underpins equitable and contractual obligations take on particular significance in the case of departing employees who disclose material to future employers. Subsuming the doctrine of confidence within the employee’s duty of fidelity is unhelpful when we come to consider the position of those third parties. Thirdly, we think there are advantages conceptually with keeping the concepts of fidelity and confidence distinct. The specificity of obligation of confidence loses clarity by being subsumed within the broad duty of fidelity. On the one hand, the precision that comes from the distinction between non-confidential and confidential information is in danger of being lost, because it may be that a broad duty of fidelity demands that an employee not use or disclose information, in certain circumstances, even though it is not confidential.71 Equally, liability for breach of confidence can occur through innocent disclosures, whereas liability for breach of the duty of good faith requires some showing of ‘bad faith’. More importantly, however, we fear that subsuming the idea of confidence within that of fidelity has the danger of implying that the obligation of confidence does not apply where there is no obligation of fidelity (for example, at least according to some authorities, during ‘garden leave’ or after termination).72 Moreover, there are some suggestions that the remedies available for breach of the duty of fidelity may not be as extensive as may be the case for breach of confidence: for example, so-called ‘springboard injunctions’ may not be available in relation to mere breaches of the duty of fidelity.73 Additionally, it is clear that the implications of a breach of confidence for third parties may differ from the consequences of a breach of the duty of good faith.74 In our view, all these potential points of divergence mean that it is best to treat the employee’s duty of confidence as a distinct duty.

11.20 Similar conclusions have recently been reached by Elias J, causing him to keep a clear differentiation between the duty of ‘mutual trust and confidence’ and the ‘obligation of confidentiality.’ In Wright v Weed Control,75 the Employment Appeal Tribunal was asked to consider whether it had jurisdiction to hear a complaint that an employee had broken his obligation of ‘mutual trust and confidence’ in the light of the fact that the Tribunal has no jurisdiction in relation to an ‘obligation of confidence’. The misconduct of the employee was not something that could have in any way been characterized as use or disclosure of information in breach of confidence. Elias J explained that while the duty of mutual trust and confidence ‘covers a multitude of sins’ and while it might ‘not necessarily be inappropriate’ to treat a disclosure of information in breach of confidence as a violation of the broad duty of ‘trust and confidence’, a great deal that would fall within that broad duty could not be characterized as a breach of a term imposing an obligation of confidence.76 The ‘obligation of confidence’ is more precise and pre-dates the development of the obligation of trust and confidence. Moreover the obligation of confidence ‘is linked to the equitable duty of good faith’.77 ‘The point is that the concept of the obligation of confidence has attained a very precise meaning within the context of the general law and it is far narrower than the portmanteau mutual duty of trust and confidence which is implied into the employment relationship.’78

Employee’s duty of confidence

11.21 Before examining the various emanations of the duty of good faith, we first examine the employee’s duty of confidence. It has long been accepted that an employee owes an obligation to keep secret, and not to use for his own benefit, information which is confidential to the employer.79 As mentioned in Chapter 2,80 it seems that an employee would be expected to undertake such an obligation in virtually every apprenticeship document, so that it is little surprise to find that courts came to take the idea of such an obligation as a given part of any contract between apprentice and master or master and servant. The leading modern authority is Bents Brewery Co Ltd and Others v Hogan.81 Here, the plaintiffs, a group of brewers, sought a declaration that the defendant, divisional officer for Liverpool of the National Union of Distributive and Allied Workers (NUDAW), was guilty of inducing breach of contract through sending various questionnaires to managers of the brewery’s public houses. The questionnaire was sent out to enable the Union to negotiate effectively before a commission set up under the Catering Wages Act 1943, which sought to regulate employment conditions of those in the catering trades. The questionnaire asked each manager, who was an employee of the brewery, questions about their terms and conditions, but also included a number of questions that related more generally to the functioning of the business of the particular public house. Linskey J granted the injunction. He held, first, that, as employees, each of the managers owed a duty of confidence to their employer. He explained:

In my view, it is quite clear that an employee is under an obligation to his employers not to disclose confidential information obtained by him in the course of and as a result of his employment. Different judges, in various cases, have given different grounds for the existence of the obligation. Sometimes it has been said that the obligation was the result of an implied term in the contract of service; sometimes that it was an obligation arising out of the employee’s position or status as such, and sometimes that the obligation arises because of the trust or confidence which an employee owes of necessity to his employer. Whatever the true ground may be, in my view the obligation exists upon an employee not to disclose such confidential information. In my opinion, such obligation arises from an implied term in the contract of service.82

11.22 Linskey J then had to determine the extent to which the questionnaire sought disclosure of ‘confidential information’. In so doing he distinguished between information which a prospective employee would be given, and that which the employee gained as a consequence of carrying out his duties. The terms of an employment relationship fell within the former category, and were not confidential—at least, the employee was not under an obligation not to disclose the terms of employment. But the questions asking for details of ‘weekly sales’ and ‘total wages bill’ did relate to confidential information—information that the employee would only have access to as a result of carrying out his or her duties, and information which was of a ‘confidential character which the brewery company employer would not desire to be disclosed’.83

11.23 In our view, there is no difference in scope between the duty of confidence, operative during employment, and the general law of confidence. The obligation only applies to information which is confidential, and not trivial.84 In Faccenda Chicken Ltd v Fowler,85 Goulding J famously divided information to which an employee might have access into three categories, of which only the first two concern us here. The first was information ‘which because of its trivial character or its easy accessibility from public sources of information, cannot be regarded by reasonable persons or by the law as confidential at all’. According to the decision the employee is free ‘to impart it during his service … to anyone he please, even his master’s competitors’. The example the judge offered was a patent specification well known to people in the industry concerned. This category is contrasted with information the employee must keep confidential. Apart from ‘trade secrets’ (category three) this would include information that the employee is told is confidential or which from its nature ‘is obviously so’. This includes such information as necessarily remains in his head and becomes part of his skill and knowledge. Whatever the position in the post-employment period, Goulding J declared that ‘[s]o long as the employment continues, he cannot otherwise use or disclose such information without infidelity and therefore breach of contract’.86 The Court of Appeal seemed to adopt the categorization and much of the analysis.87 In particular, it accepted that there was a distinction between unprotectable information and confidential information.

11.24 In ABK Ltd v Foxwell,88 ABK supplied technology goods to educational establishments. Foxwell joined the company in September 2000 for a salary of £50,000 per annum (but with no written contract), inter alia, to write a magazine for schools on best practice in information and communications technology. ABK was putting together a plan to supply computers, with training, to teachers as part of the Professional Bursary Scheme (PBS). Foxwell was involved in this and in negotiating to adapt an Australian computer learning system, Notebook Academy, so that it was suitable for use in England. During his employment Foxwell met with members of Baddow Hall, a computing supplies firm, and gradually it developed a plan to move into the same educational market. Eventually, in May 2001, Foxwell resigned and joined Baddow Hall. ABK then alleged (inter alia) breach of confidence, in disclosing the existence of PBS to Baddow Hall, referring them to the website, and telling them about Notebook Academy. Ferris J rejected the accusation. While he accepted that the business plan was confidential and Foxwell owed an obligation of confidence, there was no breach because the matters disclosed were each in the public domain.89

The knowledge issue

11.25 As we saw in Chapter 7, a person comes under an (equitable) obligation of confidentiality where they receive information in circumstances where a reasonable person, in the same circumstances, would realize that information was being given to them in confidence. The question then arises as to whether the implied duty of confidence only arises in circumstances where an employee should realize that the information is ‘confidential’ and is expected to so be treated? In the previous edition of this book,90 it was argued that no such requirement was necessary in order to justify an obligation of confidentiality during employment, but that the position was different as regards post-employment. Cases suggesting otherwise,91 it was said, should be interpreted as being concerned with the latter situation. We are no longer convinced by that analysis.

11.26 As we have already indicated, once it is accepted that there may be two overlapping duties, one of confidence and another more general duty of good faith, we think there is good sense in treating the former duty as precisely equivalent to the general duty of confidence.92 Thus, we agree with Goulding J’s analysis in Faccenda Chicken v Fowler,93 that the obligation of confidence during employment applies only to information that the employee is told is confidential or which from its nature ‘is obviously so’. This was also the approach taken by the Court of Appeal, four years previously, in Searle v Celltech.94 In this case, the claimant alleged breach of confidence by its employee from disclosing details of other employees to a competitor. The claimant argued that the precise characteristics of each employee it had selected and their interactions were analogous to a new and original, and hence confidential, compilation. Cumming Bruce LJ found that, whatever the merits of that claim, the information about the qualities of the employee’s colleagues was not understood to be confidential:95

on a scrutiny of the evidence I can find no sign that the plaintiff ever sought to communicate to its servants that the kind of information about the names, qualifications or experience of their colleagues was a secret. So I can find no evidence in these proceedings that the plaintiff sought to impose on the consciences of its servants a duty to keep this information secret, or to abstain from its use if they gave up their employment with the plaintiff.

11.27 At the same time, we recognize that in some circumstances an employee may breach his or her duty of good faith by copying, using, or disclosing information which was not confidential or that they did not appreciate was confidential. This is not because they are under an obligation of confidence, but because the employee knows that the use of the information is likely to damage the employer. Thus in Tullett Prebon,96 Jack J explained that:

[T]he desk head must not do anything to assist the recruitment of his desk. Information may or may not be categorised in law as confidential. But where he provides information which he knows is requested for the purpose of furthering the recruitment, this is a breach of his duty to his employer.

Countervailing considerations

11.28 Finally, it is worth observing that obligations of confidence may not apply to certain categories of employees. In University of Western Australia v Gray, the Full Federal Court of Australia had to decide whether a term was to be implied (in law) into a University employee’s contract that inventions made as a consequence of his research were to belong to the University. The Court held not, in part because such an implied term would have been at odds with the academic’s freedom to disclose the results of his research.97 A duty of confidence would be implied into employee’s obligations where they worked for ‘private sector commercial entities’, but such a duty of confidence would have ‘prohibited publications (not authorised by UWA) containing information that was “relatively secret”; would have impaired academic collaborations and exchanges because of their potential for participating in breaches of confidence; and would have restricted academic staff mobility’.98 It seems clear then, that, absent an express clause, academics owe no duty of confidentiality to their employers with respect to their general research work, though they would as regards matters relating to the running of the university, as to (as yet unreleased) examination results, and so on.

Employee’s duty not to copy documents

11.29 Many of the cases on breach of implied obligations concern the situation where an employee makes a copy of a document prior to leaving employment so that he or she can use it for his or her new employer or in a new business. Liability for such actions has been recognized at least since the 1890s,99 when a series of cases establishing the duty of good faith were decided: Merryweather v Moore (1892),100 Robb v Green (1895),101 and Louis v Smellie (1895).102

11.30 Perhaps the classic authority here is the Court of Appeal decision in Robb v Green,103 a case concerning an employee who was the farm manager of the claimant’s business in live game and game eggs.104 The defendant admitted that, while still employed, he copied the names and addresses of customers from the claimant’s order books.105 He then set up his own game farm, soliciting orders from the claimant’s customers. The claimant sought damages and an injunction. The defendant argued that he had not entered into any express agreement with regard to confidentiality, so that he was entitled to behave as he did. Hawkins J rejected that argument, finding that the employee was under a duty of good faith during his employment:

in the absence of any stipulation to the contrary, there is involved in every contract of service an implied obligation, call it by what name you will, on the servant that he shall perform his duty, especially in these essential respects, namely, that he shall honestly and faithfully serve his master; that he shall not abuse his confidence in matters appertaining to his service, and that he shall, by all reasonable means in his power, protect his master’s interests in respect to matters confided to him in the course of his service.106

11.31 At the same time, Hawkins J recognized that an ex-employee is entitled to compete with his former employer. The duty of good faith and the freedom to compete did not conflict, because the duty only lasted until employment ceased. As Hawkins J explained:

The obligation to protect his master’s interests lasts until the last hour of his service. The dividing line between owing his master a duty and owing him none is that imperceptible period of time between the termination of his service and the moment he acquires freedom of action after his service has terminated.107 (emphasis added)

11.32 On the facts of the case there was a clear breach of the duty of good faith because the defendant had copied the customer names during the term of his employment, and the claimant was entitled to £150 damages, delivery up of copies of the illegitimately appropriated customer lists, and an injunction against using the information obtained by him by copying or extracting such names and addresses. The defendant appealed unsuccessfully to the Court of Appeal.108 Lord Esher MR found that there was an implied obligation of good faith, which the employee had breached by deliberately copying the list with an intention of contacting the claimant’s customers.109 Kay LJ agreed that there was either a breach of trust or a breach of contract, concluding that:

It is enough for that purpose to say that, where we find a servant using, after he has left his employment, a document surreptitiously compiled from his master’s book to the detriment of his master, there is a breach of trust, if not a breach of contract.110

11.33 AL Smith LJ famously stated that it was a ‘necessary implication which must be grafted on such a contract that the servant undertakes to serve his master with good faith and fidelity’ and that there ‘could not well be a worse breach’ than the one in front of him.111

11.34 The principle established in Robb v Green is not confined to copying lists, and encompasses, at least, the making of technical drawings copying the specifications of machines. In Merryweather v Moore112 the defendant who had worked for ten years at the claimant firm, which made fire engines, left to join another firm, Mobbs & Co, also machine makers. Two days before leaving he copied a table of dimensions of various engines, which the claimant said constituted ‘trade secrets’. When Mobbs began selling fire engines of similar dimensions, the claimant sought injunctive relief preventing him from disclosing the contents of the tables that he had made in breach of his employment contract and in breach of confidence, and preventing Mobbs from using that information. Moore claimed to have made the copy ‘merely for his general information’ and that it had not been revealed to or used by his new employer. Kekewich J acknowledged the lack of clarity in the case law on the jurisprudential basis of the claim (in particular, as between contract and ‘confidence’) and the problems with reaching a decision in the absence of detailed evidence. Nevertheless, he awarded interim relief against Moore, but not against Mobbs. As regards Moore he put the question thus:

[I]s not this an abuse of the confidence necessarily existing between him and his employers—a confidence arising out of the mere fact of employment, the confidence being shortly this, that the servant shall not use, except for the purposes of service, the opportunities which the service gives him of gaining information?113

11.35 He noted that it was impossible to provide clear guidance on what precisely would be a breach of duty, particularly given different expectations amongst different trades and professions. But, on the facts as they appeared, he thought the making of the copy of the dimensions was not for the advantage of the employers and went ‘beyond the line and to be an abuse of confidence’.114 In contrast, he acknowledged that the defendant company had indicated it had not and would not use the material, and in the absence of any proof to the contrary, considered interim relief inappropriate.115

11.36 Although subsequent courts have treated these sorts of cases as unproblematic, a closer examination suggests that the principles on which they are based are not as clear as might first appear. Three questions arise. First, are these cases concerning wrongs during employment, or wrongs occurring after employment? Second, if these cases concern wrongs during employment, are they wrongs relating to the use of (confidential) information, or based on actions that are incompatible with a duty of good faith? Are they wrongs relating to information norms or behavioural norms? Third, if these cases concern wrongs during employment, to what extent can they ground remedies that reach through into the post-employment period?

Wrongs during employment or after?

11.37 First, are these cases concerned with breaches of obligations during or after employment? In Robb v Green, Kay LJ had identified the wrong as occurring ‘where we find a servant using, after he has left his employment, a document surreptitiously compiled from his master’s book to the detriment of his master’—implying that liability was grounded as much in actions that occurred after employment ended as much as those prior to termination.116 Similarly, in Louis v Smellie117 Lindley LJ had stated that ‘[t]he good faith which exists between an employer and those in his employ renders it improper and illegal for the persons so employed to make use after the termination of the employment of those matters which they learnt whilst they were in that confidential relationship’. Following these leads, in the previous edition of this book these matters were dealt with as cases of post-employment use of information.118 However, such treatment is problematic for two reasons. First, because the duty of fidelity does not apply once employment has ceased. Second, because the Court of Appeal in Faccenda Chicken v Fowler, which we will examine in some depth later,119 established the general principle that post-employment implied restraints apply only to ‘trade secrets and their equivalent’.

11.38 Although some of the ‘copying/list cases’ may involve trade secrets (as understood by the Court of Appeal), the majority are not so confined.120 Take, for example, Printers and Finishers v Holloway,121 where Cross J granted an injunction preventing use of information contained in the ‘printing instructions’ document that Holloway had arranged to be copied before leaving employment. Cross J specifically indicated that the information in the document was of a sort that could not be disclosed by Holloway during employment, but that, in so far as he could recollect it after he had left, there would be no breach of his duty of confidence. This was clearly information that would not have risen to the status of a ‘trade secret’ under Faccenda.122 The most obvious conclusion, then, is that the wrong which the injunction related to in Printers and Finishers was one during employment, the post-employment remedy merely flowing from that wrong.123 Indeed, in Faccenda,124 Neill LJ referred to the duty of good faith binding the employee while he remains in employment, observing that the duty ‘will be broken if an employee makes or copies a list of the customers of the employer for use after his employment ends or deliberately memorises such a list’. The Faccenda court then seems to characterize the ‘copying/list cases’ as breaches of the implied obligation during employment.125

11.39 What wrongful acts can we identify in the list cases that occur during employment? Faccenda refers not just to the making of copies of customer lists, but also the ‘deliberate memorisation’ of such lists.126 A claim to memorization was tried, but proved unsuccessful, in Coral Index Ltd v Regent Index Ltd.127 Here the claimant accepted bets relating to the movement of the Financial Times Index of shares. The defendant, Kappel, had been employed by the claimant as its office manager for five years, before he resigned to assist an acquaintance in setting up the defendant company, Regent Index, as a competitor. The defendant had circulated about a dozen customers, all of whom had been customers of the claimant. Stamp J declined to hold that this must indicate that Kappel had breached his employment by copying a list or memorizing it. The judge recognized that he would have become acquainted with many of the claimant’s customers, and thus would carry away many names and addresses ‘without any conscious attempt to make a mental list of them’. In those circumstances, there was insufficient ground to establish a case for an interim injunction. It was a case of legitimate, passive remembering rather than deliberate, active, and thus illegitimate, learning.

11.40 In addition to copying and deliberate memorization, other cases identify further wrongful acts that breach the implied duty. The most obvious is the ‘taking away’ of an employer’s personal property when one leaves—including the ‘taking away’ of material given to the employee for the purposes of the employer.128 In Johnson & Bloy v Wolstenholme Rink129 the Court of Appeal awarded interim injunctive relief restraining a former employee from utilizing certain confidential information that was contained in documents removed from his former employer’s premises when he left. Fox LJ observed that the employee had chosen ‘quite improperly, to take documents which are apparently confidential from the custody of the plaintiffs’, and Parker LJ explained that even if the information was not a trade secret:

as is made clear by the authorities, if an employee is sufficiently ill-advised to remove his employer’s property when he leaves and that property contains information which was confidential during the course of his employment, he may by reason of his own wrong be restrained from doing something which, but for his wrong, he might be entitled to do.130

11.41 In addition to the ‘taking away’ of tangible property, the case law also suggests that the implied duty will be breached by an employee who, for their own purposes or with a view to competing with their employer, emails a list or confidential document to a personal address,131 or who copies such a list onto a disc or drive,132 or indeed from one SIM card to another. In cases that warrant it, suspicious employers resort to computer expertise, which is able to identify with remarkable accuracy the activities of an ex-employee.133

11.42 Because the case law seems to require identification of a wrong during employment, it is important to acknowledge that many acts of copying (and even taking) during (or on termination of) employment may not be improper. Thus there is no liability if there is a good reason for making copies or compiling lists, or if permission has been given by a relevant person to take a list. So, for example, the employee of an estate agent had not breached her employment contract when she created her own address book of customers, which enabled her to work more effectively:134 she ‘did not compile the address book for any purpose inconsistent with the faithful discharge of her duties’. Equally, there was no liability where an ex-employee of a small family firm took one of the company’s directories of customers and suppliers, because he did so with the knowledge and apparent consent of one of the directors.135

11.43 These cases, of legitimate copying for work purposes, seem likely to become increasingly frequent with the widespread use of computers, and shifts in work organization from the factory system to ‘flexible working’. Today, the making of copies and their existence in the employee’s home is as likely an indication of an enthusiastic, hardworking, and loyal employee as it is of an errant one. The logic of Faccenda seems to demand that in such cases, an ex-employee who finds he retains these legitimately made materials on his or her home computer or laptop (or other electronic device), will only be liable if they constitute trade secrets (or their equivalent). As we have already mentioned, some courts will doubtless be tempted to characterize the information as trade secrets, while others will probably try to extend the concept of ‘wrongful copying’ during employment to include the retention of, or failure to delete all confidential information, prior to termination of employment.136 Alternatively, it may be that in these sorts of cases pleas based on infringement of copyright and sui generis database right will become more common: infringement in these cases applying to anyone who reproduces a substantial part of a copyright protected work.137 Given that opening the electronic file will necessarily create a copy of the work or database contained therein, and that if the ex-employee’s act is done for competitive purposes then it is unlikely to fall within an exception, these statutory rights may well offer substantial protection.138

Confidence or fidelity or both?

11.44 Secondly, if the ‘copying/list cases’ do relate to obligations owed during employment, are they based on the breach of the obligation of good faith or that relating to breach of confidence?139 If the basis for liability lies in the implied contractual duty of good faith, then one would expect liability only to arise if there was some evidence of dishonesty or lack of good faith; but, in principle, there would be no need for the information to be confidential. If the basis of liability is breach of confidence, one would expect the court to conduct a rigorous analysis as to whether the content of a particular document was confidential, whether it had been used or disclosed to the detriment of the employer (but not whether there was any conscious bad faith).140

11.45 The early cases are largely put on the basis of ‘fidelity’ rather than ‘confidentiality’. For example, in Lamb v Evans141 the claimant was publisher of a trade directory and employed the defendants (both named Evans) to canvass prospective advertisers in Europe. The Evanses were paid a percentage of the price charged to include the advertisement in the directory, and were required to secure the content of the advert (including the printing blocks). The defendants left (or were planning to leave) the claimant’s service and joined another firm publishing a commercial directory that would compete with that of the claimant. An injunction was sought, restraining the use of materials, in particular printing blocks, which the Evanses had received during their employment with the claimant, but which they retained. The Court of Appeal granted the injunction, all three members of the Court couching the question in terms of the obligations owed by an agent to his principal,142 and Bowen LJ specifically describing such a relationship as a fiduciary one.143 As far as the Court was concerned, when an agent receives material on behalf of his principal, he should not use that same material after the agency has terminated. As the advertisements had been published in the directory, the case could not be interpreted as concerned with confidential information. Lindley LJ said that such ‘use is contrary to the relation which exists between principal and agent. It is contrary to the good faith of the employment, and good faith underlies the whole of an agent’s obligations to his principal’. The clear implication is that there was a breach of the duty of fidelity, by retaining the blocks with a view to using them thereafter. The blocks, he said, were ‘the property of the principal. The principal has, in my judgment, such an interest in them as entitles him to restrain the agent from the use of them except for the purpose for which they were got’. Robb v Green, which purported to follow Lamb v Evans, was also put purely in terms of fidelity,144 and the early technical drawing and form cases were similarly reasoned.145

11.46 These cases, treating the copying as breach of the duty of fidelity, do not focus on the confidentiality of the information itself. In Measures Brothers Ltd v Measures,146 during the course of his seven-year contract, a director had made a copy of a list of the company’s customers, for his own private use, ie for ‘his own purposes quite apart from any business of the company … with a view to using it if and when he should be in a position or should think fit to compete in business with the company’. In due course, once the company had been wound up and his contract terminated, the director sent out circulars soliciting custom from the customers whose names were in the list. Joyce J ordered delivery up of the list. He did not review the confidentiality of the list but instead stated the law more broadly:

no man who is in the employment of another is entitled to use or even take a copy, for his own private purposes, of any document of his employer which comes to his hands or to which he has access in the course of his employment.147 (emphasis added)

11.47 A similar approach seems to have been taken by Peter Smith J in Crowson Fabrics,148 where he found that the copying and retention of these documents which had been ‘done with the intention of benefiting themselves when they set up in their new business’ was a breach of their duty of fidelity.149 This was so ‘irrespective of whether or not the information contained therein was confidential’.150

11.48 In so far as the copying/list cases are couched in terms of the duty of fidelity, it is worth noting its limitations. The most important of these is that the claimant must establish that the copying was not in good faith. This will be so if the purpose of the copying is to promote the employee’s own interests to the obvious detriment of the employer.151 One indicator that this is so is that the employee does the copying in secret—for such behaviour implicitly acknowledges the wrongdoing. But there are many forms of copying that are legitimate, whether explicitly approved of by the employer or not. First, and least significantly, no objection can be taken to incidental copying, such as memorization by a person who happens to have an especially good (‘photographic’) memory. Second, the employee would not lack good faith if the reason he or she copied particular lists or documents was to work more effectively for the employer—for example, when out of the office. As employment arrangements become increasingly spatially fragmented, such scenarios become more and more common. Third, employees will often be entitled to make copies in order to improve their skills, abilities, and reservoir of information. It has long been recognized that an apprentice may need to learn through copying, and that a trainee lawyer may make copies of precedents. Given the remarkable shift in the employment relationship over the last three decades,152 where increasing skills (etc) has become a vital component of virtually all employment relationships, many acts of copying of the employer’s documents probably cannot be said to lack good faith. In some jobs, such as journalism, contact lists may be an essential part of the employee’s own assets.153 Fourth, given the widespread use of email, mobile phones, and social media, such as Facebook and Twitter, it has become increasingly difficult to establish bad faith on the employee’s part where he or she mixes lists of work contacts with personal contacts. These actions take on a completely different tenor from the copying of customer or supplier lists with a view to later competition. According to one authority, an employee will be entitled to copy, prior to leaving, parts of an email directory on an employer’s computer system that are personal and, in some cases, details of other contacts that can be regarded as theirs.154

11.49 The requirement of an absence of good faith will be less significant if the employer is able to establish that the information is confidential (to it), and that the employee was aware of this. If this is the case then an action for breach of confidence should lie. In Bullivant v Ellis,155 the defendant had taken a card index which contained 326 names of consulting engineers, local authorities, and architects of relevance to the claimant’s business as ‘underpinners’ of the foundations of buildings. The defendant, an ex-employee, had used the index to contact engineers he knew to tell them he had set up in competition with his former employer. The defendant claimed that much of the information was readily accessible, but the Court of Appeal was clear that, while the information was not a trade secret, it was confidential.156 The court seems to have been particularly influenced by the fact that the index was a ‘ready and finite compilation of the names and addresses of those who had brought or might bring business to the plaintiffs and who might bring business to them’.157 Such lists are assumed to be confidential without much rigorous interrogation of their contents.158 Sometimes the reasoning in these cases comes close to the assumption that because the defendant engaged in copying, the material must have been original (to the employer) and thus confidential.159 Courts sometimes justify the conclusion that information is confidential by referring to Lord Greene’s dictum in Saltman v Campbell that information is confidential if it is the product of the human brain.160

11.50 But the ‘confidentiality’ of the material may matter, and in cases where it does, the issue warrants careful examination. In WRN Ltd v Ayris,161 for example, the English High Court indicated that it would have rejected a claim to restrain the use of customer cards and an address list based on the ground that those documents contained confidential business information. The reason for this was that the claimant itself publicized the names of its customers, and their contact details, on its website. Although these did not usually specify the names of the individual contacts on the cards, these could be readily identified from the supplier websites. As it appeared that all the names could be retrieved within three-and-a-half hours, the court considered that the level of confidentiality, if any, was de minimis. While the finding in WRN was obiter, the case usefully highlights the fact that the widespread availability of supplier and customer data on the Internet will make it increasingly difficult to establish that lists are confidential merely because their collation would take some time and effort.162

How can breaches during employment justify remedies post-employment?

11.51 Thirdly, if the copying/list cases for the most part concern breaches of the obligation of fidelity operative during employment, can the courts offer remedies that extend to use of the information in the post-employment context? And, if so, on what basis? Of course, if there is a continuing wrong, as where the ex-employee is using trade secrets, the answer is straightforward.163 But, assuming that there is no wrong being committed by using the information, either because the duty of fidelity has come to an end, or the obligation of confidence applies only in its attenuated form to trade secrets as such, the matter is not so simple. Essentially the issue is whether injunctive relief can be used to prevent a person continuing to benefit from a past wrong.

11.52 In relation to pure confidentiality claims, the issue is a controversial one: the authorities (which are reviewed in more detail in Chapters 15 and 18) are divided as to whether it is appropriate for a court to use injunctive relief to prevent the use of information by a confidant which is no longer confidential, because the information lost its confidence as a consequence of the confidant’s wrongful disclosure. The justification for so doing would be to prevent the confidant from continuing to benefit from its past wrongs;164 though a number of judges have expressed the view that restitutionary remedies rather than injunctive relief are really the best way to give effect to that policy.165 In the case of employees, the question arises whether it should make any difference to the analysis that the original breach was a breach of the duty of fidelity, rather than merely the duty of confidence.166 While the authorities are, again, divided in fidelity cases the majority seem to accept that injunctive relief is appropriate to prevent continued use of lists or documents copied in breach of the duty of good faith during employment,167 but are less clear with respect to the question of whether an ex-employee will be ordered to cease dealings with persons who have been contacted using the lists.168

11.53 The question of the documents themselves arose in the cases from the 1890s. In Robb v Green, the remedy awarded included an injunction against continued use of information by the ex-employee after employment had ceased.169 In Louis v Smellie170 the claimant operated a business as a process-server, working on behalf of over 2,000 solicitors and utilizing over 1,000 agents around the United Kingdom. The defendant had worked as a shorthand clerk for eight years when in 1894 he left and set up as a process server on his own behalf. The claimant alleged that the defendant had copied various forms while an employee, which he was now using, as well as the register and index of agents, and sought injunctive relief. Kekewich J found that while the defendant had used various materials, the court could not constrain the defendant from working with agents he had contacted using the illicitly copied materials. Rather, he thought, these acts merely justified a remedy in damages. The claimant appealed. Lindley LJ said the case was ‘one of importance, and it is by no means an easy case’. While the defendant was entitled to set up a rival business,171 he was not entitled to use information which he had learnt while in a ‘confidential relationship’. Agreeing that there was sufficient evidence that the defendant had copied parts of the claimant’s index and register, as well as the forms, he concluded that the court could fashion an injunction relating to any such material that he still retained. The injunction prevented him from ‘making use of any copies or extracts from the claimant’s register of agents, or index, or any memorandum made or obtained by the defendant when in the claimant’s employ relating to any person named in those books or either of them’ and from printing and distributing the claimant’s forms. Lopes and Rigby LJJ agreed.172

11.54 Other cases have gone further and extended injunctive relief to prevent a defendant from entering, or continuing, commercial arrangements that only came into being as a result of the deployment of the illegitimately acquired information. In this form, the interim injunction operates as if it was in support of an express non-solicitation or non-dealing covenant (on which, see Chapter 12). In Bullivant v Ellis,173 for example, Falconer J, at first instance, awarded injunctive relief preventing the defendant from dealing with any person who he had contacted as a consequence of using the list.174 On appeal, the Court limited the duration of the injunction for ‘the period for which the advantage may reasonably’ have been expected to continue (in that case, 12 months), but accepted that this sort of relief is appropriate, even though it interferes with the ability of an ex-employee to contract with third parties. This is because such relief is easier to police than that offered by the Court of Appeal in Robb v Green, which was limited to not using the information that had been wrongfully acquired.175 Nourse LJ stated that nevertheless it was not ‘right for the terms of the injunction to extend beyond the period for which the advantage may reasonably be expected to continue’.176 May LJ, too, offered a note of caution. He observed that ‘the court should be concerned that it does not, in granting such an injunction, give the injured party more protection than he realistically needs and, in particular, discourage or prohibit what in the course of time becomes legitimate competition’.177

11.55 Such an award, however, will not be granted automatically, and a careful review of the facts in each case is required. Courts have emphasized that this sort of relief should only be available where there is a serious prima facie case that the initial breach was serious,178 where it led to an identifiable advantage,179 and where that advantage continues to exist at the date of the hearing.180 Moreover, any order should be limited in duration to the period of the advantage.181 Some of the case law even suggests, by parity of reasoning, that relief should be refused where the practical effect of the injunction goes beyond the advantage that the ex-employee would gain unfairly. In Universal Thermosensors Ltd v Hibben &Ors,182 the claimant manufactured thermocouples and three of its employees left and set up in competition, trading through a company, Thermo Probes Ltd. During the lengthy period when the three were planning to leave, they appropriated documents from their employer, including various customer lists. It was accepted that the defendants were entitled to locate customers they could recollect having dealt with, as long as they obtained details from publicly available sources such as directories, rather than from the claimant’s lists. Consequently, the Court considered it would be wrong to grant injunctive relief preventing the Thermo Probes Ltd from continuing to deal with customers it had contacted even though these contacts had been made illegitimately using the claimant’s lists. Sir Donald Nicholls V-C explained:

Holding back T.P.L. even for a period of six or 12 months from July 1990, would not have the effect simply of restoring the parties to the competitive position they each ought to occupy and that each would have occupied but for the defendants’ misconduct. If it did, such a form of injunction would be fair and just.183

11.56 The status of Universal Thermosensors itself, is rather uncertain, given the factual similarity between it and Bullivant, where this form of relief was regarded as appropriate if time-limited.184 But the sentiment is clear: such relief can be given, but before doing so the court must ensure that such a remedy would be ‘fair and just’. That seems consistent with the Court of Appeal’s concern that such relief not be unduly onerous.185

11.57 In addition to the question of justice, three interrelated policy considerations also indicate that courts should treat this form of relief as the exception rather than the norm. The first is that this relief is the equivalent of enforcing a non-solicitation or non-dealing covenant, and it might be said that anyone seeking such relief should expressly provide for it in the employment contract.186 Secondly, this form of relief, often granted in interim proceedings where evidence is untested, may have oppressive effects, and may deter valuable competition between ex-employees and ex-employers.187 Third, and related, springboard relief sits uneasily alongside the emphasis in the law of restraint of trade and the decision in Faccenda Chicken on the importance of facilitating free competition by ex-employees.188 While the desire of the courts to deter misbehaviour during employment is understandable, courts should also reflect on the effects of such rules on the achievement of socially desirable goals identified by research on the importance of labour mobility in high technology industries.189

Employee’s duty not to compete

11.58 In most circumstances, the employee’s duty of good faith will be breached if the employee engages in competitive activity while still employed. This will particularly be the case where the employee is employed full time and in circumstances where he has responsibilities to further the interests of the employer. It is difficult to conceive of a more egregious instance of breach of such a duty than that presented by the facts of Thomas Marshall v Guinle.190 In this case Guinle was appointed managing director of Marshall, a firm which sourced textiles in Asia and Eastern Europe and supplied them to UK companies, including C&A. Just over 5 years into his 10-year contract, Guinle sought to terminate his employment. Months before his purported termination, Guinle had formed two companies, and, while ostensibly on business for Marshall, had placed orders for the benefit of these companies with Marshall’s suppliers and had sold these goods to Marshall’s customers. Megarry V-C observed that it was ‘impossible to deny that the defendant has been guilty of gross and repeated breaches of his implied obligation to be faithful to the company’.191 While these acts were the proper subject of a damages action, Megarry V-C was clear that, given that the employment contract still subsisted, interim relief should also be granted prohibiting Guinle and his companies from soliciting orders from or otherwise dealing with Marshall’s suppliers or customers.

11.59 The circumstances in which the duty will have been breached are not always as clear as those in Guinle. Two particular scenarios are worth examining. The first concerns ‘spare time’ work and ‘part time’ jobs. The second concerns the precise circumstances in which someone preparing to set up in competition will be taken to breach their duty.

Second jobs/moonlighting

11.60 The implied duty of good faith does not, of itself, mean that an employee may not work in his or her spare time for another employer. There are clearly many people who have two or more part-time jobs, and it would interfere with their fundamental autonomy (as well as the efficiency of the labour market) to impose a duty on every employee not to have more than one job.192 At the same time, the law has made it clear that there are some limits to this proposition that are implied in the notion of loyalty. More specifically, an employee may not work for another in his spare time if this would cause ‘great harm’ to the employer,193 and this would be particularly so if the circumstances were such that the employee might be inclined to breach an obligation of confidentiality.

11.61 The leading case is Hivac Ltd v Park Royal Scientific Instruments Ltd.194 In this case the claimant company made midget valves for hearing aids, and its employees were obliged to work for five-and-a-half days of each week. The defendant company set up in competition and employed five of the claimant’s workers in their spare time. The question before the court was whether to order an interim injunction restraining the defendant company from employing the employees of the claimant firm. The argument was that by working for the defendant company the employees would breach their contracts, and, thus, that the defendant company had wrongfully induced (and if it continued to employ them would continue to induce) those breaches. The Court of Appeal granted the injunction. Lord Greene MR did so primarily on the basis that such action would, on the facts, be a breach of the employee’s duties of fidelity, and, though he was careful to avoid laying down any general principle, the crux of his reasoning seemed to be the proposition that an employee should not be permitted to:

knowingly, deliberately and secretly set himself to do in his spare time something which would inflict great harm on its employer’s business.

11.62 He noted that the action was ‘deliberate and secret’, and that the employees knew what they were doing was ‘morally reprehensible’. Although there was no evidence of any breach of confidence to date, he also said the court could not ignore the possibility that a worker employed doing the same activity for a second employer would find it difficult to resist utilizing any confidential information he or she had acquired in their main employment. Morton LJ gave a concurring judgment, in which he, like Lord Greene, sought to avoid making any general proposition, and instead highlighted a series of factors which indicated that the various employees would be in breach of their duties of fidelity: first, the action of building up the defendant firm would damage the employer’s interests; second, the employees knew they were doing something unethical because they kept their work for the defendant secret; third, the employees were skilled manual workers; and fourth, if the employees had access to confidential information this would be inevitably disclosed to the defendant company. Bucknill LJ agreed.

11.63 Hivac does not imply any general rule that the duty of good faith means that an employee cannot work for another employer in his or her spare time. Rather, whether such activity is a breach depends on the facts, in particular, the role of the employee at the employer’s organization, and the activity in which he is participating in his spare time. In Hivac, there was a breach, because the employers operated in similar fields, and the employees had access to the claimant’s confidential information. In contrast, where an ‘odd job man’ worked in his spare time for a competitor doing something ‘which was not contributing very seriously to any competition’, the Employment Appeal Tribunal affirmed that there was no breach of the employee’s duty (and his dismissal was consequently unfair).195

Preparations to leave

11.64 Frequently, questions of whether there has been a breach of the duty of fidelity arise as a result of actions by the employee in the period when preparing to leave employment. In theory, the duty of fidelity lasts up until the moment employment ceases,196 but the courts recognize that an employee has a certain ‘freedom to prepare for future activities, which the employee plans to undertake, once he has left’.197 The difficulty lies in determining precisely when lawful preparations amount to unlawful competition. In drawing the line the Court of Appeal has acknowledged:

the delicacy of the balance held by the law between two conflicting principles. The court seeks to uphold the obligation of free contracting parties to a contract of service to honour their contractual obligations. On the other hand, the court seeks to respect the rights of servants to advance in their chosen trade and profession, and in this connection to promote their own private interest by changing their employment, and also to promote the public interest by better use of the servants’ personal aptitudes, experience and skill.198

11.65 The principle that the duty of fidelity lasts until employment ceases is classically illustrated by the case of Wessex Dairies Ltd v Smith.199 In that case the defendant was a milkman who had worked for the claimant company for 12 years. According to the report, the defendant then suddenly left, giving one week’s pay in lieu of notice. The claimant suggested that before termination, the defendant had breached his contractual duties. According to Greer LJ, during ‘the last week of service’ when calling on customers the defendant had ‘tried to induce them to become his customers after his employment with the claimants was terminated’. Maugham LJ said that the defendant had on his last day of service, and perhaps previously, informed customers that he was leaving and setting up business for himself, and so would be able to supply them with milk. Whatever the precise facts, the Court unanimously took the view that this behaviour amounted to soliciting the custom of the employer’s customers, while the defendant was still employed. Although he was entitled to solicit the employer’s customers once employment had ceased, and could utilize his skill and knowledge, the implied obligation to protect his master’s interests lasted until his employment came to an end. Consequently, the Court affirmed the decision of Humphreys J, who had awarded the employer £20 in damages.200

11.66 Whether a person’s actions amount to a breach of the duty of fidelity will depend on the facts. Sometimes it has been suggested that there is a distinction between acts that are ‘merely preparatory’ to leaving and competing,201 and acts that go beyond ‘mere preparation’ and thus breach the duty of loyalty.202 But this has recently been said to be an oversimplification: ‘[t]he authorities establish that no such clear line can be drawn between that which is legitimate and that which breaches an employee’s obligations’.203 Rather, what is required is a close examination of the duties owed by the employee to the employer, in particular, so as to identify whether any particular act affects the employee’s capacity to carry out its contractual obligations in good faith. In other words, while usually employees are not prohibited from preparing to compete, there may be circumstances (such as where the employee is involved in developing the employer’s products or services) where even preparations are incompatible with the duty of good faith.

11.67 With this caveat in mind, some examples from the jurisprudence may illuminate the line between what is usually legitimate and what is not. For example, it has been held not to be a breach for an employee, during their notice period, to attend interviews for employment with a competitor, however irksome this may have been for the employer.204 Nor, apparently, would it have been a breach of good faith for two general managers of a bureau de change to plan to establish a bureau for themselves;205 nor for a chemist at a factory making opiate alkaloids to look into how much it would cost to set up in competition.206 Nor was it a breach when two employees who, having formed an intention to set up in competition with the employer, wrote letters inquiring about prices to the companies that supplied the employer’s business (the identity of the suppliers not being regarded as confidential).207 More recently, the Court of Appeal held that an employee who, with a view to setting up in competition to exploit a new design of a fire fighter’s helmet, applied for and received a government award, had not breached his duty of fidelity.208 And other cases have indicated that it might well be legitimate to identify suitable business partners, set up a company, locate suitable premises and equipment, and acquire them before the date of departure.209

11.68 In general, the duty of good faith is breached where the employee actually actively approaches the employer’s customers in the hope of diverting the business to the employee’s prospective business.210 For example, an employee who had contacted a customer whose orders the employer had been unable to fulfil, and obtained from the customer a loan to do some research with a view to manufacturing competing products and supplying the customer, was said to have placed himself ‘well on the wrong side of the line’.211 A breach was also found where the employee proposed to tender for the same contract as his employer (and thus placed himself in direct competition).212 It seems relatively clear, too, that an employee who is preparing to set up in competition must not approach colleagues and ask them to join the new competing business.213 Moreover, an assistant solicitor was held to breach his duty of fidelity when he accepted an offer from his employer’s chief client to leave the employer and go and work for the client, the court taking the view that the employee’s duty of fidelity required him to inform the employer that the client was dissatisfied rather than take personal advantage of that dissatisfaction.214 That case may be thought a little harsh.

11.69 As already indicated, directors and other fiduciaries are placed under additional obligations. This means that it is more likely that preparatory acts will be treated as breaches. In British Midland Tool Ltd v Midland International Tooling Ltd,215 Hart J went as far as to indicate that:

A director who wishes to engage in a competing business and not to disclose his intentions to the company ought, in my judgment, to resign his office as soon as his intention has been irrevocably formed and he has launched himself in the actual taking of preparatory steps.216

11.70 However, a more nuanced approach was advocated by Etherton J in Shepherd Investments Ltd v Walters.217 There he suggested that ‘the precise point at which preparations for the establishment of a competing business by a director become unlawful will turn on the actual facts of any particular case’. While it is easy to identify ends of the spectrum where acts are legitimate (such as deciding to set up) or illegitimate (such as actually carrying on trade in competition), between the extremes the matter is highly fact sensitive. Therefore he suggested that Hart J’s ‘irrevocable intention’ test might be ‘too prescriptive’.218

Employee’s duty of disclosure

11.71 It seems clear that the implied duty of good faith will sometimes impose a positive duty to disclose information to the employer. What is much less clear is when those duties arise, and to what extent they are linked to primary obligations.219 Once again, it is a fact-specific inquiry.220

Inventions

11.72 If an employee creates an invention during employment (in circumstances where, under section 39 of the Patents Act 1977,221 the employer will be entitled to the ‘invention’), does the duty of good faith require them to disclose the invention to the employer? Of course, many express contractual terms require this. Moreover, some of the case law at common law seemed to suggest that the secret patenting of such an invention by the employee would be a breach of their duty of fidelity.222 But the existence of a duty on an employee not to patent the invention him or herself is conceptually distinct from a positive obligation to disclose the invention. If an employee invented an invention that belonged to the employer, but withheld details from the employer until a third party independently created and patented the same invention, would the employer be able to bring an action for damage for breach of the duty of fidelity?

11.73 Some support for such a positive duty might be found in the Court of Appeal decision in British Celanese Ltd v Moncrieff,223 where it was held that where an inventor made an invention in the course of employment to which his employer was entitled, he was required, despite a termination agreement, to continue to assist the employer in gaining patents (as had been made clear under the express terms of the contract that was operative prior to the termination agreement). The case implies a continuing duty of cooperation which could conceivably be more robust in character during employment. However, other case law suggests there is no such implied duty to disclose information to the employer. In British Syphon Co Ltd v Homewood,224 where the High Court ordered the assignment of the former employee’s patent application and an injunction against disclosure of information to third parties prior to the publication of the specification, the order that the ex-employee ‘disclose to them forthwith full information about the invention and application’ was refused (though the reasons are not discussed).225

11.74 Certainly, there does not appear to be any obligation to disclose inventions created in the course of employment, where the employee is not employed to invent (and the employer would thus not be entitled to any patent granted for such invention). In Prout v British Gas plc226 the claimant, an employee of the defendants, had an idea for an improved bracket for attaching warning lamps securely to the fences that surround roadworks. Judge Ford observed that the employer ‘had no right to the information under the contract of employment … since making inventions was no part of his duties …’. Equally, there is no duty on the part of employees to disclose to their employer inventions that they create in their spare time. In Electrolux Ltd v Hudson and Others227 it was argued that the defendant, a storekeeper, should have disclosed to his employer details of an invention he and his wife had developed at home in the evening, because the exploitation of the invention could damage the employer’s business. The employer sold, inter alia, vacuum cleaners which required users to purchase replacement bags of a particular construction. The defendant and his wife developed an adaptor for the vacuum cleaner that would enable customers to avoid using the employer’s expensive bags. Nevertheless, Whitford J rejected the claimant’s argument that the implied duty of fidelity included a specific obligation ‘not to take part in activities harmful to his employers’. He found no basis for this obligation in the case law.

Opportunities

11.75 If an employee discovers a business opportunity that would interest his or her employer, does the implied duty of fidelity require that he or she disclose the opportunity to the employer? It is well known that a fiduciary who takes advantage of a corporate opportunity for himself, and in so doing places himself in a position where his duty and interest conflict, and is liable to have any profit stripped.228 But, could an employee incur liability for losses even if he did not appropriate the opportunity for himself?

11.76 Some cases seem to suggest that a positive duty to disclose the opportunity to the company may exist. In Cranleigh Precision Engineering Ltd v Bryant and Anor229 the defendant had been managing director of the claimant. In that capacity he had developed an idea for a swimming pool, and had, through the claimant’s patent agents, submitted a specification (though this did not proceed to publication). A proposed contract had specified that ‘all inventions or patents that he may make or obtain during the period of his service with the company shall belong to the company’. In 1962, the Patent Office informed Cranleigh’s patent agent, who in turn told Bryant, that an existing patent, known as the Bischoff patent, existed in relation to a similar invention. Bryant did not disclose this to anyone else at the claimants. Later in 1963, relations between Cranleigh and Bryant deteriorated, and Bryant left Cranleigh’s employment to set up his own firm to compete in the manufacture of swimming pools. In response to Cranleigh commencing an action against him, Bryant sought out and purchased the Bischoff patent and commenced proceedings against Cranleigh for infringement. Cranleigh claimed that the acquisition of the patent took advantage of confidential information and sought injunctive relief against Bryant. Bryant claimed the information was in the public domain. Finding for Cranleigh, Roskill J held that Bryant should have informed Cranleigh of the existence of the patent:

I have no doubt that Bryant acted in grave dereliction of his duty to the plaintiffs in concealing from the plaintiffs’ board the information which he received from the plaintiffs’ patent agents, and in taking no steps whatsoever to protect the plaintiffs against the possible consequences of the existence and publication of the Bischoff patent.230

The judge went on to treat the purchase of the patent as a wrongful use of Cranleigh’s confidential information, namely the information about the significance of the Bischoff patent for Cranleigh’s business.231

11.77 Roskill J reiterated this view in Industrial Developments Consultants Ltd v Cooley.232 The plaintiffs, IDC, a construction company, appointed the defendant, an architect, as managing director in the hope of obtaining certain large contracts from a gas supply body, the EGB. The initial attempts by the claimants proved unsuccessful, but the defendant was approached in his private capacity. While still an employee, he met with the EGB, and discovered that it had plans to commission constructions in the short term, and the likely size of the projects. Although this was information that the judge stated the claimant would have wanted to know, the defendant did not reveal it, but instead obtained release from them and obtained the contracts himself.

11.78 Roskill J observed that:233

Information which came to him while he was managing director and which was of concern to the plaintiffs and was relevant for the plaintiffs to know, was information which it was his duty to pass on to the plaintiffs because between himself and the plaintiffs a fiduciary relationship existed.

The defendant was ordered to account for profit that resulted from his placing himself in this position where his duty and interest conflicted.

11.79 These cases are suggestive of a duty of disclosure of business opportunities, but are a long way short of conclusively establishing such a duty. First, it is worth observing that both cases involved appropriation of the opportunity, leaving it unclear whether the court would have found there to be some breach merely by virtue of non-disclosure. Both cases are consistent with the orthodox propositions that a fiduciary is under a duty not to appropriate a maturing business opportunity without giving full disclosure and gaining full consent from his or her principal,234 as with the much less orthodox view that there is a duty on a fiduciary to disclose business opportunities that might be of interest to the principal. Secondly, both cases concern matters that are of very clear relevance to the principal’s business—indeed, in IDC v Cooley the company had been trying to win contracts of precisely the kind offered to the defendant. At best, the cases point to a very narrow obligation to disclose to a principal information relating to matters in which the principal had already demonstrated a concrete interest. Finally, there is little indication that such a duty would extend to employees whose position did not amount to a fiduciary one. Indeed, in Nottingham University v Fishel235 the High Court rejected an argument that Fishel, a University employee was, as a result of the ‘duty of loyalty and good faith’, obliged to inform his employer that he was being paid for outside work in breach of contract.

Misdeeds

11.80 The issue of an employee’s duty of disclosure to the employer has arisen most commonly in case law where an employer seeks repayment of some benefit conferred on the ex-employee which was made at a time when the employer was unaware that the employee had been in breach of contract.236 The relevant benefit might be a termination payment (a so-called ‘golden handshake’) or pension entitlement that is paid at the employer’s expense. In such circumstances,237 whether there is a ‘unilateral mistake’ is said to depend upon whether the employee had, at the time the benefit was conferred, a duty to disclose the breach to the employer.

11.81 In the leading House of Lords decision, in Bell v Lever Bros Ltd,238 Bell and Snelling had been employed by Lever Bros to manage a West African subsidiary company, Niger, dealing in products such as cocoa. While doing so, both Bell and Snelling entered into some secret (if relatively insignificant in terms of value) transactions on their own behalf and were thus said to have breached their duties. When Lever Bros arranged the amalgamation of Niger with another company, the employment of Bell and Snelling was brought to an end (two years prematurely) and each was given a very substantial payment, both in recognition of their ‘exceptional service’ and ‘in full satisfaction and discharge of all claims’. At this time Lever knew nothing about the secret cocoa dealings. When, a few months later, inquiries were made as to the transactions, Bell admitted them to Lever, which brought an action to recover the payments. By a majority of 3–2, the House of Lords ruled that Lever Bros were not entitled to rely on unilateral mistake because neither employee owed any duty to disclose the transactions. Lord Atkin and Lord Thankerton indicated that no such duty of disclosure on the part of a servant to ‘disclose his past faults’ existed, Lord Atkin famously picking examples of a butler taking a secret commission and a cook pilfering tea and sugar.239 Neither, he said, owed a duty to disclose their wrongdoing unless questioned about it by his master. Any such duty would be ‘a departure from the ordinary usage of mankind’. Lord Blaneborough reached the same conclusion, but on a different basis, though he indicated that he also supported the reasoning of Lords Atkin and Thankerton.240 Lord Warrington of Clyffe (with whom Viscount Hailsham agreed) dissented, arguing that the termination agreement was a product of mutual mistake. In so holding, however, he specifically declined to offer a view on the question of whether Bell and Snelling ‘were under an obligation as servants to disclose … their breaches of the service agreements’.241

11.82 Bell v Lever Bros has, of course, been a subject of much discussion over the subsequent decades,242 and substantial qualification.243 Three factors, in particular, may lead to the conclusion that the employee in fact owes a duty to disclose wrongdoing: where the wrongdoing is not by the employee but by another party; where the wrongdoing is especially serious or fraudulent; and whether the employee occupies a fiduciary position.

11.83 The distinction between a duty to disclose one’s own misconduct, and a duty to disclose details of the misconduct of fellow employees (or other threats to the employer) is now widely accepted, but emerged within a few years of the decision in Bell. In Swain v West (Butchers) Ltd,244 Swain had been the manager of West’s. The managing director gave Swain unlawful instructions to pass off non-Empire-originating meat as ‘Empire beef’, which Swain carried out. When this was discovered, the Chairman promised Swain that he could keep his job if he revealed details of the managing director’s wrongdoing. Swain did so, but was nevertheless dismissed. When Swain brought an action for breach of contract, the defendant argued that there was no consideration for its promise, because Swain was under a duty to disclose the managing director’s actions in any case. The Court of Appeal agreed. Bell v Lever Bros was said by Greer LJ to have ‘nothing whatever to do with the decision in this case’.245

11.84 A second factor mitigating against the application of Bell v Lever Bros relates to the fraudulence of the wrongdoing. In Sybron Corp v Rochem Ltd246 the employer sought to terminate two life assurance policies and reclaim a lump sum that had been paid to its former employee, Roques, on his retirement. Sybron had later discovered that Roques had participated in a fraudulent conspiracy with other employees, including acting in competition with Sybron during his employment via Rochem Ltd. At first instance, Walton J had found for the claimants and the Court of Appeal affirmed (having only heard the submissions of counsel for the appellant, Roques). Although Stephenson LJ reasoned very much on the distinction between reporting one’s own misconduct and that of reporting others, the other members of the Court of Appeal emphasized the significance of the fact that Roques was a participant in a fraudulent conspiracy. Fox LJ, agreeing that whether there was a duty depends ‘upon all the circumstances of the case’, noted that ‘the important circumstances in the present case are that Mr Roques was in a senior executive position in the group and that there was a continuing fraud by the employees against the company, of which he was well aware’.247 In contrast to Bell, the case concerned continuing breaches of duty: ‘by any test of general commercial usage a man in such a position must have been under a duty to report to his superiors upon the continuing malpractices of the servants of the company, who were engaged in fraudulent activities designed to maraud the assets of the company’.248 Kerr LJ, also agreeing, doubted whether Bell v Lever Bros applied at all in cases of fraud.249

11.85 A third factor that may lead to the conclusion that a duty to disclose misconduct exists relates to the status of the employee.250 In the case of a director or fiduciary, a duty to disclose misconduct may arise as part of the fiduciary duty ‘to act in what he in good faith considers to be in the best interests of the company’.251 In Item Software,252 the claimant distributed software products, and, having set up his own company (RAMS), the defendant had tried to persuade one of the claimant’s main customers, Isograph, to do business with RAMS rather than Item. In fact, Isograph decided to deal with neither party. The claimant alleged that as a director, Fassihi should have disclosed his misconduct to the company, and sought damages for breach of fiduciary duty that he owed as a director of Item. The Court of Appeal agreed. Arden LJ found that Bell v Lever Bros did not apply to directors,253 and that the director’s fiduciary duty in this case required that he disclose his misconduct. Importantly, Arden LJ did not claim that there was a distinct duty on a director to disclose his or her misconduct, but rather emphasized that such an obligation could arise out of the general duty ‘to act in what he in good faith considers to be the best interests of his company’.254

Business threats

11.86 Some courts appear to recognize an obligation on the employee to disclose to the employer any threat to its interests. Thus, in the context of broking, Jack J has held that where a competitor approaches the head of a section of the employer’s firm with the view of recruiting the whole section, then he ‘is obliged to inform his employer that the rival company is seeking to recruit the desk’.255 However, the duty cannot extend to every threat, whatever its nature. Perhaps such a duty is limited to the disclosure of any illegal threat to the viability of a significant part of the employer’s business.

C. Limits to Express and Implied Obligations

11.87 There are, of course, limits even to the express obligations that an employer can impose on an employee during employment.

Restraint of trade

11.88 Although clauses operative during employment will not normally be scrutinized to ensure they comply with the restraint of trade doctrine,256 some such clauses may raise restraint of trade concerns, particularly if they are seen as capable of being enforced in an ‘oppressive’ manner or likely to ‘sterilize’ a person’s capacity to work. Commentators have therefore speculated that a clause prohibiting an employee from working for others might raise issues relating to restraint of trade, especially where the employee was taken on in a part-time capacity.257 Such a clause would then seem to be directed at sterilizing the part-time employee’s capacity to work, and would need to be justified as reasonably necessary to protect the employee’s legitimate interests. In Hivac v Park Royal,258 which, as we have seen, concerned implied duties, Lord Greene MR seemed to imply that the doctrine of restraint of trade could apply, when he referred to the ‘right of the workman, particularly a manual workman, to make use of his leisure for his profit’.259 That same case also indicated the sorts of interest that might justify a restraint: if working for another employer in one’s spare time would be very likely to lead to the revelation of the confidential information of one employer to another, or to compromise the ability of the employee to act as required by his employment (by giving rise to potential conflicts of interest), then a proportionately formulated restraint would be justified.

11.89 It is not clear whether a contractual obligation to disclose any intention to compete with the employer would be regarded as an unenforceable restraint of trade. The case law on the implied duty to disclose such an intention, we have seen, distinguishes between those in fiduciary and non-fiduciary positions. It seems implicit in these decisions that the doctrine of restraint might invalidate such a clause, were it expressly undertaken by a non-fiduciary employee. In Tullett Prebon v BGC, Jack J stated that an express duty on an employee to disclose the fact that a competitor has approached him is not a term that constitutes a restraint of trade.260

Patents Act 1977

11.90 Provisions in employment agreements relating to ownership of inventions (for example, rendering the employer owner of ‘any invention created by the employee’) will need to be scrutinized in the light of the special provisions relating to the ownership of inventions contained in the Patents Act 1977. These provisions deal with inventions (and thus the right to apply for a patent), not simply ownership of patents that are granted. The provisions cover all inventions, whether or not they are patentable (ie whether they are new, non-obvious, or industrially applicable.) Sub-patentable ‘inventions’ are thus included.261 The provisions are rather technical, but in essence ownership is granted to the employer in cases where the invention was created in the course of the employee’s duties, and the particular employee was employed to invent, or was specially directed to invent, or owed a special duty to the employer.262 Sections 40 and 41, which apply only where the invention has been patented, contain provisions entitling an employee to ‘compensation’ from the employer in certain cases where exploitation of the invention and/or patent have proved particularly lucrative, or the employee’s remuneration has been inadequate.

11.91 While these provisions are reviewed in detail in various guides to the Patents Act 1977,263 they are significant for us in that the statute constrains the possible operation of express or implied obligations. Implied obligations are excluded from any role in the allocation of ownership under section 39(1) which is stated to operate ‘[n]otwithstanding anything in any rule of law.’ Moreover, section 42(1)–(3) prevents variations to the statutory scheme which ‘diminish the employee’s rights in inventions’, while simultaneously preserving duties of confidentiality owed by the employee to the employer.264

11.92 It is not entirely clear what clauses will be regarded as ‘diminishing the employee’s rights in inventions’. Clearly, this would cover any contract giving the employer ownership outside the specified circumstances in section 39,265 or agreeing to forego remuneration to which the employee is entitled under section 40.266 Section 130 clarifies that ‘right’, in relation to a patent or patent application, includes ‘an interest’ therein or a ‘share’ in the patent. But, the question has been raised, whether the section might invalidate an express obligation to disclose an invention to a person’s employer, or an obligation to offer the employer first refusal on use of the invention.267 In our view, an obligation to disclose an invention, at least if subject to duties of confidentiality binding the employer, would not diminish the employee’s rights in the invention since he would not be prejudiced in his ability to apply for a patent or otherwise exploit the invention. However, conferring on the employer an option or even a right of pre-emption would do so, since this is carved out of the rights which a patent would confer on the inventor.

11.93 The rule against diminishing the rights of the employee is qualified by a further provision preserving ‘any duty of confidentiality’. Consequently, where the invention is owned by the employer, a standard duty of confidentiality on the employee, for example, prohibiting disclosure of the invention, remains enforceable. Where ownership of the invention vests in the employee, however, the effect of the obligation of confidence might be to prevent the employee applying for a patent. If the making of the patent application would involve any use of confidential information belonging to the employer, and its publication would amount to a disclosure to the detriment of the employer, then an injunction would seem appropriate.268 In practice, the employee’s ownership of the invention and the obligation of confidence would force the parties to bargain over acceptable terms for patenting of the improvement and its exploitation.

11.94 Although section 42(2) preserves duties of confidentiality, it says nothing of the broader range of duties that might bind an employee (whether express, or implied, such as the duty of ‘good faith’ (or fidelity), fiduciary duties, or the obligation of mutual trust and confidence). Case law prior to the 1977 Act seemed to indicate a rather seamless interrelationship between common law provisions on ownership and fidelity. More specifically, the case law suggested that if ownership of an invention made by an employee would place him in a position where his interest and duty were in conflict, then the court would be likely to regard the ownership of the invention as belonging to the employer.269 For example, in British Syphon Co Ltd v Homewood270 the defendant who had been the chief technician for the claimant company, which manufactured soda siphons, had developed a new, low pressure, dispensing device which he patented (before leaving the claimant and joining a rival). The claimant sought assignment of the invention. Although at the time he made the invention there was no express clause in the contract, subsequently the employment contract provided that he was entitled to keep for himself anything he invented. Roxburgh J took the view that the case did not fall within existing authorities concerning implied ownership of inventions, but concluded that the defendant’s ownership would be inconsistent with the implied duty of good faith. Given that the defendant was employed to advise the claimant from time to time on technical matters, ‘he has a duty not to put himself in a position in which he may have personal reasons for not giving his employer the best advice which it is his duty to give if and when asked to give it’. The capacity of the employee to have an interest in the invention was inconsistent with his ability to give such advice appropriately. Roxburgh J concluded that the invention must be held in equity to be the property of the employer.

11.95 Once again, it is difficult to see how the implied duties could be problematic where it is the employer who is entitled to the invention under section 39. But, as with the confidentiality, there may be a tension between the provisions on employee ownership and the duties of the employee. However, in such cases the statutory scheme seems clear: ownership is allocated under section 39 ‘[n]otwithstanding anything in any rule of law’, so merely applying for a patent and owning it cannot amount to a breach of the duty of fidelity owed to the employer. Nevertheless, when it comes to exploitation of the patent, the employee’s duties may be implicated. Section 40(2) only prohibits terms which ‘diminish the employee’s rights’, rather than limits the exercise of their powers or freedom. The duty of good faith might at least mean that, if the employee remains with the employer, he must not exploit the patent in a way that harms the interests of the employer.271

The public interest defence

11.96 A third source of limitations to the express contractual provisions in an employment contract are the general principles relating to disclosures in the public interest.272 As noted elsewhere,273 the early cases exempted persons from liability for breach of confidence where the subject matter of the confidential information was ‘iniquity’ or wrongdoing, but in the last four decades the exemption has broadened to encompass any disclosure in the public interest. Many of the key cases concerned exemptions from the express or implied obligations of confidentiality owed by employees to their employers or former employers.274 In some cases where express obligations existed, the courts initially characterized the exemption as based on the proposition that contracts that purported to prohibit wrongdoing are illegal or contrary to public policy.275 But latterly it seems to have been accepted that the shoe-horning of the public interest defence into the logic of contract in this way is unnecessary, and that the public interest defence (at least in the context of confidentiality) justifies, or provides a defence, to breach of contract.276

Public Interest Disclosure Act

11.97 Various provisions to protect ‘whistleblowers’ were introduced into the Employment Rights Act 1996 by the Public Interest Disclosure Act 1998 (PIDA).277 The Act indicates that:

[a]ny provision in an agreement to which this section applies is void in so far as it purports to preclude the worker from making a protected disclosure.278

11.98 A protected disclosure is one made by a worker to a relevant recipient (such as an employer or legal adviser) and which reveals certain forms of information relating to ‘a relevant failure’ (for example, that a crime is being committed, a miscarriage of justice has occurred, or the environment is likely to be damaged).279 Consequently, any contractual duty of confidence, which on its face operates to restrict disclosure of all confidential information, does not apply to disclosures that are of a relevant type and which the employee wishes to reveal in one of the specified ways.280 In many cases, in fact, contractual (and equitable) obligations of confidence would give way to the public interest defence (as now interpreted in the light of Article 10 of the European Convention on Human Rights (ECHR)). For the most part, the ‘traditional’ public interest defence has the capacity to cover a broader range of disclosures than those that count as ‘protected disclosures’ under PIDA. But this will not always be so, and as Lord Nicholls has explained, ‘[t]he “whistleblower” provisions were intended to give additional protection to employees’. Consequently, there may be circumstances where an employee will be able to avoid liability by relying on this provision, rather than the traditional defence.

Equality Act 2010

11.99 The operation of confidentiality clauses is also affected by the Equality Act 2010, which builds on the work Equal Pay Act 1970 in an attempt to ensure women, and other identified groups, are able to claim equal pay for equivalent work.281 Despite such legal intervention, at the turn of the millennium it was estimated that women in full paid work received almost a fifth less than men. Although there were undoubtedly many reasons for this, one of the obstacles to the effective use of the 1970 Act was identified as ‘pay secrecy’. In short, if one person could not know what another was paid, they would be unlikely to take action to challenge any discriminatory practice. Secrecy over pay enabled the perpetuation of inequalities. According to a survey by the Equal Opportunities Commission (EOC) in 2003, over 20 per cent of employees were subject to so called ‘gagging clauses’, that is, restrictions on disclosure of details of their salary to co-workers.282 The EOC argued that such clauses reinforced the ‘culture of secrecy’ over pay that had held back progress in removing inequality in the years since the EPA came into operation, and towards the end of its time in office the Labour Government decided to act.283

11.100 Section 77 of the Equality Act 2010, which was brought into force as of 1 October 2010,284 renders confidentiality clauses that prevent voluntary discussion of one’s pay, and relevant employment conditions, to be ‘unenforceable’. Section 77(1) seeks to remove restrictions on disclosure, whereas sub-section 2, renders unenforceable prohibitions on making inquiries for such information. More specifically, section 77(1) provides that:

A term of a person’s work that purports to prevent or restrict the person (P) from disclosing or seeking to disclose information about the terms of P’s work is unenforceable against P in so far as P makes or seeks to make a relevant pay disclosure.

11.101 Sub-section 2 declares that:

A term of a person’s work that purports to prevent or restrict the person (P) from seeking disclosure of information from a colleague about the terms of the colleague’s work is unenforceable against P in so far as P seeks a relevant pay disclosure from the colleague; and ‘colleague’ includes a former colleague in relation to the work in question.

The effect is that people can, should they wish, ask their colleagues how much they get paid, and, if asked, reveal the details of their own pay. Moreover they can reveal the information to third parties, such as union representatives, who might be reviewing their pay. Although the unenforceability of such clauses applies only in so far as they prevent ‘relevant pay disclosures’, this does not imply that the only information that can be revealed relates to pay itself. Obviously, in assessing whether work is equivalent, the terms and practices of employment are also important. This is given effect to in sub-section 3, which defines a ‘relevant pay disclosure’ as a disclosure which is made ‘for the purpose of enabling the person who makes it, or the person to whom it is made, to find out whether or to what extent there is, in relation to the work in question, a connection between pay and having (or not having) a particular protected characteristic’. Moreover, and in contrast to the Equal Pay Act, the concern is not merely with the gender pay gap. The various ‘protected characteristics’ are defined in section 4 of the act, as those relating to age; disability; gender reassignment; marriage and civil partnership; pregnancy and maternity; race; religion or belief; sex; and sexual orientation.

11.102 If the Equality Act changes attitudes to secrecy in relation to the disclosure of information about employment conditions, there may well be social benefits that go beyond fairness. There is a school of thought that the availability of such information will enable employees to make better decisions about their potential employers. Indeed, at least one commentator has suggested that the recognition of employee’s freedom to disclose such information has been one of many factors leading to the success of Silicon Valley.285

D. Garden Leave

11.103 As mentioned, employers frequently seek to take advantage of the differences in the legal treatment of ‘employees’ and ‘ex-employees’ by seeking to retain employees for a certain period after their resignation.286 This practice, which is usually traced back to the decision in Evening Standard v Henderson,287 the validity of which was confirmed by the Court of Appeal in Provident v Hayward,288 typically requires the provision of lengthy notice periods, during which a resigning employee is retained on the company’s books, paid, but is required not to attend the workplace. The assumption informing the use of such clauses is that they are effective to create a period during which the employee continues to be bound by the express terms of contract, free from the limiting effects of the doctrine of restraint of trade (discussed in the next chapter).289 Moreover, in so far as such obligations flow inexorably from the status of being an employee, one might expect duties of good faith (loyalty and fidelity) to continue to operate during this period. Alert to the increasing use of such clauses,290 the courts have raised doubts over whether such assumptions are, in fact, warranted.291 Of course, even without these legal advantages, the practical effect of such clauses may afford employers significant protection (while some employees may even welcome the opportunity of a period of pay unaccompanied by work obligations).292

Express provision for garden leave

11.104 In general, before an employer can ask an employee who has given notice to take ‘garden leave’, there must be an express term to that effect. In the absence of such a provision, there is a danger that that the employer will commit a repudiatory breach. If the employer is under a duty to provide the employee with work during the notice period,293 an employer who places an employee on garden leave will breach the contract, and the employee will no longer have to comply with the notice periods.294 Whether such an obligation exists depends on construction of the contract.295 However, even if such an obligation exists, it can be negated by an express term stating that they are under no obligation to provide the employee with work during notice periods.296 Having said this, the specific circumstance may provide an employer with a legitimate reason to prevent an employee from coming to work: in a case where an employer suspects that an employee has behaved wrongfully and with a view to profit prior to giving notice, it will be legitimate for the employer to refuse to allow the employee to come to work but nevertheless enforce the notice period. This is because the employee’s so-called ‘right to work’ is ‘subject to the qualification that they have not, as a result of some prior breach of contract or other duty, demonstrated in a serious way that they are not ready or willing to work, or, to put it another way, that they have not rendered it impossible or reasonably impracticable for the employer to provide work’.297

The duty of good faith

11.105 An employer who wishes to ensure that the employee does not compete, or make serious preparations to compete, solicit customers, or approach fellow employees during a period of garden leave needs to make this explicit both in the contract and at the time the employee is placed on garden leave.298 Absent such a provision, there are reasons to doubts whether the implied duty of good faith or, in so far as it differs, the duty of trust and confidence applies during the period of garden leave. The issue is a controversial one.

11.106 The orthodox position, supported by a number of commentators,299 is that the duty of good faith does apply during garden leave. The duty of fidelity, it is reasoned, applies during the term of the contract and ceases immediately on its end. The duty applies during the notice period, and thus also during garden leave. In one of the early decisions on garden leave, Provident v Hayward, Dillon LJ considered the contention made on behalf of the defendant that the court had no power to enforce a narrower prohibition on an employee during garden leave than that set out in the contract. Rejecting this suggestion, he observed: ‘The lesser form of relief suggested, not to work during the continuance of the service agreement for specified rivals or rivals generally, if there were no express contract not to do so in the service agreement, could still be restrained as a breach of the employee’s obligation of good faith’.300 Clearly, the Court of Appeal assumed the duty of good faith applied during garden leave. A number of other High Court decisions seem to have shared this assumption.301

11.107 In contrast, some see the duty of good faith as based not on the subsistence of the contract of employment but on the employment relationship. That relationship involves each party behaving in good faith. Placing an employee on garden leave is a precautionary measure that suggests the employer no longer has any confidence in the employee, and thus it might be questioned why it should be supposed the employee should continue to owe any such duty. Lord Scott of Foscote, when he sat in the High Court, offered this view.302 First, in Balston v Headline Filters Scott J said he doubted whether the duty of fidelity would apply with ‘full force’ to persons on garden leave.303 Then, in Symbian v Christiansen304 he offered a more categorical proposition. In this case, Scott V-C considered whether to award interim injunctive relief to prevent an employee of Symbian’s working for a competitor, Microsoft, during the six-month notice period. Drawing upon the distinction between the ‘contract of employment’ and the employment ‘relationship’, he observed that:

What a garden leave notice does is, in effect, to put an end to that relationship. It does not put an end to the contractual relationship. It is expressed to continue for so long as the notice period terminating the contract continues. But since the garden leave not only requires the employee not to attend for work, but forbids him to attend for work, not only absolves him from not carrying out employment duties, but forbids him to take any part in the work of his employer or to enter upon his employer’s premises … it seems to me that it fundamentally and irretrievably undermines the employment relationship between the parties. The contractual relationship continues but the employment relationship is destroyed, by the garden leave notice. I do not think that thereafter there can subsist any implied obligation of good faith and fidelity between the parties.

11.108 The Vice-Chancellor proceeded, then, to determine the issues by reference only to express covenants in Christiansen’s contract with Symbian, covenants which were regarded as binding during the garden leave period. On appeal,305 Morritt LJ affirmed the Vice-Chancellor’s reasoning on the express restrictions, without analysing the validity of his observations on the duty of fidelity.306

Restraint of trade

11.109 Are garden leave provisions subject to the doctrine of restraint of trade? During the nineteenth century, there was some consideration of the application of the doctrine of restraint of trade during employment. If a lengthy employment contract enabled the employer to prevent the employee working, while not requiring the employer to provide the employee with work, the contract might have been regarded as being in restraint of trade.307 In practice, courts avoided such consequences, finding employers to be under implied duties to provide work.308 As long as there was mutuality, and hence consideration, such contracts were enforceable whatever their duration. However, as employment contracts became shorter, the issue of whether there was a restraint of trade came primarily to be associated with restrictions extending beyond employment. And the assumption developed that the doctrine had no application during the employment period. Thus, in 1950 one leading commentary confidently exclaimed that the ‘doctrine has no application to restrictions upon a servant’s activities during the currency of his service; a master is entitled to bargain for the exclusive services of his servant’.309 If this remains correct, the doctrine would have no relevance to ‘garden leave’.

11.110 However, subsequent cases have suggested that a court might well review the garden leave clause itself by reference to the doctrine of restraint of trade. In Symbian v Christensen,310 Christensen was employed as executive vice-president of the sales and marketing division of Symbian, a company involved in developing software for a new generation of mobile phones. His contract included an express clause precluding other employment during the term of the agreement.311 Christensen wished to join Microsoft, saying that he would not be competing (but would be working selling server software) and offering undertakings, but Symbian sought to enforce the garden leave provision. Scott V-C granted an injunction for six months, as against employment with Microsoft, and Christensen sought leave to appeal. Morritt LJ, declining leave, affirmed the Vice-Chancellor’s reasoning. He held that during the garden leave term the employee was bound by the terms of the contract, including that prohibiting him being engaged in any other business, though this fell to be scrutinized under restraint of trade doctrine.312 Although the doctrine applied, the Court of Appeal had no doubt that the clause was justifiable. However, it agreed with Scott V-C’s decision to limit the scope of injunctive relief to what was reasonable at that time. He had identified Symbian’s ‘genuine’ and legitimate interests in confidential information, and indicated that full enforcement of the restriction would go further than was required to protect those interests. Instead a restriction from being employed by Miscrosoft ‘would serve a genuine and legitimate interest of Symbian’s. It would provide Symbian with a legitimate degree of protection which would not, in my judgment, be vulnerable as being an unreasonable restraint of trade’.

Injunctive relief

11.111 Even if a valid garden leave clause is in place, it does not follow that a court will enforce that clause by way of injunction. As is well known, courts will not specifically enforce contracts for personal services,313 and equally will not enforce negative covenants where to do so would have a similar effect of forcing an employee to work for his employer or ‘starve or be idle’.314 Nevertheless, where an employer undertakes to pay the employee during the period for which relief is sought, it is clear that the court will consider injunctive relief enforcing such contracts.315

11.112 However, the Court will exercise its discretion to limit injunctive relief so as to accommodate considerations normally taken into account in determining whether a post-employment covenant is unenforceable as an unreasonable restraint of trade. Indeed in William Hill Organisation v Tucker316 Morritt LJ explained, albeit in obiter dicta,317 that:

the reported cases dealing with the court’s approach to the grant of injunctions in this field show that if injunctive relief is sought then it has to be justified on similar grounds to those necessary to the validity of an employee’s covenant in restraint of trade. It seems to me that the court should be careful not to grant interlocutory relief to enforce a garden leave clause to any greater extent than would be covered by a justifiable covenant in restraint of trade previously entered into by an employee.

11.113 Even if the courts take into account the doctrine of restraint of trade when exercising their discretion as to whether to grant injunctive relief in garden leave cases, they show more flexibility (and frequently appear more sympathetic to the plight of the employer) than in post-employment cases.318 First, the courts will apply a broad obligation to the extent they regard as justified by the legitimate interests of the employer,319 whereas, under the doctrine of restraint of trade, a court is not permitted to read down an overly broad obligation (though it may, in appropriate cases, utilize a ‘blue-pencil’ to sever unreasonable components from an otherwise justifiable obligation). So, for example, a six-month garden leave clause may be regarded as reasonable for three months, and enforced accordingly.320 And a clause requiring the employee not to have an interest in any other business might be enforced to the extent that it prevents the employer working for or advising a competitor of the employer, because such a restriction would ‘serve a genuine and legitimate interest of’ the employer.321 Second, it seems clear that the Court will take into account the levels of consideration which the employee receives, whereas adequacy of consideration is said to be irrelevant to the conventional application of the restraint of trade doctrine to ex-employees. Third, it seems that Courts, when considering enforcement of ‘garden leave’ provisions, take into account the realities as to the employee’s consent,322 whereas these matters are formally irrelevant to the application of the restraint of trade rules in ex-employee cases. Fourth, the courts seem to take a more flexible approach to the legitimate or genuine interests that might justify a garden leave provision. In Sendo Holdings v Brogan,323 Dobbs J granted interim relief to enforce a six-month garden leave clause against the defendant, formerly chief executive officer of the claimant, which was now in administration. Although the judgment focused on application of the principles governing the grant of interim relief, clearly the exercise was informed by the doctrine of restraint of trade. The claimant, for example, emphasized that the categories of interest that an employer can protect are not confined to ‘trade secrets’ and ‘customer connections’, so that Sendo’s interest in selling the business to Motorola could justify restraining Brogan from competing in the same field for six months. Dobbs J certainly accepted that Sendo had a ‘legitimate interest’ to protect,324 even though Motorola’s goals seem to have been purely to prevent Brogan ‘being in the market for a period of time’.325 It is difficult to imagine that a court, applying the doctrine of restraint of trade to a post-employment restriction, would have been prepared to view a mere desire for ‘non-competition’ as a legitimate interest (even in the special circumstances of administration).

11.114 Garden leave clauses have now existed for over 20 years. On the whole, courts have been willing to enforce these clauses, but have welcomed the opportunity that this novel legal device has provided them to incorporate the policy considerations relevant to post-employment restraints within the exercise of the courts discretion when granting injunctive relief. They have thus been able to digress from the strict and inflexible rules required under the doctrine of restraint of trade. In some ways this judicial response recognizes that legal distinctions built purely on whether someone is technically employed or not sit unhappily with the diversity of employment and the changing realities of the marketplace. Whether the courts will be alert enough to give effect to the public interest in employee mobility remains to be seen.326

E. The Employer’s Obligations

11.115 An employer is likely to collect significant amounts of information about and from employees. In this section we consider employer’s obligations when handling personal information, when monitoring employees, and with respect to employee ideas and suggestions.

Personal information about an employee

11.116 When recruiting, an employer may receive curriculum vitae, references, possibly a photograph, and may make interview notes. During employment these documents may be supplemented by appraisals, complaints, warning letters, promotion letters, and references for potential external employers. Much of this will be personal information, and be subject to an obligation of confidence. Such data may also constitute ‘personal data’ or ‘sensitive personal data’ under the Data Protection Act 1998, if it is processed electronically or in an accessible paper-based filing system. In addition, if such information is revealed or misused during the term of employment, this could amount to a breach of the duty of ‘trust and confidence’ described above, which is owed by an employer to an employee.

11.117 The place of the law of confidence in protecting employee privacy was referred to by the Federal Court of Australia in SKF v DCS:

Confidential information is commonly supplied without payment: for example, by a prospective employee (or his referee) to support an application for employment. The understanding ordinarily would be that the prospective employer would not disclose the information to any third party; but it would hardly be expected that its use would necessarily be confined to the employment application itself. If that application were successful, the employee would not act on the assumption that material in the relevant file would be destroyed. He would surely be inclined to assume that it might be resorted to later to assist the employer in making decisions relevant to the employee—for example, as to whether the employee (rather than another) should be promoted, or dismissed.327

11.118 In the United Kingdom, the role of breach of confidence in protecting employee privacy is likely to have been further enhanced by the enactment of the Human Rights Act 1998. Although a case has yet to come before the courts, there seems to be no reason why an employer should not now be regarded as owing an obligation of confidentiality to the employee with regard to all information with respect to which an employee would have a reasonable expectation of privacy. In I v Finland328 the European Court of Human Rights (ECtHR) upheld a complaint by an employee nurse in a Finnish public hospital that the State had failed adequately to secure her medical privacy. She was HIV-positive, and it seemed her colleagues had, by accessing her records, discovered this (and begun making comments). The Court recognized that the Finnish law contained measures aimed at ensuring that only those directly involved in treating a patient could access their files, but that the relevant hospital had failed to implement these laws effectively.

11.119 The Data Protection Act 1998 confers on employees, as ‘data subjects’, rights of access to information held about them by their employer in so far as the latter is a ‘data controller’.329 Moreover, the employer is obliged to process the data only in accordance with the ‘data protection’ principles specified in Schedule 1 of the Act. For example, the data should be retained for no longer than is necessary and should be kept up to date and secure. Importantly, an employee would have a right of action were there an unjustified disclosure to a third party of the data or other contravention of the Act causing damage (or damage and distress).330 Processing of race and gender data for the purpose of monitoring is explicitly permitted. A detailed treatment of data protection in relation to workers goes beyond the scope of this volume,331 but useful guidance for employers can be found in the Information Commissioner’s Guidance notes, issued under section 51 of the Act.332

11.120 The implied duty of mutual trust and confidence might also be relied on by an employee, in particular where an employer has revealed personal data in a way that is humiliating, or undermines any possibility of continued trust. Such a claim was made, albeit unsuccessfully, in RDF Media Group plc v Alan Clements.333 Here Clements, who had been employed by a television company RDF media, decided to leave to join Scottish Media Group. RDF placed Clements on garden leave and sought to enforce a restrictive covenant in his contract, by which he undertook not to work for a competitor until December 2008. Clements alleged that certain acts of RDF while he was on garden leave amounted to repudiations such that he was entitled to treat the contract as at an end. These included comments in emails that Clements was ‘a bit dim’ as well as revelations to the press that Clements suggested related to confidential information (for example that he received £2 million when he sold his previous firm to RDF). The judge had no hesitation in concluding that such disclosures could, in principle, breach the duty of ‘mutual trust and confidence’, but held that these ones did not. The statement that Clements was ‘a bit dim’ was made as between two directors of RDF, and was akin to the company ‘thinking aloud to itself’.334 As regards the comments to the press, Deputy Judge Bernard Livesey QC found that while this related to information that was legally speaking confidential, ‘the information was not damaging to Clements and its disclosure might make RDF “out of order” but not in breach of the implied obligation’.335

Obligations associated with monitoring employees

11.121 During employment, an employer may wish to monitor the behaviour of its employees.336 This may be particularly important where the employer suspects the employee of preparing to compete, copying and probably sending confidential materials to a personal address or a prospective employer. However, the employee’s privacy is clearly implicated in such monitoring or surveillance.337 Telephone calls, emails, correspondence, and Internet use fall within the scope of Article 8 ECHR,338 and thus any interference by the State needs to be justified (and the State must have in place laws offering protection to such interests against their invasion by non-State actors).339 In the UK, the relevant provisions are the Regulation of Investigatory Powers Act 2000,340 the exemptions contained in the Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000,341 and the more general provisions of the Data Protection Act 1998.

11.122 The Regulation of Investigatory Powers Act creates an offence of unauthorized interception of communications on either a public or private system,342 and makes the wrong actionable by either the sender or intended recipient.343 However, it provides for the possibility that certain interceptions are to be regarded as ‘authorized’. The Lawful Business Practices Regulations contain just such carve-outs covering a broad range of employer practices. For example, an interception by a ‘system operator’ will be regarded as authorized if it is undertaken:

• ‘for the purpose of … monitoring or keeping a record of communications … in order to … establish the existence of facts’ (which could, presumably, include the ‘fact’ that the employee has said or done a particular act);344

• ‘for the purpose of … monitoring or keeping a record of communications … in order to … ascertain or demonstrate the standards which are achieved or ought to be achieved by persons using the system in the course of their duties’ (which could, presumably, include failing to meet standards of honesty expected of an employee);345

• ‘for the purpose of preventing or detecting crime’;346

• ‘for the purpose of investigating or detecting the unauthorised use of that or any other telecommunication system’ (the scope of which will depend very much on what the employer has ‘authorised’);347 and

• ‘for the purpose of determining whether they are communications relevant to the system controller’s business’ (which effectively allows the employer to read private mail in order to discover whether a business dimension exists).348

11.123 Balancing these broad freedoms, are a series of rather limp conditions, such as that the monitoring must relate to the ‘system controller’s business’ and that the system controller has made ‘all reasonable efforts to inform every person who may use the telecommunication system in question that communications transmitted by means thereof may be intercepted’.349

11.124 Whatever these vaguely worded, but potentially very broad exemptions mean, in so far as an intercepted communication comes within the scope of the Data Protection Act 1998,350 its processing must be justified in accordance with the Act. Exemption from the Regulation of Investigatory Powers Act is not exemption from the Data Protection Act. The effect of this is that the broad freedom provided to employers by the Regulations are limited by the continued application of the fairly restrictive requirements of the eight data protection principles. The most important principle is that data must be processed (ie obtained, recorded, held, organized, altered, consulted, used, disclosed, combined, erased, and so on) ‘fairly’ and ‘lawfully’, in accordance with the conditions of the Schedules, consistently with the purpose for which it was acquired and so on. Although the Regulation of Investigatory Powers Act exemptions mean that interception will often have been lawful, in the absence of consent and notification, processing will only exceptionally be ‘fair’. Moreover, if the data subject has not consented, probably the most useful of the permissible conditions (in Schedule 2) for processing is that it is necessary for the purposes of the ‘legitimate interests pursued by the data controller’, which is in turn subject to a ‘proportionality’ analysis.

Ideas and suggestions

11.125 An employer may also have certain obligations in relation to ideas disclosed to them by an employee. In Prout v British Gas plc351 the claimant was employed by the defendant, and, although making invention was no part of his duties, in 1976, had an idea for an improved bracket for attaching warning lamps securely to the fences that surround roadworks. The employee revealed the idea to the defendant in accordance with the ‘Suggestion Scheme’ in operation. The scheme indicated that such ideas would be treated in confidence. In due course, in 1979, it was made clear to the claimant that the defendant did not wish to exploit the idea (and indeed it waived any rights it might have had therein), and the employee proceeded to develop it and later, in 1982, applied to patent the invention. In the meantime, (perhaps in late 1981), the employer had asked a third party to develop a mechanism for securing safety lights to fences, and had begun to exploit the latter design. In a judgment that is not entirely easy to follow, Judge Ford in the Patents County Court held that, while the defendant had not infringed the claimant’s patent, it could be inferred from the circumstances that it had used ‘the general idea of a bracket fixed to a fence pin’. Prior to the making of the patent application by the claimant, this was confidential information that had been disclosed to the employer in circumstances of confidence. The judge explained:

it appears to this Court that it is justified to regard the Suggestions Scheme as giving rise to a contractually enforceable obligation of confidence. On the alternative view, this court is prepared to hold that there was a fiduciary relationship binding in equity, protecting at least suggestions which were of a potentially patentable nature …352

11.126 The court held that this obligation lasted until the employee’s rights had been safeguarded through making a patent application. Consequently, the obligation persisted until 1982, and had been breached by the disclosure of the idea to a third party, so the claimant was entitled to damages or an account of profits.
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12.01 The position of a former employee is radically different from that of an employee who remains in employment. Whereas express obligations of an employee are subject to minimal critical scrutiny by the courts, once employment has ceased the courts are vigilant to limit the scope of an ex-employee’s obligations in accordance with the doctrine of restraint of trade. Moreover, while the courts are quick to imply obligations on parties to an employment contract (including, as we have seen,1 obligations relating to confidentiality), once employment has ceased the courts treat the parties as potential competitors, only limiting the ex-employee’s actions through narrowly defined implied obligations. We look at each of these two areas, express and implied obligations, in turn.

A. Express Obligations

Types of obligation

12.02 A range of different undertakings relating to the use of information are now commonly found in employment contracts which purport to apply even after the employment relationship has come to an end.2 The first, and most directly pertinent to our topic, is the common undertaking not to use or disclose the employer’s confidential information or trade secrets. Such clauses, which we refer to as ‘confidentiality clauses’, though specifically targeted to protect the employer’s interests, are widely recognized as deficient to do so in practical terms. Thus employers typically add additional clauses. One set of such clauses prohibit the ex-employee from soliciting customers of the employer with whom the employee has had dealings or from dealing with any customers of the former employer. We call these ‘non-solicitation’ and ‘non-dealing clauses’. The third set of clauses are ‘activity’ or ‘non-competition clauses’. These purport to prevent an ex-employee from working for a particular time in a specified sphere or in competition with the former employer. Where these are geographically limited they are sometimes called ‘radius clauses’ or ‘area covenants’.3 Fourthly, and finally, it has become common for employment contracts to include undertaking that the former employee will not entice away his or her former colleagues. We call these ‘enticement’ covenants.

12.03 Courts have frequently recognized the deficiencies of confidentiality clauses.4 Firstly, such clauses are difficult for the ex-employer to police. A former employer cannot easily discover what an ex-employee is doing, and thus whether he is using or disclosing particular information.5 Second, in so far as such activities can be policed, the employer is likely only to discover that information has been disclosed or used after the fact. In many cases, employers would prefer to be able to prevent the former employee operating in circumstances where such disclosure was likely. Third, it might be difficult for a former employee to ascertain which information he can and which he cannot use, and so he or she might be led innocently to use confidential information. Many employers would like ways to ensure that such innocent uses do not occur.6 Fourth, it may be difficult for courts to adjudicate on breaches of nondisclosure clauses, certainly without a clear indication from the ex-employer as to precisely what information it claims is confidential, and detailed consideration of the facts.7 Such a covenant is thus unlikely to lead to rapid, cheap, protection of the information.

12.04 In contrast, a non-compete or activity clause, which prevents the former employee from working in a particular sphere in a specified location for a limited time, may be an effective, if indirect, way to protect confidential information. It is much easier for an ex-employer to find out the position the ex-employee later holds, than to examine his actions in detail to see whether particular pieces of information have been used. If the employer discovers that the ex-employee is about to work in a prohibited field, the ex-employer can seek a remedy ex ante to prevent the employee from doing so. Moreover, such a prohibition will relieve the ex-employee of the difficult task of working out whether any particular piece of information is confidential or otherwise within the scope of the contract. Fourthly, and finally, a court would have little difficulty formulating injunctive relief to prevent an ex-employee from working in a particular industry.8

12.05 However, while such activity and non-compete clauses are attractive mechanisms that an employer can utilize to protect its trade secrets,9 they necessarily prevent ex-employees from participating in many potentially legitimate competitive and non-competitive activities. By definition, they always exceed what is absolutely necessary to protect trade secrets or confidential information (or consumer connections). Consequently, while a relatively light touch is taken to confidentiality obligations, area covenants and non-compete obligations fall to be closely scrutinized under the restraint of trade doctrine.

Policy observations

12.06 According to literature from the United States, the frequency with which such post-employment clauses are used is said to be increasing.10 Whether this is true in the United Kingdom is unclear.11 If the trend in the US is being replicated here, this is, perhaps, something policy-makers should be concerned about. This is because, from a policy perspective, these types of clauses are problematic. Although, as we saw in Chapter 3,12 there may be good social reasons to protect an employer’s trade secrets, and thus to incentivize expenditure in developing such secrets and to facilitate in-house communication and intellectual exchange,13 there are dangers that accompany complete contractual freedom with respect to post-employment activity. Indeed, such dangers have caused some countries to prohibit such clauses. Most famously, Californian law does not recognize post-employment restraints as valid.14

12.07 One obvious effect of post-employment restrictions is that they reduce employee mobility. A non-compete or area restriction may render moving jobs economically unattractive, or even impossible, which may have negative social consequences in that the employee’s skills and general capacity is not utilized to its optimal extent.15 More significantly, perhaps, restricting employee mobility reduces technological ‘spillovers’ from one business to another. Such spillovers have been identified as a key source of innovation, and critical components in some of the most successful business phenomena of recent decades. For example, Ronald Gilson and Alan Hyde have argued that the success of Silicon Valley has been, in part, attributable to spillover effects, which themselves were a consequence of high labour mobility and that, in turn, flowed from California law’s disinclination to enforce covenants purporting to restrain employees from joining competitor firms.16 Drawing on work comparing the success of Silicon Valley with the relatively weak performance of the IT industry on Route 128 in Massachusetts, differences in the law of restraint of trade and application of post-employment rules on trade secrets are identified as key explanatory factors. Further work has examined the effects, in Michigan, of removing a prohibition on non-competition agreements, showing that it prompted a systematic outflow of inventive personnel;17 while yet other work associates relatively more patenting and growth with locations where non-compete agreements are not enforced.18 Reviewing these studies, Hyde concludes:19

The unanimity of the early studies of non-competes is striking. Using different data sets and methodologies, none have found any social advantage in enforcing non-competes. Enforcing covenants not to compete reduces employee mobility, start-ups, venture capital, patenting, employee compensation, and growth.

Enforcing post-employment restraints may, at least in industries that are driven by cumulative innovation, simply be bad for economic growth.

12.08 The implications of these studies for the law described in this chapter are increasingly clear. In so far as there is ambiguity in the existing law, we suggest that courts should prefer the option that least restricts employee mobility. Importantly, courts should be wary of unthinkingly applying behavioural norms, such as those relating to promise-keeping or honesty, rather than norms that give effect to the public policy of promoting competition. That is not to say, of course, that discrete trade secrets should never be protected from appropriation, either directly or indirectly via restrictions on the activities of ex-employees.

B. The Restraint of Trade Doctrine

The doctrine and policy

12.09 Some of the foregoing concerns are recognized in the doctrine of restraint of trade, a doctrine that constitutes the primary source of restrictions on the enforceability of post-employment obligations. According to its modern formulation,20 any contract that is in restraint of trade is invalid and unenforceable unless it is reasonable having regard to the interests of the parties and to the public interest.21 While the doctrine of restraint of trade is one that is of general application to the law of contract, there is no question that for the last century, special considerations have been at play in its application to employment contracts.22 Such contracts are subject to ‘very rigorous and careful scrutiny’.23

12.10 In the context of post-employment restraints, the doctrine of restraint of trade seems to be informed by two interrelated policies. First, the doctrine is said to protect both the public interest in all people being able to use their skills in trade to earn a living,24 and the individual rights of all people to work—what Joyce J referred to in Herbert Morris v Saxelby25 as ‘the natural right of every one to practise his calling, whatever it may be, in order to obtain thereby subsistence for himself and to maintain those who may be dependent upon him’. Indeed in Mason v Provident Clothing and Supply Co26 the first House of Lords’ decision concerning post-employment restraints in the ‘modern era’, Viscount Haldane LC observed that the courts had always regarded restrictions ‘on the liberty of a man to earn his living or exercise his calling’ with jealousy.27 Secondly, the special treatment of employment contracts has also frequently recognized that employees generally enter such contracts from a much weaker bargaining position than the employer.28 As the Supreme Court of Canada recently observed:

The … generally accepted imbalance in power between employee and employer justifies more rigorous scrutiny of restrictive covenants in employment contracts compared to those in contracts for the sale of a business.29

12.11 This dimension of the doctrine raises doubts as to whether it should be applied with such rigour to contracts with executives that have been the subject of real negotiations in which various proposed terms were modified,30 or indeed any employee who has been legally advised.31

12.12 Although there are many areas of controversy,32 and the doctrine of restraint of trade is by no means straightforward to apply, the general approach to any contract is relatively straightforward. First, the court should interpret the contract to ascertain the obligations sought to be imposed on the ex-employee. Second, the court should determine whether the effect of the contract so construed is to restrain the ex-employee. This will involve examining how far the contract purports to extend the ex-employee’s obligations beyond the obligations that the legal system already imposes on him. Third, assuming that there is a restraint, the court must identify whether the employer had any interests, such as trade secrets, that the law regards it as legitimate for the employer to protect. Fourth, the court must decide whether the covenant is reasonable, that is whether it extends beyond what is required by the employer to protect its legitimate interests. This will be likely to involve careful scrutiny of the restriction’s breadth, length, and geographical applicability. The court should also consider whether the restriction is reasonable having regard to the public interest. Finally, if the court finds that the obligation extends beyond what is reasonable, it may be necessary to decide whether the offensive part of the contract can be severed from inoffensive components. We examine each step in turn.

Rules of construction

12.13 The first task any adviser or court faces in applying the doctrine of restraint of trade to post-employment restrictions is that of interpreting the contract.33 Although in many cases the meaning of the contractual clause will be relatively clear, the question of construction is often one of most contentious aspects of any dispute. This is because the approach taken towards interpretation may well determine whether the restraint extends beyond what is reasonably necessary for the protection of the employer’s interests. Unfortunately, the courts seem to be rather inconsistent in their approach to the matter,34 adopting a variety of positions between two extremes.

12.14 At one extreme can be found those courts that are willing to interpret post-employment restraints narrowly, on the ground that to do so favours the employee (by limiting the scope of the obligation) and the employer, in that it renders the contract enforceable.35 Such courts are sympathetic to the problems drafters face in predicting the circumstances in which an employer’s legitimate interests are likely to be jeopardized,36 and articulating those circumstances in plain language.37 As a result, they are willing to forgive wording of a restraint which might at first sight appear unduly broad, and interpret it so as to ensure the contract is valid and enforceable. Typically, such courts repeat the mantra that when faced with two possible interpretations, the court should prefer that which renders the contract legal rather than illegal.38 Often,39 the effect of so interpreting a clause enables the court to prevent a former employee from escaping liability for deliberate violation of the clause by appealing to what might be regarded as legal technicalities.40

12.15 At the other extreme can be found a series of cases that suggest that a post-employment restraint is to be given its plain meaning, in particular on the basis that ‘reading down’ contracts is unfair to employees, who cannot be certain about the scope of any obligation in the contract without it being determined by a court.41 Such tribunals are sympathetic to the needs of ex-employees to know where they stand,42 and are often conscious of the employer’s superior bargaining power as well as the fact that they almost certainly had the benefit of legal advice at the time the contract was made.43 Consequently, such courts are unforgiving of drafting excesses,44 and even of ambiguities. Such courts often express regret at the consequences of their conclusions for the position of the individual parties,45 but consider that such individual injustices are a necessary cost of inducing employers to limit post-employment restraints to what is reasonably necessary in the individual circumstance of each case. In Lord Moulton’s words, the employer having sought unreasonable protection ‘must take the consequences’. Often the stricter approach is informed by the proposition that the best guide to the parties’ intentions is the contractual language,46 and a real concern to avoid involvement of the court in re-writing contracts.

12.16 We think the soundest approach is to apply the conventional contractual rules to determine the meaning of a contract, thus avoiding both a strict literalism likely to lead to absurdities and the liberal construction demonstrated by the Court of Appeal in Littlewoods, which, in truth, involved re-writing the contract.47 The relevant principles are those reiterated by the House of Lords in Investors Compensation Scheme v West Bromwich Building Society (albeit on a different topic).48 There, Lord Hoffmann stated that the goal of contractual interpretation was to ascertain the meaning which the document would convey to a reasonable person having all the background knowledge which would reasonably have been available to the parties. This is not necessarily the same as the meaning of the words in a dictionary. Although the meaning of the document will often correspond to the ‘natural and ordinary meaning’ of the words, in the light of the background it might be clear that ‘something must have gone wrong with the language’. As Eady J stated in Basic Solutions, ‘the court should seek out the natural and ordinary meaning of the words concerned and try to identify what the parties would have intended in the circumstances in which the agreement was reached’.49

12.17 Accordingly, the contractual words should be read in context. In appropriate cases, general terms such as ‘company’,50 ‘business’,51 ‘practise’, ‘work’,52 ‘client’, and so on are to be read ‘as referring to the subject-matter of the contract and not to any wider range of activities which would otherwise be within its literal wording’.53 For example, in Clarke v Newland,54 where a restraint was imposed on a general medical practitioner ‘not to practise’ in the practice area for three years following termination, the Court of Appeal looked to the context in finding that the term ‘practise’ meant practise as a general practitioner (rather than, for example, as a consultant). That was what a reasonable person would have understood the term to mean, given the context in which it was imposed (that of the defendant joining the claimant’s general medical practice as a partner). However, if an employee is engaged to work in on a particular technology that may have applications in a number of fields, then there is no reason to assume that a clause restricting his or her having an interest in ‘any business’ operating such technology is limited to businesses in direct competition with the employer.55

12.18 Similarly, the courts should endeavour to avoid absurdities.56 As Scott V-C observed, ‘[i]f the contractual language were to lead to some absurdity or to some plain improbability’, the court should ‘limit the language in order to accord with a more believable intention’.57 A ‘mere want of accuracy in expression’ or ‘unskilful wording’ should not render a restraint unenforceable.58 So, for example, an area restraint imposed on an assistant hairdresser that prohibited her from working for 12 months within half a mile of the premises where she had worked ‘in any capacity whatsoever … in the business of a ladies’ hairdresser’ was to be understood as relating to ‘active participation in a way that is directly connected with the hairdressing aspect of the business’, so would not cover a role as a book-keeper or cleaner—capacities that have nothing to do with dressing hair (but would cover the role, for example, of receptionist).59 Whether this amounts to anything more than determining the meaning of a clause by reading it in context is unclear.

12.19 It should be noted, however, that there is also authority to the effect that if a restraint is ambiguous, it should not be enforceable, precisely because it leaves the employee unable to ascertain the precise limits of his or her freedom.60

Determining whether there is a restraint

12.20 Once the court has ascertained the meaning of a particular clause, the next question it must decide is whether the clause imposes a restriction that constitutes a restraint of trade. Normally this will be evident: a clause preventing the defendant from competing or working in a particular field is clearly a restriction on a person’s ability to practise a trade. So is a clause that prevents an ex-employee from soliciting clients of the employer.61 But the position will not always be so clear.

Is the provision, in substance, a restraint?

12.21 In Stenhouse Australia Ltd v Phillips62 the defendant was an employee of the claimant, an Australian insurance broker, and gave notice in order to set up his own business in competition. As part of the termination agreement, the defendant undertook not only not to solicit insurance business from any client of the claimant for five years, but also to pay Stenhouse half of any gross commission Phillips’s company later received as a result of any business done with a client of Stenhouse for five years from termination. The Privy Council noted that the latter clause was not ‘on the face of it a restraint at all, but a provision for the payment of money’.63 However, looking more closely, the court said that it was a restraint that required scrutiny:

Whether a particular provision operates in restraint of trade is to be determined not by the form the stipulation wears, but … by its effect in practice … The clause in question here contains no direct covenant to abstain from any kind of competition or business, but the question to be answered is whether, in effect, it is likely to cause the employee to refuse business which otherwise he would take: or, looking at it another way, whether the existence of this provision would diminish his prospects of employment.64

Consequently, the clause in question was a restraint, and the Privy Council quickly concluded it was an unreasonable one.

12.22 Applying these principles the courts have held that a clause prevents a person from using a particular stage name was a restraint of trade that needed to be justified.65 So too was a clause that required an employee who left before a certain time to re-pay his training costs,66 and a requirement that a person not be paid any commission for work undertaken prior to termination where the worker continued to work in the same industry.67 But a covenant that a person not be paid commission for work undertaken in any incomplete month prior to their termination was not considered a restraint,68 and a positive incentive to remain in employment (a loyalty) is also acceptable.69 Agreements by an employee to assign inventions created after employment has ceased to the former employer would almost certainly be treated as restraints.70

Does the provision produce a restraint beyond that imposed by background legal norms?

12.23 In general, absent a contractual stipulation, a person is free to ply his or her trade as they wish. Nevertheless, there are some background norms that limit the legality of certain behaviour: a post-employment restriction that did no more than express in contract a prohibition contained in the general law would not fall to be scrutinized under the doctrine of restraint of trade, because it would create no restraint at all. While such situations are generally rare, this principle goes some way to explaining why courts have not regarded some post-employment confidentiality clauses as subject to scrutiny.

12.24 The best illustration is provided by Attorney General v Blake (Jonathan Cape Ltd Third Party).71 In this case, the Crown brought an action for (restitutionary) damages against Blake, a former member of the Secret Intelligence Service, with regard to the sums he received from Jonathan Cape for the right to publish his autobiography, No Other Choice, in which Blake described his work as an SIS officer during and after the Second World War and Korean War, when he became a communist and a Soviet agent. In 1944 Blake had undertaken:

not to divulge any information gained by me as a result of my employment, either in the press or in book form. I also understand that these provisions apply not only during the period of service but also after employment has ceased.

12.25 The contractual obligation was ‘lifelong’ and not confined to confidential information—indeed, the information Blake was said to have disclosed was admittedly no longer confidential.72 ‘In the ordinary course of commercial dealings the disclosure of non-confidential information might be regarded as venial.’ Nevertheless, Lord Nicholls said that ‘an absolute rule against disclosure, visible to all, makes good sense’.73

12.26 But why was the contract not problematic in terms of the doctrine of restraint of trade? At first instance before Sir Richard Scott V-C,74 who refused the Crown relief, the claim was put in terms of ‘fiduciary’ duties not to profit from the use of information imparted to him as a Crown servant. Scott V-C said that while he could readily accept the proposition that Blake owed a lifelong duty of confidence, either arising under an express contractual undertaking or by implication,75 that duty no longer applied where information had lost the quality of confidence. He explained this limitation in part by reference to the doctrine of restraint of trade:

any duty imposed by the law would be a duty that went no further than was reasonably necessary for the protection of the interests of the service in question. The law would not impose a duty that represented an unreasonable restraint on the ability of the ex-member to earn his living by exploiting the experience and knowledge acquired during his years of service. An ex-member of the Security Service could not, for example, be prevented on leaving the service from going into business as an adviser on security matters to commercial companies, or from using in that business the experience and knowledge of electronic surveillance techniques he had acquired with the Security Service, subject, of course to his obligation not to disclose secret or confidential information. Nor, in my opinion, would the law impose a duty that represented a restriction on the ex-member’s freedom of speech unnecessary for the reasonable protection of the interests of the service in question … [T]he law would no more impose on an ex-member of the intelligence or security services a continuing duty of non-disclosure that would represent an infringement of his rights of free expression under article 10 than it would impose a duty that would represent an unreasonable restraint on his ability to earn his living.76

12.27 The Court of Appeal likewise recognized that the doctrine of restraint of trade would be a significant limitation on the duties that might be imposed on an ex-employee regarding disclosure. Rejecting the Crown’s contention that Blake was not under a duty not to use non-confidential information after employment ceased (as involving a conflation of the fiduciary duty of loyalty with the duty of confidence), Lord Woolf MR explained:

If the Crown’s argument represented the law, then a former director of a public company, who had been privy to secret and highly confidential discussions in the course of a takeover bid, would be prevented from including in his memoirs anything of these negotiations, even though the bid had been successful, he himself had long since retired and the information in question was public knowledge … [A]n injunction restraining publication in these circumstances would be an unjustifiable restraint of trade and an unwarranted interference with freedom of speech going far beyond what is necessary in a democratic society to protect the national interest.77

12.28 In contrast with Scott V-C, however, the Court of Appeal found that there had been breach by Blake of his contractual duty not to disclose information without clearance.

The obligation cannot be stigmatised as an unlawful restraint of trade, since the restraint does not exceed what is rendered unlawful by section 1(1) of the Official Secrets Act 1989.78

12.29 So the question turned to the issue of the appropriate remedy, the court seemingly approving the idea that, in exceptional cases, restitutionary damages could be available, but in the circumstances before it deciding against such an award. The Crown appealed.

12.30 The House of Lords allowed the appeal, and granted the Crown an account of profits for breach of contract. Lord Hobhouse of Woodborough, dissenting on the question of the restitutionary remedy for breach of contract, was the only member of the Lords who referred to the issue of the compatibility of a lifelong obligation of non-disclosure with the doctrine of restraint of trade. Echoing the comments of Lord Woolf MR in the Court of Appeal,79 Lord Hobhouse emphasized that:

[the] purpose was not to protect any commercial interest in the Crown or any right of the Crown commercially to exploit the information. Its purpose and justification was to support and reinforce the provisions of the criminal law … It is that justification which prevented the undertaking from amounting to an unlawful restraint of trade.80

12.31 The point, as far as we follow it, is that the contract imposed no additional restriction on the defendant, but only added extra remedies. Consequently, there was no ‘restraint’ on trade that needed justification.

12.32 If the Blake case makes clear that a post-employment non-disclosure obligation is not in restraint if it prohibits an activity that is already prohibited under the Official Secrets Act 1989, the question arises as to which other ‘background norms’ need to be considered when deciding whether non-disclosure obligations constitute restraints of trade. One obvious example is that of non-disclosure obligations that relate to a person’s private and family life and other matters in relation to which they have a reasonable expectation of privacy. It would probably not be a restraint (as a matter of substance), for example, for a celebrity or member of the Royal family to require that their personal assistants do not, either during or after termination of the employment contract (or contract for services), disclose any private or confidential information gained as a result of their employment or service.81 In deciding whether a particular contract imposes a restraint, it may also be helpful to examine any binding obligation on the employee under previous contractual relations or settlements.82

Is the restraint one on ‘trade’? Non-disclosure obligations

12.33 Some jurisdictions do not regard non-disclosure agreements as restraints of trade. The argument is made that restricting a person’s ability to disclose information is not a restriction on ‘trade’.83 However, the better view is that a restriction on disclosure can be a restriction on trade in at least two ways.84

12.34 First, in so far as the practice of disclosure is itself a trade, as where the covenantor is an author, journalist, composer, recording artist,85 then a restriction on expression or disclosure is clearly a restriction on trade. In Neville v Dominion of Canada News Co Ltd86 the Court of Appeal held unenforceable an agreement by a newspaper that it would not make any comment about a company from which it had received a loan. Cozens Hardy MR specifically based the conclusion on the fact that the clause restricted the operation of the newspaper and was not justified by any valid interest. The same would presumably be true were any attempt be made to restrict the ability of a journalist to write about or comment on the activities of a specific covenantee. Whether the case could be taken to justify a broader conclusion, for example that restrictions on freedom of expression are, in general, and irrespective of the existing trade in which the person is employed, restraints that need to be justified is less clear. Secondly, in as much as any particular ‘use’ of information is likely to disclose it to the world,87 then a restriction on disclosure would also be a restriction on use of the information, and thus an inhibition of what might be thought of as the paradigmatic example of trade.

12.35 However, the proceedings in Attorney General v Blake (Jonathan Cape Ltd Third Party) suggest that all non-disclosure obligations should be regarded as restriction ‘on trade’ for the purposes of the doctrine. While it is true that, at first instance, Scott V-C seems implicitly to have thought that the doctrine would only bite in a case where the employee had taken on the role of a ‘business adviser’, and that other cases of disclosure would fall to be treated as limitations on freedom of expression under Article 10 of the European Convention on Human Rights (ECHR),88 neither Lord Woolf MR in the Court of Appeal nor Lord Hobhouse in the House of Lords seems to have operated with the same assumption. Lord Woolf’s example of the former director of a public company being prevented from including pre-takeover discussions in his memoirs is characterized squarely as both ‘an unjustifiable restraint of trade and an unwarranted interference with freedom of speech’. And, if a restriction that affects an ex-employee’s ability to write his or her memoirs is a restraint of ‘trade’, then it is difficult to see why a restriction that would prevent a one-off transaction with a newspaper or news organization might not equally be so regarded. In short, this suggests that any restriction on a former employee’s freedom of speech is a restraint of trade that requires justification.

Reasonableness: general principles

12.36 The task for the court is to determine whether the covenant is ‘reasonable’ having regard to the interests of the parties and the public interest. The former is by far the most significant component. We examine each in turn.

Reasonableness in the interests of both of the parties or those of the covenantee

12.37 Although the case law frequently refers to the test of reasonableness as one of ‘reasonableness in the interest of the parties’,89 the courts generally approach this solely with one party’s interests in mind: those of the employer.90 The operating assumption is that the employee would not get the benefit of the contract in general (in terms of work and pay) in the absence of some restraint, so that overall—as long as the benefit is the minimum necessary to protect the interests of the employer—then the provision also operates in the interests of the employee.91 Whether this is a mere presumption—so that the courts may, in a suitable case, separately examine the impact of the clause on the employee when deciding whether a restraint is ‘in the interests of the parties’—is a matter to which we will return. For the moment, it is important merely to observe that in the majority of cases the issue is whether the clause is reasonable to protect the employer’s interests alone.

12.38 In this context, ‘reasonableness’ has an unusual meaning.92 Whether a restraint is ‘reasonable’ depends on whether it goes beyond that which is necessary for the protection of the employer’s interests. The case law refers to the ‘fair’ or ‘adequate’ protection of the employer.93 The court is called upon to determine what is the minimum protection necessary for the adequate protection of the employer. As Viscount Haldane LC stated in Mason v Provident Clothing and Supply Co,94 to be enforceable, the company would have to show that ‘the restriction they have sought to impose goes no further than was reasonable for the protection of their business’.95 In Herbert Morris Ltd v Saxelby,96 Lord Parker reiterated that the restraint ‘must afford no more than adequate protection to the benefit of the party in whose favour it is imposed’ (Lord Parker’s emphasis).97 If the employer has sought too much, or, in the words of Laddie J, has been ‘too greedy’,98 the restraint will be ‘unreasonable’.99 That is so, even though the covenantor might be perfectly happy, or exceedingly unhappy, with the restraint.100

12.39 In truth, then, this purported ‘reasonableness’ test is really a common law precursor of the sort of ‘proportionality’ inquiry that courts and commentators have become especially familiar with in the wake of the Human Rights Act 1998.101 When a tribunal assesses whether a limitation on a fundamental right (such as ‘private life’) or freedom (such as freedom of expression) is justified, the standard technique is to ask whether the restriction on the right was for a legitimate purpose and went no further than necessary to achieve that purpose. It is precisely this sort of inquiry that the restraint of trade imposes under the deceptive rubric of ‘reasonableness’. Curiously, in Allied Dunbar (Frank Weisinger) Ltd v Weisinger102 Millett J purported to disapprove any reconceptualization of the reasonableness test in the ‘fashionable’ language of proportionality. But, as Mark Freedland argues, Millett J’s real objection was to the idea of a close cost-benefit analysis—which is certainly not what proportionality demands.103 Rather, Millett J intended to reaffirm the basic proposition from Herbert Morris that what is reasonable for the protection of the covenantee is ‘equally reasonable’ for the covenantor.

Impact on the employee

12.40 In assessing whether the restraint is reasonable, courts sometimes refer to its impact on the employee.104 This is not surprising, because the court is charged with deciding whether the restraint is reasonable in the interests of the parties. The assessment is performed in a realistic manner—theoretical impositions on the employee are ignored. So, in many cases the real effect of the clause on the employee rightly falls to be considered as part of the appraisal as to whether the precise covenant was reasonably necessary to protect the employer.105 In Commercial Plastics v Vincent,106 for example, the Court of Appeal declined to enforce a one-year non-compete obligation on the defendant in the field of ‘PVC calendaring’ (rolling thick plastic sheeting). The court felt that the restriction was too broad in scope, given that the defendant had worked for the claimant only in relation to adhesive tape. In so holding, the court referred to the impact of the clause on the defendant. He had worked in calendaring (but not adhesive tape) prior to joining the claimant firm, and the scope of the restriction meant that he would ‘be barred from making use of his skill and aptitude and general knowledge in that field, and that would be detrimental both to his interests and to the public interest’. Indeed, Pearson LJ said the clause would work ‘great hardship’ on the defendant.107

12.41 The question arises as to whether the impact on the employee constitutes an independent ground for holding a covenant to be unreasonable. Although such circumstances will be rare, it is possible to imagine a case where protection of the employer could reasonably necessitate excluding the employee from the marketplace for a considerable time. In such a case, would a covenant be unreasonable as a result of its oppressive effect on the employee, even though the clause would be the minimum necessary to protect effectively the employer? Some countries do formulate their laws so as to recognize as a distinct element the ‘fairness’ to the covenantee,108 and indeed there are statements in some of the English cases to the same effect.109

12.42 In Mason v Provident Lord Moulton seems to have considered that the oppressive impact of an obligation on an employee could not, of itself, render a restraint unreasonable. For him ‘the critical question’ was whether the restrictions are greater than are reasonably necessary ‘for the protection of the master in his business’.110 Similarly, in Herbert Morris v Saxelby,111 Lord Parker stated that: ‘[t]o be reasonable in the interests of the parties the restraint must afford adequate protection to the party in whose favour it is imposed … If it be reasonable that a covenantee should, for his own protection, ask for a restraint, it is in my opinion equally reasonable that the covenantor should be able to subject himself to this restraint’.112 These statements certainly seem to exclude consideration of the impact of the restraint on the employee as an independent ground on which to base a finding that a covenant is unreasonable in the interests of the parties.

12.43 However, it should be noted that in Herbert Morris v Saxelby113 both Lord Atkinson and Lord Shaw refer to the impact of a restraint on the ex-employee, but they both indicated that this falls to be considered as an aspect of the ‘public interest’. Lord Atkinson referred to the potential oppressiveness of the restraint that had been imposed, noting that ‘in cases like the present, the public interest in respect of such restrictions and the interest of the covenantor if they are not coterminous certainly overlap’.114 So he accepted the proposition that a covenant that went no further than was necessary to protect the legitimate interests of the employer could be said to be ‘reasonable’ from the point of view of the parties’ interests, but that such a clause could still be ‘injurious to the public’. Lord Shaw referred to ‘a misapprehension upon this topic of the public interest and the interest of the contracting parties’.115 Noting that when considering the first limb of the Nordenfelt test, that is the interest of the parties, the test focused on reasonableness having regard to the interests of the covenantee, he observed:

But the interest of the covenantor entirely equates, in kind although not in degree, with the interests of the public; and he can only be successful in pleading his own interest if he is able to establish that the restraint upon him is of a kind and type which, if general, would be injurious to society at large.116

12.44 On the facts of the case, both of their Lordships considered the clause to be unreasonable having regard either to the interests of the parties and the public interest.

12.45 We think there would be something to be said for recognizing a requirement that a covenant is unreasonable, where, even if it is reasonably necessary to protect the employer’s interests, the effect of the clause on the employee would be oppressive.117 We are less convinced that this can adequately be achieved through the second limb of the Nordenfelt test, as suggested by Lords Shaw and Atkinson in Herbert Morris v Saxelby.118 The editors of the latest edition of Chitty on Contracts take a similar view, warning against confining the law within ‘elaborate conceptualism’.119 Rather, we prefer the approach suggested in Stenhouse Australia v Phillips where the Privy Council found a restraint to be inevitably unreasonable given ‘the severity, as regards the employee, of the clause’.120 The Privy Council seems to imply that the ‘oppressiveness’ of a restraint on the former employee can itself indicate that the restraint is unreasonable. In the same case, upholding a non-solicitation covenant, the Privy Council noted that a narrow non-solicitation agreement left open ‘a wide field in which competitive action by the employee is unrestrained’.121

The irrelevance of the adequacy of employee’s consideration

12.46 The principle that the covenant is assessed to determine whether it is no more than necessary to protect the legitimate interest of the covenantee means that benefits received by the covenantor are not usually taken into account.122 It is never a legitimate justification for an employee restraint that the employee is well paid: you cannot ‘buy’ a restraint. One explanation for this lies in the fact that the public policy to which the doctrine gives expression relates to the productive use of skills, not merely the financial welfare of the parties.123 Moreover, in anything other than an extreme case, were the level of payment to be an important factor, the courts would be constantly called upon to consider what was a reasonable income or reasonable compensation for sterilization of activity. As Alderson B said,124 ‘the adequacy of the consideration the court will not inquire into, but will leave the parties to make the bargain for themselves’.125

12.47 Having said this, some courts refer to the remuneration that the employee receives,126 and some commentators have suggested that remuneration may well constitute a background consideration motivating some judicial conclusions on reasonableness.127 This would make sense if there was a requirement that, for a covenant to be reasonable, it must not only go no further than is necessary to protect the employer’s interest but must also not be unfair or oppressive of the covenantor.128 A clause might avoid a challenge on the ground it is oppressive or harsh by reference to payment to the covenantor. In this respect, it may be worth observing that a number of legal systems in fact demand that an ex-employee receives some form of ‘compensation’ during the period in which a post-employment restraint operates,129 and occasionally the reported cases show that such practices have been operated in the UK.130

12.48 There is now some authority that a high level of pay may be taken into account when considering the terms of a severance or termination agreement.131 In Turner v Commonwealth & British Minerals Ltd132 the defendants entered a severance agreement under which they were each paid £100,000 and agreed to a number of restraints, including a non-competition clause. The company took the view that they had broken the clause and tried to enforce it. Holding the clause to be reasonable, Waller LJ observed:

In most employer and employee situations, no further or specific consideration is paid in order to gain the employee’s agreement to be bound by a restrictive covenant, and it does seem to me that in considering the interests of the parties it is a legitimate factor to take into account that the employees were being paid something extra for the covenant they agreed to sign but that fact does not relieve the company of the necessity of justifying the restraint.133

12.49 This should be contrasted with a case in which it was argued that an employer was obliged to use a garden leave provision rather than a post-employment restraint because the garden leave clause made provision for remuneration.134 The court held that the failure to place the employee on garden leave did not affect the reasonableness of the post-termination restraint, and that the employer has ‘a commercial discretion as to which route they followed’.

12.50 Given the specific notion of ‘reasonableness’ at stake in the analysis of post-employment restraints, it remains difficult to understand the precise logic which allows the courts to find that consideration is ‘relevant’ or a ‘legitimate factor’. Turner highlights the significance of the consideration paid in a termination agreement being separate and distinct from salary or payment for labour in a regular employment contract. But while it is easy to see how that may make the bargain one to which both parties consented, that is not the test adopted by the House of Lords in the second decade of the twentieth century. Indeed, paradoxically, such payment may remove the evidential significance of the employee’s agreement as an indicator that the clause is reasonable to protect the employer’s interests: an employee may be delighted to swap idleness for remuneration. We have suggested one way in which remuneration could be relevant—namely that financial payment can ensure that a clause does not operate oppressively or harshly on the employee, but it is uncertain whether such oppressiveness is relevant to the part of the reasonableness test.

Assessing reasonableness

12.51 The onus of proving ‘reasonableness’ lies on the covenantee.135 The fact that the covenantor signed the agreement is clearly not, in itself, proof of its reasonableness.136 Nor is the fact that the contract contains a statement in which the covenantor purports to agree that a clause is reasonable.137 Clearly, the matter is one to be determined by the court.

12.52 It is a long-standing principle that the reasonableness of the covenant is assessed as of the date when it was entered.138 If, at the date of the contract, it was expected that the business will be of a particular type and extent, geographically or in scope, those expectations may reasonably be reflected in the covenant. Equally, if it is expected that the employee’s activities would place him or her in contact with trade secrets or customers so that their misconduct could jeopardize the legitimate interests of the employer, then some form of protection will be reasonable.139 This means that, in principle, it is irrelevant what the employer’s business and the employee’s actual duties turned out to be.140

12.53 The factual matrix will be looked at ‘realistically’. Looking at the terms of any contract ex post, virtually any competent lawyer will be able to imagine some hypothetical scenario in which the application of the clause will produce some absurd result. For example, a contract might impose a one-year post-termination restraint on the assumption that the employee would have access to trade secrets, and this would be applicable even if the party resigns after only a month in the post.141 In deciding whether a restraint is reasonable, the court will ignore this and other ‘far-fetched scenarios’.142

Reasonableness and usualness

12.54 Courts have frequently accepted as relevant evidence from the trade that a clause is usual (but not that it is reasonable—which remains a matter for the court to determine).143 Indeed, an unusual covenant will be subjected to close scrutiny before it can be allowed.144 On the other hand, a clause is not reasonable just because the same terms are imposed on all employees of a firm: in fact, the indiscriminate application of a restraint to all employees, irrespective of their responsibility, may well lead a court to conclude that the restraint was not designed to protect the employer’s legitimate interests.145 What may be reasonable as a restriction on a former articled clerk in a law firm may not be reasonable when imposed on an ‘office boy’.146

Reasonableness: legitimate interests

12.55 As the reasonableness of a restraint is determined by reference to the interests of the covenantee,147 the first stage of the inquiry is focused on precisely what the employer’s business involves,148 and the role foreseen for the employee, for it is only with a clear idea about this that the court is able to form a view as to whether the employer has a legitimate interest in restraining the former employee at all.

12.56 Although courts occasionally say that the covenant must be reasonable to protect the ‘business’ of the covenantee,149 it is quite clear that a covenant that simply restricts competition will not be regarded as enforceable: thus the courts tend to refer to a need for the claimant covenantee to demonstrate it has ‘legitimate’ interests.150 In a not insubstantial number of authorities, courts even suggest that only ‘proprietary’ interests will be sufficient.151 Indeed, in Herbert Morris v Saxelby,152 for example, Lord Parker of Waddington observed that:

the reason, and the only reason, for upholding such a restraint on the part of an employee is that the employer has some proprietary right, whether in the nature of trade connection or in the nature of trade secrets, for the protection of which such a restraint is—having regard to the duties of the employee—reasonably necessary.

12.57 Given that one such interest that has universally been recognized as justifying a restraint is a business’s ‘trade secrets’, and there is no consensus as to whether trade secrets are to be regarded in law as property,153 Lord Parker’s reference to the right being ‘proprietary’ is probably best understood in a loose, non-technical sense. In Stenhouse Australia Ltd v Phillips,154 for example, Lord Wilberforce observed:

Leaving aside the case of misuse of trade secrets or confidential information … the employer’s claim for protection must be based upon the identification of some advantage or asset inherent in the business which can properly be regarded as, in a general sense, his property, and which it would be unjust to allow the employee to appropriate for his own purposes, even though he, the employee, may have contributed to its creation. (emphasis added)

12.58 In an attempt to steer clear of confusion as to what counts as a proprietary interest, most courts and commentators seem to have settled on ‘legitimate business interests’ as the standard against which the reasonableness of a restraint is to be judged.155

12.59 Although there is some controversy surrounding exactly what constitutes a ‘legitimate business interest’, the courts have traditionally identified two interests that justify restriction of a former employee’s ability to trade: namely, ‘trade secrets’ and ‘consumer connections’.156 Latterly, and not uncontroversially, the courts have added the employer’s interest in a stable workforce to the list, Evans LJ declaring that ‘[t]he established categories are not rigid, and they are not exclusive’.157 What remains unclear is the extent to which an employer can protect ‘confidential information’ which falls short of being a ‘trade secret’. The preponderance of case law over the last two decades suggests that, as long as the restraint is appropriately limited so as to be reasonable, this is possible.

Trade secrets and confidential information

12.60 The House of Lords cases from early in the twentieth century identified ‘trade secrets’ as one type of interest that a covenant could legitimately protect.158 Mason v Provident concerned a covenant imposed on a canvasser for a particular credit scheme, so the most obvious interest at stake was the trade connections with the clients from whom the canvasser collected payment. Nevertheless, Provident argued that protection was justified by reference to the employee’s general familiarity with the employer’s business.159 The House of Lords rejected this suggestion, but indicated that had the canvasser been given access to trade secrets then such a clause might have been justified. Speeches were given by Viscount Haldane LC (with whom Lord Dunedin expressed agreement), Lord Shaw, and Lord Moulton. Viscount Haldane LC explained that the width of the covenant was not justifiable in the absence of ‘special knowledge of the kind recognized as a trade secret’ and he doubted that there ‘were any secrets in this business’.160 Lord Shaw similarly distinguished between covenants designed to protect trade secrets which could be reasonable and those that only protect the employee’s ‘skill and knowledge’, which were not.161 Lord Moulton found that the covenant went well beyond what was necessary to protect the employer’s trade connection.162

12.61 In Herbert Morris v Saxelby the employer sought to justify a seven-year restraint by reference to material more akin to trade secrets or confidential information than that in Mason. Herbert Morris specialized in the field of lifting machinery, such as pulleys and cranes. Employees, including the defendant, were selectively given confidential access to a range of drawings and charts, the latter indicating the strength and composition of material required for a particular job. Saxelby had been employed by the claimant for 12 years, and at the time he left was subject to a contract which included a seven-year agreement not to be involved in making lifting machinery in the UK or Ireland. The House of Lords held that the restraint was unreasonable not—as one might expect today—on the basis of its duration, but rather because on the facts there was no legitimate interest in restraining Saxelby. Even though the claimant had highly confidential documents—drawings and charts—this was very detailed and could not be taken away by Saxelby in his head. Consequently there was no need to give that material protection by such a broad restraint. Lords Atkinson, Shaw, and Parker gave speeches, while Lord Sumner agreed with Lord Parker’s speech. All three of their Lords indicated that a restraint could be justified by reference to ‘trade secrets’. Lord Parker explained:

Wherever such covenants have been upheld it has been on the ground … that he might obtain such personal knowledge of and influence over the customers of his employer, or such an acquaintance with his employer’s trade secrets as would enable him, if competition were allowed, to take advantage of his employer’s trade connection or utilize information confidentially obtained.163

12.62 Lord Atkinson stated that an employer is:

undoubtedly entitled to have his interest in his trade secrets protected, such as secret processes of manufacture which may be of vast value.164

Quite what their Lordships in Mason and Herbert Morris meant by the term ‘trade secret’ is by no means easy to discern. In Herbert Morris, Lord Parker drew a distinction between ‘trade secrets’ and ‘skill, knowledge and experience’:165 a restriction could not be justified to protect the latter. He rejected the suggestion that trade secret, ‘in the proper sense of the word’ included ‘everything … peculiar to the plaintiffs’ method of carrying on their business’.166 The ‘scheme and method’ by which the claimant carried on its business could ‘hardly be regarded as a trade secret’. The matters closest to being trade secrets were ‘certain formulae’, but no details of these had been provided to the court. Lord Atkinson, too, seems to have defined the concept narrowly, as not covering information even though it was ‘highly confidential’.167 Looking at the facts, though the plaintiff had developed in ‘an elaborate, careful, and systematic manner’ a large number of charts detailing various matters including the strength of various materials, drawings, job specifications and customers—all of which were ‘highly confidential’—these were so detailed that Saxelby having left could not have carried the information in his head. Moreover it was not information in the nature of a trade secret, ‘such as a secret process of manufacture’. Rather, all Saxelby took with him was a knowledge of the systems employed. And while it was claimed by the claimant that this general method of business was a trade secret, Lord Atkinson disagreed. ‘The respondent cannot, however, get rid of the impressions left upon his mind by his experience on the appellants’ works; they are part of himself.’167a

12.63 It was Lord Shaw who, in both Mason and Herbert Morris, made the boldest attempts at definition. In Mason, he drew a distinction between restraining the divulging of a trade secret and mental and manual skills, a distinction he described as wide as:

the psychological distinction between subjective and objective knowledge … For, in the former case, the equipment of the workman becomes part of himself, and its use for his own maintenance and advancement could not, except in rare and peculiar instances, be forbidden. But in the other case the knowledge of trade secrets may be as real and objective as the possession of material goods.168

12.64 Here the employment merely involved ‘a fair share of intelligence and industry, with the accompaniment of a persuasive manner’ rather than any trade secret. In Herbert Morris v Saxelby, Lord Shaw again drew a broad distinction between two categories—objective and subjective knowledge.

Trade secrets, the names of customers, all such things which in sound philosophical language are denominated objective knowledge—these may not be given away by a servant; they are his master’s property, and there is no rule of public interest which prevents a transfer of them against the master’s will being restrained. On the other hand, a man’s aptitudes, his skill, his dexterity, his manual or mental ability—all those things which in sound philosophical language are objective, but subjective—they may and they ought not to be relinquished by the servant; they are not his master’s property; they are his own property; they are himself.169

12.65 Like the other members of the Lords, he found that Morris had failed to identify trade secrets that could justify the restraint: ‘I do not see there were any trade secrets; if there were any, they have not been given away’.170 Rather the covenant was designed to inhibit Saxelby using his abilities, skills, and knowledge.

12.66 Whatever the precise meaning of the term ‘trade secret’ in Herbert Morris v Saxelby and Mason, case law subsequently either extended that notion to cover ‘confidential information’ or treated ‘trade secrets’ and confidential information as essentially similar things.171 Until the mid-1980s, the key question that concerned courts and commentators became how to distinguish the information that could be protected, whether designated a ‘trade secret’ or ‘confidential information’, from the ‘skill and knowledge’ which belonged to an employee and could not, of itself, justify a restraint.172 Thus in Commercial Plastics v Vincent173 the Court of Appeal had to determine whether information gained by the employee as to the processes of making adhesive tape was confidential, while in Littlewoods Organisation v Harris the question was whether details of what would be in the following mail-order catalogue (including the goods selected, the sizes of clothes offered, the sources of the good, the prices paid, and prices to be charged) was confidential.174 In both cases, the Court of Appeal found that the information was such as could justify a post-employment restraint. In Commercial Plastics, Pearson LJ explained:

The defendant would not remember the minute details recorded in the making specifications, but he would be likely to remember in general terms what was the problem and what was the solution, what experiments were made and whether the results were positive or negative, and so on … [T]he defendant would be likely, when the need arose, to dredge up from the recesses of his memory the particular secret which, while he was in the plaintiffs’ employ, he had found appropriate to deal with the customer’s requirement.175

12.67 In Littlewoods, Lord Denning MR said the catalogue information was the consequence of great expense and great expertise, and thus bore ‘the hall mark of confidential information’.176

12.68 In the mid-1980s, however, the Court of Appeal handed down its important decision in Faccenda Chicken v Fowler177 (which will be reviewed in detail below).178 For the moment, it is worth noting two critical aspects of the decision, one which went very much to its ratio decidendi, the other of which was obiter dictum. Firstly, the Court of Appeal stated that an ex-employee’s implied obligation was restricted to the protection of ‘trade secrets’, and it made clear that this constituted a narrower category than ‘confidential information’. Secondly, and wholly obiter, Neill LJ indicated that an express covenant might not legitimately cover a broader range of information than the implied obligation. More specifically, Neill LJ stated that ‘the restrictive covenant cases’ indicated that a covenant would not be enforceable unless there was the potential for disclosure of a ‘trade secret or the equivalent of a trade secret’,179 citing Herbert Morris v Saxelby and Littlewoods Organisation v Harris. He continued:

We must therefore express our respectful disagreement with the passage in Goulding J’s judgment … where he suggested that an employer can protect the use of information … [which] … does not include either a trade secret or its equivalent, by means of a restrictive covenant.180

12.69 The clear indication then was that a restrictive covenant could not be justified by reference to the need to protect ‘confidential information’ falling short of the concept of a trade secret.

12.70 The observations in Faccenda Chicken with regard to the legitimate scope of post-employment restraints have been subjected to substantial critical analysis both by commentators and courts.181 We review these objections before considering the extent to which subsequent courts have applied the dictum.

12.71 Objections Five criticisms can be made of the dictum in Faccenda.

12.72 First, the conclusion in Faccenda that an express restraint could not be wider than an implied obligation is based on a false logic. The logic that seems to underpin Faccenda was that the implied term not to use confidential information had to be attenuated in recognition of the ex-employee’s right to utilize his or her ‘skills and experience’, and thus that any implied term would need to be restricted to ‘trade secrets’.182 But, as Scott J observed in Balston Ltd v Headline Filters Ltd,183 when an express covenant was involved, the ex-employee’s freedoms could be maintained by confining an express post-employment obligation to what was ‘reasonable’ through means other than the definition of the scope of the restraint. Limitations on both the duration and geographical scope of the restriction could also be utilized to protect the ex-employee’s freedoms (and the public interest). For Scott J, there should be no objection to an appropriately formulated post-employment restraint even though it protected ‘confidential information’.184

12.73 Second, the reasoning in Faccenda was itself contradictory. This is because the court whole-heartedly embraced the decision of Cross J in Printers and Finishers which criticized attempts to stretch equitable obligations of confidence to cover behaviour that an employer had not sought to prevent by way of a restrictive covenant.185 The premise underlying Cross J’s remarks is that restrictive covenants can encompass material that could not be included in the implied (or, as he saw it, equitable) obligation. Since the Faccenda court had approved this, according to Scott J, the same court could not really have meant that express post-employment obligations could not be broader in coverage than implied ones.186

12.74 Third, Faccenda itself leaves open the possibility that the implied term might extend so as to prohibit an ex-employee from selling or disclosing confidential information short of a trade secret.187 If one can have an implied term prohibiting the disclosure of information, one can certainly have an express term doing the same thing—and, in fact, there are (as we will see) many cases where the courts have treated as valid post-employment non-disclosure agreements. The recognition that these sorts of restraints are capable of being valid implies that in fact some post-employment restrictions can be justified by reference to the existence of confidential information falling short of a trade secret. In turn, this may imply that the Court of Appeal only meant to indicate that certain types of restraints (eg non-competition covenants) could not be justified by reference to confidential information short of a trade secret.

12.75 Fourth, one might question whether the notion of a ‘trade secret’ in the post-employment implied terms cases functions in the same way and has the same meaning and content as the concept of ‘trade secret’ in the doctrine of restraint of trade. In Faccenda Chicken, Neill LJ simply assumed that the terms meant the same thing in both contexts. But, as Campbell JA noted when sitting in the Court of Appeal of New South Wales in Del Casale v Artedomus,188 the term ‘trade secret’ is used in many contexts, and ‘the concept needs to be used with a clear consciousness of the purpose for which it is being used, on the particular occasion when it is being used’. As we will see below,189 in the context of the implied term, the designation of information as a ‘trade secret’ arguably fulfils two distinct functions: to determine when an ex-employee is taken to be under an obligation (the information must be so ‘obviously’ confidential as to give rise to an obligation), and to ensure the ex-employee is free to use his or her skill, knowledge and experience. In the context of restrictive covenants, the concept of ‘trade secret’ fulfils a different function altogether: it is the starting point from which to judge the legitimacy of an express constraint. Consequently, it is not clear that precisely the same concept is in play.

12.76 Fifth, one can make a policy-based criticism. All things being equal, it seems preferable for an employee’s obligations to be spelled out in their contracts. Although there are clear benefits for employers in doing so (in terms of alerting employees to their obligations and thus preventing breaches), an important legal incentive to codify contractual terms would be provided were express terms to be capable of extending beyond those which the legal system automatically implies. Therefore, there could be said to be good policy reasons for permitting express restraints to provide greater protection than implied ones.190

12.77 Developments191 Subsequent cases indicate that the courts are willing to take a flexible view as to what counted as a ‘trade secret’ for the purposes of the rules relating to restraint of trade, so that such restraints might cover material that fell outside the concept of ‘trade secret’ either as understood in common parlance or in terms of the post-employment implied obligation.192

12.78 The first of these cases is Lansing Linde Ltd v Kerr.193 The claimant company made and sold forklift trucks. The defendant, David Kerr, was director of its northern division (having previously worked for associate companies in Canada and the US). His contract included a 12-month non-compete clause that contained no geographical limitation. When Kerr began working for a British competitor, Lansing sought an interim injunction. This was refused by Knox J (primarily on the basis that a worldwide covenant was unreasonable) and the Court of Appeal dismissed Lansing’s appeal.

12.79 Considering the validity of the covenant, Staughton LJ referred to Herbert Morris, the leading House of Lords’ decision on the validity of employee restrictive covenants, and Faccenda, and subsequent cases such as Balston. He explained that he thought the apparent inconsistencies were attributable to ‘definition’ of the terms ‘trade secret’ and ‘confidential information’. For the purpose of assessing the validity of a restrictive covenant, a ‘trade secret’ was information used in a trade or business, the dissemination of which has been limited and ‘which, if disclosed to a competitor, would be liable to cause real (or significant) harm to the owner of the secret’.194 Staughton LJ indicated that this went beyond ‘secret formulae’ and could include the names of customers and the goods that they buy. However, Staughton LJ suggested that this definition of ‘trade secret’ might not correspond to that of the same term in ‘ordinary parlance’.195 If there was a difference, then, he explained, it might be the case that a restrictive covenant could be justified as reasonable to protect interests that extended beyond ‘trade secrets’ in ordinary parlance. On the facts, Staughton LJ agreed with Knox J that, as the defendant was an employee involved in marketing,196 it was likely that, at trial, he would be found to have information as to the customer connection ‘which would qualify as a trade secret, or (if there is a difference) as confidential information which can be protected’. However, he did not consider that this and other information to which Kerr had access would justify anything more than a 12-month restriction in Western Europe.197 As the contractual restraint was without geographical limitation, Staughton LJ did not think Lansing likely to succeed at trial.

12.80 Beldam and Butler Sloss LJJ delivered opinions to similar effect, though without addressing the Faccenda question. Butler-Sloss LJ, however, indicated her agreement with Staughton LJ as to the meaning of the term ‘trade secret’ in the context of restrictive covenants: given that ‘we have moved into the age of multi-national businesses’, she said, the term ‘“trade secrets” has … to be interpreted in the wider context of highly confidential information of a non-technical or non-scientific nature’: employers should be entitled to protect such information, albeit for a limited period.

12.81 In Poly Lina Ltd v Finch the High Court took a similarly flexible view of the interests on which a restraint could be based.198 The claimant, a manufacturer of bin liners and other plastic goods, sought to enforce a restrictive covenant against the defendant, Finch, under which he had undertaken not to ‘engage in or be concerned with any trade or business carried on by’ the company. Finch had been market controller for the claimant with access to information on ‘costings, customer accounts, profit margins, actual and hoped for sales and development plans’, and had joined a major competitor of the claimant within a month of leaving employment. Judge Phelan said that he did not consider Faccenda ‘raised new points of basic principle’, citing Herbert Morris as the ‘leading case’ and referring with approval to comments by Cross J in Printers and Finishers. The judge found, in any case, that the information to which Finch had access was ‘confidential and in the nature of a trade secret’, having regard to the level of operations which Finch accessed and the labels attached to various documents he saw. The judge held it was reasonable for the claimant to seek to protect such secrets on a worldwide basis for a year and awarded an injunction.199

12.82 The Court of Appeal revisited the issue in FSS Travel and Leisure Systems v Johnson,200 where Faccenda was not even cited. FSS sought to enforce a restrictive covenant against an ex-employee, Philip Johnson, a computer programmer who had resigned with a view to joining FSS’s competitor. FSS had developed a computer software suite for the travel industry comprising 2852 separate programs. D had worked on 395 programs. The covenant prevented Johnson for one year from carrying on, being engaged with, or concerned ‘in any business in the United Kingdom which competes with the business of the FSS Group in which you shall have been personally concerned at the date of such termination’. Deputy Judge Ronald Walker QC discharged the interim injunction and held the covenant invalid, purely in terms of its duration. On appeal, the Court of Appeal affirmed the holding that the covenant was an unreasonable restraint but on the basis that FSS had failed to identify adequately trade secrets to justify the restraint. Mummery LJ referred to ‘well-settled legal propositions affecting restrictive covenants in an employment contract’.201 These propositions distinguished between ‘trade secrets’ on the one hand and, on the other, ‘skill, experience, know-how, and general knowledge which can fairly be regarded as the property of the employee to use without restraint for his own benefit or in the service of a competitor’.202 The distinction:

necessitates examination of all the evidence relating to the nature of the employment, the character of the information, the restrictions imposed on its dissemination, the extent of use in the public domain and the damage likely to be caused by its use and disclosure in competition to the employer.

12.83 It seems relatively clear from the reference to Lansing that then followed that the Court of Appeal was not using the term ‘trade secret’ in the limited or technical sense in which it had been used by Neill LJ in Faccenda: Mummery LJ said he shared Staughton LJ’s view that:203

the problem with making a distinction between the general skill and knowledge which every employee can take with him when he leaves, and secret or confidential information, which he may be restrained from using, is one of definition.

12.84 FSS claimed that the covenant was justified because Johnson knew ‘something can be done’. In Mummery LJ’s view this was general knowledge and not sufficiently specific to constitute a trade secret. There must be a ‘separate and specific recognisable body of objective knowledge designated by FSS Travel as confidential or secret material. The solutions cited as specifics are too vague and indefinite to constitute trade secrets protectable by restrictive covenant’.204

12.85 These three cases have been followed in many subsequent cases.205 Indeed some of these, albeit at first instance, even seem to have abandoned any pretence that the confidential information on which a particular covenant is justified need be ‘equivalent to’ or ‘akin to’ a ‘trade secret’.206 This aspect of the Faccenda Chicken case seems to be almost a dead letter.

Specificity of confidential information

12.86 The question of the extent to which a covenantee is required to particularize any information which he or she regards as justifying a covenant has proved controversial. Some courts have suggested that the covenantee must identify specific secrets that warrant protection.207 However, the more orthodox view is that the covenantee merely needs to demonstrate that it possessed confidential information at the date of the contract that would justify a restraint of the scope imposed.208 Assuming that the restraint was imposed so as to operate from whenever the employee ceased employment, such a clause would only be justifiable where the covenantee both had an interest warranting protection at the date of the contract and would continue to have the same or a similar interest for the foreseeable future. Consequently, a lower degree of particularization is necessary to justify a restraint than would be required in a case in which an ex-employee is said to have used or disclosed confidential information: in the latter case full particularization is required so the ex-employee can understand the nature of the action, and so that the court can formulate injunctive relief. Neither dimension is present in the case of an area covenant or non-compete clause.209 As Aldous LJ explained in Scully v Lee:

In cases where a restrictive covenant is sought to be enforced, the confidential information must be particularised sufficiently to enable the court to be satisfied that the plaintiff has a legitimate interest to protect. That requires an enquiry as to whether the plaintiff is in possession of confidential information which it is entitled to protect. Sufficient detail must be given to enable that to be decided but no more is necessary.210

Trade connections

12.87 The second interest that will support a post-employment covenant is the employer’s interest in its ‘trade connections’, that is, its customers and suppliers.211 These trade connections are sometimes referred to as ‘goodwill’ and it has been accepted for over a century that goodwill is a proprietary interest, where appropriate, protectable by post-employment obligations.

12.88 In Mason v Provident Clothing and Supply Co212 the House of Lords held that a three-year covenant, prohibiting engagement in the same or a similar business within 25 miles of London, was invalid. Provident was a company offering credit to individuals through what was known as a ‘check and credit system’. Mason was one of over 6,000 canvassers employed in England, whose job was to persuade people to become borrower-members and to collect the members’ debts. William Mason had been attached to the Islington branch, but, having been dismissed in 1911, took up employment with the People’s Supply Company (which was admitted to be a similar business), canvassing two miles from his previous district in Islington. When Provident sought to enforce the covenant, the county court awarded an injunction, and the Court of Appeal affirmed. The House of Lords reversed. The prohibition went much further than could be justified by reference to Provident’s interest in protecting its goodwill or customer connections. Viscount Haldane LC (with whom Lord Dunedin agreed) indicated that had the restraint had been limited to the district where Mason had operated and thus assisted in building up the goodwill of the business, ‘or in an area restricted to places where the knowledge which he had acquired in his employment could obviously have been used to their prejudice’, it might have been valid.213 However, it went much further and was invalid. Lord Shaw likewise indicated that, in the absence of trade secrets, all that could reasonably be restrained by the Company to protect its interests would have been that he ‘not canvass his old customers or in the limited locality of his former labour’. But the breadth of the restriction made it ‘a means of coercing and punishing the workman and putting him under a tyrannous, and, therefore, a legally indefensible restraint’.214 Lord Moulton agreed that only a local restraint would have been reasonable, relating to the district in which he canvassed. The contractual covenant which covered the whole of London was unreasonable.215

12.89 In Fitch v Dewes216 the House of Lords considered the enforceability of a radius clause imposed on Thomas Fitch, the ‘managing clerk’ in a solicitor’s office in Tamworth. The clause prohibited Fitch from working in a solicitor’s office within seven miles of Tamworth, but was unlimited in point of time. Their Lordships held the clause to be valid, applying the approach identified in Mason v Provident and Herbert Morris v Saxelby. Lord Birkenhead LC, giving the lead judgment (with which Lords Sumner, Carson, and Parmoor explicitly agreed), first sought to identify the employer’s interests. He observed that:

Such a business depends upon the existence of goodwill; upon the association and the intimacy which exist between him who carries on that business and the clients of the firm, an intimacy founded upon many complex considerations not easily to be defined, but very easily to be understood.217

12.90 The employee was to acquire ‘a close personal acquaintance with the clients from whom … the business of the firm arises’. The facts showed that Fitch had contact with a substantial number of the firm’s clients. In the light of these finding as to the claimant’s ‘legitimate interests’, the Lords had no doubt that some restraint was justified. Given the narrow breadth of the restraint, which only related to his location rather than with whom he dealt, they found that the absence of a limit of the term of its operation was not such as to make the restriction unreasonable.

12.91 Not every case of employment involves trade connections, though many will. Some activities create particularly strong bonds between a business and a customer, such that the customer grows to feel a loyalty to or liking for the employee and their work. That might be the case, for example, with a hairdresser.218 Some require knowledge of the customer’s history or circumstances. A doctor, lawyer, or banker may accumulate significant amount of information about a client. Some relationships take a long period of time in which to develop trust, or a good working relationship.219 In these sorts of circumstances, a business can be vulnerable if an employee leaves. There is a danger that the employee will ‘take customers with them’.220

12.92 In contrast, some jobs, even though they involve contact with customers, will not give rise to a relevant interest.221 This would be the case, for example, where customers develop no particular loyalty to a business,222 or where transactions are one-off.223 Some positive relations between an employee and customers may not be recognized as protectable ‘trade connections’. In Cantor Fitzgerald v Wallace224 Judge Prosser QC declined to enforce six-month prohibitions from being involved in any business in competition with the employer in a case where the defendants were traders in ‘Eurobonds’. The judge explained that this was because what made them successful was primarily their temperament and personality, and these were attributes in which the employer could not claim any proprietary right. The case has been criticized, both by courts and commentators.225 Robert Walker J declined to say it was wrongly decided, but did note that it was both ‘surprising’ and inconsistent with other authorities on brokers.226

Stability of workforce

12.93 A third interest that was recently recognized as justifying post-employment restraints is the employer’s interest in retaining a stable workforce.227 This interest can thus be protected by an appropriately drafted clause prohibiting ‘poaching’ of a business’s employees.228 In Dawnay Day, Evans LJ explained that anti-poaching restraints would not always be justified, but that they were in this case:

The employers need for protection arises because the ex-employee may seek to exploit the knowledge which he has gained of their particular qualifications, rates of remuneration and so on which the judge included in his general description of specific confidential information which the managers acquired.229

This conclusion has been followed in a number of cases.230

Reasonableness: application

12.94 The question of whether a particular covenant is reasonable is a question of fact and impression. Stephenson LJ explained, in Spafax v Harrison:231

[S]peaking for myself at any rate, I do not find any of the voluminous authorities on this branch of the law anything but of the most general guidance. They all turn on their particular facts and though one can see roughly what sort of restrictions have been held to be too wide or too narrow, one really has to treat each case of a restrictive covenant on its own merits in the light of all the relevant facts and, as has been said in the course of argument, it very often comes down or comes back to a matter of first or it may be last impression.

12.95 As we have seen, reasonableness, as currently understood, should revolve around three considerations: the employer’s interests;232 the employee’s (anticipated) activities; and the length, breadth, and geographical extent of the covenant. But, being a question of impression,233 and judges being human, other factors frequently come into consideration. These include how long the employee worked for the employer, how the contract came to be made (whether it was negotiated, whether the covenantor received legal advice),234 the content of the contract, how the employment relationship came to be terminated, and whether the employee has any other potential avenues of work. A court might also be influenced by what the employee has actually done since leaving employment: the courts show a greater inclination to uphold a covenant’s validity where the former employee has targeted the interests of the former employer.235

12.96 In this section, we want to discuss briefly some of the kinds of considerations that operate in relation to different sorts of covenant, and offer one or two illustrations from the case law.

Confidentiality agreements

12.97 We must differentiate between the non-disclosure and non-use dimensions of such agreements. Courts will, in general, view non-disclosure obligations sympathetically, as long as they are confined to confidential information. This, at least, seemed to be the view of Joyce J, sitting in the Court of Appeal in Herbert Morris v Saxelby,236 when referring to a covenant ‘not to communicate or divulge information as to the customers or affairs of the claimants acquired by the defendant whilst in their employment’. The judge noted that the claimant in fact was seeking to prevent the defendant ‘not from divulging or communicating confidential information, but from using the skill, experience, and knowledge that are his own in the service of any one else but the plaintiffs’.236a The former clause ‘would probably not be objectionable’, the latter was (a view which the House of Lords was to confirm). Moreover, Bennett J took a similar position in United Indigo Chemical Co Ltd v Robinson237 when he observed that:

in those circumstances it seems to me to be almost impossible, in justice to the servant, to restrain him when he leaves his master’s employment from using—not disclosing—information which he could not help acquiring.238

12.98 This sympathetic approach towards non-disclosure obligations can be justified because such an express obligation may go little further than the implied obligation (which we review below).239 The impact of such a restraint on what the former employee can do (or say) is thus rather limited.

12.99 However, it is important that such restraints are limited to confidential information, so that they do not encompass information which has entered the public domain.240 Many clauses specify that the restriction on use or disclosure of information is inapplicable to information which has become available to the public generally ‘otherwise than through unauthorised disclosure’. It may be arguable that the latter qualification is too limited. As we explain elsewhere,241 the present legal position appears to be that once information becomes accessible to the public it loses its confidentiality, irrespective as to whether that occurred as a result of an authorized or unauthorized disclosure. Consequently, a post-employment restriction covering any such information seems to go beyond what is required to protect the employer’s interests. It is only in a situation where the particular employee was responsible for the disclosure such that a court would award ‘springboard relief’ that such a restriction could be justified, and in such cases it would seem that such an express limitation is unnecessary.

12.100 As long as such confidentiality clauses are suitably qualified, these kinds of obligations are rarely scrutinized for geographical breadth or duration.242 In particular, where the employee has been privy to personal or State secrets, the term of a restraint can be indefinite. This duration can be justified because the restriction is limited to disclosure, as opposed to practising one’s trade, and because the material may well retain its sensitivity for some time. The courts appear content with lifelong obligations of non-disclosure being imposed on members of the security services.243

12.101 Restrictions that cover non-use of confidential information fall to be scrutinized to establish that they are reasonable as regards scope, geographical coverage, and duration. As with nondisclosure obligations, the restriction must only cover ‘confidential’ information. In Intelsec Systems Ltd v Grech-Cini244 the claimant specialized in making security-based products and had employed two defendants in developing of a video smoke detection system. Lowe, who was head of sales, had agreed for two years after ceasing employment to keep confidential ‘all information of whatever kind or nature which the employee obtains from the employer’. Deputy Judge Warren QC stated that this was unlikely to be enforceable:245

It is in enormously wide terms. It is for a period of two years (which may be reasonable) but relates to all the plaintiffs’ ‘proprietary information.’ This is defined in such a wide manner as to include items which are clearly not confidential. If it is allowed to operate to its full extent it is unreasonable.

12.102 A similar approach was taken by the Australian High Court in Maggbury Pty Ltd v Hafele Aust. Pty Ltd,246 though this was not an employee case. A confidentiality agreement between two independent traders obliged the recipient of information to refrain from using that information forever. Maggbury argued that the clause applied even to information that was in the public domain (at least unless Hafele accessed it from that source). The High Court agreed with that construction but by a majority (of 3–2) held that the contract was, as a consequence, an invalid restraint (as M had not identified any legitimate interest that it was reasonable to protect by such a restraint). Kirby J, dissenting, would have found the clause was not a restraint attracting the doctrine—or at least not an unreasonable restraint. The basis for this conclusion was the narrowness of the clause, coupled with a feeling that it encouraged cooperation between the parties and was the sort of arrangement that was overall pro-competitive. Callinan J, also dissenting, doubted that there was any place for the doctrine of restraint of trade at all in contemporary law. Acknowledging, however, that such a doctrine did exist, he found the restraint reasonable and inoffensive from the point of view of public policy.

12.103 Where a post-employment restraint applies to ‘confidential information’ short of a trade secret, in most cases it will be necessary to identify the information with relative specificity, and limit protection in terms of duration (and possibly geographical coverage). In Balston Ltd v Headline Filters Ltd247 the personal defendant, Brian Head, had worked for the claimant, a manufacturer of glass microfibre tubes, since 1969, before entering into competition with them. The claimants sought interim injunctive relief based on an express covenant that indicated that he must not at any time:

disclose to any third party or use … any knowledge or information obtained by him during his employment … which is of a secret or confidential nature or which may injure or cause loss to or be calculated to injure or cause loss to the company.

12.104 According to Scott J, counsel for the claimant accepted that the obligation was too wide to be enforceable because it was ‘unlimited as to area and time’ and advocated the blue pencilling of the words ‘or confidential’ and ‘or which may injure or cause loss to or be calculated to injure or cause loss to the company’. Effectively, counsel wanted to confine the scope of the obligation to trade secrets, thereby intending to avoid any problems with length and geographical scope. Scott J appeared to agree.248

12.105 With regard to time, the court will, in a normal case, look at how long the information is likely to retain its value. If the information relates to a manufacturing process, this will be likely to turn on how long it would take a person to reverse engineer the marketed product so as to discover the process of manufacture. In the case of commercial information, for example relating to business plans, the relevant term would be that corresponding to the period in which the plan remains either relevant or confidential. If a new plan is adopted every year, the currency of the plan is approximately 12 months.249 Where the obligation relates to ‘trade secrets’ as such, the courts will probably not require any restriction in terms of time. It has been said that ‘[m]aterial of the nature of trade secrets … may be protected for an indefinite period of time, subject of course to the survival of that characterisation in the circumstances’.250

12.106 Whether such a clause needs to be limited geographically will very much depend on the nature of the information.251 In the case of technical trade secrets, worldwide protection may well be warranted. This is because a business can be damaged by use of a trade secret abroad as much as locally, and dissemination of information abroad could easily jeopardize protection domestically. In Caribonum Co Ltd v Le Couch,252 where the employer operated secret processes for the making of carbon paper and typewriter ribbons, Eve J was unconcerned that there was no geographical limitation in a clause prohibiting the ex-employee from using ‘the formulae or processes used by the company in the manufacture of its products’. According to the judge, ‘regard being had to the nature of the mischief to which this part of the covenant is directed, considerations of limitations of time and space have no application’.253

Non-solicitation and non-dealing clauses

12.107 Where an employee has had contact with clients in relation to which the employer can reasonably consider it has goodwill, the narrowest form of protective clause that could protect that interest is one that simply prevents the former employee from soliciting the custom of such clients. A typical clause might prohibit the employee from canvassing or soliciting any person who at any time in a specified period prior to the employee’s departure was a customer of the employer. Sometimes, the clause could be narrower, specifically limited to customers with whom the employee has had contact. Because these clauses represent the minimum available, the courts tend to view them sympathetically.254 Non-dealing clauses go further, and prevent the ex-employee from dealing with former customers of the employer. Because they apply irrespective of any act of solicitation by the employee, they are more restrictive in their effect and require greater justification.

12.108 The leading authority is Stenhouse Australia v Phillips. Here, the Privy Council reviewed a five-year non-solicitation agreement binding a former employee of the claimants, insurance brokers, and found that it was reasonable. The court recognized the importance of relationships between broker and client, as well as its potential fragility, and thus the vulnerability of a brokerage to solicitation by former employees.255 Looking at the terms of the covenant, the court noted that a narrow non-solicitation agreement left open ‘a wide field in which competitive action’ in which the employee was unrestrained. Even though the definition of ‘clients’ to which the prohibition applied was wide, and included ‘prospective clients’, the court observed that the provision contained a (negotiated) limitation, so that it did not cover any insurance company, and so left unaffected the defendant’s main specialty, namely reinsurance. Thus the contract in fact only restricted the defendant from contacting ‘the comparatively small number of clients with whom the respondent dealt directly’. Given this narrow scope, the court was inclined to accept the length was reasonable. It doubted the relevance of evidence as to how long after termination a person might be expected to enjoy an advantage over others in obtaining business. The court observed:256

It is for the judge, after informing himself as fully as he can of the facts and circumstances relating to the employer’s business, the nature of the employer’s interest to be protected, and the likely effect on this of solicitation, to decide whether the contractual period is reasonable or not. An opinion as to the reasonableness of elements of it, particularly of the time during which it is to run, can seldom be precise, and can only be formed on a broad and common sense view.

12.109 Although in their narrowest form, a non-solicitation clause might be limited to customers with whom the employee had actually had contact,257 often it will be easier to draft and police clauses relating to the clients of the company more generally.258 The case law indicates that non-solicitation clauses may be upheld as reasonable even though they extend to clients or customers with whom the covenantee has not had contact.259 This is particularly so where the employee was quite senior, or where the business is small, so that it is likely the employee will have learnt information about customers even though they were not ones with whom he or she had dealt. But the doctrine does not appear so confined. So, for example, in Business Seating (Renovations) Ltd v Broad260 Millett J upheld and enforced a covenant against the defendant which related to customers of his employer, which renovated office furniture, even though it included customers who were not known to the employee during the two years that he had been employed by the claimant.261 In contrast, in WRN Ltd v Timothy Mark Ayris262 a non-solicitation clause was held to be too wide because it applied to ‘any customer’, which in turn was defined as covering any person to whom the company had supplied any product or service in the year preceding the employee’s termination. The clause, in its terms, clearly extended to customers of the claimant, a firm providing broadcasting services, with whom the employee not had contact. The court was referred to the case law, but formed the view that the existence of a confidentiality clause was sufficient to protect the ex-employer’s interest in controlling the use of information about customers with whom the ex-employee had no contact, but about which the ex-employee had learnt as a result of his employment. It was not reasonable to add a non-dealing restraint.263

12.110 Although the courts are relatively generous in their treatment of broad non-solicitation clauses, even this has its limits. In M & S Drapers (A Firm) v Reynolds264 the court treated as unenforceable a five-year non-solicitation covenant that had been imposed on a canvasser, not least because it included within its scope persons the employee knew before joining the claimant. The court distinguished authorities that had permitted such broad non-solicitation covenants as concerned with persons higher up the business ladder.265 In another case, the court said it did not regard as reasonable a clause which covered clients which the employer attracted after the employee left.266

12.111 It has been suggested that there is no need for time limitations on non-solicitation and non-dealing clauses.267 As we have already noted, in Stenhouse the Privy Council felt little problem with treating as reasonable a covenant for five years. However, in Scully UK Ltd v Lee, the Court of Appeal affirmed a first instance holding that a two-year non-solicitation clause was invalid as longer than necessary. The appellant argued that duration was not a material matter in the reasonableness of non-solicitation agreements. Aldous LJ accepted that such a contention ‘has force’, but said he was not prepared to overturn the first instance judge’s conclusion that a covenant lasting for less than two years would have been sufficient.268


12.112 Aldous LJ’s view that there is ‘force’ in the idea that lengthy non-solicitation clauses might be reasonable has not proved attractive to other courts, which continually require former employers to justify the term of non-solicitation and non-dealing clauses. The reasonableness of the term of a non-solicitation or non-dealing clause will typically depend on a range of factors.269 First, there will be a need to consider how long it would take to replace the employee and to train the replacement. In the case of a senior employee this might be expected to take longer than with a junior one.270 Second, the court will consider the nature of the employer’s business, and the frequency with which the employer has contact with its customers. If there are long intervals between contact, as with a family solicitor, the duration of the non-solicitation clause might be longer than with, for example, a hairdresser’s or butcher’s. The reason for this is that the court may regard the prohibition on the ex-employee as justified until the employer has had a sensible period in which to acquaint its customers with the replacement.

12.113 Two examples from the case law will suffice to illustrate the approach of the courts. Firstly, in Beckett Investment Management Group v Hall271 the Court of Appeal upheld a non-dealing covenant that the claimant, a company providing investment advice, had imposed on two of its employees. The term was in addition to a non-solicitation clause, but the court took the view that in a specialist market, where clients might gravitate towards an ex-employee who set up in competition, such a clause could be required to protect the employer. In the circumstances, the court found the 12-month period justified, in order to provide time to replace the employees with people of equal calibre and expose the customers to those employees. Maurice Kay LJ said he had regard ‘to their seniority and importance, to the evidence about business patterns, to the logistics of replacing them, and to the un-contradicted evidence of an industry standard of 12 months’.272 Secondly, in Associated Foreign Exchange Ltd v International Foreign Exchange (UK) Ltd273 the High Court held in the fast moving business of foreign currency exchange, a 12-month non-solicitation covenant was unreasonable. While the relationship developed with customers would justify some restraint, because the market is so competitive and transactions so frequent, after six months ‘things will have moved on so much that protection against solicitation by him is unnecessary’.




12.114 The geographical scope of a non-solicitation agreement should correspond with the area in which the employer’s customers were located. In Hinton & Higgs v Murphy,274 for example, Lord Devaird in the Outer House of the Court of Session held that a restraint against working for any client of the employer (consultants in health and safety) went beyond what was reasonably necessary because there was no geographical limitation. The defendants only worked in Scotland. In contrast, in International Consulting Services (UK) Ltd v Hart275 a worldwide covenant was upheld. The claimant offered consultancy services in the telecommunications sector to both small firms and multinationals. The defendant had been employed as a senior consultant for three years, at which point he established his own operation and entered an arrangement with a firm whose custom the claimant had been soliciting. The court held a 12-month covenant not to ‘canvass, solicit or approach or deal with’ any person who was a client or with whom the company had been negotiating was valid and enforceable. The fact that there was no geographical limitation was regarded as unexceptional, the court noting that ‘[t]his was a worldwide business and Mr Hart’s employment was not restricted in area’.276

Activity and non-competition restrictions

12.115 An activity or non-competition clause typically prohibits an employee from being employed, engaged, or interested in any business of a specified type or which is competitive with the business in which the employee has been involved while employed by the employer.277 Where such clauses are imposed with a view to protecting consumer connections,278 such clauses are geographically defined (so-called ‘radius clauses’ or ‘area covenants’). Such covenants are designed to ensure that the employee is not, for a specified period, able to operate in a business sphere where he or she can take undue advantage of, or damage, their former employer’s interests. However, because these sorts of restraints actually prevent the ex-employee from competing, on their face they also prevent him or her from utilizing their skill, knowledge, and experience. This form of covenant is often, therefore, the most harmful to the ex-employee. Consequently, the courts scrutinize such clauses especially closely.279

12.116 If the employer is relying on its interest in ‘customer connections’ to justify an activity restriction, it is likely that it will need to demonstrate that a non-solicitation or non-dealing clause would not suffice. In Lucas v Mitchell,280 for example, the Court of Appeal held that a non-solicitation covenant was justified, but that a covenant not to deal in the same goods (rusk for use in processing meat) in a specified area went beyond what was required to protect the employer’s goodwill: given the limited number of customers it was feasible for the employer to identify any breaches of the non-solicitation clause. Likewise in Office Angels Ltd v Rainer Thomas & O’Connor281 the Court of Appeal held that a clause requiring the defendant not to work in an employment agency within a kilometre of the branch where she had worked was an unreasonable restraint. The court said it thought that an appropriate non-solicitation clause would have been justified, and workable, as the clients could be identified.282 But a radius clause was particularly inapposite to protect the company’s relationship with its clients because, by and large, dealings with clients were conducted by telephone and the clients were indifferent as to the location of the office. Ultimately, then, the radius restriction limited the ex-employee’s freedoms but did not protect the employer’s legitimate interest, and thus was unreasonable. In contrast, in Dignity Funerals Ltd v Maddocks283 the High Court held there was a serious question to be tried as to the enforceability of an 18-month area covenant prohibiting the employee from being engaged in the business of funeral directing. Maddison J reasoned that prospective clients might come from those who had experienced the employer’s funeral services without having actually been one of its clients, so a non-solicitation arrangement would not protect its goodwill sufficiently.

12.117 Where the aim of an activity or non-compete covenant is to protect the employer’s goodwill, typically the reasonable geographical extent of the covenant is assessed by reference to the area in which the company had customers at the time of the contract.284 Equally, the scope of covenant should not stray too far into areas where there are many potential customers for other actors, but where the covenantee has little activity.285 So, for example, in a case concerning an employment agency in the Midlands, the High Court found that a 25-mile radius from the town of Banbury was too broad, as virtually all the customers came from within a 20-mile zone, and the wider district included a number of other towns and cities (Rugby, Northampton, and Oxford) where the employer had no customers at all.286 Although the court understood the explanation that an office in Oxford could attract many of the customers from Bicester, it rejected that reasoning. The clause went further than necessary because it covered many customers who had no trade connection at all: an office in Oxford, for example, would serve not just Oxford but much of its hinterland where the employer had no customers at all. Deputy Judge Mowbray explained that:287

The object of the rule of public policy against too wide an area is not primarily to protect an employee … it is to protect the market open to prospective customers, to maximise the number of, in the present case, employment agencies available to them and to promote competition among them.

12.118 Where the activity restriction is justified by reference to customer or trade connection, the appropriate duration is likely to be decided by reference to similar factors as are relevant with non-solicitation and non-dealing clauses. Long periods are unlikely to be acceptable.288 Where an employee can be placed on garden leave, this will be taken into account in deciding whether the period of restraint is reasonable. Although there is no principle of automatic set off,289 when considering whether the post-employment covenant is reasonable, the courts will take into account protection that the employer gained through a lengthy notice period that allowed for garden leave.290 Indeed, Neill LJ suggested in Credit Suisse Ltd v Armstrong, that in an extreme case where a long period of garden leave (‘perhaps substantially in excess of a year’) operated a court might decline to grant further relief based on a restrictive covenant.291

12.119 Where the justification of the activity restraint is confidential information or trade secrets, it is usually relatively easy for the employer to establish that a confidentiality clause would not suffice. This is because courts are all too familiar with the problems with policing and enforcing such clauses.292 Nevertheless, the employer will have to demonstrate that he had (or anticipated at the time of the contract that he would be possessed of) such confidential data, and that the employee’s contact with this data would be such that there was a significant risk that it would be misused in the post-employment period.293

12.120 Assuming the employer has established such an interest, the key question is likely to be the precise scope of the non-compete or activity restriction. This tends to comprise two aspects: first the definition of the prohibited sector, and, second, the specification of roles in that sector that the former employee must not occupy. The perils with defining the sphere in a sufficiently limited fashion can be seen by comparing Technograph Printed Circuits with Kerchiss v Colora. In Technograph Printed Circuits Ltd v Chalwyn,294 a manufacturer of multi-layered printed circuit boards was refused interim injunctive relief against an ex-employee who had signed a two-year non-compete obligation relating to any business ‘engaged in the United Kingdom in the manufacture of printed electrical circuits’. The employer’s affidavit highlighted secrets in the making of multi-layered circuits, but the scope of the restraint would have prevented the employee working for a manufacturer of single-sided printed circuit boards, which would not have involved using secrets. In contrast, in Kerchiss v Colora Printing Inks Ltd,295 where an employee chemist worked for a company involved in the manufacture of aniline dyes, the court nevertheless held valid a non-compete covenant applicable to working for any company that made dyes, whether aniline or otherwise. The reason for this was that the ex-employer feared that any dye manufacture would utilize the ex-employee’s familiarity with aniline dyes to move into that sector.296 The former approach seems to have been preferred by the Court of Appeal in Scully UK Ltd v Lee,297 where a covenant not to work in, or be interested in any business concerned with ‘overspill technology’ was regarded as going beyond what was necessary to protect the ex-employer’s legitimate interests. This was because the clause applied to the application of the technology in any field, whereas the employer was only practically concerned with the petrochemical field. The Vice-Chancellor was clear: ‘[a] clause which bars the employee from involving himself in businesses which do not compete with the business of the previous employer ought not, in my judgment, to be upheld’.298

12.121 Even if a clause defines the sector narrowly enough, further difficulties arise as regards roles. A clause specifying that an ex-employee is not to work in a particular industry is apt to cover all roles, from the most senior management to the most mundane (the janitor, the person who sorts the post, or the door-person). Although, as we have seen, courts will frequently interpret such open-textured in a limited way so as to render them enforceable,299 one technique for limiting non-compete clauses is to refer to the activities with which the defendant had actually been involved,300 while another is to limit the scope of the activities that breach the restraint to those that could involve use of any confidential information.301

12.122 Because such covenants are especially restrictive (and anti-competitive), their duration must be relatively short.302 In the early twentieth century, obligations for as long as five years were occasionally accepted as reasonable where trade secrets were involved.303 Such period would be unlikely to be acceptable today.304 In a number of cases, 12- month restrictions have been upheld. For example, Rattee J had no problem with a 12-month restriction on the activities of a former employee who had been appointed to work in its research and development section of an innovative manufacturer of vacuum cleaning equipment.305 Nor did Laddie J see any difficulties with a 12-month covenant prohibiting an ex-employee of a pharmaceutical manufacturer from working in competing businesses that were engaged in polymer modification of molecules using particular techniques.306 Neither of these cases, however, involved any close analysis as to the lifespan of the particular technical insights that the employee could be expected to have contact with. There seems to be a tendency in these cases to judge appropriate duration by reference to some idea of a standard ‘tariff’ or ‘going rate’, rather than through the deployment of any sort of practical reasoning.307 In an Australian case, a restriction on competition lasting 30 months in a termination agreement was regarded as reasonable, given the fact that the role which the employee occupied had allowed him access to the employer’s strategic plan that would still be relevant after the 30-month period came to an end.308

12.123 Although the duration and scope of such clauses are very closely scrutinized,309 the courts have become very flexible about the geographic coverage.310 In Scully UK Ltd v Lee311 Aldous LJ noted that ‘[b]usiness is becoming increasingly international and the covenant is to protect dissemination of confidential information’. In fields such as investment, web-conferencing, development of electronic goods, the courts have recognized that as business is global, so the coverage of a restriction can reasonably be worldwide.312 Similar sentiments prevail where businesses are based on technical invention.313

Entitlement provisions

12.124 The doctrine of restraint of trade will be of significance were an employer to attempt to utilize express obligations with respect to inventions created by an employee after employment has ceased. In those circumstances, the code contained in section 39 of the Patents Act 1977 will not be applicable. However, such terms are unlikely to prove enforceable. In Electric Transmission v Dannenberg314 the defendant had been employed by the claimants as an inventor working in the field of high tension fuses. His contract, many of the clauses of which were said to survive termination, included an agreement that:

all discoveries or improvements made by the inventor in connection with the said invention and any invention other than aforesaid made by him whether relating to high tension fuses or not shall immediately they have been made be disclosed to the company and provided that the company agrees to patent and market such discoveries, improvements and inventions, the same shall belong to and become the joint property of the company and the inventor.

12.125 Another clause obliged the defendant not to disclose such discoveries or improvements to any other person. In late 1946 he tendered his resignation, and in February 1947 joined a firm, EMP, which made lightning arresters. While working with the new firm he contributed to an invention of a new type of fuse, and EMP filed for a patent in May 1947. The claimant firm brought an action for breach of the contract, in that Dannenberg had not disclosed the invention to the claimant as required, and the defendant claimed the contract was unenforceable, inter alia, because it was a restraint of trade. Romer J observed that:315

If the clause is to be read as operating after the Defendant left the plaintiff’s service, then it would presumably continue for the rest of the Defendant’s life and would, in my judgment, plainly be bad, so far as the second class of inventions is concerned, as being an unreasonable restraint of trade.

12.126 However, in the light of the rest of the contract (which he described as ‘a thoroughly ill drawn document and full of inconsistencies’), he held that the clause was limited in its operation to the period of the defendant’s employment by the claimants.316 Consequently, although the defendant had not breached the obligation, it was prima facie valid.317

Cumulation

12.127 It is very common indeed for employers to impose a number of different overlapping covenants. It might be wondered whether, if an employer has included a covenant covering use or disclosure of confidential information, as well as one covering non-solicitation of customers, whether a court could possibly regard the addition of a non-compete or area covenant as justified. Indeed, the Privy Council raised just such a concern in Stenhouse where Lord Wilberforce observed that ‘[t]he presence of one restraint diminishes the need for the others, or at least increases the burden of those who must justify those others’.318

12.128 Nevertheless, the courts seem to have been willing to permit such cumulation, at least where there exists doubt as to the adequacy of the more narrowly defined covenant.319 In Standex International Ltd and another v CB Blades and CB Blades Ltd,320 for example, the Court of Appeal rejected the contention that the inclusion of a non-solicitation clause meant that the use of a radius clause was unreasonable.321 Of course, if the narrower covenant suffices to protect the employer’s interest, the addition of a broader one will not be permitted. In T Lucas & Co Ltd v Mitchell,322 for example, a non-dealing clause was regarded as excessive over a non-solicitation clause, because the former employer had a limited number of customers and thus would have been easily able to police the non-solicitation clause.

Reasonableness: the public interest

12.129 The leading cases specify that a covenant will be enforceable only if it is reasonable having regard to both the interests of the parties and the public interest.323 The burden of proving unreasonableness from the perspective of the public interest rests on the person alleging it, which, in the cases with which we are concerned, will usually be the ex-employee.

12.130 Courts generally assume that an agreement that is reasonable having regard to the interests of the parties will also be reasonable in the public interest.324 This may not necessarily be so—a cartel agreement, for example, might be reasonable having regard to the interests of the parties but not reasonable from the point of view of the public interest.325 But in the context of employee covenants it is less easy to think of an example of a covenant which is in the interests of the parties but not in the public interest.326 Consequently, in Kerchiss v Colora Printing Inks Ltd327 Danckwerts J observed:

once you have established that their restrictive covenant is necessary and proper from the point of view of the parties, then it requires a strong case to show that it should not be enforceable on the ground of injury to the public, and the onus as regards to that aspect is on the person who seeks to have a declaration that the covenant is invalid.

12.131 It should be no surprise, then, that one commentator has referred to this aspect of the test of reasonableness as ‘a pious theoretical formulation … which has had no practical application’.328

12.132 Nevertheless, two scenarios where the requirement might be relevant can be suggested.329 First, it might be that the restrictive covenant enables the covenantee/employer to retain a monopoly over a particular activity. This clearly would be the case only with a very specialized activity,330 but it might well make any attempt to use restraints on trade to prevent competition contrary to the public interest. In Thomas Cowan & Co Ltd v Orme331 a three-year post-employment covenant, according to which the employee agreed not to work in the ant fumigation business in Singapore, was recognized to be reasonable as between the parties, but contrary to the public interest. The judge explained that the claimant had a virtual monopoly, and that ‘since the defendant’s firm commenced business in competition with the plaintiffs, the charges for ship fumigation have dropped, which is a good thing’.

12.133 Second, it might be that there is a public interest in some sorts of activities not being restrained. One commentator has suggested that:

a restriction on the work of a scientific or literary genius, however favourable to him as regards consideration, might conceivably be held against public interest.332

12.134 In some jurisdictions, restrictive covenants are prohibited in the medical profession, and sometimes potential shortages of medical officers have been seen as a reason for holding restraint clauses to be unreasonable from the perspective of the public interest.333 However, in Whitehall v Bradford334 the Court of Appeal indicated that no special considerations applied in relation to medical practitioners. Danckwerts J observed that ‘although this was an area in which doctors were not too numerous … the effect of the covenant is not to create a monopoly in the plaintiffs but merely to prevent one doctor, the defendant, from practising there’.335

Severance

12.135 If a covenant is regarded as unreasonable, the court may apply the ‘doctrine of severance’ and delete the offending portion.336 The circumstances in which this is legitimate are discussed in detail elsewhere.337 Although there is some confusion surrounding the precise requirements of the doctrine, the authorities appear to agree that at least three conditions must be satisfied: first, the unenforceable provision which it is sought to sever must be capable of being removed without the necessity of adding to or modifying the wording of what remains (the blue pencil test, or ‘grammatical severability’); second, the remaining terms must continue to be supported by consideration; and, third, the removal of the unenforceable part must not alter the character of the contract to such an extent that it becomes a different contract altogether.338 We can call these three requirements: the requirement of linguistic severability; the requirement of remaining consideration; and the requirement of substantial identity.

Policy of, and uncertainties in, the law of severance

12.136 Before examining the three requirements, it should be acknowledged that the question of when severance is permissible raises difficult policy questions similar to those that are raised by issues of interpretation.339 The effect of ordering severance of a covenant is, like that of ‘interpreting down’ the contract, usually to excise parts of it, to make it narrower, and thus to save the totality of the restriction from invalidity.340 Conversely, a strict approach to severance may well lead the court to invalidate the whole of a restriction, perhaps leaving an ex-employer with no protection (or only that protection provided by implied terms). Usually, then, in a case in which an employer attempts to enforce a post-employment covenant against an employee, courts that are the most flexible in their attitudes to severance favour employers’ interests over those of employees.341 That said, there are cases where severance of an unenforceable restraint has been to the benefit of the employee, the remainder of the clause, which as a consequence was allowed to stand, guaranteeing a post-contractual payment.342

12.137 The case law on severance is, unfortunately (like that on construction of post-employment restrictions), somewhat of a mess. The reason for this is that the matter has not been considered in the House of Lords since 1913, when Lord Moulton gave his much-cited speech in Mason v Provident,343 permitting severance only in a limited range of circumstances. In the century since, the English Court of Appeal has at times sought to broaden the criteria, to reflect the changes in education, in the economic, and, perhaps, in judicial ideology, while lawyers have developed various mechanisms by which to try to manage the legal principles. If these moves had seemed to indicate an increased flexibility in applying the doctrine, it is notable that the Supreme Court of Canada has very recently affirmed the vitality of Lord Moulton’s approach. Thus we have been left with a number of uncertainties in the application of the law, uncertainties that would certainly justify the UK Supreme Court revisiting the question.

12.138 One uncertainty is whether severance operates differently in relation to employee covenants. In Mason, Lord Moulton emphasized that ‘the real sanction at the back of these covenants is the terror and expense of litigation, in which the servant is usually at a great disadvantage, in view of the longer purse of his master’.344 This gave the application, and perhaps the content, of the doctrine a different dimension to its application in other contexts. For Lord Moulton, the risk of the contract being drafted too broadly should fall solely on the employer’s shoulders: the employer, he explained, having sought unreasonable protection ‘must take the consequences’. However, in subsequent cases,345 it has been suggested that severance is a doctrine of contract law generally, and not to be applied differently in employment cases. In T Lucas & Co Ltd v Mitchell,346 for example, the Court of Appeal rejected the proposition that there was a residual discretion available to the court in ‘master and servant’ cases to refuse severance because of the effect it would have on the vulnerable employee. The proposition that ‘there is a special rule referable to employment contracts … has not found favour in the more recent authorities’.347

12.139 Another source of confusion relates to the role of ‘intention’. Is the doctrine of severance based on the premise that the parties would have regarded the clause as severable? In Mason, Lord Moulton implied that the public policy informing the doctrine of restraint of trade indicated that severance should only be available in narrowly defined circumstances.348 However, subsequent courts have doubted that the matter is one of public policy, preferring to view it as a matter of contractual interpretation and, ultimately, the intention of the parties. In Putsman v Taylor, for example, Salter J indicated that severance was a pure matter of what parties intended, not a question of judicial alteration.349 More recently, the Court of Appeal in T Lucas & Co Ltd v Mitchell said it regarded the matter as one of construction: clauses are severable where ‘the parties have agreed to two restraints separate one from the other, and not dependent the one upon the other nor constituting only one integral obligation’.350 However, courts do not seem to have been influenced by statements in contracts that the parties agree that the clauses are severable.351

The requirement of linguistic severability

12.140 Although there are a number of fundamental issues that remain unresolved, many of the features of the law of severance are agreed. The most important of these is undoubtedly the requirement of ‘linguistic severability’, or, as it has often been put, the requirement that the matter to be excised can be removed by running a ‘blue pencil’ through the offending words. In Attwood v Lamont Lord Sterndale MR stated that the reference to ‘blue pencil’ was a ‘figurative way of expressing the principle, and like most figurative expressions may quite possibly lead to misunderstanding’.352 In essence, it requires the severance to relate to what can be regarded as a linguistically distinct and substantively independent obligation, the removal of which leaves a remainder that itself makes sense without further modification.353

12.141 The limits of linguistic severability—and particularly the distinction between deletion and rewriting—are made clear in Shafron v KRG Insurance Brokers (Western) Inc.354 Here, the Supreme Court of Canada was called upon to decide whether the doctrine of severance was applicable to a three-year non-competition clause in connection with the business of ‘insurance brokerage which is carried on in the Metropolitan City of Vancouver’. Shafron, having left KRG, had joined a form of insurance brokers in Richmond. Parrett J in the Supreme Court of British Columbia found the clause to be uncertain and unreasonable, there being no definition of the term ‘Metropolitan City of Vancouver’. The Court of Appeal had reversed, acknowledging the ambiguity, but relying on the doctrine of ‘notional severance’ it read the clause (down) as applicable to ‘the City of Vancouver, the University of British Columbia Endowment Lands, Richmond and Burnaby’. Narrowly defined in this way, the court thought the three-year covenant was reasonable. The Supreme Court reinstated the decision of the court of first instance. Referring to the statement of Lord Moulton in Mason, and subsequent case law that seemed to allow ‘blue-pencil severance’ in a broader range of cases, Rothstein J explicitly stated his preference for the former position.355 In relation to the particular covenant that concerned it, then, the Supreme Court found that the ‘blue-pencil test’ should not be used to delete the term ‘Metropolitan’. To do so would to replace an ambiguous term with one with more certainty, but not with one which the parties would have agreed to.356

The requirement of remaining consideration

12.142 The second requirement, that the removal of the restraint by severance does not deprive the covenant of consideration, was examined by the Court of Appeal in Marshall v NM Financial Management Ltd.357 The case concerned an insurance salesman who was paid on commission. The agency contract indicated that he would continue to receive commission after employment on deals that he arranged before leaving as long as he did not enter into competition. The clause was regarded as an unjustifiable restraint of trade, and the question arose whether nevertheless the salesman could enforce the contract. The Court of Appeal held that he could. The question of whether severance changed the nature of the contract had to be viewed in relation to the contract as a whole, and the court was of the view that, even without the restraint, there was plenty of consideration for the promise to continue paying commission. It is only where ‘the sole object or subject matter of the contract’ is the restraint, that severance will render the totality unenforceable.358 This will only be the case where the restraint is given in return for some particular obligation, as where a termination agreement extracts a restrain from a leaving employee in return for some pay-off or pension.359

The requirement of substantial identity

12.143 In Mason, Lord Moulton stated that severance should only occur ‘in cases where the part so enforceable is clearly severable, and even so only in cases where the excess is of trivial importance, or merely technical, and not part of the main purport and substance of the clause’. The notion of ‘triviality’ is, of course, rather peculiar, given that the legal consequences of severance are typically rather significant—the remainder of the clause being rendered enforceable. While the legal consequences of the excised component can therefore not be the criterion by which ‘triviality’ is assessed, it is not exactly clear how triviality is to be determined. It is suggested that one suitable test might be whether what is severed constitutes in commercial terms the greater part of the obligation.

12.144 In Rex Stewart Jeffries Parker Ginsberg Ltd v Parker360 the Court of Appeal was faced with a non-solicitation clause that applied to any customer who ‘is or was’ a customer of the former employer. The court held that while it was appropriate to prohibit solicitation of those who would have been customers at the time the employee worked for the company, the extension of the clause to any person who ‘is’ a customer meant it would cover customers whose business the company had acquired after termination of the employment arrangement. In the court’s view, while this went too far, the failing could be cured by severing the ‘is or’ from the clause. Although the court did not refer on this point to the issue of ‘triviality’ of the deletion,361 the number of persons who had become the ex-employer’s customers since termination, and thus who were well within the ‘is’ but not the ‘were’, was likely to be relatively small compared with the latter group.362 However, such an approach will not always be possible. In one recent example, Living Design v Davidson,363 the Court of Session held that a clause indicating that post-termination covenants were to apply however the contract was terminated (ie whether lawfully or not) could not be described as ‘trivial’.

12.145 The requirement that the clause remains in substance the same has been doubted, and it is now common to state the requirement merely as one that the contract should in substance remain the same. Clearly, such a shift in focus reduces the effective limitation the requirement presents for severance. The origin of the shift can be traced at least as far back as Lucas v Mitchell,364 where Russell LJ had said that the relevant question was whether the obligation could be removed or severed ‘without altering the nature of the contract’. More recently, in Sadler365 the court (Deputy Judge Peter Crawford QC) adopted the test of whether ‘the removal of the unenforceable part does not so change the character of the contract that it becomes a different contract altogether’. With Sadler receiving the approval of the Court of Appeal in Beckett, it seems that, at least where restraints are included in lengthy appointment contracts,366 the question of severance will henceforth largely turn on ‘linguistic severability’.367

Limits on enforcement

12.146 Before concluding this review of the protection of trade secrets and confidential business information through express restrictions on activities, we should note two further limitations on the rules.

Reasonableness at the time of enforcement

12.147 As we have noted, the reasonableness of any covenant is assessed at the time it is entered. However, in considering whether to enforce a covenant, the court will not only consider its validity, and whether the defendant’s activities fall within its scope, but also whether the ex-employee’s activities will jeopardize the interest which the covenant protects. That is, at the point of determining relief, the court takes into account matters that have arisen since the contract was formed. In fact, according to Cox J in TFS Derivatives v Morgan,368 the court will consider ‘its reasonableness as at the time of trial’. Thus if it was expected at the time the contract was entered that the employee would handle trade secrets, but in fact the employee was never in a position to do so, the court may decline to enforce a covenant. Such a situation might arise where a company changes its operation, so it is no longer involved in research; or because the secrets it once had have lost that quality; or because the employee’s responsibilities have changed so that he no longer has access to confidential data.

Repudiation and General Billposting

12.148 Secondly, it is a long-standing principle that if the employer has committed a repudiatory breach of the employment contract, he or she will not be able to enforce express clauses relating to the period after employment.369 To amount to a repudiatory breach, of course, the breach must be of a serious nature, going to the heart of the contract.370 While a number of commentators have raised doubts about the appropriateness of the principle in General Billposting,371 what interests us is the more specific issue of how the principle in General Billposting applies to confidentiality arrangements. While there is nothing in the case itself to indicate that the application of principle might be modified in relation to post-employment covenants relating to confidentiality, recent cases have hinted that the courts are inclined to create an exception to the general rule. Although the law is not yet clear enough to justify an employer being granted summary judgment in an action against an ex-employee who proposes to disclose confidential information in breach of a confidentiality covenant,372 in Rock Refrigeratiom Ltd v Jones Morritt LJ suggested that the basis for such an exception to General Billposting lay in the fact that confidential information was the employer’s property: thus, even if the employer was guilty of repudiating the contract, that act did not entitle the employee to take the ‘company car’ nor the company’s trade secrets and papers.373

12.149 Morritt LJ’s analysis, however, assumes that confidential information is property, or its equivalent. As we have explained, this assumption is neither uncontroversial nor unproblematic.374 An alternative proposition is that express contractual obligations are released as a result of acceptance of a wrongful repudiation, but that ‘equitable obligations’ of confidentiality survive.375 However, as with the property argument, this proposition assumes that post-employment confidentiality obligations are ‘equitable’, when in fact, courts tend to view such obligations as contractual.376 In our view, these categorical debates are unhelpful. Instead, the key question is whether (and if so why) an employee who is the subject of a wrongful repudiation should be in a better position than anyone else who has received confidential information, and on whom the law imposes an obligation not to use or disclose it? We cannot think of a good reason why an ex-employee in these circumstances should be relieved of the normal obligation imposed on an ex-employee in relation to confidential information which they have received knowing it to be such and which rises to the level of trade secrets. These obligations do not arise because the information is ‘property’, and are not exempt because they are ‘equitable’, but because their imposition reflects policies to which the law is committed.377 It is to these implied obligations that we now turn.

C. Implied Obligations

12.150 The employee’s implied duty of good faith (or ‘fidelity’), discussed in Chapter 11, ends when employment comes to an end. From this point onwards (if not before, in the case of ‘garden leave’), the employee is free to compete with the former employer,378 to solicit the former employer’s customers,379 as long as, in so doing, the employee does not pass himself off as connected with the former employer.380 A good illustration is provided by Wallace Bogan & Co v Cove.381 There three solicitors left the claimant firm to set up on their own account. Once the notice period had elapsed, they wrote to their former clients, informing them of the fact and indicating that, if the client wished, they would be happy to continue representing him or her.382 The contracts contained no express restrictive covenants or non-solicitation clauses. Nevertheless, the ex-employer sought an injunction preventing them canvassing or soliciting its clients, and Harman J granted relief. The Court of Appeal overturned that decision, emphasizing that, in the absence of a covenant, there was no basis for interference. The duty of fidelity ceased on termination, and the only obligation an ex-employee owes to his former employer relates to trade secrets.383 As Leggatt LJ explained:384

Clients and customers alike represent the employers’ goodwill which the employers are entitled to protect by an express covenant in reasonable restraint of trade, but which is not protected for them by an implied term if they do not bother to exact an express covenant.

12.151 Nevertheless, in certain circumstances the law will restrain a former employee from utilizing some types of confidential information, particularly ‘trade secrets’ acquired in the course of employment. The jurisdiction has been recognized at least since the early nineteenth century.385 In this section, we first reflect briefly on the nature of the post-employment obligation binding former employees. We then consider its scope, in particular the limitation to ‘trade secrets’. Finally, we consider the unresolved issue as to whether a former employee discloses, rather than uses, confidential information which does not rise to the standard of being a trade secret, breaches any obligation.

The nature of the ex-employee’s obligation

12.152 Different views have been expressed, in particular in different common law jurisdictions, as to the nature of the ex-employee’s obligation not to use the trade secrets of its former employer. In England, the current orthodoxy is that the obligation is by way of implied contract. In Australia, in contrast, the former employee’s obligation is usually treated as equitable, or both legal and equitable.

12.153 The preference in England for contractual analysis dates back at least to Kirchner & Co v Gruban.386 Here the defendant, a German subject, agreed with the claimant, a Leipzig firm, to act as its UK representative for five years. Halfway through the term, the defendant purported to give notice, and the claimant sought an injunction, inter alia, preventing the defendant from disclosing any confidential information to his new employer. Eve J refused relief on the ground that he lacked jurisdiction. This was because the contract between the parties had stated that German law was to be applied and the relevant jurisdiction was confined to the Leipzig courts. The claimant had argued that the implied obligation of confidentiality arose as a matter of ‘trust and confidence’ so the English court retained jurisdiction. Eve J disagreed:387

the real principle upon which the employee is restrained from making use of confidential information which he has gained in the employment of some other person is that there is in the contract of service subsisting between the employer and employee an implied contract on the part of the employee that he will not, after the service is determined, use information he has gained while the service has been subsisting to the detriment of his former employer. It rests in my opinion on implied contract.

12.154 Although subsequent case law on former employees contains isolated references to the ‘equitable obligation’,388 the preference for contractual analysis was re-affirmed by Neill LJ in the Court of Appeal’s decision in Faccenda Chicken v Fowler:389

(1) Where the parties are … linked by a contract of employment, the obligations of the employee are to be determined by the contract between him and his employer …

(2) In the absence of any express term, the obligations of the employee in respect of the use and disclosure of information are the subject of implied terms.

(3) While the employee remains in employment of the employer the obligations are included in the implied term which imposes a duty of good faith or fidelity on the employee …

(4) The implied term which imposes an obligation on the employee as to his conduct after determination of the employment is more restricted in scope than that which imposes a general duty of good faith.

12.155 In so far as the description of the contractual duty in Faccenda Chicken suggests a connection between the implied duty of good faith and the post-employment term, we consider it is misleading. As already explained,390 the duty of good faith ceases when the employment contract (and possibly the employment relationship) comes to an end. Moreover, even during the employment relationship, it is preferable to differentiate between the obligation of confidentiality and the more amorphous and wide-ranging duty of good faith.391 However, we do not take issue with the view, clearly expressed in this passage from Faccenda Chicken, that the obligations of the employee after, as well as during employment, are a matter of contract. No mention is made of equity.392

12.156 In Australia, at least, it is common practice to plead both implied and equitable obligations,393 though there are clearly expressions of doubt as to the usefulness of a contractual pleading. For example, in Del Casale and Ors v Artedomus (Aust) Pty Ltd394 Hodgson JA expressed doubts about whether it is appropriate in most cases to regard an employee’s post-employment obligation of confidence as contractual ‘either as an incident of the relationship or as a matter of business efficacy’. Instead he preferred to apply the ‘general law concerning confidentiality of information’. Importantly, perhaps, for the purposes of this discussion, at no point did he suggest that the scope of the general obligation would in any way be wider than that offered through an implied contract: in fact, he seemed concerned to avoid the recognition of any implied contractual term that would be broader than the obligation imposed by equity.395 In some Australian cases, the analysis is conducted purely in terms of equity.396

12.157 In keeping with the general thesis of this book, set out in Chapter 4, we do not think it should matter whether the obligation is described as contractual or equitable. As Brightman J explained in United Sterling Corporation Ltd v Felton and Mannion:397

I do not think the distinction matters. It seems to me unlikely that the end result would differ whether the approach is contractual or equitable, in a master and servant case. There is no fundamental impossibility, as it seems to me, in implying in a contract of employment, in suitable circumstances, an obligation on the employee not to abuse, after his employment has ended, confidences imparted during the course of his employment. If the circumstances are such that such a contractual obligation ought to be implied, I do not see any logical reason why the obligation should differ from that which equity would impose on general equitable principles.398

Whatever the jurisprudential basis of the obligation, its scope should be identical.399

12.158 While recognizing that within their own doctrinal schemes the categorization of an obligation as ‘contractual’ or ‘equitable’ might be regarded as significant, for most practical purposes, we think the question of whether an obligation of confidence is equitable or contractual should make no difference. Thus, for example, we would say that the approach taken under private international law to the characterization of equitable duties (if any) in this context should be same as with contractual obligation;400 that the conditions for ascribing accessorial liability should be the same (that is, knowledge based);401 and that the remedies available for breach of the duty (however characterized) should be those available for confidence generally (ie compensatory damages or disgorgement).402

12.159 There are two interrelated dimensions to the implied duty of a former employee. The first is establishing the existence of such a duty; the second is to define its scope. Most attention has been given to the latter task (in part because the test for whether the information is protected as such that in most cases there would necessarily exist an obligation). But in our view, the two dimensions ought to be kept distinct.

Existence of implied duty

12.160 The first matter—establishing the existence of a duty—largely involves asking whether the circumstances are such that an obligation ought to be imposed on the former employer. This depends on whether the former employee knew (or it was obvious) that the information was to be regarded as confidential. As we have noted above,403 this is also the chief criterion by which it is determined whether there is an implied obligation of confidence during employment. In B O Morris v F Gilman (BST) Ltd404 Asquith J had to consider whether the defendant firm was guilty of inducing breach of contract when it employed two former employees of the claimant. The claimant and defendant were competitors in the manufacture of milling machines which were used to make rotary cutters. The claimant had acquired a more adaptable machine from Germany, and the two employees had been charged with dismantling the machine, learning its mode of construction, and then producing duplicates. When the workmen joined the defendant company, they indicated that they could construct more adaptable milling machines along the lines of the German machine. When the claimant discovered what had happened they brought an action, which resulted in a settlement with the ex-employees. A key question before the court was whether the former employees were bound not to disclose details of the machine. Asquith J held they were, explaining:

I find as a fact that the details of the machine were confidential; that they were a trade secret and that they were a trade secret as between the Plaintiff Company and the two workmen; and that they were known by the two workmen to be such.405

The implication is clear: for the employees to have been under an obligation, the information must have been known to be confidential.406

12.161 In United Sterling Corporation Ltd v Felton and Mannion407 Brightman J had to decide whether to grant interim interlocutory relief preventing the defendant, Mannion, from misusing confidential information relating to a process of manufacturing polystyrene. Mannion had been employed by the claimant since 1967 as an ‘operator’ at the polystyrene plant, but had not been involved in the design team that developed the process in question. Brightman J offered the following examples of matter that the implied term would prohibit an ex-employee from using: ‘a chemical formula or a list of customers committed to memory or a design feature revealed to the employee in obvious confidence’ (emphasis added). In contrast, the court found that there was no good reason why Mannion would consider the information in issue to be confidential:

[T]here is no evidence that Mr Mannion was given any special information which he ought to have regarded as a separate part of his stock of knowledge of polystyrene plants, information which an honest and intelligent man would have recognised as the property of the employer and not the employee. There is no evidence that anything was expressly disclosed to Mr Mannion in confidence.408

12.162 An employee may come under an obligation as a result of a statement that the information is confidential when it is acquired,409 or because it is obviously so. Information might be ‘obviously’ confidential from the way it is treated, from who is afforded access to it,410 as a result of how it was acquired (money spent on research that gave rise to the information or ‘purchase’ of the information from a third party), or how it is labelled. The behaviour of the employee may also afford some indication that they knew the information was confidential.

12.163 Although this dimension of the implied duty appears relatively straightforward, it is perhaps worth mentioning one aspect which has rarely been addressed: namely, the question of whether the post-employment obligation is the same as that applicable during employment. The importance of the answer to this question lies in ascertaining when it is that the ex-employee must have been aware of the confidential status of the information: is it sufficient that he should have known when he received the information, or does the post-employment obligation only apply if, after employment ceased, the former employee appreciated (or ought to have appreciated) that the information was confidential?411

12.164 The Court of Appeal seemed to suggest in Faccenda Chicken that the post-employment duty was a continuation of the duty which existed during employment albeit in ‘attenuated’ form.412 However, as we have already observed, the court assumed that the basis of the duty was the employee’s implied duty of good faith, a proposition we find it difficult to accept. Moreover, the idea of a person undertaking a duty which metamorphoses as to its scope seems somewhat strange. In our view it would be more logical for the legal position to be that a former employee is only subject to an implied obligation after employment ceased if he or she knew, or it was obvious, that the information he or she retained amounted to a trade secret. Often, this knowledge will arise as a result of the fact that the information was identified by the employer as being confidential, or that the former employer restricted access to the information, or that the former employee was involved in key strategy meetings. Thus, in most cases, the status of the information will have been obvious when it was received and when the employee left employment.

12.165 Although the Faccenda Chicken decision talks about a continuing duty, the idea that the obligation only exists where the ex-employee knew, or should have appreciated the fact that the information was regarded as confidential, may have been implicit in the deployment of two factors to identify when such an obligation existed. Although the Court of Appeal said that two factors—the nature of the employment and whether the employer indicated the information was regarded as confidential—were relevant when assessing whether the information was a ‘trade secret’, in our view those factors are more obviously relevant to an inquiry as to whether the ex-employee knew, or should have known, that the information was regarded as a trade secret. That is, the two factors bear primarily on the existence of the obligation, rather than its scope (though, as we will see,413 they may also have some probative value as ‘secondary evidence’ of the existence of a trade secret).

Scope of the implied duty

12.166 The second matter—that of the scope of the obligation—has attracted more attention. Not all confidential information falls within a post-employment obligation. Rather such obligations are limited, at least where the ex-employee is using the relevant information, to ‘trade secrets’. This proposition was established by the Court of Appeal decision in Faccenda Chicken and has now been the ‘locus classicus’ on the question of the duties owed by an ex-employee to his former employer for over 20 years.414

12.167 The facts of Faccenda Chicken are well known.415 The claimant, Faccenda Chicken Ltd, bred, reared, slaughtered, and sold chickens. Barry Fowler joined the company as a sales manager in 1973 and suggested the extension of the business to include delivery in refrigerated vans to retailers (butchers, supermarkets, and caterers). The claimant went ahead with the idea, which came to form a significant component in its business, with ten vans and an annual profit of over £100,000. In 1980, Fowler was accused of theft and left the claimant’s employment. In due course he set up in competition with the claimant, incorporating as Fowler Quality Products Ltd, hiring eight ex-employees, and distributing chickens to businesses in the same area as his former employer. In order to prevent the damage it believed Fowler Ltd was causing it, Faccenda brought an action against Fowler, the eight ex-employees, and Fowler Ltd seeking orders restraining the parties from using or disclosing confidential information and seeking damages for breach of contract and confidence (to the tune of £180,000).416 The information it identified as confidential was the so-called ‘sales information’, being, the names and addresses of customers, the most convenient routes, the usual orders, the times of delivery to particular customers, and the prices charged to individual customers.

12.168 At first instance, Goulding J rejected Faccenda’s claims.417 The judge found that the defendant’s had made use of the ‘sales information’, so the critical question was whether any obligations applied to it.418 Confining his attention to cases of ‘master and servant’, Goulding J famously differentiated between three types of information:

First there is information which, because of its trivial character or easy accessibility from public sources of information, cannot be regarded by reasonable persons or by the law as confidential at all. The servant is at liberty to impart it during his service or afterwards to anyone he pleases, even his master’s competitor. An example might be a published patent specification well known to people in the industry concerned…

Secondly, there is information which the servant must treat as confidential (either because he is expressly told it is confidential, or because from its character it is obviously so) but which once learned necessarily remains in the servant’s head and becomes part of his own skill and knowledge applied in the course of his master’s business. So long as the employment continues, he cannot otherwise use or disclose such information without infidelity and therefore breach of contract. But when he is no longer in the same service, the law allows him to use his full skill and knowledge for his own benefit in competition with his former master; …

Thirdly, however, there are, to my mind, specific trade secrets so confidential that, even though they may necessarily have been learned by heart and even though the servant may have left the service, they cannot lawfully be used for anyone’s benefit but the master’s.419

12.169 Goulding J held the sales information to fall within the second class. The effect of this conclusion was that, absent a restrictive covenant, the claimant could not restrain the defendant from using such information.420

12.170 On appeal, counsel for Faccenda argued that the judge had erred in distinguishing between three classes of information, but that if the judge was correct, he had mis-classified the information in the case. According to counsel, there were two sorts of information: confidential and non-confidential,421 and the employment situation was just one example of the application of the general duty not to use or disclose information imparted in confidence.422 Goulding J’s second category was a confused mixture of confidential and non-confidential information. Fowler’s counsel pitched the case as involving reconciliation of three principles: the employee’s duty of fidelity; the freedom to work; and the equitable obligation of confidence.423 While acknowledging that an employee’s duties were an example of the general principle embodied in Coco v Clark,424 Fowler claimed that ‘such an obligation arises by implication within such a relationship only exceptionally and in relation to highly secret and unusual information’ for two reasons: first, because the parties could arrange matters expressly through contract; and second, because of the conflicting principle of the ‘freedom to work’.425

12.171 Neill LJ gave the judgment of the court:

The implied term which imposes an obligation on the employee as to his conduct after determination of the employment is more restricted in scope than that which imposes a general duty of good faith. It is clear that the obligation not to use or disclose information may cover secret processes of manufacture such as chemical formulae … or designs or special methods of construction … and other information which is of a sufficiently high degree of confidentiality as to amount to a trade secret. The obligation does not extend, however, to cover all information which is given to or acquired by the employee while in his employment, and in particular may not cover information which is only ‘confidential’ in the sense that an unauthorised disclosure of such information to a third party while the employment subsisted would be a clear breach of the duty of good faith.

In our judgment the information will only be protected if it can properly be classed as a trade secret or as material which, while not properly to be described as a trade secret, is in all the circumstances of such a highly confidential nature as to require the same protection as a trade secret eo nomine …

It is clearly impossible to provide a list of matters which will qualify as trade secrets or their equivalent. Secret processes of manufacture provide obvious examples, but innumerable other pieces of information are capable of being trade secrets, though the secrecy of some information may be only short-lived. In addition, the fact that the circulation of certain information is restricted to a limited number of individuals may throw light on the status of the information and its degree of confidentiality.

In order to determine whether any particular item of information falls within the implied term so as to prevent its use or disclosure by an employee after his employment has ceased it is necessary to consider all the circumstances of the case. We are satisfied that the following matters are among those to which attention must be paid:

(a) The nature of the employment …
(b) The nature of the information itself …
(c) Whether the employer impressed on the employee the confidentiality of the information …

(d) Whether the relevant information can be easily isolated from other information which the employee is free to use or disclose.426

12.172 Turning to the facts, the Court of Appeal held there had been no breach of the implied term. While acknowledging that there might be circumstances in which ‘information about prices can be invested with a sufficient degree of confidentiality to render it a trade secret or its equivalent’,427 in the present case neither the sales information as a generality, nor the price information more specifically, rose to the level of being a trade secret. For one, it was known to those at a junior level, and there was no evidence of any express instructions that the information was to be treated as confidential. For another, the price information was bound up with other information which was admittedly non-confidential. Moreover, ‘[n]either the sales information in general, nor the information about prices in particular, though of some value to a competitor, could reasonably be regarded as plainly secret or sensitive’.428

12.173 Faccenda thus establishes two categories of confidential information, seeming to require a differentiation between ‘mere’ confidential information and that of a ‘higher level’, that is ‘trade secrets or their equivalent’. This is at its clearest in the court’s reference to the protection of information ‘which is of a sufficiently high degree of confidentiality as to amount to a trade secret’.429 The references to trade secrets as information which was ‘highly’ confidential, suggested a conception of confidentiality as a gradient, with some confidential information ‘more confidential’ than other confidential information. Such an understanding of Faccenda is clear from a number of subsequent cases including the Court of Appeal decision in AT Poeton.430 There Morritt LJ explained that the claimed information was ‘capable of being a trade secret, but I do not think it attains the degree of confidentiality to fall within class 3’.431 The defendant was not operating at a senior level, there was no indication that the specific information was especially regarded as confidential, and it was not easily isolated from other information the employee was free to use

12.174 Although there are one or two commentators who welcomed the categorization in Faccenda,432 for the most part it is this aspect of the decision that has come in for the most criticism. The first objection is that by limiting the post-employment protection to trade secrets, the court was altering the law. According to these critics, the term ‘trade secret’ had hitherto always been used as a convenient description of a sub-category of confidential information that relates to business and commerce (as opposed to private, personal or governmental information).433 As Gowans J explained in Ansell Rubber Co Pty Ltd v Allied Rubber Industries Pty Ltd,434 where the claimant had put the case in terms of ‘trade secrets’, ‘this is only a particular subject matter to which the principles relating to breach of confidence have been applied’. The consequence of treating trade secrets as a qualitatively different category, subject to a higher threshold, involved a radical shift in the law. This was regarded as regrettable as a narrowing of the scope of protectable information under the implied duty will merely cause employers to increase the breadth of express terms in their standard contracts.

12.175 A second objection was that, even were one to recognize such a gradient, the Court of Appeal fails to provide any indication as to where on the gradient the information becomes ‘highly’ confidential,435 leaving subsequent courts with a difficult exercise in line-drawing, and employers, employees, and their advisers with real levels of uncertainty as to what a former employee can and cannot do. Certainly, the case law is replete with judicial statements relating to the difficulty of drawing a line between merely confidential information and trade secrets. In Lancashire Fires v SA Lyons436 Carnwath J at first instance described ‘the distinction … between those secrets which are protected during the course of employment and those which remain protected, even in the absence of restrictive covenants, after employment has ceased’ as ‘the most difficult point of the case’. While, on appeal, the court held that the first instance judge had categorized the information incorrectly—the appeal court taking the view that the defendant in the case had used ‘trade secrets’—it agreed that the ‘distinction … may often on the facts be very hard to draw’.437

12.176 For these reasons, the distinction between ‘trade secrets’ and ‘confidential information’ has not been adopted in all the common law countries. Many Australian cases, in particular, treat the obligation of confidentiality that binds an ex-employee as extending to any confidential information other than ‘skill and knowledge’. Thus, for example, in NP Generations Pty Ltd t/a LJ Hooker-Blackwood v Feneley,438 Debelle J (in the Full Supreme Court of South Australia) cited Faccenda Chicken in support of the settled principle that:

An employee after ceasing employment may not use confidential information obtained in the course of that employment for the purpose of competing with his or her former employer or indeed in any other way detrimental to the former employer’s interest.

12.177 Some Canadian courts have taken a similar approach, citing Faccenda, but treating ex-employees as under an obligation not to use any confidential information other than skill and knowledge.439

12.178 Although we recognize that the application of the Faccenda Chicken criterion is not without its difficulties in practice, we think there is much to be said for the decision. In particular, the Court of Appeal has sent a clear signal that, in the absence of an express covenant, a wide degree of freedom should be afforded to ex-employees.440 Unless an ex-employer is able to identify specific pieces of highly valuable and secret information, proceedings against an ex-employee (or its new employer) are likely to fail. In general, as the Federal Court of Australia has observed, the ‘duty of confidence can pose a significant obstacle to the mobility of employees engaged in research-related employment having applications in science or technology’.441 In the light of the important empirical evidence that such mobility is a driver of innovation and growth,442 and thus in the public interest, we strongly approve of the general tenor of the Court of Appeal’s intervention in Faccenda Chicken. The key underpinning question should be one of ‘information policy’—in particular, whether the information at issue is information that would not have been generated or disclosed to the employee in the absence of the protection given to it as a ‘trade secret’. It is desirable to protect information which would not be disclosed in the absence of such an implicit obligation because in so doing the law facilitates more efficient working relations. But it is not desirable (in the absence of explicit agreement) to protect other information, which we increasingly understand as important to spillover innovation. With this in mind, the courts would have a better sense of where the identity of a protected secret ought to be found. For this reason, we are unhappy with any attempts to water the Faccenda test down in a way that implies that mere confidential information (whether or not properly categorized as ‘skill and knowledge’) is protected by way of the implied term, or that the key question is one of ‘honesty’.

What is a trade secret (or its equivalent)?

12.179 As already noted, the Court of Appeal limited the protection that operates after employment to ‘trade secrets or their equivalent’. But what makes information a trade secret rather than mere confidential information? We think that the most significant factors relate to the nature and characteristics of the information concerned (after all, what we are really concerned with is a matter of ‘information policy’). The Court of Appeal in Faccenda made it clear that classic examples of trade secrets included ‘secret processes of manufacture such as chemical formulae … or designs or special methods of construction’. Drawing particularly on Australian cases,443 we suggest that the following matters are indicative of information which is to be regarded as highly confidential (or a trade secret).444 We then go on to consider the role of ‘secondary evidence’ that information rises to the level of a trade secret.

Primary factors in determining whether information is a trade secret

12.180 Secrecy The first is the extent to which the information is known inside and outside the business organization—how secret it is. As Neill LJ explained in Faccenda, ‘the fact that the circulation of certain information is restricted to a limited number of individuals may throw light on the status of the information and its degree of confidentiality’.445 A trade secret is likely to be known only to a few within the organization and few if any outside it.446 Information which would be patentable should certainly be regarded as amounting to a trade secret.447 Information on firm strategy, decided in meetings where very few are present (and known to none outside) is likely to be regarded as ‘top secret’ (at least until the strategy is put into effect and becomes visible to outsiders). In contrast, information about third parties—customers or suppliers—is less likely to fall into the category of a trade secret. Equally, information that can be readily reverse-engineered would not amount to a trade secret.448 Information that was already available to competitors would also not be protectable.449

12.181 Value to competitors The second aspect is the value of the information to competitors: a trade secret is typically very valuable, being fundamental to the profitability and competitiveness of the business. It is the sort of information that would be highly valued in a competitor’s hands, because it would give the competitor key information.450 A recipe for a popular drink that other manufacturers have tried, but failed, to replicate exactly would be of a very high value, and thus a trade secret. But the notion of trade secrets is not limited to ‘technical information’: other commercial information can be of value to competitors. As Butler-Sloss LJ observed in Lansing Linde, a case discussed above (in which the validity of a post-employment restraint was at issue), ‘trade secrets or their equivalent’ includes ‘highly confidential information of a non-technical nature’.451 Consequently, pricing information—such as that put forward in a tender document—might constitute a trade secret.452 However, after the tendering process is over and the contract has been awarded the value of such information is likely to diminish. Indeed, as a general proposition, it seems safe to say that the older the information, the less likely it is to retain its quality of being a trade secret. An obvious exception to this is, of course, the legendary secret recipe for Coca-Cola.453

12.182 Impact of disclosure on ex-employer’s reputation Although trade secrets are typically pieces of commercially valuable information, the question arises as to whether the concept also includes private information of the employer’s customers. This becomes particularly pertinent in the context of businesses which acquire significant amounts of highly personal information about their customers, as banking businesses might of their clients, and medical operators of their patients. Although the primary claimant in a case of disclosure of such information would be the individual whose privacy was affected, in many such circumstances the former employer also has a significant reputational stake in ensuring that the information is kept confidential. In such situations, because of the potential damage its release would cause, such information might fall to be treated as the ‘equivalent’ of a trade secret.454

12.183 Expense in production The fourth factor is the effort spent in developing the information: a trade secret will be likely to have been developed within the business as a result of expenditure on research and development.455 The more expenditure, the more likely the information is to be regarded as a trade secret. Consequently, those operating in research teams are not unlikely to encounter trade secrets: the products of significant investment in their research. Research need not, of course, be technical research: in a case decided by the High Court of New Zealand, effort and expense spent on locating a suitable vessel for carrying freight on a particular route was protected from use by a consultant after the consultancy came to an end.456 Moreover, the same principle applies where the information has been licensed from third parties under strict terms as to confidentiality.457 In contrast, information acquired purely as a by-product of doing business, such as information relating to who are the most reliable suppliers or where is the best source from which to acquire a particular product, will be likely to be ‘confidential’ but not a trade secret.

12.184 Difficulty of duplication The fifth factor that the courts may consider is the difficulty in acquiring or duplicating the information. Information that can easily be acquired through the expenditure of mechanical labour (for example, doing Internet searches) is unlikely to be regarded as sufficiently confidential to constitute a trade secret. In E Worsley & Co Ltd v Cooper,458 for example, a significant factor in holding that the information (which related to the source of paper) was not a trade secret was the fact that a persistent trade rival could have got hold of it independently. In contrast, New Zealand Needle Manufacturers Ltd v Taylor, where the alleged secret related to a machine for manufacturing ‘flexible arms’, the court seemed influenced by the fact that one engineering expert had testified that a similar machine would be costly to create independently, and there was no guarantee that such investment would be successful.459

12.185 It is this factor, in particular, that makes information about suppliers or customers unlikely to be treated as a trade secret (though it might well be regarded as confidential during employment): this information could often be acquired by third parties systematically making inquiries or searches.

12.186 Separability The sixth factor is the separability of the information from the employee’s skill and knowledge.460 This is important because, absent an express constraint (justified as reasonable to protect the legitimate interests of the employer), the law regards the employee as positively entitled to use such skill and knowledge.461 Information about such matters as the nature of products or processes, the skills involved in carrying out such processes, tips as to the best methods to deploy, all of which are learned as part of the employee’s development, are treated as part of the employee’s intellectual capital, ‘mental equipment’, or ‘professional expertise’ which he acquires as an inevitable consequence of working in a particular role.462 He or she is free to deploy these skills and associated knowledge for himself or for others after employment. A trade secret must be ‘easily isolated’,463 separate and distinguishable from this, so that its enforcement does not impede the ex-employee exercising his or her rights. As Laddie J put it, in Ocular Sciences Ltd v Aspect Vision Care Ltd:

[F]or public policy reasons, an employee is entitled to use and put at the disposal of new employers all his acquired skill and knowledge. That is so, no matter where he acquired that skill and knowledge and whether it is secret or was so at the time he acquired it. Where the employer’s right to restrain misuse of his confidential information collides with the public policy, it is the latter which prevails.464

12.187 The concept of ‘separability’ here then goes beyond mere ‘identifiability’ (which, as we have seen, is a procedural requirement in all breach of confidence cases). Rather, we are concerned with ensuring that, as a practical matter, this information is distinct and easily distinguishable from the information that the employee is entitled to use. As we saw when discussing the ‘legitimate interest’ of an employer that can underpin a post-employment covenant,465 courts have often been attracted here to the metaphor of property. A trade secret is ‘objective’, a ‘res’ that belongs to the employer; ‘skill and knowledge’ are ‘subjective’, things that become part of ‘the person’ of the employee.466 Commentators disagree as to how far this kind of metaphor assists decision-makers.467 In addition, some courts have sought to distinguish between protected information and unprotected ‘skill and knowledge’ through the language of ‘particularity’ rather than separability.468 The question is reformulated thus: is the information in question information which the ex-employee would have acquired by virtue of working in the trade (with any employer), as opposed to information gleaned by virtue of working with the particular employer? The distinction is somewhere between experience of the ex-employer specifically and general ‘experience within the trade’. While a test of this sort may be unobjectionable in many situations, a test of ‘genericness’ could operate unduly restrictively on employees in innovative sectors: we caution against it.

12.188 One contributing factor to ‘separability’ will often be whether the information has been embodied in some distinct document, such as a drawing with detailed specifications or an electronic database. Information in documentary form is more likely to be treated as ‘separable’ than information retained in the employee’s memory. Thus, for example, it is almost a rule of law that an ex-employee can canvass the customers of the former employer whose details he or she can remember as a consequence of the ‘natural’ processes of employment.469 This is information that is ‘inseparable’ from the ex-employees general knowledge. Drawings of the design of machines, on the other hand, are likely to be regarded as separate.

12.189 But the importance of whether a secret is or is not in documentary form should not be taken too far. On the one hand, the mere fact that an employee remembers information does not mean that it cannot be regarded as a trade secret. Even putting situations of deliberate memorization to one side, it is conceivable that there might be specific and discrete items of information, such a recipe, which an ex-employee may be able to recall which are of such value and significance to the employer’s business that they are nevertheless to be regarded as trade secrets. This was made clear by Cross J in Printers and Finishers Ltd v Holloway:

The mere fact that the confidential information is not embodied in a document but is carried away in his head is not of course, of itself a reason against the granting of an injunction to prevent its use or disclosure by him.470

12.190 Indeed, in a case decided by the New Zealand Supreme Court,471 a former employee was restrained from using information gathered from the claimant to build a competing machine for making ‘flexible arms’ (eg for desk lamps and shower heads). It was not suggested that the employee had taken plans, but rather that he remembered sufficient specific details of the ex-employer’s virtually unique machine as enabled him to build a substantial copy. Other factors, such as the effort expended creating the machine, its secrecy, as well as doubts as to whether it could be imitated independently led the court to treat the information as a trade secret.

12.191 Just as information may be a trade secret though not in documentary form, equally the fact that information is in documentary form does not mean it will be a trade secret.472 So, for example, in one case a court distinguished between information contained in an address book and that in a diary: the former was ‘confidential’, the latter represented the employee’s ‘general knowledge, skill and experience’.473 That said, we should recall that not all information that is ‘separable’ is a trade secret, so most ‘customer list’ cases fall to be examined as breaches during employment rather than as breaches thereafter.474

12.192 A further factor that is frequently relevant to separability is how the information was acquired. In general, ‘skill and knowledge’ refers to information which is acquired inevitably doing one’s job.475 In contrast, if the employee acquired the information outside his official duties, eg by secretly copying or memorizing a list, then it is possible that this information will be regarded as sufficiently distinct from the skill and knowledge one acquires as one goes about one’s duties.476 Of course, while this would mean that the information was not acquired by the defendant as his skill or knowledge, it is important not to jump to the conclusion that it is a ‘trade secret’. This is for two reasons: first, because it could still fall within the general category of ‘skill and knowledge’ (as where an employee is simply trying to train himself and learn more than his own function requires); second, because not everything which is separable from skill and knowledge is ipso facto a trade secret. Separability is one factor only.

12.193 Having said that, there is a notable trend amongst both the case law and scholarship to place the factor of ‘separability’ at centre stage in the court’s analysis.477 For example, in Lancashire Fires v SA Lyons & Co Ltd478 the Court of Appeal appears virtually to abandon the distinction between ‘trade secrets’ and ‘confidential information’ in favour of a distinction between ‘protected confidential information’ and (unprotected) ‘skill, knowledge and experience.’ It explained:

ultimately the court must judge whether an ex-employee has illegitimately used the confidential information which forms part of the stock-in-trade of his former employer either for his own benefit or to the detriment of the former employer, or whether he has simply used his own professional expertise, gained in whole or in part during his former employment.479

12.194 What is worrying about this is that the principle that an ex-employee should be free to ply his or her trade is seen as marking the sole determinant of what is protectable. If the information an ex-employee proposes to use is not seen as ‘skill, knowledge and experience’ then that information is a ‘trade secret’. This view seems liable to lead to a rather broad notion of what counts as a trade secret, which would be at odds both with what the Court of Appeal in Faccenda intended, and what (in our view) is desirable.

Secondary evidence

12.195 The question of whether information is a trade secret, then, is essentially about the nature of that information. Nevertheless, just as in patent law where courts look at ‘secondary evidence’ to assist in the strictly technical question of non-obviousness, so in breach of confidence, courts are readily influenced by secondary evidence.

12.196 One such indicator (mentioned in Faccenda Chicken) is the ‘nature of employment’, which is relevant because some employees are more likely than others to receive highly confidential information.480 A managing director will be likely to know the firm’s top secret business strategies, whereas a workman on the shop floor of a factory is likely only to be familiar with the tasks he is assigned.481 Perhaps the ‘nature of the employment’ can thus be a useful gauge of the sort of information in that employee’s hands—at the very least, a court should be willing to assume the workman does not have confidential information and that the managing director does. In Cranleigh Precision Engineering Ltd v Bryant, Roskill J held that two features of the claimant’s swimming pool design were trade secrets,482 emphasizing the importance of the defendant’s role:

The essential fact is that Bryant was the managing director of the plaintiff company. He alone of the directors appreciated the technical importance of the clamping strip and of the interfit. He had devised them both. There was no one else in the plaintiffs who could have informed him of these matters.483

Older cases often refer to certain categories of employment as ‘confidential employment’.484

12.197 A second form of secondary evidence will be available if the employer indicated to the employee that it regarded the information as ‘confidential’. In Faccenda Chicken Neill LJ explained that ‘the attitude of the employer towards the information provides evidence which may assist in determining whether or not the information can properly be regarded as a trade secret’.485 This can be relevant for a number of reasons. First, it may indicate that the employer regarded the information as valuable (and that disclosure would be damaging): a court might well take that as a guide.486 Secondly, if the employer alerted the employee that it regarded the information as confidential, that could be indirect evidence of limited circulation within the business. Third, such specification of particular information as confidential could cause it to be regarded as ‘separate’ or ‘distinct’ from the employee’s skill and knowledge.

12.198 Nevertheless, the fact that the employer treated the information as confidential certainly should not be conclusive evidence of that fact.487 Otherwise, employers could convert non-confidential data into highly confidential data merely by saying they regarded it as such—and the courts are clearly not willing to go that far. More importantly, the failure of an employer to alert an employee to the confidential nature of information, or to take steps to protect it, might well suggest that it is not in fact highly confidential.488 Here the inference from the secondary evidence would be difficult to rebut.

12.199 A third and related form of secondary evidence will be whether the employer has taken any other practical steps to keep the information confidential. If so, a court may be willing to infer that the information is valuable to the employer, that its disclosure would be damaging, and thus that it is sufficiently confidential to rise to the status of a ‘trade secret’. Examples would be whether the information was locked away, whether the premises were secure, and perhaps even whether the employer had attempted to mislead employees.489

12.200 A final form of secondary evidence may be provided by the attitude of the employee towards acquisition of the information. If the employee acquired the information secretly or surreptitiously this may imply the information is a trade secret. This is for two reasons: first, surreptitious acquisition may be taken to indicate that the employee regarded the information as valuable, possibly leading a court to assume he was correct in that assumption;490 second, information acquired surreptitiously is not acquired ‘on the job’—it is separable from information acquired incidentally carrying out one’s duties.491 Moreover, the manner in which the employee has deployed the information may also provide a secondary indication as to its nature.

Disclosure

12.201 Prior to Faccenda the courts indicated that an ex-employee’s implied duties included a duty not to disclose confidential information.492 For example, in Portal v Hine493 the defendant was a former employee of a paper mill which manufactured paper for the use in Bank of England notes and postal orders. It appeared that when Hine had been engaged, the rules were read to him, including a rule that any employee should not communicate by word nor writing anything connected with the work or business of the mills. The defendant, in fact, kept a diary in which he described details as to the manufacture of paper and organization of the mill. After leaving the plaintiff’s, Hine offered his diary for publication in a periodical called Paper Making, and the editor contacted the plaintiff. The plaintiff sought an injunction preventing Hine from communicating to any person by word of mouth or writing anything connected with the work or business of the mills. Stirling J granted interim relief, noting that the document contained details of the work and business of the mills and by disclosing it Hine had clearly breached his contract. Likewise in National Telephone Co Ltd v CJ Annand494 the defendant had worked for plaintiffs on wayleave duties for over a year before his employment was terminated. Soon after, the plaintiff started to receive letters from the defendant, purporting to act on behalf of various landowners, asking for compensation for allowing wires to cross their land on the same terms as they understood had been offered to others. The plaintiffs surmised that the defendant had revealed the terms of such dealings to the complaining landowners, and sought an injunction preventing him from communicating in breach of confidence any information obtained by him while in serve of the plaintiff company. The defendant entered no defence, and Chitty J granted the injunction sought.

12.202 In Faccenda,495 the Court of Appeal raised the question of whether an employer could prevent a former employee from divulging confidential information (falling short of a trade secret) rather than using it. The court observed:

We would wish to leave open, however, for further examination on some other occasion the question whether additional protection should be afforded to an employer where the former employee is not seeking to earn his living by making use of the body of skill, knowledge and experience which he has acquired in the course of his career, but is merely selling to a third party information which he acquired in confidence in the course of his former employment.496

12.203 The logic underpinning this observation appears to come from the belief that the ‘attenuated’ duty owed by an ex-employee (compared with that owed by an employee) is a consequence of the need to accommodate a conflicting principle, that is, that a person should be free to ply their trade, utilizing their skill, knowledge, experience, professional expertise, and know-how learned in their previous employment.497 As we have seen (and argued), although express confidentiality clauses are subject to the doctrine of restraint of trade,498 the case law suggests such restrictions may be regarded as reasonable even where they only protect confidential information (short of ‘trade secrets’).499 Hence, it might be perfectly reasonable to have a perpetual non-disclosure clause applicable to confidential information, when it would not be reasonable to prevent use of such information (short of a trade secret) by a non-competition clause (however limited temporally or geographically).

12.204 Some post-Faccenda case law supports the view that, when the issue is non-disclosure, the court will not differentiate between ‘trade secrets’ and ‘confidential information’. For example, in Re A Company’s Application500 Scott J granted an interim injunction against an ex-employee compliance officer of the claimant, a firm offering financial services, disclosing ‘confidential information’. The case concerned the scope of the injunction, and in particular whether the prohibition was to extend to disclosures to relevant regulatory authorities (in particular, FIMBRA) or the Inland Revenue. Scott J held that the injunction should not cover disclosures to such agencies, but what is more significant for us is the assumption that the remaining injunction should apply to all confidential information—not just trade secrets. Indeed, Scott J observed:

If this were a case in which there were any question or threat of general disclosure by the defendant of confidential information concerning the way in which the plaintiff carries on its business or concerning details of the affairs of any of its clients, there could be no answer to the claim for an injunction but it is not general disclosure that the defendants has in mind.501

12.205 While we can assume that Scott J, who two years prior to this case gave judgment in Balston Ltd v Headline Filters Ltd,502 was familiar with the Faccenda Chicken case, it is notable that the case seems neither to have been cited or referred to. Moreover, had anything turned on the matter, it seems conceivable that the material the defendant was thought to be likely to reveal might have been regarded as the equivalent of trade secrets. After all, the disclosure of financial data relating to customers might jeopardize a business by destroying the faith of those that rely on its capacity to keep private data secure. Thus, it is evident that little reliance can be placed on Re A Company’s Application.

12.206 In contrast, in Brooks v Olyslager Oms503 the Court of Appeal operated on the assumption that a post-employment disclosure was only wrongful where the information concerned ‘trade secrets’. The case concerned disclosure by an ex-employee to investment banker of details of financial affairs (that the employer was insolvent, that it would only last a month, and that the budgets were not believed by its Dutch holding company as they were too optimistic). These disclosures were held not to be in breach of former employee’s implied duty as the information disclosed did not amount to trade secrets. However, as with Re a Company’s Application, the case cannot be taken to have resolved the question of the scope of the duty of an ex-employee. Although Faccenda Chicken was referred to the court, the employer’s appeal was founded on the proposition that the employee owed an obligation not to ‘use or disclose information of a sufficiently high degree of confidentiality as to amount to a trade secret’.504 The proposition that a non-disclosure obligation might be broader than a non-use obligation, and extend to all confidential information, seems not have been put to the court. Its judgment therefore, cannot be said to have resolved the issue.505
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13.01 The comprehensive array of activities carried out by the modern State has necessitated the acquisition by public authorities of a considerable amount of information about individuals and businesses.1 A plethora of statutes now authorize the acquisition of information from subjects by various Government departments or agencies. Much of this information is gathered under express powers which compulsorily require the disclosure of information by individuals or firms.2 Many statutes also confer on designated officers the power to enter and inspect premises in order to ascertain whether standards laid down by legislation are being observed in the enterprises conducted on those premises.3 Much information is also provided voluntarily by subjects when, for example, an application is made to, or a benefit is claimed from, the Government.4

13.02 The possession of information acquired by the State from an individual or firm raises a large number of issues, many of which lie beyond the scope of this book. The particular question which will be discussed in this chapter is the extent to which the law protects information which a subject has imparted to, or has been acquired by, agencies of the State from unauthorized use or disclosure. This question will be examined from three angles: first, the application of the action for breach of confidence to information entrusted to agencies of the State; second, the obligations imposed by statute on such agencies to maintain the confidentiality of information disclosed to them by an individual or firm; third, the impact of the Freedom of Information Act (and cognate statutes) on such obligations of confidentiality. The latter means that ‘long-standing conventions or assumptions, whether on the part of officers in public authorities or on the part of third parties having dealings with public authorities, about what is likely to remain private and away from public scrutiny can no longer be relied upon’.5

13.03 It should be emphasized at the outset that the law in this area is far from simple. This reflects contradictory impulses. First, there is the need for government to acquire information in order to operate effectively and the desire for government to consult with its various constituencies on a regular basis in order to obtain high quality information as to the operation of existing and proposed legal and regulatory regimes.6 Often this requires that the party giving the information is able to remain unknown or the information itself remains confidential. Second, there is the demand for individual privacy and protection from unwarranted disclosure of personal information entrusted to the government (reflected in Data Protection legislation). Third, pulling in the opposite direction, there is a desire for government to work more efficiently and effectively by being able to transfer information from one agency to another. It has been said that ‘[d]ata-sharing is the key to modernising government, to facilitating seamless electronic delivery of government services, to reducing fraud against government, and to encouraging e-commerce’.7 This at least suggests that information should be readily transferable between public authorities,8 and perhaps between public authorities in different jurisdictions.9 Fourth, there is a desire for greater transparency in government (reflected in particular by the Freedom of Information Act 2000),10 and for revelation of wrongdoing (represented most obviously by the Public Interest Disclosure Act 1998). These suggest that government must be open, or at least porous enough to allow for the exposure of mal-administration, corruption, and wrongdoing. The new Coalition Government, in November 2010, announced that it would itself be publishing more government-held information than hitherto had been the case, in the hope that it would lead to more efficient government. It therefore released financial data relating to all central government contracts worth more that £25,000, and indicated that, in due course, it would reveal full details of such contractual arrangements.

13.04 The law in this area is not only suffused by a number of apparently inescapable conflicts,11 but is further complicated because of the changing nature of ‘the State’. One dimension of this is the increasing tendency to contract out or outsource governmental tasks,12 which has made the identification of State bodies more complex and has increased the numbers of transactions between businesses and the State.13 But perhaps the most obvious change in recent decades is the increase in the activities carried out at the level of the European Union, from approval of marketing of medicines through to competition law investigations. The ways in which tensions between transparency and confidentiality are dealt with are considered in the final section of the chapter. The European approach to the question of State obligations of secrecy is, of course, not wholly distinct from British law: European legislation now frequently requires public authorities within Member States to respect confidentiality.14

13.05 It will be clear from what follows that obligations of confidentiality imposed on the State arise from different sources, and take different forms. The outcome is a complex edifice of provisions, with little indication of their interrelation. Personal information held by the State may be protected by data protection law, obligations of confidentiality (contractual or equitable), and/or statutory duties of non-disclosure enforceable by criminal proceedings or breach of statutory duty. Business information falls outside the data protection regime, but may still fall within the remaining protective regimes. Moreover, the attempts made so far to articulate the relation between these laws that protect secret information and those that promote disclosure of State-held information, reveal almost as much variation. In the final section of the chapter, we will ask whether all this complexity is really necessary, and suggest that thought should be given to replacing the myriad of existing provisions with a statutory statement of over-arching principles for the protection and release of information held by the State.

A. Breach of Confidence

13.06 Although the doctrine of breach of confidence applies differently to government-generated information (as opposed to personal, commercial, or other confidential information), in so far as the Government must establish a public interest in restricting disclosure,15 there seems no reason why the general principles of breach of confidence should not be applicable to public authorities as the recipients or acquirers of information. Thus, in any given case it is necessary to consider whether the information has ‘the necessary quality of confidence’,16 whether the authority owes a duty of confidence, and whether the action of the authority is in breach of that duty. It is the second and third aspects of the Coco test, along with potential exceptions and remedies, that warrant specific attention. As we will see, although the courts are willing to recognize obligations of confidentiality, they have frequently taken a flexible view as to what an authority may do with particular information that it has acquired or received, either through a broad construction of the purposes for which the information can be used without breaching the obligation of confidence, or through a generous interpretation of the ‘public interest’ defence. In fact, the case law concerning actions for breach of confidence brought by individuals and businesses against public authorities has rarely ended with satisfaction for the claimant.

The existence of an obligation

13.07 The State may come to hold information obtained from or imparted by a citizen in a number of ways: the varying circumstances in which such information is acquired can, in principle, affect the existence, type and scope of any obligation.

Voluntary disclosures

13.08 First, there are straightforward cases of wholly voluntary disclosure of information from a citizen to an authority. This would occur, for example, where a person bids for a government contract, objects to a licensing application or informs an authority as to their suspicions about the behaviour of a neighbour.17 Confidentiality may be required by the tenderer or informant in such situations, and, subject to issues of vires, there seems no obvious reason why a public authority cannot expressly become subject to a duty of confidentiality.18 As we will see, particularly in relation to public procurement, there are good reasons for authorities to take care not to accept blanket obligations of confidence. Conversely, when an authority asks for assistance from particular members of the public with investigation of certain crimes or events, it may be desirable for the authority to give an express undertaking of confidentiality.

13.09 The issue of ‘vires’ is, however, an important one.19 The Crown, in principle, has all the powers of a natural person and thus is able to enter any contract,20 so where it receives information there should, in general, be no difficulty with subjecting that information to an obligation of confidence.21 In contrast, where the acquirer or recipient is a statutory authority, it is necessary to consider the statutory framework to see precisely what powers it possesses. While some statutes empower authorities to enter obligations of confidentiality, such undertakings might be inconsistent with the powers given to the authority.

13.10 Some statutes specifically permit public authorities to enter into binding obligations of confidentiality in order to secure relevant information. The Criminal Justice Act 1987, for example, states that the Director of the Serious Fraud Office ‘may enter into a written agreement for the supply of information to or by him subject, in either case, to an obligation not to disclose the information concerned otherwise than for a specified purpose’.22 The statute then limits the powers of the Serious Fraud Office to disclose information which has been subject to such an obligation.

13.11 Other statutes may, explicitly or implicitly, prevent an authority from giving a binding undertaking to treat information as confidential. In Hamilton and ors v Naviede (also known as Re Arrows (No 4)),23 the House of Lords considered whether transcripts of proceedings under the Insolvency Act 1986 could be subject to duties of confidentiality such that the liquidators were prohibited from revealing them to the Serious Fraud Office. Lord Browne-Wilkinson found that even if there were a duty of confidence, it was clear from the terms of the Criminal Justice Act 1987 that this was explicitly overridden.24 However, Lord Browne-Wilkinson also considered the scheme in the 1986 Act itself, which permitted liquidators, having acquired information through a compulsory examination under section 236, to use that information for certain purposes.25 He found that these powers implicitly limited the scope of any express undertaking that could be given. He explained:26

The liquidator cannot be under any duty of confidence which will prevent the performance of these statutory duties. Therefore liquidators cannot in any event give any assurance to a person examined under section 236 that his answers will not be disclosed to prosecuting authorities.

Another case suggests that a police authority may not have power to enter obligations of confidentiality in so far as those obligations might be inconsistent with their primary duties.27

13.12 An authority may also be subject to an implied obligation of confidence. In determining whether there is an implied duty of confidence, similar factors will be relevant, as with disclosures between private individuals:28 the nature of the information disclosed (in particular whether it is personal or clearly commercially valuable);29 whether the confider would suffer obvious harm from the revelation of the information; and whether there was any conventional practice as to the use of the information. Thus, in the absence of any contrary indication, where information is disclosed to an authority which is investigating allegations of wrongdoing or exercising a regulatory role, the disclosure is likely to be regarded as given in confidence.30 In the case of disclosures to the State, the existence of some sort of code of conduct according to which the information is to be treated as confidential would also be relevant.31 Moreover, where the information is disclosed for a narrow and well-defined purpose, a court may be willing to infer a duty of confidence.

13.13 A good example of an implied duty is provided by the facts of the South Australian case Coulthard v South Australia.32 Here, the Government convened a meeting of representatives of two aboriginal peoples, with a view to resolving a land dispute. Notes were taken of the proceedings, and somehow came to be leaked. The revelations were detrimental to the claimant, who brought an action for breach of confidence. The action was, on the facts, unsuccessful, because the claimant was unable to show, on the balance of probabilities, that the defendant had leaked the document. But the Full Court of the Supreme Court of South Australia accepted that, had this been shown, the Government would have been liable. The meeting was convened for a limited purpose, and the parties spoke frankly in order to further that purpose. The media were not present. Although there had been no formal resolution that what had been said was ‘confidential’, there was a common understanding that statements could be used for limited purpose of reporting to Government but could not be made generally known.

13.14 The Franks Committee, writing in 1972, suggested a broader proposition that:33

Even where it is not supplied to the Government on a clearly confidential basis, it is generally accepted that the Government should not use or disclose information except for the purposes for which it was given or obtained.

13.15 Following this lead, the first edition of this book argued that, even absent any express statement, State agencies would come under obligations of confidence where confidential information was disclosed to them for a ‘limited purpose’, but that the scope of the obligation would be influenced by the nature of the authority and by any statutory scheme that underpinned the public authority’s powers.34 Subsequent case law suggests that, whatever the prevalent view in 1972 and 1984, in the new millennium the assumption that a duty of confidence will exist in relation to nearly all disclosures is misplaced.35 In fact, it has been said that ‘a general assumption of confidentiality is at odds with the changed landscape introduced by’ the Freedom of Information Act 2000 (FOIA) (which we discuss in more detail below).36 The indications are that public authorities should not voluntarily undertake such duties of non-disclosure unless they have to do so,37 and, in turn, that, in the absence of an express undertaking, individuals should expect that information disclosed to the State (other than obviously private information, such as medical data or information about one’s personal finances) will be likely to be revealed (under the FOIA) rather than concealed. In DBERR v the Information Commissioner and Friends of the Earth,38 for example, the Information Tribunal was called upon to decide whether details of meetings between lobbyists and the DBERR were information disclosed in confidence. Evidence was tendered that some lobbyists assumed information at such meetings was provided in confidence, while others thought the Department was free to utilize it and disclose it. The Information Tribunal held that for the most part such information in the case before it was not disclosed in circumstances imposing an obligation of confidentiality, and that for parts of it to be so treated something extra was needed to identify it as such, for example ‘the parties explicitly stating or agreeing that those parts are confidential’.39

Compulsorily acquired information

13.16 Information may also be acquired compulsorily. For example, the police might conduct a search of someone’s home; a health and safety inspectorate might inspect a workplace; a competition authority might launch an investigation of an alleged cartel with dawn raids on key personnel in the suspected conspiracy; a liquidator or receiver might compel the directors of an insolvent company to disclose information about its dealings.40 Such investigations will doubtless uncover some information, and often this will be confidential in character. In these circumstances, Megarry J’s image (in Coco) of a ‘confider’ and ‘confidant’ does not fit well with the realities of such disclosures. Indeed, for a short time, it was thought by some that Megarry V-C’s decision in Malone indicated that a public authority, the police, came under no obligation as regards information obtained through tapping the telephones of suspects.41 Megarry V-C said it ‘seems to me that a person who utters confidential information must accept the risk of any unknown overhearing that is inherent in the circumstances of communication’. Deliberate tapping was one such risk and, as such, no obligation of confidentiality arose.42 Nevertheless, it seems that, at least since the Spycatcher decision,43 there is no problem with holding the public authority subject to an obligation of confidence. The question is whether ‘confidential information comes to the knowledge of a person (the confidant) in circumstances where he has notice, or is held to have agreed, that the information is confidential, with the effect that it would be just in all the circumstances that he should be precluded from disclosing the information to others’.44 Subsequent case law makes it clear that an obligation of confidentiality arises where a public authority compulsorily acquires information under statutory authority (though in none of these cases was the claimant successful in establishing a breach of the duty).45

13.17 Firstly, in Marcel v Commissioner of Police of the Metropolis,46 as part of a criminal investigation concerning a property development in the Docklands, the police obtained information from the claimant, M, under powers conferred by the Police and Criminal Evidence Act 1984.47 The police disclosed that information to a third party, J, who was counter-claiming in a civil action related to the property developments brought by AB. Some of the information was revealed in response to a subpoena duces tuum, but some had been volunteered by the police. The claimant objected to the police’s revelation of the information to J and sought delivery up of the documents and an injunction restraining J from using information obtained from the documents. The Court of Appeal,48 though rejecting the claim (and allowing the appeal), indicated that the police did indeed come under a duty of confidence.49 Nolan LJ, having referred to the public law duty to exercise powers ‘only in the public interest and with due regard to the rights of individuals’ held that in the context of seizure and retention of documents:

public law duty is combined with a private law duty of confidentiality towards the owner of the documents. The private law duty appears to me … to be of the same character as that which formed the basis of the House of Lords decision in Attorney General v Guardian Newspapers Ltd (No 2) [1990] 1 A.C. 109. It arises from the relationship between the parties. It matters not, to my mind, that in this instance, so far as the owners of the documents are concerned, the confidence is unwillingly imparted.50

13.18 In the words of Sir Christopher Slade:

In my judgment, documents seized by a public authority from a private citizen in exercise of a statutory power can properly be used only for those purposes for which the relevant legislation contemplated that they might be used … [The person from whom they were seized] would be entitled to expect the authority would treat the documents and their contents as confidential, save to the extent that it might use them for the purposes contemplated by the relevant legislation.51

13.19 Absent a court order, or public interest justifying disclosure, an action for breach of confidence will lie against such an authority which uses information other than for the purposes for which the powers of search and seizure had been granted. Thus, for example, were the police to disclose documents to the press, their actions would attract liability.52

13.20 The Marcel decision was concerned with the seizure of documents, and a number of statements therein seemed to emphasize that ownership of documents underpinned the obligation of confidence.53 In Preston Borough Council v McGrath,54 Waller LJ interpreted Marcel in this way:

Thus what in my view Marcel can be said to indicate is (1) that it is to the owner of documents that the police will owe a duty of confidence and who may have a cause of action to prevent that breach of confidence … (4) apart from the duty owed to the true owner of the documents the duty of the police is simply a public duty, and any question of acting outside that public duty would be a matter for judicial review.55

13.21 But there is, of course, no reason why ownership of the document should itself be determinative. Nothing in the Spycatcher decision (on which Marcel relied), nor in the law of confidence more generally, regards the ‘form’ of the information as of great significance. Thus, it is suggested that dicta that assume a duty derives from ownership of the physical documents should be treated sceptically. Rather, a duty should be owed to anyone who was compelled to provide the information in question, whether handing over physical objects, oral testimony, or by permitting the taking of photographs or fingerprints. Indeed, it is clear from Hellewell v Chief Constable of Derbyshire56 that this is the case and that ownership is not crucial. Here the claimant had been arrested and charged with theft, and was fingerprinted and photographed. The police later made the photograph available to local shopkeepers involved in a kind of ‘neighbourhood watch’ scheme. Referring to Marcel,57 Laws J acknowledged that the police came under certain obligations with regard to use of the photograph:

the photograph may be described, prima facie at least, as a piece of confidential information. The circumstances in which the photograph is taken, where the suspect has no choice, save to insist that physical force be not used upon him, impose obligations on the police, breach of which may sound in an action at private law.58

However, as we will see, he took the view that the use of the photograph was nevertheless justifiable according to the ‘public interest’ defence.59

13.22 Finally, in Woolgar v Chief Constable of Sussex Police60 the claimant, a nurse, sought an injunction prohibiting the police from releasing transcripts of interviews with her, made under caution, to a regulatory body, the UKCC (the UK Central Council for Nursing Midwifery and Health Visiting).61 The interviews concerned allegations that the claimant, as a matron of a care-home had over-administered the drug, diamorphine. The police found insufficient evidence to bring criminal charges, but wished to refer the matter to the UKCC. The claimant objected on the basis that the information was confidential. The Court of Appeal had no doubt that this was the case (though they permitted disclosure on the basis that it was in the public interest). On the question of the duty of confidence, Kennedy LJ (with whom Waller and Otton LJJ agreed) observed:

Undoubtedly when someone is arrested and interviewed by the police what he or she says, is confidential. Plainly it may be used in the course of a criminal trial if charges are brought arising out of the investigation, but if it is not so used the person interviewed is entitled to believe that, generally speaking, his or her confidence will be respected.62

13.23 The analysis in Marcel has also been adopted in Australia. In Johns v Australian Securities Commission63 the High Court had to consider whether the Australian Securities Commission could lawfully disclose transcripts of evidence obtained from the claimant (under powers contained in the Australian Securities Commission Act 1989 (Cth)), to a State Royal Commission which was inquiring into the activities of the companies which the claimant had managed. Brennan J cited Marcel and continued:

A statute which confers a power to obtain information for a purpose defines, expressly or impliedly, the purpose for which the information when obtained can be used or disclosed … The person obtaining the information in exercise of such a statutory power must therefore treat the information obtained as confidential whether or not the information is otherwise of a confidential nature. Where and so far as a duty of non-disclosure or non-use is imposed by the statute, the duty is closely analogous to a duty imposed by equity on a person who receives information of a confidential nature in circumstances importing a duty of confidence.64

13.24 Brennan J referred to the duty as a ‘statutory duty of confidence’. He held that, under the statute, the Australian Securities Commission in fact had power to disclose the transcripts to the Royal Commission, but that it had exercised that power improperly by not affording the claimant a hearing before so doing. The other members of the court agreed.

Disclosures necessary to meet statutory conditions

13.25 In between these two extremes, voluntary and compulsory disclosure, are a range of circumstances in which disclosure of information is a necessary condition for a person to gain statutory authorization to do something, for example, where the ability to market goods or services is dependent on revealing certain information to a regulatory authority. The courts have recognized that an obligation of confidence may attach to a State agency in such circumstances too.65

13.26 In Re Smith Kline French Laboratories Ltd66 the claimant had disclosed information to the Department of Health in order to be able to market the drug cimetidine in the United Kingdom.67 Having been granted marketing authority in 1976, the claimant sold the drug successfully for 12 years. The claimant then discovered that the Department was proposing to use that information when considering applications by potential competitors who wished to market cimetidine after the claimant’s patent had become subject to licences of right. Consequently, the claimant sought judicial review and a declaration that the Department was not entitled to use the information that the claimant had disclosed to it when assessing competitors’ applications. The licensing authority accepted that the information was confidential, such that they could not disclose it to competitors, but argued that they were entitled to use it in the way they proposed. At first instance, Henry J granted the relief sought by SKF, but both the Court of Appeal and House of Lords refused the declaration. The Court of Appeal held that while the information was confidential, it could be used by the licensing authority in carrying out any of its tasks.68 Giving judgment for their Lordships, Lord Templeman (who viewed this as the key issue before the House) indicated that the information provided to the licensing authority was confidential, and whether it was entitled to use the information in the way it proposed depended upon whether it was ‘unconscionable’ for it to do so.69 That, in turn, depended on whether the use was ‘for purposes other than the performance by the licensing authority of its functions under the’ Medicines Act 1968. He said:

It is not unconscionable for the licensing authority to make use of that information in the public interest for the purposes of the Act, although it would be unconscionable for the licensing authority to disclose that information to third parties.

13.27 Their Lordships thus took the view that, in general, information given to the authority was held to be available ‘for any of the purposes for which the licensing authority was established’, but was in other respects confidential. As the authority was proposing to use the information carrying out its tasks, there was no breach of confidence.70

Impact of Human Rights Act 1998

13.28 As with the law of confidence more generally, the foregoing case law needs to be viewed in the light of the Human Rights Act. However, in contrast with the law reviewed earlier, where the issue of ‘horizontal effect’ muddies the waters, in the case of disclosures to public authorities it is quite clear that the relevant provisions of the European Convention on Human Rights (ECHR) now have ‘direct effect’.71 The consequence of this is that, in so far as the public authority holds material in relation to which there exists a ‘reasonable expectation of privacy’, there is no need to look to the jurisprudence on breach of confidence to establish an obligation not to use that information: such an obligation arises directly.72 Thus case law on the photographing of demonstrators from the Campaign Against Arms Trade at an Annual General Meeting of Reed Elsevier,73 or the inclusion on leaflets of photographs of those subject to Anti-Social Behaviour orders,74 were all considered purely in terms of whether the collection, retention, and use of the information was compatible with Article 8 of the ECHR.75 The importance of the foregoing principles, then, relate particularly to circumstances falling outside the scope of protection afforded by Article 8.76

Scope of the obligation

13.29 Where there is no express agreement or understanding as to the scope of any obligation of confidence, the matter is one to be inferred from the surrounding circumstances. In contrast with the approach sometimes taken in commercial cases or cases involving disclosure of personal information, where the purpose is often narrowly defined, in the context of disclosures to public authorities the purpose of disclosure is frequently defined broadly.77 Where acquisition is authorized under statute, the courts will first look to see whether there is any statutory indication as to the purpose of the specific power in issue. In the absence of any such statements, the ‘purpose’ will be deduced from the statute as a whole,78 the nature of the power, and the functions of the authority.

13.30 In some cases, the key to determining the scope of the obligation will be the general role of the recipient agency. In Re Smith Kline French Laboratories Ltd,79 as already observed, SKF argued that the purpose for which it had disclosed details to the authority was merely for the approval of its application, and thus the information could not be used when assessing applications by third parties. The Court of Appeal and House of Lords disagreed. Dillon LJ said that the limits for which the information was capable of being used depended on the purpose of disclosure, but denied that this was something to be viewed solely from the perspective of the claimant discloser.80 Rather, the court had to decide, ‘on an objective view of the facts, what use the applicant must be taken to have authorised the licensing authority to make of the information’.81 He noted that as the licensing authority is a public authority exercising important functions in the public interest, ‘it does not follow that the answer to the question will be the same as it might have been in a wholly commercial context’. Rather, he found that the licensing authority was entitled to use the information ‘at its discretion in performing any of its functions under the Act of 1968’.82 Lord Templeman, whose reasoning is set out with less transparency,83 drew the same conclusion: the information ‘could only be used by the licensing authority for the purposes of carrying out their functions’ under the Act.84 He seems to have based this conclusion on the fact that the disclosure to the authority was voluntary, and thus that the claimants implicitly accepted that the information could be used by the authority in carrying out its functions.85

13.31 Subsequent cases suggest that Lord Templeman’s emphasis on the voluntary nature of the disclosure was a red herring, and that similar reasoning is equally applicable in determining the breadth of the duty of confidence in relation to information compulsorily acquired. In Marcel, it will be recalled, the police had obtained from Marcel documents relating to a Docklands property development under statutory powers, and had released them to a third party involved in litigation over the purchase of those properties with a company to which the claimant had been tied. Some of the disclosure was under court order, and the claimant claimed it was wrongful. Its submission was that the material could only be used ‘for the purpose of investigating and prosecuting crime’ while the police argued that the documents could be used in any way that was reasonable. Vice-Chancellor Browne-Wilkinson, at first instance, who found little guidance in the Police and Criminal Evidence Act 1984 itself, held that the documents could only be used for ‘police purposes’86—for ‘public purposes related to the investigation and prosecution of crime and the return of stolen property to the true owner’. They could not disclose information, as had happened here, to ‘private individuals for their private purposes’.87 On appeal, the court reversed, Dillon LJ taking the view that disclosure under sub poena meant there was no liability. Nolan LJ suggested that the Vice-Chancellor’s conception of ‘police purposes’ was too narrow, noting that ‘[t]he responsibilities which are by law and custom entrusted to the police are wide and varied’.88 Sir Christopher Slade agreed with Browne-Wilkinson V-C that the statutory powers could only be used for ‘police purposes’, but also defined those more broadly as including purposes ‘reasonably incidental’ to the investigation and prosecution of crime: ‘thus including in appropriate circumstances the disclosure to third parties of seized documents’.89 Assisting the victim of crime to pursue a claim in damages in civil litigation was not, however, in his view such a purpose, though disclosure was justified on the basis of the public interest in the proper administration of justice.

13.32 In some circumstances the purpose of the power may suggest that disclosures to other agencies might be legitimate. In R v Brady the Court of Appeal held that information obtained under section 235 of the Insolvency Act 1986 could be disclosed to the Inland Revenue for the purposes of criminal investigation.90 The court reached this conclusion as a result of its focus on the purpose of the power, rather than activities of the agency. As one of the purposes for which section 235 material could be obtained is the investigation of crime the court reasoned it would be ‘entirely anomalous’ if the Department of Trade and Industry could bring a prosecution but no other prosecuting authority could do so. Consequently, the court concluded that once ‘the DTI or the official receiver is satisfied that section 235 material is required by another prosecuting authority for the purpose of investigating crime it should be free to disclose it without an order of the court or notice to the person who provided it’.

13.33 While the result in Brady seems justifiable, and is consistent with statutory provisions which promote data sharing, the disclosure in question was to another public authority which almost certainly could have used its own powers to obtain the information. Allowing disclosure thus seems like an efficient mechanism that does little to prejudice the defendant. In contrast, in Hoechst v Chemiculture the High Court held that the broad statutory purpose even justified disclosure to a private company, which clearly would not have been able to avail itself of equivalent powers to the public authority.91 Here, the Health and Safety Executive investigated the defendant who it suspected had been selling a herbicide (FPE) illegally in non-approved containers. The evidence gained by the Executive indicated that the FPE was being sold by the defendant using the claimant’s trade mark ‘Cheetah’. The Executive then disclosed the information it had obtained to the claimant who had been licensed to sell the herbicide by the Health and Safety Executive in specific containers. The claimant used this evidence to gain a search order (or, as it was then known, an ‘Anton Piller’ order) against the defendant. The defendant sought to have the order discharged on the basis that the evidence supporting it had been revealed in breach of confidence. Rejecting that submission, Morritt J recognized that the Health and Safety Executive was under an obligation of confidentiality. However, the Food and Environmental Protection Act 1985 offered a very broad definition of the statutory purpose, and the court took the view that the claimant’s action for trade mark infringement fulfilled similar purposes to the Act:

Given the purposes of the Act and the mutual interest of both Hoechst and the … Health and Safety executive in ensuring that FPE sold as CHEETAH should be confined to FPE in a container duly approved and properly sold under the name CHEETAH. I do not think there is any impediment to the disclosure of information by the … Health and Safety executive to Hoechst which is relevant to that mutual interest and concern.92

13.34 In contrast, a recent Australian case took a much more conservative view as to when disclosures were permissible, even between two public authorities. Apache Northwest Pty Ltd v Panel Members of the Offshore Petroleum Regulatory Inquiry concerned information made available by the claimants to a State authority investigating gas explosions under compulsory powers in Western Australian statute. The Federal Court held that this information could not be disclosed to a Commonwealth Inquiry also set up to investigate the effectiveness of existing safety regulation of petroleum operations.93 This was because the Commonwealth inquiry was of different scope and had no power to compel disclosure. Although the Apache Northwest case can be distinguished from Hoechst, because the statutory powers in the Western Australian Petroleum Pipelines Act 1969, section 63, were conferred ‘for the purposes of the … Act’, the contrast is stark. One wonders whether the English High Court did not go too far in Hoechst.

The public interest defence

13.35 Rather than defining the obligation of confidence in narrow terms (or the purpose in broad terms), some courts have preferred to offer flexibility to a public authority by reference to the public interest test (discussed in detail in Chapter 16).94 A good example is provided by the Court of Appeal decision in Woolgar v Chief Constable of Sussex Police.95 As already noted, this case concerned a proposed disclosure by the police to the UKCC of transcripts of interviews with the claimant, containing statements made, under caution, in response to police questioning with respect to the claimant’s administration of drugs at a nursing home. Although the Court of Appeal accepted that the interviews were confidential, and that the Chief Constable was under an obligation of confidentiality, it acknowledged that there are ‘exceptional circumstances’ which justify disclosures otherwise than in the course of a criminal trial. The situation before it was just such a case. Kennedy LJ explained:

if the police come into possession of confidential information which, in their reasonable view, in the interests of public health and safety, should be considered by a professional or regulatory body, then the police are free to pass that information to the relevant regulatory body for its consideration.96

13.36 Where practicable, the police should inform the person affected by such disclosure, so that they may, if necessary, go to court to prevent disclosure.97

Duties and powers of disclosure

13.37 As explained elsewhere, an obligation of confidence will not be treated as having been unlawfully breached where disclosure of the information is required by statute, or court order,98 or where a power to disclose is conferred by statute (at least where that power is coupled with an express immunity from liability).99 Where information has been disclosed to a public authority, such statutory regimes are now common, particularly to facilitate exchange of information between agencies. The general principle developed by the courts is that when an authority acquires information it may use it for its own purposes, but there is a distinct lack of certainty as to when it can be disclosed to other agencies carrying out other purposes. While one might anticipate that in many circumstances authorities could justify disclosure to another agency by reference to the public interest served by such disclosure, in many cases it has been thought preferable to articulate expressly in statute a catalogue of disclosures that are immune from any liability. A good example is provided by section 3(5) of the Criminal Justice Act 1987. This provides that where information has been obtained by a person in their capacity as a member of the Serious Fraud Office (which has powers to investigate ‘serious and complex fraud’), that information may be disclosed, inter alia, to ‘any government department … or other authority or body discharging its functions on behalf of the Crown’, as well as to ‘any competent authority’ (as specified) for the purposes of ‘any prosecution’. In R (Kent Pharmaceuticals Ltd) v Director of the Serious Fraud Office100 these gateways were used to justify disclosure of information about the pricing practices of pharmaceutical firms (collected when investigating allegations that drug companies had sold the drugs to the NHS at artificially sustained prices) to the Secretary of State for Health for use in civil proceedings against a number of pharmaceutical companies relating to anticompetitive arrangements. The Court of Appeal found that the disclosure was in accordance with the gateway, and complied with the Human Rights Act 1998 (in that it did not breach Article 8 of the ECHR). Other provisions authorizing disclosure include section 19 of the Counter-Terrorism Act 2008, which permits disclosure of information obtained by the various branches of the intelligence services for various purposes including ‘for the purpose of any criminal proceedings’;101 and the Banking Act 2009 authorizes the acquisition of data, and then its disclosure to other organizations (such as the Financial Services Authority), the Act stating that the freedom to do so ‘overrides a contractual or other requirement to keep information in confidence’.102

13.38 Where information is disclosed in confidence to a public authority, the courts will interpret statutes as far as possible in such a manner as to respect the confidentiality of the information. This can be seen vividly in the Court of Appeal decision in Veolia ES Nottinghamshire Ltd and Nottinghamshire County Council v Dowen.103 The Council had entered into an agreement with Veolia for waste management services. Dowen was keen to discover the terms of the arrangement, and successfully utilized the statutory information rights regimes—the Freedom of Information Act 2000 and the Environmental Information Regulations (both reviewed in detail later in this chapter)—to gain access to large parts of the contract. In order to further his aims, he applied under the Audit Commission Act 1998, which provides certain rights in relation to local government. Section 15 of the 1998 Act provides that ‘any person interested’ may inspect ‘the accounts to be audited and all books, deeds, contracts, bills, vouchers and receipts relating thereto’. Dowen claimed that the contract with Veolia related to Council accounts, so he was entitled to see it. Cranston J agreed, interpreting the right of access conferred by section 15 literally, even though the effect was to require the Council to reveal confidential information.104 The Court of Appeal reversed. Rix LJ, giving the lead judgment, took the view that Veolia’s right to its confidential information fell either within Article 8 or constituted a possession protected under Article 1 of the First Protocol to the ECHR.105 Consequently, the statutory power should be read down so as to accommodate rather than override that right.106 However, as human rights need to be balanced against other freedoms, Rix LJ acknowledged that this was not an absolute exemption from disclosure: rather it required the local authority to examine the facts closely and determine whether any public interest in disclosure of the information would outweigh the fundamental rights of Veolia to keep the terms of the contract secret. On the facts before it, the court concluded that it would be inappropriate to set aside the Council’s earlier decision to disclose a section of the contract, but that it had no power to disclose further confidential information of Veolia to Dowen under the 1998 Act. By so doing, the court qualified the application of the information rights in the Audit Commission Act so that they conformed approximately with the approach that, as we will see, is taken under the Environmental Information Regulations and Freedom of Information Act 2000.

Remedies

13.39 The remedies available to a confider may be affected by the legal status of the agency. An injunction, for example, cannot be obtained against the Crown or a department of the Crown,107 and the party allegedly wronged in this instance must be content with a declaration from the court that a continued misuse of confidential information would constitute an infringement of his rights.

B. Data Protection

13.40 Public authorities (like private bodies) are subject to regulation under the Data Protection Act 1998, which implements the Data Protection Directive, Directive 95/46/EC.108 Although a detailed treatment of data protection is well beyond the scope of this text (and would deserve a book of its own),109 a proper understanding of the multiple obligations on public authorities to respect confidential data requires a brief overview. The aim of this overview is to highlight the extent of overlap with, as well as divergences from, the law of confidentiality.

Personal data

13.41 This Act applies to any ‘personal data’ which is processed or stored in ways specified in the Act,110 and includes information which is processed automatically (on a computer), and in some cases that which is recorded manually, in a filing system,111 or in a ‘so-called ‘accessible record’, that is, a health record, educational record, or local government record.112 The person to whom the information relates is referred to as the ‘data subject’ and the person who determines the purposes for which and the manner in which the data are processed is called the ‘data controller’.113

13.42 Personal data is defined as ‘data which relate to a living individual who can be identified from those data; or from those data and other information which is in the possession of, or likely to come into the possession of, the data controller’.114 There are thus two key elements: first the information must ‘relate to a living individual’; second, that individual must be identified or identifiable. In contrast with the protection conferred by the law of confidentiality, it is irrelevant whether the information has previously been published.115

13.43 Clear examples of data which ‘relate to’ an individual include information about the occupation, income, telephone number, hobbies, and medical condition of named individuals.116 Beyond these sorts of data, the concept of personal data has proved rather controversial. In Durant v Financial Service Authority117 the concept that the data ‘relate to’ a living individual was given a rather restrictive interpretation by the Court of Appeal. Not every bit of data that features a named individual will count as ‘personal data’. Whether it does so depends upon ‘where it falls in a continuum of relevance or proximity to the data subject’.118 This has two dimensions. The first is whether the information is ‘biographical in a significant sense’. The second is whether the information has the data subject as its focus, rather than another person or a transaction or event. The defining criterion is whether the information affects the privacy of the data subject, whether in his or her personal life, family life, or in a business or professional capacity. Applying this analysis, information about Durant’s complaint to the Financial Services Act and the Authority’s subsequent investigations were not ‘personal data’. This was so irrespective of the fact that the documents were in files that bore Durant’s name.

13.44 The Durant case, it should be observed, did not garner a great deal of approval either from the European Commission, academics, or the Information Commissioner.119 The court appears to have been strongly motivated by a desire to keep the costs for data controllers of the data protection system within reasonable bounds. Subsequently, a European Working Party has issued an Opinion on the concept of ‘personal data’,120 and the Information Commissioner has indicated that this is the understanding with which it will operate. Moreover, various decisions of the Court of Justice of the European Union seem difficult to reconcile with the Court of Appeal.121 Durant, though, remains the leading judicial consideration of the UK Act, and, in fact, continues to be cited with some regularity by the First Tier Tribunal (Information Rights).122 Consequently, it has been held (albeit in the context of an FOIA request), that lists of the names of attendees at a hospitality event were not personal data,123 but that the names of spokespeople for lobbying organizations and civil servants were personal data ‘in that they record his/her employer’s name, whereabouts at a particular time and that he/she took part in a meeting with a government department which would be of personal career or business significance’.124 Although a divergence between Article 8 and the data protection regime would be undesirable (not least because of the complexity it would introduce), it seems possible that certain documents might fall within the former but not the latter. Thus, for example, it is arguable that the form of unpublished documents (the choice of words, ideas, etc) falls within the broad notion of personality embraced in the Von Hannover decision,125 but that mere authorship of a document held by a public authority does not constitute such a document as personal data.126

13.45 The second component is that the individual is identifiable from the data. Importantly, the ‘identifiability’ can come from the association of the information with other information. In deciding whether a person is ‘identifiable’, recital 26 of the Directive directs that account be taken of ‘all the means likely reasonably to be used either by the controller or by any other person to identify the said person’. Thus, merely replacing the names on a document with numbers will not be effective to refashion ‘personal data’ into mere data if a key exists which would enable the data controller to reconstruct the original document. In Common Service Agency v Scottish Information Commissioner127 the House of Lords was asked to rule on whether so-called ‘barnardization’, a process of arbitrarily adding or subtracting from groupings, was effective to anonymize data. The original information concerned the incidence of childhood leukaemia in an area near a nuclear reactor for the period 1990 to 2003.128 Their Lordships took the view that if barnardization was sufficient to anonymize the data in such a way that the data subject could no longer be identified from it, then it would no longer be personal data and could be released.129 Whether that was the effect was a question of fact.130 In so holding, the court recognized that barnardization might not effectively conceal identities where the relevant numbers involved were particularly small.

Duties of data controllers

13.46 The Act imposes procedural requirements on data controllers,131 and the limitations on what can be done with the personal data (according to the ‘data protection principles’). These constitute ‘the backbone of the legislation’,132 and are, in fact, not dissimilar to the principles applicable under the 1984 Act. The rules differ, depending on whether the information is mere ‘personal information’ or ‘sensitive personal information’.133 If the information is merely personal, it must be processed only in compliance with the eight data protection principles, and on one of the grounds in Schedule 2; if the information is sensitive personal data, its processing can only be justified where, in addition to a ground under Schedule 2 being applicable, one of a number of more narrowly focused grounds in Schedule 3 applies. We now turn to a brief description of the eight data protection principles, focusing particularly on the first two which encompass questions of origin and disclosure of the data, and thus function analogously with the law of confidence. In the next section, we examine the purposes for which such processing is permitted.

13.47 According to the first principle data must be processed fairly and lawfully (and, as mentioned, one of the conditions in Schedule 2, and in the case of ‘sensitive personal data’, one of the grounds of Schedule 3, must be met). The concepts of ‘fairness’ and ‘legality’ have attracted considerable attention.134 Whether information is processed fairly depends on how it was obtained, how it is maintained, and how it is used. Data will not be regarded as being processed fairly if it is not obtained fairly.135 A person who obtains personal data by deception, or hacking, or covertly,136 or as a result of a breach of confidence will not be regarded as processing the data ‘fairly’. Fairness also requires that the data controller provide the data subject with information as to, inter alia, the purpose(s) for which the data are intended to be processed.137 Even if data has been obtained ‘fairly’, whether it is fair to process it will depend on whether that processing is in accordance with the expectations of the data subjects, both at the date they provided the data and subsequently. Thus, where information had been provided compulsorily under the National Registration Act 1939, the Information Tribunal held that it would not be ‘fair’ for the NHS Information Centre to comply with a request for the name, sex, age, occupation, etc of persons who were resident at a particular address at that time. This was because the persons who gave the information would not have expected it to be disclosed.138 Second, it is important to note that personal data is not processed in accordance with the requirement of legality if it is processed in breach of confidence.139 The effect of this is to incorporate the considerations mentioned in the first part of this chapter into the Data Protection regime.

13.48 Under the second principle, data must be obtained and used for only specified and lawful purposes.140 The purposes should be expressly delineated in ‘clear and precise’ language.141 If the data is used for a different purpose which is ‘incompatible’ with the specified purpose, the principle is breached. In this respect, there is a clear parallel between the principles of breach of confidence, in so far as they indicate that information disclosed in confidence for one purpose should not be used for any other purpose.

13.49 The remaining principles, which relate largely to data quality and security, can be dealt with more briefly. Under the third principle, the data must be adequate, relevant, and not excessive from the point of view of the purposes for which is held.142 For example, there would be no need to include on employee personnel records information about eye colour or height. Under the fourth principle, the data controller must ensure that the personal data is accurate and, where necessary, kept up to date.143 Under the fifth principle, the data must be kept for no longer than necessary to fulfil the purpose of its processing.144 According to the sixth principle, the data must be processed in accordance with individuals’ rights as defined in the Act, and to which we shall return.145 Under the seventh principle, the data is to be kept secure.146 Eighth and finally, the data may only be transferred to countries that offer adequate data protection.147

Legitimate uses of personal data

13.50 Not surprisingly, there are situations in which personal data can be legitimately obtained, retained, and disclosed. These fall into two general categories. The first are the specific legitimate purposes for use of personal data and sensitive personal data recognized in Schedules 2 and 3 of the Act. In these situations, data can be used, but the data controller must comply with the eight data protection principles. The second situation is where the data falls within an exemption from the Act altogether. In these cases, the data can be used and need not even be processed in accordance with the data protection principles, at least in so far as the exemption so provides. The resulting legal landscape is complex. We deal with each in turn.

The six legitimate uses of personal data

13.51 Schedule 2 specifies six grounds on which ‘personal data’ can be used, so long as the eight data protection principles are complied with.148 Broadly speaking, these cover situations where the processing is in the data subject’s interest,149 where it is in the public interest,150 and where it is in the interest of the data controller or a third party.151

13.52 Three of the grounds, the first, second, and fourth, relate to the data subject’s own interests. The first is where the data subject has given consent to the processing. This consent must be ‘freely given, specific and informed’ as well as ‘unambiguous’.152 Acknowledgment that disclosure ‘would happen’ is different from ‘consent to such publication’.153 The second relates to contracts with the data subject: if the processing is necessary for the performance of a contract to which the data subject is a party, or for taking steps with a view to entering a contract, the processing is legitimate.154 Some obvious examples would be the annual appraisal of a member of staff in accordance with an existing contract, and the carrying out of credit checks before offering a person a loan. It is assumed that if the data subject wants the benefit of the contract, then it is in his or her interests to permit the personal data to be processed. The fourth ground is where the processing is necessary to protect the vital interests of the data subject.155 It may be necessary, for example, for a data subject’s doctor to reveal health information (such as details of allergies) to emergency services to ensure that the latter do not administer treatment that may harm the data subject.

13.53 The ‘public interest’ is recognized in the fifth ground of legitimate processing. According to this, processing is permitted if it is necessary for the administration of justice, the exercise of any function of either House of Parliament, for the exercise of any of the functions of the Crown, a Minister of the Crown, or a government department, or ‘for the exercise of any other functions of a public nature exercised in the public interest by any person’. Other grounds relate to the interests of the data controller and third parties. According to the third ground, processing is legitimate if it is necessary for the data controller to comply with a legal obligation (other than one resulting from contract). The sixth, and most expansive, is where the processing is necessary for the purposes of legitimate interests pursued by the data controller or by the third party or parties to whom the data are disclosed.156 The breadth of this ground is qualified by a single condition, namely that the processing should not be unwarranted ‘by reason of prejudice to the rights and freedoms or legitimate interests of the data subject’. The data controller is thus required to exercise a judgment as to whether a third party has a legitimate interest, whether the processing of personal data is necessary to meet that interest, and whether the processing is ‘proportionate’ having regard to the harm, particularly to the privacy of the data subject. As we will see, this sixth ground constitutes a key focus of attention when third parties seek information that includes personal data from public authorities under the Freedom of Information Act 2000.

The legitimate uses of sensitive personal data

13.54 In the case of sensitive personal data, such as data relating to racial or ethnic origin, political opinions, religious beliefs, membership of a trade union, physical or mental health, sexual life, commission or alleged commission of an offence,157 the data must only be processed in accordance with one of the nine grounds set out in Schedule 3 or one of the further grounds recognized in the Data Protection (Processing of Sensitive Personal Data) (Elected Representatives) Orders 2000, 2002, 2006, and 2009.158 Although there are many more grounds that justify processing ‘sensitive personal data’ compared to ‘personal data’, these tend to be more narrowly formulated as to the scope of the ground and the specificity of the recipient. A number of grounds, for example, relate to disclosures to the data subject’s Member of Parliament. We can again consider these in terms of the interests of the data subject, data controller, the public interest, and the interests of third parties.

13.55 A number of grounds reflect the data subjects own wishes or interests.159 The most significant of these is where the data subject has given his ‘explicit consent’ to the processing of the data.160 Such consent must be freely given, specific, and informed.161 More paternalistically, the use of sensitive personal data is also permitted ‘in order to protect the vital interests of the data subject’ where consent cannot be given by the data subject.162 An obvious example would be the revelation of medical information relevant to the treatment of the data subject who is unconscious or otherwise unable to give his or her consent. A further ground allows processing of sensitive personal data where that ‘personal data has been made public as a result of steps taken by the data subject’.163 Thus, if a person has publicized his or her sexual orientation or religious beliefs, the ‘personal data’ loses the additional legal protection normally attaching to its ‘sensitive’ nature.164

13.56 The second set of legitimate uses permit the processing by the data controller for its own interests. These are rather narrower than the corresponding grounds in Schedule 2. Processing of sensitive personal data is permitted where processing is necessary for the purpose of exercising or performing any right or obligation which is conferred or imposed by law on the data controller ‘in connection with employment’.165 Another provision permits the processing of the sensitive personal data of members of a body or association which ‘exists for political, philosophical, religious, or trade union purposes’ by that association.166 Information about a person’s political opinions, religious beliefs, or membership of a trade union are automatically regarded as ‘sensitive personal data’ under section 2. It seems only sensible that an organization of which the data subject is a member should be able to process such information (for example, by retaining membership lists).

13.57 Other grounds reflect the legitimate interests of third parties. One permits processing ‘in order to protect the vital interests of … another person’ where the data controller ‘cannot reasonably be expected to obtain the consent of the data subject’ or where such consent has ‘been unreasonably withheld’.167 This could include disclosure of sensitive personal data about the medical condition of a patient to prevent the passing of a contagious disease with potentially fatal consequences.168 Another provision excuses processing which is necessary for confidential counselling or advice,169 or for legal proceedings or obtaining legal advice, and might equally be for the benefit of third parties as for the data subject.170 Other exemptions offer leeway for the processing of sensitive personal data by insurers.171

13.58 A host of provisions give effect to various ‘public interests’.172 As one would expect, uses necessary for the administration of justice, for carrying out the functions of a government department, and functions ‘conferred on any person by or under an enactment’ are all permitted.173 However, reflecting the more intrusive nature of the processing of ‘sensitive personal data’ (as opposed to ordinary ‘personal data’), the mere fact that the processing is necessary to achieve functions of ‘a public nature exercised in the public interest’ is not a ground of legitimate processing of sensitive data. Processing of sensitive personal data may also be permissible where it is carried out by the police, or in the prevention or detection of crime, while similar freedoms are conferred on regulatory bodies and elected representatives (such as MPs and MEPs).174 Certain medical uses (including research as well as care) of sensitive personal data may also be legitimate, when undertaken by health care professionals or equivalent persons who owe duties of confidentiality.175 Though this may seem rather permissive, the prior existence of confidentiality obligations clearly has the capacity to limit the circumstances in which such use would be regarded as ‘lawful’. Other provisions allow for the use of sensitive personal data in ensuring that equal opportunities policies are maintained.176

Exemptions

13.59 In addition to the various heads of permissible use, the Data Protection Act also contains a host of exemptions. Each exemption relates to specific categories of data, and exempts the data from the Act in particular respects. Thus, the processing of particular data might be exempt from the application of certain data protection principles or certain rights. This is not the place to explain these in detail, but some examples may help offer a flavour.

13.60 Personal data processed for ‘the prevention or detection of crime’ is exempt from the first data protection principle, ie that the processing be fair and lawful, (‘except to the extent to which it requires compliance with the conditions in Schedule 2 and 3’),177 and also from the ‘non-disclosure provisions’ (the second to fifth data protection principles and the section 10 right of the data subject to prevent processing) to the extent to which application of those provisions would be likely to prejudice the purpose.178 This means that the circulation of photographs to shopkeepers that fell to be considered under the law of confidence in Hellewell v Chief Constable of Derbyshire179 would probably also be permissible under the data protection regime, if the disclosure was justified by reference to a ground in Schedule 2 and 3.180 Under the 2000 Order, if the data is sensitive personal data, the processing must be necessary for the purposes of the ‘prevention or detection of any unlawful act’ and ‘in the substantial public interest’. However, in contrast to the position under the law of confidence, the shopkeepers to whom the information was supplied would become ‘data-controllers’ and thus, themselves subject to the data protection principles.

13.61 A similar analysis might be applicable to the facts of Woolgar v Chief Constable of Sussex Police.181 As will be recalled, there information was disclosed by the police to the body responsible for regulating nurses. The data was, doubtless, obtained by the police for the purpose of detecting crime (a purpose falling within Schedule 2, Grounds 3, 5(b), and 6; Schedule 3, Ground 7(b)). The data necessarily was sensitive (being information as to the alleged commission of an offence). But how could disclosure to the UKCC be justified? The processing by the UKCC could be regarded as necessary ‘for the exercise of [a function] of a public nature exercised in the public interest’ under ground 5(d) of Schedule 2, and falling within ground 2 of the Data Protection (Processing of Sensitive Personal Data) Order 2000. The latter provides that sensitive personal data may be disclosed and processed if the processing is in the ‘substantial public interest’ and ‘necessary for the discharge of any function which is designed for protecting members of the public against … the unfitness or incompetence of any person’.182

Enforcement

13.62 Evidently, these eight data protection principles impose a wide range of duties, including rules on non-disclosure analogous to those conferred by the law of confidence. The data protection principles, however, are primarily enforced through regulation by the Information Commissioner,183 who can issue ‘information notices’, ‘assessment notices’, and ‘enforcement notices’.184 These are, in turn, enforced by monetary penalty notices applicable to breach by the data controller of its duties.185 Criminal provisions prohibit third parties from obtaining or disclosing personal information, or procuring its disclosure, without the consent of the data controller.186

13.63 In addition, data subjects are given various rights, including the right to prevent processing—which would include use or disclosure of personal information—likely to cause damage or distress.187 If a data controller does not comply with its obligations, having been requested so to do by a data subject, the latter may apply to the court for an appropriate order.188 A data subject also is entitled to compensation for breach of the data protection principles.189 The action for compensation under section 13 can result in the award of damages (but not an account of profits or restitutionary award).190 The statute explicitly indicates that compensation for distress is also available, but this possibility arises only if it is ‘accompanied by damage’ or the contravention relates to processing for ‘special purposes’ (ie journalism, or literary or artistic purposes).191 The Court of Appeal has held that financial damage is a pre-requisite, and that no compensation is paid for harm to reputation.192 However, the court acknowledged that there may be a question as to whether section 13 adequately implements Article 23 of the Data Protection Directive.193

Comparison with confidentiality

13.64 While much of the Data Protection Act is designed to establish proper ways of handling data, some of the rights which are conferred parallel those established through the common law of confidence. In many circumstances, the ‘data subject’ will be able to object to disclosure or use of information under both the Data Protection Act and under the general law of confidentiality. What, then, are the points of divergence?

13.65 First, it should be noted that statutory protection under the Data Protection Act 1998 is limited to personal data of living individuals (and so, in some respects, is necessarily narrower than that encompassed by the law of confidence),194 and, of course, only to data that is being processed in particular ways. It is thus narrower in coverage than the law of confidence.195 On the other hand, the law of confidentiality arises only where there exists some sort of obligation (contractual or equitable), whereas the statutory data protection regime applies to all persons who hold information that counts as ‘personal data’. Moreover, as is now clear, if confidential information enters the ‘public domain’, any obligation relating thereto to keep the information secret evaporates. In contrast, even publicly available information remains personal data (even though it may effectively lose the benefits of being sensitive personal data),196 and those who hold the data in relevant ways (on computers or in filing systems) come under the operation of the Act irrespective of how it is acquired.

13.66 With respect to the rights conferred on a data subject, the law of confidence is rather limited. It confers rights to prevent the use or disclosure of the information. The holder of confidential information would be advised, of course, to take care to ensure proper data security arrangements are in place, lest it incur liability for accidental disclosure.197 Compared with the law of confidentiality, the data protection regime offers individuals a much wider range of protection, including protection that specifically relates to maintaining the integrity and correctness of the data, as well as allowing access to the data.198 Moreover, while the exemptions for the most part parallel circumstances in which disclosure might be permitted under the law of confidentiality, they are much more carefully articulated in the statutory regime than through the broad balancing process.199 That said, any use in breach of confidence will breach the first data protection principle.

C. Other Statutory Restrictions on Disclosure

Official Secrets Act (1911–1989)200

13.67 Members of the security and intelligence services, crown servants,201 and government contractors, as well as some third party recipients from these, are subject to obligations of secrecy under the Official Secrets Act 1989 (as amended).202 This Act applies to these specified operatives as regards information acquired as a result of their position in relation to particular sorts of disclosure: disclosure of information relating to security and intelligence, defence, international relations, criminal detection, and prison security.203 The Act creates offences punishable by up to two years’ imprisonment.204 In contrast with the notoriously broad section 2 of the 1911 Act (which it repealed),205 the 1989 version is qualified (other than in relation to members of the security and intelligence services) by requirements that disclosures damage particular State interests, and offers defences to those who genuinely and reasonably did not believe their actions would cause damage.206 However, controversially, the Act does not contain any ‘public interest’ defence.207 It is thus not possible for a defendant to acknowledge that a particular disclosure damaged a specified interest, but to escape liability by arguing that the disclosure was nevertheless for the overall public good. Prosecution may only be brought under the Act with the agreement of the Attorney General, and, with the shift over subsequent decades towards open government, few prosecutions have, in fact, occurred since the 1989 Act was adopted.208

Security and intelligence

13.68 Members of the security and intelligence services—Government Communications Headquarters (GCHQ), the Security Services (MI5), and the Secret Intelligence Service (MI6)—are subject to the most limiting of the obligations.209 They are burdened with lifelong obligations of secrecy,210 and it is an offence to disclose ‘any information, document or other article relating to security or intelligence’ which has been acquired as a result of his or her membership.211 The restriction is also applicable to certain other people designated by the Minister.212 Significantly, if information is revealed then the prohibition is breached, irrespective of whether any harm is caused thereby.213 A ‘bright-line rule’ is thus applied.214 The publications authored by MI5 agent Peter Wright (Spycatcher) and MI6 operative George Blake (No Other Choice) would thus be caught by the Act, just as those of MI5 agent, David Shayler to the Mail on Sunday in 1997 were deemed to be.215 The only basis for avoiding liability, apart from authorization, is on the ground that the person did not know, and had no reasonable cause to believe, that the information related to ‘security or intelligence’.216 Permission to disclose can be applied for from the Director of the Establishments of the Security Services,217 and the decision falls for review solely by the Investigatory Powers Tribunal.218

13.69 Other crown servants or government contractors are also prohibited from revealing information relating to ‘security or intelligence’,219 but, in contrast with members of the security and intelligence services, this prohibition only applies if the disclosure is ‘damaging’.220 Moreover, this category of perpetrator can escape liability if they are able to demonstrate that they did not know disclosure would be damaging.221

Defence

13.70 The second category of information falling within the Act is information relating to ‘defence’. Information relates to defence if it relates to the characteristics of the armed forces, their equipment, plans, strategies, and measures.222 Crown servants and government contractors are prohibited from revealing such information where to do so would be damaging to, or likely to damage the property, personnel, or capability of the armed forces to carry out their tasks.223 The revelation of information that would assist an attack on an army base, or impede an attack, would clearly be encompassed within these. The Act also specifies more nebulous ways in which ‘defence’ can be damaged, that is, by: [any] disclosure which endangers, or is likely to endanger, ‘the interests of the United Kingdom abroad, seriously obstructs the promotion or protection by the United Kingdom of those interests or endangers the safety of British citizens abroad’. Thus revelation of past military strategies, such as Clive Ponting’s famous disclosure about the sinking of the Belgrano, would be caught only if the view was taken that such ‘endangered the interests’ of the United Kingdom. Equally revelation of details of a meeting between the Prime Minister and the President of the United States might breach the section if the effect was to damage the trust placed by the United States in the United Kingdom.224

International relations

13.71 The third category of information covered by the Act is information concerning the United Kingdom’s relations with other States, relations between States, and relations with or between international organizations.225 This is deemed to include ‘any matter relating to a State other than the United Kingdom or to an international organisation which is capable of affecting the relations of the United Kingdom with another State or with an international organisation’. Thus the prohibition could encompass any disclosure of details of a meeting between a UK official and a foreign State where the disclosure would itself damage the possibility of such a frank and open meeting recurring.226 As if this category was not capacious enough, the prohibition also applies to any ‘confidential’ information which was obtained from another State or an international organization. Information is regarded as ‘confidential’ if the terms of its acquisition specify that it is to be held in confidence or where ‘the circumstances in which it was obtained’ were such that it would be reasonable for the State or Organization to expect that it would be treated as confidential.227 The leaking of details of a treaty being negotiated by the United Kingdom (such as the Anti-Counterfeiting Trade Agreement (ACTA)), or of a proposed treaty sponsored by an international organization, or of confidential information as to a particular country’s intentions in relation to such negotiations, would all fall within the ambit of this prohibition.

13.72 Although the definition of ‘international relations’ is thus broad, the prohibition is limited in a number of respects. First, the prohibition applies only to Crown servants and government contractors.228 Second, it applies only to information acquired by virtue of that position: so, a Crown servant who locates a document already circulating on the Internet and forwards it on to a third party will not commit an offence.229 Third, the prohibition only applies where the operative knows or has reason to believe that the information falls within the specified category.230 Fourth, the prohibition is only breached where a disclosure is damaging.231 Fifth, and finally, it is a defence that the operative did not know, and had no reason to believe that the disclosure would cause relevant damage.232 It should be observed, however, that in relation to information, or a document or other article which was obtained from a State other than the United Kingdom or an international organization, the fact that a document is confidential may be regarded as a sufficient basis for a belief that the disclosure would be damaging.

Information damaging the functioning of the criminal justice system

13.73 The fourth category of information is information concerned with the effective functioning of the criminal justice system. In contrast with the other provisions of the Act, the protected information is not defined by reference to its inherent characteristics, but by the likely effects of revelation. A Crown servant or government contractor is prohibited from revealing information that has been acquired in the course of his or her duties where the disclosure would be likely to result in the commission of an offence;233 or would be likely to facilitate an escape from prison; or to impede either the prevention or detection of crimes or the apprehension or prosecution of suspected offenders.234 The operation of this section can be illustrated with an example from the 1911 Act, R v Lewis.235 In this case a warrant had been issued for the arrest of a suspect and circulated confidentially amongst various police forces. Somehow the information leaked to a newspaper, the Daily Despatch, that published an article headed ‘Warrant for Man with a Scar’. The journalist refused to reveal the source and was convicted. Under the 1989 Act the police officer who revealed the information would have breached the Act, if the likely effect of the disclosure would have been to impede ‘the apprehension’ of the suspected offender.236 Other obvious examples include the disclosure of information about the timing of movements of prisoners between prisons such as might facilitate a jailbreak. Section 4(3) of the Act goes on to identify certain other sorts of information to which the prohibition applies: any information obtained, typically after the issuance of a warrant, under the Interception of Communications Act 1985, the Regulation of Investigatory Powers Act 2000, the Security Service Act 1989, or the Intelligence Services Act 1994.237 It may seem curious that information acquired by these means should attract special treatment. The White Paper that preceded the Act recognized that the reason for the Act covering such material was to protect the privacy of those citizens whose telephone calls and other communications were interfered with.238 Today, the Data Protection Act 1998 might well be thought to offer sufficient protection (and, certainly, would be a more sensible place for obligations of non-disclosure designed to protect privacy to be located).

Third parties

13.74 Persons other than Crown servants and government contractors—most obviously journalists—can become embroiled in the Act as a result of disclosures made to them. If a disclosure is an unauthorized one from a person subject to sections 1 to 4, the recipient becomes subject to an equivalent obligation,239 so will commit an offence if they disclose the information knowing, or having reasonable cause to believe, that it is protected against disclosure, and that the disclosure is likely to be damaging in a relevant way.240 Consequently, a journalist who receives a leak, and appreciates the nature of the information and the likely damaging effects of further disclosure, commits an offence under section 5.241 So, too, would a parliamentary researcher who receives a leak from a Whitehall communications worker and passes details on to the Member of Parliament for whom he works.242 If the disclosure is authorized, ie in accordance with the discloser’s official duty,243 an obligation on the recipient arises where the disclosure is itself in confidence, or in circumstances in which the discloser ‘could reasonably expect that it would be so held’, and the disclosure is likely to damage a relevant interest.244 This might be the case if a third party is given certain information in order for it to bid for a defence contract, and is thus inevitably exposed to details of the armed forces’ current military failings or needs. If the bidder wins the tender, it will fall within the concept of a government contractor and thus be subject to the primary obligations of the Act. Those businesses that submit unsuccessful tenders may nevertheless fall subject to the Act as third party recipients. Whether a recipient is authorized or not, the Act provides that subsequent recipients may also come under similar obligations.245

13.75 The importance of the Act in the field of personal and business data, with which we are primarily concerned, is thus rather limited, particularly compared with the operation of section 2 of the 1911 Act. Under that Act, a clerk in the War Office was successfully prosecuted for releasing details of contracts between the office and manufacturers of army uniforms; and an employee working in the Probate Registry was convicted for leaking details of the wills of three celebrities before their official publication.246 Such prosecutions would, today, fall outside the Official Secrets Act. Indeed, such is the transformation in approach to government-held information that today the State may be compelled to release much of the information relating to procurement contracts under the FOIA.247 In our view, the shift that occurred in 1989 is a welcome one, removing as it did one of the multiple layers of restrictions on disclosure of commercial and personal information held by the State.

Sui generis statutory provisions

13.76 In addition, a host of specific statutory provisions prohibit the disclosure of information acquired by agencies of the State from individuals or firms.248 These provisions do not conform to any standard pattern, and each should be interpreted in the light of its particular purpose, context, and legislative history.249 Some such statutory obligations have been justified on instrumental grounds, that is, as necessary for the Government to acquire as full and accurate information as is possible.250 For example, it is thought that a million people failed to provide census data for the 1991 census because they believed that if they did they would become liable to pay the controversial poll tax.251 However, any assurance that these statutory provisions offer may well be dissolving as the scope of permitted disclosures (so called ‘information gateways’) seems continually to be being widened by later legislation enacted to promote ‘data sharing’. Sometimes these statutory confidentiality provisions are justified by reference to the protection of the fundamental rights of individuals and businesses, in particular their privacy.252 In so far as these prohibitions are designed to protect individual privacy, it might be asked whether they remain warranted given the existence of the Data Protection Act 1998.253

13.77 These provisions mostly create criminal offences,254 typically punishable by imprisonment for two years (and thus offering a substantially greater deterrent than the fines under the Data Protection Act 1998).255 The criminalization of wrongful disclosure is consistent with the ‘instrumental’ characterization of the purpose of these provisions: by providing a serious deterrent to disclosure some assurance is given to those dealing with government agencies that their confidences will not be divulged.256 But, criminalization has other possible explanations, and could be seen as merely a preferable means for protecting the ‘rights’ of those who disclose private and business information to the Government. For example, criminal remedies may constitute an important deterrent to revelation or use of such information by former public employees; in addition, criminal remedies may give substance to private rights in circumstances where injunctive relief may not be available.257 In any event, the existence of criminal remedies should not prejudice the operation of private protection, whether for breach of statutory duty,258 under the Data Protection Act 1998, for the ‘tort’ of revelation of undisclosed private information, or on the basis of a duty of confidence.259

13.78 The range of information protected by the provisions differs with each statute. A common formula, found frequently where powers of entry and inspection are conferred on a Government authority or agent, prohibits the disclosure of ‘any information obtained … with regard to any manufacturing process or trade secret’.260 In some instances, however, no limits are placed upon the kind of information covered, the statute prohibiting the disclosure of ‘any information’ obtained in pursuance of an Act.261 The Court of Appeal has clarified that, under the Animals (Scientific Procedures) Act 1986, the words ‘any information’ mean what they say, and thus there is no need for the information to have what Megarry J famously described as ‘the necessary quality of confidence’.262

13.79 Other statutes expressly set a threshold for the circumstances in which information is protected, either by limiting protection to ‘trade secrets’,263 or ‘confidential information’,264 or by indicating that a disclosure is not prohibited where it relates to information that is in the public domain.265 In general, these provisions are not limited to disclosures that cause harm.266 Several statutes permit the disclosure of all information acquired pursuant to the Act provided that the information is published ‘in the form of a summary framed as not to enable particulars relating to any one person or business to be ascertained from it.267 Occasionally, information relating to an individual or business is only prohibited during the lifetime of the individual or as long as the business continues to be carried on.268 The Government, which has conducted a review of many of the statutory provisions, has proposed adding ‘sunset clauses’ to many of them, varying from 10 years to 90 years.269

13.80 Usually, the statute will specify the extent to which disclosure of information by the government agency is lawfully permitted. Generally, disclosure is permitted in the performance of the various duties with which the relevant agency is charged by the Act,270 and for the purpose of any legal proceedings which may be taken under the Act.271 In some cases, the use of information for the purposes of any criminal proceedings, whether instigated pursuant to the relevant statute or not, is specifically authorized.272 In the Borders, Citizenship and Immigration Act 2009, which imposes a statutory duty of non-disclosure in relation to information acquired as a result of carrying out a ‘customs function’, the gateways are particularly broad, with one permitting disclosure of personal customs information ‘to a person exercising public functions (whether or not within the United Kingdom) for the purposes of any of those functions’.273

13.81 There are no general rules relating to these provisions and each statute must be consulted in order to determine the degree of protection which is provided by the threat of a criminal penalty for unauthorized disclosure. One matter worth noting is that in a number of cases the statutory prohibition has been qualified by a later statute. Mostly, these later interventions are directed at the prevention, detection, and prosecution of crimes, and the maintenance of national security. One example of this is the Criminal Justice Act 1987, which established the Serious Fraud Office. Section 3(3) states that:

Where any information is subject to an obligation of secrecy imposed by or under any enactment other than an enactment contained in the Taxes Management Act 1970, the obligation shall not have effect to prohibit the disclosure of that information to any person in his capacity as a member of the Serious Fraud Office.

13.82 The scope of disclosure permitted in many of these statutes was extended by section 17 of the Anti-Terrorism, Crime and Security Act 2001, so as to permit disclosure to other government agencies, particularly those involved in the investigation and prosecution of crime.274 That Act went on to provide that, even as regards Her Majesty’s Revenues and Customs, and subject to some conditions,275 ‘no obligation of secrecy imposed by statute or otherwise prevents disclosure’ to the intelligence services or for the purposes of criminal investigation or proceedings in the UK or abroad. Moreover, in order to promote the disclosure of information to the Serious and Organised Crime Agency,276 or to any of the intelligence services (that is, the Security Service,277 the Secret Intelligence Service,278 and GCHQ) in order to assist those services to exercise their functions, statutory provisions declare that such disclosure does not breach:

(a) any obligation of confidence owed by the person making the disclosure, or (b) any other restriction on the disclosure of information (however imposed).279

13.83 Where disclosure is permitted via a so-called ‘information gateway’ to another authority, some statutes go on to specify the obligations of the recipient.280 So, for example, where information is disclosed by the Commissioners for Revenue and Customs to the Secretary of State in order to enable the latter to decide whether a particular film should be certified as a ‘British’ film, and thus benefit from tax relief, the Corporations Tax Act indicates that the information may not be disclosed by the Secretary of State except for certain other specified purposes, such as criminal investigations or legal proceedings.281




13.84 Finally, it is worth noting that the FOIA, and related regimes, present the possibility of a right to access information held by an authority the disclosure of which would normally be punishable criminally. As we will see, the Data Protection Act 1998, which confers a ‘right of access’ upon data subjects to personal data, contains a provision that would operate to override statutory duties to the contrary.282 Similarly, the Environmental Information Regulations 2004, reviewed below, permit the release of data relating to the environment irrespective of any such statutory provision.283 The FOIA, in contrast, does not prejudice the statutory obligations: section 44 treats as exempt from the operation of the disclosure requirements information the disclosure of which is ‘prohibited by or under any enactment’. While, consequently, most such statutory prohibitions are unaffected by the introduction of the FOIA, certain statutory regimes now clarify the relationship.284

Specific examples

13.85 Having established some general dimensions of statutory duties of confidence, we now illustrate these with three examples: business regulation; taxation; and public procurement.

Business regulation

13.86 The Enterprise Act 2002 repealed and replaced a number of statutory obligations of non-disclosure in the field of business regulation and consumer protection,285 thereby providing something close to a legislative standard. The provisions apply where information is disclosed to a ‘public authority’ under the Act (for example, to the Office of Fair Trading, or as part of a merger, cartel, or market investigation) or under enactments specified in Schedule 14 (such as the Consumer Credit Act 1974, the Competition Act 1998) in connection with its statutory functions. Further subordinate legislation can be added by the Secretary of State, and the Enterprise Act 2002 (Part 9 Restrictions on Disclosure of Information) (Specification) Order 2004 (SI 2004/693) added a further ten sets of regulations. A person commits an offence, punishable by up to two years’ imprisonment,286 if he or she discloses information, otherwise than with the consent of the person from whom the information was obtained and any person to whose business or affairs it relates, or in accordance with the gateways provided in the Act.

13.87 The obligation only applies where the information relates to ‘the affairs of an individual’ or ‘any business of an undertaking’ and only for so long as the individual is living or the undertaking ‘continues to exist’.287 The obligation also ceases where the information ‘has on an earlier occasion been disclosed to the public in circumstances which do not contravene’ the Act or ‘any other enactment or rule of law prohibiting or restricting the disclosure of the information’.288

13.88 The Act permits disclosure to ‘any person’ in connection with the investigation of any criminal offence, criminal proceedings, and the decision whether to investigate or commence criminal proceedings as well as certain specified civil actions.289 Importantly, this is subject to a ‘proportionality’ proviso: the authority must not disclose the information ‘unless it is satisfied that the making of the disclosure is proportionate to what is sought to be achieved by it’.290 The Act also contains a number of ‘gateways’ to facilitate information sharing: a public authority may disclose information to ‘any other person for the purpose of facilitating the exercise by that person of any function he has under or by virtue of’ the Act itself, or any enactment listed in Schedule 15. As enacted, there were 41 enactments in that Schedule, effectively providing wide scope for data sharing amongst public authorities.290a More dramatic still, the Act establishes procedures and considerations that would enable data sharing with an ‘overseas public authority’.291 These are applicable even where the overseas authority is interested in bringing civil as well as criminal proceedings.292

13.89 When considering whether a disclosure should be made under any of these powers, the Act directs the public authority to consider three factors. First, the authority is advised to consider excluding from the disclosure ‘so far as practicable’, any information whose disclosure the authority considers would be contrary to the public interest.293 Second, the authority should exclude from disclosure, ‘so far as practicable’ commercial information whose disclosure the authority thinks might ‘significantly harm the legitimate business interests of the undertaking to which it relates’ and ‘information relating to the private affairs of an individual whose disclosure the authority thinks might significantly harm the individual’s interest’.294 Third, the authority must consider ‘the extent to which’ disclosure of such commercial or personal information is necessary for the purpose for which the authority is permitted to make the disclosure. Where information is disclosed, either in relation to a criminal investigation or proceedings, or under the gateways, the Act imposes duties on the recipient not to use the information other than for the purpose for which it was disclosed.295

The Inland Revenue and Customs296

13.90 Most people regard their financial matters, such as the amount they earn, as personal and confidential. Nevertheless, all those who earn income are obliged to reveal information to the State and to pay appropriate amounts of tax, and those authorities have wide powers to demand disclosure.297 In order to protect the interests of citizens, the tax authorities are placed under statutory obligations of confidentiality.298 Until recently, these obligations were regarded as violable only in the narrowest of circumstances, those relating to murder or treason.299 Nevertheless a host of further gateways have been added such that the spaces created by the gateways are starting to look somewhat more substantial than the fence.300

13.91 The confidentiality obligations of the taxation authorities are contained primarily in the Commissioners for Revenue and Customs Act 2005. This Act provides that the Crown can appoint Commissioners for Revenue and Customs and that the Commissioners may, with the approval of the Minister for the Civil Service, appoint Officers. Commissioners and Officers are required to make declarations of confidentiality.301 Section 18, headed ‘Confidentiality’, indicates that:

Revenue and customs officials may not disclose information which is held by the Revenue and Customs in connection with the function of the Revenue and Customs.

13.92 This obligation is extended to anyone acting on behalf of a Commissioner or Officer, so would encompass any third party who is contracted to undertake functions on behalf of Her Majesty’s Revenue and Customs. Without prejudice to the possibility of bringing an action based on this statutory duty,302 section 19 states that a person commits an offence if they disclose information contrary to this obligation where the information relates to a person whose identity is specified in the disclosure or can be deduced from it.303 So, for example, if the income tax details of a particular person were revealed to a newspaper, a criminal offence would be committed. This offence is punishable with up to two years’ imprisonment.304

13.93 However, the duty of confidence is not absolutely sacrosanct. Section 18(2) qualifies the general duty by identifying eight sets of circumstances in which disclosure is permissible: where disclosure occurs in carrying out the functions of HMRC;305 where disclosure is for the purpose of civil proceedings in relation to which HMRC has a function;306 where disclosure is for the purpose of criminal investigation and proceedings in relation to which HMRC has a function;307 where disclosure is in pursuance of a court order,308 to a prosecuting authority,309 to Inspectors of Constabulary or the Independent Police Complaints Commission;310 where disclosure is with the consent of the person to whom the information relates;311 or where disclosure is in the public interest.312

13.94 Other statutory provisions also authorize disclosure to a range of investigatory authorities in a wide range of circumstances. According to HMRC there are in fact over 200 such gateways,313 for example, to investigate breaches of the Financial Services and Markets Act 2000,314 serious crime,315 or terrorism and threats to national security. But other powers of disclosure exist in order to assist the relevant authorities in identifying social security fraud,316 dealing with immigration and asylum,317 enforcing the minimum wage,318 student loans,319 administering the National Lottery,320 and monitoring health and safety.321 HMRC will even be justified in revealing information to the Secretary of State when a decision is being taken about whether to certify a film as being ‘British’.322

13.95 A person does not commit the offence under section 19 if he or she ‘reasonably believed’ the disclosure was lawful, or that the information ‘had already and lawfully been made available to the public’.

13.96 There is no space in a work of this sort to review these exceptions in more detail.323 However, it may, perhaps, be worth saying something about the ‘public interest’ exemption. Public interest disclosures are elaborated in section 20: a disclosure is regarded as in the public interest where it falls into one of the specified categories or regulations made by the Treasury, and is regarded by the Commissioners as being in the public interest. The six categories of public interest encompass the prevention or detection of crime, the regulation of professional misconduct, the protection of public safety and public health, and national security.324

Public procurement

13.97 ‘Public procurement’ is the name for the process by which public authorities obtain goods or services from private sector businesses. The regulation of public procurement has, until recently, been carried out under the aegis of the Office for Government Commerce,325 with a view to ensuring competitive tendering, transparency, and thus value-for-money. The legal requirements are embodied, largely, in two statutory instruments: the Public Contracts Regulations 2006 and the Utilities Contracts Regulations 2006.326 The former Regulation is applicable to arrangements between a ‘contracting authority’, which includes the Crown, government department, local authorities, the police etc,327 and an ‘economic operator’, that is, a contractor, supplier or service provider. The Regulations control the manner in which the contracting authority is to treat all economic operators, in particular when it seeks offers, when it awards contracts,328 when it rejects tenders, when it manages contractors, and so on. The Regulations specify various possible procedures that the contracting authority can follow. For our purposes, the significant provisions of the Public Contracts Regulations 2006 are those relating to confidentiality. In particular, regulation 43 specifies that:

a Contracting authority shall not disclose information forwarded to it by an economic operator which the economic operator has reasonably designated as confidential.329

Further, the regulation indicates that confidential information ‘includes technical or trade secrets and the confidential aspects of tenders’.

13.98 The Regulations do not specify the nature of the duty. According to the European Directive which underpins the Regulations, this is a matter for ‘the national law to which the contracting authority is subject’.330 In the UK, one would have expected an obligation under the criminal law, but none is included in the Regulations. Presumably, in a case where an authority proposed to breach the duty, the provider of the information might object, seeking an injunction for breach of statutory duty, or on the basis that the authority is acting ‘illegally’.331 Perhaps significantly,332 regulation 48(10) provides that notwithstanding sections 21 and 42 of the Crown Proceedings Act 1947, ‘in proceedings brought under this regulation against the Crown the Court shall have power to grant an injunction’.

13.99 The general obligation as regards ‘designated information’ gives way to two general duties of disclosure.333 First, the contracting authority is to publish details of the successful tender in the Official Journal.334 Second, the contracting authority is required, if requested by an unsuccessful tenderer, to explain ‘why that economic operator was unsuccessful’ including explaining ‘the characteristics and relative advantages of the successful tender’.335 While it seems that compliance with these duties may involve disclosure of ‘designated information’, the authority is entitled to withhold information from the Official Journal, and/or from an unsuccessful tenderer where disclosure:

(a) would impede law enforcement;

(b) would otherwise be contrary to the public interest;

(c) would prejudice the legitimate commercial interests of any economic operator; or

(d) might prejudice fair competition between economic operators.336

13.100 As a contractor could designate as confidential information that did not relate to the ‘legitimate commercial interests’ of the operator, and the release of which would not prejudice ‘fair competition’, it is conceivable that there could be information (designated confidential) in relation to which the authority owes a general duty of non-disclosure, but in relation to which there is no express power to refuse disclosure under regulations 31 and 34. In those circumstances, the duty of non-disclosure is overridden by the duty of disclosure.

13.101 As if the provisions were not themselves sufficiently complex, the picture is made even more murky because of government duties of disclosure under the FOIA, and Environmental Information Regulations 2004.337 A number of applications of this sort have received consideration by the Information Commissioner and the Information Tribunal (now the First Tier Tribunal). These are reviewed below,337a but, for the moment it is perhaps worth noting that the practical effect is to make authorities reluctant to accept general claims to confidentiality and instead to ask tenderers and contractors to specify which if any information is commercially sensitive and to review the status of that information when a request is made.338 The justification for this practice is the desire to minimize circumstances in which disclosure must be refused under sections 41, 43 and 44 of the FOIA.

Reduction and repeal

13.102 The Government has signalled that it wishes to reduce the number of these statutory prohibitions. Under powers conferred by the FOIA,339 orders can be made repealing or modifying ‘any enactment which prohibits the disclosure of information held by a public authority’. One such Order has been made, limiting the application of the prohibition on disclosure imposed on inspectors and regulators under a few Acts, including the Factories Act 1961, the Health and Safety at Work Act 1974, and the Medicines Act 1968.340

D. Obligations on the State to Disclose Information

13.103 The State is now obliged, under a raft of statutory regimes,341 to reveal relevant information it holds to those seeking it.342 These obligations raise issues as to how contractual, equitable, and statutory obligations of confidentiality (and analogous rules, such as those in the Data Protection Act) are to be reconciled with the duties of disclosure. The discussion that follows distinguishes, first, between the rights of access that individuals have to data about themselves, and second, the rights of the public to access data held by the State (under the Freedom of Information Act and the Environmental Information Regulations).

Accessing data about oneself

13.104 The right to access information held by public authorities about oneself is explicitly recognized as a fundamental right in Article 8 of the European Union Charter of Fundamental Rights.343 The Data Protection Act 1998, discussed previously,344 provides a mechanism by which people—‘data subjects’—can obtain access to information held about themselves.345 The right of access applies to any information held on a ‘data subject’ by a ‘data controller’, which, as we have seen, includes public (as well as private) authorities which hold data.346 Individuals have the right to be told whether the data controller has obtained or retains any personal data on the applicant.347 If the data controller has any such data, the data subject is entitled to a description of the data, an explanation as to why it is being processed, and to whom it might be disclosed.348 The data controller must respond ‘promptly’ and at the latest within 40 days of a request.349 A payment of £10 may be required.350

13.105 As already indicated, the provisions of the Data Protection Act apply primarily to information in electronic form (or equivalent, highly sophisticated, manual filing systems). While the Act applies to data held by private bodies as well as public authorities, the breadth of its application is much greater in relation to public authorities: any recorded information held by a public authority is subject to the Act (at least as regards the subject’s right to access information about itself), even if not otherwise contained in computerized form or something akin to that.351 ‘Public authority’ has the same meaning as under the FOIA.352 In order to ensure that these obligations do not operate too oppressively, for example, requiring public authorities to sift through volumes of documents by hand in order to comply with their obligations under section 7, section 9A qualifies and conditions the general entitlement of the data subject to access data as regards ‘unstructured personal data’ held by public authorities. First, the data subject must describe the data.353 Second, even if described, the public authority does not have to provide the data if the cost of so doing exceeds the prescribed limit (currently either £600 for government departments and the legislative organs, £450 for all other public authorities).354

13.106 There are, of course, exceptions to this right of access.355 The investigative functions of a number of public authorities could clearly be impeded if a potential subject of an investigation were to be entitled to find out whether they are being investigated. Thus section 28 indicates that personal data is exempt from the data protection principles as well as Part II of the Act (including the section 7 right of access) where such exemption is required for the purpose of ‘safeguarding national security’.356 Similarly, section 29 exempts from the right of access personal data which is processed in order to prevent or detect crime, apprehend or prosecute offenders, or to assess or collect tax or duty, ‘to the extent to which the application of those provisions to the data would be likely to prejudice’ those functions. Thus, if a person wants to know whether the security services have information about himself, or what information the police hold about him, it is likely he will be met with refusal.357

13.107 In the context of our discussion, the obligation on the State to protect confidential information disclosed to it by third parties, two further provisions are significant. The first is section 27(5), a general provision that indicates that the right of access overrides common law and statutory obligations of secrecy stating that ‘the subject information provisions shall have effect notwithstanding any enactment or rule of law prohibiting or restricting the disclosure, or authorizing the withholding, of information’.358 Thus, the mere fact that the information has been disclosed to the data controller in confidence, as, for example, where one person has made a confidential complaint to an authority, would not of itself be a basis for the data controller refusing disclosure. Thus an authority may find that it has a statutory duty to disclose information, even though to do so would place it in breach of confidence.

13.108 While this immunity exists, the Data Protection Act seeks to guard against allowing the general goal of permitting access by a data subject to information held about themselves to become a means of violating another’s right of privacy. More specifically, the data controller is not obliged to reveal information to an applicant if doing so would involve disclosing information about another individual who would be identifiable from the information to be disclosed.359 In such circumstances the data controller must seek the consent of the third party or decide whether ‘in all the circumstances it is reasonable for him to comply with the request without such consent’. Section 7(6) of the Act sets out four matters which the data controller must consider (amongst all the relevant circumstances) when deciding whether it is ‘reasonable in all the circumstances to comply with the request without the consent of the other individual concerned’:

(a) any duty of confidentiality owed to the other individual;

(b) any steps taken by the data controller with a view to seeking the consent of the other individual;

(c) whether the other individual is capable of giving consent; and

(d) any express refusal of consent by the other individual.

13.109 The operation of section 7(4) was considered by the Court of Appeal in Durant v Financial Services Authority.360 In that case Durant sought information from the Financial Services Authority (FSA) relating to its handling of a complaint by Durant against Barclays Bank. As noted above, the Court of Appeal took a narrow view of what constituted ‘personal data’, thus excluding many of the documents that bore Durant’s name from being revealed. Even as regards the remaining documents that did contain personal data, the court approved the FSA’s practice of redaction of the names of third parties. Auld LJ explained that the correct approach to section 7(4) was first to determine whether the data could not be disclosed without also revealing the personal data of a third party:

The data controller, whose primary obligation is to provide information, not documents, can, if he chooses to provide that information in the form of a copy document, simply redact such third party information because it is not a necessary part of the data subject’s personal data.361

13.110 Only if redaction does not resolve the conflict between the rights of the applicant and third party need the data controller begin to consider the factors and decide whether to disclose the document in spite of the prejudice this might cause the third party. Here, he declined to offer any ‘principles of general application’.362

13.111 Failure to comply with a request for information is a breach of the sixth data protection principle. The right is enforced first by giving notice to the data controller, failing which a person may seek a court order requiring compliance and compensation.363 On appeal, the court reviews the decision of the data controller to apply an exemption, and refuse disclosure, with ‘anxious scrutiny’, paying particular attention to the necessity and proportionality of the action of withholding data.364 It appears that section 7(9) confers a discretion on the courts whether to order disclosure, so even though no exemption applies, it may nevertheless decide against revealing the data to the data subject.365

Other information: the Freedom of Information Act 2000

13.112 From January 2005, the United Kingdom has provided a general mechanism by which ‘any person’ could obtain access to ‘information’ recorded in any form which is held by a ‘public authority’: the Freedom of Information Act 2000 (the English FOIA), and Freedom of Information (Scotland) Act 2002.366 The former Act entitles a person making a request to be informed by the public authority whether it holds information of the description requested (the so-called ‘duty to confirm or deny’) and, if so, to have that information communicated to him or her. ‘Public authorities’ which are subject to the duties are identified, inter alia, in a list in Schedule 1 of the Act, to which the Secretary of State can add other bodies that meet certain conditions,367 as well as ‘publicly-owned companies’.368 Some public authorities, such as the BBC and the Bank of England, are subject to the duties ‘only in relation to information of a specified description’.369 The public authority has, typically, 20 days to respond to an appropriately formulated request, or to indicate any reasons for it declining to do so.370 If the authority fails to comply, an application may be made to the Information Commissioner,371 who may issue a decision notice indicating how that authority should comply.372 If the public authority fails to comply with a notice from the Information Commissioner, the matter may be referred to a court which has power to ‘deal with the authority as if it had committed a contempt of court’. Appeals from decisions of the Information Commissioner lie to the Information Tribunal,373 and from there, on a point of law, to the High Court or Court of Session.

13.113 Any person can apply to have information disclosed. The regime implements a right to know, and thus, in general, the recipient need not show any interest and cannot be subject to any conditions.374 The effect of a positive decision to reveal information in response to an FOIA request is to place that information in the ‘public domain’. As Stanley Burnton J observed in Office of Government Commerce v Information Commissioner:

Disclosure under FOIA is always to the person making the request under section 1. However, once such a request has been complied with by disclosure to the applicant, the information is in the public domain. It ceases to be protected by any confidentiality it had prior to disclosure.375

13.114 That said, it is worth observing that the information disclosed may not be completely free for further dissemination. While the effect of a disclosure is that the information no longer has the quality of confidence, it may still be subject to other duties. For example, the information might be ‘personal data’ such that the recipient becomes a ‘data controller’ and thus subject to the Data Protection Act 1998. Or it may be that the information comprises a ‘database’ protected by a sui generis intellectual property right known as ‘database right’.376

Exemptions

13.115 The principles of freedom of information are qualified to ensure protection of other important interests, through provisions in Part II of the Act relating to ‘exempt information’.377 In the case of such ‘exempt information’ the authority is not obliged to disclose the information under the Act.378 These exemptions can be roughly divided into four fields: situations where the process is unnecessary to obtain the information;379 situations where the information relates to matters of public importance (the security of the State, defence, economic well-being, the administration of justice, and so on);380 situations where disclosure of the information might prejudice private interests;381 and those where disclosure is prohibited by another enactment,382 such as those already described in this chapter.383 For our purposes, it is only necessary to consider the latter two categories. The situations where information held by a public authority are ‘exempt’ from disclosure under the FOIA because of countervailing ‘private interests’ encompass information which constitutes personal data,384 information provided to the public authority in confidence,385 information which ‘constitutes a trade secret’,386 or information the disclosure of which would be likely to prejudice the commercial interests of any person.387 We consider each in turn,388 before going on to consider information the disclosure of which is prohibited by statute.389

13.116 These exemptions are, for the most part, ‘absolute’: that is, no further considerations are taken into account when deciding whether they apply.390 However, the exemption regarding trade secrets and prejudice to commercial interests are so called ‘relative exemptions’. In these cases, the public authority needs to determine not only whether the exemption applies, but also whether the public interest justifying the exemption outweighs the public interest in disclosure.391 In applying this balancing exercise, the default position favours disclosure, so, if ‘the scales are evenly balanced then the information must be disclosed’.392

13.117 Because it will not always be easy for a public authority to know whether information falls within each of these categories,393 the Code of Practice issued by the Secretary of State for Constitutional Affairs under section 45 indicates that such consultation ‘will be necessary’ in some circumstances, and in others will be ‘good practice’.394 The Code suggests that:

where a public authority proposes to disclose information relating to third parties, or information likely to affect their interests, reasonable steps should, where appropriate, be taken to give them advance notice, or failing that, to draw it to their attention afterwards.

13.118 Moreover, the Code recommends that, in the case of confidentiality agreements, consideration be given to ‘identifying the information which should not be disclosed and the reasons for confidentiality’ and to ‘including provision in contracts as to when consultation with third parties will be necessary or appropriate before the information is disclosed’.395

13.119 The provision of exemptions, of course, does not prevent the authority from voluntarily revealing such information. In contrast with the position in other regimes, the UK legislation has chosen not to confer immunity on the public authority that chooses to reveal information that was subject to some binding obligation of non-disclosure.396 At least one commentator has argued that the absence of any such immunity is likely to induce authorities to adopt ‘a conservative approach to information disclosure’, and reflects the UK Government’s ‘lukewarm commitment to freedom of information’.397

Data protection

13.120 According to section 40(2) of the FOIA, there is no obligation to disclose information where this would involve a breach of the Data Protection Act 1998.398 As we have seen earlier in this chapter,399 that Act protects ‘personal data’ from ‘processing’, which includes disclosure, by a ‘data controller’ except in accordance with certain principles and certain specified circumstances. According to a survey of public authorities conducted on behalf of the Information Commissioner, the data protection exemption represents the most commonly used basis of objection to disclosure under the FOIA.400 Perhaps because of this, the application of the provision has generated considerable case law, including the only House of Lords’ decision on the Act.

13.121 Although the exception in section 40(2) of the FOIA might appear to reflect the prioritization of the principles relating to privacy over those relating to transparency,401 the truth is that it prioritizes the reconciliation of the tensions between privacy and disclosure developed in the earlier, and constitutionally superior, regime over that contained in the later, homegrown, one.402 The scheme embodied in the FOIA effectively incorporates the exercise that would have to be effected under the Data Protection Act: the public authority is not required to disclose data which, under the data protection regime, it would not be entitled to disclose. The passage of the 2000 Act has not altered the way in which the Data Protection Act principles are to be applied.403

13.122 Nevertheless, it would be right to recognize that there are certain tensions in the operation of each regime. One source of tension derives from the fact that a disclosure by a public authority to an applicant under the FOIA is, as we have noted, ‘applicant blind’,404 whereas many of the purposes specified by the Data Protection Act 1998 as rendering processing justified depend on the specific characteristics, circumstances, or goals of the ‘processor’.405 The question thus arises whether, when deciding whether the Data Protection Act exempts information from disclosure under the FOIA, the circumstances of the applicant under the FOIA have to be taken into account. It is certainly clear that in applying ground 6 of Schedule 2, the question is whether the processing is necessary for the legitimate interests of the ‘requester’.406 Are these the interests of the actual requester or of any possible requester? The prevalent view seems to be that, while there is no mechanism for imposing obligations on the recipient of information disclosed under the FOIA, the identity and purpose of the applicant can, in fact, be regarded as relevant when demonstrating a ground of processing under Schedule 2.

13.123 The Data Protection Act 1998 is, as we have seen earlier in this chapter, carefully formulated to permit uses of personal data in a wide range of situations.407 Thus, in a typical case where information is requested from a public authority by a member of the public, the question of whether personal information can be revealed in response to an FOIA request will depend on whether it is fair,408 lawful, and whether it satisfies ground 6 of Schedule 2: the processing is necessary for the purposes of the legitimate interests of the applicant and the processing is not ‘unwarranted in any particular case by reason of prejudice to the rights and freedoms or legitimate interests of the data subject’. Normally a data controller should begin by considering the last of these, ie whether the ground of disclosure is satisfied.409 This requires consideration as to whether the legitimate aims of the applicant can be achieved by less intrusive methods.410 If the data is ‘sensitive personal data’, a ground from Schedule 3 or one of the four ministerial orders must also be substantiated.411

13.124 The operation of section 40(2) FOIA can be illustrated through a few simple scenarios drawn from the case law. In the first example, Friends of the Earth requested details of certain lobbying activities between representatives of business and the Department of Business.412 The Tribunal accepted that the names of the lobbyists and civil servants was personal data, and that the revelation was necessary in order for Friends of the Earth to pursue its legitimate interests. But disclosure was limited to the names of senior civil servants, the Tribunal reasoning that the revelation of junior staff was disproportionate.413 The second example comes from the requests that gave rise to the scandal surrounding the expenses claims of Members of Parliament in 2009. Revelation of information was resisted on the basis, inter alia, that it would reveal the addresses of various Members of Parliament. The High Court affirmed the Information Tribunal’s reasoning that while this might normally be unduly intrusive, given that the legitimate interests of the applicants extended to investigating whether the claims were really ones for a ‘second home’, the disclosure would not be unduly intrusive.414 In the third example, Alcock v IC and Chief Constable of Staffordshire Police, the Information Tribunal held that while the applicant had a legitimate interest in discovering the name of the informant that had prompted a police investigation into his activities, the disclosure was to be refused because the disclosure would be disproportionately damaging to the informant who had specifically asked that the information be kept confidential.415 Similar rules are applicable to the disclosure of information relating to a person being disciplined.416

13.125 If the applicant is seeking information for use in journalism, or art, or literature, the data protection exemption needs to be considered in the light of the special provisions that benefit such activities. This means that a person proposing to write a book may be able to obtain material that an ordinary member of the public might not be able to obtain. If the disclosure is of ‘sensitive personal data’, ground 3 of the Data Protection (Processing of Sensitive Personal Data) Order 2000 becomes relevant. This applies to information that falls within any of three categories: information about ‘the commission by any person of any unlawful act’; information as to ‘dishonesty, malpractice, or other serious or improper conduct by, or the unfitness or incompetence of any person’; or ‘mismanagement in the administration of, or failures in services provided’ by anybody. If the disclosure relates to such information and is ‘in the substantial public interest’, is for the purpose of art, literature, or journalism and the data controller reasonably believes such publication would be in the public interest, then a ground exists under Schedule 3 for such disclosure.

13.126 An illustration of the application of the section 40 exemption to journalistic activities can be seen from Brett v Information Commissioner and Foreign and Commonwealth Office.417 Here the applicant sought information from the Foreign and Commonwealth Office (FCO) relating to reactions to evidence given in a television programme (‘Death on the Rock’) by a purported eye-witness (Proetta) to the notorious killing of two members of the IRA in Gibraltar. The applicant was investigating the so-called ‘shoot to kill’ policy for a book he was said to be writing. The FCO acknowledged that certain relevant correspondence subsisted, but declined to disclose it, relying on the section 40 exemption. Before the Tribunal, the key question was whether the disclosure would breach the first data protection principle, ie whether it would be fair, lawful, and in compliance with one of the relevant grounds. As the information was sensitive personal data (the alleged commission of an offence) of Mrs Proetta, the disclosure needed to comply with a ground from Schedule 3 of the Data Protection Act (or the Data Protection (Processing of Sensitive Personal Data) Order 2000), as well as from Schedule 2. The applicant relied, in particular, on ground 6 of Schedule 2 and ground 3 of the 2000 Order. As to the latter, the Tribunal reasoned that the disclosure concerned an alleged unlawful act and was for the purposes of journalism. It thought it ‘at least arguable’ that a hypothetical data controller might regard publication as being in the public interest. However, the Tribunal itself did not think there was a ‘substantial public interest’ in such disclosure. While it accepted that there was a substantial public interest in knowing the truth about whether the army had operated a shoot-to-kill policy, the information at stake would not cast any significant light on the question. This was because it amounted to ‘little more than additional speculation concerning the probity of Mrs Proetta’s evidence’. In addition, the Tribunal was not persuaded that ground 6 of Schedule 2 was applicable: ‘given the invasion of privacy which it would involve and the poor quality and limited usefulness of the information’.

Breach of confidence

13.127 The second basis for an exemption from the public’s ‘right to know’ relates to information disclosed to a public authority in confidence. Section 41 FOIA exempts information from disclosure if:

(a) it was obtained by the public authority from any other person (including another public authority), and

(b) the disclosure of the information to the public (otherwise than by this Act) by the public authority holding it would constitute a breach of confidence actionable by that or any other person.

13.128 As the case law of the Information Tribunal shows, this ground is invoked quite frequently, illustrating the growing importance of the action for breach of confidence not just as a positive right of action, but also a justification for certain immunities from claims. The case law generated applying section 41, in turn, is a valuable resource from which to understand the law of confidence. Important case law on the requirement for detriment,418 and the duration of the obligation of confidentiality,419 for example, comes from the Information Tribunal. The circumstances in which an obligation of confidence binds a public authority have been reviewed in the first part of this chapter.420

13.129 The notion of ‘actionable’ breach of confidence appears to encompass the action for ‘misuse of private information’ that Lord Nicholls’s identified in Campbell v MGN Ltd.421 By 30 November 2000, when the FOIA was received the Royal Assent, the Human Rights Act 1998 (HRA) had been in force for just over a month (since 2 October 2000). That Act, which required public authorities to take account of the Convention rights, in particular, the right for respect of private life contained in Article 8, prompted the development of the action of breach of confidence as one of the mechanisms by which effect was given to this obligation.422 In practice, the Information Tribunal has frequently taken both Coco v AN Clark, and subsequent developments giving effect to Article 8, into account when determining whether an obligation of confidentiality exists. In Bluck v The Information Commissioner and Epsom & St Helier University NHS Trust,423 for example, the Information Tribunal held that information relating to the medical treatment of the deceased, KD, could not be revealed to her mother because of the operation of section 41. The Tribunal applied the traditional principles of breach of confidence, as modified following the HRA.

13.130 The exemption in section 41 is an absolute one. If it applies, the information need not be revealed. There is no need to weigh public interests. The exception is thus, on its face, stricter than the section 43 exemption which applies to trade secrets. This may seem rather odd, given that in Chapter 12 we have seen the courts treat ‘trade secrets’ as a narrow category of confidential information. Nevertheless, for practical purposes the treatment of the confidentiality exemption as ‘absolute’ rather than ‘qualified’ is not as significant as first appears. This is because the Information Tribunal has stated on a number of occasions that the requirement that the disclosure would constitute a breach of confidence that is ‘actionable’, incorporates all parts of the breach of confidence action, including the absence of a ‘public interest’ defence.424 This was confirmed, after a careful analysis, by Chris Ryan in the First Tier Tribunal (Information Rights) in HEFCE v IC.425 This should mean that where an authority objects that disclosure will cause it to release the confidential information of a third party, the outcome should not differ if the objection is based on section 41 rather than section 43.426

13.131 Although the exemption under section 41 thus appears to reflect the law as discussed in the first part of this chapter,427 one important limitation on section 41 is worth noting: the section only applies where the information was ‘obtained by’ the public authority from another person. On a number of occasions, the Information Tribunal has observed that the term ‘obtained’ seems inapposite to describe the process of contracting between a public authority and a third party. Consequently, contractual arrangements between a public authority and a third party will be open to disclosure, unless one of the other exemptions applies.428 In Department of Health v Information Commissioner429 the Information Tribunal held that details of contract between the Department of Health and a third party with regard to the supply of a web-based recruitment service were not ‘obtained’ from the third party. The Tribunal took the view that even if the third party supplied all the details of the contract, the contract could not be said to have been ‘obtained’ from it, given that it was a legal performative act for which both parties were responsible.430 Moreover, it held that to require a public authority to decide which parts of a contract ‘originated’ with the third party and which were inserted on its insistence, would be to impose an undue burden on the authority (and indeed the Commissioner and Tribunal).431 This means that the operation of this exemption will be limited to non-contractual information, and the protection of sensitive data in a contract will fall to be considered primarily under section 43.

Trade secrets and commercial prejudice

13.132 Section 43 contains two exemptions. First, information is exempt if ‘it constitutes a trade secret’. Second, information is exempt ‘if its disclosure under this Act would, or would be likely to, prejudice the commercial interests of any person (including the public authority holding it)’.432 Both exemptions are ‘qualified’, which means that even if they are found to be applicable, the Tribunal is required to conduct a further exercise balancing the benefits of disclosure against the benefits of maintaining the exemption.

13.133 We have already observed that the concept of a ‘trade secret’, as a particular type of confidential information, has been recognized in the context of the implied duties of a former employee.433 The notion has a similar meaning in the context of the section 43 exemption. In Department of Health v Information Commissioner434 the Information Tribunal held that the concept of a ‘trade secret’ was one that related to a particular kind and quality of information.435 As regards kind, it stated that ‘[t]he ordinary understanding of the phrase usually suggests something technical, unique and achieved with a degree of difficulty and investment’.436 As regards quality, the Tribunal indicated that the term ‘trade secret’ suggested the ‘highest level of secrecy’.437 A good example of a trade secret would be the ‘financial model’ by which a particular service provider calculates its charges, costs, overhead recovery rates, and hence its profit margin: if revealed to a competitor, it would readily be able to undercut the provider.438

13.134 Section 43 also exempts from disclosure information the disclosure of which would likely cause ‘commercial prejudice’ to any person (including the public authority). The Tribunal has said that the term ‘likely’ implies a ‘real and significant’, as opposed to a remote or hypothetical, risk of prejudice.439 Commercial prejudice would include situations where information relating to a business was held by the public authority and its disclosure might prejudice the commercial reputation of a company (eg by casting doubt upon its financial robustness).440 It would also encompass situations where the revelation of the information would cause the public authority to pay more for a service. So where revelation of the specific location of the provider of computing services would compromise security, the knock-on effect might be to increase the price to the authority of secure provision. This would amount to commercial prejudice, justifying non-disclosure.441 In a case where some of the information was ‘commercially sensitive’, but it was unclear whether it would rise to the level of a ‘trade secret’, it has been stated that it is simplest to deal with the matter under sub-section (2).442 As a consequence, it is not quite clear what independent role, if any, exists for sub-section 1.

13.135 One common claim to ‘commercial prejudice’ is that revelation of the detailed terms of a contract, particularly the financial terms, will jeopardize a public authority’s negotiating position in relation to subsequent contracts, or renewal of the existing contract. The Information Tribunal has tended to scrutinize such assertions carefully, and only to withhold information from disclosure where the two sets of negotiations (the one for which disclosure is sought, and the ongoing one) are very similar.443 For example, in one case the Tribunal found that the National Maritime Museum was not entitled to refuse to disclose financial details of its payment to an artist for commissioned work on the basis that it would prejudice its negotiations with another artist which it was in the process of commissioning: the kinds of art works were very different and the terms of the earlier deal were in fact rather unusual. Full disclosure would not prejudice the later negotiations, the two sets of arrangements, being as far apart as contracts for apples and pears.

13.136 In Department of Health v Information Commissioner444 the applicant applied to the Department of Health to disclose details of a contract which it had entered in 2003 with a third party to establish and support an electronic recruitment service website for the NHS. The Department of Health (DoH) resisted disclosure both by reference to prejudice to its commercial interests and those of the contractor. As regards the contractor, the DoH referred to the innovative methodologies employed by the contractor, and the fact that if revealed (alongside its prices) the contractor’s ability to re-tender successfully would be prejudiced. The DoH also contended that revelation of the exact specification to potential competitors would weaken DoH’s negotiating position, because those third parties would know what the DoH had been willing to accept for a particular price. The Commissioner was unsympathetic to these claims, placing particular emphasis on the fact that the contract had been concluded 18 months before the request was made and was in a fast-moving sector, that much of the detail had become known through workshops with NHS employers and because the re-tendering exercise would not be identical in nature. Nevertheless the Information Tribunal examined different aspects of the contract carefully, finding that some elements retained their secrecy and sensitivity, and concluded that as regards those components there was a real risk of commercial prejudice.445

13.137 Even if the release of information would cause ‘commercial prejudice’, the FOIA regime requires that the tribunal consider whether the public interest in releasing the data would nevertheless outweigh the public interest in maintaining the exemption.446 A number of arguments are typically raised. First, it is said that there is a public interest in ‘transparency’, such as knowing how a public authority spends ‘public money’.447 Moreover, there is a public interest that may flow from transparency, namely that public authorities can effectively be held to account. On the other hand, given the value of a trade secret or the likelihood of commercial prejudice, it will be necessary to decide whether the public interest can be realized without causing such harm. It may be that the public interest is, for example, achieved by revealing that there is a system of independent review in place, rather than disclosing specificities of a business’s financial model.448 Second, it is clear that the greater the ‘commercial prejudice’ the less likely it is that disclosure will be ordered.449 The Information Tribunal has indicated that it will rarely order revelation of a ‘trade secret’ because of the unfair advantage it would give competitors,450 and the public interest in providing a secure environment for the revelation of certain sorts of information to public authorities. Third, it is usually said that the commercial interests in withholding information diminish with time.451 This is typically because, as time passes, circumstances change: trade secrets lose their value and the level of commercial prejudice from the disclosure of once sensitive information diminishes. On the other hand, the passage of time often renders the information of historical interest only. Fourth, it is often argued that full disclosure is required because partial disclosure might be misleading.452 In other words, full public scrutiny is not possible without all the data (eg all the details of a contractual arrangement). On the other hand, it is a frequent retort that the public do not look at the details, and the public interest can be satisfied through disclosing only ‘readily comprehensible’ information. Certainly, disclosure is less likely to be ordered if, because of its nature, it will be misleading.453 Fifth, the weighing of the public interests must be done on a granular basis, looking at the specific facts of the case, and redacting where necessary.454 Sixth, and finally, if the public interests are evenly balanced, then disclosure should be ordered.455

Statutorily prohibited disclosures

13.138 Section 44 exempts the public authority from any obligation to disclose information which it holds when disclosure is ‘prohibited by or under any enactment or is incompatible with any Community obligation’.456 Importantly, this means that if any of the many statutory obligations discussed earlier in this chapter are applicable,457 there is no duty of disclosure under the FOIA.458 The functioning of the section was clearly illustrated in Secretary of State for the Home Department v British Union for the Abolition of Vivisection.459 According to the Animals (Scientific Procedures) Act 1986, a person wishing to conduct experiments on animals is obliged to apply for a licence to do so. Section 24 of the Act provides that where a person has obtained information while exercising his or her functions under the Act, and that person ‘knows or has reasonable grounds for believing’ that the information was given in confidence, such a person is guilty of an offence if they disclose any such information ‘otherwise than for the purpose of discharging his [or her] functions’ under the Act. The British Union for the Abolition of Vivisection (BUAV) applied to the Home Office for information regarding certain licences that had been granted. The Home Office provided some information but regarded the remainder as falling within the 1986 Act and thus exempt under section 44 of the FOIA. As that exemption is absolute, the Home Office refused further disclosure. The BUAV appealed first to the Information Commissioner, which supported the Home Office interpretation, and thence to the Tribunal. There, the Tribunal sought to interpret section 24 of the 1986 Act as embodying and reflecting the general law of confidence, such that a disclosure was only prohibited where the public interest in maintaining confidentiality outweighed the public interest in revealing the information. The Tribunal’s decision was reversed by Eady J in the High Court and Eady J’s decision was affirmed by the Court of Appeal. Both courts interpreted the 1986 Act on its own terms, such that all information (not just secret or sensitive information) revealed in confidence was potentially covered, and the public interest defence was of no relevance. The court recognized that the effect of the decision was severely to limit disclosure, and that this conflicted with the goals of the FOIA, but stated that it was for the legislature, not the judges, to resolve the tension.460

13.139 Another example of the operation of section 44 is provided by the Commissioners for Revenue and Customs Act 2005 (CRCA), which places tax authorities under a statutory duty of confidentiality. Interestingly, perhaps, the Act explicitly defines the relationship between that duty and the FOIA. Section 23 of the CRCA states that information encompassed by the duty is exempt information where the disclosure reveals the identity of a person to whom the information relates or enables that person’s identity to be deduced. The various exemptions from the duty are explicitly said to be inapplicable when assessing the application of the FOIA.461 HMRC may thus reject FOIA inquiries where a person could be identified from the data, even where disclosures might not violate data protection principles (and thus be exempt under section 40 of the FOIA).

13.140 The interaction of the CRCA and section 44 of the FOIA generated some case law, in particular the Upper Tribunal decision in PriceWaterhouseCooper v Information Commissioner.462 In this case, an accountancy firm made an FOIA request for information about how the Revenue had made certain decisions relating to the tax affairs of one of its clients, Mr H. The Revenue refused to provide the information, arguing that to do so would violate sections 18 and 23 of the CRCA, and thus the information was exempt under section 44 of the FOIA. The applicant replied that the provision of the CRCA did not prohibit disclosure to it, since they were operating as the agent of Mr H. Section 18(2)(h) states that the prohibition in section 18(1) does not apply if the disclosure ‘is made with the consent of each person to whom the information relates’. However, as we have noted, section 23 indicates that if a disclosure is prohibited under section 18(1) then it is an exempt disclosure under section 44 if the disclosure would identify the person to whom it relates. The Tribunal concluded that the issue of consent by Mr H to disclosure to the applicant was irrelevant.

13.141 A more difficult example of the interaction of statutory duties, confidentiality, and the FOIA is provided by public procurement.463 As we noted above,464 firms who bid for contracts from governmental bodies gain certain protection from disclosure under the Public Contracts Regulations 2006 (which implement the Public Sector Contracts Directive, 2004/18/EC). While one might have anticipated that the duty under regulation 43 of the Regulations to treat as confidential information ‘reasonably designated’ as such by a tenderer, the policy guidance of the Office of Government Commerce (OGC) assumes that section 44 of the FOIA has no relevance to the question of whether a request for information should be complied with. Rather it views the section 43 exemption as the critical one (as well, perhaps surprisingly, given the interpretations offered by the Information Tribunal, as the confidentiality exemption under section 41). There seem to be two distinct reasons offered for this approach: first, the OGC argues that:

An economic operator cannot be reasonable in a request which requires the contracting authority to enter into a contractual term which would break the law. The Regulations are therefore presumed to be compatible with the FOI Act and vice versa. The FOI Act sets the boundaries of what ‘the economic operator may reasonably request’ and what the contracting authority can agree to, in respect of treating information as confidential.465

13.142 Second, the OGC observes that Article 6 of the Public Sector Contracts Directive, which imposes the obligation of confidentiality, as regards ‘information forwarded to it by economic operators which they have designated as confidential’, indicates that the obligation is ‘in accordance with the national law to which the contracting authority is subject’. The Guidance note continues:

It can be seen from article 6 that the presumed compatibility with the procurement directive and national law on confidentiality is spelt out, it also shows the link between the definition of what is confidential (procurement) information, and national law.

13.143 While we acknowledge that the regulations lack clarity, we are less than convinced by the OGC’s reasoning. With respect to the first argument, that information cannot reasonably be designated confidential if to do so would ‘break the law’ seems to be circular. If information designated confidential created a duty of non-disclosure under Article 6 of the Directive, then there would be no power to disclose under the FOIA, the information being exempt under section 44. Moreover, the heavy reliance on the criterion of ‘reasonableness’ must be viewed in the light of the fact that that term does not appear in the Directive. With respect to the second argument that the reference in Article 6 of the Directive to national law implies they are necessarily compatible, we would observe that the term ‘in accordance with’ could merely indicate that the nature of the duty of confidence that gives effect to Article 6—whether a public law duty, a criminal law duty or a duty of tort, delict or contract, is a matter for national law. Consequently, our view is that the obligation of confidentiality owed to tenderers as regards designated information may in fact not be capable of being overridden by the FOIA.

Environmental information

13.144 A distinct regime applies to environmental information under the Environmental Information Regulations (EIR),466 in operation since 1 January 2005. These implement Directive 2003/4/EC,467 which gives effect to the Aarhus Convention of 1998,468 and is part of a broader regime that attempts to promote public participation in decision-making about the environment.

13.145 These Regulations provide a specific right of access to ‘environmental information’ held by a ‘public authority’.469 ‘Environmental information’ is defined broadly,470 and includes information, whatever the form of its embodiment, on ‘the state of the elements of the environment’, ‘factors … likely to affect the environment’, ‘measures … and activities … likely to affect’ the elements of, or factors, affecting the environment,471 reports on the implementation of environmental legislation, and information on the ‘state of human health and safety’ in as much as they might be affected by the elements of, or factors, activities, or measures affecting the environment.472 The notion of ‘public authority’ is defined broadly, in many ways in line with the FOIA (which we discussed previously).473

13.146 The process by which information is made available, seriously flawed under earlier Regulations,474 is brought into line with that in the FOIA.475 Thus, for example, the public authority is obliged to respond to a request within 20 days,476 may charge ‘a reasonable amount’ for the information,477 and has a duty to provide ‘advice and assistance’ to the applicant.478 If the application is refused, the public authority is required to provide reasons for so doing.479 The enforcement and appeal provisions of the FOIA are specifically made applicable, mutatis mutandis, to the Regulations. Thus the decision of the authority can be reviewed by the Information Commissioner, and that decision can be appealed to the Information Tribunal and from there to the courts. Although these systems are much improved, if an authority wrongfully resists disclosure it can be some time before the matter is finally resolved by the Information Commissioner or Tribunal.480

13.147 As with other regimes of disclosure, there are a host of ‘exclusions’ from disclosure.481 In contrast with the FOIA, all the exclusions are ‘relative’ in the sense that the authority must decide both that the exemption applies and that the public interest in maintaining the exception outweighs the public interest in disclosing the information.482 The exemptions predictably include situations where the disclosure would ‘adversely affect’ the protection of the environment to which the information relates,483 or where the information relates to international relations, defence, national security, public safety, and the administration of justice,484 but also, more idiosyncratically, where the request is ‘manifestly unreasonable’,485 where material ‘is still in the course of completion’,486 and where ‘the request involves the disclosure of internal communications’.487 More relevant for the purposes of this book, certain limitations are imposed that might operate to exempt from disclosure confidential information. Thus information is excepted where the disclosure would adversely affect ‘intellectual property rights’,488 ‘the confidentiality of the proceedings of that or any other public authority where such confidentiality is provided by law’,489 or ‘the confidentiality of commercial or industrial information where such confidentiality is provided by law to protect a legitimate economic interest’.490 A further exception applies in relation to personal data.491 In addition, a complex provision excludes from the duty of disclosure information which has been voluntarily disclosed to the authority, in circumstances where the authority is not entitled to disclose it, and such disclosure, without the consent of the provider, would adversely affect the provider’s interests.492 It has been recognized that, in a particular case, the reasons for non-disclosure might involve overlapping exceptions, such as the protection of intellectual property rights and confidentiality.493

13.148 One very significant difference between the environmental regime and that under the FOIA relates to statutory provisions on confidentiality, such as those referred to earlier in this chapter.494 Whereas, under the FOIA, these have the status of absolute exemptions (under FOIA, sections 44 and 2(3)), under the EIR these are regarded as having no effect. This is because Regulation 5(6) states that:

Any enactment or rule of law that would prevent the disclosure of information in accordance with these Regulations shall not apply.

13.149 The environmental system is left intact by the more general FOIA,495 though in practice that can leave some agencies with the complicated task of deciding into which regime particular pieces of information within specific documents fall. In DBERR v The Information Commissioner496 the Information Tribunal has suggested that although both regimes look at ‘information’ rather than documents, a practical approach might be appropriate, at least for those cases where a ‘predominant purpose’ can be attributed to a particular document. In such cases, the Tribunal suggests it be considered wholly within the relevant regime, either the environmental one or the FOIA. In other cases, the Tribunal recognizes, such an approach may not be possible.

E. Disclosures Made to European Authorities

Obligations of confidence

13.150 Confidentiality is recognized as a core principle of European law.497 Article 339 of the Treaty on the Functioning of the European Union (TFEU) declares:

[t]he members of the institutions of the Union … and the officials and other servants of the Union shall be required … not to disclose information of the kind covered by the obligation of professional secrecy, in particular information about undertakings, their business relations or their cost components.498

This fundamental principle is reflected in a host of statutory provisions which require officials to treat information which they receive as secret. These are most commonly contained in Regulations of the Parliament and Council, but take no single standardized form. Some relate to ‘any’ information,499 some to information of a specified type,500 some only to ‘confidential’ information.501 Some impose obligations on the institutions, some also on Member States, on officials,502 and even advisers and experts.503 Some specifically prohibit ‘use’,504 some are directed at preventing disclosure.505 Some allow for uses of information by the authority for other purposes—for example ‘where it is essential for fulfilling their duties’.506 Some appear to apply indefinitely, while others protect the information for a limited time.507 Presumably, all of these sui generis regimes must be seen as articulations of the general principle contained in Article 339 TFEU (formerly Article 287 EC).

13.151 Article 339 TFEU itself was considered by the Court of Justice in Case 145/83 Stanley George Adams v Commission.508 The circumstances giving rise to this action by Adams were tragic. Adams, a former employee of Swiss pharmaceutical manufacturer Hoffman-La Roche & Co AG, had revealed to the Commission evidence that the firm had been involved in anti-competitive practices. His letter asked that the Commission not let his name be connected with the matter. The Commission investigated and ultimately found the company had violated Article 102 and imposed a fine. In the course of its investigation, the Commission showed certain of the documents supplied by Adams to the firm, from which it deduced that Adams was the source. On returning to Switzerland from Italy he was arrested, accused of revealing trade secrets contrary to Article 273 of the Swiss penal code, imprisoned, and, ultimately given a suspended sentence on one year’s imprisonment. His wife was interrogated and soon after committed suicide. The court held that the Commission had not taken sufficient care to conceal his identity from Hoffman-La Roche. It held that Article 214 (now Article 339), of the EEC Treaty (as it then was) was not limited to information provided by undertakings but:

is a general one which applies to information supplied by natural persons, if that information is ‘of the kind’ that is confidential. This is particularly so in the case of information supplied on a purely voluntary basis but accompanied by a request for confidentiality in order to protect the informant’s anonymity. An institution which accepts such information is bound to comply with such a condition.508a

13.152 As Roche’s lawyer had revealed to the Commission representatives that it intended to pursue criminal sanctions against whoever revealed the information, the court concluded that Commission was ‘under a duty to take every possible step to warn the applicant’. It had failed to do so, and was liable to make good one half of the damage resulting from the discovery of Adams’ identity (Adams, himself, being regarded to an equal extent to blame).

13.153 In addition to Article 339 TFEU, it is important to bear in mind that Article 6(1) of the Consolidated Version of the Treaty on the European Union states that the Union recognizes the rights and freedoms recognized in the Charter, while Article 6(3) confirms that fundamental rights, as ‘guaranteed’ by the ECHR are ‘general principles of Community law’. Importantly this would include Article 8 of the Convention, which (as we have noted before) requires respect for private life and correspondence. According to the European Court of Justice this right ‘flows from the common constitutional traditions of the Member states’.509 It has been embodied in the Charter of Fundamental Rights, Article 7, which recognizes a right of privacy generally, as well as in Article 8, which establishes a right in personal data (including a right of access to such data). The right of privacy also underpins the regime of protection of personal data in the Data Protection Directive (Directive 95/46/EC), Article 16 TFEU,510 and is given effect in the Regulation (EC) No 45/2001 of 18 December 2000 on protection of individuals with regard to the processing of personal data.511 This Regulation established a European Data Protection Supervisor, responsible for monitoring the compliance of the European institutions with the data protection principles.512

Disclosure in competition proceedings

13.154 The enforcement of competition rules often involves the European Commission in accessing and utilizing confidential business information. If we just focus on the Commission’s powers in relation to the enforcement of Articles 101 and 102 TFEU (ex Articles 81 and 82 EC, and originally Articles 85 and 86 of the Treaty) we can see that the Commission may receive information from a complainant, or it might begin an investigation on its own, or it might receive information from the competition authorities of Member States.513 It may require undertakings and associations of undertakings ‘to provide all necessary information’ and it may interview those concerned and inspect premises. Undertakings which refuse to provide information or permit inspection can be fined. Information may be provided to the Commission as being ‘confidential’ or identified as such.514

13.155 Having acquired this information, the Commission (or other authorities) might wish to disclose in a variety of circumstances. First, it might disclose documents to the competition authorities in Member States.515 This may include confidential information.516 Or it may transmit information to the courts of Member States.517 Alternatively, it may hold hearings, and this may involve disclosures to the parties of information in the Commission files.518 Further, the Commission will publish its decisions,519 and has powers to publish reports on sectors of the economy or types of agreement.520

13.156 While the Commission might wish, or be required, to disclose information, Article 339 TFEU (formerly Article 287 EC) requires it to comply with the duty of professional secrecy. Article 28 of Regulation 1/2003 states that the information collected under the powers ‘shall be used only for the purposes for which it was acquired’. Moreover, Article 28, paragraph 2,521 states that:

the Commission and the competition authorities of the Member States, their officials, servants and other persons working under the supervision of these authorities as well as officials and civil servants of other authorities of the Member States shall not disclose information acquired or exchanged by them pursuant to this Regulation and of a kind covered by the obligation of professional secrecy.522

13.157 The obligation has, as a general matter, been held to encompass confidential information and trade secrets.523 In applying this provision, the European judicature, and legislature, has distinguished between cooperation between authorities, publication to interested parties, and publication more generally.

13.158 Although disclosures between competition authorities, and between the Commission and the courts are permitted,524 this freedom falls to be exercised against the backdrop of a duty to maintain confidentiality of such information. In Case T-353 Postbank v Commission525 the applicant was a Dutch company which was party to a banking agreement that was the subject of a complaint. The Commission sought information from Postbank and arranged a hearing. Simultaneously an action was proceeding against Postbank through the Dutch courts, though the parties thereto, NUON and Mega Limburg, were not complainants before the Commission. The Commission nevertheless gave NUON and Mega access to the statement of objections to the banking agreement and to the hearing. Later NUON and Megma sought to utilize the statement of objections in the domestic legal proceedings. Postbank sought to annul the Commission’s decision allowing this, relying on Article 214 (as it then was). The Court of First Instance held that the obligation to use information acquired by the Commission from Postbank ‘only for the purposes for which it was acquired’ (then Article 20 of Regulation 17, now Article 28 of Regulation 1/2003) had to be viewed in the light of the general principle of European Union law of ‘loyal cooperation’, according to which national courts should be able to seek relevant information from the Commission. Moreover, the court saw a strict interpretation of the purpose rule as incompatible with ‘the rights of undertakings in possession of such information to argue their case in national legal proceedings’.526 The court felt assured in this position because national courts ‘will guarantee the protection of confidential information, in particular business secrets’. However, where an undertaking has given notice that particular information constitutes a business secret, as Postbank had in this case, the court stated that the Commission should give that undertaking an opportunity to state its views ‘in particular … to point out the passages in the documents of which the transmission to the national court might cause it damage if no precautions were taken, and to indicate the nature and scope of that damage’.527 On the facts of the case, the Commission had failed to offer Postbank an opportunity to object, and the court annulled the Commission’s decision.

13.159 In exceptional circumstances, disclosure to national authorities may be refused. In Case C-36/92, Samenwerkende Elektriciteits-Produktiebedrijven (SEP) NV v Commission the European Court of Justice was faced with just such a scenario.528 Investigating an agreement between SEP, an electricity generating business, and the Dutch Government-owned gas supplier, Gasunie, the Commission sought details of a contract which SEP had entered with a Norwegian gas supplier, Statoil. SEP was anxious that if it revealed the contract to the Commission, the Commission in turn would make it available (under Article 10 of Regulation 17—now Article 11(2) of Regulation 1/2003) to the Dutch Government, thus undermining SEP’s bargaining position vis-à-vis Gasunie. The Commission argued that existing limitations on the use by a Member State of information conveyed to it by the Commission were sufficient to protect SEP’s interest. While the court disagreed, on the basis that once information was disclosed to an official in a Member State, he could not be compelled to ignore it, the court found that the obligation of secrecy could act as a limit on the Commission’s duty to disclose documents to Member States in the first place. More specifically, where ‘extremely serious damage’ could result from disclosure of business secrets, the Commission was obliged to notify the party concerned before transmitting such information. The undertaking would then have an opportunity to review the Commission’s assessment and, if appropriate, seek judicial review. In the light of that clarification, SEP was obliged to disclose the contract to the Commission.

13.160 The second set of circumstances in which information might be revealed is to an interested party. Here the courts have emphasized that the obligation of secrecy has to be weighed against the right of a person to a fair hearing. In Case C-53/85 AKZO Chemie v Commission529 the applicant sought annulment of a decision to reveal documents to ECS, in response to whose complaint of predatory pricing the Commission had begun an investigation into Akzo. The documents in question were the annexes to the Commission’s statement of objections addressed to Akzo. The Commission had informed Akzo of ECS’s request for the annex and Akzo had indicated that some of these documents were strictly confidential. The Commission nevertheless revealed them to ECS. In considering the issue, the court first emphasized that the obligation of secrecy was ‘mitigated in regard to third parties … [with] … the right to be heard’. The Commission was entitled to disclose information even where it fell within the broad obligation of secrecy ‘so far as it is necessary to do so for the proper conduct of the investigation’. However, the court did not see that power as without limit. Rather, ‘business secrets’ were to be afforded ‘very special protection’, and documents containing them could not be disclosed ‘in any circumstances’ to a third party complainant. In order to ensure due protection for such secrets, the court indicated that before disclosing such information the Commission should give the relevant party a reasoned decision and thus give it an opportunity to prevent the disclosure. On the facts of the case, although the Commission had sought Akzo’s views, the Commission had then disclosed the documents without informing Akzo and thus giving it an opportunity to seek redress preventing execution of the decision. Without deciding whether or not the documents contained business secrets, the court declared the decision to disclose them to be invalid.

13.161 The third situation is where the Commission proposes to reveal information to the public. In these cases, the obligation of professional secrecy is considered at its broadest, extending beyond ‘business secrets’ to ‘confidential information’ more generally.530 The overall effect is that the test of breach of the obligation of professional secrecy is not much different from the test for breach of confidence under English law. Two cases, with contrasting results, illustrate the proposition.

13.162 In the first, Case T-198/03 Bank Austria Creditanstalt v Commission,531 the applicant, who had been found guilty of participating in a cartel, objected to the publication of certain aspects of the Commission’s decision in the Official Journal. After some negotiation, the Hearing Officer decided to publish the decision despite the applicant’s objections. The applicant sought to have the decision annulled. The court of First Instance held that, in contrast with cases concerning the parties to a decision, in cases where information was being revealed to the public, ‘[t]he sphere of information covered by the obligation of professional secrecy extends beyond business secrets of undertakings’.532 Where dealing with disclosures to the public, the obligation of ‘professional secrecy’ applies, it seems, to a broader body of relatively secret information the disclosure of which would seriously harm the legitimate interests of the person who provided it or a third party.533 When assessing the extent of the obligation of ‘professional secrecy’, the tribunal will weigh ‘the legitimate interests opposing disclosure of the information to be weighed against the public interest in the activities of the Community institutions take place as openly as possible’. There is a public interest in ‘the reasons behind any Commission action’ being widely disseminated: such publicity enables economic operators to understand their potential liabilities and those who have suffered from the wrongdoer’s action to seek compensation. Here, the Commission was justified in publishing such information, and the application to annul that decision was refused.

13.163 The same approach was adopted, but with a different conclusion (that disclosure was unwarranted) in the second case, Case T-474/04, Pergan Hilfsstoffe für industrielle Prozesse GmbH v Commission.534 Here, the Commission had investigated a cartel relating to the sale of organic peroxides, and ultimately fined some of the participants. The applicant which was not a subject of the final decision, was referred to in various recitals of a draft thereto.535 It objected to being mentioned in the draft, but the Commission wished to retain some of the references in the definitive version of the decision. The Court of First Instance reiterated that the obligation of professional secrecy extended beyond ‘business secrets’ to encompass confidential information more generally,536 and this was the case both in relation to the Treaty and the secondary legislation (the Regulation). The information as to the Commission’s view that there had been a breach was ‘confidential’, because the applicant had not been given an opportunity to contest those conclusions. The court explained that ‘since the Commission’s findings relating to an infringement committed by an undertaking are capable of infringing the principle of the presumption of innocence, those findings must, in principle, be regarded as confidential as regards the public, and therefore as being of the kind covered by the obligation of professional secrecy’. Because the information was not the conclusion of a public body after a properly contestable legal procedure, its disclosure could be unfairly prejudicial to the applicant’s reputation and, moreover, was not information in which the public had a legitimate interest. The decision to publish the data was therefore annulled.

Regulation 1049/2001 on access to documents

13.164 Just as in the United Kingdom, so too in Europe, we find that the desire to protect commercial confidentiality and individual privacy in relation to information disclosed to or acquired by the State, is in tension with the public’s ‘right to know’.537 Just as Treaty provisions require protection of confidentiality and personal data, so too Article 15(3) of Treaty on the Functioning of the European Union treats access to State documents as a fundamental part of the democratic process.538 More specifically, the Article provides that:

3. Any citizen of the Union, and any natural or legal person residing or having its registered office in a Member State, shall have a right of access to European Parliament, Council and Commission documents …

General principles and limits on grounds of public or private interest governing this right of access shall be determined by the Council, acting in accordance with the procedure referred to in Article 251 within two years of the entry into force of the Treaty of Amsterdam.

Each institution referred to above shall elaborate in its own Rules of procedure specific provisions regarding access to documents.

13.165 The goal of a more transparent European Union was given effect to initially by way of a voluntary Code,539 which in 2001 was replaced by a Regulation.540 Regulation 1049/2001541 gives a right of access to documents concerning ‘a matter relating to the policies, activities and decisions falling within the institution’s sphere of responsibility’. The Regulation is:

designed to ensure the greatest possible transparency of the decision-making process of the public authorities and the information on which they base their decisions. It is thus designed to facilitate as far as possible the exercise of the right of access to documents and to promote good administrative practice.542

13.166 Like national freedom of information regimes, the EU Regulation contains exceptions,543 including an ‘absolute’ exception where disclosure would undermine the protection of ‘privacy and the integrity of the individual, in particular in accordance with Community legislation regarding the protection of personal data’, and a ‘qualified exemption’ where disclosure would undermine the protection of ‘commercial interests of a natural or legal person, including intellectual property’. The latter is qualified in that disclosure is to occur even if the commercial interests would be undermined where there is ‘an overriding public interest in disclosure’. The reference to ‘commercial interests’, reminiscent of section 43(2) of the English FOIA, encompasses trade secrets, business secrets, and some other confidential information. In applying the exemptions, each document (and part thereof) needs to be appraised to decide whether an exemption applies: generalized ‘blanket’ exclusions will not be acceptable (even if certain categories of document might always fall within an exclusion).544 Although there are ongoing reforms of the Access to Documents regime, these proposals would not, if they remain in their present form, substantially alter these exceptions.545

The exemption relating to privacy and data protection

13.167 The exemption under the Access to Documents Regulation 1049/2001 relating to personal data states that the institutions should refuse to disclose documents where disclosure would undermine the protection of ‘privacy and the integrity of the individual, in particular in accordance with Community legislation regarding the protection of personal data’. The exemption is what the English FOIA categorizes as an ‘absolute exemption’; that is, no assessment of the public interest in disclosure is required. However, as with the UK Data Protection Act, the EU’s Data Protection Regulation 45/2001 itself permits disclosure of data in certain specified circumstances. For example, transfer of personal data is permitted under Article 8 ‘if the recipient establishes that the data are necessary for the performance of a task carried out in the public interest or subject to the exercise of public authority’ or ‘if the recipient establishes the necessity of having the data transferred and if there is no reason to assume that the data subject’s legitimate interests might be prejudiced’. The question therefore arises whether the exemption from the Access to Documents Regulation for ‘personal data’ is treated as free-standing (eg by asking whether disclosure would undermine privacy?), or to be interpreted as implying that disclosure should only be permitted where it would be permitted under the Data Protection Regulation?

13.168 The question was considered in Case C-28/08P, Commission of the European Communities v The Bavarian Lager Co.546 The applicant sought various documents relating to a meeting that took place between officials at the European Commission, from the UK’s Department of Trade and Industry and the Confederation des Brasseurs. The meeting followed an announcement that the Commission would bring proceedings against the UK in relation to its rules on ‘guest beers’ in public houses, which had been formulated in a way (‘cask-conditioned’) which for practical purposes only enabled British-style beers to qualify as guest beers. After the meeting, at which the UK agreed to modify its rules to admit a wider range of bottled beers (‘bottle-conditioned’), the proceedings were dropped. Bavarian Lager, which had hoped to import beer into Britain for pub sales, but whose products still lay outside the definition of ‘guest beer’, sought details of the meeting. The Commission provided some details, but in redacted form, so that the identities of the five people present was undisclosed. The Commission contended that this was ‘personal data’ and the Court of Justice of the European Union agreed.

13.169 The court began by observing the different goals of the Regulations on Access to Documents and Personal Data, noting that they contained no provisions ‘granting one regulation primacy over the other’. Thus, where an objection is made to an application for access to a document under Article 4(1)(b) of Regulation No 45/2001, ‘the provisions of Regulation No 45/2001 become applicable in their entirety’, that is including the parts that permit transfer (in particular Article 8). Here, the surnames and forenames were personal data,547 and the persons so named had not consented to the release of the documents in full (in fact, the two who had been contacted expressly objected to the disclosure of their identity). Having regard to the applicant’s failure to establish any need to have the data disclosed, in accordance with Article 8(b) of the Data Protection Regulation, the court concluded that the Commission had complied with its ‘duty of openness’ under the Access to Documents Regulation.

The exemption for ‘commercial interests of a natural or legal person, including intellectual property’

13.170 The other exemption of significance in our context is that which relates to ‘commercial interests’ of a natural or legal person, including intellectual property. It is by no means clear what is meant by ‘intellectual property’ in Article 4(2), in particular whether it might be taken to include trade secrets, business secrets, and other confidential information. It might be noted that the term also occurs in the context of the Environmental Information Regulation. Certainly, there are clear indications that the European legislature regards confidential business information as ‘intellectual property’. The ‘flavouring substances’ Regulation,548 for example, provides ‘in keeping with article 214 of the Treaty’,549 which imposes obligations of professional secrecy, ‘it is necessary to protect intellectual property linked to the development and production of flavouring substances’. In turn, the Commission’s Communications, which set out how such ‘intellectual property’ will be preserved, primarily are concerned with confidentiality, one communication stating that ‘[i]ntellectual property can be protected through the confidentiality of the technical data concerning the flavouring substances in question’.550 This all suggests that the Commission sees the protection of confidential information as a part of ‘intellectual property’.551 However, as we observe elsewhere,551a when defining ‘intellectual property’ for the purposes of the 2004 Enforcement Directive, 2004/48/EC, the Commission issued a statement to the effect that:

at least the following intellectual property rights are covered by the scope of the Directive: copyright, rights related to copyright, sui generis right of a database maker, rights of the creator of the topographies of a semiconductor product, trademark rights, design rights, patent rights, including rights derived from supplementary protection certificates, geographical indications, utility model rights, plant variety rights, trade names, in so far as these are protected as exclusive property in the national law concerned.

No mention is made of business secrets or confidentiality.

13.171 Even if trade secrets do not constitute ‘intellectual property’, they surely fall to be protected as the ‘commercial interests of a natural or legal person’. In Case T-111/07 Agrofert Holding SA552 Agrofert sought certain documents from the European Commission which related to its decision to allow a takeover of Unipetrol by PKN Orlen. The Commission refused to disclose the documents between it and the notifying parties and third parties, citing in particular Article 4(2) which authorizes it to refuse access to a document where disclosure would undermine the protection of commercial interests of a natural or legal person, unless there is an overriding public interest in disclosure. The General Court annulled the Commission’s decision on the basis that the Commission had not bothered to check whether each document fell within the exception, or whether parts of documents might be released. In so holding, the General Court gave some indication as to its understanding of ‘commercial interests,’ which it indicated included more than just ‘business secrets’.553 The concept would cover, for example, details of market share, turnover, commercial strategy, business relations, likely efficiency gains from a proposed merger, and so on. Whether those interests would be damaged by disclosure was a matter for individual assessment. This decision is being appealed to the Court of Justice.

F. Assessment

13.172 The foregoing account can leave no reader with any doubt as to the complexity of the law relating to information held by State authorities. That complexity seems to derive primarily from the haphazard development of these obligations, and in no way to reflect a careful analysis of what is required in any particular regulatory context. In other words, the complexity is not necessary, but rather is a result of arbitrary decision-making and uncoordinated thinking, by different lawmakers, over the last century or so. In this section, we want to suggest that consideration might be given to abandoning this chaotic morass of legislative and judicial interventions, and replacing it with a single regime for the regulation of information held by public authorities. What would be required is a single ‘freedom of information’ regime that also regulates the circumstances in which public authorities come under duties of non-disclosure.

Simplifying the obligation

13.173 The current laws that impose obligations on the State as a recipient of information do not appear to be underpinned by any particular logic. In the context of data protection law, the protection offered by specific statutes (including the provisions of the Official Secrets Act on the interception of communications) and by the residual law of confidence seems particularly difficult to justify. The whole area could be considerably simplified by reference to three basic propositions. First, personal data disclosed to or acquired by a State authority is to be treated in the same way as data disclosed to other bodies under the Data Protection Act 1998. Second, trade secrets (by which we mean relatively discrete bodies of information—typically recipes, techniques, and financial models), the disclosure of which would seriously harm the business that disclosed the secret to the authority, whether revealed compulsorily or voluntarily, should be treated as subject to a general obligation of secrecy. Third, other confidential information disclosed to State authorities should be regarded as subject to an obligation of non-disclosure if such a status was agreed by both the discloser and the authority. Outside these three propositions, we think that there is no continuing justification for implied duties of confidence or sui generis statutory non-disclosure obligations (except, perhaps, in exceptional cases).

13.174 Even within the examples of situations where it is appropriate for the State to come under an obligation, thought should be given to rationalizing the system of so-called ‘data sharing’ that authorizes disclosure by the recipient State authority to other government bodies and regulatory authorities. At present, each statutory regime operates its own gateways, which are supplemented by those imposed by later statutes. Consideration should be given to standardizing these, and we think that the data protection regime—whatever its flaws—probably is the best starting point for a standardized system.554 Two consequences would flow from this. First, information could move from one government body to another only where it fell within one of the ‘legitimate purposes’ (or an exemption), which, of course, include uses necessary for the administration of justice, for carrying out the functions of a government department, for the police or in the prevention or detection of crime, and uses for national security.555 Moreover, it might be worth considering whether, in this respect, it would be useful to differentiate between confidential information and trade secrets in a manner parallel to the way in which the data protection system differentiates between ‘personal data’ and ‘sensitive personal data’. Second, as with ‘personal data’, in cases of disclosure of business information the recipient would automatically become subject to obligations in relation to the information: it would become an ‘information controller’.556

Rationalizing the exemptions from freedom of information

13.175 The exemptions provided for in the various freedom of information regimes are organized in an equally chaotic manner, frequently duplicating one another within each regime, and deploying a babble of terminology: so, business secrets are excluded variously in the English FOIA as ‘confidential information’ (section 41), as trade secrets (section 43(1)), as a component of commercial prejudice (section 43(2)), in the EIR as ‘intellectual property’, or ‘confidentiality of commercial or industrial information’, while in the European Access regime business secrets are excluded as ‘intellectual property’ or, more likely as ‘commercial interests’. There can be no justification for these different approaches. Matters get worse when the varying treatments of statutory limitations on disclosure are factored in. In our view, it would be relatively easy to simplify this mess. The starting point should be recognition that there are generally two sorts of justification for refusing access: those relating to personal data, and those relating to business information. While neither should be overridden as a matter of course, each should be capable of being overridden. Moreover, the circumstances in which sensitive personal data and sensitive business information (ie trade secrets) should be disclosed should be much narrower than those in which personal data or confidential information is permitted to be revealed.

13.176 This basic framework should, in our view, guide any review of the system of handling government information. Doubtless, it will need to be nuanced to accommodate the huge variety of circumstances in which the modern State comes to hold personal and business data. But the current complexity of the law in this area leaves little doubt that some such review is needed.
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A. Introduction

14.01 In this chapter we consider the duration of obligations and rights in relation to breach of confidence and misuse of private information. How long these last is dependent upon a wide variety of circumstances, such as prior words or conduct by the claimant, whether the obligation has some inherent self-limiting factor (eg by statute or contract), or whether it has become devoid of content or purpose so that its enforcement would be futile.

14.02 Once an obligation of confidence has attached to a confidant, he will continue to be bound by it until it is released by an agreement for consideration, by the express or implied consent of the confider, or by the expiration of the confidentiality of the information which is the subject of the obligation. Of these three methods of release, the first requires no elaboration.1 The second and third, however, can raise difficulties and must be considered in detail,2 particularly, in relation to the ‘springboard’ doctrine.

14.03 We also consider analogous concepts under the law of misuse of personal information, by reference to a number of cases that have suggested that publicity-seekers waive their privacy rights in some circumstances. As part of this we also consider the relationship of misuse of private information to secrecy and how that may have a consequences for the duration of rights.

14.04 Finally we consider statutory limitations on the duration of analogous obligations under domestic and EU law.

B. Release of Confidentiality Obligations by Express or Implied Consent

14.05 The courts have acknowledged on a number of occasions3 that an obligation of confidence may be released by the express or implied consent of the confider.

14.06 The starting point is that, in order to constitute an effective release, the consent must be given by the person or persons to whom the duty of confidence is owed.3a Thus, in Attorney General v Jonathan Cape Ltd,4 where it was argued that Mr Richard Crossman’s obligation to respect the confidentiality of Cabinet material had been released by the implied consent of his colleagues, who knew that he was keeping a diary of Cabinet matters, Lord Widgery CJ stated:

… I am persuaded … that since the confidence is imposed to enable the efficient conduct of the Queen’s business, the confidence is owed to the Queen and cannot be released by the members of the Cabinet themselves.5

14.07 Consent has to be given by a person with capacity to give it. In E v Channel Four Television,6 among the issues was whether an adult with learning disabilities and dissociative identity disorder was able to consent to filming in a care home which might give rise to a breach of confidence relating to medical treatment. Applying section 12(3) of the Human Rights Act 1998 (HRA), Munby J held that it was arguable that she had consented and therefore it could not be regarded as more likely than not that the Official Solicitor, who was seeking an injunction to restrain publication, would succeed.

14.08 Difficulties may arise over who has standing to release the confidant from the obligation, particularly where there is more than one person who is in the position to do so.7

14.09 Where an obligation is released by the express consent of a confider, few difficulties are likely to arise between the parties to the confidence other than seeking to construe the nature and extent of the consent in question.

14.10 It will be a question of fact in each case whether a particular event or action amounts to the implied consent of a confider to the release of an obligation. A common example of release by implied consent is the authorization given by a customer to his bank to provide a credit reference to a third party. Such an authorization, if it is established,8 operates to release the banker from his ordinary duty of non-disclosure.9 In this case, there is some positive action on the part of the confider which leads the confidant to form the justified view that his obligation has been released.

14.11 There are often difficulties in establishing implied consent of this kind, especially when the confidant is seeking to rely on an established practice or custom. In Turner v Royal Bank of Scotland10 the defendant bank established that there was a practice for banks to respond to ‘status inquiries’ (by other banks as to the creditworthiness of account holders) by providing an outline, often in a form that was short but well understood, such as ‘appears to be fully committed at present’. The evidence was that, although this practice was widely adopted by banks, it was far from notorious so far as account-holders were concerned, and, in particular, Mr Turner did not know about its existence. Further, the banks had agreed with one another not to divulge the existence of the practice to account-holders. Accordingly, the bank failed to establish that there was an implied release since, not only did Mr Turner not know about the existence of the practice—which was not of itself sufficient if the practice had been notorious—in fact, few account-holders more generally knew about it. Customers were entitled, under Tournier,11 to have their affairs kept confidential and banks could not privately agree otherwise. Turner may also be regarded as a further example of the consent coming from the wrong person—ie the person who owed the duty rather than the person to whom it is owed.

14.12 Mere knowledge on the part of the confider that the confidant has placed himself in a position which endangers the confidentiality of information that has been imparted to him will not constitute implied consent by the confider to the release of the obligation. Thus, in Attorney General v Jonathan Cape Ltd12 Lord Widgery CJ held that knowledge on the part of Mr Crossman’s Cabinet colleagues that he was keeping a diary of Cabinet matters was insufficient to constitute the implied consent of the colleagues to the release of his obligation of confidence:

Even if, as a matter of law,13 a Minister can release himself from a bond of secrecy … I do not find that Mr. Crossman effectively did so. It is not enough to show that his colleagues accepted the keeping of the diary. It was vital to show that they accepted Mr. Grossman’s intention to use the diary whether it passed the scrutiny of the Secretary of the Cabinet or not.14

14.13 A similar proposition emerges from Taylor v Blacklow.15 The defendant was an attorney whom the claimant engaged to raise money on a mortgage over certain property owned by the claimant. For this purpose the claimant handed over various documents to the defendant which revealed defects in the claimant’s title to the property. The defendant disclosed these defects to the proposed lender, for whom the defendant also acted as attorney, thereby causing delay and pecuniary loss to the claimant. In defence to an action for breach of confidence, the defendant argued that his obligation of confidence had been partially released, allowing him to make the disclosures to the proposed lender because the plaintiff was himself aware that the defendant was also employed by the proposed lender. This argument was, however, rejected by the court:

I cannot see how that circumstance affords an answer to this action, unless it be considered in the light of a waiver; but as the Plaintiff could never have expected that defects in his title should be disclosed by his own attorney, his knowledge of the Defendant’s intercourse with the other party cannot be taken to operate as a waiver.16

14.14 Recent case law suggests that the implication of a consent to use confidential information is heavily fact-dependent. In Cornelius v de Taranto17 the claimant was a teacher who was considering bringing a civil claim for unfair dismissal or personal injury against her employers and, to that end, visited a consultant psychiatrist for an evaluation. The psychiatrist considered that the claimant would benefit from psychiatric treatment and referred her case to another psychiatrist, also forwarding a copy of the evaluation report. The Court of Appeal considered that although there had been an implied consent to the referral, there had not been any such consent in relation to the report because of its medico-legal basis and the purpose for which it had been prepared. Mantell LJ said:

In my judgment what was required before the transmission of this report to any third person was the express consent of the client. Indeed, in the most unusual circumstances of this case it would have been wise to obtain a specific written consent.18

14.15 It would seem that an implied consent to release confidential information can generally only be constituted by some positive action on the part of the confider.19 Where the confider does take some positive action, however, it will be sufficient to release the confidant from his duty if the circumstances are such that the confidant is justified in believing that his obligation has been released. In Sunderland v Barclays Bank Ltd20 the defendant bank had dishonoured a cheque drawn by the plaintiff in favour of her dressmaker. There were insufficient funds in the plaintiff’s account to meet the cheque, but it appeared that the real reason for dishonouring the cheque was that the claimant had indulged in gambling. The claimant rang the manager of the bank to complain about the bank’s action and, in the course of the conversation, handed over the telephone to her husband. The manager informed the husband that most of the cheques which had passed through the claimant’s account were drawn in favour of bookmakers. In an action against the bank for breach of its obligation of secrecy to the plaintiff, Du Parcq LJ held that ‘the disclosure was made with the implied consent of the customer’.21 The report of the case notes that Du Parcq LJ:

did not wish to be understood to mean by that that the plaintiff intended to authorise the bank to tell her husband that [viz. the identity of the payees of the cheques], but he thought that, the husband having taken over the conduct of the matter, the manager was justified in thinking that the wife did not object to his offering to the husband the explanation which might satisfy the husband that the complaint made was unjustified.22

14.16 Finally, it should be noted that a confider’s consent to the release of an obligation of confidence may be either absolute or qualified. Thus, a confider may partially release the confidant from his duty by authorizing him to disclose confidential information to a particular third party only. A common example of such a partial release is a patient’s agreement to allow his doctor to make a report on his medical condition to an insurance company for the purposes of an insurance policy. In each case, the extent to which the confider’s consent operates to release the confidant’s duty ‘must be a question to be determined on the facts’.23

C. Duration of Confidentiality Obligations—The Springboard Doctrine

14.17 If an obligation of confidence has not been released by the express or implied consent of the confider, then the confidant will continue to be bound by it until such time as the information which is the subject of the obligation ‘becomes freely available public knowledge … [and] … ceases to be confidential’.24 This principle is a simple one in theory, but its application in practice is complicated by the ‘springboard doctrine’, a doctrine developed to define the duration of the equitable obligation of confidence.

14.18 The springboard doctrine is regarded as having been originally formulated by Roxburgh J in Terrapin Ltd v Builders’ Supply Co (Hayes) Ltd.25 The defendants made prefabricated portable buildings to the claimant’s design. At the commencement of the relationship, the claimant had supplied details of their designs to the defendants together with full manufacturing details, technical information, and other know-how solely for the purposes of the joint venture in relation to the portable buildings. This included, before the end of the contract between them, details as to a modification to one of the buildings. Four months after the end of the contract, the defendants began manufacturing similar buildings, including the modification, in competition with the claimant. On the claimant’s application for an interim injunction, the defendants argued that any obligations of confidence were discharged by the prior publication by the claimant of brochures that depicted the buildings. Roxburgh J held that the defendant had breached the claimant’s confidence in relation to both the original designs and the modified design. In relation to the original designs, Roxburgh J used the metaphor of the ‘springboard into the future’:

When, therefore, Mr Chambers was instructed on behalf of the first defendants to design a new building unit … he could not have avoided starting his dive into the future from the springboard of the confidential information acquired by the first defendants and by Mr Chambers as their servant.26

14.19 So far as the defendant’s main argument concerning the loss of confidentiality by publication was concerned, Roxburgh J remarked:

As I understand it, the essence of this branch of the law, whatever the origin of it may be, is that a person who has obtained information in confidence is not allowed to use it as a springboard for activities detrimental to the person who made the confidential communication, and springboard it remains even when all the features have been published or can be ascertained by actual inspection by any member of the public.

14.20 Although the doctrine had been approved or applied in a number of cases by 1984,27 including the Court of Appeal decision in Seager v Copydex Ltd,28 its scope has always been far from certain. The greatest problem associated with the doctrine arose out of the words ‘and springboard it remains even when all of the features have been published or can be ascertained by actual inspection by any member of the public’. On their face, these words seemed to suggest that the doctrine imposes a special disability on a confidant which prohibited him from ever using the confidential information which had been disclosed to him, even though the information subsequently lost its confidential character and became common knowledge.

14.21 So formulated, the doctrine appeared to be in conflict with the House of Lords’ decision in Mustad, O & Sons v Dosen29 and the decision of Cross J in Franchi v Franchi Ltd.30 In these cases it was held that a confider is not entitled to claim relief in respect of the wrongful use or disclosure of a trade secret if he has himself made the secret public before the hearing of the action in which relief is claimed. If the springboard doctrine imposes a perpetual prohibition on the confidant, regardless of whether or not the information subsequently retains its confidential character, then the publication of the secret by the confider should not inhibit his right to claim relief against the confidant.

14.22 In Cranleigh Precision Engineering Ltd v Bryant31 the facts were that the claimant had filed a patent application for an above-ground swimming pool design containing two novel features relating to the lining, panels, and wall. The patent named the first defendant, then managing director of the claimant, as the inventor. During prosecution of the patent, the Patent Office cited a prior published (in Switzerland) patent known as ‘Bischoff’ against the application. Bischoff taught a similar pool design but without the additional two features. The claimant’s patent agents informed the first defendant about the existence of Bischoff but he did not disclose this to the board of directors of the claimant. After the first defendant left the claimant’s employment he began making and selling a rival pool product, whereupon he was sued by the claimant for breach of confidence. As part of his defence he acquired Bischoff and counterclaimed for infringement of it. The claimant then brought a second action alleging breach of confidence in relation to the use of the confidential information relating to the first defendant’s acquisition of Bischoff.

14.23 Roskill J attempted to reconcile the springboard doctrine with the decision in Mustad, O & Sons v Dosen32 on the basis that in Mustad, O & Sons v Dosen it was the claimant’s who had made public the secret process. In his view, the publication by the claimant’s operated to destroy ‘the foundation of their action’33 since it would be inconsistent for them to seek to preserve the secrecy of something which they had publicized to the whole world. On this basis, the springboard doctrine is to be considered as imposing an indefinite prohibition on confidants which continues even when the information loses its confidential character, provided that the confidentiality is not destroyed as a result of action on the part of the confider.

14.24 This reconciliation of the conflict seems artificial. Once information has lost its confidential character and passed into the public domain, the foundation of any action aimed at preserving the secrecy of the information would seem to be undermined. The agency through which the information becomes common knowledge would seem to be irrelevant. What should matter is that the information is now public and so there is no longer any confidence to be honoured.

14.25 Yet this artificial distinction was carried through to a judgment of the Court of Appeal in Speed Seal Products v Paddington.34 In that case the defendants had applied for an order striking out the claimant’s breach of confidence action on the basis that the information in question (relating to the design of a cam-operated coupling device used on pipes at oil rigs) had been published by the defendants in a brochure and in a European patent application. Following the rationale in Cranleigh the Court of Appeal held that there were generally three possibilities regarding disclosure. First there was the situation of prior publication by the claimant itself. Following Mustad, O & Sons v Dosen this ended the confidentiality obligation and put the confidant in the same position as any member of the public. The second situation was where the publication was made by a stranger (eg as in publication of the Bischoff patent by the Swiss patent office in Cranleigh). In that case there was no release of the obligation. Finally, there was the situation where, as here, the publication was by the defendant. Fox LJ concluded that there would be no release of the obligation because otherwise the defendant would be in a better position by his own publications than he would be in the case of third party publication.

14.26 However, as Arnold J later explained in the 2009 case of Vestergaard v Bestnet,35 the Cranleigh case is better analysed by observing that the claimant was not suggesting that the mere existence of the patent itself was confidential or that, for example, its contents were. These had been published and there was no confidentiality in them. The root of the claimant’s complaint was that the first defendant was in possession of certain information which had not been published (whether by the claimant, a stranger, or the defendant), namely knowledge of the likely effect of Bischoff on the claimant’s position and the advantage it would give the first defendant as a competitor. This can be seen from the passage of Roskill J’s judgment from Cranleigh as follows:36

I also have no doubt that Bryant acted in breach of confidence in making use, as he did as soon as he left the plaintiffs, of the information regarding the Bischoff patent which he had acquired in confidence and about its various effects on the plaintiffs’ position, for his own advantage and for that of the defendant company.

14.27 As Arnold J observed in Vestergaard,37 given that the case was not in fact one where the defendant was seeking to use as a ‘springboard’ published information (irrespective of the person by whom it was published), Roskill J’s analysis of the relationship between the Mustad and Terrapin decisions was strictly obiter.

14.28 It remains to consider what, if any, meaning then is to be given to the words of Roxburgh J in Terrapin ‘and springboard it remains even when all the features have been published or can be ascertained by actual inspection by any member of the public’,38 assuming, of course, that the springboard doctrine has a sound foundation at all.39

14.29 Even before Vestergaard there were various attempts to read down or dilute the doctrine. In Potters-Ballotini Ltd v Weston-Baker40 Lord Denning MR indicated that these words must be limited in their operation when he stated that the ‘springboard does not last forever’41 and that ‘a time may come when so much has happened that [the confidant] can no longer be restrained’.42 In order to understand the limitation which must be placed on these words in accordance with Lord Denning’s dicta, the factors which determine whether information is ‘confidential’ must first be recalled.

14.30 The prime determinant of confidentiality is the inaccessibility of the information to the public.43 This inaccessibility is identified by reference to the process of mind which produced the information and, if the information can only be reproduced by someone who goes through the same process, it will be confidential.44 What the courts are protecting, therefore, is essentially an original process of mind which produces inaccessible information, and the protection operates against anyone who, by taking unfair advantage of the information which has been disclosed to him, saves himself the time, trouble, and expense of going through the same process.

14.31 If these aspects of the nature of confidentiality are borne in mind, then the problem passage in Roxburgh J’s formulation of the springboard doctrine becomes clear. The words ‘and springboard it remains even when all the features have been published or can be ascertained by actual inspection by any member of the public’45 were not meant to suggest that the prohibition on the confidant continues after the confidential character of information has been lost. They were used in a specific context and in response to a specific argument that had been put forward on behalf of the defendants. It had been argued that the defendants’ confidential obligation was discharged as a result of the publication by the claimants of all the general features of the building units which embodied the confidential information in question. The publication was constituted, it was contended, by the marketing of the building units and by the publication of brochures which described the units and their various features. In rejecting this argument, Roxburgh J relied on his formulation of the springboard doctrine, but it is clear that he did not regard the alleged publication as disclosing all the details of the confidential information. He said:

The brochures are certainly not equivalent to the publication of the plans, specifications, other technical information and know-how. The dismantling of a unit might enable a person to proceed without plans or specifications, or other technical information, but not, I think, without some of the know-how, and certainly not without taking the trouble to dismantle. I think it is broadly true to say that a member of the public to whom the confidential information had not been imparted would still have to prepare plans and specifications. He would probably have to construct a prototype, and he would certainly have to conduct tests. Therefore, the possessor of the confidential information still has a long start over any member of the public.46

14.32 In other words, Roxburgh J considered that, despite the marketing of the building units and the publication of the brochures, a member of the public would still have to go through a ‘process of mind’ in order to assemble the confidential information. The public would have to go through this process even though ‘all the features have been published or can be ascertained by actual inspection’.47 The information was, therefore, still confidential, and thus the springboard doctrine would operate to prohibit the confidants from using the information since they would have ‘a long start over any member of the public’.48 Thus, properly understood, the springboard was not so much an obligation not to use published information, but an obligation not to use information which retained some limited confidentiality about it, notwithstanding that parts of it had been published.

14.33 The preceding analysis49 of what lay behind the judgment in Terrapin and the overall basis for springboard doctrine was specifically approved by Arnold J in Vestergaard.50 He said:

On this point, I agree with the analysis of Roxburgh J’s reasoning in Gurry, Breach of Confidence at 247-249. Roxburgh J accepted that a member of the public could ascertain all the information relating to the Mark 24 by a process of reverse engineering, but held that this would take time and effort. It follows that, despite the marketing of the Mark 24, the information retained a limited degree of confidentiality which could be expressed in terms of the time it would take to obtain it by reverse engineering. By using the plaintiff’s information rather than reverse engineering, the first defendant had gained a head start. It had therefore acted in breach of confidence.

14.34 It is submitted, therefore, that Roxburgh J’s formulation of the springboard doctrine does not involve an indefinite prohibition on the confidant’s use of information regardless of whether the information subsequently loses its confidential character. The prohibition remains in force only for such time as the information retains its confidentiality.51 But, as Roxburgh J pointed out, information will not necessarily lose its confidentiality by the marketing of a product which embodies the information and which thus publishes some features of the information.52 The full and complete publication of confidential information ‘must be a question of degree depending on the particular case’53 and ‘if relative secrecy remains, the plaintiff can still succeed’.54

14.35 This limitation on the operation of the springboard doctrine makes the doctrine perfectly compatible with the decisions in Mustad, O & Sons v Dosen55 and Franchi v Franchi without the need for an analysis of who was responsible for the prior publication.56

14.36 Two decisions subsequent to the original formulation of the springboard doctrine by Roxburgh J also confirm the existence of such a limitation on the doctrine. In the first of these decisions, Peter Pan Manufacturing Corp v Corsets Silhouette,57 the claimants sought, inter alia, an injunction to restrain the defendants from using a fabric known as ‘the stripe material’ which the claimants had shown to them. At the time when the disclosure was made, the material was a new development in the field and the defendants, without the claimants’ authority, had taken a sample of the fabric and had placed an order to duplicate it. The defendants did not, however, proceed with the manufacture and sale of the stripe material. At the time of the hearing of the matter, the fabric was widely on sale and there was no longer any secret as to its composition. The injunction which the claimants sought was therefore refused on the ground that there had been no misuse of the fabric while it remained confidential. In refusing the injunction, Pennycuick J clearly stated that the springboard doctrine did not operate to impose a prohibition on the use of information after it had ceased to be confidential. Referring to the doctrine he stated:58

Whatever the scope of the principle … it has never been, so far as the authorities cited to me show, carried to the extent of imposing upon a trader who receives confidential information as to the composition of some kind of material an indefinite bar on the employment of that material notwithstanding that he made no use of the information while it remained confidential and that the composition of the material is no longer secret. I do not think that the law can impose such a far reaching disability.

14.37 In the second decision, Harrison v Project and Design Co (Redcar) Ltd,59 the defendants were found to have misused confidential information, relating to a home stairlift, which had been imparted to them in confidence by the claimant, the designer of the stairlift. Graham J held, however, that the information, which had originally been disclosed to the defendants in 1968,60 had ceased to be confidential by November 1974. Accordingly, while the defendants were liable for damages for misuse of the information during the period when it was confidential, they could not be restrained from using it after it had lost its confidential character.61 In reaching this decision Graham J stated that it was ‘clear that the “springboard” doctrine must be regarded as one of limited duration’.62

14.38 Properly understood, therefore, the springboard doctrine defines the scope and duration of the equitable obligation of confidence in the following way. It imposes a ‘special disability’63 on the confidant which prohibits him from using or disclosing confidential information for as long as the information retains its confidential character. Whereas the rest of the world is free to assemble the information from any available public sources by the process of reverse engineering, the confidant is precluded from so doing because he enjoys ‘a long start over any member of the public’.64 The doctrine’s most important application, therefore, is probably to those cases in which confidential information has become partly known to the public, or is composed of partly public and partly private information.65 In these cases, it may be relatively easy for a member of the public to ascertain all the details of the confidential information by experiment or reverse engineering, but the confidant is nevertheless precluded from using it because of his head start and because the information is still not completely accessible to the public. The confidant will be free to use the information, however, and the confider will lose his right to protection, as soon as the information does become completely accessible to the public and thus ceases to be confidential.

More recent treatment of the springboard doctrine

14.39 We will now consider some of the more recent judgments on the springboard doctrine.66

14.40 In Roger Bullivant v Ellis67 the claimant specialized in underpinning buildings. They brought an action for, among other things, breach of confidence against ex-employees arising out of the use of a customer card index. The defendants argued that the index had only been used to look up the addresses of people already known to them and freely available elsewhere from other sources. At first instance, Falconer J granted an injunction, expressly stated to be on the springboard principle, to prevent the defendants entering into or fulfilling any contract with any customer whom they had approached whilst in possession of the card index. On appeal, the Court of Appeal also cited the springboard principle. Nourse LJ68 referred to the three previous cases mentioned above69 concluding that:

All these observations support the view that the injunction should not normally extend beyond the period for which the unfair advantage may reasonably be expected to continue. That is in my judgment the period for which an injunction should normally be granted in springboard cases.

14.41 Although this case would appear to suggest that the springboard principle could be interpreted to prevent a defendant from using information which was wholly published, as Arnold J pointed out in Vestergaard70 there was no allegation that this had actually occurred in the case. Moreover, the case was more concerned with the separate issue of whether an injunction could be granted to prevent a defendant from benefiting from his past wrongs.71

14.42 The springboard doctrine was also considered by the House of Lords in the Spycatcher case72 in which it was held by the majority that, since the information in Spycatcher was now in the public domain and no longer confidential, no further damage could be done to the public interest that had not already been done; that no injunction should be granted against the Observer and the Guardian restraining them from reporting on the contents of the book; and that no injunction should be granted against the Sunday Times to restrain serialization of further extracts from the book.

14.43 Lord Griffiths73 dealt with the springboard issue in language that reflected the policy concern about not allowing Peter Wright to profit from his own wrongdoing. He referred to the Law Commission Report on Breach of Confidence74 and its conclusion that once confidential information had come into the public domain (and he was in no doubt that Spycatcher had come in the public domain) the obligation of confidence should come to an end even if the confidant is responsible for the publication. However, he observed that the Law Commission had been considering the springboard doctrine in relation to commercial confidence, not the sort of information that was at issue in this case. Lord Griffiths stated:

There may be sound reasons for not granting an injunction after a breach of a commercial confidence when it may be possible to provide recompense by way of damages … but they do not fall for consideration now. So far as members of the Security Service are concerned, damages would be a wholly inappropriate remedy for their breach of faith … It would make a mockery of the duty of confidence owed by members of the Security and Intelligence Services if they could discharge it by breaching it. I would therefore hold that whatever publication may have been achieved abroad, Peter Wright remains bound by his duty of secrecy and confidence and will not be allowed to publish Spycatcher in any form in this country.75

14.44 Lord Goff’s judgment contained the well-known ‘three limiting principles’ to the action for breach of confidence:

The first limiting principle (which is rather an expression of the scope of the duty) is highly relevant to this appeal. It is that the principle of confidentiality only applies to information to the extent that it is confidential. In particular, once it has entered what is usually called the public domain (which means no more than that the information in question is so generally accessible that, in all the circumstances, it cannot be regarded as confidential) then, as a general rule, the principle of confidentiality can have no application to it.

14.45 Lord Goff noted that the reasoning of Roskill J in Cranleigh was controversial:

The reasoning of Roskill J. in this case has itself been the subject of criticism (see eg Gurry, Breach of Confidence, at pp 246–247); but in any event it should be regarded as no more than an extension of the springboard doctrine, and I do not consider that it can support any general principle that, if it is a third party who puts the confidential information into the public domain, as opposed to the confider, the confidant will not be released from his duty of confidence. It follows that, so far as concerns publication by the confidant himself, the reasoning in the Speed Seal case (founded as it is upon the Cranleigh Precision Engineering case) cannot, to my mind, be supported.

14.46 He went on to note that there may be cases where it was important that the confider had himself published the information, but emphasized that in Mustad, O & Sons v Dosen76 Lord Buckmaster had stated that, once the disclosure had been made by the confider to the world, ‘The secret, as a secret, had ceased to exist’. He added:

For my part, I cannot see how the secret can continue to exist when the publication has been made not by the confider but by a third party.

14.47 As Arnold J pointed out in Vestergaard77 although Lord Goff is not in this passage doubting the existence of (some form of) the springboard principle, he does not appear to be endorsing any view of it that would allow the grant of an injunction to prevent use of information which had ceased to be confidential in its entirety.78

14.48 In Vestergaard79 Arnold J conducted an exhaustive review of the authorities80 and concluded81 that there was never any sound authority for the proposition that an injunction could restrain a confidant once the information ceased to be confidential. It was clear from Spycatcher, among other cases, that publication of the information brought the confidence to an end, irrespective of whether publication had been caused by the confider, a third party, or the confidant. Accordingly, no injunction should be granted to restrain misuse on that basis, even if there was some basis for restraining a defendant from benefiting from his past misuse.82 Observing that that the true rationale behind cases such as Terrapin and Cranleigh was that the relevant information contained some residual confidentiality about it, he concluded:

If the springboard doctrine is understood to be that an injunction can be granted to restrain continued misuse of confidential information once the information has ceased to be confidential, then it should now be regarded as having been laid to rest.

14.49 Arnold J’s approach, and his view of the older authorities on the springboard doctrine was followed by Morgan J in BBC v Harper Collins,83 where the issue was the duration of the obligation of confidence owed by a performer on a television series to keep secret his identity as one of the characters, known as ‘The Stig’. By the date of the hearing for an interim injunction before Morgan J, there had been a significant number of statements in the press and on the Internet positively identifying the defendant as the character. He contended that many of the statements could not be characterized as merely speculative with the result that the information had lost any confidentiality that it had possessed. Morgan J cited Lord Goff’s limiting principle from Spycatcher84 and stated as follows:

The parties are agreed that the question as to whether information has entered the public domain is a matter of fact and degree. There will be some cases where although the information has been published, the nature of the publication or the places where the publication is available or the period for which the published information was available might lead a court to conclude that the information was not ‘so generally accessible’ to have lost its confidential character.85

14.50 Morgan J went on to hold that in the light of the many and varied press and Internet comments, the information was generally accessible and that, following binding authority, it had therefore lost its character of confidence and could not be restrained.86

Springboard doctrine in other jurisdictions

14.51 The springboard doctrine has been described as ‘well-entrenched’ and even to have ‘extended to embrace fully the principle of unfair competition’ in Australia and New Zealand.87 Dean has referred88 to ‘springboard’ cases which can be understood as protecting some relative or residual confidentiality in the information. However there is a thread running through cases such as Aquaculture Corporation v New Zealand Green Mussel Co Ltd89 that information is protected by springboard even if all of the elements are in the public domain, and, further, that liability is based on broad notions of unfair competition.

14.52 The length of the injunction in question and the decision as to when the advantage is no longer being obtained by the defendant has been described as heavily fact-dependent. In Titan Group Pty Ltd v Steriline Manufacturing90 the claimant complained that confidential information relating to a pressure valve and its application to gym equipment had been misused by the defendants. O’Loughlin J reviewed the authorities on the springboard doctrine stating that:

The start (and finish) of the springboard cannot be ascertained from the cases, except by analogy, for the determination of the duration of the springboard is a question of depending on the particular case.91

However O’Loughlin considered that a notion of a ‘reasonable competitor’ was relevant to determining the length of the handicap to be placed on the defendants.92

14.53 The Canadian case of Apotex Fermentation v Novopharm93 similarly took an unfair competition-based approach to the springboard doctrine.

D. Death of the Person to Whom the Obligation is Owed

14.54 In this section we consider whether confidentiality obligations can continue after the death of the confidant or other person to whom the duty is owed.94

14.55 In Bluck v The Information Commissioner and Epsom and St Helier NHS Hospital Trust95 the parent of a deceased woman was seeking to obtain disclosure of her medical records under the Freedom of Information Act 2000 (FOIA). The hospital withheld disclosure on the basis of section 41 of the Act, which provides that information ‘provided in confidence’ is exempted from disclosure.95a It was argued that the duty of confidence does not survive the death of the individual to whom it is owed. The tribunal noted that, despite the best efforts of three experienced counsel in the case, no authority had been found in support or against this contention. In the absence of such, the tribunal returned to first principles and the basis of the action for breach of confidence in equity based on the conscience of the confidant, as identified in Coco v Clark.96 In this case, the tribunal considered that the duty continued after death.97

14.56 In Lewis v The Secretary of State for Health98 a doctor was seeking the authority of the court to disclose medical records of deceased patients to a government inquiry into human tissue analysis in nuclear facilities in the UK that was aimed at establishing the cause of death of certain individuals who had worked in such facilities. Foskett J cited the Bluck case and commentary99 in support of the proposition that it was arguable that a duty of confidentiality towards a patient did in general continue after the patient’s death.100

14.57 In Chapter 8 of this work it is suggested that, notwithstanding the limited support provided for the contrary proposition above, the preferable view is that obligations in relation to personal or private information should not vest in a deceased’s estate because, in essence, ‘identity of the person for whom it is to be discharged is a matter of importance to the party on whom the obligation rests’.101

E. Release and Waiver in Relation to Misuse of Private Information

14.58 Although release and waiver of rights in relation to private information may involve some analogous concepts to those referred to earlier102 in relation to the action for breach of confidence (that the consent must be given by the relevant person, being of full capacity,103 etc), there are also some special features about the action that make separate analysis worthwhile. Although the implication of consent may be difficult104 or impossible105 on the facts of any particular case, there are particular difficulties in the privacy context because of the rights-based jurisprudence that underpins the approach. Thus, within the traditional action for breach of confidence, cases involving privacy were treated as if they were simply a category of information alongside other categories such as government secrets or commercial information. When analysed in this context, there was some judicial consideration of how far people (for example, celebrities) could be said impliedly to waive their rights when they have previously sought publicity. This is discussed further below106 before a discussion of how the HRA has affected the position.

14.59 It would seem possible in principle to waive most legal rights. The Strasbourg jurisprudence suggests that, first, this has to be unequivocal107 and it must also be attended by minimum safeguards commensurate with the importance of the right in question and not run counter to any important public interest.108

14.60 As we explain further below, whilst it is arguable that a publicity-seeking celebrity has waived his or her rights to prevent publication of some specific information, an argument that a general waiver109 has taken place is very unlikely to succeed in the light of Campbell110. In addition, a traditional breach of confidence approach that would make a simple bright-line distinction between whether the information was in the public domain or not111 does not sit comfortably with Strasbourg cases such as Von Hannover,112 which blur the edges between the private domain and a semi-private zone of interaction that might be said to be in the public domain.

Woodward v Hutchins

14.61 Part of the rationale for the decision of the Court of Appeal in Woodward v Hutchins113 was that the singer Tom Jones, and others in his pop group, had sought publicity in relation to their private lives and therefore ought not to be able to complain when facts that they did not want to divulge also became public. Lord Denning put it this way:

There is no doubt whatever that this pop group sought publicity. They wanted to have themselves presented to the public in a favourable light so that audiences would come to hear them and support them. Mr. Hutchins was engaged so as to produce, or help to produce, this favourable image, not only of their public lives but of their private lives also. If a group of this kind seek publicity which is to their advantage, it seems to me that they cannot complain if a servant or employee of theirs afterwards discloses the truth about them. If the image which they fostered was not a true image, it is in the public interest that it should be corrected.

14.62 This passage has been interpreted114 as having spawned a notion of general waiver of privacy in relation to anyone who has previously sought publicity in relation to private matters. However, it is debatable whether this is correct because it is evident from the passage quoted that at the heart of Lord Denning’s analysis is not so much a notion of waiver, but one of correcting false statements. He talks of disclosing ‘the truth’ about the plaintiff and ‘correcting’ the false image, but it does not amount to a general waiver. Indeed it might be said not to be a waiver at all, but rather an overriding of breach of confidence on the basis of the public interest. This is a topic that is considered in more detail elsewhere in this book.115

14.63 After the paragraph just cited, Lord Denning goes on to add:

In these cases of confidential information it is a question of balancing the public interest in maintaining the confidence against the public interest in knowing the truth … In this case the balance comes down in favour of the truth being told, even if it should involve some breach of confidential information. As there should be ‘truth in advertising,’ so there should be truth in publicity. The public should not be misled.

14.64 Even Bridge LJ’s very short judgment can be seen to be a statement concerning the right to correct a false image, rather than a general waiver:

It seems to me that those who seek and welcome publicity of every kind bearing upon their private lives so long as it shows them in a favourable light are in no position to complain of an invasion of their privacy by publicity which shows them in an unfavourable light.

14.65 Perhaps a better example of waiver than Woodward v Hutchins took place in the same year, when in Lennon v News Group116 Lord Denning MR rejected an appeal against the refusal to grant an interim injunction on the part of John Lennon against his ex-wife in relation to the disclosure of marital secrets on the basis that:

… the relationship of these parties ceased to be their own private affair. They themselves have put it into the public domain … One only has to read these articles all the way through to show that each of them is making money by publishing the most intimate details about one another and accusing one another of this that and the other and so forth. It is all in the public domain. I do not regard this as a breach of confidence at all.

14.66 The case is notable in that, first, it did not cite Woodward v Hutchins for this principle, and second, like that case, was a very short judgment in an appeal in relation to a motion for an interlocutory injunction. However, it is clear that the rationale is not just based on the correction of a false public image but rather that the courting of publicity gives one little right to complain about breaches of privacy more generally.

14.67 If Woodward, or at least Lennon, is interpreted in this manner, they are open to criticism for having created a very wide-ranging notion of waiver. The consequences seem far-reaching. What amounts to a courting of publicity and what information must it cover before one loses the protection entirely? Whilst there is undoubtedly some merit in the argument that celebrities should not have sole control of their public image via an army of PR professionals, agents, and the like, there are problems in assessing the extent of waiver in this context. Commentators117 have suggested that some notion of waiver is necessary to deal with obvious situations (eg photographs of the Duke and Duchess of Cambridge on the balcony of Buckingham Palace after their marriage), but it might be said such obvious situations are too limiting of the notion of waiver.

14.68 The difficulties inherent in construing consent in the privacy context were strikingly evident in Theakston.118 The waiver/consent argument was that the claimant TV presenter had given a number of interviews where he had to some extent discussed his private and sexual life, explaining how he had abandoned one-night stands and was now seeking a long-term girlfriend. Further, there was evidence that there had been articles in the press, not necessarily caused by him, where details had been given about his actual or alleged personal relationships with well-known personalities, or about one-night stands, which had not attracted any complaint from him.

14.69 First, Ouseley J followed the rationale of Woodward v Hutchins in holding that, because the claimant had specifically placed details of his private life into the public domain in order to project a flattering image of himself as a man attractive to women, he could not complain about disclosures that corrected this false image. As stated earlier, this was the correct interpretation of Woodward v Hutchins and does not amount to a doctrine of general waiver.

14.70 However, when it came to the assessment of consent (which was considered solely in relation to the question of whether the Mirror could publish details of what transpired at the brothel rather than the mere fact of having visited it) the judge held that there was no general consent:

The claimant has himself never put the details of his activity into the public domain. The details [of the sexual activity that took place in the brothel] do not relate to the burnishing of his image and it is only in respect of a failure to complain about others with whom he had had a relationship, publicising those details in the press, from which any form of consent could be inferred. It may well be that consent cannot readily be inferred and the claimant has a good case for saying that he has not consented to the publication of such details through merely failing to object to others revealing them.

14.71 Accordingly, Ouseley J’s view was, first, that consent could not be inferred from failure to complain about publicity, and second, could also not be inferred where Theakston had deliberately courted publicity, because the particular details in question had not been put into the public domain by him. Accordingly, this case should not be regarded as supporting a notion of implied consent, but rather as another case about the correction of a false image, which is a different point.

14.72 One of Lord Woolf’s suggested ‘guidelines’ for the grant or refusal of injunctions in privacy cases in A v B & C119 related to the extent that a celebrity had courted publicity. The Lord Chief Justice expressed the position in terms that are indicative of a type of general waiver of the right where such courting had taken place. Guideline (xii) is as follows:

Whether you have courted publicity or not you may be a legitimate subject of public attention. If you have courted public attention then you have less ground to object to the intrusion which follows.120

14.73 However, the House of Lords’ decision in Campbell v MGN121 has made it clear that there is no notion of general waiver in relation to the misuse of private information. Lord Nicholls noted122 that it was conceded by Campbell that she could not claim protection against disclosure of ‘public lies’ about not having taken drugs. But this was false image correction, not a waiver argument. Lord Hoffmann’s speech123 also began by noting this concession and its relationship to the right of the media to correct the record and report the fact that Campbell was addicted. However, though he went on to describe colourfully the symbiotic relationship of Campbell and the media, nowhere in his judgment did he indicate that such publicity-seeking and publicity-manipulation on Campbell’s part meant that she should be taken to have waived the right to prevent details of her addiction treatment from being reported. His conclusions were based more on the question of public interest and journalistic latitude.

14.74 Lord Hope noted the concession that had been made about the correction of a false public image and considered that the Court of Appeal had been right to accept this;124 Baroness Hale noted this,125 as did Lord Carswell.126 The speeches of the majority all proceeded on the basis that just because there had been some publicity-seeking on Campbell’s part that did not mean that her whole life was open to publication, and in particular, that details of her course of treatment at Narcotics Anonymous should be published. Notably, not even the minority speeches (of Lord Nicholls and Lord Hoffmann discussed above) took this approach.

F. Private Information that has become Public

14.75 Earlier in this chapter there was a discussion of the duration of the scope of the springboard doctrine in relation to the action for breach of confidence. It was concluded, based on recent authority, that irrespective of the agent of disclosure there could be no confidence in information that had wholly fallen into the public domain.127 It is now necessary to consider whether the same logic applies to the action for misuse of private information.

14.76 The starting point is that, in the general case, private information which has fallen into the public domain falls to be treated according to the third limiting principle of Lord Goff in Spycatcher.128

14.77 However, in Douglas v Hello!,129 the claim was in respect of information which, at that stage, had a short-term confidentiality and commercial value, ie photographs of a large but private celebrity wedding. Lord Nicholls explained that there were now two distinct causes of action, breach of confidence and misuse of private information. He then made it clear that the second of these actions did not depend on the material being out of the public domain:

In some instances information may qualify for protection both on grounds of privacy and confidentiality. In other instances information may be in the public domain, and not qualify for protection as confidential, and yet qualify for protection on the grounds of privacy. Privacy can be invaded by further publication of information or photographs already disclosed to the public.

14.78 In the same case, the Court of Appeal130 made it clear that photographs (at least) fell into a different category than other information:

Once intimate personal information about a celebrity’s private life has been widely published it may serve no useful purpose to prohibit further publication. The same will not necessarily be true of photographs. Insofar as a photograph does more than convey information and intrudes on privacy by enabling the viewer to focus on intimate personal detail, there will be a fresh intrusion of privacy when each additional viewer sees the photograph and even when one who has seen a previous publication of the photograph is confronted by a fresh publication of it. To take an example, if a film star were photographed, with the aid of a telephoto lens, lying naked by her private swimming pool, we question whether widespread publication of the photograph by a popular newspaper would provide a defence to a legal challenge to repeated publication on the ground that the information was in the public domain. There is thus a further important potential distinction between the law relating to private information and that relating to other types of confidential information.

14.79 Misuse of private information cases often put the notions of intrusiveness, harassment, and control of one’s image at the forefront of the action131 so that it often makes little sense to make a distinction between whether the information in question is in the public domain or not.

14.80 Furthermore, it is often difficult in relation to personal information to ascertain the margins of the public and the private. Such information is often known by a number of people (and therefore is not truly secret), yet not known by the public at large. In HRH Prince of Wales v Associated Newspapers132 Prince Charles’ handwritten travel journal was photocopied by a member of his private office and circulated to chosen members of his family, close friends, and advisers numbering up to about 40 people. The court took account of the fact that the envelopes were marked confidential, and also regarded the number of recipients as not so large as to suggest that the restricted circulation had not been effectively enforced, with the result that the information could not be regarded as having entered the public domain.133

14.81 The question of whether something has fallen into the public domain will be a matter of fact. Refusing the interim injunction in Mosley v News Group,134 Eady J noted that the footage in question had been seen by thousands of people on the Internet. He said:

The extent to which material is truly ‘in the public domain’ will ultimately depend upon the particular facts before the Court. In Attorney-General v Greater Manchester Newspapers Ltd [2001] All ER (D) 32 (Dec) the test was applied as to whether certain information was ‘realistically’ accessible to members of the public or only ‘in theory’.

And later:

The Court should guard against slipping into playing the role of King Canute. Even though an order may be desirable for the protection of privacy, and may be made in accordance with the principles currently being applied by the courts, there may come a point where it would simply serve no useful purpose and would merely be characterised, in the traditional terminology, as a brutum fulmen. It is inappropriate for the Court to make vain gestures.

14.82 On the facts of that case he concluded that the material was so widely available that granting an injunction would not make any practical difference and nothing left for the law to protect, notwithstanding that the material was intrusive and demeaning.

14.83 There are several other qualifications of the public domain principle in the context of private information. For example, in Spycatcher135 Lord Keith gave the example of where there is widespread publication abroad of personal information, the claimant might reasonably claim that publication of the same material in the UK would bring it to the attention of people otherwise unlikely to learn of it. He concluded:

The publication in England would be more harmful to her than publication in America. Similar considerations would apply to, say, a publication in America by the medical adviser to an English pop group about diseases for which he had treated them. But it cannot reasonably be held in the present case that publication in England now of the contents of Spycatcher would do any more harm to the public interest than has already been done.

14.84 In Green Corns v Claverley136 the claimant care home provider sought to prevent the defendant newspaper from publishing the addresses of proposed care homes as part of a campaign by residents of the areas to avoid having the homes built. Granting an interim injunction to prevent such disclosure, Tugendhat J held that the address information was private information within Article 8 ECHR, but the fact that some of the information was already known to some individuals did not mean that it the information was incapable of attracting legal protection. He concluded that the information was either not all in the public domain or, to the extent that it was, re-publication of it could cause harm to the carers and the children to be housed in the homes. He took the opportunity of reviewing recent authorities dealing with arguments about private information having fallen into the public domain, and concluded that a simplistic application of Lord Goff’s third limiting principle from Spycatcher was not appropriate. For example, re-publication of previously published information might cause harm to children.137

14.85 The above cases seem to focus on the obscurity of the publication, for example its publication abroad or on some Internet site that may not receive many visitors. However in WB v Bauer Publishing138 the issue was whether information concerning the identity of a man who had been acquitted of rape had been divulged via the existence of proceedings at the Old Bailey and some reporting a few weeks earlier in The Times newspaper. Even in these circumstances the notion of what is and what is not in the public domain may be difficult to define. Eady J referred to the words of Lord Keith in Spycatcher139 adding:

It may be more difficult to establish that confidentiality has gone for all purposes, in the context of personal information, by virtue of its having come to the attention of certain readers or categories of readers.

14.86 This seems to suggest that if the publication is in a national newspaper only a few weeks earlier, there may still be something left to protect, provided the category of reader of the earlier information is not the same as the later information.

14.87 A further difficulty with examining Article 8 rights from the perspective of the public domain is in the current state of the law blurring the public and private zones of a person’s life.140

14.88 In Von Hannover v Germany141 the information in issue comprised photographs showing Princess Caroline in various (mostly) public places such as restaurants on holiday and leaving her home. The European Court of Human Rights, in protecting such information, did not focus on whether the information was in the public domain or not on concepts of control over one’s personal life, and the right to be left alone in one’s interactions with other human beings. There was a zone of interaction of a person with others, even in a public context. The extent of this zone of interaction has been considered in subsequent cases such as John v Express Newspapers142 and Murray v Express Newspapers,143 and at present the position is that there is no clear line that can be drawn (as Patten J attempted to do in Murray at first instance) between routine acts such as ‘popping to shops to buy milk’ and other activities that are more an expression of one’s private life.

G. Duration of Obligations under Various Statutes and EU Law

14.89 The duration of obligations under statute is a subject which cannot be dealt with comprehensively within the limits of this book. There are a huge number of statutory bars to disclosure in existence. It is estimated that between 1993 and 2002 there were around 250 to 400 such provisions of primary or secondary legislation covering a wide array of subject matter, not all of which were in force.144

14.90 Section 75 of the FOIA gives the Secretary of State the power to repeal or amend any statutory provision that pre-dates commencement of the Act that conflicts with the duty of disclosure provided for in section 1 of the Act. Accordingly, the Department of Constitutional Affairs prepared a 2005 report145 aimed at systematically identifying the statutory provisions that prohibited disclosure. It identified 210 such provisions, of which 183 were susceptible to amendment as they were not implementing international confidentiality obligations and/or were not passed after 30 November 2000. Of this figure, 13 had already been amended or repealed by order under the FOIA by the time of the report;146 40 remained to be amended or repealed; 111 would be retained or were still under review; and 19 would be time-limited under section 75 FOIA with so-called ‘sunset’ clauses, ie providing so that the bar on disclosure expired automatically as regards information of a stipulated age.

14.91 Chapter 3 of the report deals with these sunset provisions in more detail, and the reader looking for more information is referred to the report for further detail. The provisions range from 10 to 90 years. The report states that the length of the sunset provision in question is based on an assessment of the potential sensitivity of the relevant information. Examples at the lower end of the scale include section 6 of the Industrial Training Act 1982 which grants powers to Industrial Training Boards to obtain information from employers and creates an offence if such information is disclosed without the consent of the individual concerned. This has been limited to 10 years. Similarly, under the Energy Act 1976, Schedule 2, paragraph 2 any information obtained under the Act is subject to a 20-year limit.

14.92 At the higher end of the scale are provisions in the Criminal Appeal Act 1995, section 23, pursuant to which it is an offence for present or former members of the Criminal Cases Review Commission to disclose information which has been disclosed to the Commission in the exercise of its functions. This is proposed to remain in place for 90 years. Under section 96 of the Companies Act 1989, information relating to the business or other affairs of a person, which has been supplied by an overseas regulatory authority must not be disclosed for 70 years.

14.93 Similarly, there are a great many EU provisions of both direct and indirect effect that impose a specific duration upon certain confidentiality obligations. Whilst specific issues arise in relation to these measures, a common theme is a policy goal of encouraging the flow of information from businesses to EU regulators, while respecting the trade secrets that may be contained in such information, at least for a limited duration. Again, complete treatment of this subject is beyond the scope of this book but the following are examples:

• The procedure for notifying the Commission of flavouring substances used in foodstuffs in regulated by a notification and evaluation procedure.147 This requires the supply of chemical formulae and other information which may amount to a trade secret or confidential information. The scheme provides in Article 3(2) that these flavouring substances be ‘designated in such a way as to protect the intellectual property rights of their manufacturer’. However it was deemed inappropriate for this information to remain confidential indefinitely. Therefore, under a Commission Recommendation of 21 April 1998148 a five-year period was stipulated, running from the date on which the Commission receives the list containing the flavouring substance in question or any dossier concerning any new flavouring substance. The date on which this period expires is entered in a register and in the evaluation programme.

• Similarly, Commission Directive 95/17/EC149 provides for Member States to specify criteria by which manufacturers of cosmetic products may, for reasons of trade secrecy, apply not to include one or more ingredients on the minimum list of ingredients that must be included on the packaging of cosmetic products. The scheme, in outline, is as follows. The manufacturer submits the name of the secret ingredient and the evaluation testing material. If the authority agrees that it is confidential then it grants a right of confidentiality that lasts for five years, extendable by application for a maximum of a further three years.150

• A Decision of the Bureau of the European Parliament of 6 June 2011151 relates to confidential information provided to the European Parliament in the course of its duties. This covers information or material designated by an EU security classification, the unauthorized disclosure of which could cause varying degrees of prejudice to the interests of the European Union or of one or more of the Member States. The Decision contains a number of provisions for the originator of the information to downgrade or declassify the information and automatic declassification held in the archives takes place at latest after 30 years.152
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A. Introduction

15.01 In a breach of confidence action, once it has been determined that an obligation of confidence exists, the claimant must next establish that the confidant has breached this obligation by making an unauthorized use or disclosure of the confidential information.1 Whether there has been a breach will be a question of fact2 involving a consideration of a number of issues. First it is necessary to examine how the obligation has been breached, whether by use, disclosure, or some other act in relation to the information in question.

15.02 Normally it is alleged that the confidant has either used or disclosed the confidential information.3 Usually this will be apparent from the facts, but it may be established by inference. Where technical information is in issue, such an inference may be established by showing a sufficient similarity of characteristics between the respective products or processes of a confider and a confidant. In these cases, the ‘coincidences’4 of similarities between the products or processes may be ‘too strong to permit of any other explanation’5 than use of the confidential information by the confidant. It will be necessary, however, for the confider to do ‘more than raise a suspicion’6 of use as a result of the similarities. Where business information is in issue, an unauthorized use of the information may not readily manifest itself in a similar product or process. Nevertheless, an inference of misuse may be drawn from an altered course of conduct on the part of the confidant which is explicable only by reference to the unauthorized use of confidential information. In Surveys and Mining Ltd v Morrison7 a geologist was held liable for the unauthorized use of confidential geological data which he had learnt in his capacity as consultant to the claimants. The misuse of the information was inferred from the fact that the geologist and his associates had applied for mineral leases after the confidential information had been disclosed to the geologist by the claimants, and from the haste with which these applications were then made.8

15.03 Second in the usual case, derivation must be shown, in the sense that the information was ‘directly or indirectly obtained’9 from the confider. Thus, conversely, if the confidant can show that he was already in possession of the information before the confidential disclosure, he cannot be liable for using or disclosing the information.10 However, it is not a defence to say that, though there was some derivation, the information was used only for a purpose which did not directly compete with the confider’s business or purely as a matter of convenience or short-cut.11

15.04 In CMI-Centres v Phytopharm12 Laddie J stated that, even at the interim injunction stage it was important for the claimant to be able to show, to the arguable standard, that the information had been used by the defendant. On the question of proving use, he laid down guidelines as to the sort of evidence that could give rise to a reasonable inference:

When a plaintiff asserts that a defendant has used confidential information there are a number of ways of proving it. The first is to produce direct evidence of use, for example from an employee of the defendant who has seen the information being put into practice or by finding documents showing what the defendant has done. Secondly, it may be possible to prove use indirectly by demonstrating the existence of some significant fingerprint.13 For example the defendant’s product may have dimensions, a design, composition, or behaviour which is only to be found in the plaintiff’s and which is consistent with the use of the information and inconsistent with use of non-contaminated sources. Similarly, it may be possible to show that the defendant has gone to all the same suppliers and customers as the plaintiff and that it would be highly unlikely that the same group would have been approached had the defendant been working from uncontaminated sources. Thirdly, it may be possible to persuade the court that the defendant could not have got to the position he has with the speed he has had he simply started from legitimate sources and worked everything out for himself. This last is particularly difficult. It depends on comparing how far the defendant has gone with an assessment of how long it would have taken him to reach that stage deploying the resources he has put into the endeavour without cutting corners. Whether the defendant’s progress suggests misuse of confidential information therefore involves assessing (a) how far he has got, (b) how long it took him to get there, (c) what resources he put into the development and (d) the quality of the personnel he used for the development work.14

15.05 Crucially, it must be established that the use or disclosure made by the confidant amounts to a breach of confidence in the light of that person’s objective knowledge or notice of the confidentiality of the information. The scope of obligation should be determined by what a reasonable person, standing in the shoes of the defendant, would understand was not permitted. In the first edition of this work, it was suggested that the touchstone of liability was whether the use of the information was ‘inconsistent with the purpose for which the confidential information was imparted to [the confider]’. However, in this edition we have departed from that thesis as a basis for liability, and have instead suggested that the true test of whether the obligation arises is whether there is notice of confidentiality, objectively assessed.15 The factors that may be relevant to establishing knowledge or notice of confidentiality may of course include, among other factors, whether the information is disclosed for a specific, limited purpose, and whether it is understood, from the context of the disclosure, that the information will not be used for another purpose.16

15.06 The limited purpose of the disclosure will often be a factor within the ‘notice of confidentiality’ test. And when considering the purpose, the court will look to the terms of any agreement between the parties pursuant to which the information was disclosed,17 or, where the obligation of confidence arises in a non-contractual way, will review the circumstances in which the disclosure was made.18 Thus, if the information was imparted during pre-contractual negotiations, the court will scrutinize these negotiations to determine whether the information was revealed only for the purpose of enabling the confidant to decide whether to enter into a contractual arrangement for the exploitation of the information. If such a purpose is apparent, and the confidant has used the information inconsistently with this purpose—for example, by exploiting the information on his own account without reference to the confider—then he may be liable for breach of his duty of confidence.

15.07 The question of breach and the relevance of the purpose for which the information was provided arose in R v Department of Health ex p Source Informatics,19 where Source Informatics collected information about doctors’ prescribing habits from doctors and pharmacies. The information in question was anonymized so that all information that could identify the patient was removed, and then compiled into a database for commercial exploitation. Source Informatics argued that there had been no breach, because there was no misuse of the relevant (ie identifying) part of the information. The Department’s counter-argument was that because the information had been provided by the patient for the limited purpose of seeking medical advice and treatment, there was a breach of confidence by any use of any part of the information beyond that limited purpose.

15.08 Simon Brown LJ cited a passage from the first edition of this book that emphasized the practical effects of the defendant’s misconduct. After reviewing the relevant authorities he concluded:

To my mind the one clear and consistent theme emerging from all these authorities is this: the confidant is placed under a duty of good faith to the confider and the touchstone by which to judge the scope of his duty and whether or not it has been fulfilled or breached is his own conscience, no more and no less. One asks, therefore, on the facts of this case: would a reasonable pharmacist’s conscience be troubled by the proposed use to be made of patients’ prescriptions? Would he think that by entering Source’s scheme he was breaking his customers’ confidence, making unconscious use of the information they provide?

The Court went on to hold that the defendant’s conscience would not be troubled because he would have considered that the patient’s privacy was safeguarded by anonymization.

15.09 The touchstone of whether a defendant’s conscience is troubled would seem to have the advantage of flexibility. However, we consider that there are at least two major problems with it. First, it is somewhat circular—why should someone’s conscience be troubled unless the other party has a legitimate right to protect? Secondly, it is too vague to be workable. In London Regional Transport v The Mayor of London,20 Sedley LJ suggested that the ‘methodical concept of proportionality’ which the Strasbourg Court had adopted under the ECHR was a more useful guide (though it may be said that might also be open to criticism on grounds of vagueness). He said:

It seems to me, with great respect, that this now well established approach furnishes a more certain guide for people and their lawyers than the test of the reasonable recipient’s conscience. While the latter has the imprimatur of high authority, I can understand how difficult it is to give useful advice on the basis of it. One recipient may lose sleep a lot more readily than another over whether to make a disclosure, without either of them having to be considered unreasonable. If the test is whether the recipient ought to be losing sleep, the imaginary individual will be for practical purposes a judicial stalking-horse and the judgment more nearly an exercise of discretion and correspondingly less predictable. So for my part I find it more helpful today to postulate a recipient who, being reasonable, runs through the proportionality checklist in order to anticipate what a court is likely to decide, and who adjusts his or her conscience and conduct accordingly.

15.10 In general someone will be liable for breach of confidence if he misuses only part of the confidential information which has been disclosed to him, provided that the misuse relates to a material part of the information.21 In Amber Size and Chemical Co Ltd v Menzel22 the defendant, while in the employ of the plaintiffs, acquired a knowledge of ‘very material portions’23 of the plaintiffs’ secret process for the manufacture of size. After leaving the plaintiffs’ service, the defendant was employed by a competitor of the plaintiffs as size-maker. In this capacity, he attempted to reproduce the plaintiffs’ process, but was unsuccessful owing to the lack of one small detail. Even though unable to reproduce the process in toto, the defendant was held liable for breach of duty, and an injunction was granted to restrain him from using ‘the whole or any material part’24 of the process.

15.11 This approach was specifically approved by Simon Brown LJ in Source Informatics,25 the Court of Appeal holding the anonymized information was not a material part of the information because it was not the identifying part.

15.12 A further example where insufficient detail was taken and used is De Maudsley v Palumbo,26 where, on the evidence, the defendant had used only part of the information imparted to him by the claimant concerning a proposal for new night club, such information being quite general in nature, ie that the club would remain open all night, that it would be large and decorated in a ‘high tech industrial’ style, that it would have separate areas for dancing, resting, etc, that it would have a separate dance area which was acoustically sealed from the other areas, and that top international DJs would appear. The defendant’s nightclub also stayed open all night and had separate dance areas, but Knox J held that this was an insufficient use of the idea, taking account of its generality and the fact that important features were not taken.

15.13 In principle, though, the law allows for a claimant to claim breach of confidence where relatively small parts of the information have been taken or used. A case such as Amber Size and Chemical Co Ltd v Menzel27 illustrates an important difference between breach of confidence and patent infringement, for example. Liability for infringement of a patent is a complex subject,28 but in general requires the use of the invention set out in the claims of the patent. Patent law recognizes that claims should be given a purposive construction, but once the claims are so construed the infringement must fall entirely with the claims in order to be actionable.29 Thus, if the Amber Size case30 had been concerned with a patent infringement, it would seem that the defendant would not have been liable, because the process that he reproduced was lacking an essential detail of the claimants’ secret process. It can be seen, therefore, that the breach of confidence action can therefore provide, in certain circumstances, more comprehensive protection for industrial information than a patent.

15.14 There are also major distinctions between infringement of copyright and breach of confidence. The first issue relates to substantiality. Whereas traditionally copyright holds that there has been infringement of works only if the parts reproduced are considered to be substantial, assessed qualitatively,31 the breach of confidence action may cover elements which would not satisfy this standard. A further difference is that breach of confidence may protect the abstract, unexpressed idea rather than the expression, whereas copyright focuses on the expression. Copyright relates, in its most basic form, to works that are recorded in a material form,32 whereas confidence may protect information which is imparted verbally or simply gleaned from a situation, such as trade secrets from a workplace.33 A final distinction is that copyright often excludes from the scope of protection functionality and other concepts where the relevant input from the author is not said to be his ‘own intellectual creation’.34 These concepts are, however, protectable under the law of breach of confidence.

Transformative use

15.15 What is the position where the defendant transforms the use so that it is no longer recognizable in the disclosure or use that he has made of it? In Ocular Sciences v Aspect Vision Care35 Laddie J emphasized that36 this was very much a question of fact in each case:

It is not every derived product, process or business which should be treated as a camouflaged embodiment of the confidential information and not all ongoing exploitation of such products, processes or business should be treated as continued use of the information. It must be a matter of degree whether the extent and importance of the use of the confidential information is such that continued exploitation of the derived matter should be viewed as continued use of the information.

15.16 He went on to hold that on the facts of that case the contact lens design computer program in question contributed very little, if anything, to the defendant’s spreadsheet, and was only for the purposes of reassurance. Even if that was an illicit use, nothing flowed from it and it was not suggested that the spreadsheet would have been any different had the program not been looked at. In effect the use was trivial. This affected the question of whether there was a breach as well as whether any relief would be granted.

15.17 Within his discussion of the springboard doctrine37 Megarry J in Coco v AN Clark38 also considered transformative use. He posited two scenarios. The first was where the information was partly public and partly private and the recipient of the information adds in confidence ideas of his own, improving the initial scheme. The second was where there was imparted some important but straightforward detail in confidence, for example that use of aluminium instead of steel that would transform a product’s failure into success, which the confidant could probably have found out for himself in due course. He suggested that in both cases the confidant would be enjoined from using the information as a springboard.39

Acquisition as breach

15.18 In general the case law has tended to focus on use or disclosure of information as founding liability for breach of confidence. However in Tchenguiz v Imerman40 the Court of Appeal has recently suggested novel forms of breach by way of access and acquisition of information. The case arose in the context of a marital dispute and the particular rules41 that have grown up concerning the right of a spouse to take and use information concerning the other spouse’s assets for the purposes of proceedings for ancillary relief. Mrs Imerman’s brother, fearing that her husband would conceal his assets, accessed a server in an office which he shared with Mr Imerman, and copied information and documents which Mr Imerman had stored there. The documents were passed on to Mrs Imerman’s lawyers so that they could be used in the divorce proceedings.

15.19 Lord Neuberger MR, giving the judgment of the Court of Appeal, said:

If confidence applies to a defendant who adventitiously, but without authorisation, obtains information in respect of which he must have appreciated that the claimant had an expectation of privacy, it must, a fortiori, extend to a defendant who intentionally, and without authorisation, takes steps to obtain such information. It would seem to us to follow that intentionally obtaining such information, secretly and knowing that the claimant reasonably expects it to be private, is itself a breach of confidence. The notion that looking at documents which one knows to be confidential is itself capable of constituting an actionable wrong (albeit perhaps only in equity) is also consistent with the decision of the Strasbourg court that monitoring private telephone calls can infringe the article 8 rights of the caller: see Copland v United Kingdom (2007) 25 BHRC 216.42

15.20 He went on the state that it would be a breach of confidence for a defendant, without the authority of the claimant, to ‘examine, or to make, retain, or supply copies to a third party of, a document whose contents are, and were (or ought to have been) appreciated by the defendant to be, confidential to the claimant’ and, further, that a claimant should be able to prevent any threat by an unauthorized defendant ‘to look at, copy, distribute any copies of, or to communicate, or utilise the contents of the document (or any copy), and also be able to enforce the return (or destruction) of any such document or copy’.43

15.21 Some of these acts of breach are familiar, others not. For example, the supply of copies of confidential documents to a third party might be thought to be equivalent to disclosing their contents, a classic act of breach of confidence. Others, however, are novel in this context and appear to be more redolent of other causes of action such as copyright (‘retaining or supplying copies’) or even trespass (‘looking at’).

15.22 The justification for this new range of potential acts of breach of confidence was based on the risk of loss of confidentiality in the original information:

Without the court having the power to grant such relief, the information will, through the unauthorised act of the defendant, either lose its confidential character, or will at least be at risk of doing so. The claimant should not be at risk, through the unauthorised act of the defendant, of having the confidentiality of the information lost, or even potentially lost.44

15.23 It remains to be seen how this case will influence breach of confidence actions in the future. Certainly it suggests a wider basis for liability than had been suggested by previous authorities on breach of confidence. It may be that such acts would only found liability in respect of private information under Article 8 ECHR (as the first quote cited above suggests) but the second extract suggests that these acts amount to breaches not so much because they are in respect of private information but because they have the potential to undermine the confidentiality of any information. This latter principle could be of broader application.

Reverse engineering

15.24 What is the position where a product is on the market and the defendants wish to reverse engineer it in order to find out how it works? There is a surprising dearth of case law in the United Kingdom45 but what little there has been suggests that the information embodied in such a product is not protected.46 In the US, the Supreme Court in Kewanee Oil Co v Bicron Corp observed that ‘trade secret law does not forbid the discovery of the trade secret by fair and honest means e.g. independent creation or reverse engineering’.47 International law is inconclusive on the point.48

15.25 In Mars UK Ltd Teknowledge Ltd49 the product in issue was a coin-receiving and changing mechanism, which included a discriminator whose function was to determine the authenticity and denomination of a coin fed into the machine. This worked using electrical sensors that took a series of electrical measurements of a coin as it passed through the device using parameters stored on a programmable memory chip. The discriminator in issue was known as the Cashflow. This had the ability to be reprogrammed for new coin data. This facility was protected against fraud by way of a serial communications protocol and an encryption system which Mars kept confidential, whilst recognizing that it would be difficult but not impossible to ‘crack’. Mars kept the machines’ programs up to date by allowing independent service companies a decryption tool to program the Cashflows for a fee. The defendants managed to reverse engineer the Cashflow.

15.26 Jacob J began the analysis by summarizing Mars’ case that where someone engaged in reverse engineering sought to circumvent encryption:

[Mars argued that] … then he is put on notice that the maker regards what is encrypted is confidential. So the encrypted information is to be regarded in law as a trade secret and treated as such. It is unlawful, being a breach of confidence, for anyone, without lawful excuse, to decipher the code. So far as I can see the contention must equally apply if the reverse engineer discovers a physical lock in the device and decides to pick that lock—anything which the maker obviously and deliberately put in the way of discovering how the thing works is enough to give rise to an obligation of confidence. Mere difficulty in doing the job is not enough—there must be some element of deliberate difficulty put in the way. Mars make no bones about the far-reaching nature of their case. In the words of their closing submissions ‘the issue is whether it is possible to impose confidentiality upon someone who receives information by purchasing an article in the open market’.50

15.27 Applying the Coco v AN Clark51 approach, he considered that such information did not have the ‘necessary quality of confidence’ because the product was on the market and anyone who had the skills could dismantle it or work it out, or at least acquire such skills if they so chose. As to the second requirement, that of ‘communication in circumstances importing an obligation of confidence’, Jacob LJ rejected Mars’ argument that the fact of encryption was equivalent to a notice saying ‘confidential—you may not de-encrypt’ on the basis that the only message of the fact of the encryption was that the engineer would understand that the source of the information did not want him to have access, but that is all. He has no other relationship with that source.

15.28 Although Jacob J did not go on to consider the requirement of breach expressly, it is suggested that had he done so, his conclusion ought logically to have been that there was no breach since use of the information is always bound up with an examination of the extent to which it is confidential in the first place. In X Limited v Nowacki52 the trial of a preliminary issue on the confidentiality (but not breach) had been allocated to Christopher Floyd QC sitting as a Deputy High Court Judge. He said:

… in a breach of confidence case, the issue will normally be whether the information actually used by the Defendant was confidential information of the Claimant. Much time and effort may be spent on a preliminary issue deciding that certain information is confidential only to discover that the allegation of use is not made out. Moreover information may be confidential only if used in combination with other information: until one knows what has been used, a finding about confidentiality can be fraught with difficulty.

15.29 It is suggested that the converse is also true. In order to examine whether breach has occurred it is necessary to consider the nature and scope of the information in question, and this in turn requires an examination of the confidentiality obligation in question and the circumstances in which it has arisen.

15.30 We suggest that there are good reasons to permit reverse engineering. First, reverse engineering is, as a matter of fact, widespread in many industries and is a common means for competitors, not just copyists, to acquire the means of knowledge of another product in order to innovate. This brings into focus some of the considerations with which the patent system is concerned, namely that protection is accorded in return for publication of the information, allowing innovation by others. It is also notable that when the European legislature has considered analogous issues in the fields of software and semiconductor chips, it has expressly provided for reverse engineering-type defences.53 Finally, as commentators have argued,54 reverse engineering is usually difficult and time-consuming anyway, at least in high-tech and software industries, which is itself a barrier to engaging in it. Once it is done, moreover, the reverse engineer is unlikely to want to share the fruits of his labours with others, thereby safeguarding the information at least to that extent.

The mental state of the defendant

15.31 A question of considerable importance is whether it is necessary to show that a defendant has acted consciously or deliberately in misusing confidential information before liability will arise for breach of an obligation of confidence. This question, which concerns the role of knowledge in the breach of an obligation, is to be distinguished from the relevance of a defendant’s state of mind in attracting an obligation of confidence.55 This latter issue has been discussed above.56 Once this issue has been decided, and it is established that a defendant is bound by a duty of confidence, then the present question arises, and it must be decided to what extent the defendant’s state of mind is relevant to determining whether his misuse of information constitutes a breach of his duty of confidence.

15.32 The cases seem to clearly support the view that it is not necessary to show that a confidant has either deliberately or dishonestly misused information in order to establish that he has breached his duty of confidence. The duty is broken simply by an unauthorized use or disclosure of information, and the state of mind of the confidant in so misusing the information is irrelevant.

15.33 In Seager v Copydex Ltd57 the Court of Appeal held the defendant company liable for making subconscious use of information disclosed to it in confidence by the claimant. The two parties had been involved in extensive but inconclusive negotiations aimed at establishing an arrangement for exploiting a carpet grip (the ‘KLENT grip’) which the claimant had invented. After the negotiations had broken down, the defendants set about designing a carpet grip of their own, and in due course marketed one. The claimant claimed, however, that, during the negotiations in respect of the KLENT grip, he had disclosed details concerning an alternative form of grip, and alleged that the defendant’s grip embodied certain features of his model. The defendants, on the other hand, maintained that the claimant had merely mentioned the possibility of his alternative model during the negotiations and denied that any specific details concerning it had been disclosed. The court found in favour of the claimant. Although it was held that the defendants ‘honestly believed the alternative was their own idea’,58 the court found that ‘they must unconsciously have made use of the information’59 which the claimant had given them.

15.34 A similar finding of liability for subconscious misuse was made in the Terrapin case.60 In that case, the first defendants manufactured portable buildings under contract for the claimants. For the purpose of the contract, the claimants disclosed two classes of information to the first defendants—general information concerning a type of portable building, the Mark 24 unit; and more specific information. It was found that the first defendants had deliberately misused the specific information. Their works manager denied, however, using the general information concerning the Mark 24 unit in the design of the defendants’ own unit. Roxburgh J held that, even if the works manager had not deliberately used this class of information for the defendants’ purposes, his mind was ‘saturated’61 with it, and he must have at least subconsciously utilized it in the course of designing the defendants’ unit.

15.35 The decision of Cross J in National Broach & Machine Co v Churchill Gear Machines Ltd62 also confirms the view that liability will arise for the subconscious misuse of confidential information. The claimant and the defendants were parties to a licensing agreement which was terminated in 1960. Over the final months of the agreement, the defendants had commenced to manufacture on their own account machines similar to the ones which were the subject of the licensing agreement. The claimants claimed that, in so doing, the defendants had misused confidential information which had been disclosed to them for the purposes of the licensing agreement only. The defendants admitted that they had used certain confidential drawings of the claimants for their own purposes, but claimed that the use of these drawings had resulted from a misunderstanding amongst their engineering staff and that they had acted at all times in good faith. It transpired that, when the licensing agreement had been terminated, the defendants had issued instructions to their staff that any new machine developed by them must be totally different from the claimants’ machine. Furthermore, the staff were ordered to gather together all the claimants’ drawings and to put them to one side. These instructions were misinterpreted by the defendants’ engineering staff who, although putting aside the claimants’ original drawings, retained copies of them and subsequently made use of the retained copies. Cross J accepted that the defendants, ‘though guilty of negligence with regard to the copies of the drawings, were acting in good faith’.63 It appeared that the defendants only became aware that they were not entitled to continue using copies of the claimants’ drawings when the claimants delivered to them particulars of their alleged breach of confidence under the statement of claim in the action. At this stage, they attempted to regularize their internal management by engaging an independent third party to make fresh drawings for them without the aid of any of the claimants’ information. Despite being ‘certainly satisfied that the continued use of the copies in the first place was a mistake and that the defendants [had] never used any drawings which they knew they were not entitled to use’,64 Cross J ordered an enquiry into damages sustained by the claimants as a result of the defendants’ mistaken, but unintentional, misuse of the drawings. He further ordered an injunction to restrain the defendants from continuing to use any of the claimants’ confidential information since he was not satisfied that the defendants’ internal management in respect of the drawings had ‘even yet been completely regularized’.65

15.36 These three cases66 seem to be based squarely on the proposition that liability will arise for subconscious and bona fide misuse of confidential information by a defendant subject to an obligation of confidence. Two Australian cases are based on the same proposition.67 In the first case, Interfirm Comparison (Australia) Pty Ltd, the defendants were held liable for breach of confidence though acting ‘not deliberately … but by oversight or error’;68 and, in the second case, Talbot v General Television Corporation Pty Ltd,69 the defendants were held liable for subconsciously plagiarizing an idea for a series of television programmes which the plaintiff had communicated to them in confidence.70

15.37 Contrary to these decisions is Paul v Southern Instruments Ltd71 in which first Edmund Davies J and later the Court of Appeal changed the terms of an interim injunction so that the defendants were restrained from using only confidential information which they were aware was derived from the claimants, and which they were therefore not entitled to use. The report of the case72 is very truncated, however, and, while it seems that the Court of Appeal was against the grant of an injunction which embraced ‘something entirely innocent’,73 the court’s reasons are insufficiently clear to present a serious challenge to the authority of Seager v Copydex Ltd74 and the other cases discussed above.

15.38 More recently, the Court of Appeal in Vestergaard v Bestnet75 refused to follow the approach of Seager v Copydex where the defendant in question was not actually using the information in question and had never done so. The relevant defendant in that case had been held at first instance to have breached a contractual duty of confidence even though it was not suggested or shown that she had access to the relevant information or that she even knew that it had been used in the defendant’s product. It was merely shown that she was involved in setting up the defendant company and developing it commercially. Although Jacob LJ recognized that Seager v Copydex meant there could be liability in the case where the defendants were using the information, albeit unconsciously, where there had been no use, no liability could attach.

15.39 The rule imposing strict liability on a defendant for breach of duty would seem not only correct on authority but also desirable. First, the rule can be defended on the basis that the defendant’s state of mind will already be likely to have been considered by the court as part of the wider determination in the first place of whether there is notice of confidentiality, objectively assessed.76 In either case the defendant either was or should then have been alerted to his responsibilities and should have made appropriate arrangements to ensure that he would not be placed in a position where he might make either conscious or subconscious use of the information. If he failed to take appropriate measures, then the responsibility should rest with him, and he should be held liable for any misuse of the information which he subsequently makes.

15.40 Second, the elusive way in which ideas may subconsciously influence the mind of their recipient also suggests the need for strict liability in determining whether an obligation of confidence has been broken. An idea may recede into the back of the mind of the recipient and, although not consciously drawn upon by the recipient, may influence the development of other ideas.

15.41 Strict liability for misuse of information by a defendant also serves to distinguish the duty of confidence from a duty of care. Negligence on the part of a defendant is relevant77 in determining whether a duty of confidence has been broken only if the negligence results in an unauthorized use or disclosure of the confidential information.78 Care on the part of the defendant is not the measure by which it is assessed whether a duty of confidence has been discharged. It is not so much whether the defendant is careful with the information that matters. Rather, what matters is whether information, with its characteristic of mobility, and its qualities of value for commerce or industry and power for revealing the state of one’s private life, has actually been misused. In attaching liability for subconscious misuse, the courts have taken special cognizance of the nature of information as the medium by which a confidence has been formed and by which, equally, it can be broken with possibly ruinous consequences.

A requirement of detrimental use?

15.42 In Coco v Clark79 Megarry J examined in general terms—and obiter—whether the third requirement of liability for breach of confidence was one of use causing detriment to the claimant. He said:

Some of the statements of principle in the cases omit any mention of detriment; others include it. At first sight, it seems that detriment ought to be present if equity is to be induced to intervene; but I can conceive of cases where a plaintiff might have substantial motives for seeking the aid of equity and yet suffer nothing which could fairly be called detriment to him, as when the confidential information shows him in a favourable light but gravely injures some relation or friend of his whom he wishes to protect. The point does not arise for decision in this case, for detriment to the plaintiff plainly exists. I need therefore say no more than that although for the purposes of this case I have stated the proposition in the stricter form, I wish to keep open the possibility of the true proposition being that in the wider form.79a

15.43 The case law does not contain a clear answer, with some authority suggesting that there is a requirement to show detriment80 and other authority not.81 We prefer the view that the requirement of detriment is not a discrete element, but rather is subsumed within both the nature of the information in question and the scope of the obligation. In almost all cases where there is an obligation and there is breach, there is likely to be detriment in some form. That said, it is possible to conceive of cases (other than Megarry J’s example) where no real detriment is suffered. In the case of technical secrets, there is no requirement that the information be used in order to compete with the claimant (and thus to cause him direct economic detriment in that sense) and so in such a case it might be suggested that there is liability without any real detriment. Equally in the private information context, a claimant’s action may be motivated by the desire financially to exploit his or her own public image rather than to allow it to be exploited by another and so suffer no detriment as such. However, in both these cases, a court is likely to find that there is a breach. Alternatively, it may be possible to conceive of the detriment as a loss of a potential licence fee.

B. Misuse of Private Information

15.44 In the context of an action for misuse of private information, there are two stages to the analysis. They are, first, not whether the information is confidential, but whether it is private and thus engages Article 8 ECHR; and secondly, that the courts should undertake a balancing exercise between Articles 8 and 10 ECHR.82 Therefore the issues in misuse of private information cases rarely concern the question of ‘breach’ in the sense just discussed in relation to the traditional action for breach of confidence. Concerns about how much information has been taken, whether it has been transformed or altered, and whether the conscience of the defendant is troubled, etc are not strictly applicable in relation to the action for misuse of private information. Sedley LJ’s suggested approach of looking at the ‘methodical concept of proportionality’ from ECHR jurisprudence (see London Regional Transport v The Mayor of London83) is clearly applicable here.

15.45 For further detail on the nature of obligations in relation to private information the reader is referred to Chapter 7 on personal confidences. It is clear that an important interest protected in these sorts of cases is the right not to be intruded upon and not to be embarrassed or distressed either by the act of intrusion or the subsequent publication of the relevant information.

15.46 In the traditional action for breach of confidence, as we have seen, there may be a breach even when small, relatively inconsequential, amounts of information are taken.84 Within the context of private information, however, many cases focus rather on the level of distress caused by the publication of the particular information in question. This can be demonstrated by considering the majority rationale in Campbell v MGN.85 Lord Hope made it clear that he regarded the publication of details of Campbell’s treatment, and more particularly the photographs, as causing offence to Campbell:

It does not require much imagination to appreciate the sense of unease that disclosure of these details would be liable to engender, especially when they were accompanied by a covertly taken photograph. The message that it conveyed was that somebody, somewhere, was following her, was well aware of what was going on and was prepared to disclose the facts to the media. I would expect a drug addict who was trying to benefit from meetings to discuss her problem anonymously with other addicts to find this distressing and highly offensive.85a

15.47 Baroness Hale gave short shrift to the argument that the facts at issue in the case were merely trivial—a prima donna celebrity against a tabloid, both of whom at one time or other profited from each other. That said, not every private fact about a celebrity was liable to be misused by the reporting of it.

The weight to be attached to these various considerations is a matter of fact and degree. Not every statement about a person’s health will carry the badge of confidentiality or risk doing harm to that person’s physical or moral integrity. The privacy interest in the fact that a public figure has a cold or a broken leg is unlikely to be strong enough to justify restricting the press’s freedom to report it.85b

15.48 Baroness Hale’s view was that, examined more closely, however, the information was far from trivial in that it related to Campbell’s physical and mental health and a potentially life-threatening addiction to drugs. It was bound to cause her distress, particularly when coupled with the use of the photographs.

15.49 Finally, Lord Carswell also focused on the distress that the publication caused Campbell. He considered that the evidence of any effect on her therapy was inconclusive but did create a risk of setting back her recovery.85c

15.50 Similarly in Murray v Express Newspapers86 the claimant was David Murray, the one-year-old son of JK Rowling, author of the successful Harry Potter series of books. Proceedings had been issued in his name in respect of photographs that were taken covertly with a long-range lens camera in a public street whilst David was in a buggy being pushed by his father with his mother alongside. The photographs showed David’s face in profile, his hair, and clothing, and also his mother walking alongside the buggy. The judgment of the Court of Appeal noted that whilst it was true that a child of 19 months is likely to be oblivious of such photographs and therefore not to have suffered distress or harassment as a result of them being taken,87 the judge had focused too much on the taking of the photographs (they were clandestine anyway) and not enough on their publication.88 The Court approved a test as follows:89

the ‘acid test’ to be applied by newspapers in writing about the children of public figures who are not famous in their own right (unlike the Royal Princes), is whether a newspaper would write such a story if it was about an ordinary person.

15.51 Applying this test, David had a reasonable expectation of privacy, in the sense of a right to be left alone and not have photographs of him published in the newspapers, and this had been breached, irrespective of whether the taking of the photographs caused any distress or intrusion.

15.52 In Wood v Commissioner of Police for the Metropolis90 a campaigner against the arms trade was photographed by police as he came out of a hotel where a meeting was taking place, without any evidence that he had actually been involved and without establishing his identity. The Court of Appeal considered that the mere taking of photographs in the public street did not engage Article 8. Laws LJ stated that in order to engage Article 8 the case had to have the requisite level of ‘seriousness’ about it. He also made a distinction between the mere taking of such photographs in a public street and use that could cause harm, for example via publication. Again, this suggests that the extent to which the publication causes distress is an important criterion for establishing breach.

15.53 Absence of consent by the claimant may have a significant impact on whether there is a finding of misuse. In Wood91 Laws LJ said:

The notion of the personal autonomy of every individual marches with the presumption of liberty enjoyed in a free polity: a presumption which consists in the principle that every interference with the freedom of the individual stands in need of objective justification. Applied to the myriad instances recognised in the article 8 jurisprudence, this presumption means that, subject to the qualifications I shall shortly describe, an individual’s personal autonomy makes him—should make him—master of all those facts about his own identity, such as his name, health, sexuality, ethnicity, his own image, of which the cases speak; and also of the ‘zone of interaction’ (the Von Hannover case 40 EHRR 1, para 50) between himself and others. He is the presumed owner of these aspects of his own self; his control of them can only be loosened, abrogated, if the state shows an objective justification for doing so.

15.54 Tchenguiz v Imerman92 suggests that in private information cases (at least) there may be liability for acts other than publication causing distress. It was suggested that there could be liability merely for obtaining and looking at personal information, the rationale being that without such liability there was an increased risk in such information being disclosed.
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A. Introduction

16.01 This chapter considers public interest defences to an action for breach of confidence and misuse of private information.

16.02 As regards the traditional breach of confidence of action, the public interest defence is now very wide-ranging, having been originally confined to ‘just cause or excuse’, or, even more narrowly, the ‘disclosure of iniquity’. In the first edition of this work, the author examined the role of the public interest principally within this context looking at how, for example, the public interest in disclosing iniquity overrode alleged confidence. The author’s view in 1984 was that the defence had reasonably clear limits which had been extended to some extent, for example to cover not just actual misdeeds, but a reasonable suspicion of such, and not just actual crimes, but possibly civil wrongs as well. In addition, he demonstrated how the defence had been extended to cover ‘community interests’, such as where disclosure might be justified of matters medically dangerous to the public or in order to uncover conduct which misled the public. However, the defence has now extended well beyond these limits. Accordingly, the first part of this chapter will trace this development.

16.03 The second part of this chapter will deal with defences to privacy actions. In the first edition of this work, privacy cases were considered alongside cases involving other kinds of confidential information, and were comparatively few in number. That is no longer appropriate following the Human Rights Act 1998 (HRA) and substantial case law that followed in its wake. The public interest still has a role to play in this context but needs to be examined separately.

16.04 It may be queried whether it is legitimate to divide the case law up in this way. The reason for doing so is to reflect the courts have tended to do this in the last decade, identifying the action in question either as ‘traditional’ breach of confidence or ‘extended’ breach of confidence (ie misuse of private information) or both.1 This seems right because only the latter claim engages Article 8 rights given that, so far, the courts have been resistant to conferring a right of privacy on legal persons as well as natural ones.2 In addition, though both actions may engage Article 10, the right to freedom of expression has tended to have less weight in the privacy context, at least in the ‘kiss-and-tell’ cases.

B. The Public Interest Defence to the Action for Breach of Confidence

A defence of just cause or excuse?

16.05 The defence that there is a public interest in disclosure in the action for breach of confidence has its origins in the defence of just cause or excuse. The existence of the defence of just cause or excuse has been recognized by the courts in a large number of cases.3 In certain situations the defence operated to destroy any obligations of confidence which might otherwise have existed, that is where the alleged confidence related to the commission of a crime or civil wrong, since, in these cases, it was said that ‘there is no confidence as to the disclosure of iniquity’.4

16.06 Gartside v Outram5 seemed to proceed on the basis that just cause or excuse was not so much a defence but rather a way for the defendant to argue that no confidence arose in the first place. The approach of treating the public interest as a defence that arose after the elements of the action had been made out has been criticized by, among others, Gummow J in the Federal Court of Australia, who said that it was ‘picturesque if somewhat imprecise’6 notion and, further, that it was ‘not so much a rule of law as an invitation to judicial idiosyncrasy by deciding each case on an ad hoc basis as to whether, on the facts overall, it is better to respect or to override the obligation of confidence’.7

16.07 Nevertheless, the English courts have repeatedly recognized the public interest as a defence, or as part of the freedom of expression analysis, whilst regularly warning of its strict limits.8

16.08 The defence originally developed to apply in situations where the obligation of confidence might still exist, but the breach was nonetheless justified on the grounds of a reasonable suspicion that the confidence related to an iniquity even though the suspicion turned out to be unfounded. Such would be the case when the police are justified in intercepting and monitoring private telephone conversations on the basis of a reasonable suspicion that the conversation related to the commission or proposed commission of a crime.9 If it transpired that the conversations were innocuous, any confidence existing in them would not be annihilated by the defence, but the intrusion and use of the information would be justified. Similarly, police officers could disseminate photographs of a convicted thief while he was in custody (which photographs would normally be confidential) to shopkeepers concerned about theft in the area because there was a prospective public interest in the prevention and detection of crime.10

16.09 The basis of the just cause or excuse defence was formulated by Lord Denning MR in Initial Services Ltd v Putterill11 in which he stated that it:

… should extend to crimes, frauds and misdeeds, both those actually committed as well as those in contemplation, provided always—and this is essential—that the disclosure12 is justified in the public interest. The reason is because ‘no private obligations can dispense with that universal one which lies on every member of the society to discover every design which may be formed contrary to the laws of the society, to destroy the public welfare’: Annesley -v- Anglesea (Earl).13

16.10 Subsequent case law grappled with two further questions, namely (a) to what actions did the description ‘crimes, frauds and misdeeds’ apply?; and (b) did the defence, as suggested, apply to information which relates to past as well as contemplated actions which fall within that description?

‘Crimes, frauds and misdeeds’

16.11 There is a public interest in disclosing details concerning the commission of serious14 crime. In Malone v Commissioner of Police of the Metropolis (No 2)15 Megarry V-C held that the tapping of a telephone conversation pursuant to a warrant issued by the Home Secretary was justified to assist the police in performing their functions in the prevention, detection, and discovery of crime. In the circumstances of the case before him Megarry V-C held that the police were not bound by an obligation of confidence in respect of their tapping activities.16 But, even if they were, he considered that the public interest in the ‘detection and prosecution of criminals, and the discovery of projected crimes, overrode the rights and liberties of a telephone subscriber’. A similar view was taken of the rights of a convicted criminal in Hellewell v Chief Constable of Derbyshire.17

16.12 The courts adopted a flexible approach to the nature of ‘frauds and misdeeds’, being prepared to consider almost any civil wrong as falling within the category of actions about which the disclosure of information was justified. In Initial Services Ltd v Putterill18 the defendant had been employed as a sales manager by the claimant company. When he resigned he wished to disclose information to a national newspaper about the claimant’s alleged price-fixing. When the claimant sued for breach of confidence, the defence was that disclosure was in the public interest. The Court of Appeal held that there was ‘an argument at least’19 that information relating to breach of the plaintiffs’ duty to register a pricing agreement under the Restrictive Trade Practices Act 1956 ‘was not within the realm of confidence’.20 Lord Denning stated that the defence went beyond merely crime or fraud to cover ‘misconduct of such a nature that it ought in the public interest to be disclosed to others’.21

16.13 In Gartside v Outram22 Wood V-C stated that the defence could be applied to justify the disclosure by the defendant employee of accounting and business information which indicated that his employer was defrauding his customers. Other decisions also supported the proposition that the defence applied to the disclosure of information relating to any wrong, whether criminal or otherwise.23

Past as well as contemplated misdeeds

16.14 Where information relates to crime, the courts have been prepared to hold that the defence of just cause or excuse applies whether the information relates both to a crime that has already been committed and to a crime that may be committed in the future.24 In each case, it is in the public interest that the crime or contemplated crime be uncovered, and ‘the desires of the great bulk of the population not to be the victims of assault, theft or other crimes’ justify the disclosure of information which may lead to the ‘detection and prosecution of criminals, and the discovery of projected crimes’.25

16.15 Where the information relates to a civil wrong, the position was initially less clear in that, while authority supported the view that the defence justified the disclosure of information concerning ‘the proposed commission of a civil wrong upon an individual’,26 the decision of the Court of Appeal in Weld-Blundell v Stephens27 might be thought to have cast doubt upon the application of the defence to civil wrongs which have already been committed. At the same time, however, the decision in Weld-Blundell v Stephens28 was not to be taken as expressing a general principle that the disclosure of information relating to a past civil wrong could never be justified. In Initial Services Ltd v Putterill29 Lord Denning MR expressly disapproved of the case as authority for such a principle, and stated that the defence should ‘extend to crimes, frauds and misdeeds, both those actually committed as well as those in contemplation’,30 and his remarks were subsequently approved in other cases.31

16.16 Several decisions have confirmed this. For example, in Frankson v Home Office32 the claimants were prisoners who complained of assaults by prison officers while in custody. They brought a civil action against the Home Office and were able to obtain disclosure of the prison officer’s statements made in interviews under caution when such statements would normally have been confidential. The Court of Appeal held that the public interest in disclosing assault and misfeasance in public office and in trying such claims on the available evidence outweighed the public interest in maintaining confidentiality. There are other examples of how disclosure in relation to past civil misdeeds have been justified in the public interest.33

Wider community interests

16.17 Did the defence go beyond the mere disclosure of iniquity, and, if so, how far? There have been various examples of judicial recognition of just cause or excuse that went even wider than crimes and civil wrongs and into the sphere of disclosures that simply served wider community interests.

16.18 In Beloff v Pressdram,34 for instance, Ungoed-Thomas J stated as follows:

The defence of public interest clearly covers and, in the authorities does not extend beyond, disclosure, which as Lord Denning emphasised must be disclosure justified in the public interest, of matters, carried out or contemplated, in breach of the country’s security, or in breach of law, including statutory duty, fraud, or otherwise destructive of the country or its people, including matters medically dangerous to the public; and doubtless other misdeeds of similar gravity.

16.19 Matters ‘medically dangerous to the public’ were not, therefore, required to be related to any particular misdeed, wrong or crime. This suggested that the narrow basis of the defence—disclosure of iniquity—was merely an example of the public interest. The scope of the defence was wider.

16.20 The chief proponent of this wider view of the defence, initially, was Lord Denning. In Fraser v Evans,35 referring to the dictum of Wood V-C that ‘there is no confidence as to the disclosure of iniquity’,36 he stated:

I do not look upon the word ‘iniquity’ as expressing a principle. It is merely an instance of just cause or excuse for breaking confidence. There are some things which may be required to be disclosed in the public interest, in which event no confidence can be prayed in aid to keep them secret.37

16.21 The difficulty with this statement is to give content to the words ‘some things’. This is an area that has developed significantly. Various categories have emerged in the case law.

Dangers to the public38

16.22 It is well established that there is just cause or excuse for the disclosure of information about an event or practice which is medically dangerous.39 In Hubbard v Vosper40 Lord Denning41 considered that the defence could apply to the disclosure of details concerning the practice of Scientology, which the defendants claimed involved ‘medical quackeries of a sort which may be dangerous if practised behind closed doors’.42 As the action was an interlocutory motion, however, it was unnecessary to decide whether the defence was satisfied. But in Church of Scientology v Kaufman43 Goff J held that the defence was established on similar facts. There, the defendants proposed to publish a book written by the first defendant which contained information on Scientology which the claimants considered to be confidential. The first defendant claimed that he had suffered a mental breakdown as a result of attending courses conducted by the claimants on Scientology. Goff J held that the publication was justified because, while it was ‘only a matter of inference that the first defendant’s breakdown was due to Scientology’, that inference was ‘irresistible’.44 It was, therefore, in the public interest that this practice should be exposed.

16.23 In W v Egdell45 the claimant, a paranoid schizophrenic, shot and killed five people, injuring two others in 1974. His plea of diminished responsibility was accepted at trial and he was ordered to be detained indefinitely in a secure mental hospital. Twelve years later, as part of mental health review tribunal proceedings in which he sought to be moved to a less secure facility with an eventual prospect of release back into the community, a medical report was prepared about him by the defendant consultant psychiatrist, Dr Egdell. It showed that he had an interest in home-made bombs. When the claimant saw the report he withdrew from the tribunal proceedings and then tried to prevent dissemination of the report to the medical officer at the secure hospital and to the relevant minister. The court held that there was a clear public interest in protecting others against possible violence in the future. While it is possible to conceive of this being justified as disclosure of an iniquity or perhaps a future misdeed, it was clearly based on a need to protect the public from a dangerous person.

16.24 Should the defence, however, be available only when there is a present or future threat to community welfare, not when the matter lay in the past? In Hubbard v Vosper46 and Church of Scientology v Kaufman47 the practices which were shown to endanger the health of members of the public were still being conducted to the present and future detriment of the public. In contrast, the cases of Schering Chemicals Ltd v Falkman Ltd48 and Distillers Co (Biochemicals) Ltd v Times Newspapers Ltd49 demonstrate that if the danger to public safety has completely passed, and there is no basis for suspecting that any further danger can arise, there will be no ground on which to justify a breach of confidence. The former case concerned the drug ‘Primodos’, which was allegedly responsible for birth deformities. The drug had, however, been withdrawn from the market and had been the subject of extensive publicity and scientific investigation. It no longer posed any threat to community welfare and there was, therefore, no longer any basis on which a breach of confidence relating to the drug could be justified at the time of the case.

16.25 In Distillers Co (Biochemicals) Ltd v Times Newspapers Ltd50 the defence was raised in connection with the drug thalidomide, which had caused deformities in the babies of women who took the drug during pregnancy. The claimants had marketed the drug and, in another action, had disclosed a large number of documents relating to it. These documents came into the hands of the defendants through an expert who had been retained in the other action to advise the claimants against Distillers on them. The defendants proposed to use them for several purposes:51 to publish a series of articles in their newspaper based on the material in the documents; to put the documents before the Pearson Commission on Compensation for Personal Injuries; and to make them available to claimants who had not had access to them. Talbot J acknowledged that ‘the public have a great interest in the thalidomide story … and any light that can be thrown on this matter to obviate any such happening again is welcome’.52 However, he considered that the uses to which the defendants proposed to put the documents were not of greater advantage to the public than ‘the need for the proper administration of justice, to protect the confidentiality of discovery documents’.53 He added that he doubted whether the proposed uses were sufficient even to raise a public interest which overcame ‘the plaintiffs’ private right to the confidentiality of their documents’.54

16.26 The question of how tangible a benefit or threat to community welfare must be is not always easy to assess. The current guidance of the General Medical Council55, for example, acknowledges that there may be a public interest in disclosing information not only for the purposes of protecting individuals or society from the risks of serious harm, such as serious communicable diseases, but also to enable medical research, education, or secondary uses of information that will benefit society over time. The latter information may be anonymized or coded information.56

Misleading the public (and ‘setting the record straight’)

16.27 Next we examine the extent to which a defendant may defend an action for breach of confidence (see separately below57 regarding misuse of private information) out of a desire to ‘set the record straight’ following misleading statements or conduct by the claimant. This is a contentious area.

16.28 There are dicta which would apply the defence to certain conduct falling within the category of being misleading to the public. In Initial Services Ltd v Putterill58 one of the matters subject to disclosure was a business practice whereby, it was alleged, the claimants had attributed a rise in prices to the introduction of a selective employment tax. They had issued a circular to their customers claiming that the price increase was consequent upon the introduction of the tax, but the defendant claimed that the price rises had considerably enlarged the claimants’ profit margin and thus did not simply cover the new tax. The proceedings were an application to have the defence of just cause or excuse for this disclosure struck out, and Lord Denning59 stated that he was ‘not prepared to say that this defence is unfounded’.60

16.29 The public interest in not being misled is also evident in the judgment of Goff J in Church of Scientology v Kaufman.61 There, the claimants sought to keep secret the fact that they were charging large fees for instruction which Goff J considered was ‘absolutely nonsensical mumbo-jumbo’.62 The judge held that ‘the public interest does indeed require disclosure of the type of thing for which they are being asked to pay’.63

16.30 Perhaps the best-known example of a case of this nature is Woodward v Hutchins64 where, on an interlocutory motion, the claimant pop singers sought to restrain their former public relations officer from disclosing details of their private lives. Lord Denning MR stated that, in this case, the balance of the public interest in maintaining confidentiality and the public interest in knowing the truth ‘comes down in favour of the truth being told, even if it should involve some breach of confidential information. As there should be “truth in advertising”, so there should be truth in publicity. The public should not be misled’.65

16.31 The common theme which these cases share is misleading conduct which is in the nature of a fraud on the general public. In Kaufman the fraud related to the large fees charged of adherents to the organization for what was accepted by the court to be a ‘labyrinth of incoherent material’; in Woodward it related to a misleading gloss that had been put on the claimants’ lives by their publicity machine.

16.32 Dicta in the House of Lords’ decision in British Steel Corporation v Granada Television Ltd66 suggest that a breach of confidence can be justified only if there is something in the nature of fraudulent misconduct rather than simply incompetent conduct. In this case the claimants sought to discover the identity of a source who had revealed confidential documents to the defendants which the defendants broadcast in a television programme. Breach of confidence was not the issue in hand, nor did the defendants claim at any stage that their broadcast was justified on the basis that the documents revealed iniquitous conduct on the part of the claimants. Nevertheless, three of the Law Lords67 explicitly pointed out that disclosure of the documents could not have been justified on any basis relating to the public interest. The most that the documents revealed was mismanagement of a public enterprise68 and government intervention in the handling of a strike by the claimants’ workers.69 Neither of these matters justified the breach of a confidence. It is significant that Viscount Dilhorne considered also that it was an insufficient justification that the documents revealed ‘that it was not true that there had been no government intervention’.70 This dictum casts doubt on the soundness of Lord Denning’s statement in Woodward v Hutchins71 that the public interest in ‘truth in publicity’ may justify ‘some breach of confidential information’. The correct position, it would seem, is that a breach of confidence can be justified on the basis that it reveals something which, if concealed, would mislead the public only if misconduct in the nature of deceit or fraud is involved.

16.33 More will be said below about this aspect of the defence in relation to private information.72 It suffices here to say that in the context of the action for breach of confidence the Woodward v Hutchins approach has been followed in a number of cases, including Campbell v MGN73 where the House of Lords confirmed that where a public figure made misleading statements about their private life (in that case a well-known model’s statements that she did not take drugs), the press would normally be entitled to put the record straight, especially where that person had specifically courted publicity.

16.34 Commentators74 have pointed to an irony in the fact that in Woodward v Hutchins75 the public relations professionals who owed a professional duty of confidence to Tom Jones, the singer, and revealed information about events onboard an aircraft flight were permitted to do so for reasons of ‘public interest’ whilst in Schering v Falkman76 the defendants’ professional skills had also been deployed to paint the claimant company in a good light, yet an injunction was granted to restrain them from divulging information which would have done the opposite. As Eady J put it in McKennitt v Ash,77 ‘the public interest in knowing the truth about a pregnancy testing drug, Primodos, would apparently be far greater than any such interest in the antics of Mr Tom Jones’. The distinction made in Schering78 was that the public interest had already been served by extensive disclosure and publicity by the time of the additional publication in issue and the drug had itself been withdrawn. It is suggested that this justification is tenuous and that the public should nonetheless be entitled to see information which enables them to understand a public health scandal better.

Revelations of potential benefit to the public

16.35 Can the defence be applied to justify the disclosure of something which is being kept secret but which, if released, would be of great benefit to the community? If a firm is concealing the discovery of a new drug with potentially beneficial effects, or a new safety device for automobiles, because it is against their commercial interests for it to be exploited, would an employee be justified in disclosing it? According to Goff J in Church of Scientology v Kaufman,79 he would not be justified:

It might well be in the public interest to have a valuable chemical formula or the secrets of an invention disclosed, but that could never justify a breach of confidence.80

16.36 Ungoed-Thomas J expressed the same view in Beloff v Pressdram Ltd.81 In that case he stated that information about the sources through which the media obtain news concerning politicians and political events were considerations which were ‘all of public importance’ but, nevertheless, they did not disclose any ‘iniquity’ or ‘misdeed’ and so were beyond the range of the defence.82

16.37 In Malone v Commissioner of Police of the Metropolis (No 2)83 Megarry V-C took a less restrictive view of the defence:

There may be cases where there is no misconduct or misdeed but yet there is a just cause or excuse for breaking confidence. The confidential information may relate to some apprehension of an impending chemical or other disaster, arising without misconduct, of which the authorities are not aware, but which ought in the public interest to be disclosed to them.84

16.38 Although a misdeed is absent from the example given by Megarry V-C, the element of disaster or danger to public health is present. In the first edition of this work, it was suggested that this meant that, although an actual misdeed may not be requisite, it was essential that there be, at least, the occurrence or possibility of something detrimental to the community, and not merely the possibility of a benefit to society. If it were otherwise, it would be difficult to see how the action for breach of confidence could have any application to a trade secret of any significance.85

16.39 However, subsequent case law has shown this to be too restrictive a view. In Lion Laboratories v Evans86 the information in question was documentation that showed that the claimant’s alcohol breathalyser device was faulty. The device had been in wide use by the police in a crackdown on drink drivers at Christmas and it had been the main evidence used to secure a number of convictions. The defendants argued that the public needed to know that the device was faulty and that the defence of public interest was not confined to the disclosure of iniquity. The Court of Appeal agreed that there was a public interest in disclosure of the information. Whether this is characterized as the prevention of something detrimental (ie unsafe convictions) or the disclosure of some benefit (avoiding unsafe convictions) seemed not to matter. Iniquity was merely one instance of the public interest and was not an iron clad requirement of the defence. Agreeing with Stephenson LJ, Griffiths LJ said:

I believe that the so-called iniquity rule evolved because in most cases where the facts justified a publication in breach of confidence, it was because the plaintiff had behaved so disgracefully or criminally that it was judged in the public interest that his behaviour should be exposed. No doubt it is in such circumstances that the defence will usually arise, but it is not difficult to think of instances where, although there has been no wrongdoing on the part of the plaintiff, it may be vital in the public interest to publish a part of his confidential information. Stephenson L.J. has given such an example in the course of his judgment.87

16.40 This broader approach to the public interest was confirmed by the speech of Lord Goff in the Spycatcher case:88

… although the basis of the law’s protection of confidence is that there is a public interest that confidences should be preserved and protected by the law, nevertheless that public interest may be outweighed by some other countervailing public interest which favours disclosure. This limitation may apply, as the learned judge pointed out, to all types of confidential information. It is this limiting principle which may require a court to carry out a balancing operation, weighing the public interest in maintaining confidence against a countervailing public interest favouring disclosure.

Embraced within this limiting principle is, of course, the so called defence of iniquity. In origin, this principle was narrowly stated, on the basis that a man cannot be made the confidant of a crime or a fraud … But it is now clear that the principle extends to matters of which disclosure is required in the public interest …

16.41 The case of London Regional Transport v Mayor of London89 is a good example of the modern application of the public interest defence, free from the compartmentalization and restrictions of iniquity, misdeeds etc. The claimants operated the London Underground rail system. At the time the system was undergoing aspects of private tender and it was government policy that bids had to both guarantee public safety and be value for money. Bidders submitted commercially sensitive and confidential information as part of their bids. The London Mayor’s office proposed to publish a report which contained some information which had been obtained from some of the private bid information. The report was very critical of the claimant’s assessment of the value for money aspects of the various bids. An injunction of limited duration was granted at first instance. On appeal, Robert Walker LJ considered that there was a public interest that the general public (and especially the long-suffering travelling public of London) should be informed of serious criticism, from a responsible source, of the value for money aspects of the tendering process.90

The importance of contractual duties of confidence

16.42 In Campbell v Frisbee,91 another case involving the model, Naomi Campbell, the defendant was her manager who had contractually agreed to keep confidential any personal or professional information that she learned of Campbell during the course of her employment. The defendant was the source of a news story in the News of the World concerning various sexual encounters between Campbell and the actor Joseph Fiennes, which was of particular interest given that Campbell was at that time engaged to Flavio Briatore, a Formula 1 racing team owner. The Court of Appeal upheld Frisbee’s appeal that she had an arguable public interest defence on the basis that the public had a right to have the record set straight in relation to Campbell’s previous attempt to paint herself as a ‘reformed and stable individual who was engaged to be married’.92 However another point of interest in the case was that Lord Phillips MR, delivering the judgment of the court, stated as follows:

… it is arguable that a duty of confidentiality that has been expressly assumed under contract carries more weight, when balanced against the right to freedom of expression, than a duty of confidentiality that is not buttressed by express agreement.93

16.43 In Associated Newspapers v HRH Prince of Wales,94 which concerned disclosure of Prince Charles’ travel diaries that recorded his personal views and impressions of overseas visits, the Court of Appeal reformulated the public interest defence (at least in cases where contractual duties are involved) in a way that strongly emphasizes the public interest in the contractual duty of confidence itself as part of the assessment under Article 10(2) ECHR of factors capable of justifying restrictions on the freedom of expression.95 Lord Philips MR cited his own judgment in Campbell v Frisbee, concluding that the nature of the relationship that gives rise to the duty of confidentiality was a relevant factor and an express duty in particular affected the weight to be given to that duty.

16.44 Whilst he added that whether this is so will depend on the facts of each case, it seems clear that contractual duties of confidence will have a role to play in the weight to be given to the public interest arguments in breach of confidence actions. This may extend to other obligations of confidence, such as implied or equitable ones.96 It has been suggested97 that Lord Philips MR’s judgment has little legal basis, being contrary to previous statements of the Court of Appeal in the London Regional Transport98 and McKennit v Ash99 cases, and, further, provides scant guidance on the weight to be given to the contractual duties in question. Given the prevalence of contractual terms of confidentiality it may be supposed that this is an issue to which the courts will return in the future.

To whom must the disclosure be made?

16.45 In order to be justified, a disclosure should usually be made to a person who has a ‘proper interest’ to receive the information.100 In Initial Services Ltd v Putterill101 Lord Denning MR stated:

The disclosure must, I should think, be to one who has a proper interest to receive the information. Thus it would be proper to disclose a crime to the police, or a breach of the Restrictive Trade Practices Act to the registrar. There may be cases where the misdeed is of such a character that the public interest may demand, or at least excuse, publication on a broader field, even to the press.102

16.46 This element of the defence can operate as an important control device to ensure that attempts are not made to justify capricious or disproportionate disclosures. It is also a major difference between breach of confidence and the regime under the Freedom of Information Act 2000 which is ‘applicant blind’ in relation to disclosure made in response to FOI requests.103

16.47 It seems settled that, in general, the proper authority to whom information relating to crime should be disclosed is the police or the Director of Public Prosecutions.104 However, there may be a public interest in informing potential future victims of crime as part of the role of the public interest in serving to prevent crime generally. Thus in Hellewell v Chief Constable of Derbyshire105 there was a public interest in the police showing confidential photographs of known shoplifters to local shopkeepers.

16.48 Where the misdeed is a breach of statutory duty, the statutory authority charged with administering the relevant legislation would have a ‘proper interest’ to receive the information.106 In Re A Company’s Application107 disclosure would appropriately be made to the financial regulator, and in Francome v MGN108 to the Jockey Club. However, the mere fact that there is a relevant public or regulatory body is not determinative.109

16.49 In Woolgar v Chief Constable of Sussex Police110 the claimant was a registered nurse who had been arrested and interviewed by the police after a patient had died in her care. The police decided that there was insufficient evidence to proceed with a prosecution but nonetheless wished to pass on a copy of the transcript of the interview to the regulatory body for nursing. Kennedy LJ recognized that whilst there was an interest in safeguarding information provided by the public to the police during the course of an inquiry, there was here a countervailing public interest that such information as was relevant to an inquiry by a regulatory body be made available to them, provided that the confidentiality was otherwise respected and the information was not disseminated more widely than necessary. Even if there was no extant inquiry by a regulatory body, the police were entitled to pass on such information to a regulatory body for its consideration.111

16.50 In W v Egdell112 a consultant psychiatrist’s report that showed that the claimant remained a danger to the public after lengthy imprisonment, which was originally prepared at the claimant’s direction to support an application for transfer to a regional secure unit, was sent instead to the Secretary of State and Department of Health. Sir Stephen Brown said:

The balance of public interest clearly lay in the restricted disclosure of vital information to the director of the hospital and to the Secretary of State who had the onerous duty of safeguarding public safety.113

16.51 These cases indicate that making a restricted disclosure to a limited circle, in particular to a regulatory or other proper authority, is likely to be considered the most proportionate way of advancing the public interest.

16.52 Where it is a civil wrong, the individual against whom the tort has been, or is intended to be, committed, is usually the proper person to whom disclosure should be made. Thus, in Gartside v Outram114 Wood V-C considered that disclosure of fraudulent business practices to the defrauded customers would be justified.

16.53 However, if the event or practice affects the community as a whole, then there are grounds for justifying a general disclosure through, for example, the media or by the publication of a book.115 In Church of Scientology v Kaufman116 Goff J considered that the publication of a book exposing the malpractices of Scientology (in particular, the charging of high prices for literature which was regarded as incomprehensible ‘mumbo-jumbo’), which affected, or had a potential effect on, the general public, was legitimate. In Woodward v Hutchins117 Lord Denning MR did not see any objection to the exposure of false publicity in the media.

16.54 However, in Initial Services Ltd v Putterill118 the court regarded the press as inappropriate for the revelation of a misleading business practice, notwithstanding that it affected the public at large.

16.55 In Lion Laboratories v Evans119 disclosure of confidential documents that showed that the claimant’s breathalyser device was faulty was appropriately made to the press because there was a wide public interest in knowing that convictions based on readings from the device might be unsafe.

16.56 The fact that the information affects a wide section of the public may be counteracted by the fact that the general public would not find the information useful because of its quantity of detail or its technical inaccessibility. In Imutran v Uncaged120 the Vice-Chancellor stated that the fact that some disclosure was justified as regards the standards of animal welfare practised at the claimant’s xenotransplantation laboratories did not mean that disclosure to the whole world via the defendant’s website should be permitted. A House of Lords Select Committee had been set up to investigate many of the matters the defendant had posted on the Internet and, moreover, much of the information was specialist and would not be understood by a general audience.121 Accordingly, disclosure to the general public via the Internet was not appropriate.

16.57 Examples where the courts have been prepared to allow disclosure to the public at large have generally turned on the wide public interest in the information. In London Regional Transport v Mayor of London122 the first instance judge, Sullivan J had referred to the ‘the desirability in the public interest of upholding confidentiality agreements and the public interest in freedom of access to information’123 about the value for money aspects of private bids for London Underground work. The Court of Appeal held that the judge was correct to have conducted such a balancing exercise.124 Further in Jockey Club v Buffham125 Gray J was prepared to allow the BBC to disclose confidential information relating to the Jockey Club to be broadcast on national television (the Panorama programme, which both sides agreed was a responsible and serious programme) because ‘information revealing the existence or apparent existence of wide-scale corruption within racing is of legitimate concern to a large section of the public who either participate in racing or who follow it or who bet on the results of races’.126

C. Defences to Claims for Misuse of Private Information

Introduction to privacy and the public interest

16.58 Before the Human Rights Act 1998 (HRA), privacy cases were treated alongside other breach of confidence claims and so the public interest defence was conceived as a counterweight to the public interest in upholding confidences. In essence it was but a further example of Lord Goff’s so-called third limiting principle to the action for breach of confidence in Spycatcher.

… [A]lthough the basis of the law’s protection of confidence is that there is a public interest that confidences should be preserved and protected by the law, nevertheless that public interest may be outweighed by some other countervailing public interest which favours disclosure. This limitation may apply … to all types of confidential information. It is this limiting principle which may require a court to carry out a balancing operation, weighing the public interest in maintaining confidence against a countervailing public interest favouring disclosure.127

16.59 This statement is often put forward as the starting point for any analysis of the public interest defence.128 However, in the context of the action for misuse of private information it is not the general approach, first because the action is configured primarily as a balance between the Article 8 privacy rights and the Article 10 rights (if any) that are at issue. Secondly, the privacy rationale is not so much a public interest in maintaining confidences, but rather an obligation to respect privacy under the ECHR. Privacy, therefore, is not weighed as a public interest as such against another public interest. Rather, it is weighed on its own merits against any public interest that is shown to exist and against the freedom of expression arguments under Article 10, if applicable.

16.60 In order to analyse the defences to the action for misuse of private information, this chapter focuses on cases since the HRA. The reason for this is not so much that privacy cases129 did not exist prior to 1998, but rather that the cases show a marked judicial desire to depart from the pre-1998 jurisprudence. For example in A v B130 Lord Woolf MR suggested that the case law prior to 1998 was ‘largely of historic interest only’.131 In general the language of the judges contains much discussion of what is called a ‘new approach’ in relation to a ‘new cause of action’.

The new approach stated

16.61 In Re S (A Child)132 Lord Steyn said that four principles emerged from the opinions in Campbell133 arising out of the interplay between Articles 8 and 10 of the ECHR:

First, neither article has as such precedence over the other. Secondly, where the values under the two articles are in conflict, an intense focus on the comparative importance of the specific rights being claimed in the individual case is necessary. Thirdly, the justifications for interfering with or restricting each right must be taken into account. Finally, the proportionality test must be applied to each.

16.62 Lord Steyn’s ‘ultimate balancing test’ has been recognized as turning to a large extent upon proportionality.134 In essence, this means that the court hearing such an action must examine whether the degree of the intrusion into the claimant’s privacy was proportionate to the public interest being served by such intrusion.

16.63 The ‘intense focus’ on the facts of the particular case in question has two consequences. First, predicting the outcome of cases becomes much more difficult as they turn on their particular facts. Second, it means that judges tend to avoid generalizations or formulae such as ‘because X is a role model, the intrusion is justified’ or ‘because Y presented himself in a certain way to the public it is necessary to set the record straight’.135 Instead, the approach is to examine with care the precise scope of the privacy and freedom of expression rights being claimed, to consider the justifications for each, and extent to which one may yield to the other in a proportionate way.

16.64 For the remainder of this chapter we will attempt to explain some of the factors that have influenced the outcomes of cases where some sort of public interest or freedom of expression defence has been sought to be raised against an action for the misuse of private information cases (some of the cases also concern traditional breach of confidence). These factors are somewhat arbitrary and subjective. Further, they are not exhaustive. The critical point is that in any case a judge is going to have to weigh them—or factors like them—in the balance. As Lord Carswell stated in Campbell v MGN:136

Weighing and balancing these factors is a process which may well lead different people to different conclusions, as one may readily see from consideration of the judgments of the courts below and the opinions given by the several members of the Appellate Committee of your Lordships’ House.

16.65 It will be recalled that the balancing of these factors137 led to a three to two split in the House of Lords138 and an overall result that was different from that reached by the three judges of the Court of Appeal.

The weight of the privacy interest

16.66 A defendant’s first line of defence may be to argue that the weight to be given to the privacy interest in question is slight compared to the Article 10 interests.

16.67 The word ‘private’ is an elusive term in this context. It might be thought to cover matters taking place in private as opposed to taking place in public. It may refer to private in the sense of being secret and not known by others, as opposed to being a matter of public knowledge. It may be private in the sense of being related to one’s private life, whether known or not by others and whether taking place in public or in private. It will be seen that it is the latter view which has predominated, largely because of the Strasbourg jurisprudence relating to Article 8 ECHR, which itself, after all, refers to ‘respect for private and family life …’ without imposing any further requirements as to the where such a life is lived or whether such information is secret or not.

16.68 In general the courts have considered the precise nature of the information in the case in some detail in order to decide what weight it has. The rule appears to be that the more the information is linked to the private or family life of the claimant, the more weight it will given in the balance against Article 10 ECHR. So, for example, information about a person’s tax affairs, or sexual antics, or health is likely to be given importance in the balance. In A v B139 the Master of the Rolls said that whether information was sufficiently private to be protectable under Article 8 was usually obvious, and in the majority of cases should not be the subject of detailed argument. However, as we shall see below, the point has not been without controversy in a number of cases.

16.69 In Campbell v MGN140 the claimant was Naomi Campbell, an internationally well-known fashion model who had given many interviews and generally courted publicity, insisting that she did not take drugs. The Daily Mirror published articles which disclosed a number of pieces of information, namely (1) the fact of her drug addiction; (2) the fact that she was receiving treatment; (3) the fact that she was receiving treatment at Narcotics Anonymous; (4) the details of the treatment—how long she had been attending meetings, how often she went, how she was treated within the sessions themselves, the extent of her commitment, and the nature of her entrance on the specific occasion; and (5) the visual portrayal of her leaving a specific meeting with other addicts. The House of Lords regarded all of this information as potentially qualifying as private information.

16.70 It is perhaps understandable that this sort of information might be thought to be private as it is not likely to be known to anyone but close friends and confidants. Even if these are quite numerous, the circle is a closed one. However the Strasbourg jurisprudence has gone further than this and recognized a ‘zone of interaction’ in which aspects of a claimant’s private life interfaces with the world at large and which, at that point of interface, may be the subject of protection.

16.71 In Von Hannover v Germany141 the claimant, Princess Caroline of Monaco, sought to restrain publication of paparazzi photographs of her in the German press. The photographs showed her on her own or with others in various circumstances such as in a restaurant courtyard, on horseback, with two of her children, canoeing with another child, shopping, on a skiing holiday, visiting a horse show, leaving her house in Paris, playing tennis, cycling, and at a beach club. All of the photographs had been taken in public places except for the beach club where the photographs had been taken surreptitiously from a neighbouring house. The Strasbourg Court stated that the right to private life certainly covered aspects relating to a personal identity such as a person’s name or picture. Further it included a person’s physical and psychological integrity that the guarantee afforded by Article 8 was intended to ensure the development, without outside interference, of the personality of each individual in his or her relations with other human beings.142 There was therefore a zone of interaction of a person with others, even in a public context, which might fall within the scope of private life. In other words, the court seemed to recognize that there was a category of private information which did not depend on being in a private or secret zone, and which a person carried with them wherever they went, and even into what the court called the ‘social dimension’. Note that in Von Hannover there was no real Article 10 interest143 and therefore whilst the weight of the privacy claim might be thought to be slight, it was the clearly prevailing Convention right in issue.

16.72 However, the ‘zone of interaction’ cannot be taken too far. In Campbell144 there was a distinction drawn between information that was akin to ‘popping to the shops to buy a bottle of milk’ and truly private information. Baroness Hale stated as follows:145

If this had been, and had been presented as, a picture of Naomi Campbell going about her business in a public street, there could have been no complaint. She makes a substantial part of her living out of being photographed looking stunning in designer clothing. Readers will obviously be interested to see how she looks if and when she pops out to the shops for a bottle of milk. There is nothing essentially private about that information nor can it be expected to damage her private life. It may not be a high order of freedom of speech but there is nothing to justify interfering with it.

16.73 In John v Express Newspapers146 the information in question was held to be of such slight weight that it did not engage Article 8 privacy rights at all. The claimant, the well-known pop singer Elton John, was photographed outside his home dressed in a tracksuit and baseball cap just about to enter the front gate. Eady J held that the photograph in question conveyed information akin to ‘popping out to buy a pint of milk’, with the result that there was no reasonable expectation of privacy. However it is important to note that this was not a case where the public interest outweighed the privacy right. The judge held that the public interest in disclosure did not arise either—there was no real public interest in the photograph other than in order to show how Elton John looked at leisure. The result of this was that, with no privacy right to place in the scales, the default position was that the Article 10 rights prevailed, even in the absence of public interest. Eady J quoted A v B,147 a case which he recognized had been taken over by subsequent cases such as Von Hannover in some respects, but which on this point remained sound law:

Any interference with the press has to be justified because it inevitably has some effect on the ability of the press to perform its role in society. This is the position irrespective of whether a particular publication is desirable in the public interest.148

16.74 It might be thought to be difficult to reconcile the Elton John case with what the Strasbourg court said in Von Hannover about the ‘zone of interaction’. Was Elton John not in his zone of interaction outside his London home in just the same way that Princess Caroline had been?

16.75 At first instance in Murray v Express Newspapers,149 a case involving the taking of a photograph of an infant child in a pram with his parents in a public street in Edinburgh, Patten J attempted to draw a distinction between a genuinely private zone comprising family and sporting activities, on the one hand, and a simple walk down the street, on the other. The judge warned of the potential creation of a right of personality if this distinction was not respected.

16.76 However, on appeal the Court of Appeal disagreed150 with Patten J’s distinction and were not prepared to set down a bright-line principle that would be applied to the many types of fact-patterns that could arise in cases such as these. Routine acts such as a visit to a shop or a ride on a bus might, depending on the circumstances, lead to a reasonable expectation of privacy. In this particular case, the fact that the claimant was a child was important, as was the fact that photography would have been prevented by the child’s parents had they known about it in advance, as they had always sought to protect their child from publicity.

16.77 It is perhaps understandable that the fact that a child was involved tipped the balance, but it is suggested that the second factor identified by the Court of Appeal involved circular reasoning. The objection of the child’s parents could only be relevant if the courts are prepared to acknowledge that they have a legal right to object. Thus that should not be part of the reasoning why they have a right to object.

16.78 Further weight was given to the Article 8 rights of children in ETK v News Group Newspapers151 in circumstances where children, though not actually the subject of the disclosures, might nonetheless suffer distress through disclosures of their parents’ marital infidelities.152 Ward LJ stated:

The purpose of the injunction is both to preserve the stability of the family while the appellant and his wife pursue a reconciliation and to save the children the ordeal of playground ridicule when that would inevitably follow publicity. They are bound to be harmed by immediate publicity, both because it would undermine the family as a whole and because the playground is a cruel place where the bullies feed on personal discomfort and embarrassment.153

He added:

If, as [Lord Steyn in Re S] requires, an intense focus on the comparative importance of the specific rights being claimed in the individual case is necessary, then the additional rights of children are to be placed in the scale.154

16.79 It is fair to say that the law remains in a state of uncertainty (at least as regards adults155) as to how much weight to give to private information in the ‘popping to the shops to buy milk’ type of case. Certainly in such a case the defence that there is no reasonable expectation of privacy at all, and even if there is some it is of slight weight, is likely to be the subject of detailed argument (contrary to Lord Woolf’s prediction in A v B quoted above).

16.80 In Author of a Blog v Times Newspapers,156 declining to consider the identity of a an anonymous blogger to be private information, Eady J attempted to summarize the sort of information that had so far been upheld as private information in the previous case law. He said:

… in the absence of any pre-existing relationship of confidence, the information in question has been of a strictly personal nature concerning, for example, sexual relationships, mental or physical health, financial affairs, or the claimant’s family or domestic arrangements. I am not aware of a case in which, as here, there is a significant public element in the information sought to be restricted. I have in mind, of course, that what the claimant seeks to withhold from scrutiny is the identity of the person communicating to the public through his blog. Those who wish to hold forth to the public by this means often take steps to disguise their authorship, but it is in my judgment a significantly further step to argue, if others are able to deduce their identity, that they should be restrained by law from revealing it.

16.81 In this passage, the word ‘personal’ in this sense must mean pertaining to personal matters as opposed to public matters in order to cover the facts of Murray and Von Hannover. In addition, the words ‘relationships’ and ‘family arrangements’ cannot mean particular details of such (as such details were well known in Murray and Von Hannover) but rather must encompass the exercise and enjoyment of those relationships or arrangements even if that takes place in the public sphere.

16.82 In a northern Irish case, Ewing v Times Newspapers,157 the defendant had published a story about the claimant in which it was alleged that he ran a non-profit group that purported to be concerned with protecting England’s architectural heritage but was in fact concerned with receiving payment from developers for dropping its tactical oppositions to their planning applications. The claimant claimed that The Times had breached his privacy and confidentiality by publishing his name, age, the locality of his home, the fact that he was in receipt of State benefits, and that he had previous convictions. In addition, The Times had published a letter from him to a county council relating to a planning application, and had also published a photograph of him which had been taken by the journalist who interviewed him.

16.83 Coughlin LJ regarded some of information at issue as being relatively trivial and therefore of being relatively slight weight in the necessary balance, ie his name, age, that he was on benefits, and his address as a ‘north London council flat’. The convictions were a matter of public record and the photograph, though covertly taken, was not confidential because the surrounding circumstances did not make them so (it was a public house). Other information was inadequately identified.158 Overall the information, though technically relating to the claimant’s private life, was of insufficient weight in the necessary balance.159

Putting the record straight

16.84 When considering Lord Steyn’s ‘intense focus’, it is also necessary to consider the weight of the Article 10 interest being claimed. One way in which this has been put in a number of cases is that the media are entitled to ‘put the record straight’ in relation to a person who has been found to be misleading the public. The high water mark of this factor is Woodward v Hutchins160 where Lord Denning MR stated that there was a right for a newspaper to correct a false public image being presented by a pop music group. It was also acknowledged by the House of Lords in Campbell.161

16.85 In the period immediately following the passage of the HRA, this factor continued to have some importance in celebrity/privacy cases. For example, in Theakston v MGN162 the claimant was a children’s television presenter and the information concerned his attendance at a brothel. Theakston was unmarried and not in any regular partnership. However, Ouseley J held that he had to some extent courted publicity in the sense of being (at least) content with press articles that depicted him as a man attractive to women, and he had not complained when the publicity about his private life was favourable. Accordingly, there was an element of setting the record straight, in addition to the element of Theakston being a role model as a children’s television presenter. (More will be said on the role model factor further below.) This also led to Ouseley J making a different finding in relation to the photographs of Theakston in the brothel. He held disclosure of the photos was not in the public interest because there was no equivalent material put in the public domain by the Theakston beforehand (unlike the press articles) and therefore no justification for setting the record straight. In addition the photographs had more weight under Article 8 because they were more embarrassing.

16.86 In Campbell v MGN163 the ‘setting the record straight’ factor was present but it is important to note the manner in which it arose. Lord Nicholls said164 that by repeatedly asserting in public that she did not take drugs, Ms Campbell could no longer have a reasonable expectation of privacy, adding:

… where a public figure chooses to present a false image and make untrue pronouncements about his or her life, the press will normally be entitled to put the record straight.165

16.87 However, this statement was made in the context of a concession made by Campbell that, as her counsel put it, her ‘public lies’ precluded her from claiming protection against disclosure of the fact of her drug addiction or the fact that she was receiving treatment. This concession was specifically noted by Lord Nicholls,166 Lord Hoffmann,167 Lord Hope,168 and Baroness Hale.169

16.88 Even prior to the HRA, there was considerable criticism of the purported need to ‘set the record straight’ when conceived of as part of the public interest defence to an action for breach of confidence. As stated in the earlier section of this chapter, the conclusion reached by the author of the first edition of this work was that fraud or deceit had to be involved. In addition, the Woodward v Hutchins case had been the subject of some criticism by legal commentators both in the UK170 and in Australia.171

16.89 Following the passage of the HRA and the ‘new approach’ of an intense focus on the facts of each case and the particular weight of the Article 8 and 10 rights involved, it is probably incorrect to say that there is a right to set the record straight, at least otherwise than as part of the overall weight of the right to freedom of expression.

16.90 At first instance, there was an argument in McKennitt v Ash172 that the claimant, a folk musician, had been hypocritical in the way that she presented her persona on her website and that she had fallen short of some general standards of human behaviour (being compassionate, promoting diversity, respecting one’s elders, etc) that she had set herself. Eady J held that these standards were aspirational and that there was no clear evidence that she had breached them in any event. He considered that they were being used as no more than a convenient peg on which to hang a Woodward v Hutchins-type argument of a right to set the record straight.173 He rejected the defence.

16.91 On appeal174 the defendants argued, citing Campbell v MGN, that there was a legitimate public interest in the affairs of the claimant because she was a public figure, and where a public figure misbehaved, the public had a right to have the record put straight. However, the Court of Appeal disagreed. Buxton LJ considered that Woodward v Hutchins hailed from a different era and that caution had to be exercised in expanding it into a statement of principle because these sorts of justifications turned on their own facts.175 In the case at hand, Loreena McKennitt had always tried to keep her personal life out of interviews and had carefully limited disclosure of certain personal information relating to her charitable activities and the death of her fiancé. Accordingly, Buxton LJ agreed with Eady J that the situation was very far from the situation in Woodward v Hutchins.176 Whilst not entirely rejecting the notion that one might have a right to set the record straight in some circumstances, here the information that was alleged to show hypocrisy on the claimant’s part failed on the facts.

16.92 What this case shows, therefore, is that the ‘setting the record straight’ factor remains a possible,177 though difficult, line of defence in privacy cases, and if successful may count towards the weight of the Article 10 interest in the ‘intense focus’ that is necessary. However, it seems to require (a) deliberate courting of publicity on the claimant’s part, and (b) at least some degree of hypocrisy by the claimant. In McKennitt v Ash178 Eady J had suggested that a ‘very high degree of misbehaviour’ must be demonstrated’.179 That was said by the Court of Appeal180 to go too far as a general statement divorced from context.

‘Role models’ versus matters of genuine public interest

16.93 Following the passage of the HRA, a number of cases suggested a further factor that weighed in the balance on the side of the Article 10 interests, namely that the claimant was a ‘role model’ or other person the subject of legitimate public comment and disclosure. Note that this justification is subtly different from the one dealt with in the previous section in that there is no requirement for the person in question to have courted publicity and similarly no requirement of the exposure of hypocrisy. It sufficed if the status of the person was such that there was a public interest in disclosing how, for example, such a role model was behaving in a way contrary to his or her public image. It may be asked what public interest is being served here. This is not an easy question to answer. A role model is by definition one who is looked upon by others as a good example to be followed or imitated, especially by the young and impressionable. The public interest in these sorts of cases seems to be aimed at ensuring that role models actually behave in a way worthy of the particular role in question.

16.94 In A v B,181 for example, a case involving the disclosure of the sexual peccadilloes of a footballer who was then captain of his Premier League club, Blackburn Rovers, Lord Woolf MR said:

… it is not self-evident that how a well-known premiership football player, who has a position of responsibility within his club, chooses to spend his time off the football field, does not have a modicum of public interest. Footballers are role models for young people and undesirable behaviour on their part can set an unfortunate example.182

16.95 This was not so much an expansive notion of what amounted to the public interest as it was an expansive idea of the weight of the Article 10 claim, which, unshackled by public interest limitations, and without much, if any, balancing of the Article 8 interests, had the potential to become much more powerful. There was even an express adoption of the idea that what was merely ‘interesting to the public’ might amount to a public interest, in the sense that there was a public interest in newspapers being sold, and people wanted to read the material in question:

In many of these situations it would be overstating the position to say that there is a public interest in the information being published. It would be more accurate to say that the public have an understandable and so a legitimate interest in being told the information. If this is the situation then it can be appropriately taken into account by a court when deciding on which side of the line a case falls. The courts must not ignore the fact that if newspapers do not publish information which the public are interested in, there will be fewer newspapers published, which will not be in the public interest. The same is true in relation to other parts of the media.183

16.96 Similarly, in Theakston v MGN184 Ouseley J held that there was a public interest in disclosure of the fact of Theakston’s visit to a brothel, in part because he was a children’s television presenter and a role model to children whose lifestyle it could be assumed would not attract moral opprobrium.

16.97 The A v B and Theakston cases attracted criticism by commentators185 even before they were questioned on the point in later cases. In particular, it was suggested that there was no justifiable basis for arguing that role models should be fair game for all disclosures of their private life given that there was no evidence that what they did privately influenced the conduct of others.

16.98 In any event, a departure from the rather extreme position taken in A v B and Theakston came almost immediately in Campbell,186 where the Court of Appeal qualified the comments of Lord Woolf regarding role models and public figures. Lord Phillips MR, delivering the judgment of the court, stated:

… we would observe that the fact that an individual has achieved prominence on the public stage does not mean that his private life can be laid bare by the media. We do not see why it should necessarily be in the public interest that an individual who has been adopted as a role model, without seeking this distinction, should be demonstrated to have feet of clay.187

16.99 When the case came before the House of Lords, the status of Naomi Campbell as a role model to young women did not feature much in the speeches of their Lordships, probably because of the concessions that were made by her in relation to the right of the Mirror to disclose the fact that, contrary to her previous statements, she had been involved in illegal drugs (the ‘setting the record straight factor’ in the previous section of this chapter). Baroness Hale made specific reference to the point, regarding it more of a question of setting the record straight regarding what was, after all, a criminal offence, rather than a matter of the newspapers being able to disclose such matters because she was a role model per se.188

16.100 In Von Hannover v Germany189 the Strasbourg Court drew a distinction between, on the one hand, the reporting of facts contributing to a democratic society, for example those relating to politicians in the exercise of their official functions, and, on the other, those relating to the private life of an individual who did not exercise official functions. Only in the former case did the media perform its role of watchdog, imparting information and ideas on matters of public interest. Publication of photographs and articles concerning Princess Caroline were aimed at satisfying readers’ curiosity regarding her private life and did not contribute to any debate of general interest to society despite the applicant being known to the public. It had been argued that the public had a right to know about her private life because she was a ‘figure of contemporary society par excellence’. The court held that this characterization of her did not entitle publication of private information about her. In other words, her mere status did not trigger a public right to know the information.

16.101 However, this left the possible argument that if one is actually a role model (ie occupying a position of responsibility), rather than merely a public figure par excellence (eg an extremely well-known celebrity such as a singer or actor) that might trigger the defence.

16.102 This argument did not appear to have been run in Von Hannover. Although Princess Caroline did not perform any official function within or on behalf of the State of Monaco, she was the president of certain humanitarian or cultural foundations, such as the ‘Princess Grace’ foundation and the ‘Prince Pierre de Monaco’ foundation, and also represented the ruling family of Monaco at events such as the Red Cross Ball. It could have been argued that this sort of activity meant that she was in a sense the ‘role model’ variety of celebrity referred to in the previous paragraph. However, this point seems not to have featured at all in the reasoning of the court. The case was decided on the basis that unless the information contributed to any debate of general interest to society then it should not be disclosed. The status of the person was not the issue (and even if it had been, it is difficult to see how the information sought to be disclosed would have any bearing to perform her charitable or ceremonial roles190) and even having an official function was not necessarily sufficient. Whilst the court recognized that sometimes the private lives of politicians might be a matter of genuine public interest,191 there was no assumption that this was so. It always depended on the extent to which the information at issue actually contributed to the debate of general interest.192

16.103 In McKennitt v Ash193 the defendant argued, based on A v B, that McKennitt was a role model and for that reason the disclosure was justified. At first instance, the defendant submitted that the Court of Appeal was bound by its previous decision in A v B on the basis of the judgment of the House of Lords in Kay v Lambeth London Borough Council,194 and should ignore Von Hannover. However, Buxton LJ dismissed this argument on the basis that A v B could not be taken as binding authority on the content of the Article 8 and 10 rights at issue. He then made a number of further observations on the role model argument which should be regarded as serious obstacles in the way of its consideration as part of the Article 10 interests. First, as he pointed out, Lord Woolf’s 12th guideline in A v B195 covered a category of ‘voluntary’ role models, ie those who ‘hold a position where higher standards of conduct can be rightly expected by the public’.196 Buxton LJ said this category would include the likes of headmasters and clergymen, politicians, senior civil servants, surgeons, and journalists. Secondly, he said there was a category of what could be called ‘involuntary role models’, ie those who do not hold public office but who nonetheless are role models because their actions could be emulated by others and who therefore have a responsibility to the public. On the facts of that case, it was clear that McKennitt did not fall into the first category, but it was more debatable as to whether she fell into the second. However, Buxton LJ concluded that McKennitt did not fall into that category either, particularly as she had made efforts to shield herself and not to hold herself out as someone whose life was an open book.197

16.104 Moreover, Buxton LJ stated that he shared the doubts of Lord Phillips MR in Campbell as to whether the fact that a claimant is a ‘role model’ should make disclosures more justifiable in any event. Furthermore, his judgment seemed to introduce another qualification, which was that even if the case did involve a role model, Lord Woolf’s judgment seemed to require that they put up with at most the reporting of disreputable conduct.198

16.105 Subject to these qualifications, it might be possible for the status of the claimant to be relevant, at least in the sense of being a role model because of his or her public figure status in occupying a public post. The claimant in Mosley v News Group Newspapers199 was President of the Fédération Internationale de l’Automobile (FIA), the world governing body for Formula 1 motor racing and was a trustee of its charitable arm, the FIA Foundation. Part of the alleged justification by the newspaper for disclosing information about his private bondage-domination sado-masochism parties was that, by virtue of his job, he was a role model within Lord Woolf’s first category, and that, because those parties were alleged to have a Nazi theme, there was conduct which ought to be disclosed. Mosley was also the son of Sir Oswald Mosley, a well-known 1930s British fascist leader, which added something to the story.

16.106 The allegation that there had been a Nazi theme to the parties failed on the facts, but it is significant that, had it been successfully demonstrated, Eady J would have regarded the information as being disclosable at least to those in the FIA to whom Mosley was accountable. The judge referred to the fact that Mosley’s position as President of FIA meant that he had to deal with people of all races and religions. Accordingly, there might have been, on other facts, a possible basis to the role model argument, at least so far as Mosley could be said to have an official function. There was no basis for the disclosure, however, of mere depravity or adultery, notwithstanding Mosley’s official position within the FIA. This was because such information did not contribute to the general debate of public interest of the type envisaged by Von Hannover.

16.107 Therefore, the current approach is that even with role models falling within Lord Woolf’s first category, there is no assumption that all aspects of their private lives are ‘fair game’, because what is disclosed must contribute to the debate on matters of general interest in accordance with Von Hannover. In Jameel v Wall Street Journal200 Baroness Hale distinguished this from cases where there was no genuine public interest, saying that this was:

… very different from saying that it is information which interests the public—the most vapid tittle-tattle about the activities of footballers’ wives and girlfriends interests large sections of the public but no-one could claim any real public interest in our being told all about it.201

16.108 As Jameel is a House of Lords’ decision, this must be regarded as the most authoritative statement on the difference between information which interests the public and information which is genuinely in the public interest. It is also redolent of the passage from Von Hannover202 cited above.

16.109 Subsequent case law from Strasbourg has confirmed that even with those who hold public office—politicians and the like—it should not be assumed that all of their private life is open to disclosure. In order to qualify as a public interest justification, it seems that the information must have a bearing on the conduct of their public life in some way. In Standard Verlags v Austria203 the Austrian newspaper Der Standard published an article in its politics ‘Gossip mongering’ section, headed ‘A society rumour’, commenting on rumours relating to the extra-marital affairs of Thomas Klestil, the then Federal President. The articles were held to infringe the right to privacy of Klestil and the ‘other woman’. Citing Von Hannover among other cases, the European Court of Human Rights stated as follows:

… the courts duly considered the claimants’ status as public figures but found that the article at issue failed to contribute to any debate of general interest. They made a convincing distinction between information concerning the health of a politician which may in certain circumstances be an issue of public concern … and idle gossip about the state of his or her marriage or alleged extra-marital relationships. The Court agrees that the latter does not contribute to any public debate in respect of which the press has to fulfill its role of ‘public watchdog’, but merely serves to satisfy the curiosity of a certain readership …204

16.110 Thus, even when the case involves a public figure whose every action might be thought to have a bearing on his or her office, the information must be justified as contributing to the debate on matters of general interest. This is rarely the case in the typical kiss-and-tell scenario even, it would seem, when politicians are involved. Eady J has commented (extra judicially) that:

The rarity of contested claims relating to privacy seems to me to be largely because there are so few stories where there is any hope of a genuine public interest argument … It would be unusual for a genuine public interest to be suggested in the context of ‘kiss and tell’. That is largely because of the values espoused in Strasbourg.205

16.111 The converse does not apply, ie the fact that a piece of information about a person’s personal life is relatively trivial does not mean that the Article 8 right is not engaged.206 But it may affect the weight of the interest.

16.112 In Author of a Blog207 the status of the person (a police officer) and the nature of the information (identity) did contribute to the debate of general interest and disclosure was in the public interest. Eady J stated that if it had been necessary to make the Article 10 right conditional upon the establishment of a public interest, there was a right here for the public to be told who was choosing to criticize police activities. Since the claimant himself considered that his observations contributed to a debate of general interest the proposed publication in The Times of his identity would be also.

16.113 In Rio Ferdinand v MGN208 one the factors that led Nicol J to reach the conclusion that there was a public interest in the disclosure of a former England football captain’s adulterous affair was that at around the same time he had replaced another England captain (John Terry) who had been dismissed for having an adulterous affair with a teammate’s former partner. The England captaincy was said by Nicol J to carry with it an expectation of high standards, both on and off the football pitch, and such a person had to be a role model to the young.

Scope of journalistic latitude

16.114 As stated above, the protection of the right to private life under Article 8 of the Convention needs to balanced against freedom of expression under Article 10. In Handyside v UK209 it was recognized that Article 10 covers not only information or ideas that are favourably received, or regarded as inoffensive or a matter of indifference, but also information that might shock, offend, or disturb the State or a section of the population. This was held to be part of what it meant to live in a democratic society.

16.115 It has also been recognized in the Strasbourg jurisprudence relating to Article 10 that the press plays a particularly important role in the imparting of such information and that, while it must not overstep the bounds set, for example, with respect for the reputation and rights of others, its duty is nevertheless to act as a ‘public watchdog’ and to impart—in a manner consistent with its obligations and responsibilities—information and ideas on all matters of public interest.210 This inevitably leads to some degree of exaggeration and even provocation on the part of the press, which cases have also recognized and accepted as falling within Article 10.211

16.116 In this section we consider how much journalistic latitude is allowed by the courts when balancing the Article 8 rights of the claimant with the Article 10 rights of the media, and in particular, the extent to which the media may add colour and detail to a story to make it of interest to readers.

16.117 In Campbell v MGN212 Campbell had accepted that the Mirror was entitled to publish the fact that she had taken drugs and was receiving treatment. In the light of this, the Court of Appeal were persuaded that journalists needed to be able to disclose a certain amount of additional information (eg the fact that she was regularly attending Narcotics Anonymous support groups and photographs of her in the street following her attendance) because it was all part of the essential journalistic package which the public needed to know to make the story credible and readable. Absent these basic details, the Court of Appeal reasoned, the story would be absurd and unreal:

We take a more straightforward view of the publications in this case. The primary information that had been conveyed to the defendants was that Miss Campbell was regularly attending Narcotics Anonymous. The fact that she was a drug addict was a secondary inference from this primary fact, albeit an inescapable inference. We find the suggestion that the ‘Mirror’ should have published the secondary inference without publishing the primary fact from which this inference was drawn to be lacking in realism. What is it suggested that the ‘Mirror’ should have published? ‘Naomi Campbell is a drug addict. The “Mirror” has discovered that she is receiving treatment for her addiction’? Such a story, without any background detail to support it, would have bordered on the absurd. We consider that the detail that was given, and indeed the photographs, were a legitimate, if not an essential, part of the journalistic package designed to demonstrate that Miss Campbell had been deceiving the public when she said that she did not take drugs.213

16.118 In the House of Lords, Lords Nicholls and Hoffmann agreed with this approach, with the former saying that the details added ‘colour and conviction’214 and in fact benefited Campbell because it showed attendant detail which backed up her claim to be tackling her drug problem. Lord Hoffmann recognized that reasonable minds could differ as to how far journalistic latitude went in such situations, but he emphasized that judges were not newspaper editors, saying:

In my opinion, it would be inconsistent with the approach which has been taken by the courts in a number of recent landmark cases for a newspaper to be held strictly liable for exceeding what a judge considers to have been necessary. The practical exigencies of journalism demand that some latitude must be given. Editorial decisions have to be made quickly and with less information than is available to a court which afterwards reviews the matter at leisure. And if any margin is to be allowed, it seems to me strange to hold the Mirror liable in damages for a decision which three experienced judges in the Court of Appeal have held to be perfectly justified.215

16.119 However the majority of the House of Lords disagreed with this approach. Lord Hope drew a distinction between ordinary journalistic latitude regarding, for example, what words to use and whether to use photographs or not as matters of editorial judgment with which the court should not interfere and in respect of which the media are entitled a reasonable margin of appreciation. However there were decisions about the publication of material that went beyond merely presentation or editing. These decisions did require a balance to be struck between the right to freedom of expression and the right of the individual to respect for their private life.

16.120 Accordingly, the current position can best be described as follows. Journalists retain a degree of journalistic latitude over matters such as presentation and style, and this can include a degree of exaggeration and even provocation. However if the exaggeration strays into the disclosure of private information a defence of journalistic latitude will be unlikely to succeed.

A subjective test or a matter for the court?

16.121 A related issue is the subjective intention of the journalist. Stories break suddenly and journalists do not always have much time to consider whether there is a genuine public interest in the material about to be disclosed. As the passage from Lord Hoffmann’s speech quoted above in Campbell216 makes clear, journalists are busy people and they need to make difficult decisions to meet deadlines.

16.122 The problem with allowing a busy journalist’s subjectively honest, but, in the event, wrong assessment to carry weight in the analysis is that that it potentially removes from the court to power to review whether the material actually was in the public interest or not. As Lord Hope said in Campbell217 the decision has to be open to review by the court. Such a review has to be able to look beyond a journalist’s subjective intentions and to focus on whether the material really is in the public interest applying, in particular, the Strasbourg jurisprudence described above. It is suggested that the subjective intention of the journalist in fact has no further role to play in the analysis after Von Hannover218 which appears to define general interest in a particular way by reference to objective society-based criteria.

16.123 In Mosley219 Eady J, while recognizing the potential unfairness of such an approach, suggested that there might be scope for arguing that allowance should be made for a decision reached which falls within a range of reasonably possible conclusions,220 but he did not actually apply such a test in that case and concluded that if he had it would have failed on the facts anyway.

16.124 However, in LNS (John Terry) v Persons Unknown221 Tugendhat J said that there was ‘uncertainty in the law of misuse of private information (and for that matter the law of confidence) [as to] … the extent to which, if at all, the belief of a person threatening to make a publication in the media is relevant on the issue of public interest’. He noted that the current version of the Press Complaints Commission Code, in the section on Public Interest, made specific reference to the subjective intention of editors:

3. Whenever the public interest is invoked, the PCC will require editors to demonstrate fully that they reasonably believed that publication, or journalistic activity undertaken with a view to publication, would be in the public interest.222

16.125 In addition, he drew attention to section 32 of the Data Protection Act 1998 which provides as follows:

Personal data which are processed only for the special purposes [journalism, literature and art] are exempt from any provision to which the subsection relates if … (b) the data controller reasonably believes that, having regard in particular to the special importance of the public interest in freedom of expression, publication would be in the public interest, and (c) the data controller reasonably believes that, in all the circumstances, compliance with that provision is incompatible with the special purposes.

16.126 Tugendhat J noted that given that the Data Protection Act 1998 may well apply to an online news publication it would be anomalous if the public interest defence under section 32 required the court to have regard to the reasonable belief of the journalist, but that the same defence under the general law did not. However, he did not have detailed submissions on the point before him and so did not decide the issue.

16.127 Since the John Terry case, Eady J has suggested extra-judicially223 that this might be a possible avenue for future argument by defendants based on the Data Protection Act 1998 provisions set out above, and the fact that on an interim injunction application a judge will be making a similar assessment prospectively.

16.128 How far would such a subjective consideration go? Could it be that for the journalist to have a well-founded belief in the public interest he ought to have granted the claimant a right of reply? This was the question that arose in Tillery Valley Foods,224 where it was alleged that it was part of responsible journalism that the journalist should first seek the views of the subject of the story. The claimant supplied food to NHS hospitals. The defendant wished to expose unhygienic practices in the claimant’s food processing centres by way of filming undertaken by a person posing as an employee of the claimant. The defendant argued that the law of confidentiality allowed only that use which was conscionable. Because the public interest should not allow a broadcast without a fair opportunity to reply (at least in the circumstances of this case), it would be unconscionable to publish, or broadcast, without giving that opportunity; and a fair opportunity required the disclosure of the material. Mann J stated that there was no right of reply required and that such a right would be individual or private to the claimant rather than part of the fulfilment of the public interest.225

16.129 In Mosley v United Kingdom226 the claimant alleged that United Kingdom was inadequate in protecting his Article 8 rights in that it did not contain a legally binding right of prior notification to a claimant before a story was published. In circumstances where, as in that case, the disclosure was a breach of Article 8, he argued that the judge would have granted an interim injunction to prevent publication had there been prior notification. The Strasbourg Court declined to impose such a requirement, noting that there did not appear to be any other Member States who imposed such a requirement. Further, it noted that even if there were such a requirement it would have to take account of the public interest, and in particular, the journalist’s reasonable belief that there was such an interest, even if it transpired that there was none.227 On the facts of the case in question, though the alleged ‘Nazi theme’ justification was not made out, it could not be said that the defendant newspaper must have known that this would not be established.
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17.01 Remedies at once reveal the flexibility of the action for breach of confidence and expose the lingering problems raised by the action’s jurisdictional basis.1 The courts have a formidable armoury of remedies available precisely because its jurisdictional basis, but the deployment of this armoury is at the same time complicated by this uncertainty. These remedies include injunctions and delivery up, as well as monetary remedies, whether termed equitable compensation or damages. It is now also necessary to consider the context provided by the European Convention of Human Rights (ECHR) which, although it does not stipulate the remedies that a Contracting State must provide for infringing a Convention right,2 does require that the rights granted are practical and effective.3 The regime for compensation under the Human Rights Act 1998 (HRA) will be examined in Chapter 19 along with regimes under the Data Protection Act 1998 and the Copyright, Designs and Patents Act 1988 (CDPA).

A. International and Regional Obligations

17.02 The Agreement on Trade Related Aspects of Intellectual Property Rights (TRIPs) requires that members of the World Trade Organization (WTO) provide in their law certain specified enforcement mechanisms in relation to acts of enforcement of the intellectual property rights covered by the Agreement.4 As discussed in Chapter 22,5 the Agreement includes certain limited obligations in relation to trade secrets,6 and, accordingly, Members of the WTO are obliged to provide injunctions,7 damages,8 as well as a form of delivery up.9

17.03 These requirements imposed by TRIPs have had little impact on the development of law in this field. This is probably because the requirements set only a minimum standard and in most respects the combination of common law remedies and equitable relief has long since surpassed the requirements set out in that agreement.10

17.04 In addition, the Enforcement Directive11 imposes further obligations in relation to remedies; in particular it provides that interim injunctions must be available12 as well as final injunctions,13 damages,14 and delivery up.15 It also provides for the publication of judgments—naming and shaming—of those found to have infringed intellectual property rights.16 In relation to England the relevant implementation of the Directive was restricted to creating a new rule on damages17 and providing for publication of judgments.18

17.05 It is unclear, however, whether the Court of Justice would consider that the Enforcement Directive applies to confidence claims. The subject matter of the Directive is said to be the enforcement of ‘intellectual property rights’.19 Is a confidence claim an ‘intellectual property right’ for these purposes or not? In Vestergaard v Bestnet20 it was accepted by the parties and, accordingly without argument, by the Court of Appeal that trade secrets (in contrast to all confidential information) were within its scope. However, when the Commission issued its non-binding statement21 indicating the things it believed should be considered as intellectual property rights, it did not include confidences or trade secrets. As that list was only illustrative, it is possible that the Court of Justice might adopt the same view as the Court of Appeal in Vestergaard and find trade secrets within the scope of the Directive, in particular because much of the Directive relates to obligations under TRIPs (where trade secrets have some limited protection). However, recital (13) of the Directive suggests that Member States may extend protection to acts of unfair competition and similar activities, and in TRIPs the protection of trade secrets was expressly a matter of preventing unfair competition.22 Accordingly, it is apparent that the Directive may be extended to cover trade secrets but only if Member States elect that option. The United Kingdom’s approach to implementing the Directive was to treat is as restricted to the rights covered by the Commission’s statement and no more.23 It is apparent therefore that the new rules for damages and the other changes made to English law to the implement the Directive were not intended, and, so it is submitted, should not apply to trade secrets.

17.06 The complications arising in relation to remedies varies across the Commonwealth and are closely allied with the so-called ‘fusion’ debate over whether the Judicature Acts fused the substantive common law and equity systems or was a procedural change leading to courts of joint jurisdiction but leaving the substantive law distinct. To understand the nature and basis of the remedies awarded by the courts for breach of confidence it is imperative to consider fully the decisions of courts across the Commonwealth.

B. The Relationship between Remedies

The fusion ‘fallacy’ or ‘verity’

17.07 The significance of the fusion debate is that certain equitable remedies are dependent on the availability of legal remedies or depend on the nature of the cause of action. It has already been explained that breach of confidence has been considered by some to be a claim within the courts’ exclusive equitable jurisdiction.24 This has particular resonance within the context of remedies. The particular concerns relate to whether or not common law damages25 are available as a remedy to breach of confidence or damages are in the form of equitable compensation. This is a matter which is explored in more detail in Chapter 19.

17.08 Those advocating the argument that fusion is a ‘fallacy’ suggest that the Supreme Court of Judicature Act 1873 fused the administration of the courts but not the substantive law. Accordingly, the substantive common law and equitable principles sit side by side and do not mingle,26 and in the rare instances where there is a conflict, equitable principles will prevail.27 This leaves each branch of the law to develop separately and distinctly, and therefore principles cannot be adopted from equity to supplement the law and vice versa. In contrast, those advocating the fusion theory argue that although the substantive common law and equity did not merge under the 1873 Act it made it possible for them to do so by reason of the gradual evolution and erosion of the boundaries between them. It could be argued that it is irrational to have two systems of law, and that merger is positively desirable substantively as well as procedurally to create a consistent, coherent, and comprehensible body of law.28

17.09 The positions taken in the fusion debate and its progress vary between Commonwealth countries.29 There have been strong words from the House of Lords stating that applying historical principles to equity and law is not helpful,30 and in Attorney General v Blake31 their Lordships said the law should not be constrained to a remedial response dictated by an accident of history,32 so they applied ‘practical justice’.33 This allowed them to award an account of profits in breach of contract cases as was explained by Lord Nicholls:

If confidential information is wrongfully divulged in breach of a non-disclosure agreement, it would be nothing short of sophistry to say that an account of profits may be ordered in respect of the equitable wrong but not in respect of the breach of contract which governs the relationship between the parties.34

17.10 The English courts’ response is therefore dynamic and practical and ensures that a court can pragmatically mould the remedies it grants. The President of the New Zealand Court of Appeal, Sir Robin Cooke, similarly provided for flexibility in Aquaculture Corp v NZ Green Mussel Co Ltd.35

For all purposes now material, equity and common law are mingle or merged. The practicality of the matter in the circumstances of the dealings between the parties the law imposes a duty of confidence. For its breach a full range of remedies should be available as appropriate, no matter whether they originated in common law, equity or statute.

17.11 Likewise, in Canson Enterprises v Boughton36 the Canadian Supreme Court adopted a similarly practical view with McLachlin J giving the reasons of the court:

I am aware that reservations have been expressed in some quarters about this fusion or, perhaps more accurately, mingling of law and equity … But no case was brought to our attention where it has led to confusion, and there are many cases, some of which I have discussed, where it has made possible a just and reasonable result. It simply provides a general, but flexible, approach that allows for direct application of the experience and best features of both law and equity, whether the mode of redress (the cause of action or remedy) originates in one system or the other.

17.12 The position in Australia is, however, very different. In part this may result from the fact that the courts of law and equity in New South Wales only merged in 1970.37 It is unsurprising, therefore, that Justice Meagher of that State’s Supreme Court has described the view that the substantive rules of equity were fused with law as ‘so obviously erroneous as to be risible’,38 a view endorsed further by the leading Australian text on equity,39 the authors of which include Justice Meagher as well as two judges of the Australian High Court.40

17.13 The acceptance by the courts in most common law jurisdictions that (in relation to remedies at least) the rules of equity and law can be moulded to do practical justice means that the availability of remedies for breach of confidence are not, and should not be, confined by the nature of the jurisdiction upon which the claim is based. Rather the approach the court adopts should be flexible with the full panoply of remedies being available in appropriate cases. Nevertheless, this approach is not at present acknowledged by the Australian courts, and there is some indication that fusion has not been fully embraced elsewhere.41 It remains necessary, therefore, to examine the potential issues that might arise where a court takes a historical view to the availability of remedies; even if the practical effect in many cases is muted if not silenced.

The modern approach

17.14 The divergence in available remedies has arisen because of the wide range of situations which are encompassed by claims to protect confidence as it was explained by Sales J in Vercoe v Rutland Fund:42

The law relating to breach of confidence covers a very wide range of different factual situations, and it is unsurprising that the strength of the arguments in favour of any particular remedy or set of remedies in respect of a particular breach of confidence varies across that range. Sometimes the nature of the obligation of confidence may be closely similar to a fiduciary obligation (as in the special context of obligations imposed on officers of the Secret Intelligence Service …), in which case it may be appropriate for remedies to be available similar to those in respect of a breach of fiduciary duty; sometimes the nature of the obligation may be closely similar to the obligations which protect forms of intellectual property … in which case it may be appropriate for remedies to be fashioned equivalent to those available in that context; sometimes … the obligation may spring from a contract, or arise in circumstances closely similar to a contractual relationship, in which case the appropriate remedy (in the absence of exceptional circumstances) is likely to be similar to those available for breach of contract; in yet other cases, eg where the law of confidence is used to address use of private information obtained by a stranger, a relevant analogy may be drawn from the law of tort.

17.15 This statement nicely encapsulates both the evolution that has occurred in relation to breach of confidence, but also its continuing flexibility. The remedy adopted by the courts must fit the wrong it is correcting as would be expected by reason of the jurisdictional basis of the confidence action.

C. The Maxims of Equity

17.16 As a cause of action which has some (although not all43) of its roots in equity, it is hardly surprising that some of the maxims of equity and other equitable defences have been considered in terms of breach of confidence. The equitable maxims were once regarded as fundamental principles of equity upon which all equitable law developed,44 but today even some leading commentators advocate that they are abolished45 (or maybe this should be disregarded as serving no purpose).46 This section therefore considers the equitable defences most relevant to breach of confidence: unclean hands, delay, laches, and acquiescence.

Unclean hands

17.17 The maxim of equity that ‘he who comes into equity must come with clean hands’47 means that a claimant, whose conduct has been improper in relation to a transaction or relationship, who seeks equitable relief may have that relief refused. The maxim is essentially a reason for the court to refuse to exercise its discretion in favour of granting relief.48 This maxim is closely related to another that ‘he who seeks equity must do equity’49 and the two are sometimes conflated.50 The clean hands maxim is often used in little more than a rhetorical manner where more precisely cases of fraud, misrepresentation, illegality, or breach of contract might be made out.51 There remain, however, cases where none of these precise grounds obtain and yet relief was still denied on the basis of clean hands.

17.18 This equitable defence of unclean hands is to be distinguished from disclosures permitted in the public interest.52 The defence of unclean hands requires no public interest and is related only to the claimant’s personal conduct in a particular transaction.53 In many cases, therefore, it provides a broader54 ground of defence since it is not necessary to show that the disclosure was in the public interest. Nevertheless, there may be cases where the same set of facts would give rise to a defence on the basis of both principles—those where the claimant’s conduct has been improper, and where the nature of the impropriety is such that it imperils the community in some way and, therefore, should be exposed.55

17.19 In Gray v Thames Trains56 Lord Hoffmann criticized the equivalent common law maxim ex turpi causa non oritur actio57 by describing it not as a principle, but as a policy; a policy which is not consistently applied and that is subject to exceptions. The same is true of the equivalent equitable maxim.58 It is in the context of policy, rather than principle, that the maxim will be considered in the context of breach of confidence. Furthermore, any party considering raising the defence should consider the cautious words of Powell J in Attorney General v Heinemann Publishers:

While I apprehend that even the lowliest law student would know of the maxim ‘he who comes to equity must come with clean hands’, I would hazard the view that few law students, and not a particularly high proportion of the practising members of the legal profession, would appreciate how limited are the circumstances in which a discretionary defence, based on ‘clean hands’, to proceedings in equity may successfully be raised.59

The nature and extent of impropriety

17.20 The primary requirement for unclean hands is that the claimant acted improperly. The extent of impropriety required does not go as far as requiring illegality60 but it does require what has been called a legal and moral impropriety.61 Indeed, the maxim has been suggested to be that no person may derive advantage from their own wrong.62 The failure needs to be more than a mere ‘error of judgment’.63 In Attorney General v Heinemann Publishers64 a very narrow interpretation of when unclean hands65 might apply was set out:66

The obligation of confidentiality which is here invoked, whether contractual, equitable or the product of a fiduciary relationship, arose prior to, and independently of, the improprieties which are here relied upon. It is thus only if the attaching of that obligation to a particular piece of confidential information—and, then, only if the particular piece of information relates to illegal or improper conduct which can properly be regarded as conduct on the part of [the Claimant]—can be regarded as sufficient relationship to the right invoked, that the present case could be brought within the principle, and, even then, I would think that the principle could apply only in relation to the otherwise confidential information as to that conduct.

17.21 This suggests that only where the impropriety relates to the particular piece of information can the defence be raised. This reaffirms the traditional rule that the impropriety must have an immediate and necessary relation to the equity which is the subject matter of the claim67 without mitigating factors to negate the conduct.68 Mere depravity or bad behaviour is not enough.69 It is important to properly identify the basis upon which unclean hands is asserted.70

17.22 The maxim was affirmed in the context of breach of confidence in Hubbard v Vosper71 and similarly in Church of Scientology v Kaufman.72 In these cases, it was revealed that scientology had its own disciplinary and penal code. The code contained provisions which impliedly permitted members of the organization to commit any action against ‘suppressive persons’. Such persons included anyone who ‘however truthful, however much compelled by process of law … should give evidence in a court of law hostile to the organisation of scientology’.73 Unsurprisingly, the Court of Appeal in Hubbard v Vosper found this deplorable and stated that the scientologists did not come to court with clean hands;74 this reasoning was followed by the High Court in Church of Scientology v Kaufman.75 Other examples of unclean hands being found in breach of confidence cases are rare, but in a related context they have been found where proceedings have been brought to destroy a rival’s business rather than to vindicate a right.76 More recently, it was argued that an employee of a newspaper bound by a privacy injunction who takes steps to make the information public (other than by publication) might lack clean hands.77 The court found that this had not been established in that case,78 but it would, it is submitted, be enough to constitute unclean hands had it been proven.

17.23 There have been a number of examples of where impropriety has not been found. These have included where a former employee79 passed a confidential manuscript of a proposed book to a director at his former employer to check whether confidential information was disclosed, and that director passed it to another director for comment.80 In a case where a celebrity magazine intentionally spoiled a rival’s scoop, it was found that just because the claimant having previously adopted similar ‘spoiler tactics’ was not enough to dirty their hands.81 Another instance of clean hands being unsuccessfully argued occurred where a patent application (which self-evidently was based on a confidential invention) falsely claimed a person to be the inventor (although the falsity of the claim was not made out).82

17.24 Indeed, the relative nature of the cleanliness requirement means that unclean hands is an objection which is usually possible to overcome. As indicated in Argyll v Argyll,83 the cleanliness required ‘is to be judged in relation to the relief that is sought’,84 and so in many instances the remedy itself is not related to the dirt on the claimant’s hands. Furthermore, the difficulty of establishing unclean hands is exacerbated by a person being able to ‘wash’ their hands by showing the misconduct had ceased before the suit was commenced.85

Laches, acquiescence, and delay

17.25 The doctrines of laches, acquiescence, and delay further empower a court to deny equitable relief on discretionary grounds. The doctrine of laches arises where the claimant has delayed seeking a remedy and, by reason of this delay, the defendant has been put in an unreasonable position and so it would be unjust to give a remedy.86 Mere delay is not enough for laches to operate—there must be something more.87 Further, just because one equitable remedy is not awarded by reason of delay (eg an account of profits), other equitable remedies might still be properly granted (eg equitable compensation).

17.26 The defence of laches has two elements. First, that there must have been an unreasonable delay and, secondly, that this delay renders the grant of relief unjust.88 The defence of laches, acquiescence, or delay has rarely arisen in cases relating to breach of confidence. The reason for this is self-evident as any delay actually devalues or destroys the confidence itself. Indeed, even in cases relating to the misuse of confidential information delay has been discussed only rarely.

Unreasonable delay

17.27 The clock is started for calculating delay when the facts are known to the claimant from which the right arises.89 The notice to the claimant must be such that it would be inequitable for them to stand by and do nothing.90 Thus the question is, in all the circumstances, would a reasonably assiduous person have proceeded with substantially greater speed or diligence than the claimant.91 Whether a delay92 is unreasonable depends on the particular circumstances.93

17.28 In International Scientific Communications Inc v Pattison94 the delay on the part of the confider was held to be a sufficient ground to deprive him of the equitable remedy of account of profits. The claimant had not pursued any claim because he had hoped that the rival who had misused the confidential information would ‘quickly die a natural death’,95 but the court did not accept this as an excuse and denied them the account.96 The reasoning for this approach is self-evident, when an account is considered, in that it is unreasonable for a claimant to stand by and let the defendant earn profits before and then finally move and seek all those profits to be disgorged.97 In Bunn v BBC98 a claim for an injunction was barred on the grounds of delay where it was applied so late that it would have compelled the withdrawal of a completed television programme from broadcast as well as a book from its sale launch, both of which were due to take place within a few days of the application. The court felt that the cost of making the amendments would mean there was a real risk the broadcast and book would be withdrawn. Furthermore, that if the claimant had wanted an injunction he should have brought the claim earlier before these costs had been incurred.99 Another example which was close to a pure delay is the Australian case of Trevorrow v State of South Australia100 where there was a period of three-and-half years before the Government sought relief. The court held this to be sufficient to deny the application.101

Delay renders relief unjust

17.29 The delay must cause some form of prejudice to the defendant so that granting the remedy would be unjust. There is no fixed list of what amounts to something being unjust for these purposes and in each case it falls to the facts.102 In relation to confidence cases, the most likely prejudice would arise where the defendant has expended money or effort, or let opportunities pass which might have mitigated the defendant’s position.103 Such a situation would be aggravated where the claimant knew that the defendant was expending money and still did nothing.104 Yet the spending of money is not enough, as in Schering Chemicals Ltd v Falkman Ltd105 the court rejected an argument that the defendant television company should not be enjoined from broadcasting a programme made in breach of confidence because they had spent money in making the film and the claimant had intervened too late. The claimant had made clear from the outset that they would take proceedings for breach of confidence if, after being shown the film, they considered that it made use of confidential information. The court took the view that the programme was made at the risk of the broadcaster in full knowledge of the problems that were faced.106

17.30 Where the misuse of the confidential information would lead only to hazardous and speculative gains, the court may refuse to grant relief if a claimant waits until the gains have been realized.107 As this amounts to the claimant allowing the defendant to take the risk for him. Furthermore, an injustice which affects a third party, rather than the defendant, can also preclude equitable relief.108 In contrast, where a delay has benefited a defendant it may well be that, however long that delay may be, granting relief may still be equitable.109

Acquiescence

17.31 The defence of acquiescence is closely linked to that of laches, as a claimant acquiescing must always have delayed to some degree.110 But in addition to this type of acquiescence there is also the form of acquiescence sometimes called an equitable estoppel.111 This requires an express or implied representation from the claimant to the defendant that the right (eg the duty of confidence) will not be enforced. Such a representation is commonly given by conduct.112 In addition to the representation, it must have become the case that it was no longer equitable to grant the equitable remedy.113
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A. Introduction

18.01 ‘A confidence, once breached, is lost forever’1 and so it will usually be imperative for the confider to take swift action to restrain the disclosure or misuse of confidential information. Injunctions, and interim injunctions in particular, are therefore a vital remedy in confidence or misuse of private information cases.2 Not only can a confidence broken never really be restored, but, without an interim remedy, particularly where the information is personal, pursuing such claims may actually add to the embarrassment caused by the revelation.3 This means that the hearing determining whether to grant an interim injunction may be the final and decisive hearing in the matter, as there may well be little to resolve once it has been granted or refused; as the European Court of Human Rights has acknowledged, an interim injunction may be the only effective way to give effect to a perpetual or final injunction.4

18.02 However, it is too simplistic to say that the claimant’s confidentiality is wholly defeated if he is not granted an interim injunction. Whereas the defendant is able to use the confidential information after trial if he is successful, an interim injunction may not merely delay the defendant’s use of the information, it may in some cases totally defeat it.5 This is because in respect of some information there may be a public interest in immediate publication, and, as the courts have acknowledged, some stories will lose their value if there is a delay in publication.6 This is why the grant of an interim injunction always requires a delicate balancing exercise.

B. The Jurisdiction to Grant Injunctions

Equitable jurisdiction

18.03 The ‘power of courts with equitable jurisdiction to grant injunctions are, subject to any relevant restrictions, unlimited’, and those restrictions that do exist are not based on jurisdiction, but on discretionary principles.7 There is an historical distinction within the equitable jurisdiction between causes of action which fall with the court’s exclusive equitable jurisdiction, its auxiliary (or assistant) jurisdiction and its concurrent jurisdiction.8 The court’s increasing willingness to do ‘practical justice’ reduced and, in some jurisdictions, possibly eradicated, any real practical significance for these distinctions. But there remain some interesting points of principle worth explaining.

18.04 The first of these is that it has been said that an action purely within the equitable jurisdiction neither requires common law damages to be an inadequate remedy before an injunction (either final or interim)9 can be granted nor is there a requirement for there to be a proprietary right.10 Where the court has auxiliary (or concurrent jurisdiction11), however, an injunction requires it to be proved that there is a legal right12 which is threatened with infringement, and that common law damages would be an inadequate remedy.13 However, this final requirement has diminished greatly and it is now little more than illusionary,14 or, put another way, it goes to how the court should exercise its discretion rather than its jurisdiction.15 Accordingly, the question has become whether it would be more just to grant an injunction or to award damages.16

Common law jurisdiction

18.05 The courts of law originally had no power to grant injunctions,17 and so litigants before those courts had to apply to the courts of equity if they wanted injunctive relief. This changed with the enactment of the Common Law Procedure Act 1854,18 which allowed law courts to grant injunctions without affecting the Chancery Court’s auxiliary jurisdiction.19 There are, however, some distinctions and similarities between injunctions in the two jurisdictions. First, regarding similarities, the remedy is still discretionary as it can only be granted as ‘justice may require’20 and for this purpose the same discretionary principles are applied to legal injunctions as equitable ones.21

18.06 However the differences are that a legal injunction cannot be granted purely quia timet or to prevent a legal wrong before it has happened. This is because a legal injunction is only available where it is possible to sue for damages, and this cannot arise before the wrong has been committed.22 It is also unnecessary to prove that the claim relates to a proprietary right. The significance of the distinction between legal and equitable injunction remains as the merging of the chancery courts and the common law courts did not enlarge the power to grant injunctions but simply consolidated them.23 But as the power of both the equitable and common law courts to grant injunctions was so wide, it is more or less immaterial that the rights are cumulative. In effect, the courts are free to grant an injunction in appropriate circumstances and there will rarely be any continuing benefit, when striving for practical justice, in the court ascertaining the basis upon which the injunction is to be granted.24

Contractual versus equitable obligations—different standards?

18.07 The courts’ power to grant an injunction to restrain a breach of confidence, whether as interim or final relief25 and whether the obligation arises at law26 or in equity, is clear.27 But it may be easier to obtain an injunction in certain types of cases. In Attorney General v Barker28 Lord Donaldson MR indicated that where an obligation of confidence resulted from a contractual restraint the court will enforce that restraint by issuing an injunction.29 In contrast, in London Regional Transport v The Mayor of London,30 without citing Barker, the court concluded there was no difference between a duty of confidence under contract and otherwise.31 It appears, however, that of these two views it is the former which has now gained the ascendancy following Campbell v Frisbee,32 and accordingly contractual obligations are given more weight than purely equitable obligation.33 The additional weight given to the contractual relationship, however, depends on the facts of the case.34 In practice this distinction is only likely to be relevant in marginal cases, particularly where freedom of expression is relevant.

C. Information in the Public Domain

18.08 In Attorney General v Guardian (No 2), part of the Spycatcher saga, the court concluded that no injunction can be granted to prevent a defendant using previously confidential material where it is now in the public domain.35 The question of whether a person can reuse information he personally put into the public domain was not clearly decided. However, Lord Goff36 concluded that such a person should not be prevented from using the confidential information despite his wrongdoing, although other members of the House of Lords did not adopt such a bold statement of principle.37 Nevertheless, it appears that the English courts have followed the approach of Lord Goff and concluded that no injunction can be granted to restrain a person who breaches a confidence from continuing to use this information once it has entered the public domain,38 and for these purposes it is important to ascertain what date this occurred.39 It must be remembered, however, that it is possible for information to have a relative degree of confidentiality40 and an injunction may still be granted to maintain that degree of confidentiality even if only for a limited period of time. Relative confidentiality might arise, for example, where the information was in an obscure publication that was only available for a limited time.41 The more difficult question of whether it is possible to restrain a person from continuing to benefit from a past misuse is discussed below.

18.09 This strict approach to the public domain does not to apply in relation to personal information. This was first suggested by Lord Keith in Attorney General v Guardian (No 2)42 and, by analogy, it has been accepted at the highest level when in Douglas v Hello! the House of Lords protected the Douglases’ photographs notwithstanding they were about to put very similar photographs into the public domain.43 Accordingly, the mere fact that private information is known and is thus ‘public’ within a limited circle of people does not mean that it is no longer possible to prevent publication to the world at large.44

18.10 The court will still refuse a grant an injunction where it is futile to protect the personal information. The question is therefore whether the information is so widely known (and publicly discussed) that no useful purpose can be served by the court granting an injunction.45 The rationale for granting an injunction to prevent publication of information which is no longer secret or unknown is that the repetition of the information may offend Article 8. That right protects intrusions into a person’s private and family life, and this right can be interfered with despite the fact that the information is strictly speaking in the public domain.46 Such an injunction is therefore not to protect the secrecy of the information, but to prevent harassment and unjustified intrusion into a person’s family life.47 Indeed, an injunction may be granted in these circumstances even where the information has become widely known on the Internet,48 or mentioned in Parliament.49

D. Interim Injunctions: Basic Principles

18.11 There was a controversy for many years over exactly when it was appropriate to grant an interim injunction,50 but the principles which are now generally applied are those set out by Lord Diplock giving the opinion of the House of Lords in American Cyanamid Co v Ethicon Ltd.51 Their Lordships stated that the proper test is first to assess whether there is a serious question to be tried; second, the court should consider whether damages would be an adequate remedy for a party injured by the grant of, or refusal to grant, an interim injunction; finally, where the balance of convenience (or balance of injustice52) lies. The American Cyanamid test has been approved by the Australian High Court53 and the Canadian Supreme Court54 and by the New Zealand Court of Appeal55 as well as by other jurisdictions56 and so it has become the standard test throughout the Commonwealth. Nevertheless, it is important to remember that it only sets down guidelines, rather than strict rules, as Lord Diplock did not intend to fetter the wide discretion granted to the court.57 This test does not apply58 where freedom of expression is affected; rather the special rules under section 12 of the Human Rights Act 1998 (HRA) take effect even where the dispute is commercial in nature.59 The test for obtaining an interim injunction in a privacy case is therefore of a different nature to that for trade secrets.60

18.12 In many breach of confidence cases it is necessary to take action before the wrong has actually been committed. This is possible by way of a quia timet61 injunction, by which the court grants an injunction before the act of the defendant has interfered with the rights of the claimant: it is a preventative injunction.62 This means they are particularly important in confidence cases as they can be granted to prevent the wrong of disclosure.63 A quia timet injunction will not, however, be available on mere suspicion or apprehension,64 and it is necessary to show good grounds for such a fear65 and so evidence supporting those grounds.66

A serious question to be tried

18.13 The claimant must begin by establishing that there is a serious question to be tried; that is, the claim is neither frivolous nor vexatious.67 This is a very low standard indeed and one that, although now accepted, has attracted much criticism,68 but its aim is to avoid the court expressing an opinion on the merits of a claim on the basis of written evidence before they are fully considered at trial.69 This is because there should be no probe into the merits of the case at this stage, although it may be permitted as a special factor or where the balance of convenience is evenly matched. The unwillingness of the courts to adopt the standard prescribed by American Cyanamid meant that it took over a decade before it was fully accepted. Although now established, it still presents problems in that it can lead to what are essentially unmeritorious claims (but which cross the serious question to be tried threshold) still attracting an injunction.

18.14 There was a resurgence following Laddie J’s ruling in Series 5 Software v Clarke70 of courts considering the merits of the case where it could form a clear view of the undisputed evidence at the interim stage.71 This approach was eagerly adopted by both judges and lawyers and there was a push to have more determinations on the merits;72 ultimately it being shoehorned into the assessment of whether there is a ‘serious question to be tried’ so that claimants who have a weak, but arguable, case will be found not to have a serious issue to be tried.73 This greater emphasis on the merits of the case advocated by Series 5 has yet to be approved by a higher court,74 and in recent years it appears to have fallen into abeyance in the reported decisions and, in many confidence cases at least, its significance has been overtaken by section 12 of the HRA.

Freedom of expression

18.15 In relation to interim injunction applications which might affect the right to freedom of expression75 protected by Article 10 of the European Convention on Human Rights (ECHR), the court does not apply the serious question test from American Cyanamid but the more onerous one76 set out in section 12(3) of the HRA; ‘no such relief is to be granted so as to restrain publication before trial unless the court is satisfied that the applicant is likely to establish that publication should not be allowed’. This is a higher, albeit flexible, threshold requiring that interim relief is only granted where the ‘court is satisfied that the applicant is likely to establish that publication should not be allowed’. In Browne v Associated Newspapers77 the Court of Appeal set out the correct approach where the case relates to the right to privacy. First, the applicant is required to establish that it is arguable that Article 8 ECHR would be engaged; thereafter, the respondent must establish that it is arguable that publishing the material would engage Article 10; finally the merits of the respective cases are considered under section 12(3).78

18.16 The meaning of the word ‘likely’ in section 12(3) is therefore determinative of whether or not interim relief will be available. The House of Lords in Cream Holdings v Banerjee79 set the basic threshold, namely that the applicant must show he is ‘more likely than not’ to succeed at trial.80 This is a very high standard and is probably the same in effect as that required at trial (the balance of probabilities).81 This threshold is not set in stone, however, as their Lordships gave courts discretion to apply a lower standard where the consequences of publication would be grave or where a short-lived injunction is being granted before a proper consideration of the issues.82 This means that a court can grant a short-term interim injunction on a lower standard, but when it decides on the injunction that will last until ‘trial’ (or thereafter) it has to apply the higher standard of ‘more likely than not’. Accordingly, an applicant seeking an interim injunction where freedom of expression is engaged must cross a particularly high threshold.83

The adequacy of damages

18.17 The ‘governing principle’84 in determining where the balance of convenience lies is the adequacy of compensation in damages to either party if an injunction is granted or refused.85 This leads the court to postulate two contrary hypotheses. First, if the injunction were refused, would the claimant, if ultimately successful, be adequately compensated in damages for the continuation of the violation of his right by the defendant until the trial of the action? If damages would be adequate compensation, then an interim injunction should not ‘normally’86 be granted. The contrary hypothesis is, if the injunction were granted, would the defendant, if ultimately successful, be adequately compensated under the claimant’s undertaking in damages for the loss sustained by the injunction? Thus, the court must assess the likely effects which its decision would have on the respective parties.

Commercial information

18.18 When considering the adequacy of damages in cases of commercial information the court takes into account a number of factors. These factors include the extent to which the information has been circulated, the state of the market, the nature of the confidential information, the effect of the disclosure or misuse on the claimant or defendant’s business, as well as some other minor factors. Each of these factors will now be considered.

18.19 The extent of circulation The circulation of the confidential information at the time the application for the interim injunction is made may be relevant to assess the adequacy of damages. In the old case of New Nimrod Co v Peruvian Pacific Railway87 there was an attempt to restrain the use of a report on certain mining claims. The evidence indicated that the report had been widely circulated, and Pickford J therefore considered that damages would adequately compensate the applicant if the injunction were refused and they won at the trial as ‘all they had to fear was that a future publication of it would lessen its value’.88 The quantification of the extent of dissemination may no longer be relevant to the adequacy of damages. This is because where information is widely disseminated there is no longer a confidence and so there would be no serious issue to be tried.89

18.20 The state of the market The size of the market to which the confidential information relates may be a significant factor in determining whether damages would be adequate. In Collins (Engineers) Ltd v Roberts & Co90 the defendants offered an undertaking not to manufacture any further products using the confidential information in question except for the purpose of making up orders to help them dispose of existing stock. Nevertheless, Ungoed-Thomas J held that an injunction was appropriate and that the undertaking would not suffice, as the confidential information related to tank truck equipment, the market for which was very limited, and so the disposal of only a few items of stock would cut significantly into the claimant’s business. This in itself should not be relevant as the lost profit could be recoverable by damages, but, importantly, the court held that entering a small market would enable the defendant to establish goodwill and so the damages would be not only substantial, but difficult to assess.91 This emphasis is inconsistent with the approach adopted in Polaroid v Eastman Kodak,92 a patent case, where it was held that a final injunction negates any inroads made by the defendant into the claimant’s market as the defendant can be excluded after the conclusion of the trial.93 But this distinction may reflect the fact that if the confidential information enters the public domain an injunction cannot be granted; whereas the exclusive rights granted by the patent would still subsist after trial.

18.21 A claimant’s position in the market may also be relevant where it is one of pre-eminence. In such a case, the refusal of an injunction against a former employee, who is betraying trade secrets, might do the claimant irreparable harm.94 But granting it might exclude the defendant from the market forever as he will either have no income or he will transfer his interest elsewhere.95 Once more it is a difficult balancing exercise and so the merits of the case become relevant once more.

18.22 Protection of abstract ideas In Coco v AN Clark (Engineers) Ltd96 Megarry J drew a distinction between the situation in which a claimant is seeking to restrain (a) the use of a trade secret relating to an existing product, and (b) the use of an idea. The former may need the protection of an injunction, but the latter would not.97 This distinction is particularly important for individual inventors who disclose confidential information to manufacturers in the hope of either licensing the information or starting a joint venture. Where, in such a case, the manufacturer markets a product based on the information, the individual may have difficulty in obtaining an interim injunction, since the effects of the injunction would be far more significant for the manufacturer than the effects of any refusal would be for the individual. Furthermore, where the information was (or could have been) licensed this suggests that damages are adequate and, once more, that an interim injunction will not be granted.

18.23 Going out of business It is usually the defendants who argue that an interim injunction will put them out of business. But it may equally be the case that the failure to grant an injunction would put a claimant out of business, whether by losing market share or poaching customers.98 In either case, it will be weighty evidence of damages being inadequate99 although not conclusive.100 Similar considerations apply where the interim injunction will put an end to a substantial part (rather than all) of the party’s business.101 In any case, a balance needs to be struck between the harm caused by losing that part of the business and the harm to the other party.102

18.24 Other reasons There may be other reasons why damages are likely to be inadequate, an extreme example being where the disclosure of confidential information puts lives at risk.103 Other examples include where the disclosure will lead to disruption of a party’s business104 or to the loss of customers, potential employees,105 or goodwill.106 Furthermore, in many cases the courts will simply conclude their fixing any figure for damages will be very difficult,107 and that preventing the misuse (or disclosure) of information is better than trying to cure it with an award of damages.108 Finally, if it can be shown that a party would be unable to pay damages a court will treat this as tantamount to damages being inadequate.109

Personal information

18.25 It could be argued that once confidential personal information has been made available to the public, damages (meaning financial compensation) can never be an adequate remedy, as the private nature of the information cannot be restored110 and loss thereby caused is not economic in nature.111 It is the disclosure of the personal information which causes the damage to the claimant (and, possibly, to the claimant’s family112), whereas for commercial information it is usually the continued misuse of that information. The extent of damage can, of course, increase if subsequent newspapers continue to run the stories based on the misuse of the personal confidential information. This is why the determination of whether damages are adequate to compensate for the disclosure of personal information is more difficult. Accordingly, the postponement of an injunction until after trial is equivalent to denying it altogether,113 and in Distillers Co (Biochemicals) Ltd v Times Newspapers Ltd114 Talbot J went as far as to say that not granting an interim injunction ‘will not cause the defendants any loss whereas not to do so might cause irreparable harm to the plaintiffs’.115

18.26 This is, however, an unduly simplistic assessment of the issue. The law of confidence, or privacy, where it is used to protect the commercial interests of celebrities and, in particular, their right to sell exclusive photographs or interviews, is a situation where damages may be adequate.116 Similarly, where the information disclosed goes to the claimant’s reputation, damages are usually likely to be as adequate as they are for libel.117 It is for this reason that the courts have adopted a distinction between cases which are protecting private information for the purposes of preserving reputation and for other purposes. In relation to the former case, the courts have begun to draw comparisons with the laws protecting reputation and accordingly holding that damages are adequate. As Gaunt P pointed out in Hosking v Runting:118

The general position, then, is that usually an injunction to restrain publication in the face of an alleged interference with privacy will only be available where there is compelling evidence of most highly offensive intended publicising of private information and there is little legitimate public concern in the information. In most cases, damages will be considered an adequate remedy.

18.27 This restricted view of the availability of an interim injunction has also been adopted by Tugendhat J in Terry v Persons Unknown,119 where he said that damages will be an adequate remedy in most cases.120 When considering whether damages are adequate, and for mental distress in particular, it must be remembered that a whole system has been devised to quantify damages for physical and psychiatric injury.121 The move towards awarding damages for hurt feelings and distress caused by an unlawful disclosure is a natural progression. Indeed, the increasing overlap between libel cases and breach of confidence cases has encouraged the courts to quantify the value of privacy so that vindication in court for an interference with someone’s privacy can have the same effect as a verdict in a libel trial has for a person’s reputation.122 Indeed, in Mosley v United Kingdom123 the European Court of Human Rights accepted that ex post facto damages may provide an adequate remedy for breaches of Article 8. This is part of a paradigm shift occurring as an increasing number of privacy cases are heard before the judges of the Queen’s Bench Division and the practice is being guided by principles which are commonly applicable to defamation.

The ‘exclusive’ equitable jurisdiction—adequacy of damages irrelevant?

18.28 Where a cause of action falls squarely within equity’s exclusive jurisdiction it may be that an interim injunction is available without demonstrating that damages are inadequate. This is based on the Australian High Court’s decision in Heavener v Loomes124 and continues to be applied today by courts in that country.125 Its application to breach of confidence cases, however, is not clearly evidenced, as usually the cases include contractual or other elements and so fall within the court’s concurrent or auxiliary equitable jurisdiction.126 There also appears to have been no appetite for the rule to be tested before the English courts127 as the adequacy of damages appears to be considered in all breach of confidence cases; albeit sometimes the matter is quickly dismissed with bold statements of inadequacy.

The undertaking in damages

18.29 A claimant will usually be required to give an undertaking to compensate the defendant in damages for any loss sustained as a result of the interim injunction should the defendant be successful at the trial. This is to safeguard the defendant who may be prevented from doing something he is lawfully entitled to do. The claimant must demonstrate that he is in a financial position to honour this undertaking, possibly by fortifying the undertaking (providing a security).128 Where the claimant is unable to provide the undertaking, the court may in certain circumstances refuse the injunction without going on to look at other factors in the balance of convenience.129 Conversely, the defendant’s capacity to pay damages if an injunction is refused and the claimant succeeds in his case for a final injunction will also be relevant to determining where the balance of convenience lies.130

Factors relevant to the balance of convenience

18.30 In many cases, the issue of adequacy of damages may be inconclusive, and the court will have to refer to other matters in order to determine where the balance of convenience lies, at which point, the circumstances of the individual case may operate to tilt the balance one way or the other. The assessment has been explained in Australia as finding the overall justice of the situation,131 and in order to achieve this end a number of factors are commonly considered.

Status quo

18.31 In general the courts seek to preserve the status quo pending trial.132 What this means was explained by Lord Diplock in Garden Cottage Foods Ltd v Milk Marketing Board.133 It is to preserve the state of affairs immediately before the service134 of the claim form or, if there is an unreasonable delay between the service of the claim form and the application for the injunction, the period immediately preceding that application.135

18.32 In confidence cases there is a strong tendency to view maintaining the status quo as preserving the confidence by granting an injunction.136 But this is not always the case. For example, in Dunford v Johnson137 the claimant was seeking to restrain the defendants from making a takeover bid on the basis of allegedly confidential information given to them concerning the target company. On appeal it was considered that maintaining the injunction would terminate the pending offer and, considering the market conditions, it was unlikely a similar offer could be made again.138 Consequently the court lifted the injunction. On the other hand, in Standex International Ltd v Blades139 the court considered that an injunction would assist in preserving the present position. Here, the position was that the claimants were established in the business of mould engraving and the defendants were trying to enter that field, allegedly with the help of misappropriated confidential information. If an injunction were granted this position would not be upset, whereas if it were refused, the defendants could establish themselves in that market.140

18.33 In cases affecting freedom of expression, it is clear Parliament’s intention was that section 12(3) of the HRA would prevent the courts granting injunctions to prevent disclosure simply to maintain the status quo.141 But where damages are inadequate and the higher threshold set by section 12(3) has been met injunctions are usually granted and so the status quo will in effect be preserved.

Merits of the case

18.34 One of the features of the American Cyanamid test is to avoid the courts substantively considering the merits of the case at an interim stage142 so as to avoid a trial on witness statements or affidavits.143 Nevertheless, the courts do on occasion consider the merits of the case,144 and there are three instances where this is likely to occur. First and foremost this occurs where the grant of an interim injunction will finally dispose of the matter.145 This is likely to arise in confidence claims because where no injunction is granted the confidence, and so the purpose of the claim, is lost146 or, put another way, the postponing of the injunction would be equivalent to denying it altogether.147 Conversely, at least in personal information cases, there is rarely any incentive for pursuing the matter to trial where an injunction has been granted, as news becomes stale and there will be no continuing interest in publishing.148 This also makes the interim application dispositive.

18.35 Secondly, the court may take the merits into account where there is a particular public interest in the determination of the matter.149 It was held, for example, in Foster v Mountford150 that an interim injunction was appropriate by reason of the particular cultural and religious significance of the information. Accordingly, where the defendant is intending to argue that the disclosure (and, in particular, immediate disclosure) is in the public interest, this is something which would weigh towards a more detailed consideration of the merits at the interim stage.151

18.36 Thirdly, where there are restrictive covenants, explicitly or implicitly including an obligation of confidence, which arise following the termination of employment, and the duration of those covenants expire before the matter can be tried, the court will consider the merits as part of the balance of convenience,152 unless a speedy trial can be ordered or achieved.153

Freedom of expression

18.37 In personal information cases, where freedom of expression is engaged, the balance of convenience has more or less been replaced by the concept of proportionality, as explained by Lord Steyn in Re S:154

… First, neither article [8 nor 10] has as such precedence over the other. Secondly, where the values under the two articles are in conflict, an intense focus on the comparative importance of the specific rights being claimed in the individual case is necessary. Thirdly, the justifications for interfering with or restricting each right must be taken into account. Finally, the proportionality test must be applied to each. For convenience I will call this the ultimate balancing test.

18.38 In addition, in accordance with section 12(4) of the HRA, courts must have particular regard to the importance of that right, and where the material is journalistic, literary, or artistic and the extent to which that material is, or is about to become, available to the public or is in the public interest to publish as well. They must also consider any relevant privacy code.155 The availability of material in another country (Scotland, rather than England, for example) must also be brought into the mix,156 something which has become increasingly important as publication on the Internet enables material to spread without borders and at great speed. In certain cases it has been held that the disclosure of information which was soon about to be disclosed causes no harm to a claimant’s confidence.157 This is clearly wrong158 as there is a commercial value in an exclusive, or controlling the date of publication or broadcast or the launch date of a product.159 Indeed, there may be interests in the way that the news is divulged for the first time.

Prior notification

18.39 The HRA, section 12(2) requires that, in cases where the rights of freedom of expression might be affected, a person against whom the application for an interim injunction is made must be present or represented, otherwise no relief will be granted unless the court is satisfied that the applicant has taken all practicable steps to notify the respondent or that there are compelling reasons why the respondent should not be notified. This obligation applies to protect the freedom of speech and was intended to ensure that ex parte injunctions are only granted against media organizations in exceptional circumstances.160

18.40 There is at present no countervailing obligation for the media to notify the person whose privacy is in jeopardy.161 In Mosley v United Kingdom162 it was unsuccessfully argued before the European Court of Human Rights that individuals have a right to be notified by media organizations before any publication of private information. The court took the view that any notification requirement would need to have a public interest exception.163 It also pragmatically accepted that only if the sanction for breach of the requirement was a very high fine would it be effective.164 Such a sanction would be a disproportionate restriction on the rights granted under Article 10 and would have a chilling effect on freedom of expression.165 Accordingly, Article 8 does not require pre-publication/notification.

Proper particularization and the form of order

18.41 Any injunction may be drafted to prevent both improper disclosure and improper use.166 It may also be extended to the delivery up of documents which contain confidential information, even though they also contain information in the public domain. Any injunction to protect a confidence requires particularization of the information which the claimant is seeking to be kept confidential. This is the case whether or not it is based on a non-disclosure agreement with broad definitions and phrasing167 or under a non-contractual obligation of confidence. Such particularization will not be satisfied by referring to the entire brochure, book, or document with a statement that it is all confidential.168 The necessary particularization is usually achieved by setting out a confidential schedule to the order specifying the information that a particular person is prevented from revealing, and it should be limited facts or make specific assertions.169 Without any meaningful identification of the confidential information an application for an injunction will fail,170 as without particularization any court trying to enforce the order will be embarrassed.171 It would be inappropriate to hack away at a defendant’s freedom to communicate or use the information more than is necessary to prevent the identifiable revelations.172 In certain cases the court may tolerate an injunction referring to information which is agreed between the parties, although not fully particularized.173

18.42 The need to properly particularize will be important in cases where some information regarding the subject matter of the claim can be published. This situation occurred in Lord Browne of Madingley v Associated Newspapers,174 where the Court of Appeal had to consider whether the injunction should: prohibit publication of any information about the subject matter or the action, allow the kind of information which forms the subject matter of the action to be disclosed, allow the bare facts of the relationship to be disclosed, or allow the details of the relationship to be disclosed.175 In that case, as others, the extent of particularization depends on the view taken by the court of the issues before it.

The rule in Bonnard v Perryman and confidence cases

18.43 It has long been established that a claimant in a libel case is not entitled to an injunction where the defendant pleads justification or fair comment, unless it can be shown that the defendant intends to publish palpable untruths. This is called the rule in Bonnard v Perryman,176 and it continues to apply notwithstanding the coming into force of the HRA.177 This rule did not originally apply where reputation was being protected by a confidence claim,178 but recently the correctness of this has become the subject of debate.179 In Terry v Persons Unknown180 Tugendhat J identified four classes of case where the misuse of private information overlaps with defamation:181

The first group of cases, where there is no overlap, is where the information cannot be said to be defamatory (eg Douglas v Hello!, and Murray). It is the law of confidence, privacy and harassment that are likely to govern such cases.

There is a second group of cases where there is an overlap, but where it is unlikely that it could be said that protection of reputation is the nub of the claim. These are cases where the information would in the past have been said to be defamatory even though it related to matters which were involuntary eg disease. There was always a difficulty in fitting such cases into defamation, but it was done because of the absence of any alternative cause of action.

There is a third group of cases where there is an overlap, but no inconsistency. These are cases where the information relates to conduct which is voluntary, and alleged to be seriously unlawful, even if it is personal (eg sexual or financial). The claimant is unlikely to succeed whether at an interim application or (if the allegation is proved) at trial, whether under the law of defamation or the law of privacy.

The fourth group of cases, where it may make a difference which law governs, is where the information relates to conduct which is voluntary, discreditable, and personal (eg sexual or financial) but not unlawful (or not seriously so). In defamation, if the defendant can prove one of the libel defences, he will not have to establish any public interest (except in the case of Reynolds privilege, where the law does require consideration of the seriousness of the allegation, including from the point of view of the claimant). But if it is the claimant’s choice alone that determines that the only cause of action which the court may take into account is misuse of private information, then the defendant cannot succeed unless he establishes that it comes within the public interest exception (or, perhaps, that he believes that it comes within that exception).

18.44 These four cases clearly identify the classes of case in privacy type actions, but it is not entirely clear whether the usual rule for injunctions (American Cyanamid and the HRA, section 12(3)) or the rule in Bonnard v Perryman applies. The judges’ comments suggest implicitly (if not explicitly) that Bonnard v Perryman applies to the third case182 but not to the first case. It is also likely that he believed that that Bonnard v Perryman did not apply to the second case. This leaves only the fourth, and most difficult, case to determine whether the usual rules or that in Bonnard v Perryman applies. This determination is made more difficult as the court will not usually enquire whether the information is true or not.183 This is, of course, because the truth or otherwise of the particular statement is not material to a claim of privacy or confidence.184 It appears that where a defendant puts forward a defence based on disclosure in the public interest, whether an injunction should be granted is a matter of proportionately185 The more discreditable the behaviour, or the less important the confidence to the claimant,186 the less likely an injunction will be granted. It is this balancing test which is appropriate in the fourth case.

The Spycatcher Principle

18.45 Where a person (A) obtains an injunction against another person (B) not to disclose confidential information, that injunction does not bind anyone else. Accordingly, it is not a breach of that injunction for a third person (C) to publish that information. This must be qualified, however, by the application of the so-called ‘Spycatcher Principle’ explained in Attorney General v Times Newspapers.187 This means that C may commit a separate and distinct contempt where C has knowledge of the injunction and intentionally does anything which is contrary to the terms of the injunction with the intention of impeding or prejudicing the administration of justice.188 Such impediment or prejudice must have some significant and adverse affect on the administration of justice in the claim between A and B,189 and it must impede or prejudice the purpose the court had for making the order.190

18.46 The first of these qualifications, that the activity must have significant and adverse affect on the administration of justice, means that a person does not commit a contempt for minor matters which are unlikely to affect the trial. Unfortunately this makes the determination a matter of degree and so creates a degree of uncertainty.191 Where a court orders that certain information should remain confidential pending trial any disclosure of that information would clearly frustrate the court’s purpose in granting the interim injunction.192

18.47 The existence of the Spycatcher Principle means that it is usual for an injunction obtained against one publisher (or broadcaster) to be served on all the others by the party in whose favour it was made. If one of the parties served wishes to be excluded from its scope or wishes to do something which is prevented by the terms of the injunction, it is necessary to make an application to the court to have the terms of the injunction varied.193 A person being in contempt for knowingly and intentionally publishing information ordered to remain confidential, thereby frustrating the purpose of a court order, is hardly objectionable. In any event, once the trial is over, however, the administration of justice can no longer be interfered with or impeded, and so the Spycatcher Principle does not apply to permanent (final) injunctions.194

E. Final Injunctions

Introduction

18.48 A final injunction is an equitable remedy and so remains entirely within the discretion of the court.195 It may be awarded whether the case is based on a contractual confidence196 or one based on an equitable obligation.197 The basic rule is that where a claimant establishes an infringement of his or her legal (or equitable) rights and without an injunction there is reason to believe there would be a repetition of that wrong, in the absence of special circumstances, an injunction will be granted.198 This means a continuing wrong, even if trivial, can be enjoined.

Adequate remedy in damages

18.49 Historically where an injunction was sought in aid of a legal right the Courts of Chancery would not act where damages were deemed to be adequate.199 This rule did not apply, however, where the application was in protection of a purely equitable right.200 In general courts now tend to consider whether it would be more just to grant an injunction than to award damages, rather than consider their adequacy.201 It has been suggested that in commercial cases at least, the courts have moved away from granting injunctions towards awarding damages,202 as evidenced by Seager v Copydex203 and Coco v AN Clark (Engineers).204 In Vestergaard v Bestnet205 Arnold J took the view that neither case was authority that damages needed to be inadequate before granting an injunction. In Seager he pointed out the claimant represented himself in the Court of Appeal and it was not clear an injunction was actually sought;206 and in Coco v Clark Megarry J did not reach a final conclusion on the matter.207 It was in Ocular Science v Aspect Vision208 that an injunction was refused on the grounds that damages were adequate,209 but even in that case Laddie J included a number of other reasons for refusing an injunction. Arnold J concluded in Vestergaard that the correct approach is that:

once a claimant has established that a defendant has acted in breach of an equitable obligation of confidence and that there is sufficient risk of reputation, the claimant is generally entitled to an injunction save in exceptional circumstances.210

18.50 He went on to indicate that a case was exceptional where the ‘good working rule’ set out in Shelfer v City of London Electric Lighting211 applies this allows damages to be paid in substitution for an injunction where:212

(1) the injury to the claimant’s legal rights is small,

(2) is one which is capable of being estimated in money,

(3) is one which can be adequately compensated by a small money payment, and

(4) the case is one in which it would be oppressive to the defendant to grant an injunction.

18.51 Nevertheless, Shelfer has been criticized for unnecessarily confining the jurisdiction of the court,213 and the critics propose an alternative approach; in particular, that an injunction should be awarded unless the court considers in a particular case it is unreasonable to do so.214 It does not appear that Arnold J was confining the determination of whether something is exceptional to the Shelfer test but simply setting out an approach that can be used. This would mean that, in an exceptional case, where it was unreasonable to grant an injunction the court should still be free to award damages even if it is not strictly within the Shelfer ‘good working rule’.215

F. Special Forms of Injunction and Order

‘John Doe’ (or ‘Harry Potter’) injunctions

18.52 Traditionally,216 the English courts did not allow claims (and so interim relief) unless the name and the address of the defendant was identified217 and so it was not possible to make a claim against ‘Persons Unknown’ (or ‘John Doe’). But they did allow one or two defendants to represent a class of people where not everyone in that class could be identified218 so that justice could be done.219 The court extended this to allow injunctions to be granted against people by description. This arose in Bloomsbury Publishing Group Ltd v News Group Newspapers Ltd,220 where a handful of Harry Potter books were stolen from a warehouse and were offered to newspapers. The court was content to grant an injunction against those persons holding copies of the book, as they were clearly identifiable by description even if not by name.221 The English courts now clearly have jurisdiction to grant injunction against persons unknown, but they remain reluctant to grant them.

18.53 In X v Persons Unknown222 Eady J considered the effect of section 12(2) of the HRA, which requires the person against whom the application for the injunction is made to be present unless they have been notified or there is compelling reasons not to notify them, to cases where the defendant is not known:

a proper consideration for the Art.10 rights of media publishers, and indeed their rights under Art.6 as well, would require that where a litigant intends to serve a prohibitory injunction upon one or more of them, in reliance on the Spycatcher principle, those individual publishers should be given a realistic opportunity to be heard on the appropriateness or otherwise of granting the injunction, and upon the scope of its terms. As is well known, it is relatively easy for the media in such circumstances to instruct their lawyers to come to court at short notice and, if they are content to do so and no conflict arises, to arrange for common representation.223

18.54 This does not mean every media organization has to be notified, but it does require the claimant to notify all those who he has reason to believe have an interest in publishing the story.224 Where the potential defendant is not a media organization but the journalist’s source, an injunction can still be granted, provided the claimant has used his best endeavours to try to identify the relevant person to be the defendant.225 What amounts to best endeavours for these purposes would depend on the particular circumstances.226

18.55 In other Commonwealth countries, there has been less reluctance to grant injunctions against persons unknown. The Canadian courts have allowed proceedings to be issued against ‘John Doe’ for some time. This was initially on the basis that a wrong has been committed and the wrongdoer knows proceedings are against them;227 and more recently the Canadian courts228 and those in New Zealand229 allowed injunctions to be granted against persons unknown.230

Injunctions against the world (contra mundum)

18.56 There are a limited number of cases where an injunction against the world (contra mundum) is necessary to protect the confidence or privacy of the information. Such injunctions were not available under the common law and are only available where legislation permits it.231 The first such injunction was granted in Venables and Thompson v News Group Newspapers,232 an exceptional case, to protect the new identity of the two convicted killers of James Bulger, whose lives were (and may still be) at risk if their identities were known. The breadth of this injunction was truly incredible as it prohibited the publication of information about their new identity, and also prohibited media organizations soliciting such information (so that, for example, the mere making of enquiries without intent to publish would breach the injunction).233 A similar injunction has been granted in relation to another child killer234 and a person who covered up for a child killer.235 Such injunctions are granted so as not to stigmatize the relevant newspaper and to ensure that all newspapers—irrespective of the Spycatcher Principle—are equally bound.236 The statutory power to grant these injuctions stems from the application of Convention rights237 and, in particular, section 6 of the HRA read in conjunction with section 37 of the Senior Courts Act 1981.238 The protection of Article 8 rights led Eady J in OPQ v BJM and CJM239 to make an order in a privacy case to be granted contra mundum. This means that perpetual injunctions can be made against the world to protect privacy—notwithstanding the Spycatcher Principle not applying in such cases. They remain unavailable where Article 8 (or other Convention right) is not engaged.

Super-injunctions

18.57 The court has granted what has become known as a ‘super-injunction’,240 that is an interim injunction which restrains a person from: (i) publishing information which concerns the applicant and is said to be confidential or private; and (ii) publicizing or informing others of the existence of the order and the proceedings.241 Super-injunctions have long been used to prevent ‘tipping-off’ before the issue of freezing or seizing orders.242 But in those cases restraints only last until the order is served on the relevant person.

18.58 However, the grant of super-injunctions in privacy cases has caused widespread controversy.243 It became commonplace, it seems, in the years leading up to January 2010 for a celebrity or other person who fears an impending disclosure of private information to obtain interim relief and to ask the court for a further restriction on the disclosure of the order itself on the ground that if it became known that an injunction has been obtained, public curiosity would be such that others may succeed in discovering and publishing the information that the main injunction protects.244 Such injunctions are not, however, restricted to misuse of private information cases, but have been found to be equally available in trade secrets cases if the grounds are made out.245

18.59 Knowledge of the existence of an order along with other information in the public domain may allow for so-called ‘jigsaw’ identification.246 However, the mere existence or probability of speculation, in particular speculation on the Internet, as to the identity of the applicant (or indeed the relevant private information) is not in itself grounds to grant a super-injunction.247 As it was stated in JIH v News Group Newspapers,248 there is nothing the court can do to stop speculation in private and the court cannot stop such speculation taking place on the Internet. This is the case notwithstanding the fact that the speculation itself might interfere with an applicant’s Article 8 rights. It may be, however, that the ‘drip-drip’ effect leading to a jigsaw identification can be avoided to some extent if the order and reasons are made clear, but the name of the parties is not.249

18.60 The basis for claiming a ‘super-injunction’ is that the injunction itself would be ineffective unless there is a restraint on the defendant from publishing or communicating to others the existence of the order or the proceedings. In most cases, however, it is likely this standard will not be reached and granting anonymity to a party would usually be sufficient.250

Legal basis

18.61 The anonymity granted by a super-injunction is achieved by a combination of powers. First, it relies on section 11 of the Contempt of Court Act 1981 which empowers a court to withhold a person’s name and to go on and give directions prohibiting the publication of that name or matter in connection with the proceedings as appear to the court to be necessary for the purpose for which it was so withheld. Secondly, it relies on the court rules to preclude disclosure of the identity of a particular party or witness on the grounds it considers disclosure of that person’s identity to be in the interests of that party or witness.251 Thirdly, it relies on the court’s powers to restrict non-party’s access to statements of cases and judgments.252 Fourthly, it relies on the court’s power to make proceedings private.253 Finally, it relies on the court’s inherent jurisdiction.

Form of the order

18.62 The nature of super-injunctions meant that for a long time there was very little information. The first reported indication of the content of a super-injunction was set out in Terry v Persons Unknown.254 The Committee on Super-injunctions255 has now set out a model order. It covers the terms of the anonymity order, restricting access to the court documents, further reporting restrictions (super-injunction), holding the hearing in private, and so forth.

Spycatcher Principle

18.63 Super-injunctions, in contrast to normal injunctions, are not usually circulated to third parties (in particular other media organizations) and so usually the Spycatcher Principle is not relevant. Nevertheless, if a third party is served with the injunction the principle applies in the usual way.256 Such a party would, however, face very real difficulties in applying to have the order varied, as they will not have access to the court documents and will have no idea of the basis upon which the order was granted.257

18.64 The form of super-injunction sought in Terry included no return date and so the injunction would have lasted until trial, and as there was no known defendant there was likely to be no trial. This means that the super-injunction could be served on a third party, according to the Spycatcher Principle, and they would have to comply with its terms in perpetuity, as the trial would never come on. This clearly offends the purpose of the Spycatcher Principle, namely to protect the confidential information until the case is resolved—as there will never be a resolution. In effect, a super-injunction against persons unknown might become a more effective restraint than an injunction granted against a known possessor of the confidential information. Only where a third party who has been notified of the order actively seeks to become a party to the proceedings (and step into the shoes of the person unknown) would the injunction ever have any chance of coming to an end. The cost of pursuing such an action is likely to mean this will (almost) never happen, something acknowledged in the Terry case itself.258 To avoid these problems the courts will require a return date to review the super-injunction periodically.259

Open justice

18.65 The secrecy imposed by super-injunctions must be balanced with the basic principle of open justice as required by Article 6 and the common law.260 The need for open justice remains paramount even in confidence261 cases, and the risk of mere ‘public curiosity’ in what the story is about should not erode this principle. It is likely only to be in rare cases that the existence of an injunction becomes public knowledge sufficient to excite the fevered speculation and investigation that is at the heart of super-injunctions. But even these rare cases should not depart from the principle of open justice; rather the ultimate balancing test between privacy and open justice must be weighed.262 Only where orders which restrict open justice are necessary and proportionate in the circumstances of the case would a super-injunction be granted.263 As it was explained in Ntuli v Donald:264

[It] is an essentially case-sensitive subject. Plainly [the Claimant] is entitled to expect that the court will adopt procedures which ensure that any ultimate vindication of his Article 8 case is not undermined by the way in which the court has processed the interim applications and the trial itself. On the other hand, the principle of open justice requires that any restrictions are the least that can be imposed consistent with the protection to which [the Claimant] is entitled. In my judgement, in view of the terms of the substantive injunction and the circumstances of this case, the appropriate restriction on publicity is one that limits reporting and publicity to what is contained in this judgment, together with any ancillary orders necessary to fortify such an order. I am simply unpersuaded that greater restriction is necessary at this stage. There is nothing in this judgment that is significantly invasive of [the Claimant]’s private or family life.

18.66 This will mean that it will be a rare case where the balance is struck in favour of concealing the proceedings after service has been completed. It may therefore be possible to keep proceedings secret until service and to extend the time for service by making further applications to the court.265 This leeway provides little assistance as an injunction only has effect from service (and the Spycatcher Principle only applies from when notice has been given) and as service is required to prevent the disclosure there is little point in delaying it.

Anonymized injunctions

Introduction

18.67 The principle of open justice usually requires that the parties to the action are publicly known. However, the court can, in appropriate cases, order that a party (or more than one party) remains anonymous.266 This is called an anonymized injunction, which is an interim injunction which restrains a person from publishing information which concerns the applicant and is said to be confidential or private where the names of either or both of the parties to the proceedings are not stated.267 Whether or not a party’s name has to be revealed or not has been the subject of two decisions of the Supreme Court,268 both of which relate to the anonymity of terrorist suspects.

18.68 The Supreme Court decisions made clear that it is not enough that the parties are content for the order to be anonymized; indeed, where parties agree is where the court should be most wary.269 The basic question to be asked by the court is ‘whether there is sufficient general, public interest in publishing a report of the proceedings which identifies [the party] to justify any resulting curtailment of his right and his family’s right to respect for their private and family life’.270

The court’s approach to privacy and confidentiality cases

18.69 The general rule is that the names of parties should be included in orders and judgments,271 and the rule is no different where the matter relates to private matters.272 It is usually possible for a court to make an order or to give judgment in a form which can be published by omitting any confidential or private information from that judgment.273 To publish a judgment with the parties’ names, but with the private information excised, avoids jigsaw identification of the individual, so undermining the order, or the wrong person being identified.274

18.70 Accordingly, for there to be an exception to the general rule for open justice and the obligations under Article 10, there are certain considerations that are relevant. First, in media privacy cases it will be difficult to argue that the general rule should not apply because a claimant would be discouraged from bringing proceedings if his identity was not protected. This is because a failure to bring proceedings means all the information will be made public, and so the claimant’s choice is that either his name is made public (if he succeeds) or his name and all his private information is made public (if he does not start the action or if it fails).275 Secondly, the general rule will only be derogated from where it is strictly necessary.276 This is not intended to prohibit any speculation at all as to the private information, as it has been acknowledged that courts are not able to stop speculation (particularly on the Internet).277 Accordingly, despite there being confidential or private information protected by an injunction, it does not follow that the name of the claimant will remain confidential; the public interest in the administration of justice will usually prevail.278 It may be that confidential information that has previously been made available about an unnamed individual might, when combined with a lack of anonymity, enable a jigsaw identification, and this might possibly justify anonymity.279 Thirdly, additional reasons to protect the name of the party, such as in cases of blackmail,280 interference with the administration of justice,281 or where there is a genuine threat of violence or harassment282 upon disclosure, are going to be important in determining whether a name can be anonymized. The court may even allow anonymity to protect a person’s family, in particular children, from the gossip associated with the revelations.283 Indeed, it will be difficult for a party to remain anonymous without such an additional factor. In summary the harm that needs to be done by publicizing the names has to be something which cannot be remedied.284

Time limited (springboard) injunctions

Introduction

18.71 There will be cases where the court concludes that an injunction might be appropriate, but it forms the view that the injunction should only be in place for a limited period of time: commonly called ‘springboard’ injunctions.285 Such injunctions have been widely accepted both domestically and throughout the Commonwealth.286 The springboard protects information which possesses a limited degree of confidentiality, even where the information could have been derived by the defendant from publicly available sources or by the reverse engineering of a product.287 In such cases the law of confidence, and springboard injunctions in particular, protect a party from bypassing the special labours in respect of the information (or product) in order to discover its secret.288

18.72 A springboard is only in place where the information could have been derived by the defendant either directly or through paying a third party to conduct the research. Where only a skilled expert unavailable to the defendant (for example, a specialist who is employed by a competitor of both the claimant and defendant) would be able to reverse engineer the product, it is suggested this should not be considered to be within the springboard doctrine, as there would be no point at which the defendant could independently obtain the information. A springboard injunction, if granted, lasts for a limited time,289 and no such injunction would be appropriate once the information has been in the public domain for a sufficient period of time.290

18.73 In relation to ‘springboards’ Arnold J drew a distinction in Vestergaard v Bestnet291 between two types of case. The first is where the defendant is still misusing the information at the date of the hearing; and the second is where the defendant used the confidential information and gained a head start, but is no longer using it. The distinction is a difficult one to draw or understand in the abstract. But it is suggested that the second case arises where sufficient time has elapsed between the public disclosure of sufficient quantities of the product and the hearing for an uninformed competitor or designer (that is to say, one without the current know-how of the defendants derived from their design work performed for the claimant and from their sales in breach of contract)292 to reverse engineer the product. Or, in relation to customer lists, the time elapsed between all the information being available and the hearing is such that the defendant would have been able to compile the information from the public domain. The first case means that such time has not yet elapsed when the matter is heard by the court, and there is a degree of ‘relative secrecy’.293

Injunctions where the defendant is still misusing the information

18.74 In cases where ‘relative secrecy’ remains the courts will restrain a defendant from using the information until such time as that secrecy comes to an end (that is the time it would take to reverse engineer or compile the information from the public domain).294 The duration of the springboard injunction in such cases is a question of degree which depends on the particular circumstances,295 but it will always have a limited duration.296 In relation to cases of reverse engineering, the clock starts when the product is first commercially available297 and ends when the unfair advantage created by the use of the information comes to an end.298 For these purposes, whether the breach of confidence was serious or the conduct particularly reprehensible is no reason for extending the duration of the springboard injunction.299

Injunctions to prevent benefiting from past misuse

18.75 Where a defendant is continuing (or seeking to continue) to misuse confidential information, an injunction can be granted to prevent further misuse of that information. But where that information has already been used the question is more difficult. In practice, these cases are more likely to arise in relation to customer lists and the like. A customer list usually includes information which is publicly available, such as name and address (it may also include material which is not publically available).300 The issue of where that publicly available material may be used is shrouded in uncertainty by reason of conflicting decisions.

18.76 In Robb v Green301 a former employee was ordered to deliver up the customer records he had taken from his former employer. He was also prohibited from making use of the information he had copied from the records, but he could rely on any information he remembered.302 This line of authority continues with Roger Bullivant v Ellis303 where the Court of Appeal approved of an injunction granted by Falconer J at first instance which prohibited the defendant from continuing to misuse information derived from a card index he had copied in breach of his obligation of confidence to his previous employer. The court went further by accepting that the effect of the injunction would be preclude the defendant from contacting customers he might have be able to identify without the list.304 Thereafter, in Universal Thermosensors v Hibbens305 Nicholls V-C, when considering the scope of the injunction granted by the court below, drew a distinction between the availability of an injunction to prevent the further misuse of information and the remedy for the past misuse of information.306 He made it clear that an injunction cannot put a claimant in a better position than they would have been had there been no misuse. In relation to the former an injunction remains available (which would be perpetual); and in relation to the latter, damages were the only remedy. The line of authority ends with Crowson v Rider307 where Peter Smith J held that an ex-employee who deliberately copies or even deliberately memorizes confidential information for use post-termination can be restrained from using it, notwithstanding the information is publicly available for independent collection.

18.77 A conflicting line of authority begins with Lord Goff’s obiter dicta statements in Attorney General v Guardian (No 2)308 where he concluded that an injunction should not be used to restrain a person who breaches a confidence from obtaining the benefit of his wrongdoing.309 This view received no direct endorsement from other members of the House with the dissenting (and partially dissenting) opinions of Lord Griffiths310 and Lord Jauncy311 taking, in effect, the opposite view. Nevertheless, the opinion of Lord Goff was relied upon in Ocular Science v Aspect Vision Care312 to suggest that an injunction could not be used to prevent a person benefiting from past misuse. After a detailed consideration of the authorities (except Crowson) Arnold J in Vestergaard v Bestnet313 concluded that considerable caution should be exercised before granting a final injunction at all to punish past misuse and, then, as to its precise terms.314 However, he accepted that at the interim stage an injunction can be used to prevent further benefit pending trial. Subsequently, however, in First Conference Services v Bracchi315 Peter Smith J granted an injunction on the same basis as he explained in Crowson. In BBC v Collins316 the matter was considered again and Morgan J came to a more categorical conclusion than Arnold J did in Vestergaard, stating that it was not a proper use of the court’s power to grant an injunction merely to punish the defendant for past misuse; only a financial remedy would be appropriate.317 This conclusion, reinforcing the more tentative conclusions in Vestergaard, presents a reasonable, just, and fair statement of the law, but pending a decision of a higher court the matter is certainly not free from doubt.

18.78 This divergence has not arisen elsewhere. The leading judgment on springboard injunctions in Australia is United States Surgical Corp v Hospital Products,318 where the court held that, if the person misusing confidential information gained from the head start, injunctive relief or damages would be moulded or assessed accordingly, and so an injunction (as well or in substitution) might cover past misuse.319 It appears that the Australian courts are willing to apply the springboard doctrine even where the confidential information has become public according to a passing statement in Maggbury Pty Ltd v Hafele Aust Pty Ltd,320 and similar views have expressed by courts in Canada321 and New Zealand.322

18.79 Nevertheless, if the approach of those Commonwealth courts and Bracchi and Crowson are correct, our view is that injunctions to punish previous wrongdoing should be awarded only in exceptional circumstances as suggested by Arnold J in Vestergaard. In any event, springboard injunctions will usually be within the realms of interim relief, but where the head start is such that it extends beyond the trial there is no reason for the court to refuse to grant a springboard injunction temporarily to restrict further use. Nevertheless, a court must be circumspect in granting an injunction in such cases, and in relation to customers who have already been contacted, as was the case in Universal Thermosensors,323 the court should not terminate such a relationship but require damages to be paid instead.

Search orders (Anton Piller Orders)

18.80 A search order (or Anton Piller Order324) is used to admit a person to premises for the purposes of preserving evidence which might otherwise be destroyed or concealed.325 A person can apply for such an order where they are a party, or they are likely to be a party, to proceedings.326 These orders are particularly effective because they are obtained without notice and when executed the defendant327 is taken by surprise, so it enables many offending articles and documents to be seized which might otherwise be spirited away. The draconian nature of the order, however, means that the conditions needed to obtain it are also stringent: (a) the claimant must show a strong prima facie case; (b) the claimant must demonstrate that he or she has suffered, or is likely to suffer, very serious and irreparable damage if an order is not made; (c) there must be clear evidence that the defendant has in his or her possession incriminating documents or things and that there is a real possibility that they will be destroyed before an application can be made on notice.328 The cause of action upon which the action will be based must have crystallized329 (and so an order cannot be granted on a quia timet basis). When making an application, the claimant is under a duty to make full disclosure to the court and to make the application with the utmost good faith;330 the order must be limited to very precisely defined premises331 and it must be served and carried out in the presence of a supervising solicitor.332 The solicitor must be both totally independent and experienced in the workings of such orders.333 There have been a number of reported instances of seizing orders being made in relation to breaches of confidence claims where they are used to recover customer lists,334 pricing details,335 or confidential formula or other data.336




19
DAMAGES AND COMPENSATION







	A. Introduction

	19.01




	B. Common Law Damages

	19.04




	Contract—general

	19.04




	Contract—basis of assessment

	19.05




	Non-contractual

	19.08




	C. Lord Cairns’ Act

	19.10




	Introduction

	19.10




	The argument against using Lord Cairns’ Act

	19.12




	The court’s approach

	19.13




	Damages in ‘substitution for’ an injunction

	19.16




	Damages in addition to an injunction

	19.19




	Basis of assessment

	19.20




	D. Equitable Compensation

	19.23




	E. Assessment of Damages (Equitable Compensation)

	19.25




	Introduction

	19.25




	Commercial confidence

	19.26




	Personal information

	19.29




	F. Status of Information after Damages Paid

	19.32




	G. Aggravated Damages

	19.33




	H. Exemplary Damages

	19.35




	I. Compensation under the Human Rights Act 1998

	19.41




	J. Data Protection

	19.43




	Introduction

	19.43




	Right to prevent processing likely to cause damage or distress

	19.44




	Compensation

	19.45




	K. Privacy of Photographs under the Copyright, Designs and Patents Act 1988

	19.47







A. Introduction

19.01 Damages are the traditional common law remedy given to a claimant to compensate for the breach of a legal right. As such the remedy has an immediate and important application in the breach of confidence action, since it has been shown that the obligation of confidence may exist as an express or implied term in a contract, and in such cases it will sound in damages. But if, and when, the obligation of confidence falls outside this jurisdiction, there remains a question, however, about what pecuniary relief is available, or, more precisely, the nature and basis of that relief.1

19.02 Any discussion of the application of the remedy of ‘damages’ in breach of confidence cases is fraught with difficulty at the outset, and any one of numerous approaches can be adopted. First, there are some views that common law damages are now available for breach of confidence. Second, a purist view of the separation of law and equity can be taken.2 According to this view, damages are exclusively a common law remedy and Lord Cairns’ Act is to be regarded as having conferred on the Court of Chancery no more than the power to award damages in circumstances where a common law court would make an award.3 Third, the view can be adopted that, wittingly or unwittingly,4 Lord Cairns’ Act conferred jurisdiction on the Court of Chancery to award damages in addition to, or in substitution for, an injunction (or other equitable relief) for breach of a purely equitable obligation. Fourth, there is a view that the court has power to award damages (usually called equitable compensation) under its inherent equitable jurisdiction whether or not it has any additional powers under Lord Cairns’ Act.

19.03 With these preliminary observations in mind, it remains to consider the availability and scope of damages as a remedy for breach of confidence. Here, there are three major questions to be examined. First, in what circumstances will damages be awarded for breach of confidence; second, on what basis are damages to be assessed when the remedy is available; and, third, what is the measure of damages? In considering each of these questions, the multi-faceted jurisdictional basis of a confidence claim must be borne in mind.

B. Common Law Damages

Contract—general

19.04 Where it is established that the defendant has breached a contractual obligation of confidence, damages will be available to the claimant as of right. Damages may be either nominal5 or substantial,6 depending on the extent to which loss has been occasioned to the claimant by the defendant’s breach. It seems that the courts will accede to a request for an inquiry as to damages once a breach has been established, even where it is not convinced that any loss has been caused to the claimant,7 although, in these circumstances, the inquiry will be conducted at the claimant’s risk as to costs.8

Contract—basis of assessment

19.05 The usual basis for assessing damages for a breach of contract is to assess compensation to put the innocent party in the position in which they would have been had there been no breach of contract.9 This means that the basic test is that the damages should represent such sum as would have put the claimant into the position he would have been had it not been for the breach of confidence.10 For example, where a contract stipulates a price to be paid for making a business opportunity available, but by using confidential information the opportunity is otherwise acquired, the damages would be the price set out in the contract. The rule of remoteness in contract cases is different from that in tort and it precludes the recovery of loss which did not arise in the ordinary course of things or was attributable to something within the special knowledge of the defendant.11 Accordingly, where something arises in the ordinary course of things there is no basis for imposing any further limits on recovery based on remoteness.12

19.06 However, damages may be awarded on a different basis where there are different possible outcomes (depending on the circumstances) had a breach of contract been avoided and, for these purposes, it may be relevant to analyse the chances of different outcomes occurring.13 In Vercoe v Rutland Fund14 Sales J applied the rules for assessing damages arising from breaching a negative contractual covenant15 set out by Brightman J in Wrotham Park Estate v Parkside Home16 (‘Wrotham Park damages’) to confidence claims. In summary, this requires the court to devise a hypothetical agreement which sets a reasonable payment to relax the obligation of confidence so as to allow the particular disclosure as it occurred in the particular case. Such an agreement would take account of the profit which the person using the information expected to make whilst the other contractual party sits back and does nothing.17

19.07 Wrotham Park damages provide a mechanism for allowing the court to take into account the commercial value of the right infringed when, in fact, there was no pecuniary damage suffered. It does this by providing for fees to be assessed in a similar context between willing parties.18 In creating this hypothetical agreement the courts should assume the parties act reasonably and have all the information to mind that would have been available at the time such an agreement would have been entered.19 Additionally, all the normal commercial considerations on people entering such agreements as well as any factors particular to the parties apply.20 The court must also be mindful of not providing relief, whether as a payment in cash or a notional grant of equity,21 which is out of proportion to the real extent of the claimant’s interest judged on an objective basis.22 In Vercoe this was achieved by granting a small equity share in the new company.

Non-contractual

19.08 There is a long history of damages being awarded in confidence cases by the courts without any express indication of the basis upon which the award was made.23 In Nichrotherm Electrical v Percy24 Harman J ordered an inquiry into damages25 and, as Lord Evershed MR stated in the Court of Appeal, he did not appear to be invoking Lord Cairns’ Act, although the higher court did not need to consider this further as it awarded damages based on contract.26 The best known, and oft repeated, example of a court awarding common law damages is Seager v Copydex Ltd (No 2)27 where the Court of Appeal simply awarded the claimant damages for breach of the equitable obligation owed to him, leaving others to surmise whether this was under common law damages or otherwise. Subsequent courts have indicated that the basis of the award was either under Lord Cairns’ Act28 or equitable compensation.29 Neither is a wholly satisfactory rationalization of the decision itself.

19.09 The convoluted considerations of whether common law damages are available seem to have been largely ignored in cases relating to personal information. Many courts now simply award ‘damages’ without specifying the basis of the award,30 although in most cases an injunction is also sought suggesting Lord Cairns’ Act damages. In Douglas v Hello!31 when considering damages Lord Phillips MR drew an analogy with General Tire & Rubber Co v Firestone Tyre and Rubber Co Ltd,32 the leading case for determining common law damages for the tortious infringement of a patent (a similar parallel was drawn in Dowson v Potter33 by Sir Edward Eveleigh). Such comparisons might suggest that the court believed it was awarding common law damages, but it is suggested that it was in reality little more than an acknowledgment that similar principles apply to the assessment of damages whatever its basis. A review of all the authorities provides no conclusive examples of a court awarding common law damages. Most decisions simply take the leap from compensation being awarded to its quantum and so provide no real guidance as to its basis.

C. Lord Cairns’ Act

Introduction

19.10 The Courts of Chancery only sporadically used their power to award monetary compensation prior to the enactment of Lord Cairns’ Act34 as they considered that ordinarily it was undesirable to do so.35 Section 2 of Lord Cairns’ Act removed some of the procedural difficulties and made it more common and straightforward for damages to be awarded; it provided that:36

In all cases in which the Court of Chancery has jurisdiction to entertain an application for an injunction against a breach of any covenant, contract, or agreement, or against the commission or continuance of any wrongful act, or for the specific performance of any covenant, contract, or agreement, it shall be lawful for the same court, if it shall think fit, to award damages to the party injured, either in addition to or in substitution for such injunction or specific performance, and such damages may be assessed in such manner as the Court shall direct.

19.11 Lord Cairns’ Act was one of the Acts which eventually led to the combined administration of law and equity in a single Supreme Court of Judicature.37 Both the purpose and effect of the Act has remained controversial. The official material available suggests that Lord Cairns’ Act was introduced to ensure that ‘complete justice’ could be obtained by a suitor before the Courts of Chancery38 by providing for damages to be available in all cases where the Courts of Chancery could grant an injunction.39 On such a basis, there is good reason to suppose that the Act was intended to do no more than enable the Court of Chancery to award damages at common law where a suitor established his right to damages as well as equitable relief.40 Accordingly, leading commentators continue to argue that Lord Cairns’ Act had no effect on causes of action which were purely equitable (such as breach of confidence),41 rather in such cases equitable compensation be awarded. The courts, however, have42 taken the view that Lord Cairns’ Act could, and should, apply to confidence claims.43

The argument against using Lord Cairns’ Act

19.12 The word ‘wrongful’ in section 2 of Lord Cairns’ Act was believed to indicate the scope of the rule. The original intention of legislators was to reduce the need to go to two courts and accordingly ‘wrongful’ in section 2 was almost certainly referring to a wrong which, before the Act was passed, would have necessitated two actions being brought. Accordingly, ‘wrongful’ could not have included causes of action which fell within the exclusive jurisdiction of the Court of Chancery as the word ‘wrong’ in this case meant a wrong before the ‘other’ courts, that is to say the common law courts.44 This is supported by the fact that equitable compensation was already available for breach of equitable rights and duties, so there was no need to pass Lord Cairns’ Act to facilitate monetary compensation for such wrongs.45 The word ‘wrongful’ was omitted from the Senior Courts Act 1981,46 and this may have broadened its scope so that it now applies whether the court is exercising the exclusive47 or auxiliary jurisdiction.

The court’s approach

19.13 Whatever the intended effect in 1858, it is clear that courts have applied Lord Cairns’ Act in relation to purely equitable rights,48 including breaches of confidence.49 In Saltman Engineering v Campbell Engineering50 the Court of Appeal explicitly awarded damages under Lord Cairns’ Act in substitution of an injunction.51 In Seager v Copydex Ltd52 the Court of Appeal once more awarded ‘damages’ in relation to a breach of confidence claim; although it did not do so expressly under Lord Cairns’ Act, statements made suggest that this may have been the case.53

19.14 The application of Lord Cairns’ Act to breach of confidence was expressly endorsed by Lord Goff in Attorney General v Guardian Newspapers (No 2):54

Th[e] remedy of an account is alternative to the remedy of damages, which in cases of breach of confidence is now available, despite the equitable nature of the wrong, through a beneficent interpretation of the Chancery Amendment Act 1858 (Lord Cairns’ Act), and which by reason of the difficulties attending the taking of an account is often regarded as a more satisfactory remedy, at least in cases where the confidential information is of a commercial nature, and quantifiable damage may therefore have been suffered.

This approach has now been applied by several courts in England.55

19.15 But the Canadian Supreme Court in Cadbury Schweppes v FBI Foods56 took an opposite view and concluded that Lord Cairns’ Act does not apply to breach of confidence, rather equitable compensation is the appropriate remedy,57 and some Australian courts have taken the same view.58 The Canadian Supreme Court took the view that it was extending an equitable principle59 despite others suggesting that equitable compensation had been available all along.60 Accordingly, there appears to be a divergence between a restrictive approach to the application of Lord Cairns’ Act and a broad approach that enables courts to award damages, in its discretion, in any case to which the conditions obtain.61 It is therefore necessary to examine those conditions.

Damages in ‘substitution for’ an injunction

19.16 Lord Cairns’ Act empowered the Court of Chancery to award damages ‘in substitution for’ an injunction. Although damages are awarded in lieu of an injunction, it is not necessary that an injunction should actually have been claimed in the proceedings, or that there should have been any prospect, on the facts, of it being granted.62 Damages are therefore awarded under the Act even where an injunction would not be granted by reason of some discretionary defence (such as laches). It is a simple question of whether the court had jurisdiction to grant an injunction in a case of this nature. This jurisdiction must exist either at the time the claim was issued63 or when the case is heard.64 This presents a problem identified in Malone v Metropolitan Police Commissioner65 where there is:

no case for the grant of an injunction, as when the disclosure [of the confidential information] has already been made [prior to the claim being issued], the unsatisfactory result seems to be that no damages can be awarded under this head.

19.17 The advantage is, unlike common law damages, under Lord Cairns’ Act compensation can be awarded for things occurring in the future66 as the Act is intended to compensate for the court’s decision not to grant an injunction to prevent future wrongs.67 The problem presented by defining the circumstances in which damages may be awarded in lieu of an injunction is that it is a discretion based upon a discretion.68 Since all equitable remedies are discretionary, the grant of an injunction is discretionary, and, therefore, vesting a choice in the court to award damages in lieu of an injunction involves placing one discretion upon another.

19.18 It is submitted, assuming Lord Cairns’ Act applies to breach of confidence, that the court has a power to choose between the grant of an injunction and the award of damages whenever the claimant has established the breach of an obligation of confidence. It has been seen that the court will not lightly exercise its discretion against the award of an injunction, but when it occurs damages should be available.

Damages in addition to an injunction

19.19 Lord Cairns’ Act also allows damages to be awarded ‘in addition to’ an injunction. This is not to enable a claimant to obtain relief twice, but rather to compensate for losses that will still arise notwithstanding the grant of the injunction.69 In London & Provincial Sporting News Agency Ltd v Levy70 Mackinnon J granted both an injunction to restrain the defendant from using confidential information and also awarded nominal damages in respect of the breaches of obligation. This is but one of many cases where it appears the court was willing to grant damages and an injunction.71

Basis of assessment

19.20 In law damages could originally be recovered only for loss accrued prior to the commencement of a claim,72 whereas under Lord Cairns’ Act damages can be awarded prospectively. The basic test is that the damages should represent such sum as would have put the claimant into the position he would have been had it not been for the breach of confidence.73 It is also possible to obtain damages under the Act where they would not be available under the common law, such as where a quia timet injunction is awarded.74 The ‘quasi-equitable’75 nature of damages under Lord Cairns’ Act, according to Neuberger LJ in Lunn Poly Ltd v Liverpool & Lancashire Properties Ltd,76 means that:

The court is not limited to any specific basis for assessing damages in lieu of an injunction under the Act. However, principle and practice suggest that the normal three bases are (a) traditional compensatory damages—i.e. a sum which compensates the claimant for past present and future losses as a result of the breach but not for the loss of the [right]; (b) negotiating damages—i.e. a sum based on what reasonable people in the position of the parties would negotiate for a release of the right which has been, is being, and will be breached; and (c) an account—i.e. a sum based on an account, that is, on the profit the defendant has made, is making and will make as a result of the breach.77

19.21 It is suggested that (c), an account of profits, is included as a matter of convenience rather than because accounts are actually awarded under the Act (they are clearly a separate and distinct equitable remedy). The flexibility under the Act which has long allowed damages to be awarded for acts committed up to the date of the hearing (rather than being confined to damages before the issue of the claim)78 has now taken this further by actually allowing the court to set the date of the assessment for damages.79

19.22 It follows that in an action to restrain a breach of confidence, whether equitable or contractual, the court may award damages for prospective loss to the claimant which will be caused by the breach, rather than granting an injunction to restrain the breach. This discretion to award damages is not exercised lightly, however, and the general factors which relate to equitable relief apply to this remedy as well,80 and the court will apply a test of remoteness in assessing what damages are payable.81

D. Equitable Compensation

19.23 There have always been awards of monetary compensation by the Courts of Chancery, but such an award was not an award of damages, rather it was simply termed equitable compensation. The award was,82 and continues to be made, within the inherent jurisdiction of the courts of equity, rather than by reason of any statutory power.83 The nature of equitable compensation is to make restitution for the loss suffered from the breach,84 and it is assessed so as to put the claimant in the same position he would have been had the breach not occurred.85 In contrast, the test in tort is to put the claimant in the position he was in before the tort was committed.86 This time of assessment is, in theory, different. As the relevant breach of the duty is the disclosure (and it is that disclosure which causes the damage), it is difficult to see how the breach of duty would be at a different point in time to the disclosure. In reality, therefore, it is the tortious standard which should be used.87 The strict rules of causation do not usually apply in relation to breaches of equitable duties88 but, in relation to breaches of confidence at least,89 the rules of remoteness of damage apply by analogy.90 There may also be a restriction on equitable compensation for the recovery of certain consequential losses.91 It is this restriction, rather than the temporal difference, which is most likely to have implications for the distinction, if any, between the assessment of compensation and that of damages.

19.24 The closest an English court92 has come to suggesting that it is awarding equitable compensation for a breach of confidence were the comments of Arnold J in Vestergaard v Bestnet Europe,93 where he indicated that it is irrelevant whether damages were to be awarded under Lord Cairns’ Act or as equitable compensation (although he expressed a preference for the latter) as it was clear that financial compensation should be awarded. In Canada, however, it is clear that equitable compensation is the basis of any award for breach of confidence following the Supreme Court’s decision in Cadbury Schweppes v FBI Foods.94 The comments in Aquaculture v New Zealand Green Mussel95 suggest it is equitable compensation rather than damages which are awarded by the New Zealand courts, and the courts in Australia have regularly awarded equitable compensation.96

E. Assessment of Damages (Equitable Compensation)

Introduction

19.25 The basic approach to any monetary award, whether assessed under common law damages, Lord Cairns’ Act, or as equitable compensation (despite some apparent distinctions), is likely to be more or less the same. Therefore, damages (or, for the last time, compensation) should put the claimant, in so far as money can do so, in the same position as that in which he would have been at the time had the defendant not breached his obligation of confidence. In this context it is worth remembering their Lordships’ words in Mechanical and General Inventions v Austin,97 where they indicated that damages are a ‘matter of conjecture’98 and always ‘have to be estimated’.99 At this point, it is important to note a particular aspect of procedure, where a claimant has disclosed a range of confidential information consisting of many drawings, designs, and other data, and he establishes particular breaches of confidence, he will be entitled to an inquiry as to damages in respect of other information which has been shown to be confidential. This is because the inquiry is not limited to the loss sustained by the proven instances of misuse of confidential information,100 but extends to cover the same things as the injunction (if granted).101

Commercial confidence

19.26 In Seager v Copydex (No 2)102 the Court of Appeal indicated that the basic approach to assessing damages is to ascertain the market value of the information.103 Lord Denning MR explained that there were three types of information (a) information which had ‘nothing special about it’; (b) information which was ‘something special’ (such as involving an inventive step); and (c) information which was ‘very special indeed’. These categorizations are incredibly vague, particularly the distinction between ‘something special’ and ‘very special indeed’. It is suggested they are not really an appropriate way of beginning any assessment in damages now that there is much more established jurisprudence in the area.104 But the ways the court indicated that damages can be calculated remains of use.

19.27 Where there was ‘nothing very special’ about the information (it was the sort of information which could be obtained by employing any competent consultant to obtain it) then the damages should represent the fee which a consultant would charge for obtaining it.105 Where the information is ‘something special’ (it is something akin to a patentable invention, for example) then damages should reflect the price a willing buyer would pay a willing seller for it;106 although in certain cases Wrotham Park damages may be appropriate. In cases involving something very special then damages on the basis of a capitalized royalty might be appropriate.107

19.28 Where the claimant would have licensed the information then damages can be set at a licence fee based on a willing licensee/willing licensor assessment.108 The damages should therefore reflect the use made of the confidential information even if the claimant suffered no loss of profits.109 But where the claimant would not have licensed the use of the information, damages should include lost profits110 from lost sales.111 In relation to customer lists or similar information, the damages should equate to the sale price of that information on the open market,112 or reflect the loss of business which derives from the misappropriation.113 Damages have therefore been awarded where a major client has left the company to go to a former employee by reason of the improper use of confidential information.114 Further, the court has indicated that where a loss of business is claimed, the loss must result from the use of the confidential information and not other factors such as poor management or a change in the market. Any damages should, therefore, reflect only the proportion of the loss attributed to the use of that information.115 A claimant who dishonestly uses confidential information cannot, however, complain where the court is unable to distinguish between customers that were obtained by using the confidential information and those that were not.116 Where the breach of confidence effectively deprived the claimant of a commercial monopoly, then it may be appropriate to assess damages on the basis of an exclusive right.117 Where the information related to a business opportunity being misused, damages will be awarded to reflect the value of the opportunity (ie excluding other factors which might have obtained the business118), although where the business might not otherwise have existed it is possible that Wrotham Park damages might be awarded instead.119

Personal information

19.29 In relation to personal information, damages would be available for any pecuniary loss suffered by reason of the breach of confidence120 and, potentially, for any psychiatric injury caused.121 Where the nature of the breach is akin to a commercial arrangement it may be appropriate to award damages based on commercial considerations (such as where otherwise private photographs are sold122), and for these purposes the same rules would apply as for other commercial information.

19.30 In addition, however, damages are awarded to cover hurt feelings123 and mental distress124 as well as loss of dignity125 and the vindication of a right.126 The last of these is not meant to compensate for any injury to the claimant’s reputation caused by the disclosure,127 but rather to provide an adequate remedy for undermining another’s (Convention) right.128

19.31 In assessing these damages, the conduct of the defendant during litigation can be taken into account,129 as can the conduct of the claimant for putting himself in the predicament where he risked his privacy (eg visiting numerous different prostitutes),130 and, it is suggested, the relationship between the parties may also be relevant.131 In assessing the quantum of damages for distress generally only modest awards of a few thousand pounds132 are made. The courts have also indicated that any award must be proportionate to the injury133 and should be well below that awarded for serious psychiatric injury.134 This trend for modest awards was departed from by Eady J in Mosley v News Group Newspapers,135 where in relation to an unprecedented case136 an award of £60,000 was made.137 It appears from the judgment in Mosley that a scale for privacy cases should be applied, albeit not in an arbitrary fashion,138 and that £60,000 would be at the very top end of the scale.139 The development of such a scale, however, may take some time, as it was indicated in Mosley that few claimants have the resolve (or resources) to continue a claim all the way through trial and to an assessment of damages.140 Mosley may indicate that the small awards (of a few thousand pounds) previously made should be increased a little.141

F. Status of Information after Damages Paid

19.32 In Seager v Copydex (No 2)142 Lord Denning suggested that once damages have been paid, the information belongs to the defendant; he went further and suggested that the defendant could even patent an invention disclosed in the information.143 This statement is regrettable and, it is suggested, clearly wrong on its face. It leaves the claimant, the original owner144 of the confidential information constituting the invention, without the right to obtain the patent. But it would undermine the protection granted in patent law for inventions that have been disclosed to a third party in breach of confidence.145 It would also lead to the claimant (and original owner of the information) infringing the defendant’s patent.146 It is suggested that the comments by Lord Denning should not be taken literally, but that he was indicating that in some cases the nature of the notional deal struck between the claimant and defendant could include an assignment of the invention and, in others, a mere licence. Lord Denning was simply indicating the flexibility the courts have in fashioning the remedy.

G. Aggravated Damages

19.33 A court may award aggravated damages where the defendant’s motives, conduct, or manner of inflicting the injury have aggravated the claimant’s damage by injuring his proper feelings of dignity and pride.147 Such a claim must relate to the dealings between the claimant and the defendant, and it is immaterial that the defendant has a general habit of behaving improperly unless such behaviour was directed toward the claimant in question.148 As they have no feelings, corporate claimants can never recover aggravated damages.149

19.34 In cases relating to personal information, aggravated damages can be awarded, as the nature of invading someone’s privacy is likely to injure the claimant’s feelings of dignity and pride, particularly where the details are sexual or particularly private. In Campbell v MGN150 an award of £1,000 in aggravated damages was made by the High Court and no dissent was received in that respect from either the Court of Appeal151 or the House of Lords.152 The situation in other jurisdictions is slightly less clear by reason of it being aggravated equitable compensation. In Gross v Purvis153 an Australian court awarded aggravated compensation, and again in Giller v Procopets.154 Similarly, in Jane Doe v Australian Broadcasting Corporation155 the court considered itself able to make such an award, but did not do so on the particular facts. In Giller in particular, the court was considering not whether aggravated damages were available, but whether something equivalent to aggravated damages existed in relation to equitable compensation. It appears, therefore, that such damages are usual throughout the Commonwealth, as the New Zealand courts have long recognized the availability of aggravated damages or compensation as evidenced by Aquaculture Corp v New Zealand Green Mussel Co.156

H. Exemplary Damages

19.35 The purpose of exemplary damages is to punish the defendant and they are awarded (a) in relation to arbitrary or unconstitutional conduct by public officials; and (b) where there has been a deliberate and knowing commission of a wrong and a calculation on the part of some identifiable individual or individuals to the effect that more is to be gained by the wrongful act than is likely to be suffered by paying compensatory damages157 (a wrongful act which would be considered ‘outrageous’158). In English law, the award of exemplary damages was liberalized by the House of Lords in Kuddas v Chief Constable of Leicestershire,159 and initially it appeared that exemplary damages might be available in relation to breach of confidence.160

19.36 To the extent that the claim is based only on Convention rights it appears from the Court of Appeal’s decision in Anufrijeva v Southwark LBC161 that exemplary damages are not available as it is not provided by the Human Rights Act 1998 (HRA). Further, in Mosley v News Group Newspapers162 Eady J held that such damages were not available for breach of confidence outside the scope of the statutory scheme. First, awarding such damages would have been incompatible with Article 10(2) of the European Convention on Human Rights in that they are neither prescribed by law nor necessary in a democratic society where compensatory damages are available.163 Second, there was no existing authority to justify the extension of such damages to breach of confidence and he said granting them now would fail the tests of proportionality.164 This was, in effect, Eady J leaving the matter to be determined by a higher court in due course, rather than opening the floodgates himself. Accordingly, it is appropriate to determine whether exemplary damages should be available for such claims, but first it is worth examining the approach adopted in other Commonwealth jurisdictions.

19.37 The New Zealand Court of Appeal suggested that exemplary damages (or equitable compensation) were available for breach of confidence in Aquaculture v New Zealand Green Mussel Co,165 but the recent decision of the New Zealand Supreme Court in Susan Couch v The Attorney General166 may restrict such recovery to situations where the defendant’s decision to proceed to breach the confidence was outrageous and committed with subjective recklessness as to committing the wrong. Similarly, the Canadian courts allow exemplary (punitive) damages where a court rationally determines circumstances that are so malicious and outrageous that they deserve punishment on their own.167 In particular, those courts have awarded exemplary damages against a defendant who made a surreptitious video recording of another person in a house (including a bathroom),168 and also against a defendant who illegally tapped another’s phone calls.169

19.38 There have been some cases where the Australian courts have awarded exemplary damages for breach of confidence,170 but in general they are unwilling to grant exemplary equitable compensation171 and have expressly rejected Aquaculture.172 Accordingly, in Giller v Procopets the court was unwilling to grant exemplary ‘damages’ for breach of confidence as they were not available for causes of action within the exclusive equitable jurisdiction.173 Indeed, even though the court was aware of an earlier domestic decision174 granting exemplary damages, it preferred to rely on Mosley to conclude that there was no authority suggesting that exemplary damages should be granted.175 It appears therefore that both in Mosley and in Giller the stumbling block to granting exemplary damages is the lack of any previous authority for doing so. This raises the issue of whether, in principle, such damages should be available. It is suggested that they should be, albeit in exceptional cases.

19.39 The most obvious cases where exemplary damages might be appropriate would be where a public authority acts in an arbitrary or unconstitutional way by disclosing confidential information. This would fall squarely within the first limb of Rookes v Barnard.176 In the commercial context, this might involve a minister or senior official177 deliberately, knowingly, and wrongfully disclosing confidential information such as information regarding an unpatented invention or a confidential tender in a public procurement exercise. But in the context of personal information, a public authority deliberately and knowingly breaching Article 8 by releasing confidential information (such as, for example, medical records) is akin to acting in an unconstitutional way and, in principle at least, enables an exemplary award to be made. A converse, and unattractive, argument is that an award against a public authority under private law (breach of confidence) should not exceed that which would be made under section 8 of the HRA and so cannot include an punitive element. But there is no reason why section 8 should affect the grant of exemplary damages for breach of confidence and, it is suggested, the only role that it plays is to grant a remedy where the private law cannot.

19.40 Between private individuals the case for exemplary awards is more difficult to justify and if an award was not found to be proportionate in Mosley—an ‘unprecedented case’178—it is difficult to postulate a case where it would be proportionate. Accordingly, even if such damages were available in law it is unlikely they would be available in practice. In serious cases this may be mitigated by higher awards being made in respect of the ‘vindication of rights’ and so, essentially, in the worse cases greater compensation will be paid, albeit not punitive in nature. In addition, where a defendant has directly benefited and profited from the misuse of confidential information, it is possible to seek an account of profits to expunge the illicit profits. This is probably a far more effective sanction than exemplary damages, although for reasons explained below an account is unlikely to be a suitable remedy where private information is misused by a newspaper.179

I. Compensation under the Human Rights Act 1998

19.41 A claim for damages may be made against a public authority for a breach of Article 8 of the Convention under section 8 of the HRA. The basic approach the court should take to awards under section 8 was explained by the House of Lords in Ex p Greenfield.180 It explained that the primary concern is to bring the infringement of the right to an end and damages were only a secondary concern.181 Further, that awards made should not reflect equivalent awards in tort before the English courts, but should provide a similar remedy to that which an applicant would receive before the European Court of Human Rights itself.182 And it is often the case that that court does not award damages at all and so awards need not be made even where there is a violation of a Convention right.183

19.42 It is therefore useful to look at the level of awards that have been made by the European Court of Human Rights for the breach of Article 8. The publication and use of a photograph and video footage of a person attempting to commit suicide attracted an award of €11,800,184 the interception of calls by an employer attracted an award of £10,000,185 and an investigation into sexual orientation attracted an award of £19,000.186 It appears, therefore, that an award under section 8 may in some cases be slightly higher than that so far awarded by the courts in relation to misuse of personal information, but if Mosley represents a seismic shift upwards in quantum it is likely that damages under section 8 will be a less appropriate remedy even where the breach was by a public authority.

J. Data Protection

Introduction

19.43 The Data Protection Act 1998 provides its own enforcement regime187 and a remedial regime which includes compensation188 and a right to prevent processing likely to cause damage or distress.189 It was suggested in Mahmood v Galloway190 that the court should not grant an injunction (interim or final) or provide other remedies, as this would circumvent the regime set out in the Act. The point has not been revisited in subsequent decisions, although in general data protection cases are brought in conjunction with other causes of action which would attract an injunction.

Right to prevent processing likely to cause damage or distress

19.44 An individual may give notice in writing to a data controller to require them to cease, or not begin processing (or processing for a specified purpose) any personal data for either of the following reasons. First, the processing of the data or the processing for that purpose or in that manner is causing or is likely to cause substantial damage or substantial distress to him or to another; or second, that damage or distress is or would be unwarranted.191 There are certain limitations on when this right can be exercised, but they are outside the scope of this work.192 The data controller must, within 21 days of receiving a notice, give written notice to the individual stating that he or she has complied or intends to comply with the data subject notice or stating reasons for regarding the data subject notice as to any extent unjustified and the extent (if any) to which he has complied or intends to comply with it.193 The only remedy provided by a court is that where a court is satisfied, on the application of any person who has given a notice which appears to the court to be justified (or to be justified to any extent), that the data controller in question has failed to comply with the notice, the court may order him to take such steps for complying with the notice (or for complying with it to that extent) as the court thinks fit.194

Compensation

19.45 An individual who suffers damage by reason of any contravention by a data controller of any of the requirements of the Data Protection Act 1998 is entitled to compensation for that damage.195 This means that, in general, a person can only recover compensation for pecuniary loss, such as loss of a licence fee or lost profits,196 and not damage caused to reputation.197 Such a person is also entitled to compensation for distress caused by that contravention where there is also damage, or the distress related to the processing of personal data for the special purposes (that is for the purposes of journalism, artistic purposes, or literary purposes198).199 Accordingly, the claim for pecuniary loss opens the gateway to recover damages for distress as well,200 except in cases for the special purposes where such damages are always available.

19.46 There are very few cases where the issue of compensation (or distress in particular) have been considered.201 In Campbell v MGN202 an award of £2,500 compensation and an additional £1,000 in aggravated damages was made, but in doing so the judge made no distinction between the damages in respect of breach of confidence and compensation under the Data Protection Act 1998, and the House of Lords simply reinstated his order without drawing the distinction.203 The disclosure was clearly for one of the special purposes (journalistic purposes) and so recovery for distress was possible. However, it is suggested that the statutory scheme should not be supplemented with aggravated damages beyond the compensation permitted for the distress caused. Furthermore, there is no reason why compensation for breach of data protection should be directly equated with breach of confidence. Accordingly, the guidance provided by Campbell in relation to quantum is of limited value. The only case which has attempted to grapple with compensation under the Data Protection Act 1998 alone was Johnson v Medical Defence Union,204 where a doctor improperly lost his insurance cover (for a little over two months) and he suffered distress and worry that he would not get insurance cover and so could not practice. At first instance it was indicated that this would entitle him to £5,000 in compensation,205 an award considered too high by the Court of Appeal.206

K. Privacy of Photographs under the Copyright, Designs and Patents Act 1988

19.47 An infringement of the right conferred by section 85 of the CDPA 1988 is a breach of statutory duty without proof of damage.207 The commissioner of the photographs will be able to obtain general and special damages and an injunction to prevent continuing infringement. There is no authority on how damages are to be assessed, but as the right is to protect privacy it might be based on the awards for misuse of private information.
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A. Introduction

20.01 A person accounting for any profits they made from their wrongdoing is a remedy which is ancient in the common law,1 although as the action became inflexible and cumbersome it was superseded by an equitable remedy of accounting.2 The purpose of an account is to strip a person of the profits made in circumstances where it would be unconscionable that he retain them,3 or, put another way, the defendant is taken to have conducted business on behalf of the claimant.4 This equitable remedy is available to a claimant in a breach of confidence action whether the information is commercial5 or, probably, even personal,6 and whether the obligation is equitable or (exceptionally) contractual.7

B. Account of Profits

20.02 An account is an alternative remedy to damages; each is available in addition to an injunction and an order for the delivery up or destruction of material made or acquired in breach of confidence,8 but a claimant cannot have both an account and an inquiry as to damages.9 Until recently, it was thought that a claimant had an absolute right to elect between damages and an account of profits.10

20.03 However, in Vercoe v Rutland Fund11 Sales J made it clear that this was not the case and that the court would only award an account of profits where it was appropriate to do so. His approach was not that the remedy is discretionary, although he made it clear that this was the case, but more precisely that the courts are attempting to determine underlying principles for when any remedy is appropriate.12

Cases will frequently arise where a significant choice falls to be made between damages calculated by reference to a notional reasonable buy out fee and an account of profits. Then in my judgment, in the light of Blake,[13] where one is not dealing with infringement of a right which is clearly proprietary in nature (such as intellectual property in the form of a patent …) and there is nothing exceptional to indicate that the defendant should never have been entitled to adopt a commercial approach in deciding how to behave in relation to that right, the appropriate remedy is likely to be an award of damages assessed by reference to a reasonable buy out fee rather than an account of profits. The law will control the choice between these remedies, having regard to the need to strike a fair balance between the interests of the parties at the remedial stage, rather than leaving it to the discretion of the claimant. The significance of Seager v Copydex[14] is that it shows that, even in relation to confidential information closely akin to a patent (such as a secret manufacturing design or process), the law will not necessarily afford protection to the claimant extending to an account of profits. Still more strongly will that be the case as one moves further away from confidential information in a form resembling classic intellectual property rights towards forms of obligation in respect of confidential information more akin to purely personal obligations in contract and tort.

20.04 He proposed that a test be used: whether the claimant’s interest in the performance of the obligation of confidence makes it just and equitable that the defendant should retain no benefit from his breach of that obligation.15 The suggestion that granting an account is discretionary is in accord with other commonwealth jurisdictions.16 In Opus Networks v Telstra17 the Full Federal Court of Australia suggested that the claimant should elect whether he wants damages or an account and, if an account is elected, the court may then exercise its discretion as to whether to award the account.18 Essentially, this should remain the correct procedure in England as well; and, indeed, in Vercoe it was only after the claimant sought an account that the court considered whether it was appropriate. This being the case, the factors indicated by Sales J only go to whether the discretion should be exercised in the claimant’s favour or not.

20.05 Before deciding whether to pursue an account of profits the claimant is entitled to disclosure to assist in making the decision.19 The defendant is required to do a reasonable amount of work so as to provide a reasonable amount of information,20 although it is unnecessary to undertake substantial additional work where the generalized details of commercial activities were provided.21 This information should be supplied so that the claimant can make its ‘election’ within a reasonable period of time.22

The problem with accounts

20.06 The remedy of account has proven to be a most unsatisfactory and cumbersome one in practice. The cases are replete with references to the practical difficulties associated with the calculation of the defendant’s wrongful profits,23 and the courts have often impressed on litigants the expedience of a compromise instead of following the procedure of the account through its maze of intricacies.24 This means that it is rare for a claimant to pursue an account of profits save where the defendant’s profits are substantial and clearly evident.

The defendant’s innocence

20.07 A defendant’s liability to account is not necessarily co-extensive with his misuse of confidential information. His liability to account usually dates from the time when he first had knowledge that he was misusing the claimant’s confidential information,25 and where a defendant is totally innocent account may well be unavailable.26 It is incorrect, however, to take this as far as suggesting that there is a requirement that the defendant knowingly used the claimant’s confidential information.27 In any event, the nature of the cause of action for breach of confidence means in most circumstances the defendant must know of their obligation to keep information confidential,28 and so it may be rare for a person to be entirely innocent. In Australian Medic-Care Company Ltd v Hamilton Pharmaceutical Pty Limited,29 for example, the defendant deliberately used confidential information to make a profit and so an account was appropriate.30

The contribution of the confidential information to the defendant’s unlawful activity

20.08 In Seager v Copydex Ltd (No 1)31 the court appears to have considered damages more appropriate than an account because of ‘the worth’ of the confidential information to the defendant ‘in saving him time and trouble’.32 The claimant’s confidential disclosure in that case was composed of partly public and partly private information, and the private information made only a minor contribution to the product of the defendant in which it was used. Therefore, it was more appropriate to give pecuniary relief based on an assessment of the claimant’s loss rather than a disgorgement of the defendants’ profits.

20.09 This can be contrasted with Peter Pan Manufacturing Corporation v Corsets Silhouette Ltd33 where the court concluded that the defendants had acted dishonestly and with knowledge of their wrongdoing, and ‘the manufacture of the article in question of itself involved the use of the confidential information and the defendants could not have manufactured that article at all without the use of the confidential information’, and so an account of profits was ordered.34 Recently, in Vercoe v Rutland Funds,35 where the obligation related to a business idea and opportunity proposed by the claimants which the defendants had wrongfully used, the court felt that an account would be inappropriate; rather damages should represent the cost of a release from the confidentiality obligation.36 It was a commercial arrangement which went bad and should be treated as such.

Calculation of the profit

Commercial information

20.10 The greatest difficulties associated with the remedy of account lie in the calculation of the profit for which the defendant is liable. The difficulties arise because the defendant is liable only for the profits gained by his wrongful use of the confidential information and not the profits made by reason of other technical knowledge or commercial information. In other words, the usual rules of causation apply and it is necessary to identify those parts of the profits which relate to the confidential information and so should be recoverable.37 In making this assessment the ordinary accounting principles should be applied and so, in the absence of special reasons, the profits from a project are attributed to different parts of that project in the same proportions as the costs and expenses are attributed.38 The court may also take account of capital and revenue profit,39 as well as unrealized profits,40 that is profits which result when something is sold in the future for a profit.41 The interest earned on lost profits may also be recoverable from the defendant.42

20.11 Apportionment Once the profit derived from a product has been determined then it is necessary to apportion that part of the profits which relate to the confidential information.43 Where the defendant could not have produced the product without using the confidential information, it may be appropriate for all the profit to be apportioned to the confidential information.44 But where the manufacture of the product in question was possible by other means, but the wrongful use of the confidential information enabled the defendant to manufacture the product more economically, a larger percentage should be apportioned. In Siddell v Vickers,45 a patents case, the apportionment was made by a hypothetical comparison between the costs which the defendant would have incurred in the manufacture of the product by the use of the most likely alternative means to the patented invention, on the one hand, and the costs which the defendant actually did incur in manufacturing the product with that invention. The difference between the two sets of costs represents the profits for which the defendant is liable.

20.12 The test of comparison laid down in Siddell v Vickers46 is appropriate where the confidential information was of an inventive nature; but, for instance, in relation to confidential information included in a customer list47 the account will proceed very much in accordance with the individual facts of particular cases.

Personal information

20.13 The same principles would apply to an account of profits arising from misuse of personal information. This may even discourage any wrongful publication of the information.48 However, there will be practical difficulties in determining the profit made from a particular story in a newspaper. The revenues from most media publications comes either from sales of copies of the publication or advertising. In the case of sales it will be difficult to assess whether a particular story (even if on the front page or splash) increases the sales or some other unrelated story or item has had that effect. Advertising revenues are usually based on the average readership or viewing figures, and peaks in such readership (such as when a big story breaks) are likely to have only a marginal effect in the profits. Accordingly, only in cases like Douglas v Hello!, where the availability of the pictures had caused an identifiable increase in sales, an account of profits might be appropriate, although no account was actually sought in that case.

Deductions

20.14 A defendant only has to pay the claimant his lost profits, which is not the same as having to provide the entire sales revenue. Essentially, the defendant has to provide the claimant with his profit net of tax.49 Aside from tax there are a number of other things which the defendant is allowed to deduct from the gross revenue. Primarily, he can deduct overheads and other expenses which relate to the making of the product50 where the defendant would have used the factory to make something non-infringing instead.51 But there are a number of things which cannot be deducted. First, the defendant cannot offset the profitable infringing items against loss-making non-infringing items.52 Secondly, it is not permissible for any element of double recovery, and in cases with multiple defendants each defendant is able to offset any payments he is obliged to make to another defendant.53 Thirdly, a defendant cannot claim director’s fees or a salary from the profit,54 but a deduction may55 be made for the time and skill used by the defendant in earning the profit (but this should not technically been seen as profit56).57 Fourthly, it is in doubt whether or not the cost of obtaining the confidential information is deductible or not.58

Burden of proof

20.15 The burden of proving the defendant’s gross sales falls on the claimant,59 but once that has been proved the burden of establishing whether a particular overhead or other item can be deducted from the profits falls on the defendant.60 Similarly, the burden of showing the proportion of the profit that comes from using the confidential information falls on the defendant, and where he cannot show it might result from something other than the use of that information then the whole profit may be attributed to such use.61

Imprecise figures

20.16 In making any assessment of profits mathematical precision is not required; a reasonable approximation may suffice,62 or it is a matter of broad fairness not arithmetic exactitude.63 It is accepted therefore that making an assessment of profits will involve certain degrees of speculation and guesswork64 or maybe, better put, ‘a judicial estimation of the available indications’.65 This means it is possible to attribute a figure, for example, 0.6 per cent of profits relates to use of the confidential information,66 or to work out that about 10 per cent of gross sales represents profit.67

C. Constructive Trusts

Introduction

20.17 The application of fiduciary duties and the creation of constructive trusts in a confidential information claim is a relatively new remedy which still has to garner any substantial support from the English courts. It is, however, a doctrine which has been widely considered68 and which potentially has a significant application. A constructive trust is most likely to be sought as a remedy in three circumstances. First, where a defendant has improperly used confidential information and has become insolvent and so being a secured creditor based on a proprietary interest is desirable. Secondly, where the confidential information related to the acquisition of a particular asset then a proprietary interest may facilitate it being traced should it be improperly acquired by another. Thirdly and finally, where the use of the confidential information led to the creation of property; such as copyright in book-based confidential material or the copyright in a film of a private moment.

Remedial constructive trusts

20.18 It is the Canadian Supreme Court’s decision in LAC Minerals v Corona69 which is seen as the basis of constructive trusts being imposed as a remedy for breach of confidence. The dispute revolved around the defendant’s acquisition of mining rights following its receipt of confidential drilling information from the claimant. The information had been disclosed as part of a proposal for a joint venture agreement. A bare majority of the court held that a constructive trust was an available remedy,70 while the other members of the court believed that only damages should be available. Importantly, this finding was not contingent on there being a fiduciary obligation between the parties; rather it was devising a constructive trust to remedy the unjust enrichment of the defendant.71 Accordingly, it is clear that the court was granting a remedial constructive trust,72 rather than declaring the existence of an existing institutional trust.73

20.19 The reliance on constructive trusts, as described in LAC Minerals, was held by the Court of Appeal in United Pan-Europe v Deutsche Bank74 to be seriously arguable for trial,75 and, after a much more detailed consideration Laddie J in Ocular Sciences Ltd v Aspect Vision Care Ltd,76 came to the conclusion that he had a discretion (which he did not use) to impose a constructive trust as a remedy.77

20.20 However, in Westdeutsche Bank v Islington LBC78 the House of Lords refused to condone the existence of constructive trusts based purely on unjust enrichment (remedial trusts),79 and, although less clear, a similar position has been adopted by the Australian courts.80 Accordingly, it is submitted that Ocular Science, with its suggestion that a constructive trust is a discretionary remedy, should not be followed and, similarly, the matter was not fully considered in United-Pan Europe and it provides no authority to support LAC Minerials under English law either.

Institutional constructive trusts

20.21 Nevertheless, there are numerous comments linking breach of confidence to constructive trusts throughout the proceedings in Attorney General v Guardian (No 2) (Spycatcher).81 The court at each level appeared to be sympathetic with the suggestion that the Crown owned the copyright in Spycatcher by reason of Peter Wright’s breach of duty. The argument was explained by Dillion LJ:82

It has seemed to me throughout the hearing of this appeal that there could have been strong arguments for saying that, as Mr Wright wrote and published Spycatcher in breach of his duty of secrecy to the Crown and was only able to do so by the misuse of secret information which had come to him in the course of his employment as an officer in the Security Service of the Crown, the copyright in Spycatcher belongs in equity to the Crown and is held on constructive trust for the Crown.

20.22 Their Lordships made similar positive comments about the proposition in their opinions, but did not decide upon it.83 However, the matter was not pursued or fully argued because the Crown wanted to totally restrict the disclosure of Spycatcher rather than simply restrict it to fair dealing.84 It was also felt improper for the matter to be decided without the attendance of Peter Wright or his publishers. Later, in the somewhat similar case of Attorney General v Blake,85 the issue was revisited and the Vice-Chancellor indicated support for the principle.86 The matter was not fully considered by the higher courts when the matter was appealed,87 but the approach of the US Supreme Court in Snepp v United States88 of imposing a remedial constructive trust to disgorge a similar errant intelligence agent of the profits from his illicit publication was disapproved of by the House of Lords.89 Their Lordships preferred that profits from the sale were disgorged under an account of profits.

20.23 The comments in Spycatcher were made before the strict line was drawn by Westdeutsche Bank v Islington LBC90 between remedial constructive trusts (not recognized) and institutional constructive trusts (recognized), and it is not clear whether the trust envisaged by their Lordships and the Court of Appeal was of the former, or latter, type. It is suggested that it must have been an institutional constructive trust which was being acknowledged,91 as the rationale for its creation was the breach of duty used as the basis of (Peter Wright) writing the work and thus the copyright work (the trust property) belongs in equity to the person to whom the duty is owed (the Crown) from the outset.92 If this is the case there is no discretion and a trust exists, and it simply falls to the court to declare it.

20.24 There are two main advantages of the court adopting the approach proposed by Dillion LJ in Spycatcher. First, it means that the claimant will be able to recover not only past profits, but also control the work and any future profits; and, secondly, it would be possible to use the exclusive rights granted in the copyright work to restrict future dissemination of the work.93 This means that such a trust can provide a particularly neat solution to the problem as it retains some further degree of control over confidential information (fair dealing aside). A constructive trust over such property might be a particularly useful remedy where the information has fallen into the public domain and therefore is no longer subject to any continuing duty of confidence. Ownership of the copyright work in these circumstances would enable the person to control further dissemination of the formerly confidential information or to take the benefit of it.

Fiduciary duties and breach of confidence

20.25 Where a fiduciary breaches one of his duties and acquires property then the imposition of a constructive trust is uncontroversial. There are many relationships which attach both a duty of confidence and fiduciary obligations and the categories of relationship which are fiduciary are not closed.94 These relationships include that between partners, between agent and principal, companies and directors, employers and employees, and solicitor and client.95 Accordingly, the imposition of a constructive trust over property for breaching an existing fiduciary duty of confidence is quite proper and does not require the extension of any other principle.
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A. Delivery Up

21.01 When granting an injunction the court may consider ordering, in support of that injunction,1 delivery up.2 First, this may include the delivery up of design documents,3 accounting records,4 customer lists,5 a database,6 or books of formula,7 and these may have to be returned regardless of any other court intervention.8 Secondly, the order may include the delivery up of the fruits of the misuse of the confidential information. This is usually an article or product. In this second case the claimant is not, and does not become, the owner of the article or product; rather the order is to ensure there is no further infringement of the claimant’s rights.9 Accordingly, where a modification of the product may remove the taint of the misuse of confidential information the court may order the modification to be made instead of delivery up;10 and where the product has been changed by the defendant’s skill and effort the court is unlikely to order delivery up at all.11 The courts are usually unconcerned with the high volume of items that must be destroyed.12 However, they are reluctant to order the destruction of items which are intrinsically valuable;13 although where the use of the particular information is what makes the item valuable such considerations are immaterial.14

21.02 The courts will usually give the claimant the choice between delivery up and the defendant destroying the articles or products.15 The former is usually chosen as the defendant in such cases can rarely be relied upon to destroy the product themselves.16 In relation to digital images or databases an order for delivery up may not be appropriate (as the image is stored only on the defendant’s network or hard-drive). In such a case the order should be for the total removal and deletion of the image or database. In theory this could be done in the presence of the claimant, but the nature of networks (and the capacity of modern portable mass storage devices such as flash drives) is such that a dishonest defendant could easily hide the material, albeit under risk of contempt; accordingly there is little to be gained by ordering anything more than destruction.

B. Publication of the Judgment

21.03 In intellectual property matters,17 the court may impose an additional sanction of a judgment being published.18 This implements a requirement of the Enforcement Directive,19 and, although that Directive may not apply to trade secrets,20 the sanction has been used in a breach of confidence case involving trade secrets.21 The court does not have the express power to use this sanction where the case does not relate to intellectual property. Accordingly, it does not apply to cases involving personal information, and it is suggested that it probably should not be used in relation to commercial confidence cases either.

21.04 In any event, even if the courts cannot rely on the express power to require publication of the judgment, there is no reason why the court cannot rely on its inherent jurisdiction to grant a mandatory injunction to much the same effect. There has been a reluctance to grant such mandatory injunctions in malicious falsehood and defamation cases, because they have implications for free speech. Nevertheless, the New Zealand courts have granted such an injunction in a defamation case,22 and there is no reason to suppose that they should not be available in relation to confidence or misuse of private information cases where justice so requires.

21.05 In any case, most judgments are published (in breach of confidence cases sometime in redacted form), and so the sanction is only necessary to go beyond that normal publication, for example, by ‘naming and shaming’ by requiring a notice of the adverse judgment to be published on a website.23

C. Declarations

21.06 The High Court has an inherent jurisdiction to make a binding declaration24 in particular in relation to claims of right. There is no reason why a court cannot make a declaration that particular information is, or is not, confidential.25 Traditionally, it was not possible for a person to apply for a declaration that what they are doing is lawful until the other party has asserted a claim of right.26 However, in unusual cases,27 where there are real commercial reasons for applying for a declaration, it does not require there to be a pre-existing claim,28 and, it is arguable, that this would also extend to declarations where a claim is of public importance.29

21.07 In the normal (rather than unusual) case it is still necessary for there to have been a claim of right before a person can apply for a declaration. In relation to those wishing to use confidential information, such a claim means more than a statement of intent to start proceedings for breach of confidence, unless the confidential information is specifically identified.30 In relation to someone who wishes to protect their confidence, then an assertion that a third person is about to use the confidential information (asserting their right to do so) should also be sufficient. In either case, however, it is not possible to rely on allegations or assertions made during a without prejudice settlement meeting, as to do so would amount to abuse of the settlement process.31
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A. Introduction

22.01 The protection of trade secrets, until relatively recently, was largely ignored within the various international intellectual property treaties. Even now confidential information is protected only to the extent that its acquisition, use, or disclosure is an act of unfair competition. The relevant international framework begins with the Paris Convention for the Protection of Industrial Property where the inclusion of trade secrets protection is somewhat uncertain.1 It was fully integrated into an international treaty by its inclusion in the Trade Related Aspects of Intellectual Property Rights Agreement (TRIPS) which is Annex 1C to the World Trade Organization Agreement. Finally, the Anti-Counterfeiting Trade Agreement (ACTA), which has yet to come into force, has some implications in relation to trade secrets by reason of this inclusion in TRIPS.

B. Paris Convention

22.02 The Paris Convention originally introduced Article 10bis, which is intended to prevent acts of unfair competition, in the Brussels’ revision of 1900 upon a proposal made by the French in 1897.2 It was amended by the subsequent revisions between 1900 and 19673 and in its current form it reads as follows:

Article 10bis
Unfair Competition

(1) The countries of the Union are bound to assure to nationals of such countries effective rotection against unfair competition.

(2) Any act of competition contrary to honest practices in industrial or commercial matters constitutes an act of unfair competition.

(3) The following in particular shall be prohibited:

(i) all acts of such a nature as to create confusion by any means whatever with the establishment, the goods, or the industrial or commercial activities, of a competitor;

(ii) false allegations in the course of trade of such a nature as to discredit the establishment, the goods, or the industrial or commercial activities, of a competitor;

(iii) indications or allegations the use of which in the course of trade is liable to mislead the public as to the nature, the manufacturing process, the characteristics, the suitability for their purpose, or the quantity, of the goods.

22.03 The discussions of unfair competition during the revision Conferences did not consider trade secrets (save in one solitary instance4 which was not taken up by the Conference); rather they were concerned with the confusing use of marks and false statements made during the course of trade. Essentially, those matters eventually came to be included in paragraph 3 of Article 10bis. Despite the lack of international recognition that trade secrets falls within Article 10bis, many countries treated the appropriation of trade secrets as an act of unfair competition5 and so falling within its scope. In short, therefore, despite some countries clearly treating the misappropriation of trade secrets as an act of unfair competition, the absence of any discussion of the issue during the revision conferences means that there is a strong argument that such protection was not required to be compliant with Article 10bis.6 This is because it was generally believed that, outside those matters set out in Article 10bis itself, what amounted to unfair competition was a matter to be left to each member of the Paris Union.7 If, and to the extent, the protection of trade secrets is required by Article 10bis then the rules on national treatment would apply (in other words the same protection for trade secrets would have to be available for nationals of all members of the Paris Union).8 Accordingly, the issue of whether Article 10bis required Contracting Parties to protect trade secrets was still a live issue when TRIPS was being negotiated.

C. TRIPS

Introduction

22.04 The effect of the inclusion of protection for undisclosed information in the TRIPS Agreement is somewhat ambiguous and jurisdiction-specific. In some countries, the resulting provision was little more than declaratory, and in others it led to a substantive and substantial change in the law.9 It is hardly surprising therefore that the particular stance adopted during the negotiations depended on the view taken by the relevant State on whether Article 10bis required countries to protect trade secrets under unfair competition law. A view was expressed by a number of countries during the negotiations that the ‘secret’ nature of confidential information was contrary to the open and public nature of intellectual property rights.10 Other countries took the view that Article 10bis already required trade secrets to be protected and so it was not necessary to include it in TRIPS.11 But, as already established, the position at the time of the TRIPS negotiations was that Article 10bis permitted, but did not require, trade secrets to be protected under unfair competition law.12

22.05 In summary, the negotiations which led to the adoption of Article 39 began with a United States proposal,13 first made in 1987, to include trade secrets in TRIPS (later called undisclosed information). This was followed by informal meetings, and the protection of trade secrets was included in the three main draft proposals for the Agreement. The European Commission’s draft proposed including trade secrets within unfair competition,14 as did the two slightly different drafts proposed by the United States15 and Switzerland.16 These three proposals were eventually included in the Chair’s composite draft,17 and despite continued resistance the proposals became law. The final text of Article 39 reads as follows:

Section 7: Protection of Undisclosed Information
Article 39

1. In the course of ensuring effective protection against unfair competition as provided in Article 10bis of the Paris Convention (1967), Members shall protect undisclosed information in accordance with paragraph 2 and data submitted to governments or governmental agencies in accordance with paragraph 3.

2. Natural and legal persons shall have the possibility of preventing information lawfully within their control from being disclosed to, acquired by, or used by others without their consent in a manner contrary to honest commercial practices18 so long as such information:

(a) is secret in the sense that it is not, as a body or in the precise configuration and assembly of its components, generally known among or readily accessible to persons within the circles that normally deal with the kind of information in question;

(b) has commercial value because it is secret; and

(c) has been subject to reasonable steps under the circumstances, by the person lawfully in control of the information, to keep it secret.

3. Members, when requiring, as a condition of approving the marketing of pharmaceutical or of agricultural chemical products which utilize new chemical entities, the submission of undisclosed test or other data, the origination of which involves a considerable effort, shall protect such data against unfair commercial use. In addition, Members shall protect such data against disclosure, except where necessary to protect the public, or unless steps are taken to ensure that the data are protected against unfair commercial use.

The declaration

22.06 The purpose of Article 39(1) is declaratory. It declares that the protection of trade secrets falls within Article 10bis of the Paris Convention. This approach meant that at the time TRIPs was adopted States were declaring that Article 10bis protected trade secrets, rather than making it protect them.19 Accordingly, it applies to information whether it was generated before or after TRIPS came into force, as in effect the parties were agreeing that Article 10bis always protected trade secrets.20 In many respects, therefore, the debate about whether the misappropriation of trade secrets was previously an act of unfair competition is only of historic interests except in respect of those countries which are not members of the World Trade Organization.

The obligations imposed by Article 39(2)

22.07 The obligations imposed by Article 39(2) do not require specific laws to be enacted to protect trade secrets, whether under unfair competition law or otherwise. Instead, Article 39(2) extends only to providing the ‘possibility of preventing information within their control from being disclosed’. The inclusion of the word ‘possibility’ sets a low bar for Member States to overcome. This means it simply has to be possible, in some way, to prevent information being improperly disclosed. Member States therefore had extensive freedom in how they achieved this end,21 and so common law countries are/were free to demonstrate that it has been implemented by the evolution of the case law under the law of confidence,22 whereas civilian countries could rely on the law of unfair competition to protect trade secrets or other express statutory obligations.

Information

22.08 Article 39 refers to the protection of undisclosed information, but it is, in reality, concerned with confidential trade information. There were real concerns during the negotiations with using phrases like ‘trade secret’ as it suggests a proprietary nature. This impasse was overcome by a change of terminology so that the provision referred to ‘undisclosed information’ following a proposal by the European Commission.23 It is unlikely that this change of terminology had much significance,24 as undisclosed information means confidential information.25 The construction of the word ‘information’ should be very wide. It is clear from the contents of paragraph 2 that information includes technical information about products, and paragraph 3 makes it clear that it also includes test data. Further, the fact that paragraph (1) of Article 39 provides general protection of undisclosed information of which paragraphs (2) and (3) are only instances means that other types of information must also be protected. Accordingly, it is reasonable to assume that the obligation would also include other sorts of non-medical data, such as customer lists and general commercial data.26

Trade context

22.09 The protection of trade secrets extends to both natural and legal persons. It is intended to protect information in a commercial context, and so this might suggest that it extends TRIPS protection to public figures and others who could commercialize their privacy by making revelations about their private life.27 Considering the preamble28 to the TRIPS Agreement this is probably wrong; it makes it clear that it is related to trade (or to be precise, international trade). It probably should not be inferred from this that because private information about public figures has a (sometimes substantial) economic value it can be treated in a trade context. Furthermore, unless the private information is for sale in some form, it would be stretching the word ‘competition’ in unfair competition too far to suggest it falls within its scope. Nevertheless, it is arguable at least that where a public figure is actually trying to commercialize a particular aspect of private information any media organization who obtains the information from a third party and uses it might be committing an act of unfair competition and so fall within Article 39.29

Control rather than ownership

22.10 To avoid proprietary overtones, Article 39(2) refers to information being ‘lawfully within their control’ of a particular person, rather than being owned by such a person. The control in this instance is important, as the person who has control of the information is the person who has to take reasonable measures to keep it secret. Where confidential information is created by one person and then shared with a second person for their mutual benefit, both might be said to be in control of the information. Accordingly, it may be that both could sue a third party who managed to obtain the information improperly, for example, from a disgruntled employee.

22.11 The reference to ‘lawfully’ within their control is presumably there to protect only information which has not been improperly or illegally obtained, the most obvious example being where the information was originally a third party’s trade secret which had been improperly obtained. Similarly, information which had been stolen (on a USB stick, for example) would not be lawfully within the control. This would mean that the holder of the unlawful information could not prevent another third party from acquiring, disclosing, or using the information, although presumably the original creator could prevent such acts.

Secrecy

22.12 The obligation in Article 39(2) extends only to protecting information where it is ‘secret’.30 The concept of secrecy is such that something is only not secret where it is ‘generally known’ among or ‘readily accessible’31 to persons who normally deal with that sort of information. It is therefore an objective standard. This indicates that relative secrecy must be protected as well as absolute secrecy, as the information only ceases to be secret for the purposes of Article 39 when it is ‘generally known to “persons”’ (and not simply a single person). Therefore, provided that anyone who is aware of the secret information has been prevented from disclosing it by way of an injunction, it remains secret for the purposes of Article 39. However, information which can be obtained by reverse engineering, provided the degree of such engineering makes the information readily accessible, will not be treated as secret for these purposes. It is arguable that once a product has been released on the market then any information in the product which is possible, even after extreme effort, to reverse engineer is lawfully obtained and so not within Article 39. This would suggest that remedies such as springboard injunctions are not required under TRIPS.32

Commercial value

22.13 The information must have commercial value by reason of it being secret.33 It is self-evident that if a competitor seeks to appropriate the information it must have some commercial value; otherwise they would not have appropriated it in the first place. But the desire to appropriate the information cannot in itself be enough; otherwise the requirement would be nugatory. This suggests that the information must have some objective commercial value which is more than trivial.

Reasonable steps

22.14 The controller of the undisclosed information must take reasonable steps under the circumstances to keep the information secret. Some steps must therefore be unreasonable, for example because such steps are disproportionately expensive to the value of the information, or they may be inappropriate for other reasons, such as they are immoral or bad for employee relations.34

Honest commercial practices

22.15 The obligation of secrecy only extends to preventing competitors disclosing, acquiring, or using the information in a manner contrary to honest commercial practices. As the footnote to the provision makes clear, this includes practices such as breach of contract, breach of confidence, and inducement to breach, and includes the acquisition of undisclosed information by third parties who knew, or were grossly negligent in failing to know, that such practices were involved in the acquisition. The act of disclosure and use is clear within the action for breach of confidence, but acquiring is more difficult to isolate within the English case law. The courts have found obligations of confidence imposed on the acquirers of confidential information35 and, this being the case, any subsequent use or disclosure would potentially breach that confidence. This means that the mere acquisition attracts no liability, but as Article 39 refers to the commercial value of the secret this would suggest that where the secret has no commercial value (because it cannot be used or disclosed) it would not need to be protected under TRIPS in any event.

Regulatory data

22.16 In addition to the general commercial obligation of commercial confidence, TRIPS goes further and gives particular protection to data used to obtain marketing authorizations for new chemical entities.36 This specific protection is the basis of the data exclusivity provisions, but these will not be examined here as the information is not required to be confidential in itself.37

Remedies

22.17 The TRIPS Agreement also provides that certain remedies must be available in claims relating to confidential information, subject to the following,38 as well as certain other minor provisions which have implications for undisclosed information.39 The provisions on remedies relate to ‘intellectual property rights’ and, as explained previously, many countries find it difficult to acknowledge that the protection of undisclosed information is an intellectual property right. However, it is arguable that the scope of Part III of TRIPS is intended to ensure protection for those things required by Part II of TRIPS; accordingly it must apply to undisclosed information in the same way as it applies to other intellectual property rights. However, the scope of TRIPS is ‘intellectual property’,40 and the obligation to provide remedies is in relation to ‘intellectual property rights’; accordingly, it may be argued that unfair competition is within the scope of the former and not the latter, and so there is no obligation to provide remedies in relation to the protection of undisclosed information. It is more likely, however, that this is simply a drafting infelicity.

D. ACTA

22.18 The recently agreed Anti-Counterfeiting Trade Agreement will apply to undisclosed information to the extent required by the TRIPS Agreement. This is made clear by the definition of intellectual property.41 The obligations in the Agreement related to undisclosed information are enforcement procedures such as injunctions,42 damages,43 and certain any other remedies.44 Additionally, there are provisions requiring procedures to obtain information relating to infringement,45 provisional measures,46 and the like. The requirements of the Agreement are largely procedural and are heavily informed by the European Directive on the Enforcement of intellectual property rights.47 The obligations are substantive, and in relation to confidential information they are unlikely to lead to changes in English law.

E. Private Information

22.19 The international obligations discussed so far only relate to commercial information and, except where personal information is being commercialized,48 the disclosure of private information will not be an act of unfair competition and so will not fall within Article 39 of TRIPS. There are, however, extensive international obligations relating to privacy in both United Nations Instruments as well as European instruments. As these instruments have become central to the development of preventing the misuse of private information generally they will only be introduced at this stage.

22.20 The Universal Declaration of Human Rights provides against arbitrary interference with privacy:

Article 12
No one shall be subjected to arbitrary interference with his privacy, family, home or correspondence, nor to attacks upon his honour and reputation. Everyone has the right to the protection of the law against such interference or attacks.

22.21 There is an almost identical provision set out in Article 17 of the United Nations International Covenant on Civil and Political Rights. The obligation refers to ‘arbitrary’ interference, which may appear narrower than the obligations in other instruments, but there is no proviso to the right and so many interferences with privacy will be permitted because they are permitted by law and so are not arbitrary. More important for the purposes of this book is Article 8 of the European Convention of Human Rights:

Article 8

1. Everyone has the right to respect for his private and family life, his home and his correspondence.

2. There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others.

22.22 The basic right in Article 8 is replicated in Article 7 of the Charter of Fundamental Freedoms of the European Union.49 In addition, Article 8 of that Charter provides that the protection of personal data is also a fundamental and that such data can only be processed fairly for specified purposes, rights of access, and independent review. The United Kingdom, however, has opted out of the Charter,50 although it is still likely to have an effect on the evolution of UK law. The jurisprudence under Article 8 of the Convention, which has become central to the protection of private information, is discussed throughout this work and so it will not be explored further. Nevertheless, it is worth setting out some of the resolutions passed by the Council of Europe in relation to Article 8 of the Convention.

F. Resolution 509 (1968)

22.23 The first resolution that related to privacy was Resolution 509 of 1968 on human rights and modern scientific and technological developments.51 The Resolution did little more than acknowledge that phone-tapping, eavesdropping, surreptitious observation, the illegitimate use of official statistical and similar surveys to obtain private information, and subliminal advertising and propaganda were a threat to the rights and freedoms of individuals and, in particular, to the right to privacy which is protected by Article 8.52 This resolution has been referred to on numerous occasions subsequently, but it has little independent significance.

G. Resolution 428 (1970)

22.24 The next resolution worth considering in relation to privacy is Resolution 428 of 1970 which contained a declaration on mass communication media and human rights.53 The Resolution acknowledged the importance of the mass media and the function they perform for the general public and their right to freedom of expression.54 Yet even at this stage it was acknowledged that freedom of expression under Article 10 must be balanced against Article 8.55 The scope of the privacy right was explained to be:

C.2. The right to privacy consists essentially in the right to live one’s own life with a minimum of interference. It concerns private, family and home life, physical and moral integrity, honour and reputation, avoidance of being placed in a false light, non-revelation of irrelevant and embarrassing facts, unauthorised publication of private photographs, protection against misuse of private communications, protection from disclosure of information given or received by the individual confidentially. Those who, by their own actions, have encouraged indiscreet revelations about which they complain later on, cannot avail themselves of the right to privacy.

22.25 The Resolution goes on to make it clear that public figures also have a right to private life.56 It is also expressed concern regarding the interception of communications and data protection, but it made it clear that the right to privacy does not protect an individual from some interference by public authorities.57

H. Resolution 1165 (1998)

22.26 The most significant resolution is Resolution 1165 of 1998 on privacy.58 It was made when the death of Princess Diana was still raw and there were concerns about the media’s intrusion in her life.59 The resolution was a compromise following a call for a full convention on privacy. The Resolution suggested that the rights protected by Article 8 should be expanded to cover the storage and use of personal data. It acknowledged the need to balance the rights under Article 8 and Article 10 once more,60 making it clear that the rights are neither absolute or hierarchical and they are of equal value;61 and further, that the rights under Article 8 extend to preventing intrusion by the mass media.62 National law, the Resolution suggests, should provide for:

i.    the possibility of taking an action under civil law should be guaranteed, to enable a victim to claim possible damages for invasion of privacy;

ii.    editors and journalists should be rendered liable for invasions of privacy by their publications, as they are for libel;

iii.   when editors have published information that proves to be false, they should be required to publish equally prominent corrections at the request of those concerned;

iv.  economic penalties should be envisaged for publishing groups which systematically invade people’s privacy;

v.   following or chasing persons to photograph, film or record them, in such a manner that they are prevented from enjoying the normal peace and quiet they expect in their private lives or even such that they are caused actual physical harm, should be prohibited;

vi.  a civil action (private lawsuit) by the victim should be allowed against a photographer or a person directly involved, where paparazzi have trespassed or used ‘visual or auditory enhancement devices’ to capture recordings that they otherwise could not have captured without trespassing;

vii.  provision should be made for anyone who knows that information or images relating to his or her private life are about to be disseminated to initiate emergency judicial proceedings, such as summary applications for an interim order or an injunction postponing the dissemination of the information, subject to an assessment by the court as to the merits of the claim of an invasion of privacy;

viii. the media should be encouraged to create their own guidelines for publication and to set up an institute with which an individual can lodge complaints of invasion of privacy and demand that a rectification be published.

22.27 In 1998, when this Resolution was passed, English law had not developed to such a degree to provide all of the protection it demanded. But this is no longer the case, and over the last decade the elements proposed in the Resolution are now clearly provided for in English law. Indeed, the Resolution and particularly the need to balance rights has been repeatedly referred to by the English courts, such as by the House of the Lords in Campbell v MGN,63 and the Court of Appeal in A v B64 and Campbell v MGN,65 and it continues to be referred to by the lower courts, such as by Tugendhat J, in JIH v News Group Newspapers.66 Accordingly, the Resolutions have resonance with the approach of English courts and to some extent at least they have become integrated in practice.
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A. Introduction

23.01 A court can only hear a matter if it has jurisdiction to do so and if, after the application of the relevant rules, an English court is found to have jurisdiction to hear a claim relating to trade secrets or privacy, it does not necessarily follow that English law should be applied to the substance of the dispute. Instead, there is a significant body of law which determines what law the court will apply. Both of these matters will be examined here.

Characterization

23.02 The starting point for any problem in private international law is characterization (sometimes called classification); that is, applying the problem to the correct legal category (eg tort, contract, unfair competition, unjust enrichment, and so on).1 This is particularly problematic in relation to breach of confidence, due to its confused jurisdictional basis which means it does not readily fit into any particular legal category. The difficulties are both simplified, and at the same time made more difficult, by reason of the harmonization of this area of law within the European Union. The simplification comes from the fact that in the relevant instruments the categories used (such as tort or contract) are said to have an autonomous meaning across the whole of the Union. This means that when European law applies to the characterization of confidence disputes, the complexities caused by its multi-faceted jurisdiction basis need not be considered; rather an autonomous meaning is applied. Unfortunately, as will become apparent, even with an autonomous meaning breach of confidence may not fit in the same legal category for each European instrument.

23.03 Furthermore, the European regime does not entirely harmonize all of private international law. In relation to jurisdiction the so-called traditional rules of English jurisdiction still apply where a defendant is not domiciled in a country which is part of the European regime. Further, the European rules on applicable law do not apply to privacy; rather the common law (or maybe, statutory) rules continue to apply. This means that it is important to consider characterization at every stage of the discussion.

Legal framework

Jurisdiction framework

23.04 The rules governing jurisdiction between the members of the European Union are harmonized2 under Regulation (EC) No 44/2001 (the Brussels Regulation)3 and there is a parallel agreement, the Lugano Convention,4 between the members of the European Union and Switzerland, Lichtenstein, Norway, and Iceland. These two regimes are intended to be largely the same and when interpreting the provisions of the Convention due regard should be had to judgments relating to the equivalent provision of the Regulation.5 Both these regimes only apply where the defendant is domiciled in the European Union or a Lugano Convention State. Where the defendant is domiciled elsewhere then the traditional English rules of jurisdiction continue to apply.

Choice of law framework

23.05 The rules on choice of law are also substantially harmonized within the European Union. In relation to contractual matters, the law was harmonized in Europe under the Rome Convention on the law applicable to contractual disputes,6 which was superseded by the Rome I Regulation (EC) No 593/2008 in relation to contracts concluded as from 17 December 2009.7 In relation to tortious matters, the law was until recently governed by the Private International Law (Miscellaneous Provisions) Act 1995 with other legal categories governed by the common law, but these rules have been superseded by the Rome II Regulation (EC) No 864/2007 in relation to events giving rise to damage occurring after 11 January 2009.8 The Rome II Regulation, however, does not apply to non-contractual obligations arising out of violations of privacy9 where the 1995 Act and the common law continue to apply. This means that cases relating to the misuse of private information and breach of confidence claims relating to personal information have different rules from commercial disputes.

B. Jurisdiction

Scope of the Regulation

23.06 The Brussels Regulation,10 according to Article 1, only applies to ‘civil and commercial matters’ where the defendant is domiciled in a Member State.11 The term ‘civil and commercial matters’ has an autonomous meaning,12 and would clearly cover breach of confidence claims as well as those relating to misuse of private information. The Regulation does not apply to claims against or brought by a public authority in relation to its public functions,13 and so where a claim is brought under section 8 of the Human Rights Act 1998 (HRA), or for breach of confidence by a public authority or official, the traditional rules of jurisdiction will apply rather than those under the Regulation.14 But where a cause of action falls within the scope of the Regulation, it alone governs which court (or courts) have jurisdiction.

The general principle

23.07 The general principle in the Brussels Regulation is that a person (meaning a defendant) should be sued in the Member State in which he is domiciled (actor sequitur forum rei).15 There are rules for determining the domicile of corporations, legal persons, and other associations in the Regulation itself, but the domicile of individuals16 is left to Member States.17 Once it has been established that the case should be heard in the United Kingdom, there are also rules for determining whether the courts of England and Wales, Scotland, or Northern Ireland should hear the case.18

Consumers

23.08 There are special rules of jurisdiction for consumer contracts. In particular, a business that enters an agreement with a consumer, where the business has a branch, agency, or other establishment in the consumer’s Member State, is deemed to be domiciled there even if it would not be for other purposes.19 It is unlikely that many confidence cases will involve consumers’ contracts and so these rules will not be examined here.20

Exceptions to the general principle

23.09 There are certain special grounds of jurisdiction which provide exceptions to the general principle of the Brussels Regulation that the defendant should be sued in the country where he is domiciled. These special rules are considered to be derogations and so should be interpreted restrictively.21 Their existence recognizes that there may be a close link between the suit in question and the particular court.22 They are set out in Article 5 of the Brussels Regulation, and two of those special rules will be examined: the rule for matters relating to contract (Article 5(1)), and the rule for matters relating to tort (Article 5(3)). Accordingly, it is necessary to consider the meaning that has been given to ‘matters relating to contract’ and to ‘matters relating to tort’.

Meaning of ‘matter relating to contract’

23.10 The phrase ‘matters related to contract’ in Article 5(1) has been given an autonomous meaning23 and includes relationships which involve an ‘obligation’ freely assumed by one party towards another.24 This could clearly apply where there is a contractual obligation of confidence arising, for example, from a non-disclosure agreement or a licensing agreement. When assessing whether such an agreement is covered by this rule it is important to identify the relevant ‘obligation’,25 although this is a separate matter from whether something is a matter related to contract.26 The English courts consider the relevant obligation to be the one that is the subject of the proceedings,27 and so where the proceedings relate to a contractual duty of confidence it would be, for the purpose of breach of confidence, a matter related to contract. As will be explored, difficult issues arise where the duty of confidence is both contractual and tortious (within the meaning of the Regulation).

Meaning of ‘matter relating to tort’

23.11 The question is more difficult where the dispute is not contractual. Article 5(3) applies to matters related to ‘tort, delict or quasi-delict’, which also has an autonomous meaning,28 namely a matter which seeks to substantiate the liability of the defendant.29 This is an incredibly wide meaning and essentially covers most non-contractual obligations. In this regard, it must be noted there are no rules under the Brussels Regulation relating to anything other than tort or contract30 (such as unfair competition) and either a non-contractual case of breach of confidence is a matter related to tort or only the general principle will be applicable. Unfortunately, the domestic and European authorities are limited in this regard. The Court of Justice in C-509/09 eDate v X31 proceeded on the basis that an action for the infringement of personality rights was governed by Article 5(3). Personality rights are closely connected to some aspects of confidence in some jurisdictions, but this is hardly determinative of the issue. In Kitechnology v Unicor32 the Court of Appeal was invited to find that Article 5(3) applied to breach of confidence claims. It declined to accept this invitation as there was a pending reference to the Court of Justice (which the Court of Justice later held it had no jurisdiction to hear) which the Court of Appeal believed would answer the question.33

23.12 In Kleinwort Benson v Glasgow City Council34 the House of Lords held that Article 5(3) does not apply to claims of unjust enrichment because there is no harmful event.35 Furthermore, in Douglas v Hello! (No 3)36 the Court of Appeal tentatively suggested that breach of confidence should be categorized as a restitutionary claim for unjust enrichment.37 This was based on the proposition that breach of confidence in other jurisdictions would be treated as restitutionary in nature,38 and so this should be its proper classification in the United Kingdom. However, in many countries, particularly in Europe, misappropriation of trade secrets is characterized as unfair competition or, in relation to a privacy type claim, a tort. Furthermore, there is a harmful event in relation to most confidence claims and so the tentative statement of the Court of Appeal in Douglas v Hello! (No 3) should therefore be treated with extreme caution, as its reasoning was very much confined to classification under the English, rather than European, conflict of law rules.

23.13 It is suggested that the correct approach to whether a matter is ‘related to tort’ is that there must be a causal connection between ‘the wrong’ of the defendant and the harm suffered.


Example

A source, based in France, discloses to a local journalist that she is having an affair with a famous English footballer. The journalist then writes the story and sells it to a British newspaper sending it to the paper by email. In turn, that newspaper publishes the story in the United Kingdom. The footballer wants to bring a claim for breach of confidence (or misuse of private information). In these circumstances, a potential wrong (the disclosure) was committed by three people: (a) the source by disclosing to the local journalist, (b) the local journalist by disclosing to the British newspaper and finally (c) the British newspaper who publishes the story. The most significant damage is caused by the publication by the newspaper, but more limited damage is caused at each of the preceding stages (and each party made the disclosure fully aware of the eventual damage). Accordingly, it is suggested that each of these wrongful disclosures is a ‘wrong’ for the purposes of whether it is a ‘matter related to tort’.



23.14 Another problem arises in relation to concurrent tort and contract claims. The Court of Justice, in Case 189/87 Kalfelis v Schroder,39 indicated that Articles 5(1) and 5(3) are mutually exclusive.40 Thus, the matter has to be classified as either one relating to tort or contract, but not both.41 It is arguable that some degree of dépecage (splitting of issues) is permitted, and so issues could be divided up between the different jurisdictional bases (eg a dispute relating to the breach of a non-disclosure agreement is both a matter related to tort and to contract). The English courts, at least, have not adopted this view as yet.42 Accordingly, this means where the obligation of confidence is in a contract Article 5(3) will not apply even where it might otherwise independently grant another court jurisdiction. Put another way, Article 5(1) has precedence over Article 5(3), and where a claim could be classified as both a contractual confidence claim and one under misuse of private information (or other duties of confidence)43 the rules under Article 5(1) apply and Article 5(3) can be disregarded.


Example

A disclosure of a confidential product is made to a German researcher by a British company under a non-disclosure agreement. The researcher sets up his own company and starts producing his own products based on the confidential information. This would be a breach of the agreement as well as potentially a breach of confidence, but for the purposes of the Brussels Regulation any disclosure which is contrary to the agreement would only be a matter related to contract and not a matter related to tort.



Matters related to contract

23.15 Once it has been established that a matter relates to contract, the general rule is that the courts of the place of the performance of the obligation in question have jurisdiction.44 There are special rules, however, in the case of a sale of goods and the provision of services. In the case of the sale of goods, the place in a Member State where, under the contract, the goods were delivered or should have been delivered is the place of the obligation. In the case of the provision of services, the place in a Member State where, under the contract, the services were provided or should have been provided is the place of the obligation.45 The special rule dictating the place of performance applies to the whole contract and where there is more than one place where services are provided then only the principal place of performance is relevant, which is determined on the basis of economic criteria.46 But in either case the parties can agree a different location for the obligation.

23.16 Where the special rules do not apply, the place of the performance of the contract is the relevant factor.47 This is the place of performance of the claimed contractual obligation, the defendant’s legal position being irrelevant for this purpose.48 The Court of Justice indicated over 30 years ago in relation to the Brussels Convention that it was for the domestic court to determine the place of performance of the contractual obligations in accordance with its own rules of private international law: there is no ‘autonomous meaning’.49 It is presumed that this remains the case under the Brussels Regulation. This means that the national court has to determine under its choice of law rules (now the Rome I Regulation50) which law applies and then in accordance with that law the place of performance of the contractual obligation.

23.17 A pragmatic approach, and one seemingly endorsed by the Court of Justice,51 is identifying the main obligation and determining where that obligation was due to be performed. Where such an obligation cannot be identified, or there appears to be more than one main obligation, a question arises over whether a court should assume jurisdiction if part of an obligation arises in the particular country. It is submitted that any country where part of the main obligation (or the main obligation itself) was performed has jurisdiction.52 However, where a contractual obligation is to be performed outside the European Union then the case falls outside Article 5(1) and no court has special jurisdiction.53


Example

A contract is agreed between a British company and a German manufacturer to produce 100,000 units of a product in accordance with a confidential design. The German manufacturer produces 150,000 units and sells them; misusing confidential information in the process. The main obligation is to make (or not make) the products and so the German courts have jurisdiction under Article 5(1).



Matters related to tort

23.18 A person may be sued in matters relating to tort, delict, or quasi-delict in the courts for the place where the harmful event occurred or may occur.54 The most important question, when considering Article 5(3), is determining where ‘the harmful event occurred’. The Court of Justice, in Case 21/76 Bier BV v Mines de Potasse D’Alsace,55 made it clear that this covers both the place where the event giving rise to the damage occurred and the place where the damage itself occurred or may56 occur, so giving the claimant a choice between the two forums. The Court of Justice re-affirmed this approach in C-68/93 Shevill v Presse Alliance,57 a defamation case. It went further by holding that where jurisdiction is based on damage within the jurisdiction, the court may only hear those parts of the matter that relate to that damage.58 Thus, a claimant has two choices: he can rely on Article 5(3) and sue in each Member State where damage was suffered; or he can sue in the defendant’s domicile and recover for all the damage caused by the tort. However, where it is unclear where the damage was caused then the first limb may not apply.59

23.19 In a confidence case, the place giving rise to the harmful event must be the place where the confidential information was improperly used or disclosed. There is no authority on this point, but in Kitechnology the Court of Appeal appeared to accept that the use of confidential information to manufacture and sell a product would be sufficient to found jurisdiction (although this had not occurred in the United Kingdom in that case).60 But the court held it is not sufficient for a defendant to show only that he owed the claimant a duty of confidence in a particular country. Where the disclosure of the information is the harmful event, it is suggested that jurisdiction over the person making the disclosure exists at the place they made that disclosure, rather than where the recipient subsequently misused the information.


Example

A source, based in France, discloses to a local journalist that she is having an affair with a famous English footballer. The journalist then writes the story and sells it to a British newspaper, sending the story by email. In turn, that newspaper publishes the story in the United Kingdom. The footballer wants to bring a claim for breach of confidence (or misuse of private information). In these circumstances, jurisdiction over the source exists only in France; jurisdiction over the local journalist and the British newspaper exists in the United Kingdom.



23.20 In certain cases the disclosure is made in numerous jurisdictions at once. This is likely to arise where a newspaper publishes an article on its website and makes it available to persons located anywhere in the world. Following the rule in Shevill, a claimant would be able to either bring a multitude of claims—one in each of the relevant jurisdictions where the article was published—or bring a single claim in the jurisdiction in which the newspaper was domiciled and be able to recover for all the damage suffered.

23.21 Jurisdiction can also be founded on the place where the damage was suffered. Again the authorities are scant. But the Court of Appeal implicitly held in Kitechnology that the damage is only suffered where the information is actually used, rather than where it could have been used.61 Accordingly, a product being imported which incorporates something derived from the confidential information is sufficient damage within the jurisdiction to found jurisdiction.62 But damage to the claimant company’s value is not sufficient damage for these purposes63 and any claims to lost licence fees would need specific evidence in support.64 Similarly, something which simply affects the commercial value of a celebrity persona would be insufficient to found jurisdiction.65

Agreements as to jurisdiction

23.22 The Brussels Regulation allows the parties to agree to give a court exclusive jurisdiction66 and such a selection takes precedence over the general and special rules of jurisdiction.67 Selections are most likely to arise where a contract or licence relating to trade secrets or other confidential information includes a choice of court or jurisdiction clause. Unlike other provisions in the Regulation, Article 23 applies68 where any one party is domiciled in a Member State (ie it does not need to be the defendant).69 It is, however, unclear when that person must be so domiciled, whether at the time of making the contract or at the time of commencing proceedings (or either or both of these). Where neither party to an agreement is domiciled in a Member State then a court will adopt its local rules of jurisdiction to determine whether it can hear the case based on the contractual clause. But a court of another Member State cannot assume jurisdiction unless the court chosen in the agreement has already declined jurisdiction.70 In addition, it is possible for a party to submit to a court’s jurisdiction under Article 24,71 even where this would contravene an exclusive choice of court clause. This provides some flexibility for agreements after disputes have arisen.72


Example

A contract is agreed between a British company and a German manufacturer to produce 100,000 units of a product in accordance with a confidential design. The contract includes a jurisdiction clause given jurisdiction to the French courts. The German manufacturer produces 150,000 units and sells them, misusing confidential information in the process. Despite the dispute having no connection with France, the French courts will have jurisdiction.



Multiple defendants

23.23 Some claims are so closely connected that it is expedient in the interests of justice that they be tried together to avoid the risk of irreconcilable judgments. To this end Article 6 of the Brussels Regulation enables a court to consolidate claims against more than one defendant before a single court.73 It only applies, however, where the judgments resulting from multiple claims would be considered irreconcilable. This occurs where a divergence of outcome arises in the context of the same situation of law and fact,74 and so where a judgment would involve contradictory findings of facts, contradictory legal conclusions drawn from those facts, or contradictory remedies it will be irreconcilable.75 In confidence cases, it is clearly possible to have contradictory findings of fact as a result of the different procedures for finding facts in each State;76 similarly, different legal conclusions could be drawn from the facts.


Example

A French employee of the claimant discloses confidential information to a British newspaper about a dangerously defective product. The newspaper then publishes the information. Assuming both the employee and the newspaper argue that the disclosure was in the public interest then the French and British courts (who would usually have jurisdiction) could easily come to differing conclusions regarding whether the disclosure was in the public interest or not (either as a matter of law or fact). Using Article 6 to consolidate the claims might therefore be appropriate.



The United Kingdom—allocating between England and Wales, Scotland, and Northern Ireland

23.24 The rules under the Brussels Regulation only allocate a matter to the courts of a particular Member State. The rules do not extend to assigning whether the courts of England and Wales, Scotland, or Northern Ireland should hear a matter. These rules are set out in Schedule 4 to the Civil Jurisdiction and Judgments Act 1982,77 which is interpreted in accordance with any principles laid down by the Court of Justice in relation to the Conventions or the Regulation.78 The rules in Schedule 4 are largely the same as those under the Brussels Regulation. There are, however, some important differences. The rules for determining domicile are the same as applied in relation to the Brussels Regulation, but the rules of special jurisdiction are slightly different.79 In matters relating to contract a person may be sued in the courts of the place of performance of the obligation in question in all cases,80 as the presumptions regarding the supply of services and supply of goods do not apply (or at least the provision is not included). There is also a provision81 allowing the joining of multiple defendants where the claims are so closely connected that it is expedient to hear and determine them together to avoid the risk of irreconcilable judgments resulting from separate proceedings, a domestic equivalent to Article 6 of the Brussels Regulation. Where more than one court has jurisdiction, there are no rules to allocate the matter between the various domestic jurisdictions. It will usually be decided on forum conveniens grounds. Accordingly, the courts will consider whether any other court within the United Kingdom is more convenient to hear the case and whether it is possible to obtain a fair trial in that court.

The traditional rules of jurisdiction

23.25 This section considers the principles exercised by the English courts to determine issues of jurisdiction over a person who is not resident in a Member State or a Lugano or Brussels Convention State or where a case relates to the public functions of a public authority.82 The custom is to call these rules the traditional rules of jurisdiction,83 and some form of these rules are followed in most parts of the Commonwealth.

Personal jurisdiction

23.26 The English traditional rules of jurisdiction permit jurisdiction over a defendant where he is served with process within the jurisdiction;84 where a person cannot legally be served, the English court has no jurisdiction over them.85 In certain circumstances, the English court permits process to be served outside the jurisdiction,86 which is equivalent to granting additional, special grounds of jurisdiction. Such service is permitted where the tort is committed, or damage is sustained, within the jurisdiction;87 where a contract was made in the jurisdiction;88 where the contract is governed by English law;89 or where the breach of contract is committed within the jurisdiction.90 It is also permitted in relation to a claim made for restitution where the defendant’s alleged liability arises out of acts committed within the jurisdiction.91

Characterization: contract

23.27 Once more this raises the question of characterization and, in contrast to the rules under the Brussels Regulation, it is purely a matter of domestic law. As a claim has only to be made in ‘respect of’ a contract it does not necessarily mean that the cause of action has to be based on the contract.92 For example, a restitutionary claim where one contracting party overpaid another has been treated as a contractual matter.93 This would suggest that any claim related to a contractual duty of confidence will be characterized as contractual where the contract was made in England, the contract is governed by English law, or where the breach of the obligation took place in England.

Characterization: tort

23.28 A claim in tort where the damage was sustained within the jurisdiction or the act was committed in the jurisdiction is sufficient to permit service out of the jurisdiction. This means it is not necessary to assess whether the tort was committed here,94 but rather look at its constituent elements. This means the approach taken under the domestic rules is the same as that under the Brussels Regulation95 and so, if jurisdiction could be granted under that Regulation, it should also be possible under the domestic rules.

23.29 When looking at where the damage was suffered it is damage directly caused, rather than indirectly suffered, which must be within the jurisdiction.96 Thus, only direct damage is sufficient to found jurisdiction and it must be significant.97 What can amount to direct damage is slightly more difficult to ascertain. In Ashton Investments v OJSC Russian Aluminium98 the court concluded that improperly accessing a server based in London and downloading confidential material using Spyware was sufficient to permit service out of the jurisdiction. In Ashton, however, the claimant was alleging an unlawful interference with business as well as breach of confidence. The former is clearly a tort and so it cannot be said that the court was considering the latter when it founded jurisdiction. In contrast, in Kitechnology the appropriation of the information was lawful in England, but only become unlawful when it was misused in Germany. So no wrongful act took place in England.99

23.30 In relation to acts committed within the jurisdiction it is sufficient that substantial and efficacious acts have taken place in England, even if similar substantial and efficacious acts have taken place elsewhere as well.100


Example

A source, based in the United States, discloses to a local journalist that she is having an affair with a famous English footballer. The journalist then writes the story, sells it to a British newspaper, and sends the story by email. In turn, that newspaper publishes the story in the United Kingdom. The footballer wants to bring a claim for breach of confidence (or misuse of private information). In these circumstances, the English courts would have no jurisdiction over the source, but would have jurisdiction over the local journalist and the British newspaper.



Characterization: restitution

23.31 Alternatively, it may be that jurisdiction should be founded on restitution, rather than tort, in which case the court has jurisdiction where the defendant’s alleged liability arises out of acts committed within the jurisdiction. As previously indicated, in Douglas v Hello! (No 3) the Court of Appeal considered breach of confidence to be akin to unjust enrichment and so to be restitutionary in nature.101 Indeed, when service out of the jurisdiction was considered in earlier proceedings it was pleaded on both the grounds of tort and restitution,102 although in those proceedings the court only considered joint tortfeasorship103 and not the basis for leave.

23.32 Where the breach of confidence is alleged to have occurred within the jurisdiction then it may appear to be immaterial whether the acts were tortious or restitutionary as the court will have jurisdiction in either case. Nevertheless, it remains important to plead the ground upon which jurisdiction is being sought properly.104 Where the act was committed outside England, but the damage suffered within the jurisdiction, the court will only have jurisdiction if the confidence action is classified as tortious rather than restitutionary.

The proper characterization?

23.33 The sui generis nature of the breach of confidence action makes characterization difficult, a problem compounded by the somewhat conflicting authorities, as well as some lack of conceptual certainty in characterization in general. It is suggested that characterizing breach of confidence as a matter related to tort, and so following the Brussels Regulation characterization, has merits both of consistency and certainty. It also ensures that jurisdiction exists in this country where the harm is suffered here, but the disclosure was abroad; a particular problem where a disclosure is made on the Internet from outside the jurisdiction.

Jurisdiction agreements and submission

23.34 The English courts are also willing to accept jurisdiction over a dispute where the parties have agreed by contract that the court should have exclusive jurisdiction. The court will support such agreements by staying domestic proceedings that are instituted in breach.105 Further flexibility is provided by the possibility of parties submitting to the jurisdiction.106 This means the traditional English rules are much the same as those under the Brussels Regulation.

The (abolished) ‘double actionability’ rule

23.35 For many years the double actionability rule effectively precluded English courts from determining many foreign torts. The rule stems from Phillips v Eyre107 and was formulated as follows:

As a general rule, in order to found a suit in England for a wrong alleged to have been committed abroad, two conditions must be fulfilled. First, the wrong must be of such a character that it would have been actionable if committed in England … Secondly, the act must not have been justifiable by the law of the place where it was done.

Where it still applies, the double actionability rule means that only where the same wrong is actionable in both countries would the court have jurisdiction.

23.36 The Law Commission recommended the abolition of this rule108 and this was implemented by section 10 of the Private International Law (Miscellaneous Provisions) Act 1995. The rule was replaced with the new rule on choice of law in matters related to tort:109 the lex loci delicti. The same rule has been adopted in Australia and Canada by different means,110 but the double actionability rule retains its full force in New Zealand and some other Commonwealth countries.111

Avoiding dual and inconvenient litigation

Lis alibi pendens (matters pending before other courts)

23.37 One of the basic rules of the Brussels Regulation (and Lugano Convention) is that a court should not hear a case if a court of another Member State is first seised of a matter. In cases outside that regime, the English courts will only exceptionally allow proceedings in the English and a foreign court to be conducted simultaneously,112 the existence of simultaneous proceedings being only a factor for the English courts in determining the appropriate forum in relation to forum non conveniens.113 However, as will become apparent, this means it probably has far less significance than before, in England at least.

Brussels Regulation

23.38 Under the Brussels Regulation, where proceedings involving the same cause of action and between the same parties are brought in the courts of different Member States, any court other than the court first seised must of its own motion stay its proceedings until such time as the jurisdiction of the court first seised is established.114 Once that jurisdiction is established, any court other than that first seised must decline jurisdiction in favour of that other court.115 The English courts will be seised of a matter for the purposes of lis pendens under the Brussels Regulation116 on the issue of process, rather than on service, assuming the claimant took the steps necessary to effect service.117

Same cause of action and same parties

23.39 Whether something is the ‘same cause of action’ for these purposes is given an autonomous meaning, which is that the action has the same object and relies on the same facts and law.118 In Kolden Holdings v Rodette Commerce119 the Court of Appeal considered the Court of Justice cases120 on whether two entities are the same parties for the purpose of the rule, and identified the following principles:

First, the object of Article 27 is to prevent parallel proceedings in different Member States and to avoid conflicts between decisions and irreconcilable judgments… Second, the term between ‘the same parties’ has an independent or autonomous meaning … Third, in considering whether two entities are the ‘same party’ for the purposes of applying the regulation, the court looks to the substance, and not the form … Fourth, although the parties must be ‘identical’ … this identity is not destroyed by the mere fact of there being separate legal entities involved … Fifth, whether they are identical for this purpose may depend on whether there is such a degree of identity between the interests of the entities that a judgment given against one of them would have the force of res judicata as against the other … Sixth, it will also depend on whether the interests of the entities are identical and indissociable, and it is for the national court to ascertain whether this is in fact the case.121

Related causes of action

23.40 Where the actions are related, rather than the same, any court other than that first seised may decline jurisdiction.122 The meaning of ‘related action to’ is that the actions are so closely related that it is expedient to hear and determine them together to avoid the risk of irreconcilable judgments,123 and whether a particular defence may be raised to a claim is not relevant for these purposes.124 The test is not entirely mechanical. It requires an assessment of the degree of connection and then a value judgment as to the expediency of hearing the two actions together (assuming they could be so heard) in order to avoid the risk of inconsistent judgments.125

Forum non conveniens

23.41 It was acknowledged by the common law that there are cases where a court has jurisdiction, but it is not appropriate to hear the matter because another court is more convenient. This led to the development of the doctrine of forum non conveniens,126 which was finally incorporated127 into English law128 by the House of Lords in Spiliada Maritime Corpn v Cansulex Ltd.129 The basis of this doctrine is that where the claimant is entitled to commence the action in England, the court, applying the doctrine of forum non conveniens will only grant a stay where the defendant satisfies the court that some other forum is more appropriate.130

23.42 These stays are no longer available where a defendant is domiciled in the United Kingdom131 (whether or not the other party is domiciled in another Member State).132 By extension this means that the English courts cannot stop English proceedings against an English defendant where the same matter is already being litigated in proceedings outside the European Union.133 The application of doctrine is, therefore, limited to: (a) cases where none of the defendants are domiciled in a Member State, and (b) the allocation of matters between England and Wales, Scotland, and Northern Ireland.134

Basic principles

23.43 The fundamental principle for determining whether a case can be stayed on the basis of forum non conveniens135 was set out by Lord Goff in Spiliada Maritime Corpn v Cansulex Ltd.136 He indicated that a court has power to order a stay of proceedings where the jurisdiction is an inappropriate forum and: (i) the defendant shows there to be another court with competent jurisdiction which is strongly, clearly, or distinctly more appropriate than it for the trial of the action; and (ii) it is not unjust that the claimant be deprived of the right to trial in the jurisdiction.137 The court then determines on the balance of convenience138 which court should hear the matter. The burden of establishing that another court is clearly more convenient rests on the person trying to stay the domestic proceedings.139 He must show not only that England is the natural or appropriate forum for a trial, but that there is another available forum which is clearly or distinctly more appropriate than the English courts.140 If an alternative forum is prima facie more appropriate, then the claimant must show there are special circumstances which indicate that the trial should take place in England.141

23.44 This approach is largely followed by the Canadian courts,142 those in New Zealand,143 as well as those in other Commonwealth Countries,144 but not in Australia.145 The Australian approach is more generous to the claimant in that the court will only stay proceedings where the continuation of the proceedings would cause an injustice to the defendant because they were oppressive or vexatious (which might mean they are completely inappropriate) or the proceedings are an abuse of process. In either case it is necessary to show that the proceedings would not cause injustice to the claimant.146

Factors to be taken into account

23.45 The factors to be considered when a court decides whether it should order a stay on the grounds of forum non conveniens include the availability of witnesses, the law governing the dispute, and the locations at which the parties are domiciled or carry on business.147 In Spiliada the other relevant factors were the geographical location of the expert witnesses, the risk of multiplicity of proceedings (the ideal being that both defendants should be tried in the same action), and the complexity of the litigation (including the potential economies of re-using legal teams with prior expertise in the same areas).148

23.46 In contrast, a stay will not be refused because the claimant will be deprived of ‘a legitimate personal or juridical advantage’149 provided that the court is satisfied that substantial justice will be done in the available forum. This is because an advantage to one party is generally a disadvantage to the other, and so affording a potential claimant an advantage at the expense of the defendant is not a proper application of the principle.150 The test is rather finding a venue where the case may be tried suitably for the interests of all the parties and for the ends of justice.151 In addition, the following are not sufficient to grant such a stay: more limited disclosure (for example in various civilian jurisdictions), that a lower scale of damages may be awarded in another jurisdiction, or that a claim is time barred (if the claimant was bringing proceedings in England solely to take advantage of a more generous limitation period in England).152

Anti-suit injunctions

23.47 The English courts have long had the power to restrain a person under its supervision from commencing proceedings in another jurisdiction.153 Such injunctions are commonly termed to be ‘anti-suit’ injunctions,154 but their relevance has now been greatly reduced by the Court of Justice. In C-159/02 Turnver v Grovit155 it was held that the grant of an anti-suit injunction was entirely incompatible with the Brussels Regulation.156 This is the case whether or not a court of another Member State is seised of the matter. Indeed, it even applies where the English court was first seised157 of the matter, or it has exclusive jurisdiction,158 or hearing it another Member State would be contrary to an arbitration agreement.159

23.48 It appears, however, that the English courts can still grant anti-suit injunctions where the effect is to restrain proceedings outside the European Union. The Court of Appeal in Samengo-Turner v J & H Marsh & McLennan160 held that the jurisdictional rules in the Brussels Regulation grant a positive right to defendants and the court could grant an injunction to protect these rights. This injunction essentially precluded another party from starting proceedings in New York despite a contractual agreement that the New York courts had jurisdiction. The suggestion that jurisdictional rules amount to rights is unusual to say the least, and rights which undermine existing contractual arrangements even more unusual. Accordingly, the Court of Justice may not approve of this approach in cases where one party is domiciled otherwise than in a Member State.161

C. Applicable Law

23.49 Once a court has established that it has jurisdiction it will move on to consider which law to apply. But, once more, the resolution of international disputes involving issues of confidence can raise difficult questions of characterization. Where the obligation of confidence is contractual then matters of applicable law are probably straightforward, as they are governed by the Rome I Regulation, but where the obligation is non-contractual then the rules are much more uncertain.

Matters related to contract

The law applicable to a contact under the Rome I Regulation

23.50 The primary rule, or cornerstone,162 of the Rome I Regulation is that the parties are free to select the law that applies to the contract.163 The most effective way of making such a selection is to include a choice of law clause in the contract or non-disclosure agreement, but without an express choice, an implied choice of law will also be given effect. Additional flexibility exists by reason of the possibility of changing the governing law after the event if the parties agree.164

23.51 Despite this flexible party-centric choice of law rule, it is not possible for the parties to avoid the application of mandatory laws165 of the country166 where ‘all other elements relevant to the situation’ refer to a country other than that selected by the parties.167


Example

Two persons established in London contract to buy a shipment of goods which are to be manufactured in England and then delivered to an address in England, but they apply Italian law to the contract. In such circumstances, the mandatory rules of English contract law would apply.



23.52 Nevertheless, in that example had one party been German it is unlikely that an English court would disapply the chosen law. This is because the courts have traditionally promoted party autonomy wherever possible.168

No express choice by the parties

23.53 Where the parties have not selected a law then the Rome I Regulation sets out some rules to be applied, and so it is treated in the same way as any other contractual obligation.169 There are particular rules relating to, amongst other things, the sale of goods and the provision of services. In relation to the former the contract is governed by the law of the country where the seller has his habitual residence;170 and in relation to the latter the contract is governed by the law of the country where the service provider has his habitual residence.171 In confidence disputes, however, it is the general rules which are most likely to apply.

Characteristic performance

23.54 The Rome Convention placed great reliance on the principle of characteristic performance, which is discussed below. This role is maintained in the Rome I Regulation, but it is no longer given the same prominence. It now applies where there is no fixed rule for a type of contract or where two fixed rules apply. There are no bright lines setting out what amounts to characteristic performance in relation to a contractual obligation of confidence. Indeed, commentators have diverging ideas about what amounts to characteristic performance and, as has been suggested, ‘the more complex the transaction, the less help the [characteristic performance] criterion becomes’.172

23.55 The basic rule is that the law applied is that of the habitual residence of the person giving characteristic performance. However, where a contract consists of a bundle of rights and obligations, the characteristic performance of the contract should be determined having regard to its centre of gravity.173 In some agreements, such as non-disclosure agreements, the characteristic performance will be the obligation to keep matters secrets. But in other cases, it will be much more difficult to identify whether the obligation of confidence is the characteristic performance of the contract or something similar. However, in appropriate cases, the performance of an obligation of confidence is likely to occur at the location of the defendant (his domicile or habitual residence), as his duty under the contract is performed by him not disclosing the confidential information. This duty is performed at all times wherever the defendant is located, and so the logical extension of this is that the characteristic performance is his domicile.


Example

A contract is agreed between a British company and a German manufacturer to produce 100,000 units of a product in accordance with a confidential design. The German manufacturer produces 150,000 units and sells the excess units. There is no clause on the governing law of the contract. In this case, the contract is not a sale of goods or supply of services. The characteristic performance (the manufacture) takes place in Germany and so German law is applied.



Closest connection

23.56 The fixed rules and the supplementary rule that the applicable law is the law of the country where the characteristic performance is carried out can be set aside where it is clear that the contract is manifestly more closely connected with another country174 or where the applicable law cannot be determined by those rules.175 This exception is intended to be used very rarely; it is explicitly described as an escape clause.176 Nevertheless, where it is clear from the circumstances as a whole that the contract is more closely connected with a country other than that determined on the basis of the usual criteria, it is for the court to disregard those criteria and apply the law of the country with which the contract is most closely connected.177 It essentially reverses the rule in the Rome Convention, where determining the closest connection was the primary rule and characteristic performance was a presumption to enable that rule to be applied.

23.57 The requirement to find the closest connection rule is inevitably uncertain, but it does provide flexibility to the courts to determine which law should apply. It is determined without reference to characterization or other complicated rules in private international law,178 with connecting factors including the place of residence of the parties, their places of business, the place where the relationship between the parties was based, where the contract was made or was performed, or the location of the subject matter of the contract.

Rome Convention

23.58 The Rome Convention governs the law that applies to contracts concluded between 8 March 1991179 and 16 December 2009.180 Where the parties select the law that applies to their contract, the rules under the Rome Convention are the same as those under the Rome I Regulation discussed above.181 But where there is no express choice, the rules under the Rome Convention are slightly different, being less structured and less certain.182

Closest connection

23.59 The basic rule in the Rome Convention, in the absence of choice, is that the law of the State with which the contract is more closely connected should govern it.183 This presents a purely objective test and so the intentions of the parties are irrelevant.184 When determining which law is most closely connected, the court may sever the contract so that different laws apply in relation to different parts of the contract.185 However, this power should be used only where the object of a particular part of the contract is independent186 and so it should be used as ‘seldom as possible’187 and may actually be discretionary.188

23.60 The ‘close connection’ test has already been explained and its uncertainty highlighted. The Convention attempted to restrict this problem by presuming that the contract is most closely connected to the habitual residence of the party who has to effect characteristic performance.189 The presumption, however, does not apply where characteristic performance cannot be determined or190 where another country is more closely connected with the contract. Furthermore, the fact the presumption can be rebutted means that a court will always have to consider to which country it is most closely connected. The English courts have tended to find that this presumption can be easily rebutted191 and concentrate on determining the country with the closest connection. In contrast, Scottish courts and those on the Continent place much greater weight on characteristic performance.192

The proper law of the contract

23.61 The traditional common law approach to the governing law of a contract is the lex loci contractus (the proper law of the contract).193 This no longer applies in England, but continues to apply in other parts of the Commonwealth. In Amin Rashed v Kuwait Insurance194 Lord Diplock approved the pithy definition of the proper law set out by Lord Simonds in Bonython v Commonwealth:195 ‘the system of law by reference to which the contract was made or that with which the transaction has its closest and more real connection’.196 The proper law therefore has two limbs: it is either the law chosen by the parties (explicitly or implicitly); or, failing such choice, it is the system of laws with which the contract has the closest and most real connection.197

23.62 This means where the parties have explicitly or implicitly selected the proper law of the contract, this will be effective unless the choice is not in good faith, is contrary to the public policy, or infringes a mandatory rule of the forum.198 But where there is no choice then the contract is governed by the system of laws by which most of the legal incidents of a contract are governed.199 There are two exceptions to this rule. First, a contract is invalid if it would be unlawful to perform it where it is intended to be performed. Second, the contract cannot override any mandatory provision of national law.

23.63 There are specific rules on the application in relation to formation, capacity, and illegality but these will not be examined here. When assessing the legal incidents of a contract to protect a confidence the likely connecting factors would include the domicile of the parties, the nature of the confidential information, and where it was to be used. It must be remembered that the proper law is determined at the time the contract was made and not at the time of the breach. Accordingly, it is not relevant where the breach of confidence occurred, or the person to whom the information was disclosed, or the location of the misuse of the information.


Example

A contract is agreed between a Canadian company and a German manufacturer to produce 100,000 units of a product in accordance with a confidential design. These units were to be sold by a German subsidiary around Europe. The German manufacturer is bought by a Czech company. The Czech company produces 150,000 units and sells the additional units in the Slovak Republic. There is no clause on the governing law of the contract, but it prescribes that the Canadian courts have exclusive jurisdiction. The proper law of the contract is likely to be German law, because at the time the contract was entered into most of the legal incidents occurred in Germany; notwithstanding, the fact that nothing happened in Germany during the performance of the contract.



Non-contractual obligations of confidence

23.64 If the duty of confidence is not derived from a contract between the parties then the choice of law rules become more complicated. Those rules are now governed by the Rome II Regulation, which applies to breach of confidence except those which arise out of violations of privacy.200 In privacy cases, therefore, the statutory and common law choice of law rules continue to apply. Further, the Regulation does not apply to disputes relating to the liability of the State for acts and omissions in the exercise of State authority.201

Rome II—Commercial confidences

23.65 The Rome II Regulation provides choice of law rules for a wide range of non-contractual obligations, with the primary rule being that in Article 4. The phrase ‘non-contractual obligation’ has an autonomous meaning.202 There are special rules203 which apply instead of the primary rule and these include, in particular, a rule for unfair competition set out in Article 6. The meaning of ‘unfair competition’ for these purposes is also likely to have an autonomous meaning,204 although this has yet to be decided by the Court of Justice.205

23.66 In reaching this autonomous meaning, it will be remembered that the common law does not consider a breach of confidence to be a matter of unfair competition. However, many civil law countries do consider trade secrets law to be such a matter,206 as does the TRIPS Agreement,207 and it is therefore quite likely the Court of Justice would follow suit. Accordingly, it is unlikely that the Court of Justice would apply the rule on unjust enrichment,208 despite the views expressed in that direction by the English courts, and the special rule on ‘intellectual property’ certainly would not apply.209

23.67 There are two rules which are applied in unfair competition cases. The first rule, in Article 6(1), states that:

The law applicable to a non-contractual obligation arising out of an act of unfair competition shall be the law of the country where competitive relations or the collective interests of consumers are, or are likely to be, affected.

23.68 Where the misuse of confidential information leads to better quality goods or more efficient services, such an advantage would relate to all competitors and not just the person from whom the information has been misappropriated.210 This might lead to the law being applied where the competitive relations are affected.


Example

A product is derived from confidential information illicitly acquired by a French company from a German rival. The French company puts the product on the market in the United Kingdom (and only in the United Kingdom), then the competitive relations are only affected in the United Kingdom.


23.69 Where the product is sold throughout the European Union, competitive relations may be affected in every Member State. This might suggest that a different law should be applied for the damage suffered in each Member State (eg French law in relation to the damage suffered in France; German law in relation to the damage suffered in Germany). This would also fit within the general approach in the Rome II Regulation of lex loci doci.211

23.70 Where the act of unfair competition affects exclusively the interests of a specific competitor then the general rule in Article 4 applies.212 Indeed, the nature of breach of confidence claims is such that the interests of a specific competitor would only be effected.213 In cases where a breach of confidence does not amount to an act of unfair competition (and is not a violation of privacy) then Article 4 applies.214 The nature of a trade secret dispute is such that, in most cases, the interests of the holder of the confidential information will be affected, and so whether directly or indirectly the general rule will be applied. At this point, it is worth setting out that rule in Article 4(1):

… the law applicable to a non-contractual obligation arising out of a tort/delict shall be the law of the country in which the damage occurs irrespective of the country in which the event giving rise to the damage occurred and irrespective of the country or countries in which the indirect consequences of that event occur.

23.71 The difficulty with this rule is identifying where the damage, or the event giving rise to the damage, occurred. In a simple case this rule presents no problem, as the disclosure and the misuse of the information probably take place in the same jurisdiction. But where a trade secret is sold or licensed in many different countries, published in those countries, or a product is sold which misuses confidential information, a different law needs to be applied to each aspect of the claim. Such fragmentation is mitigated by the two alternative rules in Article 4.

23.72 The first rule applies where the person claimed to be liable and the person sustaining damage both have their habitual residence in the same country at the time when the damage occurs; in such a case the law of that country shall apply.215 The second rule applies where it is clear from all the circumstances of the case that the tort/delict is manifestly more closely connected with a country, other than that connected under the rules in Article 4; the law of that other country is applied. For these purposes a manifestly closer connection with another country might be based, in particular, on a pre-existing relationship between the parties such as a contract.216 The rule requires the tort/delict (rather than the issue) to be more closely connected with a country, and so it is a particularly high threshold to cross, as it must be ‘manifestly’ more closely connected. The mention of pre-existing relationships means the rule may well be usefully applied in commercial confidence cases because such cases217 often involve a pre-existing relationship between the confider and the confidant (privacy actions often do not). This might appear to open the door to this second rule applying as a general rule, save that it is intended to be ‘exceptional’ as it is described as an ‘escape clause’.218

Mandatory rules under Rome I and II

23.73 In principle, it is possible for a court to apply mandatory rules219 or to refuse to apply a rule by reason of public policy (ordre public).220 There may be instances where mandatory rules will be applied in England, but there is nothing explicitly related to breach of confidence.

Selection of applicable law

23.74 The Rome II Regulation provides that the parties may select the law that applies to the non-contractual disputes.221 This applies either after the event, or, where the parties are commercial, before the event took place. It is at this point that the characterization is slightly more important. In unfair competition claims it is not possible to select the law which will be applied either before or after the event,222 but it is possible, under the general rule set out in Article 4.223 For the reasons outlined above, it is likely that a commercial breach of confidence action will be characterized as unfair competition, and it will not be possible to select a different applicable law, whether before or after the event.

The unharmonized English law (old and privacy claims)

23.75 Where the Rome II Regulation does not apply,224 either because the acts giving rise to the claim occurred before 11 January 2009 or the matter relates to a privacy claim,225 the rules under the common law or, maybe, the statutory regime apply. Once more, the important matter is characterization. If breach of confidence is a matter related to tort then the choice of law rules are those set out in Part III of the Private International Law (Miscellaneous Provisions) Act 1995 or, if not, the ‘proper law’ of the equitable obligation applies. There is some confusion in the area and a leading text appears to suggest that both rules apply;226 another simply argues that Part III of the Private International Law (Miscellaneous Provisions) Act 1995 applies for want of anything better.227 Recently, in KJO v XIM,228 these options were mooted again, with counsel submitting the court should use the 1995 Act, and Eady J suggesting this may be right, but not determining the issue.229 It is therefore clearly worth considering both potential characterizations (tort and equitable obligations) before considering which is the most appropriate.

Private International Law (Miscellaneous Provisions) Act 1995

General rule

23.76 The general rule, where a matter is tortious, is that the law of the country in which the events constituting the tort in question occur applies (lexi loci delicti).230 Where elements of those events occur in different countries, the law of the country in which the most significant element or elements of those events occurred is applied.231 The rule does not allow issues to be split (dépeçage), although the displacement rule (discussed below) may apply in relation to a single issue. Accordingly, if English choice of law rules were applied and a confidence was breached in Germany, then German law would apply to the entirety of the dispute by virtue of this rule. A difficulty arises where a claim involves two countries, as it will be difficult to determine whether a more significant event occurs in one country rather than another. The most significant event in a breach of confidence case, and particularly one involving personal information, would be the publication (where a claim is against a media organization), or the disclosure to the media organization (where the claim is against the informant). For commercial information, it will be its misuse that would amount to the most significant event.

Displacement rule

23.77 The normal rule can be displaced where another law is substantially more appropriate.232 This may arise where there are significant ‘factors’ connecting the dispute to another country, which could include matters relating to the parties (such as domicile), to any event constituting the tort or the consequences of that tort (such as the location of the economic damage),233 but ‘policy’ factors (ie a determination of which law is more appropriate) may not be considered. The displacement rule means that where a tort occurred in a foreign country, English law may still be applied where both parties are domiciled in England.234 Similarly, a preexisting relationship between the parties might be a factor to take into account.235 In most other circumstances, the displacement rule is not particularly significant as the applicable law is selected by reference to the country with the closest connection, and so there is no need subsequently to displace that rule.236

Public policy

23.78 The 1995 Act precludes the application of rules which would conflict with public policy.237 For example, if the applicable foreign law has no defence similar to the public interest defence,238 the English law would be applied so as to enable publication in the public interest.

Torts under the common law

23.79 The common law tort choice of law rules are still used in many other Commonwealth countries.239 Generally, the common law rules now require that the lexi loci delicti commissi (the law of the place of the tort) is applied.240 Accordingly, it is likely that if the matter is tortious the approach taken in other Commonwealth courts will be similar in effect, if not method, to that adopted by the English courts under the 1995 Act.

‘Proper law’ of the obligation

23.80 If breach of confidence is not tortious, but rather an equitable obligation, then the correct approach is applying the proper law of the equitable obligation. In Douglas v Hello! (No 3)241 it was suggested that breach of confidence is characterized as restitutionary (in particular, unjust enrichment). This may lead to the application of the law of the country where the enrichment took place, which in that case was the place where the profit from publication was made (the United Kingdom); although the court also thought it important to consider the place where the confidence was breached.242 In contrast, in Attorney General (UK) v Heinemann Publishers Australia243 (the Australian part of the Spycatcher saga) the court held that English law applied notwithstanding Peter Wright and the publishers obtained the benefit (the money) entirely within Australia. It is unclear precisely what law the Australian court thought it was applying; although it clearly was not applying the law of the country where the enrichment took place (Australian law).

23.81 In Grupo Torras SA v Al Sabah244 the Court of Appeal held that restitutionary characterization was inappropriate where the wrong related to fault. This decision pre-dates Douglas v Hello! but appears logical. Similarly, a leading commentator has argued that where liability results upon fault and is not voluntary then the tort choice of law rules should equally apply to equitable obligations such as breach of confidence.245 This approach has certain advantages in that it would provide some certainty, as the lexi loci delicti commissi would be applied in any event. Accordingly, it is suggested that the correct characterization is that the matter is tortious.

Presumption of English law

23.82 In English court proceedings, any party relying on foreign law must plead it.246 Accordingly, if the parties agree not to plead foreign law then the presumption of English law will apply.247 It will not matter, therefore, what the choice of law rules dictate. Further, the fact that references to the Court of Justice on matters of private international law may only be made by Supreme Courts248 means that it is unlikely this procedural device would be challenged in the near future. Accordingly, the choice of law rules can be ignored provided the parties (and the court) do not push for the foreign law to be applied. This solution is contrived and intellectually undesirable, but in the short term it provides a mechanism to give freedom of choice to the parties in international trade secrets cases: a freedom not otherwise enjoyed under the normal rules.

D. Conclusion

23.83 The rules of private international law for obligations of confidence is somewhat uncertain, with issues of differing characterization causing particular problems. As a matter of European law it appears that confidence issues are a matter of tort for the purposes of jurisdiction, but of unfair competition for the purposes of applicable law. Domestically, however, the matter remains far less clear. The most straightforward approach would be for domestic law to emulate the rules under the Brussels Regulation as much as possible and so applying the tort rules (as there are no rules for unfair competition) to all aspects of private international law. The multi-faceted basis of the confidence action has caused problems in many respects, but it is probably in the realms of private international law that clarity is needed the most.
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misuse of private information/article 8 (ECHR) 6.90–6.100

European Court of Human Rights 6.106–6.114, 6.129–6.131

harassment 15.50–15.51

inaccessibility 6.115–6.120

resolutions 22.24–22.25

privacy 6.57–6.60, 6.63, 6.66, 6.158

private/personal information 8.149, 18.26–18.27

public domain 14.77–14.78, 14.88

public interest 6.115

publicity seekers 6.57–6.60, 14.03, 14.60–14.74, 16.69, 16.85

release 14.68–14.71

resolutions 22.24–22.25

role models versus matters of genuine public interest 16.95–16.110, 16.113

super-injunctions 18.58–18.59, 18.62–18.64

TRIPs 22.09

waiver 14.03, 14.68–14.71

census data 13.76

change of position 7.136, 7.139

characteristic performance 23.54–23.56, 23.60

characteristics of confidentiality 5.12–5.79

attributes of information 5.13

context, conferred by 5.40–5.44

express claimers of confidentiality 5.78–5.79

extent of publication permitted 5.21–5.39

general principle 5.14–5.20

identification of the information 5.73–5.77

inaccessibility 5.14–5.21, 5.45

recognition approach 5.12

substance of information 5.45–5.72

characterization

applicable law 23.49, 23.57, 23.74–23.75

EU law 23.02

jurisdiction, traditional rules of 23.27–23.33

private international law, breach of confidence in 23.02–23.03

proper characterization 23.33

proper law 23.81

chemical formulae 6.09

cheques, dishonoured 9.57

Chiappetta, V 1.08

children

abuse 9.86, 9.91

adoption 9.174

care proceedings 9.120

consent 9.90

doctors and other health professionals 9.86, 9.91

enforceability post-death 8.169–8.173

harassment 15.50–15.51

lawyers 9.120

litigation friend 8.149

marital/civil partner or intimate relationships 8.155

misuse of private information/article 8 (ECHR) 8.149, 8.169–8.173

parents 8.149, 9.90

photographs

harassment 15.50–15.51

public place, taken in a 6.108, 16.75–16.77

reasonable expectation of privacy 6.112, 6.120, 6.138, 8.149, 15.51 16.76–16.77

surreptitious photography 7.95–7.96, 7.99

privacy 6.155, 6.160

private/personal information 8.149

reasonable expectation of privacy 6.112, 6.120, 6.138, 8.149, 15.51, 16.76–16.77

standing 8.169–8.173

surreptitious photography 7.95–7.96, 7.99

wardship proceedings 9.120

Youth Court 9.177

chilling effect 3.02, 18.40

choice of law

applicable law 23.50–23.57, 23.64, 23.74, 23.82

Brussels I Regulation 23.16

express choice of law 23.53–23.67

harmonization 23.05

implied choice of law 23.50

circulation see extent of circulation

civil and commercial matters 23.06

civil proceedings

correspondence during negotiations 9.143–9.145

disclosure 9.147–9.148, 9.152, 9.155–9.156, 9.159

doctors and other health professionals 9.83

negotiations 9.143–9.145

private hearings (in camera) 9.172–9.173

public interest immunity 9.163–9.168

Revenue and Customs 13.93

self-incrimination, privilege against 9.169–9.171

without prejudice communications 9.144–9.145

codes of practice

Access to Documents Regulation 13.165

bankers 9.45

freedom of information 13.117–13.118

Press Complaints Commission 16.124

state, breach of confidence by the 13.12

coincidences or similarities 15.02

collateral proceedings 9.162

collective ministerial responsibility 6.47

commercial secrets see also business secrets; trade secrets

abstract ideas, protection of 18.22

Access to Documents Regulation 13.166, 13.170–13.171

accounts of profit 20.01, 20.05, 20.10

applicable law 23.65–23.72, 23.74

contract 2.66–2.80

customers or employees, loss of 18.24

damages

adequacy 18.18–18.25, 18.49

assessment 19.26–19.29

injunctions 18.18–18.25, 18.49

disruption of business 18.24

extent of circulation 18.19

final injunctions 18.49

freedom of information 13.116, 13.132–13.137, 13.173, 13.175

going out of business 18.23

goodwill 18.20, 18.24

historical background 2.10

implied obligations/terms 4.32

injunctions 18.18–18.25, 18.49

intellectual property 13.166, 13.170–13.171

intention to publish 5.38

interim injunctions 18.18–18.24

justifications for breach of confidence and protection of trade secrets 3.41

legal professional privilege 2.64

lives at risk, putting 18.24

market, state of the 18.20–18.21

overlapping categories 6.02

peaceful enjoyment of possessions 4.90–4.100

pre-eminence in the market 18.21

private/personal information 6.02

trade secrets or their equivalent, definition of 6.06

TRIPs 22.09, 22.13, 22.15–22.16

commercial standards 3.25–3.29

commercial value

confiders to confidants, disclosure by 7.03

damages 19.07

limited purpose test 7.14

substance of information 5.51–5.54

surreptitious acquisition or receipt 7.71

trade secrets 6.05, 6.30–6.31, 12.181–12.182

TRIPs 22.13, 22.15

commission, non-payment of 12.22

commissioned work 9.07–9.09

common knowledge see public domain

common law

applicable law 23.75

copyright 2.91–2.109, 4.77–4.79, 8.108

damages 18.04, 18.06, 19.01–19.09

disclosure in litigation 9.146–9.147, 9.161–9.162

enforceability post-death 8.108

equity 17.06–17.14

forum non conveniens 23.41

injunctions 18.04–18.06

peaceful enjoyment of possessions 4.90–4.93

property as jurisdictional basis 4.77–4.79

remedies 17.06–17.14

restraint of trade and restrictive covenants 10.10

self-incrimination, privilege against 9.169

super-injunctions 18.65

unpublished works, rights in 2.91–2.109

community interests 16.02, 16.17–16.21

anonymized or coded information 16.26

benefit to the public, revelations of potential 16.35–16.41

dangers to the public 16.22–16.42

diseases, disclosure of communicable 16.26

iniquity, disclosure of 16.19–16.20

medical research 16.26

medically dangerous to public, matters which are 16.19–16.26

medications 16.24–16.25

misleading the public and setting the record straight 16.27–16.34, 16.42–16.43

past threats 16.24

scientology 16.22, 16.24

violence, protection against 16.23

wider interests 16.17–16.21

compensation see also damages; equitable compensation

data protection 19.43–19.46

patents 11.90

third parties, innocent acquisition by 7.140–7, 142

compete, employee’s duty not to

copy documents, duty not to 11.29–11.32, 11.46–11.50, 11.54–11.57

employees’ obligations during employment 11.04, 11.58–11.70

express duty 11.04

fidelity and good faith, duty of 11.58–11.70

garden leave 11.103–11.114

implied duty 11.58–11.70

injunctions 11.58, 11.61–11.62, 11.65

leaving, preparations for 11.64–11.70

non-compete clauses 12.02, 12.07, 12.78, 12.86, 12.115–12.123, 12.127

part-time work 11.59

restraint of trade and restrictive covenants 11.89

second jobs/moonlighting 11.60–11.63

solicitation 11.58, 11.65

spare time work 11.59

competition see also compete, employee’s duty not to

applicable law 23.64–23.70, 23.74

block exemptions 9.32–9.33

breach of confidence 22.01

Brussels I Regulation 23.11–23.12

business secrets 6.14, 13.158–13.160

Commission 13.154–13.163

cooperation 13.157–13.158

courts of member states, disclosure to 13.155

de minimis rule 9.30

decisions, publication of 13.155, 13.162–13.163

ethical standards 3.27, 3.29

EU law 9.29–9.36, 13.154–13.163

exclusive licences 9.36

fair hearing, right to a 13.160

hardcore restraints 9.34–9.36

inducement of breach of contract, tort of 2.123

inspection of premises 13.154

interested parties, disclosure to 13.157, 13.160

justifications for breach of confidence and protection of trade secrets 3.01, 3.41

know-how 9.28–9.36

legitimate interests 13.162

licensing 9.17, 9.28–9.36

national competition authorities, disclosure to and between 13.155, 13.157–13.159

national economic interest, promotion of 3.37–3.38

post-employment obligations 12.01–12.08

private/personal information 22.19

professional secrecy, duty of 13.156–13.163

public, disclosure to the 13.157, 13.161–13.163

public procurement 13.100

refusal of disclosure 13.159

springboard doctrine 14.51–14.53

substantial part of the market 9.31, 9.33

technology transfer 9.32–9.33, 9.35

trade secrets 3.01, 3.41, 13.157, 22.03

TRIPs 17.05, 22.04–22.09

unjust enrichment 3.21

component parts 5.16–5.19

compulsion by law 9.52, 9.116, 9.146–9.148, 13.16–13.24

computers see also Internet

black box agreements 9.39–9.42

copy documents, duty not to 11.41, 11.43, 11.48

data protection 13.105

email 11.41, 11.48, 11.121

software 5.32–5.33, 9.39–9.42

confidentiality clauses 11.21–11.28, 12.97–12.107

academics, research of 11.28

activity or non-competition clauses, reasonableness of 12.119

apprentices 11.21

duration 12.100, 12.103–12.105

during employment, obligations 11.23–11.28

enforcement 12.119

exclusions 11.28

fidelity or good faith, duty of 11.26–11.27

geographical scope 12.100, 12.103–12.104, 12.106

knowledge or notice 11.25–11.28

master and servant 11.21

non-use clauses 12.97–12.101

post-employment obligations 12.02–12.08, 12.203

reasonableness 12.97–12.107, 12.203

restraint of trade and restrictive covenants 12.23–12.35, 12.148–12.149

skill and knowledge 11.23

solicitation 11.21

trivial information 11.23

confiders to confidants, disclosure by 7.01, 7.02–7.45

commercial value 7.03

definition of disclosure 7.01

knowledge or notice 7.01, 7.02, 7.12–7.17, 7.36–7.45

legal and cultural context 7.03

limited purpose test 7.02–7.35

manner in which information is disclosed 7.03

notice of confidentiality test 7.01, 7.02, 7.36–7.45

positive action 7.01

preserve or emphasize secrecy, steps taken to 7.03

tacit consent 7.01

tests 7.02–7.45

trivial tittle-tattle 7.03

understanding of parties 7.03

conflicts of interest 9.115, 11.12, 11.75

consent

absolute consent 14.16

arbitration 9.182, 9.184

bankers 9.58–9.59

best interests test 9.92

capacity 14.07

children 9.90

clinical audits 9.82

confiders to confidants, disclosure by 7.01

copyright 2.50–2.52

data protection 13.52, 13.55, 13.108

disability, persons under a 9.90

disclosure in litigation 9.151, 9.160

doctors and other health professionals 9.75–9.77, 9.82, 9.90, 9.92

duration of obligations 14.02, 14.05–14.16

environmental information 13.147

express consent 9.58–9.59, 14.05, 14.09

implied consent

bankers 9.58–9.59

doctors and other health professionals 9.75–9.76, 9.92

release from obligations 14.05–14.06, 14.10–14.15

lawyers 9.115

qualified consent 14.16

release from confidentiality obligations 14.02, 14.05–14.16

research 9.85, 9.98

standing 14.08

tacit consent 7.01

conspiracy 4.117

constructive trusts 11.13, 20.17–20.25

consultants 9.02–9.09

consumer connections see customer connections

consumer contracts 23.08

consumer protection 13.86

contempt of court

disclosure in litigation 9.146, 9.152, 9.154, 9.161–9.162

family proceedings 9.175

freedom of information 13.112

injunctions 18.45–18.47

self-incrimination, privilege against 9.171

super-injunctions 18.61

context, confidentiality conferred by 5.40–5.44

adverse publicity, mitigation of 5.42, 5.44

association with a particular context 5.40–5.44

confiders to confidants, disclosure by 7.03

cultural context 7.03

identity 5.43–5.44

limited purpose test 7.20–7.21, 7.27

patents 5.40–5.42, 5.44

public domain 5.43

restraint of trade and restrictive covenants 12.17, 12.18

TRIPs 22.09

continued misuse

commercial secrets 18.25

copy documents, duty not to 11.53

damages 18.25

injunctions 11.52, 18.25

misuse of private information/article 8 (ECHR) 6.115–6.119

private/personal information 7.147, 18.25

remedies 11.52, 13.39

springboard doctrine 14.48

springboard (time-limited) injunctions 18.73–18.74

transformative use 15.15–15.17

contra mundum injunctions 18.56

contractarian theory of law 3.33–3.35

contractors 9.02–9.09

contracts see also contracts of employment; express contracts/obligations; implied obligations/terms

accounts of profit 20.01

applicable law 23.49–23.63

arbitration 9.179

assignment 8.60, 8.63, 8.76, 8.94

black box agreements 9.39–9.42

Brussels I Regulation 23.09, 23.10, 23.14–23.17, 23.24

celebrities 16.41–16.44

central government 13.03

coexistence of equitable and contractual bases 4.48–4.72

commercial secrets 2.66–2.80

concurrent claims in contract and tort 23.14

customer contracts 23.08

damages, assessment of 19.04–19.07

distributors 9.37–9.38

equity 4.37, 4.39–4.40, 4.48–4.73

freedom of contract 9.42

historical background 2.01, 2.03, 2.10, 2.66–2.81, 2.111–2.125, 2.129–2.139

inducement of breach of contract, tort of 2.03, 2.102, 2.112, 2.120–2.125

injunctions 2.73–2.74, 2.77–2.80, 2.112, 2.118–2.119, 18.07, 18.48

jurisdiction 4.74, 4.80–4.84, 4.86, 4.101–4.102, 23.22, 23.26–23.27

jurisdictional basis of action 4.09–4.11, 4.13–4.36

lawyers 9.102

legal incidents of contracts 23.62

licensing 2.66

limited purpose test 7.17–7.18, 7.27–7.34

look-see or look-try agreements 9.24–9.25

obligation of confidence 23.10

ownership 8.14

patents 2.76–2.77

penalty clauses 2.68–2.71

pre-contractual negotiations 2.137–2.140, 9.10–9.12, 15.06

privacy 6.72

privity 8.05

proper law 23.61–23.63

property as jurisdictional basis 4.74, 4.80–4.84, 4.86, 4.101–4.102

proposed business arrangements 9.11–9.12

public authorities 13.131, 13.141–13.143

public interest 16.41–16.44

repayment of benefits made without knowledge of breach of contract 11.80–11.82

requirement of confidentiality 5.02–5.07

specific performance 2.72–2.74, 2.80–2.81

standing 8.05, 8.07, 8.09

status and limitations 4.32–4.36

sub-contractors 9.04, 9.07

third party recipients 4.36, 7.104, 7.109

tort as jurisdictional basis 4.116

trade secrets 2.66–2.81

unclean hands 17.17

unpublished works 2.109

contracts of employment see also implied obligations/terms and employment; restraint of trade and restrictive covenants

commercial secrets 2.66

equity 4.49–4.50, 4.54–4.55, 4.67–4.72

express obligations 4.14–4.21, 4.31, 4.33, 11.04–11.05, 12.01–12.149

fiduciaries 9.131–9.132, 9.138, 9.142

freedom of expression 4.69–4.72

government information 6.50

historical background 2.125

master and servant 10.03

official secrets 6.50

patents 11.90–11.95

psychological contract 10.05

public interest 11.96

repudiation 11.104

service, contracts of 10.07

services, contracts for 10.07

whistleblowing 11.98

conversion 4.83–4.84, 4.109, 4.116

conveyancing, conflicts of interest in 9.115

co-ownership 8.13, 8.15–8.16, 8.29, 8.33

copy documents, duty not to 11.29–11.57

changes in employment patterns 11.43, 11.48

competition 11.29–11.32, 11.46–11.50, 11.54–11.57

computers 11.41, 11.43, 11.48

continued misuse 11.53

copyright 11.43

damages 11.53

database right 11.43

drawings 11.34

during or after employment, wrongs 11.36–11.43

email 11.41, 11.48

fidelity and good faith, duty of 11.29–11.40, 11.44–11.57

flexible working 11.43

guidance 11.35

injunctions 11.32, 11.34–11.35, 11.38–11.41, 11.45, 11.51–11.57

knowledge or notice 11.49

legitimate copying 11.42–11.43, 11.48

memorization 11.38–11.40

non-solicitation or non-dealing covenants 11.54–11.57

personal property, taking away employer’s 11.40–11.41

post-employment restraints 11.29–11.32, 11.37–11.57

restitution 11.52

restraint of trade and restrictive covenants 11.37

specifications 11.34

surreptitious copying 4.50, 11.48

trade secrets 11.37–11.43, 11.51

copyright

18th and 19th century 4.78–4.79

artistic and literary information 6.41

assignment 8.58, 8.63, 8.94

breach of confidence 15.14, 15.21

chattel rights 2.40, 2.46–2.47

common law 2.91–2.109, 4.77–4.79, 8.108

consent to publication 2.50–2.52

constructive trusts 20.17

copy documents, duty not to 11.43

copy-right 2.10, 2.39–2.57

functionality 15.14

historical background 2.10, 2.39–2.57, 2.129–2.135

implied contract 2.56–2.57

joint ventures 8.35

letters 2.41, 2.47–2.49, 2.51–2.55

licensing 2.39, 8.120, 9.18

limited purpose test 7.32–7.34

literary character, works of a 2.52–2.53

novelty 5.45–5.46

originality 5.45–5.46

perpetual rights 2.43

property as jurisdictional basis 4.77–4.79

quality of confidence 2.48

reprinting of printed works 2.39, 2.46

Statute of Anne 1710 2.39, 2.41, 2.43, 2.46

statutory copyright 2.98, 2.102, 2.108–2.110

substantiality 15.14

third parties 2.56–2.57

trade secrets 9.120

unpublished works (common law copyright) 2.39–2.57, 2.91–2.109, 8.108

corporate privacy

broadcasting standards 6.173–6.178

celebrities, photographs of 6.171–6.172

damages 6.171

fair hearing, right to a 6.187

France 6.182–6.183, 6.187, 6.189

Germany 6.180–6.181, 6.187

inspection of business premises 6.182–6.183, 6.189

interception of communications 6.183

photographs 6.171–6.172

privacy 6.142–6, 145

public contracts, awards of 6.184–6.188

search orders 6.180–6.181

search warrants 6.180–6.183

secret filming 6.173–6.178

trade secrets 6.32–6.34

correspondence see letters

corruption 2.128

counterfeiting (Anti-Counterfeiting Trade Agreement) 22.01, 22.18

Court of Protection 9.176

Courts of Chancery

damages 18.49, 19.02

equitable compensation 19.23

historical development 2.01–2.02, 2.10

injunctions 18.05–18.06, 18.49

trade secrets 2.01

covenants see restraint of trade and restrictive covenants

craft secrets 6.13

credit references 9.58–9.59

credit unions 9.46

crime see also fraud; police

anonymity of convicted killers 6.132, 18.56

blackmail 18.70

bribery 2.128

business secrets 13.86, 13.89

collateral proceedings 9.162

corruption 2.128

Criminal Cases Review Commission 14.92

criminal justice system, damaging the function of the 13.73

data protection 13.54, 13.60–13.61, 13.106

disclosure in litigation 9.161–9.162

doctors and other health professionals 9.79, 9.86, 9.88

escape from prison, facilitating 13.73

future crimes 9.110–9.111

historical development 2.01, 2.03, 2.126–2.128

Industrial Training Boards 14.91

just cause or excuse 16.05, 16.08–16.16

legal professional privilege 9.110–9.112

national economic interest, promotion of 3.39

official secrets 2.127, 13.67, 13.73–13.74

proceeds of crime 9.116

public interest 16.47

Revenue and Customs 13.92, 13.94–13.96

self-incrimination, privilege against 9.169, 9.171

state and its agencies, obligations arising from disclosure to 13.05, 13.11, 13.16–13.22, 13.31–13.33, 13.77, 13.80–13.84

statutory duties 2.126–2.128

theft 4.88–4.89, 4.105–4.106, 7.57, 7.71–7.72

Criminal Cases Review Commission (CCRC) 14.92

Crown privilege 2.143, 9.163

Crown proceedings 13.98

Crown servants

account of profits 6.50, 12.30

fiduciaries 9.130–9.132, 9.138, 9.142

government information 2.149–2.155

lifelong obligations 5.05, 6.50, 9.130, 12.24–12.32, 12.100, 13.68

official secrets 6.50, 12.28, 12.32, 13.67, 13.70–13.73

restraint of trade and restrictive covenants 12.24–12.32

culture 6.03, 7.03, 18.35

customer connections 12.87–12.92

activity or non-competition clauses, reasonableness of 12.115–12.118

legitimate interests 12.59–12.61, 12.64, 12.90–12.92

non-solicitation and non-dealing clauses 12.107–12.114

radius clauses or area covenants 12.88–12.90

springboard (time-limited) injunctions 18.75–18.76

trade secrets 12.59–12.61, 12.64, 12.79

customers, loss of 18.24

customs 13.80, 13.82, 13.90–13.96 see also Revenue and Customs

damages 19.01–19.47 see also damages, assessment of; injunctions and adequacy of damages

accounts of profits 19.06, 20.02–20.03, 20.09

aggravated damages 19.33–19.34

assignment 8.59

breach of confidence 19.02–19.08, 19.32

commercial value 19.07

common law 18.06, 19.01–19.09

constructive trusts 20.18

contract 19.04–19.07

copy documents, duty not to 11.53

corporate privacy 6.171

Court of Chancery 19.02

data protection 19.44–19.45

definition 19.01

equity 19.01–19.02

exclusive licences 8.130

exemplary damages 19.35–19.40

forum non conveniens 23.46

implied obligations and employment 4.50

injunctions 4.51–4.52, 4.61, 18.06, 19.09

insolvency 8.159

licensing 8.120

limited purpose test 7.30–7.31, 7.34

loss of profits 19.45

mental distress 6.150, 6.153–6.154

misuse of private information/article 8 (ECHR) 19.41–19.42

non-contractual 19.08–19.09

obligation of confidence 19.06

patents 2.38, 19.32

photographs 19.46–19.47

price 19.05

privacy 6.147–6.154, 19.46

private/personal information 19.09, 19.34

property as jurisdictional basis 4.81–4.85

quia timet injunctions 18.06

remoteness 19.05

reputation 19.45

status of information after damages paid 19.32

tort as jurisdictional basis 4.109

trade secrets 1.14, 8.120

undertakings 18.30

damages, assessment of 19.25–19.32

breach of confidence 19.03, 19.25, 19.29

commercial confidence 19.26–19.29

contract 19.04–19.07

dignity, loss of 19.30

exclusive rights 19.28

hurt feelings 19.30

licensing 19.28

loss of profits 19.28

market value of information 19.26

mental distress 19.30–19.31

nominal damages 19.04, 19.19

private/personal information 19.29–19.31

psychiatric injury 19.29

reputation 19.30

special information 19.26–19.27

vindication of rights 19.30

Wrotham Park damages 19.27–19.28

dangers to the public 16.22–16.42

data protection

Access to Documents Regulation 13.164–13.171

accessible records 13.41

accessing data about oneself 13.104–13.111

accurate and up-to-date, information must be 13.49

adequate data protection, countries with 13.49

anonymization of data 13.45

barnardization of data 13.45

business secrets 13.05

common law of confidence 13.64

compensation 19.43–19.46

consent 13.52, 13.55, 13.108

costs of providing data 13.105

crime 13.54, 13.60–13.61, 13.77, 13.84, 13.106

damage or distress, processing causing 19.43–19.46

data controllers 13.41–13.60, 13.104, 13.107–13.111, 13.120–13.125, 19.44–19.45

Data Protection Directive 13.40, 13.45, 13.153

data protection principles 11.124, 13.46–13.51, 13.59–13.60, 13.66, 13.106, 13.111, 13.126

data subjects 13.41–13.43, 13.51–13.58, 13.64–13.65, 13.104–13.111, 19.44

doctors and other health professionals 9.80, 9.96–9.101

electronic form, data in 13.105

enforcement 13.62–13.63, 13.111, 19.43

EU law

Access to Documents Regulation 13.166, 13.167–13.169

Data Protection Directive 13.40, 13.45

exemptions 13.59–13.61, 13.106, 13.111

fairness 13.47

freedom of information 13.53, 13.114, 13.120–13.126, 13.140, 13.173–13.174

identifiable individuals 13.42, 13.45, 13.109–13.110

injunctions 19.43

insurers 13.57

interests or wishes of data subjects 13.51–13.52, 13.54–13.58

journalism, art or literature, information for use in 13.125–13.126, 19.46

journalistic latitude, scope of 16.125–16.127

legality 13.47–13.48

legitimate uses of personal data 13.50–13.58, 13.122–13.124

living individuals, data relating to 13.42–13.43

loss of profits, damages for 19.45

manual records 13.41, 13.105

medical information 9.80, 13.55

misuse of private information/article 8 (ECHR) 13.44

monitoring or surveillance of employees 11.119, 11.121, 11.124

notice 13.111

official secrets 13.73

permitted disclosure (information gateways) 13.174

personal data 13.41–13.47, 22.22

definition 13.42–13.45

freedom of information 13.53, 13.114, 13.120, 13.123

legitimate uses 13.50–13.58

sensitive personal information 13.46–13.47, 13.50, 13.54–13.60, 13.123–13.125

unstructured personal data 13.105

police 13.61

political opinions 13.54

private/personal information 11.116, 11.119

proportionality 11.124, 13.53, 13.111

public authorities 13.40–13.45, 13.104–13.111, 13.120–13.125

public domain 13.65

public interest 13.51, 13.53–13.54, 13.58, 13.60–13.61, 13.126

race or ethnicity 11.119, 13.54

redaction 13.109–13.110

religious belief 13.54, 13.55–13.56

reputation, damages for damage to 19.45

requests 13.104

Revenue and Customs 13.140

security 13.49

sensitive personal information 13.46–13.47, 13.50, 13.54–13.60, 13.123–13.125

sexual life 13.54, 13.55

sharing data 13.174

sifting 13.105

specified purposes 13.48

state and its agencies

disclosure by 13.104–13.111, 13.120–13.126

disclosure to 13.03, 13.05, 13.40–13.66, 13.76–13.77, 13.84

third parties, interests of 13.51, 13.54, 13.57, 13.109–13.110

trade secrets 13.174

trade unions, membership of 13.54, 13.56

transfer of data abroad 13.49

unstructured personal data 13.105

database right 6.09, 11.43, 13.114

Dean, R 4.76, 4.78–4.79, 4.81, 4.82, 4.86, 4.89, 14.51

death

enforceability post-death 8.105–8.119

freedom of information 14.55

person to whom obligation is owed, of 14.54–14.57

medical records 14.55–14.56

declarations 13.39, 13.91–13.92, 21.06–21.07

decryption 5.33–5.34, 15.25–15.27

defamation 5.62–5.72

breach of confidence 18.43–18.44

celebrities 18.43–18.44

damages 18.26–18.27

defences 5.71

enforceability post-death 8.185

fair comment 18.43

injunctions 5.70–5.71, 18.26–18.27, 18.43–18.44

justification 5.71, 18.43

misuse of private information/article 8 (ECHR) 5.65–5.72, 18.43–18.44

private/personal information 18.26–18.27

reputation 5.69–5.72, 8.185, 18.43

self-incrimination, privilege against 9.169

defence of the state 13.67, 13.70

delay 17.25–17.30

accounts of profits 17.28

breach of confidence 17.26, 17.29–17.30

injunctions 17.28

laches 17.25–17.26, 17.31

maxims of equity 17.25–17.30

prejudice 17.29

reasonableness 17.26–17.30

relief unjust, delay renders 17.29–17.30

delivery up 17.02, 18.41, 21.02–21.02

designs 8.94, 9.04, 9.18, 14.18

deterrence 13.77

detriment 7.137, 15.42–15.43, 16.39

different forms, disclosure in 5.35–5.37

directors 11.85

disclosure, employees’ duties of 11.71–11.86

disclosure in litigation (discovery) 9.146–9.168

accounts of profit 20.05

collateral proceedings 9.162

common law 9.146–9.147, 9.161–9.162

compulsion of law 9.146–9.148

consent 9.151, 9.160

contempt of court 9.146, 9.152, 9.154, 9.161–9.162

continuing duty 9.155–9.159

criminal proceedings 9.161–9.162

family proceedings 9.175

implied undertakings 9.146–9.147, 9.160, 9.162

permission of the court 9.152–9.153

public interest immunity 9.163–9.168

purpose of disclosure 9.152, 9.154

read out in court, where documents have been 9.150, 9.159

relative confidentiality 9.158

role of confidence 1.20

same proceedings 9.149

third party recipients 9.154, 9.158

disciplinary proceedings 9.83, 9.89

discovery see disclosure in litigation (discovery)

discrimination 11.01

diseases, communicable

community interests 16.26

doctors and other health professionals 9.79, 9.87–9.88, 9.100

health professionals with diseases 9.87

HIV 9.88

sexually transmitted diseases 9.88

dishonesty/honesty 7.106–7.111, 7.118, 11.09, 11.11

disruption of business 18.24

distributor agreements 9.37–9.38

doctors and other health professionals 9.62–9.101

abortions 9.79

advancement of learning in medicine 9.84–9.85

anonymized or barnardized data 9.81

audits 9.82–9.83, 9.98–9.99

best interests test 9.92–9.94

children 9.86, 9.90–9.91

civil proceedings 9.83

clinical audits 9.82–9.83

confidential patient information, rules on 9.96–9.101

consent 9.75–9.77, 9.82, 9.85, 9.90, 9.92, 9.98

contagious diseases 9.79, 9.87–9.98, 9.100

criminal offences 9.79, 9.86, 9.88

data protection 9.80, 9.96–9.101

disability, persons under a 9.90

disciplinary proceedings 9.83, 9.89

discussions with other professionals 9.76

diseases

contagious 9.79, 9.87, 9.100

health professionals, with 9.87

processing confidential information 9.100

sexually transmitted diseases 9.88

duration of duty 9.71

employee-employer relationship 9.67–9.69

exceptions to the duty 9.73–9.101

family members 9.92–9.94

General Medical Council 9.82–9.83

gunshot or knife wounds, informing police of 9.86

harm, where patients have decided to do themselves 9.94

Hippocratic Oath 9.62, 9.71

HIV 9.88

implied consent 9.75–9.76, 9.92

medical institutions, standing of 9.66–9.70

medical records, access to 9.64, 9.72, 9.79–9.80

misuse of private information/article 8 (ECHR) 9.63, 9.72

neoplasia, diagnosis and treatment of 9.99

obligations to resist disclosure 9.72

other professionals, information received from 9.65

outside agencies, information to 9.81

parents 9.90

police, reporting gunshot or knife wounds to 9.86

pre-existing relationships 9.63

prescriptions 9.81

privacy 6.73

private/personal information 8.157

processing of confidential patient information 9.97–9.100

professional conduct 9.83, 9.89

protection of medical practitioners 9.89

protection of others 9.86–9.87

public domain 9.68

public interest 9.69–9.71, 9.86, 9.88, 9.91

record keeping 9.80

regulation 9.82–9.83

required by law, disclosure 9.78–9.79

research 9.85, 9.98–9.101

restraint of trade and restrictive covenants, reasonableness of 12.134

samples 9.77, 9.98

scope of duty 9.65–9.70

sexually transmitted diseases, notification to sexual partners of 9.88

shared interests 9.67–9.70

standing 9.66–9.70

statistical information 9.81

suicide, risk of 9.94

terrorism 9.78

tests 9.77

waiver 9.75–9.77, 9.89

witnesses 9.78

documents

Access to Documents Regulation 13.164–13.171

copy documents, duty not to 4.50, 11.29–11.57

obviously confidential documents 2.04

trade secrets or their equivalent, definition of 12.188–12.191

domicile

applicable law 23.55

Brussels I Regulation 23.04, 23.06–23.09, 23.18, 23.20, 23.22, 23.24

UK, allocation within the 23.24

double actionability rule 23.35–23.37

double recovery 20.14

Downie, J 6.14

drawings 6.09, 11.34

dual and inconvenient litigation, avoidance of 23.27–23.40




duration of obligations 14.01–14.93

activity or non-competition clauses, reasonableness of 12.118, 12.122–12.123

bankers 9.48

confidentiality clauses 12.100, 12.103–12.105

consent to release 14.02, 14.05–14.16

death of person to whom obligation is owed 14.54–14.57

doctors and other health professionals 9.71

EU law 14.93

expiry 14.02

lawyers 9.106

methods of release 14.02

misuse of private information/article 8 (ECHR) 14.03, 14.58–14.74

non-dealing clauses 12.111–12.113

non-solicitation clauses 12.108, 12.110–12.113

non-use clauses 12.101

official secrets 12.100

public domain 14.75–14.88

release 14.01–14.93

restraint of trade and restrictive covenants, reasonableness of 12.61, 12.72, 12.81–12.82, 12.95

confidentiality clauses 12.100, 12.103–12.105

non-dealing clauses 12.111–12.113

non-solicitation clauses 12.108, 12.110–12.113

non-use clauses 12.101

official secrets 12.100

springboard doctrine 14.02, 14.17–14.53

statute, under 14.89–14.92

trade secrets 14.93

waiver 14.58–14.74

economic interests, promotion of national 3.04, 3.36–3.40

email 11.41, 11.48, 11.121

embarrassing or humiliating information 7.80, 7.98

employees’ obligations during employment 11.01–11.114

academics, research of 11.28

apprentices 11.21

business threats 11.86

compete, duty not to 11.04, 11.58–11.70

confidentiality clauses 11.23–11.28

contracts 11.01, 11.02–11.06, 11.87–11.102

copy documents, duty not to 11.29–11.57

disclosure, duty of 11.71–11.86

duty of confidence 11.21–11.28

employer’s obligations 11.115–11.126

exclusions 11.28

exclusive service, duty of 11.04

express obligations 11.01, 11.02–11.06, 11.87–11.102

fellow employees, disclosure of misdeeds by 11.82–11.83

fidelity or good faith, implied duty of 11.08–11.20, 11.26–11.27, 11.105–11.108

garden leave 11.103–11.114

ideas and suggestions, employer’s obligation in relation to 11.125–11.126

implied obligations 11.01, 11.07–11.102

inventions 11.72–11.74, 11.125–11.126

knowledge or notice 11.25–11.28

master and servant 11.21

misdeeds 11.80–11.85

monitoring employees 11.121–11.124

obligation of confidence 11.03

opportunities, 11.75–11.79

patents 11.90–11.95

post-employment and employment, distinction between 10.08–10.15

private/personal information 11.116–11.120

public domain 11.03

public interest 11.03, 11.96

repudiatory breach of contract 10.10–10.14

restraint of trade and restrictive covenants 11.88–11.114

skill and knowledge 11.23

trivial information 11.23

whistleblowing 11.97–11.98

writing 11.01

employers

during employment, obligations 11.115–11.126

ideas and suggestions 11.125–11.126

monitoring or surveillance of employees 11.121–11.124

personal information during employment 11.115–11.120

private/personal information 7.153, 11.115–11.120

employment 2.10–2.30 see also Crown servants; employees’ obligations during employment; post-employment obligations; restraint of trade and restrictive covenants

apprenticeship 2.12, 2.17, 10.03

bribery 2.128

changes in employment patterns 10.05–10.07, 11.11, 11.43, 11.48

compellability 2.60–2.61

consideration 2.25–2.26

criminal punishment 2.16–2.21, 2.29–2.30

damages 2.25, 18.24

discrimination 11.101

dismissal 2.16

doctors and other health professionals 9.67–9.69

employers’ obligations during employment 11.115–11.126

enforcement of contracts 2.25–2.29

equal pay 11.99–11.102

fidelity and good faith, duty of 10.06

fiduciary duties 10.04

flexibility 10.05, 10.07

harbouring, criminal liability for 2.30

historical development 2.10, 2.11–2.30, 2.128

ideas and suggestions 11.125–11.126

identification of the information 5.77

identity and aptitudes of workforce 6.20–6.21

implied terms 2.13–2.15, 2.125, 10.01

independent contractors 10.07

inducement of breach of contract, tort of 2.120–2.122, 2.125

injunctions 2.27

inventions 11.72–11.73

legal professional privilege 2.60–2.61

loss of employees, damages for 18.24

medical institutions 8.157

misuse of private information/article 8 (ECHR) 6.101, 7.153

mobility 10.05–10.06

monitoring or surveillance of employees 11.121–11.124

penalty clauses in contracts 2.25

personal information during employment 11.115–11.120

post-employment restraints 2.21, 2.30, 2.125

private/personal information 7.153

psychological contract 10.05

public policy 10.01

requirement of confidentiality 5.04–5.05, 5.08

solicitation 2.30

special category, as 10.01–10.07

terms of contract 2.11–2.15, 2.25

theft 2.22–2.24

third party recipients 7.113, 7.121, 7.125–7.127, 7.131

trade secrets 2.16–2.30, 12.197–12.200

trust and confidence, mutual duty of 10.06

enforceability post-death 8.105–8.119

accrued causes of action 8.105, 8.162–8.168

common law copyright in unpublished works 8.108

damages 8.162, 8.164–8.169

defamation 8.185

fair hearing, right to a 8.162

families and children, standing of 8.169–8.173

freedom of information 8.178–8.184

injunctions 8.109–8.110, 8.164, 8.174

Law Commission 8.107

medical information 8.164–8.168, 8.174–8.184

misuse of private information/article 8 (ECHR) 8.163–8.185

obligations of confidence 8.106–8.111, 8.174–8.185

private/personal information 8.02, 8.162–8.186

property 8.118–8.119

public domain 8.172–8.173

reputation 8.185

standing 8.169–8.173

telephone tapping 8.163

trade secrets 8.109–8.119

vesting in estate 8.02, 8.105, 8.109, 8.112–8.119, 8.162–8.186

enforcement see also enforceability post-death

accounts of profits 8.174

activity or non-competition clauses, reasonableness of 12.119, 12.121

confidentiality clauses 12.119

data protection 13.62–13.63, 13.111, 19.43

Enforcement Directive 17.04–17.05, 21.03, 22.18

jurisdictional basis of action 4.02

restraint of trade and restrictive covenants 12.09, 12.68, 12.146–12.149

severance 12.135, 12.142–12.143

enticement see solicitation and non-solicitation clauses

entitlement provisions 12.124–12.126

entry, powers of 13.01, 13.78

environmental information

absolute exemptions 13.148

appeals 13.146

charges 13.146

consent 13.147

definition 13.145

EU law 13.144

exemptions 13.147–13.148

freedom of information 13.144–13.149

Information Commissioner 13.146

Information Tribunal 13.146, 13.149

intellectual property rights 13.147

public authorities 13.144–13.146

public interest 13.147

public participation 13.144

public procurement 13.101

reasons for refusal 13.146

state and its agencies, obligations arising from disclosure to 13.38, 13.84

time limits 13.146

voluntary disclosure 13.147

equal pay 11.99–11.102

gagging clauses 11.99–11.102

relevant pay disclosures 11.99–11.102

secrecy over pay 11.99–11.102

equitable compensation 19.23–19.24

aggravated damages 19.34

assignment 8.59

breach of confidence 19.14, 19.24

causation 19.23

Courts of Chancery 19.23

fidelity or good faith, implied duty of 11.13

fiduciaries 11.13

remoteness 19.23

restitution 19.23

equity see also equitable compensation

accidental acquisition or receipt 7.47

accounts of profits 4.53, 4.59, 4.62, 4.66

acquiescence 17.25, 17.26, 17.31

applicable law 23.75

assignment 8.58–8.59, 8.62

autonomy 4.41

breach of confidence 17.16, 17.26

coexistence of equitable and contractual bases 4.48–4.72

common law 17.06–17.14

contract 4.37, 4.39–4.40, 4.48–4.73

damages 4.51–4.52, 4.61–4.62, 4.68, 19.04–19.02, 19.11–19.22

delay 17.25–17.30

destruction 4.66

employment contracts 4.49–4.50, 4.54–4.55, 4.67–4.72

estoppel 17.31

fidelity or good faith, implied duty of 11.13, 11.19–11.20

fiduciaries 9.126, 9.130, 11.13

freedom of expression and privacy 4.69–4.72

fusion debate 17.06–17.14

good faith, implied duty of 4.50

historical development 2.135–2.136

implied terms 4.37, 4.50, 4.52, 4.63, 4.67

independent jurisdiction 4.38–4.40, 4.43–4.47, 4.67

injunctions 4.37, 4.39, 4.51–4.52, 4.61, 4.66, 18.03–18.07

jurisdictional basis 4.09–4.11, 4.36, 4.37–4.73

knowledge or notice 4.46, 7.40

laches 17.25–17.26, 17.31

limited purpose test 7.13, 7.18–7.24, 7.27–7.28, 7.31, 7.34

maxims of equity 17.15–17.31

misuse of private information/article 8 (ECHR) 4.69–4.70

obligation of confidence 4.58–4.62, 4.67–4.68

ownership 8.14

post-employment restraints 4.67–4.72, 12.152, 12.154–12.159

privacy 4.46

private/personal information 4.41, 7.145–7.146

proper law 23.75, 23.80

property as jurisdictional basis 4.74, 4.80–4.84, 4.86, 4.101–4.102

proposed business arrangements 9.12

remedies 17.06–17.31

requirement of confidentiality 5.02, 5.06

restraint of trade and restrictive covenants 12.149

special damage, proof of 4.45

standing 8.05, 8.07

third party recipients 4.36, 4.44–4.46, 4.72–4.73, 7.104, 7.109, 7.111, 7.118

tort 4.45, 4.113

traditional approach 2.05–2.09, 4.41

transfer of information 8.67–8.68

unclean hands 17.17–17.25

whistleblowing 11.98

estoppel 17.31

ethical standards 3.04, 3.25–3.29

EU law see also Brussels I Regulation

Access to Documents Regulation 13.164–13.171

applicable law 23.82

block exemptions 9.32–9.33

business secrets 13.175

characterization 23.02

Commission 13.151–13.152, 13.154–13.163

competition 9.29–9.36, 13.154–13.163

core principle, confidentiality as a 13.150–13.151

courts of member states, disclosure to 13.155

data protection

Access to Documents Regulation 13.164–13.171

Data Protection Directive 13.40, 13.45, 13.153

disclosure to European agencies 13.04, 13.150–13.171

duration of obligations 14.93

Enforcement Directive 21.03, 22.18

environmental information 13.144

European Access regime 13.175

European authorities, disclosures made to 13.04, 13.150–13.171

European Data Protection Supervisor 13.153

freedom of information 13.138, 13.141–13.143

hardcore restraints 9.34–9.36

institutions 13.150–13.153

intellectual property 13.175

misuse of private information/article 8 (ECHR) 13.153

national competition authorities, disclosure to and between 13.155, 13.157–13.159

obligations of confidence 13.150–13.153

public procurement 13.98–13.99

publication of competition decisions 13.155, 13.162–13.163

regulations 13.150

trade secrets 14.93

ex turpi causa rule 17.19

exaggerations 16.120

exclusive licences 8.124–8.138, 8.140

competition 9.36

co-ownership 8.124

damages 8.130

independent obligation of confidence 8.131–8.138

injunctions 8.125, 8.135–8.136

intellectual property 8.120, 8.130

know-how 8.121

knowledge 8.132, 8.138

obligation of confidence 8.127–8.138

photographs 8.124–8.134

property 8.125, 8.130, 8.136

restraint of trade and restrictive covenants 8.137

standing 8.133–8.138

sufficient interest 8.133–8.138

third party recipients 8.132

trade secrets 8.120–8.121, 8.124–8.138, 8.140

exclusive service, duty of 11.04

exemplary damages 19.35–19.40

ex-employees see post-employment implied obligations; post-employment obligations

exhibitions 2.107

express claims of confidentiality 5.78–5.79

express contracts/obligations

employment 4.14–4.21

during employment, obligations 11.01, 11.02–11.06, 11.87–11.102

garden leave 11.104

implied obligations 4.20–4.21, 4.27, 4.31, 4.33, 11.05–11.06

post-employment 12.01–12.149

restraint of trade and restrictive covenants 4.17

exhaustive of rights and obligations, as 4.20–4.21, 4.27, 4.31

garden leave 11.104

implied obligations 4.20–4.31, 4.33, 11.05–11.06

jurisdictional basis 4.13–4.17, 4.20–4.31, 4.33

patents 11.91–11.92

proposed business arrangements 9.11

requirement of confidentiality 5.03–5.04

restraint of trade 4.17, 12.68, 12.72–12.76

extended or new form of action see misuse of private information/article 8 (ECHR)

extent of circulation

artistic and literary information 6.38–6.40

audience 5.22

damages, adequacy of 18.19

inaccessibility 5.21–5.30

injunctions 18.19

obscurity of publication 14.85–14.86

public domain 14.85–14.86

extent of publication permitted

audience 5.22–5.30

different forms 5.35–5.37

inaccessibility 5.21–5.29

intention to publish 5.38–5.39

reverse engineering 5.32–5.34

subject matter 5.31

fair dealing 11.09

fair hearing, right to a

competition 13.160

corporate privacy 6.187

enforceability post-death 8.185

ministers of religion 9.61

reputation 8.185

super-injunctions 18.65

false image, correcting a 14.62–14.66, 14.69, 14.71–14.74

false information

defamation 5.62–5.63, 5.67–5.72

freedom of expression 5.68–5.71

government information 5.72

injunctions 5.68–5.71

misuse of private information/article 8 (ECHR) 5.69–5.72

public interest 5.68

reputation, protection of 5.69–5.72

substance of information 5.62–5.72

families see also children

ancillary relief 7.154–7.155, 15.18–15.20, 15.23

contempt of court 9.175

disclosure 9.175

doctors and other health professionals 9.92–9.94

enforceability post-death 8.169–8.173

family proceedings 9.174–9.175

misuse of private information/article 8 (ECHR) 8.169–8.173

restraint of trade and restrictive covenants 12.32

standing 8.169–8.173

fellow employees, disclosure of misdeeds by 11.82–11.83

Fenwick, H and Phillipson, G 6.111

fidelity or good faith, implied duty of 11.08–11.20

changes in employment patterns 10.06, 11.11

compete, employee’s duty not to 11.58–11.70

conflicts of interest 11.12

constructive trusts 11.13

contract 11.08, 11.11

copy documents, duty not to 11.29–11.40, 11.44–11.57

duty of confidence 11.18–11.20

equitable compensation 11.13

equity 4.50, 11.13, 11.19–11.20

ethical standards 3.25

fair dealing 11.09

fiduciary duties 9.136–9.138, 11.09, 11.12–11.13

free-standing obligation, as 11.18

garden leave 11.103, 11.105–11.108

historical development 2.116

honesty 11.09, 11.11

inventions 11.72

knowledge 11.26–11.27

leaving, preparations for 11.64–11.70

misdeeds, duty to disclose 11.85

obligation of confidence 11.19–11.20

opportunities, disclosure of 11.75–11.79

partnerships 8.28

patents 11.94–11.95
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constructive trusts 20.17

damages 8.159

goodwill 8.99–8.100

intellectual property 8.103

misuse of private information/article 8 (ECHR) 8.159

private/personal information 8.02, 8.159–8.160

state, breach of confidence by the 13.32–13.33

trade secrets 8.99–8.104

vesting in trustee in bankruptcy 8.02, 8.100–8.102, 8.159–8.161

inspections 6.182–6.183, 6.189, 13.01, 13.78, 13.102, 13.154

intellectual property see also copyright; patents; trade marks; TRIPs

Access to Documents Regulation 13.166, 13.170–13.171

Anti-Counterfeiting Trade Agreement 22.18

applicable law 23.66

attorneys 9.102, 9.108

business secrets 13.175

commercial secrets 13.166, 13.170–13.171

definition 13.170, 22.18

environmental information 13.147

EU law 13.175

exclusive licences 8.120, 8.130

freedom of information 13.175

incentives for creation 3.07–3.12

licensing of trade secrets 8.120

peaceful enjoyment of possessions 4.98

publication of judgments 21.03–21.05

role of confidence 1.22–1.23

trade secrets 8.120, 13.166, 13.170–13.171

unjust enrichment 3.21

intention to publish

commercial secrets 5.38

extent of publication permitted 5.38–5.39

freedom of expression 5.39

injunctions 5.39

journalistic latitude, scope of 16.121–16.129

limited purpose test 7.07

publish, to 5.38–5.39

quality of confidence 5.38

restraint of trade and restrictive covenants 12.16

interception of communications see surveillance and interception of communications

international organizations, relations with 13.71–13.72

international relations 6.49, 13.67, 13.71–13.72

Internet

anonymized injunctions 18.70

audience 5.30

injunctions 19.38

jigsaw identification 18.59

jurisdiction, traditional rules of 23.33

monitoring or surveillance of employees 11.121

super-injunctions 18.59

websites 23.20

interpretation

absurdities, avoiding 12.18

ambiguity 12.19

context 12.17, 12.18

inequality of bargaining power 12.15

intention 12.16

misuse of private information/article 8 (ECHR) 2.156, 6.79

natural and ordinary meaning 12.16

plain meaning 12.15

reading down contracts 12.15

reasonableness 12.15–12.17

restraint of trade and restrictive covenants 12.12–12.19

rewriting contracts 12.15

severance 12.136, 12.139

state, breach of confidence by the 13.38

intimate relationships see marital/civil partner or intimate relationships

inventions

assignment 12.22

course of employment 11.72–11.74, 11.125–11.126

employees 11.72–11.74, 11.125–11.126, 12.124–12.126

express obligations 11.91–11.92

fidelity and good faith, duty of 11.72

ideas and suggestions 11.125–11.126

injunctions 11.93

method inventions 2.31

ownership 11.90–11.92

patents 11.72–11.74, 11.90–11.93, 11.125–11.126

post-employment obligations 12.124–12.126

process inventions 2.31

restraint of trade and restrictive covenants, reasonableness of 12.124–12.126

spare time, developed in 11.74

technical secrets 6.09

irreconcilable judgments 23.23–23.24

jigsaw identification 18.69–18.70

John-Doe (Harry Potter) injunctions 18.52–18.55

class of people 18.52

description, persons identifiable by 18.52

media, prior notification of 18.53–18.54

prior notification 18.53–18.54

joint ventures 8.29–8.40, 9.10

Jones, G 4.86, 4.108, 7.125, 7.139, 7.140, 8.03, 19.27

journalists

celebrities 16.117–16.129

data protection 13.125–13.126, 16.125–16.127, 19.46

exaggeration 16.120

freedom of expression, balancing exercise with 16.114–16.129

injunctions 18.38, 18.40

intention 16.121–16.129

latitude, scope of 16.114–16.129

margin of appreciation 16.119

official secrets 13.73–13.74

photographs of celebrities 16.117–16.122

Press Complaints Commission Code 16.124

prior notification 16.128–16.129

provocation 16.120

public interest 16.114–16.129

reply, right of 16.128

restraint of trade and restrictive covenants 12.34–12.35

subjective test or matter for court 16.121–16.129

views of subject, duty to seek 16.128

judgments

irreconcilable judgments 23.23–23.24, 23.40

publication 21.03–21.05

Judicature Acts 17.06–17.14, 19.10

jurisdiction see also jurisdictional basis of action

applicable law 23.50

breach of confidence 23.01–23.02, 23.06–23.34

Brussels I Regulation 23.06–23.25, 23.28, 23.34, 23.83

characterization 23.03, 23.27–23.33

clauses

applicable law 23.50

Brussels I Regulation 23.22

exclusive jurisdiction clauses 23.22

traditional rules 23.34

contract 23.26–23.27

declining jurisdiction 23.22, 23.38

direct damage 23.29

equity 4.09–4.11, 4.36–4.73

express obligations 4.13–4.17, 4.20–4.31

Internet 23.33

legal framework 23.04

lis pendens 23.38

outside the jurisdiction, service 23.26, 23.28–23.30

personal jurisdiction 23.26

proper characterization 23.33

remedies 17.01, 17.07

restitution 23.26–23.27, 23.31–23.32

service 23.26, 23.28–23.29

stay of proceedings 23.34

submission to jurisdiction 23.22, 23.34

substantial and efficacious acts within the jurisdiction 23.30

tort 23.26, 23.27–23.32

traditional rules 23.25–23.34

United Kingdom, allocation within the 23.24

unjust enrichment, restitution for 23.31–23.32

jurisdictional basis of action 4.01–4.117

contract 4.09–4.11, 4.13–4.36

enforcement 4.02

equity 4.09–4.11, 4.36, 4.37–4.73

implied obligations/terms 4.13, 4.18–4.32

innocent acquisition 4.04, 4.07–4.08

knowledge 4.04

private information 4.08

property 4.09–4.11, 4.74–4.108

relationships of confidence 4.03, 4.06, 4.08

reposing of confidence 4.03, 4.06, 4.08

sui generis, as 1.05, 4.02, 4.09–4.10

surreptitious acquisition 4.04, 4.07–4.08

third party recipients 4.04–4.07

tort 4.09–4.11, 4.36, 4.109–4.117

just cause or excuse 16.02, 16.05–16.16 see also public interest/breach

justifications for breach of confidence and protection of trade secrets 3.01–3.41

autonomy 3.04, 3.30–3.32

chilling effects 3.02

commercial confidence 3.41

competition, restrictions on 3.01, 3.41

consequentialism 3.02

deontology 3.02

ethical standards 3.04, 3.25–3.30

freedom of expression 3.01

governmental information 3.01

implicit social agreements 3.04, 3.33–3.35

incentives for the creation of certain information 3.04, 3.05–3.13, 3.19, 3.41

informational privacy of individuals 3.41

injunctions 3.01

mobility, restrictions on 3.01

national economic interest, promotion of 3.04, 3.36–3.40

need for justification 3.01–3.03

obligation of confidence, existence of 3.03

private/personal information 3.01

seven potential justifications 3.04–3.40

spillover effects 3.01

unjust enrichment 3.04, 3.20–3.24

wasted expenditure 3.04, 3.14–3.19

kiss and tells 2.04, 16.04, 16.110

knife or gunshot wounds, informing police of 9.86

know-how

assignment 8.41, 8.63–8.65, 8.78–8.80, 8.94

block exemptions 9.32–9.33

competition 9.28–9.36

exclusive licences 8.121, 9.19

hardcore restraints 9.34–9.36

implied terms 9.27

improvements 9.21–9.22, 9.31, 9.36

licensing 8.120–8.123, 8.142, 9.18–9.36

limited purpose test 9.26

look-see or look-try agreements 9.24–9.25

obligation of confidence 9.23

process 9.23

property language, use of 8.03

sub-contractors 9.04

technical secrets 6.10–6.12

technology transfer 9.17–9.29, 9.32, 9.35

trade secrets, licensing of 8.120–8.123, 8.142

knowledge see knowledge or notice; skill and knowledge

knowledge or notice

accidental acquisition or receipt 7.01, 7.50–7.52

actual knowledge 7.41, 7.43, 7.133

confiders to confidants, disclosure by 7.02

exclusive licences 8.132

surreptitious acquisition or receipt 7.59

third party recipients 7.105, 7.111, 7.118

assignment 8.76

blind eye knowledge 7.116–7.118

breach of confidence 15.05

companies, imputation to 7.113

confiders to confidants, disclosure by 7.01, 7.02, 7.12–7.17, 7.36–7.45

consent to release from confidentiality obligations 14.12

constructive knowledge 7.41, 7.43, 7.97, 7.104, 7.110, 7.114–7.115, 7.118, 7.133

consultants 9.02

continuing duties 12.164

contractors 9.02

copy documents, duty not to 11.49

employees’ obligations during employment 11.25–11.28

equity 4.46, 7.40

exclusive licences 8.132, 8.138

fidelity or good faith, duty of 11.26–11.27

freedom of expression 7.45

harm 7.44

inaccessibility 7.44

inducement of breach of contract, tort of 2.125

jurisdictional basis of action 4.04

knowing assistance 7.106–7.110

legal and cultural context 7.37, 7.41–7.43

limited purpose test 7.12–7.17, 7.27, 7.35, 7.37

manner in which information is disclosed or obtained 7.37

mental state 15.31, 15.39

misuse of private information/article 8 claims 7.41, 7.43, 7.45

nature of information 7.37, 7.41–7.42

objective knowledge 7.03, 7.37–7.40, 8.132, 15.05

obligation of confidence 7.01–7.02, 7.12–7.14, 7.36–7.45, 7.53, 7.104–7.118

post-employment obligations 12.160–12.165

preserve or emphasize secrecy, steps taken to 7.37, 7.42

private/personal information 7.01, 7.143–7.144, 7.148

property as jurisdictional basis 4.86

proposed business arrangements 9.12

reasonable expectation of privacy 7.41, 7.43, 7.45

reasonable recipient test 7.39

repayment of benefits made without knowledge of breach of contract 11.80–11.82

restraint of trade and restrictive covenants, reasonableness of 12.50, 12.63–12.68, 12.72, 12.75, 12.99, 12.102

standing 8.08

subjective knowledge 7.38–7.40

surreptitious acquisition or receipt 7.01, 7.52, 7.55, 7.59–7.64, 7.68–7.72, 7.97

third party recipients 6.67–6.69, 7.01, 7.104–7.124, 7.133–7.137, 7.140–7.142

timing of knowledge 7.41–7.45

trade secrets or their equivalent, definition of 12.197–12.198

traditional obligation of confidence 7.41–7.42, 7.44

trivial tittle-tattle 7.41–7.42

understanding of parties 7.37, 7.40

laches 17.25–17.26, 17.31

Landes, W 3.10, 3.14–3.15, 3.17

law and economics model 3.14

lawyers 9.102–9.122 see also legal professional privilege

barristers 9.102

care proceedings 9.120

children 9.120

Chinese walls 9.113–9.114

claims against lawyers 9.117–9.119

conflicting duties of disclosure 9.115

consent 9.115

contract 9.102

conveyancing, conflicts of interest in 9.115

direct access 9.102

distinguished from privilege, obligation of confidence 9.107–9.109

duration of duty 9.106

exceptions to duty 9.116–9.120

fiduciary duties 9.102

interests of lawyers 9.117–9.119

misuse of private information/article 8 (ECHR) 9.102

obligation of confidence 9.102, 9.107–9.109, 9.118

patent and trade mark attorneys 9.102

reasons for duty 9.103–9.104

scope of duty 9.105–9.106

solicitors 9.102

waiver 9.117–9.119

wardship proceedings 9.120

leaving employment, preparations for 11.64–11.70




legal professional privilege

care proceedings 9.120

children 9.120

claims against lawyers 9.117–9.119

commercial secrets 2.64

compellability 2.58–2.61

compulsion of law 9.116

crime 9.110–9.112

distinguished from privilege, obligation of confidence 9.107–9.109

employees 2.60–2.61

evidence 2.58–2.60

fraud 9.110–9.112

future crimes 9.110–9.111

historical development 2.58–2.65

in camera proceedings 2.65

interests of lawyers 9.117–9.119

loss of privilege 9.109

misuse of private information/article 8 (ECHR) 9.110

money laundering 9.112, 9.116

obligation of confidence distinguished from privilege 9.107–9.109

patent attorneys 9.108

peaceful enjoyment of possessions 4.91, 4.93

proceeds of crime 9.116

public interest 9.107, 9.116

reasons 9.102

required by law, where disclosure is 9.116

scope 9.108

spouses 2.59

trade mark attorneys 9.108

waiver 9.117–9.119

wardship proceedings 9.120

legitimate interests

activity or non-competition clauses, reasonableness of 12.116

arbitration 9.182, 9.185–9.186

competition 13.162

customer connections 12.59–12.61, 12.64, 12.90–12.92

freedom of information 13.174

misuse of private information/article 8 (ECHR) 8.166–8.173

public procurement 13.100

restraint of trade and restrictive covenants, reasonableness of 12.12, 12.46, 12.52, 12.54–12.93

stable workforce, legitimate interest in a 12.59, 12.93

trade secrets or their equivalent, definition of 12.186–12.187

Lemley, M 3.07, 3.10, 3.12–3.13, 3.18, 3.29, 4.107

Lerner, J 1.07, 1.13–1.14

letters

copyright 2.41, 2.47–2.49, 2.51–2.55

monitoring or surveillance of employees 11.121

negotiations, during 9.143–9.145

unpublished works 2.96, 2.100, 2.106–2.107, 2.110

lex loci delicti 23.36, 23.76, 23.79, 23.81

licensing 9.17–9.42 see also exclusive licences

black box agreements 9.39–9.42

block exemptions 9.32–9.33

competition 9.17, 9.28–9.36

conditions 8.02, 8.139

contract 2.66

copyright 2.39, 8.120, 9.18

designs 8.120

damages 8.120, 19.28

designs 8.120, 9.18

distributor agreements 9.37–9.38

dominant position 9.17

exclusive acts, permission to carry out 8.02

exclusive licences 8.120–8.121, 8.124–8.138, 8.140

expiry of licence, entitlement to use information on 8.140–8.147

hardcore restraints 9.34

implied terms 9.27

improvements 9.21–9.22, 9.31, 9.36

independent obligations of confidence 8.02

intellectual property 2.39, 8.120–8.123, 8.142, 9.18–9.36

know-how 8.120–8.123, 8.142, 9.18–9.36

limited purpose test 9.26

look-see or look-try agreements 9.24–9.25

patents 8.121, 8.140, 8.142–8.144, 9.18, 9.27, 9.32

obligation of confidence 9.23

private/personal information 8.02, 8.187

publicity interests 8.187

technology transfer 9.17–9.29, 9.32–9.33, 9.35

trade marks 8.120, 9.18

trade secrets 8.120–8.147

lifelong obligations

Crown servants 5.05, 6.50, 9.130, 12.24–12.32, 12.100, 13.68

official secrets 5.05, 6.50, 9.130, 12.25–12.26, 12.30, 12.100, 13.68

restraint of trade and restrictive covenants 12.24–12.32

security and intelligence services 13.68

limited purpose test

arbitration 9.185

breach of confidence 15.05–15.08

business efficacy, implied term of 7.18, 7.29

commercial value 7.14

confiders to confidants, disclosure by 7.02–7.35

context of disclosure 7.20–7.21, 7.27

contract 7.17–7.18, 7.27–7.34

copyright 7.32–7.34

damages 7.30–7.31, 7.34

equity 7.13, 7.18–7.24, 7.27–7.28, 7.31, 7.34

implied terms 7.18, 7.27–7.34

injunctions 7.32

intention of parties 7.07

know-how 9.26

knowledge or notice 7.12–7.17, 7.27, 7.35, 7.37

licensing 9.26

Norwich Pharmacal principles 7.23

obligation of confidence 7.02–7.35

public interest 7.23

reasonable person test 7.13–7.15

relationship, for the purposes of a 7.09–7.10

skill, judgment and labour 7.24–7.25

state, breach of confidence by the 13.13–13.15

vagueness of test 7.05–7.10

liquidators 13.11, 13.16

lis pendens 23.37–23.38

literary information see artistic and literary information

litigation 9.143–9.177 see also private international law, breach of confidence in

correspondence during negotiations 9.143–9.145

disclosure 9.146–9.168

negotiations 9.143–9.145

private hearings (in camera) 9.172–9.177

public interest immunity 9.163–9.168

self-incrimination, privilege against 9.169–9.171

settlements 9.144–9.145

without prejudice communications 9.144–9.145

litigation friend 8.149

lives at risk, putting 18.24

locus standi see standing

look-see or look-try agreements 9.24–9.25

loss of profits, damages for 19.28, 19.45

management methods 6.17–6.18

margin of appreciation 16.119

marital/civil partner or intimate relationships 9.123–9.125

ancillary relief 15.18–15.20, 15.23

celebrities 8.152–8.155

children 8.154

compellability 2.49

freedom of expression 8.151–8.156

historical development 2.135–2.136

injunctions 8.151–8.155

legal professional privilege 2.59

misuse of private information/article 8 (ECHR) 15.23

obligation of confidence 9.125

privacy 6.56–6.57, 6.64, 6.67, 6.72

private/personal information 8.150–8.156

release and waiver 14.65

self-incrimination, privilege against 9.169

separate interests 9.123–9.125

sexually transmitted diseases, notification to sexual partners of 9.88

shared interests 8.150, 9.123

maritime arbitration 9.178

market, state of the 18.20–18.21

market value of information 19.26

marketing authorizations for new chemical entities 22.16

markings of confidentiality 5.78–5.79

master and servant 2.10, 2.110–2.30, 11.21

maxims of equity 17.15–17.31

acquiescence 17.25, 17.26, 17.31

breach of confidence 17.16, 17.26

delay 17.25–17.30

laches 17.25–17.26, 17.31

media see also journalists

adverse publicity 5.42, 5.44, 6.42–6.44

broadcasting standards 6.173–6.178

injunctions 18.39–18.40, 18.53–18.54

misuse of private information/article 8 (ECHR) 22.24–22.26

prior notification 18.39–18.40, 18.53–18.54

public interest 16.53–16.55

resolutions 22.24–22.26

telephone tapping 1.16

medical information see also doctors and other health professionals

access to medical records 9.64, 9.72, 9.79–9.80

community interests 16.19–16.26

dangers to the public 16.22–16.26

data protection 13.55

death of person to whom obligation is owed 14.55–14.56

enforceability post-death 8.178–8.184

freedom of information 8.178–8.184, 14.55

medically dangerous to public, matters which are 16.19–16.26

medications 16.24–16.25

misuse of private information/article 8 (ECHR) 6.76, 6.122

private/personal information 8.157, 11.118

research 16.26

shared interests 8.157

standing to sue 8.157

memorization

copy documents, duty not to 11.38–11.40

trade secrets or their equivalent, definition of 12.192

mental distress 18.27, 19.30–19.31

mental state of the confidant

breach of confidence 15.31–15.41

knowledge or notice 15.31, 15.39

negligence 15.41

obligations of confidence 15.31

strict liability 15.39–15.41

subconscious misuse of information 15.33–15.41

ministers

collective ministerial responsibility 6.47

diaries and memoirs 2.141–2.142, 2.146–2.147, 6.47, 9.167

government information 2.141–2.142, 2.146–2.147, 6.47

public interest immunity 9.167

ministers of religion 9.60–9.61

Anglican vicars 9.60

Catholic priests 9.60

fair hearing, right to a 9.61

privilege 9.60–9.61

thought, conscience and religion, freedom of 9.61

misdeeds or iniquity, duty to disclose 11.80–11.85

benefit to the public, revelations of potential 16.36–16.41

community interests 16.19–16.20

directors 11.85

employees’ obligations during employment 11.80–11.85

fellow employees, by 11.82–11.83

fidelity and good faith, duty of 11.85

fiduciary duties 11.85

fraud 11.82–11.84

just cause or excuse 16.05, 16.08–16.16

mistake 11.80–11.81

past as well as contemplated misdeeds 16.14–16.16

public interest 16.02

repayment of benefits made without knowledge of breach of contract 11.80–11.82

status of employees 11.85

unclean hands 17.17–17.24

misleading the public and setting the record straight

breach of confidence actions 16.27–16.34, 16.42–16.43

celebrities 16.30–16.34, 16.42–16.43, 16.84–16.92

community interests 16.27–16.34, 16.42–16.43

fraud 16.32, 16.88

freedom of expression 16.84, 16.89, 16.92

misuse of private information/article 8 (ECHR) 16.84–16.92

public interest

breach of confidence actions 16.27–16.34, 16.42–16.43

celebrities 16.30–16.34, 16.42–16.43

misuse of private information/article 8 (ECHR) 16.84–16.92

publicity seekers 16.85

reasonable expectation of privacy 16.86

weight of interest 16.84, 16.89

misuse of private information/article 8 (ECHR) see also freedom of expression and misuse of private information

acquisition as breach 15.23

ancillary relief 15.23

anonymity of convicted killers 6.132

breach of confidence 7.147–7.159, 15.23, 15.44–15.54

Brussels I Regulation 23.06, 23.14

business secrets 6.189–6.191

celebrities 6.90–6.100

European Court of Human Rights 6.106–6.114, 6.129–6.131

harassment 15.50–15.51

inaccessibility 6.115–6.120

resolutions 22.24–22.25

children 6.108, 6.112, 6.120, 6.138, 8.149, 15.50–15.51

confidential to private, shift from 6.87–6.96

corporate privacy 6.170–6.191

damages 18.27, 19.41–19.42, 19.46

data protection 13.44, 22.25–22.26

defamation 5.65–5.72, 18.43–18.44

DNA 6.133

doctors and other health professionals 6.76, 9.63, 9.72

duration of obligations 14.03, 14.58–14.74

employees 6.101, 7.153

enforceability post-death 8.163–8.185

equity 4.69–4.70

EU law 13.153

European Court of Human Rights 6.106–6.114, 6.129–6.131

examples 6.121–6.140

exemplary damages 19.39

false information 5.69–5.72

families and children 8.169–8.173

freedom of information 13.129

further publication, harm caused by 6.115–6.119

harassment 6.110, 6.137, 15.50–15.51

harm 6.115–6.120

highly offensive formulation 6.91, 6.93–6.95

historical development 2.156–2.157

horizontal effect 2.156, 6.79–6.86

identity 6.132–6.136

inaccessibility 6.115–6.120

injunctions 18.01, 18.10, 18.15, 18.56

damages, adequacy of 18.27

defamation 18.43–18.44

guidelines 6.87–6.89

interim injunctions 18.15

super-injunctions 18.58–18.59

insolvency 8.159

interpretation 2.156, 6.79

knowledge or notice 7.41, 7.43, 7.45

lawyers 9.102, 9.110

legitimate aim 8.166–8.167

media, resolutions on 22.24–22.26

medical information 6.76, 6.122, 9.72

monitoring or surveillance of employees 11.121

necessary in a democratic society 6.102

new action and old actions, difference between 1.25, 7.147–7.159

obtaining and looking at private information 15.54

peaceful enjoyment of possessions 4.90–4.91, 4.94, 4.100

photographs 6.106, 6.108–6.120, 6.123, 6.136

celebrities 6.80–6.83, 6.90–6.100, 6.106–6.120, 6.131, 6.137–6.139, 15.46–15.51

children 6.108, 6.112, 6.120, 6.138, 15.50–15.51

damages 19.46

harassment 6.110, 6.137

public locations, photographs taken in 6.108–6.112, 6.120, 6.137–6.138, 15.52

reasonable expectation of privacy 6.90–6.100, 6.112–6.114, 6.118, 6.120, 6.137

private opinions 6.140

private parties 6.83

private/personal information 18.27

proportionality 6.98, 15.44

public authorities 2.156, 6.75, 6.83

public domain 6.118–6.119, 6.125, 6.140, 18.10

public interest 6.77–6.78, 6.105, 6.115, 16.01, 16.58–16.129

public locations, photographs taken in 6.108–6.112, 6.120, 6.137–6.138, 15.52

publicity seekers, waiver by 14.03

reasonable expectation of privacy 6.95–6.105, 6.121

business secrets 6.191

freedom of expression 6.91–6.92, 6.95–6.96, 6.102, 6.127

identity 6.133–6.134

knowledge or notice 7.43, 7.45

photographs 6.90–6.100, 6.112–6.114, 6.118, 6.120, 6.137, 15.51

private opinions 6.140

sexual conduct 6.127–6.128

relationship of confidence 6.99–6.104

release 14.58–14.74

reputation 5.69–5.72

requirement of confidentiality 5.02

Resolution 428 (1970) 22.24–22.25

Resolution 509 (1968) 22.23

Resolution 1165 (1998) 22.26–22.27

sexual conduct 6.123–6.131, 6.136

standing 8.169–8.173

state, breach of confidence by the 13.28

super-injunctions 18.58–18.59

surreptitious acquisition or receipt 7.55, 7.69, 7.73–7.102

surveillance 6.140, 22.23, 22.25

telephone tapping 6.140, 8.163

terminology 1.25

text of ECHR 22.21

tort as jurisdictional basis 4.110, 4.114–4.116

traditional principles 6.125, 6.129, 6.139, 6.191

trivial tittle-tattle 6.125, 15.46–15.49

use of information 15.44–15.54

values of ECHR 6.79, 6.83–6.84

waiver 14.03, 14.58–14.74

mobility of employees

garden leave 11.114

innovation 12.178

justifications for breach of confidence and protection of trade secrets 3.01

post-employment obligations 12.07–12.08, 12.178

public interest 11.114

special category, employment as a 10.05–10.06

mode of expression of information 5.10–5.11

modern action, post-war development of the 2.129–2.157

money laundering 9.112, 9.116

monitoring or surveillance of employees

correspondence 11.121

data protection 11.121, 11.124

email 11.121

employers’ obligations 11.121–11.124

gender data 11.119

Internet use 11.121

Lawful Business Practice Regulations 11.121–11.123

misuse of private information/article 8 (ECHR) 11.121

proportionality 11.124

race data 11.119

telephone calls 11.121

moonlighting 11.60–11.63

mortgages 9.46

multiple jurisdictions 23.20

national economic interest, promotion of 3.04, 3.36–3.40

national security see also official secrets

public interest 6.49–6.51, 9.166–9.167

public interest immunity 9.166–9.167

Revenue and Customs 13.94, 13.96

state and its agencies, obligations arising from disclosure to 13.81

negligence 15.41

negotiations

correspondence 9.143–9.145

litigation 9.143–9.145

pre-contractual negotiations 2.137–2.140, 9.10–9.12, 15.06

proposed business arrangements 9.10–9.12

new action and old actions, difference between 1.25, 7.147–7.159

new or extended form of action see misuse of private information/article 8 (ECHR)

nominal damages 19.04, 19.19

non-compete clauses 12.02, 12.07, 12.78, 12.86, 12.115–12.123, 12.127

non-contractual matters see tort/non-contractual matters

non-dealing clauses 11.54–11.57, 12.02, 12.107–12.114, 12.128

non-disclosure clauses 12.201–12.206

non-solicitation clauses see solicitation and non-solicitation clauses

non-use clauses 12.97–12.101

North, P 4.109

Norwich Pharamacal principles 7.23

notice of confidentiality see knowledge or notice

novelty

artistic and literary information 6.37

copyright 5.45–5.46

patents 2.37–2.38, 5.45–5.50

substance of information 5.45–5.50, 5.55

nuisance 7.65

obligation of confidence

accidental acquisition or receipt 7.01, 7.46–7.52

applicable law 23.55

assignment 8.02, 8.43–8.47, 8.54–8.65, 8.76, 8.97

bankers 9.45

Brussels I Regulation 23.10

characteristic performance 23.55

confiders to confidants, disclosure by 7.01, 7.02–7.45

consultants 9.02–9.03, 9.06

contractors 9.02–9.03

damages 19.06

employees’ obligations during employment 11.03

enforceability post-death 8.106–8.111, 8.174–8.185

equity 4.58–4.62, 4.67–4.68

EU law 13.150–13.153

exclusive licences 8.127–8.138

exist, obligation must 1.02

fidelity or good faith, implied duty of 11.19–11.20

fiduciaries 9.127–9.142

general principles 7.01–7.159

implied obligations/terms 4.18–4.19

just cause or excuse 16.05–16.06, 16.08

justifications for breach of confidence and protection of trade secrets 3.03

know-how 9.23

knowledge or notice 7.01–7.02, 7.12–7.14, 7.36–7.45, 7.53, 7.104–7.118

lawyers 9.102, 9.107–9.109, 9.118

licensing 8.02, 9.23

limited purpose test 7.12–7.14

marital/civil partner or intimate relationships 9.125

mental state 15.31

official secrets 6.51

privacy 6.67

private/personal information 7.01, 7.143–7.159, 11.116

professionals 9.121

property as jurisdictional basis 4.86

proposed business arrangements 9.11–9.16

reasonable expectation of privacy 7.01

springboard doctrine 14.17

standing 8.06–8.07

state and its agencies, obligations arising from disclosure to 13.05–13.34

sub-contractors 9.04

surreptitious acquisition or receipt 7.01, 7.52–7.102

third party recipients, liability of 7.01, 7.103–7.142

trade secrets, licensing of 8.02

trust and confidence, duty of mutual 11.20

obstruction of workings of constitutional machinery 6.48

obviously confidential information 2.04, 7.62

offensive formulation 6.91, 6.93–6.95

official secrets

account of profits 5.05, 6.50

armed forces 13.70, 13.74

criminal justice system, damaging the function of the 13.73

criminal offences 2.127, 13.67, 13.73–13.74

Crown servants 6.50, 12.28, 12.32, 13.67, 13.70–13.73

damaging disclosures 13.69, 13.72, 13.74

data protection 13.73

defence 13.67, 13.70

duration of restraint 12.100

employment contracts 6.50

escape from prison, facilitating 13.73

fiduciaries 9.131

Franks Committee 2.143

freedom of information 13.75

government contractors 13.67, 13.69–13.74

historical development 2.127, 2.143–2.144

international organizations, relations with 13.71–13.72

international relations 13.67, 13.71–13.72

journalists 13.73–13.74

lifelong obligations 5.05, 6.50, 9.130, 12.25–12.26, 12.30, 12.100, 13.68

national economic interest, promotion of 3.36

obligation of confidence 6.51, 13.68

police 13.73

privacy 2.155

prosecutions, Attorney General’s consent for 13.67

public interest 6.50–6.51, 13.67

restraint of trade and restrictive covenants 12.28, 12.32, 12.100

security and intelligence services 13.67–13.69

sentencing 13.67

state and its agencies, obligations arising from disclosure to 13.67–13.85

surveillance warrants 13.73

third parties 2.153–2.155, 13.74–13.75

old action and new actions, difference between 1.25, 7.147–7.159

opportunities, disclosure of 11.75–11.79

oppressive or vexatious proceedings 18.13, 23.44

oral communication 5.10–5.11

organizational or management methods 6.17–6.18

originality 2.104, 5.45–5.50, 5.55

ownership 8.13–8.40

contract 8.14

co-ownership 8.13, 8.15–8.16

equity 8.14

injunctions 8.17, 8.19–8.20

inventions 11.90–11.92

joint generation 8.03

joint ventures 8.29–8.40

language of ownership 8.02

partnerships 8.23–8.28

patents 11.90–11.92

photographs 8.15–8.16

private/personal information 8.02

property rights 4.76, 8.03, 8.13, 8.22

shared interests 8.13–8.17

standing 8.18–8.20

trade secrets 8.21

parents 8.149, 9.90

part-time work 11.59, 11.88

partly private and partly public information 14.38, 15.17, 20.08

partners see marital/civil partner or intimate relationships

partnerships and ownership 8.23–8.28

party autonomy 23.52

passing off 8.63

past misdeeds 16.14–16.16, 18.73, 18.75–18.79

past threats 16.24

patents

assignment 8.50, 8.81, 8.94

attorneys 9.102, 9.108

breach of confidence 15.13

compensation to employees 11.90

context, conferred by 5.40–5.42, 5.44

contract 2.76–2.77

contracts of employment 11.90–11.95

course of employment 11.90

damages 2.38, 19.32

disclosure of inventions 11.72–11.74, 11.91–11.92, 11.125–11.126

disclosure of specifications 2.32–2.36

employees

diminishing rights 11.91–11.95

inventions 11.72–11.74, 11.125–11.126

obligations during employment 11.90–11.95

express obligations 11.91–11.92

fidelity and good faith, duty of 11.94–11.95

fiduciary duties 11.94

historical development 2.10, 2.31–2.38

ideas and suggestions 11.72–11.74, 11.125–11.126

implied obligations 11.91, 11.94–11.95

improvements 11.93

incentives for creation 3.09–3.12

injunctions 11.93

inventions 11.72–11.74, 11.125–11.126

joint ventures 8.35

licensing 8.121, 8.140, 8.142–8.144, 9.18, 9.27, 9.32

markings of confidentiality 5.78

method inventions 2.31

novelty 2.37–2.38, 5.45–5.50

opportunities, disclosure of 11.76

originality 5.45–5.59

ownership of inventions 11.90–11.92

pre-emption, right of 11.92

process inventions 2.31

public domain 5.48–5.50

restraint of trade and restrictive covenants, reasonableness of 12.124–12.125

reverse engineering 15.30

skill and labour 5.47, 5.50

solicitation 2.31

specifications 2.32–2.36

springboard doctrine 14.22–14.25

subject matter 5.31

substance of information 5.45–5.50

sufficiency 2.33

technology transfer 9.32

trade secrets 2.76–2.77, 12.180

economic importance 1.09–1.15

licensing 8.121, 8.140, 8.142–8.144

trust and confidence, implied duty of mutual 11.94

wasted expenditure 3.18

peaceful enjoyment of possessions

business secrets 6.190

choses in action 4.94, 4.98

commercial secrets 4.90–4.100

common law 4.90–4.93

definition of possessions 4.94–4.99

freedom of expression 4.100

intellectual property 4.98

jurisictional basis, property as 4.90–4.100

legal professional privilege 4.91, 4.93

misuse of private information/article 8 (ECHR) 4.90–4.91, 4.94, 4.100

private property 4.97

state, breach of confidence by the 13.38

trade secrets 4.90, 4.96, 4.99–4.100

penalty clauses 2.68–2.71

pending before other courts, matters which are see lis pendens

perjury 9.172

permitted disclosures (information gateways)

business secrets 13.88

freedom of information 13.174

Revenue and Customs 13.90, 13.94

state and its agencies, obligations arising from disclosure to 13.76, 13.80, 13.83

personal information see private/personal information

personal property, taking away employer’s 11.40–11.41

personality rights 23.11

photographs see also photographs of celebrities

corporate privacy 6.171–6.172

damages 19.46, 19.47

humiliating or embarrassing photographs 7.80

location, taken in a public 6.155, 6.160

misuse of private information/article 8 (ECHR) 6.106, 6.108–6.120, 6.123, 6.136

ownership 8.15–8.16

police 13.21

privacy 6.155, 6.160, 19.47

public locations, photographs taken in 15.52

surreptitious acquisition or receipt 7.65–7.89

trespass into airspace 7.65

photographs of celebrities

breach of statutory duty 19.46

captions 7.74–7.75, 7.77, 7.81–7.82

children

harassment 15.50–15.51

misuse of private information/article 8 (ECHR) 6.108, 6.112, 6.120, 6.138, 15.50–15.51

public place, taken in a 6.108, 16.75–16.77

reasonable expectation of privacy 6.112, 6.120, 6.138, 8.149, 15.51, 16.76–16.77

surreptitious photography 7.95–7.96, 7.99

corporate privacy 6.171–6.172

damages 19.46

exclusive licences 8.125, 8.130, 8.136

freedom of expression 16.69–16.81

harassment 6.110, 6.137, 15.50–15.51

injunctions 19.46

journalistic latitude, scope of 16.117–16.122

misuse of private information/article 8 (ECHR) 6.80–6.83, 6.106–6.120, 6.131, 6.139, 15.46–15.51

children 6.108, 6.112, 6.120, 6.138, 15.50–15.51

harassment 6.110, 6.137

public locations, photographs taken in 6.108–6.112, 6.120, 6.137–6.138

reasonable expectation of privacy 6.90–6.100, 6.112–6.114, 6.118, 6.120, 6.137

public domain 14.77–14.78, 14.88

public interest 16.69–16.81

public locations, photographs taken in 6.108–6.112, 6.120, 6.137–6.138, 7.95–7.97, 7.101, 16.75–16.77

reasonable expectation of privacy 6.112–6.114, 6.118, 6.137–6.138, 8.149, 15.51, 16.76–16.77

surreptitious acquisition or receipt 7.74–7.102

place of damage 23.21

place of harmful event 23.18

place of performance 23.15–23.17, 23.24

police

data protection 13.61

doctors and other health professionals 9.86

gunshot or knife wounds, informing police of 9.86

interviews, transcripts of 13.22

just cause or excuse 16.08, 16.11

official secrets 13.73

photographs, use of 13.21

public interest 13.31, 13.35–13.36

search and seizure 13.17–13.20, 13.31

state, breach of confidence by the 13.11, 13.16–13.22, 13.31

telephone tapping 16.08, 16.11

political opinions 13.54

Posner, R 1.09, 3.02, 3.10, 3.14–3.15, 3.17, 6.191

post-employment implied obligations 4.23–4.29, 10.08, 12.01

accessorial liability 12.158

continuing duties 12.164–12.165

copy documents, duty not to 11.29–11.32, 11.37–11.57

equity 12.152, 12.154–12.159

existence of implied duty 12.160–12.165

fidelity or good faith, duty of 12.150, 12.154–12.155, 12.164, 12.171

goodwill 12.150

gradients of confidence 12.173–12.174

injunctions 12.150, 12.153, 12.201, 12.204

innovation 12.178

knowledge or notice 12.160–12.165

mobility, restrictions on 12.178

nature of ex-employee’s obligations 12.152–12.159

non-disclosure clauses 12.201–12.206

non-use 12.202–12.203, 12.206

reasonableness 12.203

restraint of trade and restrictive covenants 4.24–4.29

sales information 12.167–12.177

scope of duty 12.166–12.178, 12.206

skill and knowledge 12.202–12.203

solicitation 12.150

spillover innovation 12.178

trade secrets 12.150–12.152, 12.165–12.201, 12.204–12.206

post-employment obligations see also post-employment implied obligations

activity or non-competition clauses 12.02, 12.04–12.05, 12.07

behavioural norms 12.08

business secrets 6.17, 6.20–6.21

competition 12.01–12.08

confidentiality clauses 12.02–12.08, 12.203

employment and post-employment, distinction between 10.08–10.15

equity 4.67–4.72

ethical standards 3.26

express obligations 12.01–12.149

fiduciaries 9.130–9.132, 9.142

identity and aptitudes of workforce 6.20–6.21

injunctions 12.04

innovation, reduction in 12.07

mobility, reduction in 12.07–12.08

non-dealing clauses 12.02

non-solicitation clauses 12.02

organizational or management methods 6.20–6.21

property as jurisdictional basis 4.76

radius clauses or area covenants 12.02

repudiatory breach of contract 10.10–10.14

restraint of trade and restrictive covenants 2.114, 10.06, 12.01, 12.05, 12.07–12.149, 12.203

solicitation 12.02

surreptitious acquisition or receipt 7.71

technological spillovers, reduction in 12.07

third parties, innocent acquisition by 7.131

trade secrets or their equivalent, definition of 6.06

types of obligation 12.02–12.05

pre-contractual negotiations 2.137–2.140, 9.10–9.12, 15.06

pre-eminence in the market 18.21

prescriptions 9.81

preserve or emphasize secrecy, steps taken to 7.03, 7.37, 7.42

Press Complaints Commission Code 16.124

prior notification

freedom of expression 18.39–18.40

injunctions 18.39–18.40, 18.53–18.54

journalistic latitude, scope of 16.128–16.129

media 18.53–18.54

privacy

Access to Documents Regulation 13.167–13.169

anonymised injunctions 1.16

applicable law 23.64, 23.75

autonomy 3.30–3.31

breach of statutory duty 19.47

celebrities 6.57–6.60, 6.63, 6.66, 6.158

children 6.155, 6.160

concept of private life 1.16

contract 6.72

corporate privacy 6.142–6.145, 6.171–6.189

damages 6.147–6.154, 19.46

doctor-patient relationship 6.73

equity 4.46

foreign jurisdictions, approaches in 6.141–6.169

freedom of expression 6.160, 7.149, 7.152, 7.157–7.159

harassment 6.147

highly offensive formulation 6.157–6.163, 6.167–6.169

informational privacy 1.03, 2.04, 3.01

injunctions 19.46

knowledge 6.67–6.69

marital relationships 6.56–6.57, 6.64, 6.67, 6.72

mental distress, damages for 6.150, 6.153–6.154

obligation of confidence 6.67

official secrets 2.155

photographs

breach of statutory duty 19.46

damages 19.46–19.47

injunctions 19.46

private/personal information 6.52–6.73, 7.147–7.159

public domain 6.59, 14.75–14.88

public location, photographs taken in a 6.155, 6.160

publicity-seekers 6.57–6.60

quality of confidence 6.158

reasonable expectation of privacy 6.149, 6.157–6.158, 6.162, 6.166–6.168

reform 6.154

relationship of confidence 6.65, 6.67, 6.72

role of confidence 1.16

sexual conduct 6.61–6.64, 6.67, 6.72

super injunctions 1.16

surreptitious filming 6.33, 6.141–6.142, 6.161–6.164

surveillance 1.16, 6.64–6.67, 6.72

telephone tapping 1.16, 6.64–6.67, 6.72

terminology 1.25

third party recipients 6.54, 6.67–6.69

private hearings (in camera) 9.172–9.177

private international law, breach of confidence in 23.01–23.83 see also Brussels I Regulation

applicable law 23.03, 23.49–23.82

characterization 23.02–23.03

choice of law 23.05

domicile 23.04

double actionability rule 23.35–23.36

dual and inconvenient litigation, avoidance of 23.37–23.40

EU law 23.02

forum non conveniens 23.41–23.48

harmonization 23.02–23.03, 23.05

jurisdiction 23.01–23.02, 23.06–23.34

legal framework 23.04–23.05

lis pendens 23.37–23.39

proper law 23.61–23.63, 23.75, 23.80–23.81

related actions 23.40

private life see misuse of private information/article 8 (ECHR); privacy; private/personal information

private opinions 6.140

private/personal information 6.52–6.191 see also misuse of private information/article 8 (ECHR)

accounts of profit 20.01, 20.13

aggravated damages 19.34

ancillary relief 7.132, 7.154–7.155

artistic and literary information 6.03

assignment 8.158

celebrities

children 8.149

damages, adequacy of 18.25–18.27

injunctions 18.25–18.27

children and parents 8.149

commercial secrets 6.02

continued use, damage caused by 18.25

damages 18.25–18.27, 19.09, 19.29–19.31

data protection 11.116, 13.41–13.47, 22.22

definition 13.42–13.45

freedom of information 13.53, 13.120, 13.123

legitimate uses 13.50–13.58

monitoring 11.119

race and gender data 11.119

sensitive personal information 13.46–13.47, 13.50, 13.54–13.60, 13.123–13.125

unstructured personal data 13.105

defamation 18.26–18.27

detrimental use 15.43

employers’ obligations 7.153, 11.115–11.120

enforceability post-death 8.02, 8.162–8.186

equity 4.41, 7.145–7.146

factual matrix 7.148

freedom of expression 7.149, 7.152–7.153, 7.155, 7.157–7.159

balancing exercise 7.152–7.153, 7.157–7.159

injunctions 18.37

justifications for breach of confidence and protection of trade secrets 3.01

necessary in a democratic society 7.153

freedom of information 13.115

further publication 7.147

gender data 11.119

harm 7.147, 7.157, 7.159

inaccessibility 7.147

injunctions 18.09, 18.25–18.27, 18.37, 18.58

insolvency 8.02, 8.159–8.160

interests in private information 8.149–8.158

intimate relationships 8.150–8.156

jurisdictional basis of action 4.08

justifications for breach of confidence and protection of trade secrets 3.01

knowledge or notice 7.01, 7.143–7.144, 7.148

licensing 8.187

marital or intimate relationships 8.150–8.156

medical information 8.157, 11.118

mental distress 18.27

multiple persons 8.148

obligation of confidence 11.116

old action and new actions, difference between 7.147–7.159

overlapping categories 6.02

ownership 8.02

parents 8.149

partly private and partly public information 14.38, 15.17, 20.08

pre-existing relationships 7.143, 7.148, 7.151–7.154

privacy 6.52–6.73, 7.147–7.159

proportionality 7.153

race data 11.119

reasonable expectation of privacy 7.143, 7.146–7.147, 7.155, 7.158, 8.149

reputation 18.26–18.27

requirement of confidentiality 5.02

sensitive personal information 13.46–13.47, 13.50, 13.54–13.60, 13.123–13.125

standing 8.02

super-injunctions 18.58

surreptitious acquisition or receipt 7.56, 7.63–7.69, 7.73, 7.102

third parties, innocent acquisition by 7.141

trade secrets 6.02, 6.23–6.34, 6.52, 7.146

traditional approach 7.147–7.159

TRIPs 22.09, 22.19

trust and confidence, mutual duty of 11.116, 11.120

unfair competition 22.19

voluntary assignment (inter vivos) 8.158

privilege see also legal professional privilege

Crown privilege 2.143, 9.163

ministers of religion 9.60–9.61

self-incrimination, privilege against 9.169–9.171

privity of contract 8.05

proceeds of crime 9.116

procurement see public procurement

professionals see also doctors and other health professionals; lawyers

accountants 9.121

bankers 9.43–9.59, 9.180, 9.184–9.185

competition 13.156–13.163

fiduciary relationships 9.122

obligation of confidence 9.121

regulation of professional misconduct 13.96

profits, accounts of see accounts of profits

proper law

applicable law 23.61–23.63, 23.75, 23.80–23.81

breach of confidence 23.80–23.81

characterization 23.81

contract 23.61–23.63

equity 23.80

lex loci delicti 23.81

restitution for unjust enrichment 23.80–23.81

property see also intellectual property; property as jurisdictional basis

assignment 8.58, 8.76–8.94, 8.158

enforceability post-death 8.118–8.119

exclusivity, lack of 8.03

information as property 8.03

injunctions 18.03

joint ventures 8.37

jurisdictional basis of action 4.09–4.11, 4.74–4.108

know-how 8.03

language 8.02, 8.03

ownership 8.03, 8.13, 8.22

peaceful enjoyment of possessions 4.90–4.100, 6.190

public circulation 8.03

requirement of confidentiality 5.02

restraint of trade and restrictive covenants 12.56–12.58, 12.87, 12.92, 12.149

shared information 8.03

trade secrets 8.03, 8.118

transfer of information 8.67, 8.72–8.75

property as jurisdictional basis

choses in action 4.80, 4.94, 4.98, 4.107

common law copyright in unpublished works 4.77–4.79

constructive trusts 4.85

contract 4.74, 4.80–4.82, 4.88, 4.101

conversion 4.83–4.84

damages 4.81–4.85

equity 4.74, 4.80–4.84, 4.86, 4.101–4.102

good faith 4.104, 4.106

in rem rights 4.86

injunctions 4.81–4.82

knowledge 4.86

metaphor, property as 4.74–4.76

obligation of confidence 4.86

ownership 4.76

peaceful enjoyment of possessions 4.90–4.100

post-employment restraints 4.76

remedies cases 4.81–4.85

restraint of persons not in a relationship of confidence 4.86–4.89

surreptitious acquisition 4.86, 4.89, 4.108

theft 4.88–4.89, 4.105–4.106

third party recipients 4.86, 4.102, 4.108

trade secrets 4.75, 4.88–4.89

transmissibility of information 4.80

trust and confidence 4.88

unconscionability 4.89, 4.104

proportionality

business secrets 13.88

capricious or disproportionate disclosures 16.46

data protection 11.124, 13.53, 13.111

exemplary damages 19.36, 19.40

injunctions 18.37, 18.44

misuse of private information/article 8 (ECHR) 6.98, 15.44

monitoring or surveillance of employees 11.124

private/personal information 7.153

public interest 16.47, 16.51, 16.62

restraint of trade and restrictive covenants, reasonableness of 12.39

proposed business arrangements 9.10–9.16

prototype 6.09

provocation 16.120

psychiatric injury, damages for 19.29

psychological contracts 10.05

public authorities

business secrets 13.86–13.89

contracts 13.131, 13.141–13.143

data protection 13.40–13.45, 13.104–13.111, 13.120–13.125

environmental information 13.144–13.146

freedom of information 13.112–13.143

historical development 2.156

misuse of private information/article 8 (ECHR) 2.156, 6.75, 6.83

state and its agencies, obligations arising from disclosure to 13.03, 13.06–13.09

public domain

abroad, publication 14.83

audience 5.26–5.30

celebrities 14.77–14.78, 14.88

consultants 9.06

context, conferred by 5.43

damages, adequacy of 18.20

data protection 13.65

different forms, disclosure in 5.37

doctors and other health professionals 9.68

duration of obligations 14.75–14.88

employees’ obligations during employment 11.03

enforceability post-death 8.172–8.173

freedom of information 13.113

harassment 14.79, 18.10

inaccessibility 5.14, 5.18–5.19

injunctions 14.81–14.84, 18.08–18.10, 18.20, 18.59

margins of public and private 14.80, 14.87–14.88

misuse of private information/article 8 (ECHR) 6.118–6.119, 6.125, 6.140, 14.84–14.88, 18.10

number of recipients 14.80

obscurity of publication 14.85–14.86

patents 5.48–5.50

photographs 14.77–14.78, 14.88

privacy 6.59, 14.75–14.88

private/personal information 1.09

release and waiver 14.60, 14.71

requirement of confidentiality 5.03–5.07

restraint of trade and restrictive covenants, reasonableness of 12.99, 12.102

springboard doctrine 14.17–14.53

springboard (time-limited) injunctions 18.71–18.75

state and its agencies, obligations arising from disclosure to 13.79

super-injunctions 18.59

trade secrets or their equivalent, definition of 12.180

zones of interaction 14.88

public figures see celebrities; photographs of celebrities

public interest 16.01–16.129 see also public interest defence to breach of confidence actions; public interest defence to misuse of private information/article 8 (ECHR)

Access to Documents Regulation 13.166

anonymized injunctions 18.68, 18.70

arbitration 9.182, 9.187–9.188

benefit to the public, revelations of potential 16.35–16.41

business secrets 13.89

celebrities 16.30–16.34, 16.42–16.43

collective ministerial responsibility 6.47

community interests 16.02, 16.17–16.43

criteria 6.46–6.51

data protection 13.51, 13.53–13.54, 13.58, 13.60–13.61, 13.126

detriment, prevention of 16.39

doctors and other health professionals 9.69–9.71, 9.86, 9.88, 9.91

employees’ obligations during employment 11.03, 11.96

environmental information 13.147

foreign relations 6.49

freedom of expression 18.40

freedom of information 13.116, 13.130, 13.137–13.138

garden leave 11.114

immunity 2.143, 9.163–9.168

iniquity or misdeeds, disclosure of 16.36–16.41

injunctions 18.02, 18.38, 18.40, 18.44

interesting to the public 16.95

legal professional privilege 9.107, 9.116

limited purpose test 7.23

mobility of employees 11.114

government information 6.42, 6.44–6.51

impeding government in proper exercise of powers and functions 6.49

just cause or excuse 16.08

misleading the public and setting the record straight 16.27–16.34, 16.42–16.43

national economic interest, promotion of 3.36

national security 6.49–6.51

obstruction of workings of constitutional machinery 6.48

official secrets 6.50–6.51, 13.67

police 13.31, 13.35–13.36

public policy 6.46

requirement of confidentiality 5.08

restraint of trade and restrictive covenants 12.09, 12.12, 12.36, 12.40, 12.43–12.44, 12.129–12.134

Revenue and Customs 13.93, 13.96

social agreements 3.34

state, breach of confidence by the 13.06, 13.19, 13.21, 13.31, 13.35–13.36

unclean hands 17.18

public interest defence to breach of confidence actions 16.01, 16.05–16.57

benefit to the public, revelations of potential 16.35–16.41

breach of statutory duty 16.48

capricious or disproportionate disclosures 16.46

celebrities 16.41–16.44

community interests 16.02, 16.17–16.26

contract 16.41–16.44

crime prevention 16.47

dangers to the public 16.22–16.42

fraud 16.52

freedom of expression 16.04

freedom of information 13.130, 16.46, 16.57

inaccessibility 16.56

iniquity, disclosure of 16.02

just cause or excuse 16.02, 16.05–16.17

kiss and tells 16.04

limited disclosure 16.51

limits 16.02

media, disclosure to the 16.53–16.55

misleading the public and setting the record straight 16.27–16.34, 16.42–16.43

misuse of private information/article 8 (ECHR) 16.03–16.04

proper interest, disclosure to person with 16.45–16.52

proportionality 16.46, 16.51

public, disclosure to the general 16.53–16.57

reasonable suspicion 16.02

regulatory bodies 16.48–16.49

scope 16.02

to whom disclosures must be made 16.45–16.57

public interest defence to misuse of private information/article 8 (ECHR) 16.58–16.129

balancing exercise with freedom of expression 16.59, 16.61–16.129

breach of confidence actions 16.03–16.04

celebrities 16.64–16.65, 16.69–16.81

children, photographs of 16.75–16.78

freedom of expression 16.04, 16.59, 16.61–16.129

journalistic latitude, scope of 16.114–16.129

kiss and tells 16.04

misleading the public and setting the record straight 16.84–16.92

new approach 16.60–16.65

photographs and freedom of expression 16.69–16.81

private, definition of 16.67

proportionality 16.62




public locations, taken in 16.71–16.79

publicity seekers 16.69

reasonable expectation of privacy 16.79

release and waiver 14.63, 14.73

role models versus matters of genuine public interest 16.93–16.113

setting the record straight 16.84–16.92

weight of privacy interest 16.66–16.83

zone of interaction 16.70–16.75

public interest disclosure see whistleblowing

public interest immunity 9.163–9.168

Cabinet 9.167

civil proceedings 9.163, 9.168

class claims 9.165

contents claims 9.165

criminal proceedings 9.163, 9.168

Crown privilege 9.163

disclosure in litigation 9.163–9.168

government information 2.143

litigation 9.163–9.168

ministers, memoirs of 9.167

national security 9.166–9.167

types of potentially immune documents 9.166–9.168

public international law, breach of confidence in 22.01–22.227

public participation 13.144

public policy

bankers 9.45, 9.54

employment as a special category 10.01

post-employment obligations 12.08

public interest 6.46

restraint of trade and restrictive covenants 10.01, 12.76

without prejudice communications 9.145

public procurement

competition 13.100

contracting authorities 13.97–13.99

corporate privacy 6.184–6.188

Crown proceedings 13.98

definition 13.97

designated information 13.99–13.100

economic operators 13.97

environmental information 13.101

EU law 13.98–13.99, 13.141–13.143

freedom of information 13.101, 13.141–13.143

illegality 13.97

injunctions 13.98

legitimate commercial interests 13.100

Office for Government Commerce 13.97, 13.141–13.143

Official Journal 13.99

state and its agencies, obligations arising from disclosure to 13.08, 13.97–13.101

trade secrets 13.97

publication of judgments 21.03–21.05

publicity seekers

celebrities 6.57–6.60, 14.03, 14.60–14.74, 16.69, 16.85

misleading the public and setting the record straight 16.85

misuse of private information/article 8 (ECHR) 14.03

privacy 6.57–6.60

public interest 16.69

release 14.60–14.74

waiver 14.03, 14.60–14.74

purpose of disclosure

breach of confidence 13.29–13.34, 13.37, 15.06

disclosure in litigation 9.152, 9.154

state, breach of confidence by the 13.29–13.34, 13.37

quality of confidence

copyright 2.48

freedom of information 13.114, 13.133

intention to publish 5.38

privacy 6.158

reverse engineering 15.27

state and its agencies, obligations arising from disclosure to 13.06, 13.78

quia timet injunctions 18.06, 18.12, 19.20

race or ethnicity 11.119, 13.54

Radcliffe Committee 2.147

radius clauses or area covenants

activity or non-competition clauses 12.02, 12.115–12.117, 12.123

confidentiality clauses 12.100, 12.103–12.104, 12.106

customer connections 12.88–12.90

non-compete clauses 12.127

non-solicitation clauses 12.114, 12.127–12.128

non-use clauses 12.101

reasonableness

activity or non-competition clauses 12.115–12.117, 12.123

confidentiality clauses 12.100, 12.103–12.104, 12.106

non-compete clauses 12.127

non-solicitation clauses 12.114, 12.127–12.128

non-use clauses 12.101

specificity of confidential information 12.86

worldwide restrictions 12.81, 12.123

Rawls, J 3.33, 3.35

reasonable expectation of privacy

business secrets 6.191

children 6.112, 6.120, 6.138, 8.149, 15.51 16.76–16.77

freedom of expression 6.91–6.92, 6.95–6.96, 6.102, 6.127

identity 6.133–6.134

knowledge or notice 7.41, 7.43, 7.45

misleading the public and setting the record straight 16.86

misuse of private information/article 8 (ECHR) 6.95–6.105, 6.121, 7.43, 7.45

photographs 6.90–6.100, 6.112–6.114, 6.118, 6.120, 6.137, 15.51

private opinions 6.140

private/personal information 7.143, 7.146–7.147, 7.155, 7.158, 8.149

public interest 16.79

sexual conduct 6.127–6.128

state, breach of confidence by the 13.28

surreptitious acquisition or receipt 7.100

trade secrets 7.146

traditional approach 7.155

reasonable recipient test 7.39

reasonableness see restraint of trade and restrictive covenants, reasonableness of

recipes 6.13

recipients see third party recipients

recognition approach 5.12

redaction 13.109–13.110, 18.69

regulation

business, of 13.86–13.89

doctors and other health professionals 9.82–9.83

professional misconduct 13.96

regulatory bodies 16.48–16.49

TRIPs 22.16

related actions 23.40

relationships of confidence

freedom of expression 6.105

jurisdictional basis of action 4.03, 4.06, 4.08

misuse of private information/article 8 (ECHR) 6.99–6.104

privacy 6.65, 6.67, 6.72

private/personal information 7.143, 7.148, 7.151–7.154

surreptitious acquisition or receipt 7.54

relative confidentiality 3.08, 9.158, 18.73–18.74, 22.12

release and waiver in relation to misuse of private information 14.58–14.74

celebrities 14.03, 14.60–14.74

consent 14.02, 14.05–14.16, 14.68–14.71

duration of obligations 14.01–14.93

European Court of Human Rights 14.59

false image, correcting a 14.62–14.66, 14.69, 14.71–14.74

injunctions 14.65–14.66, 14.72

marital secrets 14.65

public domain 14.60, 14.71

public interest 14.63, 14.73

publicity seekers 14.03, 14.60–14.74

semi-private zone of interaction 14.60

sexual life 14.68–14.69

religion

data protection 13.54, 13.55–13.56

injunctions 18.35

ministers of religion 9.60–9.61

scientology 16.22, 16.24

thought, conscience and religion, freedom of 9.61

remedies 17.01–17.31 see also accounts of profits; damages; injunctions

Anti-Counterfeiting Trade Agreement 22.18

breach of confidence 13.39, 17.06–17.14

common law 17.06–17.14

constructive trusts 20.18–20.20

continued misuse 11.52, 13.39

delivery up 17.02, 18.41, 21.02–21.02

Enforcement Directive 17.04–17.05

equity 17.06–17.31

fusion debate 17.06–17.14

international and regional obligations 17.02–17.06

Judicature Acts 17.06–17.14

jurisdiction 17.01, 17.07

maxims of equity 17.15–17.31

practical justice 17.09, 17.13

relationship between remedies 17.07–17.15

specific performance 2.72–2.74, 2.80–2.81, 8.48, 19.10

state, breach of confidence by the 13.39

trade secrets 17.02, 17.05

TRIPs 17.02–17.03, 17.05, 22.17

World Trade Organization 17.02–17.03

remoteness 19.05, 19.22–19.23

repayment of benefits made without knowledge of breach of contract 11.80–11.82

reply, right to 16.128

reporting restrictions 9.176–9.177

reprinting of printed works 2.39, 2.46

repudiation

acceptance 10.10–10.13

automatic determination, doctrine of 10.11–10.14

garden leave 11.104

post-employment and employment, distinction between 10.10–10.14

restraint of trade and restrictive covenants 12.148–12.149

reputation

damages 18.26–18.27, 19.30, 19.45

data protection 19.45

defamation 5.69–5.72, 18.43

false information 5.69–5.72

injunctions 18.26–18.27, 18.43

misuse of private information/article 8 (ECHR) 5.69–5.72

private/personal information 18.26–18.27

trade secrets 6.32–6.34, 12.182

requirement of confidentiality 5.01–5.09

accounts of profits 5.05

contract 5.02–5.07

employees 5.04–5.05, 5.08

equity 5.02, 5.06

express terms 5.03–5.04

freedom of expression 5.06

implied terms 5.02

injunctions 5.04, 5.06–5.08

misuse of private information/article 8 (ECHR) 5.02

personal or private information 5.02

property 5.02

public domain 5.03–5.08

public interest 5.08

restraint of trade and restrictive covenants 5.07–5.08

research

academics 11.28

approval of Secretary of State 9.101

civil penalties 9.101

consent 9.85, 9.98

costs 1.14

medical research 9.85, 9.98–9.101, 16.26

trade secrets 1.14, 12.183

residence 23.53, 23.55, 23.60, 23.72

restitution

Brussels I Regulation 23.12

copy documents, duty not to 11.37

equitable compensation 19.23

jurisdiction, traditional rules of 23.26–23.27, 23.31–23.32

proper law 23.80–23.81

unjust enrichment 23.12, 23.31–23.33, 23.80–23.81

restraint of trade and restrictive covenants 12.36–12.56 see also compete, employee’s duty not to; confidentiality clauses; radius clauses or area covenants; restraint of trade and restrictive covenants, reasonableness of; solicitation and non-solicitation clauses

accounts of profits 12.30

activity or non-competition clauses 12.02, 12.07, 12.78, 12.86, 12.115–12.123, 12.127

ambiguity 12.19

assignment 8.48, 8.95, 12.22

background legal norms, restraints beyond 12.23–12.32

commission, non-payment of 12.22

common law 10.01

context 12.17, 12.18

contract 2.81, 2.112

Crown servants 12.24–12.32

cumulation of covenants 12.127–12.128

during employment, obligations 11.88–11.114

enforcement 12.09, 12.147

equity 12.149

exclusive licences 8.137

express obligations 4.17, 12.73

family and private life, disclosures concerning 12.32

fiduciary duties 11.89

freedom of expression 12.34–12.35

garden leave 10.09, 10.15, 11.103–11.114

General Billposting, principle in 12.148–12.149

general restraints 2.114

historical development 2.113–2.115

implied obligations/terms 4.24–4.29, 12.68, 12.72–12.85

impression, question of 12.95

inequality of bargaining power 12.10, 12.15

injunctions 18.36

intention 12.16

interpretation 12.12–12.19

journalists 12.34–12.35

leaving, preparations for 11.64–11.70

lifelong duty of confidence 12.24–12.32

medical profession 12.134

natural and ordinary meaning 12.16

non-dealing clauses 11.54–11.57, 12.02, 12.107–12.114, 12.128

non-disclosure clauses 12.201–12.206

non-solicitation clauses 11.54–11.57, 12.107–12.114

non-use clauses 12.97–12.101

official secrets 12.28, 12.32

oppression 11.88

overlapping covenants 12.127–12.128

part-time workers 11.59, 11.88

plain meaning 12.15

positive incentives to remain in employment 12.22

post-employment restraints 2.114, 10.06, 12.01, 12.05, 12.07–12.149, 12.203

proprietary interests 12.149

public interest 12.09, 12.12, 12.130–12.134

repudiation 12.148–12.149

requirement of confidentiality 5.07–5.08

restraint, determining existence of a 12.12, 12.20–12.35

rewriting contracts 12.15

role of confidence 1.21

second jobs/moonlighting 11.60–11.63

severance 12.135, 12.138

skill and knowledge 12.60, 12.65, 12.75, 12.82–12.84

spare time work 11.59

specificity of information 12.86, 12.103–12.106

stage names, requirement not to use 12.22

substance of provisions 12.21–12.22

trade, meaning of 12.33–12.35

trade secrets 2.113–2.114, 6.06, 12.56, 12.10, 12.60–12.61, 12.65, 12.68–12.85

training costs, repayment of 12.22

restraint of trade and restrictive covenants, reasonableness of 12.36–12.134

activity or non-competition clauses 12.115–12.123

assessment 12.51–12.53

burden of proof 12.51, 12.129

confidential information falling short of a trade secret 12.69, 12.74

confidentiality clauses 12.97–12.107, 12.119

consideration, adequacy of employee’s 12.46–12.50

cumulation of covenants 12.127–12.128

customer connections 12.59–12.61, 12.64, 12.79, 12.87–12.92

activity or non-competition clauses 12.115–12.118

legitimate interests 12.59–12.61, 12.64, 12.90–12.92

non-solicitation and non-dealing clauses 12.107–12.114

trade secrets 12.59–12.61, 12.64, 12.79

date for assessment 12.52

duration of restraint 12.61, 12.72, 12.81–12.82, 12.95

activity or non-competition clauses 12.118, 12.122–12.123

confidentiality clauses 12.100, 12.103–12.105

non-dealing clauses 12.111–12.113

non-solicitation clauses 12.108, 12.110–12.113

non-use clauses 12.101

official secrets 12.100

enforcement 12.68, 12.119, 12.121, 12.129, 12.146–12.149

entitlement provisions 12.124–12.126

express obligations 12.68, 12.72–12.76

factual matrix 12.53

fairness 12.41

garden leave 11.113, 12.49, 12.118

general principles 12.36–12.54

general restraints 2.114

goodwill 12.87–12.92, 12.107–12.118

impact on employees 12.40–12.45, 12.95

implied obligations 12.68, 12.72–12.85

impression, reasonableness as question of 12.94–12.95

injunctions 12.86

interests of both parties or those of covenantee 12.37–12.39, 12.55–12.56, 12.95

interpretation 12.15–12.17

inventions created after employment has ended 12.124–12.126

knowledge

objective 12.63–12.64

public domain 12.99, 12.102

skill and knowledge 12.50, 12.63–12.68, 12.72, 12.75

subjective 12.63–12.64

legitimate interests 12.12, 12.46, 12.52, 12.54–12.93, 12.116

medical profession 12.134

mental and manual skills, distinction between 12.63–12.64

minimum protection necessary 12.37–12.38, 12.43, 12.107

non-compete clauses 12.78, 12.86, 12.127

non-dealing clauses 12.107–12.114, 12.118, 12.128

non-solicitation clauses 12.107–12.118, 12.127–12.128

activity or non-competition clauses 12.116, 12.118

clients, definition of 12.108

duration 12.108, 12.110–12.113

non-dealing clauses 12.128

radius clauses or area covenants 12.114, 12.127–12.128

non-use clauses 12.97–12.101

official secrets 12.100

oppression 12.41–12.43, 12.47, 12.50

overlapping covenants 12.127–12.128

patents 12.124–12.125

post-employment obligations 10.06, 12.124–12.126

proportionality 12.39

proprietary interests 12.56–12.58, 12.87, 12.92

public domain 12.99, 12.102

public interest 12.09, 12.12, 12.36, 12.40, 12.43–12.44, 12.129–12.134

public policy 10.01, 12.76

radius clauses or area covenants 12.72, 12.81, 12.86, 12.88–12.90, 12.95

activity or non-competition clauses 12.115–12.117, 12.123

confidentiality clauses 12.100, 12.103–12.104, 12.106

non-compete clauses 12.127

non-solicitation clauses 12.114, 12.127–12.128

non-use clauses 12.101

remuneration 12.47–12.50

severance 12.12, 12.135–12.145

skill and knowledge 12.50, 12.63–12.68, 12.72, 12.75, 12.82–12.84, 12.115

solicitation 12.93, 12.107–12.118, 12.127–12.128

specificity of confidential information 12.86, 12.103–12.106

stable workforce, legitimate interest in a 12.59, 12.93

substance of provision 12.21

suppliers, connections with 12.87–12.92

trade secrets 12.56–12.85

activity or non-competition clauses 12.119, 12.122

confidential information, comparison with 12.66–12.85

customer connections 12.59–12.61, 12.64, 12.79

definition 12.66, 12.79–12.83

express terms 12.68, 12.72–12.76

implied obligations 12.68, 12.72–12.85

legitimate interests 12.56–12.85

mental and manual skills, distinction between 12.63–12.64

skill and knowledge 12.63–12.68, 12.72, 12.75, 12.82–12.84

usualness 12.54

worldwide restrictions 12.123

restrictive covenants see restraint of trade and restrictive covenants

Revenue and Customs 13.82, 13.90–13.96

civil proceedings 13.93

Commissioners for Revenue and Customs 13.91–13.92, 13.96

criminal offences 13.92, 13.94–13.96

data protection 13.140

declarations of confidentiality 13.91–13.92

freedom of information 13.139–13.140

investigatory authorities, disclosure to 13.94

national security 13.94, 13.96

permitted disclosures (information gateways) 13.90, 13.94

professional misconduct, regulation of 13.96

public interest 13.93, 13.96

public safety and public health 13.96

sentencing 13.92–13.93

state and its agencies, obligations arising from disclosure to 13.82, 13.90–13.96

reverse engineering

black box agreements 9.42

breach of confidence 15.24–15.30

decryption 5.33–5.34, 15.25–15.27

extent of publication permitted 5.32–5.34

marketing 5.32

patents 15.30

quality of confidence 15.27

reasons to permit reverse engineering 15.30

software 5.32–5.33

special labours 5.32

springboard doctrine 14.33, 14.38

springboard (time-limited) injunctions 18.72–18.74

trade secrets or their equivalent, definition of 12.180

TRIPs 22.12

Ricketson, S 3.22, 4.84, 8.139

right to know 13.113, 13.164

role models versus matters of genuine public interest 16.93–16.113

celebrities 16.95–16.110, 16.113

definition of role model 16.93

freedom of expression 16.93, 16.95, 16.103, 16.112

interesting to the public 16.95

kiss and tells 16.110

trivial information 16.111

voluntary role models 16.103

roles of confidence 1.07–1.23

basis of cause of action, as 1.07

disclosure in legal proceedings 1.20

freedom of information 1.19

governmental secrecy 1.17

intellectual property rights 1.22–1.23

private life 1.16

restraint of trade and restrictive covenants 1.21

trade secrets, economic importance of 1.07–1.15

sale of business 8.47–8.55

sale of goods 23.15, 23.24, 23.53

same causes of action and same parties 23.39

samples 9.77, 9.98

Samuelson, P 4.107, 8.03, 8.86

Sandeen, S 8.03, 8.104, 22.12

Scheppele, KL 3.08, 3.33–3.35, 6.191

scope of action 1.01

search and seizure see also search orders (Anton Piller) orders

corporate privacy 6.180–6.183

police 13.17–13.20, 13.31

state, breach of confidence by the 13.17–13.20, 13.31

warrants 6.180–6.183

search orders (Anton Piller) orders

conditions 18.80

corporate privacy 6.180–6.181

Germany 6.180–6.181

injunctions 18.80

seizure 18.80

without notice 18.80

second jobs/moonlighting 11.60–11.63

secret profits 11.12

self-incrimination, privilege against 9.169–9.171

administrative proceedings 9.171

civil proceedings 9.169

common law 9.169

contempt of court 9.171

criminal proceedings 9.169, 9.171

defamation 9.169

exceptions 9.170

perjury 9.172

spouses or civil partners 9.169

trade secrets 9.170

service

jurisdiction, traditional rules of 23.26, 23.28–23.30

lis pendens 23.38

outside the jurisdiction 23.26, 23.28–23.30

super-injunctions 18.66

services, provision of 23.24, 23.53

setting the record straight see misleading the public and setting the record straight

settlements 9.144–9.145

severance

blue-pencil severance 12.140–12.141

conditions 12.135–12.137

deletion and rewriting, distinction between 12.141

enforcement 12.135, 12.142–12.143

intention 12.139

interpretation 12.136, 12.139

linguistic severability, requirement of 12.135, 12.140–12.141, 12.145

non-solicitation clauses 12.144

notional severance, doctrine of 12.141

remaining consideration, requirement of 12.135, 12.142

restraint of trade and restrictive covenants 12.12, 12.135–12.145

rewriting 12.141

substantial identity, requirement of 12.135, 12.143–12.145

triviality 12.143–12.144

sexual life

data protection 13.54, 13.55

freedom of expression 6.128

immoral information 5.61

misuse of private information/article 8 (ECHR) 6.123–6.131, 6.136

privacy 6.61–6.64, 6.67, 6.72

reasonable expectation of privacy 6.127–6.128

release and waiver 14.68–14.69

substance of information 5.60–5.61

shared interests

assignment 8.98

doctors and other health professionals 9.67–9.70

joint ventures 8.29, 8.37

marital/civil partner or intimate relationships 8.150, 9.123

medical institutions 8.157

ownership 8.13–8.17

similarities or confidences 15.02

skill and knowledge

activity or non-competition clauses, reasonableness of 12.115

employees’ obligations during employment 11.23

inaccessibility 5.15–5.19

limited purpose test 7.24–7.25

mental and manual skills, distinction between 12.63–12.64

patents 5.47, 5.50

post-employment implied obligations 12.202–12.203

restraint of trade and restrictive covenants 12.50, 12.63–12.68, 12.72, 12.75

substance of information 5.47

trade secrets or their equivalent, definition of 12.186–12.194, 12.197

social agreements 3.04, 3.33–3.35

software 5.32–5.33, 9.39–9.42

solicitation and non-solicitation clauses 11.54–11.58

activity or non-competition clauses 12.116, 12.118

clients, definition of 12.108

compete, employee’s duty not to 11.58, 11.65

confidentiality clauses 11.21

copy documents, duty not to 11.54–11.57

customer connections 12.107–12.114

definition 12.02

duration 12.108, 12.110–12.113

ethical standards 3.28

fidelity and good faith, duty of 11.65

garden leave 11.105

inducement of breach of contract, tort of 2.120–2.122

injunctions 11.65

non-dealing clauses 12.128

patents 2.31

post-employment obligations 12.02, 12.150

radius clauses or area covenants 12.114, 12.127–12.128

restraint of trade and restrictive covenants 12.21, 12.93, 12.107–12.114, 12.127–12.128

severance 12.144

solicitors 9.102

spare time 11.59, 11.74

specific performance 2.72–2.74, 2.80–2.81, 8.48, 19.10

Spence, M 3.23–3.24

spillover effects 3.01, 12.178

spouses and partners see marital/civil partner or intimate relationships

springboard doctrine 14.02, 14.17–14.53 see also springboard (time-limited) injunctions

designs 14.18

duration of obligations 14.02, 14.17–14.53

foreign jurisdictions 14.51–14.53

inaccessibility 14.30, 14.38

injunctions 14.40–14.41, 14.47, 14.49

limitations 14.36–14.37, 14.44

obligations of confidence 14.17

partly public and partly private information 14.38

patents 14.22–14.25

prior publication 14.18–14.53

process of mind 14.30, 14.32–14.33

public domain 14.17–14.53

reverse engineering 14.33, 14.38

unfair competition 14.51–14.53

springboard (time-limited) injunctions 18.71–18.79

breach of confidence 18.71, 18.77

continued use of information 18.73–18.74

customer lists 18.75–18.76

definition 18.71

duration 18.74

past misuse, prevention of benefiting from 18.73, 18.75–18.79

public domain 18.71–18.75

relative secrecy 18.73–18.74

reverse engineering 18.72–18.74

special labours, bypassing 18.71

TRIPs 22.12

stable workforce, legitimate interest in a 12.59, 12.93

standing

assignment 8.51

children 8.169–8.173

consent to release from confidentiality obligations 14.08

contract 8.05, 8.07, 8.09

doctors and other health professionals 9.66–9.70

enforceability post-death 8.169–8.173

equity 8.05, 8.07

exclusive licences 8.133–8.138

families 8.169–8.173

general principles 8.04–8.12

injunctions 8.06

knowledge or notice 8.08

medical institutions 8.157, 9.66–9.70

misuse of private information/article 8 (ECHR) 8.169–8.173

multiple persons 8.10, 8.12

obligation of confidence 8.06–8.07

private/personal information 8.02

privity of contract 8.05

sufficient interest 8.133–8.138

third party recipients 8.07, 8.10

transfer of information 8.69

state and its agencies, obligations arising from disclosure to 13.01–13.102

breach of confidence by the state 13.06–13.39

breach of statutory duty 13.05

business secrets 13.05, 13.86–13.89

census data 13.76

central government contracts 13.03

criminal proceedings 13.05, 13.77, 13.80–13.84

customs 13.80, 13.82, 13.90–13.96

data protection 13.03, 13.05, 13.40–13.66, 13.76–13.77, 13.84

deterrence 13.77

entry and inspection, powers of 13.01, 13.78

environmental information 13.84

European authorities, disclosure to 13.04, 13.150–13.171

films, tax relief on 13.83

freedom of information 13.02–13.03, 13.84

inspectors, limits on prohibition on disclosure by 13.102

national security 13.81

obligation of confidence 13.05

official secrets 13.67–13.75

outsourcing 13.04

permitted disclosures (information gateways) 13.76, 13.80, 13.83

public authorities, transfer between 13.03

public domain 13.79

public procurement 13.97–13.101

quality of confidence 13.78

reduction of statutory prohibitions and repeals 13.102

Revenue and Customs 13.82, 13.90–13.96

security and intelligence services 13.82

Serious Fraud Office 13.81

statutory restrictions 13.05, 13.67–13.102

tax relief on films 13.83

trade secrets 13.78–13.79

transparency 13.03

voluntary provision 13.01

whistleblowing 13.03

state, breach of confidence by the 13.06–13.39

codes of conduct 13.12

compulsorily acquired information 13.16–13.24

crime 13.11, 13.16–13.22, 13.31–13.33

declarations 13.39

duties and powers of disclosure 13.37–13.39

environmental information 13.38

existence of an obligation 13.07–13.29

form of information 13.20

Franks Committee 13.14

freedom of information 13.15, 13.38

harm 13.12

implied obligations 13.12–13.13

injunctions 13.39

insolvency 13.32–13.33

interviews, transcripts of police 13.22, 13.35–13.36

limited purpose test 13.13–13.15

liquidators 13.11, 13.16

misuse of private information/article 8 (ECHR) 13.28

obligations of confidence 13.06–13.34

peaceful enjoyment of possessions 13.38

police 13.11, 13.16–13.22, 13.31

interviews, transcripts of 13.22

photographs, use of 13.21

public interest 13.31, 13.35–13.36

search and seizure 13.17–13.20, 13.31

public authorities 13.06–13.39

public interest 13.06, 13.19, 13.21, 13.31, 13.35–13.36

public procurement 13.08

purpose of obligation 13.29–13.34, 13.37

quality of confidence 13.06

reasonable expectation of privacy 13.28

remedies 13.39

scope of obligation 13.29–13.34

search and seizure 13.17–13.20, 13.31

Serious Fraud Office 13.10, 13.37

statutory conditions, disclosures necessary to meet 13.25–13.27, 13.37

statutory interpretation 13.38

telephone tapping 13.16

undertakings to keep information confidential 13.11

vires, issue of 13.08–13.10

voluntary disclosure 13.08–13.15, 13.30–13.31

state’s obligation to disclose information 13.103–13.149

data protection 13.104–13.111, 13.120–13.126

environmental information 13.144–13.149

freedom of information 13.112–13.149, 13.172

statistical information 9.81

Statute of Anne 1710

copyright 2.39, 2.41, 2.43, 2.46

unpublished works 2.95, 2.98

stay of proceedings 23.34, 23.41, 23.43, 23.45–23.46

Stevenson, R 3.25

Stone, K 10.05–10.06

strict liability 2.105, 15.39–15.41

Stuckey, J 8.48

subconscious misuse of information 15.33–15.41

sub-contractors 9.04–9.09

commissioned work 9.07–9.09

consultants 9.07–9.09

contract 9.04, 9.07

created by sub-contractors, information 9.07–9.09

designs 9.04

injunctions 9.05–9.06

know-how 9.04

manufacturers 9.04

obligation of confidence 9.04

subject matter of patents 5.31

substance of information 5.45–5.72

artistic ideas 5.53, 5.56

commercial value 5.51–5.54

copyright 5.45–5.46

false information 5.62–5.72

immoral information 5.61

inaccessibility 5.45, 5.50

literary ideas 5.53, 5.56

novelty 5.45–5.50, 5.55

originality 5.45–5.50, 5.55

patents 5.45–5.50

sexual conduct 5.60–5.61

simplicity 5.55–5.56

skill and labour 5.47

trivial tittle-tattle 5.57–5.60

suggestions and ideas 11.125–11.126

suicide

CCTV 6.106, 6.137, 7.98

risk of suicide 9.94

super-injunctions 18.57–18.66

anonymity 18.60–18.62

balancing exercise 18.65–18.66

celebrities 18.58–18.59, 18.62–18.64

common law 18.65

contempt of court 18.61

definition 18.57

existence of order, publicizing the 18.57–18.60

fair hearing, right to a 18.65

form of order 18.62

informing others of existence of order 18.57–18.60

interim injunctions 18.57

Internet 18.59

jigsaw identification 18.59

legal basis 18.61

misuse of private information/article 8 (ECHR) 18.58–18.59

open justice 18.65

privacy 1.16

private/personal information 18.58

public domain 18.59

service, time of 18.66

Spycatcher Principle 18.63–18.64, 18.66

third parties, circulation to 18.63–18.64

tipping off 18.57

suppliers, connections with 12.87–12.92

surreptitious acquisition or receipt 7.01, 7.52–7.102

active communication 7.54

actual knowledge 7.59

airspace, trespass into 7.65

Australia

secret filming 6.32, 6.141–6.142, 7.61

trade secrets 7.57

CCTV 7.98

celebrities, photographs of 7.74–7.102

children, photographs of 7.95–7.96, 7.99

commercial value 7.71

constructive knowledge 7.59

copy documents, duty not to 4.50, 11.48

distress, causing 7.97

embarrassing information, disclosure of 7.98

equity 7.64

examples, list of 7.53

filming 6.173–6.178

further publication 7.101

harassment 7.65, 7.97, 7.100

image rights 7.99

industrial espionage 7.73

jurisdictional basis of action 4.04, 4.07–4.08

knowledge or notice 7.01, 7.52, 7.55, 7.59–7.64, 7.68–7.72, 7.97

Law Commission 7.54–7.55

memorization 12.192

misuse of private information/article 8 (ECHR) 7.55, 7.69, 7.73–7.102

nuisance 7.65

obligation of confidence 7.01, 7.52–7.102

obviously confidential nature of information 7.62

photographs 7.65–7.69

children 7.95–7.96, 7.99

distress, causing 7.97

harassment 7.65, 7.97, 7.100

image rights 7.99

public interest 7.67

public locations 7.95–7.97, 7.101

trespass into airspace in order to take 7.65

post-employment restraints 7.71

pre-existing relationships of confidence 7.54

privacy 6.33, 6.141–6.142, 6.161–6.164

private/personal information 7.56, 7.63–7.69, 7.73, 7.102

property as jurisdictional basis 4.86, 4.89, 4.108

public interest 7.67

public locations, taking photographs in 7.95–7.97, 7.101

reasonable expectation of privacy 7.100

secret filming 7.73

spies 7.54, 7.73

suicide, CCTV of attempted 6.106, 6.137, 7.98

telephone tapping 7.63–7.64

theft 7.57, 7.71–7.72

third party recipients 7.103

tort 7.53

trade secrets 7.56, 7.57–7.62, 7.70–7.72, 12.192, 12.200

trespass 7.57, 7.59, 7.62, 7.65, 7.71

unconscionability 7.57

surveillance and interception of communications see also telephone tapping

corporate privacy 6.183

misuse of private information/article 8 (ECHR) 6.140, 22.23, 22.25

monitoring or surveillance of employees 11.119, 11.121–11.124

official secrets 13.73

privacy 1.16, 6.64–6.67, 6.72

Resolution 428 (1970) 22.25

Resolution 509 (1968) 22.23

warrants 13.73

tax see also Revenue and Customs

assignment 8.78–8.80

films, tax relief on 13.83

technical secrets 6.08, 6.09–6.13

accounts of profit 20.10

business secrets 6.14

chemical formulae 6.09

craft secrets 6.13

databases 6.09

definition 6.09

detrimental use 15.43

drawings 6.09

inventions 6.09

know-how 6.10–6.12

manufacturing process 6.09

prototypes 6.09

recipes 6.13

trade secrets 6.08, 6.09–6.13, 6.14

technological spillovers 12.07, 12.178

technology transfer 9.17–9.29, 9.32–9.33, 9.35

telephone tapping

accidental acquisition or receipt 7.47–7.48

enforceability post-death 8.163

lawful 6.64, 6.66

misuse of private information/article 8 (ECHR) 6.140, 8.163

monitoring or surveillance of employees 11.121

newspapers 1.16

police 16.08, 16.11

privacy 1.16, 6.64–6.67, 6.72

state, breach of confidence by the 13.16

surreptitious acquisition or receipt 7.63–7.64

unlawful 6.66

terrorists 9.78, 18.67

theft 4.88–4.89, 4.105–4.106, 7.57, 7.71–7.72

third parties see also third party recipients

administration of justice, interference with 18.45–18.47

bankers 9.47

copyright 2.56–2.57

data protection 13.51, 13.54, 13.57, 13.109–13.110

freedom of information 13.131

historical development 2.02

injunctions 18.45–18.47

official secrets 2.153–2.155, 13.74–13.75

public authorities, contracts with 13.131, 13.141–13.143

super-injunctions 18.63–18.64

trade secrets or their equivalent, definition of 12.180

third party recipients 7.01, 7.103–7.142

accessory liability for breach of trust 7.106–7.110

accidental acquisition or receipt 7.51, 7.103

actual knowledge 7.105, 7.111, 7.118

assignment 8.96–8.97

blind eye knowledge 7.116–7.118

bona fide purchasers for value without notice 7.120, 7.122–7.142

change of position 7.136, 7.139

companies, imputation of knowledge to 7.113

compensation 7.140–7.142

conduct of parties 7.141

constructive knowledge 7.104, 7.110, 7.114–7.115, 7.118

contract 7.104, 7.109

date when informed 7.119

detriment 7.137

disclosure in litigation 9.154, 9.158

dishonesty 7.106–7.111, 7.118

employment 7.113, 7.121, 7.125–7.127, 7.131

equity 4.36, 4.44–4.46, 4.72–4.73, 7.104, 7.109, 7.111, 7.118

exclusive licences 8.132

fiduciaries 7.106, 9.127–9.129

fraud 7.109

government information 6.42

inducement of breach of contract, tort of 2.120–2.122

injunctions 7.121, 7.123, 7.128, 7.139–7.141

innocent acquisition 7.119–7.142

jurisdictional basis of action 4.04–4.07

knowing assistance 7.106–7.110

knowledge or notice 6.67–6.69, 7.01, 7.104–7.118, 7.133–7.137, 7.140–7.142

nature of information 7.141

notice of breach 7.119, 7.121, 7.123–7.124, 7.140–7.142

obligation of confidence 7.01, 7.103–7.142

post-employment restraints 7.131

privacy 6.54, 6.67–6.69

private/personal information 7.141

property as jurisdictional basis 4.86, 4.102, 4.109

relief, factors court will take into account when determining 7.135–7.141

standing 8.07, 8.10

surreptitious acquisition 7.103

tort 4.36

trade secrets 2.90, 7.109, 7.131, 7.141

thought, conscience and religion, freedom of 9.61

threats

business threats, disclosure of 11.86

community interests 16.23–16.24

employees’ obligations during employment 11.86

past threats 16.24

violence 16.24, 18.70

time-limited injunctions see springboard (time-limited) injunctions

tipping off 18.57

tort/non-contractual matters

applicable law 23.49, 23.64–23.75

Brussels I Regulation 23.09, 23.11–23.14, 23.18–23.21, 23.83

concurrent claims in contract and tort 23.14

conspiracy 4.116

contract 4.116

conversion 4.109, 4.116

damages 4.109

equity 4.45, 4.113

freedom of expression and privacy 4.111–4.112

historical development 2.111–2.112, 2.129–2.140

interference with contractual relations 4.116

jurisdiction, traditional rules of 23.26, 23.27–23.32

jurisdictional basis of action 4.09–4.11, 4.36, 4.109–4.117

Law Commission 4.114

lex loci delicti 23.36, 23.76, 23.79, 23.81

misuse of private information/article 8 (ECHR) 4.110, 4.114–4.116

negligence 15.41

non-contractual confidence, rise of 2.129–2.140

surreptitious acquisition or receipt 7.53

third party recipients 4.6

trespass 4.116

Toulson, R and Phipps, C 8.174

trade connections see goodwill

trade marks

assignment 8.63, 8.90, 8.94

attorneys 9.102, 9.108

joint ventures 8.35

licensing 8.120, 9.18

trade secrets 8.120

trade secrets 6.02–6.34 see also justifications for breach of confidence and protection of trade secrets; trade secrets or their equivalent, definition of

activity or non-competition clauses, reasonableness of 12.119, 12.122

adverse publicity 6.32–6.34

advice, provision of specialist 6.22

Anti-Counterfeiting Trade Agreement 22.01

applicable law 23.66, 23.71

arbitration 9.186

assignment 8.41, 8.53, 8.80–8.83, 8.87–8.93

breach of confidence 22.01

business secrets 6.06, 6.14–6.22

competition 13.157

copy documents, duty not to 11.37–11.43, 11.51

copyright 8.120

corporate entities, privacy and 6.32–6.34

course of employment 12.151

Court of Chancery 2.01

customer connections 12.59–12.61, 12.64, 12.79

damages 1.14, 8.120

data protection 13.174

designs 8.120

duration 14.93

economic importance 1.07–1.15

economic value 1.07–1.15, 6.05, 6.30–6.31

employees 6.06

enforcement 8.109–8.119, 12.119

EU law 14.93

expansion of notion of trade secrets 6.22–6.31

fiduciaries 9.127–9.129

freedom of information 13.115–13.116, 13.130–13.137, 13.173–13.175

goodwill 8.99–8.100

government information 6.03

historical development 2.01, 2.10

implied obligations of confidence 6.06, 12.150–12.152, 12.165–12.201, 12.204–12.206

incentive justification 6.27

inheritance 2.82–2.86

injunctions 8.99–8.104, 18.11, 18.21–18.22

insolvency 8.99–8.104

intellectual property 8.120, 8.140, 8.142–8.144, 13.170–13.171

know-how 8.120–8.123, 8.142

lead times 1.10–1.12

licensing 8.120–8.147

obligation of confidence 8.92

overlapping categories 6.02–6.03

ownership 8.21

patents 1.09–1.15

peaceful enjoyment of possessions 4.90, 4.94, 4.99–4.100

post-employment implied obligations 12.150–12.152, 12.165–12.201, 12.204–12.206

private/personal information 6.02, 6.23–6.34, 6.52, 7.146, 8.02

process of mind 6.07

property 4.75, 4.88–4.89, 8.03, 8.118

public procurement 13.97

publication of judgments 21.03

publicity interests 6.23–6.28

reasonable expectation of privacy 7.146

remedies 17.02, 17.05

reputation 6.32–6.34

research and development 1.14

restraint of trade and restrictive covenants 2.113–2.114, 6.06, 12.10, 12.56–12.85

sales information 12.167–12.177

sectors 1.13

self-incrimination, privilege against 9.170

state and its agencies, obligations arising from disclosure to 13.78–13.79

surreptitious acquisition or receipt 7.56, 7.57–7.62, 7.70–7.72

technical secrets 6.08, 6.09–6.13, 6.14

third party recipients 2.90, 7.109, 7.131, 7.141

trade marks 8.120

transfer of information 8.71

TRIPs 22.01, 22.04–22.17, 23.66

unfair competition 22.03

unpublished works 2.90

trade secrets or their equivalent, definition of

altering of employee 12.197–12.198

attitude of employee 12.200

attitude of employer 12.197–12.198

commercial or industrial confidential information 6.06

confidential employment 12.196

confidential information distinguished 12.173–12.179, 12.193–12.194, 12.204–12.206, 13.133

documents, embodied in distinct 12.188–12.191

economic value 6.05, 12.181–12.182

expense in production 12.183

implied obligations 6.06

knowledge or notice 12.197–12.198

legitimate interests 12.186–12.187

nature of employment 12.196

patentable information 12.180

post-employment restraints 6.06

practical steps taken to keep information secret 12.199

primary factors 12.180–12.194

protected confidential information distinguished 12.193–12.194

public domain 12.180

reasonableness 6.05

reputation, impact of disclosure on ex-employer’s 12.182

research and development, expenses of 12.183

restraint of trade and restrictive covenants 6.06

reverse engineering 12.180

secondary evidence 12.195–12.200

secrecy, extent of 12.180, 12.198

secret memorization 12.192

separability from employee’s skill and knowledge 12.186–12.194, 12.197

skill and knowledge 12.186–12.194, 12.197

surreptitious acquisition 12.192, 12.200

third parties, information on 12.180

trade unions, membership of 13.54, 13.56

training costs, repayment of 12.22

transfer of confidential information 8.66–8.75

transformative use 15.15–15.17

trespass

airspace, into 7.65

breach of confidence 15.21

surreptitious acquisition or receipt 7.57, 7.59, 7.62, 7.65, 7.71

tort as jurisdictional basis 4.116

TRIPs 22.04–22.17

applicable law 23.66

celebrities 22.09

commercial secrets 22.09, 22.13, 22.15–22.16

commercial value 22.13, 22.15

control rather than ownership 22.10–22.11

declaratory, as being 22.04, 22.06

honest commercial practices 22.15

marketing authorizations for new chemical entities 22.16

obligations in TRIPs 22.07

private/personal information 22.09, 22.19

reasonable steps 22.14

regulatory data 22.16

relative secrecy 22.12

remedies 17.02–17.03, 17.05, 22.17

reverse engineering 22.12

secrecy, concept of 22.12

springboard injunctions 22.12

terminology 22.08

trade context 22.09

trade secrets 22.01, 22.04–22.17, 23.66

unfair competition 17.05, 22.04–22.09

World Trade Organization 17.02–17.03

triviality

confiders to confidants, disclosure by 7.03

employees’ obligations during employment 11.23
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