
      
         	
         
      

   
      
         
         
         
         
      

      
         
         
         
            	
            Protecting Patron Privacy

            
         

         
         
         
            
            LIBRARY INFORMATION 
TECHNOLOGY ASSOCIATION 
(LITA) GUIDES
            

            
         

         
         
         
            	
            Marta Mestrovic Deyrup, Ph.D.

            
            Acquisitions Editor, Library Information and Technology Association, 
a division of the American Library Association
            

            
         

         
         
         
            	
            The Library Information Technology Association (LITA) Guides provide information and
               guidance on topics related to cutting edge technology for library and IT specialists.


            	
            Written by top professionals in the field of technology, the guides are sought after
               by librarians wishing to learn a new skill or to become current in today’s best practices.


            	
            Each book in the series has been overseen editorially since conception by LITA and
               reviewed by LITA members with special expertise in the specialty area of the book.


            	
            Established in 1966, the Library and Information Technology Association (LITA) is
               the division of the American Library Association (ALA) that provides its members and
               the library and information science community as a whole with a forum for discussion,
               an environment for learning, and a program for actions on the design, development,
               and implementation of automated and technological systems in the library and information
               science field.


            	
            Approximately 25 LITA Guides were published by Neal-Schuman and ALA between 2007 and
               2015.  Rowman & Littlefield took over publication of the series beginning in late
               2015.  Books in the series published by Rowman & Littlefield are:


            
         

         
         
         
            	
            Digitizing Flat Media: Principles and Practices

            	
            The Librarian’s Introduction to Programming Languages

            	
            Library Service Design: A LITA Guide to Holistic Assessment, Insight, and Improvement

            	
            Data Visualization: A Guide to Visual Storytelling for Librarians

            	
            Mobile Technologies in Libraries: A LITA Guide

            	
            Innovative LibGuides Applications

            	
            Integrating LibGuides into Websites

            	
            Protecting Patron Privacy: A LITA Guide

            	
            
         

         
      

      
         
         
            	
            Protecting Patron Privacy

            
         

         
         
         
            	
            A LITA Guide

            
         

         
         
         
            
            Edited by
 Bobbi Newman 
Bonnie Tijerina
            

            





            
         

         
         
         

         
         
         
            	
            ROWMAN & LITTLEFIELD

            	
            Lanham • Boulder • New York • London

            
         

         
         
      

      
         
         
         
            	
            Published by Rowman & Littlefield

            	
            A wholly owned subsidiary of The Rowman & Littlefield Publishing Group, Inc.

            	
            4501 Forbes Boulevard, Suite 200, Lanham, Maryland 20706

            	
            www.rowman.com

            	

            	
            Unit A, Whitacre Mews, 26-34 Stannary Street, London SE11 4AB

            	

            	
            Copyright © 2017 by American Library Association

            	

            	
            All rights reserved. No part of this book may be reproduced in any form or by any electronic or mechanical
               means, including information storage and retrieval systems, without written permission
               from the publisher, except by a reviewer who may quote passages in a review.
            

            	

            	
            British Library Cataloguing in Publication Information Available

            	

            
         

         
         
         
            
            Library of Congress Cataloging-in-Publication Data Available

            	

            	
            ISBN 9781442269699 (hardback : alk. paper) | ISBN 9781442269705 (pbk. : alk. paper)
               | ISBN 9781442269712 (electronic)
            

            

            
         

         
         
         
         
            	
             TM The paper used in this publication meets the minimum requirements of American National
               Standard for Information Sciences Permanence of Paper for Printed Library Materials,
               ANSI/NISO Z39.48-1992.
            

            	

            	
            Printed in the United States of America

            
         

         
         
      

   
      Foreword

      
         
         
         James LaRue

         
         
      

      
      A few years ago, when I was a public library director, I got an angry call from a
         patron. He demanded to know what our policy and procedures were for our public photocopy
         machines. When we got rid of them, how did we wipe their internal hard drives? Our
         vendor had sold the used machines to a company in Brazil. That company harvested the
         information on the hard drives, which included, among other things, our patron’s tax
         returns. He was now dealing with various kinds of identity theft.
      

      
      My response went from initial disbelief to puzzlement to embarrassment. Upon investigation,
         I discovered that everything he said was true. 
      

      
      It had never occurred to me that copy machines had hard drives, or that we needed
         to address this issue in our vendor contracts. There was no policy. We did then take
         steps to assure that this carelessness with photocopy data didn’t happen again—but
         that was of little help to the patron.
      

      
      Protecting Patron Privacy, by editors Newman and Tijerina, is an attempt to sound the alarm before the horse escapes the barn. Well versed in history and law, grounded in theory, immersed
         in the lively practitioner moment, eyes on the horizon, the authors in this volume
         tackle one of librarianship’s most urgent emerging issues.
      

      
      The truth is, virtually every moment of our lives is now watchable, discoverable,
         and capable of being stored and used by others. Our defense against that—the preservation
         of the “right to be let alone” that is one of the necessary conditions of intellectual
         freedom—is, as always, policy and responsive practice. 
      

      
      To stay within sight of the growing challenges to our privacy, we must commit ourselves
         to three phases:
      

      
      
         	
            
            Awareness. Early chapters define key terms, provide an excellent overview of the issues,
               and lay out the legal timelines and decisions. 
            

            
         

         
         	
            Analysis. Librarians and patrons must learn to think critically about issues as they
               happen. To that end, our authors offer and demonstrate a rigorous threat assessment
               model.
            

            
         

         
         	
            Action. It isn’t enough to educate ourselves about the past or even to stay current
               on the latest technologies that could compromise the privacy of our patrons. Librarians
               must intervene, putting ourselves between the threat and the patron. We must ask ourselves
               whether we should be gathering some kinds of data at all. We need not only identify
               potential abuse from 3rd party vendors with access to patron data, but also insert
               specific language in our contracts with them to prevent that abuse. We must lobby
               for more comprehensive legal protections, state by state, or nationally, as other
               countries have done. We must annually audit our systems both for privacy and security,
               adopting systems of authentication, encryption, backups, and destruction. We must
               adopt the best practice guidelines created and tested by librarians everywhere. We
               must train our staff and our public to stay both up-to-date and alert.
            

            
         

         
      

      
      The thoughtful authors in this volume make an important contribution to the profession.
         This is both the time and the topic to watch closely, lest we all find ourselves wondering
         why our tax returns are being mailed to Brazil. I am grateful for LITA for their good
         work reflected in this volume. It is clear that we are going to need it.
      

      
       

      James LaRue is director of the American Library Association Office for Intellectual
            Freedom & Freedom to Read Foundation.

      
      
   
      Preface

      
         
         
         
      

      
      In 2015 as part of an ongoing series of publications and research on public libraries
         in America, the Pew Research Center released a new report: “Libraries at the Crossroads:
         The Public Is Interested in New Service and Thinks Libraries Are Important to Communities.”
         This report reported that 76 percent of the public believe that libraries definitely
         should “offer programs to teach patrons about protecting their privacy and security
         online security,” with another 18 percent indicating “maybe should.”[1]   The public has questions and concerns about privacy and is looking to libraries
         as a trusted and reliable institution for instruction. 
      

      
      Although privacy is one of the core tenets of librarianship, technology changes have
         made it increasingly difficult for libraries to ensure the privacy of their patrons
         in the twenty-first-century library. Websites track patrons at home and on library
         computers. Database vendors gather and keep data on patrons. Ebook vendors gather
         information not just on who checked out a book, but also what page the reader is on
         and how fast he or she is reading.
      

      
       

      Due to the rapid and ever-changing nature of technology, writing a technical guide
         to privacy and libraries is a challenge. This book is intended to be an introduction
         to privacy issues in libraries and to provide resources and recommendations for best
         practices to ensure the protection of patron privacy. We hope to provide readers with
         a foundation for critical thinking regarding the many decisions libraries make that
         can affect the privacy of their patrons. 
      

      
      This book provides a guide for librarians and technology staff on the front lines
         making decisions about policies and procedures that affect patron privacy. The intended
         audience is staff in all types of libraries. This book provides basic foundational
         information about privacy in libraries, and more importantly, guidance for ways that
         library staff can maximize patron privacy through technology. It also provides suggestions
         for privacy training for both library patrons and staff.
      

      
       

      Featuring contributions from experts on the front lines and privacy experts, this
         book offers readers guidance on the wide range of privacy aspects that need to be
         considered in a twenty-first-century library. This includes:
      

      
      
         	
            
            Foundations of privacy in libraries. 

            
         

         
         	
            Data collection, retention, use, and protection.

            
         

         
         	
            Laws and regulations.

            
         

         
         	
            Privacy instruction for patrons and staff.

            
         

         
         	
            Contract with third parties.

            
         

         
         	
            Library tools including social network sites, surveillance video, and RFID.

            
         

         
      

      
      Note

      
      
         
            1. John B. Horrigan, “Libraries at the Crossroads” (Washington, DC: Pew Research Center,
                  2015), 3.
               

            

         

      

   
      Chapter 1

      Introduction

      
         
         
         
         Bobbi L. Newman and Bonnie Tijerina

         
         
      

      
      There is little doubt that technology and the Internet have dramatically changed how
         libraries operate. From the early shift away from the basic function of the paper-card
         catalogs and circulation systems in the late 1970s, 1980s, and 1990s, to the ability
         to offer access to electronic encyclopedias on CD-ROM in the 1980s, to the social-networking
         sites and Web 2.0 of the 2000s, libraries and librarians have embraced technological
         changes in order to offer faster, more accurate, and easier-to-access materials and
         information to patrons. But with these technological advances came an increased ability
         to intrude on the intellectual privacy of library patrons by both libraries and the
         vendors they contract with for patron services. Database vendors can track the search
         terms patrons use, what article they download or read, and often the online browsing
         habits of patrons after they leave the library’s web services. The drive for vendors,
         and often libraries themselves, to collect ever-increasing amounts of data on patrons
         creates repeated conflict with one of the core tenants of librarianship—privacy.[1] 
      

      
      Recent years have seen an increased awareness and concerns about the data being collected
         by libraries and the vendors they contract with. This could be related to the June
         2013 revelations from National Security Agent (NSA) contractor Edward Snowden about
         the US government surveillance of its citizens and foreigners.[2] Pew Research Center released a series of reports regarding Americans’ beliefs and
         concerns surrounding privacy. One report indicated that “34% of those who are aware
         of the surveillance programs (30% of all adults) have taken at least one step to hide
         or shield their information from the government.”[3] While in another 93 percent of adults believe that being in control of who can get
         information about them is important.[4] 
      

      
      A little over a year after Snowden’s revelations about NSA surveillance, an incident
         involving software that manages digital rights management (DRM) for eBook check out
         from libraries was in the news for privacy and security issues. Many vendors who provide
         eBook services to libraries require library patrons to use Adobe Digital Editions
         software in order to checkout and read eBooks through their local public libraries.
         On October 6, 2014, it was reported that Adobe Digital Editions was collecting far
         more data about library patrons than it had revealed to its users or the librarians
         who encouraged patrons to use the software for eBook access.[5] Not only was Adobe Digital Editions collecting information about library eBooks checked
         out through the software, it was sending information to Adobe about other eBooks on
         eReaders that were connected to the computer, books that had never been opened in
         Adobe Digital Editions.[6] All of this information about the reading habits of library users was sent to Adobe
         over an unencrypted connection.[7] This means anyone connected to the same network as the eBook reader could intercept
         that data transmission. These privacy and security violations, which were first reported
         by The Digital Reader[8] and confirmed by Ars Technica,[9] resulted in an uproar within libraries[10] and outside of librarianship.[11] 
      

      
      The Adobe Digital Editions incident also brings to light two separate issues that
         are often conflated when discussing library patron privacy—privacy and security. The
         privacy issue is that Adobe Digital Editions is collecting the data about eBooks and
         eBook usage, the security issue is that data was being sent back to Adobe Digital
         Editions through an insecure connection. Privacy ethics and concerns address whether
         data should be collected at all. Security issues and concerns address keeping the
         data secure after the decision to collect has been made. In fact, you can see this
         conflation on the website for the Patron Privacy Technologies Interest Group of The
         Library and Information Technology Association (LITA).[12] 
      

      
      
         
         Charge

         
         The LITA Patron Privacy Technologies Interest Group will promote the design and implementation
            of library software and hardware that protects the privacy of library users and maximizes
            user ability to make informed decisions about the use of personally identifiable information
            by the library and its vendors.
         

         
         Under this remit, activities of the Interest Group would include, but are not necessarily
            limited to:
         

         
         
            	
               
               Publishing recommendations on data security practices for library software.

               
            

            
            	
               Publishing tutorials on tools for libraries to use to check that library software
                  is handling patron information responsibly.
               

               
            

            
            	
               Organizing efforts to test commercially available software that handle patron information.

               
            

            
            	
               Providing a conduit for responsible disclosure of defects in software that could lead
                  to exposure of library patron information.
               

               
            

            
            	
               Providing sample publicity materials for libraries to use with their patrons in explaining
                  the library’s privacy practices.
               

               
            

            
         

         
      

      As you can see, there is nothing in the charge that addresses the issue of when, and
         if, data should be collected and maintained or when data should or should not be collected.
         Instead, the charge only addresses the security of collected data.
      

      
      Similarly, the Library Digital Privacy Pledge invites libraries, library vendors,
         and membership organizations to pledge to use HTTPS for the delivery of services and
         information resources.[13] Again, the focus is on the secure transmission of data, not the question of whether
         the data should be collected in the first place. To be clear, the secure transmission
         of data is important. However, that neither of these initiatives asks the question—should
         the data be collected in the first place—is an important indication of the attitude
         of many about the collection of library patron data. It may be that many believe the
         ship has already sailed on the question of where we should collect library patron
         data. But as Alison Macrina of The Library Freedom Project says, “Privacy is vital
         to intellectual freedom, and although it might seem like a lost cause, the sooner
         we take steps to safeguard our digital privacy, the better we’ll be in the long run.”[14] 
      

      
      A recent initiative from the National Information Standards Organization (NISO) funded
         by a grant from the Andrew W. Mellon Foundation provides a clearer distinction between
         privacy and security issues with library patron data. The NISO Consensus Principles
         on User’s Digital Privacy in Library, Publisher, and Software-Provider Systems (NISO
         Privacy Principles)[15] were published in December of 2015 and cover both privacy and security issues as
         you can see from the table of contents:
      

      
      
         	
            
            Shared Privacy Responsibilities

            
         

         
         	
            Transparency and Facilitating Privacy Awareness

            
         

         
         	
            Security

            
         

         
         	
            Data Collection and Use

            
         

         
         	
            Anonymization

            
         

         
         	
            Options and Informed Consent

            
         

         
         	
            Sharing Data with Others

            
         

         
         	
            Notification of Privacy Policies and Practices

            
         

         
         	
            Supporting Anonymous Use

            
         

         
         	
            Access to One’s Own User Data

            
         

         
         	
            Continuous Improvement

            
         

         
         	
            Accountability

            
         

         
      

      
      This book is intended to serve as an introduction and a resource for library staff
         making decisions that affect the privacy of library patrons. Chapters 2 and 3 ground
         the book with foundational information. Bonnie Tijerina and Michael Zimmer review
         what information privacy is, the role of privacy in libraries, and the challenges
         historically and today to privacy in libraries. In chapter 3, Michael Zimmer and Deborah
         Caldwell-Stone dig into the laws and regulations around privacy. Chapter 4 is divided
         into two sections, each by a different author. The first section, authored by Matt
         Beckstrom, focuses on the technical details of data collection, retention, use, and
         security. In the second part of chapter 4, Andrew Asher dives into the ethics of library
         data, examining the risks and benefits of collecting library user data.
      

      
      In chapter 5, Willian Marden explores the complexities of working with third parties,
         a common area of concern for libraries in the digital age. In chapter 6, Julie L.
         Orbony writes about the assessment librarians should take when deciding on the use
         of tools to support their communities, such as social media networks. The book wraps
         up with two case studies that make up chapter 7. Melissa Morrone gives the details
         of an IMLS-funded data privacy literacy staff training project and Martha Lerski and
         Stefanie Havelka discuss privacy initiatives across City of New York (CUNY) schools.
      

      
      The hope of this book is to encourage library workers to consider their role in ensuring
         privacy in their work life. In the ever-changing digital environment, a technical
         guide is difficult to write. There is a real possibility that information or instructions
         will be outdated before the print book ever hits the shelves. To that effect we have
         endeavored to create a starting place with the goal to ensure patron privacy in libraries
         in the digital age.
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      Chapter 2

      Foundations of Privacy in Libraries

      
         
         
         
         Michael Zimmer and Bonnie Tijerina

         
         
      

      
      While issues regarding privacy have taken center stage in recent years due to technological
         developments, libraries have long played an active role in ensuring privacy for their
         patrons and the broader community. The ease with which online surveillance and data
         collection is happening has raised the stakes for citizens and increased the visibility
         of libraries as longtime advocates for an individual’s right to privacy. The changes
         in the privacy landscape have led librarians to consider new and growing roles in
         online-privacy education and vendor relations and rethink locally created tools and
         data-collection methods. This chapter provides a broad overview of the origins of
         privacy rights within the library context, the profession’s obligations to protecting
         privacy, and the challenges to privacy within libraries. Understanding this foundation
         of privacy within the library context will help solidify the current work to be done
         to protect privacy against future threats. 
      

      
      Introduction to Information Privacy

      
      What Is Information Privacy?

      
      Information privacy is a broad term that has evolved over time. Some define privacy as it related to
         individuals or groups having the ability to determine what information about themselves
         is communicated to others. The Electronic Frontier Foundation states that privacy means “respect for individuals’ autonomy, anonymous speech, and the
         right to free association.”[1]   It is seen as a fundamental right and necessary for a truly democratic society.
         Privacy concerns can exist wherever personally identifiable information or sensitive
         information is collected, stored, or used. 
      

      
      Privacy concerns also exist when surveillance creates a chilling effect on an individual
         to the point that he no longer feels comfortable exploring, reading, searching, or
         learning because of the possibility of being monitored. The American Library Association
         defines a right to privacy in a library, whether physical or virtual, as “the right
         to open inquiry without having the subject of one’s interest examined or scrutinized
         by others.”[2]   
      

      
      In recent years, terms such as data privacy and data protection relate to personal data stored on computer systems or information gathered and analyzed,
         possibly without the user’s knowledge, in order to learn more personal information.
         This personal information is often medical, financial, criminal, or business-related
         information but sometimes it involves information that seems innocuous but when analyzed
         with other datasets may reveal personal whereabouts, behaviors, or information. 
      

      
      Information privacy or data privacy can also be used to define what is a complex relationship
         that exists between the collection of personal data, the technologies that exist that
         may do something with or reveal something in the data, the public’s perception of
         privacy, and the laws and policies that govern the use of the data. This creates a
         much more complex definition because technology is constantly changing, and the public’s
         perception of privacy is unfolding every day. 
      

      
      Evidenced by the complex assemblage of conceptualizations of privacy summarized above,
         a single authoritative definition of information privacy remains elusive. Concerned
         that this lack of clarity impedes the ability to create law and policy to ensure appropriate
         privacy protections, Daniel Solove suggests a shift away from the vague term privacy and related attempts to articulate how such a right might exist, and instead moves
         us toward gaining a firmer grasp on the different kinds of activities that pose privacy
         violations.[3]   He identifies four basic groups of activities that threaten to violate privacy,
         each with different related subcategories of activities: (1) information collection,
         (2) information processing, (3) information dissemination, and (4) invasion. Embracing
         such a pluralist framework for conceptualizing privacy threats can provide more concrete
         ways to understand and identify potential harms, and thus guide legislative and policy
         strategy. 
      

      
      Origins of Privacy Rights

      
      United States

      
      Privacy is a relatively young but rapidly growing area of US jurisprudence. With the
         US Constitution providing only limited and indirect privacy protections in the Third,
         Fourth, and Fifth Amendments, privacy’s formal common law history extends back barely
         one hundred years. Privacy law saw only limited expansion during the first half of
         the twentieth century, followed by a flurry of new laws and policies since the 1960s,
         largely corresponding to the rise of digital computing and networking. 
      

      
       The historical path of formal US privacy law began in 1888 with an early definition
         of privacy by Judge Thomas Cooley as a “right to be let alone,” the concept made famous
         by Samuel Warren and Louis Brandeis (1890) two years later in their groundbreaking
         article arguing that the US Constitution and common law allowed for a formal, legalized
         right of privacy. But it wasn’t until the early twentieth century that courts began
         to confront the issue of whether to extend the common law to redress privacy invasions
         as Warren and Brandeis had suggested. After decades of unstructured development of
         common law, Prosser (1960), building on Warren and Brandeis’s original argument, neatly
         organized the scattered jurisprudence into four privacy torts: (1) intrusion upon
         seclusion, (2) public disclosure of private facts, (3) false light or “publicity,”
         and (4) appropriation. Today, nearly all US states recognize these torts. 
      

      
       Common law protection of privacy in the United States continued to develop in the
         second half of the twentieth century, largely through a series of Supreme Court decisions
         that argued the Constitution protected a “zone of privacy” that safeguarded individual
         privacy and autonomy, including Griswold v. Connecticut (1965), Loving v. Virginia (1967), Roe v. Wade (1973), and Whalen v. Roe (1977), in which the court formally recognized what has been referred to as the “constitutional
         right to information privacy.” 
      

      
       While the Supreme Court has not substantively developed this right further through
         common law, numerous federal statutes have been enacted to provide informational privacy
         protections within particular sectors, such as the Privacy Act of 1974, the Fair Credit
         Reporting Act (1970), the Family Educational Rights and Privacy Act (1974), the Electronic
         Communications Privacy Act (1986), the Video Privacy Protection Act (1988), the Driver's
         Privacy Protection Act (1994), the Health Insurance Portability and Accountability
         Act (1996), and the Children’s Online Privacy Protection Act (1998).
      

      
      Global

      
      Although the common legal formulation for the right to privacy—the right to be let
         alone—originated in the United States, most countries in the world recognize privacy
         as a fundamental right for its citizens. Contrary to the US Constitution, the most
         recently drafted constitutions typically include specific rights to access and control
         one’s personal information, such as Section 14 of the South African Constitution,
         which declares: “Everyone has the right to privacy, which includes the right not to
         have their person or home searched; their property searched; their possessions seized;
         or the privacy of their communications infringed.”
      

      
       While the United States has largely employed a sectoral approach to privacy legislation,
         with an assortment of laws addressing only specific types of personal information,
         nearly all other industrialized countries support more comprehensive privacy- and
         data-protection measures, the majority of whom have, or are in the process of enacting,
         such laws. Numerous countries, especially in Central Europe and South America, are
         adopting laws to remedy privacy violations that occurred under previous authoritarian
         regimes, while other countries, particularly in Asia, have developed robust information
         privacy laws in an effort to promote electronic commerce. These countries recognize
         that consumers are often uneasy with their personal information being sent worldwide,
         and comprehensive privacy laws are typically introduced as part of a larger package
         of laws intended to facilitate the expansion of electronic commerce within the nation’s
         economy. A third reason for the rise of comprehensive privacy laws worldwide is for
         countries to ensure they are in compliance with a growing number of broader regional
         privacy laws. Those countries that refuse to adopt meaningful privacy laws may find
         themselves unable to engage in global commerce that requires certain types of cross-border
         information flows. Growing concerns about the widespread global surveillance of telecommunication
         and Internet traffic, with its complex cross-border information flows, has prompted
         renewed attention to the challenges of protecting privacy rights on a global scale.
      

      
       Global nongovernmental organizations see privacy as a human right. According to Article
         12 of the Universal Declaration of Human Rights, “No one shall be subjected to arbitrary
         interference with his privacy, family, home or correspondence, nor to attacks upon
         his honor and reputation.”[4]   Due to technological developments that cross country borders and large-scale surveillance
         and data collection, the United Nations General Assembly adopted resolutions in 2014
         on the “Right to privacy in the digital age,” calling on all countries to “respect
         and protect the right to privacy, including in the context of digital communication.”[5]   
      

      
      Role of Privacy in Libraries

      
      Privacy and Right to Receive Information

      
      Intellectual freedom and privacy are rights many have throughout the world. It’s important
         that people feel free to seek and receive information and learn. The ability to read,
         learn, and think in private was much easier at a time when information was mostly
         available in print format. The library could protect patron checkout information and
         individuals could choose to read without concern of being watched. Today, searching,
         retrieving, and reading happen most often online via digital tools, databases, and
         readers that are able to track user habits and preferences. Even within libraries,
         books are accessible to read online, search systems live on vendor servers, and circulation
         data may be in the cloud.
      

      
       

      
      Research has shown that being watched creates a chilling effect on what people will
         do, search, and read. This was especially clear after Edward Snowden revealed the
         extent of the data collected and archived by the government. Research proves, for
         instance, that traffic to Wikipedia articles on topics that might raise privacy concerns
         declined in the immediate aftermath of the revelations and continued to be viewed
         less, showing a long-term negative effect.[6]   If people do not feel free to seek, create, and share information and ideas freely
         and without scrutiny or other negative effects, many will not. 
      

      
      Neil Richards makes a strong argument connecting privacy, intellectual freedom, and
         free speech. People develop new ideas and new ways of thinking and being creative
         by searching for and reading on a wide range of topics. Some of these topics might
         be considered controversial or in opposition to the individual’s beliefs. Some topics
         may not be ones they would look up if they knew others were watching them. He calls
         this intellectual privacy and defines it as “protection from surveillance or interference when we are engaged
         in the processes of generating ideas—thinking, reading, and speaking with confidants
         before our ideas are ready for public consumption.” He cautions, “If we are interested
         in the development of new ideas and new, original speech, we must safeguard the processes
         of intellectual explorations and belief formation by providing a meaningful guarantee
         of intellectual privacy.”[7]   The long-term effects could include a loss of creativity, critical thinking, and
         new ways of thinking.
      

      
      The public library is considered a trusted entity and one of the last few places where
         people can learn, search, and read with their privacy rights intact. It is a place
         where they can exercise their right to access information and learn. Given this unique
         role within communities, it is imperative that libraries ensure privacy and educate
         their community about online surveillance and vulnerabilities.
      

      
      Professional Commitment to Privacy

      
       In response to the changing global political environment at that time in history,
         including events in Nazi Germany, where Jews were barred from libraries and books
         by Jewish authors and other works disfavored by the Nazi regime were routinely destroyed,
         the American Library Association (ALA) adopted a formal policy statement on intellectual
         freedom known as the Library’s Bill of Rights at its 1939 annual conference in San
         Francisco. This original Library’s Bill of Rights outlined three policy statements
         to ensure free and open access to public-library services. The first stated that library
         materials should be selected based on their value and intrinsic interest to the community,
         not on the race, nationality, political, or religious views of authors. The second
         directed that library materials should “fairly and adequately” represent all sides
         of social issues. The final statement pertained to a democratic open-use policy for
         library meeting rooms so that all community groups would have equal access. 
      

      
       The ALA’s adoption of the Library’s Bill of Rights in 1939 marked a moment of affirmation
         in the history of American libraries. From then on, the principle of intellectual
         freedom defined the library’s role as a forum for uninhibited intellectual inquiry
         and debate. Revisions and rewordings of the Library Bill of Rights (renamed to remove
         the possessive “Library’s”) followed as libraries faced continued challenges to intellectual
         freedom throughout the politically and socially tumultuous decades since its initial
         adoption, culminating in the version that stands today as a strong statement expressing
         the rights of library users to intellectual freedom, and the expectations that the
         ALA places on libraries to support those rights:
      

      
      
         
         The American Library Association affirms that all libraries are forums for information
            and ideas, and that the following basic policies should guide their services.
         

         
         I. Books and other library resources should be provided for the interest, information,
            and enlightenment of all people of the community the library serves. Materials should
            not be excluded because of the origin, background, or views of those contributing
            to their creation.
         

         
         II. Libraries should provide materials and information presenting all points of view
            on current and historical issues. Materials should not be proscribed or removed because
            of partisan or doctrinal disapproval.
         

         
         III. Libraries should challenge censorship in the fulfillment of their responsibility
            to provide information and enlightenment.
         

         
         IV. Libraries should cooperate with all persons and groups concerned with resisting
            abridgment of free expression and free access to ideas.
         

         
         V. A person’s right to use a library should not be denied or abridged because of origin,
            age, background, or views.
         

         
         VI. Libraries which make exhibit spaces and meeting rooms available to the public
            they serve should make such facilities available on an equitable basis, regardless
            of the beliefs or affiliations of individuals or groups requesting their use.[8]   (American Library Association, 1996)
         

         
      

      
      The Library Bill of Rights begins with the premise that everyone is entitled to freedom
         of access, freedom to read texts and view images, and freedom of thought and expression.
         As affirmed in the ALA’s interpretation of the Library Bill of Rights,[9]   privacy is the bedrock foundation for an individual’s right to freely read and
         to receive ideas, information, and points of view—it is a necessary ingredient for
         achieving and protecting intellectual freedom. None of these freedoms can survive
         in an atmosphere in which library use is monitored, and individual reading and library-use
         patterns are made known to anyone without permission. Only when an individual is assured
         that her choice of reading material does not subject her to reprisals or punishment
         can she enjoy fully the freedom to explore ideas, weigh arguments, and decide for
         herself what she believes.
      

      
      This professional commitment to patron privacy is further solidified within the ALA’s
         Code of Ethics, which mandates that librarians “protect each library user’s right
         to privacy and confidentiality with respect to information sought or received and
         resources consulted, borrowed, or acquired.”[10]   In addition, ALA created a Privacy Toolkit to provide a practical means to apply
         these principles to libraries.
      

      
      Similar statements and values appear beyond US libraries. The International Federation
         of Library Associations (IFLA) Internet Manifesto as a specific statement: “Library
         and information services have a vital role in ensuring freedom of access to information
         and freedom of expression, and have a responsibility to . . . strive to ensure the
         privacy of their users, and that the resources and services that they use remain confidential.”[11]   Furthermore, the IFLA Code of Ethics identifies respect for personal privacy, protection
         of personal data, and confidentiality in the relationship between the user and library
         or information service as core principles.
      

      
      Privacy in Action within Libraries

      
      Aligned with the importance placed on privacy within the ALA’s Library Bill of Rights
         and Code of Ethics, multiple surveys of librarians have revealed a high level of concern
         over information privacy in general, coupled with a strong professional commitment
         to help protect patron privacy.[12]  
      

      
      Messaging and programming for various ALA privacy-related activities, such as Choose
         Privacy Week, the ALA Office of Intellectual Freedom recognized the importance of
         engaging with the academic community to administer a more robust and methodologically
         rigorous study to provide greater insights and better tools for addressing the issue
         of library privacy and government surveillance. 
      

      
       Individual librarians and libraries often take their own action to protect patron
         privacy and confidentiality, including destroying records of what patrons had borrowed,
         scrapping plans to use new computer technology to profile the reading habits of patrons
         and inform them when works they enjoy are published, destroying Internet access logs
         on a daily basis, posting warning signs, and offering patron education on privacy
         issues.
      

      
       Privacy policies anchor privacy programs that are crucial to ensuring the compliance
         of the organization and its employees with applicable privacy law. Understanding information
         privacy issues and the laws applicable to them provides the necessary foundation to
         begin developing information privacy policies not only for libraries but also for
         all organizations that collect, store, and utilize information about individuals.
      

      
       As libraries move to providing collections and services in a digital format, they
         are opening themselves up to the tracking of research and reading habits. Offering
         computer labs and open wireless Internet access allows for the potential of library
         patrons’ information to be viewed or their browsing habits to be watched. At the same
         time, libraries want to provide the best content and services in a delivery format
         that their community desires. This leaves libraries having to make compromises on
         patron privacy, e-content, and digital services. 
      

      
       Anne Klinefelter elaborates on many of the services that challenge privacy. They
         include circulation, reference services, licensed databases, Internet searching, research
         services, interlibrary loan, social media technologies, and knowledge-management systems,
         to name a few. Recommendations for how to handle a complex balance between services
         and privacy include user education, library staff education, awareness of consumer
         opinions and community concern, and considering ways to inform users, via understandable
         explanations and opt-in and opt-out options.[13]  
      

      
      In recent years, as librarians become more aware of privacy issues, they are thinking
         more carefully about their third-party contracts for developing digital collections,
         storing data in the cloud, and outsourcing tools and services that store patron data.
         Libraries must negotiate with content providers to safeguard patron data. A few recent
         initiatives show the profession’s willingness to work toward solutions to this growing
         problem.
      

      
         The ALA’s Intellectual Freedom Committee recently approved the Library Privacy
         Guidelines for E-book Lending and Digital Content Vendors. These are intended to be
         a conversation starter between the library, vendor, and content-provider communities
         in the hopes of getting these communities to work together to find a good balance
         between digital tools and services and protecting the individual’s right to privacy.
         The guidelines cover the use, aggregation, and retention of patron data and push for
         clear vendor-privacy policies. Importance is placed on giving users options to opt
         out or to understand what data is being collected and for what purpose. There is also
         a large section on data integrity and security.[14]  
      

      
      In addition, the National Information Standards Organization (NISO) held a series
         of online webinars and in-person meetings with representatives of stakeholders in
         the information access and management space as well as legal experts and academics
         to place the discussions within legal, social, and ethical frameworks. These talks
         and discussions were meant to work toward a consensus agreement for how library vendors,
         librarians, publishers, and other service providers can ensure patron privacy while
         creating digital platforms and tools. The result was the Consensus Principles on Users’
         Digital Privacy in Library, Publisher, and Software-Provider Systems, a document of
         broad principles meant to be a starting point for further work. Some of these include
         transparency and facilitating privacy awareness, security, data collection and use,
         anonymization, informed consent, sharing data, supporting anonymous use, access to
         one’s own user data, and accountability. Additional work in each area will need to
         be done to turn these principles into actionable tasks or requirements.[15]   
      

      
      Research shows that frontline staff at organizations that teach digital literacy and
         offer public Internet access require better preparation and instruction in fielding
         questions and quelling concerns from users. In a year-long study beginning in October
         2011 and conducted by New America’s Open Technology Institute, discussions with nearly
         one hundred professionals at four digital literacy organizations, including Brooklyn
         Public Library, revealed a considerable need for increased training among staff. Areas
         for improvement included knowledge of the quality or reliability of websites, and
         knowledge regarding the nature, consequences, or reasons for various online interactions.
         Broader knowledge of how personal information travels from point to point on the Internet,
         and whether or how that information is private or not, can provide staff with essential
         insight for guiding individuals to make informed decisions and develop confidence
         in troubleshooting problems.[16]  
      

      
      From this initial research and additional collaborations, Brooklyn Public Library,
         in partnership with several local organizations, received grant funding from the Institute
         of Museum and Library Services (IMLS) for the Data Privacy Project, a privacy-literacy
         training program engaging more than six hundred information and library professionals
         in the New York metropolitan area, teaching fundamentals of how data flows, common
         risks encountered, and online privacy tools. Another well-known privacy-literacy training
         program is The Library Freedom Project, a partnership among librarians, technologists,
         attorneys, and privacy advocates that trains librarians about surveillance threats,
         privacy rights and responsibilities, and digital tools to stop surveillance. These
         initiatives have larger media attention as the general public has growing concerns
         about online privacy.
      

      
       These projects and staff education elsewhere will lead to more informed patrons.
         More training and resources for library patrons are also emerging based on the community
         and patron needs. For example, San Jose Public Library created the Virtual Privacy
         Lab, a resource for the public to generate a custom privacy toolkit after answering
         questions about their online use and privacy concerns. Libraries and individual librarians
         are finding new partners and creating unique tools to help themselves and their communities
         navigate the increasingly complex online privacy. 
      

      
      Challenges to Privacy in Libraries

      
      Traditional Challenges

      
      The library profession’s commitment to protecting patron privacy and intellectual
         freedom is continually challenged, most commonly through government attempts to gain
         access to patron records. In the 1970s, for example, US Treasury officials approached
         public libraries in Atlanta, Cleveland, Milwaukee, and elsewhere and asked to see
         circulation records for books on bomb making, guerrilla warfare, and other subjects
         considered “dangerous” by government authorities.[17]   In 1987, it was disclosed that the Federal Bureau of Investigation (FBI) was engaging
         in a “Library Awareness Program,” a covert counter-intelligence program in which FBI
         agents visited libraries and asked librarians to be alert to the use of their collections
         by persons from countries “hostile to the United States, such as the Soviet Union”
         and to provide the FBI with information about these activities.[18]  
      

      
      More recently, the USA PATRIOT Act, signed into law only weeks after the September
         11, 2001, terrorist attacks on New York City and Washington, D.C., broadly expanded
         law enforcement’s surveillance and investigative powers by amending more than fifteen
         different statutes for the stated purpose of updating wiretap and surveillance laws
         for the Internet age, addressing real-time communications and stored communications
         (e-mail, voice mail, etc.), and to give law enforcement greater authority to conduct
         searches of property, dramatically expanding the authority of American law enforcement
         in order to fight and prevent terrorism in the United States and abroad. While almost
         universally supported in Congress, the USA PATRIOT Act has faced significant criticism
         since its passage, particularly in relation to its impact on privacy and civil liberties.
         
      

      
       One controversial component of the Act is Section 215, which amends sections of the
         Foreign Intelligence Security Act (FISA) to make it easier for a federal agent to
         obtain a search warrant for “any tangible things (including books, records, papers,
         documents, and other items)” (38). Under the revised provisions, a federal agent need
         not demonstrate probable cause to obtain a warrant. Instead, she can merely assert
         that records may be related to an ongoing investigation related to terrorism or intelligence
         activities, a much lower legal threshold. On its face, the section does not directly
         refer to libraries, but rather to business records and other “tangible” items in general.
         Its scope, however, has been widely interpreted to include library patron records
         among the “tangible things” accessible by law enforcement without probable cause.
         When asked about Section 215 by the House Judiciary Committee, the US Department of
         Justice acknowledged, “such an order could conceivably be served on a public library, bookstore, or newspaper.”[19]  
      

      
      Library professionals were quick to respond to this potential new threat to the privacy
         and confidentiality of patron records. By 2002, the ALA reaffirmed its commitment
         to protecting privacy and intellectual freedom, culminating in updated policy statements
         on “Confidentiality of Personally Identifiable Information about Library Users”[20]   and “Privacy: An Interpretation of the Library Bill of Rights,” arguing that:
      

      
      
         
         In a library (physical or virtual), the right to privacy is the right to open inquiry
            without having the subject of one’s interest examined or scrutinized by others. Confidentiality
            exists when a library is in possession of personally identifiable information about
            users and keeps that information private on their behalf.[21]  
         

         
      

      
      In 2005, a group of librarians from a Connecticut library consortium challenged the
         government’s power to demand library records, as well as the provision of the Patriot
         Act that prevented them from publicly disclosing that they had received a request
         for patrons’ records from the FBI. The government eventually dropped the gag order,
         but the stance taken by the so-called “Connecticut Four” reminds us that “many librarians
         believe that the interests of national security, important as they are, have become
         an excuse for chilling the freedom to read.”[22]  
      

      
      Technological Challenges

      
      In today’s social media–rich environment, libraries increasingly incorporate interactive,
         collaborative, and user-centered features of the so-called “Web 2.0” world into traditional
         library services, thereby creating “Library 2.0.”[23]   Examples include: providing patrons the ability to evaluate and comment on particular
         items in a library’s collection through discussion forums or comment threads; creating
         dynamic and personalized recommendation systems (“other patrons who checked out this
         book also borrowed these items”); using blogs, wikis, and related user-centered platforms
         to encourage communication and interaction among/between library staff and patrons;
         and interfacing various library collections and services with relevant Web 2.0 platforms,
         such as GoodReads or Facebook. 
      

      
      Along with these user-centered technological enhancements, libraries also face a dilemma
         on how to provide the most powerful and efficient library-management systems to help
         inform data-driven decision making when confronted with shrinking budgets, limited
         staff, and increased complexity of technological solutions. Thus, libraries are increasingly
         turning to rapidly evolving cloud-computing solutions to satisfy their technological
         needs in order to best serve patrons, while taking advantage of new opportunities
         for cost savings, flexibility, and enhanced data management. These cloud services
         are typically provided by third parties who have built robust solutions to help libraries
         deliver resources, services, and expertise efficiently, and encourage patrons to participate
         in a network that empowers them to socialize and leverage the power of the community
         of users.[24]   Examples of cloud-computing platforms for libraries include OCLC WorldShare, Ex
         Libris Alma, and BiblioCommons.
      

      
      These new platforms are based on—indeed, built upon—encouraging increased information
         flows and the tracking, capturing, and aggregating of data about users’ activities.
         The prevalence of open flows of personal information on and across cloud and Web 2.0
         platforms have prompted general concerns over the impact on user privacy broadly,[25]   and for libraries to take full advantage of Web 2.0 and cloud-based platforms and
         technologies to deliver services, they will inevitably need to capture, retain, and
         share personal information from their patrons. Thus, the increased integration of
         social media and cloud computing in libraries has the potential to disrupt long-standing
         ethical norms within librarianship dedicated to protecting patron privacy.[26]   
      

      
      Similar technological threats to patron privacy in the library context come from libraries’
         increased interaction with third-party vendors for providing digital services to patrons,
         including eBooks, external journals and database access, and public Internet access.
         Most eBook and digital content providers collect and use library patron data for a
         variety of reasons, including digital rights management, consumer analytics, and user
         personalization, and as noted in chapter 5, libraries should strive to address appropriate
         restrictions on the use, aggregation, retention, and dissemination of patron data
         with their vendors, including requiring vendors to agree to observe the library’s
         privacy and data-retention policies. As these technological services grow, libraries
         will need to continue to work with vendors to develop effective policies and procedures
         for the delivery of digital content to library patrons, while striking a proper balance
         between the need to protect reader privacy with the needs of vendors to collect patron
         data and provide personalized services.
      

      
      Notes
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      Librarians have a rich history of protecting patron privacy and have fought to provide
         patrons the means to read, inquire, and learn free from undue oversight or threats
         of surveillance. Yet privacy remains a difficult concept to define; its meaning, value,
         and level of protection varies across jurisdictions and evolves over time. From a
         legal and policy perspective, privacy has been a central notion throughout history,
         sparking considerable debate, and often rising in importance alongside technological
         development. This chapter provides an outline of various legal conceptualizations
         of privacy, and maps out the historical trajectory of privacy law and regulations
         within the United States, with particular focus on the privacy of library records.
         While not exhaustive, the chapter provides a helpful primer for those seeking a general
         understanding of the legal and regulatory underpinnings of privacy protections within
         the United States.
      

      
      Legal Conceptualizations of Privacy

      
      While the concept of privacy has been central throughout human history,[1] its definition has evolved considerably since the eighteenth century. Initially,
         privacy was largely conceptualized in terms of freedom from physical intrusion into
         one’s personal property or other private spaces, as famously articulated in prominent
         US jurists Samuel Warren and Louis Brandeis’s seminal essay “The Right to Privacy,”[2] in which they quote Judge Cooley’s view of privacy as the right to be left alone.
         Later, in the wake of US Supreme Court decisions in Griswold v. Connecticut (1965) and Roe v. Wade (1973), privacy in US law became associated with freedom from interference into one’s
         personal affairs, including having control over one’s entire realm of intimate decisions,
         including those dealing with physical access to oneself, cognitive access to one’s
         thoughts, and one’s behaviors.[3] Most recently, building from Alan Westin’s[4] early conception of privacy as the ability to control information about oneself,
         privacy has been closely identified with concerns affecting access to, and control
         of, one’s personal information, including information about daily activities, personal
         lifestyle choices, medical history, finances, religious or philosophical beliefs,
         distinctive physical descriptions, employment history, personal relationships, and
         sexual orientation, to name a few.
      

      
      Attempts to summarize the vast legal and philosophical discourse on privacy abound.
         Roger Clarke,[5] for example, identifies four dimensions of the concept of privacy in an attempt to
         reconcile this plurality of conceptualizations: (1) privacy of the person—concerned
         with the integrity of the individual’s body; (2) privacy of personal behavior—relating
         to all aspects of behavior, but especially to sensitive matters, such as sexual preferences
         and habits, political and intellectual activities and religious practices, both in
         private and in public places; (3) privacy of personal communications—the interest
         in being able to communicate with other individuals, using various media, without
         routine monitoring of their communications by other persons or organizations; and
         (4) privacy of personal data—the claim that data about oneself should not be automatically
         available to other individuals and organizations, and that, even where data is possessed
         by another party, the individual must be able to exercise a substantial degree of
         control over that data and its use.
      

      
      Legal scholar Daniel Solove[6] identifies a different set of six broad conceptualizations: (1) the right to be let
         alone—Warren and Brandeis’s famous formulation; (2) limited access to the self—the
         ability to shield oneself from unwanted access by others; (3) secrecy—the concealment
         of certain matters from others; (4) control over personal information—the ability
         to exercise control over information about oneself; (5) personhood—the protection
         of one’s personality, individuality, and dignity; and (6) intimacy—control over, or
         limited access to, one’s intimate relationships or aspects of life. The philosopher
         Herman Tavani[7] reduces the philosophical discourse into four key dimensions: (1) physical/accessibility
         privacy—freedom from unwarranted intrusion; (2) decisional privacy—freedom from interference
         in one’s personal choices, plans, and decisions; (3) psychological/mental privacy—freedom
         from psychological interference and protecting one’s intimate thoughts; and (4) informational
         privacy—having control over/limiting access to one’s personal information.
      

      
      In addition to the varied conceptions of privacy presented above, there are further
         distinctions that are commonly used to help define privacy within legal and regulatory
         discussions. The first is the distinction between descriptive and normative conceptions
         of privacy. A descriptive, or neutral, conception is to state what privacy is without incorporating into its meaning whether possessing privacy is a good thing
         or worth legal protection, such as Ruth Gavison’s[8] articulation of privacy as the measure of one’s ability to control the access others
         have to oneself. A normative conception of privacy, by contrast, incorporates a presumption
         that privacy is something inherently worthwhile, valuable, and deserving protection.
         Here, privacy is defined not as something one simply has, but something one has a
         right to, such as the view of privacy as the right to be left alone.
      

      
      Other distinctions focus on whether privacy is an intrinsic value—something desired
         for its own sake and necessary for human flourishing—or merely instrumental toward
         achieving higher-order values such as security or autonomy. And, while most conceptualizations
         of privacy focus on its importance for individuals, distinctions are also made on
         the social value of privacy,[9] maintaining that privacy serves not just individual interests but also common, public,
         and collective principles like freedom of speech, association, and religion. A growing
         perspective is Helen Nissenbaum’s[10] theory of privacy as “contextual integrity,” which provides a heuristic for analyzing
         and assessing privacy violations within specific contexts, and accounts for a right
         to privacy in personal information in terms of informational norms that are contextually
         bound.
      

      
      Privacy Law and Regulation in the 
United States
      

      
      Privacy is a young but rapidly growing area of US jurisprudence. With the US Constitution
         providing only limited and indirect privacy protections in the Third, Fourth, and
         Fifth Amendments, privacy’s formal common law history extends back barely one hundred
         years. Privacy law saw only limited expansion during the first half of the twentieth
         century, followed by a flurry of new laws and policies since the 1960s, largely corresponding
         to the rise of digital computing and networking.
      

      
      The historical path of formal US privacy law began in 1888 with the aforementioned
         definition of privacy by Judge Thomas Cooley as a “right to be let alone,” made famous
         in Warren and Brandeis’s groundbreaking article,[11] arguing that the US Constitution and common law allowed for a formal, legalized right
         of privacy. It wasn’t until the early twentieth century that courts began to confront
         the issue of whether to extend the common law to redress privacy invasions as Warren
         and Brandeis had suggested. After decades of sporadic development within common law,
         William Prosser,[12] building on Warren and Brandeis’s original argument, neatly organized the scattered
         jurisprudence into four privacy torts: (1) intrusion upon seclusion, (2) public disclosure
         of private facts, (3) false light or “publicity,” and (4) appropriation. Today, nearly
         all states recognize these torts.
      

      
      Common law protection of privacy in the United States continued to develop in the
         second half of the twentieth century, largely through a series of Supreme Court decisions
         that argued the Constitution protected a “zone of privacy” that safeguarded individual
         privacy and autonomy. Notable cases included Griswold v. Connecticut (1965) and Loving v. Virginia (1967), which found a constitutional right to privacy within the social institution
         of marriage and the sexual relations of married persons; Roe v. Wade (1973), where the Court held that the right to privacy encompasses autonomous personal
         decision making; and Whalen v. Roe (1977), where the Court held that the constitutionally protected “zone of privacy”
         extends to two distinct types of interests: (1) “independence in making certain kinds
         of important decisions” and (2) the “individual interest in avoiding disclosure of
         personal matters.”
      

      
      Noteworthy within the Whalen ruling was the Court’s recognition of what has been referred to as the “constitutional
         right to information privacy.” While the Supreme Court has not substantively developed
         this right further through common law, numerous federal statutes have been enacted
         to provide information privacy protections within particular sectors. In 1973, the
         increasing computerization of information and the burgeoning databases of personal
         information in numerous federal agencies prompted the US Department of Health, Education,
         and Welfare (HEW) to issue a report, Records, Computers, and the Rights of Citizens, which recommended the passage of a code of Fair Information Practices based on five
         principles:
      

      
      
         	
            
            There must be no personal data record-keeping systems whose very existence is secret.

            
         

         
         	
            There must be a way for a person to find out what information about the person is
               in a record and how it is used.
            

            
         

         
         	
            There must be a way for a person to prevent information about the person that was
               obtained for one purpose from being used or made available for other purposes without
               the person’s consent.
            

            
         

         
         	
            There must be a way for a person to correct or amend a record of identifiable information
               about the person.
            

            
         

         
         	
            Any organization creating, maintaining, using, or disseminating records of identifiable
               personal data must assure the reliability of the data for their intended use and must
               take precautions to prevent misuses of the data.
            

            
         

         
      

      
      A year after the HEW report, Congress passed the Privacy Act of 1974, which regulated
         the collection and use of records by federal agencies, allowed most individuals to
         seek access to records about themselves, and required that personal information in
         agency files be accurate, complete, relevant, and timely.
      

      
      While the Privacy Act provided a broad set of information privacy protections, it
         only applied to federal agencies, not the private sector. Throughout the later decades
         of the twentieth century, the US Congress addressed the private sector’s collection
         and disclosure of personal information on a sector-by-sector basis, including credit,
         education, bank account, cable, video, motor vehicle, health, and financial information.
         The Fair Credit Reporting Act of 1970 (FCRA) sets forth rights for individuals and
         responsibilities for consumer “credit reporting agencies” in connection with the preparation
         and dissemination of personal credit and financial information. Under the FCRA, consumer
         reporting agencies are prohibited from disclosing consumer reports to anyone who does
         not have a permissible purpose. The Family Educational Rights and Privacy Act of 1974
         (FERPA) regulates access to and disclosure of educational records to parents, students,
         and third parties. The Right to Financial Privacy Act of 1978 restricts the ability
         of the federal government to obtain bank records from financial institutions, and
         sets forth procedures for the federal government’s access to bank customer records.
         The Cable Communications Policy Act of 1984 limits the disclosure of cable television
         subscriber names, addresses, and utilization information for mail solicitation purposes.
         The Electronic Communications Privacy Act of 1986 (ECPA) added “electronic communications”
         to the federal wiretap statute, prohibiting unauthorized access to stored electronic
         communications, as well as prohibiting the provider of an electronic communication
         service from disclosing the contents of a communication it stores or transmits. The
         Video Privacy Protection Act of 1988 regulates the sharing of personal information
         collected in connection with video sales and rentals. The Driver’s Privacy Protection
         Act of 1994 regulates the use and disclosure of personal information from state motor
         vehicle records. The Health Insurance Portability and Accountability Act of 1996 (HIPAA)
         provides privacy protections for personal health information held by “covered entities”
         (generally, health-care providers, employer-sponsored health plans, and health insurers).
         The Children’s Online Privacy Protection Act of 1998 (COPPA) restricts the collection
         of children’s personal information online, requiring parental consent to the collection,
         use, or disclosure of personal information from children under the age of thirteen.
         The Gramm-Leach-Bliley Act of 1999 requires financial institutions to disclose their
         privacy policies to their customers, provide their customers the ability to opt out
         of sharing of personal information, and prohibits the institutions from sharing account
         information with nonaffiliated telemarketers and direct marketers.
      

      
      Apart from the enforcement of the sector-specific privacy laws summarized above, the
         US federal government has established limited regulatory authority over the collection
         and dissemination of personal data by the private sphere. While the government cannot
         force private entities to enact privacy protections (except as required by statute,
         like those noted above), the Federal Trade Commission (FTC) has, since the 1990s,
         taken action against companies that violate their own voluntary privacy policies,
         arguing that such cases represent unfair or deceptive practices and thus fall under
         the regulatory domain of the agency. However, while the FTC is largely viewed as the
         de facto federal data-protection authority within the United States, the agency is limited
         to enforcing only whatever a company has promised in terms of protecting information
         privacy, and most privacy sectors are under no obligation to make such promises to
         restrict their collection and use of personal data. The FTC lacks the ability to enact
         substantive privacy rules of its own, and if a company not regulated by a statute
         lacks a privacy policy, then the FTC has nothing to enforce.
      

      
      Privacy Law and Regulation for Libraries

      
      As evidenced above, the United States has largely employed a sectorial approach to
         federal privacy legislation and regulation, with an assortment of laws addressing
         only certain types of personal information in selected contexts. While no specific
         federal law or regulation has emerged protecting data and records about a patron’s
         use of library materials and services, various statutes noted above can potentially
         affect a library user’s privacy or govern the collection, maintenance, use, and dissemination
         of the user’s data.
      

      
      The Video Privacy Protection Act (VPPA), for example, forbids the disclosure of personally
         identifiable loan or rental records for “prerecorded video cassette tapes or similar
         audio visual material,” and such records may be shared only if the borrower consents
         to disclosure or if the institution making the loan is presented with a court order.
         The law also imposes requirements on the retention and destruction of borrowing records.
      

      
      Libraries and other institutions that provide electronic communications services may
         be governed by various provisions of the Electronic Communications Privacy Act (ECPA),
         including the prohibition of the intentional interception, use, or disclosure of wire
         and electronic communications unless a statutory exception applies (the Wiretap Act);
         a prohibition of the disclosure of stored communications and records held by communications
         service providers absent a statutory exception (the Stored Communications Act); and
         the regulation of the use of pen registers and trap-and-trace devices that record
         numbers dialed for outgoing calls or capture the numbers of incoming calls (the Pen
         Register Act).
      

      
      The Family Policy Compliance Office (FPCO), a part of the US Department of Education,
         has issued guidance stating that library circulation records and similar records maintained
         by a school or university library are “educational records” that subject them to the
         access and disclosure regulations within FERPA.
      

      
       Most notably, the USA PATRIOT Act, signed into law only weeks after the September
         11, 2001, terrorist attacks on New York City and Washington, D.C., broadly expanded
         law enforcement’s surveillance and investigative powers by amending more than fifteen
         different statutes for the stated purpose of updating wiretap and surveillance laws.
         Section 215 of the Act amended sections of the Foreign Intelligence Security Act (FISA)
         to make it easier for a federal agent to obtain a search warrant for “any tangible
         things (including books, records, papers, documents, and other items),” which has
         been widely interpreted to include library patron records.
      

      
       While most of these federal statutes only indirectly address libraries and patron
         privacy, an array of state statutes provides more specific protections to library
         users’ information. Eleven state constitutions guarantee a right of privacy or bar
         unreasonable intrusions into the privacy of individuals.[13] Forty-eight states and the District of Columbia have adopted laws that specifically
         recognize the confidentiality of library records. Two states, Kentucky and Hawaii,
         do not have library confidentiality laws; instead, each state’s attorney general has
         issued a binding opinion declaring library records confidential.[14] 
      

      
      These laws can be traced back to court decisions holding that the First Amendment
         protects the right to receive information and consider ideas without revealing one’s
         identity, and the belief that individuals have the right to be free from any government
         inquiry that might chill the exercise of that right.[15] As a result, courts have required the government to demonstrate both probable cause
         and a particularized need for information about reading habits before allowing access
         to that information. In addition, states have begun to adopt laws that protect a broad
         right to “reader privacy” that extends beyond libraries and video stores to booksellers
         and electronic content providers.
      

      
      The requirements of these laws vary from state to state. At a minimum, each statute
         declares that library circulation records are confidential records not subject to
         disclosure under the state’s open records law or Freedom of Information Act. Many
         states extend additional protection to library records by imposing a duty on the library
         to protect user records from disclosure, while also limiting the circumstances under
         which a library may release records to third parties or law-enforcement officers.
         For example, many state library confidentiality laws require a court order before
         a library may disclose records to law-enforcement officers. A few state statutes make
         it a crime to disclose library records in a manner contrary to the law. Three states
         recently amended their library confidentiality statutes to include privacy protections
         for digital or online resources or to impose legal duties of confidentiality on third-party
         vendors that manage, store, or transmit library users’ data.[16] 
      

      
      Library confidentiality laws may not apply to every library in a state, or may create
         exceptions to the law for some library users. For example, some state library confidentiality
         statutes do not apply to privately funded libraries, K–12 school libraries, or academic
         libraries. Several state laws contain exceptions that permit parents of minor children
         to examine their children’s library records. Many states, however, choose to protect
         the confidentiality of all library users’ records, without regard to the library user’s
         age or the funding, ownership, or control of the library. These laws provide compelling
         evidence that the states recognize individuals’ right to privacy in records of their
         library use, and that library users have a reasonable expectation that records of
         their library use will be kept confidential. Librarians and trustees should consult
         with local legal counsel to determine their rights and responsibilities under state
         law.
      

      
      In the absence of federal regulation, states are adopting rigorous data privacy laws,
         including laws governing information security, identity theft, and data-breach reporting.
         A large number of states have also adopted student-data privacy laws that strongly
         regulate institutions’ use of students’ personal electronic data, such as California’s
         Student Online Privacy Protection Act (SOPIPA). SOPIPA and other state laws like it
         govern the collection, use, and sharing of students’ personal data generated by the
         school and through students’ use of online services or cloud-based educational software.
      

      
      Commercial vendors that provide online content and information-management services
         to libraries and educational institutions can be subject to state data-privacy laws.
         Libraries and their technical service departments should be aware of the requirements
         imposed by these laws concerning information security, data-breach reporting, and
         identity theft. They should seek assurance that vendors are complying with any applicable
         laws. In addition, a library’s contracts with content and service providers should
         include a number of terms to help assure the security and confidentiality of patrons’
         data. These include:
      

      
      
         	
            
            A provision recognizing the confidentiality of patrons’ personal data and identifiers

            
         

         
         	
            A provision that forbids any further use or sale of shared personal data, including
               identifiers
            

            
         

         
         	
            A requirement that all subcontractors be required to follow the privacy and data-security
               protection terms in the contract between the library and the vendor, as well as a
               requirement that the library be notified whenever a subcontractor is employed by the
               vendor
            

            
         

         
         	
            A requirement that the vendor notify the library as soon as the vendor is aware of
               a data or security breach or a breach of the contract’s terms
            

            
         

         
         	
            Additional terms identifying the specific information security controls required by
               the library, such as the encryption of both stored and transmitted data
            

            
         

         
      

      
      A state may also impose particular data-management and record-retention requirements
         on state and local government agencies that go beyond the requirements of the state’s
         library confidentiality statute. Libraries uncertain of the requirements of these
         laws should consult with the agencies responsible for the enforcement of their state’s
         open records laws or Freedom of Information Act.
      

      
      Notes
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      Data Collection

      
      One of the largest factors involved in patron privacy is the subject of data collection.
         Data collection and retention is storage of information used in library systems including
         Integrated Library Systems (ILS), e-mail, computer use, online databases, electronic
         collections, and many others. Most systems collect data for many reasons. They use
         the data for analytics to show usage or for usage statistics. Contracted systems store
         patron usage and information outside the library control. As more libraries move to
         online systems and contracted electronic collections, the idea of retention and security
         becomes more important. How long should libraries store data? Who has access to the
         stored data, and where should it be stored? How can it be protected?
      

      
       All systems create data. The ILS keeps records of patrons and checkouts. Firewalls
         keep logs of Internet usage. Databases keep records of searches and information on
         the user’s machine. Internet providers keep logs of Internet usage. Libraries create
         connections with organizations that store copies of library information and create
         logs of patron use. 
      

      
       Take, for example, a typical transaction in the library system. The library system
         contains a database of patron records. Each record contains information about the
         patron (name, address, phone number, account number). Attached to that record are
         other types of information that relate to that patron, including their current items
         on loan, their history of payments to the library, and a history of the items they
         check out. When the patron checks out a new item from the library, a whole host of
         entries are created in the library system, including a checkout record on the patron
         account, the addition of the item to the patron record, a last activity date for the
         patron, and updates to the item record to reflect the new checkout by the patron.
         The simple transaction of checking out an item to the patron has created dozens of
         entries in various places in the library system. Another example from a library would
         be the reservation of a computer. Depending on the type of system the library uses
         for computer reservation, the type and amount of data that is created will change.
         A typical library reservation would begin with the patron typing in his library card
         at a computer. The reservation system would log this event in its files. The reservation
         system then contacts the library system to confirm the patron account. This creates
         more log entries on the library system and the reservation system. Depending on the
         configuration, the reservation system may create an entry on the patron account showing
         that the patron reserved a computer. 
      

      
       The public computer itself can also create data showing the patron use of the device.
         When the patron uses a web browser to surf the Internet, the browser creates logs
         showing the sites that were visited, including the time of the visit. Other applications
         on the computer can create data as well, including Microsoft Office applications and
         even some games. 
      

      
       Many libraries subscribe to databases from other companies. Depending on the subscription,
         it is possible that patron usage is collected while the resource is being used. For
         example, some subscription research databases will require the patron to create accounts.
         Once a patron creates an account and logs in, the database vendor can now create logs
         of usage, and correlate it with a particular patron. Even databases that do not require
         a patron to create an account could be collecting various types of information related
         to searches, when they were performed, and from what device they were made from. 
      

      
      Data Retention

      
      Understanding Data Retention

      
      Data retention is the process of storing any data that has been collected. As discussed
         previously, libraries create a large amount of data about their patrons and their
         activities. Some of this data is collected by the library and some is collected by
         third parties. Control of retained data is a major issue when concerned with privacy
         of patron records, and legal issues. Libraries have, depending on their state or local
         laws, a variety of concerns related to the storage of data, how long it is kept, and
         what it is used for.
      

      
       There are different types of data retained by libraries. Security concerns are different
         depending on the type of data and how and where it is stored changes. Some data is
         meant to be kept for the long term. This rarely changing data is usually stored in
         large, complex databases like a library system, and has many connections to other
         types of data. For example, consider a patron record. The main focus of the patron
         account is the patron data, name, address, and other identifying information. Pointing
         to this patron record is a large number of other, smaller, more dynamic data storage
         items that are more transactional. These smaller databases are more fluid and change
         over time. Even more dynamic than those would be informational or transactional logs.
         These types of small, short-lived logs are usually stored in flat files, like text
         files. They typically have a specified lifetime, and change very frequently.
      

      
       Large, persistent databases like a library system typically store their records in
         complex databases. These databases vary greatly in their methods of storing data,
         but typically consist of tables of data, each one specifically set to store a particular
         type of information. For example, a library automation system database might contain
         a table that has the patron name, address, phone number, and other identifying information
         in it. The same database might also contain a table with all the identifying information
         for an item located at the library. Some library systems will create separate databases
         for different types of data, and some will create single, large databases for all
         the information. 
      

      
       There are other types of stored data at libraries. Backup systems will create copies
         of the systems they back up. For example, an automated system creates copies of the
         database tables stored on the library automation system. These copies are used to
         restore the data in the event of the loss of the original system. Depending on the
         backup system, these copies can be stored as single files containing all the files
         from the original device, or copies of all the files as they exist on the original.
         
      

      
       Libraries also have many other systems that store data about their patrons and their
         activities. For example, computer or device reservation or automated check-out or
         check-in systems will store information about who used the device. The amount of information
         that is stored can vary from a simple date and time and the patron identifier to a
         full copy of the patron record, including the full details of what the patron did
         on the device. 
      

      
       On most library networks, switches, routers, and firewalls are used to manage the
         networks and the connections between them, including the Internet. All these devices
         create and store records of the information that passes through them. Switches create
         logs with information about what workstations accessed what services on the network.
         They typically do not store copies of the information that passes through them, but
         some can be configured to do so. Routers connect networks to other networks, most
         frequently the Internet. As they pass information through them, they create logs of
         the activity. This includes the workstation that accessed the Internet, and where
         they went on the Internet. Firewalls are similar to routers, but they have the special
         ability to also monitor the traffic that passes through them and to block potentially
         dangerous activity like viruses and attacks. They are also used to create allowed
         connections between devices on the local network and devices on the Internet. While
         they do this, they create logs, sometimes quite detailed, showing this activity. 
      

      
       If the library uses a cloud-based service, or another business to provide services
         to their patrons, these systems may be retaining the data they gather.
      

      
       Retained data has many uses for libraries. Patron and item databases are used to
         facilitate item transactions for users. Transactional logs are used to statistical
         purposes and metering. Connections with vendors use retained data to provide improved
         and new services. Without careful preparation and security, retained data can be used
         in ways that do not protect the privacy of the patron.
      

      
       Obviously, without a database of users and items, it would not be possible for a
         library to check out items. Library automation systems have large databases containing
         all the information about users, what they have checked out, when they checked it
         out, what services they used, and when they used them. Libraries that subscribe to
         outside databases or services connect their library automation systems with these
         vendors. These connections use established data connection standards like SIP or LDAP
         to exchange information. SIP stands for Standard Interchange Protocol and is used
         to exchange patron information. The most common implementation of SIP is for check
         out or return of items. Self-check systems or electronic services like downloadable
         audiobook services will use SIP to verify the authenticity of a patron and to make
         changes to the patron record. These changes can be simple change of addresses or updates
         to e-mail to the payment of fines or the addition of checked-out items. SIP is also
         used to permit the use of library services like public computers, or the check out
         of devices like laptops or tablets. Vendors that facilitate the use of public computers
         or meeting rooms will use a SIP connection to verify a patron identifier is valid
         in the library automation system before allowing use of a public computer or meeting
         room. 
      

      
       NCIP is another library protocol maintained by the National Information Standards
         Organization (NISO). NCIP stands for NISO Circulation Interchange Protocol. It was
         designed to facilitate the checkout of materials between different library automation
         systems. Using NCIP, two libraries with different automations systems can, as long
         as they both adhere to the NCIP standard, perform simple transactional services like
         patron information retrieval, item information retrieval, item checkout, check-in,
         and renewal, and item request and recall. 
      

      
       NCIP uses a type of Internet connection called a web service. A web service is also
         called an API, or Application Programming Interface. APIs use the Internet to connect
         directly to the library automation system. What type of information that can be exchanged
         varies depending on the implementation and support from the library automation vendor,
         and the third-party vendor. 
      

      
       If a library system supports it, LDAP, which stands for Lightweight Directory Access
         Protocol, is used to exchange patron information between systems. LDAP is not as broad
         in its uses as SIP, and is mainly used for authentication. It can query the patron
         database and verify login information. LDAP is used by some vendors who only need
         to verify patron accounts. Most transactional data is used by a library or a third
         party to evaluate services and gather statistics. Many systems will create logs that
         show the successful and unsuccessful uses of the system. Administrators will use this
         data to determine if the system is working properly, and if not, determine where the
         problems are and resolve them. An example of this is a usage log from a web server.
         Web servers will collect information on who visits a website, what they viewed, how
         long they visited, and any error messages they received. If a user clicks on a link
         that is broken, the log will show that error and an administrator can find it and
         fix it. A webmaster will also use transaction data to determine what parts of the
         site work well and what parts do not work. They can use the information in the logs
         to determine what browsers users use so they can improve efficiency on the site to
         conform to the user’s preferences. In addition, many services charge the library based
         on their transactions, or usage. For example, when a patron checks out a streaming
         media service, the vendor charges the library for that checkout. 
      

      
       The biggest fear regarding retained data is the loss of control of the data, and
         unauthorized use of it. Since so much data is collected and retained that contains
         patron information, it is possible for the privacy of a patron to be lost from the
         retained data being taken, or used in a way that was not authorized by the library.
      

      
       It is possible for patron information to be taken while it is being stored, or while
         it is in transit between systems. In the case of libraries that subscribe to other
         library resources that use third-party applications or systems, it is possible that
         the third party might be collecting data from the library transactions and using them.
         For example, Amazon requires that patrons who check out eBooks on their Kindle devices
         must provide Amazon with their checkout history, name, address, phone number, and
         other information. 
      

      
       Retained data of patron records can also be gathered by law-enforcement agencies.
         Many libraries protect their patrons by not gathering and storing this data. 
      

      
      Data Security

      
      Data security involves the protection of retained data in its stored form. When data
         is retained, it must be stored in a way to protect it from intrusion, and it must
         be protected while it is being accessed. 
      

      
       Data storage varies greatly, so techniques on how to protect it also vary greatly.
         When determining the need for data-storage security, a library must first figure out
         what systems will have security installed, how the data is stored, and what techniques
         can be used. 
      

      
       For example, if a library decided to apply security to the storage of their main
         library automation system, the process would begin with an understanding of where
         the data is stored on the system, and how it is stored. If the data is stored in large
         database, the files are most likely stored on the file system as a single or multiple
         files. Sometimes the files are kept in memory and are written to the disk at various
         times. In large systems, it is possible that the data files are stored on another
         system, and are accessed through a network connection.
      

      
       No matter how the data is stored, or where it is stored, there are some basic techniques
         that can be used to protect the data. Antivirus or antispyware applications are necessary
         for every device on a network. With the proliferation of viruses and spyware applications
         that attempt to steal data on computers, maintaining these protections on devices
         that store vital library data is imperative. 
      

      
       Backup systems are also extremely important, especially for systems that store vital
         data. Recommendations for backing up data vary depending on the environment, and the
         policies in use, but for a basic idea, backups should be made daily. Every week, a
         full backup of all the data should be made with the daily backups only backing up
         modified data. Once a month, a full backup should be made separate from the basic
         backups, and that backup should be stored somewhere else, preferably off-site. This
         backup is used in the event of the loss of the regular backup system. 
      

      
       Physical security is the protection of data from access locally. Devices that store
         sensitive data like patron records should be stored in areas where someone cannot
         walk up to the device and access it. This is to prevent someone from making a copy
         of the data, or deleting or otherwise destroying the data. Physical security is more
         difficult if the device that is storing the data is not located in a place where the
         library has physical control over it. 
      

      
       If the data is stored in a remote location or is controlled by a separate organization
         from the library, it is important to use a secure connection between the devices.
         Using a secure connection will prevent any data that is intercepted from being accessed.
         Once the data is encrypted, it is extremely difficult to decrypt it without the decryption
         key. The most common method for securing data that is transmitted is by using SSL.
         SSL stands for Secure Socket Layers, and is a common Internet technology that creates
         an encrypted communication path through the Internet. Every major web server application
         supports the use of SSL certificates for data transmission. The first step in using
         SSL certificates is to contact the vendor that the information will be shared with.
         In many cases, the vendor will already be prepared to offer a secure connection, and
         it simply needs to be set up. Most API connections that libraries and vendors use
         can be secured using SSL. 
      

      
       Some protocols, like SIP, do not support encryption. The protocol does not have any
         solution built in that provides security. SIP is best implemented between systems
         where security can be implemented. The best example of this would be on an internal
         network where a self-checkout or a patron-authentication system uses SIP to communicate
         with the ILS. Depending on the configuration on the network, the communication between
         the two systems would not need to be encrypted. If a connection must use SIP, and
         it will be transmitted over the Internet, the best way to secure that connection is
         to use a Virtual Private Network or VPN connection. Some vendors will support VPN
         connections, or will have another solution for securing SIP. 
      

      
       Most third-party vendors will provide a description of their services or a contract
         that explains their data-collection and retention policies. Before a library signs
         a contract with a third-party vendor, it is important to ensure the contract covers
         data-collection retention and security. Refer to chapter 5 for best practices and
         guidance on working with third-party vendors. A good contract should include a description
         of what data the vendor collects and what it uses it for. It should also explain what
         data is retained, how long it is retained for, and when it is destroyed. It should
         also detail what measures the vendor uses to protect the retained data, and what security
         measures it uses to ensure it is safe. 
      

      
      Data Encryption

      
      Encryption of retained data on the devices provides an extra layer of security. Some
         library systems and operating systems support the ability to encrypt the data where
         it is stored. Windows systems from Windows 7 on support file-level encryption. This
         allows administrators to encrypt the files on the server, making them unreadable without
         the administrator password. This is especially useful when storing data in offline
         media like USB drives or DVDs. File-level encryption should also be used for off-site
         or cloud-based storage of backups or of any kind of data storage. 
      

      
      Data-Retention Policies

      
      A data-retention policy defines the way a library gathers data, especially patron
         information, what it gathers, what it does with it, and how it stores it. It should
         also detail what third parties the library uses that collect and retain data. 
      

      
       The data-retention policy should start with an explanation of the library resources
         that collect data and what is collected. For example, the library automation system
         collects the required information from the patron to create a library account. This
         can vary, but is usually name, address, phone number, birthdate, and e-mail address.
         It also collects information regarding a patron’s checkout history, reservations,
         any fines or fees she has, and e-mails the library sent to her. The policy should
         list this information, how long it is kept, and how the library will use it. 
      

      
       The data-retention policy should then list any other services the library uses that
         collects information, such as websites, and in-house services like computer reservation
         systems or device-checkout devices. Websites collect information about when the user
         visited the site, what type of computer and browser they are using, what they viewed,
         how long they visited, and any errors they had. The policy should list this information,
         what it is used for, and how long it is kept. 
      

      
       Last, the policy should list any third-party services the library subscribes to and
         what information they collect. If the third-party retains any of that data, it should
         be detailed, as should what the user can do, if anything, to request that the data
         not be used or deleted. 
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      The collection and analysis of user-level library data is playing an increasingly
         prominent role in academic libraries. This is perhaps not surprising; the Association
         of College and Academic Libraries’ (ACRL) influential 2010 report on the value of
         academic libraries emphasized the need for libraries to begin systematically collecting
         and incorporating large-scale data into their assessment activities,[1]   and many libraries have started actively seeking ways to utilize data about library
         services and collections in institutional efforts in learning analytics, with the
         goal of better understanding and measuring student learning, academic success, and
         engagement. 
      

      
      As institutional information hubs, libraries create a great deal of information about
         the activities of their users, and especially about the information resources they
         access—both academic and otherwise. The desire to utilize this “big data” to better
         understand student (and to a lesser extent, faculty) behavior fits within larger trends
         in higher education that are placing greater emphasis on analytical methods that seek
         to model students’ educational experiences using data from universities’ various systems
         for keeping track of their students, including (but certainly not limited to) data
         about student demographics, course outcomes, academic preparedness, attainment, persistence
         and retention, financial situation, and engagement, as well as behavioral information
         from learning management systems. Given the importance of library services and materials
         to the academic mission of the university, as well as the position of the library
         as a major cost center, it is likely that libraries and librarians will continue to
         encounter interest and pressure to link data about their users to other institutional
         datasets.
      

      
       While the field of learning analytics in libraries is still relatively new, a growing
         number of studies have demonstrated the potential utility of these types of analyses
         by exploring links between library use and student attainment[2]   and retention,[3]   as well as the correlations between various types of library use and GPA.[4]   These studies have also helped spark a debate among librarians surrounding the
         analysis of library data and its implications on the privacy of library constituents.
         Utilizing library-use data for analytical purposes presents an ethical dilemma for
         many librarians, who have traditionally considered this data to be confidential and
         sacrosanct, and that protecting users’ right to privacy comprises one of the pillars
         of librarianship of a profession. 
      

      
      The American Library Association (ALA) enshrines the confidentiality in principal
         III of its code of ethics: “We protect each library user’s right to privacy and confidentiality
         with respect to information sought or received and resources consulted, borrowed,
         acquired or transmitted.”[5]   However, principal I of the ALA code of ethics obligates librarians to “provide
         the highest level of service to all library users through appropriate and usefully
         organized resources”—an obligation that is often aided by the analysis of library
         data. 
      

      
      This tension between the ethical imperatives of providing high-quality access and
         services and protecting the privacy and confidentiality of users is at the core of
         librarians’ relationship with the analysis of user data. Collecting user data for
         research and analysis purposes rather than the necessity of administering library
         systems represents a shift in many libraries’ stances toward user privacy, and is
         often a relatively new capability for many libraries and librarians. While libraries’
         technical capabilities to collect usage data have expanded rapidly with new digital
         systems and analytical tools, these abilities have sometimes seemed to outpace the
         ethical conversations surrounding this type of data collection. 
      

      
         In this chapter, I address this debate by examining the ethical implications of
         tracking usage data across libraries’ online systems, and argue that librarians should
         approach the collection and analysis of library data from a research ethics point
         of view, and should utilize a human subjects research model for evaluating the efficacy
         of these types of “big data” studies. 
      

      
      “Big” Usage Data in Libraries

      
      As library collections and usage have shifted from principally physical to principally
         digital materials, the systems that enabled online access to information simultaneously
         increased libraries’ ability to observe and collect user data. Libraries now have
         the practical ability to systematically collect transaction-level information that
         link individuals with their item-level usage. Creating a detailed dataset containing
         every online resource used by every library user is probably within the technical
         capacity of most libraries and much of this data may already exist—even if it is not
         presently used—since it is prerequisite for authentication systems.[6] For example, EZProxy logs are set up by default to collect IP addresses and usernames.[7]   With some effort, it is conceivable that a library could expand such a dataset
         to include essentially every interaction that a user has with library systems: every
         set of search terms, every record viewed, every article browsed or downloaded, and
         every book checked out by every library user. 
      

      
      Once individual identifiers such as a username are collected, linking library data
         to other institutional data such as demographic information, financial aid, measures
         of student and faculty success (engagement, retention, GPA, grant funding, publication
         records), and anything else that a university might track at an individual level is
         fairly trivial, and likely more a matter of institutional policy rather than technical
         capacity. Indeed, attempting to answer research questions about the impact of libraries
         on student or faculty outcomes depends on utilizing unique identifiers and collecting
         data in a way to allow it to be associated with individuals.
      

      
         A library dataset of this type would obviously contain extensive personal information
         about individual users and the topics that they are interested in. In addition to
         collecting user data in accordance with ethical standards librarianship, in my opinion
         librarians also have a responsibility to collect this data in accordance with standards
         for human subjects research, and are therefore obligated to conduct ethical due diligence
         before datasets are created. At educational institutions in the United States, ethical
         review of human subject research is usually conducted by Institutional Review Boards
         (IRB), which are charged with assessing whether or not data-collection practices and
         research protocols meet the requirements of three guiding principles: respect for
         persons, which establishes the requirements of disclosure of the data being collected
         and informed consent; beneficence, which asserts the research should first do no harm
         and second should maximize possible benefits while minimizing possible risks; and
         justice, which states that the selection of research subjects should be equitable.[8]   
      

      
      While not all library data collection will fall under the auspices of IRBs,[9]   the ethical principles on which IRB oversight is based provide a useful framework
         for discussing the efficacy of data collection in libraries. Unfortunately, the creation
         and utilization of the type library-usage data described above potentially fails to
         meet all three of the ethical standards of beneficence, respect for persons, and justice.
      

      
      Considering Risk and Benefits

      
      The potential benefits to analyzing large library-usage datasets are numerous. Along
         with better understanding the relationship between student success measures and personal
         library use, these data may also help libraries provide better services to students,
         faculty, and public users; make more efficient use of funds; improve collections management;
         demonstrate the role of libraries in student learning and faculty research; and identify
         students at risk of dropping out or in need of additional help. All of these are important
         and laudable goals driven by a desire to improve educational experiences and practices.
         
      

      
      Nevertheless, the push to collect ever-more detailed and fine-grained educational
         data over longer periods of time makes weighing benefits and risks more difficult,
         since so much of how the data might be used (or misused) is unknown at the time of
         collection. Indeed, this potential is one of the reasons for the present excitement
         about learning analytics and “big” educational data. 
      

      
       Given that educational outcomes must usually be known in order to draw meaningful
         conclusions from library-use data, the time horizons required mean that individuals
         who are providing the data rarely benefit directly from their findings. Although an
         absence of direct benefit to a research participant certainly does not preclude conducting
         research, when weighing risk and reward, researchers should carefully consider designs
         in which the people bearing the risk do not reap the benefits, particularly with regard
         to whose interests are actually being served. 
      

      
       As Alan Rubel and Kyle Jones point out, when aggregated, data obtained from individuals
         is typically far more valuable to institutions than the subject themselves.[10]   Particularly in the context of libraries, researchers must also be very aware of
         the financial and ideological interests at play.[11]   In addition to universities, many of the parties likely to incur the benefits of
         library data analyses are third-party service providers, including for-profit publishers
         and other corporations, whose primary responsibility is to their shareholders rather
         than students. 
      

      
      The use of data by a variety of institutional actors may, in fact, result in improved
         educational services, systems, and experiences for students and faculty in general,
         but the ethical question at hand is whether or not individuals have a right to some
         level of control and autonomy over their personal data from which this value is derived.
         Furthermore, it is important to question whether outcomes justify the data collected
         and if benefits outweigh students’ loss of autonomy over how data about them is collected.[12]   
      

      
      While continuing to evaluate the ways multiple parties benefit from the collection
         of library data is critical to conducting ethical research, many libraries, universities,
         and researchers have taken the position that the indirect benefit to students of improving
         educational approaches justifies data collection—as demonstrated by current investment
         in learning analytics systems across the educational sector. However, it is equally
         important to evaluate the long-term risks that transaction-level datasets containing
         large numbers of individuals represent, and how it might be reused or misused by unexpected
         actors, including commercial, governmental, or law-enforcement interests. One principal
         risk to library-use data is the disclosure of identifying information. 
      

      
       Perhaps the most probable disclosure scenario for library-use data is at the request
         of state actors such as law-enforcement or regulatory agencies.[13]   Once a dataset exists, it is subject to subpoena by law enforcement (IRB consent
         forms usually require a warning about legally required disclosure). There is no researcher–subject
         privilege and we should not assume that universities will be willing or able to resist
         a subpoena, or that researchers can guarantee the confidentiality of research subject
         in such a scenario. Beyond criminal proceedings, it is not difficult to imagine cases
         in which library data might become of significant interest to a civil suit or other
         proceeding (e.g., copyright infringement proceedings), making an investigatory route
         to data disclosure fairly likely.
      

      
      For example, during the Boston College Belfast Project, oral history interviews were
         collected from former members of the Irish Republican Army who fought in Northern
         Ireland. These recordings were intended to remain secret until after a research participant’s
         death, but after their existence was mentioned in a secondary source, they were subpoenaed
         in 2011 by the US Department of Justice at the request of the British Government as
         part of a murder investigation.[14]   The ensuing legal proceedings amply demonstrated the potential risks of archived
         datasets to institutions, the people providing the data, and to third parties referenced
         by the data.[15]   
      

      
      Although the Belfast Project was not a “big data”-type dataset, and represents information
         that is probably much more sensitive and risky than the user data that libraries typically
         create and handle on a day-to-day basis, the FBI and other investigative agencies
         have shown a long-term and well-documented interest in obtaining library usage data.[16]   It is probably safe to assume that these practices will continue, and that any
         data created and held by libraries might become the target of an investigatory request.
         More chillingly, the post-9/11 practice using national security letters potentially
         prevents libraries and librarians from even disclosing the existence of a request.[17]   
      

      
      In the case of actors with subpoena powers, there is little effective way to prevent
         disclosure of information except not to create the data in the first place, since
         law-enforcement agencies can also compel disclosure of data protection mechanisms
         such as encryption keys. Because of their size and the amount of information they
         contain, large and comprehensive datasets containing many individuals therefore represent
         a significant risk for unintended use and disclosure. Given that individuals bear
         most of this disclosure risk, while institutions gain most of the benefit from the
         data’s use, it is paramount to consider whether the potential outcomes derived from
         library-use data really justify creating a dataset that is so inherently risky. 
      

      
      Obtaining Consent

      
      The difficulty in predicting the long-term uses of transaction-level or user-level
         library data create significant problems for the informed-consent process, especially
         surrounding data retention and reuse. 
      

      
       Currently, many library practices for disclosing the data they collect and obtaining
         informed consent are insufficient from a research ethics standpoint, and are often
         written more with an eye toward ensuring efficient functioning of library systems
         than research and data analysis activities. Libraries routinely obtain passive consent
         for user-data collection through mechanisms such as by posting a library privacy policy.
         These policies are sometimes out of date or incomplete, or do not adequately and fully
         explain what data is collected, how it will be used, and what other data it might
         be linked to. These types of policies are an insufficient consent instrument from
         a research ethics perspective not only for these reasons, but also because they are
         not widely read or understood by library users. Libraries also rarely have an effective
         opt-out procedure to their privacy and data-collection policies except for users to
         refrain from using the library systems that require authentication. While this is
         the form of passive consent most web services use for their data collection (via their
         terms of service agreements), human subjects regulations in the United States require
         that researchers ensure not only that consent is sought from each participant, but
         also that a prospective research subject understands the information. Passive consent
         is inadequate for meeting this requirement.
      

      
       Moreover, in order to meet the ethical standard of respect for persons, consent must
         be voluntary, and potential subjects must have the opportunity to opt out. When data
         collection is systemic and potentially built into library systems, there is essentially
         no effective opt-out option. Since using library systems is (at least in theory) vital
         to a successful academic career, forcing users into a situation whereby the only way
         to avoid participation in data collection and research is to refrain from using library
         systems and resources, a coercive situation is created because there is no adequate
         substitute. In this scenario, one might argue that opting out of participation actually
         does harm to the individual. 
      

      
      Supporting Justice

      
      At first glance, comprehensive and systematic collection of library data might seem
         to meet the ethical standard of justice that requires equitable selection of participants
         since all library users would be included in the data collection. Nevertheless, there
         are a number of potential pitfalls in this area as well.
      

      
       Due to their smaller numbers, minority groups of any type (e.g., race, ethnicity,
         gender expression, LGBT identity, religious affiliation) will always be more visible
         within a systematically collected dataset, and by extension, individual members of
         these groups will be easier to potentially identify. As discussed above, since the
         interests of individual students and their institutions are not necessarily aligned,
         imperatives to increase measures of student success may create incentives for institutions
         to utilize behavioral, performance, and demographic data to guide decisions about
         recruitment or advising—perhaps even consciously or inadvertently recruiting students
         whose demographic profile appears more likely to succeed or steering students in a
         particular direction of study where they appear likely to perform well.[18]   Since such data and decisions are often related to student demographics in complex
         and subtle ways, these processes can produce the effect of discrimination against
         particular groups, and there is a growing body of evidence suggesting that already
         socially and economically underprivileged and marginalized groups are much more likely
         to bear the brunt of this type of data-led discrimination.[19]  
      

      
      This reality makes a strong case for limiting the extent of information that is collected
         and how it is linked together. However, since it is difficult to identify in advance
         what variables will be related to student outcomes, many institutions are taking a
         much more expansive view to data collection. Rubel and Jones note “because we cannot
         know a priori what information will shed light on learning environments and outcomes, any information
         would seem fair game on the relevance view.”[20]   In response, they suggest that “a good principle for whether it is justifiable
         to collect information is whether the universities would be justified in intervening
         to change the behavior captured in the data.”[21]   In the case of libraries, it would probably be justifiable for a university to
         intervene and suggest that a student who has never used the library might benefit
         from doing so, but it probably would not be justifiable in intervening in what specific
         materials and resources the student has used. 
      

      
      Data Practices for Libraries

      
      Given that there is risk associated both with collecting and with not collecting library
         data, how should libraries respond to increasing pressures to participate in learning
         analytics initiatives and the collection and analysis of usage data?
      

      
      First, consent procedures should be reviewed before data collection, and whenever
         possible libraries should move to obtaining explicit rather than passive consent and
         opt-in rather than opt-out models for data collection. Before collecting data, libraries
         and librarians should also carefully consider the associated risks and the “worst
         case scenario” of the data’s release. Once data is created, the assumption should
         be that it will eventually be compromised, and at a minimum, standard data-security
         procedures should be put in place, such as physically separating subject identification
         data from analysis datasets, and locally encrypting data files. Libraries should apply
         the social science adage not to collect data that you do not have a specific plan
         to analyze and use, and should adopt data-collection strategies that help minimize
         the risk to participants should the data be disclosed. 
      

      
       In general, transaction-level data that uniquely identifies both a user and an item
         should be avoided unless required for a specific and limited purpose. Because of its
         inherent risk to privacy, systematic collection of this data should also be avoided.
         Data collected should be aggregated at a level that balances analytical specificity
         with user privacy. For example, electronic-usage data might be collected at the database
         level rather than the item level, or circulation data at the LC classification level.
         User groups can also be aggregated—for example, grouping sets of similar majors—to
         help minimize the risk of identifying individuals based on demographic information.
         Cody Hanson, Shane Nackerud, and Kristi Jensen suggest aggregating to groups no smaller
         than fifteen to twenty members,[22]   but given that reidentification techniques are likely to continue to become more
         sophisticated, researchers might consider using an even higher threshold for aggregation.
         In this way, aggregating at the highest level necessary to conduct a particular analysis
         can help mitigate risk if the data is eventually exposed. 
      

      
      Researchers should also consider the level of demographic data that is actually required
         for their analyses, since each additional data point aides in attempts to identify
         participants. For example, demographic information such as gender and ethnicity that
         is commonly included in datasets might be spurious to analysis of relationships between
         library use and measures of student success, and might be dropped if no relationship
         is observed. 
      

      
       Removing identifying information from stored datasets is often used as a strategy
         to mitigate or eliminate risks from unintended disclosure of this type of data. Unfortunately,
         even de-identifying a dataset by destroying the links between individually identifying
         information and other data is possibly insufficient to protect research subjects’
         privacy. Reidentification of research subjects from information contained in datasets
         is decreasing in difficulty, a task that would be made even easier in the case of
         a library-user dataset since the source population would be known (i.e., the students
         enrolled at a university during particular dates). For this reason, a dataset containing
         even rudimentary demographic data about students (such as major, graduation year,
         sex, ethnicity, etc.) might be impossible to de-identify.[23]  
      

      
      Due to the difficulty of securing “big data” and the legal and ethical risks of disclosure,
         Bruce Schneier argues that it should be thought of as a “toxic asset” and treated
         accordingly.[24]   The best way to protect risky data is not to create it. The second-best way is
         to destroy it as soon as possible after analysis is complete. 
      

      
      Data-destruction plans are therefore an integral component to securely managing privacy
         and minimizing risks to research subjects. All studies should include a data destruction
         plan, or a justification of why the data should be retained and for what purpose.
         Any datasets containing user demographic data or other identifying information should
         not be retained indefinitely and should be destroyed after a reasonable period following
         the completion of data analysis. 
      

      
       Finally, libraries should advocate for their universities to adopt a code of practice
         for data related to learning analytics.[25]   In the absence of an institutional code of practice, libraries should develop their
         own. In this way, libraries have the opportunity to become centers of expertise and
         best practices for collecting and using institutional data, much as they have in other
         areas of scholarly communication such as copyright and research data management. Given
         librarianship’s ethnical emphasis on ensuring the privacy of its users, this is a
         natural—and indeed vital—role for librarians to play as universities continue to develop
         their learning analytics programs.
      

      
      Notes
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      Chapter 5

      Third-Party Services in Libraries

      
         
         
         
         William Marden

         
         
      

      
      
         No man is an island, entire of it;

         
         every man is a piece of the continent,

         
         a part of the main.

         
         —John Donne

         
      

      The twenty-first-century American library provides a wider and more diverse array
         of services and offerings than could have been imagined even twenty-five short years
         ago. In that time, the birth of the Internet, electronic databases, and widespread
         use of personal mobile devices and their applications are at the vortex of our current
         world of information, which continues to expand at an ever-increasing rate.
      

      
       What had formerly been contained within the physical walls of a library now lies
         scattered across cyberspace. Of course, the physical library still houses books, music,
         and in-library classes and programs. But the control over both these traditional resources
         and the newer, digital kind has increasingly become more centered in a world of outside
         suppliers and vendors.
      

      
       Libraries have almost always had to deal with the pros and cons of using a third-party
         supplier. Even the great library of Alexandria, which contained a copy of almost every
         known book in the ancient world, suffered its own version of third-party management
         issues. “Not all the books that entered the library [of Alexandria] were genuine;”
         notes library historian Alberto Manguel, “forgers, noting the passionate interest
         with which the Ptolemy collected the classics, sold them apocryphal Aristotelian treatises
         that centuries of scholarly research later proved false.”[1]   While forgeries are not the main concern of twenty-first-century libraries, like
         their ancient counterparts they look to wholesalers and outside companies to provide
         content. Such examples of items purchased include books for adults, young adults,
         children, and special readers (emerging literates, large print, braille). They also
         purchase newspapers and magazines, reference sources, scholarly journals, electronic
         resources (individual and aggregate online databases, computer software, eBooks and
         eBook readers), audiovisual materials (DVDs and online streaming video, audiobooks
         and music recordings in various formats including streaming and digital downloads),
         and microforms (microfilm and microfiche).[2]  
      

      
      In this chapter, we look at the types of third-party services that libraries utilize,
         what challenges they bring to the issue of patron privacy, how to negotiate contracts,
         and how such contracts and services can be improved in the future to protect patron
         privacy.
      

      
      Need for Privacy

      
      The philosophy and laws that protect patrons’ personal information and their transactions
         with library services is a long-standing fact. Elsewhere in this book—particularly
         chapter 2, which covers the foundation of privacy in libraries—the reader will find
         a full discussion of the foundations of privacy in libraries. The need to protect
         patron privacy in American libraries is a concept that dates back to the Bill of Rights
         to the US Constitution, particularly the First and Fourth Amendments, which guarantee
         free speech and freedom from unreasonable searches and seizures. Such protections
         are also now embodied in the statutes of nearly every state,[3]   providing privacy protection for library patrons. 
      

      
      Three of the key concepts of library patron privacy are well summarized in the American
         Library Association’s (ALA) Intellectual Freedom Manual, which states:
      

      
      
         	
            
            Privacy is essential to free inquiry because it enables library users to select, access,
               and use information without fear of embarrassment, judgment, surveillance, punishment,
               or ostracism.
            

            
         

         
         	
            Libraries should minimize the collection of personally identifiable user information,
               store it locally and securely, and be sure that library practices do not divulge user
               information or put it on public view (e.g., self-service hold shelves that reveal
               a user’s identity).
            

            
         

         
         	
            Libraries should not share personally identifiable user information with third parties
               (including vendors, “Friends of the Library” groups, and law enforcement) except with the permission
               of the user or in response to a search warrant or other court order.[4]

            
         

         
      

      
      The ALA has and continues to publish guidelines and standards that are meant to assist
         librarians in safeguarding patron privacy with regard to third-party vendors. In fact,
         at the annual ALA conference in 2016, the Intellectual Freedom Committee passed no
         fewer than three new guidelines regarding managing vendor contracts and data, including
         one specifically directed at integrated library systems (ILS).[5]   Besides the ALA, other related groups have also published policies and guidelines
         that are meant to assist librarians in understanding how to better control third-party
         data. One of these is the National Information Standards Organization’s (NISO) “Consensus
         Principles on User’s Digital Privacy in Library, Publisher, and Software-Provider
         Systems,” published in 2015. The principles cover such important areas as data security,
         data collection and use, anonymization, options and informed consent, sharing of data,
         and providing users with access to their own data.[6]  
      

      
      Types of Services

      
      Even the smallest library, more so in the digital age, requires third-party providers
         for at least some of its materials and data. From the moment the data comes within
         the control of a vendor, the subsequent collection, storage, transmittal, and disposal
         of that data becomes the responsibility of a nonlibrary, third party. On occasion,
         those third-party vendors further share or store the library’s data with yet another
         vendor, essentially creating a hall of mirrors in which the library’s data flows to
         parties who are two, three, and perhaps even four steps beyond the library. 
      

      
      Furthermore, our largest libraries are not self-contained institutions that rely solely
         on their own directly controlled resources to provide user services and content. They
         must rely on outside parties and vendors. Libraries in the United States spend an
         average of 21.6 percent of their budgets (see chart below) on various electronic services,
         including e-book vendors and other digital vendor services such as reference databases.
         In the country’s largest libraries (serving populations of five hundred thousand people
         and more), this figure climbs to 32 percent of their budgets, or approximately $1.5
         million per library on average. It is these digital vendors that are the primary focus
         of this chapter. The essential challenge for libraries is to ensure that patron information
         exchanged with such vendors is kept secure from the moment of inception to its ultimate
         end state.
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                     4%

                     
                  
                  
                  	
                     4%

                     
                  
                  
               

               
               
                  	
                     
                     Other electronic products (incl. reference services)

                     
                  
                  
                  	
                     9%

                     
                  
                  
                  	
                     6%

                     
                  
                  
                  	
                     7%

                     
                  
                  
                  	
                     7%

                     
                  
                  
                  	
                     10%

                     
                  
                  
                  	
                     11%

                     
                  
                  
                  	
                     15%

                     
                  
                  
                  	
                     13%

                     
                  
                  
               

               
               
                  	
                     
                     Other

                     
                  
                  
                  	
                     4%

                     
                  
                  
                  	
                     2%

                     
                  
                  
                  	
                     3%

                     
                  
                  
                  	
                     2%

                     
                  
                  
                  	
                     3%

                     
                  
                  
                  	
                     5%

                     
                  
                  
                  	
                     4%

                     
                  
                  
                  	
                     9%

                     
                  
                  
               

               
               
                  	
                     * Represents a combined average for libraries of populations 100K–249K and 250K–499.9K.

                     
                     Note: “Other electronic products” includes electronic databases such as OverDrive,
                        3M, Lynda.com, Zinio, etc.
                     

                     
                     Italicized categories represent online, third-party resources.
                     

                     
                  
                  
               

               
            
            
         

         
            Barbara Hoffert, “Trend Turn Around,” Library Journal 141, no. 3 (February 15, 2016). 
            

            Lisa Peet, “Gaining Ground Unevenly: Budgets and Funding,” Library Journal 141, no. 2 (February 1, 2016): 28–30.
            

         

         
      

      
      Data Classification

      
      As other chapters in this book detail, not all data must be treated with equal care.
         An organization with proper data security controls has classified its data according
         to a given scheme by which it measures the risks around maintaining the confidentiality,
         integrity, and availability (CIA) of its universe of data.[7]   Such risk factors are as relevant to third parties (i.e., those who control the
         library’s data on the library’s behalf) as they are to the library itself. Using a
         matrix effect, each institution determines whether the unauthorized disclosure of
         each type of data would have a (1) limited, or (2) serious, or (3) catastrophically
         adverse effect on the organizational operations, assets, and individuals and subsequently
         categorizes each group of data as either “restricted,” “private,” or “confidential”
         or “public.”[8]  
      

      
      Personally identifiable information (PII) can be briefly defined as: any information
         that—alone or when used in combination with other information within an organization’s
         direct control—can be used to identify, locate, or contact an individual. This affects
         personal information whether stored on paper, electronically, or by other means. 
      

      
       PII covers a greater range than just “personal identification,” such as an individual’s
         name, address, telephone number, social security number, driver’s license number,
         e-mail address, and so forth. For example, PII connects users to what materials they
         have checked out with a library card, what events or classes they have registered
         for, when they have used a library-connected computer, and so on. The International
         Association of Privacy Professionals has a useful chart which helps identify what
         types of information is most likely to be in this category.[9]  
      

      
      ILS

      
      The Integrated Library System (ILS) system of any library is unquestionably a repository
         of confidential and private information. It is the place where a patron’s profile
         is stored for the duration of his relationship with the library. It also matches that
         personal information with the items he borrows, holds he places, and fines or fees
         he may incur. At New York Public Library, for instance, nearly twenty-four million
         transactions per year, including individual patron borrowing of books, CDs, and DVDs,
         are recorded through the library’s ILS system.[10]   “The crux of privacy lies in the linkage between the private patron record and
         the public item record,” notes library technology expert Marshall Breeding.[11]  
      

      
      In 2016, the ALA published a set of Privacy Guidelines for Library Management Systems, which emphasizes the importance of protecting the privacy of such systems (i.e.,
         assuring an individual’s right to inquiry with freedom from “scrutiny by the government
         or other third parties” while providing specific advice on how to better ensure patron
         privacy with such third-party systems. 
      

      
      
         
         Agreements between libraries and vendors should specify that libraries retain ownership
            of all data; that the vendor agrees to observe the library’s privacy, data retention,
            and security policies; and that the vendor agrees to bind any third parties it uses
            in delivering services to these policies as well.[12]  
         

         
      

      
      Furthermore, the guidelines spell out the privacy safeguards that libraries should
         ensure are contained in any ILS contract that they sign. Among the assurances that
         ILS contracts should contain are:
      

      
      
         	
            
            User Consent: users should have a clear choice of opt-in/opt-out features and services
               that require the collection of personal information. 
            

            
         

         
         	
            Access to Personal Data: users should have the right to access their own personal
               information to evaluate and verify its accuracy.
            

            
         

         
         	
            Encryption: transactions between client apps (staff desktop clients, web browsers,
               mobile apps) and server applications should be encrypted (or, in the absence of encryption,
               employ virtual private network [VPN] technologies). User PINs and passwords stored
               in the ILS should also be encrypted such that only the user has access to them.
            

            
         

         
         	
            User notifications for holds, fines, overdue items, and so forth should contain minimal
               personal information, especially if sent through unencrypted communication (e-mail,
               text message, postal mail, etc.)
            

            
         

         
         	
            Data sharing: the sharing of data held in the ILS beyond that of the ILS provider
               should be prohibited. This is rooted in the fact that most state statues do not permit
               release of library patrons’ PII or data about their use without either their personal
               consent or a court order.[13]  
            

            
         

         
      

      
      Additionally, patrons should be clearly informed—through the library’s privacy policy—of
         the exact nature and use of the information captured and stored about them in the
         ILS. The retention of such information should also be limited per an established schedule
         that ensures the data is not stored in perpetuity, regardless of whether that storage
         is local or cloud-based, and inclusive of any backups.
      

      
      The principles promoted by the NISO Consensus on Users’ Digital Privacy (discussed
         earlier) are especially relevant and important to ILS patron privacy, particularly
         the need for transparency and privacy policy awareness, data security, carefully controlled
         data collection, and sharing data with others.
      

      
       But are vendors willing to abide by such guidelines? In 2016, library systems expert
         Marshall Breeding published the result of an extensive study surveying eight major
         ILS providers, library-services platforms, and discovery services to see how well
         they handled patron privacy and overall security.[14]  
      

      
      As part of the study, Breeding sent a detailed questionnaire covering some twenty
         areas of information security and privacy. The companies that Breeding surveyed included:
      

      
      
         	
            
            Auto-Graphics

            
         

         
         	
            BiblioCommons

            
         

         
         	
            Biblionix

            
         

         
         	
            EBSCO

            
         

         
         	
            Innovative

            
         

         
         	
            SirsiDynix

            
         

         
         	
            OCLC

            
         

         
         	
            Ex Libris

            
         

         
      

      
      (He additionally sent the questionnaire to two open-source ILS providers: Koha and
         Evergreen.)
      

      
       

      
       The Breeding study provides an exhaustive, verbatim report of each vendor response
         to each of his questions. The initial set of questions concentrated on each company’s
         enforcement of encryption for all transactions, including the option to enable HTTPS,
         the encryption of search logs, and the ability for libraries to configure and customize
         such encryption mechanisms. A second section related to how each vendor stored data
         (i.e., encrypted or not and what methods used). Another particularly interesting question
         centered on that of fourth-party data services (i.e., the companies with whom the
         ILS companies partner: essentially a fourth degree removed from the original library
         patron). 
      

      
       After analyzing the results from the mass of data, Breeding concluded, “vendors and
         developers of the major automation products in use in libraries today do not reveal
         any significant problems or omission in the way that they handle security and privacy.”
         He further notes that “All of the products in the survey have the capability to operate
         with HTTPS enabled. Only a few are delivered with HTTPS as the mandatory method of
         operation.”[15]  
      

      
      What Breeding’s study shows is that theory doesn’t necessarily meet practice where
         ILS systems are concerned. “The theoretical possibility of operating these products
         securely has not resulted in a broad level of implementation. . . . most library catalogs
         based on these products have not been configured to operate via HTTPS,” states Breeding,
         further concluding, “[my] study reveals an uneven reality in the way that these products
         protect patron privacy.” Lastly, he notes that oftentimes libraries simply lack the
         “expertise to install and manage the needed certificates and security configuration
         options” to ensure the proper security around their ILS products.[16]  
      

      
      The ultimate responsibility for the safeguarding of the data in a library’s ILS system
         rests, not with the ILS vendor, but with the library who has contracted with that
         vendor. Consequently, even though the library may lack direct control of the data flowing through its ILS system, it is in control of the written contract which is the foundation for that safeguarding
         and protection. 
      

      
      Electronic Subscription Databases and Digital Content Providers

      
      Similar to that of ILS systems, libraries’ use of other third-party electronic resources
         comes with similar challenges in regard to necessary safeguards around patron privacy.
         In 2016, the ALA Office of Intellectual Freedom published two sets of guidelines in
         this area: one related to Data Exchange between Networked Devices and Services[17]   and a second related to Library Websites, OPACs, and Discovery Services.[18]  
      

      
      In the first instance, such “machine-to-machine communications allow libraries to
         offer services such as self-checkout stations and patron account features in library
         catalogs.” In the second instance, such services provide a user with either an online
         public access catalog (OPAC) allowing users to search the library’s collections or
         a so-called “discovery service,” which allows a user to search across multiple resources
         within the library such as catalogs, databases, repositories, and other collections.
      

      
       The ALA’s guidelines are consistently clear for both types of services, advising
         libraries to ensure rigorous control of encryption, access control (both by staff
         and the patrons) allowing patrons the opportunity to opt-in/opt-out, minimal disclosure
         of programmatic data, minimal retention of data, and limited data sharing with third
         parties. Furthermore, the guidelines recommend that libraries make efforts to “participate
         in the design of new standards.”[19]  
      

      
      And as they had done for electronic subscription databases, the ALA also recently
         provided guidance to libraries for eBook lending and digital-content vendors. Such
         vendors typically provide their services via internal networks and the Internet. “In
         the course of providing these services,” the ALA guidelines note, “most e-book and
         digital content vendors collect and use library patron data for a variety of reasons,
         including digital rights management, consumer analytics, and user personalization.”
         The ALA further urges libraries and vendors to work together to ensure that their
         contracts “reflect library ethics, policies, and legal obligations concerning user
         privacy and confidentiality.”[20]  
      

      
      In 2015, three researchers from the University of Illinois at Urbana-Champaign did
         an assessment of whether the policies of digital-content products and their vendors
         ensured privacy protections for library patrons.[21]   The researchers—April Lambert, Michelle Parker, and Masooda Bashir—analyzed the
         results of detailed questionnaires which they had sent to five major digital-content
         providers whose products are commonly used by American libraries. They narrowed down
         the list from 287 outside resources used by the twenty-five libraries in the United
         States and further classified those resources into “vendors” with whom libraries have
         contracted to provide services such as eBook or audiobook borrowing. The second group
         were resources to which libraries directed its users but with whom the libraries had
         no direct relationship (e.g., Project Gutenberg and Ancestry.com).
      

      
      The final list of vendors identified were:

      
      
         	
            
            Axis 360 (eBooks), serving seven of the twenty-five libraries surveyed.

            
         

         
         	
            Hoopla (videos, music, audiobooks), serving nine of the libraries.

            
         

         
         	
            OneClickDigital (audiobooks), serving twelve of the libraries.

            
         

         
         	
            OverDrive (eBooks, audiobooks), serving twenty-two of the libraries.

            
         

         
         	
            Zinio (magazines), serving eighteen of the libraries.

            
         

         
      

      
      The survey examined three factors for each of the five vendors, the researchers noting
         that “The examination of these three questions is essential . . . to the discussion
         on patron privacy rights in an increasingly digitalized world.”[22]  
      

      
      
         	
            
            Are digital-content vendor privacy policies accessible and understandable to public-library
               patrons?
            

            
         

         
         	
            Do digital-content vendor privacy policies meet the standards of the library community?

            
         

         
         	
            Do these privacy policies meet other industry standards?

            
         

         
      

      
      The questions were derived from three privacy standards previously identified by Trina
         Magi in her 2010 analysis of library vendor policies,[23]   along with the ALA’s Code of Ethics,[24]   a set of guidelines developed by the International Coalition of Library Consortia
         (ICOLC)[25]   and the fair information practices (FIPs) of technology and industry.
      

      
       

      
      Though the study warrants a reading in full, some of its main findings showed:

      
      
         	
            
            So-called “white labeling”—in which a vendor agrees to mask its own name on a website
               and label it with that of the library—“may confuse patrons, who may believe they are
               still on their library’s website and thus subject to the privacy policy of their library’s
               site, rather than the vendor’s.”
            

            
         

         
         	
            The comprehensibility of the vendors’ privacy policies was at an average of a twelfth-grade
               reading level, which indicates that the policies may be too difficult for the average
               library patron to understand.
            

            
         

         
         	
            Though the vendors largely met industry standards for such factors as notice and consent, they failed to meet the heightened
               standards of American libraries, noting that “there were almost no references at all
               in the policies to libraries. For the most part, the [vendor] policies seemed to have been drafted ignorant of library professional
                  standards.”[26]   
            

            
         

         
      

      
      The bottom line, say the University of Illinois researchers, is that libraries need
         to educate their vendors on their expectations of privacy controls while negotiating
         contracts. At the same time, libraries should clearly notify their patrons—via website
         pop-ups or intervening portal pages, for instance—“when they are no longer being protected
         by their home library’s privacy policy.”[27]  
      

      
      Mobile Apps

      
      Some of these content providers also have mobile applications for phones and tablet
         devices. For example, 3M has a mobile app for eBooks, Overdrive for eBooks and audiobooks.
         Such applications have their own set of privacy requirements. In April 2016, the FTC
         released a “best practices” set of guidelines for mobile health application which
         carry many of the principles and controls that have been outlined earlier in this
         chapter.
      

      
      
         	
            
            Minimize data: “if you don’t collect data in the first place, you don’t have to go
               to the effort of securing it,” state the FTC guidelines. Keep the data in de-identified
               form, which “can protect people’s privacy while still allowing for beneficial use.”
               (An example of this is geolocation data, which a mobile app can easily collect.)
            

            
         

         
         	
            Limit access and permissions: identify what permission that app really needs, determine
               if the OS provides tools to tailor access to user information, choose privacy-protective
               default settings.
            

            
         

         
         	
            Ensure proper authentication: have strong password requirements, store passwords securely,
               secure access to data, and invest in the design/implementation/testing of authentication.
            

            
         

         
         	
            Consider the “mobile ecosystem,” including how third-party service providers protect
               data, and using third parties to design and build the app.
            

            
         

         
         	
            Security by Design: protecting the app from common vulnerabilities, using strong encryption
               at rest and in transit
            

            
         

         
         	
            Use industry standards and low-cost tools (e.g., for encryption, testing, code) to
               safeguard users’ privacy.
            

            
         

         
         	
            Inform and communicate privacy policy with users.

            
         

         
         	
            Remember applicable laws (HIPAA, state laws, etc.).[28]  
            

            
         

         
      

      
      Web Browsers/Search Engines/Operating Systems

      
      The increased capabilities of browsers (e.g., Google Chrome, Firefox, Safari, Opera,
         Internet Explorer/Microsoft Edge, etc.), search engines (Google, Yahoo, Bing, etc.)
         and operating systems (Windows, Mac OSx, iOS, Android, Linux, etc.) to gather data
         from computer users and analyze that data in new and complex ways has also created
         privacy concerns for library patrons. As Carey Lening points out in her article on
         the problem of “oversharing”: “Today, search engines, social networks, operating systems,
         and even voice-enabled searching . . . track a vast array of data. This includes our
         queries, location, and behavioral data, as well as the very devices we use, enabling
         search engines to harvest hundreds of individual data points to build out precise
         profiles on each of us.”[29]  
      

      
      The idea is that any content transmitted over the Internet without encryption essentially
         makes the patron’s transaction publicly viewable. As Marshall Breeding notes in a
         recent, broad review of privacy issues in library technology, “the basics of what
         happens when viewing a website helps underscore the privacy concerns.” The server
         logs “preserve a great deal of information describing a visitor session,” including
         the time, location of the user, IP address, previous site/page visited, and even the
         name of the ILS system used. He further notes that, even though the transmitted data
         does not necessarily include PII, the contextual data has the potential to identify a specific individual.[30]  
      

      
      There is also the added phenomenon of web beacons, which are embedded in a web page
         or e-mail and allow a third party to transparently track when and from which computer
         a user is looking at a web page or e-mail. Such e-mail tracking or page tagging are
         done for analytical purposes and captured by such services as Google Analytics. In
         2012, two Stanford researchers, Jonathan Mayer and John Mitchell, carefully analyzed
         the effects of such tracking and concluded:
      

      
      
         
         Web browsing history is inextricably linked to personal information. The pages a user
            visits can reveal her location, interests, purchases, employment status, sexual orientation,
            financial challenges, medical conditions, and more. Examining individual page loads
            is often adequate to draw many conclusions about a user; analyzing patterns of activity
            allows yet more inferences.[31]  
         

         
      

      
      Policies on such tracking are varied and there is disagreement between policy makers,
         consumer advocates, and advertising trade groups regarding specific controls such
         as what consumers should be able to control, what the default settings should be,
         and who should design the choice mechanism.
      

      
      Web 2.0

      
      The term was coined in 1999 by Darcy DiNucci to describe a web environment in which
         “the Web will fragment into countless permutations . . . [it] will be understood not
         as screenfuls of text and graphics but as a transport mechanism through which interactivity
         happens.”[32] The term has evolved to mean a convergence of interoperability of websites with other
         products and users, user-generated content (e.g., wikis, blogs, posts, podcasts, etc.),
         social media, and other means of creating a virtual community. Is such a feature of
         our current web environment a “vendor” per se, or is it an evolution of technology
         that has become a universally owned “product” in its right that is outside the control
         of the library. Michael Zimmer, director of the Center for Information Policy Research
         at the University of Wisconsin-Milwaukee, calls the library’s use of such technology
         “Library 2.0” and asserts that one of the challenges to traditional library authority
         and expertise that this technology poses is that it “threatens the traditional ethics
         of librarianship, where protecting patron privacy and intellectual freedom has been
         held paramount.”[33]  
      

      
      Zimmer provides some key examples of the positive, interactive, and collaborative
         nature of Library/Web 2.0 services such as:
      

      
      
         	
            
            Providing synchronous messaging (through instant message platforms, Skype, etc.) to
               allow patrons to chat with library staff for real-time assistance;
            

            
         

         
         	
            Using blogs, wikis, and related user-centered platforms to encourage communication
               and interaction between library staff and patrons;
            

            
         

         
         	
            Allowing users to create personalized subject headings for library materials through
               social-tagging platforms like Delicious or Goodreads;
            

            
         

         
         	
            Providing patrons the ability to evaluate and comment on particular items in a library’s
               collection through rating systems, discussion forums, or comment threads;
            

            
         

         
         	
            Using social-networking platforms like Facebook or LinkedIn to create online connections
               to patrons, enabling communication and service delivery online; and
            

            
         

         
         	
            Creating dynamic and personalized recommendation systems (“other patrons who checked
               out this book also borrowed these items”), similar to Amazon and related online services.[34]  
            

            
         

         
      

      
      While all of these features have their beneficial side, each in turn also poses a
         hazard to patron privacy, as Zimmer enumerates:
      

      
      
         	
            
            Providing synchronous messaging might necessitate the logging of a patron’s name (or
               chat username), date and time of the request, e-mail or other contact information,
               and the content of the exchange with the librarian staff member.
            

            
         

         
         	
            Library-hosted blogs or wikis will require patrons to create user accounts, potentially
               tying posts and comments to patron IP addresses, library accounts, or identities.
            

            
         

         
         	
            Implementing social-tagging platforms would similarly require unique user accounts,
               possibly revealing the tags particular patrons use to label items in the collection
               and who tagged them.
            

            
         

         
         	
            Comment and rating systems potentially link patrons’ particular interests, likes,
               and dislikes to a username and account.
            

            
         

         
         	
            Using social-networking platforms to communicate and provide services to patrons might
               result in the library gaining unwanted access to personal information of patrons,
               including political ideology, sexual orientation, or related sensitive information.
            

            
         

         
         	
            Creating dynamic and personalized recommendation systems requires the wholesale tracking,
               collecting, aggregating, and processing of patron borrowing histories and related
               activities.[35]  
            

            
         

         
      

      
      Trina Magi, an associate professor at the University of Vermont whose study of library-vendor
         policies we will examine in some detail later, also points to the growing privacy
         concerns related to web-based information resources. “For a long time,” she states,
         “users have been able to send database search results to themselves or others by supplying
         e-mail addresses. Now many vendors of online products have begun to incorporate personalization
         features into their search-and-retrieval interfaces, inviting users to create personal
         profiles and online repositories where they can record their research interests, search
         strategies, and favorite articles.”[36]   This increasing trend toward requiring users to access and maintain their individual
         data within a vendor’s system—as opposed to downloading and using that data offline—places greater
         responsibilities on patrons, libraries, and the vendors for protecting this new “centralized”
         pool of information and its processing.
      

      
      The basic privacy rights of library patrons, which were elaborated on at the beginning
         of this chapter and elsewhere in this book, are endangered by some of these features
         that either may be outside the user’s control when using library computers; or the
         underlying features which mitigate a patron’s privacy may be unknown. In examining
         almost 677 different articles about Web 2.0 in various professional journals, including
         Library Journal, American Libraries, Computers in Libraries, and so on, Zimmer established that only thirty-nine of those articles (6 percent)
         address privacy issues and of those only nine (1.3 percent) actually suggested solutions
         or mitigating strategies. Marshall Breeding, for example, advocated for a specific
         “opt-in” provision before patrons would have their information collected. Zimmer notes
         that, while there are calls from some libraries to be “as vigilant with protecting
         customer privacy as they are with traditional, physical library services,”[37]   the means for doing so are limited and most effectively are combined with educating
         patrons and staff on the dangers and risks of Library 2.0. For some, like Milica Cvetkovic,
         a changing digital culture has led users to being less concerned about their privacy in the face of the advantages gained.
      

      
      
         
         Many users share these concerns about their privacy in theory but think little of
            sharing highly personal information on social networking sites in practice. Their
            decisions concerning privacy on blogs and social networking websites are motivated
            largely by an interest in sharing information, being seen, forming friendships, etc.
            So in considering how a reader’s privacy is compromised by the library offering Library
            2.0 services, we should be aware of the fact that the place of privacy in our culture
            is changing.[38]  
         

         
      

      
      Zimmer is left to admit that “This absence of clear guidance for addressing patron
         privacy in the Library 2.0 era resembles what computer ethicist Jim Moor would describe
         as a ‘policy vacuum.’”[39]  
      

      
      RFID

      
      Another technology to consider is radio-frequency identification (RFID), which includes
         the use of tiny objects embedded in or attached to library books and DVD and CD cases.
         In some cases, RFID devices are used with library cards to provide easier security
         scanning, self-checkout of items, and other automated practices. Although the technology
         dates back to the late 1940s, libraries started using such devices in 1999 and today
         they exist in over three thousand libraries worldwide.[40]   As with many technologies, there are privacy considerations to take into account.
         Among these are: (a) making patrons aware of what the technology does, including giving
         them options to bypass, say, an RFID-enabled library card with an alternative process;
         (b) ensuring that RFID-collected data is routinely purged at the end of its retention
         cycle; (c) using secure connections between the RFID devices and other systems, such
         as ILS; (d) avoiding storing PII on any RFID tag; (e) limiting the information stored
         on RFID-enabled borrower cards to a unique identifier.[41]  
      

      
      RFID technology, which is now utilized in approximately 10 percent of American libraries
         (with that percentage increasing dramatically every year),[42]   poses at least six key risks to the user and to the library itself. According to
         Alan Butters in his 2007 study of RFID and its privacy implications within libraries,
         six privacy threats to consider are:
      

      
      
         Threats involving the privacy of the borrower

         
         
            	
               
               Tracking: using RFID to monitor the whereabouts and movements of a specific individual

               
            

            
            	
               Hot listing: matching individuals with specific library material borrowed using known
                  RFID identifiers 
               

               
            

            
            	
               Profiling: correlating specific types of library material with demographic, ethnographic,
                  or religio-political information regarding the borrower.
               

               
            

            
         

         
         Threats involving the library’s collection

         
         
            	
               
               Theft of library material: switching tag data to erase loss of an expensive item

               
            

            
            	
               Digital vandalism: for example, erasing or overwriting RFID tag data

               
            

            
            	
               Tag-based viruses: for example, a self-replicating virus under certain controlled
                  situations[43]  
               

               
            

            
         

         
      

      Preventative measures and best practices were articulated by ALA’s Intellectual Freedom
         Committee in 2007; but given changing technologies and standards in the last nine
         years, these best practices should perhaps be updated.[44]   Butters’ study of the same year concluded simply, “Current standards do not offer
         a platform for secure RFID systems and have several vulnerabilities which may permit
         both theoretical privacy compromising activities as well as acts of digital vandalism.
         Current RFID chips are also not capable of handling many high-level encryption tasks
         due to their low memory capacity and processing power.”[45]  
      

      
      When discussing agreements with RFID vendors, one should also confirm that the company
         will guarantee the library control of all data and records and that it will be secure
         according to ALA best practices and guidelines.[46]   The next chapter dives deeper into RFID and social media networks.
      

      
      Library Management

      
      When considering third-party vendors, one type of relationship that may not occur
         to many people is the outsourcing of management and staff itself. As of 2016, at least
         twenty library systems in the United States have contracted with the main provider
         of such services, Library Systems and Services (LS&S) of Rockville, Maryland.[47]   Heather Hill’s study found that there were two primary reasons for such outsourcing.
         The first occurs when the governing body of the library contracts for temporary services
         in order to manage the institution, either due to a lack of current staff or to bring
         in new ideas.[48]   In such cases, most of the library personnel remain and are still public employees.
      

      
      The second scenario is one in which the director and the entire library staff are outsourced. The factors that lead to such a decision
         can be due to expansion of facilities, disagreements between governmental agencies,
         or as a money-saving measure. In the requests for proposal (RFP), notes Hill, the
         vendor’s responsibilities included such duties as conducting library programs, processing
         new and returned materials, hiring personnel, establishing long- and short-term goals,
         and ensuring that the library qualifies for membership with the state library association.[49]   The libraries served by LS&S are primarily located in California but are also found
         in Tennessee, Texas, Kansas, Oregon, and Florida. One of the largest of these is in
         Riverside, California, where a single system comprises thirty-six separate branches.
      

      
      Hill’s recommendation is for library staff to:

      
      
         	
            
            Work closely with the municipality in creating the RFP, especially in cases where
               it is only senior management being hired.
            

            
         

         
         	
            Submit a counter proposal in response to an RFP for library management, although Hill
               warns that “almost any proposal created by library staff will undoubtedly cost more
               money that the proposal created by the private vendor.” Given that challenge, she
               states: “it is important to highlight the unique aspects of being a public entity”
               (e.g., nonprofit, little overhead, staff experience with the community, etc.).
            

            
         

         
         	
            Local libraries should be vocal organizations within their communities. “A strong
               relationship with the local governance and the broader community makes it less likely
               that this type of outsourcing scenario will be a surprise” and also providing community
               support and media interest that could support a library’s desire to remain publicly
               managed.[50]  
            

            
         

         
      

      
      We discuss the RFP process in more detail below.

      
      Vendor Privacy Policies

      
      Previously, the discussion in this chapter focused on the library’s privacy policy
         and how related laws affect its relationship with a given vendor. But the reverse
         view—and an equally important one—looks at how a vendor’s privacy policy affects that
         of a library. As the ALA argues, “Often, commercial vendors do not share librarians’
         ethical commitment to preserving user privacy and frequently are not bound by state
         laws mandating that library users’ data be kept confidential.”[51]  
      

      
      The basic library privacy rights and principles discussed at the beginning of this
         chapter should also be taken into consideration when evaluating a vendor privacy policy.
         In 2002, the International Coalition of Library Consortia (ICOLC), a group of over
         two hundred library groups worldwide, created a document called “Privacy Guidelines
         for Electronic Resources Vendors.” The coalition sought to enforce the protection
         of patron privacy in licensing agreements and vendor contracts with the following
         key guidelines:
      

      
      
         	
            
            The vendor respects the privacy of the users of its products, and will not disclose
               a user’s personal information to a third party without the user’s permission or as
               required by law.
            

            
         

         
         	
            The vendor will not deny a user access to its product if the user does not elect to
               permit distribution of her personal information to a fourth party (i.e., beyond the
               vendor).
            

            
         

         
         	
            The vendor must post a privacy policy on its website that is easy to find and easy
               to understand.
            

            
         

         
         	
            The vendor maintains full control over its site to prevent any violation of its privacy
               policy by a fourth party (e.g., an advertiser or an ISP).
            

            
         

         
         	
            The vendor regularly audits the functioning of its website to ensure that its privacy
               policy is enforced and effective.
            

            
         

         
         	
            The vendor has the right to enforce the terms of which users are authorized to use
               its products. It is also understood that the vendor may need to transmit information
               (such as an IP address or a user ID) to a fourth party as part of a mechanism to ensure
               that its product is limited to only authorized users.[52]  
            

            
         

         
      

      
      In 2010, Associate Professor Trina Magi of the University of Vermont conducted a study
         of the policies of twenty-seven major library vendors, including EBSCO, JSTOR, OCLC,
         ProQuest, and number of publishers.[53]   Magi used a set of questions developed from three separate sources:
      

      
      
         	
            
            US Federal Trade Commission Fair Information Practice Principles (e.g., notice/awareness,
               opt-in/opt-out, user access to info, information security, enforcement/redress)
            

            
         

         
         	
            The ICOLC guidelines (detailed later in this chapter)

            
         

         
         	
            Various ALA policies and guidelines, such as its Policy on Confidentiality of Library Records, Privacy: An Interpretation of the Library Bill of Rights, Resolution on the Retention of Library Usage Records. 
            

            
         

         
      

      
      Once compiled, she used those questions to analyze the privacy policies of those twenty-seven
         vendors.[54]   Magi then used her list of questions to carefully analyze the privacy policies
         of those twenty-seven vendors, determining their level of compliance to such factors
         as: (a) notice and awareness (availability of and ease of understanding privacy policy,
         information collection practices); (b) availability of user opt-in/opt-out; (c) user
         access and control of personal information on the vendor site; (d) data security (including
         limiting access to records and ensuring safe and timely disposal of data); (e) enforcement
         and redress (e.g., internal audit and review by vendor to ensure compliance to policy).
      

      
      Magi's conclusion at the end of her study was that, while vendors generally provide
         adequate information about their collecting and sharing practices, they fall short
         on a number of points:
      

      
      
         	
            
            They do little in the way of offering users opt-in/opt-out choices.

            
         

         
         	
            They are not specific about how they protect data from unauthorized access.

            
         

         
         	
            They do not offer recourse to users when terms of the vendor’s policy have been violated.

            
         

         
         	
            They share information with third parties for vague or unclear reasons.

            
         

         
         	
            They do not openly subscribe to the ALA’s Code of Ethics.[55]  
            

            
         

         
      

      
      Vendor Contract Negotiations

      
      Through careful preparation, libraries can craft contract terms that will help ensure
         the protection of patrons’ privacy rights. Such a result comes only from a thorough
         knowledge of the requirements of a well-written contract, carefully soliciting and
         reviewing of bids, proper agreement and execution, and diligent follow up to verify
         that the terms of the contract are being followed.
      

      
      Before even seeking out a vendor, the library needs to minimally understand the product
         being considered. Depending on the experience of the person or department responsible
         for the library’s purchasing (referred to hereafter as “Purchasing”), there may or
         may not be enough in-house knowledge about the product’s basic attributes. Whether
         the library is preparing to buy a familiar product (e.g., a book and magazine vendor,
         an ILS system, etc.) or something completely new on the market (e.g., a new type of
         software), Purchasing needs to have a minimal knowledge of the product. Aside from
         doing straightforward background research about the generic aspects of a product,
         another common way to prepare for negotiations and eventual signing is to use a request
         for information (RFI).
      

      
       The RFI is a standard way to solicit information from vendors. Among its advantages
         over doing the research yourself:
      

      
      
         	
            
            It is an educational tool, used when the product is not well understood or if the library is unsure of its
               business needs.
            

            
         

         
         	
            Can be developed quickly, with little effort.

            
         

         
         	
            Allows Purchasing to collect significant amounts of data about a product.

            
         

         
         	
            Helps to determine the product’s capabilities within the marketplace.

            
         

         
         	
            Results can be used to develop the actual proposal (which is described next).[56]  
            

            
         

         
      

      
      The most important and critical part of the process is the RFP, whose essential elements
         involve:
      

      
      
         	
            
            An evaluation tool, used when the commodity is understood and the library is sure of its needs.
            

            
         

         
         	
            Investment of significant time to ensure requirements are well formulated.

            
         

         
         	
            A formalized process to provide for objective and accurate evaluation of vendor proposals.

            
         

         
         	
            A mechanism for the further step soliciting price quotes. (See next step.)[57]  
            

            
         

         
      

      
      Keeping in mind our focus on patron privacy, a library’s RFP should minimally call for protections around the key elements of the vendor’s use of the library’s
         data, including its collection, storage, access, transmission, and disposal.
      

      
      Additionally, Purchasing should ensure that any unique or specific provisions of the library’s own privacy policy are factored into the contract negotiations. Considerations might
         include:
      

      
      
         	
            
            Federal and especially state laws that affect the library’s operation and its use
               of data. Forty-eight states have specific statutes relating to library protection
               of patron data.[58]  
            

            
         

         
         	
            Specific opt-in/opt-out privileges of patrons (including registration and use of particular
               library services) as specified in the library’s policy.
            

            
         

         
         	
            Restrictions, if any, on sharing data with fourth parties.

            
         

         
         	
            Retention periods and back up of data, as specified in the library policy.

            
         

         
      

      
      Following the gathering of requirements, the library must then review the privacy
         policies of the potential vendors for the product in question (e.g., an ILS system,
         a database vendor, etc.) and determine if there are any gaps between the library’s
         privacy requirements and the publicly stated privacy controls provided by likely vendors.
      

      
      In essence, the contract language should be written “as if the vendor were part of
         the organization.”[59]  
      

      
      Once the RFPs are received back from the vendors, the review process should ensure
         that the privacy terms are fully met. This is made easier if, when the library is
         drawing up the RFP, the evaluation criteria are developed at the same time.
      

      
      The Future State of Vendor Contract Negotiations

      
      “Let us never negotiate out of fear. But let us never fear to negotiate,” John F.
         Kennedy once said. So it is with library negotiations with their vendors. As we have
         seen from the literature, especially Trina Magi’s study[60]   and that of April Lambert, Michelle Parker, and Masooda Bashir,”[61]   the current state of vendor compliance to the generally accepted ethics, principles,
         and guidelines of the library world is severely lacking. Taking into account all the
         guidelines that have been previously discussed, such as the ALA’s vendor privacy guidelines[62]   [63]   and those of the ICOLC, even in the early 2000s, library vendors had become increasingly
         resistant to concessions and changes in their standard contracts. As Richard Boss
         notes in a 2003 essay on “Negotiating Contracts with Database Vendors”:
      

      
      
         
         Unfortunately, it is becoming increasingly difficult to negotiate with database vendors.
            A decade ago, before most vendors had standard contracts, negotiation was routine,
            although often limited to scope and price. One reason why negotiation is more difficult
            today is that database vendors have more experience. They know their costs and their
            market. They have tried various packages and pricing models for their products. Also,
            given the number of customers already under contract, few new accounts are attractive
            enough to make many concessions. Most important of all is that many databases are
            now vended by “aggregators,” rather than the database producers.[64]  
         

         
      

      
      These so-called aggregators are larger companies who combine the services of vendors
         such as EBSCO, Gale, OCLC, and so forth. Boss suggests that libraries have negotiating
         power with such aggregators through either contracting directly with the database
         producer or contracting with a small or relatively new aggregator that might be eager
         to increase its market share.
      

      
      While on one hand, the library can try negotiating with a vendor for a contract that
         will protect confidentiality of users’ data, there is an alternative. In its Intellectual Freedom Manual, the ALA suggests that there is a “public policy solution: amending or adopting library
         confidentiality laws so that the terms apply equally to any entity, public or private,
         that manages, stores, or uses library user data to provide content and library services.”[65]  
      

      
      Two states, California and Missouri, amended their library privacy statutes in 2012
         and 2015, respectively, to protect library-patron data when shared or used in any
         way with a third-party vendor. Both California’s and Missouri’s statutes identically
         state:
      

      
      
         
         All patron use records of any library which is in whole or in part supported by public
            funds shall remain confidential and shall not be disclosed by a public agency, or private actor that maintains or stores patron use records on behalf of a public
               agency, to any person, local agency, or state agency.[66]

         
      

      
      Additionally, the Colorado State Legislature approved a new bill in June 2016 that
         limits and controls third-party use of student data. The law, the Colorado Student
         Data Transparency and Security Act (SDTSA),[67]   requires vendors to maintain full control of PII data all the way from inception to disposal. More remarkably, the law goes
         to the extent of defining and protecting student PII in the aggregate, as a caution
         against reidentification:
      

      
      
         
         For each request for aggregate student information, the [State Education] Department
            shall determine whether the size of the group, cohort, or institution is too small
            to preserve the anonymity of the individuals included in the data, in which case the
            student data does not qualify as aggregate data.[68]  
         

         
      

      
      Such legislative change comes slowly; but, as with the original library privacy laws
         that are now on the books of forty-eight states (the remaining two, Kentucky and Hawaii,
         having equivalent Attorney General opinions), it is possible to legislate such change.
         The ALA’s Intellectual Freedom Committee, along with its Government Relations Office,
         constantly tracks such legislation and supports efforts to make such changes both
         locally and nationally.[69]   It will fall, especially, to state library associations to effect the kinds of
         changes already seen in Missouri, California, and Colorado.
      

      
      Through the dedicated work of ALA, as well as the public’s increased awareness of
         their rights and potential hazards of information sharing, the tide is perhaps beginning
         to turn. In September 2016, the Miami Dade Public Library System (MDPLS) announced
         that it was changing eBook vendors, moving from OverDrive to Axis 360. In a statement
         posted on its website, MDPLS stated that the decision was based not only on cost considerations
         but, significantly, on the better privacy controls offered with Axis 360:
      

      
      
         
         Our decision also takes into consideration the protection of our patrons’ privacy
            from third-party data mining. MDPLS Axis 360 service does not require you to create
            a separate account with a third party. The app is essentially an interface that allows
            you to access the MDPLS eBook and audiobook collection. You simply download the app,
            authenticate your library card number and PIN, and start reading or listening. Your
            Axis 360 username is not authenticated and your e-mail address is only utilized by
            the app to send you notifications to pick up your holds. In contrast, OverDrive requires
            you to create a separate account directly with them in addition to your library account.[70]  
         

         
      

      
      As libraries seek out new third-party services and products—or look to renew or replace
         current ones—there are key considerations to be always kept in mind throughout the
         entire lifecycle of the product. The ALA’s Library Privacy Guidelines for E-book Lending and Digital Content Vendors—though primarily aimed at a subset of library vendors—offers one of the clearest
         guidelines for managing third-party contracts in general. It covers all aspects of
         this process, including initial engagement of the vendor, how to craft a sound agreement,
         ensuring user consent and access to personal data, outlining steps for protecting
         data integrity and security (including third-party data sharing), and maintaining
         regular privacy audits.[71]  
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      Chapter 6

      Library Tools

      
         
         
         
         Julie L. Oborny

         
         Social Network Sites, Surveillance, RFID

         
         
      

      
      Libraries are besieged with opportunities for evaluating and adapting technology trends
         to library needs; however, there is little discussion about the role privacy issues
         should play in the evaluation and adaptation of these new library tools.
      

      
      Paying for Library Tools with Patron Privacy

      
      There is no immutable, detailed list of instructions for securing privacy when using
         library tools. It would be irresponsible to rely on such a static method because as
         technologies continue to evolve, our approach to securing privacy must also evolve.
         It is better for libraries to operate within a framework that incorporates the preservation
         of privacy and confidentiality into their processes for adopting new tools. Libraries
         must be able to critically evaluate the cost of using these new technologies within
         the context of patron privacy as a form of currency.
      

      
      Threat Assessment

      
      Consider the continuing evolution of marketing, management, reference, security, and
         information tools that libraries adopt. It can be difficult to predict what exactly
         to do to secure privacy and confidentiality in each scenario when each continues to
         evolve in unexpected ways. This is why libraries should consider incorporating the
         practice of threat modeling into the process of evaluating and adopting library tools.
      

      
      The Electronic Frontier Foundation’s “An Introduction to Threat Modeling”[1]   includes five questions for assessing privacy and security threats:
      

      
      
         	
            
            What do you want to protect?

            
         

         
         	
            Who do you want to protect it from?

            
         

         
         	
            How likely is it that you will need to protect it?

            
         

         
         	
            How bad are the consequences if you fail?

            
         

         
         	
            How much trouble are you willing to go through in order to try to prevent those?

            
         

         
      

      
      These questions should be asked before adopting new tools or evaluating existing ones.
         A crucial underlying expectation for any service or resource that libraries provide
         should be protecting intellectual freedom. As a result, it is imperative that libraries
         consider how the usage of shiny new tools can impact patron privacy and confidentiality.
         Social-networking platforms, surveillance tools, and radio-frequency identification
         (RFID) technology are just a few of the library tools that can be evaluated with threat
         modeling.
      

      
      Social-Networking Platforms

      
      Marketing resources, programs, and services via social-networking platforms can increase
         library memberships and usage, create brand awareness, strengthen brand loyalty, and
         help to facilitate greater two-way communication between libraries and their service
         populations. It feels good when a status post leveraging some pop culture zeitgeist
         boosts circulation. Marketing can be easier and sometimes cheaper with social media;
         however, the motivations for many social-networking platforms can be very different
         from a library’s motivations.
      

      
      Although patron privacy and confidentiality are high priorities for libraries, this
         is not always the case for social-networking platforms. The inherent setup of these
         platforms often requires users to trade in their anonymity for the price of admission.
         As a result, threat assessment should be deployed when libraries consider the adoption
         of social media. Each platform will be a little different and so will the marketing
         strategy that a library might want to deploy. Examples of social-media marketing that
         can be evaluated include posting photos, hosting contests or sweepstakes, and requiring
         user authentication for commenting.
      

      
      Posting Photos

      
      Consider how a library might use social media for promoting library programming. Images
         of a patron might be shared publicly on social media. Before posting these images,
         the library should consider the questions posited in the threat-modeling assessment.
      

      
      What do you want to protect?  Consider the participant. What personally identifiable information (PII) might need
         protection? Faces might be the immediate concern, but additional metadata embedded
         in the photo file can also be collected. The common metadata standard used for many
         image files is Exchangeable image file format (Exif), which can contain the location,
         date, and time that an image was taken.[2]  
      

      
      So far, some of the information that might need protection includes faces, location,
         date, and time. This information does not include any additional tagging, such as
         user profiles, that a library could include in a posting.
      

      
      Who do you want to protect it from? Who can access those images, which might have PII in them? Generally, a library will
         only publish public posts, so anyone would be able to see the images. This means that
         potential adversaries could access images that could harm the patron. Who could those
         potential adversaries be?
      

      
      There could be a variety of people or organizations whom a patron would want to protect
         his information from. When something is publicly posted, anyone can see it. This information
         could be used to help establish behavior patterns for when a person is not home, in
         order to gain unpermitted entry into an empty home, or for where a person is at a
         given time, in order to find that person.
      

      
      How likely is it that you will need to protect it?  Anyone who is familiar with the patron could be capable of viewing a face and recognizing
         it. The Exif data could be more challenging to access and leverage because some social-networking
         networks will block users from accessing the metadata associated with an image. That
         does not mean that this metadata is completely inaccessible. For example, law enforcement
         may be able to obtain records, including images, which might include the original
         Exif data.[3]   
      

      
      How bad are the consequences if you fail to protect that information?  The patron could be found by a person or organization intending to do harm.
      

      
      How much trouble are you willing to go through in order to try to prevent those? There are some simple steps that can be taken before posting photos of patrons:
      

      
      
         	
            
            Remove the location data: most mobile devices will allow the user to disable saving
               location information on images. This step requires minimal effort.
            

            
         

         
         	
            Remove Exif data: there are online tools and mobile apps available for scrubbing Exif
               data. This adds an extra step in image-publishing workflows; however, if libraries
               are reviewing and editing images before posting anyway, it can easily be incorporated
               into workflows.
            

            
         

         
         	
            Communicate with patrons: library workers should explain that they would like to take
               photos and publicly post them to social media. Libraries should also obtain consent
               from patrons. Typically, this is achieved with consent forms. Although some patrons
               do not participate in social media, libraries still need to be transparent about the
               benefits and risks of posting an image of a patron on social media.
            

            
         

         
         	
            Don’t show faces: sometimes, the best way to protect privacy when images are posted
               on social media is to make sure that faces and any other PII are not revealed.
            

            
         

         
      

      
      Contests and Sweepstakes

      
      Running contests or sweepstakes via social media can help to increase engagement and
         number of followers, build brand awareness and loyalty, strengthen community identity,
         highlight local community talent, simplify the process of selecting and notifying
         the winner, and assist in authenticating participants in either the contest or the
         voting process (i.e., possibly a decreased likelihood or easier identification of
         fake participants). Growing an audience in this way can also increase the audience
         for future marketing campaigns on the chosen social-networking platform.
      

      
      A contest example could be hosting a new logo design contest via a social-networking
         platform. If carefully deployed (e.g., might want to have a preliminary round with
         local celebrity judges to screen out any wildly inappropriate entries), it can be
         as simple as loading the artwork of the finalists into a photo album. Once the images
         have been loaded, platform users can vote on their favorite entry. The highest number
         of votes would win.
      

      
      A sweepstakes example could be something related to why your patrons love their library.
         Qualifications for entry could be the following:
      

      
      
         	
            
            Contestant must have or sign up for a user account on a specified social-networking
               platform.
            

            
         

         
         	
            Contestant must follow the library’s account on that social-networking platform.

            
         

         
         	
            Contestant must post a public image or description of why the patron loves the library.

            
         

         
         	
            Contestant must include a unique hashtag specified by the library for the sweepstakes.

            
         

         
         	
            Contestant must tag the library account.

            
         

         
         	
            The library could then conduct a random drawing from all qualifying entries.

            
         

         
      

      
      The caveat to running contests and sweepstakes on social-networking platforms is that
         only people using the chosen social-networking platform can participate. At a minimum,
         this means that data is being collected on those participants by that social-networking
         platform. Also, some PII may be exposed to other participants of the social-networking
         platform.
      

      
      What do you want to protect?  Running a contest or sweepstakes via a social-networking platform means that the
         social-networking company and possibly some of its affiliates can collect data from
         any participants in the contest or sweepstakes.
      

      
      Some social-networking sites may require the real first and last name of its users
         and other forms of PII to create an account. Additionally, if users have not locked
         down their profiles according to their privacy preferences, other users may discover
         more information about them.
      

      
      When hosting an open voting contest, depending on the platform, authenticated users
         may be able to see how other participants voted. In some cases, anonymous users may
         be able to view some PII, too.
      

      
      
         Screenshot of Facebook while logged out and viewing a library album that has likes
               on it.
            

         

      

      Who do you want to protect it from? There could be a variety of people or organizations that a patron would want to protect
         their information from. Voting via a social-networking platform means that a user
         account can be exposed to people (e.g., strangers, coworkers, employees, or classmates)
         who might not have encountered a user via social media otherwise.
      

      
      Linking a contest or sweepstakes entry to each contestant’s account can also increase
         the visibility of user accounts, exposing contestants to possibly additional attention
         or unwanted communication from voters or even nonparticipants browsing through the
         contest or sweepstakes entries.
      

      
      How likely is it that you will need to protect it?  In this situation, participants must create and/or use an account on the library’s
         chosen social-networking platform. The prospective participants get to decide whether
         to expose access to their PII. Anyone with an account could then view some of that
         participant’s information, depending on how that participant’s privacy settings are
         configured.
      

      
      How bad are the consequences if you fail to protect that information?  The participant’s account could be discovered by anyone. The participant could encounter
         unwanted attention or communication from other platform users.
      

      
      How much trouble are you willing to go through in order to try to prevent those?  Running a contest or sweepstakes with a social-networking platform has its benefits,
         such as greater exposure within a chosen social-networking platform and tools for
         helping to screen out fake votes or contestants; however, there are also drawbacks.
      

      
      Some patrons avoid social-networking platforms. Requiring user accounts for participation
         in a contest or sweepstakes on a social-networking platform means that those patrons
         who do not want to use that platform will be excluded from participating in that contest
         or sweepstakes.
      

      
      Questions to consider before choosing to use social media to run a contest or sweepstakes
         include the following:
      

      
      
         	
            
            Primary Purpose: What is the primary purpose of the contest or sweepstakes? Does the
               library want to gain more followers on that social-networking platform? Does the library
               want to include the public in the decision-making process for something that will
               impact how community members perceive or interact with the library? Does the library
               want to connect with online users who do not or cannot visit the library in person?
               If there are multiple important reasons for hosting a contest or sweepstakes, the
               library should prioritize those reasons.
            

            
         

         
         	
            Evaluating Benefits: Do the benefits of using the social-networking platform align
               with the primary purpose of the contest or sweepstakes? Do those benefits outweigh
               the cost of patron privacy and any other potential drawbacks, such as the exclusion
               of people who choose not to use that social-networking platform?
            

            
         

         
         	
            Alternatives: Could the same objective be accomplished by some other means? For example,
               could the library market the contest on various social media platforms and drive traffic
               to an encrypted website where participation could take place? Could the library market
               the contest on various social media platforms and drive traffic to a physical location
               for participation?
            

            
         

         
         	
            Privacy Literacy: What does the library offer, in terms of classes, workshops, or
               resources that empower its community members to educate themselves about privacy as
               it relates to social media, such as how to optimize privacy settings? Developing privacy
               literacy within a community can help to mitigate the threat of participants accidentally
               sharing information they never intended to share and can help to encourage communication
               among community members and the library about any privacy concerns.
            

            
         

         
      

      
      Comments

      
      Some library websites allow site visitors to comment on pages, such as blog posts.
         Two big challenges when comments are enabled for library web properties are spam filtering
         and moderation. CAPTCHA (Completely Automated Public Turing test to tell Computers and Humans Apart) or reCAPTCHA tools, intelligent content moderation
         web services (e.g. Mollum), and the honeypot technique (e.g., Honeypot) can help to
         deter or filter out spam.[4]

      
      In contrast, moderation still needs some level of human intervention and depending
         on site traffic; moderation can eat up a lot of staff time.[5]   Ethical issues can also potentially arise with human intervention. How should staff
         deal with negative or potentially offensive comments? Should they be published or
         remain unpublished? Should staff respond to the comment publically or privately? Should
         the comment be deleted? Why is this anonymous visitor posting something so negative
         or offensive?
      

      
      To deal with both the issue of staff resources and negative or offensive comments
         the following solutions could be implemented:
      

      
      
         	
            
            Disable comments; then

            
            
               	
                  
                  move the conversation to social-networking platforms,

                  
               

               
               	
                  move the conversation to discussion boards or forums, or 

                  
               

               
               	
                  encourage e-mail correspondence (i.e., letters to the editor).

                  
               

               
            

            
         

         
         	
            Allow comments only for authenticated users.

            
         

         
      

      
      Moving the discussion to forums would still require moderation. Encouraging e-mail
         or some other correspondence would require staff time to read and respond to those
         correspondences.
      

      
      Moving the conversation to social-networking platforms or requiring user authentication
         are both convenient options, but anonymity might be removed, especially if the chosen
         method requires the collection of PII. Requiring user authentication could stifle
         intellectual freedom. Without anonymity, site visitors might feel as if they cannot
         voice their true opinions or frustrations about something because they do not want
         to be identified with that opinion or frustration, regardless of its validity.
      

      
      Another issue with user authentication is that for various reasons, including security
         and convenience, some websites are leveraging third-party services to authenticate
         their users who have existing social-media accounts. When a site asks visitors if
         they want to log in with Facebook or GooglePlus or some other social media account,
         that site is leveraging a service to check whether the user has a particular social
         media account and authenticates it. This means that the chosen social-networking platform
         can see when a user logs into that website.[6]  
      

      
      What do you want to protect? Site visitors may not want social-networking platforms to know that they are visiting
         certain websites. Additionally, site visitors may not want any PII to be revealed
         when posting a comment, especially if that comment is negative or expressing frustration.
         Site visitors may not want to reveal any PII to a social-networking platform or others
         users of that platform, which means that if a library has chosen to move the conversation
         to social media, then site visitors may not be able to participate in discussions.
      

      
      Who do you want to protect it from?  Social-networking platforms can collect data on a library’s site visitors, and other
         site visitors or social media users could connect a comment to a site visitor’s identity.
      

      
      How likely is it that you will need to protect it?  If a library relies on a social-networking platform for user authentication or discussion
         participation, then there is not much that can be done by the library to protect site
         visitors from having their data collected by that social-networking platform. Additionally,
         complete anonymity is compromised, which means that anyone could see a user’s comments
         if settings are adjusted for public viewing.
      

      
      How bad are the consequences if you fail to protect that information?  Site visitors would not have the assurance of unfettered free speech, which means
         that they might censor themselves or choose not to participate in discussions.
      

      
      How much trouble are you willing to go through in order to try to prevent those?  User authentication and/or reliance on social-networking platforms to foster discussion
         supports lean moderating workflows. Anonymity supports intellectual freedom. The possible
         middle ground might be to require some form of low-level (i.e., does not require collecting
         a bunch of PII) user authentication that staff must create or implement without reliance
         on a third party that might be collecting a bunch of PII. Two disadvantages to this
         approach are issues with account registration spam and the cost of ensuring security.
      

      
      Surveillance

      
      The American Library Association (ALA) provides guidelines and answers some questions
         on libraries using surveillance cameras.[7]  
      

      
      
         The ALA’s “Questions and Answers on Privacy and Confidentiality” (2014) argues that
            surveillance cameras could violate patron privacy and may also be ineffective in adequately
            identifing a person committing illegal activities:
         

         
Any records kept may be subject to Freedom of Information (FOI) requests. Since any
            such personal information is sensitive and has the potential to be used inappropriately
            in the wrong hands, gathering surveillance data has serious implications for library
            management and school administrators.
         

         
Despite these arguments, the ALA still provides some guidance on the use of surveillance
            tools.[8]   The ALA (2014) stresses the importance of libraries setting clear policies on record
            retention:
         

         
If the library decides surveillance is necessary, it is essential for the library
            to develop and enforce strong policies protecting patron privacy and confidentiality
            appropriate to managing the equipment, including the routine destruction of the tapes
            in the briefest amount of time possible, or as soon as permitted by law.
         

         
Such policies should state that the cameras are to be used only for the narrow purpose
            of enhancing the physical security of the library, its property, staff, and patrons.
         

         
Policies should also include protocols for posting signs or giving notice about the
            presence of surveillance cameras; storing of videotapes and other digital images in
            a secure location; and routine destruction of tapes or images in the briefest amount
            of time possible, or as soon as permitted by law. If the cameras create any records,
            the library must recognize its responsibility to protect their confidentiality like
            any other library record. In addition, some state laws indicate that libraries shall
            not disclose any information that identifies a person as having used a library or
            a library service, even if that information is not in the form of a “record.” Protecting
            patron confidentiality is best accomplished by purging the records or images as soon
            as their purpose is served.
         

         
      

      In addition to traditional security cameras, the use of body cameras is emerging in
         libraries.[9]   The ALA does not explicitly detail best practices for libraries wanting to equip
         their library safety officers with body-worn cameras, perhaps in part because this
         is a relatively new practice. In the wake of officer-involved shootings, such as the
         one in Ferguson, Missouri, the Obama administration pushed for “Twenty-First-Century
         Policing,” which included proposing a multiyear, multimillion-dollar investment in
         equipping law-enforcement agencies with body-worn cameras.[10]   This culminated in rapid adoption among law-enforcement agencies—sometimes without
         clear guidelines on the proper use of body-worn cameras.[11]   The Leadership Conference on Civil and Human Rights and Upturn updated and published
         a policy scorecard on body-worn camera use, revealing that law-enforcement agencies
         who have implemented body-worn cameras need to improve their policies.[12]  
      

      
      According to the Leadership Conference on Civil and Human Rights and Upturn, the scorecard
         reveals that the majority of the fifty cities reviewed did not adequately address
         personal privacy concerns: “The policy mentions the importance of personal privacy,
         but either offers vague guidance on when not to record or does not require informed
         consent from vulnerable individuals.”[13]  Additional inadequacies included permitting or even encouraging officers to view
         footage before writing a report, not providing clear or established retention policies,
         not explicitly permitting individuals to access footage in the case of police misconduct,
         and not restricting the use of biometric technologies, such as facial recognition
         software. Dia Kayyali highlights one of activist Jacob Crawford’s arguments against
         body cameras: “[Body] cameras don’t ‘show close proximity physical encounters between
         an officer and victim,’ while still, ‘allowing the officer to supply his own narration,
         such as yelling “Stop resisting” while pummeling a person.’”[14]  Although there are solid reasons for avoiding both traditional and body-camera surveillance,
         some libraries may still choose to implement these tools. Regardless of that choice,
         it is important for each library considering these options to evaluate their efficacy
         and also their impact on privacy.
      

      
      Traditional Security Cameras

      
      When a library is considering the use of security cameras, patron privacy and the
         safety of the library and its patrons could be considered the two most important things
         to protect. Patrons need to feel free to roam the library, access materials, and participate
         in services and programming without the fear of excessive surveillance. However, sometimes
         a library will decide that it is necessary to install surveillance tools in order
         to protect materials and secure patron and staff safety. Balancing these requirements
         can get tricky.
      

      
      What do you want to protect?  Patron privacy and confidentiality when visiting the library should not be compromised.
      

      
      Who do you want to protect it from? Video surveillance records could be subject to Freedom of Information Act (FOIA) requests.
         If policies are not explicit about the responsible handling of recordings, images,
         and equipment, someone could tamper with records.
      

      
      How likely is it that you will need to protect it?  When a serious incident occurs, particularly if it garners community or media attention,
         interest in accessing these records could increase.
      

      
      How bad are the consequences if you fail to protect that information?  If not properly implemented, patron privacy could be compromised.
      

      
      How much trouble are you willing to go through in order to try to prevent those? A library should consider the following when deciding if or how to implement security
         cameras with privacy in mind:
      

      
      
         	
            
            Legal requirements: How long must recordings be kept, according to the law? For example,
               in the state of New Jersey, the municipal retention schedule for video surveillance
               recordings is “30 days after last recording or until the footage is properly passed
               to a responsible official if an incident is reported.”[15]   A library should check its local requirements.
            

            
         

         
         	
            Storage: Securely storing video footage can be expensive, especially if recordings
               are high resolution. If legal retention requirements outpace a library’s storage capacity,
               it may be too costly.
            

            
         

         
         	
            Staffing: Will the library be able to dedicate qualified staff resources to regularly
               purging records and ensuring patron confidentiality regarding surveillance images
               and recordings? 
            

            
         

         
      

      
      Body Cameras

      
      Some intentions for the use of body-worn cameras during security encounters are to
         provide evidence when appropriate, facilitate transparency, and foster accountability.
      

      
      What do you want to protect? Patron privacy and confidentiality when visiting the library should not be compromised.
         Additionally, patron awareness of body-camera use should be considered.
      

      
      Who do you want to protect it from?  The active models for body-camera policy implementation in the law-enforcement realm
         have been fuzzy, as is evidenced by the Body Worn Camera Scorecard report of fifty
         United States cities.[16]   Fewer eyes are currently able to access body-camera footage in many cities due
         to police restrictions on access to these records; however, this also means that an
         individual with a grievance regarding a security encounter might not be able to access
         footage.[17]  
      

      
      A library should consider this transparency issue. Does the library want to deny access
         to the footage from the patron who was recorded?
      

      
      How likely is it that you will need to protect it?  Body-worn camera use is still in a testing-ground phase as law-enforcement agencies
         seek to refine their policies and procedures associated with this technology.
      

      
      How bad are the consequences if you fail to protect that information?  Judicial decisions in some states, such as North Carolina, are permitting access
         restrictions to body-camera footage at the cost of transparency.[18]   In fact, Ava Kofman reports that fifteen states want to restrict public access
         to body-camera footage.[19]   Since it is unclear how restricted access will be, footage of patron activities
         could be publicly available in the future.
      

      
      How much trouble are you willing to go through in order to try to prevent those? Although body-worn cameras should carry most of the same considerations and responsibilities
         as traditional surveillance cameras (e.g., legal requirements, storage, and staffing),
         additional considerations should be made:
      

      
      
         	
            
            Transparency: The library should be prepared to publish a detailed body-camera policy
               that is easy to access and find on its website.
            

            
         

         
         	
            Policy: Will the library be able to properly implement policies associated with body-worn
               cameras? These policies could support the following, which has been adapted from Leadership
               Conference on Civil and Human Rights and Upturn’s body-worn camera scorecard.[20]  
            

            
         

         
         	
            
            Recording Procedures: There should be clear guidelines for staff on when to commence
               and/or suspend recording. Staff also need to provide clear reasons for not recording
               a security encounter if that situation arises.
            

            
         

         
         	
            Informed Consent: Staff wearing body cameras must inform patrons if they will begin
               recording their encounter. In the best of all possible worlds, consent, particularly
               for vulnerable individuals, should be obtained.
            

            
         

         
         	
             Retention: Staff should know when and how to purge footage, particularly if that
               footage has not been flagged.
            

            
         

         
         	
            Tampering: Staff should understand that tampering and misuse of footage are prohibited.
               Infrastructure and procedures should be in place to support tracking access to footage.
            

            
         

         
         	
            Access: Individuals who were recorded and wish to lodge a complaint about a security
               encounter should be able to access that footage.
            

            
         

         
         	
            Biometrics: Facial recognition software and other biometric tools should not be used
               on the footage obtained through body-worn cameras.
            

            
         

         
         	
            Perspectives: In the end, body-worn cameras are capturing one perspective—the wearers.
               The footage will not show what is going on behind the camera. This means that the
               library will only be collecting one side of a possibly multifaceted story. Is that
               enough to justify use?
            

            
         

         
      

      
      RFID

      
      The ALA provides clear guidelines about the use of radio-frequency identification,
         also known as RFID.[21]   This “technology collects, uses, stores, and broadcasts data.”[22]   A library might choose to use RFIDs for library materials and/or library cards.
      

      
      Library Materials

      
      Benefits for using RFIDs in library materials include the following:

      
      
         	
            
            Fewer repetitive stress injuries (RSIs)

            
         

         
         	
            More efficient check-in/check-out processes

            
         

         
         	
            Ability to change staff responsibilities from circulation activities to other patron-centered
               services 
            

            
         

         
         	
            Better collection management

            
         

         
         	
            Improved security

            
         

         
      

      
      Steps do need to be taken to secure patron privacy because PII can be stored.

      
      Borrowing Materials with RFID

      
      What do you want to protect?  Patron PII and library users’ reading habits or other activities might need to be
         protected in this situation. 
      

      
      Who do you want to protect it from?  Unauthorized individuals could use tag readers to access patron information.
      

      
      How likely is it that you will need to protect it?  Unauthorized individuals would need to have a reader.
      

      
      How bad are the consequences if you fail to protect that information? Patron PII, reading habits, and other activities could be revealed.
      

      
      How much trouble are you willing to go through in order to try to prevent those?  Since ALA already provides clear guidelines on RFID via “RFID in Libraries: Privacy
         and Confidentiality Guidelines,” implementation can be pretty straightforward.[23]   
      

      
      Library Cards

      
      Using RFID follows a similar threat-assessment pattern. The one difference should
         be that the library should utilize an informative opt-in strategy for offering library
         cards with RFID. In this way, explaining the benefits and risks of using RFID can
         be a learning opportunity for patrons, so that they can make an informed decision
         about whether to use a library card with RFID technology.
      

      
      Bonus Round: Library Tools for Defending Privacy

      
      Library tools, such as social-networking platforms, surveillance, and RFID, can offer
         convenience, facilitate increased usage, provide safety and theft protections, improve
         library services through reallocation of staff responsibilities, and more. Applying
         a threat-assessment model helps weigh those benefits against the cost of privacy loss.
         Although technology will continue to evolve, the threat-assessment model will provide
         a privacy-centric framework for any library’s decision-making process.
      

      
      If libraries want to push the privacy agenda forward even more, they can also adopt
         tools that focus on privacy. Some of these tools include encrypting websites and setting
         up a Tor router.
      

      
      HTTPS

      
      If a library has not switched its websites from HTTP to HTTPS, this should become
         a priority. As much as possible, libraries should switch to HTTPS for all of their
         web properties, and libraries should push vendors to do the same.[24]   Additionally, these websites should set HTTPS as the default for site visitors.
         Not only will HTTPS improve the privacy and security of library website visitors,
         but it can also boost search engine rankings.[25]   Although it used to be challenging and expensive to obtain a security certificate,
         open certificate authorities like Let’s Encrypt have made it much easier to make the
         switch.[26]  
      

      
      In the switch to HTTPS, libraries should be sure to update image URLs and any other
         mixed content referencing HTTP. If libraries skip this step, site visitors might not
         get the complete experience that the library designed and developed for them on a
         website because many browsers will block unsecured assets on an HTTPS page.[27]  That means the beautiful image that the library’s resident graphic designer spent
         so much time on might not be seen by anybody. Libraries can also add HTTPS Everywhere
         to library computers’ web browsers. This tool forces encryption to any websites that
         offer HTTPS as an option, which is good because some of those same websites might
         not have HTTPS set as the default.[28]  
      

      
      Tor

      
      The super bonus round for any library is to install a Tor exit relay to help disguise
         the location and identity of Internet users. The Library Freedom Project provides
         information for libraries about how to set up a Tor exit relay.[29]   Implementing Tor can combat censorship and promote intellectual freedom.
      

      
      This is not an unprecedented action for libraries either. In 2015, the Library Freedom
         Project helped Kilton Public Library in Lebanon, New Hampshire, to become the first
         library to set up a Tor exit relay in a library in the United States.[30]   Despite facing pressure from the Department of Homeland Security and local law
         enforcement to shut it down, which they did briefly, Kilton Public Library voted to
         turn it back on and did.[31]  
      

      
      If libraries cannot commit to Tor, they should, at a minimum, check out the practical
         resources, information, and tools that the Library Freedom Project includes in its
         “Privacy Toolkit for Librarians” section of its website.
      

      
      Conclusion

      
      The library community has built a culture of early adoption where emerging trends
         and tools are concerned. While early adoption helps libraries to meet its patrons’
         evolving expectations and needs on their terms, library workers need to be able to
         critically evaluate the impact on patron privacy, confidentiality, and intellectual
         freedom. Threat modeling—asking questions about the privacy cost of any library tool—can
         guide adoption efforts. Furthermore, adopting tools that regard privacy as a core
         function of service delivery will help libraries to strengthen community resolve for
         the protection of privacy and intellectual freedom.
      

      
      Notes
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      Privacy Training for 
Staff and Patrons
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      A librarian who shares her personal computer with her daughter got in a bit of trouble,
         before she learned about cookies and private browsing modes. When her daughter was
         eleven and saw something in her mother’s browsing history, they “had to have a conversation.”
         Now this librarian takes extra steps to preserve her privacy at home.
      

      
       Another librarian once got a late-night e-mail that looked like it was from YouTube
         and clicked through to a user survey that would put her in the running for a gift
         card raffle. She distractedly filled out the survey, and then thought, “I don’t know
         if that was really YouTube . . .” The next day she woke up to a series of phone calls
         from representatives of various companies about credit cards, loans, and refinancing
         offers.
      

      
       And a third librarian was telling her colleagues—all neighborhood branch managers—about
         the mysterious charges from Azerbaijan that once appeared in her credit card transaction
         history. She had been browsing the web when a window popped up indicating a problem
         with her account and prompting her to enter personal data. When she saw the subsequent
         credit card bill, she figured out what had happened. A chorus of accusations from
         the other librarians filled the meeting room—“Why did you click on the pop-up?” “Well,” she said defensively, “it said it was important!”
      

      
       These anecdotes illuminate that library staff are as fallible users of the Internet
         as are library patrons. Yet it is equally true that librarians are in a position in
         society where people are likely looking to us for guidance about keeping their personal
         information and communications safe online. Because of this role, in 2011 I was put
         in touch by mutual acquaintances with the researcher Seeta Peña Gangadharan about
         a study she was doing of marginalized people and digital literacy and their attitudes
         toward online surveillance. Through that connection, my employer, Brooklyn Public
         Library (BPL), served as one of the study venues for what was published in 2013 by
         New America’s Open Technology Institute (OTI) as the paper “Joining the Surveillance
         Society?”[1]  
      

      
      In the meantime, Seeta’s focus groups—one of which uncovered the story of the librarian
         with the Azerbaijani credit card charges—with BPL staff of different titles demonstrated
         that there were a lot of questions and confusion in our own minds about how the Internet
         functions. At a poststudy meeting with our Chief Technology Officer and key staff
         from IT and other departments, we discussed BPL employees’ own information needs.
         Motivated to work on improvements in staff training related to the Internet, we went
         out for a grant. In the spring of 2014, we received $240,729 from the Institute of
         Museum and Library Services (IMLS) through the Laura Bush Twenty-First-Century Librarian
         Grant Program. In addition to BPL, the project partners are OTI; the Metropolitan
         New York Library Council (METRO), New York City’s professional development organization;
         and Data and Society Research Institute.
      

      
       There are two main initiatives created through this grant. One is a website, at dataprivacyproject.org,
         that is an online supplement to the in-person trainings described below. It hosts
         materials including a timeline of political and technological influences on library
         privacy practice and workshop facilitation guides for anyone to download and use in
         their own library. The second initiative is digital privacy training for library staff,
         which is the subject of this chapter. Over the course of nine months, we conducted
         two three-hour workshops at BPL and, some months later, an adapted version through
         METRO. The training as a whole covers both concepts and practical hands-on learning
         and was developed primarily by Research Action Design (RAD), a collective of technology
         educators that we hired through the grant. At BPL, we aimed for all librarians as
         well as Technology Resource Specialists (TRSs)—a clerical title in the branches that,
         among other duties, teaches almost all of the public technology classes—to go through
         the training. Other interested staff could attend, and we had a few clerks, literacy
         educators, IT staff, and other employees come. Of course, while this project is funded
         by a professional development grant and pertains to library staff training, the desired end result is also better guidance and instruction for our
         library users.
      

      
      Workshop One

      
      The goal of the first three-hour workshop, Workshop One, was to address real concerns,
         challenges, and questions that librarians and library staff shared during the earlier
         research collaboration with Seeta. We “looked under the hood” to see how we all create
         personal digital data, and how data flows in common activities at libraries. Near
         the beginning of this workshop, we did an exercise to make more visible the infrastructure
         of the Internet. That “data flows” activity asked participants in small groups to
         literally draw out the paths that digital information takes in a few different transactions,
         including sending an e-mail and accessing a library eBook, and what hardware and businesses
         or organizations that information encounters on its way. We also prompted staff to
         think about the “invisible players”—the different intermediaries between library patrons
         and their personal data, such as the Integrated Library System, barcoded materials,
         Wi-Fi equipment, the library branch’s room design, the many third-party services we
         use, as well as what level of control the patron and the library each have over those
         intermediaries.
      

      
      Policies and Law

      
      Another section of Workshop One addressed four major influences on how privacy works
         at the library:
      

      
      
         	
            
            Library Policies: Local control can mean that a library has the power to establish
               guidelines for how data is stored, deleted, or shared, including who has access to
               patron data, how public computer-session data is retained and/or purged, and the confidentiality
               of library transactions.
            

            
         

         
         	
            Third-Party Policies: From periodical databases to e-mail list management applications,
               third parties and their own privacy policies affect access to library data.
            

            
         

         
         	
            State and Federal Law: In New York, for example, state law dictates that library records
               must be kept confidential. The federal Children’s Internet Protection Act influences
               network management at libraries that receive E-Rate funding, as they must install
               filtering software that (ostensibly) prevents children from accessing harmful or obscene
               content on the Internet. And the Patriot Act requires the library to provide access
               to library records when requested with the appropriate authorization.
            

            
         

         
         	
            Patron and Staff Practice: Do patrons share library account passwords with their friends
               and family members? Do library staff help people set up new e-mail accounts down to
               password selection? Do technology class curricula include information about the importance
               of logging out of websites on public computers, choosing strong passwords, adjusting
               browser settings, and other elements of good privacy hygiene? These and many other
               social and professional practices are part of the culture of privacy at the library.
            

            
         

         
      

      
      Workshop One also sought to generate shared knowledge about privacy- or security-specific
         questions that arise in library settings, illustrating too that there is already a
         lot of understanding among frontline staff. This exercise worked as follows: in pairs,
         participants shared common questions they have asked themselves or been asked by patrons
         or colleagues. They discussed best practices for answering these questions. After
         regrouping, pairs reported back on their common questions and answers and got input
         from others. If answers couldn’t be crowd sourced, the facilitator provided information.
      

      
       The activity elicited “frequently asked questions” that fed into what we had already
         heard from staff regarding our and our patrons’ privacy and security knowledge gaps.
         We then mined this information for the development of the second phase of training.
         
      

      
      
         
         
         
         
            
               
            
            
               
            
            
               
               
                  	
                     
                     Frequently Asked Questions

                     
                  
                  
                  	
                     Second-Phase Training Concept

                     
                  
                  
               

               
               
                  	
                     
                     Why do I see the same advertisements when I’m at home on my laptop and when I’m at
                        the library on a library computer?
                     

                     
                  
                  
                  	
                     An opportunity to talk about cookies.

                     
                  
                  
               

               
               
                  	
                     
                     What is a strong password?

                     
                  
                  
                  	
                     An opportunity to talk about personal information, password managers, and/or password
                        entropy (probably not using that term!).
                     

                     
                  
                  
               

               
               
                  	
                     
                     How do I know if a website is secure?

                     
                  
                  
                  	
                     An opportunity to talk about HTTPS as well as tactics for evaluating the integrity
                        of websites.
                     

                     
                  
                  
               

               
               
                  	
                     
                     Can the library tell what sites I visit on the Internet?

                     
                     What happens to my information on the computer when I log off?

                     
                     Does the library keep records about who uses library terminals?

                     
                  
                  
                  	
                     Opportunities to talk about the library’s practices and data-retention policies, including
                        differences between what frontline employees and IT staff have access to.
                     

                     
                  
                  
               

               
               
                  	
                     
                     Is there anything I can do to increase my security while I’m on the library’s open
                        wireless network?
                     

                     
                  
                  
                  	
                     An opportunity to talk about virtual private networks (VPNs).

                     
                  
                  
               

               
               
                  	
                     
                     How long do the vendors used by the library keep data they receive from staff and
                        patrons?
                     

                     
                  
                  
                  	
                     An opportunity to talk about third-party service providers and how to find their privacy
                        policies.
                     

                     
                  
                  
               

               
               
                  	
                     
                     What positions or departments can access files, e-mails, and other data on staff computers
                        and in staff accounts?
                     

                     
                  
                  
                  	
                     An opportunity to talk about library technology policies that impact its workers.

                     
                  
                  
               

               
            
            
         

         

         
      

      Workshop Two

      
      A few months after approximately three hundred BPL staff went through Workshop One,
         we offered a second, more practical and hands-on workshop. The learning goals of Workshop
         Two included being able teach good password practices; better understanding online
         tracking; knowing how to access the Internet using encrypted connections; and overall
         being able to share practical and appropriate digital privacy and security skills
         with patrons using tools that the library has already put in place, as well as others
         that are freely available online. The format of the training incorporated group discussion,
         video viewing (one about password cracking and one about cookies), hands-on testing
         of some tools, and lecture with room for student questions throughout.
      

      
       This workshop began with a risk-assessment activity—what is sometimes referred to
         as “threat modeling.” The reality is that there is no one privacy or security solution
         for everyone across the board, so this kind of critical thinking is necessary when
         helping a diverse patron base. RAD and I thought up hypothetical library users whose
         basic characteristics were distributed to tables of training participants, including:
      

      
      
         	
            
            Patron 1, twenties: Has a smartphone and uses it for calls, texts, apps, and occasionally
               for surfing the Web. Uses desktop computers at the library to apply for jobs and also
               to shop online and use Facebook.
            

            
         

         
         	
            Patron 3, fourteen years old: Has his own smartphone that is on a family plan that
               is both surveilled and limited by the plan’s subscriber. He comes into the library
               and uses computers for personal use, including gaming, e-mail, social media, and completing
               school work.
            

            
         

         
         	
            Patron 5, thirties: A freelance journalist who frequently brings her laptop to the
               library and uses the public Wi-Fi. She conducts Skype interviews with sources in public
               places, and uses Facebook and Twitter to communicate with sources and promote stories.
            

            
         

         
      

      
      Workshop attendees then sat in groups and discussed, as if they were that person:
         What information do I want to keep private? Who might try to access it without my
         consent? What am I already doing to keep it private? What are the consequences if
         that information is accessed? How much effort am I willing to put into keeping my
         information private? Each table of workshop participants was encouraged to be the
         champion for the patron they got to know through this exercise. Throughout the training,
         people were asked to add to the tools that their patron could be using to support
         their privacy goals. So over the course of the workshop, as the facilitators talked
         about a range of tools and practices, we linked the new learning back to these risk-assessment
         profiles. Among the topics we went through were:
      

      
      
         	
            
            Learning about VPNs, incognito settings on browsers, and Tor

            
         

         
         	
            Trying out Kaspersky’s online password tester

            
         

         
         	
            Seeing a demonstration of LastPass and other password managers

            
         

         
         	
            Learning about two-factor authentication

            
         

         
         	
            Finding out about antimalware options for smartphones

            
         

         
      

      
      Reflection and Conclusion

      
      Developing the curriculum and delivering the training was meant to be participatory
         and involve library staff at multiple levels. At the start of the project, I put together
         a curriculum advisory committee made up of BPL staff of multiple titles, including
         librarians, TRSs, and IT workers. We met in person a few times and communicated via
         e-mail about whether the curriculum that RAD was crafting was comprehensive, appropriate,
         and understandable for public library staff. I met regularly with RAD personnel, who
         worked hard to apply an iterative refinement process to make the curriculum as relevant
         as possible for us.
      

      
       For Workshop Two, we added a layer. In addition to drawing on the curriculum advisory
         committee, we used BPL staff as cofacilitators—in other words, as teachers of their
         colleagues. The “train the trainer” model is often deployed at BPL for both efficiency
         and professional development, and given our grant partners’ commitment to library
         worker empowerment and more horizontal forms of learning, it made sense to involve
         BPL librarians and TRSs in this way. To find the cofacilitators, I tapped some people
         directly (at times based on others’ recommendations), sent out a mass e-mail to librarians,
         and invited members of the curriculum advisory committee.
      

      
       This meant that the quality of instruction was not totally consistent, as some library
         cofacilitators were less certain about the material. At its best, though, staff attendees
         could see one of our own up at the front of the room teaching. It was equally important
         for them to trust that people from within the organization had a hand in the training,
         and that it wasn’t coming from an outside agency that may have been well-intentioned
         but ignorant about public library contexts. Not surprisingly, at some workshops attendees
         also brought up issues of the day that were in the news—the controversy over Hillary
         Clinton’s use of a private e-mail server, for example, or the struggle between Apple
         and the government officials over the encryption on Sayed Farouk’s iPhone. Facilitators
         needed to be prepared to talk comfortably about these stories of technology in current
         events.
      

      
       In terms of students, the training brought together disparate groups within the organization
         who are all stakeholders in different ways in educating patrons on technology use.
         People found it helpful to be in a forum with colleagues in other titles and working
         in other branches and departments to talk about library policy and how to answer questions
         we get from the public.
      

      
       Overall, the training got high ratings—although the three-hour length of each session
         tended to be noted as a downside. Staff generally appreciated the tone, which aimed
         to be a balance between not freaking out people (“Don’t do anything online!”) and
         acknowledging that we do have so much of our data online, whether through financial transactions, job searching,
         personal social media, and more, and that convenience is a factor in our actions,
         too (as one librarian said to me after, “I want Google and Amazon to know what I do and like!”).
      

      
       Workshop Two was received with more enthusiasm than Workshop One, given that it was
         more practical and less theoretical. In exit surveys and verbal comments after the
         training, people singled out some memorable elements of Workshop Two:
      

      
      
         	
            
            Password creation, especially the chance to test passwords on the Kaspersky website
               and learn about password managers. (This is particularly important because basic computer
               classes tend to involve instruction on creating passwords.)
            

            
         

         
         	
            Two-factor authentication

            
         

         
         	
            VPNs

            
         

         
         	
            Privacy Badger and other tips about dealing with Web tracking

            
         

         
         	
            Deleting browser cookies

            
         

         
         	
            Relating specific tools to particular individual scenarios (i.e., the risk-assessment
               exercise) that also connected to library use in some way
            

            
         

         
      

      
      Staff were invited to bring in their own laptop or other device, and while only a
         few people took advantage of that option, those who did found it useful to be able
         to install plugins and other programs during the training.
      

      
       Targeting a large group of staff with a diverse set of skills and experience is a
         challenge that’s virtually impossible to meet. While most people felt very positive
         about the training, there were probably as many comments about how heady and difficult
         the curriculum was as there were about how basic it was. Some people noted that while
         some of the material was already familiar, it was good to have a refresher course
         of sorts, to affirm what was already known and have the chance to ask clarifying questions.
         We had offered Workshop Two in two versions, one of which was somewhat more advanced
         (for example, including a section on Tor), hoping that staff would self-select and
         find themselves in an appropriate level. However, branch scheduling and other constrictions
         meant that people often registered for a session at a convenient time without considering
         the version.
      

      
       And inevitably, staff were still left with questions. One technology trainer told
         me that he’s still uncertain about how safe you would be when connected to a public
         Wi-Fi network that—unlike in our library—requires a password that’s shared with all
         visitors to that space. There was a suggestion afterward to explore ad blockers in
         more detail, as well as determining which antimalware programs are trustworthy. Several
         people commented afterward that they found the section on Tor difficult to follow.
         As a cofacilitator, I also found it a challenge to explain the benefits of fully enabling
         HTTPS throughout a library’s website in a way that made people care. Something else
         that would have made the training more beneficial would be more of a focus on mobile
         devices, since so many people access the Internet that way. Of course, most of the
         tools discussed have mobile equivalents, but drawing that out more explicitly would
         have felt more useful to attendees. On a broader level, the curriculum perhaps fell
         short in another way, as it did not focus on the why behind “digital privacy”—for example, real examples of harm from shared personal
         data—as something to strive for.
      

      
       An important question that came up in at least one training was about what our responsibility
         is with respect to our patrons’ data privacy and security. One person reflected after
         that while our role is necessarily limited because we can’t implicate ourselves in
         people’s credit card purchases and other personal transactions, the training reminds
         us all to be careful. Some staff may not have already been thinking in that vein,
         and the training seemed to make them aware. Especially given librarians’ vaunted “neutrality”
         that can manifest as an unquestioning acceptance of the status quo, I think it’s crucial
         for space to be given in library workplaces for these conversations about when and
         how we intervene productively in people’s understanding of the Internet and material
         harms their actions may engender.
      

      
       Critical thinking was sparked in other ways. The second workshop made one technology
         trainer I spoke with think about how online security is more than simply antivirus
         protection. Indeed, there are many more ways that your computer and/or accounts can
         be harmed or compromised, and this generates a valuable conversation for staff since
         otherwise we take a lot for granted. In some workshops, discussion unearthed discrepancies
         with BPL policies—for example, our default code for new library cards is a four-digit
         PIN based on the person’s birthdate, which is a tradeoff for convenience and not particularly
         safe.
      

      
       Despite the fact that a major intended outcome of the training was for library staff
         to understand that they should consider individual circumstances (abilities, access,
         needs, and risks) in order to suggest tools and make other privacy-related recommendations,
         one librarian asked me afterward, “Okay, what’s the one thing I should do?”—and I
         know that he wasn’t alone in his approach. More reasonably, some people told me that
         it would be good to have a handout for patrons with a sort of “here are the three
         most important things you can do to protect yourself online” theme.
      

      
       There was also the problem of the gap between the relatively high level of much of
         the “practical” workshop curriculum and the digital literacy of the majority of library
         users who actually approach the staff with technology questions. I have personally
         been asked only once specifically about a VPN, for instance, and that by a patron
         who had just heard of it herself from a friend and voiced the unfamiliar acronym self-consciously
         when talking to me. On the other hand, there have been countless queries from people
         who want to know if it’s “safe” to use their laptops or other devices while connected
         to the library’s unsecured Wi-Fi. And many BPL staff said that they were glad to learn
         about tools they could use in their personal life, not just at work. 
      

      
       One librarian at a small neighborhood branch pointed out to me that in her location,
         “everyone does everything” and librarians need to know the technology, too, because
         they can’t put it off on another “tech” staff member. The privacy training was useful
         for everyone, because patrons ask every staff member questions about technology and
         privacy—for example, “How secure is this website?” and “How do I know if this is safe?”—which
         are the same sorts of questions she has herself, when banking and doing other sensitive
         activities online.
      

      
       As a BPL employee for more than a decade, I’m sensitive to what often happens here,
         which is that there’s a major training initiative that comes and goes with little
         follow-up. While two three-hour trainings can feel like a long time to be sitting
         and hearing about digital privacy, it’s not an adequate way to stay informed about
         any rapidly changing technology topic. For encouraging ongoing learning, I heard some
         ideas from staff, such as: 
      

      
      
         	
            
            Staff could receive e-mails with links to resources and information. However, it’s
               also true that the volume of e-mails that many staff receive makes it impractical,
               especially since not everyone can sit in front of a computer for long periods when
               they’re also tasked with performing public service, supervising staff, and so on.
            

            
         

         
         	
            Staff should survey patrons to hear their questions and then send them to knowledgeable
               staff to get answers—which prompts the issue of who do we go to with these questions
               to get info on best practices?
            

            
         

         
         	
            Follow in-person training of the sort that we conducted with mandatory online learning
               modules through the library’s learning management system. Keep people refreshed quarterly
               (or even monthly)—it doesn’t have to be lengthy, just something that ensures people
               are paying attention and conveys that this topic is really something we have to stick
               with.
            

            
         

         
         	
            Perhaps patrons don’t know to approach us with more specialized technology questions,
               and despite our basic computer classes we library staff don’t exactly approach them
               with this information. How can we make it known to the public that we have this knowledge?
               Should we teach mini-modules on privacy topics?
            

            
         

         
         	
            At the outset of these sorts of major trainings, a bigger vision of how the organization
               is approaching technology training should be evoked. This way, everyone knows what
               we’re driving toward and can grasp how this training fits into the bigger picture.
               This can be a challenge when initiatives are directed by grant funding. Privacy should
               also fit into how the organization thinks about our patrons’ data and how it takes
               a position on privacy.
            

            
         

         
      

      
      These digital privacy trainings were intended to get people thinking about privacy
         on an organizational level as well as in direct digital literacy education for patrons.
         As this project has progressed, I’ve seen library staff here at BPL put more Internet
         safety classes on the calendar. I know that the other two public library systems in
         New York City are thinking about their organizations’ privacy and data-collection
         policies. I’ve also heard from librarians at some local community college campuses
         who are grappling with the security of their students’ and faculty’s data, and who
         are looking to bring this sort of training to their colleagues. Of course, as society
         outside the library deals with evolving corporate practices and a shifting political
         landscape, people with all levels of risks need to understand how to live their lives
         in the fullest and safest manner possible. The initiatives within librarianship such
         as ALA’s Privacy Toolkit, LITA’s Patron Privacy group, the Library Freedom Project,
         and everything that so many individual libraries and librarians do are more important
         than ever to strengthen privacy for ourselves and our communities.
      

      
      Note

      
      
         
            1. https://www.newamerica.org/oti/policy-papers/joining-the-surveillance-society/.
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      The City University of New York (CUNY), one of the nation’s largest public universities,
         consists of twenty-four individual colleges.[1]   The recently released draft of the 2016–2020 Master Plan sets technological advances
         and globalization as a framework for the university[2]: “CUNY must more fully exploit technology as a critical tool for teaching, learning,
         and service to the community. [. . .] [and] now more than ever there is a need to
         strengthen students’ digital skills so that they are prepared for the digital demands
         of careers and 21st-century citizenship.”[3]   It is in this context that we at Lehman College began initiatives to increase privacy
         awareness among staff and patrons.
      

      
      Lehman College, a commuter campus located in the Bronx, is one of the senior colleges
         of the university. The enrollment for fall 2015 was 12,807 students, undergraduates
         and graduates combined.[4]   Our library, the Leonard Lief Library, includes in its vision an objective of “helping
         students and faculty navigate the complex information landscape”[5]   by relying on the expertise of its library faculty and staff. Although Lehman College
         has its own Information Technology Center for its students, the library is de facto
         the most used location on campus for students to access and use technology and electronic
         resources.[6]   Librarians at CUNY and Lehman are faculty and as such are actively involved in
         research. Three librarians at our library are or have been engaged in research on
         privacy—including the authors of this subchapter.
      

      
      In this section of chapter 7, we demonstrate how we at Lehman’s library build upon
         existing library privacy-awareness initiatives both at the college and university
         level. Among the initiatives we will describe are: (a) projects at our library, such
         as the creation of a Leonard Lief Library privacy research guide, audit privacy practices
         and mobile-privacy awareness outreach as part of information literacy instruction;
         (b) CUNY-wide initiatives such as the Library Association of the City University of
         New York (LACUNY) Privacy Roundtable and its subgroups (privacy education, online
         resources, curricular materials/instruction); (c) the beginnings of a CUNY-wide privacy
         and library systems audit; (d) a revised Interlibrary Loan policy at the Graduate
         Center; and (e) future plans and projects. These initiatives are supported by university-wide
         structures and policies, such as those noted within the CUNY Libraries’ Privacy Statement:
         “To better protect the privacy of library patrons, the CUNY Office of Library Services
         has procedures in place that minimize the retention of library patron records.”[7]   In the CUNY Privacy Policy, “personal information” is “any information concerning
         a natural person which, because of name, number, symbol, mark or another identifier,
         can be used to identify that natural person.”[8]  
      

      
      Leonard Lief Library and Privacy

      
      Here we will describe how we initiated several different services or resources at
         our own library. 
      

      
      Research Guide

      
      We use LibGuides,[9]   a content-management system used by many libraries as the tool to create subject-,
         course-, and/or topic-related guides. Because LibGuides is proprietary and thus possibly
         a confusing name for our students, we choose to call the platform Research Guides
         on our website and in other marketing materials.
      

      
      When embarking on the creation of our guide, we had a couple of brainstorming sessions
         to discuss two pertinent questions: (1) What is our target audience, and (2) What
         content do we want to include in our guide? Answering the first question wasn’t easy.
         Were we creating this guide for our patrons (which in our particular academic library
         are primarily students), for our discipline faculty or for ourselves, librarians,
         and staff? 
      

      
       Furthermore, we as librarians are not merely bystanders/and or educators of the subject
         matter. We are also consumers and/or patrons perpetually encountering privacy and
         its various other components such as data, online, digital, information, and mobile
         privacy. Initially, our goal was to create a guide for our students. Yet, after we
         discussed our project with other librarians at one of the LACUNY Privacy Roundtable
         meetings,[10]   we reached a different conclusion: this guide would be first and foremost for us,
         the librarians. Our underlying thought remains that the better we librarians are informed
         and educated on privacy, the better we will be able to teach our students and discipline
         faculty about privacy issues. 
      

      
      The second question proved equally complex. Retrieving web and databases searches
         on privacy and all its related terminologies made us dizzy. Had we taken on too much?
         How should we, or could we curate such a deep subject? It took a couple of conversations
         among our peers and us until we had a clear focus: the objective of this research
         guide is to educate about the rights and possible dangers associated with privacy.
         Another, often neglected, detail became important—the web-usability of the guide:
         The research guide needed to be visually appealing, mobile-device friendly, adhere
         to accessibility standards, and include significant but streamlined content. Website
         design and maintenance is a constant reiterative process, but for now our guide[11]   includes the following tabs: A home site to welcome and introduce librarians to
         the content and overall purpose; multimedia resources (videos and audio recordings
         of conference, talks etc.); books published in the last seven years available in the
         CUNY library system; Internet resources with links to advocacy organizations, library
         associations, websites by peers, and so on; academic articles; a toolkit with, for
         example, links to privacy-protecting software; outreach materials for students; and
         a glossary to describe important terms. 
      

      
      Audit Initiative 

      
      The scope of the Lief Library’s privacy audit will be determined in the spring of
         2017, but it will likely closely conform to the range of systems and services addressed
         in the template for a university-wide audit noted later in this chapter. In setting
         initial objectives for the Lehman-specific audit, the following areas will be among
         those studied to determine if the library is meeting the goals of its Privacy Statement:
         
      

      
      
         	
            
            levels of permission/access for library staff to a range of patron and staff records;
               ensuring tiered systems are in place to support as-needed staff access to information
            

            
         

         
         	
            patron registration records

            
         

         
         	
            suggested timeframes for the deletion of specified patron and staff records

            
         

         
         	
            encryption of specified patron data

            
         

         
         	
            protocols for notifying patrons about inspection of their records

            
         

         
         	
            public workstations: daily purges, maintenance of antivirus software, limiting access
               to authorized library personnel 
            

            
         

         
         	
            Reminders to staff to inform patrons to log off of the Aleph cataloging system, or
               other systems displaying personal records
            

            
         

         
         	
            Sustained efforts to convey professional mores, such as those outlined in the ALA’s
               Intellectual Freedom documents,[12]   to staff about respecting privacy
            

            
         

         
      

      
      Circulation records of the college are ultimately managed by integrated library systems
         such as Aleph and CUNYfirst (a web portal for students’ administration and overall
         financial management and human resources), selected by and maintained by the university
         at large. Still, when speaking with Stephen Walker, acting head of access services
         at the Lief Library, it was evident that privacy and security measures on the site
         are formulated, adopted, and implemented with the specific college and surrounding
         community in mind. Walker, who has worked at the Lief Library in multiple roles over
         the past fifteen years, placed student awareness of or concern regarding privacy in
         the context of the way that they are visibly less guarded than they were in the early
         1980s when crime was a more obvious concern: “Now you see students pulling out their
         $700 phones on the subway without concern, whereas in another time students didn’t
         reveal what they had.” He suggested that today students may be similarly lax in how
         they protect themselves against cyber threats.[13]  
      

      
      Even before the college undertakes a formal privacy audit during the 2016–2017 academic
         year, precautions have been taken in the following areas:
      

      
      
         	
            
            Print versions of patron registration, inter-CUNY and Lehman borrowing records are
               shredded.
            

            
         

         
         	
            Online Aleph Circulation sign-on passwords are made dormant or phased out at intervals.

            
         

         
         	
            Common sense guides staff actions; for example, old analog patron circulation records
               are not recycled as scrap paper.
            

            
         

         
         	
            Staff and supervisors observe if other staff members or supervisors are violating
               privacy. 
            

            
         

         
         	
            The tradeoffs between protection of privacy/security versus speed are consciously
               weighed; for instance, logging on or off of systems.
            

            
         

         
         	
            There is awareness not to allow shrinking budgets’ impact on staffing hours to cause
               cutting of corners in time-consuming ongoing efforts such as shredding or staff supervision
               or training. 
            

            
         

         
      

      
      Information Literacy Classes—Mobile Privacy Issues

      
      At Lehman, all librarians teach information literacy classes. Besides teaching subject-specific,
         one-shot classes, we are also all part of the Freshmen Year Initiative (FYI). The
         FYI are three sequential individual-session classes where students are introduced
         to the concept of critical inquiry. In the Spring of 2012, Stefanie undertook a pilot
         study teaching mobile information literacy. As part of these sessions, students evaluated
         apps/mobile devices and privacy issues. She also shared her experience with international
         librarians at the first European Conference on Information Literacy (or ECIL). At
         her workshop,[14]   librarians had to evaluate apps using the Evaluating Apps: CRAPPIES for APPS[15]   online form, which includes privacy as evaluation criteria. While she no longer
         teaches mobile-specific information classes, this spring the Apple versus FBI case
         helped to spur discussion in many of her information literacy classes about apps,
         mobile devices, and privacy. Using CRAAPPIES as a starting point, students had to
         evaluate apps installed on their own devices. “The app is does [sic] have a privacy
         statement,” a student commented on the DuckDuckGo search engine app, and “As far as
         I have seen, this app uses location services, but I do not know for what purpose,”
         another student noted on the Khan Academy app. While awareness about apps and privacy
         in the mobile realm seems to have improved somewhat since 2012, we believe there is
         still a lot of room for improvement in how we educate our students. 
      

      
      “Access and Privacy”: Autumn Innovation Event

      
      During the fall of 2016, Lehman Library’s innovation event, Access and Privacy, was open to all members of the Lehman community and CUNY librarians. The event’s
         focus on both access and privacy reflects our understanding that these are primary
         values within our professional community. Access to information empowers patrons,
         and privacy protects the rights to research freely. 
      

      
      As envisioned, the late fall event will include speakers from both inside and outside
         of CUNY. Interactive discussions and presentations included exercises from Research
         Action Design and the Data Privacy Project.
      

      
      CUNY Initiatives

      
      The Office of Computing and Information Services (CIS) at CUNY is the central division
         supporting the university’s information technology (IT) and telecommunication needs.[16]   Among its core responsibilities are CUNY’s broadband network, enterprise software
         such as the Blackboard learning-management system, and CUNYfirst. CIS sets overall
         guidelines, standards, and policies that all colleges within the university must adhere
         to. One example is the CUNY website privacy policy, which “applies to users of cuny.edu
         and is intended to explain what types of information is gathered from users and how
         that information is used.”[17]   Another policy to which all individual colleges adhere is the CUNY Computer User
         Policy, which emphasizes “CUNY’s commitment to the principles of academic freedom
         and freedom of expression includes electronic information. Therefore, whenever possible,
         CUNY will resolve doubts about the need to access CUNY Computer Resources in favor
         of a User’s privacy interest.”[18]   CUNY Legal Affairs is yet another division concerned with privacy and law.[19]   Within the last few years, this office has increased levels of scrutiny before
         electronic licenses with database vendors are to be signed by individual colleges.
         Balancing the information and technology needs of CUNY’s different campuses is complex,
         as each college has its own IT department—with its own budget and staff as well as
         individual missions and visions. Several university-wide committees, such as the CUNY
         Committee on Academic Technology (CAT) and Library Technology Subcommittee of the
         CUNY Committee on Academic Technology, are now in place to counterbalance this decentralization.
      

      
      The Office of Library Services (OLS)[20]  supports CUNY’s thirty-one libraries with centralized services such as OneSearch
         (a catalog discovery tool), electronic resource management (licensing, purchasing,
         etc.), and Academic Works (an academic repository tool). In February of 2016, OLS
         released a patron privacy policy emphasizing an “effort to protect each patron’s right
         to privacy and confidentiality with respect to information sought or received and
         resources consulted, borrowed, acquired, or transmitted. However, CUNY Libraries—both
         individually and collectively—license many information resources from vendors. Ideally,
         in the process of negotiating licenses with vendors, CUNY Libraries should endeavor
         to determine whether the licensing language permits circumstances under which the
         vendor can sell or otherwise give user data to third parties without permission from
         the licensing library and, if so, renegotiate those terms.”[21]  The following will take a closer look at some projects we are aware of within CUNY
         and its libraries.
      

      
      LACUNY Institute and LACUNY Privacy Roundtable

      
      Among the most significant events to generate continuing interest among CUNY librarians
         was the LACUNY Institute program held on May 8, 2015. This was cochaired by the current
         cochair of the LACUNY Privacy Roundtable, Jennifer Poggiali, along with Alexandra
         Rojas, head, Reference/Public Services at La Guardia Community College. The event
         was a highly collaborative effort among librarians from throughout CUNY. “Privacy
         and Surveillance: Library Advocacy for the Twenty-First Century,” was held at centrally
         located John Jay College of Criminal Justice, in midtown Manhattan. 
      

      
      The program was introduced by that college’s chief librarian, historian Larry Sullivan.
         He brought to the gathering a long-term view informed by, among other leadership positions,
         his previous service as chief of the Rare Book and Special Collections Division at
         the Library of Congress. His advice to attendees: to ensure one’s privacy in the digital
         age, use pay phones and cash.[22]  
      

      
      The one-day conference was open to the public as well as to library professionals
         and the CUNY community. This public event signaled CUNY libraries’ increasing dedication
         to understandings and protections of privacy. The program featured Rainey Reitman,
         activism director for the Electronic Frontier Foundation and chief operating officer
         and cofounder of the Freedom of the Press Foundation, and Alison Macrina of the Library
         Freedom Project. Panel discussions included “Sizing up the Problems,” “Surveillance
         and Its Discontents,” and “Setting our Boundaries.” Areas of focus included social
         media, e-books, and digital rights management, library policies, online anonymity,
         and how to teach students about privacy as well as online profiling.[23]  
      

      
      The Privacy Roundtable evolved organically, notes Stephen Klein, digital services
         librarian at the Graduate Center. There were communications within CUNY and with outside
         privacy advocates, including the Library Freedom Project, adds Alycia Sellie, associate
         librarian for Collections at the Graduate Center. Internal and external speakers were
         invited to the May Privacy event. Conversations among CUNY librarians picked up in
         June 2015, and the formalized university-wide Roundtable began in early 2016. Malin
         Abrahamsson, acquisitions/copyright manager at the Hunter College Libraries, currently
         active in the Roundtable, was also among those involved from the start. The conversations
         continued digitally and in person among librarians throughout the boroughs, motivated
         by two common goals: (1) to educate, and (2) to advocate.[24]  
      

      
      The role of librarians within the CUNY privacy discussion is unique, notes Klein:
         While digital and information services throughout the university “occupy different
         spaces” and may approach relationships with vendors differently, librarians approach
         privacy with a “user-based perspective.”[25]  
      

      
      The Roundtable’s mission as stated on the LACUNY website is: 

      
      
         Aside from keeping up-to-date on the overlapping areas of library practice, ethics,
            and privacy, the intention of this Roundtable is manifold [to]:
         

         
         
            	
               
               Serve as a meeting point for discussion of the ethics, practice, and philosophy of
                  privacy for anyone within the CUNY community who is interested and would like to participate
               

               
            

            
            	
               Raise awareness about privacy among library faculty and staff in order to better serve
                  and inform patrons
               

               
            

            
            	
               Investigate and introduce the library community at large to practices, technology,
                  and software that can circumvent the invasion of privacy
               

               
            

            
            	
               Reach out to other libraries and organizations, local and nationwide, for support
                  and further education, with the aim to initiate conversation (and possibly form a
                  consensus) about best privacy practices for libraries
               

               
            

            
            	
               Establish a working relationship with the CUNY legal, CIS and campus IT departments
                  to understand and articulate existing official policy for CUNY’s handling of staff
                  and patron data, and influence future privacy policy
               

               
            

            
            	
               Work with the institutional, legal department to formulate agreed-upon conditions
                  of privacy to be included in vendor contract negotiations and the acquisition of general
                  library technology and resources
               

               
            

            
            	
               Provide a forum for discussing recent literature and the latest issues regarding the
                  effects of technology on privacy[26]  
               

               
            

            
         

         
         The Roundtable’s chairs are Jennifer Poggiali, Assistant Professor and Instructional
            Technologies Librarian at Lehman College, and Stefanie Havelka, Assistant Professor
            and Web and Mobile Services Librarian, Lehman College. Librarians from around the
            university gather several times during the academic year to communicate about privacy-related
            concerns and projects, and to share any research that they have engaged in related
            to the roundtable.
         

         
      

      LACUNY Privacy Roundtable Meetings

      
      Research Guide group: Included in the Research Guide is a toolkit for librarians to be able to become
         more active in monitoring and setting their individual privacy settings on the wide
         web and with mobile devices. This feature extends the educational emphasis of the
         guide into practical recommendations.
      

      
      In the Electronic Resources Tracking Group, participants talked about specific tools for identifying trackers, potential changes
         of browsers used in libraries, and the appropriate time in the licensing process to
         address concerns or requested changes with database vendors. The group, doing a pilot
         project at Queensborough Community College, assigns level-of-intrusiveness grades
         to library vendor’s databases and is thus creating a database identifying third-party
         advertisers or analytics. Issues include levels of “personalized experience” and market
         price. Among the participants’ findings to be shared with users is that Google analytics,
         for instance, knows which sites users went to and that with trackers, cookies stay
         on computers. Topics of study include inbuilt blockers and VPN access. One objective
         of the group is to make a front-end database with a college field and a CUNY-wide
         field.
      

      
         John Schriner, instructor and web services librarian at Queensborough Community
         college, notes: “The database tracker working group in the LACUNY Privacy Roundtable
         began looking into library database vendors’ use of trackers and cookies. We were
         startled to find that databases we pay a fortune for (such as IEEExplore and Science
         Direct) were also tracking us or advertising to us. Essentially I think we want to
         promote electronic library resources as free of the ills of advertising and also the
         very real threat of web advertising used as a malware-delivery vector.” The roundtable
         subgroups’ efforts to develop a front-end database to enable librarians at other universities
         to add their college-specific details to the database may enable university librarians
         to “really see which vendors respect patron privacy and then we can move forward,
         now data-driven.”[27]  
      

      
      Follow-up actions which the group is considering recommending include writing to vendors:
         “We know you have these trackers. Why?” and then insisting on deletion for the most
         offensive. The legal department would be included in the discussion of potential communications
         with or requests from vendors. A future collaboration with CUNY’s Electronic Resources
         Advisory Council (ERAC), a university-wide committee, is also planned.
      

      
       Future poster presentations are also being considered with the aim to encourage patrons
         to push back against privacy intrusions. Involving the broader community could also
         leverage libraries’ ability to make privacy-aware changes.
      

      
       The Curricular Materials/Instruction Privacy Group continues to explore different threads, considering differences about what the emphasis
         should be in the classroom: should the emphasis be on getting students to realize
         that their information is as easily accessed as when one physically loses one’s phone,
         or should instruction emphasize privacy rights and conceptual issues relating to the
         tradeoffs presented when using online resources? Questions considered include whether
         instruction should focus on the technical or on the legal and whether the physical
         and the virtual are both significant issues relating to privacy. Consideration of
         First Amendment and freedom of speech are among factors considered in the contextual
         understandings of privacy within library settings. A concrete objective of the Curricular
         Materials/Instruction Privacy Group is to by the Fall of 2017 provide some example
         lessons to CUNY faculty within the City University’s Commons.[28]  
      

      
      Office of Library Service Privacy Audit

      
      Examining CUNY library’s system-wide commitment to the rights of its patrons, Greg
         Gosselin, university director of library systems in CUNY’s central office, created
         a matrix with which to evaluate and address privacy issues. Specifically, the Privacy
         and Library Systems Audit examines “processes and systems [in] the lifecycle of patron
         data in order to accurately assess that CUNY library’s data collection and retention
         practices are aligned with the library’s goals and promises of privacy and confidentiality.”
         Among areas examined in the audit are patron registration records; circulation transaction
         logs; records of overdues; document delivery records; interlibrary loan, reserve,
         and electronic reserve; search histories, library systems logs, and public workstations;
         and licensed services. These relate to key points in the ALA codes and rights.[29]  
      

      
      In setting initial objectives for the Lehman-specific audit, the following area will
         be among those studied to determine if the library is meeting the goals of its Privacy
         Statement: 
      

      
      Graduate Center Interlibrary Loan (ILL)

      
      The Library of the Graduate Center, the primary doctorate-granting institution of
         the City University of New York, initiated steps to minimize privacy intrusions into
         students’ interlibrary loan records.
      

      
       The library first informed patrons of the initiative and specified which sets of
         patrons’ records would be deleted—and then purged older records from the system.[30]  
      

      
      Given increased government surveillance powers after September 11, 2011, the Graduate
         Center took action in keeping what it considered to be best practices for libraries
         with regard to data retention. The purging policy received international attention
         via coverage in London’s the Guardian. A link to the Guardian article is on our Privacy Research Guide.
      

      
      Conclusion

      
      We invite our readers to check in with us via e-mail or simply by perusing our library
         website[31]   and our Privacy Research Guide[32]   as we continue to develop our privacy outreach at Lehman College. This subchapter
         is meant to reflect the dynamic nature of our efforts to educate the public, as well
         as ourselves, about library privacy in the early twenty-first century. These reflections
         are not meant to be exhaustive, though we will note that ongoing or future plans include:
      

      
      
         	
            
            Hands-on training sessions for faculty/staff in collaboration with our IT department

            
         

         
         	
            A mobile privacy workshop for students in partnership with IT department and Lehman’s
               College Library Technology Telecommunication Senate committee
            

            
         

         
         	
            LACUNY Privacy Roundtable Collaboration with ERAC and with CUNY Academic Commons groups
               the Library Technology Subcommittee of the CUNY Committee on Academic 

            
         

         
      

      
      We welcome suggestions from the broader library and privacy-conscious community, including
         you, our readers.
      

      
      Notes
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      Where I work, I hear about structural inequalities in data-centric disrupting and
         transforming industries, human rights and human security in a data-saturated world,
         online abuse, uses of student data, and how people, organizations, governments, and
         corporations are using data without thinking through all the implications. Concerns
         about privacy and ethical use of data about people is often not considered in many
         industries. And many who are grappling with these issues are new to these concepts
         and new to thinking about how privacy, or a lack of it, impacts people. 
      

      
      My experience coming from working in libraries for over a decade and now working with
         academics, privacy experts, technologists, artists, and activists allows me to see
         firsthand how uniquely libraries are placed in the information ecosystem and what
         we can do for our local communities and our society. We hold a set of principles and
         a professional code of ethics at a moment in time when the importance of access to
         quality information, intellectual freedom, and personal privacy is high. Many outside
         the library community see these values as critical right now and are hoping librarians
         can play a big part in helping their communities navigate these new developments with
         our skill sets. Concepts of privacy have changed over time and we are in an important
         time of rethinking the value of privacy and how it plays out in libraries and within
         librarianship broadly, both in how we operate and manage libraries and in the services
         we provide to our communities.
      

      
      As we consider our physical spaces, as we think about our digital tools and our electronic
         collections, we must keep in mind our core principles while innovating. And, to support
         our library users, we must continue to consider the impact of the lack of privacy
         and increased surveillance. We must continue to ask questions of ourselves and our
         profession and we must continue to evolve our role in a changing environment.
      

      
      The goal of this book was to introduce the reader to the history, laws, and current
         concerns around privacy in libraries. We started with laying the foundations for privacy
         concerns in libraries, reviewing information privacy and the history of challenges
         to privacy in libraries. Covering the basics of privacy laws and regulations round
         out the foundational information in hopes of getting the reader in the context of
         why and how privacy has been part of the bedrock of modern librarianship. Do the principles
         of librarianship and our codes of ethics still make sense today, or has so much changed
         culturally and technologically that we need to reexamine the beliefs and principles
         that have been part of our profession?
      

      
      From there we moved into attempting to tackle some current big issues in libraries.
         These include considering the types of data collected and used within libraries to
         understand users and improve services while at the same time considering the ethics
         of the use, collection, and retention of this data. What is our responsibility to
         our users? Do the benefits of learning more about users and customizing services outweigh
         our simple principle to not collect information about our users? 
      

      
      We also considered the responsibility libraries have when working with and negotiating
         services, tools, and digital collection from library vendors, in addition to considering
         what librarians must ask themselves when working with vendors, social networks, and
         more third-party services being brought into the library. What are our most important
         principles and how do we uphold them when negotiating with vendors? Are we, as a community,
         clearly stating our requirements for tools built for libraries? What are we giving
         up when trying to connect with our communities using Web tools and services?
      

      
      We ended the guide by focusing on some interesting and hopeful examples of how libraries—both
         public and academic—are working with their staff to best serve their communities.
         We see these examples as real-world examples of what libraries can and are doing in
         this space. Where are the opportunities for staff education and what are the responsibilities
         of libraries in helping their communities feel safe using the library and going online?
      

      
      Through discussing regulations, considering the impact of internal data collection,
         thinking through interactions and risks and benefits of third-party services with
         and outside the information industry, and highlighting staff training and community
         services, we can begin to carve out our profession’s role in the ever-growing information-privacy
         landscape. There are more questions than simple answers for us to consider as we move
         forward into this new world, but just the act of considering these issues and beginning
         the dialogue is critical.
      

      
      The content of this book was gathered and authored by librarians, professors, privacy
         experts, and legal experts. While the content is relevant, we acknowledge that technology
         changes faster than books are written, edited, and published. We hope more has been
         done since we finished this book and more colleagues are engaged in the topic of privacy.
      

      
        There’s a reason libraries are front and center to the discussions around online security
         and privacy. Libraries have been mentioned often as a place where community members
         can learn about online privacy and what they can do to protect themselves. Libraries
         are safe spaces for intellectual freedom and access to quality information—this is
         a special role libraries play in our society and while that role is evolving, it clearly
         still exists. 
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      Andrew Asher is the assessment librarian at Indiana University Bloomington, where he leads the
         libraries’ qualitative and quantitative assessment programs and conducts research
         on the information practices of students and faculty. Asher holds a PhD in sociocultural
         anthropology from the University of Illinois at Urbana–Champaign and specializes in
         applying ethnographic methods to the study libraries and universities as social institutions.
         As both a research and a librarian, Asher works with human subjects data on a daily
         basis and has written and presented frequently about ethical issues surrounding the
         production, preservation, and dissemination of data in the social sciences.
      

      
       

      
      Matt Beckstrom has over twenty years’ experience with computer, network, and Internet security.
         He has been the systems manager at the Lewis and Clark Library in Helena, Montana,
         since 1999. He received his Bachelor’s degree in computer technology from Montana
         State University Billings, and his Master’s degree in information science from the
         University of North Texas. His first book, Protecting Patron Privacy, was published in 2015. He currently serves on the Montana Library Association board
         and on the American Library Association Council.
      

      
       

      
      Deborah Caldwell-Stone is deputy director of the American Library Association’s Office for Intellectual
         Freedom. An attorney by training, she now works closely with librarians, teachers,
         and library trustees on a wide range of intellectual-freedom issues, including book
         challenges, Internet filtering, and censorship and privacy in the library. She served
         on the faculty of the ALA-sponsored Lawyers for Libraries and Law for Librarians workshops
         and is a frequent speaker at library meetings. Before she joined ALA in 2000, she
         practiced appellate law before the state and federal courts in Chicago, Illinois.
      

      
       

      
      Stefanie Havelka is currently the web and mobile services librarian/assistant professor at Lehman
         College, The City University of New York. She holds a BS in information management
         from Stuttgart Media University, Germany; a Master’s in communication and information
         studies from Rutgers University; as well as an MSLIS and Certificate of Advanced Studies
         in Digital Libraries from Syracuse University. She has published several articles
         on mobile services, resources, and apps for libraries. Stefanie is the cochair of
         the Library Association of the City University of New York’s Privacy Roundtable. Her
         current research focuses on students’ perception of health/fitness apps and mobile
         privacy.
      

      
       

      
      A graduate of the University of Pennsylvania, Martha Lerski is instructor and business librarian at CUNY’s Lehman College. Her early career work
         in currencies in the finance division of a Swiss bank supports continued interest
         in global information flows. She holds a Certificate of Advanced Studies in Digital
         Libraries from Syracuse University and her MLS from Queens College, CUNY. She is a
         member of the LACUNY Privacy Roundtable.
      

      
       

      
      Bill Marden is New York Public Library’s first director of data privacy and compliance. He comes
         to NYPL with almost twenty years of policy, regulatory, and compliance experience
         at some of the world’s leading financial institutions, including Citigroup, JPMorgan
         Chase, and UBS. Among his efforts at Citigroup, Bill helped revamp the governance
         and internal control infrastructure of Citibank N.A., including resolving key issues
         with federal regulators. 
      

      
       Previous to his time in the financial world, Bill was a librarian in both the public
         and private sectors, including six years as books and manuscripts curator for the
         Frederick R. Koch Foundation, now housed at Yale’s Beinecke Library. He also interned
         at the Pierpont Morgan Library while studying for his MLS, which he received from
         Columbia University in 1988. 
      

      
       He is also the author of two award-winning books about New York City bookstores.

      
       

      
      Melissa Morrone  is supervising librarian in the Shelby White and Leon Levy Information Commons at
         Brooklyn Public Library in New York City. As a coordinator of the Data Privacy Project,
         she aims to connect library staff with resources supporting digital-privacy literacy.
         Melissa is also the editor of Informed Agitation: Library and Information Skills in Social Justice Movements and
            Beyond (Library Juice Press, 2014) and has written and presented about libraries, technology,
         and privacy.
      

      
       

      
      Bobbi L. Newman is a writer, consultant, library advocate, and an international speaker. Her interests
         include privacy, public policy, technology, new media, digital literacy, class, and
         political communication and behavior. She is passionate about the role of libraries
         in equal access and opportunity for all. She is involved in national library initiatives,
         including the National Information Standards organization committee to develop a Consensus
         Framework to Support Patron Privacy in Digital Library and Information Systems, and
         the Pew Internet and American Life Project research on Libraries in the Digital Age.
         She is a regular speaker at local, national, and international events covering topics
         such as the future of libraries, digital literacy, eBooks, policy, and innovation
         and change. She holds an MA in information research and library science as well as
         an MA in political science. She has received awards for her service and teaching.
         You can reach her at bobbi.newman@gmail.com or @bobbinewman.
      

      
       

      
      Julie Oborny is a web librarian for San José Public Library (SJPL), where she focuses primarily
         on analyzing, designing, and developing the library’s online experiences. As an advocate
         for privacy, intellectual freedom, and technology literacy, she valued the opportunity
         to work on the design and development team for the Virtual Privacy Lab—a free resource
         that helps people around the world to optimize their online privacy. In addition to
         presenting at conferences and speaking events, the SJPL design and development team
         has received commendations for their work on the Virtual Privacy Lab, including the
         Reference and User Services Association’s ReferenceUSA Award for Excellence in Reference
         and Adult Library Services and the California Library Association’s Zoia Horn Intellectual
         Freedom Award.
      

      
       

      
      Bonnie Tijerina is a librarian, entrepreneur, and library community convener. She is currently a
         researcher at the Data and Society Institute, a New York City think tank focused on
         the social, cultural, and ethical impact of technological development. There, Bonnie
         represents libraries among academics, civic technologists, legal experts, policymakers,
         and entrepreneurs. She is giving voice to the role libraries play in supporting the
         emerging needs of their communities through research projects, presentations, library
         staff trainings, and writing. Bonnie has an MA in library studies from the University
         of Wisconsin–Madison and has worked in libraries for over ten years. She has also
         created several conferences and gatherings, including the Electronic Resources and
         Libraries Conference. You can reach her at bonnie@datasociety.net and @bonlth.
      

      
       

      
      Michael Zimmer, PhD, is a privacy and Internet ethics scholar, most notable for his work in online
         privacy, the ethical and policy dimensions of social media and Internet technologies,
         libraries and privacy, and Internet research ethics. He is an associate professor
         in the School of Information Studies at the University of Wisconsin–Milwaukee, where
         he also serves as director of the Center for Information Policy Research. Zimmer received
         his PhD in 2007 from the Department of Media, Culture, and Communication at New York
         University. He was a student fellow at the Information Law Institute at NYU Law from
         2004–2007, and was the Microsoft Resident Fellow at the Information Society Project
         at Yale Law School for 2007–2008. He has participated in numerous public-interest
         activities and provided expert advice and consultation for projects with the American
         Library Association’s Office For Intellectual Freedom, the New York Public Library,
         National Information Standards Organization (NISO), Google, and Microsoft, among others.
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